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Enterprise-class
networking in Azure
nands-on lab step-by-step

Abstract and learning objectives

In this workshop, students will learn how to setup and configure a Virtual Network with Subnets in Azure. Students will
also learn how to secure the Virtual Network with Firewall rules and route tables. Additionally, students will set up access
to the Virtual Network with a "jump box" and a site-to-site VPN connection.

Attendees will be better able to plan and design virtual networks in Azure with multiple subnets to filter and control
network traffic. In addition,

. Create a Virtual Network and provision subnets

o Create route tables with required routes

) Build a management "jump box"

o Configure firewall to control traffic flow

. Configure site-to-site connectivity
Overview

You have been asked by Woodgrove Financial Services to provision a proof of concept deployment that will be used by
the Woodgrove team to gain familiarity with a complex virtual networking deployment, including all of the components
that enable the solution. Specifically, the Woodgrove team will be learning about:

e How to bypass system routing to accomplish custom routing scenarios
e How to capitalize on load balancers to distribute load and ensure service availability
e How to implement a partner firewall solution to control traffic flow based on policies.

The result of this proof of concept will be an environment resembling this diagram:
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Requirements

You must have a working Azure subscription to carry out this hands-on lab step-by-step without a spending cap to deploy
the pfSense firewall from the Azure Marketplace.

Help References

Description Links

IP Addressing and
Subnetting for
New Users

CIDR / VLSM
Supernet
Calculator

Virtual Network
documentation

http://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13788-3.html

http://www.subnet-calculator.com/cidr.php

https://azure.microsoft.com/en-us/documentation/services/virtual-network/

Network Security https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-nsg/
Group

documentation

IP addresses in https://azure.microsoft.com/en-us/documentation/articles/virtual-network-ip-addresses-overview-arm/

Azure
User-Defined
Routing and IP
Forwarding

https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-udr-overview/

Load Balancer https://azure.microsoft.com/en-us/documentation/articles/load-balancer-overview/

Implementing a https://azure.microsoft.com/en-us/documentation/articles/guidance-iaas-ra-secure-vnet-hybrid/
DMZ between
Azure and your
on-premises

datacenter
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Description

Links

pfSense firewall
rule basics

https://doc.pfsense.org/index.php/Firewall Rule Basics

How can | forward
ports with pfSense

https://doc.pfsense.org/index.php/How can_| forward ports with pfSense

3|Page
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Before the hands-on lab

Duration: 15 minutes
If you are working on a machine that cannot run PowerShell, carry out this task. Only do this if you are not running the

commands on your local machine and are provisioning a VM to perform the steps.

Task 1: Create a virtual machine to execute the lab in

1. Launch a browser, and navigate to https://portal.azure.com. Once prompted, login with your Microsoft Azure
credentials. If asked, choose whether your account is an organization account or just a Microsoft Account.

2. Click on +NEW, and in the search box, type in Visual Studio Community 2017 on Windows Server 2016 (x64),
and press enter. Click the Visual Studio Community 2017 image running on Windows Server 2016 with the latest
update.

3. In the returned search results, click the image name.

Everything

Y Filter

| £ Visual Studio Community 2017 on Windows Server 2016 [:-:64:{

Results

MAME “~  PUBLISHER

oA N Visual Studio Community 2017 on Windows Server 2016 (xEd) Microsoft
3

4. In the Marketplace solution blade, at the bottom of the page keep the deployment model set to Resource
Manager, and click Create.

Select a deployment model

‘ Resource Manager W

5. Set the following configuration on the Basics tab, and click OK.

e Name: LABVM
e VM disk type: SSD

©2017 Microsoft Corporation 4|Page
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e User name: demouser

e Password: demo@pass123

e Subscription: If you have multiple subscriptions, choose the subscription to execute your labs in.
e Resource Group: OPSLABRG

e location: Choose the closest Azure region to you.

Basics

* Mame

| LABVM v

VM disk type @

55D v

* |Jzer name

demouser

||||||||||||

------------

Subscription
W
* Resource group @
® Create new Use existing
OPSLABRG v
Location
South Central US hd

6. Choose the DS1_V2 Standard or F2S instance size on the Size blade.

Note: You may have to click the View All link to see the instance sizes.
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Bro

Choose a size

DS1. V2 Standard

Data disks

3200
Max 10PS

7GB
Local 550

Load balancing

Premium disk support

D52 V2 Standard D53 V2 Standard

2

I HEN B

Cores

GB

4
Data disks

6400
Max IOPS

14 GB
Local 550

Load balancing

Premium disk support

Prices presented are estimates in your local currency that include only Azure infrastructure costs and
any discounts for the subscription and location. The prices don't include any applicable software
costs, Recommended sizes are determined by the publisher of the selected image based on
hardware and software requirements.

* Recommended | View all

4

BEo® W=

Cores

GB

a8
Data disks

12800
Max IOPS

28 GB
Local 550

Load balancing

Premium disk support

Enterprise-class networking in Azure

Note: If the Azure Subscription you are using is NOT a trial Azure subscription, you may want to choose the
DS2_V2 to have more power in this LABMV. If you are using a Trial Subscription or one that you know has a
restriction on the number of cores, stick with the DS1_V2.

7. Click Configure required settings to specify a storage account for your virtual machine if a storage account name
is not automatically selected for you.

Settings

a

Storage
Use managed disks @

O X

* Storage account @

Configure required settings

8. Click Create New.

+

Create new

©2017 Microsoft Corporation
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9. Specify a unique name for the storage account (all lower letters and alphanumeric characters), and ensure the
green checkmark shows the name is valid.

* Name @

v

.core.windows.net

10. Click OK to continue.

11. Click Configure required settings for the Diagnostics storage account if a storage account name is not
automatically selected for you. Repeat the previous steps to select a unique storage account name. This storage
account will hold diagnostic logs about your virtual machine that you can use for troubleshooting purposes.

* Diagnostics storage account @ S

Configure required settings

12. Accept the remaining default values on the Settings blade, and click OK. On the Summary page, click OK. The
deployment should begin provisioning. It may take 10+ minutes for the virtual machine to complete provisioning.

Deploying Visual Studio
Community 2017 on ...

NOTE: Please wait for the LABVM to be provisioned prior to moving to the next step.

13. Move back to the Portal page on your local machine, and wait for LABVM to show the Status of Running. Click
Connect to establish a new Remote Desktop Session.
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=1

» Connect Q! Resta B stop = Move [ Delete O Refresh

Resource group (change)
OPSLABRG

Status
Running

Location
Central US

Subscription {change)

Subscription ID

14. Depending on your Remote Desktop protocol client and browser configuration, you will either be prompted to
open an RDP file, or you will need to download it and then open it separately to connect.

15. Log in with the credentials specified during creation:
a. User: demouser

b. Password: demo@pass123

16. You will be presented with a Remote Desktop Connection warning because of a certificate trust issue. Click Yes to
continue with the connection.

.* Remote Desktop Connection X

[!: The identity of the remote computer cannot be verified. Do you
¢/ want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

s Name in the certificate from the remote computer:
LABVM

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

i The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

|:| Don't ask me again for connections to this computer

View certificate... Yes No

©2017 Microsoft Corporation 8|Page
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17. When logging on for the first time, you will see a prompt on the right asking about network discovery. Click No.

Networks

2 Network

Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices like
printers and TVs?

We recommend that you do this on
your home and work networks.

18. Notice that Server Manager opens by default. On the left, click Local Server.

i8% Dashboard

B Local Server

BE All Servers

WE File and Storage Services b
| Hyper-V

19. On the right side of the pane, click On by IE Enhanced Security Configuration.
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Last installed updates
Windows Update
Last checked for updates

Windows Error Reporting

Customer Experience Improvement Program

Never
Install updates automatically using Windows Update

Never

Off
Not participating

IE Enhanced Security Configuration

Time zone
Product ID

Processors
Installed memory (RAM)
Total disk space

O%
(UTCY Coordinated Universal Time

00253-50000-00000-AA006 (activated)

Intel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz
3.5GB
177 GB

20. Change to Off for Administrators, and click OK.

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ O on (Recommended)

W @off

Users:
@ (® On (Recommended)

& Ooff

More about Internet lorer Enhanced Security Confiquration

o ]|l

Task 2: Update Azure PowerShell version

1.
This will download an executable. After the

©2017 Microsoft Corporation

While logged into LABVM via Remote Desktop, open Internet Explorer, and navigate to http://aka.ms/webpi-azps.

download is finished, click Run to execute it.
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WindowsAzurePowershellGet.3f.3f.3fnew.exe (113 KB)

microsoft.com

Save

hd Cancel

2. A Web Platform Installer dialog box will open. Click Install to install the latest version of the Azure PowerShell
module (your version may differ from the screenshot). Note: the version on the virtual machine may already be

up-to-date.

o Microsoft Azure PowerShell

Muore informaticn

Publisher: Microsoft Corporation

Download Size: 41,66 MB
Version: 4.4,1

1 ltems to be installed

Release date: Thursday, October 12, 2017

Microsoft Azure PowerShell provides developers and IT/Pros with Windows PowerShell crndlets for building, deploying
and managing Microsoft Azure services. This version of Microsoft Azure PowerShell allows side-by-side loading of
AzureResourceManager and Azure modules, PowerShell Gallery can be used to update the modules in this package.

Options | Install !E | Exit

3. Accept the license terms by clicking I Accept.

11|Page
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PREREQUISITES INSTALL CONFIGURE FINISH

Review the following list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components to be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software, You are
responsible for and must separately locate, read and accept these third party license terms.

X Microsoft Azure PowerShell

Total file download size: 32.21 MB

By clicking "l Accept”, you agree to the license terms for the third party and Microsoft software, and any additional
software identified above. If you do not agree to all of the license terms, click "l Decline”.

I Decline | 1 Accept ¥ |

4. Click Finish to complete the installation.

PREREQUISITES INSTALL CONFIGURE FINISH

v/ The following products were successfully installed.
Microsoft Azure PowerShell

5. After the installation is complete, reboot the machine you installed Azure PowerShell on.

©2017 Microsoft Corporation 12|Page
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Task 3: Download hands-on lab step-by-step support files

1. After the reboot has completed, download the zipped hands-on lab step-by-step student files by clicking on this
link: https://cloudworkshop.blob.core.windows.net/enterprise-networking/ECN-Hackathon.zip

2. Extract the downloaded files into the directory C:\ECN-Hackathon.

Name Date modified
. Right-Click
i ECN-Hackathon.zip 7| 7/8/2016 6:30 AM

CreateAzureVMs (1 Open

i
i
El nativelog.txt

CreateAzureVMs.zi Open in new window
N g | Extract All... ¢
i, ExportedT te-
i ExportedTemplate T S

| Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\ECN—Hackath0n| Browse...

Show extracted files when complete

| Exract yief  Cance

13|Page ©2017 Microsoft Corporation


https://cloudworkshop.blob.core.windows.net/enterprise-networking/ECN-Hackathon.zip

Microsoft Cloud Workshop Enterprise-class networking in Azure

Exercise 1: Create a virtual network and provision subnets

Duration: 15 minutes

Task 1: Create a virtual network

1. From your LABVM, connect to the Azure portal, click on New, and in the list of Marketplace categories, click
Networking followed by selecting Virtual Network. See the following screenshot for more details.

New
New =
M~ Search the Marketplace
Dashboard
Azure Marketplace Seeall  Featured
All resources _ See all
Get started Goi Virtual network e
Resource groups Learn more
Compute
App Services E Metworking e E Load Balancar
T T ! @ Learn more
Function Apps Storage

2. On the Create virtual network blade, enter the following information:
a. Name: WGVNet
b. Address space: 10.7.0.0/16
c. Subscription: Choose your subscription
d. Resource group: Select Create new, and enter the name WGVNetRG
e. Location: West US
f.  Subnet name: Perimeter
g. Subnet address range: 10.7.0.0/29
Upon completion, it should look like the following screenshot. Validate the information is correct and click Create.

©2017 Microsoft Corporation 14|Page
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Create virtual network

* Mame

| WGVNet /|

* Address space @

| 10.7.00/16 /|
10.7.000 - 10.7.255.255 (65530 addresses)
* Subscription

W
* Resource group

® Create new O Use existing

WGVNetRG v
* Location

West US hd
Subnet
* Mame
| Perimeter J|

* Address range @

| 107.00/29 /|
10.7.0.0 - 10.7.0.7 (8 addresses)

Enterprise-class networking in Azure

Monitor the deployment status by clicking on the Notifications button in the portal. In a minute or so, you should
see a confirmation of the successful deployment. Click the Go to Resource button.

CITSTTITES TITCTTT IS TaT

LT IPIELCLI =IT

a Deployment succeeded 438 PM

Deployment 'Microsoft.VirtualM etwork-
resource group "WGVNetRG' was successful

to

Task 2: Configure subnets

1.

Select WGVNet blade, and click Subnets.

15|Page
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WGVNet

Virtual ne k

/",' Search (Cirf+/]

Chverview
B Activity log
uha Access control (JAM)
& Tags

W Diagnose and solve problems

SETTIMNGS
Address space

®£* Connected devices

Subnets

2. In the Subnets blade click on +Subnet.

o= Gateway subnet

Search subnets

NAME

Perimeter

3. On the Add subnet blade, enter the following information:
a. Name: Management
b. Address range: 10.7.0.8/29
c.  Network security group: None
d. Route table: None
When your dialog looks like the following screenshot, click OK to create the subnet.
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Add subnet

WGVNet

* Name

l Management \/‘

* Address range (CIDR block) ®
‘ 10.7.0.8/29 ‘
10.7.1.0 - 10.7.1.255 (256 addresses)

Network security group

None >
Route table >
None

I !!

4. Repeat steps 8 and 9 to create the WebTier subnet.

a. Name: WebTier

b. Address range: 10.7.1.0/24

¢. Network security group: None
d. Route table: None

5. Repeat steps 8 and 9 to create the DataTier subnet.

a. Name: DataTier

b. Address range: 10.7.2.0/24

¢. Network security group: None
d. Route table: None

The result should look like the following screenshot:

17|Page
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D Search (Ctrie) + Subnet + Gateway subnet
;-) Search subnets
Crverview
NAME ADDRESS RANGE AVAILABLE ADDRESSES
B Activity log
Perimeter 10.7.0.0/29 3
:,.'. Access control (JAM)
Management 10.7.0.8/29 3
& Tags
WebTier 10.7.1.0/24 251
x Diagnose and sohve problems
DataTier 10.7.2.0/24 251
SETTINGS
Address space

** Connected devices

<2 Subnets
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Exercise 2: Create route tables with required routes

Duration: 15 minutes

Route Tables are containers for User Defined Routes (UDRs). The route table is created and associated with a subnet. UDRs
allow you to direct traffic in ways other than normal system routes would. In this case, UDRs will direct traffic from

‘internal’ subnets to the firewall appliance.

Task 1: Create route tables

1. On the main portal menu to the left, click More services located at the bottom of the menu. Type route into the
search box, and click on Route tables.

X

9 Shift+Space to toggle favorites

routel

Resource groups

£, ExpressRoute circuits

§ All resources
Route tables

Recent

Virtual machines

Virtual network gateways

Connections

More services >

2. On the Route tables blade, click Add.

Route tables

ExamRef

+ Add | @ LssignTags 22 Columns D Refresh

3. On the Route table blade enter the following information:
a. Name: MgmtRT
b. Subscription: Choose your subscription
c. Resource group: Select Use existing, click the drop-down menu, and select WGVNetRG
d. Location: West US
When the dialog looks like the following screenshot, click Create.
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* Mame

| MgmtRT

* Subscription

w
* Resource group

O Create new @ Use existing

WGVNetRG| v
* Location

West US hd

4. After a few seconds, if the new route table does not show in the portal, click Refresh.

o Add == Columns | ') Refresh

5. After you see the route table you created, complete steps 2 and 3 again to create the DataRT route table:
a. Name: DataRT
b. Subscription: Choose your subscription
c. Resource group: Select Use existing, click the drop-down menu and select WGVNetRG
d. Location: West US

6. After you see the DataRT route table created (you may need to click Refresh again), complete steps 2 and 3 again
to create the WebRT route table:
a. Name: WebRT
b. Subscription: Choose your subscription
c. Resource group: Select Use existing, click the drop-down menu and select WGVNetRG
d. Location: West US

7. Once route tables are created, your Route tables blade should look like the following screenshot:
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Route tables

Ex:
@ tssignTags EE Columns D Refresh
Subscriptions:

Filter by name...

3 items
l:‘ MAME RESOURCE GROUP LOCATION
DataRT WGVNetRG West Us
MgmtRT WGVNetRG West US
WebRT WGVNetRG West US

Task 2: Add routes to each route table
1. Click on the DataRT route table, and click Routes.
<« ® DataRT - Routes

Route table

/",' Search (Cirf+/]

Owerview
B Activity log
uha Access control (JAM)
& Tags

W Diagnose and solve problems

SETTIMNGS

Routes

Subnets

Enterprise-class networking in Azure

2. On the Routes blade, click the + Add button. Enter the following information, and click OK:

a. Route name: DataTolnet

b. Address prefix: 0.0.0.0/0

c. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4

21|Page
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Add route

DataRT

* Route name

| DataTolnet

* Address prefix @

| 00000

Mext hop type @

| Virtual appliance

* Mext hop address @

| 107.04

Enterprise-class networking in Azure

3. Repeat this procedure to add the DataToMgmt route using the following information:
a. Route name:
b. Address prefix: 10.7.0.8/29
¢. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4
Add route

DataRT

* Route name

| DataToMgmt

* Address prefix @

| 107.08/29

Next hop type @

| Virtual appliance

* Mext hop address @

| 107.04

4. Repeat this procedure to add the DataToWeb route using the following information:
a. Route name: DataToWeb
b. Address prefix: 10.7.1.0/24
¢. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4
Add route

DataRT

* Route name

| DataToWeb

* Address prefix @

| 107.1.0/24

MNext hop type @

| Virtual appliance

* Mext hop address @

| 107.04

©2017 Microsoft Corporation
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Upon completion, your routes in the DataRT route table should look like the following screenshot:

< ® DataRT - Routes

Route table

/",- Search (Cinl+4] + Add

;-j Search routes

Owverview

NAME ADDRESS PREFIX NEXT HOP
B Activity log

DataTolnet 0.0.0.0/0 10.7.04
;,.'. Access control (JAM)

DataToMgmt 10.7.0.8/29 10.7.0.4
' Tags

DataToWeb 10.7.1.0/24 10.7.0.4
4 Diagnose and solve problems

5. Using the breadcrumb menu at the top of the portal, click on Route tables to go back to that blade.

“ | Route tables Lu.-‘/ DataTierRT > Settings > Routes

6. Click on WebRT, then click Routes.

NAME
DataRT wee
MgmtRT sas

WebR‘!’iE Il eas

7. On the Routes blade, click the +Add button. Enter the following information, and click OK:
a. Route name: WebTolnet
b. Address prefix: 0.0.0.0/0
¢. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4
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Add route

WebRT

* Route name

| WebTolnet v]

* Address prefix @
| 0.00.0/0 v]

Next hop type @

| Virtual appliance w |
* Mext hop address @
| 107.04 /]

Enterprise-class networking in Azure

8. Repeat this procedure to add the WebToData route using the following information:
a. Route name: WebToData
b. Address prefix: 10.7.2.0/24
c. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4
Add route

WebRT

* Route name

| WebToData

* Address prefix @

| 10720724

Next hop type @

| Virtual appliance

* Mext hop address @

| 10704

9. Repeat this procedure add the WebToMgmt route using the following information:

a. Route name: WebToMgmt
b. Address prefix: 10.7.0.8/29
c. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4

©2017 Microsoft Corporation
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dd route

* Route name

| WebToMgmt u'|

* Address prefix @
| 107.08/29 v|

MNext hop type @

| Virtual appliance w |

* Mext hop address @
| 10.7.04 7]

Upon completion, your routes in the WebRT route table should look like the following screenshot:

<@ WebRT - Routes

Route table

/",- Search (Clrf+/) + Add

;-j Search routes

Cwerview

NAME T ADDRESS PREFIX NEXT HOP
B Activity log

WebToData 10.7.2.0/24 10.7.0.4
sha Access control (LAM)

WebTolnet 0.0.0.0/0 10.7.0.4
& Tags

WebToMgmt 10.7.0.8/29 10.7.0.4

% Diagnose and solve problems

10. Using the breadcrumb menu at the top of the portal, click on Route tables to go back to that blade.

~ | Route tables DataTierRT > Settings > Routes

11. Click on MgmtRT, and click Routes.

NAME
DataRT .
MgmtR‘[ﬁ' ‘es
WebRT “ee

12. On the Routes blade, click the +Add button. Enter the following information, and click OK:
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Route name: MgmtTolnet
Address prefix: 0.0.0.0/0

Next hop type: Virtual appliance
Next hop address: 10.7.0.4

an oo

Add route

MgmtRT

* Route name

Enterprise-class networking in Azure

| MgmiTolnet

* Address prefic @

| 000000

MNext hop type @

| Virtual appliance

* Mext hop address @

| 107.04

13. Complete step 12 to add the MgmtToData route using the following information:
a. Route name: MgmtToData
b. Address prefix: 10.7.2.0/24
¢. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4

Add route

MgmtRT

* Route name

| MgmiToData

* Address prefix @

| 107.20/24

Mext hop type @

| Virtual appliance

* Mext hop address @

| 10.7.04

14. Complete step 12 to add the MgmtToWeb route using the following information:

Route name: MgmtToWeb
Address prefix: 10.7.1.0/24
Next hop type: Virtual appliance
Next hop address: 10.7.0.4

a N oo

©2017 Microsoft Corporation
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d route

* Route name

| MgmiToWeb v |

* Address prefix @
| 107.1.024 /]

Mext hop type @

| Virtual appliance W |

* Mext hop address @
| 107.04 v|

Upon completion, your routes in the MgmtRT route table should look like the following screenshot:

< ® MgmtRT - Routes

Route table

L Search (Ciri+/) + Add

/'3 Search routes

Overview

NAME T ADDRESS PREFIX MEXT HOP
B Activity log

MgmitTeData 10.7.2.0/24 10.7.0.4
sha Access control {IAM)

MgmitTolnet 0.0.0.0/0 10.7.0.4
& Tags

MgmiToWeb 10.7.1.0/24 10.7.0.4

e Diagnose and schve problems

Note: The route tables and routes you have just created are not associated with any subnets yet, so they are not
impacting any traffic flow yet. This will be accomplished later in the lab.
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Exercise 3: Deploy n-tier application and validate functionality

Duration: 60 minutes

In this task, you will provision the CloudShop application using an ARM template deployment. This application has a web
tier and a data tier.

Task 1: Use the Azure portal for a template deployment

NOTE: If you have not downloaded the student files see this section in the before getting started section of this
hands-on lab.

1. On your LABVM, open the C:\ECN-Hackathon which contains the student files for this lab.

2. Sign into the Azure portal at http://portal.azure.com.

3.

Click New, and search for template deployment.

| /"-'JI Tempate Deployment

Dashboard Tempate Deployment

T T TS LTSS ———— LR S

All resources

| Get started | Windows Server 2016 VM
Resource groups Quickstart tutorial

Compute

4. Select the template deployment link, and click Create.

Everything

Y Filter

2 Tempate Deployment

0 results in the Everything category. Showing

MAME
m Template deployment

5. On the Custom deployment blade, click Build your own template in the editor
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Custom deployment

Deploy from a custom template

Learn about template deployment

L) Read the docs[2

™ e T T 1
1

6. Click Load file, and select the CloudShop.json file from your C:\ECN-Hackathon directory.

Edit template

Edit your Azure Resource Manager template

+ Add resource 'IN Quickstart template * Load file i Download

* Parameters (D) 1 {
. " T oy
Variables (0) % $schema”: “https://sch
- 3 "contentVersion®: "1.8.
Resources (0] " .
4 parameters™: {},
5 "resources”: []
6 }

7. Click Save.

8. Update the Custom deployment blade using the following inputs, agree to the terms, and click Purchase. This
deployment will take approximately 30-40 minutes.
a. Resource Group: Create New / WGVMRG
b. Location: West US
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TEMPLATE

mmm Customized template
-

9 resources.

BASICS
* Subscription

* R

Resource group

* Location

SETTINGS

Vmstorage Type

Admin Username @

Admin Password @

Cloud Shap Download Url @
Cloud Shap DB Dawnload Url @
Cloud Shop Installscript Url @

Cloud Shop D8 Installscript Url @

L
Edit template

Visual Studio Enterprise with MSDN

»
Edit parameters Learn more

Createnew  (® Use existing

WGVMRG

Premium_LRS

demouser

hitps//opsiaastraining.blob.core windows.net/enterprise-networking-hackathon/C...

https//cloudworkshop.blob.core.windows.net/enterprise-class-networking/ Advent

httpsi/ 1g.blab.core window:

hitps//opsiaastraining.blob core windows.net/enterprise-netwerking-hackathon/d...

net/enterprise-networking-hackathon/d...

Pin to dashboard

|M|

i

®

Enterprise-class networking in Azure

Task 3: Validate the CloudShop application is up after the deployment

1.

Using the Azure portal, open the WGVMRG Resource group and review the deployment.

Open the WGWEB1 blade in the Azure portal, and click Connect.

WGWEB1

Virtual machine

£ Search (Ctri+/
A Overview

ﬁ| Activity log

<

X

Tags

Access control (1AM)

Diagnose and solve problems

&» Connect

Resource group {change)

WGEVMRG
Status
Running

Location
West US

Subscription (change)

Subscription ID

B Stop

Depending on your Remote Desktop protocol client and browser configuration, you will either be prompted to
open an RDP file, or you will need to download it and then open it separately to connect.

Log in with the credentials specified during creation:

C.

d.

User: demouser

Password: demo@pass123

©2017 Microsoft Corporation

30|Page



Microsoft Cloud Workshop Enterprise-class networking in Azure

5. You will be presented with a Remote Desktop Connection warning because of a certificate trust issue. Click Yes to
continue with the connection.

& Remote Desktop Connection x

ﬁ The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty certificate. t may be unsafe to proceed.

Cerificate name

_pJ MName in the certificate from the remote computer:
WGWEB1

Certificate emors

The following emors were encountered while validating the remote
computer's certfficate:

/1 The cerificate is not from a trusted cerdifying authority.

Do you want to connect despite these cerificate emors?

[ ] Donlt ask me again for connections to this computer

View certfficate... Yes Mo

6. When logging on for the first time, you will see a prompt on the right asking about network discovery. Click No.

Networks

2 Network

Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices like
printers and TVs?

We recommend that you do this on
your home and work networks.

7. Notice that Server Manager opens by default. On the left, click Local Server.
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Dashboard

Local Server

All Servers

W File and Storage Services

Enterprise-class networking in Azure

8. On the right side of the pane, click On by IE Enhanced Security Configuration.

Last installed updates
Windows Update

Windows Defender

Last checked for updates

Mever

Download updates only, using Windows Update

9/20/2017 5:39 PM

Real-Time Protection: On

Feedback & Diagnostics Settings
IE Enhanced Security Configuration On

Time zone
Product ID

Processors
Installed memory (RAM)
Total disk space

(UTC) Coordinated Universal Time
00376-40000-00000-AA84T (activated)

Intel(R) Xeon(R) CPU E5-2673 v4 @ 2.30GHz
3.5 GB
134 GB

9. Change to Off for Administrators, and click OK.

©2017 Microsoft Corporation
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7% Internet Explorer Enhanced Security Configuration -

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:
& O On (Recommended)
W @off

Users:

@  (® On (Recommended)

W Ooff

More about Internet Explorer Enhanced Security Configuration

[ ok || conce |

10. You will now ensure the CloudShop application is up and running. Open Internet explorer, and browse to both the
WGWEB1 and WGWEB?2 servers.

http://wgwebl
http://wgweb2

Task 4: Create a load balancer to distribute load between the web servers

1. In the Azure portal, click New in the upper left-hand corner, then Networking, Load Balancer.

MNew =

+ Search the Marketplace

Dashboard

Azure Marketplace Seeall  Featured

See all
All resources

Get started <...) Virtual network
Resource groups Learn more

Compute

. App Services E MNetworking 9 E Load Balancer
B _naa : @ Learn more

% Function Apps Storage

2. In the Create load balancer blade, enter the following values:
a. Name: WGWEBLB
b. Type: Internal
c. Virtual network: WGVNet
d. Subnet: WebTier
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e. IP address assignment: click Static and enter the IP address 10.7.1.10
f.  Subscription: choose your subscription

g. Resource group: click Use existing and select WGVMRG

h. Location: West US.

Ensure your Create load balancer dialog looks like the following, and click Create.

Create load balancer

* Mame

WGWEELE | v

* Type @

s o .
) Internal | ' Public

* Virtual network

>

WGEVNet

* Subnet >
WebTier (10.7.1.0/24)

* P address assignment

® static | O Dynamic

* Private IP address
10.7.1.10 W

* Subscription

* Resource group

T Fa -
) Create new | '® Use existing

WGWVMRG | hd

* Location

West US A

Task 5: Configure the load balancer
1. Open the WGWEBLB load balancer in the Azure portal.

2. Click Backend pools, and click +Add at the top.
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WGWEBLB - Backend pools

Lo

L Search (Ctrl+/) + Add

| [Search backend address pools

¢ Overview
VIRTUAL MACHINE

H Activity log
No results.
M Access control (IAM)

& Tags

x Diagnose and solve problems

SETTINGS

Frontend IP pool

2 Backend pools

t Health probes

3. Enter LBBE for the pool name. Under Associated to, choose Availability set.

Add backend pool

WGWEBLB

* Name

| Leae | v

IP version @
IPv4

Associated to @

Unassociated v

Unassociated

Availability set
ingle virtual machine

4. Next, select the WEBASet Availability Set.

Availability set @

WEBAS
number of virtual machines: 2

5. Under Target network IP configurations, click + Add a target network IP configuration.
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Target network IP configurations
Only VMs within the current availability set can be chosen. Once a VM is chosen, you can select a
network IP configuration related to it.

6. Under Target virtual machine, choose WGWEB1.

* Target virtual machine @
None

MNone

WGWEB1
size: Standard_D1_v2, network interfaces: 1

7. Under Network IP configuration, choose WGWEB1VMNIC1.

* Network IP configuration @
None

None
WGWEB1VMNIC1
ipconfig1 (10.7.1.4)

8. Click + Add a target network IP configuration repeating these steps, but this time, adding
WGWEB?2 along with its IP configuration.

* Target virtual machine @

WGWEB2 o
size: Standard_D1_v2, network interfaces: 1

* Network IP configuration @

ipconfig1 (10.7.1.5) v

9. Then, click OK.

10. Wait to proceed until the Backend pool configuration is finished updating.
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o Add

B Search backend address pools

VIRTUAL MACHINE

* LBBE (2 virtual machines)

WGWEE1

WGWEB2

STATUS

METWORK INTERFACE

WGWEBTVMMNIC

WGWEB2VMMNICI

PRIVATE IP ADDRESS

10.7.1.4

10.7.1.5

11. Next, under Settings click on Health Probes. Click +Add, and use the following information to

create a health probe.
a.

b. Protocol: HTTP

Name: HTTP

SETTINGS
Frontend IP pool

Backend pools

®

Health probes

Load balancing rules

o Add

Add health probe
W VEBLB

* Name

[ e |

Protocol

* Port
80

* Path @
/

* Interval @

5

* Unhealthy threshold @
2

12. Click OK.
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13. After the Health probe has updated. Click Load balancing rules. Click +Add and complete the
configuration as shown below followed by clicking OK.

* Name
SETTINGS == Add (TP v
P d1p | * Frontend IP address @
ronten poo 10.7.1.10 (LoadBalancerFrontEnd) v
Protocol
Backend pools
TCP uDP
*
¥ Health probes Port
80
Load balancing rules * Backend port @
80
= Inbound NAT rules Backend pool ®
LBBE (2 virtual machines) v
T Pro per-tles Health probe @

HTTP (HTTP:80) v

Session persistence @

None v

Idle timeout (minutes) @
I 4
Floating IP (direct server return) @

Enabled

It will take 2-3 minutes for the changes to save.

14. The Essentials panel shows you a high-level view of how many virtual machines are in the
backend pool and other information.

‘., WGWEBLB
Load balancer

L Search (Ciri=/ =3 Move [ Delete {') Refresh

Essentials

v Overview A
E Resource group (changs) Backend poo

B Activity log WGEVMRG LBBE (2 virtual machines)
Location Health probe

.‘.l.l Access control (IAM) West US HTTP (HTTP:20)
Subscription name (change) Load balancing rule

& Togs HTTP (TCP/80)
Subscription D MAT rules

}( Diagnose and schve problems
Private IP address

10.7.1.10

15. From an RDP session to WGWEB1, open your browser and point it at http://10.7.1.10. Press F5
until you see both servers responding.
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16. Using the portal, disassociate the Public IP from the NIC of WGWEB1.

Resource groups » WGVMRG > WOGWEB1Networkinterface - IP configurations > ipconfigl

ipconfigl

WGWEBINetworkinterface

Hsave X piscard

Public 1P address setiings

Public IP address
Disabled Q&

Private IP address settings

Virtual network/subnet
WGVMNet/WebTier

Assignment
Dynamic | Static

* |P address
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Exercise 4: Build the management station

Duration: 15 minutes
In this exercise, management of the Azure-based systems will only be available from a management ‘jump box." In this

section, you will provision this server.

Task 1: Build the management VM

1. In the Azure portal, click on the New button in the upper left of the portal. In the Marketplace category list,
choose Compute. In the Featured Apps list, click Windows Server 2016 Datacenter.

New =
A Search the Marketplace
I8 Dashboard

Azure Marketplace Seeall  Featured

All resources ) Sl
Get started Wl-ndows Ser\fer 2016 Datacenter e

Resource groups Ll .~ p Quickstart tutorial

! Compute 3

2. On the Basics blade, shown in the following screenshot, enter the following information, and click OK.
a. Name: WGMGMT1

VM disk type: SSD

User name: demouser

Password: demo@pass123

Subscription: Choose your subscription

Resource group: Choose Create new and enter WGMGMTRG

Location: West US

@ o a0 o
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Basics

* Name

WGEMGMT1

VM disk type @
55D

* User name

demouser

* Paszword
SRR RBRRRBED
* Confirm password

Subscription

* Resource group
I-’-\I

® Create new O
WEGMGMTRG

* Location

West US

Enterprise-class networking in Azure

3. On the Choose a size blade, click F1S (you will need to click View all and scroll down to find the F1S size). then

Click Select.
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F1S Standard F2S Standard F4S Standard

1 Core 2 Cores 4 Cores
2 GB 4 GB 8 GB
& 2 & 4 & 8
&=  Data disks &=  Data disks &=  Data disks
= 3200 =y, 6400 =y 12800
_) Max IOPS .) Max |IOPS _) Max IOPS
<€:> Load balancing <::}> Load balancing <€:> Load balancing
L5 Premiumdisk support | S8  Premium disk support &8 Premium disk support

46.13 92.26 185.26

USD/MONTH (ESTIMATED) USD/MONTH (ESTIMATED) USD/MONTH (ESTIMATED)

__solea |

4. On the Settings blade, under Storage, select No for Use managed disks.

Settings O X

Storage

Use managed disks @

| o JRE

* Storage account @

(new) wgmgmtrgdisks196

5. Under Network, click on the Virtual network section. On the Choose virtual network blade, click on WGVNet.
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Storage
J P These are the virtual networks in
Use managed disks the selected subscription and
“ Y, location 'West US'.
es
* Storage account @
> + Create new

(new) wgmgmtrgdisks1967

.5, WGVNet
< > WGVNetRG

Network

* Virtual network @ S
(new) WGMGMTRG-vnet

6. In the Subnet section, click the subnet that was chosen, and choose Management.

< . > DataTier

Storage
WGVNetRG

Use managed disks @

“ Yes <_> Management

WGVNetRG
*
Storage account @ S <'> Perimeter
(new) wgmgmtrgdisks1967 WGVNetRG
<D WebTier
Network WGVNetRG
* Virtual network @ S
WGVNet
* Subnet ®
>

Management (10.7.0.8/29)

7. In the Public IP address section, click the name that was pre-populated. Then, click the Choose Public IP address
blade, and click None.
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Storage
Use managed disks @ o These are the public IP ad
* Storage account @ N + Create new

(new) wgmgmtrgdisks1967

Network

* Virtual network @ S .
WGVNet

* Subnet @ S
Management (10.7.0.8/29)

* Public IP address @ S

(new) WGMGMT1-ip

8. Click on the Network security group (firewall) section, and in the Choose network security group blade, click
None.

Choose network s...

+ Create new

U None
w

Note: Because this server has no Public IP address and is only accessible through a firewall, an NSG is not
required.

9. Under Monitoring, for Boot diagnostics, choose Disabled.

Monitoring
Boot diagnostics @

| Enabled

Guest OS diagnostics @

Enabled
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10. The remaining sections of the Settings blade are correct. Click OK. See the following screenshot for details.

11.

minutes to provision.

High availability

* Availability set @

Maone

Storage
Use managed disks @

=

* Storage account @
(new) wegmgmtrgdisks559

Netwark

* Virtual network @
WGEVNet

* Subnet @
Management (10.7.0.5/29)

* Public IP address @

Mone

* Metwork security group (firewall) @

Maone

Extensions

Extensions @

Mo extensions

Auto-shutdown

Enable auto-shutdown @

or [on ]

Shutdown time @
TA0000 PM

On the Summary blade, ensure the validation passes, and click Create. The virtual machine will take 5-10
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Exercise 5: Provision and configure partner firewall solution

Duration: 15 minutes

In this exercise, you will provision and configure a pfSense firewall appliance in Azure. This appliance is offered as a ‘Free
Trial' but deployments with only a single CPU core are free. Our deployment will be using a single CPU core. However,
‘Free Trials’ in Azure require your subscription does not have a spending cap in place and a credit card is associated with
your subscription. The first task within this exercise walks through removing a spending cap and associating a credit card
with the subscription. If your subscription already has no spending cap and has a credit card associated with it, you can
skip the first section.

Task 1: Removing a spending cap and associating a credit card with your subscription

1. Navigate to the Azure Account Center using the link below, and click on Account Center link. You may need to
log on. If so, use the same credentials you are using to log into the Azure portal.

| https://account.windowsazure.com/Home/Index ‘

Microsoft Azure SIGN OUT

ACCOUNT
Portal @

PRICING DOCUMENTATION DOWNLOADS COMMUNITY SUPPORT

HOME
subscriptions marketplace profile preview features

Welcome! Here are some
resources to help you as you
explore Microsoft Azure.

develop account manage
Learn how to build and deploy Microsoft Azure Track your Microsoft Azure usage and manage Configure and control your Microsoft Azure
applications by visiting the "Develop” section of ~ your subscription by visiting the "Account” services and applications by visiting the Azure
the website section of the website. portal.

DEVELOPER CENTER \'—} ) ACCOUNT CENTER ( _}% AZURE PORTAL l—}\

2. Here, you will see your subscription and a message indicating it has a spending limit on it. Click to change this
limit. See the following screenshot for details.
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Microsoft Azure

DOWNLOADS COMMUNITY SUPPORT ACCOUNT

HOME
subscriptions marketplace profile preview features

PRICING DOCUMENTATION

Click a subscription to view details and usage.

Visual Studio Enterprise Active

0 This subscription has a spending limit on if. Click h‘iﬁ to change this setting.

3. On the Remove spending limit dialog, select Yes, remove the spending limit, and choose which option is best
for your needs. Then, click add payment method.

Remove spending limit

To ensure you don't get charged, we disable your subscription once it reaches its
spending limit.

Choose the
best option
for your
needs

(O No, | do not want to remove the spending limit.

@® Yes, remove the spending limit.

method on a monthly basis for the amounts indicated in the Rate Plan until my
subscription is canceled or terminated.

To remove the spending limit you need to add a payment method to this
subscription: add payment metho%

4. On the Choose a payment method, dialog enter your credit card information, and click Next.

5. Now the Remove spending limit dialog should reflect your credit card info. Click the check mark in the lower
right.

6. After a few minutes, your subscription will reflect the new status.

NOTE: the credit associated with the subscription remains, and this will be consumed first.
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Microsoft Azure SIGN OUT

HOME PRICING DOCUMENTATION DOWNLOADS COMMUNITY SUPPORT ACCOUNT
bscriptions marketp file preview featur Portal
supscriptions marketplace protile preview features

Summary for Visual Studio Enterprise

OVERVIEW BILLING HISTORY

Click here to change the spending limit option.

$150.00 CURRENT BALANCE:
$0.00 $150.00 $0.00

Your monthly credit expires on 7/20/2016. E Pricing calculator

i |This subscription has no spending limit only for the current billing cycle.

DATE PURCHASED
You have not used any services recently with this subscription. 6/21/2016

CURRENT BILLING PERIOD
6/21/2016 - 7/20/2016

Task 2: Provision the firewall appliance

1. Within the Azure portal, click New in the upper left corner of the portal. In the search dialog, type pfSense and
press the Enter key on your keyboard.

New

p

pfsense |

Resource groups pfSense for Azure

IVEZ UMD B LR AL

2. Alist of Marketplace offers is returned. Find the one called pfSense for Azure, and click that option.

je pfsense

Results

NAME PUBLISHER
NS ®Fi

= gate pfiense® FirewallVPMN/Router 2.4.1 Metgate
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3. The marketplace description of the offer is returned. pfSense is offered as a free trial but deployments with only a
single CPU core are free. Click Create.

4. On the Basics blade, shown in the following screenshot, enter the following information:
a. Name: WGpfSense1

b. VM disk type: SSD

c. User name: demouser

d. Authentication type: Select Password

e. Password: demo@pass123

f.  Subscription: Select your subscription

g. Resource group: Select Create New and enter the name WGFWRG
h. Location: West US

Click OK.

Basics

* Mame

| WGpfsensel '

VM disk type @
SSD v

* User name

demouser W

* Authentication type

SSH public key

* Password

| LI R Ll L] v"|

* Confirm password

| FERRRRRRRRERE v"|

Subscripticon

w
* Resource group

@® Create new () Use existing

WGEFWRG v
* Location

West US hd
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5. Choose the DS1_V2 Standard instance size on the Size blade, and click Select at the bottom of the blade.

Note: You may have to click the View All link to see the instance sizes.

6. On the Settings blade, choose No for Use managed disks. If the Storage account section shows Create new,
then click it and walk through the new storage account creation steps. click the virtual network name that was pre-

populated.

Settings O X

Storage
Use managed disks @

* Storage account @ >

(new) wgfwrgdisks285

7. Under Network, click the virtual network name that was pre-populated.

Network

 Virtual network @ S
(new) WGFWRG-vnet

8. The Choose virtual network blade opens. Click on WGVNet to select the virtual network you created earlier in

this hands-on lab-step by-step.
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Choose virtual network

These are the virtual networks in

o the selected subscription and
location "West US".

+ Create new

¢ WGVNet IS

WGVNetRG

9. Back on the Settings blade, take note of the subnet that was selected. If it is not set to Perimeter then click on
the subnet name and change it Perimeter.

Network
* Virtual network @ S

WGVNet

* Subnet @
>

Perimeter (10.7.0.0/29)

10. Back on the Settings blade, under Public IP Address, click on the name that was pre-assigned. This opens the
Choose Public IP address and Create Public IP address blades. Change the name to WGpfSense1PIP and
under Assignment select Static. Click OK.

Create public IP address

* Name

WGpfsensel-ip

Assignment

! - s o
! Dynamic | ' Static

11. Back on the Settings blade, click the Network security group section, and in the Choose network security
group blade, click None.

51|Page ©2017 Microsoft Corporation



Microsoft Cloud Workshop Enterprise-class networking in Azure

Choose network s...

Note: This server is a hardened firewall that has built-in security at the network layer. As such, an NSG is not
required.

12. Change the Auto-Shutdown to Off.

Auto-shutdown

Enable auto-shutdown @

KN -

13. All remaining settings on the Settings blade are correct. Click OK to accept these settings.

14. On the Summary blade, ensure the validation passes, and then click Create.

Task 3: Enable IP forwarding on the firewall network interface

Within 1-2 minutes, the resource group WGFWRG will be created and the appliance will be in the creation process. Next,
we will edit settings on the network interface associated with the firewall.

1. On the main Azure menu click on Resource groups.

Resource groups |

3

All resources

Recent

2. Click on the WGFWRG resource group. This resource group contains the objects associated with the firewall
appliance. Click on the network interface.
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WGFWRG

L

O Search (Ctrl+/) + Add @ Assign Tags =2 Columns @ Delete rasq

Essentials ~
. )
[T Overview
Subscription name (change)

B Activity log
Subscription D

;:. Access control (JAM)

@WF Tags Fifter by name... All type
4 items
SETTINGS
[] name
Cluickstart
wgfwrgdiagb40
' Resource costs
S WGpfSensel
Ex Deployments m wgpfensel872
Policies - WaGpfSensel-ip

3. This opens the Essentials and Settings blade for the network interface. On the Settings blade, click IP
configurations.

SETTINGS

IP configurations

B8 DNS servers
@ Network security group

Properties

4. On the IP configurations blade, beside IP forwarding settings, click Enabled. Then, click Save at the top of the
blade.
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+Add X Discard

IP forwarding settings

IP forwarding Disable_:i Enabled

Virtual network WGVNet
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Exercise 6: Configure the firewall to control traffic flow

Duration: 30 minutes
In this exercise, you will configure the firewall appliance to allow the necessary traffic to flow so that:

e The web application is accessible from the Internet.

e Application traffic can flow between the tiers.

e An administrator can RDP into the management station, and from there, RDP into other servers for
management purposes.

Task 1: Log on to pfSense and add aliases

1. When the provisioning of the pfSense appliance is finished, its Essentials blade and Settings blade will open in
the portal. Take note of the Public IP address in the Essentials blade.

Resource group (changs) Computer name

WGFWRG Wiipfsensel

Status Operating system

Running Lirwee

Location Size

West US )

Subscription (changs) FPublic IF addrezs
40.80.154.77

Subscription 1D Wirtual network/subnet
WGEVMet/Perimeter

2. Open a web browser, and navigate to the Public IP address listed on the appliance essentials blade. You will
receive a certificate warning. Continue to the page. You should now see the pfSense management GUI and the
logon screen. Enter the credentials you provided when you provisioned the appliance.

a. Username: demouser
b. Password : demo@pass123
Click Sign in.
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— I
e fi https://40.80.15.. O = @ Cert.. & | A Configuration - Microsoft ...| [ Login .

o sen se Login to pfSense

SIGN IN

demouser

SIGN IN

3. Click on Firewall followed by Aliases.

Firewall ~
Aliases
Firewall / Aliases/ IP — e
Rules
IP Ports URLs Al Schedules
— Traffic Shaper
Vil Ps |
Name Values
<

Aliases allow you to define a name that references one or more IP addresses. Using aliases simplifies NAT and
Firewall rule creation.

4. On the Firewall: Aliases page, and while focused on the IP tab, click Add to add an IP alias.

Firewall / Aliases / IP al @
IP Ports URLs All
—
Firewall Aliases IP
Name Values Description Actions
-‘- it

5. On the Firewall: Aliases: Edit page enter the following:
a. Name: WGMGMT1
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b. Description: WG Management Station

c. Type: Host(s)
In the Host(s) section, enter the Private IP address for the management server (10.7.0.12), and a description. Click
Save. See the following screen shot for more details.

Firewall / Aliases / Edit

Name WGMGMT1 o

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description WG Management Station 9

A description may be entered here for administrative reference (not parsed)

Type Host(s) v

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQD
re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.1
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generited.

IP or FQDN 10.7.0.12 WG Management Statior|

5

6. Complete steps 4 and 5 to add the following Aliases:

Name Description Type IP Description

WGSQL1 Woodgrove SQL | Host(s) 10.7.24 Woodgrove SQL
Server Server

WGWEB1 WG Web Server 1 | Host(s) 10.7.1.4 WG Web Server 1

WGWEB2 WG Web Server 2 | Host(s) 10.7.1.5 WG Web Server 2

WGWEBLB Internal Web Tier | Host(s) 10.7.1.10 Internal Web Tier
Load balancer Load balancer

WGWEBSRVS Woodgrove Host(s) WGWEB1 Woodgrove
Web Servers WGWEB2 Web Servers

Note: The last alias (bolded) uses previously created aliases instead of IP addresses.

The creation screen of the last alias should look like the below:
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Firewall / Aliases / Edit

Name WGWEBSRVS

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description Woodgrove Web Servers
A description may be entered here for administrative reference (not parsed)
Type Host(s) v
Host(s)
Hint

Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are|
re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a smal
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN WGWEB1 Woodgrove Web Server 1

WGWEB2 Woodgrove Web Server 2

This button allows

adding the 2nd host
+ Add Host in this alias

Upon completion, your aliases should look like this:

Firewall / Aliases/ IP

= il @
The alias list h + Apply Changes
The changes r them to take effect
P Ports URLs All

Firewall Aliases IP

Name Values Description Actions
WGMGMT1 10.7.0.12 WG Management Station ra
WGSQL1 10.7.2.4 Woodgrove SQL Server S
WGWEB1 10.7.1.4 WG Web Server 1 S 10
WGWEB2 10.7.1.5 WG Web Server 2 S
WGWEBLB 10.7.1.10 Internal Web Tier Load balancer S 10
WGWEBSRVS WGWEB1, WGWEB2

Woaodgrove Web Servers

S0

When all of the aliases are added, click Apply changes.

jed

ed for them to take effe

+" Apply Changes

Task 2: Add NAT rules

1. From the pfSense dashboard, click on Firewall and NAT.
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Interfaces 1 Firewall «

Aliases
Firewall / Aliases / IP NAT
Rules
IP Ports URLs All Schedules
— Traffic Shaper
Firewall Aliases IP Virtual IPs I
Name Values
L4

2. Click on the Outbound tab.

Firewall / NAT / Outbound

Port Forward 1:1 Outhound NPt

3. Change the Mode from Automatic outbound NAT rule generation to Manual outbound NAT rule
generation. Click Save.

Port Forward 11 Outbound NPt
—
N 1
Mode e
Automatic outbound NAT Hybrid Outbound NAT Manual Outbound NAT Disable Outbound NAT
rule generation. rule generation. rule generation. rule generation.
(IPsec passthrough (Automatic Outbound (AON - Advanced (No Outbound NAT rules)
included) NAT + rules below) Outbound NAT)
2
Save

4. In the Mappings section, click the Add button to add an outbound NAT rule.

Mappings
Interface Source Source Port Destination Destination Port NAT Address NAT Port Static Port Description Actions
+~ WAN 127.0.0.0/8 * = 500 WAN address * v Auto created rule for ISAKMP - localhost to WAN ~ &* [_[_ m
v WAN 127.0.0.0/8 * * * WAN address * o4 Auto created rule - localhost to WAN i‘l_E m
|

5. On the Firewall: NAT: Outbound: Edit screen, enter the following:
a. Source: Network
b. Address: 10.7.0.0/16
In the Description section, enter Outbound to Internet. Click Save.
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Firewall / NAT / Outbound / Edit

Edit Advanced Outbound NAT Entry
Disabled Disable this rule
Do not NAT Enabling this aption will disable NAT for traffic matching this rule and stop processing Outhound NAT rules

In most cases this option Is not required

Interface WAN M

Choose which interface this rule applies ta. In mast cases "WAN" is specified

Protocol any .

Choose melocol this rule should match. In most cases "any’ is specified.

Source | Network M 10.7.00 [EIEED -
Type Source network for the oulbound NAT mapping Port
Destination Any v /24 v
Type Destination netwark for the outhound NAT mapping Port
Not

Invert the sense of the destination match.

Translation

Address Interface Address v

Port Static port
Enter the source port or range for the outbound NAT mapping

No XMLRPC Sync ) Prevents the rule on Mggter from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritt

Description | | Outbound to Internet] |

A description may be entered here for administrative reference (not parsed)

6. Click Apply changes.

The NA

juration has been changed. + Apply Changes
The changes must be ed for them to take effect
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7.

8.

0.
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Click on the Port Forward tab, and click the Add to add a port forward rule.

Firewall / NAT / Port Forward e
Port Forward 11 Outbound NPt
Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions
2
o e e

In the Firewall: NAT: Port Forward: Edit screen make the following changes:
a. Protocol: TCP
b. Destination port range: drop-down from and choose HTTP
¢. Redirect target IP: WGWEBLB
d. Redirect target port: from drop-down choose HTTP
e. Description: HTTP to WGWeb Load Balancer
The remaining sections are correct. Click Save.

Enterprise-class networking in Azure

Edit Redirect Entry

Disabled Disable this rule

No RDR (NOT) Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without thorough knowledge of the implications.

Interface WAN v
Chccs ich interface this rule applies to. In most cases "WAN" is specified

Protocol TCP v
Choose which protocol this rule should match. In most cases "TCP" is specified

Source | |
Destination Invert match. WAN address M / v
bl Type Address/mask
Destination port range HTTP M HTTP r

From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only mapping a single port

3
Redirect target IP WGWEBLB

Enter the internal IP address of the server on which to map the ports

e.g.: 192165 .12
4
Redirect target port HTTP M

Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically).
This is usually identical to the "From port” above

Description | HTTP to WGWeb Load Balancer

A description may be entered here for administrative reference (not parsed)

No XMLRPC Sync Do not automatically sync to other CARP members

This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave
NAT reflection Use system default v

Filter rule association Add associated filter rule M

The "pass” selection does not work properly with Multi-WAN. It will only work on an interface containing the default gateway.

Create another NAT rule by repeating steps 7 and 8 using the following information:
a. Protocol: TCP/UDP
b. Destination port range: Manually enter 3445 in the from section
c. Redirect target IP: WGMGMT1
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d. Redirect target port: From dropdown select MS RDP
e. Description: RDP to MGMT server
The remaining sections are correct. Click Save.

Edit Redirect Entry

Disabled Disable this rule

No RDR (NOT) Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without thorough knowledge of the implications.

Interface WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified.

Protocol TCP/UDP

Choose which protocol this rule should match. In most cases "TCP" is specified.

Sl 3 Dispiay Advanced

Destination Invert match. WAN address v / v
Type Address/mask
Destination port range I Other M 3445 Other v
From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to' field may be left empty if enly mapping a single port.

3
Redirect target IP WGMGMT1

Enter the internal IP address of the server on which to map the ports
: 1881.12

Redirect target port
Paort Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically)
This is usually identical to the "From port” above.

5
Description RDP to MGMT server

A description may be entered here for administrative reference (not parsed)

No XMLRPC Sync Do not automatically sync to other CARP members

This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

NAT reflection Use system default v

Filter rule association Add associated filter rule v

The "pass” selection does not work properly with Multi-WAN. It will only work on an interface containing the default gateway.

10. Click Apply changes.

juration has been changed. ) + Apply Changes
ust be applied for them to take effect.

The NAT con
The changes mr
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Task 3: Configure firewall rules

We have aliases and NAT rules configured. Now, we will create the firewall rules that will allow or block traffic.

1. Click Firewall, and then click Rules.

m sense System ~ Interfaces 1 Firewall ~ Service:

Aliases
Firewall / Aliases/ IP NAT
Rules
IP Ports URLs All Schedules
— Traffic Shaper
Firewall Aliases IP Virtual IPs I
Name Values
<

2. Note that several rules already exist. Some are default rules (note the description field), and the last two rules
were added automatically based on the NAT rules we configured.

Firewall / Rules / WAN u =@
Floating WAN
Rules (Drag to Change Order)
States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0B & Reserved o o o & & Block bogon network e}
Not assigned by
IANA
o v 7 IPv4 ICMP * *  WAN * * none Default ICMP rule t1.s00
KiB address o
v 7 IPv4 TCP * * WAN 22 (SSH) * Default SSH rule ts0O0
KiB address o
v 7Mm IPv4 TCP * * WAN 443 (HTTPS)  * none Default HTTPS rule ts0O
KiB address m
v M IPv4 TCP * * WAN 80 (HTTP) * none Default HTTP rule 1,000
KiB address il
v 0/0B IPv4 TCP * *  WGWEBLB 80 (HTTP) * none NAT HTTP to WGWeb Load 1.0
Balancer il
Auto-created 2
v 0/0B IPv4 * * WGMGMT1 3389 (MS * NAT RDP to MGMT server ..i. & lj @
TCP/UDP RDP) o
EREE) ) (D

3. Add a rule that will allow the management Ul of the firewall to respond on a different port. At the bottom-right of
the list of rules, click on Add to add a rule.

& =

4. Enter the following information to define the new rule:
a. Destination: From dropdown menu, choose WAN address.
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6.

7.

b. Destination port range: Enter 8443 in the from box.
c. Description: MGMT HTTPS rule
d. Click Save.

Edit Firewall Rule

Action Pass v
kets that match the criteria specified below

a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
he original packet is discarded

Choose what to do with p:
Hint: the difference betw
the packet is dropped silently. In either ca

block and reject is that with rej

whereas with bloc

Disabled Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family IPv4 v

Select the Internet Protocol version this rule applies to

Protocol TCP v

Choose which IP protocol this rule should match
Source Invert match, y / v
Display Advanced |
Destination Invert match WAN address v tination A / v

(other) v 8443 I (other) v

Destination port range

From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settings page)

Description MGMT HTTPS rule

A description may be entered here for administrative reference

Advanced Options

wfiguration h

be applied for them

Click on System, followed by Advanced.

Advanced

Firewall /| cert. Manager

General Setup

Under webConfigurator, make the following changes:
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a. Locate TCP port. In the box beside this field, enter 8443.
b. Locate WebGUI redirect, and check the box beside Disable webConfigurator redirect rule.

c. Scroll down to the bottom of the page, and click Save.

webConfigurator

Protocol HTTP ® HTTPS

SSL Certificate webConfigurator default (589b85d8e5ecf) M

TCP port 8443

Enter a custom port number for the webConfigurator above to override the default (80 for HTTR, 443 for HTTPS). Changes will take effect immediately

after save.

Max Processes 2
Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI

concurrently.

WebGUI redirect ¥} Disable webConfigurator redirect rule I
When this Is unchecked, access to the webConfigurator is always permitted even on port 80, regardless of the listening port configured. Check this box
to disable this automatically added redirect rule.

W N W W NN W AN W WA W W W AN WA W W WY WA W WA WA W W AW

Se,.ctu.ep ofe.ed onsole, Mu.dpr. €O $OIv s @ . Prosen.. Th. proen .d ¢ nsc.e Wi S1.ow , (Se..se . 001 sch,.( ou.pu. Al .on. dles dis,.ay .S .ot

messages, console messages, and the console menu

Console Options

Console menu Password protect the console menu

8. A prompt will appear notifying that webConfigurator will restart using the new management port:

The changes have been applied successfully.
One moment...redirecting to https://13.64.241.216:8443/system_advanced_admin.php in 20 seconds.

After the webConfigurator refreshes using the new port, proceed to the next step.
If it does not refresh properly, wait approximately 1 minute, and enter the port after the Public IP address in
your browser. For example, if your Public IP address is 1.2.3.4, the URL should be: https://1.2.3.4:8443.

9. Click Firewall followed by Rules.

Interfaces 1 Firewall ~ Service:
Aliases
Firewall / Aliases/ IP NAT
Rules
IP Ports URLs Al Schedules
— Traffic Shaper
Vil Ps |
Name Values
<

10. Locate a rule with the description “Default HTTPS rule.” Click the trashcan icon to delete it.
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v 8/12KB  IPv4TCP * * WAN 443 (HTTPS)  * none Default HTTPS rule

#0000
address ﬁ m

You will be prompted to confirm. Click OK to delete the rule.

13.64.241.216:8443 says:

Are you sure you wish to delete this rule?

‘ 0K ‘ Cancel

11. Locate a rule with the description “Default SSH rule.” Click on the pencil icon to edit this rule.

{

V' 7/124KB  IPv4TCP - © WAN 22 (SSH) * none Default SSH rule dHADe
address o

12. In the section called Disabled, check the box beside Disable this rule. Click Save at the bottom of the page.

Disabled l¥|| Disable this rule

Set this option to disable this rule without removing it from the list.

Note: We disable this rule, as it is a favorite vector for attack. If we need to SSH into the firewall, we can enable
here, do the required work, and disable it again.

13. Click Apply changes.

14. Locate a rule with the description “Default HTTP rule.” Click on the trashcan icon to delete this rule.

v 7/144KiB IPv4 TCP * * WAN 80 (HTTP) * none Default HTTP rule i&‘l—DQ
address

You will be prompted to confirm. Click OK to delete the rule.

13.64.241.216:8443 says:

Are you sure you wish to delete this rule?

‘ 0K ‘ Cancel

15. On the Firewall: Rules: WAN page and underneath the rules and to the right, click on Add to add a new rule.
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Firewall / Rules / WAN

Floating WAN

States Protocol Source Port Destination
X o/08 * Reserved * *
Not assigned by
IANA
+ 6/154KiB IPv4 ICMP * * WAN
address
+ 0/0B IPv4 TCP = i WGWEBLB
+ 0/0B IPvd4 * * WGMGMT1
TCP/UDP
v 3/1.36 IPv4 TCP = & WAN
MiB address

Port

*

80 (HTTP)

3389 (MS
RDP)

8443

Gateway Queue Schedule Description Actions
* * Block bogon networks o
* none Default ICMP rule R A m]~]
i}
* none NAT HTTP to WGWeb Load ts00
Balancer i}
* none NAT RDP to MGMT server d‘,fﬁ@
i}
* none MGMTlTTPS rule 100
i}

Rules (Drag to Change Order)

= Ee

+ Apply Changes

16. On the Firewall: Rules: Edit page make the following changes, and click Save.
a. Source: Drop-down Type, and choose Network. In the Address box, enter 10.7.0.0/16
Destination port range: in ‘from:’ choose HTTP from dropdown menu

b.
c. Description: VNet to Any (HTTP)
d.

At the bottom, click Save.
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Firewall / Rules / Edit A=
Edit Firewall Rule
Action Pass v
Choose to do with packets that match the criteria specified below

ifference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,

whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family 1Pv4 v

Select the Internet Protocol version this rule applies to

Protocol TCP v
Choose which IP protocol this rule should match
Source Invert match Network v 10.7.0.0 /|16 v
Display Advanced
Destination
Destination Invert match. any v Destin id / v
Destination port range HTTP (80) M HTTP (80) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description VNet to Any (HTTP)

A description may be entered here for administrative reference

Advanced Options

17. Repeat steps 15 and 16 to create an additional rule using the following information:

a. Protocol: TCP
b. Source:
i. Type: Network
ii. Address: 10.7.0.0/16
c. Destination port range:
i. From: Choose HTTPS from the dropdown menu
d. Description: VNet to Any (HTTPS)
e. Click Save at the bottom.

18. Repeat steps 15 and 16 to create an additional rule using the following information:

a. Protocol: TCP
b. Source:
i. Type: Single host or alias
ii. Address: WGWEBSRVS
c. Destination:
i. Type: Single host or alias
ii. Address: WGSQL1
d. Destination port range:
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i. From: Type 1433 in the Custom box
e. Description: Allow Web Servers to SQL1 TCP1433
f.  Click Save at the bottom.

Firewall / Rules/ Edit = =2

Edit Firewall Rule

Action Pass v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN v

Choose the interface from which packets must come to match this rule.

Address Family 1Pva v

Select the Internet Protocol version this rule applies to.

Protocol TCP v

Choose which IP protocol this rule should match

Source Invert match. Single host or alias v WGWEBSRVS / v

Display Advanced

Destination Invert match. | Single host or alias v WGSQL1 | / v
Destination port range | (other) M 1433 ] (other) v

From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description Allow Web Servers to SQL1 TCP1433|

A description may be entered here 1ar administrative reference

Advanced Options

19. Repeat steps 15 and 16 to create an additional rule using the following information:
a. Protocol: TCP/UDP
b. Source:
i. Type: Single host or alias
ii. Address: WGMGMT1
c. Destination:
i. Type: Single host or alias
ii. Address: WGWEBSRVS
d. Destination port range:
i. From: Choose MS RDP from drop-down
Description: Allow RDP from MGMT to Web Servers
f.  Click Save at the bottom.
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20.

21.

Firewall / Rules / Edit == e
Action Pass v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family 1Pv4 M

Select the Internet Protocol version this rule applies to.

Protocol TCP/UDP M

Choose which IP protocol this rule should match

Source Invert match Single host or alias M WGMGMT1 / v

Display Advanced ﬁ Display Advanced

Destination
Destination Invert match. Single host or alias M WGWEBSRVS ! v
Destination port range MS RDP (3389) M MS RDP (3389) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Extra Options

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description | Allow RDP from MGMT to Web Servers| |

A description may be entered here for administrative reference.

Advanced Options 2% Display Adh

Click Apply changes.

een changed Apply Changes

m to take effect

nfiguration h

uS

The changes pplied for

Upon completion, your firewall rules should look like the following:

©2017 Microsoft Corporation
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Floating WAN
—
Rules (Drag to Change Order)
States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0B 2 Reserved . * ' % * Block bogon networks 3
Not assigned by
IANA

v 7/217KiB  IPv4ICMP % A WAN address * A none Default ICMP rule .j,fli]@
i

v 0/0B IPv4 TCP * *  WGWEBLB 80 (HTTP) * none NAT HTTP to WGWeb Load 1,00
Balancer o

v 0/0B 1Pv4 * *  WGMGMT1 3389 (MS * none NAT RDP to MGMT server KW dm[%]
TCP/UDP ROP) i}

v 8/1.67 IPv4 TCP * *  WANaddress 8443 * none MGMT HTTPS rule 1s00

MiB

v 0/0B IPv4 TCP 10.7.0.0/16 * x 80 (HTTP) * none VNet to Any (HTTP) 1,00
i

v 0/08B 1Pv4 TCP 10.7.0.0/16 X ow 443 (HTTPS) * none VNet to Any (HTTPS) t1s00
o

v 0/0B 1Pv4 TCP WGWEBSRVS *  wesaLl 1433 * none Allow Web Servers to SQL1 1s00
TCP1433 o

v 0/0B 1Pv4 WGMGMT1 *  WGWEBSRVS 3389 (MS * none Allow RDP from MGMT to Web 1s00

TCP/UDP RDP) Servers

Task 4: Associate route tables to subnets
1. Using the Azure portal, open the WGVNetRG resource group.

2. Click on DataRT, followed by Subnets.

DataRT - Subnets
Ro table

A Search (Ctrl+/)

a Overview
ﬁ| Activity log

Access control (1AM)

Tags

X %

Diagnose and solve problems

SETTINGS

a Routes

Subnets

3. Click the +Associate.

+ Associate

4. On the Associate subnet blade, click on Virtual network. Then, click on WGVNet.
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Associate subnet Resource
DataRT

o <, > WGVNet
1 Virtual network > westus %

Choose a virtual network

5. From the Choose a subnet blade, click on DataTier.

< . > DataTier

1 Virtual network v WGYNetRG |
WGVNet .
< . > Management
WGVNetRG

2 Subnet > i
< . > Perimeter

Choose a subnet WGVNELRG

.\ WebTier
< > WGVNetRG

6. Click OK at the bottom of the Associate subnet blade.
7. Move back to the resource group, and click on MgmtRT, then Subnets.

8. Click the +Associate.

+ Associate

9. On the Associate subnet blade, click on Virtual network. Click on WGVNet.
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Associate subnet Resource
DataRT

o <, > WGVNet
1 Virtual network > westus %

Choose a virtual network

10. The Choose subnet blade opens. Click on Management.

Choose subnet

.\ Management
< > WGVNetRG %

.S Perimeter
< > WGVNetRG

N WebTier
< > WGVNetRG

11. Click OK at the bottom of the Associate subnet blade.
12. Back on the resource group click on WebRT followed by Subnets.

13. Click the +Associate.

+ Associate

14. On the Associate subnet blade, click on Virtual network. Then, click on WGVNet.
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Associate subnet Resource
DataRT

o God WGVNet
1 Virtual network > westus %

Choose a virtual network

15. The Choose subnet blade opens. Click on WebTier.

< . > Management ;
: WGVNetRG

.5 Perimeter
< > WGVNetRG

D WebTier ’g

WGVNetRG

16. Click OK at the bottom of the Associate subnet blade.

Task 5: Validate connectivity

Now it is time to validate the configuration steps have resulted in the following connectivity:

e RDP from the Internet to the WGMGMT1 server using the firewall’s Public IP address and port 3445
e  While RDPed into the MGMT server, RDP to either of the WEB servers
e Browse the CloudShop web application from the Internet using the firewall’s Public IP address and port 80.

RDP to WGMGMT1 server and from MGMT to WEB server

1. Click the Windows button and type in mstsc, and hit the enter key. This should open the Remote Desktop client.
2. In the Computer section, enter <firewall public IP>:3445, for example, 13.65.88.31:3445
3. When prompted, enter the credentials:

a. User: demouser

b. Password: demo@pass123

4. At the security certificate warning, click Yes to connect.
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& Remote Desktop Connection X

ﬁ The identity of the remote computer cannot be verified. Do
¢/ youwant to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

s Namein the certificate from the remote computer:
WGMGMT1

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

1. The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

D Don't ask me again for connections to this computer

View certificate. . Yes ‘ | No

5. You should see the desktop of WGMGMT1 in a few seconds.
6. From within the RDP session, click on the Windows button of WGMGMT1 and type in mstsc and hit the enter key.
7. In the Computer section enter the Private IP address of WGWEB1 (10.7.1.4), and click Connect.
8. When prompted, enter the credentials:
a. User: demouser
b. Password: demo@pass123

9. At the security certificate warning, click Yes to connect.

10. Connectivity is validated when you see the desktop of WGWEB1. Disconnect the RDP session to WGWEB1
(10.7.1.4).

Validate internal connectivity to CloudShop
1. While still RDPed into WGMGMT1, open Server Manager (if it is not already opened).

2. On the left, click Local Server.
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I8 Dashboard
i Local Server
& All Servers

WE File and Storage Services b
i3] Hyper-V

3. On the right side of the pane, click On by IE Enhanced Security Configuration.

Last installed updates Never
Windows Update Install updates automatically using Windows Update
Last checked for updates Never
Windows Error Reporting Off
Customer Experience Improvement Program__Not participating
| IE Enhanced Security Configuration O
Time zone (UTCY Coordinated Universal Time
Product ID 00253-50000-00000-AA006 (activated)
Processors Intel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz
Installed memory (RAM) 3.5GB
Total disk space 177 GB

4. Change to Off for Administrators, and click OK.

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ ) On (Recommended)

& @off

r@ (® On (Recommended)

& Ooff

More about Internet Explorer Enhanced Security Confiquration

Lok ][ concel
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5. Open Internet Explorer, enter the IP address of WGWEB1 (10.7.1.4) in the URL section, and press the Enter key.

You should see the CloudShop application.

Select a product from the list:

Search |

Adjustable Race
All-Purpose Bike Stand
AWC Logo Cap

BB Ball Bearing
Bearing Ball

Bike Wash - Dissolver
Blade

Cable Lock

Chain

Chain Stays
Chainring

Chainring Bolts
Chainring Nut

Classic Vest, L

Classic Vest, M

~

Add item to cart

CPU Spike Demo

Percent Minutes

6. Now, enter the IP address of the load balancer (10.7.1.10), and validate you can access CloudShop. After

validation, close the RDP session to WGMGMT1.

7. Open a browser on your client machine, and enter http://<firewall public IP>, for example, http://13.65.88.31.

8. Validate you see the CloudShop website returned. If you refresh the page several times, you should notice both

WEB servers being accessed.
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Exercise 7: Configure site-to-site connectivity

Duration: 60 minutes

In this exercise, we will simulate an on-premises connection to the internal web application. To do this, we will first set up
another virtual network in a separate Azure region followed by the site-to-site connection of the 2 virtual networks Finally,
we will set up a virtual machine in the new virtual network to simulate on-premises connectivity to the internal load-

balancer.

Task 1: Create another virtual network

1. Using the Azure Management portal, click New, Networking, and Virtual network.

New
New —
M Search the Marketplace
Dashboard
Azure Marketplace Seeall  Featured
All resources See all
Get started > Virtual network 6
Resource groups Learn more
Compute
App Services E Networking 9 E Load Balancer
S, i @ Learn more
Function Apps Storage

2. See the following screenshot, and specify the configuration:
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Create virtual network

e Name: OnPremSimVNet
e Address space: 192.168.0.0/16

e Subscription: Choose your Subscription * Mame
e Resource Group: Create new: OnPremsimyNet \/
OnPremSimVNetRG

e Subnet name: default

* Address space @
e Subnet address range: 192.168.0.0/24

e Location: East US 192.168.0.0/18 v
Make sure this is not the same location you 192.168.0.0 - 192.168.255.255 (65536 addresses)
have specified in the previous labs. * Subscription

W

* Resource group

o Create new Use existing

CnPremSimyNetRG W
* Location

East US W
Subnet
* Name

default

* Address range @

192.168.0.0/24 W
192.168.0.0 - 192.168.0.255 (256 addresses)

Task 2: Configure gateway subnets for both virtual networks
1. Open the OnPremSimVNet blade, and click Subnets.

2. Next, click +Gateway subnet.
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OnPremSimVNet - Subnets

Virtual ne

O Search (Ctrl+/) + Subnet + Gateway subnet

Search subnets
&2 Overview

NAME
H Activity log

default
sm Access control (IAM)

' Tags

3. Specify the following configuration for the subnet, and click OK.
e Address range: 192.168.1.0/29
e Route table: None (we will add later)

Add subnet

OnPrem5i

Net

* Address range (CIDR block) @

192.168.1.0/29 \/‘
192.168.1.0 - 192.168.1.7 (8 addresses)

Route table
None

4. Next, you will add the gateway subnet to the WGVNet virtual network. First, open the WGVNet blade, and click
Subnets.
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2 Saarch (Ctri+/)

@2 Overview
ﬁ Activity log
. I \
s Access control {JAM)

' Tags

»®

Diagnose and solve problems

SETTINGS
Address space

wr Connected devices

Subnets

5. Click +Gateway subnet.

WGVNet - Subnets

Virtual network

O Search (Ctrl+/) + Subnet + Gateway subnet

Search subnets
&2 QOverview

NAME

H Activity log

Perimeter
sM Access control (IAM)

Management
' Tags

WebTier
SETTINGS DataTier

<> Address space

6. Specify the following configuration, and click OK.
e Address range: 10.7.0.16/29
e Route table: None
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* Address range (CIDR block) @

10.7.0.16/29 \/‘
10.7.0.16 - 10.7.0.23 (8 addresses)

Route table
>
None

Task 3: Create the first gateway

1. Using the Azure Management portal, click More services, type virtual network gateway in the search window,
and click Virtual Networks Gateways.

X

Shift+Space to toggle favorites
virtual network gateway|

Virtual network gateways

Resource groups

& All resources
Recent
Virtual machines

Connections

1

More services »

2. Click the +Add button on the toolbar.

Virtual network gateways

ExamRef

+ Add ’ Assign Tags 2= Columns f_) Refresh

©2017 Microsoft Corporation

H

82|Page



Microsoft Cloud Workshop Enterprise-class networking in Azure

3. Name the gateway AzureWGGW.

* Name

AzureWGGW

4. One of the last configurable options is the Location. Click to choose the Azure region where WGVNet exists
(West US if following this guide).

* Location @

West US 2V

5. In the Virtual network section, click Choose a virtual network, and click WGVNet.

* Name
AzureWGGW v These are the virtual networks in
the selected subscription and
location "West US'.
* Virtual network @ S
Choose a virtual network e
<> WGVNet
* Public IP address @ S WGVNetRG

Choose a public IP address

6. Click the Public IP address tile, and click Create new.

* Virtual network @

>
WGVNet + Create newe

* Public IP address @
Choose a public IP address o

7. Name the IP AzZureWGGWPIP, and click OK.

* Name

AzureWGGWPIP) Ao

8. Validate your settings look like the following screenshot, and then click Create.
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Create virtual network gatew...

T Mame

)

| AZureWGeGw

Gateway type @
VPN ExpressRoute

VPN type @

* SKU @
VpnGwl

|:| Enable active-active mode @
* Virtual network @
WGVNet

* First IP configuration
(new) AzureWGGWPIP

[ ] configure BGP ASN

¥ Subscription

Resource group @
WGVNetRG

* Location @

West US

Enterprise-class networking in Azure

NOTE: The gateway will take 30-45 minutes to provision. Continue to the next section while waiting.

Task 4: Create the second gateway

1.

Using the Azure Management portal, click More services, type virtual network gateway in the search window,

and click Virtual Networks Gateways.

©2017 Microsoft Corporation

84|Page



Microsoft Cloud Workshop Enterprise-class networking in Azure

X

Shift+Space to toggle favorites
virtual network gateway|

Virtual network gateways

Resource groups

All resources

Recent

Virtual machines

Connections

1

More services »

2. Click the Add button on the toolbar.

3. Name the gateway OnPremWGGW.

* Name

OnPremWGGW v

4. One of the last configurable options is the Location. Click to choose the Azure region where OnPremSimVNet
exists (East US if following this guide).

* Location @

East US v

5. In the Virtual network section, click Choose a virtual network followed by OnPremSimVNet.

* Name
OnPremWGGW v These are the virtual networks in
the selected subscription and
location 'East US'.

* \irtual network @ o S

Choose a virtual network

<...> OnPremSimVNete

* Public IP address @ OnPremSimVNetRG

Choose a public IP address

6. Click the Public IP address tile, and click Create new.
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* Virtual network @

WGVNet

* Public IP address @
Choose a public IP address 0

Create neme

WGpfSense1PIP

7. Name the IP OnPremSimGWPIP, and click OK.

* Name

OnPremSimGWPIP X

8. Validate your settings look like the following screenshot, and click Create.

©2017 Microsoft Corporation
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Create virtual network gatew...

" Mame

OnPremWGGW W

Gateway type O

VPN ExpressRoute

VPN type O

Route-based | Policy-based

T KU @
VpnGw1 W

|:| Enable active-active mode @

* Virtual network @
OnPremSimVyMNet

* First IP configuration

(new) OnPremWGGWPIP

[ ] configure BGP ASN

¥ Subscription

W
Resource group @
OnPremSimyNetRG
* Location @
East US W

Note: The gateway will take 30-45 minutes to provision. You will need to wait until both gateways are
provisioned before proceeding to the next section.

9. The Azure portal will notify you when the deployments have completed.

Task 5: Connect the gateways

1. Using the Azure Management portal, click New, type in Connection, and press Enter.
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c:)nnectionl

w#/ Resource groups Connection

2. Click Connection, and click Create.

Connection x
Results
MNAME N PUBLISHER - CATEGORY ™
Connection Microsoft Networking

3. On the Basics blade, leave the Connection type set to VNet-to-VNet. Select the existing WGVMRG resource
group. Then, change the location of this connection to the Azure region the WGVNet virtual network is deployed
to (West US). Click OK.

Basics 8 X

* Connection type @

I WMet-to-Viet I W

¥ Subscription

v
* Resource group @
Create new | ® Use existing
WGVMNetRG W
¥ Location
West U5 W

4. On the Settings tab, select AzZureWGGW for the first virtual network gateway and OnPremWGGW for the second
virtual network gateway. Ensure Establish bidirectional connectivity is selected. Enter a Shared key, such as
A1B2C3D4 for example. After your settings reflect the below screenshot, click OK.
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* First virtual network gateway @ S
AzureWGGW
* Second virtual network gateway @ S

OnPremSimGW

+| Establish bidirectional connectivity @

* First connection name

AzureWGGW-to-OnPremSimGW v

* Second connection name

OnPremSimGW-to-AzureWGGW v

* Shared key (PSK) @
‘ A1B2C3D4|

5. Click OK on the Summary page to create the connection.

6. Using the Azure Management portal, click More services. Then, type connections in the search window and
select Connections.
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connectionse

Resource groups se
¢-> Connection

All resources

0 Recent

B server management tools...  PREVIEW

. App Services

@ Virtual machines (classic)
Virtual machines
SQL databases
Cloud services (classic)
Security Center
Subscriptions
Route tables
Load balancers
Virtual networks
Virtual network gateways

Browse >

7. Watch the progress of the connection status, and use the Refresh icon until the status changes for both
connections from Unknown to Connected. This may take 5 minutes or more.

Connections

+ Add EE Columns O Refresh

Subscriptions: Visual Studio Enterprise — Don't see a subscription? Switch directories

NAME STATUS PEER 1 PEER 2 RESOURCE GROUP LOCATION
2 AzureWGGW-to-OnPremSimGW Connected AzureWGGW OnPremSimGW WGVMRG West US
¢+>  OnPremSimGW-to-AzureWGGW Connected OnPremSimGW AzureWGGW WGVMRG East US
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Exercise 8: Validate connectivity from ‘on-premises’ to Azure

Duration: 30 minutes

In this exercise, you will validate connectivity from your simulated on-premises environment to Azure.

Task 1: Create a virtual machine to validate connectivity

1. Create a new Virtual Machine in the second virtual network by clicking New, Compute, and Windows Server
2016 Datacenter.

2. Specify the following configuration, and click OK. See the following screenshot for more details.
e Name: OnPremVM Basics M X
e User name: demouser
e Password: demo@pass123
e Resource Group: Create new:

¥ Name
OnPremVMRG
e Location: the region you created the OnPremVi v
OnPremSimVNet virtual network in
(East US). VM disk type @
S5D v

* User name

demouser W
* Password
® v

* Confirm password

® v

Subscription

¥ Resource group

8 Create new Use existing

CnPremVMRG i
* Location

East US W

3. On the Size blade, choose F1 Standard, and click Select.
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1 Cores
2 GB
& 2
&= Data disks
=y 2x500
Max IOPS

vp Load balancing

7 Auto scale

47.62

USD/MONTH (ESTIMATED)

4. On the Settings blade, change the Virtual network to OnPremSimVNet, and set the subnet to the default subnet
named: default.

Network

* Virtual network @ >

OnPremSimVNet

* Subnet @ S
default (192.168.0.0/24)

5. Click OK twice to provision the virtual machine.

Task 2: Configure routing for simulated ‘on-premises’ to Azure traffic

When packets arrive from the simulated ‘on-premises’ virtual network (OnPremSimVNet) to the ‘Azure-side’ (WGVNET),
they arrive at the gateway (WGAzureVNetGW). This gateway is in a gateway subnet (10.7.0.16/29). For packets to be

directed to the pfSense firewall, we need another route table and route to be associated with the gateway subnet on the
‘Azure’ side.

1. On the main portal menu to the left, click More services at the bottom. Enter route in the search box, and click

on Route tables.
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X

9 Shift+Space to toggle favorites

route|

Resource groups

£, ExpressRoute circuits

All resources
Route tables

Recent

Virtual machines

Virtual network gateways

) Connections

More services >

2. On the Route tables blade, click Add.

3. On the Route table blade, enter the following information:
a. Name: WGAzureVNetGWRT
b. Subscription: Choose your subscription
c. Resource group: Select Use existing, click the drop-down menu, and select WGVNetRG
d. Location: Same region where WGVnet exists
e. Click Create.
4. Click on WGAzureVNetGWRT route table.

Route tables

== Columns ) Refresh

Subscriptions: Test — Don't see a subscription? Switch directories

NAME

DataTierRT
MgmtRT

WebTierRT

WGAzureVNetGWF%I
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Click Routes.

Enterprise-class networking in Azure

6. On the Routes blade, click the +Add button. Enter the following information, and then click OK:

a. Route name: OnPremToWebTier
b. Address prefix: 10.7.1.0/24
c. Next hop type: Virtual appliance
d. Next hop address: 10.7.0.4

Add route

Wia

* Route name

l OnPremToWebTier »/‘

* Address prefix @

[ 10.7.1.0/24 \/‘

Next hop type @

‘ Virtual appliance v ‘

* Next hop address @
| 107.04 v/

Ensure you have IP forwarding enabled on

o your virtual appliance. You can enable this
by navigating to the respective network
interface's IP address settings.

N

Using the breadcrumb menu at the top of the portal, navigate back to the WGAzureVNetGWRT route table

settings.

v Route tables »| WGAzureVNetGWRIT

On the Settings blade, click on Subnets.

On the Subnets blade click on the Associate link.

Subnets

WGA

+ Associate E.f

b

©2017 Microsoft Corporation
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10. On the Associate subnet blade click on Virtual Network. Then click on WGVNet.

Associate subnet — 0O X Resource

WGAzureVNetGWRT

R WGVNete
1 Virtual network > southcentralus

Choose a virtual network

11. The Choose subnet blade opens. Click on Gateway Subnet. Then click OK at the bottom to complete the
association.

Task 3: Add a firewall rule on pfSense

1. In a browser on your local machine, navigate to the Public IP address of your pfSense firewall. If you followed the
preceding instructions, it will be in this format: https://<publiclPofpfSense:8443

2. Log on using:
a. User: demouser
b. Password: demo@pass123

3. Hover over Firewall and click on Rules.

Firewall ~
Aliases
Status / Dashboard NAT
Rules
System Information Schedules m
Name WGpfSensel.westus.cl 1, ¢f0 Shaper
System Hyper-V Virtual Machin  virtual IPs
Metgate Device ID-fOOF______

4. At the bottom of the list of rules, click the + icon to add a firewall rule

R O O

5. Make the following changes to the default settings, see the following screenshot for more details:
a. Source:
i. Type: Network
ii. Address: 192.168.0.0/24
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b. Destination
i. Type: Network
ii. Address: 10.7.1.0/24
c. Destination port range:
i. From: Choose HTTP (80) from drop-down
d. Description: From OnPrem to Web Tier
Click Save.

Firewall / Rules / Edit Ll =N>]
Edit Firewall Rule
Action Pass v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule.

Address Family 1Pv4 v

Select the Internet Protocol version this rule applies to.

Protocol TCP v

Choose which IP protocol this rule should match

Source Invert match. Network 192.168.0.0

Display Advanced [ ‘

Destination
Destinatiop Invert match. Network v 10.7.1.0 /| 24 v
3
Destination port range HTTP (80) v HTTP (80) M
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description From OnPrem to Web Tier

A description may be entered here for administrative reference.

Advanced Options | 1

6. Click Apply changes.

« Apply Changes

Task 4: Validate connectivity from ‘on-prem’ to ‘Azure’ side

1. Click Virtual machines on the main Azure menu.
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Resource groups

All resources
Recent

App Services
Virtual machines (dassic)
Virtual machines: )

5"
SQL databases

2. In the list of VMs, click OnPremVM.

Virtual machines

Default Directory

= Add =2 Columns ) Refresh
Subscriptions: Visual Studio Enterprise — Don't see a subscription? tch directories|
NAME STATUS
MGMT1 Running
ol OnPremVI}% Running
0 pfSensel Running
el Running
L8 WEBT Running
8 WEB2 Running

3. On the Essentials blade, click Connect to open an RDP session to OnPremVM.
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#» Connect | P start QlRestart M Stop (%, Capture =3 Move

Resource group (change)
CnPremVMRG

Status
Running

Location
East U5
Subscription (change)

Subscription ID

4. Log on with the following credentials:
a. Username: demouser
b. Password: demo@pass123

5. Once you have logged on, open Server Manager (if it is not already opened).

6. On the left, click Local Server.

2= Dashboard

-
B Local Server

& All Servers

WE File and Storage Services P
| Hyper-V

7. On the right side of the pane, click On by IE Enhanced Security Configuration.
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Last installed updates Never

Windows Update Install updates automatically using Windows Update
Last checked for updates Never

Windows Error Reporting Off

Customer Experience Improvement Program Not participating

IE Enhanced Security Configuration O%

Time zone (UTCY Coordinated Universal Time

Product ID 00253-50000-00000-AA006 (activated)
Processors Intel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz
Installed memory (RAM) 3.5GB

Total disk space 177 GB

8. Change to Off for Administrators, and click OK.

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ O on (Recommended)

@® off

D

Users:
@  ® on (Recommended)
W

O off

More about Internet Explorer Enhanced Security Confiquration

Lok ||| comcel |

9. Open Internet Explorer, and navigate to http://10.7.1.10. This should open the CloudShop app via the load
balancer’s internal IP. If you refresh the browser several times, you should see the server name changing:

CloudShop Demo - Products - running on WEB1

CloudShop Demo - Products - running on WEB2
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After the hands-on lab

Duration: 10 minutes

After you have successfully completed the Enterprise-class networking in Azure hands-on lab step-by-step, you will want
to delete the Resource Groups. This will free up your subscription from future charges.
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