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world who watch over us so that we may "sleep peacefully in our beds."
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Preface

Learn how to build and configure your own network based on the BeagleBone.
You will do this in a fun and informative way that will not only teach you
networking skills but also result in an impressive project.

What this book covers

Chapter 1, Installing Debian onto Your BeagleBone Black, introduces how to install
Debian onto your BeagleBone. There are two ways to boot the BeagleBone and
run the OS.

Chapter 2, Installing and Configuring Multimedia Server Software, serves as an
installation guide for the software that will be used to store the streamed video
and to serve up both the audio and video files to any device on the network,
either BB, computers, or tablets/phones.

Chapter 3, Installing and Configuring Network Monitoring Software, acts as an
installation guide for the software that will be used to monitor the traffic on
your local network.

Chapter 4, Installing and Setting Up a BeagleBone RAID System, acts as an installation
guide for the software that will be used to create a RAID array out of the partitions
that you will create on your USB-connected drives.

Chapter 5, Streaming Videos, will show you how to set up both live and recorded
video streaming, using a web-based application.

Chapter 6, Setting Up a Wireless Access Point, shows you how to install and set up a
wireless access point or WAP on your BeagleBone system.

[iii ]




Preface

What you need for this book

The following is a list of the suggested hardware for those of you who wish to build
the entire system described in this book. Additional information has been outlined in
the applicable chapters.

* Two identical USB 2 memory sticks: These should be at least 2 GB in size.
The actual size depends on the amount of multimedia data you intend
to store.

* A Beagle Bone compatible USB 2 WiFi adapter: There is a list of compatible
adapters available at www.beaglebone. org.

* A four-port USB 2 hub: Depending on the output power of your WiFi
adapter, a powered hub may be required.

* An 8 GB, series 10, uSD card: This is used to boot the root file system.

* Win32DiskImager: This is available with a search engine search. This will
install the Debian image onto the uSD card.

Two memory sticks from the same manufacturer and same model number.

Who this book is for

This book is for beginners to intermediate readers who wish to learn more about
how Linux networks are configured. You will learn this in a fun and informative
way that will provide you with a finished product that you can enjoy and the skills
to make improvements if you wish.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Once fdisk is running, enter p as the first command."

A block of code is set as follows:

### Wireless network name ###
interface=wlanO

### Set your bridge name ###
#bridge=bro0

[iv]
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When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

#
DAEMON CONF="/etc/hostapd/hostapd.conf" 3 Add this line

# Additional daemon options to be appended to hostapd command: -

Any command-line input or output is written as follows:

sudo apt-get update
sudo apt-get upgrade
sudo apt-get dist-upgrade

New terms and important words are shown in bold. Words that you see on
the screen, for example, in menus or dialog boxes, appear in the text like this:
"It will be displayed as an Open network."

“ Warnings or important notes appear in a box like this.
i

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about

this book —what you liked or disliked. Reader feedback is important for us as it

helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub. com, and mention

the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing

or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to

help you to get the most from your purchase.

[v]
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Downloading the example code

You can download the example code files from your account at http://www.
packtpub. com for all the Packt Publishing books you have purchased. If you
purchased this book elsewhere, you can visit http: //www.packtpub.com/support
and register to have the files e-mailed directly to you.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[vil
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Installing Debian onto Your
BeagleBone Black

In this chapter, you will learn how to install Debian onto your BeagleBone. There are
two ways to boot the BeagleBone and run the OS: the first way is to run off the microSD
card, and the second is to run off the internal eMMC (flash). BeagleBone has 4 GB of
onboard flash, which is not expandable. It is recommended that the microSD be used so
that there is ample room left for you to install other programs that will be needed later
in the book, and this is what will be shown in this chapter. In order to install the OS,
you require a microSD card (an 8 GB card will be fine), an SD card reader (which most
laptops have built-in), and the Windows program Win32 DiskImager. This program
will write the actual OS image to the SD card, which the BeagleBone will boot from.

An archival program, such as WinRAR or 7-Zip, is also needed to extract the OS image
from the downloaded archive.

Setting up to install Debian

At this point, you should install Win32 DiskImager and the archival program.
This will be used to write the Debian image on the SD card. The archive for
the disk image is located at http://beagleboard.org/latest-images and
http://debian.beagleboard.org/images/bone-debian-7.8-1xde-4gb-
armhf-2015-03-01-4gb.img.xz.

In order to start the installation, perform the following steps:

1. Extract the files from this archive and run Win32 Disk Imager. If you
are using Windows 7 or higher, you will have to run the program as an
administrator in order to write the Debian image to the SD card.

[11]
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Installing Debian onto Your BeagleBone Black

2. Select the extracted image file using the blue-colored folder icon, and make
sure that the device selected to be written to (¥ : \ in the following picture) is
your SD card.

3. Click on write and the image will be written to the SD card, as shown in the
following screenshot:

'i'é Win32 Disk Imager ;IEIEI
—Image File Device
| bone-debian-7.5-2014-05-14-2gb.img ‘ [P =]
Copy (I MDS Hash:
—Pragress
Yersion: 0,9.5 Cancel Read Write | Ezxit
A

4. Once the image is written to the SD card, remove the card from the PC and
insert it into the SD card slot on the BeagleBone.

The following image shows the BeagleBone board with HDMI, Ethernet, and USB
installed and an SD card inserted:
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Chapter 1

At this point, the board is ready to be powered up and to run Debian. The USB cable
may not have enough capacity to power the BeagleBone board, so it is strongly
suggested that the board be powered by a 5-volt DC power cube with a current output
of 2 amps. This will provide sufficient power to the board. Turn on the power to the
board. If the board does not power up, press S3 to enable the power. S3 is located
directly above the Ethernet connection. After about a minute, your screen should
display a login prompt. If this does not happen, power off the board and hold down
the boot button (located near the top-right corner of the board, close to the SD card);
then apply power to the board and don't release the boot button until the user LEDs
begin to flicker.

The following screenshot shows the display that you will get after you log in for the
first time:

o
.

Debhian GHNU/Linux 7 heaglehons ttyd

default username:pazavord is [debian:temppwd]

Gupport/FAQ: http://elinux.orgs/EBeagleboard:BeagleBoneBlack Debian

The IF Addr or ush0 is: 19:2.168.7.2

heaglehone H I

In order to login, the username is debian and the password is temppwd. The next
thing that needs to be done is to get all the updates that are available, and then the
image should be resized in order to use the entire 8 GB of the SD card. In order to
update, the following commands should be run:

sudo apt-get update
sudo apt-get upgrade
sudo apt-get dist-upgrade

All of these three commands can be run at the same time by inserting && between
each command. After the update is completed, reboot the board (sudo reboot) and
relogin. At this point, the image will be resized to use the entire size of the SD card.

Before the resizing operation, run the following command to show how much of the
SD is being used:

df -h

[31]



Installing Debian onto Your BeagleBone Black

The following screenshot shows the output of the df -h command:

Using the SD card before the resizing operation

First, list the volumes that are available on the SD card by running the
following command:

ls -1 /dev/mmcblk*

The output will show all the volumes, as shown in the following screenshot.
The volume that will be modified is the first volume in the list, /dev/mmcblko0.
This is because mmcb1k0 refers to the SD card.

A list of all the available volumes is shown in this screenshot.

At this point, the superuser should be logged in to complete the disk resizing,
by executing the following command:

sudo su

Again, the password is temppwd. Once the superuser is active, run £disk on the first
volume with the following command (also shown in the preceding screenshot):

fdisk /dev/mmcblk0

Once £disk is running, enter p as the first command. This will display the partition
information of the SD. The resizing operation will delete the empty partitions and
expand the primary partition to use the entire SD.

[4]



Chapter 1

First, press d for delete and then press 2 for partition 2. Next, press n for new, p for
primary, and 2 for partition 2. Specify the start and end sectors for the new partition —
just select the default values by pressing Enter. In fact, outside the first n, they are all
default choices and pressing Enter alone to confirm the choice is all that is needed.
Select w to commit the changes to the SD card. Notice that the partition table in this
example was "busy," so a reboot is needed for the changes to be reflected. Reboot by
entering sudo reboot from the terminal command line, and re-login to update the
changes for the next step of resizing the filesystem.

As we can see in the following image, the resized partition is ready to have the file
system resized onto it.

[51]
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Now the file system is ready to be resized. This will take only one command,
as follows:

resize2fs /dev/mmcblk0p2

After this command, the SD card will have all its space available to the OS. Running
another df -h command will confirm that the new disk size is now much more than
2 GB.

The following screenshot shows the new file system on the SD card, which resulted
from running the resize2fs command:

Installing Tightvnc

In order to remotely access the BeagleBone, the Tightvnc server needs to be installed
with the following command:

sudo apt-get install tightvncserver
Once the server is installed, it needs to be set up as follows:
tightvncserver :1

This will then ask for a password to access the desktop. Enter a password and verify
it. This will be the password used to login to the BeagleBone with the VNC remote
viewing client. If a remote connection is needed, to view what is happening on the
BeagleBone, a separate password can be entered.

[6]
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After the server is set up, reboot and re-login. Open a terminal and enter the
following command to get the IP address of the BeagleBone:

ifconfig

This will be needed on the remote PC to access the system.

[71



Installing Debian onto Your BeagleBone Black

Run the VNC server in order to allow the BeagleBone to start accepting remote
connections with the tightvnecserver :1 command.

On the remote computer, a VNC viewer should be installed. There are many options
to choose from, which will work. In the remote address, enter the BeagleBone's IP
address and add the :1 at the end and connect to the BeagleBone.

When you run the VNC viewer, you will see a ""connection" screen similar to the one
shown in the following screenshot:

PRT=TEY
YNCE Yiewer VE

YNC Server: | 192,168,10,107:1] j

Encryption: ILet WHC Server choose j

The default encryption method is to let VNC choose, so just go with the default.
The next window that pops up will be the login window, where you have to enter
the password that you were prompted for when you installed the VNC Server,

as shown in the following screenshot:

B ¥NC viewer - Authentication x|

WMC Server: 192,165,10,107::5901

sermarne: I

Passward: Iu-uu

QK I Cancel

Downloading the example code

You can download the example code files from your account at

~ http://www.packtpub.com for all the Packt Publishing books
you have purchased. If you purchased this book elsewhere, you

can visit http://www.packtpub.com/support and register

to have the files e-mailed directly to you.

[8]
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Chapter 1

Running the Cloud9 IDE

Fortunately for us, the good folks who maintain the Debian image files have
included the Cloud9 IDE in the standard image. For those of you who don't

know what an IDE is, the letters stand for Integrated Development Environment.
Cloud9 allows you to write and debug various types of source code. In order to
access Cloud9, you have to simply enter the IP address of the BeagleBone in your
favorite web browser followed by :3000, because Cloud9 uses port 3000.

Fle  Edit

% 192.188.10,L07:3000ice. hitl e[ searcn [+ & B O a- o
BetaFeedback | John Doe £ 6

Cloud3 IDE - Your

- The introduction

mare.

18 Immediate
/Jvar/1ib/cloudds

Summary

In this chapter, the BeagleBone was set up to run Debian on a resized SD card.

The image was also updated to get the latest upgrades available. Then, the LXDE
desktop environment was installed. Finally, the Cloud9 IDE was set up and run.
Now, the BeagleBone is ready to build the applications needed to control the devices
discussed in the later chapters. In the next chapter, we will talk about the software
that will be used to store streamed video, and serve up both audio and video files

to any device on the network.

[o]







Installing and Configuring

Multimedia Server Software

This chapter will serve as an installation guide for the software that will be used to
store streamed videos and to serve up both the audio and video files to any device
on the network, either BB or computers or tablets/ phones. However, first some
"housekeeping" needs to be done to the packages that were installed in the last
chapter. For this, we will do the following;:

Set up the BeagleBone to have a static IP.
Start the VNC server as soon as the BeagleBone is powered on.

Set the time and date to their proper values and to automatically update
via NTP time servers.

After the housekeeping, download and set up Samba for the BeagleBone.
Samba is going to be used because it is easy to configure and maintain.
This will be used to load the MP3 files into their proper shared directory
and for the video streaming to store the video files for playback later.

Download and set up the DLNA server software for the BeagleBone.
This will allow the audio and video files to be browsed and served to
other devices on the network.

[11]
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Setting up a static IP on the BeagleBone

First, display the contents of the /etc/network/interfaces file. Run the
following command:

cat /etc/network/interfaces

If the board is configured to use DHCP services (the default configuration),
dhcp appears at the end of the following line:

iface eth0 inet dhcp

If the board is configured to use static IP settings, static appears at the end of the
line instead of dhcp.

The following screenshot shows the output of the cat /etc/network/interfaces
command:

yw ifup(8) and ifdown (8)

Now, create a backup of the /etc/network/interfaces file by running the
following command:

sudo cp /etc/network/interfaces /etc/network/interfaces.backup
Now, edit the interfaces file with nano, as follows:

iface eth0 inet dhcp

[12]
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Change the preceding command line to this:

iface eth0 inet static

#* 192.168.10.127 - PuTTY

roctibeaglebone :"# cat setosnetwork-interfaces
# This file describes the network interfaces available on yvour system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loophack

# The primary network interface
auto =thl

#iface eth0 inet dhep

iface ethl inet static

address 19Z.1658.10.127

netmask 255.255.255.0

gateway 192.165.10.1

# Example to keep MAC address hetween rehoots
#hwaddress ether DE:AD:BE:EF:CA:FE

# The secondary network interface
#auto =thl
#iface ethl inet dhep

# WiF1 Ezample
auto wlanl
iface wlanO inet static
wpa-ssid "Multimedia Server"
# wpa-psk "password"
address 192.168.4.1
network 192.168.4.0
netmask 255.255.255.0
broadcast 192.168.4.255

# Ethernet-RHDIZS gadget (y_ether)
# ... or on host side, ushnet and random hwaddr
# Note on some boards, ush0 is automaticly setup with an init script
iface ushl inet static
address 192.168.7.2
netmask 255.255.255.0
network 192.1658.7.0
gateway 192.188.7.1
root@beayglebone :™# I

[«

Now, enter the following command in the terminal:

ifconfig

[13]
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On the command line, you will see something similar to what is shown in the
following screenshot:

la

man.wlan0

ush0

wlanO

=10l
root@beayglebone:™# ifconfiyg :J
ethl Link encap:Ethernet Hwaddr lc:ha:8c:el:85:5e

root@beayglebone: “# i =1

inet addr:192,1658.10.127 Bwast:192.168.10.255 Mask:255.255.255.0
ineth addr: fefS0::leba:8cff:feel:855e/64 Scope:Link

UFP BROADCAST RUMNING MULTICAST MIU:1500 Metric:l

R packets:809 errors:0 dropped:0 overruns:0 frame:0

T packets:514 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 tzgueuelen: 1000

R bytes:187583 (183.1 KiB) TX hytes:55458 (54.1 KiB)
Interrupt:40

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

ineth addr: ::1-128 Scope:Host

UFP LOOPBACE RUNNING MIU:65536 Metric:l

R packets:5 errors:0 dropped:0 overruns:0 frame:0
T packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txgueuslen:(

R bytes:319 (319.0 B) TX bytes:319 (319.0 B)

Link encap:UNSPEC Hwaddr E0-CE-4E-A6-58-EC-00-00-00-00-00-00-00-00-00-00
UP BROADCAST RUMNING MULTICAST MIU:1500 Metrie:l

R¥ packets:700 errors:0 dropped:0 overruns:0 frame:0

T packets:0 errors:0 dropped:0 overruns:0 carrier:0

collisions: 0 txgqueuelen: 1000

R bytes:60488 (59.0 KiB) TX bytes:0 (0.0 B)

Link encap:Ethernet Hwaddr 72:80:d1:d%:eZ:06

inet addr:192.168.7.2 Brast:192.168.7.3 Mask:255.255.255.252
UP BROADCAST MULTICAST MIU:1500 Metric:1

R¥ packets:0 errors:0 dropped:0 overruns:0 frame:0

TH packets:0 errors:0 dropped:0 overruns:0 carrier:(
collisions: 0 txgqueuelen: 1000

B bytes:0 (0.0 B)Y TX bytes:0 (0.0 B)

Link encap:Ethernet Hwaddr e0:ch:de:abc:58:ec

inet addr:192.165.4.1 Brcast:192.165.4.255 Mask:255.255.255.0
ineth addr: fe8l::eleb:deff:feab:58ec-64 Scope:link

UP BROADCAST RUNWWING MULTICAST MIU:1500 Metric:1

B packets:0 errors:0 dropped:0 overruns:0 frame:0

T packets:61 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txzgueuslen: 1000

B bytes:0 (0.0 B) TX bytes:10014 (9.7 EKiB)

Starting the VNC server

To start the VNC server after booting and logging in, we just SSH to the multimedia
server and enter the following command:

tightvncserver

[14]
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The terminal will display the following response:

# 192.168.10.107 - PuTTY =ol x|

roctibeaglebons :™# tightvnoserver

Mew 'X' desktop is beaglehone:l

Starting applications specified in ~roots.vnc-zstartup
Log file is ~root/.vnc-beaglebone:1l.log

root@beaylebane:~# [

-

You can now access the multimedia server's desktop from your PC or Mac.

Installing NTP

Every time the board is powered, the clock is reset. This can be inconvenient when
using a source code repository; therefore, the Network Time Protocol (NTP) will be
installed and set up so that the board updates to the current time and date on power
up. To install NTP, run the following command:

sudo apt-get install ntp

Here's the output of the NTP install command:

2 192.168.10.107 - PUTTY =13
root@heaglebone :“# apt-get install ntpapt-get install ntp =
Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package ntpapt-get
E: Unable to locate package install
root@heaglebone:™# apt-get install ntp
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following sextra packages will be installed:
libopts25
Suggested packages:
ntp-doc
The following NEW packages will he installed:
liboptsZ25 ntp
0 upgraded. 2 newly installed. 0 to remove and 0 not upgraded.
Need to get 560 kB of archives.
After this operation, 1027 kB of additional disk space will be used.
Do you want to continue [Yo/n]? v
Get:1 http:-rsecurity.debian.orgs wheezy-updates main ntp armhf 1:4.2.6.p5+dfsg-2+deb7u3 [4584 kEB]
Get:2 http:- ftp.us.debian.org-debians wheezy- main liboptsz5 armhf 1:5.12-0.1 [865.7 kE]
Fetched 560 kB in 1s (297 kB-s)
Jelecting previously unselected package liboptsiS.
(Reading datakase ... 71621 files and directories currently installed.)
Unpacking libopts2d (from ... libopts25_1%3a5.12-0.1_armhf.deh)
Selecting previously unselected package ntp.
Unpacking ntp (from ... ntp_1%3a4.2.6.p5+dfsg-2+deb7u3_armhf .deh)
Processing triggers for man-db ...
Setting up liboptszZ5 (1:5.12-0.1)
Setting up ntp (1:4.2.6.p5+dfsg-2+deh¥ul)
[ ok ] Starting ntp (via systemctl): ntp.service.
root@heaglebones 1 ™#

[15]
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Setting the local time zone

Once NTP is installed, a local time server should be set to offload the requests from
global time servers. This is done by editing the /etc/ntp.conf file and replacing
one or more of the default servers with a local time server that can be found via a
web search. The following is an example ntp . conf file:

y'? 192.168.10.127 - PuTTY

roct@beaglebone: “eto# cat ntp.conf
# setoesntp.conf, configuration for ntpd: see ntp.conf(5) for help

driftfile ~var/lib-ntp-ntp.drift

t# Enable this if you want statistics to be logged.
|[#statsdir ~var-log- ntpstats”

statistics loopstats peerstats clockstats

filegen loopstats file loopstats type day enable
filegen peerstats file peerstats type day enable
filegen clockstats file clockstats type dav enable

# You do need to talk to an NIP server or two (or three).
#server ntp.your-provider.example

# pool.ntp.org maps to about 1000 low-stratum NIP servers. Your server will
# pick a different set every tLime 1t starts up. Flease consider jolning the
# pool: <http: Awww.pool.ntp.orgsjoin.html>

server O.debian.pool.ntp.org iburst

server l.debian.pool.ntp.org iburst

server Z2.debian.pool.ntp.oryg iburst

server 3.debian.pool.ntp.org iburst

The local time zone should be set as well, and there are two ways of achieving this.
First, by running this command:

sudo dpkg-reconfigure tzdata

This will set the time zone, or by making a symbolic link to the proper time zone
settings file, which is located in /usr/share/zoneinfo.

[16]
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This is what the time zone data for Canada looks like:

=]
=

root@beaglebone : usr-share- zoneinfo-Canada# 1s -1

total 0O

lrwzrwzrwz 1 root root 24 Feh 1 05:44 Atlantic -»> .. /posiz BSystemV-AST4ADT

lrwzrwzrwz 1 root root 23 Febh 1 05:44 Central -» ..-posizsCanada-Central

lrwxzrwzrwz 1 root root 21 Feb 1 05:44 East-Saskatchewan -» . .- posiz /SystemV-CST

lrwxzrwzrwz 1 root root 23 Feb 1 05:44 Eastern -» ..-posiz-Canada-Eastern

lrwzrwzrwz 1 root rooct 24 Fek 1 05:44 Mountain -> .. posiz-Canada-Mountain

lrwzrwzrwz 1 root roct 28 Fekh 1 05:44 MNewfoundland -» .. posiz/Canada-Newfoundl

lrwzrwzrwz 1 root rooct 23 Fekh 1 05:44 Pacific -» ..-posiz Canada-Pacific

1 1

lrwzrwzrwzs root root 21 Feh 05:44 Saskatchewan -» .. posiz/SystemV./C3TH
lrwzrwzrwz 1 root root 21 Fek 1 05:44 ¥Yukon -» ..~ posizxsCanada-Yukon
root@beaglebone: usr-share-zoneinfo-Canada# i

[«

To set the local time zone, first remove the default 1ocaltime file with the
following command:

sudo rm /etc/localtime

Then, create a link to the 1ocaltime file that is closest to the time zone that you are
in, with the following command:

sudo 1ln -s /usr/share/zoneinfo/Canada/Eastern /etc/localtime

This finishes up the housekeeping that needs to be done. Reboot the BeagleBone to
get the new setup.

Installing and configuring Samba

Samba is a very convenient application to have running for a home media server, as
it allows easy access to files from other computers on the local network. Here, Samba
is configured to be used with authentication and authorization. In other words, a
username and password must be used in order to access Samba's shared folders
from any network connection. In order to access the folders, they will be mapped to

a local drive on the non-BeagleBone system. Then, the Samba share will appear as a
local drive on the non-BeagleBone system, even though it is actually a folder on the
BeagleBone. On the Windows operating system, this is easily accomplished by the
map network drive option. This option is available by right-clicking on the shared
folder in a File Explorer window.

To install samba, use the following command:

sudo apt-get install samba

[17]
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Sometimes, there are extra packages that need to be installed in addition to the

package you want to install. After reading the details of these packages, select v

to continue, as shown in the following screenshot:

root@heaglebone:™# apt-get install samba
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
samba-common samba-common-hin tdb-tools
Suggested packages:
openbsd-inetd inet-superserver smbldap-tools ldb-tools ctdhb
The following NEW packages will he installed:
samba samba-common samba-common-bin tdb-tools
0 upgraded, 4 newly installed, 0 to remove and 0 not upgraded.
Need to get 6359 kB of archives.
After this operation, 29.2 ME of additional disk space will be used.
Do you want to continue [¥-n]? |J

22 192.168.10.107 - PUTTY =10l

Now, a password is needed to access the server from other remote clients. The user
will be the default user (debian). To set the password, run the following command:

sudo smbpasswd -a debian

The following screenshot shows how to set the SMB password for the debian user:

& 192.168.10.107 - PuTTY [ 101 =]
[~

roct@heaglebone :“# smhpasswd -a debian

MNew SME password:

Retype new SMB password:

Added user debian.

roct@hbeaglebone:~# |
=

Now, /etc/samba/smb.conf will be changed to increase security and remove some

unnecessary settings.

First, ensure that the Samba shares can only be accessed by devices on the local

network by restricting the IP addresses that Samba will respond to. This is done by

adding the following lines in the #### Networking #### section:

hosts allow = 127.0.0.1 192.168.1.0/24
hosts deny = 0.0.0.0/0

[18]
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Make sure that the hosts allow line reflects your local network settings. Your local
subnet may be different from the X.x.1.0/24, as shown in the previous command.

Next, make sure that the following line is present and uncommented in the #######
Authentication ####### section:

security = user

This will ensure that the only people who can access Samba shares are those who
have a valid Debian account on the BeagleBone.

Now, you need to comment out any of the lines pertaining to printers because
the BeagleBone is not going to be attached to any.

Anything in the ; [printers] section should be commented out witha ";".

Later on in Chapter 4, Installing and Setting Up a BeagleBone RAID System, when the
external RAID array is attached, the smb. conf file will need to be edited and the
Raid array will need to be entered in to allow access over Samba.

This entry will then become the "mapping" point on the non-BeagleBone system
and will appear as a local drive. This will be where the video, audio, and pictures
will be stored.

To do this, the following lines are entered:

#Share for the Raid array
[medial
Comment= Raid array connected to BeagleBone
path = /media/<Raid mount points>
read only = no
browseable = yes
valid users = <debian>

Now, enter the reboot command to restart Linux.

Installing the DLNA server

Digital Living Network Alliance (DLNA), which is a group of organizations that
have created an industry-wide standard, enables all DLNA devices to share media
over a home network. Once a device is connected to a DLNA server, media content
can be accessed with minimum hassle so that movies, music, or digital photos are
available to be played on game consoles, tablets, mobile phones, and televisions.

[19]
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This content will be loaded by remote machines using the Samba shares that have
been mapped as part of their filesystem. Once the network and server is set up,
content can be added and viewed at anytime, anywhere on the local network.

Now, the DLNA server will be installed with the following command:
sudo apt-get install minidlna

Installing the DLNA server will have extra packages that need to be installed
in addition to the package you want to install. After reading the details of these
packages, select y to continue, as shown in the following screenshot:

# 192.168.10.107 - PuTTY i =101 %]

root@heaglebons :™# apt-get install minidlna
Reading packaye lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
minidlna
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 137 kB of archives.
After this operation, 285 kB of additional disk space will be used.
Get:1 http: rftp.us.debian.org-debian~ wheezy- main minidlna armhf 1.0.24+dfsg-1
[137 kE]
Fetched 137 kB in 2s (51.1 kBEss)
Selecting previcously unselected package minidlna.
(Reading database ... 71792 files and directories currently installed.)
Unpacking minidlna (from ... minidlna_ 1.0.24+dfsg-1 armhf.deh)
Processing triggers for man-db ...
Setting up minidlna (1.0.24+4dfsg-1)
[ ok ] Starting minidlna (via systemctl): minidlna.service.
root@beaglebone:~# [

-

Once the server is installed, its settings can be modified by editing /etc/minidlna.
conf. Once again, the entries in this file will be done later on when the external Raid
array is set up and attached. This last section of the chapter should be bookmarked
so that it can be easily found when that time comes.

Edit the file to add the media directories; at the end, it will have the uncommented
lines, which might look like this:

$ grep -o "“[a-z].*" /etc/minidlna.conf
port=8200

media dir=V, /home/user/media/Movies
media dir=A, /home/user/media/Music
media dir=P, /home/user/media/Pictures
friendly name=BeagleBone DLNA Server

[20]
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album art names=Cover.jpg/cover.jpg/AlbumArtSmall.jpg/albumartsmall.jpg/
AlbumArt.jpg/albumart.jpg/Album. jpg/album.jpg/Folder.jpg/folder.jpg/
Thumb . jpg/thumb. jpg

inotify=yes

enable tivo=no
strict dlna=no
notify interval=900
serial=12345678
model number=1

The media directory entries will be the entries that are changed to match the
mounted directories on the Raid array.

After saving the . conf file, the DLNA server needs to be forced into rescanning the
new folder locations for media files. This is done with the following command:

sudo /etc/init.d/minidlna force-reload

The following screenshot shows the force-reload command to refresh the server:

@2 192.168.10.127 - PuTTY _ O x|
=l

root@beaglebone:  # etcsinit.dsminidlna force-reload

[ ok ] Reloading minidlna configuration (via systemctl): minidlna.service.

root@heaglebone: ~# |

Now, the DLNA server is running and can be browsed with any DLNA-aware
device or media player. All that is needed now is the Raid array to store the media
files and the content to fill up the array.

[21]
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Here's the BeagleBone displayed in Windows Media Player:

Wincfows Media Player . 3 “.a_

¢ Recoded TV

Summary

In this chapter, the BeagleBone was set up to update the time and date via NTP.
It was also configured to automatically start the VNC server so that an external
keyboard, mouse, and display will not be needed to control the BeagleBone.
Next, Samba was installed to allow access to the yet to be connected Raid array,
and a DLNA server was installed in order to serve up audio, video, and pictures
to the properly authenticated user.

In the next chapter, we will talk about the software needed to secure the network
from any unauthorized use.

[22]




Installing and Configuring
Network Monitoring Software

This chapter will serve as an installation guide for the software that will be used to
monitor the traffic on your local network. These utilities can help determine which
devices on your network are hogging the bandwidth, which slows down the network
for other devices on your network. Here are the topics that we are going to cover in
this chapter:

* Installing traceroute and My Trace Route (MTR or Matt's Traceroute):
These utilities will give you a real-time view of the connection between
one node and another

* Installing Nmap: This utility is a network scanner that can list all the hosts
on your network and all the services available on those hosts

* Installing iptraf-ng: This utility gathers various network traffic information
and statistics

[23]
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Installing Traceroute

Traceroute is a tool that can show the path from one node on a network to another.
This can help determine the ideal placement of a router to maximize wireless
bandwidth in order to stream music and videos from the BeagleBone server to
remote devices. Traceroute can be installed with the following command:

apt-get install traceroute

Once Traceroute is installed, it can be run to find the path from the BeagleBone
to any server anywhere in the world. For example, here's the route from my
BeagelBone to the Canadian Google servers:

Now, it is time to decipher all the information that is presented. This first command
line tells traceroute the parameters that it must use:

traceroute to google.ca (74.125.225.23), 30 hops max, 60 byte
packets

[24]
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This gives the hostname, the IP address returned by the DNS server, the maximum
number of hops to be taken, and the size of the data packet to be sent. The maximum
number of hops can be changed with the -m flag and can be up to 255. In the context
of this book, this will not have to be changed.

After the first line, the next few lines show the trip from the BeagleBone, through
the intermediate hosts (or hops), to the Google. ca server. Each line follows the
following format:

hop number host name (host IP address) packet round trip times

From the command that was run previously (specifically hop number 4):

2 10.149.206.1 (10.149.206.1) 15.335 ms 17.319 ms 17.232 ms
Here's a breakdown of the output:

* The hop number 2: This is a count of the number of hosts between this host
and the originating host. The higher the number, the greater is the number
of computers that the traffic has to go through to reach its destination.

* 10.149.206.1: This denotes the hostname. This is the result of a reverse
DNS lookup on the IP address. If no information is returned from the DNS
query (as in this case), the IP address of the host is given instead.

® (10.149.206.1): This is the actual host IP address.

* Various numbers: This is the round-trip time for a packet to go from
the BeagleBone to the server and back again. These numbers will vary
depending on network traffic, and lower is better.

Sometimes, the traceroute will return some asterisks (*). This indicates that the packet
has not been acknowledged by the host. If there are consecutive asterisks and the final
destination is not reached, then there may be a routing problem. In a local network
trace, it most likely is a firewall that is blocking the data packet.

Installing My Traceroute

My Traceroute (MTR) is an extension of traceroute, which probes the routers on the
path from the packet source and destination, and keeps track of the response times
of the hops. It does this repeatedly so that the response times can be averaged.

Now, install mtr with the following command:

sudo apt-get install mtr
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After it is run, mtr will provide quite a bit more information to look at, which would
look like the following:

While the output may look similar, the big advantage over traceroute is that the
output is constantly updated. This allows you to accumulate trends and averages
and also see how network performance varies over time.

When using traceroute, there is a possibility that the packets that were sent to each
hop happened to make the trip without incident, even in a situation where the route
is suffering from intermittent packet loss. The mtr utility allows you to monitor this
by gathering data over a wider range of time.

Here's an mtr trace from my BeagleBone to my Android smartphone:

As you can see, the original orientation was almost 100 milliseconds faster for
ping traffic.
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Installing Nmap

Nmap is designed to allow the scanning of networks in order to determine which
hosts are up and what services are they offering. Nmap supports a large number
of scanning options, which are overkill for what will be done in this book.

Nmap is installed with the following command:

sudo apt-get install nmap

Answer Yes to install Nmap and its dependent packages.

Using Nmap
After it is installed, run the following command to see all the hosts that are currently
on the network:

nmap -T4 -F <your local ip range>

The option -T4 sets the timing template to be used, and the -F option is for fast
scanning. There are other options that can be used and found via the Nmap manpage.

Here, your local_ip_range is within the range of addresses assigned by your router.

[27]
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Here's a node scan of my local network. If you have a lot of devices on your local
network, this command may take a long time to complete.

Now, I know that I have more nodes on my network, but they don't show up. This is
because the command we ran didn't tell Nmap to explicitly query each IP address to
see whether the host responds but to query common ports that may be open to traffic.

Instead, only use the -Pn option in the command to tell Nmap to scan all the ports for
every address in the range. This will scan more ports on each address to determine
whether the host is active or not.

[28]
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Here, we can see that there are definitely more hosts registered in the router device
table. This scan will attempt to scan a host IP address even if the device is powered off.

Resetting the router and running the same scan will scan the same address range,
but it will not return any device names for devices that are not powered at the time
of the scan.

You will notice that after scanning, Nmap reports that some IP addresses' ports are
closed and some are filtered. Closed ports are usually maintained on the addresses
of devices that are locked down by their firewall. Filtered ports are on the addresses
that will be handled by the router because there actually isn't a node assigned to
these addresses.

[29]
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Here's a part of the output from an Nmap scan of my Windows machine:
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Installing iptraf-ng

Iptraf-ng is a utility that monitors traffic on any of the interfaces or IP addresses on
your network via custom filters. Because iptraf-ng is based on the ncurses libraries,
we will have to install them first before downloading and compiling the actual
iptraf-ng package. To install ncurses, run the following command:

sudo apt-get install libncurses5-dev

Here's how you will install ncurses and its dependent packages:

Once ncurses is installed, download and extract the iptraf-ng tarball so that it can
be built.

At the time of writing this book, iptrf-ng's version 1.1.4 was available. This will change
over time, and a quick search on Google will give you the latest and greatest version to
download. You can download this version with the following command:

wget https://fedorahosted.org/releases/i/p/iptraf-ng/iptraf-ng-
<current version number>.tar.gz

The following screenshot shows how to download the iptraf-ng tarball:

[31]
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After we have completed the downloading, extract the tarball using the
following command:

tar -xzf iptraf-ng-<current version number>.tar.gz

Navigate to the iptraf-ng directory created by the tar command and issue the
following commands:

./configure
make
sudo make install

After these commands are complete, iptraf-ng is ready to run, using the following
command:

sudo iptraf-ng

When the program starts, you will be presented with the following screen:

-raffic monitor
a

neral interface

Configure...

About...

Exit
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Configuring iptraf-ng
As an example, we are going to monitor all incoming traffic to the BeagleBone.
In order to do this, iptraf-ng should be configured.

Selecting the Configure... menu item will show you the following screen:

iptraf-ng 1.1.4

Reverse DNS loockups:
ice names:
Force promiscucous mode Promiscuous:
Color Color:

-y mode
Source MAC addrs in traffic monitor
W we—in-v4 traffic as IPve

Timers...

Log intery
Bdditional ports... Upd
Delete port/range... Closed/idle persist:

BLIP host descripti
Ring host descript

Exit configuration

Here, settings can be changed by highlighting an option in the left-hand side
window and pressing Enter to select a new value, which will be shown in the
Current Settings window. In this case, I have enabled all the options except
Logging. Exit the configuration screen and enter the Filter Status screen. This is
where we will set up the filter to only monitor traffic coming to the BeagleBone
and from it.
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Then, the following screen will be presented:

IPF traffic monitor
G al interface
Detailed interface

IF...
ARF

ELRFP
Non-IP

Exit menu

Define new filter...
Apply filter...

Selecting Define new filter... will allow the creation and saving of a filter that
will only display traffic for the IP address and the IP protocols that are selected,
as shown in the following screenshot:
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Here, I have put in the BeagleBone's IP address, and to match all IP protocols.
Once saved, return to the main menu and select IP traffic monitor. Here, you will
be able to select the network interfaces to be monitored. Because my BeagleBone
is connected to my wired network, I have selected eth0. The following screenshot
should shows us the options:
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If all went well with your filter, you should see traffic to your BeagleBone and from
it. Here are the entries for my PuTTy session; 192.168.17.2 is my Windows 8
machine, and 192.168.17.15 is my BeagleBone:

iptraf-ng 1.1.4

r192.
L1gz.

(56 bytes) from 152.168.17.
{56 bytes) from 152.168.17.

:51997 to 224.0.0.252:hostmon (src HWaddr 20
163869 to 224.0.0.252:hostmon (src HWaddr 20
(82 bytes) from 192.168.17.2:netbios-ns to 192.168.17.255:netbios—ns (sr
(82 bytes) from 15%2.168.17.2:netbios-ns to 192.168.17.255:netbios-ns (=sr
{118 bytes) from 192.168.17.15:60370 to ControlPanel.Home:domain {(src HW

2
2
2
2

—scroll M-more TCP info W-chg actv win

Here's an image of the traffic generated by browsing the DLNA server from the
Windows Explorer:

iptraf-ng 1.1.4

rl LAT7.2:04

1
-1
-1

1

1

1

192.168.17.2:64225 to 224.0.0.252:hostmon (src HWaddr 20
fe80: :3dcb:2557:e91b:411a:64225 to £f02::1:3:hostmon (sr
fe80: :3dcb:2557:291b:411a:55873 to £f02::1:3:hostmon (sr
152.168.17.2:55873 to 224.0.0.252:hostmon (src HWaddr 20
152.168.17.2:64225 to 224.0.0.252:hostmon (src HWaddr 20

-zcrall M-more TCP info W-chg actv win S-sorc TCP X-e
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Moreover, here's the traffic from my Android smartphone running a DLNA
player, browsing the shared directories that were set up in Chapter 2, Installing
and Configuring Multimedia Server Software:

iptraf-ng 1.1.4

(71 bytes) from 152.168.17.15:58554 to ControlPanel .Home:domain (src HWa
(113 bytes) from ControlPanel .Home:domain to 192.168.17.15:58554 {src HW
(138 bytes) from fe80::3dcb:2557:e91b:411a:dhcpvé—cli to ££02::1:2:dhcpv
(71 bytes) from 152.168.17.15:44466 to ControlPanel.Home:domain (src HWa
(113 bytes) from ControlPanel .Home:domain to 182.168.17.15:44466 (src HW

jIn-scraoll M-more TCP info W-chg actv win 5S-sort TCP

Summary

In this chapter, you saw how to install and configure the software that will be used to
monitor the traffic on your local network. With these programs and a bit of experience,
you can determine which devices on your network are hogging the bandwidth and
find out whether you have any unauthorized users.

In the next chapter, you will see how to add the RAID subsystem to the BeagleBone
and how to load it up with content.

[37]






Installing and Setting Up a
BeagleBone RAID System

This chapter will serve as an installation guide for the software that will be used to
create a RAID array out of the partitions that you will create on your USB-connected
drives. This storage array will then hold all your media files (pictures, videos, and
audio) in one drive instead of being spread out over several drives.

For the basics of RAID systems, take a look at http://en.wikipedia.org/wiki/RAID.

I don't want to discuss the basics because it is beyond the scope of this book, and
other people have done a better job of explaining them than I can ever do. It is,
however, important to understand that we will be building a "software" type of
RAID array. There are two basic types of RAID arrays (not to be confused with
modes, as in mode 0, mode 1, and so on).

The first type is called a hardware RAID, which as the name suggests, has specialized
hardware that makes the array appear as one hard drive to the operating system.

The second type is the type that we will be creating here. This is called a software
RAID because it uses a software program (mdadm) to create a RAID array using
discrete drives attached to system.
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Determining the available partitions

The first thing that we have to do is to determine the volumes that the Kernel thinks

are available to it. We do this using the fdisk -1 command.

Here's the output of the £disk -1 command before you've attached the USB hub
and USB disks; the reader should note that only block devices (mmcblk) appear in

the listing:

1.? 192.168.10.127 - PuTTY

roctibeaglebone :~# fdisk -1

Disk rdev.mmchblk0: 8010 MB, 5010072064 bytes

4 heads, 16 sectors/track, 244448 cvlinders, total 15644672 sectors
Units = sectors of 1 * 512 = 512 hytes

Sector size (logical-physical): 512 bytes ~ 512 bytes

I/-0 size [(minimum-optimal): 512 hytes ~ 512 hytes

Disk identifier: 0x00000000

Device Boot Start End Blocks Id Bystem
AdevommeblkOpl = 2048 198655 98304 e W45 FAT1e
sdev/mmeblk0p2 198656 15644671 7723008 83 Linux

Disk ~dev.mmchllkl: 3925 MB, 3923568544 byvtes

4 heads, 16 sectors/track, 119808 cvlinders, total 7667712 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical-physical): 512 bytes ~ 512 bytes

I/0 size [(minimum~optimal): 512 hytes ~ 512 bytes

Disk identifier: 0x00000000

Device Boot Start End Blocks Id System
Adevommeblllpl * 2048 198655 98304 e W95 FAT16
sdev/mmeblklp2 198656 7EBETT11 3734528 83 Linux

Disk rdevs/mmchlklbootl: 1 MBE, 1045576 bytes

4 heads, 16 sectors track, 32 eylinders, total 2048 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical-physical): 512 bytes ~ 512 bytes

I/0 size (minimum-soptimal): 512 bhytes ~ 512 byvtes

Disk identifier: 0z00000000

Digk rdevsmmchlklbootl doesn't contain a valid partition table

Disk sdev/mmchlklboot0: 1 MBE, 1048576 bytes

4 heads, 16 sectors/track, 32 cylinders, total 2048 sectors
Units = sectors of 1 * 512 = 512 hytes

Sector size (logical-physical): 512 bytes ~ 512 bytes

I-0 size (minimum-optimal): 512 hytes ~ 512 hytes

Disk identifier: 0z00000000

Disk ~rdev./mmchlklboot0 doesn't contain a valid partition takle
root@beaglebons :~# [

==l x|

(LEA)

(LEA)

L<]
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A\l

~ If you connect the USB flash drives one at a time to your hub, you can
label them as sda and sdb in case they are ever removed.

Moreover, here's the output of the command after you've attached the disks.
Note that several new devices have appeared now. Rather that block devices,
these devices appear as /dev/sdal and so on.

#* 192.168.10.127 - PuTTY i [m] 5
=
Disk ~dev-sda: 1018 MB, 1018167296 bytes
32 heads, 61 sectors-track, 1018 cylinders, total 1988608 sectors
Units = sectors of 1 * 517 = 512 bvtes
Sector size (logical-physical): 512 bytes ~ 512 byvtes
I/0 size (minimum-optimal): 512 hbyvtes ~ 512 bytes
Disk identifier: Oxbf727265
This doesn't look like a partition table
Probably vou selected the wrong device.
Dewvice Boot Start End Blocks Id Swstem
Adev/adal ? 1684955424 3386954047 850999312 6z Unknown
Adev/sda? ? 1998616933 2542722764 272052916 Gz Unknown
sdev./sdal ? 538988361 1077964648 269488144 79 Unknown
sdensssdad ? 1394614304 1394635640 10668+ 53 OnTrack DM6 Aux3
Partition tahle entries are not in disk order
Disk ~dev-sdb: 1018 MB, 1018167296 hytes
32 heads, 61 sectors-track, 1018 cylinders, total 1988608 sectors
Units = sectors of 1 * 512 = 512 hytes
Sector size (logicalrsphyvsical): 512 bytes ~ 512 bytes
I-0 size (minimum-optimal): 512 hytes ~ 512 bytes
Digk identifier: OxBf727263
This dossn't look like a partition table
Probably vou selected the wrong device.
Device Boot Start End Blocks Id System
Adevssdhl ? 1684955424 33865954047 850999312 6 Unknown
sdensradh2 Y 1998m1B933 2542722764 272052916 6z Unknown
sdenssadh3 ? 538988301 1077964648 269488144 79  Unknown
Adev/sdhd ? 139414304 1394635640 10668+ 53 OnTrack DMe Aux3
Partition tahle entries are not in disk order 58}
root@beayglebone:# | >

M The term mount is a leftover from the "good old days" when
Q a techie had to physically mount a disk or magnetic tape on
a drive.

[41]
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If you use the the df -k command, it will show you the filesystems that are mounted
and their mount points.

RE=TE]
=

roct@heaylebone :™# df -k

Filesvstem 1E-blacks Used Available UseX Mounted on

rootfs 7573112 3185012 4065272 44% -

udewv 10240 0 10240 0% ~dev

tmpfs 101700 1408 100292 2% ~run

Sdev ameblk0p2 7573112 3185012 4065272 44% -

tmpfs 254248 ] 254248 0% ~dev-shm

tmpfs 254248 ] 254248 0% ~svs-fs cgroup

tmpfs 5120 0 5120 0% ~run-lock

tmpfs 102400 ] 102400 0% ~run-user

sdev mmehlkOpl 95094 70996 27098 73% hootsuboot

sdev smmeblklp? 3610232 562228 2861280 17% /media-rootfs

Sdev ameblklpl 98094 63232 34862 65% smedia~BEAGLEEONE

root@beaglebone :~# | |

Preparing the partitions with fdisk

Each partition in the RAID set must be set to the type Linux raid auto.

1. We will be doing this using £disk again, as shown in the following screenshot:

22 192.168.10.127 - PuTTY =101 x]
root@beaglebone :"# fdisk “dev.-sda :J
Command (m for help): 1

0 Empty 24 NEC D03 81 Miniz ~ old Lin hf BSolaris

1 FATI1Z 27 Hidden NTFS Win 82 Linux swap ~ 3o ¢l DREDOS-sec (FAT-

2  HENIX root 3% Plan 9 53 Linux c4  DRDOS.sec [(FAT-

3 HENIX usr Jo PartitionMagic 84 03-2 hidden C: c¢b DREDOSrsec (FAT-

4 FAT1p <32M 40 WVeniz 80286 85 Linux extended <V 3Syrinx

2 Extended 41 FPC PREeP Boot gh MNIFZ volume set da HNon-F3 data

6 FAT16 42  BF3 87 MNIFZ wvolume set db CP-M o~ CTOS - .

7 HPFE/WNIFS-exFAT 4d QNX4.x 88 Linux plaintext de Dell Utilitw

g8 AIX 4e OMX4.xz 2nd part 8e Linux LVM df Bootlt

9 AIX¥ bhootable 4f QMN¥4.xz 3rd part 93 Amoeha 2l D03 access

a 0B8-2 Boot Manag 50 OnTrack DM 94 2Amoeha BET el DO R-0

b W95 FAT3Z 51 OnTrack DM& Auz 9f BSD-0OS e4 SpeedS3tor

o W95 FAT3Z (LBA) 52 CP-M al IEM Thinkpad hi =k BeDZ fs

e W95 FAT1s (LBA) 53 OnTrack DMBE Auxz a5 FreeBZD ea GPT

f w393 Ezxt'd (LBA) 54 OnTrackDMe ah OpenBED ef EFI (FAT-1Z-16~

10 0pUs 35 EZ-Drive a? HMNexXTSTEF f0 LinuxsPA-RISC h

11 Hidden FAT1Z 96 Golden Bow a8 Darwin UF3 fl BSpesditor

12 Compag diagnost 5S¢ Priam Edisk a9 NetBID f4 BSpesditor

14 Hidden FAT16 <3 Bl Speeditor abh  Darwin hoot f2 DOS secondary

16 Hidden FATI1G 63 OGN HURD or 3ys af HFZS ~ HFS+ fh  VMware VMEZ

17 Hidden HPFS-NIF &4 MNovell Netware k7 B3DI fs fo  VMware VMECORE

18 AST SmartSlesp 65 Novell Netware bS8 BEDI swap fd Linux raid auto

1b  Hidden W95 FATZ 70 DiskSecure Mult hbh Boot Wizard hid fe LiNstep

le Hidden W95 FAT3 75 PC/IX be Bolaris boot ff BET

le Hidden W95 FAT1 80 0ld Minix
Command (m for help): [ k2
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2. Your disk may come with a number of partitions, as shown here:

22 192.168.10.127 - PuTTY i} oy [ 4 |
root@heaylebons:"# fdisk ~dev-sda :J

Command (m for help): p

Disk ~dev-sda: 1018 MB, 1015167296 bytes

32 heads, 61 sectors-track, 1018 cylinders, total 1988608 sectors
Units = sectors of 1 * 512 = 512 byvtes

Sector size [(logical-physical): 512 bytes ~ 512 bytes

I/0 size (minimum-optimal): 512 hytes ~ 512 bytes

Disk identifier: Oxbf7272B5

This doesn't look like a partition table
Frobably wou selected the wrong device.

Dewvice Boot Start End Blocks Id Swstem
sdevssdal ? 1684955424 3386954047 850999312 b Unknown
sdev-sda? ? 1998616933 2542722764 272052916 e Unknown
sdevssdal ? 535988361 1077964648 269485144 79  Unknown
sdevssdad ? 1394514304 1394635640 10668+ 53 OnTrack DM Aux3

Partition table entries are not in disk order

Command (m for helpdi: |

(KN

3. First, we must get rid of any existing partitions using the o command,
as shown in the following screenshot:

2 192.168.10.127 - PuTTY B =lol x|

Command (m for help): o

Building a new DOS disklabel with disk identifier 0x7685a020.
Changes will remain in memory only, until you decide to write them.
After that, of course, the previous content won't be recoverable.

Warning: invalid flag 0x0000 of partition table 4 will be corrected by wirite)
Command (m for help): p

Disk ~dev-sda: 1018 MB, 1018167296 bytes

32 heads, 61 sectors-track, 1018 cylinders, total 19858608 sectors
Units = sectors of 1 * 512 = 312 hytes

Sector size (loglical- physical): 512 hytes ~ 512 bytes

I-0 size (minimum-optimal): 512 bytes - 512 hytes

Digk identifier: 0x¥635a020

Device Boot Start End Blocks Id Svystem

Command (m for helpl: |}
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4. Now that we have removed the unwanted partitions, we can create our own
using the n command:

2 192.168.10.127 - PuTTY =lolx|

Command (m for help): n
Partition tvpe:
P primary (0 primary, 0 extended, 4 free)
e extended
Select (default p)l: p
Partition number (1-4, default 1):
Using default wvalue 1
First sector (2048-1988607, default 2048):
Using default value 2048
Last sector., +sectors or +size{K.M,3} (204B8-1988607. default 1988607): 1026047

Command (m for help): n
Partition type:
P primary (1l primary, 0 extended, 3 free]
e extended
Select (default p)l: p
Partition number (1-4, default 2):
Using default value 2
First sector (1026048-1988607, default 1026048):
Using defaunlt wvalue 1026045
Last sector., +sectors or +size{E.M,3} (1026048-1988607, default 198B8607):
Using default value 1983607

Command (m for help): p

Disk ~dev-sda: 1018 MB, 1018167296 bytes

32 heads, 61 sectors/strack, 1018 cylinders, total 1988608 sectors
Units = sectors of 1 ® 512 = 512 hytes

Sector size (logicalsphysical): 512 bytes ~ 512 hytes

I/0 size (minimum~optimal): 512 bytes ~ 512 bytes

Disgk identifier: 0Ox0914b259

Device Boot Start End Blocks Id Svstem
sdevssdal 2048 1026047 512000 83 Linuxz
~devssda 1026048 1938607 481280 83 Linux

Command (m for help): [
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5. Select a partition and modify its type using the t command and specify the
partition number and type code. Then, use the p command to get the new
proposed partition table, as shown here:

£ 192.168.10.127 - PuTTY -0l x]
Al

Command (m for help): p

Disk ~dev-sda: 1018 MB, 1018167296 bytes

32 heads, 61 sectors-track, 1018 evlinders, total 1988603 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical-physical): 512 bytes ~ 512 bvtes

I/0 size (minimum-optimal): 512 hytes ~ 512 hytes

Disk identifier: 0xz0914LZ59

Dewvice Boot Start End Blocks Id Svwstem

sdevssdal 2048 1026047 512000 83 Linux

devssda 1026048 19588607 481280 83 Linux

Command (m for help): €

Partition number (1-43: 1

Hex code (tyvpe L to list codes): fd

Changed system type of partition 1 to fd (Linuz raid autodetect)

Command (m for help): t

Partition number (1-4): 2

Hex code (tyvpe L to list codes): fd

Changed system type of partition 2 to fd (Linuxz raid autodetect)

Command (m for help): p

Disk ~dev-/sda: 1018 ME, 1018167296 hvtes

32 heads, 61 sectors-track, 1018 cvlinders, total 1988603 sectors

Units = sectors of 1 * 512 = 512 hytes

Sector size (logical~sphysical): 512 bytes ~ 512 hytes

I/0 size (minimum /optimal): 512 bytes ~ 512 hytes

Disk identifier: 0xz0914bZ39

Device Boot Start End Blocks Id System

sdevssdal 2048 1026047 51z000 fd Linuxz raid autodetect

sdeveosda 10260443 1988607 451280 fd Linuxz raid autodetect

Command (m for help):
4

6. Use the w command to permanently save the changes to the /dev/sda disk:

Z? 192.168.10.127 - PuTTY

=10l ]
=

Command (m for help)l: w
The partition table has been altersd!

Calling ioetl() to re-read partition table.
WARNING: Re-reading the partition table failed with error 22: Invalid argument

The kernel still uses the old table. The new table will ke used at
the next reboot or after you run partprobe(8) or kpartz(8)

Svnocing disks.

root@beaylebone :~# i

[«l
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We will not cover the process for the other partitions. It's enough to know that the
steps to change the IDs for /dev/sdb1l and /dev/sdb2 are very similar.

Now that we have our RAID drives initialized, it is time to install Linux Mdadm,
which stands for Multiple Disk Administrator.

Installing Mdadm

The first step in the installation of Mdadm is actually the loading of the md module,
which the installation software will check for. If it does not find the software, you
will get an error message, but Mdadm will definitely not be installed properly.

The following screenshot shows the result of the modprobe md command:

#? 192.168.10.127 - PuTTY L =10i|

A

root@beaglebone:™# modprobe md
rocti@beaglebone:~# lsmod

Module Size Used hy
g multi 50407 2
libcomposite 15028 1 g multi
md_mod 92631 O
mt7601Usta 641118 O

root@beaglebona:~# I

-

Now that the md module is loaded, the next step in the installation process is to
download and install the Mdadm software using the apt command:

apt-get install mdadm

The installation procedure will display the following screens:

1
‘Q That's why we formatted the drives first. This way the installer

does all the heavy lifting for us!
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_ioix

If the system's root file system i1z located on an MDD array (RAID) , it
needs to be started early during the boot sequence. If it is located on
a logical wvoluwe [(LVM), which is on MD, all constituent arrays need to
he started.

If wou know exactly which arrays are needed to bring up the root file
system, and you want Lo postpone starting all other arrays to a later
point in the boot segquence, enter the arrays to start here.
Alternatively, enter 'all' to simply start all available arrays.

If you do not need or want to start any arrays for the root file system,
leave the answer blank (or enter 'none'). This may be the case if you

are using kernel sutostart or do not need any arrays to boot.

Soaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaoaaaqaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaoaaan

The first thing that the installer will ask you is whether you want to use all the
automatically-detected RAID drives in the same array. We want to keep things
simple, so we will tell Mdadm to use all the drives we formatted by entering all:

SaOaafafaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas

Mdadm will now go off and build our RAID array for us.
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Preparing the RAID set

In this section, we will build the actual software RAID drive from our previously
prepared and formatted physical drives.

Confirming whether RAID is correctly
initialized
The /proc/mdstat file is a dynamically modified log file, which provides the current

status of all the RAID devices on the system. We can confirm that the initialization is
complete by displaying the file, with the following command:

cat /proc/mdstat

This may take some time to complete, depending on the size of the attached drives.

" 192.168.10.107 - PuTTY

=10l x|
=
root@beaglebone:™# cat sprocsmdstat
Personalities : [raid0]
md0 : active raidl sda[0] sdb[1]
1987584 blocks super 1.2 512k chunks

unused devices: <none>
rootBheaglebone:~# [

-

I

The preceding screenshot shows the result of this command. You will notice that our
array is called mdo and that it consists of two physical drives, called sda and sdb.

It's now time to format the drives in our RAID array. We will use the mkfs.ext4
command to do this, as shown in the screenshot that follows the command line:

mkfs.ext4 /dev/mdo
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#* 192.168.10.107 - PuTTY j i [m] 4 |
=

root@heaglebone ™ # mkfs.extd ~dev.mdl

mkedfs 1.42.5 (29-Jul-2012)

Filesystem label=

03 type: Linux

Block size=4096 (laog=2)

Fragment size=4096 [log=2)

Stride=128 hlocks, Stripe width=256 hlocks

124416 inodes, 496896 blocks

24844 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=511705088

16 block groups

32768 blocks per group, 32768 fragments per group

7776 1lnodes per group

Superblock backups stored on blocks:

32768, 95304, 163840, 229376, 294912

Allocating group tables: done

Writing inode tables: done

Creating journal (8192 blocks): done

Writing superblocks and filesystem accounting information: done

L«

root@beaylebone: ~# i

Creating the Mdadm.conf configuration file

The new Mdadm installer creates an mdadm. conf file in the /etc/mdadm directory.

All the partitions will be given a UUID label that contains four sets of eight numbers
and letters. The mdadm. conf file makes sure that this mapping is remembered when
you reboot.

Here, we export the screen's output to create the configuration file by adding a pipe
to the mdadm. conf file:

mdadm --detail --scan /dev/md0 > /etc/mdadm.conf

The following screenshot shows the contents of mdadm. conf:

#? 192.168.10.107 - PuTTY I i ] 5|

cat mdadm.conf ;I
ARRAY sdev-md0 metadata=1.2 name=heaglebone:0 UUID=f1baSSees:eled48a29:c1d343fd :7576hatf
root@beaglebone : “ete mdadm# [

[
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Creating a mount point for the RAID set

We proceed further by creating a mount point for /dev/mdo. In this case, we'll create
one called /mnt/raid, which will then be used to store all your media files.

First, we will create a mount point in the /mnt subdirectory of the root file system:
mkdir /mnt/raid
Then, we will use mdadm to assign this point to /dev/mdo:

mount /dev/md0 /mnt/raid

We then tell mdadm to create the array, as follows:

root@beaglebone: mdadm --create --verbose /dev/md0 --level=0 --raid-
devices=2 /dev/sda /dev/sdb

This command tells mdadm to create a RAID array called device, mdo and to use our
preformatted drives sda and sdb:

mdadm: chunk size defaults to 512K

mdadm: /dev/sda appears to be part of a raid array:
level=raid0 devices=2 ctime=Wed Jan 28 00:44:42 2015

mdadm: partition table exists on /dev/sda but will be lost or
meaningless after creating array

mdadm: /dev/sdb appears to be part of a raid array:
level=raid0 devices=2 ctime=Wed Jan 28 00:44:42 2015

mdadm: partition table exists on /dev/sdb but will be lost or
meaningless after creating array

Continue creating array? y

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/md0 started.

The command also creates a configuration file called mdadm. conf, which will be used
by Mdadm when we reboot, as shown here:

root@beaglebone:/etc/mdadm# cat mdadm.conf
ARRAY /dev/md0 metadata=1.2 name=beaglebone:0
UUID=flba55ee:e2e48a29:c1d343£fd:7576ba8f

If you have set up your RAID properly, then enter this command:

mdadm --detail --scan /dev/mdo0
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This will produce the following output (a properly configured RAID array):

#® 192.168.10.107 - PuTTY =1l =]
root@beaglebone:“# mdadm --detail --scan ~dev-md0 ;J
sdeveomd0:
Version : 1.2
Creation Time : Tue Jan 27 20:27:45 2015
Raid Lewvel : raidl
Array Size 1987584 (1941.33 MiB 2035.29 MB)
Raid Devices 2
Taotal Devices 2
Persistence : Superblock is persistent
Update Time : Tue Jan 27 20:27:45 2015
State : clean
Active Devices 2
Working Devices 2
Failed Devices 0
Spare Devices 0
Chunk Size 512K
Mame : beaglebone:0 (local to host beaglebone)
UUID : flbaSSee:eZed48a29:c1d343Fd:7576half
Events 0
Number Major Minor RaidDevice State
0 g 0 0 active sync sdev.sda
1 g 16 1 active sync sdevs/sdb ||
root@heaglebone:~# | 2l

This tells us that the array has been mounted properly on the device mdo and that it
is a RAID devices /dev/sda and /dev/sbd. Both these devices are active and synced
so that the OS can access both the devices simultaneously (RAID 0).

We then copy some simple text files to the RAID array in order to make sure that it
is working. A directory listing is shown in the following screenshot:

& 192.168.10.107 - PuTTY oy [ ]
=
root@heaglebone - mnt- raid# ls
Your file #1.txt Your file #3.tzt
Your file #2.txt Your file #4.tzt
root@beaglebone :mnto-raid# |
.2
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Configuring Samba

Back in Chapter 2, Installing and Configuring Multimedia Server Software, when Samba
was installed, I told you that you will have to make an entry into the smb. conf file in
order to add the RAID array. Now, you can do this so that the RAID array is visible
to all the network devices connecting to your BeagleBone. If you have not already
done so in Chapter 2, Installing and Configuring Multimedia Server Software, edit smb .
conf and add the following lines.

#Share for the Raid array
[medial
Comment= Raid array connected to BeagleBone
path = /media/<Raid mount point>
read only = no
browseable = yes
valid users = <debian>

What we are doing here is explained in the following points:

1. We tell Samba the path to the RAID array with the path= statement.

2. We make the directory writeable by telling Samba that it is NOT read-only.
For security reasons, many Linux settings deny access rather than grant it
by default.

3. We then tell Samba which users are allowed to browse the directory.
In this case, the default debian user. If we had a user called guest, we will
add them here.

4. You will also have to add the RAID array to the /etc/minidlna.conf so
that you can stream your files to any d1na device on your network:

#media dir=/var/lib/minidlna
port=8200

media dir=V,/mnt/raid/vVideos

media dir=A,/mnt/raid/Music

media dir=P,/mnt/raid/Pictures
friendly name=Beaglebone DLNA Server
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The functions of these entries are shown in the following screenshot:

# 192,168.10.127 - PUTTY 5 [=] 4

Fath to the directory vou want scanned for media files. |

This option can be specified more than once if vou want multiple directories
scanned.

#

#

#

#

#

# If vou want to restrict a media_dir to a specific content type, you can

# prepend the directory name with a letter representing the type (A, P or V),

# followed by a comma, as so:

# = "A' for audio {eg. media_dir=A,var-lib-minidlna-music) —
# = "P" for pictures (eg. media_dir=P, var-lik-minidlna-pictures)

# = "W for video {eg. media_dir=V, var-lik-minidlna-videos)

#
#
#
#

WARNING: After changing this option, vou need to rebuild the database. Either
run minidlna with the '-R' option, or delete the 'files.dk' file
from the db_dir directory (ses below).

# On Debian, vou can run, as root, 'service minidlna force-reload' inst
ead .

#media_dir=-var-lib-minidlna

port=5200

media_dir=V, mht-raid-Videos
media_dir=A, mnt-raid-Music
media_dir=P, mnt-raid-Pictures
friendly_name=Beaglebone DLNA Server 54

Summary

In this chapter, we created a software RAID array using the Mdadm administrator
tool, which we downloaded and configured. We then used £disk to set up and
format an array of drives.

In the next chapter, we will be setting up a streaming video server using our new
RAID array.

[53]






Streaming Videos

In this chapter, we are going to set up both live and recorded video streaming, using
a web-based application. What this means for the user is that they can access either
their recorded videos or a live stream from their home IP video camera, from their
smartphone, or their tablet while being logged on to their home network.

In order to do this, we have to install some additional software on our BeagleBone.
The instructions explained in this chapter are based on an excellent tutorial from
HowtoForge:

https://www.howtoforge.com/installing-lighttpd-with-php5-php-fpm-and-
mysqgl-support-on-debian-wheezy

Installing MySQL5

The first package that we are going to install is called MySQL5.

1
‘Q All these instructions assume that you have logged in as Root

and your network IP address is 192.168.10.127.

To do this, we enter the following command into a terminal (or SSH) window:
apt-get install mysgl-server mysgl-client

Once the software has finished installing, the first thing we have to do is set up a root
user password.
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In the terminal window, enter p. The following message will appear in the window,
as shown in the following screenshot:

New password for the MySQL "root" user:

| Configuring mysgl-server-5.5 I
While not mandatory, it is highly recommended that you set a password
for the My30QL administrative "root" user.

If thizs field is left blank, the password will not he dhanged.

New password for the My3QL "root™ user:

You will then be asked to repeat the password with the following message,
as shown here:

Repeat password for the MySQL "root" user:

configuration

Configuring mysgl-server-5.5

Repeat password for the My30L "root" user:
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That's it; we are done with MySQL for now.

Installing Lighttpd

The next piece of software that we will be installing is the actual web server software,
called Lighttpd. This is a server package that has been optimized for embedded
applications. It has all the functionality that we will need and consumes relatively few
computing resources. For a better reference, refer to http://www.lighttpd.net/

"With a small memory footprint compared to other web-servers, effective
management of the cpu-load, and advanced feature set (FastCGI, SCGI, Auth,
Output-Compression, URL-Rewriting and many more) lighttpd is the perfect
solution for every server that is suffering load problems. And best of all it's Open
Source licensed under the revised BSD license."

To bring about the installation, we enter the following command in the
terminal window:

apt-get install lighttpd

Disabling Cloud9 services

To prevent the Cloud9 IDE from interfering with your web server, you must disable
these services:

systemctl disable cloud9.service

systemctl disable bonescript.service
systemctl disable bonescript.socket
systemctl disable bonescript-autorun.service

Even with these services disabled, you will still be able to use the Cloud9 IDE to
develop code.
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If you now enter the IP of the BeagleBone, you will see the Lighttpd
placeholder page:

Edit

File

Welcome page

& @ 192.188.10.127 G‘||QSearch | 3 @ ™ B B » =

You should replace this page with your own |
web pages as soon as possible.

Unless you changed its configuration, your new server is configured as follows:

» Configuration files can be found in /ete/lighttpd. Flease read
fete/lighttpd/conf-available/README file.

® The DocumentRoot, which is the directory under which all vour HTML files
should exist, is set 10 /var/ wwm,

® CGI scripts are looked for in /usc/1ik/ egi-bin, which is where Debian
packages will place their scripts. You can enable cgi module by using
command "1ighty-enable-mod cgi'.

® Log files are placed in /war/log/lighttpd, and will be rotated weekly. The
frequency of rotation can be easily changed by editing /ete/logrotate.d |
flighttpd.

If you get Exrror 404, then you've forgotten to perform apt-get update asl
suggested. So, you can either do the update now or try using index.html instead.

Installing PHP5S

Our web-based file browser is a PHP application. Therefore, our next task is to install
PHP5 and PHP-FPM. PHP-FPM is a daemon process that runs a FastCGI server on
port 9000. The init script for this application is stored at /etc/init.d/phpS-£fpm/
php.ini.

To install these two programs, enter the following command:

apt-get install php5-fpm php5
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Configuring Lighttpd and PHP5

To enable PHP5 in Lighttpd, we must modify /etc/php5/£fpm/php.ini and
uncomment the line cgi.fix pathinfo=1:

;http://php.net/cgi.fix-pathinfo
;jcgi.fix pathinfo=1

Remove the semicolon present at the beginning of the previous line.

The Lighttpd configuration file for PHP /etc/lighttpd/conf-available/15-
fastcgi-php.conf is suitable for use with spawn-fcgi. However, we want to
use PHP-FPM; therefore, we create a backup of the file (named 15-fastcgi-php-
spawnfcgi.conf) and modify 15-fastcgi-php.conf, as follows:

1. cd /etc/lighttpd/conf-available/
2. cp 15-fastcgi-php.conf 15-fastcgi-php-spawnfcgi.conf

3. nano 15-fastcgi-php.conf

We then add the following code to the config file:

# /usr/share/doc/lighttpd/fastcgi.txt.gz
# http://redmine.lighttpd.net/projects/lighttpd/wiki/Docs:Configuration
Options#mod fastcgi-fastcgi
## Start an FastCGI server for php (needs the php5-cgi package)
fastcgi.server += ( ".php" =>
((
"socket" => "/var/run/php5-£fpm.sock",
"broken-scriptfilename" => "enable"
))
)

Lighttpd has a number of different modules that can be enabled by running the
lighttpd-enable-mod <modules>command.

To enable the fastcgi configuration, run the following command:

lighttpd-enable-mod fastcgi

As a result of running the command, the following messages are displayed in
the terminal:

Available modules: auth accesslog cgi evasive evhost expire fastcgi
flv-streaming no-www proxy rrdtool simple-vhost ssi ssl status userdir
usertrack fastcgi-php-spawnfcgi fastcgi-php debian-doc

Already enabled modules:
Enabling fastcgi: ok
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Run /etc/init.d/lighttpd force-reload to enable changes
We proceed further by running the following command:
lighttpd-enable-mod fastcgi-php

The messages displayed in the terminal will look like the following;:

Available modules: auth accesslog cgi evasive evhost expire fastcgi
flv-streaming no-www proxy rrdtool simple-vhost ssi ssl status userdir
usertrack fastcgi-php-spawnfcgi fastcgi-php debian-doc

Already enabled modules: fastcgi
Enabling fastcgi-php: ok

This creates the symlinks /etc/lighttpd/conf-enabled/10-fastcgi.conf,
which points to /etc/lighttpd/conf-available/10-fastcgi.conf, and /etc/
lighttpd/conf-enabled/15-fastcgi-php.conf, which points to /etc/lighttpd/
conf-available/15-fastcgi-php.conf.

Now, enter the following command:

cd /etc/lighttpd/conf-enabled
1ls -1

You will see the following messages in the terminal:
10-fastcgi.conf -> .,/conf-available/10-fastcgi.conf
fastcgi-php.conf -> ../conf-available/15-fastcgi-php.conf
We then force a reload, as follows:

root@beaglebone: /etc/init.d/lighttpd force-reload
This causes the terminal to display the following:

* Reloading web server configuration lighttpd [OK]

Testing PHP5

The document root of the default website is /var/www. We will now create a small
PHP file (info.php) in this directory and call it in a browser:

nano Info.php
<?php
phpinfo () ;

?>
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The following screenshot shows how Info.php looks in a browser:

Bookmarks  Tools  Help (=]

File  Edit

View

Histary

+

phpinfof)

€& 0 192.168.10.127 php_info.php C'||Q5earch | 4+ B- » =

PHP Version 5.4.36-0+deb7u3 i

The file will display lots of useful details about our PHP installation, such as the
installed PHP version, as shown here:

File Edit Wigw Bookmarks  Tools  Help Y ] 3]

Histary

phpinfal) +

€& @D 192.168,10,127php_info.php C"||QSearch | 2 B- » | =

-

PHP Version 5.4.36-0+deb7u3

Linux beaglebone 3 8 13-bone50 #1 SWP Tue May 13 13:24:52 UTC
2014 arrmw 7|

Build Date Jan 9 2015 093543
Senver AP FPMIFastCGl

Wirtual
Directony disabled
Support

System

Configuration

File (phpiniy  fetc/phpSfpm

Fath

Loaded

Configuration  fetc/phpSifpmiphp.ini
File

Scanthis dir

for additional  fetc/phpSfpmiconf.d E
ini files

[61]



Streaming Videos

PHPS5 is working, and it's working through FPM/FastCGI, as shown in the Server
API line. If you scroll down further, you will see all the modules that are already
enabled in PHP5. MySQL is not listed here, which means that we don't have MySQL
support in PHPS yet.

Setting up MySQL support in PHP5

To get MySQL support in PHP, we can install the php5-mysqgl package. It's a good
idea to install some other PHP5 modules as well, as you might need them for your
applications. You can search for available PHP5 modules as follows:

root@beaglebone: /apt-cache search php5

You will see the following messages being displayed:

php5-curl - CURL module for php5

php5-dbg - Debug symbols for PHP5

php5-dev - Files for PHP5 module development
php5-gd - GD module for php5

php5-gmp - GMP module for php5

php5-1dap - LDAP module for php5

php5-mysqgl - MySQL module for php5

php5-odbc - ODBC module for php5

Pick the modules you need and install them. These are the ones that I installed:
apt-get install php5-mysqgl php5-curl

Xcache is a PHP opcode cacher for caching and optimizing PHP intermediate code.
Xcache can be installed as follows:

apt-get install php5-xcache
Reload the PHP-FPM service:
/etc/init.d/php5-fpm reload

Now, reload http://192.168.10.127/info.php in your browser and scroll down
to the modules section again.
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You should now find lots of new modules here, including the mysql module:

File  Edit

View

phpinfof}

Tools  Help

=10l x|

€ ) @ 192.168.10.127/php_info.php c | | Q, search | 2 B- » | =
mysql
MySQL Support enabled
Active Persistent Links 0
Active Links 0
Client APIversion 5541 -
WYSQAL_MODULE_TYPE external
WYSQL_SOCKET Fearfrunfmysaldfimysgld sock
MWy SQL INCLUDE -lusrincludeimysql
MYSQL LIBES -Liusrlibfarm-linue-gnueabihf -lmysglclient_r =

Creating your own home page

Now that we have the required software installed and configured, it is time to install
our own software. We will start by installing our home page, called index.html,
in the directory where Lighttpd expects to find it.

The directory name is /var/www, as shown here:

v W= R e B o tEE
ame Ext Size | Changed Rights Cwiner
®.. 9/19/2014 £:03:50 PM AR =xr-x raot
[)wfbtrash 9/18/2014 10:35:03 PM PWRE-XE-3 rook
[C)wfbimages 9/18/2014 10:35:03 PM FPWRE-XE =3 rook
[Chvideo 9f20/2014 2:27:01 PM [ root
m wib_video.php 67,8126 9/20{2014 12:57:54 PM Fi-F--t-- rook
m wib_files.php 67,806 B 9/20{2014 12:59:31 PM PRI rook
m php_info.php 208 9/15{2014 Z:25:50 PM -r--t-- roat
20,424 B 11/26/2004 2:24:54 AM PRPAEA rook
1,5766 9/20/2014 2:20:22 PM fi-r=-t-- raot
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The software uses a modified version of wfb . php, which is a web-based file browser
written in PHP. It is available for download at http://cgdave.github.io/
webfilebrowser/.

There are three subdirectories:

* The wtbtrash directory is used by wtb to store deleted files. This directory
must have write privileges enabled or the delete button on the form will not
be available.

* The wfbimages directory is where the icons for the form are stored. If you
want to use your own icons, this is where you will put them.

* The video directory is where we will store all our pre-recorded videos.
This directory is the cleanest way of keeping our video files separate from
the program files.

Creating two modified PHP files

What I have done is created two versions of wfb.php and changed the base
directory information in each file.

The following is the code for wEb_video.php:

$basedir = "video";// Base directory = custom directory
$filelinks = true;// Links on files enabled
$basevirtualdir = "video" //video directory

File links are enabled so that when the user clicks on a given link, the video will
automatically start playing, assuming that the required codecs are installed in
the browser.

The following is the code for wEb_files.php:

$basedir = "/v; // Base directory = custom directory
$filelinks = true;// Links on files enabled
$basevirtualdir = "/"; // root directory

In this case, the root directory of the file system can be accessed. There doesn't
appear to be any way to pass directory information to the PHP code, so we need
a different wfb . php file for each location.
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When the user enters the location of the media server into their browser, they will
be directed to index.html on the BeagleBone (in my case, 192.168.10.127).

Tools

=10 x|

Help

€ D> @ ieise10.127 (‘:| B » | =

Beaglebone Multimedia Server

For Recorded Video Press:
Recorded Video

For Realtime Video from your Web Cam
Press:

MJPG Streaming Video

For Realtime Video from your IP Camera
Press:

IP Camera 1

For File Manager Press:

File Manager

PHP Information
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When the user presses the Recorded Video button, the following custom file browser

screen appears:

- Main folder I Search |
09-20-2014 15:34:28 ™ Use regular expression
Sel To Name Size
r

BeagleBonelDemo. mpd 21163547
L 208630186

Beaglebone_Streaming_Wideo_from_Embedded_Linux_Custom_Video_Playermpd

r : ;

LiveAndLetDie. flv 12390310
O ;

Spectrurn_Analyzer_using_Beaglebone_Black_and_RTL-SDR.mpd 74327803
r

mov_bbb.ogg 614492
| 0 directories, 5 files (309694 Kb)

Delete selected file(s) : Delete |

Date

12-22-2013
15:11:49

08-26-2014
235502
03-06-2012
22:07:47

09-03-2013
16:26:06

11-08-2004
01:40:54

Read
Only

Yes

Renarne selected file or folder to : | Rename |
Copy selected file to : | Copy |
Alias selected file with : | Alias |

Create new falder : I Create folder |
Create new file I Create file |

Upload file : Browse.. | Maofile selected.
Upload

Upload file from URL : |hﬁpi.-".‘ URL Upload |

Action

L]

The File Manager interface is pretty much the same, except that the browser is now
pointing to the root directory of the BeagleBone. This version of the PHP file should
have password access enabled in order to keep normal users from damaging things.
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As we can see in the following screenshot, we have Root File System Access:

File Edit Yew History EBookmarks Tools  Help ) ] B4
web File Browser +
.\(- @0 192,168, 10,127 /wib_files,php c | | Q, search | 4+ H B » | =
Web File Browser I
_._‘l] Main folder I— Search |
04-18-2016 221:26:08 ™ Use regular expression
Sel To Name Size [ate %‘:ﬁ: Action
- ¢ [pin 02-24-2015 16:56:48  Yes
€ Llpoot 05-14-2014 225756 Yes
r© ey 05142014 22:19:04  Yes
0 Eete 09-13-2029 11:56:33  Yes
I home 05-14-2014 22:52:54  Yes
b 02-24-2015 17:18:52  Yes
- [lost+found 05-14-2014 23:18:18  Yes
I [ media 04-18-2016 20:57:01  Yes
rC Emnt 02-252015 14:88:36  Yes
- © Clapt 05-14-2014 22:87:50  Yes
T © Cproc 12-31-1963 19:00.00  Yes
€ oot 03-23-201512:63:46  Yes
r © 04-18-2016 20:57:01  Yes
I~ [shin 02-252015 14:48:44  Yes
- [selinux 06-10-2012 03:26:13  Yes -
sy 05-14-2014 22:13:54  Yes
O Clsys 12-31-1993 19:00.00  Yes
= Ctmp 04-18-2016 21:17:01
r C Cusr 02-20-2014 232431 Yes
O © Evar 05-14-2014 22:32:54  Yes
20 directories, 0 files (0 Kb) =
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In both cases, there is an additional area at the bottom of the page that allows the
user to do many of the things that they can do in a graphical user interface based
system, including uploading files from the Internet.

Delete selected file(s) : Delete |
Rename selected file or folder to : | ﬂﬂl
Copy selected file to : |— Copy |
Alias selected file with |— Alias |

Create new folder : | Create folder |
Create new file : I Create file |

Upload file : Browse.. | Mo file selected.
Upload

Upload file from URL : [t/ URL Upload | =

The user is also able to access the I cameras that are connected to their local
network. In this case, the HTML code of index.html must be modified so that
it points to the user's camera.

In this case, the IP address is 192.168.10.110 and the default page to view is
jview.htm. The reader's IP address and default page will probably be different.
This information is for a D-Link DCS-933L camera, which requires the user to log
in before accessing the video.

<h2>For Realtime Video from your IP Camera Press:</h2>

<p>
<a href="http://192.168.10.110/jview.htm" target="_ parent"s<button>IP
Camera l</buttons></a>

</p>

Most, if not all, IP cameras have a built-in web server with a configuration page.
What you can configure varies from camera to camera, but the most important part
is the camera's IP address. In the following screenshot, you will see that I have
configured the camera to use a static IP address. This is so that our home page will
always be able to find the camera. My network uses the IP addresses 192.168.10.
xxx, 50 I set up the camera at 192.168.10.110 in the LAN settings. My default
gateway is 192.168.10.1; yours may be different.
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When you access the camera, you must first enter a username and password.
The username is admin and the password field is blank. You should probably
change this in the settings menu.

As you can see in the following screenshot, this particular camera has a number
of features that can be SETUP for security monitoring;:

TN e

You can configure your LAM and Internet settings here.
Save Setkings Don't Save Settings |

LAN SETTINGS

€ DHCP & Static P Address T pPPOE
Connection

Subret Mask  [z55.258.255.0 Passward
; Default Gateway |192.168.1D.1

Prirnary DNS |
Secondary DMS |

PORT SETTINGS

HTTP Part a0

UPnP SETTINGS

UPrp @ Enable © Disable
UPnP Port Forwarding ¢ Enable © Disable

BONIDUR. SETTINGS

Bonjour @ Enable " Disable
Bonjour Mame |pcs-a33L

(Characters you may use in a Bonjour Mame: "upper or lower case
letters", "nurmbers” and "hyphens".)

Save Setkings | Don't Save Settings |
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Once this is done, the user can access the camera from the web application by
clicking on the LIVE VIDEO button at the top of the screen, as shown here:

[ = H SO ]

This section shows yaur IP camera’s ive video, You can control your settings using the buttons below.
Current resclution is 640x430.
_ o YIDED COMPRESSION FORMAT
Language :
| Engiish = CH2e4 @ MIPEG

LIVE VIDED

12:12:11 AM|

Zoom ¢ ><1| %2 ><3| x4 | Audio: O Might Mode : ON| OFF _

SURUEILLANCE

There are several buttons at the bottom of the video's window, which allows the user
to (digitally) zoom in and out, turn the sound on and off, and enable Night Mode. In
night mode, the camera will automatically detect when the light level drops and will
turn on the Infrared LEDs. Other IP cameras will, of course, have different controls,
such as pan, tilt, and optical zoom.
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Configuring a streaming video

In order to provide video streaming from a USB device in our multimedia setup,

we have to first install some software that will allow the BeagleBone to act as a server.
The software that I chose to use is called MJPG Streamer. If you want to add more
functionality than I have here, the instructions are available at http: //shrkey.com/
installing-mjpg-streamer-on-beaglebone-black/ and at Sourceforge
(http://sourceforge.net/projects/mjpg-streamer/).

The first thing we have to do is install the tools and dependencies that we will need
to compile the software.

I make it a habit to always do an apt-get update to make sure that all the
repositories are up to date. The following commands will install the required tools
and dependencies. If your tools are already installed and up to date, they will not
be overwritten. All the commands assume that you are logged in as root:

1. Run the following command:
apt-get install g++ curl pkg-config libv4l-dev libjpeg-dev
build-essential libssl-dev vim cmake

2. Then, run this:

apt-get install imagemagick

3. Next, we have to get the code from the website I mentioned earlier:
wget https://github.com/shrkey/mjpg-streamer/raw/master
/mjpg-streamer.tar.gz

4. Now that we have the tar ball, we can expand it in the directory of our choice:

tar -xvf ./mjpg-streamer.tar.gz

5. The next step is to compile the mjpg-streamer code:

cd mjpg-streamer
make USE LIBV4L2=true

make install

6. Now, from the directory that we compiled in, we can run a quick test by
typing the following:

/mjpg streamer -i "./input uvc.so" -o "./output http.so -w
. /www"
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This will start the server running from port 8080 of the BeagleBone. The input_uvc.
so file is the input device driver used by mjpg_streamer, and output_http.sois
the output device driver. The final argument is the directory, where the web page is
located, that the video should be sent to.

You will see a screen much like what is shown in the following screenshot; the actual
messages shown will depend on the capabilities of your particular camera:

MJPG Streamer Version: svn rev:

username:password. : disabled

i: Using V4L2 device.: /dev/videoO
i: Desired Resolution: 640 x 480
i: Frames Per Second.: 5

i: Format............: MJPEG

o: www-folder-path...: ./www/

o: HTTP TCP port.....: 8080

o:

o:

commands..........: enabled

If you now go to the web interface described earlier and click on the Streaming
Video button, you should see the output of your webcam.

The following screenshot is from a cheap dollar store camera (it came with an
exercise video for about $3.00):

| € | @ 192.168.10,127,5090 7ackion—ctrear ,\||""« Search |l- # B- » =

Transferring data from 192, 166,10, 127 ...
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Summary

In this chapter, we installed and set up our web server software as well as support
for PHP scripting and SQL.

We also installed the web page that will allow you to view both recorded video on
your file server and live video from IP and USB cameras. The web page also features
a web-based file browser, similar to those available with graphical user interfaces.

In the next chapter, we will be setting up a Wi-Fi server so that you can connect to
your multimedia server from anywhere within its range.
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Setting Up a Wireless
Access Point

In this chapter, we will be installing and setting up a Wireless Access Point (WAP)
on our BeagleBone system. In the first phase of the installation, our media server will
be wide open. Once we have things running smoothly, we will add layers of security.

We will do this by installing and configuring the following programs:

* hostapd: This will install the access point software
* DHCEP: This will provide the user with a local IP address

Installing hostapd

The first thing that we have to do is to make sure that we have the latest version of
hostapd, and we can do this with the following commands:

apt-get update
apt-get install hostapd

£ 192,168.10.107 - PuTTY =10l

roct@hbeaylebone :™# apt-get install hostapd

Reading package lists... Done

Building dependency tree

Reading state information... Done

hostapd is already the newest version.

The following package was automatically installed and is no longer reguired:
gdbserver

Use 'apt-get autoremove' to remove it.

0 upgraded, 0 newly installed, 0 to remove and 4 not upgraded.

root@beaglebone :~# i

(L
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As you can see in the previous screenshot, we have the latest version installed.

Now that we know we have the latest version installed, it is time to edit the /etc/
default/hostapd configuration file, as follows:

nano /etc/default/hostapd

We need to add the following line to the file:

DAEMON CONF="/etc/hostapd/hostapd.conf"

This is how your hostapd file should look:

# Defaults for hostapd initscript

#

# See /usr/share/doc/hostapd/README.Debian for information about
alternative

# methods of managing hostapd.

#

# Uncomment and set DAEMON CONF to the absolute path of a hostapd
configuration

# file and hostapd will be started during system boot. An example
configuration

# file can be found at
/usr/share/doc/hostapd/examples/hostapd.conf.gz

#
DAEMON CONF="/etc/hostapd/hostapd.conf" £ Add this line

Additional daemon options to be appended to hostapd command: -

#
# -d show more debug messages (-dd for even more)
# -K include key data in debug messages

# -t include timestamps in some debug messages

#

# Note that -B (daemon mode) and -P (pidfile) options are
automatically

# configured by the init.d script and must not be added to
DAEMON OPTS.

#
#DAEMON OPTS=""

Now that we have referenced the hostapdit, the next file that we have to create is the
hostapd. conf file.

You can create and empty the file with the following command:

touch /etc/hostapd/hostapd.conf

[76]




Chapter 6

Next, we edit the empty file and add the following text:

### Wireless network name ###
interface=wlanO

### Set your bridge name ###
#bridge=br0

#driver

driver=nl80211

country code=US

## The name of your servert#
ssid=Beaglebone Media Server

## Channel to use

channel="7

hw_mode=g

#iH A #Security Starts Here###########H##EHHHHEHEH
# # Static WPA2 key configuration

# #l=wpal, 2=wpa2, 3=both

# #wpa=2

## wpa_ passphrase=yourpassword

## Key management algorithms ##

## wpa_ key mgmt=WPA-PSK

#

## Set cipher suites (encryption algorithms) ##
## TKIP = Temporal Key Integrity Protocol
## CCMP = AES in Counter mode with CBC-MAC
wpa_pairwise=TKIP

#rsn pairwise=CCMP

#

## Shared Key Authentication ##

auth algs=1

## Accept all MAC address ###

macaddr acl=0

#enables/disables broadcasting the ssid
ignore broadcast ssid=0

# Needed for Windows clients

eapol key index workaround=0

As I mentioned earlier, security is disabled at this point. At the risk of stating the
obvious, a laptop or a tablet with Wi-Fi capability will come in really handy while

performing the following steps.
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If you turn on your laptop or tablet and "search for available networks," you should
see your BeagleBone server on the list. It will be displayed as an Open network,
because we have not turned on security yet. If you try to connect, your device will
say something such as acquiring a network address and then hang. This is normal
because we haven't set up DHCP yet. We do know, however, that hostapd is alive
and well.

Installing DHCP

The Dynamic Host Control Protocol (DHCP) is how your computer, tablet, or
smartphone gets an IP address when you log on to a network or an access point
at your favorite coffee shop.

The first thing to do, once again, is to make sure that we have the latest version
of the software installed, with the following commands:

apt-get update
apt-get install isc-dhcp-server

2 192.168.10.107 - PuTTY o [=] 4

apt-get install isc-dhep-server =

Reading package lists... Done

Building dependency tree

Eeading state information... Done

isc-dhep-server is already the newest version.

The following package was automatically installed and is no longer reguired:
gdhserver

Use 'apt-get autoremove' to remove 1t.

0 upgraded, 0 newly installed, 0 to remove and 4 not upgraded.

root@beaglebone:~# i

As you can see in the previous screenshot, we have the latest version installed.

Next, we have to edit the configuration file for the DHCP server. For this, we run the
following command:

nano /etc/dhcp/dhcpd.conf
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Then, we add the following lines:

subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.2 192.168.4.10;

}

This is how your dhep. conf file will look:

Sample configuration file for ISC dhcpd for Debian

H HF H

subnet 192.168.4.0 netmask 255.255.255.0 (
range 192.168.4.2 192.168.4.10;

}

Now that we have DHCP configured, we can reboot our BeagleBone and can try to
connect to it wirelessly, as shown here:

®! Wireless Network Connection is now connected IE'

Connected to: Beaglebone Media Server{unsecured)

Signal St th: Excellent
L ST HeEten ose YWhat I Share | 4

*

M” MEDD z43rm
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Because we previously installed Samba, your media server will also show up in the
networks list of your control panel. Depending on your version of Windows, it may
look different from the following screenshot:

% Lastchance =10l =
File Edit Yiew Favorites Tools  Help | -:,'
@ Back - l\) 2 l.@ /'{:) Search r{:“ Folders | | = 2 x n ‘ '
Address I‘P"i Lastchance j &
Falders x -
@ Desktop g:! beaglebone server (Eeaglebone)
23 My Documents

= 'j My Computer
= S Local Disk (C:)
[C5) Diamaond
|C5) Documents and Settings
() edfdcadbBez4fabat7aGens 752 Lisa's Computer
[C3) Program Files 1 (Dolphin-9d2dch1)
[ WINDOWS
il DVD-RAM Drive (D1)
G‘ Control Panel
(&) Shared Documents
[ Lisa's Documents
= ‘:g My Metwork Places
= “ Erttire Mekwork
= €Y Microsoft Windows Metwork
}"g Lastchance
gl Recycle Bin
() ld Firefox Data

DMS-323 (Dlink-74e400}

Donna's PC {Donna)

CAD and Software
Developement (Engineering0l)

Cutlook Mail (Mail)

CTRCERT

The following screenshot is a screen grab from my Windows XP laptop, which has
connected wirelessly to my multimedia server. We can now play music and stream
various kinds of videos to the laptop. (Note the IP address shown in the address bar.)
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Beaglebone Multimedia Server

€ Drisean c | ’E’- Google ,|

Beaglebone Multimedia Server

For Recorded Video Press:
Recaorded Yideo

For Realtime Video from your Web Cam Press:
MJPG Streaming Video

For Realtime Video from your IP Camera Press:
IF Camera 1

For File Manager Press:

File Manager

PHP Information

Enabling Wi-Fi security

Now that we have everything up and running, it is time to add some wireless
security to our media server. This isn't absolutely necessary, if your server will
not be permanently connected to your home network, but I highly recommend
that you do it.

The following portion of hostapd. conf shows the security part of the file:

##H##H########Security Starts Here###########HHH#H#HAHH###H
# # Static WPA2 key configuration

# #l=wpal, 2=wpa2, 3=both

# #wpa=2

## wpa passphrase=yourpassword

## Key management algorithms ##

## wpa key mgmt=WPA-PSK
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The first few lines are where we enable wpa/Wpa2:

A\l

~ For more information on WEP/WPA/WPA2, just follow
http://en.wikipedia.org/wiki/Wi-Fi Protected Access.

## Set cipher suites (encryption algorithms) ##
## TKIP = Temporal Key Integrity Protocol

## CCMP = AES in Counter mode with CBC-MAC

wpa pairwise=TKIP

#rsn_pairwise=CCMP

#

## Shared Key Authentication ##

auth algs=1

1
‘\Q For information on TKIP, check out http://en.wikipedia.org/

wiki/Temporal Key Integrity Protocol.

Next, we can set up MAC address filtering:

## Accept all MAC address ###
macaddr acl=0

Finally, we can choose to broadcast our SSID.

This option is a bit strange. What we are saying is don't ignore broadcasting the SSID;
in other words, broadcast the SSID. It is a kind of double negative:

#enables/disables broadcasting the ssid
ignore broadcast ssid=0

# Needed for Windows clients
eapol key index workaround=0

I will suggest that you enable these features one at a time and check the operation
between changes.
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The hardware

This is the final section of this chapter and of this book as well. The following is a
list of the devices that I used when I was writing this book; I hope you will find
them useful:

*  Wi-Fi dongle: ASUS - WL167G (the following image is an example of it)

[
=
g
5

* USB flash drive: 8 GB USB Flash drive from Dollarama ($3.00 CDN)

* Four-port hub: Targus non-powered from Dollarama ($3.00 CDN) (I will
recommend that you use a powered hub if you experience problems or are
using a high-power Wi-Fi adapter)
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* 12 Volt USB charger: From Dollarama (~$3.00 CDN)

Dollarama is a local chain store that sells cheap Chinese-made
v goods for under $5.00

By using the USB charger shown previously, you can power your multimedia
server from any 12 Volt source, such as a car, boat, or RV. With one of the many
rechargeable battery packs, you can also take it to the beach.

Summary

In this chapter, we added Wi-Fi connectivity to our multimedia server. You also saw
how to secure the access point.

If you have completed all or most of the tasks in the previous chapters, you should
now have a portable or fixed multimedia server, which is capable of simultaneously
streaming music and MP4 videos to any WiFi-enabled device, any device on your
home wired network, or of any other combination.

I hope that this book has been both informative and entertaining and that you enjoy
your new multimedia device as much as we enjoyed writing this book.
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