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Preface

Regardless of your level of experience in the field of information security in general,
Practical Windows Forensics will fully introduce you to digital forensics. It will provide you
with the knowledge needed to assemble different types of evidence properly, and walk you
through the various stages of the analysis process.

We start by discussing the principles of the digital forensics process and move on to
learning about the approaches that are used to conduct analysis. We will then study various
tools to perform live analysis, and go through different techniques to analyze volatile and
nonvolatile data. This will be followed by recovering data from hard drives and learning
how to use multiple tools to perform registry and system log analyses.

Next, you will be taught how to analyze browsers and e-mails as they are crucial aspects of
investigations. We will then go on to extract data from a computer's memory and
investigate network traffic, which is another important checkpoint. Lastly, you will learn a
few ways in which you can present data, because every investigator needs a work station
where they can analyze forensic data.

What this book covers

Chapter 1, The Foundations and Principles of Digital Forensics, explains the importance of the
principles of the digital forensics process and the approaches that are usually used to
conduct an analysis.

Chapter 2, Incident Response and Live Analysis, discusses the hardware and software that
the responder should have to perform incident response properly. Incident response is a
very important process that needs to be conducted carefully to properly collect all the
available evidence, which will be analyzed in the analysis phase.

Chapter 3, Volatile Data Collection, discusses how to collect the volatile data of the system.
Volatile data, such as system memory, is very important and can tell what is happening in
the system in the running time. So, to conduct post mortem analysis on this kind of
evidence, we need to acquire the evidence first. Also, it changes very quickly, and collecting
it in the right way is a very important issue.

Chapter 4, Nonvolatile Data Acquisition, talks about the acquisition of nonvolatile data,
such as the hard drive, and how to collect such data forensically in order to not change the
integrity of this evidence.
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Chapter 5, Timeline, discusses Timeline, which shows all the system and user activities on
the system in chronological order. It helps building the whole picture of the incident. And
we will show you how to do it with the plaso framework.

Chapter 6, Filesytem Analysis and Data Recovery, gives you a good understanding of the
most famous file systems. To perfectly understand how the tools work, either for analysis or
recovery, the reader needs to understand how the files are stored in the file system in the
partitioned hard drive.

Chapter 7, Registry Analysis, discusses the structure of the registry and some tools used to
perform analyses. When MS Windows operates, almost all actions are mapped in the
registry. The registry files are considered the Windows database. Registry forensics can help
answer a lot of issues, from what kind of application has been installed on the system to
user activities, and many more.

Chapter 8, Event Log Analysis, explains that the MS Windows system has good features
out of the box, we just need to know how to use them. One of these features is logging.
Logging can help to figure out what has happened on the system. It logs all the events on
the system including security events or other events related to the applications within the
system.

Chapter 9, Windows Files, tell us that MS Windows has a lot of artifacts, which are created
in the currently running Windows. During analysis, these artifacts can be used to prove or
refute hypotheses, or in some cases uncover new interesting information with evidential
value.

Chapter 10, Browser and E-mail Investigation, talks about the Internet, and the World Wide
Web of course, is the main channel of information that users use to exchange data. Browsers
are the most common tools that are used to do that. So, the investigation of browsers is
important when analysts try to investigate user’s activity. There are a lot of browsers and
we will cover the most popular among them: IE, FF, and Chrome.

E-mail still remains a way to communicate with people in the computer world, especially in
a corporate environment. This chapter will cover e-mail formats and explain how to read e-
mails from PFF files for analysis and to trace senders.

Chapter 11, Memory Forensics, discusses how memory is the working space for the
operating system. It the past, memory forensics was optional, but now there are a few very
powerful tools that allow us to extract a lot of evidential information from the memory and
take digital forensics to a new level.

[2]
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Chapter 12, Network Forensics, discusses how network forensics provides another
perspective to the incident. Network traffic can reveal a lot of information about the
behavior of malicious activity. Together with other sources of information, networks will
speed up the investigation process. You will also learn not only about the traditional tools,
such as Wireshark, but also about the powerful Bro framework.

Appendix A, Building a Forensic Analysis Environment, discusses the creation of convenient
work environment to conduct the digital forensics analysis in the digital forensics lab at an
enterprise scale. After the previous chapters we should now have realized how important
incident response is for digital forensics processes and how necessary it is to deal with both
of them accurately.

Appendix B, Case Study, uses an infected machine to illustrate how to conduct primary
analysis on different types of evidences and we will go through live analysis along with the
post-mortem analysis.

What you need for this book

There are no special requirements for this book.

Who this book is for

If you have previous experience in information security or did some digital forensic
analysis before and want to extend your skill set about digital forensics this is the perfect
guide for you. This book will provide you with the knowledge and core skills necessary to
use free and open source tools mostly under Linux operating system and undertake forensic
analysis of digital evidence with them.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: "In the
destination machine, which is the handler machine, you need to run the network listener
from the same receiver.exe folder."

[3]
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Any command-line input or output is written as follows:

dd conv=sync, noerror bs=64K if=/dev/sda | pv | dd
of=/media/Elements/HD_image/image.dd

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Now from the source
machine, run the FTK Lite program, and then open Create Disk image from File."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

[4]
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Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from http://www.packtpub.com/sites/default/files/d
ownloads/PracticalWindowsForensics_ColorImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http: //www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the details
of your errata. Once your errata are verified, your submission will be accepted and the
errata will be uploaded to our website or added to any list of existing errata under the
Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/con
tent/support and enter the name of the book in the search field. The required information
will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.

[5]
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The Foundations and Principles
of Digital Forensics

Everything around us is changing, the way that we communicate, how we do our work,
how we store or retrieve data, and even the rate of life is changing. Technology is changing
everything. Crime has its share of the change because the nature of targeted valuable assets
has changed, it is digital now. The normal users can now perform monetary transactions
without leaving their chair, and corporations and businesses of different sizes and types
usually exchange their sensitive data using their local network. So in return, instead of
breaking into banks or companies, crime has also gone digital. Nowadays, your personal
information, bank account details, and your corporate database are some of the targets for
digital criminals.

So, how can we investigate these crimes? The investigation concepts haven't changed. This
is what we will look at in this introductory chapter.

In this chapter, we will cover the following topics:

e What is digital crime?
e Digital evidence

e Digital forensics goals
¢ Analysis approaches



The Foundations and Principles of Digital Forensics

What is digital crime?

Let's suppose that a criminal breaks into a bank to steal the money in the safe, and in
another case an attacker somehow hacked into the bank's private network and transferred
money to his account. Both of these are targeting the monetary assets of the company.

In the first case, if an investigator needs to track a criminal, they would apply their
investigation skills to the crime scene. They would track the attacker's fingerprints and
activities to finally get a clear idea about what happened and identify the criminal. In the
second scenario, the investigator needs to track the criminal's digital traces on the local
system, the network, and even through the Internet in order to understand the criminal's
activities, and this may uncover their digital identity.

In an ordinary crime, the investigator needs to find the crime's motivation and target. In
cybercrime, the investigator needs to know the malicious code —the weapon—that the
attacker used in conducting their crime, the vulnerability exploited to compromise the
digital system, and the size of the damage. In the same way, we can apply the same
investigation mechanisms to digital crime after taking into consideration the different
nature of assets and attacks.

There are various targets of digital crime. These start from harassment to stealing credit
cards and money online, to espionage between countries or big companies; as we recently
saw there were some famous and aggressive malware programs and attacks that were
thought to be developed with nation-level support against other nations, targeting some
infrastructure or sensitive information. Also, these attacks that were targeted at some
famous companies in different fields led to information and data leakage.

For these reasons, investing in securing the assets in their digital form has gained great
importance in the last decade in both governmental and private sectors. One branch of the
information security process is digital forensics.

Digital forensics

Identifying and analyzing information security incidents and the related digital evidence is
called digital forensics. Generally, forensic science is the scientific method of gathering and
examining data about the past to extract useful information related to the case under
investigation. Digital forensics is the analysis of digital evidence in order to answer
questions related to a digital incident, which takes place at the time of the analysis in case of
a live analysis or takes place in the past; this is called postmortem analysis.

[7]



The Foundations and Principles of Digital Forensics

Postmortem analysis is applied after the incident has occurred, and it usually takes place in
all cases. However, some cases require the analysis to be conducted during the incident.
Generally, the analysis can confirm or refute a hypothesis about the incident to rebuild a
full picture about the activities of both the attacker and the victim during the time of the
incident.

One of the definitions of digital forensics is Rodney McKemmish's, which stated the
following;:

“Forensic Computing is the process of identifying, preserving, analyzing, and presenting
digital evidence in a manner that is legally acceptable.”

From this, we can divide the digital forensics analysis into four subphases, which also
represent the four principles of a successful process:

e Identification: The investigator or the analyst must understand the
circumstances of the incident and collect the data that is important to the
investigation. They need to understand the usual behavior of the systems and the
structure of the network, and they need to interview responsible individuals if
needed. These are important to totally understand the environment and handle
the possible evidence properly so that they do not lose valuable information or
miss collecting related evidence.

During incident handling, the first responder may need to acquire a live system.
Each acquisition or analysis step performed on a live system will leave a trace,
and in some cases, this overwrites previous data or traces either in the system
memory or on the hard drive. The responder must understand the consequences
of using the handling tools on the system and try to minimize their tools' traces on
the system in order to minimize data loss during incident handling.

¢ Acquisition and preservation: The acquisition methods of digital evidence must
ensure integrity preservation of the evidence and justify this when needed.

Acquiring all the data from the incident scene will help in the analysis phase to
build a whole picture of the incident. In a busy working environment, retrieving
the status of the incident scene won't be easy. One way to memorize this is to take
notes about all the systems in the scene, and in some cases, taking snapshots will
be beneficial to remembering how these devices were connected.

[8]



The Foundations and Principles of Digital Forensics

Analysis: Different platforms and technologies mean different types of evidence,
which need to be examined. Therefore, the analyst or the investigator needs to
have the required technical and investigation skills to find and extract the related
information to the case under investigation.

The analyst needs to examine all the data collected even if the case has been
solved. Examining all the evidence could provide new clues or state new
possibilities.

Reporting and presentation of the digital evidence: This should summarize the
first three phases of the process. It should include the steps taken in order to
identify, seize, and examine the digital evidence. Besides including the findings
of the examination, the conclusion of the findings and the expert opinion must be
included in the report.

Digital evidence

As a normal reaction, the change in technology led to a change of possible evidence, as
compared to previous traditional evidence. All the components of the computer system
could be evidence, such as the following:

The hard drive of the criminal or the victim
The operating system artifacts and special files
The network traffic

The computer memory

Mobile phones and tablets

Cloud storage

Shared storage

Network devices

The systems' logs

The devices' logs

GPS devices

Simply, any device that can store or process data

Due to the wide range of possible evidence, the incident handler or first responder who will
handle and process the available devices in the incident scene must have sufficient
experience in dealing with whatever types of evidence they may find at the scene.

[91



The Foundations and Principles of Digital Forensics

Handling digital devices is a very significant task, which the whole investigation process
relies on. This is considered to be one of the main principal needs that have to be fulfilled in
order to conduct successful digital analysis.

Digital forensic goals

The main object in the digital forensic analysis is the digital device related to the security
incident under investigation. The digital device was either used to commit a crime, to target
an attack, or is a source of information for the analyst. The goals of the analysis phase in the
digital forensics process differ from one case to another. It can be used to support or refute
assumptions against individuals or entities, or it can be used to investigate information
security incidents locally on the system or over a network.

Consider analyzing a compromised system, the goals of the digital forensics, as a whole, are
to answer these questions:

e What happened to the system under analysis?
e How was it compromised?

During the analysis too, the analyst could answer some other questions based on their
findings, such as the following;:

e Who is the attacker? This asks whether the analyst could find the attacker IP and/or
an IP of the command and control server or in some cases the attacker profile.

o When did it happen? This asks whether the analyst could ascertain the time of the
infection or compromise.

o Where did it happen? This asks whether the analyst could identify the
compromised systems in the network and the possibility of other victims.

e Why did it happen? This is based on the attacker's activities in the hacked system,
the analyst can form an idea of the attacker's motivation, either financial,
espionage, or other.

[10]
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Analysis approaches

During incident handling, each case can be considered as a different scenario. Therefore,
different approaches can take place during the first response, based on the circumstances of
the individual case. There are two general approaches that can be used to deal with a
security incident:

e Live analysis: This is usually performed when the analyst has a live system in
hand. Shutting the system down is one of the “don'ts” that the responder
shouldn't do. Performing some primary analysis of the live system can provide
valuable information that can guide the analyst in the future investigation. Also,
in some situations, a quick analysis of the incident is highly required when there
is no time to go through the normal steps of the analysis.

¢ Postmortem analysis: This is the normal steps of the process, where the
responder acquires all the available data from the incident scene, and then
conducts postmortem analysis on the evidence.

Mainly, the hybrid approach is considered the best, where the responder conducts the live
analysis on the powered on and accessible systems, records their findings, and acquires all
the data, including the live ones, for postmortem analysis. Combining both results from live
and postmortem analysis can clearly explain the status of the system under investigation.
Performing the acquisition first in such a case is the best practice as the evidence will be
acquired before any analysis traces are in the system.

Summary

In this introductory chapter, we discussed some definitions that are related to digital
forensic science, its goals, and its analysis approaches.

In the next chapter, the live and postmortem analysis approaches will be explained in
details with the tools that are recommended for each approach.
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Incident Response and Live
Analysis

The stages of preparation to respond to an incident are a matter which much attention
should be paid to. In some cases, the lack of necessary tools during the incident leads to the
inability to perform the necessary actions at the right time.

Taking into account that the reaction time of an incident depends on the efficiency of the
incident handling process, it becomes clear that in order to prepare the IR team, its technical
support should be very careful.

The whole set of requirements can be divided into several categories for the IR team:

e Skills
e Hardware
e Software

Let's consider the main issues that may arise during the preparation of the incident
response team in more detail.

If we want to build a computer security incident response team, we need people with a
certain set of skills and technical expertise to perform technical tasks and effectively
communicate with other external contacts. Now, we will consider the skills of members of
the team.
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The set of skills that members of the team need to have can be divided into two groups:

e Personal skills
e Technical skills

Personal skills

Personal skills are very important for a successful response team. This is because the
interaction with team members who are technical experts but have poor social skills can
lead to misunderstanding and misinterpretation of the results, the consequences of which
may affect the team's reputation.

A list of key personal skills will be discussed in the following sections.

Written communication

For many IR teams, a large part of their communication occurs through written documents.
These communications can take many forms, including e-mails concerning incidents
documentation of event or incident reports, vulnerabilities, and other technical information
notifications. Incident response team members must be able to write clearly and concisely,
describe activities accurately, and provide information that is easy for their readers to
understand.

Oral communication

The ability to communicate effectively though spoken communication is also an important
skill to ensure that the incident response team members say the right words to the right

people.

Presentation skills

Not all technical experts have good presentation skills. They may not be comfortable in
front of a large audience. Gaining confidence in presentation skills will take time and effort
for the team's members to become more experienced and comfortable in such situations.
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Diplomacy

The members of the incident response team interact with people who may have a variety of
goals and needs. Skilled incident response team members will be able to anticipate potential
points of contention, be able to respond appropriately, maintain good relationships, and
avoid offending others. They also will understand that they are representing the IR team
and their organization.

Diplomacy and tact are very important.

The ability to follow policies and procedures

Another important skill that members of the team need is the ability to follow and support
the established policies and procedures of the organization or team.

Team skills

IR staff must be able to work in the team environment as productive and cordial team
players. They need to be aware of their responsibilities, contribute to the goals of the team,
and work together to share information, workload, and experiences. They must be flexible
and willing to adapt to change. They also need skills to interact with other parties.

Integrity

The nature of IR work means that team members often deal with information that is
sensitive and, occasionally, they might have access to information that is newsworthy. The
team's members must be trustworthy, discrete, and able to handle information in
confidence according to the guidelines, any constituency agreements or regulations, and/or
any organizational policies and procedures.

In their efforts to provide technical explanations or responses, the IR staff must be careful to
provide appropriate and accurate information while avoiding the dissemination of any
confidential information that could detrimentally affect another organization's reputation,
result in the loss of the IR team's integrity, or affect other activities that involve other
parties.
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Knowing one's limits

Another important ability that the IR team's members must have is the ability to be able to
readily admit when they have reached the limit of their own knowledge or expertise in a
given area. However difficult it is to admit a limitation, individuals must recognize their
limitations and actively seek support from their team members, other experts, or their
management.

Coping with stress

The IR team's members often could be in stressful situations. They need to be able to
recognize when they are becoming stressed, be willing to make their fellow team members
aware of the situation, and take (or seek help with) the necessary steps to control and
maintain their composure. In particular, they need the ability to remain calm in tense
situations —ranging from an excessive workload to an aggressive caller to an incident where
human life or a critical infrastructure may be at risk. The team's reputation, and the
individual's personal reputation, will be enhanced or will suffer depending on how such
situations are handled.

Problem solving

IR team members are confronted with data every day, and sometimes, the volume of
information is large. Without good problem-solving skills, staff members could become
overwhelmed with the volumes of data that are related to incidents and other tasks that
need to be handled. Problem-solving skills also include the ability for the IR team's
members to “think outside the box” or look at issues from multiple perspectives to identify
relevant information or data.

Time management

Along with problem-solving skills, it is also important for the IR team's members to be able
to manage their time effectively. They will be confronted with a multitude of tasks ranging
from analyzing, coordinating, and responding to incidents, to performing duties, such as
prioritizing their workload, attending and/or preparing for meetings, completing time
sheets, collecting statistics, conducting research, giving briefings and presentations,
traveling to conferences, and possibly providing on-site technical support.
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Technical skills

Another important component of the skills needed for an IR team to be effective is the
technical skills of their staff. These skills, which define the depth and breadth of
understanding of the technologies that are used by the team, and the constituency it serves,
are outlined in the following sections.

In turn, the technical skills, which the IR team members should have, can be divided into
two groups: security fundamentals and incident handling skills.

Security fundamentals

Let's look at some of the security fundamentals in the following subsections.

Security principles

The IR team's membersneed to have a general understanding of the basic security
principles, such as the following:

¢ Confidentiality
Availability
Authentication

Integrity
e Access control
e Privacy

Nonrepudiation

Security vulnerabilities and weaknesses

To understand how any specific attack is manifested in a given software or hardware
technology, the IR team's members need to be able to first understand the fundamental
causes of vulnerabilities through which most attacks are exploited. They need to be able to
recognize and categorize the most common types of vulnerabilities and associated attacks,
such as those that might involve the following;:

¢ Physical security issues
e Protocol design flaws (for example, man-in-the-middle attacks or spoofing)
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Malicious code (for example, viruses, worms, or Trojan horses)

Implementation flaws (for example, buffer overflow or timing windows/race
conditions)

Configuration weaknesses
e User errors or indifference

The Internet

It is important that the IR team's members also understand the Internet. Without this
fundamental background information, they will struggle or fail to understand other
technical issues, such as the lack of security in underlying protocols and services that are
used on the Internet or to anticipate the threats that might occur in the future.

Risks

The IR team's members need to have a basic understanding of computer security risk
analysis. They should understand the effects on their constituency of various types of risks
(such as potentially widespread Internet attacks, national security issues as they relate to
their team and constituency, physical threats, financial threats, loss of business, reputation,
or customer confidence, and damage or loss of data).

Network protocols

Members of the IR team need to have a basic understanding of the common (or core)
network protocols that are used by the team and the constituency that they serve. For each
protocol, they should have a basic understanding of the protocol, its specifications, and how
it is used. In addition to this, they should understand the common types of threats or
attacks against the protocol, as well as strategies to mitigate or eliminate such attacks.

For example, at a minimum, the staff should be familiar with protocols, such as IP, TCP,
UDP, ICMP, ARP, and RARP. They should understand how these protocols work, what
they are used for, the differences between them, some of the common weaknesses, and so
on. In addition to this, the staff should have a similar understanding of protocols, such as
TFTP, FTP, HTTP, HTTPS, SNMP, SMTP, and any other protocols.
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The specialist skills include a more in-depth understanding of security concepts and
principles in all the preceding areas in addition to expert knowledge in the mechanisms and
technologies that lead to flaws in these protocols, the weaknesses that can be exploited (and
why), the types of exploitation methods that would likely be used, and the strategies to
mitigate or eliminate these potential problems. They should have expert understanding of
additional protocols or Internet technologies (DNSSEC, IPv6, IPSEC, and other
telecommunication standards that might be implemented or interface with their
constituent's networks, such as ATM, BGP, broadband, voice over IP, wireless technology,
other routing protocols, or new emerging technologies, and so on). They could then provide
expert technical guidance to other members of the team or constituency.

Network applications and services

The IR team's staff need a basic understanding of the common network applications and
services that the team and the constituency use (DNS, NFS, SSH, and so on). For each
application or service they should understand the purpose of the application or service,
how it works, its common usages, secure configurations, and the common types of threats
or attacks against the application or service, as well as mitigation strategies.

Network security issues

The members of the IR team should have a basic understanding of the concepts of network
security and be able to recognize vulnerable points in network configurations. They should
understand the concepts and basic perimeter security of network firewalls (design, packet
filtering, proxy systems, DMZ, bastion hosts, and so on), router security, the potential for
information disclosure of data traveling across the network (for example, packet monitoring
or “sniffers”), or threats that are related to accepting untrustworthy information.

Host or system security issues

In addition to understanding security issues at a network level, the IR team's members need
to understand security issues at a host level for the various types of operating systems
(UNIX, Windows, or any other operating systems that are used by the team or
constituency). Before understanding the security aspects, the IR team's member must first
have the following;:

e Experience using the operating system (user security issues)

[18]



Incident Response and Live Analysis

e Some familiarity with managing and maintaining the operating system (as an
administrator)

Then, for each operating system, the IR team member needs to know how to perform the
following;:

e Configure (harden) the system securely

e Review configuration files for security weaknesses

e Identify common attack methods

¢ Determine whether a compromise attempt occurred

¢ Determine whether an attempted system compromise was successful
e Review log files for anomalies

¢ Analyze the results of attacks

¢ Manage system privileges

¢ Secure network daemons

e Recover from a compromise

Malicious code

The IR team's members must understand the different types of malicious code attacks that
occur and how these can affect their constituency (system compromises, denial of service,
loss of data integrity, and so on). Malicious code can have different types of payloads that
can cause a denial of service attack or web defacement, or the code can contain more
“dynamic” payloads that can be configured to result in multifaceted attack vectors. Staff
should understand not only how malicious code is propagated through some of the obvious
methods (disks, e-mail, programs, and so on), but they should also understand how it can
propagate through other means, such as PostScript, Word macros, MIME, peer-to-peer file
sharing, or boot-sector viruses that affect operating systems running on PC and Macintosh
platforms. The IR team's staff must be aware of how such attacks occur and are propagated,
the risks and damage associated with such attacks, prevention and mitigation strategies,
detection and removal processes, and recovery techniques.

Specialist skills include expertise in performing analysis, black box testing, reverse
engineering malicious code that is associated with such attacks, and in providing advice to
the team on the best approaches for an effective response.
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Programming skills

Some team members need to have system and network programming experience. The team
should ensure that a range of programming languages is covered on the operating systems
that the team and the constituency use. For example, the team should have experience in the
following;:

e C
Python
o Awk

e Java

Shell (all variations)

¢ Other scripting tools
These scripts or programming tools can be used to assist in the analysis and handling of
incident information (for example, writing different scripts to count and sort through

various logs, search databases, look up information, extract information from logs or files,
and collect and merge data).

Incident handling skills

¢ Local team policies and protocols

Understanding and identifying intruder techniques
¢ Communication with sites

Incident analysis
Maintenance of incident records

The hardware for IR and Jump Bag

Certainly, a set of equipment that may be required during the processing of the incident
should be prepared in advance, and this matter should be given much attention. This set is
called the Jump Bag.

The formation of such a kit is largely due to the budget the organization could afford.
Nevertheless, there is a certain necessary minimum, which will allow the team to handle
incidents in small quantities.
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If the budget allows it, it is possible to buy a turnkey solution, which includes all the
necessary equipment and the case for its transportation. As an instance of such a solution,
FREDL + Ultra Kit could be recommended. FREDL is short for Forensic Recovery of
Evidence Device Laptop. With Ultra Kit, this solution will cost about 5000 USD.

Ultra Kit contains a set of write-blockers and a set of adapters and connecters to obtain
images of hard drives with a different interface:

More details can be found on the manufacturer's website at https://www
.digitalintelligence.com/products/ultrakit/.

Certainly, if we ignore the main drawback of such a solution, this decision has a lot of
advantages as compared to the cost. Besides this, you get a complete starter kit to handle
the incident. Besides, Ultra Kit allows you to safely transport equipment without fear of
damage.

The FRED-L laptop is based on a modern hardware, and the specifications
are constantly updated to meet modern requirements. Current
specifications can be found on the manufacturer's website at http: //www
.digitalintelligence.com/products/fredl/.
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However, if you want to replace the expensive solution, you could build a cheaper
alternative that will save 20-30% of the budget. It is possible to buy the components
included in the review of decisions separately.

As a workstation, you can choose a laptop with the following specifications:

e Intel Core i7-6700K Skylake Quad Core Processor, 4.0 GHz, 8MB Intel Smart
Cache

16 GB PC4-17000 DDR4 2133 Memory

256 GB Solid State Internal SATA Drive

Intel Z170 Express Chipset

NVIDIA GeForce GTX 970M with 6 GB GDDR5 VRAM

This specification will provide a comfortable workstation to work on the road.

attention to Pelican (http://www.pelican.com) cases. In this case, the

As a case study for the transport of the equipment, we recommend paying
0 manufacturer can choose the equipment to meet your needs.

One of the typical tasks in handling of incidents is obtaining images from hard drives. For
this task, you can use a duplicator or a bunch of write-blockers and computer.
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Duplicators are certainly a more convenient solution; their usage allows you to quickly get
the disk image without using additional software. Their main drawback is the price.
However, if you often have to extract the image of hard drives and you have a few
thousand dollars, the purchase of the duplicator is a good investment.

If the imaging of hard drives is a relatively rare problem and you have a limited budget,
you can purchase a write blocker which will cost 300-500 USD. However, it is necessary to
use a computer and software, which we will discuss in later chapters.

To pick up the necessary equipment, you can visit http: //www.insectraforensics.co
m, where you can find equipment from different manufacturers.

Also, do not forget about the hard drives themselves. It is worth buying a few hard drives
with large volumes for the possibility of good performance.

To summarize, responders need to include the following items in a basic set:

¢ Several network cables (straight through or loopback)
¢ A serial cable with a serial USB adapter

e Network serial adapters

e Hard drives (various sizes)

e Flash drives

e A Linux Live DVD

e A portable drive duplicator with a write-blocker
e Various drive interface adapters

e A four port hub

e A digital camera

e Cable ties

e Cable snips

¢ Assorted screws and hex drivers

¢ Notebooks and pens

¢ Chain of Custody forms

¢ Incident handling procedure
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Software

After talking about the hardware, we did not forget about the software that you should
always have on hand. The variety of software that can be used in the processing of the
incident allows you to select software-based preferences, skills, and budget. Some prefer
command-line utilities, and some find that GUI is more convenient to use.

Sometimes, the use of certain tools is dictated by the circumstances under which it's needed
to work.

Some utilities will be discussed in further sections and later chapters. However, we strongly
recommend that you prepare these in advance and thoroughly test the entire set of required
software.

Live versus mortem

The initial reaction to an incident is a very important step in the process of computer
incident management. The correct method of carrying out and performing this step
depends on the success of the investigation.

Moreover, a correct and timely response is needed to reduce the damage caused by the
incident.

The traditional approach to the analysis of the disks is not always practical, and in some
cases, it is simply not possible.

In today's world, the development of computer technology has led to many companies
having a distribution network in many cities, countries, and continents. Wish this physical
disconnection of the computer from the network, following the traditional investigation of
each computer is not possible.

In such cases, the incident responder should be able to carry out a prior assessment
remotely and as soon as possible, view a list of running processes, open network
connections, open files, and get a list of registered users in the system. Then, if necessary,
carry out a full investigation.

In this chapter, we will look at some approaches that the responder may apply in a given
situation. However, even in these cases when we have physical access to the machine, live
response is the only way of incident response.
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For example, cases where we are dealing with large disk arrays. In this case, there are
several problems at once. The first problem is that the space to store large amounts of data
is also difficult to identify. In addition to this, the time that may be required to analyze large
amounts of data is unreasonably high.

Typically, such large volumes of data have a highly loaded server serving hundreds of
thousands of users, so their trip, or even a reboot, is not acceptable for business.

Another scenario that requires the Live Forensics approach is when an encrypted filesystem
is used. In cases where the analyst doesn't have the key to decrypt the disc, Live Forensics is
a good alternative to obtain data from a system where encryption of the filesystem is used.

This is not an exhaustive list of cases when the Live Analysis could be applicable.

It is worth noting one very important point. During the Live Analysis, it is not possible to
avoid changes in the system.

Connecting external USB devices or network connectivity, user log on, or launching an
executable file will be modified in the system in a variety of log files, registry keys, and so
on. Therefore, you need to understand what changes were caused by the actions of
responders and document them.

Volatile data

Under the principle of “order of Volatility”, you must first collect information that is
classified as Volatile Data (the list of network connections, the list of running processes, log
on sessions, and so on), which will be irretrievably lost in case the computer is powered off.

Then, you can start to collect nonvolatile data, which can also be obtained with the
traditional approach in the analysis of the disk image. The main difference in this case is
that a Live Forensics set of data is easier to obtain with a working machine.

The process of obtaining a memory dump and a disk image as well as their analysis is
described in detail in other chapters. This chapter will focus on the collection of Volatile
data.

Typically, this category includes the following data:

e System uptime and the current time

e Network parameters (NetBIOS name cache, active connections, the routing table,
and so on).

¢ NIC configuration settings
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¢ Logged on users and active sessions

e Loaded drivers

¢ Running services

¢ Running processes and their related parameters (loaded DLLs, open handles, and
ownership)

¢ Autostart modules

e Shared drives and files opened remotely

Recording the time and date of the data collection allows you to define a time interval in
which the investigator will perform an analysis of the system:

(date / t) & (time / t)>%COMPUTER_NAME% \ systime.txt
systeminfo | find "Boot Time" >>% COMPUTERNAME% \ systime.txt

The last command allows you to show how long the machine worked since the last reboot.

Using the $COMPUTERNAMES environment variable, we can set up separate directories for
each machine in case we need to repeat the process of collecting information on different
computers in a network.

In some cases, signs of compromise are clearly visible in the analysis of network activity.
The next set of commands allows you to get this information:

nbtstat -c> %COMPUTERNAME%\NetNameCache.txt
netstat -a -n -0>%COMPUTERNAME%\NetStat.txt
netstat -rn>%COMPUTNAME%\NetRoute.txt
ipconfig / all>%COMPUTERNAME%\NIC.txt
promgqry>%COMPUTERNAME%\NSni ff.txt

The first command uses nbtstat . exe to obtain information from the cache of NetBIOS.
You display the NetBIOS names in their corresponding IP address. The second and third
commands use netstat .exe to record all of the active compounds, listening ports, and
routing tables.

For information about network settings, the ipconfig.exe network interfaces command is
used.

The last block command starts the Microsoft promgry utility, which allows you to define
the network interfaces on the local machine, which operates in promiscuous mode. This
mode is required for network sniffers, so the detection of the regime indicates that the
computer can run software that listens to network traffic.
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To enumerate all the logged on users on the computer, you can use the Sysinternals tools:

psloggedon -x>%COMPUTERNAME% \ LoggedUsers.tx:
logonsessions -p >> %COMPUTERNAME%\LoggedOnUsers.txt

The PsLoggedOn . exe command lists both types of users, those who are logged on to the
computer locally, and those who logged on remotely over the network. Using the —x switch,
you can get the time at which each user logged on.

With the —p key, logonsessions will display all of the processes that were started by the
user during the session.

It should be noted that 1ogonsessions must be run with administrator privileges.

To get a list of all drivers that are loaded into the system, you can use the WDK
drivers.exe utility:

drivers.exe>%COMPUTERNAME%\drivers.txt

The next set of commands to obtain a list of running processes and related information is as
follows:

tasklist / svc>%COMPUTERNAME% \ taskdserv.txt
psservice>%COMPUTERNAME% \ trasklst.txt
tasklist / v>%COMPUTERNAME% \ taskuserinfo.txt
pslist /7 t>%COMPUTERNAME%\tasktree.txt

listdl Is>%COMPUTERNAME%\IstdlIs.txt

handle -a>%COMPUTERNAME%\lsthandles.txt

The tasklist.exe utility that is made with the / svc key enumerates the list of running
processes and services in their context. While the previous command displays a list of
running services, PsService receives information on services using the information in the
registry and SCM database.

Services are a traditional way through which attackers can access a previously
compromised system. Services can be configured to run automatically without user
intervention, and they can be launched as part of another process, such as svchost . exe.

In addition to this, remote access can be provided through completely legitimate services,
such as telnet or ftp. To associate users with their running processes, use the tasklist / v
command key.

To enumerate a list of DLLs loaded in each process and the full path to the DLL, you can
use listsdlls.exe from SysInternals.
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Another handle.exe utility can be used to list all the handles, which are open processes.
This handles registry keys, files, ports, mutexes, and so on.

Other utilities require run with administrator privileges. These tools can help identify
malicious DLLs that were injected into the processes, as well as files, which have not been
accessed by these processes.

The next group of commands allows you to get a list of programs that are configured to
start automatically:

autorunsc.exe -a>%COMPUTERNAME% \ autoruns.txt
at>%COMPUTERNAME% \ at.txt
schtasks /7 query>%COMPUTERNAME% \ schtask.txt

The first command starts the SysInternals utility, autoruns, and displays a list of executables
that run at system startup and when users log on. This utility allows you to detect malware
that uses the popular and well-known methods for persistent installation into the system.

Two other commands (at and schtasks) display a list of commands that run in the
schedule. To start the at command also requires administrator privileges.

To install backdoors mechanisms, services are often used, but services are constantly
working in the system and, thus, can be easily detected during live response. Thus, create a
backdoor that runs on a schedule to avoid detection. For example, an attacker could create a
task that will run the malware just outside working hours.

To get a list of network share drives and disk files that are deleted, you can use the
following two commands:

psTile>%COMPUTERNAME%\openfileremote. txt
net share>%COMPUTERNAME%\drives.txt

Nonvolatile data

After Volatile data has been collected, you can continue to collect Nonvolatile Data. This
data can be obtained at the stage of analyzing the disk, but as we mentioned earlier,
analysis of the disk is not possible in some cases.

This data includes the following:

e The list of installed software and updates
e User info
e Metadata about a filesystem's timestamps

[28]



Incident Response and Live Analysis

Registry data

However, upon receipt of this data with the live running of the system, there are difficulties
that are associated with the fact that many of these files cannot be copied in the usual way,
as they are locked by the operating system. To do this, use one of the utilities. One such
utility is the RawCopy . exe utility, which is authored by Joakim Schicht.

This is a console application that copies files off NTFS volumes using the low-level disk
reading method.

The application has two mandatory parameters, target file and output path:

e —paraml: This is the full path to the target file to extract; it also supports
IndexNumber instead of file path

e —param2: This is a valid path to output directory

This tool will let you copy files that are usually not accessible because the system has locked
them. For instance, the registry hives such as SYSTEM and Sau, files inside SYSTEM VOLUME
INFORMATION, or any file on the volume.

This supports the input file specified either with the full file path or by its $MFT record
number (index number).

Here's an example of copying the SYSTEM hive off a running system:
RawCopy.exe C:\WINDOWS\system32\config\SYSTEM %COMPUTERNAME%\SYSTEM
Here's an example of extracting the $MFT by specifying its index number:

RawCopy.exe C:0 %COMPUTERNAME%\mft

Here's an example of extracting the MFT reference number 30224 and all attributes,
including $DATA, and dumping it into C: \tmp:

RawCopy.exe C:30224 C:\tmp -AllAttr
To download RawCopy, go to https://github.com/jschicht/RawCopy.

Knowing what software is installed and what its updates are helps further the investigation
because this shows possible ways to compromise a system through a vulnerability in the
software. One of the first actions that the attacker makes is to attack during a system scan to
detect active services and exploit the vulnerabilities in them.
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Thus, services that were not patched can be utilized for remote system penetration.

One way to install a set of software and updates is to use the systeminfo utility:

systeminfo > %COMPUTERNAME%\sysinfo.txt.

Moreover, skilled attackers can themselves perform the same actions and install necessary
updates in order to hide the traces of penetration into the system.

After identifying the vulnerable services and their successful exploits, the attacker creates
an account for themselves in order to subsequently use legal ways to enter the system.
Therefore, the analysis of data about users of the system reveals the following traces of the
compromise:

¢ The Recent folder contents, including LNK files and jump lists
¢ LNK files in the Office Recent folder

e The Network Recent folder contents

o The entire temp folder

e The entire Temporary Internet Files folder

e The PrivacyIE folder

e The Cookies folder

e The Java Cache folder contents

Now, let's consider the preceding cases as follows:
1. Collecting the Recent folder is done as follows:
robocopy.exe %RECENT% %COMPUTERNAME%\Recent /ZB
/copy:DAT /r:0 /ts /FP /np /E log:%COMPUTERNAME%\Recent
\log.txt

Here $RECENT% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%RECENT% = %systemdrive%\Documents and
Settings\%USERNAME%\Recent
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¢ For Windows 6.x (Windows Vista and newer):

%RECENT% =%systemdrive®\Users\%USERNAME%\AppData\Roaming
\Microsoft\Windows\Recent

2. Collecting the 0ffice Recent folder is done as follows:

robocopy.exe %RECENT_OFFICE%
%COMPUTERNAME%\Recent_Office /ZB /copy:DAT /r:0 /ts /FP
/np /E log:%COMPUTERNAME%\Recent_Office\log.txt

e Here $RECENT_OFFICE% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%RECENT_OFFICE% = %systemdrive%\Documents and
Settings\%USERNAME%\Application Data\Microsoft\Office
\Recent

¢ For Windows 6.x (Windows Vista and newer), this is as follows:

%RECENT% =Y%systemdrive¥%\Users\%USERNAME%\AppData\Roaming
\Microsoft\Windows\Office\Recent

3. Collecting the Network Shares Recent folder is done as follows:
robocopy.exe %NetShares% %COMPUTERNAME%\NetShares /ZB
/copy:DAT /r:0 /ts /FP /np /E
1og:%COMPUTERNAME%\NetShares\log. txt

¢ Here $NetShares% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%NetShares% = %systemdrive%\Documents and
Settings\%USERNAME%\Nethood

e For Windows 6.x (Windows Vista and newer), this is as follows:

%NetShares % =" "%systemdrive®%\Users\%USERNAME%\AppData
\Roaming\Microsoft\Windows\Network Shortcuts"*"
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4. Collecting the Temporary folder is done as follows:

robocopy.exe %TEMP% %COMPUTERNAME%\TEMP /ZB /copy:DAT
/r:0 /ts /FP /np /E 10g:%COMPUTERNAME%\TEMP\lo0g.txt

¢ Here $TEMP% depends on the version of Windows.

e For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%TEMP% = %systemdrive®\Documents and Settings\%USERNAME%
\Local Settings\Temp

e For Windows 6.x (Windows Vista and newer), this is as follows:

BTEMPY% =""%systemdrive®h\Users\%USERNAME%\AppData
\Local\Temp **

5. Collecting the Temporary Internet Files folder is done as follows:

robocopy.exe %TEMP_INTERNET_FILES%
%COMPUTERNAME%\TEMP_INTERNET_FILES /ZB /copy:DAT /r:0
/ts /FP /np /E 10g:%COMPUTERNAME%\TEMP\l0g. txt

e Here $TEMP_INTERNET_FILE% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%TEMP_INTERNET_FILE% = ""%systemdrive%\Documents and
Settings\%USERNAME%\Local Settings\Temporary Internet
Files™*

¢ For Windows 6.x (Windows Vista and newer), this is as follows:
%TEMP_INTERNET_FILE% =""%systemdrive¥%\Users\%USERNAME%\

AppData\Local\Microsoft\Windows\Temporary Internet
Files™”
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6. Collecting the PrivacIE folder is done as follows:

robocopy.exe %PRIVACYIE % %COMPUTERNAME%\PrivacylE /ZB
/copy:DAT /r:0 /ts /FP /np /E
1og:%COMPUTERNAME%/PrivacylE/log.txt

e Here $PRIVACYIE% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%PRIVACYIE% = "*"%systemdrive®%\Documents and
Settings\%USERNAME%\ PrivaclE"*

e For Windows 6.x (Windows Vista and newer), this is as follows:

%PRIVACYIE% =" "%systemdrive%\Users\%USERNAME%\
AppData\Roaming\Microsoft\Windows\PrivaclE "

7. Collecting the Cookies folder is done as follows:
robocopy.exe %COOKIES% %COMPUTERNAME%\Cookies /ZB
/copy:DAT /r:0 /ts /FP /np /E log:%COMPUTERNAME%\Cookies
\.txt

e Here $COOKIES% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%COOKIES% = " "%systemdrive%\Documents and
Settings\%USERNAME%\Cookies" "

¢ For Windows 6.x (Windows Vista and newer), this is as follows:

%COOKIES% =""%systemdrive¥\Users\%USERNAME%\
AppData\Roaming\Microsoft\Windows\Cookies""
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8. Collecting the Java Cache folder is done as follows:

robocopy.exe %JAVACACHE% %COMPUTERNAME%\JAVACACHE /ZB
/copy:DAT /r:0 /ts /FP /np /E
109 :%COMPUTERNAME%\JAVACAHE\l0og . txt

e Here $JAVACACHE% depends on the version of Windows.

¢ For Windows 5.x (Windows 2000, Windows XP, and Windows 2003), this is as
follows:

%JAVACACHE% = " *"%systemdrive®%\Documents and
Settings\%USERNAME%\Application Data\Sun\Java\Deployment
\cache*"*

e For Windows 6.x (Windows Vista and newer), this is as follows:

%JAVACACHE% =" "%systemdrive%\Users\%USERNAME%\AppData
\LocalLow\Sun\Java\Deployment\cache"

Remote live response

However, as mentioned earlier, it is often necessary to carry out the collection of
information remotely. On Windows systems, this is often done using the SysInternals
PsExec utility. PsExec lets you execute commands on remote computers and does not
require the installation of the system.

How the program works is a psexec. exe resource executable is another PsExecs
executable. This file runs the Windows service on a particular target machine. Before
executing the command, PsExec unpacks this hidden resource in the administrative sphere
of the remote computer at Admin$ (C: \Windows) file Admin$\system32\psexecsvc.exe.

After copying this, PsExec installs and runs the service using the API functions of the
Windows management services. Then, after starting psexesvc, a data connection (input
commands and getting results) between psexesvc and psexec is established. Upon
completion of the work, psexec stops the service and removes it from the target computer.

If the remote collection of information is necessary, a working machine running UNIX OS
can use the Winexe utility.
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Winexe is a GNU/Linux-based application that allows users to execute commands remotely
on WindowsNT/2000/XP/2003/Vista/7/8 systems. It installs a service on the remote system,
executes the command, and uninstalls the service. Winexe allows execution of most of the
Windows shell commands:

winexe -U [Domain/]User%Password //host command

To launch a Windows shell from inside your Linux system, use the following command:

winexe -U HOME/Administrator%Pass123 //192.168.0.1 "cmd.exe"

Summary

In this chapter, we discussed what we should have in the Jump Bag to handle a computer
incident, and what kind of skills the members of the IR team require.

Also, we took a look at live response and collected Volatile and Nonvolatile information
from a live system. We also discussed different tools to collect information. We also
discussed when we should to use a live response approach as an alternative to traditional
forensics.

In the following chapter, we will consider the issues related to Volatile data collection.
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This chapter is dedicated to some issues that are related to the acquisition of data, which has
changed very fast. Due to its nature, it reflects the state of the system at a certain time
because the collection of data takes place on a live system.

The Request for Comments RFC 3227 document provides a list of digital evidence and the
order in which it should be collected. The main principle that should guide this is that the
most rapidly changing data should be collected first.

The list of evidence from RFC comprises the following:

¢ Registers and cache CPU
Routing table, ARP cache, process table, kernel statistics, and memory

e Temporary filesystems
Disk
Remote logging and monitoring data that is relevant to the system's media

Physical configuration and network topology
Archival media

According to this list, the volatile data which should be collected first are memory and
network related data.
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Memory acquisition

For many years, the main technique for conducting digital forensics was analysis of hard
disk images. Certainly, if a hard disk image is available, we have a good chance of getting a
lot of data to resolve the incident. However, this approach has some disadvantages.

Modern hard drives have a huge size, or sometimes we have to deal with RAID arrays, so
analysis of such large amounts of data will require a long time. Also, Full Disk Encryption
technology could be implemented and without encryption keys it will be not possible to get
access to the files on the disk. Moreover, analysis of hard disk content does not always give
the whole picture of what was happened at a particular point in time. Also, today there is a
lot of bodiless malware; in this case, malicious code is not presented in the filesystem as a
file.

All these listed facts force a forensics specialist to seek new alternative ways to solve
forensics tasks. So, researchers look at the RAM as an alternative source of information.

As well-known and modern PCs are built on the von Neumann architecture, any piece of
code which is executed on the computer should appear somewhere in the memory. The
memory could be a useful source of evidence. Another advantage of using memory is its
small size. Despite the fact that nowadays a user's workstation has more and more RAM,, it
still has a far smaller size than modern hard drives. However, for a long time analysis of
memory was not widely used. The process of memory analysis was just scanning dump
memory to search some strings. This situation changed when tools such as Volatility
Framework appeared.

So today, memory forensics is no longer optional but is a compulsory step for a professional
investigation. However, before memory analysis, we should first get to the dump of the
memory, and we should do it in the right way. Otherwise, even with powerful tools, such
as Volatility, the analysis of memory will be unsuccessful.

There are a lot of tools which allow creating memory dumps for any operating system —MS
Windows, Linux, or Mac OS X. Some of them are very simple, and all you need to do is just
push the button. However, the professional should understand how it works and be ready
to fix problems in case they happen.
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Issues related to memory access

Now, let's discuss some of the issues that are related to memory access on MS Windows. In
MS Windows, there is a \Device\PhysicalMemory kernel object, which presents direct
access to the physical memory of the system. To get the contents of the memory, we should
read this file. Before Windows Server 2003 SP2, a given file was accessible from the user's
space. However, starting from this update and in all later versions of MS Windows, this
object is accessible from kernel space only. User space applications can read this file, but to
open and edit it, the kernel space code or driver is required. Moreover, any manipulation of
this object is a dangerous operation. The device memory is part of the physical memory,
which is mapped to other devices in the system. This is the area of memory for devices,
such as graphics cards, mapped to this part of physical memory in such way that the
operating system could send data to such devices. Some particular blocks of memory are
reserved for these devices and data that is written to these addresses are sent to the device.
Thus, the writing or the request for access to this area of memory that is reserved for the
device is translated into a request, which is sent to a real device.

How the request will be handled by a device depends on the device. Also, it could cause the
system to hang or crash and destroy evidence. So, the software and the hardware that are
used to dump memory should exclude these areas of memory from the process. We suggest
testing all tools before using them. Besides the problem just described, there are malware
which could change the behavior of tools and change the result of memory dumps.

Although we have never faced such malware in real life, there are a few PoC written by
some researchers which could prove this threat. So, if the process of memory acquisition
fails, this could make the system crash and cause a loss of data as well.

Choosing a tool

To choose a tool we need to answer the following questions:

e What is the supported OS version?

e What is the supported hardware architecture (x32, x64)?
e What is the required privilege level?

e Where are the results stored?
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Today, there are a lot free and commercial tools on the market that support all versions of
MS Windows that we could use to dump memory:

Free tools Commercial tools
Dumplt F-Response

WinPMEM (rekall) Guidance Winen
FTKImager HBGary Fastdump PRO
BelkaSoft Live RAM Capturer

We need to note that the commercial tools are not always better. Which tool we should use
depends on the case of usage, experience, and qualification of responder, and on other
factors.

Despite all the possible options, the principles that we suggest for you to follow are the
same:

1. Minimize impact to the system.
2. Run the tool from a safe environment.
3. Store results outside the system.

We will divide all use cases into three groups with two approaches, hardware and software:

e Locally
e Remotely
e Post mortem

Each of them has their own advantages and disadvantages. For example, let's take a look at
the hardware approach. In this case, administrator privileges are not required, but you
should have local physical access to the PC under investigation. The given approach is
based on Direct Memory Access (DMA) and some technologies, such as Fireware,
Thunderbolt, ExpressCard, or PCI. The disadvantage of this approach is that you need to
install some hardware and software into the system before you can use it. Also, this action
requires a reboot of the system. So, doing this could destroy some evidence. Another
disadvantage is the limitation of the 4 GB memory size, which we can dump using the
FireWare technology. However, solutions based on PCI are rare and expensive.
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As we mentioned earlier, there are a lot of variants of use cases. Therefore, it is impossible
to observe every one of them in a single chapter.

The most simple and prevalent case is the local software approach. In this approach, we can
use a number of utilities, and we will look at some of them now.

Dumplt

In cases where the system has no more than 4 GB of RAM, the Dumplt utility is a good
choice. Dumplt has a very simple command-line interface, and it is easy to use even for an
inexperienced person. To dump the whole system memory, you should copy it to some
removable device with enough space to store the memory dump. Then, plug this device in
to the system and run it from the drive. After running this, Dumplt will create a file that
contains the memory dump of the system in the same path from where Dumplt was
executed:

0 451
i

ol luoy

Unfortunately, the free version of Dumplt doesn't work correctly with memory more than 4
GB.
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If you have 8 GB of memory or more, we suggest using Belkasoft Live RAM Capturer. This
software also has a simple graphical interface. It works on both architectures: x32 and x64

bits:

o

= Belkasoft Live RAM Capturer l — \iﬁ

Select output folder path:
D:\MemDumps\SuspectA|

Loading device driver ... -
Physical Memory Page Size = 4096
Total Physical Memory Size = 4095 MB
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FTK Imager

One more popular utility for memory dump is FTK Imager. It is also free. There are two
versions of it. We suggest using the FTK Imager Lite version. It does not require installation,
has an easy-to-use interface, and has a lot of useful features:

i
File \View Mode Help
R 5 [ @ B
[Evidence Tree + | [File List |
MName | Size | Type | Date Modified |
x

Destination path:

I Erowse |

Destination filepame:

I memdump. mem

4 |
Custom Content Sources [~ tndude pagefile a
Evidence:File System |Path |File Options

I pagefile.sys

[~ Create AD1 file

I memcapture.adil

| | _'I Capture [emary, |

El Edit | Bemovel Remove &IIl Create Imagel

Properties | Hex Value Inter... Custom Centent... j
For User Guide, press F1 C I 14
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Acquiring memory from a remote computer using
iISCSI

Another common scenario is the acquisition of memory from a remote computer. Consider
the case when we need to dump memory from a remote Windows workstation using
different operating systems including MS Windows, Mac OS X, and Linux. To do this, we
can use the iSCSI protocol. Internet Small Computer System Interface protocol was
developed in 1998 by IBM and CISCO. This protocol allows clients (named initiator) to send
SCSI (CDBs) to SCSI storage devices (named target), which are located on remote servers.

Initiator is an iSCSI client and it works as an SCSI adapter except that it uses the IP network
rather than physical bus. The iSCSI target is a server that provides a network interface to a
storage device. Thus, we should install the iSCSI target on workstation of investigator
where we will store the memory dump. There are a few free implementations of iSCSI for
Microsoft and StarWind. Also, F-Response provides features to access a remote PC by iSCSIL.
Most operating systems have a free built-in initiator client software, including MS Windows
2000 SP4 and higher.

So, in our use case, we will use our own written iSCSI target software, KFA (Kaspersky
Forensics Agent), and the iscsiadm utility as initiator on a Linux station.

To dump memory using Kaspersky Forensics Agent, run the utility on the target system
with the -mountphysmem option:

P& Help

Valid command line parameters:

-stop (stop already running server)
-accepteula (accept EULA)

- <file_name> (path to log file)
-silent (don't show any windows)

-mountarkdisks (mount antirootkit disks)
-mountphysmem (mount physical memory)

-targetbasename (iscsi target name)

-chaplogin (login for authentification))

-chapsecret (password for authentification)
-mutualchaplogin (login for mutual authentification)
-mutualchapsecret (password for mutual authentification)
-serverport (port for incoming connections)
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To provide access with authorization, we can use the chaplogin and chapsecret options:

=+ C\Windows \system32\c
C:wUsers“Alina>C:sUsers~AlinasDesktop“forensic_agent.exe —chaplogin Forensics —chapsecret pRiSwBrd =

C:wUsers Alina> 3 EE_|
Kaspersky Forensic Agent |

ISCSI server

iSCSI server ready to start

This utility is designed to run iSCSI server on the current computer
and mount physical drives and physical memory as iSCSI devices.

2 Change parameters

About

It is now possible to connect to the selected media using any iSCSI initiator:
1. Now, we test the connection:
sudo iscsiadm -m discovery -t st -p TargetAddress

2. Having verified that the iSCSI connection is in working order, we establish a full
connection:

sudo iscsiadm -m node --login

3. Make sure that the memory is visible in the Ubuntu environment as a new
device.

4. Now, you can dump it with the dd utility as usual.

Now, you have a memory dump, and you are ready to analyze it!
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Using the Sleuth Kit

We want to discuss one more use case. It is possible that an investigator has only a hard
disk image and no opportunity to dump memory from the system of interest. In this case,
we still have the ability to receive some kind of system memory information. MS Windows
saves the contents of memory in the hiberfil. sys file when the system goes to hibernate.
So, if we have a disk image, we can extract hiberfil.sys from the disk.

To do this, we need to use the Sleuth Kit. Let's take a look at how we can do this:
1. To obtain information about partitions on the disk, use the following command:
mmls image

The output will be as follows:

forensics@forensics:~/evidences$ mmls image.dd
DOS Partition Table

Offset Sector: 0

Units are in 512-byte sectors

Slot

Start

0000000000
0000000000
0000002048
0000206848
0016775168

End

0000000000
0000002047
0000206847
0016775167
0016777215

Length

0000000001
0000002048
0000204800
0016568320
0000002048

Description

Primary Table (#0)

Unallocated
NTFS (0x07)
NTFS (0x07)
Unallocated

2. Then, use £1s to list files on the root directory of the NTFS partition:

fls -0 2048 image.dd | grep hiberfil._sys
r/r 32342-128-1: hiberfil.sys

3. Finally, extract hiberfil.sys:
icat -0 2048 image.dd 32342 > hiberfil.sys

Now, you can analyze hiberfil.sys with an analysis tool, such as Volatility.

[45]



Volatile Data Collection

Network-based data collection

Nowadays, it is difficult enough to find computers that don't have any network
connections. This is almost impossible in the enterprise environment. Network connections
reflect the interaction of computers with the outer world. Also, the network is the main
source of threats. Today, the Internet is a very aggressive environment. Threats of various
levels from spam to APT often penetrate computers via networks.

So, in almost every incident, computers have network activities that are related to the
incident. There are a lot of examples of such events from receiving e-mails with malicious
attachments and visits of a malicious URL. However, sometimes to have only host-based
evidence to get a whole picture about an incident is not enough. In such cases, network-
based evidence can help a lot.

Network forensics is a vast topic. We won't cover all the issues. In this chapter, we just want
to look at this as an additional source of evidence. There is a lot of network-based evidence,
but we will focus on network traffic acquisition.

Forensics investigators can capture the network traffic from physical media, such as cables
or air and network devices, such as switches or hubs.

Now, we will give a short introduction to this topic to understand how we can collect
network traffic.

Hubs

These are a simple network devices that allow connecting all devices from a local subnet.
Hubs don't have any functionality beside the physical connection of all devices.

When such a device receives the network frame, it transfers packets on other ports. Thus,
every device that is connected to the hub will receive all traffic that is dedicated for other
devices. In the case of a hub-based network, it is simple enough to capture traffic from a
given segment of a network. We should note that sometimes some manufactures designate
some devices which are in reality switches as hubs.

The most reliable way to figure out what kind of device you are dealing with is to connect
the station to the device, turn the network interface to promiscuous mode, and capture the
traffic using the tcpdump utility or a similar utility. If you only have a broadcast and
packets are dedicated to this station, this means that you have a switch device. If the traffic
contains packets for other stations, you have a hub.
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Investigators should be careful when they use hubs to capture traffic. In this case,
investigators could see all traffic, but it could also be everybody from a local network. A
compromised system could work as a passive sniffer and eavesdrop on all transferred data.
Any investigator activities and data in the network could be intercepted. So, it's a good idea
to use an already installed hub, but the installation of a new one to capture the network
traffic will bring new risks.

Switches

Switches are the most prevalent network devices used to build local networks. They also
serve as hubs serve to connect network devices into the network. However, unlike hubs,
they use software to keep track of the stations connected to the ports of the switch. This
information will be kept in the CAM table. When the switch receives a new packet, it will
forward this packet only to a certain port according to the CAM table. So, each station
receives only its traffic.

Investigators can often capture the network traffic on switch devices because most of them
have the functionality of replicating traffic from one or a few ports to other ports for
aggregation and analysis. Various vendors use different terms for this, the most widely
used is SPAN (Switched Port Analyzer) or RSPAN (Remote SPAN). Sometimes, the term
port mirroring is used. Also, switches have various hardware capacities. Port mirroring is
limited by the physical capacity of a device. Consider this example, we have a 100 Mbps
switch, and we want to mirror four ports to another one. With an average load of 50 Mbps
for every port, the load for mirror ports will be 200 Mbps, which is far from the capacity of
every port. Thus, some packets will be dropped in the process.

We should note that the approach with the SPAN port can change the collected traffic.
However, there is one more method to capture the traffic. This is a network tap.

Network taps are placed between stations and switches and can look at and capture all
traffic for this host. Network taps duplicate all traffic, including corrupted and any other
packets. So, this approach is more suitable for forensics.

After we finally choose the method that we will use to capture the traffic, we need some
software. A common solution for this is the 1ibpcap library and software based on it,
including t cpdump, Wireshark, and so on.
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There are two main approaches to using such software to capture the traffic. They are
filtering in capturing, and capturing all data and filtering it later.

In some cases, filtering during collection is a good idea if you have limited storage space to
keep the traffic. From other side, libpcap has a very powerful filtering capability called
Berkley Packet Filter (BPF). Using BPF filters, we can control what traffic we will capture
and what we will drop. If you know exactly what you want to capture, this approach can
save a lot of time and resources for you. BPF can filter traffic based on a comparison of
fields in the protocols at second, third, and fourth levels. Also, the BPF language has some
built-in primitives: host id, dst host id, src host id, net id, dst net id, src
net id, ether id, dst ether id, src ether id, port id,dst port id, src port
id, gateway id, ip proto id, ether proto id, tcp, udp, icmp, and arp. You could
find more in manual documentation on pcap-filter.

Tcpdump

tcpdump is a tool to capture, filter, and analyze network traffic. The main purpose of this
tool is to capture the traffic and print it out or store it in a file. t cpdump captures the traffic
in bit-to-bit as it is transferred via media. We can use t cpdump to analyze traffic for
troubleshooting in the network. In this case, you will use BPF to prefilter. However, usually
this approach is a good fit for the initial triage only:

Archivo Editar Ver Terminal Ayuda

root@calipso:~# tcpdump -i eth® host 74.125.47.1683 -nnnnn
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN16MB (Ethernet), capture size 96 bytes
:14:38.592075 192.168.5.214 = 74.125.47.103: ICMP echo request, id 22795, seg 1, length &4
:30.783180 74.125.47.103 192.168.5.214: ICMP echo reply, id 22795, seq 1, length &4
.593332 192.168.5.214 74.125.47. : ICMP echo request, id 22795, seq 2, length 64
:31.785012 74.125.47.103 192.168.5.: : ICMP echo reply, id 22795, seq 2, length &4
+32.595115 192.168.5.214 74.125.47. : ICMP echo request, id 22795, seq 3, length 64
2.785317 74.125.47.1683 192.168.5.214: ICMP echo reply, id 22795, seq 3, length 64
.596426 192.168.5.214 . : ICMP echo request, id 22795, seq 4, length 64
.708891 74.125.47.183 e .5.214: ICMP echo reply, id 22795, seq 4, length 64
4.598196 192.168.5.214 4.125.47. : ICMP echo request, id 22795, seq 5, length 64
4.709148 74.125.47.183 N .5.214: ICMP echo reply, id 22795, seq 5, length &4
.599248 192.168.5.214 4.1: 47 . : ICMP echo request, id 22795, seq 6, length 64
. 709447 74.125.47.183 > . : ICMP echo reply, id 22795, seq 6, length 64

packets captured
packets received by filter
©® packets dropped by kernel

In forensics practice, other approaches are more prevalent. Tcpdump is used to capture
traffic during long periods of time and to store it in a file on disk with further analysis and
correlation with other data.
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The t cpdump is a high-fidelity tool, but the quality of captured traffic depends on resources
available on the host where t cpdump is running. For instance, the performance of t cpdump
will depend on the power of the CPU. The capturing of packets is a CPU-intensive activity,
and if CPU is overloaded, t cpdump will fail and drop packets. In forensics cases, we want to
capture all packets and this issue could be critical. In the case of high-loaded networks, the
storage space for traffic is also an important question. As we mentioned earlier, you can use
filtration of traffic and keep only useful information.

Despite the fact that filtration will save resources, such as CPU, disk space, and capacity, it
should be implemented carefully because excessive filtration could cause a loss of evidence.

Wireshark

One more popular utility for capture and traffic analysis is Wireshark:

__ .mml
Bz Edt Vew Captue fdnavze Heb

R x®O Res0FL2QAQQAEPHEXE

™ e [eka Source [pestraton [FratocclJinfa &
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Wireshark is a tool with an easy to use graphical user interface. So it can be a good tool for
beginners in network forensics. It also has a lot of features for filtration, decryption, and
analysis of network traffic. Therefore, this makes Wireshark a must-have tool for any
network investigator. Wireshark allows capturing traffic from any interface on the system if
you have the necessary permissions, displaying it in real time, and storing it in a file on
disk.

Moreover, there are a few useful command-line tools, which are distributed together with
Wireshark.

Tshark

Tshark is the CLI version of Wireshark. It has almost the same functionality and works with
the same file formats:

sansforensics@SIFT-Workstation:~$ tshark -r cap -R 'tcp port 80 and (((ip[2:2] - ((ip[0]&0xf)=<
((tcp[1l2]&0xTO)>>2)) '= 0)' -R 'http.request.method == "GET" || http.request.method ==

3.445956 192.168.1.112 -> .71.56. HTTP /install.asp?version=1.0.0.1&id=IE65&ma
c¢=000C29D1083C&iever=8 HTTP/1.0
4.375852 192.168.1.112 -> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.1
.406935 192.168.1.112 -> .71.56. HTTP /update/IE65/IEU1002.exe HTTP/1.1
.873198 -> .71.56. HTTP /ex.dat HTTP/1.1
.385375 -> .71.56. HTTP /exh.dat HTTP/1.1

.218939
.234793

-> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.1
-> .71.56. HTTP /ex.dat HTTP/1.1

.746695 -> .71.56. HTTP /exh.dat HTTP/1.1

.199564 . 1. -> . .58. HTTP /connectiontest.html HTTP/1.1

. 445997 . 1. -> .56. HTTP /update.asp?version=1.0.0.2&id=IE65&mac
=000C29D1083C&oldversion=1.0.0.1&iever=8 HTTP/1.0
447 92.207612 192.168.1.107 -> 61.111.58.147 HTTP /connectiontest.html HTTP/1.1
sansforensics@SIFT-Workstation:~%

1
1
. .1.
.469865 . .1. -> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.0
1
1
1
1
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Dumpcap

One more useful tool from the Wireshark kit is Dumpcap. It is dedicated to capturing
network packets. Therefore, it is optimized for good performance in capture and will spend
less system resources. If you plan to capture the traffic and analyze it with Wireshark, then
the Dumpcap utility will be a good tool to capture the network traffic:

sansforensics@SIFT-Workstation:~$ tshark -r cap -R 'tcp port 80 and (((ip[2:2] - ((ip[0]&0xf)=<
((tcp[1l2]&0xTO)>>2)) '= 0)' -R 'http.request.method == "GET" || http.request.method ==

3.445956 192.168.1.112 -> .71.56. HTTP /install.asp?version=1.0.0.1&id=IE65&ma
c¢=000C29D1083C&iever=8 HTTP/1.0
4.375852 192.168.1.112 -> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.1
.406935 192.168.1.112 -> .71.56. HTTP /update/IE65/IEU1002.exe HTTP/1.1
.873198 -> .71.56. HTTP /ex.dat HTTP/1.1
.385375 -> .71.56. HTTP /exh.dat HTTP/1.1

.218939
.234793

-> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.1
-> .71.56. HTTP /ex.dat HTTP/1.1

.746695 -> .71.56. HTTP /exh.dat HTTP/1.1

.199564 . 1. -> . .58. HTTP /connectiontest.html HTTP/1.1

. 445997 . 1. -> .56. HTTP /update.asp?version=1.0.0.2&id=IE65&mac
=000C29D1083C&oldversion=1.0.0.1&iever=8 HTTP/1.0
447 92.207612 192.168.1.107 -> 61.111.58.147 HTTP /connectiontest.html HTTP/1.1
sansforensics@SIFT-Workstation:~%

1
1
. .1.
.469865 . .1. -> .71.56. HTTP /update/IE65/IETab.ini HTTP/1.0
1
1
1
1

Summary

In this chapter, we covered issues that are related to volatile data collection. We discussed
different tools and approaches to how to collect memory and network traffic.

In the next chapter, we will discuss issues that are related to non-volatile data collection. We
will discuss how to duplicate hard drives and how to use standalone tools such as IR CD for
this.
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In this chapter, we will discuss the acquisition of Hard Disk Drives or HDD. Data
acquisition is critical because performing analysis on the original hard drive may cause
failure on the only hard drive that contains the data or you may write to that original hard
drive by mistake.

So, creating a forensics image from the hard drive must be performed prior to the analysis.
The acquisition of the HDD can be either conducted at the incident scene or in the analysis
lab, on a live or a powered off system, and over network or locally, as we will see in this
chapter.

In a nutshell, we will cover the following topics:

e Forensic image

Incident response CDs
e Live imaging of a hard drive

Linux for the imaging of a hard drive

Virtualization in data acquisition

Evidence integrity

Disk wiping in Linux
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Forensic image

Imaging of a hard drive is the process of creating an exact forensic image of the victim or
the suspect hard drive in order to conduct the analysis on the imaged hard drive instead of
the original one. To create an exact copy of the hard drive, there are two options that can be
followed:

¢ Duplication: This is where the destination of this process is the whole hard drive.
In some references, this step can be addressed as cloning when the destination
hard drive has the same brand, model, and size of the source hard drive.
Duplication can be conducted using what are called forensic hardware
duplicators. These are hardware devices, which basically have two interfaces for
the source and the destination hard drives. Once they start operating, they will
just copy blocks of data from the source to the destination regardless of the
structure of the filesystem that is used in the source hard drive.

Usually, hardware duplication is faster than other software tools as it
operates in wire speed. Some duplicators have special capabilities, such as
performing some search operations during acquisition, or they can create up
to eight duplicates in the same period of time. Duplication can also be
performed with software tools, such as dd if the destination of the tool is a
complete hard drive, not a file. This will be discussed later in this chapter.

¢ Imaging: This is where the destination of the hard drive is a container file or
image file. This image may have different formats, which will also be discussed
later in this chapter.

In the following section, some techniques and tools—which include both software
duplication and imaging —will be illustrated.

Incident Response CDs

Due to the needed speed in the Incident Response (IR) process, the usage of incident
response CDs can save precious time. IR CDs usually are Linux distributions. These
distributions contain many incident response and digital forensic tools, which aim to boot
mainly from the target system to acquire different types of possible evidence without the
need to disconnect the hard drive.
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This is designed to leave the least traces on the target system, so it boots with write
protection enabled by default to all the connected hard drives. This gives the user the ability
to grant the write access to the destination hard drive only. It is better to not connect to the
destination hard drive until the system boots from the incident response CD. Of course,
booting from the IR CD means that the system under investigation is down, and you will
start the machine and boot from the CD. No running system memory is available in this
case.

IR CDs also have the ability to acquire the memory and the hard drive of a live system. You
need to insert the CD and run the imaging program to acquire the memory and the hard
drive.

In the following sections, we will discuss some examples of the available IR CDs.

DEFT

Digital Evidence and Forensics Toolkit (DEFT) contains many acquisition and analysis
tools that can be used in the on-scene analysis approach when the investigator boots the
machine from it:

generic #51-Ubuntu SMP Tue

&l Accessories

*. Analysis »
" B Antimalware »
S :::til::: : Z Data Recovery »
OFfice p @ Hashing .
{2 Programming p = Imaging .
B service > B Mobile Forensics »
B sound & video y @ Network Forensics »
@ wine p =% OSINT »
@ Password recovery »
& system Tools »  Z Reporting tools »
|4 Preferences » |5 Disks
- |=! File Manager PCManFM
= GParted
= Logout @ Midnight Commander

A booted DEFT CD
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DEFT also comes with Digital Advanced Response Toolkit (DART). DART can run in the
Windows live system, and it has a good and different collection of tools in each part of the
incident response steps. Using DART you can perform the following actions:

¢ Acquire the Windows memory and hard drive

¢ Perform live data recovery when needed

¢ Conduct some forensics analysis on some Windows artifacts
¢ Collect information about the running system

e Monitor the system networking

You can view the DART interface in the following screenshot:

O aa e

l DART XML hash: 6513c07d04dd871e5c695d26151 cd3be

dart 0
e ©

= @)
y = . Y 2
: = A
| Acquire Data Recovery Forensics Incident Resp. Metworking Password Visualize Utility

1
.
L

-D Burn

-D Copy

By Image

-#» FTK Imager

- Dumplt

- Nigiant32

-#» HDDRawCopy

-#» RamCapture 32-bit
-#» RamCapture 64-bit
-#p PZenDump

-#p Scaner

_(@_> REVEAL ﬁ START AS ADMIN % START AS CURRENT USER

Incident response tool DART
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Helix

Helix is an IR CD that has both free and commercial versions. It can work with three
operating systems: Windows, Linux, and Mac in live acquisition. This is displayed in the
following screenshot:

.disk <3 KB> File folder
. Linux <39,099 KB> File folder
. Mac ©33,818 KB> File folder
README.diskdefines 1KB DISKDEFINES File
30,164 KB>  File folder
= autorun.inf 1KB Setup Information
. casper 598,092 KB> File folder
dists <29 KB> File folder
install <1,570 KB> File folder
isolinux <596 KB>  File folder
. pics <17 KB> File folder
. pool <9,061 KB> File folder
. preseed <4 KB> File folder
| ubuntu QOKB File

Figure A: Different OS support in Helix in live acquisition

Like DEFT, you can boot from the Helix CD in case of a powered off system. In this case,
you can clone the hard drive to another hard drive and perform the same function of the
hard drive duplicators. Go to Applications | Acquisition and Analysis | Helix pro. In the
opened window, you can duplicate the hard drive or image up to four images either from
the system memory or the system hard drive. Helix can also calculate the images' hash
functions: MD5, SHA1, SHA256, or SHA512, or altogether:

File Edit Help
o &8 4 D
Info | Acquire| Hash Search
& Acquire Device: e scsivisa

A "Ubuntu 9.04"

= Output Type:l RAW and/or Clone I v
D Output Name: [Image Examiner:

. ST T—— Case Number: [ RemNumber [
- Description: | ]
5| 60.0GB /dev/sda ——

3 59.9 GB

=, /dev/sdal

emo Segmentation: | Single File ~ | Read Size: | 64 v
Hash Protocol: ] MD5 & SHA1 & SHA256 1 SHAS512
B Physical: 2.95 GB

| Image to Attached Device v] [ setect... | |:| D
| Image to Attached Device | [ setect... | |Z| D
| image to Attached Device ~] | setect.. | |Z| D
| image to Attached Device ~| [serece | [-][]

Booting from the Helix IR CD
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Live imaging of a hard drive

In case of a live system, you will need to do the following;:

¢ Image the volatile data, such as system memory first as discussed earlier
e Power the system down

¢ Disconnect the hard drive

¢ Image the hard drive separately

However, in some situations, you will also need to image the hard drive without switching
the system off. An example is in case the system is a server that is hosting a critical service
that cannot be taken down, or there is an encryption present in the system, which will be
reactivated if the system is powered off. This is why live acquisition is the preferred choice
all the time.

FTK imager in live hard drive acquisition

In this section, we will use the FTK imager in imaging the hard drive of the live target
machine. We will use the FTK image lite
(http://accessdata.com/product-download/digital-forensics/ftk-imager—-1i
te-version-3.1.1), which doesn't require any installation, to leave least traces in the live
system. Navigate to File | Create Disk Image.

From the pop-up window, select one of the following source evidence types:

¢ Physical disk: This is the whole hard drive, starting from the MBR to the last
sector of the hard drive

e Logical disk: This is one partition from the hard drive.

¢ Image file: This is if you need to convert an image from one format to another,
that is, from the EQ1 format to a raw format
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In our case, we will select the whole physical hard drive. You now need to select the source
hard drive, and make sure that you select the right hard drive of the target machine. After
this, you will have the option of selecting the type of image that you want. The three most
important options are as follows:

e Raw image format: This is simply a bit-to-bit copy of the hard drive without
leaving or adding any single bit. This image format is usually accompanied by a
separate file, containing meta information about the image file.

e E01: This is the EnCase evidence file. It contains information that is related to the
acquisition process, such as the investigator name, the timestamp, and the typed
notes during the acquisition. It calculates the checksum for every 32 KB of data,
and at the end of the image file, it adds the MD5 hash for the whole bit stream.

e AFF: This is the Advanced Forensics Format, and it is used to store disk images
and forensics images' metadata. This is not a proprietary but open format, which
can be used with any tool for analysis and won't exclusively work with a single
tool.

You can still transfer the image from one format to another after the original imaging
process. So, we can always select the raw format and then convert to any other format that
we will need during the analysis phase. You now need to add the destination information,
taking in to consideration that you are working on a live system and have no write
protection enabled. Be careful and select the destination folder in the externally attached
storage or shared folder over the network.

There is an option to divide the image into multifiles. You can provide the size of the single
file. This option will be very helpful in case you don't have enough storage on a single hard
drive and need to divide the image between different hard drives. This will also be useful in
case you have a FAT32 formatted volume that can't handle files more than 4 GB in size.
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Also, you can create more than one image in the same process, which will save some time if
you have a case with more than one investigator working on it.

You may choose to verify the image after its creation by calculating the hash function to the
image and comparing the result to the hash function's result of the hard drive. In case of a
match, the image hasn't been altered. The hash function will be discussed later in this
chapter:

Image Destination Folder

I"HD_Image Browse
| _ Bowse |

Image Filename (Excluding Extension)

Iimage.mw|

Image Fragment Size (ME) 1500
For Raw, E01, and AFF formats: 0 = do not fragment

Compression (0=None, 1=Fastest, ..., 9=5mallest) IE _|:

lze AD Encryption |

< Back I Finish I Cancel Help

FTK—selection of the image destination

FTK Imager images the hard drive bit-to-bit to a single file image. You
can't image the hard drive to another one like you can do with duplicators.
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Imaging over the network with FTK imager

In some situations, you can't connect to the target system with a USB to run your tools and
connect your storage. In this case, you can acquire the system over the network.

What you need to do is connect your machine to the same network with the target system
and make sure the target system can reach your machine using the ping command. From
your machine, verify that enough space is available. Now, create a new folder and share
this folder with suitable read/write privileges.

In our example, the shared folder name is Share and this is located in C: \. The handler's
machine and has been assigned an IP of 192.168.57.128 and the source/target machine is
Windows 7:

1. To test the shared folder availability, run the \\192.168.57.128 command from
the source machine in the Run window shown as follows:

=] Run I&J

v

=) Type the name of a program, folder, document, ar
— Internet resource, and Windows will open it for you.

Open: \192.168.57.128 -

l OK H Cancel H Browse... |

5

Opening the shared folder
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2. An authentication window must pop up. Enter the machine IP, the username,
and the user password:

Enter Network Password
Enter your password to connect to: 192.168.57.128

- [19216857129\forensics |

T —
|D ’ .........l ]
Domain: 192.168.57.128

Rernember rmy credentials

Shared folder authentication

3. If everything went well, you will see a folder named Share. Right-click on this
folder and select Map Network Drive. You can select any drive letter, in our case,
we selected the letter z:

o -

9 %2 Map Network Drive

What network folder would you like to map?

Specify the drive |etter for the connection and the folder that you want to connect to:

Drive: Z. (\\192.16857.128\Share}

Folderr | \\192.168.57.128\Share - ‘ Browse..

Example: \\server\share
Reconnect at logon
Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

Mapping the shared folder
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4. Now from the source machine, run the FTK Lite program, and then open Create
Disk image from File. Follow the same steps and for the location of the image,
browse to the mapped network drive; it may ask you to authenticate again:

| Browse For Folder [ﬁ

Select the destination folder for the memory dump.

Memory Capture Y

Destination path:

| Browse

Destination filename:

& Computer N
> & Windows7_0S (C)
> & DVD RW Drive (D)

| memdump.mem

1

[ Include pagefile » e DATA (E)
| pagefile.sys > @ Lenovo_Recovery (Q:)
= Share (\\192.168.57.128) (Z)

Create AD1 file ™ -
[ - Gl Netwark

| memcapture.adl

Cancel

Folder:  Share (11192.168.57.128) (Z:)

[ Make Mew Folder l [ OK l l Cancel

Saving the image to the shared folder

5. After clicking on the Finish button, you will notice a progress status bar that
represents the already captured data from the overall hard drive size.

On the handler's machine, you will find a file named image . raw, which is created under
the Share shared folder, and you can notice the increase of the file size until it reaches the
maximum size of the target machine's hard drive.

Incident response CDs in live acquisition

As discussed earlier, the incident response CDs come with built-in and easy-to-access tools
to perform different jobs. One of these jobs is the imaging of the hard drive of the live
system, as in the DART tool set and Helix.
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With Helix, if it didn't start automatically in the live system, you can open the program
from the suitable operating system folder (Figure A in the Helix section). The program will
work with the same interface, but in case of working from a live system, you won't be able
to duplicate the hard drive. The clone option won't be available in the list because the hard
drive isn't in a steady state and is constantly changing as a result of the operating system's
actions. A verification process takes place after the imaging process. It calculates the hash of
the resulting image and compares the value to the hash of the bit stream during the imaging
process. If there is a match, it means that there are no errors in the image.

To acquire the image over the network, Helix has a built-in capability to do so with the
same server/client concept. In the destination machine, which is the handler machine, you
need to run the network listener from the same receiver.exe folder:

= Heli:3 Pro Image Receiver @

File Edit
Destination: |:|
Port: (G888
Password: |P@sswird {Optional)

Segmentation: | Single File

IP Address: 1921681107 Stop Listening |

Source Status Speed

Helix network listener
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After providing full information to the listener, start listening to any network connection
requests.

In the source machine, select the destination as the Helix receiver. Then to set up the
connection, enter the listener IP, the same port, and the password if any:

llmage to Attached Device V] Metwork Configuration
o
Select Type...
Image to Attached Device IP Address:  192.168.1.108
Image to Heliua Pro Receiver
Port: |&B88
Password: *******"I
. i
Filename: |Output 1
[ Cancel ] [ Save ] |

After starting the acquisition process, a new connection will start in the listener, and a new
image file can be found at the specified location on the destination machine.

Linux for the imaging of a hard drive

Suppose that you already have a dead system and you need to take the machine's hard
drive out in order to image it. What you need to do first is make sure that you are
connecting the hard drive to your preferred Linux machine via write blocker to prevent any
accidental writing to the hard drive, which could change the evidence and make it
inadmissible.
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The dd tool

In the Linux operating system, there is a built-in tool called dd. The dd tool is considered to
be a forensically sound tool, as it copies blocks of data, regardless of its structure. There are
a lot of suggestions of what dd stands for, but we can say that dd stands for duplicate disk
or duplicate data, and if someone used it in wrong way it can be disk destroyer or delete
data. This tool can convert and copy files and hard drives.

Suppose the suspicious hard drive, which is the source and is connected by a write blocker,
is mounted as /dev/sda and the destination hard drive is mounted as sdb. We have the
following two options:

¢ Image the hard drive to a single file, which is useful in space management,
transferring the image file between different investigators in the same case, and
for case archiving, as mentioned earlier. In this case, you will use the dd tool with
the following using root privileges:

dd conv=sync,noerror bs=64K if=/dev/sda of=/media
/Elements/HD_image/image.dd

From here, we can see the following:

e conv = sync, noerror: This pads the block with nulls to the left if, for some
reason, the block couldn't be read; dd will continue to execute and won't step due
to some error.

e bs: This is each block size of the transferred data. Considering a big block size
may be faster, but choosing the smaller block size is more efficient. Suppose you
select bs to be 4 MB, so if an error occurred in the first sector of 4 MB, it will
ignore all the rest of the block which may cause you some important data loss
during the imaging process.

e if: This is an input file, either a whole hard disk or single partition.
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e of: This is an output file.
* /media/Elements: This is the mount point of the destination hard drive.
e In this case, the cursor will be silent until the imaging ends.

¢ Now, there is a way to see the progress of the imaging process, which will help in
troubleshooting and detecting any problems that occurred during the acquisition,
by pipelining the dd command with the pv as the following:

dd conv=sync, noerror bs=64K if=/dev/sda | pv | dd
of=/media/Elements/HD_image/image.dd

Here, you will see the moving progress bar, which means that the process is still
running the imaged size and the imaging speed:

root@forensics:/home/forensics# dd conv=sync,noerror bs=64K if=/dev/sda | pv |
d of=/media/Elements/HD_image/image.dd

P361MB 0:00:50 [12.5MB/s] [

dd with the progress status

dd over the network

You also can use dd over the network using the nc netcat. To perform this action, on the
destination machine with IP 192.168.57.128, open a listener on port 3333 and pipeline
the received data to dd with the desired location and output file name:

nc -1 -p 3333 | dd of=/media/root/elements/HD_image
/image.raw

Otherwise, you can just direct the output to the desired file:

nc -1 -p 3333 > /media/root/elements/HD_image/image.raw
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You can see this in the following screenshot:

> | rook:~ - 4+ x

File Edit Tabs Help

3 | dd of=/media/root/Elements/HD_image/image.raw

dd over the network using netcat (at destination)
On the target machine, start the dd by pipelining the output to the nc client, as follows:

dd conv=sync,noerror bs=64K if=/dev/sda | pv | nc
192.168.57.128 3333

The output is as follows:

- root@forensics: /home/forensics - ax

root@forensics:/home/forensics# dd conv=sync,noerror bs=64K if=/dev/sda | pv | nc@
192.168.57.128 3333
7.4f'."IB 0:00:13 [2.82MB/s] [ =5 1

dd over the network using netcat (at source)

Duplicate the whole hard drive to another hard drive. In this case, you can use all the
previous steps, but instead of mentioning the destination file path, you need to mention the
hard drive's driver assigned location under /dev.
So,/media/Elements/HD_image/image.dd will be replaced with/dev/sdb in the first
example.

Using the dd tool, you can restore an image to a hard drive. You just need to change the
input file to the image and the output file to the hard drive, such as/dev/sda:

dd if=/media/Elements/HD_image/image.dd of=/dev/sda
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Virtualization in data acquisition

Virtualization offers great benefits to digital forensics science. In virtualization, everything
is a file, including the guest memory and the guest hard drive. What the handler needs to
do is to identify the right file of the source that they need to acquire and copy this file to the
external storage.

The snapshot concept that can be found in most of the virtualization programs offers the
investigator more images of the machine at different times. This can, if acquired and
analyzed, view the timeline behavior of the machine, that is, before and after the malware
infection:

| Windows XP Professional.vmem 03-Oct-10 2:53 AM  VMEM File 524,288 KB
| Windows XP Professional-5napshotl.vmermn 29-5ep-10 8:44 AM  VMEM File 524,288 KB
| Windows XP Professional-5napshot2.vmermn 03-Oct-1011:50 AM  VMEM File 524,288 KB

Windows memory files in the virtual machine

In the previous image, we can see the vmenm files of the VMware program. VMware is one of

the virtualization programs. This image contains the current memory file and two vmenm files
for two snapshots taken on two different dates. The size of the files are all the same because

this is like the memory dump process, it copies the entire machine's memory.
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Evidence integrity (the hash function)

What can we do to prove that the evidence hasn't been altered or changed? This step is very
important to prove in court, if required, that you didn't add, remove, or edit the evidence
during imaging or analysis. Most of the imaging tools come with many hash function
implementations, such as MD5, SHA1, and SHA256. The hash function is a mathematical
implementation, which is an irreversible or one-way function. This means that if you have
input data A and hash function F, you will get F(A) = H. However, it's been proved that
F’(H) I= A, where F is the hash function and F’ is any mathematical function. We can't get A,
the original data, from H, the hash digest.

For example, if we have different strings applied to the same hash function, the hash
function must map each string to different hashes:

Text hash hashes
Forensics Function
Digital
Incident
Handling
Handlin

The hash function
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As shown in the preceding diagram, each text resulted in a different hash after applying all
the texts to the same hash function. Even if the change is a single character, such as
Handling and Handlin in the preceding figure, the output must be very different. If slight
changes in the input bring out slight changes in the hashes, the hash function is considered
less perfect.

Hash collision occurs when two different inputs create the same hash when applied to the
same hash function. So, it is better to use more than one hash function, such as MD5 and
SHA512.

The length of the hash digest doesn't depend on the input length. Whatever the input
length, the hash length will be the same. This is a matter of time and the available
processing power and resources. The following table contains some of the famous hash
functions with their digest length:

Hash algorithm | Digest length
MD5 128 bit
SHA-1 160 bit
SHA-256 256 bit
SHA-512 512 bit

The hash length for different hash algorithms
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With FTK Imager, you can select and image to verify them after they are created. This will
run the created image against various hash functions and compare the results with the
digests created during the imaging process of the source. This will create a small report
showing the digest values and whether this is a match or not:

—Image Source

| V1. \PHYSICALDRIVED

Starting Evidence Mumber: | 1
—Image Destination(s)

Add... Edit... | | Remove l

I¥ verify images after they are areated | [~ precalaiate Progrese Statistics
[T Create directory listings of all files in the image after they are created

Skart | Cancel |

The hash verification in FTK Imager

You can prove that you didn't alter the evidence by writing the digest of the received
evidence in the chain of custody records.

In the Linux operating system, there is a built-in function called md5sum
where you can apply your image to it, and it will calculate the MD5 hash
for you.
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It is worth mentioning that the content of the file is the only factor that affects the hash
function, neither the metadata nor the filename affect the hash digest.

During live disk acquisition, the imaging is running in a specific point of time. No integrity
can be preserved in the original disk as the operating system uses it and changes it all the
time. However, the evidence integrity can be preserved starting from the first created image
of the system disk.

Disk wiping in Linux

The investigator can't use the same hard drive for two different hard drives if they are using
the duplication way to image the hard drive. This could overlap different files from
different cases and will result in unreliable and untrue findings. After completing work on

the duplicate hard drive, you must wipe it and prepare it for another case or hard drive.
Don't wait until another case is assigned to you; wiping takes a long time.

This process is equivalent to the imaging process but the source file is a file full of zeros. In
the Linux operating system there is a /dev/zero file. You need to use this file as your input
file to the dd tool, and your output file will be the hard drive that needs to be wiped.
Another file that can be used in this process as well is/dev/null:

dd if=/dev/zero of=/dev/sda bs=2K conv=noerror,sync

Summary

In this chapter, we covered some IRCDs and discussed the live acquisition using IRCDs and
FTK Imager and imaging over the network using IRCDs and the dd tool. We also viewed
how to preserve evidence integrity and how to wipe a disk for forensic usage.

In the next chapter, we will discuss how to create a timeline of the system activities and
why it is important from a digital forensics prospective.
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In this chapter, we will look at timeline analysis. We will learn a few different approaches to
perform a timeline analysis with The Sleuth Kit and Plaso Framework. We will also cover
some theoretical issues that are specific to some filesystems and how they work with file
time-related attributions. Also, we will demonstrate how we can use Plaso in practice.

In a nutshell, we will cover the following topics:

e Timeline

¢ The Sleuth Kit (TSK)
¢ Plaso architecture

e Plaso in practice

Timeline introduction

One question, which is very prominent in forensics is, “When?”

In other words, time is a very important factor at which analytics is based in the process of
forensics. There are many artifacts that we use in an investigation which have temporal
characteristics. These characteristics allow us to build the whole picture of an incident.

Moreover, timeline analysis could help when we analyze different types of evidence.
Timeline analysis may be built on the base of any source that has timestamps. This could be
the metadata of the filesystem, registry, event log files, log files of applications, memory,
network traffic, and so on.



Timeline

Certainly, the timeline is one of the most useful techniques that is applied in digital
forensics. However, this is based on the analysis of particular artifacts, so it is very
important to understand how to analyze the artifacts that are suppliers of timeline events.

Despite the apparent simplicity of the idea underlying the timeline, in practice, it is not so
easy. One of the difficulties is the large amount of data that has to be analyzed. The issue
with a running system is that there are a few users and many system services, which
produce a lot of events. We need to filter out such activities from normal users.

The idea of a timeline is not very new. It has been around since the year 2000, when Rob Lee
and some other forensic people started applying it in digital forensics. Originally,
filesystems served as a source of data for the timeline. We will consider the NTFS filesystem
as the most prevalent filesystem in our review.

The timeline of the NTFS filesystem is based on the timestamps in some attributes of the
filesystem objects.

Every object of the filesystem has the following timestamps:

M: This is the date of data modification
A: This is the date of data access

C: This is the date of metadata change
B: This is the date of metadata creation

Based on the analysis of this data, we can determinate when a file was created, copied,
moved, and so on. The NTES filesystem uses FILETIME as its time format in UTC. UTC is
Coordinated Universal Time. FILETIME contains a 64-bit value representing the number of
100-nanosecond intervals since January 1, 1601 (UTC). MS Windows also uses other time
formats. They are the UNIX time format, DOS Date format, and SYSTEMTIME format.

Also, we should highlight some cases when the file is moved across different filesystems,
for example, a file is copied to a USB key. In most cases, USB uses the FAT32 filesystem, so
files on the FAT32 system have different attributes, and timestamps are on the NTES and
FAT32 filesystems.
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Let's consider case when a file is created on the NTFS filesystem and then is copied to USB
with the FAT32 filesystem. In this case, the modification date remains unchanged, but the C
date on the USB drive changes and will fit to the date of file creation on the USB. Microsoft
has an explanation on how attributes are changed in different situations at http: //suppor
t.microsoft.com/kb/299648. The following are the file properties with regards to the
date and time stamps:

In the case that a file is copied from C:\fatfolder to
C:\fatfolder\subfolder, it keeps the same date and time of modification but
changes the date and time of creation to the current date and time

In the case that a file is moved from C:\fatfolder to
C:\fatfolder\subfolder, it keeps the same date and time of modification and
keeps the same date and time of creation

In the case that a file is copied from C:\fatfolder to D: \NTFSfolder, it keeps
the same date and time of modification but changes the date and time of creation
to the current date and time

In the case that a file is moved from C:\fat folder to D: \NTFSfolder, it keeps
the same date and time of modification and keeps the same date and time of
creation

In the case that a file is copied from D: \NTFSfolder to
D:\NTFSfolder\SUBfolder, it keeps the same date and time of modification
but changes the date and time of creation to the current date and time

In the case that a file is moved from D: \NTFSfolder to
D:\NTFSfolder\SUBfolder, it keeps the same date and time of modification
and keeps the same date and time of creation

In all cases, the date and time of modification of a file does not change unless a property of
the file has changed. The date and time of creation of the file changes, depending on
whether the file was copied or moved.

The following are the folder properties with regards to the date and time stamps:

In the case that two new folders on an NTFS partition called D: \NTFSfolderl
and D: \NTFSfolder2 are created, both the date and time of creation and
modification are the same
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e In the case that the D: \NTFSfolder2 folder is moved into the D: \NTFSfolderl
folder, creating D: \NTFSfolder1\NTFSfolder2, then the following occurs:
e D:\NTFSfolderl: This is when the created folder is the same and
the modified stamp changes.
e D:\NTFSfolderl1\NTFSfolder2: Thisis when both the created
folder changes and the modified folder stay the same.

This behavior occurs because even though you moved the folder, a
new folder is seen as being created within the D: \NTFSfolderl

folder by the Master File Table (MFT).

e In the case that the D: \NTFSfolder2 folder is copied into the D: \NTFSfolderl
folder, creating the D: \NTFSfolder1\NTFSfolder2 folder, and the

D:\NTFSfolder2 folder still exists (after having copied it):
e D:\NTFSfolderl: This is when the created folder is the same and

the modified folder time and date stamp changes.

e D:\NTFSfolder2: This is when no changes occur because it is the
original folder.

e D:\NTFSfolder1\NTFSfolder2: This is when both the created
folder and the modified folder change to the same stamp, which is
that of the time of the move.

This behavior occurs because even though you copied the folder,
the new folder is seen as being created by the MFT and is given a
new created and modified time stamp.

The FAT filesystem has different behavior with regards to the modified time stamp. On a
FAT filesystem, the modified date of a folder does not change if the contents of the folder
change. For example,if D: \FATfolder2 is copied or moved into D: \FATfolder1, the
created date and modified date of D: \FATfolder1 remain unchanged. The following table
reflects the changes of attributes in accordance with operations on the file:

Operations Attribute
Renaming ..C.
Displacement inside a volume | ..C.

Displacement between volumes | . AC.

Copying .ACB

Access .AC.

[76]




Timeline

Modification M.C.
Creation MACB
Deletion

When we talk about a moving action, we mean moving of the file with
Windows Explorer and the cut and paste procedure, not the move
command in the command line.

One more thing what we want to mention is that some investigators make the mistake of
assuming that disabling the last accessed time will stop any updates to the file's last access
time (default on Vista+). This is incorrect. The last accessed time will be changed in the case
of the copy or move commands; it remains unchanged only if the files are opening.

Also, the moving of a file by cutting and pasting in Windows Explorer in the border of the
filesystem doesn't change the creation time. However, it will be changed if a file is moved
on the command line with the move command.

The Sleuth Kit

Let's considers the stages of the creation of a timeline for a filesystem.
The first step for creation of the timeline is building of body file.
There are three types of data to collect:

e Existing on filesystem files, which we could list with the dir or 1s command.

e Deleted files, which are deleted but structures of them still exist. This allows for
recovering the full path and other attributes of the file. However, this depends on
the filesystem, as not all filesystems allow this.

¢ Unallocated inodes ($Orphan files), which are file structures which do not exist
anymore.

To build a bodyfile, we will use the f£1s tool from TSK. The f1s tool allows interacting with
a forensics image as with the filesystem and extracting timeline data from the filesystem
level.

[771



Timeline

This gets the value of the inode directory, processes its content, and displays the names of
files in the directory (including deleted files). If the value of inode is not present, it will
display the content of the root directory:

Terminal S 16:26:39 X forensics 1l

forensics@ubuntu: ~

forensics@ubuntu:~$ fls
Missing image name
usage: fls [-adDFlpruvVv] [-f fstype] [-1 imgtype] [-b dev_sector_size] [-m dir/] [-o imgoffset] [-z ZONE] [-s se
conds] image [images] [inode]
If [inode] is not given, the reoot directery is used
: Display "." and " entries
: Display deleted entr only
: Display only directories
: Display only files
: Display long version (like 1ls -1)
-i imgtype: Format of image file (use '-i list' for supported types)
-b dev_sector_size: The size (in bytes) of the device sectors
-f fstype: File system type (use '-f list' for supported types)
-m: Display output in mactime input format with
dir/ as the actual mount point of the image
-0 imgoffset: Offset into image file (in sectors)
-p: Display full path for each file
-r: Recurse on directory entries
-u: Display undeleted entries only
-v: verbose output to stderr
-V: Print version
-z: Time zone of original machine (i.e. ESTSEDT or GMT) (only useful with -1)
-s seconds: Time skew of original machine (in seconds) (only useful with -1 & -m)
forensics@ubuntu:~$ I
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In our case, one of the most important options is —m, which allows output in a format for use
with the mactime tool:

Terminal < W) 16:25:44 X forensics 1%

@™ forensics@ubuntu: ~

forensics@ubuntu:~$ mactime
mactime [-b body_file] [-p password_file] [-g group_file] [-1 day|hour idx_file] [-d] [-h] [-V] [-v] [-z TIME_ZO
NE] [DATE]
specifies the body file location, else STDIN is used
Output in comma delimited format
: Display a header with session information
[day | hour] file: Specifies the index file with a summary of results
: Dates are displayed in ISO 8681 format
: Dates have month as number instead of word (does not work with -y)
ecify the timezone the data came from (in the local system format) (does not work with -y)
ecifies the group file location, else GIDs are used
pecifies the password file location, else UIDs are used
-V: Prints the version to STDOUT
[DATE]: starting date (yyyy-mm-dd) or range (yyyy-mm-dd..yyyy-mm-dd)
forensics@ubuntu:~%

So if you have an image . dd and you want to create a timeline, you should enter the
following three commands:

mmls image.dd

fls -m -0 <offset of fs partition> -r images.dd >
body. txt

mactime -b body.txt -z TZ > timeline.txt
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Super timeline — Plaso

The filesystem is not the only source of data that contains timestamps of events in the
system. When computers work, even when users do not do anything, a lot of events occur
in the system. For example, Windows XP creates a System Restore Point every 24 hours,
runs disk defragmentation every three days so that sectors of deleted files will be rewritten.
Windows 7 has a Volume Shadow Copy mechanism, which also creates backup files and so
on. All these actions occur automatically without any user activity. So, even in idle mode,
Windows has a lot of events. In the case that the system has active users, we would see
many more events. The information about these events will reflect in different places: in the
registry, event log files, log files of applications, browser history, and so on.

If we could use all of these sources in the timeline, we could make a whole picture of what
happened in the system and link different events in logical chain. This approach is called
Super Timeline.

To build a super timeline from different sources separately and then merge results could be
a complicated and longtime process. However, thanks to cool tools, such as the Plaso
framework, this task became much easier.

Kristinn Gudjonsson created thelog2timeline tool, which allows the creation of a super
timeline in an automatic way. Originally, it was written in Perl, but later rewritten in
Python. The Python version is now called Plaso. It has a lot of features and flexible
architecture. It allows the addition of new parsers and plugins to process new types of data.

Plaso architecture

Let's take a look at Plaso architecture. Plaso has a few core components which perform
independent roles:

e Preprocessing
e Collection

e Worker

e Storage

Let's look at them in more detail.
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Preprocessing

At this stage, some preprocessing tasks should be done prior to all other processing. For
example, before mounting the image and determining which OS is installed on the disk,
collect some information which will be used in the next stage.

The preprocessing process should collect the following:

e The version of the OS
The hostname

e Time zone information

Default applications, such as the default browser, and so on
¢ Enumerate all users and their paths

Collection

In the collection stage, the process goes over the image, directory, or mount point, and finds
all the files that the tool can process.

The collection could be divided into three different scenarios:

e In the simplest case, the collection process recursively goes through either a
mount point or an image file and collects every file discovered.

¢ During the recursive scan, if VSS are to be parsed, a hash is calculated, based on
the four timestamps of every file. During the collection phase, from the VSS
image, the hash value is compared to already existing hashes for that file. If the
file has not previously been collected, it is included; otherwise, it is skipped.

e In the case of a targeted collection, a set of file paths is defined and only the files
that fit that pattern are collected.

Worker

The worker is the main part of Plaso. The worker should be monitoring the process queue,
and process each file that gets in there. During processing files, the worker will perform the
following actions:

¢ Determining the type of file
¢ Determining which parsers should be applied to it
e Parsing the file and extract all events from it
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e Applying some defined filters to the file
¢ Sending extracted events to the storage queue

e Determining if this file contains other files within it that can be
processed/extracted, and process them as well

Storage

In the storage stage, events from the storage queue are written to a disk.
Now, let's consider the main tools from the Plaso framework:

¢ log2timeline: This is the main command line frontend to the Plaso backend. This
is the tool that can be used to extract events from an image, mount point, or a file,
and save it in a Plaso storage file for future processing and analysis.

e Pinfo: This tool allows the extraction of the information, which is contained in the
Plaso storage. It is simple tool, which prints out information from the storage file.

e pprof: This is small tool, which could be useful for developers and those that are
interested in trying to optimize certain parsers.

e preg: This tool provides a different frontend to the registry parser. It parses an
image or a registry hive and provides the user with a console or shell to work
with the registry.

e pshell: This is an iPython console to the Plaso backend. This shell provides the
user with access to all the libraries of Plaso and provides an access to more
advanced analysis of the output, debugging, and experimentation.

e psort:The storage format of Plaso is not a human-readable format and psort
allows the convertion of it to a more convenient form. It is used as a
postprocessing tool to filter, sort, and process the Plaso storage file.

Plaso in practice

Let's take a look how we can use Plaso in practice.

Let's assume that we have an image of the hard drive from the infected PC, and now we
need to investigate this case to figure out how the infection occurred.
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First, we need observe the image and determine partitions, which we need to analyze. To
do this, we need to use the mmls tool from TSK.

Then, we can build bodyfile with log2timeline:

forensics@forensics:~/timeline$ mmls /mnt/hgfs/evidence/image.dd
DOS Partition Table

O0ffset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description
0000000000 0000000000 0000000001 Primary Table (#0)

0000000000 0000002047 0000002048 Unallocated
0000206847 0000204800 NTFS (0x07)
0016775167 0016568320 NTFS (0x07)
: 00167772 0000002048 Unallocated
forensics@forensics:~/timeline$ log2timeline.py -p --parsers win7 -z UTC -o 206848 timeline.body
/mnt/hgfs/evidence/image.dd}}

Now, we will use a dynamic format for output. The dynamic output format allows the
setting of filtering rules as SQL-SELECT-like requests. We will build our rules based on the
following attributes of events:

Attribute Description

Date This is the date of the event

Time This is the time of the event

Timezone This is the time zone of the event

Source This is the source of the event (FILE,REG, ...)

Message, Description | This is the description of the event

User This is the user associated to the event

Host This is the ID of the computer associated to the event

inode This is the ID of the file inside the filesystem

Filename This is the name of the file linked to the event

Macb This is the MACB timestamp notation

Timestamp_desc This is the description of the timestamp (LastWritten,...)
Parser This is the Module that collects and processes data

(WinRegistryParser, ...)
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When we browse a list of executed files, we found a file with a suspicious name,
ZkPECED.exe. We could use it now as a pivotal point of a timeline investigation.

So, we can filter all files, which contain the ZkPECED string in the name of the file.

The following figure displays the results of searching for events associated with files
containing the zZkPECED keyword in their name, from which it is clear that on April 8, 2014,
at 12:39:08 UTC (16:39:08 UTC+4), two files named zkPECED. tmp and ZkPECED.exe were
created in\Users\Alina\AppData\Local\Temp directory:

forensics@forensics:~/timeline$ psort.py -q -0 dynamic timeline.body "select date, time, timezone,mach, filename, inode
where parser is 'PfileStatParser' and filename contains 'ZkPECED'"

date, time, timezone,macb, filename, inode

2014-04-08,12:39: B, /Users/Alina/AppData/Local/Temp/ZkPECED. tmp, 45415

2014-04-08,12: ) . ., /Users/Alina/AppData/Local/Temp/ZkPECED. tmp, 45415
2014-04-08,12: . , .,/UsersiAllna/AppDataiLocal/TempiZLPECED.tmp,45415
2014-04-08,12: . . ., /Users/Alina/AppData/Local/Temp/ZkPECED. tmp, 45415
2014-04-08,12: ) . ,/Users/Alina/AppData/Local /Temp/ZkPECED.exe, 47418
2014-04-08,12: . . ., /Users/Alina/AppData/Local/Temp/ZkPECED.exe, 47418

2014-04-08,12: . . ., /Users/Alina/AppData/Local/Temp/ZkPECED.exe, 47418
2014-04-08,12: ) . ., /Users/Alina/AppData/Local/Temp/ZkPECED.exe, 47418
2014-04-08,12: . . /Windows/Prefetch/ZKPECED. EXE-9AAFDBBS.pf, 47951
2014-04-08 : /Windows/Prefetch/ZKPECED. EXE-9AAFDBBS.pf, 47951
2014-04-08,12: ,...B,/Windows/Prefetch/ZKPECED. EXE-9AAFDBB8.pf, 47951
2014-04-08,12: . .C.,/Windows/Prefetch/ZKPECED. EXE-9AAFDBBS.pf, 47951
[INFO] Output proc9551ng is done

forensics@forensics:~/timeline$

Using the -—sliceDateTime and--slice_sizeMinutes parameters and the psort.py
utility, we can restrict the sample data from the file storage (t imeline.body) to events that
occurred in the time range [DateTime-Minutes, DateTime + Minutes].

As we do not know where the ZkPECED . exe file executable came from, we perform a
search for all executables created or modified within 10 minutes of 12:39:08 UTC:

forensics@forensics:~/timeline$ psort.py -q -o dynamic --slice "2014-04-08 12:39:08" --slice_size 10 timeline.body
"select date, time, timezone,macb,inode, filename where parser is 'PfileStatParser'" | grep -iE "\.exe$"

[WARNING] You are trying to use both a "slice" and a date filter, the end results might not be what you want it to
be... a small delay is introduced to allow you to read this message

’0W4 04-08,1 49,UTC, ..C.,46912, /systemhost/24FC2AE3CB0. exe

2014-04-08,12: LuTC B, 47418, /Users/Alina/AppData/Local/Temp/ZkPECED.

2014-04-08,12: LuTC 47418, /Users/Alina/AppData/Local/Temp/ZkPECED.

2014-04-08,12: LuTC 47418, /Users/Alina/AppData/Local/Temp/ZkPECED.

2014-04-08,12: LUTC .. 47418, /Users/Alina/AppData/Local /Temp/ZkPECED.

[INFO] Output processing is done.

forensics@forensics:~/timeline$
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Note that just before the appearance of the ZkPECED . exe file, the metadata of a file in the
systemhost directory with the suspicious name 24FC2AE3CBO . exe (inode 46912) changed
(meaning that the file was renamed or moved locally), although its other timestamps
(creation, last modified, and last accessed) refer back to 2010:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone,mach,inode, filename
where parser is 'PfileStatParser’' and inode==46912"
date, time, timezone,mach, inode, filename
2 110,UTC, .A..,46912, /systemhos t/24FC2AE3CBO.
B, 46912, /systemhost/24FC2AE3CBO.

2010-11-2

29:10,UTC,M. .., 46912, /systemhost/24FC2AE3CBO.

:31:49,UTC, . .C., 46912, /systemhos t/24FC2AE3CBO.
[INFO] Output processing is done.
forensics@forensics:~/timeline$ ||

Using the istat utility in TSK suite, we obtain information about the attributes of the
24FC2AE3CBO . exe file (inode 46912):

forensics@forensics:~/timeline$ istat -o 206848 /mnt/hgfs/evidence/image.dd 46912
MFT Entry Header Values:

Entry: 46912 Sequence: 3

$LogFile Sequence Number: 138242553

Allocated File

Links: 2

$STANDARD_INFORMATION Attribute Values:

Flags: Archive

Owner ID: 0

Security ID: 767 (S-1-5-21-3144881766-2721458579-604590793-1000)
Last User Journal Update Sequence Number: 23530968

Created: 2010-11-20 16 :08 (EST)

File Modified: 2010-11-20 16:29:08 (EST)

MFT Modified: 2014-04-08 08:31:44 (EDT)

Accessed: 2010-11-20 16:29:08 (EST)

$FILE_NAME Attribute Values:

Flags: Archive

Name: 24FC2AE3CBO.exe

Parent MFT Entry: 48072 Sequence:
Allocated Size: 0 Actual Size: 0
Created: 2014-04-08 08:31:44 (EDT)

File Modified: 2014-04-08 08:31:44 (EDT)
MFT Modified: 2014-04-08 08:31:44 (EDT)
Accessed: 2014-04-08 08:31:44 (EDT)

Attributes:

$STANDARD_INFORMATION (16-0) Name: N/A Resident size:

$FILE_I E (48-3) Name: N/A Resident size: 90

$FILE_NAME (48-2) Name: N/A Resident size: 96
y $DATA (128-4) Name: N/A Non-Resident size: 411648 411648
1850979 1850980 1850981 1850982 1850983 1850984 1850985 1850986
1850987 1850988 1850989 1850990 1850991 1850992 1850993 1850994
1850995 1850996 1850997 1850998 1850999 1851000 1851001 1851002
1851003 1851004 1851005 1851006 1851007 1851008 1851009 1851010
1851011 1851012 1851013 1851014 1851015 1851016 1851017 1851018
1851019 1851020 1851021 1851022 1851023 1851024 1851025 1851026
1851027 1851028 1851029 1851030 1851031 1851032 1851033 1851034
1851035 1851036 1851037 1851038 1851039 1851040 1851041 1851042
1851043 1851044 1851045 1851046 1851047 1851048 1851049 1851050
1851051 1851052 1851053 1851054 1851055 1851056 1851057 1851058
1851059 1851060 1851061 1851062 1851063 1851064 1851065 1851066
1851067 1851068 1851069 1851070 1851071 1851072 1851073 1851074
1851075 1851076 1851077 1851078 1851079
forensics@forensics:~/timeline$ |
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The preceding screenshot shows that the timestamps contained in the
$STANDARD_INFORMATION and$FILENAME attributes do not match, which probably
indicates that the timestamps of the24FC2AE3CBO . exe file (inode 46912) were changed
manually.

Hence, it can be assumed that the 24FC2AE3CBO0 . exe file (inode 46912) was created on
April 8 at 12:31:44 UTC (16:31:44 UTC+4), and that its timestamps (created, last modified,
and last accessed) were changed “manually”, which is one of the signs of malware.

Analyzing the results

Analysis of the results of the WinRegistryParser processing module establishes that links to
both suspicious executable files are stored in the Windows registry keys that are responsible
for auto-running programs at system startup:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date,time, timezone, type,description where parser is 'WinRegistryParser' and
description contains 'ZKPECED'"

date, time, timezone, type,description

2014-04-08,12:45:00,UTC, Last Written, [\Sof tware\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run] kl: [REG_SZ] c:\Users\Alina\AppData\lLocal\Temp\Zk
PECED. exe

[INFO] Output processing is done.

forensics@forensics:~/timeline$ psort py -q -o dynamic timeline.body “"select date, time, timezone, type,description where parser is 'WinRegistryParser' and
descrlptlon contains '24FC2AE3CBO
date, time, timezone, type,description
B 44,UTC,Last Written, [\Software\Microsoft\Windows\CurrentVersion\Run] YI9B2FOF6EXGTY1ZLMA: C:\systemhost\24FC2AE3CBO.exe
[INFO] Output processing is done.
forensics@forensics:~/timelines

The screenshot also shows the time of the last modification of each of the registry keys.

As the source of the 24FC2AE3CBO . exe file is also unknown, we perform a search for files
created before 12:31:49 UTC, excluding files with safe extensions from the search results:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body “select date, time, timezone,macb,inode, filename where parser is 'PfileStatParser’ and B

date < '2014-04-08 2:00' and date > '2014-04-08 12:29:08' and timestamp_desc == 'crtime'" | grep -ivE "\.(jpglpng|txt|css|xml|giflevtx)$"ll i
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The result of this command will be as follows:

2014-04-08, 24, »e.B, 67, /Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache/6.0/11/7d088b-2be562b3. idx
2014-04-08,12: pL . 68, /Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache/6.0/11/7d088b-2be562b3
2014-04-08,12:31:25, . ./Users/Alina/AppData/Local/Microsof t/Windows/Temporary Internet Files/Content.IES/TBOB4ALG/Capture[1]
H ,/Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/TBOB4ALG/CA6Z8V1C.H
. /Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/1THZQXYD/events;sz=300x250;page=front|

,/Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/1BY86Z0W/events;sz=300x70;page=front;

/Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache/6.0/lastAccessed
/Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/1BY86Z0W/events;sz=300x70;page=front;

./Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES5/1BY86Z0W/events;sz=300x70;page=front;
/Users/Alina/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/TBOB4ALG/chartbeat[2].]s

7 , Mindows /Prefetch/JP2LAUNCHER. EXE-DFC71DBB. pf
,/Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache
. . /Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache .
’014 04-08, B . ,/Users/Alina/AppData/Lo achw/Sun/Java/Deployment/cache/u 0/35/1ed2 cu 23-6.0.1ap
2014-04-08,12:31:46, . , Mindows /Prefetch/1DS! FD.EXE-D783D579.pf
2014-04-08,12:31:49, .47964, /systemhos t/946CA974 64
2014-04-08,12:31:49, »...B,48079, /Windows /Prefetch/24FC2AE3CBO. EXE-DC17388D . pf

The screenshot shows that, a few seconds before the appearance of the 24FC2AE3CBO0. exe
file, the jp2launcher.exe file process has been started. It starts the Java virtual machine
for Java applets and . jnlp files. So after this, two Java. idx files named
7d088b—-2be562b3. idx (inode 48067) and 57ebc62f-6dfa622f.idx (inode 48074) were
created.

The results of the JavaIDxParser processing module gives us some information about
objects loaded in the Java virtual machine:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone,description, filename where parser is 'JavalDXParser' and
date < '2014-04-08 :32:00' and date > '2014-04-08 12:29:08'"

date, time, timezone, description, filename

2014-04-08,12:31:22,UTC, IDX Version: Host IP address: (85.17.137.151) Download URL: http://finansial.gov/utisl.jar,/Users/Alina/AppData/Locallow/Sun/

Java/Deployment/cache/6.0/11/7d088b-2be562b3.idx

2014-04-08, 1:31,UTC, IDX Version: 605 Host IP address: (85.17.137.151) Download URL: http://w282d1wb.athleticsdrycleaner.pw/f/1389931620/406711452.
/User5/Allna/AppData/LocalLow/Sun/Java/Deployment/cache/b 0/47/57ebc62f-6dfa622f.idx

[INFO] Output processing is done.

forensics@forensics:~/timelines [

The information displayed in the screenshot shows that a Java archive named utisl. jar
was downloaded from the URL http://finansial.gov (IP 85.17.137.151), and an
unknown object named 2 was downloaded from the URLhttp://w282dlwb.athleticsd
rycleaner.pw/£/1389931620/4067114524/.

The utisl.jar Java archive is saved in the
/Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache/6.0/11/7d088b-2

be562Db3 file (inode 48068), and the unknown object named 2
in/Users/Alina/AppData/Locallow/Sun/Java/Deployment/cache/6.0/47/57ebc6
2f-6dfa622f (inode 48075).
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With the help of the icat utility in The Sleuth Kit suite, we can obtain the contents of both
Java IDX files, from which we extract the size of the objects that were downloaded by the

Java virtual machine:

forensics@forensics:~/timeline$ icat -o 206848
00000000 00 00 00 00 02 5d 00 00 00 36 e4 00
00000010 6 00
00000020 00
00
00
Oa
00
00
00
61
2 00
31
54
63
31
66
72 2
47
65
61
65
00
2f
00
2d
70
61 Z
00
ce
ad
25 2
f2
00

00000070
00000080
00000090
000000a0
000000b0
000000c0O
000000d0
000000e0
00000010
00000100
00000110
00000120

00000170
00000180
00000190
000001a0
000001b0
000001c0O
000001d0
000001e0
000001f0
00000200
00000210
0000021f
forensics@forensics:~/timeline$ [

/mnt/hgfs/evidence/imag
00 01 44
00 00
00 00
00 00
00 00
52 4a
00 00
00 00
6e 61
6c 2e 6
33 37 2
6c 3e
20 4f
67 74
2d 6d
30 35 2
32 3a
74 2d
69 6f 6
00 04
41 70
2 32 20
70 61
2 75 be
71 75
70 65
78 2d 6
08 00
d1 od
2 2e 4a
98 2b
25 96
00 00
0d Oa

e.dd 48067 | hexdump -vC
..6....D.]
|V. S

. |
....http://finan|
sial.gov/utisl.j]|
ar....85.17.137.
- |
CHTTP/1.1 200 OK
.content-length|
.14052. . last-mo|
|dified. .Wed, 05
[Mar 2014 08:22:5|
|6 GMT..content-t
| ype. .application]|
| /java-archive. .d|
|ate..Tue, 08 Apr|
| 2014 12:31:22 G|
|MT..server..Apac|
|he/2.2.22 (Ubunt]|
|u)..deploy-reque|
| st-content-type.
| .application/x-j|
| ava-archive |
M..LK-...K]|
RO.3..r.JM|
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The output presented in the screenshot indicates that the utisl. jar file
(«7d088b-2be562b3») is 14,052 bytes in size:

forensics@forensics:~/timeline$ icat -o 206848 fmnt!hgfsiev1dence!1mage dd 48074 | hexdump -vC
00 02 5d 00 00 06 44 91
fd 00 00 00 00 00 00
2 00 00 00 fd 00 00 00
00000030 00 00 01 45 41 52 6 00 00
00000040 00 00 00 00 00 00 00
00000050 00 00 00 00 00 2 69 5a
00000060 00 00 00 00 00 00 |..
00000070 00 00 00 00 00 00 |.
[

|
00000080 00 68 74 70 3a 2f 2 2 2 64 ttp://w282d|

00000090 31 62 2e 61 68 6C 65 69 63 6 2 79 |1wb athleticsdry|
000000a0 63 6c 65 61 6e 65 72 2e 70 2f 66 2 38 |cleaner.pw/f/138|
000000b0 39 36 32 30 2f 34 36 35 ]9931620/40671145]|
000000cO0 32 p 2 00 00 od 38 p z 33 |24/2....85.17.13]

000000d0 37 2 31 00 00 05

000000e0 3e 54 50 2f 31 2 2 2 2 |>..HTTP/1.1 200 |
4f 63 6f 6e 74 65 2d 6Cc 65 6e 6 |OK. .content-leng|
74 6 5 34 31 36 34 6c € | th..411648. .last
2d 6d 6T 64 69 66 69 65 64 65 64 2c 2 | -modified. .Wed,

2 30 2 61 72 20 32 30 2 2 |05 Mar 2014 11:2|
00000130 34 20 4d 54 00 64 6 6 |4:47 GMT. .date..
00000140 54 65 2c 20 38 20 41 2 2 2 | Tue, 08 Apr 2014]|
00000150 2 2 33 3a 33 31 2 5 | 1 1:31 GMT. .s
00000160 6 b 65 72 16 41 70 61 63 68 65 2 2 2 . .Apache/2.
00000170 . 2 32 20 28 55 62 75 6 . 2. (Ubuntu) |
0000017d
forensics@forensics:~/timeline$ [l

The output presented in the figures indicates that the object 2 (57ebc62f-6dfa622f£) is
411,648 bytes.

This is because, according to the output of the istat and icat utilities, the size and
contents of the /systemhost/24FC2AE3CB0 . exe (inode 46912) and
/Users/Alina/AppData/LocalLow/Sun/Java/
Deployment/cache/6.0/47/57ebc62f-6dfa622f (inode 48075) files match:

forensics@forensics:~/timeline$ icat -o 206848 /mnt/hgfs/evidence/image.dd 48075 | mdSsum
1f1365b223e20aa69549b35409a7701f -
forensics@forensics:~/timeline$ icat -o 206848 /mnt/hgfs/evidence/image.dd 46912 | mdSsum

1f1365b223e20a3a69549b35409a7701f -
forensics@forensics:~/timeline$ [
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It can be assumed that on March 13, 2014, a Java applet was downloaded from the

URL http://finansial.gov (IP 85.17.137.151), which, when started, downloaded an
executable file of size 411,648 bytes. The body of the file was saved in the
/systemhost/24FC2AE3CBO. exe file. A link to the specified executable file was added as
the YI9B2FOF6EXG1Y1ZLMA parameter in the
HKCU\Software\Microsoft\CurrentVersion\Run registry key, which is responsible for
auto-running programs when the operating system starts.

The results of the MsiecfParser parser, indicate that while working with Internet Explorer
on April 8, 2014, at 12:31:13 UTGC, the user accessed, perhaps unknowingly, the resource
http://finansial.gov, from which the utisl.jar Java applet was subsequently
downloaded and executed:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone, type,description_short
where parser is 'MsiecfParser'" | grep -i "finansial.gov"

2014-03-05,08:54:13,UTC,Content Modification Time,Location: http://finansial.gov/

2014-04-08,1 1:13,UTC,Last Access Time,Location: http://finansial.

2014-04-08,1 1:14,UTC,Last Checked Time,Location: http://finans
[INFO] Qutput processing is done.
forensics@forensics:~/timeline$ ||

Next, on analyzing the results of the WinEvtxParser processing module, we select from
the Windows security log (Security.evtx) successful authentication events in the system
(Event Id 4624) after the appearance of the Java . idx files on April 8, 2014, at 12:31:13 UTC:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone,description where parser is 'WinEvtxParser' and B
filename contains 'security’ and date > '2014-04-08 12:31:32"' and description contains '[4624'"
date, time, timezone,description
2014-04-08,12:33:28,UTC, [ 4/ 0x00001210] Record Number: 570 Event Level: 0 Source Name i dows -Security-Auditing Computer Nam WS,
-016 String [u'S-1-5-18" WS-016$%" u'WORKGROUP' u'0x00000000000003e7' u'S 18 ! u'NT AUTHORITY u'0x00000000000003e7" u'5)
u'Advapi ' u'Negotiate' None wu'{00000000-0000-0000-0000-000000000000}" wu'-"' u'0x000001f0" wu'C:\\Windows\\System32\\service
s.exe' wu'-' u
2014-04-08,12:33:55,UTC, [4624 / 0x00001210] Record Number: 574 Event Level: 0 Source Name: Microsoft-Windows-Security-Auditing Computer Nam
-016 Strings: [u'S-1-0-0' u'-' u'-" u'0x0000000000000000" wu'S-1-5-18" u'SYSTE u'NT AUTHORITY' u'0x00000000000003e7' u'O" u'-' wu
u'-' u'{00000000-0000-0000-0000-000000000000}" wu'-" wu'-" u'0" u'0x00000004’ ' -t
2014-04-08,12:33:55,UTC, / 0x00001210] Record Number: 576 Event Level: 0 Source Name
-016 Strings: [u'S-1-5-18" I 16$' u'WORKGROUP' u'0x00000000000003e7' u'S-1-5-18" u'SYSTEM' NT AUTHORITY u'0x00000000000003e7" u'5
pi u'Negotiate u' {00000000-0000-0000-0000-000000000000} " u'- u'-" wu'0" wu'0x000001f4" w'C:\\Windows\\System32\\services
' -]
,12:33:55,UTC, [ / 0x00001210] Record Number: 578 Event Level: 0 Source Name: Microsoft-Windows-Security-Auditing Computer Name: ws
ring [u'S-1-5-18" -016$" u'WORKGROUP' u'0x00000000000003e7' u'S-1-5-20" wu'NETWORK SERVICE® u'NT AUTHORITY' u'0x0000000000000)
u'5" u'Advapi ' u'Negotiate' wu'' u'{00000000-0000-0000-0000-000000000000}' wu'-' u'-" u'0" wu'0x000001f4" u'C:\\Windows\\System32\
\services.exe' tout-']
4/ 0x00001210] Record Number: 580 Event Level: 0 Source Name: Microsoft-Windows-Security-Auditing Computer Name:
-016 Strings: [u'S-1-5-18" u'WS-016$%" u'WORKGROUP' u'0x00000000000003e7' u'S-1-5-19" wu'LOCAL SERVICE' u’'NT AUTHORITY' u'0x00000000000003¢]
u'5' u'Advapi ' u'Negotiate' wu'' u'{00000000-0000-0000-0000-000000000000}' wu'-' wu'-' u'0" u'0x000001f4' wu'C:\\Windows\\System32\\s
ervices.exe' tout-']

0x00001210] Record Number: 584 Event Level: 0 Source Name:
-016 String [ -016%" u'WORKGROUP' u'0x00000000000003e7' u’ -5-18" 3 ! U'NT AUTHORITY' u'0x00000000000003e7
' u'Advapi u'Negotiate’ ' u'{00000000-0000-0000-0000-000000000000} * u'0' u'0x000001f4' u' \Windows\\System32\\services
fu

.exe' u'- ="

2014-04-08,12:33:55,UTC, [4624 / 0x00001210] Record Number: 582 Event Level: 0 Source Name: Microsoft-Windows-Security-Auditing Computer Name: ws

-016 String [u's-1-5-18" WS-016%" u'WORKGROUP' u'0x00000000000003e7' u'S-1-5-18" wu'SYSTEM' wu'NT AUTHORITY u'0x00000000000003e7" u'5)

' ' u'Negotiate’ ' u'{00000000-0000-0000-0000-000000000000} * *ou'-' u'0' u'0x000001f4' wu'C: indows\\System32\\services
urot

2014-0 ,12:33:57, / 0x00001210] Record Number: 586 Event Level: 0 Source Name: Microsoft-!

-016 Strings: WS-016$" u'WORKGROUP' u'0x00000000000003e7' u'S-1-5-18" wu'SYSTEM' u'NT AUTHORITY u'0x00000000000003e7"' u'5
' u'Advapi u'{00000000-0000-0000-0000-000000000000}" w'-" w'-"' wu'0' w'0x000001f4" wu' \Windows\\System32\\services
.exe' u'-" u'-'] 3
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To present the result in a more convenient form, we can convert it with the following
commands:

sed -r "s/A([MN\[1+), -+Strings: \[(-HD\]IS/\I\ \2/" |
sed -r "s/\s*u"([""1+) "\s*/\|\1\|/g" |

sed -r "s/\|+/\|/g" |

awk "BEGIN {FS="\\]"; OFS=", "}; {print $1, $7, $8, %6,
$10, $20, $21}-

You can see them in the following screenshot:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone,description where parser is 'WinEvtxParser' al®
nd filename contains 'security' and date > '2014-04-08 12:31:32' and description contains '[4624'" 2> /dev/null | sed
gs: \[(.#)\VI$/\IN 27" | sed -r Us/vs*ut([A1+)\s*/A|VIN|/g" | sed -r "s/\|+/\|/g" | awk 'BEGIN {FS="\\|"; OFS=",
. $10, $20, $21}°
date, time, timezone,description, , , , , ,
2:33 SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2 SYSTEM, NT AUTHORITY, S-1-5-18, 0,
SYSTEM, NT AUTHORITY, S-1-5-18, 5,
NETWORK SERVICE, NT AUTHORITY, S-1-5-
. LOCAL SERVICE, NT AUTHORITY, S-1-5-19
SYSTEM, NT AUTHORITY, S-1-5-18, 5,
. SYSTEM, NT AUTHORITY, S-1-5-18, 5, -
, SYSTEM, NT AUTHORITY, S-1-5-18,
. ANONYMOUS LOGON, NT AUTHORITY,
SYSTEM, NT AUTHORITY, S-1-5-18
SYSTEM, NT AUTHORITY,
Alina, ws-016, S-1-5-2 6 2 604590793-1000, 2, 127.
14-04-08,12 104, Alina, ws-01 2 272 04590793-1000, 2, 127.
2014-04-08, 10, . SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2014-04-08,12 : . SYSTEM, NT AUTHORITY, S-1-5-18, 5, -,
2014-04-08,12 103, SYSTEMSERVICE, ws-016, S-1-5-21-31448817 2 604590793-1001, 3,
2014-04-08,12 104, . SYSTEMSERVICE, ws-016, S-1-5-21-31448817 2 04590793-1001,
2014-04-08,12 104, . SYSTEMSERVICE, ws-016, S-1-5-21-31448817 04590793-1001, 10,
2014-04-08,12 : , SYSTEM, NT AUTHORITY, S-1-5-18,
2014-04-08,12 : , SYSTEM, NT AUTHORITY, S-1-5-18,
14-04-08,12 133, . SYSTEM, NT AUTHORITY, S-1-5-18,
2014-04-08, 134, , SYSTEM, NT AUTHORITY, S-1-5-18,
2014-04-08,12:59:02, . SYSTEM, NT AUTHORITY, S-1-5-18,
. SYSTEM, NT AUTHORITY, S-1-5-18,
NETWORK SERVICE, NT AUTHORITY, S-1-5-
, LOCAL SERVICE, NT AUTHORITY, S-1-5-19
SYSTEM, NT AUTHORITY, S-1-5-18, 5
SYSTEM, NT AUTHORITY, S-1-5-18, 5
SYSTEM, NT AUTHORITY, S-1-5-18, 5
SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2014-04-08,12:59:12, . ANONYMOUS LOGON, NT AUTHORITY, S-1
2014-04-08,12 2 . SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2014-04-08, , , SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2014-04-08,12 B . SYSTEM, NT AUTHORITY, S-1-5-18, 5,
2014-04-08,12:59:37, . Alina, ws-016, S-1-5-21-31448817
2014-04-08, , Alina, ws-016, 5-1-5 -3144881766- 1458579-604590793-1000,
2014-04-08,13 . . SYSTEM, NT AUTHORITY, S-1-5-18, 5, -
14-04-08,13: . SYSTEMSERVICE, ws-016, S-1-5-21-31448817 72145857 04590793-100:
2014-04-08,13:10:18, , SYSTEMSERVICE, ws-016, S-1-5-21-31448817 2721458579-604590793-100.
2014-04-08,13:10:18, , SYSTEMSERVICE, ws-016, S-1-5-21-3144881766- .
2014-04-08,13:37:37,UTC, SYSTEM, NT AUTHORITY, S-1-5-18, 5, -, - 1
forensics@forensics:~/timelines$ |

2014-04-08, 12
2014-04-08,12

DU W W W W W WL
WOWHWLWWWWW

w

0.0.
0.0.

Note that the authentication type, (LogonType),10, indicates that the
target system made a connection via the RDP protocol.
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The screenshot shows that on April 8, several RDP protocol connections were made by the
user, SYSTEMSERVICE. Pay attention to two features: the connection was made using IP
address 127.0.0.1 (loopback), that is, effectively from the computer under investigation to
itself; and the security identifiers (SIDs) of the user SYSTEMSERVICE are different, that is,
the user was recreated several times in the specified time interval.

By filtering the results of the WinEvtxParser module for Event 1d 4720 (user creation) and
the user name SYSTEMSERVICE, we come to the conclusion that the specified user was first
created on April 8 at 12:40:52 UTC, and three attempts were later made to recreate it:

forensics@forensics:~/timeline$ psort.py -q -o dynamic timeline.body "select date, time, timezone,description where parser
is 'WinEvtxParser' and filename contains ‘security' and date > '2014-04-08 12:31:32' and description contains '[4720' and
description contains ‘u\'SYSTEMSERVICE\"'"

date, time, timezone,description

2014-04-08,12:40:52,UTC, [4720 / 0x00001270] Record Mumber: 605 Event Level: 0 Source N licrosof t-Windows-Security-Aud

016 Strings: [u'SYSTEMSERVICE' u'ws-016' u'S-1-5-21-31448817 458579-604590793-1001" '
u'0x00000000000003e7" wu'-' u'SYSTEMSERVICE' u' '
1794  u'%%1794" uw'513" wu'-"'" u'Ox0' w'0x15" u'\rin\t\

2014, 08,13: 2 y icrosoft
diting Computer 6 g : [u'SYSTEMSERVICE' u'ws-016" wu'S-1-5-21-3144881
5 ' u'WORKGROUP' u'0x00000000000003e7' u'-"' wu'SYSTEMSERVICE' wu
794" u'%%1794" u'513" u'-' u'Ox0' u'0x15

forensics@forensics:~/timeline$

So, now we can establish a likely scenario for the incident: on April 8, 2014, the user Alina
accessed, perhaps unknowingly, the resource http://finansial.gov, as a result of which
the utisl. jar Java applet was downloaded and executed.

Next, an unknown object of size 411,648 bytes was downloaded from the URL,
http://w282dlwb.athleticsdrycleaner.pw/£/1389931620/4067114524/, the body
of which was saved in the/systemhost/24FC2AE3CBO . exe file. A link to the specified
executable file was added as the YI9B2FOF 6EXG1Y1ZLMA parameter in the
HKCU\Software\Microsoft\CurrentVersion\Run registry key, which is responsible for
auto-running programs at system startup.

Thereafter, the system repeatedly created a suspicious user named SYSTEMSERVICE, under
which local connections were made to the system via the RDP protocol.
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Timeline

Summary

In this chapter, we looked at time-related attributions on different filesystems, how to build
a timeline with TSK and with the Plaso framework.

In the next chapter, we will cover how to analyze dates on the NTFS and FAT filesystems.
We will continue to work with TSK and study other utilities from TSK.
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Recovery

Although there are many automated and commercial tools available nowadays,
understanding how these tools perform can distinguish one from another, and this can
provide great support during expert testimony in the courtroom. Filesystem analysis and
data recovery are considered as the main categories in the digital forensics process.
Extracting files from a storage device or recovering deleted ones with evidential related
data can solve a case.

In this chapter, we will go through two different filesystems: the FAT and the NTFS. We
will basically explain how the files are structured in each one and how the recovery process
of deleted files actually works. We will start with the famous TSK or The Sleuth Kit and
how its command line tools are categorized, as they are based on each layer in the hard
drive or the forensic image. After this, we will discuss Autopsy, the TSK graphical user
interface. At the end of this chapter, we will show you Foremost of these, which is the
Linux-based file carving tool that is used to recover files based on their signature.
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Hard drive structure

Before we start explaining the different filesystem structures, we need to illustrate the
different parts in a partitioned hard drive in Windows OS. The following figure illustrates
simply the structure of a whole partitioned hard drive:

HD

N\

|123 4 . |

1st Partition 2nd Partition

1-MBR

2 - First Partition Boot Sector

3 - Filesystem Area of 1st Partition
4 - Data Area of 1st Partiton

Simple hard drive logical parts

Master boot record

The master boot record is the first sector (512 bytes) of the hard drive. It contains, besides
the boot code, all the information about the hard drive. One of the important pieces of
information that can be found in the MBR is the partition table, which contains information
about the partition structure in the hard drive, and for each partition, it can tell where it
starts, its size, and type.

The investigator can check the existing partition with the information in the MBR and the
printed size of the hard drive for a match. If there is some missing space, the handler may
assume the presence of an intended action to hide some space contains usually some related
important information.
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Partition boot sector

The first sector (512 bytes) of each partition contains information, such as the type of the
filesystem, the booting code location, the sector size, and the cluster size in reference to
sector.

The filesystem area in partition

If the user formatted the partition, for example, in the NTFES filesystem, some sectors at the
beginning of the partition will be reserved for the Master File Table or MFT. MFT is the
location that contains the metadata about the files in the system. Each entry is 1KB in size,
and when a user deletes a file, the file's entry in the MFT is marked as unallocated.
However, the file's information still exists until another file uses this MFT entry and
overwrites the previous file's information.

Normal backups usually store the allocated entries only and ignore the unallocated areas in
the MFT. This won't be helpful in recovering deleted files during the analysis step.

Data area

After reserving the filesystem's area, the rest of the partition space will be available for the
file's data, which contains the actual data of the file. Each unit of the data area is called
cluster or block. In the same way, if a user deletes a file from the hard drive, the clusters
that contain data that is related to this file will be marked as unallocated, and the data will
exist until new data that is related to a new file overwrites it.

These clusters are considered either allocated or unallocated:

¢ Allocated cluster: This is a cluster that contains data that is related to a file that
exists and has an entry in the filesystem MFT area

e Unallocated cluster: This is a cluster that isn't connected to an existing file and it
may be any of the following:
e Empty: This means that it has no data of a deleted file or its content
has been wiped

¢ Not empty: This contains data that is related to a deleted file and
still hasn't been overwritten with a new file's data.
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While running a backup tool to the system, it backs up only the files that exist in the current
filesystem MFT area and identifies its related cluster in the data area as allocated. This is
NOT a forensically sound image which needs to acquire all the hard drive areas even if it
was deleted by the user. That is why, when you backup your system using no compression,
the size of the backup will be the size of the used space in the partition.

However, when using forensic imaging techniques, the size of the resulting image will be
equal to exactly the size of the source; it will either comprise the whole hard drive or a
single partition.

In the following section, we will quickly overview how FAT and NTFS work.

The FAT filesystem

FAT or File Allocation Table became famous with the announcement of the DOS operating
system from Microsoft in 1980. After this, FAT went through many improvements trying to
make it adapt with the rapidly improving technology. So, we can see FAT12, FAT16, FAT32,
and exFAT. Each version overcame some of the limitations of the filesystem until the
announcement of NTES filesystem.

FAT components

FAT partition contains five main areas. They comprise the following:

* Boot sector: This is the first sector of the partition that is loaded in memory. If this
partition is the active partition, it contains information such as, but not limited to,
the following:

¢ Jump code: This is the location of the bootstrap and OS
initialization code

Sector size: This is almost fixed (512 bytes)

Cluster size: This is in sectors (sectors/clusters)

Number of sectors: The total number of sectors in the partition

Number of root entries: This value is used with FAT12 and FAT16
only
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e FAT table: This is the filesystem, which is named after this area. Starting from the
first cluster of the file, which can be found in the root directory entry of a file, the
FAT area tracks the rest of the file in the data area. Each data cluster, for example,
cluster X is the first cluster that contains the data of file Y, has an entry in the FAT
area. This entry can have four values:

0: This indicates that cluster X is an unallocated cluster

Number: This indicates the number of the next cluster following
cluster X, and it contains the next part of file Y

EOF: This is end of the file, and it indicates that cluster X is the last
cluster that contains the data of file Y, End of File Y

BAD: This indicates that cluster X is a bad cluster, and it cannot be
used or accessed by the operating system. This data tracking
schema is called the FAT chain, and it must exist for each file.

e Another copy of the FAT table: This is used if the first FAT got corrupted.

¢ Root directory entries: This is when each entry describes either directory or file
in the filesystem, and its location from the root directory. Each entry contains
information, such as the following;:

Short File name with an 8.3 naming schema; eight characters for the
name and three characters for the extension

Long file name if the file name exceeds the 8.3 schema, it will
reserve another complete entry to store the file name

Entry's status such as directory, file, or deleted

Some file properties, such as read only, hidden and archive
File size, which is not important in the case of a directory
Timestamps of the file

The address of the first cluster, which contains the file's data

As we can see no modern properties can be added to the file, such
as compression, permissions, and encryption, which was one of the
FAT filesystem limitations.

e Data area: This is the rest of the partition. It contains the actual contents of the
files in the partition, and it is divided in clusters with a size mentioned in the boot
sector. Cluster numbering starts with cluster 2, so cluster 0 and cluster 1 don't

exist.
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For an example of how this works, we have created table 1. Each major column represents
one of the FAT areas, excluding the boot sector. Now, let's suppose that the first file,
F1.txt, has a size of 1KB and starts at cluster 2:

Cluster 2 contains the first part of the F1.txt file

In the FAT entry that describes cluster 2, we will find the next cluster in the chain
which, in our case, is cluster 3

At cluster 3, we can find the next part of the F1. txt file

In the FAT entry that describes cluster 3, we can find EoF because no more data
in the F1.txt file needs to be stored

The same can be applied to the other files:

FAT TABLE (Each entry Root directory entries | DATA Area (Cluster is 512 bytes)
describes one cluster) . .
Name | Size | First
Cluster
3 |EoF BAD 6 |7 |Fltxt|1024|2 F11 F12 F21 |[F22
9 |[BAD EoF F2.txt [2048|5 F23 F24

The FAT filesystem

FAT limitations

FAT had some serious limitations, which raised the need for a more advanced filesystem:

e The number after each FAT, such as FAT12, FAT16, or FAT32, represents the

number of bits that are assigned to address clusters in the FAT table:
o FAT12: This is 212 = 4,096 clusters at the maximum.

e FAT16: This is 2716 = 65,536 clusters at the maximum.

e FAT32: This is 2732 = 4,294,967,296 clusters, but it has 4 reserved
bits, so it is actually 28 bits. So, 2728 = 268,435,456 at the maximum.

e exFAT: This uses the whole 32 bits for addressing.

[99]



Filesystem Analysis and Data Recovery

¢ The maximum partition size in FAT32 = the maximum number of clusters, which
is 268,435,456, multiplied by the maximum cluster size, which is 23 KB =
8,589,934,592 KB = 8 TB.

e For the maximum file size in FAT32, as an example, the bit file used to store the
file size in bytes is 32 bit long. The maximum number this can store is 2"32=
4,294,967,296 bytes = 4 GB. So, the maximum file size that FAT32 can handle is 4
GB. That is why we can't store files whose size exceeds 4 GB in the FAT32
filesystem.

e Properties such as access control and encryption weren't available in the FAT
filesystem.

The NTFS filesystem

NTES or New Technology Filesystem is the default filesystem in Windows NT as a result
of the storage capacity increasing and the need for a more secure, scalable, and advanced
filesystem. NTFS overcame the FAT limitations and was more suitable for high storage
capacity. In NTFS, everything is a file including the filesystem area itself, as we will see in
the following section.

NTFS components
Like FAT and any other filesystem, NTES has its components as follows:

The boot sector is the first sector in the partition, and it contains some information about the
filesystem itself, such as start code, sector size, cluster size in sectors, and the number of
reserved sectors. The filesystem area contains many files, including the MFT or Master File
Table, which contains the metadata of the files and directories in the partition. It will be
discussed later.

e The data area holds the actual contents of the files, and it is divided in clusters
with a size determined during formatting and mentioned in the boot sector.
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Master File Table (MFT)

As everything in NTFS is a file, the filesystem area is also a single file called $MFT. In this
file, there is an entry for each file in the partition. This entry is 1,024 bytes in size. Actually,
$MEFT file has an entry for itself. Each entry has a header of 42 bytes at the beginning and
has a signature of 0OxEB52904E, which is equivalent to FILE as ASCII.

The signature also can be BAD, in this case, it indicates an error that occurred in this entry.
After the header, there will be another 982 bytes left to store the file metadata. If there is
space left to store the file contents, typically in small size files, the file's data is stored in the
entry itself and no space in the data area is used by this file.

Each MFT entry has another substructure called attributes. MFT uses attributes to store the
metadata of the file. Different attribute types can be used in single MFT entry. Each
attribute is assigned to store different information. For example, the Standard Information
Attribute contains the timestamp and the size of the file, whereas the Data Attribute holds
the actual contents of the file.

The attribute can be either of the following:

¢ Resident: This contains all its data within the MFT entry.

¢ Non-resident: Because of the limitation of the MFT size, some attributes may
need to store their data in the data area. A clear example of this kind of attribute
is the data attribute.

Storing the file metadata in attributes creates flexibility for NTES to add more types of
attributes that are recognized by the operating system in the future. If one file has many
attributes and needs more than one MFT entry to store its metadata, it can use another entry
and link both entries with a sequence number.

The Sleuth Kit (TSK)

The Sleuth Kit or TSK is a collection of open source digital forensic tools developed by Brian
Carrier and Wieste Venema. TSK can read and parse different types of filesystems, such as
FAT, NTFS, and EXT. Each area of the hard drive in the figure in the Hard drive structure
section has a set of tools in The Sleuth Kit that parses that area and extracts forensically
important information for the investigator. Usually, each step leads to the next while using
TSK in analysis.
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In the upcoming sections, we will go through the different tool sets of The Sleuth Kit. We
will use an image of the hard drive with Windows 7 installed, which shows the results from
each part in the hard drive. The image was acquired using the FTK Imager lite from a
Windows 7 virtual machine with a size of only 15 GB and a single NTFS partition.

As we will see, TSK tool names are easy to understand as they consist of two parts. The first
part represents the area or the layer under investigation, such as mm for media management,
fs for filesystem, i for metadata, and £ for filename layer. The second part is the normal
Linux command that reflects the effect of this tool, such as Is to list and cat to display the
contents, for example, the mm1s tool.

Volume layer (media management)

In this area of the hard drive, TSK parses information about the structure of the whole hard
drive from the MBR or Master Boot Record, which is the first sector of the hard drive. We
can parse this area with TSK using different tools.

The information about each partition is in the hard drive, and it can be determined from the
partition table at the end of the MBR sector. The offset of each partition will be used as an
input to the upcoming TSK tools to specify the partition of interest. The mm1s tool is used to
list information, such as in the following screenshot:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics: /mnt/hgfs/windows7$ mmls sampleimage.dd
DOS Partition Table
0ffset Sector: 0
Units are in 512-byte sectors

Slot Start End Length Description
0000000000 0000000000 0000000001 Primary Table (#0)
0000000000 0000002047 0000002048 Unallocated
0000002048 0031453183 0031451136 NTFS (0x07)
03: 0031453184 0031457279 0000004096 Unallocated
digforensics@forensics: /mnt/hgfs/windows7s [

The mmls tool
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From the result of running mm1s against the image, we can see that there is only one NTFS
partition that starts at sector (2,048). This is the partition of interest, so we will use the start
sector as the offset with the rest of the tools when needed. This also provides the partition
table type, which is normal DOS in our case here. To display only the allocated volumes, we
can use the —a option:

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics: /mnt/hgfs/windows7$ mmls -a sampleimage.dd
DOS Partition Table

Offset Sector: O

Units are in 512-byte sectors

Slot Start End Length Description
00:00 0000002048 0031453183 0031451136 NTFS (0x07)
orensics@forensics:/mnt/hgfs/windows7$ |

A list allocated volumes only

The next command is mmcat, which displays the partition contents as shown in the
following screenshot:

00000000 2 5 20 20 20 2
00000010 00
00000020 ef
00000030 2 00
00000040 6 6 be
00000050 bc
00000060 5 6 00
00000070 6 55
00000080 5 03
00000090 5 6 00
00000020 9 2 3b
000000b0 2 33
000000c0 6 5 8e
000000d0 2 cd
000000e0 24 81
0000000

00000100

00000110

00000120

00000130

00000140

00000150

00000160

00000170

00000180

00000190

The mmcat tool
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In the previous figure, we used mmcat with the image name sampleimage.dd and the
number of the target partition as in the mmls output 02. Then, we pipelined the output to
the hexdump tool. You can see in the beginning of the partition, the volume boot record
starts with the NTFS partition signature at offset 0x03 with a value of (NTES) or
0x(4E54465320202020).

Filesystem layer

The TSK tool for this layer parses the filesystem used in the provided partition and displays
some information about it to the investigator. With this tool, we must provide the offset of
the target partition from the output of the mmls tool, which in our case is (2,048):

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics: /mnt/hgfs/windows7$ fsstat -o 2048 sampleimage.dd
FILE SYSTEM INFORMATION

File System Type: NTFS

Volume Serial Number: 18FADBE4FADBBEE6
OEM Name: NTFS

Version: Windows XP

METADATA INFORMATION

Size of MFT Entries:

Size of Index Records: 4096 bytes
Range: 0 - 57856

Root Directory: 5

CONTENT INFORMATION

5
Cluster Size: 4096
Total Cluster Range: 0 - 235
Total Sector Range: 0 - 1887

$AttrDef Attribute Values:
$STANDARD_INFORMATION (16) Size: 48-72 Flags: Resident
$ATTRIBUTE_LIST (32) Size: No Limit Flags: Non-resident
$FILE_NAME (48) Size: 68-578 Flags: Resident,Index
(64) Size: 0-256 Flags: Resident
DESCRIPTOR (80) Size: No Limit Flags: Non-resident

(96) Size: 2-256 Flags: Resident

IATION (112 Size: 2  Flags: Resident

Size: No Limit  Flags
$INDEX_ROOT (144) Size: No Limit Flags: Resident
$INDEX_ALLOCATION (160) Size: No Limit Flags: Non-resident
$BITMAP (176) Size: No Limit Flags: Non-resident
$REPARSE_POINT (19 Size: 0-16384 Flags: Non-resident

) Size: Flags: Resident
0-65536  Flags:

$LOGGED_UTILITY_STREAM (256) Size: 0-65536 Flags: Non-resident
digforensics@forensics:/mnt/hgfs/windows7$ Ji

The fsstat tool

We can find the MFT location within the partition, cluster size, and information about the
NTFS attributes, which may be used later in further analysis.
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The metadata layer

The metadata layer (or inode) parses and describes the information or the metadata record
of the file as described in the filesystem. Also, the output of this tool can be used with other
tools to narrow the results for a specific file in the image.

The i character in the commands in this layer stands for inode —the metadata unique
number of a file in the EXT filesystem.

The i1s command is used to list the inode numbers of the deleted files in the image until
told to list all the inode information for all the files in the image. All the results of the i1s
are information about the file, including the inode of the file, the timestamps (MACB) in
Unix time, and size of the file. We can use i1s with the —m option to create a compatible
output for the mact ime tool in case we need to create a timeline for the file activity in the
image.

Also, using —-m will allow us to read the filename as well, as shown in the following
screenshot:

digforensics@forensics: /mnt/hgfs/windows?7

digforensics@forensics:/mnt/hgfs/windows7$ ils -m -o 2048 sampleimage_clue2
md5| file|st_ino|st_ls|st_uid|st_gid|st_size|st_atime|st mtlme\ st _ctime|st_crtime
0| <sampleimage_clue2.dd-EtwRTEventlog-Security.etl-dead-5 / |U\U\O|'I4‘ISS
dd-EtwRTUBPM.etl-dead- 1 X 4
dd-usgthrsvc-dead-57
< . dd-tmp.edb-dead-57 |57872|-/r
ampleimage_clu Service925A3ACA-C353-458A-AC8D-A7ESEB378092 . 1ock-dead-57873>|57873
| 1413332859 1413 9
ampleimage_clue2.dd-tmp.edb-dead-57874>|57874| - /rrw:
dd-sql7AD. tmp-dead-57877>|57877|-/rr
0| <sampleimage_clue2.dd-sql7DD. tmp-dead-57878>|57878| -/
digforensics@forensics:/mnt/hgfs/windows7$ i

ils to list the deleted files

The result only shows the deleted files as we can notice the 'dead’ status of all the files in the
results.
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istat

This is used to parse the MFT or the inode record by its unique metadata number and view
all the information in the provided record. The resulting information is only metadata, so
we can find the timestamps, file attributes, and so on, not the data itself even if the data is
short enough to fit in the 1,024 KB length of one MFT record, which is called resident.

Displaying the data contents of the file can be determined by another tool in TSK, which
will be discussed next. Each file in the NTFS filesystem has an entry of this kind, even the
MEFT file itself. In the following figure, we will list information about the first record
number 0, which is the $MFT itself:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics:/mnt/hgfs/windows7$ istat -o 2048 sampleimage.dd 0 | more
MFT Entry Header Values:
Entry: 0 Sequence: 1
$LogFile Sequence Number: 110521486
Allocated File

Security ID: 256 (S-1-5-18)
14-10-10 03:
14-10-10 03:
14-10-10 03:
2014-10-10 03:

Hidden, System
Name: $MFT
Parent MFT Entry: Sequence: 5
Allocated Size: 384 Actual Size: 16384
Created: :
File Modified:
MFT Modified:
Accessed: 2014-10-10 03

Attributes:

Type: $STANDARD_INFORMATION (16-0) Name: N/A  Resident size: 72

Type: $FILE_N (48-3) Name: N/A  Resident size: 74

Type: $DATA (128-1) Name: N/A  Non-Resident size: 59506688 init_size: 59506688
786432 786433 34 786435 786436 786437 786438 786439

786440 786441 786442 786443 786444 786445 786446 786447

786448 786449 786450 786451 786452 786453 786454 786455

The istat tool to view the metadata of a file
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icat
This is used to view the contents of a specific data unit. It uses the inode number as a

reference to view the data blocks that are related to this file. In the forensic image under
investigation, we will view the contents of the $MFT file with inode O0:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics: /mnt/hgfslw1ndows7$ 1cat -0 2048 samplelmage dd 0 | hexdump -Cv | more
00 LEO 1

46 45 30 00 8e 6C

Contents of the SMFT file

In some cases, recovery of deleted files will be useful to the case under investigation. We
can use the icat tool to copy the contents of any deleted file to another file in the investigator
machine for further analysis. For the $MFT file, there are some other tools, which can parse
the MFT file individually and list the contents of the filesystem in tree view:

digforensics@forensics: /mnt/hgfs/windows?7
digforensics@forensics: /mnt/hgfs/windows7$ icat -o 2048 sampleimage.dd 0 > mft

Using icat to copy contents of a deleted file
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ifind

During the analysis, if the investigator, for instance, conducted a word search and got a hit
in one of the data units in the partition, they would now need to link this data unit to an
entry in the filesystem, and i find is what they need. Unlike the previous tools, i find can
take a data unit number or filename as an input and map this input to the equivalent entry

in the filesystem to collect other information about this file. In our case, we will try to find
the hiberfile.sys.

To search with the name, we need to use the ——n option:

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics:/mnt/hgfs/windows7¢ ifind -o 2048 sampleimage.dd -n hiberfil.sys
563

ifind to search by filename

The result shows that the inode number related to the file named hiberfil.sys is 563.

Using istat again to view the information related to this file will reveal information about
this file:

- digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics:/mnt/hgfs/windows7$ istat -o 2048 sampleimage.dd 563 | more
MFT Entry Header Values:

Entry: 563 Sequence: 21

$LogFile Sequence Number: 110612579

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System, Archive
Owner ID: O
Security ID: 582 (S-1-5-32-544)
Last User Journal Update Sequence Number: 5600000
14-10-10 02:52:23 (EDT)
14-10-14 (EDT)
(EDT)
(EDT)

gs: Hidden, System, Archive
Name: hiberfil.sys
Parent MFT En Sequence: 5
Allocated Size: 211328 Actual Size: 0
Created: 52:23 (EDT)
File Modified:
MFT Modified:
Accessed:

Attributes:
: $STANDARD_INFORMATION (16-0) Name: N/A Resident size: 72
(48-2) Name : A Resident ize:

11328 init_size: 1610211328
7

Full information about the file with inode 563
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The hiberfil.sys file is the copy of memory stored to the hard drive when the user elects
to use the hibernate option of the machine in case of a dead system analysis. This file can
provide a great benefit to the investigator as it provides them with a snapshot of the
memory during the last usage of hibernation that can be provided from the timestamp of
this file. As we can see, this file is an allocated file, and it can be extracted from the image
like we did earlier with the $MFT file, and then used in memory analysis.

In case we need to use the ifind tool with the data unit number, we need to use the -d
option. We will get another unique ID, describing the location of the file in the image. This
unique ID will be discussed in the next part, the filename layer. In this example, we used
the data unit ID of 3269280, which is one of the data units of the hiberfil.sys file:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics:/mnt/hgfs/windows7$ ifind -o 2048 sampleimage.dd -d 3269280

563-128-1
digforensics@forensics:/mnt/hgfs/windows7$ i

A data block address with ifind

The filename layer

Tools work in this layer to list the file structure in the hard drive image. Each file will be
assigned a unique ID, which can be used with other tools to especially target this file.
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To list the files under the partition, we only need to provide the partition offset to the tool:

digforensics@forensics:/mnt/hgfs/windows7¢ fls -o 2048 sampleimage.dd
rir 4-128-4: $AttrDef
r/r : $BadClus
rir 2 : $BadClus: $Bad
ri/r : $B1i tmap
r/r ? : $Boot
d/d : $Extend
r/r 2-128-1: $LogFile
r/r : $MFT
r/ir 2 : $MFTMirr
d/d : $Recycle.Bin
r/r 2 : $Secure:$SDS
rir : $Secure:$SI1I
rir : $Secure: $SDH
rir 2 : $UpCase
rir 2 : $Volume
d/d : $WINDOWS.~BT
45-144-1: $WINDOWS . ~LS
57508-144-5: Boot
57561-128-1: bootmgr
57572-128-3: BOOTSECT . BAK
13688-144-1: Documents and Settings
563-128-1: hiberfil.sys
57592-128-1: pagefile.sys
58-144-1: PerfLogs
60-144-6: Program Files
247-144-6: Program Files (x86)
363-144-6: ProgramData
16389-144-6: System Volume Information
457-144-5: Users
619-144-5: Windows
54-128-1: WinPEpge.sys
* 57745-128-1: hiberfil.sys
57856: $0rphanFiles
digforensics@forensics: /mnt/hgfs/windows7$ []

The fls tools to browse the partition contents

In the preceding figure, we can see the deleted hiberfil.sys with a metadata address of
57745 and the allocated one with a metadata address of 563.
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In case we need to browse another directory (for example, the Users directory), we can
provide the tool with the Users directory's unique ID (457-144-5):

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics:/mnt/hgfs/windows7$ fls -o 2048 sampleimage.dd 457-144-5
d/d 16057-144-1: All Users

d/d 569-144-5: Default

d/d 16058-144-1: Default User

r/r 16056-128-1: desktop.ini

d/d 459-144-6: Forensics

d/d 605-144-5: Public

-/d * 57767-144-1: TEMP
digforensics@forensics:/mnt/hgfs/windows7$ |

Using the directory ID for content listing with the fls tool

As we can see here, we are browsing through the contents of the image without mounting
any partition or filesystem to the running OS.

The ffind tool is only used to map the metadata address to the filename, either its related
file was deleted or allocated:

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics:/mnt/hgfs/windows7$ ffind -o 2048 sampleimage.dd 563
//hiberfil.sys

Mapping metadata address to its filename
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Data unit layer (Block)

In this layer, the actual contents of the file are stored. The metadata of the file must point to
the location of the file contents in this area, as we discussed before with the i find tool.

blkcat

This is used to display the contents of the specific data unit in the image. Let's say we need
to display the first data unit of the ntd11.d11 file in a Windows directory. First, we can
find the metadata address for this file using the i1s tool and grep with the ntd11.d11
filename:

digforensics@forensics: /mnt/hgfs/windows7 T -0 x

digforensics@forensics:/mnt/hgfs/windows7$ ils -e -m -o 2048 sampleimage.dd | grep -i ntdlfs

1.d11 | more

0| <sampleimage.dd-amd64_microsoft-windows-ntdll_31bf3856ad364e35_6.1.7600.16385_none_b4chc

fe915deb2 tdll.dl1l_aedef39c-alive-258 25832| -/rrwxrwxrwx|0|0| 1736792|1247540325| 1247

540325|1412927225( 1247540374

0| <sampleimage.dd-ntdll.dll-alive-2 833| -/rrwxrwxrwx|0|0| 1736792 | 1247527333 | 1247535

790|141 7225|1247527333

0| <sampleimage.dd-amd64_microsoft-windows-ntdll.resources_31bf3856ad364e35_6.1.7600.16385_

en-us_c489a4bc75d2fad40_ntdll.dl1l.mui_d908d391-alive-33373>|33373|-/rrwxrwxrwx|0|0]353280] 1

247549856 | 1247549856 | 1412927291 1247549864
ampleimage.dd-ntdll.dll.mui-alive-33374>|33374|-/rrwxrwxrwx|0|0|353280|1247549733|1247

538244|1412927291| 1247549733

O| samplelmage dd-ntdll.dll-alive-3 5> | -/rrwxrwxrwx|0|0| 1289712|1247526731| 1247534

<sampleimage.dd-wow64_microsoft-win 31bf3856ad364e35_6.1.7600.16385_none_bf207
a3b4a3f74b8_ntdll.dl1l_aedef39c-alive-3 E | -/rrwxrwxrwx|0|0]1289712| 1247540204 | 1247
05| 1412927369 | 1247540373
<sampleimage.dd-ntdll.dll.mui-alive-39887>|39887|-/rrwxrwxrwx|0|0|353280| 1247549752 | 1247
537386|1412 3841247549752
0| <sampleimage .dd-wow64_microsoft-windows-ntdll.resources_31bf3856ad364e35_6.1.7600.16385_
en-us_cede4fOeaa33bc3b_ntdll.dll.mui_d908d391-alive-39888>|39888| -/rrwxrwxrwx|0|0]|353280] 1
247549856 | 1247549856 | 1412927384 | 1247549864

The metadata address for the ntdll.dll file
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From the results, one of the ntd11.d11 files has the metadata address of 25833. The second
step is to use the istat tool to find the allocated data units to this file using its metadata
address:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics:/mnt/hgfs/windows7$ istat -o 2048 sampleimage.dd 25833 | morell
MFT Entry Header Values:
Entry: 25833 Sequence: 1
$LogFile Sequence Number: 43093130
Allocated File
Links: 2

$STANDARD_INFORMATION Attribute Values:

Flags: Archive

Owner ID: O

Security ID: 450 (S-1-5-80-956008885-34185 49-1831038044-18532926 2271478464)
Created: 2009-07-13 19:22:13 (EDT)

File Modified: 2009-07-13 21:43:10

MFT Modified: 2014-10-10 03:47:05

Accessed: 2009-07-13 19:22:13

$FILE_NAME Attribute Values:

: Archive

: ntdll.dll, ntdll.dll
Parent MFT Entry: 6894 Sequence: 1
Allocated Size: 0 Actual Size: 0
Created: 2014-10-10 03:47:05 (EDT)
File Modified: 2014-10-10 03:47:05 (EDT)
MFT Modified: 2014-10-10 03:47:05 (EDT)
Accessed: 2014-10-10 03:47:05 (EDT)

Attributes:
Type: $STANDARD INFORMATION (16-0) Name: N/A Resident size: 72
$FILE_NAME (48-4) Name: N/A  Resident size: 84
$FILE_NAME (48-2) Name: N/A  Resident size: 84
$DATA (1”8 3) Name: N/A  Non-Resident size: 1736792 init_size:
9 1118230 1118231 1118232 1118233
1118238 1118239 1118240 1118241
1118246 1118247 1118248 1118249

Full information about the ntdll.dll file from the istat tool
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The result shows that the first data unit of the file has the number of 1118226. What we
need to do now is use the blkcat tool to view the contents of this data unit. We will use the
——h option to view the contents in hex view:

digforensics@forensics: /mnt/hgfs/windows7 =
digforensics@forensics:/mnt/hgfs/windows7$ blkcat -ho 2048 sampleimage.dd 111 | moref] B

4d5a9000 03000000 04000000 ffff0000 MZ. . e
b8000000 00000000 40000000 00000000 <
00000000 00000000 00000000 00000000
00000000 00000000 00000000 eB000000 e e e e
Oel1fbale 00b409cd 21b8014c cd215468 T I
69732070 53 616e6e6f is p rogr am c anno
742 6e 20 4445320 t be run i DOS
6d6f6465 2e0d0d0a 2 00000000 mode . ...
f277756d b6161b3e b6161b3e b6161b3e .wum .
bf6e893e b7161b3e bf6eBe3e ab161b3e
bf6e983e cd161b3e bf6e943e 60161b3e
bf6e9f3e adi61b3e b7161b3e
bf6eB8a3e b7161b3e 5368 b6161b3e
00000000 00000000 00000000
00000000 00000000 50450000 64860700
00000000 00000000 f0002220
000c1000 00500200 00000000
00000000 00100000 0000e578 00000000
00100000 00020000 06000100 06000100
06000100 00000000 00b01a00 00040000
b51c1b00 03004001 00000400 00000000
00100000 00000000 00001000 00000000
00100000 00000000 00000000 10000000
00811000 6310000 00000000 00000000
00301500 d0600500 00f01300 30320100
003c1a00 58440000 00a01a00 dc040000
6c191000 38000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
2e746578 74000000 ca091000 00100000
00021000 00040000 00000000 00000000

Using blkcat to display the contents of one data unit
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blkls

The default of this tool is to display the unallocated clusters in an image file for further
analysis, such as file carving and recovery. If we used this tool with the -e option, it will
collect all the blocks of one filesystem, which is useful if we need to extract one partition
from a multi-partitions larger image. Here, we need to only collect all the unallocated space
in the image and direct the output to a file called unallocated.blkls on to the screen.

The resulting file will be in the same size of free space in the partition. Then, further
analysis can be done on this file:

digforensics@forensics: /mnt/hgfs/windows7
orensics@forensics:/mnt/hgfs/windows7$ blkls 8 sampleimage.dd > unallocated.blkls

orensics:/mnt/hgfs/wi -la unallocated.blkls
1 root root 4307230720 Oct 14 13:03 unallocated.blkls

blkls to collect all unallocated space in a single file

Blkcalc

To understand the purpose of this tool, let's suppose some analysis on the unallocated space
has been conducted, such as a keyword search, and a match that is related to the case under
investigation is found. To map the founded location to the full image, we need to use the
blkcalc tool.
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Autopsy

Autopsy is a web-based interface for TSK, which uses the same tools in TSK and presents
the results in a graphical interface. To conduct analysis with TSK, the investigator needs to
start the server first from the command line. After starting the autopsy, it will give the
investigator the URL to access it from the Internet, which in this case is
http://localhost:9999/autopsy. Don't shut down the process of the autopsy during
the analysis; otherwise, the analysis won't be active:

digforensics@forensics: /mnt/hgfs/windows7
digforensics@forensics:/mnt/hgfs/windows7$ sudo autopsy

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/
ver 2.24

Evidence Locker: /var/lib/autopsy

Start Time: Tue Oct 14 15:45:46 2014

Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL
http://localhost: /autopsy

Keep this process running and use <ctrl-c> to exit

Starting Autopsy
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Then, from the browser, open that URL to start creating the case:

Autopsy Forensic Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
{if Autopsy Forensic Browser i
Q [O localhost:9999/autopsy v O] [v Google E] % Q

Autopsy interface
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We need to create a new case, and then enter some information about the case to make it
easy for the investigator to follow up about the cases and who is working on each case:

) Create A New Case - Mozilla Firefox - @ X
File Edit View History Bookmarks Tools Help
{f» Create A New Case L

O [ localhost:9999/autopsy ?mod=0&view=1 v ] [E]v Google \l

1. Case Name: The name of this investigation. It can contain only letters,
numbers, and symbols. -

[Test |

2. Description: An optional, one line description of this case.
[Testing Autopsy ]

3. Investigator Names: The optional names (with no spaces) of the
investigators for this case.

. [digforensics|

e

W

F —+H a o

l | l

l | l

[ l | l
g l | l
l l | l

qall

MEW CASE CANCEL HELP

Creating a new case

After creating the case, a directory for this case will be created by default at
/var/lib/autopsy (which is named after the case name), including all the files of the case.
What we did is just create the case; now, we need to add all the hosts related to the case and
add the image that we previously acquired from each host. We need to do this to follow up
with the results of the analysis and to be able to differentiate between the sources of the

results.
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If the case under investigation took place in different time zones, that is, it includes hard

drives which were running under different time zones, it is a very good idea to adjust the
time zone of each host to get normalized results:

& Add A New Host To Test - Mozilla Firefox - & X
File Edit View History Bookmarks Tools Help
{i&y Add A New Host To Test “ % |
o [ localhost:9999/autopsy?mod=0&view=7&case=Test&inv=digf | v ] [Eiv Google \l _\F/L ’_2
Case: Test 7
ADD A NEw HosT
1. Host Name: The name of the computer being investigated. It can contain |
only letters, numbers, and symbols.
[hostl ]
2. Description: An optional one-line description or note about this computer.
[The first suspect PC ]
3. Time zone: An optional timezone value (i.e. ESTSEDT). If not given, it -
defaults to the local setting. A list of time zones can be found in the help files.
ll l
4. Timeskew Adjustment: An optional value to describe how many seconds
this computer's clock was out of sync. For example, if the computer was 10
seconds fast, then enter -10 to compensate.
]

Adding a host to the case
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After adding a host, we need to map the host to an image:

Open Image In Test:hostl - Mozilla Firefox
File Edit View History Bookmarks Tools Help
{&x Open Image In Test:host1 || % |
o [ localhost psy?mod=0&view=10&case=Test&host=h ~ ] @v Google Y J\_/L i‘

Case: Test
Host: hostl

No images have been added to this host yet

Select the Add Image File button below to add one

ADD IMAGE FiLE CLose Host
HEeLP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEW NOTES EVENT SEQUENCER

Mapping the host to a forensic image

After this, you need to map each host to its corresponding image. You need to enter the
path to the image and specify whether it is a disk image or partition image. In our case, it is
a complete disk image. We have the option to work with the same image and use only a
symbolic link to it, or just copy or move this image:

] Add Image To Test:hostl - Mozilla Firefox - & X
File Edit View History Bookmarks Tools Help
{&y Add Image To Test:hostl [
O [ localhost autopsy?mod=0&view=13&host=host1&case= ~ ] @v Google \] J\-/L i\
1. Location
Enter the full path (starting with /) to the image file.
If the image is split (either raw or EnCase), then enter "' for the extension.
[.‘mnt{hgfs]windows?.‘sampleimage.dd ]
2. Type
Please select if this image file is for a disk or a single partition.
® Disk O Partition
3. Import Method
To analyze the image file, it must be located in the evidence locker. It can be
imported from its current location using a symbolic link, by copying it, or by =
moving it. Note that if a system failure occurs during the move, then the
image could become corrupt.
® Symlink © Copy © Move
NEXT
CANCEL HELP

Adding an image to the host

[120]




Filesystem Analysis and Data Recovery

Then, automatically, this will list all the allocated partitions in this image with the start and
end of each one in a sector. This is the same result we got from using the mm1s tool in the
command line where it asked us to select the mount point of each partition. In our case, we
have only one NTFES partition, and we will mount this one as C: partition:

Collecting details on new image file - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@y Collecting details on new imag... | & |

O [ localhost:9999/autopsy ?mod=0&view=14&host=host1&case= | v l [BV Google ‘l ‘I\_/L /_E
' Add the following MD5 hash value for this image:

[ |

[J Verify hash after importing?

File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: NTFS (0x07))
Sector Range: 2048 to 31453183

Mount Point: File System Type: | ntfs e

ADD CAMNCEL HELP

For your reference, the mnls output was the following:

DOS Partition Table
Offset Sector: 0 m
Units are in 512-byte sectors

Mounting the allocated partition to the case
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A confirmation message will summarize the configuration that you established:

Add a new image to an Autopsy Case - Mozilla Firefox
File Edit View History Bookmarks Tools Help

{i#» Add @ new image to an Autopsy...
O [ localhost

Testing partitions
Linking image(s) into evidence locker
Image file added with ID img1

* |

utopsy ?mod=08&w

Disk image (type dos) added with ID vol1
Volume image (2048 to 31453183 - ntfs - C:) added with ID vol2

oK ADD IMAGE

Confirmation message

Then, a home page for the case will be shown from where the investigator can select what
he needs to do with the partition or the whole disk image:

Open Image In Test:hostl - Mozilla Firefox
File Edit view History Bookmarks Tools Help

{#» Open Image In Test:host1 =]
O O [ localhost:9999/autopsy?mod=0&view=16&case=Test&ht ' v "\] [v Google s J\-/L ’_::
Case: Test
Host: hostl
Select a volume to analyze or add a new image file.
CASE GALLERY HOST GALLERY HoST MANAGER
mount name fs type
) disk sampleimage.dd-disk raw details
® C: sampleimage . dd-2048-31453183 ntfs details
ANALYZE ADD IMAGE FILE CLoSE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEW NOTES EVENT SEQUENCER

Start analysis on the case
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Now, we will go with the C: partition, it is the equivalent of specifying the offset with —o

option in each command that we used in the command line tools, where we provided the
offset of the working partition. Here, the upcoming analysis will target the contents of the
C: partition.

After stating the analysis, the investigator will find some tabs targeting all the layers of

investigation that we mentioned before, such as the file analysis, metadata analysis, and
data clusters analysis. However, the command line tools are still better for results
customization. For example, if we need to redo what we did with the ntd11.d11 file using
autopsy, we need to first search for the filename from the file analysis tab:

© [& locathost ~o| (@~
FurAnavss | KEwomoSeanck  FMeTYeE | IMAGEDETALS | METADATA Damauwr | Hews Ciose
[ 7 X
DirectorySeek | All iles with 'ntlL.d11" in the name
Enter the name ofa | SHAFLES
directory that you
i S waw mas me W e oke
r/r  CifWindoms/Systend/en-S/ntdll.dll.mui 2009-0713 2009-07-14 2014-10-10 2009-07-14 353280 O 333741284
22:24:04(EDT)  01:35:33(EDT)  03:48:11(EDT)  01:35:33(EDT)
Yo rfr  Cwindwssustenazindll dll 2009-07-13 2009-07-13 2014-10-10 2009-07-13 1736792 ©
2043:10(EDT)  19:22:13(EDT)  03:47:05(EDT)  19:22:13 (EDT)
File Name Search rfr  Cussindows/Syshsden-Us/ntdll dll i 2009-07-13 2009-07-14 2014-10-10 2009-07-14 353280 O 39887-128-4
220946 (EDT)  OL35:52(EDT)  03:49:44(EDT)  01:35:52 (EDT)
Enter a Per] regular £/t Cvinowss o 20090713 2009-07-13 2014-10-10 20090713 1289712 0 38206-128-3
f“xpreww for the ZEIT51(EDT)  19:211(EDT)  03:49:29(EDT)  19:12:11 (EDT)
';:‘ﬂim*sw“"’ﬂm rir A Smingxs. n ft 1 6.1.7600,16385 en- 2009-07-13 2009-07-14 2014-10-10 2009-07-14 353280 0 33374-128-4
e s cepiaancTa2faan il Ll 22:24:04 (EDT) 01:35:33 (EDT) 03:48:11 (EDT) 01:35:33 (EDT)
r/r  C.osiodows/winsss/andss nicrosoft-windoms: 2009-07-13 2009-07-13 2014-10-10 2009-07-13 1736792 0 25833-128-3
= b L8 L Lol otdll. 2043:10(EDT)  19:22:13(EDT)  03:47:05(EDT)  19:22:13 (EDT)
— rfr  SuMindoes/winess Backup/andéd microsoftmindows- 2009-07-13 2009-07-13 2014-10-10 2009-07-13 1736792 © 258321284
tei e e rl - 22:58:45 (EDT)  22:58:45(EDT)  03:47:05 (EDT)  22:59:34 (EDT)
v/r  Cvindows/winses/Baciup/andtt nicrosaftwindous- 2009-0714 20090714 2014-10-10 20090714 353280 0 333731284
v Dmren Fiuss
———— Eile Browsing Mode

Search for the file by name
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We now have the metadata number 25833. You can either click on this number or under
the Meta Data tab to search for this number. This will list all the information of this file,
including all the clusters that hold the contents of this file. We are interested in the first
cluster number 1118226 as shown in the following image:

SRS T T TROTE OTT

MET Entry Number:
I 25833 . C:/Windows/winsxs/amd64_microsoft-windows-ntdll_31bf3856ad364e35_6.1.7600.16385_none_bdchcfe915deb2bd/ntdll.d11

File Type:
PE32+ executable (DLL) (console) x86-64, for MS Windows

VIEW

T MDS5 of content:
bc8e5d3038e2ca27afedb692907bfdIa -
SHA-1 of content:
3d625556870873dd8c628752a2de49648CB0622 -

Details:

MFT Entry Header Values:

Entry: 25833 Sequence: 1

$LogFile Sequence Number: 43093130
Allocated File

Links: 2

$STANDARD_INFORMATION Attribute Values:

Flags: Archive

Owner ID: 0

Security ID: 450 (5-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464)
Created: 2009-07-13 19:22:13 (EDT)

File Modified: 2009-07-13 21:43:10 (EDT)

MFT Modified: 2014-10-10 03:47:05 (EDT)

Accessed: 2009-07-13 19:22:13 (EDT)

$FILE_NAME Attribute Values:

Flags: Archive

Name: ntdll.dll, ntdll.dll

Parent MFT Entry: 6894 Sequence: 1
Allocated Size: 0 Actual Size: 0

Created: 2014-10-10 03:47:05 (EDT)

File Modified: 2014-10-10 03:47:05 (EDT)
MET Modified: 2014-10-10 03:47:05 (EDT)
Accessed: 2014-10-10 03:47:05 (EDT)

Attributes:
$STANDARD _INFORMATION (16-0) Name: N/A Resident size: 72
$FILE_NAME (48-4) Name: N/A Resident size: 84
$FILE_NAME (48-2) Name: NfA Resident size: 84

$DATA (128-3) Name: N/A Non-Resident size: 1736792 init_size: 1736792
% 11182281118229 11182301118231 1118232 1118233

8Z3% 1118235 1118236 1118237 1118238 1118239 1118240 1118241

Listing the metadata information with the metadata ID
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Then, in the same way, either click on the cluster number or type its number under the
DATA UNIT tab, it will display the contents the file in ASCII, Hex, or ASCII Strings views:

ster Number;
(e 7]
1
Cluster Size: 4096

Address Type:
Regular (dd) s

Lazarus Addr: [

ViEW

Number of Clusters:

Cluster: 1118226
Status: Allocated
Find Meta Data Address

4mPREVIOUS NEXT W)
EXPORT CONTENTS App NOTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

ALLOCATION LiST.

Hex Contents of Cluster 1118226 in sampleimage.dd-2048-31453183

4d5a3000 03000000 04000000 FFFfO000
8000000 00000000 40000000 00000000
00000000 00000000 00D0DG00 00000000
00000000 00000000 00D0DOO0 8000000
Oe1fba0e 00b40Icd 21bB0T4c cd215468
69732070 72676772 61602063 616e6e6f
74206265 2072756 20696820 4445320
6d6f6465 2e0d0doa 24000000 00000000
1277756d b6161b3e b6161b3e b6161b3e
bf6ess3e b7161b3e bfee8e3e abieib3e
bf6e983e cd161b3e bf6e343e 60161b3e
bf6edfle ad161b3e bf6e8f3e b7161b3e
bfte8ade b7161b3e 52696368 b6161b3e
00000000 00000000 0ODODGOD 00000000
00000000 00000000 50450000 64860700
2be0sh4a 00000000 00000000 0002220
0b020900 000CT000 00500200 00000000
00000000 00100000 0000578 00000000
00100000 00020000 06000100 06000100
06000100 00000000 00b01a00 00040000
b51c1b00 03004001 00000400 00000000
00100000 00000000 00001000 00000000
00100000 00000000 00DODGOD 10000000
00811000 6310000 00000000 00000000
00301500 d0600500 0001200 30320100

- h
is p rogr am ¢ anno
thbe run in DOS
mode ... $... ...

Listing the contents of cluster by cluster number

We can see the status of the cluster is allocated and the signature of the file as before in its
hex view is 0x4D5A (MZ).

Foremost

With TSK, we could find and recover the deleted files. These deleted files still have their
information in the metadata area, which is why we could identify their information and
know their location in the data area. This leaves us with a simple step to recover these files
by redirecting the contents of each file to a new file. What if there are no entries for the
deleted file, and we only have the contents of the file in the data area and no metadata
about this file (which under this assumption will be in the unallocated area of the hard
drive)? In this case, the file carving technique will be useful to recover such files.
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Each file has a different type, such as Microsoft Office, Adobe, exe, and AVI. The extension
at the end of the filename is not what is needed to differentiate between one file type and
another. There is a header in the beginning of each file which differs from one type to
another. Some file types have a footer in the end of the file, but this is not mandatory. File
carving techniques use these headers and footers to carve and identify the locations of the
files in the unallocated area of the image or hard drive to recover these files.

Foremost is a Linux tool that is used to recover data based on file carving techniques. We
can apply foremost to all the images, but we already know that the carving will work on the
unallocated area. So, why don't we apply foremost against the unallocated area as a single
file? This single file was produced from the image using the b1k1s tool from t sk named as
unallocated.blkls. We can carve this produced file from the hard drive to find the
deleted files, if there are any.

The output of foremost is different directories under the working directory, which are
named after each file type when using the ——o option. As we know that each file will start
at the beginning of a cluster, we don't need to search the rest of the cluster contents. We can
use the ——q option to search the beginning of the clusters only for quick results:

digforensics@forensics: /mnt/hgfs/windows7

digforensics@forensics: /mnt/hgfs/windows7$ mkdir foremost-results
digforensics@forensics: /mnt/hgfs/windows7$ foremost -gq -o foremost-results/ unal
located.blkls

Processing: unallocated.blkls
| kkkkkkkhkkkkhkhkkkhhhhhhhhhhkhhhhkhhhhhhhhhhkik

digforensics@forensics:/mnt/hgfs/windows7$

Foremost to carve the unallocated area in the image
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Then, in the results of running this tool, we will find that one audit . txt file and one PDF
directory were created under the foremost-results directory. Opening the audit . txt file
will show us some information about the process of file carving, such as the time, size, and
the extracted files. In our case, one single PDF file was extracted from the unallocated area
in this image:

orensics@forensics: /mnt/hgfs/
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Wed Oct 15 01:20:18 2014

Invocation: foremost -q -o foremost-results/ unallocated.blkls
Output directory: /mnt/hgfs/windows7/foremost-results
Configuration file: /etc/foremost.conf

: unallocated.b s
Start: Wed Oct 15 01:20:33 2014
Length: 4 GB (4339044352 bytes)

Num Name (bs=512) Size File Offset Comment

0: 00000145 . pdf 82 KB 74240
Finish: Wed Oct 15 02:10:06 2014

1 FILES EXTRACTED

Foremost finished at Wed Oct 15 02:10:06 2014
digforensics@forensics: /mnt/hgfs/windows7/foremost-resultss i

Extracted files by foremost

Due to the absence of the metadata of this file as we discussed before, we won't be able to
know any information about this file except for the size and the contents of this file. This
PDF file was created for testing purposes and we assumed that it contains evidential data
related to the case under investigation:

(EVIDENTIAL DATA RELATED TO THE
CASE UNDER INVESTIGATION)

Extracted PDF file
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Summary

In this chapter, we saw how the files are organized in the filesystem, and how it differs from
FAT to NTFS. Then, we learned about reading files from a forensic image using TSK and its
GUI Autopsy. We also discussed file carving and how to recover a file, based on its
signature using Foremost.

In the next chapter, we will learn about Windows registry —a complex yet very important
artifact in the Windows operating system. We will learn about registry structure, and its
important value to the investigation and different tools to parse and analyze the registry.
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Understanding system configuration and settings and user activities is always an important
step in the forensics analysis process. This configuration used to be stored in INI files,
which were text files with a simple format. However, starting from Windows 3.1, the
concept of registry was introduced to store the com-based components only. COM or
Component Object Model was introduced by Microsoft in 1993 to enable inter-process
communication and dynamic object creation in a wide range of programming languages.
Since then, it has been used on a larger scale to include most of the Windows settings.

The registry can be considered as the Windows-structured database. It contains the
operating system's configurations and settings, and also contains the settings of running
services and installed applications along with users' preferences. It is not mandatory for the
installed applications to use the registry to store its configurations and settings. Some
programs use XML or text files to store their configurations.

Portable applications usually keep their configuration data within files in the directory or
folder from where the application executable runs. The registry also keeps track of users'
activities, stores their settings, and supports the multi-profile structure, where each user has
their configuration for their account. The registry of each user stores under that user's
directory in a separate file called NTUSER . DAT, which will be discussed in detail later in this

chapter.

Registry analysis in the digital forensics process is a valuable source of evidential
information for investigators. Malicious programs are like any other program. They use the
system resources while running, so they may leave some traces in the registry. These traces
will help in understanding the circumstances of the incident under investigation.

In this chapter, we will discuss the structure of the registry and some tools that are used to
perform analysis.
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The registry structure

The registry has a specific structure, which is divided into key and value. Like the directory
structure, main root keys represent the root directory, sub-keys represent the sub folders,
and values represent the files. Figure 1 depicts the registry structure opened from Windows
native tool “registry editor”. This tool can be opened in editable mode by typing regedit.exe
in Run.

The items in the round-edged rectangle are the root keys, while the items in the rectangle
below it are the sub-keys. The items inside the oval are the values of the registry. Each value
has these three entries:

e Name

e Type
e Data

To access a specific value, the user needs to know the path to this value. The path can be
found in the tail of the regedit window. In our example, the path is
Computer\HKEY_CURRENT_USER\Environment:

e 3 Registry Editor = 0 “

File Edit View Favorites Help

« 7% Computer Name € Data

[ HKEV_CLASSES_ROOTI BTeault) | REG_SZ (value not set)
HKEY_CURRENT_USER B\Path REG_SZ

AppEvent C:\Program Files\InteN\WiFi\bin\;C:\Program Files\..)
e s Contentrod [ LELTEMP REG_EXPAND.SZ  %USERPROFILES\AppData\Local\Temp
C::sole P | REG_EXPAND_SZ %USERPROFILE%\AppData\Local\Te:

Control Panel

Environment

EUDC

Identities

Keyboard Layout

Network

Printers

Software

System

Volatile Environment
HKEY_LOCAL_MACHINE
HKEY_USERS
| HKEY_CURRENT_CONFIG

< >
Computer\HKEY_CURRENT_USER\Environment

Figure1: The main components of the registry

[130]



Registry Analysis

Root keys

The Windows system, in this case Windows 8.1, has five root keys. Each root key stores
different information and settings about the running system and the system's users. Each
root key shown in the registry editor is actually a file in the filesystem called registry hive.
The root keys are as follows:

e HKEY CLASSES_ROOT

e HKEY_ LOCAL_MACHINE
e HKEY USERS

e HKEY_ CURRENT_USER

e HKEY_ CURRENT_CONFIG

In the following section, we will discuss each root key in brief and the registry hive
structure, before discussing the analysis programs to explain how it could be useful in the
analysis process.

HKEY_CLASSES_ROOT or HKCR

This key contains subkeys. Each subkey is named after one extension that can be found in
the system, such as .exe and . jpeg. This root key describes the default program that has to
be used to open this extension to the system. Also, this key stores the right-click menu's
details and the icon of the program.

Consider that during an analysis, we (the investigator) need to know which program is
used to open a specific file type, such as the executable files with the flv extension. We
would then use the following process:

e First, we need to search for the subkey named . £1v, without quotes, under the
root key and locate the associated value of this subkey.
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e Then, we need to search under the same root key for another subkey named after
the associated value VLC. £1v. This subkey contains some values about how the

operating system deals with . £1v media files:

o Registry Editor = = “

File Edit View Favorites Help
fif A || Name Type Data

Ay ab) (Default) REG_SZ

flac

fnd
fnt
fon

< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.fiv

Figure 2: The flv extension associated value in the registry

¢ On searching for the VLC. f1v value in the same registry key, we will locate the
executable that was used to run the . £1v file types. In this case, this is the VLC
media player. It also mentions the location of the executable in the filesystem:

o Registry Editor = = “

File Edit View Favorites Help

4, VLG A || Name Type Data
D:f;“mm" ab \(Default) REG_SZ [ “C:\Program Files (x86)\VideoLAN\VLC\vic.exe" --started-from-file "%1" ]
. she it
a AddToPlaylistVLC
command
4 Open
& command S
< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\VLC.fiv\shell\Open\command

Figure 3: location of the VLC player used to run the .flv file type

For example, in a multiuser Windows environment, if two different users have installed
two different programs to open PDF files, then when one user logs in to the system, the
operating system will load the profile of this specific user, including their selected program
to open the PDF file.

[132]



Registry Analysis

However, the information in the HKCR comes from two different locations:

e HKEY_ LOCAL_MACHINE\SOFTWARE\Classes
e HKEY_ CURRENT_USER\SOFTWARE\Classes

Usually, this is an alias to only HKEY_LOCAL_MACHINE\SOFTWARE\Classes. When a user
registers a different association to specific file type, it uses the per-user class registration
feature to register the new association to this user only.

In this case, if the user opens one file of a specific type, and this file type has two different
associations in HKEY_LOCAL_MACHINE\SOFTWARE\Classes and
HKEY_CURRENT_USER\SOFTWARE\Classes, then the one in
HKEY_CURRENT_USER\SOFTIWARE\Classes, which relates to this specific user, will be used.

HKEY_LOCAL_MACHINE

This key contains configuration and settings that are used by the system during start-up. It
is independent from the user login. This root key contains the following five subkeys:

¢ System: This contains system configuration, such as the computer name, system
time zone, and network interfaces.

e Software: This contains settings and configuration about the installed
applications on the system and the operating system services.

e SAM: This is the Security Account Manager, and it stores the user and group
security information. It summarizes the total rights of the user that are granted by
the administrator on the local system and domain. It contains the username, the
unique SID of the user, and a hash message of the user's password. This file will
be empty if opened from a running system by the regedit . exe tool because of
Windows security. It can be extracted and opened in a different analysis machine
to display all its contents.

e Security: This contains the security policy in the system, if any. This is the same
as SAM, its contents can't be viewed from a live system.

e Hardware: This holds information about the hardware devices connected to the
system. This information is stored during the system boot.
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HKEY_USERS or HKU

The HKU registry root key contains a number of subkeys. We will use Windows 8.1 for this
example:

ﬁ" Registry Editor
File View Favorites Help

4|8 Computer
p - , HEEY_CLASSES ROOT
». || HKEY_CURRENT_USER
> - i HEEY_LOCAL MACHIME
4. | HKEY_USERS

». || .DEFAULT
~L 1 51-518
o) 5-1-5-19
o ) 5-1-5-20

o | §-1-5-21-4123892437-111928464-3716307427-1002
o ) 5-1-5-21-4123802437-111928464 3716307427 -1002_Classes
» - L HEEY_CURREMT_COMFIG

Computer HKEY_USERS\5-1-5-18

Figure 4: HKEY_USERS

Its subkeys are as follows:

e S-1-5-18: This is the system profile located
at $systemroot%$\system32\config\systemprofile.
e S-1-5-19: This is related to LocalService and located
at $systemroot%$\C:\Windows\ServiceProfiles\LocalService.

e S-1-5-20: This is related to the NetworkService and located
under $systemroot%$\C:\Windows\ServiceProfiles\NetworkService.

e 5-1-5-21-4123892437-111928464-3716307427-1002: This is the currently signed in
user with their full SID. Ours is located in the user
directory C:\Users\Forensics2.
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e Default user: This is the default profile for any new user. It is located at
%SystemDrive%\Users\Default. When a new user was created, a copy of this
profile is copied for this user, and all the changes in configuration made by this
user are recorded under this profile. This process doesn't happen until the first
login for this new user. The system starts building this user profile, as we can see
in the following figure:

Personalized Settings

Setting up personalized settings for:

Windows Desktop Update

Figure 5: Creating a new user profile in Windows

Only the logged on user can be found under HKU, not all the users. However, on a live
system, we can find the location and more details about the system's users in the
HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\ProfileList key in the registry.

In this key, we can find basic information about all the system users' profiles, including the
location of each profile, but not the configurations and settings of each user. In the
following screenshot, we can find another user profile with SID ends with 1002, which we
can't find under HKU:

# Registry Editor [=N(ECn ===
File Edit View Favorites Help
s Print “ || Name Type Data
h pmislleu;t 3 ab] (Default) REG_SZ (value not set)
5'1'5'19 #3)Flags REG_DWORD 000000000 (0)
SiljSiZU ab|profilelmagePath REG_EXPAND_SZ  C:\Users\Forensics )
§-1-5-21-4123892437-111628464-3716307427-1001] || oo ProfileloedTime... REG DWORD 0000000 (0}
§-1-5-21-4123892437-111928464-3716307427-100 B4]Profilel oadTime... REG_DWORD 0:00000000 (0)
— 24 RefCount REG_DWORD 0>00000000 (0)
ProfileNotification 74 RunLogonScript.. REG_DWORD 0x00000000 (0)
related.desc e Sid REG_BINARY 01 0500 00 00 00 00 0515 00 00 00 d5 9a cd 590 ed...
Schedule ia| State REG_DWORD 000000000 (0)
| SeCEdit
setun S
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\(urrentVzrsinn\ProfiIeList‘;-l-5-21-4123892437-111928464-3716307427-1001

Figure 6: The list of system profiles
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HKEY_CURRENT_USER or HKCU

HKCU is only a pointer to the current user under the HKU, with the same configuration
and settings:

#§ Registry Editor

File Edit View Favorites Help

. & {8 Computer

, HKEY_CLASSES_ROOT
.{K HKEY_CURRENT_USER\
>« 4y AppEvents

, Console

, Control Panel

, Environment

, EUDC

, Identities

. Keyboard Layout
, Network

. Printers

, Software

. System

N\ > . Volatile Environment _/

4 - |, HKEY_USERS

, -DEFAULT

, S$-1-5-18

; S$-1-5-19

.} S1.5.20

a7 5-1-5-21-4123892437-111928464—3?1630?427-1%
. AppEvents

, Console

, Control Panel

, Environment

, EUDC

. Identities

. Keyboard Layout
, Network

, Printers

, Software

\. System /
«w. . Volatile Environment

Figure 7: HKCU VS HKU
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Mapping a hive to the filesystem

Each root key in the registry is actually mapped to a single file in the filesystem, which
differs from one Windows version to another. In the following table, we target Windows
NT to Windows 10. These files have specific formats, which the operating system parses for
either read or write data in the registry.

We can view the location of each hive in the filesystem in the following table:

Hive name Location in the filesystem

HKEY_LOCAL_MACHINE\System SWINDIRS\system32\config\System

HKEY_LOCAL_MACHINE\SAM SWINDIR%\system32\config\Sam

HKEY_LOCAL_MACHINE\Security |$WINDIR%\system32\config\Security

HKEY_LOCAL_MACHINE\Software |SWINDIR%\system32\config\Software

HKEY_USERS\User SID This is the user profile (NTUSER.DAT); Documents and
Settings\User (this was changed to Users\User in
Vista). Each profile under HKU must be linked to one
NTUSER.DAT file under the user profile directory. This

directory can be determined, as in Figure 6, under:
HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfilelList

HKEY_CURRENT_USER This acts as a pointer to the HKU of the currently logged in
user.
HKEY_USERS\.Default SWINDIR%\system32\config\default

Table 1: Hive to filesystem mapping

Backing up the registry files

Windows OS backs up the hive files by default every 10 days. The backup files are located
at SWINDIR%\repair in Windows XP and at $WINDIR%\System32\config\RegBack
starting from Windows Vista. The backup hives are useful in determining the changed
configuration from the last update. They are also useful in case the normal hives are
corrupted.
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The backup is done by the local system in Windows tasks under
SWINDIR%\System32\Tasks\Microsoft\Windows\Registry:

7

ask xmlns="http://schemas.mnigrosoft.com/windows/2004/02/mit/task">
<RegistrationInfo>

<Author>$§ (E3systemroott\system32\regidle.dll,-600)</Author>
<Version>1l.0</Version>

<Source>§ (B3systemroott\system32\regidle.dll,-601)</Source>
<URI>Microsoft\Windows\Registryv\RegldleBackup</URI>

<Description>$ (@%systemrooté\system32\regidle.dll,-602)</Description>
<SecurityDescriptor>0:BAG:BAD:P(A; FA;;::BA) (A;:FA;;:SY) (A:;:FR;;:1U) (A:

</RegistrationInfo>
<Triggers />
<Settings>

<Enabled>true</Enabled>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<AllowStartOnDemand>true</AllowStartOnDemand>
<DisallowStartIfOnBatteries>truoe</DisallowStartIfOnBatteries>
<5toplfGoingCnBatteries>false</StoplfGoingOnBatteries>
<RunOnlyIfNetworkAvailable>false</RunOnlyIlfNetworkAvailable>
<ExecutionTimeLimit>PTOS</ExecutionTimeLimic>
<Hidden>truoe</Hidden>
<WakeToRun>false</WakeToRun>
<StartWhenAvailable>true</StartWhenAvailable’
<Priority>5</Priority>
<RunOnlyIfIdle>false</RunCnlyIfIdle>
<UseUnifiedSchedulingEngine>true</UseUnifiedSchedulingEngine>
<MaintenanceSettings>

{ - - )

<«Deadline>P14D</Deadline>
</MaintenanceSettings>

- </Settings>
g <Principals>

EPrincipal id="LocalSystem"> |
<UserId>S-1-5-18</UserId>
</Principal>

- </Principals>
E <Actions Context="LocalSystem ">

<ComHandler>

<Clas=sld>{ca767aaB-9157-4604-b64b-40747123d5f2}</ClassId>
</ComHandler>

- </Actions>
< /Task>

Figure 8: The registry backup task in Windows
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Extracting registry hives

Performing a postmortem analysis on the system registry requires extracting the hives from
the filesystem. In this section, we will look at extracting files from a live system and from a
forensic image.

Extracting registry files from a live system

Copying the backup files on a live system is quite easy; simply copy and paste or type the
following command in the administrator command prompt:

reg save HKLM\<hive name> <savename>

As discussed earlier, these files could be 10 days old. This may not contain any traces of the
incident under investigation. So, we need to extract the working hive files, which won't be
allowed by the system because these files are in use in the live system:

I -\.

File In Use ==

i The action can't be completed because the file is open in System

Close the file and try again.

SAM

Type: File

Sizer 256 KB

Date modified: 2/15/2015 3:44 AM

Try Again l | Cancel

Figure 9: Error in copying registry files in live system
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In order to copy registry files from the live system, we need to use a program, such as FTK
imager. We will use the lite version in this exercise, which is better in case of live analysis
because it does not leave large traces in the system as compared to the installation version:

1. In the Windows live system, open the FTK imager lite program.
2. Select add evidence item from File.

3. This will ask you to select a source. In this case, we can either select a physical or
logical drive. It won't make a difference in our case here; we can anyway select a
logical drive:

Select Source p|

— Please Select the Source Evidence Type

(" Physical Drive
(+ Logical Drive
" Image File

" Contents of a Folder
(logical file-level analysis only; excludes deleted, unallocated, etc.)

< Back Next > Cancel Help

Figure 10: FTK source type
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4. After this we need to select the source drive, and we need to select the Windows
working partition, which in our case is partition C:

Select Drive

— Source Drive Selection

Please select from the following available drives:

A ;I

A
O

< Back I Firnish I Cancel Help

Figure 11: Source partition

The contents of partition C will be in the left pane of the program.
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5. We need to browse to the registry files location. Select the hive file, and export
these files to the external connected storage or shared folder over the network
and not to the local machine. This avoids overwriting possible related evidential
data, as shown in the following image:

[ AccessData FTK Imager3.1.1.8
File Wiew Mode Help
aEscad-Bs m B3O8 .mm .
Elﬁ System32 Mame Size I Type I Date Modified I
-~ 0409 || COMPONENTS 28928 Regular File 6/21/2014 10:4...
:g :S;:”Ce‘“”“"e’s | COMPOMENTS.LOG 1 RegularFile 7,/14/2009 7:27:...
) bosG || COMPONENTS.LOGL 25 Regular File 6/21/2014 10:4..,
55 Boot || COMPONENTS.LOG2 0 Regular File 7/14/2009 2:34:...
B0 catroct || COMPOMENTS{01688... 64 Regular File 6,/21/2014 10:4...
B0 catroct2 || COMPOMENTS{01688... 512 Regular File 6/21/2014 10:4...
{3 Codelrtegrty || COMPOMENTS{01688... 512 RegularFile 7/14/2009 5:01:..
B2 com || DEFAULT 256 Regular File 2/14/201511:5...
-2 | DEFAULT.LOG 1 Regular File 7/14/2009 7:27...
|| DEFAULT.LOGL 129 Regular File 2/14/201511:5...
=| || DEFAULT.LOG2 0 Regular File 7/14/2009 2:34:...
256 Regular File 2/14/201511:4...
- SAM.LOG 1 Regular File 7/14/2008 T:27:...
| |5AM.LOGL 57 Regular File 2/14/201511:4...
|| SAM.LOGL. FileSlack 7 File Slack
SAM.LOG2 0 Regular File 7/14/2009 2:34:...
256 Regular File 2/14/201511:2...
) | SECURITY.LOG 1 RegularFile 7/14/2009 7:27:...
[?:g Crversiors || SECURITY.LOG1 2 RegularFile  2/14/201511:2..,
=gl |_| SECURITY.LOGL.FileSl... 3 File Slack
B0 enls SECURITY.LOG2 0 Regular Flle 7/14/2009 2:34:...
3 esES _ - 2/15/201512:5...
3 etEE || SOFTWARE| |1 Export Fiks... 14/2009 7:27:...
{3 fi-Fl - L |SOFTWARE Export File Hash List... W15/201512:5...
< m || SOFTWARE|
|| SOFTWARE 4 Add to Custom Content Image (AD1) 472000 2:34:..
EistomiGonientiSources 12,544 Regular File 2/15/2015125...
 Evidence:File SystemfPath|Fle | Options | |SYSTEM.LOG 1 RegularFile 7/14/2009 7:27...
|| SYSTEM.LOGL 256 Regular File 2/15/201512:5...
|| SYSTEM.LOGL. FileSlack 3,584 File Slack
|| SYSTEM.LOG2 0 Regular File 7/14/2009 2:34:...

Figure 12: Exporting registry files by FTK imager
After this, we can take the extracted files to our Linux machine for analysis.

It is worth mentioning here that FTK Imager has a built-in feature to acquire all the registry
files and protected system files. It can be accessed by navigating to File a Obtain protected
system files from a live system without adding any devices or partitions.
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Extracting registry files from a forensic image

To extract files from a forensic image in Linux, we need to mount the system partition to the
system first as read only and then perform a simple copy and paste operation of the registry
files.

To mount one partition from a forensic image in Linux, we need to know the offset of this
partition in the forensic image in the first place. This task can be done using the mmls
command from the TSK or The Sleuth Kit. TSK will be discussed later in detail:

digforensics@forensics: ~

=~

digforensics@forensics:~$ mmls /mnt/hgfs/image/image.001
DOS Partition Table

Offset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description
0000000000 0000000000 0000000001 Primary Table (#0)
0000000000 2 0000002048 Unallocated
0000002048 2582 0125825024  NTFS (0x07)
(VEH 0125827072 01258 0000002048 Unallocated
digforensics@forensics:~$ |

Figure 13: Windows partition

The results show that the system partition starts at sector 2048. Using this piece of
information, we can mount this partition as read only:

1. First, we need to create a directory as the mount point at </mnt /mountpoint>,
and then we run the mount command, as follows:

-t digforensics@forensics: ~
digforensics@forensics:~$ sudo mkdir /mnt/mountpoint
[sudo] password for digforensics:

digforensics@forensics:~$ sudo mount -t lowntfs-3g -o ro,loop,show_sys_files,ign
ore_case,offset=$((512*2048)) /mnt/hgfs/image/image.001 /mnt/mountpoint/
digforensics@forensics:~$

Figure 14: Creating a mount point and mounting the image
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As we can see, the offset must be in bytes. So, we need to put it in this
formula (512*2048), where 512 is the sector size and the 2048 is the sector
number. In this command, we also selected to mount the image as read only,
show system files, and ignore case, to make it easier to browse through the
files without mistakes.

2. So, we can see that all the filesystem structure can be accessed easily from the
mount point:

- digforensics@forensi

digforensics@forensics:~$ ls /mnt/mountpoint/
$attrdef $boot

$badclus bootmgr $logfile $secure $volume
$bitmap bootsect.bak pagefile.sys

documents and settings $upcase
digforensics@forensics:~$ ||

Figure 15: Mounted system partition

3. As we know the location of the registry files in the system, we can start copying
them:

digforensics@forensics: /mnt/hgfs/image/registry
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/sam sam
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/system system
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/syste onfig/software software
digforensics@forensics: /mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/syste onfig/security security
digforensics@forensics: /mnt/hgfs/image/registrys$ [

Figure 16: Copying registry files

4. The same can be done with the users' profiles. Here, we have two users, forensics
and forensics2:

digforensics@forensics: /mnt/hgfs/image/registry
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/users/forensics/ntuser.dat forensics.dat

digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/users/forensics2/ntuser.dat forensics2.dat
digforensics@forensics:/mnt/hgfs/image/registry$

Figure 17: Copying users' profiles
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Parsing registry files

Suppose that you have a corrupted registry file, or you need to recover some data, or you
want to verify the results of a new analysis tool. All these reasons, besides your need to
know how the analysis tools work to parse and recover registry files, make it important to
understand the registry file structure.

The registry file consists of blocks with the same concept of clusters in the filesystem. The
block size is 4Kb. The hive expands in the whole block, again like the clusters in the
filesystem. The first cluster is called the base block.

The base block

The base block is the first 4KB of the hive file. It contains the following:

¢ The hive signature, which identifies this file as a hive file.

A timestamp of the last write operation on this hive.
Checksum.

The hive format, which differs from one OS version to another. There are
differences in how data treated in different versions.

The real name of the hive file and its full path in the system.

The offset to the root cell, which is relative to the beginning of the hbin. (Both will
be explained shortly.)

¢ The two sequence numbers. We can consider the sequence number as a way to
preserve the integrity of the hive file.

When one write operation needs to be performed in the registry hives, it is first done in
memory. The operating system needs to write these changes to the nonvolatile on-disk file
to keep it updated. The operating system keeps tracking all the sectors of the hive.

To write to the on-disk file, the operating system schedules what is called a lazy write
operation or hive sync. The lazy write starts synchronizing the hive changes from memory
to the on-disk file and updates the last write time. If something crashed during the
synchronization process, the file will be corrupted.
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In order to avoid this, the lazy write updates the first number of the sequence before it starts
the synchronization process. After finishing the write process, it updates the second
sequence number with the same value. If the operating system finds two different values in
the sequence numbers, it knows that there was a crash during the last synchronization
process. It then starts the recovery process following the log file of the hive to keep the file
consistent.

In this section, we will consider an example of the forensics2.dat registry file. To view
the registry file as raw data, we will use the hexdump utility or hd and start to interpret the
registry file data.

From the forensic machine, run the following command to view only the first 200 bytes of
the base block:

digforensics@forensics: /mnt/hgfs/image/registry

dlgforen51cs@foren51cs /mnt/hgfs/image/registry$ hd -vn Z
00000000 72 b5 67 55 00 55 00 00 00 eO
00000010 bc do 01 00 03 00 00
00000020 01 00 20 00 00 07 01
00000030 5c 43 EE] 5c 55 73 65
00000040 73 5c 46 6f 72 65 6e
00000050 69 63 73 32 5c 6e 74
00000060 73 65 72 2 64 61 74
00000070 bc 68 6f 6c de 8d 00 Ob
00000080 bc 88 68 6f 6 8d 00 Ob
00000090 00 00 5 6f 6c de 8d
00000020 Ob e3 2 6 5 00 00 00
000000b0 00 00 00
OOOOOOCO

Figure 18: First 200 bytes of the base block

Now, let's interpret the values in the previous image. Note that now that these values are
little endian, we need to read them byte by byte from right to left:

Offset |Length Value Description
(Bytes)
0x0000 (4 Regf This is the registry file signature.
0x0004 (4 0x00000055 This is the first sequence number that the OS writes before editing the registry.
0x0008 |4 0x00000055 This is the second sequence number. The first and second sequence numbers are the same,
which means that the last write operation was successful.
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0x000C |8 0x01D048BC17BA58E0 This is the timestamp of the last write operation. This value can be decoded with the
dcode . exe program, from http://digitaldetective.com/:
Value to Decode: [01D048BC17BASBED ®
Date &Time: |Sur|, 15 February 2015 01:09:48 UTC
www.digital-detective.co.uk Cancel ‘ Clear | Decode |
From these results, we can see that the last write time was Sunday, February 15, 2015, at
01:09:48 UTC.
0x0014 |4 0x00000001 This is the major version of the file. In this case, it is 1.
0x0018 |4 0x00000003 This is the minor version of the file. In this case, it is 3. So, the file format version is 1.3.
0x0024 (4 0x00000020 This is the offset of the first cell relative to the first hbin.
0x0030 |64 C:\Users\Forensics2\ntuser.dat | This is the location and the name of the file. From this piece of information, we know that
maximum this file is the user's profile under C: \Users\Forensics2. Despite the name of the file
under investigation, the file name is ntuser.dat.

Table 2 : Parsing base block

Hbin and CELL

The cell is the data container in the registry file; it contains a key, subkey, or value. Each
type has a different signature and a different data structure within the cell. If the cell
signature is kn or key node, then the following information will be interpreted as for a key.
The operating system allocates these cells within another container called HBIN. The HBIN
can contain more than one cell, and it has its own header in the signature file. For our
example here, let's take the first cell within the first hbin.

The first hbin can be found directly after the base block, that is, 4,096 bytes from the
beginning of the file. We will display the first 200 bytes after the first 4,096 bytes or 0x1000
in hex:

digforensics@forensics: /mnt/hgfs/image/regi
digforensics@forensics:/mnt/hgfs/image/registry$ hd -vn
00001000 68 62 00 00 00 00 00 00 00 00 00
00001010 00 17 bc 48 00
00001020 78 6e 6b 2 ef 12 3 8 do
00001030 00 Ob 00
00001040 28 6 Z 8 00

00001050 28
00001060 00 43

00001070
00001080
00001090
000010a0
000010b0
000010cO

74 6

Figure 19: The first 200 bytes of the first HBIN
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We can interpret the information in the header as follows:

Offset | Length Value Description
(Bytes)

0x1000 | 4 hbin This is the beginning of the hbin signature.

0x1004 | 4 0x00000000 | This is the offset, which is relative to the first hbin structure.
The value here is 0, which means that this is the first hbin in
the file.

0x1008 |2 0x1000 This is the size of the current hbin. It is 4096 bytes. Usually, it
is either equal to 4096 bytes or a multiple of this number.

Table 3: The header of hbin

From parsing the base block at 0x0024, the offset to the first cell is 0x20 relative to the first

hbin.

So, to find the header of the first cell, we need to go to offset 0x1020 at the current hbin:

Offset |Length
(Bytes)

Value

Description

0x1020 |4

OxFFFFFF78

This is the size of the cell in negative
implementation. The negative sign indicates that
this cell is in use.

The value here is (-136). This cell is used, and it has
a size of 136.

0x1024 |2

nk

This is the nk signature, which means that this cell
contains a key node value.

0x1026 |2

0x002C

This is the properties flag of the record; it has
different values. The binary representation or the
value here is 00101100, which indicates that the file
is:

CompressedName: (00100000),

NoDelete: (00001000),

HiveEntryRootKey: (00000100),

As we expected before, this entry holds root key
information.

0x1028

¢

0x01D048B03FC412EF

This is the timestamp of the last write time of this
entry. The value is Sat, 14 February 2015 23:45:01 UTC,
according to the decode value from Dcode . exe

Value to Decode: [01D043B03FC412EF

Date & Time: |Sat, 14 February 2015 23:45:01 UTC

0x1034

N

0x0600

This value is the offset to the parent key record. As
this is the parent kn record, this value can be ignored
here as long as this is already the kn root key record.
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0x1038 | 4 0x0000000B This is the number or subkeys list under this root key.
Here, the value is 11, so there are 11 subkey under this
key.

0x1040 | 4 0x00011E28 This is a pointer to the list of the subkeys under this
root key.

0x104C | 4 OXFFFFFFFF This is a pointer to the list of the values under this

root key. The value here is OXFFFFFFFF, which means
that there are no values under this root key.

0x106C |2 0x0034 The size of the key name. In this case, it is 52 bytes.

0x1070 |52 CMI-CreateHive{D43B12BB-09B5-40DB-B4F6-F6DFEB78DAEC} | This is the name of the root key. Its length is 52 bytes
or character.

Table 4: Cell analysis

Now, we can conclude that this is a root key named cMI-
CreateHive{D43B12BB-09B5-40DB-B4F6-F6DFEB78DAEC} with a size of 136 bytes, and
this contains 11 subkeys and no values. Now, we need to find the names of the subkeys
under this root key.

From the previous analysis, the offset to the subkeys list is 0x11E28 relative to the beginning
of the hbin. So, we need to add 0x1000 to get it from the beginning of the hive file itself. The
offset will be 0x12E28:

digforensics@forensics:/mnt/hgfs/image/registry$ hd -vn 2 X 2.dat
0001 8 a0 ff ff ff 6c 66 Ob 00 8 1d 01 00 41 70 70
2e38 30 3 6f 6e 73 8 43 6f 6e
18 03 be 76 69 45 55 44
fo 64 65 6e 4b 65 79 R ..
20 65 74 77 8 6 50 72 69 6 ..Netw.k..
60 3 6f 66 74 6 53 79 73 tL..Softt. ..
a0 6e 6b 20 00 b0 48 do .nk
00 8 01 00 00 00 00
98 e8 ff ff ff
00012eb8 48 8 3 ff ff 3 00
00012ec8 00 00 00 Ob |
00012ed8 45 76 65 6 61 62 65 6 00 | EventLabels
00012ee8 a8 be 6b 20 00 | ... .nk .|

Figure 20: The subkeys list
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We can see that this is a new cell that needs to be parsed, as follows:

Offset |Length |Value Description
(Bytes)

0x12E28 (4 OxFFFFFFAQ | This is the size of the cell in negative implementation.
The negative sign indicates that this cell is in use.
The value here is (-96). This cell is used, and it has a size
of 96.

0x12E2C |2 If The If signature indicates that this contains a list of
subkeys.

0x12E2E |2 0x000B This is the number of elements in the list. In this case, this
is 11, which matches the value from the previous analysis.

0x12E30 | — —- Starting from this point, each 8 bytes represent one subkey.

The first 4 bytes are the offset to the subkey location
relative to the beginning of the hbin. The second 4 bytes are
used as the checksum.

Table 5: The If entry analysis

From the previous analysis, we can determine the location of each subkey to be to the
following offsets:

0x00011DC8
0x00003C30
0x00000EB8
0x00000318
0x00018BFO0
0x000499F0
0x0001E2F0
0x00006820
0x00006BD8
0x00000160
0x00000C60
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To see the contents that are related to the beginning of the hive file, we need to add 0x1000
to each offset, which represents the size of the base block, and then view the first 100 bytes.
We will see that each offset will point to another entry with a different name, as shown in
the following screenshot:

{1_ digforensics@forensics: /mnt/hgfs/image/registry
dlgforen51cs@foren51cs fmnt/hgfs/1mage/reg15try$ hd -vn 100 -s 0x12DC8 forensics2.dat
00012dc8 a0 ff ff ff_6e 6h 00 39 c4 3b b0 48 d0O 01 | .. .9..;
00012ddg8 00 00 00 0020 00 02 00 00 00 00 00 00 0O
00012de8 a0 44 01 00 ff ff 00 00 00 00 ff ff ff ff
00012df8 48 8c 03 00 ff 00 00 |
00012e08 00 00 00 00 00 00 00 00 00 09 00 00 |
00012e18 41 70 70 45 65 73 00 00 00 00 OO OO |
00012e28 a0 ff ff ff | .
00012e2c
digforensics@forensics: /mnt!hgfsI1mage/reg15try$ hd -vn 100 -s 0x4C30 forensics2.dat
00004c30 a8 ff ff ff f=a_Bh 20 00 83 c4 3b b0 48 dO 01 . K ;.H.
00004c40 00 00 00 00 20_00 00 00 00 00 00 00 00 00 00 0O
00004c50 ff ff ff ff ff ff ff ff 24 00 00 00 00 58 00 00
00004c60 48 8c 03 00 ff ff ff ff 00 00 00 00 00 0O 00 OO
00004c70 2c 00 00 00 04 00 OO OO0 00 OO 00O OO O7 00 00 OO
00004c80 43 6f 6e 73 6f 6c 65 00 e8 ff ff ff 76 6b 00 00
00004c90 1a 00 00 00
00004c94
digforensics@forensics:/mnt/hgfs/image/registry$ hd -vn
00001eb8 a0 ff ff ff_6e 6hb 20 00 4c a4 20 48 b0 48 dO
00001ec8 00 00 00 OO0 00 Oe 00 00 00 00 00 00
20 70 04 00 Tf 00 00 00 00 ff ff ff
48 8c 03 00 ff 1e 00 01 00 00 00 00
00 00 00 OO0 00 00 00 00 00 0d 00 00
00001f08 43 6f 6e 74 6f 50 61 6e 65 6¢c 00 00
00001f18 a8 ff ff ff
00001f1c
digforensics@forensics: /mnt/hgfs/image/registry$ hd -vn 2.
00001318 a0 ff ff ff_6e 6b 39 83 c4 3b b0 48 dO 01
00001328 00 00 00 00/ 20 00 00 00 00 00 00 00 00 0O
00001338 ff ff ff ff ft ff 02 00 00 00 60 04 00 0O
00001348 48 8c 03 00 ff ff 00 00 01 00 00 00 00 0O
08 00 00 00 42 00 00 00 00 00 Ob 00 00 0O
00001368 45 6e 76 69 72 6f 65 6e 74 00 00 00 00 0O
00001378 fo ff ff ff .
0000137c
digforensics@forensics:/mnt/hgfs/image/registry$ hd -vn 100 -s 0x19BF0 forensics2.dat

AppEvents

00019bf0 a8 ff ff ff_6e 6b 39 83 c4 3b 48 do |
00019c00 00 00 00 00/ 20 00 04 00 00 00 00 00 |
00019c10 it ot 00 ff ff |H.
00019c20 ff ff 06 00 00 | ..

9 00 00 00 00 00 00 00 00 00 00 00 |
00019c40 45 44 43 00 00 50 ff ff ff 6b 00 |
00019c50 60 00 00 |
00019¢54

We can see that in the new entries, the parent cell offset in the new entries is 0x0020, which
is the offset of the first entry named CMI-CreateHive{D43B12BB-09B5-40DB-B4F 6~
FOoDFEB78DAEC}.
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The complete list of subkeys is as follows:

e AppEvents

e Console

¢ Control Panel
¢ Environment
e EUDC

o Identities

e Keyboard Layout
o Network

e Printers

e Software

e System

To confirm these results with the actual case, we can display the registry in our test live
machine using the native regedit tool. If the list matched the results, then the parsing went
well, as we can see in the following screenshot:

File Edit View Favorites Help
‘".'F Computer Mame Type
- . HKEY_CLASSES ROOT _-;'E](Default) REG 57
al | HKEY_CURREMT_USER
; . AppEvents
. Conscle
. Control Panel
. Environment
-y EUDC
I 5. | Identities
i > - Keyboard Layout
- . MNetwork
[ 5. || Printers [
b)) Software
> -1 System
.- | Volatile Environment
, HEKEY_LOCAL MACHIME
> |, HKEY_USERS
s . |, HKEY_CURRENT_CONFIG
N 4 m 3
Computer\HKEY_CURRENT_USER
— =l

Figure 21: Actual subkeys from the live machine
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Auto-run keys

Malware programs usually tend to preserve their existence in the system in case the system
was rebooted or different users log on to the system. The following listing shows two
important autorun keys that run when the system boots:

e HKEY_ LOCAL_MACHINE\System\CurrentControlSet\Services

e HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Sh
ellServiceObjectDelayLoad

These locations can host malware that targets the machine itself, such as rootkit, botnet, or
backdoor. Other malware executables target some users on the system and run when the
specific user or any user logs on to the system.

They can be found in the following locations:

e HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Ru
nonce

e HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Ru
n

e HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

e HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
Once

e HKEY LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\
Winlogon\Userinit

An example of these keys is the Zeus banking malware. It adds its executable in the Userinit
key to run when anyone logs on to the system:

Userinit v (§) C:\WINDOWS\systend2\userinit.exe,C: \WINDOUS\systend2\sdrabd.exe,

Figure 22: The Zeus autorun technique
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Registry analysis
After we have extracted the registry files from the live system or the forensic image, we
need to analyze them.

We will use RegistryRipper, and sysinternals for registry parsing and analysis.

RegistryRipper
Regripper is a Perl open source and cross-platform tool by Harlan Carvey, which can be
downloaded from https://code.google.com/p/regripper/. It parses the registry

structure, searches for the forensically important areas, and lists the contents of these areas.
The investigator needs to understand the results and extract the anomalies from the output.

The tool is a command line tool, and it also has a simple GUI to carve different types of
hives. Through the GUI, the investigator will be able to select one hive file for analysis and
the list of plugins to run against this hive file by selecting the type of the hive file from the
Profile dropdown. The report will be created in the txt format, and a log file will be created
through the analysis process in order to view the successful and failed plugins:

) RegRipper, v.2.8 - O x
File Help
Hive File: I Browse |
Report File: I Browse |
Praofile: I vl
=l
El

Rip It | Close |

Profile =
I

Figure 23: The RegRipper GUI
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RegRipper also has a command line interface, which can be used with other Linux tools,
such as grep, to directly filter the analysis results. The command line is simple, as follows:

¢ Run the complete profile against the hive file, where the profile will provide you
with a list of the plugins that run against this specific hive:

- - z
- forensics@forensics: ~

forensics@forensics:~$ regripper -r /mnt/hgfs/image/registry/software -f software
Parsed Plugins file.

Launching appinitdlls v.20130425

appinitdlls v.20130425

‘(Software) Gets contents of AppInit_DLLs value

AppInit_DLLs
Microsoft\Windows NT\CurrentVersion\Windows
Lastwrlte Time Tue Jul 14 04:53:25 2009 (UTQ)
AppInit_DLLs : {blank}
LoadAppInit_DLLs : O
*LoadAppInit DLLs value globally enables/disables AppInit DLLS.
0 = disabled (default)

Wow6432Node\Microsof t\Windows NT\CurrentVersion\Windows
LastWrite Time Tue Jul 14 04:53:25 2009 (UTC)

AppInit_DLLs : {blank}

LoadAppInit_DLLs : O
*LoadAppInit_DLLs value globally enables/disables AppInit_DLLS.
0 = disabled (default)

Analysis Tip: The AppInit_DLLs value should be blank; any DLL listed
is launched with each user-mode process.
[appinitdlls complete.

Launching apppaths V. :01’05’4
apppaths v.20120524
(Software) Gets content of App Paths subkeys

App Paths
Microsoft\Windows\CurrentVersion\App Paths

Sat Jun 21 22:40:14 2014 (UTC)

Figure 24: Run a complete profile against the hive file
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e Alternatively, you can run only one plugin against a hive file to extract a single
piece of information from this hive. In the following figure, only the
appcompatcache plugin is running against the system hive:

forensics@forensic:

forensics@forensics:~$ regripp /mnt/hgfs/image/registry/system -p appcompatcache | more
iLaunching appcompatcache v.20130425

appcompatcache v.20130425

(System) Parse files from System hive Shim Cache

Signature: OxbadcOfee

Win2K8R2/Win7, 64-bit

jC:\Program Files\VMware\VMware Tools\resume-vm-default.bat
ModTime: Fri Mar 21 13:31:33 2014 Z

LC:\Windows\system32\Stik
IModTime: Tue Jul 14 01:

C:\Windows\System32\fsquirt.exe
ModTime: Tue Jul 14 01:39:10 2009
Executed

C:\Windows\SysWOW64\D11Host.exe
ModTime: Tue Jul 14 01:14:18 2009
Executed

C:\Windows\System32\net.exe
ModTime: Tue Jul 14 01:39:25 2009
{Executed

C:\Windows\WinSxS\amd64_netfx- clrgc b03f5f7f11d50a3a_6.1.7600. 16385_none_ada52b8ba0da82ba\clrgc.exe
ModTime: Wed Jun 10 20:39:44 2009 Z
Executed

C:\Windows\syswow64 HReg
ModTime: Mon Jul 13 23:16:09 2
Executed

Figure 25: Extracting single information from a hive file.

It is worth mentioning that appcompatcache parses the registry for the Application
compatibility cache, which stores information about runnable programs in the system. It
stores information about the path, size, the timestamp of the last modification, and the time
of the most recent run of the executable file and also whether it was executed in the system.

One of the malicious results that can be an indication of malware installation on a system is
theexecutable related to one of the banking malware in the following figure:

C:\Users\Alina\AppData\Loca I\Temp\#nalicious_name.exe

ModTime: Tue Feb 25 12:55:09 2015 Z
ecuted

Figure 26: Malware in the Application compatibility cache
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Here, we can find an executable in the temp folder, which can be an indication of
downloading this executable from the Internet during browsing. It had a malicious name
and was executed in the system under investigation.

Sysinternals

Sysinternals is a suite used to troubleshoot the Windows system. It was developed by Mark
Russinovich and can be found at https://technet .microsoft.com/en-us/sysintern
als/bb545021.aspx. It can be used in the forensic analysis to give an indication of
infection. It usually runs and parses a live system, but it can also work on an offline system.
We just need to point to the registry locations; these are Windows directory and username
directory in the offline system.

In Linux, under the Wine environment, privilege escalation is not available, and this
program needs to run as administrator. So, we need to run this tool on any Windows
machine. It won't run if you provide the program with the read-only mounted image. From
the forensics perspective, mounting an image as read/write is not acceptable.

In such cases, we only need to simulate the locations of the registry files:

¢ Windows: This should be a folder with the following subfolder:
¢ System32: This should be a folder with the following subfolder and
files:
¢ config: This should be a folder with the following files:

¢ sySTEM: This is an extracted registry hive

* SOFTWARE: This is an extracted registry hive
SAM: This is an extracted registry hive
* SECURITY: This is an extracted registry hive
® ntdll.d11: Copy this file from the mounted image as well
(or just empty file with that name)

e <Username>: This should be a folder with the following files:
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® NTUSER.DAT: This is an extracted registry hive:

n forensics =
File Edit Go Bookmarks Wiew Tools Help '
P H
+« © © vO B v
Places ~ —

.\ Desktop
tl Trash
Applications

“ forensics

ol

Windows

oy

Forensics

Figure 27:

Simulate Windows registry folders

1. Then, we run theautoruns.exe within Wine. The autoruns . exe tool will

display many autoruns registry keys and services along with much more useful

information for analysis.

2. Select Analyze Offline System... from File and browse to the newly created

folders:
File | Entry Options User Help
Find... Ctrl+F
Open... Ctrl+ O ttemet Explorer | (4] Scheduled Tasks % Services Drivers @I
Save... Ctrl+5 E

. Analyze Offline System...
Compare...

Refresh F5

Exat
B explorer.exe

@’ HELMASY'S TEMACurentControlS ety ContralsS al
Lfl = o

Offline System
Select the Windows directory of the offline system:

System Root: | D:\image\Windows

User Profile: | D:fimage \Forensics

Figure 28: Open the simulated directories
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The program has different tabs to filter the registry. For example, the Logon tab filters the
entire registry, which runs while logging to the system. These keys are usually used by
malware executables in order to preserve its existence in the system after a reboot, as
discussed earlier:

dAaNAdXHK

Ele Entry QOptions Lser Help

Auscaun Ertsy Descrpton Publher
o HXUM\System\CumeriConbolS ot\Contsol\ Terminal S erved\Wdi rdowd\StamagProg ams
V) 51 adocko
HKLM\SOF TWARE \Microsol\Wie NT\CunertVerson\Winkogon\L senrd
Y 0 C\Windows\system3Z\userrsd exe
HKLM\SOF TWARE M NT\CunerdVersior e A\t
7/ s e

2 HXLM\SOF TWARE \Microsoft\Windows NT\CunentVecson\Winkogon\Shel

S Aont | % KoownOUs | @ Wikogon | W) WinsockProwden | o PweMonton | W) LSAPrwden | & Netwok Prowdes | B Scebar Godgets
D eventhng | b logon | N Bl | 4B rtemet Bpiorer | (4 Schedued Tesks | B Sevices | M Ooven | [ Codecs | ) Boct Execute |

| 3 image Hyacks
Image Path

File not found idpcio

File ot found. C\Windows \system30\usenrd exe
File ot found SyitemPropeneiPerdomance exe
File ot flound. explorer e

File not found cmd ewe

File ot found. € \Program Files\Common Files\Java\lava Update\pusched exs
File nct found: C:\Program Files\VM Took\

File not found: IEDKCS 32 DLL
File nct found: C:\Program Files\Windows Mal\WirMal exe

File et benrwt £ \Worviime \sumtom T ovre T oo

Figure 29: An example of offline system registry analysis

As we can see in Figure 29, for all the entries thst are in yellow and under Image Path we
will find File not found. This is normal because the related system isn't actually running.

The Scheduled Tasks list is important; it needs to be checked. One
technique for a malicious executable to preserve its existence is to add
itself as a task to run every period of time.
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MiTeC Windows registry recovery

MiTeC WRR is another registry analysis program worth mentioning. It opens one hive at a
time, and you can open all the hives concurrently. Besides viewing the registry in its
structured format, it filters the registry based on tasks, such as start-up programs and
userdata. WRR can be run under Linux within the Wine environment:
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Figure 30: MiTeC WRR

Summary

In this chapter, we got introduced to the registry as one of the most important Windows
artifacts, which holds most of the operating system and the installed programs'
configurations and settings. We explained the function of each registry hive and its location
in the filesystem. Besides this, we parsed the structure of one registry file as an important
process in case a corrupted registry file or a recovered fragment of the registry file needs to
be analyzed. Then, we explained how malware programs use the registry to preserve their
existence in the system and how to discover their presence. We used different tools to view
and analyze the registry files.

In the next chapter, we will cover another important artifact of the Windows operating
system, the Event Log files. We will explore how to use event files to track the activities of
the users in the system and how to discover malicious activities within the system.
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In this chapter, we will learn about Event Logs in the Microsoft operating system. We will
discuss why it is important to cover issues related to event logs for successful investigation.
We will consider differences between event logs depending on the MS Windows version.

Event Logs — an introduction

When an operating system works, a lot of events take place in the system. The range of
these events is very large and a majority of them can be registered in the system. To register
events on the system, there is a powerful mechanism called Event Logging. It presents a
standard centralized way, which the operating system and applications use to record
important information coming from software and hardware. An event can be something
that occurred in the system or in some application, and it is necessary to notify the user.
Information about every event should be recorded.

Events are collected and stored by the Event Logging Service. This keeps events from
different sources in event logs. Event logs provide chronological information, which allows
us to determie problems in the system environment and security and tracks users' activities
and the usage of system resources. However, the kind of data that will be actually recorded
in an event log is dependent on system configuration and application settings. For example,
security event logs is turned off on old Windows operating systems by default.
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Event logs provide a lot of data for investigators, and they can help with answers for the
following issues:

What happened: Some items of the event log record, such as Event ID and Event
Category, help get information about a certain event.

When: Timestamps are a key part of the event log and they provide the temporal
context for an event. In a system where are a lot of events are generated, the
timestamps could be very useful to narrow the timeframe of the search.

Who: Which users are involved. All actions that are executed on the Windows
operating system are committed in some account contexts. Some actions are
committed not by the normal user but by the operating system, and this will be
done in the system's account context, for example, System or Network Service.
We can identify who is the user behind a certain event.

What systems are involved: In the network environment, event logs usually have
a lot of references to accounts from remote systems. Originally only the NetBIOS
of workstations were recorded in event logs. However, it complicated the
tracking of involved systems. In systems after Windows 2000, IP addresses are
also kept in event logs.

What resources are accessed: The Event Logging Service can be configured to
store very granulated information about various objects on the system. Almost
any resource of the system can be considered as an object and, thereby, we can
detect any requests for unauthorized access to resources.

Event Logs system

Now that we've figured out that Windows event logs contain a lot of useful information
and that they can be very valuable resources to detect security incidents, let's see where
event logs can be found on different versions of MS Windows.

In the evolution of the MS Windows process, even the Event Logs system was changed. It
originally appeared in MS Windows 3.1. Some minor changes occurred in every Windows
version, but the names of event logs files and paths remained the same until Windows 2003.
Initial versions used the .evt binary format. This format is not suitable to search for strings
or to browse for information without special software. Also, these logs have size limitations

in results;

therefore, new upcoming events could rewrite old stored data.

Before Vista, the event logs were as follows:

%System root%\System32\config
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However, starting from Vista and Server 2008, significant changes were implemented in the
event logs structure, types, and locations on the filesystem. The original version of the Event
Logs system was a heavy load for system performance. A new version was developed to fix

some issues related to performance too. The new .evtx format of event logs was introduced.

However, the most significant changes touched the structure of the event logs.

In Vista, many new types of event logs were added, their total number became more than
70. These event logs can be found at the following location:

%System root%\System32\winevt\logs

Moreover, the new Event Logs system allows sending events to a remote collector, so it's
necessary to keep in mind that additional event logs can be found on another server. Note
that the presented path for the storage of event logs is the default value and it may be
changed through the registry key:

e HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Application
e HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\System
e HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Security

Initially in MS Windows, three types of event logs existed:

e System
e Security
e Application

All other extra event logs can be united in the Custom group. Vista, Win7, Server 2008, Win
8, and Server 2008 now have many additional event logs, including specialized event logs
for some processes, such as PowerShell, Task Scheduler, and Windows Firewall.

Let's take a look at what kind of information is recorded in various types of event logs:

e Security Log: This records events based on local and group policies.

¢ System Log: This records events from the operation system and its components,
such as failure of a service on the boot system.

¢ Application Log: This records events from applications, such as failure of access
to a file or an antivirus notification.

e Directory Service: This records events from Active Directory and some services
based on it. It is a standard event logon Domain Controller.
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e File Replication Server: This records events about updates between Domain
Controllers. It is a standard event logon Domain Controller.

® DNS Server: This is a standard event logon server where DNS server software is
running. It records events about the management of zones, and the start and stop
of a DNS server.

The main reason to dedicate a separate directory for new event logs is their large number.
As we already mentioned, it exceeds 70.

A new event log can be divided into the following categories:

e Setup: This is a new event log, in which information about Windows security
updates, patches, hotfixes are stored

e Forwarded Events: This is also a new event log to record events coming from
remote computers

¢ Applications and Services: This group includes all other new event logs, which
were introduced in Windows 2008

Security Event Logs

The old Event Log system had some issues related to performance. In that version, the event
log needed to be completely loaded into memory. Sometimes, just for one log, 300 MB of
RAM had to be allocated. This behavior affected system performance very much, and it
forced administrators to turn off event logging. In the new Event Log system, every event
log file has a small header, which is followed by 64Kb chunks. Now, only the currently used
chunk will be loaded into memory. This certainly improves performance and reduces
resource usage. Also, an increased likelihood of logging will be enabled. Almost all event
logs could prove to be useful during an investigation, nonetheless, most answers for the
questions that we have in forensics can be found in Security Event Log. System and
Application Event Logs are more useful for system administrators for troubleshooting.

Security Event Logs record audit events whenever they occur in the system or the user
activity which is covered by local or group audit policies. They could present details about
various user activities, including user authentication (logons, run as commands, and remote
access) and user activities after logons. Using privileges and object auditing could be a
trigger event that shows access to protected files, which user accessed it, and the date and
time of when it happened. An audit allows applying security settings to itself so that all
modifications of audit policy can be traced.
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Keep in mind that security policies may register events with success and failure results. It
allows adjusting policies and records only data of interest. From an investigator's point of
view, we want to log as much data as possible. This could create additional load to system
performance, and it requires significant disk space to store information. This is not possible
in many environments. For some nonforensic professionals, it is not obvious why successful
and failed attempts to log on should be recorded and how it can help detect a brute force
attack. Also, it is possible to set additional audit policies for a specific user with a built-in
gpedit .msc snap-in. So, we can set a more detailed audit for critically valuable users.

Due its nature, Security Log has more protections than System and Application event logs.
Starting from Windows XP SP2, the API for applications that send events to the Security
event log was deprecated, excluding the Windows Security Service. Now this possibility is
available only for Local Security Authority System Service (LSASS) because it is responsible
for applying security policies in the system. Moreover, only users with administrator
permissions can review, export, or clear the Security event log.

Let's take a look at what kind of information is stored in the Security event log:

¢ Account Logon: These are events that are stored on the system and which
authorize the user. So, it could be workstation or Domain Controller.

e Account Mgmt: This is account maintenance and modification.
¢ Logon Events: This is every logon or logoff event on the local system.

¢ Directory Service: These are attempts to access the objects of the Active
Directory.

* Object Access: This is access to objects which have their own access control list.
e Policy Change: These are modifications of users' rights and audit policies.

e Privilege Use: This has each case of an account exercising a user right.

¢ Process Tracking: This stores the start, stop process, and objects access.

e System Events: This is the start and shutdown of the system.

The Security Event Categories give us understanding about what kind of events can be
interesting for us. For every category, we can set an audit policy in the values No Auditing,
Success, Failure, or Success and Failure both. Every time an event is recorded in the event
log file, it is marked by the category to which it belongs. When the audit is turned off, we
will not see any information about such types of events in the event log file.
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One of the most disappointing things during an investigation is hitting a dead end. This
often happens because we lack event logs. Some investigations, such as intrusion and event
log analysis, are very important to track the activities of the intruder. In others, such as
employee misuse, they present extra artifacts, which prove the case with significant
information, such as time of log on, installation programs, and access to specific files.
Unfortunately, audit policies don't have rules and event logs don't contain useful
information. So, it is important to configure an audit policy, such that Windows records
only what we need.

Also, the settings on systems executing various roles could be different. Audit policies and
the number of event logs turned on by default on Workstations, Servers, and Domain
Controllers will differ. The Event Logs system on Windows 7 or Windows 8 has minimal
logs and it is turned off at all times on Windows XP and Vista by default. Due to the fact
that Windows 7 and Windows 8 are becoming more and more common, we can expect
more systems with Security, System, and Application event logs. It should be noted that in
the corporate network, there are domain policies. Local policies will be rewritten by group
policies and, thus, increase logging information.

Many investigators mistakenly believe that server versions of Windows have good settings
for event logging out of the box. However, similar workstations standard configuration of
server have a minimal set of logged data.

From Windows 2008 onward, every event category is divided into a subcategory called
extended audit policies. These detailed options were introduced to allow better control
over events that need to be monitored by administrators. This became available in
Windows 7 and later.

Event types give us reasons as to why an event was recorded into an event log file. Also,
they can provide important information about the severity of the event, allowing the
administrator to focus on more critical events.

We have the following types of events:

e Error: These are significant problems, such as loss of data or functionality; for
example, the server fails to load

e Warning: These are not significant problems but they can be a problem in the
future; for example, low disk space

¢ Information: These are successful operations of applications or services; for
example, a service was started
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e Success Audit: These are notifications that audited events completed
successfully, for example, successful user logon

e Failure Audit: These arenotifications that the audited event did not complete
successfully, for example, failed access to device

Extracting Event Logs

When event logs are analyzed, the most common approach is to export logs and then
review them on the forensics workstation. There are a few reasons for such an approach.
Often, we need to analyze a few event logs (for example, System, Security, and Application)
from several workstations and Domain Controller. So, it is very convenient to have all event
log files in one place. Also, many forensics tools not enough good work with event logs.

There are two main approaches to export event logs:

e Live systems
¢ Offline systems

Both of them have their own set of features; let's see what they are.

Live systems

While working with live systems, remember that event log files are always used, which
creates some additional challenges. One way of exporting data from a live system is using
Event Viewer. If you right-click on the event log file, the Save All Events As... option will
appear. Logs can be saved in various formats, including .evtx, .csv, .xml, or .txt.If you
are concerned about possible log corruption, this is the safest way.

Another alternative for live systems is using FTK Imager so that you can mount the drive as
a Physical Disk and export event log files. In practice, there may occur a situation when the
event file is corrupted. However, it is still possible to analyze it. The MS Event Viewer may
refuse to open such files. The situation with new .evtx format is a little bit better, as new
file log corruption happens much more rarely, and MS Event Viewer is more tolerant of this
format.
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The MS Resource Kit includes the elogdump utility, which allows keeping containment of
the event log from a local or remote computer. The PsLogList utility is the analog of
elogdump with one difference: PsLogList allows logging in on a remote system and receives
the message from the remote system in case the attempt failed. It is the best alternative

to the live system, and it is a free tool from SysInternals. This command line tool has a lot of
features. It can dump live event logs to . csv file, read, and output exported data in the
native .evt/.evtx format, filter output and dump event logs from a remote system. By
default, it outputs the system event log file.

Offline system

Event logs are binary databases, so to review .evt/.evtx files, we need tools that can
parse these formats. There are a few good free tools which allow converting binary format
of event logs to human readable text formats.

TZWorks released evtwalk and evtx_viewer. Harlan Carvey wrote a few Perl scripts to
parse event log files, and Andreas Schuster released evtx_parser.

Extraction of event logs from an offline system is often the last hope for investigators who
encounter corrupted event logs, but this approach has some benefits. For example, there is
data stored in event logs, access to which is difficult using standard log viewers. The most
important one of these is the number of records in an event log file. The number of records is
assigned sequentially to an event within the log file. So, a missed number will be a marker
for manipulation with events in the event log. The best way to get access to this data is to
extract the specific events and sort it with a database or spreadsheet.

The TZWorks evtwalk tool can be used for both live and offline systems.
For a live system, we can use the -1ivesys option; it will examine all the
event logs on the host. The evtwalk tool will determine the version of
operating system and scan the appropriate event log directory for that
version of Windows.

For offline analysis, when event logs are gathered as part of an investigation, the evtwalk
tool can be invoked with -pipe. The —pipe option allows evtwalk to receive a separate
path or filename per line as input and process each of them separately.
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For Windows, one can use the built-in dir command along with some of its companion
switches to get the desired result. The following is an example of using this option:

dir c:\forensicscases\*.evtx /b /s | evtwalk -pipe
> events.txt

The evtwalk command can work with one or multiple event files specified with the -log
option and is separated by the | character.

Another unique feature of the evtwalk tool is its ability to output data to the timeline format
with the cvs12t (log2timeline) and bodyfile (mactime) options. Due to this fact, we have
the ability to combine event log activity with filesystem and registry activity that allows
determining what happened on the computer.

Instead of displaying all the records that are presented in an event log, it is possible to filter
a certain class of event data.

For evtwalk, the followingreport categories are available:

e Password changes

Clock changes or updates

User logon and logoff events

System start and stop times

User credential or permission changes
USB events

An analyst may want their own report template. In this case, they can determine the report
template and specify it using the cmdfile option. It should be noted that if you want to run
evtwalk on a live system, you should run it with administrator permissions.

Evtx_view is the GUI version of the evtwalk tool. This is a good tool to exactly understand
how events are recorded and what data is available. Both tools have unique features,
allowing them to filter specific types of events according to the action which they represent.
Investigators can make a request to report only particular events, for example logons,
password changes, times of modifications, USB usage, and so on. TZWorks tools are nice,
but they are not free.
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Event Viewer

One tool that you can use for free is Event Viewer. One of the most interesting features of
Event Viewer is that you can review events from remote PCs in a corporate network. This
could be a good alternative to usage of Remote Desktop. This may be very useful in a live
response when it is necessary to check something specific very fast. For example, if we need
to know whether the compromised user account was used or whether some malware-
specific service was started. The ability to have a quick answer for critically important
questions has big value for effective incident response:

1. To review event logs from other computers, right-click on Event Viewer (Local)
and choose Connect to Another Computer.

2. Select Another Computer, input IP Address or Hostname, and click on OK.

Starting from Windows 7, Event Viewer allows specifying different
accounts for remote authentication (similar to “run as”).

Keep in mind that when your review event logs on a live system, all events with your
activities will be recorded to event logs, including remote logons executed for review of
logs. You may also see new 4624, 4776, 4769, and 4674 events in event logs, depending on
network settings and audit policies.

The built-in Windows Event Viewer has significant disadvantages. It is very tedious to
review a lot of events in the Event Viewer interface. There is no ability to load a few logs
from different systems and to filter them and search in parallel. Besides this, Event Viewer
has strict requirements for the format of event log files. In practice, you may have corrupted
files, and some unexperienced analysts may give up an analysis of event logs when they
cannot open them with Event Viewer.

Event Log Explorer

One more utility for Event Log analysis is Event Log Explorer. This is event log
management software, which works over built-in Microsoft tools. It provides all the
features that are needed by analysts to quickly analyze event logs. It supports all the current
versions of MS Windows and the .evt and .evtx formats. However, what is more
important is that it works with corrupted files. It has two options:

e To open event logs with API
¢ To open event files in direct parsing mode
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Event Log Explorer allows opening a few event log files simultaneously and using an event
to combine them. Moreover, it has rich filtering features, including access to the Event
Description text field where significant forensics artifacts are. Also very useful is the feature
of marking various Event IDs by different color. Event Log Explorer is free for personal

use and costs around $100 for commercial use.

Useful resources

It is not possible to describe all events in one chapter, so you can find out more information
about events that you are interested in some internet resources.

Here are useful resources with information related to the event logs topic:

¢ A good resource of information about a lot of forensics topics is the SANS
Reading Room (https://www.sans.org/reading-room/). Here, are you can
find many useful white papers and written analysts, students and forensics
investigators. One of these is a white paper written by Russ Antony (http://www
.sans.org/reading-room/whitepapers/logging/detecting-security—-1i
ncidents-windows-workstation-event-logs-34262). It describes how
useful Event Logs can be to detect anomalies in system and for investigations of
security incidents.

It is impossible and also not necessary to remember all Event ID and error
codes that are related to them. Fortunately, we have a few online resources
with such information.

e A good place to search for information about events is MS TechNet (https://ww
w.microsoft.com/technet/support/ee/ee_advanced.aspx). This resource
contains a lot of information on various Event IDs for numbers and different MS
operation systems and applications.

Event ID.net (http://www.eventid.net/) is another very good resource
related to this topic. It contains useful information about different Event
Logging issues.

e Ultimate Windows Security (www.ultimatewindowssecurity.com) contains
databases which are supported and updated by the community.

[171]


https://www.sans.org/reading-room/
http://www.sans.org/reading-room/whitepapers/logging/detecting-security-incidents-windows-workstation-event-logs-34262
http://www.sans.org/reading-room/whitepapers/logging/detecting-security-incidents-windows-workstation-event-logs-34262
http://www.sans.org/reading-room/whitepapers/logging/detecting-security-incidents-windows-workstation-event-logs-34262
https://www.microsoft.com/technet/support/ee/ee_advanced.aspx
https://www.microsoft.com/technet/support/ee/ee_advanced.aspx
http://www.eventid.net/
http://www.ultimatewindowssecurity.com/

Event Log Analysis

Analyzing the event log — an example

Let's take a look at a small example, how we can use the Event Log Explorer to analyze an
event log. Assume that we have event log files from the analyzed system:

1. First, load the Security log. This displays all events relating to login, the creation
of new accounts, and more. Let's try to display all the users who log in to the
system. A login event has the 4,624 identifier. We can apply an Event ID = 4,624
filter. Note that we should adjust the time. Choose Time Correction... from View
according to the offset from GMT on the forensics station. For instance, if you
work on a system with GMT + 3, you need to input -3 to get time of events in the
GMT time zone:

‘x4 Untitled ELX - Event Log Explorer - - — - - | D S
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2. Now, we can sort out user accounts. We see that we have an unusual
user, SYSTEMSERVICE. Let's filter all events with this account. We can filter by

SYSTEMSERVICE in the Description field:

Filter

==

Apply filter to:
(@) Active event log view (File: E:\SAMA2\Logs'\Security.evtx)

(71 Event log view(s) on your chaice

Event types

Source:
Information
Warning Category:
Error
Critical eeri
Audit Success Computer:

Audit Failure

Event ID{s):

Text in description:

Enter ID numbers and or ID ranges, separated by comas, use excamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)

Exdude

Exclude

Exdude

Exclude

KN R ER R ENREN

Exdude

SYSTEMSERVICE [regExp [ |Exdude
Filter by description params (for security event logs, e.q. Object\Object Mame contains elex.exe)
Mew condition ][ Delete condition ][ Clear list ]
Name |Dperator |l-'alue
[[pate []Time Separately
From: 02-Mar-15 12:00:00 AM | Te: 02-Mar-15 12:00:00 AM Exdude
Display event for the last 0 “days 0 = houws Exdude
Clear ] [ Load... ] ’ Save... OK ] [ Cancel
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After applying this filter, we will have the following result:

We can see the following events with this account with a chronological timeline:

Event ID Description

4624 This is a successful log in to the system
4634 This is a log off from the system

4647 This is a log off from the system

4648 This is an unsuccessful log in attempt
4672 This is an assignment of new privileges
4720 This is an account creation

4722 This is an account activation

4724 This is an attempt to change password
4726 This is an account deletion

4738 This is an account modification
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We can see that the account was created on April 8, 2014 at 12:40:52 UTC.

Let's view the types of login (login using RDP has type 10); to do this, just filter Logon Type
equal 10:

Filter _—- ' - 5

Apply filter to:
(@) Active event log view (File: E:\SAMA 2V ogs\Security. evhe)

(7 Event log view(s) on your choice

Ewent types

Source: E| Exclude
Information
Warning Category: E| Exdude
Error

User: Exclude
Critical E'
Audit Success Computer: E| Bz
Audit Failure

Event ID(s):
Exdude

Enter ID numbers andfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.q. 1-19,100,250-450110,255)

Text in description:
SYSTEMSERVICE [IregExp || Excude

Filter by description params (for security event logs, e.q. Object\Object Name contains elex.exe)

New condition ][ Delete condition ” Clear list l
Mame |O|:uerabor |\.|'alue
Logon Type Equal 10
[[Ipate  [] Time Separately
From: 02-Mar-15 12:00:00 AM 55| To:  02-Mar-15 12:00:00 AM = Exclude
Display event for the last a —days 0 = hours Exclude
Clear l ’ Load... ] [ save... oK l ’ Cancel
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After applying the filter, we will have the following result:
This user remotely accessed the system on April 8, 2014 at 12:10:18 UTC.

So now, we can figure out this is a malicious account, when it was created, and when and
how it logged in to the system.

Summary

In this chapter, we have seen that event logs can be a useful source of evidence for forensic
investigations. We examined the structure of event logs and looked at the features of event
log systems for various Windows operating systems. We looked at some tools, which you
can use to analyze event logs.

In the next chapter, we will look at some files with which the Windows OS works. These
files are artifacts of Windows live, and they reflect what occurred in the system. We will
learn to analyze prefetch, links, and jobs files.
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In the previous chapter, we discussed the Windows log files and discussed how important
they are for analysis. However, Windows logs aren't the only important artifact in
Windows. In this chapter, we will discuss more important Windows files that are usually
created in the normal Windows operations but may have evidential importance from our
prospective of the case under investigation.

Windows prefetch files

The Windows operating system uses what are called prefetch files to speed up the program
starting process. It will store a list of all the files and DLLs used by the program when
started in order to preload these files into the memory when the program starts to make it
faster to start. Each executable has a prefetch file which contains the following;:

e The executable's name
The path to the executable
The number of times that the program ran within the system

The last run time

A list of DLLs used by the program



Windows Files

The prefetch files are located at $SystemRoot%\Prefetch, and each file has a

“pt” extension. The naming schema of these files consists of adding the executable name in
capital letters, followed by -, and then an eight character hash of the application's start
location, as shown in Figurel for the calc.exe Windows native tool:

| CALC.EXE-ATD3F3D3.pf 1/10/2016 2:37 PM PF File 11 KE

Figure 1: A prefetch file example

If you find two different pf files on the same executable, this means that either there are two
executables with the same name, or the same executable ran from two different locations.
Also, the user who ran this program won't store this in the prefetch information. However,
this can be compensated by correlating the last run time and the pf modification timestamp
in the filesystem with the security logging information to see which user ran this executable
the last time.

The maximum number of prefetch files is 1,024 starting from Windows 8. From Windows
XP to Windows 7, it was 128 files only. When the maximum number of files is reached,
Windows will delete the oldest file in order to create a new one. This means that in case you
found the maximum number of prefetch files in the prefetch folder, you can assume that
there might be another pf file for any existing executable and it was overwritten before and
recreated again, so the first run and last run of the program might not be the right times.

Windows prefetch can be used in speeding up the booting process of the applications' start
time or both. This information will be written in the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\Memory Management\PrefetchParameters.
Under a EnablerPrefetcher registry value, you can find one of four data values:

e 0: This means that prefetching is disabled.
e 1: This means enable applications prefetching only.
e 2: This means enable boot prefetching only.
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e 3: This means enable both boot and applications prefetching;:

Mame Type Data
ab| (Default) REG_SZ (value not set)
We|BaseTime REG_DWORD O 1bB82190 (462954896)
13| Bootld REG_DWORD OncDOOO00TT (317)

i%e| EnablePrefetcher REG_DWORD CreDODOD003 (3)

Figure 2: Prefetch in Registry

A piece of malware is a program as well. So, if the prefetch was configured to enable
prefetching for applications, a prefetch file will be created for that malware in the prefetch
folder. Finding a malware's prefetch file will add great evidential value as it will indicate all
the files and DLLs that were used by the malware, which will give indications about its
operations and a start point for the rest of the analysis.

Also, in some attacks, the kill chain requires running different tools on the local system to
remotely control it by attackers. Ordering prefetch files by time and filtering the files by the
incident time will give us the timely ordered tools which ran within the system and caused
the infection. These facts will help us make better assumptions about an attack scenario and
will help in the eradication and recovery phases of the incident response cycle.

Another file named layout .ini is located in the same prefetch folder as well. In this file,
there are some paths to the files that are frequently used and loaded by the prefetching
process. This file is used by the Windows Defragment process to move all the files that are
opened frequently in a contiguous location physically in the system disk in order to load it
quickly and reduce the time required to physically access these disk locations sequentially.
This process's effect can be noticed in the HDD more than SSD, where the access to any
physical location in the HDD requires mechanical motion.

Prefetch file analysis

It is worth mentioning that the structure of the prefetch file changes from one Windows
version to another. To analyze the prefetch file, the investigator can open it manually with a
hex-editor, for example, understand its structure, and start parsing the contents of the file
and even create an automated tool to perform this function faster. Fortunately, there is a
tool already created, and it supports the prefetch files up to Windows 10. The
WinPrefetchView tool can be downloaded from http://nirsoft.com/.
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WinPrefetchView automatically parses the location of the prefetch files in the live system
and views it for further analysis. In order to parse prefetch files in a postmortem analysis on
our Linux analysis machine, we can run the WinPrefetch program within the Wine
environment and copy the prefetch folder from the mounted image.

The program interface consists of two small windows, one for the applications that are
related to each prefetch file and another one to list all the files that are used by the selected
program from the upper window. In Figure 3, we can see the ntosboot file, which refers to
the boot process of the system and lists all the files that are opened during this operation. In
Figure 3, the program is running from the Linux machine under the Wine environment:

WinPrefetchView

File Edit View Options Help

XKERD e A

Filename 5 |_cCreated Time |_Modified Time |_File Size | Process ExE |_Process Path
|| 0se00000.exe-9561d28... 2/16{2015 6:26:13... 2/16/2015 6:26:13... 14,626 OSEND000.EXE Z:\USERS\ALINAVAPPDATA\LOCALLTI
E. ose,exe-56d9beS8s. pf 2{16/2015 6:26:13... 2[16f2015 6:26:13

10,640

ntosboot-b00dFaad. pf 2{16/2015 6: 3. ] 3 3
r notepad.exe-d8414f97.pf  2/16/2015 6:26:13... 2f16/2015 6:26:13... 58,930 MNOTEPAD.EXE Z:\WINDOWS\SYSTEM3IZ\NOTEPAD. |
[ netsh.exe-flbedalz.pf  2{16/201S 6:26:13... 2f16{2015 6:26:13... 45,132 METSH.EXE Z:\WINDOWS|SYSTEM3Z\NETSH.EXE =
4]

21162015 6.

Filename [ Full Path [ Devg
|| ooo10001.WID Z:\PROGRAMDATAMICROSOFT\SEARCHI\DATAVAPPLICATIONS|WINDOWS\PRC. . \DEY
r: 00010002 WID ZAPROGRAMDATAIMICROSOFT\SEARCHIDATAVAPPLICATIONS\WINDOWSIPRO. .. \DEY
[ 04ECE708-1320-4BF0-2647-E3320269A012 Z:AWINDOWS|SYSTEM3Z\MICROSOFTPROTECTYS-1-5-18\USERO4ECE708-132... \DEY
|| 0SEE699F-AB2S-42D6-8761-558CSD1DZFAD Z:\WINDOWS\SYSTEM32\LOGFILESYSCM\0SEE699F-AB2S-42D5-8751-555C5D1D. .. \DEV
L: 071D41B86-5806-4E60-B661-6CB67BEGESSE ZAWINDOWS|SYSTEM32I\LOGFILES|SCM\07 1041 B6-8806-4EB0-B661-6CB67BES. .. \DEY
|:: 07B1F171-2767-4362-8791-7CAZ7SFBCF4F ZAWINDOWS|SYSTEM3Z\LOGFILES\SCM\OTE1F171-2767-4362-8791-7CAZT3FE... \DEY
r: 0870DESA-10A7-4E6E-A9]1 9-B340634FFEEZ Z:\WINDOWS| TEMP\0S70DE9A-10A7-4E6E-AT1 9-E340634FFEEZ \DEV
[ | 009B5092-3422-4860-A87-34A21597CF2T Z:\WINDOWS\SYSTEM32\LOGFILES\SCM\0DSBSDI2-3A22-486D-ABE7-3AAZ159... \DEV
[ ] 0E12083C-0335-49DB-9542-BA 1 ECEDS3ECC Z:\WINDOWS\SYSTEM32\LOGFILESYSCMI0E 1 2083C-0335-49D8-9542-BA1ECEDE. .. \DEY
|:: 12ECE03E-3DCF-4FF2-9638-483CD068CZAT ZAWINDOWSISYSTEMSZILOGFILES\SCM) L 2EC603E-3DCF-4FF2-9638-A83C0D06... \DEY
E: 139A0FEE-DFO0-4E08-8925-CBFOF7ECEBETA Z:\WINDOWS| SYSTEM3Z\LOGFILES|SCM\| 1 39A0FEB-DFO0-4E08-8925-CEFOF7BC. .. \DEY
r: 16D7BEED-E652-43CB-AZ38-9354B034335E Z:\WINDOW S\ SYSTEM3Z\LOGFILESY SCM\ 16D 7BEED-E6S2-43CB-A2358-9384B034. .. \DEY
[ ] 18860428-D26:C-4169-BEDF-3B5BDDCIS2F6 Z:\WINDOWS\SYSTEM32\LOGFILESYSCMY L SBEED428-D26C-4169-BEDF-3B5BDDC...  \DEV
|_' 19096CAA-133B-49A5-A366-91521060AD25 Z:\WINDOWS|SYSTEM3Z\LOGFILESYSCMY 1 9096CAA-133B-4245-A366-91521060. .. \DEY
E: 1EC95100-A439-4950-9399-B6399EDFOEAT Z:\WINDOWS| SYSTEM3Z\LOGFILES|SCM| 1EC9S10D-A439-4950-9399-B6399EDF. .. \DEY
E: 2014-04-07 15.36,13.359 DWM.ASSESSMENT (INITIAL).WINSAT... Z:\WINDOWS\PERFORMANCE\WINSAT\DATASTORE2014-04-07 15.36,13.359 ... \DEV
r: 2375F586-1005-41FE-BS4E-30DBAFZBYSID ZAWINDOWS|SYSTEM3Z\LOGFILES|SCM\2375F586-1009-41 FB-BS4E-30D8AFZE... \DEY
[ | 24FAB4A0-E0B7-48EC-BCS1-2B9C4CB15078 Z:\WINDOWSISYSTEM32\LOGFILESYSCM| 24F AB4A0-E0B7-48EC-BCS1-2B9C4CE...  \DEV
‘\l. 2734E6F7-AB2D-4D02-B8D6-A0175C16CSEC Z:'l,wINDOWS'l,SYSTEMGZ'I,LOGFILES\SCMH,Z?3FE6F?—A82D-4DDZ-BSDS-AOI?5(21... \DEV ¥
4 »
129 Files, 1 Selected | HirSoft Freeware. http:/www.nirsoft.net

Figure 3: WinPrefetchView
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Windows tasks

Some programs need to perform specific events at a specific time in the Windows
environment. To do this, Windows allows programs to create what is called a scheduled
task. Tasks are stored in C: \Windows\System32\Tasks. Each task is stored in the XML

file format, which contains the user who created the task, the time or the trigger of the task
to take place, and the path to the command or the program that will be executed, which is
the task itself. Starting from Task Scheduler 2.0, which was first introduced with Windows
Vista, the trigger can be calendar-based or an event, such as starting the task when a specific
event is logged to the event log system. The actions can also be: running the program,
sending an e-mail, or viewing a message to the user.

In the live system, the investigator can open the tasks using the usual Task Scheduler.
From the forensic image, the investigator can extract the tasks from
C:\Windows\System32\Tasks, where each file is a single task in the XML format. In
Figure 4, we can see the task that is used by Google in the Windows operating system to
update Google products in the system:

<Enabled>true</Enabled>
</LogonTrigger>
1l <CalendarTriggess
<Enabled>true</Inabled>
<StartBoundazy>2014-05-08T13:04:00</ScactBoundazy>
] <Schedule y

<DaysIn 1¥1¢/DaysInterval>
</ScheduleSyDay>

</CalendarTriggess>

- </Triggers>

 <Settings>

<Enabled>true bled>

t>PT0S</ExecuticonTimelimit>

<ExecutionTimeLi
<Hidden>false</Hidden>
<WakeToRun>false</WakeToRun>

<DisallewStarcIfOnBatteries>false</DisallewSta OnBatteriea>

<StoplfGoingOnBatteries>falaes/ I£GoingOnBa ies>
fldle>false</RunOnly

>8</Priozity>

ings>
<Duration>PT6005</Duration>
<WaizTimecuc>PT36005
<StopinldleEnd>false</StopOnldl
<RestartOnIdle>false</RestartOnldle>
</IdleSettings>

</Sectings>

H <Principals>

] <Principal id="Author">
<UserIdsSystem</UserIds
<Runlevel>HighestAvailable</RunLevel>

<LogonType>InteractiveTokenOrPasaword</LogonType>

</Principal>
</Principals>
I <Actions Context="Author”>
] <Exec>

Icﬂ'nv::,and:vﬂ \Program Files\Google\Update\GoogleUpdate.gxe</ CErEAld:PI

Figure 4: Google Update Task
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A piece of malware can create a task to start itself after a specific trigger, such as running
the malware executable each morning, or after a specific period of time. This is another way
used by malware authors to ensure the existence of the malware on the infected machine
besides adding its executable to the startup registry keys or as a service in the system.

Windows Thumbs DB

When the user uses the Thumbnails or Filmstrip views from the Windows folder viewing
options, a small thumbnail version of the pictures will be created and stored in a single file.
This file is located in the same directory as the pictures in Windows XP and

named Thumbs . db. The Thumbs . db file has a thumbnail version of the existing and also
deleted pictures. Thumbs . db is a hidden file, and usually the user ignores it:

Folders 1 b

rs\Documentsipy,  Filmstrip |
. ® Thumbnails [

Tiles
Icons
List
Details

Figure 5: Files viewing options
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If the user has deleted the pictures but hasn't delete the Thumbs . db file, it will be possible to
recover the thumbnail version of the pictures deleted from that directory, which provide a
good clue about the pictures' contents. Besides the thumbnail version of the picture,

Thumbs . db contains the file name and the date and time of the last modification.

This Thumbs . db file is very important in cases related to pictures, such as child
pornography cases.

Starting from Windows 7, the process of handling thumbnails files changed. All the

Thumbs . db files are allocated in a single folder in
C:\Users\<UserName>\AppData\Local\Microsoft\Windows\Explorer. This is better
from the forensics prospective, as all the files are in the same place and there is no need to
search for any Thumbs . db files in the whole partition or disk, and it won't be deleted if the
user deleted the whole photos' folder. Also, the file name has changed to Thumbcache. db.

In the modern Windows version, the files' view has different sizes: small, medium, large,
and extra-large. Different thumbcache files need to be allocated for each size of the viewing
layout. Each size has a separate Thumbcache database, and the name of the Thumbcache
file has a number, which indicates the size of the viewing layout, for example,
thumbcache_32.db or thumbcache_256.db:

Wiew
&E| Extra large icons |[=] Large icons & Medium icons
small icons FE List 122 Details
SIZ Tiles i= Content =

Figure 6: Files viewing options in modern Windows Oses
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Thumbcache analysis

Thumbcache Viewer is a free tool, and it can be downloaded from https://thumbcachev
iewer.github.io/. It extracts thumbnail images from Thumcache files, as shown in the
following screenshot:

"¢ Thumbcache Viewer - U

File Edt View lools Help

= Filename Cache Entry Offset  Cache Entry 5... Data Offs ™
630 bdb32730df2124ab.b... 5047243 B 9KB 5947938
631 Bd167faSfbbadtEl.bmp 5057304 B 9KB 5957394
632 bdeleSidb10e30bd b... 5966760 B 9KB 5966850
633 G2aeT249d41elbl.bmp 5976216 B SKB 3976302
634  TN14b891174bdel.b... 6014040 B 9KB B014130
635 332053e3445beblbb... 6023496 B 9KEB 6023586
636 b9618680c17af361.bmp 6032952 B 9KB 5033042
637 3d5aeadddlBeebil b.. 6042403 B SKB B042498
638 14d0adc002fdf5d.bmp 6051864 B 9KB 6051954
639 c651473d62cdab98 b... 60613208 9KB 6061410
640 cadcid21471dE843b.., 60TOTTG B KB 6070866
641 28e39983b9901520.bmp 6030232 B 9KB 6080322 .,
£ >

Figure 7: Thumbcache Viewer
Note that there is another version to parse Thumbs . db files.

The original file path is not stored in the Thumbcache file. To map the file to its original
location, we can run the program in the target Windows system itself and start mapping
from the live system. Or, we can extract and use the Windows search database

Windows . edb file from the target system, the system under investigation. It is an ESE
database located

at C:\ProgramData\Microsoft\Search\Data\Applications\Windows\:
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Map File Paths to Cache Entry Hashes “_

Scan Directory Load ESE Database

Extensible Storage Engine Database file:

<Path to the extracted Windows edb file from the target systam=

Limit scan to the following file types:
Jpgl.jpeg|.png|.bmp].gif [¥] Include Folders (] Retrieve Extended Information

Current file/folder:

Current file/folder hash:
Total files and/or folders:

Hide Details «

Scan . Cancel

Figure 8: Mapping Thumbcache files to location

This is created by the Windows indexing service that is used to speed the search process in
Windows OS. Thumbcache viewer uses this file to map the entries to their original locations
in the target system. Thumbcache viewer can run on another Windows system and use only
this database file from the target Windows system. However, in this case, the host Windows
OS must be the same version or higher of the target Windows system. Not all the entries
will be mapped based on the data in the Windows . edb file, but the successfully mapped
entries will be viewed in green:

686
687
688
689
690

C:\Users\AymanT\Desktop\1.pn
52091c61604f8a38.bmp

C:\Users\AymanT\Desktop\Perf
C:\Users\AymanT\Desktop\Perf
C:\Users\AymanT\Desktop\Perf

Figure 9: Mapped entries using the Windows.edb file.
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Corrupted Windows.edb files

Extracted Wwindows . edb files will be corrupted in some cases. If the Windows . edb file is
corrupted, the tool will give you a warning about this and request a recovery first on this
file to use it in mapping. Fortunately, the recovery of such a file can be done using the
esentutl.exe Windows native tool with a /p switch:

-] Command Prompt - ﬂ

ctopresentut
srage Engine Utilities for Micros (R} Hindows(R)

C) Microsoft Corporation. All Rights Reserved.

Temp. Database:
Check ing database intearity.
f ine
tl'm qu fil
to be pl:

re the > 4 - 3 y' operatien.

Repairing damaged tables.
Scanning Status

40 82 92 100

R = PR Jupipiey
eting unicode fixup table.
Deleting M5
Deleting MS

Repair completed. Database corruption has been repair

, ¢ perform a full
dat abase If a b cup made before
the database 1 b 1 ¢ to the state

in at the time of that .

ration co W u JET _wrnDat abaseRepaired, Database cor

as .

ruptlcn has

Figure 10: Fixing corrupted Windows.edb file
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Windows RecycleBin

When a user deletes file with the normal deletion process, the file actually doesn't leave the
HDD. It will be only marked as deleted on the filesystem, and all the file's metadata and
contents will continue existing on the hard disk until it is overwritten by another file's
metadata and content. This will allow the user to recover such a file if it was deleted by
mistake, for example. The deleted files will be located in what is called a Recycle Bin in the
Windows OS.

Usually, the advanced forensics tools will be able to find and view the deleted files if the
system still has their metadata and can read them without carving. However, if the
investigator only has the recycle bin file and needs to understand which files were deleted,
this can be done by analyzing the Recycle Bin folder.

The name of the Recycle Bin differs from one version of Windows to another. In Windows
versions 95 and 98, the location is under the system partition in a folder named RECYCLED.
From Windows XP until before Vista, the location was the same, but the folder name
changed to RECYCLER. Starting from Windows Vista, the name was changed

to $SRecycle.Bin.

The ordinary user on a live system can browse to the Recycle Bin, but they need to display
hidden files and protected system files from the Explorer's view menu. From the Recycle
Bin, the user can recover the file to its previous location by simply right-clicking on the file.
As long the file exists in the Recycle Bin, it is still recoverable.

In postmortem analysis, the files won't be shown as in the live system, and it will need more
understanding of its structure, which differs from one Windows version to another.
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RECYCLER

In the RECYCLER folder, there are other subfolders named after the users' IDs. In these
folders, the deleted files don't have their normal names, but rather they have sequential
names: DC1, DC2, and so on. There is another binary file named INFO2, which maps the
Recycle Bin files to the real filename, date and time, and the recycler name of the file. In the
following screenshot, we can see the structure of RECYCLER using FTK imager while
opening a live Windows XP system:

Y AccessData FTK Imager 3.1.1.8

File Wiew Mode Help X X
e@8%cadulaec-mBe 0@ .wmm,-

Evidence Tree - | File List’ . . . . ba
B ; g i I I
= 12 _NONAME [NTFS] 20c2 1 Directory 12}25)2014 121...
=13 [roat] : 1 10 1 Directory 12}25(2014 1:2...
Iz $8adClus | oo 1 Directory 9{30/2013 3:51...
=0 SE“‘e"d : 1 oo 1 Directory  12§25/2014 S:0...
: t'.‘_,' ;“;ZE:::“[: ;and.S.elhngs R B =B 4 WTFS Index allo...  12f25{2014 S:1...
+ ) Program Files Hocr7z 908 Regular File 12f22j2014 1:4...
) J RECYCLER = De1. 72 FileSlack 1 File slack :
() 51.521:454763059-1 060204290725 345543.500 | | & Dea.nk 1 Regular File 12f25(2014 1:2...
) Dc2 = pes.ink. Filgslack 4 File' Slack :
) Ded- "% desktop.ini’ 1 Regular File 12242014 12:...
BDes - EINFOZ : 5 Reguarfile’ *° ° 12{25{2014'5i1. "
) Dek: : Q;NFoz.Fileslack 4 File Slack
+-1) System Volume Information
o WIS | . ¥ [Dioo 00 00 0O 00 0D 0D GO 00-00 DO 00 00 00 00 0D ~
Custom Content Sources - »|j 0110 00 00 0O 00 0D 00 DO 00-01 0O 00 100 DZ 00 00 OO - -
0120 FO D3 E4 F1 73 1F DO 01-00 30 OE 00 43 00 3A 00| 80&fis-P--0--Cv:-
i ey s | B e piions 0130 5C 00 44 00 6F 00 63 00-75 00 6D 00 65 00 6E 00| %-D-o-c-u-m-e-n-
Tl ol 0140 74 D073 D0 20 DD 61 D0-6E 00 64 00 20 '00° 53 00 tisy -ain-de 250
0150 65 00 74 00 74 00 69 00-6E 00 67 00 73 00 5C 00 e-t-t-i-n-g-a-\-
0160 41 00 64 00 6D 00 69 00-6E 00 69 00 73 00 74 00| A-dem-i-n-i-s-t-
0170 72 0f 61 00 74 00 &F 00-72 00 5C 00 44 00 65 00| r-a-t-o-r-%-Dre-
0180 73 00 6B 00 74 00 6F 00-70 00 5C 00 50 00 72 O0|s-k:t-o-p-}-Prr-

Figure 11: Recycler in Windows XP with FTK Imager
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As we can see, the files have no names, only sequential DC# names. The INFO?2 file has all
the names and paths of the actual file mapped to their DC names. We can see that by
opening the INFO2 file with any hex editor or by the FTK Imager itself:

0100 OO0 OO0 OO 00O 00 OO0 OO0 00-00 00 OO0 OO0 OO0 00
0110 0l 00 00 00 02 00
0120 |FO D3 E4 F1 73 1F DO 01400 30 O0OE 00 3 00
0130 [5C 00 a4z U0 BF U0 B3 0O0-75 OO0 B0 00 S og
0140 |74 00 73 00 20 00 61 0O0-6E 00 64 00 zZ0 0O
0150 |65 00 74 00 74 00 69 00-6E 00 &7 00 73 00
0160 |41 00 64 00 6D 00 69 00-6E 00 69 00 73 00
0170 |72 00 61 00 74 00 6F 00-72 00 SC 00 44 00
0180 |73 00 6B 00 74 00 6F 00-70 00 SC 00 S0 00

Figure 12: INFO2 file in Hex
The values can be parsed, as follows:

e The file sequence number in the Recycler: Dc1

e Deletion date: Wed, 24 December 2014 12:20:03 UTC. The deletion time can be
decoded using the Dcode program, as follows:

Value to Decode: |[FOD3E4F 1731FDO001
CELE N (Wed, 24 December 2014 12:20:03 UTC

e Actual file size in bytes: 929792 =908 KB

o File location and name:C: \Documents and
Settings\Administrator\Desktop\<FileName>
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$Recycle.bin

This was used starting from Windows Vista. Instead of the DC naming schema and the
INFO2 file from RECYCLER, for each deleted file, there will be an INFO2-like file and
another file that holds the content of the file instead of DC files. The content of each deleted
file will be found under a file with a name that starts with $R, and its INFO2-like file will

start with $I with the same name, as shown in the following screenshot:

|For User Guide, pressFL "~~~

. AccessData imager 3.2.0.0 . —
D] AccessData FTK | 3200 c HEM|
Fle View Mode Hebp . . .
Il ag@eag ddBeos>m B i Oah=2R 2.
Evidence Tree : . File List - : : : .
Bl Windows8_OS [NTFS] ~  Name | size | Type | Date Medified | LA
$-0D fophan] [ SIGWX2Q0.tt . 1 Regular File 2/14/2015 11:0... .
Bl 1D froct] . P 1__Banidar Eila 260015101
T_‘S :Elh"w:“‘: | SINNT1E 1 Regilar File 2/16/2015 122... |
503 SRecydle Bin : L SROBMPG T Regulat File ~ 2/18/2013 T0dn,
T T s1sis : : ] SR2D425K.ini 1 Regular File 1/25/2015 10:5...
B0 §-1-5-21-2112545557-567862784- 3016666521002 | SRAVK2RT.htm 24 Regular File 2142013 16
£ SRIEOVLY - . ¥ SRIMEY8T.ini 1 Regular File 1/19/2015 &4T:...
£ SR43TZMR.0) [ SRGWXZQ0.6t 0 Regular File 2/14/2015 10:1...
Is SR4VKZRT htm . . % SRIBOD4U.Ink 3 Regislar File 1/19/2015 9:06:...
£2.5-1-5:21-2429938821:2883745290-3559259298- 1001 15 SRLGOWD3.msi 533 Regilar File 4/10/2006, 75183,
18 SSecurs . . SRLGOGL Eiecl L . debilaclack .
15 sUpCase - - = SRNNT18 14,592 Reqular File 2/13/2015 9:dd:... |
< . . . - > | |SRSOBMPG 256 Regular File 2/13/2015 9:44:...
Custom Content Sources : o _d!slctup,.lnl 1 Regular File 1192015 T:2T.... v
Evidence:Fie System [Path|Fle Optiens 000000 |72 €5 67 &6 F7 OA 00 00-F6 DA 00 00 AZ 1 OL 35 |zegfr ..o’ 5 ~
e o .} 000010 |47 .9F CE 01.0L 00 .00. 00-05.00 00 00. 00 00 .00 00 |G -T+~vvrramrrin B0
000020 (01 00 0D 00 20 00 00 00=00 A0 E3 00 OL 00 00 0G| +c« «cox Heviee
000030 |S3 00 59 00 53 00 54 00-45 00 4D 00 00 00 00 00|S-¥-S-T-E-M----
000040 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0G| -+ -=-rrrrrmrsi--
000050 |00 00 00 00 00 00 00 G0-00 00 00 00 00 60 00 88| -« -<xxceeeuanivn
000060 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| -« --vvcvvwemvrn-
000070 |6k 21 BE 42 2E 08 E3 11-93 F4 90 Bl 1C 2E BS F2[j!,B.-&--B-2-.9
.| 000080 |63 21 B& 42 2E 0B E3 11-93 F4 90 Bl 1C 2E B9 F2|3!,B.-A::8-%:.8,
0000%0 |01 00 00 00 €B 21 BE 42-2E 0B E3 11 93 F4 90 Bl -kl B, -B--d-2
: 0000a0 |1C 2E BS F2 72 €D 74 6D-CD 52 94 A€ 6E 44 DO 01| -.'drmcaiR-|nD®
< . > |0000b0|00 00 00 00 00 06 00 0O0-00 00 00 G0 OO0 00 00 00| <« -vvrcvrrrmrse-
> . 0000co |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0G| <« oevervauanie.
Hew| | I e & I 000040 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0f| - -rerresronnis .
: > Custom Content Soulces. c«xso(pos-;O;ch.ﬁ-zﬂm'JZ; lc;osuc-:lm?as . .

“Hnom

Figure 13: Recycle.bin in Windows 8.1
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If we tried to parse the INFO2-like file and the $I file, we can extract the following
information as before but from different offsets:

000 0 i : 004pP0 00 E4 00 00 00 00 0O(Q

010 Bo e e s Cr T
020 -r-3-\-A-y-m-
030 [ : : da-n-T-\-D-e-s-k-
040174 00 eF 00 70.00 5C 00-53 00 59 00:53 00 54 0/ t-0o-p-\-5-Y-5-T-
050 |45 00 4D 00 00 .00 00 00-00 00 00 00 00 00 00 OQJ/E-M-----nvuennnn

060 [00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| -«------ PR
070100 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| -------- secscvns

Figure 14: $l file opened in Hex

$I file header: 0x0000000000000001

Actual file size in bytes: 14942208 = 14592 KB

Deletion date: Mon, 16 February 2015 00:20:37 UTC

File location and name:C: \Users\AymanT\Desktop\SYSTEM

Windows shortcut files

The ordinary user of the Windows system can create a shortcut to any file in the system.
The shortcut is like a pointer to a specific file from another location in the filesystem. The
user creates this file to achieve easy access to some locations or files in the filesystem.

The Windows operating system creates shortcut files for the recently opened files by default
in the following locations:

e C:\users\<username>\AppData\Roaming\Microsoft\Windows\Recent

e C:\users\<username>\AppData\Roaming\Microsoft\Office\Recent

Windows XP saves the shortcut files at the following location:

e C:\Documents and Settings\<username>\Recent\
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Windows stores these shortcut files if the user has opened data or media files in the system.
It stores the timestamps, the name and location of the original file, and the volume name.

The importance of these link files is that they won't be deleted even if the original file was
deleted from the system specially in the automatically created shortcut files in the 'Recent’
folder in the Windows OS. In this case, you can prove that a specific file, maybe an infected
pdf file, has been opened in the system under investigation even if the file has been opened
from an external storage that is now removed from the system. Also, in this case, you will
find the path to this file in the external storage saved in the link file.

Shortcut analysis

The filesystem timestamps of the shortcut file can reveal some information about the file
itself. We can consider the creation time of the shortcut file as the first time the file was
opened and the modification time is the last time the file was opened. If both timestamps
are the same, this indicates that the file was opened only once from the location mentioned
in the shortcut file:

Date created Date modified Type Size

2/27/2015 444 PM 2/27/2015 444 PM Shertcut 1KBE
12/21/2015 12:09 PM 1/7/2016 5:41 PM Shortout 1 KB
12/22/2015 319 PM 12/25/2015 250 PM  Shortcut 1 KB
12/30/2015 11:49 AM Shortout 1 KB

Figure 15: Filesystem timestamps for shortcut files
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To show the contents of the shortcut file in postmortem analysis, we can show it in a live
system. However, the content may change to match some paths in the running Windows
machine, or we can use a tool, such as Exiftool tool from http://www.sno.phy.queensu.
ca/~phil/exiftool/. Exiftool is a platform-independent Perl library that was designed to
read and edit Meta information for a wide variety of files, including photos with different
formats and the . 1nk files. All the supported files can be found at http://www.sno.phy.q
ueensu.ca/~phil/exiftool/#supported

We can use the command line version of this tool in opening any shortcut file, and it will
display different information, including the original file location and the timestamps of the
shortcut file:

C:\UsersNAymanT\Downloads\exiftool-9.86>"exiftool{(-k>.exe" C:\Users“\AymanT\AppD

ata\Roaming\Microsoft\Office\Recent\app.xml.LNK

ExifTool Uersion Numher 9.86

File Name app.xml.LNK

Directory C:/Users/AymanT AppDatasRoaming/Microsoft/0ff

ice/Recent

i Size

Modification Date/Time
Access Dates/Time
Creation Date/Time
Permissions
Type
Type

1223 hytes

2015:92:23 16:16:43+02:00

2015:92:23 16:16:43+02:00

2015:02:23 16:16:43+02:00

PU—PU—PU—

LNK

application/octet—stream

IDList, LinkInfo, RelativePath, Unicode
Normal

2015:82:23 16:15:55+02:00

2015:92:23 16:15:55+02:060

1980:01:01 BA:00:00+02:00

987

(none>

Normal

(none)

app.xml

Fixed Disk

Windows8_08S
C:\Users“\AymanT\Desktop\Compound file — Copy\

Access Date

Modify Date

Target File Size

Icon Index

Run Window

Hot Key

Target File DOS Name

Drive Type

Uolume Label

Local Base Path

docPropssapp.xml

Relative Path caNLaNLANL N ANDesktopNCompound file — Copuynd
s\app.xml

Machine ID ayman

Figure 16: Exiftool opening a Ink file
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Windows Files

Summary

So, in this chapter, we discussed different extra Windows artifacts that are important to
digital forensics analysis. We discussed the prefetch files, and how they can be used to track
a malicious executable that ran within the system. We also showed the Windows tasks that
can be used to preserve a malware existence in the infected Windows system. Then, we
showed you how to investigate the photos existing in the system even after deletion using
the Thumbcache files. By mentioning deletion, we discussed the Recycle Bin and its
structure in different Windows OS versions. In the end, we discussed the shortcut or . 1nk
files and illustrated how to read their data and their forensic importance.

As opening a malicious URL or opening malicious attachments are the most common ways
to infect a machine, in the following chapter, we will discuss browser forensics and show
you how to track user activities and investigate the visited websites using different tools
with different browsers. Also, we will explain how to conduct e-mail forensics and
investigate received e-mails and their attachments or embedded links.
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Browser and E-maill
Investigation

The Internet and World Wide Web is the main way to search and view data and
information nowadays. Browsers are the most common tools to do this. So, investigating
browsers is important when an analyst tries to investigate a user's activity to profile this
user. This isn't an easy task because of the huge number of browsers in the market
nowadays and the different artifacts structure in each browser. In this chapter, we will
highlight three of the most used browsers: Internet Explorer, Firefox, and Chrome.

E-mail is still the main way to communicate among many people in the digital world,
especially in the corporate environment. This chapter will cover the different formats of e-
mail clients' archives, and explain how to read e-mails from these archives for analysis or
tracing senders.

Browser investigation

Tricking a user into visiting a malicious link and downloading a malicious executable is one
of most used techniques by offenders to infect users' machines. Analyzing the browsing
activities of the victim can identify the first infection vector and how it worked. Also, in case
of analyzing a criminal machine, browsing through the history would help profile the user
and clarify their intentions by identifying the types of websites that they usually visit and
the contents of their downloaded files.

Analyzing browser activities requires that the investigator understand the different artifacts
of the browser with their locations and the data structure of each one. From this, we can see
why it is tricky to conduct in-depth browser forensics. There are many browsers that are
currently on the market, and a single user can be using more than one browser.
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In this section, we will explain different browser's artifacts and look at how to extract all
these artifacts from the local browser files.

Microsoft Internet Explorer

Microsoft Internet Explorer aka IE or MSIE is one of the first internet browsers on the
market. It comes by default with the Windows operating system. Version 1 was released in
1995, and the latest version at the time of writing this book is version 11. Between version 1
and version 11 and between the different versions of Windows, the artifacts of the MSIE
have been reformed.

Also, starting from Windows Vista the directory structure and artifacts' locations have been
changed in the filesystem. So, there are two factors that control the Internet Explorer
analysis process:

e The version of the installed Internet Explorer
e The version of the running Windows operating system

History files

Using browsing history, the investigator can profile system users and track their activities
to narrow the investigation process. Windows keeps the browsing history for 20 days by
default, which can be edited from the program itself or from the registry.

The investigator can use this piece of information to see whether the user recently cleared
their browsing history or the history that the investigator found is the maximum history
record that can be found in the system. The number of days to keep the history records of
MSIE can be found under a value named DaysToKeep in the software hive

under \Microsoft\Windows\CurrentVersion\Internet Settings\Url.

The location of History files differ from one Windows version to another, as follows:

¢ Before Windows Vista, the History file called History.IE5in C: \Documents
and Settings\<Username>\Local Settings\History.IE5
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¢ In Windows Vista and Windows 7, the locations changed but it uses the same file
structure History.IES:
e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\History\History.IE5

e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\History\Low\History.IE5

¢ In Windows 8, Windows 8.1, and Windows 10, the location and the structure
changed:
<SystemPartition>\Users\<Username>\AppData\Local\Microsoft\Wind
ows\WebCache\WebCacheV#.dat

Starting from MSIE Version 7 under Windows Vista and then Windows 7,
MSIE runs in protected mode to improve security. This protected mode is
turned on by default, and it can be turned off by the user. It runs the MSIE
with low privilege, which makes any malicious software that is installed
by MSIE during browsing run with the same low privilege, which doesn't
allow the malware to access and manipulate sensitive areas in the
operating system, such as system files or registry keys. All the activities of
the MSIE in protected mode in Windows Vista or Windows 7 are located
under the Low folder:
<SystemPartition>\Users\<Username>\AppData\Local\Microsof
t\Windows\History\Low\History.IES5.

History.IE5

This was used by MSIE from Version 5 to Version 9 to store browsing history. On a live
system, browsing to this location will display different folders indicating different periods
of browsing. Each folder contains links to the visited websites. The user can reopen these
websites from this location:

B C:\Documents and Settings\Administr atorilocal SettingsiMistory |
| A Time Period

| ‘ Folder Tasks = | 3[&( Week
' E1Todav

History on a live system
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Now, let's try to open the same location with the command line. We will list the files under
the content . IE5 directory using the dir command line:

Listing the contents of History using the dir command

We can see that there is a different structure with only one file named index.dat.
However, if we tried to list the directory structure by the dir command with an /a switch
to list all directories, we will get different results, as shown in the following screenshot:

The dir command with an /a switch
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We can see two new directories with names that start with MSHist01. These two folders
represent the two folders in the preceding screenshot. The rest of the name represents the
period of time that each folder contains of browsing history with the following structure:

The constant MSHist 01, four digits for the start year, two digits for the start month, two digits for
the start day, four digits for the end year, two digits for the end month, and two digits for the end day

So, these two files represent the following browsing history:

e The first file shows the dates from 16-2-2015 to 23-2-2015, which indicates that
this is a weekly history

e The second file indicates a daily history for February 28, 2015.

In Linux, if we tried to open the same History directory, we would see all the details using
the 1s command:

digforensics@forensics:~% cd history/
digforensics@forensics:~/historys$ 1s

desktop.ini

digforensics@forensics:~/history$ cd History.IE5
digforensics@forensics:~/history/History.IE5%$ 1s

desktop.ini $I30 index.dat

digforensics@forensics:~/history/History.IE5$ 1s MSHist012015022820150301/
index.dat

digforensics@forensics:~/history/History.IES$ ]

Listing the History contents with the Is command in Linux

So, from this short listing, we can see that there are three different types of index.dat files,
which can be summarized, as follows:

¢ Main index.dat, which is located directly under History.IES5
e Weekly index.dat, which is located under the week1ly folder
e Daily index.dat file, which is located under the daily folder
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Each index file contains entries about the visited websites. Each entry starts with a URL as a
signature. Each entry contains the website title, URL, username, number of hits, and two
timestamps—one at offset 8, and the second one at offset 16 from the start of each entry.
Each timestamp is 32 bits or 8 bytes long:

digforensics@forensics:~/history/History.IE5% hd MSHist012015021620150223/index.dat
00000000 43 6c 69 65 6e 74 20 55 72 6¢c 43 61 63 68 65 20 |Client UrlCache
00000010 4d 4d 46 20 56 65 72 20 35 2e 32 00 00 80 00 00 |MMF Ver 5.2

00000020 00 40 00 00 80 00 00 00 24 00 00 00 00 OO 00 0O

00000030 00 00 80 00 00 OO 00 00O OO 00 00 00 00O 0O 00 0O

00000040 00 00 00 00 OO0 OO 00 OO OO 00 00 00 00O OO 00 OO

*

ooooo2s0 ff ff ff ff Of 00 00O 00| OO 0O 00 0O OO OO0 00 00
00000260 00 00 00 00 00 00 00| 00 00 OO 00 00 OO 00 0O

*

00004000 41 53 48 20 00 00 OO 0O OO OO OO OO OO OO OO
00004010 00 00 00 03 00 00 OO 03 00 OO0 00 03 00 00 0O
*

00004470 95 e7 16 00 50 00 00O 03 00 OO 00 03 00 00 OO
00004480 00 00 00 03 00 OO0 OO 03 00 00 OO0 O3 00 00 OO0
*

00004c50 00 00 00 00 51 00 OO 03 00 00 00 03 00 00 0O
00004c60 03 00 00 00 03 00 OO OO 03 00 00 00 03 00 00 00

*

00004e10 00 00 00 00 00 OO 00 OO 00 OO 00 OO 00 00 00 0O
*

00005000 55 52 4c 20 02 00 00 00 |50 7c ab 59 S5b 4c d0 01

00005010 |cO b3 2c a3 96 53 d0 01 ] 00 00 00 00 00 OO 00 00
00005020 00 00 00 00 00 OO OO OO 0O OO 00 OO 80 51 01 00
00005030 60 00 00 00 68 00 00 00 fe 0O 10 10 OO 0O 00 0O
00005040 04 00 20 00 00 00 OO OO 00 00O 00 OO OO OO 00 0O
00005050 5c 46 ed a4 01 00 00 00 00 00 QO 00 00 00 00 00

Hex dump of the weekly index.dat file

Knowing the timezone of the machine is a very critical piece of information for the analysis
process, but you must also know how each artifact in Windows is storing its
timestampsaooeither in UTC or local time. In History. IE5, there are three different
index.dat files, each file stores timestamps in a different way:

Type of index.dat First timestamp at offset 8 | Second timestamp at offset 16

file

Main Last access (UTC) Last access (UTC)

Daily Last access (local time) Last access (UTC)

Weekly Last access (local time) Creation time of the index.dat file
(UTC)

Different timestamps for different index.dat files
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The timestamp can be converted to a human readable format using the DCode . exe tool (ht
tp://www.digital-detective.net/digital-forensic-software/free-tools/):

DCode v4.02a (Build: 9306)

[(DCo@OMDE :

Convert Data to Date [ Time Values “-—JJ
Add Bias: [UTC 00:00 ~] I window on top
Decode Format: JW-r'-dows: 64 bit Hex Value - Litte Endian Ll

Example: [l FO3D2315FE1C701

Value to Decode: [S07CABS9584CDO001 @&
Date & Time: |"I'I'lu, 19 February 2015 15:47:22 UTC Ei‘il
www.digital-detective.co.uk Cancel Clear | Decode I

The first timestamp in weekly index.dat decoded using the DCode.exe tool

The first timestamp of the weekly index.dat entry shows the date on which it was last

accessed in local time. So, this page was last accessed on Thu, 19 February 2015 13:47:22
UTC, considering that the machine's timezone was UTC+2.

In the same way, the second timestamp is Sat, 28 February 2015 20:39:24, which is the
creation date of the weekly index.dat file itself in UTC.

In case we don't know the timezone of the machine, the difference in time between the first
and the second timestamp in the same entry in the daily index.dat file is the difference
between the UTC and the local time of the machine.

[201]



http://www.digital-detective.net/digital-forensic-software/free-tools/
http://www.digital-detective.net/digital-forensic-software/free-tools/

Browser and E-mail Investigation

IEHistoryView

IEHistoryView (http://www.nirsoft.net/utils/iehv.html) can open the history
file and parse it from live system or within the Wine environment in Linux withthe History
folder. It can parse history up to MSIE Version 9:

File Edit Yiew Hep

leomd=a@=gdala

URL User Name: Subfolder Low Folder | File Postion | 4|

O

a bing. 16 SFOF rosoft 1 3(1j2015 36 PM 3{27j2015 4 MSHistO1

[ www bing.com 1 3/1j2015 10:13:36 M A MSHisk0120150301201503( o 24448

[ htkps: fowwv.google, com.eg/?gfe_rd=cr Gei=0HL2VInDeTBEWE. ., 1 3/1j2015 10:13:08PM 3/27/2015 4:13:10 M MSHist0120150 fo 23936

[ tkpeffuawy, msn, comjar-eq MSK 722 - 377 2793772 Outlo., 2 FLiZDIS 41356 P 5[27/2005 411358 PM Administrator No 25344
bing. hisrch=106 6707 vosaft  micrasoft - Bing 1 FLZDIS4:13:36 PN 3[27(2005 4:13:36 PM Administrator Mo 25065

[ https:fowr.google, com.ef?afe_rd=ctEei=0HL2VInDeTEBWE. .. Goagle 1 3/1j2015 4:13:08 P 3/27/2015 4:13:10PM  Administrator Na 24832

[ Files}f{C:[Documents%20and?: 205ettings, Administratar/ Cookies/. . 1 3/1j2015 Li36:06 AM  3/26/2015 7:36:08 PM MSHistD) Na 23660

[ File]f{C:[Documents®20and 205ettings Adrinistrator Cookies/. . 1 3{1jZD15 135S AM  3[26/2015 7135:52 P MSHist) No 3188

O My Computer 1 3{1jZD15 1:35:51 M N MSHist012015030120150 No 23474

O hetps v, skype.camjen 1 3/1j2015 L0216 AM - 3/26(2015 7:02:18 PM MSHisk01201503012015030 o 22656

O www.skype.cam 1 3/1j2015 L0216 AM  NfA MSHistD) Na 22912

[ httpejdownloads.yahoo, comjus/ietrediect 1 3/1j2015 10141 AM  3/26/2015 7:01:42 PM MSHist() No 22144

[ downloads. yahoo.com 1 3/142015 LOL41 AM NjA MSHist) No 2400 2
.goagle.com = h df 1 3/1j2015 1:01:25 M 3/26/2015 7:01:26 PM MSHist0 120150301 2015030 o 21504

[ hetps:) fumwn.google. com, eaf?afe_rd=ctGei=vE jyWRTZE-HEEWES, ., 1 3/1j2015 L0121 AM - 3/26/2005 7:0L:22 PM MSHisk012015030120150; [ 20992

[ www.google,com.eg 1 3/1j2015 1i0L:21 AM NpA MSHist0120150 fo 21248

p: msn.c i pedath2fazfhom, 1 3{1jZD15 LOLAOAM  3/26/2005 7:01:12 PM MSHist) No 20480

O www.msn.com 1 3{1j2D15 L0110 AM N MSHist01201503012015030: Mo 20736

O filex/ICi/Dacuments % 20and % ir riCaakies]... 1 2/26/2005 73606 P 3/26/2005 7:36:08 M Administrator N 24578

[ Files}}{C:[Documents:20and % 205ettings, Administratar/ Cookies/. . 1 2/28j2015 73551 PN 3/26/2015 7:35:52 PM_ Administrator Na 24320 -

32 ftemis)

The |IEHistoryView tool (index.dat parser)

BrowsingHistoryView

BrowsingHistoryView (http://nirsoft.net/utils/browsing_history_view.html)
is another program that can parse all versions of the MSIE, and it has two versions for 32-bit
and 64-bit systems. Also, it can work on a live system and in a postmortem analysis by
providing the program with the webcache directory location. It also can parse the history of
different other browsers:
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Custom Web Browser History Files

You can specify multiple history files, delimited by comma.

Internet Explorer (Version 4.0 - 9.0) history folders:

Internet Explorer (Version 10.0/11.0) history files (WebCacheV01.dat) :

BrowsingHistoryView custom analysis

MiTeC Internet History browser

MiTeC InternetHistory browser is free software from MiTeC (http://www.mitec.cz/ihb
.html). This works on all MSIE versions and on other browsers as well. It parses the
machine and displays the results of different browsers in the same output:

5:40:50 FM e http: fimystart. lenovo, comPrid=us |6 273928

5:40:50 PM Q htto: fhwww. lenova, comifus laptonod =us 627892

5:40:41 PM & MSN o=l wys0llg pao LW i Outlook.com, Hotmail, Skype, Bing
5:40:37 FPM ﬁ http: /lenovo 13-comm.msn. com/?pc=LMNJE

5:40:37 PM g http:/fwww.msn.com/?cobrand =lenovo 13-comm. msn. com&ocid =L ENDHP & ...
5:02:26 PM © Goodle Online Security Blog

4:41: 19 PM IE, VMware Workstation Documentation Center

4:41:14PM © cooge

4:35:55 PM QI Google Online Security Blog: Maintaining digital certificate security

4:35:53 PM QI https: /fwww.google.com. eqfurl?sa=t&rct=j&g=&esrc=s&source =web&cd. ..

MiTeC IHB output (three different browsers) on Windows 8.1
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Cache

When the user visits Internet pages, these pages will be cached to the system in order to
speed up browsing. For example, if the user pressed the back button in the browser, then
the browser will fetch the page from the local system instead of requesting it again from the
remote server. From the forensics perspective, this is useful to find a way to rebuild the
contents of the pages that a user has been visiting. Cached data allow us to do this.

The cached data location differs from one version of Windows to another, as follows:

e Before Windows Vista, the cache file was called Content . IE5 and was located at
<SystemPartition>\Documents and Settings\<Username>\Local
Settings\Temporary Internet Files\Content.IE5

¢ In Windows Vista, Windows 7, and Windows 8:
e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\Temporary Internet Files\Content.IE5
e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\Temporary Internet
Files\Low\Content.IE5

¢ In Windows 8 or with the beginning of MSIE V10.0, the cache is combined with
the WebCacheV#. dat file, but the old locations still exist with only a file with size
of 0 bytes named container.dat:

AppData = Local = Microsoft = Windows = Temparary Inkernet Files - Content.IES -
brary +  Sharewith +  Burn  Mew Folder
Mame = Date modified Type Size
1BYE6Z0W 4/a3/2014 12:54 PM File: Folder
1THZQRYD 4/5/2014 12:54 PM File: Folder
3FIHMMPR. 4/12/2015 5:30 PM File: Falder
COYZFYKD 4812014 1:18 PM File: Folder
CMBKZC20 4812014 12:54 PM File Folder
G50311YE 4/12/2015 5:30 PM File: Folder
TEOE44LG 4/8/2014 12:54 PM File: Folder
KECRWY37 4/12/2015 5:30 PM File: Folder
container.dat 41812014 12:59 PM DAT File 0 KB
deskibop 41712014 338 PM Configuration settings 1 KB
indexx, dat 4/8/2014 12:57 PM DAT File: 976 KB

Content.IE5 for MSIE Version 11 running on Windows 7
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e In Windows 8.1, the WwebCacheV# . dat file is still also used by the operating
system to save a cache, but the old location has been changed to the INetCache
directory starting from MSIE V11.0:

e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\INetCache\IE

e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\INetCache\Low\IE

The following screenshot shows the new cache location in Windows 8.1:

b AppData » Local » Microsoft » Windows » INetCache » [E

-~

Mame Date modified Type Size
DHAWAQXO 41272015 4:29 PM File folder
OFR75F92 4/12/2015 3:50 PM File folder
UCHMIZOT 4/12/2015 3:48 PM File folder
KTEZMDGAT 54:29 P File folder
container.dat 1/19/2015 9:27 AM DAT File 0 KB

Windows 8.1 cache location

Content.IE5

The content . IE5 folder was used starting from MSIE5 and it contains randomly named
folders that contain the actual data of the visited pages. The index.dat file, located in the
Content.IE5 folder, contains the metadata of each cached file. This file tracks the cached
contents and identifies which files are located under the sub-directories.

It contains the following:

e The original address with the HTTP header returned from the request
e The location of the file cached for this URL
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e The type of cache record, that is, URL and LEAK for normal record, REDR for
redirected pages, and HASH to index the contents of the file:

20018600
J0018610
20018620
J0018630
20018640
J0018650
J0018660
J0018670
J0018680
20018690
J00186a0
000186b0
J00186¢c0
000186d0
J00186e0
2001860

A sample URL entry in index.dat file

http://1]
|mg1.catalog.vide|
|o.msn.com/Image. |
| aspx?uuid=1c4c87|
| f4-970F-4681-281|
|4—c6c5303bdda1&w|
|=1288h ’&50 N
| Image [ .
[HTTP/1.1 ’00 0K, |
| . Content-Twne: il

Along with this information, there are some timestamps stored in the index.dat file as

well.

IECacheView

The IECacheView program from http://www.nirsoft.com can parse the cache
information on a live Windows system. In case of live analysis, it will detect the right
location of the cached information. However, in a postmortem analysis, it should be

provided with the location of the cached data:

8 IECacheView: CUsersy { ATemporary Intemet Files
[File dt View Options Help
308X | YR ERREYA

Filename Content Type

Last Moddfied ubfolder Name  Full Path

Clsers\A

n Time Last Checked Hits File Size

S0602AM  4/3/2015

151008:1...  4/3/2015 CEAUs
BS556PM 4015 Gl

.. applicaionivndm. hitp:/ it sbon/enf M 0. VB1553858 PM 5 BET DIKAWW Clger,

S0dS[lpg  imegelpeg it/ fimagenes essftcen.net/ads/icons/ 11095/ 410754230, HBI5S420PM 1 0 SECIPUB CAUsers\Ay

Bluseins tetjavascipt

image/gi

bt/ fadsnbicanprojec com/ad 1049 5 AR5 SNPM NA

manAgpDatalLocal Microscf¥
401582616 PM  4/B20ISSALLPM 5 ] IDLKAWW C:\Users'\Ayman\ AppDatalLocaf Microsoft

=y

Missing File
.. Ves
m.. No
No
... No
Ves
. Yes

IECacheView parsing cached data of MSIE V8 on Windows 7

[ 2061



http://www.nirsoft.com

Browser and E-mail Investigation

This program can do many things to each entry in the context menu, such as viewing the
actual code of the page, which will be useful in identifying malicious redirection in the page
with iframe.

Msiecf parser (Plaso framework)

We will highlight the Msiecf parser or the MSIE Cache File parser from Plaso framework,
which we used in Chapter 5, Timeline, which parses the cache file from the system
partition from the forensics image or backup and includes all the results in the storage file
created by the log2timeline tool.

We can create the storage file for this parser, which will take little time as compared to the
creation of a complete storage file by, for example, Win7 parser. In this case, we need to
mount the image and point to the user profile location in the mounted image:

- digforensics@forensi

(digforensics@forensics:~$ log2timeline.py --parsers MsiecfParser -z UTC history.plaso /mnt/mountpoint/users/forensics
[WARNING] (MainProcess) Appending to an already existing file.

([INFO] (MainProcess) Starting storage thread.

[INFO] (MainProcess) Starting to collect files for processing.

[INFO] (MainProcess) Starting to extract events.

[INFO] (Worker_0 ) Worker O (PID: 3673) started monitoring process queue.

{[INFO] (MainProcess) Collection is hereby DONE

[INFO] (MainProcess) Waiting until all processing is done.

[INFO] (Worker_0 ) Worker 0 (PID: 3673) stopped monitoring process gueue.

[INFO] (MainProcess) Processing done, waiting for storage.

[INFO] (StorageThread) [Storage] Closing the storage, nr. of events processed: 1612
[INFO] (MainProcess) Storage process is done.

[INFO] (MainProcess) Run completed.

Msiecf Parser from Plaso framework

Then, we can use the psort . py tool to filter the created storage file as before.

Cookies

Cookies are used by the remote site to track the user activities on the site. The remote site
adds some information to a single file called a cookie. This information differs from one site
to another.

For example, a user uses an online shopping site, starts adding items to their cart, and
browses between different sections on the site without losing previously added items and
without signing in to the site. One way to do this is by adding cookies to the user's machine.
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There are two different types of cookies:

¢ Session cookies: These are stored only in the memory of the running machine.
This type can be investigated during memory forensics.

e Persistent cookies: These will be stored to the local filesystem, and this type of
cookie is what we are interested in this section.

Like history and cache, the location of the cookies in the machine differs between different
versions, as follows:

o Before Windows Vista: <SystemPartition>\Documents and
Settings\<Username>\Cookies

¢ In Windows Vista, Windows 7, and Windows 8:
e <SystemPartition>\Users\<Username>\AppData\Roaming\M
icrosoft\Windows\Cookies

e <SystemPartition>\Users\<Username>\AppData\Roaming\M
icrosoft\Windows\Cookies\Low

Starting with Windows Vista, Microsoft made some changes to the user
profile folder structure and operations in the operating system to increase
security. One improvement was to make more use of the roaming profile,
which allows users to access machines in the same domain with their
profile data. During this remote access some data, including the cookies of
the user browsing, is stored locally in the roaming directory and not in the
remote machine.

¢ In Windows 8.1:
e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\INetCookies
e <SystemPartition>\Users\<Username>\AppData\Local\Mic
rosoft\Windows\INetCookies\Low
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IECookiesView

IECookiesView is a program (http://www.nirsoft.net/utils/internet_explorer_c
ookies_view.html) that directly detects the location of the cookies in a live system, and it
can be provided with the location of the cookies extracted from a forensic image in a
postmortem analysis:

& IEC | D i rosoM\Windows\Cooki 1 = | B |
File Edit View Options Help
| & © O 2@ Fa A
Web site Hits Accessed Date Modified Date Created Date Size User Filename Status Ad Domain Record Number |~
O @ adbutternet 2 4/8/201554232PM  4/8/20155:4232PM  4/8/2015542:32 PM 141 ayman ayman@adbutter[2].txt Active Unkno...  adbutter.net E} E
O @ adnis.com 19 4/8/2015 5:42:37 PM _ 4/8/2015 5:42:37 PM _4/B/2015 5:42:29 PM 393 ayman ayman@adnxs{1] Active Unkno.. adnxs.com 31
mp] 3 4/8/2015 5:41:13PM _ 4/8/2015 5:41:13 PM _4/8/2015 5:41:13 PM ayman@adsrvi[1] adsrvr.org
O @ advertising.com 2 4/8/201554113PM  4/8/2015 54113PM  4/8/2015541:13 PM 192 ayman ayman@advertising[2].bxt Active Unkno... advertising.com 17
O @ bing.com 10 4/8/20158:4242PM  4/8/2015 54058 PM  4/8/20155:37:54 PM 353 ayman ayman@bing[1]l.bt Active Unkno...  bing.com 9
O @ cbing.com 3 4/8/2015537:54 PM  4/8/2015 5:37:54 PM  4/8/20155:37:54 PM 272 ayman ayman@c.bing[1].b¢ Active Unkno...  bing.com 5
O @ c.msn.com 4 4/8/2015 5:42:27 PM_4/8/2015 5:37:54 PM_4/8/2015 5:37:54 PM_ 128 ayman ayman@c.msni2l bt Active Unkno.. _msn.com 8 -
Key Value Domain Secure Expiration Date Modified Date Created In
 TDCPM CAESFgoHenViaWNvbhILCPKMOfHaiOAYEAU... adsrr.org No 4/8/2016 54110 PM  4/8/2015 54113 PM  Server
oI dbA53f66-884 c-49fd-b0a6-82a30 cclcb36 adsrvr.org No 4/8/2016 54110 PM  4/8/2015 54113 PM  Server
31 Cookie Files 2 Cookie(s)

IECookiesView on live Windows 7 running MSIE V8
The output of the IECookiesView contains the following;:

The website this cookie was created for

The number of visits to this website (number of hits)

Timestamps for the cookies stored in UTC

The user who accessed the URL, which can be seen mentioned as part of the
filename in the following pattern: <UserName>@<SiteURL>

Favorites

Favorites are some websites that are stored by the user for future use. These favorites can
help in identifying and profiling user activities. The location of the favorites changed after
Windows Vista as follows:

¢ Before Windows Vista: <SystemPartition>\Documents and
Settings\<Username>\Favorites

o After Windows Vista: <SystemPartition>\Users\<Username>\Favorites
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FavoritesView

FavoritesView is another program from Nirsoft (http://www.nirsoft.net/utils/favi
ew.html) that parses the bookmarks of Mozilla Firefox and Netscape in the same window.
In some cases and if the program is running under live system, it won't open the correct
location of the favorites or bookmarks, so the investigator needs to open the correct

locations:

tavorites\liew: IE - C:\Users\Ayman )Favolitesl -

File Edit View Help

ele e EY

Title URL Created Date Madified Date Last Visit Date Folder Name Full Path Icon File ~
[m K] Eing . d 9/20 g 8/2015 4:37:00 A o %P 2

O @ Home http://www.lenove.com/welcome/thinkpad 119/2015 341935 . 3/28/2015 437:00..  N/A Lenovo Recomme..,  CAUsers.

O © Lenovo Cloud Storage b...  httpsi//www.sugarsync.com/: /genericti=len.. 1/19/2015318:35 .. 3/28/2015437:00.. N/A Lenovo Recomme..,  C\Usersi...

O © My Lenovo Cloud ttp://www. mylenevecloud.com/ 1/19/20153:1935 .. 3/28/20154:37:00..  N/A Lenovo Recomme...  CA\Users\.. ©
11 item(s)

FavoritesView on Windows 8.1

Session restore

Starting from MSIE V8.0 Microsoft implemented a recovery mode to recover the opened
tabs if MSIE crashed:

Windows Internet Explorer ﬂ

Your last browsing session closed unexpectedly

< Restore your last session
Reocpens all tabs that were open when your browser
closed.

= Go to your home page

Crash recovery message of MSIE
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Each opened tab has a file describing the pages opened with this tab. The location that
contains data differs from one Windows version to another, as follows:

¢ Before Windows Vista and with MSIE V8: <SystemPartition>\Documents
and Settings\<Username>\ Local Settings\Internet
Explorer\Recovery

e Windows Vista, Windows 7, Windows 8, and Windows
8.1: <SystemPartition>\Users\<Username>\AppData\Local\Microsoft\I
nternet Explorer\Recovery

This will provide great help to the investigator, especially if the history was turned off. Each
file is an OLE-structured storage file with the signature of 0xDOCF11E0A1B11AE1. This type
of file needs a special parser.

MiTeC SSV

MiTeC Structured Storage Viewer, from http://www.mitec.cz/ssv.html, can read the
structured storage format and parse it.

By opening one of the last active files in the recovery directory by the SSV, we can find
some timestamps of the file itself:

=) {0DOE25C8-E363-11E4-BEAF-H4EE

{0B002524-80 48-4D0B-B 343-7B 79857
KijiagfaiM 2c0uzgy114qubnfe'e

|9 Lo

ST

j TravelLog
< >
= General

Type Storage

Mame {0D0E 25C8-E363-11E4-BEAF-..

File size 138246

Count 4

Created 4/15/20151:32:09 PM
Modified  4/15/2015 1:32:09 PM
Accessed  4/15/2015 1:32:09 PM
=I Checksums
CRC32 7E44456F
MDE 59622359F 4181 267EBEF45DEE. .

Timestamps in SSV
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The creation time indicates the time when the session was ended as long as the file was
found under the last active folder. If we investigate the active folder, the time will indicate
when the tab was opened:

4 {ODOE25C8-E363...

i3 Structured Storage Viewer - [{ODOE25C8-E363-11E4-BEAF-54EE7512993E}.dat]
lﬁFiIe Element PropertySet Decoders Windows Help

=1{) {0DDE25C8-E363-11E4-BEAF-54EE
-G {DBO02524-60 48-40 08-B349-7E 7988
j Kjiagfa 2cluzgy] dqyBnfne

4 TLo

j L1

Travellog

< >
= General

Type Stream

Mame T

Size FIR2E
= Checksums

CRC32 79372330

MDE 12E3EFBZ1644C192C26RB70...

AsHEX [“AsText | AsPicture | AsRTF [ asHTML |

O=z00000000
O=x00000010
Oz00000020
0=z00000030
O0=z00000040
Ox00000050
Oz00000060
0=z00000070
O=x00000080
Ox00000090
0=z00000040
O0=z000000B0
Ox000000C0
Oz000000D0
0=z000000ED
O=000000F0
Ox00000100
0z00000110
O=z00000120
O0=x00000130
O=00000140
0=00000150
O=x00000160
Ox00000170
Oz00000180
O0=z00000190
O=x00000140
O0z000001ED
0=000001C0
O=x000001D0
0x000001ED
O0z000001F0
O=z00000200
O=x00000210
M MANN02 20
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An example of the last active sessions of MSIE

In the previous figure, two pages were opened in this tab. We are now interested in two

files:

* [KjjagfajN2cOuzgvll4qy5nfWe: This contains the last opened URL in the tab

e TL#: This is the page that opened in the tab. Instead of the # sign, there will be a
number, which indicates the order of the tab in the session

Each TL# page has the page title, page URL, and the referring site if there is one.
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Inprivate mode

Inprivate or Incognito modes are in almost all browsers nowadays. In the Inprivate mode,
no artifacts are saved to the hard drive. All the artifacts are in memory, including the
session cookies. Memory forensics can provide good results in such cases. This is another
reason why we need to capture the memory of a running system and not shut it down.

The session recovery files during the Inprivate mode are created in the same location but
deleted after closing the session. With MSIE Inprivate mode, recovering these files can
provide some information about the visited sites during the Inprivate sessions. Carving the
unallocated space for the OLE file header can be enough to recover these files.

WebCacheV#.dat

MSIE Version 10 was released with Windows 8. Starting from this version, a relatively new
artifact was introduced, the webcacheV# . dat file. WebcacheV# . dat is a single file that
contains many browser data, that is, history, cache, and cookies together. Instead of the # in
the file name, there is a two digit number, this number may differ from one system to
another, but there will be only one file with this name

at <SystemPartition>\Users\<Username>\AppData\Local\Microsoft\Windows\We
bCache\:

» AppData » Local » Microsoft » Windows » WebCache

»

Name Date modified Type Size
%) V01.chk 4/8/2015 6:30 PM Recovered File Fra... & KB
_| V0l.log 4/8/201511:23 AM  Text Document 512 KB
__| VO1res00001,jrs 1/19/2015 5:19 AM  JRS File 512 KB
| VO1res00002.jrs 1/19 %19 AM  JRSFile 512 KB
__| VO1tmp.log 4/6/2015 11:23 PM Text Document 512 KB
V0100097.log 4/8/201511:23 AM  Text Document 312 KB
| WebCacheV01.dat 4/8/201511:23 AM  DAT File 30,784 KB

WebCacheV#.dat in Windows 8.1
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This file is an Extensible Storage Engine (ESE) database file or EDB. This type of database
is used in many Microsoft applications, such as Windows search, Active directory, and
Windows Mail.

Although this file contains many browser artifacts combined, the old locations of the
browser artifacts still have the old files, but they are unused (we will explain this later).

Most of the artifacts won't be extracted from a live system because they are
already in use by the operating system. They can be extracted from the
forensic image. Otherwise, we can use programs, such as FTK imager, if
we have the suitable privilege to dump these files from the live system as
discussed earlier.

As it is an ESE database, the WebcacheV# . dat file can be tested to see whether it is
corrupted with the Windows utility, Esentut1:

C:\Users\AymanT\Desktop>esentutl /m WebCachelBl.dat

Extensible Storage Engine Utilities for Microsoftd(R> Windows<{(R>
Uersion 6.3
Copyright <(C> Microsoft Corporation. All Rights Reserved.

Initiating FILE DUMP mode...
Database: WehCachelUB1l.dat

DATABASE HEADER:

Checksum Information:

Expected Checksum: BxB98B4cle?
Actual Checksum: BxB9B4cle?

File Type: Database
Checksum: Bx9B4cle?
Format ulMagic: Bx8%abcdef
Engine ulMagic: Bx8%abcdef
Format ulUersion: Bx620,17
Engine ulUersion: Bx620.,20
Created ulUersion: Bx626,17
DB Signature: Create time:04-/088.2014 14:59:41.8680 Rand:111234 Computer:
chDbPage: 32768
dht ime 7896 (Ax1edfl>
~ State: Clean Shutdown
LIUY NOyUuLircus=- O o \UxAo Oxo/

Log Committed: 8-8 (BxB8-0x8>

The Esentutl utility to test the WebCacheV01.dat file

[214]



Browser and E-mail Investigation

ESEDatabaseView

ESEDatabaseView from Nirsoft can be used to open the . dat file. Once opened, we can find
many containers (tables) in the database. We can list all the containers in the containers
table:

L ESEDatabaseView:

File Edit Vew Options Help

I2HE B =B A

Container_19 [Table I = 45, 25 Columns] j
HContainer_19 [Table ID = 45, 25 Columns] - - - —— -
|container 2 [Table ID = 47, 25 Columns) ceessC, ., | SyncTime Creation... | ExpiryTime | ModifiedTime
Container_21 [Table ID = 50, 25 Columns] 130661126791331814 0 130663590791337044  130661126791331
Container_22 TEE:EID 1J25CU:'JT””5] 13066112681 4148783 0 1306B3590814154013  130661126814145
oreaner 53 Hebe o — 25, 3@%;5;2;} 130661126954B15934 O 130683590954821 164 130661126954815
Container_25 [Table 1D = 54, 25 Colurns] 130661127010501578 0 130663501010506608  130661127010501
Contsiner_26 [Tsble ID = 55, 25 Calumns] 130661127301563538 0 130683501301568768  130661127301563
EEEE::;::—;[Tﬁgl;;[f[)ig’;gé';ru“nﬁ]s] 7 130735772599253419 0 130758236599258640  130735772599253
Cantainer 35 [Table ID= 93, 25 Colurns] 130661127315400402 O 130663591315405632  130661127315400)
(Cartsirer_40 8, 25 Columns) 130696000561676262 0 130718460266314196  130696000561575,
onkanet 41 TableID=13§,235CgLu\Ln;;]s] 130661127315680428 0 130653591 315685659 130661127315680
Cortainer 58 [Table ID = 118, 25 Calurans] 130661127366745699 0 130663591366750929 130661 127366745
Container_59 130661127401752359 0 130663591401757589  130661127401752
EEEE::E::—?E[nggié[’==6é33252éﬁl°n‘%“s’?5] 130661127428569513 0 130663591426574743  130661127426569
Container 70 [T2ble ID = 139, 25 Columns] 130661127467837102 0 130663501467842332  130661127467837
Container_74 [Table ID = 145, 25 Columins] 130661127523311970 0 130663501523317200  130661127523311
Containet 75 [Table ID = 146, 25 Columns] 130661127560937207 0 130663501560942437  130661127560937,
conkziner_g [TabIeID=?g, gggglﬂmzj 130661127567797767 0 130663501567802997  130661127567797
T 14 Colurt 130661126016521776 O 130663592016527006  130661128016521
CependencyEntry_L0 [Table 1D = 124, 7 Columng] 130661125035758599 0 130683592035763829  130661128035758
g:gzgg:gggqg:—g H:E::%g:gi:;gg:ﬂmz% 130661126278075570 0 1306B35227A080800 1306611 26276075
LeakFiles [Table D = 72, 3 Coluns] 1306612541 74764022 0 130663713679021956  130661254174764
M3yslocales [Table ID =7, 3 Columns] — 130661254175124271 0 130683713380162205  130661254175124
mg":gglzitzsgjgfI?T:bféfg:%'““;gséulumﬂ = 1306612541 75574584 0 130653713890612518 1306612541 75574

The list of containers in the WebCacheV01.dat file
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We can see all the artifacts that are located in the WebCacheV# . dat file, such as the
highlighted history data in the following screenshot:

IIlCrmtainErs [Table ID = 32, 14 Columns] K T -I
O 114 0 64 0 1024 0 o 130735604470266658  MSHist012015032320150330 | C:\Users\AymanT|AppData\Local|Micrasoft\windows\History\History.
@122 0 64 0 1024 0 0 1307 = AppDatalloc .
T T ™ TS EiAckiu T To07 Cooe T 22T LOTent 1 T TR 7 i) PRCTIETCSereT,
D126 1 0 0 1024 0 o 130729585991263211  Cookies ¢ W \AppDatall i sk _kafGoxf382g5cIACHNet Conkies)
T T (o] TozT T T T = Osers hymanT VPP ot LocanMeroz0 oAt oy YFUstory

The history containers within the WebCacheV01.dat file (cropped image)

Then, using the container ID we can list the table or the container which contains the actual
data. For example, container 1 contains the History. IE5 data:

|
.+ [ contan... | Cac... [ UriHash [ Secwenirec... [ File... [ Type [ Fl... | AccessC... | synctime [ creation... | [
EERE 0 2942850240704867163 0 ] 2097153 0 %1 130729920185054427 0 visited: aymanT@hteps: fjm hatmal. com]
CEI 0 2152877529812101979 0 0 e71sa 0 1eEe 130735736130954202 O visibed: fiymanT@about:blank
02 1 0 1069563459285082112 O 0 e7iss 0 1 1307356387 3124662 O visted: oype.cam
e 1 0 7882466188820540072 0 0 e71ss 0 ee8 130735736136570576 0 visted: o, meeend. Himi?guid=563dec ps0-21F7
EECIY 0 1069563455446296926 0 0 2097153 0 350 130735171885201305 0 visted: o fidr héml
07 1 0 7882466188688376013 0 0 297153 0 150 130735171895496122 0 visted: 1516 v0.mseend.net himi7guic=cfeObl s6-c4ed-405c-1be

The History.|E5 container in the WebCacheV01.dat file (cropped image)

Firefox

Firefox is a widely-used browser that started in 2004 and has kept developing since.
Starting from version 3, it started to use the SQLite format to store the usage artifacts except
for the cache, and since this version the location of these artifacts is the same.

The location of the cache is at the following places:

e Before Windows Vista: <SystemPartition>\Documents and
Settings\<Username>\Local Settings\Application
Data\Mozilla\Firefox\Profiles\<profile folder>

¢ Since Windows Vista:
<SystemPartition>\Users\<Username>\AppData\Local\Mozilla\Firefo
x\Profiles\<profile folder>
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The rest of the artifacts are at the following locations:

e Before Windows Vista: <SystemPartition>\Documents and
Settings\<Username>\Application
Data\Mozilla\Firefox\Profiles\<profile folder>

e Since Windows Vista:
<SystemPartition>\Users\<Username>\AppData\Roaming\Mozilla\Fire
fox\Profiles\<profile folder>

The <profile folder> folder consists of <RandomText>.default, such
as 918159%wp.default.

Places.sqlite

Places.sqglite contains the browsing history of the Firefox browser. It contains a lot of
information including the following:

e URL
e First visit date/time

Last visit date/time
Visit count

Referrer

Title of the visited page

Visit type, which includes the following:
Clicked link

Typed URL
Redirected
Opened from bookmarks

[217]




Browser and E-mail Investigation

MozillaHistoryView

To parse Firefox history, we can use MozillaHistoryView (http://www.nirsoft.net/uti
ls/mozilla_history_view.html). This usually runs on a live system and automatically
detects the location of the profiles in the running system, or it provides the SQLite database
location:

" Select History Filename | X §

[]Load only the URLS visited in the last 10 days

[TJLoad only the URLS visited in the specified date/time range: (In GMT)

From: 2/28/2015 10:21:45PM To: 3/ 1/2015 10:21:45PM

[TJLoad only the URLs contain the following strings (comma-delimited list):

[]Don't load the URLs contain the following strings (comma-delimited kist):

[TJLoad only URLS with the following visit count range:

From: 1 To:

[]Load only URLs with the following titles (comma-delimited kst):

[ Merge multiple items with identical URLs into one item

The MozillaHistoryView options

Cookies.sqlite

Cookies.sqglite contains the browsing cookies of Firefox. It stores the following
information:

e Remote website
e Cookie name
e Creation time
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e Last accessed time
¢ Connection typeaooeither secure or not secure
e Stored data from the website

MozillaCookiesView

To parse the Firefox Cookies, we can use MozillaCookiesView from http://www.nirsoft
.net/utils/mzcv.html. It parses and lists the cookies in the running system or in the
profile directories that are pointed to:

File Edit View Help
SEADEL XEA

Domain/Host Path Name Value Expiration Date ~
(] @ .adaos-ads.net / ADAOSGUID a7d55bfccbbbbfd08d30e... 2/28/2017 9:51:
0@ adap.tv / adaptv_unique_us... "5366644213364080400_... 2/9/2017 11:50:
] @ adaptv / rtbDatal "key=turn:value=444310... 2/28/2017 9:51:
0@ .addictivetips.com  / _utmt 1 2/10/2015 11:5¢
(] @ .addictivetips.com  / _utma 154743656.1289471842.1...  2/9/2017 11:49:
[ @ .addictivetips.com  / _utmb 154743656.1.10.14236049... 2/11/2015 12:1¢
O0@ .addictivetips.com  / _utmz 154743656.1423604984.1.... 8/12/2015 11:4¢
(] @ .addictivetips.com  / _gads ID=11816f91ccc080bc:T...  2/9/2017 11:49:
[] @ .addictivetips.com  / _qca P0-499017655-14236049...  8/11/2016 &:32:
(] @ .addictivetips.com  / _qseg QD 1/18/2038 2:00:
(] @ .addons.mozilla.org  / _utmt 1 3/2/2015 1:01:5
O@ .addons.mozilla.org / _utma 164683759.1025887550.1...  3/1/2017 12:52:
O .addons.mozilla.org / _utmb 164683759.2.10.14252503... 3/2/2015 1:22:1
O . .addons.mozilla.org / _utmz 164683759.1425250317.2.... 8/31/2015 12:5;
M aa . wew =+ . e e amssemmsssiAAAA s SEAAA PR R T
< >

MozillaCookiesView
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Cache

The Firefox cache format is the same for all versions. Its location hasn't changed from one
version to another. It contains the following information about the cached files in the
system:

e Name

* Type

Source URL of the download
e Size

Timestamps (last modification, last request, and expiration time)

Count (how many times this file was used from the cached data)

MozillaCacheView

MozillaCacheView (http://www.nirsoft.net/utils/mozilla_cache_viewer.html)
can parse and view the cached data of Firefox. It can also export any file from the cached
data for examination:

MozillaCacheView: C\Users\AymanT\AppData\Local\Mozilla\Firefox\Pro.. — © “
File Edit View Options Help
| & R |

Filename Content Type URL File Size 2
B "TmdlTm3i10.. image/png http://mtd.googleapis.comfvtTpb=Tmd!l1... 13,741

B TmdlTm3i10., image/png http://mtl.googleapis.comvtfpb=Tmdll... 7177

B [TmdlTm3Nil5. image/png http://mtl.googleapis.comMtipb=Tmdll... 1,979

B "TmdlTm3i15.. image/png http://mtl.googleapis.com/vitipb=lTmdl1... 2,822

B "Tmd!Tm3il5.. image/png http://mtl.gocgleapis.com/vitfpb="Tm4l1... 4309

B [TmdlTm3Nil5. image/png http://mtd.googleapis.comAtipb=Tmdll... 1,126

B TmdlTm3i15. image/png http://mtd.googleapis.com/vtfpb=1Tmdl1... 1,380

B "Tmd!Tm3il5.. image/png httpe//mtd.googleapis.com/vifpb="1m4l1... 3,893 w
< >
17444 itemn(s) HirSoft Freeware. hitp:iiwww.nirsoft.net

MozillaCacheView
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Other browsers

From the previous analysis of MSIE and Firefox, we can understand how it is a challenge
for digital forensics investigators to conduct browser forensics because of the huge number
of browsers on the market and the difference in storing their browsing artifacts in the
system. Nirsoft.net contains many other tools to parse different browsers at http://www.n
irsoft.net/web_browser_tools.html for Google Chrome, Opera, and Safari.

E-mail investigation

E-mail is one of the most-used methods of communication nowadays, especially in
corporate environments. Sending, receiving, or reading e-mails leaves traces in the
electronic devices. These traces could help in analyzing cases of targeted attacks, blackmail,
espionage, information leakage, and harassment. Traces of e-mail differ according to the
way of using the e-mail account, either by webmail or an installed e-mail client.

In webmail, browser investigation and memory forensics could help in retrieving some e-
mail data and even in some cases recover access credentials for the e-mail account. In this
section, we will discuss the Outlook e-mail client artifacts on the machine.

Outlook PST file

There are many e-mail clients on the market. Outlook from Microsoft is one of the most-
used clients. Outlook stores all the messages, contacts, and calendar in a Personal File
Folder (PFF) file. One of the PFFs is the Personal Storage Table (PST) file and is saved by
default in the following location:

e My Documents\Outlook Files in Windows XP
® Documents\Outlook Files starting from Windows Vista

Users can archive e-mails to their machine and free their space on the mail server. The
archived e-mails will be stored in the PST file as well. The archived PST file won't be
connected to the server and won't be associated to the user account. It will only be available
on the user's local computer and won't be available on any other devices associated with the
user and synced with their account, unless the user copies the archived PST file to another
device.
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The archived file locations are, as follows:

e <SystemPartition>\Documents and Settings\<username>\Local
Settings\Application Data\Microsoft\Outlook in Windows XP

e <SystemPartition>\Users\<username>\AppData\Local\Microsoft\Outl
ook starting from Windows Vista

A PST file can be imported to Outlook, but it won't be uploaded to the server. It will be only
available on the local running client.

Outlook OST files

Another PFF file is the Offline Storage Table (OST) file. It is mostly used with the
Microsoft exchange server account. It allows the user to create, edit, or delete messages on
the local computer without connecting to the server; and once the connection is established,
the client syncs with the server and updates all the new changes made by the user to make
both copies on the server and the client the same.

The OST file can be located at the following locations:

e <SystemPartition>\Documents and Settings\<username>\Local
Settings\Application Data\Microsoft\Outlook in Windows XP

e <SystemPartition>\Users\<username>\AppData\Local\Microsoft\Outl
ook starting from Windows Vista.

Unlike the PST files, OST can't be imported to Outlook; it needs to be converted to the PST
file format first. Different commercial tools can make this conversion.

EML and MSG files

An EML file contains single messages saved by the user. The EML file is a plain text file that
contains the message details, including the header, body, and attachments. An EML file can
be opened with Outlook or any compatible e-mail clients. Also, there are some EML
viewers.
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Another format for saved e-mails is the MSG format. MSG is a binary format and can be
treated as a compound file for analysis with a compound file parser, such as the Libolecf by
Joachim Metz:

digforensics@forensics:~% olecfinfo test.msg
olecfinfo 20131108

OLE Compound File information:
Version
Sector size
Short sector size

Storage and stream items:

Root Entry (6592 bytes)
__properties_version1.0 (1072 bytes)
__nameid_version1.0 (0 bytes)

__substg1.0_00020102 (32 bytes)

_ substg1.0_00030102 (32 bytes)

_ substg1.0_00040102 (28 bytes)

__substg1.0_10140102 (8 bytes)

_ substg1.0_10150102 (8 bytes)

__substg1.0_10020102 (8 bytes)

__substg1.0_10090102 (8 bytes)

_ substg1.0_0E04001F (26 bytes)
__substg1.0_0E03001F (0 bytes)

_ substg1.0_0E02001F (0 bytes)
__recip_version1.0_#00000000 (0 bytes)

__properties_version1.0 (136 bytes)

_ substg1.0_0OFFF0102 (120 bytes)

__substg1.0_3001001F (24 bytes)

__substg1.0_3002001F (8 bytes)

_ substg1.0_3003001F (58 bytes)

__substg1.0_300B0102 (35 bytes)

_ substg1.0_0FF60102 (4 bytes)
__attach_version1.0_#00000000 (0 bytes)

__properties_version1.0 (232 bytes)

_ substg1.0_0FF90102 (4 bytes)

__substg1.0_37010102 (10 bytes)

_ substg1.0_3704001F (24 bytes)

_ substg1.0_3707001F (58 bytes)

__substg1.0_370A0102 (9 bytes)

_ substg1.0_370E001F (20 bytes)
__substg1.0_001A001F (16 bytes)
__substg1.0_0037001F (8 bytes)

_ substg1.0_003B0102 (36 bytes)
__substg1.0_003F0102 (124 bytes)
_ substg1.0_0040001F (26 bytes)
__substg1.0_00410102 (124 bytes)
__substg1.0_0042001F (26 bytes)
_ substg1.0_00430102 bytes)
__substg1.0_0044001F bytes)
__substg1.0_00510102 (36 bytes)
_ substg1.0_00520102 (36 bytes)
__substg1.0_0064001F (8 bytes)

_ substg1.0_0065001F (60 bytes)
__substg1.0_0070001F (8 bytes)

__substg1.0_00710102 (22 bytes)

Libolecf against an MSG file
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DBX (Outlook Express)

Outlook Express was used before Windows Vista, and then was replaced with Microsoft
Outlook. Outlook Express uses DBX files as the message storage. A DBX file is stored at
<SystemPartition>\Documents and Settings\<username>\Local
Settings\Application Datal\Identities\<Identity
number>\Microsoft\Outlook Express. The Outlook Express folder has the following

files:

e Folder.DBX: This is the master file in Outlook Express. It contains the tree
structure of the folders in the mail. There is a different DBX file for each folder in
the mail structure, including Inbox.DBX, SentItems.DBX, and Drafts.DBX.

e Cleanup.log: This is used to log the cleanup operations in the deleted files.
Outlook Express creates a log for the last archive. During archiving, Outlook
Express actually cleans up deleted items. In normal behavior, it just marks an
item as deleted and keeps it in the DBX file.

PFF Analysis (libpff)
Library libpff (https://github.com/libyal/libpff/) is a cross-platform library to
open and parse the PFF files. This library has two tools: pffinfo and pffexport.

Let's try to investigate an OST file retrieved from the forensic image of Windows 7. First,
let's find information about the OST file using pffinfo:

digforensics@forensics:~$% pffinfo test.ost
pffinfo 20120802

Personal Folder File information:
File size: 1541120 bytes
File content type: Offline Storage Tables (0ST)

File type: 64-bit
Encryption type: compressible

Message store:
Password checksum: Oxffffffff

Getting information from the OST file
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Now, we know that there is no encryption on the OST file, so let's export the data from the
file:

digforensics@forensics:~$ pffexport -f html -1 log.txt test.ost
pffexport 20120802

Opening file.

Exporting items.

Exporting folder item 1 out of 2.
Exporting folder item 2 out of 2.
Exporting email item 1 out of
Exporting recipient.

Exporting email item 1 out of 2.
Exporting recipient.

Exporting email item 2 out of 2.
Exporting recipient.

Exporting email item 1 out of 1.
Exporting recipient.

Exporting appointment item 1 out of
Exporting appointment item 2 out of
Exporting appointment item 3 out of
Exporting appointment item 4 out of
Exporting appointment item 5 out of
Exporting appointment item 6 out of
Exporting appointment item 7 out of
Exporting appointment item 8 out of
Exporting appointment item 9 out of
Exporting appointment item 10 out of
Exporting appointment item 11 out of
Exporting appointment item 12 out of

Exporting the data from the OST file

A new folder, <OSTfilename>.export, will be created under the working directory. In
our case, it will be test .ost .export. As there are many items in the OST file, we created
the 1og. txt file to log all these exported items, and then we can filter the log file and locate
the items of interest. In our case, if we are interested in e-mails only, we can grep

the 1og. txt file for e-mail:

digforensics@forensics:~$ grep email log. txt

Processing email: 00000 in path: test.ost.export/Root - Mailbox/IPM_SUBTREE/Deleted Items/
Processing email: 00000 in path: test.ost.export/Root - Mailbox/IPM_SUBTREE/Inbox/
Processing email: 00001 in path: test.ost.export/Root - Mailbox/IPM_SUBTREE/Inbox/

Processing email: 00000 in path: test.ost.export/Root - Mailbox/IPM_SUBTREE/Sync Issues/
Processing email: 00000 in path: test.ost.export/Root - Mailbox/MSNConStream/

Processing email: 00001 in path: test.ost.export/Root - Mailbox/MSNConStream/

Processing email: 00000 in path: test.ost.export/Root - Mailbox/MSNConCategoriesStream/

E-mails in the OST file
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So, there are some e-mails in different folders, such as Deleted Items and Inbox. In case we
are interested in the received e-mails, which could contain malicious links or attachments
that deceived the user to infect the machine, we can check the e-mails in the Inbox folder.

In the created export folder, we will find the same folder structure in the OST. We can
navigate to one message location and view the contents of this message's folder, as shown
in the following screenshot:

digforensics@forensics:~$ cd test.ost.export/Root\ -\ Mailbox/IPM_SUBTREE/Inbox/Message00002/
digforensics@forensics:~/test.ost.export/Root - Mailbox/IPM_SUBTREE/Inbox/Message00002% 1s

ConversationIndex.txt InternetHeaders.txt Message.html OutlookHeaders.txt Recipients.txt
digforensics@forensics:~/test.ost.export/Root - Mailbox/IPM_SUBTREE/Inbox/Message00002% Ji

The contents of each message

We will find different files for each message, including the message header and the message
body itself. Using the header, we can track the sender. The message body will help us check
for malicious or phishing links. If the message has an attachment, another directory with the
attached files will be found under the message directory. The attachment could be
malicious.

Other tools

There are many tools used to read and parse different e-mail files. Some of these of tools can
run on a live system for live analysis.

Some of these tools are, as follows:

¢ MiTeC mail viewer for Microsoft Outlook Express 4, 5, and 6 message database
[*.idx/*.mbx/*.dbx], Windows Vista Mail/Windows Live Mail, and Mozilla
Thunderbird message databases as well as standalone EML files. You can
download this from http://www.mitec.cz/mailview.html.

o Different tools from http://www.freeviewer.org to view PST, OST, EML, and
DBX files:

PST File Viewer

OST File Viewer
EML File Viewer
Outlook DBX Viewer
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¢ Different tools from http://www.nucleustechnologies.com to view PST,

OST, and EML files:
e Kernel PST viewer

e Kernel OST viewer
e Kernel EML Viewer

Summary

In this chapter, we discussed the importance of browser analysis, browser artifacts, and
how to find and parse these artifacts in different browsers. Then, we learned about parsing
PFF files for Microsoft Outlook and different e-mail files, such as MSG and EML.

In the next chapter, we will go through Windows memory analysis and show you how it is
not optional anymore to perform memory forensics.
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Memory Forensics

System memory is the working space of the operating system. The operating system uses
memory to place the data that is needed to execute programs and the programs themselves.
This is why acquiring the system memory is one of the steps that must be performed when
applicable in digital forensics. Analyzing the memory may reveal the existence of a
malicious process or program that has no traces in the machine hard disk. Memory also
contains the opened network connections, which could include the connection of an
attacker controlling the machine or stealing user data and information.

In this chapter, we will briefly discuss the Windows memory structure, some techniques
that are used by attackers to hide their malicious activities and existence, and the tools that
are used to investigate memory dump.

Memory structure

Each process that runs in memory allocates space in memory to store its code and data. This
space consists of memory pages. Each memory page is 4 KB in size in x86 systems. All the
processes address their memory spaces with virtual addresses, which are translated into
physical addresses by the system itself with no interaction by any process.

In modern operating systems, there are two categories of the running processes: processes
run in user mode and others run in kernel mode. The difference between both modes is the
level of access that is granted to the operating system. In the user mode, the processes can't
modify paging or access other processes' memory locations except some inter-process
communications using Windows APIs. All the processes start in user mode, except the
SYSTEM process.
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Kernel mode is used by the Windows kernel at system booting to set up memory space and
paging. In some situations, such as executing the Windows AP]I, the processor receives
interrupt, which requires it to switch to kernel mode to execute the interrupt and then
return back to the user mode.

Memory acquisition

We discussed memory acquisition previously in volatile evidence acquisition in Chapter

3, Volatile Data Collection. However, we now need to highlight this in a modern Windows
operating system, the different security controls which forbid processes to access the whole
memory, and the step which is required by any acquisition tool to acquire the system
memory. This may cause a system crash and the loss of system memory, or the whole hard
disk in the case of active hard disk encryption.

So, modern digital forensics acquisition tools tend to install a driver first to the operating
system and then use this driver to access the system memory, which will need higher
privileges on the system.

The sources of memory dump

We can consider a memory dump during the incident response process as the main source
for memory forensics. However, what if we have a powered off machine or, for any reason,
we couldn't acquire the memory of the machine? The question here is do we have any other
way to conduct memory forensics? Fortunately, we have a positive answer for this question
in many situations. Let's see what they are.

Hibernation file

Hibernation is a power option in most operating systems, including Windows OS. In this
mode, the system copies the memory, which is volatile, to a single file named
hiberfil.sys, which is located under the system root in the hard disk, which is non-
volatile, and completely shuts down the machine. When the user turns the machine on
again from hibernation, the system copies the contents of this file again to memory and
resumes the execution of the previous processes.
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If the investigator has a forensic image of the victim's or suspect's hard disk, they can
extract the hibernation file and conduct memory forensics on this file using the memory
analysis tools that we will be discussing later in this chapter. The hibernation file will
provide the investigator or the analyst with a memory image from specific time in the past
that may contain traces to the malicious activities or important evidence related to the case
under investigation.

The filesystem's last modification time of the hibernation file will indicate the time when the
hibernation was used in the system. Fortunately, the structure of the hibernation file is
different but known, which makes it possible to convert it to a raw memory image in order
to conduct analysis on it using the memory forensics tools. Although it contains most of the
memory data, the hibernation file won't contain some data, such as the dynamically
obtained network information using DHCP. We need to consider this during analysis.

Crash dump

If the Windows system crashed, it is designed to store information about the system state at
the time of the crash for future troubleshooting of the crash after recovering the system.
Crashing the system was an old way to dump the memory to the crash dump file, which
can be done using the NotMyFault tool from Sysinternals (http://download.sysintern
als.com/files/NotMyFault.zip). However, better methods and tools are available
nowadays. The crash dump file is named MEMPRY . DMP by default and is located under
system root directly. The crash dump file can hold different data depending on the settings
of the crash dumps, as follows:

e Complete memory dump: This contains the physical memory at the time of the
crash with a 1 MB header. This type is not common because it has a large size
especially for systems with a large memory.

¢ Kernel memory dump: This is when the system dumps the memory pages in the
kernel mode only and ignores the pages in the user mode.

e Small dump files: These are small files that have a size of 64 KB in 32bit systems
and 128 KB in 64bit systems. This contains information about running processes
and loaded drivers in the system.
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For the investigator to know which type of dump file is present in the case, they can
determine this from the size of the file. They can also open the registry location of

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CrashControl, under a
value called CrashDumpEnable, which will be one of the following four values:

0: This is when debugging information is not written to a file

1: This is when the complete crash dump is written to a file

2: This is when the kernel memory dump is written to a file

3: This is when a small memory dump is written to a file

After extracting the crash dump file, the investigator can use the dmp2bin.exe tool from
Moonsols to convert the dump.

Page files

Paging is a memory management technique that works as a secondary storage for Windows
memory. It speeds up the system by moving the least-used pages in memory to the hard
drive in a file named pagefile. By applying such techniques, the user will have more
memory space to use. When the user starts using the saved pages again, the system restores
these pages to memory again. This can be noticed in small lagging while accessing some
opened applications that haven't been used for some time.

The page files on the hard drive can be up to 16 files, and not only under the root directory.

To find out the locations of the page files from the registry, check
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Memory

Management \ExistingPageFiles and PagingFiles. Some memory acquisition tools,
such as FTK imager can add the page file to memory image during live acquisition:
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Memory Capture ﬂ
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Figure 1: FTK imager; adding page files during memory acquisition

Page files store unordered data, which make it more difficult for in-depth analysis. This
means that string search in the page files may give some clues about the contents of the
page files and the case under investigation, such as the IP, path, or the registry key. File
carving also can be conducted in the page files in order to recover some related files.
Scanning the page files for a malware signature may uncover malware running in memory.

Processes in memory

A process is an instance of a program that has been executed in the system. Each process in
memory has a private isolated memory space. A process contains the execution code and
the data that is required to complete the execution of the code, such as files, DLLs, and user
input. All this data and code are located in a memory space allocated for this process.

Many processes can be in the memory at the same time. All the processes are listed in one
structure called _EPROCESS in the memory of the running Windows operating system.
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Each entry of the _PROCESS structure holds one process with its metadata; the process
name, its executable path, parent process, start time, and in some cases, the exit time. The
metadata can be used as an indication of the presence of malicious activity if the parent
process of a well-known process is different. For example, the 1sass.exe process has
parent process of Explorer.exe, while its parent process should be Wininit.exe. We can
assume here that this 1sass.exe process is not the genuine 1sass.exe process and it is
trying to deceive the user by taking the name of a legitimate process.

The _EPROCESS structure is similar to a double-linked list, each process points to the
previous and the next process in a chain-like structure. This is used to circulate the
processing time between different processes. The normal Windows command that is used
to list the system processes uses the EPROCESS structure to read all the processes in a
sequential way. So, if a malicious process was able to change the addresses in two processes
before and after its location to point to each other, it won't be shown in the processes list.
This is one way used by some malware samples to hide their existence. This technique is
called Direct Kernel Object Manipulation or DKOM.

To overcome this technique and because the _EPROCESS entry has a specific structure,
instead of depending on the manipulated EPROCESS structure, we can carve the memory
file for all the _EPROCESS entries by their signature. In this case, the carving tool won't go
through EPROCESS sequentially and won't miss any hidden processes. This can also display
some closed processes which were removed from _EPROCESS but their entries still exist in
memory.

Network connections in memory

Usually, networks are used by attackers to control the machine remotely, to send captured
user information, or to receive new commands. Checking the network connections, which
were opened in the system at the time of acquisition, would provide clues about the attack.

Network activities in general leave traces in memory. Investigating network connections
could lead to discovery of a hidden connection created by rootkits. These connections can
be hidden from normal listing tools in the same way that can be done with the processes.
Carving for the network connection structure in memory can reveal such connections.

Another technique to hide a connection is to inject code into a legitimate process to open a
malicious connection, so we need to check all the connections in the memory file.
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The DLL injection

DLL or Dynamic Link Libraries are resources and functions that are shared among
different processes running within the system. Some processes and programs require
special external DLLs, which can be included with the program to run properly. As DLLs
usually run within the processes in memory, they are usually targeted by the malware as a
way to access and control other processes in memory. DLLs are loaded into the process
with different ways:

¢ Dynamic linking: This is when an executable has an Import Address Table
(IAT), which describes the resources needed for this executable to load along
with their addresses, which are loaded in the process memory space.

¢ Runtime Dynamic Linking: Some DLLs may not be mentioned in the IAT, but
are called out by the program itself during execution, by calling out one of the
Windows functions such as LoadLibrary.

e Injection: DLLs can be injected into a process by different techniques. Let's see
what they are.

Remote DLL injection

A malicious process allocates memory space in a legitimate process with read/write
protection and writes the path to the malicious DLL in the legitimate process memory
space. Then, the malicious process opens a remote thread to force open the DLL in the
legitimate process and then removes the DLL path. In this way, the malicious process
controls the legitimate one by the code in the DLL.

It won't be easy to detect this type of injection. We need to list all the DLLs loaded by the
legitimate process and check the names, paths, and time of loading of all the DLLs.

Remote code injection

We follow the same steps of the Remote DLL injections, but instead of writing the path to
the DLL in the hard drive, the malicious process injects the code directly to the allocated
memory space. Here, the protection of the allocated memory space will be read/write and
execute. This protection scheme, which isn't popular, is found a lot in memory that is used
to detect this kind of injection.
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Reflective DLL injection

The hybrid technique combines the previous two methods. The malicious process loads the
DLL directly into the legitimate process's allocated memory space. In this way, DLL won't
ever be written to the hard drive and won't go through the normal loading process, so it
won't be found while listing the process's loaded DLLs.

API hooking

Hooking is usually used by rootkits, forcing the kernel to hide all activities that are related
to the malware and to intercept the user input in order to steal sensitive information from
the user. This used to be achieved by manipulating the output of the API calls by the system
kernel. This can be deceptive in live analysis during the incident-handling process. In depth
analysis of the memory image acquired during the evidence acquisition of the infected
system would making it much easier to detect such behavior. Hooking is done simply by
redirecting the normal flow of one process execution to execute malicious code in another
location in the memory, and then return back to complete the normal process code.

Memory analysis

After a successful memory acquisition process, the investigator will have a single dump file
that contains the full memory. Fortunately, the structure of the memory can be parsed by
many analysis programs, including volatility, which is the most famous memory analysis
framework nowadays.

The volatility framework

A free memory forensics framework can be downloaded from http://www.volatilityfo
undation.org. This framework supports many versions of Windows, Mac, and Linux
operating systems. An independent book called Art of Memory Forensics was released with
volatility 2.4. It explains in detail different operating systems' artifacts in memory and how
to extract and analyze them using the volatility framework. In this section, we will discuss
the usage of volatility framework and how it detects the malicious activities in memory
dump.
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Each operating system has a different memory structure. Volatility has the ability to
understand different structures. Using this profile, volatility can understand the correct
data structures of the image under investigation and apply the right analysis and parsing
tools.

Volatility works with plugins, each plugin performs specific tasks with the memory dump
file. You can add or write your own plugin and add it to your version. In the following
sections, we will discuss some volatility plugins.

Volatility plugins

A complete list of volatility plugins can be found in the tool's documentation. Here, we will
discuss some plugins which are usually used to discover the discussed malware techniques.

imagecopy

In case the available memory file is a hibernation file or a crash dump file, volatility can
convert this file to the raw format using the imagecopy plugin.

[Bage:vol.py —-f <Hiber|DumpFile> —--profile=<ImageProfile> imagecopy -0
<OutputFile>

raw2dmp

In some situations, you need to convert the dumped raw memory file to the crash dump
format in order to use it with other tools, such as WinDBG, the Windows debugger. In such
cases, the raw2dmp plugin can do this job.

Lkage:vol.py —-f <ImageFile> —--profile=<ImageProfile> raw2dmp -0
<OutputFile>

imageprofile

Before starting the analysis and in case you don't know the right image profile or don't
know how to write it in a volatility command, you can run the imageinfo plugin against the
image file and volatility will suggest the right profile to you. Imageinfo actually uses
another plugin called kdbgscan, which scans a part of the NT kernel module for specific

unique strings which identifies the image profile. The profile provided by one string, such
as Win7SP0X86, and the profile which Volatility uses by default is WinXPSP2x86.

Usage: vol.py —-f <ImageFile> imageinfo
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pslist

This plugin lists the processes from the memory image file. It walks through the double-
linked list in the _EPROCESS structure and prints all the processes in the list. It displays the
process name, ID, offset, parent process ID, number of threads and handles, and timestamp
of the start and end of the process. This plugin's output has the logical offset of each process
in the _EPROCESS structure. If we need to view the physical offset, we can use the -p
option. If there are hidden processes that were unlinked from the list, this plugin won't
detect them.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> pslist -P
<OptionalPhysicalOffset>

The following is the output of the preceding command:

Volatility Foundation Volatility Framework 2.3.1
0ffset(P) Hnds Sess Wowb4 Start

2014-04-09 :04: UTC+0000
2014-04-09 :04: uTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000
2014-04-09 :04: UTC+0000

System
smss.exe
csrss.exe
wininit.exe
csrss.exe
winlogon.exe
services.exe
lsass.exe
lsm.exe
svchost.exe

0
0
0
0
0
0
0
0
0
0

ocooco==00

Figure 2: An example of running the pslist plugin

psscan

This plugin lists the processes in the memory dump file by carving the dump for any
process structure, and it doesn't consider the EPROCESS structure. It can get all the processes
in the memory, including active, terminated, and hidden processes.

Lkage:vol.py —-f <ImageFile> —--profile=<ImageProfile> psscan

pstree

The pstree plugin lists the processes in a tree view, identifying the parent and child
processes. It lists the process using the same method that is used by the pslist plugin, so it
won't detect hidden or unlinked processes. The output is structured in levels to show the
different levels of parenthood between processes.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> pstree
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psxview

The plugin psxview compares the results of different process-viewing techniques, for
example, using pslist and psscan. This helps in detecting hidden and unlinked processes
from one output window.

Usage: vol.py -f <ImageFile> —-profile=<ImageProfile> psxview

The following is the output of the preceding command:

olatility Foundation Volatility Framework 2.3.1
ffset(P) Name PID pslist|psscan thrdproc pspcid csrss session deskthrd

x3de63340 SearchIndexer. 2940 True
x3df72a40 taskhost.exe 1184 | True
x3df12a08 VSSVC.exe 516 True
x3dcd28e0 SearchProtocol 3088 True

Figure 3: An example of running psscan

getsids
Each process has the privilege of the user who started it. The security identifier of the user,

the SID, describes the user's privilege in the system. The process has a copy of the access
token that is created for the user when they logged on to the system.

Use the getsids plugin and the process ID to provide the SID of the user who started the
process.

The SID can be mapped easily from the system registry along the following path:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\ProfileList.
It can also be extracted from the opened registry in memory, which will be discussed later.

[Eage:vol.py —-f <ImageFile> —--profile=<ImageProfile> getsids -p
<optionalPID>

dillist

This plugin lists all the DLLs that are called and added to the process using the normal way
in the operating system. It shows all the DLLs for all the processes in memory. If the
investigator used the —p option with specific PID, then in this case, this will list only the
DLLs of that specific process.
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While addressing hidden of unlinked processes, we need to use the physical address of its
structure in memory. So, if we need to list the DLLs of an unlinked or hidden process, we
need to provide the plugin with the physical offset of the process in the psscan plugin
output, with the ——offset= option.

Lkage:vol.py —-f <ImageFile> —--profile=<ImageProfile> dlllist -p
<OptionalPID> —--offset= <PhysicalOffsetOfTheProcessFromPsscan>

handles

A process can have many handles to many objects in the operating system. Analysis of
these handles can be difficult because of the huge number of handles for each process.
However, this could play an important role in proving a theory about the incident. It could
provide the investigator with proof that one process has requested a handle to access a
specific file in the filesystem or to create a specific mutant used as a signature for specific
malware.

Using the handles plugin in volatility, we can display all the plugins of one process by the
process ID and choose which type of handles will be displayed in the results.

Usage: vol.py —f <ImageFile> —-profile=<ImageProfile> handles -p
<optionalPID> -t <OptionalHandleType>

filescan

For any process to create or read a file, it needs to open this file first in memory. The
volatility plugin, filescan, parses for the file object tag in memory and lists all the opened
files or the files hidden from ordinary file-scanning tools by the rootkit.

This plugin will display the physical offset of the detected file object and the filename with
the permissions on the file. Like the handles plugin, filescan will be useful in confirming the
existence of specific malware by scanning for its specific files that are opened in memory.
We can pipeline the output of this plugin with the grep command in Linux to filter on a
specific filename.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> filescan | grep
"<FileName>"
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procexedump

When an executable runs in system, a version of this executable is copied to memory.
During analysis, we can dump the executable from memory in order to investigate the
executable code, or fix the code and run it within a controlled environment, such as a
sandbox. Volatility has the procexedump plugin to dump any process executable from
memory. It must be provided with the process ID.

Another plugin that does the same thing, but dumps the slack space along with the
executable, is procmemdump and this is used in the same way. This will be helpful if the
malware is manipulating the PE header in order to deceive the dumping tools.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> procexedump -p
<PID> -D <OptionalOutputDir>

memdump

When the process starts executing, it uses some space in memory to store its code and data
that is required during execution. This area could contain important information about the
malware, such as strings, code, file paths, contents of files, and so on.

Volatility can dump this whole area into a single file for further analysis. We can run this
file against the Linux native command-Strings in order to extract all the strings in the file.

Lkage:vol.py —-f <ImageFile> —--profile=<ImageProfile> procexedump -p
<PID> -D <OutputDir>

The following is the output of the preceding command:

Volatility Foundation Volatility Framework 2.3.1

e fe e e e o v e vk e ok e e ok e v ok e ok g ok bk ke ke ok e ok e o e e e e e e e ok e o e R o e ok e ok o o o o o o ke o e ok e o ke e ok e ok e ke ke ke ke R ke

Writing ZkPECED.exe [ 2224] to 2224.dmp

Figure 4: Dumping malicious process for further analysis

[240]




Memory Forensics

svcscan

Windows services are usually run in the background with higher privileges than other
programs, which are run by system users. Some malware samples run as services to work in
the background and to ensure the malware's existence in the system after reboot. Rootkits
can manipulate the Windows native service-monitoring tools in order to hide some services.
Volatility has a plugin called svescan, which, besides listing the services by normal means,
also parses the memory space that is owned by the services.exe process, searching for
unique tags for services. This method will reveal any hidden process in memory.

The output displays the process ID of each service, the service name, service display name,
service type, and current status. It also shows the binary path for the registered service,
which will be an EXE for user mode services and a driver name for services that run from
kernel mode.

Lkage:vol.py —-f <ImageFile> --profile=<ImageProfile> svcscan

connections

As discussed earlier, network traces are very important while analyzing memory samples.
Volatility has plugins to scan opened TCP connections in memory with different methods.
The first plugin is connections, which displays the TCP connections as Windows tools
would do. This lists the all the connections in a linked list structure.

This plugin only works with Windows XP and the Windows 2003 server, only x68 or x64.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> connections -P
<OptionalPhysicalOffset>

connscan

Just like the psscan plugin, connscan searches for connection object structure instead of
listing all the connections in the linked list only. It will also list the terminated connections.

Some connections may have been fully or partially overwritten. So, we need to pay
attention during analysis and compare the results with the normal connections plugin.

[Eage:vol.py —-f <ImageFile> —--profile=<ImageProfile> connscan
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sockets

Another plugin from volatility to network is sockets, which lists all the opened sockets on
the system with any protocol. This lists the connection in the way that any Windows API
would use for this purpose by walking though the sockets-linked list. This won't be able to
find closed sockets or residuals from old sockets.

This plugin only works with Windows XP and the Windows 2003 server, either x68 or x64.

Usage: vol.py —-f <ImageFile> —--profile=<ImageProfile> sockets

sockscan

Like the connscan plugin, sockscan searches for the socket structure in memory, which
makes it possible to recover residual sockets that were previously opened.

Usage: vol.py —-f <ImageFile> --profile=<ImageProfile> sockscan

Netscan

For memory dumped from Windows Vista and higher, both x68 and x64 systems, the
netscan plugin checks network traces. This plugin finds TCP endpoints, TCP listeners, UDP
endpoints, and UDP listeners. It distinguishes between IPv4 and IPv6, prints the local and
remote IP, the local and remote port, and the time when the socket was bound or when the
connection was established.

Some fields could be missed, as netscan parses through the memory for tags of network
data structure and views all the results in the same output.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> netscan

hivelist and printkey

The registry hives are opened in memory. To locate the hive files in memory, we can use the
hivelist volatility plugin, which will list the addresses of the hive files in memory with
virtual and physical addresses with the full path of the hive files on the hard drive.

We can use the printkey plugin to display the subkeys, values, and data in one specific
registry key. This will parse all the hives to locate the key that you want, and it may be
located in more than one hive.
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If you want to limit the search to one hive, you can provide the virtual address to the plugin
with the -o option.

Lkage:vol.py —-f <ImageFile> —--profile=<ImageProfile> hivelist

[Bage:vol.py —-f <ImageFile> —--profile=<ImageProfile> printkey -o
<OptionalVirtualOffsetOfTheHiveFile> -K "PathWithinTheregisty"

malfind

The malfind volatility plugin finds hidden injected code or DLLs that are based on the
permissions granted for specific pages in memory. It detects DLLs or code injected in a
suspicious way, for example, using the CreateRemoteThread or LoadLibrary functions.

The output of the malfind plugin disassembles the code in the detected area. This output
could contain malicious code or an executable file that starts with an executable signature
that starts with MZ.

A copy of the identified memory segments can be extracted for further analysis using -D
or ~-dump-dir=<Dir> and the extracted segment will be located under <Dir>.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> malfind -p <PID> -
D <OptionalOutputDir>

The following is the output of the preceding command:

Volatility Foundation Volatility Framework 2.3.1
Process: wininit.exe Pid: 392 Address: 0x210000
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: CommitCharge: 1, MemCommit: 1, PrivateMemory: 1, Protection:

64 a1l 18 00 00 00 c3 55 8b ec 83 ec 54 83 65 fc
00 64 a1l 30 00 00 00 8b 40 Oc 8b 40 1c 8b 40 08
68 34 05 74 78 50 e8 83 00 00 00 59 59 89 45 f0
85 c0 74 75 8d 45 ac 89 45 f4 8b 55 f4 c7 02 6b

6423118000000 MOV EAX, [FS:0x18]

c3 RET

55 PUSH EBP

8bec MOV EBP, ESP

83ec54 SUB ESP, 0x54

8365fc00 AND DWORD [EBP-0x4], 0x0
642130000000 MOV EAX, [FS:0x30]
8b400c MOV EAX, [EAX+0xc]

Figure 5: An example of malfind
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In the preceding screenshot, an area of memory with the 0x00210000 base address and
the PAGE_EXECUTE_READWRITE permissions in the wininit.exe process (ID 392).

vaddump

The VAD (Virtual Address Descriptor) is used in Windows memory to describe memory
locations that are allocated by a process running in memory. Every time the process
allocates new memory, a new VAD entry is created in what is called a VAD tree. Each VAD
entry has a start and end, and it covers a specific area in the process memory space.

The volatility framework has a plugin, vaddump, which can dump each VAD area
separately if we are interested in only one VAD entry. This is usually helpful if code or DLL
injection has occurred, where we can extract the VAD that contains the malicious code.

Each VAD has metadata, including a start and end. The vadinfo volatility plugin can
provide more information about VADs in one process.

Lkage:vol.py —-f <ImageFile> —-profile=<ImageProfile> vaddump -p <PID> -
b <VADStartAddressInHex> -D <OutputDir>

apihooks

The apihooks volatility plugin detects hooks. It detects CALLs and JMPs to other locations
in memory. The function being imported or exported begins with the following
instructions:

CALL addr

JMP addr

PUSH addr; RET

e MOV reg, addr; CALL reg
e MOV reg, addr; JMP reg,

If the plugin detects an addr outside of the process memory space, it reports a hook.

Usage: vol.py —-f <ImageFile> --profile=<ImageProfile> apihooks
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mftparser

The maftparser volatility plugin scans memory file for master file table MFT entries using
the FILE or BAAD entry signature. This can list information from the
$FILE_NAME, $STANDARD_INFORMATION, and $DATA NTFS attributes.

The output of this plugin can be in text format by the ——output=text option. It can also
format the body, which is compatible with The Sleuth Kit 3 using the ——output=body
option.

In the case of a body file we can use the mactime tool to create one timeline of all the MFT
activities in memory which will be useful in tracking activities by time.

Usage: vol.py -f <ImageFile> --profile=<ImageProfile> mftparser --—
output=<body|text> —--output-file=<OutputFile>

Summary

In this chapter, we discussed the importance of memory forensics in discovering malicious
activities, briefly explained the memory structure, and went through volatility as one of the
most-famous and effective memory forensics tools.

In the next chapter, we will be discussing the network forensics tools and techniques in
order to extract evidential data from any network dump.
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Network Forensics

Network forensics is a separate large area of Computer Forensics. It also includes various
fields. Under network forensics, we should understand forensics where the main evidence
is researched digital network traffic logs of network equipment, network applications, such
as proxies, firewalls, servers, and so on.

Together with a conventional host-based network, forensics allows us to resolve the
incident more efficiently. Information from the network layer provides a complete picture
of what happened. Moreover, in some cases the analyst does not have access to these
compromised machines because attackers use encryption, delete files, or use other
techniques to hide information.

In cases of complex targeted attacks, initial network intrusion is only the first stage of an
attack. The next steps for the promotion of the network, the development of the attack, the
collection of information, and data exfiltration occur with the use of the network.

Network traffic data relates to the volatility, therefore, to collect network traffic that is
necessary to perform a series of preparatory measures for the collection of data.

Network data collection

All data that can be retrieved from the network traffic can be divided into several levels:

Full Packet Capture 100%
Packet String Data 4%
Sessions 0.1%

Statistics
e Logs
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It is obvious that, from the point of view of a forensics analyst, the most preferred method is
to collect full traffic, as in this case, we obtain the most complete dataset.

However, along with the obvious advantages, this approach has a number of drawbacks. A
large amount of data for storage and subsequent analysis requires a lot of time and
resources.

At the same time, other forms of data, such as NetFlow, in many cases is a reasonable
alternative, and it requires fewer resources for the collection and storage and to process.

Compared to other forms of full traffic, data altogether constitutes only a few percent. It
require less space for storage and, therefore, can be stored for a longer time period.

For clarity, consider the following example. Let's suppose an organization has a daily
volume of network traffic in a 1 TB per day on weekdays and 100 GB over the weekend,
while the weekly storage data volume requires 5.2 TB.

The data in other formats require 5200 * 0.041 = 213.2 MB per week. Thus, the total amount
required for data storage is the weekly amount 5.4 TB or an average of approximately 770
MB per day.

If we talk about the need to ensure a minimum of three months storage, it will require 69 TB
space on the disc. In addition to the processing of such large amounts of data, it requires a
lot of time and power equipment.

However, this problem can be solved by a combined approach to the collection and analysis
of network data. Namely, it is possible to store a complete traffic only for a week and the
rest of the data for the year.

Thus, the storage network data for the year 5200 will need 0.041 + 5200 */ 7 * 365 = 16.32 TB.

As mentioned earlier, the Full Packet Capture data collection and NetFlow prerequire
arrangements to collect the data before the incident. Unfortunately, often at the time of the
incident, it appears that the organization has no Full Packet Capture, no NetFlow data. In
this case, our only hope is that the processes of logging has been enabled on the server and
networking equipment.

Next, consider the work with different data types, as often forensics analysts work with
data that is available at the moment of working on the incident.

[247]



Network Forensics

Exploring logs

The most ubiquitous connectivity options of the corporate network to the Internet is to use a
proxy server. Moreover, all protocols except HTTP and HTTPS are blocked by a firewall.
Therefore, we consider this particular scheme. A proxy server is a server that is an
intermediary between the client and server. Proxies can be used for almost any network
protocol, but they are most often used for the web traffic for HTTP and HTTPS.

In this case, a forensics analyst usually has a data proxy server. Proxy logs are invaluable in
analyzing what URL is accessing the corporate network machines. Analysis of the logs of
the proxy server allows you to quickly identify which workstations are exposed to a
malicious resource. This is done much faster than in the analysis of each client machine.

Typically, proxy logs include not only the time and IP address of the client and the URL,
but they also include the status of the HTTP response and the username:

¢ Unix timestamp (sec.ms)

¢ Response time (ms)

e Requestor IP/name

¢ Cache status and HTTP status code

¢ Reply size (bytes)

¢ Request method (GET, POST, and so on)

e URL requested

¢ Username (if available)

e Squid hierarchy status and Server IP / peer name
e MIME type

Also, caching the proxy server allows you to store additional copies of all the requested
objects. In some cases, this is the only way to obtain the necessary files and perform the
analysis.

Today there are many different proxies, both commercial and free. However, probably the
most popular at the moment is Squid. Among the free servers, NGINX can also be noted.

There are also a number of commercial solutions both hardware and in software form.
Among commercial proxies, one of the most popular is the BlueCoat proxy. Among its
advantages is its ability to proxy SSL traffic.
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Other popular solutions in the corporate environment are ForeFront Threat Managment
Gateway (formerly, Microsoft ISA Server) and the decision of the Barracuda Network.

All of them have their own formats of log files, and we will not consider all of these
decisions. We will focus on a detailed examination of Squid.

As noted earlier, Squid is one of the most popular and free solutions formed around a large
community of users. This decision can be found in both small networks and large
enterprises. Squid has great potential, and it is relatively easy to install.

An experienced administrator can configure Squid as a caching server with different
filtering rules for different file types and a large number of additional options. All these
settings are in the Squid configuration file, and they must be copied for analysis along with
the log files. The default configuration file is located in /etc/squid/squid. conf. This file
is well documented and explains many settings in the configuration file, specified as the
location of the log files and cache.

Log files contain information about all client requests made via the HTTP protocol. The
cache directory contains responses from web servers to clients. During the investigation, the
analyst can get all the files and analyze them.

By default, Squid provides a lot of information about every request it receives from
customers. Thus, during the investigation, the analyst can get all objects from HTTP traffic
passing through the proxy. Attackers often use the HTTP protocol to deliver malicious
software as well as as a means of communication to communicate with the C & C servers,
so proxy is a good place to collect information about such activity.

Usually entry in the log file of the proxy server Squid (access. 1og) is as follows:

112345678910.134]534]129.134.21_51|TCP
M1SS/200]1345|GET [http://www.123.cc|-|DIRECT/134.41.65.13| text/htm]|

It is worth noting that the query string is logged and does not default. To remedy this
situation, it is necessary to make a corresponding change in the configuration file, namely
this line:

strip_query_terms off
Besides this, it is also useful to include logging the following information:

User_Agent
Referer
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These options can be particularly useful in investigations. Also, since the Squid 2.6 version,
you now have the opportunity to ask your own log format via the logformat option in the
configuration file.

Thus, the administrator can specify an alternate log file and format string.

Let's take the following example:

logformat customlogformat %tl %a> "%rm %ru HTTP/%rv'
%>Hs %<st "W{Referer}>h""%{User-Agent}>h" %Ss:%Sh
access_log /var/log/squid/access.log customlogformat

As the Squid log file is simply a text file, it is easy to automate using scripting languages
and command-line utilities. There is also a large number of different log file analyzers in
Squid. Here are some of them:

e Squidview: http://www.rillion.net/squidview/

e Calamaris: http://cord.de/calamaris-english

e SARG: http://sourceforge.net/projects/sarg/

Each has its advantages and disadvantages, so you need to choose the most appropriate:

Full Packet Capture

Consider the case when the disposal of such, analysts have a full dump of the network
traffic. In some cases, recording network traffic is included in the investigation of the
incident after the incident and detection. Even in this situation, network traffic analysis can
greatly enhance the effectiveness of the investigation.

To capture network traffic, the most often used format is the PCAP format. This format is
supported by most of the tools for data collection, analysis, and detection.

Most of the popular utilities are built on the 1ibpcap library, including t cpdump
and wireshark, and they have similar functionality.

Using tcpdump
The t cpdump tool is used to collect and analyze network packets. It is ideal for the analysis

of individual packages and for their consistency. In the case of automatic processing,
tcpdump has several advantages.
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To read a previously recorded pcap file, you can use the following command:
tcpdump -nnr dump.pcap

The default t cpdump displays information about each packet, while the output format is
protocol-dependent:

TCP:

[Timestamp] [Layer 3 Protocol] [Source IP].

[Source Port]> [Destination IP]. [Destination Port]:
[TCP Flags], [TCP Sequence Number],

[TCP Acknowledgement Number], [TCP Windows Size] ,
[Data Length]

UDP:

[Timestamp] [Layer 3 Protocol] [Source IP].
[Source Port]> [Destination IP]. [Destination Port]:
[Layer 4 Protocol], [Data Length]

In addition to make the output more informative, -v -vvv can be used, as in the following
example:

tcpdump -nnvvvr dump.pcap

With the -x option, you can make t cpdump output packets in the heh format or into ASCII
using-A or -X, and tcpdump allows you to output in two formats simultaneously.

In many cases, especially when handling large pcap files, the ability to use filters to discard
unnecessary data is particularly useful. The t cpdump tools allows BPF filters. For example,
to filter only TCP packets to port 80, you can use the following command:

tcpdump -nnr dump.pcap tcp dst port 80
To write the filtered data to a file you must use the —w option, as follows:
tcpdump - nnr dump.pcap “tcp dst port 80" -w 80_tcp_dump.pcap

Sometimes, it is necessary to use a set of filters, and in this case, it is more convenient to
write the filter set in the file and, thus, to use a file with the —F optional filters:

tcpdump -nnr dump.pcap -F Filter.bpf

For more information on the various keys to use t cpdump, use the man tcpdump command.
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Using tshark

Another useful tool for the analysis of pcap files is t shark.

The tshark tool is a console version WireShark. t shark has virtually the same
functionality as t cpdump, but it adds the possibility of a WireShark protocol analyzer and
uses syntax to filter.

To read a previously recorded pcap file the —r option is also used. The output format
depends on the protocol. Thus, t shark shows application-level information.

To obtain additional information, use the ~v option. To display packets in hex and ASCII
formats, use the —x option.

Tshark allows the use of filters capture when using syntax that is similar to tcpdump's BPF,
and display filters can be used when the built-in protocol analyzers.

For the use of, filters should be used with the —f option and the -R recording and read
option. So to read pcap file of DNS traffic, you can use the following command:

tshark -r dump.pcap -R "udp && dst.port == 53"

Another useful feature is the ability to generate tshark statistics from the analyzed traffic.
To do this, use the -z option. A full list of the available statistics are available through the
man pages on tshark.

For example, to view statistics on http traffic, you can use the following command:

tshark -r dump.pcap -z http, tree

¢ I0,phs: This displays the results in a pcap file protocols
e HTTP,tree: This displays statistics from HTTP requests and responses
e SMB,srt: This displays statistics relating to the SMB commands

However, even so, despite the fact that in some cases command-line utilities are well suited
for the analysis of packets at a fundamental level, it is better to use GUI tools such as
WireShark for some tasks.
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Using WireShark

WireShark is used to address various issues that are related to the functioning of the
network by network administrators, but it also plays an invaluable role in cases of network
traffic analysis in investigations of incidents.

The WireShark interface can be divided into three main parts.

The upper part displays the list of packages. Each package information is available. By
default, the packet number, timestamp, source, and destination address, protocol, packet
length, and special protocols for different information.

The middle section displays detailed information about the package, which is selected in
the upper part.

The bottom window displays the individual bytes package to hex and ASCII formats such
as conclusions team tcpdump, -X.

The data in all windows are connected to each other; thus, when we choose data in one
window, associated data is highlighted in the other windows.

Wireshark has a lot of possibilities to analyze network packets. Therefore, to describe them
in a single chapter is almost impossible. There are several good books that reveal these
features in detail, namely Practical Packet Analysis and Wireshark Network Analysis.

In some cases, the timestamps are the only binding element in the investigation. For
example, sometimes the analyst knows only the approximate time of the incident and that
they have to filter traffic for a certain period of time. The default WireShark displays the
timestamps of packets in seconds from the start of the recording of traffic in the pcap file.
Changing the display format of this can be done through the menu, as follows: View | Time
Display Format | Date and Time of Day.

In order not have to perform this action every time, you can change these settings in
Wireshark, as follows: Edit | Preferences

In some cases, it is important to get a general idea of the analyzed traffic.

You can use the Statistics menu item. This displays a wealth of information and statistics on
the traffic collected.
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For example, Protocol Hierarchy provides a list of all identified in the traffic reports and
statistics on them. Very often, this helps identify anomalies in the traffic, for example, in the
case of tunneling via DNS or ICMP.

In addition to this, WireShark allows you to group the traffic on the traffic between the
different hosts. Thus, it is possible to determine the amount of transferred data between
different machines. Statistics on the machines can be viewed via Statistic | Endpoints, and
various conversations can be viewed through Statistics | Conversations.

In some cases, there are situations when it is necessary to analyze the data exchanged
between two specific hosts. You can use the Following TCPStream option. WireShark
allows you to perform such actions for UDP, HTTP, and SSL.

Another useful WireShark option that should be mentioned is the extraction of the
responses from the network traffic. WireShark allows you to extract objects from the HTTP,
SMB, and DICOM streams. To do this, use navigate to File |Export | Objects | HTTP.

Then, select a file from the displayed list of files, and use the Save As to save the file. It
should be noted that the need to extract the file, all packets of network traffic in the case of
at least one ot sutviya package relating to the transfer of the file to get it will not succeed.

Note that you can extract files from traffic using a number of other utilities, such as
NetworkMiner or Bro. We discuss On Bro in more details later in this chapter.

The default setting displays a specific list of columns in WireShark with the data about the
packets, as follows:

The batch number
The timestamp

The source address
The location receiver

Protocol
The length of the packet
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Fields with more information

In some cases, this may require additional information, such as port numbers of the receiver
and the source or method of the HTTP request.

Consider the following steps that must be completed in order to add a new column with the
data on the method that is used by HTTP:

1. Start with the WireShark pcap traffic test.

2. Find the HTTP packet containing the HTTP request method, such as GET or
POST. This can be done manually or by entering the http. request filter.

3. Select the HTTP packet in the window with packets, then expand the HTTP
header, and find a site with the Method Request field.

4. Select the field, and right-click on it to select A«Apply as ColumnAn».

After these actions a new column should appear. You can later change the name and other
attributes of the column.

Often, WireShark plays an invaluable role in the analysis of network traffic that is required
to handle large quantities of data and rich filtering. To filter data using Wireshark BPF
filters. BPF filters are the most common method of filtering network utilities, including
Wireshark, tcpdump, tshark, and so on.

BPF filters can be used both during the traffic data collection and the analysis data.
Consider the structure BPF filter, and a folder created by the BPF, which is called expression
syntax. The expression includes one or more primitives that can be combined by operators.
The primitives, in turn, are made up of qualifiers and the following values.

There are three types of qualifier, as follows:

e Type: host, net, and port
e Dir: src and dst

e Proto: ether, £ddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp, and
udp.
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Here is an example with several primitives:

o dst host host
src host host
host host
ether src ehost

e gateway host
A full list of primitives can be found in the main pages for the t cpdump utility.
Primitives are grouped and can be combined using the following operators:

e Negation (! Or not)
¢ Concatenation (&& or and)
e Alternation (| | or or)

More information about the BPF syntax can be found on the main page.

Knowing Bro

Another tool to analyze network traffic is Bro. Bro is a very powerful tool, which is often
positioned as an IDS, but the possibilities are much wider with Bro. Discussing all of them
in a single chapter is almost impossible, so we will consider only some of them. One of the
many advantages of Bro is the ability to use ready-made parsers different protocols.

For example, the following are some of them:

e DHCP
e DNS
e FTP
e HTTP
POP3
e SMTP
e SSH

The list of these protocols is constantly expanding.

By default, Bro applies the protocol analyzers to traffic, and it records the results in the log
files that correspond to different protocols.
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Bro also allows you to write your own handlers in a language called Bro. For each event
that occurs during the processing of the event may be caused by its handler.

For example, consider the following simple event handler discovery file:

event file _new (f: fa_file) {

local fname = fmt ("% s", £ $ id)

Files :: add_analyzer (f, Files :: ANALYZER_EXTRACT, [$ extract_filename =
fnamel])

}

Next, remove all files from the traffic to keep this code in a file, run the getfiles.bro
command:

bro -C -r traffic.pcap getfiles.bro

The following is the output of the preceding command:

forensics@forensics:~/netlab$ bro -C -r /mnt/hgfs/evidence/netlab_20140408.pcap
fhome/forensics/forensictools/bro_extplugins/getfiles.bro
forensics@forensics:~/netlab$ 1s -al

total 3132

drwxrwxr-x forensics forensics 4096 Apr 101

drwxr-xr-x 23 forensics forensics 4096 Apr

-FW-rw-r-- forensics forensics 323044 Apr : conn.log
-rW-rw-r-- forensics forensics 203120 Apr : dns.log
drwxrwxr-x 2 forensics forensics 135168 Apr

-rW-rw-r-- forensics forensics 507119 Apr : files.log
-rW-rw-r-- forensics forensics 1898512 Apr : http.log
-rW-rw-r-- forensics forensics 253 Apr : packet_filter.log
-rW-rw-r-- forensics forensics 103913 Apr : ssl.log

drwx forensics forensics 4096 Apr

-rW-rw-r-- forensics forensics 4915 Apr :01 weird.log
forensics@forensics:~/netlab$

After running this command, the catalog files are created, as follows:

e conn.log
e files.log
e http.log
e ssl.log

e ftp.log

e dns.log

e weird.log
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These files contain information about the network traffic for certain protocols. For example,
http.log contains the following fields.

In addition to the log files in the startup directory that is created by Bro, extract_files
lists which files are extracted from the traffic. For each file in this directory, you can find the
corresponding entry in the files. log file. This entry contains a number of attributes,
which are useful.

To analyze the contents of these log files in the distribution utility has Bro bro-cut. The
input to this utility is passed through the pipe contents of the log file, and it specifies the list
of fields to be filtered.

For example, to list the types of files extracted from the traffic, you can use the following
command:

cat files_.log | bro-cut mime_type | sort | uniqg

The following is the output of the preceding command:

forensics@forensics:~/netlab$ cat files.log | bro-cut mime_type | sort | unig
application/jar
application/octet-stream
application/vnd.ms-cab-compressed
application/vnd.ms-fontobject
application/x-dosexec
application/x-elc

application/xml

image/gif

image/ jpeg

image/png

image/x-icon

text/html

text/plain

text/troff

text/x-c

text/x-c++

video/mp4
forensics@forensics:~/netlab$
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Let's assume that we are investigating an incident of a viral infection, in which case the
most interesting types of files are as follows:

application / jar
application / x-dosexec

These are executable files on MS Windows files and the Java virtual machine.

Then, we learn more about the following files of interest:

cat files_.log | bro-cut -u ts, rx_hosts, tx _hosts,
source, mime_type, total_bytes, fuid | grep -iE "{jar |
x-dosexec}"

The following is the output of the preceding command:

furenslcs@forensl:s:~/netlab$ cat files.log | bro-cut -u ts,rx_hosts,tx_hosts,source,mime_ type total bytes fuid | grep -iE "/(jar|x-dosexec)"”
2014-04-08T12 0000 172.16.11.101 85.17.137.151 HTTP application/ FUJ1hk2BEJTsb8tozk

2014-04-08T12 172.16.11.101 85.17.137.151 HTTP application 6 FSZKuj2ZaShFRvZWS1

2014-04-08T12 172.16.11.101 92. 155.154 HTTP application 3189 6 Fy9phB2NNXKNHKuyHb

forensics@foren cp ./extract_files/FUJl EJTsh8tozk ./susp/FUJlhk2 2BEJTsb8toz jar
forensics@forensics:~/netlab$ cp ./extract_files/FSZKuj2ZaShFRvZWSL ./susp/FSZKuj2ZaShFRvZWS] .exe
forensics@forensics:~/netlab$ cp ./extract_files/Fy9phB2NNXKNHKuyHb ./susp/Fy9phB2NNXKNHKuyHb .exe
forensics@forensics:~/netlab$

These results allow the team to set time, download the resource files, and download the
protocol by which to transfer these files. You can then find these files in the
extract_files directory and analyze them.

For more information about the resource files, go to the IP address 85.17.137.151
92,123,155, 154, and you can use the data from the dns. 1og file.

The dns. log file is the result of Bro, and it describes the events, permits, and changes
domain names into IP addresses and vice versa. The request to the DNS server is
represented by a query attribute. The server's response attribute is answer, and ts is the
timestamp request:

cat dns.log | bro-cut -u ts, query, answer | grep -iE
"85.17.137.151 | 92.123.155.154 "
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The following is the output of the preceding command:

forensics@forensics:~/netlab$ cat dns.log | bro-cut -u ts, query, answers | grep -iE "85.17.137.151]92.123.155.154"
14-04-08T12:31:13+0000 finansial .gov .
14-04-08T12:31:13+0000 finansial.gov 37.151
14-04-08T12 w282d1wb. athletlcsdrycleaﬂer pw 85.17.137.151

14-04-08T12 download.microsoft.com download.microsoft.com.nsatc.net,main.dl.ms.akadns.net,download.
microsoft.com.edg ite. ,a767. =1 i. ,92. 155.154,92.123.155.25
2014-04-08T12:54:18+0000 download.microsoft wnload.microsoft.com.nsatc.net,main.dl.ms.akadns.net,download.
microsoft.com.edgesuite.net,a767.dscms. akamai.net . 3.155.154,92.123.155.25
forensics@forensics:~/netlabs

The result is that the IP address 85.17.137.151 resolves to domains finansial.gov
and w282dlwb.athleticsdrycleaner.pw.

The IP address 92.123.155.154 belongs to microsoft.com, which greatly reduces the
likelihood that the downloaded file is malicious.

On the basis of the allocated domain names of the http. log file can obtain the following
information:

cat http.log | bro-cut -u ts, id.orig_h, method, uri,
response_body len, resp_fuid, host | grep -iE
"finansial .gov $"

The following is the output of the preceding command:

ensics@fol ics:~/netlab$ cat http.log | bro-cut -u ts,id. orlg h,method, uri, response_body_len, r fuids,host | grep -iE "finansial.gov$"
1 FIQI8C4ZLoTHS5DUg fin
2 FA1pOug3ReasDDiAj
FUJ1hk2BEJTsh8tozk

response_body_len, resp_fuids,host | gre Twb.athle csdvycl ner . pwg$"
72 411648 FSZKuj 37a5hFRVZHS]
11 101 GET 3899 6 2/2 322 FKd0142qSK4dz0i12f

forensics@fo cs:~/netlab$
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This suggests that the user downloaded a file from the resource finansial.gov
utisl.jar protocol HTTP (the previously mentioned FUJ1hk2BEJTsb8tozk. jar. jar
file). Then, from the same resource, the '2' (Fy9phB2NNXKNHKuyHb.exe) file was
downloaded:

forensics@forensics:~/netlab$ cat http.log | bro-cut id.orig_h,method,uri, response_body_len, resp_fuids,id.resp_h |8
grep -iE "85.17.137.151%" | sort | uniq

172.16.11.101 GET / 564 FIQIBC4ZLoTHSS5DUg 85.17.137.151

172.16.11.101 GET /f/1389931620/4067114524/2/2 322 FKd0142qSK4dz0i12f 85.17.137.151

172.16.11.101  GET /£/1389931620/4067114524/2 411648 FSZKuj2ZaS5hFRvZWS1 85.17.137.151

L1017 GET /favicon.ico pi:t FATpOug3ReasDDiAj 85.17.137.

.101 GET Jutisl.jar 14052  FUJ1hk2BEJTsh8tozk 85.17.137.
172 11101 POST /gate.php - 85.17.137.151
172 .11.101  POST /gate.php 2 Faggif3bfcvyWom8Xc 85.17.137.
172.16.11.101 POST /gate.php 2 FjYtFU1JDHES3S12hf 85.17.137.
172 .11.101  POST /gate.php 2 FQKk2maipJsnPko8f 85.17.137.
172.16.11.101  POST /gate.php 2 FSmaQF2advgwYPOkI1 85.17.137.
forensics@forensics:~/netlab$

Additionally, you must pay attention to suspicious HITTP-POST gate . php requests.

The resp_fuids attribute identifies a response from the Web server, and this indicates any
appropriate entry in the files. log file. Thus, the FI ... Ug identifier can get
the finansial.gov server's response in the GET request:

forensics@forensics:~/netlab$ cp ./extract_files/FIQIBCA4ZLoTHSSDUg ./susp/FIQI8C4ZLoTHSSDUg. html
forensics@forensics:~/netlab$ cat ./susp/FIQI8C4ZLoTHS5DUg.html
<!DOCTYPE HTML>

<meta charset="utf-8">
title>Financial news</title>

rame src="http://www.efinancialnews.com/events" width="100%" height="1200" align="left" frameborder="no" scrolling="no">

frames!

iframe>

pplet archi ="A_dsgweed" width="1" height=

1 qwYxQvBEhAbphcutYisubpE7pi8jQH5HXLgDDLx4wlHG143xxGrwGHw" ></param>
<param name= " -am>
<param nam " " param>

</applet>

body>

tml>

forensics@forensics:~/netlabs [

From the replies provided, it is clear that utisl. jar is a java-applet. The client opens a
page in a frame of the legal site, www.efinancialnews.com.
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This small example is a clear demonstration of how it is possible to investigate with only file
traffic using Bro.

However, the example shows only a small part of all possibilities of Bro. To learn about
Bro's other capabilities, you can visit https://www.bro.org/, where you can find a lot of
additional material.

Summary

In this chapter, we discussed some topics on network forensics. We learned what kind of
data we could collect from a network and how to analyze logs from a proxy server. Also
from this chapter, we learned how to collect pcap files and how to analyze them with
WireShark and Bro.

In the following chapter, you will learn how to build a forensic environment. We will
describe two approaches; one of them is virtualization, and another one uses distributed
systems. We will describe GRR as an example of a distributed system.
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Building a Forensic Analysis
Environment

After the previous chapters, we should now have realized how important incident response
is for digital forensics processes and how necessary it is to deal with both of them
accurately. In this appendix of the book, we will discuss the creation of a convenient work
environment to conduct the digital forensics analysis, the digital forensics lab, at enterprise
scale.

Before we start building our lab, let's answer the following questions:

e What are the lab's purposes, and what kind of devices will we analyze
(computers, mobiles, and so on)? This will help us determine the suitable tools
for our lab.

e How many cases can we expect to receive, and what is the expected expansion in
our scope and lab?

¢ Do we have trained individuals yet? If not, how will we select them, and what
training will they need? What operating systems will they need to be familiar
with, either to work with or to analyze?

Answering these questions will make it easier to take decisions. Also, there are some
guidelines and standards, such as ISO/IEC 17025:2005, which can be followed in order to
create accredited digital forensics lab.



Building a Forensic Analysis Environment

Factors that need to be considered

Besides the essential tools, including hardware and software, which will be discussed later,
there are some other factors to consider while building the lab. The investigator usually will
spend a long time in the lab workspace. So, it should be comfortable enough and they must
have full control over its environment. In the next section, we will highlight some factors
that need to be considered in the planning phase.

Size

It is always a good idea to prepare for future expansion while planning for the lab from the
beginning. If you are expecting an expansion, for example, the number of current team
members will be raised by 50% in two years, you will need to consider a larger lab size in
the planning phase so that you can have all your members working in the same place,
instead of two separate locations.

Suitable lab size can be affected by the following factors:

e The number of the investigators working concurrently, and the overlapping
between different work shifts if any

e Besides the size of the hardware tools that could occupy large space in the lab, the
size of the evidence could be large enough to occupy additional space in the lab
in case you don't plan to have a separate locked evidence storage room

¢ During the acquisition and analysis phases, some disassembly work can take
place in the lab; thus, having a separate workbench for such tasks will be better
for the sake of lab organization

All these points must be considered while asking for lab size.

Environment control

Many devices that will be running in the lab will generate a lot of heat. Controlling the
room temperature and keeping it at an acceptable level will prevent the devices from failure
due to overheating, and it will make the lab comfortable for team members.
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Besides the digital evidence acquisition process, which is a time-consuming process because
it may take hours to image some evidence, the analysis process itself may take longer time
in some processes, such as Indexing. During the lab planning, considering an alternative
power source and a backup power plan along with a reliable main power source to keep all
these processes to continue without interruption is critical to save time and keep operations
smooth.

In some environments with a big number of cases received in parallel, it will be hard to
follow up with these cases and their progresses without automated management software.
To control the workflow and prevent unauthorized access, a case management system that
provides administrative control over the cases and the ability to assign access to
investigators to work on specific cases must be installed in the lab. The management system
can measure the work progress, and they can create statistics about workflow to notice
weaknesses for future improvements.

Security

Usually, cases in the lab are related to criminal actions. This makes it important to secure
the working location from any physical or virtual unauthorized access to prevent any
possible manipulation to the evidence or the analysis results. The physical location of the
lab needs to be chosen with care. These are some of the parameters that are needed to
maintain physical security:

¢ The ground floor in your building is easier to access for outsiders. Locating the
lab at a higher floor in a no-windows room will help in access control and in
preventing eavesdropping, recording, or breaking into the lab.

e The room's walls must be toughened. Having very advanced room access
controls, but gypsum board walls, is not a very good idea.

e The basic security solutions, such as keeping access logs with time stamps,
cameras, and security personnel must be provided if the lab is not already in a
secured facility.

Most digital forensics phases don't require an Internet connection to run. Disconnecting the
lab from the Internet is favorable for secrecy and to prevent infections or unwanted remote
control by offenders who can change case results or damage evidence. However, some tasks
will require an Internet connection such, as software updates. The lab should be provided
with two separate networks, where one locally connects the analysis workstations, and the
other one connects other computers to the Internet for daily research and updates and is
provided with security solutions to help in preventing unauthorized access from the
internet to the lab network.
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Software

During this book's chapters, we chose to use all very effective, either free or open source
tools in the wild. However, there are many commercial tools that can be purchased and
added to the digital forensics lab in order to verify the results or perform some tasks in
parallel.

Before using any tool, a verification process must take place first. We will verify the tool's
functions by running this tool against preanalyzed evidence to make sure that it will
produce the same results. After the tool passes this test, we can rely on its results in the
future. An example of such tests is the acquisition process, where we calculate the hash of a
resulted image from the new tool and compare it with the hash that we previously had for
this evidence from the verified tool. If the hash differs, it means that this tools doesn't create
a forensic image correctly, and we must not use it.

Also, verifying the results by different tools is a great way to be certain of the results that
will be reported, especially for the sensitive cases, which required many analysis steps that
depends on each other.

The tools required in the digital forensics lab usually categorized, but not limited, to the
following categories:

e Incident response, including live analysis and evidence acquisition for different
platforms

e Data recovery

e Media recovery

e Password recovery

¢ E-mail investigations
e Memory analysis

¢ Network forensics

e Browser investigation
* Mobile forensics

e Internet investigation

Note that some tools don't support all known filesystems, so you need to have different
tools that understand and parse different filesystems (FAT, NTF'S, EXT, UFS, and HFS).
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Hardware

Due to the acquisition and the processing of large amounts of data in digital forensics, the
analysis requires very powerful workstations. Some people prefer to work on servers,
which will provide sufficient resources, including memory, processor, and storage.

Today, the budget to build a powerful machine is the limit. The more powerful machine
you build, the more time you will save during analysis. Also, the reliability of the machine
is very important. It will be very frustrating to work on a task for long time, then the
machine fails and you lose all the work. For this reason, usually the forensics workstations
come with a Xeon processor that is more reliable for such tasks.

Virtualization

Having multioperating systems is mandatory in digital forensics, such as different
Windows versions and different Linux and UNIX distributions. Instead of having single
machine for each operating system, virtualization gives us the ability to build different
operating systems on the main operating system. In this section, we will briefly discuss the
virtualization concept:

Runni
Running _ Running apps and op':s":?d \
\ s:,'.’":,sc:s" gn | services on Host services on |

N

OSH \ Virtual Network 05

Virtualization Software

Host Operating System

Computer Hardware

Figure 1: The virtualization blocks
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In virtualization, what is actually virtualized is the computer hardware. Normally on the
same hardware, we can't run more than one operating system concurrently. However, by
adding an extra layer of software over the running operating system, called the
virtualization solution, a virtual hardware will appear to be ready to install the new
operating system. The new hardware is, of course, part of the main computer hardware, but
virtually assigned to the new operating system. Every new virtual machine consumes part
of the original machine resources.

The main operating system is called the HOST machine and any created operating system is
called the GUEST virtual machine. The host shares all the computer resources with the
Guests, even the network connection. As we can see in Figure 1, a virtual network
connection can connect all the machines together with the Host and with each other. Also, a
connection can only be shared with two Guests without the Host or between the Host OS
with one Guest without the other. Many possibilities can take place in this approach.
Sharing folders and files between the host and the guests is also applicable.

Backing up the guest virtual machine is very easy with virtualization. To
back up a system, we need to take what is called a snapshot. A snapshot is
a copy of the machine status at a specific time, including the hard disk
changes and the memory. If the user decided to retrieve a previously taken
snapshot without taking another snapshot of the machine, all the changes
that took place from the last snapshot will be lost.

This is why virtualization provides a controlled environment, as this is needed during the
analysis for testing or to run malicious code and monitor its behavior in what is called
dynamic or behavior malware analysis. The investigator needs to take a snapshot before
executing the malware, execute and test the malware, and then recover the system from the
snapshot.

Virtualization benefits for forensics

In virtualization, everything is a file parsed by the Host operating system, including the
hard disk and the memory. This makes the acquisition process much easier. If the case
under investigation is related to a virtual system, the acquisition of memory, for example,
will be just copying the memory file.

If the machine has previous snapshots, this will provide the investigator with different
statuses of the machine from different times in the past, where the investigator can follow
the machine's behavior to detect when the machine was, for instance, infected or
compromised.
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Every virtual machine has different files, and each file represents one resource as stated
earlier. We will take the VMware software as an example and discuss the files that the
program creates for each virtual machine:

¢ Configuration file: This is a VMX file, which stores the configurations of the
machine itself, including hardware and network settings that the user has
selected for this guest machine.

e Memory file: This is a VMEM file, which contains the running memory of the
guest virtual machine.

e Hard drive file: This is a VMDK file, is the virtual hard drive of the guest virtual
machine. It can consist of single or multiple files, according to the selection of the
user while creating the virtual machine. In some cases, one guest machine can
have multiple hard drives. Each hard drive will have a different file.

* Snapshot file: This is a VMSN file. When the user takes a snapshot of the guest
machine, the state of the machine is stored in this file.

* Suspend state file: This is a VMSS file, the user can suspend the machine without
turning it off. In this case, the memory of the machine is stored in this single file.
When the user restarts the machine, this file is used to reload the machine
memory.

There are other different types of files. All file types can be found in
VMware website at https://www.vmware.com/support/ws55/doc/ws
_learning_files_in_a_vm.html.

The distributed forensic system

In an enterprise environment or when the need for quick and remote analysis arises, the
distributed forensic system can help. During the incident response, the investigator will be
interested in collecting some data, such as running processes, registry keys, and user
accounts in order to identify possible infection or test some IOCs. However, what if the
physical access to the suspected environment is not possible in the meantime?
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Many companies are now investing in producing live monitoring and analysis systems that
can be deployed in an environment by installing a client on each machine in the network
and have all these clients be connected to a server. The authorized investigator can access
these machines from the server using the installed clients and acquire some data or build
some statistics and perform some live and remote forensic analysis.

GRR

In this section, we will discuss the GRR Rapid Response framework, https://github.com
/google/grr. GRR is an Incident Response Framework that is focused on Remote Live
Forensics. It provides remote analysis using some famous digital forensics' frameworks
such as TSK and Rekall. It consists of a server which can control a large number of clients at
the same time.

We will run a demonstration to discuss GRR using a virtualization where we have two
virtual machines. These are a Linux Ubuntu machine with the IP 192.168.153.142 and a
Windows 7 Enterprise 64-bit machine with the IP 192.168.153.146. The server will be
installed on the Linux machine and the client will be installed on the Windows machine. For
the Server-Client schema, both machines must be connected to the same network. We can
use the NAT network configuration for both machines using any virtualization software
and then test the connection between both machines.

Server installation

To install the server, you can follow the documentation at https://github.com/google/
grr-doc/blob/master/quickstart.adoc. After you finish installing the server, it will
ask you to initiate the server configuration, which it will use to build the clients for this
specific server besides the admin username and password. For this exercise, the
administration URL is http://192.168.153.142:8000, and the client frontend URL
ishttp://192.168.153.142:8080/control.
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Client installation

After making sure that both server and client can reach each other, we can proceed to
installing the client on the Windows machine. For this exercise, we recommend that you
disable the Windows virtual machine firewall. Open the following URL from the client
machine
http://192.168.153.142:8000/#main=RBinaryConfigurationView&t=_executable
s-windows-installers, and enter the admin username and password:

& 192.168.153.142:2000/#main=BinaryCenfigurationViewft=_executables-windows-installers
@ GRR User: admin
b ] drivers
4- ||| executables 2 &
Cron Job Viewer ;‘-_Jdarwin
Hunt Manager L linux Icon Name » | type
Show Statist 4 [ | windows )
T EEELE .- ||] agentupdates GRR_3.0.0.7_amd64 exe GRRSignedBlob
Start Global Flow i Tl
At lebattows hglrsteliess GRR_3.0.0.7_i386.exe GRRSignedBlob
Advanced =
dbg_GRR_3.0.0.7_amd64 exe GRRSignedBlob
dbg_GRR_3.0.0.7_i386.exe GRRSignedBlob

Settings

Artifact Manager

Figure 2: Downloading the GRR client

This link will open the Windows clients directly. Our Windows machine is 64 bit, so we
need to download the GRR_3.0.0.7_amd64.exe file. This client was configured to connect
directly to the server at the Linux machine by the server IP, so make sure that there is no IP
conflict in the testing environment. After downloading the client, we need to run it on the
client machine with administrator privileges. Give it some time and then go to the server
and open the admin URL again.

Note the following:

e The client can be transferred in any way, and not necessarily by opening the
admin portal.

e In real life, if the client is really remote, the server must be published on the
Internet with real IP. The Cloud can be used in such cases.
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Browsing with the newly-connected client

After opening the administration URL, the clients will not appear directly. Therefore, we
need to have any information about the client to search for it. According to GRR
documentation, any information, such as the hostname, MAC, username, IP, and so on, will
be enough to locate the client if it is connected. In our exercise, we will use the client IP
192.168.153.142:

€  @192.168.153.142 v C Search w B

~
@ GRR User: admin 2015-08-31 01:44:44 UTC 192.168.153.146

Cron Job Views

o Man — os
Hunt Manager Online Subject Host MAC Usernames First Seen
Version
] @ C.d29bdd89291bc70a  WIN-MGBKE7FV77K 6.1.7600 000c29990810 Ayman 2015-08-31 00:40:50

Figure 3: Search for client by IP

Double-clicking in the machine will open all the information about the machine, as shown
in the following figure:

o sel dmin 20
G GRR s 2
WIN-MGBKB7FV77K
Status: @ 31 aff4:/C.d29bdd89291bc70a @ 2015-08-31 01:48:28
L I 1P Attribute value
Host Informatt )

VFSGRRCient
ARCH AMDS4
CERT
Glient name GRR
Glient version 3007
CLIENT_INFO Build time 2015-08-30 22:24:09
Client description GRR windows amads4
CLIENT_IP 192.168.153.146
cLOCK 2015-08-31 01:45:14
Device W 874198C-11€3-95
Mount point 1c:f
Type NTFS
Label
FILESYSTEM
Device W Be1-11e4-adf7
Mount point JE
Type NTFS
Label New Volume
FIRST_SEEN 2015-08-31 00:40:50
FQDN WIN-MGBKS7FV77K.localdomain

Figure 4: A newly-connected client
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Start a new flow

To execute command on the client machine, we need to start what is called a flow. There are

different types of flows in GRR, which are as follows:

@2 GRR User: admin
WIN-MGBK67FVT7K " i) Administrative
= o .. | Browser
Status: @ 7 minutes ago ] Checks
e Internal IP ad || Collecters
Host Information .| FileTypes
i \i.| Filesystem
L. Memory
L Misc
|| Network
Advanced L] Processes
_ |\ | Registry
e - L] Timeline
Cron Job Viewsor

Figure 5: Different flows in the machine

We will make one flow as an example by listing the processes in the remote Windows client.
Select the flow under Memory, then select AnalyzeClientMemory. As we discussed in the
memory forensics chapter, the plugin to list the system running processes in both Volatility
and Rekall is the pslist plugin.

We will add this plugin in the requested plugins, as shown in the following screenshot:

@7 GRR

WIN-MGBKE7FV 7’

St @5mi

Host Information

Start new flows "

ual Fil

User: admin

- | Administrative
-~ L.| Browser

- |, Checks

o+ L Collectors

;- L] FileTypes

L] Filesystem

L] Memory
- AnalyzeClientMemory
- Memory Collector

L Misc

- .| Network
-+ L) Processes
>~ L./ Registry
= [ Timeline

Request

Plugins +

Device 4

Session +*

Enable kcore scanning. &

DEBUG logging.

Plugin

Args

pslist

+

Figure 6: The request to run the pslist plugin on the remote client.
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The execution of such a command will take some time. After it finishes, the server will
notify the administrator:

Notifications for admin

Timestamp Message

2015-08-31 02:25:10 WIN-MGBKGB7FV77K: Ran analyze client memory

admin-1440987363.4

Figure 7: Admin notification of the results

Clicking on the notification will open the results of the analysis. The results will be the same
as it shows in the Rekall output, as shown in the following screenshot:

analysis - AnalyzeClie o ;9 T
lcon Name r type size stat.st_size stat.st_mtime stat.st_ctime Age
admin-1440987363.4 RekallResponseCollection 1 2015-08-31 02:25:10
Stats Results E

PPID Thds Hnds Sess Wowsd Start Exit

] 91 544 False 2015-03-17 10:02:33+0000 -

520 5 100 0 False 2015-08-31 00:38:55+0000 -

4 2 30 False 2015-03-17 10:02:33+0000 -

356 10 474 0 False 2015-03-17 10:02:40+0000 -

520 12 359 0 False 2015-03-17 10:02:41+0000 -
wininit.exe 356 3 76 0 False 2015-03-17 10:02:40+0000 -
csrss.exe 456 10 429 1 False 2015-03-17 10:02:40+0000 -
services.exe (5 464 7 217 0 False 2015-03-17 10:02:40+0000 -
winlogon.exe 456 3 115 1 False 2015-03-17 10:02:40+0000 -
Isass.exe (560 464 6 631 0 False 2015-03-17 10:02:40+0000 -
Ism.exe (588) 464 10 143 0 False 2015-03-17 10:02:40+0000 -
svchost.exe (632 520 14 523 0 False 2015-03-17 10:02:41+0000 -
svchost.exe (704 520 10 364 0 False 2015-03-17 10:02:40+0000 -
svchost.exe 520 8 280 0 False 2015-03-17 10:02:40+0000 -
iexplore.exe (808} 2380 17 807 1 True 2015-04-08 13:37:31+0000 -
svchost.exe (840! 520 20 469 0 False 2015-03-17 10:02:40+0000 -
svchost.exe (872) 520 14 352 0 False 2015-03-17 10:04:42+0000 -
svchost.exe (912) 520 18 455 0 False 2015-03-17 10:02:41+0000 -
svchost.exe (348) 520 33 1062 0 False 2015-03-17 10:02:41+0000 -
spoolsv.exe (1104 520 12 321 0 False 2015-03-17 10:02:41+0000 -
svchost.exe (1 520 18 316 0 False 2015-03-17 10:02:41+0000 -
msdtc.exe 520 12 145 0 False 2015-03-17 10:02:42+0000 -
taskhost.exe (1472] 520 7 193 1 False 2015-03-17 10:02:41+0000 -
iexplore.exe (1540) 808 17 563 1 True 2015-04-08 13:38:45+0000 -
vmtoolsd.exe (1568 520 9 293 0 False 2015-03-17 10:02:42+0000 -
GRRservice.exe (1656) 520 3 35 0 False 2015-08-31 00:40:48+0000 -
sppsve.exe (1800 520 4 153 0 False 2015-03-17 10:02:42+0000 -
TPAutoGonn: 520 10 142 0 False 2015-03-17 10:02:42+0000 -
Babylon.exe (2 3304 0 1 False 2015-04-18 16:56:06+0000 2015-04-18 16:56:06+0000
TPAUtoGonnect. (2076) 1972 3 "7 1 False 2015-03-17 10:02:43+0000 -
conhost.exe (2088} 476 1 33 1 False 2015-03-17 10:02:43+0000 -
FlashUtil32_17 (21 704 3 134 1 True 2015-04-08 13:49:34+0000 -
iexplore.exe (2228) 808 16 607 1 True 2015-04-08 13:42:27+0000 -
conhost.exe (2300 476 2 57 1 False 2015-08-31 00:36:34+0000 -
dwm.exe (2360 912 5 267 1 False 2015-03-17 10:02:46+0000 -
BabylonHelpers (2376 704 4 66 1 False 2015-04-18 16:56:04+0000 -
sxplorerexe (2380 2352 25 1218 1 Ealse 2015:03-17 10:02:46+0000 -

Figure 8: The pslist plugin reuslts received in the server
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GRR has many different usages, such as listing the files in the machine filesystem as seen by
the normal operating system and by the TSK framework, where the investigator can notice
any differences or recover deleted files.

The full documentation of the tool's capabilities can be found at https://github.com/go
ogle/grr—-doc/blob/master/user_manual.adoc.
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Case Study

Introduction

In this appendix, we will use an infected machine to illustrate how to conduct primary
analysis on different types of evidence, and we will go through live analysis along with the
post-mortem analysis.

Scenario

To conduct this analysis, we created a small virtual network with the following structure:

v
A~

Gateway
Windows 7




Case Study

All the scenario parts were created using virtualization, including the required Internet
hosts to download the malware. The machine is infected with ZeusVM malware. The
malware executable can be downloaded for educational use only from the Zoo at https://
github.com/ytisf/theZoo/blob/master/malwares/Binaries/ZeusVM/ZeusVM. z1i
p. The malware sample SHA256 after unzipping is as follows:

p04637c11c63dd5a4a599d7104£0c5880717b5d5b32e0104de5a416963£06118

theZoo is a project that was created to make the possibility of malware analysis open and
available to the public. theZoo was created by Yuval tisf Nativ, and it is now maintained by
Shahak Shalev.

You can download the malware sample, recreate or infect a virtual machine with this
malware, and follow the analysis steps in this appendix.

The machine used in this scenario is Windows 7 Enterprise 64 bit.

Acquisition

As we discussed before, the best practice is to start the evidence acquisition before changing
anything in the machine under investigation. The acquired evidence must be stored in the
USB storage device or network share. In our case, a USB storage device can be used
between the infected and the analysis machines, but it must be carefully wiped after the
analysis. Network acquisition with another analysis Linux virtual machine over the virtual
network will be efficient in our case as well. Network acquisition will be as discussed before
in Chapter 4, Nonvolatile Data Acquisition. We need to acquire the memory and hard disk
of the infected machine.

Exercise: You need to perform this step, as we discussed before in the acquisition sections in
Chapter 3, Volatile Data Collection, and Chapter 4, Nonvolatile Data Acquisition.

Live analysis

Next, let's perform some live analysis on the infected machine in hand. This live analysis
will give us quick results. It may overwrite some traces in the system, but in our case here,
we have already acquired our evidence.
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The running processes

Listing the running processes will allow us to notice any maliciously-named processes that
may relate to malware behavior. We can list the running processes using the native
tasklist command:

Session Mame Sessionit Mem Usage

System Idle Process Services
Sustem Services
EMES . eXe Services
CEPSS .EeXEe Services
CEFSS .eXe Console
wininit.exe Services
services .exe Services
lzass.exe Services
winlogon.exe Conzole
lem.exe Services
suchost.exe Services
suchost . exe Seruvices
suchost.exe Services
suchost.exe Services
suchost.exe Services
suchost.exe Services
suchost _exe Services
spoolsv.exe Services
suchost.exe Services
suchost _exe Services
vmtoolsd.exe Services
suchost.exe Services
medtc.exe Seruvices
suchost.exe Services
Searchlndexer.exe Services
tazkhost _exe Console
dum . exe Console
explorer.exe Console
uvmtoolsd.exe Console
firefox.exe Console
explorer.exe Console
DART . EXE Console
cnd . exe Console
conhost _exe Conzole
tasklist.exe Console
UmiPrvSE.exe Services

SHEEEE S S = =SOSR EaEEEREFEEEEE
E S S
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We can also use processexplorer from Sysinternals. We will notice no malicious names,
but we can see that there are two processes named explorer.exe within the system. One
holds an ID of 2256 ran for compatibility with 32 bit images but its current directory

is C:\Users\<<UserName>>\AppData\Roaming\ as shown in the Process Explorer in the
following screenshot. Also, please note that this process most likely will hold another ID if
you ran the malware in a machine on your own:

Process CPU  Private Bytes Working Set PID  Description Compary Mame
B System Idle Frocess 97.29 0K 24K ]
= B System 011 116K 2696 K 4
B Intermupts 0.75 0K 0K n/a Hardware Intermupts and DPCs
[m7]smss exe 352K T2 K 260 Windows Session Manager Microsoft Corporation
@csrss.exe < 0. 2684 K 372K 352 Cliert Server Runtime Process Microsoft Corporation
=[5 csrss exe 0.07 18,096 K 13584 K 404 Cliert Server Rurtime Process Microsoft Corporation
[E conhost.exe 1304 K 4864 K 2432 Console Window Host Microsoft Corporation
=[BT wininit exe 132K 3476 K 436 Windows Start-Up Application  Microsoft Corporation
[l [m7services exe 4520 K 9512K 476 Services and Controller app Microsoft Corporation
=) [m5 svchost exe 3556 K TTBK 636 Host Process for Windows S... Microsoft Corparation
(B WmiPrvSE exs 2136 K BEBIBK 416 WMI Provider Host Microsaft Corporation
[m7svchost exe 3720 K TABEK 700 Host Process for Windows S... Microsoft Corparation
[m77 svchost exe 12844 K 14776 K 784 Host Process for Windows 5... Microsoft Corporation
=l [m7]svchost.exe <0.01 47264 K 50156 K 872 Host Process for Windows 5. Microsoft Corporation
=77 dwm.exe 1692 K 5080 K 2884 Desktop Window Manager Microsoft Corporation
[m7svchost.exe <0.01 21796 K 30,964 K 300 Host Process for Windows S... Microsoft Corporation
Iﬂsvchost.eme < 0. 512K 16488 K 288 Host Process for Windows S... Microsoft Corporation
Iﬂsvchost.eme 0m 27112 K 17,056 K 356 Host Process for Windows S... Microsoft Corporation
[=7spoclsv exe 6,656 K 8048 K 372 Spooler SubSystem App Microsoft Corporation
[m7svchost exe 11,564 K 12,384 K 1044 Host Process for Windows S... Microsoft Corporation
[m7svchost exe 444 K 11,512 K 1180 Host Process for Windows S... Microsoft Corporation
mmoolsd.eme 0.04 TT00K 125912K 1260 WMware Tools Core Service  VMware, Inc.
[m7|svchost exe 2144 K 5476 K 1748 Host Process for Windows S... Microsoft Corporation
g},msdtc.eme 3382 K 4868 K 2032 Microsoft Distibuted Transa... Microsoft Corporation
[m77svchost exe 3084 K 6444 K 2224 Host Process for Windows 5... Microsoft Corparation
[=) [m7 Searchindexer.exe 0.02 25992 K 23128 K 2512 Microsoft Windows Seanch |... Microsoft Corparation
[m77 SearchProtocolHost &...| < 0.01 2032 K 7372K 1456 Microsoft Windows Search P... Microsoft Corporation
[=7 SearchFiterHost exe 1456 K 4464 K 716 Microsoft Windows Search F... Microsoft Corporation
[mtaskhost exe 2843 K 6628 K 2864 Host Process for Windows T... Microsoft Corporation
[mtaskhost exe <0.01 3912K 9.860 K 1288 Host Process for Windows T... Microsoft Corporation
[m7]Isass exe 4280 K 10,180 K 484 | ocal Security Authority Proc... Microsoft Corporation
Dlsm.exe 2732K 5044 K 528 Local Session Manager Serv... Microsoft Corporation
a winlogon exe 2456 K h232K 500 Windows Logon Application  Microsoft Corporation
= .ri explorer exe 0.03 69,532 K 65472 K 2852 Windows Explorer Microsoft Corporation
mwrtoolsd.eme 0.08 12748 K 19500 K 3056 WMware Tools Core Service  VMware, Inc.
@ firefox.exe 0.52 192,160 K 206,960 K 2064 Firefox Mozilla Corporation
@"DﬁF{T.EXE 10264 K 18688 K 1944
B cmd exe 1520 K 2484 K 1412 Windows Command Processor Microsoft Corporation
= ¥ procexp.exe 3460 K 5188 K 2520 Sysintemals Process Explorer  Sysintemals - www sysinter ...
2 procexpb4. exe 063 11740 K 22080 K 1444 Sysintemals Process Explorer  Sysintemals - www sysinter. ..
2256 Windows Explorer Microsaft Corporation
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To investigate this process more, we can use ProcessActivityView from DART tools to
see which files are accessed by this process in real time. We will find this process access a
file located and

named C:\Users\<<UserName>>\AppData\Roaming\Tyull\yquna.tmp.

The folder name and filenames seem to be randomly created which is a typical malware
behavior.

Then, if we try to scan the running system with the GMER tool, it will detect some injected
code in the running process 2256 explorer.exe, as follows:

Thread C ndi \Eplorer. B

Thread CoawfindomshSysiw W B henplorer exe [2256:2724)

Thread Cwiindowsh S/ T Bd explorer exe [2206:1276] 00000a00a00a01 a6
Thread C:hwfindomshSpsw OB hexplorer exe [2256:2740] Q0000000000292 &
Thread C:Awindomsh Sy W B explarer exe [2256: 2876) 0000000a000a0264
Thread Cohwfindomsh Sy W B enplorer. exe [2256:2352) 0000000a000a02d7
Thread C:hwfindomgh Spsiw 0w B exploner exe [2206: 344) 00a00000000a8F32
Thread C:Awindomsh Sysin 0w BdNexplorer exe [2206:524) 00a00000000a8r2

Network activities

Most of the malware samples out there need a network connection to complete their goal
and connect to the attacker. By checking the network activities on the suspicious connection,
we will notice that it listens for connections and port 37337. Here, we must note that we
already isolated the machine from the Internet and the internal network and such
connections can't be completed:

View Options Help.

@Y TREHHA

Proces... Protocol LocalPort Local Por.. Local Address  Remote... Remote Remote Address Remote Host Neme  State Process Path Product Name File Description File Version
Cieploreree 2% TCP 3B 0000 0000 Listening  C:\Windows\SysWOW64\explorer.exe Microsoft® Windows® Oper... Windows Explorer 6.7600.16385 (win_rtm.0907.
Loeploreree 25 TP 37337 Listening __ C:\Windows\SysWOW64\explorer.exe Microsoft® Windows® Oper... Windows Explorer 6..7600.16385 (win_rtm 0907.

Port 37337 is known for its wide usage in malware-related activities.
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Autorun keys

We also can check for the autorun keys in the system, which are used by the malware to
preserve their existence in the system even after system reboot. We can do this using the
Sysinternals tool autorunsc.exe or its GUI autoruns.exe. We can use the command-line
version with the following options:

e —1: These are elements that start automatically at login (the default option)

-t: These are assigned tasks

-m: These do not display elements that are digitally signed by Microsoft
e —v: These verify digital signatures

HECUNSof twaresHicrosof t\Windowss\Currentlers ion“Run

Entry last modified: 11,3-26015 11:33 AM
EPQE .EXE

C:slsers™s SAppDatasRoamingsI myrugsepge . exe
CINUSEPSS sappdatasroamingsimyrugse pge . e xe
2-16,2013 11:53 PH

Under the HKCU\Software\Microsoft\Windows\CurrentVersion\Run registry key, the
location of this unknown executable

is C:\users\<<UserName>>\appdata\roaming\imyrug\epge.exe. Pay attention to the
key last access date, which is old.

We can extract this executable for further analysis, such as reverse engineering and
malware analysis, to make sure that it is malicious and understand its functionality. The
same results can be found using the GUI version of the tool:

Autarun Entry Drezcription Publizher Image Path Timestamp

it HELMYSOFTwWAREMicrosaftywindaws\Cunentiersion'Run 10/29/2015 10:03 PM
il d Widware User . Yhware Tools Core Service  Wiware, Inc. c\program fileshwmwarelvmware toolshwmtoolsd.exe 202642013 256 Ak

_ﬂ’ HELMMSOFTWARE YNwiowB4 32M ndetMicrosoftiw/indows\Currertyersion\Run 2/21/20E 8:19 PM
V| [m7] Adobe Rieader ... Adobe Acrobat SpeedLaun... Adobe Systems Incorporated  e:\program files [#36)\adobe'reader 9.04eaderyreader_sl exe B/12/2008 9.37 Ak

ﬁ HELMASOFTWARE Microzoft\Active Setuph/nstalled Companents 10/29/2015 11:04 PM
S [g) Microsoft Wind... Windaws Mail icrogoft Corparation chprogram fileshwindows mailwinmail. exe FA13/2009 11:58 PM

ﬁ HELMYSOF TWwWaRE W owEd 32M odehMicrosoft\active Setuptinstalled Components 1042942015 11:04 PM
VI [ Microsoft Wind... windows Mail Microsoft Corporation c\program files [#26]\windows mailswinmail exe FA3/2009 11:42 PM

i HECUMS oftware\Microsaft\WwindowshCurrentyersion'Run 11/3/2M5 11:33 AM
V| [m7] epoe.exe c:husers! sappdatasroaminghimyighepae.exe 2A16/2013 11:53 PM

So, the question now is what added this executable to the registry keys?
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Prefetch files

To try to answer the previous question, we can start analyzing the prefetch files. From
DART, open the WinPrefetchView tool. This tool will automatically parse the prefetch files
of the live system and view their results in human readable format.

After spending some time in viewing the files and searching for the executable named
epge, we can find that egpe . exe ran just two seconds after a file

named latest_report.pdf.exe ran in the system, and at the same second

the Explorer.exe started:

2/21/2016 10:20:26 PM
2/21/2016 10:20:28 PM
2/21/2016 10:20:28 PM

2/21/2016 10:20:26 PM
2/21/2016 10:20:28 PM
2/21/2016 10:20:28 PM

26,964
25,974
48,648

LATEST_REPORT.PDF.EXE
EPQE.EXE
EXPLORER.EXE

[F5]LATEST_REPORT.PDF.EXE-69EGECF4 pf
["]EPQE.EXE-BCDADS3S.pf
- EXPLORER.EXE-254441F9.pf

As we can see, the first filename is very suspicious. It is located under
C:\Users\<<UserName>>\Downloads\latest_report.pdf.exe.If we tried to search
this location for this file, we won't find it. In the list of files used by

this latest_report.pdf.exe file, according to WinPrefetchvView, we will find

the epge . exe file used or created by this file:

] WinPrefetchView oo/
File Edit View Options Help

EEFEY-EE

Filename Created Time Modified Time File Size ProcessEXE  ~
(87 LATEST_REPORT.PDF . EXE-69EGECF4.pf 272172016 10:20:26 PM 2/21/2016 10:20:26 PM 26,964 LATEST_REPOF ~
< | 1 »
Filename Full Path Device Path 0
[ EDBTMP.LOG CAUSERS\ \APPDATA\LOCAL\MICROSOFT\WINDOWS MAIL\EDBTMP.LOG \DEVICE\HARDDISKVOLUME2\USERS._|
CE EPQE.EXE C:\Users! AppData\Roaming\Imyrug\epqe.exe \DEVICE\HARDDISKVOLUME2\USER
% GDB2.DLL C:\Windows\SysWOWe4\gdi32.dll \DEVICE\HARDDISKVOLUME2Z\WIND ..
<« [o I - »

129 Files, 1 Selected

NirSoft Freeware. http:/'www.nirsoft.net

However, what made the victim download this malicious executable?
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Browser analysis

The last_report.pdf.exe file may have been copied to the machine from another
storage or over the network, but because it was located in the Downloads folder, it may be
more reasonable to start investigating the browser history.

The installed browsers in the system were Internet Explorer and Mozilla Firefox. By
investigating both with DART tools, we can find some interesting results from
MozillaHistoryView:

MozillaHistoryView - C:\Users\john_usr\AppData\Roaming\Mozilla\Firefox\Profiles\ozfocy8l.default\places.sqlite =n =R ==

File Modifica Visualizza Opzioni Aiuto

|@®_n

URL Data di prima visita ~ Data di ultima visita MNurmero di,
@ http://yahoomail.com/ N/D 2/21/2016 10:15:16 PM 1
@ http://mail.yahoo.com/ N/D 2/21/2016 10:15:16 PM 1
@ https://mail yahoo.com/ N/D 2/21/2016 10:15:17 PM 2
@ https://login.yahoo.com/?.src=yméaLintl=us&.lang=en-US&.done=https%3a//mail yahoo.com N/D 2/21/2016 10:15:17 PM 1
@ http://google.com/ N/D 2/21/2016 10:15:36 PM 1
@ https://mail.yahoo.com/ N/D 2/21/2016 10:16:08 PM 2
@ https://us-mgS.mailyahoo.com/nec/launch?.rand=2mjgd ejecbedp N/D 2/21/2016 10:16:08 PM 1
@ http://www.maldomain.com/public/|atest_report.pdf.exe N/D 2/21/2016 10:17:22 PM 0
L ] hitp://www.maldomain.com/public/latest_report.pdf.exe 2/21/2016 10:17:28 PM 0

We can see that the file was downloaded from
http://www.maldomain.com/public/latest_report.pdf.exe. However, we can see
that the visit time was just after the user visited mail.yahoo.com, which increases the
chance that the malicious link was sent to the victim in an e-mail.

If we have the ability to open the victim's mailbox to prove or refute this assumption, in our
case, we will find the following message:

hi sir or madam,
regarding to the lastest your request, the report can be donwloaded from here this link.
waiting for your reply after reading the report.

ER,
yaurs.
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We can find this e-mail where the language isn't accurate and the link was added in order to
display other text this 1link rather than the actual link:

www.maldomain.com/public/latest_report.pdf.exe

Note: The e-mail and browser history analysis results won't appear in
your analysis if you run the malware within a machine on your own.

Postmortem analysis

Before performing the live analysis, we acquired the evidence. These were the memory and
the hard drive. Let's see what we can get from this evidence.

Memory analysis

The memory is the working space for the operating system, and we can get many traces of
any malware that ran within the system from the memory analysis. In this section, we will
use the volatility framework to analyze the dumped memory file and try to get the same
information that we got from the live analysis.

To get information about the profile of the memory file, we can use the imageinfo plugin:
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From the output, the image profile that we will use is Win7sP0x64. Then, let's list the
running processes and the network connections, as we discussed in the memory analysis
chapter:

> vol.py ——profilezwin7SPO;64 psxview -f memory.raw
Volatility Foundation Volatility Framework 2.3.1
pslist psscan thrdproc pspcid csrss

0f fset(P)

0x000000003fb657e0
0x000000003deac8e0
0x000000003de0c960
0x000000003e5e9060
0x000000003fa2b060
0x000000003fa28b30
0x000000003dc9e4ald
0x000000003de2ch30
0x000000003f8a%b30
0x000000003de02b30
0x000000003fdf7960
0x000000003deefh30
0x000000003e547740
0x000000003e1d8060
0x000000003df95b30
0x000000003e5b3060
0x0000000004dd7060
0x000000003de881d0
0x000000003e5f5b30
0x000000003dd1a5b0
0x000000003e58d260
0x000000003dd9b060
0x000000003f7e12e0
0x000000003dd1b060
0x000000003fcbb3d0
0x000000003e7f53e0
0x000000003e53bb30
0x000000003dcf02f0
0x000000003df7bab0
0x000000003f7ab2e0
0x000000003e14ch30
0x000000003fabf580
0x000000003e4cb500
0x000000003f09b310
0x000000003e1cbb30
0x000000003e47f060
0x000000003f 32410
0x000000003dc2e790
0x000000003f8f62e0

Name

DART . EXE
svchost.exe
svchost.exe
lsm.exe
dwm . exe
taskhost.exe
svchost.exe
svchost.exe
SearchFilterHo
svchost.exe
vmtoolsd.exe
svchost.exe
wininit.exe
svchost.exe
vmtoolsd.exe
winlogon.exe
firefox.exe
spoolsv.exe
svchost.exe
SearchIndexer.
services.exe
DumpIt.exe
SearchProtocol
svchost.exe
explorer.exe
svchost.exe
lsass.exe
explorer.exe
msdtc.exe
conhost.exe
svchost.exe
dllhost.exe
Ccsrss.exe
SMSS.exe
epge.exe
csrss.exe
System
dllhost.exe
dllhost.exe

True
True
True
True
True
True
True
True
True

6 True

True
True

2 True

True
True
True

2 True

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False
False

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False
True
True
False
True
True
False
False

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False
False

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False
False
False
False
False
False
False
False

session deskthrd

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False
True
True
False
False
False

We will notice the two explorer.exe processes, but we can't see any hidden processes.
There are two processes named d1lhost . exe, which can be found in the psscan plugin's
output only. However, these two processes were exited and their structures were still in
memory, and they can be found by psscan plugin, as we can see from the output of the
psscan plugin:

F]xOGOUOUGOSfof)ZeG dllhost.exe 1064 636 0x00000000197d0000 2016-02-21 22:18:00 UTC+0000  2016-02-21 22:18:05 UTC+0000
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Then, we can filter, based on the malicious connections that can be found in the system
using the netscan plugin:

> vol.py --profile=Win7SP0x64 netscan -f memory.raw
Volatility Foundation Volatility Framework 2.3.1

Proto Local Address Foreign Address State Owner Created
0x3dc48790 TCPv4 0.0.0.0:445 0.0.0.0:0 LISTENING System
0x3dc48790 TCPv6 111445 : LISTENING System
0x3dc6bc80 TCPv4 0.0.0.0:5357 .0.0: System
0x3dc6bc80 TCPv6 H System
0x3dc79670 TCPv4 .0: 6 .0: LISTENING 6 services.exe
TCPv6 HR i LISTENING 6 services.exe
TCPv4 .0.0. 6142 .0.0.0: LISTENING svchost.exe
TCPv4 .0.0. 2 .0.0.0: LISTE svchost.exe
0x3dc81b10 TCPvE : LISTENING svchost.exe
0x3dccB88b0 TCPv4 : LISTENING 96 svchost.exe
0x3dccd8b0 TCPv4 LISTENING svchost.exe
0x3dccd8b0_TCPv6 LISTENING svchost. exe
Dx3dcf5ef0 TCPv4 explorer.exe
Dx3dcf6ef0 TCPv4 explorer.exe
Jx3dcfbef0 TCPv6 LISTENING 6 explorer.exe
0x3de59/00 T1CPv4 LISTENING 0 services.exe
0x3e114d20 TCPv4 wininit.exe
0x3e11d1b0 TCPv4 G svchost.exe
0x3e11d1b0 TCPVE LISTENING svchost.exe
0x3e126010 TCPv4 LISTENING svchost.exe
TCPvE LISTE svchost.exe
TCPv4 LISTE svchost.exe
0x3e12a290 TCPv4 LISTENING svchost.exe
0x3e148350 TCPv4 LISTENING lsass.exe
0x3e18c310 TCPv4 LISTENING 1sass.exe
0x3e18c310 TCPvE LISTENING lsass.exe
TCPv4 LISTENING 6 wininit.exe
TCPv6 LISTE G 6 wininit.exe
TCPv4 LISTENING 9 svchost.exe
TCPV6 LISTENING 9 svchost.exe
0x3e4a0400 TCPv4 LISTENING svchost.exe
0x3da65980 TCPv4 - : CLOSED firefox.
0x3da9faald TCPv4 .0.0.252:445 CLOSED System
0x3dc10010 TCPv4 224.0.0 43 CLOSED 2064 firefox.
0x3dc3aa20 TCPv6 b0c:80fa: ffff:1854:cb0c:80fa: ffff:0 CLOSED lsass.exe
0x3dcbecfO TCPv4 : . 01:443 CLOSED 2064 firefox.

2 -

w -

-

cBodoboocoocdomococuooleo
2o28eyg 2 o ‘ ¢

B
@Dovowvmouvooooumo

We will find explorer.exe process's listening connections on port 37337. So, let's focus on
this process.

Let's dump this process and search for any interesting strings that can identify its function:

of1le=Wi1n7SP0x64 memdump -p 2256 -f menm
Volatility Foundation Volatility Framework 2.3.1

kkkkkkkkkhkhkhhkkhkhkhkhhhhkhhkhkhhkhkhkbthhhkhhhbttrrhhhhhhhhhhkhhhhhkrhhhhhhhkttd

Writing explorer.exe [ 2256] to 2256.dmp _

P W

[286]



Case Study

If we run the strings 2256.dmp | more command, it will show many strings in the
process dump file. Some of these strings, such as Run and Runonce, should make us think
about registry keys. To list the registry keys in memory, we can use the hivelist plugin:

> vol.py --profile=Win7SPOx64 hivelist -f memory.raw
Volatility Foundation Volatility Framework 2.3.1
Physical Name

Oxfffff8adOD 010 0x0000000004 \REGISTRY\MACHINE\HARDWARE
Oxfffff8a0000e1290 0x000000002f \Device\HarddiskVolume1\Boot\BCD
0xfffff8a000514420 0x00000000337a3420 \SystemRoot\System32\Config\SECURITY
0xfffff8aD00537010 0x000000003434b010 \SystemRoot\System32\Config\SOFTWARE

0xfffff8a0D009c1420 0x0000000034459420 \SystemRoot\System32\Config\DEFAULT

0xfffff8aD00cB0010 0x0000000028268010 \?7\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
0Oxfffff8a000d12010 0x00000000280c5010

Oxfffff8a001882010 0x000000003bb9c010 \77 \AppData\Local\Wicrosoft\Windows\UsrClass.dat
0xfffff8a0018b7010 0x000000000994a010 \?7\C:\Users\ \ntuser.dat

OxfffffBaD0320a010 0x00000000323ad010 \SystemRoot\System32\Config\SAM

Oxfffff8aD0800d420 0x00000000395b8420 \??\C:\System Volume Information\Syscache.hve

0xfffff8a00000d240 0x0000000002f82240 [no name]

Oxfffff8a000024010 0x0000000004c6d010 VREGISTRY\MACHIME\SYSTEM

Now, we have the locations of the opened hives in memory. We can browse through these
hives in memory using the printkey plugin with the virtual offset of the registry hive.

We can try different hives, but let's try the ntuser.dat hive of the system user.
Check software\Microsoft\Windows\CurrentVersion\Run:

> vol.py ;—pl’ofile:l-Jin7SPG;64 printkey -o Oxfffff8a0018b7010 -K "Sof tware\Microsoft\Windows\CurrentVersion\Run" -f memory.raw
Volatility Foundation Volatility Framework 2.3.1
Legend: (S) = Stable (V) = Volatile

Registry: User Specified
Key name: Run (S)
Last updated: 2016-02-21 22:20:19 UTC+0000

Subkeys :

values:
REG_SZ epge.exe : (S) C:\Users\ \AppData\Reaming\Imyrug\epge.exe

We can find the unknown executable in the memory as well. Now, let's try to scan for all
opened files in memory and filter on this filename:

> vol.py --profile=Win7SP0x64 mftparser -f memory.raw --output=body --output-file=mft.body

Volatility Foundation Volatility Framework 2.3.1
Scanning for MFT entries and building directory, this can take a while

Then, convert the body file to the timeline file using the following command:

mactime -b mft.body > mft.tmline
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The output will be a timeline of all the activities in the system. If we tried to filter based on
the suspicious executable filename, we can get the same sequence that we got from
investigating the prefetch files during live analysis:

Sun Feb 21 2016 17:20:26 504 macb ---. - [MFT FILE_NAME] Windows\Prefetch\LATEST_REPORT .PDF.E ECF4.pf (Offset: 0x19a51c00)
456 mach 1- M ECF4.pf (0ffset: 0x82576a8)

504 macb -I- M 0x19a51c00)
456 mach -I- ] Windows\Prefetch\LATEST~1.PF (Offset 8)
504 macb D_INFO] Windows\Prefetch\LATEST~1.PF (Offset:
456 macb STD_INFO] Windows\Prefetch\LATEST~1.
Sun Feb 21 2016 17:20:28 480 macb -I- FILE_NAME] Windows\Prefetch\EPQE
432 macb -I- FILE_NAI dindows\Prefetch\EPQE
480 macb FILE_NAI Windows \Prefe tch\EPQEEX
432 macb 6 FILE_NAI Windows \Prefe tch\EPQEEX
480 macb -I- STD_INFO] Windows\Prefetch\EPQEE
432 macb D_II ndows\Prefetch\EP
440 macb
488 macb
440 macb -I-
488 macb -I- [MFT LE_N 1 Windows\Prefetch\E>
440 macb [MFT STD_INFO] Windows\Prefetch\EXPLOI
488 macb

Then, we can try to recover the latest_report.pdf.exe from the hard disk image.
Actually, the malware deleted that file and created the epge . exe instead. But, what if we
wanted to get this file and couldn't recover that file from the hard disk.

Network analysis

The network traffic is the most volatile evidence. For our scenario here, we dumped the
network traffic during the attack simulation to a pcap file.

To analyze the network traffic, we will use the Networkminer tool that is installed within
the Wine environment in our Linux analysis virtual machine.

Networkminer will parse the pcap file and view detailed information about
the maldomain.com domain:

El- sl 141,8,230, 20 [www, maldomain, com]
IP: 141.8.230,20
- W MAC: D00C291DF2CE (WMware, Inc.)
Hostname: wwnw, maldomain. com
05 Unknown
TTL: 63 {distance: 1)
wer TCP Pio HEkp)
“ TCP 80 {Hekp) - Enkropy inc oot 67,43 4 64,74 Typical data (n b oot GET fpublicflatest_report pdf.ext e a e e
[+ T Sent: 32 packets (36,720 Bytes), 0.00 % deartext (0 of 0 Bvtes)
- €@ Received: 17 packets (1,091 Bykes), 0,00 % clearkext (0 of O Bytes)
[+ l‘f\ Incoming sessions: 1
Qukgoing sessions: 0
[ =] Host Details
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It will also export the downloaded file with detailed information:

Hosts (9) | Frames (26x) ;__Fw_\e_g_gl__)_|1mages | Messages | Credentials | Sessions (1}|  DNS | Parame! ters (2) | Keywords | Cleartext | Anomalies |

[Frame... | Reconstructe... | Sourcehost | 5. port | Destinationhost | D.port | Protocl | Filename [ Exten... [ . [ Timestamo [ Details

2 Zrusritoosiblet. . 141.8.230.20 .. TCP80  192.168.11.16... TCP 5553 HitpGet... latest_report pof.exe.x-msdosprogram  x-msdos 2j21/2016 11:08:00... www.maldomain comjpublicilatest_report. pdf. exe

From the network traffic, we can export and analyze the first latest_report.pdf.exe
executable file.

Timeline analysis

In this section, we will create a complete timeline of all the activities in the hard disk from
the acquired disk image using log2timeline and the Plaso framework.

We will run all the parsers of Windows 7 against the acquired image. However, first, we
need to get the offset of the C: partition in image using mm1s tool from TSK:

> mmls image.dd

DOS Partition Table

Offset Sector: 0

Units are in 512-byte sectors

Slot

Start

0000000000
0000000000
0000002048
0000206848
0083884032

End

0000000000
0000002047
0000206847
0083884031

0083886079
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Length

0000000001
0000002048
0000204800
0083677184
0000002048

Description
Primary Table (#0)
Unallocated
NTFS (0x07)
NTFS (0x07)
Unallocated
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Then, we will use this offset with log2timeline. The process of generating the body file will
take a long time because it parses the whole volume for any event mentioned in Win7
parsers:

> log2timeline.py -p --parsers win7 -z UTC -o 206848 tmline.body image.dd
[INFO] (MainProcess) Starting to collect pre-processing information.
[INFO] (MainProcess) Filename: image.dd
(MainProcess) [PreProcess] Set attribute: windir to //Windows
(MainProcess) [P ocess] Set attribute: systemroot to //Windows/System32
lainProcess) [Pi ocess] Set attribute: sysregistry to //Windows/System32/config
(MainProcess) [PreProcess] Set attribute: osversion to Windows 7 Enterprise
(MainProcess) [PlePlocess] Set attribute: users to [{'path': u'%systemroot% \system32\\conf1g\\systemploflle , 'name’: u systemploflle', 'sid": u's
el\llceProflles\\Localselvlce name H'Y 'sid': u’ 5-19'}, {'patl ‘C: \\Hlndows\\SelvlcePloflles\\NetwolISelvlce ‘name’ : u'NetworkServ:
: u'C:\\Users\\ ‘., 'name’ ot ot 2107297555~ 159 47b 1000"}, {'path': u'C:\\Users\\ " name': u’ Y, 'sid':
-760196112-1110"}]
ainProcess) [PreProcess] Set attribute: code_page to cpl2
ainProcess) [PreProcess] Set attribute: hostname to TOP
(MainProcess) [PreProcess] Set attribute: time_zone_str to UTC
(MainProcess) Setting timezone to: UTC
(MainProcess) Starting storage thread.
(MainProcess) Starting te collect files for processing.
(MainProcess) Starting to extract events.
(Worker_0 ) Worker 0 (PID: 9642) started monitoring process queue.
[WARNING] (Wo 0 ) Unable to decode line ['d\x00\x01\x00\x00\x00H\x14\xbb\xbe\x90~\xe5\x19\xb4L\x91d\xd8\x950\xa5\x00\x00\x00\x00\x00\x00\x00" ...] using UTF-8-SIG
N (MainProcess) Collection is hereby DONE
(MainProcess) Waiting until all processing is done.
(Worker_0 ) Worker 0 (PID: 9642) stopped monitoring process queue.
(MainProcess) Processing donme, waiting for storage.
(StorageThread) [Storage] Closing the storage, nr. of events processed: 757437
(MainProcess) Storage process is done.
[INFO] (MainProcess) Run completed.

Once this is finished, we can use the psort . py tool to view parts of the body file on our
choice with the command line, as we did in the timeline analysis in Chapter 5, Timeline.

Or, we can convert the timeline body file into a CSV formatted file in order to view it with
any spreadsheet program. The conversion will take some time to complete:

psort.py -o L2tcsv tmline.body > tmline.csv
[INFO] Output processing is done.
[INFO]

khkkkkkhkkkkhkhkkkkhkhkhkrkrkhkkdrrhkhkrrrrhk Counter kkkkkkkkkhkkhkrkhkhkkhkrdrhhkhkkrhhhkrrkrhhrdtx

[INFO] Stored Events : 757437
[INFO] Events Included : 757352
[INFO] Duplicate Removals
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Once the conversion finishes, you can open the new file in, for example, Excel:

date llime timezone MACB
wHm 3:16:08 UTC -C.
#haHEREE  21:07:23 UTC

HEHHE 21:07:23 UTC

..C.
..C.
..C.

14:46:54 UTC
14:46:54 UTC
21:12:14 UTC
16:47:08 UTC
16:47:08 UTC
19:49:58 UTC
19:49:58 UTC
R 13

16:01:08 UTC

gzz=2z2d

i
s

source
FILE
FILE
FILE
FILE
OLECF
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
OLECF
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE

sourcetyp type
NTFS_DET ctime
NTFS_DET ctime
NTFS_DET ctime
NTFS_DET ctime
OLECF Sur Document
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET crtime
NTFS_DET crtime
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET mtime
NTFS_DET crtime
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET mtime
NTFS_DET mtime
OLECF Itet Content M
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET mtime
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET crtime
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET crtime
NTFS_DET mtime
NTFS_DET mtime
NTFS_DET crtime

user

Fshort desc version  filename inode notes
T/users/Jolimage.dd: 2 image.dd: 22973 -
T/Users/Jolimage.dd: 2 image.dd: 22996 -
T /Users/jolimage.dd: 2 image.dd: 22980 -
T/Users/Jolimage.dd: 2 image.dd: 23004 -
TTitle: Inst: e: Inste 2 image.dd: 27372 -
1/Program image.dd: 2 image.dd: 58947 -
1/Program image.dd: 2 image.dd: 58950 -
T/Program image.dd: 2 image.dd: 58951 -
T/Program image.dd: 2 image.dd: 58950 -
1/Program image.dd: 2 image.dd: 58953 -
1/Program image.dd: 2 image.dd: 58949 -
1/Program image.dd: 2 image.dd: 58951 -
1/Program image.dd: 2 image.dd: 58948 -
T/Program image.dd: 2 image.dd: 58949 -
T/Program image.dd: 2 image.dd: 58947 -
T/Program image.dd: 2 image.dd: 58953 -
1/Program image.dd: 2 image.dd: 58948 -
TName: Ro Name: Ro 2 image.dd: 27372 -
1/Program image.dd: 2 image.dd: 58879 -
T/Program image.dd: 2 image.dd: 58879 -
T/Program image.dd: 2 image.dd: 58967 -
1/Program image.dd: 2 image.dd: 58967 -
1/Program image.dd: 2 image.dd: 58944 -
1/Program image.dd: 2 image.dd: 58944 -
1/Program image.dd: 2 image.dd: 58943 -
T/Program image.dd: 2 image.dd: 58943 -
T/Program image.dd: 2 image.dd: 58980 -
T/Program image.dd: 2 image.dd: 58980 -
1/Program image.dd: 2 image.dd: 58973 -
1/Program image.dd: 2 image.dd: 58973 -

format  extra
Pfilestatp fs_type:
PfileStatP fs_type:
pfilestatP fs_type:
PfileStatP fs_type:
OleCfParser
Pfilestatp fs_type:
PfileStatP fs_type:
pfilestatP fs_type:
PfileStatP fs_type:
PfileStatP fs_type:
PfilestatP fs_type:
PfileStatP fs_type:
Pfilestatp fs_type:
PfileStatP fs_type:
pfileStatP fs_type:
PfileStatP fs_type:
PfileStatP fs_type:

NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT

NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTF5_DETECT
NTFS_DETECT

OleCfPars size: 8832

PfileStatP fs_type:
pfilestatP fs_type:
PfileStatP fs_type:
PfileStatP fs_type:
PfilestatP fs_type:
PfileStatP fs_type:
Pfilestatp fs_type:
PfileStatP fs_type:
pfileStatP fs_type:
PfileStatP fs_type:
PfileStatP fs_type:
Pfilestatp fs_type:

NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTFS_DETECT
NTF5_DETECT
NTFS_DETECT
NTFS_DETECT

allocated:
allocated:
allocated:
allocated:

allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:

allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:
allocated:

True
True
True
True

True
True
True
True
True
True
True
True
True
True
True
True

True
True
True
True
True
True
True
True
True
True
True
True

size: 96418

size: 58938
ize: 7582

Then, we can use the Excel filtering tools to filter the output based on our needs, such as

showing the prefetch analysis of the malicious files:

499807 2/21/2016| 22:20:15 UTC LOG WinPrefei Last Time - TCLATEST_REPORT.PDF.EXE was run 1 time(s)
499808 2/21/2016| 22:20:18 UTC LOG ‘WinPrefei Last e - TCEPQE.EXE was run 1 time(s)
499816 2/21/2016| 22:20:18 UTC LOG WinPrefei Last Time - TCEXPLORER.EXE was run 1 time(s)

Superfetc
Superfetc
Superfetc

2 image.dd:
2 image.dd:
2 image.dd:

Summary

After we finished the main book chapters, in this appendix we conducted a primary

analysis and discovered malware in an infected machine. We used different analysis

techniques, live analysis and postmortem analysis, and explained how to get the same
results from both ways. Although, live analysis is easier, it is not applicable all the time.
This is why we must be aware of both techniques for the real-life investigations.
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