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Preface

This book is a practical guide to setting up Nagios, an open source network-monitoring
tool. It is a system that checks whether hosts and services are working properly and notifies
users when problems occur. The book covers the installation and configuring of Nagios 4 on
various operating systems, with a focus on the Ubuntu Linux operating system. The book
takes you through all the steps of compiling Nagios from source and installing and
configuring advanced features such as redundant monitoring. It also mentions how to
monitor various services, such as e-mail, WWW, databases, and file sharing. The book
describes what SNMP is and how it can be used to monitor various devices. It also

provides details of monitoring Windows computers. The book contains troubleshooting
sections that aid you in case any problems arise while setting up Nagios functionalities. No
previous experience with network monitoring is required, although it is assumed that

you have a basic understanding of Unix systems. It also mentions examples to extend
Nagios in JavaScript. The book also covers Nagios XI, a commercial offering built on top of
the open source Nagios monitoring engine. It covers the basics of using Nagios XI as well as
outlining the main differences between the open source version and the commercial
product. When you finish this book, you'll be able to set up Nagios to monitor your network
and will have a good understanding of what can be monitored.

What this book covers

Chapter 1, Introducing Nagios, talks about Nagios and system monitoring in general. It
shows the benefits of using system-monitoring software and the advantages of Nagios in
particular. It also introduces the basic concepts of Nagios.

Chapter 2, Installing Nagios 4, covers the installation of Nagios, from source code and using
system packages such as rpm and deb. Installation from source code uses a fully automated
script to set up Nagios that works on most Linux distributions; the process is explained in
detail.

Chapter 3, Configuring Nagios, describes the process of configuring Nagios. Details on how
to configure users, hosts, and services as well as information on how Nagios sends
notifications to users are given in this chapter.
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Chapter 4, Using the Built-in Web Interface, talks about how to use the Nagios web interface.
It describes the basic views for hosts and services and provides detailed information

about each item. It also introduces some features such as adding comments, scheduled
downtimes, viewing detailed information, and generating reports.

Chapter 5, Using Additional Interfaces, mentions additional web interfaces that can be used
to check the status of Nagios. The chapter mentions dashboards showing status, complete
replacements for Nagios U], as well as mobile applications that allow checking host and
service status.

Chapter 6, Using the Nagios Plugins, goes through the standard set of Nagios plugins that
allow you to perform checks of various services. It shows how you can check for standard
services such as e-mail, Web, file, and database servers. It also describes how to monitor
resources such as CPU usage, storage, and memory usage.

Chapter 7, Advanced Configuration, focuses on the efficient management of large
configurations and the use of templates. It shows how dependencies between hosts and
services can be defined and discusses custom variables and adaptive monitoring. It also
introduces the concept of flapping and how it detects services that start and stop frequently.

Chapter 8, Notifications and Events, describes the notification system in more detail. It
focuses on effective ways of communicating problems to users and how to set up problem
escalations. It also describes how events work in Nagios and how they can be used to
perform the automatic recovery of services.

Chapter 9, Passive Checks and NRDP, focuses on cases where external processes send results
to Nagios. It introduces the concept of the passive check, which is not scheduled and run by
Nagios, and gives practical examples of when and how it can be used. It also shows how to

use the Nagios Remote Data Processor (NRDP) protocol to send notifications.

Chapter 10, Monitoring Remote Hosts, covers how Nagios checks can be run on remote
machines. It walks through the details of deploying checks remotely over SSH using public
key authentication. It also shows how Nagios Remote Plugin Executor (NRPE) can be used
for deploying plugins remotely.

Chapter 11, Monitoring Using SNMP, describes how the Simple Network Management
Protocol (SNMP) can be used from Nagios. It provides an overview of SNMP and its
versions. It explains reading SNMP values from SNMP-aware devices and covers how that
can then be used to perform checks from Nagios.

[2]
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Chapter 12, Advanced Monitoring, focuses on how Nagios can be set up on multiple hosts
and how that information could be gathered on a central server. It also covers how to
monitor computers that run Windows.

Chapter 13, Programming Nagios, shows how to extend Nagios. It explains how to write
custom check commands, how to create custom ways of notifying users, and how passive
checks and NRDP can be used to integrate your solutions with Nagios. The chapter uses on
JavaScript the programming language, but because of how Nagios works, the example can
be implemented in any programming language.

What you need for this book

This book requires a Linux server to run Nagios on. As all of the examples are created using
Ubuntu Linux, it is recommended that you use this distribution. However, the installation
process should work on most Linux distributions. The book goes through the process of
setting up Nagios and its web interface in chapter 2, Installing Nagios 4, so installing it is
not a prerequisite.

Who this book is for

This book is targeted at system administrators, both those who have no prior knowledge of
Nagios and those experienced with it. It not only covers the basics of Nagios, but also the
advanced features.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:Code
words in text are shown as follows: "The service-http service will define a check using
check_http and optionally additional options for the check itself."

[3]



Preface

A block of code is set as follows:

define service

{

use generic-service

host_name mainrouter
service_description OpenVPN
check_command check_openvpn_remote
check_interval 15
max_check_attempts 3
notification_interval 30
notification_period 24x7

}

Any command-line input or output is written as follows:

CHANGE_SVC_CHECK_COMMAND; 1linuxl; PING; check_ping!500.0, 50%

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "The shortcuts in this book
are based on the Mac 0S X 10.5+ scheme."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of. To send us general feedback, simply
e-mail feedback@packtpub.com, and mention the book's title in the subject of your
message. If there is a topic that you have expertise in and you are interested in either
writing or contributing to a book, see our author guide at www.packtpub.com/authors.

[4]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http: //www.p
acktpub. com. If you purchased this book elsewhere, you can visit http://www.packtpub.c
om/support and register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSOk

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip [/ PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/Learning-Nagios-Third-Edition. We also have other code bundles from our rich
catalog of books and videos available at https://github.com/PacktPublishing/. Check
them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/down
loads/LearningNagiosThirdEdition_ColorImages.pdf.
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/support and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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Introducing Nagios

Imagine you're an administrator of a large IT infrastructure. You have just started receiving
e-mails that a web application has suddenly stopped working. When you try to access the
same page, it just does not load. What are the possibilities? Is it the router? Maybe the
firewall? Perhaps the machine hosting the page is down? The server process has crashed?
Before you even start thinking rationally about what to do, your boss calls about the critical
situation and demands explanations. In all this panic, you'll probably start plugging
everything in and out of the network, rebooting the machine... and it still doesn't help.

After hours of nervous digging into the issue, you've finally found the root cause: although
the web server was working properly, it continuously timed out during communication
with the database server. This is because the machine with the database did not get an IP
address assigned. Your organization requires all IP addresses to be configured using the
DHCP protocol and the local DHCP server ran out of memory and killed several processes,
including the dhcpd process responsible for assigning IP addresses. Imagine how much
time it would take to determine all this manually! To make things worse, the database
server could be located in another branch of the company or in a different time zone, and it
could be the middle of the night over there.

But what if you had Nagios up and running across your entire company? You would just
go to the web interface and see that there are no problems with the web server and the
machine on which it is running. There would also be a list of issues—the machine serving IP
addresses to the entire company does not do its job and the database is down. If the setup
also monitored the DHCP server, you'd get a warning e-mail that little swap memory is
available or too many processes are running. Maybe it would even have an event handler
for such cases to just kill or restart non-critical processes. Also, Nagios would try to restart
the dhcpd process over the network in case it is down.



Introducing Nagios

In the worst case, Nagios would reduce hours of investigation to ten minutes. Ideally, you
would just get an e-mail that there was such a problem and another e-mail that it's already
fixed. You would just disable a few services and increase the swap size for the DHCP
machine and solve the problem permanently. Hopefully, it would be solved fast enough so
that nobody would notice that there was a problem in the first place!

Understanding the basics of Nagios

Nagios is an open source tool for system monitoring. It means that it watches servers and
other devices on your network and makes sure that they are working properly. Nagios
constantly checks if other machines are working properly. It also verifies that various
services on those machines are working properly. In addition, Nagios can accept
information from other processes or machines regarding their status; for example, a web
server can send information to Nagios if it is overloaded.

The main purpose of system monitoring is to detect if any system is not working properly
as soon as possible and notify the appropriate staff, and if possible, try to resolve the
error—such as by restarting system services if needed.

System monitoring in Nagios is split into two categories of objects, hosts and services:

e Hosts represent a physical or virtual device on your network (servers, routers,
workstations, printers, and so on)

e Services are particular functionalities, for example, a SecureShell (SSH) server
(sshd process on the machine) can be defined as a service to be monitored

Each service is associated with a host on which it is running. In addition, machines can be
grouped into host groups, as shown here:

[8]
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Hostgroup 1

Host 1 Host 2
(L0} [0} )0 (ElCROI L
| Web server | | DB server ‘ | SSH server | | LDAP server
’ FTP server ‘ | File server ‘ ’ FTP server |

Hostgroup 2

Host 3 Host 4
(10.0.0.3) (10.0.0.4)
File server \ | FTP server \ \ SSH server | ‘LDAP server

A major benefit of Nagios' performance checks is that it only uses four distinct states—Ok,
Warning, Critical, and Unknown. Another advantage is that it is based on the framework
of plugins, allowing you to develop your own plugin; this means if you want to check
something that's not yet possible to do, you just need to write a simple piece of code and
that's it! Writing your own plugins is described in more details in chapter 13, Programming
Nagios.

The approach to offer only three states (excluding Unknown as it informs about not being
able to determine the current state) allows administrators to ignore monitoring values
themselves and just decide on what the warning/critical limits are. This is a proven concept,
and is far more efficient than monitoring graphs and analyzing trends. This is similar to
traffic lights, where green indicates Ok and means a service is working correctly, a Warning
state is same as the yellow light, and a Critical state is same as the red traffic light.

For example, system administrators tend to ignore things such as gradually declining
storage space. People often simply ignore early warnings until a critical process runs out of
disk space. Having a strict limit to watch is much better, because you always catch a
problem regardless of whether it turns from warning to critical in fifteen minutes or in a
week. This approach is exactly what Nagios does. Each check performed by Nagios is
turned from numerical values (such as the amount of disk space or CPU usage) to one of the
three possible states.

[91



Introducing Nagios

Another benefit is a clear report stating that X services are up and running, Y are in the
warning state, and Z are currently critical, which is much more readable than a matrix of
values. It saves you the time of analyzing what's working and what's failing. It can also help
prioritize what needs to be handled first and which problems can be handled later.

Introducing plugins

Nagios performs all of its checks using plugins. These are external components for which
Nagios passes information on what should be checked and what the warning and critical
limits are. Plugins are responsible for performing the checks and analyzing the results. The
output from such a check is the status (Ok, Warning, Critical, or Unknown) and additional
text describing information on the service in detail. This text is mainly intended for system
administrators to be able to read the detailed status of a service.

Nagios comes with a set of standard plugins that allow performance checks for almost all
the services your company might use or offer. See chapter 6, Using the Nagios Plugins, for
detailed information on plugins that are developed along with Nagios. Moreover, if you
need to perform a specific check (for example, connect to a web service and invoke
methods), it is very easy to write your own plugins. And that's not all—they can be written
in any language and it takes less than 15 minutes to write a complete check command!
Chapter 13, Programming Nagios, talks about this ability in more detail.

Benefits of monitoring

There are many reasons for you to ensure that all your resources are working as expected. If
you're still not convinced after reading the introduction to this chapter, here are a few
important points why it is important to monitor your infrastructure.

The main reason is quality improvement. If your IT staff can notice failures quicker by
using a monitoring tool, they will also be able to respond to them much faster. Sometimes it
takes hours or days to get the first report of a failure, even if many users bump into errors.
Nagios ensures that if something is not working, you'll know about it. In some cases, event
handling can even be done so that Nagios can switch to the backup solution until the
primary process is fixed. A typical case would be to start a dial-up connection and use it as
a primary connection in cases when the company VPN is down.
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Another reason is much better problem determination. Very often what the users report as a
failure is far from the root cause of the problem, such as when an e-mail system is down
due to the LDAP service not working correctly. If you define dependencies between hosts
correctly, then Nagios will point out that the IMAP or POP3 e-mail server is assumed to be
not working because the LDAP service that it depends upon has a problem. Nagios will
start checking the e-mail server as soon as the problem with LDAP has been resolved.

Nagios is also very flexible when it comes to notifying people of what isn't functioning
correctly. In most cases, your company has a large IT team or multiple teams. Usually, you
want some people to handle servers and others to handle network
switches/routers/modems. There might also be a team responsible for network printers, or a
division is made based on geographical location. You can instruct Nagios about who is
responsible for particular machines or groups of machines, so that when something is
wrong, the right people will get to know about it. You can also use Nagios' web interface to
manage who is working on which issue.

Monitoring resources is not only useful for identifying problems, but it also saves you from
having them, as Nagios handles warnings and critical situations differently. This means that
it's possible to be aware of situations that may become problems really soon. For example, if
your disk storage on an e-mail server is running out, it's better to be aware of this situation
before it becomes a critical issue.

Monitoring can also be set up on multiple machines across various locations. These
machines will then communicate all their results to a central Nagios server so that
information on all hosts and services in your system can be accessed from a single machine.
This gives you a more accurate picture of your IT infrastructure as well as allows testing
more complex systems such as firewalls. For example, it is vital that a testing environment
is accessible from a production environment, but not the other way around.

It is also possible to set up a Nagios server outside the company's intranet (for example,
over a dedicated DSL) to make sure that traffic from the Internet is properly blocked. It can
be used to check if only certain services are available, for example, to verify that only SSH
and Hypertext Transfer Protocol (HTTP) are accessible from external IP addresses, and
that services such as databases are inaccessible to users.
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Main features

Nagios' main strength is flexibility—it can be configured to monitor your IT infrastructure
in the way you want it. It also has a mechanism to react automatically to problems and has
a powerful notification system. All of this is based on a clear object definition system, which
in turn is based on a few types of object, as follows:

e Commands: These are definitions of how Nagios should perform particular types
of check. They are an abstraction layer on top of actual plugins that allow you to
group similar types of operation.

e Time periods: Date and time spans during which an operation should or should
not be performed. For example, Monday-Friday, 09:00 A.M. — 5:00 P.M.

¢ Hosts and host groups: These are devices along with the possibility of group
hosts. A single host might be a member of more than one group.

e Services: Various functionalities or resources to monitor on a specific host, for
example, CPU usage, storage space, or web server.

¢ Contacts and contact groups: People that should be notified, with information
about how and when they should be contacted; contacts can be grouped, and a
single contact might be a member of more than one group.

¢ Notifications: These define who should be notified of what; for example, all
errors related to the linux-servers host group should go to the linux-admins
contact group during working hours and to the critsit-team (critical situations
handling team) contact group outside of working hours. Notifications are not
strictly an object, but a combination of all the preceding objects and are an
essential part of Nagios.

e Escalations: Extension to notifications; escalations define these after an object is
in the same state for a specific period of time, other people should get notified of
certain events. For example, a critical server being down for more than four hours
should alert IT management so that they track the issue.

A beneficial feature of using Nagios is that it is a mature dependency system. For any
administrator, it is obvious that if your router is down then all machines accessed via it will
fail. Some systems don't take that into account, and in such cases, you get a list of several
failing machines and services. Nagios allows you to define dependencies between hosts to
reflect actual network topology. For example, if a router that connects you to the rest of
your network is down, Nagios will not perform checks for the subsequent parts and
machines that are dependent on the router. This is illustrated in the following image:
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You can also define that a particular service depends on another service, either on the same
host or a different host. If one of the dependent services is down, a check for a service is not
even performed.

For example, in order for your company's intranet application to function properly, both the
underlying web and database servers must be running properly. So, if a database service is
not working properly, Nagios will not perform checks and/or not send notifications that
your application is not working, because the root cause of the problem is that the database
is not working properly. The database server might be on the same or on a different host. If
the database is not working properly or the dependent machine is down or not accessible,
all services dependent on the database service will not be checked as well.

Nagios offers a consistent system of macro definitions. These are variables that can be put
into all object definitions and depend on the context. They can be put inside commands,
and depending on the host, service, and many other parameters, macro definitions are
substituted accordingly. For example, a command definition might use an IP address of the
host it is currently checking in all remote tests. It also makes it possible to put information
such as the previous and current status of a service in a notification e-mail. Nagios also
offers various extensions to macro definitions, which makes it an even more powerful
mechanism.
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Additionally, there is a built-in mechanism for scheduling planned downtime. This is
mainly used when maintenance of the IT infrastructure is to be carried out, and servers
and/or services they provide are out of order for a period of time. You can let Nagios know
that such an event will occur, and it will not send notifications about problems with hosts
and/or services that have a scheduled downtime. In such cases, dependencies are also taken
into consideration—if a database has a scheduled downtime, notifications for the services
that depend on it will not be sent out. Nagios can also notify people of planned downtime
automatically. This allows creating an integrated process of scheduling downtime that will
also handle informing users.

Soft and hard states

Nagios works by checking if a particular host or service is working correctly and storing its
status. Because the status is only one of four possible values, it is crucial that it precisely
reflects the actual situation. In order to avoid detecting random and temporary failures,
Nagios uses soft and hard states to describe what the current status is for a host or service.

Imagine that an administrator is restarting a web server, which in turn makes web pages
inaccessible for around five seconds. Since such restarts are usually done at night to lower
the number of users affected, this is an acceptable period of time. However, a problem
might be that Nagios will try to connect to the server and notice that it is actually down. If it
only relies on a single result, Nagios could trigger an alert that a web server is down. It
would actually be up and running again in a few seconds, but Nagios would require
another couple of minutes to find that out.

To handle situations where a service is down for a very short time, or the test has
temporarily failed, soft states were introduced. When a previous status of a check is
unknown or is different from the previous one, Nagios will retest the host or service a
couple of times to make sure the change is permanent. Nagios assumes that the new result
is a soft state. After additional tests have verified that the new state is permanent, it is
considered a hard one.
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Each host and service check defines the number of retries to perform before assuming a
change to be permanent. This allows more flexibility over how many failures should be
treated as an actual problem instead of a temporary one. Setting the number of checks to 1
will cause all changes to be treated as hard instantly. The following figure is an illustration
of soft and hard state changes, assuming that number of checks to be performed is set to 3:

Check

results | 0K OK OK OK Critical

Critical Critical Critical

Soft state: OK Hard state: OK Soft state: Critical | Hard state: Critical

This feature is very useful for checks that should skip short outages of a service or use a
protocol that might fail in case of extensive traffic, such as ICMP or UDP. Monitoring
devices over SNMP is also an example of a check that can fail in cases where a single check
fails; nevertheless, the check will eventually succeed during the second or third check.

Summary

In this chapter, you learned the basics of Nagios as a tool for performing system
monitoring. It can be used to ensure that services are working correctly, problems are
detected earlier, and appropriate people are aware when something's wrong.

You learned the basic types of objects in Nagios—commands, hosts, services, time periods,
contacts, as well as object grouping. You also found out about notifications and escalations,
which can be used to notify administrators about problems.

The chapter also introduced the concept of dependencies that helps in understanding the
root cause of complex problems.

The next chapter will guide you through the process of installing Nagios and the standard
Nagios plugins.
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The previous chapter described what Nagios is, the basic concepts of monitoring, and types
of objects in Nagios. This chapter describes how to install Nagios and the standard Nagios
plugins.

We will cover multiple ways in which Nagios can be installed and how it can be run—using
binary packages from various Linux distributions and building Nagios from source code.
We will also discuss how to run Nagios in your machine, using Docker containers as well as
run it inside a virtual machine.

We have provided an easy-to-run script that works on most popular Linux distributions
including Debian, Ubuntu, CentOS, and Red Hat Enterprise Linux. For consistency, we
recommend that you use this script for Nagios installation as it will also use the same paths
for configuration files, binaries, and statuses that further chapters will refer to.

Also, this script will download and install the latest version of Nagios. Many Linux
distributions do not ship latest versions of Nagios; instead, they ship the same versions of
Nagios as when the distribution was originally created.

In this chapter, we will cover the following items:

e Installing Nagios
¢ Compiling and installing Nagios from source code
¢ Running Nagios using virtualization
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Installing Nagios

Nagios itself as well as the standard plugins are written in C and need to be compiled into a
native Linux binary. Both Nagios and Nagios plugins use the standard configure, make,
make install approach thatis common for most Unix applications written in C.

This section will guide you through either using an automated script for performing the
installation, which we recommend, or performing the installation manually.

Upgrading from previous versions

If you already have a previous version of Nagios installed, it is always a good idea to
upgrade to the latest Nagios and Nagios plugins. It is especially true if upgrading from
Nagios 3 or 2 as Nagios 4 includes performance improvements when monitoring large
number of hosts and/or services.

When upgrading, it is recommended that you use the manual steps described later in this
chapter, and use same usernames, groups, and paths as when the original installation took
place. If you have performed the Nagios installation based on steps from the previous
revisions of this book, the paths, system user, and group are the same and do not need any
changes.

Let's start with the installation:

1. Itis required to stop all Nagios processes before performing an upgrade. This can
usually be done by invoking the following command:

service nagios stop

The preceding command works on all modern Linux distributions and
supports services installed such as SysVinit (in /etc/init.dor
/etc/rc.d/init.d)and Upstart services (added in /etc/init and using a
different format of the service file definition).

If the preceding command did not work properly, running the init .d script
directly should work:

service nagios stop
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2. It is recommended that you stop Nagios while compiling and installing a new
version. You should then proceed with the installation steps described in the next
sections. Almost all of Nagios 4 configuration parameters are backward
compatible, so your current configuration will work fine after upgrading.

3. Once the new version of Nagios is installed, it is recommended that you check
the Nagios configuration with the new version to ensure that there are no
incompatibilities:

/opt/nagios/bin/nagios -v /etc/nagios/nagios.cfg
4. We can now simply run the following command:
service nagios start

If the preceding command did not work properly, run the following init.d
script, and the upgrade process should be complete:

/etc/init .d/nagios start

Another option is to remove the previous installation completely and install a fresh copy of
Nagios, only preserving the configuration files. The downside of this is that you will lose all
the historical data of Nagios results.

Performing installation with automated script

To perform a fresh, automated installation of Nagios and Nagios standard plugins, simply
run the following as the root user:

curl -sSL https://raw.github.com/learning—-nagios/nagios-—
install/master/install.sh | sh

This will download the automated install script from GitHub and run it.

Please note that this requires the curl command to be available. The installation can also be
done using the wget command if curl is not available:

wget —qO-
https://raw.github.com/learning-nagios/nagiosinstall/master/install.sh | sh
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The script installs prerequisite packages, including Apache web server. Next, the script will
create appropriate system accounts and compile Nagios and Nagios plugins from the
source code. It will also install Nagios as a system service using the built-in init . d script.
Finally, the script will also add a configuration for Apache to allow accessing the Nagios
web interface, as http:// (ip-address) /nagios

Please note that the username when using the automated script is set to
nagiosadmin and the password is nagiosadmin. The Nagios web
interface is described in more detail in chapter 4, Using the Built-in Web
interface.

All that is needed is to restart the web server, which varies depending on the Linux
distribution, but it should be one of the following commands:

apachectl restart
service apache2 restart
service httpd restart

The script works on all major Linux distributions that use the yum/rpm or apt -get/dpkg
package managers. For Linux distributions that do not support these package managers, as
well as in this case and in the rare case of errors, the script will exit and an error will be
shown rather than the actual output. In this case, it is recommended that you manually
follow the steps from the further sections of this chapter and perform the troubleshooting.

After a successful finish, you should see the following message:
Congratulations! Nagios and standard plugins are now installed.

If this is the case, then you are done with the installation and may continue to the next
chapter or read more about using Nagios in virtualized environments and containers or
learn more about the exact steps the automated script is performing.
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When the automated installation is used, the paths to key Nagios directories and files are as

follows:
Path Description
/etc/nagios Configuration directory

/etc/nagios/nagios.cfg

Main Nagios configuration file

/var/nagios

Nagios local state directory

/var/nagios/archives

Historical information regarding Nagios; this directory can
grow over time and may be put on a separate partition

/var/nagios/status.dat

Nagios current state file

/var/nagios/rw/nagios.cmd

Pipe for writing commands to Nagios

/opt/nagios/share Web Ul files that should be served via web server, such
ashttp:// (ip-address) /nagios

/opt/nagios/sbin CGI scripts that should be served via web browser, such
ashttp:// (ip-address) /nagios/cgi-bin

/opt/nagios/plugins Path to Nagios plugins used for performing checks

These paths are used in the next chapters in this book and their meanings will be referred to
later in this book, but it is worth noting all the key paths.

Please note that the script is not fully setting contexts for Security-
Enhanced Linux (SELinux). If you are using SELinux, you may need to set
appropriate contexts for all Nagios related files and directories to enable
the web interface to work properly or disable the SELinux forcing of

security contexts.

On CentOS/RedHat Linux distribution, disabling SELinux enforcement
can be done by editing /etc/sysconfig/selinux and set SELINUX to

permissive, such as:

SELINUX=permissive

After that, a reboot of the machine is required to change the SELinux
policy enforcing mode.
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Installing Nagios using package managers

Nagios can also be installed using prebuilt packages. Nagios packages are available for
most Linux distributions. In many cases, the exact paths for things such as configuration
files, local state directory, and web interface-related files may differ. If you choose to install
Nagios using packages, keep in mind that some examples in the remaining chapters can
require slight modifications.

In this section, we will focus on installing Nagios and the plugins on top of popular Linux
distributions—using apt -get for Debian and Ubuntu as well as yum for RHEL, CentOS,
and Oracle Linux.

Installation with apt-get/dpkg

Both the latest Ubuntu Long-Term Support (LTS) (which currently is 14.04) and Debian 8
provide only Nagios version 3. To install it, simply run the following command:

apt—-get -y install nagios3 nagios-plugins

The installation will prompt for the password for the web interface. Similar to the
automated installation script, the username will be nagiosadmin. To access the website,
you should navigate to http:// (ip-address) /nagios3/

When installing Nagios 3 from the deb packages, the paths to key Nagios directories and
files are as follows:
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Path Description

/etc/nagios3 Configuration directory
/etc/nagios3/nagios.cfg Main Nagios configuration file
/var/cache/nagios3 Nagios local state directory

/var/lib/nagios3/rw/nagios.cmd |Pipe for writing commands to Nagios

/var/cache/nagios3/status.dat [Nagios current state file

/usr/share/nagios3/htdocs Web Ul files that should be served via a web server,
suchas http:// (ip—address) /nagios

/opt/nagios/sbin CGI scripts that should be served via a web browser,
such
ashttp:// (ip-address) /nagios/cgi-bin

/usr/lib/nagios/plugins Path to Nagios plugins used for performing checks

These paths differ from the paths used by the automated installation script, which we
strongly recommend, as it makes following the book easier and uses the same paths for all
Linux distributions. Since the paths to the preceding key items differ, some examples shown
thorough this book may use slightly different paths and need adjustments if you use the
Nagios installed from binary packages.

Installation with yum/rpm

Nagios is not provided in The Red Hat Enterprise Linux distribution and all distributions
that originate from it, such as CentOS, Fedora, and Oracle Linux. It is, however, provided as
part of Extra Packages for Enterprise Linux (EPEL), documented in more detail at the
following link: https://fedoraproject.org/wiki/EPEL

The only way to install Nagios from RPM packages on those systems is to use the EPEL. Its
installation varies depending on the exact version of the distribution and is described in
more details in the EPEL documentation.

For example, we can use the following command to install EPEL on CentOS 7:

rpm -Uvh
https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

This will set up EPEL and allow the installation of additional packages via YUM, including
the Nagios and Nagios plugins.
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The next step is to make sure the packages are up to date and install Nagios along with

Nagios plugins:

yum update -y ; yum install -y nagios nagios—-plugins-all

The last step is to set the password for the nagiosadmin web user by running the following

command:

htpasswd -c /etc/nagios/passwd nagiosadmin

This will prompt for the password for the user. Using nagiosadmin as the username is
described in more detail in chapter 4, Using the Built-in Web interface.

After that, Nagios should be installed. For CentOS 7, Nagios is version 4 and the key Nagios

directories and files are as follows:

Path

Description

/etc/nagios

Configuration directory

/etc/nagios/nagios.cfg

Main Nagios configuration file

/var/log/Nagios

Nagios local state directory

/var/spool/nagios/cmd/nagios.cmd

Pipe for writing commands to Nagios

/var/log/nagios/status.dat

Nagios current state file

/usr/share/nagios/html

Web Ul files that should be served via web server,
suchas http:// (ip—address) /nagios

/usr/lib64/nagios/cgi-bin

CGI scripts that should be served via web
browser, such

ashttp:// (ip—address) /nagios/cgi-bin
NOTE: For 32-bit systems, the path will

be /usr/lib/nagios/cgi-bin

/usr/1lib64/nagios/plugins

Path to the Nagios plugins used for performing
checks

NOTE: For 32-bit systems, the path will

be /usr/lib/nagios/plugins
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These paths differ from the paths used by the automated installation script, which we
strongly recommend, as it makes following the book easier and uses the same paths for all
Linux distributions. Since the paths to the preceding key items differ, some examples shown
thorough the book may use slightly different paths and need adjustments if you use Nagios
installed from binary packages.

Compiling Nagios from source code
manually

This section describes the steps that the automated script performs and looks into the
compilation process in more details.

This section is also meant to help troubleshooting errors with the automated script and
explains more about how Nagios and Nagios plugins can be compiled and various options
that can be used to change how and where they are compiled.

If you already have a setup running and are not interested in the details of how Nagios is
installed, you may continue to the Running Nagios using virtualizations section, which
describes how Nagios can be run inside a container or virtual machine.

Installing prerequisites

Building Nagios from sources requires a C compiler, standard C library development files,
and the make/imake command. Additionally, development files for OpenSSL should be
installed so that network-based plugins will be able to communicate over an SSL layer.
MySQL and PostgreSQL development packages should also be installed so that database
checks can be run.

First of all, if we're planning to build the Nagios system, a compiler along with several build
tools will be required. These are gcc, make, cpp, and binutils. It also needs standard C
library development files. All these packages are often already installed, but make sure that
they are present as they are needed before compilation.

Nagios by itself does not have a large number of packages that need to be installed on your
system in order for it to offer basic functionality. However, if we want to use all the
functionalities that Nagios can offer, it is necessary to install additional software.
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If we want to use the Nagios web interface, a web server capable of serving CGI scripts is
required. Apache web is the recommended and also the most popular web server on a
Linux installation. This section, as well as automated scripts describe setting up Apache as
the web server, but Nagios should work with any web server supporting CGI and PHP-
such as NGINX.

Several of the standard Nagios plugins are written in Perl and will not work if Perl is not
installed. Some plugins also need Perl's Net : : Snmp package to communicate with devices
over the SNMP protocol.

The GD graphics library is also needed for the Nagios web interface to create status map
and trends images. We will also install libraries for JPEG and PNG images so that GD can
create images in these formats.

All of the packages mentioned earlier are usually installed with many operating systems
and most of them are already available for almost any Unix-based platform.

A majority of popular Linux distributions use package managers. There are two popular
package formats and package managers:

e the deb format and dpkg/apt-get command line tools—this is the package
system used by Debian and Ubuntu Linux distributions

e the rpm format and rpm/yum command line tools—used by the RedHat
Enterprise Linux (RHEL) and derivatives, such as CentOS, Oracle Linux, and
Fedora

Fortunately, the list of dependencies is the same for all deb format based distributions. So,
to install all of the prerequisites on any recent Ubuntu (such as 12.04, 14.04, or 16.04 LTS
editions) or Debian (7 or 8), all that is needed is to run the following commands:

apt—-get -y install wget gcc make binutils cpp \
libpg-dev libmysqglclient-dev \
libssl1.0.0 libssl-dev pkg-config \
libgd2-xpm-dev libgd-tools \
perl libperl-dev libnet-snmp-perl snmp \
apache2 apache2-utils libapache2-mod-php5 \
unzip tar gzip
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This will download all of the tools needed to compile Nagios as well as the Apache 2 web
server and the PHP module for serving PHP files, which Nagios requires.

Similarly, the package list is also same for all distributions that use the rpm package format.
To install all the prerequisites, we need to run the following commands:

yum -y install wget gcc make imake binutils cpp \
postgresql-devel mysql-libs mysql-devel \
openssl openssl-devel pkgconfig \
gd gd-devel gd-progs libpng libpng-devel \
libjpeg libjpeg-devel perl perl-devel \
net-snmp net-snmp-devel net-snmp-perl net-snmp-utils \
httpd php unzip tar gzip

This will install prerequisites as well as the Apache 2 web server and PHP module for
serving PHP files.

Setting up users, groups, and directories

The first thing that needs to be done is to decide where to install Nagios. For the purpose of
this book, we are installing Nagios binaries into the /opt /nagios directory. This is a
location for all Nagios binaries, plugins, and additional files.

The Nagios local state data will be stored in the /var/nagios directory. This is where the
all statuses and historical data are kept. It can be a part of the Nagios binaries installation
directory or a separate directory, as in our case. The Nagios configuration will be put into
/etc/nagios. These directories will be created as part of the Nagios installation process.

After we have decided on our directory structure, we need to set up the users and groups
for Nagios data. We'll also create a system user and a group named nagios, which will be
used by the daemon. We'll also set up the nagioscmd group that can communicate with the
daemon. The nagios user will be a member of the nagios and nagioscmd groups. The
following commands will create the groups and users:

groupadd nagios
groupadd nagioscmd
useradd -g nagios -G nagioscmd -d /opt/nagios nagios
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The Nagios daemon will use a dedicated user and group. This increases security and allows
a more flexible setup. Nagios also communicates with external components over a Unix
socket. This is a socket that works similar to a file on your filesystem. All commands are
passed to Nagios via the pipe; therefore, if you want your processes to be able to send
reports or changes to Nagios, you need to make sure that they have access to the socket.
One of typical uses for this is that the Nagios web interface needs to be able to send
commands to the monitoring process.

In order to properly set up Nagios to use the web interface, it is necessary to determine the
user that the web server is running as and add the user that your web server runs as to the
nagioscmd group. This will allow the web interface to send commands to Nagios.

The user that the web server is working as is usually www-data, apache, httpd, or daemon.
It can be checked with a simple grep command:

rootQubuntu:~# grep -r “User /etc/apache* /etc/httpd*
/etc/apache2/apache2.conf:User www—data

For our preceding example, we now know that the username is www-data. Sometimes on
Ubuntu, the setting is slightly different, as shown in the following command:

root@ubuntu:~# grep -r “User /etc/apache* /etc/httpd*
/etc/apache2/apache2.conf:User ${APACHE_RUN_USER}

In that case, the value is defined in the /etc/apache2/envvars file:

# grep APACHE_RUN_USER /etc/apache2/envvars
/etc/apache2/envvars:export APACHE_RUN_USER=www-data

In this case as well, the username is www—data.
Now let's add this user to the nagioscmd group using the following command:
usermod -G nagioscmd www-data

The next step is to set up the Nagios destination directories and change their owners
accordingly. The following commands will create the directories and change their owner
user and group to nagios:

mkdir -p /opt/nagios /etc/nagios /var/nagios
chown nagios:nagios /opt/nagios /etc/nagios /var/nagios
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Obtaining Nagios and Nagios plugins

Nagios is an open source application, which means that the source code of all Nagios
components is freely available from the Nagios home page: https://www.nagios.org/pro
jects/nagios-core/.

Nagios is distributed under the GNU General Public License (GPL) Version 2 (refer to
http://www.gnu.org/licenses/old-1licenses/gpl-2.0.html for more details), which
means that the Nagios source code can be redistributed and modified almost freely under
the condition that all changes are also distributed as source code.

Nagios plugins is a project that provides over fifty Nagios plugins that allow monitoring
many types of services and devices. They are developed independently of the Nagios
service itself and are an open source project using the GNU GPL Version 3 (refer to http://
www.gnu.org/licenses/gpl-3..html for more details).

Nagios can be downloaded from the following
URL: https://www.nagios.org/downloads/nagios-core/
At the time of writing , the latest version of Nagios was 4.1.1.

Nagios plugins can be downloaded from the following URL: https://www
.nagios.org/downloads/nagios-plugins/

At the time of writing , the latest version of Nagios plugins was 2.1.1.

We will now create a source directory for compilation. This is where all of our compilation
will take place. For the purpose of this book, it will be /usr/src/nagios.

We need to extract our Nagios and standard plugins tarball into this directory using the
following commands:

mkdir /usr/src/nagios
tar -xzf /path/to/nagios-4.1.1.tar.gz
tar -xzf /path/to/nagios-plugins-2.l1.1.tar.gz

The extraction will create the nagios—4.1.1 and nagios-plugins-2.1.1 sub-directories
(or similar ones, depending on your source versions). The /path/to/ path should be
replaced with the actual path to where both tarball with source code have been
downloaded.
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Compiling and installing Nagios

Now let's go to the directory where the Nagios sources are located; in our case it is
/usr/src/nagios/nagios-4.1.1. We'll configure Nagios parameters for the directories,
we plan to install it by running the configure script. Some of the options that the script
accepts are described in the following table:

Option

Description

——prefix=<dir>

Specifies the main directory in which all Nagios binaries
are installed; this defaults to /usr/local/nagios

——sysconfdir=<dir>

Specifies the directory where all Nagios configurations will
be stored; this defaults to [PREFIX]/etc

——localstatedir=<dir>

Specifies the directory where all Nagios statuses and other
information will be kept; this defaults to [PREFIX] /var

—-—with-nagios-user=<user>

Specifies the Unix user to be used by the Nagios daemon;
this defaults to nagios

--with-nagios—group=<grp>

Specifies the Unix group to use for the Nagios daemon; this
defaults to nagios

——with-mail=<path>

Specifies the path to the mail program used for sending e-
mails

--with-httpd-conf=<path>

Specifies the path to the Apache configuration directory;
this can be used to generate Apache configuration files

——with-init-dir=<path>

Specifies the directory where all scripts required for setting
up a system service should be installed; this defaults to
/etc/rc.d/init.d
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For the directory structure that was described earlier in this section, the following configure
script should be used:

sh configure \
—-prefix=/opt/nagios \
—-sysconfdir=/etc/nagios \
—-localstatedir=/var/nagios \
—-libexecdir=/opt/nagios/plugins \
—-with—-command—-group=nagioscmd

The script might take time to complete as it will try to guess the configuration of your
machine and verify how to build Nagios. If the configure script fails, the most probable
reason is that one or more prerequisites are missing. At this point, you will need to analyze
which test failed and install or configure additional packages. Most of the times, the output
is quite clear, and it is easy to understand what went wrong.

Assuming the configure command worked, we now need to build Nagios. The build
process uses the make command, similar to almost all Unix programs. The following
commands can be used to build or install Nagios:

Command Description
make all Compiles Nagios; this is the first thing you should be doing
make install Installs the main program, CGI, and HTML files

make install-commandmode |Installs and configures the external command file

make install-config Installs the sample Nagios configuration; this target should
only be used for fresh installations

make install-init Installs scripts to set up Nagios as a system service

First, we'll need to build every module within Nagios. To do this, simply run the following
command:

make all
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If an error occurs, it is probably due to some header files missing or a development package
not being installed. The following is a sample output from a successful Nagios build. It
finishes with a friendly message saying that compiling has completed successfully.

cd ./base && make
make[l]: Entering directory '/usr/src/nagios/base’

[...]

*** Compile finished **x*

[...]

khkkhkkkhkkkhkhkhkkhkhkhkkhkhkkhkhkhkhkhkhkkkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkhkhkhkhkkkhkkkk

Enjoy.

If an error occurs during the build, the information about it is also shown. For example, the
following is a sample output from the build:

[...]
In file included from checks.c:40:
../include/config.h:163:18: error: ssl.h: No such file or

directory

[...]

make[l]: *** [checks.o] Error 1
make[1l]: Leaving directory '/usr/src/nagios/base’
make: *** [all] Error 2

If this or a similar error occurs, please make sure that you have all the prerequisites
mentioned earlier installed. Also, please make sure that you have enough memory and
storage space during compilation as this might also cause unexpected crashes during

builds.

On Ubuntu systems, it is possible to look for development packages using the apt -cache
search command; for example, apt -cache search ssl will find all packages related to
OpenSSL. Development packages always have the ~dev suffix in their package name; in
this case, it would be the 1ibssl-dev package. Combined with the grep command to filter
only development packages, for SSL the command would be as follows:

apt—-cache search ssl | grep —-- —-dev

On RedHat Enterprise Linux, CentOS, and Fedora Core, it is possible to look for
development packages using the yumsearch command:

yum search ssl | grep —- —-devel
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Now, we need to install Nagios by running the following commands:

make install
make install-commandmode

For a fresh install, it is recommended that you also install sample configuration files that
will be used later for configuring Nagios:

make install-config

At this point, Nagios is installed. It is recommended that you keep all of your Nagios
sources as well as prepare dedicated scripts that install Nagios. This is just in case you
decide to enable/disable specific options and don't want to guess how exactly Nagios was
configured to build the last time it was installed.

The next step is to make sure that Nagios is working properly after being set up. To do this,
we can simply run Nagios with the sample configuration that was created by install-
config.

We should run it as a nagios user, since the process will be run as normally only as a
nagios user. We will use the su command to switch the user and run the Nagios binary
with the —v option, which validates the correctness of the configuration file:

# su -c '/opt/nagios/bin/nagios -v /etc/nagios/nagios.cfg'’
nagios
Nagios Core 4.1.1
Copyright (c) 2009-present Nagios Core Development Team and
Community Contributors
Copyright (c) 1999-2009 Ethan Galstad
Last Modified: 08-19-2015
License: GPL
Website: https://www.nagios.org
Reading configuration data...
Read main config file okay...
Read object config files okay...
Running pre-flight check on configuration data...
Checking objects...

Checked 8 services.
Checked 1 hosts.

Checked 1 host groups.
Checked 0 service groups.
Checked 1 contacts.
Checked 1 contact groups.

Checked 24 commands.

Checked 5 time periods.
Checked 0 host escalations.
Checked 0 service escalations.
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Checking for circular paths...
Checked 1 hosts
Checked 0 service dependencies
Checked 0 host dependencies
Checked 5 timeperiods
Checking global event handlers...
Checking obsessive compulsive processor commands. ..
Checking misc settings...
Total Warnings: O
Total Errors: 0
Things look okay — No serious problems were detected during the
pre—-£flight check

Compiling and installing Nagios plugins

In order to compile Nagios plugins manually, first change the working directory to the
directory where Nagios plugins source code is located. In our case, it is
/usr/src/nagios/nagios-plugins-2.1.1.

We'll configure Nagios plugin parameters for the directories we plan to install it by running
the configure script. Some of the options that the script accepts are described in the
following table:

Option Description

——prefix=<dir> Specifies the main directory in which all Nagios binaries
are installed; defaults to /usr/local/nagios

——sysconfdir=<dir> Specifies the directory where all Nagios configurations will
be stored; defaults to [PREFIX]/etc

--libexecdir=<dir> Specifies the directory where all Nagios plugins will be
installed; defaults to [PREFIX]/libexec

——localstatedir=<dir> Specifies the directory where all Nagios statuses and other
information will be kept; defaults to [PREFIX]/var

——enable-perl-modules Installs the Nagios: :Plugin package along with all
dependent packages

--with-nagios-user=<user> |Specifies the Unix user used by the Nagios daemon;
defaults to nagios

—-—with-nagios—-group=<grp> |Specifies the Unix group to use for the Nagios daemon;
defaults to nagios
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-—-with-pgsgl=<path> Specifies the path to PostgreSQL installation; required for
building PostgreSQL testing plugins

-—with-mysgl=<path> Specifies the path to the MySQL installation; required for
building MySQL testing plugins

-—with-openssl=<path> Specifies the path to the OpenSSL installation; can be
specified if OpenSSL is installed in a non-standard location
(such as /opt/nagios/openssl)

—-—with-perl=<path> Specifies the path to Perl installation; can be specified if
Perl is installed in a non-standard location (such as
/opt/nagios/perl)

The ——enable-perl-modules option enables installing additional Perl modules
(Nagios::Plugin and its dependencies) that aid in developing your own Nagios plugins
in Perl. It is useful to enable this option if you are familiar with Perl.

The ——with-pgsqgl and --with-mysql options allow us to specify locations for the
installations of the PostgreSQL and/or MySQL databases. It is used to create plugins for
monitoring PostgreSQL and/or MySQL. If not specified, the build process will look for the
development files for these databases in their default locations. Installing development files
for these databases is described in the Installing prerequisites section. For the directory
structure that was described earlier in this section, the following configure script should
be used:

sh configure \
—-—-prefix=/opt/nagios \
—--sysconfdir=/etc/nagios \
—-localstatedir=/var/nagios \
—--libexecdir=/opt/nagios/plugins

The script should run for some time and succeed, assuming that all prerequisites are
installed. If not, the script should indicate what the missing component is. The build process
also uses the make command similar to how Nagios is compiled. In this case, only all and
install targets will be used. Therefore, the next step is to run the make commands shown
here:

make all
make install
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If any of these steps fail, an investigation into what exactly has failed is needed, and if it is
due to a missing library or a development package, install these and try again. If all of the
preceding commands;succeeded, then you now have a fully installed Nagios and Nagios
plugins setup. Congratulations!

Setting up a web server

The final step is to add the Nagios configuration to the web server. For Debian and Ubuntu,
run the following commands to enable CGI and the basic authentication:

a2enmod cgi
a2enmod auth_basic

This will enable the required modules for Apache 2. For other distributions, the CGI and
authentication are enabled already, but these are not needed.

First, we need to determine where the configuration should be placed. The Apache
configuration directory should be either /etc/apache2 (which is the case for Debian and
Ubuntu) or /etc/httpd (for all rpm based distributions).

If the conf-available and conf-enabled sub-directories exist (that
is, /etc/apache2/conf-available is a directory), then our configuration file should be
placed as /etc/apache2/conf-available/nagios.conf.

If the conf . d directory exists inside the Apache configuration directory (that
is, /etc/httpd/conf.d), we can simply place the file as
/etc/apache2/conf.d/nagios.conf.

The contents of the file should be as follows:

ScriptAlias /nagios/cgi-bin /opt/nagios/sbin
Alias /nagios /opt/nagios/share

<Location "/nagios">

AuthName "Nagios Access"

AuthType Basic

AuthUserFile /etc/nagios/htpasswd.users
require valid-user

</Location>

<Directory "/opt/nagios/share">
AllowOverride None

Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
Require all granted

Order allow,deny

Allow from all
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</Directory>

<Directory "/opt/nagios/sbin">

AllowOverride None

Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
Require all granted

Order allow, deny

Allow from all

</Directory>

This will make alias to the /nagios URL that will serve the Nagios website. It will also add
the /nagios/cgi-bin URL prefix that will be used for CGI scripts. The additional options

also ensure that both directories can be accessed as many Linux distributions prevent access
to pages outside of the /var/www directory structure completely by default.

If the file was put in the conf-available directory (such as on Debian and Ubuntu Linux
distributions), we'll also need to explicitly enable the configuration by running the
following command:

a2enconf nagios

This will create a proper symbolic link and ensure that Apache reads the configuration file
on next restart.

Finally, we need to create the htpasswd.users file, which should contain the username
and hash of the password for the user that will be able to access the UI console.

The username should be nagiosadmin, and the password can be anything. The file can be
created by running the following command:

htpasswd -c /etc/nagios/htpasswd.users nagiosadmin

This will prompt for the password for the user. Using nagiosadmin as username is
described in more details in chapter 4, Using the Built-in Web interface.

After that we can restart the Apache web server. Restarting the web server itself varies by
Linux distributions, but it should be one of the following commands:

apachectl restart
service apache2 restart
service httpd restart
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We can now check that the web interface is available at http:// (ip—address) /nagios/,
where (ip-address) should be the actual IP address of the machine where Nagios was set
up. The page should look similar to the following image:

ﬂaglos" uagioso@
— Core’

Home
Decumentation

Current Status Nagi05® C()rewl
Tactical Overview Version 4,0,0
M.
o September 20, 2013
Services Check for updates
Host Groups
Summary
Grid .
Service Groups Get Started Don't Miss...
Summary ® Starit monitering your infrastructure * Improve your Nagios skillset with self-paced and instructor led training services.
Grid * Change the look and feel of Nagios * Monitor business processes with the new Magios BP| addon...
Problems * Extend Nagics with hundreds of * Try the new Magios V-Shell interface
Services (Unhandled) addons
Hosts (Unhan * Get support
Metwark Qutag * Get training
Quick Search * Get certified
Quick Links Latest News
Reports #® Nagios Library (tutorials and docs) * Next Generation Nagios Stars Wanted
Availability * Nagios Labs (development blog) * Nagios-users Malling List Moved To Support Forum
Trends * Nagios Exchange (plugins and addons) * Nagios-devel Malling List Moved To Support Forum
Alerts ® Nagios Support (tech support) * More news
History ® Nagios.com (company)
Summary * Nagios.org (project)
Histogram
Notifications
Event Log
System Copyright © 2010-2013 Nagios Core Development Team and Community Contributors. Copyright © 1999-2009 Ethan Galstad. See the THANKS file for more information on contributors.,
g::;‘i:‘els Magios Care is licensed under the GNU General Public License and is provided AS IS with NO WARRANTY OF ANY KIND, INCLUDING THE WARRANTY OF DESIGN,

MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE. Nagios, Nagios Core and the Nagios logo are trademarks, senvicemarks, registered trademarks or registered
Process Info servicemarks owned by Nagios Enterprises, LLC. Use of the Nagios marks is governed by the trademark use restrictions.

Performance Info
Scheduling Queue

Configuration
SOURCEFORGENET

Troubleshooting the web server

There might be cases where accessing the Nagios URL shows an error instead of the
welcome screen. If this happens it can be due to many things—web server not started,
Nagios-related configuration set up incorrectly, or incorrect permissions on directories.
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The first thing that we should check is whether Apache is working properly. We can
manually run the check_http plugin from Nagios. If the web server is up and running we
should see something similar to the following example:

# /opt/nagios/plugins/check_http -H 127.0.0.1
HTTP OK HTTP/1.1 200 OK - 296 bytes in 0.006 seconds

If Apache is not currently running, the plugin will report an error similar to the following
one:

# /opt/nagios/plugins/check_http -H 127.0.0.1
HTTP CRITICAL - Unable to open TCP socket

If it was stopped, start it by running one of the following commands, depending on the
Linux distribution:

apachectl restart
service apache2 restart
service httpd restart

The next step is to check whether the http://127.0.0.1/nagios/ URL is working
properly. We can also use the same plugin for this. The —u argument can specify the exact
link to access and -a allows specifying the username and password to authorize. It is
passed in the form of <username>:<password>.

# /opt/nagios/plugins/check_http -H 127.0.0.1 \
-u /nagios/ -a nagiosadmin:<yourpassword>
HTTP OK HTTP/1.1 200 OK - 979 bytes in 0.019 seconds

We can also check actual CGI scripts by passing a URL to one of the scripts:

# /opt/nagios/plugins/check_http -H 127.0.0.1 \
-u /nagios/cgi-bin/tac.cgi —-a nagiosadmin:<yourpassword>
HTTP OK HTTP/1.1 200 OK - 979 bytes in 0.019 seconds

If any of these checks returned any HTTP code other than 200, it means that this is the
problem.

[38]



Installing Nagios 4

If the code is 500, then it means that Apache is not correctly configured. In such cases, the
Apache error log contains useful information about any potential problem. On most
systems, including Ubuntu Linux, the filename is /var/log/apache2/error.log. An
example error log could be:

[error] [client 127.0.0.1] need AuthName:
/nagios/cgibin/tac.cgi

In this particular case, the problem is missing the Aut hName directive for CGI scripts.

Internal errors can usually be resolved by making sure that the Nagios-related Apache
configuration is correct. If you followed the installation steps from this and the previous
chapters, Apache configuration should be exactly the same as in the preceding examples.

If this does not help, it is worth checking other parts of the configuration, especially those
related to virtual hosts and CGI configuration. Commenting out parts of the configuration
can help to determine which parts of the configuration are causing problems.

Another possibility is that either check whether the /nagios/ or /nagios/cgi-
bin/tac.cgi URL returned code 404. This code means that the page was not found. In this
case, make sure that Apache is configured according to the previous steps.

Another option for troubleshooting the issue is to enable more verbose debugging to a
custom file. The following Apache 2 directives can be added to the nagios.conf
configuration file created earlier in the appropriate directories of either /etc/apache2 or
/etc/httpd:

LogFormat "%h %1 %$u "%r" %>s %b %{Host}e %f" debuglog
CustomlLog /var/log/apache2/access—-debug.log debuglog

The /var/log/apache2 path may also be different depending on the Linux distribution. It
is recommended that you check if that directory exists and change it appropriately or use
the /var/log directory.

The first entry defines the custom logging format that also logs exact paths to files. The
second one enables logging with this format to a dedicated file. An example entry in such a
log would be as follows:

127.0.0.1 - - "GET /nagios/ HTTP/1.1" 404 481 127.0.0.1
/var/www/nagios
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This log entry tells us that http://127.0.0.1/nagios/ was incorrectly expanded to the
/var/www/nagios directory. In this case, the Alias directive describing the /nagios/
prefix is missing. Making sure that the actual configuration matches the one provided in the
previous section will also resolve this issue.

Another error that you can get is 403, which indicates that Apache was unable to access
either CGI scripts in /opt /nagios/sbin or Nagios static pages in /opt /nagios/share. In
this case, you need to make sure that these directories are readable by the user that Apache
is running as.

It might also be related to directories above /opt/nagios or /opt. One of these might also
be inaccessible to the user that Apache is running as, which will also cause the same error to
occur.

If you run into any other problems, then it is best to start by making sure that the Nagios-
related configuration matches the examples from the previous section. It is also a good idea
to reduce number of enabled features and virtual hosts in your Apache configuration.

Running Nagios using virtualizations

Apart from running Nagios on a physical machine, it can also be run inside virtualizations,
like almost all other applications. This section is mainly intended for users already familiar
with different types of virtualization and willing to run Nagios in such an environment.

Nagios works well both using hardware virtualization such as provided by VMware,
Virtual Box, or Hyper-V applications as well as in Linux containers such as Docker.

Containers allow Nagios to run in a shared, single instance of the Linux kernel, which
allows better sharing of memory and other resources and is much easier to set up in
general—all that is needed is installing Docker, which will take care of provisioning
everything else.

Hardware virtualization has the benefit of not sharing the Linux kernel and having
dedicated resources such as configuring the amount of available RAM memory—so it is
possible to limit the resources that Nagios can use.
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Running Nagios inside containers

Containers are an operating system-level virtualization technology. It can be used to run
multiple isolated Linux systems on a single Linux machine.

Introduction to containers and Docker as the technology in particular can
be found at https://docs.docker.com/engine/.

The best way to work with Nagios inside Docker is to first create a Docker image using a
Dockerfile and then simply run one or more containers using the newly created image.

The Dockerfile's syntax is described in more details at https://docs.dock

er.com/engine/reference/builder/.

The basic Dockerfile to create a Nagios image is very trivial:

FROM ubuntu:14.04

RUN apt-get update && \
apt—-get -y install curl && \
curl

https://raw.github.com/learning-nagios/nagios—-install/master/install.sh |
sh

This will create an image based on Ubuntu version 14.04; install the curl package, then
download and run the install script.

To test it, create an empty directory, write the preceding text as a new file called
Dockerfile, and then run the following command inside that directory:

docker build --tag automated_nagios_image .

This will create an image using the preceding command.
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The next step is to create a script to start both Apache and Nagios. Create a file called
entrypoint.sh in the same directory as Dockerfile with the following contents:

#!/bin/sh
# capture stop signals from Docker
trap stop_all 1 2 3 4 5 6 15
stop_all() {
echo "Stopping services..."
/etc/init.d/nagios stop
apachectl stop

}

start_all() {
echo "Starting services..."
apachectl start
/etc/init.d/nagios start

}

# start services and wait indefinitely
start_all
sleep 10000d

This script will start Apache and Nagios and then terminate them once a terminate signal
(such as Ctrl-C) is received.

Then add the following lines to Dockerfile:

EXPOSE 80
ADD entrypoint.sh /entrypoint.sh
CMD ["sh", "/entrypoint.sh"]

The first line specifies that TCP port 80 (the port that is used by the http protocol) should be
exposed. The next line adds the newly created entrypoint . sh file to the image. Finally,
the last line specifies when the image is started; it should run the entrypoint. sh script.

Now let's rebuild the image:

docker build —-—-tag automated_nagios_image

As the next step, we can simply start it:

docker run -P automated_nagios_image
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This will start a new container using the newly created image. The -P flag specifies that the
exposed ports should be redirected. This will basically make the Apache available at a
random port on all IP addresses of the Docker host machine.

Port redirection in Docker is described in more details at https://docs.d

ocker.com/engine/reference/run/#expose-incoming-ports.

We can also force providing port 80 as any port on the docker host machine with the
following command:

docker run -p 8080:80 automated_nagios_image

This will export the Nagios web server as port 8080 on the local machine. This way it can be
accessed with: http:// (ip-address) :8080/nagios.

At this point, we can run one or multiple Docker containers based on the image that already
includes a precompiled version of Nagios and a web server, with a predefined password.

Installing Nagios inside virtual machines

Nagios can also be easily run as a separate virtual machine using hardware virtualizations
such as those provided by VMware, Virtual Box, or Hyper-V solutions.

Virtualization and its types are described in more details at https://en.w

ikipedia.org/wiki/Virtualization#Hardware_virtualization.

The process of setting up Nagios inside a virtual machine is very similar to setting it up
natively or inside a container. All that is needed is to run a Linux virtual machine. Using the
latest Ubuntu LTS, such as 16.04, is a safe choice for a distribution.

All that is needed is to set it up or download a ready to use image, such as from https://cl

oud-images.ubuntu.com/.

The next step is to ensure that the curl command is available:

apt—-get update ; apt—-get -y install curl
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Installing Nagios 4

Next, simply run the same script to download and run the automated setup script:

curl -sSL https://raw.github.com/learning-nagios/nagios-—
install/master/install.sh | sh

Please note that setting up Nagios requires the machine to be able to access the Internet for
downloading the required packages as well as the Nagios sources.

At this point, the compilation should succeed and the machine will have Apache and
Nagios already set up.

After this step, it is possible to clone or create a template of the machine to be able to start
new instances with Nagios already installed. The procedure for creating a clone or template
may vary depending on the virtualization technology that you are using.

Another option is to use the official Nagios virtual machines. They are available as a

commercial offering and can be purchased from the following link: https://www.nagios.o
rg/downloads/nagios—core/

It is also possible to use the Nagios XI virtual machine image, which can be downloaded
from the following link: https://www.nagios.com/downloads/nagios—-xi/

Summary

Our Nagios setup is now complete and ready to be configured! We have covered various
ways to get Nagios up and running—both from source code and using prebuilt binary
packages. In this chapter, you also learned how to run Nagios in virtualizations such as
containers and virtual machines.

If you have used the automated script for setting up Nagios, which we strongly
recommend, the key system paths to keep in mind are as follows :

e /opt/nagios: This is where Nagios binaries and HTML files were installed
e /opt/nagios/plugins: This is where Nagios plugins are installed

e /etc/nagios: All configuration files should be placed here

e /var/nagios: This is where Nagios will keep its local state

[44]
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Installing Nagios 4

If you have used a different method for setting up Nagios, such as using the prebuilt
packages, please keep in mind that these are the paths that are used throughout the rest of
this book and may need adjusting for your particular installation.

The next chapter will guide you through the Nagios configuration and help you set up a
basic monitoring configuration that will check various resource types.
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Configuring Nagios

The previous chapter described how to set up and configure Nagios. Now that our Nagios
system is up and running, we can move on to add hosts and services that should be
monitored.

In this chapter, we will cover the following points:

¢ Configuring Nagios

¢ Understanding macro definitions

¢ Configuring hosts and host groups

¢ Configuring services and service groups
¢ Configuring commands and time periods
¢ Configuring contacts and contact groups
¢ Verifying configuration

¢ Understanding notifications

¢ Templates and object inheritance

Configuring Nagios
In this chapter, you will learn about other ways in which the Nagios status can be checked
as well as how Nagios itself can be managed.

Nagios configuration is stored in a separate directory. Usually it's either in /etc/nagios or
/usr/local/etc/nagios. If you have followed the steps for manual installation, it will be
in the /etc/nagios directory.



Configuring Nagios

The default installation creates a sample host called localhost and a few services. We will
now create additional hosts and services, and create a more robust directory structure to

manage all of the objects.

The main Nagios configuration file is called nagios.cfg, and it's the main file that is

loaded during Nagios startup.

Its syntax is simple, a line beginning with # is a comment, and all lines in the form of
<parameter>=<value> set a value. In some cases, a value might be repeated (such as
specifying additional files/directories to read).

The following is a sample of the Nagios main configuration file:

# log file to use

log_file=/var/nagios/nagios.log
# object configuration directory
cfg_dir=/etc/nagios/objects

# storage information

resource_file=/etc/nagios/resource.cfg
status_file=/var/nagios/status.dat

status_update_interval=10

(...)

The main configuration file needs to define a log file to use and that has to be passed as the
first option in the file. It also configures various Nagios parameters that allow tuning its
behavior and performance. The following are some of the commonly used options:

Option Description

log_file Specifies the log file to use; defaults to
[localstatedir]/nagios.log

cfg_file Specifies the configuration file to read for object definitions;
might be specified multiple times

cfg_dir Specifies the configuration directory where all files in it

should be read for object definitions; might be specified
multiple times

resource_file

File that stores additional macro definitions;
[sysconfdir]/resource.cfg

temp_file Path to a temporary file that is used for temporary data;
defaults to [localstatedir]/nagios.tmp
lock_file Path to a file that is used for synchronization; defaults to

[localstatedir]/nagios.lock
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temp_path

Path to where Nagios can create temporary files; defaults to
/tmp

status_file

Path to a file that stores the current status of all hosts and
services; defaultsto [localstatedir]/status.dat

status_update_interval

Specifies how often (in seconds) the status file should be
updated; defaults to 10 (seconds)

nagios_user

User to run the daemon

nagios_group

Group to run the daemon

command_file

It specifies the path to the external command line that is
used by other processes to control the Nagios daemon;
defaults to [localstatedir]/rw/nagios.cmd

use_syslog

Whether Nagios should log messages to syslog as well as to
the Nagios log file; defaults to 1 (enabled)

state_retention_file

Path to a file that stores state information across
shutdowns; defaults to
[localstatedir]/retention.dat

retention_update_interval

How often (in seconds) the retention file should be
updated; defaults to 60 (seconds)

service_check_timeout

After how many seconds should a service check be
assumed that it has failed; defaults to 60 (seconds)

host_check_timeout

After how many seconds should a host check be assumed
that it has failed; defaults to 30 (seconds)

event_handler_timeout

After how many seconds should an event handler be
terminated; defaults to 30 (seconds)

notification_timeout

After how many seconds should a notification attempt be
assumed that it has failed; defaults to 30 (seconds)

enable_environment_macros

Whether Nagios should pass all macros to plugins as
environment variables; defaults to 1 (enabled)

interval_length

Specifies the number of seconds a “unit interval” is; this
defaults to 60, which means that an interval is one minute;
it is not recommended to change the option in any way, as
it might end up with undesirable behavior

[48]



Configuring Nagios

For a complete list of accepted parameters, refer to the Nagios documentation available at h

ttp://library.nagios.com/library/products/nagioscore/manuals/.

The Nagios resource_file option defines a file to store user variables. This file can be
used to store additional information that can be accessed in all object definitions. These
usually contain sensitive data as they can only be used in object definitions and it is not
possible to read their values from the web interface. This makes it possible to hide
passwords of various sensitive services from Nagios administrators without proper
privileges. There can be up to 256 macros, named $USER1$, SUSER2S ... $SUSER256%. The
$USER1$ macro defines the path to Nagios plugins and is commonly used in check
command definitions.

The cfg_file and cfg_dir options are used to specify files that should be read for object
definitions. The first option specifies a single file to read and the second one specifies the
directory to read all files with the . cfg extension in the directory and all child directories.
Each file may contain different types of objects. The next section describes each type of
definition that Nagios uses.

One of the first things that needs to be planned is how your Nagios configuration should be
stored. In order to create a configuration that will be maintainable as your IT infrastructure
changes, it is worth investing some time to plan out how you want your host definitions set
up and how that could be easily placed in a configuration file structure. Throughout this
book, various approaches to make your configuration maintainable are discussed. It's also
recommended to set up a small Nagios system to get a better understanding of the Nagios
configuration before proceeding to larger setups.

Sometimes, it is best to have the configuration grouped into directories by the locations in
which hosts and/or services are. In other cases, it might be best to keep the definitions of all
servers with a similar functionality in one directory.

A good directory layout makes it much easier to control the Nagios configuration; for
example, massively disable all objects related to a particular part of the IT infrastructure.
Even though it is recommended to use downtimes, it is sometimes useful to just remove all
entries from the Nagios configuration.

Throughout all the configuration examples in this book, we will use the directory structure.
A separate directory is used for each object type, and similar objects are grouped within a
single file. For example, all command definitions are to be stored in the commands/
subdirectory. All host definitions are stored in the hosts/<hostname>.cfg file.
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For Nagios to read the configuration from these directories, edit your main Nagios
configuration file (/etc/nagios/nagios.cfg), remove all the cfg_file and cfg_dir
entries, and add the following ones:

cfg_dir=/etc/nagios/commands
cfg_dir=/etc/nagios/timeperiods
cfg_dir=/etc/nagios/contacts
cfg_dir=/etc/nagios/contactgroups
cfg_dir=/etc/nagios/hosts
cfg_dir=/etc/nagios/hostgroups
cfg_dir=/etc/nagios/services
cfg_dir=/etc/nagios/servicegroups

The next step is to create the directories by executing the following commands:

rootQubuntu:~# cd /etc/nagios
rootQubuntu:/etc/nagios# mkdir commands timeperiods \ contacts
contactgroups hosts hostgroups services servicegroups

In order to use default Nagios plugins, copy the default Nagios command definition file
/etc/nagios/objects/commands.cfgto /etc/nagios/commands/default.cfg. Also,
make sure that the following options are set as follows in your nagios.cfg file:

check_external_commands=1
interval_length=60
accept_passive_service_checks=1
accept_passive_host_checks=1

If any of the options is set to a different value, change them and add them to the end of the
file if they are not currently present. After making such changes in the Nagios setup, you
can now move on to the next sections and prepare a working configuration for your Nagios
installation.

Understanding macro definitions

The ability to use macro definitions is one of the key features of Nagios. They offer a lot of
flexibility in object and command definitions. Nagios also provides custom macro
definitions, which give you greater possibility to use object templates for specifying
parameters common to a group of similar objects.
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All command definitions can use macros. Macro definitions allow parameters from other
objects, such as hosts, services, and contacts, to be referenced so that a command does not
need to have everything passed as an argument. Each macro invocation begins and ends
with a $ sign.

A typical example is a HOSTADDRESS macro, which references the address field from the
host object. All host definitions provide the value of the address parameter.

The following is a sample host and command definition:

define host{

host_name somemachine
address 10.0.0.1
check_command check-host-alive

}

define command({
command_name check-host-ssh
command_line SUSER1S$S/check_ssh —-H SHOSTADDRESSS
}

For this example, the following command will be invoked by Nagios to perform the check:

/opt/nagios/plugins/check_ssh -H 10.0.0.1

This check will validate whether it is possible to connect to the SSH service on the said
machine. This is a simple and effective way to check machines that have SSH service
present, as it is often blocked by any firewalls. Other ways to test connectivity for hosts and
services are described in more detail in chapter 6, Using the Nagios Plugins.

Both $USER1S$ and $SHOSTADDRESSS will be substituted appropriately. The USER1 macro
was also used and expanded as a path to the Nagios plugins directory. This is a macro
definition that references the data contained in a file that is passed as the resource_file
configuration directive.

Even though it is not required for the USER1 macro to point to the plugins directory, all
standard command definitions that come with Nagios use this macro, so it is not
recommended that you change it.
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Some of the macro definitions are listed in the following table:

Macro Description

HOSTNAME The short, unique name of the host; maps to the host_name directive
in the host object

HOSTADDRESS The IP or hostname of the host; maps to the address directive in the
host object

HOSTDISPLAYNAME  [Description of the host; maps to the alias directive in the host object

HOSTSTATE The current state of the host (one of UP, DOWN, UNREACHABLE)

HOSTGROUPNAMES Short names of all host groups a host belongs, separated by a comma

LASTHOSTCHECK The date and time of last check of the host, in Unix timestamp
(number of seconds since 1970-01-01)

LASTHOSTSTATE The last known state of the host (one of UP, DOWN, UNREACHABLE)

SERVICEDESC Description of the service; maps to the description directive in the
service object

SERVICESTATE The current state of the service (one of OK, WARNING,UNKNOWN,
CRITICAL)

SERVICEGROUPNAMES | Short names of all service groups a service belongs, separated by a

comma

CONTACTNAME Short, unique name of the contact; maps to the contact_name
directive in the contact object

CONTACTALIAS Description of the contact; maps to the alias directive in the contact
object

CONTACTEMAIL The e-mail address of the contact; maps to the email directive in the

contact object

CONTACTGROUPNAMES [ Short names of all contact groups a contact belongs to, separated by a
comma

This table is not complete and only covers commonly used macro definitions. A complete

list of available macros can be found in the Nagios documentation available at http://1ibr
ary.nagios.com/library/products/nagioscore/manuals/
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All macro definitions need to be prefixed and suffixed with a $ sign, for
example $SHOSTADDRESSS to refer to the HOSTADDRESS macro definition.

Another interesting functionality is on-demand macro definitions. These are macros that
allow the referencing of any other object and if found in a command definition, will be
parsed and substituted accordingly.

These macros accept one or more arguments inside the macro definition name, each passed
after a colon. This is mainly used to read specific values, not related to the current object. In
order to read the contact e-mail for the user jdoe, regardless of who the current contact
person is, the macro would be $CONTACTEMAIL: jdoe$, which means getting a
CONTACTEMAIL macro definition in the context of the jdoe contact.

Nagios also offers custom macro definitions. These work in a way that administrators can
define additional attributes in each type of an object, and that macro can then be used inside
a command.

This is used to store additional parameters related to an object; for example, you can store a
MAC address in a host definition and use it in certain types of host checks.

Simply start a directive inside an object with an underscore and write its name in
uppercase. It can then be referenced in one of the following ways, based on the object type it
is defined

S_HOST<variable>$ - for directives defined within a host object
$S_SERVICE<variable>$ - for directives defined within a service object
S_CONTACT<variable>$ - for directives defined within a contact object

This can be used for any type of command to refer to a custom attribute of an object such as
the following:

define host{

host_name somemachine
address 10.0.0.1

_MAC 12:12:12:12:12:12
check_command check-host-by-mac

}

This defines a MAC address for a host that can be used inside commands.
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A corresponding check command that uses this attribute inside a check is as follows:

define command{

command_name check-host-by-mac
command_line SUSER1S$/check_hostmac —-H $HOSTADDRESSS —-m
$_HOSTMACS

}

$_HOSTMACS will be replaced with an _MAC custom directive from the host the check is
running for.

It is also a good idea to prefix the custom variables with two underscores so that the actual
reference also includes an underscore as shown here:

define host{

host_name somemachine
address 10.0.0.1

__MAC 12:12:12:12:12:12
check_command check-host-by-mac

}

Then the MAC address can be referenced as $_HOST_MACS (rather than $_HOSTMACS from
the earlier example) and is more readable when reading the configuration files.

A majority of standard macro definitions are exported to check commands as environment
variables so that the plugins can access them as any other variable. Environment variable
names are the same as macros, but are prefixed with NAGIOS_; for example, HOSTADDRESS
is passed as the NAGIOS_HOSTADDRESS environment variable. For security reasons, the
$SUSERnS$ variables are also not passed to commands as environment variables. It is also not
possible to query on-demand or custom macro definitions.

Configuring hosts

Hosts are objects that describe machines that should be monitored—either physical
hardware or virtual machines. A host consists of a short name, a descriptive name, and an
IP address or host name.

Host definition also specifies when and how the system should be monitored, as well as
who will be contacted regarding any problem related to this host. It also describes how
often the host should be checked, how retrying the checks should be handled, and details
regarding how the notifications about problems should be sent out.
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A sample definition of a host is as follows:

define host{

host_name linuxbox01
hostgroups linuxservers
alias Linux Server 01
address 10.0.2.15
check_command check-host-alive
check_interval 10
retry_interval 1
max_check_attempts 5

check_period 24x7
contact_groups linux—admins
notification_interval 30
notification_period 24x7
notification_options d,u,r

}

The preceding example defines a Linux box that will use the check-host-alive command
to make sure it is up and running. The test will be performed every 10 minutes and after 5
failed tests it will assume that the host is down. If it is down, a notification will be sent out
every 30 minutes.

The following is a table of common directives that can be used to describe hosts, items in
bold are required when specifying a host:

Option

Description

host_name

The short, unique name of the host

alias The descriptive name of the host

address An IP address or a fully qualified domain name of the host;
it is recommended to use an IP address as all tests will fail if
DNS servers are down

parents The list of all parent hosts on which this host depends,
separated by a comma; this is usually one or more switch
and router to which this host is directly connected

hostgroups The list of all host groups this host should be a member of;

separated by a comma

check_command

The short name of the command that should be used to test
if the host is alive; if a command returns an OK state, the
host is assumed to be up; it is assumed to be down otherwise
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check_interval

Specifies how often a check should be performed; the value
is in minutes

retry_interval

Specifies how many minutes to wait before retesting if the
host is up

max_check_attempts

Specifies how many times a test needs to report that a host is
down before it is assumed to be down by Nagios

check_period Specifies the name of the time period that should be used to
determine time during which tests if the host is up should be
performed

contacts The list of all contacts that should receive notifications

related to host state changes sent; separated by a comma; at
least one contact or contact group needs to be specified for
each host

contact_groups

List of all contact groups that should receive notifications
related to host state changes sent; separated by a comma; at
least one contact or contact group needs to be specified for
each host

first_notification_delay

Specifies the number of minutes before the first notification
related to a host being down is sent out

notification_interval

Specifies the number of minutes before each next notification
related to a host being down is sent out

notification_period

Specifies time periods during which notifications related to
host states should be sent out

notification_options

Specifies which notification types for host states should
be sent, separated by a comma; should be one or more of
the following:

: the host DOWN state

u: the host UNREACHABLE state

r: host recovery (UP state)

f: the host starts and stops flapping

s: notify when scheduled downtime starts or ends

(o}
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For a complete list of accepted parameters, refer to the Nagios documentation available at:

http://library.nagios.com/library/products/nagioscore/manuals/

By default, Nagios assumes all host states to be UP. If the check_command option is not
specified for a host, then its state will always be set to UP. When the command to perform
host checks is specified, then scheduled checks will take place regularly and the host state
will be monitored using the check_interval value as the number of minutes between
checks.

Nagios uses a soft and hard state logic to handle host states. Therefore, if a host state has
changed from UP to DOWN since the last hard state, then Nagios assumes that the host is
in the soft DOWN state and performs retries of the test, waiting for the retry_interval
minutes between each test. Once the result is the same after the max_check_attempts
number of times, Nagios assumes that the DOWN state is a hard state. The same
mechanisms apply for DOWN to UP transitions. Notifications are also only sent if a host is
in a hard state. This means that a temporary failure that only occurred for a single test will
not cause a notification to be sent if max_check_attempts was set to a number higher than
1.

The host object parents directive is used to define the topology of the network. Usually,
this directive points to a switch, router, or any other device that is responsible for
forwarding network packets. The host is assumed to be unreachable if the parent host is
currently in the hard DOWN state. For example, if a router is down, then all machines
accessed via it are considered unreachable and no tests will be performed on these hosts.

If your network consists of servers connected via switches and routers to a different
network, then the router will be the parent for all servers in the local network and the router
would also be the switch. The parent of the router on the other side of the link would be the
local router.

The following diagram shows the actual network infrastructure and how Nagios hosts
should be configured in terms of parents for each element of the network:
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S

nagios 1 ftp server web server
o
switch 1

routerl
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router2

switch 2

mailserver databaseserver mailserver Databaseserver

Network topology Parent setup for Nagios server

In the preceding diagram, the actual network topology is shown on the left and parent hosts
setup for each of the machine is shown on the right. Each arrow represents mapping from a
host to a parent host.

There is no need to define a parent for hosts that are directly on the network with your
Nagios server. So, in this case, switch 1 should not have a parent host set.
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Some devices such as switches cannot be easily checked if they are down. However, it is still
a good idea to describe them as part of your topology. In that case, you might use
functionality such as scheduled downtime to keep track of when the device is going to be
offline or mark it as down manually. This helps in determining other problems because
Nagios will not scan any hosts that have the router somewhere along the path that is
currently scheduled for downtime. This way, you will not receive multiple notifications that
are reported due to the scheduled downtime.

Checks and notification periods specify the time periods during which checks for host state
and notifications are to be performed. These can be specified so that different hosts can be
monitored at different times.

It is also possible to set up where information that a host is down is kept, without notifying
anyone about it. This can be done by specifying notification_period that will tell
Nagios when a notification should be sent out. No notifications will be sent out outside this
time period.

A typical example is a server that is only required during business hours and has a daily
maintenance window between 10 P.M. and 4 A.M. You can set up Nagios so as not to
monitor host availability outside business hours, or you can make Nagios monitor it, but
without notifying that it is actually down. If monitoring is not done at all, then Nagios will
perform fewer operations during this period. In the second case, it is possible to gather
statistics on how much of the maintenance window is used, which can be used if changes to
the window need to be made.

Configuring host groups

Nagios offers the hostgroup objects that are a group of one or more machines. This allows
managing hosts or adding services to groups or hosts more efficiently.

A host might be a member of more than one host group. Usually, grouping is done by the
type of machines, the location they are in, or the role of the machine. Each host group has a
unique short name used to identify it, a descriptive name, and one or more hosts that are
members of this group.
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The following are the examples of host group definitions that define groups of hosts and a
group that combines both groups:

define hostgroup({

hostgroup_name linux-servers
alias Linux servers
members linuxbox01, linuxbox02

}

define hostgroup{

hostgroup_name aix-servers
alias AIX servers
members aixboxl, aixbox2

}

define hostgroup({

hostgroup_name unix-servers
alias UNIX servers servers
hostgroup_members linux-servers,aix-servers

}

The following table contains directives that can be used to describe host groups; items in
bold are required when specifying a host group:

Option Description

hostgroup_name The short, unique name of the host group

alias The descriptive name of the host group

members The list of all hosts that should be a member of this group; separated

by a comma

hostgroup_members | The list of all other host groups whose members should also be
members of this group; separated by a comma

Host groups can also be used when defining services or dependencies.

For example, it is possible to tell Nagios that all Linux servers should have their SSH
services monitored and all AIX servers should have telnet accepting connections.

It is also possible to define dependencies between hosts. They are, in a way, similar to the
parent-host relationship, but dependencies offer more complex configuration options.
Nagios will only issue host and service checks if all dependent hosts are currently up. More
details on dependencies can be found in chapter 7, Advanced Configuration.
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For the purpose of this book, we will define at least one host in our Nagios configuration
directory structure. To be able to monitor a local server that the Nagios installation is
running, we will need to add its definition into the /etc/nagios/hosts/localhost.cfg
file:

define host{

host_name localhost
alias Localhost
address 127.0.0.1
check_command check-host-alive
check_interval 5
retry_interval 1
max_check_attempts 5
check_period 24x7
contact_groups admins
notification_interval 60
notification_period 24x7
notification_options d,u,r

}

Although Nagios does not require a naming convention, it is a good practice to use the
hostname as the name of the file. To make sure that Nagios monitoring works, it is also a
good idea to set the address to a valid IP address of a local machine, such as 127.0.0.1,
as stated in the preceding code, or the IP address in your network if it is static.

If you are planning on monitoring other servers as well, you will want to add them—the
recommended approach is to define a single object definition in a single file.

Configuring services

Services are objects that describe a functionality that a particular host provides. This can be
virtually anything—network servers such as NFS or FTP, resources such as storage space,
or CPU load.
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A service is always tied to a host
which needs to be unique within

that it is running. It is also identified by its description,
a particular host. A service also defines when and how

Nagios should check if it is running properly and how to notify the people responsible for
this service. A short example of a web server that is defined on the 1ocalhost machine

created earlier is as follows:

define service({
host_name
service_description
check_command
check_interval
check_period
retry_interval
max_check_attempts
notification_interval
notification_period
notification_options
contact_groups

}

localhost
WWW
check_http
10

24x7

3

3

30

24x7
w,C,U,r
admins

This definition tells Nagios to monitor that the web server is working correctly every 10
minutes. The recommended file for this definition is
/etc/nagios/services/localhost-www.cfg. With services, a good approach is to use
<host>-<servicename> as the name of the file if a single host or host group is being set

up for monitoring.

The following table is about the common directives that can be used to describe a service;
items in bold are required when specifying a service:

Option

Description

host_name

The short name of the hosts on which the service is running;
when specifying multiple objects, the list names of hosts
should be separated by a comma

hostgroup_name

The short name of the host groups that the service is running
on; when specifying multiple objects, the list names of hosts
should be separated by a comma

service_description

The description of the service that is used to uniquely
identify services running on a host

servicegroups

The list of all service groups of which this service should be
a member; separated by a comma
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check_command

The short name of the command that should be used to test
if the service is running

check_interval

Specifies how often a check should be performed; the value
is in minutes

retry_interval

Specifies how many minutes to wait before retesting
whether the service is working

max_check_attempts

Specifies how many times a test needs to report that a
service is down before it is assumed to be down by Nagios

check_period Specifies the name of the time period that should be used to
determine the time during which tests should be performed
if the service is working

contacts The list of all contacts that should receive notifications

related to service state changes; separated by a comma; at
least one contact or contact group needs to be specified for
each service

contact_groups

The list of all contacts groups that should receive
notifications related to service state changes, separated by a
comma; at least one contact or contact group needs to be
specified for each service

first_notification_delay

Specifies the number of minutes before the first notification
related to a service state change sent out

notification_interval

Specifies the number of minutes before each next notification
related to a service not working correctly is sent out

notification_period

Specifies time periods during which notifications related to
service states should be sent out

notification_options

Specifies which notification types for service states should
be sent, separated by a comma; should be one or more of
the following:

: the service WARNING state

: the service UNKNOWN state

: the service CRITICAL state

: the service recovery (back to OK) state

: the host starts and stops flapping

: notify when the scheduled downtime starts or ends

n Hh B Q ¢ =
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For a complete list of accepted parameters, refer to the Nagios documentation available at h

ttp://library.nagios.com/library/products/nagioscore/manuals/.

Nagios requires that at least one service should be defined for every host and one service
for it to run. That is why we will now create a sample service in our configuration directory
structure. For this purpose, we'll monitor the SSH protocol.

In order to monitor whether the SSH server is running on the Nagios installation, we will
need to add its definition into the /etc/nagios/services/localhost-ssh.cfqg file:

define service{

host_name localhost
service_description ssh
check_command check_ssh
check_interval 5
retry_interval 1
max_check_attempts 3
check_period 24x7
contact_groups admins
notification_interval 60
notification_period 24x7
notification_options w,Cc,u,r

}

If you are planning on monitoring other services as well, you will want to add a definition
as well.

In many cases the same services (such as SSH) should be monitored on multiple hosts. It is
possible to define a service once and add it to multiple hosts or even specify host groups.
The items should be separated using a comma, as shown here:

define service{

hostgroup_name linux—-servers
host_name localhost,aix01
service_description SSH

(...)
}
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It is also possible to specify hosts for which checks will not be performed by prefixing the
host or host group with an exclamation mark (!), such as if a service is present on all hosts
in a group except for a specific box. To specify that SSH should be checked on an aix01
machine, all Linux servers except for 1inux01—the aix01 machine, a service definition
similar to the following has to be created:

define service{

hostgroup_name linux-servers
host_name '1inuxbox01,aix01
service_description SSH

(...)
}

Services may be configured to be dependent on one another, similar to hosts. In this case,
Nagios will only perform checks on a service if all dependent services are working
correctly. More details on dependencies can be found in chapter 7, Advanced Configuration.

Configuring service groups

Service objects can be grouped similar to hosts. This can be used to manage services more
conveniently. It also helps when checking service reports on the Nagios web interface.
Service groups are also used to configure dependencies in a more convenient way.

The following table describes attributes that can be used to define a group, items in bold are
required when specifying a service group:

Option Description

servicegroup_name The short, unique name of the service group

alias The descriptive name of the service group

members The list of all hosts and services that should be a member of this

group, separated by a comma

servicegroup_members | The list of all other service groups whose all members should also
be members of this group; separated by a comma
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The format of the members directive of service group object is one or more
<host>, <service> pair.

An example of a service group is shown here:

define servicegroup{

servicegroup_name databaseservices
alias All services related to databases
members linuxbox01,mysqgl, linuxbox01,

pgsqgl, aix01, db2
}

This service group consists of the mysqgl and pgsql services on a 1inuxbox01 host and db2
on the aix01 machine. It is uniquely identified by its name databaseservices.

It is possible to specify groups that a service should be member of inside the service
definition itself. To do this, add groups so that it will be a member of in the
servicegroups directive in the service definition. It is also possible to define an empty
service group and have the service definitions specify to which service groups they belong.
Observe the following example:

define servicegroup{
servicegroup_name databaseservices
alias All services related to databases

}

define service({

host_name linuxbox01
service_description mysql
check_command check_ssh
servicegroups databaseservices

}

In most cases, this approach is easier to maintain. Having a list of service groups that each
service is a member of inside its definition and a definition of the service group without
services explicitly listed makes it easier to manage, especially when creating services on
multiple hosts, such as by using host groups, as explained earlier in this chapter.
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Configuring commands

Command definitions describe how host/service checks should be done. They are also used
to specify how notifications about problems or event handlers should work.

Commands defined in Nagios tell how it can perform checks, such as what commands to
run to check if a database is working properly, how to check if SSH, SMTP, or FTP servers
are properly working, or if the DHCP server is assigning IP addresses correctly.

Commands are also used in notifications to let users know of issues, or try to recover a
problem automatically.

Nagios makes no distinction between commands provided by the Nagios plugins project
and custom commands either created by a third party or written by you. Since its interface
is very straightforward, it is very easy to create your own checks.

Chapter 13, Programming Nagios, talks about writing custom commands to
perform tasks such as monitoring custom protocols and communicating
with installed applications.

Commands are defined in a manner similar to other objects in Nagios. A command
definition has two parameters, namely, name and command line. The first parameter is a
name that is then used for defining checks and notifications. The second parameter is an
actual command that will be run along with all parameters.

Commands are used by hosts and services. They define what to run when making sure a
host or service is working properly. A check command is identified by its unique name.

When used with other object definitions, it can also have additional arguments and use
exclamation mark as a delimiter. Commands with parameters have the syntax as,
command_name['argl] ['arg2] [larg3][...].

A command name is often the same as the plugin that it runs, but it can be different. The
command line includes macro definitions (such as $H0STADDRESSS). Check commands also
use $SARG1S, SARG2S ... $ARG32$ macros if a check command for a host or service passed
additional arguments. The following is an example that defines a command to ping a host
to make sure that it is working properly; it does not use any arguments:

define command({
command_name check-host-alive
command_line SUSER1S$/check_ping -H $HOSTADDRESSS
-w 3000.0,80% -c 5000.0,100% -p 5
}
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A very short host definition that would use this check command could be similar to the one
shown here:

define host{

host_name somemachine
address 10.0.0.1
check_command check-host-alive

}

Such a check is usually done as part of the host checks. This allows Nagios to make sure
that a machine is working properly if it responds to ICMP requests. Commands allow to
pass arguments as this offers a more flexible way of defining checks. So, a definition
accepting parameters could be as follows:

define command({
command_name check—-host-alive-limits
command_line SUSER1S$/check_ping -H $HOSTADDRESSS
-w $ARG1S$ -c $ARG2S -p 5
}

The corresponding host definition is as follows:

define host{

host_name othermachine
address 10.0.0.2
check_command check-host-alive-1imits!3000.0,80%!5000.0,100%

}

The following is another example that sets up a check command for a previously defined
service:

define command{
command_name check_http
command_line SUSER1S$/check_http -H $HOSTADDRESSS
t

This check can be used when defining a service to be monitored by Nagios. Our Nagios
configuration includes the default Nagios plugin definitions that we have previously copied
into /etc/nagios/commands/default.cfgq.

Chapter 6, Using the Nagios Plugins, covers the standard Nagios plugins
along with sample command definitions.
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Configuring time periods

Time periods are definitions of dates and times during which an action should be
performed or specific people should be notified. These describe ranges of days and times
and can be reused across various operations. A time period definition consists of a name
that uniquely identifies it in Nagios as well as a description. It also contains one or more
days or dates along with time spans that define when a time period is valid.

A typical example of a time period would be working hours, which define that a valid time
to perform an action is from Monday to Friday during business hours. Another definition of
a time period can be weekends which mean Saturday and Sunday, all day long. The
following is a sample time period for working hours:

define timeperiod{
timeperiod_name workinghours

alias Working Hours, from Monday to Friday
monday 09:00-17:00
tuesday 09:00-17:00
wednesday 09:00-17:00
thursday 09:00-17:00
friday 09:00-17:00

}

This particular example tells Nagios that a valid time to perform an action is from every
Monday to Friday between 9 A.M. and 5 P.M. Each entry in a time period contains
information on the date or weekday. It also contains a range of hours. Nagios first checks if
the current date matches any of the dates specified. If it does, then it compares whether the
current time matches the time ranges specified for that particular date.

There are multiple ways that a date can be specified. Depending on what type of date it is,
one definition might take precedence over another. For example, a definition for December
24 is more important than a generic definition that on every weekday an action should be
performed between 9 A.M. and 5 P.M.

Possible date types are mentioned here:

¢ Calendar date: For example, 2015-11-01, which means November 1, 2015;
Nagios accepts dates in the YYYY-MM-DD format

e Date recurring every year: Such as July 4, which means 4th of July

e Specific day within a month: For example, day 14, which means the 14th day of
every month
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¢ Specific weekday along with offset in a month: For example, Monday 1
September, which means the first Monday in September; Monday -1 May
would mean the last Monday in May

¢ Specific weekday in all months: Such as Monday 1, which means every the first

Monday in a month

¢ Weekday: For example, Monday, which means all Mondays

It lists all the types in the order in which Nagios uses different date types. This means that a
date recurring every year will always be used prior to an entry describing what should be

done every Monday.

In order to be able to correctly configure all objects, we will now create some standard time
periods that will be used in the configuration. The following example periods will be used
in the remaining sections of this chapter, and it is recommended that you put them in the
/etc/nagios/timeperiods/default.cfqg file:

define timeperiod{
timeperiod_name
alias
monday
tuesday
wednesday
thursday
friday
}

define timeperiod{
timeperiod_name
alias
saturday
sunday

}

define timeperiod{
timeperiod_name
alias
monday
tuesday
wednesday
thursday
friday
saturday
sunday

}

workinghours
Working Hours, from Monday to Friday

09:
09:
09:
09:
09:

00-17:
00-17:
00-17:
00-17:
00-17:

weekends
Weekends

00:
00:

00-24:
00-24:

24x7

24

00:
00:
00:
00:
00:
00:
00:

hours

00-24:
00-24:
00-24:
00-24:
00-24:
00-24:
00-24:

00
00
00
00
00

all day long
00
00

a day 7 days a week
00
00
00
00
00
00
00
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The last time period is also used by the SsH service defined earlier. This way, monitoring
the SSH server will be done all the time.

It is also possible to define multiple periods of time by separating them with a comma, as
shown here:

define timeperiod{

timeperiod_name workinghours

alias Working Hours, excluding lunch break
monday 09:00-13:00,14:00-17:00

tuesday 09:00-13:00,14:00-17:00

wednesday 09:00-13:00,14:00-17:00

thursday 09:00-13:00,14:00-17:00

friday 09:00-13:00,14:00-17:00

}

It is also possible to have one time period excluded whenever another period is active, as
shown here:

define timeperiod{

timeperiod_name first-mondays

alias First Mondays of each month

monday 1 january 00:00-24:00

monday 1 february 00:00-24:00

monday 1 march 00:00-24:00

monday 1 april 00:00-24:00

monday 1 may 00:00-24:00

monday 1 june 00:00-24:00

monday 1 july 00:00-24:00

monday 1 august 00:00-24:00

monday 1 september 00:00-24:00

monday 1 october 00:00-24:00

monday 1 november 00:00-24:00

monday 1 december 00:00-24:00

define timeperiod{

timeperiod_name workinghours-without-first-monday

alias Working Hours, without first Monday of
each month

monday 09:00-17:00

tuesday 09:00-17:00

wednesday 09:00-17:00

thursday 09:00-17:00

friday 09:00-17:00

exclude first-mondays

}
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The second time period will include all working days except for the first Monday of each
month.

Configuring contacts

Contacts define people who can either be owners of specific machines or people who
should be contacted in case of problems. Depending on how your organization might
contact people in case of problems, a definition of a contact may vary a lot. A contact
consists of a unique name, a descriptive name, one or more e-mail addresses, and pager
numbers. Contact definitions can also contain additional data specific to how a person can
be contacted.

A basic contact definition is shown here, and specifies the unique contact name, an alias,
and the contact information. It also specifies event types that the person should receive and
time periods during which notifications should be sent:

define contact{

contact_name jdoe

alias John Doe

email john.doe@Ryourcompany.com
contactgroups admins, nagiosadmin
host_notification_period workinghours
service_notification_period workinghours
host_notification_options d,u,r
service_notification_options w,u,Cc,r
host_notification_commands notify-host-by-email

service_notification_commands notify-service-by-email

}

The contactgroups line defines that this user is a member of the admins group, which
we'll define later in this chapter. Contact groups work similar to host and service groups,
either a contact defines groups it belongs to or a contact group definition specifies users that
belong to this group.

We will now create a similar file in /etc/nagios/contacts, setting values for
contact_name, alias, and email based on your username, full name, and e-mail address.
The recommended name for the file is based on contact_name.
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The following table describes all available directives when defining a contact; items in bold

are required when specifying a contact:

Option

Description

contact_name

The short, unique name of the contact

alias The descriptive name of the contact; usually, this is
the full name of the person
contactgroups The list of all contact groups of which this user should

be a member, separated by a comma

host_notifications_enabled

This specifies whether this person should receive
notifications regarding host state

host_notification_period

This specifies the name of the time period that should
be used to determine the time during which a person
should receive notifications regarding the host state

host_notification_commands

Specifies one or more commands that should be used
to notify the person of a host state, separated by a
comma

host_notification_options

Specifies host states about which the user should be
notified, separated by a comma; should be one or
more of the following:

: the host DOWN state

: the host UNREACHABLE state

: the host recovery (UP state)

: the host starts and stops flapping

: notify when scheduled downtime starts or ends

: the person will not receive any service
notifications

S w B oo Q.

service_notifications_enabled

Specifies whether this person should receive
notifications regarding the service state

service_notification_period

Specifies the name of the time period that should be
used to determine the time during which a person
should receive notifications regarding the service
state

service_notification_commands

Specifies one or more commands that should be used
to notify the person of a service state; separated by a
comma
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service_notification_options |Specifies service states about which the user should
be notified, separated by a comma; should be one
or more of the following:

w: the service WARNING state

: the service UNKNOWN state

: the service CRITICAL state

: the service recovery (OK state)

: the service starts and stops flapping

: the person will not receive any service
notifications

S BQ C©

email Specifies the e-mail address of the contact

pager Specifies the pager number of the contact; it can also
be an e-mail to the pager gateway

addressl ... addressé6 Additional six addresses that can be specified for the
contact; these can be anything, based on how the
notification commands will use these fields

can_submit_commands Specifies whether the user is allowed to execute
commands from the Nagios web interface

retain_status_information Specifies whether the status-related information about
this person is retained across restarts

retain_nonstatus_information |Specifies whether the non-status information about
this person should be retained across restarts

For a complete list of accepted parameters, refer to the Nagios documentation available at h
ttp://library.nagios.com/library/products/nagioscore/manuals/

Contacts are also mapped to the users that log into the Nagios web interface. This means
that all operations done via the interface will be logged as that particular user, and that the
web interface will use the access granted to particular contact objects when evaluating if an
operation should be allowed. The contact_name field from a contact object maps to
usernames in the Nagios web interface.
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Configuring contact groups

Similar to other object types, contacts can also be grouped. Usually, grouping is used to
keep a list of which users are responsible for which tasks and maps to job responsibilities
for particular people. It also makes it possible to define people that should be responsible
for handling problems at specific time periods, and Nagios will automatically contact the
right people for a particular time a problem has occurred.

A sample definition of a contact group is as follows:

define contactgroup{

contactgroup_name linux—admins
alias Linux Administrators
members jdoe, asmith

}

This group is also used when defining the 1inuxbox01 and WWww service contacts. This
means that both the jdoe and asmith contacts will receive information on the status of this
host and service.

The following table is a complete list of directives that can be used to describe contact
groups, items in bold are required when specifying a contact group:

Option Description

contactgroup_name The short, unique name of the contact group

alias The descriptive name of the contact group

members The list of all contacts that should be a member of this group;

separated by a comma

contactgroup_members | The list of all other contact groups whose all members should also
be members of this group; separated by a comma

The members of a contact group can either be specified in the contact group definition or
using the contactgroups directive in a contact definition. It is also possible to combine
both the methods—some of the members can be specified in the contact group definition
and others can be specified in their contact object definition.
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Contacts are used to specify who will be contacted if a status changes for one or more hosts
or services. Nagios accepts both contacts and contact groups in their object definitions. This
allows to make either specific people or entire groups responsible for particular machines or
services.

It is also possible to specify different people or groups for handling host-related problems
and service related problems—for example, hardware administrators for handling host
problems and system administrators for handling service issues.

In order for our previously created user jdoe to work properly, we need to define the
admins and nagiosadmin groups in the /etc/nagios/contactgroups/admins.cfg file:

define contactgroup{
contactgroup_name admins
alias System administrators

}

define contactgroup{
contactgroup_name nagiosadmin
alias Nagios administrators

}

Verifying the configuration

At this point, our configuration file should be ready for use. We can now verify that all of
the configuration statements are correct and that Nagios would start correctly with our
configuration. We can do this by running the nagios command with the -v option.

The —v option will try to load the configuration and all of the objects into Nagios and
validate that they are defined properly. This is meant to detect any configuration errors or
other issues that would prevent Nagios from starting with the configuration file; this is
especially useful in order to test configuration before restarting Nagios, as restarting Nagios
with an invalid configuration will cause it to stop working in most cases.
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For example, the following is an output of checking a valid configuration file:

rootQubuntu:~# /opt/nagios/bin/nagios -v /etc/nagios/nagios.cfg
Nagios Core 4.1.1
Copyright (c) 2009-present Nagios Core Development Team and Community
Contributors
Copyright (c) 1999-2009 Ethan Galstad
Last Modified: 08-19-2015
License: GPL
Website: http://www.nagios.org
Reading configuration data...
Read main config file okay...
Read object config files okay...
Running pre-flight check on configuration data...
Checking services...
Checked 1 services.
Checking hosts...
Checked 1 hosts.
Checking host groups...
Checked 1 host groups.
Checking service groups...
Checked 1 service groups.
Checking contacts...
Checked 1 contacts.
Checking contact groups...
Checked 1 contact groups.
Checking commands. ..
Checked 24 commands.
Checking time periods...
Checked 3 time periods.
Checking for circular paths...
Checked 1 hosts
Checked 0 service dependencies
Checked 0 host dependencies
Checked 3 timeperiods
Checking global event handlers...
Checking obsessive compulsive processor commands...
Checking misc settings...
Total Warnings: O
Total Errors: 0
Things look okay - No serious problems were detected during the pre-
flight check

The preceding command indicates a correct configuration file.
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If there are errors, the message will indicate the problem, as shown in the following
command:

rootQubuntu:~# /opt/nagios/bin/nagios -v /etc/nagios/nagios.cfg
Nagios Core 4.1.1
Copyright (c) 2009-present Nagios Core Development Team and Community
Contributors
Copyright (c) 1999-2009 Ethan Galstad
Last Modified: 08-19-2015
License: GPL
Website: http://www.nagios.org
Reading configuration data...
Read main config file okay...
Error: Contactgroup 'admin' is not defined anywhere
Error: Could not add contactgroup 'admin' to service (config file
'/etc/nagios/services/localhost-www.cfg', starting on line 1)
Error processing object config files!
***> One or more problems was encountered while processing the config

files...
Check your configuration file(s) to ensure that they contain valid

directives and data defintions. If you are upgrading from a

previous
version of Nagios, you should be aware that some

variables/definitions
may have been removed or modified in this version. Make sure to

read
the HTML documentation regarding the config files, as well as the
'Whats New' section to find out what has changed.

The preceding example indicates that the contactgroup value admin is not valid for a
service defined in the /etc/nagios/services/localhost-www.cfqg file.

It is always recommended that you verify the Nagios configuration file
after making changes to ensure that it does not prevent Nagios from
functioning properly.

Even if the /etc/init.d/nagios script prevents restarting when the
configuration is incorrect, this would cause Nagios not to start after a
system restart.

Understanding notifications

Notifications are meant to let people know that something is either wrong or has returned
to the normal way of functioning. This is a very important functionality in Nagios, and
configuring notifications correctly might seem a bit tricky in the beginning.
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When and how notifications are sent out is configured as part of the contact configuration.
Each contact has configuration directives for when notifications can be sent out and how
they want to be contacted. Contacts also contain information about contact details, such as
telephone number, e-mail address, and Jabber/MSN address. Each host and service is
configured with when information about it should be sent and who should be contacted.
Nagios then combines all this information in order to notify people of changes in the status.

Notifications may be sent out in any of the following situations:

Host has changed its state to the DOWN or UNREACHABLE state; a notification is sent
out after the first_notification_delay number of minutes specified in the
corresponding host object

Host remains in the DOWN or UNREACHABLE state; a notification is sent out every
notification_interval number of minutes specified in the corresponding
host object

Host recovers to an UP state; a notification is sent out immediately and only once
Host starts or stops flapping; a notification is sent out immediately

Host remains flapping; a notification is sent out every notification_interval
number of minutes specified in the corresponding host object

Service has changed its state to the WARNING, CRITICAL, or UNKNOWN states; a
notification is sent out after the first_notification_delay number of
minutes specified in the corresponding service object

Service remains in the WARNING, CRITICAL, or UNKNOWN states; a notification is
sent out every notification_interval number of minutes specified in the
corresponding service object

Service recovers to an OK state; a notification is sent out immediately and only
once

Service starts or stops flapping; a notification is sent out immediately

Service remains flapping; a notification is sent out every
notification_interval number of minutes specified in the corresponding
service object

If one of these conditions occurs, Nagios starts evaluating whether information about it
should be sent out and to whom.

[791



Configuring Nagios

The first check is to compare the current date and time against the notification time period,
which is taken from the notification_timeperiod field from the current host or the
service definition. A notification will be sent out only if the time period includes the current
date and time.

Next, a list of users based on the contacts and contact_groups fields is created. Based
on all members of all groups and included groups, as well as all contacts directly bound
with the current host or service, a complete list of users is made.

Each of matched users is checked whether they should be notified about the current event.
In this case, each user's time period is also checked whether it includes the current date and
time. The host_notification_periodor service_notification_period directive is
used, depending on whether the notification is for the host or the service.

For host notifications, the host_notification_options directive for each contact is also
used to determine whether that particular person should be contacted; for example,
different users might be contacted about an unreachable host if the host is actually down.
For service notifications, the service_notification_options parameter is used to check
every user if they should be notified about this issue.

If all of these criteria have been met, then Nagios will send a notification to this user. It will
now use commands specified in the host_notification_commands and
service_notification_commands directives.

It is possible to specify multiple commands that will be used for notifications, so it is
possible to set up Nagios so that it sends both e-mail as well as a message on an instant
messaging or chat system such as XMPP or Slack.

Nagios also offers escalations that allow sending e-mails to other people when a problem
has not been resolved for too long. This can be used to propagate problems to the higher
management or teams that might be affected by unresolved problems. It is a very powerful
mechanism and is split between the host and service-based escalations. This functionality is
described in more detail in chapter 8, Notifications and Events.
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Using inheritance and templates

In order to allow flexible configuration of machines, Nagios offers a powerful inheritance
functionality. The main concept is that administrators can set up templates that define
common parameters and reuse them in actual host or service definitions. The mechanism
even offers the possibility to create templates that inherit parameters from other templates.

Templates are regular Nagios objects that have the register directive and set it to . This
means that they will not be registered as an actual host or service that needs to be
monitored. Objects that inherit parameters from a template or another host should have a
use directive pointing to the short name of the template object they are using.

When defining a template, its name is always specified using the name directive. This is
slightly different from how typical hosts and services are registered, as they require the
host_name and/or service_description parameters.

Inheritance can be used to define a template for basic host checks with basic parameters
such as IP address being defined for each particular host. The following code is an example

of this:

define host{
name
check_command
check_interval
retry_interval
max_check_attempts
check_period
notification_interval
notification_period
notification_options
register

}

define host{
use
host_name
alias
address
contact_groups

}
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It is possible to inherit from multiple templates. To do this, simply put multiple names in
the use directive, separated by a comma. This allows an object to use several templates that
define a part or all directives that it will use. If multiple templates specify the same
parameters, the value from the first template specifying it will be used. The following is an

example code:

define service{
name
check_interval
retry_interval
max_check_attempts
check_period
register

define service{
host_name
check_period
notification_interval
notification_period
notification_options
register

define service{
use
contact_groups
host_name
service_description
check_command

}

generic-service
10

2

3

24x7

workinghours—-service
workinghours

30

workinghours

w,C,u,r

0

workinghours—-service,generic— service
linux—admins

linuxbox01

SSH

check_ssh

In this case, values from both templates will be used. The value of workinghours will be
used for the check_period directive as it was first specified in the workinghours—
service template. Changing the order in the use directive to generic-
service,workinghours-service would cause the value of the check_period

parameter to be 24x7.
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Nagios also accepts creating multiple levels of templates. For example, you can set up a
generic service template and inherit it to create templates for various types of checks, such
as local services, resource-sensitive checks, and templates for passive-only checks.

Let's consider the following object and template structure:

define host{
host_name linuxserverl
use generic-linux,template-chicago

define host{

register 0
name generic-linux
use generic-server

define host{

register 0
name generic-server
use generic-host

define host{

register 0
name template-chicago
use contacts-chicago,misc-chicago
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The following diagram shows how Nagios will look for values for all directives:

— » Inheritance tree
/ — — — ¥ Evaluation order

When looking for parameters, Nagios will first look for the value in the 1inuxserverl
object definition. Next, it will use the following templates, in this order: generic-linux,
generic-server, generic-host, template—chicago, contacts-chicago, and misc-
chicago in the end.

It is also possible to set up host or service dependencies that will be inherited from a
template. In that case, the dependent hosts or services can't be templates themselves and
need to be registered as an object that will be monitored by the Nagios daemon.
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Summary

This chapter introduced all types of objects in Nagios. You can now configure the actual
hosts, services, contacts, and appropriate groups that match your infrastructure and
resources that should be monitored.

We have covered the following types of objects and configuration items:

e Main Nagios configuration file

Hosts and host groups

e Services and service groups
e Commands

e Time periods

¢ Contacts and contact groups

We have also covered how to validate the configuration and how the notification system
works.

Chapter 4, Using the Built-in Web interface will cover how to use the Nagios standard web
interface to view status of hosts and services. You will also learn how to schedule
downtimes of hosts and services, add comments as well as generate reports.
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The previous chapter described how to set up and configure Nagios. Now, that our system
is up and running, it will also send out notifications to people if something goes wrong.
What we need now is a way to be able to view the current and historical information about
the hosts and services that are failing. Nagios offers just that! It comes with a web interface
that can be used to view the status of all hosts and services, read logs, and generate reports.
Also, that's just a small part of its functionality.

Using any browser, you can access almost any information that Nagios keeps, namely
status, performance data, history, and logs. You can easily check if all your hosts and
services are working correctly with just a few clicks. The interface also offers the ability to
change parts of configuration on the fly.

Having the possibility to check the status of all hosts and services is a very valuable
functionality. Usually, a notification that something is wrong should just be a trigger to
investigate the problem. Being able to see the big picture via various views of the web
interface is very useful. You can use different detailed views and see both what is working
properly and which hosts and/or services are in the warning or critical states.
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In this chapter, we will cover the following items:

e Setting up and using the web interface

Managing hosts and services

Managing downtimes and adding comments

Viewing Nagios information and generating reports

Changing the look of the Nagios web interface

The Nagios web interface

Chapter 3, Configuring Nagios, described how to set up the Nagios web interface. In this
section, we will briefly describe its structure and how to use it.

The Nagios web interface is a part of the main Nagios sources and binary distributions.
Therefore, if you installed Nagios, you also have the web interface files. The only thing that
you need is a web server with CGI and PHP support, which in our case will be Apache 2
(refer to http://httpd.apache.org/ for more details).

The web interface uses Common Gateway Interface (CGI, a standard to generate dynamic
websites; refer to http://httpd.apache.org/docs/current /howto/cgi.html for more
details) to work as it is the most commonly offered way to run applications. It also allows a
flexible set up in terms of security as CGI binaries can be run as a different user than the one
web server is running as.

The web interface also uses additional files such as many static HTML pages, CSS style
sheets, and images. Starting with Nagios 4, PHP (PHP: Hypertext Preprocessor, a scripting
language for web development; refer to http://php.net/ for more details) is used to ease
configuring of the web interface HTML pages.

By default, all Nagios HTML and other static files that are used by the web interface are
copied into the share subdirectory of Nagios installation and all CGI binaries go into the
sbin subdirectory. Assuming that Nagios has been configured using the default directories
used in Chapter 2, Installing Nagios 4, they will be /opt /nagios/share and
/opt/nagios/sbin.
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If you installed Nagios from a binary distribution it might have configured the web server
so that it is accessible. In that case, the package management would have asked you for a
password to access the Nagios web interface. You should start by trying to access
http://127.0.0.1/nagios/ from the machine that has Nagios installed. It will prompt
you for a username and password. By default, the main Nagios administrator is called
nagiosadmin and the password will be the one you supplied during package installation.
For installation created using the automated script, the password is also nagiosadmin.

If you have followed all the steps mentioned in the previous chapter to install Nagios, then
you will be able to use the web interface.

Accessing the web interface

We can now access the Nagios web interface by navigating to the
http://127.0.0.1/nagios/ URL from that machine. It will prompt for a username
(nagiosadmin) and password configured at installation time. After a successful log in, you
will see a welcome screen similar to the following one:

Nagios' Nagios &

General core“'
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ng‘xi\lema(mn + Daemon running with PID 2304
Current Status

Tactical Overview L ® e

Map (Legacy) Naglols Core
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Check for updates
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Service Groups
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Grid & e uicK LInks =
Prfbr\le‘ms N : . ) agios WorldC...
— i « Start monitering your infrastructure = Nagios Library (tutorials and docs)
Services (Unhandisc) + Change the look and feel of Nagios + MNagios Labs (development blog)
Hosts (Unhandled) » Extend Nagios with hundreds of « Nagios Exchange (plugins and addons)
addons = Nagios Support (tech support)
Get support + Nagios.com (company)
Get training » Nagios.org (project) X R
« Gt cerified ooz 2014 -
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Availability Latest News Don't Miss...
pends lLegecy) « Nagios to attend and sponsor 14th + Improve your Nagios skillset with self-paced and live instructor-led training
History Annual SCaLE Conference in courses - Leamn More.
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Downtime

Process Info
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Using the web interface

The Nagios web interface always offers a menu on the left frame and the current
information is shown in the remaining area. You can easily access all views from the menu
on the left.

In case you want to replace the standard Nagios welcome screen with your own screen, all
that is needed to be done is to change the /opt /nagios/share/main.php file. As this
page is shown to everyone after they log in correctly, it can be used to provide the
administrators with some guidelines on how Nagios monitoring is used within your
company and what should be done in certain circumstances. It can also be used to define
links to commonly checked hosts or commonly accessed services.

It is also possible to extend the menu on the left, which is defined in the
/opt/nagios/share/side.php file. This way, quick links can be added to the menu
and/or unused functionality can be removed from: it.

Throughout the rest of this chapter, we will use the configuration that is different from the
one we created in the previous chapter. This will allow to show more functionality in
Nagios and its web interface. In the configuration used in this chapter, we have four hosts
(two Linux-based, one Windows-based, and one network access point running OpenWrt
software) with a total of 18 services being checked on those hosts, where two of these
services are failing.

Checking the tactical overview

Nagios offers a panel that shows an overall status of all hosts, services, and other features. It
can be accessed by clicking on the Tactical Overview link from the menu on the left. You
can easily assess the scale of problems, such as number of hosts and services failing,
flapping, and pending checks. It also shows how many hosts are unreachable due to other
hosts being down.

The following is an example screenshot of the Tactical Overview page. All 4 hosts are up
and running, 16 services are in the OK state, and 2 are Critical:
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Tactical Monitoring Overview
Last Updated: Thu Feb 25 17:06:43 GMT 2016
IL:P'-'_ﬂt:; E‘)EP{"E:D-‘lS‘IEFIOHdS ) Service Check Execution Time:
Nagio: ore™ 4.1.1 - www.nagios.org
LD;;Ed in as nagiosadmin ; : SETEE BIERALE R
Host Check Execution Time:
Host Check Latency:
# Active Host [ Service Checks: 4/18
# Passive Host | Service Checks: 0/0

Monitoring Performance

Network Outages Network Health

0 Qutages Host Health: :]
Service Health: :.

Hosts
0 Down 0 Unreachable 4Up 0 Pending
Services
2 Critical 0 Warning 0 Unknown 16 Ok 0 Pending
2 Unhandled
Problems

Monitoring Features

Flap Detection Notifications Event Handlers Active Checks Passive Checks
All Services 4 Services All Services All Services All Services

J Enabled / Disabled J Enabled / Enabled J Enabled
NDM All Hosts Enabled All Hosts Enabled All Hosts Enabled All Hosts Enabled
All Hosts Enabled
Mo Hosts E@

Tactical Overview presents the overall information on Nagios and monitoring. The page
informs about the host and service conditions. It shows how many hosts and services are in
which status. It also shows if any hosts and services have their checks, notifications, or
event handlers disabled.

Performance information is shown in the top right-hand corner. It shows details on checks
that have been performed. It also reports latency when performing checks and the time that
it takes to perform checks, on average. These values are pretty important since if there are
too many checks scheduled, then Nagios might not be able to perform some of them.
Usually, you should tweak your Nagios installation in cases where latency is getting larger
than a couple of seconds.

Below the performance information there is a status showing host and service health. It
contains bars showing the number of hosts and services that are in an OK state. If all
services are currently working properly then the bar spans to full width and is green. If
some hosts or services are not working then the color of the bar will change to yellow or red
accordingly.
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Tactical Overview can also be used to view hosts or services list filtered to specific criteria.
Clicking on any status count text in the Network Outages, Hosts, or Services section will
show a list of hosts or services with specified status; if we would click on the 16 Ok text in
the Services section, it will show a list of all services with the OK status.

Viewing the status map

Nagios can show a graphical map of host parent-child relations along with the statuses. It
can be accessed by clicking on the Map link in the menu on the left of the Nagios web
interface. This can be used to keep track of hosts along with their statuses. So, you can see
how a host being down causes other parts of your network to be unreachable.

The following is an example screenshot of a status page depicting our Nagios Process
monitoring all four hosts:

Magios Process

@ linuxmint

@ localhost

openwrt .
@ openw @ winserver

The status page can be shown in many ways. The preceding image shows a circular tree of
all hosts; it is also possible to show a top-down tree of all hosts.
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Managing hosts

Nagios offers several pages that can be used to view and modify host information. The
Nagios web interface offers a view of all defined hosts, their status, and basic information.
These can be used to determine the status of hosts. Host group-related views also show the
status for services bound to hosts. Host Information pages can also modify several
parameters related to the host configuration.

Checking status

Nagios offers a panel that shows all hosts along with their status. It can be accessed by
clicking on the Hosts link in the menu on the left.

The following is a screenshot reporting four hosts, all of which are currently up:

Current Network Status Host Status Totals Service Status Totals
bﬂsj ';'Pfﬂtﬁdi'gbU Feb -'-:51‘5153137' GMT 2018 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
pdated every 50 seconds
MNagios® Core™ 4.1.1 - www.nagics.org E“ 0 ” 0 ” 0 | |'|6 ” 0 ” o ” 2 ” o |
Logged in as nagiosadmin All Problems ANl Types All Problems ANl Types
[ o [+ | [ 2 | = |

“iew Service Status Detail For All Host Groups
tus Overview For All Host Groups

tus Summary For All Host Groups
Status Grid For All Host Groups

Host Status Details For All Host Groups

Limit Results: | 100 *

Host *# Status #%  LastCheck *# Duration ##  Status Information
linuemint g UpP 02-25-2016 16:57.36 Od Oh 24m 1s PING OK - Packet loss = 0%, RTA = 0.38 ms
localhost g UpP 02-25-2016 16:53:31 Od 20h 36m 4s PING OK - Packet loss = 0%, RTA = 0.03 ms
cpenwrt g P 02-25-2016 16:55:13 0d Oh 5m 318 PING OK - Packet loss = 0%, RTA =332 ms
winserver g P 02-25-2016 16:55:03 Od Oh 40m 34s PING OK - Packet loss = 0%, RTA = 0.26 ms

Resuits 1 - 4 of 4 Matching Hosts

The page in the preceding image shows a list of all hosts, their status, and basic information
such as when the host was last checked and when the status changed last. It also shows the
information text response from the check. The order of how the table is shown can be
changed by using the arrow buttons next to each column's header.
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Similar to the Tactical Overview page, the Totals at the top of the page can be used to filter
hosts or services to only the ones with a specific status. After clicking on any status type in
the Host Status Totals table, the list of hosts is filtered by the ones that currently have that
status. Clicking on any status type in Service Status Totals will show a list of services
filtered by the ones that currently have the specified status.

There is also a quick jump menu on the left that allows moving to a list of all services and
views related to the host groups.

Nagios also offers three views that show the status of all host groups. One such view is the
status grid, which shows host groups along with the hosts in them, and each service for that
host along with its status. It can be accessed by clicking on the Grid option under the Host
Groups link in the menu on the left.

The following is a screenshot of such a status grid view:

Current Network Status Host Status Totals Service Status Totals

bﬂsj Ltlpfated:'l;lau Feb 251710715-3- GMT 2016 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
poatsed every oU seconas

Magics® Core™ 4.1.1 - www.nagios.org 4 ” o ” o ” o | | 16 ” o ” 0 ” 2 ” 0 |

Legged in as nagiosadmin All Problems All Types All Problems All Types

Status Dietail For All Host Groups
il For All Host Groups
For All Host Groups

“iew Status Summary For All Host Groups

Status Grid For All Host Groups

Linux Servers (linux-servers)

Host Services Actions
linuxmint RN\ TS

localhost Current Load | [ Current Users |[ HTTP |[ PING | [ Root Partition Swap Usage | [ Total Processes Q\Bﬁ

Network Switches (switches)
Host Services Actions

openwrt Q\ B 5

Windows Servers (windows-servers)
Host Services Actions

winserver [ Blustooth Service | [ G Drive Space | [ GPU Load | [ Memory Usage | [ NSChente Verson | [ Upime ] '~ [=h £

Similar to the previous view, clicking on Host Status Totals or Service Status Totals will
cause Nagios to filter results according to the specified criteria. The page also contains a
quick jump menu on the left that can be used to change the currently selected view.
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Clicking on any host group description will show a list of all services on all hosts within
that group.

Clicking on a host group name, which is specified in brackets, will show a host group menu
that allows modifying attributes for all hosts or services related to that host group.

Clicking on a host name in any host or service-related view will cause Nagios to show
detailed information about the chosen host.

Viewing host information

Clicking on a host in any view of the web interface will take you to the Host Information
page. It contains details about the current host status, a list of comments, and a commands
panel that allows modifying the host configuration, scheduling checks, and sending custom
notifications.

The following is a screenshot of the Host (Windows machine) Information page:

Host Information Host
Last Updated: Thu Feb 25 17:05:05 GMT 2016 :

Updated every 90 seconds My Windows Server
Nagics® Core™ 4.1.1 - www.nagics.org [winserve[}
Logged in as nagiosadmin

status Detail For This Host Member of
w Alert History For This Host

.’T nd SFarThs Host windows-servers

For This Host
eport For This Host
For This Host 192.168.56.1
Host State Information Host Commands
Host Status: (for 0d Oh 51m 2s}) 4 Locate hoston map
Status Information: PING OK - Packetloss = 0%, RTA=020ms ¥ Disable active checks of this host
Performance Data: rta=0.201000ms;3000.000000;5000.000000;0.000000 ; i
Re-schedule the next check of this host
pl=0%:80;100:0 O T * )
Current Attempt: 1/10 {HARD state) ? Submit passive check result for this host
Last Check Time: 02-25-2016 17:05:03 ¥ Stop accepting passive checks for this host
Check Type: ACTIVE ¥ stop obsessing over this host

Check Latency / Duration: 0.000/3.999 seconds

Next Scheduled Active M Disable notifications for this host

Check: 02-25-20161710:07 Send custom host notification

Last State Change: 02-25-2016 16:18:03 @ Schedule downtime for this host

Last Notification: NIA (notification O) @ Schedule downtime for all services on this host
Is This Host Flapping? (0.00% state change) ¥ Disable notifications for all servicas on this host
ISR Ry «” Enable notifications for all services on this host

Last Update: 02-25-2016 17:08:57 (0d Oh Om 8s ago)

Active Checks: ENABLED
Passive Checks: | ENABLED

Schedule a check of all services on this host
¥ Disable checks of all services on this host
«” Enable checks of all services on this host

@

Obsessing: ENABLED
Notifications: ENABLED ¥ Disable event handler for this host
Event Handler: ENABLED ¥ Disable flap detection for this host

Flap Detection: ENABLED

Host Comments
(> Add a new comment Delete all comments

Entry Time Author Comment Comment|D Persistent Type Expires Actions
This host has no comments associated with it
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This page contains detailed information on the selected host. It shows the current status and
host checks that have been or will be performed. It also contains information on what
functionality is enabled or disabled for the specified host, whether the host is flapping along
with the flapping threshold value.

The menu on the right can be used to perform operations related to this host. It allows
toggling whether active checks should be performed, if Nagios should accept passive check
results or if it should detect flapping. You can also configure if Nagios should obsess over a
host or send notifications and events. It is also possible to view options or schedule checks
for all services bound to this host. You can also submit passive check results over the web
interface.

The Host Information page also allows reading and modifying all comments related to this
host. All current comments are listed under the Host Comments section. Clicking on a trash
icon under the Actions column will delete a comment. You can also delete all comments
and add a new comment bound to this host.

Managing services

Similar to the host-related information and operations, Nagios has similar panels for
working with services. It consists of several service and service group views along with
being able to view, detailed information on each service and modify its parameters.

Checking status

The Nagios web interface offers a view of all the defined services, their statuses, and basic
information. It can be accessed by clicking on the Services link in the menu on the left.

The following is a screenshot reporting 18 services where 2 are failing and the rest
are currently working correctly. We can quickly see that one of the Linux hosts has no SSH
access, and the free disk space on Windows machine is very low.
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Current Network Status

Last Updated: Thu Feb 25 17.09:47 GMT 2018
Updated every %0 secon
Nagics® Core™ 4.1.1 - www.nagics.crg
Logged in as nagiosadmin

Host Status Totals
Up Down Unreachable Pending
Bl o o]
Al Problems All Types

Service Status Totals
Ok Warning Unknown Critical Pending
[l o o [T o |
Al Problems All Types

[ [T

History For all hosts
Motifications For All Hosts
w Host Status Detail For All Hosts

Service Status Details For All Hosts

Limit Resutts:| 100 ¥
Host*%  Service *# status *% LastCheck ®%  Duration *% Attempt ##% Status Information

linucemint HTTP @ OK 02-25-2016 17:09:36 Od Oh 35m 118 1/4 HTTP OK: HTTP/.1 200 OK - 11783 bytes in 0.003 seccnd response time
PING oK 02-25-2016 17:04:36 0dOh 35m 115 1/4 PING OK - Packet loss = 0%, RTA =0.44 ms
SSH @ CRITICAL | 02-25-2016 17:07:36 0Od Oh 35m 115  4/4 connect to address 192.168.56.103 and port 22: Connection refused

localhost Current Load OK 02-25-2016 17:05:03 0Od 20h 47m 143 1/4 OK - load average: 0.14, 0.11, 0.14
Current Users OK 02-25-2016 17:05:41 Od 20h 46m 36s 1/4 USERS OK - 3 users currently logged in
HTTP @ Ok 02-25-2016 17:06:18 0Od 20h 45m 593 1/4 HTTP OK: HTTP/1.1 200 OK - 11783 bytes in 0.001 second response time
PING oK 02-25-2016 17:06:55 0Od 20h 45m 21s  1/4 PING OK - Packet loss = 0%, RTA =0.04 ms
Root Partition Ok 02-25-2016 17:07:332 0Od 20h 44m 445 1/4 DISK OK - free space: / 41795 MB (91% inode=53%):
SSH @ OK 02-25-2016 17:09:25 OdOh 40m22s 1/4 SSH OK - Open3SSH_8.6.1p1 Ubuntu-2ubuntu2.§ (protocol 2.0)
Swap Usage Ok 02-25-2016 17:08:48 0d 20h 43m 289z 1/4 SWAP OK - 100% free (2300 MB out of 2300 MB)
Total Processes oK 02-25-2016 17:09:26 0d 20h 42m 515  1/4 PROCS OK: 67 processes with STATE = RSZDT

opemwrt PING B 02-25-2016 17:06:56 Od Oh 14m21s 113 PING OK - Packet loss = D%, RTA =2.55 ms

Winserver Bluetooth Service Ok 02-25-2016 17:.07:07 OdOh 42m40s 1/3 btwdins: Started
C:\ Drive Space CRITICAL | 02-25-2016 17:05:03 OdOh4Tm22s 33 ¢: - total: 73.36 Gb - used: 71.50 Gb (97%) - free 1.86 Gb (3%)
CPU Load OK 02-25-2016 17:03:03 Od Oh 46m 445  1/3 CPU Load 27% (5 min average)
Memory Usage oK 02-25.2016 17:03:03 0d Oh 46m 44s 113 Tsenma;.r; 1”:;?%:;?24340 D= ] SE =TS
MNSClient++ X
\ersion OK 02-25-2016 17:03:03 DdOh 46m 44s 1/3 MSClient++ 0.4.4.15 2015-11-25
Uptime Ok 02-25-2016 17:03:03 OdOh 46m 44s  1/3 System Uptime - 2 day(s) 22 hour(s) 26 minute(s)

Results 1 - 18 of 18 Matching Services

The main part of the page is the table showing all services along with their statuses and
detailed information on the output from checks.

The default order by which the table is sorted is that all services are grouped by the host
they are configured for and they are sorted by service description. It is possible to sort the
table according to your needs by clicking on the arrows in any column in the header of the
table.

Above the table, there are total values for each host and service statuses. They can also be
used to filter the service table to show specific statuses or services for the host with a
specific status.

[96]



Using the Built-in Web Interface

The page also contains a quick menu that allows navigation to commonly used views. It
allows jumping to the history and notification log as well as navigating to a list of all hosts
along with their detailed statuses.

Clicking on any host will take you to a Host Information page for the selected object.
Similarly, clicking on any service will show the detailed information page for that object.

Another interesting view is a summary of all services specified for each service group. It can
be accessed by clicking on the Grid option under the Service Groups link from the menu on
the left.

In our configuration, we defined two service groups (Critical Services and Noncritical
Services) and added some of the services to them. Note that some services are not bound to
any of the groups. The following is a screenshot of the page:

Current Network Status Host Status Totals Service Status Totals

bﬁ-":f ';'Pfﬂt&diz'ﬁu Feb 25-17151149 GMT 2016 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
pdated every 50 setonds

Magics® Core™ 4.1.1 - www.nagios.org E“ 0 ” 0 ” 0 | | 0 ” 0 ” 2 ” 0 |

Logged in as nagiosadmin All Problems All Types All Problems All Types

‘iew Service Status Detail For All Service Groups II' II'

s Summary For All Service Groups
-

“iew Service Status Grid For All Service Groups

Service Overview For All Service Groups

Critical Services (critical) Mon-critical Services (noncritical)
Host Status Services Actions Host Status Services Actions
linuxmint  UP QB S winsener UP AE R

localhost  UP QR
cpenwrt  UP q gﬁ

It shows each service group along with the count of all services for each status. The page
contains the status summary for all services that are members of a specific service group. It
also shows the status summary for all hosts that have at least one service configured.

Clicking on any status summary column will show a list of all services in that group along
with detailed information. Clicking on a service group will show an overview of services
split into individual hosts.
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Viewing service information

Clicking on a service in any view of the web interface will take you to the Service
Information page. It contains details on the current service status, list of comments, and a
commands panel that allows modifying service configuration, scheduling checks, or
sending custom notifications.

Let's check the status of the HTTP service running on one of the Linux hosts. The service is
running correctly and is not added to any of the service groups, as shown here:

Service Information Service
Last Updated: Thu Feb 25 17:11:37 GMT 2016 HTTP
Updated every 50 seconds

MNagios® Core™ 4.1.1 - www.nagios.org On Host
Logged in as nagiosadmin localhost

Information For This Host (localhost)
5 Detail For This Host
rt History For This Service
Trends For This Senvic
rt Histogram For This
v Report For Thi
ions For This 5

Member of
No servicegroups.

127.0.01

Service State Information Service Commands
Current Status: (for Od 20h 47m 49s) ¥ Disable active checks of this service
Status Information: HTTP OK: HTTP/1.1 200 OK - 11783 bytes in 0.000 second response time @ Re-schedule the next check of this service
Performance Data: time=0.000402s;,;0.000000 size=117838;;:0 2 Submit passive check result for this service
CurrentAtten_'lpt: i IS x Stop accepting passive checks for this service
Last Check Time: 02-25-2016 17:11:18 - o s T
Check Type: ACTIVE x Stop obsessing over this service
Check Latency / Duration: 0.000/0.002 seconds «" Enable nofifications for this service
Next Scheduled Check:  02-25-2016 17:16:18 Send custom service notification
Last State Change: 02-24-2016 20:23:48 (© schedule downtime for this service
Last Notification: N/A (notification 0) . i . ;
Is This Service Flapping? {0.00% state change) X D?eable Szl hanc.llerforth.le service
In Scheduled Downtime? ¥ Disable flap detection for this service
Last Update: 02-25-2016 17:11:27 (0d Oh Om 10s ago)

Active Checks: | ENABLED
Passive Checks: | ENABLED
Obsessing: ENABLED
Notifications: ~ [[DISABLED |
Event Handler: ENABLED
Flap Detection: ENABLED

Service Comments
) Add a new comment ]H Delete all comments

Entry Time Author Comment CommentID Persistent Type Expires Actions
This service has no comments associated with it

The main table on the left shows detailed information on the service, namely the current
status, output from the check, and detailed information on the last and next planned checks.
The page also shows whether the service is flapping along with the flapping threshold and
when the last notification was sent out.

[98]



Using the Built-in Web Interface

The menu on the right allows modifying whether checks should be performed, notifications
and events should be done, and if Nagios should obsess over this service. There is also an
option to schedule when the next check is to be performed.

At the bottom, there is a Service Comments section containing a table that shows all
existing comments related to this service similar to the Host Information page. It is also
possible to add a comment and delete a single or all comments related to this service.

Managing downtimes

Nagios allows the use of the web interface to manage scheduled downtimes for hosts and
services. This includes listing, adding, and deleting downtimes for both hosts and services.

Checking downtimes statuses

The Nagios web interface lists of all the scheduled downtimes. This page can be accessed by
clicking on the Downtime link from the menu on the left. The following is a screenshot of
the page:

All Host and Service Scheduled Downtime
Last Updated: Thu Feb 17:16:12 GMT 2016

Updated every
Nagios® Core’
Logged in as n

nagios.org

[ Hest Downtime | Service Downtime ]

Scheduled Host Downtime

Schedule host downtime

ngﬁfe Entry Time Author Comment Start Time  End Time Type Duration IIIJ:)ownume ;I'[glgger Actions
o uer 02-26-2016 Nagios Needsfan 02-28-2016 02-28-2016 0d 2h Om I =
WINSENVEr 179408 Admin  replacement  17:12:39 131238 79 gg U Nna
Scheduled Service Downtime
© Schedule service downtime
Host . Entry Start . . Downtime Trigger ]
Name Service Time Author Comment Time End Time Type Duration D D Actions
CA 02-25- Repartitioning to  02-26- 02-26- _
winserver Drive 2016 Eg%‘fﬂs get moare disk 2016 2016 Fixed gs = NnA
Space 17:16:03 space available 17:00:00 19:00:00
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The page consists of two pages of all the scheduled downtimes, separately for hosts and
services. You can delete a downtime by clicking the trash icon on the right in the row that
describes this particular downtime entry.

Downtimes can be triggered by other downtimes. When a host downtime is scheduled,
Nagios automatically adds downtimes for all child hosts.

Scheduling downtimes

In order to schedule a downtime, open a Host Information or Service Information page
and use the Schedule downtime for this host or Schedule downtime for this service
option. It is also possible to use the Downtime page to schedule downtimes directly. In that
case, you will need to know the host name and service description of the service you want
to disable as Nagios will not fill these in automatically.

The following is a screenshot of scheduling downtime for the HTTP service:

External Command Interface
Last Updated: Thu Feb 25 17:17:08 GMT 2018
Nagios® Core™ 4.1 agios.org
Logged in as nagiosadmin

You are requesting to schedule downtime for a particular service

Command Options Command Description

Author (Your Name):

Comment:

Triggered By:

. llecalhost

HTTP
Nagios Admin
Required maintenance of web service

N/A v

This command is used to schedule downtime for a particular
senvice. During the specified downtime, Nagics will not send
notifications out about the service When the scheduled
downtime expires, Nagios will send out notifications for this
senvice as it normally would. Scheduled downtimes are
preserved across program shutdowns and restarts. Both the
start and end times should be specified in the following format:
mmiddiyyyy hh:mm:ss. If you select the fixed option, the
downtime will be in effect between the start and end times you
specify. If you do not select the fived option, Nagios will treat
this as "flexible” downtime. Flexible downtime starts when the

Start Time: |02-25-2016 17:17:08 senvice enters a non-OK state (sometime between the start
o . - v and end times you specified) and lasts as long as the duration
End Time: |02-25-2016 19:17:08 of time you enter. The duration fields do not apply for fived
Type: |Fixed v CEIIOTR
If Flexible, Duration: |2 Hours |0 Minutes
Commit || Reset

Please enter all required information before committing the command.

Required fields are marked in red
Failure to supply all required values will result in an error.
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The form consists of the host and service name, a comment, and an optional option list to
choose a downtime that triggered this host/service to also be down. When specifying time
during which the downtime should be scheduled, it is possible to enter Start Time and End
Time or use the Duration field. If you want to specify how long the offline will take, choose
Flexible in the Type field. Otherwise choose Fixed to specify the start and end time.

Scheduling downtime for a host is very similar; the only differences are that the Service
field is not available and the Child Hosts option list is added to specify how child hosts
should be handled.

Nagios can automatically schedule downtimes for child hosts. When scheduling a host
downtime, an additional option is present on whether child hosts should also be scheduled
for downtime and set to be triggered by this downtime.

Managing comments

Nagios allows putting one or more comments associated with a host or a service. These can
be anything from Third machine from the top on the left shelf to Reset button not working. Nagios
also adds comments automatically in several cases, for example, when an object is
scheduled for downtime a comment about it is placed.

Comments associated with a specific object are shown on the host and service detail
information pages. They can also be added and removed from these pages.

Nagios also offers a page that allows managing comments for all hosts and services, similar
to managing scheduled downtimes. It allows adding and deleting comments for all hosts.
You can also navigate to the host or service detailed information page by clicking on an
object name. The page can be accessed via the Comments link from the menu on the left.
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The following is a screenshot of the comments page:

All Host and Service Comments

Last Updated: Thu Feb 25 17:18:56 GMT 2018
Updated every 90 sec
Magics® Core
Logged in as nagit

[ Host Comments | Service Comments ]

Host Comments

9 Add a new host comment

Host Entry Comment . . .

Name Time Author Comment D Persistent Type Expires Actions
02-25- . This host has been scheduled for fixed downtime from 02-28-2016 _

winserver 2016 Na91%8 471539 to 02-28-2016 19:12:30. Nofifications for the host will not be sent 1 No oheduled yn @
17:14:.08 out during that time period.

Service Comments

o Add a new service comment

Host . Entry Comment . . .

Name Service Time Author Comment D Persistent Type Expires Actions
CA 02-25- Nagios This service has been scheduled for fixed downtime from 02-26- Scheduled _

winserver Drive 2016 Adg‘lin 2016 17:00:00 to 02-26-2016 19:00:00. Notifications for the 2 No Downtime MN/A @
Space 17:16:03 service will not be sent out during that time period.

Clicking on the trash icon next to any comment will delete it. Adding a comment can be
done by clicking on a host or service name and then doing so from the detailed information
page or by clicking above the table with comments. In the latter case, you will need to
specify the host name and service description in the add comment form.

Nagios information

The web interface allows us to check the Nagios daemon status along with general
information on features enabled and disabled. It also allows to check the performance
information related to Nagios. This can be used to make sure that your Nagios is not
overloaded with checks to perform as well as see how much time checks take and how
often they're performed.
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Viewing process information

The Nagios Process Information page shows generic information about the Nagios process.
It also allows performing several actions from the Process Commands panel. This page can
be accessed via the Process Info link from the menu on the left.

The following is a screenshot of the page:

Nagios Process Information

Last Updated: Thu Feb 25 17:19:34 GMT 2018

Updated every 0 seconds

Magioz® Core™ 4.1.1 - www.nagios.org

Logged in as nagiosadmin

Process Information Process Commands
Program Version: 411 [E Shutdown the Nagios process
Program Start Time: 02-25-2016 17:05:28 | @ Restartthe Nagios process
Total Running Time: 0d Oh 14m &s x Disable notifications
Last_ Lonjiielatston. 25 ¥ Stop executing service checks
Magios PID 10429 st . : ) hech
cce gojive sarvice checks

Notifications Enabled? YES X stopaccep [ PEEERIE G SE e
Service Checks Being Executed? YES X Stop executing host checks
Passive Service Checks Being Accepted? [ YES M Stop accepting passive host checks
Host Checks Being Executed? YES 3 Disable event handlers
Passive Host Checks Being Accepted? YES " Start obsessing over services
Event Handlers Enabled? Yes " Startobsessing over hosts
Obsessing Over Services? No % Disable flap detection
Obsessing Over Hosts? No sable Tlap detec
Flap Detection Enabled? Yes " Enable performance data
Performance Data Being Processed? Mo

The page contains information on the Nagios version, process ID, status, and log rotation. It
also shows whether checks, notifications, and many other functions are enabled.

The menu on the right also allows us to stop and restart the Nagios daemon. It also allows
us to enable and disable performing checks by sending notifications. Flap detection and
performance data processing can also be turned on or off from this page.

Checking performance information

The Program-Wide Performance Information page shows information about the
performance and load of the Nagios process. This page can be accessed via the Performance
Info link in the menu on the left.
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The following is a screenshot of the page:

Performance Information

Updated every 50 seconds
Magics® Core™ 4.1.1 - www.nagics.org
Logged in as nagicsadmin

Services Actively Checked:

Services Passively Checked:

Hosts Actively Checked:

Hosts Passively Checked:

Check Statistics:

Buffer Usage:

Last Updated: Thu Feb 25 17:20:08 GMT 2018

Program-Wide Performance Information

Time Frame Services Checked Metric Min. Max. Average
<=1 minute: 4 (22.2%) Check Execution Time: 0.00sec 4.01sec 0672 sec
<=5 minutes: 12 (66.7%) Check Latency: 0.00 sec 0.00 sec 0.000 sec
== 15 minutes: 18 (100.0%) Percent State Change: 0.00% 11.05% 2.93%
<=1 hour: 18 (100.0%)

Since program start: 18 (100.0%)

Time Frame Services Checked  Metric Min. Max. Average

<=1 minute: 0 (D.0%) Percent State Change: 0.00% 0.00% 0.00%

<=5 minutes: 0 (0.0%)

<= 15 minutes: 0 (0.0%)

<=1 hour: 0 (0.0%)

Since program start: 0 (0.0%)

Time Frame Hosts Checked Metric Min. Max. Average
<=1 minute: 0 (0.0%) Check Execution Time: 4.00sec 4.01sec 4.003 sec
<=5 minutes: 3 (75.0%) Check Latency: 0.00 sec 0.00 sec 0.000 sec
==15 minutes: 4 (100.0%) Percent State Change: 0.00% 480% 1.20%
<=1 hour: 4 (100.0%)

Since program start: 4 (100.0%)

Time Frame Hosts Checked Metric Min.  Max. Average

<=1 minute: 0 (0.0%) Percent State Change: 0.00% 0.00% 0.00%

<=5 minutes: 0 (0.0%)

<= 15 minutes: 0 (D.0%)

<=1 hour: 0 (0.0%)

Since program start: 0 (0.0%)

Type Last 1 Min Last5 Min Last 15 Min

Active Scheduled Host Checks 0 3 10

Active On-Demand Host Checks 1] 0 0

Parallel Host Checks 0 3 10

Serial Host Checks 0 0 0

Cached Host Checks 1] 0 0

Passive Host Checks 0 0 0

Active Scheduled Service Checks 3 14 42

Active On-Demand Service Checks 0 0 0

Cached Service Checks 0 0 0

Passive Service Checks o 0 0

External Commands 1] 1 2

Type

InUse Max Used Total Available

External Commands 0 0

0

The page contains information on the number of host and service checks performed within
various periods of time as well as the number of reports received from external
applications. It also contains a number of commands received from external applications;
this usually means the web interface.
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The page also contains information on average check execution times as well as latencies.
This information is useful to determine if the Nagios process is not overloaded. If the
average latency is above 60 seconds or is constantly growing then this means that Nagios is
not able to perform all of the checks. In such cases, it is a good idea to increase the check or
notification intervals so that the number of commands Nagios runs is lower.

Generating reports

One of the most important features of the web interface is the ability to create reports. Many
large companies need these reports to make decisions at higher management levels;
however, even smaller ones can benefit from it. The reporting functionality can also be used
to browse historical notifications and alerts and see complete logs from a specified period.

Nagios offers the following types of reports:

e Trend reporting for host or service: This shows state history changes for a single
object along with status information from performed checks

¢ Availability report for hosts or services: This shows reports on how much time
an object has spent in a particular status; it can report all objects or a single object;
it can also generate reports for host groups and service groups

¢ Alert histogram: This shows the number of alerts that have occurred over a
period of time for a particular host or service

In addition, Nagios can report a history of alerts, notifications, or all events. This can be
considered for reading Nagios logs in a more convenient way. It allows reading history
either for all hosts and/or services as well as for a specific object. The logs are also formatted
in a more readable way.

Generating most reports begins with choosing the report type, then the object type of the
host, host group, service, or service group. Then either all or a specific object is chosen for
which the report will be generated.

Next, a form for specifying the period for which a report should be generated along with
many additional options, which can be dependent on the type of report that should be
generated. Additionally, a time period can be specified so that the report only includes
specific time periods such as working hours.
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The following is a screenshot of a sample form for specifying parameters to a report, the
actual fields might vary depending on the type of report you want to generate:

Hostgroup Availability Report

Last Updated: Thu Feb 25 17:22:58 GMT 2016
MNagios® Core™ 4.1.1 - wWww.nagios.org
Logged in as nagiosadmin

Step 3: Select Report Options

Report Period: | | ast 7 Davs v
If Custom Repart Period. .
Start Date (Inclusive): | February ¥ |11 2016
End Date (Inclusive): | Febryary v |25 2016
Report time Period: MNone v

Assume Initial States: | Yes ¥
Assume State Retention: [Yes ¥
Assume States During Frogram Downtime: | Yes ¥
Include Soft States: |Mo  r
First Assumed Host State: | Unspecified v
First Assumed Service State: | Unspecified r

Backiracked Archives (To Scan For Initial States): |4

Create Availability Report!

After specifying the parameters to the form and submitting it, the web interface will
generate a report that matches your criteria. Some types of report also allow us to export the
information into the CSV format for further analysis. For trend history report, it is also
possible to zoom in or out in order to customize the period for which the report is
generated.
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The following is a screenshot of the availability report of all hosts. It shows how much time
all hosts have been up, down, or unreachable due to parent machines not being up:

Hostgroup Availability Report All Hostgroups First assumed hoststata:  First assumed service state
Last Updated: Thu Feb 2 GMT 2016

Nagios® Core™ 4.1.1 - v gios.org _ Unspecified v Unspecified v
Logged in as nagiosadmin I‘_ Report period: Backtracked archives:
02-18-2016 17:23:46 to 02-25-2016 17:23:46 | Last 7 Days v 4
Duration: 7d Oh Om 0=
Update

Hostgroup 'linux-servers' Host State Breakdowns:
Host % Time Up % Time Down % Time Unreachable % Time Undetermined

limeemint  0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
localhost  0.000% (0.000%) 0.000% (0.000%) 0.000% (D.0D0%) 100.000%
Average 0.000% (0.0D0%) 0.000% (0.000%) 0.000% (0.000%) 100.000%

Hostgroup 'switches' Host State Breakdowns:

Host % Time Up % Time Down % Time Unreachable % Time Undetermined
openwrt  0.304% (93.878%) 0.020% (5.122%) 0.000% (0.000%) 99.676%
Average 0.304% (93.878%) 0.020% (6.122%) 0.000% (0.D00%) O9.675%

Hostgroup 'windows-servers' Host State Breakdowns:

Host % Time Up % Time Down % Time Unreachable % Time Undetermined
winserver 0.000% (0.000%) 0.000% (0.000%) O0.000% (0.000%) 100.000%
Average  0.000% (0.000%) 0.000% (0.000%) O0.000% (0.000%) 100.000%

The report shows information for all hosts as a table along with the summary of overall
availability.

It is possible to change the parameters of a report after it has been first generated to modify
the reported period or information.

Changing the look of the Nagios web
interface

Although the main focus of the web interface is its functionality and not its look, there is a
possibility to change the way how it presents. The Nagios source code comes with two
themes—exfoliation and classical. So far, all of the screenshots in this chapter have been
prepared using the exfoliation theme, which is the default theme for Nagios since version
3.3.1.
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The classical theme was the default for all Nagios versions up to version 3.2.3. To install the
classical theme, we need to run the following command from the Nagios source code
directory:

make install-classicui

This will install the classical theme and overwrite the theme currently installed for the
Nagios web interface. After the command succeeds, the interface will look more familiar to
people who use or have used Nagios version 3.2.3 or older.

Depending on your preferences, you may choose to use the new default theme or use the
classical one. Apart from a different look and feel, there is no difference in the Nagios Ul
features or behaviors. The GUI has the exact menu on the left as the theme installed by
default, and all of the operations such as scheduling downtime, managing comments, and
generating reports are performed in same way.

The Tactical Monitoring Overview page looks significantly different than the one from the
exfoliation theme:

N a g io S“‘ Tactical Monitoring Overview Monitoring Performance

Last Updated: Fri Feb 26 18:45:06 UTC 2016 Service Check Execution Time: 0.00 / 0.03 / 0.007 sec
Updated every 90 seconds

Nagios® Core™ 4.1.1 - www.nagios.org Service Check Latency: 0.00 / 0.00 / 0.000 sec

Logged in as nagiosadmin Host Check Execution Time: 4.01 / 4.01 / 4.010 sec

o o tation Host Check Latency: 0.55/ 0.55 / 0.547 sec
# Active Host [/ Service 1/8

Current Status Checks:

% Tactical Overview # Passive Host / Service o/0
% Map ® (Legacy) Checks:
% Haosts

% Services

% Host Groups Network Network Health

Outages Host Health:
% Service Groups 0 Outages Service Health:
o Summary
o Grid
% problems
o Services (Unhandled) Hosts
o Hosts {Unhandled) .
o Network Outages 0 Down 0 Unreachable 0 Pending

Quick Search:

Services
0 Critical 0 Warning 0 Unknown 5 Pending

% Availability Monitoring Features
: L"’"ds ® (Legacy) Flap Detection Notifications Event Handlers _ Active Checks _Passive Checks
erts All Services Enabled All Services Enabled 3

i =
Hist
: SLsr:wr.\;rY No Services % Al Hosts Enabled All Hosts Enabled

i 'l e Flapping
o Histogram (Legacy)
@ Notifications All Hosts Enabled
% Event Log MNo Hosts Flapping

% Comments

% Downtime

% Process Info

% performance Info
® Scheduling Queue
® Configuration
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Also, the status pages for services and hosts look different than the ones shown before.

The following is a screenshot of the classic Ul theme showing the services status:

Host Status Totals
Up Down Unreachable Pending

Current Network Status
Last Updated: Fri Feb 26 18:46:55
UTC 2016

Updated every 90 seconds i L L L
Magios® Core™ 4.1.1 - bl
WWw.nagios.org e ATy,
Logged in as nagiosadmin o i

History For all hosts
Notifications For All Hosts
Host Status Detail For All Hosts

Current Status

% Tactical Overview

Service Status Details
For All Hosts

Limit Results: | 100 ¥

: localhost  Current Load  |OK 02-26-2016 18:43:15 0d 0Oh 3m 40s
o Services (Unhandled)
o Hosts {(Unhandled)

Current Users 0K 02-26-2016 18:43:53 0d 0h 3m 2s

o Network Outages
Quick Search:

HTTP oAk oK

02-26-2016 18:44:30 0d Oh 2m 25s

PING Ok 02-26-2016 18:45:08 0d Oh 1m 47s
% Availability
® Trends @ (Legacy)
% Alerts

o History

o Summary

o Histogram (Legacy)
% Notifications
% Event Log

Roat Partition

@@:- 02-26-2016 18:46:23 0d Oh Om 325

PENDING /A

WARNING 02-26-2016 18:46:45 0d 0h 1m 10s

W
uw
I

Swap Usage 0d Oh 4m 17s+
% Comments

% Downtime

% Process Info

® Performance Info
% Scheduling Queue
% Configuration

Total Processes PENDING MN/A 0d Oh 4m 17s+

Results 1 - 8 of 8 Matching Services

Service Status Totals

0Ok Warning Unk Critical Pendi
4 o [N NE
All Problems All Types
2 8

1/4

1/4

1/4

1/4

1/4

1/4

1/4

Host *# Service *+ Status *# Last Check *# Duration *# Attempt *# Status Information

OK - load average: 0.29,
0.89, 0.62
USERS OK - 0 users
currently logged in
HTTP OK: HTTP/1.1 200
K - 11783 bytes in
0.001 second response
time
PING OK - Packet loss =
0%, RTA = 0.11 ms
DISK WARNING - free
space: / 80990 MB (18%
inode=62%):
connect to address
127.0.0.1 and port 22:
Connection refused
Service check scheduled
for Fri Feb 26 18:47:00
UTC 2016
Service check scheduled
for Fri Feb 26 18:47:38
UTC 2016

In order to install the exfoliation theme again, all that is needed is to run the following

command from Nagios source code repository:

make install-exfoliation
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Using the Built-in Web Interface

This will restore the exfoliation theme that is installed by default with Nagios 4, and the
GUI will now look same as before installing the classical theme.

Here are also multiple additional themes available on Nagios Exchange at:
http://exchange.nagios.org/directory/Addons/Frontends—- (GUIs-an
d-CLIs) /Web-Interfaces/Themes-and-Skins

When choosing a theme, be sure to verify that it is compatible with your
version of Nagios.

One of the themes that work properly with Nagios 4 is the Arana theme. It is listed on

Nagios Exchange and available directly from SourceForge at
http://sourceforge.net/projects/arana-nagios/

While the following instructions were written and tested against the latest Nagios version
(4.1.1 at the time of writing), the steps should work for all Nagios versions. In case of any
problems, it is recommended that you check the installation guide for the theme for any
changes in the installation procedure.

1. The first thing we should do is to back up our Nagios web interface directory
/opt/nagios/share, when installing Nagios according to the steps documented
in Chapter 2, Installing Nagios 4

This can be done using the following command:

cp -pfR /opt/nagios/share /opt/nagios/share-backup

2. We need to download and unpack the theme. The link to download the theme
can be found both on Nagios Exchange and on the SourceForge arana-nagios
project. We'll need to download the archive and unpack it anywhere on the disk.

3. Next, copy the entire contents of the directory containing the unpacked Arana
theme archive to /opt/nagios/share.
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4. After this step, the theme should be properly installed and the Nagios page
should look similar to the following screenshot:
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Event Log
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For most themes, the installation should be the same—extract it and copy its contents to the
directory containing the Nagios web interface files.

Themes also usually come with readme or install text files that document the exact
installation process; when installing a theme for the first time, it is recommended that you
start by reading these files.

Not all Nagios themes and skins that were created for older versions of
Nagios will work with Nagios 4. An improved web interface uses PHP for
formatting of the templates while previous versions used static HTML
pages and this may cause issues with themes not taking this into account.

[111]



Using the Built-in Web Interface

Summary

The Nagios web interface is an easy and powerful tool for getting important information
from our monitoring software. It allows us to drill down from the top-level overview to the
detailed status of any host or service. We can access logs and generate reports, and thanks
to the fact that it is web-based, all of it is within reach from virtually any place in the world.
All that is required is a web browser and network connection toward our Nagios system.

You learned the following items:

e Checking the overall status with Tactical Overview
e Managing hosts and services

¢ Scheduling downtimes and adding comments

¢ Viewing Nagios information and generating reports

In this chapter, we used the built-in, available, and out-of-the-box Nagios Web interface.
The Nagios ecosystem is far richer than this, so the next chapter will introduce other
interfaces of various types (web, command line, and mobile) that are available for us to use.
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The previous chapter introduced the standard Nagios web interface and presented some
insights on how it can be used to view the status and manage Nagios.

As with many popular projects, apart from the standard “official” web interface, there are
many ways in which users can interact with Nagios—depending on their needs and
connectivity options.

In this chapter, you will learn about other ways the Nagios status can be checked as well as
how Nagios itself can be managed.

This chapter will cover the following items:

¢ Using third-party web interfaces
¢ Learning command line interfaces
¢ Using mobile applications to see the Nagios status

Introducing third-party web interfaces

In addition to the default web interface, Nagios can be managed using other web-based
interfaces. A wide choice of additional web interfaces can be found on Nagios Exchange at:

http://exchange.nagios.org/directory/Addons/Frontends— (GUIs—-and-CLIs)/Web-In
terfaces

Nagios Exchange, is a community website that lists various types of plugins and extensions
for Nagios. It contains additional tools, web interfaces as well as plugins to perform checks.
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In this section, we will cover some types of GUIs that can be used on top of
Nagios—including dashboards that show the overall status of all Nagios hosts and services,
visualization tools that show historical information gathered by Nagios as well as other web
interfaces that are meant to replace or complement the built-in one.

Using Nagios dashboards

Many of the GUISs available on Nagios Exchange are dashboards. These show statuses for
hosts, services, and errors. The dashboards are often supposed to be presented on a large
display, such as a TV, so that the IT department can easily monitor the status of the
infrastructure and identify problems that need to be fixed.

One example of a dashboard interface is called Nagios Dashboard. It is a small PHP script
that shows the statuses of hosts and services. The dashboard first shows all hosts and
services that have errors, such as with the Critical status.

The plugin can be found on Nagios Exchange
at: http://exchange.nagios.org/directory/Addons/Frontends—%28GUIs-and-CLI
s%29/Web-Interfaces/Nagios-Dashboard--2D-PHP/details

The entire interface is a single file. To install it, we simply need to unpack and copy the
nagios.php file to any location, such as to /opt /nagios/share.

Next, if Nagios was installed according to the steps documented in chapter 2, Installing
Nagios 4, then we need to change the path to the status.dat file to point to our location,
which is inside the /var/nagios/ directory. To do this, we need to edit the file and change
the third line to the following:

$file = fopen("/var/nagios/status.dat", "r") or exit ("Unable to open
file!"); //path to nagios file

We can then check the report by navigating to the appropriate URL; if the file was copied to
/opt/nagios/share, it will be available at http://localhost/nagios/nagios.php.
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- Down
Last Checked Host
2013-10-06 19:42:00 windows7
2013-10-06 19:42:05 windowsT
2013-10-06 19:42:10 windows7
2013-10-06 19:43:07 localhost
2013-10-06 19:41:55 localserver
2013-10-06 19:43:24 router
2013-10-06 19:39:33 router-upc
2013-10-06 19:42:01 lecalhost
2013-10-06 19:38:55 localhost
2013-10-06 19:40:30 lecalhost
2013-10-06 19:42:55 localhost
2013-10-06 19:36:33 localhost
2013-10-06 19:38:25 localserver
2013-10-06 19:43:50 localserver
2013-10-06 19:37:23 router
2013-10-06 19:41:50 router-upc

- Warning - UP/OK

Status Info

CRITICAL - Socket timeout after 10 seconds
PING CRITICAL - Packet loss = 100%

PING CRITICAL - Packet loss = 100%

PING OK - Packet loss = 0%, RTA = 0.12 ms
PING OK - Packet loss = 0%, RTA = 1.61 ms
PING OK - Packet loss = 0%, RTA = 2.34 ms

PING WARNING - Packet loss = 93%, RTA =
13.09 ms

APT OK: 0 packages available for upgrade
(0 critical updates).

DISK OK - free space: [/ 21253 MB (92%
inode=93%):
SMTP OK - 0.003 sec. response time

55H OK - Open55H 5.9p1 Debian-
Subuntul.l {protocol 2.0)

HTTP OK: HTTP/1.1 200 OK - 453 bytes in
0.001 second response time

SMTP OK - 5.009 sec. response time

55H OK - Open55H_5.3pl Debian-3ubuntu?
{protocol 2.0)

PING OK - Packet loss = 0%, RTA = 2.20 ms

PING OK - Packet loss = 0%, RTA = 12.45 ms PING

- Disabled

Service
CPU Load
PING
HOST PING
HOST PING
HOST PING
HOST PING

HOST PING
APT

Disk
SMTP
55H

wWwWwW
SMTP
55H
PING

There are many other dashboards for Nagios available at Nagios Exchange, such as Nagios
Dash, which is a project based on Nagios Dashboard and they are quite similar.

Installing alternative Nagios web interfaces

There are also projects offering a more complete web interface, meant to complement or
replace the Nagios web interface. A good example of such a project is Nagios V-Shell. It is a
web interface that provides most of the features of the original Nagios GUI.

It is created in PHP, is designed to be lightweight, and does not use frames, which makes it
more convenient to use on mobile devices. It is available for download on Nagios Exchange

at http://exchange.nagios.org/directory/Addons/Frontends—%28GUIs-and-CLIs%29/
Web-Interfaces/Nagios-V-2DShell/details
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The project is also available at GitHub from https://github.com/NagiosEnterprises/na
giosvshell/

It requires Apache and PHP, which we have already set up for the Nagios web interface. It
also requires APC, a caching mechanism for PHP. The php-c1i command is also required
to run the installation script for V-Shell.

To install the required dependencies, simply run the following command for Ubuntu:
# apt-get install php-apc php5-cli

Use the following command for RedHat/CentOS:
# yum install php-pecl-apc php-cli

The installation of V-Shell itself is very simple. After downloading and unpacking the
archive, we need to edit the config/vshell.conf and config/vshell_apache.conf
configuration files.

For Nagios installation, according to the steps documented in chapter 2, Installing Nagios 4,
the config/vshell.conf file should have the following values set for each of the
variables in the file:

STATUSFILE = "/var/nagios/status.dat"
OBJECTSFILE = "/var/nagios/objects.cache"
CGICFG = "/etc/nagios/cgi.cfg"

NAGCMD = "/var/nagios/rw/nagios.cmd"
NAGLOCK = "/var/nagios/nagios.lock"

We also need to change the location of the htpasswd.users file in
config/vshell_apache.conf. It should be as follows:

AuthUserFile /etc/nagios/htpasswd.users

For Debian and Ubuntu, we will also need to replace the /etc/apache2/conf.d path with
/etc/apache2/conf-available in the config.php file as well as
/etc/nagios3/htpasswd.users to /etc/nagios/htpasswd.users.

By default, the package will install itself to /usr/local/vshell. This can be changed by
editing the config.php and config/vshell_apache.conf files by replacing all
references to /usr/local/vshell with the installation directory such as
/opt/nagios/vshell.
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Using Additional Interfaces

For the config.php file, there are multiple references. In the
config/vshell_apache.conf file, change the first lines to:

Alias /vshell "/opt/nagios/vshell"

<Directory "/opt/nagios/vshell">
(...)

We can now install V-Shell by running the following command:
# php-cli install.php

This will run the installation script. It will automatically copy all the files and add the
Apache configuration file to the appropriate directory.

For Debian and Ubuntu, we'll also need to explicitly enable the vshell configuration file by
running:

# a2enconf vshell
After that, it is recommended that you restart Apache by running the following command:

# service apache2 restart

Now, V-Shell should be available at http://127.0.0.1/vshell/, as shown here:

NagioaV

SSSHELL Refresh Data

Tactical Monitoring Overview
Last Check: Sun Feb 28 19:38 08s
Nagios® Core™ 4.1.1 - www.nagios.org
Logged in as nagiosadmin

-Shell Forum

= Host Health: 100%
2Up 0 Down 0 Unreachable 0 Pending I:l
0 Problems 0 Unhandled 0 Acknowledged 2 Tatal
Sernvice Health: 75%
e N
6 Ok 1 Critical 1 Warning 0 Unknown 0 Pending
2 Problems 1 Unhandled 1 Acknowledged 8 Total

Monitoring Features

Flap Detection Motifications Event Handlers Active Checks Passive Checks
All Hosts Enabled
All Services Enabled All Hosts Enabled All Hosts Enabled All Hosts Enabled All Hosts Enabled
Mo Hosts Flapping 2 Services disabled All Services Enabled All Services Enabled All Services Enabled
Mo Servies Flapping
Search String | Filter
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The V-Shell interface is very similar to the Nagios web interface; the main differences are
that it does not use frames and the menu is shown on the top rather than on the left. The
menu is also a drop-down menu, and hovering over one of the menu items shows a list of
available elements.

V-Shell offers most of the views available in the standard web interface for Nagios, such as
showing host details and all of the information related to host management.

—
Nagios V  co
S=— SsSSHFELL efres ta
| Tactical Overview fosts Services_Hostgroups_Servicegroups_Configurations_System Commands Reports
Hosts
4 Up 1 Downo 0 Unreachable 0 Pending
1 Problems 1 Unhandled 0 Acknowledged 5 Total
100w | setLimit None = | Filter|
Status Duration Attempt Last Check Status Information
] up 37d-6h-14m-35s 1/5 Oct 06 20:23:38s 2013 PING OK - Packet loss = 0%, RTA = 0.10 ms
| Up 32d-22h-45m-45s 1/5 Oct 06 20:27:31s 2013 PING OK - Packet loss = 0%, RTA = 1.78 ms
up 3h-53m-0s 1/5 Oct 06 20:23:56s 2013 PING OK - Packet loss = 0%, RTA = 2.77 ms
| Up 32d-22h-20m-7s 1/5 Oct 06 20:26:11s 2013 PING OK - Packet loss = 0%, RTA = 12.29 ms
DOWN 47m-47s 1/5 Oct 06 20:25:10s 2013 PING CRITICAL - Packet loss = 100%

Similarly, the Services views also strongly resemble the original Nagios web interface.

Services
9 Ok 2 Critical 0 Warning 0 Unknown 0 Pending
2 Problems 2 Unhandled 0 Acknowledged 11 Total
100 | setLimit None i [ Fiter
Host Name Status Duration Attempt Last Check Status Information
localhost P 1 0K 32d-22h-41m-57s 1/3 Oct 06 20:22:00s 2013 APT OK: 0 packages available for upgrade (0 critical updates).
oK 3h-50m-16s 1/3 Oct 06 20:18:55s 2013 DISK OK - free space: / 21238 MB (92% inode=93%):
== oK 32d-22h-41m-37s 1/3 Oct 06 20:20:30s 2013 SMTP OK - 0.006 sec. response time
s 0K 32d-22h-42m-13s 1/3 Oct 06 20:22:55s 2013 S5H OK - OpenSSH_5.9p1 Debian-5ubuntul.l (pretocol 2.0)
= oK 344-5h-21m-44s 173 Oct 06 20:26:335 2013 HTTP OK: HTTP/1.1 200 OK - 45:1:)0&5 in 0.003 second response
localserver (&)= =] oK 32d-22h-45m-59s 1/3 Oct 06 20:18:255 2013 SMTP OK - 5.008 sec. response time
oK 32d-22h-40m-59s5 1/3 Oct 06 20:23:50s 2013 S5H OK - Opens5SH_5.3pl Debian-3ubuntu? (protocol 2.0)
router I oK 3h-51m-48s 1/3 Oct 06 20:27:23s 2013 PING OK - Packet loss = 0%, RTA = 2.69 ms
router-upc 0K 31d-9h-42m-28s 1/3 Oct 06 20:21:50s 2013 PING OK - Packet loss = 0%, RTA = 12.63 ms
windows7 - CRITICAL 50m-11s 3/3 Oct 06 20:25:00s 2013 CRITICAL - Socket timeout after 10 seconds
CRITICAL 50m-65 3/3 Oct 06 20:25:05s 2013 PING CRITICAL - Packet loss = 100%
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Nagios V-Shell provides views for most of the options available in the standard web
interface. It also uses JavaScript for many operations, which makes it faster than the
standard web interface. This is especially important for mobile devices that often have
slower network connectivity.

Viewing performance data with nagiosgraph

Nagiosgraph is a very popular open source project that integrates with Nagios and
generates graph data for all monitored hosts and services. The tool integrates with Nagios
to store the history of the performance data and provides RRDtool-based graphs for
visualizing the data. The project is written in Perl and can be found at:

http://nagiosgraph.sourceforge.net

Nagiosgraph works with any plugin that returns output including the performance data-
this includes all of the standard Nagios plugins and many of the plugins available online. It
also does not require any changes to the configuration of the objects themselves, and only
small changes in the Nagios configuration are required.

To install Nagiosgraph we first need to install prerequisites, such as Perl, RRDtool, and Perl
libraries for GD and RRD libraries. RRDtool is an open source data logging and graphing
tool that is commonly used for creating graphs of time series data; more details can be
found at:

http://www.rrdtool.org/

For Debian/Ubuntu distributions the command to install all the prerequisites is:

# apt—get -y install rrdtool perl libgd-perl librrds-perl

For RedHat/CentOS the command is:

# yum -y install rrdtool perl perl-GD perl-Digest-MD5 rrdtool-perl perl-CGI

Next, we'll need to download the tarball with Nagiosgraph sources from https://sourcef
orge.net/projects/nagiosgraph/files/ and unpack it using the following command:

# curl -sSL
https://sourceforge.net/projects/nagiosgraph/files/latest/download | tar -
XZV
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Next, we'll need to go to the Nagiosgraph source directory and run the installer script. The
following is an example for installing Nagiosgraph version 1.5.2 (the latest version at the
time of writing this book):

# cd nagiosgraph-1.5.2
# perl install.pl

The installation will check for prerequisites, locate Nagios, and perform the installation. The
installation script will work out-of-the-box for the Nagios installation and is performed
according to instructions in chapter 2, Installing Nagios 4.

Next, we'll need to add additional configuration options, such as a new command to send
data to Nagiosgraph and additional options for Nagios to pass the data.

First, let's create the /etc/nagios/nagiosgraph.cfg file with the following contents:

define command {
command_name process—-service-perfdata-for-nagiosgraph
command_line /usr/local/nagiosgraph/bin/insert.pl

}
This will create a command to pass data to Nagiosgraph.

The path in command_1ine should point to the bin/insert.pl script inside the directory
where Nagiosgraph was installed-/usr/local/nagiosgraph-the default installation path.

Next let's add the following to the Nagios main configuration file-
/etc/nagios/nagios.cfg

cfg_file=/etc/nagios/nagiosgraph.cfg

process_performance_data=1

service_perfdata_file=/tmp/perfdata.log
service_perfdata_file_template=$SLASTSERVICECHECKS | |$HOSTNAMES | | $SERVICEDESC
S| | SSERVICEOUTPUTS | | SSERVICEPERFDATAS

service_perfdata_file_mode=a

service_perfdata_file_processing_interval=30
service_perfdata_file_processing_command=process-service-perfdata-for-
nagiosgraph

The first line includes the newly created /etc/nagios/nagiosgraph.cfg file. The next
options enable the processing of the performance data by Nagios and specify how to pass
the information. This is the format that Nagiosgraph expects and is command defined in
Nagios configuration that instructs Nagiosgraph to process the data.
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After that, we should restart Nagios using one of the following commands:

service nagios restart
/etc/init.d/nagios restart

From now on, Nagios will pass the data to Nagiosgraph and periodically run the
insert.pl script that stores the performance data.

Finally, we need to add the Apache 2 configuration to the alias /nagiosgraph URL prefix.
This should be added to the same file where the Nagios Apache 2 configuration is stored,
which can be /etc/apache2/conf-available/nagios.conf or
/etc/httpd/conf.d/nagios.conf depending on the Linux distribution. The content to
add is as follows:

# enable nagiosgraph CGI scripts
ScriptAlias /nagiosgraph/cgi-bin "/usr/local/nagiosgraph/cgi"
<Directory "/usr/local/nagiosgraph/cgi">
Options ExecCGI
AllowOverride None
Require all granted
</Directory>
# enable nagiosgraph CSS and JavaScript
Alias /nagiosgraph "/usr/local/nagiosgraph/share"
<Directory "/usr/local/nagiosgraph/share">
Options None
AllowOverride None
Require all granted
</Directory>

The /usr/local/nagiosgraph path should be changed if a nondefault installation
directory was used.

Now, we need to restart Apache. Depending on the Linux distribution one of the following
commands will restart Apache:

apachectl restart
service apache2 restart
service httpd restart

Now, Nagiosgraph should be available from
http:// (ip-address) /nagiosgraph/cgi-bin/show.cgi, where (ip-address)
should be the IP address of the Nagios server.
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We can now visit the page. It will provide us with a selector for host and service in the top-
right corner and when host and service is selected, it will show the performance data
graphs for the last day, week, month, and year.

The following is an example for a system load graph:

Nagiosgraph Host: localhost |« |Ser\rloe: Current Load |~ Update Graphs | 1

Data for host localhost, service Current Load as of 08:38:51 22 Feb 2016 UTC

— |Day £ 23:38 20 Feb - 08:38 22 Feb
10 f
g
[}
4
2
o _._»’J“-_"‘J“'L___.._ PR SRR N G N SOS S N W IS ."J'.\_,__rf'\__.-" ~
Sun 00: 00 Sun 12: 00 Mon 00: 08
O 1 Minute Average Max: 2,73 Avg: 357.97m  Min: 10.67m Cur: 107.93m
[ 5 Minute Average Max: 2.09 Avg: 361.8lm Min: 40.00m Cur: 186.80m
O 15 Minute Average Max: 1.64 Avg: 365.14m  Min: 80.00m Cur: 198,87m
M Critical Max: 10.00 Avg: 10.00 Min: 10.00 Cur: 10.00
O Warning Max: 5.00 Avg: 5.00 Min: 5.00 Cur: 5.00
— | Week £ 13 Feb- 22 Feb
1o
: |
[}
: |
2 o b b b
! 1% R 1A TV P O Y o P, PO |
1z 14 15 1 17 1z 19 20 21
O 1 Minute Average Max: 9.81 Avg: 644,689m Min: 58.47m
[ 5 Minute Average Max: 8.77 Avg: 511.18m Min: 70.00m
O 15 Minute Average Max: 6,23 Avg: 424.90m  Min: 66.47m
[ critical Max: 10.00 Avg: 10.00 Min: 10.00
O Warning Max: 5.00 Avg: 5.00 Min: 5.00
+ | Month £ Week 03 - Week 08
Year £ Jan 2015 - Feb 2016

[Created by Nagiosgraph 1.5.2

Graphs support zooming in and out using the mouse. To zoom in, simply select a range to
zoom in using the left mouse button. The graph will zoom in to that data. To zoom out,
simply click the right mouse button.

It is also possible to add a link to view the Nagiosgraph data for any service directly from
the Nagios built-in web interface. To do this, simply add an action_url directive to a
service definition in the Nagios configuration as shown here:
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define service {
name nagiosgraph
action_url /nagiosgraph/cgi-bin/show.cgi?
host=$HOSTNAMES&service=$SERVICEDESCS
register 0

This will create a generic service template with the action_url directive that can be
included in services.

Next, we can add the nagiosgraph template to services that should have the action link
shown as:

define service {
use generic-service,nagiosgraph

(...)

This will show a link next to the service in the Nagios built-in web interface that will link to
the Nagiosgraph view for that service.

For example, here is how a sample configuration looks with the action_url directive
added; the link is shown as the graph icon to the right of the service name:

Current Network Status Host Status lotals

Service status Totals
Last Updated: Mon Feb 22 08 38 06 UTC 2016

Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Updated every 90 seconds

Nagios® Core™ 411 - wwnwnagios org [ o] o [ o ] ]2 [ o [T o ]
Logged 1n as nagiosadmin Al Problems All Types All Problems All Types

- Notifications are disabled 1

History For This Host
View Notifications For This Host
View Service Status Detail For All Hosts

Service Status Details For Host 'localhost’

[Limit Results: 100 |¥

Host *%  Service *¥ Status *# Last Check #%  Duration *#% Attempt ## Status Information
localhost Current Load 7 | oK 02-22-2016 08:3426 2d 15h 43m 20s /4 OK- load average: 0.17, 0.16, 0.19

Current Users oK 02-22.2016 08:37-56 46d 21h 19m 37s 1/4 USERS OK - 0 users currently logged in

R % o | e e |3 HTTP OK: HTTP/11200 OK- 11763 bytes in 0.001 second
Tesponse time

PING oK 02-22-2016 08:35:26 46d 21h 18m 225 /4 PING OK- Packet loss = 0%, RTA = 0.12 ms

Root Partition WARNING | 02-22-2016 08:35:25 4d 18h 57m 40s  4/4 DISK WARNING - free space: / 81418 MB (18% inode=62%)

sE O o & CRITICAL | 02.22.2016 083636 7d 16h 4m 16:  4/4 connect to address 127.0.0.1 and port 2. Connection refused

Swap Usage oK 02-22-2016 08:3436 46d 21h 16m 30s 14 SWAP OK.- 100% free (4073 MB out of 4095 ME)

Total oK 02.22-2018 08:34:32 46d 21h 16m 525 14 PROCS OK: 15 processes with STATE = RSZDT

Processes

|Results 1 8 of § Matching Services

Learning command-line interfaces

So far, we have discussed using web-based applications to view the current status and
manage things such as downtimes or comments.
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There are also multiple tools that let us perform the same operations from the command
line in a convenient way.

Using nagios_commander

One tool that provides an easy way to manage Nagios and view its data from command line
is nagios_commander.

This is a shell script that communicates with Nagios using the web interface, using HTTP-
based authentication. Since it is communicating over the network, the script can be run on
any machine, not only on the machine where Nagios is running. It can also be used to
manage multiple Nagios instances from a single machine.

All that is needed is to have the curl command available on your machine. For Ubuntu-
based distributions, we'll need to run the following command:

root@ubuntu:~# apt—-get -y install bsdmainutils curl

For CentOS, RHEL, and Oracle Linux, the command is:

[rootcentos ~]# yum install -y curl

Next, all that we have to do is download the nagios_commander script using the following
commands:

root@ubuntu:~# curl -sSL
https://raw.github.com/brandoconnor/nagios_commander/master/nagios_commande
r.sh >/usr/local/bin/nagios_commander

root@ubuntu:~# chmod 0755 /usr/local/bin/nagios_commander

After that nagios_commander will work properly.

The command takes the URL to the Nagios web interface and the username and password
from the command line using the —-n, —u and -p arguments, respectively:

# nagios_commander -n 127.0.0.1/nagios -u nagiosadmin -p nagiosadmin \

-q list -h

Hostname Status
linuxbox01 UP
localhost UP
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The preceding command will list all hosts on our Nagios instance and print their status. The
-g list -hcommand indicates a list of hosts that will be printed, and will be described in
more detail later in this section.

It is also a good idea to create an alias or a helper script that will not require passing the
location, username, and password on each invocation.

# alias ncmd='nagios_commander -n 127.0.0.1/nagios —u nagiosadmin -p
nagiosadmin'

To be able to use it in all shells and not just the current one, the alias can be put in shell
initialization scripts, such as .bash_aliases, in your home directory if you are using the
bash shell.

This way we can simply call:
# ncmd -q list -h
Also, this should return the same result as the original command we invoked earlier.

The nagios_commander allows specifying a context for which a command is run. If not
specified (or specified as an empty value for -h option), the context is global.

It is possible to run commands for specific hosts and hostgroups using the ~h and -1
options, respectively. The first one specifies that a specific host should be used. The -H
option allows querying a specific hostgroup. For example, the -q 1ist -h localhost
command indicates that services for the host localhost should be shown.

# ncmd —-q list -h localhost
Fetching services and health on localhost

Service State
Current+Load OK
Current+Users OK
HTTP OK
PING OK
Root+Partition OK
SSH OK
Swap+Usage OK

Total+Processes OK
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Similarly the —H option can be used to list the status of all hosts inside a hostgroup:

ncmd —q list -H linux-servers

Hostname
localhost UP
linuxbox01 UP

Status

The -s option allow specifying services to run the query or command against. Similarly, the
-S option can be used to run a command against a service group. These are only used when
running commands to manage and/or acknowledge downtimes.

The - option allows us to go information from Nagios. The following table shows the
available query types:

Command

Contexts

Description

list

global, host

Lists all hosts or services, depending on the context

host_downtime host Lists host downtimes for all hosts or a specific host/hostgroup

service_downtime service Lists all service downtimes for all hosts, a specific host/hostgroup or for
specific service/service group only

notifications global Shows whether notification sending is enabled

event_handlers global Shows whether running event handlers is enabled

active_svc_checks global Shows whether performing active service checks is enabled

active_host_checks |global Shows whether performing active host checks is enabled

passive_svc_checks |global Shows whether accepting passive service check results is enabled

passive_host_checks |global Shows whether accepting passive host check results is enabled

Event handlers and notifications are described in more detail in chapter 8, Notifications and
Events. The concept of passive checks is explained in more detail in Chapter 9, Passive

Checks and NRDP.
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The -c option allows us to change Nagios settings and/or manage host and service
downtimes from the command line. The first argument is the action to perform and the
second argument is the scope. The flag also takes a third argument when the Nagios
settings are to be changed.

To change any Nagios settings, the action has to be set and the scope should be
notifications, event_handlers, active_svc_checks, active_host_checks,
passive_svc_checks, or passive_host_checks. The third argument should either be
enable or disable. For example, to disable or enable sending notifications we can run:

# ncmd -c set notifications disable
# ncmd -c set notifications enable

Another possibility is to manage downtimes. In this case, the action should either be set,
del, or ack to add a downtime, delete it, or acknowledge a problem, respectively. The -h, -
H, -s, and -S options can be used to specify the host, hostgroup, and service or service
group the downtime is related to.

When adding downtime or acknowledging a problem, it is also required to specify a
comment and planned downtime. The -C option is used to specify a comment, and the -t
option specifies time in minutes.

For example, to add a downtime for two hours for the 1ocalhost host, we can use:

# ncmd -c add downtime -C "Planned downtime" -t 120 -h localhost

We can then check the downtime by running the following command:

# ncmd -q host_downtime

The output of the preceding command will be as follows:

Hostname Downtime-id End_date_and_time Author Comment
localhost 1 2-14-2016 20:49:46 Nagios Admin Planned
downtime

The downtime id is the unique identifier of a downtime. In order to delete a downtime, we
need to know its id and delete it using the del action:

# ncmd -c del downtime -d 1

This will delete a downtime with id 1.
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The ack action can be invoked in order to acknowledge a problem. The command itself
does not require any additional argument; the only required flag is -C to indicate the
comment for acknowledgement, as shown here:

# ncmd -c ack -h localhost -s SSH -C "SSH upgrade in progress, will be up
soon"

This will add a new acknowledgement for service SSH on localhost.

Interacting with nagios-cli

Another command-line-based tool is nagios-cli, which provides a shell-like interface for
Nagios. This is an open source project, whose homepage is http://nagios—-cli.maze.io/
and its source code is in GitHub at https://github.com/tehmaze/nagios-cli. This tool
reads the Nagios status file and sends commands using the Nagios pipe. It has to be run on
the same machine or container where the Nagios service is running.

To install nagios-cli, we first need to install the prerequisites, which include Python, pip tool
for installing the Python package, readline library, and development packages for those
as well as Git to be able to retrieve nagios-cli itself.

On Debian and Ubuntu, the command to install the prerequisites is:

rootQRubuntu:~# apt-get -y install patch python python-pip libpython-dev
libncurses—-dev libreadline-dev git

For CentOS, RHEL, and Oracle Linux, the command is:

[root@centos ~]# yum install -y patch python python-devel python-pip git
readline-devel

Installing nagios-cli also requires some of the prerequisites for building Nagios. If the
machine where nagios-cli will be run does not have them, it is recommended that you
install them as well. The dependencies for different Linux distributions are described in
more details in Chapter 2, Installing Nagios 4.

The next step is to install the readline Python package by running pip:

# pip install readline

After that, we can retrieve the nagios-cli source package by running the following
command:

# git clone https://github.com/tehmaze/nagios-cli.git
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This will retrieve the latest version of source code in a new directory called nagios-cli. We
now need to install it by running:

# cd nagios-cli ; python setup.py install

This will install the nagios-cli binary into the /usr/local/bin directory. Next, we need
to create a configuration file in /etc/nagios/nagios-cli.cfg with the following
contents:

[nagios]

log = /var/nagios
command_file = % (log)s/rw/nagios.cmd
log_file = % (log)s/nagios.log

o

object_cache_file =
status_file =

o

( )
(log) s/objects.cache
(log)s/status.dat

This will specify nagios-cli where the Nagios data is kept. Next, we can run the tool using
the following command:

# nagios-cli -c /etc/nagios/nagios-cli.cfg

This will start the interactive shell. The shell accepts commands similar to any other Unix
shell, as commands and arguments separated by space. It also supports tab-based
expansion of arguments, such as for host and service commands, where it will auto
expand host and service names, respectively.

The tool also provides the help command which provides all currently available
commands. For example:

nagios > help
Global commands:

.. EOF about configure exit help host
license quit tail

Local commands:

list 1s

We can now issue the 1s or 1ist command to list hosts. For example:

nagios > ls
linuxbox0l1 1localhost

This will list all the hosts currently configured in Nagios. In this example, this includes
linuxbox01 and localhost.
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To change the context to a specific host, simply call the host command by providing the
name of a host. The 1s or 1ist command will list all services, and the service command
can be used for changing the context to a specific service for a specific host. Commands . .
or the EOF commands can be used to go back to global context.

For example:

nagios > host localhost

nagios (host) localhost> 1s

Current-Load Current-Users HTTP PING
Root—-Partition SSH Swap-Usage Total-Processes
nagios (host) localhost> service SSH

nagios (host) localhost SSH>

nagios (host) localhost >

nagios >

When in the context of a host or service, the status command will report information
about the current host and/or service, as shown here:

nagios (host) localhost> status

host name : localhost

current state : OK

plugin output : PING OK — Packet loss = 0%, RTA = 0.10 ms
(...)

service : SSH OK

service : Swap Usage OK

service : Total Processes OK

nagios (host) localhost> service SSH
nagios (host) localhost SSH> status

host name : localhost
service description : SSH
current state : OK

(...)
The preceding example shows only partial output from the status commands.

The check and acknowledge commands can be used to check the current status and
acknowledge a problem for the current host or service. For example:

nagios (host) localhost SSH> check
Service check scheduled
nagios (host) localhost SSH> acknowledge

comment : Reinstalling service
sticky [¥n]: n
notify [¥n]: n

persistent [¥n]: n
Service problem acknowledged
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The following table shows key commands available in nagios-cli:

Command Contexts Description

help Always Provides a list of commands valid in the current scope

host Always Changes the context to a specific host

service Host Changes the context to a specific service in the current host

Host or service [ Returns to the preceding context, that is from the service

context to the host context or from host to global

EQOF Host or service | Returns to the preceding context, that is from the service
context to the host context or from host to global

status Host or service | Prints the detailed status for a host or service

check Host or service | Forces a check to be made for a host or service

acknowledge | Host or service | Acknowledges a problem for a host or service

Using mobile applications to check the
Nagios status

Another interesting aspect of Nagios is its ability to check the status from a mobile device.

While it is possible to use the Nagios built-in web interface from a smartphone or tablet,
there are mobile applications that show the status in a more convenient way as well as
perform actions, such as adding comments, acknowledging a problem, and scheduling a
check.

Usually, Nagios is only run inside local networks and not publicly available. Mobile
applications require to communicate with Nagios from external networks. This may require
either making the Nagios web server available on a public IP address or preferably using a
Virtual Private Network (VPN) solution. Another option is only to use a Wi-Fi connection
that is also local to the Nagios server. For the purpose of this section, we will assume that
the mobile device can access the Nagios server.

While mobile interfaces do not usually offer the full functionality of the built-in web
interface, it is much more convenient for use on a mobile device, and it is recommended
that users especially those who are often on the move and are not always able to access the
web interface from a computer, should be familiar with them.
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Checking the status on iOS with easyNag

The easyNag application is a commercial solution for iOS to check the status for one or
more Nagios instances as well as perform basic operations. The application can be found in
the App Store and more details about it can be found on the application's website: http://w

ww.easynag.com/.

The application communicates with the Nagios web interface. The first thing we need to do
after setting it up is to add one or more Nagios instances.

This requires specifying the URL to the Nagios web interface, to be exact, it needs to be the
path to /nagios/cgi-bin/ such as http:// (ip-address) /nagios/cgi-bin/. We also
need to specify the username and password for the Nagios web interface so that the
application can properly authenticate with Nagios.

Carrier & 4:01 PM (-
{ Instances Add new instance Save
INSTANCE DETAILS
Name:
URL:

Accept any SSL Certificate:

AUTHENTICATION

Username:
Password:

MISC

Date Format: US

Default ACK: ack
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The screenshot was provided as courtesy of the iNag author; http://idevelop.fullnet.com/iapps
/modules/apps/inag.php.

The application also offers multiple views, such as only showing problems with hosts and
services and filtering by many criteria, such as text and status type.

Carrier & 4:01 PM [0
Filter Problems ©

db01.example.com

c | x BT
CRITICAL (4/4) - 0d 18h 51m 48s

mail01.example.com
(- Exim Mailq
UNKNOWN (4/4) - 107d 6h 22m 33s

POP3 connect
CRITICAL (4/4) - 107d 7h 1m 20s

service01.example.com

A DNS Check - service01.example.com
CRITICAL/ACKED (4/4) - 87d 8h 13m 23s

i Total Processes
““=  WARNING (4/4) - 107d 6h 37m 10s

web01.example.com

HTTP
CRITICAL (4/4) - 80d 19h 38m 19s

AN

Problems

o = 0

k3

The screenshot was provided courtesy of the iNag author; http://idevelop.fullnet.com/iapps/m
odules/apps/inag.php
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It's also possible to perform basic tasks such as rescheduling a check, acknowledging a
problem, and managing downtime. The following screenshot shows service details and the
available actions:

Carrier & 4:01 PM 1
{ Problems  Service Details <
db01.example.com 4/4
mysq|
CRITICAL

for 0d 18h 51m 55s

Last Check:
03-29-2015 15:57:47

Status Information:

Can't connect to local MySQL server through socket
'/var/run/mysqld/mysgld.sock' (2)

ACTIONS

Acknowledge
Force Recheck
Disable Notifications

Schedule Downtime

AN

Problems

S - 9

2 iii

This image was provided as courtesy of the iNag author; http://idevelop.fullnet.com/i
apps/modules/apps/inag.php
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Using Additional Interfaces

Working with Nagios on Android using aNag

The aNag application is a free tool that can be used to check the Nagios status on Android-

based phones and tablets as well as perform basic operations. The application can be found
and installed from Google Play by looking it up. More information about it can be found on
the aNag author's website: https://damien.degois.info/android/aNag/

Similar to easyNag, this application also communicates with the Nagios web interface. After
installing it, all that is needed is to go to Settings and add one or more Nagios instances to
check. This requires specifying the URL to the Nagios web interface, to be exact it needs to
be the path to /nagios/cgi-bin/ suchas http:// (ip-address) /nagios/cgi-bin/.
We also need to specify the username and password for the Nagios web interface so that the
application can properly authenticate with Nagios.

After the initial setup, the application will show the status of Nagios instances, hosts, and
services as well as it will also allow us to check each instance as well as hosts and services
on that instance. A sample overall view is as follows:

6 4l & 3:50
aNag ? @

All instances updated
INSTANCES

Demo icinga 1.x@
Last update: 2015-06-17 1355
Host:30/24/6/0

Service: 45/338/5/0/0
Demo nagios

Last update: 2015-06-17 15:49:56
Host:11/11/0/0
Service:39/32/4/2/1
Demo thruk

Last update: 2015-06-17 15:49:56
Host: 15/15/0/0
Service: 51/48/0/3/0

PROBLEMS
gmx-pop

on Demo icinga 1.x, DOWN
Services:1/0/0/0/0

gmx-www
on Demo icinga 1.x, DOWN (Ack)
No service

google-www
on Demo icinga 1.x, DOWN (Ack)
Services:1/0/0/0/0

< ©)
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Using Additional Interfaces

This image was provided as courtesy of the aNag author; source: https://damien.degois.
info/android/aNag/.

The application also allows performing basic actions on the hosts and services, such as
rescheduling a check, acknowledging issues, and setting downtimes:

N

< Demoi.. google-www

DOWN (Ack) | Recheck

Since: 251d 4

Silence

Custom Notif.

Rem. ack.

Disable notif.

Show downtimes

Set downtime

Submit passive check
Recheck (all services)

En. all notif. (all services)

This image was provided as courtesy of the aNag author; source: https://damien.degois.
info/android/aNag/.
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Using Additional Interfaces

Checking the status on Windows Phone with
NagChecker

NagChecker is a Windows Phone 8 and Windows 10 Mobile application for showing the
status of your Nagios instance web page.

Similar to easyNag and aNag, all that is required is to provide the URL and credentials to
your Nagios instance. For NagChecker, the URL should be the path to status.cgi such as
http:// (ip-address) /nagios/cgi-bin/.

The following image was provided as courtesy of the NagChecker author; source: http://p
rogstudio.pl/en-us/home

all 72 B2
NAGCHECKER
v, 14,01

settings |

INSTANCE NAME
My Nagios Instance

PATH TO status.cqi

https://example.pl/nagios/cgi-bin/status.cgi

w.example.c i-bin/status cgi
USERNAME

PASSWORD

NOTE (IF YOU USE SECURE CONNECTION])
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Using Additional Interfaces

After setting up your instance, NagChecker can be used to see the overall status as well as
detailed information about host and service problems. The following screenshot shows an
instance overview:

instance overview N

HOSTS AND SERVICES SUMMARY

NAGIOS INSTANCE (GENERIC)
HOSTS DOWN: 0

HOSTS OK: 81

Service Criticals: 3

Service Warnings: 6

Services OK: 277

Current status: RED

LAST UPDATE: 05.11.2014. 22:39:38

® ® @

This image was provided as courtesy of the NagChecker author; http://progstudio.pl/e
n-us/home

Unfortunately, unlike aNag and easyNag, the application only allows us to show the status
of hosts and not to perform any actions. It also does not allow adding multiple Nagios
instances.
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Using Additional Interfaces

Summary

There are multiple additional interfaces to Nagios that can be used to check the status as
well as perform typical operations, such as scheduling checks, acknowledging problems,
adding comments, and scheduling downtime.

We have covered the following types of additional web interfaces:

Dashboards for showing the overall Nagios status
Visualizing performance data with Nagiosgraph

Command line interfaces

Checking the Nagios status from mobile devices

Chapter 6, Using the Nagios Plugins,will cover the standard set of Nagios plugins that allow
us to perform checks of various services. We will go through monitoring standard services

such as e-mail and web and database servers. You will also learn how to monitor resources
such as CPU usage, storage, and memory usage.
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Using the Nagios Plugins

The previous chapters discussed the basic configuration of host and service checking along
with the description of the web interface. Nagios can be set up to check if your services are
up and running. This chapter describes how these checks work in more detail. It also
introduces some of the Nagios plugins that are developed as a part of Nagios and as a part
of the NagiosPlugins project.

The strength of Nagios comes from its ability to monitor servers and services they offer in a
large number of ways. What's more interesting is that all of these ways make sure that your
services are provided as functional, are external plugins, and work in quite an easy way.
Many of these are even shipped with Nagios, as we mentioned in chapter 2, Installing
Nagios 4, and chapter 3, Configuring Nagios. Therefore, it is possible to either use the
existing plugins or write your own.

In this chapter, you will learn the checks that can be made using the Nagios Plugins project,
and we will cover the following items:

¢ Understanding how checks work

¢ Monitoring using the standard network plugins
* Monitoring the e-mail servers

¢ Monitoring network services

¢ Monitoring the database systems

¢ Monitoring the storage space

* Monitoring the resources

¢ Monitoring other operations

¢ Additional and third-party plugins



Using the Nagios Plugins

Understanding checks in Nagios

Nagios is a monitoring tool. It performs checks by running an external command and uses
the return code along with output from the command as information on whether the check
worked or not. It is the command's responsibility to verify if a host or service is working at
the time the command is invoked.

Nagios itself handles all of the internals such as scheduling the commands to be run, storing
their results, and determining what the status is for each host and service.

It is required that all plugins follow a specific behavior in order for them to work<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>