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Preface

Citrix XenDesktop® is the leading solution of desktop virtualization that provides
users with access to their favorite apps and desktops on any device, anywhere using
Citrix Receiver™.

XenDesktop® brings the applications and desktops to the user in a bundle, presented
and arranged in the form of catalogs. The user either needs a basic office application
or a high-end engineering application that runs on a hosted desktop environment
and it requires a proper planning of the network, server, and storage pieces to make
it a successful VDI deployment.

Due to involvement of multiple layers in the XenDesktop® infrastructure design,
it becomes essential for Citrix administrators to have a good understanding of
these infrastructure pieces in order to manage and maintain the XenDesktop®
environment.

This practical guide will give you clear, concise, and real-world troubleshooting
instructions on a number of commonly faced Citrix XenDesktop® problems.

This book will provide you with the fundamental knowledge on desktop virtualization
and XenDesktop® architecture. Each chapter in this book is focused on a specific
troubleshooting area giving the users some time to learn and apply relevant tools and
practices to troubleshoot the problems with a well-defined approach.

What this book covers

Chapter 1, Getting Started - Understanding Citrix XenDesktop® and its Architecture,
provides a basic understanding of desktop virtualization concepts, architecture,
new features in XenDesktop® 7.x, and XenDesktop® delivery models based

on the FlexCast® technology involving Machine Creation Services and
Provisioning Services™.

[ vii ]
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Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®, discusses all the tools that can
help us in troubleshooting a Citrix XenDesktop® environment. We will also learn the
importance of implementing these tools for different troubleshooting methodologies
within the scope of XenDesktop® environments.

Chapter 3, Getting Around Installation Issues, discusses the troubleshooting of different
installation issues arising in a XenDesktop® environment.

Chapter 4, Overcoming VDA Registration Problems, focuses on acquiring skills related
to the VDA registration process and troubleshooting different kinds of VDA
registration problems that you may encounter in a XenDesktop® environment.

Chapter 5, Conquering Citrix Session Launch Difficulties, focuses on learning the VDA
launch process and its related problem areas that can help a Citrix administrator in
troubleshooting different kinds of VDA launch problems that they may encounter in
a XenDesktop® environment.

Chapter 6, Surpassing XenDesktop® Service Issues, explains the XenDesktop® services
architecture and develops essential skills required to troubleshoot any service-related
issues that arise in your XenDesktop® environment.

Chapter 7, Troubleshooting Performance, focuses on the basics of performance
parameters, details on sizing for environment, and troubleshooting performance
issues using Citrix and third-party tools.

Chapter 8, Solving Printing Issues, shows the basics of setting up the Citrix printing
architecture, configuring printing policies, and troubleshooting printing issues.

Chapter 9, Getting the Better of HDX™ MediaStream Challenges, focuses on Citrix
XenDesktop® HDX™ policies and their configuration, which is the key area to
optimize performance in any XenDesktop® deployment.

Chapter 10, Taming MCS and PVS™ Setbacks Gracefully, focuses on troubleshooting
common Machine Creation Services and Provisioning Services™ configuration issues
that may arise in your Citrix XenDesktop® environment's daily operations.

Chapter 11, Troubleshooting NetScaler® Integration Issues, focuses on troubleshooting
some common issues that you may encounter while integrating Citrix NetScaler®
with your XenDesktop® environment to enable remote access for users.

Chapter 12, Dealing with Known Issues in Citrix XenDesktop®, highlights some general
issues that have been identified and recorded by Citrix in their database that every
admin must be aware of before starting with the troubleshooting of other Citrix
XenDesktop® issues.

[ viii ]
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What you need for this book

The various software required to perform troubleshooting are as follows:

*  Windows SDK for Windows 7 (Windows 2008 R2) or Windows 8
(Windows Server 2012)

* Citrix Studio™ and Director (these tools are part of the XenDesktop®
installation suite)

¢ Microsoft ProcMon, Citrix CDFControl, HDX™ Monitor, Print Detective,
StressPrinters, XDPing, XDDBDiag, Xperf, and Wireshark

* Microsoft Active Directory tools

Who this book is for

Troubleshooting Citrix XenDesktop® is intended to be an ultimate resource guide for

all Citrix administrators or Citrix engineers who are working on Citrix XenDesktop®
and have an intermediate to advance level of experience in designing, implementing,
and troubleshooting the Citrix XenDesktop® product suite. Apart from Citrix
XenDesktop®, the intended audience should have a good understanding and
experience of Windows servers, Active Directory GPOs, DNS, DHCP, user profiles,
Citrix XenApp®, Citrix Provisioning Services™, and related technical skills.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Type help Get-<Alias>Service Status -Full for more details.'

A block of code is set as follows:

<system.diagnosticss>
<sources>

<source name="System.ServiceModel"

Any command-line input or output is written as follows:

Test-Path $profile

[ix]
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New terms and important words are shown in bold. Words that you see on
the screen, for example, in menus or dialog boxes, appear in the text like this:
"Go to the Attributes tab and select SPN to edit the entry."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it helps
us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub. com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code

You can download the example code files from your account at http: //www.
packtpub. com for all the Packt Publishing books you have purchased. If you
purchased this book elsewhere, you can visit http: //www.packtpub.com/support
and register to have the files e-mailed directly to you.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[xi]
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Getting Started —
Understanding Citrix
XenDesktop® and its

Architecture

Before we get involved in learning the tools and concepts required for
troubleshooting the Citrix XenDesktop environment, it's always a good idea to

start from the basics. So, let's take a look at the basic concepts of XenDesktop and

its architecture. Citrix XenDesktop is an Enterprise-grade application and desktop
virtualization solution that gives Citrix administrators the ability to centrally manage
and host applications and virtual machines in a datacenter while delivering to
endusers a complete desktop high-definition (HDX) experience.

. HDX technology provides users with a high-definition
% experience for virtual apps and desktops, on any device
—"or network with enhancements to work with voice, video,

and 3D-graphics applications.

In a traditional desktop environment, system administrators often tend to
restrict certain users from having administrative privileges to install and
uninstall personal sets of software on the office desktops. To centrally manage
the environment and enterprise applications, many system administrators often
choose a terminal server environment to provide a stable and lockdown desktop
environment using Citrix XenApp.

[11]
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Desktop virtualization provides many advantages that are similar to the terminal
server environment with additional features and the flexibility to lock down images
using the shared image concept and persistent desktops for users who like to have
administrative rights on their desktops.

In this chapter, we will cover:

* Desktop virtualization

* Hosted Shared Desktop versus Hosted Virtual Desktop
* The Citrix FlexCast delivery technology

* The modular framework architecture

* Machine creation services versus provisioning services

*  What's new in XenDesktop 7.x?

Desktop virtualization

Wikipedia describes desktop virtualization as follows:

Desktop virtualization is a technology that separates the desktop environment
hosted on a physical server in a Data Center from the client machine that is used by
an end user to access it.

In traditional desktop environments, computers run an operating system where
applications are executed and the user interface is displayed on the computer screen.
By introducing desktop virtualization, you can set up the desktop environment in
such a way that it doesn't have any direct link between the physical layer, operating
system, application software, and display.

[2]
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Desktop virtualization based on Citrix XenDesktop works on a client-server model
where users access virtual desktops hosted on a centrally managed physical host in a
datacenter, as shown in the following diagram:

4 N

L
\ ]

Physical Server
‘ hosting VMs

Clients

Basic Client-Server Model for Desktop Virtualization /

Desktop virtualization based on XenDesktop provides multiple benefits that are
listed as follows:

Anywhere, any-device access is available, for example, running the
work environment on your home PC, Internet kiosk, tablet, mobile
devices among others

Multiple applications and operating systems can be supported without any
conflicts among them

Centralized management and provisioning

Deliver data securely for your clients with data and network encryption

There are several vendors available to choose a desktop virtualization solution from,
depending upon the organizational evaluation, needs, and requirements. Citrix is
the market leader in application and desktop virtualization and has been in this

area for almost the last two decades and is ruling it with its well-known product
XenDesktop for desktop virtualization, which was officially released in the year 2007
as XenDesktop 2.0.

[31]
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Hosted Shared Desktops (HSD) versus
Hosted Virtual Desktops (HVD)

Instead of going through the XenDesktop architecture, we would like to explain
the difference between the two desktop delivery platforms HSD and HVD. This is a
common question that is asked by every system administrator whenever there is a
discussion on the most suitable desktop delivery platform for the enterprises.

The selection of the desktop delivery platform depends on the requirements of

the enterprise. Some choose Hosted Shared Desktops or server-based computing
(XenApp) over Hosted Virtual Desktop (XenDesktop), where a single server desktop
is shared between multiple users and the environment is locked using Active
Directory GPOs.

XenApp is a cost-effective platform as compared to XenDesktop and many small
to mid-sized enterprises prefer to choose XenApp due to its cost benefits and less
complexity.

However, the preceding model does pose some risks to the environment as the same
server is being shared by multiple users and a proper design plan is required to
configure a proper HSD or XenApp published desktop environment.

Many enterprises have security and other user-level dependencies where they
prefer to go with Hosted Virtual Desktop solutions. Hosted Virtual Desktop or
XenDesktop runs on the Windows 7 or Windows 8 operating system as a virtual
machine hosted on a datacenter. In this model, a single user connects to a single
desktop and, therefore, there is a very low risk of the desktop configuration getting
impacted for all users.

XenDesktop 7.x and the preceding versions also enable you to deliver
+  server-based desktops (HSD) along with HVD in one product suite.
% XenDesktop also provides HVD pooled desktops that work on a shared
g OS image concept that is similar to the HSD desktops with a difference of
running a desktop operating system instead of a server operating system.

[4]
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Let's take a look at the following table that will provide you with a fair idea
of the requirements and recommendations of both the delivery platforms

for your enterprise:

Customer Requirement Delivery Platform
The user base needs to work on one or two applications Hosted Shared

and often need not do any updates or installations on Desktop

their own.

The user base works on their own core set of applications | Hosted Virtual

for which they need to change system-level settings, Desktops (dedicated)
installations, and so on.

The user base works on MS Office and other content Hosted Shared
creation tools. Desktop

The user base needs to work on CPU and graphic- Hosted Virtual
intensive applications that requires video rendering. Desktop (Blade PCs)
The user base needs to have admin privileges to work on | Hosted Virtual
specific sets of applications. Desktop (pooled)

You can always have a mixed set of desktop delivery platforms in your environment

focused on the customer requirements.

The Citrix FlexCast® delivery technology

Citrix FlexCast is a delivery technology that allows the Citrix administrator to
personalize virtual desktops to meet the performance, security, and flexibility

requirements of endusers.

There are different types of user requirements; some need standard desktops
with a standard set of apps while others require high-performance personalized
desktops. Citrix has come up with a solution to meet these demands with the

Citrix FlexCast technology.

You can deliver any kind of virtual desktop with the FlexCast technology; there are

five different categories in which FlexCast models are available:

* Hosted Shared Desktop or HSD
* Hosted Virtual Desktop or HVD
* Streamed VHD

* Local VMs

* On-demand apps

[51]
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A detailed discussion on these models is beyond the scope of this book.
* However, I have explained the difference between the Hosted Shared
versus Hosted Virtual Desktop models in the last section. To read more
’ about the FlexCast models, visit http://support.citrix.com/
article/CTX139331.

The modular framework architecture

To understand the XenDesktop architecture, it's better to break it down into discrete
independent modules, rather than visualizing it as a single integrated big piece.
Citrix provides this modularized approach to design and architect XenDesktop

to meet the end customer's set of requirements and objectives. This modularized
approach solves the customer requirements by providing a platform that is highly
resilient, flexible, and scalable.

This reference architecture is based on the information gathered by multiple Citrix
consultants working on a wide range of XenDesktop implementations. You should
take a look at the basic components of the XenDesktop architecture that everyone
should be aware of before getting involved with troubleshooting:

Hardware Layer
User Layer Access Layer Resource Layer
S50 4 L) Podled Deskiop
Bl i ] St i :
Delivery Group NelScaler Oateway ] :
: i % 6 --- Personal Deaklm “‘.‘ : aaaa i
'} : Catalog T i oSS H
EE S T ! Cloud VM i
Delivery Group E Hosted Apps Gatalog. . __ a E i

e ' Servers VMs PC '
i Shared Desktop A '
L . - N L e H L.
T e et 7 Resource Hosts
XenClient Physical, Virtual, Cloud
Deivery Group

3 Remote PC
@ Access

§ Control Layer
0. | -

Director  “u ¢ , . ot Active Directory -
- L., e immmssssmssasrssemsemrsemsmmar e rrneaseanan= ==
L -
Cantroller T e

Access & Control Hosts
Studio W R Physical, Virtual

© Citrix Systems, Inc.

[6]


http://support.citrix.com/article/CTX139331
http://support.citrix.com/article/CTX139331

Chapter 1

We will not spend much time on understanding each component of the reference
architecture; you can refer to http://www.citrix.com/content/dam/citrix/en
us/documents/products-solutions/xendesktop-deployment-blueprint.pdf
for more information, as this is out of the scope of this book. We will just go through
each component quickly.

XenDesktop® and its architectural
components

XenDesktop provides us with a desktop delivery platform by integrating several
distributed components to deliver the best user experience for the VDI infrastructure.

The high level XenDesktop architecture includes the following key components:

Receiver: The Citrix Receiver is a replacement of the Citrix ICA client, which
you will have been using from the MetaFrame times. This was transformed
from Program Neighborhood Agent to the Citrix Online plugin to the now so
called Citrix Receiver.

HDX technology: This provides the user with a high-definition experience
for virtual apps and desktops on any devices and networks with
enhancements to work with voice, video, and 3D graphic applications.

NetScaler Gateway: Citrix NetScaler Gateway provides a secure remote
access to users accessing the Citrix published apps and desktops from
anywhere and on any device by connecting to Citrix Receiver.

Database: Microsoft SQL Server is the only supported database.

License server: You must already have been aware of this component

for a long time. To work with the Citrix range of products, you must have at
least one Citrix License server in your environment, to provide you with the
Citrix licenses.

Virtual Delivery Agent (VDA): The Virtual Desktop Agent needs to be
installed on the virtual machines to which all the users will be connected. It
enables the machines to register themselves with the controllers and manage
the HDX connection between the machines and the user devices. There are
two types of VDA agents available:

° VDA agent for the Windows Server OS
° VDA agent for the Windows Desktop OS
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* StoreFront: Citrix StoreFront is the replacement of the Citrix Web Interface
product. It provides a similar functionality with some enhancements that
provide access to published apps or desktops as per user needs.

* XenDesktop Controller: Access to all the apps and desktops are centrally
managed by the Controller server.

* Citrix Director: The Director provides a real-time dashboard supplying
diagnostic information for users, applications, and desktops. This is
commonly used as the first level of troubleshooting.

* EdgeSight: If you require historical trending data for analysis and
performance, then EdgeSight is the tool for you provided by Citrix, free of
cost, with the Platinum license. You can also look at the more capable tool
provided by Citrix, until recently called Citrix Insight, which succeeded
EdgeSight.

* Citrix Studio: It's one of the management consoles that provide a simple GUI
interface to create and manage desktops and apps.

For detailed information on the XenDesktop architecture,
please read Getting Started with XenDesktop 7.x, Craig Thomas
Ellrod, Packt Publishing.

S

MCS versus PVS™

Anyone who has worked on XenDesktop will have definitely heard the terms: MCS
and PVS. You have to choose either MCS or PVS to deploy VDI in an Enterprise
environment. This is one of the major concerns for every organization, which they
would like to be answered by a Citrix solution architect while working on a desktop
virtualization project:

Which delivery technology is better, MCS or PVS?
Now, let's start by learning some basics about these two technologies.

Machine Creation Service (MCS) provides the simplest functionality for the creation
and maintenance of desktop catalogs. A step-by-step walkthrough on how to create/
configure this feature can be found in the XenDesktop 7.x install guide. You can
easily download this guide from http://www.citrix.com.

[8]


http://www.citrix.com

Chapter 1

MCS-based deployment will have the following characteristics:

A master image is prepared from a standard VM with all the customized
apps and software that an admin wants in his virtual desktop.

A master image file (. vmdk or .vhd depending on the supported hypervisors
Hyper-V, XenServer, or VMware ESXi) is stored in the central datastores
attached to the hypervisor pool.

The admin provides custom settings for vCPU, memory, HDD, and many
more.

VMs are created as linked clones with at least two disks attached to them;
a base OS disk and a personality disk containing the machine-related
information.

One difference disk will be attached to the VMs that are used to store and
write the information to the VM. The disk used is as thin as provisioned (it
needs to be checked for storage compatibility, if it is supported) and the disk
size will grow along with your base disk to the maximum if required.

A personal vDisk can also be attached to each VM to store persistent changes
for users.

There are four types of resource catalog that MCS offers:

Pooled-Random: This is most commonly used for standard users. Here,

the desktops are assigned randomly. When the user logs off, the desktop
becomes free and is available for another user. Any changes made to the
desktops are undone on reboot.

Pooled-Static: These desktops are for task workers who need the same
desktop every time they log on. These desktops are assigned to a single user
and on user logoff this desktop is not free for other users. On rebooting, any
changes made to these desktops are undone like Pooled-Random.

Dedicated or personal desktops: These desktops are meant to provide
persistence to users and are recommended for task workers who need

their own set of apps and control on their desktops. These are permanently
assigned to a single user. When the user logs off, these desktops are not
available in the pool for other users. All the changes made remain intact with
subsequent reboots.

XenApp based Shared Desktops: You have been using these desktops since
the old MetaFrame Presentation server model. These are the hosted server-
based published desktops where the server desktop is made available to the
users to be shared with a set of users simultaneously.

[o]
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A\l

~ You can also club pooled desktops with a personal vDisk to
provide persistency to user-level changes.

The following diagram outlines the basic architecture of MCS:

Machine Creation Services

HYPERVISOR

0 @ &

S )

3
i ﬁ
mese O =

[ Difference Disk [ Personal vDisk @ Identity Disk
(optional)

Provisioning Service (PVS) infrastructure is a result of Citrix acquiring Ardence,
which is based out of Virginia, US. Ardence developed a boot program called the
Ardence boot program that works on the PXE TFTP technology on which PVS
streaming works. If you have worked on PVS previously, you must have heard of
the major component ARDBP32 . BIN being used for streaming in PVS, it still has the
first three initials from Ardence.

PVS is a software streaming technology that Citrix uses to provide on-demand
streaming of operating system content in real time from a single shared-disk residing
anywhere on the network. Apart from the on-demand streaming, PVS simplifies
image management as you don't have to manage images separately. Single-image
management simplifies everything and you don't need to purchase any desktop
deployment tools to manage this image.
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Provisioning Services manages all writes to the vDisks with PVS write cache when
using a vDisk in Standard mode (it is often called the read-only mode). You can
configure the location of your write cache as follows:

* Cache on provisioning server (with or without persistence)

* Cache on target device RAM

* Cache on target device RAM with overflow to HDD

* Cache on target device hard drive (with or without persistence)
One of the most commonly used methods to store a write cache is to store it in the
target device hard drive. There is a very good reason to follow this approach as it

keeps the write location close to the target device, which actually minimizes the
additional load on the PVS servers and also minimizes the load on the network.

Refer to the following diagram for the basic PVS architecture:

Provisioning Services

Requesting vDisk
VM : PVS

Streaming vDisk

< %,

Write Cache

PVS architecture
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Refer to the following diagram for the basic PVS communication flow:

Target
Device

DHCP Discover

DHCP Offer Ogtian 66 and 67 offer
DHCP Request

DHCP ACK Opticn 66 and B7 sent
TFTP Read Request Port 69

TFTP Data sent ARDBPIZ.BIN

PVS Logon Process

Streaming Process starts

DHCP Server Options
Option 66— PVS IP
Option 67 - ARDBP32.BIN
DHCP

Citrix PVS TFTP Service

Citrix PVS TFTP Service

Citrix Stream Service

PVS communication flow

A PVS-based device can have three types of disks attached to it:

The base OS shared disk is placed at the central PVS vDisk store and is
streamed on each VM using PXE boot or BDM. You won't find this disk on
the VM configuration on hypervisor, as this is streamed to VM either via PXE
boot using either TFTP from a vDisk store or using BDM ISO.

Boot device manager (BDM) is a utility that provides an optional method
for providing IP and boot information to target devices. With this method,
when the target device is booted, it fetches the boot information directly
from the boot device. So, the target device would use this information to
locate and boot from the required provisioning server.

The write cache disk, unless you have set the write cache on the PVS server
or the device RAM.

A personal vDisk.

XenDesktop offers four types of resource catalog with PVS. The first three are the
same as the first three resource catalogs that MCS offers, which we covered earlier
in this section; that is, Pooled-Random, Pooled-Static, and XenApp-based Shared
Desktops. The last one is Remote PC Access, which is a regular Windows desktop
that is assigned to a single user which can be accessed locally or remotely.
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We can utilize a personal vDisk or persistent cache to permanently

store the changes made by users. The changes remain permanent
K

after reboot as well.

What's new in XenDesktop® 7.x?

With the release of Citrix XenDesktop 7, Citrix has introduced a lot of improvements
over the previous releases. With every new product release, there is a lot of
information published and sometimes it becomes very difficult to get the key
information that all the system administrators will be looking for in order to
understand what has been changed and what are the key benefits of the new release.

The purpose of this section is to highlight the new key features that XenDesktop 7.x
brings to the fore for all Citrix administrators.

This section does not provide you with all the details regarding the

new features and changes that XenDesktop 7.x has introduced but
o

highlights the key points that every Citrix administrator should be
aware of while administrating XenDesktop 7.

The key highlights of XenDesktop 7.x are as follows:

XenApp and XenDesktop are now a part of a single setup

Cloud integration to support desktop deployments on the cloud
The IMA database doesn't exist anymore

The IMA is replaced by FlexCast Management Architecture (FMA)
Zone concept— there are no more zones or ZDC (data collectors)
Database support—Microsoft SQL is the only supported database
Sites are used instead of farms

Console integration —XenApp and XenDesktop can now share consoles;
Citrix Studio and Desktop Director are used for both products

Shadowing feature is deprecated; Citrix recommends Microsoft Remote
Assistance for use

[13]
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Locally installed applications integrated to be used with server-based
desktops

HDX and mobility features

Profile management is included

MCS can now be leveraged for both server and desktop OS
MCS now works with KMS

Storefront replaces Web Interface

Remote PC access

No more Citrix streaming Profile Manager; Citrix recommends that
you use MS App-V

XenApp installation — core component is replaced by a VDA agent

Summary

We now have a basic understanding of desktop virtualization concepts,
architecture, new features in XenDesktop 7.x, and XenDesktop delivery models
based on the FlexCast technology that involve Machine Creation Services and
Provisioning Services.

Our next chapter will focus on introducing the troubleshooting toolkit that is a must
for every Citrix administrator who wants to learn to troubleshoot XenDesktop.

[14]
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In the first chapter, we gained a basic knowledge of Citrix XenDesktop and its
architecture and, with this knowledge, we can now identify the different components
used in the XenDesktop architecture very easily. Now, we are ready to start learning
about some basic tools and methodologies that we can use in troubleshooting Citrix
XenDesktop issues.

This chapter will start with highlighting a common Citrix methodology and third-
party tools that are used to troubleshoot Citrix XenDesktop issues; it will be followed
up by the knowledge of all the required Citrix and third-party tool configuration and
analysis required to build a strong foundation required for troubleshooting.

The knowledge gained in this chapter will help us in understanding and analyzing
the case studies that will be shared randomly throughout the book.

In this chapter, we will cover:

*  Working with Citrix Studio and Desktop Director

*  Working with CDFControl

*  Working with DDC/VDA agent logging and PortICA log
*  Working with Perfmon and Procmon

* Understanding HDX Monitor

* Exploring Citrix Scout and Citrix Quick Launch

*  Getting familiar with Print Detective and StressPrinters
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*  Working with the Site Checker Tool

* Exploring XDPing and XDDBDiag

*  Working with Xperf and Wireshark

*  Working with the PowerShell SDK for XenDesktop

Citrix Studio (Desktop Studio)

Citrix has been working hard for the last few years to simplify its consoles and
we must say that they have succeeded in this with the release of XenDesktop 7.x.
Thanks to their efforts in this area, we now have just two consoles to effectively
carry out all our primary duties with Studio and Director.

Citrix Studio is one of the Citrix management consoles provided with the Citrix
XenDesktop suite that all Citrix administrators will be using to configure and
deliver apps and desktops for their enterprise environment.

You can organize your resources in the form of machine catalogs, delivery groups,
and also provide access to delegated administrators.

Citrix Studio is installed by default on all the Citrix Desktop Delivery Controllers.
The initial configuration for the creation of site and database connections is
established using this console.

You can also automate site and database creation using
= PowerShell scripts.

You can also configure secure RemotePC access to physical PCs for users using
this console.
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Please refer to the following screenshot of the Citrix Studio interface, which we
will be discussing to help us understand the console's options and functions for
administration:

I Citrin Studio
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In the preceding screenshot, we can see some basic settings that every administrator
will look at when seeing this console for the first time and also while trying to create
and manage machine catalogs.

In the previous chapter, we discussed XenDesktop catalogs that MCS and PVS offer;
so here we have created two basic catalogs, one for the server-based OS and the other
for desktop-based OS.

While creating a machine catalog and adding machines to their dedicated delivery
groups, you need to make sure that the new machine, whether it's server- or
desktop-based, allocated to your delivery group is properly registered with the
XenDesktop controller. You must have noticed in the preceding screenshot that, in
the Windows 7 VDI desktop catalog, 2 machines are allocated and both of them are
shown as unregistered in the console.

[17]



Troubleshooting Toolkit for Citrix XenDesktop®

This is the starting point for an administrator working on XenDesktop sites. So, this
is your first tool where you should be looking whether you can launch your desktops
and applications or not. The unregistered state signifies that your machine is not able
to contact the Delivery Controller and register itself.

explore these issues and how to resolve them later in Chapter 4,

*  There is a chapter focused on VDA registration issues; we will
! Overcoming VDA Registration Problems.

Some other key areas in the Studio console that you should be aware of are
the Licensing and StoreFront tabs. These can help you in identifying licensing
and StoreFront store-related issues in one place without any need to go to
individual consoles:
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Active licenses would show up here

. To know more about all the relevant settings of the Citrix Studio

% console and the initial configuration and setup, you should read the
i article at https://www.packtpub.com/virtualization-and-
cloud/getting-started-xendesktop%C2%AE-7x.

The Director console (Desktop Director)

The Director is the primary tool for helpdesk administrators to troubleshoot basic
issues within the XenDesktop environment. This console has been improved by
Citrix in their last few releases and it has only gotten better.
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With Director 7, you can now integrate Citrix NetScaler Insight to resolve session
performance issues. You can view HDX NetScaler Insight in Director views and
easily identify whether the issue is related to network.

Please note that the HDX Insight integration feature is for Citrix
Platinum customers only. To read more on HDX Insight, please
% download the NetScaler HDX Insight deployment guide from
L https://www.citrix.com/content/dam/citrix/en us/
documents/products-solutions/netscaler-insight-
center-deployment-and-sizing-guide.pdf.

Director comes with a very informative dashboard displaying the relevant diagnostic
details of your XenDesktop infrastructure. Please refer to the following screenshot of
the Director dashboard:
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The preceding screenshot of the dashboard shows the details of failed machines,
user connection failures, established sessions, licensing issues, the current capacity,
and logon duration among many others. The data is updated every minute on

the console.

The Director console provides two detailed views that can help helpdesk technicians
in identifying and troubleshooting issues. We will go through each of the views and
understand their functionality and the data they provide to administrators.
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The Filters view

Basic troubleshooting begins with digging into the user session details.
The dashboard provides sufficient information on connected and failed
sessions. If you click on Sessions Connected or User Connection Failures,
it will automatically take you to the Filters view for the session details;

an example is shown in the following screenshot:
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Similarly, you can click on the failed connections and see the details of all the
connection failures under the Filters view, as shown in the following screenshot:
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The Filters view provides you with all the required details for the failures, such as
failure reason, time of failure, machines affected, and other relevant details. You can
select columns to get more details on the failures. This is really useful for helpdesk
staff; they can look at these events and take the necessary actions at their level to
resolve these issues.

You can also get the details of the machines by selecting the Machines radio button
under this view.

The Trends view

The dashboard provides the data of the last hour, so it is really good to have some
historical data to look at and that can provide you with more details for the past
week or past month. Administrators can click on Trends on the dashboard and will
be redirected to the Trends view on the Director console. Please have a look at the
following screenshot for reference:

thg&wmr.e-lnw

Trends View

= Mux, Commected Sevsions
— Max. Disconnected Sessioens

Here, you can select the time period to view the historical trends for the sessions,
connection failures, failed desktop or server machines, logon performance, load
evaluators, and network details.

By using these two views, the helpdesk staff can easily identify basic issues for
desktop connections and troubleshoot/fix them.
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CDFControl

Citrix Diagnostic Facility, or simply CDF, has been around since 2007 and is still
considered to be the most used diagnostic tool by Citrix administrators. It has been
recently added into Citrix Scout; however, you can still download it as an individual
utility from https://www.citrix.com. This tool works well with all the latest
releases of Citrix XenDesktop.

CDEFControl is an event-tracing utility that is made to capture all Citrix-related
diagnostic information and that gets its output from Citrix subsystem DLLs. You
need to have local administrator rights on the system to start an event trace.

To download and setup Citrix CDFControl for the first time, please
o visit http://support.citrix.com/article/CTX111961.

It's always recommended to have a trace captured before opening a case with Citrix
because they will always ask for the capture as the first thing.

Once downloaded, you can run CDFControl . exe from the specified folder on the
system to take your first trace. It will present you with the GUI interface showing
multiple modules, to select from and start your trace.

It also provides a list of trace categories to simplify administrator needs

for troubleshooting. If an admin is experiencing issues with FMA services,

he can select the Delivery Controller Services module or, if there is an issue

with application enumeration or launch, he can select the Application Enum/Launch
module category.
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Please refer to the following screenshot showing the GUI interface:
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To capture a valid trace, you should start your trace, reproduce your issue, and then
stop the trace. The trace will provide you with an ETL file in the same folder where
you have configured the CDFControl utility.

You can open the trace file with the CDFControl utility by going to the File menu
and selecting Parse Trace:

% CDFControl: ¥iewing C:Users\gsingh'Downloads\CDFControl\,CDFControl_log_28.12.7
File | Wiew Tools Filtker Help

| Parse Trace

Parse Trace To File F4 . ) .
Open ETL file to read diagnostic

Save Viewer Output Ctrl+S information

Save + Launch in Excel  Chrl+E

Thee v [Troc v | Zess v | Modie v stc
Load CSV (CDF) File F6 s |28 |2
© e 4388 2180 |2
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You will also need to download trace message format (TMF) files that are
responsible for carrying out the instructions to parse and format the binary trace
messages generated by CDFControl.

Using CDFControl, you can easily download TMF files, as shown in the
following screenshot:

LOF Control

Crmatn CTL Fin

Erber module ™
Load CTL Fle
o B L i et oeent B
- L .
O Aoyt Error Code Lockag foréd Select Product
e Y e @,' o =1 oomeind |
(m] i O
E Anticeitl E Corfpanioniog Cancel
A Corbosin - -
O Ansbticsion 0O ¢ I reachiret v u]
[ fnsblicslog [ Cerdgpastierd cggragn [ Mesdwrlinaturism O Stersherien
] Anshtical O Cenis Lo [ MachineCinstiorkog 0O Stersticntiog
0 o O Configastionlogge ' [ MachineCiestionLogging O Storhorilogging
[ EsckrComponent O« [ roe— i
(- oc [me—— [ WL CLIENT_DOTHET
E BroketConrmcionlessng E CT_DLL_CrbgpCommen g MachiraliestionT tacking [ 'WSL_CLIENT_NATIVE
Eskerenmole CIX_DLL_Chetgpiitud Hzndoetgd
[0 EuscherContaledal O CT 0L Coteigptinasln O MordaDaL
0 EschebiiL o o
E Buckerfiming E Delepstedidminf being g Montod) staProceasing

Once the files are downloaded, go to the CDFControl Trace Settings window and
configure the path for downloaded TMF files and the path for the online TMF server:

CDFControl Trace Settings

Trace controler settings [for capturing COF/E T\ traces]

Tiace file settings i Trace fle path [for capturing trace]

@ Circular Log |C:\Program Files [<BENCitre\S cout\ Current\ tities

" Sequential Log Browsa

" Multiple Sequeniial Logs Reaktime viewing

Max LogSize: [50 =] MB I™ Enabie reaktime viewing whie capluring trace
 Tiace detail seltings | 7 Starup trace file path [for captuiing startup tiace]

Enter Flags Enter Level |

Here, you can alternatively

— Event Buffer M configure an option to look
I Lise Default Setfings for TMF online, if your server
Buffer Size [KB): Mirirnum Bulfers: L has an active Internet
[ I7| [iz =l [1zz connection

Trace consumer settings (for viewing COF/ETW laces)
“—THFsealchDa‘h[ful ! ing hizce

oo

W Use online tiace msme@we{ &I
W Flush memory cache after each consumer session (Consenves memory)

W Load tace inta viesser aftes parsed to afile

7 Sepaiste covfile inevery [1000 =] thousandlines !
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Now, you are all set up to parse and analyze the log files to find faults and issues
within your XenDesktop environment:

EDFComtrok: Vieswing U Progeaen Files {(186)Cilrie| Scout| Carrest | Ul ses | CDFCostrol_kog_76.08.2015_07-18-44' COFLogFile.ll
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i |0 00/2R/20N5) 191, | 2204 1448 0 _Mdottiam_ Bdaheti_ |0 L] BuckaDAL BSDAL b+ Drumestelipoed dedessions])
4 0 (RRSNG) 191 T 14 o datNeilt_ Sdoileitl_ | 0 o BrokmDAL BS DAL <o Eruammatet gwed deSecoons] mture Syctem Colachorn: Ganenc: LotV [Chie Cde Cd
5 |0 (RAESANS) 197 A 1448 o Hoothell Sdothetll |0 o EsckpDAL BS DAL 335 Erumeatel nadedM schanesind pakinglouge|
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Erter module name or select 8 binary file:
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When troubleshooting XenDesktop issues and selecting the Delivery
Controller Services module, all the services are covered except one:
the PortICA service (also called PicaSvc2 . exe, the new name given
to it by Citrix).

Q

PicaSvc2.exe is one of the most important services when you are troubleshooting
Citrix XenDesktop issues. This service is a part of your desktop OS on the virtual
machine, Blade, or remote PCs. This service is responsible for all communications
happening on your VDA machine except for communication with the Delivery
Controller, handled by the Citrix Desktop service.

So, you must enable service logging while troubleshooting XenDesktop issues.
This can be enabled by two methods. The first method is to create an XML file
on the VDA machine and edit the configuration file to allow logging.

You can find the procedure by referring to the Citrix article at
http://support.citrix.com/article/CTX118837.
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The second method is to do it via Citrix Scout; you can remotely enable
PortICA logging while taking the CDF trace using Citrix Scout, as shown
in the following screenshot:

WinRM/Service Log Settings
Settings
Click butten to change from current state.

WinRM Configuration

WinRM Canfiguration

Service Logging Configuration

Please note: enabling logging will reboot the service on the selected server
Broker Agent
Close

Configuring logging for XenDesktop®

To troubleshoot all the issues arising in the XenDesktop environment, you should
be aware of what is cooking under the hood of the XenDesktop architecture. For this
purpose, enabling service logging, VDA agent logging, and Controller logging is
very essential and the key point here.

Service-based logging can be enabled via the command line or by using Citrix Scout,
which is installed by default on XenDesktop 7.5 and later versions. Citrix Scout lacks
some feature logging capability; it doesn't enable Citrix Broker Service agent logging.

So, it's always better to enable your environment's service-based logging using the
command line or PowerShell:

An example command to enable Citrix Broker Service log is as follows:
R BrokerService.exe -Logfile "C:\XDLogs\Citrix Broker
& Service.log"
o~ You need to run this command from the CMD prompt while in the
appropriate service directory, which is C: \Program Files\Citrix\
Broker\Service.
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After you have successfully configured the logging for all services, it's time to
configure the VDA agent and PortICA logging, which are considered as most
important for the XenDesktop infrastructure.

To enable VDA agent logging and PortICA logging, please read
the Citrix article at http://support.citrix.com/article/
CTX117452.

You can also use the Citrix Log Enabler utility to enable controller level
s logging; please visit http://support.citrix.com/article/
CTX127492 for more information.

Please make sure that you disable XD logging once you are done with
troubleshooting. Otherwise, it may eat up space on your servers.

Perfmon and Procmon

If you are a Windows or Citrix administrator, you might have heard the terms
Perfmon and Procmon before. These are Microsoft tools that have been around
from the NT era and have been used by all administrators for their daily
troubleshooting issues.

Perfmon or Performance Monitor is used to monitor system performance

such as CPU, memory, and network bandwidth being used by an operating
system, applications, services, and so on. Perfmon is installed by default during
Windows installation.

Procmon or Process Monitor is a free tool provided by Microsoft Sysinternals.
The tool is used to monitor real-time activity of all the processes on the Windows
platform. It combines two old tools called RegMon and FileMon, used to track
registry and file access activities.

Procmon can be used to track failed attempts against accessing the registry,
file shares, detect file errors, critical system processes, and many more.

Configuring Perfmon

Perfmon is installed by default on all Windows servers. To configure Perfmon, you
can launch it by going to All Programs | Administrative Tools | Performance
Monitor or simply by typing perfmon in the Run window.
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Perfmon comes with a default system performance counter set to monitor CPU
utilization, as shown in the following screenshot:

() Performance SO = -
= b W ES - P d
i X7 00anM @
B Performance Monitor
=1 3n Dats Collector Sets 100
1 | #, User Defined
Bl D Systed 904
T System Diagnostics
T Systeen Performance
| Evenk Trace Sessions a0
Startup Event Trace Sess
[ | Reports 704
604
a4
404
304
CPU Utilization monitor
204
104
) v / A
/ > . {
o AN L) — AP
12:26:12 PM L 12:25:35 PM 12:26:11 PH
e
Last 0.000 Average /f’ 0.465  Minimum 0,000 Masimum | 7.817 Duration | 1:40

To configure Perfmon to capture all relevant performance parameters, we need
to configure the data collector set to add all the relevant performance counters.
Microsoft provides a built-in user level data collector set that comes with Windows
2008 Server as Server Manager Performance monitor.
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If you just want to monitor CPU and memory performance, this data collector set
will provide you with sufficient information:

i o f‘_-'i".xl;_-._f [

@ Perlormance Monitor

() Perfermance
= _gm Monitoring Tooks
Bl Performanice Manitor
= _3p Data Collactor Sets
= |3, User Defined
= m System
T Systam Disgnostics
T System Perfoemance
| Eviet Trace Sessions

* Shartup Evert Trace Sessans
g Reports

—_—

Default Data
collector set for

Server Manager

3 Server Manager Pecformance Mond

=

performance Courters |Fie |
Petformance courters:
[\Processon_Totali % Processc
WHemory|Rvalable KEytes
{Process(*}\% Processor Trme Resve I
Process("\IC Data Bytesises
Process(*)\Private Bytes
Process( ™)\ Theesd Count
| Process{*)\ID Process
Log fiormat:
Binary -
Samgie interval Unks: I~ Matimum samples:
[* 2 fres =] 0 |
Diaka sounce name:
| F|

However, to configure advanced data collector sets to monitor performance counters

that are not limited to CPU, memory, or network, you need to add relevant counters
to your customized data collector set.
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Please refer to the following screenshot of a customized data collector set to be used
to monitor CPU, memory, paging file utilization, ICA connections, ICA session
latency, Citrix Profile Management logon/logoff duration, HDX Flash input/output
data bandwidth, and more:

Available counters Added counters
Select counters From computer:
— Counker Paren
<Laocal computer = - Erowse. .. - :
= Citrix Profile Management
TrETmm ~ Lagaoff Duration -
Memory ~

Logon Duration -

% Committed Bytes In Use ICA Session

Input HD¥ MediaStream for Flash Daka Bandwidth ---
Input HDY MediaStream for Flash vZ Data Bandwidth -
Lakency - Session Average -
Cutput HOW MediaStream For Flash Data Bandwidth ---
Output HOW Mediastream for Flash w2 Data Bandwidth  ---

Available Bytes
Available KBytes
Available MEvtes
Cache Bytes
Cache Bytes Peak

Cache Faults/sec
P Memory

Available MBytes -
Paging File
®
Processor

% Processor Time -

The data collector set can capture all the parameters for server performance,
logon/logoff duration, HDX MediaStream bandwidth and much more.

In today's world, this tool is rarely used by Citrix administrators to get
performance-related data, as Citrix Director can provide you with the relevant
data and you don't even need to spend time in configuring these data sets.

However, I still recommend this tool to advanced administrators who want to
explore all the built-in counters provided by Microsoft and Citrix to play around.
Sometime, the advanced tools such as Citrix Director or EdgeSight don't provide you
with all the details you need for troubleshooting; configuring the right counters with
this tool can point you in the right direction.
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XenDesktop 7.x has a sizable number of built-in performance counters that can
serve as a great tool for troubleshooting. Please refer to the following list of
XenDesktop Perfmon counters that you can use on the XenDesktop environment for
troubleshooting.

Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:
Citrix Broker Service:

Brokered Sessions

Database Avg. Transaction Time
Database Connected

Database Transaction Errors/sec
Database Transactions/ sec
Deregistration Requests

Expired Launches/sec

Expired Registrations/sec

Ping Requests

Hard Registrations/sec
Registration Avg. Request Time

Citrix Broker Service: Registration Rejects/sec

Citrix Broker Service: Registration Requests/sec

Citrix Broker Service: Soft Registrations/sec

Citrix ADIdentity Service: Database Connected

Citrix ADIdentity Service: Database Transaction Errors/sec
Citrix Configuration Logging: Database Connected

Citrix Configuration Logging: Database Transaction Errors/sec
Citrix Configuration Service: Database Connected

Citrix Configuration Service: Database Transaction Errors/sec
Citrix Delegated Admin: Database Connected

Citrix Delegated Admin: Database Transaction Errors/sec
Citrix Environment Test: Database Connected

Citrix Environment Test: Database Transaction Errors/sec
Citrix Host Service: Database Connected

Citrix Host Service: Database Transaction Errors/sec

Citrix Machine Creation Service: Database Connected

Citrix Machine Creation Service: Database Transaction Errors/sec
Citrix Monitor: Database Connected

Citrix Monitor: Database Transaction Errors/sec

Citrix Storefront: Database Connected

Citrix Storefront: Database Transaction Errors/sec
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The counter details have been fetched directly from Perfmon available on the
XenDesktop Controller server. To read more about XenApp/XenDesktop
performance counters, please download the article at http: //support.citrix.
com/servlet/KbServlet/download/30998-102-686964/Operations%$20Guide%20

-%20Monitoring.pdf.

The document is outdated and won't provide you with much detail on recent
releases of the XenDesktop/XenApp product line. However, the document is
still considered as a good read for the information it contains on the performance
monitors required to monitor Citrix infrastructure.

Configuring Procmon

Process Monitor is a free tool from Microsoft and can be easily downloaded from
http://download.sysinternals.com/files/ProcessMonitor.zip.

This tool serves as a great asset in terms of troubleshooting application failures, file
system issues, registry issues, boot logging, reading the application stack, and so on.

Once you have downloaded the tool, you will have three files named procmon. exe,
procmon. chm, and Eula.

* Pprocmon.exe: This is the utility setup file

* procmon.chm: This is the software helper file

* Eula: This is the Microsoft End User License Agreement
Procmon comes as a portable utility that doesn't require installation. You can run

procmon.exe directly by accepting the Eula screen and it will start capturing, as
shown in the following screenshot for reference:

=¥ Process Monitor - Sysinternals: www.sysinternals.com EI@

File Edit Ewent Filter Tools Options Help
BH ABE | $AS | B &8 EZEEDE

Time ... Process Name PID  Operation Path

5:58:5... |2 Explorer EXE 4060 #%¥ReqluenKey  HKCRVCLSIDWE03D3200-BD31-11d
5:58:5... |2 Explorer EXE 4060 @R=qOpenkey  HKCU\Software'Classes\CLSIDNG0
5:58:5... |2 Explorer EXE 4060 #¥Re=aOpenkey  HKCRVCLSIDWE03D3200-BD31-11d
5:58:5... [ Explorer EXE 4060 @%RegluenyKey HKCRMWCLSIDWB03D3200-BDA1-11d
5:58:5... [ Explorer EXE 4060 @%RegOueryKey HKCRMCLSIDWB03D3200-BDA1-11d
5:58:5... [ Explorer EXE 4060 @%RegOueryKey HKCRMCLSIDWB03D3200-BDA1-11d
h:88:5... 5 Explorer EXE 4060 ﬂF{egOpenI{ey HKEC UM Software Classes \CLSID\{E0
5:58:5... [ Explorer EXE 4060 @%RegOpenKey  HKCRMCLSIDW(B03D3200-BDA1-11d
5:58:5... [ Bxplorer. EXE 4060 @%ReqluenyKey  HKCRMCLSIDW{603D3800-BDE1-11d

5:58:5... == Explorer.EXE 4060 #ERealpenkey  HKCUSoftwars\Classes'\CLSIDVIED ™
Fl i »

Showing 106,886 of 321,225 events (33%) Backed by virtual memaory
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We have now downloaded Procmon and it is ready to take our first capture.

Before we actually start looking at the capture log, we should have a basic
understanding of the Procmon toolbar. Please have a look at the following Procmon
toolbar screenshot to understand the basic toolbar features that can help us in
analyzing the Procmon logs:

Start/Stop AutoScroll
Capture On/Off
e on

File Ed. E\.rent I,i‘ter Tools Of.dn; Hel
TAG &
PID ¢ Opeﬁmnn

2407 @ RecQuen] | ¥
1 Explorer EXE # £D aFlagOpenh' 13 HKCU| Roftware'\Classes\CL

© ) LBplrerEXE /4060 @ RegOpen/ iy HKCRY LSIDVG03D3800-BDET T, L
Clear Log Explorer EXE /4060 @ ReaQuer ey | \51D\{603D3200-8D81-11d
EwlorerEXE/ /4080 #RecOus fey ' 5ID\B03D3800-6D81-11d

=Bwlorer X7/ 4060 @ R=aQy’ Key |D'{60303800-BD81-11d
5:58:5... [ Explorer F 4060 aFlagOr Key Yiare*Classes\CLSIDWED
558:5... [5Eplore” £ 4050 @4R=a0 [Key HKCR\ G 1%4603D03800-8081-11d
5:58:5... [mBEml’ XE 4060 @4Re=g jKey HKCR\ \Cl  1{603D3800-BDB1-11d
5:585... LBy JEXE 4060 ﬁRar ey HKCU'-Su 'ilz"-.Gasses"-.CLSID"'-.{ED 5
4 S _,f m I 1 3

Show Processes
from current
Window

.com

Toggle File system,
. registry, network

and processrelated
activity

Jump to process

Showing lf. ,J of 321,225 events (33 rcr ,'I Backed by \rn ﬂemory

Highlight Iog Show Processes Find process
entries Tree

Procmon log data

To run this tool, you should be a part of the local administrator group on the local
machine. Once the tool is launched, it immediately starts capturing three system-
level activities: filesystem, registry, and process.

* Filesystem: Procmon captures the filesystem activity for all Windows
filesystems whether it's a local storage or remote file share. The activity
is monitored relative to the logged-on user session. You can deselect the
filesystem activity by clicking on the filesystem activity button on the toolbar.

* Registry: Procmon captures all registry operations and the information is
displayed using the Windows registry conventional path (HKLM: HKEY
LOCAL_MACHINE). You can deselect the registry activity by clicking on the
registry activity button on the toolbar.

* Process: Procmon captures all process-related information starting from the
process and thread monitoring subsystem to creation and exit operations
including DLL and device driver load operations. You can deselect the
process activity by clicking on the process activity button on the toolbar.
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We have gained a basic understanding of the Procmon tool, toolbar features, and
relevant data that the Procmon log provides.

To understand the importance of this tool with respect to troubleshooting of Citrix
environment, we are going to do a case study that is focused on troubleshooting slow
logons of Citrix published desktops based on XenApp.

Case study — troubleshooting slow logons with
Procmon

Problem description:

Users have been complaining about slow logons while logging to Citrix desktops.
The desktops logins were taking approximately 3-5 minutes to show up on the
desktop interface of the users.

Environment:
XenApp 6.5, Citrix Profile Manager 3.2.2, and ICA Online Plug-in 12.1.44.1
Troubleshooting analysis:

On initial diagnosis, we found that the slowness was experienced by the users
intermittently. Some users were able to login within 30-50 seconds and some users
were experiencing a delay of 3-4 minutes.

We started with checking the event viewer logs for the machines that were
experiencing delays, but couldn't find any relevant error that could lead us to the
cause of delay. We enabled UPM logging and GPO logging to understand the delay
but there were no errors or warnings that were causing this delay.

To enable Citrix User Profile Manager (UPM), please visit the Citrix
Knowledge Center article at http: //support.citrix.com/

& article/CTX126723.
/S To enable GPO logging, please refer to the MS article at http: //
blogs.technet.com/b/csstwplatform/archive/2010/11/09/
how-to-enable-gpo-logging-on-windows-7-2008-r2.aspX.

As the next troubleshooting step, before involving Citrix, we went ahead and used
the Procmon tool to capture the entire logon process for impacted users. However,
we had to run this tool multiple times to capture a valid trace for impacted users.
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While analyzing the logon process, we found that the freeze happens among 2-3
process threads, which indicated that the thread was waiting for network restoration.
It led us to find out whether any network drives were mapped for users that were no
longer accessible or if it was waiting for any network printers to be mapped.

I checked and found that the issue is with the network printer's mapping while the
user is logging on to the Citrix desktop.

Resolution:

We changed the published desktop application setting from the Citrix AppCenter
console so that it doesn't wait for the network printers to be mapped while logging
in, which resolved the issue.

After modifying this application setting, the login time reduced from 3-5 minutes to
just 15-20 seconds.

Similarly, Procmon can be used while troubleshooting slow logons, application
failures, file access permission issues, and more.

HDX™ Monitor

Citrix has invested a lot of time and money in improving its products to provide

a high-definition experience to its customers by introducing HDX technologies.
With HDX, it had become essential to properly configure these features on your
XenDesktop and XenApp environments. Many administrators faced real challenges
in understanding whether the Citrix policies that are enabled for HDX features
really work or not.

It had become difficult to isolate the issues related to HDX and sometimes,
configuring HDX policies incorrectly caused the user experience to be impacted
badly resulting in session choppiness and delayed mouse and keyboard response.

So, to help its customers, Citrix has released this wonderful tool called HDX
Monitor for XenApp and XenDesktop. The latest version of this tool has come
up with some new features that allow administrators to customize the metrics
required to troubleshoot.

The tool can be downloaded from https://taas.citrix.com/hdx/download/.
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The HDX Monitor tool is used to diagnose and monitor the activity of VDA and its
features, analyze the data, and issue alerts on the console to make you aware about
incorrect configuration and performance. The home screen looks like this:
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Let's discuss the basic features and functionality that the HDX monitor provides to

administrators:

e Adobe Flash: This is used to monitor and troubleshoot Flash redirection

issues. A red cross on the screenshot suggests that Flash is either not installed
or not working correctly. You can click on Adobe Flash and it will show you
the detailed description of the issue. Please refer to the following screenshot

for details:

Adobe® Flash®

Mame Value
Status
Virtual channel state Idle
Flash redirection Inactive :
Internet Explorer compatibality IE 9 iz supported
Network latency threshold W ms

Server-side content fetching Mot cenfigured

Attributes | WME

latest Flash Player on the target VDA or XenApp server.

a Flash player is not installed, in
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¢ Audio: This is used to know if audio redirection is enabled and is

working fine.

ﬁ J Audio
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Devices

Attributes | WMI.

Mams Valus
in}
Max Packet Size
Max Packets

o o

WValue
1dia
Enabled
Enabled
0 bps
Enabiled
1

« |1 Remate Audio = |

* Client: This component is used to monitor if the right client is installed and
compatible with handling all HDX policies.

MName

Status
12 Address

Machine Name
Product

Versian

| Attributes | WM |

Value

10,0061
xa02

DOS Windows
14100
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* Graphics - Thinwire: The graphics component provides information about
the configuration set in the XenApp and XenDesktop environment for
graphics and it also captures the network performance of Graphics Thinwire.

This is one of the most important components in the HDX Monitor tool, as
many Citrix administrators face challenges while configuring the right set of
policies to be used to deliver HDX experience to endusers.

The following information is key and worth noting:
°  MaxFPS
°  MinFPS
°  Frames per second
Progressive display
° Adaptive display
Extra color compression
° Heavyweight JPEG

Let's have a look at the new graphics settings that come with XenDesktop 7.x:

Policy Default Setting Achievement

Legacy graphics mode Off To revert to first generation
Adaptive Display.

Frame rate (FPS) 30 Sets max FPS (60 FPS supported on
latest version).

Image quality Medium To adjust the level of compression
for newly available codecs.

Desktop composition Enabled To allow rendering of WDM-

redirection generated graphics on clients.

Desktop composition Medium Sets default compression for

redirection quality desktop composition redirection.

These are some of the key changes that were introduced in XenDesktop 7.x
and everyone should be aware of these before playing with HDX policies.
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When we open HDX Monitor with the default graphics settings enabled, we
notice that the Adaptive Display is disabled:

E Graphics - Thinwire

Mame
Maximum output bandwidth used
Virtwal channel state
Adaptive Display
Extra color compression
Frames Per Second

Heavyweight JPEG

Attributes | WMI |

aka

Value
419 bps
Idle
False
Enabled
0
False

This means that you are using new codecs that are available with
XenDesktop 7.x and not using first generation Adaptive Display.

If you look at the WMI tab for advance details, you will notice that the

legacy graphics mode is turned off by a policy:

E Graphics - Thinwire

MName
Paliey_ExtraColerCompression

Palicy_FramesPerSecond

Palicy_LegacyGraphicsMode

Paolicy_LossyCompressionLevel

Attributes | WMI

Palicy_ExtraColerCampressionThreshold

Palicy_LossyCompressionEnabled

Baliry | ncevt” nmnraccinnThrachald

Value
True
8192
15
False

False

]

This is now default behavior. If you have your user based in LAN

environments and you want to revert back to the Adaptive Display mode,
you can always change the policy to enable the legacy graphics mode, which
in turn would enable first generation Adaptive Display. Moreover, you need

to switch off the desktop composition redirection to make it work.

[39]



Troubleshooting Toolkit for Citrix XenDesktop®

However, keep in mind that changing the graphic settings to Adaptive
Display can badly impact your WAN-based mobile users.

To provide HDX experience to users working on graphics-intensive
applications, you can leverage GPU rendering on physical devices
in the data center or GPU rendering on the hypervisor using GPU
passthrough. For more details, please refer to the following links:

* www.nvidia.com/object/xendesktop-vgpu.html
% * https://www.citrix.com/content/dam/citrix/en
a us/documents/go/configuring-xenserver-to-use-
nvidia-grid.pdf?accessmode=direct
e https://www.citrix.com/content/dam/citrix/
en_us/documents/go/reviewers-guide-remote-3d-
graphics-apps-part-2-vsphere-gpu-passthrough.

df
[ P o

* Graphics - Thinwire Advanced: This is used to monitor the bandwidth of

the graphics in a particular session; it can also be used to monitor network
performance.

n Graphies - Thinwire Advanced

Mame Value

Status

Maamum output bandwidth used 419 bps

Virtual channel state Idie 1
Encoder DeeplompressionV2Ence

Frames Per Second 1

Manitors 1

Attributes | WMI

g

Bottom 20 E

MName Value

Left

o o

Monitor ID
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Mapped Client Drives: This component is used to validate the client drive

mapping functionality:

'- Mapped Client Drives
|

Name
Status
Virtual channel state Idie
Bandwidth allowed Obps
Virtual channel priority Medium

Attributes | WME .

Drives )
Drrive Label Type
Client Drive Mapping

"

0. __Local Dick (D- on XAQ) HD drive

Value

Network: This component is used to monitor the network bandwidth

performance for established sessions:

_ MNetwork
2 ] Status
i Accept session reliability connections
| ICA listener port
Multi-Stream
Muilti-Stream machine

Multi-Stream part

Attributes | WME |

| Network canditions

True
1494
Inactive

False
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Sometimes, you will notice an error on the network component saying Citrix
Receiver does not support collecting network information.

This error is reported due to inactive ICA sessions. You should make sure

that the session you are monitoring is active. The other reason could be that
the Perfmon counters are corrupted.

Printing and Scanner: These tell you whether your printers' and scanners'

redirection is working fine or not. The following screenshot shows the
settings for scanners:

“ Seanner
— =

Name Value
Status
Wirtual channel state Idle
TWAIN compression level Medium
TWAIN redirection Enabled
Virtusl channel prigsity Mediim

Attnbutes | WM

The following screenshot shows the settings for printers.

Mapped Printers

Status

Maximum input bandwidth used 1.61 Kbps o
Maximum cutput bandwidth used 140 bps 1
Virtual channel state Idle

Bandwidth allowed 0 bps

Printer mapping at logon False
Attributes | WMI |

M_appgd p.rinter& .

Microsoft XPS Document Wiiter (from XA02) in session 3

Fax (redirected 2 (from XA02) in session 3

WebEx Document Loader (redirected 2) (from XA02) in session 3
Microsoft XPS Document Writer (redirectsd 2) (from X802) in session 3

Microsoft Office Live Meeting 2007 Document Writer [redirected 2] (from XA0Z) in
session 3
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* Smart Cards: If you use smart cards in your environment, you can get the
diagnostic details here:

Smart Cards
Name Value
Status
Virtual channel state Idle
Devices 0
Service status Running
Virtual channel prioity Unknaown

Attributes | WMI |

“ The Smart Cards wvirtual channel i not present. Confirm that the session is active
and/or that the feature s enabled

* System Information: This provides the system information for the XenApp
server or the VDA device that you are monitoring;:

- System Information

s Name Value

Logical processors 1

05 Microsoft Windows Server

05 Architecture Bd-bit E
05 Version 6.1.7601

Processors I

Total physical memory 1073336320 ¥

Attributes WMI

o Adspter| Standard VGA Graphics Adapter ¥ |

MNarne Value =
Device 1d VideoControfler] =
Diriver wersion 6.1.7600.16385

Instalied display drivers
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* VDA: This provides the details related to the VDA agent:
; :; Virtual Desktop Agent
 Name Value
| Status
Install Directory C\Program Files p@E6NCitr
: Session ID 3
Attributes | WMI |
Versions
Component Version
Citrie HDX TS {retail) 7.1.0.4061 =
Citrix Group Policy Client-Side Extension 21.00 2100
Citrix Virtual Desktop Agent - x64 7.1.04019
Machine Management WMI Provider 7.5.04505
L Adarhing Idantrh: Sansra Amant £ M ASNE -
.

Windows Media: Monitoring this component can help you with Windows
Media redirection issues in your XenApp or XenDesktop environment:

i,- II Windows Media HEX Index Score: 63

Mame Value
Status
Wirtual channel state Idle
Bandwidth threshold 10,24 Kbps
Wirtual channel priority Unknown

! Attributes |

To understand Windows Media redirection, you can refer to the Citrix
S article at http://support.citrix.com/article/CTX137469.
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Citrix Scout

In the recent past, Citrix released a tool called Citrix Scout; it collects diagnostic
information for the XenDesktop product suite. It has been made user-friendly and
now has just a start and stop button to capture a diagnostic log.

You can download Citrix Scout from http://support.citrix.com/article/
CTX130147.

For XenApp/XenDesktop 7.5 and above, you need not download
s this tool. Scout is preinstalled on all the controller servers.

You can upload the Scout log to the Citrix Auto Support site (TAAS) to get a quick
analysis by the TAAS engines.

There are certain prerequisites that should be met before you start configuring
Citrix Scout; they are as follows:

* Local admin rights on the Delivery Controller server

* Local admin rights on the remote machines

*  WinRM needs to be enabled and configured on remote machines

* Remote registry needs to be enabled on remote machines

* All machines should be in the same domain

*  You should be running at least PowerShell version 2.0

* File and print services should be enabled on remote machines
NET framework 3.5 SP1 and above

Configuring and running Citrix Scout

Before we jump into configuring Scout, let's have a look at the basic configuration of
Citrix Scout. Launch the Citrix Scout console and then click on Config | Settings in
the main menu.
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The basic configuration enables you to change the settings for CDF tracing within
this tool:

The Path mentioned here i only used to save
reports when you chose "Collect and Upload”
option at Citrix Scoffthome screen

(o] Check For new softwire updates autematically |

Event Log

@ Days of Event Logs to callect (S | pays G System Event Log

~Logs te Colect ———
" Coflect all Event Logs ‘

[ Application Event Log

COF trace file settings o oy | Here you set the COF
Max Log Sise [56 | mp  Seauental Log ol
g ke " suhiple Sequential Log i
T 4ppend Log

Mabe:

The pranimum vaise Tor Max Log Size is 120 MB.

I you select "Mutipe Sequential”™ Legs, Scout will only include the 5 most recen logs in the results file,
k'”'lii-li- 1o heip reduce the cwersl size of the Soout dats file J

¥ T : You can cantrol the
Max nurnber of machines for data collection | w ettt hark i b

Max rumber of DDCaVDAs to displey | 1000 displayed in ficout consoke
! L= ) }

L

% Don't use a proxy server
I~ Use proocy server from Internet Explores You can configure

£ Wse this proxy server: Citrix soout to use
S

Proxy server here,

Address: | 127.0.0.1
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If you look at the utilities included within this tool, you will notice that CDFControl

is one, along with XDPing and XDDBDiag;:

CDFControl Date modified: 6/30{2014 9:41 &M
Size: 2,22 MB

Application

Date created: 6/30/2014 9:41 AM

B utilities
‘-? (_)v | = Program Files (x86) - Citrix = Scout ~ Current - Utilities - &3 I Search Utilties
Qrganize Open  Mew Folder =
' Favorites Marme Date modified I Type Size
B Desktop CDFCartrol Application
4 Downloads CDFContral.exe 6/25/2014 4:57 PM %ML Configuration File 1KE
L Recent Places 7] Citrix. GroupPolicy, Commands 6/25/2014 458 PM  ‘Windows Powershel. .. A7 KB
=3 Libraries %] Interop, MATUPMPLIb, I B/30/2014 9:41 AM application extension 14 KB
T Documents (| Inkerop, NETCOMLb.dIl 6/30/2014 9:41 AM Application extension 16 KB
.‘ Music %] Interop. MetFwTypeLib,di 613002014 9:41 AM Application extension 26 KB
| Pictures 5 LicInventoryCheck 6/30/2014 9:41 AM Application 1,926 KB
B videos " paexec 6/25/2014 4:57 PM Application F1LKE
& | UpmConfigCheck. 6/25/2014 4:58 PM P31 File 145 KB
1M Computer
5| %aDsInfo 6/30/2014 9:41 AM Application 28 KB
€ Network ®ADSInfo.exe 6/25/2014 ;57 PM ¥ML Configuration File ZKB
’ = %DDBDiag 6/30/2014 9:41 AM Application 226 KE
¥DDBDiag.exe 6/25/2014 ;57 PM ¥ML Configuration File 12 KB
5 %dring 6/30/2014 9:41 AM Application 92 KB
¥dPing.exe 6/25/2014 ;57 PM ¥ML Configuration File 1KEB

These utilities can be used as standalone utilities to perform diagnosis

uses CDFControl to perform CDF tracing.

. Citrix Scout
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The following steps need to be followed when configuring Citrix Scout for the first
time on the Controller server prior to XenDesktop v7.x:

1.

9.

P NS kDN

Download and unzip the package on the Controller server.
Execute run.exe.

From the Tool menu, click on Options and select Config.

Make changes to the default settings, if required.

Click on Start CDF Trace.

Select all controllers or VDAs experiencing the issue.

Select the default modules to start the trace.

Reproduce the issue for which you would like to capture details.

Click Stop CDF Trace once the issue has been reproduced.

CDF trace files are written to the same folder where you have downloaded Scout.

Let's have a look at capturing a basic CDF trace. To start the CDF trace, you need
to click on Start CDF Trace within the Citrix Scout console. You will notice that the
Delivery Controller from where you started the trace is automatically selected, as
shown in the following screenshot:

™ Citrix Scout

File » Config » Help »

Citrix Scout

Bl Auzs 27 citrix Scout
» Gite Info

w XDOL.TESTLAB.COM

Select Machines to gather CDF traces from:

p Citrix

Choose up to 10 machines for data collection 40
» Hardware
) Software Select  Computer Name User Type Status  Action
» Registry ¥DO1.TESTLAB.COM gurpinder.singh Controller v [=!
» Event Logs O XDO2.TESTLAB.COM gurpinder.singh Controller
] ¥A-01testlab.com ServerVDA
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If you have any issues or if the previously mentioned prerequisites are not met, you
will see an action item under the Action column:

Citrix Scout

E: WinRM/Service Log Settings

Settings

Click button to change from current state.

fo

1 Configuration

off

WinRM Configuration Status  Action

| v

Service Logd

L T

Please note: enabling logging will reboot the service on the selected server

ServerVDA

Off Broker Agent

Clase

In the preceding screenshot, it is clearly visible that the particular VDA machine
doesn't have WinRM enabled on it. You can double-click on the action item and it
will give you an option to enable WinRM remotely, provided that you have admin
privileges on the remote machine.

To enable WinRM manually on each machine, you can launch the PowerShell
CLI with administrative privileges on specific machines and type the following
command:

winrm gc
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This is shown in the following screenshot:

Administrator: Windows PowerShell

ft Corporation. All rights reserved.
= winrm gc
_ et up to receive requests on this machine.
The foll g changes must be made:

Start the WinRM rvice.
Set the WinRM rvice type to delayed auto start.

Man requests to any IP on this machine.
Make these changes

T ner on HTTP: to accept W5-Man reques

to any IP on this machine.

M There can be instances where a firewall exists between the controller
Q and other VDASs; in that case, we need to make sure that the firewall
is configured to allow communication on WinRM port 5985.

Once we are done resolving these action items, we will be good to proceed with CDF
tracing. You can click on Continue to proceed with your CDF trace as shown in the

following screenshot:

" Citrix Scout

=10l x|
File v Config v Help v
Citrix Scout
xD01
Running CDF trace on selected machines...
P FITITITIII7]
Elapsed time:  00:00:10
Tracing
Stop
Start COF Trace (%] Collect & Uplozd €3
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Citrix Scout uses CDFControl in the background; it actually copies the
*  executable to the remote machine and executes it remotely to capture
% the data. Once the trace is stopped, the executable is deleted from the
remote machine and the data is copied to the controller from where
the Citrix Scout is running.

We have already understood in a previous section of this chapter how CDF works to
capture data and how we can parse the data to read logs. For detailed information on
how to use Citrix Scout, please watch the Citrix TV video at http://www.citrix.
com/tv/#videos/9268.

Citrix Quick Launch

The Citrix Quick Launch tool is used to create ICA sessions similar to the older
ICA clients. However, it is not a replacement for your Citrix ICA client or receiver.
It doesn't work until you have the ICA client installed on the client device.

It was solely developed by Citrix to be used by administrators to test and is

not recommended or supported by Citrix. It can be your go-to tool if you are
troubleshooting published application launch issues. With this tool, you can create
ICA files with specified XML service port details and the right launch mechanism:

Citrix Quick Launch
L]
CIT R!xo Server name  #all -

| Caonnect |

[q@ General f{]} Seszion Ophiohs [E’g SpeedSoreen | s Hotkeys @ Connections

Enumeration Tupe

@ WML #ML Part g TCRAP  TCPAP Browsing requires an 11.0 clisnt or older

Chooze connection type

@ toXendpp to Published &pplication to¥enDeskiop

Credentialz b anage Current Connection
gsingh — = T
Username & : a
o ’ % i |
sswor Caonnect Save |C& File
Drarnain
Usze local usemame and pazswaord V| Delete temporany created ICA file

[51]



http://www.citrix.com/tv/#videos/9268
http://www.citrix.com/tv/#videos/9268

Troubleshooting Toolkit for Citrix XenDesktop®

To download and configure it correctly for the purpose of using it with XenDesktop-
and XenApp-based ICA sessions, please read the article at http://support.
citrix.com/article/CTX122536.

This tool has limitations with XenDesktop 7.x, as Citrix has deprecated
= the creation of ICA files with the release of the XenDesktop 7.x.

Print Detective

Print Detective is a utility used to troubleshoot issues related to printer drivers.
It gathers information related to all the printer drivers, including driver-specific
information, and then enumerates them on the specified Windows machine.

It is one of the most important tools to troubleshoot printer issues in the XenApp and
XenDesktop environment. The tool is really useful to remove or delete conflicting
printer drivers that can make your XenApp server or user VDI machine unstable and
can cause the print spooler service to keep crashing.

You can launch it by executing PrintDetective.exe to gather information on the
relevant print drivers, as shown in the following screenshot:

\od Promt Detectrve

Sbat bargst machins 10 SNUMErats £3 dhven Ersnamtn Part Divers Ciwiste Setected [even
Sl v | [ ] [ P

Dirver Nome Provider Dieperiert Flesi)
== Mcrosolt OSce Live Mocting 2007 Docu.
B Mecrosch Shand Fax Dever Mgl FXSWEZRDDLL: Fx
= Meomoscht MPS Doocument Witer Micmsoft rrochrehus i roechedu
== Send To Mcrosoll Oneblote 2010 Derver stcrarnes god. shdd
= WebEx Document Loader sépdri i, stoerd
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You can analyze your event viewer application log to get the details of bad printer
drivers that are crashing the print spooler service on the XenApp server or VDI:

E
Bwerst 1000, Apmlicatian Emar

Gerernl | Detals

Faulting apphcation namee: spoodsv.ece, version: §,LTSFL1TS1A, tirne starnp: BedcePbdeT
F|:|Il:mg modide mame: FOEHRALLU-BDLL unloaded, sersior; 0008 time mtarmps e S 4a463
Ecception code: 0000005

Frult offret: (00800000 4F T804

Fl.u!tmg pracess id: el

Eaailfinn aonbratinm sttt tises Bl 10FO0 30 78030 %

Faulting applcation path: COWindoas\ System3Dapool noexe

Faulting madule path: FXAHRALU-BOLL

Report [d; Je@r58bd-fo2f-11e 3 -bac-S050562F0153

After you identify the respective print drivers, you can delete them using the Print
Detective tool from the specific Windows machine.

M As a best practice, you should configure Citrix universal printing in
Q your environment, unless there is a specific requirement from your
customer to allow the installation of native printer drivers.

This tool can be downloaded from http://support.citrix.com/article/
CTX11l6474.

StressPrinters

The StressPrinters utility is used to troubleshoot printer problems in a terminal
service or remote desktop service environment and is basically meant for Citrix
XenApp. However, you can also use it for standalone Windows operating system and
XenDesktop VDIs, as it doesn't have any dependency on Citrix-specific components.

This tool is used to simulate the creation of printers using specific printer drivers.
This helps in identifying the corrupted or conflicting printer drivers that are actually
causing the spooler to crash.
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In a remote desktop service environment (Citrix XenApp), multiple users log in to
work on published applications or desktops. Some drivers don't respond properly
when processing multiple threads of printing jobs in a remote desktop service
environment. Due to this, the print spooler sometimes crashes. This utility can help
reproduce the issue in a simulated StressPrinters GUI environment using the same
printer driver.

You can download this utility from http://support.citrix.com/article/
CTX109374.

Using StressPrinters

Once you have downloaded the utility, unzip it in the folder on the XenApp server
or VDI machine where all the printer drivers are installed to map specific printers:

1. Select the appropriate StressPrinters.exe setup as per your operating
system (x86 or x64) to launch the utility:

P StressPrinters = @
Printer drivers Printer creation settings Ri
n
Micrasoft Office Live Meeting 2007 Document Wity Base printer name: Microsoft Office Live Meeting 200

|Microsoft Shared Fax Driver Exit
Migrosoft XPS Document Witer | . .

Printer port name: EI.P‘T;I', - T
|Sehd To Microsoft Onelote 2010 Driver par L Load
\WebEx Document Loader 2
Print processor: Winprint Save
tions
The number of concurrent add events: 1 L
Abaout

Maximum delay between add and delete g
(in milliseconds):

The number of times to repeat the tesk: 1

Keep printers areated during last iteration

| Verbosa mode

Apply these sattings to all printers
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2. Select the print drivers that you want to run the stress test for and then
select the number of concurrent add events to set how often the printer
should be created.

You should select at least 5 add events for a valid stress test.

To know the details of each parameter, refer to the Citrix article at
s http://support.citrix.com/article/CTX109374.

3. To start your stress test, click on the Run button and you will get an output
similar to the following screenshot:

WP StressPrinters Output Log o] = =)
T aunching cmd.exe /C addprinter.exe -name Mirosoft XPS Dacument Writer” -port "LPTL:" -driver Mirosoft KPS P
CMD process has been created. PID: 1a54 (6740)
AddPrinter.exe process for Microsoft XPS Dacument Wiriter” has been finished { Save log

--- Begin Log for Microsoft XPS Document Writer™ -

AddPrinter Ver 2.01 (c) Cirix 2006-2007 (pid: 3354)

WARNING: thread id Ox 1cec may be stuck on AddPrinter for printer Microsoft XPS Document Wiriter 11
Time elapsed: 3 seconds. Done with 0 errars.

=== End Log for Microsoft XPS Document Wiiter® —
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You should have noticed that the stress test for the Microsoft XPS document printer
has finished successfully and doesn't show any errors. However, you will see the
following error while running the test against a problematic driver, which may crash
the spooler service:

+P StressPrinters Output Log = || B
Launching amd .exe /C addprinterf4.exe -name "HP Color LaserJet CP2020 Series PCLE" -port LPTL:" driver HPC » | (Close
CMD process has been created. PID: 24fc (3458) X
AddPrinter.exe process for "HP Color LaserJet CP2020 Series PCLE" has been finished | Savelg |
B Log for e PriTereet =
- End Log for

0 Spooler sérvice is not running: either has been stopped or crashed

IT

XenDesktop® Site Checker

The XenDesktop Site Checker tool is used to validate the functioning of active
XenDesktop sites. It enumerates the XenDesktop site brokers, services, hosts,
assignments, catalogs, provisioning tasks, and schemas with the user of the
PowerShell SDKs in the background.

You can use this tool to check the status of services, whether they are running

OK or not; service instances are registered and it even provides the ability to enable
logging for each service. However, this tool is outdated and can be used only for
XenDesktop 5.x sites. A new tool is under development to replace this tool for
XenDesktop 7.x sites.

To download and learn more about this tool, which is to be used
on XenDesktop 5.x sites, you can refer to the Citrix article at
http://support.citrix.com/article/CTX133767.
= The development release of the tool for XenDesktop 7.x
sites is available at https: //www.dropbox.com/s/
g3xrx9c3znriekl/XDSiteDiag. zip.
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The new tool is not supported by Citrix yet, but it can provide you with similar
functionality to help you troubleshoot your XenDesktop 7.x site issues. You need to
have administrative privileges on the XenDesktop site to run this tool.

It provides a similar interface as Citrix Studio with some improved features.
Let's have a look at the GUI interface of the tool launched for the XA /XD 7.5 site:

[ XenDesktop SiteDiag

© Adaindpps Site Name Admindpns
Iy ! Configuration Diatabase Server Ham
= Controllers Database Name Citsioddmindipps
HADT testiab, com Site Wersion 56
 Site Rolez 4 of Controllans 1
@ Citrix AD Identity Service Seivice Ingtances 4 12
@ Citsix Broker Seivice Total Machine: 3
@ Citsin Configuration Service Total Calalogs 2
@ Cirix Host Seivice Registered Machinez 1 [33%)
@ Citsix Machine Creation 5ervice
L5, hitp:/fxall testlab. com/Tit
Lag hitp:/rrall] testlab. comfCit | Address it sl bestiah, comCitmo™ achineCrestionContractv2
£ http: Awalil testlab.com/Cit | Bindeg wel HTTP ket
©. CHENRRRSEE | '~/ 50X
i Hosts Sencsticcourt  TESTLABUHADIS
i EC2-cloud SemvicsficeountSid | 5-1.5-21-1495689503 196931 3565- 378935954 7-1105
= VM Storage ServicelGrouphlame  Admindpps

ServicelGroupllid  bif359bec-39d7-4a38-ab5cad3e28be

= PVD Storage
Servicelnztancellid  00OD0000-0000-0000-0000-000000000000

o MHetwork
ServiceType Frow
¥ Wersion 2
- AD ldentity Pools
m Calalogs
ﬂl Power Actionz
.‘ﬂ Provizioning Schemes =
._? Provisioning Tasks Powerthel Log <] Clear
o Aszignments
4> Desktop Groups watile-cuipit “ProvT asko${$tack TaskiD g5k Week fowStatus]"
) Admins - Desklops I{nmwh [$zchems in Gat-ProvSchems Admirdddress $varl)
o Wind 7 VDI - Persistent
B Sau:iumn“’ . ) waite-output “Provicheme: Hitschems. ProvisiormngS chereh ame ™
- 1 Active Sessions ::ma-:h [$catalog i get-brok ercstaing AdminAddress $var)
4@ Inactive Sestions } Wwiite-Dutput "Cataloge-${$catalog Name]i{$estalog Catalogking]"

Ernas menk, [ el i et e bbb A clriend cdedegrs $10me

It provides the following advanced features that the Citrix Studio doesn't have and
can also help you troubleshoot issues beyond Citrix Studio:

* Ability to provide XenDesktop site services status to check and fix issues

* Service logging option for each service on every controller server

* Option to delete VM and PVD storage

* Control over power actions
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* Edit advance desktop settings to manage idle pool settings, logoff behavior,
the WillShutdownAfterUse option, and more

* All object details in a tree view: AD Identity pools, provisioning schemas,
and many more.

* Sessions details

* Search elements in a site

You can download the tool to get it tested against your test environment and to
explore the enhanced features it provides. We have to wait for a final version to be
released by Citrix officially, with support for XenDesktop 7.x sites.

XDPing

XDPing is a command-line tool developed by Citrix to assist in analyzing and
troubleshooting misconfiguration issues in the XenDesktop environment. You

can run this tool from the PowerShell prompt on a remote computer or from the
Controller server; it provides information about all your network interfaces, logged-
in users, time synchronization issues, and domain membership details along with
DNS lookup data.

This tool is supported on all the latest releases of the XenDesktop product. The tool
comes with two files: XDping. exe and XDPing.exe.config. You can place these
two files wherever you want. To run this tool from the command prompt, you can
browse to the directory where it is placed and then run the following command to
learn about all the available syntaxes it provides:

C:\Xdping /help

Running this tool with the /host switch will give you the following output; this can
help administrators troubleshoot any communication issues between a controller
and VDA machines:

XDPing 2.3.0.0

Created by Citrix Systems Engineering and Escalation teams.

Help us improve this tool by providing feedback through http://twitter.
com/CitrixEscEMEA.

UpdateVersion Error The remote server returned an error: (407) Proxy
Authentication Required.
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Checking version : You are using the latest version.

Local Machine::

NetBIOS Name XDO01l.testlab.com

0OS Version = Microsoft Windows NT 6.2.9200.0

Platform X64 Platform

Computer Domain: TESTLAB.com
Role = Member Server

Membership = VerifTESTLABd, SID
:S5-1-5-21-962264046-888720465-393826521-76512 [OK]

User::
User Name = Gurpinder.singh
User Domain = TESTLAB

Authentication = Kerberos [OK]
Groups:
TESTLAB\Domain Users
Everyone
BUILTIN\Administrators
BUILTIN\Users
BUILTIN\Remote Desktop Users
NT AUTHORITY\INTERACTIVE
CONSOLE LOGON
NT AUTHORITY\Authenticated Users
NT AUTHORITY\This Organization
LOCAL
TESTLAB\Citrix-Admin
TESTLAB\TESTLAB VDI Access_Group
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Authentication authority asserted identity

Local Machine Time::

UTC 26/08/2015 10:48:27 AM

Local = 26/08/2015 8:48:27 PM (AUS Eastern Standard Time)

DST = No

NtpServer = time.windows.com, 0x9

Domain Controller(s) Time::

Date/Time from TESTLAB.com : 26/08/2015 8:48:27 PM : Time difference
(mins) : 0 [OK]

Network Interfaces::

NIC #0 "Ethernet":

Network = Ethernet, 10Gb/s, Up

MAC = D0:50:56:D2:2D:3D

DNS suffix = TESTLAB.com

DNS servers = 192.168.215.11 192.168.227.1

WINS servers = 192.168.227.1 192.168.215.11

Gateways = 192.168.206.254
DHCP server = 192.168.227.201
Address #0 = fe80::1c8f:eac3:b3e6:9¢c4b%12/0.0.0.0, Preferred,

Origin=WellKnown/LinkLayerAddress
Lease = 91173/4294967295/4294967295

Address #1 = 192.168.206.214/255.255.255.0, Preferred, Origin=Dhcp/
OriginDhcp

Lease = 691406/600250/600250
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NIC #1 "Loopback Pseudo-Interface 1", Loopback:

Network = Loopback, 1073Mb/s, Up
DNS servers = fec0:0:0:ffff::1%1 fec0:0:0:£f£fff::2%1
fec0:0:0:£f£f££f::3%1
Address #0 = ::1/0.0.0.0, Preferred, Origin=WellKnown/WellKnown
Lease = 91183/4294967295/4294967295
Address #1 = 127.0.0.1/255.0.0.0, Preferred, Origin=WellKnown/
WellKnown

Lease = 91183/4294967295/4294967295

NIC #2 "isatap.TESTLAB.com":
Network Tunnel, 0Gb/s, Down

00:00:00:00:00:00:00:E0

MAC

NIC #3 "6TO4 Adapter":

Network = Tunnel, 3Gb/s, Up

MAC = 00:00:00:00:00:00:00:E0

DNS suffix = TESTLAB.com

DNS servers = 192.168.215.11 192.168.227.1

Address #0 2002:94c3:ced6::94c3:ced6/0.0.0.0, Preferred,
Origin=WellKnown/WellKnown

Lease = 91109/4294967295/4294967295

WCF Endpoints: CitrixBrokerService::
C:\Program Files\Citrix\Broker\Service\BrokerService.exe

Version Number :7.6.0.5024

XenDesktop version 7.6.0.5024
wsHttpBinding:
Citrix.Broker.Admin.SDK.IBrokerAdminService:
http://localhost/Citrix/BrokerAdminService/v2:
Ping Service: /Citrix/BrokerAdminService/v2

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]
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Service = Listening [OK]
wsHttpBinding:
Citrix.Broker.Admin.IBrokerAdminQuery:
http://localhost/Citrix/BrokerAdminQuery/vl:
Ping Service: /Citrix/BrokerAdminQuery/vl

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]
wsHttpBinding:
Citrix.EnvTest.Interfaces.TESTLABnvTestApi:
http://localhost/Citrix/BrokerEnvTests/vl:

Ping Service: /Citrix/BrokerEnvTests/vl

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]
wsHttpBinding:
Citrix.Cds.Protocol.Controller.IRegistrar:
http://localhost/Citrix/CdsController/IRegistrar:
Ping Service: /Citrix/CdsController/IRegistrar

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]
wsHttpBinding:
Citrix.Cds.Protocol.Controller.ITicketing:
http://localhost/Citrix/CdsController/ITicketing:
Ping Service: /Citrix/CdsController/ITicketing

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]
wsHttpBinding:
Citrix.Cds.Protocol.Controller.IDynamicDataSink:
http://localhost/Citrix/CdsController/IDynamicDataSink:
Ping Service: /Citrix/CdsController/IDynamicDataSink

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]

wsHttpBinding:
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Citrix.Cds.Protocol.Controller.INotifyBroker:
http://localhost/Citrix/CdsController/INotifyBroker:
Ping Service: /Citrix/CdsController/INotifyBroker

Connect = Tcp to [::1]:80 via ::1 ("Loopback Pseudo-Interface 1")
[OK]

Service = Listening [OK]

Controller Services::

Service : Licensing services not present [OK]

DNS Lookups for Local Machine::

Host Name : XDOl.testlab.com

Address #0 = fe80::1c8f:eac3:b3e6:9c4b%12 (rDNS: XDOl.testlab.com.
TESTLAB.com) [OK]

Address #1 = 192.168.206.214 (rDNS: XDOl.testlab.com.TESTLAB.com) [OK]

Address #2 2002:94c3:ced6::94c3:ced6 (rDNS: XDOl.testlab.com) [OK]

Event Log Check::

For more information on this tool's usage and its download

instructions, please read the article at http://support.

citrix.com/article/CTX123278.

XDDBDiag

XDDBDiag is a command line tool provided by Citrix to help us perform
consistency checks on data and connectivity verification for the XenDesktop site
database. It provides diagnostic output in comma-separated value files (. csv).
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The output files contain the following information:

* Site information

* Virtual Desktop Agent information
* Current connections/connection log
* Hypervisor connections

* Policy information

* Desktop groups

* Controller information

* Database information

The tool can be run from a command prompt on the controller. The syntax to be used
to run this tool is as follows:

C:\XDDBDiag windows MySQLServer SQLDB

The result of the preceding command is as follows:

Data Compression disabled
windowscitrixdbXD test dbXDDBDiag 4 Citrix Support

UpdateVersion Error The remote server returned an error: (407) Proxy
Authentication Required.

Unable to detect latest version - Can not find https://taas.citrix.com/
tools/XDDbDiag/version.xml

Preparing to execute database consistency checks...
DBCollation ->Latinl General 100 CI AS KS
Schema Version Detected = 7.6.0.0

XDDBCheck.sgl: Revision Excalibur

SQL Server summary (on citrixdb):
Microsoft SQL Server 2008 R2 (SP2) - 10.50.4000.0 (X64)
Jun 28 2012 08:36:30
Copyright (c) Microsoft Corporation

Standard Edition (64-bit) on Windows NT 6.0 <X64> (Build 6002:
Service Pack 2) (Hypervisor)

Database:
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XD test db
Aug 26 2015 11:15AM (UTC)

XenDesktop Site summary:
Schema version: .....cccceeeeees 7.6.0.0
# Controllers .......ceeeeeeeens 1

1l: S-1-5-21-962264046-888720465-393826521-76512, [TESTLAB\XDO1],
7.6.0.5024, Active

# Catalogs ...ceiereriicenenans 1
3: [XD POC], SingleImage, Random (Shared)
# Desktop GroupsS .....eceeeeeess 1
1: [XD VDI TEST], Shared, Enabled
# Access Policy rules .......... 2
1: [XD VDI TEST Direct], DISABLED
2: [XD VDI TEST AG], Enabled
# Entitlement Policy rules ..... 1
1: [XD VDI TEST 1], DesktopGroup=1l, Enabled

# Assignment Policy rules ...... 0

# Hypervisor Connections ....... 0

# Configured machines .......... 3

# Registered machines .......... 3 (0 soft-registered)

# Established sessions ......... 1 (0 non-brokered/disconnected)
# Establishing sessions ........ 0

Running consistency checks...

**% Warning: 3 machines with inconsistent catalog/hypervisor connection
data.

==> 1 problems found.

Controller Database Connection settings
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Controller,Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True, Passed

ADIdentitySchema, Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True - Passed

Analytics, Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True - Passed

ConfigLoggingSiteSchema, Server=citrixdb;Initial Catalog=XD test
db; Integrated Security=True - Passed

ConfigurationSchema, Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True - Passed

DAS, Server=citrixdb;Initial Catalog=XD test db;Integrated Security=True -
Passed

DesktopUpdateManagerSchema, Server=citrixdb;Initial Catalog=XD test
db; Integrated Security=True - Passed

EnvTestServiceSchema, Server=citrixdb;Initial Catalog=XD test
db; Integrated Security=True - Passed

HostingUnitServiceSchema, Server=citrixdb;Initial Catalog=XD test
db; Integrated Security=True - Passed

Monitor, Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True - Passed

StorefrontSchema, Server=citrixdb;Initial Catalog=XD test db;Integrated
Security=True - Passed

Exporting Data...
Export Completed...

*  To download usage details, please read the Citrix article at

%@‘\ http://support.citrix.com/article/
’ CTX128075#prodrelated

Xperf or Windows Performance Recorder

In the past few years, many administrators have relied on the so called Xperf tool for
troubleshooting all kinds of performance issues, including slow logons. This tool has
gained popularity for its ability to provide graphical analysis, stack tracing, process
lifetime details, and so on.
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Due to its popularity, it was supposed to become a mainstream tool for all
Windows administrators. However, Microsoft soon released a tool called
Windows Performance Recorder to replace Xperf.

The decision taken by Microsoft to rename and release a better and easy-to-configure
tool was due to the fact that obtaining traces with Xperf was at times complex and
required administrators to work hard to correctly configure it using stack-wise flags.

Microsoft released Windows Performance Recorder, where they have created
a Ul that looks quite easy to configure and has made the life of a Windows
administrator easy.

It is available as a part of the Windows SDK kit for Windows 8 but it works on the
Windows 7 and Windows 2008 R2 platforms as well. You can download it from
http://www.microsoft.com/en-us/download/details.aspx?i1d=30652.

Using Windows Performance Recorder (WPR)

After downloading the Windows SDK kit for Windows 8, run the setup to install the
Windows Performance Toolkit on your Windows machine. Refer to the following
screenshot; as we are installing Windows Performance Toolkit, you can deselect all
the other options:

j;’ﬂ Agssesement and Deployment Kit - = “

Select the features you want to install
Click a feature name for more information

Windows Performance Toolkit

Size: 83.2 ME

ws Premstallaticn Emsronment (Windons PE)

User State Migration Tool [USMT)

Windaws Assesiment

Microsaf S0L Server 2012 Express

Estimated disk space required: 88,2 MB
Disk space available: 20,0 GB
Back = Install Cancel

[67]


http://www.microsoft.com/en-us/download/details.aspx?id=30652

Troubleshooting Toolkit for Citrix XenDesktop®

By default, the WPR kit is installed in the path: ¢:\Program Files (x86)\Windows
Kits\Windows Performance Toolkit.You have the option to install it on alternate
machines by using the redistributable package under c:\Program Files (x86)\
Windows Kits\Windows Performance Toolkit\Redistributables:

@\ = * Computer » Local Disk (C) » Program Files (<B6) » ‘Windows ¥ats » 8.0 » Windows Performance Toolkt » Redistnbutables
Organize + Include in lsbrary = Share with = New folder
Favorites
Bl Desktop ;::;l WPTarm-arm_en-us
& Downloads 15 WPTaid-sd_en-us
| Recent Place: f:ﬂ WPTxdh-=R6_sn-us

Microsoft also provides redistributables for Windows ARM, which

is a plus point as it allows you to configure toolkit on tablets and
A . .
notebooks running Windows RT.

Once you have installed the Windows Performance Toolkit, you will get the
following three options in the Start menu:

*  Windows Performance Recorder: To set and start your trace
*  Windows Performance Analyzer: To analyze the trace
* GPU View: To analyze the trace in GPU mode

To start your first trace, you require administrative privileges on the Windows
machine; you might see a UAC prompt on your computer screen while running
the WPR. If you are running the 64-bit version of an operating system, you need to
disable the paging executive to successfully collect event traces.

To achieve this, you can either do it via the command prompt by issuing the wpr.
exe -disablepagingexecutive on command, or while running the setup for the
first time, it will prompt you to disable the paging executive, click on OK to proceed.
It will require the machine to be restarted. Make sure you turn it back off when you
are done with your trace, as it can affect performance adversely.
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When you run the WPR GUI for the first time you will see the following screen:

] YWindows Performance Recorder EI = @

Record systern information <

& This tool will gather infarmation about the interaction of the programs and hardware running on this
cormputer for analysis.

Status: Recording not started Time:
Buffer:
Events dropped:

Cancel

¥ More options

When you click on Start, it will fire your trace and load the default general profile
for your trace. A general profile is used to record all default traces with recordings
of basic system issues and performance data. The general profile uses the NT Kernel
Logger collector and WPR _initiated_ WPR Event Collector. Let's have a look at the
following screenshot to inspect the event tracing data collectors set in Perfmon when
the trace is running;:

1) Performance Monitor

(%)) File Action View Window Help

o 5[ c= Bl 3

(®) Performance Marme Status
4w I\-‘_I?nllonng Tools . ;'_:—_-NT Kemel Logger Running
B8 Performance Monitor — '

(»Audio Running

4 4 Data Collector Sets — -
d (v Diaglog Running

2, User Defired =

(v Eventlog-Application Running

& Systern
Event Trace Sessions
Startup Event Trace Ses

& Eventlog-Micrasoft-Windows-TerminalServices-SessionBroker-Client-Anaktic Running
& Eventlog-Micrasoft-Windows-TerminalServices-SessionBroker-Client-Debug  Running

§ Reports i{.Ewnuog-&,astem Running
M NtfsLog Running
HUBPM Running
WdiContextLog Running
I MSDTC_TRACE_SESSION Running
)WPR_initiated_WPR Event Callector Running
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Once the trace capture is running, the WPR GUI will look like the following
screenshot:

0 Windows Performance Recorder o=l &

Record system information

1M This tool will gather infarmation about the interaction of the programs and hardware running on this
computer for anakysis.

Status: Recording multiple profiles in Memory... Time: 00:00:10
Buffer: 144 MB (14%)
Events dropped: 0

Save J Cancel

You may have noticed that Events dropped is highlighted. This is important; if you
have numerous events dropped; you may discard the running trace and start a fresh
capture. Dropped events lead to an indecisive analysis.

You can click on Save to save your trace in the directory specified by you. By default,
it will save the trace file in the Document s\WPR directory of the user running the
trace; this is due to security concerns. You can click on Cancel to stop the trace:

@@v v Libraries » Docurnents » WPR Files »

Organize = Share with Mew folder

o Favorites Documents library
B Desktop WRR Files
& Downloads ’

Mame = [
., Recent Places

XA02.01-03-2015.08-39-11.e8 NGENPDE
|| XA02.01-03-2015.08-39-11

- Librames

+| Docurments

The file is saved in the machinname.date. time format; along with this file, you will
also have one folder ending with NGENPDB. This folder contains the PDBs that are
required to diagnose issues with the managed components.
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. PDB, or Program Database, is a proprietary file format (developed
& by Microsoft) that stores debugging information about a program
" (or, commonly, program modules such as a DLL or EXE). PDB files
commonly have a . pdb extension.

We have gained a basic understanding of the WPR tool and also how to run a
basic trace with it. It's time to proceed with capturing a trace configured with
advanced options.

Advanced recording

To record an advanced trace, you need to expand the options of the WPR GUI and
select the required advanced options, as shown in the following screenshot:

= Windows Performance Recorder = =

Record system information 7]

B Thas tool will gather infarmation about the interaction of the programs and hardware rnning on this
carmputer far anahysis.

Status: Recording not started Tirne:
Buffer:

Events dropped:

& Hide options Seart

Select additional profiles for performance recording: Performance scenario:
Resounce Analbyis - General -
7|CPU usage ;.
S Digk IO mctraby
J{File L0 actrity
Registry L0 actraty Logging mode:
| Metworking L0 acthty i Memory -
Heap usage
Poal usage

LR

Werbose -

Vitllo usage
Poowner usage
GPU setnaty

Add Profiles... About
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These are the advanced options that are provided with WPR recording; it will
increase the overhead of your trace and also the size of your trace file. Always
make sure to check only those options that are required and never check all
checkboxes. Take a note of the Performance scenario drop-down; it will help
you choose scenario-based options to troubleshoot your issues:

* General: It is used to record the general performance of the
running computer

* Boot: Helps in recording performance while the computer is booting

* Shutdown: Helps in recording performance while shutting down
the computer

* Reboot Cycle: Helps in recording performance during the reboot cycle

* Standby/Resume: Helps in recording performance when switching the
computer from standby to the resume state

* Hibernate/Resume: Helps in recording performance when switching the
computer from hibernation to the resume state

The Detail level dropdown gives you an option to select Verbose logging, which
is the default, or Light if you do not want to capture every bit of data. The Logging
mode dropdown is set to Memory for a general performance scenario; we should
leave this setting to the default option that is being recommended as per the
performance scenario.

For the Performance scenario options chosen —Boot, Shutdown,
%@‘\ Reboot cycle, Standby/resume, and Hibernate/resume — WPR will
’ by default choose to log a file. This cannot be changed in the GUI.

You can create custom profiles that can be used to capture WPR traces. Please refer
to the MSDN article at http://msdn.microsoft.com/en-us/library/windows/
desktop/hh162947.aspx.

Reading a trace
You can start reading your trace file by opening it in Windows Performance

Analyzer. The trace will display system, storage, compute, and memory activities in
a graphical explorer.
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You can right-click on each activity to add it and start analyzing the data:

|j_| CAUsers\gsinghiDocuments\WPR Files\XA02.01-03-2015.08-39-11.etl - Windows Performance Analyzer
File  Trace Profiles Window Help

Graph Explorer v 453
b System Activity
Processes Lifetirne By Process

b Computation

Add graph to Analysis View
Add graph to Mew Analysis View

, IR SR e e
b Storage
g Add all CPU Usage (5ampled) graphs to Analysis View
Add all CPU Usage (Sampled) graphs to New Analysis View
b Memory
b Power

Before starting, we need to make sure that the symbol files are loaded in the console.
Please go to Menu and click on the Trace dropdown to select Configure symbols.

It should automatically have the symbol path configured to the MSDN site and
SRV*C:\Users\username\Documents\WPR Files\filename.etl.NGENPDB. Click
on Load symbols to get the symbols loaded on the console. You need to have an
Internet connection to load symbols from the MSDN site.
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We will now study one random trace taken during a normal user logon event
for a XenDesktop user. The logon was very fast and took fewer than 20 seconds.
Let's start reading a trace for this logon event:

iraph Explores

Ll Dl

¥ Compuiatien

¥ Shorage

¥ Memory

Interestingly, we can see a lot of spikes on the Computation, Storage, and
Memory graphs. Let's examine the graphs one by one, starting with the
System Activity graph.

The System Activity graph

When you see the following System Activity graph, you can note the time duration
that each process took for a logon event; the details also provide the start-time and
end-time for each process. The duration for some processes is shown in red, which

denotes that the duration is longer than the expected time for the given processes.

This is shown in the following screenshot:

Birsahysis (2§

LT Debays  Diebays By Proceds, Type® = 1]

Series

¥ Process: swchostexe (L. [ - =
Procsss: CDViewnrei (. I N 1

b Praress: mee (124 R | 8]

¥ Process: explosenec (1 BN |

¥ Process: svchostere (L. | 3

¥ Process iexploresns (2... [

P Process: UserProfiledda..,

¥ Process whicadZew 3. I - .

l
]
[
L 3
[E

pochostecs (L1} COo Call L1 LEE00M0 ] 0 JATIGOTEIZ  BEAIE0Z512 NN

Rt e (B2} i COM Call
803!

1

2

El

4 b evplorerene (1004 5261 i /|
3 sechostece (LEED) b OO Call 0. BT400800 TAATHIETAD. B 41132
6 peplore,exe (HG0) COM Call 4340 B.57700000 [} 0 11321980454 11996392454 I
P UberProfileMansgern e COM Call Lz 0. 3500000 L} 0 IRATSSTTEIS  2E06EITTENS
L)

wicailene (3745 COM Call 184 0.3T4000000 L] o ILIIFRAEEIE LADER93ILE N

.[:ju

Line®  Proceid Delwy Type Thread Id Uulal.lo-l"m SncelnputRernove (d) - Sincelldeit.. Modem fgpl Tt Tome () End Toime (1) Legend

CDWiewrtr ez (4508} LE5500000 15.66E8190104. 26026892890
11 B0 ILAEOTTINES 26631 i
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You can expand particular processes to see more details and you can also filter to see
details of a particular process to analyze it.

The Computation graph

The following graph looks really scary, doesn't it?

In this graph, at the top left, the utilization is sorted on the basis of utilization by
process. You can toggle this switch by selecting other options such as utilization by
CPU, utilization by process and thread, and so on. You can move the cursor to the
individual CPU lines to know the underlying process of utilization:

| CPU Usage (Sampled) Unlzation By Pracess » = BoO-o¢c
Tames 100 g wiing sratuice tine i [TimeSEs e Wegts TimedEm o Bggmaaticn: Sum]
i ¥ | i | I | _.'.| p :

h ‘1 ‘Il'ﬁm. J’l|?l:'|||lll{li}‘J|' Iiin-:'l ﬂ"' |"!1 || '

Process: WPRULexe (83,
Proters: kdle ()
Procers: exploerso (L.
Procers: wiicsd2.exe (1.
Process Syterm ()

' I

1
e e e asaa Bn mw HEE am W M

Line ®  Process Count’ \.\feughl Tlmuhmp Pm‘.!nt:,.I i Court %W’el‘gﬂ"” Legens

b OWPRLILexe (4026) 104
¥ Idle (3) a5
euplorerexe (1004 n
wficallee (3748) 4
Syrtam (£ %
Racerver.cxe (4716) 1]

5

L]

B W
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The graph indicates several processes and their utilization during the logon event.
This is normal as during the logon event, many processes fire up and create CPU
spikes but, later on, CPU utilization comes down as the logon is processed. We need
to analyze the data and spend time in identifying the processes causing the delay, if
the logon is delayed. However, in our case, we know that the logon took just under
20 seconds and it is not a matter of concern.

[75]



Troubleshooting Toolkit for Citrix XenDesktop®

The Storage graph

In the following graph, you can see that the utilization is sorted by disk. It shows
that disk I/ O has spiked during a fraction of 9-10 seconds. You can identify the
processes and file system activities that have caused the spikes. You can also toggle
the utilization switch to select options as shown in the dropdown menu, to perform a
more effective analysis per process or I/O activity.
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The Memory graph

The Memory graph provides details about memory utilization by given categories;
have a look at the following graph for details:
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+  To get started with WPA, we recommend that you watch Microsoft's
% Introduction to the new WPA user interface video at http: //channel9.
msdn.com/Events/Build/BUILD2011/HW-926P.
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Wireshark

If you are working as a Citrix administrator, you may have heard users
complaining about slowness and sessions dropping out for published applications
and Citrix desktops. Sometimes, it becomes really difficult to identify the root cause
of slowness.

Wireshark is a wonderful tool to troubleshoot slow network problems. You can
download Wireshark from http://www.wireshark.org/download.html.

There are other tools in the market that you can use to perform
a similar level of troubleshooting. One is Microsoft Netmon. I
personally like Wireshark for troubleshooting issues.

Install the tool with the default options and proceed with opening the
Wireshark console for the first time. The GUI interface looks as shown in the
following screenshot:

M The Wireshark Network Analyzer [Wireshark L12.2 (v1.12.2-0-g898fa22 from master-1.12)]
Eile Edit View Go Capture Anabyze Statistics Tel:phonz Jools Internals Help

CPeoamag BERAXF AesdT L eean @M

Filter: Expression.. Clezr Apphy  Save

The World's Most Popular Network Protocol Analyzer

WI RES HARK Version 1.12.2 (v1.12.2-0-gB98fa22 from master-1.12)

L cpte _______J _______ Files |

Interface List — Open

Livew list of the ca ptuse intedaces o Cpan a previou sy captued fie
[counts incoming packets)

(=)

Open Recent:

A Start
Chooss one o mom interfaces to captum from, then Start @ Sam ple Captures
E%] Local Ares Connection A rich azzonment of eample captuse files on the wiki

® Capture Options

SENF 3 CAPtuME with detsiled options

Capture Help
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You need to select a network interface to start a capture. To select an interface, click
on Interface List and start the capture for the selected interface by clicking on Start:

k Wireshark: Capture Interfaces EI@

Device Description P Packets Packets/s

@ Local Area Connection  Citrix w0061 - =

| Hep || st ] Stop | options | [ close |

Click start to initiate
capturing traffic

_Interface List

®
S L list of the captune intefaces
[counts incoming pac kets)

The trace window is displayed in three views:

* View 1: This shows the packet list and summary of each packet information

* View 2: You can select the packet and expand it to explore the packet
details here

* View 3: This shows the raw packet bytes

These are shown in the following screenshot:

| Frame 1: 91 bytes on wire (728 bits), 91 byres caprured (728 bits) on interface 0

0010 00 4d 73 Fc 40 00 25 06 00 0O 78 30 <7 Of 0a 00 .MsS.@.%. ..x0....
0020 00 3d 33 a7 0d 3d 09 a6 82 OFf 3d be 09 2f 50 18 ,=3..=.. ..=../P.

0030 40 fa 00 00 OO0 00 17 03 01 00 20 55 2d 41 59 b - BN vo =AY,
0040 25 bl e5 dl of <9 af 34 95 ff 75 8 of 6e a8 OF  %...... 4 ..U,
0050 02 3d 83 d9 13 3b 7e ae a3 df 81 V' 3 "M agme

@ B File: "C:\Users\gsinghiappDatailocal\Temphi | Packets: ?3H-Displmd!2.’;8 (100.0%5) | Profile: Default

M. Time Source Diestination Protocal Length Info -
1 (.00000000120,57.199, 10.0.0.61 91 continuation
2 0.12022700120,57.199.15 10.0.0.61 TRET 171 Continuation
3 0.12027400210.0.0.61 120.57.199,15 TPET 2774 Continuation
4 0.3233330010.0.0.61 120.57.1599.15 TCP 54 338913223 [ACK] sSeq=5
5 0.37721300120,57.199.15 10.0.0.61 TCP 54 13223-3389 [ack] seqg=1
6 0.37726100 10.0.0.61 120.57.199.15 TPKT 1414 continuation
7 0.41453900120.57.199.15 lﬂ.qi% 1 TCP 54 13223-3389 [ack] seq=1
B 0.41457000 10.0.0.61 120759} 5 TRKT 4134 Continuation
9 0.70523400120.57.199.15 10.0.0.561 TCP 54 13223-3389 [AcK] Seqel
10 0.70527700 10.0.0.61 120.57.199.15 TRKT 2774 continuation o

4 Ethernet II, Src: 0e:12:51:52:e6:0e (0p:12:51:92:26:0e), DsT: 0@:33:25:7¢C:57:el (0e:3a:25:7
& Internet Protocol version 4, Src: 120. %0.5?.199.15). pst: 10.0.0.61 (10.0.0.612
# Transmission control Protocol, Src Port: (15223), Dst Port: 3389 (3389), seq: 1, Ack:
i TPKT

i m 13
0000 Qe 3a 25 7c 57 el 0a 12 51 92 e6 Qe 08 00 45 00  .:¥|W... Q.....E.

[79]

vww allitebooks.conl



http://www.allitebooks.org

Troubleshooting Toolkit for Citrix XenDesktop®

You can customize the view and toggle the options to turn it on/off. The Time
column is the most important column and we should customize the precision
up to milliseconds. Also, don't forget to enable the Delta time, as shown in the
following screenshot:

Ml *Uocal res Connection. [Wireshark 1323 (.12, 2-8-gb38a22 from master-1.12)] [ =)
Bile Edt View Go  Coapture Amabize Stabitics Telephony Tools fetemiali  Help
© @ ¥ Mwn Toskae ;'T:;[EI[EQQQE uEnw -
# Filter Toolbar - i v m
Filres: Wire[ess Taolbsar = | Bapressian..  Clear  Apply) Swie
Liks T v Sratus Bar § Protogal Length [ndo -
|11 Emm
20w PacketList Gl TRET 171 Continuation
El 199.1% TP&T 2774 Continuatfon
P Is
P aed 199,15 TCP §4 338913223 [ACK] Sefs$
5 ¢ ¥ Packet Byaes 61 ToR 54 13223-3380 [ack] seqel
? E Torvie Dinpluy Format L3 Dints ared Tirrer of D 1970-01-00 01000123456 Chl s 801
g1 Mo Resolyban L Dinte fwith day of year) wnd Time of Dme 19TA010102:00,123456
@6 v Colorize Packet Lt Time of Days S1:02:03. 133454 Corl ool
0L Autn Seeullin Lige Capture Secomds Since Epoch (1970-01-80  1234567T830.123456 Clsdited
Ww' B Zoomin Crles | % Seconds Snce Beginrang of Capture: 121123456 Crrl #it +d
4 Ethern G Zoom Qut cule Scands rcs Do Coptured Packet, LIS LIRSS
4 Intary B, Mormal S Chiles Secord: Snce Proviows Disployed Packets L1234854 I Col+ A+
Transe St oyttt A A R,
TERT | 17 Bsice A Col PR UTC Date and Time of s 1970-01-01 SLUB0Z123456 Chrl +lt e T
; : ift+ Crl o
n:m dcﬁ::q:i L | UTC Dnte fwith day of yaar] \n{mnq-. 1T801 119283103456
il UTC Time of Doy 0R00:03.173- : o
Expand Sibtree it sRight
w00 oe S S sdral ey | Batorrabic (File Fosmat Precison) 7
i R o | S Epaliadehatue
gg}g g? Collapse 40 CtrleLeft Deciseconds: DL
9050 0 Colosizs Comniation i Centiseoondiz 012
Molscend 1123
& fkarin. mieteres {_omsaconds a6 _
@ [Fil B Leloring Rulri. Manaseconds: 0.113456763

Now, we are ready to analyze the HTTP/S traffic for our Citrix XenDesktop URL to
identify any slowness or network drops.

We started capturing the trace on Wireshark, opened the web browser on a client
XA02.testlab.com server, and browsed to http://xa01/citrix/storeweb, which
is our StoreFront URL for launching Notepad applications.

While analyzing traffic, we observed that the DNS query took ~20ms to resolve the
destination XAO01 server where our StoreFront URL is hosted:

. Terns SR D stimatstn Pratagal lan&ﬂﬁ rd
0, 0.8 77 Standard guery Oo7Da7 A xadl.ecl.
143 0,002 190.0.0.82 10.0.0,81 DHS 138 Standard query rasponse Qu/ba¥ Mo such name
144 0. 000 10.0,0.61 10.0.0,83 DNS 102 standard query Oxe2d? A xadl.us-east-1. ec2-utilities. amazonaws. cf
145 0009 10,0.0.62 10.0.0.61 DHE 174 standard query reésponse Oxe2di Mo Such name
146 0. 000 10.0.0.61 10.0.0.82 DHE 83 standard query Oxc3cf A xadl.compure-l.dnternal
147 ¢.007 10.0.0.62 1¢.0.0.61 ONS 158 standard Query response oxc3of Mo such name
148 0. 000 DB1Fai2FiT005 Broadoast ARP 42 who has 10.0.0.157 Tell 10.0.0.61
146 ¢, 000 Oe:d8;0f96:Mdei3a:2sivcisviel  ARP 60 10,0, 0,15 Is at Oe:dd:0f :96:0b:6f
150 0. 000 10.0.0.61 10,0.0.15 TCP 66 50228-80 [SvN] Seqed win=B5l92 Lan=0 MSS=1460 wWS=256 SACK_PERM=1
151 0. 000 10.0.0.481 10, 0.0.15% TCP 66 50220-80 [5vN] Seqe( Win=Bl92 Lan=0 MSS=1440 Wi=256 SACK_PERM=1
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After DNS resolution, the client will send a connection request to the StoreFront
server. This will be the first TCP SYN packet in the TCP three-way handshake. Now,
to isolate this connection, we need to use a TCP stream filter. To enable a TCP stream
filter, right-click on any packet in the TCP connection and select TCP Stream Filter.

We need to isolate this connection to compare the network roundtrip time to the
server response time. After applying the TCP stream filter, we will be able to analyze
the client-to-server response time:

Filter:  Wicp.strexen eq I} = Expresnon Clear Spply S

Timie

L%

Prabesol
TeR _PERM=]
ERM=1

0 HES=1460 WS=256 SACK _PERMs]

[window =ize scaling face

0 checksum: 0w0000 [walidation disabled]
urgent pointer: 0
[seq/ack amalysis])
[thiz 15 am &

LRTT: @ 3
[Bytes in f1 1484])
cP seguent data {1440 byres)

With the preceding analysis, we can conclude that the RTT time-to-server response
time is less than 7 milliseconds, which is a very good response rate. Similarly, we can
identify the time taken to launch the application by filtering HTTP traffic. This can
help us in diagnosing slowness issues on Citrix XenApp/XenDesktop farms.

o To learn more about Wireshark, you can read Network Analysis Using
S Wireshark Cookbook, Yoram Orzach, Packt Publishing. The book is available
Q athttps://www.packtpub.com/networking-and-servers/
network-analysis-using-wireshark-cookbook.

The PowerShell SDK for XenDesktop®

Every Citrix administrator working on the XenDesktop environment must be adept
at working with PowerShell cmdlets to query and troubleshoot a XenDesktop
environment. Citrix provides the PowerShell SDK that interacts with Desktop Studio
to perform administrative actions using the .NET framework.
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Before we start with the PowerShell SDK for XenDesktop, we should set up and
configure a PoSH profile.

What is a PoSH profile?

A PoSH profile is a customized PowerShell script that sets
@@%“ your PoSH environment once you fire up PowerShell on the
’ XenDesktop Controller server. It can contain cmdlets, scripts,
functions, or any PowerShell commands.

To configure a PoSH profile, you need to launch the PowerShell administrative shell
and type the following command:

New-item -type file $profile

You might be surprised to see the following error on the screen:

pe file $profile

If you look at the error, it says WriteError, directory not found. This happened because
the user doesn't have a Windows PowerShell directory at ¢: \Users\gsingh\
Documents location.

So, you need to create this directory manually; then, you should be able to run the
preceding command successfully:

23 Hew-item -type file fprafile

hell_profile.psi

Now, let's configure the PoSH profile. Go to the PowerShell window and type
notepad $profile. This will open a notepad where you can write your custom
script. We will use it to import the XenDesktop module and Citrix snap-ins:

Asnp Citrix*

Import-module -name Citrix.XenDesktop.Admin
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Now, you have configured your PoSH profile. You can test the path by running the
following command:

Test-Path $profile

It should return the value True. You can always edit your PoSH profile by typing
notepad $profile in the PowerShell prompt. Now, we will test our PoSH profile's
functionality. To begin with, close the PowerShell window and reopen it to check
that it's working fine.

Make sure that you have set the PowerShell execution policy to
A Remotely Signed or Unrestricted.

Once you have launched the administrative shell, just type some basic commands to
test the functionality:

Get-BrokerSite

The result is shown in the following screenshot:

ation. A1l rights

oupllid ;a8 deea-9 011al6dalcs

Groupllid . 3 dht4-9 -51dda

You can learn about the basic commands by issuing help commands:
- Get-command -Module Citrix.Xendesktop.Admin
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Checking controller services

Let's check the status of some of the XenDesktop controller services by their aliases
through PowerShell. The following table lists FMA service PoSH aliases:

Service name Alias
Broker Service BROKER
Configuration Service CONFIG
Host Service HYP
Machine Creation Service PROV
AD Identity Service ACCT
Environment Test Service ENVTEST
StoreFront Service SF
Monitor Service MONITOR
Configuration Logging Service LOG
Delegated Administrative Service ADMIN

The command used to check the status of the services is: Get<Alias>ServiceStatus.
See the following screenshot for example commands:

B windows PowerShell

Get-Er

gh> Get-Configs

There are some important return codes other than ox for services status; type help
Get-<Alias>Service Status -Full for more details.
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You can write a simple PowerShell script to know the status of the controller service
as shown here:

Code Begins -----------
"Checking Services Status...... L
Write-Host "Broker Service" -Backgroundcolor "red" -foregroundcolor

"black"

Get-BrokerServiceStatus | Select service* | format-list

Write-Host "Log Service" -Backgroundcolor "Green" -foregroundcolor
"black"

Get-LogServiceStatus | Select service* |format-list

Write-Host "StoreFront Service" -Backgroundcolor "yellow"
-foregroundcolor "black"

Get-SFServiceStatus | Select service* |format-list

Code end ..

Checking the DB version

We can use PowerShell cmdlets to check a DB Schema's installed version and the
available upgrade options, as shown in the following screenshot:

ontroller

nnectionlids

Checking the desktop machine details

You can check the desktop broker and machine details with the following
commands:

® Get-BrokerDesktop

® Get-BrokerMachine
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Refer to the following screenshot for visual examples:

oupMame

You can also filter desktop details with other relevant parameters such as
Desktopkind, UID, and so on. Make sure you explore the options.

Managing identity pools
Identity pools are managed by the AD Identity service and we can check the status of
identity pools and the provisioning scheme by using the following commands:

® Get-AcctIdentityPool

® Get-ProvScheme

Disconnect/logoff settings for desktops

The disconnect/logoff functionality has been removed with effect from the
XenDesktop 4.0 release and it can be controlled only with the PoSH and XDSiteDiag
tool now. Let's take a look at the available options:

* View all disconnect options: This is shown here:

oparoup -PublishedName "Window vDI" Select *Peak nd* | format-11ist

: Nothing
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* Configuring extended disconnect settings with PoSH: This is shown here:

topGroup -Mame “Win*"

pGroup —Publisheddam

Similarly, you can manage XenDesktop policies and other settings
»  through PoSH. More cmdlets are available from Citrix to help you
% troubleshoot your XenDesktop environment; you can read more
g by visiting http://support.citrix.com/proddocs/topic/
xenapp-xendesktop-75/cds-sdk-cmdlet-help.html.

Summary

We now have a fair idea of all the tools that can help us in troubleshooting a Citrix
XenDesktop environment. Also, we have learned the importance of implementing
these tools for different troubleshooting methodologies within the scope of
XenDesktop environments.

In the next chapter, we will be using the knowledge gained in these chapters to
troubleshoot issues based on different aspects, ranging from initial XenDesktop
deployment to advanced configuration and integration with third-party tools.
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Getting Around Installation
Issues

In our last two chapters, we gained a basic knowledge of the Citrix XenDesktop
architecture and the toolkit required to build a strong foundation for
troubleshooting. We are now good to get started with troubleshooting different
issues arising in the XenDesktop environment. We will start from the basics by
troubleshooting the common issues that every administrator might face while
installing and configuring Citrix XenDesktop for the first time.

In this chapter, we will cover the following topics:

* Dealing with prerequisite issues
* Overcoming database service account issues
* Taming licensing issues

* Getting around site creation issues

Prerequisites

The Citrix XenDesktop installer automatically deploys all prerequisites, such as the
.NET Framework and, Visual Studio C++ components, if they don't exist on the
system and are required for installation.

For hardware prerequisites, you need to ensure that you have at least a 3 GB RAM
on the Controller server, if you are doing a proof-of-concept deployment on a single
server that will be configured as Controller, Studio, Director, Storefront, and also
for licensing. The actual hardware sizing of your environment will be done on the
basis of this analysis and customer requirements. This is covered later in Chapter 7,
Troubleshooting Performance.
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. To know more about all the system requirements to configure
% Citrix XenDesktop, you can refer to the Citrix eDocs at
e http://docs.citrix.com/en-us/xenapp-and-

xendesktop/7-6/xad-system-requirements-76.html.

Another important aspect that we need take care of before starting our XenDesktop
deployment is to make sure that we allow the relevant firewall exceptions to allow a
smooth deployment of XenDesktop.

Refer to the following communication ports table that every Citrix administrator
should know before starting the deployment:

Source Destination Ports
XenDesktop Delivery Controller | Citrix License Server TCP 27000, TCP 7279
VMWare vCenter Server TCP 80, 443
SQL Database Server TCP 1433, 1434
Active Directory UDP 636, 389
TCP 80, TCP 135, TCP
VDI Subnet 3389
Citrix Storefront Server TCP 80, 443
XenDesktop Delivery
ICA clients/Receiver LAN Controller TCP 1494, 2598
XenDesktop Delivery
Citrix Storefront Controller TCP 80, 443
TCP 8080/80, TCP
XenDesktop Delivery 443, TCP 1494, TCP
Citrix NetScaler Controller 2598
XenDesktop Delivery TCP 80, TCP 8080,
VDI Subnet Controller TCP 3268

Dealing with prerequisite issues

With the XenDesktop 7.x release, the prerequisites are automatically installed and
there have hardly been any issues reported regarding the installation of prerequisites
for XenDesktop components.
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The only issue that has been faced by many admins is that you might see the
following screen after launching Studio:

3 Citrix Studio I
File Action View Help
= o o

& Citrix Studio

Studio |

o The current user does not appear to be the member of an Active Directory domain. Studio cannot be run by
a local user. J

This happens when you install XenDesktop and its components with a local admin
account. So, always make sure that you install a XenDesktop product suite with a
domain account that has administrative privileges. Otherwise, you might end up
with this confusing error. Apart from this, there have been no major issues reported
regarding the prerequisites so far.

To resolve the preceding error, you need to uninstall Citrix XenDesktop and reinstall
it using a domain account with administrative privileges on the Windows server
where you will install the XenDesktop product components.

XenDesktop requires a SQL database and the account used to install
XenDesktop must have the required DB permissions on the database
’ server; otherwise, you may face issues with XenDesktop site creation.

Overcoming database service account
iIssues

While installing XenDesktop, you need to make sure that the service account or
admin account that you will use to configure and build the XenDesktop site has the
appropriate rights to the database server.
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We have seen issues where site creation has failed if the appropriate DB rights are
not given to the account being used to configure the site. Let's take a look at the
following DB rights required to configure the XenDesktop site:

Taming licensing issues
If you have been working with the Citrix XenApp suite for a long time, you might
be well aware of the licensing issues and their impact. Licensing issues are most
commonly seen with mismatched cases of the product version and license server
configuration on the farm and site level.

DB . Database
. Function Server roles . .

operation permission
Datapase Creates an empty .database for use by dbereator
creation the XenDesktop site.
Schema Creates all service-specific database

. schemas and adds the first controller | securityadmin | db_owner
creation .

to the site.
Add Adds the controller (other than the . .
. securityadmin db owner
controller first) to the site. -
Add Adds the controller login to the
controller database server currently in the . .
. . . securityadmin

(mirror mirror role of a mirrored XenDesktop
server) database.
Remove .

v Removes the controller from the site. db_owner
controller -
Schema .

Applies schema updates/hotfixes. db_owner
update
The database permissions table has been taken from a Citrix Knowledge
S Center article. For more details, refer to the article at http://support.
’ citrix.com/article/CTX127998.
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While installing XenDesktop, always make sure that you are pointing your
XenDesktop site to the correct license server. If you have configured your Controller
server version as XenDesktop Platinum and your license server has Enterprise
licenses, it will show license errors to the users, as shown in the following screenshot:

Launch Session Error |

I.g.l You cannot access this session because no licenses are available.

Also, make sure that your license server is upgraded to the latest
»  version, as XenDesktop 7.6 doesn't support the license server version
prior to 11.12.1. Citrix also recommends to install the latest license
T server before deploying XenDesktop and this will be first thing that
Citrix Support will ask you before looking into any licensing issues.

You will see Event 1152 in the event log viewer for Citrix Broker Service, as shown in
the following screenshot:

¥ Event Properties - Event 1152, Citrix Broker Service
n

General |Detai|s |

This ¥enDesktop site does not hawve the required product licenses present on the license server

Please use the License Administration Console to add the relevant product licenses to the license
SEFUEF,

al g

Log Marme: Application

Source: Citriz Braker Service Logged: 9172014 12:05:56 PRA
EventID: 1153 Task Category: Mone

Lewel: Error Keywards:

User: METWORK SERVICE Computer:

OpCode: Info

Mare Information:  Eventlog Online Help

Copy | Clase |
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There are multiple reasons for this particular error. The following are the two most
commonly listed reasons for this error:

* The error can be encountered if Studio is configured for an incorrect licensing
server, license version, platform, and so on. Open the Studio console to verify

the details:
Licenung Overview | Licensing 5 |
Site Overview

g Your trial period has expired
To continue ufing XenDefktop, & Ikense file i1 requingd, timply vesit www.otroocom, products/xendesktop/buy . htmi

Site information

e AdminApgs Edtioe KenDesktap Platinuem (30-day trial)
Serven XADL testish.com Licerse model Concmrent
Part 27000 Raguired %4 dabe 20140315
Licenses
Product & | Mode Expieatian Dule Subscription Advantage. Type Channitity

Active licenses would show up here

To resolve this issue, please open the Citrix Studio console to correct the
licensing configuration as per the required platform version.

* An error can also be observed when a XenDesktop upgrade does not
complete successfully, and you will notice a warning on the Studio console
that reads A database upgrade is available. Learn more about this upgrade,
as shown in the following screenshot:

Q A database upgrade is available. Learn more about this upgrade

Machines
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Sometimes, when there is a firewall blocking the license server ports,
+aXenDesktop site upgrade doesn't complete successfully and results
% in this error. For details on the licensing ports, let's take a look at the
ports table, which we have already explained in this chapter in the
Prerequisites section.

To resolve this issue, proceed with the database upgrade from Citrix Studio.

_ You can download the Citrix Licensing troubleshooting guide
% from http://support.citrix.com/servlet/KbServlet/
i download/11186-102-665786/Troubleshooting.pdf fora
basic understanding of licensing and some common issues.

Site creation issues

There are some issues reported that might arise while creating XenDesktop sites due
to the following reasons:

* Insufficient database permissions
* Insufficient hypervisor connection permissions
* Domain permissions

* Incorrect configuration for storage pool

Insufficient database permissions

As highlighted in the Overcoming database service account issues section, it is very
important to make sure that the service account you are using for the DB connection
to create the XenDesktop site has sufficient permissions. Otherwise, the site creation
may fail due to insufficient permission errors. You can refer to the DB permissions
table given in the Overcoming database service account issues section.

Hypervisor connection permissions

Similar to the DB permissions, you also need to make sure that the admin account
being used to create and administer a XenDesktop site has proper permissions for
the hypervisor cluster. Otherwise, you might not be able to create the XenDesktop
Machine Catalog and might see some weird errors on the Studio console.
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For detailed permissions of each type of hypervisor, please refer to the
articles at:

* http://docs.citrix.com/en-us/xenapp-and-
xendesktop/7-6/xad-build-new-enviroment/xad-
install-prep-host-vmware.html

. * http://docs.citrix.com/en-us/xenapp-and-
% xendesktop/7-6/xad-build-new-enviroment /xad-
> install-prep-host-msscvmm.html

For XenDesktop Controller to communicate successfully with
XenServer, you need permissions assigned to the Active Directory
account in XenServer. The minimum permissions for an AD account
to communicate with XenServer don't seem to be documented
anywhere but, from testing, it looks like the VM admin role has the
minimum requirements.

Domain permissions

Domain permissions are very essential for XenDesktop site creation; you cannot use
a local admin account to administer a XenDesktop site joined to a corporate domain.
You should use a domain account having administrative rights to the controller
server for administering your XD sites. Otherwise, you might see an insufficient
rights error while opening the Studio console.

Incorrect configuration for storage pools

You also need to make sure that your storage data stores are configured correctly
with your hypervisor hosts. Incorrect storage connections can cause your MCS- or
PVS-based machine creation wizard to fail.
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Refer to the following screenshot for an MCS catalog failure due to incorrect storage
configuration:

Error Details I

DesktopStudio_Errorld @ UnknownError -
ErronCategory : MotSpecified
ErroriD : NoDiskContentTransferService
TaskErrerinformation : Terminated
InternalErrordessage : Mo facility available for disk upload.ONe facility available for disk uplead.OUnzble to create any
functioning velume senvice Vs,
DesktopStudio_PowerShellHistory : Create Machine Cataleg "Windows 7 VI
8/30/2015 12:1%:44 PM

Gel-Logsite -AdminAddress “xd01.testlab.com:&0"
Start-LogHighLevelOperation -AdminAddress "xd01l.testlab.com:80” -Source “Studio” -StartTime "8/30/2015 12:13:07 PM" -

Mew-BrokerCatalog -AdminAddress “xd01.testiab.com:80" -AllocationType “"Random™ -IsRemotePC $False -Loggingld
"62861bTe-b085-4c5c-0327-47211fd1c07dT" -MinimumFunctionallevel "L7_&" -Mame "Windaows 7 VDI" -PersistUserChanges E
“Discard” -ProvisioningType "MCS” -5cope @) -SessionSupport "Multisession”

Mew-AcctldentityPool -AdminAddress "xd0l.testlab.com:80” -AllowUnicode -Domain “testlab.com” -IdentityPoolName
“Windows 7 WDI" -Loggingld "62861b7e-b095-4c5c-b327-4721fd1c07d?™ -NamingScheme "VDI-Win7-##" -NamingSchemeType
“Mumeric” -Scope @)

Set-BrokerCatalogMetadata -AdminAddress “xd0Lltestlab.com:80” -Catalogld 1 -Loggingld "62861b7e-b095-4c5¢-
b327-4721fd1c07d7" -Name "Citrix_DesktopStudio_IdentityPoclUid" -Value "4401fda?-1ab2-4a4b-96d0-d484f457a10c"

Test-ProvSchemeMameAvailzble -AdminAddress "xd01.testlab.com:B0” -ProvisioningSchemeName @{"Windows 7 VDI

Mevwi-ProvScheme -AdminAddress "xd0l.testlab.com -CleanOnBoot -HostingUnitName “VDI-Win7" -ldentityPoolMame
“Windows 7 VDI -Loggingld "625861b7e-b0585-4c5¢c-b327-4721fd1c07d7" -MasterlmageVM “XDHyphHostingUnitstWDI-Win7 -

The preceding error is reported if you are using an SSD drive while creating an AMI
master image for your MCS deployment on the Amazon EC2 cloud. Amazon and
Citrix are aware of the issue but they haven't released a fix as of now.

There is a known issue with the AWS plugin for Elastic Network
Interface (ENI) that gets created during the image copy process of the
MCS deployment wizard on the AWS EC2 cloud. AWS deletes this ENI
interface automatically after the image copy process is completed; at the
same time, XenDesktop also tries to delete it, which causes duplicate
deletes and throws ENI a "Not Found Error".
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AWS has provided a workaround for this issue by using magnetic or standard
drives instead of SSD drives while preparing your master image, as shown in the
following screenshot:

Create Image X
Instance ID (i i-31a0aee3
Image name  (j [Masterimage |
Image d iption (] |Masterlmage for ServerBased Deskiops ‘
No reboot (i m|

Instance Volumes

Delete on

Type (i DeiVIce Snapshot (i Slzie (CIB! Volume Type (i IO::‘S Termination Enicrypied
1
Root Idevisdal  snap-1080bf5c General Purpose (SSD) 90/3000 o Not Encrypted
Provisioned 10PS (SSD)
M. i
Add New Volume 2onete
Total size of EBS Volumes: 30 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.
_— L

For a detailed step-by-step guide on how to deploy VDIs using MCS
»  onthe AWS EC2 cloud, please refer to the Citrix deployment guide
% athttp://docs.citrix.com/content/dam/docs/en-us/
e xenapp-xendesktop/xenapp-xendesktop-7-6/downloads/
Deploy XenApp_ and XenDesktop 7 5 with Amazon VPC.pdf.

o You might face similar or other issues with your storage configuration
~ while using different hypervisors. To resolve such issues, it is always
Q recommended to follow the Citrix deployment guides available for
particular vendors.
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Summary

We should now have a good understanding of prerequisite requirements, common
issues related to licensing, database permissions, site creation, and many more
topics that can help us in deploying a Citrix XenDesktop site successfully and
troubleshooting some of the common issues that might arise while installing and
configuring the XenDesktop site for the first time.

In our next chapter, we will focus on the VDA registration issues that might arise
while configuring a MCS- and PVS-based Machine Catalog.
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Overcoming VDA
Registration Problems

In our last chapter, we discussed the common problems related to XenDesktop
deployment and installation that may arise while installing and configuring it for

the first time. We will now be dealing with the most common and important VDA
registration problems that we often face while working with the XenDesktop product
suite. Every Citrix administrator who has worked on the XenDesktop platform

may have faced VDA registration problems. Sometimes, these issues make a Citrix
admin's life a nightmare, if not tackled with proper troubleshooting skills.

This chapter is focused on acquiring skills related to the VDA registration process
and troubleshooting different kinds of VDA registration problems that you may
encounter in a XenDesktop environment. The skills acquired in this chapter will
allow you to handle any kind of VDA registration issue without any major headache
and also make your life easy.

In this chapter, we will cover the following points:

* Getting familiar with the VDA registration process
* Starting with the basics - the event viewer

* Configuring the firewall

* Troubleshooting DNS resolution issues

* Overcoming NTP or time synchronization issues

* Conquering domain membership problems

*  Working with multiple network adapters

* Working with service principal name (SPN)
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* Surpassing DDC FQDN issues

*  Getting familiar with local group policies and VDA communication
* Solving the .NET framework exceptions

* A basic troubleshooting flowchart

* Troubleshooting using the VDA and Broker Service logs and other tools

Getting familiar with the VDA registration
process

The VDA registration process involves two major components: Virtual Desktop
Agent (VDA) and Desktop Delivery Controller (DDC). These two components
interact with each other for a successful VDA registration.

VDA is a collection of drivers and services that are loaded on to the desktop or host
machine where you want to establish a connection. The VDA agent contacts one of
the Delivery Controllers as per the configured DDC server-list and registers itself to
be available to users, based upon the desktop groups/catalogs configured in the SQL
data store. The list of DDC servers can be configured in the following ways:

*  While installing the VDA agent on host machines
* Using Windows registry discovery

* Through Active Directory GPO

* Through Citrix policies

DDC is a component that enables you to deliver virtual desktops to endusers.
It allows you to effectively manage, maintain, and provision all virtual desktop
connections with a single management console called Studio. The Delivery
Controller also manages the licensing and data store that contains the static
configuration information for the XenDesktop site.

To test the VDA registration process, you can simply restart Citrix
Desktop Service on the host machine and verify whether it registers
itself with the Controller or not.
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I have included a small flow diagram to show how the VDA registration takes place.
The following diagram is self-explanatory and the details mentioned around each
step make it easier for readers to understand:

No
VDA Registration VDA contacts /Successmf'\ yes  Broker Service
start point ‘ 2RC Lookue ‘ ? Broker '7\ Registration Registers its VDA
y state
VDA Host machine ListofDD_Cs are The VDA will randomly
restarts or Citrix Desktop searched in host selectone DDC for
Service Re-staris machine registry registration to that DDC.

If registration fails then
that DDC is removed from

VDA makes the

the list and the cycle desl;gfdi\.rallable
repeats Sers,

In the list is exhausted the
VDA will wait and repeat
the whole process again.
/TIGA ™,
‘Receiver |

Starting with the basics — the event
viewer

One of the most common errors that you may encounter in a XenDesktop
deployment is your VDA getting stuck in the unregistered state. Until the
VDA is registered with the Controller, you won't be able to deliver virtual
desktops to end users.

Troubleshooting any issue in a Windows environment starts with the event
viewer. This is the starting point for any administrator looking to resolve a
problem affecting their Windows server environment. The same applies when
troubleshooting XenDesktop VDA registration issues.
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So, whenever you see the VDA state as unregistered on the Studio console, open up
the Windows event viewer on the host machine where VDA is installed and check
the application logs. You will notice an error similar to the following screenshot:

\d| Event Properties - Event 1017, Citrix Desktop Service @

Gené;alg Details

The Citrix Desktop Service failed to register with any delivery controller.
The service will rétry registering with controllers in approximately 8 seconds.

Please ensure that at least one delivery controller is available for Virtual Desktop Agents to register
with. Refer to Citrix Knowledge Base article CTX117248 for further information.

D

The VDA or Broker Service has failed to register itself with the available controller
servers. This means that either the registry entry for the list of DDC servers doesn't
have any valid entries or there are some other communication issues.

There are some famous event IDs that every Citrix admin should be aware of while
troubleshooting VDA registration issues. This is the sequence of events that you will
see on the VDA host machine experiencing communication issues:

Event ID Description Explanation

Warning Event | The Citrix Desktop Service has lost | This happens when no DDC

ID 1014 contact with the Citrix Desktop server is listening at the
Delivery Controller Service on Controller address or there is
server ddc01.testlab.com. an issue with the SOAP service.

The service will now attempt to
register again.

Warning Event | The Citrix Desktop Service This happens when there is a

ID 1002 cannot connect to the Delivery time sync issue between the
Controller at http://ddc01. VDA machine and the Delivery
testlab.com:80/Citrix/ Controller.

CdsController/Registrar (IP
address 10.33.1.21)

Warning Event | The Citrix Desktop Service failed Check for Delivery Controllers,

ID 1017 to register with any Delivery there should be at least one
Controller. The service will retry Delivery Controller online
registering with Controller in to serve the VDA agent
approximately 17 seconds. registrations.
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Event ID

Description

Explanation

Warning Event
ID 1022

The Citrix Desktop Service failed to
register with any Controllers in the
last 2 minutes. The service will now
try to register with Controllers at a
reduced rate of every 2 minutes.

Check for domain controller
ports if these are allowed from
VDA. This error may occur
when the VDA is not able

to access a DC on port 3268
(Microsoft Global Catalog). The
VDA must communicate with
the DC during the registration
process in order to validate its
list of configured Controllers.

Warning Event
ID 1012

The Citrix Desktop Service
successfully registered with
Delivery Controller ddc01.
testlab.com (IP Address
10.33.1.21).

This is a successful registration
event.

Warning Event
ID 1048

The Citrix Desktop Service is
re-registering with the DDC:
NotificationManager:
NotificationServiceThread:
WCF failure or rejection
by broker (DDC: ddcO01l.
testlab.com)

This happens when there are
name lookup issues on the
VDA machines or DNS lookup
failures. Check if your DNS is
working correctly and whether
you are able to resolve the
FQDN of DDC servers. You can
try troubleshooting by making
hostfile entries and removing
them for NetBIOS to FQDN
resolution.

Information
Event ID 0

The error that occurs is The
description for event ID 0 from source
Self-service Plug-in cannot be found.
Either the component that raises

this event is not installed on your

local computer or the installation is
corrupted. You can install or repair the
component on the local computer.

This is a follow-up event to
Event 1048.

Warning Event
ID 1001

The Citrix Desktop Service failed to
obtain a list of Delivery Controllers
with which to register.

Make sure that the VDA
machine is able to contact the
domain controller and is a part
of the correct Active Directory
domain.
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Firewall configuration

If you have a firewall between your VDA and DDC subnets, make sure that it is
properly configured to allow successful Controller communication. If you find that
the firewall is interfering with the VDA registration process, you can try disabling it
to successfully test and verify the VDA registration.

By default, the FMA architecture in XenDesktop 7.x uses TCP port 80 for
communication. So, while planning to configure firewalls, we should be aware of
all the ports that our VDA is using. If required, this port can be changed using the
BrokerService.exe command. So, to make sure that you are correctly configuring
the right exclusions in the firewall, it is always beneficial to check the port by using
the BrokerService.exe command, as shown in the following screenshot:

oo, ) Administrator: CA\Windows\system32\cmd.exe

Broker \Service >
oker~Service *BrokerService.exe Ashow

m | >

/I S5L Port: 443

2:sProgram FilessCitrixsBroker Servicel

Troubleshooting DNS resolution issues

DNS resolution is one of the most common issues that we see while troubleshooting
VDA registration issues. Whenever you see an unregistered state on the Studio
console for VDA host machines and you are sure that the list of DDC servers

is configured correctly, you should start troubleshooting for network and DNS
resolution.

Try starting with the ping command that needs to be run from the VDA and DDC
servers respectively. You should be able to ping and resolve the FQDN name for the
DDC servers from the VDA host machine and vice versa.
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Scenario — VDA is not able to reach the
Delivery Controller

You start with the ping command and find that you are not able to ping the Delivery
Controller from the VDA machine, as shown in the following screenshot:

[&+] Administrator: Command Prompt

C:sWindowsssystem32>ping xdB1
Ping request could not find host xdB1l. Please check the name and try again.

C:sWindowsssystem32>_

The next step we need to perform is to verify its entry in the DNS, so we need to run
the nslookup command, as shown here:

[+ Administrator: Command Prompt - nslookup

C:xWindowsssystem32 >ns lookup
Default Server: adBl.testlab.com
fAddress: 172.31.43.26

> xd@i
Server: adbl.testlab.com
fAddress: 172.31.43.26

=% adBl.testlab.com can't find xd@i: Mon-existent domain

Citrix Studio shows the machine as unregistered:

File Action Wiew Help
&= | 7 m| e
| Console Reat .
Bl 4 Citrix Studio (xDTestlab) e} 4 ¥
i Search *
= Machine Catalogs
£3 Delivery Groups
=, Policies Desktop OS Machines (0} | Server OS Machines (1) | Sessions (0)
A Logaing
= % Configuration IE
A4 Administratars MASTERVM.testl...  Windows 7 Deskt.. - Unregistered
B2 Controllers
= Hosting

Search results for '{Machine Catalog Is "Windows 7 Desktops")'

Name Machine Catalog Delivery Group Maintenance Mode | Persist User Chang... | Power State

4 Licensing
StareFront
[ App-v Publishing
& $% Citrix StoreFront
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We found that the system administrator has accidentally deleted the DNS host
record for the Delivery Controller server due to which no machine was able to
register with the Delivery Controller. I replicated this issue in my lab by deleting
the DNS entry and re-creating it to resolve the issue.

After the re-creation of the DNS entry for the Delivery Controller, the VDA
machine was successfully registered with the Delivery Controller, as shown in

the following screenshot:

File  Action View Help

= zmER

~| Console Root

ER L el CITRIX
1

O search
i
e bt S corch st for ‘(Machine Catolog Fs "Windows 7 Desktops™)
é Delivery Groups
g Policies Desktop O5 Machines (0) | Server 05 Machines (1) | Sessions (0)
Logging
+ | Macnine Catzlog Delivery Group Maintenance Mode | Persist User Chang... | Pawer State Registration State | Session Count

Bl 7> Corfiguration
FEETINEE e MASTERVM.testl..  Windows 7 Deski.. -
Contrallers
Hosting
&% Licensing
2 stareFront
[ App-¥ Publishing

&4 Citrix StoreFront

windows Server OS Machines

Similarly, you can encounter different issues with the DNS lookup in your
environment and you can start with the basics, using the ping and nslookup
commands to troubleshoot. For detailed troubleshooting, you can use the XDPing
tool, as explained in Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®, to look at

the DNS resolution issues.

Make sure that you have reverse DNS lookup enabled along with forward lookup in
your DNS setup. This is essential for proper VDA registration.

We have seen DNS resolution issues with Infoblox appliances; the
devices are not fast enough for the DNS resolution that is expected
+ for VDA registration. We are not sure if this has been resolved in
% their latest release. The workaround for this issue is to test it by
adding a host entry on the VDA host machine with the FQDN names
of the Controller servers that will resolve any VDA registration issue
due to these devices. i
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Overcoming time synchronization issues

Time synchronization is done by Kerberos and is very important, as Kerberos
allows a time skew of less than 5 minutes for the time difference between client
and server. If the time difference between the VDA and Controllers is too big
(more than 5 minutes), there is a fair chance that the tickets will get timed out,
causing communication to fail.

To troubleshoot this issue, you can make use of the W32tm utility or PowerShell.
The following screenshot shows how to find the time difference between your
controller and VDA machine by issuing a simple w32tm query:

ommand Prompt

C:sUzershgzingh>w32tm Aquery scomputer:xddl Astatus
Leap Indicator: 8<{no warning)

Stratum: 2 (secondary reference — syncd by (SINTP>
Precizion: -6 (15.625mz per tickd

Root Delay: @.A312580s

Root Dispersion: 18.2547663s

Referenceld: BxAC1FZ2B1A C(source IP: 172.31.43.26>
Last Successful Sync Time: 8-31-2015 7:39:33 AM
Source: ADAL.testlab.com

Foll Interval: 11 <2848s>

C:sUzershgzingh>w32tm Aguery scomputer:imasterum sstatus
Leap Indicator: 8<{no warning)

Stratum: 2 (secondary reference — syncd by (SINTP>
Precizion: -6 (15.625mz per tickd

Root Delay: @.A3125680s

Root Dispersion: 18.248163%s

Referenceld: BxAC1FZB1A C(source IP: 172.31.43.26>

Last Successful Sync Time: 8-31-2015 7:48:88 AM

Source: ADAL.testlab.com

Foll Interval: 11 <2848s>

Always make sure that the system time on all the systems is within a small margin
and doesn't vary with a big difference considering the Kerberos skew.

Conquering domain membership
problems

Being a Windows or Citrix administrator, you may have experienced issues
with machine domain memberships. The machine will appear to be working fine,
but will sometimes give weird errors related to domain membership.
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These issues tend to cause problems with the VDA registrations as well. So, it is
always recommended that if you see any similar issues in your environment, try to
remove the machine from the domain and then re-join it to the domain. After restart,
the VDA machine should successfully register the VDA with the controllers.

For domain membership problems, you can enable Broker Agent logging, which
can give you an insight into what is going wrong when the VDA is failing to register
with the Controller server.

The example error log will look like this:

BrokerAgent :ConstructAndResolveRegistrarNames: Using IP Addresses; IP
172.31.38.21, Hostname xdOl.testlab.com, m UselIpv6Registration = False

controller(s): xdOl.testlab.com(172.31.38.21)

BrokerAgent :AttemptRegistrationWithSingleDdc: Attempting to talk to
controller. ..

BrokerAgent :AgentHeartBeat m connectionId = S$-1-5-21-3723409013-
3417450140-2352212834-1105

BrokerAgent:CurrentSettingsVersion is 0;

BrokerAgent: We are attempting to register with DDC 'xd0l.testlab.
com'; Previous successful registration was with DDC '!'
BrokerAgent:Sending CurrentSettingsVersion = 0 to DDC to force policy
delivery

BrokerAgent:Registration request 7.6.0.5026 Windows 2008 R2 Service
Pack 1 Microsoft Windows NT 6.1.7601 Service Packl. S-1-5-21-
3723409013-3417450140-2352212834

BrokerAgent :request.WorkerCapabilities CBP1_5
BrokerAgent :request .WorkerCapabilities MultiSession

BrokerAgent :Registration multi-session Type MultiSession.

BrokerAgent :AttemptRegistrationWithSingleDdc: Failed to register with
http://Xd0l.testlab.com:80/Citrix/CdsController/IRegistrar. WCF Fault
with detail CallbackCommunicationError, message 'Fail worker callback
using SPN HOST/MasterVM and IP address 172.31.21.13"'

BrokerAgent: TimedEventLogWorkItemManager:

:ProcessWorkItemThreadBody - Processing
BrokerAgent : TimedEventLogWorkItemManager :

:ProcessWorkItemThreadBody - Sleeping 599999ms

BrokerAgent: Attempt Registration: Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - False

The preceding error indicates that there is an issue with the registration of

the VDA while talking to the Delivery Controller with the SPN name MastervMm.
We should look at the VDA machine for any Winlogon event or related error that
is restricting the VDA machine while talking to the Domain Controller making the
registration fail.
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In this case, we couldn't find any specific events. However, with the previous log
we found that the SPN seems to be missing an FQDN entry for the VDA machine.
The issue was resolved by entering the correct FQDN entry.

We will see how to edit SPN entries for AD objects to resolve
s similar issues in the upcoming sections.

Multiple network adapters

There are reports that if you have multiple network adapters configured on the VDA
machines, it may interfere with the secure communication between the VDA and
controller servers, causing the registration to fail.

It's recommended to have only a single network adapter configured on all the VDA
machines that require registration with the Controller servers.

To troubleshoot issues where multiple network adapters are configured on the VDA
host machines, it is recommended to disable the additional adapter and run the VDA
registration test.

Service principal name

Microsoft Windows Communication Foundation (WCEF) is used for the secure
communication that happens between the VDA and DDC controller servers.

WCF communication uses the computer identity for endpoints participating in the
communication and presents a service principal name (SPN) with the respective
computer accounts. The SPN is normally a FQDN of the host machine.

The Controller server determines the SPN for virtual desktops using the
servicePrincipalName attribute of the associated computer account in Active
Directory. We can inspect the virtual desktop's computer account using tools, such
as Active Directory Explorer, PowerShell commands using the Active Directory
module, and so on.

If you don't see any entry in the servicePrincipalName attribute for the FQDN
of the VDA host machine, try editing it manually to add the required FQDN entry.
This should fix the VDA registration problems.
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You can view and edit the SPN attribute by using Active Directory Administrative
Center, as described in the following steps:

1. Login to any domain controller or management server that has AD

administrative tools installed.

Launch the Active Directory Administrative Center window, as shown in
the following screenshot:
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3. Expand your Active Directory site to select the VDA machine.
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4. Now, click on Extensions to edit the attributes for the computer object.
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5. Go to the Attributes tab and select the SPN to edit the entry.
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Managed By
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Password Replication Attribute Editar
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shadowLastChangs  <not sets \WSMAN/MASTERVM
<hadowhas crot et \WSMAN/MASTERVM testlsb com
shadowbdin <not set>

<

The highlighted SPN entries are required for successful VDA registration and if this
is missing, you can edit it using Active Directory Administrative Center and fix the
VDA registration issue for a particular VDA machine.
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Surpassing DDC FQDN issues

We have also seen issues with the latest XenDesktop 7.x version where, sometimes,
List0ofDDCs containing the FQDN of the DDC servers are not enough for successful
VDA registrations.

In older versions, we used to configure a DNS alias for multiple Controllers to
provide a DNS round robin load distribution among multiple servers. This doesn't
work anymore with XenDesktop 7.x versions. So, it is recommended to use FQDN
for all the Controller servers listed in the ListOfDDCs.

Sometimes, you have multiple Active Directory domains connected by an external
trust and you want those VDAs from multiple domains to register to the Controller
servers. In this scenario, it is necessary to create a registry key under the following
relevant paths:

e HKLM\Software\Citrix\VirtualDesktopAgent\
* HKLM\Software\Wow6432Node\Citrix\VirtualDesktopAgent\
You need to create a new string ListO£SIDs and set the value of the string to the

SIDs of the Controllers (space delimited) similar to ListofDDCs, as a workaround
for this issue.

Al

~ The SID for the Controller server can be found by initiating a PowerShell
command Get -BrokerController on the Controller server.

Local group policies and VDA
communication

Sometimes, in a more secure environment where local group policies are enforced to
disallow network access, the VDA registration can fail.

Event ID 1208 and Event ID 1123 would be seen on the application logs of the virtual
desktop. The event detail gives the following errors:

*  Ping request was rejected by the Citrix Desktop Delivery Controller Service.
It may be unable to contact this machine. Check that there is not a firewall
blocking connection.

*  Failed to apply settings on the Virtual Desktop Agent on machine <SID - Reference
Number>. Reason: The caller was not authenticated by the service.
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To resolve this issue, we need to grant a logon right on the Access this computer
from the network to the Controllers Security Group setting. The Controller security
group is created when the first Delivery Controller is installed and added to the
Active Directory organizational unit.

You can also grant logon rights by completing one of the following tasks:

* Apply a group policy from the domain controller either to the domain as a
whole or to an organizational unit containing the virtual desktops for the
XenDesktop farm.

* Grant the rights by using a local policy on the virtual desktops. It might be
necessary to restart the virtual desktops after setting this policy, to force the
policy to update and register with the Desktop Delivery Controller.

For more details on this issue and its resolutions, please refer to the
%j%‘\ Citrix Knowledge Center article at http://support.citrix.com/
’ article/CTX117449.

Solving .NET framework exceptions

As we are aware, XenDesktop brokering works on WCF. This is a part of the
Microsoft .NET framework where the communication works on channels and
activities for the VDA communication and these activities have the following
timeouts defined:

* Open timeout: Timeout defined for the amount of time it can wait once the
connection is opened

* Close timeout: Timeout defined for the duration of time to dispose the
client proxy

* Send timeout: Timeout defined to send a message to a client

* Receive timeout: Timeout defined to receive a response from a client
once the message has been sent

Sometimes, due to these timeout settings, the VDA registration can fail and you will
see the following exceptions reported on your screen: Unhandled Exception: System.
TimeoutException: The open operation did not complete within the allotted timeout of
00:00:05. The time allotted to this operation may have been a portion of a longer timeout.
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You will see this exception when the server registration takes more than 5

seconds to complete. You should look in the network trace to find out what is
going on with the network that is causing this delay and hence the timeout errors.
You can increase the timeout value to resolve these timeouts as a workaround, but
you should always analyze the network trace to find the root cause of the delay to
configure it accordingly.

A basic troubleshooting flowchart

In a nutshell, every admin must follow this flowchart given by Citrix to troubleshoot
all VDA registration issues:

o0 o o o

Ping Ping Confirm time on Check List of Erable
Fapnet || || FapNof | [ 00C amd VDA I DDCs o I Logging an
VDA from DOC from [nat > 5 minutes) Farm GUID VDA
DOC VDA on VDA (CTX117452)
T I
! I |
Telnet to Telnet ta Erable
1P of VDn IP &f DDC Logging on
(Port 83) {Port 80} poc
(CTX117452)

!

Look for ‘

logged

ermors

Chack Farm GUIDS In ragistry of VDA match DOC Farm SCP
HKLMASoftware Podicies) Citrix) Virual Deskropagent) FarmGuid
HELMVSoftware\Citrin Virtual Desktopsigent| FarmGLID

For more details on the flowchart, please visit the Citrix article at
L http://support.citrix.com/article/CTX136668.

For basic troubleshooting, you can use the XDPing utility from Citrix that
provides very good basic diagnostic information about troubleshooting VDA
registration issues. The download link details can be found in Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®.
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Troubleshooting using the VDA and
Broker Service logs and other tools

There can be some scenarios where basic troubleshooting won't be of much
help and you need to dig down more into the brokering traces for expert level
troubleshooting. You need to enable logging for both VDA and Broker Services
and it requires a tool that can parse the traces for better analysis.

Microsoft Service Trace Viewer is a very good tool to pass and

read trace files. The tool is a part of the Windows SDK that can
> be downloaded from http://www.microsoft.com/en-au/
% download/details.aspx?id=11310.
2

Once the Windows SDK is installed, you can locate the tool at
<Installation Drives\Program Files\Microsoft SDKs\
Windows\v6.0\Bin Tools\SvcTraceViewer.exe.

You can refer to Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®, for details on
how to enable VDA and Broker Service logs.

The Broker Service thread will provide you with the information on multiple threads
and it can be confusing and time consuming to fetch the required details for effective
troubleshooting. You can filter the desired logs that took more than 1 second to
process, to get better results.

VDA communication is based on WCF and it is a subset of the Microsoft NET
framework. If you want to dig deep into troubleshooting VDA communication-
related issues, you can use the Microsoft Service Trace Viewer tool (SvcTraceViewer).
It has got a very nice GUI interface that is quite easy to understand and is used to
troubleshoot .NET framework-related application issues.

Once you have this tool ready with you, the next step is to enable the VDA and
Broker Service logging by editing the config files for both the services, as shown here:

<system.diagnosticss>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
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<add name="traceListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "D:\XDlogs\Traces.svclog" />
</listenerss>
</source>
</sources>
</system.diagnosticss>

By enabling the traces, you will see that Traces. svclog is created in the subfolder
D:\XDLogs. You can change the location as you wish.

Once we are ready with the log files, open Microsoft Trace Viewer by browsing
to C:\Program Files\Microsoft SDKs\Windows\v7.1\Bin and selecting the
svctraceviewer . exe file, as shown here:

wso  HEE

‘-;'(‘_;;.\, = Local Disk (C:) = Program Files = Microsoft SDKs ~ Windows = «7.1 = Bin ~ - lmll search Bin l‘L‘)J
COrganize ¥ Open  Mew Folder = - _|_| ﬂ
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' W SETT T3] 20T T FIoT APpICEOOT TR
B Deskion ' sgen.exe.config 4/19/2010 36 PM  CONFIGFile 1KB
4 Danrloads 51 signtool S/M3/2010 10026 PM Application 232 KB
=l Recent Places .
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E Videos %) spOrder. DIl 5/13/2010 10:44 PM Application extension 20KB
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EQ SvcTraceiiewer 41412009 559 AM Compiled HTHL Help. .. &0 KB

|| SvcTraceviewer exe.config 41192010 &:36 PM COMFIG File 1KB -
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Once you open the trace to parse in Microsoft Trace Viewer and open the svctrace
file for Broker Service, you will see a screen similar to the following screenshot:
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WCF trace activities are listed by creation time on the left-hand side pane and their
nested activities on the upper-right pane. All the errors are highlighted in red, which
can be easily spotted. In this example, the issue is caused by a timeout:
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In order to read the error, you need to click on the Set up Secure Session link and
press the F4 key to display the detailed graphical-view stats, as shown here:

-,;..

| BrokerSer . G/4/2012 10-18:41 549
41553

Ercepion Tree:

Srpem TimeoutExcestion, mscorh,
Svatem Yt WebExceotion, Sysiem

You need to select the first error (the red cross) on the left pane, to see the detailed
statistics on the right pane. Make a note of the Identity was determined for an
Endpoint Reference message, it's very important for registration. It will give you the
details of the related SPN of the device that is throwing the error.

A more detailed analysis can be done using Wireshark but that requires more effort
and sufficiently good skills to use the tool and decode the trace.

You can learn more about tracing and troubleshooting a WCF trace by

visiting the MSDN hyperlink at https: //msdn.microsoft.com/
e en-us/library/aa751795 (v=vs.110) .aspx.

Summary

By now we have a good understanding of the basic and advance level
troubleshooting skills that are required to troubleshoot any kind of VDA registration
issue that occurs in your XenDesktop environment.

In our next chapter, we will focus on the Citrix end users session launch-related
issues that may arise while users are working locally or remotely and launching their
virtual desktops for their daily tasks.
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Conquering Citrix Session
Launch Difficulties

In the last chapter, we discussed the VDA registration process and the related
problems and issues that every Citrix administrator must know about while
managing a XenDesktop infrastructure. We will now move forward to issues
that are most commonly reported by endusers: Citrix launch issues. Every Citrix
administrator who has worked on the XenDesktop platform should be very well
versed with the Citrix VDA launch process.

This chapter focuses on gaining skills about the VDA launch process and its related
problem areas that can help Citrix administrators to troubleshoot different kinds of
VDA launch problems encountered in a XenDesktop environment.

In this chapter, we will cover the following points:

Getting familiar with the VDA launch process

Basic troubleshooting with Citrix Director

Common Citrix XenDesktop launch issues

Overcoming Citrix WI or StoreFront port mapping issues

Configuring and analyzing logs
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Getting familiar with the VDA launch

process

The VDA launch process involves enumerating, brokering, and connecting to
XenDesktop resources. There are multiple communication checkpoints in this
process and it can be a challenging task, for someone who isn't familiar with the
product, to troubleshoot or pinpoint problem areas.

In order to understand logon issues better, we should first understand the logon
processes shown in the following diagram. The following diagram illustrates the
logon process that is focused on internal users. There are some additional steps that

are required for external remote access via NetScaler Gateway.
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We have listed the steps that explain the VDA logon process and the flow of
communication as follows:

1. The user enters credentials to the StoreFront web URL to log in.

2. StoreFront passes the credentials to Active Directory, which then does
the validation check and passes it over to the Delivery Controller to
enumerate applications.

3. The Controller queries the Microsoft Active Directory with the supplied

user's credentials for a successful user authorization.
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4. The Controller performs another query on the site database for the enduser's
assigned delivery groups on ports 1434 and 1433 for assigned application/
desktop enumeration.

5. Now, the published applications and desktops are presented to the user on
the StoreFront interface. The user clicks on one of the published/assigned
desktop delivery groups to start a XenDesktop session. Now, the controller
performs a query to the hypervisor about the status of the desktops for that
particular delivery group.

6. The Controller validates the identification to StoreFront for the assigned
desktop dedicated to this particular session.

7. StoreFront generates an ICA file and passes it to the Citrix Receiver for the
required virtual desktop that is identified by the hypervisor.

8. Citrix Receiver connects to the specific virtual desktop through the ICA
connection that the controller has allocated for this session.

9. License verification happens from the VDA to the controller for a valid
license file.

10. The Controller then queries the Citrix License server to verify ticket
validation for the enduser.

11. Session policies are passed to the VDA through the Controller, which then
get applied to the virtual desktop.

12. Citrix Receiver completes the launch process and then displays the virtual
desktop to the enduser.

For administration purposes, you can use Desktop Director and Desktop Studio tools
installed on the management server to manage the desktops.

The NetScaler authentication steps are as follows:

Users browse a public URL on a HTTPS secure SSL connection.

Authentication takes place on NetScaler for Active Directory, Radius, or
SAML if configured.

3. NetScaler forwards the user AD credentials to the StoreFront server over a
virtual IP configured for load balancing the StoreFront service on NetScaler.

4. After retrieving the AD credentials from NetScaler, StoreFront passes them
to the Active Directory Domain Controller, which completes the validation
check and passes the credentials to the Delivery Controller. Then, the
steps follow as explained in the preceding steps from step 3 of the VDA
launch process.
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We explained Citrix StoreFront and NetScaler integration in Chapter 11,
% Troubleshooting NetScaler® Integration Issues. To learn about integration in
’ detail, you can refer to this chapter.

Basic troubleshooting with Citrix Director

The two basic tools provided with Citrix XenDesktop for helpdesk and
administrators assist us in investigating issues within our environment; they are
Citrix Studio and Citrix Director.

The Director has two views depending upon permissions: a helpdesk view and an
administrator view. The following are the permissions that are available to control
the level of access your helpdesk team and XenDesktop administrators have:

Administrator role Permissions in Director

Full administrator Complete access to all views and can perform all commands,
including shadowing a user's session, enabling maintenance
mode, and exporting trend data.

Delivery group Complete access to all views and can perform all commands,
administrator including shadowing a user's session, enabling maintenance
mode, and exporting trends data. Can access all views and see
all objects in specified scopes as well as global information.

Read-only Can download reports from HDX channels and can export
administrator trend data using the Export option in the Trends view. Cannot
perform any other command or change anything in the views.

HelpDesk administrator | Can access only the HelpDesk and User Detail views and can
view only the objects that the administrator is delegated to
manage; can shadow a user's session and perform commands
for that user. Performs maintenance mode operations and uses
power control options for desktop OS machines. Cannot access
the Dashboard, Trends, or Filters views and also cannot use
the power control options for server OS machines.

Machine catalog No access. This administrator is not supported for Director and
administrator cannot view data.
Host administrator No access. This administrator is not supported for Director and

cannot view data.
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% For more details on permissions, please refer to http://docs.citrix.
L com/en-us/xenapp-and-xendesktop/7-6.html.

The most important view that you will see here is the administrative view. It offers
additional features compared to others and allows you to have historical views with
data stored that can be viewed anytime for a single hour, days, months, and years.

On the dashboard, you can always see the average time taken for user logon,
active sessions, failed machines, connections, and so on. This is shown in the
following screenshot:
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You can also view more granular details from the details option for users, such as
currently loaded processes, HDX performance, launched applications, name of the
VDA, memory/CPU usage statistics, policies applied, and so on:

Director

Activity Manager

_Pro(assas Power Control ~ Maintenance mo:

csrssexe
winlogan.exe
chxgixExe
taskhost.exe
dwm.exe
wishellexe
explorer.exe
concentrexe
Receiverexe
SelfServicePlu..
wicrun32.exe
DirectorComs...
tisbin.exe
iexplore.exe

iexplore.cxe

EdgeSight

AdminApps

Admins - Desktops (TESTLAB\XAQ2: 4)

1316K
3968 K
22,226K
4744 K
2036 K
5052K
21912K
2628K
5020 K
5200K
3664 K

8600 K

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

V)

Dashboard

Machine Details

Machine name
Site name

Windows Connection Setting
Registration state

Delivery Group

Machine Catalog

05 type

Allocation type

Machine IP

Organizational unit

VDA version

Host

Server

vCPU
Memory
Hard disk

Avyg. disk secftransfer
Current disk queue length

Load evaluator index

el
il

Log Off

Trends Filter

o [ o

TESTLAB\XAQ2

AdminApps.

Logon Enabled

Registered

Admins - Desktops

Servers Published Desktops
Windows 2008 R2 Service Pack 1
Random

1504523

EC2-cloud
nfa
EC2-XA02 (i-7036749¢)

1

1024 MB
30GE
0.001

0

1%

.
cimmix
e

Session Details

p—— ——

D
State

Time in state

Endpoint name
Endpoint IP

Connection type
Receiver version

Latency
Launched via
Connected via

Policies
Unfiltered

MyPaolicy

4
Active

8 minutes

XAOL
10.0.0.15
HDX
141.00

1ms
XADLtestlab.com (10.0.0.15)
XAD1.testlab.com (10.0.0.15)

SmartAccess Filters

- none -

So, with the information and the granular details from this tool, administrators can
easily diagnose any basic session launch- and performance-related issues.

Common XenDesktop® launch issues

When a user hits the StoreFront URL, his credentials are processed to present
him with a list of published resources and multiple checks are performed in the
background to select the correct virtual desktop to which the user must be connected.

In the whole VDA launch process, if any of the checkpoints or tests fail, the desktop
launch is denied to the user and he is presented with an error on his screen. There
are multiple events that can be presented to users who are facing launch refusal.

The details of the events are presented in the following table:
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Event Description

Explanation

Resolution

No desktop machine
is available (Event
1101)

This event is generated when
a user requests for a desktop
launch to be assigned in a
delivery group where no
desktops are available to
serve the request. There can
be a reason why desktops
are not available or are in
maintenance mode.

As a resolution, you need to make

sure that there are sufficient desktops
available to serve the users. Either add
more desktops to the desktop group
using Citrix Studio or check and disable
maintenance mode on the desktops.

Desktop machine
refused connection
(Event 1102)

The VDA agent actively
refuses the connection
request to make the machine
ready for the user. This
happens when the virtual
desktop in question has not
been configured with the
right set of DDC controller
servers.

Check the DDC list on the machine to
resolve this issue.

Desktop machine
sessions already active
(Event 1103)

This error is reported

when a user connection is
disconnected and the session
remains active; however,

the reconnection has been
configured to be disabled.

To allow active session

reconnection, a registry entry
DisableActiveSessionReconnect
must be enabled. For details on how

to create/ modify registry entries for
XenDesktop, please refer to the Citrix
article athttp://support.citrix.
com/article/CTX126704.

Desktop machine in
maintenance mode

The machine that is
requested to be launched

You can launch Citrix Studio to check
the status of the machine and disable

(Event 1105) is currently in maintenance maintenance mode to resolve the issue.
mode.

Requested protocol This error is reported when You can configure protocol restriction

type is not supported | a user tries to connect to a using the Broker PowerShell SDK using

(Event 1106) desktop on a protocol thatis | cmdlets for access policy rules.

not supported; it can be RDP
or any other protocol.

Desktop machine
already has a session
(Event 1108)

The desktop that the user

is trying to connect to is
already running an active
session. This happens when
two users are assigned to
the same desktop and one
user already has a running
session.

To resolve this issue, correct the
desktop assignments.
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Event Description

Explanation

Resolution

Desktop no longer
available (Event 1109)

This event is reported when
a desktop requested to

be launched is no longer
available; either it is disabled
or deleted from Citrix
Studio.

Launch Citrix Studio to check the status
of the desktop and take corrective
action to resolve this issue.

Machine start failures
(Event 3012)

This event is reported when
a XenDesktop is unable to
start the machine on the
hypervisor due to resources
issue.

Check the hypervisor pool or cluster to
make sure that it has enough resources
to power on the machine.

Overcoming Citrix StoreFront™ port
mapping issues

Every web server communication depends on two basic ports: 80 and 443. Citrix
StoreFront is installed on a Windows server that has preinstalled IIS services. So,
we have the option to configure our StoreFront server to communicate at port 8o for
HTTP communication and 443 for HTTPS communication.

These are the two basic ports that you should take care of while configuring your
firewall. The following figure is the basic flow diagram for Citrix StoreFront

communication for the external access scenario:

INTERMET

443

User connecting
viz Receiver

DMZ 44320 <

Citrix
MNetScaler

383/638 E

5TA 30/8080

Citrix Storefront
Server

ICA 1454/2508

Active
Directory

Internal Netwark

% XenDesktop
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In this communication, users can receive multiple session launch errors due to
incorrect firewall configuration for the required ports. We will discuss some basic
session launch errors that users may encounter while launching desktop sessions.

User gets the incorrect username or password error.

There are multiple reasons for user authentication to fail. The following is the

list of reasons relevant to the preceding communication flow diagram:

o

The authentication for users fails if there is a communication issue

between NSIP or SNIP and domain controllers. Check your firewall
configuration and make sure that your domain controller ports are

open for successful communication with SNIP or NSIP.

There is an issue with the service account used for LDAP bind

on the

NetScaler LDAP vServer. The service account that you are using for

LDAP binding should have the appropriate privileges.

°  Misconfigured base DN on the NetScaler LDAP vServer. You should

always be careful to add the correct base DN when your users
vying for successful authentication.

Invalid credentials (the silliest and commonest scenario).

are

To troubleshoot authentication on NetScaler, you can open NS shell and

browse to the following path:
>Shell

Run the following command to change to the tmp directory:
cd /tmp

Run the following command to start the debugging process:

Cat aaad.debug

For more details on troubleshooting with the preceding
%j%‘\ commands, please refer to the Citrix article at http://
’ support.citrix.com/article/CTX114999.

Cannot complete your request.
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Following a successful authentication on NetScaler, this error is thrown to the
users on the StoreFront web page. There are three very common areas that all
Citrix administrators start exploring when they see this error.

° Is StoreFront able to resolve the FQDN of the callback URL on
NetScaler?

You should always be careful while configuring your remote access.
Make sure that your StoreFront servers are able to reach the callback
URL on NetScaler. We follow the best practice wherein we create a
DNS alias entry for the VIP of NetScaler Gateway to FQDN to make
it work smoothly.

°  The FQDN URL will be https://remote.testlab.com.

©  The VIP for the NetScaler Gateway vServer will be
10.100.1.15.

° A DNS entry (or localhost entry on the SF server) should be
created: remote. testlab.comfor IP address 10.100.1.15.

°  StoreFront server network connectivity or port issue with NetScaler
Gateway vServer.

For network connectivity, make sure that VIP of the NetScaler
Gateway vServer is open for port 443 from the StoreFront server.
Otherwise, StoreFront will throw the preceding error.

°  StoreFront is not able to trust the SSL certificate of NetScaler
Gateway.

We have seen issues where the StoreFront server is not able to trust
the SSL certificate and the SSL chain is broken; users often see this
error. So, always make sure that your third-party SSL certificate, be
it SAN/Wildcard or standard SSL, has a common name that matches
your URL FQDN.

Also, note that StoreFront doesn't trust a certificate that uses

lower than 1024 bits encryption. So, always select an encryption
’ higher than 1024 bits while generating a CSR request.

* Unable to launch your application. Contact your helpdesk with following
information: Cannot connect to Citrix XenApp server. Socket operation on
non-socket.
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This error is reported to users when NetScaler is not able to contact the Citrix
STA servers on the XML port to validate the STA tickets or NetScaler is not
able to reach the XenApp servers on ports 1494 and 2598. While configuring
firewall rules for NetScaler to the backend infrastructure, we need to make
sure that our Citrix STA and XenApp servers are reachable from NetScaler
on the relevant ports.

For the best way to check whether the communication creates a service on
NetScaler to point to your STA/XenApp servers on the relevant ports, refer
to the following example service setup for the XenApp STA port:

MHame State IP Address/Domain Name Fort Protacal Max Clients Max Requests Cache Type

HML_port_STA Up 145,195,206, 318 8080 TCP 0 0 SERWER

For more details on how to configure a service and monitor it on
% NetScaler, visit the Citrix eDocs article at http://docs.citrix.com/
g en-us/netscaler/10-1.html.

Analyzing logs
Sometimes, it is difficult to isolate launch issues where you need to dig down by

enabling logs to capture broker and VDA agent activities. You can start with the
CDF trace for the following modules to capture the Citrix Broker Service traces:

® BrokerController

® Broker

® BrokerXmlServices

® BrokerControllerDAL

® BrokerDAL

® BrokerLicensing

® BrokerHostingManagement
® BrokerTicketStore

® BrokerHostingPlugin

® BrokerInterService

® PRODLIC Library Common
® PRODLIC LicPolEng

® TIcaClient DesktopViewer
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You can also enable Broker Service and VDA agent logs to do the analysis.

To know more on how to enable and capture CDF, BrokerService, and
% VDA logs, please refer to Chapter 2, Troubleshooting Toolkit for Citrix
A
XenDesktop®.

We will go through one example scenario to look at a step by step analysis. We will
study and analyze one common desktop launch error: 1030.

Background

While connecting to the Citrix VDI, the user gets the famous error code 1030,
as shown:

=] [=10ix]

Desktop Viewer

Q The connection ko "Windows 7 ¥DI" Failed with status (10300,

The error suggests that the communication didn't establish successfully on port 1494
or 2598 with the VDA machine and the connection timed out. This can be due to
ports issue, DNS resolution, or IP conflicts.
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Analysis steps
The steps for analysis are as follows:

1. On querying port results using Telnet from a client machine, we got a
connection failure:

[e+]Command Prompt M=l

C:w>telnet masterum 2578 u

Connecting To masterum...Could not open connection to the host,. on port 2598: Cu.
nnect failed

(AN

2. We started looking into the event viewer of the VDA machine. We didn't find

any major errors; however, we found one informational event, which doesn't
seem to be good. The event is as follows:

% Event Properties - Event 1003, TdIca

Gereral }Details ]

The Citriz ICA Transpork Driver is no longer waiting for a connection on port 2398,

ol o

Log Marne: Systerm

Source: Tdlca Logged: 94542015 10:20:28 Ak
Event ID: 1003 Task Category: Mone

Lewel: Information Keynords: Classic

User: /A Computer: rASSTERY M testlab.com
OpCode:

Maore Information:  Ewent Log Online Help

Copy Close
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3. We went ahead and checked Delivery Controller logs and found the
following event in application logs:

F! Event Properties - Event 1101, Citrix Broker Service

General |Detai|s |

The Citrix Broker Service failed to broker a connection for user ‘TESTLABYgsingh' to resource
“Windows 7WDI', The Citrix Broker Service cannot find any available wirtual machines.

Please add rmore wirtual machines to the site, If the problerm is due to existing virtual machines not
becoming available, see Citrix Knowledge Base article CTX126992,

e =

Log Mame: Application

Source: Citrix Broker Service Logged: 9/5,/2015 11:20:29 Ahd
Ewert ID: 1101 Task Category: Mone

Lewel: Wfarning Keyweords:

User: METWORK SERMWICE Cormputer: *D0Lltestlab.com
OpCaode: Info

fore Information:  Ewvent Log Online Help

Copy | Close |

The error suggests that there is some issue with the VDA machine and the
Broker is not able to provide a session to the users.

4. While checking the Citrix StoreFront logs, we found a similar issue, which
suggests that resources were not available for users to be served by an XML
service. Have a look at the following event logs:
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Event Properties - Event 28, Citriz Store Service

General ]Details ]

Failed ta launch the resource XDTestlab.Miindows 7 VDI $51-1' using the Citrix XML Service at i‘
address "httpiffxdltestlab. comfscriptsfwpnbr.dll', Desktop unavailable
corm.citrixawing DesktopUnavailableException, PublicAPL Wersion=2.6.0.0, Culture=neutral,
PublickeyToken=null
Desktop unawvailable

at corn.citrizaing.core.mpssourceimpl.MPSLaunchlmpl. Getdddress(Context emw, String
appMarne, String dewviceld, String clientMame, Boolean alternate, MPS&ddressing Type
reauestedfddressTvoe, String friendleMarme. Strina hostld. Strina hostldTwoe. Strina sessionld. j

al o

Log Mame: Citrizz Delivery Serdces

Source: Citrix Store Service Logged: 97542015 11:20:29 Ak
Event ID: 28 Task Categone (2001}

Lewel: Wifarning Keywords: Classic

User: MR Caomputer: ¥D0Lltestlab.cormn
OpCode:

hdare Infarmation:  Ewent Log Cnline Help

Copy Cloze

We checked the VDA machine and found that the Citrix Desktop service is
running fine without any issue.

5. We enabled VDA agent logging on the VDA machine as the next step to
troubleshoot this issue and also enabled Broker Service logging on the
Delivery Controller.

The VDA agent log on the VDA machine: by analyzing the VDA agent logs
on the VDA machine, we found that the Broker Agent (VDA agent) is timing
out with highlighted message repeats, as shown here:

05/09/15 11:24:47.203 3280 5012: BrokerAgentMonitorManager:Monitor
ManagementAuditMethod - Waking up...

05/09/15 11:24:47.203 3280 5012: BrokerAgent:StackManager.
EnumerateSessionKeys: Enter

05/09/15 11:24:47.203 3280 5012: BrokerAgent:IsSimulationEnabled:
Simulated sessions are DISABLED

05/09/15 11:24:47.203 3280 5012: BrokerAgent:EnumerateSessionKeys
sessionKey = fb9d3ff3-05b4-4e23-a0dc-4731266438eb

05/09/15 11:24:47.203 3280 5012: BrokerAgent:EnumerateSessionKeys
sessionKey = alf55cl1-2443-49d5-85fe-efel66d74eea
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05/09/15 11:24:47.218 3280 5012: BrokerAgentLaunchStore:LaunchStor
e:LaunchStoreCleanUp - 1 expired session key entries found
05/09/15 11:24:47.218 3280 5012: BrokerAgentLaunchStore:LaunchSto
re:LaunchStoreCleanUp - 1. Session Key: fb9d3ff3-05b4-4e23-a0dc-
4731266438eb, Launch Entries found: 1

05/09/15 11:24:47.218 3280 5012: BrokerAgentLaunchStore:LaunchS
tore:LaunchStoreCleanUp - Removing ticket hash from Ticket Hash
Dictionary

05/09/15 11:24:47.218 3280 5012: BrokerAgentLaunchStore:LaunchSto
re:LaunchStoreCleanUp - Removing launch ref hash from Launch Ref
Hash Dictionary

05/09/15 11:24:47.234 3280 5012: BrokerAgentLaunchStore:LaunchSto
re:LaunchStoreCleanUp - Removing session key fb9d3ff3-05b4-4e23-
a0dc-4731266438eb from Session Key Dictionary

05/09/15 11:24:57.841 3280 4368: BrokerAgentLoadBalancing:LoadMa
nagement CpulLoadRule:GetLoadIndex - This load rule is disabled.
Skipping index calculation.

05/09/15 11:25:27.853 3280 4368: BrokerAgent:AgentHeartBeatCB

Pvl 5.SendHeartbeatCbpVl5Thread: Ping now. Max heartbeat exceeded.

Broker Service logs on the Delivery Controller didn't log any errors.

6. We took a CDF trace for the modules as explained in the last section. CDF
tracing suggested that the ICA desktop viewer sessions are getting timed out
and failing with error 1030:

DL evhrok: Verwireg |11 s sl Do L8 st rol UDPL onbrod) LT ondred_es_ 89200051 121 121 Dfogtie.ol]

Thes o | Procr o | Sors o | gt =5 | e Pt v | Lee s | e
I E

gl bl [yt b e Baidad | ] 1 OOF MET_ERROA et Cimamitf e WT) Cowwnit ] T oot K “irachis 7'V g i, s V1
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This analysis clearly explains that the sessions are getting timed out while the
VDA machines are being contacted and there is something wrong with the
communication that happens on port 2598.

7. We checked our firewall rules and found that there is no block configured for
this particular VDA machine.

Resolution

Ultimately, the issue was found with the ICA-TCP listener on the VDA machine that
was not responding and hence causing timeouts (Windows 2008 R2 Server OS VDA).
We recreated the ICA-TCP listener to resolve this issue.

You can recreate ICA-TCP listeners using the built-in remote desktop
+  services configuration utility. To create a new remote desktop service
connection using an RDP or ICA listener, you can follow the steps
’ outlined in the MS article at https://technet.microsoft.com/en-
us/library/cc771694 .aspx.

Summary

We now have a good understanding of the VDA launch process and the skills
acquired in this chapter will enable us to troubleshoot any kind of Citrix VDA
launch issue that comes up in our XenDesktop environment.

In our next chapter, we will focus on the Citrix XenDesktop services architecture and
its related issues.
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Surpassing XenDesktop®
Service Issues

In the last chapter, we discussed the VDA launch process, the communication
framework, common issues, and the difficulties one can encounter while
troubleshooting and resolving issues related to VDA sessions. We will now
focus on the XenDesktop Services architecture; every administrator who is keen
on developing a good understanding of the troubleshooting skills required for
XenDesktop Services related issues must know this.

The ultimate goal of this chapter is to explain XenDesktop Service architecture and
develop essential skills required to troubleshoot any service-related issue arising in
your XenDesktop environment.

In this chapter, we will cover the following points:

Understanding the XenDesktop service architecture
Enabling service logs

Surpassing database account credential issues
Verifying Active Directory integration

Using PowerShell to check the status of services
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Understanding the XenDesktop® service
architecture

XenDesktop works on the FMA architecture, which includes subsets of multiple
services that are responsible for the entire communication flow from controllers to
VDAs for a successful desktop delivery platform.

To understand the communication flow and how the services interact with
each other, refer to the following flow diagram that is based on the FMA
service architecture. It includes 10-12 primary services that build up the
complete FMA architecture.

There are 10 controller-level services with two services that run on a VDA device;
we will discuss all the services and their roles in the following flow chart:

Machine
Creation
Service

sy PortiCA
Desktop Service
Service
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To understand this illustration and each service role in the communication
framework, we have listed down the service interaction and roles, as follows:

Broker Service (XML): This is one of the most common and important
services, responsible to broker new sessions, desktop enumeration, STA
tickets, handling and managing session data, and so on. This service interacts
with the Desktop Service on the VDA to manage all the communication, to
and fro from Delivery Controller to VDA.

Configuration Service: This service stores the configuration for all the
services in this framework, so each service needs to register its status on
startup with this service. This is considered to be one of the critical services in
the XenDesktop Services architecture.

AD ID Identity Service: This manages all the Active Directory computer
accounts for XenApp and XenDesktop machines.

Configuration Logging Service: As the name suggests, this service is
responsible for logging all the configuration changes within the XenDesktop
site. This includes all the administrative changes being made in the
environment.

Delegated Administration Service: This service is responsible for managing
all the administration and configuration for all the delegated administrative
permissions. If the service goes down, you can't modify the existing or add
any new administrative accounts.

Machine Creation Service: This service is responsible for the creation of new
virtual machines If this service fails or goes unresponsive, no new virtual
machine creation will be possible.

M If you are looking to scale up your virtual infrastructure or serve
Q physical machines lying in your datacentre, you should implement
Citrix Provisioning Services (PVS)

Citrix Host Service: This service is responsible for managing connections
between hypervisor and delivery controller.

Environment Test Service: This service conducts and manages all
tests on your XenDesktop site. You can initiate and validate the tests
from Citrix Studio.
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Monitor Service: This service is responsible for monitoring all the

FMA architecture and generates specific alerts for the issues found in

the XenDesktop site. Make a note, that although this service is capable

of generating alerts and warnings to alert you that something is wrong
within your environment, it doesn't pinpoint the exact problem within
your XenDesktop site and where you need to start investigating to resolve
the problem.

The best place to start the investigation related to XenDesktop
M services is to fire a PowerShell window and begin issuing
Q commands related to each service. Please refer Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®, for details on checking
the status of each service to troubleshoot service-related issues.

StoreFront™ Service: This service manages Storefront deployment. You also
have an option to manage Storefront configuration from Citrix Studio.

Citrix Desktop Service: This is one of the two major services running on
your VDA, this service interacts with Delivery Controller and the PortICA
service to exchange information related to logon ticket data and user
credentials for authentication and STA ticket validation.

The PortICA Service or PicaSvc2.exe: This is the other service running

on VDA, this service accepts the initial connection requests and locks the
workstation. It communicates with the display driver to change the remote
display of the remote desktop, the information is passed on to the Thinwire
driver, which then communicates with the Desktop Service.

Enabling service logs

Service based logging can be enabled via the command line or using Citrix Scout
installed by default on XenDesktop 7.5 and later versions. Citrix Scout lacks some
feature logging; it doesn't enable Citrix Broker Service agent logging.

So, it's always better to enable your environment's service-based logging using the
command line.

An example of a command to enable Citrix Broker Service Log is as follows:

BrokerService.exe -Logfile "C:\XDLogs\Citrix Broker Service.log"
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You need to run this command from the CMD prompt while you are

in the appropriate service directory, such as C: \Program Files\

Citrix\Citrix Broker Service\Service.

Surpassing database account credential
iIssues

The XenDesktop site central-database is accessed by the services running on each
controller. These services' access to the database is controlled by Active Directory
machine accounts. The controller machine accounts and users are provided sufficient
minimum database access privileges to carry out the daily operations.

Using machine accounts presents a simple and secure model to safeguard critical
data in XenDesktop database. However, there are some administrative operations
that fall out of scope for these machine accounts' access privileges and in those
scenarios, we need to ask the database administrator with elevated privileges to
pitch in and perform the tasks via SQL scripts.

The database access flow diagram is as follows:

Administrative Operations

Privileged users account
logins
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The XenDesktop service doesn't support use of SQL authentication.

This is due to the fact that SQL scripts and SDKs are based on
/<= machine account logons and using SQL authentication can expose the

SQL passwords through the SDKs.

Each XenDesktop service connects with the database using the controller's machine
accounts. Citrix Studio, Director and PowerShell SDKs connect to the database using
one of the services and their machine account login. There are no separate logins
required for these components.

To know and configure the right set of XenDesktop database and
administrative permissions, please refer to the Citrix knowledgebase
e article at http://support.citrix.com/article/CTX127998.

If the permissions are not set correctly, you may encounter issues related to database
permissions while configuring or modifying a XenDesktop site.

There can be situations where you can still see the Insufficient privileges error while
configuring your XenDesktop site database, even after following the recommended
permissions given here.

In order to start your troubleshooting, you should always begin with network
connectivity:

1. The first step should be to check if the database server is reachable and the
firewall has been configured to allow DB ports TCP: 1433, TCP: 1434, and
UDP: 1434.

2. To test the ports, you can always use Telnet to verify if the ports are
opened or not.

3. Once you have established that the database server is reachable and the
relevant ports are open on the firewall, you should check the permissions
on the XenDesktop site database by contacting your SQL team; it should be
configured as per recommendations given in the Citrix Article CTX127998
(http://support.citrix.com/article/CTX127998).
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Active Directory integration

XenDesktop relies on Active Directory for its operations. AD provides a data store
that stores information related to users, computers, services, and other objects. The
Delivery Controller and VDA depend upon the AD to establish trust relationships to
secure communication.

XenDesktop controllers and VDA use AD for a number of tasks, such as:

* Authentication: End users authenticate to DDC and VDA using Active
Directory

* Management console authentication: Administrators authenticate to DDC
using AD credentials to make any changes to the XenDesktop site

* Kerberos: DDC and VDAs use the Kerberos security feature provided by AD
to establish secure and encrypted communication channel

* Controller Discovery using Active Directory: Virtual desktops in a
XenDesktop environment need to register themselves with the Controller
server to be managed by a broker and allow ICA connections from client
devices. One of the configuration methods for this discovery can be done
by Active Directory. Citrix provides a built-in setup script to enable this
configuration. The script can be located on the XenDesktop Controller
server under the path C:\Program Files\Citrix\Broker\Service\Setup
Scripts\Set-ADControllerDiscovery.Psl.

This method is deprecated and no more used for XenDesktop 7.x
controllers and is just recommended for backwards compatibility.

Please refer to the Citrix article at http://support.citrix.

com/article/ctx122417/ to know more on supported Active
Directory configuration for XenDesktop infrastructure.

Using PowerShell to check the status of
services

There can be situations where you won't be able to isolate issues related to services
by looking at the alerts generated by Director or event viewer. To isolate issues
related to XenDesktop services, you can always check the status of services using
PowerShell commands.
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Here are a few example cmdlets to check the status of important FMA services:

Get-BrokerServiceStatus
Get-ConfigServiceStatus
Get-HypServiceStatus
Get-AcctServiceStatus

Get-ProvServiceStatus

It is recommended to create a personal PowerShell profile to troubleshoot
service-related issues. We discussed how to create a PoSH profile in Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®.

. You can also import the XenDesktop PowerShell module
% by issuing the Add-PSSnapin Citrix* command; itis
&~ not necessary to create a PoSH profile to take advantage of

PowerShell in a XenDesktop environment.

The listed cmdlets will give you the state of the service and whether it is running or
not. This looks similar to the status you view in the Services snap-in on the Windows
server. However, it should be noted that. when there is any issue with any of the
FMA services, these commands will give you a valid reason for the failure of service
communication. Let's have a look at the following screenshot:

ey Windows PowerShell

PS C:ulsersisinggu* Get-ConfigServiceStatus

ServiceStatus Extralnfo

As shown in the preceding example cmdlets, the service status returned to us is OK,
which means that the service is connected to the database and is running fine.
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If there is any issue with your FMA services, you might receive errors as
described here:

DbUnconfigured: This means that the service doesn't have a database
connection configured.

DBRejectedConnection: This means that the database rejected the logon
from the service. This may be because of bad credentials or database is not
installed.

DBNotFound: This means that the DB could not be located with the
configured connection string.

PendingFailure: This means that the connectivity between DB and
service is lost.

DBMissingOptionalFeature: This suggests that the service connected to the
DB is valid but it doesn't seems to have the full functionality required for
optimal performance. A database upgrade is advisable.

You can see a complete list of all possible return values by issuing

the Help command as shown here:
A
Help Get-BrokerServiceStatus -Full

So, on receiving any of the non-ok return codes, you can check the description of
the return code by issuing the command as explained here and troubleshoot the
underlying problem.

Summary

We now have a good understanding of the XenDesktop service-oriented FMA
architecture. The skills learned in this chapter will enable administrators to
troubleshoot any XenDesktop service-related issues.

In our next chapter, we will focus on troubleshooting performance issues related
to a XenDesktop environment
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In our last chapter, we discussed the XenDesktop services architecture,

the communication flow between XenDesktop services, common issues, and

the difficulties one can encounter while troubleshooting and resolving services
related issues. We will now focus on troubleshooting performance issues related
to the XenDesktop infrastructure. Troubleshooting and resolving performance
issues can become a nightmare for administrators if they are not diagnosed with
the right approach.

The ultimate goal of this chapter is to understand the basics of performance
parameters, details of sizing for the environment, and troubleshooting performance
issues using Citrix and third-party tools.

In this chapter, we will cover the following topics:

* Getting a grip on the performance parameters
* Understanding sizing requirements

* Capturing performance data—working with Perfmon, QSlice,
and Process Explorer

* Using Xperf or Windows Performance Analyzer

Getting a grip on the performance
parameters

We see companies spend lot of money on building the base infrastructure,
purchasing software, networking, storage, and computing to build a better and
stable VDI solution to meet the demands of their user bases.
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However, the main key area or weak point lies in the organization's effective
monitoring solution. This happens because many customers think that the budget or
cost involved in purchasing such monitoring solutions doesn't really make any sense
or affect their stable running environment.

So, many customers choose scripts and automated performance counters on the
servers to capture basic performance parameters such as CPU, memory, disk
utilization, and so on. These basic performance metrics and collected data help
customers to analyze high-level performance metrics, but they do not provide a
complete monitoring solution to integrate every layer of performance metric needed.

Let's discuss the basic performance parameters that are necessary and recommended
by Citrix for a basic monitoring solution:

Performance | Description Remediation

Metric

Processor: % processor is the percentage of For the purpose of

% processor elapsed time that the processor takes troubleshooting and
time to process a non-idle thread. This is the | remediation, we need to

primary indicator of processor activity | identify the processes that
and displays the average percentage of | consume more processor

busy time during the sample interval time. This can be monitored
for which the data is taken. by using the Windows Task
Manager or resource monitor
or by configuring the Perfmon

counters.

System: This measures the number of threads CPU bottleneck can be
processor in the processor queue. It captures identified by a long queue
queue length | only ready threads and not the number.

running threads. There is a single

queue for all processors, even for

servers with multiple processors. So,

for multiple processors, you need

to divide the number of threads by

number of processors. Processor queue

length is considered to be sustainably

good if the number falls below 10 per

processor.
Memory: This indicates the amount of available | We need to identify the
available MBs | memory left in the system after non- processes or services that

paged pool, paged pool, processes consume more memory and

working set, and filesystem cache have | take corrective actions to

consumed their share. resolve the issue.
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Performance | Description Remediation

Metric

Memory: This indicates the rate at which pages | A memory bottleneck is
pages/ are read and written back on the disk. | caused by a high value
seconds reported by this counter.

Ideally, the value should be
<10.

Paging file: %
usage

This indicates the percentage usage of
page file utilization.

The value should be
monitored carefully in
conjunction with pages/sec
and available memory left in
the system.

Logical/
physical disk:
% free space

This indicates the percentage of free
space left on the logical disk to be
utilized.

Disk cleaning activities.

Logical/
physical disk:
% disk time

This indicates how much of the disk is
busy in processing R/W requests.

If you notice a high
percentage of disk time for
multiple processes, you
should think about upgrading
your disk system.

Logical/
physical disk:
current queue
length

This measures the disk congestion.

A long disk queue length
indicates a performance
bottleneck for the disk. The
ideal number should be <=1
per spindle consistency.

This can be caused by high
number of disk I/Os or due
to smaller physical memory
allocated to the system.

Logical/ This indicates the average time, in High disk read or write value

physical disk: | seconds, for a disk to read/write/ indicates a disk performance

avg. disk sec/ | transfer to and from a disk. bottleneck. The ideal value

read, avg. should be <= 15ms.

disk sec/

write, and

avg. disk sec/

transfer

Network This is the rate at which the network The ideal value should be

interface: total | interface card processes network bytes. | > 8MB/s for a 100 Mbits/s

bytes/sec adapter and > 80MB/s for a
1000 Mbits/s adapter.
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We discussed XenDesktop counters in Chapter 2, Troubleshooting
% Toolkit for Citrix XenDesktop®, which can be of great help while
S . .
configuring Perfmon counters for XenDesktop.

Understanding sizing requirements

Performance bottleneck of any infrastructure is linked directly to the sizing of its
base infrastructure components. So, it's very important to ensure that any new
environment that is being designed is built efficiently using proper sizing guidelines.

In this section, we will cover the basic sizing requirements of a XenDesktop
environment, which is the key for a successful deployment.

For any XenDesktop deployment, you need to work on sizing the following
components:

*  Number of infrastructure servers

*  VRAM and vCPU requirements for the infrastructure servers

*  VvRAM and vCPU requirements for VMs

* Base hardware required for the hypervisor layer

e SQL databases

» Storage

* IOPS requirements

* Bandwidth requirements

e vGPU and HDX 3D Pro sizing
Earlier, we sized the environment based on the data captured by enabling Perfmon
counters on the VDI/server to measure the concurrent user load, memory/CPU

stats, IOPS calculation, and so on. The method is still relevant and is used by many
administrators for sizing smaller deployments.

Citrix has provided a wonderful online tool called Citrix Project Accelerator to
perform sizing on your XenApp, XenClient, and XenDesktop environment. This
tool was designed by Citrix Consulting after thorough testing. You only need Citrix
account credentials to get started with this tool.
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To get started with Citrix Project Accelerator, please visit
S http://project.citrix.com/.

You need to create a new project to get started with the tool and follow the
framework to define your organization's needs and requirements:

CiTRIX 8 Gupncerv | Help  Gicom

Project Accelerator

Your Projects PSRN Praect |

Select a project you want to work on:

The tool allows you to start from scratch and follow best practices and
recommendations for hardware sizing, storage, networking, user groups and
applications to structure a complete architecture design for your deployment.

Project Accelerator is structured in three phases:

1. Assess
2. Design
3. Deploy

The assessment phase

In the assessment phase, you need to define and assess the organizational
requirements starting from the organization's priorities, number of concurrent users,
user group type, applications, licensing and infrastructure building blocks:

Edit Organization

Organization

Name of organization being assessed
Project

TestLab
User Groups

Applications Industry

Link Apps to User Groups

Technology v
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The design phase

The design phase gives you a solid foundation for sizing storage, calculating

IOPS, memory/CPU's sizing, network throughput and configuring remote

access. If you assess your organization's requirements and follow the recommended
design properly, Project Accelerator will give you what is needed and take away all
your worries.

Let's have a look at the following customized architecture diagram generated by
XenDesktop Project Accelerator. It provides you with the complete details about
sizing your infrastructure components, IOPS calculations, and VDI requirements.

Customized Original
..... . 1 t ¥ Futwnol NotScale . 1 .
UsER LAYER ) ACCESS LAYER 0 RESOURGCE LAYER () HARDWARE LAYER ()
@ FlexCast:
@ e Podied VDI E
& [ 4 ] | sppications | Personalzation il Deskiop-Sesed 05
@ Operating System Installed Applications Personal vDisk
P] _ﬁ @ Windows 8.1 2 Mo Hosts 1
n Virtual 35
Parsanal Davice —in
= = 4 Image on-Demand Profile Type Jacninas
Poaled VDI - A Applications Cltr User Profiis Clusters !
na Storege Type  NFS
Computer Poi Streamed Applicati User P Storege Specs 281 GB
omputer Policy Applications ser Policy R
XenDeskiop Beseling, na ¥enDeskiop Beseline, Storegs IOPS - 458
X¥enDeskiop WAN, X¥enDeskiop WAN,
XenDsskiop High XenDesktop High
Security Security
E E E ===
CONTROL LAYER © ACcess Controllers. Deskiop Controllers Infrastructure Controliers roete .
StoreFront Servers 2 XenDesktop 2 Database Servers 3 Virtusl 8
X = Mzchines
MetScaler Gateway 2 Provisioning Services  nva License Severs ! Clustars 1
o ) . vCenter Servers 1 Storage Type NFS
Non-Citrix S5L-VPN e XenClient Synchronizer nva s e Storage Spece 845 GE
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The deployment phase

In the deployment phase, you only need to follow the sizing guidelines and
architecture diagram created by Project Accelerator to successfully complete
your deployment.

There are other third-party tools available to do the sizing for your VDI deployment.
The sizing calculators that I like the most were developed by Andrzej Gotebiowski.
It fulfils your requirements and provides you with all the sizing details for your

VDI project:

Citrix 7 / 7.5 sizing tool

Data Centers) 1 Total capacity: 50 Enpected value
Data Center 1 50 O
wenDesktop sites 1 Data Center 2 u] Ok
Disaster Fecoueny’ 14 OR check: Ok
Perzonal vDizs size (GE): a Default values
Light users: 0 20 Split for user tupes
SBCImages: a Marmal users | (11 S0 p B
Heawy users 303 303 Split check: oK
VOl Images: 1
Light applications: 205 205 . N
Users with 30 AppsT 0 Marmal applications: S0c S0 I e e (s
Heawy applications: 30 303 Split check: oK
HenDesktop version: 75
Hasted Shared HS): T B0
Type of profile: Local profile Hosted WOI Random: 0z 257 Split for Flexcast types
Hozted YOI Static: 205 S5
Server O5: Win2k12 B2 Hosted VO Assigned: 0 o Split check: OK
Hypervizor:  Hyper-\' [ Preferred | Concurrency HS: | g0 ‘ g0 ‘
Concurrency VO oo oo
S5L requiret YYes
Users os light normal heaw
sessions for Hosted Shared (HS): 35 |Semwer 2012 R2 4 21 il
instances Hosted WO [Random Mon-Persistent): - ‘windows 7 - - -
instances Hozted YOI [Static Mon-Persistent): 10 ‘window =z & 1 5] 3
instances Hosted WO [Static Persistent): ) ‘wfindow s 7 1 3 2
S0 Totals ] 30 15

Document Control Input Output Variables +

To download this wonderful tool, you can visit
e http://blog.citrix24.com/Xendesktop7 Sizing Calculator.
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NVIDIA provides GRID vGPU, which is a feature of Kepler-based GPUs that allows
hardware level virtualization of the GPU. Citrix was the first to provide the Citrix
HDX 3D Pro solution to support this capability in the year 2013 and Citrix XenServer
was the only hypervisor to support GRID vGPU. Recently, vSphere 6 added support
to join the group.

The sizing and understanding of the NVIDIA GRID vGPU architecture for
XenDesktop with HDX 3D Pro is out of scope for this book. However, I recommend
you to read the following design and reviewer guides to understand the deployment,
design, and sizing requirements:

®* https://www.citrix.com/content/dam/citrix/en us/documents/
products-solutions/virtualize-3d-professional-graphics-design-
guide.pdf

* https://www.citrix.com/content/dam/citrix/en us/documents/go/
reviewers-guide-remote-3d-graphics-apps-part-1l-xenserver-gpu-
passthrough.pdf

* http://www.citrix.com/content/dam/citrix/en us/documents/go/
reviewers-guide-remote-3d-graphics-apps-part-3-xenserver-vgpu.
pdf

®* http://www.citrix.com/content/dam/citrix/en us/documents/go/
reviewers-guide-remote-3d-graphics-apps-part-2-vsphere-gpu-
passthrough.pdf

* http://www.citrix.com/content/dam/citrix/en us/documents/
products-solutions/reviewers-guide-for-hdx-3d-pro.pdf

Capturing performance data

Much advancement has been made in the XenDesktop product suite and Citrix
Director to capture data and present it through EdgeSight. However, these tools
don't capture or provide bottleneck issues related to network and storage layers.
Administrators have to work with multiple teams to perform analysis to understand
if there is any bottleneck in the network and storage components that is slowing
things up for the XenDesktop performance.
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Performance Monitor

To troubleshoot performance issues, many administrators take help from a

very old and powerful Windows tool called Performance Monitor. You can configure
custom control sets in order to monitor multiple components for a XenDesktop site.
It may be configured to monitor basic components, such as CPU/memory, disk
utilization for read and writes, disk/storage IOPS, SQL database counters, and other
relevant counters.

To learn more about configuring Performance Monitor counters,
s~ please refer to Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®.

QSlice or Process Monitor

Since the era of Windows 2000 systems, Microsoft has provided a very good tool to

analyze CPU performance. Task Manager displays CPU usage by value and to view
the information graphically, administrators used to prefer QuickSlice (0slice.exe),
which is found in Windows 2000 Resource Kit tools. This tool was later replaced by

Process Explorer and Procmon.

The basic configuration of setting and capturing the process, registry, filesystem,
and network related data with Procmon has already been explained in Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®. Go though it once to configure Process
Monitor to capture performance.

Xperf or Windows Performance Analyzer

Windows Performance Analyzer has been an excellent tool to analyze any
performance related issues. Many administrators rely on this to troubleshoot slow
logon issues in XenApp/XenDesktop environment.

Refer to Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®,
for details on how to configure and troubleshoot performance

R . . .
issues in your XenDesktop environment.
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Case study — troubleshooting a slow logon

Problem

Users reported that they are experiencing a slow logon where it takes more than a
minute to log into Citrix Desktop.

Environment
The following is the summary provided for customer's Citrix environment:

* XenDesktop 7.6
* (Citrix Profile Management 5.2.1
e (Citrix ICA Client 14.2.0.10

Troubleshooting

We found that all the users were experiencing delays between 55 seconds to 90
seconds while logging into Citrix Desktop.

We started troubleshooting using Citrix Director; we found that logging into a Citrix
desktop took 59 seconds, which wasn't that bad. However, a customer complained
that it was pretty fast a month back:

[158]



Chapter 7

Citrix Director provides the granular details of the logon process with the duration.
We found that interactive sessions took more than 29 seconds and this was consistent
for all user logons.

% An interactive session is a logon process duration, which hands off
the keyboard and mouse control to the user.

We took a Procmon trace to understand what is going on for 29 seconds, which is
delaying the logon. After applying the filter with session ID for the user, together
with the winlogon.exe process, we found a huge amount of Access Denied entries for
the backup client and Internet settings zone maps. See the following screen capture
from the Procmon trace:

Frocess Mame Operation Path Fesult

= CwSystemTray. exe :ﬂEreateFi\e C:Awindows\ TempiCommyvault Spstems\LogFileshCvSystemTray log ACCESS DEMIED
= CvSystem T ray. exe zlEreateFi\e C:Wwindowsh T emphCormmyvault Systems\LogFiles\CvSystemTray log ALCCESS DEMIED
= CSystem T ray. exe 'z‘ltkeateFi\e C:\windowsh T emphCommvault Systems\LogFiles\CvSystemTray. log ALCCESS DEMIED
= CvSystemTray. exe 'z}nCreateFi\e C:WwindowshT emphCommyvault Systers\LogFiles\CvSystemTray.log ALCCESS DEMIED
_:-)) concentr. exe ﬁHegDpenKey HE LS ystermt CurentContiol5 et Services\WwinS ock 24\Parameters ACCESS DEMIED
concentr. exe #%RegOpent.ey HELMS pstemtCurrentContiolS ety Services WinS ock 24\Parameters ACCESS DEMIED

5 Win7LookandFesl. .ﬁﬁegﬂpenKey HE L4 Spstermt CurrentContiolS ethzervicesheventloghS ecurity ALCCESS DEMIED
= CSystem T ray. exe 'z‘ltkeateFi\e C:\windowsh T emphCommvault Systems\LogFiles\CvSystemTray. log ALCCESS DEMIED
L= CvSystemTray. exe 'z}nCreateFi\e C:WwindowshT emphCommyvault Systers\LogFiles\CvSystemTray.log ALCCESS DEMIED
L= CwSystemTray. exe 'z‘ltreateFi\e C:vwindowshT emphComnmeyault SystemsiLogFiles\CySystemTiay. log ACCESS DEMIED
5 win7LooksndFesl. . 8% ReaOpenkey HELM S pstemtCurrentContiolS ethservicesheventloghS ecurity ACCESS DEMIED
7 winFLookAndFes!. . @ ReaOpenkey HE L4 Spstermt CurrentContiolS ethzervicesheventloghS ecurity ALCCESS DEMIED
‘Win7LookAndFeel. .ﬁﬁegDpEnKey HE LM% S pstert CurrentContiolS ethservicesheventlaghS ecurity ACCESS DEMIED

it ere eglp HELR U nternet aph DEMIED
concentr. exe #L Fealpenkey HELM4S oftware v owB432M odedMicrosoft\windows\Currentversion nternet Settings'Zonet aph ALCCESS DEMIED
concentr. exe #%RegDpent.ey HELM4S oftware W owB432M ode Microsoft\windows\ CurrentVersiont nternet Settings'Zoneb aph ACCESS DEMIED
PY] concentr. exe ¥ RegOpenkey HELM4S oftware S owb 432N odehMicrosoftWwindows\Currentyersionh nternet SettingshZonet aph ALCCESS DEMIED
= CSystem T ray. exe BCreateFi\e C:Wwindowsh T emphCommyvault Systers\LogFiles\CwSystemTrap. log ACCESS DEMIED
L= CvSystemTray. exe 'z}nCreateFi\e C:WwindowshT emphCommyvault Systers\LogFiles\CvSystemTray.log ALCCESS DEMIED
= CSystemTray. exe 'z‘lCreateFi\e C:wwindowshT emphComnmeyault SystemsiLogFiles\CvSystemTray. log ALCCESS DEMIED
Pl Receiverene ﬁHegDpenKey HELM4Systermt CurrentContiolS ety Services\WwinS ock 24\Parameters ALCCESS DEMIED
P Receiverexe % RegOpenkey HE LS pstermt CurrentContiolS ethServices\winS ack 24Parameters ALCCESS DEMIED
= CSystem T ray. exe BCreateFi\e C:Wwindowsh T emphCommyvault Systers\LogFiles\CwSystemTrap. log ACCESS DEMIED
= CSypstemTray. exe 'Z‘);CreateFi\e C:\windowshT emphCommyvault Systerns\LogFiles\CvSystemTray. log ALCCESS DEMIED
= CSystemTray. exe 'z‘lCreateFi\e C:wwindowshT emphComnmeyault SystemsiLogFiles\CvSystemTray. log ALCCESS DEMIED
Pl Receiverene ﬁHegEreateKey HELM S oftwaretw owB432M odehCitrix\F eceiver nventonh S ervices ALCCESS DEMIED
P Receiverexe ¥ Reglreatekey HELMYSOFTWARE YW owbd 32ModehCitrish B eceivery rventonh S ervices ALCCESS DEMIED
= CSystem T ray. exe BCreateFi\e C:Wwindowsh T emphCommyvault Systers\LogFiles\CwSystemTrap. log ACCESS DEMIED
= CSypstemTray. exe 'Z‘);CreateFi\e C:\windowshT emphCommyvault Systerns\LogFiles\CvSystemTray. log ALCCESS DEMIED
L= CSystemTray. exe 'z‘lCreateFi\e C:wwindowshT emphComnmeyault SystemsiLogFiles\CvSystemTray. log ALCCESS DEMIED
B taskhostexe ﬁHegDpenKey HE LS oftwaretMicrozoft\Wwindows \Curentersionnternet Settings\5.0\Cache\Content ALCCESS DEMIED
=0 SystemTray.exe = CreateFile C:Wwindowsh T emphCormmyvault Systems\LogFiles\CySystemTray log ALCCESS DEMIED
= CwSystem T ray exe 'zlﬁreateFi\e C:WwindowshT emphCommyvault Systermsi\LogFiles\CySystemTrayp log ACCESS DEMIED
=l CSypstemTray. exe 'Z‘);CreateFi\e C:\windowshT emphCommyvault Systerns\LogFiles\CvSystemTray. log ALCCESS DEMIED
)) Feceiverexe ﬁﬂegﬂpenKe}l HELMS oftware wowb432N ode'Microsoftwindows\CurrentyersiontInternet Settings'Zoneh apt ALCCESS DEMIED
Pl Receiverene ﬁHegDpenKey HELMS oftware W owE432M odetMicrosoftWwindows\Currenfersiont nternet SettingsZoneM ap' ALCCESS DEMIED

For details on how to take a Procmon trace, refer to Chapter 2,
= Troubleshooting Toolkit for Citrix XenDesktop®.
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This issue directed us to look for the GPOs, where Internet settings are being pushed
to diagnose the issue. We found that the customer had a domain-wide user policy
that was pushing all the Internet settings and was also responsible for setting the
desktop wallpaper on the desktops.

We enabled WML filtering to apply the policy to Windows 7 desktop operating
systems only, for the purpose of testing this on the server VDA published desktops.
Surprisingly, it reduced our interactive session time from 29 seconds to 7 seconds.
Refer the following screenshot:

B Current session T7 3 B ey average fpast T dualt 35 5 B Detvery Group average (past 7 daysn 35 3

17 sec

Losgon Duration

o . Ml b alinns P Vs gt Frafiet nad bidion wmFrar orvssans

B Delivery Group average (past 7 days): 35 s

7

3 3.2
I | 0.310.630.46 0.260.320.29
e e

GPOs Logon Scripts Profile Load Interactive Secsion
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Resolution

There were multiple Internet settings that required correct permissions on the
following registry paths:

* HKLM\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\
Internet Settings\ZoneMap\

® HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\

Also, we fixed the bitmap image of the desktop wallpaper that was taking a little
longer to apply.

M A more granular study for the Winlogon process can be done using
Q Xperf or Windows Performance Analyzer. You can refer to Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®, for the tool's usage.

Summary

We now have a good understanding of performance analysis and the tools
required to troubleshoot any performance related issues surfacing in a XenDesktop
environment.

In the next chapter, we will focus on troubleshooting printing issues related to the
XenDesktop environment.
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In the last chapter, we discussed the basics of performance parameters, details of
sizing for environment, and troubleshooting performance issues using Citrix and
third-party tools.

We will now discuss the basic printing issues that might arise in XenDesktop
infrastructure for users. Printing issues are the most common and frustrating for
administrators to troubleshoot, if they are not tackled with the right approach.

The ultimate goal of this chapter is to understand the basics of setting up the
Citrix printing architecture, configuring printing policies, and troubleshooting
printing issues.

In this chapter, we will cover the following points:

* Understanding the printing setup
» Citrix printing policies
* Exploring the XenDesktop printing registry settings

* Using Print Detective and StressPrinters

Understanding the printing setup

Citrix XenDesktop supports a variety of printing solutions. Before choosing any
solution for printing, we must understand the organization's needs and the solution
that offers to meet the desired requirement.

The following are the solutions that are supported by Citrix XenApp and
XenDesktop: let's have a quick look at what each solution offers.
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Provisioning printers

The process by which printers are created in XenApp or XenDesktop sessions is
called printer provisioning. Printer provisioning is classified into two types:

Static: In this type of provisioning, a collection of printers is created in every
session. This type of printer collection is created each time and does not vary
as per policy. This is best suited for smaller setups.

Dynamic: In this type of provisioning, a collection of printers is created
in each session according to policies. Here, the set of printers created
might vary in each session based on the policy changes, IP subnet, or user
location base. This is best suited for geographically widespread enterprise
environments.

Many organizations choose hybrid provisioning to map some static printers to each
employee's login along with some specific printers whose mapping is restricted to a
set of employees controlled via Active Directory groups.

Auto-creation is a type of dynamic provisioning and every Citrix administrator
might have used it in his XenApp/XenDesktop setup. It creates all printers attached
to a client device —local printers as well as network printers.

It is not necessary to map all the printers for all users in their user sessions. So, this
can be controlled via the following Citrix policies:

Auto-create all client printers: This is the default setting

Do not auto-create all client printers: This turns off printer auto-creation,
users need to manually add printers in their ICA sessions

Auto-create client default printers only: This only creates a printer that is
directly configured as a default printer on a client device

Auto-create local printers only: This only creates local printers directly
connected to the client device using the LPT, COM, USB, and TCP ports

M Never choose the Auto-create all client printers option; it
Q can significantly increase session logon time as each printer is
enumerated during the logon process.
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Session printers

Session printers are a collection of network based printers created using a Citrix
policy during each session logon. These can be statically or dynamically provisioned
depending upon the Citrix policy configuration.

The session printers can behave as static printers, if configured to be mapped in each
session for all users and can vary as well if a filter is applied using the IP subnet or
user groups.

Print driver management

Print driver management is the most tedious work in a XenApp/XenDesktop
environment where hundreds of printers need to be managed. There are several
methods available to manage print drivers.

Automatic installation

When a user connects to a XenApp/XenDesktop session, a check is performed to
validate whether the required printer driver is installed in the operating system.
If this check fails, a native printer driver installation will trigger automatically.
Otherwise, Citrix Universal Print Driver will be used instead.

If there are mobile users who roam regularly and access printers from multiple
devices and locations, they can cause inconsistency across sessions as they may
access different resources each time they connect to a XenApp or XenDesktop
session. It becomes very challenging to troubleshoot printing problems in this type
of scenario due to the multiple sets of drivers that are installed on hosted devices.

1
‘\Q It is always recommended to not enable automatic installation of

native drivers to ensure consistency and avoid printing issues.

Manual installation

There can be scenarios where native drivers are not available and Citrix Universal
Print Driver is not supported for specific printer models. In this case, you can install
the printer drivers manually. However, this can again be a challenge for users using
multiple devices and different locations to access printers, and manual installation
of the print drivers can cause inconsistency in the environment. It is always
recommended to install print drivers on the master image to ensure consistency.
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Citrix Universal Print Driver

Citrix Universal Print Driver (UPD) is an independent print driver and has been
designed to work with most of the printer models. It simplifies printer driver
management and administration tasks. Citrix UPD consists of two components:

* Server component: The Citrix UPD is installed along with the XenApp or
XenDesktop VDA installation. When a user initiates a print job, the UPD
driver records the output and sends it across to the endpoint device via HDX.

* Client component: The Citrix UPD is installed with the Citrix Receiver
installation. It fetches the incoming stream from the server component and
forwards it to the local printing subsystem, where the print job is actually
rendered using device-specific print drivers.

Vendor-specific print drivers

There are multiple vendors who provide vendor-specific universal print drivers to
simplify print driver management. So, you can also use a vendor-specific universal
driver, which can help you reduce the number of print drivers to be managed across
XenApp or XenDesktop devices.

It is always recommended to install a vendor-specific universal driver on the master
image for XenApp and XenDesktop.

Citrix Universal Print Server

Citrix introduced the Citrix Universal Print Server to extend its support for universal
printing to network printers. It comprises of two components:

* Server component: The Citrix UPS component is installed on a Windows
based print server. It captures the print data and forwards it to the respective
printer using the Citrix UPServer virtual port monitor.

* Client component: The client component is installed on the base image
of the XenApp server or XenDesktop Windows operating system. It captures
the EMF- or XPS-based print stream from the Citrix UPD driver and
forwards it to the print server. Print commands and print data are sent to
their respective ports.

Print commands are sent over TCP port 8080 and print data is sent over TCP port
7229 by default.
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Citrix printing policies

Printer mappings are controlled by Citrix policies in a Citrix XenApp or XenDesktop
environment. It is very important to configure these policies correctly in your
XenDesktop environment, to avoid any unusual hiccups and issues.

Let's have a look at the major Citrix printing policies that every administrator must
know about and more essentially, they should know where to apply them.

Auto-create client printers

The Auto-create client printers policy is one of the most important and basic policies
that is used in a XenApp or XenDesktop environment. The policy can be configured
in four ways:

* Auto-create all client printers: This setting will allow the auto-creation of all
client printers on the client device, be it locally attached printers on the client
device or the network mapped printers.

* Auto-create client default printer only: This setting will allow auto-creation
of the client's default printer only. None of the other printers will be auto-
created in the ICA session.

* Auto-create all local (non-network) client printers only: This setting will
only allow the auto-creation of locally attached client printers. This setting
will prohibit network printers from being auto-created from client device.

* Do not auto-create client printers: This setting will disallow any client
printers from being auto-created in ICA session.

Auto-create generic universal printer

The Auto-create generic universal printer policy controls the Citrix Universal
Printer feature. The Citrix Universal Printer is disabled by default on XenApp 6.0 or
XenDesktop 5.0 and the higher versions. You need to enable it under this policy to
make use of the Citrix Universal Printer and UPD driver.
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Client printer names

The Client printer names policy controls the naming convention to be used in
XenApp or XenDesktop printer mapping. By default, standard printer names similar
to Terminal Service are used; for example, HPLaserJet 1 from client name in session 2.

You can select Legacy printer names under this policy to enable backward
compatibility for the old Metaframe-style printers that have the naming convention
as Client/Clientname#/HPLaser]et1.

Direct connections to print servers

The Direct connections to print servers policy enables or disables the direct
connections that are to be used for host to network printer connections. By default,
the direct connections are enabled.

For fast communication in a LAN environment, it is always recommended to enable
direct connections.

Printer mapping and driver compatibility

With the Printer mapping and driver compatibility policy, you can create rules

to control the printer mappings for a specific driver. You can also use the driver
compatibility feature to auto-create client printers using Citrix Universal Print driver
only. You can also choose or provide a replacement driver for conflicting drivers by
creating a specific rule under this policy:

= Add driver mapping x|
Diriver Hame:

= Allow
" Do not create
(" Create with universal driver only

~ Replace with
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Printer properties retention

The Printer properties retention policy is used to define where to store the
printer properties. By default, the printer properties are stored on either the
client device or user profile. There are four different ways to control the printer
properties using this policy:

* Held in profile if not saved on client: This setting will force the system
to store printer properties on a client device if possible. If the printer
properties are not stored on a client machine, it will save the properties
on the user profile.

* Retained in user profile only: This setting will force systems to store the
printer properties in the user profile only.

* Saved on client device only: This setting will force the system to store the
printer properties on a client device only.

* Do not retain printer properties: This will prohibit you from saving the
printer properties.

Retain and restore client printers

The Retain and restore client printers policy lets you choose if you want to retain
and restore a client's auto-created printers or not. By default, this policy is enabled to
retain the client's auto-created printers and restore them in the next session launched
by the user.

You can disable this feature by selecting the Prohibit option under this policy.

Automatic installation of in-box drivers

The Automatic installation of in-box drivers policy provides a control to enable or
disable the automatic installation of in-box printer drivers and is enabled by default.

You can restrict the automatic installation of in-box drivers by choosing the Disabled
option under this policy.
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Universal driver preference

The Universal driver preference policy allows you to control UPD driver preferences;
you can add, remove, and alter the driver preference order as per your requirements:

3
Universal driver preference
Values:
EMF =
XP5
PCLSC
PCL4
=
Mew | Edit | Delete | Move Up | Move Down |

For details on each of the preference formats in the preceding
*  screenshot, you can refer to the Printing section in XenDesktop
%j%‘\ Handbook 7.x available at http://support.citrix.com/
’ content/dam/supportWS/kA460000000COLKCAQ/Citrix
Virtual Desktop_ Handbook %287x%29.pdf.

Universal Print Driver usage

The Universal Print Driver usage policy is used to configure Citrix UPD usage.
You can configure the policy settings to specify when to use universal printing
and when to force the use of the generic Universal Print Driver instead of the
printer model-specific native drivers. The policy provides the following options
to configure UPD usage:

* Use universal printing only if the requested driver is unavailable: This
setting allows the system to make use of universal printing when no
standard printer drivers are available.

* Use only printer model-specific drivers: This policy will ensure that no
printer is auto-created using Citrix Universal Print Driver. If the standard
model-specific driver is unavailable, the printer will not be created.
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* Use universal printing only: This setting will force the system to use
universal printing only. It will make use of the Universal Print Driver to
create client printers.

* Use printer model-specific driver only if universal printing is unavailable:
This setting will allow the printers to be created using a model-specific print
driver if Universal Print Driver is unavailable.

Universal printing EMF processing mode

The Universal printing EMF processing mode policy controls the way in which the
EMEF spool files are processed from printer to the client machine. By default, all

EMF spool files are directly sent to the client's Windows subsystem to be processed.
However, there are some printers where the EMF format might not be compatible; in
that case the EMF spool files are reprocessed under the GDI subsystem, before being
sent to the client for processing.

M If you are unaware if your printers support the EMF format for
Q printing, it is recommended to force the Re-process EMFs for
printer setting under this policy.

Universal printing image compression limit

The Universal printing image compression limit policy defines the maximum quality
and minimum compression level for the images printed using Universal Print
Driver. By default, the best quality is selected for lossless compression. You can alter
the settings under this policy for image quality and compression.

Universal printer optimization defaults
The Universal printer optimization defaults policy provides the default settings
for the universal printer created during the ICA session. This setting provides the
following options to control the optimization behavior:

* Desired image quality

* Enable heavyweight compression

* Allow caching of embedded images

* Allow caching of embedded fonts

e Allow non-administrators to modify these settings
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By default, standard image quality is selected. However, you can alter these settings
to get the desired image quality. Please refer to the following screenshot for the
policy outlook:

i

Universal printing optimization defaults

Image Compression

Desired image guality: IStandard quality j
[ Enable heavyweight compression

Image and Font Caching

¥ Allow caching of embedded images
[+ Allow caching of embedded fonts

[ allows non-administrators to modify these settings

This policy requires the printing optimization pack to be installed on
= XenApp 6.0 or later. This doesn't apply to XenDesktop.

Universal printing preview preference

The Universal printing preview preference policy defines whether to use the print
preview function for auto-created or generic universal printers. By default, this
policy disables the print preview function.

You can alter the settings under this policy to make use of the print preview function
for auto-created printers, generic universal printers, or both:

* Universal printing print quality limit: It specifies the maximum DPI (dots
per inch) available for generating the print output in the ICA session.

* Wait for printers to be created: This policy controls whether you want the
printers to be created while the desktop is launched or not. This should be
disabled as we don't want the printers to delay the desktop launch.
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Exploring the XenDesktop® printing
registry settings

XenDesktop uses a different way to implement the DefaultpPrnFlags registry

setting. Unlike XenApp, where multiple sessions run on the server at the same time,
VDAs in XenDesktop run only a single sessions at a time.

So, it doesn't store a farm-wide configuration in the DefaultPrnFlags key in each
VDA agent. XenDesktop employs a different approach of using XML blob where
both farm and policy wide information is passed to each Virtual Desktop Agent
during the start of a session. The information is captured at the desktop Delivery
Controller from various resources and then passed in the form of an XML document.

You can use the PortICASetDefaults tool to set the DefaultSessionFlags value in
XenDesktop. When a logon is initiated, session settings for printing are collected
from policies, Terminal Services defaults, and the DefaultSessionFlags value from
the XML blob.

You can modify the system default values by the following procedure:

1. Login to the Delivery Controller server and browse to the following
directory: C:\Program Files\Citrix\Desktop Delivery Controller\.

2. Run the following command on a CMD prompt to extract the Default
XML Blob:

PortICASetDefaults /o <Directory>\<FileName.txt>

3. Open the extracted file with Notepad and look for the opening <session>
tag. Now, paste the following immediately after the <session> tag:

<PrinterManagement><DefaultSessionFlags>value</
DefaultSessionFlags></PrinterManagement >

This value is calculated by adding together the decimal values
decided upon from the table provided by Citrix, as given at
http://support.citrix.com/servlet/KbServlet/
download/18846-102-722088/CTXPRN OVERRIDE TS
R DEFAULTS . pdf.

Make sure that you add 128 to the value to override the Terminal
Services defaults if the setting you want is marked as having a
Terminal Services default value.
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4. Save the file and run the following command:
PortICASetDefaults /i <Directory>\<FileName.txt>

5. To revert the values to the default, use the following command:

PortICASetDefaults /4

Using Print Detective and StressPrinters

Troubleshooting printing problems can become a headache if we are not using the
right set of tools needed to diagnose the problem. Citrix has developed the Print
Detective and StressPrinters tools to diagnose and resolve these issues.

. Citrix recommends using Citrix universal printing and
% if the print policies and Citrix universal printing are
Ze— configured optimally, you won't have any major issues in
your XenDesktop environment.

We have explained the basic setup and usage of these tools in Chapter 2,
Troubleshooting Toolkit for Citrix XenDesktop®, to troubleshoot common Citrix printing
problems that surface in a Citrix XenDesktop environment. To learn more about
using these tools, please refer Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®.

Summary

We should now have a good understanding of the XenDesktop printing setup, print
policies and the tools required to troubleshoot major printing issues that might arise
in a XenDesktop environment.

In our next chapter, we will focus on configuring and setting up the right set of
HDX MediaStream policies required for a XenDesktop environment to provide the
smoothest and best visual experience to the endusers.
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MediaStream Challenges

In the last chapter, we discussed the printing architecture and solved the
common printing issues that you may encounter while working in a Citrix
XenDesktop environment.

We will now focus on Citrix XenDesktop HDX policies and their configuration,
which is a key area to optimizing the performance in any XenDesktop deployment.
If the policies and rules are not set in the right direction, the administrators might
end up with a XenDesktop deployment that is totally unstable and the users will
complain every now and then about performance issues.

In this chapter, we will cover the following points:

* Understanding the HDX display modes
* HDX policies and their impact on user experience
* Using Flash Redirection for a smooth HDX experience

*  Working with HDX RealTime audio/video and the HDX plugin for
Microsoft Lync 2010
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Understanding the HDX™ display modes

Citrix HDX was introduced in February 2009 with Citrix XenDesktop 3.0 and since
then, many features have been added and improvements have been made to this
technology to deliver the best possible user experience.

There are basically three main delivery methods that need to be taken care of
while configuring HDX policies in your XenApp or XenDesktop environment.
They are as follows:

* Desktop Composition Redirection or DCR
* H.264-enhanced SuperCodec
* Legacy graphics mode

Desktop Composition Redirection

Desktop Composition Redirection can be enabled only for desktop OS VDAs in a
XenDesktop environment. DCR operates at the level of Windows Desktop Manager,
which means that we can now manage the Windows Ul using GPU at the end user
device, leveraging the DirectX feature of Windows endpoints.

It supports Mac OS X 10.7, 10.8, 10.9, and 10.10 as well as Windows 7, Windows 8§,
and also the latest Windows OS.

H.264-enhanced SuperCodec

H.264 is the HDX SuperCodec. It's a collection of codecs that is optimized for handing
different types of data. The codec is encoded with the new encoder to optimize
Windows drawing in Windows 8's and Windows 2012's new display architecture.

To read more on GDI that controls the graphics in Windows,
%\ please read MSDN article at https://msdn.microsoft.com/
’ en-us/library/aa925824 .aspxX.

The Citrix Legacy display driver, which was being used till now, is based on the GDI
commands to support the Windows display driver. However, with the introduction
of Windows 8 it has become obsolete. So, Citrix has to come up with an improved
and better SuperCodec using the adaptive H.264 technology.
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If any enduser device is running a non-H.264 based receiver, the user
would still be able to work using the fallback compatibility. Citrix doesn't
recommend using this until and unless there is a real dependency of
other legacy apps that can't work using the new receiver.

The legacy graphics mode

The legacy graphics mode was the display mode that was used in the earlier XenApp
and XenDesktop versions. Lots of improvements have been made in this mode, such
as Progressive Display, extra color compression, and lastly Adaptive Display, to
deliver the operating system graphics using Microsoft GDL

Refer to the following table for the display modes versus operating system matrix
that will give you a fair idea about which display modes are supported by various
operating systems:

Operating system | DCR | H.264 SuperCodec | H.264 fallback Legacy
supported mode graphics
mode
Windows 8 Yes Yes® Yes NA
Windows 7 Aero Yes Yes® Yes Yes®
Windows 7 NA Yes® Yes Yes
Windows Vista Yes NA (limitation NA (limitation Yes®
Aero due to legacy due to legacy
VDA agent) VDA agent)
Windows Vista NA NA (limitation NA (limitation Yes
due to legacy due to legacy
VDA agent) VDA agent)
Windows XP NA NA (limitation NA Yes
due to legacy VDA
agent)
Windows 2012 R2 | NA Yes® Yes, but not Yes
recommended
Windows 2008 R2 | NA Yes® Yes Yes
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(*): Even if the legacy graphics mode is enabled by a policy for a VDA agent, DCR
can still be used to provide the Aero experience to the users unless:

* DCR has been disabled by a policy
* The endpoint client is DCR-capable

* The Aero theme has been applied for the session

(**): H.264 requires the following receiver versions:

Operating system Receiver version
Windows 3.4 and above
Mac OS 11.8 and later
Android 35

i0OS 5.9

Chrome OS 1.4

HDX™ policies and their impact on user
experience

There is a long list of Citrix HDX graphics policies; sometimes it becomes very
difficult to understand which one should be configured to provide an optimal
user experience.

So, we will be going through all the relevant and important HDX policies that
every administrator must be aware of to configure.

Desktop Composition graphics quality
The Desktop Composition graphics quality policy helps us define the quality of
graphics for Desktop Composition Redirection.
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There are four settings that can be used to set the graphics quality; High, Medium,

Low, or Lossless, as shown in the following screenshot:

Desktop Composition graphics quality
Applies to: Virtual Delivery Agent: 5.5, 5.6 Feature Pack 1, 7.0 Desktop OS5, 7
Desktop OS5, 7.6 Desktop 05

Value: | Medium -

Lossless
Use J3IN
IMedium

~ Detail %" -

Determine the quality of graphics
medium, low, or lossless quality. Default setting is medium quality.

Edit Setting

» Compasition Redirection. You can use either high,

Desktop Composition Redirection

The Desktop Composition Redirection policy allows us to redirect the desktop

composition from VDA to the endpoint device to provide an enriched user experience.

Edit Setting

Desktop Composition Redirection

Desktop OS, 7.6 Desktop OS
(®) Enabled
This setting will be enabled.

Disaoled

This setting will be disabled.

¥ Details and related settings

Applies to: Virtual Delivery Agent: 5.5, 5.6 Feature Pack 1, 7.0 Desktop OS5, 7.1 Deskiop OS5, 7.5

Allow the redirection of Desktop Composition from VDA to client to enrich user experience,
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The Desktop Composition feature was introduced with Windows Vista
+  and it actually changed the way applications display pixels to form
% an image on the screen. With the desktop composition enabled, all the
windows drawings happen off-screen in the video memory, which is
then rendered to the desktop image and it forms a display.

Enhanced Desktop Experience

The Enhanced Desktop Experience policy helps us to configure the server OSs to
deliver the closest desktop OS look possible. This is useful when you are publishing
XenApp desktops or hosted shared desktops:

Edit Setting

Enhanced Desktop Experience

Applies to: Virtual Delivery Agent: 7.0 Server 05, 7.1 Server O3, 7.5 Server 0§, 7.6 Server O3
* Allowed
This setting will be allowed.

Prohibited

This setting will be prohibited

b Details and related settings

. Please make a note that this policy won't be applied for the users
% who already have their profiles created on the server. As a result,
L= you will need to reset the user profile. Also, ensure that you don't
share roaming profiles between server and desktop OSs.
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Display memory limit

The Display memory limit policy allows us to set the maximum video buffer size for
the session in Kbytes; the default value is set to 65,536 KB. If you use color depth and
higher resolution, you will have to increase this value as it requires more memory.
The range is between 128-131,072. Upon reaching the memory threshold, the session
display is degraded to the Display mode degrade preference setting:

Edit Setting

Display memory limit

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Desktop O5, 7.1 Desktop OS5, 7
Desktop OS, 7.6 Desktop O3

Value (KB): | 65534
Uze default value: 63535 KE

¥ Details and related settings

Please enter a number between 128 and 131072 (Kbytes) -
Specifizs the maximum video buffer size in kilobytes for the session, By default, the display
memaory limit is 63536 kilobytes

Specify an amount in kilobytes from 128 to 131072. Using more color depth and higher
resolution for connections requires more memery. If the memory limit is reached, the display
degrades according to the "Display mode degrade preference” setting,

Related Settings:

Display mode degrade preference, Notify user when display mode is degraded, Maximum
allowed color depth 4

+  The Display Mode Degrade Preference option is only available when
% we use the legacy graphics mode. This is not applicable when we are
" using the latest DCR or H.264 SuperCodec graphics.
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Dynamic windows preview

The Dynamic windows preview policy enables the seamless Windows preview to be
seen on the published applications; this is applicable just for XenApp and is enabled
by default.

Edit Setting

Dynamic windows preview

Applies to: Virtual Delivery Agent: 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop OS5, 7.1 Server
05, 7.1 Desktop ©OS, 7.5 Server 08, 7.5 Desktop 05, 7.6 Server 05, 7.6 Desktop 0%

(®) Enzbled

Enable dynamic windows preview for seamless windows.

Dizabled
Disable dynamic windows preview for seamless windows. Only a small application icon is
shown in place of the preview

¥ Details and related settings

Dynamic windows preview enables the state of seamless windows to be seen on the various -
windows previews (Flip, Flip 3D, Taskbar Preview, and Peek). By default, dynamic windows R
preview is enabled.

Image caching

As the name suggests, the Image caching policy is used to cache images to make the
scrolling smoother. This works only in the legacy graphics mode.
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Legacy graphics mode

The legacy graphics mode policy can be used to turn on the legacy graphics mode for
the end users using legacy Citrix clients, as shown in the following screenshot:

Edit Setting

Legacy graphics mode
Applies to: Virtual Delivery Agent: 7.0 Server 05, 7.0 Desktop 05, 7.1 Server 05, 7.1 Desktop 05,
1.5 Server 05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS5

Enabled

This setting will be enabled

@ Disabled

This setting will be disabled

¥ Details and related settings
This setting disables the rich graphics experience and provides z fallback to the legacy graphics
experience, This can improve scalability but will reduce user experience, espedally ona WAN or

mobile connection

Maximum allowed color depth

The Maximum allowed color depth policy is enabled while using the legacy graphics
mode and specifies the maximum allowed color depth for a session. By default, it is
set to 32 bits per pixel as shown in the following screenshot. Setting this value higher
means that you require more memory per session.
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You need to consider the Display Memory Limit and Display mode degrade
preference settings accordingly.

Edit 5etting

Maximum allowed color depth

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OS5, 7.5 Server O5, 7.5 Desktop OS, 7.6 Server OS5, 7.6 Desktop OS

Value: |32 Bits Per Pixel -

& Bits Per Pixe
Use| 15 Bits Per Pixe er Pixel
16 Bits Per Fixe
+ Detail: 24 Fh_t‘s P_er Fixg
Specifizs the maximum color depth allowed for a session, By default, the maximum allowed
color depth is 32 bits per pixel.

Notify user when display mode is degraded

The Notify user when experience is degraded policy is disabled by default and the
experience is degraded silently for a user. This is applicable only while using RDS.
When this policy is enabled, it displays a pop-up when the color depth or resolution
is degraded as per the Display mode degrade preference setting, as shown in the
following screenshot:

Edit Setting

Motify user when display mode is degraded

Applies to: Virtual Delivery Agent: 7.0 Server O5, 7.1 Server O5, 7.5 Server 05, 7.6 Server 05
Enabled
Users are notified when display is degraded

@ Disabled

Display 1s degraded silenthy
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Persistent cache threshold

The Persistent cache threshold policy allows us to control the caching threshold of
bitmap images on the client machines. This enables us to re-use the large cached
images from the previous user sessions. You can even adjust the bandwidth
threshold value in Kbps below which will enable the persistent cache. The default

value is set to 3,000,000 Kbps.
This policy is applicable only while using the legacy graphics mode.

Edit Setting

Persistent cache threshold

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OS5, 7.5 Server OS5, 7.5 Desktop O5, 7.6 Server 05, 7.6 Desktop OS

Use default valus: 2000000 Kbps

Queuing and tossing

The Queuing and tossing policy is used to discard queued images, which have been
replaced by another image. Ensure that you disable this policy if you need to run
animations. This is applicable only with the legacy graphics mode. It is shown in the

following screenshot.

Edit Setting

Queuing and tossing
Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OF, 7.5 Server 05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS5

Queued images are left alona
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Extra color compression

The Extra color compression policy allows us to manage the color compression
for images. By enabling this setting, you can improve the responsiveness of low
bandwidth connections. However, it can impact the quality of images displayed
to the users.

Edit Setting

Extra color compression

Applies to: Virtual Delivery Agent: 3.0, 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OS, 7.5 Server 05, 7.5 Desktop O3, 7.6 Server 0%, 7.6 Desktop OS

Enabled
Improve responsiveness over low bandwidth connections, at the expense of image quality.

(®) Disabled

Do not perform extra color compression

Extra color compression threshold

The Extra color compression threshold policy allows us to control the threshold at
which the color compression is applied. The default value is 8,192 Kbps. You can set
any value between 0 and 4,294,967. This setting is applicable only while using the
legacy graphics mode:

Edit Setting

Extra color compression threshold

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server O35, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OS, 7.5 Server OS5, 7.5 Desktop OS5, 7.6 Server OF, 7.6 Desktop OS5

Value (Kbps): | 8292

Use default value: 8192 Kbps

¥ Details and related settings

Please enter a number between 0 and 4294967 (Kbps)
Threshold at which extra color compression is applied.
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Heavyweight compression

The Heavyweight compression policy helps us to reduce the bandwidth
consumption without losing much of the image quality using an advanced
CPU-intensive graphic algorithm. This compression is disabled by default

and is only used with Citrix Receiver and has no effect while using other legacy
Citrix ICA clients.

This setting is only applicable when using the legacy graphics mode:

Edit Setting

Heavyweight compression
Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS5, 7.1 Server 05, 7.1 Desktop
05, 7.5 Server 05, 7.5 Desktop OF, 7.6 Server 05, 7.6 Desktop O3

Enabled
Reduce bandwidth beyond normal progressive compression, without lesing image quality, by using a CPU-
intensive algorithm

(®) Disabled

Do not perferm heavy compression

Lossy compression level

The Lossy compression level policy is one of the compression policies used to
save bandwidth to improve session responsiveness. This is generally avoided if
image quality and data is vital for a customer. An example of such a case is while
processing X-ray images or using AutoCAD 3D modeling.

If enabled, the policy uses the Lossy compression threshold value setting while
processing the images for compression. The default value is set to Medium for
this policy.

Edit Setting

Lossy compression level

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server O35, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop OF, 7.5 Server OS, 7.5 Dasktop OF, 7.6 Server OF, 7.6 Desktop OS5

None
Use| Low
 Medurn
¥ Detailt RET

-
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Lossy compression threshold value

The Lossy compression threshold value policy controls the bandwidth requirement
of sessions where you want to enable the lossy compression. By default, this is

set to unlimited, which means the session will be enabled to go through the lossy
compression. You should set the threshold value as per the requirement between 0
and 2,147,483,647 Kbps.

Edit Setting

Lossy compression threshold value

¢ Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop 05, 7.1
.5 Server OS5, 7.5 Desktop O§, 7.6 Server 0%, 7.6 Desktop OS

Applies to: Virtual Deliven,
Server 05, 7.1 Desktop 05, 7

Value (Kbps): | 2147483647

Use default value: 2147483647 Kbps

Minimum image quality

The Minimum image quality policy controls the Adaptive Display minimum
acceptable image quality for moving images while using the legacy graphics
mode. The default value is Normal and you can set the value anywhere between
Low (lowest quality) and Ultra High (highest quality) settings, as shown in the
following screenshot:

Edit Setting

Minimum image quality

Applies to: Virtual Delivery Agent: 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop OS5, 7.1 Server
05, 7.1 Desktop 05, 7.5 Server 0%, 7.5 Desktop ©F, 7.6 Server O3, 7.6 Desktop 0%

Value: | Morma -

Uze default valus: Norma
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Moving image compression

The Moving image compression policy enables or disables the Adaptive Display
when using the legacy graphics mode; the Adaptive and Progressive Display cannot
work simultaneously. When one is enabled, the other gets disabled automatically.

N Progressive Display is a legacy feature which is not recommended
to be enabled at anytime in your XenDesktop deployment.

This policy is always enabled by default. If you want to disable the Adaptive
Display, you can disable this policy, as shown here:

Edit 5etting

Moving image compression
Applies to: Virtual Delivery Agent: 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1 Server
08§, 7.1 Desktop OS, 7.5 Server 08, 7.5 Desktop OS, 7.6 Server OS, 7.6 Desktop 05

This setting will be enabled

Lizabled

This setting will be disabled,

Progressive compression level

With the Progressive compression level policy, you can provide a faster initial
display for the images compared to lossy compression. However, for progressive
compression to be effective in your deployment, always ensure that its values are set
higher than the lossy compression values. By default, progressive compression level

settings are not set.

Edit Setting

Progressive compression level

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop 05, 7.1

Server 05, 7.1 Desktop 05, 7.5 Server 05, 7.5 Desktop OS5, 7.6 Server OS, 7.6 Desktap OS

Use default valus: None
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Progressive compression threshold value

The Progressive compression threshold value policy is used to define the bandwidth
under which compression would be applied on the sessions. You can set the value
between 0 and 214,748,364 Kbps. By default, the value is unlimited:

Edit Setting

Progressive compression threshold value

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server O3, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop 08, 7.5 Server 05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS5

Value (Kbps): | 2147483647

Use default value: 2147483647 Kbps

Target frame rate

The Target frame rate policy provides you with an option to configure the maximum
number of frames per second that the virtual desktop will send to the client. The
maximum and default setting is 30 fps, as shown in the following screenshot. You
shouldn't change this setting unless you want to reduce the bandwidth and resource
consumption at the expense of user experience.

This setting is applicable while using any of the graphics mode, be it DCR, H.264
SuperCodec, or the legacy graphics mode.

Edit Setting

Target frame rate

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server O, 7.0 Desktop 05, 7.1
Server 05, 7.1 Desktop QF, 7.5 Server O5, 7.5 Desktop OF, 7.6 Server O, 7.6 Desktop 05

Value (fps): | El|

Use default value: 30 fps
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Target minimum frame rate

The Target minimum frame rate policy provides a control to maintain a minimum
target frame rate in a low bandwidth session. This is applicable for legacy Adaptive
Display only, as shown here:

Edit Setting

Target minimum frame rate

Applies to: Virtual Delivery Agent: 3.5, 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop 08, 7.1 Server
05, 7.1 Desktop OS5, 7.5 Server 05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS

Use default value: 10 fps

Visual quality

The Visual quality policy allows you to control the visual quality of the images. The
higher the visual quality, the higher will be the bandwidth requirement of the users.
The default setting is for medium visual quality, as shown in the following screenshot.

It can be configured in five visual quality modes: Low, Medium, High, Build to
Lossless, and Always Lossless. When the data is playing a vital role and you
don't want to compromise on the visual quality of images, select the Always
Lossless option.

Edit Setting

Visual quality

Applies to: Virtual Delivery Agent:
7.5 Server G5, 7.5 Desktop 05, 7

7.0 Server OS, 7.0 Desktop OS5, 7.1 Server OS, 7.1 Desktop O5,
6 Server 05, 7.6 Desktop 05

Value: | Medium -

Use default value: Medium
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Using Flash Redirection for a smooth
HDX™ experience

To provide the users with an uninterrupted and flawless video experience,

we should always configure Flash Redirection that will force the Flash processing
to happen on the user device. To configure Flash Redirection, we require two types
of Flash players:

* Adobe Flash Player for Internet Explorer

* Adobe Flash Player for other browsers; for example, Netscape Plugin
Application Programming Interface (NPAPI)

To know about the systems supported for Flash Redirection and all the
prerequisites, refer the Citrix article at https://www.citrix.com/

support/product-lifecycle/product-matrix.

Citrix recommends you to configure Flash Redirection with client-side rendering
and client-side fetching wherever possible. This will always provide a better user
experience by utilizing local device resources to display the Flash content.

When configuring a second-generation Flash Redirection, you should take the
following considerations into account to ensure an optimal experience that has
to be provided to the users:

* Flash Redirection is enabled by default via the Flash default behavior
policy of Citrix XenDesktop 7.x. There are other additional policies that
are provided to control this behavior in a much better way, such as Flash
intelligent fallback and whitelist and blacklist options.

* The Flash intelligent fallback option automatically reverts to the server side
rendering wherever client-side rendering doesn't work or provides a poor
user experience.

* Ensure that the clients are using Citrix Receiver v3.4 and above and have
enough system resources.

* Validate with Adobe before committing or implementing any solution based
on the GPU based processing.
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* Flash Redirection is supported on Linux and Windows operating systems.

* Citrix Consulting recommends to implement client-side rendering and client-
side fetching wherever possible. However, there is one important thing
to note here: when a client fetches multimedia content from the Internet,
it utilizes the same connection it uses for HDX traffic. So, you might face
network contention if QoS is not implemented in your deployment.

* For optimum experience, Citrix recommends to implement 2 vCPUs on each
desktop VM for best Flash Redirection performance.

* If you have a heavy Flash Redirection load, Citrix recommends to leverage
Citrix Branch Repeater as a WAN optimization solution.

To troubleshoot issues related to HDX redirection, your go-to tool will be HDX
Monitor. We have already gone through the tool configurations and troubleshooting
methodology in Chapter 2, Troubleshooting Toolkit for Citrix XenDesktop®.

Working with HDX™ RealTime
audio/video and the HDX™ plugin for
Microsoft Lync 2010

Many customers look for audio/video conferencing that can be achieved easily via
remote means. They need not be present in offices all the time to attend meetings and
Citrix HDX RealTime is a technology that enables users working on Citrix apps and
virtual desktops to join audio/video conferencing smoothly.

The key features of HDX RealTime are as follows:

* TCP audio jitter buffer: This is a Citrix Receiver audio enhancement feature
which utilizes buffering to counter attack and improve the performance of
the packet switched networks that bring audio jitter along with them. With
this enhancement, end users receive a smooth playback of audio and videos
on a virtual desktop. The buffering of jitter brings in some latency but that is
taken care of by XenDesktop latency reduction audio stack.

* UDP for audio: Another feature that HDX RealTime brings to you is the
ability to utilize UDP for audio in a multimedia conference. By taking
advantage of using UDP as a protocol for sending and receiving audio, it
avoids the lag that can occur with TCP when there is a network congestion or
packet loss. This is best suited for voice over telephony and can be set under
XenDesktop policies.
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*  Microphone redirection: This feature enables the audio device redirection to
happen over Citrix Receiver to utilize the end user's local audio input. You
can set this option using XenDesktop audio policies.

. In Citrix validation testing, UDP outperformed TCP in audio quality.
~ Citrix Consulting recommends using the UDP for audio feature if
Q you have users separated geographically on WAN connections and
using VOIP applications for audio/video conferencing.

The key points to note are as follows:

* UDP for audio uses no more bandwidth than the TCP protocol while
delivering superior audio quality.

* If you want to do video conferencing, make sure that you enable the
Windows Media Redirection policy.

* If using softphone or other VOIP apps, please configure the audio quality
policy to be modified to have them medium-optimized for a speed setting to
reduce any excessive data transfer overhead.

Many organizations have been using Microsoft Lync as a strategic application to do
video/audio conferencing. Citrix took this as an opportunity to step up and develop
a HDX RealTime optimization pack for Microsoft Lync 2010 in June 2012. With

the release of XenDesktop 7.6 FP1, Citrix has released v1.7 for the HDX RealTime
optimization pack for Lync 2013 clients on Windows and Linux platforms.

The HDX RealTime optimization pack is built upon an optimized architecture that
offloads media processing onto the user device maximizing server scalability and
improvising audio/video quality delivered to the end users.

HDX RealTime v1.7 is a part of XenApp and XenDesktop 7.6
% FP1; it is still fully compatible to work with XenApp 6.x and
Vs .
XenDesktop 5.x product suites.

Citrix fully supports the Microsoft VDI plugin for Lync 2013 but sometimes it
becomes difficult for customers to decide which plugin they should go with. You
should take a note of the following points that clearly explain why we need the HDX
optimization pack for Lync:

* The Microsoft VDI plugin for Lync supports only Windows devices,
whereas the Citrix HDX optimization pack supports Windows, Linux,
and Mac devices.
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The HDX optimization pack gives you an option to publish Lync as the
published application.

The HDX optimization pack supports Lync Online / Office365.

The Microsoft VDI plugin just supports Lync 2013 whereas the HDX
optimization pack supports Lync 2010 as well as Lync 2013.

The HDX optimization pack falls back to ICA MediaStream if no
MediaStream engine is found on the user device.

To configure the HDX optimization pack for Lync 2013, you need to download
the latest pack from the Citrix Downloads section. Once downloaded, it will
contain two components:

The client component: This includes the Citrix HDX RealTime MediaStream
engine that integrates with the Citrix Receiver on the enduser device and is
responsible for doing all the processing at the client device.

The server component: This includes the Citrix HDX RealTime Connector
for Microsoft Lync that interacts with the Lync client which in turn utilizes
the client MediaStream engine to start processing at the client device.

There are some limitations to this new version; some of the important ones are
as follows:

No support for Lync Basic for RealTime connector, you need to use the full
version of Lync

No support for response groups
Delegation not supported

No access to voicemail and playback
No recording

The auto-discovery to locate Lync servers still needs to use the DNS/SRV
method for Lync server discovery

No Call and Video Call buttons in the Lync contact card

Issues with multimedia redirection in Linux devices

o The HDX optimization pack v1.7 seems promising to serve the
N enterprise customer needs. But, it still has not been tested and
Q proven. So, make sure that you analyze all the options and choose
what's best for your customers.
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Summary

We now have a good understanding of the Citrix HDX display modes and important
HDX policies required to be configured to provide optimal visual experience to end
users in a virtual desktop environment.

In our next chapter, we will focus on working with Citrix PVS and MCS challenges
and issues we might face in configuring both the environments for our virtual
desktop deployments.
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Taming MCS and PVS™
Setbacks Gracefully

In the last chapter, we discussed Citrix HDX display modes and important HDX
policies that need to be configured to provide an optimal visual experience to
endusers on a virtual desktop environment.

We will now focus on troubleshooting common Machine Creation Services (MCS)
and Provisioning Services (PVS) configuration issues that may arise in your Citrix
XenDesktop environment during daily operations.

In this chapter, we will cover the following points:

* Enabling logging for MCS and PVS
* Using MCS service logging to troubleshoot common issues
* Troubleshooting the PVS stream service and console issues

*  Overcoming common PVS issues

Enabling logging for MCS and PVS™

To troubleshoot any environment, you must have proper logging enabled to
provide you with an insight about what caused the issue. So, we will now look
at the options that we have to configure the right set of logging features for both
MCS and PVS services.

You can download the LogEnabler utility to enable the right set of logging required
on the controller and VDA for all the required services of MCS.
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To download and configure the LogEnabler utility for your environment,
S visithttp://support.citrix.com/article/CTX127492.

To collect PVS logs, Citrix has developed a tool called PVSDataTools and this can
be downloaded and configured easily to collect diagnostic information by following
the instructions provided with the tool. Later, the traces collected by this tool are
uploaded to the Citrix Insight Services website or to https://taas.citrix.com to
get the analysis done. You can also use any third-party log parser utility to do the
analysis yourself.

You can download and configure the latest version of PVSDataTools by
a visiting http://support.citrix.com/article/CTX136079.

There are other ways as well to enable logging using PowerShell commands, CDF
trace, and Citrix Scout; these have been explained earlier in Chapter 2, Troubleshooting
Toolkit for Citrix XenDesktop®, which you can refer to for more details.

You also have a default logging level that can be enabled on the provisioning server
and target device on the PVS console by following these steps:

1. Login to the Citrix PVS server and open the PVS Console MMC snap-in.
2. Goto Servers | server | Properties | Logging. For the Logging level option,

select Trace for verbose logging, as shown in the following screenshot:

Server Properties E

Ganelall Netwolkl Stores' Options  Loaging |

Logging level:
Elle size marimum:

Backup files masimum|

Advanced... aK I Lancel Help
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If you select the Log events to the server's Windows Event Log option,
% as shown in the following screenshot, all events will be logged to

e Windows Event Viewer instead of the default path C:\Programbata\
Citrix\Provisioning Services\Log.

General |Network| Slorasl Dpt\onsl Loggimgl
Wame: [HwEx11vP
Description:

Power Rating:  |1.00

V' Log events to the server's Windows Event Log

Ok I Cancel I Help I

There are seven logging levels that you can select, the Trace option will give
you the most verbose results:

Server Properties E

'Generall Networkl Storesl Options  Logging |

Logging level:
File zize: maximunn:

Backup files maximunn;
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3. To configure target device logging, open the Provisioning Services Console.
Go to Device Collections | Collection | target device | Properties |
Logging. Set the Logging level option to Trace:

Target Device Properties
.Generall vDisksI Authenticationl F'ersonalit_l,ll Status Logging |
Logging level:
QK I Cancel | Help |
_— -

The target device logging should be set at the same level as, or lower than,
. thelogging level that is set at the server level. If the client level logging
% is set to Trace and server level logging is set to Error, then the client will
L= only log errors. Target device logs are also logged to Citrix Provisioning
Server logs; you can view the events viewer on the Citrix PVS server and
check PVS logs under the default path on the Citrix PVS server.

The data collected by these logs will help you to troubleshoot issues related to MCS,
PVS, and other broker communication issues. These logs are a must for deep level
analysis and troubleshooting and even Citrix Support requires these logs to be
uploaded once you open a new case with them.
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Using MCS service logging for
troubleshooting common issues

Once the XenDesktop service logging is enabled for all relevant MCS-related
services, we are ready to collect logs and troubleshoot any issue that arises in a
XenDesktop environment due to misconfiguration or communication problems
with these components.

Before proceeding to look at the service logs, we just want to highlight that there
are some common areas that can be a cause of issues pertaining to MCS:

* Hypervisor communication

* Domain permissions

* Failed database entries

* Host-to-storage connection issues

* Naming convention issues with host

Let's look at a case study to understand MCS issues while creating a catalog and
adding machines.

Case study — Machine Creation Services fail
while creating a catalog

This may happen if you have recently migrated your XenDesktop 5.x environment
to a XenDesktop 7.x site and have not adjusted the vCenter permissions required for
the XenDesktop 7.x site.

Let's look at the error you receive while creating a new catalog for MCS.
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The following screenshot shows the error details:

MNew-ltem : The user does not have appropriate permission at the hypervisor (Either the account is not granted
sufficient privilege or disabled or username/password is incorract)
+ Categorylnfo : InvalidOperation: () [Mew-ltem], InvalidOperationException
+ FullyQualifiedErrorid :
Citrix XDPowerShell Host5tatus. HypervisorPermissionDenied Microsoft.PowerShell. Commands.NewltemCommand
MNew-ltem : The user does not have appropriate permission at the hypervisor (Either the account is not granted
sufficient privilege or disabled or username/password is incorrect)
+ Categorylnfo : NotSpecified: () [Mew-ltem], InvalidOperationException
+ FullyQualifiedErrorld :
System.InvalidOperationException, Microsoft. PowerShell. Commands.NewltemCommand

Inner Exception:
System.InvalidOperationException The user does not have appropriate permission at the hypenvisor (Either the
account is not granted sufficient privilege or disabled or username/passward is incorrect)

This happens because the new XenDesktop 7.x site admin doesn't have the required
permissions on the vCenter resources. XenDesktop 7.x and higher versions require
the site admin account to have two or more vCenter permissions:

VirtualMachine.Config.AdvancedConfig: This is accessible from
Virtual machine | Configuration | Advanced

VirtualMachine.Config.Settings: This is accessible from Virtual
machine | Configuration | Settings

For more details on vCenter service account permissions,
visithttp://docs.citrix.com/en-us/xenapp-and-
xendesktop/7-1/cds-integrate-wrapper-rho/cds-
vmware-rho.html.

Once permissions are fixed, you will be able to create MCS catalogs.

For additional details on the errors, you can always refer to the Logging tab
in Citrix Studio and the MCS log that you have configured to save the logs at the
c:\XDLogs\MCS. log path or any other relevant location on your broker.
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The following screenshot shows the MCS log:

E MCS - Notepad =
File Edit Format View Help

19/87/15 19:85:32.4692 : MachineCreationIsm:WcfClientBase.RegisteredCallAndRetry CurrentServicelInstance:

19/87/15 19:85:32.4692 : MachineCreationIsm:Enter:WcfClientBase.SelectNewConnection

19/87/15 19:85:32.4692 : MachineCreationIsm:Enter:InterServiceManager.GetPreferredServicelnstance

serviceFamily: serviceTypeName: *Admin® interfaceType: InterService’ minVersion:1 maxVersion:1

19/@7/15 19:@5:32.4692 : MachineCreationIsm:InterServiceManager.PopulateCacheIfRequired enter

19/87/15 19:85:32.4692 : MachineCreationIsm:InterServiceManager.PopulateCachelfRequired lock acquired

19/87/15 19:85:32.4692 : MachineCreationIsm:InterServiceManager.PopulateCacheIfRequired exit

19/@7/15 19:@5:32.4692 : MachineCreationIsm:InterServiceManager.GetPreferredServicelnstance
preferredServicelnstance:ServiceGroupName: ‘Citrix _XD' ServiceGroupUid:22541cc9-4319-4493-aBbl-7965baf5cb23
ServiceInstancelid:ab2c7857-7beb-4ba6-9c8b-14c5f893164d
Address:"http://citrix@l.testlab.com/Citrix/DelegatedAdminContract/DelegatedAdminAPI/v1" Binding:wcf_HTTP_kerb Version:1
ServiceAccount: 'TESTLAB\XD-801%" ServiceAccountSid:S-1-5-21-962264046-888728465-393826521-76512
InterfaceType:InterService FailureTime: @1/91/6001 00:00:00

19/87/15 19:85:32.4692 : MachineCreationIsm:WcfClientBase.SelectNewConnection: CurrentServiceInstance:
ServiceGrouplame: 'Citrix_XD' ServiceGroupUid:22541cc9-4319-4493-a@8bl1-7965baf5cb23 ServiceInstancelid:ab2c7057-7be6-4bab
-9¢8b-14c5f893164d Address: "http://citrix@l.testlab.com/Citrix/DelegatedAdminContract/DelegatedAdminAPI/vl"
Binding:wcf_HTTP_kerb Version:1 ServiceAccount: 'TESTLAB\XD-881%" ServiceAccountSid:S-1-5-21-962264846-888720465-
393826521-76512 InterfaceType:InterService FailureTime: 81/@1/0@01 @0:00:00

19/87/15 19:85:32.4692 : MachineCreationIsm:Enter:WcfClientBase.CallAndRetryInternal T:
Citrix.InterService.DelegatedAdminApi.IDelegatedAdminApi, TResult:System.Boolean

There can be multiple MCS-related issues that will come your way while creating
catalogs, managing host connections, adding new brokers, and so on. The basics
remain the same: you need to configure logging for the required services and then
you are ready to dig down to troubleshoot.

Troubleshooting PVS™ Streaming Service
and console issues

Citrix PVS is a technology that provides us with an alternate procedure to clone and
deploy large number of machines efficiently. This technology allows us to create
clones for both XenDesktop and XenApp.

We must remember that a PVS Streaming Server or PVS server provides a PXE
bootstrap and holds all the records of the target systems via bound MAC addresses
in its database. When a target requests a vDisk, the MAC address is checked in the
PVS database and the relevant vDisk is provided for the device to boot off of using a
TFTP service on the PVS server.
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Now the key points to note here are:
* PVSdepends upon a network boot using PXE (there can be an exception
to it when using a boot device manager to boot vDisks)
*  Write cache location required for each target device
* A PVSstore where all the vDisks are kept
* A hypervisor layer where all VMs reside

The preceding points are checkpoints before you begin troubleshooting PVS-related
issues. You must review your settings on a PVS console.

The Citrix PVS Streaming Service is a critical component of the Citrix PVS
environment. Any issue with the stream process or service will break down
streaming from the Citrix PVS streaming server. If the targets are going in to an
unresponsive state too often or are having issues in booting, consider enabling
stream service logs.

With PVS 7.1 and above, you can't see the stream and other PVS service logs in the
C:\ProgramData\Citrix\Provisioning Services\Log folder. You need to run
PVSDataTools to extract the logs to troubleshoot issues.

M For any issues related to the PVS console, please check the status
Q of Citrix PVS Soap server. Recycling this service will normally
resolve any common console-related problem.

Let's look at a case study to understand PVSDataTools log analysis to resolve a PVS
target booting issue.

Case study — the connection to the database
failed, network connection may be down

Customer environment

* XenDesktop 7.6
* Citrix PVS6.1
* vSphere 5.5
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The error was frequently seen on the PVS and was hanging stream processes
on the PVS server; thus, target devices went unresponsive on a daily basis.

The first place where you should start viewing the logs will be the event viewer
on the PVS server.

The exact error will look similar to the following screenshot:

ﬂ Event Properties - Event 11, StreamProcess

General ]Details l

Dh&ccess errar «The connection to the database failed, Metwork connection may be down, = <-
31758 » {in ServerStatusSetContactInfo() called from AESProtocolModule.cppi2sal)

The details were provided to the database team to analyze the DB status and
whether the server was having any issues or was rebooting frequently. The database
team couldn't find any relevant details that could cause the issue in connectivity.
Only Citrix databases were impacted and all the other application databases were
working fine.

We went ahead and collected the PVS logs using PVSDataTools, to get more details
on the error logs:

P¥5 Data Collector

% pplication
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The PVSDataTools will capture all the settings of your PVS server and capture

all PVS service-related logs. It will give you a ZIP folder with all the relevant details
and the ZIP is created under the same path where pvsDataCollector.exe is placed
and executed:

ame | Date modified | Type Size |
PYS_Server_PWS001_201507190523PM 190712015 &:32 FM File Folder
(%) ICsharpCode. SharpZipLib, dil 19/07/2015 &:26 PM Application exkension 196 KB
1) Pys_Server_PYSO01_201507 190828PM.zip 19/07{2015 &30 PM Compressed {zippe. .. 51,941 KB
5 PySDataCollector exe 19/07/2015 &:26 PM Application 171 KB

The extracted version of the folder has all the relevant logs that are required to
troubleshoot any PVS services-related issue:

Pv3Configs 19/07[2015 8:32 PM File falder

PWSData 19/07/2015 &:32 PM File Folder

Pw3logs 19/07[2015 &:32 PM File folder

AllwinServices csy 190712015 &:27 PM S File SKE
|| Application.csy 19/07[2015 5:27 PM S File 432 KB
=] Manifest, xml 190712015 &:28 PM #ML Docurnent 1KE
|| Ports.csy 19/07[2015 5:27 PM S File 4 KE
|| Processes.csy 19/07/2015 8:27 PM S File ZKB
| P¥sDataCollector__201507190826PM.log 19/07[2015 5:28 PM Text Docurment Z1 KB
|| PYSServices.csy 19/07/2015 8:27 PM S File 1KE
e SysInfo, cew 19/07/2015 86:27 PM CSW File 3KB
| System.csy 19/07/2015 8:27 PM SV File 1,474 KB

For any database connectivity issue, you need to browse to the PVS logs category
and select Stream.log, Streamprocess.log, and Console.log to view the details for
any DB connectivity issues.
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Let's have a look at the following screenshot that displays the DB error that occurs
while connecting with the database:

2015-07-19 20:23:31,615
2015-07-19 20:23:31,833
2015-07-19 20:23:
2015-07-19 20:
2Q15-07-19 20:
2015-07-19 20:
2015-07-19 20;
2015-07-19 20:

DEBUG EnterprisefAccess.Mapichanne]l - sPu: PvsSoap/localhost:54322

INFO  Enterpriseaccess.mapichannal - mapi channeq connection timeout is 120 seconds.

INFO  EnterpriseAccess.access - connected

INFO  Enterpriseaccess.HandlerBase - DatabasesqLHandler

EnterpriseAccess.HandlerBase - return code: 167

INFO  Enterpriseaccess.HandlerBase exception Type: DatabasesoL

INFO  EnterpriseAccess.HandlerBase message: A database SQL error occurred

INFO EnterpriseAccess.HandlerBase source: Mapi

20 5_NFA0 20 TMEM  Enternricatr-ass HandlarRasa dnnar aveantinan tanas SalEveantinn

015-07-19 20:23:36,529 [ INFO EnterpriseAccess.HandlerBase inner exception message: A transport-level error has
ceurred when sending the request to the server. (provider: TCP Provider, error: 0 - an existing connection was forcibly

Lt ) Ll L Ll L) Ll L) L L)
]

-

=

n

i=]

losed by the remote host.

015-07-19 20: INFO  Enterpriseaccess.HandlerBase inner exception source: .Met sglclient pata provider
015-07-19 20: INFO EnterpriseAccess.HandlerBase inner exception data:

015-07-19 20: INFO  Enterpriseaccess.HandlerBase HelpLink. produame=microsoft sqL server

015-07-19 20:

0l5-07-19 20:23:
015-07-19 20:23:36,529
015-07-19 20:23:36,529
015-07-19 20:23:30,529

INFO  Enterpriseaccess.HandlerBase
INFO  EnterpriseAccess.HandlerBase HelpLink. BaseHeTpurl=http: /fgo.microsoft. comFwlink
INFO  Enterpriseaccess.HandlerBase HelpLink. LinkId=20476

ERRCR EMCOhjects.AccessEMCO - about to display exception

INFO EnterpriseAccess.HandlerBase - HelpLink. EvtsSrc=MSsql Server
- HelpLink. EvTID=10054

L) Lad L) Lol Ll Ll L L
r

The errors in the highlighted section suggest that the connection gets forcibly closed
by a remote host. We again requested the database team to look at the DB logs to
check if any network interruptions are happening.

We found that the database server was having resource utilization issues that

were causing our PVS server to timeout while reaching the database. The PVS
database was moved to a dedicated SQL cluster for the Citrix environment to

resolve this issue.

So, PVSDataTools provides you with the required details on the existing PVS
configurations and error logs that can help you to diagnose issues in your
XenDesktop or XenApp site.

Overcoming common PVS™ issues

There are some common Citrix PVS issues that you might face while working with a
Citrix PVS environment for your XenDesktop VDI deployments.

Target devices hang at Windows startup

This issue can be due to multiple unsupported hardware on your VM; it can also be
an issue with vNIC, SataController, or any other component on your Hypervisor
layer. The easiest solution or workaround provided by Citrix is to enable the
Interrupt Safe mode on the PVS console bootstrap configuration.
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To learn more about the procedure to enable this setting, visit
s http://support.citrix.com/article/CTX131993.

Target devices fail to boot and display error
"No entry found in Database"

This is a simple error that suggests that the device you are trying to boot doesn't
have an entry in the PVS database. Sometimes, while creating PVS devices on a PVS
console, administrators make a typo while entering the device MAC that matches the
VM on hypervisor. You will receive this error due to the mismatch between VM and
MAC address.

To resolve this error, you need to verify the MAC address on the PVS console. Once
the MAC address is correctly configured, you will be able to boot your target device
without any issue. There can be some scenarios where an incorrect MAC address
entry caches in the PVS database and results in the error being displayed on the PXE
boot screen:

PXE 1.9.0 -- Open 3Source Boot Firmware ——
features: AcE HTTE i5C5! BNS TET! bzlmage ELF Multiboot PXE PXEXT

netl: FLIBb:@c:?YifY9:eb on PCIOO:E4.0 lopen)

LLinkug, EX:& EXLE: 91
DHCE 8. ok

gw 192.168.1.1

ftpirs7192.168.1 . 52Z-ARDEP3Z BIN. ok

o entry found in database For device.

To resolve such issues, you can run the following command to clear the PVS
server cache:

Executerun ForcelInventory

This command refreshes the PVS inventory. Sometimes, this doesn't resolve the
issue and you can recycle these scenarios in the Citrix PVS stream services.
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Target devices halt at boot screen waiting for
Provisioning Services™ to respond

The error message reads Connecting to the Provisioning Services. Please wait.... This
error message is displayed on the screen suggesting that there is an issue with the
PVS server. It is shown in the following screenshot:

LIENT MAC ADDR: BB 58 56 98 6A D4 GUID: 4218D9CE-5BD1-FDSD-5BF5-6B91A7CCABAB
LIENT IP: 18.28.224.151 MASRK: 255.255.254.8 DHCP IP: 18.28.224.1
ATEHAY IP: 18.28.225.254

rovisioning Services bootstrap v6.1.8.1895
opyright (c) 2881-2812 Citrix Systems, Inc. All rights reserved.

ocal MAC ¢ BA5A56986ND4
ocal IP : 18.28.224. 151
ubnet mask t255.255.254.8
efault gateway : 18.28.225.254
ogin server 18.28.224.1:6918
ootstrap loaded at 9438 BBBH Size 40860

onnecting to the Provisioning Services. Please wait...

The first troubleshooting step will be to check whether the PVS server stream service
is responding successfully or not. Sometimes, PVS Streaming Service might be hung
and stops responding to stream threads.

So, under event logs, just review application logs to ensure that the stream process
has not got terminated unexpectedly. If you see such logs, then restarting the stream
service on the PVS server will resolve this issue.

However, there can be situations where an administrator has just updated the vDisk
and forgets to copy the vDisk in all the local stores on PVS servers.

You will receive this error if the vDisk is not copied to other PVS servers' local stores
and vDisk load balancing is enabled. To resolve this, you need to copy the vDisk to
all PVS servers' local stores and try again.

o This is valid only while using the PVS server's locally attached
~ disk as a vDisk store. The troubleshooting step will be to change
Q the PVS vDisk LB to serve from the primary server from where the
administrator has just updated the vDisk.
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Target devices give a BSOD

Sometimes, booting target devices using PXE network boot and using DHCP can
land you in difficult situations where you won't be able to boot devices and you
see a blue screen of death (BSOD) for multiple targets.

The blue screen of death on PVS targets can be seen for the following two most
obvious reasons:

* If there is problem with the master VM template cloning procedure causing a
BSOD on PVS target devices with error code 0x0000007B

* If you have an IP conflict arising in your DHCP scope causing a BSOD with
error code 0x000000BC

The first reason is well documented in the Citrix Knowledge Center. This issue is
more often reported on vSphere where the master VM doesn't seem to have any
issue and boots fine. However, when the target devices boot from the standard
vDisk, they receive the BSOD 0x0000007B error, as shown here:

roblem has been detected and windows been shut down to prevent damage
FOUr COMPUTEr.

“Irst Time you'
computer. If this

newly installed
r hard drive
ted.
and then

The issue is caused by an incorrect Ethernet PCI slot parameter and is a known issue
with Citrix PVS 6.x.
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The following steps help in resolving this issue:

1. Right-click on the target VM in the vCenter Console and select

Edit Properties.

2. Click on Options. Then, select General | Configuration Parameters:

Hardware Options | Resources | Profies | wservices |

Virtual Machine Yersion: 7

Fibre Channel NPTV
CRUMMU Virtualization
Swapfile Location
SDRS Rules

Hone " Record Statistics
Automatic
Use default settings

Settings | Summary | [ Settings
General Options hwicx17vp ™ Disable acceleration
wApp Options Disabled
\u'MlDNDareDTnnls Shut Down o Gtz
Power Management Standby
P —Debugging and Statistics
¥ 1
IGer\eraI Narmal | Q@ Gl
CPUID Mask Expose Nx flagto ...
Boat Options Delay 2000 ms " Record Debugging Information

| Record Statistics and Debugging Information

Orules —Configuration Param

Click the Configuration Parameters button to edit the:

adwanced configuration settings.
( Configuration Paramstsr:

3. You should look for ethernet0.pciSlotNumber under the Name column and

make a note of the value, shown in the following screenshot:

Entries cannot be removed,

Modify or add configuration parameters as needed for experimental features or as instructed by technical support,

uration Parameters m

Name

guestCPUID, 50000001
userCPUID.O
userCPUID. 1
userCPUID, 50000001
evcCompatibilityMade
debugStub inuxCffseks

- | value
000000000000000000000001251 00300
0000000b756e654 7665 746049656065
000206510001 080082952 2030F abbbff
000000000000000000000001231 00300
TRUE

=

Oxcd07408, 0xFFFFFFFF, 0xcd07 4 18, 00, 0xf c0520b8, DxFFFFFFFF, 00, 00, 0x

pTwmsm Fill ). nrF sl e
4

Ok

Cancel |

of
»
Add Row |

Help

svga.autodeted true
|[=thernetD. peisiotHumber | 160 |
" EFherneti.features T

tools.remindinstall FALSE

scsill: 1 .ctkEnabled true

scsi:2, ctkEnabled true

ckkEnabled true

softPowerOf FALSE

ethernet0.filerd. name wshigld-dwfilker-module

Failonen

A

R
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4. The value should match the value on the master VM. If the value doesn't
exist on the master VM, create one as shown previously. Once created, use
the PVS stream wizard to create more virtual machines using the updated
master VM virtual machine.

> The solution is documented under Citrix article CTX133636;
% visit http://support.citrix.com/article/CTX133636
g for more details.

The second reason is due to a duplicate IP being issued by your DHCP server to your
target devices. The issue can also be due to incorrect DHCP configuration or a Ghost
NIC on your Windows 7 VDlIs.

Target devices when booted are presented with a BSOD error 0x000000Bc,
as shown here:

alem has been devected and windows has beasn shut down to prevent damage
T cOomputer.

d to this machine while attempting to

The DHCP server issuing a duplicate IP to new machines often happens due to the
deployment of two or more DHCP Relay Agent components for a Windows Server
2012-based DHCP Failover Cluster.

+  This issue can also be resolved by installing the Windows RT, Windows
% 8, and Windows Server 2012 update rollup 2845533. For more details,
’ visit https://support.microsoft.com/en-us/kb/2845533.
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Target device failed to load BNIstack drivers

You might see this error on PVS target devices due to a Ghost NIC seen on
Windows 7/Windows 2008 R2 machines built from VMWare templates when
the template uses VMXNET3 as the network adapter.

You will see Event ID 7026, similar to this:
The following boot-start or system-start driver(s) failed to load:

bnistack

To resolve this issue, remove the Ghost NIC from the master VM before
*  installing PVS target device software. The resolution to the issue is
documented under Citrix Knowledge Center article CTX133188. For
g more details, refer to the Citrix article at http://support.citrix.
com/article/CTX133188.

Summary

We now have a good understanding of the Citrix MCS and PVS logging methods
and how to analyze the service logs to troubleshoot any issue that comes our way.

In our next chapter, we will focus on XenDesktop integration with Citrix NetScaler.
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Troubleshooting NetScaler®
Integration Issues

In the last chapter, we discussed the troubleshooting of common MCS and PVS
configuration issues that may arise in your Citrix XenDesktop environment in
daily operations. We will now focus on troubleshooting some common issues
that you may encounter while integrating Citrix NetScaler with your XenDesktop
environment to enable remote access for users.

In this chapter, we will cover the following points:

* Integrating Citrix NetScaler with Citrix StoreFront
* NetScaler configuration
» Citrix StoreFront configuration to enable remote access

* Challenges with NetScaler integration

Integrating Citrix NetScaler® and Citrix
StoreFront™

To configure Internet remote access for users who are geographically apart,
you require Citrix NetScaler Gateway integrated with Citrix StoreFront to
provide remote access to published applications and desktops.

Citrix has been doing this from a long time now. Initially, Citrix made use of its
software based product called Citrix Secure Gateway, which was then changed
to a more robust hardware appliance called Citrix Access Gateway.
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However, all customers couldn't take advantage of Citrix Access Gateway due
to its high cost as compared to the software version of Citrix Secure Gateway,
which actually came free with the XenApp Enterprise license.

Due to customers' growing needs and demands, Citrix soon released a virtual
appliance for Citrix Access Gateway commonly known as the CAG VPX appliance,
which was later included as a feature in NetScaler ADC appliances. You can also
opt for the NetScaler Gateway VPX appliance.

_ With NetScaler Gateway and Citrix StoreFront, you can host
% multiple gateways on NetScaler pointing to different stores
=" on the same StoreFront server. This was not possible with
Citrix Web Interface servers.

Before we start with the integration, make sure that you meet the
following prerequisites:

* Public and domain SSL certificates for NetScaler Gateway and
Citrix StoreFront servers.

* Auvailability of NetScaler licenses

* A NetScaler appliance installed and ready with networking

* Atleast three IPs available to be used for integration

Let's get started with the NetScaler configuration.

Configuring NetScaler®

Once we are ready with the prerequisites and have either a NetScaler appliance
installed in the data center or a VPX appliance imported on our Hypervisor, it is
time to start configuring the NetScaler appliance according to the following steps:

1. Power on your NetScaler appliance and complete the initial configuration of
setting IPv4 address, NetMask, and Gateway IPv4 address to create a default
route, as shown in the following screenshot:
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Ltpd monit
ns.conf in the snsconfig!?
d and no TERM
[1: 192.168.1.
192 .168.1.1
: Initial NHetwork A 225 Configuration.

t and modif th in al [Pvqd network addres
layed in bracke

2d number allows the addr 1:.LI be changed.

: msroot and

yler conf i

2. Once you are done, save and exit by opting for option 4 (type 4), as shown in
the preceding screenshot.

3. The NetScaler device will then reboot. Once rebooted, browse to the
NetScaler IPv4 address that we set in the previous step to open the GUI
console. This is called NSIP (management IP for NetScaler).

_ With NetScaler 10.5, Citrix has removed the dependency on Java,
& which has been a big relief and a good news for all administrators.
L Due to enhanced Java security, the NetScaler GUI had faced a lot

of issues and administrators were getting frustrated.

[217]



Troubleshooting NetScaler® Integration Issues

4. You are provided with default credentials, which are nsroot as username
and nsroot again as password for the appliance. The login page is shown
in the following screenshot:

L M

22 CITRIX

CITRIX

Capyrigh{L7 Otrls Syvitena, Inc. AN fights nesshsed

5. The console will directly take you to the configuration wizard to complete
the remaining configuration in order to complete the NetScaler setup. The
wizard will take you through setting up of the subnet IP, DNS IP addresses,
and also through adding time zone, hostname, and licenses to the device,
as shown in the following screenshot:
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Daskbaard

Welcome!

hiis witaed fow inlifel oo

Configuratiss Raparting Dodumentation Dewsloads

HNetScaler IF Address

102.1668.1.3 255255.255.0

Subnet IP Address

&

Subnet IP address is used by NetScaler to communicate with the

backend servers, using it as a source IP to proxy the client connections

and send monitor probes to do a health check of backend servers.

6. Once done, reboot the device. This is required for licensing.

7. Once rebooted, check that your device has acquired the correct license
and all features are licensed. For viewing license details, go to System
and select Licenses:

+ SNmMP

Zackup and Restore
+ AppSipert

+ Trafic W

+ Optimizztion
+ Seaurity
+ NetScaler Gateway

Show Unlicensed Features

License type Model ID

Load Balancing S5L Offioading

Content Switching Cache Redirection

Global Server Load Balancing G5LB Proximity

VNS R
8RS B

Authentication. Authorization and Auditing NetScaler Gateway

Maximum NetScaler Gateway Users Magimum ICA Users Allowed |

Custering Web Interface
Integrated Caching X Front End Optimizzation
Rewrite Responder

HTTP Compression Content Fitering
Application Firewall % Qoud Bridge %
Priority Queuing v Sure Connect o

Surge Protection v DoS Protection
AppFlow o AppFlow for ICA o

1Pv6 Pratocol Translation ./ Dynamic Routing o
BGP Routing o OSPF Routing

RIP Routing ISIS Routing

Content Accelerator X AppQoE
MetScaler Push v Web Logging v

vPath RISE o
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o Please make sure that if you are migrating your NetScaler appliances,
~ you need to reallocate the NetScaler licenses (Platform and Enterprise
Q licenses) as they are tied to the MAC address and hostname respectively.
Otherwise, your devices will not pick up the licenses.

8. The next step is to create an SSL certificate. To create an SSL certificate, first
you need to create an RSA key:

1. Go to the SSL tab under Traffic Management and select Create
RSA Key.

Fill in the requested information, as shown.

Make sure that you select key size equal to or higher than 1024 bits.
The latest browsers don't trust SSL certificates that have 512-bit or
lower encryption.

4. Click on OK, once you are done.

Dashboard Configuration Reporting Documentation Downloads ¢
+ Back

Create RSA Key

Key Filename*

mydesktop.testlab.key n

Key Size{bits)*

2048
Public Expanent Value*

F4 ]
Key Format®

PEM 2
PEM Encoding Algorithm

DES3 ]

PEM Passphrase

Confirm PEM Passphrase

9. Now we need to create a Certificate Signing Request (CSR). To do this,
click on Create Certificate Signing Request (CSR):
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Dashboard

Configuration

+ System
+ AppExpert
— Traffic Management

+ Load Balancing

+ Content Switching

+ Cache Redirection L

+ DNS

+ Gsie L

— SSL
Certificates
Cipher Groups
CRL
Policies
Palicy Labels
OCSP Responder

Imports

=+ Optimization

Reporting

NetScaler > Traffic Management > SSL

Getting Started

Server Certificate Wizard

Client Certificate Wizard
Intermediate-CA Certificate Wizard
Root-CA Certificate Wizard

CRL Management

SSL Keys
Create RSA Key
Create DSA Key

Policy Manager
SSL Policy Manager

Documentation Downloads

(w]

SSL Certificates
Create Certificate Signing Request (CSR)

Certificate
Create and Install a Server Test Certificate

Tools

Create Diffie-Hellman (DH) key

Import PKCS#12

Export PKCS#12

Manage Certificates / Keys / CSRs

Start S5L certificate, key file synchronization for HA
Start S5L certificate, key file synchronization for Cluster
OpenSSL interface

Settings
Change advanced SSL settings

Fill in the required information as per your company or customer needs.

Once the information is populated, just click on OK:

Request File Mame*

Create Certificate Signing Request (CSR)

| mydesktop.testlab.od

|| Browse | |

Key Filename®

| mydesktop.testiab key

| | Browse | - |

Key Format
eem O DER

PEM Pazzphrase (For Encrypted Key

Distinguished Name Fields

Country*

| AUSTRALIA

State or Province®

|NSW

Organization Name*

| Testlab

Gity

|Sydney

Email Address

| info@testlab.com

Organization Unit

|ICT

Common Name

| mydesktop.testlab.com
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10. To download the CSR file, click on Manager Certificate and then
select Download:

Dashboard Configuration Reporting Documentation Downloads fe]

+ Back ]

Manage Certificates

| Current Directory: /nsconfig/ssl

[Dovmioad| | vpiosa | [ wiew | [ Deere | | [acton - St
| mydesktop testiabaxt File

| mydeskiop.testizbkey Fle

Directory
e File
File
I File
2 ns-serverkey File
= ns-serverreq File Fri Jun 19 13:22:34 2015
. ns-rootsd File FriJum 19 13:22:34 2015
ns-server.cert File Fri Jun 19 13:22:34 2015

11. Now get your certificate generated by a third-party SSL certificate vendor,
such as GoDaddy, VeriSign, or Thawte for the Apache server and get the
certificate imported on your NetScaler appliance under the /nsconfig/ssl
directory.

12. Once this is done, go to Traffic Management | SSL | Certificates and select
Install. Fill in the information, as shown in the following screenshot and click
on OK:

Dashboard Configuration Reporting Documentation Downloads -]
* Back

Install Certificate

Certificata-Kay Pair Name*

mydesktop testlab pair

Certificate and Key files are stored in the folder /nsconfig/sslf on appiiance.
Certificate File Name*

AG_Cert/ss|_certificate.crt +

Ky File Name.

mydesktop.testiab key n +

Cantificata Format

® pem O DR
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13. Now you will see a new certificate appearing along with the certificates of
your NetScaler.

14. With the SSL part done, now we will configure the NetScaler Gateway for
XenApp and XenDesktop. Click on XenApp and XenDesktop under the
Integrate with Citrix Products tab, as shown in the following screenshot:

Dashboard Configuration

Reporting

Documentation

+ System

+ AppExpert

+ Traffic Manzgament
+ Optimization

+ Security

+ NetScaler Gateway

Show Uniicensed Features

Integrate with Citrix Products

&4 XenMobile

NetScaler 5 System 3 System Information

o0 /|

System Information

System Upgrade |mzmm| scamr_-;l

System Sessians

System Information

NetScaler IP Address 10124526
Netmask 2552552550
Node  Primary
Time Zone  GMT-
System Time  Fri 3
Last Canfig Changed Time  Tus, 21 Jul 2015 1
Last Config Saved Time  Tue, 21 Jul 2015 12:51:41 EST

EST-Australia/Sydney
511 ST
30 EST

Hardware Information

15. You will now be presented with a default checklist that you should review
and make sure that you are ready with it. Once ready, click on Get Started:

+ System

+ AppEspert

+ Traffic Management
+ Optimization

+ Security

+ NetScsler Garewsy

Show Unlicensed Features

Integrate with Citrix Products

+4 XenMobile

4 XenApp and XenDesktop

NetScaler for

XenApp and XenDesktop

Welcome!

This wizard assists you in setting up NetScaler for XenApp and XenDesktop deployments.

You can use this wizard to configure NetSesler to provide access to hosted virual deskiops (XenDesktop) and hostad Windows viruzl apps (XenApp) through NetScaler Gatzway.

Before you Begin
Make sure you have the following information available.

Access through NetScaler Gateway
= Public IP address for NetScaler Gateway

- A server cenficate for the NetScaler appiiance

- LDAP/RADIUS authertication server details

- Fully Qualified Domain Name (FQDN) of StareFront/Wie Inmesface Sarver

Optimization Features Overview

- TCP Profile Settings
- SSL Guantum Settings
- HITP Compression

= <

Load Balance StoreFront/Web Interface/Xen Farm
= IP address for the load balancing virtual server

- 5L cardificate and key pair

- Sita Path and PNAgent Site Path

- Secure Ticket Authority Server

Security and Visibility Overview
- AppFu Profile

- AppF Policy

- AppFlow Policy for HDX nsight
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16. You will see a diagrammatic representation of your integration topology.
We are doing a single-hop configuration here. Select StoreFront as your
integration point from the drop-down menu and click on Continue, as
shown in the following screenshot:

Dashboard Configuration Reporting

* Back

XenApp/XenDesktop Setup Wizard
What is your deployment

Single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
soero ]|

T
| StoreFront

Cancel

&
_E_m—§—<. SorverFam
e

Documentation Downloads

-]

This wizard automatically discovers the deployment options to configure
NetScaler Gateway. If your customer or your company has protected their
internal networks using firewalls or created a DMZ, you will see an option
to configure NS Gateway in double-hop deployment, as shown here:

: el
Citrix NetScaler

. Port 443

NetScaler
Gateway

Firewall Firewall

itrix NetS

NetScaler
Gateway

Storefront installed
in Parallel to
NetScaler Gateway

climrix:

XenDesktop

Citrix XenDesktop with
5TA and XML service
running

Firewall
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If the NetScaler Gateway is configured in a double-hop
DMZ with StoreFront, then the e-mail-based autodiscovery
;  for Receiver does not work. For more information about this
% deployment option, read the Deploying NetScaler Gateway in
’ a Double-Hop DMZ article at http://docs.citrix.com/
en-us/netscaler-gateway/10-5/ng-advanced-
wrapper-con/ng-double-dmz-wrapper-con.html.

17. You will be asked to fill in the details to configure the NS Gateway virtual
server. Fill in the required details and proceed:

DEHLLEL Configuration Reporting Documentation Downloads ﬁ

4+ Back

NetScaler Gateway Settings

NetScaler Gateway IP Address*

192 . 168 , 10 , 15

Port*

443
Virtual Server Name*
NetScaler_Gateway

¥ Redirect requests from port 80 to secure port
Gateway FQDN

mydesktop.testlab.com| x

[ 1

18. Now you should bind the existing SSL certificate that we imported and
installed on NetScaler appliance in the previous steps:

Dashboard Configuration Reporting Documentation Downloads £
+ Back
NetScaler Gateway Settings /
Name NetScaler Gateway |P Address Port Redirect requests from port 80 to secure port
NS_gateway 192.168.10.5 443 Yes

Server Certificate

® yse existing certificate O Install Certificate
Server Certificate®

mydesktop.testlab.com ﬂ

—
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Click on Continue and Netscaler will check the certificate chain and
if anything is missing, it will direct you to get the missing parts and
complete the chain. This is a really cool new feature added.

19. After the SSL certificate is bound to the NetScaler Gateway virtual server,
it is now time to configure the LDAP authentication server for Active
Directory authentication:

Primary authentication method*

Active Directory/LDAP v

© Use existing server @ Add new server
P Address*
192 . 188 . 10 . 23 1Pv6
Load Balancing
Port*
389
Time out (seconds)”

3
Base DN*

cn=users,dc=testlab,dc=com

This will automatically create an LDAP policy and LDAP vServer.

In the previous versions, we had to manually create an LDAP policy
and LDAP vServer. We can still do it through the Authentication tab
of the NetScaler Gateway.

M Similarly, you can configure Radius authentication vServer for
Q secondary authentication. The Radius servers use a Radius key,
which needs to be provided while configuring the Radius vServer.

20. Now we should be ready to configure our Citrix StoreFront server on
NetScaler. You need to fill in the requested details and choose if you want to
load balance StoreFront and XenDesktop controllers using the load balance
vServer, as shown:
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Storefront re

storefront testlab com Secure Trcket / ¥ hittps://eitrix testinb.com
[Citrin/Storewet Load Balancng canfgured N0
Single Sign-an Domain  testiab

Xen Farm

Aenbieskton |

enDesktop Farm

21. Now you can apply optimization policies, AppFW policies (if you have the
license for it), and HDX Insight policies:

Optimization

Optimize TCP Profile Settings

Optimize 55L Quantum Settings

Apply HTTP Compression
Security

Apply AppFW policies and profiles (These settings will not be applied as there is no License for it)

Apply

Visibility
Apply HDX Insight AppFlow policies

Apply

22. Once you apply the required policies, click on Done. It will ask for a reboot if
you are applying TCP optimizations.
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23. Now in NetScaler Gateway, go to Global Settings and select Change Global
Settings and then go to the Client Experience tab and change the UI Theme
option to Green Bubble:

Global NetScaler Gateway Settings

Network Configuration Client Experience Security Published Applications

Session Time-out (mins)

30

Client 1dle Time-out (mins)

Plug-in Type*

K3

Windows/MAC 05 X

&

Clientiess Access URL Encoding*

K]

QObscure

Clientless Access Persistent Cookie*

DENY

[«

Web Application

&

K
¥

o
K9]

ON

K9]

Advanced Settings

24. We are done with the NetScaler Gateway configuration, you need to just save
the configuration and reboot NetScaler.

. The configuration shown in this section is based on the latest
& NetScaler 10.5 version; there could be a difference in the Ul
" interface while configuring it on previous versions. So, refer to the
Citrix Knowledge Center for the required version configuration.
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Citrix StoreFront™ configuration for
enabling remote access

We have configured our NetScaler appliance in the previous section to integrate
with the XenDesktop environment. Now we need to enable the remote access on
our Citrix StoreFront servers. The steps are as follows:

1. Log in to Citrix StoreFront server, open the StoreFront console, and navigate
to the Authentication tab to select the appropriate authentication methods.

We need to ensure that the Pass through from NetScaler Gateway option
is checked:

&4 (Citrix StoreFront
Server Group

Authentication

3 stores

Receiver for Web

&% MetScaler Gateway

® Beacons

Authentication Method Enabled

User name and password

Pass-through from NetScaler..  Yes

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server,

Authen
W] User name and password
The auther
TEIUED Domain pass-tnrougn fi
Oven Smart card f)
HTTP Basic
Token
Mumb: | Pass-through from MetScaler Gateway
Statu:
oK Cancel |
& st

I Actions
Authentication —
Wigw 4

|G| Refresh

E Help

Canfigure Trusted Domains
Manage Password Options

Disable Method

E Help
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2. Now navigate to NetScaler Gateway and add the NetScaler appliance:

Enter Display Name
StoreFront el St for Gateway

Tre sisniey mame v b= ke 0 Obor Bt preferences

Gemeral Settings a—
Secuds Ticket Authesity

MetSeales Gateway URL: |/ g Enter remaote access URL such as:
https:/fmydesktop.testlab.com

Varson: 100 B #54) or laber
Subsit 1P sadress

(zptecnal]

Legan type Bomar

Caltoack URL: i
(optionall

MCitmiubhGarace/ AuthServace asmo

n ng Caltaci URL s specfied, Srmart Access = not avaitable.

Enter 5ame URL in
Callback URL

3. Click on Secure Ticket Authority and add STA servers:

Manage Secure Ticket Authority Settings @ Refresh

B v

Issues session tickets in response to application connection requests. : -
NetScaler Gateway -

Add Secure Ticket Authority URL = Change General Settings
— Secure Tickst Authority
NetScal
STA URL: || nttpu/Cantroliert testiancom | seripts/ctesta.d Remave NetScaler Gatewsy Apphance
With remo
g
MetScaler ¢ H Help
Cancel ]
i o I ]
URL: [ .. j o | [ Remowe |
Versior 7| Enab'e session reliability

¥ Request tickets from two STAs, where available
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4. Now go to Stores and click on Enable Remote Access:

&4 Citrix StareFront
Server Graup

Create Stare

Authenticated | Adverlised | Store URL

p] Receiver for Web

MyDesktop Yes https:/fremote.testlab.com/Citrix/Mydesktop Create Store For Unauthenticated Users
% MetScaler Gat
% MetScaler Gateway
® Bearons Export Multi-Store Provisioning File
Wiet
@ Refresh
Help
MyDesktop
MyDesktop
Hide Store
et Manage Delivery Controllers
Enable Remote Access
Authenticated: Yes Disable User Subscriptions
Advertised: Yes
Subscriptions Enabled: Ves Integrate with Citrix Online
URL: https:/fremote testlab.com/Citrix/MyDesktop Export Provisioning File
Configure Kerberos Delegation
Status Configure “enfpp Services Support
[m] Remove Store
& StoreFront using HTTPS, Help

5. Select the No VPN tunnel option and select the previously created
NetScaler Gateway:

Enable Remote Access |

Select NetScaler Gateway appliances to provide user access from external networks,

Remote access: MNone
(®) Mo VPN tunnel @

Full VPN tunnel €

MNetScaler Gateway appliances: | Netscaler G ateway

Default appliance: [NetScaIE'Gatev.'ay - ]
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You are done and you can now browse the public URL using HTTPS:

M To bind your access gateway FQDN to the public IP, you
Q need to create a public DNS entry. This can be done using
the customer portal of your public SSL certificate vendor.

Challenges with NetScaler® integration

There are some common challenges that you might face while configuring Citrix
NetScaler Gateway to enable remote access to your XenDesktop environment.

NATing and firewall configuration challenges

While configuring the NetScaler Gateway in one-arm mode, we will assign a private IP
to the NetScaler Gateway vServer. For requests that come from Internet to this private
IP, you need to configure the route and open an SSL port to allow communication.

We should not forget two important tasks here:

*  We need to make sure that network admin performs NAT for the
public IP to the vServer private IP over ports 443 and 80 (to allow
HTTP to HTTPS redirection)

* The firewall should be configured to receive 443 /80 TCP traffic on the
NS Gateway vServer private IP
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If you have configured your network and firewall configuration as suggested here,
you should all be set up to reach the NS Gateway VPN logon page from Internet.
Any misconfiguration in the preceding components can result in HTTP errors for
your users.

SSL certificates and challenges

When it comes to SSL certificates, we need to make sure that we have the appropriate
SSL certificates installed on the following components:

e (Citrix NetScaler

e (itrix StoreFront

NetScaler 10.5 has made identifying the issues related to the SSL certificate chain
very easy, as described earlier in the NetScaler configuration steps. However, you
might struggle if you are using a NetScaler version lower than 10.5 and have not
installed the public SSL certificate keypair properly:

B While installing the SSL certificate keypair on NetScaler, always remember 7
to create a certificate bundle that includes the complete certificate chain.

Also, make sure that while downloading the SSL certificate from the CA
website, you select the Apache Server and not IIS:

- —
%] Install Certificate E

Certificate-Key Pair Name® | TesiCert-Bundle

Detais
Letass

Cerificate and key files are siored in the folder insconfig/ssl on applance.

Certificate File Nams* c:.'l'.e51 pem | |2] Browse (Local) ~ @] isert... |
o Private Key Fie Name st pem j3] Browse (Local) = &) nsert..

Pasgword

Cenrtificate Format ) PEW DER

Notify When Expires Enable (2 Disable

Motification Period

&) Help 2@ Quick Link Install Close
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There are some common errors that you may encounter if your SSL certificates are
misconfigured on the Citrix NetScaler or Citrix StoreFront components. The errors
are as follows:

The server certificate received is not trusted — SSL
Error 61

SSL Error 61 suggests that the NetScaler device doesn't have the required CA root
certificate to establish trust with the SSL certificate, as shown in the following
screenshot. However, you may find that you already have a CA root certificate
installed on the device and this error is noticed only when using a Citrix Receiver.
If you downgrade the receiver to Online Plug-in, this issue goes away.

Citrix Receiver I—Eh]

Unable to launch your application, Contact your help desk with the

! following information:
Cannot connect to the Citrix XenApp server.55L Error 61: You have not
chosen to trust "COMODO RSA Certification Authority”, the issuer of the
server's security certificate,

This happens when your third-party CA issues an SSL certificate that is not compliant
with RFC 3280 instructions for the Enhanced Key Usage field. The NetScaler Gateway
acts as an SSL server, so server authentication (1.3.6.1.5.5.7.3.1) must be listed
among the designated key uses if any are present.

If the Extended Key Usage field is not present in the certificate, the certificate might
be considered valid. Many SSL certificate vendors already have their SSL cert root
installed on operating system vendors but sometimes the issue arises due to incorrect
SSL certificate issued to the customer.

You can request your CA vendor to reissue the certificate and get it corrected.

An underlying problem when establishing the
SSL/TLS trust relationship

You may encounter this problem when you are using a self-signed certificate on
Citrix StoreFront servers. Citrix StoreFront doesn't like self-signed certificates and
may break the trust relationship.
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Cannot complete your request.

You can log on and try again, or contact your help desk for
assistance.

It is recommended to install domain certificates issued by an internal CA authority to
avoid any such issues.

NetScaler® callback URL configuration

One of the important components of NetScaler integration is to set the Callback URL
option properly:

Change General Settings

The display name is visible to users in Citrix Receiver preferences.

Display nams: | MetScaler Gateway |
¥

MNetScaler Gateway URL | https://mydeskioptestliab co’ﬂ |

Wersion: [lD.[] (Build 69.4) or |ater hd .l
Subnet IP address: | |
[optional)

Logon type: [ comain - |

-

Cal bf'aCk URL: @ | https://mydesktop.testiab.com | JCitrixAuthService/AuthService.asmx
(optional)

oK Cancel |

You may encounter a Cannot complete your request error during the StoreFront logon
if the callback URL is not set properly. It is recommended to always set the callback
URL same as the FQDN to which the certificate is issued.

. Don't forget to add a host entry on the StoreFront servers to

% point the FQDN of your NetScaler Gateway URL to the private
S IP address of your NS Gateway vServer or create a DNS entry to

resolve the FQDN to the NetScaler Gateway vServer private IP.
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Securing XenApp®/XenDesktop®
communication

You might want to secure the communication between your XenDesktop Delivery
Controller and StoreFront communication and you can use HTTPS for the same:

Edit Delivery Controller

Display name: Delivery Controller

Type ®) Xenfpp 7.5 (or later), or XenDesktop
Xenfpp 8.5 (or earlier)

AppController

VDI-in-a-Box
Servers ontrollerl.testiab.com
{load balanced)
Add... Edit... Remave
Transport type: | HTTPS ~
Port: 443

You need to install the SSL certificate on Delivery Controllers and then change the
configuration on the StoreFront server to use HTTPS to communicate to Delivery
Controllers. However, you might encounter an issue where no users will be able to
see any of their published applications or desktops based on the delivery groups.

This is a known issue with Windows Server 2012 R2 having security update
KB2919355. This update actually changed the cipher suite due to which the
Delivery Controller stops all HTTPS communication.
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To work around this issue, you need to get a GPO created and implemented on the
Delivery Controllers' OU. The steps for this are as follows:
1. Create a new GPO.

2. Browse to Computer Configuration | Administrative Templates | Network
| SSL Configuration Settings | SSL Cipher Suite Order.

3. Enable this policy.

Once enabled, users will be able to see their apps.

Summary

We should now have a good understanding of the NetScaler configuration and its
integration with Citrix StoreFront to enable remote access for your VDI deployments.
Also, we have covered the basic challenges that should help you troubleshoot and fix
integration issues for Citrix components.

In our next chapter, we will focus on dealing with the known issues concerning Citrix
XenDesktop and how to work around these issues to get a successful VDI deployment.
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Dealing with Known Issues
in Citrix XenDesktop®

In the last chapter, we discussed the integration of Citrix NetScaler with our
XenDesktop environment to enable remote access for users and also the common
challenges that you may encounter while doing the integration.

We have covered almost all the troubleshooting topics in our last 11 chapters in
Citrix XenDesktop environment. We will now be looking at some general issues
that have been identified and recorded by Citrix in their database. These are the
issues that every admin must be aware of before starting troubleshooting other

Citrix XenDesktop issues.

Known Citrix XenDesktop® general
issues

There are many issues that have been discovered with Citrix XenDesktop 7.6.
We will cover the basic and general issues that every administrator should be
aware of and they are listed in the following section.

. Weare referring to the latest version, many issues that were reported
% with the previous versions have been resolved with this release.
o= You can always refer to the Citrix Knowledge Center for a particular
version's known issues by visiting http://docs.citrix.com.
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The CreateAnonymousUserApp tool doesn't delete anonymous user accounts

The tool deletes only the user profiles and passwords and not the users, as these
users are local to the server they are not deleted with the tool. As a workaround,
you need to delete the users from the computer management console manually.

You cannot change the SOAP/HTTP port for Citrix Universal Print Server
web service

Citrix recommends that you change the port using PowerShell cmdlets. To set a
session printer policy, use the following command:

Set-ItemProperty LocalGpo:\Computer\Unfiltered\Settings\ICA\Printing\
UniversalPrintServer\UpsHttpPort -name Value -Value <portnumber>

Known Hyper-V host limitations

If a Hyper-V host is paused and then resumed from a paused state, the state does not
get updated immediately by System Center Virtual Machine Manager servers and it
might fail catalog creation or cause other issues for Machine Creation Services.

M It is always recommended to refresh the Hyper-V host node before
Q performing any MCS admin tasks or you can also run environment
tests to avoid any communication issues.

The Enhanced Desktop Experience policy setting does not affect pre-existing user
or administrator profiles

You need to delete all the pre-existing profiles before enabling this setting in the
Citrix policies. You need to also delete the profile used for VDA installation once
it has been completed on the server or desktop.

No support for the RemoteFX vGPU feature on a Hyper-V host

Citrix XenDesktop 7.6 doesn't support the use of the RemoteFX vGPU feature on
Hyper-V hosts. We need to use RDP to access the RemoteFX functionality such as
Hyper-V vGPU.

RDP connections to the VDIs are not recommended

If multiple users make an RDP and ICA connection to one of the windows desktop
and if the RDP user locks the desktop screen, the user with ICA session cannot log
in to the desktop. In this case, you need to log off the user RDP session forcefully in
order to allow ICA sessions.
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Session sharing can't be disabled

You can't disable session sharing in XenApp 7.6 even through registry. This

is enabled by default and if you try to disable it with the registry key, the first
application will launch whereas the subsequent applications will fail to launch.
There is no workaround for this issue.

Windows Server 2012 memory leak issue

If the user connects and disconnects to their session frequently to work from
home and mobile locations, it will cause memory leaks with the bwM. exe process
in Windows Server 2012 and can even cause the server to get exhausted and crash.
This is a known issue in Microsoft code.

For more details on this issue, visit https://support.
Vs microsoft.com/en-us/kb/2855336.

Profile management delay

Enabling the profile management feature and running logon scripts in an
environment can cause Windows Server 2012 R2 or Windows 8.1 to delay login
by up to five minutes. Once the session is established, you won't be able to see
the logon duration for logon scripts in the Director console. However, you can
control the delay by using the Configure Logon Script Delay policy that is set
to 0 by default.

Windows 8.1 desktop launch issue

There is a known issue with Windows 8.1 desktop launch when Microsoft software
update management enabled. To work around this issue, follow these steps:

1. Go to the Windows 8.1 Taskbar and Navigation properties dialog box.
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2. Inthe Navigation tab, select all the options in the Start screen section, as
shown in the following screenshot:

a Taskbar and Mavigation properties

Taskbar | Mavigation | Jump Lists | Toolbars
Corner navigation

When I point to the upperight corner, show the charms

When I dick the upperHeft corner, switch between my recent apps

0 Replace Command Prompt with Windows PowerShell in the menu
when I right-dick the lower4eft corner or press Windows key +X

Aart screen \

0 When I sign in or close all apps on a screen, go to the desktop
instead of Start

[] show my desktop background on Start

n Shaow Start an the display I'm using when I press the Windaws log
kev

[#] Show the Apps wview automatically when I go to Start

O search everywnere instead ot just my apps when I search
from the Apps view

0 List desktop apps first in the Apps view when it's sorted by
category

License error while opening an RDP session to a brokered session

You may see an error, such as: You cannot access the session because there are no
licenses available, while connecting to a brokered session using RDP. To work
around this issue, disable the settings described here.

Open the Default . 1CA file on Citrix StoreFront server by browsing to the
C:\inetpub\wwwroot\Citrix\Store\App data location and then disable
the following settings:

® RDPConnection=False
®* RDP-RedirectDriveg=False

® RDP-RedirectDynamicDrives=False
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The Persistent Cache Policy setting is incorrectly configured as Kbps
The value is actually in bits per second (bps) and not Kbps.
Connecting timeout failure

The maximum connection timer and disconnect timer settings might not work
correctly on Windows Server 2012 machines containing Windows Server OS VDAs;
hence, causing unexpected session timeout behavior.

Citrix Generic Universal Printer autocreation issue

When the Auto-create Generic Universal Printer policy is enabled, CpSvc.exe
might not create the printer automatically. You need to apply the hotfix to address
this issue. For hotfix details, refer Citrix Knowledge Center articles CTX141565 and
CTX141566.

Maximum allowed color depth failure on Windows 2012 R2 Server OS VDAs

Do not enable the Maximum Allowed Color Depth policy if you have Windows
2012 R2 Server OS VDAs in your environment. It may affect the user connections
to the XenApp server, as color depth doesn't apply on the machines using WDDM
as a display driver.

Citrix Studio console issue

You might see MMC crashing if you attempt to launch Citrix Studio and Citrix
StoreFront console. This happens if you have XenApp and XenDesktop software
installed on a single Windows 2008 SP1 server. To work around this issue, you
need to update native image generator. The command to do this is as follows:

ngen update /force
This may take several minutes to complete.
Long names with machine catalogs and storage paths cause disk errors

There is a maximum limit of 255 characters for the length of the file path for the
VM resources identified by Microsoft. This issue has been reported while using
local storage on a standalone Hyper-V host, due to the long file path used to store
the VMs. However, it is not limited to standalone Hyper-V hosts.

To work around this issue, always create VMM MCS catalogs with relatively
short names, especially when the storage is accessed using a long path. If possible,
try to shorten the storage path where the VMs are stored.
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Citrix ICA® listener connection timeout policy issue

Citrix ICA listener connection timeouts apply to VDAs 5.0, 5.5, and 5.6 FP1.
These don't apply to VDA 7.0, 7.1, 7.5, and 7.6 even if Studio policies say so.
This is a known issue.

User devices unable to connect to Windows 2012 R2 OS VDA using a
HTMLS5 receiver

To avoid this issue, don't use the Master Image (either MCS or PVS) to create new
a Server OS VDA machine. Alternatively, you can modify the following registry
entries to work around this issue:

®* HKEY LOCAL MACHINE\Software\Citrix\GroupPolicy\Defaults\
IcaPolicies\AcceptWebSocketsConnections = 1

®* HKEY LOCAL MACHINE\Software\Citrix\GroupPolicy\Defaults\
IcaPolicies\AllowDesktopLaunchForNonAdmins = 1

®* HKEY LOCAL MACHINE\Software\Citrix\GroupPolicy\Defaults\
IcaPolicies\WebSocketsPort = 8008

If you have a machine with issues that was created using Citrix Provisioning
Services, follow the recommendations in the article CTX139265.

. For complete list of known issues with the Citrix XenDesktop
% product suite, visithttp://docs.citrix.com/en-us/
L xenapp-and-xendesktop/7-6/xad-whats-new/xad-

xaxd76-knownissues.html.

Summary

With this chapter, we have now come to an end of this wonderful troubleshooting
book. You should now have a good understanding of the basic issues related to the
XenDesktop product and how to work around these issues.

It has been a great pleasure to write this troubleshooting book to help you gain the
required skills on troubleshooting the Citrix XenDesktop environment. I hope that
the skills acquired in this book will help you to resolve Citrix XenDesktop issues
with confidence. Thank you for reading this book and happy troubleshooting.
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