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Preface

This book will provide you with a clear understanding of digital forensics, from its
relatively recent emergence as a sub-discipline of forensics to its rapidly growing
importance alongside the more established forensic disciplines. It will enable you

to gain a clear understanding of the role of digital forensics practitioners and their
vital work in cybercrime and corporate environments, where they recover evidence
of criminal offences and civil transgressions. Examples of real case studies of digital
crime scenes will help you understand the complexity typical of many cases and the
challenges digital evidence analysis poses to practitioners.

During the past 10 years or so, there has been a growing interest in digital forensics
as part of tertiary courses and as a career path in law enforcement and corporate
investigations. New technologies and forensic processes have developed to meet
the growing number of cases relying on digital evidence. However, it has been
apparent that the increasing complexity, size, and number of cases is creating
problems for practitioners, who also face resource and costing restrictions and a
shortage of well-trained and experienced personnel. The book will describe these
challenges and offer some solutions, which hopefully will assist and empower
current and prospective practitioners to manage problems more effectively in

the future.

These are truly exciting and challenging times for practitioners seeking to enhance
their skills and experience in recovering evidence and assisting the legal fraternity in
making sense of their important findings. For those wishing to enter the discipline,
they do so at a time when banality, complacency, and fatigue are disappointingly
quite common. The enthusiasm of entering the profession can rapidly dissipate
because of tedium and heavy caseloads, notwithstanding the inherently exciting

and important nature of the work. Presented in this book are new and more effective
ways to reduce tedium and time wastage, reinvigorate practitioners, and restore

the excitement of the hunt for evidence heralded by fresh winds of change.

[ix]
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What this book covers

Chapter 1, The Role of Digital Forensics and Its Environment, describes the digital
forensics environment —an emerging discipline within the broader field of forensic
science. It outlines the main digital forensics environments of criminal and civil law
cases and describes the role of digital forensics practitioners.

Chapter 2, Hardware and Software Environments, presents the basic working of
computer hardware, operating systems, and application software and describes
the nature of recovered digital evidence. A basic introduction to filesystems and
files commonly recovered during forensics examination is given as well as an
insight into file encryption and password protection.

Chapter 3, The Nature and Special Properties of Digital Evidence, describes the special
characteristics of digital evidence, including the nature of files, file metadata, and
timestamps, which form an essential part in the reconstruction of suspected offences.
The complex nature of digital evidence is introduced, and the expectations of the
courts as to its admissibility in legal hearings is explained.

Chapter 4, Recovering and Preserving Digital Evidence, explains the importance of
preserving digital evidence in accordance with legal conventions. It describes
forensic recovery processes and tools used to acquire digital evidence without
undue contamination under different forensic conditions.

Chapter 5, The Need for Enhanced Forensic Tools, emphasizes the redundancy of
conventional forensic imaging and the indexing of increasingly larger datasets and
introduces new forensic processes and tools to assist in sounder evidence recovery
and better use of resources. The chapter introduces the disruptive technology now
challenging established digital forensic responses and the overreliance on forensic
specialists, who are themselves becoming swamped with heavier caseloads and
larger, more disparate datasets.

Chapter 6, Selecting and Analyzing Digital Evidence, introduces the structure of digital
forensic examinations of digital information through the iterative and interactive
stages of selecting and analyzing digital evidence that may be used in legal
proceedings. The chapter introduces the stages of digital evidence selection

and analysis in line with acceptable forensic standards.

Chapter 7, Windows and Other Operating Systems as Sources of Evidence, provides you
with an understanding of the complexity and nature of information processed on
computers that assist forensic examinations. The chapter looks at the structure of
typical Windows, Apple, and other operating systems to facilitate the recreation
of key events relating to the presence of recovered digital evidence. It touches on
malware attacks and the problems encountered with anti-forensics tactics used by
transgressors.
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Chapter 8, Examining Browsers, E-mails, Messaging Systems, and Mobile Phones, looks at
Internet browsers, e-mail and messaging systems, mobile phone and other handheld
devices, and the processes of locating and recovering digital evidence relating to
records of personal communications such as e-mails, browsing records, and mobile
phones. The value of extracting and examining communications between persons of
interest stored on computer and mobile phones is described.

Chapter 9, Validating the Evidence, emphasizes the importance of validating digital
evidence to ensure that as thorough as possible an examination of the evidence is
undertaken to test its authenticity, relevance, and reliability. Some common pitfalls
that diminish the admissibility of digital evidence, as well as the evidentiary weight
or value of evidence, are discussed, as is the need for open-minded and unbiased
testing and checking of evidence to be a routine matter. The presentation of digital
evidence and the role of the forensic expert is outlined in the chapter.

Chapter 10, Empowering Practitioners and Other Stakeholders, provides a summary
of the book and reflects on the changes presently occurring within the discipline.
It offers some new processes and tools that enhance the work of practitioners
and reduce the time spent on each case as well as untangling the complexity

of analyzing large datasets.

What you need for this book

No software is required for the book.

Who this book is for

This book is for anyone who wants to get into the field of digital forensics. Prior
knowledge of programming languages may be helpful but is not required and is
not a compulsory prerequisite. This is a helpful guide for readers contemplating
becoming a digital forensic practitioner and others wishing to understand the nature
of recovering and preserving digital information that may be required for legal or
disciplinary proceedings. The book will appeal to a range of readers requiring a
fundamental understanding of this rapidly evolving discipline, including:

* Police, law enforcement, and government investigative bodies

* Corporate investigators

* Banking, business, and forensic auditors

* Security managers and investigators

* IT security professionals

* Taxation compliance investigators
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* Defense and intelligence personnel

* The legal fraternity and criminologists

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"MS Word document, a file denoted by the . docx extension."

New terms and important words are shown in bold. Words that you see on
the screen, for example, in menus or dialog boxes, appear in the text like this:
"The exact view of file is shown in the following screenshot, which displays
the Properties sheet."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it
helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.
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Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/
diagrams used in this book. The color images will help you better understand the

changes in the output. You can download this file from https://www.packtpub.
com/sites/default/files/downloads/PracticalDigitalForensics_

ColorImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or

added to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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The Role of Digital Forensics
and Its Environment

The purpose of this book is to provide you with a clear understanding of digital
forensics from its relatively recent emergence as a subdiscipline of forensics to its
rapidly growing importance alongside the more established forensic disciplines.
This chapter will enable you to gain a clear understanding of the role of digital
forensic practitioners and the cybercrime and corporate environments, where they
are actively seeking evidence of crimes and civil offences. A small sample of case
studies of digital crime scenes will enable you to understand the complexity typical
of many cases and the challenges posed to the forensic practitioner.

During the past 10 years or so, there has been a growing interest in digital forensics
as a part of tertiary courses and as a career path in law enforcement and corporate
investigations. New technologies and forensic processes have developed to meet the
growing number of cases relying on digital evidence. However, it has been apparent
that the increasing complexity, size, and number of cases is creating problems for
practitioners, who also face resource and costing restrictions as well as a shortage

of well-trained, experienced personnel. The book will describe these challenges and
offer some solutions that have helped me in my practice and research endeavors,
and which will hopefully assist and empower current and prospective practitioners
to manage problems more effectively in the future.

Inherent security problems associated with personal computers, tied to their
popularity in the workplace, have spawned new problems for law enforcement. For
example, organizations undertaking criminal investigations or completing internal
audits typically encounter the tedious examination of computer records to recover
digital evidence. Such examinations urgently require new forensic processes and
tools to help practitioners complete their examinations more effectively.

[11]




The Role of Digital Forensics and Its Environment

These are exciting times for those practitioners seeking to enhance their important
role in assisting the legal fraternity. For those wishing to join the discipline, they
will be doing so at a time when practitioners are at a crossroads in terms of changes
affecting evidence recovery and management. Banality, complacency, and fatigue
are common within the discipline, and the enthusiasm of entering the profession
can rapidly dissipate because of the tedium and heavy caseloads, notwithstanding
the inherently exciting and important nature of the work. What will be shared
with you are new and more effective ways of reducing tedium and time wastage,
reinvigorating practitioners, and restoring the excitement of the hunt for evidence,
heralded by the gentle winds of change sweeping across the discipline that will
eventually turn into a whirlwind if some challenges are left unattended.

The following topics will be covered in the chapter:
* An outline of the history and purpose of forensics and, specifically,

digital forensics

* Definitions of the discipline and its role vis-a-vis more established
forensic disciplines

* Descriptions of criminal investigations and the rise and nature of cybercrime

* An outline of civil investigations and the nature of e-discovery, disputes,
and personnel disciplinary investigations

* Aninsight into the role of digital forensic practitioners, the skills and
experience required, and the challenges confronting them

* A presentation of case studies of noteworthy digital forensic crime scenes
to highlight the topic

Understanding the history and purpose
of forensics — specifically, digital
forensics

Forensic evidence is used in courts of law or in legal adjudication, although some
purists do not see forensics as a science. The term could be misleading but may be
applied to the technologies related to specific sciences rather than the science itself.
There are areas of specialization in forensics, such as questioned expert, forensic
dentist, civil engineer, auto crash investigator, entomologist, fingerprint expert,
and crime scene reconstruction expert.

[2]



Chapter 1

The origin of forensics

In 1879, Paris police clerk Alphonse Bertillon introduced a process of documenting
crime scenes by photographing corpses and other evidence left behind at the scene.
Bertillon's novel photographic records of crime scenes and his precise cataloging and
measurement of corpses provided the foundation for the forensic science relating to
sudden deaths and homicides. It assisted in the identification of the deceased and
provided important information during postmortems to assist in determining the
circumstances of the events leading up to the death of the deceased.

Bertillon espoused a radical notion in criminal investigation at the time, positing that
science and logic should be used to investigate and solve crime. His scientific work
greatly influenced one of his followers, Edmond Locard.

Locard's exchange principle

Locard's exchange principle is a fundamental forensic tenet based on the common
exchange of physical traces at a crime scene. For example, fingerprints or DNA traces
may be left at the scene, or gunpowder residue from a gunshot may spread onto an
attacker's clothes. Although circumstantial by nature, these traces help reconstruct
what occurred at the crime scene and may identify those present. We will see how
this principle also applies to digital forensics throughout the book.

Within the following quotation is found an oft-cited principle: "A criminal action

of an individual cannot occur without leaving a mark," or, more succinctly, "Every
contact leaves a trace." Inman and Rudin (2001, p. 44) more meaningfully assert that
no one can act with the force that the criminal act requires without leaving behind
numerous signs of it: either the wrongdoer has left signs at the scene of the crime or,
on the other hand, has taken away with him —on his person or clothes —indications
of where he has been or what he has done.

Although forensic analysis has developed considerably since the time of Bertillon
and Locard, they introduced three core concepts that were major advancements
in criminal justice and assist investigators —notably, crime scene documentation,
suspect identification, and the discipline of trace analysis.

Unless there is some actual evidence, no hypothesis is of any use and it is as if there
had been no crime. Unless a perpetrator may be identified through some valid
process and placed at the crime scene via unadulterated evidence, the case cannot
ultimately be solved. These principles are foremost in forensics and, of course, apply
just as importantly to digital forensic examinations.
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The evolution of fingerprint evidence

The next milestone in forensic science relates to fingerprint evidence. Fingerprints
have been used on Chinese legal documents for centuries as a proof of identity

and the authenticity of the documents. However, it was not until the end of the
nineteenth century that Edward Henry devised a workable classification system

and implemented it in India in 1897, publishing his book, Classification and Uses of
Fingerprints, in 1900. The following year, Henry's classification was introduced to the
London Metropolitan Police; later that year, it was fully functional at the Fingerprint
Office at New Scotland Yard, with the first court conviction by fingerprint evidence
being obtained in 1902.

However, the reliability of fingerprint evidence has recently been challenged in a
number of jurisdictions, with concerns over the lack of valid standards for evaluating
whether two prints match. No uniform process exists for determining a sound basis
for confirming identification based on fingerprint examinations. Some examiners

rely on counting the number of similar ridge characteristics on the prints, but there

is no fixed requirement about the number of points of similarity, and this varies
significantly in different jurisdictions. Some courts in the USA have gone as far as to
state that fingerprint identification is not based on sound forensic science principles.
Similar criticism about the lack of standardization and scientific research has been
directed at digital forensics, a far newer discipline.

DNA evidence

Through recent scientific developments, Deoxyribonucleic Acid (DNA), is used
for determining the inherited characteristics of each person. DNA evidence can

be extracted from a range of samples, such as saliva, used postage stamps and
envelopes, dental floss, used razors, hair, clothing, and, more recently, fingerprints.
This form of evidence has gained much publicity, with DNA samples recovered from
a crime scene being compared with a sample from a suspect to establish a reliable
and compelling match between the two. DNA evidence was first used to secure a
conviction by matching samples recovered from the scene and obtained from the
suspect in Oregon in 1987. Since then, it has brought to account many transgressors
who might have otherwise remained beyond the reach of the law. It has also been
used in "cold cases", proving the innocence of many wrongly convicted persons.

Because of the complexity of DNA evidence, juries were at first hesitant to accept
DNA evidence as conclusive. As the discipline evolved, DNA evidence became
more readily accepted in court. More recently, courts have been confronted with
challenges to DNA evidence. Defense lawyers have claimed that DNA was planted
at the scene to implicate the defendant or that the forensic collection or examination
of the sample contaminated the evidence, rendering it inadmissible.
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The probability of a sound match between the suspect and the crime scene sample
has been questioned by the phenomenon of touch DNA, which are genetic markers
left behind on many surfaces. It is common for the transfer of an innocent party's
DNA involving a handshake with the offender's hand to be later inadvertently
transferred to the murder weapon. Through this form of contamination, up to 85% of
swabs have recovered traces of persons who never handled the weapons in question.

The onus is now squarely placed on the practitioner to determine the relevance of
recovered samples and the history of how they got onto the artifacts recovered from
the crime scene. It is also incumbent on practitioners to assist in determining the
antecedents of recovered DNA to ensure the evidence does not implicate innocent
parties. Evidence only tells part of the story. The fact that DNA is found at a location
and/or on an implement only tells us that that is where DNA was found. It tells little
else. It does not always tell when the person was there, nor does it guarantee that

the person was there — only that their DNA was found to be there. It does not tell us
what they were doing if it is established that they were in fact present. All too often,
evidence is just evidence and we interpret the results to meet our expectations or
achieve our desired outcomes. The problems created because of cross-contamination
of evidence in the context of digital forensics is discussed in greater detail in Chapter 4,
Recovering and Preserving Digital Evidence.

The basic stages of forensic examination

Some order is required when commencing any type of investigation, and forensic
science has some key objectives that must be met. Preserving the crime scene is
the primary objective because if the evidence is contaminated, lost, or simply not
identified and overlooked, then all that follows may be of limited value to the
investigators putting together the case evidence.

Recognizing the evidence and identifying where it is located and knowing just where
to look can only enhance the outcome of an examination. This requires practitioner
skills, knowledge, and experience. Once located, evidence needs to be collated and
classified. This brings order to the examination and makes it easier for practitioners
to ensure that nothing is overlooked and that the inclusion of recovered artifacts is
correctly classified as relevant evidence.

Evidence cannot be viewed in isolation and should be compared with other
evidence, and corroborating evidence should be identified. Then it should be
described in scientific terms that can highlight the evidence with clarity so that
a helpful reconstruction of the events may be presented.
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Digital forensics is still in its infancy, and non-standardized processes are common
in some civil and criminal investigation agencies. Standards, if they do exist, vary
significantly in different jurisdictions. Various digital forensic investigation models
are in use, showing slightly different stages in the examination process; however,
there is no universal standard model used by practitioners.

Injustices based on faulty or mischievous forensic evidence are not a recent
phenomenon. In the United Kingdom, during the past 30 years, for example, some
high-profile injustices occurred, including the cases of the Birmingham Six, the
Guildford Four, and the Sally Clark case, based on the ineptitude of the expert.
Background information on the Clark case may be accessed at http://netk.net.
au/UK/SallyClarkl.asp.

These and similar cases that resulted in the conviction of innocent persons cast
serious questions on the credibility and authority of forensic practitioners and their
expert evidence. Forensic issues surrounding the Azaria Chamberlain case at Ayres
Rock, more than 30 years ago, had profound implications on the quality of forensic
practices here in Australia and had repercussions in other jurisdictions.

Defining digital forensics and its role

Digital evidence is progressively being used in legal proceedings and has been
subject to scrutiny by the courts. This places an onerous burden on digital forensic
practitioners to endeavor to present reliable evidence and sound analyses of their
findings, which may also be useful to establish and test precedents for future court
rulings. The dramatic increase in desktop computing and proliferation of cyber-
based crime that exploits network systems has resulted in the need for enhanced
information security management. It also requires practitioners to untangle the mess
and try to bring to account the transgressors. Unrelenting attacks against computing
devices and network servers are increasing and serve as the medium from which

to exploit a wide range of victims, often based in another country. Computers and
networks, however, are rich in information of evidentiary value that can assist
practitioners in reconstructing transgressions.

Digital forensics emerged in response to the escalation of crimes committed by
the use of computer systems as either an object of a crime, an instrument used to
commit a crime, or a repository of evidence related to a crime. The requirements
of investigating and examining digital evidence while at the same time ensuring
that the integrity of original evidence remains unaltered were quickly identified
as important functions.
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Definitions of digital forensics

In the 1980s, it became apparent that similar to other developments such as DNA
evidence and advances in molecular analysis, a new discipline was emerging:
digital forensics. As computers became affordable, relatively easy to use, and were
interconnected through local and wide area networks, computer crime emerged in
tandem with the wonders offered by cyberspace.

Traditional laws became outdated, even by legal standards. Questions were raised,
for example, as to how the theft of a computer device might be compared with the
theft of intangible information copied from a computer and used without lawful
authority. The information may remain on the computer although it has been copied
without the owner's permission, yet the thief assumes permanent, albeit shared,
ownership of the information.

Theft traditionally has a key element of transportability facilitating the permanent
removal of tangible property. The file is there and then it is not, yet it is an intangible
object stored on a computer. The copying process may well leave the original file
information on the device, but it has been stolen from the point of view of its owner.
Is copying theft or misuse of a computer? It is certainly a breach of privacy in most
cases, and while there is a perception by an owner that their privacy has been
breached, how does one claim so when the information is simply copied but yet to
be disseminated? Does stalking a person in the street equate to stalking them online?
The original legislation was intended to cover the former, and this raised serious
questions as to whether established laws could be used to encompass new computer-
based crimes.

Electronic and digital information is held or stored on devices and can be abused
through such unauthorized activities. Computer crimes are a cyber version of well-
established physical-world crimes. Extortion and threats are not new, but the use of
computers to deliver the payload is. There was a call for new legislation to redefine
computer-related crime, and largely, these recently introduced laws appear to serve
the community well. However, confusion reigns in many jurisdictions as to the
meaning of digital information tendered in court and an imprudent tendency of
some practitioners and members of the legal fraternity to accept it at face value.

Digital forensics has yet to come of age according to many observers and
practitioners and does require a scientific and impartial approach to analyzing digital
information, sometimes in isolation if no other evidence is available. The evidence
may be required in criminal or civil proceedings as well as in administrative and
disciplinary cases. Courts and legal adjudicators expect that in line with more
established forensic disciplines, scientific processes and tools will be used to

preserve and assist in evidence analysis.
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The stages of a digital forensic examination are geared toward the recovery and
protection of evidence and a scientific approach to analyzing and interpreting the
evidence, validating the evidence, and providing clear and precise forensic reports.
Chapter 4, Recovering and Preserving Digital Evidence, and Chapter 6, Selecting and
Analyzing Digital Evidence, describe these stages of digital forensic examination.

Looking at the history of digital forensics

Digital forensics is a relatively new phenomenon. Computers have been around for
many decades and required a small number of staff to input data for processing and
then receive the output in hardcopy form. They were regarded as secure information
repositories as so few had the expertise and understanding to use the devices. Security
was simply not a problem, and computer printouts were readily accepted by courts
without issue. However, the advent of cheaper and easier-to-use desktop machines,
combined with network systems, changed the security landscape of computing.

The early days

During the 1970s, computers were not readily available to all but large organizations,
government departments, and, particularly, defense and intelligence communities
using mainframe computers. What forensic activities surrounded these computers is
not clear and is shrouded in secrecy.

The origins of digital forensics in the public domain emerged later and may be
traced back to as early as 1984, when the FBI laboratory and other law enforcement
agencies began developing programs to examine computer evidence. Andrew Rosen
wrote the first purpose-built digital forensic tool, Desktop Mountie, for the Canadian
police, which he followed up with versions of Expert Witness, Encase, and SMART.
The rapid and almost worldwide acquisition of relatively cheap and easy-to-use
desktop computers for personal and work use quickly attracted the attention of
transgressors keen to exploit the new technology.

In response to mounting attacks on computers and networks, private organizations
and governments began to develop and implement computer security policies and
countermeasures. Digital forensics emerged in response to victims of cyberattacks
and exploitation realizing that some structure was needed to deal with an escalating
problem. Eventually, some established forensic processes emerged in the late
eighties, but much of the research and development of digital forensic tools and
software was vendor-driven or produced by enthusiastic law enforcement officers
with some basic computer knowledge.
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Some of the first government agencies with an overt and publicly visible requirement
of carrying out forensics on external systems relating to criminal offences were
taxation and revenue-collection agencies. It soon became apparent to those
struggling to recover digital evidence that a level of specialist knowledge was
needed to investigate this new technology.

A paucity of reliable digital forensic tools

Unfortunately for the digital forensic practitioner, no specific forensic tools existed
in the eighties, which resulted in developers designing their own suites of forensic
utilities based on MS-DOS. Many of these forensic software applications have been
refined and updated, and persist in use to this day. Data-protection and recovery
utility suites of that time that still exist include:

e Norton's Utilities
¢ (Central Point Software

e PCTools
e Mace Utilities

In 1990, there were 100,000 registered users of Mace Utilities,
and Norton's Utilities became one the most popular utility suites
’ available.

Initially, the only method of preserving evidence available to the forensic examiner
was to take a logical backup of files from the evidence disk on magnetic tape. It was
hoped that this process would be able to preserve vital file attributes and metadata
and then be capable of restoring these files to another disk. This would then allow
the practitioner to examine the recovered data manually using command-line
file-management software such as these:

* Executive Systems, Inc.
e  XTree Gold
*  Norton Commander (NC)

* Appropriate file-viewing software, including the sector imaging method
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The size of computer datasets at the time was in the megabyte range, but still
sufficiently large to make the process of evidence retrieval a tedious and time-
consuming task. There was a call for some forensic standards, guidelines, and
definitions to assist digital forensics practitioners as well as an urgent call to revise
existing legislation to ensure that newly forming cybercrimes were correctly defined.
Sound legislation was overdue to recognize and be effective against old crimes now
in a new format.

The legal fraternity's difficulty understanding
digital evidence

In the mid-eighties, concerns were raised about the lack of understanding among
various legal practitioners and lawmakers for failing to address the problems brought
about by the increasing reliance of digital evidence in legal proceedings. This was a
worldwide phenomenon caused by the dramatic upsurge in computer use and the
advent of new devices, including digital mobile phones. Consequently, a coordinated
approach to assist forensics and legal practitioners was mooted in the USA to assist
them in overcoming difficulties encountered with tendering digital evidence.

By the turn of the century, the US and the European Union established a research
corpus that would apply scientific processes to find solutions to forensic challenges
driven by practitioner needs. Researchers at the time raised concerns about
widespread misunderstanding as to the true nature of digital evidence. More
worrying to them was the inefficiency and ineffectiveness of some forensic
processes used in its recovery, analysis, and subsequent use in legal proceedings.

It was recognized that digital forensic examinations commenced with seeking
answers about the identity of suspected transgressors, notably, establishing some
digital link between the binary data and the suspect. Although mere possession of

a digital computer was generally considered sufficient to link a transgressor to all
the data the device contained, concerns were being raised as to the soundness of
such assumptions. Would the assumption be valid in the future because of extensive
computer networking? Would the data itself be capable of providing clues to the
motive of a transgression?

In 1999, digital forensics designer Andrew Rosen appeared for the defense in
Clarkson versus Clarkson (Circuit Court for Roanoke County, Virginia: case 3CH
01.00099), where it was eventually determined that the defendant's wife had placed
child pornography on his computer and then tried to incriminate him so she could
exit the marriage, maintain custody of the children, and marry her new lover. This
case caused Rosen to be considered a "traitor" by law enforcement/ prosecution-
focused practitioners, who were evidently more interested in winning the case than
seeking a just outcome.
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This set the scene for a dangerous precedent, encouraging some practitioners to
assume that the owner and chief user of a computer was the most likely transgressor.
In my experience, in the handling of defense cases in criminal trials, the sound
identification of other users, who are also potential suspects, has often been paid lip
service to. This suggests suspect-driven and not evidence-led examinations, which

is hardly an unbiased and scientific approach. This contradicts the concept that the
practitioner is the "servant of the court". The nature and special properties of digital
evidence are presented in Chapter 3, The Nature and Special Properties of Digital Evidence.

More recent developments in digital forensics

The years from 1999 to 2007 were considered the golden age for digital forensics,
when the practitioner could see into the past through the recovery of deleted

files and into the criminal mind through the recovery of e-mails and messages,
thus enabling practitioners to freeze time and witness transgressions. Digital
forensics was once a niche science that primarily supported criminal investigations.
Nowadays, digital forensics is routinely incorporated in popular crime shows and
novels. The dramatization of digital forensics and considerable exaggeration as to
the technical prowess of practitioners and forensic tools is what is described as the
Crime Scene Investigation (CSI) syndrome.

In 1984, the FBI had established the Computer Analysis and Response

Team (CART) to provide digital forensic support, but it did not become
"~ operational until 1991.

Research groups have since been formed to discuss computer forensic science as a
discipline, including the need for a standardized approach to examinations. In the
USA, these include the following;:

* Scientific Working Group on Digital Evidence (SWGDE)
* Technical Working Group on Digital Evidence (TWGDE)
* National Institute of Justice (NIJ)

By 2005, digital forensics still lacked standardization and process, and was
understandably heavily oriented toward Windows and, to a lesser extent, standard
Linux systems. Even in 2010, while the basic phases involved in digital forensics
examinations were well documented, a standardized or widely accepted formal
digital forensic model was still considered by some researchers as being in its
infancy. To those observers, it was clearly not in the same league as other physical
forensic standards such as blood analysis.
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In 2008, the International Standard Organization's Joint Technical Committee
(ISO/IEC JTC 1) investigated the feasibility of an international standard on
digital forensic governance, but to date, there are no ISO/IEC JTC1 standards that
specifically address the issue. There exists, however, an international awareness
of problems associated with the variations in the inter-jurisdictional transfer of
information relating to legal proceedings (ISO 2009:4).

The digital forensics discipline developed rapidly but to date has very little
international standardization regarding processes, procedures, or management,

yet it does require governance similar to Information Systems and Information
Technology (IS and IT) governance. Recently, some researchers have expressed
concern over the intersection between the highly technical digital forensic discipline
and the business approach of governance, making digital forensics a highly
specialized discipline. There is a feeling of misgiving that few practitioners have
sufficient interdisciplinary knowledge of computer, legal, and business aspects. That
is perhaps unfair criticism of the majority of practitioners who do remarkable work
with limited resources and support.

A conflicting view is that the emergence of organizations such as the High
Technology Criminal Investigators Association (HTCIA) and the International
Association of Computer Investigative Specialists (IACIS) did lend weight to the
forensic process to ensure legal acceptance of digital evidence by ensuring the data
is reliable, accurate, verifiable, and complete.

Studying criminal investigations and
cybercrime

In line with more established forensic disciplines, digital forensics, a comparatively
new field, also involves preserving the crime scene in a digital environment. Digital
forensics practitioners examine evidence recovered from the complete range of digital
devices and networks. This requires some understanding of computer technology,
notwithstanding the advent of more automated forensic processes and tools.

_ Many examinations do not necessarily end in a criminal case and may
% become part of civil legal action or internal disciplinary procedures.
The reverse, of course, is also common, when a civil case can result in
criminal prosecution.
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Digital forensics falls into three broad categories:

* Public investigations: These are state initiated
* Private investigations: These are corporate
* Individual: These are often in the form of e-discovery
Personnel misconduct investigation requiring digital forensic examinations is an

emerging category. Defense and intelligence forensic examinations are considered
another category, but it is not covered in this book.

Evidence found on a computer may be presented in a court of law to support
accusations of crime or civil action such as:

*  Murder and acts of violence

e Fraud, money laundering, and theft

¢ Extortion

* Involvement with narcotics

* Sabotage and record destruction

* Pedophilia and cyberstalking

* Terrorism and bomb threats

* Family violence
Typically, criminal investigations and prosecutions involve government agencies
that work within the framework of criminal law. Law enforcement officers are

granted search and seizure powers under relevant criminal laws that enable them to
locate and capture devices suspected of being used in crimes or to facilitate them.

Outlining civil investigations and the
nature of e-discovery

Private organizations are not governed by criminal law per se and usually involve
litigation disputes and disciplinary investigations involving computers and network
systems, which are becoming more frequent. Civil investigations may escalate

and become criminal cases. Civil cases rely on civil law, torts, and process, and
information may be recovered from the opposing party through civil remedies,
notably, "discovery" as well as powers of search and seizure, such as those provided
by Anton Piller orders or search orders.
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This book looks primarily at digital forensics and, to some extent, civil investigations.
However, in my experience, there is no real distinction between criminal and civil
examinations when using digital forensics. Each group is looking for the same sort
of evidence but arguably to different standards. The e-discovery is almost entirely a
civil matter as it involves disputes between different organizations, so the concept
of evidence is slightly different. I contend that the approach used in the past for
e-discovery typically involved a large number of machines, and it can be applied

to digital forensics with some refinements as the only way to handle large data
volumes. Chapter 5, The Need for Enhanced Forensic Tools, outlines some new software
tools capable of processing large datasets, offering some long-overdue support to
practitioners working in both environments.

The role of digital forensic practitioners
and the challenges they face

Forensic practitioners not only recover and analyze evidence, but they also present
and interpret its meaning to investigators, lawyers, and, ultimately, to the jury. Being
a sound analyst is of course a fundamental requirement but practitioners must also
be able to communicate with clarity their findings and professional opinion to the
layperson. Evidence is blind and cannot speak for itself, so it needs an interpreter to
explain what it does or might mean and why it is important to the case, among other
things. I spend much time on casework explaining technical matters to the legal
teams and juries to ensure that they have a clear understanding of the evidence—a
rewarding task when the penny eventually drops!

The unique privilege of providing expert
evidence and opinion

Under normal circumstances, hearsay evidence is not permitted in courts, and the
opinion of witnesses is distinctly prohibited. Expert witnesses and scientific experts,
however, may provide opinion based on their extensive practice and research,
provided it is restricted to the evidence presented. These privileged witnesses may
share with the court any inferences they have made from the evidence they have
observed, provided that it is within their sphere of expertise.

Forensic experts are expected to provide information that may help the court form its
conclusion, and the expert's subjective opinion may be included. However, it is the
court's obligation to form its own opinion or conclusion as to the guilt or innocence
of the defendant based on the testimony provided. The forensic practitioner, when
acting as a forensic expert, should do no more than provide scientific opinion about
the information to help the court form judgmental opinions.
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Experts must avoid providing final opinions themselves since sometimes, expert
knowledge is not completely certain. Across a range of legal jurisdictions, courts
expect forensic practitioners to possess sound understanding of computer technology
for their testimony to have any credibility.

The United Kingdom's Civil Procedure Rules (1998) require compliance by all expert
witnesses, and Part 35 stipulates that the expert (practitioner) has an overriding duty
to help the court and maintain strict impartiality and not to support the engaging
party. The rules stipulate that:

* The facts used in the expert's report must be true

* The expert's opinions must be reasonable and based on current experience of
the problem in question

*  When there is a range of reasonable opinion, the expert is obligated to
consider the extent of that range in the report and to acknowledge any
matters that might adversely affect the validity of the opinion provided

* The expert is obligated to indicate the sources of all the information provided
and not to include or exclude anything that has been suggested by others
(particularly the instructing lawyers) without forming an independent view

* The expert must make it clear that the opinions expressed represent the
practitioner's true and complete professional opinion

In 2008, the Council for the Regulation of Forensic Practitioners reiterated these
stipulations and added further conditions expected of practitioners (Carroll and
Notley 2005):

* They must disclose all material they have had access to

* They must express their range of opinion on the matter in question

* They must explain why they prefer their view to a different view

* They must provide the evidence based on which their opinion is offered

* They must not give evidence outside their field of expertise

The United Kingdom's guidance booklet for experts, Disclosure: Experts' Evidence,
Case Management and Unused Material, published in 2010 by the Crown Prosecution
Service, emphasized the need for practitioners to ensure that due regard be given
to any information that points away from, as well as toward, the defendant. The
booklet stresses that practitioners must not give expert opinion beyond their area of
expertise. The booklet also addresses the independence of the practitioner as well
as reiterating the requirement to examine and share exculpatory evidence with the
court and other parties.
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Case prosecutors in the USA are required to disclose materials in their possession
to the defense based on the Brady Rule (Brady versus Maryland, 1963). Under the
Brady Rule, the prosecutor is required to disclose any evidence to the defense,
including any evidence favorable to the accused (exculpatory evidence), notably
"evidence that goes toward negating a defendant's guilt, that would reduce a
defendant's potential sentence, or evidence going to the credibility of a witness."

If it were shown that the prosecution failed to disclose such exculpatory evidence
under this rule, and prejudice ensued as a result, the evidence would be rejected and
suppressed by the court, irrespective of whether the prosecution knew the evidence
was in its possession or whether the withholding of the evidence was intentional

or inadvertent. However, the defendant would have to prove that the undisclosed
evidence was material and show that there was a reasonable prospect that there would
be a difference in the outcome of the trial if the prosecutor had shared the evidence.

This is something the digital forensic practitioner must constantly be aware of

and comply with during case examination and evidence presentation. Known
factors detrimental to the disclosure of digital evidence include the knowledge

of exculpatory evidence that would challenge the evidence of an inculpatory or
incriminating nature. Practitioners may be employed by the prosecution or defense,
but ultimately, they have an overriding duty to the courts to present all relevant facts
for or against their clients. It may be a poor legal strategy to disclose information
that hurts your own case, but the courts do expect an open and honest exchange of
evidence between the parties involved.

Experts must resist common pressure from courts to provide opinion on the
probability of guilt or innocence and persist with the contention that their statements
of opinion cannot substitute the opinions of the courts. It is common knowledge

that jurors tend to be influenced by practitioners who exude confidence but whose
testimony is sometimes biased and mistaken.

There is compelling reasoning to support an evidence-led approach to forensics

and investigation. A suspect-led approach is judgmental and often biased to the
detriment of those being investigated. Experienced investigators will let the evidence
lead and avoid preoccupation with likely suspects cloud the impartiality of an
investigation and affect their judgement unreasonably. The same stratagem must
apply to forensic examiners. If for no other reason than to identify the weaknesses

in a case, the examiner should always adopt this approach. If the analysis is flawed
and reckless, it hardly serves the cause of justice. Kaptein (2009, p. 3) attributes United
States Supreme Court Associate Justice A. Scalia from the Herrera versus Collins case
(506 US 390, 1993) with the following statement: "Mere factual innocence is no reason
not to carry out a death sentence properly reached."
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However, the late Judge Scalia has been somewhat misquoted here, and I urge you to
find more about the meaning behind the statement attributed to him, as is provided
at the following website:

http://news.lawreader.com/2008/08/30/barry-miller-widely-published-
scalia-quote-re-innocense-is-inaccurate-we-have-to-agree/.

Issues faced by practitioners due to
inadequate forensics processes

On commencement of an examination, practitioners are usually confronted

with determining the type of acquisition processes required, then locating the

data required to complete the examination, and, most importantly, selecting the
appropriate evidence analysis process. Careful planning of the examination is not
always supported by existing processes and certainly not for practitioners faced with
unfamiliar case types or unusually complex, large-scale cases. In such circumstances,
practitioners need to be provided with the correct balance of case background
information to assist them with filtering voluminous case information, which may
otherwise prove overwhelming.

The examination of larger datasets may make it difficult to characterize the evidence
of a crime and clearly define the scope and goals in the absence of tools, standards,
or structured support processes. Regrettably, current forensics tools often fail to
provide adequate investigatory support to practitioners and may be described as
first generation without incorporating any decision support to aid the practitioner.

As early as 2001, the Digital Forensics Research Workshop (DFRWS) observed
that practitioners were struggling to understand the daily challenges and dilemmas
they faced, notably, missing or unconsidered steps in the investigative approach
compared to proven investigative processes existing in more traditional forensic
disciplines. The rapid pace of technological advancement together with the
changeability of software applications and hardware have in effect compounded
the challenges practitioners face.

The procedural inadequacies of digital forensics, in which practitioners were
required to collect large volumes of data unprecedentedly in support of
investigations, were further hampered by non-standardized analytical procedures
and protocols lacking standard terminology. It was apparent then, and remains so
to this day, that there was a need for forensic tools to be more carefully crafted to
analysis processes. This would then meet the needs of the practitioner by providing
more friendly user interfaces to address the problem of training and enhancing
practitioner experience.

[17]


http://news.lawreader.com/2008/08/30/barry-miller-widely-published-scalia-quote-re-innocense-is-inaccurate-we-have-to-agree/
http://news.lawreader.com/2008/08/30/barry-miller-widely-published-scalia-quote-re-innocense-is-inaccurate-we-have-to-agree/

The Role of Digital Forensics and Its Environment

Better forensics processes were identified early on by researchers as urgently in
need of being tested and put through trials in order to overcome the deficiencies in
existing practitioner skill levels. Many researchers predicted this would inevitably
become increasingly problematic. Their prediction was evidently well founded, as
this now appears to be the norm.

Chapter 5, The Need for Enhanced Forensic Tools, emphasizes the redundancy of
conventional forensic imaging and the indexing of increasingly larger datasets, and
introduces new forensic processes and tools.

Inferior forensics tools confronting
practitioners

Expert witnesses are often challenged by the opposing legal team and their expert,
and this is very true in cases where digital evidence is being tendered. US courts are
especially sensitive to expert testimony relating to digital evidence, and the much-
publicized legal case in 1993 between Daubert and Merell Dow Pharmaceuticals set a
precedent for forensic practitioners and the processes and tools they used to recover
evidence. The ruling has set a standard of expectation by US courts based on case
law where the initial ruling held sway. The Daubert Standard, which replaced earlier
case law, requires practitioners to establish their personal expert qualifications and
necessitates them validating the reliability and accuracy of the forensic processes and
tools they use in recovering evidence.

Digital forensics tools are typically produced to obtain the "lowest-hanging fruit."
In other words, they tend to encourage practitioners to look for the evidence that is
easiest to identify and recover. Often, these tools do not have the capability to look
for or even recognize other less obvious evidence. This issue is described in more
detail in Chapter 5, The Need for Enhanced Forensic Tools.

Forensics software certification to confirm forensic soundness is not widely and
formally tested. Vendor hype and practitioner willingness to accept untested, open
source, and non-validated tools have created a miasma that the legal fraternity
should, but cannot usually, see through. Researchers have advocated a structure

to measure whether digital evidence meets specific criteria to address the need,
applicability, and admissibility of digital forensics practitioners in a given situation,
such as the one in the United States based on the Frye test, now replaced by the
Daubert Standard.

[18]



Chapter 1

The inadequate protection of digital
information confronting practitioners

Forensic practitioners are often confronted with the inefficacy of conventional
security processes embedded in computers and networks designed to preserve
documents and network functionality; they aren't specifically designed to enhance
digital evidence recovery. However, these processes can help in the identification
of potential evidence and event reconstruction.

A common difficulty encountered by practitioners is a requirement for them to
provide expert testimony to verify whether, for example, network systems provide
and have maintained a sound protection of the stored data. Vendor hype used

to secure the sale of a network system is not always reflected in them providing
reassurance as to the accuracy and completeness of the data stores. Vendors often do
not provide sufficient information about the software and networks' ability to protect
the integrity of data. Consequently, practitioners are unable to validate the devices to
the extent that they could survive legal challenge.

Because of the great number of inherent, technical complexities, it is often impractical
for practitioners to determine fully the reliability of computer devices or network
systems and provide assurances to the court about the soundness of the processes
involved. An ordered process would be helpful for practitioners to ensure that

no parts of the examination process were overlooked or were repetitive, thereby
ensuring efficacious examinations through time saving and completeness.

The tedium of forensic analysis

During examinations, the practitioner may revisit portions of the evidence to
determine its validity, which may require new lines of investigation and further
verification of other evidence as circumstances dictate. It is often a tedious process,
and frequently, an inordinate amount of time and resources is required to collect and
analyze digital evidence. The sheer volume of the cases and the time required for
investigation can negate the efficacy of practitioners to reconstruct and provide an
accurate interpretation of the evidence.

However, from a pragmatic perspective, the amount of time and effort involved in
the digital forensic process should pass the acceptable "reasonableness test", meaning
that all possible effort shouldn't be put into finding all conceivable trace evidence
and then seizing and analyzing it. This is especially becoming more challenging

to practitioners as the volume of data to be analyzed becomes enormous and

crosses over many networks. In my casework, it is evident that in practice, a gap
exists between what is theoretically possible and what is necessary to complete an
examination. While in theory there may be a desire to complete analysis of every
byte of data, there is rarely any justification in doing so.
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Qualities of the digital forensic practitioner

Digital forensics, also known as cyber forensics and computer forensics, is generally
considered to consist of three roles in one: that of a cyber analyst familiar with

the working of computer devices and networks, a detective with knowledge of
investigating crime, and a lawyer with a sound understanding of the law and

court procedures.

There is a growing cottage industry of self-claimed cyber forensic experts as well
as a tendency for mediocrity in the industry. Self-qualified "experts" bamboozle
the legal system and are not always challenged, and the truth of their evidence is
seldom sought. However, there are basic standards of practitioner professionalism
and experience required by computer and information security bodies, the courts,
governments, and corporations

Forensic practitioners involved in the examination of digital crime scenes must
assume command of the situation and identify all relevant digital evidence, which
must be collated and compiled into a professional report for presentation to the
lawyers and ultimately the courts. It is most important that to satisfy a court of law,
a digital forensic examination must be legally well founded as well as convincing in
the everyday sense. The practitioner must use sound and well-established processes
for recovering data from computer storage media and processes that validate its
accuracy and reliability.

Determining practitioner prerequisites

I am often asked by tertiary students wishing to enter the profession what skills and
experience are required to get a head start. Well, saying you like reading books really
does not mean you are suited to being a librarian and have all the considerable skills
that librarianship entails. So it is with any profession. It really is important to pursue
in life what really interests you rather than a passing fancy. What forensic team
leaders look for in someone entering the profession without any forensic experience
is a real desire to engage with the discipline. An interest in information technology
through work or study and holding an information technology tertiary qualification
or a BSc in ICT would certainly stand a prospective candidate in good stead.

For a law enforcement officer seeking to specialize in a forensic discipline,

they would be expected to have the investigative skills and case experience; an
understanding of the law would obviously be advantageous. As such, they would
have much to bring to the role if they could also demonstrate some proficiency in
and knowledge of computer systems.
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It must be stressed that a forensic examiner and an investigator are interchangeable
roles and they are often combined roles. Many practitioners will undertake forensic
training courses and forensic tool competency training. Others will also publish
blogs and even journal papers reflecting their research and involvement in important
forensic matters.

Undergraduate courses, typically a three-year course of study, usually include
some digital forensics but are predominantly oriented toward computer science
and information security. Postgraduate diplomas and certificates based on theory
and practical casework offer an effective entrée to the profession. They are cheaper,
shorter in duration, and can be offered to graduates and those in law enforcement
and investigation professions possessing the basic skills required to gain a position.
The procurement of these certifications, provided they are based on sound theory
and practical components, is highly recommended. Masters courses in digital
forensics are another option but costlier and longer in duration.

I am currently preparing a four-unit graduate certificate course in digital forensics
that includes e-discovery and multimedia forensics and can be completed online
using virtual crime simulations. The certificate can be a foundation for a graduate
diploma and masters in digital forensics. The offering is directed at law enforcement
officers and Information and Communications Technology (ICT) graduates
wishing to join the discipline and seek some basic theoretical and practical
qualifications.

Some of my ablest students entered the profession lacking in field experience, but
from the outset, their keen interest in digital forensics, competency in IT studies,
and sound results in the experiential forensic training they completed made up for
it to some extent. It gave them a solid foundation and cemented their interest in the
discipline.

Case studies

The following examples highlight a small sample of previous cases that rely on
digital evidence. Chapter 3, The Nature and Special Properties of Digital Evidence, will
describe digital evidence in more detail.
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The Aaron Caffrey case — United Kingdom,
2003

In 2003, Caffrey was acquitted of an offence: the unauthorized modification of
computer material by sending data from his computer that shut down the Port of
Houston computer servers. This was one of a few cases where a malware defense
was accepted by the court without any proof of it controlling the computer. You
can find details here:

http://digitalcommons.law.scu.edu/cgi/viewcontent.
cgi?article=1370&context=chtlj.

The Julie Amero case — Connecticut, 2007

School teacher Julie Amero had serious charges of the possession of indecent images,
which were seen by her students; she was dismissed, thereby avoiding a lengthy jail
sentence. The police examination was shown to be faulty, and malware on Amero's
computer was thought responsible for the downloading of the indecent files. Refer
to these links for details:

® http://dfir.com.br/wp-content/uploads/2014/02/
julieamerosummary.pdf

® https://reason.com/archives/2008/12/12/the-prosecution-of-
julie-amero

The Michael Fiola case — Massachusetts, 2008

A similar case was dismissed when the defendant was able to obtain confirmation
from a practitioner that malware was probably responsible for the presence of the
indecent files you will find details here:

http://truthinjustice.org/fiola.htm.
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Summary

This chapter outlined the nature of forensics, provided a potted history of the
development of digital forensics, and defined its purpose in light of more established
forensic disciplines. An outline was presented of its value in public and private
investigations and the rise and nature of cybercrime. The role of digital forensic
practitioners, the skills and experience required, and the challenges they face were
provided along with some case studies of digital forensic crime scenes to highlight
the topic. The chapter provided not only a brief insight into the challenges the
discipline faces but also some solutions to better manage them through enhanced
forensic processes and tools that are emerging. Finally, the chapter endeavored to
share some basic ideas for those of you considering becoming a practitioner, which
you will hopefully find insightful and constructive.

Digital evidence was presented in this chapter and will be described in detail in
Chapter 3, The Nature and Special Properties of Digital Evidence. Understanding the
qualities of digital evidence, and indeed its vagaries, is essential groundwork for
practitioners. Digital evidence can provide a rich treasure chest of clues about a
transgression. A clue may be considered a mistake by another name, and finding and
interpreting them is what really adds to the excitement of a forensic examination.
Analyzing digital evidence can be rewarding, disappointing, and often a frustrating
process, but a greater understanding is always gained.

Chapter 2, Hardware and Software Environments, will outline the basic workings of
computer hardware and operating systems and applications typically installed on
them. It will describe how these environments are used to create, store, and transfer
electronic data. An insight will be provided into the workings of computers and
storage devices and the location of datasets where digital evidence may be located.
This sets the scene for introducing digital evidence and the analytical approach to
digital forensics.

[23]






Hardware and Software
Environments

Before looking in any detail at digital evidence and the intriguing processes of its
location, recovery, and analysis, it is helpful to understand the fundamentals of
computer devices and how they store digital information. Doing so will provide a
sound basis for understanding the nature of digital evidence and its value to the
practitioner. The nature of digital evidence will be touched upon in this chapter but
will be described in greater detail in Chapter 3, The Nature and Special Properties of
Digital Evidence.

This chapter will describe and explain the basic workings of computer hardware and
the operating systems and applications typically installed on them. It will describe
how these environments are used to create, store, and transfer electronic data. An
insight is provided into the workings of computers and storage devices and the
location of datasets where digital evidence may be located.

The topics covered in this chapter will:
* Detail the wide variety of computers and storage devices and the nature of
digital information they hold of potential evidentiary value

* Describe operating system software and applications used in the creation,
transfer, and storage of electronic information

* Identify and explain filesystems and files that contain evidence of evidentiary
value and where they are typically located on devices

* Explain password security and encryption used to protect information and
conceal evidence
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Describing computers and the nature of
digital information

Digital evidence comprises digital information found on a broad range of electronic
devices, and it is generally considered by practitioners to consist of only the
information held in digital data format that is useful to the forensic examiner because
of its value in various legal proceedings. Sources of potential evidence stored on digital
devices include e-mails, audio and video files, electronic documents, spreadsheets,
databases, system logs, and filesystem data.

Magnetic hard drives and tapes

Information containing potential evidence is located in files stored on hard drives,
memory cards, access control devices such as smart cards, biometric scanners,
answering machines, digital cameras, personal digital assistants, electronic
organizers, printers, removable storage devices, and media such as CD-ROM and
DVD discs, telephones, copiers, credit card skimmers, digital watches, facsimile
machines, and global positioning systems.

The primary storage devices used for digital information until the beginning of the
century were magnetic discs, floppy drives, and tape drives. Magnetic tapes and
disks store digital data in binary form, that is, as 1s and 0s, as magnetic data on the
surface of metal platters. Magnetic disks rotate these magnetized platters at high
speed close to an electromagnetic read/ write device, which enables selected portions
of the surface to be read from or written to with a moveable arm. Magnetic tapes, on
the other hand, can only be accessed in sequential order by playing the tape forward
or backward. Both processes are still the predominant source of storage devices to
date. For the time being, they are of paramount importance in reconstructing the
activities of users relating to some transgression under investigation.

Hard disk drive technology emerged in the 1950s and was the predominant form of
primary digital storage. The data is saved permanently and persists on the storage
device unless later removed, destroyed, or lost through some physical deterioration
of the device. This type of memory is termed non-volatile memory. The simple and
consistent design of these devices has been advantageous to forensics practitioners
using well-established processes such as dead analysis and forensic tools such as
write blockers to recover evidence.

The last few decades have been a golden era for digital evidence, as evidence stored
on magnetic hard discs is inconvenient to expunge permanently (Bell and Boddington
2010). However, the advent of Solid-State Drives (SSDs), outlined shortly, is taking
over control of the market, especially in relation to smaller data stores on handheld
devices.
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Optical media storage devices

CDs, DVDs, and Blu-ray discs are optical storage media that are relatively
inexpensive and are capable of read-only bulk storage. These media rely on the
physical interference of light waves reflecting off miniature dips and plateaus on the
reflective surface of the disc. A laser burner is used to burn the disc surface, which is
relatively slow and inconvenient. The disc surface may deteriorate, requiring some
form of protection before use. The data embedded on these media is also non-volatile
and, generally, what has been written to the media is recoverable in theory.

Random-access memory (RAM)

The central memory core of most computers, usually called RAM, is also a binary-
based system that is stored and processed in the Central Processing Unit (CPU) on
a large array of tiny, battery-like capacitors. These memory cells or capacitors are
filled selectively with electric charges, using which data can be written and read
back out again. The capacitors cannot store charge permanently or for long periods.
By necessity, they have to be read out regularly and automatically and the memory
recharged to prevent data loss.

Unlike the non-volatile data stored on hard drives, tape drives, and optical devices,
such memory is termed volatile or dynamic RAM. It is not used for long-term
storage of data because the constant refreshing process requires a continual source of
electrical power. The instant the device is powered down, the memory stored in the
RAM quickly dissipates.

Capturing RAM may be important as it provides details of the most recent use of

the device and includes some keyboard activity. However, capturing the RAM's
contents while the device is powered up might result in the practitioner overwriting
and contaminating the memory in RAM as well as on the hard drive. Several forensic
processes for capturing RAM will be described in Chapter 4, Recovering and Preserving
Digital Evidence. Powering down a device such as a laptop or a mobile phone

may make it impossible to regain access to the device if it is password protected

and encrypted.

Forensics practitioners have well-established processes for examining magnetic disc
storage devices such as IDE, SATA, and SCSI drives. However, new-technology
storage systems based on complex, transistor-based devices are becoming increasingly
common. For example, during the past 10 years, there has been a transition from
portable magnetic floppy discs to USB transistor flash or thumb drives.

[27]

[vww allitebooks.cond



http://www.allitebooks.org

Hardware and Software Environments

Solid-state drive (SSD) storage devices

SSDs are faster and more complex than conventional USB flash drives or thumb
drives. The technology behind SSDs is as old as magnetic disks, but they have only
recently emerged as faster, lighter, and physically more robust than magnetic drives.
The popularity and demand for USB flash drives has resulted in cheaper and larger
devices becoming available.

However, SSD technology, which is transistor-based, is slowly replacing magnetic
hard drives, is complex, and stores data differently. These devices are expensive
compared with magnetic drives and typically are available in sizes from 250
gigabytes up to 1 terabyte. They have generally been regarded as fast but with a
shorter life span than magnetics, although new models are proving to be more
reliable and longer lasting.

SSDs typically store data in 512-kilobyte blocks, subdivided into pages composed
of large arrays of Negative AND (NAND) transistors, which are similar to the
logic chips used to build computer processors mentioned previously. Because of
the nature of SSDs, they do need to "house clean" their storage to maintain fast
processing and reduce the overuse of transistors, which would significantly reduce
the life of the drive. Consequently, they may erase deleted data automatically,
thereby thwarting forensic recovery (Bell and Boddington 2010).

Network-stored data

In the case of data stored on computer network servers, access may be provided
by connecting a device to the network and the practitioner being provided with
authentication details. Less common is for external connections to the network to
be used to access and image datasets for later analysis. This is a typical scenario for
e-discovery and serious crimes such as fraud and network misuse.

It may often be desirable to make physical images of network servers rather than
recovering the logical data provided by the operating system. An organization's
ability to make the physical device available for acquiring the data makes this a
challenging possibility in addition to the practical implications, such as ensuring
that the effect on the organization's normal activities is minimized. This challenge
is described in detail in Chapter 5, The Need for Enhanced Forensic Tools.
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The cloud

Internet-based computing that shares resources and information has become a
popular network feature used by individuals, organizations, and government
agencies. Commonly referred to as the cloud, it is used for online communications
and to store large amounts of data, much of it of a private or confidential nature.
The next figure shows a typical cloud network: a convenient point of storage for
employees working away from the office to access and store data for others to access
and use. Finding evidence in larger datasets dispersed over networks is proving
problematic for conventional recovery tools. Chapter 5, The Need for Enhanced Forensic
Tools, describes solutions that offer better outcomes for practitioners:

main office

internet

1 large storage facility

latop in hotel

A typical cloud network

Acquiring evidence from the cloud is different and more challenging than recovering
data from a network, because the data is stored on a device distinct from the device
used to recover the data. Access to a cloud network is usually through the normal
consumer access process to the resource, often owned by another entity. One of

the challenges in recovering data is difficulty in identifying the path that the data
takes from the cloud server to the storage device, which may not be a fixed route
(Adams 2013).

Because the cloud consumers who own the data do not have physical control of
the network servers storing the data, the process of obtaining a physical forensic
image of the actual storage device is complicated; it is often unfeasible to do so.
The network server may be located in one or more locations in different legal
jurisdictions. This may often require travel and requests from the network
operators to recover data, which is not always guaranteed (Adams 2013).
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Another problem facing the practitioner arises when the network server running on
the host resource is likely to be an instance of a virtual machine, which is also likely
to be one of many on the same physical device. To acquire all the data, including
deleted material and free space where non-erased information may be located,

will require a copy of the virtual machine facilitated by someone with access to

the server. This, too, raises problems with a third party being unwilling or having
little incentive to assist in data recovery and possibly contaminating any evidence
(Adams 2013).

Operating systems

An operating system is a set of programs controlling access between devices,
including the keyboard, mouse, monitor, disk drive, and network devices, and
application software programs such as word processors and browsers. You will be
familiar with the range of Windows operating systems from Windows 1.0, released
in 1985, through to the current version, Windows 10, released in 2015.

There are, of course, a range of other operating platforms that meet different user
requirements, including Ubuntu, FreeBSD, Linux, iCloud, Palm OS, Blackberry OS,
Xbox 360 OS, Android, and the Apple range of computers and handheld devices.
This screenshot is from a typical Windows 10 operating system:
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Connecting the software application to the
operating system

To use a software application such as Paintshop requires it to be installed on a
compatible operating system, such as Windows. By using the application, the user
can create a picture and save it for further use, including modifying, deleting, and
transferring the picture to another medium or through some communication process
such as e-mailing it or uploading to the Internet. The following figure depicts the
basic process of creating a picture image using Paintshop, in which the operating
system allows the picture being created to be displayed on the computer monitor.
The picture may be modified through the keyboard and other peripheral devices

to be saved, transferred through the Internet, or printed:

|OPERATING |

o

Producing a picture in Paintshop

The file is saved on the device in the creation, modification, and deletion processes,
and it may later be recovered to see whether it could have some evidentiary value.
The file leaves other records on the device, which, if recoverable, may also provide
the practitioner with useful insight into its history.

Connecting the software application to the
operating system and a device

If a device is connected to a computer device such as a scanner, special software
must be installed to allow the device to connect to the operating system, which
then facilitates the use of the device by the appropriate software application. This
is achieved by device drivers —small programs used by an operating system to
communicate with the attached device. The driver is designed to recognize a
device's command language and characteristics.
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Drivers are usually preinstalled on the device for convenient connection to
peripheral devices such as monitors, keyboards, mice, and printers. A newer-model
printer, for example, may prompt the device to download a new or updated driver
through the Internet site associated with the printer or with software supplied

with the printer. The following figure shows the use of a keyboard connected to a
computer and enabled by the operating system to create a text document that may be
viewed on a monitor:

OPERATING
SYSTEM | .. e

Word document creation

Describing filesystems that contain
evidence

The way file information is stored varies among different operating systems. In the
interest of clarity, they will be presented in the setting of the Windows filesystem
environment, which is the most widely used operating system at present. However,
Chapter 7, Windows and Other Operating Systems as Sources of Evidence, describes
other operating systems in more detail and the files and filesystems they use. Files
themselves may be looked at from different perspectives, and the way Windows
catalogs them is a benefit to forensic examination.

Commands received from the operating system in order to read and write files are
interpreted in a directory structure, incorporating a file index system that defines
file naming protocols and the maximum size of the file. Microsoft operating systems
manage these records in a Master File Table (MFT), where information is cataloged
for every file and directory. The table is essentially a relational database table,
containing various attributes about all the stored file records. For example, when an
MS Word document is created and saved, it will be stored in a selected location, and
timestamps will be created to record the process and the subsequent use of the file.
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The value of timestamps and other file metadata will be highlighted in later chapters
to demonstrate their importance in event reconstruction. This figure shows the
process of storing data to a particular sector or sectors on a magnetic platter of

a hard drive and its cataloging by the MFT:

| Application such as MS Word ‘

Save file name
“E:\Mydocs\2012\Thesis.docx”

Save this string of
data on the E: drive
with (h1s[l_el\bel -0/s

Finds a place t put the string of
data and its label ~ File system

Storing data to a magnetic disc
Data is written to a file in the example in the next figure —a simplified representation

of the process of writing four text documents to a hard drive platter:

OPERATING
SYSTEM

FILE
SYSTEM

Writing files to a hard drive
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The next figure represents the process of reading files from a hard drive. These files
may be deleted and modified on the hard drive, which leaves metadata about these
events of possible future value to the practitioner:

i!!<}444—0PERKHNG

SYSTEM

FILE
SYSTEM

Data is read from the file stored on the platter

Metadata is data about data; it describes various properties of a file,
including the timestamp, location, creation date, date modified, last
’ accessed date, and, sometimes, deletion dates.

The following sections describe the different categories Windows catalogs files into
and outlines their value to the practitioner.

The filesystem category

The filesystem category records the general filesystem information, which, while
following a general design, is a unique structure on each individual device. By
cataloging this data, the filesystem category shows users where to find the data and
files they are seeking as well as acting as a map for the filesystem (Carrier 2005). It
brings order to chaos and allows sound storage and retrieval of files for users.

There is also a benefit of the filesystem, which is rich in file metadata, to
practitioners. Filesystem metadata forms an essential part of practitioners' navigation
and the examination of filesystem information. It can assist greatly in reconstructing
events of relevance to a case (Carrier 2005).
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However, if any of this data is corrupted or lost, then additional analysis is made
more difficult because backup copies of the data and records will be required.
Otherwise, the practitioner will need to guess what the original values were and
guess the type of application that created the filesystem and the creation date of
the file or folder.

The filename category

The filename category, sometimes referred to as the human interface category,
catalogs data used to assign a name to each file. It consists of directory lists of
filenames with the corresponding metadata address of each file. Deleted filenames
and their corresponding metadata addresses are used to recover the file content
using metadata-based recovery (Carrier 2005).

Being able to use filename listings is a fundamental part of forensic examinations as
it allows the practitioner to identify the names of the files and parent directories and
can be used for searching for evidence based on filename, path, or file extension. A
file extension identifies the type of file, such as a system file or, in the case of an MS
Word document, a file denoted by the . docx extension.

However, if the metadata address is cleared during file deletion, it may not be
possible to locate further information. If only part of a filename is known, it is still
possible to search using that part, such as in the case of the file extension or name
being known, but not its full path. Metadata is stored in fixed-length tables with its
own address. When a file is deleted, the metadata entry is changed to the unallocated
state, and the operating system may wipe some of the file values. It should also

be noted that file-wiping tools may delete filenames and metadata addresses or
overwrite key values in the filename, showing that an entry existed before being
invalidated (Carrier 2005).
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The operating system stores all file data and metadata in binary form, which is
translated to human-readable text or images through the application interface, often
referred to as the Graphical User Interface (GUI). This figure shows the filename
data saved in binary form and the timestamp metadata:

101010111000001100 Del Name Metadata
001111011 Process

1000110111001110 fila name Mo | badstuff.ixt 1
011011001100001101 data

010111011111001011 Yes | favotites.ixt 3
10111011101 1001100

110011001101010111
000001100101010100
001111011011000110
111001110011011001
100001101010111011
111001011101110111

Del Type Size Last Written Data Unit1l Data Unit 2

No  File | 2,000 | Jan 01, 2013 03:24:04 1,002 1,005

Filename information schema

The metadata category

The metadata category contains data that describes the properties or attributes of a
file, displaying the file location and size. Most importantly, it provides a history of
the file, providing timestamps for its creation, modification, and access. However,
by itself, it does not record the contents of the file nor its name, unlike the file and
content categories (Carrier 2005).

Analysis centers on finding more details about a specific file or searching for a file
that meets certain requirements. The category contains much non-essential data and
can be modified by the operating system, which can make changes to some of the
metadata, such as file access times. This may provide some misleading metadata.

Metadata-based recovery may be required to look for that missing or elusive file
and is used when metadata from the deleted file has not been erased. The file may
have been relocated, such as being moved from one folder to another. This may
prove problematic to detect as it is not uncommon when a file has been reallocated
to recover two or more unallocated metadata entries that have the same file address.
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Examination of metadata may assist when viewing file contents and searching for file
values as well as locating deleted files. It is usually initiated when a filename points
to a specific metadata structure and file examination is required (Carrier 2005).

The following figure shows metadata recovered from a thumbnail of a photographic
image. The thumbnail database files keep a record of multimedia files stored in
specific folders. Even after the original file has been removed from the folder, the
small database file may remain, containing miniature versions of the original file and
file metadata. In this example, the file metadata contains Exchangeable Image File
Format (EXIF) data typical of photographs taken with a digital camera or device. This
may provide additional details of the precise map reference where the image was
taken for certain types of camera and, occasionally, the serial number of the camera.

EXIF and Thumbnail
Make NIKON CORPORATION SOI Marker
Model NIKON DX
Qrientation Horizontal {normal) FFD§
XResolution 300
‘YResolution 00
ResolutionUnit inches APP1 Marker
Software GIMP 2.6, 11 |APP1 Data Size
ModifyDate 2012:01:12 17:36:41
Artist Pvt, Cassandra Monroe |Euf Header
YCbCrPositioning Co-sited
ExposureTime Y320 |T[FE Header
nber 28 APP1 Data Directory
Exposurefrogram Aperture pricrity AE Exif SublFD ——
Exifiersian 020 End of Link
DateTimeOriging 2008:03:02 12:29:44 -
CreateDate 2008:09:02 12:29:44 |Dala area of Exff SublFD
[FD1(thumbnail image) Daectory
)
") ad of Link
Data area o IFDI
[Thumbnai image
SOI Marker
FFD8
Image
stream
Preview ITIL...
EOI Marker
FFD9

Metadata of a thumbnail file of a JPEG image
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Different file types provide basic metadata and sometimes even versions of the file,
as in MS Word documents. The file properties shown in the next screenshot provide
details of the file creation, modification, and last accessed timestamps and the

file location:

& 2015-11-19_17-26-51 Properties X

General  Securty Detalls  Previous Versions

™

=

|2D1 5-11-19_17-26-51

Type of file:  BMP File (bmp)

Opens with:  Photos Change...

Location: C:\Users'rbodding \Desktop
Size: 542 KB (555,882 bytes)
Size on disk: 544 KB (557,056 bytes)

Created: Today, 19 November 2015, 1 minute ago
Modified: Today, 19 November 2015, 5:27:05 PM
Accessed: Today, 19 November 2015, 5:27:05 PM

Attributes: [JRead-only ] Hidden Advanced...
Cancel

The properties of a .bmp picture file

Opening the file may recover the author of a text document and other advanced
settings. However, without using some form of write protection, such action may
contaminate the file metadata. Preserving the file in pristine condition to prevent
unintentional modification to the file contents and metadata is an overriding
requirement of sound forensic practice.

If, for example, no forensic protection was used to protect file integrity, the

mere copying of the file from one location to another on the same computer will
automatically alter the metadata. This contamination of the evidentiary state of the
file can have serious implications for a legal case and is likely to attract a challenge
by the opposing legal team. Chapter 4, Recovering and Preserving Digital Evidence,
describes the importance of protecting digital evidence and highlights various
processes and forensic tools used to prevent contamination of the evidence.
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The content category

The content category consists of the contents of a file, such as the text written to a
document file, figures added to a spreadsheet, or a picture inside an image file. If
recovered from unallocated space, it may have no linked metadata or filename, and
the only clues to its antecedents may be gleaned from the file signature and clues
garnered from the contents, especially text documents.

Locating evidence in filesystems

The nature of the transgression to some extent dictates the type of relevant evidence
that may be recovered. For example, in a homicide where the victim died of gunshot
wounds, it would be helpful to determine the time, location, and cause of death. A
search would commence for the weapon; discharged bullets or shot, spent cartridges;
gunpowder residue; blood spatter; and projectile trajectory data. At a microscopic
level, DNA analysis of samples from the spent cartridge, chemical analysis of the
gunpowder residue, postmortem analysis to determine the cause of death, and so
forth will be undertaken.

Locard's exchange principle, described in Chapter 1, The Role of Digital Forensics and Its
Environment, is as relevant in a digital forensic examination as it is in the previous
scenario. In a digital environment, we are also looking for the "smoking gun," which
may take the form of a death threat sent to the victim by e-mail message. The e-mail
itself has to be found, and the timestamp will help determine the time the message
was sent. However, how do we know whether the date and time on the laptop
were correct and which time zone was used? Can it be established that the message
was created and actually sent from the seized laptop? Could a malicious user have
created the message to cause mischief? Is there any other information that provides
relevant background to the message or possible motivation? Who had access to the
laptop if it was password protected?

One of the fundamental challenges practitioners face is determining with any
certainty the link between a suspect and the data recovered from a computer.
Without a human observer or perhaps a CCTV camera to place the suspect at the
computer at the time of the transgression, it becomes a matter of an educated guess
at best or speculation at worst. The practitioner must be guided by the evidence and
if that proves inconclusive, he or she must look for more evidentiary clues to offer
likely hypotheses as to what happened. The practitioner collects all relevant evidence
that supports various hypotheses, but it is for others, such as juries, to decide
whether the evidence helps determine guilt or innocence.
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The challenge to practitioners is locating information or data of relevance to the case
under investigation. Obviously, there has to be a reason for recovering data from
devices —some transgression, offence, or activity that warrants the examination. The
subject of the investigation tends to dictate the basic type of evidence that is being
sought. However, finding the smoking gun may also mean looking for associated
evidence that correlates with and corroborates the key evidence. It is also common
for the examination to seek specific evidence in accordance with a legal brief, but
during the examination, evidence of other transgressions may be recovered. Hence
the need for vigilance and an open mind when trawling through digital cases.

In traditional forms of crime, investigators try to determine the means, opportunity,
and motive for the transgressions being carried out. Some explanation as to how
these three conditions apply in the digital environment would be helpful to consider
before commencing a search for the evidence.

Determining the means of transgression

Investigators look for the means or suitable process a suspect used to carry out an
illegal act, that is, determining how the transgression was carried out and by what
process. The use of application software installed on a recovered device and linked
to the transgression may record activities and may be useful for demonstrating
how the transgression occurred. For example, the use of e-mail messaging to send
a death threat or connecting to the Internet to download illegal pornography will
leave an audit trail or event logs to allow a reconstruction of what happened and
the processes involved. Reconstructing the transgression may be a relatively easy
process, or it may be difficult to reconstruct because little record remains of the
transgression and transgressors.

What appear to be simple concepts, such as sending a threatening e-mail, may
require some proof that the message was created and sent from the seized device. On
first inspection, this may appear to be so, but on further examination, it may become
clear that while the e-mail account does record its dispatch, it does not necessarily
establish that it was sent from the device. The process could have been completed

by another person accessing the account remotely using a different computer. The
practitioner would have to determine where the truth lay and undertake a thorough
analysis of the e-mail message in relation to the computer being examined.

Another aspect of determining whether a suspect had the means to commission an
offense is verifying whether the suspect had the computer skills to use the software
involved, such as in the case of forging an electronic document or manipulating

a photograph.
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Determining opportunity to transgress

Having the opportunity to use a computer to do something illegal seems
straightforward, but proving that the suspect alone had the opportunity through
access to the computer may be problematic. It may be difficult, if not impossible,

to link the time of the crime to a suspect's access to the computer or network in

the absence of any corroboration. Audit logs recording the details of specific users
accessing a computer or network often assume that the person who used the
authorized user's logon details and password was the actual user. Often, that may be
so, but if another person gained unauthorized access to the user details and logged
on to the system, it may be difficult to prove unless there is some other evidence,
such as a human observer or perhaps a CCTV recording, to clarify what occurred.

Audit and access user logs are not infallible and can be altered and falsified and are
therefore not always reliable. Time and date stamps and file locations of key events
help confirm the circumstances relating to a transgression. They may often help
determine which user had the opportunity to transgress at a given time. Computer
user access security may prohibit unauthorized access transgression and establish
user identity. This would help narrow down the list of those users who may have
been responsible for the transgression.

Ideally, determining who really had access to the device or network has to be
established. Often, this is not conclusive and it is imprudent to assume the obvious.
In criminal cases, much is made of assumptions as to who committed the offence,
but it must be proven beyond reasonable doubt, and to a lesser extent in civil cases,
where there is more of a balance of probability and a lower threshold. Yet, we still
see a tendency to assume that the owner and custodian is usually the primary
suspect for having carried out some unlawful activity. At least in the initial stages
of an investigation, that seems logical. Further inquiry, though, can often show that
others may have access to the computer or the network, so the circle of potential
suspects widens. It follows that a thorough check of user access to the device must
be completed. This is to show fairness in the examination to make sure that the list
of potential users is determined.

Opportunity by a suspect may be discounted if a plausible and verifiable alibi can
be offered to show that the suspect did not have the opportunity to commit the
transgression. Many alibis are offered in computer-based crimes, including the
fanciful and discredited alibi offered by Keith Griffin, sentenced to 12 years in jail
in 2010 in the US for downloading child pornography onto his computer. Griffin
blamed his cat for walking on the keyboard, resulting in the download of indecent
photographs! (You can find more about the case at http://newsfeed.time.
com/2010/09/12/man—blames—cat—for—child—porn—on—his—computer/)

The issue of analyzing data to link events to specific users is described in more detail
in Chapter 9, Validating the Evidence.
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Determining the motive to transgress

It is not essential to prove motive, and it is often difficult to do so without perhaps
some form of confession by the transgressor, for who knows what was in the mind
of the transgressor at the time of the act? However, data may exist on a device that
may offer some explanation to possible motivation or, for that matter, an absence of
motive and criminal intent.

Motive may be determined by collecting evidence that links the user to some
activities that confirm a degree of knowledge and control over the computer and
relevant applications and files used in the transgression. Always be wary of the
obvious. Speculation such as "it is the suspect's computer; therefore, the suspect is
responsible" is highly inappropriate, even it if not voiced by the practitioner. As
mentioned in Chapter 1, The Role of Digital Forensics and Its Environment, evidence-led
investigations and forensic examinations are logical and more scientifically objective,
but in cases dependent on digital evidence, it can be a vexatious process to unravel
the truth.

False evidence, too, can relatively easily be generated by mischief-makers out to
implicate an innocent party, which is demonstrated in the case study at the end of
this chapter.

Deciding where to look for possible evidence

We have a transgression; somebody had the means, the opportunity, and the motive
to commit it using a computing device. Records of the applications and files used
and the operating system can provide some useful electronic fingerprints to help
practitioners reconstruct what happened, when it happened, where on the device or
in the system it occurred, how it happened, and, hopefully, why it happened — the
often-hard-to-prove motive. So where should the practitioner start?
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Computers and other devices store information in directory systems of varying sorts,
similar to Windows Explorer. This screenshot shows part of a Windows directory
structure viewed through the advanced forensic tool ILookIX:
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File directory structure under Windows 10

However, the number of files stored on a typical computer makes it impracticable
because of time constraints and the fatigue of checking every file. Some are system
files that will not normally be examined other than for specific checking. So,
providing the practitioner with easy-to-review categories of files would be more
helpful. If, for example, webpage files such as HTML and other categories were
conveniently categorized, it would make locating and selecting evidence quicker

and less tedious.
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File categories can be divided into file signature and file type, as shown in ILookIX's
Category Explorer panel in the next screenshot. File signatures recognize the internal
structure and pattern of a file, while file types are based on the application software
that uses the files, such as Microsoft Office using Word to open a file with the . docx
file extension:

Category Explorer

@ LA ,é:"?

X
Categories B Description g’
&3 Eliminated files/e-mail 430,573 Files and E-Mail messages you've eliminated from the current case = g
.} Hash eliminated files/e-mai 123,451 Files and E-Mail eliminated from the current case by a hash operation
o Tagged files/folders 0 Files and folders you've tagged Q
& Tagged E-Mail 0 Mail you've tagged g
+ " Property categories 602,0... Categories sifting filesystem objects by their properties 3
+ ¥ Deconstructable files 3,106 Files that ILook could process to produce email and other embedded information o
»-"rj Deconstruction Failed 1,089 Files processed by ILook that failed to retrieve any information ‘ol
#g Deconstructed files 52,478 Files processed by ILock by extract email and other embedded information E
& Mismatch Signature Type &95 Files whose type does not match their signature definition
|- ILook Objects 71,218 Objects and reports created by ILook ;
"" Undeleted filesffolders 431,870 Files and folders that were deleted an the mapped fillesystem but ILook undeleted 2
[ System data 29 System areas used by ILook for this flesystem mapping
-1V Password cracks 0 Files with recovered passwords =
| % EFS files 41,328 Files encrypted using MTFS EFS é
(& Protected files 0 Files that are password protected or encrypted §
& Infected files 0 Files that are infected with a virus or trojan
|@ Truncated files 0 Files that TLook has detected are truncated, in that their allocated sectors do not cover the file's stream size o
~ £% My categories 58,082 Categories you've created to allocate useful evidential material to é
= [ILooKIX ] Email With Eliminated Content 8 =
: [ILookIX ] Hash Duplicate Objects 58,070 o
= [ILookIX] Partial Deconstructed 4 %
b ‘- File type categories Files sifted by filename or file extension ;
~ \ File signature categories 1,992... Files sifted by file signature %
b a AOL Email 94 Signature Definition Group =
b a Archives 168,089 Signature Definition Group
b a Databases 94 Signature Definition Group g
+ & Email 58 Signature Definition Group ﬁ
» a Graphics 95,817 Signature Definition Group
3 a Mavies 259 Signature Definition Group
+ & Sound 1,445 Signature Definition Group
+ & Spread Shests 66,805 Signature Definition Group N

4 »

File types and file signatures viewed in the ILookIX Category Explorer pane

If e-mail messages or multimedia files were being sought, then these helpful catalogs
would be a convenient start to a search. The main areas of interest may be cataloged

and provide some useful starting points for a broad range of cases, as detailed in the
examples set out in this table:

Category Reason for search

Archive files These include zipped and compressed files whose contents may be
relevant to the investigation.

Audio These files may record some Skype conversations or provide evidence
of downloading music files in breach of copyright regulations.
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Category Reason for search

Databases These include databases of thumbnail files (. db) and other records
relating to user activities on the device.

E-mails These are a rich source of information about human communications
and sometimes contain incriminating evidence.

Event logs These are records of various user and system activities retained by the

device —useful for recreating timelines of events.

Internet browser
files

These provide a record of browsing activities as well as a record of
searches made that may relate to an investigation.

Link files These files tell us about the files and applications most recently used
and help reconstruct user activities and timelines of events.

Microsoft Office This includes text and other documents relating to the activities of

suite users and other respondents.

Recycler Deleted files and folders are often a rich source of evidence.

Registry files The registry records the state of various features available to users
and has a record of various devices attached to the computer.

System files Most of these may be irrelevant to an examination but some play an
important role in reconstructing relevant events.

Video These files may contain evidence of user activities of relevance to a

case, or child exploitation material, for example.

Indexing and searching for files

Indexing and searching for files is another option and a more advanced process
much favored by practitioners to locate information stored in large datasets,
including desktop computers and laptops, with greater speed and convenience. It
allows the data to be indexed based on file type and signature as well as filename,
contents, metadata, time frame, size dimensions, and so on. So, for example, if
looking for an e-mail death threat sent at an estimated time, the practitioner can
search for all e-mails originating during that period and search for the content of the
e-mail, such as details of the threat. The search could also be filtered to save time by
looking for sender and receiver details that match known information.

Searches may be index-based or keyword searches. Index-based searches require
the indexing of each file in the dataset that the practitioner decides may be relevant
to the examination and can filter out extraneous files that would otherwise slow
down the indexing and searching processes. Although indexing can take some

time, it is machine-generated and will be described in more detail in Chapter 5, The
Need for Enhanced Forensic Tools. Once the dataset is indexed, the time for a search is
almost instantaneous, with quicker results of hits being provided to the practitioner.
Keyword searches take longer but are also time savers.
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The following screenshot shows a variety of search terms populating a configuration
file created by the advanced ISeekDesigner program, which provides the practitioner
with a rich selection of keyword search terms. In this process, the configuration file

is used by the ISeekDiscovery automaton to search for the terms, which are later

indexed for speedier analysis:

Optional Description for this Search Term Case Insensitive Regex Search

Configuration | Searchterms | Search Exdusions | Capture Types | Service and Process Actions | Identification Info
Search terms
Add a new Search Term g Search Terms
Search Type Search Term
}} Beginning of Word Search bak
What m.j.E. of Search Term is this? — Case Sensitive Beginning of Word Search Bod
End Of Word Search T @ Whole Word Search polemic

(?=)\cPortsmouth[\tyin'e] +Myobip

Plain Search platypus
Case Sensitive Plain Search Kookabura
3 Wildcard Search explos
i@ N
Case Sensitive End Of Word Search INGTON
» End Of Word Search  ottom
Search Term Text Encodings =]
ASCIL
! Unicode {default)
UTF?
v UTFS (default)
UTF32
BigEndianUnicode

A variety of keyword search terms populating the ISeekDesigner configuration file

Search results are presented in a variety of formats, allowing the practitioner to
examine a smaller and more manageable dataset, as highlighted in the following
screenshot. It shows the result of a search of a large dataset consisting of more
than two million files resulting in the identification of six files that assist the case
reconstruction of this training crime simulation designed by me:

Search Type Search Terms Run Date ‘What was searched? File ... |E-Mail... | SlackHits Unallocated Hits | Registry Hits | Search Summary
(= (=N [
E] Keyword tightvnc 2315epj20l,.. maximal (0); iseek crime si... 423 0 118 z 1] z 0 No 2
File List (6)
il
@ Mame Size Tag Type Created Last Accessed | Last Madified | Attributes Streambarne Path
H % $LogFie 67,108,864 11j5epf201... 11fSep/201... 11{Sepfz01... -5H- maximal::y
:& .J = 4MFT 144,703,485 11j5epfz01... 11/Sep/201... 113epjz0l... -5H- maximali0:,
. J & $Usnenl 32 11/5epf201... 11/Sep/201... 11/Sepj201... ASH- $Max maximaliD:$E, ..
9 A & {0s8F2410-5d2e-decc-... 2,672 01jApr/201.,. O1f4prf201... O1fApri201... ASH- maximalil:iSy. ..
’f\ H % (236fdh08-2593-1e3-... | 469,204,992 25iSepf201... 25/5ep/201... 25(Sepj201... ASH- rasimall Sy, .
| | = {sfrizfan-bor-4das-b... 2,680 SJOck{Z01,.. 3L/Oct{Z01... F1{Octfz01.,, ASH- maximal:0:4 Ty, ..
5 Search (keyword) For ‘tightvnc, chemicals, greentrees' found 6 hitis), Search date 9§23/2014 &:47:00 PM
File List (6 | E-Mail List | Disk vigw | [ Task Prooress < Heln

Looking for needles in haystacks and finding them
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Unallocated data analysis

The area available to store data on a hard drive or storage drive depends on the size
of the device and any installed components. For example, a newly acquired laptop
may have on it the operating system and a range of basic software applications,
system files, user data, and so forth. The remaining space, in pristine condition, is
available to store data as required by the user, system, and software applications.
This free space or unallocated space is initially empty but soon starts getting filled
during normal usage.

Files may be recovered from allocated space, where they are maintained by the
operating system in what is called a logical state. Most of the files here, unless they
are hidden files, may be located and recovered during forensic recovery. The same
may be said of deleted files that remain in the trash folder.

Eventually, the device can run out of space and crash the operating system or at least
make its operation sluggish. Files are frequently deleted by users and held in the
trash bin, from where they may be restored or removed back into unallocated space.
There, the remnants of the file remain but will be further eroded and eventually
completely overwritten by new files being written to and occupying the same space.

However, forensic tools allow the practitioner to recover these files or fragments

of deleted files that may assist in reconstructing key events in a case. Deleted files
may be readily recoverable by checking for deleted filenames held in file directories.
However, it is not uncommon for the names of deleted files to be reused before any
changes to the metadata are made. The files may have retained no filename, but the
file metadata may still persist. Conversely, the filename and metadata may remain
but not the file contents.

Consistency checking of unallocated blocks by an experienced practitioner may
reveal deliberate attempts at data hiding or filesystem errors that have hidden data.
Data wiping may be detected too by finding a zeroed or invalid entry between two
valid entries. Data carving is the technique used to undertake the recovery of file
fragments and can be done manually using a hex editor or automatically using
advanced forensic tools. These tools and processes are described in more detail in
Chapter 5, The Need for Enhanced Forensic Tools, and Chapter 6, Selecting and Analyzing
Digital Evidence. However, unless access to the device can be gained, all these
attempts at data recovery may be thwarted if the device is password protected

and encrypted.
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Explaining password security,
encryption, and hidden files

The following sections describe password security and encryption and ways to
protect information and conceal evidence from prying eyes. They outline the basic
processes of managing the security of computer devices and networks as well as
describing the reasons why digital information needs protection from a wide range
of threats.

User access to computer devices

To protect data stored on a device from unauthorized access, user access controls
offer some degree of protection. This applies to desktops, laptops, mobile phones and
other handheld devices, home security systems, and a broad range of other electronic
equipment. Not only is it essential to restrict direct human access to information to
those who are authorized, but the information also needs protection from access

by other programs, processes, or systems that may be connected to the device. For
example, workers logged in to a network server should normally have no access to
other workers' terminals (unless in a supervisory or support role). Otherwise, there
would be no security of sensitive information, and it would be a chaotic situation

at best.

So why is user access so important? Well, information has value in terms of its
confidentiality, integrity, and availability, which are all at risk and need protection.
These terms are described in the following subsections.

Understanding the importance of information
confidentiality

Confidentiality or privacy is required to prevent unauthorized access to information.
Even if the access is authorized, a user may use that information in an unauthorized
way. For example, a coworker sees that a colleague has left the office but has left

the computer running, thus permitting unauthorized access. The coworker accesses
the computer and reads some confidential documents and puts knowledge of that
information to improper (unauthorized) use. Later, the custodian of the information
is investigated and there is no record of unauthorized access to his or her computer.
The practitioner may be able to reconstruct the events and times of the unauthorized
access, but it is unlikely that evidence of the intruder will be detected from the
computer records.
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Understanding the importance of information
integrity

The integrity of information also requires protection: some sort of assurance or
guarantee that the information has remained in pristine condition, is unaltered,
and is uncontaminated. The creator and custodian of the information need some
confidence that it has not been altered or corrupted by unauthorized action by
human intervention or perhaps by a computer or system glitch.

Take, for example, a hacker gaining access to a victim's computer, such as a bank
computer, and secretly changing the contents of important financial records as
part of an online fraud. Such attacks not only alter the integrity of the records, but
somebody gains and somebody loses. It also follows that bank personnel who have
legitimate access to the records initially become the prime suspects.

The integrity of information requires some guarantee, then, that the information
was not subject to unauthorized creation, modification, or manipulation and that
all related transactions were genuine and proper.

Understanding the importance of information
availability

Information availability means that information is accessible to those wishing to
use it. However, a user may inadvertently deny themselves or others access to
information, or a system process may render the information unavailable. Hackers
and other malcontents use cyberattacks to deny users and organizations access to
their own information. These attacks are termed denial of availability attacks and
may also involve some form of extortion, demanding financial payment to ensure
the information is made accessible once again to its rightful owners. A forensic
examination of the networks and infected computer terminals may find the cause of
the denial and allow the organization to restore access to continue normal business.
An insight into new approaches of malware detection will be provided in Chapter 5,
The Need for Enhanced Forensic Tools.

User access security controls

Protecting a computer, mobile phone, or network from unauthorized access is part of
the security management of information resources. A day does not pass without there
being some headline of cybersecurity breaches or us hearing of acquaintances whose
computer or network has been attacked and compromised by an intruder. With the
advances in technologies intended to improve the human condition comes a sinister
downside threatening the privacy, integrity, and availability of information assets.
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Protection against unauthorized access is done through strictly regulating who

can access the data and what data can be accessed. User access management may
be regarded as the first line of defense and is seldom infallible. It uses a range of
protection processes based on an established security policy. For example, in its
simplest form, when purchasing a new laptop computer, the user is usually granted
administrator access —a higher level of management control of the device. As
administrator, other users and guest users may be allowed to use the device by the
creation of other user accounts, which may or may not be password protected.

For network systems, a more complex hierarchy of access control is used to channel
a larger number of network users through tight access control points and levels. A
list of users and details of their access rights or privileges is recorded, and an audit
record of the date, time, and duration of each user's access would be recorded.

Passwords or passphrases are normally used in conjunction with the user's unique
identification name. Biometric protection, such as fingerprint and iris detection,
may be used, or some other form of security protection may be in place to deter
and minimize the likelihood of unauthorized exploits.

Various applications provide some means of bypassing or unlocking hidden
passwords so that access to the contents of a drive become readily available.
Password-protected devices can present difficulties to practitioners seeking to
examine a device, especially if the contents are encrypted, which is outlined
more in the following subsection.

Encrypted devices and files

Encryption has been used for millennia to conceal information from unauthorized
viewing; even when the message has been intercepted, encryption prevents, or at
least hinders, unauthorized viewing of the contents of the message or container. In
terms of protecting digital devices and messages, various forms of privacy security
technologies are used to maintain the confidentiality of information. Encryption
technologies are apparent on most digital devices, notably desktop computers,
mobile phones and tablets, and server networks. They also include the secure
encryption of e-mail and other telecommunication messages.
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The Achilles heel of encryption, irrespective of its level of encryption, is the
password or passphrase or other form of access control used to open the encrypted
store. Without this access key, the data will remain unopened. Some simple forms of
encryption, such as Word document protection, may be easily thwarted by the use
of readily available programs on the Internet that will defeat the simple encryption
protecting the documents. More advanced encryption applications may also be
circumvented, but the robustness of the algorithm used to protect the information
may make it a time-consuming process to open the store. Advanced encryption
techniques used on more recent devices and, particularly, mobile phones with
encrypted sectors and microchips are presently defeating experts seeking access
with supposedly sophisticated forensic tools.

The problems facing practitioners confronted with locked and encrypted devices is
becoming a serious challenge and will be discussed later in the book.

Case study - linking the evidence to the
user

This case study relates to the examination of a forensic image of the defendant's
laptop computer provided by law enforcement officers in 2006. A number of
photographs and videos of underage sex were discovered on the defendant's
laptop by a computer repairer, who reported the matter to the police, resulting
in the seizure of the laptop and criminal charges being laid in 2008. The 2 year
delay from arrest to trial may be assumed to be due to the heavy workload of
the agency involved.

The defendant's apparent disbelief that he had downloaded illegal, pornographic
files onto the laptop and the insistence of his innocence prompted the defense team's
examination to measure the reliability of the relevant information, thereby assisting
subsequent legal analysis. The offending material had been placed on the laptop
during 2004 and 2005, and the laptop had been repaired by the same computer
repairer during this period, who evidently did not notice and report sighting the
material on the first occasion.

Examination by the defense team expert of the available information derived from
the physical and logical restoration of the seized computer confirmed the police
assertion that illegal movie files were most likely downloaded during the period
between September and October 2004. It was evident that these files were most
likely downloaded to the laptop through the use of the LimeWire program, with
the remainder downloaded in January 2005 and probably viewed at that time on
the device.
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Both RealPlayer and Windows Media Player were installed on the computer, based
on an examination of the relevant file-creation dates of the executable parts of the
programs. These applications play movie, audio, and image files. Both applications
have the ability to record the viewing of the most recently played files. According to
the agency report, a number of the most recently played files had the same filenames
as those identified as the movies of interest. Re-examination of the data confirmed
that a number of the illegal files had been accessed several times by RealPlayer and
only on one occasion by Windows Media Player.

The defendant's young teenage child had access to the laptop during the period,

and two obscene image files were created on the computer and accessed. The last
accessed dates of the movie and images were inadvertently altered by the virus-
scanning program, obfuscating the dates and making reconstruction of the movie
and image viewer applications incomplete. The agency's misreading of the unreliable
last accessed date of the key files was tendered as evidence of the files being accessed
by a user, thereby extending the period of possible criminal activity. In fact, the file
metadata challenged the assertion and weakened the prosecution claim.

Taking the digital evidence at face value, at the point of seizure of the laptop, it may
have seemed logical to assume that the defendant, the owner and custodian of the
computer and whose house it was located in, was the likely suspect. However, others
had access to the computer during the periods in which the movies were accessed
and viewed between September 2005 to the date of seizure in 2006. Moreover, a
young couple who lived at the residence from late June 2005 to early February 2006
also had unrestricted access. A number of other persons (friends of the couple) also
had access to the laptop during the same period. Another person also lived at the
residence between July 2005 and September 2005. It was common for the defendant
to take the laptop to his place of work, where others were granted unrestricted access
to it.

There was also evidence of the defendant being absent from his town during the time
some of the illegal files were downloaded and played on the laptop. The defendant's
teenage child was present and had a number of friends stay over at the home on a
weekly basis, and they were believed to have used the laptop. Password security
was basic, and the password known to whoever wished to use it.

Examination by the defense expert of the reconstructed usage timeline showed
that an illegal movie file was modified and written to on 17 October 2005, when the
laptop was believed to be in the possession of the computer repairer. This matter
was not raised by the prosecution or disclosed to the defense team, yet it raised the
likelihood of another potential suspect.
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There was also some discrepancy over the actual number of illegal movies and
duplicates of the same files located on the device. However, re-examination of the
forensic image showed there to be six unique movies and nine copies of some of
the files in contrast to a much large number claimed by the prosecution. The lack
of precise recording of the files key to the prosecution's case raised doubts as to the
professionalism of the prosecution expert.

The presence of malicious software in the form of a Trojan, 20044827 .exe Infected:
Backdoor.Win32.Agent, was evident on the computer. However, it was not shown
that the malware had infected and facilitated control of the laptop rendering it
vulnerable to unauthorized remote control. Again, checking of this malware's activity
on the laptop was left to the defense expert to determine and at cost to the defendant!

Not surprisingly, the case against the defendant was dismissed.

This may well contribute to incomplete and biased analysis leading to a conviction
using questionable evidence and faulty analysis. Great care must always be taken to
ensure evidence-led investigation and not a suspect-led process, as appears to have
occurred in this investigation.
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Summary

This chapter described a variety of computers and storage devices and outlined

the nature of digital information they hold of potential evidentiary value. The
explanation of the functions and nature of operating system software and
applications introduced the processes of file creation, file transfer, and the storage

of electronic information. The chapter introduced and explained the nature of
filesystems and outlined some typical files that contain evidence of evidentiary value
and where they may be located on devices. A summary of password security and
encryption has shown that digital devices are becoming more advanced and are
using encryption as an effective security feature. This now poses some significant
problems to practitioners attempting to look for concealed evidence.

Digital evidence as presented in this chapter is described in greater detail in

Chapter 3, The Nature and Special Properties of Digital Evidence, which explains

its nature and special attributes and really does dictate the forensic approach
practitioners follow when engaged in case examinations. Digital evidence shares
many of the characteristics of other types of evidence, but it does have unique
properties of its own that make it both rewarding and challenging to explore and
harness. Chapter 3, The Nature and Special Properties of Digital Evidence, highlights

the technical complexities of digital evidence and the challenges they pose to
practitioners in their analysis and explanation of the evidence to the courts. It defines
the weight of admissibility and the requirements that digital forensics must meet for
it to be considered admissible for use in legal cases.
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Properties of Digital Evidence

By the beginning of the twenty-first century, more than half of criminal cases
involved a computing device of some description, and the trend has continued and is
likely to rise. Its use in legal cases too has grown and shows no sign of diminishing.
Digital evidence is derived from the examination of a wide range of digital devices
and shares similar characteristics with other forms of evidence. There are some
differences that enhance evidence recovery analysis, but, as will be seen in this book,
there are characteristics that also make it challenging for practitioners.

This chapter defines and describes the special properties of digital evidence and its
contribution to investigations. The topics specifically covered in this chapter will:

Define digital evidence and its use

Explain the special properties of digital evidence, including its time and
location metadata and file characteristics

Highlight the technical complexities of digital evidence and challenges to
sound analysis

Explain the requirements for determining the admissibility of digital evidence

Provide a sample case study to illustrate the nature of digital evidence and its
value in legal cases
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Defining digital evidence

Digital evidence is information in digital form found on a wide range of computer
devices; in fact, it is anything that has a microchip or has been processed by one
and then stored on other media. Digital data is a numerical representation that is
usually in binary form, as distinct from electronic data stored in analog form. It
has been alleged that an Australian narcotics trafficker concealed a spreadsheet
of his customers and transactions inside a microchip implanted in his pet dog. It
was uncovered when a canny police officer queried the presence of a microchip
implant gun, readily available online for a modest cost, in the suspect's premises.
This discovery prompted minor surgery on the dog to remove the tag, which was
later found to contain the incriminating information in the form of a spreadsheet
containing a list of narcotics dealers and transactions.

Evidence tendered in legal cases, such as criminal trials, is classified as witness
testimony or direct evidence, or indirect evidence in the form of an object, such

as physical documents, the property owned by persons, and so forth. Evidence in
electronic form, including digital and analog data, is defined as real evidence and
sometimes as documentary evidence. It has also been referred to as IT evidence,
electronic evidence, or computer evidence. Digital evidence includes e-mails,
electronic documents, spreadsheets, databases, system logs, and audio, picture, and
video files, amongst others. The most common form of evidence presented to courts
is spoken word by practitioners when providing interpretations of digital evidence.

The use of digital evidence

Evidence in legal cases is used to prove (or refute) facts that are in dispute as well

as proving the plausibility of disputed facts —most notably, circumstantial evidence

or indirect evidence. Digital evidence, just like documentary evidence, provides
inferences that may assist in proving some key fact of the case. It helps investigators
and legal teams develop reliable hypotheses or theories as to the perpetrator of a crime.
Its usefulness is apparent in establishing a link between a crime, the victim, and the
perpetrator of that crime. The reliability of the evidence is paramount to supporting

or refuting any hypothesis put forward as to the involvement of possible suspects.

We will look at this more in Chapter 6, Selecting and Analyzing Digital Evidence.
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Digital evidence can take many forms depending on the circumstances of each case
and the devices from which the evidence is recovered. In the past, the most common
recoveries have been from desktop and laptop computers and network servers.
Digital evidence collected assists in both criminal and civil cases and, on occasion,
may be the only evidence tendered. Recovery from desktop and laptop computers
was generally performed by physically removing the hard drive from the source
device and connecting it to the practitioner's computer. To prevent or minimize
contamination of the suspect's source device, we can use a hardware device called a
write blocker on the suspect's device so as to copy data potentially holding evidence.
The use of hardware and software write-blocking tools and processes is described in
detail in Chapter 4, Recovering and Preserving Digital Evidence.

The imaging process is intended to copy all blocks of data from the suspect's to

the practitioner's target device. This is sometimes referred to as a physical copy of

all data, as distinct from a logical copy, which will only copy what a user would
normally see. Logical copies do not capture all the data, and the process will alter
some file metadata to the extent that its forensic value is greatly diminished, resulting
in possible legal challenge by the opposing legal team. Therefore, a full bit-for-bit
copy is the preferred forensic process. The file created on the target device is called a
forensic image file and various formats are available, including .AFF, .ASB, .E01, and
.dd or raw image files, and virtual image formats such as . vMDK and .VDI.

The following screenshot shows a .AsB forensic image container produced by
IXImager, which contains an encrypted log and an image file:

[] MName Date modified Type Size
| Suspect 26/11/2013 1012 ... Text Document S0 KB
| Suspect001.ash 26/11/201510:12 ... ASB File 154,327,10...

An ASB container and log file
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The benefit of being able to make an exact copy of the data is that it can be copied
and the original device can be returned to the owner or stored for trial without
normally having to be examined repeatedly. This reduces the likelihood of drive
failure or evidence contamination. The following screenshot shows part of the log
file of an imaging process. This may be presented during legal proceedings to
confirm the nature and circumstances of the imaging undertaken by the practitioner:

b815-11-26 11:58:26 syslogd started: BusyBox vl1.16.2

2815-11-26 11:58:26 kernel: Initializing cgroup subsys cpuset

2815-11-26 11:58:26 kernel: Initializing cgroup subsys cpu

2815-11-26 11:58:26 kernel: Linux version 3.4.49-x86-erik (andersen@git.perlustro.com) (gcc version 4.7.2
(GCC) ) #1 SMP Fri Jun 14 17:86:52 MDT 2913

2815-11-26 11:58:27 root: System Information

2815-11-26 11:58:27 root: Product Name: HP Compagq 4888 Pro SFF PC
2815-11-26 11:58:27 root: Version:

2815-11-26 11:58:27 root: UUTID: 000GOOO0COOnaOoOOaGOonoGono
2815-11-26 11:58:27 root: SKU Number: LE123PAZABG

2815-11-26 11:58:27 root: Family: 183C_53387F G=D

2815-11-26 11:58:27 root: Manufacturer: Hewlett-Packard
2815-11-26 11:58:27 root: Version: Mot Specified

2815-11-26 11:58:27 root: Chassis Information

2815-11-26 11:58:27 root: Manufacturer: Hewlett-Packard
2815-11-26 11:58:27 root: Lock: Mot Present

2815-11-26 11:58:27 root: Serial Number: XOOO000O(

2815-11-26 11:58:27 root: Boot-up S5tate: Safe

2815-11-26 11:58:27 root: Power Supply State: Safe

2815-11-26 11:58:27 root: Security Status: Unknown

2815-11-26 12:81:89 iimager: Making a Image of /dev/sda

2815-11-26 12:81:89 iimager: A& 258.1 GB SAMSUNG HD256G] Hard Drive

2815-11-26 12:81:89 iimager: Image will be stored on /fdev/sdc

2815-11-26 12:81:89 iimager: &4 2.888 TB Seagate Expansion Hard Drive
2815-11-26 12:81:89 iimager: Qutput File Format: ILook Default Image Format

2015-11-26 12:81:99 iimager: Qutput File Size: Unlimited
2815-11-26 12:81:89 iimager: Compression: Enabled
2815-11-26 12:81:89 iimager: Encryption: Disabled

29815-11-26 12:81:89 iimager: Case Number: 3000000000000

2815-11-26 12:81:89 iimager: Agent Mame: Richard Boddington

2815-11-26 12:81:89 iimager: Machine Quner: XCOOC000(

2815-11-26 12:81:89 iimager: Seizure Address: X000 Perth

2015-11-26 12:81:89 iimager: Known Passwords: XOUOOXK

2815-11-26 12:81:14 iimager: User exited the Final Optiocns Menu

2815-11-26 12:81:14 iimager: Beginning Image operation

2815-11-26 12:@1:14 kernel: tntfs info: NTFS volume version 3.1 {(cluster_size 32768, PAGE_CACHE_SIZE 4896).
2815-11-26 12:81:14 iimager: Opened output file '/ILookImager/ILook.@8l,/Xx00XXe8l.asb’

2815-11-26 12:81:14 iimager: Calibrating '/dev/sdc2' For output, a 2.888 TE NTFS Filesystem on USB@
2815-11-26 12:81:16 iimager: Image is being stored to /Ilock.881/ILock.@81/300000(X881.asb
2815-11-26 12:81:16 iimager: &4 2.888 TB NTFS Filesystem on USE®

2015-11-26 12:81:16 iimager: Image is being stored to /ILook.881/X000000081.ash

2815-11-26 13:28:88 iimager: Image Complete
2815-11-26 13:28:88 iimager: Image was completed successfully.

2815-11-26 13:88:88 iimager: Read ¢ 258.1 GB (258859358816 bytes)
2815-11-26 13:88:88 iimager: Written : 72.74 GB (72744468583 bytes)
2815-11-26 13:82:88 iimager: Total Processed: 258.1 GB (258859358816 bytes)
2815-11-26 13:88:88 iimager: Image Speed 1 78.88 MB/sec

2815-11-26 13:88:88 iimager: Elapsed Time i Bh 58m 52s

2815-11-26 13:88:88 iimager: Compression 1 78.91 percent

2915-11-26 13:88:88 iimager: Bad Sectors : 8

2815-11-26 13:@8:88 iimager: Copying logfile to ILook.881/
2815-11-26 13:88:88 iimager: Clearing computer memory. .

The log file shows the period of imaging of a 250-GB drive
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Special forensics tools are required to open and examine the data held in an image,
and they do so without altering the image and contaminating the evidence, in the
tradition of sound forensic practice. Unlike an organic or physical exhibit, such as a
corpse or an oil painting, where biopsies of tissue and samples of canvas and paint
are excised and usually destroyed during testing, a forensic image preserves all the
data in pristine condition. It allows files of importance to be extracted and displayed
using the forensic software, but it does not change the composition and integrity of
the image or the files and metadata it contains.

Being able to examine files and folders from an image to reconstruct events of
relevance requires a user-friendly interface. Looking at system files, navigating file
directories, and opening cache folders to view browsing history are now supported
by enhanced forensic software. The following screenshot shows a text file being
viewed using ILookIX so that the contents may be viewed while deciding whether
the file is relevant to the investigation:

ol
Find and Replace

%lj Find
o
¥ Find: | -
=
= search: Al -
Match case
b
1 Find whole words only
Regular expressian
x [Strea Edit. Filker
Files matching
File List {2) Gl
1
._ LABORATORY CHEMICALS THAT ARE EXFLOSIVE
Qg OR MAY DEVELOPE EXPLOSIVE POTENTIAL ON DETERIORATION
E 1 Explosive Laboratory Chemicals

The following list of explosive chemicals that may occur in the laboratory is drawn from the Australian Cods for the Transport of
Dangerous Goads by Road and Fail and from Appendiz C4 (Explosive chemicals) of MLJ. Pitt and E. Pit Handbook of
Laboratory Waste Dispasal. The list may not be complete.

Approprate care should be exercised n the storage and handhng of these matenals.

acetyl peroxde
aretulana

Viewer Properties Hex Wi Plain Text Wiew Log Histogram Comments

View of a text file using ILookIX
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The exact view of a file is shown in the following screenshot, which displays the
Properties sheet that provides a record of the file metadata, including timestamps
and file location. This information may be useful in the reconstruction of a
transgression or identifying a link to a perpetrator:

Properties
=l | Property Value

: WelcomeFax. bif

Top Lewel

-

»:_\,. Parent Mazximal Mo V33 (1)

o J
Key 17422 | 100.0.5247.17316
e TR
Type LiF
Path
Full Path Maximal Na..,
Created Tuesday, April 12, 2011 &:17:26 AM
Last 0
Tt Wednesday, September 11, 2013 &:10:58 PM
Last Modified Tuesday, April 12, 2011 8:17:28 AM

o] Additional

date records

e Mirus Trojan

Mo
scanned

Truncated Mo
Aktribukes .-

Metadata [Exif IFDO]
Unknown tag (Ox00fe): O
Unknown tag (0x0100); &16
Unknown tag (0x0101%: 1056
Unknown tag (0x0102): §8 8
Unknown tag (0x0103): &
Unknown kag (0x0106): 2
Unknaown tag (0x0111% [212 Syskem.Int32s]
Unknown tag (0x0115): 3
Unknown tag (0x0116): 5
Unknawn tag (0x0117Y: [212 Syskem.Int532s]
¥ Resolution: 96/1 dots per inch
¥ Resolution: 961 dots per inch
Unknown tag (0x011ch: 1
Resalution Unit: Inch
Unknown tag (0x013d) 1

Mo thumbnail data exists in this image
& Hardlinks (1)

Linked
Obiject 17423
Key

Full Path  Maximal Mo Y55:0:\ProgramData) Microsoft Windows MTIMSFaxYirtualinbosxen-USiWelcomeFax]
. ACLDats 0

Wigwer Properties Hex Wiew Plain Tesxt Wiew Log Histogram Comments

The Properties sheet of a file viewed using ILookIX
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Similarly, recovering and viewing information from network server computers may
be restricted because the organization may not want to stop its normal business,
because each server or folder on a server may be imaged. To do so may be costly
and time-consuming and not guaranteed to recover the sought-for evidence. The
following figure shows a spreadsheet of search results of the ISeekDiscovery
automaton deployed on a large dataset to recover files of potential value to an
investigation without disrupting the functions of the network or contaminating

the data:

B 3 s N 7 ) Y EE—————
= 3 Fie Fnd U Create KIX Category X |5 1seskExplorer Preferences
Index % Tag Operations A ’ | o
e EBactserch | o x B AMACTNE 1BE54217 5 +emal_ 0CBC6-Data_ok. sk D Moot LRk
B Description Al 4 A 8
4 File/e-mail load categorized by type ~| 1 Parameter Valuve

4 #| 2 ISeek Version I1Seek (64bit Version) © v3.9.115
0 Evidential material categories % 3 isk Container Guid 58d38461-be4-40c3-af 26-14b73bacbdes
| 4 UTC Start 7/16/2015 5:46:40 AM
4| 5 UTCEnd 7/16/2015 5:54:14 AM
j=| & TotaMolumeFileCount 0

*| 7 TotaWolumeBytes 0 bytes
5 TotalFileCount 57004
S Totalytes 0 hyl?&
10 TotalFilesSearchedCount 0
11 TotalFilesSearchedBytes 11.179 GB (12003556647 bytes)
12 TotalFllesexcludedCount 0
13 TotalFilesExcludedBytes 245,447 MB (258418018 bytes)
14 TotalEmaliContainersCount 13
15 TotalEmaliContainersHitCount 7

18 Tt alEamailef arrbe [ca

ISeek Statistics Report

Viewer = HexViewer  PlanTextviewer i@ Hep
Name: - Sz Path

3 hit categories Q7 I5eck_ArchiveHits.dex 5720

and 0 ISeek Emaiits xisx 20,669

ISeekDiscovery
Staftistics

0 ISeek FleHts dsx
» @ ISeek_Stabisics.adsx

%21
6,963

Created

21507/16 21:54..
015/07/16 21:54...
2015/07/16 21:54...
01507/16 21:54...

Last Modified

2015/07/15 21:54: 14 ...
2015/07/15 21:54:14 .,
2018/07/16 21:54:14 ...
201500716 21:5% 15 ...

Last Accessed
215/07/16 21:5:14UTC
2015/07/16 21:54: 14UTC
215/07/16 21:54:14UTC
1ST/16 21:54: 18 UTC

Category 1 Category 2

mmaaf

The ISeekDiscovery automaton: search term hit statistics and corresponding recovered files

The following screenshot shows files of interest that have been selected for further
analysis. This can be shared with the investigator and legal team for them to see
whether the information is useful and should then be extracted:

IseekExplorer Explorer
Categories - 0

+ W Available FileTypes 39,629
£%  Case categories 0
- Search Results 3
5 fraud: 26/06/20158:14:19 PM | 566
= hutchens: 26/06/2015 7:24:... a7
= hutchens: 26/06/2015 7:32:... 1,422

Descripion
File/e-mail load categorized by type
Evidential material categories
Previous search results
fraud
hutchens
hutchens

File categories based on search terms for later analysis
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Mobile phones and other handheld devices are not imaged in the same way as
desktops. The hardware and interface of external devices such as a forensic computer
are different. Let's use the iPhone as a good example: unless the password is known,
the device cannot be accessed. Apple uses a series of encrypted sectors located on
microchips, making it difficult to access the raw data inside the phone. Special software
has been developed for the recovery and analysis of data from mobile phones, global
positioning system (GPS) devices, tablets, and remote phone modems.

This software connects the examiner's computer to the mobile device, which, through
a series of user commands and some small changes to the settings on the device,
allows the extraction of data. The software offers a logical extraction of the basic
information on the device together with a record of the device characteristics and an
extraction log. This enables a speedy triage of the data. Until recently, more detailed
extraction of mobile phones was possible, permitting an extraction or a dump of
much more of the device data in what was termed a physical extraction. The iPhone
model 45 onward no longer enables physical extractions. More recent versions of
Android devices similarly prevent more than a backup being taken of the device and
no longer allow physical dumps to be recovered. The attached SIM card and any
data-storage SD card can also be examined by these applications.

Leading software applications, such as Cellebrite and Microsystemation's XRY

kits, create a proprietary evidence container of the device data that is recovered
including extraction logs. The container can only be read by the software but does
allow extractions and exports of files for further analysis. The software user interface
is now refined and facilitates quicker analysis and report production, especially in
larger investigations involving a greater number of devices.

The following screenshot shows an example of a physical extraction case summary in
the XRY viewer screen. In this example, in an earlier Android version (2.3.4), it was
possible to make a physical extraction of important evidence of browsing activities.
This extra evidence provided the defendant the opportunity to prove his innocence
of serious criminal charges. Recent testing by my fellow researchers shows that a
considerable amount of data exists that is not captured by conventional extraction
software:
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FILE Home

Extract Data
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An XRY case summary view of a physical extraction of a Samsung GT-575001 Galaxy Ace Plus
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However, while connecting to the device, care must be taken to ensure that it does
not connect to a mobile network, local Wi-Fi, or Bluetooth devices in the proximity.
SIM cards are removed and may be examined separately to protect contamination

to the phone by inadvertent local connections. There are numerous cases where
mobile phones have been remotely reset to factory default mode, thereby wiping any
data needed for examination. Remote-wiping applications, intended to allow phone
owners to wipe private data on their phones in the event of theft or loss, are now
used by those wishing to frustrate investigators from accessing potential evidence.

Unlike laptops and desktop computers, mobile phones are not fully write-block
protected by forensic software and tools during data recovery. Small-sized programs
are often installed on them to assist in the extraction process. This has the potential
to contaminate and overwrite some space on the device, which, while not ideal, is
unavoidable. Chapter 8, Examining Browsers, E-mails, Messaging Systems, and Mobile
Phones will describe in more detail mobile phone forensics and the challenges it is
presently posing to practitioners because of enhanced encryption.

The special characteristics of digital
evidence

It will perhaps be useful for you to get some explanation as to what the courts
consider to be acceptable and unacceptable evidence. There are different categories
of evidence tendered in legal proceedings. The most common is direct evidence,
sometimes called witness or testimonial evidence. This is evidence of events
observed by the witness and depends on the credibility of the witness in terms

of the reliability of the witness's memory, honesty, objectivity, and so on. Such
witness testimony may be challenged and refuted, but it often goes a long way

in establishing the truth of a matter before the court.

Human testimony must be based on human observation —an eyewitness account, as
it is often called. It may be something the witness directly heard, felt, smelled, tasted,
or touched, but it must not be hearsay evidence or layperson opinion. Hearsay
evidence is any matter relevant to a case that a witness has not observed personally
through the five senses.

Courts have strict rules regarding hearsay and normally will disallow evidence

that has not been directly observed by the witness. For example, if a police officer

is informed by a witness of an offense that has taken place and apprehends the
perpetrator, the officer cannot provide evidence of what the witness observed and
has made a claim about. Such evidence from the officer would be rejected as it would
be considered unreliable. The witness may tell the court what was observed, not the
officer. Courts do not consider hearsay to be credible, particularly as the courts are
denied the ability to cross-examine for determining witness credibility.
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There are exceptions to the rule, which are made by court practice, legislation, and
case law. Opinion, for example, may be tendered as expert and scientific opinion,
which will be discussed in greater detail in Chapter 6, Selecting and Analyzing Digital
Evidence.

The circumstantial nature of digital evidence

Unlike evidence tendered by a human witness, which must be based on what was
observed by the witness, indirect evidence, such as digital evidence, is considered
to be hearsay. Indirect evidence, including digital evidence, is considered to be
circumstantial evidence and may be categorized in the same way as, for example,
a physical document such as ink on paper.

In theory, because the truthfulness of digital evidence is difficult to validate, it is
inadmissible in a range of criminal cases in jurisdictions based on English law.
Nowadays, however, its admission is discretionary in criminal cases. This has
raised claims that such leniency runs contrary to the interests of justice.

Digital information stored in electronic databases and audit logs, for example,

is computer-generated and does not always contain information generated by

human users. Such information has been challenged in some earlier legal trials,

but it has been successfully argued that these records may be admissible subject to
certain assurances as to the reliability and accuracy of the computer that created

and recorded the information. Courts also require some proof that the creation

and storage of these records are part of the organization's business activities. The
automated digital recording of speeding vehicles by radar detectors has been accepted
as admissible evidence in courts for several decades, although its reliability has been
challenged with some limited success.

Human testimony is not infallible and is sometimes found to be false, misleading,
or just plain wrong. Circumstantial evidence has no voice and so inferences may be
taken from it in an attempt to help prove some key fact. In this regard, inferences
drawn from digital evidence are now commonly used to prove some key fact in a
case, much in the same way as a knife found at a murder scene is tested for DNA
and fingerprints to identify the suspect.

However, by its very nature, circumstantial evidence is probabilistic in nature,

and that makes it challenging when trying to reconstruct a case. Digital evidence
and documentary evidence are subject to the same degree of legal scrutiny. They
are typically used as exhibits in a trial as supporting evidence in tandem with other
evidence forming the combined testimony for the presenting party. Digital evidence
is now more acceptable in courts because of its perceived similarity with physical
documents.
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The role of digital forensic practitioners is important as they explain the evidence
and interpret its meaning through scientific explanation and opinion. They in effect
interpret meaning from the evidence to assist the court in understanding the nature
of the evidence and what inferences may be drawn from it. Ideally, documentary
evidence is not submitted in isolation but corroborates or is corroborated by other
related evidence that enhances its admissibility and reliability. The seasoned
practitioner will look for extraneous evidence that assists in placing the evidence

in the context of its creation and of those involved in events relating to the case.

It is interesting to note that the US Federal Rules of Evidence exclude statements

of the state of mind or condition of witnesses from the hearsay rule. Rule 803(3)
(https://www.law.cornell.edu/rules/fre/rule_ 803) provides for the
admissibility of "a statement of the declarant's then existing state of mind, emotion,
sensation, or physical condition (such as intent, plan, motive, design, mental feeling,
pain, and bodily health), but not including a statement of memory or belief to

prove the fact remembered or believed unless it relates to the execution, revocation,
identification, or terms of declarant's will."

This important exception is useful in admitting e-mails and social networking
websites, which, despite the apparent informality of their communication, often
contain candid expressions of a writer's state of mind. It is a commonly accepted
principle in other jurisdictions, although proving criminal intent must be undertaken
in the context of proof beyond reasonable doubt and not 100-percent certainty.

File metadata and correlation with other
evidence

Digital evidence is quite often easy to locate and process and may contain useful
metadata that can provide important proof of past events. Many commentators
consider it superior to other forms of evidence. Files recovered as digital evidence
contain useful antecedents in the form of file content and metadata as to their history
in terms of their creation, modification, and last accessed timestamps. The location
and name of the file often remains on the computer, as does some information as

to when it was last opened and viewed. Such information can be most helpful in
reconstructing past events relevant to an investigation and is frequently present

in digital evidence.

[66]



https://www.law.cornell.edu/rules/fre/rule_803

Chapter 3

File metadata is stored in a broad range of applications. Windows Registry, for
example, records standard peripheral devices attached to the computer, such as
hard drives, monitors, keyboards, and printers. The following screenshot shows a
record of a USB device attached to the computer and a record of the last modified
timestamp and the type and serial number of the USB device:

MName - Type Size Last Modified Path Data
Capabilites REG_DWORD 4 11/Sep/20... \ControlSe... 16
Class REG_SZ 20 11fSep/20... \ControlSe... DiskDrive
ClassGUID REG_SZ 78 11/Sep/20... \ControlSe... %{4d362967—&325—11(&%&1-08002)&10318}
CompatbleIDs REG_MULTI_SZ 52 11fSepf20... \ControlSe... "USBSTOR'\Disk”, "USBSTOR\RAW®™,
ConfigFlags REG_DWORD 4 11/Sepf20... \ControlSe... 0
ContainerID REG_SZ 78 11fSepf20... \ControlSe... {03b6e33e-7140-5aba-bs6b-b3c2d5fcad00}
DeviceDesc REG_SZ 72 11fSepf20... \ControlSe... @disk.inf, %disk_devdesc¥s;Disk drive
Driver REG_SZ 88 11fSepf20... \ControlSe... {4d36e967-2325-11ce-bfc1-08002be10318}10001
FriendlyName REG_SZ 48 11fSepf20... \ControlSe... LaCie CooKey USB Device
HardwareID REG_MULTI_SZ 368 11fSepf20... \ControlSe... "USBSTOR'\DisklaCie__ CooKey PMAP", "USBSTOR \DiskLaCie. ..
Mfg REG_SZ 102 11/Sepf20... \ControlSe... ®@disk.inf,%genmanufacturer%e;(Standard disk drives)
Service REG_SZ 10 11/Sep/20... \ControlSe... disk

Windows Registry showing a record of an attached USB device

Link files showing details of recent files accessed by users are scattered around
a computer. They are useful to see what applications were recently accessed and
the identity of the file being accessed. This can be most useful information when
reconstructing a time line of key events. Link files and jump lists are helpful in
this regard and can provide file location and timestamp metadata, as shown in
the following screenshot:

Name Size | Tag Type <« Created Last Accessed Last Maodified

&21 w 220c2013 072113 FLOC201IZ 12:5... | 220201307210

618 ke

25/8ep/2013

.
258en/201

A B ) P ) ) [ | )

255er/201 25/5ep/2013 08: 36:.

4 3

List of link files recovered
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Knowing where a user has been browsing can also be insightful in crime
reconstruction. Cookie files are commonly stored on computers. These are small
text files that are created by each website visited by a user and are stored on the
computer. A list of cookie files recovered from a computer is illustrated in the
following screenshot:
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A list of recovered cookie files

Internet browsers typically store details of websites visited and these persist in
cached files that may be recovered, as shown in the following screenshot. However,
if the user has disabled browser history, this data may not be recorded:

File List (1,038)

7y

WIg)SASa| I

Mame

|&] 4% Orange Cirdes,htm
|&] 5% Orange Cirdes,htm
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412.htm
4454[1].htm
45-guidelines-for-explosive-and-po tentially -explosive-chemicals[ 1] html

Tan Tune s

Creatad I

Recovered cached browser files

Even more helpful, the icing on the cake if you like, is information recovered from
search history stores that show records of user searches made in browsers. This is
shown in the following screenshot, which is rich in timestamps and search terms
used. Remember that this information has been recovered from a forensic image and
not through the process of booting up the computer to look through the browser
history to view the information. That, of course, would probably contaminate the
records and most likely only recover some of the data.
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Other data may not be so easy to recover and would require a forensic tool to recover
the additional datasets. It is possible to convert the forensic image to a bootable

virtual drive to simulate the operation of the computer in logical or normal viewing
or access mode and avoid contaminating the original image:
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Recovered database files containing search term histories

Many software applications record data in their application logs. Multimedia players
have this feature as a default setting, as shown in the following screenshot. These
logs coupled with most recently viewed link files can be used to reproduce parts
of a time line relevant to the investigation:
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Virtual machine applications such as TightVNC can be accessed through the
ProgramData folder, as shown in the following diagram. The actual dates the
program was accessed on and other user activity may be determined and recovered:
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[
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8

Location of a remote access application

File content information is invaluable to the practitioner, but metadata provides
additional information, often of great value too. Chapter 6, Selecting and Analyzing
Digital Evidence will provide more detail about file and metadata analysis.
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The technical complexities of digital
evidence

This section outlines the technical complexities of digital evidence and challenges

to sound analysis. Like any form of indirect evidence, there are challenges to
understanding more complex evidence artifacts recovered from a crime scene.
Because of the technical complexity of digital evidence and its environment, some
experience and specialized knowledge is required. Now that we have looked at
examples of just how useful file and metadata information can be to the practitioner,
understanding clearly and more fully the nature of digital information is vital. This
section will introduce some challenges in using and analyzing digital evidence that
show that digital forensics, which often provides such important material, is not a
walk in the park.

Well before the emergence of electronic and digital data, it was difficult to forge
and alter physical documents compared with digital data because of security
measures protecting valuable documents and the special skills required to alter
ink or pencil on paper. However, it should be noted that nowadays more than 90
percent of documents are stored in digital format. This creates significant difficulties
in detecting any alteration to the data, requiring practitioners to link transgressors
to initiating events or to some conclusive statement through an unambiguous trail
of evidence. This sounds fine in theory, but often pieces of evidence are missing or
erased and a complete chain of evidence is not always available. The file metadata
may be present, but linking suspects to events through metadata that identifies the
person who created the event is fraught with difficulty.

The most important requirement in any examination is to link the suspect to the
events relating to, or associated with, a transgression. The lack of vigorous scientific
processes for linking transgressors is further complicated by the rise in anonymous
attacks on victims' computers and networks through various remote attacks. It can
be a formidable prospect for practitioners to be aware of such exploitation, let alone
trace the identities of transgressors. Even when the location of attackers is traced,
they are often based in countries where the authorities provide a safe refuge for
them. Extradition treaties, where they exist, do not always facilitate their speedy
and economic apprehension.
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The malleability of digital evidence

The relative ease with which digital evidence can be contaminated cannot be
overstated, and this is highlighted in the case study at the end of this chapter.
During any forensic recovery of potential evidence, great care must be taken to
avoid contamination of the evidence and particularly the crime scene. Depending
on the crime scene, different agents may be present that can destroy or at least alter
evidence. Animal and insect scavengers, the elements, and earth disturbance can all
affect the composition of a corpse. This may make it difficult to identify the body
and estimate the time and cause of death.

Similarly, electronic data may be easily altered, damaged, or erased through
improper handling, even by the well-intentioned. Switching on a digital device will
launch the operating system and various applications linked to the startup system.
Switching off a device will erase the RAM and, worse still, may make it impossible to
regain later access if the device is password protected and encrypted. Forensic tools
are required to connect and gain access to the data stored on the device. The tools
must prevent, or at the very least minimize, contamination to stored data. Chapter 4,
Recovering and Preserving Digital Evidence, describes in detail the processes and
forensic tools used to minimize evidence contamination.

Digital evidence may be modified to remove all traces of its existence on computing
devices, and evidence of such modification may not always be possible to identify.

It requires considerable effort and expertise by an examiner and a high degree of
luck or advanced data carving that may recover some filenames and content traces
or metadata that show the previous existence of a file or software used to remove or
modify it. As mentioned in Chapter 2, Hardware and Software Environments, thumbnail
.db files are an example of this and show the previous existence of multimedia files
on a computer.

Metadata should not be taken at face value

Metadata shows the various stages of the history of a file. Most commonly, it shows
the creation date when the file came into existence in the folder on the device. In the
case of a text document creation, the creation date, the date the file was modified,
and the last accessed date would be identical, as shown in the following table:

Creation date Last modified date Last accessed date

10/10/2012 20:50:32 10/10/2012 20:50:32 10/10/2012 20:50:32

File metadata timestamps
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However, if a user accessed the file at a later time, the last accessed date would
reflect that later event, as shown in the following table:

Creation date Last modified date Last accessed date

10/10/2012 20:50:32 10/10/2012 20:50:32 15/10/2012 18:.03:49

Last accessed timestamp altered

In the event that a user accessed the file and modified the content, such as deleting
part of a text document, that event would be reflected in a later timestamp to reflect
the modification. The last accessed date would also change to reflect the occurrence,
as shown in the following table:

Creation date Last modified date Last accessed date
10/10/2012 20:50:32 16/10/2012 11:50:59 16/10/2012 11:50:59

Last modified and accessed dates

It should be stressed that the metadata does not record all accesses and modifications
that have taken place. A Word document may store previous versions, and this
would require opening the file to see whether that provides additional information
about the file antecedents and contents that may have been recorded. This feature

is not a default setting for Word documents but is worth checking as a matter of
procedure.

Last accessed dates should not be taken as the actual time the file was last accessed
by a user, as antivirus scanners will access most files on a computer during a routine
scan to detect malware, and that may change the last accessed date. This may be
detected by reading the scan logs in the antivirus application.

In the following example, based on the case study in Chapter 2, Hardware and Software
Environments, involving the use of a movie player to view movie files that formed an
important part of a criminal case, close scrutiny of the file timestamps and user access
logs was necessary. The prosecutor alleged that the movie was viewed from the time
it was downloaded using the Kazaa file sharing application on September 19, 2004
and moved from the Shared Directory folder to My Documents folder. This resulted
in various versions being created of the same file. Various persons with user access
were known to have used the laptop at the defendant's residence and place of work.
The prosecution alleged that the movie had been viewed on 06 August, 2005, its last
known modified date. This did not show that the movie had been viewed, and the
movie player log and link files did not correlate that actual viewing of the movie had
occurred.
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The prosecution alleged that the movie was last viewed on 02 December, 2005,
based on the last accessed date, the inference being that the movie depicting child
exploitation footage had been viewed over a period of 15 months (adding to the
gravity of the offense) and that it could be concluded that there was knowledge
and control of the offensive material during this period.

The following table outlines user activity and file metadata for the movie file,
an .mpeg video:

File activity Date User with access Comment

File created 19 Sep 2004 | Defendant Same date.

File written

File modified 06 Aug 2005 | Defendant Other evidence
Guest User A corroborates user

access.

Guest User B
Guest User C
Others

File accessed 02 Dec 2005 | Defendant Unreliable data-virus
Guest User B checker contaminated.
Guest User C
Others

Analysis of user access and anomalous movie file metadata

The Last Written column displays the last date and time that a file was
actually opened, edited, and then saved. If a file is opened and then
T~ closed but not altered, the last written date and time do not change.

The last accessed date of 02/12/05 was shown to have been modified by the
computer virus scanner, as shown in the following screenshot, and not accessed
by the user at this time. It shows the Symantec antivirus application log recording
confirmation of a scan on 02/12/05 at 8:15:34 PM. This had the effect of reducing
the potential viewing period to 12 months. This phenomenon was repeated in
access instances to other movie files recovered from the laptop. It demonstrates
that practitioners must always be wary of making premature conclusions about
file metadata:
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"Task scheduler service”
started at 3/12/2005 3:33:52 AM
"Symantec Metbetect.job" (NDETECT.EXE)
Started 3/12/2005 3:34:03 aM
"Symantec Netnetect.;oh" (MDETECT. EXE)
Finished 3/12/2005 3:34:05 aM
result: The task completed with an exit code of (0],
“symantec MetDetect.job” (NDETECT.EXE)
started 3/12/2005 3:39:00 aM
"Symantec Metbetect. job" (NOETECT.EXE)
Finished 3/12/2005 3:39:00 aM
result: The task completed with an exit code of (0).
"symanted MetDetect.job” (MOETECT.EXE)
started 3/12/2005 3:44:00 AM
"Symantec MetDetect.job" (NDETECT.EXE)
Finished 3/12/2005 3:44:00 aM
result: The task completed with an exit code of (0).
"symantec Metbetect.job” (NDETECT.EXE)
Started 3/12/2005 3:49:00 aM
“Symantec MetDetect.job" (WDETECT.EXE])
Finished 3/12/2005 3:49:00 AM .

An antivirus application log showing confirmation of the scan on 02/12/05 at 8:15:34 PM

Last accessed dates should always be treated with some circumspection when
viewed in isolation. For example, some applications and files may be sensitive to a
mouse pointer hovering and touching the file, which may record it as having been
accessed when it fact it was not. Access helps the practitioner analyze whether

the file was opened or not. By verifying access to a file of importance during an
investigation, that information may be used to infer knowledge and control of the
file and its contents —most useful for courts to determine the likely guilt or innocence
of a suspect.

Basic file timestamps also offer some confusing results, as is demonstrated in the
following table. This example shows a last modified date that predates the creation
date, which at first inspection looks like an error or contradiction of how files are
stored. This is a common occurrence and reflects that in a previous form, the file
was created on 09/09/2012 but was moved to or copied to another folder.
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The original creation date becomes the new last modified date and a new creation
date is based on the file's genesis as a new version of the file at its new folder. This
phenomenon must be identified to avoid any misinterpretation of key dates:

Creation date Last modified date Last accessed date
16/10/2012 11:50:59 09/09/2012 07:01:13 16/10/2012 11:50:59

An example of the last modified date predating the file creation date.

Downloaded files, including image and video files, also demonstrate this phenomenon,
sometimes with dates that are of seventeenth or nineteenth century in origin, well
before the time of desktop computing. The 01/01/1801 timestamp is a common
default time when time indexing is not initiated on the device.

Recovering files from unallocated space
(data carving)

Chapter 2, Hardware and Software Environments described the process of file

deletion and its degradation and eventual erasure through system operation. This
results in many files being partly stored in the unallocated area of the hard drive.
Traditionally, these fragments of files could only be located and carved out manually
using a hex editor able to identify file headers, footers, and segments held in the
image. The filesystem allocation information is not usually available to locate and
examine these files, hence the need for a labor-intensive and challenging operation
for the practitioner. However, file carving remains a vital process used in many
cases where the recovery of suspected deleted files from an important part of an
investigation is required.

Leading forensic tools such as ILookIX allow the practitioner to locate blocks and
sectors on the hard drive thought to contain deleted information of importance. By
manually looking at the disk through the Disk View component, as shown in the
following screenshot, unallocated space can be viewed to see whether any data is
stored there. In this view, the red blocks denote system files, the yellows show folder
structures, greens indicate sectors allocated to a file, blues are free space, and greys
(not shown) indicate unused space:
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Disk View
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The ILookIX hex editor allows the data on selected sectors to be viewed in
hexadecimal and readable text as shown in the two columns in the following
screenshot. Using this tool, the start and end of file segments can be selected

and used in an attempt to reconstruct or partially rebuild the file:
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Obviously, this manual process is time-consuming as many filesystems contain
millions of deleted files and file fragments, and automated systems have now
replaced manual file carving to a large extent. ILookIX will recover and salvage
deleted data, allowing the user to index this recovered data, as shown here:
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Indexing all unallocated blocks on a forensic image

This process will create an index of the data in all of the blocks not currently assigned
to any file, facilitating near-instant searching of unallocated blocks. Indexing
unallocated blocks can take a considerable amount of time to run and may not be
useful for most cases. Indexing Mac OS unallocated blocks is not worth the time
because of the compression the operating system uses. Like other search term queries
for file, e-mail, and registry hits or traces, searching through unallocated space can be
effected as shown in the following screenshot:
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Date and time problems

During any digital evidence analysis, the reliability of the file timestamps is critical
in making a valid reconstruction of key events. The timestamps on all digital devices
are an automated system that can often be adjusted manually. Laptop and desktop
computers, for example, need to have the computer clock set when the device is
tirst commissioned for use. Computer clocks are notoriously unreliable at sound
timekeeping and require automatic synchronization with a reliable online service
such as the National Institute of Standards and Technology (NIST). If the device
has not been used for some time or there is no automatic synchronization, then

it is more than likely that the computer clock has been running slow or fast. This
discrepancy can increase exponentially and make the logs of file events unreliable.
Some clocks may be running an hour faster or slower and, in some cases, this may
be in terms of days or even years.

Users may also set the device to the local time zone, or the time zone may change

in the instance of a traveler taking a laptop through various time zones where the
device may have been subject to change. In Windows Registry, a record is kept as to
whether automatic time synchronization is active or not and when the previous (last)
time zone and clock settings were adjusted.

Some filesystems store all of the date/time information in Coordinated Universal
Time (UTC). Others use the local time zone of the location wherein the mapped
image originated. The origin time zone is the time zone used by the filesystem: it
may be UTC or it may be another time zone. Even if the user has selected a specific
time zone, Windows Registry will record the time zone as UTC or Zulu time or
GMT+0. This must be acknowledged when interpreting timestamps in Registry

as distinct from the general file folders shown in the Windows directory.
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To emphasize the point, the view of Windows Registry shown in the following
screenshot relates to a search for USB devices connected to the suspect's desktop
computer. These timestamps were recorded as UTC and not UTC=8, the local time
zone. This is just simply how Registry records information, and it can trap the unwary:

MName i} Type Size Last Modified Path Data
usb_vid_054c&pid... | REG_SZ 18 03 Jan 2015 04:52:51 \DriverDatabase\DriverPackages\v_mscdsc.i...  Sony DSC
usb_vid_054c&pid... | REG_SZ 40 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackagesiusbstor.inf...  Sony USB HFD Drive
usb_vid_054c&pid... | REG_SZ 45 03Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf... Sony USB CD-R/RW Drive
usb_vid_054c&pid... | REG_5Z 66 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony Mavica Digital 5til Camera
usb_vid_054c&pid... | REG_S5Z 60 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf... | Sony USE Memory Stick Walkman
usb_vid_054c&pid... | REG_SZ 32 03Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony USE Floppy
usb_vid_054c&pid... | REG_SZ 30 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\v_mscdsc.i...  Sony Camcorder
usb_vid_054c&pid... | REG_SZ 64 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony Memory Stick Reader fWriter
usb_vid_054c&pid... | REG_SZ 70 033Jan 2016 04:52:51 \DriverDatabase\DriverPackagesusbstor.inf...  Sony MG Memory Stick Reader Writer
usb_vid_054c&pid... | REG_5Z 50 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony USB Network Walkman
usb_vid_054c&pid... | REG_S5Z 70 03 Jan 2016 04:52:51 ‘DriverDatabase\DriverPackages\usbstor.inf...  Sony USE Memory Stick Hi-Fi System
usb_vid_054c&pid... | REG_SZ 70 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony MG Memary Stick Reader \Writer
usb_vid_054c&pid... | REG_SZ 52 03Jan 2016 04:52:51 \DriverDatabase\DriverPackagesiusbstor.inf...  Sony MG Memaory Stick CLIE
usb_vid_054c&pid... | REG_SZ 64 03 Jan 2016 04:52:51 \DriverDatabase\DriverPackages\usbstor.inf...  Sony Memory Stick Reader fWriter

Windows Registry timestamps showing UTC time

Later chapters will look at file analysis in much more detail. The next section looks
at assessing the evidentiary worth and admissibility of digital evidence.

Determining the value and admissibility
of digital evidence

If digital evidence is being contemplated for inclusion during legal hearings, it
must meet a number of conditions and the high expectations of the court. It must
have some probative value in that it adds to the chain of evidence that supports the
criminal or civil case. Before the evidence tendering occurs, it must comply with
some mandatory conditions as to its admissibility. If it fails any of these conditions,
then it is likely to be deemed by the court as inadmissible and not admitted as
evidence, preventing the judge or jury from examining and deliberating upon it.

In most jurisdictions, legislation and common law govern the admissibility of
evidence. Some jurisdictions are far less prescriptive than others, such as the USA,
relying heavily on magistrates or judges to analyze the circumstances surrounding
the admissibility of digital evidence. Special forensic expertise is normally required
to locate, analyze, and determine the admissibility of digital evidence, and it

often goes unchallenged when it really should be scrutinized more thoroughly.
Increasingly, courts have agonized over the admissibility of digital evidence,

as legal disputes may arise that diminish its usefulness.
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Inquisitorial systems are common in a number of different jurisdictions, such as
France, Germany, and other European states; parts of Africa; South America; and
a range of Asian countries. The inquisitorial system is based on earlier Catholic
inquisitions and is constructed to seek the truth of the matter at hand by thorough
investigation and examination of all evidence. It is an alternative model to the
more recently adopted adversarial system used in common law countries such as
the United Kingdom, Australasian countries, and North America. Critics of the
adversarial system claim that it seeks the truth through competition between the
prosecution and the defense to present the most compelling arguments, all of which
can obscure the search for the actual truth. Both systems offer sound remedies

for justice and now share many similar features, with the advent of hybrid justice
systems combining features of each model appearing in recent decades.

The following subsections outline the value or evidentiary worth of evidence, its
admissibility, and how legal conventions apply specifically to digital evidence.

Explaining the evidentiary weight of digital
evidence

The value of evidence recovered from a crime scene is based on its relevance to
other evidence available in support of some ultimate conclusion as to the identity
and culpability of a suspect or suspects. The information considered of evidentiary
value must be plausible and relevant to the matter at hand, that is, it is plausible and
reasonable, has some bearing on the case, and adds to the collection of information
from which inferences as to the guilt or complicity of suspects may be drawn.

It is the responsibility of judges and juries to evaluate the weight of the evidence
to determine the defendant's guilt or innocence. It is explicitly not the role of the
practitioner to comment on the defendant's culpability. However, the practitioner,
who is probably the first to identify information that has some bearing on the

case under investigation, must make a valued judgment as to the actual relevance
of information located to the case. This is just as important in digital evidence
examinations, where it is the practitioner who may initially be the only person to
locate relevant evidence and understand its significance.

The practitioner may often be working to a specific brief to locate evidence, such

as in a fraud investigation, and would have some idea of the nature of the offense
and the type of evidence that supports a prosecution. Legal argument and debate
may occur over the strength of the inferences that may be drawn from the evidence.
Challenges will normally ensue when it appears the evidence may be misinterpreted
or is unreliable.
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To strengthen the weight of a case, sufficient evidence is required to prove or
disprove the elements of the matter. Obviously, any evidence rendered inadmissible
will degrade the overall stature of the case and could lead to its collapse. Many
cases do not go to trial because the weight of the evidence is tenuous and lacking
corroboration and any certain proof of linkage to the suspect may be uncertain.

Issues with the admissibility of the evidence may also prevent many guilty suspects
from facing their day in court. However, before the weight of the evidence may be
deduced by the court, it has to be admissible. We will look at this in some in detail
in the next subsection.

Understanding the admissibility of digital
evidence

Disputes over whether evidence is admissible are not uncommon; yet, in cases
where digital evidence is tendered, there seems to be an unwillingness to contest
digital exhibits when in fact there may well be strong grounds for doing so. This may
be due to the newness of digital evidence and the legal fraternity's uncertainty in
handling cases of a technical nature. A lack of understanding by lawyers of digital
evidence, especially when viewing exhibits that may be technically complex, may
also contribute to them failing to understand whether this new type of evidence

is admissible or not. In practice, it is the judge's right to evaluate the admissibility

of a digital document; however, this may sometimes be passed on to the jury to
deliberate during the actual trial.

It is the role of the practitioner to advise the investigative or legal teams as to the
admissibility of digital evidence. Because of the increasing complexity of technical
evidence and the length of time it takes to run these costly court cases involving this
type of evidence, there may occur a trial within a trial in the presence of a judge and
absence of the jury. The hearings consist of the experts from opposing sides in the
case presenting technical evidence and expert opinion. These trials are called voir
dire hearings, sometime jokingly called hot-tubbing hearings. It allows the court

to hear arguments from both sides and make a ruling as to the admissibility of the
evidence without confusing and possibly creating bias in the mind of jurors.

The weight of evidence is normally not defined by legislation, but the admissibility is,
and evidence must meet court guidelines and practices in various legal jurisdictions.
Admissibility of evidence requires that the evidence be acquired lawfully, be relevant
in that it proves or disproves some part of a case, and be reliable.
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Defining the lawful acquisition of digital
evidence

The first rule requires the party presenting the evidence to provide assurance that it
was obtained lawfully. Now, this may simply be a matter of the owner or custodian
of the evidence having provided free and unhindered access to the evidence and
permitted it to be taken, or imaged in the case of digital evidence, for use in legal
proceedings. Some written authority from the owner to that effect would normally
be acquired.

Lawful acquisition may be covered under relevant legislation, empowering law
enforcement officers to gain access to premises and seize computer devices suspected
of containing evidence. This could be a customs officer at an airport examining a
computer and having some reason to suspect that there is incriminating evidence
stored on the device. The powers of seizure of suspected objects are provided by

the specific legislation governing the agency, and no search warrant is required.

A search and seizure warrant issued by a magistrate or judge is the other option

law enforcement agencies have. A warrant specifies the reason for its issue, the place
where it may be served, the persons to whom it relates, and the type of objects that
may be seized.

Practitioners must have a sound understanding of the legal issues involved
regarding what constitutes legal seizure of computing devices, including mobile
phones, as well as the data that may become evidence located on the devices and
on computer networks. Practitioners should always consider that the evidence
may well be required for legal hearings in the future, notwithstanding the original
circumstances and purpose of the acquisition of digital evidence, which may

not originally have been intended for use in legal proceedings. Consequently,
practitioners' understanding and compliance with legislation covering the
acquisition of the evidence is important.

The seizure of mobile phones during the arrest of suspects and searches of their
homes and vehicles has recently presented some problems for law enforcement
officers in the United States. Recent US Supreme Court rulings impose requirements,
irrespective of whether the phones were seized during a general search warrant
or under an agency's seizure powers, requiring that a separate search warrant be
obtained to examine the seized phone. A 30-day stipulation may also be imposed,
requiring the agency to provide evidence obtained within that period. This has
caused some concerns that mobile phones, which in themselves are becoming
increasingly difficult to obtain forensic images from, and the backlog in criminal
cases stretching police resources may make it untenable in the future to examine
mobile phones unless in exceptional cases and emergencies.
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While this may frustrate investigations and displease practitioners, it does require
them to have sufficient training, policy, and technology for the proper handling
of mobile-device evidence. Sound professional development that enhances the
effectiveness of law enforcement agencies in digital evidence collecting can only
enhance the admissibility of digital evidence in criminal proceedings.

If, in the execution of a warrant, action by the officers goes beyond what has been
stipulated, or the warrant was obtained after the seizure of evidence artifacts, many
jurisdictions will suppress the evidence, thereby rendering it inadmissible under
normal circumstances. However, in some jurisdictions, such as in the United States, if
other untainted evidence exists supporting the case, the defendant may be convicted
on the strength of the suppressed evidence.

Emphasizing the importance of relevance in
terms of digital evidence

While varying somewhat in different jurisdictions, the relevance of digital evidence
is assessed by courts in the same way as other forms of circumstantial evidence.
Various court standards and case law generally expect that evidence be relevant,

not be hearsay, and not be overly prejudicial. Accordingly, courts may require
practitioners to explain the complexity of the creation and storage of digital evidence
in terms of the relevance of the evidence presented.

Relevance as well as the plausibility of the evidence is also a matter for the jury to
deliberate upon in terms of the weight that may be inferred from each evidence
exhibit. Because of the technical complexity of digital evidence, judges have difficulty
in determining whether to admit the evidence based on what they believe its
relevance is. It is not uncommon for an overzealous or inexperienced practitioner to
misinterpret or overinterpret evidence to suit the particular argument or hypothesis.

The evidence must pass some form of logical relevance test, which is not overly
onerous, as a court's determination of logical relevance is reviewed under a test
applied to digital evidence, in much the same way as it would apply to more
traditional evidence forms. The relevance test of digital evidence is intuitive and
dismisses the view that digital evidence possesses some fundamentally mystic
logical relevance.
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Outlining the reliability of digital evidence

In attempting to define the reliability of digital evidence, a number of adjectives
spring to mind as there is no universally acceptable definition. Authenticity,
accuracy, and fidelity are often offered to explain the definition, rather than taking
the word "reliable" at face value, which has a multitude of different interpretations
in different contexts. While the definition varies among jurisdictions, it is generally
agreed that the evidence is considered to be what it purports to be and has not been
tainted or contaminated in some way. It is helpful to define the reliability of digital
evidence in terms of the protection of its integrity with respect to:

* The reliability of forensic tools used in its collection and preservation
* The efficacy of the recovery and protection process
* The absence of human or machine contamination of the digital evidence

* The adequacy of device and network security to protect the digital evidence

The importance of the reliability of forensic
tools and processes

Practitioners use a variety of forensic tools to search large datasets and complex
computer file structures to recover files relevant to a case for further analysis. When
acquiring and processing digital evidence, evidence may easily be contaminated and
ruin other potential evidence stored on a device. It is normal practice for practitioners
to make forensic images of each device, thereby facilitating the identification of
further evidence through further analysis. There is a problem if the acquisition tools
and forensic processes fail to preserve and lead to the contamination of evidence. Data
may be overwritten or lost, and false information could be retrieved if some software
program has been set as a booby trap to conceal or destroy evidence, for example.

Courts have questioned the admissibility of digital evidence because of concerns
of contamination during recovery and have denied evidence from being admitted
because of suspected contamination. The Daubert Test, mentioned in Chapter 2,
Hardware and Software Environments, is used extensively in the United States to
evaluate the validity of tools and recovery processes, but it is regrettably yet to be
widely used in other jurisdictions.
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Courts have recognized that with the pervasiveness and increasing significance of
digital evidence, there is a concomitant increase of risk of evidence being tampered
with. Many courts recognize that digital evidence presents more complicated
variations of the authentication problem than do paper documents. In the case of
digital evidence, some forensic expertise may be required to verify that the evidence
is trustworthy. Evidence considered untrustworthy may be considered inadmissible
in legal proceedings and becomes irrelevant to the case and, of course, detrimental
to one of the contending parties.

Chapter 4, Recovering and Preserving Digital Evidence, will look in greater detail at
digital evidence preservation, and Chapter 5, The Need for Enhanced Forensic Tools,
will present the need for more advanced recovery and analysis tools.

Evaluating computer/network evidence
preservation

Information is a critical resource for most organizations, which are progressively
becoming more reliant on computer-based systems to store and manage their
information records. These management systems incorporated in computer
databases are often linked through electronic networks to a range of internal and
external users who need to access and use the information.

While an efficient and convenient system for managing information, these databases
are vulnerable to a range of threats capable of degrading the overall reliability of the
records they hold. When connected through a networked system, these computer
databases face even greater risks, being vulnerable to a variety of threats that may
jeopardize their admissibility as reliable evidence.

Increasingly, networked database system administrators and users are confronted
by security problems from a wide range of threats. System security is not showing
any signs of real improvement, and some argue that it may be getting worse. The
problem of network database security, attributed to the rapid development of
information technology during the past 40 years, appears to be further exacerbated
by it developing at different rates, in different locations, and in different industries.

Although some courts have imposed stringent requirements to verify the
authenticity and accuracy of digital records, it has been more often the case that
more courts have been less demanding in accepting assurances as to the authenticity
of such evidence. Fraud trials, for example, frequently involve altered paper
documentation, which, through various techniques, can easily be altered, and while
defendants challenge the authenticity of the evidence, courts will not support such
claims based on the unsubstantiated supposition of alteration or fabrication.
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However, there is a view that because of the different characteristics of digital
evidence, it requires closer scrutiny to verify that sufficient evidence of authenticity
and relevance is present to be considered admissible. Often, the circumstances of
the preservation of a paper document are paramount, not the circumstances of

its creation, so as to assure that evidence being tendered is what it purports to be.
Digital evidence is of a different format and poses more complicated authentication
problems than does paper records.

English courts have long adopted the "best evidence rule" in determining the
admissibility of evidence on the grounds that they will attribute more credence to
the best evidence available, notably original documents and oral testimony. This
rule also applies to network-stored data, although the retention of original digital
information will require some degree of authentication and assurances as to the
integrity of the network security.

Corroborating digital evidence

As in traditional legal cases, it is always desirable to corroborate digital evidence
wherever possible. Windows Registry, for example, retains records of the operating
and application systems' environment and can be used to corroborate and

explain other located evidence. But it too may need to be corroborated with other
information stored on the computer rather than being taken at face value. Such
corroboration might include consulting application log files and . 1nk files.

As mentioned previously, computer clocks are inherently unreliable timekeepers
with a propensity to change time almost imperceptibly. Over time, this can result

in inaccurate timekeeping that may adversely affect the validity of timelines. There
have been cases of network terminals being more than a year slow because of failure
to synchronize with a reliable timekeeping service.

Proving the authenticity and correctness of digital evidence is a constant requirement
in legal cases to determine its evidentiary worth. Taken at face value, there is a
danger that digital evidence has sufficient evidentiary weight, and some form of
corroboration helps add to its value. For example, the operating system may create
some instability that may skew evidence, such as the accuracy of file timestamps or
identifying user access, leaving it to be misinterpreted.
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Documentary evidence may also provide corroboration in support of specific digital
evidence. For example, the evidence of an incriminating document being created

on a work computer and then printed may show which user account created the
document because of a microdot identifier on the printed document. This would

be especially helpful if the electronic records of the printer and the computer

were unclear as to the history of the document, printer spool records often being
overwritten and difficult to interpret conclusively. Such processes, including
microprinting, are commonly used to prevent and detect forgery of computer-
created documents. The following site provides some recent developments in such
security protection:

http://www.xerox.com/innovation/news-stories/microtext/enus.html

Corroboration may be enhanced by the use of human testimony. A witness can
testify that the suspect was at the keyboard at the time of the offense. Conversely,
a true alibi may be provided by a witness who confirms that the suspect was not
present at the computer at the alleged time. This is highlighted in the following
real-life case study.

Case study - linking the evidence to the
user

Consider a recent case where a departing employee contrived to forge a $50,000
separation bonus assisted by the company accountant. The employee e-mailed the
accountant to seek the CEO's approval requesting that the bonus be backdated to a
time prior to the takeover of the company by a new owner. The letter of approval
tendered to obtain payment was backdated but not received and paid to the employee
until after the takeover by the new owner, who believed that it was a pre-takeover
arrangement. What later attracted the attention of the new owner was the large
amount of the bonus. Further inquiry revealed that the e-mail records between the
employee and the accountant were deleted from the employee's computer, in itself
thought a highly suspicious act by the new owners.

Fortunately, the e-mails were recovered from the e-mail server, but no record of

the creation of the letter approving the bonus was located on the accountant's or
CEO's computers. Using forensic tools, the e-mails were partially recovered from
the employee's computer and the bonus attachment was recovered from a deleted
e-mail backup file (.0sT). Staff members who had tried to piece together the e-mails
on the two computers did so without any formal forensic knowledge and altered
several related documents that had been attached to the incriminating e-mails. The
last accessed and modified dates had been inadvertently altered, preventing a fuller
reconstruction of user access to the documents.
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Potentially, allegations by a defense lawyer recognizing that there had been access to
the files after the computers had been returned by the employees could be made to
suggest that the e-mails could have been altered or falsified by these staff members.
It was possible to determine the document metadata from server records. However,
the timestamps on the e-mails and documents, so crucial to prove a conspiracy to
falsify the bonus claim and approval, were now compromised.

Examination of the bonus approval document showed that it had been scanned from
an original signed document and saved in PDF format. This document had retained
its creation date but no authorship details. It appeared that the CEO's electronic
signature had appeared on the original document, which was not recovered.

The dates appended to the signature were handwritten and pre-dated the sale of

the company. The CEO's electronic signature was present on a number of other
documents found in the accountant's e-mail files and could possibly have been
added to the original text document prior to it being scanned.

However, the PDF metadata showed that the document had most likely been created
post-takeover and was confirmed to be a scanned document by virtue of its content
and identification by the ILookIX scan-detection tool. The tool was able to open up
volume shadow snapshots that recovered and deconstructed the e-mail backup file
containing various deleted e-mails. These e-mails, corroborated by the more reliable
records stored on the server, assisted in reconstructing the case antecedents, which
could then be used in subsequent legal proceedings.

This case exemplifies the value of file content and metadata, but it also demonstrates
the vulnerability of the data to deliberate and unintentional human action resulting
in evidence contamination. Had the fraudster had the wit and opportunity to delete
e-mails while still synchronized to the e-mail server, those records too would have
been erased and not necessarily recovered. This also shows the need to ensure that
e-mail servers keep a full record of all e-mail messages, even those deleted by users.
A backup of the e-mail stores for defined periods is often a legislative requirement
of government organizations. In many countries, this is mandatory for public
companies, as enacted in the US under the far-reaching provisions of the
Sarbannes-Oxley Act of 2002.
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The Nature and Special Properties of Digital Evidence

Summary

This chapter defined digital evidence and explained its evidentiary value and

the conditions it must satisfy to be admissible in legal proceedings. The special
characteristics of digital evidence were described, showing its great value but also
the problems in using it because of its often-complex technical characteristics.

The special role of the practitioner to analyze and explain digital evidence to the
layperson and the legal fraternity was emphasized.

The reliability of digital evidence in terms of its integrity and use as best evidence
was introduced, and in Chapter 4, Recovering and Preserving Digital Evidence, we

will look more deeply at the tools and processes for its recovery and preservation.
Chapter 4, Recovering and Preserving Digital Evidence, will cover innovative technology
that helps practitioners preserve evidence in better and unique ways to avoid
contamination as well as making their work a little less arduous.
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Recovering and Preserving
Digital Evidence

The importance of recovering and preserving digital evidence collected from a
broad range of devices and the processes used to do so are looked at in this chapter.
The chapter explains the importance of preserving digital evidence in line with
legal expectations. It describes the forensic processes and tools used to acquire
digital evidence without undue contamination. The topics covered in this chapter
are as follows:

* The concept of the chain of custody in relation to the preservation of
evidence from its collection up to its tendering in legal proceedings

* The acquisition and safe custody of digital devices and data

* The recovery of digital evidence through forensic imaging processes, also
known as dead recovery

* The acquisition of digital evidence through live recovery processes
* The efficacy of existing forensic tools and the emergence of enhanced tools

* Case studies that highlight the processes and pitfalls of recovering and
preserving digital evidence recovered from a crime scene

A digital forensic examination requires a systematic, formalized, and legal
compliance approach to enhance the admissibility of the evidence, the need for
which was introduced and emphasized in Chapter 3, The Nature and Special Properties
of Digital Evidence. It is always important to assume that any forensic examination
will be critically scrutinized. Courts need to satisfy themselves as to the reliability
of the evidence and the integrity of the forensic processes and tools used to procure,
secure, and analyze the evidence throughout the entire forensic process.
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The digital crime scene is integrated with the physical crime scene in that the digital
evidence is located in a physical artifact, notably, some form of computing device
such as a desktop computer, a mobile phone, or a digital storage medium, including
flash drives and external storage drives. A physical crime scene observes the laws
of a physical nature, which dictate the appropriate recovery of physical evidence,
whereas the analysis of stored digital data is used to find digital evidence.

Courts will generally accept that a chain of responsible and legitimate custody

of an exhibit acts as an assurance of the integrity of evidence unless proven to be
otherwise. Any break in the history of what is commonly referred to as the chain

of custody potentially degrades the admissibility of digital evidence as well as its
evidentiary value. It is the maintenance of the integrity of the evidence from seizure
until the time the practitioner or custodian of the exhibit produces it in court.

The next section describes the chain of custody and its importance in preserving
evidence exhibits that will later be used in legal proceedings, criminal as well as civil.

Understanding the chain of custody

Whenever possible, great care must be taken when collecting and taking lawful
possession of any physical objects that may potentially be used as evidence in

legal cases. There are a number of important reasons why collected evidence must
be safeguarded from contamination. Preventing any intentional or unintentional
tampering of the evidence is paramount. If the evidence is not maintained in pristine
condition, some inconvenient and probing challenge from the opposing legal team
may well be anticipated.

If the evidence is seen to be tainted in some way, then its admissibility is
questionable. Not unreasonably, it should, as a matter of course, be challenged
because it is possibly unreliable and its authenticity is in serious doubt. In criminal
cases, where there is doubt about evidence, the jury would clearly be placed in

a difficult position trying to unravel the truth and determine the reliability of a
questionable exhibit. In such circumstances, the judge may well direct that the
benefit of the doubt be given to the defendant. The value of the exhibit is therefore
diminished and the judge may have it struck out as being inadmissible. This is
highlighted in the case studies later in this chapter.
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Assurances that sound protection processes and adherence to court conventions and
standards have been observed must be demonstrated to the court. Courts expect
that reasonable steps are taken to ensure exhibits were protected at all times. It is
critical to observe the rules of collection and the chain of custody of the evidence by
ensuring that the recovered evidence was not contaminated. This includes ensuring
that the evidence was not altered between its acquisition and its presentation in legal
proceedings and even before its acquisition by the practitioner. If it was altered for
some reason, then this must be disclosed to the court and other parties to the trial;
some explanation and justification should also be provided.

The rules of collection for a typical digital forensic recovery include the following:

Some assertion that the devices and evidence acquired were done so under
lawful authority.

A complete record describing the computer devices and peripheral
equipment such as modems, monitors, and printers and their location in
the premises where the devices were seized or accessed —a sketch map
is essential.

Photographic and video recordings of the previous two points.

The handling of each seized exhibit using antistatic and sterile gloves
and tagged with a firmly affixed label that describes the exhibit and may
be cross-referenced to the evidence register.

Noting the powered state of each device and recording whether the
devices were powered down and the nature of access if a live recovery
was attempted.

A description of the forensics tools used, including hardware and software
write blockers used, the model or version of each device or piece of software
that was used, and confirmation that the tools were tested and up to date.

A record of the personnel who seized and handled the devices and a
complete record of access to each device and the evidence storage device
from the point of seizure to court presentation.

A report of any alteration to the evidence recovered and an explanation and
justification of such alteration. For example, during the recovery of data
from mobile phones, it is normal to switch on the device and install a small
executable file to allow extraction. In theory, this might cause a loss of data
from the phone but it is an unavoidable process and self-justifying, provided
the practitioner can explain this if required to do so.
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The complete history of the custody of the exhibit must be fully documented to
account for its location and custodianship between seizure and presentation. This
includes confirmation of its safe custody until the expiration of possible appeal
periods. The court must also be satisfied that there is a complete record of any test
and examination of the exhibit, in particular, whether the exhibit was altered in any
way, such as in the case of sample tissue removed for toxicology and other analysis.
The court also requires some proof that the exhibit was protected from physical
damage while being transported from the crime scene to the place of safekeeping
and laboratories.

Obviously, the case can collapse if it can be shown or there is some suspicion that there
has been a break in the chain of custody. On occasion, the judge may direct that the
evidence is inadmissible, but alternatively may also permit the jury to make a decision
on its admissibility while considering its evidentiary value. Therefore, it is important
to show that the chain of custody is unbroken; otherwise, the court may disallow it if it
were to be challenged by the opposing legal team. The completeness and accuracy of
the evidence logging of the chain of custody enhances the court's willingness to accept
assurances as to the authenticity of digital evidence. Consequently, it is crucial that the
chain of custody adhere to approved legal standards.

Describing the physical acquisition and
safekeeping of digital evidence

The process of handling digital evidence is especially vulnerable to errors. Just like
blood samples or fingerprints, which may easily be contaminated at the crime scene,
digital evidence may also be damaged during collection and extraction unless strict
procedures are followed. The storage and safekeeping of physical records, such as
witness statements, crime scene photographs, facsimiles of manuscripts, and so forth,
require prudent record-keeping and safe custody, thus facilitating their production
as evidence. It must be reiterated that the courts expect that digital evidence can

be shown to be unaltered or contaminated from its point of seizure to the time it is
tendered in legal proceedings.

This is no different from crime scene preservation, which requires preservation of
the evidence in pristine condition. In traditional crime scenes, it is not uncommon for
the scene to be disturbed by those who make discovery of it. Disturbance by extreme
weather conditions, such as fire, heat, wind, rain, and water, as well as animals,
insects, and bacteria can also alter the state of the evidence. This leaves the forensics
examiner with the challenge of trying to preserve the remains and other exhibits,
such as a corpse or the murder weapon, from further deterioration. Consequently,

it makes reconstructing the events of the crime difficult.
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So it is with a digital crime scene, which must also be protected from contamination
and further interference. It is common that information stored on a computer
suggesting some form of offense or impropriety is discovered by an organization's
personnel, such as a supervisor of administrator. Their well-intentioned efforts

to preview and collect what they consider to be vital evidence may in effect
contaminate and render such evidence inadmissible at worse and altered so as to
diminish the weight of the evidence at best. Without some sound forensic training
in evidence recovery and initial management of suspected transgressions, this will
remain a problem to practitioners left with the task of reconstructing the chain of
key events.

You can refer to just such an occurrence mentioned in the case study in Chapter 3, The
Nature and Special Properties of Digital Evidence.

Explaining the chain of custody of digital
evidence

The recovery of digital evidence is often a complicated process requiring great care
to ensure that evidence is not inadvertently contaminated, destroyed, or lost (refer

to the case studies at the end of this chapter). Common pitfalls are often encountered
during the recovery and preservation stage, and it is easy for an overzealous and
inexperienced examiner to alter the evidence unintentionally when examining the
crime scene or back in the forensic laboratory. Recall from Chapter 3, The Nature

and Special Properties of Digital Evidence, how easy it is to alter digital metadata. For
example, the last accessed timestamp may be inadvertently deleted or overwritten by
an inept practitioner or custodian of the computer prior to or at its point of seizure.

Simply seizing an exhibit and locking it in a secure container until it is required
in court will not suffice. A formal record cataloging the history of the exhibit

is required. The courts expect exactly the same assurances that apply to other
forms of evidence as to the safe care of digital evidence throughout its possession.
Documented careful handling of the evidence by practitioners enables courts

to reconstruct the events surrounding the creation of digital evidence as well as
what occurred on a computer system in the past. This will substantially enhance
confidence in the genuineness of the evidence.
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The chain of custody is important. Each exhibit acquired and every forensic image
made of the data recovered from the devices must be recorded in detail. When taking
possession of an exhibit, a record of the acquisition must be recorded. This should
include a full description of the exhibit, case reference, the custodian details, and
signatures of all parties involved, as shown in the following screenshot:

Phy Lid

TS Analytical "n e

TRANSFER OF EVIDENCE DOCUMENT
TRANSFERRING INTO THE CUSTODY OF TSW ANALYTICAL

T5W Reference No:

Ar (time) on the (date) day of {month] [year,
of transferred the analytical camples as
lited below into the p ion of of TSW Analytical Py Ltd.

Details of Samples:

Signatures of all parties:

Name:

Tithe: Segnature:

Diate-

Tithe: Segnature:

Tithe: Segnature:

An acquisition of evidence exhibit
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When the custodianship is passed to another party, such as the forensic examiner or
an external examiner, or is released back to the original owner, the transfer details
must be recorded in the chain of custody register. An example of such a form is
shown in the following screenshot:

unit 2, 27 cl@;k coukr:
-
Analytical o
Pty Lid
—

TRANSFER OF EVIDENCE DOCUMENT
LEAVING THE CUSTODY OF TSW ANALYTICAL

TSW Reference No:

At {time) on the (date) day of (month) fyear),
of Tsw Analytical Pty Ltd transferred into the possession of
of the analytical samples as listed below.
Detailz of samples:
Signatures of all parties:
Hame:
Title: Signature:
Date:
Hame
Title: Signature:
Date:
Hame
Title: signature:
Date:

The transfer of an evidence exhibit to another party
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Outlining the seizure and initial inspection of
digital devices

In conventional crime scene examinations, each item of physical evidence is a single
and often independent component of the case. The inadmissibility of a physical
exhibit may not seriously weaken the strength of the case and the prosecution

may well succeed without it. In contrast, a digital evidence artifact is often

highly interconnected with other evidence and, if it is deemed inadmissible, may
occasionally be more damaging to the case. It is so important when reconstructing
a timeline of key events to support any hypothesis or counter-argument as to the
nature of a transgression that, wherever possible, the practitioner should try to
corroborate each evidence object against other information or at least show some
correlation between two events. If there is any indication that the evidence has been
tampered with before, during, or even after the recovery process, this may alter
data and metadata such as relevant timestamps, which would diminish its value.
Consequently, the practitioner needs to preserve the integrity of evidence contained
in seized devices.

When making a forensic image of a device, it has been traditionally necessary to
remove the hard drive from the device, which, if it is not immediately returned to
the device, should be removed with great care to avoid physical damage to the drive.
The use of sterile antistatic gloves should be used to avoid creating a short circuit

to the drive, which might make it inoperable. The drive and the drive to which the
image is being copied should be tagged and placed in an anti-static exhibit bag
recording the date and time of the imaging process, the case identifying details, the
details of the parent computer and drive serial number, make and model, and the
name of the person filling out the tag.

The record of this exhibit identification process is duplicated and cross-referenced
in the chain of custody register. This should record the date, time, and location of
the acquisition and the forensic process and tools used in the recovery of digital
information. We will now look at samples of evidence collection forms, starting
with the following screenshot:
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TSW#HNIEEF&[

Evidence Collection Form

Forensic Examiner:
Job Number
Date & Tune
Location
Address Mame of Site Mamber:
Building
Boom Fugom Murabear:
Mama Heference
ScenePhotos: O Tes O No Scene Skerch: O Ves O Ne
Evidence DescriptionTdentification

Cminer Tser

O Desktop O Tower OLaptop O Server O PDA O Mobde Device T Other

ke Mode]

Serial Mumber: Aszzet/Crthar

Fefersnce Mumber:

g [= the drive encrypted? If yes, encrypt tool
=4 and version
= Encryption kay hald with? Fav Obtainad?
= [= system on? o 125 o oo IEyes, powered dowm at Pe—

Type of Operaime System: Sysiem password.

Tma chac K HIOE: Tme check

External source:
— WakeModel Memary Size:
=
= Tzl Nombe IoE TATA 7 oooel
- TakeModel: Memary Size:
<,
=1 Ceral Number TE TATA TCEl
- NakeModel: lemary Size:
o
E Taral N inicy TATE 7 5Cal
CHer:
Image Acquisition

Tmaze Descrpton:
DTT EDDused DTT Imape Ref
Wiibenlocker: Writehlocker modelversion
Tmaging tool Imagings tool version:
Hash Value (SHAL) after
s
Sinanme Cateand time | Descripbion of Magine process

A sample evidence collection form
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The following screenshot shows an example of a sketch plan to show the connectivity
of devices and their location at the crime scene:

TSWanaiytica

Ty T

Scene Sketch

Forensic Examiner:
Tob Mhumber:
Diate & Tune:
Location
Address/ Mame of Bulding Site MNumber:
Fuoomn Mame Feference Rpom Number:
Legend

&

Derkion

@

Cel phare

A sample evidence collection form
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The following screenshot shows the details of the seized exhibits:

EVIDENCE CHAIN OF CUSTODY TRACKING FORM For Digital Evidence

Matter Number :

Client Number :

Criginal Submitting Person (Name/posifion)

Employee or Representafive For Respondent:

Employee or Representafive For Plainfiff:

Date/Time Acquired : __
Address Acquired

GPS location Acquired

Description of Evidence

Hem Guantity Description of ltem [Madel, Serial #, Condition)
# Photographs as Evidence attoched
Chain of Custody
Item DateTime Released by Received by Comments/location
# [Signature & ID#) [Signature & D]

A sample chain of custody form
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The following screenshot shows an example of the exhibit tracking form and final
disposal certificate:

Chain of Custody
Item Date Time Released by Received by Comments/Location
# [Signature & ID#) [Signature & ID#)

Final Disposal Authority

Avuthorization for Disposal

fernis] I: on this document peraining to matter):

={are] no longer nesdad ox evidence and ifore authorzed fordispoal by |check appropriate disposal method)
O retum to Swner a Drest oy Dy et

Hame of Authorzing pesan: Zigratune: Date:

Witness to Destruction of Evidence

fermis] &: an this document were destroyed by Evidence Custodian IC=:
n my presence on (date) .

Mome &0 of Witness to destruction: Signature:

Dote:

Release to Lawful Owner

fam X on this documant wasfwens released by Evidence Custodian
1D to
Hame
Addness: Ciby: Stote: Iip Code:

=depha1;rlurr ber|__ |
Underpenalty oflaw, | cert®y that | am the lawful ownerof the abov efem(s).

Eigriahume: Cate:

Copy of Govemment-sied phote identificationz aHached. [0 Yes O Mo

This Evidence Chain-of-Custody form s bo be relgined as o permanent recerd

A sample chain of custody form

Attached to the collection form should be a further exhibit: the imaging log report
that confirms the identity of the device imaged, the date and time of the imaging, the
name of the practitioner, and a hash of the device. A sample taken of an imaging log
from a self-authenticating . AsB file (an IXImager digital forensic evidence container
described later in this chapter) is shown in the following screenshot:
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4.7.2 (GCC) )

4896) .

2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:

2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:
2815-11-26 11:

2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-286 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:

2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:
2815-11-26 12:

2815-11-26 13:
2815-11-26 13:
2815-11-26 13:
2815-11-26 13:
2815-11-26 13:
2815-11-28 13:
2815-11-28 13:
2815-11-26 13:
2815-11-26 13:
2815-11-26 13:
2815-11-26 13:

126 syslogd
126 kernel:
126 kernel:
126 kernel:
SMP Fri Jun 14 17:86:52 MDT 2813

127 root: System Information

127 root: Product Mame: HP Compagq 4888 Pro SFF PC
127 root: Version:

127 root: (I S S S S EEEEEEEEEEEEEEEEEEEEEE LSS
127 root: SKU Number: LELZ3PA®ABG

127 root: Family: 183C_53387F G=D

127 root: Manufacturer: Hewlett-Packard

127 root: Version: Mot Specified

127 root: Chassis Informatien

127 root: Manufacturer: Hewlett-Packard

127 root: Lock: Mot Present

127 root: Serial Number: HOCOO00CK

127 root: Eoot-up State: Safe

127 root: Power Supply State: Safe

127 root: Security Status: Unknown

189 iimager: Making a Image of /dev/sda

189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
189 iimager:
114 iimager:
114 iimager:
114 kernel:

114 iimager:
114 iimager:
116 iimager:
116 iimager:
116 iimager:

188 iimager:
188 iimager:
188 iimager:
128 iimager:
188 iimager:
188 iimager:
188 iimager:
188 iimager:
188 iimager:
188 iimager:
188 iimager:

started: BusyBox v1.16.2 ”
Initializing cgroup subsys cpuset

Initializing cgroup subsys cpu

Linux version 3.4.49-x86-erik (andersen@git.perlustro.com) (gcc version

A 258.1 GB SAMSUNG HD256G] Hard Drive
Image will be stored on fdev/sdc
A 2.888 TB Seagate Expansion Hard Drive
Qutput File Format: ILook Default Image Format
Qutput File Size: Unlimited
Compression: Enabled
Encryption: Disabled
Case Number: XOCOOOOOOO00C
Agent Name: Richard Boddington
Machine OQuner: XOUOOOC
Seizure Address: XXUOOXK Perth
Known Passwords: XHG0O0
User exited the Final Options Menu
Beginning Image operation
tntfs info: NTFS wolume version 3.1 {cluster_size 32768, PAGE_CACHE_SIZE

Opened output file '/ILcokImager/ILook.881,/3000000881.asb’

Calibrating '/sdev/sdc2' for output, a 2.888 TB NTFS Filesystem on USB2
Image is being stored to /ILook.881/ILook.@81,/ 00000881 .asb

A 2.888 TE NTFS Filesystem on USE®

Image is being stored to /ILoock.88L1/ 20000881, asb

Image Complete
Image was completed successfully.

Read 1 258.1 GB (258859358816 bytes)
Written 1 72,74 GB (72744468583 bytes)
Total Processed: 258.1 GB (258859358816 bytes)
Image Speed : 78.88 MB/sec

Elapsed Time : Bh 58m 52s

Compression : 78.91 percent

Bad Sectors HI

Copying logfile to ILook.@8l/
Clearing computer memory...

An extract from a .ASB forensic image log

There is a legal expectation that the custodian of the exhibit be able to demonstrate
some documentary proof of an unbroken chain of custody from the creation of

the record to the tendering of the exhibit in court. Obviously, practitioners should
handle the computer holding the potential evidence as little as possible to ensure
that an authenticated copy of the data preserved in a forensic image or container is
not altered. If it has been altered, the practitioner must be able to account for and
describe any alterations that occurred.
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The recovery and preservation phases of digital evidence acquisition attempt to
stabilize the digital crime scene, thereby preventing, or at least minimizing, the loss
or alteration of data being extracted. It will require isolating the system from any
cable and active Wi-Fi network connections. Ideally, the means to recover potentially
important volatile data such as RAM, which would be lost when the system is turned
off, should be considered by practitioners beforehand.

Standard procedure is to take photographs and record video footage of the crime
scene, including the computer monitor and any image that is displayed on the
screen. Taking notes associated with each exhibit, such as its position at the crime
scene, any cabling connected, and its powered state, should be a routine procedure.

When removing hard drives or opening a device, antistatic forensic gloves should be
worn, or at least an antistatic band worn on the practitioner's wrist and be earthed
appropriately. This will minimize any damage by static electric discharge to the
circuitry of sensitive electronic equipment that may render it inoperable.

The practitioner should also consider identifying any suspicious processes running
on live devices. Furthermore, the use of telecommunication equipment and Bluetooth
transmitters, such as those embedded in mobile phones and tablets, may interfere
with the devices being seized. If practicable, these telecommunication devices, and
any equipment that emits strong magnetic waves, should be disconnected. The

use of portable Faraday cages to transport and examine mobile phones should

be considered if it is necessary to prevent nearby external telecommunications
interfering with the devices.

The transportation of the physical artifacts to a suitable location for later examination
may typically involve the physical transfer of seized computer devices to a safe
location. Less commonly, it may involve network transmission of data. It is
important to ensure that during transportation, the evidence is protected from
physical harm or electronic interference. Exhibits also need to be protected from heat,
moisture, dust, and physical shocks. Some form of protective packing is desirable, as
well as an identity tag to clearly describe the artifact to avoid it becoming misplaced
or misidentified. Isolating the device, especially if it has some form of telephony or
Wi-Fi connectivity, is essential, and this certainly needs to be considered in the event
that the device, such as a mobile phone, is switched on when accessing stored data
on the device.

The collected evidence will, in most cases, need to be stored securely because
examination cannot usually take place immediately. Care should be taken to identify
and tag physical evidence such as a computer, which will often link stored digital
evidence through the device to a potential suspect. The digital crime scene may

be considered a secondary crime scene to the physical crime scene. Recall Locard's
exchange principle too: it may be necessary to take samples of DNA and fingerprints
to determine who had access to the keyboard and device.
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If the forensic examination leads to a court case, the practitioner needs to explain how
and why forensic tools and processes were used. The practitioner must be prepared
to vouch for and be able to verify the integrity of all these aspects of examination

if called upon to do so. This would include describing the collection processes and
confirming that the collection process caused no contamination, and that the evidence
remained uncontaminated after it was collected and during its examination.

The practitioner may sometimes be called upon to verify that the evidence was
unaltered in any way by later comparing the forensic image made with the state on
the original computer. This is usually achieved by comparing the hash signature of
the device and the image, which should be identical. This process is discussed in
more detail in the subsection called The reliability of forensic imaging tools to recover
and protect digital evidence later in this chapter. The opposing legal team and the court
can insist that the digital evidence presented be able to be confirmed by independent
analysis.

Digital information suspected of containing evidence is normally preserved by
storing it on another computer, external storage device, or DVDs. Before this copying
process is undertaken, sound forensic processes must be adhered to that require
strict compliance with the chain of custody. Forensic imaging is part of the chain

of custody and is presented in the following section.

Recovering digital evidence through
forensic imaging processes

The practitioner takes possession of the physical exhibits that contain digital
evidence, which are kept in secure storage in exactly the same way as other exhibits.
As discussed in Chapter 3, The Nature and Special Properties of Digital Evidence, the
courts recognize the increased risk of evidence tampering and authentication
problems with digital evidence. Tampering of digital evidence is relatively easy and
has, in the past, created great uncertainty about its soundness. The use of reliable
forensic tools minimizes the risk of evidence contamination during formal recovery
of digital data. Regrettably, the immature status of digital forensics as a scientific
discipline continues to cause disagreement over defining helpful and broadly
accepted standards and processes.
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A practitioner has the option of undertaking a dead recovery or a live recovery of
data from a computer believed to hold evidence of value. However, the practitioner
will need to examine the data and has several options to do so. It has been the usual
and preferred practice to make a forensic image of the drive or drives contained
inside the device. This form of recovery is often referred to as a dead analysis

and allows the imaging of drives without activating the operating system. This is
intended to avoid evidence contamination and copying errors. Poor practices at this
stage may put the admissibility of the evidence at risk if contamination occurs.

Dead analysis evidence recovery

A dead recovery occurs when data from a computer is being forensically copied
without using the computer's operating system. The term "dead" refers to the state
of the operating system and uses the computer's hardware booted from a trusted
CD or external device or copies data from an extracted hard drive using a hardware
write blocker.

Dead analysis recovery may be achieved by powering down the device and

either removing the drive and making a duplicate copy of the drive by imaging it
separately or by powering on the device to copy the drive in situ. A dead recovery
occurs after the system has been shut down and then trusted forensic applications
and hardware tools recover the data. For some time now, it has become progressively
impractical to seize anything more than actual computer terminals. In both cases, the
drive is not fully booted, and in the latter case, the device is accessed by a CD or USB
thumb drive, which prevents the operating system from being mounted but allows
the practitioner to view and select the file partitions for imaging.

Write-blocking hardware

In effect, dead recovery ensures that all operating system processes are terminated
by turning the system off in the event that the device is active at the point of seizure.
Write-blocker hardware and software is normally used to prevent evidence from
being overwritten. Dead recovery ensures that later analysis of the forensic image
may be undertaken using reliable forensic hardware and software in a trusted
operating environment to find evidence. This process continues after data has been
imaged to ensure that the image is not altered in any way, because it is essential to
preserve the data for future analysis.
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One benefit of making forensic images is that they can be copied and the duplicates
used as backup copies, handed to other examiners for analysis, or handed to the
other legal team for independent evidence inspection. However, logic would
dictate that it is only necessary to collect data that is needed. Here, I part company
from the die-hards in the discipline preoccupied with the need to make a forensic
image of "anything that moves". The discipline has created some bad habits, and
indiscriminately imaging entire hard drives is one of them.

It is entirely possible that data may be written to the device containing evidence
unintentionally during the forensic recovery and examination stages. Naturally, such
an eventuality may lead to the inadmissibility of the digital evidence during legal
proceedings. It requires the practitioner to take measures to avoid contamination

of the evidence.

Normal computer operation involves writing data to or reading data stored on
the device by specific commands and transmitting these commands to the storage
device, such as a hard drive, thereby contaminating the device from a forensic
perspective. An effective way to avoid such contamination is using write-blocker
software or hardware to allow data recovery from a device without writing to it.

The use of a write blocker prevents the sourced computer from writing to
its hard drive's interface and onto the hard drive, which would otherwise
e overwrite or contaminate the data.
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Here is an image of a hardware write blocker that may be used to access a SATA
drive:

=TABLEAU

eSATA Forensic Bridge
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Activity

The Tableau write blocker

The following image shows a laptop connected to a SATA hard drive through a
hardware write blocker:
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A laptop connected to a SATA hard drive through a hardware write blocker

With live recovery, where the device is not powered down, there is a high risk of
recovering false and incomplete evidence because the operating and application
software may be untrustworthy or may conceal or falsify data. However, cutting off
the power supply too quickly may lead to information being cleared from memory.
Moreover, by powering down abruptly, there is a possibility that it may not be
possible to power the device back on. Damage to the device hardware may eventuate
as well as an inevitable loss of some running services and filesystems. For desktop
and laptop computers, which will maintain some log activity of these processes and
some information on the hard drive in RAM slack, swap, and page files, they may be
partially recoverable.

There is a range of disk editing programs, including Norton Diskedit, that can read
and recover the contents of RAM, which may hold login passwords. More recently,
RAM contents are required for malware analysis to more easily locate encrypted or
obfuscated malware, which has been decrypted in RAM and is normally difficult to
decrypt and analyze otherwise. However, these capture processes require the system
to be operating and the programs to be installed prior to shutdown, which may itself
contaminate data. When recovering data from networked systems that store large
datasets, shutting down the system before collecting volatile data may result in some
evidence loss.
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The overriding need for the preservation of the operating system files and all other
stored data must be considered prior to the recovery process, which may alter the
source device. Preservation processes must be incorporated with data recovery
processes to minimize, and ideally prevent, contamination and preserve the data
in pristine condition. Dead recovery may be inappropriate on an organization's
network as it may result in a loss of functionality for an extended time. This may
occur if the network is not mirrored or duplicated for deployment to avoid a
disruption to normal business.

Write-blocking software

Using write-blocking software offers advantages of using hardware write blockers
that require the removal of hard drives, as described in the following process.

During the process of booting and then suspending the computer with the hard
drive still in situ, the imager USB dongle (or CD) is inserted and the F12 key pressed
to allow booting to take place from the USB dongle (or CD). The imaging prompt
screen, in this case, IXImager (shown in the following screenshot), appears on the
monitor, allowing keyboard instructions to be keyed in to access and use various
features of the software application that contains a write blocker:

Perlustro:
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IXIMAGERm
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A forensic imaging program's splash screen

[110]




Chapter 4

Further prompts allow the devices held in the computer to be copied or cloned to an
attached external drive. The imaging application shown in the following screenshot
prompts the practitioner to compare the basic input/output system (BIOS) date and
time with external reliable time and enter a separate date and time to record any
difference between the actual time and the computer clock, which usually runs

slow or fast:

ILook IXimager Version 3.0

Date and Time?

Please enter the current date and time if it differs from the
system time. Please use the format "Ued MMM DD hh:mm:ss YYYY’

This system reports the current date and time to be:
Tue Jan 1 22:24:17 2002

Wed Mar 4 16:02:13 2009

<0k> <Cancel>

IXImager: reading the computer clock and adding a record of the actual time for comparison during analysis

The following screenshot shows the various options for selecting various hard drives
and partitions:

ILook IXimager Version 3.0
Image Device Menu

Select the device you would like to Image

IDEO,0 Hard Drive 164.7 GB HD5722516ULATE0

IDE1,0 CD-ROM Drive LITE-ON COMBO LTC-48161H
USBO Hard Drive 1.038 GB LEXAR JUMPDRIVE SECURE
SATAD Hard Drive 122.9 GB Maxtor 6Y120MO

SATAL1 Hard Drive 203.9 GB Maxtor 6YZ00MO

Floppy Drive @ 3.5" Floppy Disk

IXImager: selecting a drive to image

Once the device to be copied and the target device where it will be stored have been
selected, the imaging process takes place, as shown in the following screenshot.
Depending on the size of the data stored, the speed of the source drive in the
computer, the computer speed, and the speed of its USB cable port, this process

can take considerable time.
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In the example shown in the following screenshot, a relatively small 123-GB drive was
selected. The larger the drive and stored data, the longer the imaging process takes:

ILook IXimager Version 3.0
Image In Progress

Haking an image of ~deussdb

A 122.9 GB Maxtor 6Y120MO Hard Drive

Inage is being stored to ~ILook.00Z2/spectre_primary_fileserver00l1
fA 203.9 GB Linux Partition on SATA1l

Total Read : 10.01 GB Image Speed : 2Z2.69 MBrsec

Total Written : 46.65 MB Elapsed Time : Oh 7?m 21s
Total Processed : 10.01 GB Time Remaining: 1h 22m S6s
Source Calibration: Passed Target Calibration: Passed
Bad Sectors 0

Press Escape to Abort

The imaging process commences

In the example shown in the following screenshot, an even smaller device was

copied and 130 MB of data was copied to the image file. The panel shows the unique
hash value as an SHA-1 Value. In this instance, the image was compressed but not
encrypted. The hashing process can considerably increase the duration of the process.

ILook IXimager Version 3.0

Image In Progress

Making an image of rsdevrssda
Image Complete

Inage was completed successfully.

Read ¢ 130.8 MB (130809856 bytes)
Hritten : 120.3 MB (120296488 bytes)
Total Processed: 130.8 MB (130809856 bytes)
Image Speed : 4.672 MBrsec

Elapsed Time : Oh Om ZBs
Compression ¢ 8.04 percent

Bad Sectors 0
SHA-1 Value : 59¢cIb7{B604801ddc4fa?Z7?0f f5bdeb26c1Zebbe

for 130809856 bytes

Confirmation of the completion and status of the imaging process
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It should be noted that IXImager is independent of a physical hardware write
blocker, as it relies on blocking software embedded in its program code.

Viewing the data inside the image is facilitated by a variety of different forensic
applications. The example shown in the following screenshot shows the directory
structure and file viewing and property panels for the practitioner to study files
of interest:
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Viewing data inside an ASB forensic image

Viewing the data captured in a forensic image may also be done in a virtual
environment such as VMware and VirtualBox, provided the image can be mounted.
Forensic images may be mounted through such forensic tools as ILookIX. While this
does not amount to a live recovery, the operating system and applications can be
used as if a live analysis were taking place, and it may be of supplementary value

to the practitioner and often a shortcut to identifying the location and contents of
application logs and other files relevant to an investigation. As the forensic image is
a copy and in non-writable mode, evidence contamination is avoided as the original
data remains on the sourced device.
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Enhancing data preservation during recovery

It is standard forensic practice to ensure that forensic tools are calibrated to meet the
manufacturers' specifications and that any firmware updates are installed. This will
reduce the likelihood of errors and inaccuracies occurring in the recovery process,
such as during forensic imaging of devices. It is also important to calibrate digital
storage devices such as external hard drives used to store forensic images and other
media. These devices should be zeroed, hashed, and checked to ensure there are no
bad sectors or errors that may affect the imaging process and the composition of the
image. Failure to configure the destination device may result in residual data from
previous events or from the manufacturing process remaining on the device mixing
with the recovered data to cause contamination.

Effective preservation processes are typically recorded by acquisition logs and
hashes that permit the attribution of events and data to the users of the device and
prohibit future claims that they were manipulated by the practitioner imaging a
device. The promptness with which data is forensically acquired minimizes the effect
of future claims of deliberate or accidental contamination.

Hashing comprises taking an input of any length of data, performing
complex mathematical calculations, and creating a fixed-length string that
is unique.

% The modification of the input data produces an altered output that is
detectable by comparison of the two inputs. In theory, two identical
inputs produce identical hashes, providing a repeatable process of
verifying that two files are identical.

In practice, hashing the same drive with the same forensic software a second time
does not always produce the same hash. Hashing is a time-consuming process and
really only of value in forensic imaging, which in itself may eventually become
obsolete — perhaps an outrageous prediction in the mind of less forward-thinking
observers. The declining importance of forensic imaging is discussed in the Outlining
the efficacy of existing forensic tools and the emergence of enhanced processes and tools
section, which discusses emerging technologies that herald a paradigm shift in the
way digital evidence is garnered.
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Recovering remnants of deleted memory

While dead recovery may deny the practitioner access to volatile memory, remnants
of it are often left in what is termed file slack, which may facilitate some memory
recovery. This is a phenomenon of Windows operating systems, which dictate

the length of each file saved on a hard drive. Because most files vary in size and a
percentage of clusters in each allocated cluster or file space is not occupied by the
file, the sector is filled with clusters called RAM slack. The computer may pack this
free space with a random series of data from the computer memory, which may be
recoverable and provide some useful evidence from recent and old RAM events.

In the event that more drive sectors are needed during file storage, drive slack is
used and is padded with remnants of deleted data. Both drive and RAM slack may
hold remnants of memory, providing logon names and passwords as well as other
potentially useful information. Recovering this may include advanced data carving
during analysis of the forensic image. Live recovery may be able to more easily
recover volatile memory, and this is discussed in the following section.

Acquiring digital evidence through live
recovery processes

The process of recovering digital evidence by extracting live system data before
powering down a computer involves capturing and at the same time preserving
volatile memory, system processes, and network information that would otherwise
not be recoverable with the traditional dead recovery process. Live recovery occurs
when the computer operating system is still running. Until recently, it has been
widespread practice to undertake dead recovery, with the recommendation that
computers should be turned off to prevent accidental deletion and contamination
of evidence.

The comparatively small size of datasets made it feasible but still time-consuming to
image hard drives as a matter of convention. There was also the belief that the courts
expected the best evidence to be produced and accepted that forensic images of hard
drives were acceptable and certainly assisted the recovery and analysis of evidence
while safeguarding the data.

Practitioners felt that there was a risk in using live recovery because the very
examination could lead to data being overwritten and erased. Furthermore, there
were well-justified concerns that the operating system and software applications
may have been modified to delete vital information or produce false readings and
information during the recovery process.
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In exceptional circumstances, practitioners have found it expedient to access original
data through the live recovery process. To undertake live recovery, practitioners must
be competent to do so and to give evidence explaining the relevance, justification, and
implications of their actions. A full report of all the processes used in the recovery
must be recorded and made available for examination if later required.

The benefits of live recovery

One of the objectives of live recovery is the preservation and collection of the
computer's volatile data to the best extent possible, preserving the state of the
computer operating system and data. It is not uncommon for practitioners to
undertake some form of triage, especially during an incident-response scenario,
where it is important to determine whether a significant event occurred. This
approach has the benefit of securing a sound data collection for a full forensic
analysis if justified as a result of a triage. This seems to be quite common practice
in mobile phone recovery using field kits.

Live recovery does not create a bit-for-bit image of the target drive, but it takes a
snapshot of the targeted part of the system, which is not always reproducible later

as the target drive may have been in subsequent use and earlier data may have been
modified. While courts have questioned the admissibility of evidence acquired during
live recovery because of concerns over some loss of data during the recovery process,
this is now becoming less of an issue. However, this is provided the practitioner is
able to explain the recovery process involved and assure the court that any small data
loss would not adversely affect the remaining evidence presented. This concern is
described in more detail in Chapter 5, The Need for Enhanced Forensic Tools.

The challenges of live recovery

Practitioners are still reluctant to use live recovery, not considering it to be a sound
and straightforward forensic process. However, others consider the process will only
have minor effects on the operating system and data. If undertaken, the practitioner
should be able to predict the effects of the recovery on the system and data and
explain and justify the process. Interestingly, much case law supports the preference
to use whichever method best preserves all the data on computer media.
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To reiterate, it is normal practice for practitioners to take forensically sound images
of all bytes of data contained within each media device, thereby facilitating the
identification of further evidence. To date, practitioners prefer dead recovery to
capture and preserve digital evidence for fear of modifying it, and have shut down
computers to do so. As pointed out previously, there is a concern that by closing
down a device, there will be a loss of some metadata. Timestamps, for example, may
be altered, thereby frustrating and confusing later event reconstruction. Moreover,
it may not be possible to access the hard drive if it has been password protected and
encrypted. RAM data will also be lost.

An emerging problem for practitioners examining local and computer networks is
determining the authenticity and reliability of digital evidence because of the use

of anti-forensic toolkits. These toolkits can obfuscate the reconstruction of events

and may well obstruct recovery from live network sources. Slurred images can also
occur as a result of the live recovery of a filesystem modified by a running program,
thereby modifying and altering the metadata during acquisition, affecting correlation
with file data.

In extreme cases, anti-forensic tactics may booby-trap a device so that when it is
booted up, a previously installed program deletes or alters the data held on the
device. Other anti-forensic ruses, such as the Metasploit Project, target and prevent
forensic tools from recovering evidence. In other instances, explosives have been
wired to computers in the hope that while powering it up, the investigators will be
killed by the explosion.

The loss or tainting of digital evidence during its handling by practitioners is
commonplace and potentially affects its admissibility. This has forced courts, notably
those in the USA, to consider one of two existing standards: the court may pass a
judgment on incomplete or missing evidence, or the court operates under the "good
faith of the prosecution". However, some commentators believe that these practices
could condemn a potentially innocent person or allow a guilty defendant to walk
free. Until now, reliable forensic tools to undertake live recovery were not available.
These are presented in Chapter 5, The Need for Enhanced Forensic Tools, relating to the
emergence of enhanced forensic tools.

The benefits of volatile memory recovery

One of the advantages of live recovery is the ability to recover volatile and non-
volatile data. Volatile data, such as that stored in RAM, is information that may be
lost if power to the machine is disconnected, which would not be available if using
dead recovery.
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However, and most helpfully, IXImager can reboot fast enough to enable capture of
the system's RAM, effectively allowing the capture of running programs, passwords,
and so on. This may be undertaken by inserting a forensic USB drive, CD, or even
an SD card into the computer, rebooting the computer and commencing the imaging
process, and imaging the RAM captured in the device folder. It would be prudent,
though, to determine which function key (often F12) needs to be pressed on the
respective device to prevent the normal startup process and ensure that the imaging
process is successful.

Live recovery also facilitates the recovery of non-volatile data. The recovery of
volatile data may assist in reconstructing a timeline of events to determine the
identity of the suspect, the possible motive for a transgression, and other useful
records of events. The type of volatile data that may be of value would include:
* The system date and time
*  Current network connections

* Open Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP) ports and the executables that are opening these ports

* Users currently logged on

* The internal routing table

* Running processes

* Scheduled jobs

* Open files

* Process memory dumps
Live recovery can help correlate information between the computer being examined
and other network-linked computers. Volatile data can be located and saved during
live recovery. The order of volatility ranges from memory RAM, which is erased
rapidly, through to raw disk blocks that are more persistent and will normally
remain on a drive after it is switched off. The range of volatility, from most volatile
to least volatile, is as follows:

*  Memory

* Swap file

* Network processes

* System processes

* Filesystem

* Information

* Raw disk blocks
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Isolating the device from external exploits

The threat from external sources to the integrity of data held in a computer is an
ever-present problem. This is especially so when attempting a live recovery of
evidence. It is prudent to isolate the device from unpredictable data on the device.
Data located on a system that may have been booby-trapped to prevent forensic
examination will most likely contain executable files that may, for example,

delete all files on the device.

It may also be programmed to communicate with a remote system and warn others
of the live recovery taking place. There may also be unintentional consequences of
opening files, such as an HTML file, causing the installed browser to execute scripts
and download files from a remote site. Isolation from the external environment is
important to prevent any tampering from occurring to the suspect system by hostile
parties. This will also prevent unintentional transmissions being sent out that may
compromise a forensic examination.

When undertaking a live recovery, the practitioner needs to identify and suspend
any suspect processes that may contaminate data. If there is a network connection
that should be physically unplugged or the device may be connected to an empty
hub, then care should be taken to prevent a log message about the network
disconnection being sent to any external parties connected to the device. The risk
of remote access to the device has to be prevented, and this may be achieved by
applying network filters, thereby preventing any remote access.

The possibility always exists that a remote attacker can be linked to the computer
server being examined during a live recovery. Moreover, it is possible that a
brute-force attack may be taking place from the server and directed against other
networked computers. It is standard practice to check a computer's network
connections for active connections and identify legitimate ports from those that
may indicate a hacker attack. For the inexperienced practitioner facing this form of
recovery, they will often be confronted with a significant number of unidentified
open ports, which may be legitimate or can be exploited as a backdoor attack.
Therefore, it would be prudent to determine what executables are present on the
computer that may exploit these open ports.
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Live recovery recognizes the value of preserving volatile data that may be lost, but
it may result in some effect on the system and data. Many feel this is an acceptable
tradeoff given the value of the data that can be collected from a running system
with minimal impact to other evidence. Some practitioners have commented that
changing the evidence admissibility regimen to demonstrate that live recovery

has not or cannot materially modify or introduce new information will empower
practitioners to undertake more efficacious examinations. This may facilitate more
digital evidence to be tendered in court proceedings. If one file is critical to prove a
case, it must show that it has not been altered from its original state, as the process
of evidence identification and file recovery becomes less of an issue.

Another argument often proposed by practitioners claims that live recovery

should be a last resort until the use of the process is endorsed by case law and

court rulings. Perhaps, rather than awaiting a response from the courts to make a
change, practitioners should move the debate in a new direction. This may require
some sound experience and training to undertake live recovery so as to be able to
present and explain the processes involved to the court. In effect, many practitioners
are already undertaking live recovery using new forensic tools designed for that
purpose —tools that have adapted to the inefficiency of forensic imaging in the

light of large and dispersed datasets.

Until recently, the discipline seemed preoccupied with heavy caseloads, large
datasets, and tools that seemed to fall short of delivering sounder outcomes for
practitioners to meet these new demands. The next section discusses the limitations
of existing tools and processes.

Outlining the efficacy of existing forensic
tools and the emergence of enhanced
processes and tools

There has always been a need to validate forensic processes and tools as well as
determining the trustworthiness of the digital evidence they recover and analyze.
The processes and tools must present verifiable results as to how they produce
evidence that is complete, authentic, and accurate, and has integrity and accuracy.
While there has been a call from within the discipline emphasizing a scientific review
of tools and processes, there have been complaints about the reliability of the tools.
Questions have been raised as to their capability to gather data and the susceptibility
of the imaged data to forgery.
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Reports emerge from time to time of the apparent malfunction of some types of
forensic hardware during data recovery, raising doubts as to the effectiveness of the
imaging and hashing process. There have been earlier complaints from practitioners
of forensic tools being incapable of detecting and recovering hidden data stored in
the Host Protected Sectors (HPA) and the Device Configuration Overlay (DCO),
thus raising doubts as to the effectiveness of the tool's imaging capabilities. My co-
research developers have identified shortcomings in mobile phone tools to recover
all that is recoverable from many of these devices.

Other observers have been disappointed with the paucity of academic research
being successfully transitioned to practitioners, further compounded by forensic tool
vendors being relatively uninformed about academic forensic research. Practitioners
are in the hands of the vendors, who may find little profitability in continuing to
invest much time and money in selling tools to a relatively small market of cash-
strapped law enforcement officers. Banality also rules supreme in the commonplace
acceptance of a generally low standard of tools.

The courts have a not unreasonable expectation that practitioners and the tools
they use are eminently suitable for the job. Court and legislative standards exist,
but whether they have any positive effect on raising the quality of forensic tools

is questionable. While standards do exist, they appear to be seldom adhered to in
many jurisdictions and paid little real heed by vendors designing and trialing new
tools or versions. A preoccupation with profit-seeking by vendors, their apparent
lack of understanding of the real needs of practitioners, and lack of first-hand
forensic experience may well have contributed to the low quality of forensic

tools available today.

The following subsections discuss the standards for digital forensic tools, their
reliability to recover and protect digital evidence, and the emergence of new tools
that overcome some of the major challenges in evidence recovery.

Standards for digital forensic tools

Various software packages assist practitioners in searching large datasets for
suspected evidence. These tools filter and reduce large amounts of data into more
manageable collations. They also assist in carving out deleted files and locating
hidden data. Tools such as ILookIX, using Xtreme File Recovery (XFR), designed
and field tested by information and communications technology (ICT) experts

and practitioners, will identify and open folders and files and can also salvage data
that other tools simply do not notice and which remain undetected and unused.
Consequently, the tedium is now being removed from wading through the large,
disorganized data output conventional tools produce. This means quicker resolution
of case analysis through more automated, intelligent filesystem analysis.
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The standards governing information security are outlined in ISO/IEC 27041/2015,
which sets guidelines for validating forensic tools. This is intended to ensure that
tools are suitable for use in forensic recovery and analysis. Many commentators

say that these standards lack depth and sufficient detail for anyone to understand
what they mean and they encourage designers to apply them ad hoc into the design
of new forensic tools and applications. The rapid and ongoing changes to digital
technology hardly lend themselves to being absorbed into some form of regulatory
guideline without some concerted effort being made by those who set the standards.

The National Institute of Standards and Technology (NIST), based in the United
States, manages the Computer Forensics Tool Testing initiative, which attempts to
ensure that forensic tools meet the expectations of courts. In particular, the initiative
is intended to make sure the tools are reliable, provide accurate recovery, and
minimize any data contamination during imaging and analysis.

In 2014, the United Kingdom's Forensic Science Regulator released a draft guideline
called Digital Forensics Method Validation, focusing on the validation of processes
used to recover digital evidence. The proposed guidelines require that all recovery
processes produce reliable evidence and that adequate documentation detailing

the steps followed to validate their processes be created and retained. However,
similar to the National Institute of Standards and Technology (NIST) guidelines,
no specific criterion is provided regarding "the integrity of the case files and chain
of custody, despite them being an important part of digital forensics processes."
(McCutcheon, 2014)

The International Organization on Computer Evidence (IOCE) stipulates that
forensic software tools, including imaging packages, require independent assessment
of the validity or some assurance from the software provider that it would support
the validity of its product in court hearings if required. Most digital forensic tools are
commercial software applications and hardware and are not independently validated,
and some may be customized by the user. The IOCE has identified the impracticality
and prohibitive expense of the independent validation of all tools, relying on a more
pragmatic solution to validation-checking through greater cooperation between law
enforcement agencies to identify suitable and reliable tools and then sharing the
results of trials, testing any deficiencies identified with the tools.

It should be recalled that the Daubert Test benchmarks the validity of forensic
processes and tools. This sometimes requires the manufacturers of these tools to
explain and verify the efficacy of their tools so that courts may determine their
suitability. Most of these digital forensics tools have been accepted in a wide range
of jurisdictions with little or no challenge as to their soundness and accuracy. In
the United States, the Daubert Test and court conventions are less likely to accept
the soundness of a tool based on any unqualified claim by the manufacturer or
practitioner without some form of formal and scientific assurances.
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To some extent, there has been a lackluster approach to sharing information about
the development of better-quality forensic tools that meet practitioners' needs,
further aggravated by a lack of standards for tools and any form of real compliance
requirement in many jurisdictions.

This has resulted in a duplication of efforts to address the same problems and

the denying of efficacious research and gains to produce valid forensic tools. For
some 10 years or more, it has been recognized that future analyses of large datasets
will become increasingly time-consuming, further aggravated by requirements

to produce timely results for stakeholders. Moreover, predominantly human
involvement in analyzing large datasets has been unavoidable because of the absence
of sophisticated, automated recovery and analysis techniques. Such time restrictions
and manual intervention hinders the practitioner, who is also expected to provide
expert witness testimony in addition to producing the recovered evidence.

The reliability of forensic imaging tools to
recover and protect digital evidence

The IOCE has asserted, perhaps with a lack of full investigation into the matter,
that the forensic imaging of hard drives is a straightforward process dependent
on having its accuracy confirmed by a reliable verification tool.

Forensic images must be verifiable as authentic copies for them to be admissible.
This is typically achieved through a hashing process, which is the current standard
for proving the integrity of forensic images and is used to prove the identical nature
of two files or images. These hashes, often stored as unprotected text files, must be
protected as they may vulnerable to tampering or alteration difficult to detect. This
protection requires completing complex mathematical operations on the image
during acquisition and recording the results for future comparison.

Hash reports are linked to digital evidence files and are constructs that store the

files from the source device and store logs, hashes, and other information describing
the acquisition process, but in reality, these processes fail to increase the security or
integrity of the image file, as they may be deliberately modified. A transgressor could
simply recalculate the hashes with altered input. An encrypted image file could be
modified by those with access to the decryption key. This is a position an honest
practitioner would not wish to be in and a dishonest one not overly concerned with,
as any interference might be unlikely to be detected even if it were suspected.
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Digital evidence image files are most commonly preserved in the E01 and Advanced
Forensic formats, which claim to preserve and protect data recovered from computer
devices. The images may be hashed to later verify that the evidence is the same

as that copied from the original device and has not been altered in any way. Until
recently, it had been assumed that when these image files had been password
protected and encrypted, they could not be manipulated without detection. File
image acquisition logs were intended to be inviolable, but those created by popular
forensic imagers such as FTK Imager and EnCase are now known to be vulnerable

to exploitation.

However, McCutcheon (2014, p. 49-52) has demonstrated that the E01 forensic image
format, which dominates some 90 percent of the forensic imaging environment, is not
contamination proof: McCutcheon demonstrated that with unsophisticated editing
tools, E01 images can be tampered with without being detected or practitioners
having the ability to authenticate the forensic image. This revelation has attracted
little or no response to seek for better imaging such as that offered by the .AsB image
container, which is no stranger to the discipline.

Experimentation by McCutcheon unequivocally demonstrated that the metadata
contained within an E01 image could be manipulated using open source third-party
libraries, raising doubts as to the effectiveness of commonly used software processes
to check the validity of forensic images. These findings show that file data and
metadata could be altered as well as the image acquisition logs and, with a modicum
of skill, be camouflaged to prevent detection by tools such as Forensic Toolkit
(FTK) and EnCase. At the time of writing this, these tools were simply unable to
authenticate the integrity of the image files. This means that such evidence can be
challenged if the opposing team believed there was a suggestion of any impropriety
on the part of the practitioner during the imaging process or there were doubts as to
the integrity of the data recovered and imaged.

The following link will provide you with more information regarding this experiment:
http://researchrepository.murdoch.edu.au/24962/

My field and laboratory testing of the IXImager .AsB evidence container confirmed
claims that it does securely store a forensic image inside a protected evidence
container. It offers a solution to the concerns about evidence authentication raised
by McCutcheon in 2014. These experiments, completed in 2015, provided some
significant and encouraging results, as follows:

* Unlike EnCase Forensic Imager, which records null data relating to the
altered data, IXImager self-authenticates an altered image and repairs it by
writing zeros to the altered space, making it possible to detect the adulterated
sectors, thereby alerting the practitioner to those specific sectors of the image
that have been subject to alteration.
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*  When opened with the imaging application IXImager, the application
verifies that the image had been modified and is no longer authentic. The
application provides a report detailing the specific modification of the image.
Such occurrences are made known to the practitioner during checking of the
evidence container.

* Embedded and encrypted in the evidence container is the log of acquisition
and a secret, duplicate log for verification, which is inviolable and provides
the practitioner with a true record of the circumstances of the original
acquisition.

The .asB evidence containers have for some time provided practitioners, when
challenged during court hearings, the means to provide validation of digital
evidence, yet the majority of practitioners are unaware of or seem uninterested in the
problem. Most continue to use E01 files that do not self-authenticate and are unable
to provide tamper-proof acquisition logs. NIST has, at the time of writing this, not
looked at this practice, which potentially diminishes the value of forensic images.
However, IXImager, which creates the . ASB container, is the only 100-percent NIST-
certified imaging software (NIST, 2013). This situation has not altered at the time of
writing this chapter in 2016.

IXImager is loaded through a CD or USB thumb drive when booting the device and
provides a safe harbor for the forensic image and the embedded imaging log sheet.
Furthermore, its write-blocking software avoids the use of expensive hardware
write blockers and multiple dongles. Tests on the speed of data imaging also put
this software ahead of its competitors.

There have been concerns expressed that digital forensic tools are inappropriate

for use on networked computers, being oriented to imaging and analyzing single
computers removed from networks. Recovery requirements would stipulate online
local or remote analysis of networked systems that does not contaminate evidence
during the imaging and recovery processes. Chapter 5, The Need for Enhanced Forensic
Tools, looks at a solution to this problem in some detail.

The next section presents two Australian case studies that stress the importance of
maintaining the highest professional standards when recovering digital evidence and
emphasizes the importance of evidence preservation. They beg the question as to why
law enforcement agencies over-rely on specialist digital forensic units rather than
providing some sound basic digital para-forensic training and more effective tools for
rank-and-file officers, for it is they who are often the first respondents at crime scenes
that are increasingly involving computing devices of some form or other.
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Case studies - linking the evidence to
the user

Sometimes, when challenges to admissibility occur during legal proceedings, digital
evidence may be inappropriately passed to the jury for it to adjudicate because of a
failure of the judge to understand the nature of the evidence and the argument on
which the challenge is based. This was epitomized in the case of indecent possession
of child pornography in the jury trial of Mowday versus the State of Western
Australia (2007). The case illustrated the failure of the trial judge to reject digital
evidence where serious doubts on the antecedents about its safekeeping were raised
by the defense lawyer at the commencement of the trial. Consequently, during the
appeal proceedings, the digital evidence in the Mowday case was rejected as being
invalid and specific convictions were reversed. You can read about the case here:

https://jade.io/article/12808

In a 2008 child pornography case in Australia, child pornography videos and
picture files were located on the defendant's laptop by a computer technician tasked
previously by the defendant to upgrade the device and remove suspected malware.
In the process of upgrading the computer with new memory chips, the operating
system was deleted and the defendant's personal data was saved to the technician's
backup computer. After defragmenting the hard drive, the operating system was
reinstalled on the laptop and the defendant's personal data was copied on to the
laptop. No special forensic tools were used to copy, remove, and later restore this
personal data to the laptop.

During the copying process, the technician opened some video files that appeared to
depict child pornography. Local police were notified of a possible offence, visited the
workshop, and directed the technician to copy the data to a DVD, which was duly
handed to the police officers. On police instructions, personal data was restored to
the laptop and it was then returned to the defendant for later seizure. Subsequently,
the police officers lost the DVD.

The laptop was held on a shelf in the technician's office for several weeks while
awaiting the arrival of the correct memory chip. Other technicians had access to the
room where the laptop was casually stored, yet no attempt was made by the police
team to seize the laptop and preserve the evidence. This very fact led to the case
being challenged on the grounds that no chain of custody was in place prior to the
laptop being seized some considerable time later during a raid on the defendant's
residence by a specialist computer team.
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Two mistrials occurred. A third retrial eventuated in some of the digital evidence
being determined by the judge as being unreliable because of anomalous file
metadata —hardly surprising when the drive had been wiped and then more data
placed on it. A comparison of the restored data and the original data deleted from
the laptop could not be provided. There remained the possibility that the restored
data may have differed from the original data or had been manipulated.

However, the jury convicted the defendant on the remaining possession charges
despite the defense counsel making repeated and vigorous challenges to the absence
of a reliable chain of custody that would prevent tampering of the evidence.

A subsequent appeal by the defendant was disallowed and the appeal court noted
that the defendant had made some verbal admissions to the possession of child
pornography on the laptop. Despite the appalling lack of any duty of care of the
data contained on the defendant's laptop and the loss of the copy of the DVD, the
evidence was allowed to be presented to the jury.

The onus was on the prosecution to verify that the digital evidence was in pristine
condition, when it clearly was not. In drug trafficking and child pornography
possession cases, there is a reversal of the presumption of proof of innocence,
leaving defendants having to prove that they were not aware of possession of

illegal or offensive material. It seems incredulous that the evidence was regarded

as admissible when in fact its authenticity seemed in doubt—a view shared by the
prosecution lawyer! What may have influenced the jury in reaching its guilty verdict
was a partial admission of guilt by the defendant during a video interview.

Such lack of professionalism in digital forensic investigations is regrettably not
uncommon. Information that is intended to form part of court proceedings or
information that could conceivably be used as evidence must be handled carefully
and protected. There is no room for a casual and lackadaisical approach. So, dear
reader, if you are contemplating becoming part of the discipline, be disciplined
when it comes to evidence handling.
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Summary

This chapter looked at evidence recovery and preservation in a general sense and
then focused on how these two interlinked requirements relate to digital evidence.
From the physical safekeeping of the exhibits that hold digital information to

the recovery of it in its digital form, the chapter outlined the responsibilities of
practitioners as well as the challenges that confront them in evidence handling.

Dead and live evidence recovery processes have been described, although these
well-established processes are now facing a paradigm shift heralded by enhanced
technologies. New and sounder ways of recovering and preserving evidence were
presented as was a more reliable and efficient way of forensic imaging.

Chapter 5, The Need for Enhanced Forensic Tools, will look at new processes and
technologies that address and overcome some of the disadvantages of live recovery
by introducing some "disruptive technology" that has arrived just in time to give
practitioners the edge in forensic examinations. This will enable you to build on the
knowledge gained from this chapter and provide an exciting look into the newly
emerging environment of digital evidence recovery and handling.

The chapter will also highlight the rapidly changing forensic environment, where
conventional forensic imaging and indexing of increasingly larger datasets is
becoming unviable. It will introduce new forensic processes and tools to assist in
sounder evidence recovery and better use of resources. This "disruptive technology"
is already challenging the established digital forensic response and overreliance

on forensic specialists, who are themselves becoming swamped with increased
caseloads and an inability to process larger and disparate datasets.
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This chapter highlights the rapidly changing forensic environment, where
conventional forensic imaging and indexing of increasingly larger datasets is becoming
unviable. It introduces new forensic processes and tools to assist in more sound
recovery of evidence and better use of resources. The chapter introduces the advent

of disruptive technology that is challenging the established digital forensic response
and overreliance on forensic specialists, who are themselves becoming swamped with
heavier caseloads and limited ability to process larger and disparate datasets.

The topics specifically covered in this chapter will look at:
* Emerging problems confronting forensic laboratories and practitioners in

recovering evidence from increasingly large and widely dispersed datasets

* Processes and forensic tools to assist practitioners to deal more effectively
with these challenges

* Empowering non-specialist law enforcement personnel and other
stakeholders, such as IT administrators, forensic auditors, and security
officers, to become first respondents at a digital crime scene

* A case study to illustrate the challenges of interrogating large datasets
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Digital forensics laboratories

During the past decade, digital forensic training and education has accelerated

in the government and private sectors to meet the growing demand for qualified
practitioners. Many of these entrants to the discipline gain employment with
forensic laboratories now undertaking digital forensic examinations. More recently,
budgetary constraints are affecting many digital forensics laboratories, which have
seriously restricted staffing numbers and specialist training. At the same time, the
dramatic increase of laboratories' caseloads can have a detrimental effect on the
soundness of the work output. Simply put, forensic laboratories are expensive in
terms of equipment, personnel, and buildings.

However, knowledge sharing within the digital forensic community has resulted
in significant progress in mapping and creating solutions to assist with forensic
analysis. A broad range of digital forensic laboratories, especially those in the law
enforcement environment, are using this shared body of knowledge to develop
guidelines to enhance analysis that will lead to the automation and speeding up
of otherwise tedious and time-consuming tasks to process larger datasets.

The recent demise of many businesses in many parts of the world has sometimes
involved a degree of dishonesty by managers and employees seeking to exploit a
failing business for some form of financial gain. These transgressions involve the
theft of business and client assets that require the expertise of forensic auditors to
investigate, who in turn require the expertise of practitioners to locate and analyze
relevant digital evidence. This has placed an extra burden of increased caseloads
on private laboratories, which also require additional staffing by experienced and
qualified practitioners.

The purpose of digital forensics laboratories

Few organizations have digital forensic capability, and not all government
departments have digital forensic laboratories, for they are expensive and require
experienced personnel who are not always readily available. It is more common

for organizations to integrate digital forensics as a part of security-incident
response programs. Digital forensic examinations can be costly in terms of time and
manpower, as are the laboratories that provide these services. Law enforcement
agencies, defense and intelligence agencies, larger financial institutions, and
international accounting firms, such as Deloitte Touche Tohmatsu, Ernst & Young,
KPMG, and PricewaterhouseCoopers, have well-established laboratories.
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Smaller organizations may use the services of established private practitioners or
forensic personnel from large and medium-sized accounting practices. The cost of
hiring forensic experts is always high and no different from defense legal teams
seeking an independent review of the digital evidence recovered by the prosecution
experts. Regrettably, it is not always affordable for many defendants to hire
consultant practitioners, unless they are well funded or receiving some form

of legal aid.

Well-designed and functioning laboratories provide essential support and
coordination for practitioners and for the organizations they serve. Such laboratories
enhance and raise the standard of forensic examinations to that expected of courts and
offer efficiency in processing cases and better management of resources. The design

of an effective laboratory will vary among various organizations, but there are some
common requirements. Without some formally established forensic body attuned

to and compliant with the evidentiary rules of the relevant legal jurisdiction, digital
forensic examinations would be poorly coordinated, piecemeal, and ineffectual.

The following sections outline the essential components of a digital forensic
laboratory and look at the significant challenges they face.

Acceptance of, consensus on, and uptake of

digital forensics standards

It should be recalled that the previous strength of DNA evidence was challenged
in the OJ Simpson case, which was well funded to assist the defense team to
successfully refute forensic evidence by claiming it was contaminated in the
laboratory, resulting in his eventual acquittal of the murder charge:

http://abcnews.go.com/US/oj-simpson-trial-now/story?id=17377772.

There have been many similar instances worldwide, where poor laboratory
practice has resulted in miscarriages of justice. In Australia, the highly publicized
disappearance of the young baby Azaria Chamberlain and her presumed murder
at Ayers Rock uncovered sloppy forensic practice and misinterpretation of the
evidence, still resonating in Australia to this day:

http://www.abc.net.au/news/2012-06-13/eastley-a-dingo-did-steal-her-
baby/4068026.
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Accurate and valid examination results are critical to ensuring that justice is served
well. Faulty and incompetent forensic examinations may well result in a wrongful
conviction, or at least an unsafe trial. Consequently, accreditation of digital forensic
laboratories sets higher standards, from which the court may have greater confidence
in the forensic analysis and handling of exhibits. Although several jurisdictions
require the formal accreditation of forensic laboratories, most do not, notwithstanding
repeated calls for accreditation as well as forensic practitioner certification. Such calls
insist that forensic practitioners require certification that includes proficiency testing
that qualifies them to practice and provide expert testimony.

However, it seems unlikely that any general agreement on such accreditation is
going to be accepted in most jurisdictions, and even less likely that any international
accreditation agreement will ever be reached. What is more likely is that practitioners
will be required to establish their professional credentials with courts and employees
to show that they merit acceptance as a professionally qualified practitioner.

Recall from Chapter 3, The Nature and Special Properties of Digital Evidence, the use
of the Daubert Test to measure the competence of digital forensic tools and the
qualifications of forensic practitioners, common in the United States, yet still not
adopted in other jurisdictions to any major significance. The United States tends
to show the way in testing and validating digital forensic practice, which has been
driven to a large extent by case law and legal precedent.

There is also an expectation that digital forensics laboratories be accredited to 1s0
17025 or the US equivalent American Society of Crime Laboratory Directors/
Laboratory Accreditation Board (ASCLD/LAB) international requirements. ASCLD/
LAB international accredited laboratories must conform to some 360 standards of 150
17025 but a significantly lower number for digital forensics laboratories.

Although the regulation does not define digital evidence, it requires some guarantees
from laboratories as to the:

* Appropriate safe custody of physical exhibits

* Validation of the forensic processes and tools used

* Adherence to forensic best practices

* Forensic computers being in effective working order

e Verifiable calibration of forensic tools
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Under this regime, evidence preservation and handling and physical security
policies and processes must be geared to preserve evidence. The "tagging and
bagging" of physical exhibits such as computer and storage devices is addressed
clearly but in terms of the definition of digital evidence and a digital evidence
container, they are not defined at all. This raises some concerns as to whether the
computer or its hard drive is the actual evidence and the computer case its container.
Regrettably, no definition is provided to clarify whether digital data stored on the
hard drive or other storage media is the evidence container.

These may be considered semantic issues, but the lack of clarity has raised challenges
as to the nature of digitized copies of the original evidence, such as videotapes
generated during examination and exported for court presentation being called
original evidence. However, legislators and courts have taken a pragmatic approach
to digital evidence and consider that any data recording on a computer that may be
printed, duplicated, or copied is the best evidence and may be admissible, provided
its authenticity is verified.

The adoption of standards has been driven by the United States and the European
Union. Unfortunately, these standards tend to cover only general requirements

and are not geared specifically towards digital forensics, leaving digital forensics
laboratories resorting to expensive piecemeal efforts to try to meet the expectations
of the courts. While ISO 17025 has a sound track record in establishing quality
management systems for the more established forensics disciplines, it has shown to
be time and resource intensive and ineffective in digital forensics laboratories. This is
because the standard was designed for traditional disciplines. Those implementing
the design are often traditional forensics managers with limited understanding of
digital forensics and best practices.

Best practices for digital forensics laboratories

Best practice manuals, regulations, and governance are an essential part of any forensic
laboratory, ensuring that case management runs as smoothly and professionally

as possible. Best practice includes the management of examinations and a report
overview to ensure that the examinations of devices and forensic analyses have
conformed to best practice and that the practitioners' findings have been cross-checked
for soundness and completeness as well as for any errors and anomalies.

The protection of all digital evidence and devices relating to each case must be
properly recorded and accounted for in a custody of evidence register, which records
all movements of the exhibits and those personnel who have examined or tested
them. The appropriate tagging and cross-referencing to the evidence register of
computer devices and storage media submitted for analysis must be promulgated

in the regulations governing best practice in the laboratory.
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Proficiency testing of all forensic software applications and technical tools must
be undertaken prior to their use in examinations. Imaging and copying of digital
media onto a forensic computer and copying of other digital media should be in
compliance with the laboratory custody of evidence register and evidence analysis
and reporting protocols.

Archives of digital evidence, computing devices, and storage media may often
require cataloging and storing for future referral at appeal trials, cold case reviews,
and other investigations. Some material may require disposal or destruction after
a designated period of time under government evidence, archiving, and record-
keeping legislation.

The physical security of digital forensic
laboratories

Physical security is paramount to controlling and protecting evidence and technical
equipment from unauthorized contamination and tampering. It also protects
personnel from potential attackers or hostile parties. Evidence must be secured

and its chain of custody carefully maintained, managed, and coordinated. Digital
evidence and the containers and original hard drives or tapes should be stored in
security-grade lockers, cabinets, or safes — preferably secured with combination
and keyed locks.

However, the nature of preparing forensic images and drives for analysis may
require the forensic equipment to operate for extended periods, including out-of-
office hours. Therefore, the workspace allocated for the evidence processing must
itself be guarded from unauthorized internal or external access. Ideally, this may
require strict access control of each practitioner's workstation, requiring its isolation
from physical access with controlled entry and some form of security alarm system
to notify of unauthorized access attempts. Access to the laboratories and evidence
exhibits must be strictly controlled. The supervision of all visitors in order to
prevent unauthorized access to and tampering with evidence and related devices

is important.

In addition to physical security protecting the perimeter of the laboratory and some
degree of internal segregation of workstations, computer monitors should not be
viewable from outside through the laboratory windows to prevent any privacy
compromise.
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Network and electronic requirements of
digital forensic laboratories

Reliable and approved electrical infrastructure is an essential requirement for
protecting sensitive equipment from damaging peaks and troughs in the power
charge. Ideally, each computer circuit should be limited to two terminals and
peripheral equipment to avoid power drains and outages. Isolating each computer
system from other systems reduces power issues and enhances the security of the
data being examined.

Each practitioner/examiner requires a separate workstation and storage space for
exhibits being currently examined. Ideally, the size of the workstation for each
practitioner should be a minimum of 6 square meters and include a workbench

for disassembling computing devices as well as one for undertaking analysis of
recovered data. Network access should also be available to practitioners as they may
often need Internet access to check information recovered during analysis. However,
there are some inherent risks in doing so, especially if other users with access to

the network connection gain information about the examination. Some measure to
protect against such interception and conceal the research activity must be in place.

The electrical cabling should be designed to reduce the harmonics typical in
computer networks that shorten the life of other equipment such as monitors.

Surge protectors for all sensitive equipment, uninterrupted power supply to prevent
data loss in the event of power outages, and simplified cable management at each
workstation are essential enhancements.

Electromagnetic interference can potentially contaminate digital data stored on

a range of devices that have Wi-Fi communication installed or attached to the
device. Mobile phones are one such example, as are many other devices, including
computers equipped with Bluetooth and other forms of Wi-Fi communication
hardware. Digital forensics examinations of such devices would require that they be
disarmed and unable to communicate with local communication networks.

It is standard procedure when commencing data recovery from mobile devices

to remove SIM cards from mobile devices and switch the devices to flight mode

to prevent them from communicating with external communication points. This
prevents new data being downloaded to the device or existing data being modified
or deleted, which would deny the practitioner the recovery of all potential evidence.
It is far better to shield the device prior to it being powered on.
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Such testing is carried out in screened rooms that are sealed with several layers of
fine metal mesh or perforated metal. The metal layers are grounded to dissipate any
electric currents generated from external or internal electromagnetic fields in order
to block a large amount of the electromagnetic interference that may damage devices
being examined and alter data stored in them. These rooms may be substituted by
forensic (Michael Faraday) bags that are portable and can be taken to a crime scene

to protect and examine a mobile device. They are in effect Faraday cages capable of
blocking electrical interference to protect electronic equipment from the potentially
damaging effects of external radio frequency interference.

Air conditioning and dust-minimizing (antistatic) carpeting for personnel well-being
and maintaining the correct room temperature for servers and computer equipment
is also essential. Acoustic soundproofing should also be installed because of the
confidential nature of examinations to ensure there is no violation of case privacy.

Dilemmas presently confronting digital
forensics laboratories

The proliferation of cybercrime-related offences is now significantly higher than
conventional forms of crime. Cybercrimes cover a broad range of offences and most
notably include credit card fraud, identity theft, phishing attempts, extortion, and
unauthorized access to e-mail. This explosion of large datasets coupled with the
increasing profusion of computing devices has already made it impracticable for
law enforcement laboratories to examine all data and devices that might contain
potential evidence.

Many law enforcement agencies have responded by resorting to inefficient triage
processes and case prioritization, meaning that all but those cases categorized

as high priority may not be processed for months or perhaps years—hardly
effective policing. Concomitant with these deficiencies are concerns expressed over
practitioners with low levels of forensic skills being able to complete high-quality
digital crime scene reconstructions.

To save time, practitioners sometimes use a triage process to take a snapshot of the
media to determine whether it contains evidence of value prior to undertaking a
more complete examination, notwithstanding efforts to reduce the size of forensic
image files and case data through file compression. Storage and archiving this data
is still a time-consuming task, which is not really offset by data size reduction. The
number of storage devices and forensic images taken of these devices has increased
significantly and raised concerns from forensic laboratories, contributing to large
backlogs of work and serious processing errors. This backlog is further aggravated
by the increase in the size of datasets.
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Emerging problems confronting
practitioners because of increasingly
large and widely dispersed datasets

Despite many commercial forensic software vendors endeavoring to meet the
challenges of the changing nature of digital evidence and growing volume of
datasets, it has not alleviated or addressed the momentous problem of data storage.
The storage problem cannot be overstated. Cataloging and saving digital evidence
for future retrieval and examination is a time-consuming and costly exercise,
irrespective of the lower costs and higher storage capacity of storage media. A point
to consider is the availability of what become legacy or redundant forensic tools that
may not be available if not backed up themselves for later use. There may also be
future licensing issues to enable the use of the tools, especially problematic if the
tool manufacturer/vendor is no longer in business.

Smaller-size data requires less storage and is easier to archive. The benefit of the
ISeekExplorer forensic container, for example, is that it provides a permanent safe
harbor for evidence and uses significantly less storage space than conventional
containers (this is described in more detail later in this chapter).

Digital evidence analysis usually involves processing large datasets, and using
existing forensic tools requires technical expertise and understanding seldom
possessed by legal practitioners and IT managers, for example. Furthermore, the
technical complexity of digital evidence sometimes leads to misunderstandings
about digital evidence tendered in legal cases. Although the forensic processing
of large datasets could theoretically be completed with current forensic tools, this
would be hugely time-consuming and calls for urgent research to alleviate the
problem of large datasets.

I contend that there is no real distinction between criminal (mostly law enforcement)
and civil examinations when using digital forensics processes and tools, as each
group of stakeholders is looking for the same sort of evidence, but arguably to
different standards. I further contend that the approach that has been used in the past
for e-discovery, which often involves large numbers of machines, now needs to be
applied to digital forensics, with some refinements, as the only way to handle large
data volumes, although not necessarily the same large number of different sources.
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Consequently, the challenges of storing large datasets and analyzing their contents
in the search for evidence is formidable, and sometimes this has a detrimental effect
on legal hearings. The objectives of locating and preserving digital evidence in
criminal and civil settings are similar, but the forensic processes and tools used have
developed differently in each environment, which are described in the following
two subsections.

Debunking the myth of forensic imaging

The courts expect that digital evidence is recovered using sound forensic processes
that eliminate at best and minimize at worst any modification of the digital
information. This has been misinterpreted in e-discovery and, to some extent, in
criminal digital forensics to mean that in every case, the complete set of digital
information on a device must be imaged.

In many jurisdictions, most notably the United States, there is no prerequisite for

a forensic image to be made. What the court needs to be satisfied with is that the
evidence collected is forensically sound in that it can be shown to be unmodified and
uncontaminated. This should, as shown in Chapter 4, Recovering and Preserving Digital
Evidence, include a reliable and trustworthy account and log of how the data was
recovered and by what process.

Section 901(a) of the United States Federal Rules of Evidence, which holds sway

in most civil and criminal court case matters, stipulates that authentication of
exhibits, including digital evidence, must be supported with sufficient proof as to
the authenticity of the process used to recover the evidence. In civil cases, there is

a predilection by courts and parties to a case for there to be an "over-collection" of
evidence, as evinced in cases where imaging has been used. There are also concerns
that too much irrelevant information may be examined in breach of the privacy of
other parties from whom the data is collected.

In particular, what is needed is some perceptive reasoning as to what information
should be selected for recovery, rather than the bucket approach of full-drive
imaging involving the complete copying of hard drives. In outdated theory, the data
collected is supposed to be unmodified and must include every bit on the drive,
including deleted and partially erased data from allocated space. A forensic image
provides access to all data recovered during the imaging process, including deleted,
erased, and corrupted data. This allows the practitioner to reconstruct crime histories
but comes at a cost in terms of expertise and time and often produces no beneficial
outcome to the investigation.
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Forensic images are more often used as a standard process for criminal investigations
but are also frequently used for corporate investigations when there is a suspicion

of deliberate data deletion that requires special tools to recover evidence from an
image. In fact, in cases where there is a need to recover hidden and altered data,
imaging is still considered the preferred option.

The disadvantage of imaging is that the process recovers every bit of data from

the device being imaged, and because of the size of the drives, images are now
significantly large in size. The size is significant because the images contain mostly
irrelevant data, which can make it difficult and time-consuming to locate the
evidence and traditionally required a high level of expertise. Often, no more than

a small percentage of the image is of evidentiary value. Moreover, the practitioner
must travel to the location to access the computer device and complete the imaging
process by connecting to the device or hard drive. This adds to the time taken to
recover the data as well as the cost of personnel involved.

This time-consuming and resource-hungry practice of forensic imaging is fast
becoming untenable because more cases involve large datasets and suggest more
efficacious processes than those that exist. While forensic imaging is the norm for
criminal investigations, it is estimated that in more than 90 percent of civil cases
where forensic imaging was undertaken, it was an overindulgent and unjustified use
of resources and money. The same trend is likely to occur in criminal investigations
over the next few years. Moreover, forensic imaging tools do not effectively recover
evidence from web-based e-mail accounts, Dropbox, or other accounts held in the
cloud or other remote locations.

Dilemmas presently confronting digital
forensics practitioners

Practitioners are now processing increasingly large, terabyte-sized datasets but
are confounded by inadequate analysis tools and time-consuming and inefficient
recovery processes. Forensic practitioners were struggling with processing large
datasets as early as 2004, being constrained by the time-hungry hashing and
indexing algorithms required to analyze data post capture. Even with moderately
large datasets of, say, 500 gigabytes, processing is problematic as it is inordinately
and inherently time-consuming. This is because the data extraction and analytic
processes become extremely slow and inefficient.
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For over a decade, researchers have argued that practitioners must address the
problem of locating and recovering relevant data using what they described as
inadequate forensic tools and processes. It was also predicted that the rapidly
increasing size of datasets would require more sophisticated, automated analysis
to help locate and identify target evidence and possibly required significantly more
computing power. More astute observers recognized that enhanced automated
processes were needed as part of the timely and reliable identification and
classification of relevant evidence buried in large and dispersed datasets.

Overreliance on forensic imaging and a reluctance to undertake live recovery of
devices such as desktop computers and network servers has stymied practitioners as
well as forcing them to spend an inordinate amount of time in unnecessary recovery,
storage, and analysis. The ability of conventional forensic tools to make complete
images and for those images to be reconstructed so that all the data can be viewed
has repeatedly foundered. Yet, imaging rules supreme — at least for the time being.

But there is some encouraging news for practitioners. Simpler processes that comply
with the expectations of the legal system are needed, and these are described in the
following section.

Processes and forensic tools to assist
practitioners to deal more effectively
with these challenges

In sharp contrast to imaging, targeted live recovery using forensically sound tools
and processes is possible. Evidence is sought and not altered by the searching
process in that the file data and metadata remain unaltered. Recovered data is
collected in a forensically sound and password-protected evidence container.
E-discovery tools have been heralding this change —a change I predict will spill
over into criminal evidence recovery processes.

E-discovery evidence recovery and
preservation

Recent developments in the technology available for undertaking e-discovery are
now signaling a paradigm shift away from the cumbersome existing processes used
to capture and identify digital evidence. For companies involved in civil litigation,
there is an increase in electronic discovery involving the capture of relevant digital
information for evidentiary purposes.
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Existing processes involve technologies that sometimes challenge the skills and
experience of digital forensic and legal practitioners, thus creating a need for
specialist digital forensic practitioners. The cost of these experts is high, which is
an added burden to the discovery process on top of the high cost of the mandatory
teams of legal analysts processing recovered data.

Processing times for limited keyword searches of the captured e-discovery data, for
example, is also time-consuming, often taking days and weeks, and the large number
of search hits for review are often overwhelming to process. Evidence examinations
are hampered by the limited processing capabilities of human analysts, which

are further aggravated by the increase in the size of datasets and post-processing
reviews. The opportunities for practitioners to complete meticulous reviews of all
captured evidence and search large datasets for evidence has long since passed and
clearly signals a need for better digital evidence capture and processing.

E-discovery is almost entirely a civil matter, involving disputes between different
organizations, so the concept of "evidence" is slightly different. However, civil
investigations sometimes result in evidence recovered being used in criminal trials,
disciplinary hearings, and other tribunal proceedings, such as unfair dismissal cases.
Usually, cases that center on e-discovery require the litigants to identify information
relevant to the legal action, by completing searches across their networks and storage
systems. Any documents that are identified as relevant to the action are extracted,
processed to remove irrelevant documents, and provided to the requesting litigant.
Note that no forensic imaging has taken place.

A conundrum exists between the various e-discovery processes in using automated
tools to prioritize and select documents for review, typically considered cost savers
but an inferior alternative to tedious, manual reviews requiring the assessment of
each document in response to a production request and to determine privilege.
Grossman and Cormack (2011) quote the Sedona Conference Best Practices Commentary
on the Use of Search and Information Retrieval Methods in E-Discovery, which cautions
that "[t]here appears to be a myth that manual review by humans of large amounts
of information is as accurate and complete as possible - perhaps even perfect - and
constitutes the gold standard by which all searches should be measured. Even
assuming that the profession had the time and resources to continue to conduct
manual review of massive sets of electronic data sets (which it does not), the relative
efficacy of that approach versus utilizing newly developed automated methods of
review remains very much open to debate."

The process of indexing in e-discovery is carried out by software applications

that scan the readable text of numerous electronic files and incorporate them into
database tables of search terms corresponding to the text files. Indexing is intended
to optimize subsequent search and retrieval and is useful for managing captive
repositories, centralized data archives, and business-record repositories.
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Typically, in index-based and non-index-based e-discovery data collection, the
software is installed on the client server or network, which permits the inspection
and indexing of the selected corpus, which is held as a searchable on an agent or
index server for later retrieval and processing, as shown in the following figure:

Storage Peripherals

Computer Terminal

Network Attached Tape Library
Storage (NAS)

Computer managing
the index engine

Client-server indexing of networked data

The holders of Electronically Stored Information (ESI), corporations or customers,
wherever they may be, certainly are not aware that in order to perform most ESI
e-mail database processing, literally every intellectual property value they have,
without their conscious knowledge, is being moved in bulk to the home turf of the
reviewing company just to junk 90 percent of the data. It is perhaps worth noting
that a huge risk of not just data breach but corporate espionage could take place at
the datacenters of the reviewers as well.
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I, based on case work in this field, firmly believe that it would be preferable if the
processing was completed during the acquisition phase. In the end, the storage of
images for the sake of it not only costs storage space, time, money, and management
but also security, and it poses a potential risk of escalating data requests outside the
bounds of the case at hand as well. An investigation that starts on one track might
inadvertently find sufficient tangents of data of other events to expand the scope
beyond the points giving rise to the matter in the first place.

Enhanced digital evidence recovery and
preservation

The limitation of the indexing processes for e-discovery is that managing large
archives results in slower searches and missed files. Many organizations have
complained about significant difficulties managing indexes, notably, a requirement to
re-index broken archives periodically, thereby negating any risk-mitigation benefit.
Concerns have also been raised as to the ability of index-based e-discovery tools to
locate key files subject to privilege. Checking samples of large e-mail databases that
had been examined found artifacts missed during the indexing process.

Recognizing resource costs, a pressing reliance on and need for expertise in the face
of the rapid increase in e-discovery, and the challenge of searching the growing size
of datasets, I identified some enhancements that were required to address these
challenges. A review of various tools and specialist expertise in e-discovery, my
previous knowledge of e-discovery indexing servers as the predominant process

to locate relevant evidence, and Adam's (2015) earlier experimentation prompted
preliminary research into the tools available to see whether some or all of the
desired enhancements were available.

In 2015, I and my co-researchers looked at the unique, patented automaton of
Xtremeforensics ISeekDiscovery and noted that it made claim to a number of
promising outcomes for stakeholders involved in e-discovery and potentially for law
enforcement analysis. The ISeekDiscovery suite, now being marketed by eReveal
Technologies Pty Ltd as eFinder, consists of a configuration utility, a search tool, and
a review tool that do not require installation on the target devices or network servers.
They are explained here:

* The configuration utility, ISeekDesigner, facilitates the creation of a
configuration file containing the search terms, which can consist of whole
paragraphs if required, to refine the search.

* The search tool, ISeekDiscovery, requires no installation and can be run by
plugging in a USB device. Files containing the search term(s) are placed in
an encrypted container set by ISeekDesigner.
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* The review tool, ISeekExplorer, enables access to the encrypted container,
allowing collected files to be reviewed and extracted as required.

The eReveal website, providing more detail about its tools and services, is located
here:

http://www.e-reveal.com/.

The following screenshot shows the first pane of the nicely set-out wizard that assists
users in using ISeekDesigner to prepare search terms for use with the ISeekDiscovery
automaton:

&)
\l\_/ Operations

A2 d Ja 3 v

Open Save Save As.... New Exit New Configuration  About
Set-up Wizard

Configuration | Search terms I Search Exclusions I Capture Types | Service and Process Actions | Identification Info |

Objects to search =] Container password protection a Operational modes a@

/] Files Password || Create Summary Report Only
+ b/ Email Confirm Password /! Display elapsed time in ISesk

M MS Outlook/PST Email ﬂ? [] Auto start search (spedfy drives below)

M Mbox (&l types) Email = [ nvisible to user

/1 MsgfOft/Em|/Embx Email Corporate master auto-processing password /1 Allow network drive view in ISeek

m MS Cutlook Express/Dbx Email M Allow data warehouse access to config information
M Archives (zip, rar, 7z, etc.) Password [ Limit e-mail search to Subject{To/From/CC/BCC only
[ capture Memory Files (pagefile, hiberfil, swapfils) m Ignore CDs and DVDs in target PCs

Confirm Password

[] Deleted Files ;.i; [ ] Gather all Recyde Bin Objects
= || ather encrypted/password protected fles
How should search objects be identified? @ Show/Search only these drives || Gather Registry Artifacts

[ ] capture PSTJOST files for Extended undelete
M Capture e-mail store if search fails

m Capture File PDFs if search fails

M Capture Email POFs if search fails

E-mail Actions j
|| E-mail CSV report home

Save any temp data that ISeck needs to create into: | Application Start Folder - [ E-mail notification on search start and completion
capplicationPath ("] Also attach output file if less than 20MB

() Filename and extension
(@ signature check all files
Destination folder

a9

=l

Save the results file of a search into: Application Start Folder A Q
Oj

Temp folder

The opening pane of the ISeekDesigner help wizard (Configuration)
Some of the basic features of the tool are highlighted here:
* Select as appropriate according to what you are looking for and/or at in the
Objects to search section
* Container password protection
* Corporate master auto-processing password

* Identify objects
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* Show/Search only these drives

* Operational modes—discuss default selections

¢ Destination folder

* Temp folder

¢ E-mail Actions

The next screenshot shows a list of search terms and search term types, reflecting
the search power of the automaton. Longer search phrases optimize the locating
of specific file and e-mail content to assist the investigation. This in turn filters out
many irrelevant hits and accelerates the searching process, and it reduces the data
captured and facilitates more effective capture of desired datasets:

Configuration | Search terms | Search Exclusions

Search terms
Add @ new Search Term

What type of Search Term is this?
End Of Word Search

Optional Description for this Search Term

Search Term Text Encodings

ASCI

¥ Unicode {default)
UTF?

W UTF8 (defauit)
UTF32
BigEndianUnicode

o
»

ia @

Search Terms
Search Type
Beginning of Word Search
Case Sensitive Beginning of Word Search
Whole Word Search
Case Insensitive Regex Search
Plain Search
Case Sensitive Plain Search
Wildcard Search
Case Sensitive End Of Word Search
¥ End Of Word Search

Capture Types | Service and Process Actions | Identification Info

Search Term

bak

Bod

polemic

(?s)\cPortsmouth[itYrin'e] +Myob\p
platypus

Kookabura

explos

INGTON

{ottom

The opening pane of the ISeekDesigner help wizard (Search terms)

The purpose of ISeekDesigner is to create a configuration file containing search
terms and other search process parameters. The configuration file, usually a small
file of a few megabytes, is loaded with the similarly small ISeekDiscovery executable
(the automaton) on a client's network server or computer terminal. No program is
installed (a blessing to the network administrator), and the automaton package may
be sent to a remote location by e-mail. The ISeekDiscovery executable is launched
and commences a low-level sweep of the network or computer while the system

is still running. No files are altered and no indexing is undertaken. This results in
quicker data capture without disrupting the normal functionality of the network or

attached terminals.
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The following screenshot shows a view of the automaton searching one of the drives
on a computer terminal and shows the drive selected being searched, the progress of

the search, the amount of data read, and captured hits:

Device
information

The amount of data
checked/captured

The progress
of the search

The files located
onthe
device/network

The number of
files on the
device/network

;2 . Cancel Search 5 i
\'\‘ 4l Add a new search Path B4 Excluded
Start ISeek Config  About files
Search{Capture {8 Add a new capture Path Settings ISeek
Search Ops Application
0

The number of files that fit
the selection criteria and
selected

searched

Device ID Progress Data Checked/Captured | Number of fles  selected Exduded | Searched Device Info Device Size Elapsed
i@ c: 532,884 (] 0 Logical FileSystem 1.800 TB 00.00:00:00 -
D 271 0 0 0 Logical FileSystem 18.170GB 00.00:00:00 -
v DiF 10 0 1 10 Logical FileSystem  29.375GB 00.00:00:13

Elapsed time since
search commenced

Worker thread progress
Task Description

Searching F:\ for 2 search terms [185]

Progress

Cancel

Pacssn Pt 415 ren: O

]

Viewing the ISeekDiscovery automaton searching a selected computer drive

Once the searching is completed, usually in only a fraction of the time it takes
conventional index-based tools to complete the task, the automaton notifies

the practitioner by e-mail or through the viewing panel about the number of

hits recorded and the reason for the file selection. The third tool in the suite,
ISeekExplorer, allows the practitioner to view the selected files and their contents
and the file metadata and rationale for the search with respect to each file captured,

as shown in the following screenshot. The files are stored in a password-protected

. IsK encrypted forensic container for privacy as well as to facilitate legal privilege:
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Categories - [ik| Description 2| -
~ @ Available FileTypes 7 File/e-mail load categorized by type
& [Ewail 1 # Sent from my iPhone The contents of each file may
& himl 1 be viewed and scrolled inthe
& pdf 3 Begin forwarded message: Viewer pane
& ot 1 J
& dsx 1 From: Reza scutt <r_aceh@hotmail com>
L%  Casecategories 0 Evidential material categories E Date: January 18, 2010 1:07:13 PM MST

To: mailtoreena umar@vahoo umar@vahoo.com

Subject: Fwd: FW:

By clicking on the file type
they may be viewed in the
File List and Email List

viewer

Each file may be viewed through the
Viewer, Hex Viewer, or Plain Text

Begin forwarded mess Viewer by selection as appropriate.

Viewer | HexViewer  Plain Textviewer @ Help

File List (1)

Created Last Modified Last Actessed Capture Reason
2010/01/22 15:35:....} 2010/01/22 15:35:24 ... 1801/01/0108:00:00UTC  Attachment to an Email with Responsive Content.

3

The File List or the Email List may be selected

By clicking on each file, they may be
viewed in the Viewer pane

1 W ||| Filelist (D) | E-MaiList (1)

The ISeekExplorer view of the files captured and file content and metadata

The benefits of enhanced recovery tools in
criminal investigations

It was noted that in contrast to traditional e-discovery or digital forensic tools,
the practitioner or analyst can compile the searches and review captured data for
relevance. ISeekExplorer facilitates the indexing of the processed data for quicker
review after capture and not while on the target dataset, and it provides the
following enhancements:

* Indexing without evidence contamination to produce sound evidence
identification

* Asignificant reduction in the time required to complete data capture:
indexing versus searching

* Asignificant reduction in the amount of data requiring capture
* Avoidance of site visits and associated travel

* A '"safe harbor" for captured data that can be transported speedily and at
lower cost

¢ No contamination of the evidence collated

* Simplicity of access to the target datasets without an Internet connection or
software installation
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* Simple executables with a minimum of technical expertise required and
avoidance of the tedium of setting up complex capture processes

* Customizable search options compatible with analyst and legal team objectives
* Enhancing post-capture filtering and analysis

* A process capable of being used for crime investigations and intelligence
analysis

Captured files can be indexed within the container using sophisticated software
embedded in ISeekExplorer. The following screenshot shows the search results listed
in the Explorer pane under the newly created Search Results folder. The name for
each subfolder is based on the search terms selected, and they may be opened and
viewed in the other viewer panes:

ISeekExplorer Explorer
Categories - . Description
v P Available FileTypes 39,629 File/e-mail load categorized by type
255 Case categories 0 Evidential material categories
- Search Results 3 Previous search results
e & |Fraud: 26/06)2015 8:14:19 PM | 566 fraud
=N hutchens: 26/06/2015 7:24:... 67 hutchens
& hutchens: 26/06/2015 7:32:... 1,422 hutchens

Search results cataloged in the ISeekExplorer protected forensic container

A new approach to recovering evidence is evident, and the trialing of the
ISeekDiscovery suite shows that some pertinent research and design has provided

a sound tool to pave the way for a more pragmatic process for evidence retrieval.
The ISeek development team (incidentally incorporating experienced forensic
practitioners and forensic software specialists) is presently incorporating and testing
the code to enable ISeekDiscovery to recover selected Windows Registry hives and
keys and deleted files from free space. This adds to the relevance of the tool being
deployed by law enforcement, especially when tracking evidence on dispersed
networks such as the cloud or large network servers.

Tools such as ISeekDiscovery now permit information managers and law
enforcement officers with minimal training to undertake searches across a broad
range of data repositories without complex forensic tools and the assistance of
specialists. In theory, lawyers and auditors with a modicum of IT and forensic
training can replace expensive specialists with such tools and take control of the
management of their own evidence retrieval. The convenience of having only
relevant data secured in a protected forensic container avoids storage issues and
lengthy indexing and searching processes.
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I will go further, asserting that the search and retrieval features offered by such tools
can also be used in criminal investigations, where the preoccupation with forensic
images can be replaced with a more pragmatic process. Such processes that are
search-oriented and evidence-led offer significant enhancements to forensic analysis
and significant savings in terms of resource costs. The intelligence and defense
communities may also benefit as the search strategy offered through such processes
could be applied to field investigations and protracted cases where computer
systems and datasets are being interrogated as part of an investigation.

Chapter 10, Empowering Practitioners and Other Stakeholders, outlines the benefits
of these new technologies, providing you with an insight into how this will shape
the future of digital forensics.

Empowering non-specialist law
enforcement personnel and other
stakeholders to become more effective
first respondents at digital crime scenes

As mentioned in Chapter 4, Recovering and Preserving Digital Evidence, well-
intentioned action by a network administrator, information manager, or first
respondent law enforcement officer, who are trying to determine whether a
transgression has occurred and are attempting to preserve evidence, can amount
to unintentional evidence tampering if they do not have some form of forensic
experience and the right tools. Considering the heavy caseload of law enforcement
agencies and digital forensic practitioners and the high cost of using their services,
it seems long overdue that some form of basic training and tools such as ISeek be
able to assist stakeholders in managing the identification and collection of potential
evidence without contamination.

This section looks at this deficiency in digital evidence collection and preservation
and offers some pragmatic solutions.
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The challenges facing non-forensic law
enforcement agents

Law enforcement field agents are often tasked to be evidence collectors. In effect,
they carry out para-forensic roles because of the heavy workload of specialist
crime scene personnel and forensic examiners, who may not always be readily
available to help stabilize the crime scene and recover evidence in a timely manner.
Law enforcement agents attending the scene of an incident are now increasingly
confronted with seizing and examining computers and data held on computer
networks, mobile devices, digital cameras, and video recorders.

It may often be of importance to access these devices to obtain information as a
matter of operational urgency rather than primarily as evidence collection and
preservation. Whether or how they do it is a judgment call for the officer at the
scene. Operational requirements that, for example, may lead to the apprehension
of a suspect or prevent harm to others or severe damage to property have an
overriding priority over evidence collection. But that is not to say that some form
of awareness and response training cannot be given to agents in the field who
are not forensic specialists.

Data recovery from mobile phones, for example, has traditionally been handled by
computer crime teams experienced in recovery with access to a laboratory or forensic
field kits. These teams are often centrally located with heavy caseloads and regular
and time-consuming court attendance as expert witnesses, and are usually focused
on higher-level categories of cases. At best, they may only be able to communicate
directions to field agents as to the best evidence recovery response, sometimes
leaving the field agents with limited guidance, no experience, and no effective

tools to preserve the evidence.

Enhancing law enforcement agents as first
respondents

The use of portable mobile phone recovery units for law enforcement officers, using
reasonably priced recovery software and some basic training for nominated targets
in central and more widely dispersed operational locations, has provided some
benefit. While it has reduced the overreliance on central forensic teams, it has been
contingent on the ability of agencies to purchase sounds units in sufficiently large
numbers to make a difference. Emerging mobile phone encryption and new phone
models can make these field kits obsolete overnight.
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The training of designated personnel who use these kits has, on occasion, proved

to be ineffectual when the operator has been confronted with the quirkiness of a
broad range of mobile phone types. The effectiveness of the kits and the ability of
the operators observed by me on recent occasions raised doubts as to the overall
benefits when evidence that could have been recovered was not. If such strategies
are to be used, the soundness of the equipment must be rigorously tested. Moreover,
ongoing training for the operators must be provided and monitored to guarantee the
best outcomes.

Apart from mobile phones, the handling of desktop and laptop computers needs
a pragmatic process to preserve evidence as well as a workable guide to evidence
recovery for case prognosis. The basic requirement to achieve this consists of:

* Areasonable budget to set up and maintain the initiative

* The selection of affordable, proven, and reliable software and hardware that
is relatively easy to use and update

* Reliable training personnel to ensure operators are properly trained and
receive ongoing support and retraining when required

* A review made of the process to determine its success and ultimately its
importance (to enhance future budgeting)

* Flexibility of review to ensure that the process keeps pace with the ongoing
change in technologies

Skills required as part of the process include the ability to image devices or,
preferably, search for evidence that can be stored in forensic secure digital evidence
containers such as the ISeek . 1sk evidence container. This may be achieved by using
a 64-gigabyte USB thumb drive and a predesigned ISeek configuration file, with
which the contents of a device, such as e-mail records or correspondence files, may be
selected and recovered. This is the only tool available to boot up an Apple computer
to retrieve information. The automaton can also capture the drive contents or selected
folders and partitions. The critical process involved is designing the search criteria

to meet the needs of the investigator. While this may appear straightforward, it does
require some thought and experience in using search terms.

The recovery can take between 30 minutes to several hours depending on the size of
the drive and may also be deployed on a network server with a modicum of operator
training. Once the search hit results are known, the data may be selected and either
accessed on site or sent to a more secure central handling center for further analysis.
Recovered datasets may be migrated to processing applications such as Relativity;
however, the ISeek suite provides an application interface, XtremeReporting, that
assists legal and analysis teams to process data expeditiously.
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Alternatively, the agents can use ISeekExtractor to export selected files and folders
from the . 15K file for local or central location analysis, as shown in this screenshot:

) ) Bxtraction Style
Begin Bxraction Numbered filss with metadata in XML index
Path to a single 15K File, or a Folder Containing |SK files to extract.
C:\Users'rbodding' Desktop' Testing iseek for training . |MACHINE-080027ADSEGS-18E5421 7-s+email_-1435433300
Data Output Folder
C:\Users'rbodding \Desktop'ResultsExtracts

Master/Corporate Password

sesssnees [[] Show Password

Content to Extract Email Output Style
Bxtract All Content W BExtract Email using Microsoft Msg Format

Preexisting content found in folder:
c:%Users\rbodding\Desktop\Resu1ts\Extracts
Extracting A1l Content from:
C:\Users\rbodding\Desktop'Testing iseek for training \IMACHINE-080027AD9E68-18E54217
Extracting output to folder:
C:\Users\rbodding'Desktop'Results\Extracts
Extraction complete
Extracted 4 items

Seems to have worked as expected.
In 0 hours O minutes 1.222 seconds
Processing Complete|

The ISeekExtractor API tool

The extracted folders may then be catalogued and conveniently searched for
essential evidence, as shown here:

4 | Extracts
4 | iseek test files+email
4 | loose emails by type

4 . emlx
L 153%8.emlx
4 | 1598 emlx

|, 13945

F ]

Folders of extracted e-mail messages
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The following screenshot shows the contents of a typical folder, showing the e-mail
header file, the body of the e-mail and the attachment —in this case, a PDF file:

MName * Date medified Type Size

. Lheader 22/01/20103:35PM Text Document 5KB
& 2.body 22/01/20103:35PM  Firefox HTML Doc... 4 KB
3.20080905161636738  22/01/20103:35 PM  Foxit Reader PDF ... 149 KB

View of the e-mail header, body, and attachment extracted into the examination folder

Use of the automaton is far simpler than imaging, even with IXImager, and only
requires access to the device and appropriate design of the configuration file.

There is no dismantling the device, and the tool uses the data storage virtualization
technology Redundant Array of Independent Disks (RAID) and network servers
to locate only essential data.

The sample case at the end of this chapter compares the effectiveness of old and new
processes to facilitate speedy data recovery during a fraud investigation. It shows
what can be done to speed up and remove the complexity of the digital forensic
component of a crime investigation.

The challenges facing IT administrators,
legal teams, forensic auditors, and other
first respondents

The custodians of desktop and laptop machines and network administrators know
the characteristics of their data holdings, user access, and running applications.

They may be the first respondent to discover that some form of improper use of the
system has taken place. This may include a hacker attack, insider fraud, or personnel
misconduct. For organizations, personnel have access through a desktop terminal,
portable laptop, or mobile device, usually linked to the organization's network server
by direct cabling or remote access, Wi-Fi connection, and so forth.

Often, the investigation will require inculpatory evidence that typically is in the
form of personal or business correspondence, notably e-mail messages and
attachments, text files, photographs and diagrams, and logs of database access and
document management systems. Also, the investigation may require a deeper level
of forensic examination to look for hidden and deleted information that has been
deliberately concealed.
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These types of investigations may be triggered by a broad range of events, including:

* Breaches of confidentiality

* The sudden and unexplained departure of a staff member

* Evidence of fraud or misappropriation of an organization's funds or assets
* Account audit anomalies

* Misuse of Internet browsing privileges

* Complaints of misconduct made by clients and other staff members of
misbehavior, sexual harassment, and other breaches of the employment code

Evidence stored on desktops and personal computing devices may well be
forensically imaged or, in the case of mobile phones, data extraction can be made
using a range of forensic tools. However, these tools may not be available, and no
qualified users are available in-house.

For extracting data from a network server, the network administrator may use

a range of data backup applications such as Safeback or ShadowProtect to make
logical copies of the server and copies of available backup tapes. However, when
viewing and accessing files to determine whether there has been a security breach
or evidence of some transgression, there is a possibility of altering the file data,
timestamps, and audit trail logs unintentionally. There is also the possibility, if the
extracted information is presented in court, that the opposing team may dispute the
authenticity of the data, claiming that it may have been altered during recovery or
deliberately by hostile parties.

These tools take a logical copy of the server and, for example, any database files
hosted on the server, such as e-mail server databases and other accounting and
administrative databases. A copy of the server file at a given point and all available
backup tapes (on-site or off) is an expedient measure, as it allows the organization
to recommence business while the original dataset containing potential evidence
remains intact. The backup will copy all system files and, to reiterate, this is time-
consuming and results in more data being collected than will be required. The
practitioner is also in the hands of the network administrator, who may not be

on site or unavailable at critical times to make a backup of the server data.

Normally, the network administrator will save everything so that examination of
relevant data may take place when desired, although, unlike a forensic imaging, it
will be a logical copy of the data and not a bit-for-bit exact physical image that would
facilitate locating hidden and deleted files. For a 1-terabyte network server, the
copying process would take between 3 and 5 hours, but considerably more time

and storage space would be required for a larger network.
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It may be a matter of isolating e-mail databases relating to dubious activities based
on user identities, time frames, and subject matter. In an organization of any size, it is
unlikely that an investigation will examine the information holdings relating to every
employee or manager, and may from the outset focus on one or more employees. On
the other hand, it may be unclear as to what the identity of possible culprits is, but an
event or subject matter may provide links to them.

Having an image of the server, if possible, may be useful for indexing and searching
for evidence, but what if the network is dispersed and it is impractical to consider
imaging the large dataset? Copying and restoring an image of a network is time-
consuming and can take between a day and several days to complete. So much data
is saved, yet little of it is required. If the appointed investigator is tasked to look

for only certain parts of the network thought relevant to the incident, there is no
guarantee that they will contain all the available evidence. Staff terminals also take
time to image and then search for evidence, and this is not without its challenges,

as will be demonstrated in Chapter 6, Selecting and Analyzing Digital Evidence.

Enhancing IT administrators, legal team
members, and other personnel as first
respondents

So, rather than adopting imaging as the best process, I and my co-researchers use
and commend the use of the ISeek automaton to locate and recover data of potential
value. This is exemplified in the case study at the end of the chapter, but consider
the time benefit of being able to interrogate a server and desk terminals using the
automaton to collate a manageable container of information from which an early
and quick prognosis can assist the investigation.

For example, the e-mail server may contain thousands of user databases, yet the
investigation is seeking the e-mails of only one or perhaps two internal users, for a
specified time frame, engaging in certain activities. The automaton can be configured
to look for e-mails and attachments in the context of the inquiry. It can filter by file
size, type, and periods of time to avoid processing unnecessary data and speed up
the process of locating evidence and leads for further inquiry.
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In addition, these types of investigations require the large e-mail and document sets
to be filtered and cataloged efficiently so as to reduce the time spent on and tedium
experienced by the examining team personnel. The same stratagem used by law
enforcement agents to search for and contain selected data applies here. Moreover,
while the administrator may be able to isolate a user and e-mail accounts, the
possibility remains that information of value may be overlooked in other locations on
the server not evident to the examining team. The team may lack sufficient technical
knowledge and experience regarding the less likely locations of evidence. The
automaton does not have to rely on extracting large datasets and can work quickly
and efficiently on those drives where evidence may sit.

Another benefit of administrators and auditors using the automaton is that they can
be involved in configuring the search terms, which can be launched on the server

or terminal without the installation of any software application and without the
physical presence of a forensic practitioner. This broadens the scope of investigations
that may otherwise be delayed or abandoned because of the cost of hiring an
expensive practitioner and associated travel and accommodation costs. It can

all be accomplished by e-mail and telephone communication.

Securing the evidence, or what appears on first inspection to be information that may
assist a later investigation, is a high priority. Making sure that the evidence is kept in
pristine condition has been emphasized in previous chapters, as has the likelihood of
its contamination by hostile parties as well as those inspecting it and trying to save it
to a safe location.

Again, the ISeekDiscovery tool has the capability of being quickly deployed with a
simple configuration file to enable the capture of drives or folders where information
needs to be placed in a "safe harbor". The evidence container is password protected
and encrypted to restrict access to the recovered evidence to ensure confidentiality
and safekeeping. This figure shows the selection of a drive folder for capture by
ISeekDiscovery:
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These are software application solutions potentially empowering first respondents.
While the tools and the training necessary are not without cost, they do enable

the responders to take some ownership of the problem of digital information in
their care and take direct responsibility for protecting recovered evidence in civil
and criminal settings. Chapter 8, Examining Browsers, E-mails, Messaging Systems,
and Mobile Phones, will look at forensic processes to enhance the recovery and
preservation of digital evidence, including data stored on remote locations, such as
the cloud.

The following case study is based on what started out as a business insolvency that,

as it later transpired, involved the theft of large sums of client and employee funds by
the principal owner of the business. The case was prepared with a view to handing
recovered evidence to a law enforcement agency for formal criminal charges to be laid
as well as for civil litigation intended to recover the funds and other property.

Case study - illustrating the challenges
of interrogating large datasets

Consider the case of a domestic property management firm that, over a period of
some 30 years, built up a profitable business managing the sale, purchase, and rental
of domestic properties in several fashionable suburbs in an Australian state capital
city. The business principal bought into the business at a relatively young age and
with little business management acumen, yet was full of ambition and showmanship.
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The setting of the crime

The business owners, of what had always been a profitable enterprise, became aware
that it was experiencing some increasingly serious financial problems. Letters of
demand were received from contractors engaged in the maintenance of and repairs
to rental properties managed by the firm, complaining of non-payment of their work.
Clients complained that monies placed in trust funds as part of the sale and purchase
of listed properties were not cleared within stipulated periods. Letters from the firm's
financiers over default payments of loans and staff members not receiving salaries
and commissions all added to the clamor.

The principal was questioned as to the nature of the problem and, after a month of
apparent prevarication, departed the firm in possession of his work computer and
mobile phone. Attempts to interview the principal failed and it was then discovered
that the principal had been registered as a bankrupt. An acute shortage of funds
and an inability to meet its creditors' demands forced the firm into involuntary
administration.

It soon became evident that significant funds had been secreted out of the firm
through a number of shelf companies and trusts controlled by the principal. These
funds were the bulk of the firm's reserves, amounting to some $5 million, including
trust fund holdings of clients. Even the employees' superannuation fund was devoid
of funds; the firm's monthly fund contributions were 6 months in arrears.

The investigation

The forensic audit team commenced its investigation into the affairs of the firm

and noted that some important business ledgers, containing recent transactions
relating to funds that had been emptied just prior to the principal's unexpected
departure, were missing. The principal's missing laptop and office phones denied
the auditors the principal's e-mail and telephone communications. Examination of
the firm's accounts through its bank confirmed that large amounts of funds had been
transferred to other businesses by the authorized account holder —the principal.

The initial suspicion was that the principal had been involved in the transfer of the
funds and may have used companies he owned to do so. There was some suspicion
that documents relating to transfers and these companies had been forged to
facilitate the transfer and avoid detection by the bank and create unwanted attention.
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The practitioner's brief

While the misappropriation of the funds implicated the principal, it was necessary
to demonstrate knowledge, involvement, and motivation that it was for criminal
gain and not some other less onerous reason. Proof of this could be provided by
the following:

E-mail and other communications, including attachments relating to the
principal and possible accomplices relating to dubious transactions

All communications relating to the indebtedness of the firm

Traces of electronic copies of missing business ledgers (the audit team would
separately examine the financial and client business database to identify
missing transactions)

Word and Excel documents that relate to the principal and business entities
relating to dubious financial transactions

All . pDF files that appear to have been scanned and may reveal forgery
relating to dubious transactions

All applications that relate to copying and changing documents into PDF
format and could facilitate the suspected forgery

Backups of the principal's mobile phone that may provide additional proof
of involvement in the fraud

Any other information that might provide investigative leads and reconstruct
relevant events

The available evidence

The data available to the practitioner consisted of:

The network server, containing about 800 gigabytes of data, including an
e-mail database, a real estate management database, and an accounting
database for personnel payroll and business operations

17 terminals for employees
A backup drive for the property management database

A damaged mobile phone discarded by the principal
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The data extraction process

The network server data was required to be imaged for eventual analysis by the
relevant government department and as the best evidence in the event of any future
legal action against the firm and the principal. As the server could not be shut down
because of urgent business with irate clients and other commitments, the option of
imaging the drive was not feasible. The network administrator, also an unsecured
creditor of the firm, isolated the network from the principal and other personnel
and made a backup of the drive. The backup took 48 hours to complete because the
server refreshed itself and delayed the process. The administrator did, however,
provide some 60 gigabytes of e-mail stores of the entire staff members and user
terminals. This data was searched using ISeekDiscovery.

However, this data was not available for analysis for 3 days. The server backup
was restored, taking a further 20 hours, and there was another delay in copying the
data to a forensic container for the government department.

Examination of the personnel e-mail . PST files was completed in under 2 hours
using the automaton, locating evidence in the principal's e-mail server account and
minimal relevant information in one other staff member's account. This accorded
with the auditing team's view that the principal had acted alone.

This e-mail data could have been recovered on day one by launching the automaton
on the server. Other documentary evidence being sought, including a small number
of suspected forged or fabricated PDF files and the related software application,
could have been captured expeditiously using the automaton. This would have
provided the audit team with an earlier insight into the principal's impropriety

and identified other probative information and possible links to other perpetrators.

Six desktop computers used by other personnel were imaged for broader analysis,
as it was thought possible that information relating to the fraud may be obtained.
Imaging of each device using IXImager was speedy and undertaken concurrently,
being completed within 3 hours. The images were mounted and ISeek was used
to search for possible evidence and other leads. This was a more time-consuming
process than using the automaton on the six terminals concurrently, which, as it
transpired, recovered minimal probative information. However, the client was
persistent in sticking to the old tried-and-tested processes that took longer, as it
transpired.

Data relating to PDF files and mobile phone and e-mail messages and attachments
was obtained through these combined processes and filtered using ISeekExtractor
to produce a distillation of relevant data for the audit team to examine. Evidence
of particular importance was extracted and included in the report provided to the
forensic audit team for analysis as well as feedback to the practitioner for further
searching.
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The outcome of the recovery and examination

The practitioner had been provided with sufficient background of the investigation
to undertake some analysis and reconstruction to assist the audit team with the
digital evidence. The use of ISeekExplorer to search for and catalog possible evidence
and leads from an originally large dataset was relatively uncomplicated and speedy
compared to the use of conventional forensic tools.

Information of value to the audit team was distilled and consisted of:

* E-mails between the principal and the financial institution regarding the
transfer of large amounts of funds out of the firm to companies controlled by
the principal

* Synchronized e-mail messages recovered from the server backup of the
principal's mobile phone regarding suspect financial transactions and the
principal's indebtedness

* Identities of family and unit trusts and residential properties owned and
controlled by the principal suspected of being involved in illegal transactions

* Documents stored on the principal's server folder relating to scanned written
transactions relating to the parlous state of the firm

* Details of bank transfers of significantly large and regular amounts moved
from the firm's accounts to other entities of possible relevance to the
investigation

What was not found was evidence of any document forgery or software applications
that may have been used to alter and forge documents. Messages between the
principal and his spouse and family were innocuous and of no relevance to the
investigation. No other staff members were implicated in any misdemeanor.

It was clear that any substantial digital evidence that may have existed was on the
principal's missing laptop or another device used away from the workplace. The
server e-mail database did provide some of the principal's e-mails but they were not
of significant help to the investigation. There is a possibility that any incriminating
e-mails using the firm's e-mail server may have been permanently deleted by the
principal as the server did not prevent users from making permanent deletions that
are unrecoverable. The backup tapes for the server did not identify any incriminating
e-mails. It is more than likely that the actual acts of fraud and forgery did not take
place inside the firm's premises or by using its computers.

The principal later surrendered the laptop, which was accessed using ISeekDiscovery
but only produced a small, but important, amount of potential evidence in the

form of a spreadsheet. The file contained what were evidently specific details of the
principal's money trail involved in the theft of clients' funds.
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Conclusion

The case described the examination of a small organization using a combination

of old and new forensic processes and clearly demonstrated the benefits of the

new technology. For a larger organization, a dump of the selected hits obtained
through the automaton would be extracted using ISeekExtractor for end processing
using software such as Relativity. A lot of work was done at reduced cost without
an overabundance of probative evidence recovered, as it transpired, but the
examination that was required and the time saved also reduced the cost to the client.
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Summary

The chapter further described the challenges posed by the rapidly increasing size

of datasets that makes it difficult to seek digital evidence without considerable
expenditure of time, money, and human resources. The questionability of
conventional forensic image protection has also been highlighted. The continuing use
of forensic imaging is predicted to become less prevalent because of the concomitant
increase in the size of secure data stores to preserve the evidence and related
resource costs. The use of better tools to process large datasets, identify important
evidence, and preserve it in more modest storage sizes is urgently needed.

The chapter introduced the evidence-searching automaton and demonstrated its
value through testing and casework, confirming its effectiveness in overcoming
challenges posed to practitioners, with some encouraging results being observed.
Such processes offered in the suite of tools should attract the attention of practitioners,
not just in the e-discovery field, but also in law enforcement and the intelligence
community —communities facing escalating costs, reduced manpower, and limited
time to process information in a timely manner. Information managers and the legal
fraternity also seek some autonomy from costly specialists and vendors to better
manage, capture, and preserve information that may later be required in legal cases.
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I hope that you will benefit from the knowledge gained from this chapter by providing
a glimpse into the newly emerging environment of digital evidence handling. These
new technologies address the challenges posed by increasingly large and disparate
datasets that can no longer be copied through conventional imaging processes for
much longer. Not only do these new technologies help address these challenges,

the relative simplicity of using them removes much of the mystery surrounding
e-discovery experts and vendor hype. IT administrators can now take the opportunity
to become involved in the sound capture and management of information likely to be
used in court and can become empowered by the new technologies.

Chapter 6, Selecting and Analyzing Digital Evidence, introduces the use of structured
processes to navigate acquired forensic images and containers, notably the
ISeekExplorer . ISk container file, to locate and select evidence based on sound
forensic practice. The case study provided in this chapter shows how the complexity
of a case can become challenging, and so, it is important to have some structured
approach to assist the practitioner. Each case is different and can vary quite
remarkably, but all share some common characteristics. While there is no substitute
for experience, some flexible, pragmatic schema is required to ensure that the
examination proceeds in an organized manner.

The very size of the data recovered means that the best forensic tools are used to
complete examinations. Chapter 6, Selecting and Analyzing Digital Evidence, provides
an insight into the forensic tools used to extract and select evidence. It will further
describe the emergence of forensic tools that reduce the tedium of and time spent on
analysis and retrieving more evidence. The exciting part of forensic examinations is
knowing where to look for potential evidence, what you are looking for, and why

it may be important and relevant to the investigation, and then finding it. All this
comes with experience, for there are many blind canyons to explore, and while the
brain is the best forensic tool, it can become tired, confused, and frustrated in trying
to locate and understand the evidence. For the seasoned and novice practitioner,
these new tools do make a significant difference in reducing fatigue and impatience,
resulting in more complete and satisfactory examinations.
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Selecting and Analyzing
Digital Evidence

This chapter will introduce the procedure of undertaking a digital forensic
examination of acquired digital information through the iterative and interactive
stages of selecting and analyzing digital evidence. It will outline the key stages of
digital evidence selection and analysis in line with accepted forensic standards. The
chapter will look at:

* The use of structured processes to navigate acquired forensic images to locate
and select evidence based on sound forensic practices

* The emergence of forensic tools that reduce the tedium and time spent on
analysis and that retrieve more evidence

Structured processes to locate and
select digital evidence

Various digital forensic examination models are in use, each emphasizing slightly
different stages in the investigation process, with no universally agreed-upon model
used by practitioners. I have examined the structure of each model and propose that
a typical digital forensic examination may be divided into the evidence-recovery and
preservation stage and then locating, sorting, selecting, and analyzing the evidence
recovered that may support (or refute) a legal argument. The next stage is validating
the evidence, ensuring that it is what it purports to be. The final stage is presenting
the selected evidence in a formal report. This may be to the legal team or the
investigator or may be made by the practitioner testifying during a legal hearing.
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The examination is often an iterative process, in that the various stages may be
revisited before the examination is finally concluded. For example, another device
that may be recovered later will require data recovery and preservation of the data,
as was described in detail in Chapter 4, Recovering and Preserving Digital Evidence.

Recovery and preservation has traditionally involved the imaging of devices and
storing the data in bulk in a forensic file or, more securely, in a forensic image
container, notably the ILookIX .AsB container. Chapter 5, The Need for Enhanced
Forensic Tools, described the recovery of smaller, more manageable datasets

from larger datasets from a device or network system using the ISeekDiscovery
automaton. Whether the practitioner examines an image container or an extraction of
information in the ISeekDiscovery . ISk container, it should be possible to overview
the recovered information and develop a clearer perception of the type of evidence
that should be located. Using a structured process to locate the evidence makes

the certainty of locating it more likely and the process less arduous than using an
unstructured approach.

Once acquired, the image or device may be searched to find evidence. Locating
evidence requires a degree of analysis combined with practitioner knowledge and
experience. As outlined in Chapter 2, Hardware and Software Environments, evidence
may be located in a broad range of devices and in various locations on those devices.
Information of interest may be located in the e-mail folder, containing messages and
attachments of interest to an investigator. The process of selection involves analysis,
and as new leads open up, the search for more evidence intensifies until ultimately

a thorough search process is completed.

The searching process involves the analysis of possible evidence, from which
evidence may be discarded, collected, or tagged for later re-examination, thereby
instigating the selection process. It must be stressed that the selection of candidate
evidence by the practitioner does not mean that it is proof of guilt or innocence —it
simply means that the evidence selected appears to be relevant to and supportive
of the matter at hand. This means that the evidence supports or adds to a legal
argument or hypothesis — the ultimate probandum of a case, such as the defendant
using the computer to strike the deceased's head, resulting in his demise! Some
theorists and practitioners have a clearly defined stage in their models they call
analysis, but that may be somewhat confusing as analysis is part of all stages and
not really a separate process.
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The following diagram is a simple model proposed by me, which highlights

the examination of digital evidence in the investigative and legal domains. The
penultimate stage of the investigative process is the validation of the evidence, aimed
at determining its reliability, relevance, authenticity, accuracy, and completeness.
The final stage is the presentation of the evidence to interested parties, such as the
investigators, the legal team, and, ultimately, the legal adjudicating body. Evidence
validation is covered in more detail in Chapter 9, Validating the Evidence. Once the
legal process is completed, the digital evidence containers and digital devices may
require safe storage pending the outcome of any review or legal appeal:

Evidence Chain of Forensic image Evidence
seizure custody container searching

]

Reparting ta the: Examination report Evidence
* legal team preparation Evidence selection
* Investigator validation

* Client

Legal Data and device
Legal team Providing outcome storage for
decision testimony review and appeal

My digital forensic examination model

The following subsections describe the evidence searching and selection processes.
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Locating digital evidence

Locating evidence from the all-too-common large dataset requires some filtration
of extraneous material, which has until recently been a mainly manual task of
sorting the wheat from the chaff. But it is important to clear the clutter and noise
of busy operating systems and applications, from which only a small amount of
evidence really needs to be gleaned. This section describes the processes involved
that practitioners follow in their endeavors to locate relevant material to assist

an investigation.

Search processes
Search processes involve searching in a filesystem and inside files; common searches
for files are based on:

* Their names or patterns in their names

* Keywords in their content

* Temporal data (metadata), such as the last-accessed or last-written time
A pragmatic approach to the examination is necessary, where the onus is on the
practitioner to create a list of keywords or search terms to cull specific, probative,
and case-related information from very large groups of files. The advanced search
terms in ISeekDesigner provide practitioners with a high level of flexibility to locate
evidence, notably the following:

* Plain search

* Case-sensitive plain search

*  Whole-word search

* Case-sensitive whole-word search

* Regex search

* Case-insensitive regex search

* Wildcard search

* Hex sequence search

* Beginning-of-word search

* (Case-sensitive beginning-of-word search

* End-of-word search

* Case-sensitive end-of-word search

* Disabled
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Hashing is used to compare the signature of files against a range of databases that
include malware and child exploitation material. It can also assist in locating files
on a suspect computer against previously known signatures. For example, locating
a forged text document held on one computer and suspected to be on another was
made possible by using the hash of the file contents, despite the file extension and
name being changed to conceal the forgery.

Searching desktops and laptops

The next figure shows a computer terminal linked to the Internet via a modem.
Various peripheral devices are attached: a scanner, printer, external hard drive,
thumb drive, storage device, digital camera, and mobile phone. In an office network,
this would be a more complicated system. A typical household may include local
area networks and a range of users and their digital devices. The linked connections
between the devices and the Internet through the terminal leave a range of traces and
logging records in the terminal and on some of the devices and the Internet. E-mail
messages will be recorded externally on the e-mail server; the printer may keep

a record of print jobs; the external storage devices and the communication media
also leave logs and data linked to the terminal. All of this data may assist in the
reconstruction of key events and provide evidence related to the investigation:

Ihacker i §
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~

T gt}
8%~ ¥

Patential users Mobile phone

Fotentia

AN

A typical single-terminal network

If we look at the data stored on the terminal, which may be a desktop, laptop, or
netbook, traces of relevant data may be located there. In the following diagram, we
have recovered a deleted MS Word document from Recycle Bin, containing a death
threat to another person.
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The intended victim has reported receiving an e-mail message with a Word
document attachment from the suspect, whose computer was later seized for

examination. In this hypothetical scenario (based on an actual case), the practitioner's
task is to locate evidence of the e-mail message and attachment. This simple task may
reveal the e-mail file and attachment, but it may only locate traces of the message:
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Anomalies in timestamp metadata may also complicate the
= reconstruction of key events.

In this scenario, we have an e-mail message that may have a number of relationships
with other files that record events that seem to link to the e-mail message and are
within the relevant time frame. From this recovered file, it is possible to reconstruct
a timeline based on relevant timestamps and the locations of the additional files.
This will assist in the more complete selection of useful information to assist in

the analysis of the threads of evidence. This will be looked at in more detail in

the following subsection on evidence selection, but first, it is important for the
practitioner to know where to look for helpful leads.

From this simple yet common scenario, note that the file does not exist in
isolation. There is related information that should be located —and within a period
corresponding to the creation and transmission of the e-mail message. Firstly, it
is expedient to look for other information that correlates with the e-mail message;
information that may clarify:

*  When the message was created and posted

*  Whether it was created and dispatched on the suspect's computer

*  Where the attachment was created

*  When the attachment was created

* The identity of the user who created the Word document
The previous diagram highlights that there are what appear to be related events
based on deleted files and applications that created or modified these files, which
are as follows:

* The Deleted e-mail folder held the deleted e-mail and attachment

* Recycle Bin held a deleted folder and a deleted version of the threatening
Word document that was previously located on the computer desktop

* The Word document file contained metadata relating to the previous location
of the file and its recorded author

* Alink file (or Jump List log) refers to the location of the file of the same name
in this folder that was previously located on the desktop

e Microsoft Word is installed and shows a record of the creation and
modification of a file with the same name in a recent document log
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Files created, modified, transferred, or stored on a computer will often leave a trail of
links that record its presence on the device. They often contain metadata, including
authorship, file location, and timestamps, which may help in event reconstruction,
and they certainly assist in locating such links. The following screenshot shows the
Quick access feature in the File Explorer pane. In this example, it shows frequent
folders accessed by users of the computer. The screenshot displays folders and an
individual file, which is a typical default setting. By booting up the forensic image of
the device, this may be readily observed, and it cannot contaminate evidence on the
original device:

2 | = | File Explorer

“ Home Share View

4 #F » Quickaccess » v 0 Search Quick access

7 Quick access ~ Frequent folders ()

I Desktop Desktop Downloads

4 Downloads l This PC ‘ This PC

= Documents

&=/ Pictures Documents Pictures
4= This PC This PC
J’! Music j ! [ !
12241174 1. B videos
E Music Videos
¢@ OneDrive ﬁ This PC ﬁ This PC
& This PC

=¥ Network ~ Recent files (1)

u 12241174_10206677929205813_632382...  This PC\Desktop

The Windows 10 Quick access feature

However, this data is stored in Jump List files since the launch of Windows 7 and
intended to assist users with quick and convenient access to files and applications at
various locations in the computer. During the physical examination of a device, Jump
List details may be accessed in Windows Registry at HKCU\Software\Microsoft)\
Windows\CurrentVersion\Explorer\Advanced\Start JumpListItems.

These Windows proprietary files, known as Object Linking and Embedding,
embed and link documents and applications for quick retrieval and may be located
in Windows 10 folders such as ¢: \Users\LCDI\AppData\Roaming\Microsoftg\
Windows\Recent\.
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Jump Lists are compartmentalized into two directories:

* AutomaticDestinations: These are created by the operating system and other
default applications that contain the DestList stream recording the most
recently or frequently used files

* CustomDestinations: These files are created when a user pins an application
to the taskbar or Start menu, for example, in Windows 10

Careful analysis of these files may assist in determining the number of times the file
was accessed and the dates when that occurred. The following screenshot shows a
Jump List on the taskbar for Microsoft Word listing any pinned files and recently
accessed files:

Pinned

¥B Conspiracy.docx

W] Bad stuff.dock
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"L.in green tomatoes

] Tapioca pudding.doox

w3 Word 2016

Unpin from taskbar

m < wi x3 Pp3

Word document Jump List showing recent files used by the application on the taskbar
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The next screenshot is a view of a Word document file that provides some
antecedents of the document, its creation and last-modified dates, and its authors
and file location —again, all useful potential evidence to assist event reconstruction,
if you know where to look for it:
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Last Printed

Related People
Manager

Author

Last Modified By

2.37TMB

34

10492

1 Minute

Add a title

Add a tag

Add comments
MNermal.dotm
Add text

Add a category
Specify the subject
Add text

Hewlett-Packard Company

Taday, %:46 AM
Today, 9:45 AM

Specify the manager
Richard Boddington

Add an author

Richard Boddington

Related Documents

|£] Open File Location

Show Fewer Properties

File metadata stored in a Word document
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The following screenshot shows a small menu tab from the same page that allows
inspection of the document to search for hidden properties or personal information.
The tool looks for embedded documents that may include information that is not
visible on the file or has been formatted to appear invisible:

A Inspect Document
A Before publishing this file, be aware that it contains:

Check for Document properties, template name, author's name and related dates
Issues =
Footers
= Inspect Document
J . - I
“—" Check the decument for hidden properties ies are unable to read

or personal information.

[& Check Accessibility
@' Check the decument for content that people

with disabilities might find difficult to read, ved changes.
LT—E Check Compatibility

Check for features not supported by earlier
versions of Werd.

The document inspection menu

The file, the Word document in this instance, may be located by opening the Related
Documents tab, as shown here:

Related Documents

Open File Location

Show Few Open File Location
file:///E\Essential Data\My
Documents\ TSW Analytical\Digital
Forensic Book\Chapters\Chapter

0&

The Related Documents tab-seeking the folder location of a Word document
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It is important to determine whether other activities on the computer may identify a
specific user during the creation and dispatch of the e-mail message and attachment.
The previous screenshot, for example, indicates a correlation between a recovered
artifact and corroborating artifacts. It is critical to show that such additional events
occurred or could have occurred during the relevant time frame. Windows 10 has
an abundance of links to frequently and recently used files, as shown in the Smart
Screen feature in the following screenshot, which shows a link to a Yahoo! Mail
account and a number of recently visited websites:

- Pin to Start
More

Uninstall

Frequent
wessel666 - Yahoo! Mail
©) Get started with Firefox - An overview...
a Facebook
[ 5] https.//www.mozilla.org/en-US/firefox/...
B hyperserver - Google Search
a hyperverve - Google Search
B hyperverge - Google Search

Tasks

. Open new tab

. Open new window

¥ New private window

The Start Up form showing a list of frequently visited sites

Using the logical examination process (booting up the image), we can see, in the
example shown in the following screenshot, a deleted file in Recycle Bin that was
previously on the computer Desktop. Right-clicking on the file shows the creation
and deletion dates:
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Home

+

5+ Quick access
[ Desktop
J Downloads
=| Documents
&=/ Pictures
B Music
B videos

<@ OneDrive

[ This PC

¥ Network

Titem

Regycle Bin Tools  Picture Tools

Share  View Manage Manage

» Recycle Bin v o

12241174_10206677929205813_6323
820760971934178_n

JPG File

Search Recycle Bin

12241174_10206677929205813_6323820760971934178_n Pro...

General

@ 12241174_102065677929205813_632382076097193¢«

Type: JPG File
Origin: Desktop
Size: 82.2KB

Deleted:
Created:

Attributes

1item selected 82.2 KB

Today, January 25, 2016, 8:21:33 PM
Yesterday, January 24, 2016, 7:55:19 PM

The Mozilla Firefox browser history shown in the following screenshot lists a
number of visited websites. This feature is switched on in most browsers as a default
setting but will be deactivated if the user has chosen to browse in private mode to

avoid leaving history logs:

@ Library
Organize ~

4 (L) History

i Yesterday

i This menth

4 Downloads

Tags

b (@ ANl Bookmarks

Views -

& Import and Backup -

Name Tags

Bl wessel666 - Yahoo? Mail

Il wessel666 - Yahoo? Mail

I (1 unread) - wessel666 - YahooT Mail
12241174_10206677929205813_632382076...
Ed Mark A Cotton

H Mark A Cotton

7 Deadpool - Facebook Search

B (1 unread) - wesself66 - Vahoo? Mail
Yahoo

Yahaa - login

wessel666 - YahooT Mail

Al

Location
https://au-mg3.mail.yahoo.com/neoflaunch?#33..,
https://au-mgS.mail.yshoo.com/neo/launch?254..

https://au-mg5.mail.yahoo.com/neo/launch?#28..,

https://scontent-lax3-1.0¢fbcdn.net/hphotos-xa
https://www.facebook.com/photo.phpifhid=1020..
https://www.facebook.com/mark.a.cotton. 73ref=...
https://www.facebook.com/topic/Deadposl/1033..
https://au-mgS.mail.yahoo.com/neo/launch?

https://loginyahoo.com/account/comm-channel...
https://login.yshoo.com/?.src=ymaLinti= usé.do...

https://au-mg3.mail.yahoo.com/neo/launchi.ran...

Mame: | wessel666 - YahooT Mail

Location: [ https://au-mg3.mailyahoo.com/neo/launch?#3312058382 |

Tags |5 ith cor

Mozilla Firefox browsing history
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This screenshot shows a similar history list recovered from IE browser history:

* £ O | =)
HISTORY - Clear all history
4 Last hour *

B Getstarted 8:37 PM

microsoft.com/en-us/MicrosoftEdgeWelo

4 Qlder X

[z Outlook.com 03-Jan-16
col127.maillive.com/default.aspx?n=1334

[a Outlook.com - wessel666@yahoo.comau  03-Jan-16
col127.maillive.com/default.aspx?rru=inb

[z Outlook.com 03-Jan-16
col430-sec.maillive.com/mail/Aggregatio

[a Outlook.com 03-Jan-16
col430-sec.maillive.com/mail /Aggregatio

= Outlook.com - wesselé66@yahoo.com.au  03-Jan-16
col127.maillive.com/?mkt=en-audfl=uss

B Create a new email address and add itas  03-Jan-16
account.live.com/AddAssocld?ru=httpsse

B Continue 03-Jan-16

login.live.com/ppsecure/post.srf?v

IE browser history

It may not always be possible to boot up a forensic image and view it in its logical
format, which is easier and more familiar to users. However, viewing the data inside
a forensic image provides, in its physical form, unaltered metadata and files that
provide accurate information about applications and files. To elaborate, as shown in
the following screenshot, it is possible to view the containers that hold these histories
and search records that have been recovered and stored in a forensic file container:
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L]
1]

v w

R A AR L AL LR AR R LA L RL R LA AR R L

v w w W Ow o w o w w w

v w w

v w w w w o w o w w

]

»

Structure a
«

[BHS S

E
Archive St... 45,378
addon... 5
Archiv... 5
Archiv... 5
bistat... 4
blist.s... 6
chrom... 146
chrom... 1
conte... 3
Cookies 2
Cookies 2
cooki... 1
Datab... 2
dc.db 5
dc.db 254
downl... 1
eas.db 6
exten... 6
Favico... 5
Favico... 56
FirstU... 91
FirstU... a1
glas-b... 12
glas-g... 12
glas-r... 12
global... 185
History 9
History 9
hp600... 57
hp600... 57
hp600... 57
hp60i... 57

@
g
S

b | | | g g e g | g e | s | s | [ | e [ g | e | e | g | g | g | | s | e e | s |

Parent Archive Path

iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula..
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...
iseek crime simula...

iseek crime simula...

A list of containers recovered, including the browser history database

ILookIX has recovered and deconstructed the containers to reveal their contents,
as shown in the following screenshot. The contents in this case are spreadsheets
(.csv files) that may be viewed with ILookIX or exported for further analysis and
presentation as evidence during trial. The file and folder locations are stated along
with the timestamps they had at the time of imaging. The disadvantage of viewing
files in the logical environment is that the process of booting and using various
applications alters the metadata.
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Even though the image is write-protected and any such alterations are non-
persistent, the view presented also shows the current alterations to the metadata
and removes the original timestamp. For example, the last-accessed dates will be
altered to the current time of the viewing of the file once the file has been opened
by the practitioner:

Name Size v Tag Type = Created Last Accessed Last Modified  Attributes Streamiy
(m] 3% meta.csv 139 csv 18/Sepj2014 10:45:38  18/5epj201... 18/Sepf201... -
’ @}'{ urls.csv 88,767 v v 16/Sepf2014 10:145:38  18/Sep[201... 18/Sep/20...
(8 3% visits.csv 21,427 s 18/5epfz014 10:45:38  18/Sep/201,.. 18/Sep, ‘
@ 3 visk_source.csv 47 sy 18/5epf2014 10:45:38  18/Sep/201... 18/Sep,
@) 3 keyword_search_terms. .. 1,847 L < 18/5epf2014 10:45:38  18/Sep/201... 18/Sepj20l...
@) 3% segment_usage.csv 337 sy 18/5epf2014 10:45:38  18/Sep/201... 18/Sepj201...
El§ % downloads.csv 2,821 v s 18/Sepf2014 10:45:38  18/Sepf201... 18/Sepf20l... L.

:'"\"{: g - =
L

Iﬁ Archive iseek crime simulation:0:\Users\ ol AppDataiLocal\Googlel ChromeiUiser Data)\Default|History==>\; Files=0; Folders=0; Created=0/18/2014 10:45:33 AM
2l

3 https://www.google.com. au/search?g=vlc&og=vlc&ags=chrome,0.57.974& sugexp=chrome,mod=0&sour *
4 https://www.google.com.au/search?g=utorrent&rlz=1C1OPRE_enAUS54AU554& og=utorrent&ags=chron

5 http://www.utorrent.com/downloads/

& http://www.utorrent.com/downloads/win

7 http://www.videolan.org/vlc/download-windows. html

8 https://www.google.com.au/search?g=bap+wallpaper&rlz=1C10PRB_enAUS54AU5548 0g=bap+wallpape
9 https://www.google.com.au/search?g=pussy+riot&rlz=1C1O0PRB_enAlJ5544U5548 og=pussy-+riot&ags=cl

WO~ N B W

Spreadsheets and a list of contents extracted from the browser history database

The practitioner should have some understanding of the nature of the transgression
and some of the key "players". The case may center on e-mail or chat messaging, or
it may relate to browsing activities of the suspect and so forth. If examining Skype
communications, for example, it is helpful to locate the database file that records
chat logs, which are usually . csv spreadsheet files. The file is main.db and is
usually located in the specific user's directory folder.
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The short extract shown here provides details of the names of the Skype accounts
used, timestamps of each message, and the content:

Messages chatname [text] author from_dispname timestamp body_xml [text]
[text] [text] [integer]

1 charliefarlie bettygrunt bondie pool 4/03/2015 9:32 WAIT WHAT
2 kroek911 bettygrunt bondie pool 4/03/2015 9:32 UOK?!
3 charliefarlie bettygrunt bondie pool 4/03/2015 9:32 No not really
4 lincolo888 bettygrunt bondie pool 4/03/2015 9:32 But | com 2 work
5 jhojkj bettygrunt bondie pool 4/03/2015 9:32 USTILLIN HOSPITAL?!
6 davirah44 bettygrunt bondie pool 4/03/2015 9:32 OHH yes
7 ali35012 bettygrunt bondie pool 4/03/2015 9:32 | was on a drip for 1 hour
8 alaar.44 bettygrunt bondie pool 4/03/2015 9:32 OMG U OK?!
9 glover bettygrunt bondie pool 4/03/2015 9:32 Itwas for my leg

10 yliu666 bettygrunt bondie pool 4/03/2015 9:32 sulphuer

11 dansper bettygrunt bondie pool 4/03/2015 9:32 Uok!1?7?

12 gpe66 bettygrunt bondie pool 4/03/2015 9:32 <null>

13 hugfnercku bettygrunt bondie pool 4/03/2015 9:32 <null>

A spreadsheet of message conversations extracted from the Skype database —heavily culled

It is prudent to assume that the users of the accounts may not necessarily be the
account owners. To establish the identity of the person using the application at the
time may require some compelling corroboration. For example, the identity of the
user could be established by some form of triangulation of the device with other
digital devices. This could be using tracking data of the user's mobile phone that
has shown it to be in the same location as the computer used to communicate
with others.

Other cases have involved recovering personal information disclosed during
communications that has been recorded in the conversation logs, known only to the
communicator or a small number of close friends or relatives. The identity of the user
may be established by other persons present who witnessed the user at the keyboard
and observed the Skype communication on the computer monitor at a time relevant
to the transgression. Skype and other messaging systems such as Kik and Whatsapp
are a rich source of information that is potentially stored on computers and mobile
phones. Video clips, pictures, audio, text, and voice calls may all be linked to these
widely used applications.
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The next screenshot shows spreadsheets recovered from a MacBook Air, which
provides details of messages exchanged and the names of the user accounts involved.
The MediaDocuments file provided details of illegal pictures sent between two
parties to the conversation that were later recovered from the Recycle Bin:

[ MName Date modified Type Size
B Accounts Microsoft Excel Comma Separated Values File
Alerts Microsoft Excel Comma Separated Values File
AppSchemaVersion Microsoft Excel Comma Separated Values File
CallMembers Microsoft Excel Comma Separated Values File
Calls Microsoft Excel Comma Separated Values File
ChatMembers Microsoft Excel Comma Separated Values File
Chats Microsoft Excel Comma Separated Values File
ContactGroups Microsoft Excel Comma Separated Values File
Contacts Microsoft Excel Comma Separated Values File

Conversations Microsoft Excel Comma Separated Values File

DbMeta Microsoft Excel Comma Separated Values File
LegacyMessages Microsoft Excel Comma Separated Values File
MediaDocuments Microsoft Excel Comma Separated Values File
Messagednnotations Microsoft Excel Comma Separated Values File
Messages Microsoft Excel Comma Separated Values File
Participants Microsoft Excel Comma Separated Values File
SMSes Microsoft Excel Comma Separated Values File
tracker_journal Microsoft Excel Comma Separated Values File
Transfers Microsoft Excel Comma Separated Values File

Translators Microsoft Excel Comma Separated Values File

{ 2« I o< T oc T o Y o T ac T ac T oc I o QI oc T TN o I o< T oc T c YT oc S ac T ac T oc I o QI 2c T 3 |

VideoMessages Microsoft Excel Comma Separated Values File
Videos Microsoft Excel Comma Separated Values File
Voicemails Microsoft Excel Comma Separated Values File

Spreadsheets extracted from the Skype database contained in a MacBook Air

Selecting digital evidence

The next stage in the examination process is to select and analyze the evidence that
will form part of a legal case. For those unfamiliar with investigations, it is quite
common to misread readily available evidence and draw incorrect conclusions.
Business managers attempting to analyze what they consider are the facts of a case
would be wise to seek legal assistance in selecting and evaluating evidence on which
they may wish to base a case.
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Selecting the evidence, sometimes referred to as the analysis stage or event
reconstruction stage, involves analysis of the located evidence to determine what
events occurred in the system and their significance and probative value to the case.
The selection analysis stage requires practitioners to carefully examine the available
digital evidence, ensuring that they do not misinterpret the evidence and make
imprudent presumptions without carefully cross-checking the information. It is a
fact-finding process, where attempts are made to develop a plausible reconstruction
of the facts. It may be expedient to liaise with the investigation and legal teams to
ensure that relevant and probative information is selected.

As in conventional crime investigations, practitioners should look for evidence

that suggests or indicates the motive (why?), means (how?), and opportunity (when?)
of suspected offenders. In cases dependent on digital evidence, it can be a vexatious
process to determine this. However, it is important for the practitioner to be aware
of seeking clarification of the three fundamental components of crimes while at

the same time remaining neutral and dispassionate as to the likelihood of a
suspect's guilt.

Seeking the truth

The primary role of the practitioner when seeking the truth of a matter under
investigation includes locating evidence that supports the preliminary hypothesis,
but just as important is locating evidence that refutes the hypothesis. This is also
known as exculpatory evidence. It is important to stress that in the interest of justice,
even the most hard-pressed practitioner must always keep this requirement in mind
and comply with it under all circumstances.

Law enforcement agents seek a conviction and are often preoccupied with selecting
the lowest-hanging fruit. This is referred to as cherry-picking and is selective, biased,
and can sometimes lead to important evidence being located that may challenge
other evidence. Any prosecutor worthy of presenting a case in court always looks
for the weaknesses in the prosecution case, primarily as a strategy to deflect a
counterattack. In the interest of justice, all evidence procured by the prosecution that
has a bearing on a case must be shared with the other party. For the defense team,
the requirement to reciprocate varies in different jurisdictions and is based on the
adversarial court process of the prosecution having to prove that the defendant is
guilty, not for the defendant to prove innocence.

Trials increasingly rely on digital evidence, and there are documented cases where
the innocent are convicted, hence the need for a high level of certainty that the
evidence is valid. This is described in more detail in Chapter 9, Validating the Evidence.
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Some order is required during the process rather than taking a haphazard approach.
It is important to define the general characteristics of the evidence being searched
for and then look for the object in a collection of data. For example, if searching

for an image file, say a JPEG file, the practitioner would look for all images with
the . jpeg extension. In the case previously mentioned that involved the recovery
of incriminating Skype chat messages that had illegal pictures posted by the two
parties, the attachments had been saved and later deleted, most likely to prevent
detection. A sample of the deleted pictures in PNG format, shown in the next
screenshot, was recovered from the user's protected and hidden folders. They were
readily identified, as the name of the file incorporated the date and time when
each file was saved to the MacBook Air. These timestamps correlated with the chat
message logs and were used to reconstruct these communications more fully. This
was a circumstantial but compelling relationship that contributed to a just outcome
in this case:

[ Mame Date Type Size Tags
* Sereen Shot 2015-05-16 at 3.40.46 pm IfanView PMNG File 426 KB
* Sereen Shot 2015-07-04 at 8.29.08 pm IffanView PNG File 12 KB
¢ Screen Shot 2015-07-16 at 7.16.44 pm IfanView PNG File 82 KB
3¢ Screen Shot 2015-07-16 at 7.22.36 pm IfanView PNG File 147 KB
* Sereen Shot 2015-07-16 at 7.22.43 pm IfanView PMNG File 181 KB
* Sereen Shot 2015-07-16 at 7.22.50 pm IffanView PNG File 157 KB
* Screen Shot 2013-07-16 at 7.23.30 pm IfanView PNG File 124 KB
* Sereen Shot 2013-07-16 at 7.23.39 pm IrfanView PNG File 133 KB
* Sereen Shot 2015-07-16 at 7.23.45 pm IfanView PMNG File 129 KB
* Sereen Shot 2015-07-16 at 7.23.55 pm IffanView PNG File 106 KB
3¢ Screen Shot 2015-07-16 at 7.24.08 pm IfanView PNG File 140 KB
* Sereen Shot 2013-07-16 at 7.24.20 pm IrfanView PNG File 168 KB
* Sereen Shot 2015-07-16 at 7.25.35 pm IfanView PMNG File 21 KB
¢ Screen Shot 2015-07-16 at 7.25.40 pm IfanView PNG File 89 KB
3¢ Screen Shot 2015-07-16 at 7.26.16 pm IfanView PNG File 142 KB
* Sereen Shot 2013-07-16 at 7.26.20 pm IrfanView PNG File 144 KB
* Sereen Shot 2015-07-16 at 7.26.28 pm IfanView PMNG File 145 KB
¢ Screen Shot 2015-07-16 at 7.26.34 pm IfanView PNG File 141 KB
3¢ Screen Shot 2015-07-16 at 7.26.42 pm IfanView PNG File 130 KB
* Sereen Shot 2013-07-16 at 7.26.47 pm IrfanView PNG File 138 KB

Screenshot of pictures recovered from a suspect's hidden folder

As the investigation proceeds, the practitioner will develop various hypotheses as to
the nature of the transgression and possible suspects. The practitioner looks for data
that supports or refutes hypotheses about the incident. Timestamps, for example,
may be changed in most systems; therefore, it is helpful to locate log entries,
network traffic, and other events internal and external to the suspect computer. This
information may then be used to triangulate the accuracy and reliability of the data
of relevance to the overall investigation.
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Examination of the evidence involves the use of a potentially large number of
techniques to find and interpret significant data. It may require the repair or salvage
of damaged data in ways that preserve its integrity and potential usefulness. What
the practitioner must always be aware of is that evidence distinguishes a hypothesis
from a groundless assertion —it may confirm or disprove a hypothesis. Therefore,
reliability and integrity are key to its admissibility and weight in a court of law,

and this must be heeded during the selection process.

There are often too many potential suspects, and linking a suspect to the
incriminating events is not always as straightforward as it may seem at first glance.
The following diagram shows a typical family network setup using Wi-Fi connections
to the home modem that facilitates connection to the Internet. In this example, based
on a real case, the parents provided the broadband service for themselves and for
three other family members. One of the children's friends completed a university
assignment on the child's computer and synchronized their iPad to the child's device:

| —7 __

[ =

Modem

Telephone company server
IP Address 122.xxx.xxx.xxx
Mum

(i)

Other family
members’

computers

Rogue users

IP Address 192.00¢.x.x
The son

Girlfriend’s iPad

The complexity of a typical household network and determining the identity of the transgressor
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This scenario lends itself to exploitation as other family members and friends visiting
the residence have unrestricted access to the children's computers and, through
them, contact with the Internet. The Wi-Fi connection is also vulnerable to being
hijacked, and external rogue attackers are capable of gaining access to and control of
the small local network. Assuming one of the devices contains incriminating data,
the questions that must be asked are how it got there, who put it there, and, possibly,
why it was done.

With traditional offenses, the offending act or event is usually manifested — there is
a corpse, a theft, or at least a complaint to work with and, usually, a list of potential
suspects, based on these criteria:

*  Who knew the victim?

*  Who had physical access to the scene?

*  Who had a motive?
The Internet, for example, may offer over 700 million suspects according to
connectivity. It should not be assumed that the owner of the computer that holds
incriminating data or other family members in this scenario are the only suspects.

Clearly, this is a natural, intuitive assumption, but a dangerous one if in fact it can
be shown that others had access to the terminal at the relevant time.

It is sometimes problematic to identify the crime during the selection process. Here
are some examples:
* Incybercrime, the nature of the event is often less obvious and immediate

* If a hacker steals confidential information, victims may not find out what has
been stolen

* Victims usually rely on being informed by system administrators

* The administrators may not notice until long after the event—as evinced in
the case study at the end of the chapter

* Identity theft fraud, the fastest-growing financial crime, may take years
to be exposed
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The practitioner should also consider the quality of the evidence during selection and
take heed that digital evidence is circumstantial and often involves the examination
of a large amount of data that may prove to be irrelevant to the investigation. It
rarely provides sufficient weight by itself to prove guilt or innocence unless soundly
corroborated.

The next section looks at emerging tools that help in the evidence-selection process.

More effective forensic tools

Various forensic tools are available to assist the practitioner to select and collate data
for examination analysis and investigation. Sorting order from the chaos of even

a small personal computer can be a time-consuming and complex process. As the
digital forensic discipline develops, better and more reliable forensic tools are being
developed to assist practitioners locate, select, and collate evidence from larger,
complex datasets. It should be pointed out that in many cases, more than one

device is involved, and they require examination as well. This of course adds

to the challenge of the overall forensic examination.

The following subsections show how the data can be organized through a range of
managed processes.

Categorizing files
To varying degrees, most digital forensic tools used to view and analyze forensic

images or attached devices provide helpful user interfaces to locate and categorize
information relevant to the examination.
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The most advanced application that provides access and convenient viewing of files is
the Category Explorer feature in ILookIX, as shown in this screenshot; it divides files
by Type, Signature, and Properties:

Case Evidence IXImager Creation Set-up Help
(f| | Category Explorer el
= gy - <~
g QXA =
g Categories F 1 Description H %‘
g
oo s mal | res s ek meses v . [l |
-} Hash eliminated files/e-mail | 28,883 Files and E-Mail eliminated from the... 9
- Tagged files/folders 0 Files and folders you've tagged g
(@ Tagged E-Mail 0 Mail you've tagged =
[ Property ias 89,975 G ies sifting filesystem o... :.
)& Deconstructable files 1,361 Files that ILook could process to pr... "i
i‘@ Deconstruction Failed 25 Files processed by ILook that faile. .. E
t‘@ Deconstructed files 1,959 Files processed by ILook by extrac... -
L Y Undeleted files/ffolders | 85,051 Files and folders that were deleted. .. =
% System data 19 System areas used by ILook for thi... =
-~ AV Password cracks 0 Files with recovered passwords c
| 7 EFS files 1,554 Files encrypted using NTFS EFS E,r
} Protected files 0 Files that are password protected ... i
@ Infected files 6 Files that are infected with a virus ... 4
& Possible Human Images 0 Files that may be human images g
| @] Truncated files 0 Files that ILook has detected are t... §
- &% My categories 0 Categories you've created to ... =
2\ File type categories 84,830 Files sifted by filename or file ... 8_
..Jﬁ Apple 82 Name Definition Group _%
..J & Archives 135 Name Definition Group
..Jﬁ Audio 618 MName Definition Group 3
..Jﬁ Database 221 Mame Definition Group
..Jﬁ Email 23 Mame Definition Group
._Jﬁ Graphics 6,538 Mame Definition Group
u& Image File Containers 82 Mame Definition Group
uﬁ Internet Artifacts an... 3,762 Mame Definition Group
..Jﬁ Internet Webpage A... 1,002 Name Definition Group
..Jﬁ Link Files (ShortCuts) 600 Mame Definition Group
._Jﬁ Microsoft Office Suite 56 Mame Definition Group
Q& Microsoft Office Vista 15 Mame Definition Group
..Jﬁ Mavies 613 Name Definition Group
..Jﬁ PP 419 Mame Definition Group
ﬁ Password Container ... 2 Name Definition Group
..Ja Presentation 29 Mame Definition Group
uﬁ Registry Hives 419 Name Definition Group
..Jﬁ System Files 9,335 Mame Definition Group
..Jﬁ Temp Files 676 Mame Definition Group
..Jﬁ Trojans 11 MName Definition Group
..Ja Windews Error Reports 12 Mame Definition Group
Qﬁ Windows Memary 632 Name Definition Group
..Jﬁ Word Processing 1,541 Mame Definition Group
o Unknown 57,909 Objects not allocated to a type def...
._i-a File signature catego... 84,247 Files sifted by file signature
..J & AOL Email 27 Signature Definition Group
..J ﬁ Archives 133 Signature Definiton Group
..Jﬁ Email 20 Signature Definiton Group
13- &% Graphics 3,355 Signature Definition Group d

ILookIX Category Explorer
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Category Explorer also allows the practitioner to create custom categories called

My Categories to group files by relevance. For example, in a criminal investigation
involving a conspiracy, the practitioner could create a category for the first individual
and one for the second individual. As files are reviewed, they would then be added
to either or both categories. Unlike tags, files can be added to multiple categories, and
the categories can be given descriptive names.

To add a file or group of files to a category, the practitioner may select as desired

one or more files in the File List. Selecting the Save Selected File(s) to a Category
button brings up the My Categories window. The following screenshot shows all
currently existing categories (including those created during the initial case creation);
the examiner is given the option to add new or delete redundant categories. In this
screenshot, the files selected for inclusion in the category are Skype messaging files.
The My Categories folder can be viewed and accessed conveniently in the Category
Explorer window, allowing the practitioner to select, edit, deselect, and later export
the files as part of the case preparation:

s
@ Mame - Size .| Tag Type Created Last Accessed
H == zewn0em sg0 N pe 255007, OSZ..,
I& 5% SkypeSetup exe 1,492,848 exe 25(3epf201.., 0S/Julz0l...
= | 3% vlc-2,0,8-win32 exe 23,003,252 W exe 18/5epfz01... 05/ulfz01...
g
@ %@ My Categories [ x]
= Tick the checkbox to select a category, leave them all blank to remove vour selected Files from all categories
5 o My Categories - v
T o | ¥+ &% Categories
LB i :
= le# [ILookIX ]Hash Duplicate Objects vl
(¥
L]
£
e
File List
V oK % Cancel

The ILookIX My Categories feature
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It is common during evidence selection to find some tantalizing information and
later forget where it was located, consequently wasting much time trying to relocate
it and follow up any essential leads it may offer. Adding files of possible relevance

to various containers within this application minimizes unnecessary repetition of the
process. It also offers the practitioner the opportunity of pigeonholing interesting
snippets of information for future analysis. This avoids the problem of being waylaid
too early in the selection process by looking at interesting leads that may detract
from a more formal search for the key evidence.

Eliminating superfluous files

The prospect of trawling for evidence through large numbers of files located on
computers could be compared with being unable to see the trees for the forest,

let alone seeing any wood (evidence). Computers store many of the same files in
duplicate, triplicate, or more versions, which are often scattered in various obscure
parts of the system. Files with no content or zero-length files also add to the clutter;
eliminating these files by hiding them from view can significantly reduce the ones
that need to be searched manually or by automated applications.

The ILookIX Data Reduction feature, shown in the following screenshot, allows the
elimination of files from view, but these files have not been destroyed and can be
returned to the case at any time. When they are in an eliminated category, they will
not appear in any lists, and processes such as indexing, hashing, and searching will
not be run against them. ILookIX allows files to be eliminated through a number of
processes. These include running a hash elimination or hash deduplication process
or manually eliminating files based on type or path. File elimination is usually used
to remove files from an image before processing to speed it up, and it is also used to
suppress duplicate files. Hash deduplication can be used prior to review to ensure
that the reviewer is given only one copy of each file of interest, instead of multiple
identical copies under different names:

Tool Box

¥ Hashing

x0g 0oL g

-.':_e Indexing

52 Search

& Salvage

[£] Data Reduction
-,__'d Hash Elimination

':__"(,_‘; Hash De-duplication

@ Dictionary

The ILookIX Data Reduction feature
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ILookIX's Hash Set Manager allows the examiner to review loaded hash sets

and determine for each whether it is active for file elimination, hash search, or

both. Its Hash Elimination function takes all of the files in the case that have been
hashed, compares them against all of the hash values for the hash sets selected for
elimination, and transfers the matching files to the Hash Eliminated Files/E-mail
category. The Hash De-duplication function takes all of the files in the case that have
been hashed, compares their hash values, and sends all but one copy of each file to
the Hash Eliminated Files/E-mail category.

Once the files are in this category, they will no longer appear in any list of files or
e-mail unless the examiner selects the Hash Elimination category to view the files,
or selects a file within the category and restores the file.

Deconstructing files

Deconstructable files are compound files that can be further broken down into
smaller parts, such as e-mail, archives, thumb stores, and files. Once deconstruction
is complete, the files will either be classified as deconstructed files or deconstruction
failed files. ILookIX's built-in file deconstruction allows the practitioner to
deconstruct a range of complex files during the processing of an image or attached
device, as shown here:

Add a new image

Standard Info | Processing Group | Auto Processing | Attached Image

Mirirnal Load Last Settings Save ettings /] Enable Post Processing
Recovery Cptions File Processing Options
K/ Enable Auto Probe For lost partitions /! Process archives (i.e. zip files, atc)
V! IMap filesystemns /| Pracess email stares (outlook, Mbox, Lotus Mokes, ebc)
R/ PR - treme File Fecovery ! Index all file and e-mail data
Differential XFR-Y53 records Index all unallocated blocks on the media

Full ¥FR-v33 Snapshot Oukput
] Automatically Deconstruck files

Hashing

Type of Files to Deconstruck
/| Hash Files/Email &/ Shart Black Fast Hash

\/ Create Signature and Type Categories

SHAL

SHAZ 756 W] Interpret Lnk, Cookie, Mk2, Recycle, and Office Files
SHA2_512 Process image EXIF, Thumbcache and Thumbs,db Data
SHAT F5R Create Thumbnails for All Image Files {show)

Run YirusiTrajan Scan
Run Hiskagram Scan

| soLie

Hash the media ¥l Binary Plists

¥l Registry Filas

v” Internet Hiskary

/| Event Files

v $LUSMIournal Files

&/ Run Hash Dedupe and Zero File Elimination
Run Table based Megative Hash File Elimination

XFR-VSS = OFF Q/ QK x Cancel

ILookIX Data Deconstruction feature
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The deconstruction of files involves processing compound files
such as archive, e-mail store, registry store, or other files to extract

useful and usable data from a complex file format and generate
’ reports. Manual deconstruction adds significantly to the time

required to complete an examination.

Searching for files

Depending on the type of image being mapped and the options selected, it can take

a considerable amount of time to make data available to the examiner. Options that
take the most time upfront are hashing, indexing, and salvaging. Depending on the
purpose of the examination, the time consumed by these activities should be weighed
against the future time savings. Hashing, for example, can significantly reduce the
number of superfluous files to be reviewed by the examiner. Indexing saves time in
almost any examination in which multiple keyword searches are needed.

Indexing is the process whereby chunks of data are catalogued. It

is the process of generating a table of text strings that can then be
’ searched almost instantly any number of times.

The two main uses of indexing are to create a dictionary to use when cracking
passwords and to index words for almost-instant searching. Indexing is also valuable
when creating a dictionary or when using any of the analysis functions built in

to ILookIX. ILookIX facilitates indexing of the entire media at the time of initial
processing, all at once. It can also be done after processing. Indexing facilitates
searching through files and archives, Windows Registry, e-mail lists, and unallocated
space. This function is highly customizable via the setup option and can be
optimized for searching or for creating a custom dictionary for password cracking.

Sound indexing ensures speedy and accurate searching. Searching is the process
of looking through the evidence for a specific item, such as a string of text or an
expression. An expression, in terms of searching, is a pattern used to structure
data in a search, such as a credit card number or e-mail address. ILookIX offers a
comprehensive range of searches, including keyword searches, which simply look
for certain characters on disk.

This type of search will miss files within compound files if they are not
deconstructed into their constituent parts first, that is, mails within PSTs or .docx
and .x1sx files within zipped archives. The indexed search is fast and reliable, as
the prior indexing process has eliminated the need for repeated and time-consuming
searches over the entire drive or image.
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ILookIX's Search History view displays historical records of all searches undertaken
in the case and allows the investigator to send the results of any historical search
back to the ILookIX List Pane at a later date, as shown in the next screenshot.
Examples of search results and files located are illustrated later in this section:
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The ILookIX List Pane showing the results of various searches

The Event Analysis tool

ILookIX's Event Analysis tool provides the practitioner with a graphical
representation of events on the subject system, such as the following;:
e File creation, access, or modification times
e E-mails sent or received
e Other events, such as the modification of the Master File Table on an NTFS
system

The graph itself shows the following;:

* Time (in months) along the x axis

* The number of items along the Y axis
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The events are color-coded by event type, with the total of each type of event
displayed above the bar for that month's events, as shown here:

@ ILook FileSystem Event Analysis
Structure Selected [iE] -
T Event Analysis
B8 iseek crime simulation (VirtualBox ... 1,501... i [
- Last Accesse
o= [ i
430 [ Last Modified
7 E-Mail
470 " ExtzFs Delsted
" 410 4
4
[
Y a0
w
£ a0
w
@ a0
4 d
i
570 -
360 -|
350
340
T T T T T T T T T T T T
P P gg? g® g g g g e o P P
B R T T )
4 ] » ‘ear 2013 o 4 - 4,831 event four
Analysis Options
Start Year o013 I Show File Creation Events Showe File Write Events + Show Events Below Chameleon -
End Yoar 24 - Show File Access Events (/) Shaw E-Mal Events EAtEF3 Deleted N [Ljg pone |

ILookIX Event Viewer showing events between selected dates

The application allows the practitioner to zoom in on any point on the graph to view
more specific details, as shown here:

@ ILook FileSystem Event Analysis

Structure Selected | ]
il Categories
-8 iseskerime simulation (virtualBox ... 1,501...
=Y 7

FileSystem Events
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Event Analysis

[l created
7 Last Accessed
T Last Modified
1 E-mail
7 Ext2Fs Deleted

Last Accessed - 10/1/2013 12:00:00 AM

4

& W | HIFT-Heft mouse - Zoom in, ALT-+Heft mouse - Zoom out.
o
[ [ E— p— » Nt four
Analysis Options
Start Year 2013 - Show File Creation Events Show File Wirite Events ¥ Show Events Below Chameleon M
End Year 2014 ! chow File fccess Events Shaw E-Mail Events Flle Status changed - ‘7 7;9 Print |

ILookIX Event Viewer showing last-accessed times
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Left-clicking on any bar on the graph will return the view to the main ILookIX
window and display the items from the date bar selected in the List Pane. A sample
of such results is shown in the following screenshot. This can be most helpful when
analyzing events during specific periods:

&
Mame Size .. Tag Type Created Last Accessed Last Modified Attributes Stre.
H L1 B _ord=1351895469[1].... 1,389 97312 16{Ock/2013 03, 16/Cck2013 0352148 16/0cki2013 03:5.., A -
f% 5 9 __utm[1].qif 39 qgif 14j0ck[20013 070, 1402013 07:14:12 14/0ckj2013 071, A--- @
A 5 @ utm[1].qif 39 aif 16{Ock/20013 030, 16/0ck/2013 03422 16/0cki2013 03i4.., A=
j 13 /™ utm[1].gif 35 el 16{OCE/2003 03, 16/CCH2013 05:45:14 16/OCEi2013 0Fi4,., A
= bl 5:} 35 aqif 14020013 070, 14/0ck2013 07115121 14/OcEj2013 07:1.., A
-ﬁ" 5| 1 _utm[3]g|f ] 35 aif 14/0ck[201307:...  14/Octf2013 07:15:28 14jOctj2013 0711, A---
5 S| 48 uem[4].qif 35 aif 14/0ck[201307:...  14/0ctf2013 07:15:33 14jOctj2013 07:1... A---
Qlj A I8 {007A0B90-20EE-462E. .. 7,418 ZBIOcE[2013 02:...  28/0ck/2013 02:10:25 Z2B/0ckj2013 02:1...  A---
3 d I8 {D0AEDOOC-1083-4490, ., 7,418 230ct/2013 07, 23/0ct/2013 07:28:54 230ctf2013 072, A L
_l'zl 1 [ [l | »
’i x [ [Mame] = "System.evtx’ - B s
B E J File List, LastAccessedDate within Oct, 2013; Objects matching=55,051
File List (55,051) |E-Mail List | Disk vigw Tazk Progress @ Help

ILookIX Event Viewer displaying extracted files for review

The Cloud Analysis tool

The Cloud Analysis tool embedded in ILookIX is a visual representation of the
frequency with which individual words appear in a case. The analysis is based on the
current index database, so the practitioner must index the case data prior to initiating
an analysis. The analysis is presented in data cloud form, removing the complexity of
the underlying analysis and presenting the practitioner with an easy-to-understand
picture of the analysis.
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Digital Evidence

In the top-right section of the Cloud Analysis viewer, shown in the following
screenshot, there is a Highlight List to help organize groups of case words under
easy-to-remember headings. This is so the analysis brings these words immediately
to the practitioner's attention with no special effort required to find them:

4% ILook Cloud Analysis
D 4 Scops 1% - Word Size (3,12) HighLight List
. . = Colrrlg
vVNC| [IchemiCa IreWOrkKs om Eodenceseorch -
tightunc
¥ne
tightvnc| ad364 amp key name
type value term scope path token chemicom  e35_ o
cat language bonner neutral non  function  set robert file  wvar return
update false device  users package_ noun data base64 time assembly length
true elements text source parent exe build identity string comp class log mui Skip List
root date sep event win content Ipackage_ nul e6963 culture release deted EBZI x
B -
display new file_list files error hash font dela resources appl creale owner state b
bO
fc295 object install width Message size seff core foundaton index control similar b_
b_323_0_1 558300
drivers left replace descripton list add image top net eer style node web ¥ b_329_0_1_594500
b_329_0_1 596200
of applicable handier 551834 end operation man background stream media mail b_329_0_1_604500
b_329_0_1 812600
oestandard user distribuion services button shared cache amds4_ corparaiont item pki b_329_0_1_629000
b_&29_0_t_638000
local document oecustom mon settings redmond1 washington1 dispasition basis hint ags b 329 01 638100
b_529_0_t_667300
X N — nt . T — . P b_329_0_1_689100
start else search thu page driver 3 = = = e slete b_529_0_1_689500
outputbin  exist  number amp  attribut " - - ma - = s failes recsived | b_329.0_1 653400
L[ b st umie tamp  amribute = EE 2 = 2 aus il [ b_a2a_0_1_7zs000

ILookIX Cloud Analysis searching for relevant terms

Cloud Analysis has a number of features designed to make it easy to refine analysis
and bring case-relevant data to the fore. Since it is based on index data and takes
only a simple click to initiate, functionality issues are the only ones that must be
described. Since the display generated is an interactive pictorial, the user can interact
with selections by left-clicking on the words one at a time. It is then possible to
initiate a search of that word selection by a simple double-click on the word.
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In the following example shown, the search word selected was fireworks:

b Help Debug

aup b that

Search Terms Run Date ¥ wwhat was searched? File ... | E-Mail..,

"i; Search Tvpe |

¥ 12 Index fireworks

28/5ep/201... maximal {0}; iseek crime si... 53 1]

A Cloud Analysis search result for the word "fireworks"

Selecting that search history entry will in turn reveal a file-list response of all objects
containing that term, as shown in the following screenshot:

File List {492}

r]ﬁ; Drag a column header here o group by that column

@ Mame AT Size Tag Tvpe Created Last Accessed
H 3 000007 sst 549,641 sst 15/0ck/2013 07:56.,,  05/1ul{2014 14:45:40
:@ || 9% 21F35935asal4ddd dat | 10,324 dat 25/5epf2013 0%:29,,, 05/1ul/2014 14:45:44
%S ¥ & 3% 45-guidelines-For-explo,.. | 75,206 ; P 17/OCH2013 0952, O5{Iuli2014 14:46:07
— H® cooles 244,735 IBSEn S0i 3 ORF...  OSAANE019 14.45:29
|@ L] ﬂ docs, crx 4,578 crx 12/0ctf2013 1310, 05/Julf2014 14:44.51
[wﬁ B -ﬂ'— f_000z16 56,580 25/5epi2013 05:24,.. 05/Jul/2014 14:45:35
s 3 % r_ooozis 37,912 25/%epiz013 08:24.,, 05)Iulj2014 14:45:35
I@ 3 % f_oooz1a 27,792 25/%epi2013 08:24... 05)Iulj2014 14:45:35

= f_ooozib 16,970 25/%epi2013 08:25.,, 05)Iulj2014 14:45:35
)y

[ —

Search results displayed for the word "fireworks"

r |
-

| x [O] [Mame] = 'System.evbx’ -

The Lead Analysis tool

The Lead Analysis tool is an interactive evidence model embedded in ILookIX that
allows the practitioner to assimilate known facts into a graphic representation that
directly links unseen objects. It provides the answers as the practitioner increases
the detail of the design surface and brings into view specific relationships that could
otherwise go unseen.
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The primary aim of Lead Analysis is to help discover links within the case data that
may not be evident or intuitive and which the practitioner may not be aware of directly
or has little background knowledge of to help form relationships manually. Instead of
finding and making notes of various pieces of information, the analysis is presented

as an easy-to-use link model. The complexity of the modeling is removed; we get

the clearest possible method of discovery. The analysis is based on the current index
database and, again, it is essential to index case data prior to initiating an analysis.

The application interface will initially be blank, as shown in the following screenshot.
In the center of the analysis dialogue is the canvas: this is the main modeling area for
evidential links. To the left is the Lead Objects section: these objects may be dragged
onto the Canvas to set up start points for the analysis or to manually model linkage.
In the top right is the Potential Links list. In the bottom right is the Skip List. This is
a same global Skip List that is also used by the application:

= ILook Lead Analysis
M@, =) 1) | Potential Links
Llj a7y |l _,-_J Speculative Level Mone - Enable Skiplist :
Lead Objects Canvas
-
Air
o -
44
Business
L
=
Car
Skip Lisk
iy B é ‘
&8 A -
Comms a0l -
a_
a0
a_____
F: 'ﬂ R
"1:_-3 a
Company a_qm
a_zos
a_txha
a_aa
[ a_aaacacafaiakamamapasauawan,
lﬁ_J‘_) - a_aaadafaiajalarmanaparasauaya -
= = sk

ILookIX Lead Analysis
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The first task is to state some facts about the case and to use these as the starting
point of the analysis. These facts may be stated by establishing start points on the
canvas, by dragging lead objects from the Lead Objects section onto the canvas.
Then, the user may pick a lead object that represents the piece of information of
relevance or concept and drag it onto the canvas. Then, by clicking on the object's
text tag, it will shift into edit mode and replace the default text with something
specific to the lead, such as a person's surname. Right-clicking on the avatar and then
on Find Links collates a list of words that appear to be associated with the name of
the avatar, as shown here:

Find Links FS
Change Node Type

Run a search on this word F11
Add a new Port

Adjust Pork Position

ILookIX Lead Analysis creating the avatar node

Once a list of potential links has been generated, it is important to review them to see
whether any are potentially relevant. By highlighting any that are and then clicking
on the green Link Transfer button on the Mini Toolbar of the Potential Links, it is
possible to look for words in the catalogs if they have been included. In the example
scenario shown in the following screenshot, the word divorce was located as it was
known that Sarah was divorced from the owner of the computer (the initial suspect).
By selecting any word by left-clicking on it once and clicking on the green arrow to
link it to Sarah, as shown in the screenshot, relationships can be uncovered that are
not always clear during the first inspection of the data:

Potential Links (451, 954)
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_____ \ divola

v Sarah divoll

! divare
[Garah<=>divorce] divorce
divorced

T

E divorces
divarcees

_s divorcement

4 divorees

divarci

Airrme i i

AN
S
L~

div :-|"c )

ILookIX Lead Analysis creating relationship links
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Once Lead Objects has commenced, it is possible to begin discovery by right-
clicking on a Lead Object and using the Find Links function. If there are any links,
they will be displayed in the Potential Links list. If no links are located, then it might
be necessary to refine the lead object's text or increase the Speculative Level from
the drop-down box on the Mini Toolbar, as shown in the following screen snippet.

In normal use, it is preferable to leave Speculative Level set to the None setting:

== ILook Lead Analysis

[ | - = 11} - i
I_\j -ﬂ"-b_ = || 15‘ | Speculative Level Mone - Enable Skiplist

Lead Cbhiscts Canvas

ILookIX Lead Analysis setting the Speculative Level for searching for leads

Each of the stated facts becomes one starting lead on the canvas. If the nodes are
related, it is easy to model that relationship by manually linking them together by
selecting the first Lead Project to link, right-clicking, and selecting Add a New Port
from the menu. This is then repeated for the second Lead Object the practitioner
wants to link. By simply clicking on the new port of the selected object that needs

to be linked from and dragging it to the port of the Lead Object that it should be
linked to, a line will appear linking the two together. It is then possible to iterate this
process using each start node or discovered node until it is possible to make sense
of the total case data. A simple relationship between suspects, locations, and even
concepts is illustrated in this sample:
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ILookIX Lead Analysis discovering relationships between various entities
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In more complex cases, this allows the practitioner to locate and analyze
relationships more efficaciously than a manual search. It is then possible to review
the documents supporting the model to glean further information, as shown by the
number of file hits evident in the following screenshot:

Search History
e) Search Type Search Terms RunDate - what was searched? File Hits E-Mail Hits Slack Hits Unallocated Hits
i [k -
b |2 Index iRob ©OR bomb OR greentrees OR Greg OR ... i 29/9epf201... iseek crime simulation (0) 445 20 0 4= z 60,755 (- i

ILookIX Lead Analysis hits on the relationship were found in the File Hits (44 8) and E-Mail Hits (20)

The following screenshot shows some of the relationship hits obtained as a result of
using Lead Analysis:

E-Mail List (20)
@ Subject Tag | To Fram E-Mail date -
H 3 1] 01/1anf1803 05:00:00
i& SPAM! 0 robert.bonner@chemi. .. 26/May(2011 20:52:40
- ‘What's wrong? 0 robert.bonner@chemi... 07/Feb/2013 03:14:56
?j Hesy | 0 robert.b@chemicom.sg  “Greg Gurtrude” <gerty@gree... 18/3epf2013 04:26:15
L Re: Hey | 0 “areg Gurtrude" <gert... "Robert Bonner" <robert.bonn... 18/Sepf2013 04:29:33
Re: Hey | 0 “@reg Gurtrude" <gert... "Robert Bonner" <robert.bonn... 18/Sepf2013 04:29:33
Re: Hey | 0 "Robert Bonner” <rob... “Greg Gurtrude" <gerty@agree... 18/Sepf2013 04:33:31
Re: Hey ! 0 "Greg Gurtrude” <gert... “Robert Bonner” <robert.bonn... 18/Sep/2013 04:39:22
Re: Hey | 0 “areg Gurtrude" <gert... "Robert Bonner" <robert.bonn... 18/Sepf2013 04:39:22
Re: Hey | 0 "Robert Bonner" <rob... "Greg Gurtrude" <gerty@gree... 25/5epf2013 04:45:23
7 . Matinnal OTls 1 rohert.honner@rhemi...  "Sandra | arabee” <sandra.lar... 1P I0OcHEPNS 153:4A:59
Search {Index) for 'Rob OR bomb OR greentrees OR Greg OR greentrees' found 20 hitis), Search date 9/29/2014 7:47:00 AM

ILookIX Lead Analysis located files discovered from relationships

Analyzing e-mail datasets

Analyzing and selecting evidence from large e-mail datasets is a common task

for the practitioner. ILookIX's embedded application, E-mail Linkage Analysis,

is an interactive evidence model to help practitioners discover links between the
correspondents within e-mail data. The analysis is presented as an easy-to-use link
model; the complexity of the modeling is removed to provide the clearest possible
method of discovery. The results of analysis are saved at the end of the modeling
session for future editing.
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An important concept that must be understood is the homogenous nature of all
e-mail types supported in ILookIX. All e-mail client deconstructions become part

of the same basic explorer e-mail concept. This removes the differences between
clients so that functions such as E-mail Linkage Analysis can be used to analyze and
explore in a new, much easier-to-use interface. This more easily deciphers complex
e-mail relationships. It allows the deconstruction of e-mail during the wizard case
load process, or it provides the option of deconstructing the pieces one at a time or

in groups. Either way, the Interface provides an object model that encompasses all of
the characteristics of an internet e-mail item using the RFC standards that apply to all
Internet e-mail send/receive clients.

If there is a large amount of e-mail to process, this analysis generation may take a
few minutes. To make the analysis more readable, it is necessary to only select one
or a few e-mail stores to analyze at a time when first using the tool. Once the analysis
is displayed, the user will see the e-mail linkage itself. It is then possible to see a

line between correspondents, indicating that they have a relationship of some type.
Here, in particular, line thickness indicates the frequency of traffic between two
correspondents; therefore, thicker flow lines indicate more traffic.

The application allows the selection of an e-mail store by clicking on the checkbox
next to its name. On the canvas, once the analysis is generated, the user may select
any e-mail addressee node by left-clicking on it once. Creating the analysis is really
simple, and one of the most immediately valuable resources this provides is group
identification, as shown in the following screenshot. ILookIX will initiate a search for
that addressee and list all e-mails where the selected addressee was a correspondent.
Users may make their own connection lines by clicking on an addressee node point
and dragging to another node point. Nodes can be deleted to allow linkage between
smaller groups of individuals:

[: q =
"Greg Curtrude”
"Robert BorfE"
"San::lra_l.:arabee" -
sandra.larabee@chemicom.sg 8 <
=
"robert bonner@chemicom.sg” gerty@greenirees.org

The E-mail Linkage tool showing relationships of possible relevance to a case
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Detecting scanned images

Searching for scanned images is a process that may assist in document authentication
or detecting forged documents. It may be completed using the ILookIX Detect
Scanned Images application. The results may be viewed in the Category Explorer,

as shown in the following screenshot. The case studies in Chapter 3, The Nature and
Special Properties of Digital Evidence, and Chapter 5, The Need for Enhanced Forensic
Tools, included searches for evidence of scanned documents:

4 L% My categories 51,967 Categories you've created to ..
= [ILookIx ] Hash Duplicate Objects 51,902
: [ILookIx] Probable Scanned Images &
: Dat file web history 53
= Skype 1

A list of probable scanned images in ILookIX Category Explorer

Scanned documents are also displayed in the File List viewer, as shown in the
following screenshot:

File List (6)

A
@ Mame “ Size ... Tag Type Created Last Accessed  Lask Modified  Attributes
H bl 133,168 pdf 25/%ep/z01... 0S{Iuf201... Z25/5Sep(201... A-—
i@ . allpro-chemcatalogue. pdf 2,021,688 pdf 25/Sepf201.., 0S5§Julf201... 25/Sepf201... A

2= asf_2009_10.pdf 1,235,285 pdf 03/8ug/20...  01§1anf180... 03faugfz0...

o 2% bulgaria-learnenglish-h. .. 83,392 pdf 06/Sepf201... 01f1anf180... 0&/Sepf201...
’j 2. bulgaria-learnenglish-h. .. 83,392 pdf 21/lunf201... 01f1anf180... 21fJunf201...

= I Lesson%20Learned_Pe... 91,644 pdf 17j0ckiz0l... 05/ulf201... 17fCckfz01... A---

1

= | SEF
B LS

Files in category [ILookIx] Probable Scanned Images (6)

The E-mail Linkage tool showing relationships of possible relevance to a case

Volume Shadow Copy analysis tools

A shadow volume, also known as the Volume Snapshot Service (VSS), is a

service that creates point-in-time copies of files. The service is built in to versions of
Windows Vista, 7, 8, and 10 and is turned on by default. ILookIX can recover true
copies of overwritten files from shadow volumes, as long as they resided on the
volume at the time the snapshot was created. VSS recovery is a method of recovering
extant and deleted files from the volume snapshots available on the system. It is a
valuable resource for locating previously unavailable data to assist an investigation,
as illustrated in the case study at the end of this chapter.
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ILookIX, unlike any other forensic tool, is capable of reconstructing VSS copies in a
readable structure in differential or full recovery modes, including VSS and deleted
files and folders. Either option is available in the image-loading window of the tool,
as shown in the following screenshot:

Add a new image Eq

Skandard Info | Processing Group | Auto Processing | Atkached Image

Maximal Mirimal Load Last Settings Save Settings &/ Enable Fost Processing
Recovery Options File Processing Options
+/ Enable Auta Probe For lost partitions Process archives i.e, zip files, etc)
vl Map filesystems Process email stores (Outlook, Mbox, Lotus Motes, ebc)
] %FR - treme File Recavery Index all file and e-mail data
o/ Differential ¥FR-v55 records: Index all unallocated blocks on the medis

Full ¥FR-%335 Snapshot Outpuk
Automatically Deconskruck Files

Hashing
Hash Files/Email

Hash the media

XFR-YSS = ON V QK 3‘ Cancel

The ILookIX Volume Shadow Snapshot tool with differential records selected

In the test scenario, shown in the following screenshot, the tool recovered a total of
87,000 files, equaling conventional tool recovery rates. Using ILookIX's Xtreme File
Recovery, some 337,000 files were recovered. The Maximal Full Volume Shadow
Snapshot application recovered a total of 778,000 files. Using the differential process,
354,000 files were recovered, which filtered out 17,000 additional files for further
analysis, as shown in the following screenshot. This enabled the detection of e-mail
messages and attachments and Windows Registry changes that would normally
remain hidden or difficult to find:
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e e e T T T T ddaddlaEaaaasacadaasssaasaasaaa
o |4 eEISIIIEsEdINAIEsEad NS sEEEaEIsdaaddaddasEaanas E P
B @ daassaa e e e e e didaadddaauaeaan
g A A P A A A A P R
e T L T T T T
@i as aasan auaes as @ @ aaae
v FileSystem (01) NTFS. 87,725 17,307 Sie 30.7 GB, Free Sg [ e e e e e e e P
:- (IIIIIﬂIﬂ'ﬂﬂll-ﬂﬂﬂlﬂﬂﬂ'-ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂIIﬂIﬂlﬂﬂﬂﬂ'llﬂﬂﬂﬂlﬂllﬂﬂﬂﬂll Jddaadaaaana
¥ SExtend 6 1 Folder daddaadasaaa T P P e ey aaa agaaa dddadddaaaaaaaas
> SRecyde Bin 0 4 Foider g e e e e e e e e e e e e e ey
IS EEIEEAIIEdIEEIIIEdESEIIIEEEEEEEIEEIdEGIGdEGdaGEEAEAdEGdAGEEaaaaaR
ILook Object Recovery » 0 ook Folder T T P aa GaUAaaBAaaaaddaaaaadads
. T e T T T T T
> TR DT BAOBE... 23 27 Foder z
Config.Msi 1 0 Folder =
Documents and Settings ) 0 Folder Flelst E-Mallst DiskView [ TaskProgress o Heb
> £6cb53200d 7420 758340134... 23 27 Foder g
: & || Properties 2%
> | Msocache [] 1 Folder - T
a Property vahie -
> Perflags 0 1 Folder A |
s Program Fies 1 20 Folder _ | v B Wware set ‘chare basetest minimel
> Program Fles (x85) 1 29 Folder £ ; Added Friday, 14 February 2013 12:51:00 M
> Programbata 1 11 Folder * 2 = Parent Case. Ohare
> | Recovery ] 1 Folder Total Fies 87,351
> System Voiume Informaton ) 1 Folder £ Total Folders 17,34
> Users 1 S Folder H Taagad v
> Windows 3 59 Folder F4 (e s
g Meda Free and Unused space s indexed Mo
Desaription Image added from path E:|,
»
& Evidence Type PCHOD Image Set
k] Sze 30,7 GB, Lnused Space 30.7G8
‘Sector Sze 512
Total Sectors 64,454,892
3 Meda Set Data 1 -
4 » Viewer Hex View Properties Log Comments

The ILookIX Volume Shadow Snapshot tool showing different search results

Differential XFR-VSS records reports on only those VSS where there is a difference
(of even one file) between each record to speed up identification of evidential
material. Deleted snapshots were recovered and further deconstructed, resulting in
more than a terabyte of compressed data being recovered from the original 30-GB
drive —believe it or not!

Timelines and other analysis tools

Timelines are often used to reconstruct a chronology of events of given periods.
However, they can become too densely populated and extended over lengthy
periods, so some thought should be given to producing more reader-friendly charts.
For example, the overall reconstruction could be provided as a simple, uncluttered
chart showing the key events and so on. Each of the major event nodes could be
shown as a separate chart with some linkage to contiguous events.
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The following diagram shows a fairly simple reconstruction of an actual bank fraud
that involved two suspects and some electronic transactions and e-mail messages:

Mar 12 2015 Mar 17 2015
9:31 AM 6:29 AM
Email Suspect 1 to Email to Macquarie —_—
Suspect 2 Bank from Suspect Mar 27 2015
discussing fraud 2 regqgarding PDF Bonus
wulnerability bounced cheque. Approval for loan
12a 6a 12p 6p & 12a 6a 12p 6p 12a 6a 4§ 12a 6a 12p 6p 12a 6a
16 Feb 11 Mar 2015 13 Mar 16 Mar 18 Mar 27 Mar
Feb 16 2015 Mar 12 2015 Mar 17 2015
7:21 AM 9:59 AM 7:53 AM
Email Suspect 1 to Email Suspect 1 to Email from Suspect
Suspect 2 Suspect 2 thanking 1to Suspect 2
requesting private him for help ref asking to disregard
information email earlier that previous email.
— day —I_\
Feb 16 2015 Mar 17 2015
7:24 AM Mar 12 2015 12:11 PM - Mar \
Email Suspect 1 to 12:49 PM \ 17 2015 2:20 PM
Suspect 2 asking Email Suspect 2 to ‘Word Document
not to send Suspect 1 asking refarding Family
information him to let him Trust ownership
known when to
cash a cheque.
| [ Historical search for emails [] Suspect 1 email account [ Suspect 2 account [_| New information recovered from Volume Snapshot

Timeline of events using Timeline Maker Pro

Time event charts aim to correct these shortcomings, as do flow diagrams that assist
in interpreting complicated processes. When confronted with a complicated scheme
or a process that is unfamiliar, flow diagrams facilitate the visualizing of the event.

These models are beyond the scope of this book but are worth incorporating as part
of any practitioner's analysis toolkit.
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Case study - illustrating the recovery of
deleted evidence held in volume shadows

The case study involves an emerging business providing specialist technical services
to a range of mining exploration companies. The business had lost a number of its
technical experts to a rival business and noticed a drop in in its market share. There
was a suspicion that departing staff members may have stolen some proprietary
knowledge and expertise, which they later shared with the competing business. A
forensic examination of the business' server and the computer terminals used by the
departed staff members was initiated to determine whether some form of industrial
espionage or sabotage had occurred.

With little to go on other than the CEO's hunch that there was mischief afoot, the
former employees' computer terminals and external storage devices were searched
for evidence of possible misconduct. Logically, the employees' e-mails were
considered to be a sound starting point, but examination only recovered details

of their dissatisfaction and contempt for the business and plans to move to the
competitor. The e-mails did, however, provide details of the former employees'
contacts at the competing business, from which further leads could be developed.

What was noticed was the presence of a Dropbox account that had been installed
and used on one of the former employees' computers. The application had been
used and contained a number of folders synchronized and evidently uploaded to the
employee's online account. Most of the files appeared to be of a personal and social
nature and not relevant to the investigation. However, there was one large deleted
archive (compressed) file some 4 GB in size named Calibration.rar that appeared
to be of a technical nature. This file could not be opened during the preliminary
examination and may have required some specialist recovery, provided the file

was not too seriously corrupted.

The CEO was advised of the location of the file and questioned about its significance
and the presence of the Dropbox account on the employee's terminal, which seemed
appalling security practice. The file appeared to be an essential record of technical
calibrations critical to the operation of the business, and it transpired that:

* The folder containing the data was insecurely stored on the business
server but had been removed at about the same time as it appeared in
the employee's terminal

* Poor security on the server allowed all users to access and potentially
sabotage and steal any data without hindrance and without recording
the event

* Unless the data could be recovered, the business faced serious operational
problems that could lead to its closure
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It seems likely that the archive folder was removed as a deliberate act of sabotage
but also exported to the employee's Dropbox folder for some other purpose. A "deep
rinse" of the employee's computer was then completed and ILookIX recovered 12
VSS folders, one relating to an earlier period provided a readable copy of the archive
file. The file was not password protected, and examination by the CEO established
that it contained the missing data so important to the company's operations intact.
The file is highlighted in the following screenshot, where it was recovered from the
Dropbox synchronization account:

Drag a column heai ler here to group by that column

Plame AY Size Tag Type Created
@_] 3% Aeromap_Compenstaio... 189,13 @ [ doc 09/Apr /2013 03:04:39
L % attachfent_3.pdf 54,54 @ pdf 09/Apr /2013 02:50:50
pg 339,738 1 irg 25/Feb/2013 08:11:37
g 159 @ i 25/Feb(2013 08:11:37
=) 3% BXGPaf Cals 110330.72 7,437,711 @ 7 09/Apr/2013 03:04:39
&) 5% BXG pad rumbers. s 19,958 [ s 09/Apr /2013 03:04:39
[ % causeb-LRAR ol rar 21/Mar /2013 09:10:52
g ‘:" Calbrafons.rar 3,787,990,... [ rar 21Mar /2013 09:10:52
[ & Calbrafons.rar o 21 Mar,m-.us 10:52
Cals 4,09 E Folder (X) Dﬁp‘-\pr, (2013 03:04:39
| 3% Cals.256 1842412 @ 25 09/Apr/2013 03:04:39
L] % Cals.dbf 10,004 B dbf 09/Apr/2013 03:04:39
L] 3% Cals.History 3817 @ history  09/Apr/2013 03:04:39
| ] 2474 sy 25/Feb/2013 03:19:08

Last Accessed
09/Apr/2013 03:04:39
09/Apr /2013 03:03:30
25/Febj2013 08:11:37
25/Feb/201308:11:37
09/Apr/2013 03:04:39
09/Apr/201303:04:39
21Mar (2013 07:00:55
21Mar /2013 07:03:06
Z*Narrzo:lz 07:00:35

o it im0 NS

‘B‘Sep, 01302:14:17
09/Apr/2013 03:04:39
09/Apr /2013 03:04:39
09/Apr/2013 03:04:39
25/Feb /2013 08: 19:08

Last Modified
11/Nov/2011 04:05: 4
09/Apr/2013 02:50:4
25/Feb 2013 08:00:3
25/Feb 2013 08:00:3
30/Mar/2011 06:00:2
30/Mar /2011 06:46:2
21/Mar (2013 09:10:5,
21Mar/2013 09:10:5
21/Mar /2013 09:10:5,

18/Sep/2013 02:14:1
30/Mar /2011 06:52:3
30/Mar /2011 06:42:50
30Mar /2011 06:42: 5
06/Feh/2013 04:33:04

Recovered data from a Dropbox folder held in a volume shadow snapshot

While the company was relieved to have its precious data returned to it in a short
period of time, the following points were noted regarding the business' inability
to protect its vital electronic assets:

* The business was not aware that the archive was missing and would not
have learned of its disappearance for several weeks if it had not been

recovered during the examination

* The server and terminals had no password protection and no sound backup
to protect and preserve critical data

* No security auditing of data access management was in place

* The inadequate physical protection of the premises added to the general
vulnerability of the business

¢ The network administrator was a friend of the CEO and an amateur with
poor network security abilities
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Evidence of theft and malicious destruction of electronic information and serious
personnel misconduct was evident as well as evidence being identified for civil
action against the former employee. With little information to base a meaningful
search on hampered by the absence of any sound information security management
system, it was mostly intuition that led to the discovery of the security breach and
recovery of the evidence. Such favorable outcomes involving the recovery of stolen
data and evidence implicating a specific suspect are not always the usual outcome.
It is saddening to write that the information security at the business remains
inadequate and the business obviously did not learn from its mistakes.

Summary

This chapter described in more detail the process of locating and selecting evidence
in terms of a general process. It also further explained the nature of digital evidence
and provided examples of its value in supporting a legal case. Various advanced
analysis and recovery tools were demonstrated that show you how technology can
speed up and make more efficient the evidence location and selection processes.
Some of these tools are not new but have been enhanced, while others are innovative,
and seek out evidence normally unavailable to the practitioner.

The majority of laptop, desktop, and network-based computers use Windows
operating systems, which have been covered in varying details in this and previous
chapters. Chapter 7, Windows and Other Operating Systems as Sources of Evidence, will
outline Windows Registry and system files and logs, and some additional benefits

of VSS recovery will be introduced as a resource for digital evidence recovery and
analysis. It will describe in some detail other operating systems that are commonly
examined, including Apple and Linux. The chapter will also touch on remote access
and malware attacks and the prevalence and challenges of anti-forensics that hamper
the recovery and identification of evidence.
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Windows and Other
Operating Systems as
Sources of Evidence

The majority of laptop, desktop, and network-based computers use Windows
operating systems, and this chapter will describe this in some detail and provide

a brief description of other operating systems that are commonly examined. The
chapter will provide you with an understanding of the complexity and nature of
information processed on computers that assists forensic examinations and facilitates
the recreation of key events relating to the presence of digital evidence stored in a
range of operating systems.

The chapter will look at:
* The Windows Registry and system files and logs as a resource of digital
evidence
* Apple and other operating system structures

* Remote-access and malware attacks and the prevalence and challenge posed
by anti-forensics to the recovery of digital evidence

* A case study relating to Windows Registry analysis
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The Windows Registry and system files
and logs as resources of digital evidence

Windows-based systems have a central repository of settings called the Windows
Registry. The registry is often a valuable source of information that can be used

to clarify and corroborate other information of relevance to an investigation
recovered from the filesystem. The Windows Registry is a vital part of the Windows
operating system and maintains the configuration of the system and supported
application programs as well as the users accessing the system and attached

devices and networks.

The registry consists of a directory structure containing folders or "hives" that
contain files or keys that contain values and, sometimes, sub-keys. Each key contains
specific values that are used by the operating system or an application that relies

on the value, for instance, the time zone used by the computer, the status of remote
access settings, or details of a storage device attached.

The Registry Explorer allows the practitioner to explore the content of registry hives
that must be processed before they can be viewed. Depending on the purpose of the
examination taking place, the registry can hold valuable information. The Registry
keys have an associated value called the Last Write time, which records the last
modification time of the key. The last modification time may disclose what was
changed in the key. Some Registry keys contain several values, which also makes

it difficult to determine which of the values was changed.

The following screenshot shows samples of Registry Hives viewed using ILookIX
Registry Explorer, which contains all of the processed registry hives, along with a
viewer to review selected keys and values:
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’;_:,ILDOKIX © ¥9.0.143 / Current case - Bonner

Case  Ewidemce  I¥Imager Creation  Tools  KIxboot  Help

ﬁ% Reqgistry

Q_' \\\b ‘) I-'\3| V‘jj V\g "fE | ]Il Hidden value shawn -

g Reqistry Tree | Shork-cuk Tree

Skruckure Parent Hive Path - Descripkion Lask \Write
+~ @ iRegistry Hives Registry hives th...
'ﬁ ntuser.dat Maximal No ¥55:0:% Users' Administ... Hive 11,/5ep,/2013 04:59:33

3 G NTUSER.DAT Maximal No ¥55:0:% Users',Default®, Hive 25,/5ep,/2013 03:55:03
3 'ﬁ NTUSER.DAT Maximal No ¥55:0:% Users’ Jo', Hive 01/Apr/2014 03:36:05
b G NTUSER.DAT Maximal No ¥55:0:% Users'Rob, Hive 28,/0ct/2013 08:05:50
b 'a NTUSER.DAT Maximal No ¥55:0:% Users' Updatus... Hive 03,/Jul/2014 03:33:46
T NTUSER.DAT Maximal No ¥55:0:% Windows', Servi... Hive 03,/Jul/2014 03:33:46
T NTUSER.DAT Maximal No ¥55:0:% Windows', Servi... Hive 03,/Jul/2014 03:33:46
T COMPOMENTS Maximal No ¥55:0:% Windows' Syste... Hive 03,/Jul/2014 03:33:42
T SAM Maximal No ¥95:0: Windows' Syste.. Hive 03/Jul/2014 03:33:46
T SECURITY Maximal No ¥95:0:, Windows' Syste.. Hive 03/Jul/2014 03:33:46
T SOFTWARE Maximal No ¥55:0: Windows' Syste.. Hive 03/Jul/2014 D3:33:46
T SYSTEM Maximal No ¥55:0: Windows' Syste.. Hive 03/ul/2014 D3:33:46
T ntuser.dat Maximal No ¥55:0:" Windows', Syste.. Hive 11/5ep/2013 20:16:04

Looking at Registry Hives using ILookIX Registry Explorer

It is important that the practitioner have some knowledge of the workings and layout
of the Registry and what corroboration it may provide. Knowing where to look and
the sort of information required is covered in the following sub-sections.

Seeking useful leads within the Registry

Registry Explorer has two sections:

* The upper section displays the hives, keys, and sub-keys

* The lower section shows the names and properties of registry values
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The structure of the hives is displayed in the top panel, shown in the following
screenshot. Clicking on any key in a hive displays the values for that key in the lower
panel. Clicking on a value in the lower panel reveals the data for that value, which is
displayed in the viewer panel.

Reqgistry
\‘\\J ) \(»\/ﬂ ‘\'}g "\’E = Pj Hidden value shown -
Reqgistry Tree | Shorb-cub Tree
Struckure Farent Hive Path - Description Last Write
w
v
w
w
v
AppEvents Registry Key 14/ 2ulfz00, .
Console Registry Key 14/ ulf200...
Cantrol Panel Registry Key 14/ 2ulf200. ..
Accessibility Registry Key 14/ulf200..,
Appearance Registry Key 14/ Julf200. ..
Colors Registry Key 14/ 2ulfz00, ..
§ Deskiop Registry Key 14/1ulf200. ..
Infrared Registry Key 14/ 2ulf200. ..
Input Method Registry Key 14/ Julf200. .,
Trkownokine =l Mmmickren o AR RN ]
Mame - Type Size Last Modified Fath Data
E.ﬁ.ctiveWndTrackTimeout REG_DWORD 4 14fulfz00... \Control PaneliD... 0
BlockSendInputR esets REG_S5Z 4 14/l{z00... ‘\Control PaneliD... 0
Caretiidth REG_DWORD 4 14f0lf200... ‘Control PanelD... 1
ClickLockTime REG_DWORD 4 14/dlfzo0,.. \Control PanehD,.. 1200
CoolswitchCalumns REG_SZ 4 14§0lf200... ‘\Contral PanelD... 7
CoolSwitchRows REG_5Z 4 14§0lf200... \Control PanelD... 3
CursorBlinkRate REG_S52 & 14flfz00... \Control PanelD... 530
Hive folder regsecond: 0:\Wwindows) ServiceProfilesi NetworkService| NTUSER . DAT===Conkrol PaneliDeskkop\Deskiop; Yalues=34

Registry Viewer showing Registry hives and keys

Registry Explorer has functions not present or poorly implemented in other forensic
tools, such as these:
* Search: It searches the loaded hives' value data

* List: This is used to list all of the values under the key you have currently
selected in the top panel

* Key structure report: This function creates a report of the structure as it is
currently viewable in the upper panel
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* Hive value report: This function creates a report of the values currently

shown in the lower panel

* Value name find: This function allows you to search for value names

* Hidden value list: This is used to list all of the hidden values (if any) under

the key you have currently selected in the top panel

Registry Explorer flags some hives, keys, and values that may be hidden from

normal view in the Registry. Hidden keys and values, often used to store virus and
Trojan data, may have additional data. ILookIX will allow the practitioner to view
this extra data if it is present. Programs in Windows, including viruses and Trojans,
have the ability to read and write values to the Registry by writing directly to the
Registry, which programs using the standard Win32 Application Programming
Interface (Win32 API) cannot detect. These values are referred to as hidden values.

There are also programs available that do not rely on the Win32 API and are capable
of writing hidden values to the Registry. This could be used to conceal data. Hidden
values should not automatically be interpreted as malicious, as Windows XP, for

example, came with about 27 hidden values.

By selecting a key or sub-key or using either of the Generate List buttons, a list of
values will be transferred to the Value List box in the lower portion of Registry
Explorer. The list in the lower window will display relevant information about the

value, as shown in the following screenshot:
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11/5ep/z0...
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\ControlSet00ZiE. ..
\ControlSet00ZiE. ..

VW mmbealSaknn N E
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DiskDri
{4d36e
"UISEST
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{03bee
@disk.i
14d36e
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"USEST

izl i

Marne = Type Size
Capabilities REG_DWORD 4
Class REG_SZ 20
ClassGUID REG_SZ 75
CompatiblelDs REG_MULTI_SZ £z
ConfigFlags REG_DWORD 4
ZontainerID REG_S5Z2 7a
DeviceDesc REG_5Z e
Diriver REG_5Z 55
Friendlytame REG_5Z 43
HardwarelD REG_MULTI_3Z 368
MFa DFC C7 12
Hive Folder regsecond:0:hwindows! System32iconfigh Sy STEM===\ControlSet00Z\Enumi ISESTOR Diskidven_LaCie&Prod_Cookey&f

Registry Viewer showing some values of keys
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The following screenshot shows the hex editor view of the value:

= BEPOYS s/ &

’T ?l | Reqistry walue \WControl5et002services SBSTOR ImagePath

u] T3 00 |[gEllcno Y3 00 74 S'E'S't’ -

7, oo &5 00 &l 00 33 00 -E-m-S-j

14 9 U 5B On 44 0D &8 |E-Y -

il oo 4% 00 %5 00 45 00 §-I-VE-

Z8 Gz M 538 00 S5 OO &5 |[-8-7 -0

35 oo 53 00 42 00 53 00 Q-3-B-5-

4z 54 O 4 0D &8 00 & |0, _I
-

Properties Wigner Hex View Flain Text Wiew Log Histogram Comments

Hex view of key values

The search function shown in the following screenshot uses an index search to
identify useful data such as a word search in the appropriate field:

* Registry Key
* Registry Value
* Registry Data

\bj [y L ﬁfé "\ - P:I Hidden value shown v
Reqgistry Tree | Shork-cut Tree
Struckure Parert Hive Path -
- Reqistry Hives
=]
Search Registry

Find What?  usbstor|
2 Regiskry Key
Registry Value
Reqgiskry Data

Find Caneel

- § Inkernational

Searching for information in the Registry

Mapping devices through the Registry

By mapping a device to determine partitions and mounted and attached storage
devices, the practitioner will gain a deeper insight into the usage of the device.
For example, consider an instance where an internal hard drive detached from
a computer was recovered and contained some probative evidence.
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The following should be considered:

e (Can it be linked to the device?

* If so, does it increase the likelihood that a relationship exists between users of
the device and the drive?

* If not, does this affect the strength of the link between the suspect and the
evidence contained on the device?

ILookIX will identify device partitions and extract data from them. However,
the examination of other artifacts may provide more specific details about the
antecedents of the device.

Windows makes a record of various internal and external drives attached to the
device as well as details of other peripherals, such as printers, optical drives, and
thumb drives. The previous connection of an external device that is no longer
connected may be shown through this device logging. In Registry, the SYSTEM\
MountedDevices key records previously mounted devices. It can provide the
actual serial number of many attached USB devices —a most useful attribute for the
practitioner to use in reconstructing key events. The following screenshot shows a
collection of devices attached to a desktop computer:

-9
* ControfSetd01 Registry Key  11/Sep
| ControlSet002 Registry Key  14/ul/
] MountedDevices Registry Key  28/Oct
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b Select Registry Key  14/ulf _
Hame - Type Sire Last Modified Path Data
_??_Volume{391e9%a3-1a85-11e3-a... REG_BINARY 12 28/Octf20130... ‘MountedD... P......coeee
_?7_Volume{391293a4-1a88-1183-a... | REG_BINARY 12 28/0ctf20130... ‘MountedD... p.... Poiis
77 _Volume{391e9937-1a88-1163-a... REG_BINARY 208 28/Octf20130... ‘MountedD... \2.2.\S.C.S.1.#8.C.d.R.0....
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_??_Volume{5e079605-3f94-1183-9... REG_BINARY 12 28/Octf20130... MountedD... B.......s
_77_Volume {764a992f-3662-1183-8... | REG_BINARY 12 28/Oct/20130... \MountedD...
_?7_Volume{96564426-3f8f-11e3-b... REG_BINARY 12 28/Octf20130... ‘MountedD... ..E2.......
_7?_Volume{b2197d24-1a88-113-9... | REG_BINARY 210 28/0ctf20130... ‘MountedD... _.2.2._U.5.B.5.T.0O.R.2.D...
_??_Volume{c8bcB88a1-333c-11e3-b6... REG_BINARY 212 28/Octf20130... ‘MountedD... _.7.2._U.S.B.5.T.O.R.2.D...
| DosDevices_C: | REG_EINARY 12 28/0ctf20130... 'MountedD... p.....P.....
_DosDevices_D: REG_BINARY 208 28/Octf20130... ‘MountedD... \2.2.\.5.C.5.1.#.C.dR.0:is
_DosDevices_E: REG_BINARY 216 28jOctf20130... ‘MountedD... \?.2.\5.C.5.1.#.C.dR.0....
_DosDevices_F: REG_BINARY 12 28/Oct/20130... ‘MountedD... a..
_DosDevices_G: REG_BINARY 12 28/Octf20130... ‘MountedD...

Viewing system-mounted devices in the Registry
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Detecting USB removable storage

To reiterate, details of external devices, most notably, USB devices, mobile phones,
and digital cameras, that have been connected to the computer are stored in the
Registry. The Registry records some basic information about attached peripheral
devices, such as the internal hard drive, monitor, keyboard, and mouse, but it also
keeps information about other devices that may have been temporarily attached to
the computer, such as external drives, thumb drives, cell phones, and digital cameras.

The following screenshot shows a record of an attached USB thumb drive stored in
the registry, showing the manufacturer's name. Often, the unique serial number of
the device can be recovered.

MName - Type Size Last Modified Path Data
Capabilites REG_DWORD 4 11/Sepf20... \ControlSe... 16
Class REG_SZ 20 11fSep/20... \ControlSe... DiskDrive
ClassGUID REG_SZ 78 11/Sepf20... \ControlSe... |{4d362967-2325-11ce-bfc1-08002be 10318}
CompatbleIDs REG_MULTI_SZ 52 11fSepf20... \ControlSe... "USBSTOR'Disk”, "USBSTOR\RAW™,
ConfigFlags REG_DWORD 4 11/Sepf20... \ControlSe... 0O
ContainerID REG_SZ 78 11fSep/20... \ControlSe... {03b&e39e-7140-5aba-b86b-b3c2d5ficag00}
DeviceDesc REG_SZ 72 11fSepf20... \ControlSe... ®@disk.inf, %disk_devdesc¥;Disk drive
Driver REG_SZ 88 11fSepf20... \ControlSe... {4d36e967-2325-11ce-bfc1-08002be 10315310001
FriendlyName REG_SZ 48 11fsepf20... \ControlSe... LaCie CooKey USE Device
HardwareID REG_MULTI_SZ 368 11/Sepf20... \ControlSe... "USBSTOR\DiskLaCie__ Cookey PMAP", "USBSTOR \DickLaCie, .,
Mfg REG_SZ 102 11fSepf20... \ControlSe... @disk.inf,%genmanufacturerye;(Standard disk drives)
Service REG_SZ 10 11/Sep/20... \ControlSe... disk

The Registry showing a record of an attached USB device

Not all USB thumb drives have serial numbers. This may be determined by the
second character of the device ID being & and not a number. When examining

each attached device, it can be seen that various values are displayed, including
ParentIdPrefix, but there is very little else to assist the practitioner in determining
the origin of the value or its use by the system. However, the Registry does hold
other information that may assist, such as the HKEY_LOCAL_MACHINE\System\
MountedDevices key, which is, in effect, a database of mounted volumes. The
database records persistent volume names associated with unique identifiers for
these volumes. By examining this additional data, it can often be shown that names
assigned to the volumes, such as the drive letter F, will be associated with the
pParentIdPrefix value for an attached thumb drive. If the thumb drive has been
given a specific name by the user, this may also be recorded in the Registry.
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User activity

The Registry holds various files, such as the NTUSER . DAT file, for each user granted
permission to use the device, and stores the settings specific to that user. The
contents of these files are mapped to the HKEY USERS\SID hive so that it records
users logging in. The process creates and updates the HKEY CURRENT_USER hive,
which can provide useful information regarding the actions taken by users after
logging in to the device.

Reviewing Most Recently Used and Jump List

activity

The registry maintains Most Recently Used (MRU) lists and Jump Lists, which
were introduced in Chapter 6, Selecting and Analyzing Digital Evidence. This facility
is intended to assist users to keep track of recent activities, such as providing quick
access to word processing documents or pictures and videos that were viewed.
However, from a forensic perspective, they act as a burglar's "footprints in the
flowerbed," which are useful for recreating some history of entries made due to
specific actions taken by the user. They are stored to keep track of items the user
may return to in the future.

The Registry maintains a list of commands that the user types into the Start | Run
box in this key:

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\
RunMRU

When an entry is made in the Run box, this action is recorded to this key and a list
of the most recently used value is maintained, although this data may correlate with
file and application metadata. It would be prudent to check this data as a matter of
course to ensure there are no unexplained anomalies that might bring the fidelity of
the evidence into doubt.

Detecting wireless connectivity

Network connections on Windows machines provide Service Set Identifiers

(SSID) data confirming the existing and previous wireless network or networks
connected to the desktop or laptop computer. This often useful data is stored

in the Registry in the HKEY LOCAL_MACHINE\ Software\Microsoft\WZCSVC\
parameters\Interfaces hive. This repository can provide details of the network
settings, including the IP address, from the KEY LOCAL_ MACHINE\System\
CurrentControlSet\Services\TCPIP\Interfaces\GUID key. The value of linking
an IP address to recovered evidence from the computer may be assisted by this data.
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Observing Windows Event Viewer logs

The Event Viewer logs maintained in Windows 7 onward record additional
information to that contained in the Registry. It can, for example, corroborate the
connection of a USB device, which may or may not be retained in Registry logs. It
can record the frequency of usage of some programs, such as virtual networks, that
may have been operating and can corroborate logging recorded by the application.

A portion of the text formatting, shown in the following screenshot, contains some
of the same information about a USB device that can be found in the system hive.
The registry should also show the date the device driver was installed, and this is
typically recorded in Event Viewer logs.

12013009231 Number of events: 7,152

Source
UserPnp 20003 (7005)
DriverFrameworks-UserM. .. 10100 Instalation or update of d...
Service Control Manager 7040  None
DriverFrameworksUserM... 10002 Instalation or update of d
DriverFrameworks-UiserM.. 10000 Instalation or update of d...
UserPrp 20001 (7005) =
UserPnp 20003 (7005)
0/2013 9:48:59 PM Service Control Manager 7035 MNone
12/10/2013 9:48:56 PM UserPnp 20001 (7005) J
L saianinais aoss. g o - seans  feeac
Event 20001, UserPnp x

General Details |

% Friendly View XML View

+ System
- UserData
- InstallDevicelD

DriverName FileRepository\disk.inf_amd64_neutral_10ce25bbcSa9¢cc4 3\disk.inf
DriverVersion  6.1.7600.16385
DriverProvider Microsoft
DevicelnstancelD USBSTOR\DISK&VEN_&PROD_USB_DISK_2.0&REV_PMAP\O7A70F13765A000080
SetupClass {4D36E967-E325-11CE-BFC1-08002BE10318}
RebootOption  false
UpgradeDevice false

Windows Event Viewer showing a record of an attached USB device

Disconnected USB devices generate logs that can justify a more detailed examination
of the circumstances surrounding the disconnection of an external device and may
provide a timestamp of the time of the disconnection. This information may be
located in the System hive CurrentControlSet\Enum\DeviceType\DeviceID\
InstanceID\ \Properties\xxxx.
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Recovery of hidden data from a VSS

Recall from Chapter 5, The Need for Enhanced Forensic Tools, that the recovery of
additional data can be achieved from Windows systems that have the VSS feature
enabled. In the case study in the previous chapter, files important to the victim
organization were recovered from Dropbox accounts in one of the VSS folders. In
the instance shown in the following screenshot, ILookIX's Differential XFR-VSS
records feature was used to recover only those VSS folders that contain differences
in the file content:

Add a new image x|
Standard Info | Processing Group | Auto Processing | Attached Image
Maximal Minimal Load Last Settings Save Settings W] Enable Post Processing
Recovery Options File Processing Options
+/! Enable Auto Probe for lost partitions +/! Process archives (i.e. zip files, etc)
vl Map filesystems | Process email stores (Outlook, Mbox, Lotus Notes, etc)
/| ¥FR - Xtreme File Recovery & Index all file and e-mail data
&/ Differential XFR-VSS records & Index all unallocated blocks on the media

Full XFR-VSS Snapshot Output
] Automatically Deconstruct files
Hashing
Type of Files to Deconstruct

v" Create Signature and Type Categories
/| InterpretLnk, Cookie, Nk2, Recyde, and Office Files
W Process image EXIF, Thumbcache and Thumbs.db Data
Create Thumbnails for All Image Files (slow)
Run Virus/Trojan Scan
Run Histogram Scan
! sQLite
&/ Binary PLists
| Registry Files
v" Internet History
/| Event Files
W/ €UsMIournal Files

Hash Files Email

Hash the media i

XFR-VSS = ON V OK W Cancel

Recovery options for VSS folders
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In this laboratory simulation, seven VSS folders were recovered, as can be seen in the
following screenshot:

| Structure & | Tag | B | | | Description |
=l ] ohare-basetest (VMware set) 354,700 43,921 Size 30.7 GB, Unused Space 1.0 MB
& FileSystem (00) NTFS 332 47 Size 100.0 MB, Free Space 65.5 MB
& FileSystem (01) NTFS 354,368 43,874 Size 30.7 GB, Free Space 0.0 KB
1] | SExtend [ 1 Folder
_EJ- | SRecyde.Bin 1] 4 Folder
I ILook additional Recovery 1] 0 ILook Folder
3 ILook Folder Recovery 0 1 ILock Folder
> I ILook Object Recovery a 0 ILock Folder
2
1] | 2011-03-13-3682c013-4dbc-11e0-bced-080... 10 12 Folder
_-f_} 2011-03-13-3682c026-9dbc-11e0-bce8-080... 10 12 Folder
1] | 2011-03-13-3682c045-9dbc-11e0-bce8-080... 10 14 Folder
_-g-_} 2011-03-24-1a2fe7453-5609-11e0-bbbf-050. . [ 11 Folder
1] | 2011-03-24-1a2fe74e-5609-11e0-bbbf-050. .. 12 13 Folder
_-y_} | 2013-04-23-4566725e-acdf-11e2-9691-c99... 2 10 Folder
1] | 2013-04-23-45667262-acdf-11e2-9691-c99. .. [ 12 Folder
[+ 7701a7b27f7df1847b04b2067d62 1232 23 27 Folder
Config.Msi 1 0 Folder
Documents and Settings a 0 Folder
| e6cbf53290d7d2b758349d 340a0 1cd 23 27 Folder
4| Msocache 0 1 Folder
1] | Perflogs y] 1 Folder
_ﬂ | Program Files 1 20 Folder
1] | Program Files (x&6) 1 25 Folder
_-g-_r | ProgramData 1 11 Folder
1] | Recovery a 1 Folder
_ﬂ | System Volume Information 13 1 Folder
1] | Users 1 5 Folder
G Windows 31 59 Folder

Various instances of the VSS recovered from a simulation image

Not only may deleted files be recovered that otherwise may have remained
obscured, but system information and logs that assist in the reconstruction of a
transgression may also be recovered. The previous iterations of Registry keys and
hives and Event Viewer logging records are shown in the following screenshot.
These records may reveal various activities of potential relevance, including remote
access, changes to clock and desktop settings, and malicious intrusion exploits of
the Registry.
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Registry Tree | Short-cut Tree
Structure Path - Description Last Write
3 a NTUSER.DAT USER.DAT Hive =
3 G NTUSER.DAT USER.DAT Hive
3 a NTUSER.DAT USER.DAT Hive
3 G NTUSER.DAT USER.DAT Hive
3 G NTUSER.DAT USER.DAT Hive
3 a NTUSER.DAT USER.DAT Hive
3 a NTUSER.DAT USER.DAT Hive
. NTUSER.DAT USER.DAT Hive
b Consale Reqistry Key 28/1anf201...
vl Control Panel Registry Key 28f1anf201...
v AppEvents Registry Key 28/(Janf201...
v Environment Registry Key 28f1anf201...
v ELUDC Registry Key 28f1anf201... .
p ‘ E P Y.

Various instances of Registry hives and keys recovered from VSS folders

The recovery of additional information such as archive stores, including zipped files,
is also possible. The following screenshot highlights some additional ZIP files extant
in various VSS folders, shown with different dates:

- B |Archive Stores i[O ensm: 13742
3 “j- SRATBDMR.zip D 1 1 ohare-basetest:1:\$Recycle.Bin\5-1-5-21-3202632638-1970521877-4132...
o $RATBDMR.zip | 1 1 ohare-basetest:1:\.JLook Recovered VSS Snapshots\2011-03-13-3682c0...
o $RATBDMR.zip [ 1 1 ohare-basetest:1:\.Jl ook Recovered VS5 Snapshots|2011-03-24-1a2fe7..
o AboutBox.zip [} 4 1 ohare-basetest:1:\Program Files (x86)\Microsoft Visual Studio 8\Commo...
o APPCON-~1.7IP [} 2 1 ohare-basetest:1:\.ILook Recovered VSS Snapshots|2011-03-13-3682c0...
3 APPCON-~1.7TP 0 2 1 ohare-basetest:1:\.ILook Recovered V5SS Snapshots|2013-04-23-456672...
3 APPCON-~1.7IP 0 2 1 ohare-basetest:1:\.ILook Recovered VSS Snapshots|2011-03-13-3682c0...
3 APPCON-~1.7TP 0 2 1 ohare-basetest:1:\.ILook Recovered V5SS Snapshots|2013-04-23-456672...
3 APPCON-~1.7IP 0 2 1 ohare-basetest:1:\.ILook Recovered V5SS Snapshots\2011-03-24-1a2fe7...
o APPCON~1.7TP 0 2 1 ohare-basetest:1:\.ILook Recovered VS5 Snapshots|2011-03-24-1a2e7...
o APPCON-~1.7TP 0 2 1 ohare-basetest:1:\.ILook Recovered VS5 Snapshots|2011-03-13-3682c0...

Archive stores recovered from VSS in the ILookIX Container Category
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The additional recovery of e-mail stores from VSS folders, shown in the following
screenshot, reflects e-mail messages during different periods. In the simulation, one
of the vss folders surrendered a deleted e-mail that was not located in the current
view of the drive:

1 o o

=)

Structure Tag | 2 | | | Parent E-mail Store Path | Description ‘ | ‘f;

=)@ {E-Mail Stores 2,528 182 E-Mall stores tha... -~ 5
=l Collected email 2,528 182 ohare-basetest 1:Colle... :
=+ ohare-basetest: 1; 0 3 E-Mail Store Folder E’
= .ILook Recovered V55 Snapshots 0 7 E-Mail Store Folder _S

f | 2011-03-13-3682c026-4dbc-11e0-bee-... 0 1 E-Mail Store Folder A

) | 2013-04-23-4566726 2-acdf-11e2-9591-... 0 1 E-Mail Store Folder tg_,

i 2011-03-24-1a2fe74e-5609-11e0-bbbf-... 0 1 E-Mail Store Folder b

+I 2011-03-13-3682c013-4dbc-11e0-beed-... 0 1 E-Mail Store Folder m

_-;J | 2013-04-23-4566725e-acdf-1122-9691-... 0 1 E-Mail Store Folder E

1] | 2011-03-24-1a2fe743-5609-11e0-bbbf-... 0 1 E-Mail Store Folder A H

1} | 2011-03-13-3682c045-4dbc-11e0-boed-... 0 1 E-Mail Store Folder 3 e

= Users 0 1 E-Mail Store Folder E,f
=k Roger O'Hare 0 2 E-Mail Store Folder a

_;J- | AppData 0 2 E-Mail Store Folder =

ﬂ | Local 0 1 E-Mail Store Folder g

= Roaming 0 1 E-Mail Store Folder .;ED

=+ : Thunderbird 0 1 E-Mail Store Folder =

= Profiles 0 1 E-Mail Store Folder a

=N * i5B4zr3.defauit 0 1 E-Mail Stare Folder ‘%
ImapMail 0 1 E-Mail Store Folder —

imap.googlem. .. 0 2 E-Mail Store Folder
bl INBOX 7 ] E-Mail Store Folder
=+ - [Gmail] .sbd 0 2 E-Mail Store Folder L

E-mail recovered from a VSS folder

Examining prefetch files

The process of booting a Windows system results in a range of files being read to
RAM, which can be a lengthy process, so Windows creates prefetch files whenever a
program is first run. This information may provide the practitioner with information
about the history of various programs of relevance to an investigation running on
the system.

Application execution may indicate that an anti-forensic program, for example, was
used to obfuscate a transgression. In the event that a program has been deleted, it
may be possible to locate a prefetch file that confirms the use of the program prior
to its deletion —much more helpful than a bland statement that the program was
installed, but whether it had been executed was unknown.
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Malware activity can sometimes be established by examining a prefetch file that
can provide some history of its download and execution. The prefetch folder
and ReadyBoot folder are shown in the following screenshot:

v % Prefetch 94 1 Folder
% ReadyBoot 9 0 Folder

View of the Prefetch folder and subfolder

Application prefetching uses a similar process, but it is localized to a single
application's startup and typically stores its trace files in C: \Windows\Prefetch.
Prefetch data is reflected in a file called Layout . ini that keeps a catalogue in
sequential order. It holds the details of files and folders active in the boot process
as part of system housekeeping;:

MName - .. Tag Type Created Last Accessed Last Modified
ni 16/Sep/201306:13:30 03/3ul/201402:51:44  31/Oct/2013 04:46:50

» & % Layoutini

X L/ [Type] ='ini" Edit Filter

View of the Layout.ini file

Prefetch file analysis is uncomplicated, and it is really not difficult to confirm that
the files contain details about the frequency of application runs, volume details,
and timestamps of applications' first and last runs. Windows 10 records up to eight
timestamps for each occasion an application was run and stores them in the ROOT/
Windows/Prefetch folder.

[225]




Windows and Other Operating Systems as Sources of Evidence

Pagefiles

Windows uses pagefile.sys to store frames of memory that do not currently

fit into physical memory. Windows supports 16 pagefiles, but typically, only one
hidden file is used and is stored in $SystemDrive%\pagefile.sys. Acting in effect
as virtual memory files, the hidden pagefile. sys file runs when RAM is pushed
to its limit, and it becomes a virtual memory file. When the system is running out of
RAM, it places memory dumps on the hard drive as a pagefile to supplement scarce
memory. This can result in the system slowing down, which often occurs when too
many applications are running.

This operation is not dissimilar to the functioning of hiberfil.sys, as it stores
processes running at a specific time. However, it should be noted that pagefile.sys
does not record all RAM activity.

The pagefile.sys file is essential for the sound performance of the system and
undergoes constant changes as the device is being used. The following screenshot
shows duplicate copies of a large-sized pagefile.sys file:

Mame a T Size Tag Type Created Last Accessed
. diegaliases. mof 2,815,350 mof 20/Mowv /2010 16:17:31  20/Nowf2010 16:17:31 20/Novf2010 “
v FileSys.adml 4,693 adml 12/Apr 2011 08:17:31  11/5ep/2013 20:15:18 12/Apr/20111
B kernel32.amx 620,636 amx 21fNov /2010 03:24:25 11/Sepf2013 20:14:14 21/Nov[2010
" kernel32.amx 599,983 amx 21/Mov /2010 03:24:33  11/5ep/2013 20:15:10  21/Nov/2010
28 MainQueueOnlined. que 28,828 que 11/Sep/2013 20:16:22  11/Sep/2013 20:16:22 11/Sep/2013
% MainQueueCnline 1.que 27,526 que 11/5ep/201302:19:47  11/5ep/2013 0201947  11/5ep 2013
pagefile.sys i 1,073,741,... SYS 11/Sep/201302:16:58  03/ul/201402:51:32  03/ul/20140
B pagefie.sys 1,073,741,... 5YS 11/Sep/201302:16:58  31/0ct/201301:57:24  31/Octf20131
t- pagefle.sys 1,073,741,... SYS 11/Sep/2013 02:16:58 01/Apr/201403:21:06 01/Apr /20141
¥ setupact.log 877,624 log 11/Sep/2013 20:16:22  11/Sep2013 20:16:22 11/Sep/2013
* SYSTEM.LOG1 262,144 log1 20/Nov/2010 14:42:33  20/Nov/2010 14:42:33 20/Nov/2010
L2

Locating pagefile.sys files

Hibernation and sleep files

The hiberfil.sys file is the default file used by Windows to save the machine's
state as part of the hibernation process. As the operating system keeps the file open,
it is not possible to read the file while the system is running. Internet artifacts are
commonly found in memory and typically remain in the form of the pagefile or
hibernation file. Recovering the deleted hibernation data can assist in determining
what was in memory prior to hibernation.
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Sleep mode does not provide much useful information as RAM is still working in the
background and dissipates once the device restarts. Hibernation mode may provide
more useful data from laptop computers because during hibernation, a snapshot of
all the data in RAM is captured, and this is written to the hard drive.

The following screenshot shows a search for hibernation files to search for
information that may assist the practitioner:

Index Search | Keyword Search | Advanced Search | Comment Search

What do you want to search for?  hiberfil :)) Advanced Options
Matching words in index Count Word a & Fuzzy search
2 hibenate Apply stemming
116 hiber Apply phonic rules
Allow synonyms
9 hiber_
1 hibers
3 hiberate
241 hiberfil Induded?
12 hiberfile V| Files

| Files in archives
Salvaged files

4 hiberfilepresent
4 hibern

2 hiberna

16 hibernacao

Searching for hiberfile.sys instances

Detecting steganography

Steganography is the process of concealing data in a communication so that only
the sender and receiver know of its existence and are able to access the concealed
information. It is common to encrypt data hidden in digital files or images
whenever possible. The detection of steganographically encoded files is referred to
as steganalysis. Steganalysis is limited to the detection of an embedded message,
which may identify the embedding process. When the application or method of
concealment has been identified, it might be possible to extract the message.

Unusual patterns in the steganographic image are obvious and create suspicion but
can be hard to detect initially. A number of disk analysis utilities, such as ILookIX,
are available, which can report on and filter hidden information in unused clusters
or partitions in storage devices. By identifying repetitive patterns, it may be possible
to detect hidden information in what appear to be innocuous files. Such repetition
might reveal the presence of a steganography tool as well as hidden information.
Comparing an authentic original file with one suspected of containing hidden
information is a viable process, but that is contingent on having two samples for
comparison.
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Watermarking is often used to legitimately identify and protect copyrighted
material. Although watermarks are often concealed, they are sometimes
identified by forgers and subject to illicit removal to thwart the investigator.

To assist in the detection of hidden information with various tools, practitioners
must identify and match the hash value of each suspected file. Doing so involves
the importing or building of a library of hash sets, notably steganography software,
as part of a comparison library.

Apple and other operating system
structures

While Microsoft dominates the household market and many network systems, other
popular operation systems such as Apple and Linux are also very much in use and
likely to have to be examined by the forensic practitioner. The following subsections
provide a brief introduction to these systems.

Examining Apple operating systems

Apple Macintosh devices use a different operating system (currently called OS X),
which, unlike Microsoft's systems, enables applications to run independently of
users, who do not have direct access to the filesystem. Simplicity and convenience
is the general convention, which is based on the Unix filesystem.

Applications installed on an Apple machine have limited interaction with the
filesystem, being restricted from doing so from within directories inside the
application's sandbox. The sandbox protects systems and users from malware
attacks. In effect, it limits the access privileges of each application to tighten the
security of the device.

When applications are installed, a number of containers are created with specific
roles. Typically, the application's operating files are held in a bundle container

and the data files are held in data containers and subdirectories. Users access files
through the Finder facility. The filesystem consists of four main domains, separating
resources from files for ease of access and use and sound security protection. These
consist of the following;:

* The user domain: This has user-specific resources restricting each user's
access and control to only their own home directory.

* The local domain: This is concerned with applications installed on the
current computer and shared among all users, consisting of several
directories on the local boot volume, which is managed by the system. Users
with administrative privileges may add, remove, or modify this domain.
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* The network domain: This contains applications and documents shared
among all users of a local area network.

* The system domain: This contains Apple system software installed by
Apple, which prevents users from adding, removing, or modifying items.

As part of its attempt to simplify the use of applications, the Finder function
and several other functions, such as the Open and Save panels, conceal files and
directories that do not require user access or intervention. A typical directory
structure viewed through a forensic tool is shown in the following screenshot:

& FileSystem (00) FAT32
=5 FileSystem (01) HFS+
feeventsd

JILook System Areas
=+ .Spotiight-v 100
Store-y1
G Store-V2
Trashes
___ HFS5+ Private Data
Applications

({0

App Store.app
Automator.app
BYODUpdater.app
Calculator.app
Calendar.app
Chess.app
Contacts.app
Dashboard.app
Dictionary.app

DVD Flayer.app
FaceTime.app

Font Book.app
Game Center.app
GarageBand.app
Google Chrome.app
iBooks.app

Image Capture.app
iMavie.app
iPhoto.app

.HFS + Private Directory Data_

0

2

517,519 109,968

126

[T T Y e Y Y Y Y o O O O o o o s s N T Y Y Y Y O e S I =1

== A ==

o
-

Size 200.0 MB, Free Sp...
Size 57.4 GB, Free Spa...
Folder
Folder
ILook Folder
Falder
Falder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Falder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Falder
Falder
Folder
Folder
Folder
Folder

Folder -

Apple file hierarchy
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The various categories of files held on Apple desktops and laptops are available
to the practitioner and shown cataloged in the following screenshot of ILookIX
Category Explorer:

| Categories 0 | Description | |
_—J'.i File type categories 983,0... Files sifted by filename or file ... -~
il-tt Apple 169 Mame Definition Group
_f_}.ﬁ Apple Macintosh 5 Mame Definition Group
ﬂ.ﬁ Archives 566 Mame Definition Group
_ﬂ.ﬁ Audio 1,309 Name Definition Group
ﬂ.t, Cell Phone Movie an... 3 Name Definition Group
_t}.t, Database 150 Mame Definition Group
ﬂ.ﬁ Email 2,643 Name Definition Group
_ﬂ.ﬁ Graphics 52,185 MName Definition Group
ﬂ.t, Image File Containers 163 Name Definition Group
_t}.t, Internet Artifacts a... 9,296 Mame Definition Group
ﬂ.ﬁ Internet Webpage ... 52,260 Mame Definition Group L
_ﬂ.,ﬁ Microsoft Office Suite 1,602 Name Definition Group
ﬂ.ﬁ Microsoft Office Vista 44 Name Definition Group
_f_}.f, Movies 5,461 Name Definition Group
ﬂ.ﬁ PP 1,546 Name Definition Group
_ﬂ.,ﬁ PDA and Palm 3 Name Definition Group
ﬂ.ﬁ Presentation 15 Name Definition Group
_f_}.f, Recyde Bin 12 Name Definition Group
ﬂ.t, Registry Hives 1,546 Name Definition Group
_f_}.ﬁ System Files 601,193 Name Definition Group
ﬂ.ﬁ Trojans 5 Name Definition Group
_f_}.f, Windows Memory 5 Name Definition Group
ﬂ.t, Word Processing 6,016 Mame Definition Group
9 Unknown 246,874 Cbjects not allocated to a type de...
=\ File signature catego... | 886,6... Files sifted by file signature
_1-_}5 AOL Email 437 Signature Definition Group B
ﬂa Archives 11,478 Signature Definition Group
_ﬂa Databases 437 Signature Definition Group
ﬂa Email 41 Signature Definition Group
_1-_}5 Finance 5 Signature Definition Group -

File categories and signatures cataloged from an Apple computer

File metadata, including timestamps, EXIF data for picture images, and file locations,
may also be recovered from iOS, as shown in the following screenshot:
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File metadata collated from an Apple computer

The Linux operating system

The Linux operating system, a variant of Unix, relays instructions from an
application to the computer's central processing unit and processor. The processor
performs the instructed task and then sends the results back to the application via
the operating system. Although Linux has many features common to Windows and
OS X, it is an open source operating system, developed in collaboration with users,
companies, and partners. This has resulted in economic research and development
endeavors to produce an innovative and, many say, superior operating system.
Linux has become an important desktop system as well as the foundational
operating system for networks and many devices, such as mobile phones.

Because Linux is on the system BIOS of laptop and notebook computers and
cellphones, it dramatically increases the speed of booting up these devices. Linux
increasingly runs a significant number of web servers, including Amazon's cloud
service. Twitter, LinkedIn, YouTube, and Google use Linux as their operating systems.
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Operating systems' architectures have kernels that contain a set of coded instructions
that make the computer hardware respond to the operating system and, by default,
application-level programs. Unlike the Microsoft Windows kernel, which many
regard as cumbersome and inaccessible to all but a few of its own programmers,

the flexibility and modular structure of the Linux kernel offers a number of
advantages to developers. In particular, the size of the kernel can be increased or
decreased to meet the requirements of developers wishing to redesign the system for
different operating environments and devices. This is especially helpful in system
miniaturization for smaller-sized handheld devices.

A collective set of tools embedded in the Linux kernel is, in effect, its operating
system, which also has the advantage of being modular in form. Linux provides
users with a range of choices in the way they may wish to make use of its system,
including the windows-and-desktop functionality that most users are familiar with
in Windows and OS X.

A system of users, groups, and privileges is embedded in Linux to keep the security
of the operating system as secure as possible. It does provide self-contained user
accounts in much the same way as other operating systems. For example, personal
files are held within the user's home directory and are readily available for use.
However, a typical Linux filesystem can contain a confusing array of local and
remote files and running processes and, unlike Windows, there is no program Files
directory. The following screenshot shows a menu view of a Linux system:

ii' Accessories >
ki Graphics '
@ Internet >
B Office '
#a Programming '

i i Development Tools

K52 sound & Video ¢ @ Device Forensics » == Chaosreader
O system Tools , i Penetration Testing » ZE dnschef
£+ Preferences , il Reverse Engineering + A DSniff
= mitmproxy
Run
@ Help ~ tepdump
£’ Logout @ Tutorials B wirite

- T — E; = [ | (& [software upd Bl Wireshark

Menu view in a Linux system
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The archive view of a sample Linux operating system is shown in the following
screenshot:

(3] Open — + x
B+ ®santoku
Places Name * Size Meodified
© Recent |
B Documents 09/09/2015
i Desktop ¥ Downloads 08/09/2015
B Documents I Music 08/09/2015
4 bownload [®) Pictures 09/09/2015
v ownloads .
e < Public 09/09/2015
43 Music 1. Templates 09/09/2015
(3 Pictures 3 videos 09/09/2015
3 Videos
& Trash
Devices
[a] Floppy Disk
B computer
Network
&P Browse Network Allarchives »
X Cancel Hopen

Archive view of a Linux system

Remote access and malware threats

The prevalence of malware and other exploits through hacker attacks, often through
remote-access exploits, remains a significant threat to computers and network
systems that are vulnerable because of poor security management. These issues

are discussed in the following subsections.

Remote access

The "Trojan defense" has been used by guilty as well as innocent computer users
to support claims of their innocence by blaming the presence of illegal activities
on their computers on remote attackers. While this is plausible, there seems to

be a reversal of the onus of proving innocence, with the defendant instead of the
prosecutor taking on the role. The big bugbear in all digital forensic examinations
is linking the suspect to incriminating events. It would be fairer, but obviously
too time-consuming on occasion, for the practitioner to clarify the possibility or
likelihood of a remote-access exploit.
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Windows operating systems permit remote access for legitimate purposes, but it is

quite common for Windows updates needed to resolve vulnerability in the feature

in including its Remote Desktop Protocol service, which is inherently unsecure and
vulnerable to exploitation.

Remote access can also be gained through a malware attack that assists hackers in
gaining access to the target device or network. This is especially problematic if there
is an absence or only a low level of security protection.

Wi-Fi connections, while convenient, often allow the snooping of sensitive network
traffic to take place, potentially providing easy access to accounts held on computers
and handheld devices. A lack of sound encryption of these communications will
enable a cyberattack to be mounted against online banking and other accounts that
involve financial transactions, for example.

Detecting malware attacks and other exploits

The registry stores autostart keys at various locations, which launch applications
without direct user intervention. One of the keys that hackers most commonly
exploit is the run key that allows many of these exploits to remain on the system:
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run. The
startup key will launch programs when the system starts up, when a user logs in to
the system, or the user undertakes some other specified action.

The HKEY LOCAL MACHINE \SOFTWARE\Microsoft\Windows NT\CurrentVersion)\
Image File Registry entry is intended for the administrator to debug various
executive options, but it is vulnerable to outside attackers who can use it to redirect
an application to a hijacked copy of the application. The addition of an autostart key
for Word can direct the process to a copy of Word containing malicious code that
allows access to the computer whenever the program is launched. These autostart
keys often leave some electronic fingerprint of such intrusions that may clarify
whether the computer user or an intruder is responsible for events of interest.

In Chapter 4, Recovering and Preserving Digital Evidence, mention was made of reading
and recovering the contents of RAM for analyzing malware that antivirus programs
do not detect. IXImager can reboot fast enough to enable capture of the system's
RAM so that running programs, passwords, and so on can be captures. This is
achieved by inserting the USB, CD, or SD card into the computer port, rebooting

the computer and commencing the imaging process, and recovering and storing

the captured RAM data for analysis.
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The ISeekDiscovery automaton provides a novel and highly effective means of
searching for bogus files. If, for example, the practitioner wants to find all Word and
Excel files on a machine that are misnamed or spelled wrong or have no extensions
by type, all that is needed is to use the auto capture feature by signature for Excel
and Word, but to also use the Search Exclusions tab, shown in the following
screenshot, and add in the following file extensions:

* * xls
® * xIsx
* * _doc

® * _docx

Configuration | Search terms | Search Excusions

Exdude these File and Folder Mames e

Add Defaults. .. ! Use this list?

vyoe

B =

W =di=
V] =exe
\/ *exe™
V! = fon
v’. *.mui

Excluding file extensions using ISeekDesigner

When this routine is run, it will remove the files with legitimate names, leaving only
the ones that have bogus names. This should be helpful for intrusion detection because
of the large number of security breaches caused by hidden hacker-executable code.

The prevalence of anti-forensics processes
and tools

Obscuring and destroying evidence is not a new phenomenon and has emerged
alongside digital forensics to challenge and frustrate evidence recovery. It consists of
a broad range of software tools that obfuscate events linked to transgressions as well
as deleting or modifying data. Anti-forensics may also be intended to delay the time
it takes to complete an examination. Sometimes, it may cast doubt on the validity of
the evidence later relied on in court. These tools often hide their existence and may
persist on a device after it has been seized.
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Specific uses of this illicit practice include:

* Overwriting or altering data and metadata, including timestamps
* Hiding and encrypting data and steganography (mentioned previously)
* Encrypting folders, partitions, and network traffic

* Using external devices that enable computers to be booted up but leave no
trace of activities on the host machine

Detecting anti-forensics activity is not necessarily an intuitive process, but the

fact that it may have been done on a device being examined should always be
considered. Tools that detect and even prevent anti-forensics activity seem in short
supply, and there is certainly a case for further research into the problem.

This book will not promote or provide any information about these toolkits that are
freely available on the Internet, but I acknowledge that they are already bringing into
disrepute digital forensic tools that continue to be heavily relied upon. Of concern

is the use of these tools to protect the guilty and possibly implicate the innocent.
Chapter 8, Examining Browsers, E-mails, Messaging Systems, and Mobile Phones,
describes the Dark Web and the use of such anti-forensic tools to encrypt and

hide information, such as Tor and 12P.

Case study — corroborating evidence
using Windows Registry

This case study exemplifies how digital evidence should always be corroborated and
verified whenever possible.

The case is related to downloading illegal child exploitation pictures and movie

files. One of the potentially damaging files recovered was a pornographic picture

of an underage child. The prosecution contended that this file had previously been
displayed as the computer's desktop wallpaper, clearly visible on startup of the
computer. It contended, not unreasonably, that it could hardly not have been noticed
by the users of the computer, thus implicating the user's complicity in handling
illegal, obscene material.
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When seized, the computer desktop displayed an innocuous blank picture that
raised no immediate interest. However, later examination of the computer located
a .jpg file depicting an obscene image of an underage child. This disturbing image
was located at C:\Documents and Settings\xyz\Application Data\Opera\
opera\xxx.jpg. The prosecution's practitioner demonstrated that on a confirmed
date and time, xxx . jpg was converted to be used as the desktop wallpaper. A
picture file of that name was located at C:\Documents and Settings\xyz, which
was confirmed to be the default directory containing files and folders associated
with the user account xyz.

Testing by the practitioner suggested that this entry is not created until a non-
Windows-standard picture is applied as the desktop wallpaper. If the desktop is
changed to another nonstandard picture, the Registry key is altered to reflect the
new picture without maintaining a list of the old files. When a standard Windows
picture is selected for the desktop, this key will remain to show the last used
nonstandard picture.

Analysis of Registry entries relating to the xyz user account revealed that non-
human intervention to create the desktop wallpaper and place the illegal image file
in the user account was not evident but could not be entirely discounted, as traces
of such events are not easily identifiable for further examination. In this instance,
the system stored the usual background wallpaper bitmap in the wallpaper registry
hotkey located at the HKEY CURRENT_USER\Control Panel\Desktop\Wallpaper
Registry key. Windows Registry does not record a history of the use of previous
standard Windows files.

The metadata for xxx . pg revealed creation, modified, and last-accessed dates,
which correlated with Internet usage identified during the reconstruction of the
offense timeline. Examination indicated that the file existed in another location on
the computer, but no record of whether it was downloaded from the Internet or
copied from an external device could be confirmed.

It is unlikely that the user would make the image the desktop wallpaper by manually
installing it through a directory search through c:\Documents and Settings\

xyz \Application Data\Opera\Opera\. What is more usual, and therefore more
likely, is that the image was viewed through Opera and then set as the wallpaper by
a user using the right mouse button. The file was also saved to the xyz folder, which
suggests two manual processes that imply deliberate actions on the part of a user or
users. These actions could be effected by the presence of malware such as a Trojan
horse, but that seemed highly unlikely considering other testimony in the case.
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Unfortunately, no data was available to show when the image was removed as
wallpaper when some user reverted to a blank (black) screen choosing the default
setting, None, or no image in the desktop frame. This information would have
provided a more precise time of the manipulation of at least one illegal file. VSS was
not present on the Windows XP operating system, which, had it been, may have
provided some clarification of such Registry changes.

While Registry can be helpful in many cases, in this instance, it left some uncertainty.
This was most unhelpful when it was presumed that the users of the computer,
tenants in the defendant's home as distinct from the actual owner who was charged
with possession of child exploitation material, became aware of the law enforcement
interest in the computer 14 hours before its seizure. It is suspected they removed the
incriminating wallpaper in haste along with some other incriminating files, when it
was later proven that the owner (defendant) had no access to the computer.

The owner had a cast-iron alibi showing he was in a different suburb at the time
these deletions to the computer files were made. Had this been heeded at the time
charges against the defendant were being prepared, it is unlikely that the case would
have progressed to trial. On reflection, it seems that the investigating detectives

and forensic practitioner did not see this glaring conflict in user access and did not
attempt to determine the involvement of others with access to the computer. This is
again a prime example of suspect-led investigation.

As the forensic examination of the device proceeded, it became clear that more than
one local user had access to it. It was thought sound practice to determine whether
a remote attack may have occurred and an outsider may have been responsible for
the presence of the illegal files. The computer settings showed that the facility for
an external user to access the computer was disabled at the time of seizure but not
necessarily at the time of the relevant events.

The practitioner claimed that the computer was searched for malicious applications
with no results. However, the defense practitioner located the zL.oB. N Trojan horse
downloader at ¢:\Documents and Settings\xyz\My Documents\setup.exe.

The file was removed and quarantined by the defense practitioner pending further
examination.

Unsubstantiated information about this malware ranges from describing it as a
serious threat to a nuisance that slows down the computer and launches pop-up
commands. Some observers claim that it can be used as a means of gaining access
to a computer, allowing hackers to gain remote access. Some versions of Zlob
automatically load on bootup and hide their presence by hijacking the Windows
Explorer program. The Trojan has been claimed to have the ability to take complete
control of the computer, but that claim was never substantiated.
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Some commentary suggests that a Zlob infection will begin to take over the
computer browser, causing constant popups, the redirection of a URL to other sites,
the erasing of documents and images, and even invasion into personal information
that can be erased or distributed to other websites. Manual Zlob removal requires
some knowledge of the technical aspects of the target computer. It is difficult to
remove because it is known for replicating itself under different names. Even if
removed, it may have replicated and reinstalled itself on the computer.

Examination of the suspect Zlob file, setup. exe, showed it was created prior to the
illegal activity recorded on the computer and it had not been identified or removed
by the antivirus program. The Trojan horse reportedly creates a number of files in
the system, including stdole3.t1lb, and registry entries are created in an attempt
to run Troj/zlob-JN on startup, including HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\policies\explorer\run wininet.dll and HKLM\SOFTWARE\
Microsoft\Windows\CurrentVersion\policies\explorer\run regperf.exe.

However, examination of the computer failed to locate these three files inside
Windows Registry or on the computer. It seemed unlikely that an external attack had
occurred, leaving the possibility that one or more of the local users were responsible
for the illegal activity. Although this extra work by the defense practitioner to
examine the possibility of an external attack proved fruitless, it had to be done, but
why not by those laying the charges? The defendant was acquitted by the jury of

the charge, but no further charges were laid against those others users implicated

in using the computer.

To reiterate, ad nauseam, this case highlights the benefits of a counterargument
forming an essential part of an examination, which then lends itself to search for
exculpatory evidence, which, if it exists, may modify or refute an argument, for,
to recall the simple yet powerful catchphrase of practitioner and academic Dardick
(2010): "There is nothing more deceptive than an obvious fact."
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Summary

This chapter described the Windows operating system in some detail as well as

other operating systems that are commonly examined, including Apple and Linux.
Windows Registry, system files and logs, and some additional benefits of VSS recovery
were introduced as a valuable resource for digital evidence recovery and analysis. The
chapter also touched on remote access and malware attacks and the prevalence and
challenges of anti-forensics that hamper the recovery and identification of evidence.

Chapter 8, Examining Browsers, E-mails, Messaging Systems, and Mobile Phones, will
describe the processes of locating and recovering digital evidence relating to records
of personal communications, including e-mails and browsing records stored in
computer devices and telephonic communications retained on mobile phones. It
will look specifically at the recovery of Internet browsing and search records and
other messaging systems, including Skype and virtual private networks as well

as e-mail analysis.

Mobile phone forensics will be introduced and its importance in forensic
examinations will be discussed, along with the growing challenge of evidence
acquisition from personal computing and GPS devices. The chapter will provide you
with an appreciation of the value of locating, extracting, and examining records of
communications between persons of interest stored on computers and mobile phones.
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and Mobile Phones

This chapter looks at Internet browsers, e-mail and messaging systems, and mobile
phones and other handheld devices — often considered to be rich sources of digital
evidence. The processes of locating and recovering digital evidence relating to

records of personal communications, including e-mails and browsing records stored

in computer devices and telephonic communications stored on mobile phones, are
described. You will appreciate the value of locating, extracting, and examining records
of communications between persons of interest stored on computer and mobile phones
that are often a rich source of evidence.

The chapter will provide you with a basic understanding of the following concepts:

* The recovery of Internet browsing and search records and other messaging
systems including Skype and virtual private networks

* E-mail analysis and the processing of large e-mail databases

* Mobile phone forensics and the growing challenge of evidence acquisition
from personal computing devices, including tablet and GPS devices

A range of Internet browsers are available for desktop and laptop devices as well as
for tablets and other handheld devices, including Mozilla Firefox, Google Chrome,
Microsoft Internet Explorer and, more recently, Microsoft Edge, Safari, and a range
of others. The value of data stored as a result of using browsers is outlined in the
next section and in the The growing challenge of evidence recovery from mobile phones
and handheld devices section.
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Locating evidence from Internet
browsing

Information relating to the web-browsing activities of a user are often found stored
as cookies, cache files, URL history, search terms, histories, and other files on the
computer. This forms an important part of many forensic examinations, as it can
help reconstruct a suspect's online browsing behavior in relation to cases such as
infringements of intellectual property, cybercrime and child pornography, and other
serious crimes. The following subsections describe some of the basic features of
web-browsing events that assist in crime reconstruction. They also outline the
recovery of evidence from browser data, which may be done from unallocated space
as well, providing the practitioner with an insight into private browsing activities.

Typical web-browsing behavior

Typical browsing activities involve searches for specific topics stored on websites,
such as a person, event, organization, or e-mail or messaging account — virtually
anything that the searcher is looking for. During the process of visiting or linking

to a remote site, there is, as per Locard's exchange principle, some exchange of data:
traces are left behind and some are transferred to another device. The remote website
may record some details of user visits to a varying extent. Web-based e-mail servers
such as Hotmail and Yahoo! would log account holders and often record their IP
addresses at the point of accessing their accounts. This information is useful in
reconstructing transgressions, even more so if they correlate with the device used

by the account holder to sign in to an account.

Gmail, for example, stores e-mail messages on its cloud server and not on local
machines, so it is unlikely that much e-mail evidence will be recovered from these
accounts, other than what may be in the transient RAM state. However, such e-mail
accounts can now be synchronized and backed up into a Post Office Protocol (POP)
client, a standard protocol to retrieve and manage messages from remote servers
over an Internet connection. This results in messages being downloaded and stored
on the local machine. Windows 10 e-mail messaging similarly caches these messages
on the local drive, thereby potentially assisting forensic recovery.

Browsing records are often cached on the user's local machine. For example, the
default browser setting will record browsing activities in a number of different
forms, most notably:

* Cached folders storing HTML and multimedia files of webpages visited

* History databases of webpages visited and, to some extent, the date and
time of a range of times in which an individual webpage was visited
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* A database record of searches made using applications such as Google
and Bing

* Cookie stores that record websites visited and the timestamps of each visit

* Records of online accounts visited by users

* E-commerce activities, including e-banking records and accounts

Forensic tools process common file types that could contain useful evidential
material. Many of these small database files require deconstruction, including history
databases and image thumbnail database .db files, index.dat and other such files
that record Internet history, and so forth. The following table shows a collection of
image and Shockwave files recovered from the Firefox default cache and a default
temporary folder located in a suspect's laptop. This information formed part of
the evidence to bring charges against the suspect and helped establish browsing
activities during a relevant period relating to the main charge. The table shows
recovered image and media files from the browser cache and the default temp folder.

Local Settings\Temp\
TMP27340-11320

Name Type Path Created Modified Accessed
E3A65A2EdO1 .Jjpg \Documents and 17/07/2015 17/07/2015 14/09/2015
Settings\User\Local 5:54 5:54
Settings\Application
Data\Mozilla\Firefox\
Profiles\7yyxpig9.
default\Cache
25C1B625d01 .ipg \Documents and 17/07/2015 17/07/2015 14/09/2015
Settings\User\Local 5:49 5:49
Settings\Application
Data\Mozilla\Firefox\
Profiles\7yyxpig9.
default\Cache
PV.SWF .swf \Documents and 5/03/2015 5/03/2015 14/09/2015
Settings\User\ 0:04 0:04
Local Settings\Temp\
TMP27340-11320
PE.SWF .swf \Documents and 5/03/2015 5/03/2015 14/09/2015
Settings\User\ 0:04 0:04
Local Settings\Temp\
TMP27340-11320
PR.SWF .swf \Documents and 5/03/2015 5/03/2015 14/09/2015
Settings\User)\ 0:04 0:04
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In the following table, the first image file, which had been deleted, has been
recovered from a cache folder. Its previous location is unknown, but the file does
provide some potentially useful timestamps. The remaining deleted files have no
location or timestamps but they do have a hashed filename and signature that may
be used for comparison with other files recovered on the device. The file-carving
process recovered these files from sectors, which could be examined in more

detail to attempt to discover more about their antecedents. Without some form of
corroboration, the evidentiary weight of this evidence is weakened. The table shows
the deleted files recovered from unallocated space, recording the filename and, on
one occasion, timestamps:

Name Type | Path Created Modified Accessed
\Path unknown)\ | 23/08/2014 23/08/2014 |23/08/2014
12DffGbbvt | jpg Cache 01:58 01:58 01:58

\Path unknown\
00049.jpg jpg Carved files

\Path unknown\
00476 .Jpg jpg Carved files
\Path unknown\
00352.jpg jpg Carved files
\Path unknown\
00573 .jpg ipg Carved files
\Path unknown\
00700.7jpg jpg Carved files
\Path unknown\
00865.jpg jpg Carved files
\Path unknown)\
00869.jpg jpg Carved files
\Path unknown\
00886 .jpg jpg Carved files
\Path unknown\
01492.jpg jpg Carved files

\Path unknown\
01931.jpg jpg Carved files

The following table shows some .db database files holding traces of images that
existed in a folder at an unknown location on the device. There are no timestamps,
although the naming convention of the files suggests two dates in August 2015 when
they may have been created or accessed. The reliability of this data obtained by the
X-Ways Forensics tool is probably insufficient for this evidence to be considered
admissible without some other sound corroboration.
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Carved files\

C120,D380 2015-08-
22 05:22:04.jpg

Name Type |Path Created | Modified | Accessed
Thumbnail.jpg |Jjpg \Path unknown)\

Carved files\

C120,D380 2015-08-

13 03:15:03.jpg
Thumbnail.jpg |Jjpg \Path unknown)\

The following screenshot shows URLs and keyword search history files recovered
from a laptop computer. This information was used to reconstruct the suspect's

browsing activities and the nature of the search terms used as part of online crime
activity. The spreadsheets extracted from the database provided timestamps, details of
websites visited, and search terms used as part of the commissioning of the offense:
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50 https://www.my.commbank.com.au/netbank/Logon/Logon.aspx
0 )52 51 https://maps.google.com.au/mapfiles/home3.html
ﬁ 53 52 http://www.facebook.com/messages/conversation-id.273555339437946

Tq »»ilur\s‘+|

o] R W

Properties I Viewer J Hex View | Plain Text View | Log | Histogram | comments |

D)

Recovered spreadsheets deconstructed from the browser database showing a range of browsing activities
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Recovering browsing artifacts from slack and
unallocated space

Using ILookIX's indexing of unallocated sectors will index the raw sector contents of
each sector not assigned to a file or folder. The following screenshot shows the result
of a search for the term tightvnc in an attempt to explore the possibility that this
remote-access program may have been used to compromise the desktop computer.
116 hits in the file slack were recovered, with a further 423 file hits being recorded,
thereby shedding much more light on a remote attack against the device:

Search Type Search Terms Fun Date What was searched? File ... |E-Mal... SlackHis Unallocated Hits | Registry Hits | Search Summary
5 8
[3) Keyword tightvre 23{Sep{z01... maximal (0); iseek crime si... 423 0116 =] 0 5\ 0 Mo = |

Search hits recovered in files and file slack sectors

A sample of recovered sectors containing traces of the search terms or hits is
shown in the following screenshot. Note that there are no timestamps for this data,
and what is shown is the date the practitioner extracted the traces after free and
unallocated space on the forensic image was indexed. In many instances, not all of
the data is readable, even using the inbuilt hex editor —there is often an absence of
timestamps and the original file location.

In this instance, BitTorrent activity was recovered, providing details suggesting the
suspect using the BitTorrent peer-to-peer protocol to download media from other
torrent users. In this example, the timestamps of some of the activity are clearly
visible as well as the nature of the media being downloaded:

Drag a column header here to group by that column
Name Size ...| Tag Type Created - Last Accessed Last Modified Attributes

i % Unallocated space (1 hits) 52,880,031-52,880,039 4,096 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02 -

H % Unallocated space (1 hits) 56,971,103-56,971,151 24,576 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

i % Unallocated space (1 hits) 97,914,703-97,915,215 262,144 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

% Unallocated space (1 hits) 170,005,927-170,005,9...| 8,192 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02
+ |l *% Unallocated space (1 hits) 170,098,581-170,098,6...| 49,152 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

H % unallocated space (1 hits) 194,232,077-194,232,0... 2,048 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

H % unallocated space (1 hits) 194,232,115-194,232,1... 2,048 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

H % unallocated space (1 hits) 381,794,583-381,794,6...| 11,264 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

H % unallocated space (1 hits) 416,061,247-416,061,7... | 262,144 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

% unallocated space (1 hits) 416,878,719-416,879,2... | 262,144 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

% unallocated space (1 hits) 417,387,863-417,387,8... 12,288 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02

% unallocated space (1 hits) 421,152,383-421,152,4... 28,672 18/Feb/2016 08:36:02 18/Feb/2016 08:36:02  18/Feb/2016 08:36:02 r
4 r

Search hits recovered in files and file slack sectors
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In this example, data was recovered from slack file sectors using the term search
terms. One of the hits shown in the following screenshot provided details of the
drive sector and contiguous sectors where the record was held. Data carving of the
sectors may provide a partial reconstruction of the data, but unless there were some
timestamp included in the body of the information, analysis of temporal data would

be guesswork at best:

Properties
"""\‘Q Property Value
~| v [E Salvage object i Unallocated space (12 hits) 664,831-665,215
= Top Level Parent . o
fa '] Key 4368963 / 1288919.-1.-2.-1
"
Porcade LT
Type
Path
Full Path \Unallocated space (12 hits) 664,831-665,215
Created Friday, 19 February 2016 1:10:55 AM
Last Accessed Friday, 19 February 2016 1:10:55 AM
Last Modified Friday, 19 February 2016 1:10:55 AM
+% Virus/Trojan scanned No
Truncated No
Attributes
5. ACL Data 0
v [ Stream (1) Unallocated Hit
Stream Size 196,608 bytes, 192.0 KB
Allocation 196,608 bytes
Run.0000; type 0 sector 664,831 for 384 sectors, 192.0 KB
Undeleted No
Indexed No
Tagged No
Properties | Viewer Hex View Plain Text View Log Histogram  Comments

Properties of recovered Internet browsing from slack space
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By opening this data, it was possible to glean some important information. The
following screenshot highlights a website visited to delete a Skype account. This
information was commensurate with the suspect's presumed attempt to delete the
account to prevent future investigation of illegal activities involving communication
with organized crime personalities:

Viewer
yHsZ:ADqtAZyx7DbaPewY Rass8lsd33DIvC]0 Rass8lsd33DIvCJ0Dy5460)x3w4P9uQ DtCIbUWhlzlisMup a
VRyH/sY2a9PqftdzrZYobSF98391E9nDQg=—sZ: ADqtAZwrcF YeHFBkkv01igcNwWbcO74d

# | kv0ligeNwWbeO74dbbUqt6USidSIr IMZ EWttSsv7e/j5 TyeWviZYTQB1 YqJK3NEKv3dhglltaV

@ JK3NEKv3dhqlltaVY1PUuEUZQ=—sZ:ADqtAZwrcF YeHF Bkkv0 ligeNwWhbcO74d
kv01ligeNwWbeO74dbbUqt6USidSIr IMZ EWttSsv7e/j5 TyeWviZYTOB1 YqJK3NEKv3dhglltaV
JK3NEKv3dhqlltaVYTPuEUZQ—

| session_syncHIVVIK60T301GelxNVDNIw— 168session_syncHIVVIK60T301GelxNVDNIw—
168BGmRaC6wxpP+Vnmkwm 7oEzapl jU=

Ssession syncHIVVIK60T301GelxNVDNIwv—
Thttps://www.google.com.auw/webhp?sourceid=chrome-instant&espv=215&ie=UTF-8

New Tab0

%https://www.google.com.au/favicon.ico
https://www.google.com.au/search?q=delete+skype&ogq=delete+skype&ags=chrome..69157j015.2635;0j 7 &bmbp=1&
sourceid=chrome&espv=215&es sm=122&ie=UTF-8

delete skype - Google Search0

%ohttps://www.google.com.au/favicon.ico

-http://www.wikihow.com/Delete-a-Skype-Account

https://www.google.com.au/"@How to Delete a Skype Account: 7 Steps (with Pictures) - wikiHow0
Shttp://pad2.whstatic.com/favicon.ico

$session syncHIVVIK60T301GelxNVDNIwv— E
Properties | Viewer = Hex View Plain Text View Log Histogram Comments

A view of some of the readable data from Internet browsing records recovered from slack space

The data held some temporal material that correlated with deleted HTML data to
assist in determining the likelihood of the month and year when the search was
made. The following diagram suggests the likelihood that Skype was installed on
the computer, but there is no evidence of the program and deleted data files in

the Recycle Bin or in slack space. Windows Event Viewer did provide evidence of
its earlier installation and use during specific periods. This was reinforced by the
remnants of Skype activity recovered from slack space, including message text and
the search for an uninstallation process. A partially recovered webpage located in
slack space provided an approximate period when the webpage was created on the
website. Such corroboration of these scattered remnants is useful in reconstructing
key events.
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In this case, it was an attempt to remove Skype and data associated with it and could
be considered potentially incriminating;:

o X

No trace of
Recycle deleted Skype
Bin holding application or data
s50me
deleted
files

R

Iskype;
Event Viewer records use of Some undated traces of Remnants of deleted
Skype at specific periods Skype messaging recovered webpage recovered in slack
in slack space space relating to uninstalling
Skype — no specific temporal
data
nexus

Ssession_syxwﬁ-’\"l‘kﬁom 01 GelxNVDNIw==
Ihttps:/waw.google.com.aw'weblp?sourceid=chrome-instant& espyv=215&ie=UTF-§

New Tabi

Sahitps:iwwow, google.com.an/faviconico

https:/fwaw.google com.aw/search?q=delete+skyped og=delete+skype&ags=chrome. £3157j015.2635) 0§ 7T&bmbp=1&
sousceid=chromefeespyv=2158&es_sm=122&ie=UTF-8

delete skype - Google Search0

Sahttps:/www. google com an/favicon.ico

-hntpe/feewee wikihow, com/Delete-a-Skype-Aceount

hitps:/fwaw.google.com.au@How to Delete a Skype Account: T Steps (with Pictures) - wikiHow(
Shitp://pad2. whstatic.com/favicon ico

Remnants of searching for Skype uninstallation recovered from slack space

The nexus between data recovered from slack space to assist event reconstruction
and an attempt to obfuscate the use of Skype
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ILookIX includes a shortcut feature that takes commonly used values, such as

the most recently typed web addresses in Internet Explorer and Internet Explorer
settings, and regenerates those hives, keys, and values into a shortcut tree for easy
review, as shown in the following screenshot:

Short-Cut Administration

W ey & Walue Info
\,‘\' \ContralSet001yContrall TimeZaneInformation), ! Tirne Zone Settings (Conkrol Set ~
] \ControlSet0i)Services\SharedAccess\Parameter,.,  * Authorized applications an firew
V;2| WontrolSet001yServices! TopiptParametersiInterfa,,,  * TCRJIP parameters
WontrolSet002yContrall TimeZone Information), * Time Zone Settings {Conkral Set
1 WControlSet003yControll TimeZone Information), 2 Time Zone Settings {Conkral Set
WurrentControlSetiControliComputerMameiActive, .. Compukerflame Computer Marne
WurrentControlSetiControliComputerMameiCompu. .. ComputerMame Computer Marne
WCurrentControlSet| ContraliFileSysten) MtfsDisablelastAccessUpdate Set ko 1 will present Wwindoves (F
YCurrentControlSetControllSession Manager\Book,,, * List of applications that run duri
CurrentControlSetControllSession Manageriknow, . * List of DLLS loaded at system st
‘\CurrentControlSetControll TimeZoneInformationt*  * Time Zone settings
WCurrentContralSet EnurmiUSESTOR)* * USE device records
\CurrentControlSet! Services\LanmanServer\Param...  SizReqBuf Specifies the size of buffers use
\Kazaa * Kazaa file sharing client
\Microsoft\EAPOLParametersiinterfacesi* 2 551D Connections
\MicrosofthInternet Account ManagerhAccounts)* * Internet info
\MicrosoftiInternet ExploreriDownload Directory 2
\MicrosofthInternet ExploreriIntelliForms), * Intellifarms
\MicrosoftiInternet ExploreriIntelliFormsi* B Inteliforms
\MicrosoftiInternet ExploreriIntelliForms 5P, * Stored password list
\MicrosoftiInternet ExploreriMain bl IE Settings
\MicrosoftiInternet Explorer) TypedURLs) * Twped URLs
IMicr osaftiMediaPlayer|Plaver|RecentFileList) & Media Plaver
Ok

Activity antecedents recovered from the Registry
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Private browsing

Private browsing is a facility provided by some web browsers, including Google
Chrome, Mozilla Firefox, and Internet Explorer, for the purpose of avoiding all traces
of the user's activity during a browsing session for privacy and, possibly, security
reasons. It is also typical of users wishing to hide browsing activities that involve a
degree of illegality. This makes the analysis and location of evidence relating to web
browsing activity potentially difficult, as the private browsing may have removed all
evidence of browsing activities that may be relevant to an examination.

Research was undertaken by me to gain a clearer understanding of the nature of the
private browsing function and its implications for forensic examination. Previous
research had looked at recovering browsing data from computer hard drives, while
other research stressed the wisdom of recording browsing activities from RAM data
stored on the computer. A range of forensic programs used for the analysis of web
browsers, including EnCase, AccessData's Forensic Toolkit, Nirsoft Internet Tools,
and Internet Evidence Finder, had been used in earlier experiments.

My experiments were intended to identify those areas of the computer system that
are modified or accessed during normal and private browsing sessions. This showed
that during private browsing, IE stored everything normally but deleted it once the
browser was exited. Chrome modified the safe browsing databases, cookies, and
history, and Firefox modified the Firefox profiles and safe browsing database. These
results could potentially help researchers focus their search when analyzing web
browsers.

Some variances were noted in whether pagefile.sys files contained information
relevant to private browsing, but that may have been due to the size of RAM
available, as memory swabp files are created when the memory is fully used, storing
data on the hard drive. This seems more of a matter of chance than something that
can be relied upon during a dead analysis of the hard drive, with the chance of
finding them decreasing as time and computer use after the session increases.
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The results of experiments using ILookIX and IXImager to image and examine

each browser under identical conditions on Windows 7 Ultimate showed that

both Chrome and Firefox had more secure private browsing modes than Internet
Explorer, with no information relating to the private browsing session other than
the date changes on related files found for Firefox or Chrome. The following general
observations could be made:

* Google Chrome: Examination of the slack space, pagefile.sys files,
unallocated spaces, and string searches for Google Chrome did not recover
any artifacts. Earlier researchers had found only timestamp changes in
SysVolume information, and in files such as Safebrowsingcookies. db.

* Mozilla Firefox: Analysis found only timestamp changes in Firefox |
Profiles files.

* Internet Explorer: Commensurate with previous research, more recoverable
data was retained after private browsing sessions, with browsing artifacts
recovered from all the websites visited. Most information recovered
was located in cache, history, and temporary Internet files as well as in
unallocated space. The study found browsing information in both the usual
folders and unallocated space. These differences in locations where browsing
artifacts were found may be due to system, web browser version, or
forensic analysis software differences. This study also found that there were
differences between the number of artifacts that could be recovered after
a private browsing session in Internet Explorer. This appeared to depend
on the different process used to access files in private browsing, with fewer
artifacts recovered when Internet Explorer was opened directly in InPrivate
Browsing mode.

These results show that while there are timestamp changes to relevant browser files
that indicate a browsing event has occurred, if someone has used Firefox or Chrome
for a private browsing session, the recovery of any browsing artifacts would be very
difficult —impossible or unlikely at best—from a dead analysis of the hard drive, as
nothing was found during this research. However, information relating to the web
browser session from private browsing using Internet Explorer was recoverable.
However, there was less information available when Internet Explorer had been
opened directly in private browsing mode than when it had been opened in normal
mode and then switched to private mode.
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Microsoft Edge, a variant of Internet Explorer, also incorporates a private browsing
feature, as shown in the following screenshot. Preliminary research shows that like
Internet Explorer, traces of this feature do remain on the device and are recoverable:

Browsing InPrivate

o

When you use InPrivate tabs, your browsing data (like cookies, history, or temporary files) isn't saved
on your PC after you're done. Microsoft Edge deletes temporary data from your PC after all of your
InPrivate tabs are closed.

Read the Microsoft privacy statement

Activity antecedents recovered from the Registry

Messaging systems

There are a range of messaging applications that are installed on computers that
often provide useful digital evidence about the activities, contacts, and intentions
of wrongdoers. Mobile phones are increasingly used for such communications,
and this is described in more detail later in the chapter.

MSN Messenger, Skype, Yahoo! Messenger, and other web-based e-mail applications
are a common feature on many computers. Chat rooms that appeared destined for
the scrap heap have undergone a renaissance on computers, tablets, and mobile
phones because of their ease of use and general convenience. Banter, for example,
enables casual chatting with others who are nearby.

Social networking sites such as Facebook, Twitter, LinkedIn, Google+, Flickr, and
Meetup are just a few of the sites available for users to meet friends, contacts, and
others with similar interests. Other sites host chat rooms catering to every form of
human interest and endeavor —and not all legal or in good taste.
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Examining Skype and chat room artifacts

The following screenshot shows the file property sheet of recovered chat messages
between a suspect and young persons through the social networking site TeenChat
(http://www.teenchat.com/). The site is intended for use by adolescents, but its
users are sometimes exploited by cyberstalkers and pedophiles:

|+ | Drag a column header here to group by that column

@ - Size ..| Tag | Type
v )% 141,267 dat

Created
31/Dec/2012 12:16:30

Last Modified
05/1an/2013 16:46:25

Last Accessed
05/Jan/2013 16:46:25
Search (Index) for 'teenchat’ found 67 hit(s). Search date 18/02/2016 5:32:00 PM

File List (67) | E-Mal Lst [] Task Progress  Disk View

2 Help
Properties
=) | Property Value
) Created Monday, 31 December 2012 12:16:30 PM
] Last Accessed Saturday, 5 January 2013 4:46:25 PM
9 Last Modified Saturday, 5 January 2013 4:46:25 PM
i

~ 41 Additional date records
MFT Record Modified
Filename Created

Saturday, 5 January 2013 4:46:25 PM
Monday, 31 December 2012 12:16:30 PM

Filename Last Modified
Filename Last Accessed
Filename MFT Modified

Monday, 31 December 2012 12:16:30 PM
Monday, 31 December 2012 12:16:30 PM
Monday, 31 December 2012 12:16:30 PM

& Virus/Trojan scanned Mo
Truncated Mo
Attributes A
31 ACL Data 0
v [zz| Stream (1) Default
Stream Size 141,267 bytes, 138.0 KB
Allocation 143,360 bytes
Run.0000; type 0 sector 11,418,655 for 280 sectors, 140.0 KB
Undeleted Mo
Indexed Yes

Properties | Viewer Hex View Plain Text View Log Histogram Comments

Property sheet of a record of an innocuous conversation using TeenChat

Data relating to chat rooms is often logged and conversations and an exchange of
multimedia files may also remain on the device, despite attempts by wrongdoers to
delete and remove incriminating evidence. Skype, by default, leaves a collection of
spreadsheets that are helpful to the investigator. In the following screenshot, there
are samples of files that contain records of conversations between various parties:
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File List (16)
|+ | Drag a column header here to group by that column
@ L~ Size ...| Tag Type Created Last Accessed Last Modified
H 3 ) 81,839 xml 25/0ct/2012 12:55:25 11/Jun/2013 04:30:28  20/Nov/2012 12:37:35
= ki 1,193 xml 20/Nov/2012 12:37:35 11/Jun/2013 04:30:28  20/Nov/2012 12:37:35
tﬁ ks 58,614 xml 29/0ct/2012 15:06:52 11/Jun/2013 04:30:28  14/Mov/2012 13:25:00
1 . 81,159 xml 09/Nov/2012 15:14:07 11/Jun/2013 04:30:28  14/Nov/2012 13:24:59
9 = . 389 xml 06/Mov/2012 14:46:25 11/Junf2013 04:30:28  06/Nov/2012 14:46:25
. " . 18,245 xml 01/Nov/2012 02:03:32 11/Jun/2013 04:30:28  06/Nov/2012 12:01:10
- . 25,241 xml 09/Nov/2012 15:14:07 11/Jun/2013 04:30:28  11/Mov/2012 13:19:52
=~ B joor 8,961 xml 01/Nov/2012 00:40:12 11/Jun/2013 04:30:28  01/Mov/2012 01:42:32
5 .. 1,897 xml 18/0ct/2012 15:34:05 11/Jun/2013 04:30:28  27/0ct/2012 04:27:44
= = . 458 xml 20/0ct/2012 11:42:36 11/Jun/2013 04:30:28  20/0ct/2012 11:42:36
Glj . 2,215 xml 09/Nov/2012 14:15:48 11/Jun/2013 04:30:28  23/Nov/2012 22:24:52
o . 2,401 xml 18/0ct/2012 15:58:10 11/Jun/2013 04:30:28  27/0ct/2012 04:27:39
- 2| | . 11,600 xsl 18/0ct/2012 15:34:05 11/Jun/2013 04:30:28  20/Mov/2012 12:37:35
" . 885 xml 21/0ct/2012 01:40:48 11/1un/2013 04:30:28  22/0ct/2012 14:19:30
fn Pl 14,326 xml 25/0ct/2012 12:55:25 11/Jun/2013 04:30:28  06/Nov/2012 11:35:34
: 0 t.. 654 123349... 30/0ct/2012 10:33:34 11/Jun/2013 04:30:28  30/0ct/2012 10:33:34

Recovered files relating to Skype activity

Often, attempts are made to delete or obfuscate these communications, and in

doing so, the offender may assume that the records of conversations have been
permanently destroyed. However, other parties to the conversations and responsible
website-hosting services may retain some of the traffic data and will be obliged by
law to share this with investigation teams.

To confound law enforcement investigations, offenders will adopt anti-forensics
processes that were introduced in Chapter 7, Windows and Other Operating Systems
as Sources of Evidence, including the use of the invisible Internet.

The invisible Internet

It is estimated that the World Wide Web is a small representation of networked sites,
with the bulk, which some observers estimate to be well in excess of 90 percent,
comprising what is termed the invisible Internet or the Deep Web. Search engines such
as Google are incapable of recognizing and indexing its sites. Locating them requires
some insider knowledge, a modicum of skill, and a web browser such as Tor.

The Dark Web, on the other hand, is not invisible, but the sites that host them in
the background are, as they have been encrypted and hidden using special tools
provided by Tor and I2P. The infamous Silk Road online drug-trafficking site used
these tools to undertake its covert activities. Others use it for legitimate purposes
but are keen to maintain their anonymity while browsing the web.
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Obviously, locating remnants of these covert communications on devices is another
challenge for practitioners, but remnants do in fact often get left behind. In the
following screenshot, subject to rendition, ILookIX was able to recover some traces
of Tor activity on a laptop. This information supported the likelihood that the
suspect was covertly accessing illegal sex sites, among others, and was anxious for
this to remain secret from other computer users. Regrettably, pedophile rings use
the network to exchange illegal and obscene material and communicate with others
in this disgusting traffic in the hope it will avoid detection and prosecution:

Viewer
.| httpef” N - 7 Profile/ProfileView.aspx?currentid=1183146300550& pg=3-Y
| http:) " Profile/ProfileView.aspx?currentid=1183145959834&pg=2-6
# | http: con <ites 381621789743.gif
g% | http:/ 381663201422.gif
http:/ 381663393951.gif
http:/ 381643629022.gif
[] hittp: 378091503307.gif
http:/ 378123578797.gif
http:/ 378078049418.gif
http:/ 377995217995.gif
http:/ 845967
http:/ 377995138872.gif
http:/ Profile/ProfileView.aspx?currentid=1183146090959-"
http:/
http:/ 381494019921.gif
http: /4126518227.html26
Properties | Viewer | Hex View Plan Text View Log Histogram Comments

Browsing Dark Web websites for pornography

The following screenshot shows a sample of . TOR files recovered from another
device. While many files were deleted and non-recoverable, some were extant and
provided useful information confirming breaches of intellectual property relevant
to the case.
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File List (4,387)
|4/ | Drag a column header here to group by that calumn
@ Name T | size .| Tag | Type Created - Last Accessed Last Modified Attributes | Str|
H » % THLAOD~1.TOR 0 tor 02/Dec/2013 11:19:45 02/Dec/2013 11:19:45  02/Dec/2013 11:19:45 A -
=  TH1A0D~1.TOR 0 tar 02/Decf2013 11:19:45 2013 11:19:45 2013 11:19:45 A
2A0C69~1.TOR 0 tar 02/Dec/2013 11:19:45 2013 11:19:45 2013 11:19:45 A
2A0C69~1.TOR 53,248 tar 02/Decf2013 11:19:45 2013 11:19:45 2013 11:19:45 A
| 2A0069~1.TOR 53,248 tar 02/Dec/2013 11:19:45 /3538 13:58:25 2013 11:19:45 A
2A0C69~1.TOR 0 tar 02/Decf2013 11:19:45 /2013 11:19:45 2013 11:19:45 A
M MEDADF~1.TOR 0 tar 01/Dec/2013 07:21:46 /2013 07:21:46 : A
7 258942~1.TOR 0 tor 01/Dec/2013 07:21:46 /2013 07:21:46 A
7r 258942~1.TOR 0 tor 01/Dec/2013 07:21:46 /2013 07:21:46 A
#¥ THEWAL~4.TOR 0 tor 30/Nov/2013 16:30:11 2013 16:30:11 A
¢ 80828B~1.TOR 0 tor 30/Nov/2013 16:30:11 2013 16:30:11 A
¥ 80828B~1.TOR 0 tar 30/Nov/2013 16:30:11 2013 16:30:11 A
THEWAL~3.TOR 0 tar 3 013 16:27:52 2013 16:27:52 : A
CC2667~1.TOR 0 tar 3 013 16:27:52 2013 16:27:52 2013 16:27:52 A=
CC2667~1.TOR 0 tar 3 013 16:27:52 2013 16:27:52 2013 16:27:52 A
= H09353~1.TOR 0 tar Z 013 14:52:39 2013 14:52:39 2013 14:52:39 A
v M 9E0C4D~1.TOR 0 tar 25/Nov/2013 14:52:39 2013 14:52:39 2013 14:52:39 A
% OE0C4D~1.TOR 0 tor 25/Nov/2013 14:52:39 2013 14:52:39 2013 14:52:39 A
% OE0C4D~1.TOR 0 tor 2! 013 14:52:39 2013 14:52:39 2013 14:52:39 A
% 9E0C4D~1.TOR 0 tor /Mov/2013 14:52:39 25/Nov/2013 14:52:39  25/Nov/2013 14:52:39 A
% 9E0C4D~1.TOR 14,595 tor 25/Nov/2013 14:52:39 25/Nov/2013 14:52:39  25/Nov/2013 14:52:39 A
% GESAFF~1.TOR 12,207 tor 14/Nov/2013 10:16:39 14/Nov/2013 10:16:39  14/Nov/2013 10:16:39 A
% GESAFF~1.TOR 12,207 tar 14/Mov/2013 10:16:39 14/Nov/2013 10:16:39  14/Nov/2013 10:16:39 A=
% GESAFF~1.TOR 0 tar 14/Nov/2013 10:16:39 14/Nov/2013 10:16:39 | 14/Nov/2013 10:16:39 A B
4 3
Find for tor found 4,387 objects.
File List (4,387)  E-MaiLlist [ TaskProgress Disk View @ Help

Recovered .TOR files revealing the use of Tor to download multimedia.

In many instances, not all of the data is readable, even using the inbuilt hex editor,
and there is an absence of timestamps and the original file location. In this instance,
BitTorrent activity has been recovered, providing details of the suspect using the
BitTorrent peer-to-peer protocol to download media from other BitTorrent users. In
this example, the timestamps of some of the activity are clearly visible as well as the
nature of the media being downloaded:

Viewer 1

d8:announce40:http://tracker.thepiratebay.org/announcel3:announce-

listl140:http://tracker.thepiratebay.org/announceel 3 5:udp://tracker.openbittorrent.com:80el23:udp://tracker.ccc.de:80el26:udp://tracker.i
stole.it:80e129:udp://tracker.publicbt.com:80el36:udp://open.demonii.com: 133 7/announceee7:comment46: Torrent downloaded from
http://thepiratebay.sx10:created by13:uTorrent/323013:creation dateil384821167¢8:encoding5:UTF-84:infod13 file-
durationli1297ei0ee10:file-medialiOei- 1ee5:filesld6:lengthi1 80080152e4 :pathl60:How.I. Met. Your. Mother.SO9E10.Mom and. Dad WEB-
DL.x264.AAC.mp4eed6:lengthi37661e4:pathl60:How.L. Met. Your.Mother.S09E10.Mom.and.Dad. WEB-

DL.x264.AAC srteeed:name56:How.L. Met. Your.Mother.S09E10.Mom.and.Dad. WEB-DL.x264.AAC12:piece
lengthi262144e6:pieces13760:

f'+'G

JSIZ&T0ZE

e[fTM_

Wew]QS

ONMAG T

L1 2| £

Properties | Viewer | Hex View Plain Text View Log Histogram Comments

Recovered torrent download data from slack space
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E-mail analysis and the processing of
large e-mail databases

E-mail recovered from a desktop or laptop computer can hold substantial amounts
of data, but e-mail stores held on network servers, even modest-sized stores, can
hold numerous messages and attachments, requiring special programs to select
and manage them properly. The following subsections further describe how these
datasets are managed and how the practitioner may undertake a more efficacious
approach to e-mail analysis and identification.

Recovering e-mails from desktop and laptop
computers

In the following figure, ILookIX has deconstructed e-mail messages from a single
account holding more than 28,000 e-mail messages and attachments. The files
appear in a structure, reflecting the e-mail directory structure, files, and attachments
as shown on the original device. This makes it easy for the practitioner to become
oriented with the e-mail layout and gain a quick perspective of the mail system:

-leooKIx © ¥9.0.143 / Current case - Bonner
Case  Evidence  IxImager Creation  Tools  KIXboot  Help  Debug
= || E-Mail
.| AT
ol (P = G ; -
3 OEHEUN[EE S m
g Structure Tag | Parent E-mail Store Path Description §
™ E-Mail Stores 28,511 5 E-Mail stores that ILook has processed
= Collected email 28,511 5 Maximal Mo ¥55 D:Colle... o
)
Maxdrnal Mo VS5, 0 28,486 3 E-Mail Store Folder oy
fr
Inbox 15 0 E-Mail Stare Faolder c"an’
Trash 1 a E-Mail Stare Folder
Sent 5 i} E-Mail Store Folder ~
o
i
fiu]
(=]
=
m
=
=
[=]
o

E-mail directory structure viewed in the ILookIX e-mail viewer

An E-mail Stores file is any file that contains e-mail messages or similar data, such
as the calendar and contact information in a Microsoft Outlook .0sT or . psT file.
This includes .EML, .MSG, .NSF, .MBOX, .MBS, or even .HTML-based e-mails. Some
e-mail stores, such as . EML or .MSG files, contain a single message per file, but even
these files need to be deconstructed by ILookIX for them to appear in the e-mail
explorer. Each e-mail store is listed as an entry in the e-mail explorer, whether the
store contains a single message, such as a . EML or .MSG file, or a complete structure
of messages in folders and subfolders. such as a . pST file.

[258]



Chapter 8

An important concept that must be understood is the homogenous nature of all
e-mail types supported in ILookIX. All e-mail client deconstructions become part

of the same basic explorer e-mail concept. This removes the differences between
clients so that functions such as e-mail links can be analyzed and explored in a

new, much-easier-to-decipher interface. The interface provides an object model

that encompasses all of the characteristics of an Internet e-mail item using the RFC
standards that apply to all Internet e-mail send/receive clients. Within this process,
items such as Lotus Notes are fitted into the same model as Outlook . 0ST files — this
interface comprises the explorer bar for e-mail.

The e-mail explorer takes all of the e-mail stores, such as Microsoft Outlook's

. psT files, and shows the folder structure for each. Inside the folder structure, the
practitioner may view messages, contacts, attachments, and other items, depending
on the type of mailbox processed. When working with files, e-mail messages are
displayed in the List Pane by selecting an e-mail store or a subfolder in the store,

as shown in the following screenshot:

E-Mail List (28,486)
L
@ Subject Tag ) To From E-Mail date -
H Check this out 0 robert.bonner@chemi... 03Mow/2012 04:13:19
f% Amazing = 0 robert.bonner@chemi... 03{MNow/2012 05:32:45
> Greetings! = 0 robert,bonner@chemi... 03Mow/2012 07:19:38
3_« RE: Great : 0 robert.bonner@chei... 03fMow/2012 07:36:26
U Guken Tag = 0 robert,bonner@chemi.. 03{Mow/2012 09:16:45
‘What's going on? = 0 robert.bonner@chemi... 03{MNow/2012 10:07:00
Wwhat's wrong? = 0 robert,bonner@chemi... 03{Mow/2012 12:07:00
When are we meeting up = 0 robert.bonner@chemi... 03fMow/2012 17:55:11
How are ol = 0 robert.bonner@chemi... 03fMow/2012 19:05:33
3 Today was awesome = 1] 03/Mow/2012 20:50:32
SPAMI = 0 robert,bonner@chemi... O4/Mow/2012 00:12:50
RE: Hello = 0 robert.bonner@chemi... 04/Mow/2012 01:56:19
Fib's F': RE: : 0 robert.bonner@cheri. .. 04Mow/2012 05:10:05
What's wrong? : 0 robert.bonner@chemi... 04 Mow/2012 12:32:03
Check this out = 0 robert,bonner@chemi... O4iMow/2012 17:03:32
E-Mail Store Folder \Collected email==>=Maximal Mo ¥55.0:; E-mails/objects=28,486; Folders=3; Created=1,1/1501 4:00:00 PM
File List | E-Mail List {(28,486) | Disk Wiew [ Task Progress = Help

Viewing e-mails by subject
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Messages may be viewed using Viewer, Hex View, or Plain Text View. In the
following screenshot, the message and attachment is viewed in the Viewer pane:

Subject: Tigerair - Confirmation of booking G2QV4V
Date: 21/09/2014 10:19:38 AM

From: itinerary@tigerair com

To: [@gmail com

1 U =17

Your booking confirmation tiaerair

00

Booking reference:

Reading e-mails and attachments

E-mail file property sheets provide important file and metadata information about
messages and are invaluable exports for case preparation:

Properties
,_-":'\ Yalue
= “ail Fiad: Mational Clls
= Top Level Maximal Mo ¥ss (0)
& | key 1363185 | 100.0.45.49
e NIV
Type email-+att
Path Maximal o WSS, 0 Trash
Full Path Maxirmal Mo ¥55.0: Trashis2
E-Mail date Sakurday, Cctober 12, 2013 1:50:41 PM
Category 1
allocation
[ILookIx ]
Hash
* Duplicate Allacated
Ohjects
Subject Fiud: Mational Qlls
Tao "Greq Gurtrude” <gerty@greentrees, org =
From "Robert Bonner” <robert,bonner@chemicom,sg =
Detail i %-TLook-EMail-Sre: Mazximal Mo ¥S5.0:4Trash
Mazilla-Status: 0001
Mozilla-Statusz: 00500000
Mozilla-keys:
essage-ID; <525953E61, 1010205@chemicom, sg=
abe: Sak, 12 Ock 2013 21:50:41 +0300
om: Robert Bonner <robert, bonner@chemicom, sg=
ser-anent: MozillalS. 0 Mwindows NT A1 WOWAS: e 7.0 Geckal2M1E0A01 Thonderhicd17.0.8
4
Properties Wigwrer Hex Wiewe Plain Text Wiew Log Histogram Comments

E-mail property sheet
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Attachments to e-mail messages can be viewed by displaying the messages in

the E-Mail List and then selecting the File List. Each message will have an icon
associated with it in the leftmost column by default. This icon is either an envelope
to denote an e-mail message with no attachment or a paper clip to denote a message
with a file attachment, as shown here:

E-Mail List (1)

)

@ Subject E-Mail date - G BCC
H 3 %, iFwd: National Olls ﬁfrowzmawﬁum

Checking e-mail attachment status

This will show all the files attached to the messages and allow the practitioner to work
with them as a group, but it does not show the specific source of each attachment. By
selecting the E-Mail List, the practitioner has more options for viewing attachments in
the context of the messages to which they were originally attached:

==
{Cig
—
@ Subject Fram E-Mail date -~ G BCC
H » Bl % Fwd: Mational OTis BB Fobert Bonner <r... 12/0ct2013 13:50:41
:ﬁ, Attachment name Type Size Thumb

o B image00l.png png 47,625

= ]

L]

]

E-Mail Stare folder \Collected email===Maximal Mo ¥55.0: Trash; E-mails/objects=1; Falders=0; Created=1/1/1801 +:00:00 PIM

File List | E-Mail List (1) | Disk Wiew [ Task Progress @ Help

Viewe/

LIS eSS

Viewing e-mail attachments
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In addition, the attachment column shows the number of attachments for each

individual message:

E-Mail List {2) (filtered)
|4
@ Subject From E-Mail date -
H b | {New Pics e John Richards” <Jo... 27/May[2013 04:19:56
s'gf 1 OMG! : 'John Richards" =Jo... 27/May/2012 00:54;04
2 %y Icant believe this... ‘John Richards" <Jo... 04/Marf2012 07:07:31
=

Headers, attachments, and e-mail body

ILookIX can also group and filter messages in the E-Mail List. Grouping allows the
practitioner to take all messages displayed and group them by a single column. This
can save time and enhance the cataloging of relevant evidence as the practitioner

works through evidence selection:

E-Mail List (3) (filtered)

AL From - / Selected group John Richards
@ Subject Tag \ To

A

E-Mail date

H » ~ From: "John Richards” <John.Richards@ok.com> {Count=3)

t'gf Wy Icant believe this... 1 robert.bonner@chemi... 04/Marf2012 07:07:31
| New Pics = 0 robert.bonner@chemi... 27/May/2013 04:19:56
OMG! : 0 robert.bonner@chemi... 27/May/2012 00:54:04

Cataloging e-mail evidence of potential relevance

E-mail messages can be included in the same categories as files or in separate

categories specifically created for correspondence, as determined by the practitioner.
Whole e-mail stores or subfolders therein can be added to categories by selecting the
store or folder in the e-mail explorer and selecting Save Messages to My Categories:
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Categorised emails

E-Mail List (15)

vEaTO:

Subject
test Wed, 11 Sep 2013 14:29:08 +0800

From

0 test@test.com

To

robert.bonner@cheni. ..

test Wed, 11 Sep 2013 14:32:16 +0800 : 0 billgates@apple.com  robert.bonner@chemi...
test Wed, 11 Sep 2013 14:29:38 +0800 : 0 bilgstes@zpple.com  robert.bonner@chemi...
FW: Photo 1] robert.bonner@chemi...
This is cool ! 0 robert.bonner@chemi. ..
This is cool ! 0 robert.bonner@chemi...
When are we meeting up 0 robert bonner@cheni. ..
HalloRE: 0 robert.bonner@chemi. ..
Where have you been = 0 robert.bonner@chemi...
This is cool ! ] robert.bonner@chemi. ..
This is cool | = =] 0 robert.bonner@chemi. ..
RE: Hello 0 robert.bonner@chemi. ..

Categorizing e-mails of potential relevance

The categorized file(s) may be viewed in the Category Explorer, where they are
collated for convenient access:

+~ &% My categories
B [1LookIx ] Hash Duplicate Objects 51,802
= Email of probative Yalue 1

51,903 Categories you've created to allocate useful evidential material to

Good housekeeping seen by cataloging evidence of value during the selection process

Recovering and analyzing e-mails from larger

datasets

As outlined in Chapter 5, The Need for Enhanced Forensic Tools, the ISeekDiscovery
automaton is a distributed collection tool that captures electronically stored
information (ESI) from unlimited populations of computers and digital storage.
Unlike other tools, it harnesses its patented technology to use each targeted machine
for processing with minimum impact on the user of that computer. ISeekDiscovery
greatly improves ESI collection and has been enhanced for use by forensic examiners
to enable live acquisition of data that traditional digital forensic tools would be
unable to capture remotely in large-scale networks (including RAM and Windows
Registry data).
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To reiterate, the automaton only requires access to the device and appropriate
designing of the configuration file; it collects only the evidence needed, thereby
making endpoint analysis less daunting because of the smaller size of the dataset,
which enhances filtering and searching for evidence. However, the extracted data
may still be large and require substantial post-recovery processing.

The 32-bit and 64-bit APIs provided by XtremeForensics allow users to make use of
companies' servers to extract large datasets from a . 1Sk evidence container. This is
a relatively simple process of opening the application and logging on to our server,
which then allows ISeekExtractor to commence the operation.

The extraction process provides a number of extraction style options:

* Original folders and filenames, discarding metadata
* Original folders and filenames, adding .xML metadata

e  Numbered files with metadata in a . XML index

The API can be initialized in minutes using Dynamic Link Library (DLL) files and
guided to facilitate the expeditious and secure transport of all captured data in an
ISeekExplorer container into:

* Any database or review system intended for a basic review platform in
current use

* Another file format suitable for import to any other system

This is especially time-saving when large sets of data have been captured from
extensive network servers.

Searching for scanned files

Searching for scanned images may be done using the Portable Scanned Images tool
provided by ILookIX, shown in the following screenshot. Locating scanned objects
can be helpful in identifying those documents that cannot be indexed and searched
because, during the scanning process, they were not converted using optical
character recognition (OCR) to allow them to be indexed as text documents. These
files may contain relevant information and so they may require manual viewing, or
conversion through OCR processes if the number is too large.
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The process is also useful for determining the provenance and authenticity of
documents relating to forgeries and deception:

File List {6)

i
@ Mame - Size .| Tag Tvpe Created Last Accessed  Last Modified Attributes
H ¥ i) 3% 107 2MSDS_CI2_ASC R4, | 133, 168 pdf 25/%epfz01... 0S(0lf201... 25/5ep/201... A
flgf 2 allpro-chemcatalogue, pdf 2,021,688 pdf 25/Sepiz0l... 0S5fuljz01... 25/Sepjz01... A

. asf 2009 10.pdf 1,235,285 pdf 03/Aug/20...  01fJan/180... O3fAugfz0...

i = bulgaria-learnendlish-h. .. 83,392 pdf 06/Sepiz0l,.. O1flan/ig0... 0&/3epfz0l...
ﬁ = bulgaria-learnenglish-h... 83,392 pdf 21/Junfz01,.. 01fJanf180... Z1/lunjzol..,

™ = Lesson%a20Learned_Pe.., a1, 644 pdf 17/0ctf201,.. 05/dulf201... 17f0ctf201... A--
T

T=1F
kil

£ Files in category [ILookIx] Probable Scanned Images (&)

Recovered scanned files ready for manual inspection

The growing challenge of evidence
recovery from mobile phones and
handheld devices

Digital evidence may come from a range of devices, including mobile phones, GPS
navigation devices, printers, digital cameras and video recorders, voice recorders,
Kindles, home security devices, motor vehicle computers, Xbox and Wii players,
black-box flight recorders, and digital watches.

Mobile phones and other handheld devices store users' personal information,
including call history, Internet browsing records, file downloads and uploads,
geographical locations, text messages, e-mails, multimedia files, contact lists,
calendar events, and private information. They also record the position of users

if they have the positioning setting activated —all in all, a considerable amount of
data that may assist an investigation. For example, stored information may reveal
details of the user's contacts and details of their communications relating to some
transgression as well as an insight into their motivation and mindset.
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The following screenshot shows a report of items and deleted items regarding
the activity of the phone user, including messages, calls, locations, and browsing
activities:

View Statistics

View Iltems Deleted ltems
Device / Network Information 87

Device / Event Log 588 340
Device / App Usage 4

Device / Installed Apps 75

Device / Keyboard Cache 8840

Device / Accounts a5

Contacts 1509 200
Calls 304 133
Calendar / Calendar Events 2

Calendar / Tasks 1

Calendar / Notes 28 18
Messages / SMS 9502 141
Messages / MMS 36

Messages / Chat 12125 108
Messages / Status Updates 10

Locations / History 630

Locations / Searches 2

Web / History 3189 4
Web / Bookmarks 17 4
Web / Searches 9

Web / Cookies 2123

Web / Forms History 20

Files / Pictures 43417

Files / Audio 689

Files / Videos 38

Files / Documents 7641

Files / Archives 3

Files / Databases 499

Files / Unrecognized 6996 2

A general forensic report of mobile phone accounts and files

However, mobile phones pose challenges to the forensic practitioner, especially with
the rapid development of new phone types and operating systems with increased
reliance on protection and encryption that effectively challenges evidence recovery.
The rapid growth of mobile phones using different hardware and operating systems
has made it difficult to develop a single process or tool to address all eventualities.
In addition to a growing variety of smartphones and platforms, including Android,
Blackberry, Apple iPhone, and Windows Mobile, there is a staggering range of
inexpensive phones using legacy systems. The following section provides an

outline of evidence recovery from mobile phones.
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Extracting data from mobile devices

Evidence of different types of files is stored in mobile phones and may be found in
several locations, including device memory, detachable memory such as SD cards,
and removable SIM cards.

Each mobile phone is provided with a usually unique identifier known as the
International Mobile Station Equipment Identity (IMEI) to uniquely identify a
broad range of mobile phones. The unique number is normally printed inside the
battery compartment or on the outside casing of the phone. It is also stored inside
the embedded memory of the phone and, from there, may be displayed on the screen
and recovered using forensic tools. The IMEI identifies and validates the phone
hardware to a GSM network to prevent stolen phones from accessing that network.
The IMEI is an important record of a phone's use and identity.

In the following screenshot, the XRY Micro Systemation forensic tool has extracted
general information about an iPhone 4, including its IMEI number. The SIM
identification number is recorded at the bottom of the report:

Device/General Information
Data
Atfribute
Data Apple iPhone 4 GSM (A1332)
Atiribute Manufachurer
Data Apple
Atfribute Revision
Data 7.0.2 (11A501)
Atiribute Model
Data iPhane 4 GSM (41332)
Attribute Device Type
Data iPhoned, 1
Affribute Serial Number
Data B30ISEWBALT
Atiribute 05 Install Time
Data 10/1/2013 14:18:21 -0700
Atfribute Device Timezone
Data Perth, Ausiralia
Atiribute Mabila id (IMEI)
Data 012425003043176
Attribute Unigue Device Id
Data 20d5168ad6c8e1130345e313a1346683111chaf2
Affribute SIM Identification (ICCID)
Data B961023310058067951

Forensic report of an iPhone 4 showing the basic device settings
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Subscribers are identified by another unique identifier: the IMEI
* number stored on the SIM card, which identifies and authenticates
& subscribers. This facilitates a practitioner liaising with the
telephone network to obtain billing information, locations of calls,
and contacts —all potential evidence.

Among practitioners, it is considered best practice to document manual and technical
processes used to access and recover evidence from mobile phones and to minimize
any loss or changes to data. Android and Apple phones and a host of others store

a significant amount of user information in SQLite databases —information which
sometimes remains on the device after other information has been deleted. This can
be a useful source of information, and forensic tools often recover a broad range of
file types, including databases.

In the following screenshot, the mobile forensic tool NowSecure Mobile Forensics was
used to recover information from an Android mobile phone. These new-generation
tools organize the examination into a project so that all the recovered data is cataloged
and may be analyzed with simple-to-use graphic interfaces:

¢

[#)New ~ [ open

y::
A
A

New Project ki
Create a project
Type & Forensic Case v |
Name | John Doe %

NC 'S

Cancel Continue

Samsung Electronics Co., Ltd

-‘:l GT-49300 Phone [Galaxy S Ill] (deb...

Creating a forensic case in NowSecure Mobile Forensics
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The device under examination is a late-model Android and cannot be rooted to
extract a physical dump, as shown in the following screenshot:

@ HNowSecure Forensics™ = %
@rew = 45 Open (5 Seve X Close B Delete (B MewReport | g38 Location| il Timeline O Search ﬁTuols . iE options *
Project  Tasks 8 Device info
JohnDoa | Device Information
Properties
Manufacturer samsung
Model GT49195T
05 Android 4.4.2
Serial number 0écdbSda
IME] / MEID 358874050103425
Rooted X
Extraction Options
F¥aescan device x Physical - Requires root access
Bit-for-bik copy of the targe: device's avallable memory.
froot Device Filesystem - Requires root occess
Reports * il dump of partiticns selected by user.
L¥Extract o Android Backup - Android 4.0+ only
adb backup of the Larget device
LhHimport Android Logical
Acquisition of data using content providers.
@ uss acted
samsung Electronics Co., Ltd
GT-9300 Phone [Galaxy s Wi (deb...
ox T —

Options available to recover data from an Android phone

A logical extraction or backup of the device is available for analysis, and in this
instance, a backup of the device was selected:

@ Select extraction type - + X
Evidence Name | Case 40007 |
Evidence Number [ Mobile 01 ‘I L
Evidence Timezone | Australia/Perth (+0800) v |
Type | Android Backup v |
adb backup of the target device.
WARNING: On high-capacity devices extractions can
take up to a Few hours to complete.
X Cancel v OK

Preparing the forensic examination and inserting case details
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Once the extraction is complete, the practitioner may select from a range of recovered
categories of items, as shown here:

Project | Tasks
John Doe

- B Audio Internal (124)
- [31] calendars (5)
- [31] calendar Events (422)
- %4 Call Log (Samsung) (140)
- @ Downloads (88)
Email Account (1)
- B Files External (4754)
- B Files Internal (32)
- [ Image Thumbnails E... (1644)
- [ Images External (8)
- [ Logs (Samsung) (814)
- B Videos External (61)
- g Installed packages (271)
- F WIiFi Details
- @& Bookmarks (SBrowse... (1)
)
- ¢& Browser History (S... (103)
- M Analyst Findings
- [E5 Carved Data
¥ [Z Filesystem Browser
- Jd Audio (0)
- <» Binary (6233)

Directory in NowSecure Mobile Forensics of recovered data from an Android phone

In the following instance, an array of Internet browsing activity showing the title of
the webpage, URLs, and timestamps is available to the practitioner:
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8 Devicelnfo [ image External 3 | & Browser Hi *®
o =5 w5 q, 101 recerds|
D Ttle T wisits Date

2 Googhe httpa:/fwww google.com.auf 2 2385-02-07 06:21:33
9 Mabil . Tablets, daf) I http:fwww vodatone. com. aufpersonal 1 238412:22 120401
200 City of Perth Parking i AainCPOAINTS, .. 1 238411-1309:27.02
201 Cityof Perth Parking http:ffcityofperthparking com.au/ 1 23841113 00:27:02
200 E ¥ g | Legaitech N ktp:{tink. AVITT/aHAD. ., 1 738811-1802:37:33
203 DN ¥ 9 Prevalen | Legaitech News X TaY . 1 238411-1802:37:33

204 £-Di ¥ | Legsitech hitp:f/stare law.com/fegistration/Loginaspxmodessil... 1

hittpay/fatote w.com/Registrstion/Loginaspaimode-il. 1

206 E ¥ g | Legaitech o i aspy, 1
07 ¥ g lent i jions | Legaltech News P fid: 1 2384104802:37:33
208 AnALM Website hitpyffm. diri 1 3841118023738

209 AnALM Website htep:/fm.tegal dowifs... 1

210 Perth, Australia Tomorrow's Weesther Forecast hetpy 2 2
291 Perth, Austrafia Tomorrow's Westher Forecast - heepiffm, fenfaufhillacy daily 3 2384-11:20 081502
212 Perth, i " © P http:m. i 1 218811:2008:33:32
"3 . Australla http://m. fi 1 2384411923 03:3%13
214 botfins bookshop perth - Google Search googh 1 2384123033232
215 bolfins bookshop perth - Google Search https: 04 hi { 1 23861123 03:3232
216 mitsublshi wangara - Google Search h j i 1 2184-11-2501:3448
217 miksubishi wangeta - Google Search google.com.au/ i 1 2384-11-25 0113448
218 Unsubscribe | Linkedin paff i i d 1 23841126 08:15:04

Browser History (SBrowser) Shew empty values

218411-1802:37:33

tion/l ol TEr] Fid % 3 12027 47 T 700 1% 216 yGrawing-Mate-Prevalent |

Recovered webpages, including titles, URLs, and timestamps

In the following screenshot, a list of downloaded files and the originating websites is
shown with the associated timestamps:

B peviceinfo [ Image External % & Browser History [SBrowser) X g installed packages 3 1) Email Account 3¢ @ Downloads X
88 o [ JL 2
] Rl Data Time Modified Size {Bytes] Title
510 https:/fandroid clients. . om.androkd providers downloads/cache/d... 20181147 072656 134658 JamesiM_Hons_Thesis_12-11.doox
in clients.googhe, G Jdatafdata) androbd.provider hefd... 20141147 07:27:00 199415 JamesM_Hors_Thesks_12-11 A8 RA checked 13 Nowdag]
812 clients. googhe ilfmailfg/... fdatajdatafcom android providers downloads/cache/d... 20181117 07:27:08 844272 Jamess_Hore_Thesie_14-11.docx
513 fi i clients.googhe. J f 1 mail, Jdata/d andrabd. praviders.dawnl feache/d 20141117 OT:5E0T GB0189 JamesM_Hors_Thesis_14-11 RB RA versiondoca
674 httpay/fandrosd.clients goagle.com,prowy/gemailimailfg/... | data/com.andraid praviders. Jeachefd...  2014-11 205328 2015 gram Ad. pdt
675 https:/fandroid.clients. d android.providers, hefd... 201411-26 02:58:03 29061 imagedtl.|pg
734 id.clients.googhe, Q. M data)! androbd.provider hefd... 20141201 130118 5330 imagedi.png
718 b clients googh g/, andrabd pravider 20141201 13:01:20 5578 imageotl jpg
730 hi Jfandraid.client o I/ mai fdatafdata) andraid.provider: l feachefd... 13:00:22 5576 image0d.jpg
37 cllents googhe.comproxy/gmaly jeom.andraid.praviders. feachefd... 20141201 1301223 24853 Image0ti.png
738 https:/fandroid.clients. om.android.providers downloads/cachefd... 20149201 13:04:25 43575 imageddi.png
EE ] clients.googhe, G Ji androbd.provider hefd... 20141201 1301:28 45614 Imagedtd.png
T40 clients google. ilfmailfg/... /datajdatajcom andraid providers downloads/fcache/d...  201412.01 13:01:29 49588 imageoo1.png
741 fi id.clients.googhe. / f Ifmiail, Jdata/d andraid. praviders. dawnl feache/d 2014-12-01 13:01:31 #3575 imagediZ.png
742 httpay/fandrosd.clients goagle.com,prowy/gemailimailfg/... data/eom.andraid praviders downloadsfeache/d...  2014-42-01 13:01:4 ASE14 imagedtd.png
743 https:/fandroid clients. . androbd.providers. hefd... 20141201 13:01:36 45814 Imageddi.png
744 id.clients.googlhe, .. fd datay androbd.provider hefd... 20141201 130138 43170 imagedti.png
T48 b clients googh g/, andrabd pravider 20141201 13:01:40 18487 untitled2 png
746 hi ffandraid.clisnt o | mai Jdatafdatafcom.andraid.provider I jrachefd... 130041 20020 Untitked (7).prg
747 clients.googie.comproxy/gmallmaiy/g/... | /eom.andrabd. providers. downloads/cache/d... 20141201 13:01:43 3750 google.png

List of downloaded files and metadata obtained from an Android phone
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In the next screenshot, the tool has recovered video and music files located on the
external SD card housed in the phone:

a 1 Image ils Extesnal X ¢§ Browser ¥ ® & * Email Account X @ Downloads X %, Call Log (Samsung) X [ Calendar Events % [l Videos External X
£# | Datecolumn:  Date Taken - | o 53 o 61 recoeds]
L FileLocation Title Size (bytes) Date Taken Date Added Date Madified Type
4222 [etoragelentSaCard/Videos/ (MMETH) REIEENS Sol.. (SIMMEIH) WEIEEN - Sainam - My Mother_t teart .. ZASTSIAN BOVFUFGURZS0Z JISAZI00ALUSE 20131010 08802 Mo/ K-MEwmy
24221 fstoragefentSdCard/Videos/ (SFRIMAER) MRA. (FEATANR) MHRAE 2012 amyang Dolma ZIBT6ET 20131016 0X22:50 2015-12-3007:21:52  2013-10-16 02:22:50 video/x-ma-wmn
24219 jstorageextSdCard/Videos/ TR Gong Yue - I8 Heave... TRIE Cong Yue - K1 Heavenly Road 1IB01ETY 20VF10-16 0K 24D NS 2 i21:40 video;

24220 storagefextSdCard/Videos/TH Gong Yue - RRNE i Cong Yue - REB MR ANE The Beautifl Grasslan... 10425070 201310160 . 20131018 0

40 video/Tlv

SdCardViseas /W MRS K EREA 8 TS 1230 201330 C

24217 jstoragefextSdCard/videos/ MR AT : FIAINE -Jamy.,. MR O - HENE - Jamyang Dolma : Love Staryaf th.., 14223875 2P I160X20:08 2015123007:21052 20131016 03:20008 video,Tiv

24216 jetarsgefextSdCard/Videos/H 2 A H AR - X1 wmv 2 AHAR XN T3S M6 0X20006  2015-12-3007:21:52 201 3-10-16 03: 20006 video,/w-ma-wmv
24215 fstorage/extsdCard/Videos/ B RF / M AN wmy TS S T 8380261 2013-10-16 0X18:26 201 11820 video/!

24214 fstoragefextSdCard/Videos/BFEMMF - S 2Kl wny BEEMHRTE -S2HE 16133455 20131016 0% 1640  201512-3007:21:52  2013-10-10 0316040 video/x-ma-wmy
24713 deos/MERIEN - REE The Plate. .. WEE - B E The Plateau b Blue - Wulan Tuays 13658909 20131015 0315:38 20151230 07:21:52 201 3-10-1603:15:34 video/x-me-wmv
24212 fstorage/extSdCardVideos/ Sk ¥ - ERWE - Heavenly... Sk L - KRB - Heavenly Grasslands 15020561 FOVBACAE0XI4IE6 JISAZIDOTINED 20131016 031416 videoumsawmy
41 i ) Mongoli... } Mongolian sang GTETORO0 20131016 00 46 2015123007215 20131016 0 6 video/x-ma-wmy
24210 fetoragefextSdCard/Videas/F M BT (A Road inHe... TR T BIEEE (A Road in Heaven) 8052200 2MFAHIE0RIZ0 2015-12-3007:21:52 200 -10-16 0312220 video,/x-ms-wmy

Videos External " shaw empty velues

Date Added: | 2015123007:21:52

Date Modified: | 2013-10-160320:28

Date Taker | 20131016 03:20:28
Duratsorc .IBIIDI.

4 L
o 2‘?‘3
size (bytes): | 7730025
Tite: [ msean ; RRNERSENA
Type | vides/x-ms-wmy

View of data recovered from an attached SD card

A range of different applications were installed on the phone, and some of those can
be seen in the following screenshot:

M & installed packages X | [ EmailAccount X @ Downloads X %, callLog(Samsung) X [ CalendarEvents X [ VideosExternal X &

@) (= \

() Package Appname Version First install Data directory

) com.samsung.android.app.watchmanager <NULL>  2.2.15111841 2016-01-19 21:00:58 /data/dataf/com.samsung.android.app.watchmanager

| com.microsoft.skydrive <NULL> 3.8 2016-01-07 21:18:11 /data/data/com.microsoft.skydrive
com.adobe.reader <NULL> 15.3.1 2015-12-07 09:40:02 /data/data/com.adobe.reader
com.phonegap.recycleright <NULL>  1.2.2 2015-11-09 08:29:27 /data/data/com.phonegap.recycleright

") au.com.icetv.android <NULL> 1.27 2015-05-26 20:55:51 /data/data/au.com.icetv.android

| com.tencent.mm <NULL>  6.2.4.51_rdf8da56 2015-03-14 20:39:26 /data/data/com.tencent.mm

| com.google.andr

.calendar <NULL> 5.0.1-1638276 2015-02-23 14:41:57 /data/data/com.google.android.calendar

irefree <NULL> 1.4 2013-12-10 19:30:32 /data/data/com.brainium.solitairefree
~! com.mobilityware.freecell <NULL> 220 2013-12-10 16:02:54 /data/data/com.mobilityware.freecell
") com.skype.raider <NULL>  5.2.0.61097 2013-11-2120:23:24 /data/data/com.skype.raider
") com.sec.android.iap <NULL>  3.00.00 2013-10-08 18:22:38 /data/data/com.sec.android.iap
android <NULL> 4.4.2-19195TDVUCNG1 2013-08-01 15:55:00 /data/system
com.LocalFota <NULL>  20.0040.140326 2013-08-0115:55:00 /data/datafcom.LocalFota
com.android.apps.tag <NULL> 1.1 /data/data/com.android.apps.tag

<NULL> . /data/data/com.android.backupconfirm
com.android.dreams.basic <NULL>  4.4.2419195TDVUCNG1 2013-08-01 15: /data/data/com.android.dreams.basic
com.android.dreams.phototable <NULL> 4.4.2-19195TDVUCNG1  2013-08-01 15:55:00 /data/data/com.android.dreams.phototable
com.android.email <NULL>  4.4.2.0200 2013-08-01 15:55:00 /data/data/com.android.email
com.android.facelock <NULL>  4.4.2-940549 2013-08-01 15:55:00 /data/data/com.android.facelock

Details of applications installed on an Android phone and the dates of their installation
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In the following crime simulation, XRY Micro Systemation has recovered some chat
messages of an incriminating nature:

FILE Home Edit ew Export Tools Help
DM & 8
*= — 2 save Special —
Open Close Save Print Print
Preview
Extract Data ‘ Open Save ‘ Print ‘
LOGICAL Impertance | | |Te:l |Time Status | Storage |Fu\der
SUMMARY S Where r u - cant wait xoop 20/12/2012 130:03 PMUTC  Read Device  Inbox
(Network)
‘CASE DATA O HiI'm back in Perth have you sorted out the resi of my money | really need it today ~ 31/12/2012 2.14:08 AM UTC  Sent Device Senibox
(Device)
[/ BEhES O Hey what's going on you not replying to my messages s there a problem??722727  31/12/2012 3:49:06 AM UTC  Sent Device  Sentbox
Device;
‘GENERAL INFORMATIOM ( )
O This is getting beyond a joke sort out my money before it gets to be a seriousissue 3112201263215 AMUTC  Sent Device  Senibox
NETWORK INFORMATIO! (Device)
O Where are you. | am coming to see you so we can sort this issue out once and for 3112/2012 83440 AMUTC ~ Sent Device Sentbox
EVENT LOG all, you have a really bad attitude and I'm not going to be treated like this (Device)
ACCOUNTS S We need to meet tonight . | willtell u where and when as soon as | c confirm some /012013 41830 AMUTC  Sent Device  Sentbox
details (Device)
CALLS O I will be at the DNA tower at Kings park at 0700 fonight meet me there or 'm going ~ 1/01/2013 7:11:18 AM UTC Sent Device  Senibox
o the Cops and felling them everything (Device)
ERRMESSAGES o= Make sure you there at the meeting place tonight 1101201395126 AMUTC  Sent Device  Sentbox
Device
5 ( )
O I thought u would be here by now - where are u??7? 1/01/2013 10:27:32 AMUTC  Read Device Inbox
EMAILS (Network)
Ey— Sorry be home soon 1/01/2013 10:56:53 AM UTC ~ Sent Device Senibox
» LOCATIONS (Device)
» FILES O Urban Alertt HOT: Labrinth - Beneath Your Beautiful Any Qs 1800008865 http:// 2/01/2013 9:09:47 AM UTC Read Device Inbox.
rmiaccess.com/mb Oplout: hitp-/ir miaccess.com/oplout (Network)

Record of SMS conversations, which can be traced back to caller and sender phones

E-mail may also be recovered from mobile phones, and the following simulation
shows some communications between the suspect and his wife:

importance | Related Application | From Address [ To Address | Reply Address Fy
©==  Android Email i kensibar T ivi Related Application: Android Email
com LivingSocial.. mail.com com From Address: update+zrdphhvggiif@facebookmail com Facebook
©==  Android Email i ocial T ivi To Address: kensibandaperth@gmail.com Kenneth Sibanda
com LivingSocial_ mail.com com Reply Address: noreply@facebookmail.com noreply
©==  Android Email 19 kensibar ﬁub'jlecl: ‘Welcome to Facebook - get staried now!
ss@gmail.com... . mai.com et View Source | ViewasHTML | Save as a fle
©O=  Android Email 19 kensibar
85@gmail.com.. mail.com f:\c;g;:;m
O  Android Email i 19 kensibar Your account has been created — now it will be easier than ever to
85@gmail.com mail.com ken share and connect with your friends.
- N - Here are three ways for you to get the most out of it:
©==  Android Email @livingsocial.  kensibar r Find Friends
com LivingSocial. mail.com com Find people you know on Facebook using our simple tools.
O Ancroid Email 19 kensibar ggl‘;:gjig[ﬂsrﬁ?g;ﬁe and help your friends recognize you
351 il - l. ken... -
@gmail.com mall.com ken Edit Your Profile
Q= Android Email 19 kensibar Describe personal interests, contact information, and affiliations
85@gmail.com mail.com ken
If you have any questions, reference our New User Guide.
~ O = Android Email update i : T v a :
+zrdphhvggii@fa... - mail.com... mail.com noreply The Facebook TeamSign in to Facebook and start connecting
©== Android Email confim kensibandaperth@g Get Started
+Aa2Vuc2liY'Wsk...  mail.com
O=  Android Email update kensibar T
+zrdphhvggii@fa... mail.com.. mail.com noreply

Didn't sign up for Facebook? Please let us know. This message was
sent to kensibandaperth@amail com at your request.
Facebook, Inc., Attention: Department 415, PO Box 10005, Palo

©O==  Android Email

i 19
85@gmail.com mail.com ken
©==  Android Email

i 19 ke
25@gmail com mail.com ken Sxaminer Note:

Record of e-mail and content recovered from an Android phone
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General information about the suspect's iPhone 5 was recovered and reveals the
IMEI and International Mobile Subscriber Identity (IMSI) numbers and general
information about the phone:

General Information

General information about the device

Model Picture:

Attribute

Device Name
Manufacturer

Model

Device Type

Revision

Maobile 1d (IMEI)
Subscriber Id (IMSI)
Metwork Code (from IMSI)
Device Timezone

SIM Identification (ICCID)
Serial Number

Activation State

Unique Device Id

SIM Status

Baseband Version
Storage Capacity
Storage Available

WiFi Address

Eluetooth Address

Actual Picture:

Set

Ium

Add Examiner Motes
Data
Apple iPhone 5 (A1428)
Apple
iPhone 5
iPhones,2
6.0 (10A405)
013349003285028
505013472951208
Telstra Corporation Lid., Australia (50501)
Australia/Perth
89610194410283000029
F2PJK1ABDTWF
Activated
101ecf71c435e3abaeft02389413d107d3c1cf49
Ready
1.00.16
135GB
13.1GB
04:17:e4:12:71:3e

04:47:ed4:12:71:31

General information obtained from an iPhone 5
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In the following screenshot is a Google Map extraction, showing the specific location
of the mobile phone on 23/12/2012. In this simulation, it was possible to track the
phone at its location in western Australia and then to another destination in Victoria
on the eastern Australian seaboard. These records can be triangulated, with Telco
information being recorded of the location of the device as it passes each cell tower
while it is active. Records of its location when making and receiving calls can also

be obtained:

Importance ‘Re\ma\ﬂ Application Type Longitude Latitude - 3
O Google Maps 115742661 -31.773084 Related Application: Google Maps
Longitude: 115.882169
O Google Maps 115.742766 -31.773059 Latitude: -32.031604
Time: 2311212012 6:19:35 AM UTC (Device)
o Google Maps 115.860213 -31.950249 Storage: Device
Geographic View
o] Google Maps 115.885585 -32.067754 \
N +
o Google Maps 115.751451 31770111 / Perth ™ ’
o Google Maps 115.938856 -31.929297 s \ Kalamung
f Pefth (
o] Google Maps 115.742282 -31.773170 J \ \ |
f (
o Google Maps 115.861341 -31.050524 NR1 \
V. S2 ¥ X
o Google Maps 115.803780 -31.867588 7 f e,
Fremant/e |
= O =  Google Maps 115.888169 -32.031604 I janda
A Aot
o] Google Maps 115.872505 -32.043090 t Y
o Navigon Last GP'S Fix 145.126 37724 - \

Examiner Note:

Recovered map showing the location of the phone

In the following screenshot, a new location has been recorded, showing the position
of the phone approaching a major road intersection:
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& Keith Rd 2, Cypress Rd
B a 0
@ 3 -
2| 5. orrisal Wy,

Recovered map showing location of the phone during transit
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The following table is an extract of chat messages recorded on an iPhone that was
used to rebut an allegation of rape by the spouse. It served as a record of conversation
between the two parties showing a greater degree of friendliness and empathy than
the victim had previously disclosed. The case was dismissed in a lower court:

Message Time Status | Folder Deleted
Always 2011-01-15 Read Inbox Yes
07:52:40
(UTC)
U up for a phone call 2011-01-15 Sent Sentbox | Yes
07:50:46
(UTC)
| home now.l doing ok 2011-01-15 Read Inbox Yes
07:45:10
(UTC)
How far away r u now? 2011-01-15 Sent Sentbox | Yes
07:12:40
(UTC)
Yes but | will be coming straight 2011-01-15 Sent Sentbox | Yes
back 06:13:16
(UTC)
Well do u have 2 go bac 2moro? 2011-01-15 Read Inbox Yes
06:12:07
(UTC)
Don't know probably could do 2011-01-15 Sent Senthox | Yes
with a couple days rest 06:10:50
(UTC)

Chat messages between spouses used as alibi evidence

In the following extract from a civil case over a disputed will, one chat message
between the deceased and her spouse and a number of voicemail notifications
recorded on the Nokia mobile phone were recovered. Regrettably, the phone did
not provide any further information to assist either party to the dispute:

Hey hope racing is going | 19/08/2010

well. Just letting u no 3:27:54 PM Incomi

mindy is fine (+10:00) Deleted | SIM 1 ng

Call "101" you have 1 19/08/2010

new Voice message(s). 5:15:57 PM Incomi
(+09:30) Deleted | SIM 2 ng

Call "101" you have 1 5/08/2010

new Voice message(s). 11:09:25 AM Incomi
(+08:00) Deleted | SIM 3 ng

Call "101" you have 1
new Voice message(s).

30/07/2010
3:13:27 PM Incomi
(+08:00) Deleted | SIM 4 ng

Chat messages and voicemail notifications relating to a civil dispute over the deceased's will
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Mobile devices store information and system and application files on solid-state
drives, which are small, compact, and physically durable. This format is similar to
that of tablet devices and small laptops or netbooks such as Windows Surface Pro,
Apple's MacBook Air and Asus netbooks. This and the security encryption of these
devices is presently making it problematic to image the devices during a bootup
process. A research team associated with me is presently working on a solution and
has had some success in making logical copies of Apple desktops and Window's
Surface Pro laptops using ISeek technology to recover evidence otherwise difficult
to locate and recover.

Mobile phones and tablets are heavily restricted in the amount of data they can store,
on average holding a mere 32 to 64 gigabytes of data. The deletion processes on these
drives use wear leveling to ensure efficient removal of data in order to maximize

the life of the drive. That means that although deleted data may not be evident, it
may persist longer on the device, potentially offering more chance of recovery using
a physical dump of the deleted sectors. Conversely, the wear leveling and delete
feature tends to activate when the phone is switched on and therefore this should be
avoided post seizure. Physical extractions from Android phones and iPhones have
been thwarted by the security of the devices and unwillingness of phone vendors

to assist practitioners in their legitimate endeavors to recover evidence.

Law enforcement agencies process large amounts of telephone intercept data as
well as compiling databases of suspects and organized crime syndicates. Processing
data recovered from a single device can be time-consuming, but processing a larger
number of phones to reconstruct crime events and relationships between suspects
is even more so. Sophisticated forensic tools such as Cellebrite and XRY Micro
Systemation can filter out irrelevant material from these large collections. These and
other tools create relationship diagrams and timelines that assist in reconstructing
criminal activities and speedily identifying groups of critical evidence.
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Modern mobile forensic tools offer a range of labor-saving functions, such as
preparing relationship matrices, reports, data collation reports, and timelines. The
timeline shown in the following screenshot, produced by the NewSecure ViaExtract
forensic tool, assists the practitioner in overviewing the nature of evidence and key
events and filtering data to create meaningful timelines:

wiaExtract

* < Devieeinfo ‘L Timedine X

Artifacts

& Legend

60
50

2010 2011 2012 2013 2014
Year Deselect Al

ol
s
+

LY

Artifact preview

Timeline of key activities recovered from a mobile phone

Some mobile forensics tools, such as MobileEdit, can retrieve mobile backup files
from computers used to synchronize iPhones that have passcode-access security
enabled. The iTunes application installed on a computer is intended to synchronize
music but, by default, the application stores lockdown files of the previously
connected iPhone. This is a handy process to use if the phone passcode is unknown
but the practitioner has access to the computer or Mac that was used to previously
synchronize the specific iPhone. By locating and copying the lockdown.plist file,
it can be used with the forensic tool to access a locked iPhone.

These iTunes folders are typically stored at the following locations:

e  Windows 10: C¢:\ProgramData\Apple\Lockdown
e Mac OS X: /var/db/lockdown

Other tools are capable of recovering user access PIN codes by brute force attacks
and can also identify the screen swipe access path to allow access to a locked phone.
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Managing evidence contamination

Conventional dead imaging of desktop devices is possible but usually impractical
for mobile phones. Removing the internal drive is technically challenging and
increasingly impractical. External devices and SIM cards, however, may be removed
and the contents copied and analyzed with the appropriate tools.

Care should be taken to isolate a mobile phone to prevent it communicating with its
telephone provider and local Wi-Fi and Bluetooth services. Removal of the SIM card
prevents communication with the telephone provider, but if the device is switched
on during recovery, then it is wise to do so in a laboratory insulated from wireless
communications —a Faraday bag or container is another favorite protection option.
Using the device's flight mode will also isolate the phone from interference, but the
practitioner needs to locate this feature speedily to prevent interference.

Mobile phone operating systems can be adversely affected by low battery levels and
extremes of temperature, dust, and humidity. It is not uncommon for a device to fail
or its connection points to corrode or be affected by static electricity charges causing
connection problems.

Mobile phones and certain other handheld devices can be remotely accessed by

their owners to locate a lost or stolen device and also to "kill" the phone by deleting
private information and resetting it to its factory default state or permanently locking
the phone. This may frustrate the thief but it also prevents the practitioner from
recovering evidence.

There are some differences, although these are tending to become more blurred,
between recovering data from desktop and laptop computers and handheld devices,
most notably the following:

¢ The devices are connected to communications networks such as
telecommunication systems and Wi-Fi and Bluetooth connections

* Information stored on the devices can be lost completely as it is susceptible to
being overwritten by new data or remote destruction commands it receives
over wireless networks
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Additionally, to extract information from a mobile device, the device must be
switched on to enable live evidence recovery. This may result in the contamination
or destruction of some data stored on the device. Forensic tools will often place a
small executable file on the device and may also include some alteration to developer
options on Android devices, for example. In the following diagram, the developer
options of an Android phone are being manually changed before pairing with the
forensic software and computer:

RGE T 4l 1059 AM

@ o & =

Connections My device Accounts More

@ security

System manager

B2 Application manager

¥ Default applications

! Battery

= Storage
© Date and time
Developer options

@ About device
o PUE T .4 10:59 AM

< @ Developer options

Desktop backup password

re not currer

Preparing an Android phone for pairing with the forensic tool
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In the following example, the settings of an Android phone have been manually
modified to permit forensic recovery of the phone data:

i

The computer's RSA key
fingerprint is:
C1:0C:45:0C:A2:25:3C:19:EB:51:50:

F5:8B:B3:9A:9F

Always allow this computer

Cancel

An Android phone being paired with the forensic tool

As seen in the following screenshot, the forensic tool is commencing the pairing
process with an iPhone:

Trust This Computer?
Your settings and data will be
accessible from this computer when
connected via USB or Wi-Fi.

Trust Don’t Trust

An iPhone being paired with the forensic tool
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Concealing illegal activities

While law enforcement agencies have successfully prosecuted many criminals using
digital evidence recovered from mobile phones, the trend is now reversing. Mobile
phones are strongly encrypted and some RIM Blackberry and burner phones are so
well protected that it is often not possible to recover any evidence. Some criminals use
multiple SIM cards and/ or prepaid mobile devices that are used for short periods.
This effectively denies practitioners access to any billing or other tracking information
associated with normal usage that is provided by telephone network providers:

A RIM BlackBerry 9320 Curve, typically used for secure covert e-mailing

Extracting mobile data from the cloud

The cloud is also becoming a valuable source of digital evidence from mobile phone
backup storage as well as social media accounts, such as Facebook, Twitter, and Kik.
Cellebrite, for example, provides a forensic process capable of recovering private
user data from these types of sites under appropriate legal sanction. This includes
logging in to these user accounts with user identification and passwords previously
retrieved from other data held by suspects. The process protects the recovered data
from contamination during the recovery process and holds it in a forensic state for
further examination.

Analyzing GPS devices and other handheld
devices

GPS networks are used to navigate and look at various global locations. They form
an essential part of mobile phone features, as described previously, and are now
commonly installed in the dashboard of motor vehicles, replacing the standalone
units attached to windscreens or holders.
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Handheld devices, including satellite phones, tablets, and netbooks, also store a
limited amount of historical information about the locations visited by the device
and timestamps showing that the device was at a specific location. The EXIF data
posted to social media sites can also contain information about approximately
where the photograph was taken. More advanced mobile forensic tools can verify
whether the photograph was taken on the mobile device using what is called camera
ballistics processes. Digital book readers, such as Kindle, are also subject to forensic
examination as they have been found to conceal evidentiary material.

Obtaining data from tablets and other handhelds is relatively straightforward and
similar to computers and mobile phones. They provide useful data for evidence
reconstruction. GPS devices are becoming more problematic to retrieve data from,
particularly those inbuilt in vehicle dashboards. More often than not, the device
provides no more data than the home location and locations keyed in as potential
destinations. They do not generally record the journey and any meaningful
chronology of the journey, but they can add to an investigation by corroborating
mobile phone records and Telco logging.

Case study — mobile phone evidence
in a bomb hoax

This case study further exemplifies how digital evidence should always be
corroborated, verified whenever possible, and certainly never taken at face value.

The defendant in the case was charged with serious offences under
telecommunications legislation relating to sending a text message to the defendant's
father, claiming that a bomb would detonate at the school attended by one of the
defendant's siblings. The threat was reported to the local police, who in turn evacuated
the school as a safety measure. A search of the school confirmed that the threat was
probably a hoax, but it still was a very serious matter. Unfortunately, these hoaxes
are all too common, and, in light of attacks on schools by extortionists, extremists,
and persons with serious mental health issues, are always taken seriously by law
enforcement and affected parties. However, they are so frequent that one can hardly
blame first responders from occasionally adopting a blasé approach in apprehending
the perpetrators of these hoaxes.

Prior to the incident, the defendant had been receiving a number of vexatious and
sinister text messages on their mobile phone. The messages were partly written in
English and partly in another Asian language. They seemed to refer to a former lover
who then resided in another country. They also made derogatory comments about
the defendant's fiancée, who also started receiving similar text messages.

[283]



Examining Browsers, E-mails, Messaging Systems, and Mobile Phones

The defendant, looking more like a victim at this point in time, received a number
of sinister text messages on the mobile phone, and a sample of these is shown in

the following table:
Number Name Message Time
HE1AUNHHHHXNA Wheres xxx 8/06/2012 7:44:12 PM
FY P v Ur not xxx i dont want anything from you 8/06/2012 7:46:22 PM
TR H KK Coz i know xxx,and i know ur not her, dont dupe me 8/06/2012 7:49:36 PM
HELANKRRNKRR lust tell me wheres xxx 8/06/2012 7:53:26 PM
HHL1ANRHKKHAK hi 8/06/2012 8:08:04 PM
H61ARARKXKKX Hello 8/06/2012 8:10:45 PM
+B1ANXXRHNXX Hi 8/06/2012 8:12:26 PM
+O1ARRRAH KK I told uiam zzz,tell me wheres xxx and ill stop 8/06/2012 8:42:11 PM
Holhoonnnx Dnt try to hide xxx from xxx iam gonna kill her, 8/06/2012 8:44:14 PM
614NN KKK Im in the front of ur housewatching over you 12/06/2012 7:07:22 AM
+E1AXKRKXRKK Trying to find me? 12/06/2012 7:14:13 AM
HH1ARXHHHHNX Open the light and u'll c me 12/06/2012 7:16:19 AM
HE1AXKHKXXKK Getting scared? 12/06/2012 7:30:39 AM
FF Knock knock whos there ?its me ur destiny 12/06/2012 7:35:21 AM
HB1AXNHXRKRK Open the door 12/06/2012 7:38:45 AM
HE1AK0O0000 Let me in plz 12/06/2012 7:41:35 AM
+6 1450000 No battery no carhahahah 12/06/2012 10:42:28 AM,
HE1AXXXXKKXX Cant even go to the cops 12/06/2012 10:43:14 AM|
HE1AUNKHNKKX Cant do anything just to stay in the house 12/06/2012 12:09:03 PM
HE1AXKKHXXKK Ugot ur friend huh!!iNl 12/06/2012 10:44:02 AM
H61AUNHHXHXNK | put something in your car.....so use it carefully,bomb 12/06/2012 11:55:41 AM
HE1ARNRHNNKN One and half our to go tictoc tictoc tictoc 12/06/2012 3:11:49 PM
610X 30minutes and i saw zzz walkingwearing voda jacket 12/06/2012 3:57:39 PM
FETARRNNAHKK R u trying to run away from me ?ur dead 12/06/2012 5:28:10 PM
HELARKKANNKK When ru gonna go back to your house,you can runbut  13/06/2012 7:09:02 PM
Fr Y | know where you are now urin ur bf's house 6 brockmil 12/06/2012 9:06:31 PM
TN K U cant run but u can hide from me 13/06/2012 9:11:58 AM
+E1AXXXXXXXX Ur dead to me when i see ypu 13/06/2012 9:12:13 AM
HO1ARXKKKH XK Im not joking i can do it 13/06/2012 9:12:28 AM
HE1A0000000 Ur really dead 13/06/2012 9:12:35 AM
H61AXXRHO00K Im just in front 13/06/2012 9:12:48 AM
+B 100X XX And i can see ur dad 13/06/2012 9:12:53 AM
+E1AORKAXX I can see ur family 13/06/2012 9:21:29 AM
+B1AORKAXX Uleftxxx alone in the house 13/06/2012 9:35:59 AM
HE1ARXKKXHKX Wrong move 13/06/2012 9:36:03 AM
HETAXKKHXXKK Im not gonna leave here 13/06/2012 11:44:32 AM
HELARAKHNKKX Urinay inay 13/06/2012 11:44:43 AM
HET1AX XXX Chicken treat xyz 13/06/2012 5:36:38 PM
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The defendant's and their fiancée's responses to the messages seemed to goad the
caller to make or send more threatening messages, including the following messages
extracted from the fiancée's phone:

From

+614XXXXHHXX
614X XXXHHNX
+614xXXXHHNX
614X XXHHNX
+H1AXXAAXKKK
+E14XXRXHHNX
+E1AXXRXHHNX
14X XXXAHNX
+E1AXXXXHHNX
+B1AXRRARRRK
+614XXXXHHNX
+614XXXXHHNX
+614xXXXHHNX
614X XXXHHNX
+E14XXRXHHNX
14X XRXHHNX
+E14XXXXHHNX
+O1AXXAAKKKK
614X XXXHHNX
+E14XXXXHHNX
+614XXXXHHXX
+614xXXXHHXX
+B1ARXRARKRHK
+614xXXXHHNX
+E14XXRXHHNX
614X XRXHHNX
+E14XXRXAHNX

+E1AXXRXAHNX

To

Message

xxx is hiding to your house u better be
Why did u try to hide xxx? Im just
They left xxx alone in the house

¥ did u set me up to the police ur dead
Wheres xxx now

Wheres xxx now

You wont be able to catch me im just
Ohhhhh cotv cameraim scared

Go run and hide but i can still catch

Im riding on the bus

Hahah didnt catch me mga idiots!1!

¥ theres a police outside

Urall dead to me 111 will see uin the
Ohhh xxx is the only one at home
Check ur house

Nice car zzz

Y rucalling me?

I will see v in church tomorrow

Ur gonna pay for evwrything

| put something under xxx’s bed

Ur dad is keep on watching me on ur
U gave xxx back to me

Oh xxx went back home already i saw
wxx is gonna be alone again :-)

xxx is 50 beautiful whn shes sleeping
Im gonna kidnap her

Where is ur brother going?

Theres a bomb on ur brothers school

Time

12/06/2012 1:15:54 PM UTC (Network
12/06/2012 1:25:36 PM UTC (Network
13/06/2012 1:37:26 AM UTC (Network
14/06/2012 1:13:33 PM UTC (Network
14/06/2012 8:07:55 PM UTC (Network)
14/06/2012 8:07:55 PM UTC (Network)
15/06/2012 10:25:05 AM UTC (Network)
15/06/2012 12:39:08 PM UTC (Network)
15/06/2012 12:46:36 PM UTC (Network)
15/06/2012 12:46:44 PM UTC (Network)
15/06/2012 1:27:40 PM UTC (Network)
15/06/2012 1:40:02 PM UTC {Network)
15/06/2012 9:24:42 PM UTC (Network)
16/06/2012 2:41:04 AM UTC (Network)
16/06/2012 5:17:15 AMUTC (Network)
16/06/2012 9:23:00 AM UTC (Network)
16/06/2012 12:27:58 PM UTC (Network)
16/06/2012 3:33:00 PM UTC {Network)
17/06/2012 12:13:12 AM UTC (Network)
17/06/2012 12:31:39 AM UTC (Network)
17/06/2012 1:14:29 AM UTC (Network)
17/06/2012 12:46:08 PM UTC {Network)
17/06/2012 1:15:38 PM UTC (Metwork)
17/06/2012 3:38:38 PM UTC {Network)
18/06/2012 12:01:08 AM UTC (Network)
18/06/2012 12:28:33 AM UTC (Network)
18/06/2012 12:36:55 AM UTC (Network)
18/06/2012 2:22:12 AM UTC (Network)

)
)
)
)
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Later messages to the fiancée implied a bomb threat and other sinister actions:

From To

+61Mhoxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+61dho0oooo (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)

+61h000uax (2nd phone)

Message

Cant catch me?!

Poor xxx -(

Set

One press and boom
Pretty

Tiktok tiktok on {location)
Dont run! Dont hide i will still catch
Im back again

Idiots

Ucant catch me

¥ da heck u put cameraru trying to

Time

29/06/2012 3:18:40 AM UTC {Netwaork)
29/06/2012 3:19:16 AM UTC {Network)
29/06/2012 3:19:57 AM UTC (Network)
29/06/2012 3:20:13 AM UTC (Network)
29/06/2012 3:20:28 AM UTC {Netwaork)
29/06/2012 3:20:44 AM UTC (Network)
29/06/2012 3:21:03 AM UTC (Network)
5/07/2012 8:05:31 AM UTC (Network)
5/07/2012 8:35:11 AM UTC (Network)
5/07/2012 8:35:28 AM UTC (Network)
5/07/2012 9:49:05 AM UTC (Network)

The tone of these messages became even more bizarre and intimidating;:

+614xxxxxxxx (2nd phone)

+614000000x (2nd phone)

+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)

+614xxnxxxx (2nd phone)
+61400000x (2nd phone)
+61dwonoix (2nd phone)

+614xxxxxxxx (2nd phone)
4614000k (2nd phone)
+614xxnxxxx (2nd phone)
+61400000xx (2nd phone)
+61dwooox (2nd phone)

+61dwonoo (2nd phone)

=A444614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phon Prove it

+614xxxxexx (2nd phon Far out man your terrible
U cant catch me right? BecUse the

+614x000000cx (2nd phon

Poor youll

| got xxx's phone and i put it backin

+614xxxxxxxx (2nd phon Prove it

+614xxxxxxxx (2nd phon No proff
| have prof

Where isit?

Its im my hands

And i can set up one of u again like
+614xxxxxxxx (2nd phon U cant do anything all u dois talk

I will show u

Even you cant do anything right

| know you have so many secrets

+614xxxxxxxx (2nd phon | have nothing to hide, all u do is show
How come that i set up xxx into this

n

Ru scared at me?
Im gonna kidnap her
Ur such adick

Everybody is suffering because of

6/07/2012 3:39:04 AM UTC {Network)
6/07/2012 3:42:55 AM UTC (Device)
6/07/2012 5:12:06 AM UTC (Device)

9/07/2012 4:19:58 AM UTC (Network)
9/07/2012 4:20:46 AM UTC {Device)

9/07/2012 4:49:46 AM UTC {Device)

9/07/2012 4:50:09 AM UTC {Netwark)
9/07/2012 4:50:53 AM UTC {Device)

9/07/2012 4:51:53 AM UTC (Network)
9/07/2012 4:52:29 AM UTC {Network)
9/07/2012 4:54:04 AM UTC {Device)

9/07/2012 4:55:16 AM UTC {Netwaork)
9/07/2012 4:56:21 AM UTC (Netwaork)
9/07/2012 4:57:26 AM UTC (Network)
9/07/2012 4:58:40 AM UTC (Device)

9/07/2012 5:00:09 AM UTC {Network)
9/07/2012 7:47:16 AM UTC (Network)
9/07/2012 7:48:32 AM UTC {Network)
9/07/2012 8:02:27 AM UTC (Netwaork)
9/07/2012 8:20:58 AM UTC (Network)
9/07/2012 8:33:24 AM UTC {Network)
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And they continued in a similar vein:

From

+6140000000 (2nd phone)
+6140000000 (2nd phone)
+614xxxxxxxx (2nd phone)
+614xxxxxxxx (2nd phone)
+61doooooo (2nd phone)
+61do0oooik (2nd phone)

+614xxxxxxxx (2nd phone)
+614000000x (2nd phone)

+6140000000 (2nd phone)
+6140000000 (2nd phone)
+614xxxxxxxx (2nd phone)

+61doooaoo (2nd phone)
+61d00000ix (2nd phone)

+6140000000x (2nd phone)
+61424631297

+614xxxxxxxx (2nd phone)

+614xxxxxxxx (2nd phone)
+61doooox (2nd phone)
+61d00000i (2nd phone)
+61do00aoo (2nd phone)
+6140000000 (2nd phone)

Message

I got evedence that the police is our
I will show all i asked them to doa
So lawyer will be distructed

Do u know huiam?

abcde clue number 1

Kawawa

+614xxx0cxx (2nd phon Y dont phase me

Huh
July 201is xxxs court trial i will be

+614xxxxxxxx (2nd phon Look it up in the dictionary... Simple

Noim good at itits ok idont need to

Time

10/07/2012 4:06:03 AM UTC (MNetwork)
10/07/2012 4:06:41 AM UTC (Network)
10/07/2012 4:06:59 AM UTC (Metwork)
10/07/2012 4:09:37 AM UTC {Network)
10/07/2012 4:10:36 AM UTC (Network)
10/07/2012 4:16:08 AM UTC {Network)
10/07/2012 4:16:27 AM UTC (Device)
10/07/2012 4:17:26 AM UTC (Network)
10/07/2012 4:18:18 AM UTC (Network)
10/07/2012 4:18:33 AM UTC { Device)
10/07/2012 4:19:17 AM UTC (Network)

Ur the reason of everybodys sufferring 10/07/2012 4:20:58 AM UTC (Network)

<Share Audio via GO

+614xxxxxsx (2nd phon Like i said simple things u cant

Like usaid? Ur not human ur just some

+614xxxxxxxx (2nd phon Big words for sum1 who understands

And big word who doesn understand

+614xxxxxxxx (2nd phon Noone is suffering, although id pray

Really? Not if u keep them suffering

Nolloves u anymore

+614xxxxxxx (2nd phon The only one suffering will b u

Im not because the police are on my

+614xxxxxxxx (2nd phon The | ord on ours

Soami

Unot good at all

Bitch

They are suffering because of you

Clue no.2 (phone number)

10/07/2012 4:22:53 AM UTC (Network)
10/07/2012 4:23:01 AM UTC (Device)
10/07/2012 4:24:18 AM UTC (Network)
10/07/2012 4:25:12 AM UTC (Device)
10/07/2012 4:25:57 AM UTC (Metwork)
10/07/2012 4:27:42 AM UTC (Device)
10/07/2012 4:28:56 AM UTC (Network)
10/07/2012 4:29:26 AM UTC Network)
10/07/2012 4:29:38 AM UTC (Device)
10/07/2012 4:30:19 AM UTC Network)
10/07/2012 4:30:55 AM UTC (Device)
10/07/2012 4:31:32 AM UTC (Network)
10/07/2012 4:31:47 AM UTC {Network)
10/07/2012 4:32:11 AM UTC (Network)
10/07/2012 4:33:06 AM UTC (Network)
10/07/2012 4:33:52 AM UTC (Network)

At this point, the defendant made a complaint to the local police about these
messages and an apparent burglary at their parents' family home that the defendant
shared with a younger sibling. The complaint was recorded and the police visited
the home, but they noted that while the defendant's bedroom had been ransacked,
nothing had evidently been stolen.
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The following day, a bomb threat message was received by the defendant's father,
and police took possession of the defendant's father's mobile phone and were later
able to identify the subscriber number of the caller. The telephone provider provided
a log of calls made between the phone and other contacts, which was restricted to
the phones belonging to the defendant, the fiancée, and the father. The phone's IMEI
and SIM card IMSI numbers were identified, and further inquiry confirmed that the
handset belonged to the defendant, although the SIM card was purchased without
identification being provided (not an uncommon occurrence).

A search of the defendant's bedroom (previously burgled) located the handset
underneath the defendant's bed. As it transpired, the handset was an old phone
that the defendant had purchased and later replaced with a newer model.
Consequently, the defendant was questioned and then arrested, and prosecution
action commenced. However, the motivation of the defendant, a respectable office
worker, was not established —unusual, considering the background circumstances.
Moreover, none of the preceding events leading up to the data of the bomb threat
were heeded by the police, and I was engaged to seek the truth of the matter.

A reconstruction of the crime commenced with a comparison of the available
prosecution evidence with the findings of defense investigation. There was no
doubt as to the text message being sent from the seized handset that belonged to
the defendant, but no SIM card was ever recovered. The defendant was linked to
the crime by the handset, the text messages recorded on it, and the corroborating
information provided by the telecommunications provider —strong evidence, but
not necessarily conclusive, for motivation for the crime seemed lacking.

The following concerns were raised to the prosecutor by me through the defense
legal team:

* The discovery facts provided by the prosecution were lacking essential
information for the defense team to make a reasonable examination of
the evidence

* There was no forensic report made of the defendant's new phone or the
fiancée's phone, which contained exculpatory evidence

* Details of the forensic tools and processes used to extract data from the
seized mobile phones were not provided

* Copies of the actual forensic files of the seized phones obtained through
these processes were not shared in full

* Details of any Wi-Fi connectivity recovered from any of the phones were not
checked and provided to the defense team
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* No details were provided of any GPS location data that may have been
recovered from the perpetrator's phone, particularly relevant to the time the
threatening texts were sent at

* No details were provided of the recorded location of the seized mobile phone
to determine its location through connections to telephone towers during the
period from the commencement of the sinister and threatening calls received
by the defendant and other parties

The last point raised was important to answer so as to determine the location of the
person who sent the bomb threat message and compare that with the location of the
defendant's phone, which was active at the same time the bomb threat message was
sent. The defendant claimed to be in a distant suburb at the time of the threat and
had a sound and independent alibi to support the claim. If it could be shown that the
threat had been sent from another location, which seemed plausible, then it could be
inferred that the defendant did not have possession of the phone at the critical time.

Within a day of the prosecution being made aware of these concerns, the charges
against the defendant were unexpectedly withdrawn without reason being provided.
Not wishing to be overly critical of the agency involved in this case, there seemed

to have been some systemic problems not uncommon with the handling of digital
evidence. Certainly, the prosecution investigation was defective, incomplete, and too
narrowly focused on obtaining a quick conviction at a lower court to settle what the
officers may have decided was a routine nuisance call. Sloppy police work contributed
to the low standard of the investigation, resulting in an overreliance on the devices
seized and a failure to note or consider other digital and witness evidence.

It is unclear who the actual culprit was, but the following observations seemed to
suggest it was the defendant's younger sibling, in that:

¢ He had access to the defendant's bedroom and could have removed and later
replaced the incriminating phone under the bed after sending the threat

* He spoke the foreign language fluently and had an intimate knowledge of
the insides of the family home and the movements of family members, as
reflected in the text messages

¢ He suffered some form of mental illness and had a low intellect that seemed
to be reflected in some of the text messages

* He disliked the fiancée and was obsessively possessive about his parents and
the defendant
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In effect, he had the means, motive, and opportunity to implicate the defendant.
Curiously, the defendant appeared reluctant to provide all but the phone evidence
and appeared to be protecting the sibling. That is speculation, but highly plausible,
with some grounds for believing the defendant was hoping the digital evidence
could successfully overturn the case without implicating the sibling.

This was an unusual case, which you may find intriguing, and while it does provide
a sample of a real case, it leads on to the next chapter, which will focus on the
ever-important forensic rule: seek the truth, be led by all the evidence, and do

not let investigator bias hide the truth.

Summary

This chapter provided some of the key processes for locating and recovering digital
evidence relating to records of personal communications, including e-mails and
browsing records stored on computer devices and telephonic communications
stored on mobile phones. It outlined the recovery and searching of Internet browsing
records and other messaging systems, including Skype. It described in more detail
the processes of e-mail analysis and recovery.

Mobile phone forensics was introduced and its importance in forensic examinations
along with the growing challenge of evidence acquisition from personal computing
devices and GPS devices was explained. The case study provided an insight into
some of the key issues with mobile phone evidence. It described the pitfalls of
investigators with a poor understanding of the complexity of mobile phone forensics
and an overreliance on assumptions about the circumstances surrounding the case.

Chapter 9, Validating the Evidence, will reflect on the fundamentals of digital evidence
analysis: a thorough examination of the evidence to test its authenticity, relevance,
and reliability. You will further recognize and appreciate the importance of the
scientific examination of digital devices and evidence to ensure that the best
forensic practice is maintained.

In particular, the next chapter will describe some common pitfalls that diminish the
value of digital forensics through cursory and biased examinations. A case study
will showcase the importance of sound evidence selection and analysis as well as
emphasizing the importance of impartiality in selecting evidence to ensure that the
courts' expectations are met. Validating the evidence to determine its relevance and
authenticity in anticipation of it being tendered in legal proceedings relies on testing
and checking the evidence to ensure it is what it purports to be. This includes a more
structured analysis of the evidence collected, including the development and testing
of hypotheses and counter-arguments in line with forensic standards.

[290]




Validating the Evidence

The absence of a clear model of digital evidence validation is one of a number of
fundamental weaknesses confronting practitioners in the emerging discipline of
digital forensics. "Every case is unique!" is a common cry. Well, yes indeed, but there
are so many characteristics common to most cases, and that common knowledge can
be used better than it is and on a wider scale.

This chapter reflects on the fundamental idea of digital evidence analysis, which
is to ensure that irrespective of the circumstances of a case and any prohibitions
imposed on a practitioner, as thorough as possible an examination of the evidence
is undertaken to test its authenticity, relevance, and reliability.

This chapter describes some common pitfalls that diminish the admissibility of
digital evidence as well as affecting the evidentiary weight or value of evidence that
has been tendered. Validating evidence relies on testing and checking it to ensure it
is what it purports to be. This requires a structured analysis of the evidence collected,
including the development and testing of hypotheses and counterarguments in line
with forensic standards. Practitioners need to justify their selection of the evidence
based on some rational reasoning process that is explainable and free from bias or
unsupported comment.

Presenting complex technical evidence to laypersons during hearings in terms they
understand is the culmination of many forensic examinations and the endeavor and
expertise of the practitioner. Testifying in court requires composure and clarity of
careful preparation, and certainty of the evidence is crucial. This book is not intended
to be a definitive guide for providing expert witnesses with a mass of advice; that

is far too complicated an issue; you are referred to the following repository to find
out more:

http://legal.thomsonreuters.com.au/expert-evidence-individual--
technical-chapters/productdetail/118878.
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Validating the Evidence

The case study at the end of the chapter will showcase the importance of sound
evidence selection and analysis. It will emphasize the importance of impartiality in
selecting evidence to ensure that the courts' expectations are met.

The chapter outlines the difficulty in validating digital evidence and offers some
solutions to address the problem. It will describe and discuss the following:

* The nature and problem of unsound digital evidence

* The importance of impartiality and objectivity in selecting digital evidence to
meet legal expectations

* The structured analysis of the evidence collected, including the development

and testing of hypotheses and counter-arguments in line with forensic
standards

* Formalizing the validation process and solutions for best practice
* The presentation of digital evidence
* Ethical issues confronting digital forensics practitioners

* A case study describing the problem and offering tips for the forensic
practitioner

The nature and problem of unsound
digital evidence

Evidence tendered in legal hearings must meet the expectations of the court. The
validity of digital evidence must be tested to determine its admissibility in legal cases
in the same way as other established forms of evidence are verified.

As outlined in Chapter 3, The Nature and Special Properties of Digital Evidence, for
evidence to be admissible in a hearing, it must meet three conditions: that it was
obtained lawfully, is relevant to the case, and has not been contaminated.

It must generally be demonstrated that it has not been altered or damaged in any

way prior to, during, or after its acquisition and that adequate or sufficient evidence
was collected to support a case. If it passes these conditions, it may be argued that the
evidence has been validated or at least tested and the likelihood of its validity has been
determined. If it is valid, then it may be tendered and judged on its evidentiary merit.
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There really is no universally well-established or standard process to guide digital
forensic practitioners in the validation of digital evidence artifacts to ensure their
admissibility in legal proceedings. However, there is a pressing need for a more
scientific measurement of digital evidence validity, as distinct from practitioners'
or lawyers' intuition, which may be insightful in simple "yes" and "no" instances of
evidence analysis.

It is evident from more intricate or convoluted instances that digital evidence can
be misleading because of its special properties. Most importantly, file locations,
timestamps, and other metadata containing file antecedents and file data require
close scrutiny to ensure that its properties may be fully identified and explained.
This becomes more challenging to analyze when correlating file events introduces a
degree of uncertainty that must be measured in some way to determine the validity
of the exhibit.

To illustrate the problem with what appears at first inspection to be a simple

matter, consider the location of an incriminating e-mail found in the Sent Mail box
of a computer. The computer owner becomes the primary suspect in a suspect-

led examination (all too common), since there is a typically implied presumption

of guilt because the computer owner is the one most likely responsible for its
creation and dispatch. In an evidence-led examination, the evidence is examined
objectively without bias and faulty intuition, and an attempt is made to determine its
antecedents and links to possible transgressors. Knowing the full processes involved
in this alternative type of examination, the courts would prefer such an objective
process to mere intuition.

In this example, the simple statement that the e-mail file was in the outbox suggests
that it was sent by some user of the computer —well, it was or it wasn't. But in reality,
checking its antecedents raises a range of questions, including determining whether
there was a "hack", whether it was sent from another computer and synchronized

to the suspect's computer, whether the timestamps were anomalous, or whether the
message has been manipulated. If the response to each of these questions is a yes

or no or even uncertain, it is possible, with careful attention to detail, to make some
sense of what happened, but that still requires a measure of likelihood because of the
result. If the answers to some or all questions are uncertain, that increases doubt as
to the reasonableness of the evidence; consequently, some testing, checking, and, if
possible, corroboration of the evidence, is necessary to determine the truth.
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Explaining such complexity in terms understandable to the layperson requires clear
understanding of the technicalities as well as sound communication skills. This is
described in more detail later in the chapter. The literature shows that the difficulties
hampering practitioners in effectively validating evidentiary admissibility may be
attributed to:

* Challenges explaining the technical complexity of digital evidence to courts
* The immaturity of the forensic subdiscipline
* The ineffective security integrity of computers and networks

¢ Evidence contamination

Challenges explaining the complexity of
digital evidence

It is widely accepted, and certainly borne out by my own research and liaisons
with various legal teams, that the legal fraternity and clients really do not always
have a clear understanding of computer systems and are often in the dark as to the
validity and significance of the digital evidence presented to them. Although it has
much in common with other forms of indirect evidence, such as paper documents,
the inherent technical complexity of its properties challenges forensic practitioners
attempting to present and explain digital evidence in many legal settings. The
increasing reliance on digital evidence is likely to increase legal challenges to its
admissibility and, ultimately, its evidentiary weight.

The use of diagrams, Toulmin charts (described in the Presentation of digital evidence
section of this chapter), and other visual aids goes further than a detailed report,
which many find confusing; visuals can break through communication barriers.

The immaturity of the forensic subdiscipline

Observers have suggested an imprudent wish by many practitioners to adopt
scientific processes and tools too rapidly in digital forensic examinations, together
with an undesirable perception that the proper review and validation of methods
and processes is not necessary. Such review and testing is often fully and even
partially bypassed. Concern about this poor practice is shared by me. It seems that
this misperception creates situations where evidence produced by new processes is
challenged because the process or new forensic tool used in its recovery and analysis
has not been validated to determine its fitness for use in forensic examinations. That
does not mean the evidence recovered is invalid but that the processes and tools
make it less reliable if they have not been tested and independently and scientifically
evaluated.
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This is a worldwide problem, with cases relying on information and testimony based
on faulty forensic science analyses, which is believed to have contributed to wrongful
convictions of innocent persons. The absence of standard protocols governing
forensic practice in a given discipline and uncertainty about the validity of many
forensic processes and practices is surprisingly not uncommon.

Evidence that is denied admission in court proceedings because of unsound
evidence-collection, processing, and preservation processes is evidence of wasted
effort. For some time, there has been a perception among informed observers and
practitioners that while the discipline has grown, it has not matured. The lack of
substantial and significant research into the discipline has failed to identify broad
scientific standards. Moreover, there is no clearly established science to underpin
and support the use of digital evidence. Fingerprint analysis used for suspect
identification has long been an established discipline; however, it has recently come
under scrutiny for lacking any robust scientific groundwork.

The immaturity of digital forensics has brought into question its justification as a
scientific discipline because of a lack of standardization and consistency within legal
jurisdictions and criminal and civil investigation environments.

The ineffective security integrity of computers
and networks

Courts have trouble evaluating evidence because it is sometimes difficult for
practitioners to provide them with assurances about the integrity and reliability of
the computing and network systems where the evidence is stored. It is common
when tendering digital evidence that the custodian of the records, or other qualified
witness, proves that the records were trustworthy.

Evidence corroboration of the soundness of the computer device and those managing
computer networks is assumed by the courts, which also expect assurances attesting
the security and integrity of computer and network systems that are known to be
vulnerable to a range of threats.
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Evidence contamination

Not only must the evidence be lawfully acquired, the courts now recognize the
increased risk of evidence tampering and authentication problems with digital
evidence. The relative ease with which DNA evidence can be falsified and created,
thus creating great uncertainty about its soundness, has been well demonstrated in
recent years. It has recently been clearly demonstrated that digital evidence may be
modified without leaving any obvious trace of the commission of a transgression,
and although the previous existence of evidence may be speculated, if it did exist,
it is irretrievable.

The use of valid forensic tools minimizes the risk of evidence contamination during
the recovery of data from digital devices, which assists the courts in determining the
reliability of the recovered data. However, when applying standard tests, such as
those in the United States, to cases involving digital forensic tools and processes, the
status of digital forensics as a scientific discipline causes some disputes over the lack
of broadly accepted standards and processes. The preservation of digital evidence
has been described in some detail in earlier chapters, and its importance cannot be
overemphasized.

Impartiality in selecting evidence

The recovery and forensic analysis of digital evidence and its ultimate presentation
in court is no different than that of other forensic exhibits. It requires the best forensic
standards and expects practitioners to possess special skills, notably:

* The ability to undertake impartial, unbiased, and through examinations
of the evidence

* Possessing and adhering to a strong ethical code

* A modicum of sound forensic examination experience

* Having access to other practitioners to cross-pollinate

* Being widely read on digital forensic practices and case studies

* Having access to the best forensic tools and possessing a high level of
competence in their use and deployment

* Possessing sufficient understanding of relevant legislation

* Recognizing the limitations of their competence and signaling the need
for specialist support
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* The ability to understand client needs and define the nature of the
examination at an early stage and, if necessary, on an ongoing basis

* Being a sound communicator, with the ability to explain findings to the legal
team and, ultimately, the courts

* Being able to satisfy the court that evidence has been checked and tested to
determine its validity

All of these attributes are expected of forensic practitioners and, most importantly,
they must show that there was no bias in their case examinations. Those practitioners
who are basically dirty witnesses throw away their impartiality and get a reputation
for serving their clients or organizations, and are certainly in no way servants of

the court. Others tend to select evidence that fits a subjective view, often termed
examiner bias.

Indolence and banality can dominate practitioners' behaviors, especially if they
feel their opinion will not be challenged, as well as them developing a sense of
superiority. It happens and is a pitfall the conscientious must avoid. These ethical
issues are discussed later in more detail in the Ethical issues confronting digital
forensics practitioners section.

From my forensic experience working on criminal and civil cases, it is abundantly
clear that looking for evidence sitting in even smaller-sized datasets requires patience,
concentration, and a dedication to doing a good job for the client. The discipline

may sound glamorous, and the odd cameo court appearance where the evidence is
presented and argued can be a rewarding experience, but sometimes it is harrowing
and intimidating. That being said, the presentation of the evidence, irrespective of its
value, must be based on a sound professional examination and analysis.

In an ideal world, where time and resources are not restricted, the practitioner can
devote time and thought to completing a thorough, unhurried analysis. However,

if the client is on a low budget, there may be limited time available to complete a
thorough examination. Impending trial dates and other tight schedules often limit
the amount of time available to the practitioner. Added to this crippling lack of time
to ensure thoroughness of examinations, other factors, such as unreasonably heavy
workloads or the unpleasantness of the case topic, such as sexual indecency and
violence, sometimes results in practitioners being stressed and disillusioned —not
really a situation conducive to maintaining effective forensic output.
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Meaning is only clear in context

Patterns of information combine to provide substance, and just like a puzzle, pieces
are put together to get a picture. However, such evidential artifacts may be easily
misinterpreted, and are sometimes misleading or patently false.

Missed evidence or information not recognized as relevant to the investigation
can have catastrophic consequences, and there are common problems caused by
a failure to:

* Identify evidence as present

* Collect evidence while it is fresh

* Identify relevant materials for a warrant

* Properly label and record exhibits
Conversely, the practitioner might:

* Identify things as evidence that are not actually evidence
* Collect things that are not allowed by the warrant
* Mislabel exhibits

* Create forgeries

Faulty case management and evidence
validation

Since 2008, I have provided expert analysis of digital evidence to defense criminal
lawyers in Australia. This involved the reexamination and validation of digital
evidence presented in state and federal law enforcement cases. A number of
defendants were able to sway the jury and were consequently acquitted. While

the deliberations of the jury are strictly confidential, it was thought that the
reexamination and testing of the digital evidence, which provided additional
explanation and a contrary view of the evidence, and providing all the evidence with
greater clarity may have helped the jurors reach fairer or better-informed decisions.

What is evident to me, and my fellow workers in the field, are two related problems:

* Faulty case management through inadequate analysis and presentation of
digital evidence

* Incomplete and incorrect validation of digital evidence
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In practice, inadequate analysis is often due to a range of factors, such as caseload or
practitioner inexperience. However, sometimes it is due to evidence relevant to the
case being ignored or not identified. This evidence may be of an exculpatory form, in
that it may exonerate the suspect or implicate another suspect. The preponderance of
some practitioners to cherry-pick the lowest-hanging fruit when selecting evidence
and a lack of analysis of the evidence to ensure it is what it purports to be continues
to be a problem. It shows a need for more accountability by practitioners, who are in
fact servants of the court.

The real danger when examining evidence, irrespective of its form, is that it can

be seductive and can offer what the finder wishes to perceive. What might at first
glance appear obvious may be deceptive. The practitioner must stick to the evidence
and not become preoccupied with whether it will prove guilt or innocence based

on personal feelings. Unsuccessful prosecutions based on what has been exposed as
biased and faulty interpretation of digital evidence are not that uncommon. This is
unhelpful, as it can aggravate cases where the evidence, if successfully challenged,
does not result in the conviction of a guilty person. Conversely, biased evidence can
result in the conviction of innocents.

Practitioners must expect their presentations and expert opinions to be challenged
and repudiated, because the pillar of law in many jurisdictions is that the defendant
is innocent until proved guilty of the offence or transgression. There are some
exceptions, such as in drug trafficking and possession cases, where there is a reversal
of this fundamental protection. In those cases, the onus is on the accused to explain
away the evidence and prove their innocence.

"The defendant is presumed innocent" seems to be a hackneyed expression and a
misunderstood term. That the police would not have charged the defendant if there
were not a modicum of proof of guilt is another dangerous fallacy. A prima facie
case does not presume guilt nor is it the inevitable outcome. It is for the prosecution
to establish as compelling a case as possible for the judge or jury to deliberate upon.
The defendant does not have to prove innocence; the prosecutor has to establish
whether there is a nexus between the events in question and the defendant. In effect,
they have to prove that the accused is not innocent.

In terms of cases relying on digital evidence, it is often the case that the evidence,
which may well be true, can be easily repudiated. Some validation process is
required to determine, among other factors, whether the evidence is accurate, factual,
relevant (and consistently relevant), applies to the time of the transgression, and is
the complete truth. Other synonyms could be added here, but the gist is that some
formal process is needed to assist practitioners to define the validity of the evidence
that they present. This is discussed in the following section.
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The structured and balanced analysis of
digital evidence

Clearly, it is hoped that you, having read through previous chapters, would realize
that intuition is not enough and does not impress the court—solid facts are needed
and should be supported with logical analysis. Attempts must be made to locate all
evidence and intuition alone may not be sufficient for an inexperienced practitioner
to locate hidden and hard-to-find evidence. The incomplete identification of all
evidence that should be located can thwart an examination of crucial facts. This may
be due to the incompetence or inexperience of a practitioner or because of the lack of
time and available resources.

Not validating the evidence can destroy a case if it is later challenged successfully.

I am especially critical of practitioners who miss exculpatory evidence in their
pursuit of placing their prime suspect in the "frame". Linking the suspect to
incriminating events, assuming the events are really incriminating, is the first hurdle
in any examination, and this requires hypothesis testing. Even if the events are
incriminating, the relationship between them and the suspect must be also tested.

Developing hypotheses

An internal investigation by a company's systems administrator, for example,

will result in a less formal report to management and often leads to evidence
contamination. This common phenomenon, which plagues forensic examinations,
is highlighted in the case study at the end of the chapter. The task of developing a
hypothesis or a line of argument about what may have occurred on the device or
network is usually presented to persons other than the practitioners, investigators,
and legal team.

The results of forensic examination may be presented in a criminal or civil court,
before some legal hearing, or, in the case of an internal disciplinary matter, before

a management team. The team leading the action will put forward an ultimate
hypothesis supported by hypotheses of various evidence artifacts and arguments.
Prior to the hearing, the practitioner may well need to test each hypothesis of the
digital evidence that may reject the hypothesis or require corroboration to support it.
A true professional will look for an alternative hypothesis or counter-hypothesis to
test which is more likely.
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More exacting means of measuring and standardizing the evidence may help
practitioners, investigators, and jurors decide on the validity of the evidence. For
the practitioner, it is essential to always remain objective. Once digital evidence is
admitted as evidence, common sense seems to fly out the window.

Developing standard operating procedures for certain types of cases will limit the
potential for human error and is often most useful as a general process. There is, of
course, a need to develop a set of required actions for various types of cases. It is
important that the evidence stand out on its own and point to the truth. Practitioners
should avoid selecting which action to undertake as the examination progresses, as

it may be considered contentious, not evidence-led, far too subjective, and guilt-seeking.
It can also miss leads and misinterpret other facts rather than being built on a solid
framework.

Modeling arguments

An important question for the practitioner to try to answer is what properties are
necessary and/ or sufficient for evidence to be viable in a specific investigative
content. This will depend to some extent on the following factors:

* The integrity of the data or assuring that the evidence is not modified,
intentionally or accidentally, is a primary concern
* The ability to authenticate information must be present

* Being able to reproduce the processes used to gather and examine evidence is
yet another consideration

* Itis essential to know that the seizure of the evidence does not substantively
change the state of either the evidence or system from which it was taken.

* It may also be important to demonstrate that only the information relevant
to the investigation was accessed

The Toulmin model of argumentation

I am an advocate of the Toulmin model of argumentation and have found it useful in
explaining in diagrammatic form the arguments about digital evidence at different
levels of a case to legal teams.
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Toulmin's theory defines six aspects of argument common to any type of argument,
as described and illustrated in the following figure, which shows a line of argument
that the suspect knowingly had offensive images on his computer (the backing for
the argument), which is refuted by the unreliability of the data and file timestamps
(reservation about the validity of the argument):

Data
IThe subject was in

Claim
The subject is guilty of

possession of offensive -
A X Since
images of his computer

Warrant
A person possessing
offensive images will
generally have knowledge
and control of them

On account of

Backing

taken while the victim was underage,

before the victim came of age

p Sopresumably criminal intent of possessing

offensive images

Qualifier
Unless

Reservation
1. The photograph timestamps were
unreliable
2. The computer file and folder metadata
were unreliable

1. Admitted taking photographs of the victim
2. The photograph timestamps show they were

3, Storing the photograps in folders with timestamps

Toulmin diagram showing the ease of explaining the validity of the evidence

An interesting site that provides background and examples of the argument model
is located at http://changingminds.org/disciplines/argument /making

argument/toulmin.htm.

The diagram is a simple representation of the evidence and has been used by
me to show the ultimate hypothesis, and then each group of evidence can be
deconstructed in separate diagrams to show the likelihood of the claim and
reservation (or counterargument). It requires the practitioner to show, in visual
form, the key issues and counter-issues the layman can comprehend.
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Formalizing the validation of digital
evidence

The term "validation" in terms of digital evidence is poorly defined. I proffer the
following definition of validation:

"The validation of digital evidence is a process of ensuring that the digital evidence
presented in court cases is legally admissible in that it can be shown to have been
lawfully obtained, is untainted, relevant, and, because of its circumstantial nature,
corroborated; and that its probative value outweighs its prejudicial effect."

There are no current processes to guide digital forensic practitioners in the validation
of digital evidence artifacts to ensure their admissibility in legal proceedings. My
ongoing research and development of an enhanced validation model for digital
forensic examinations is intended to enable forensic practitioners to input data in the
form of questions about evidence artifacts and, through the calculations embedded
in the model, yield a diagnosis of the validity of evidentiary admissibility. Embodied
in the model is a software application incorporating a Bayesian network reasoning
process and a data repository based on a range of case studies and circumstances
encountered in digital forensic examinations.

The perceived benefits of a formalized

validation process

Implicit in the prototype model is its capability to quantify the process of digital
validation and provide practitioners with measurements to diagnose evidentiary
validation in a simple and understandable format. Specifically, the model

design must:

* Ensure that the conditions of validation applicable to each forensic
examination have been satisfied in terms of the thoroughness of checking
and testing of the validity of each evidence artifact

* Provide dependable measurements of the validity of exhibits to determine
whether each meets the conditions of evidence admissibility

The prototype model presented here is intended to assist forensic practitioners
by providing them with a greater understanding and clarity of their own forensic
tools, processes, and practices as they relate to the validation of digital evidence.
Specifically, the objectives are:

* Developing a formal process for the validation of digital evidence
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* Implementing this process in a practical model that is usable by practitioners

* Providing meaningful and understandable prognoses of the evidence helpful
to practitioners and, ultimately, the law courts

* Minimizing errors and the misinterpretation of evidence during the
validation process

* Providing a thorough validation-checking regime

* Reducing the frequency of lengthy and costly legal challenges by producing
more reliable analysis of the evidence and the wherewithal to verify analyses
through scientific processes

The design-based model is seen to be of benefit to courts and legal practitioners by
providing more reliable, scientific evidence analysis.

Rationale for selection

The Bayesian network model was selected for experimentation from a range of
reasoning models. Bayesian reasoning has been used as a formal reasoning process
to assist forensic experts in understanding and explaining the nature of complex
evidence during legal cases. It is helpful when interpreting evidence where
uncertainty exists about the reliability of the evidence. The Bayesian model is
normative for the ideal court evaluating a new item of evidence and was adopted
to separate information and opinion more clearly than has been done previously.

Legal advocates and judges prefer to rely on abductive reasoning to develop and
evaluate plausible hypotheses based on supporting facts. Nevertheless, the benefits
of using Bayesian probability theory by forensic practitioners as part of an evidence
validation process, as distinct from the courts, has some merit.

Researchers have stressed the appropriateness and importance of distinguishing
scientific knowledge from judicial judgment, as the former can be made using
Bayesian probability theory. Litigators and judges have tended to avoid statistics
based on probability reasoning to interpret the plausibility of evidence, yet is there
is not a need for legal practitioners to understand the fundamentals of probabilistic
reasoning? Using such processes to enhance the decision makers' understanding of
what the evidence most likely suggests may be beneficial in the digital environment.
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My research has shown that such a model offers practitioners a useful validation
process that would:

* Navigate in a structured way through groups of evidence to identify exhibits
requiring validation

* Test and check those exhibits to measure their validity as evidence
* Provide an understandable explanation on how measurements are calculated
* Provide meaningful measurements of validity

* Serve as a training tool for novice practitioners

The likelihood of the soundness of evidence helps the forensic expert provide an
assessment of the objective probative value of their evidence. From this, the jury or
adjudicator can decide on the probability of guilt or innocence of the accused. Bayes'
theorem is based on probability or the likelihood of something happening or being
true. It can be expressed in terms of odds, such as predicting the likelihood of India
beating Pakistan in a Test match. These odds are not a random guess or inspired
guesswork based on threads of evidence, such as abductive reasoning, but based

on known and likely outcomes that can often result in a far more reliable prediction
than human guesswork.

The evidentiary weight of an exhibit expressed as a likelihood ratio in a legal case
seeking to prove guilt can be expressed as:

The probability of finding the evidence given that the defendant is guilty

The probability of finding that same evidence given that the defendant is innocent

When that likelihood ratio is combined with the strength of the other evidence
known to the decision maker (the prior odds), then the decision maker is armed
with posterior odds. Bayesian logic can be used to measure likelihood ratios of
admissibility in a similar way, as follows:

The probability of finding that the evidence is admissible

The probability of finding that evidence is inadmissible

In Bayesian reasoning, every hypothesis under consideration must have some
probability of being true. If that hypothesis based on the attached evidence is true,
then there is a particular probability that the item of evidence will be observed; by
contrast, if that hypothesis is false, then there is another, different, probability that
this item of evidence will be observed.
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The conceptual framework of the model

My research posits that the validity of each evidence object must be checked before
it can be considered admissible. In other words, validation of the evidence in
support of a claim about a certain state of affairs is essential. These conditions of the
admissibility of digital evidence (and circumstantial evidence in general) may be
defined as its legal admissibility, plus its state of being untainted, its relevance to the
issues at hand, and, ideally, whether it is corroborated. The conceptual framework
describing these four conditions of evidence and the relationship between evidence
and claim are set out in the following diagram:

i : \\.
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5 /
\ J
i ™ A variable of
( ADMISSIBLE-UNWANTED =l 5y
B / — .
k = A variable of ____
2 . EVIDENCE — supports the — CLAIM

7 ™ A variable of
{ 1 . \ P o
| ADMISSIBLE-RELEVANT
\ -

A vanable of

,./"

o g

P -
{
| CORROBORATED
9 F

The conceptual framework of the model

Therefore, for the purpose of the model, all conditions of admissibility must be
tulfilled, namely, if the evidence is legally admissible, untainted, and relevant,
then the evidence may be admitted and, if appropriate, the evidence should be
independently corroborated. In the following diagram, the highlighted conditions
of admissibility and their interdependence are shown:

The evidence is AND IF
relevant. APPROPRIATE

The evidence is
untainted.

The evidence is
legally admissible. AND AND

The evidence is
corroborated.

Conditions of admissibility schema
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The prototype model is based on a substructure of the conditions of evidentiary
admissibility requiring validation. Proposed subsets of each condition have been
included to outline the model structure, as shown here:

| AND IF

The evidence is
legally admissible

of the Evidence with respect to the claim) |

The evidence is
untained

| APPROPRIATE

The evidence is
relevant

The evidence is
corraborated

E— Sound forensic process The evidence is untained |
Obtained under cour The forensic tools are was used in the recovery by human or maching Application events Anomalous events
order reliable and preservation of the activity are relevant are corroborated
| evidence
" Forens |
Was acquired under acc;';;clf:‘:m Not tainted No malware tainting File content is Anomalous files are
relevant legislation f I comoborated
L jurisdiction after seizure evident relevant
||ﬁ;?fr2.el edme Write-Tocking ic-protection Mo system error File location supports 'T:er‘:‘: u:e s
e y by effective was affective tainting evident events a0 Lige L
owner corroborated
Relably images Physical protection No application error File timestamps
evidence was effective tainting evident support events
Loss of integrity to Exculpatory evidence |
The chain of custod =
Uit mlmbl: hardware or software does not affect
{ not evident relevance

Data recovery is
complete and does

not affect relevance

The lnk between
user and events is
unequivocal and does|

not affect relevance

The structure of the conditions of evidentiary admissibility requiring validation

[307]




Validating the Evidence

The validation process

The input of evidence exhibits requiring validation is processed by the model
based on a response to a set of relevant, predetermined questions, represented

as el, e2, and so on, stored in the statistical database, as shown in the following
diagram. Evidence input is a formal way of selecting evidence and preparing it

for interrogation built on preset tests and checks. The interrogation input requires
comparison with the statistical database of predetermined events and thresholds to
measure evidentiary admissibility:

True H 1 Explanation
0 ch:r | Measure of | of the
A f’c ! likelihood ! reasoning
/ @ H | process
Vi Unclear !
_'/ S
Bayesian probability ;/
\.aludatmn maodel output
EVIDENCE - /
/ [ prms=esesssepeeseseeea--
e o \ / i H i
e, e —in \“"\ -~ L H 1 Explanation
2 put___ ~_ ) / or i |
e. 0. Fals ! Measure of | of the
__, o l— output — z ralse 1 likelihood | reasoning
L \\ o f | process
CLAIM _,_.F-'nm't \“\ Unclear [
0, — gl /
O.’
0 ou tput
\ I T
\‘\ L} ]
! Trc:e i ! Explanation
l\ /J \4 0. False ! Measure of | of the
— cbr | likelinood | reasoning
Statistical Unclear ' | process
\_ database / R O R

The Enhanced Validation Model for Digital Forensic Examinations

Through calculation completed by the embedded Bayesian network reasoning
software application that harnesses the statistical database, the model produces an
output statement stating the validity of the evidence artifact. The statistical database
consists of a broad collection of information questions relating to the relevance of

the evidence objects being examined. The questions require empirical proof to show
that they and the range of associated answers were appropriate for inclusion in the
statistical database. A wide range of digital evidence artifacts may be validated on the
basis of whether they meet specific conditions of admissibility requiring a simple Yes,
No, Unsure, Discounted or Cannot Be Determined output statement or response.
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The output includes an explanation of the reasoning process in terms understandable
by practitioners as well as comments on suggested further investigation processes
required if the provided measurement results in a negative prognosis.

Applying Bayesian reasoning to the analysis
of validation

The real value of the model presented is to assist the validating of evidence where
there exists a degree of uncertainty. The first condition of the model — the legal
admissibility of the evidence —is a reasonably straightforward component, unlike
the other conditions that often appear complex with no hard-and-fast outcome
statement. This relatively uncomplicated condition is described in the following
subsection.

The comparative simplicity of the analysis of legal
admissibility

In many instances, the validity of evidence is clearly substantiated and unchallenged.
The lawful admissibility of evidence requires that some legal process be followed

to permit the seizure and examination of exhibits or that the lawful owner grant
permission for its acquisition. Except in exceptional conditions, it must normally be
confirmed that evidence was acquired lawfully for it to be tendered during a trial.
The legitimacy of the circumstances of the seizure of an exhibit, such as a mobile
phone under a search warrant, may seem straightforward, provided there are no
special conditions that require closer compliance with the order.

In e-discovery, the search order may specify that only certain data may be collected
in order to protect the privacy of the custodians and user(s) of the data. Any evidence
collected outside the terms of the order may be expected to attract a legal challenge.
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These circumstances of lawful authority can be examined through a simple decision
tree process and flowcharts and often result in providing practitioners and legal
representatives with a positive or negative outcome. The process of checking the
legitimacy of evidence collected pursuant to a search warrant is set out in the
flowchart shown in the following diagram. The process requires that all checks are
met; otherwise, the information gathered may not be admissible. The practitioner
must look to other forms of seizure under the legislation and owner's permissions
and apply similar checks:

Check if a court order
was issued

_—Was the evidencé
acquired under court
order?

TESTING THE ADMISSIBILITY OF EVIDENCE IN
TERMS OF IT LAWFUL ACQUISITION UNDER
SEARCH WARRANT

Mo If ALL of the conditions are met-the acquisition are lawful and the
evidence is admissible.
es
N Otherwise there is a need to determine whether the evidence was lawfully
Che;:k loomlpllance obtained under legislative power or with the owner's explicit permission.
o location

If those tests fail the evidence is inadmissible.

\\
Was the location correcl?\>\N
o
The evidence is
Yes INADMISSIBLE
¥
Check if the time
frame was correct
No
-
Was the time frame No Check other Do other conditions
correct? conditions confirm admissibility?
/ r Yy
Yes Yes
Check whether the
correct exhibits
were acquired
Mo
Were the correct ./
exhibits acquired? /
-

Yes
¥

Check relevance
of exhibits to court
order

Was the court order
relevant?
T

Flowchart to test conditions of the lawful acquisition of evidence
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A sophisticated software process is not required in these instances, but examining
other conditions of admissibility may require some structured guidance. This is
especially so when determining the relevance of file-based events located on a
computing device, as explained in the example in the next subsection.

More complex components requiring scientific
measurement

The relationship between files and operating and application systems involves
complex dynamics and requires close scrutiny. The need for a more scientific
measurement of digital evidence validity, as distinct from practitioners' or lawyers
intuition, is evident in more intricate or convoluted instances, when the nature of
digital evidence can be misleading because of its properties.

Such properties include the examination of the file location; timestamps; creation,
transfer, and storage antecedents; and other software and user-generated events
that help reconstruct device or system usage. This becomes even more challenging
to analyze when correlating file events (or their absence) and introduces a degree
of uncertainty that must be measured in some way to determine the validity of
the exhibit.

The assessments of evidential value that may be applied to untangling these
complexities, if based on intuition and experience alone, may not be right. There may
be a tendency for subjective and expedient treatment of the basic facts. Interpretations
about relevance will also vary among practitioners with little or no thought to testing
their hypotheses. There is certainly no central repository for practitioners to consult
outside of their own organizations or teams, so a tendency for defensive egocentricity
amongst some practitioners exists —hardly an ideal scientific setting, but there may be
security reasons for not sharing such case details.

It has been demonstrated, for example, that web-based e-mail messages can be
relatively easily falsified and supplanted, and with some basic knowledge, evidence
of such intervention is easily obfuscated.

If, to highlight the model, we break down one of the conditions of admissibility, such
as the relevance of the evidence, shown in the following diagram, there are seven
identified subconditions that must be checked for relevance. If we take, for example,
the subcondition 7, the link between user and events is unequivocal and does not
affect relevance.
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There are a number of possible remote-access instances that should prompt the
practitioner to verify whether the statement holds good. Checking for the likelihood
of linkage between a suspected user and key events may require checking to
determine whether other users had access to the computer through physical access,
remote access through hacking, and other remote access through the presence of
software applications such as TightVNC:

The evidence (g) is
relevant (r)

All software application files that form part of the chain of evidence
are relevant (r,).

Application events
are relevant (r,) AND

All content of files that form part of the chain of evidence
File content is are relevant (r,).
relevant (r.,)

AND
File location supports All files locations that form part of the chain of evidence
events (r,) are relevant (r,).
AND

File timestamps

support events (r.) All files timestamps that form part of the chain of evidence

are relevant (r,).

Exculpatory evidence AND
does not affect
relevance (r;) All exculpatory evidence files that form part of the chain of evidence,

do not affect the relevance of the primary evidence (r,).

Data recovery is

complete and does AND
not affect relevance
(ry) All recovered data that form part of the chain of evidence do not

affect the relevance of the primary evidence (r,).

The link between
user and events is AND
unequivocal and does
not affect relevance

) The link between user and events is unequivocal and does not

affect the relevance of files that form part of the chain of evidence (r,).

Conditions of admissibility - relevance
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These instances of possible remote access have the potential to show that a sole user
did not have exclusive access to the computer, requiring more certainty to establish
a link between a specific user and evidence of the transgression. In practice, the
practitioner, as part of the case examination, should check all of these potential
links. To illustrate the process, the following demonstration is set out using the
hypothetical instance of measuring the likelihood of a remote-access exploit
through the presence of software applications.

The flowchart is shown in the following diagram, which shows the process required
to check applications and files to determine whether other user access occurred at
times relevant to the transgression. The various outcomes of the checking process
assist the practitioner in determining whether the evidence is admissible, because it
is more likely than not that remote access did not occur. The results of the checking
can also show that the evidence is less likely to implicate the computer owner as
other user access is implied through remote access. The process may also show that
the likelihood of other user access is uncertain or may not be possible to determine.

N
Start )
y Checking whether:

1.The application and system logs
show the application was used at

the time(s) of the transgression(s).
2. Other artecfacts corroborate the

Check if remote access
application installed and used
at the time correlates to the

n ion
transgressio user application at the time of the
transgressions.
-
The evidence of - Was remote ™~

/

No—\access installed and used at the tim;>>— Unsure
~~._ ofthe transgression? -~
-

Admissibility is
uncertain

transgression is
NOT compromised.

\

Admissibility is ]
unsafe

The process of checking remote access through applications installed on a device
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The overarching question is whether the remote application has been installed and
used during a period the transgression took place. The practitioner may or may not
confirm the existence of the application on the computer, because it may have been
uninstalled or deleted without a trace and the logging files may not be present. If that
proves inconclusive, checking other system records, such as the Event Viewer and
Registry, may reveal the previous use of the application. Some indication that remote
access was enabled by the application at or close to the time of the transgression of
course raises the possibility of unauthorized use of the computer. This example is
used to demonstrate the model's ability to process reasoned input and provide a
useful output prognosis.

In this selected sample scenario, it is important to determine whether remote access
applications were ever present on the computer. If this is confirmed, the implications
this may have on the nature of transgression events should, as a matter of course,

be considered. A diligent practitioner would check whether the application file
metadata shows that the application was installed prior to the installation. If its
previous installation were confirmed, then the focus would be on whether the
application and system logs show that the application was used at the time of the
transgression.

A positive response to evidence of the application running should trigger some
alarm, and if other artifacts corroborate the use of the application at the time of the
transgression, then the practitioner should consider the activities of another user
of the computer.

If it can be established that the application was not used at the time of the
transgression, this would allow the practitioner to conclude that this matter does not
degrade the value of the evidence. Moreover, if the application has been present on
the computer and not used, then there is no degradation of validity.

If, however, the application was installed, this would raise some concern as to its use
at the time of the transgression and require further checking. The likelihood of the
application degrading the evidence has increased and may be measured, the more
so if it can be shown that it was installed and used at the time of the transgression.

If its use was uncertain, this affects the likelihood ratio and has the implication of

an uncertain prognosis.

If other evidence corroborates the application's use at the time of the transgression, a
different likelihood ratio is presented. It is the cumulative result of these questions and
the output measurements provided that allows the practitioner to gain an insight into
the implications raised, but sometimes, the human brain needs extra help.

[314]




Chapter 9

Determining prior probability

Each hypothesis has a prior probability of being true, that is, the probability of

that hypothesis being true before anything at all is known about the evidence that
might be associated with it, and this may be modified at any time. Setting the prior
probability in the hypothetical example of the vulnerability of a remote user exploit
by the installation and operation of remote-access software on a target computer is
the first priority.

Each subcategory in the model will have different thresholds to show the expert the
different outputs.

In trying to determine whether there was a remote application to exploit the device,
it may be decided that the probability of such an occurrence is infrequent or highly
improbable, and other scales may be selected, but within the realm of reasonable
expectation. The question is whether a remote application allowed an external
exploit of the user's computer. The practitioner must decide whether the probability
of such an event having taken place was infrequent, highly improbable, probable,
most likely, and so forth. These predictions must be reasonable and within the
bounds of what may be expected to occur on a computer.

If the occurrences are infrequent, a low threshold of prior probability of 0.01, which
represents odds of exactly 1 in 100, may be selected. If the likely occurrence is
greater, a higher threshold of prior probability of, say 0.1, which represents odds of
exactly 1 in 10, may be selected. A lower threshold tells us that such an occurrence is
infrequent, whereas a higher threshold suggests greater frequency.

There is flexibility embedded in the model to enable adjustments to meet criminal
and civil standards of certainty, such as "beyond reasonable doubt" in criminal cases
or "on a balance of probability" in civil cases. In criminal cases, if the evidence is not
beyond reasonable doubt, then the defendant should get the benefit of the doubt.

Setting post probabilities

The next process is to determine the posterior or post probabilities based on

alternative hypotheses. There are two items of evidence related to this proposition:
*  Was the remote application running at the time of the transgression?

* Do system logs confirm a remote application running at the time of the
transgression?
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If either were running, this would suggest a measure of certainty that a remote user
had accessed the computer at the time of the transgression (which may or may not
be an unauthorized hack). We could set that probability at 0.8 or 8 in 10 for either.
We could set the threshold at 1.0, which would mean that when either of these
events occurred during the period of transgression, there was a certainty that a
remote exploit had occurred. However, such certainty cannot be predicted without
compelling corroboration.

At the other end of the scale, we can set it at 0.01, which means that odds of 1 in 100
that the application was running at the time of the transgression will be observed
even if a remote application compromise does not occur. In the test sample, the
prior probabilities were set at 0.1 and 0.01 to see whether there were any significant
differences in calculating the output to these two questions. The post probabilities
for each question were set at 0.8 and 0.1, as the significance of both questions was
considered identical to determining the likelihood of a remote exploit.

These post probability ratios were calculated on the perception that if the answer to
either question was in the positive, then the likelihood of a remote exploit was high,
and if it was positive in both instances, highly probable. A higher threshold of 0.8

supported this measurement, while the 0.01 threshold was considered representative
of the fact that the concept should not be dismissed to lightly.

The model presents these thresholds based on this question: Was the remote
application running at the time of the transgression? In this case:

* A probability of 0.8 of observing the application running at the time of
transgressions will be observed if it does

* A probability of 0.01 of observing that the application was running at
the time of transgressions will be observed even if a remote application
compromise does not occur

It will also consider this: Do system logs confirm remote application running at the
time of the transgression? In this case:

* A probability of 0.8 of observing the system logs showing the application
running at the time of transgressions will be observed if it does

* A probability of 0.01 of observing system logs showing the application
was running at the time of transgressions will be observed even if a remote
application compromise does not occur
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The output from the model based on the complete range of responses to the prompts
Yes, No, and Uncertain is shown in the following table. Some differences were
observed between the use of the prior probability ratios of 0.1 and 0.01, as shown in
the table. Using the lower likelihood ratio of 0.01 showed a lower range or odds to
support the hypotheses than with using the high threshold or 0.1.

The following nine output reports consist of:

* The hypothesis is possible: one result from instance D

* The hypothesis is uncertain: six results from instances B, C, F, G, H, and I

* The hypothesis is discounted: two results from instances A and E

Application | The remote Other system Prior Odds Prognosis
status application data shows odds observed by | of remote
and odds was running | that the remote . the model application
instance during the application (posterior | cajculations | compromise
period of the | was running odds 0.8
transgression | during the and 0.01)
period of the
transgression
A No No 0.1 2in 443 This
0.01 1in 2,427 hypothesis
is
discounted
B Yes No 0.1 9in14 This
hypothesis
0.01 8in 57 is uncertain
C No Yes 0.1 9in14 This
hypothesis
0.01 8in 57 is uncertain
D Yes Yes 0.1 712in 713 This
hypothesis
0.01 66 in 67 is possible
E Uncertain Uncertain 0.1 1in 100 This
0.01 hypothesm
is
discounted
F Yes Uncertain 0.1 53in 59 This
Hypothesis
0.01 17in 38 is uncertain
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Application | The remote Other system Prior Odds Prognosis
status application data shows odds observed by | of remote
and odds was running | that the remote . the model application
instance during the application (posterior | c5lcylations | compromise
period of the | was running odds 0.8
transgression | during the and 0.01)
period of the
transgression
G Uncertain Yes 0.1 53in 59 This
hypothesis
0.01 17in 38 is uncertain
H No Uncertain 0.1 7in 319 This
hypothesis
0.01 1in 491 is uncertain
I Uncertain No 0.1 71in 319 This
hypothesis
0.01 1in 491 is uncertain

Checking whether the remote access application
was running at the time of the transgression

The analysis of the results as to whether the remote-access application was running
at the time of the transgression analysis of the results from the checking process
provided a range of outcomes, described as follows:

* The hypothesis is possible: From these results, the practitioner would
recognize that in one instance (D), which reflects that both questions were

positive inputs, there was a high likelihood of a remote exploit.

* The hypothesis is uncertain: Instances B, C, F, G, H, and I should suggest
to the evaluator that there is now some uncertainty as to whether a remote
exploit had occurred. In instances B, C, F, and G, the 0.1 result shows a
greater possibility of support for the hypotheses than against it, whereas
the 0.01 result shows the inverse. The remaining instances show a minimal
support for the hypotheses using either likelihood ratio. The level of
uncertainty of the results in the catchment are measurable a with some
favoring to discount the hypotheses, notably instances H and I, whereas B, C,
F, and G are more borderline results, suggesting that a remote-access exploit
was possible but not proven.

* The hypothesis is discounted: Instances A and F show that the hypothesis is
highly unlikely.
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Notes for the practitioner regarding the significance of the input question and some
background information to assist in checking and testing the evidence on which the
response to the question was based are also made available in the output report.

Here is a sample note regarding the application having been running at the time of
the transgressions:

Evidence: Application was running at the time of transgressions
Question: Was the application running at the time of the transgressions?
Response: Yes

%‘ NOTE: The operating logs for the application may provide confirmation
that the application was active during the period of the transgression. The
examination of available volume shadows in Windows may also provide
some confirmation that the application was active at key times.

Here is a sample note regarding the application having been running at the time of
the transgressions, based on system logging:

Evidence: Other system logs confirm remote application running
Question: Do other system logs confirm remote application running?

% Response: Yes

NOTE: This information may be derived from Windows Event Viewer
files. Windows Registry may also provide additional information.

Present limitations and scoping

The model addresses admissibility and not the evidentiary weight of an exhibit per
se. The weight of the evidence, including its plausibility, is beyond the scope of the
model and a matter for the investigation team and legal practitioner to debate and
discuss, and ultimately for the jury to decide upon.

The results from the prototype and other models must enhance understanding of
the complexity of the evidence and likelihood ratio about the validity of the digital
evidence artifacts. This is seen as enhancing the communication of the practitioner's
findings to others as part of the evidence presentation.
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The presentation of digital evidence
There are two main types of testimony given by professionals at a trial, deposition,
or hearing;:

* Technical or scientific witness testimony

* Expert witness testimony
Digital forensic practitioners may be called upon to act in either or both roles. The
technical or scientific witness provides evidence of facts that were uncovered during
the investigation and describes what was found and how it was obtained. The expert

witness provides opinion about what was observed based on experience, using
deductive reasoning with observed or examined facts.

It is important to reiterate that in presenting a report or testifying in person,
the practitioner must ensure that exculpatory as well as inculpatory evidence is
presented to the other party. The practitioner must make the following things
certain when presenting the evidence:

* Conclusions are technically sound

* The evidence solidly supports them and is properly preserved

* Any exculpatory evidence that may have been found has been considered

Preparing digital forensics reports

In preparing forensic examination reports, it is important to aim for clarity and
simplicity and be certain that the evidence is easy to access and properly cross-
referenced. The report should make recommendations, including those for
preventing a recurrence of the incident, and describe the root causes, if any, that
permitted it to occur.

It is prudent to present the evidence in the best possible light and to demonstrate the
examination processes progressively. It is also appropriate to describe the strengths
and weaknesses of the case along the following lines:

* The most-favored position first and last

* Alternatives in the middle

* Summarizing the evidence in the context of the process

* Addressing anomalies before the other party does

* Drawing conclusions, if any

* Providing the basis for drawing those conclusions
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* Addressing other possible interpretations and their basis

* Clear conclusions including understandable and justifiable reasoning

*  Whether the results and conclusions change if any of the information given is
incorrect or changes

A sample report outline is shown here:

TABLE OF CONTENTS 2
1 EXECUTIVE SUMMARY 3
2 BACKGROUND AND OBJECTIVES 3
3 DIGITAL EVIDENCE RECOVERY AND PROCESS 4
31 EVIDENCE RECOVERY 5
3.2 EXAMINATION OF THE DEVICE AND OPERATING SYSTEM 5
3.3 EVIDENCE SELECTION 5
4 RESULTS AND DISCUSSION 5
41 ESTABLISHING A NEXUS BETWEEN THE SERVER LOG AND ANY ASSOCIATED RECORDS ON THE
LAPTOP 6
4.1.1  IP Address xx.xx.x.xXx 6
4.1.2 The server logs 6
4.1.3  Picture files with identical file name recovered from the laptop g
4.1.4  Other picture files of a similar genre recovered from the laptop 10
4.1.5 Traces of other files recorded in the server located on the laptop 10
4.1.6 MS Outlook message attachments 11
4.1.7 Laptop usage on & November 2015 12
4.1.8 Connection of external devices of the laptop 12
4.2 DETERMINING ANY UNAUTHORISED ACCESS AND STORAGE OF INTELLECTUAL PROPERTY 12
43 LOCATING ANY CONNECTIONS BETWEEN THE SUSPECT AND POSSIBLE COLLABORATORS 15
44 IDENTIFYING ANY OTHER RELEVANT INFORMATION 15
4.5 DiscussIon 16
5 RECOMMENDATIONS 16
6  CONCLUSIONS 16
TABLE OF FIGURES
Figure 2 List of Outlook Message attachments file pre-transgression recovered from the
laptop .o 11
TABLE OF TABLES
Table 1 Collation of files recorded on the server log ... .9
Table 2 List of matching file names of pictures located on the laptop... .9
Table 3 Traces of other files recorded in the server located on the laptop
Table 4 Result of search for terms provided by the Organisation ..., 14
Table 5 Further recovery of search traces required...... 15

A specimen forensic report layout
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It contains an EXECUTIVE SUMMARY that concisely and clearly outlines the
purpose of the report, the processes involved, and the analysis of evidence recovered
and any other key facts. The body of the report provides a more detailed background
to the case and the objectives for the forensic examination.

The report should also include the evidence-recovery process, including chain-of-
custody information if a separate register has not been maintained. The results of the
examination are then described in specific detail, with some discussion at the end of
this section and embedded in the report at the relevant parts. Recommendations, if
any, and conclusions complete the report, along with a table of figures, tables, and
attachments of files, as appropriate.

Court appearances

Juries place enormous weight on practitioners' evidence, thanks to CSI. We all have a
duty to help them understand and not to overrate it. Just because practitioners know
their field of endeavor does not mean the juries and legal teams will understand.

Cardinal rules for experts are:

* Know your stuff

* Never underestimate lawyers

* Think first before answering questions
* Be honest

* The outcome doesn't matter
Remember, practitioners are impartial and are expected to justify:

*  What scientific principles underpin the processes used

* The process or validation data for the technique

* Reference databases used and the reason for using them

* Their ability to calculate the statistics and likelihood ratios (justifying a need
for such processes, as previously described in the validation model!)

A practitioner should also practice the following;:

* Use plain language and avoid jargon.
* Stay within the bounds of their expertise.

* Ensure their research on a specific matter of relevance is up to date,
especially if it is an area that keeps changing.
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If there is an error in the report or the practitioner has a change of mind
about something before the trial, notify the lawyer urgently.

If the practitioner has a change of mind in court, so be it: be brave. Be
prepared to change your stance if that is what the truth requires.

Admit a lack of knowledge or uncertainty and accept other reasonable
propositions.

If the question asked is unclear or complex questions are posed, ask for
it to be repeated and broken down —refuse to answer if its meaning still
remains unclear.

Look out for assumptions in questions and misquoting, and make sure
the information being relied on is easy to locate, such as when sharing
information on a computer as a visual aid.

Try not to get defensive.

Answer questions such as "Isn't it possible?" with "I've seen no evidence
to support that assertion." or "It is highly unlikely."

Look out for ambiguous or multi-part questions.

Be prepared for the judge to ask questions and then for further
cross-examination.

Keep initial notes and review them before the trial.

Tag the notes, bring them to court, and ask to refer to them during testimony.
Listen, pause, think, and only answer what is asked.

Tell the whole truth and don't talk down to the lawyer.

Do not just answer "Yes" or "No" if it is misleading — seek the judge's help.
Practice on a friend before the trial.

Don't act too smart.

Don't argue or lose the plot.

Don't try to second-guess.

Be consistent within and between cases.

Treat each question as the most important one in the case.

Jurors dislike it when practitioners:

Talk down to the lawyer

Display obvious bias

Are cocky, lose their tempers, and become defensive
Are unprepared

Present confusing, unreadable, and cluttered visual aids
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The court and legal teams will want to see the practitioner's qualifications, which
should include:

Your title and years employed

Years employed in that area

Number of analyses of this nature done

Qualifications, including academic and training courses

Skills and certifications in competency in digital forensics processes and tools
Professional experience

Publications

Lectures and presentations to professional societies

Prior expert testimony, including the types of courts such testimony was
given in

Memberships of professional organizations

Seminars/symposia attended

Ethical issues confronting digital
forensics practitioners

Ethics is concerned with right and wrong behavior and makes us reflect on how
a person should act in various situations where an ethical dilemma arises. Often,
there are persuasive arguments both for and against every course of action open
to a person in each circumstance.

Among other conduct, ethical behavior requires:

Honesty
Fairness

Good reputation
Consistency
Goodwill
Diligence
Proficiency

A sense of community
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Ethics is the branch of philosophy that deals with the interrelationships of humans
to each other, animals, the environment, and all that exists in the universe. It asks
whether an action is:

* Good or bad
* Right or wrong
* Acceptable or unacceptable

e Virtuous or evil

Ethics is actually very hard to define, and different interpretations and environments
complicate attempts to define a universal meaning. Each of us may derive our own
personal ethics from many sources, including family and culture, religion or faith, the
legal system, and where we live. Slothfulness and banality in undertaking forensic
examinations are inexcusable considering the need for the very highest standards.

Practitioners will experience situations that test their ethical standards as shown in
the following case study. Impartiality and service to the court may sound quaint,
but it is a solid barricade to defend when pushed to drop standards. The expert's
overriding duty is to the court, not to those who instruct.

Case study — presumed unauthorized use
of intellectual property

This recent case study exemplifies some of the problems that occur during
examinations and provides some tips on avoiding certain pitfalls that occur.

The background to the case

This was an industrial espionage case involving a member of staff who was
suspected of stealing the intellectual property of the employer. Suspicion arose when
the CCTV footage of the office detected the employee's presence at his workstation
during out-of-office hours for a 2-hour period —unusual activity for staff members.
Scrutiny of the CCTV footage showed a partial view of what appeared to be the
employee's laptop, on which could be observed the opening of files on the desktop.

Examination of the company's server confirmed the download of a number of files,
including images, spreadsheets, and some text documents, at the same time as the
CCTV footage. The server logs also showed synchronization between the server
and the e-mail account on the laptop. The employee's service was terminated

3 months later after the employer became aware that the employee was joining

a rival company and of other innuendo as to his disloyalty.
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Prior to the employee's departure, the company covertly installed an application on
the laptop, its property, to monitor browsing activities of interest. The legality of this
action is questionable. After the departure of the employee, the IT administrative
staff carried out an examination of the laptop to seek information that might
incriminate the employee. They installed various applications in an attempt to
recover deleted files, but with no success. At this late juncture, the services of a
forensic practitioner were sought to look for evidence to decide whether there

were sufficient grounds to lodge a complaint to police.

The forensic recovery

The laptop was subsequently examined, but it proved impossible to obtain a physical
image of the hard drive by bootup or by removal of the drive, which appeared a
tedious process with some risk of damage to the device. Ideally, a physical image
will recover deleted data, but on this occasion, there was no guarantee that the
operating system peculiar to the device installed on a solid-state drive would offer
up much extra evidence.

Not all devices are amenable to recovery through the bootup process, and device
removal, if possible, is a last resort. ISeekDiscovery installed on a specially configured
external drive was proposed to capture a logical image of the device, but as the
insertion of the drive may have overwritten the attached drive logs, this was

of concern.

The company's legal team was advised that there may be some small contamination
of the evidence, but that as the device had already been accessed by other personnel,
the damage was done and the forensic process was unlikely to further contaminate
the data to any greater extent. Permission was provided to proceed with the
extraction, which was duly completed.

The forensic examination

The examination recovered some data, and the following observations were made:

* There was confirmation that the laptop was switched on during the period of
the after-hours server download. The times matched other evidence relating
to the employee's physical presence in the office workplace.

* The location of a number of picture files that bore some resemblance to the
information downloaded from the server was found. Some of the picture file
names recovered from the laptop appeared be identical to those recorded in
the server log.
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* Other picture files that appeared to be the intellectual property of the
organization were located on the laptop.

* A number of similar filenames recorded in the server log were located on the
laptop, but the timestamps did not match.

* A number of the filenames recorded in the server log were not located on
the laptop.

* A number of e-mail and calendar files were located on the laptop and
appeared to relate to the business of the organization.

e There was some evidence of cloning software on the device that indicated
copying of the organization's property.

Linking the suspect to the device and the
device to the server

The IT administrator could not confirm that the files recorded in the server log were
opened and accessed by the employee's laptop based on the IP address shown in

the server log. According to the IT administrator, this was an IP address issued to
various employees when they logged on to the server. However, despite an intensive
search, no trace of this IP address was located on the laptop, which was most likely
removed during the process of decommissioning the device after the employee's
departure. The IT administrator also confirmed that apart from the IT administration
team, no members of staff had remote access to the server. Confirmation that the IT
administration had not accessed the server was made.

It was also recommended that a backup copy of the access log be retained as
potential evidence. The CCTV footage of the office, but not the building in which

it was housed, showed the employee in the workplace, whereas other staff were
recorded as having earlier departed. The laptop was nondescript and had no
identifying features to confirm that it was the one shown in the CCTV footage, even
though the suspected employee could be seen using its keyboard. There was no
record on the laptop showing any connections to the server other than what could
be presumed from e-mail synchronization and data owned by the company, later
identified through search terms.

Other data recovered for the date in question showed that the employee's e-mail
account had been used to send and receive work messages. A plausible nexus
between the employee, the laptop, and the server was established, which would be
hard to contradict. However, confirmation that files were downloaded to the laptop
and later used without authorization was not so straightforward.
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Analyzing the downloaded files

Only some of the files downloaded were recovered on the laptop, and the
timestamps did not match the download time, with some pre-dating and others
post-dating the server records. Similarly, none of the synchronized server e-mails
shown in the log were located on the laptop.

Connected storage devices

No information regarding the connectivity of an external device, such as a thumb
drive or external storage device, was detected on the device prior to the period when
the IT administration personnel installed data-recovery devices on the laptop. This
information would have been helpful to determine whether an external device was
used to copy the company's data.

This lack of connectivity logging may be attributable to these factors:

* The operating system not maintaining a fuller list of previously attached
devices, such as on Windows systems.

* The IT administration team attaching external devices in an attempt
to recover deleted files and examine the laptop prior to the forensic
examination. This would have the effect of overwriting and removing
any previous logging events.

* In the 3-month period between the date of the alleged transgression and the
employee's departure, the system may have also recorded attached devices,
but such events may have overwritten any earlier connectivity of relevance
and shortly afterwards.

* The log may have been manually deleted, but that would require some
knowledge of its existence and some technical skill.

* USB ports were present on the left and right-hand sides of the keyboard
close to the screen. Evidently, there was no reported sighting of any such
connected devices based on the CCTV footage.

No micro-SD card port was fitted to the laptop, and so, that process of data transfer
was not available. Alternatively, if the pictures and other documents such as
spreadsheets and PDF files were present on the desktop and deleted afterwards, it is
unlikely they would be recovered if they had been deleted and then removed from
the recycler —simply put, the evidence was not present.
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The illicit copying of data

The installation files for a cloning application were located on the laptop after the
alleged transgression, and earlier browsing records linked to the software website.
The application makes a clone of the laptop, which means if it was used, it would
allow the user to keep a full record of the data for possible future use. Data saved by
such a process allows the user to reinstall the data on another machine and make the
data available. It was not possible to determine whether the application was used to
clone the device; however, the possibility exists that this may have occurred. Who
loaded and installed the application could not be determined, and it may not have
been the employee, as the integrity of the laptop data had been compromised, to
some extent, by the handling of it by personnel prior to the forensic examination.

The outcome

There was some evidence that was recovered of the employee's most likely having
possession of the company's property and using it to exploit business opportunities
kept private from the company. Whether this information was sufficient to
substantiate a case of theft or misuse of intellectual property is uncertain, but
actually, it was not the concern of the practitioner. Why this unremarkable, but not
uncommon, type of case is presented here is because it showed the company in a
poor light and highlights some of the challenges confronting practitioners:

* The client was suspect-driven and had already decided that the employee
was guilty based on gossip and innuendo in the first instance, whereas the
practitioner was evidence-led and neutral.

* The client expected confirmation of these suspicions and was disappointed
when the evidence was not clear-cut and decisive in part.

* The evidence proves the suspicions to a point, but only to a point, and the
case looked weak, with the client expecting that the forensics would provide
more collateral —sometimes it does; sometimes it has the opposite effect.

* The client asked that comments about evidence contamination be excised
from the practitioner's report. This was refused on ethical and procedural
grounds, with the client being sharply told that the practitioner was the
servant of the court, not of the client, and was not an investigator subject to
client manipulation. This denial by the practitioner was supported by the
client's lawyer.

* There is some question about the lawfulness of installing a web-browsing
tracking application on the laptop in this particular jurisdiction, which
required a magistrate's warrant.

[329]



Validating the Evidence

Consider if you will, dear reader, that had the practitioner not made a full and honest
account, the legal team would have charged ahead, ready to prosecute or litigate
with a reasonable chance of cowing the employee into admitting some responsibility
and guilt.

Had the practitioner succumbed and deleted the contamination information, it was
suspected that the client would have filibustered the employee with what appeared
to be a sound case, hoping to cower the employee into admitting the suspected
transgression. But once the practitioner becomes aligned with the wishes of the
client, it is a slippery slope into perdition. Often, the opposing legal team will
discover that full and open disclosure of all the evidence was not made. This can
result in the case being thrown out of court and the reputation of practitioner being
damaged, perhaps permanently.

Summary

This chapter described some problems of unsound digital evidence, the need for
impartiality in undertaking forensic examinations, and some common pitfalls that
diminish the value of digital forensics through cursory and biased examinations.

The pressing need for structured and balanced analysis was outlined, as was the
need to validate evidence to determine its relevance and authenticity in anticipation
of it being tendered in legal proceedings. The process stressed the importance of
testing and checking the evidence to ensure it is what it purports to be. This included
the discussion of a more structured analysis of the evidence collected, including

the development and testing of hypotheses and counterarguments in line with
forensic standards.

A prototype model of validation was presented, intended to benefit practitioners
in handling complex evidence, in which the process of testing and checking digital
evidence was presented through a sample scenario. The presentation of evidence
reports and court attendance were briefly discussed.

Ethical issues were outlined and then emphasized in the case study that showcased
the importance of sound evidence selection and analysis as well as emphasizing
the importance of impartiality in selecting evidence to ensure that the courts'
expectations are met.
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Chapter 10, Empowering Practitioners and Other Stakeholders, will summarize the topics
covered in the book and discuss trends affecting practitioners and stakeholders, and
reinforce the need for a more pragmatic approach to manage digital information
that may be relied on in legal hearings. It will describe ways of empowering digital
forensic practitioners and other stakeholders through better processes. I will
highlight trends in digital forensic practice and the need to adopt better strategies
for managing increasingly large and complex datasets. Also introduced will be
processes, tools, and forensic contingency strategies that increase stakeholder
awareness of and competency in managing digital information held in their trust.
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Empowering Practitioners
and Other Stakeholders

This chapter will review the key aspects of the book and emphasize current issues
that challenge practitioners. We will cover the following topics:

The evolving nature of digital evidence vis-a-vis the role of the practitioner
Solutions to the challenges posed by new hardware and software

More efficacious evidence recovery and preservation

Enhanced evidence selection and analysis tools

Challenges posed by communication media and the cloud

The need for effective evidence processing and validation

Contingency planning

The chapter will also discuss processes, tools, and forensic contingency strategies
that increase the awareness of stakeholders and engender competency in managing
digital information held in their trust.

The evolving nature of digital evidence
vis-a-vis the role of the practitioner

This is a truly exciting and rewarding vocation — the skill of an investigator, the
wisdom of a lawyer, and the knowledge of a computer analyst, all rolled into one.
Being able to advise legal counsel or the investigation team on the outcome of an
examination puts the practitioner in a unique and privileged position.
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Irrespective of the outcome, the practitioner's advice cannot be ignored. It is not
uncommon for the examination to reveal very little information of value; nothing
had been present to recover in many instances. However, it is common for the client
and lawyer to say that the venture was productive in that it could be set aside and
the search for evidence could focus elsewhere. It is also pleasing to secure evidence
that helps secure a conviction or acquittal too, depending on the party who engaged
the practitioner.

Practitioners do not work in a vacuum. They do follow standard processes and
develop their own through case experience and court outcomes. The question is
whether the standards are adequate and easy to interpret and apply in practice.
Practitioners are constantly updating their knowledge of new and evolving
applications and devices. Accumulating expertise is a journey of discovery for them.

Chapter 3, The Nature and Special Properties of Digital Evidence, presented processes

for recovering data from devices using sophisticated tools such as ILookIX and
described the nature of digital evidence: where it could be found, how it could be
recovered, and how it could be used in an investigation. Much information was
condensed into that chapter, all of which could fill a book in itself. It would suffice to
say that an understanding of the characteristics of digital evidence is a prerequisite
for an entrée to the discipline. Furthermore, digital evidence is not static: new types
of files, applications, operating systems, storage repositories, communications
networks, and processes emerge with surprising frequency.

The practitioner must keep up with these trends, yet little is published or shared,
leaving it to the individual to explore new formats and processes and determine

the best way to recover and process evidence. Exchanging discoveries is slow and
tedious and usually restricted to publications and reviews, and they normally take
an eternity to publish after peer review, are made into a quick blog post but not
properly reviewed, or are kept "within house" because of confidentiality and privacy
issues. This book does not provide encyclopedic coverage of digital evidence, but it
has covered a considerable cross-section of the discipline.

The practitioner needs to be able to explain the properties of digital evidence and
the role it plays in adding to the weight of a case but must ensure that it passes the
admissibility rules. Explaining the soundness and authenticity of the evidence, as
well as being able to provide some corroboration to assist the court in assessing its
worth, goes beyond merely selecting and presenting the evidence, for it is the role of
the practitioner to interpret and explain the full and likely meaning of the evidence
and metadata to the layperson.
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As the discipline evolves and hopefully matures, it is practitioners who will lead

the charge, but if they do not research and share any knowledge, it is going to be a
ponderous exercise for them. Not all practitioners have the time even if they have

the inclination to share their discoveries and experiences, and as mentioned before,
there are confidentiality impositions too. In Chapter 9, Validating the Evidence, an
evidence-validation process was introduced, and there may be merit in adopting
such a process as a training tool for novice practitioners as well as a navigation tool
for the more experienced. The process could be updated as new issues arise and used
beyond its admissibility-checking design.

Solutions to the challenges posed by
new hardware and software

Chapter 2, Hardware and Software Environments, described different operating systems
and filesystems and introduced processes for locating evidence of potential value.
Filesystems have become ponderously complex, perhaps unnecessarily so, but

in doing so, they do retain information about past transgressions that may have
otherwise been erased. The challenge is knowing where to look —assuming the
practitioner knows how to navigate new operating systems and applications.

The traditional processes of imaging-indexing-searching or imaging and manually
searching are becoming untenable; the sheer size and complexity is time-consuming
and not necessarily guaranteed to locate the evidence, except by chance in many
instances. There will always be a place for "deep rinse" analysis, but there are more
effective ways. My research and fieldwork has shown that while it is difficult to
part with familiar processes such as these, there exists a better way of recovering
potential evidence.

The ISeekDiscovery automaton is presently being modified to be used in criminal
investigations in addition to its role in e-discovery. The automaton is capable

of recovering deleted files and registry files as well as collecting all specific file
types. Several criminal defense cases have been tested using ILookIX and
ISeekDiscovery, and the recovery rates were high, but ISeekDiscovery was able
to capture just what was needed and was far more effective in cataloging and
processing the recovered data.
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While traditional tools can catalog and zero-eliminate duplicate files to reduce the
dataset, they fall short of the automaton's ability to seek and return results in shorter
periods and undertake follow-up searches based on preliminary analysis. Putting
this in an e-discovery and network setting, the automaton can be launched remotely
and the results viewed securely and remotely for extraction to legal process teams.
Savings in time, travel, expensive practitioners, and inherent system challenges are
eliminated. This enables the practitioner to access and analyze evidence more quickly
and devote more time to evidence analysis.

More efficacious evidence recovery and
preservation

What seems certain is the challenge of new technologies and the ability to recover
evidence from an unabated increase in large and complex datasets. This requires a
pragmatic approach to evidence recovery, and existing forensic tools for criminal
and e-discovery do not achieve this. In my opinion, they are obsolete processes and
really do not provide the support needed for speedy evidence analysis. This book
has introduced new technologies and processes of preserving digital evidence and
making recovery quicker and more reliable.

The imaging of drives has been the traditional means of collecting digital information
from desktop, laptop, and networked computers for most criminal investigations.
Mobile phones and other handheld devices require different data extraction
processes. For e-discovery, where it is common to seek evidence from networked
systems, imaging is impractical, and indexing and copying massive datasets using
complicated software installed on the networks has been normal practice.

Imaging using existing technology does not provide the best protection for collected
evidence. Mobile phone extraction tends to capture only logical data and now rarely
recovers the physical data needed for deeper analysis. E-discovery is proving to

be too costly for many organizations in terms of time, experts, and disruption to
networks using existing data recovery tools.

Extracting data from tablets and even certain desktop devices is becoming
problematic because of system encryption and difficulty in booting a device for
imaging. They are becoming frequent stumbling blocks, making it difficult and
sometimes impossible to recover data from these devices. My research colleagues
are constantly finding ways to overcome these obstacles, but it is a sad fact that the
discipline usually lags some way behind the introduction of new types of devices
and systems.
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The tools presented by me, including the IXImager and ISeekDiscovery suites,
preserve evidence securely and conveniently. The . ASB forensic container format is
the only forensic image type secured inside a container that is self-authenticating as
well as tamper-proof. The peace of mind this gives a practitioner, who always faces
the trauma of having the record of custody challenged, is that the logging process
has provenance: its authenticity can be verified.

Similarly, the ISeekDiscovery . Isk format is a secure vault that is transportable,
leaves no footprint of data on the system, and is relatively small compared with
tradition e-discovery datasets. Not only are these tool processes soundly secure,
but they are smaller in size, being compressed, and, in the case of the . ISk vaults,
require significantly less storage space.

Challenges posed by communication
media and the cloud

It is evident that mobile phones and other handheld devices are rivals of desktop
and laptop computers, because they are portable, relatively affordable, and easy to
use. Storage size is no longer a barrier to using these smaller devices because of the
compactness of external storage media and the trend to store more personal and
organizational data on remote servers such as the cloud.

This raises a number of scenarios. Those countries whose jurisdictions provide no
safeguard for the privacy of data stored or transferred to and from these devices
have unbridled access to private data, the main problem being the difficulty of
recovering encrypted data. Other jurisdictions are more mindful of their citizens'
right to privacy but still face the problem of recovering evidence from encrypted
devices. The discipline is now probably at a watershed, with the storage of data
being transformed into remote network hubs, less convenient to access than in the
past and certainly infeasible to image!

Mobile telephony has posed its own obstacles to forensic recovery, adding to the
general frustration of practitioners, who are denied access to the evidence that hides
within a device.

Mobile phone evidence recovery

Recovery of data from Apple iPhones, in particular, is nearly impossible to
accomplish. Android and other operating systems are heading the same way. New
models and versions now make it virtually impossible to recover a logical extraction
of these phones unless the passphrase or PIN has been decoded or provided by the
device owner — often not an option. The days of recovering a full physical dump
containing erased data have long since passed for iPhones and Android devices.
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I have been evaluating a number of mobile phone forensic recovery tools, and none
seem close to dealing with the problem. Disappointingly, the vendors are unusually
quiet as to what progress is being made to gain access to these devices. My research
colleagues are working hard towards a solution to decrypt some of these devices and
recover a physical dump capable of being processed by ILookIX and ISeek. ILookIX
has been able to recover, for example, some 60 percent additional data from an iPhone
4 that other mobile forensics tools could not. It is hoped that this recovery success is
extended to new versions of the iPhone. So, dear reader, keep an eye out for updates,
particularly in light of the FBI versus Apple debacle regarding access to iPhones.

The cloud - convenient for users but
problematic for practitioners

Access to cloud resources to recover digital evidence is often through the normal
access protocol used by consumers to connect to the host server, even if it is not
owned by the consumer. However, it is not a simple matter to identify the path that
the data takes from the source storage device to the target storage device, and this
path may not remain fixed. Moreover, the owner of the data usually does not have
physical control of the server where it is held, thus complicating the desired imaging
of stored data, which may be stored in another jurisdiction and may require travel
and extra resources. This also means that the data is accessed and recovered by a
non-practitioner with limited understanding of what should be recovered and who
may be unreliable in protecting the admissibility of the evidence.

A more viable alternative is to recover data remotely using the ISeekDiscovery
automaton, which is non-intrusive, can be launched remotely, is secure, and can
segregate data to ensure compliance with court orders and warrants, compared to
conventional recovery processes. These processes often require the server to be shut
down for extended periods and can be intrusive and may contaminate the evidence
and other data.

The need for effective evidence
processing and validation

This book has presented a range of digital forensics tools and introduced some
lower-level processes used in the recovery, preservation, and analysis of potential
evidence. Chapter 9, Validating the Evidence, presented a candidate model for
validating digital evidence that could be considered a foundation for developing
a model to assist practitioners in mapping their analysis processes and navigating
digital evidence datasets and images. The need to test and check evidence is so
important but sometimes paid mere lip service to.
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Research by Adams (2012) produced a formal and timely generic model for the
forensic acquisition of digital data in criminal and civil environments, particularly in
incident response, a field that is constantly evolving. The lack of any standard model
across all areas of the discipline is vexing and Adams' Advanced Data Acquisition
Model (ADAM) has much to commend it to practitioners.

ADAM incorporates the following strictures relating to evidence acquisition:

* The activities of the practitioner should not alter the original data

* A complete record of all activities associated with the recovery and handling
of the original data and any copies of the original data must be maintained,
including compliance with the appropriate rules of evidence, maintaining
a chain of custody record, and verification processes such as hashing

* The practitioner must not undertake any activities that are beyond their
ability or knowledge

* The practitioner must take into consideration all aspects of personal safety
while undertaking their work

ADAM consists of three stages of acquisition of digital data: the initial planning
stage, the onsite survey, and the acquisition of digital data. It is intended to
provide clarity of the acquisition processes for presentation in legal hearings.
More information about this innovative model may be located here:

http://researchrepository.murdoch.edu.au/14422/2/02Whole.pdf.

Contingency planning

Strategic business management identifies assets at risk and anticipates the threats

to them. Prudent organizations predict the risk and set up processes to mitigate

the threat in advance or better manage the consequences after a security breach.

An organization's IT team is often engaged in profiling the threat to electronic
information and implementing threat minimization and management processes.
Their primary role is to restore the functionality of electronic resources and networks
after security breaches, including physical and personnel security.

Management and IT personnel are increasingly involved in investigating breaches of
security, crime incidents, and personnel misconduct, as presented in the case study
in Chapter 9, Validating the Evidence, yet they seldom possess the experience and
wherewithal to preserve and recover evidence.
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Difficulties confront business managers and non-forensic practitioners, who are often
the unwitting custodians of digital evidence later relied upon in court. Organizations
are not always familiar with the complexity of digital evidence and how to locate and
recover it without altering its integrity. Without some preparation for the eventuality
of an incident requiring the preservation of digital evidence, it becomes problematic
for organizations to handle evidence in the organization's best interest.

Having seen organizations' lack of readiness to deal with incidents involving
digital evidence recovery firsthand and with depressing regularity, I note here

that those organizations that have a forensic contingency plan recover more quickly
from an incident, with a greater probability of bringing offenders to account. It

is really a prudent strategy for organizations big and small to have some form of
forensic response in addition to a security incident contingency plan. While existing
risk-assessment standards may be useful, they generally do not encompass a digital
forensics response.

In civil e-discovery cases, the lack of preparation to meet discovery demands can be
a costly experience and disruptive to an organization's information-management
routine. Software programs are available that anticipate the likelihood of discovery,
and this helps sanitize the discovery search process and reduce cost somewhat.

Such programs are not always affordable or thought necessary by smaller-sized
businesses. Searching for e-mails is expensive during discovery for both parties, and
in the Monica Lewinsky case, the cost of searching for relevant e-mail files was more
than US $17 million. There is no doubt it would have been a fraction of that cost if
the investigators had had access to the ISeekDiscovery automaton!

Some form of pragmatic forensic contingency plan is highly recommended, and may
include the following:

* A contingency plan and the appointment of a team responsible for
researching, maintaining, and testing it

* Using a Computer Incident Response Team (CIRT) to provide a
professional investigation and response to investigate security incidents and
recover and preserve digital evidence

* Raising standards and awareness of the problem

* Maintaining tightly configured network security to protect information assets
and potential digital evidence

* Validating the security configuration of systems and the digital evidence by
digital forensic practitioners
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Summary

This chapter summarized the key topics presented in the book and reviewed trends
affecting practitioners and stakeholders.

Practical Digital Forensics has introduced the discipline of digital forensics in such a
way that the technical mystery has to some extent been moved aside to provide you
with greater clarity about the fundamentals of the discipline. Case studies have
been liberally peppered throughout the book, together with examples of analyses
to highlight key recovery and analysis processes.

The book strongly endorses the need for a more pragmatic approach to manage
digital information used in legal proceedings. It has described various ways of
empowering digital forensic practitioners and other stakeholders through better
processes and forensics tools.

New forensic tools that are emerging to enhance forensic examination have been
shared with you, and these tools, especially ILookIX and the ISeekDiscovery
automaton, are making the task of the practitioner more manageable and productive.

This has been a "warts and all" introduction to the discipline, as it would be

unfair not to mention some of the heavy challenges facing practitioners. It is not

a profession; it is a vocation, and one that can be very rewarding despite these
challenges. I hope that some of you will find the book insightful and be encouraged
to look towards digital forensics as your true vocation. For the seasoned practitioner,
I hope that something within these pages strikes the right chord as well as providing
you with a view of new tools and processes.

I and my colleagues are disappointed with the lack of professionalism of some
practitioners. Whether this is attributable to arrogance, ignorance, complacency, or
some other cause, they are clearly not acting as servants of the court. As intimated
in Chapter 9, Validating the Evidence, he who pays the piper does not call the tune —
practitioners answer to a higher authority than their clients and employers. The
objective of the book was to make a positive contribution to the field of literature
relating to the discipline by presenting processes and tools to enhance the
professionalism of practitioners.
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However, it is a sad fact that the immaturity of the discipline includes a complacency
about standards and accountability —all too frequent within government and private
organizations. This book would be glorifying the discipline far in excess of its present
stature by not mentioning these deficiencies, notwithstanding the really positive
work of most practitioners and the benefits offered by emerging processes and tools.

To stress the point, in a recent case, a colleague of mine engaged by a defense legal
team was tasked to authenticate audio files of conversations covertly recorded by a
government agency. The colleague, an experienced forensic practitioner, formerly
trained and working in several government forensic teams, found that the audio files
were not the original data but copies produced by data-archiving software. Having
the original data was essential to examine the audio for any possible alteration

post recovery.

After several months of procrastination from the government agents and their
consistent insistence that the data provided was original, they conceded that it was
not, despite earlier assurances that the hashing logs related to the original data,
when in fact they did not. Moreover, it was not possible for the agents to provide
any form of provenance as to the authenticity of the hashing logs, unlike the forensic
image container protection afforded by the . AsSB forensic container file described in
Chapter 4, Recovering and Preserving Digital Evidence. The agent had apparently hashed
the copied data and not the original, bringing into question the integrity of the

data. It appeared the agents did not know, did not care, or possibly lied about

the preservation and recovery processes for some obscure reason.

A validation test, such as that described in Chapter 9, Validating the Evidence, to test
the integrity of the imaging or preservation process, was evidently not applied. What
really amazed the practitioner was a statement from one of the agents, evidently
irritated that the evidence was being challenged to such an extent, to the effect of,
"We're not employed to be forensic analysts —we just collect intelligence."

This book has highlighted trends in digital forensic practice and called for better
strategies for managing increasingly large and complex datasets —obviously needed,
considering the agent's outburst above!

Those in the profession and those contemplating joining should not be overly
disconcerted by these recurring examples of poor practice, for this is a very
rewarding discipline, especially when receiving recognition for a job well done. The
sense of achievement in locating and analyzing information that was hard won adds
to the experience, which in turns builds a secure foundation for practitioners. The
discipline needs fresh blood that questions everything and is not satisfied with the
"enough is good enough" outlook that exists. Most importantly, it should never be
overlooked that a practitioner's learning, like in other professions, is never complete.
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