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Introduction

Cloud adoption in the database world is growing very rapidly. Various research and
studies forecast the DBaaS$ and cloud database service market to grow at a compound
annual growth rate (CAGR) of more than 65% by 2019.

Currently available books cover either cloud computing or database administration,
but not both. This book bridges the gap. The book is divided into two parts. Part I covers
the cloud computing concepts and database as a service overview, whereas Part II covers
everything that is required for you to become a cloud DBA.

Part IT starts from your first database provisioning in the cloud and then moves to
setting up Oracle RAC and DataGuard in the cloud. The chapter on database migration
to the cloud gives you in-depth details around how to plan and execute DB migration.
The chapter on DB security touches on the key security aspects that you should take
care for your cloud-based database. The backup and recovery chapter covers various
backup and recovery options in Oracle cloud and AWS. The manage and monitor chapter
covers details on all the tools that are useful for performing day-to-day monitoring and
administration. Part II covers DB administration aspects from the two most prominent
cloud providers—Oracle Cloud and Amazon Web Services (AWS).

This book has the right balance of theory and practical examples, along with the best
practices in each given area.

Database administrators, DB architects, and DB operations managers can use this
book to learn and understand the process of running Oracle database in the cloud.

Thanks for purchasing this book; we are confident that the knowledge you acquire by
reading this book will be worth your time and money. For any comments, suggestions, or
feedback, write to us at feedback@theclouddba-oracle.com.

xxi



PART |

Cloud Computing
Fundamentals

To become Cloud DBA, you need to first understand the cloud concepts. Cloud
computing is very vast area and there are numerous books available in market.
Objective of Part I of this book is to give you “just enough” details of cloud
computing so that you can get started towards your journey to become The
Cloud DBA.

In Part I, there are 2 chapters.

Chapter 1 covers the overview of cloud computing. This is explained using
cloud computing definition, benefits, challenges, service models, deployment
models etc.

Chapter 2 covers overview of Database as a service (DBaaS) and how DBaa$
is provided in IaaS, Paa$, Public cloud and Private cloud. It also makes you aware
of key terminologies related to DBaaS.
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CHAPTER 1

Introduction to
Cloud Computing

This chapter explains the definition and benefits of cloud computing. It also covers cloud
computing deployment models and service models. Finally, it covers the metering and
chargeback concepts. Tons of resources are available on cloud computing, hence the
objective here is to give you a high-level overview.

Overview

The origin of cloud computing is not known, and it has nothing to do with real “cloud”.
So why is it called cloud computing? The word “cloud” is a metaphor to indicate the
abstraction between the end user and the resources. Cloud computing is more of a
pay-as-you-go model, compared to a do-it-yourself (DIY) model. This can easily be
understood from an electricity example. You consume electricity and pay on the basis
of the number of units consumed. While using it, you are not concerned about how the
electricity is produced, distributed, or managed. Similarly, in cloud computing, you just
pay for computing resources for the duration of your use. You are not concerned with
how these computing resources are hosted or managed.

In database terms, you will get your database up and running very quickly. You don’t
need to worry about procurement of server, configuration, and installation of various
software, or with, maintaining the datacenter, infrastructure, hardware, or operating system.

In this book, you will first learn about the cloud computing concepts, followed by
“database as a service” details, and then you will learn about the major aspects of database
administration, including provisioning, HA and DR setup, monitoring, day-to-day
administration activities, and backup and recovery, all from the cloud perspective.

What Is Cloud Computing

Defining cloud computing is complex and many definitions exist. The official definition is
given by the National Institute of Standards and Technology (NIST).

© Abhinivesh Jain and Niraj Mahajan 2017 3
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CHAPTER 1 " INTRODUCTION TO CLOUD COMPUTING

It’s essentially a web-based service for computing resources, including server,
network, storage, and applications. This service is ubiquitous and provided as
on-demand basis.

Benefits of Cloud Computing

Companies have traditionally believed in owning the assets and managing them on their
own, but this model meant large capital expenditure (CAPEX) and operating expenditure
(OPEX) costs. Another challenge with this traditional approach is related to meeting the
higher computing requirements due to a single business event. Buying extra hardware
and resources for handling spikes means waste of resources during the non-peak times.

The biggest benefit of cloud computing is saving on CAPEX related to infrastructure
costs. The various benefits are listed in Table 1-1.

Table 1-1. Cloud Computing Benefits

Category Benefits

Provisioning Faster provisioning makes cloud computing an ideal platform
for test and dev environments

Scalability Scale up and scale out on-demand

Resource release Faster resource release/scale down

CAPEX No investment required for setting up the infrastructure

OPEX Lower OPEX due to pay-as-you-go model

Availability Highly available

Skill requirements Lower skill required due to built-in automation

Accessibility Accessible using web-based portal, hence it is ubiquitous

Challenges of Cloud Computing

There are many challenges related to cloud computing, some of the key ones are listed
here:

e Cost of service: While cloud computing is good for ad hoc usage, it
becomes more costly if you try to adopt it as the only solution for
all your hosting requirements.

e Laws of the land: Local laws in various countries don'’t allow you
to keep data on servers that aren’t in direct control of the data
owner. In a few cases, keeping data outside of a given country is
also not allowed.

e  Cloud interoperability: Moving things between different cloud
service providers is a very difficult task.
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e Geographical presence: Cloud vendors do not have a presence
in all geographies, which means cloud computing becomes
infeasible for some customers.

e Application certification: Not all applications are certified to run
in a cloud; this is one of the key challenges in cloud computing
adoption.

e Lack of an integrated solution provider: Currently no single vendor
provides all the cloud services that any given organization needs.
For example, converged infrastructure as a service is provided
by Oracle, whereas physical hardware as IaaS is provided by IBM
SoftLayer.

e Security: Security used to be the biggest challenge for cloud
computing, but this is less the case nowadays. Cloud service
providers get all security certifications and have a proven track
record. For example, AWS hosts the American Security agency’s
cloud computing infrastructure. Many organizations still perceive
cloud security as a major challenge.

Cloud Computing Service Models

There are three commonly used service models (see Figure 1-1):
e Infrastructure as a Service (IaaS)

e  Platform as a Service (PaaS)

e  Software as a Service (SaaS)

Abstraction Level >

Figure 1-1. Cloud computing service models
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Infrastructure as a Service (IaaS)

TaaS providers supply physical/virtual machines, storage, firewall, load balances, VLANS,
etc. These are provided from a vast pool of resources. In Iaa$, the consumer is responsible
for patching and maintaining the operating system and the application software. In
Oracle database context, IaaS means that the cloud service provider gives you the server,
network, storage, OS, and other software that is required to run Oracle. Sometimes,
Oracle software is preinstalled or the server comes with Oracle binaries. You are allowed
to bring your own software image.

Platform as a Service (PaaS)

PaasS providers give the dev environment like Dev toolkit (for example, Microsoft Azure
and Google App engine). In Paa$, the consumer is not responsible for managing the
underlying infrastructure and doesn’t administer the underlying cloud components such
as the operating system, database, etc. In Oracle database context, PaaS means Oracle
database as a service. Here, you don’t need to worry about installing Oracle or managing
the database server.

Software as a Service (Saa$S)

In the SaaS model, the application is placed in the cloud by the Saa$S provider. The
consumer is not responsible for managing the infrastructure and platform. In Oracle
context, SaaS means getting the entire database service from the cloud provider; you just
pay for usage. The schema as a service offering from Oracle Cloud is one example of SaaS.

Cloud Deployment Models

Cloud computing can be deployed in many ways and it all depends on the placement of
computing resources at the consumer’s location (on-premise), at cloud service provider’s
location, or at both locations. The current cloud deployment models are as follows:

e  Public cloud
e  Private cloud
e  Hybrid cloud

e  Community cloud

Public Cloud

This is most common deployment model. In this model, computing resources are present
in the cloud service provider’s datacenter and are shared with various consumers in a
multi-tenant architecture (Figure 1-2). The major advantage of this deployment model is
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that you don’t need to invest in H/W and effort in setting up the cloud. The disadvantage
is that you don’t have full control of your computing resources. You can’t use this model
when there are local laws that prevent you from keeping your data outside your premises.

The public cloud model is good option for startups and any organization that wants
to avoid CAPEX costs related to DB servers.

-

~

Infrastructure hosted at cloud providers end

"l

Figure 1-2. Public cloud example

)

Oracle database can be run on many public cloud providers; however the prominent
players are as follows:

e  Oracle Cloud
e  Microsoft Azure
e  Amazon Web Services (AWS)

In the public cloud model, database related services are provided in all three service
models (Iaa$, Paa$, and Saa$S). Oracle provides the following services in Oracle cloud:

e Oracle Database Cloud Service, Virtual Image: IaaS offering to run
Oracle database

e Oracle Database Cloud Service: IaaS/PaaS$ offering to run Oracle
database

e  Oracle Database Exadata Cloud Service: 1aa$ offering for running
Oracle on Exadata machines

e Schema as a Service: SaaS$ offering to run Oracle database

Microsoft Azure provides IaaS service where you can run Oracle database on virtual
machines hosted in their cloud.
AWS provides the following services for Oracle database:

e  EC2 Instance: 1aaS offering

e Relational Database Services (RDS): Saa$ offering to run Oracle
database
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Cloud service providers continuously add enhancements, hence it is recommended
that you check the cloud service provider’s portal to get the latest offerings.

Private Cloud

In this deployment model, computing resources are placed on-premise. There is one
more option here in which computing resources are placed at the cloud provider’s
premises, but all of these are dedicated for consumers (Figure 1-3). The major advantage
of this model is that you have full control of your resources and you can meet any local
laws requiring data be kept in your datacenter. The disadvantage is related to the effort
needed for private cloud setup.

Infrastructure hosted at customer end and cloud
computing concepts are implemented Consumer

Figure 1-3. Private cloud example

Database private cloud setup is done mostly in house, where companies use
commodity server or converged infrastructures like Oracle Exadata, VCE Vblock, and
IBM Pure app to host DB servers in a consolidated fashion. Oracle OEM 12¢/13c cloud
control is used to mimic a cloud-like setup where a self-service portal is created for quick
provisioning and a chargeback module is used for metering and billing. In this model,
planning, implementation, and on-going maintenance is handled by the company itself.

Private cloud is good option for organizations that want to get ROI from their CAPEX
investments done and where hosting in a public cloud is not an option due to compliance
requirements.

Hybrid Cloud

This deployment model provides the best of the public and private cloud options. In
this model, consumers use both a public cloud and private cloud to cater to different
requirements (Figure 1-4). For example, some applications can’t move to a public cloud
since they are running on end-of-life software, so they remain in a private cloud.
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This model is the future of cloud computing and world is moving toward it.

~

-

Some applications are hosted in Public cloud

Some applications are hosted in Private cloud

\_

Figure 1-4. Hybrid cloud example

)

In the hybrid cloud model, some of the databases run on-premise and some are
hosted in a public cloud.

The public cloud does not offer support for all database versions. You can’t run
Oracle 10g on Oracle cloud, so you have to keep such databases in your own private
cloud/datacenter.

Similarly, you might want to keep your extremely complex and mission-critical
databases in your datacenter rather than host them in a public cloud.

A hybrid cloud is good for situations where you can selectively move some of your
workload into a public cloud while retaining others on-premises.

Community Cloud

In the community cloud model, cloud infrastructure is provisioned for the community.
Here community refers to organizations that have shared objectives. This cloud
infrastructure might be managed by one or more organizations that are part of
community or by some third-party provider.

This cloud deployment model is not very popular, but it does fall into the official
NIST definition, hence it is mentioned here.
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Metering and Chargeback

Metering refers to the measurement of resource use, whereas chargeback is related to
charging based on that metering. These two ideas are essential characteristics of cloud
computing. They are always present in the public cloud deployment model, but are
optional in the private cloud deployment model.

The metering and chargeback concepts can best be understood by considering the
analogy of electricity use in your home. You have a meter that monitors all your energy
consumption and then you are charged for the number of units consumed in a given
period. While electricity consumption has only one metric, cloud computing has many,
including the number of virtual machines, the type of virtual machines, storage, I/0, etc.

The metering and chargeback model in cloud computing is similar to the pay-as-
you-go/pre-paid model used in the mobile industry.

Consider this Oracle example. Oracle database pricing (chargeback) is divided into
two categories:

e  Metered: A pay-as-you-go model where no upfront payment is
required and invoices are generated on a monthly basis for actual
use on an hourly basis.

e Non-metered: A monthly pricing. Per hour pricing is not
applicable here.

Within each of these categories, there are three options:
1. Oracle Database as a Service
2. Oracle Database Exadata cloud service
3. Oracle Database Virtual Image

In Oracle Database as a Service, Oracle software is installed and Oracle database is
created using the option you provide. The database management tools are available for
backup, recovery, and patching.

In Oracle Database Virtual Image, you get Oracle software pre-installed on Oracle
cloud virtual machine. Database instances are not created automatically, but you can do
that using DBCA or manually. Here, you don’t get any additional cloud tools.

In the Exadata cloud service, you get Exadata quarter, half, and full rack in a hosted
environment.

Summary

This chapter covered the basics of cloud computing, including the deployment models—

public cloud, private cloud, hybrid cloud, and community cloud—as well as the service

models—IaaS, PaaS, and SaaS. Finally, it covered the metering and chargeback concepts.
The next chapter considers these concepts from the database perspective.
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CHAPTER 2

Introduction to Database
as a Service

In the last chapter, you learned the basics of cloud computing, so now let’s see what cloud
computing means from the database perspective. In this chapter, you will learn about

the database as a service (DBaa$) concept, including ways to implement it, public cloud
offerings around it, and private cloud offerings around it. You will learn about DBaasS as
Infrastructure as a service, DBaaS as Platform as a service, and DBaaS in the managed
service model. You also learn about the basic terminologies related to prominent cloud
providers and the methods and guidelines for choosing the right cloud provider for your
DBaaS implementation.

What Is Database as a Service?

As described in the previous chapter, there are three service models for cloud
computing—Iaa$, Paa$, and SaaS. Recently many new “as-a-service” terms came into
existence and cloud computing has become a synonym of Xaa$, where X is anything.

Database as a service, also known as DBaa$ and very occasionally Daas$, is the most
important from a DBA perspective. As the name suggests, it is about providing database
services, such as DB servers, database and schema as a service. DBaasS is offered in IaaS,
PaaS, and SaaS models.

There are many cloud service providers that allow you to host Oracle databases. The
key players are as follows:

e  Oracle
e  Amazon Web Services (AWS)

e  Microsoft Azure

© Abhinivesh Jain and Niraj Mahajan 2017 11
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Note More and more providers are being added, so it is recommended you check the
latest updates before doing cloud implementation.

You can provision Oracle database with any of these mentioned cloud providers. It
is recommended that you use a public cloud provider that is certified and supported by
Oracle. Refer to Oracle-approved cloud service providers at http://www.oracle.com/us/
corporate/pricing/cloud-licensing-070579.pdf.

In next section, you will see various offerings provided by these vendors. These are
explained using the examples of Oracle, AWS, and Azure cloud, which provide Oracle
databases in the cloud.

DBaaS Public Cloud Offerings

DBaaS in the public cloud is offered both as an Infrastructure as a Service (IaaS) and as
a Platform as a Service (PaaS). The following section explains the current offerings from
Oracle and AWS. These are current as of writing this book. It is said that cloud offerings
change on weekly basis, hence it is advised that you check the latest offerings before
selecting anything.

Oracle Public Cloud Offering

Oracle offers the following three DB-related services in the cloud. They are all categorized
into Platform as a Service, except for Oracle Database Virtual Image option, which is an
Iaa$ offering.

e Schema as a Service
. Database as a Service
e  Oracle Database Cloud Exadata Service

Let’s take a deeper look at these three offerings.

Schema as a Service

In this scenario, you can get one schema of 5, 20, or 50GB. This schema is encrypted and
created on an 11g (11.2.0.4) database. This is fully managed by Oracle. As a DBA, you
don’t need to perform any administration tasks.

To access and work on this schema, you get three options—via APEX, by using
RESTful web services, or by SQL Developer. You don’t get direct connectivity using
SQL*Net. You can load data in this schema using SQL developer or APEX, or you can
export the data from this schema.

12
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This service runs on Exadata and it is very good for faster application development
and deployment where you don’t want to manage any database aspects. It is highly
scalable and available.

Some of the limitations of this offering are as follows:

¢ Noinstance-level changes allowed

e  No access to underlying hardware or OS
e No storing of files on a filesystem

e Noinstallation of any application

e No access using Oracle net services

Database as a Service

In this service, you have two service levels (Figure 2-1).

Create Oracle Database Cloud Service Instance

Canesl - Next )
Subscription

Subscription Type

and billing frequency for this Oracle Database Cloud Service instance
Service Level

Oracle Database Cloud Service

Oracle Database Cloud Service - Vinual Image

Figure 2-1. Service levels in Oracle database cloud service

Oracle Database Cloud Service: Virtual Image

In this offering, you get Oracle software pre-installed on Oracle cloud virtual
machine. You can get started by simply creating the database using DBCA or using a
silent installation. This is more of Iaa$ offering, but Oracle classifies it as PaaS since
Oracle binaries are also preinstalled. Here, all the DB maintenance operation is your
responsibility. Besides using Oracle’s given tools, you can use third-party tools and
custom scripts to manage your database.

13
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Oracle Database Cloud Service

In this offering, you get software along with Oracle database. This database is created
as per the specifications you provide. This option also gives you cloud tools for doing
backups, recovery, patching, upgrading, and monitoring. These tools are as follows:

e  bkup api

e orec subcommand of the dbaascli utility

e dbpatchmsubcommand of the dbaascli utility
e DBaaS monitor

e  raccli utility

Database provisioning is explained in the next chapter and the tools are covered in
Chapter 9, “Manage and Monitor”.
In both of these service levels, you have two billing options:

e  Hourly
e  Monthly

From a DB version perspective, you have three choices:

e Oracle database 11g R2 (11.2.0.4)
e  Oracle database 12c R1 (12.1.0.2)
e  Oracle database 12c R2 (12.2.0.1)

From an Edition perspective, you have four choices:

e  Standard Edition (SE): Full database instance with up to 16
OCPUs

e  Enterprise Edition (EE): Comes with all standard features of
Enterprise Edition (EE), plus DataGuard and Transparent Data
Encryption (TDE)

e  High Performance: Comes with all EE packs and options except
RAC, RAC One node, in-memory, and Active DataGuard

e  Extreme Performance: Comes with all EE packs and options
except RAC One node

From a compute perspective, you have several combinations of RAM and OCPUs
(Oracle CPUs) to choose from. See Table 2-1.

14
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Table 2-1. Oracle Virtual Image Shapes

Category Shape Name Size

General Purpose 0cC3 1 OCPU, 7.5GB RAM
General Purpose 0C4 2 OCPUs, 15GB RAM
General Purpose 0C5 4 OCPUs, 30GB RAM
General Purpose 0C6 8 OCPUs, 60GB RAM
General Purpose ocC7 16 OCPUs, 120GB RAM
High Memory OC1M 1 OCPUs, 15GB RAM
High Memory ocz2M 2 OCPUs, 30GB RAM
High Memory 0OC3M 4 OCPUs, 60GB RAM
High Memory 0C4M 8 OCPUs, 120GB RAM
High Memory OC5M 16 OCPUs, 240GB RAM

Oracle Database Cloud Exadata Service

In this offering, you get database hosting on Exadata machines on Oracle cloud. This is
very useful for mission-critical databases where you need consistently good performance.
There are three configuration options:

e Quarter rack: Two compute nodes and three storage cells
e Halfrack: Four compute nodes and six storage cells
e Full rack: Eight compute nodes and 12 storage cells

Each compute node comes with a fixed amount of memory, network, and storage;
however, you are allowed to enable extra CPU cores as per your need.

As per IaaS offering norms, you don’t get access to underlying hardware, storage
cells, and InfiniBand.

In Exadata service, you can deploy as many instances as you want. It comes with all
Enterprise Edition features, options, and packs, along with cloud tools for performing
common database administration tasks.

You have full control of the database and you are responsible for performing
database backups, recovery, and all other DB administration tasks. Oracle is also
offering this Exadata Service under a cloud platform with the option to host Exadata
on-premise. This is really helpful for expanding the scope of public cloud based DBaaS
to the business-critical applications addressing the concerns related to security and data
hosting locations.

15
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Oracle Cloud Choices

Table 2-2 explains Oracle Database Cloud options with scenarios.

Table 2-2. When to Choose What in Oracle Cloud

Oracle Cloud Offering Ideal For

Schema as a Service When you need database platform for faster application
development or deployment and you don’t want to do
database administration related tasks

Oracle Database Cloud When you need a database server with preconfigured
Service Oracle instance and various tools for automated
maintenance tasks

Oracle Database Cloud When you need a database server with Oracle software
Service: Virtual Image  installed but no database created

Exadata Service When you want high performance and various Exadata
features in the cloud or you are migrating your database
hosted in on-premises Exadata

AWS Public Cloud Offering

Amazon Web Services (AWS) is a cloud computing platform from Amazon. Oracle
database was first made available in AWS in 2006. Oracle on AWS can be deployed in two
ways:

¢  On Amazon Elastic Compute Cloud (EC2)
e  On Amazon Relational Database Services (RDS)

All the DBaaS offerings, from Oracle Cloud or from AWS, have on-demand
scalability that helps in meeting storage, processing power, and memory requirements.
Since database is hosted in the cloud, you have high-availability options like Multi-AZ,
which is discussed in Chapter 4.

Oracle DB on Amazon EC2

Amazon EC2 is an IaaS offering, hence you get full control of the OS, Oracle software
installation and configuration, and all the other database administration tasks. This is
good if you want to run old Oracle database versions (e.g., Oracle 10g) or you want to have
full control over database deployment. The following are key highlights of this offering:

e Easytosetup
e  Highlyreliable
e  High availability

e  Full control for the consumer

16


http://dx.doi.org/10.1007/978-1-4842-2635-3_4

CHAPTER 2 © INTRODUCTION TO DATABASE AS A SERVICE

Easy integration with other AWS offerings such as S3

Easy scalability

Oracle DB on Amazon RDS

Amazon RDS is the relational database services offering from Amazon. The following are
key highlights of this offering:

Easy to set up: You can bring up Oracle instance in a few minutes.

Easy administration: AWS manages your installation, backup,
recovery, software patching, minor upgrades, monitoring,
snapshots, and automatic host replacement.

Easy scalability: Quick scalability by clicking of few buttons.
High availability: Uses Multi-AZ (availability zones).

Good performance: Availability of 32vCPU and 244GB RAM
compute machine, along with SSD backend storage, helps meet
performance requirements.

Security: Uses Transparent Data Encryption and Virtual Private
Cloud.

The following are some of key Oracle features that are not supported in Amazon
RDS. For a complete list and the most up-to-date information, refer to http://aws.
amazon.com/rds/oracle/.

DataGuard and Active DataGuard
Real Application cluster (RAC)
ASM

Database Vault

Oracle Enterprise Manager (OEM) Grid Control

Supported Versions and Editions

Only Oracle 11gR2 and Oracle 12c are supported in Amazon RDS.
The following Oracle editions are supported in Amazon RDS. These are dependent
on the licensing model.

Standard Edition: Bring your own license (BYOL)
Standard Edition One: License included and BYOL
Standard Edition Two: BYOL

Enterprise Edition: BYOL

17
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AWS Choices

Table 2-3 describes the scenarios when you should choose hosting Oracle DB on EC2
or RDS.

Table 2-3. When to Choose What in AWS

Choose When
Amazon EC2 e  You want to run older software versions that are not supported
in RDS.

e  You want full control over database installation and
configuration.

e  Your database size exceeds the current maximum allowed in
RDS.

e  You have DBAs who can manage the database in the cloud.

¢ You want to bring your own license (BYOL) for running Oracle
database in EC2.

Amazon RDS e  You do not want to do regular database administration
tasks and want to focus only on performance tuning and
application-related tasks.

¢ Youdo not want to spend effort in manually configuring the
DR solution, like Multi-AZ.

¢  You want to use Oracle Standard edition One with the license-
included model. There are many edition options available with
BYOL, but this particular option is only available in Amazon
RDS.

Microsoft Azure Public Cloud Offering

Oracle database is certified and supported on Microsoft Azure Cloud. Microsoft Azure
platform provides only an Infrastructure as a Service (IaaS) offering for running Oracle
databases. As part of this, Microsoft provides options for selecting virtual machines,
storage, and virtual networks.

Supported Versions and Editions

You get these two options in Azure (Figure 2-2):
e  Oracle database 12.1.0.2 Enterprise Edition
e  Oracle database 12.1.0.2 Standard Edition

18
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Figure 2-2. Microsoft Azure offerings for Oracle database

Microsoft Azure stopped the pay-as-you-go model for Oracle DB and now only
supports bring-your-own-license (BYOL). Since Azure Cloud has less functionality for
Oracle database hosting, it is not covered in this book.

DBaas in Private Cloud

DBaasS in a private cloud means setting up your own cloud using your own infrastructure.
This is useful because you have full control of the entire infrastructure and the end user
gets all the cloud computing benefits.

DBaaS in a private cloud can be set up either by some consulting partner such as
Oracle consulting or by your own in-house IT team.

Oracle Enterprise Manger 12c (OEM) and OEM 12 Cloud management pack features
and options are used to enable self-service portal, metering, and chargeback, as well as
managing the database lifecycle.

Oracle database 12c multi-tenant feature is a very good option for setting up a
private cloud.

A private cloud can be set up on a traditional infrastructure, on a converged
infrastructure like Vblock, or on engineered system like Exadata, Supercluster, etc.

Oracle Virtual Machine (OVM) can be taken for virtualization. The DBaaS in a private
cloud offering is very challenging compared to DBaaS in Public cloud since you are
responsible for configuration and for on-going maintenance.

This is good option for organizations that can’t move their databases to the cloud
due to security and compliance issues.

DBaaS in Managed Services Model

Managed services means that cloud service providers are responsible end to end for
managing and maintaining your database.

Oracle Database Exadata Express Cloud Service and AWS’s RDS offering are
examples of managed services. As of the writing of this book, Oracle is yet to release
managed services offerings for Oracle databases in a non-Exadata environment.
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Getting Started with Database as a Service

Now that you understand the DBaaS concepts and various offerings from Oracle,
Microsoft, and AWS, it’s time to look at what you need to get started. Before you start your
DBaaS implementation, you need to do the following three things:

1. Select your vendor.
2. Select the services.

3. Choose the right subscription.

Selecting Your DBaaS Vendor

Vendor selection depends on many factors, but the following three factors are the most
important when choosing the right vendor:

e  Services offered by vendor
e  Features supported by vendor
e  Price

Cloud provider selection requires detailed analysis and it is beyond the scope of
this book.

Selecting the DBaasS Services

Each cloud provider provides many offerings around Oracle database, so it becomes very
important to choose the right services.
Table 2-4 details the offerings around various cloud service models.

Table 2-4. DBaasS Offerings Around Various Cloud Service Models

Cloud Service Model Offerings

IaaS Oracle Database Virtual Image, Oracle Database Exadata
cloud service, AWS EC2 instance, Azure Virtual machine

Paa$S Oracle Database as a Service

SaaS Oracle Schema as a Service, Amazon RDS

Choosing the Right DBaa$ Subscription

Each cloud service provider has its own method of metering and chargeback, hence it

is extremely important to choose the subscription based on your business needs. For
example, for learning purposes, trials or free subscriptions come with certain restrictions.
For long-term use, the pre-paid option is usually cheaper than the pay-as-you-go model.
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Getting Acquainted with the Basic Terminology in
Database as a Service

This section lists the basic terminology and descriptions of each term. These terms are
frequently used in the DBaaS world, hence you should make yourself familiar with them
before you start using DBaaS. These terms are explained in relevant chapters as well.

Oracle Cloud Terminology

Service levels: Refers to the options that Oracle cloud offers
Virtual image: The virtual machine

OCPU: Refers to Oracle CPU, which is equivalent to one physical
core of an Intel Xeon processor

Cloud storage: Storage option present in the cloud

Subscription: Registration for Oracle cloud service

Region: Refers to the geography where the datacenters are present
Compute: Refers to CPU, memory, network, and storage

Console: GUI to access and manage Oracle cloud service

Shape: Virtual image sizes

Amazon Web Services Terminology

EC2 instance: Refers to the virtual machine

RDS: Relational Database Services

Region: Refers to the geography where the datacenters are present
EBS: Block Storage in AWS

AZ: Availability Zone

DB Instance Class: Same as shape in Oracle Cloud

BYOL: Bring your own license

DB Engine: Standard Edition or Enterprise Edition

VPC (Virtual Private Cloud): Virtual datacenter in AWS
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Microsoft Azure Terminology

e  Virtual Machine: Compute resources provisioned using
hypervisor

e  Storage account: Storage provided by Azure; requires you to create
one or more storage account

e Subscription: Registration for Azure cloud services

e Classic/old portal: https://manage.windowsazure.com/ is
referred to as the classic portal.

e New portal: https://portal.azure.com/ refers to the new portal

Summary

In this chapter, you learned the meaning of DBaaS$, read an overview of DBaaS$ offerings
given by the top three cloud service providers, and learned about the benefits and use
cases of each of these offerings. You learned about how to choose which offering, read
about the supported versions and editions, and learned the basic terminology related to
DBaasS.

The next chapter covers the provisioning options in Oracle cloud and Amazon cloud.
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PART Il

Database Administration
in Cloud

Part II of this book covers all aspects of Oracle database administration in cloud.
It consists of 7 chapters, brief overview of each of the chapter is given below-

Chapter 3 covers the provisioning of Oracle database in cloud.

Chapter 4 covers the High availability options like- RAC setup in cloud.

Chapter 5 covers the Disaster recovery options like- DataGuard setup, Multi
AZ deployment in cloud.

Chapter 6 covers Database security aspects.

Chapter 7 covers Database migration to cloud.

Chapter 8 gives details around Database backup and restore approaches for
cloud based database.

Chapter 9 covers Database management and monitoring approaches and
different tools available for performing Database management activities.
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CHAPTER 3

Provisioning

In this chapter, you go thru database provisioning in Oracle Cloud and AWS. You will
learn about the various options that you can select during database provisioning. Some
configurations, like backup configuration for Oracle Cloud, if not done during database
creation, will never be available for modification. GUI-based provisioning is a simple and
quick way to create your database with AWS and Oracle Cloud.

Database Provisioning Overview

Creating Oracle database and making it available for end users is called provisioning the
database. Provisioning can be as per specific requirements or can be completed for a
standard offering. In the context of DB provisioning for cloud based offerings, it is usually
a standard offering with very little room for customization. All the customization can be
done by the respective support team after it is made available to them.

You might have done DB provisioning multiple times for non-cloud based databases.
In such cases, the approach could be completely manual or partially automated. It can
be completely automated as well and is called a factory-based approach, where the
standard set of activities are performed via automation and a standard DB installation is
completed.

For cloud-based DB provisioning, you must get the requirements from the user/
client with minimal interaction and in the minimum amount of time. A self-service portal
is key to meeting this requirement.

Also for non-cloud based provisioning, the turnaround time can be long, as it
may involve budgeting, purchase, hardware shipping, OS, storage, and other required
configurations. Some of these steps can be skipped if the target is to create the DB on a
Virtual Machine (VM) or on a logical partition (LPAR). For cloud-based DB provisioning,
on the other hand, you need to be ready with requirements for CPUs, OS, storage, and
other hardware and software needs. On receipt of the request, the DB provision is
completed quickly, usually in minutes, not days.

In the next section, you go thru a step-by-step process for provisioning Oracle
database with two prominent cloud service providers—Oracle Cloud and Amazon Web
Services.
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Most of the cloud service providers do not support Oracle database 10g or below.
The cloud-based provisioning is limited to 11g or 12c databases only. There are various
offerings, including:

e Database instance (11g)
e  Pluggable database (12c)

e  Schema service

Database Provisioning in Oracle Cloud

This section describes the step-by-step process for provisioning Oracle database using
Oracle Cloud services. At a high level, this can be divided into the following steps.

1. Create Oracle Cloud subscription.
2. Select Oracle Database Cloud offering.
3. Create the service.

Let’s look at these steps in detail.

Creating Oracle Cloud Subscription

To start with, you learn how to provision a database using Oracle Cloud service and create
a pluggable database. As the first step, you need to subscribe to Oracle Cloud service.

Go to https://cloud.oracle.com/home

Login to your Oracle account or create one if you don’t have Oracle account. Oracle
Cloud subscription is used by Oracle to promote new offerings and make subscribers
aware of new features added to the service. You may also get invites to webcasts and
events, in order to keep updated.

To create a database, you need to click on Database under the Platform (PaaS)
category, as shown in Figure 3-1.

Platform ( PaaS )

Database
Your Oracle Database in the Cloud

Consolidate and manage databases as cloud services and
accelerate analytical performance while achieving new levels of
efficiency, security, and availability

Figure 3-1. Oracle Cloud PaasS offering
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There are two offerings available. The Database as a Service option will let you create
database instances, whereas the Database Schema Service option will let you create a
schema to be used as per your requirements.

You need to provision a database, so select Database as a Service, as shown in
Figure 3-2. Note that Oracle offers a free trial service to help you explore many features
without any cost.

Database as a Service ;
Your Oracle Database in the Cloud. This trial includes Database, Java, Database -
Backup and Storage public clo vices. Start Trial »

Figure 3-2. Oracle Cloud Database as a Service offering

As the next step, you need to sign up for the subscription of Oracle Cloud services.
Fill in the required details to move to the next step, as shown in Figure 3-3.

Froforences w

ORACLE’ CcLOUD

. Sign Up for a Trial Subscription to Oracle Public Cloud Services

rily your contact details and confirm your mobile number by requesting and providing the verificalion code.

He I [OI Among other platform and infrastructure services, you will get free access for one month to:
* Oracle Database Java Compute Developer
Database Backup Storage Application Container S0A
Contact Details
*FirstName  Nira) * Company A
*Lasthams  Mahasan Choud DBA @

* Country  India A4

Figure 3-3. Oracle Cloud subscription form: contact details

Also provide the correct contact details, like your phone number, which is required
for verification. Provide the name for your domain, which will be used for the database as
well as for other Oracle Public cloud services, as shown in Figure 3-4.
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Verification Code

* Country Calling Code | Ingia (+81) v * Mobile Number 1 1234567890

RequastCode @) * Verification Code 1234 (7]

This verification code will be sant in a laxt message to your mobile phone. Standard text messaging rates apply. Cracle may also
contact you at this phone number if we have questions abaut your trial

Trial Details

*Hame Create New Accoun? * 9

clouddba

If you decide to creale @ new account, pay attention lo what you name your account as tis value is displayed throughout the U1,
may be visible in service UL and even requirsd when users ko on to your senace. Wa recommend that fe account nams
ame. Below is the preview of e My Services URL with the account name.

indicates your arganization andlor division ni

My Services URL Preview: hitps:/myservices. eraclecloud. com'mycloud ‘clonddba

# |understand and accept Cracle’s Terms and Conditiens

Figure 3-4. Oracle Cloud subscription form: contact verification details

Once you have provided all the mandatory information in the required format, you
will receive a success message, as shown in Figure 3-5.

0 Congratulations! You have successfully submitted your request to try Oracle Public Cloud Services

Services Included:

Account / Identity Domain:
Order ID:
Order Date:

Trial Duration:

Oracie Database, Java, Compute. Developer, Database Backup, Storage.
Application Container, SOA Cloud Services

usclouddba
C5937659
27-Jun-2016

30 days

Figure 3-5. Oracle Cloud subscription form completion

This will trigger an e-mail to the account you provided earlier, where you will have
the link for your account and service administration. You will also be provided with a
temporary password, which needs to be changed upon the first login. See Figure 3-6 for

the details.
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Access Details

User Name and Temporary Password
Use these credentials to sign in to My Services and your Service Console URL

Username: nirajmahajan@yahoo.com
Temporary Password: jKZF7w3j
Identity Domain: usclouddba

@ My Account Administration
u Sign in to My Account to manage your trials and all your Oracle Cloud services

My Account URL: hitps://imyaccount.cloud.oracle.com/mycloud/faces/dashboard jspx
Username: Use your Oracle account user name.
Password: Use your Oracle account password.

My Services Administration
Sign in to My Services to monitor this trial environment, including usage data and status.

My Services URL: https:/myservices.us. oraclecloud com/mycloud/usclouddba/faces/dashboard jspx
Identity Domain: usclouddba

Figure 3-6. Oracle Cloud subscription: ACCESS details

You can also set a security question, your timezone, and any language preferences
and then continue.

Selecting Oracle Database Cloud Offering

Now you are ready to create your database using Oracle Public cloud services. Select
Oracle Database Cloud Service, as shown in Figure 3-7 from the multiple service offerings
that are available.

Oracle Database Cloud Service
Subscription: Trial (Expires:27-Jul-2016 12:17 PM IST)

Data Center: US Commercial 2

Identity Domain: usclouddba

Cloud Services Account: usclouddba

Category: Oracle Database Public Cloud Services

Figure 3-7. Choose Oracle Cloud Service
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You can choose to follow the tutorials or directly jump to DB creation by clicking Go
to Console button, as shown in Figure 3-8.

Feamabaan Syahoo. om v
= ORACLE' cLOUD My Services Wy Dssbbosd ik Users 3™ Noifications

e ‘Oracle Database Cloud Service Services T Welcome!

Welcome to ORACLE DATABASE CLOUD - Database as a Servicel

e

Figure 3-8. Oracle Database cloud: welcome page

Creating the Service

Once you're inside Oracle Database Cloud Service, you have to click on the Create Service
button to start the DB provisioning process, as shown in Figure 3-9.

) i arahajanidyahod.come
= | ORACLE’ cLOUD My Services tlaDoshboars i Users P Notifications

@ Oracle Database Cloud Service Services B Welcome!

Asof Jun 2T, 2016 TS8 10 AM UTC (3

Services
Create Service

You don't have any services. After meeting the prerequisites, use this button to
create a service,

New to creating a service?
- 'Walch a wdeo
- Step trough a tutorial

» Instance create and delete history

Figure 3-9. Oracle Cloud: create service process
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Service creation is five-step process:

1. Subscription

2. Release
3. Edition
4. Configuration Details

5. Confirmation

Let’s look at each of these steps in detail.

Subscription

As shown in Figure 3-10, there are options to either create a virtual image and then create
the DB manually using the preinstalled binaries, giving you high flexibility for setting
your database configurations. Otherwise, you can opt for Oracle Database Cloud Service,
where you will provide your requirements via a wizard and create a DB instance quickly.
For now, let’s choose the wizard based approach with the monthly billing frequency.

ORACLE’ cLouD My Services nirsjmabajin@yshoo.comw

e Provision New Oracle Database Cloud Service

Create Oracle Database Cloud Service Instance
o ] : Next §

Subscription F Ection

Subscription Type

Select the sendce lavel and biling frequency for this Oracie Database Cloud Senvice instance

Service Level

Oracle Database Cloud Service
Oracle Database software pre-installed on Oracle Cloud Vitual Machine.
d for you using configuration options provided in this wizard

Database instances are o

Additional cioud tooling is available for backup, recovery and patching

Oracle Database Cloud Service - Virtual Image

O Database software pre-inst n an Ovacie Clou
Database instanc
Mo additional cloud tooling is avaiabie.

Billing Frequency

Hourly
Pay for the number of hours used

Monthly

Pay one low pr

e for the entire month imespective of the number of hours used

Figure 3-10. Oracle Cloud: service level and billing process

31



CHAPTER 3 ' PROVISIONING

Release

As the name suggests, in this step you have to decide on the DB release to be used, as
shown in Figure 3-11. The supported release versions are 11g and 12c only, both running
on Oracle Linux platform.

Create Oracle Database Cloud Service Instance

& Previous | Cancel @ Next )

Software Release

Oracle Database 11g Release 2

Oracle Database 12c Release 1

Figure 3-11. Oracle Cloud: selecting the release

Edition
The next step is to select the database edition; you have four options:

e  Standard Edition: Use the Standard Edition features for your
cloud DB

e  Enterprise Edition: Contains all the components of Oracle DB

e  Enterprise Edition - High Performance: Use the Enterprise
Edition features for your cloud DB with enterprise management
pack, excluding RAC, RAC One Node, In-Memory, and Active
DataGuard

e  Enterprise Edition - Extreme Performance: Use all the Enterprise
Edition features for your cloud DB with enterprise management
pack, excluding RAC One Node

Make a selection, as shown in Figure 3-12.

32



CHAPTER 3 " PROVISIONING

Create Oracle Database Cloud Service Instance

&£ Previous | Cancel . :«‘ Next B
L o

Software Edition

Selec! the database edition for this Oracke Database Cloud Service instance

Enterprise Edition (Detadls)

abase 12c Release 1

& Linux 6.6

Enterprise Edition - High Performance (Datails
Oracle Dat elease 1

Figure 3-12. Oracle Cloud: software edition selection

The next stage is where all the details are collected for the DB to be created. This
includes service, database, backup, and recovery configuration, along with a few
more details.

Service Configuration Details

This is where you provide the service name, description, hardware requirement (shape),
timezone, and SSH public key for secure connectivity. See Figure 3-13.
(2> Service Configuration

* Service Name  cloud-db01 @
Description cloud-db01 &
* Shape OC3-10CPU,7.5GBRAM v
" Timezone  (UTC+05:30) India Standard ¥

" SSH Public Key  Niraj_Public_key.pub Edit | @

Figure 3-13. Oracle Cloud: service configuration
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There are multiple standard options (as shown in Figure 3-14) for choosing hardware
configuration, which is called shape, in Oracle public cloud context.

0OC3-10CPU, 7.5 GB RAM v

0OC3-10CPU, 7.5 GB RAM

0C4 -2 OCPU, 15 GB RAM
OC5 -4 OCPU, 30 GB RAM
0OC6 -8 OCPU, 60 GB RAM

Shape

ezone

lic Key

figure

Je (GB)

OC7 -16 OCPU, 120 GB RAM
OC1M -1 OCPU, 15 GB RAM
0OC2M -2 OCPU, 30 GB RAM
OC3M -4 OCPU, 60 GB RAM
OC4M -8 OCPU, 120 GB RAM
OC5M - 16 OCPU, 240 GB RAM

Figure 3-14. Oracle Cloud: shape option

Next is database configuration, which is where you provide the storage requirements,
password for administration, SID, PDB name, and character set information, as shown in

Figure 3-15.

@ Database Configuration

* Usable Database Storage (GB) 100
Total Data File Storage (GB) 171
* Administration Password  sssssess (7]
" Confirm Password ~ ssssssess & o
“ DB Name (SID) clouddb ()
" PDB Name testdb1 @

* Character Set

* National Character Set

AL32UTFS - Unicode Unive ¥

AL16UTF16 - Unicode UTF ¥

Figure 3-15. Oracle Cloud: database configuration
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The next section, as shown in Figure 3-16, is about backup and recovery. This
information is covered in detail in Chapter 8, “Backup and Restore”.

{l—) Backup and Recovery Configuration

* Backup Destination ~ Cloud Storage Only v
* Cloud Storage Container usclouddba/backup (7]
* Cloud Storage User Name cloud_dba Enter a passwor
user

* Cloud Storage Password wessann]

Figure 3-16. Oracle Cloud: backup and recovery configuration

Once you provide all this information, a summary, as shown in Figure 3-17, is
displayed so that you can review the provided details before submitting the actual

database creation request.

Confirmation

Confirm your responses and create this Oracle Database Cloud Service instance.

&

9D

Service Level: Oracle Database Cloud Service

Billing Frequency: Monthly

Software Release: Oracle Database 12¢ Release 1

Software Edition: Enterprise Edition

Service Name: cloud-db01

Description: cloud-db01

Shape: OC3-10CPU, 7.5 GB RAM

Timezone: (UTC+05:30) India Standard Time(Asia/Calcutia)

Key: Niraj_Public_keypub

Usable Database Storage: 100

Total Data File Storage: 171

DB Name (SID): clouddb

PDB Name: testdbi

Character Set: AL32UTFE - Unicode Universal character set UTF-B form 32-bit
National Character Set: AL16UTF16 - Unicode UTF-16 Universal character set
Standby Database with Data Guard: Mo

Disaster Recovery: No

Include "Demos” PDB: No

Include GoldenGate: No

Backup Destination: Cloud Storage Only
Username: cloud_dba
Cloud Storage Container: usclouddbabackup

Figure 3-17. Oracle Cloud: summary screen
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You are now at final lap for provisioning your database in Oracle Public cloud, as
shown in Figure 3-18.
Create Oracle Database Cloud Service Instance

£ Previous Cancel - Create )
Confirmation

Figure 3-18. Oracle Cloud: create option

Once you click the Create button, the request is submitted for creating your
database. The progress is updated under the Services page, as shown in Figure 3-19.

Services OCPUs Memory Storage Public IPs
1 1 7508 180 s& 1
Services
O, Create Service

cloud-db01 Submitted On: Jun 27, 2016 81352 AM UTC ocPUs: 1
C"‘\ Status: In Progress Memory: 750GB
E‘T Version: Storage: 180GB

“ Edition: Enterprige Editior

Figure 3-19. Oracle Cloud: service creation status

It takes around half an hour to get your database ready. Once it’s ready, public IP and
port information is available at the service page, as shown in Figure 3-20.

P cloud-db01 SQL *Net Port: 1521 OCPUS: 1 =
:! Public IP: 129.144.16.63 SID: clouddb Memory: 7.5GB
PDB Name: lestdb1 Storage: 180 GB

Figure 3-20. Oracle Cloud: service details

Accessing Your Database

You can access your database with different methods, including local SQL Plus, SQL
Developer, DBaaS monitor, APEX, and EM Console. See Figure 3-21.
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Open DBaa$S Monitor Console
Open Application Express Console
Open EM Console

SSH Access

Access Rules

Delete

Figure 3-21. Oracle Cloud: database access option

You now need to enable access rules for DBaa$S and DB Listener so that you can
access your database using DBaaS Monitor and SQL Developer, as shown in Figure 3-22.

Enable Access Rule

Confirm that you wish to enable the access rule
ora_p2_dblistener.

0 This operation may take some time.

Enable I Cancel

Status  Rule Name Source Destination Ports Description Rule Type Actions
+F  oapzen PUBLIC-INT... DB 2 e . | E
&F orapa_goksener PUBLICANT... DE 1521 DEF!  Digable =
4%  oasznm PUBLIC-INT... DB 80 DEF) Deete B
.& ora_p2_htpssi PUBLIC-INT... D& 443 DEFAULT i |
.“ ora_p2_heipadein PUBLIC-INT... D8 4848 DEFAULT b |
.5 ofa_p2_dbeonsole PUBLIC-INT... DB nss DEFAULT B
.b ora_p2_dbespress PUBLIC-INT... DB 5500 DEFAULT E
oF  ora_tusted_hosts_gistener 12700172 DB 1521 DO NOT MODIFY: A seerule to allow speci DEFAULT k|

Figure 3-22. Oracle Cloud: enable access rules
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The next step is to access your database in Oracle Public cloud as any other on-
premise database using SQL Developer by providing the proper connection details. Your
hostname is the public IP of your database. See Figure 3-23 for more details.

Connection Type Em -v{ Role |deM -,
Hostname 129.144.27.108 |
Poct 1521 |
@ sp tstoloud ]
() Service name |
[] 05 Authentication [ ] Kerk hentication [ Proxy Connection
Status :
Help Save Clear Test Connect Cancel
< |
Figure 3-23. Oracle Cloud: DB access using SQL developer
Now you can access your database like any other database and run queries, as
demonstrated in Figure 3-24.
PED-BIQA RA Bueoeda
Worksheet | Query Buider
select * from dba_data_files;
-
D-Qusykﬁ.it x
# 5 @) 3 5oL | AlRows Fetched: 4in 1.618 seconds
{ FILE_NAME | F1E_D | TABLESPACE NaME | BYTES |4} BLOCKS |
1 /u02/app/oracle/oradata/TstCloud/users0l.dbf 6 USERS 5242880 640
2 /u02/app/oracle/cradata/TstCloud/undotbs0l.dbf 4 UNDOTBS1 592445440 72320
3 fu02/app/oracle/oradata/TstCloud/system0l.dbf 1 SYSTEM 838860800 102400
4 /u02/app/oracle/oradata/TstCloud/sysaux0l.dbf 3 SYSAUX 702545920 E5760

Figure 3-24. Oracle Cloud: query execution in DB
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Database Provisioning in AWS

In this next section, you learn about how to provision Oracle database using Amazon Web
Services (AWS).

AWS has an offering under Relational Database Services (RDS) where you can create
your Oracle database. There is also option to create your database using EC2.

For this example, DB creation using RDS is covered. RDS is a managed service
offering where Amazon handles most of the administration tasks, including DB backup,
space allocation, etc.

To provision a database using AWS RDS, go to http://aws.amazon.com/ and sign up
or sign in by providing the required details.

As the next step, select RDS under Database from the Amazon Web Services page.
RDS is the managed Relational Database Service offering from AWS. Select Launch
DB Instance from the Instances menu to start the DB provisioning steps, as shown in
Figure 3-25.

RDS Dashboard " Launch DB Instance Show Monitoring  + v

Instances

Clusters Filter: All Instances Q -
Reserved Purchases Efiglios e - e mver]
Snapshots

Figure 3-25. AWS RDS: launching the DB instance

It is four-step process
1. Engine Selection
DB environment specification

Specifying the DB details

Eal A

Configuring the advanced settings

The details of each of these steps are covered in the following sections.

Selecting the Proper Engine

Select the DB engine that you would like to use, as shown in Figure 3-26. You can select
Enterprise Edition or select one of the Standard Edition options.
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Select Engine

To get staned, choose a DB Engine below and click Select

Amazon

Oracle EE
Aurora ; ”
Oracle Database Enterprise Edition
Oracle Database Enterprise Edition is an efficient, refiable, and secure
- database management system that delivers comprehensive high-end
My SQL capabilties for mission-critical applications and demanding database
vorkloads.
/‘3‘
L
Oracle Database Standard Edition
Oracle Database Standard Edition is an affordable and full-featured
database management system supporting up to 32 vCPUs,
ORACLE" Oracle SE One Select
Oracle Database Standard Edition One
Oracle Database Standard Edition One is an affordable and full-featured
F‘ database management system supporting up to 16 vCPUs,
r
SQL Server

Oracle SE Two
Oracle Database Standard Edition Two

Oracle Database Standard Edition Two is an affordable and fullfeatured
database management system supporting up to 16 vCPUs. Oracle
Database Standard Edition Two is a replacement for Standard Edition and
Standard Edition Cne.

Figure 3-26. AWS RDS: select the proper engine based on your needs

Only SE One has the option of license included; for all others, you need to bring your
own Oracle DB license (BYOL). When you are migrating your Oracle database from on-
premises to the cloud, you can utilize your investment in license purchases by using the
existing or spare licenses with the BYOL option.

As shown in Figure 3-27, this is part of the Specify DB Details section.
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Instance Specifications

DB Engine oracle-sel

License Model |license-included v
- Select One -
DB Engine Version | bring-your-own-license

MO v ctcce e TV a =

Figure 3-27. AWS RDS: instance specification

Specifying the DB Environment

You can choose bring-your-own-license (BYOL) and use the DB instance for non-
production purposes with no need to pay for a license. If you intend to use this database
for production purposes, declare this fact in the next step, as shown in Figure 3-28.

Services ~

Step1:  Select Engine Do you plan to use this database for production purposes?

Step2: Production?

Production DeviTest
® Oraclke EE Cracle EE
Use Multl-AZ Deployment This Instance is intended for
and Provisioned 10PS use outside of production or
Storage as defaults for high under the RDS Free Usage
availability and fast Tier

consistent performance

ROS pricing

Figure 3-28. AWS RDS: DB environment specification

Specifying the DB Details

Next, you need to provide the database specifications like version, CPU and memory
details, storage type and size, along with a username and password for DB administrator,

as shown in Figure 3-29.
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Instance Specifications

DB Engine oracle-ee
License Model | bring-your-own-license
DB Engine Version |12.1.0.2.vd
DB Instance Class |db.t2. micro — 1 vCPU, 1 GiB RAM
Multi-AZ Deployment No v
Storage Type | General Purpose (SSD) v
Allocated Storage” 10 GB

Provisioning less than 100 GB of General Purpose (SSD) storage for
high throughput workloads could result in higher latencies upon
exhaustion of the initial General Purpose (SSD) 10 credit balance
Click here for more details.

A

Sellings

DB lnstance ldentifier®  First_AwWS_DB

Master Username™  cloud_dba

Master Password”

sensreanee

Confirm Password”

| SRR

Figure 3-29. AWS RDS: specify DB Details

The warning message in Figure 3-29 is due to the fact that storage performance in
AWS is linked to its size. The bigger the size, the larger the I/O bandwidth.

You can choose from many DB engine versions on the offering, starting from 11.2.0.2
to 12c. Note that neither Oracle Cloud nor AWS RDS offers 10g or below versions, as
shown in Figure 3-30.
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11.2.0.2.v3

12.1.0.1.v4
12.1.0.1.v3
12.1.0.1.v2
12.1.0.1.v1
11.2.0.4.v8
11.2.0.4.v7
11.2.0.4.v6
11.2.0.4.v5
11.2.0.4.v4
11.2.0.4.v3
11.2.0.4v1
11.2.0.3.v4
11.2.0.3.v3
11.2.0.3.v2
11.2.0.3.v1
11.2.0.2.v7
11.2.0.2.v6
11.2.0.2.v5
11.2.0.2.v4

11.2.02v3 )

Figure 3-30. AWS RDS: DB version options
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As shown in Figure 3-31, the DB Instance Class allows you to select the CPU and
memory requirements for your instance. There are more than 10 options to choose from,

based on the DB size categorization, including these:
e  Micro
e Small
e Medium
e Large
e  Extra Large

This is comparable to the shape option in Oracle Cloud.
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- Select One - a
 db.t2. micro — 1 vCPU, 1 GiB RAM

|db.t2 small — 1 vCPU, 2 GiB RAM

| db.t2. medium — 2 vCPU, 4 GiB RAM

|db.t2 large — 2 vCPU, 8 GiB RAM

| db.md4 large — 2 vCPU, 8 GiB RAM

!db md.xarge — 4 vCPU, 16 GiB RAM

'\ db.md. 2xlarge — 8 vCPU, 32 GiB RAM

| db.m4.4xlarge — 16 vCPU, 64 GiB RAM
'db.m4.10xlarge — 40 vCPU, 160 GiB RAM

| db.m3.medium — 1 vCPU, 3.75 GiB RAM
dbm3 large — 2 vCPU, 7.5 GiB RAM

| db.m3.xlarge — 4 vCPU, 15 GiB RAM

| db.m3.2xlarge — 8 vCPU, 30 GiB RAM
|db.r3.large — 2 vCPU, 15 GiB RAM
|db.r3.xlarge — 4 vCPU, 30.5 GiB RAM
db.r3.2darge — 8 vCPU, 61 GiB RAM

Idb r3.4xlarge — 16 vCPU, 122 GiB RAM
db r3.8xlarge — 32 vCPU, 244 GiB RAM
dbm2:darge—2vCPU 171GBRAM |

}

Figure 3-31. AWS RDS: DB server options

Note that the DB instance identifier must contain only letters, numbers, and
hyphens. Otherwise, you can expect the error message shown in Figure 3-32.

Settings

DB Instance ldentifier* I First-AWS-pB I

A Must contain only letters, digits, or hyphens

Figure 3-32. AWS RDS: DB instance name

Configuring the Advanced Settings

Now you are about to configure the advanced settings, where you can go with default
virtual private cloud or let AWS create a new one for you. The public accessibility setting
needs to be set to Yes or No, based on the connectivity and access requirements. You
should select Yes if you want the public IP address to be assigned to your DB server so
that it is accessible from outside of the VPC.

Select the database options and backup settings, which are self-explanatory, as
shown in Figure 3-33.
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T AWS ~ Services ~
Step1:  Select Engine Configure Advanced Settings
: Step 2 Production?
Network & Security O
Step 3 Specify DB Details
Step4: Configure Advanced Settings ype* | Default VPC (vpe-94553ci0) v
Subnet Group | default v
Publicly Accessible | Yés .
Availability Zone |No Preference .
VPC Security Group(s) |Create new Security Group
cefault (VPC)
Database Options
Database Name ORCL
Database Port | 1521
DB Parameter Group | default oracle-ee-12.1 v
Option Group | default oracle-ee-12-1 v
Copy Tags To Snapshots
Character Set Name |ALI2UTF8 .

Enable Encryption

Figure 3-33. AWS RDS: Configure Advanced Settings

Once you submit the request for DB provisioning, the instance creation process will
start, as shown in Figure 3-34.

| [} AWS ~ Services ~
, Step1 Select Engine
Step 2. Production? @ Your DB Instance is being created.
Step 3 Specify DB Details Note: Your instance may take a few minutes to launch

Step 4

Configure Advanced Settings

Connecting to your DB Instance

You will be unable to connect to your database instance unless you have previously authorized

access on your chosen security group

Go to the Security Groups Page

Related AWS Services

Amazon ElastiCache

Add a managed Memcached or Redis-compatible in-memory cache to speed up your database

access

Click here to leam more and launch your Cache Cluster

Figure 3-34. AWS RDS: DB instance creation

View Your DB Instances

45



CHAPTER 3 " PROVISIONING

You can check the progress/status of your instance, as shown in Figure 3-35. Once it’s
ready for access, the status will be Available.

L T} AWS Services ~

RDS Dashboard Show Manitoring v Hons = Div o |0

Instances

Clusters Filter: Al Instances ~ Q * Viewing 1 of 1 DB Instances ()
v Engine = DBinstance- Status - CPU  Current Activity Maintenance - Class * WPC

Snapshots » OracleSE One  first- B Connsctons: - Hons bl small  vpe-94553e40

Sacurity Groups

Figure 3-35. AWS RDS: DB instance creation status

After your instance is created, as shown in Figure 3-36, you can start monitoring it
online or access it remotely using SQL Developer and other tools.

RDS Dashboard i i
RDS Dashboa e showMonioring |~  Instance Actions

Instances
Chusters Filter:  All Instances ~ Q ® Viewing 1 of 1 DE In
Resarved Purchases ] Engine - DBlnstance- Suatue - CPU Current Activity Mainnance- Class - WPC Ml AZ- | R

fistawch  available 262% 0 Cornecions  None dbmlsmall  vpoddSE3) Mo

Sgeurity Groups

Parameter Groups st -2 e, anasoema coms 153 [ authorized ) €

Cpt Events Monitoring (a3

Subnet Groups

Events Finished D8 Instance M 2 48%
Event Subscriptions i
Backing up DB instance Vomory  SSEME

Motifcations
D8 instance created

Instance Actions Tags Logs

Figure 3-36. AWS RDS: DB instance availability page

Unlike Oracle Cloud, where you can start, stop, or restart your DB service, AWS RDS
does not have an option to stop your DB instance. You can delete it, but you'll stop it and
lose it forever.

As RDS is a managed service offering, there are lots of metrics provided by AWS
in terms of ready-made monitoring, as shown in Figure 3-37. You can monitor CPU
utilization, read-write operations, storage space, session count, free memory, and more.
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Time Range:  Last Hour ~

Below are your CloudWatch metrics for the selected resources. Click on a graph to see an expanded view. » View all CloudWatch metrics

CPU Uilization (Percent 0B Connections (Count Free Storage Space (U8 Freeable Memory (18
1 150
0 \ 83 'ﬁ,IIL__.__
] 0%
% 0% .,
] ] _— o
0624 0624 0624 24 0624 0624 0624
0500 0530 0500 0530 0530 0500 0530
Write Operations (CountSecond Read Openations (Count'Second Queus Depth (Court, Replica Lag (ms)
109 -] 1
5 2 075
5 B 05
o 05
2% 5 0.25
o624 0624 " oe2e o624 o624 ) 0824 24
05 00 053 05 00 0530 o500 0530 0500 0530
Legend: | first.aws.db
Figure 3-37. AWS RDS: DB instance monitoring, page 1
A few more metrics are shown in Figure 3-38.
Time Range:  Last Houwr ~ . W
Balow are your CloudWatch matrics for the selected resources. Click on a graph to see an expandad view. @ View all CloudWWatch metrics
Banary Log Disk Usage (ME Write Throughpaut (MBS econd Read Throughput (MBS ocond) Swap Usage (MEB
1 5 15 1
075 ] o
15 1
0% i 0%
5 1 0s e
o 0 ® —
0824 0574 24 0624 0824
05:00 0530 5.0 0530 0530
Write Latency (ma Read Latency (ms
80 ] 3 005
50 15 2 0.041
40 0
20 5 1 0.021
0
0624 0624 06724 624 0624 06 624 0624
8500 0530 05 530 8500 05 500 53

Figure 3-38. AWS RDS: DB instance monitoring, page 2

Accessing Your AWS RDS Instance

To access your newly created database instance remotely, its Publically Accessible
configuration should be set to Yes. You need to use the endpoint string (as shown in
Figure 3-39) hostname when connecting using SQL Developer.
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L ] Engine - DBinstance- Status - CPU ‘Current Activity Maintenance- Class - WPC = Multi-AZ - Replicas
W ~ OraceSEOne fistawsdb  ovadlable | 1200% 10 Connections  None dbmlsmall  vpc94S53c)  No
Fir o t { K]
o Config Details Security and Newwork Instance and IOPS
Engine Oracle SE One 12.1.0.1v5 Availability Zone uswest-2a Inswance Class db mi small €
|1! License Model License Included VPC vpe- 945530 Storage Type General Purpose (SSD)
Croated Time June 24, 2016 at 10.42.11 AM Subnet Group  defauit { Complete ) IOPS disabled
UTC+5:30 Subnets subnet-259fad1 Storage 10 GB
DB Name CLOUDDE subnet-b57 leded
Usemame doud_dba subnet-9223e5ca
Character Set ALI2UTF8 Security Groups  rds-launch-wizard (sg-2935ba41)
{ active )

Option Group  default orade-se1-12-1 {insme )
Parameter Group default crade-sel-12.1 { insymc ) Publicly Accessible Yes
Copy Tags To Snapshots No Endpoint

Port 1521
Certificate Authority rds-ca-2015 (Mar 5 2020)

Encryption Details Awnilability and Durability Details
Encryption Enabled No DB Instance Status available Auto Minor Version Upgrade Yes
Multi AZ Mo Maintenance Window sun 13 16-sum 13 46
Automated Backups Enabled (7 Days) Backup Window 03130843
Latest Restore Time m{wms a 11:26:10 AM Pending Maintenance None

Figure 3-39. AWS RDS: DB instance endpoint

Additionally, you need to edit the inbound rules to allow specific IPs for the port
where the listener services are running, as shown in Figure 3-40. Inbound settings can
be opened using the following navigation path. Choose EC2 Dashboard » Network &
Security » Security Groups and then click the Inbound tab on the lower half of the page.

Edit inbound rules

Typs (i) i Source (i)

Orack ROS a fiE ] @ 122 170.128.17132
o
Anywhere |

Figure 3-40. AWS RDS: inbound rule setting
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option, as shown in Figure 3-41, you can test your connection to the instance at AWS RDS.

Figure 3-41. AWS RDS: connecting to the DB instance using SQL Developer

Connection Name Connection Details Connection Name |AWS_DB
doudtest system@//129.144.27... | Username doud_dba
Password ssssasaess
[]sayePassword  [J  Connection Color
Connection Type [Basic ~| Roe [defauit v/
Hostngme first-aws-db.ca3zd4bver6.us-west-2.rds.amazonaws. com
Poct 1521
[oh") ‘cLouDDs
Osservieename [T
[]0s Aut @ [ Proxy C
Status : Success
Help Save Clear Test Connect

With the successful test, you can now access your DB as any other DB, as shown in

Figure 3-42.

= | By A ce
FEHW-B0 30 @uodan

1 s 08

~ [ worunest  ury tuscer

Beledt * from viimatancer

ooy it *
5B B0 MRsesFerhed 1505 se0nds

i merwce yureen. || nerwce juve [ st e [ vemsion ) sraame o [ smans |
1 Ap-L3-3-0-27 12, 1.9, 1.0 J4-TmE-16

Figure 3-42. AWS RDS: DB instance query execution, example 1

| e [ mamscs [ anceteem [ Lo smmmon war [ LoGoe [ swmmonm per
= 1STARTED  (mull} ALLOWED BT
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You can even check the instance details and data files or create your own objects, as
shown in Figure 3-43.

& ans 08
PEIV-RA BO @u¢ds Puesp——r
Werkshee!  Query Bulder
alect * from doe_daca_files;
-
| B> ey Resit
o B B [ 5oL | AlRows Fatched: 5in 0,438 seconds
oo [ sTamus [ reLaTve_Pho [} AuUToBTENSILE [{} AT

Figure 3-43. AWS RDS: DB instance query execution, example 2

Summary

In this chapter, you learned the step-by-step method for provisioning your DB instance
with Oracle Cloud and with AWS RDS. This chapter covered details on Oracle Cloud
subscription, selecting Oracle Database Cloud offering, database service creation, and
ways to access your database. For database provisioning in AWS, you went through
various engine options, DB environment specification, advanced configuration, and
accessing your AWS RDS instance.

In subsequent chapters, you will learn about database administration tasks on
databases provisioned in the cloud. The next chapter covers the high availability
configuration for a database running in the cloud.
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CHAPTER 4

High Availability Options )

In this chapter, you will learn about the need of high availability (HA), including HA
options for your database in Oracle Cloud and AWS, the details of setting up Oracle RAC
in Oracle Cloud, connecting to Oracle RAC database server using PuTTY, connecting to
Oracle RAC instances using SQL Developer, RAC HA testing, Multi-AZ deployment in
AWS, and running failover tests in a Multi-AZ deployment.

Need for High Availability with Cloud-Based DBs

Cloud service providers have built-in high availability at every layer, including the
hardware level, the network level, the storage level, and so on, so the obvious question
that comes to one’s mind is, why do we need to consider Oracle database high availability
for our cloud databases?

Although the infrastructure provided by Oracle Cloud, AWS, and other cloud
providers is highly available, it doesn’t protect you from all kind of failures. For example,
consider an availability zone failure in AWS, which would cause your DB to go down if
your database is running in only one availability zone. Similarly, a region-level failure
(admittedly a very unlikely event) would cause your DB to go down even if you have used
a Multi-AZ deployment.

To protect from such failures and to keep your application available, you need to think
about high availability (HA) and disaster recovery options. Choosing the right HA option
is similar to what you do with your on-premise database, but HA options available in the
cloud are not as broad as the on-premise options. In next sections of this chapter, you will go
through all the available HA options. Let’s first look at the database high availability overview.

Database High Availability Overview

Availability is usually defined in terms of accessibility of an application. In today’s
world, applications have become global and are being accessed from around the

world using mobile connections or the Internet. This scenario brings the need for
24x7x365 application availability. Non-availability (usually referred to as downtime)

of an application causes loss of revenue and unhappy customers. Since your database

is an integral part of any application, it needs to be highly available. To make your
database highly available, you need to know the causes of downtime and then define HA
architectures to handle all such downtime situations.
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The following are key terms related to high availability:

e Recovery Time Objective (RTO): Specifies the time that is
allowed for recovery. Higher RTO is good for DBAs but critical
businesses require near zero or zero RTO by using Active-Active
configuration across datacenters.

e Recovery Point Objective (RPO): This specifies the amount of
data loss that is allowed. For mission-critical financial systems,
for example, an RPO value would be zero. However, for systems
such as business warehouses, a few hours of data loss could be
manageable since data can be reloaded from the source.

Oracle database has several HA options and along with this, there is a Maximum
Availability Architecture (MAA) framework that provides you with the blueprint of various
HA architectures. Oracle provides the following HA options. The DataGuard option is a
DR option, but it can also be used as an HA option to handle site failures.

e  OS-level cluster

e  Oracle clusterware (Cold Failover Cluster)

e  Oracle Real Application Clusters (Oracle RAC)
e  Oracle RAC One Node

e  Oracle RAC on Extended Clusters

e DataGuard

e  Oracle Clusterware and DataGuard

e Oracle RAC and DataGuard

e  Oracle Streams

e  Oracle Golden Gate

The method for choosing the right HA option is out of the scope of this book, as our
focus is to understand HA from the cloud perspective. However, the following are key
considerations for choosing the right HA option:

e RTO and RPO requirements around unplanned outages and
planned maintenance

e  Total cost of ownership (TCO)
e  Enterprise architecture and IT architecture strategy
e  Return on investment (ROI)

In the next sections, you will read about the HA options that are available in Oracle
Cloud and AWS.

52



CHAPTER 4 " HIGH AVAILABILITY OPTIONS

HA Options in Oracle Cloud

Higher RTO, rolling upgrades and patching, transparent application failovers, and
many more features make Oracle RAC, one of the best HA options for Oracle database.
Oracle RAC is available in Oracle Cloud.

The following section describes the step-by-step process for provisioning Oracle RAC
database in Oracle Cloud.

Oracle RAC Provisioning in Oracle Cloud

As of the writing of this book, Oracle supports RAC on a two-node cluster only. There are
a few specific requirements related to software edition and shape, which are explained in
the provisioning steps. At very high level, there are nine steps:

1. Login to Oracle Database cloud service to launch the service
console.

Click on Create Service.
Select the service level.
Select the software release.
Select the software edition.

Select the database clustering with RAC option.

N o a &~ DN

Provide details for the service configuration and database
configuration.

8.  Verify the details and click on Create.
9. Check the RAC DB creation status.

Step 1: Log in to Oracle Database Cloud service and launch the service console by
providing your domain, username, and password (Figure 4-1).

https://dbaas.oraclecloud.com/dbaas/faces/dbRunner.jspx
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9 https://login.usl oraclecloud.com/cam/server/cbrareq.cgilencqueny 330X TV O cileSlswZvihle P-a&c e Sign In To ORACLE CLOUD =

Enter your Identity Domain

aclouddbd] x

] Remamber my choice @

Figure 4-1. RAC provisioning in Oracle Cloud: login page

Step 2: Click on Services and choose the Create Service option (Figure 4-2).

e- GG Witps://baas oraclecloud.com doaes foces/ dbRunmer jspv]_ ot oops 12459751 055208508 ot 0 = @ © | G Cvacle Databace Cloud Serv... ¥ |

= ORACLE CLOUD My Services

e ‘Oracle Database Cloud Service & Serrices. Actvity S5H Accss Welcoma! | REST APi
Services
Creats Serdice

You don't have any services. After meeting the prersquisites. usa this button to

create a service.

MNew to creating a service?

- Wasich 8 video

- 5P Tough 3 beoral

} Service create and delete history

Figure 4-2. RAC provisioning in Oracle Cloud: create service
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Step 3: Select Oracle database cloud service level and click on Next (Figure 4-3).

s orachechoud.com. d

foces/ dbRanner pspa cops 12450751 MES200508 st 0 = @ © | G Ouacie Database Cloud Serv._. X

ORACLE" cLoUD My Services abhinsvesh jain ... v

@ Frovision New Oracle Diatabass Cloud Service

Create Oracie Database Cloud Service Instance

Cancel ® Next 3

Subscription Type
Select the service level and biling frequency for this Oracke Database Cloud Service Instance

Service Level

Oracle Database Cloud Service
Oracke Database somware pre-instalied
wstances are created fof y

on Oracke Choud Virual b
using configuea

achine,

n options el in this wizard

al cloud 1ooing is available for backup, recovery and pa

Oracie Database Clowd Service - Virtual Image
cle Databa: fiware pee-instalied on an Oracle CI

d Virtual Machine
nices are =l by you markally of using DBCA.
NO 30000na Cloud toolng IS availadie

Figure 4-3. RAC provisioning in Oracle Cloud: select the service level

Step 4: Select Oracle database 12c releasel and click Next (Figure 4-4). Oracle RAC
option is only available in Oracle 12¢, hence you can’t select Oracle database 11g.

e @ https://dbaas.orackecloud com  dbass ¥ acer/dbRunmer japs?_afrlcops= 12454791208

ORACLE' cLOUD My Services -

e Provuon New Oracke Datatase Cloud Senice

Create Oracle Database Clowd Service Instance

30kt O = @ & || G Oracle Database Cloud Serv...

& Previoss | cancst LO—8 5 . Mext 3

Software Release
Select N 0MIDISE MIEISE Version for tnis Oracke DAtabase Cloud Senice nstance.

Oracle Database 11g Releass 2

Ora abase Version 11.2.04

Instalied on Oracke Linu 6.6

Oracle Database 12c Release 1
&  Oracke Database Version 12.1.0.2
Instalied on Oracle Linu 6.6

Figure 4-4. RAC provisioning in Oracle Cloud: select the software release
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Step 5: Select Enterprise Edition Extreme performance option (Figure 4-5), since
RAC database is only available for this software edition type.

a ‘@ hitps:dbass oraclecloud.com Taces/dbRuncerjspa_sdlctrlatate £ - & ¢ | 5 Oracke Databae Clowd Serv

Create Oracle Database Clowd Service Instance

Previous Cancal . Next
< . Edition b4
Software Edition
Seiect the database edition for this Cracke Database Cloud Sarvice instance

Standard Edition (

Figure 4-5. RAC provisioning in Oracle Cloud: select the software edition

Step 6: Select the Database Clustering with RAC option, which is present under
Database configuration on the Service Details page. Provide details for the SSH public
key (that can be generated using PuTTYGen software by clicking on Generate and saving
the key files) and for an administration password (Figure 4-6). Other parameters can be
selected based on your requirements. For demo purposes, all the default values are taken
along with the No Backup option. You can refer to Chapter 3, “Database Provisioning,” to
learn more about these options.

e " hetps// deaas.oraciechoud.comy dbssy face ex ppu? s ctrl-state A% sfilocp P = @ C | (5 Orache Database Clowd Senv.
Service Details
Prowvide details for this Oracle Database Cloud Service instance.
(2> service Configuration 1) Backup and R y Configuration
* Senice Name  clowdRACDE (7] * Backsp Destination  None |
Duscriphon My fiest RAC DB in cloud ] Total Estmatod Monthly Siormge (GE) WA @

“Shape  OC3-10CPU. 74 GB RAM ~)
" Temazone  (UTC) Cocednated Unversal 7|
* 55H Puth Key et @
(Q) Database Configuration

* Lissble Datahase Stocage (O8]

" Characes S ALIZUTFS - Usnicode Ur[>

® Maioral Charactes Sel  ALISUTF 18 - Unicode L~

[ o] 0

“ DB Nama (S0} ORCL

2 2 o o

“PDEName PDE1

Figure 4-6. RAC provisioning in Oracle Cloud: select the RAC option
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Step 7: If you are using a trial account, select Shape with two OCPUs; otherwise you
will get the error as shown in Figure 4-7. If you are provisioning using a non-trial account,
select the OCPU based on your requirements.

Rl (51| Mtpe o orachocioud.com dbaas/Faces/ dbRunte g _adt.ctl-statemsr2diS21 48 afiLoop O = @ © || 51 Ouacle Detabuse Cloud Serv... % |

Validation Failed

* Ciustor Database can be provisionad on 2., 4, 8, o 16 QCFU shapes only. Only 2 OCFU sNapas <an be provisionaed in tnal.

o

Figure 4-7. RAC provisioning in Oracle Cloud: shape related validation failure

Step 8: Verify all the inputs in the confirmation section and, if everything looks good,
click on Create (Figure 4-8).

e )| G s/ cbass orsclecloud.com dbess faces dbRunner gl skt sates s3js2 14 S sirlcop O = @ G | @mmnmcmm.x|

Previous | Cancel - ot - Create
< Sutscripion Fefease  Edon  Defais  Confirmation ’

Confirmation
Confirm your responses and create this Oracke Database Cloud Service instance.

("\) Service Level: Ovacks Database Cloud Senice
Ll T ——
Saftware Relwase:  Oracke Dalabase 12¢ Release 1

Sevvice Mame: clowdRACDE

Description: My fst RAC D8 in cloud

Shape: OC4 -2 OCPUL 15 68 RAM

Timezone: (UTC] Coordinaled Universal TmeqUTC)

Key: MyPubliciiey Pub

Usable Database Storage: 25

Toal Data File Storage: 885

DB Name (SID):  ORCL

POB Name: PDE1

Character Set: ALXMITFS - Unicate Universal character sat UTF-B form 3254
National Character Set: AL1GUTF 16 - Unicode UTF-16 Uriversal character sat
Swndby Datshase with Data Guard: Mo

Disaster Recovery: No

Include GoldenGate: Mo

Database Clustering with RAC: Yes

9 Dackup Destination: More

Figure 4-8. RAC provisioning in Oracle Cloud: confirmation
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Step 9: After you submit the service creation request, you will be redirected to the
dashboard (Figure 4-9) and you can refresh this page to check the status of your new
RAC DB.

B hispe-//dbars oraciecioud.com’ dbass Taces/dhTunnar jiped_sctar-states 17233014 88 afrloop O = B €| G Oracle Database Cloud Serv...

RN AN v
= ORACLE' CLOUD My Services 1y Dashioars iy Users g Notinications.
@ Oracle Database Cloud Service & Services. Activity S5H Access Welcome! | REST APIs

Summary
1 4 304 256 s 2
Services. OCPUs Memory Storage Public IPs
Services
Eviler & W of parsal serics nama Q, As of Sep 21, 2016 901,31 AMUTC 3
Submitted On: Sep 21, 2016 9:00.08 AM UTG OCPUs; 4
Memary: 3068

Vers

Storage: 256 G&

LY

Edition: Enterpise £656n - Exreme.
Farkrmance

I Service create and delete history

Figure 4-9. RAC provisioning in Oracle Cloud: build progress status

With the given configuration options, it took around 70 minutes to complete the RAC
DB setup. In this time, Oracle cloud has set up the GRID infrastructure, ASM, RAC software,
and RAC database. You can check this by connecting to your newly created RAC database.

To manage this RAC database, Oracle has provided the raccli utility. Be sure to note
the public IP of these nodes (Figure 4-10) for connection using PuTTY.

O D e T e oy ooy ey T e
e b Oracle Database Cloud Service [ cloudRACDB =
Overview =
Summary
. 2 4 30 « 256 «
Nodes Nodes OCPUs Memory Storage
4 Nodes " 1 : o
| cloudracdb1 SOL"Net Port: 1521 ocPUs: 2 |
AR NN E Pubic IP: 120,152 151 234 s10: ORELY Memory: 15 6B
N o PO Mams: PO Storage: 05 GE
atches avalable
= cloudracdb2 S0L "Net Port: 1521 ocPUs: 2 |
E Publes 1P 129,152 151.70 Si: ORCL2 Memory: 15 GB
POE Nams:  FOE1 Storage: 95 GE

4 Additional Infarmation

Identity Domain: acibucdta

Edmon: Erterpate EQRon - Exirems Pafomance
Service Level Orache Database Cloud Sendce
Sutrscription Type: Whonthty

show mare

Figure 4-10. RAC provisioning in Oracle Cloud: configuration details of RAC DB
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Connecting to Your RAC Database Servers Using
PuTTY

After the previous steps, you are all set to start using your RAC database. Figure 4-11
shows how you can connect using PuTTY. Remember to give the private key file location
under SSH » Auth.

=R PUTTY Configuration ]
Category: -
B A Basic options for your PuTTY session
o L_°§lgi"9 Specify the destination you want to connect to
T e Host Name (or IP address) Port
Bel 129.152.151.234 22
Features Connection type:
=) Window (JRaw (O Telnet () Rlogin ®SSH () Senal
Load delet ored i
Behaviour . save or e a st session
Translation Saved Sessions
Selection
‘- Colours M "
Default Settings
=)~ Connection i Load
-~ Data Save
Proxy
Telnet Delete
Rlogin
=)-SSH
e Close window on exit:
Coher OAways (ONever (@ Only on clean ext
[+ Auth
TTY v

Figure 4-11. RAC provisioning in Oracle Cloud: connecting to RAC DB

After connecting, you can run the raccli commands (Figure 4-12) to see the RAC
system details. The raccli utility is covered in detail in the “Manage and Monitor”
chapter (Chapter 9).
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I opc@cloudracdb1:~
[opc@cloudracdbl ~]1$§ raccli describe system

{
"serviceName" : "cloudracdb",
"nodes" : [ {
"nodeName" : "cloudracdbl"™,
"components" : [ {

"componentType" : "GridHome",

"componentName" : "OraGrid12102",

"componentvVersion” : "12.1.0.2.160719"
bo A

"componentType" : "DatabaseHome",

"componentName" : "OraDB12102_homel",

"componentVersion” : "12.1.0.2.160719"
}J

"componentType" : "RDK",

"componentName" : "RDK",

"componentVersion" : "16.4.3.0.0"

} ]
Fa
"nodeName"™ : "cloudracdb2",

"components" : [ {
"componentType" : "GridHome",
"componentName" : "OraGrid12102",
"componentVersion™ : "12.1.0.2.160719"
b i
"componentType" : "DatabaseHome",
"componentName" : "OraDB12102_homel",
"componentVersion" : "12.1.0.2.160719"
boo A
"componentType" : "RDK",
"componentName" : "RDK",
"componentVersion" : "16.4.3.0.0"

Figure 4-12. RAC provisioning in Oracle Cloud: RAC configuration details

Connecting to Your RAC Database Using
SQL Developer

To connect to the RAC database using SQL Developer, you need to first enable the Access
rules for a scan listener; otherwise, you will get the error as shown in Figure 4-13.
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Connection Details

New / Select Database Connection

Connection Name |doudracdb1

Username hyitﬂn ]
Password |¢n«n¢ ]
[¥]savePassword [l Connection Color

Oracle

Connection Type |Basic ~| Role [defaut  ~|

Hestname 129.152.151.234 |
Port 1521 o |
(3 SIp lord1 |
() Service name |
[0S Auth O Authentication

Status : Falure -Test faled: 10 Error: The Network Adapter could not establish the connection

Help Save

Clear Test

Figure 4-13. RAC provisioning in Oracle Cloud: RAC connection error

To fix this error, go to Access Rules and enable them. Click on the Action tab and

select Access Rules (Figure 4-14).

P Oracle Database Cloud Service / cloudRACDB

Overview

2
Nodes

Summary
Nodes

4 Nodes

Figure 4-14. RAC provisioning in Oracle Cloud: the access rules

Open EM
Console

Start
Stop

Restart

Scale Up/Down
SSH Access

Access Rules
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Now for the ora_p2_scan_listener rule, click on Action and select Enable.
See Figure 4-15 for details.

Access Rules Croato Rule
You rules acoess 10 senvice On this page, you Can Manage your access nukes.
Results por page. 10 v 8 rosullis) as of Sep 22, 2015 £:14:32 AM UTC G
Staws  Rule Name Source Destination  Ports  Description ?Y‘: A
4 orasz e stener PUBLICINTERNET 08 1522 Permit access for Orace istener DEFAULT E
4O  oras2scan kstener PUBLICINTERNET DB 1521 Permi access for SCAN lstener PEEANT B
o o2 mone iz PUBLICINTERNET 08 5500 Permt access to EM Express :’:: =
4 oraszmontor g PUBLICINTERNET 08 1158 Permit access for Databass Console e |
i oo PUBLICNTERNET 08 6200 Permit access for RAC ONS DEFAULT B
4 omsisn PUBLICANTERNET 08 22 Pemmit ssh access fa nodes DEFAULT B
.#' ora_trusted_hosts_scan_kstener  127.0.0 1732 D8 1521 DO NOT MODIFY: A secrule lo allow specific IPs o connect to this db~ SYSTEM B
& om_tusted hosts_m setener 127001732 08 1522 DO NOT MODIFY: A secrude 1o allow speciic IPs fo connect o his @b~ SYSTEM S

Figure 4-15. RAC provisioning in Oracle Cloud: enable the access rules

After this change, the DB connection will go through and you can see that both
instances are running fine (Figure 4-16).

L Oracle SQL Developer : cougracadl - oER

Camactsas 1 | ckacrt s
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Figure 4-16. RAC provisioning in Oracle Cloud: output from SQL Developer
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If you want to connect to a second DB instance that is running on another node, you
can give the inputs shown in Figure 4-17. You need to give the public IP address of Node
2 and change ORACLE SID to Oracle instance ID of the second node. This is shown in
Figure 4-17.

5] New / Select Database Connection L

Connection Name Connection Details Connection Name \doudracdb2
Password ennsanes

Oracle

[ Twe [Basic ~| Role |defauit  ¥|
Hostname 1129.152.151.70

Port [1521

@sp orc2
O service name [

[7105 Authentcation []

Help Save Cear | Test | Cowect Cancel

Figure 4-17. RAC provisioning in Oracle Cloud: SQL Developer connection to the second
instance

A query output (Figure 4-18) from v$instance shows that you are on the second node.
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Figure 4-18. RAC provisioning in Oracle Cloud: query output from the second instance
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RAC HA Testing

Now let’s see how RAC high availability works in Oracle Cloud. For simulating this, you
can shut down Node 1 and see if you can still connect to your database from Node 2.
Figure 4-19 shows that only instance two is running and shutting down Node 1 didn’t
cause any issue in DB availability.
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1 ] 2orell closdracen? 13.1.0.2.0 21-8E-16  opEN  YES 2EIBIED  (maly

£ B Materiokoed View Logs
# (g Smernes

F Ll Pubhc Syronms

& L Datatse ks
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Figure 4-19. RAC provisioning in Oracle Cloud: RAC HA testing

HA Options in AWS

In AWS, you have Oracle RAC (in IaaS) and Multi-AZ deployment (in Amazon RDS)
options to make your database highly available.

This section includes Oracle RAC provisioning overview. You will also learn how to
set up Oracle in Multi-AZ deployment.

Overview of Oracle RAC Provisioning in AWS

As of the writing this book, ORACLE RAC is not officially supported in Amazon RDS. It is
mentioned in https://aws.amazon.com/rds/faqs/.

However, Oracle RAC can be set up in Iaa$S (using an EC2 instance). RAC
provisioning in AWS is a very complex process with several manual steps. Oracle doesn’t
certify and support this. You can refer to the “Oracle Real Application Clusters (RAC)
Support on Third Party Clouds” article to get more details on Oracle’s stand on this. See
http://www.oracle.com/technetwork/database/options/clustering/overview/rac-
cloud-support-2843861.pdf.
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Oracle RAC setup steps are documented in the AWS article, “Deploying Scalable
Oracle RAC on Amazon EC2”. You can search for this article in https://aws.amazon.
com/articles/. This article is revised from time to time, so it is a good idea to look for
the latest version of this article. At the end of this article, there are FAQs that cover key
questions related to this kind of setup. You might want to start by reading this section first.

For this RAC setup, there is one free, preconfigured compute node (EC2 AMI)
available in the AWS marketplace. You can search for it, as shown in Figure 4-20. This
AMTI is for Oracle 12c RAC and it uses Linux 7.1 OS. If you want to build RAC with an older
Oracle version, you have to build all the components on your own, which are pre-built in
this AMI.

AWS Management Cane 3 | @ AWS Mackesplace: Searc o

¢ clem

aws.

Jawsmarketplace

Hela, Atwaceat Jan [Sign aut)

PRt compude node for RAC]

Categories compute nod

All Categories

Sofware Infastucture (1

Fiers ng an Oracle RAC cluster. Gendrally designed to work

woek on othes inslances

Ui, Ofther 71 - 64-b4 Amazon Maschine Image (A1
# AN Limux Unix

Housty [1)

Amazsn Maznine Image (1)
ok Sup (1

*kw Bupl

waw Sup(l

BB 1)

Figure 4-20. RAC node AMI in the AWS marketplace

Note If you are planning to do this deployment using a free tier account, remember
that there are many chargeable components, like Route53, used here. Besides this, you
need Oracle Enterprise Edition license.

Due to its complexity, questionable usefulness, and lack of Oracle support, this setup
option is not covered in this book. It is not recommended to go for this option.

Overview of the Multi-AZ Deployment Option

AWS has a feature called Multiple Availability Deployment for Oracle RDS. In this
deployment option, you can deploy your primary database instance in one availability
zone and standby database instance in another availability zone, all in the same region.
These DB instances utilize synchronous replication. Automatic failover occurs during
planned maintenance, primary DB failure, or availability zone failure situations. This is a
snapshot-based replication and not related to DataGuard.
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There might be performance issues in writing and committing latency due to

synchronous replication, hence it is recommended you use provisioned IOPS and higher
DB classes.

Multi-AZ Deployment Method

Implementation of the Multi-AZ deployment is a very simple, one-click operation. You
can specify this during the instance provisioning or can do this change afterward. This

can also be done using APIs.
Figure 4-21 shows the option for selecting Multi-AZ deployment during instance

provisioning.

Specify DB Details

Free Tier
Sup d Specily DB Details.

Instance Specifications

DBERgme  crace-sat

License Model | boonse-ncuded

OB Engine Version 112048

0LE Mo = 1 vCPU 1 GIBRAM v

DB Instance Class

Muti-AZ

Storage Type (NG

Astosated Sorage

n Provesoning

n 100 G

® Fesdback English

Figure 4-21. Multi-AZ deployment option

After selecting the Multi-AZ deployment, you provide a database name, a username,
and a password, as shown in Figure 4-22.
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Figure 4-22. Multi-AZ deployment, step 1

Note The Multi-AZ deployment option is not available with the free tier option, hence it
will be charged as per the RDS pricing.

Leave all the advanced settings as default and click on Launch DB Instance
(Figure 4-23). You can refer to Chapter 3, “Database Provisioning,” to get more details on
these advanced settings.

W1 Amazon ADS 08 et % = -cER

08 Parameter Group | 087Ul G1atke.581-11.2
Option Group | Cefmcnatiesel-11-2
Copy Tags To Snapshots
Character Set Hame | ALIZUTFS

Enabls Encryption |1

Backup
Backup Retention Pariod |7 7 days
Backup Window Mo Freference
Menitering

Enatie Enhanced Monitoring Mo ¥
Maintenance

Auto Minar Version Upgrade | Yed

Masntenance Window NGO Preference

Figure 4-23. Multi-AZ deployment, STEP 2
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After a successful request submission, you will see a message similar to the one in
Figure 4-24.

ADS. AWSCosssle X E - ° EEN
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datiabarse Instance unkess you fuve previcusly auh

Related AWS Services

Amazon ElastiCache
Add a managed Memcached or Regis-compatible in-memary cache to speed up your

Wiew Your O Instances

Figure 4-24. Multi-AZ deployment, step 3

After a few minutes, you can see the DB instances provisioned in Multi-AZ
deployment. It is running in the ap-south-1b availability zone. See Figure 4-25, which
shows the completed Multi-AZ deployment.
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Figure 4-25. Completed multi-AZ deployment
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Failover in Multi-AZ Deployment

Amazon RDS does automatic failover in case of any failure of the primary DB. It also

changes the DNS record of the DB instance and points it to a standby instance. Hence,

you don’t need any changes at the application end to connect to the standby instance.
Automatic failover occurs in the following conditions:

e  Availability zone outage
e DBinstance failure

e  OS patching of DB server
e DB server type change

You have the option of performing a manual failover by doing the DB reboot using
the failover option. To perform a manual failover, click on Instance Actions » Reboot, as
shown in Figure 4-26.

RO AWS Conmrie ® El - O EEE

=3 C HIAps/ 3t outhe 1 Cor ol Jng. BMaion o, mare # 0 ¢

P Letionr] q Show Monitoring v Instance Actions ~ a3« & @

Filter:  AJl Instances ~ Q Viewing 1 of 1 DB Instances [T

[ ] Engine * DBinsance-  Status i Activiny Maintenance- Class - VPC = Mult-AZ-  Replica

B » OckSEONe  mazdd D Convections  None @i2mcro  vpe-asicde  Yes

Figure 4-26. Multi-AZ deployment, failover step 1

Now select the Reboot with Failover option and click on Reboot (Figure 4-27).

RDS Dashboard
i + Reboot DE Instance X

| mnstances

AT YOU SUME YOU WRT 12 18000L Ihees DB MELInCee)?

Figure 4-27. Multi-AZ deployment, failover step 2
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It takes 1-2 minutes for failover and after that, your DB server is available on another
availability zone. As you can see from Figure 4-28, the DB was previously running in the
ap-south-1b availability zone. After failover, it is running in the ap-south-1a availability
zone (Figure 4-28).
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Figure 4-28. Multi-AZ deployment: failover completion

Failover time depends on the database activity such as in-progress large transaction
and other conditions. You can find out about automatic failovers using the “alarms and
recent events” notification or by using RDS event notifications/APIs.

Summary

This chapter explained the need of high availability (HA), defined terms like RPO and
RTO, and discussed the currently available HA options for your database in Oracle Cloud
and AWS. You went through the step-by-step method for setting up Oracle RAC in Oracle
Cloud, connecting to Oracle RAC database server using PuTTY, and connecting Oracle
RAC instances using SQL Developer. After you were connected, you learned how to test
the RAC high availability feature.

While exploring HA options available in AWS, you learned the basics of Multi-AZ
deployment in AWS and learned the step-by-step process for setting up DB in Multi-
AZ deployment. In the end, you learned about database failover testing in Multi-AZ
deployment.

In the next chapter, you go through the various database disaster recovery options.
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Disaster Recovery Options > )

In this chapter, you first learn why Disaster Recovery (DR) is required for cloud-based
databases. You will learn about Oracle DataGuard setup, along with DataGuard
switchover, failover, and reinstating failed primary operations in Oracle Cloud. In the end,
you learn how to perform some of the DataGuard-related operations using dbaascli and
a brief overview of DR options available in AWS.

Need for Disaster Recovery with Cloud-Based DBs

Cloud service providers have built-in high availability, so the obvious question that comes
to mind is, why do we need to consider Oracle database disaster recovery for a cloud
database?

Although the infrastructure provided by Oracle Cloud, AWS, and other cloud
provider is highly available, it doesn’t protect you from all kind of failures. For example,
an availability zone failure in AWS will cause your DB to go down if your database is
running in only one availability zone, and a region-level failure (which is a very unlikely
event) will cause your DB to go down even if you used multi-AZ deployment.

To protect from such failures and to keep your application available, you need to
think about Disaster Recovery (DR) options. Choosing the right DR option is a similar
exercise as to what you do for your on-premise database, but DR options available in the
cloud are not as broad as the on-premise options. In the next sections, you go through all
the available DR options. Let’s first look at the database DR overview.

Database Disaster Recovery (DR) Overview

The cloud is entirely built on commodity hardware, hence failures are likely there. These
failures could be as big as a site failure, where the entire datacenter/availability zone/
region is unavailable, or the failure could be related to the DB server compute node
failure or storage failure. Based on the criticality of your database, you can choose to
have DR options for your database. This kind of setup provides you protection from these
disaster scenarios and many more failures, such as data corruptions.
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The method of choosing the right DR option is out of the scope of this book, as
the focus is to understand DR from a cloud perspective. However, the following are key
considerations for choosing the right DR option:

e RTO and RPO requirements around unplanned outages and
planned maintenance

e  Total cost of ownership (TCO)
e  Enterprise architecture and IT architecture strategy

e  Return on investment (ROI)

DR Options in Oracle Cloud

DataGuard is an effective DR solution. Oracle Cloud can be used in two ways to provision
your standby database:

e  Primary on-premise, DR in Oracle Cloud
e  Primary and DR both in Oracle Cloud

The first option, using Oracle cloud as a DR, has the obvious benefits related to
provisioning and maintaining a DR site, but it has its own challenges and complexities
related to network latency, administration, and performance. You can use the Active
DataGuard feature to effectively utilize the primary and DR databases.

At a high level, the following steps are performed to do this kind of configuration:

1. Create Oracle instance in Oracle Cloud.

2. Perform network configuration to enable on-premise DB
connectivity with Cloud DB.

3. Drop the database created as part of step 1.
4. Instantiate a standby database using primary DB backup.
5. Configure the standby database.

How to take a backup of on-premise databases to the cloud is discussed in Chapter 8,
“Backup and Restore”. With the details provided there, creating a standby database can be
performed as per these high-level steps.

In the second option, Oracle Cloud provides a fully automated setup of your primary
and standby databases. Here, your primary and DR databases both reside in Oracle
Cloud. The DataGuard provisioning steps are explained in the next section.

As part of the DataGuard configuration, a single physical standby database is set up
in another independent compute node. Oracle’s DataGuard option is provided for the
software releases and editions shown in Table 5-1.
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Table 5-1. Software Releases and Editions

Software Release Edition

Oracle Database 11g R2 (11.2.0.4) Enterprise Edition,
Enterprise Edition- High performance,
Enterprise Edition-Extreme performance

Oracle Database 12c R1 (12.1.0.2) Enterprise Edition,
Enterprise Edition- High performance,
Enterprise Edition-Extreme performance

Standby Database with DataGuard comes with two options:
e  High availability
e Disaster recovery

In high availability mode, you get DataGuard without disaster recovery, whereas in
disaster recovery mode, you get DataGuard with disaster recovery. In other words, Data
Guard with HA option ensures that your standby database is provisioned in different
hardware in same data center whereas Data Guard with DR option ensures that your
standby database is provisioned in different hardware in different data center.

Provisioning of DataGuard in Oracle Cloud

This section outlines the step to provision DataGuard setup in Oracle Cloud. This covers
DataGuard setup for a standalone database, but you can choose to create DataGuard in
RAC configuration to adopt a Maximum Availability Architecture (MAA).

Step 1: Log in to Oracle database Cloud Service wizard.

Step 2: Select Create Service and Choose Oracle Database Cloud Service in Service
Level. This is shown in Figure 5-1.

Create Oracle Database Cloud Service Instance

Cancel - Next
Subscription

Subscription Type

Select the service level and billing frequency for this Oracle Database Cloud Serice instance

Service Level

in this wizard

Oracle Database Cloud Service - Virtual Image
1 Orac

Figure 5-1. DataGuard provisioning in Oracle Cloud: select the service level
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Step 3: Select the required software release (any of the options 11.2.0.4 or 12.1.0.2
can be selected here), as shown in Figure 5-2.

Create Oracle Database Cloud Service Instance

& Previous  Cancel B LT

Software Release
Select the database release version for this Oracie Database Cloud Service instance.

Oracle Database 11g Release 2
% Oracle Database Version 11.2.0.4
Installed on Oracke Linux 6.6

Oracle Database 12c Release 1
Oracle Database Version 12 1.0.2
Instalied on Oracle Linux 6.6

Figure 5-2. DataGuard provisioning in Oracle Cloud: select the release

Step 4: Select the required software edition (anything except Standard Edition), as
shown in Figure 5-3.

Create Oracle Database Cloud Serviee Instance

& Previous  Cancel sbeciolion Roloact Eu;u vt Next )

Software Edition
Select the database edition for this Oracle Database Cloud Service instance.

Standard Edition (Details)
Oracle Dalabase 119 Release 2
nstalled on Cracle Linux 6.6

Enterprise Edition (Delniis)
#  Oracle Database 11g Release 2
nstalled on Oracke Linux 6.6

Enterprise Edition - High Performance  (Detzis)
Oracie Database 119 Release 2
nstalled on Oracle Linux 6.6

Enterprise Edition - Extreme Performance (Detaiis)
Oracle Database 11g Release 2

Figure 5-3. DataGuard provisioning in Oracle Cloud: select the edition
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Step 5: Fill in the required details in the Service Details page and select Standby
Database with DataGuard. Then select High Availability or Disaster Recovery, as shown
in Figure 5-4.

Create Oracle Database Cloud Service Instance

 Previous  cancel ® Next )
: f Details il
Service Details
Provide details for this Oracle Database Cloud Service instance.
o> service Configuration 19 Backup and Recovery Configuration
=
“ Service Name  CloudDBDG 7] * Backup Destination  None vl
Description  Cloud database with DataGuard ) Total Estimated Monthly Storage (GB) NA (7]

“Shape OC2-10CPU, 7.5 GB RAM |
" Timezone  (UTC) Coordinated Universal v

" SSH Public Key  MyPublicey Pub Edit @

¢2> Database Configuration

" Usable Database Storage (GB) %
Total Data File Storage (GB) 11
* Administrabon Password  sesssses 7] " Character Set  AL32UTFE - Unicode Ur [v
* Confim Password  sessasss 7] " Naticnal Character Set  AL1EUITF16 - Unicode L%
* DB Name (SI0)  ORCL o | Stancby Database with Data Guard o @

High Avadabiity
@) Disaster Recovery

Figure 5-4. DataGuard provisioning in Oracle Cloud: select standby database with
DataGuard

For the given selection, it took 50 minutes to set up Oracle DataGuard; however,
your actual time taken will vary as per your selections. Now let’s look at some of the key
operations related to DataGuard in next section.

DataGuard Administration in Oracle Cloud

In this section, you will read about the methods for performing key DataGuard
operations, including status check, switchover, failover, and reinstating failed primary
databases. All of these operations can be done using the dbaascli utility or with Oracle
database cloud service console.
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Checking the DG Configuration Details

First let’s look at what kind of DG configuration Oracle does. As you can see in Figure 5-5,
Oracle created two hosts—CloudDBDG-dg01 and CloudDBDG-dg02—with exactly the same
configuration (1 OCPU, 15GB memory, and 187GB storage). SID ORCL is running as the
primary DB on the C1loudDBDG-dgo01 server and as standby on the C1oudDBDG-dg02 server.
Refer to Chapter 3 for more details on various provisioning options.

e P Oracle Database Cloud Service | CloudDBDG B

I
Overview

Summary 2 2 1 5
o8 374 GB
2 e
Nodes Nodes OCPUs Memory Storage
4 Modes As of S 2 o4
P . : 152 PUs: 1 =
Administration r CloudDEDG-dg01 SGL "NetPort: 1521 OCPUS: =
2 = Public IP: 129.152.151.138 SID: ORCL Memory: 7.5GE
Patches availabie Database Role: Prmary Storage: 187 GB
=  CloudDBDG-dg02 SOL "Net Port: 1521 OCPUs: 1 B
'—| Public IP: 129.144,15.205 SID: ORCL Memary: 7.5G8
Database Role: Standay Storage: 187 GB

b Additional Information
b Activity

Data Guard Metrics

Apply Lag: 00 days 00 hrs 00 mn 01 sec

Transpor Lag: 00 days 00 hrs 00 min 00 $¢ ast eampited 0 days 0 hes 0 min 15 $8¢ batore
Standby Active Sessions: 2

Last Updated Time: 2016-09-23705:07:25. 629+ 0000

Figure 5-5. DataGuard provisioning in Oracle Cloud: standby provisioning completion

Performing DB Switchover Using the Console

Let’s look at performing DB switchover operation in cloud. DB switchover can be
performed either by using the console or by using dbaascli commands.

For performing DB switchover using the console, click on the switchover command
(Figure 5-6).
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P Oracle Database Cloud Service / CloudDBDG =

Open DBaa$ Monitor Console

Open Application Express

Console
i Open EM Console

Summary 2
H

2 Start
Nodes Nodes Stop

Restart

4 Nodes

Switchover

Administration E CloudDBDG-d{ Failover
Public IP: 129.152 :
d . 5. Reinstate
Patches available Database Role: Fri
b Scale Up/Down

Public IP: 129.144 v
Database Role: Standby

E CloudDBDG-dy SSH Access

Figure 5-6. DataGuard in Oracle Cloud: DB switchover using the console

After clicking on Switchover, you will get confirmation. Click on OK to proceed, as
shown in Figure 5-7.

Switchover x
Are you sure you want to switchover from Data Guard primary instance for Database Cloud Service CloudDBDG?

0K Cancel

Figure 5-7. DataGuard in Oracle Cloud: DB switchover confirmation

During the switchover (usually takes a few minutes), your DG setup will be shown in
maintenance mode, as shown in Figure 5-8. During maintenance mode, application users
won't be able to connect to the database.
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e Oracle Database Cloud Service = Services Activity S5H Access Welcome! REST APis

Summary
1 2 156 374 o 2
Services OCPUs Memory Slorage Public IPs.
Services
Enter  full of partial Senice name ( .‘\ As of Sep 23, 2016 55811 AMUTC l“.

Submitted On: Sep 23, 2016 41839 AMUTC OCPUSs: 2
Memory: 15G8

@ Version: 11204 Storage: 374 GB

Edition: Enlerprise Edition

Figure 5-8. DataGuard in Oracle Cloud: DB switchover in progress

After completion of the switchover, you will see the roles reversed (Figure 5-9). Now
dgo1 is shown as the standby, whereas dg02 is shown as the primary. Application users
can now connect to the DB as before. Application continuity features can be used to
ensure application continuity and the least impact on the end users.

4 Nodes As of Sep 23, 100 AMUTC G 3
= CloudDBDG-dg01 SQL *Net Port: 1521 OCPUs: 1 B
}:j Public IP: 129.152.151.188 SID: ORCL Memory: 7.5GB
Database Role: Standby Storage: 187 GB
= CloudDBDG-dg02 SQL *Net Port: 1521 OCPUs: 1 =
~ Public IP: 129 144.15.205 SID: ORCL Memory: 7.5GB
Database Role: Primary Storage: 187 GB

Figure 5-9. DataGuard in Oracle Cloud: role reversal after DB switchover

Performing DB Switchover Using dbaascli

You can perform the switchover using the dbaascli commands. Let’s look at this using an
example. In this switchover test, we will first create a table and insert some records in it.
After the switchover, we will see whether this table and its records are available.
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Connect to Primary DB and create a sample table with 1 record.

[oracle@CloudDBDG-dg01 ~]S sqlplus / as sysdba

SQL*Plus: Release 11.2.0.4.0 Production on Fri Sep 23 05:50:49 2016
Copyright (c) 1982, 2013, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.4.0 - 64bit Production
SQL> create table table_before_switchover(id number, details varchar2(50));
Table created.

SQL> insert into table_before_switchover values (1,'data before switchover');
1 row created.

SQL> commit;

Commit complete.

SQL> select * from table_before_switchover ;

ID DETAILS

1 data before switchover
SQL> exit
Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.4.0 - 64bit Production
[oracle@CloudDBDG-dg01 ~]S

Now let’s check the status of DataGuard. As you can see, approximate role transition
time is 34 seconds and data lag is only one second. This means the RTO is around 34
seconds and the RPO is 1 seconds. You can change the PROTECTION_MODE to reduce the
RPO to zero.

[oracle@CloudDBDG-dg01 ~]S dbaascli dataguard status --details yes

DBAAS CLI version 1.0.0

Executing command dataguard status --details yes

SUCCESS: Dataguard is up and running

{

"instances" : [
{

"DATABASE_TYPE" : "PRIMARY",
"PROTECTION_MODE" : "MAXIMUM PERFORMANCE",
"PROTECTION_LEVEL" : "MAXIMUM PERFORMANCE",
"ADDITIONAL_MESSAGES" : "",
"DATABASE_NAME" : "ORCL_01",
"PENDING_APPLY_LOG_CNT": 0,
"ACTIVE_SESSIONS" : "3",
"HOST_NAME" : "CloudDBDG-dg01",
"OPEN_MODE" : "READ WRITE"
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"PROTECTION_LEVEL" : "MAXIMUM PERFORMANCE",
"ADDITIONAL_MESSAGES" : "",
"APPLY_LAG" : "00 days 00 hrs 00 min 04 sec",
"DATABASE_NAME" : "ORCL_02",
"APPROXIMATE_ROLE_TRANSITION_TIME" : "00 days 00 hrs 00 min 04 sec + 30 sec",
"ACTIVE_SESSIONS" : "2",
"HOST_NAME" : "CloudDBDG-dg02",
"TRANSPORT_LAG" : "00 days 00 hrs 00 min 00 sec last computed 0 days 0 hrs 0 min 1 sec
before",
"PROTECTION_MODE" : "MAXIMUM PERFORMANCE",
"DATABASE_TYPE" : "PHYSICAL STANDBY",
"OPEN_MODE" : "MIOUNTED"
}
)
}

[oracle@CloudDBDG-dg01 ~]S

After checking the status, we are all set for DB switchover. This is a single command
operation. After running the switchover command, you need to restart ORDS using the
root user.

ORDS stands for Oracle REST Data Service and is used to access the services over the
Internet.

[oracle@CloudDBDG-dg01 ~]S dbaascli dataguard switchover

DBAAS CLI version 1.0.0

Executing command dataguard switchover

Warning: Permanently added 'clouddbdg-dg01-nat,129.152.151.188" (RSA) to the list of known hosts.
Warning: Permanently added 'clouddbdg-dg02-nat,129.144.15.205' (RSA) to the list of known hosts.
Performing switchover NOW, please wait...

New primary database "ORCL_02" is opening...

Operation requires startup of instance "ORCL" on database "ORCL_01"

Starting instance "ORCL"...

ORACLE instance started.

Database mounted.

Switchover succeeded, new primary is "ORCL_02"

SUCCESS : Switchover to Standby operation completed successfully

[root@CloudDBDG-dg01 opcj# /etc/init.d/ords restart
INFO: Stopping Oracle REST Data Services...

INFO: Oracle REST Data Services stopped

INFO: Starting Oracle REST Data Services...

INFO: Oracle REST Data Services started with PID 5860
[root@CloudDBDG-dg01 opc]# exit
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After the switchover, you can log in to the new primary DB hosted on the second
node and check the data from the table created before the switchover.

[oracle@CloudDBDG-dg02 ~]S sqlplus / as sysdba

SQL*Plus: Release 11.2.0.4.0 Production on Fri Sep 23 06:02:20 2016
Copyright (c) 1982, 2013, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.4.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

SQL> select * from vSinstance;

INSTANCE_NUMBER INSTANCE_NAME

HOST_NAME

VERSION STARTUP_T STATUS ~ PAR THREAD# ARCHIVE LOG_SWITCH_WAIT

LOGINS SHU DATABASE_STATUS INSTANCE_ROLE  ACTIVE_ST BLO

1 ORCL
CloudDBDG-dg02.compute-aclouddba.oraclecloud.internal
11.2.0.4.0 23-SEP-16 OPEN NO 1 STARTED
ALLOWED NO ACTIVE PRIMARY_INSTANCE NORMAL NO

SQL> select * from table_before_switchover ;

ID DETAILS

1 data before switchover

saL>

This concludes the successful switchover operation.
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Performing DB Failover Using the Console

The DB failover operation can be performed using the console or with dbaascli. Let’s
first perform it using the console. For performing DB failover using the console, click on
Failover option, as shown in Figure 5-10.

P Oracle Database Cloud Service / CloudDBDG =

Open DBaa$ Monitor Console

Open Application Express
Console

Overview Open EM Console

Summary
2 2 Start
Nodes

Nodes Stop

Restart
4 Nodes
Switchover

Administration E CloudDBDG-dy

Public IP: 129.152 x
d . 5. Reinstate
Patches available Database Role: Fri

5 Scale Up/Down
p— CloudDBDG-dy SSH Access

Public IP: 129.144 v
Database Role: Standby

Figure 5-10. DataGuard in Oracle Cloud: DB failover using the console

After clicking on Failover, you will be asked for a confirmation similar to the one
shown in Figure 5-11.

Failover X

Are you sure you wanl to failover primary role to Data Guard standby instance for Database Cloud Service
CloudDBDG?

'K Cancel

Figure 5-11. DataGuard in Oracle Cloud: DB failover confirmation
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Click on OK to proceed. It will take few minutes to complete the failover. Afterwards,
the status of your primary database will be Reinstate, whereas your standby database will
become Primary.

You can also check the status of the DataGuard configuration from dbaascli. It will
show the following output.

[oracle@CloudDBDG-dg01 ~]S dbaascli dataguard status
DBAAS CLI version 1.0.0

Executing command dataguard status

SUCCESS : Dataguard is up and running

DETAILS:
Configuration - fsc

Protection Mode: MaxPerformance
Databases:
ORCL_02 - Primary database
ORCL_01 - Physical standby database (disabled)
ORA-16661: the standby database needs to be reinstated

Properties:
FastStartFailoverThreshold = '30'
OperationTimeout ='120'
FastStartFailoverLagLimit = '30'
CommunicationTimeout ='180'
ObserverReconnect ='0'

FastStartFailoverAutoReinstate = 'TRUE'
FastStartFailoverPmyShutdown = 'TRUE'
BystandersFollowRoleChange  ='ALL'
ObserverOverride = 'FALSE'
ExternalDestination1 =
ExternalDestination2 =
PrimaryLostWriteAction = 'CONTINUE'

"

Fast-Start Failover: DISABLED

Configuration Status:
SUCCESS

Reinstating Failed Primary Database

You need to reinstate the old primary database after the failover, in order to make your
old primary DB convert to the standby role. You can initiate this process by clicking on
Reinstate, as shown in Figure 5-12.
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Summary
2 2

Nodes OCPUs
4 Nodes

CloudDBDG-dg01
% Public IP: 129.152.151.188

Database Role:

CloudDBDG-dg02
E Public IP: 129.144.15 205

Database Role: Primary

4 Additional Information

15 «
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S0L *Net Port: 1521
SID: ORCL
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374 o

Storage
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Memory:
Storage:

OCPUs:
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Storage:

Figure 5-12. DataGuard in Oracle Cloud: reinstating failed primary
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Switchover

Failaver

Scale Up/Down

After The reinstate operation is completed, you will see that your primary database

role has changed to Standby. This is shown in Figure 5-13.

4 Nodes

CloudDBDG-dg01
E Public IP: 129.152.151.188

Database Role

Public IP: 129.144 15205
Database Role: Primary

E CloudDBDG-dg02

SQL *Net Port: 1521
SID: ORCL

SQL *Net Port: 1521
SID: ORCL

OCPUs:
Memory:
Storage:

0OCPUs:
Memory:
Storage:

Figure 5-13. DataGuard in Oracle Cloud: reinstate completion

75GB
187 GB

75GB
187 GB

ml

With this, you have successfully restored your original DataGuard configuration.
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DR Options in AWS

There are two DR options available in AWS:
e Multi-AZ deployment
e DataGuard configuration

Multi-AZ deployment option is applicable only for Amazon RDS and it is already
explained in Chapter 4, Database High Availability. Since this option provisions your
database into two availability zones, it can be used as a DR option for handling availability
zone level failure.

DataGuard configuration works in EC2 kind of setup and protects you from
availability zone or region-level failures.

Oracle DataGuard can be configured in the following ways:

e  Primary DB in on-premise and DR in AWS
e  Primary and standby DB in the same AWS region
e  Primary and standby DB in different AWS regions

The DataGuard configuration steps are similar to on-premise DB, hence those are
not covered in this book.

Summary

This chapter covered the importance of disaster recovery and also went through the
various options available in Oracle and AWS Cloud. You learned how to set up DataGuard
in Oracle Cloud, how to do switchovers and failovers, and how to instantiate failed
primary DBs using a GUI interface and using the command-line interface.

In the next chapter, you learn about the cloud security model, including security
configuration in Oracle Cloud, security configuration in AWS, and DB security best
practices.
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CHAPTER 6

DB Security

In this chapter, you first learn about the cloud security model that explains the difference
between cloud provider’s responsibilities and yours. After that, you will read about the
various security configurations required in Oracle Cloud and in AWS. This chapter covers
SQL*Net encryption, transparent data encryption, and the security best practices for
Oracle database running on Amazon RDS and EC2.

Need for Database Security with Cloud-Based DB

Security is number one priority for any organization moving to the cloud. In fact, this is
the first priority for cloud service providers as well. With on-premise databases, you are
only concerned about security around the database, but with cloud DBs, you need to
think beyond the DB. Since your DB is being accessed over the Internet, you have to take
care of the security of all aspects of it, such as security during transit of data and security
atrest.

In the following sections, you will go through all the available security options. Let’s
first look at the basic cloud security model.

Cloud Security Model

The cloud security model is a shared security model where you and the cloud provider
share the responsibility of various components (Figure 6-1).

Accounts and
“ Virtual Machine Storage Network Access Credentials

<
Cloud Provider’s Global Infrastructure %
©
S
Figure 6-1. Cloud security model
© Abhinivesh Jain and Niraj Mahajan 2017 87
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Asyou can see, securing the datacenters and infrastructure is the cloud provider’s
responsibility, whereas security of the database, storage, network, and accounts is the
customer’s responsibility. In other words, security “of” the cloud is the cloud provider’s
responsibility, whereas security “in” the cloud is your responsibility. Amazon and Oracle
take care of following, which is what the cloud is made of:

e  Physical security of datacenter premises
e Access control mechanism

e  Firewall and network security monitoring
e  Hypervisor security

e OS-level patching and upgrade for managed services offering
(such as Amazon RDS and Oracle Cloud) where you don’t get
OS-level access

As a DBA, your security responsibilities vary according to the DB hosting model. If
you are using an Iaa$S kind of service, such as Oracle database running on Amazon EC2
instance, then you are responsible for securing your EC2 instance, your EBS/S3 storage,
your network like VPC, and your database.

If you are running a database in a managed service kind of offering, such as Amazon
RDS or Oracle Schema as a Service then your security related responsibilities are limited
to accounts and credential management. In this case, you don’t get OS-level access. This
is explained in more detail in the next sections.

Security Configurations in Oracle Cloud

In Oracle Cloud, the following offerings are presented:
e Database Cloud Service
e  Exadata Express Cloud Service
e Exadata Cloud Service
e Database Schema Service

Your security configuration requirements depend on the type of service that you are
using. For example, in the Database Schema service, you have to do minimal security
configurations.

Let’s see what is required for the database cloud service security configuration. In a
database cloud service, you need to focus on the security tasks listed in Table 6-1. This is
in addition to securing the database cloud subscription account (securing the AWS root
account, etc.).
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Table 6-1. Security Task List at Different Layers

Layer Tasks

VM e  Securing your VM by defining network security policies

(O] e  Securing your OS by patching and OS-level hardening
Network e  Securing your network by implementation of security groups,

Network Access Control Lists (NACL)
Database e  Securing data that is stored inside the database by implementing TDE
e  Securing your backups (RMAN/data pump) by encryption
e  Securing your database using least privilege mechanism
e  Securing your access to the database by database access control

e  Securing data transfer by implementing SQL*Net encryption

Oracle Cloud has two options for database security:
e  Transparent Data Encryption (TDE)
e  SQL*Net Encryption

Transparent Data Encryption (TDE)

Oracle Cloud automatically creates all new table spaces as encrypted (with the AES128
algorithm), whereas for on-premise databases, you have to explicitly mention ENCRYPT in
the create tablespace clause.

Let’s see this difference with an example:

SQL>select NAME, OPEN_MODE from vSpdbs;

PDB1 READ WRITE

SQL>alter session set container=PDB1;

Session altered.

SQL>Select tablespace_name, encrypted from dba_tablespaces;
SYSTEM NO

SYSAUXNO

TEMP NO

USERS NO

SQL>Create tablespace newtbs datafile '/u02/app/oracle/oradata/CDB01/PDB1/newtbs.dbf' Size 10M
logging extent management local segment space management auto;
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Tablespace NEWTBS created.
SQL>Select tablespace_name, encrypted from dba_tablespaces;

SYSTEM NO
SYSAUX NO
TEMP  NO
USERS NO
NEWTBS YES

You can control this tablespace encryption using the ENCRYPT_NEW_TABLESPACES

initialization parameter.
There are three possible values:

o ALWAYS
e CLOUD_ONLY
e DDL
For Oracle database in the cloud, this parameter is set to CLOUD_ONLY.

SQL*Net Encryption

SQL*Net encryption is automatically enabled by default for your Oracle database running
in Oracle database cloud service. You can check this configuration by looking at your

sqlnet.orafile.
If you want to disable this configuration, you can simply rename the sqlnet.ora file.

However, it is not recommended.

Security Configurations in AWS

Security in AWS can be categorized into three levels.
e  Security at the account level
e  Security for Oracle running on Amazon RDS

e  Security for Oracle running on Amazon EC2
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Security at the Account Level

Account-level security means that security controls are in place at the AWS resource level.
It is done by using a free web service called Identity and Access Management (IAM). You
can access IAM using the AWS Management console, the AWS command line, SDKs, and

by IAM APISs.

CHAPTER 6 * DB SECURITY

IAM can be accessed using the AWS console by clicking on Identity and Access
Management, which is present under the Security and Identity option (Figure 6-2).
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Figure 6-2. IAM access using the AWS console
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You will see an IAM dashboard similar to the one in Figure 6-3.

1 Welcome to Identity and Access Management Featurs Spotiight

biodebon o AWM <&

G, £1gNIN.IWE, AMAZON. COMICCNE 018 Customiee | Copy Link - =

LlAM Resources

Security Status % o] Of e { >

Dedate your reot access keys ~ Agditional Infarmation

Activata MF

1l YOur root account w

3l IAM users v

Encrypticn Keys

-]
@ Create

Use groups 1o assign p

Apply an 1AM password

Figure 6-3. The IAM dashboard

In Figure 6-3, you can see the IAM users’ sign-in link, which is customized to make it
readable. This link can be used to access the IAM dashboard and perform all IAM related
tasks. This way, you don’t need to give the AWS console access to the IAM management
team.

IAM allows you to create groups, users, and roles, define password policies, generate
credential reports, and use the AWS Key Management Service (KMS). Remember, these
users, roles, and password policies are not related to Oracle users, roles, or password
policies. These are at the AWS account level rather than at Oracle database level.

AWS account level security configurations are part of the cloud admin’s responsibility.
However, in smaller deployments, these could be part of the DBA responsibilities, hence
these are covered in this chapter.
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Security for Oracle Running on Amazon RDS

In Amazon RDS, you first define the master username. This user defines all the other
users, objects, and permissions (Figure 6-4).

# ADS . AWS Console ®
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Master Password® | wesssssssss

Confirm Password® | .cussesess

Figure 6-4. Defining the master user in Amazon RDS

The master account gets DBA privileges with some limitations. Other administrative
accounts, such as SYS and SYSTEM, are locked and cannot be used. You use the master
account for any administrative tasks.

The RDS instance also allows you to further enhance its security by configuring
advanced settings, as shown in Figure 6-5.
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Figure 6-5. Advanced settings in Amazon RDS

93



CHAPTER 6 " DB SECURITY

Configuring VPC, subnet, and VPC security group is usually the cloud system
administrator’s responsibility; however, as a DBA, you must know how to do it.

You can also choose No for the publicly accessible setting. If you select No, no EC2
instance or other devices outside the VPC will be able to access your database.

It is recommended that you enable encryption while creating the RDS instance. This
can be done by selecting the Enable Encryption option, as shown in Figure 6-6.

RDS - AWS Conscle x

= C | @ https://ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance:ct=dbinstances
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Character Set Name |AL32UTF8 v

Enable Encryption N0

Figure 6-6. Enable encryption in Amazon RDS

Encryption is not available for all DB instance classes. It is not available for t2.micro
(free tier), hence it is disabled. In the T2 category, this option is only available for t2.
large instance types. Using different DB instance classes will result in higher costs, hence
the appropriate instance class should be selected based on your requirements.
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Security for Oracle Running on Amazon EC2

Security in Amazon EC2 is handled at multiple levels. Hypervisor level security and
instance isolation is Amazon’s responsibility. Instance isolation ensures that instances
running on the same physical machines are isolated. You do not get direct access
to raw disks, rather it is accessed by virtual disks so that your data is not exposed to
others. Memory scrubbing, no elevated access to CPU, and AWS firewall are some other
measures that AWS takes care of to ensure proper security.

Let’s see what you need to do as the DBA to secure your Oracle database running
in EC2.

Using an Encrypted EBS Volume

As a DBA, you need to ensure that you use an encrypted filesystem for keeping your
database related files. This should be done while launching the EC2 instance (Figure 6-7).
Just be sure to click on the Encrypted checkbox. This should be done for all EBS volumes
in which you are planning to keep your database-related files.

The root volume is by default not encrypted, but it can be encrypted using
third-party software, such as BitLocker.
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Figure 6-7. Enable encryption in the Amazon EC2 EBS volume
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Using Correct Source IP

Allowing SSH access with the source as Anywhere is never recommended, as this will
open your database server to everyone in the world. Figure 6-8 shows this kind of
configuration.
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Figure 6-8. SSH port opening in Amazon EC2

Rather than opening Anywhere access, for trial purposes, you can select the My
IP or Custom IP range. For production use or for any of customer database, this is not
recommended and instead you should provide a specific IP range here.

Using VPC and Private Subnets

You should put your database in a custom VPC and inside a private subnet in that VPC. It
should be accessed via some jump server (also known as a bastion host).

These settings can be done as part of the Configure Instance Details page when you
create the EC2 instance (Figure 6-9).
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Figure 6-9. Amazon EC2 in VPC and private subnets

Using Dedicated Hosts

Based on the requirements and as an additional security measure, you can opt for
dedicated hosts for your EC2 instance. This is controlled using the Tenancy option shown
in Figure 6-10.

The default setting is Shared, whereby your EC2 instance runs on a shared hardware
instance.
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Figure 6-10. Amazon EC2 tenancy options
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Security Best Practices

The following list explains some security best practices for Oracle database running on
Amazon RDS:

e Run Oracle DB instance in a custom Amazon virtual private cloud
other than default one.

e  Use security groups to control IP addresses that are allowed to
connect to your database.

e  UseIAM and assign permissions to users who are allowed to
manage your RDS resources.

e  Use SSL to encrypt connections to the databases.

e  Use RDS encryption. This will help secure your RDS instances
and snapshots at rest.

e  Use Oracle-specific security features that you would use with your
on-premise database.

e  Use Transparent Data Encryption (TDE) and network encryption.

The following list explains some of the security best practices for Oracle database
running on an Amazon EC2 server:

e Keep your EC2 instance-based DB server up-to-date with
OS-level security patches.

e  Use Secure Shell (SSH) to log in to your Linux-based DB server.

e Disable password only access to your guests and use MFA
(multifactor authentication).

e Disable remote root login.

e  Use sudo to do privilege escalation.

e Do not share key pairs with AWS or other customers.
e  Use the AWS firewall (security groups).

e  Use the Windows firewall and secure VPNs.

Summary

This chapter explained the importance of database security for databases running in
the cloud. You went through the cloud security model to understand your roles and
responsibilities. You learned about the security configuration options in AWS and Oracle
Cloud. In the end, you learned about some of the best practices related to database security.
Covering all aspects of cloud security would require writing an entire book itself and is
beyond the scope of this book, hence the focus of this chapter is on DB security only.

In the next chapter, you will learn about database migration to the cloud.
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DB Migration to the Cloud )

In this chapter, you will go through the most important task of cloud DBA, which is
database migration to the cloud. There are various ways you can do DB migration to
Oracle or Amazon Cloud, including Export/Import, using SQL Developer, and RMAN
based restore. Apart from these, some not so common methods are also available, such as
SAN replication based restore and VM image level backup restore.

This chapter provides details on these Oracle database migration methods, along
with recommendations and best practices. It also covers the challenges, limitations, and
comparison between various migration methods for migrating Oracle database to the
cloud.

DB Migration Key Considerations

Deciding the right migration method is a very challenging and complex task and you
have to consider several factors before arriving at right migration method. One migration
method might not be suitable for your entire DB landscape migration to the cloud, hence
you'll need to identify a mix of migration methods to handle different needs.

Let’s look at the factors/considerations for migrating a database to the cloud:

e Database size: This is the single most important factor along with
available downtime.

e Database version and edition: Cloud providers do not support all
editions or older DB versions like Oracle 10g and below, hence
comparing the source DB version and edition with the allowed/
available one is important.

e ARCHIVELOG mode: Migration methods such as RMAN hot
backup, DataGuard-based migration, and many other methods
require databases to be running in ARCHIVELOG mode. This is
why this information should be captured before deciding the
migration method.

e Migration level: Migration can be at different levels, such as DB
server, DB schema, or even the table level.
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OS endianness (Little endian/ big endian): Cloud providers do not
support all OSs, hence chances of having to do a cross-platform
migration is very high. For cross-platform migration, it is very
important to know the OS endianness so that the appropriate
migration method can be selected.

32-bit/64-bit: 32-bit servers are not very common, but if you
have very old legacy systems running on 32-bit, then you need to
consider moving them as-is or converting them to 64-bit systems.

Physical/virtual: The cloud is mostly a virtual environment
(except where physical hardware is provided by a cloud provider,
like the Exadata cloud service, where Exadata is physically hosted
in your datacenter). If you are running your Oracle database on a
physical server, you will have to convert it into virtual server (P2V
migration). Performance, licensing, supportability, certification,
and many other factors come into the picture while doing such
P2V migration.

Law of the land: Certain regulatory requirements might require
you to keep your database in your own datacenter or in your
country. You should consider such requirements while planning
for migrating to the cloud.

Data security requirements: Certain databases might have SOX,
HIPAA, PCI, or any other regulatory requirement for data security,
and this will result in certain migration considerations for data at
transit or data at rest.

Application nature (mission-critical/performance sensitive/big
data): The application nature defines the downtime availability,
hence it affects the migration method used.

Available downtime and available time for migration: Some
database migrations might have zero or very little downtime.
This is an important factor to remember while determining the
migration method.

Network bandwidth between on-premise and the cloud:
Network bandwidth plays an important role with large database
migrations.

Application compatibility: While doing database migration, you
need to consider whether the application is compatible with the
proposed cloud deployment model.

Cloud provider (Oracle Cloud, AWS, or Microsoft Azure): Different
cloud vendors have different migration methods. Amazon AWS
has a database migration service called DMS, which is not
available in Oracle Cloud.
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e Tools availability (OGG, OEM12c cloud control): Tools availability
in your DB landscape will also play a critical role in deciding your
tool-based migration method.

e Cloud deployment model (IaaS, PaaS, DBaaS): The migration
method depends on the database deployment model, for
example, you can’t do a RMAN backup restore in Oracle Schema
as a service deployment.

e Cloud type (public/private): Migration methods for a private cloud
in your own datacenter will be different than for a public cloud.

In the next sections, you will go through various migration methods. Let’s first look at
the migration lifecycle.

Migration Lifecycle

Migration is multistep process; the different stages of the migration lifecycle are listed here:
e  Analyze
e Identify
e  Prepare
e  Migrate
e Validate

These stages (Figure 7-1) are best carried out as a pilot or dry run before planning for
actual migration. The process can be iterative and may need multiple runs, as you may
encounter issues that need fixing.

Identify

Validate

Figure 7-1. Cloud migration lifecycle
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In the Analyze phase, you go through the customer requirements and key
considerations. These inputs help in the next phase, called Identify, where you identify
the migration method.

The Prepare phase is all about getting ready for migration by having things in place.
For example, you prepare the target environment for DB migration.

In the Migrate phase, you do the actual migration and in the Validate phase, you do
data integrity validation along with application testing and validation.

This is very high-level view so that you can understand where actually the migration
part fits in this larger scheme of things. The next section discusses the migration phase.

Migration Approach

At a high level, all DB migration method consists of three phases, as shown in Figure 7-2.

Figure 7-2. The cloud migration approach

Let’s take a look at these phases.

Backup

Backup means backup of DB server, database, schema, table, etc. You will go for a DB
server level backup when you are moving to an IaaS or PaaS kind of offering. This is
also called VM or server-level image. You can take database-level backups as physical
or logical. Physical backups consist of RMAN or user-managed backups like hot or cold
backups, whereas logical backups consist of database export dumps.

Transfer

The Transfer phase refers to moving the backup to the cloud. The exact transfer method
depends on the size and the network bandwidth. If the database is running into the
terabytes (TB) and you don’t have sufficient bandwidth to copy it quickly, then special
migration methods like hard disk shipping or Amazon Snowball are used. These are
explained in the migration method section. With some migration methods, you may not
need to actually transfer any files, e.g. while using a DB link or the materialized views-
based migration method. In such cases, data transfer is done using buffers, but there is no
file movement as such.

You might also need to apply acceleration methods (such as multipart upload,
Tsunami UDP, S3 transfer acceleration, and AWS Direct Connect) to get the optimal
migration time.
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Restore

The Restore phase refers to restoring the DB server image or restoring the database
backups. You don't see this phase in a few migration methods, such as with DB links or
the MView refresh-based migration method.

Migration Options

There are various options for DB migration to the cloud and the method you choose
depends on several factors that are explained in the previous section. Your migration
strategy should be based on your organization’s priorities, the end state architecture, and
the available budget.

Let’s look at the various migration options for migrating Oracle database to the
cloud.

Migration Using Tools

The latest Oracle and third-party database management tools support migration to the
cloud.

SQL Developer

At present, Oracle’s native GUI tool, SQL Developer, has built-in capabilities to connect
to the cloud database (Figure 7-3) and can also be used to migrate data from on-premise
databases to the cloud.

i § Oracle SOL Developer - Databases jws : ldeConnections%230racle_Cloud_DBjpr
Ele Edt View Hovigate Bun Tesm Jook Wimdow Help
AoHE 9@ O-0~ & &AXAE
Connachons B srtrage
+- 878 ; _
[ —— 1 ORACLE
% @ awspe BOL DEVELOPER
i (3 Crode_Cloud D8
= Cleusd Connactons
|cormecton hame Connecton Detsls Comnection Hame [ETSDSRETIN |
|.aws_m rira) Bffaiescabil.ca... | Ueamame , .' 'i
| Bassmond - |
] Saye Password -~ [ Connection Color
Ovache
Comezton Type [Basic =] Aele [defoutt =
| Hostngme E =
Repors 1 Poct 1521
[ Y — @ P cdd
- (2 Dt Dictonary Reports () Sgrvice name
@ (2 Data Moceler Reports -
3§ OLAP Reports | 05 Authenticaton [ Kerberos Authentication || Prowy Connection
{2 TrmesTen Reports
& {5 User Defined Reports. - e
“ tiso e e Test Corvect Concel

Figure 7-3. Cross-cloud migration using SQL Developer: login

103



CHAPTER 7 * DB MIGRATION TO THE CLOUD

After establishing a connection to the local and the cloud database using SQL

Developer, choose Tools » Database Copy and select both databases. There are options
to copy selective objects, schemas, or table spaces, as shown in Figure 7-4. This method is

very easy and good for smaller databases.

a Database Copy Wizard - Step 1 of 5

Source/Destination

|3 aws_ps

Source Connection:
Destination Connection: | [5) Orade_Cloud_0DB

s Source/Destination
,T\ Object Types

I Copy Options
(%) Objects Copy

|
= (O Schemas Copy

(O Tablespace Copy

) Do not replace existing destination objects

() Replace existing destination objects

[¥] Copy Data
[ Truncate destination data before copying

[T] Proceed to summary.

Help Next >

Figure 7-4. Cross-cloud migration using SQL Developer: the copy wizard

Migration using SQL Developer is covered in detail at a later stage in this chapter.

Oracle Enterprise Manager (OEM)

Oracle Enterprise Manager (OEM) is another tool-based option for migrating data to the
cloud. OEM can also be used to move data from the local database to the cloud using the

Export/Import method or even be used to set up DataGuard in the cloud.
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Traditional Migration Methods

The traditional migration method that you use to move your Oracle database across
database servers can be used to migrate to the cloud as well.

Import/Export

Logical data backup and data movement across Oracle databases has been achieved
using Import/Export and data pump for a very long time now. The same method can be
extended to move data from a local DB to the cloud. As a prerequisite, you should run

a successful tnsping test between the two DBs. An authenticated DB link pointing to

the cloud DB from local DB can be used. The remote filesystem is accessed using such a
DB link, using DBMS_FILE_TRANSFER.PUT_FILE to copy the dump file to the cloud before
starting the import. Figure 7-5 shows the high-level steps for migrating to the cloud using
data pump.

Create EXPDP backup of Create a DB link from Local
Local DB source DB to Target Cloud DB

DBMS_FILE_TRANSFER.PUT_
FILE(

At Cloud DB, grant read, write source_directory_object

on dump directory 'DATA_PUMP_DIR',....

destination_database
'cloud_dba_rds'

impdp
cloud_user/<password>@TEST
_CLOUD_DB
DUMPFILE=tab1_copied.dmp
DIRECTORY=DATA_PUMP_DIR
full=y

Figure 7-5. Cloud migration using data pump
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There is no access provided to the filesystem of AWS RDS, but the following
command can help you verify the dump file upload. Migration using data pump is
covered in detail at a later stage in this chapter.

On Cloud DB

sQL> select * from table(RDSADMIN.RDS_FILE_UTIL.LISTDIR('DATA_PUMP._DIR'));

RMAN Backup Restore

Similar to Import/Export, DB migration can be done using RMAN backups. Taking RMAN
DB backup to the cloud filesystem and restoring it on the cloud is similar to the local
restore process. Moving the local database backup to the cloud is covered in more detail
in Chapter 8, “Backup and Restore”.

Shipping the Hard Drive

For large databases, it is not practical to move data over the network, considering the
restore time and network bandwidth related expenses for a one-time data transfer. In
such cases, the traditional method that was commonly used for datacenter migration
comes handy—physically shipping the hard drive. This method can be used along with
multiple restore methods, like cold restore, Import/Export, etc.

Oracle also offers Oracle Cloud storage appliance-based import option as part of its
data transfer services. This helps with secure, bulk data movement. You can send up to
400TB in one go.

Lesser Known Migration Methods
In addition to the traditional methods, some lesser-known methods are:
e  (Create a DataGuard in the cloud

e  Perform on-premise backups to the cloud and restore the cloud
backup to create the DB in the cloud

e  Perform a DB server VM backup and restore the machine backup
to the cloud, then restore it as new cloud VM

e  Use Oracle Golden Gate-based DB replication to the cloud

e  For AWS, Data Migration Services (DMS) is also a very effective
method
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Comparison of Migration Methods

Table 7-1 shows a quick comparison of the various migration methods, which can help
you decide which migration method to choose, given your scenario.

Table 7-1. Migration Methods Comparison

Migration Method Table Level Schema Level Database DB Server
Migration Migration Level Level

SQL Developer Yes Yes Yes No

Data Pump Yes Yes Yes No
DataGuard No No Yes No

RMAN Backup Restore No No Yes No

VM Image No No No Yes
Oracle Golden Gate Based Yes Yes Yes No

DB Replication

Detailed Migration Steps for Data Migration from
the Local Database to Amazon RDS

The initial chapters already covered how to create a database in AWS RDS, hence the
steps given here are based on the assumption that you have already created an empty
database in AWS RDS. It is also assumed that the connectivity to the database is tested
successfully using SQL Developer and other connectivity options.

You can start data migration using the SQL Developer data copy option. The local DB
referred to in this section means database hosted in your datacenter.

Let’s first create a new user called local_machine_user and, after giving it proper
privileges, create and populate the table.
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select instance_name,status,host_name from vSinstance;

INSTANCE_NAME STATUS HOST_NAME

local_db OPEN LOCALHOST
SQL> create user local_machine_user identified by xxxxxxxxx;
User created.

SQL> grant dba to local_machine_user;
Grant succeeded.

SQL> conn local_machine_user/Xxxxxxxxxx
Connected.

SQL> create table testing as select * from dba_objects;
Table created.

SQL> insert into testing select * from testing;

/

SQL> commit;

Commit complete.

SQL> select count(*) from testing;
COUNT(*)

128670

SQL> select sum(bytes)/1024/1024 from user_segments where segment_name='TESTING";

SUM(BYTES)/1024/1024

Let’s now copy this 12MB table to the AWS Oracle database.
First, connect to the local DB using SQL Developer, as shown in Figure 7-6.
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onnection Name Comnection Detais Connection Name local_db
\AWsS_TESTDB Niraj@//testdb.cad... | Username Jlocal_machine _user

Oracle
Connection Type |&:dc '| Role ldefn.it -
Hostname locahost
Port [1521
@ sp [testdo
() Service name |
[[] 0s Aut O

Status : Success

Help Save Clear | Test Connect Cancel

Figure 7-6. Connecting to the local DB using SQL Developer

Now choose Tools » Database Copy and select both databases, as shown in Figure 7-7.
Ensure that the correct source and destination databases are selected. Making wrong or
inverted selections at this stage can lead to painful recovery needs at a later stage.

Source/Destination

/st Source/Destination | Source Comection: | (@ local_db ~|
+M Destination Connection: | [} AWS_TESTDB v
s =t Copy Options
gy O Objects Copy
2 (3 Maintain Schemas () Consolidate Schemas

(O Tablespace Copy

[¥] Copy DDL

(2) Do not replace existing destination objects

() Replace existing destination objects

[v] Copy Data

[] Truncate destination data before copying

Help Back [Nt Finish Cancel

Figure 7-7. Database copy wizard: select source/destination
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There are various options here, for example, you can choose a set of objects or
a schema. You can even select multiple schemas to be merged or even a particular
tablespace, as shown in Figure 7-8.

=

Fosioh Limit the scope of your process by selecting the types of objects to indude. If you do not
Source/Destinalion | fiy ther fimit your process by selecting objects, all objects for the types selected here wil be
)Ta Select Tablespace gt Types
e 7] Tables @Types V] Package spec
[v] views [v] Sequences [v] Pagkage Body
[¥] Indexes [v] Database Links  [v] Procedures
[¥] Triggers [¥] Functions
[v] Constraints
[¢] Materialized Views
(] Materialized View Logs
Help <Back Next > : Cancel

Figure 7-8. Database copy wizard: select object types
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In this case, you will choose the schema copy option. You can select all or specific
object types, as per your requirements.
The next step is to select the appropriate schemas (Figure 7-9).

[ Proceed to summary.
Help < Back Next > Finish Cancel

&

Figure 7-9. Database copy wizard: select schemas
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If it fails with an error that states that the schema does not exist on the target
machine, then create the required schema in AWS database and try again. The same
schema must exist at the target and it will not get created automatically.

Next is a summary of the data copy selections chosen so far, as shown in Figure 7-10.

[0 Database Copy Wizard - Step 6 of 6

Copy Summary
L [ Database Copy Summary
’T‘ ®-C3 Connections
TM -3 Database Copy Options
. Select Schemas B3 Schemas information
A (3 Copy DOL
Specify Data #-[3 Copy Data
&3 Data Options
@ Copy Summary @ (33 Data Objects

Help < Back t Einish Cancel

Figure 7-10. Database copy wizard: summary screen

After clicking Finish, a data copy job starts and gives you the option to let it run in the
foreground or in the background (Figure 7-11).

&8 Copying )
Copying (Running)
@ | e 1@
[00:05] Creating TEsTING
Run in Background Cancel Task

Figure 7-11. Database copy
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You can see other copy-related stats from the log file that’s generated. It is shown here:

--- START
Moving Data for object TESTING

Insert 128,670 rows into TESTING in 90,421 milliseconds
---END
--- END
--- START
set define off;

set define off;

---END

The record count and actual data should be verified at the cloud DB. The target DB
data should match the local DB data for the data migration to be successful. In case of
any discrepancies, specific errors need to be fixed by rerunning a partial or full process,
depending on the situation.

The data copy time increases with the size of the table and the amount of data to be
copied and hence this method is good for smaller tables.

Detailed Migration Steps for Data Migration Using
Oracle Data Pump Utility

Data pump based migration can be used for bigger tables and schemas.
Once the dumbp file is created, you can create a DB link from the local source DB to the
target cloud DB. This DB link will be used to place the data on the cloud DB's filesystem.

tnsping testdb.xxxxx.yyyyyyy.rds.amazonaws.com:1521/TESTDB
TNS Ping Utility for 32-bit Windows: Version 11.2.0.1.0 - Production on 02-AUG-2016 19:17:11
Copyright (c) 1997, 2010, Oracle. All rights reserved.

Used parameter files:
D:\app\Niraj\product\11.2.0\dbhome_1\network\admin\sqlnet.ora

Used EZCONNECT adapter to resolve the alias
Attempting to contact

(DESCRIPTION=(CONNECT_DATA=(SERVICE_NAME=TESTDB))(ADDRESS=(PROTOCOL=TCP)(HOST=11.22.3
3.199)(PORT=1521)))

OK (50 msec)
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Now create a DB link using this connection string.

create database link Cloud_DBA_rds connect to CLOUD_USER identified by secret_pwd using
'(DESCRIPTION=(CONNECT._DATA=(SERVICE_NAME=TESTDB))(ADDRESS=(PROTOCOL=TCP)(HOST=11.22.3
3.199)(PORT=1521)))"

You should test the connectivity using the DB link, which was created in the
previous step.
On the local DB:

SQL> select table_name from user_tables@cloud_dba_rds;
No rows selected.

On the cloud DB:

SQL> grant read,write on directory data_pump_dir to cloud_user;
Grant succeeded.

You are now ready to transfer the export dump file to the remote system. This is done
using the DBMS_FILE_TRANSFER package.

BEGIN
DBMS_FILE_TRANSFER.PUT_FILE(
source_directory_object  =>'DATA_PUMP_DIR',

source_file_name => 'test_local.dmp’,
destination_directory_object =>'DATA_PUMP_DIR',
destination_file_name =>"tab1_copied.dmp’,
destination_database =>'cloud_dba_rds'
)
END;
/

PL/SQL procedure successfully completed.

As you do not have access to the filesystem of AWS RDS, you cannot verify the
availability of the dump file directly. However, there are some built-in packages available
to checkit. It is shown here:

On the cloud DB:

SQL> select * from dba_directories where DIRECTORY_NAME="DATA_PUMP_DIR';

OWNER DIRECTORY_NAME  DIRECTORY_PATH

SYS DATA_PUMP_DIR /rdsdbbin/datapump

sQL> select * from table(RDSADMIN.RDS_FILE_UTIL.LISTDIR('DATA_PUMP_DIR"));

filename type filezise mtime
datapump/ directory 4096 0 02-0OCT-16
tabl_copied.dmp file 3211264 04-0CT-16
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On the local DB, create a TNS entry of the remote DB in the local system so that you
can import the data in the remote DB using this entry. After creating a TNS entry, you can
do a tnsping test and then a connection test, as shown here:

TEST_CLOUD_DB =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = 11.22.33.199) (PORT = 1521))
(CONNECT_DATA =
(SID = TESTDB)
)
)

tnsping TEST_CLOUD_DB

TNS Ping Utility for 32-bit Windows: Version 11.2.0.1.0 - Production on 02-OCT-2016 20:38:52
Copyright (c) 1997, 2010, Oracle. All rights reserved.

Used parameter files:

D:\app\Niraj\product\11.2.0\dbhome_1\network\admin\sqlnet.ora

Used TNSNAMES adapter to resolve the alias

Attempting to contact (DESCRIPTION = (ADDRESS = (PROTOCOL = TCP)(HOST = 11.22.33.199) (PORT =
1521)) (CONNECT_DATA = (SID = TESTDB)))

OK (30 msec)

sqlplus cloud_user/xxxxx@TEST_CLOUD_DB

Copyright (c) 1982, 2010, Oracle. All rights reserved.

Enter password:

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, Oracle Label Security, OLAP, Data Mining

and Real Application Testing options

19:23:05 02-Oct-16 CLOUD_USER @TEST_CLOUD_DB>
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Now import the data in the cloud DB with a user who has the required privileges.
On the local DB:

C:\windows\system32>impdp cloud_user/<password>@TEST_CLOUD_DB
DUMPFILE=tab1_copied.dmp DIRECTORY=DATA_PUMP_DIR full=y

Import: Release 11.2.0.1.0 - Production on Tue Aug 2 20:43:25 2016
Copyright (c) 1982, 2009, Oracle and/or its affiliates. All rights reserved.

Connected to: Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64bit Production
With the Partitioning, Oracle Label Security, OLAP, Data Mining

and Real Application Testing options

Master table "CLOUD_SER"."SYS_IMPORT_FULL_01" successfully loaded/unloaded
Starting "CLOUD_USER"."SYS_IMPORT_FULL_01": cloud_user/********@TEST COLUD_DB
DUMPFILE=tab1_copied.dmp DIRECTORY=DATA_PUMP_DIR full=y

Processing object type SCHEMA_EXPORT/USER

Processing object type SCHEMA_EXPORT/SYSTEM_GRANT

Processing object type SCHEMA_EXPORT/DEFAULT_ROLE

Processing object type SCHEMA_EXPORT/TABLESPACE_QUOTA

Processing object type SCHEMA_EXPORT/PRE_SCHEMA/PROCACT_SCHEMA

Processing object type SCHEMA_EXPORT/TABLE/TABLE

Processing object type SCHEMA_EXPORT/TABLE/TABLE_DATA

.. imported "USER1"."TAB1" 2.905 MB 71692 rows

Job "CLOUD_USER"."SYS_IMPORT_FULL_01" successfully completed at 08:17:36

Verify the data in the cloud DB using SQL Developer. While copying the dump file
may take more time, the import is expected to be instantaneous since it is done locally
in the cloud. In case of data mismatch, specific table/objects may need to be imported
again. The exact steps for fixing the partially successful migration depend on the specific
issues encountered.

Sample Comparison Between SQL Developer and Data
Pump Migration

Table 7-2 shows the performance comparison between SQL Developer and data pump-
based migration methods.
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Table 7-2. Comparison Between SQL Developer and Data Pump Performance

Migration Method Object Size (MB) Object Type  No. of Records Time Taken

SQL Developer 12.6 Table 128,670 1.6 minutes
Database Copy

SQL Developer 120 Table 716,484 21 minutes
Database Copy

SQL Developer 640 Table 3,715,500 124 minutes
Database Copy

Data Pump 2.91 Table 71,692 0.4 minutes
Data Pump 508 Schemawith 1,852,320 14 minutes

three objects

Asyou can see, the data pump-based migration method is faster than the SQL
Developer-based database copy option. These results depend on many factors, such as
server configuration, network speed, etc., hence it is recommended you perform a proof
of concept (PoC) in your environment to arrive at a proper conclusion. This PoC is usually
done as part of the pilot phase of migration.

Migration Using RMAN Backup Restore

This migration method is good for scenarios when you want to migrate your entire database
from on-premises to the cloud. This migration method can be executed in two ways.
Option 1

1. Take a RMAN backup on the local server.
2. Transfer the RMAN backup from the local server to cloud storage.
3. Restore from the RMAN backup.
Option 2
1. Take a RMAN backup on the cloud.
2. Restore from the RMAN backup.
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RMAN backup restore steps are the same ones used with on-premise DBs. Refer to
Chapter 8, “Backup and Restore” for the detailed steps.

Migration By Cloning a PDB into the Cloud

In Oracle database 12c, Oracle introduced a multitenant architecture and this made PDB-
level migration a very easy task. In this section, you will look at the steps that are required
to clone an on-premise PDB and plug it into a cloud-based CDB.

The objective is to migrate a LocalPDB (Oracle EE 12.1.0.2, DB Size ~1GB) running
on Windows to Oracle Public Cloud.

Tools used:

e  SQL Developer
e  WinSCP
e PuTTY
e PuTTYKeyGen
e  EM Express (provided as part of Oracle Cloud)
The high-level steps are as follows:
1.  Multitenant setup on-premise (local).
Create Oracle 12c database in Oracle Public Cloud.
Clone LocalPDB (optional).
Open the cloned LocalPDB in READWRITE mode (optional).
Close LocalPDB.
Convert LocalPDB into READONLY mode.
Unplug LocalPDB.
Copy the XML and data files to the cloud DB server.

© o N o a0 kw0 D

Use EM Express to plug LocalPDB into the cloud.
10. Open LocalPDB in the cloud.

Let’s look at these steps in detail.

118


http://dx.doi.org/10.1007/978-1-4842-2635-3_8

CHAPTER 7 © DB MIGRATION TO THE CLOUD

Multitenant Setup On-Premise (Local)

Since this example is about moving a PDB to the cloud, you must have a multitenant
DB in your source DC. If you are doing this migration for POC purposes, this step is
applicable. As part of this, you need to install Oracle 12c Enterprise Edition and then
select Create and Configure a Database, as shown in Figure 7-12.

) Oracle Database 12c Release 1 Installer - Step 2 of 9 ~: © “
ORACLE
Select Installation Option c
DA'I'ABJ\SE
¢ o - a Select any of the folowing instal options,
1
Pl Installation Option (#) Create and configure a database
1
4 Install database software only
Upgrade an existing database
| Hew <Back | MNext> Cancel |

Figure 7-12. Select the installation option

Continue with the database creation steps and select the configuration as per your
requirements. Selections made for a typical installation are shown in Figure 7-13.
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L Oracle Database 12c Release 1 Installer - Step 5 of 8 “
Typical Install Configuration 3 DRACLE 1 26
. DA‘I'AB!SE
e - " Perform ful [ with basic

ol Instalation Option Oracle bage D\apploraciel2c = | Browse.. |
A Sdrtlts_':._‘:.ﬂli ) » Software jocation [Dapploraciel2ciproductii2 1. D\dohome_2 '] Browse... ..

« Typical Installation Database fie location: :D.\anp\erar;eizc\oraqa'.a ] | Browse... |
\I.r Prerequisite Checks Database gditon: m

Character sef: |Detaut (wEBMSYAN1252) ~|

Global database name: localcdb |

Confirm p : [ |

[v] Create as Container database

Puggable database name ‘Y ocaipat] ]

Li_!b_| <pack || hext> | | cancei |

Figure 7-13. Create a container database

Create Oracle 12c PDB Database in Oracle Public
Cloud

This setup is explained in Chapter 3, “Database Provisioning”. Refer to the “Database
Provisioning in Oracle Cloud” section.

Clone LocalPDB (Optional)

This step is required if you want to create a copy of your local PDB database and move the
copy instead of moving the original PDB to the cloud. If you are moving your original PDB
to the cloud, then this step and the next aren’t required.
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Cloning the PDB can be done using SQL Developer. Right-click on the pluggable

database for which you need to create a clone. This is shown in Figure 7-14.

& (3 localed 6 CON_UID 2947

= | &) Container Database 7 GUID OFE6!
2
S LOCALPOB 8 CREATE SCN 22¢£0)

=9 | Open |

@ (2 Da G

@ (g Database S| prop Pluggable Database...

2 % :BNTD Clone Pluggable Database...

® {3 RMAN Bada. Unplug Pluggable Database...
@[3 Resource Mi Create Startup Trigger
@ (@ SQLTranslal  Modify State...

@ ([ Scheduer Clone PDB to Oracle Cloud...
#- (g3 Seaurity
@ (G Storage ﬂ

Figure 7-14. Select Clone Pluggable Database

Give the new PDB a name and select Custom Names from the File Name

Conversions option. This is shown in Figure 7-15, where the old PDB name was LocalPDB

and cloned PDB name is LocalPDB2.

] Clone Pluggable Database
ftpcdicr et 5
Catabase Name LOCALPOB2 ]
Source PDE Locaros ]
Storage: Urlimitad ¥
Reuse TempFle ¥
Total Size
Temp Tablespace Usage v

Fle tiame Comesint | qustom ames

Source Fle Targe!t Fie
\APFYORACLE 12CY, ALCDEWLOCAL & oeF - \APP\ORACLE 12CYOR ADATANL CCALCDE LOCALPOBZ SYSTEMO 1. DEF
D:\APPORACLE 120 \ORADATALOCALCDE L OCALPOBISYSALND LDBF D= \APP \ORACLE 12C \OR ADATALOCALCDR . OCALPOB2|SYSALX) L DBF
D APPCRACLE12CY ALCDEY OCALPOB|SAMPLE_SCHEMA_LUS... D:\APP\DRACLE 12CYORADATAY. OCALCDBY OCALPOBZ|SAMPLE_SCHEMA_UU...
p:wpwuﬂzcmmnmmawmwi.nw D= \APP! E12C' CCALCDBYLOCALF AR .DaF

Figure 7-15. Clone the pluggable database
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Open the Cloned LocalPDB in READWRITE Mode

(Optional)

This step ensures that the cloned PDB (LocalPDB2) is working as expected. Right-click
on LocalPDB2 and select Modify State. Select the State option as READ WRITE and click on
Apply, as shown in Figure 7-16.

® Scheduler
Bi-1g) Security
&[G Storage

3 QPEN_MODE MOUNIED
4 OPEN_TIME 14-HOV-16
5 DBID 133382138
& coN_uID 133382138/
7 GUID 3ASERRIOA!
8 CREATE_SCN 2333322

New State

General| Data Fies
A ) ~actons... @B Modify Pluggable State
Hame |value
icou_in 4 Propertes | SQL
2 HAME LOCALPDE2

el

State Option  |READ WRITE

Figure 7-16. Open the cloned database

Confirm that the changes are applied and that the OPEN_MODE for this PDB is now set
to READ WRITE (Figure 7-17).

& 8 SQ Translator Framework
- () Scheduler
(g Searity
[ Storage
= localedd
= [ Container Database
& LOCALPDB
- S

PO oAb Aecfia e an

icowID 4

2 NRME LOCALPDB2
3 OPEN_MODE READ WRITE
4 OPEN_TIME 11-NOV-16 02.06.47.031000000 BM +05:30

8 CREATE_SCN 2280125

Figure 7-17. Cloned database status
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Close LocalPDB

Close LocalPDB (or LocalPDB2, whichever is your case) to get it ready for unplugging.

Right-click on LocalPDB2 and select Modify State. If the database is already open in
READWRITE, you will see the CLOSE IMMEDIATE option, as shown in Figure 7-18. Click on
Apply to close the PDB.

1 S Locaroe2

AR R General Data Fles ) Modify Pluggable State
_. [, Connections o B = actons...
d @ 8 abotdd Mame  |vabe | e
& 3 kadads lconin 4 Database Name LOCALPDEZ ]
= L3 Container Database 2 e S S —— :
| g LOcAEd 3 OFEN_MODE READ WRITE ;
mm“,wz s 4 OPEN_TIME 14-NOV-16 10.| | SWeOpSon  [IMMEDIATE -
Database Status 5 DBID 1333821326
Data Pump 6 CON_UID 1333821386
Performance 7 GUID IASERRIORSBO4I

|

8 CREATE_SCH 2333322

RGO e s e
DR e
o
i
4
i

il

Figure 7-18. Close the database

Convert LocalPDB into READONLY Mode

Now convert LocalPDB2 to READONLY (Figure 7-19) mode so that it can be unplugged. This is
required, as the data file headers need to be consistent for successful restoration of the PDB.

+E= . B Modify Pluggable State

a Connections 8 - acvons,
3 cbo1doud Hame value EXO0EAS ] SO
&3 loctlehy 100N ID 4 Database Name |LOCALPDE2 |
=5} Container Datsbase 2 waME LoCALEDE2
I & LocALPDB | Mewstate  oPEN |
b 5 3 OFEN_MODE MOUNTED
@ -Bmw“am 40PEN TIME 14-HOV-16 11.03.5 | StROPSn [esponer =
[ Database Stati 5 D8ID 1333821386
{35 Data Pump 6 CON_UID 1333821386
L& Performance 7 GUID 3ASEARGOASE04EDAE
©- () RMaN BadapRecovery 8 CREATE_SCN 2333322

gl Resource Manager
@[ SQU Translator Framework

@ () Scheduier
s
@13 Storage

Figure 7-19. Change the database state to READONLY
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Unplug LocalPDB

After converting the database into READONLY mode, you are all set to unplug it. To unplug
it, right-click on LocalPDB2 and select Unplug Pluggable Database. Give the location of
the XML file and click on Apply, as shown in Figure 7-20.

0 Unplug Pluggable Database ﬂ

Properties SQL

Database Name |LOCALPDB2

XML File Name  [D:\tempVocalpdb2.xml Select...

Help Apply Cancel

Figure 7-20. Unplug the pluggable database

Copy the . XML and Data Files to the Cloud DB Server

To plug this database into the cloud CDB, you need to copy the XML and data files to the
cloud DB server. For this, you can use either do scp from your UNIX server (if the local
DB is running on UNIX) or you can use the WinSCP tool to transfer these files from a
Windows server. Let’s see how it is done in Windows.
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Open WinSCP and enter the Cloud DB server’s public IP. For the username, give opc
and don’t enter a password (Figure 7-21).
B Login = =
G New Site Session
B opc@129.144.152.46 File protocal:
SFTP W
Host name: Port number:
129.144.152.46 218
User name: Password:
opc
Save v Cancel

| Advanced... |v]

Figure 7-21. Connecting the Cloud DB server using WinSCP
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Now click on Advanced and go to SSH » Authentication. Enter your private key file
location. This is shown in Figure 7-22. Without the public-private key pair, the connection
will not be allowed for security reasons.

Advanced Site Settings » IEM|

Environment ["IBypass authentication entirely

- Directories o i

R bin Authentication options

-~ SFTP Attempt authentication using Pageant

- Sheﬂ_ Attempt keyboard-interactive’ authentication
Connection

-Proxy [¥]Respond with password to the first prompt

- Tunnel Attempt TIS or CryptoCard authentication (SSH-1)
SSH

- Key exchange Authentication parameters

[Abentcate]

By s [] Allow agent forwarding

Note Private key file:

D \Abhinivesh\Book\Orade doud hands-on\MyPrivateKey.ppk

GSSAPI
[] Attempt GSSAPI authentication

Allow GSSAPI aredential delegation

o v o ] [ema ][

Figure 7-22. Specifying a private key file in WinSCP
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Now you can see the local files on left side and the cloud directory on the right. With
this, you are ready to drag and drop the files to Oracle Cloud DB server. Your screen will

look like Figure 7-2

3.

B

Local Mark Files Commands Seston

& opo@120. 04415245 | G Mew Session

b= 1]

a1 Local Disic

Hame Sze
-
L help
%ﬁ 515KB
pttygen,exe 18368
|l ExampLEO 2ip 10,352 KB

1 SAMPLE_SCHEMA U... 65 KB
L svsamin.zp 93,134 KB
L svsTEMO5p 53124 K8
| EXAMPLEO1.DBF 0,568 KB
_|SAMPLE SCHEMA U..  5128KB
| SYSAUXD.DBF 532,432 KB
| SYSTEMO1.DBF 24,242 K8
07 MyPublickey.Pub 1 KB
] MyPrivateKey.ppic ]
(3 sapdevelopes - Shorte. 28
_JURLtt 1 KB
Ttocalpdelaom THE

S19KE of 79 MB in 1af 16

temp - opc@129.144.152.46 - WinSCP

Optiars | Remote Help
BB (&5 £ syncheonize | B F B8 | @ | (50 Queue -

Transfer Sestings Defaut

BRoE %
Upload » | [ Bt » 3 iy [y Propeties | £ [y (B H @

Type

Parent directoey
File falder
Apphcation
Apghation

Compressed (zipp..
Compressed (zipp...
Compressed (ipp.
Compressed (zipp...

DBF File
DBF File
DEF File
DBF File

Micresoft Publish...

PP File
Shorteut
Text Document
ML File

Changed

TIA22006 8:5842 &M
TIFI4/2016 $:51:13 AM
HANG 4TSI PM
ST 21239 PM
THF11/2016 $:20:13 PM
216 F1T41 P
11172016 %1957 PM
TIFI172016 92015 PM
TIAL/2016 83051 PM
THA11/2006 8:30:51 M
T11711/2016 B:30:51 PM
A6 3052 PM
S22 16okh PM
S2U6 21T:10PM
V22016 B:58:20 AM
11272016 93545 AM
TAIF20T6 105308 PM

- o BEl|
-
Liope B 02 G Fndhs | T
- X HShEE®
fhome/opc
Mame Size Changed FRights Cwner
. &/16/2015 T:26:24 AM maratn oot
b cpe MILRNEESGISPM rvaren ope
| " Exampuen DEF A0SBEKE 1NIZIGZ052AM  merwere  opec
1 ExampLEO i W0352KE  T/IVIEGRIIPM  rwerwr-  opc
Dlocalpdbami THE 1126 105308FM  rwerwer- opc
[ SAMPLE SCHEMAU-  S128KB 11122016 20052AM  mw-rwr-  opc
1. SAMPLE_SCHEMA U SSKE 1TV PM  wetwr—  ope
| L s¥sauxor.oer SIZABEKE 1112206 20052AM  mwerer- opc
| L svsauxt.zip GLIMKE WIL2ERITSTPM  rwerwer  ope
[ svsTeEmo oes 6258KE N/IZAEZ00MHAM  rwerwr-  ope
1. SYSTEMO1 zip SLIZKE 1V/1L201652015PM  mwenw  opc
[ uRLsea TKE 1IZ206E502TAM  merwrss  opc
GBI IIMBInOol 11 11 hidden
& s (5]

Figure 7-23. WinSCP file transfer screen
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Since you are copying as the opc user, you need to move these files to Oracle user
directories by logging in as the root. You will also need to change the ownership of the file
and change the file permissions. These steps are shown in Figure 7-24.

localpdb2.xml
[root@CDBO2 3 M01.DBF .f"c:"e-,'c acle/
: cannot stat “35YS .DBF': No such file or directory
me ror:',-’QV:,T“‘{'.‘_.DSF /home/oracle/SYSTEM

01
n oracle:oinstall /home; a'“;e,-"q‘{.:"'"‘-”‘ .DBF

fa-on‘n_,.".-\-‘aﬂ-l e/5YS

TEMO1
fhome/oracle/SYSTEMO1.DEF

Figure 7-24. File copy and permissions

It is recommended you compress the files before transferring them so that the
transfer time is reduced.
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Using EM Express to Plug LocalPDB into the Cloud

To plug LocalPDB into the Cloud CDB, open EM Express, as shown in Figure 7-25.

e b Oracle Database Cloud Service | CDBO2

Overview

Cpen DEaaS Monfior Console

Open Application Express Console

Opan EM Console
Summary '
TN ewirsen b 150 «
Nodes Access Rules ory Storage
Replice Database using Backup
4 Nodes G
- CDBO2 SOL Net Port: 1521 OCPUs: 1 E
2“'""“““ Public IP: 129,144 152 46 Si: COBO2 Momory: 7568
Palcris avalietis POB Name: POB1 Storage: 150 GB

available

4 Additional Information

Idantity Domain:
Edition:

dbacloud

Enterprise Edibon

Orache Database Cloud Service
Montmly

Service Level:
Subscription Typa:
show more

Figure 7-25. Open the EM console

You will see a screen similar to Figure 7-26. Here you can see that CDB02 has one
PDB available. This is the default PDB that was created during the provisioning. To plug
the on-premise PDB into the CDB02, click on the CDB hyperlink just above the version

information.

[2 EM Eecress - Dstatase -
L |l e/ 129. 144 1524655

ORACLE Enterprise Manager Dawbass Expresa 130

Lot O

Puge Refreshed 456:30 PHGHT  duts
o Statin = Performance
Activity Class e Cortmner
% » o
. .
L e e i vt 1218 ahame L P 1L
- Fpe——
Hosk CPU At Seveiin Mooy
=
S T in 1508 - el e
it o [T WoN sl 7 - :
o ——
o £ oA
- a - ik I Earoaren,
e e o | S Moamor - Last Fear (20 man)
j e Stshe | Durstion e | ID ar Farnle
I B s . o
o N vivws ] Aulomcyde @
o s B wreciceme, i s [’
Figure 7-26. EM console: home page
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This should bring up the page shown in Figure 7-27. It shows all the PDBs that are
associated with this CDB. It also gives you an option to plug in the PDB.

[2) EM bapeess - Comsmen % - Il
“ C | A b T//129.144.182.46 amyshalle 1irg (0 i

ORACLE Enterprise Manager Daabuss Express i7¢ e | sRons | lwon O

Containers | &

Status

PoBls) ] Sham P Activty Oy

Fmncted | sam Vistatom

Figure 7-27. EM console: CDB home page

Now click on Plug and provide the metadata file and source file location. Uncheck
the Reuse Source Data File Location from Metadata File option. Click on OK to start PDB
plugging, as shown in Figure 7-28.

Plug PDB

General Storage

Metadata File # /home/oracle/localpdb2.ml
|| Reuse PDB name from Metadata File

|| Reuse source datafile location from Metadata File

Source Datafile Location  /home/oracle/localpdb2

< [5] show sqL | Ok || M cCancel || D |

Figure 7-28. EM console: plug PDB
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This will take few minutes and you will see a successful completion message when
it's done.

Open LocalPDB in the Cloud

Now it’s time to bring up the newly moved LocalPDB in the cloud. It is associated with the
CDB Cloud, but is not yet ready to use. To open the newly plugged local PDB in the cloud,
you need to select LocalPDB2 and click on Actions » Open.

The newly plugged PDB is now open and ready to use, as shown in Figure 7-29.

B 14 bopoast - Comsaners - o IEN

Satin At Sk

Figure 7-29. EM console: open PDB

Your LocalPDB2 is now up and running under Cloud CDB. With this, migration of a
local PDB is successful and it is now available in the cloud.
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Migration Using DMS

Amazon provides the Database Migration Service (DMS). You can select this service from
the Database section in the AWS Console (Figure 7-30).

O - @ C || i AWS Management Console

Amazon Web Services

Compute
EC2
Virtusl Sarvers in the Cloud
EC2 Container Service
Run and Manage Docles Cortsiners.
Elastic Beanstalk
PRun and Manage Wb Apps
Lambda

Run Code wihout Thinking sbout Servers

oy Server Migration

W Wigeute on-preTeses Serrers 1o AWS

Storage & Content Delvery
83
Soalobie Stornge o the Coud
wil CloudFront
"W* Gicbal Content Delrvery Metwork
4 Elastic File System
W Fully Mansged Fés Systom for ECZ
Glacier
Archiey Storage in tha Cloud
S
Large Szals Data Tramspent

‘ Storage Galeway

Hybeid Siorage Intagration
Catabase

RDS

Managed Relstorsd Database Servioe
. DynamoDB

Mannged NeSOL Daishase

EIasthar.ne

larmcey Cache

Reﬂsnl'n
Fast Simple. Cont-Cectve Dats Warehousing

5

Developer Tools
CodeCommit

Sacve Code In Privsts 08 Repositores
CodeDel

Autorate Code Deployrerts

& CodePpeine

Rulease Software ining Continuous Duivery

Management Tools
‘ Cloud\Yaich

Marise Resenc

d Applications
CloudFormation
Create aed Marage Rescurces with Terglstes
CloudTrail
Track User Actsty and AP Usege

= Config

WP Track Frescurse inventory snd Changes

B
Service Catalog
Create and Usa Standarsized Products

o Trusted Advisor

Cpimize Fertzrmancs aed Sesunty

Security & |denlity
® identity & Access Management
Manage User Access ard Ercryption Keys
Directory Service
‘ Host n-\l[?- ge Active Directory
@ Inspector
& Anabyre Appicabion Security

WAF

Fiter Minbczinr, ¥

= Certificate Manager

== Provison. Marege. and Deploy SSUTLS Cerfifcates

intemet of Things
AWS loT

Cannact Daviess i the Cloud

Game Development
‘ GameLin

Diopioy and Scae Sexsion-based Muttiplryer Gemes

Mobile Services
.. Mobile Hub
¥ Buikd, Test, and Maniice Mobie Apps
r: Cognito
2] ses ety and Ao Dita Synchronization

o Device Farm
WP Test Anceoid, 105 and Web Apps on Rital Devices in the
f=

= Mobile Analytics

Colact, View and Export App Analytics
i SNS
Push Nothoation Senvice

Application Services
AP| Gateway
Busle, Daplay and Mansgs APls
- nppé‘neam
e L ntinsy Applcatien Staming
CloudSearch
Managed Search Service
& Elastic Transcoder
S Easydo-Use Scalsble Medis Transcodwg
SES
Emal Senchng and Fecening Service
SQS

* Measage Cuset Servics

SWF

Werkiow Sarvics e Coordinaling Apclicasicn Componants

Figure 7-30. DMS in the AWS Console
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After selecting DMS, you will see the screen shown in Figure 7-31. In the bottom-
right corner of this screen, you will see an option for downloading the AWS Schema
conversion tool. This tool is locally installed and can be used for database migration,
not only within Oracle database but also with cross-RDBMS migration (for example,
migration from MySQL to Oracle).

- @O 0 Database Miguatien Serndes

DMs = T x Additional info
igraling your database? Try Aufora.
| Bshbaard 4 Amazon Ausoia ks a bigh-perfrmance, MySOL-compatble, et e-class database a1 a ienth e Guing vtarned
Gt stacted ot of commencial databasss. With Aurcra, you can gt Ovarview and leakrss
= Up e Simes the roughout of MySCL Docmmentabon
Tska + Up e 15 prometable Fead Replces with less than 10 ms lag AP efarincn
Erdpons. * Upte B4 TH of avc-scaling sorags ophcated over multiple Arvallabity Zones. Pricirey
Lear mase Fonrm
Contificates. AWS Java SOK.
. 5 AWS CL
Rphcation instanc VWhat's new
Subet geeps
« VS NS, mepands. o Secud, Masib, and S Pauks iegiom |earm e Related services
+ DAIS oficialy seppons eagoing repication, snables SSL, and aads SAP ASE seppent Leam mom
+ SCT swppo from racks LW and Teradsit Riedeh#t Loam mose Amazen ROS
Dista Pipsine

Active tasks
AWS Schema Canversion Tool

N active tasks.
Wyous e migrafing to a different database engine, the AWS Schema
Comversion Teol can help you awtomate mary schema and code
Get started comversion tasks
To start using AWS Datobase d & Fapc I o which will be used ' nun your
rigraion liks Il i T — - I adeance

Figure 7-31. AWS schema conversion tool download

You can download it for your OS, as shown in Figure 7-32.

- o
T ——TY 106 3 * g
~
Engsn - Sign In to the Cansole
AWS Schema Conversion ~ ;V\M-.‘:J'\".-ro\- A aling and Updating the AWS Schema Canverion POF
Tool
s lide fireaon 100 Installing and Updating the AWS Schema Conversion Tool
On this page:
Documentston - Thes Guide el . e ~
] The AWS Schema Conversion Tool is a stand-alone apphication that provides & project-based Irstalling the AWS
user interface. The AWS Schema Conversion Tool is avallable for Microsoft Windows, Mac 05 Schema Conversion
¥, Ubuntu Linux version 15.04, and Fedora Linux. The AWS Schema Conversion Tool is Tool
d only on 64-bit operating systems. The AWS Schema Conversion Tocl also installs installing the Required
the Java Runtime Enironment (JRE] version Buds. Database Orivers
installing and Updating

O Getting & ed

Installing the AWS Schema Conversion Tool

Related Topics

To Install the AWS Schema Conversicon Tool
f Database Schema

1. Downlboad the zip file that contains the AWS Schema Coswersion Tool installer, using
8 Comvvarting Oata Warshouse the link for your operating system, shown fallowing:
schema

« Microsoft Windows download
* Mac 05 X downlo,
1ty Linux version 15,04 download
+ Fedora Linux download

© Converting Application

e Extens:

Service:

Best Practies

Figure 7-32. AWS schema conversion tool installation
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The schema conversion tool is very small (116MB), so the installation and
configuration process is quick. After installation, you can invoke the tool to perform
schema conversion analysis, as shown in Figure 7-33.

To do this, choose File » Create New Project.

1] AWS Schema Conversion Tool

Birie ¢ actons  E'View g Setings [T Applcatons (@) belp

[ 1] New Project
Enter the name, location and type of the new migration project.

(3

Project Name: AWS Schema Conversion Tool Project]
"

Location: Cr\Abhinivesh Bock\AWS hands on
(@) Trancactional Database [OLTP)

Source Database Engine: | Oracke

Target Database Engine: [WF.DS&M

Figure 7-33. AWS schema conversion tool: new project creation

This tool also requires Oracle JDBC driver for execution. You can download
this driver from OTN. The download location of various drivers is given on the AWS
documentation page, as shown in Figure 7-34.

e —— = = - ER
C | @ o hemaComverslonTool CHAP SchamaCo Tockinstaling hami a#l@ i
S amazon e - [ Sanintome gomst |
T : PR
AWS Schama Conversion
Tool Q Installing the Required Database Drivers

Usar Gk Version 1.5

¥ou must have the required JOEC drivers inssaliod for the AWS Schema Convarsion Tool 1o CONNBSIIOYOUS O this page:

[Gocamricn s Daide 5 source database o arget RDS DB instance. After you download the drivers, you give the AWS Schema

I =] Conversion Tool the location of the driver files. Instaling the A5
Schema Conversion Tod

You can downioad the daabase dewers fram the following locations. When in doubt choose the latest

) What is T WS Schama i Installing the Required
wersicn avalable
Comarsion Too? . Datatase Drivers
 nstalling snd Updating Database Downlaad Updisginy the Air3
i Seheena Comrsion Tool
1 Gusting St Aetateg Tepics
AMAZIn AUTDra | DEES LWL SLEOMIp rod TS cannaston
0 Connecting 1 Your Sensee
Daatase Amazon Redshitt | hitpoifdocs 1.0 jdbe connection.htmi
10 Comnverming Datatase Schama Microsoft 5L i roselLComientL s aspadisplaylargmenfide11774
Server
10 Converting Data Warehouse
MySGL myzglecs
10 Comverting Appiication 5L Oracle acle el 12e-

) ibing the Extervion Pack for A5 G A TN T

Services
Driver verssons 7 and iater are supported.
S — 1gresoL PR pdownioad himi
o U Teradsta hetpsfdownkoads teradata.com/dawnload/connectivityidbe-driver

0 Reference

Figure 7-34. AWS schema conversion tool: database driver download
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After download, you need to specify the driver location in the global settings shown
in Figure 7-35.

(1] AWS Schema Conversion Tool Project - AWS Schema Conversion Tool

Barie o actom S View o Setimgs [ Applicatons (@) Help 0: O: act 1o Amazon RDS for Oracle

Global settings

[Diriwers Settings

Qracle Driver Patrc D\AbhinivesBook\ WS hands orajdbe

Microsoft Sl Server Drver Path:
MySal Driver Path:

PosigraSOL Driver Fath:
Teradata Driver Path:

Aanazon Redshift Criver Path:

Figure 7-35. AWS schema conversion tool: drivers setting

Now you are all set to run the analysis.

Migration Using AWS Snowball

Cloud adoption and migration is a phased process. After testing is completed and you
are happy with running smaller databases in the cloud, it is time to move your larger
databases to the cloud.

When porting your data over a network is a tough and time-consuming task due to
data size and bandwidth issues, Snowball from AWS comes to the rescue. It is a travel
bag-like device that secures and weatherproofs your data during transport. Snowball’s
storage capacity and service availability are growing and it’s expected to be available
globally by the start of 2017. As of writing this book, the single largest Snowball is 50/80TB
(and it’s growing) and AWS Snowball is available in 9 out of 16 regions.

You can order Snowball from AWS by creating a data transfer job in the AWS
Management Console and connecting multiple Snowball devices to load your large
databases running in Terabytes. The data is stored in a tamper-resistant case and is
encrypted. After loading the data, you need to ship this device to AWS. You will be
notified once your data is available. There are APIs available for integration with existing
storage, for larger adoption of Snowball. Snowball also has S3 connectivity for moving
data in and out of AWS without having to depend on network bandwidth.
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Figure 7-36 shows the simple workflow involved in migrating a database to AWS
using Snowball.

AWS ships the
Create Data transfer Snowball(s) Connect Snowball
job depending on data with LAN
size

Send back Snowball AWS Loads Data to
to AWS S3

Load DB backup

Restore DB to AWS

Figure 7-36. Database migration flowchart using Snowball

Here are some of the reasons why you should use Snowball:

e No network overloading

e Works where bandwidth is an issue
e  Secure

e  Fast

e  Large capacity

e  Cost effective

Once your data is made available using Snowball, you can restore your database
like any other storage operation. Snowball can be used to get data back home as DR or to
move away from AWS.

There are some limitations when working with Snowball, like data transfer time limit
of 90 days, region-based service availability, and some encryption-related limitations.
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Migration Best Practices

This section lists some of the best practices for Oracle database migration to the cloud.

e  Choosing the correct cloud host configuration as per
requirements is vital to avoiding future scaling and performance
issues.

e  Setting the DB configuration parameters correctly yields required
performance for Managed Cloud DB services.

e  Setting tight security settings to provide only the required access
and enable only required ports is a must.

e  Understanding the limitations of unsupported features like
active DataGuard between two cloud DBs will help in planning
migration.

e Identifying and segregating responsibilities between the cloud
team and the client team is necessary for smoother functioning.

e  Understanding the licensing management is very much required
when migrating to the cloud, e.g., BYOL versus pay-as-you-go.

e  Excluding DBs with strict performance requirements and
different compliance and regulatory requirements.

Summary

Database migration is a complex and challenging process. It requires analysis and
detailed planning to accomplish a successful migration. In this chapter you learned about
key considerations and lifecycle stages for database migration to the cloud. You are now
aware of more than 10 methods for migrating to the cloud. This chapter also covered the
available migration tools and explained how to use them. You read about migration using
cloning a PDB into the cloud and AWS-specific options like using DMS and Snowball.

A single migration method might not be suitable for migrating your entire DB
landscape to the cloud, so you should identify a mix of migration methods to handle
different needs.

In the next chapter, you will learn how the backup and recovery process works for
databases in the cloud.
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Backup and Restore

This chapter covers the database backup and restore options in Oracle Cloud and AWS.
The backup and restore processes are vital for business continuity and the DBA has the
responsibility to ensure that the databases are recoverable as per the requirements. This
chapter covers various options available for backing up your database to the cloud. It also
provides step-by-step details on how to move a local backup to the cloud.

Overview of Database Backup and Restore from
the Cloud Perspective

Successful database backup is the most important job of any DBA, hence it is extremely
important for DBAs to know their options while using the cloud. As a DBA, you can use
the cloud in following two ways for your backup and restore requirements:

e  Use the cloud as a backup destination for an on-premise database

e  Use the backup and restore options (within the cloud) for the
cloud database

As a DBA, your responsibilities vary according to the DB hosting model. If you
are using an IaaS kind of service, such as Oracle database running on an Amazon EC2
instance, then you are responsible for backing up your database or even the entire EC2
instance.

If you are running database in managed service kind of offering, such as Amazon
RDS or Oracle Schema as a service then backup and restore is very easy task and it is
internally managed by the cloud provider. In this case, your responsibility is limited to
specifying the maintenance window and retention period of backup. This is explained in
detail in the following sections.

In the following sections, you will go through all the available backup and restore
options. Let’s first look at these two categories.
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Using the Cloud as a Backup Destination for an
On-Premise Database

Backups are traditionally first taken at disk and then moved to tape and tapes are then
moved to an offsite location for long-term storage and disaster prevention. In the new
model, the on-premise DB backup goes directly to the cloud (Figure 8-1).

DB Backup Disks - Tape ‘ Offsite location

DB Backup

Figure 8-1. On-premise DB backup approaches

New
Approach

There are many benefits to such a cloud-based backup approach:
e No CAPEX
e No OPEX for tape maintenance-related activities
e Anywhere/anytime access of backups

e  Faster restore time (compared to cases, where tape has to be
recalled from an offsite location)

e On-demand capacity increase
e Secure
e  Encrypted

e Compressed

Oracle provides a cloud backup module for both Oracle Cloud and Amazon AWS
to integrate RMAN backup with cloud storage. Using this approach, you can run simple
RMAN commands to save on-premise DB backups to the cloud.
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Using Backup and Restore Options (Within the
Cloud) for a Cloud Database

For a database hosted in the cloud, you can use the backup and restore options provided
by cloud providers. Based on these two categories, all available methods can be classified

as shown in Table 8-1.

Table 8-1. Cloud Backup Offering Comparison

Category/Cloud Provider  Oracle Cloud Offering Amazon AWS Offering
Moving On-Premise e Oracle Database Cloud e AmazonS3

Backup to the Cloud Backup Service

Backup Restore within e DB Snapshots e DB Backup and Restore
the Cloud in Amazon RDS

e DB Backups
e DB Backup and Restore
in Amazon EC2

Besides these options, you can also perform the backup operations using Oracle
Enterprise Manager Cloud control 13c and third-party tools such as CloudBerry Lab’s
cloud backup solution.

Details of these six methods are discussed in the next two sections under Oracle
cloud and AWS. To differentiate the methods according to the cloud service providers,
the methods are grouped based on the cloud providers rather than on the two categories
mentioned before.

DB Backup and Restore in Oracle Cloud

In Oracle Cloud, different options exist for different requirements:

e Oracle Database Cloud Backup Service: This method is for taking
an on-premise DB backup to the cloud.

e DB Snapshots: This method is for taking a cloud database backup
for cloning.

e DB Backups: This method is for an on-demand backup and
recovery.

Let’s look at these options in detail.
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Oracle Database Cloud Backup Service
This is also known as Oracle Database Backup Service, or ODBS. It is a three-step process.
1. Subscribe to Oracle Cloud Backup service.

You can do so by going to the following link and selecting
either Sign In or Try It.

https://cloud.oracle.com/database_backup

After receiving a confirmation mail, activate your service. You
are ready to move to the next step.

2. Download and configure Oracle database cloud backup
module.

To download Oracle Cloud Backup Module, visit the OTN link
shown in Figure 8-2.

http://www.oracle.com/technetwork/database/
availability/oracle-cloud-backup-2162729.html

Qs

ORACLE’

htrnl p-c Oracle Databese Cloud Bac... »

Welcome Abhinivesh

Account Sign Out Help Country ~ Communities ~ |ama.. ~ lwantto..~ Search Q
Products Solutions Downloads Store Support Training Partners

Oracle Technology Network > Database > High Availability

Database 12¢

Database In-Memery
Oracle Database Cloud Backup Module

Muititenant
Options Y_w must accapt the OTN L icense Agresment to Sownload this software
Applicason Development ) Accept Licens Agreement | 0 Decling License Agreement

Big Data Appliance

Clowd Database Services Oracle Database Cloud Backup Module is 1o be used only to back up 1o the _Orarle Database

Private Database Cloud Backup Cloud Service or the trial subscription of Oracle Storage Cloud Service.

Data Warehousing & Big Data Supported Oracle Database Versions (EE SE S5E1,5E2): 10gR2 and above. (Refer to the
documentation for more details)
Database Appliance Supported Platiorms (64-bit) : Linux, Sotarls, SPARC, Windows, HP-UX, ALX, zLinux
T & i Sugported Platiorme (2,501,740 bytes) Note: Requires JDK version 1.7 of highsr).
High Availabdity
Manageabiiity For ion instructions and patch i , see the Oracls Database Backup Cloud
Migraicns Senvice documentabion. See the while paper for more delails aboul the service. For FAQ, refer 1o
Secu e MOS Note 16401451
ueity

Unstructured Data |
Upgrades
WWindewrs

Database Technology Index

Figure 8-2. OTN page for Oracle Database Cloud Backup Module
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After accepting the OTN agreement, it will ask you to sign in to
your Oracle account. Then it will download the file. It is only
2.5MB, so the download is usually quick.

Unzip the installer file (opc_installer.zip). You will see

two files in an uncompressed folder—opc_install. jar and
opc_readme.txt. The README file has all the instructions to
configure this installer; additionally you can run the java -jar
opc_installer.jar command to see the usage instructions. The
output looks similar to Figure 8-3.

D:“Abhinivesh\Book\Oracle cloud hands—-on“opc_installer>java —jar opc_install. jar}s

Oracle Database Cloud Backup Module Install Tool, build 2816-18-87
o arguments supplied
sage: java —-jar opc_install. jar

~host: OPC hostname
—opcld: OPC Username
—-opcPass: OPC Password
—walletDir: Directory to store wallet
—configFile: File name of config file
—1ibDir: Directory to store library
~libPlatforn: Platform of library to download
-proxyHost: HTTIP proxy host
-proxyPort: HTITP proxy port
—proxyld: HTTP proxy username, if needed
-proxyPass: HTTP proxy password. if needed
—container: OPC container to store backups
j0racle Database Cloud Backup Module Install Tool. .
his utility installs the credentials and softuware
hat are required to use the OPC Backup Service
library.
he following parameters can bhe specified:
~host = Host name for the Oracle Public Cloud account.

It is recommended to use this parameter to specify.
the host to which backups to be sent. Usage of
-serviceName and —identityDomain is deprecated.

FopeId: The userid for the Oracle Public Cloud account.
This parameter is required.

FopcPass: The password for the Oracle Public Cloud account.
This parameter is required.

Note that your Oracle Public Cloud userid and password
lare never transmitted outside of the computer where
fthe install utility is running.

FwalletDir: The directory where the install tool will create an
Oracle Wallet containing your OPC userid and password
This parameter is required.

FconfigFile: The name of the initialization parameter file that
will be created by the install tool. This parameter
file will be referenced during yvour RMAN johs.

If this parameter is not specified then the
initialization parameter file will be created in a
system—dependent default location.

—1ibDir: The directory where the install tool will download

the RMAN interface library. This parameter is optional.
If not specified. then the RMAN interface library will
will not be downloaded.

Figure 8-3. The opc installer usage
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You can run it as shown in the following code. First set
ORACLE_HOME and ORACLE_SID and then run the installer
command. Remember to provide values according to your
environment. The following example shows the command for
Windows. For UNIX, take walletDir and 1ibDir as follows:

walletDir $ORACLE_HOME/dbs/opc_wallet
1ibDir $ORACLE HOME/lib

D:\Abhinivesh\Book\Oracle cloud hands-on\opc_installer>set
ORACLE_HOME=D:\app\oracle12c\product\12.1.0\dbhome_1

D:\Abhinivesh\Book\Oracle cloud hands-on\opc_installer>set ORACLE_SID=DB1

D:\Abhinivesh\Book\Oracle cloud hands-on\opc_installer>java -jar opc_install.jar

-serviceName Storage -identityDomain clouddba -opcld username@xxxxxx.com -opcPass
passwd -walletDir D:\app\oracle12c\product\12.1.0\dbhome_1\database\opc_wallet -
libDir D:\app\oracle12c\product\12.1.0\dbhome_1\bin

Oracle Database Cloud Backup Module Install Tool, build 2016-10-07

Oracle Database Cloud Backup Module credentials are valid.

Oracle Database Cloud Backup Module wallet created in directory D:\app\oracle12c
\product\12.1.0\dbhome_1\database\opc_wallet.

Oracle Database Cloud Backup Module initialization file D:\app\oracle12c\product
\12.1.0\dbhome_1\database\opcDB1.ora created.

Downloading Oracle Database Cloud Backup Module Software Library from file opc_w
indows64.zip.

Downloaded 20224088 bytes in 125 seconds. Transfer rate was 161792 bytes/second.

Download complete.
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Once the Cloud Backup Module is successfully installed, you
are good to move to the next step.

3. Use RMAN to take a backup using the SBT library present in
backup module.

First you need to configure the RMAN backup channel to
make the cloud the backup destination. Then you can run
RMAN backups with the usual RMAN commands.

The RMAN configuration command is shown next. This
example is for Windows OS.

For UNIX, you need to run a command similar to this one.
CONFIGURE CHANNEL DEVICE TYPE sbt
PARMS="SBT_LIBRARY=/$0RACLE_HOME/1lib/libopc.so,
SBT_PARMS=(OPC_PFILE=/$ORACLE_HOME/dbs/opcti.ora)’;
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Let’s see how to do this configuration in Windows.

RMAN> CONFIGURE CHANNEL DEVICE TYPE sbt PARMS='SBT_LIBRARY=D:\app\oracle12c\prod
uct\12.1.0\dbhome_1\bin\oraopc.dll, ENV=(OPC_PFILE=D:\app\oraclel2c\product\12.1
.0\dbhome_1\database\opcDB1.ora)';

old RMAN configuration parameters:

CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=libosbws.dll, SBT_P
ARMS=(0SB_WS_PFILE=D:\app\oracle12c\product\12.1.0\dbhome_1\database\osbwsDB1.or
a);

new RMAN configuration parameters:

CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=D:\app\oracle12c\pr
oduct\12.1.0\dbhome_1\bin\oraopc.dll, ENV=(OPC_PFILE=D:\app\oracle12c\product\12
.1.0\dbhome_1\database\opcDB1.ora)';

new RMAN configuration parameters are successfully stored

RMAN> show all;

RMAN configuration parameters for database with db_unique_name DB1 are:

CONFIGURE RETENTION POLICY TO REDUNDANCY 1, # default

CONFIGURE BACKUP OPTIMIZATION OFF; # default

CONFIGURE DEFAULT DEVICE TYPE TO DISK; # default

CONFIGURE CONTROLFILE AUTOBACKUP OFF; # default

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F'; # default
CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT_TAPE TO '%F'; #
default

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
CONFIGURE DEVICE TYPE SBT_TAPE PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1, # default

CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE SBT_TAPE TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1, # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE SBT_TAPE TO 1; # default
CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=D:\app\oraclel2c\pr
oduct\12.1.0\dbhome_1\bin\oraopc.dll, ENV=(OPC_PFILE=D:\app\oracle12c\product\12
.1.0\dbhome_1\database\opcDB1.ora)';
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CONFIGURE MAXSETSIZE TO UNLIMITED; # default
CONFIGURE ENCRYPTION FOR DATABASE OFF; # default
CONFIGURE ENCRYPTION ALGORITHM 'AES128'; # default

CONFIGURE COMPRESSION ALGORITHM 'BASIC' AS OF RELEASE 'DEFAULT' OPTIMIZE FOR
LOAD TRUE ; # default

CONFIGURE RMAN OUTPUT TO KEEP FOR 7 DAYS; # default
CONFIGURE ARCHIVELOG DELETION POLICY TO NONE; # default

CONFIGURE SNAPSHOT CONTROLFILE NAME TO
'D:\APP\ORACLE12C\PRODUCT\12.1.0\DBHOME_1\DATABASE\SNCFDB1.0ORA'; # default

Once this step is done, you can run the RMAN commands as before. The following
code shows the table space backup in the cloud:

RMAN> backup device type sbt tablespace users;

Starting backup at 23-NOV-16

allocated channel: ORA_SBT_TAPE_1

channel ORA_SBT_TAPE_1: SID=251 device type=SBT_TAPE

channel ORA_SBT_TAPE_1: Oracle Database Backup Service Library VER=3.16.8.5

channel ORA_SBT_TAPE_1: starting full datafile backup set

channel ORA_SBT_TAPE_1: specifying datafile(s) in backup set

input datafile file number=00004 name=D:\APP\ORACLE12C\ORADATA\DB1\DB1\USERS01.D
BF

channel ORA_SBT_TAPE_1: starting piece 1 at 23-NOV-16

RMAN-00571: ============================================== =

RMAN-00571:

RMAN-03009: failure of backup command on ORA_SBT_TAPE_1 channel at 11/23/2016 11

:40:17

ORA-27030: skgfwrt: sbtwrite2 returned error

ORA-19511: non RMAN, but media manager or vendor specific failure, error text:
KBHS-01602: backup piece 02rlknft_1_1 is not encrypted

## This error is due to the fact that your source tablespace is not encrypted. Cloud backup
doesn’t allow backup without encryption.

SQL> SELECT tablespace_name, encrypted, status FROM dba_tablespaces where tables
pace_name='USERS';

TABLESPACE_NAME ENC  STATUS

USERS NO ONLINE
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DB Snapshots
Snapshot backups are used in Oracle Cloud for cloning the DB using the backup. You

can go to the detail page of your CDB, as shown in Figure 8-4, and click on the Snapshots
Available link.

e P Oracle Database Cloud Service / CDBO2

Patching 51
P l Snapshots
As of Nov 17, 2016 110522 AMUTC
1
> Create and delete paint-in-ime snapshots for storage volumes of Mis service. Thase snapshots can be used 1o create New Database
Node

Cloud Service instances as linked clones.

Available Storage Snapshots Create Storage Snapshot

Administration
0

Patches avallable

Snapshots available

Figure 8-4. Checking for available snapshots

The Snapshots tab provides the details about the available snapshot backups for
that database. If there are no snapshot backups available, you can create one by clicking

Create Storage Snapshot button. It asks for the snapshot name and a description, as
shown in Figure 8-5.

Create Storage Snapshot X

Specify storage snapshot name and optional description to create point-in-time storage
snapshots for storage volumes of the service.

" Storage SnapshotName  cdb02-snap01 (2]

Description | 1stsnapshot backup for cdb02] | @

Create Cancel

Figure 8-5. Create a snapshot
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Once you provide the details, it asks for a confirmation, as shown in Figure 8-6.

During the snapshot creation time, the database will be in backup mode and will not be
available for normal operations.

Create Storage Snapshot X

Database Cloud Service will be put in "backup mode” while the storage snapshot creation is
in progress. Are you sure you want to create storage snapshot?

Create | Cancel
Figure 8-6. Create snapshot: confirmation page
Upon submitting the snapshot job, the database icon will turn into Under

Maintenance, as shown in Figure 8-7. The snapshot backup details will also be shown
along with information if any of the clones are created using this snapshot backup.

@ } Oracle Database Cloud Service / cdb04

) Submitted request to create the storage snapshot

ml

Ovarview Backup Paiching | Snapshots
As of Now 17, 2016 111240 AMUTC (o
1
v Create and d
Node

te pointin-time snapshots for storage volumes of fis service. These snapshots can be used b create New Database
Cloud Sendc

stances as linked clones

Available Storage Snapshots

Create Storage Snapshol

[ Admnistation o cab)2-5nap01 Description: 15t snapshot backup for cabl2 =
0 O,_, Created: Nov 17, 2016 111239 AMUTC
Patches avaltable e

Linkeg Clones. 0

View available backups

0
Snapshots avaitable

Figure 8-7. Create snapshot: in progress
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Upon completion of the snapshot backup, you can use this to create clones. The
linked clone details will be visible along with the snapshot details, as shown in Figure 8-8.

@ P Oracle Database Cloud Service | cdb04

il

Backup  Patching | Snapshots

Overview
As of Nov 18, 2016 51025 AMUTC (3
1
» Creme and delste pointin-time snapshots for storage volumes of this senvice These snapshots can be used Io create New Database
ode Cloud Service Instances as inked clones
Available Storage Snapshots Create Storage Snapshot
Administration a = cdbl2-snapd1 Description: 1stsnapshatbackupfor oo i fotabace Clone | =
0 O Created: Nov 17, 2016 11.12:30 AM UTC
Falche ay Delete
Falches available Linked Clones: 0

View available backups

1

Snapshot available

Figure 8-8. Create snapshot completion

The snapshot backup method is a very easy and simple way to back up your
database; it can used to clone existing DBs quickly. The snapshot backup consumes the
storage that’s equal to the size of the database.

Oracle Database Backup Service

You can set the backup for your database at the time of provisioning itself. This can be done
using the storage provided under Oracle Database Backup Service. Note the REST endpoint
link provided under the database backup service, as highlighted in the Figure 8-9.

@ p - alls: Oracle Database Backup Service

Overview Additional Information
Plan: Oracle Database Backup Service CSINumber: Mot available
Service Start Date: 8-Nov-2016 Data Center: US Commercial 2
Billing Metrics Service End Date: 8-Oec-2016 Version: 16.1.0.0.0
Subscription ID: 550120867 Status: Active
Service Instance ID: 550121812 T s #siorage us2 oracieciol
Documents Customer Account: Infosys Limited (IN

Figure 8-9. REST endpoint identification
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During the database provisioning, the fourth step, called Details, gives you option
to set the backup for the database being created, as shown in Figure 8-10. The backup
destination can be a local VM-based backup, cloud storage backup, or none.

@ Backup and Recovery Configuration
* Backup Destination ~ Cloud Storage Only v
" Cloud Storage Container | https://storaiEXTFICIEEECTITE | @
* Cloud Storage Username  Niraj_mahajan@oooo.com
* Cloud Storage Password  sessss

Create Cloud Storage Container g @

Total Estimated Monthly Storage (GB) 140 @

Figure 8-10. Backup and recovery configuration

If no backup is set during database creation, the only option that can be used for
restoration is creating a snapshot-based backup, as discussed in the earlier section. For
a backup to be set using cloud storage in a new container, provide the “Cloud Storage
Container” path as follows:

https:// <DBbackup service REST Endpoint 1link> / vi/Storage-<domain
name>/<new container name>

Replace the placeholders with the correct values as per your own settings. There
can be other string formats as well and a relevant hint is provided while filling up the
container details.
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Storage access should be authenticated with the correct username and password.
Also do not forget to check the Create Cloud Storage Container checkbox if there is no
existing container available or you want to create a new container. The Confirmation page
provides the selection details before actually creating the database along with backup
settings, as shown in Figure 8-11.

& Previous | cancal

Confirmation

T YOUr responses and cr

@

Confirmation

12 this Oracle Database Cloud Service inslance

Service Level: Oracls Database Cloud Service

Billing Frequency: Monfly

Software Release: Ovacle Database 12¢ Release 1

Software Edition: Enterprise Edion

Service Name: odudd

Description: cdbl4

Compute Shape: ©C3 - 1 OCPU.7.5 GB RAM

Tmezone: (UTC) Coordinated Universal Time[UTC

Key: Cloud_DBApub

Usable Database Storage: 25

Total Data File Storage: 885

DB Name (SID): CDB04

PDB Name: FDBE1

Character $a1: AL3I2UTFS - Unicode Universal character set UTF-8 form 32-bit
National Character Set: AL16UTF16 - Unicode UTF-16 Universal characier sat
Standby Database with Data Guard: No

Disaster Recovery: No

Include "Demos™ PDB: No

Include GoldenGate: No

Backup Destination: BTN,
Username: niral_mahajangos
Cloud S10rage Container: hips istorage us2 oraclecioud comy 1/Srage-dbaclousiest

Figure 8-11. Backup and recovery configuration: confirmation page

Create )
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Now, with the backup settings completed and the database creation over, it’s time to
take the backup and ensure that the database is recoverable.

To take a backup, click on View Available Backups, as shown in Figure 8-12. As you
can see, it shows all the available backups for that database and will be blank if no backup
is available.

Such on-demand backups can be taken by the bkup_api utility for standalone or
DataGuard databases. For RAC databases, you can use the raccli utility.

Retention of backups, tagging backups, deleting backups, and other customization of
current backups can be done using the bkup_api and raccli utilities.

= ORACLE CLOUD My Services fla Dashboard gy Users G Notifications
e P Cracle Database Cloud Service / cdb04 =
overview Backup Paiching Snapshats
As of Nov 17, 2016 10:52.25 AMUTC (3

1

Node

G Perform an demand backup and recovery operations. Recovery can be a point in fme recovery using database tag, bmestamp of systen
change number.

Backup Now Recover Configure Backups

Available Backups
Administration
[}

View available backups

» Recovery History

Figure 8-12. Available backups
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To create a backup, click on the Backup Now button and then confirm, as shown in
Figure 8-13.

Backup Now X

Do you want to submit an on demand backup request for Oracle Database Cloud Service
cdb04?

Backup | Cancel

Figure 8-13. On-demand backup

Post confirmation, the backup job is triggered and the details will be available upon
completion, as shown in Figure 8-14.

) Backup request was submitted.

Overview

As of Nov 22, 2018 5:55:45 AMUTC (O3
1
Node Perfonm on demand backup 22 fecovery Sodrations. Recovery can be 3 point i time recovery Liing datatase 1ag. timestamp ot

system change number.
Bachup in progress from Mov 22, 2016 5:55:40 AM UTC
Backup Now Recover Configure Backups

Administration Available Backups

[}
Patches avaiable (L) WNov 22, 2016 5:55:40 AMUTC
Backing up.. Vil

-1

Snapshols avalable

» Recovery History

Figure 8-14. On-demand backup: in progress
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If there is a change in the password for the storage access user credentials provided
in the earlier section, a new password can be provided using the Configure Backups
button, as shown in Figure 8-15. Note that the replication policy must be set under Oracle
Storage Cloud Service before you can use the storage service for backup. You need to
select the replication location to set a replication policy.

Configure Backups X

Storage hitps://storage.us2.oraclecloud.com/vi/Storage-dbaclouditest
Container

7 User Name niraj_mahajan@oooo.com
- jan@ The password for the Oracle Storage

" Password  sssess

Save Cancel

Figure 8-15. Change password for the backup user

Once the backup is complete, it is listed along with the tag and timestamp details, as
shown in Figure 8-16.

Eackup Patching Saapshots

Overview
As of Now 22, 2012 55050 AMUTC (3
1
P » ckup and recovery optrations, Recovery can be a point in time recovery using database tag. timestamp or
@ Last successhul backup on Mov 22, 2018 5:57:41 AM UTC
BackupNow  Recover  Configure Backups
Administration Available Backups

[1]
Palches avaiable

ml

Mov 22, 2016 5:57:41 AM UTC

View available backups 9 TAGZ0161122T055741

0
Snapshots avaiable

p Recovery History

Figure 8-16. Available backups list

This backup can now be used for database recovery. Databases can usually be
restored up to very recently. Let’s see how recovery works in Oracle Cloud database.
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Database Recovery in Oracle Cloud

Database recovery in Oracle Cloud is a very simple operation and it is entirely automated.
It is explained with a test case, where one table is created and one record is inserted into
it. Afterward, two point-in-time recovery scenarios are explained to show the recovery of
only a table and recovery of a table along with the table’s data.

As the first step, connect to the database server using PuTTY and create a table to test
recovery.

login as: opc
Authenticating with public key "rsa-key-20160621"

[opc@cdb04 ~]S sudo -s
[root@cdb04 opc]# su - oracle
[oracle@cdb04 ~]S sqlplus / as sysdba

SQL> ALTER SESSION SET CONTAINER = pdb1;
Session altered.

SQL> create user niraj identified by abcd1234 default tablespace users;
User created.

SQL> grant connect, dba to niraj;
Grant succeeded.

SQL> create table niraj.recovery_test (sr_no number, created date default sysdate);
Table created.

SQL> insert into niraj.recovery_test (sr_no) values (1);
1 row created.

SQL> commit;
Commit complete.

SQL> select sr_no, to_CHAR(created,'YYYY-MM-DD-HH24MISS') create_date from
niraj.recovery._test;

SR_NO CREATE_DATE

1 2016-11-22-060324
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After waiting for five minutes or so, create a recovery scenario of an accidental Drop
Table by dropping the newly created table. This wait time is introduced to ensure that the
latest backups include your table data.

SQL> drop table niraj.recovery_test;
Table dropped.

SQL> select * from niraj.recovery_test;

select * from niraj.recovery_test
*

ERROR at line 1:
ORA-00942: table or view does not exist

In the next step, let’s recover the table using the backup that was taken before the
user and table were created. It will use the required archive log files automatically.
To start the recovery, click the Recover button, as shown in Figure 8-17.

e b Oracle Database Cloud Service / cdbd4 ;|

Ovverview Backup | Patching  Seaguhcts

D Last suctenstul backup on Nov 22, 2016 $:57:41 AM UTC
BackipMow  Recoves || Configre Backips

Administraton Available Backups

0 [ Click to open the Database Recovery dialog box ]
Pyt bl How 22, 2016 55741 AMUTC =

View available backups @ TReasnITOssTaY

Snapshots avaiable

» Recovery History

Figure 8-17. Initiate a recovery

Select a recovery date that is after the table creation but before the record insertions,
as shown in Figure 8-18.
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Select Date and Time *®
4 Novembsr v 2018 =
SUN MON TUE WED THU FRI SAT
L 7 5 1 2 3 4 1
4 7 L L] 10 " 12
13 14 18 14 17 18 1%
20 F gl 2 23 24 2% 24
4 b 4 ] T 1 2 3
08 2:03 §:[12d B

OK  Cancel

Figure 8-18. Select an appropriate recovery date

BACKUP AND RESTORE

You can perform the recovery till the latest time or for a given SCN. There is also an
option to perform a recovery based on a defined timestamp, as shown in Figure 8-19.

Database Recovery

Recover Oracle Database Cloud Service using one of the following options

Select Recovery Option:
Latest
y T
@ Date and Time | 22-Nov-2018 08:03:23 -]

System Change Number

Recover

Figure 8-19. Select recovery time

Cancel
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Recovery will start. This will put the DB in maintenance mode and all connections
will be lost, as shown in Figure 8-20.

@ I Oracle Database Cloud Service / cdb04 E
A

Fatchi :
Ovarviaw Backup atching Srapshots

A5 of Now 22 2010 SO AMUTS (3
1
Node Parform on desund backep and recovery OpErations. RECOVETY Can be 2 point in Timi RECOVEY LSRG OX2DASE 137, TiMES1amp Of
sysiem charge number
Recovery in progress from Nov 22, 2016 €:12:41 AM UTC

Backup Now | Recover || Configure Backups

Administration Available Backups

(1]
Patches available

ﬁ Hov 22, 2016 5:57:41 AMUTC
Restoring..

“'0 TAGZO161122T055741

il

0
Snapshots avalable

4 Recovery History

‘gﬁ Nowv 22, 2016 6:12:41 AM UTC Recevering...
.n,z Recovery Timestamp:22-Nov-2016 06:03:23

Figure 8-20. Recovery in progress

Recovery is now completed, as per the given timestamp. See Figure 8-21 for more
details.

e b Oracle Database Cloud Service / cdb04

Overview I Backup | Fatehing Srapskots

As of Nov 22, 2008 8:18:00 AM UTC (3
1
Node

Ferform on demand backup and recovery operations. Recovery can be 2 point in time recovery wsing database tag. timestamp or
system change number.

(¥ ast recovery camgleted sucoessfily on Now 22, 2016 6:16:52 AM UTG

Backup Now | Recover | Configure Backups
Administration Available Backups
]

Palchaa svalable L) Nov22.2016 555741 AMUTG
e @ TAeI0ts 2zTOsEen

View available backups

[}
Snapshots available

4 Recovery History

0y Nov 22, 2016 6:12:41 AM UTC
",\_‘é Recovery Timestamp:22-Nov-2016 06:03:23

Figure 8-21. Recovery completion
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Now let’s see if the table is restored.

SQL> ALTER SESSION SET CONTAINER = pdb1;

Session altered.

no rows selected

SQL> select sr_no, to_CHAR(created,'YYYY-MM-DD-HH24MISS') create_date from niraj.recovery_test;

As expected, this process has restored the table but not the data.

Now let’s give the recovery time to bring back the data as well, as shown in Figure 8-22.

Database Recovery

Service using one of the following options
Select Recovery Option:
Latest
e Date and Time | 22-Nov-2016 08:04:15 1~
System Change Number
Recover

Figure 8-22. Recovery scenario 2: date and time

Cancel
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With the new recovery time provided, the restoration and recovery is in progress
again, using the same backup, as shown in Figure 8-23.

e b Oracle Database Cloud Service | cdbdd

Overview Backup Patching Snapshots
As of Nov 22. 2018 8:78:05 AMUTC
}]]OCC » Pecform o Semand SICKup 30T MCOVETY SPEITONS. RECOwify $30 B 3 DOt in TME NECOVEty USIng GJTIBASE 139, TIILAME &
Sy CRARGE NumDer
Recovery in progress fram Nov 22, 2016 5:26:00 AM UTC
Administration

Backup Mow  Recover  Configare Backups
Available Backups

Paiches avaiable

Restoring..

Nov 22, 2016 5:57:41 AM UTC

TAGZO161122T055741
0
Snapshots avaiable

4 Recovery History

Nov 22, 2016 §:26:00 AM UTC

Recovery Timestamp:22-Nov-2016 05:04:15

Recovering

MNov 22, 2016 6:12:41 AMUTC

Recovery Timestamp 22-Nov-2016 06:03:23

Figure 8-23. Recovery scenario 2: in progress
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It takes around 10-15 minutes to complete the recovery. The recovery time depends
on the DB size and transaction volume. Figure 8-24 confirms the completion of the
recovery, which should bring back the data as well.

e b Oracle Database Cloud Service | cdb04

Overview Backup | Patching  Seapshots

D Lan recovery completed successfully on Nov 22, 2016 8:31:1% AM UTC
Backup Mow | Recover  Configure Backups
Administration Available Backups

o
Patches avaiable

ml

L Nov 22, 2016 5:57:41 AMUTC
a TAG20161122T055741

View available backups

o
Snapshols available

4 Recovery History

i Nov 22, 2016 6:26:00 AM UTC
O Recovery Timestamp:22-Nov-2016 06:04:15

.« Nov 22, 2016 6:12:41 AMUTC
ra Recovery Timestamp:22-Nov-2016 06:03:23

Figure 8-24. Recovery scenario 2: completion

Once the recovery is complete, let’s verify the availability of the table and its data.

SQL> ALTER SESSION SET CONTAINER = pdb1;
Session altered.
SQL> select sr_no, to_CHAR(created,'YYYY-MM-DD-HH24MISS') create_date from niraj.recovery_test;

SR_NO CREATE_DATE

1 2016-11-22-060324

This confirms that the data along with table can be restored to a given point in time.
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DB Backup and Restore in AWS

The following options are present in AWS:
e  On-premise backup to Amazon Cloud using Amazon S3
e DB backup and restore in Amazon RDS

e DB backup and restore in Amazon EC2

On-Premise Backup to Amazon Cloud Using Amazon S3

For taking your on-premise database backup to Amazon Cloud, you need to follow these
steps:

1. Create a DB user with S3 access.

2. Download and configure Oracle Secure Backup Cloud Module
for AWS.

3. Configure a RMAN backup channel.

Create a DB User with S3 Access

It is good practice to have a dedicated user for Oracle database backup. This is four-step
process.

In the first step, you provide the username and select the access type, as shown in
Figure 8-25.

¥ 1AM Maragersent Cons: %

€ C | @ heps/console.aws.amazon.com,

WP  Services ~  Resource Groups ~ Abhinivesh lsin ~  Gobal -

Detalis Permissions Feview Compiete
Set user details

Username®  grabkpuser

© Add another user

Select AWS access type

Access type' «  Programmatic 3ccess
Enaties an access key 1D and secret access key for the AVS APY, CLIL SDK. and other development tooks
AWS Management Console access
Enabies 3 password that alows users 1o sign-in (o the AVS Management Conscle

* Requirea CHT teext: permizsion: |

Figure 8-25. Backup user creation, step 1
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In the second step, you assign 'AmazonS3FullAccess' permission to the backup
user. This is shown in Figure 8-26.

¥ LM Masagement Cors: %

3 C | @ hitps//console aws.amazon.com A 19 /use it aswardResetés ey paEa ¥ b {ariesn orabik ery G

Rescurce Groups ~ %

Detais Parmissions e Comgiste

Set permissions for orabkpuser

5% O

AdH iinit K6 o Copy parmissions from fatach existing policies
ey wisting urser directly
Hetach are o o existiag policies divecily ta the uses or creale & new policy. Lisam mone

Create policy & Refresh
Filtor: Policy rype ~ QL33 Shewing 3 results

Attachimmnts »  Desciiption

Policy name «

Figure 8-26. Backup user creation, step 2

In the third step, you review the details as shown in Figure 8-27.

§ 1M Management Cors %

Resource Groups

Parmission Review Complete
Review

Flivitwr your choicas. After you croste he Usee, you €an waw and downioad the s.topemerated passeord ond acoess bey

User details

User name  srabkpuser

AWS sccess type tic access - with an access ey

will e altiched 1 the wsir shown above

Figure 8-27. Backup user creation, step 3
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In the fourth step, you click on Create User, as shown in Figure 8-28.

User name  srabkpuser

AWS sccess type  Programeatic access - with an access ey

et | rreviows [ R

Figure 8-28. Backup user creation, step 4

After this step, you will get the successful completion message shown in Figure 8-29.

Services ~  Rescurce Groups ~ %

& Download .cov

Usas Bccwss key 10 Secied secess ey

Close

Figure 8-29. Backup user creation: completion

Download and Configure Oracle Secure Backup Cloud Module
for AWS.
You can download the required module from this OTN link, as shown in Figure 8-30.

http://www.oracle.com/technetwork/products/secure-backup/secure-
backup-s3-484709.html
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Account Sign Oul Help Counlry ~ Communiies » |ama .~ lwantte. ~  Search Q
ORACLE
Products Solutions Downloads Store Support Training Partners About OTN

Onmele Technalogy Network » Products > secure-backup

Oracle Secure Backup Cloud Module for Amazon 53

You must accept the OTN License Agreement ta download this software
Accept License Agreement | ' Decline License Agreement

Oracls Securs Backup Cloud Moduls Is currently supporied ca the following platiorms

Supperted Platforms (B4-bit) - Uinux, Solars SPARC, Windows, HPUX. AIX. zlinue

& Al Supported Platiorms (2 545, 356 bytes) (Fequires Java version 1.7 or higher) README
Instakation instructions are included in the README fle above of in the Cloud Backup White
Papes

Figure 8-30. Oracle Secure Backup Cloud Module for Amazon S3 download link

Accept the OTN license agreement. After that, you will be prompted to enter the OTN
credentials. The file is downloaded very quickly, as it is only 2.5MB.

Download and unzip the file before starting the configuration. Change these values
as per your environment. For UNIX, the location of the wallet directory and Lib directory
is shown here:

walletDir $ORACLE_HOME/dbs/osbws wallet
libDir $ORACLE_HOME/lib

NOTE: Enter entire command in one single line. It is shown in different lines for readability purpose.

D:\Abhinivesh\Book\AWS hands on\osbws_installer>java -jar osbws_install.jar
-AWSID AKXXXXXXXXXXXXXXXXXFQ

-AWSKey DBYXXXXXXXXXXXXX/eb

-otnUser Abhinivesh.jain @xxxxxx.com

-walletDir D:\app\oracle12c\product\12.1.0\dbhome_1\database\osbws_wallet
-libDir D:\app\oraclel2c\product\12.1.0\dbhome_1\bin

Oracle Secure Backup Web Service Install Tool, build 2016-10-07
AWS credentials are valid.

Oracle Secure Backup Web Service wallet created in directory D:\app\oracle12c\pr
oduct\12.1.0\dbhome_1\database\osbws_wallet.
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Oracle Secure Backup Web Service initialization file D:\app\oraclel2c\product\12
.1.0\dbhome_1\database\osbwsDB1.ora created.

Downloading Oracle Secure Backup Web Service Software Library from file osbws_wi
ndows64.zip.

Downloaded 20215967 bytes in 62 seconds. Transfer rate was 326063 bytes/second.
Download complete.

Configure a RMAN Backup Channel

In this step, you configure a RMAN backup channel to specify the cloud destination.

RMAN> CONFIGURE CHANNEL DEVICE TYPE sbt PARMS='SBT_LIBRARY=D:\app\oracle12c\prod
uct\12.1.0\dbhome_1\bin\libosbws.dll, ENV=(OSB_WS_PFILE=D:\app\oraclel2c\product
\12.1.0\dbhome_1\database\osbwsDB1.ora)';

old RMAN configuration parameters:

CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=D:\app\oraclel2c\pr
oduct\12.1.0\dbhome_1\bin\oraopc.dll, ENV=(OPC_PFILE=D:\app\oraclel2c\product\12
.1.0\dbhome_1\database\opcDB1.ora)';

new RMAN configuration parameters:

CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=D:\app\oraclel2c\pr
oduct\12.1.0\dbhome_1\bin\libosbws.dIl, ENV=(OSB_WS_PFILE=D:\app\oracle12c\produ
ct\12.1.0\dbhome_1\database\osbwsDB1.ora)';

new RMAN configuration parameters are successfully stored

RMAN> show all;

RMAN configuration parameters for database with db_unique_name DB1 are:

CONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default

CONFIGURE BACKUP OPTIMIZATION OFF; # default

CONFIGURE DEFAULT DEVICE TYPE TO DISK; # default

CONFIGURE CONTROLFILE AUTOBACKUP OFF; # default

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F'; # default
CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT_TAPE TO '%F';

# default

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
CONFIGURE DEVICE TYPE SBT_TAPE PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
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CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE SBT_TAPE TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE SBT_TAPE TO 1; # default
CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=D:\app\oraclel2c\pr
oduct\12.1.0\dbhome_1\bin\libosbws.dIl, ENV=(OSB_WS_PFILE=D:\app\oracle12c\produ
ct\12.1.0\dbhome_1\database\osbwsDB1.ora)';
CONFIGURE MAXSETSIZE TO UNLIMITED; # default
CONFIGURE ENCRYPTION FOR DATABASE OFF; # default
CONFIGURE ENCRYPTION ALGORITHM 'AES128'; # default
CONFIGURE COMPRESSION ALGORITHM 'BASIC' AS OF RELEASE 'DEFAULT' OPTIMIZE FOR LOA
D TRUE ; # default
CONFIGURE RMAN OUTPUT TO KEEP FOR 7 DAYS; # default
CONFIGURE ARCHIVELOG DELETION POLICY TO NONE; # default
CONFIGURE SNAPSHOT CONTROLFILE NAME TO
'D:\APP\ORACLE12C\PRODUCT\12.1.0\DBHOME_1

\DATABASE\SNCFDB1.0ORA'; # default

Now you are ready to run backups using RMAN commands.

DB Backup and Restore in Amazon RDS

In RDS, database instances can be recovered as new instances only. The new instance can

then be restored to point in time, as shown in Figure 8-31.

bueri6.us-west-2.rds. anazonaws . con: 1522 (authorized ) 0

Events Monitoring

EVENT CURRENT &
Finished DB Instance CPU 0.8
backup

Backing up DB nstance Memory 509

Finished DB Instance
backup Storage 7.980

Backing up DB instance

Instance Actions v Tags Logs

Figure 8-31. Amazon RDS recovery option
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You can restore to the last restorable time or to a custom restore time. This is shown
in Figure 8-32.

Launch DB Instance

You are creating a new DB Instance from a source DB Instance at a specified time. This new DB Instance will have the

ne o

default DB Security Group and DB Parameter Groups
Use Latest Restorable Time ® November 22, 2016 at 2:41:52 PM UTC+5:30

Use Custom Restore Time MMM d, y 00+ |:[00+]:[00r|UTC+5:30

Figure 8-32. Amazon RDS recovery: restore time option

You also have the option of taking a manual snapshot backup at any time. This is
done by clicking Take Snapshot under Instance Actions, as shown in Figure 8-33.

Pverjé.us -west-2.rds. an32003us . CON: 1

Events

EVENT

e Finished DB Instance
Restore to Point in Time backup

Backing up DB instance

Finished DB Instance
backup

Backing up DB instance

Instance Actions v Tags Logs

Figure 8-33. Amazon RDS: Take Snapshot option
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Provide the name for your custom snapshot and click on Take Snapshot, as shown in
Figure 8-34.

ug Services v  Resource Groups v %

¢« Take DB Snapshot

| Instances
Clusters To take a snapshot of this DB instance you must provide a name for the snapshot
Reserved Purchases DB Instance aws-cdb01 @
Snapshots
Snapshot Name | aws-rds-restore-tesq i}
Security Groups
Parameter Groups
d P Cancel Take Snapshot

Extemal Licenses

Option Groups
Figure 8-34. Amazon RDS: Take Snapshot
For the instances provisioned under RDS, the backup snapshot is automatically
triggered once a day, as shown in Figure 8-35. It also shows the custom/manual snapshot

details. First snapshot backup is created just before the instance is made available for use,
post provisioning.

(L B -

Whewiag of  Owned by Me (T

Songe - Zonw o

Figure 8-35. Amazon RDS: snapshot details
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The available snapshot can be used to restore the snapshot as a new database
instance using the Restore Snapshot button, as shown in Figure 8-36.

. Rviore Sragahot. | Wirwie Srapabet | Copy Snapahet | Thurs Seagase olsle
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N Q— gt NovI2 26 TI520FM  vaiabs Comgleted W MGEID massl  Owoe 50Ty GeseaiPupose 53500 1000 uswssds Set
Securty Congs
e B v B et NI sl Houl: MR SAN21 MM ekl Competed opeMSSNN simsed OndeZETwe OmeiPupese £30) 1008 uswedds Sof
Bl o AR, g s s e ISMEOTIY smap b s s 0. b e
Syl Qg Iratre Ciusies Mame: ana<dtd 1 VPC1 pe 45526
Sutrat Grewps repabot Type: storsted OB Engne: ceace se2
ety DA Froge Version: 1710748 Licerme Mxdt: terrm asn:
Evert Sabncrptees Mavies Usermame: o [ or—
R Zow: wsws2a 8 Barnge: 9408
SHrage Type: Garers g ese (S50 vere 1821
OpSon Grougs datiet txaciea3 121 Sezmtet Conston Timw: Nt
Inatancn Chamtes Congtons Hovaorbar 1
T Zorws B8
v SRR SR il Congelel WM siemsed O SETew GeselPugse 530 1008 usewsds Sef
' IERTET— Noulh ML EARES A el Compieed pelMUNN  simsed O SETee CosesiPugesc £20) 1008 swewds 5ot
' TS TR SRR w19 206 KAIIIAM  viksh Compiied RIS svbmied Cuce G Tee GesciPupom350) 10CE el e
T T R T —p— N 1E 06 MEMASS A vilime Compeed peRSSSMN il o SEPer  Gessaiupos (S30) 1008 mewenn Set

Figure 8-36. Amazon RDS: Restore Snapshot button

This restore creates a new database instance, which can be modified for some
properties as per the requirements, as shown in Figure 8-37.

Restore DB Instance

You are creating a new DB Instance from a source DB Instance at a specified time. This new DB Instance will have the
default DB Security Group and DS Parameater Groups.

Instance Specifications

p e z
DB Engine (omcie-te. = Specifies if the DB Instance
License Model | license-included - should have a standby
= . i = deployed in another Availability
DB Instance Class | db.t2.micro — 1 vCPU, 1 GBRAM  ~ Zone.
Multi-AZ Deployment |No v
Storage Type | General Purpose (SSD) v

Provisioning less than 100 GB of General Purpose (SSD) storage for
high throughput workioads could result in higher latencies upon
exhaustion of the initial General Purpose (SSD) 10 credit balance. Click
here for more details.

Figure 8-37. Amazon RDS: restore DB instance
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You can provide the new database instance name and tag it to the snapshot from
which it is being created, which can be used for future references, as shown in Figure 8-38.

Sattings
DB Snagahctin =
DB Imnce idertter

Network & Secunty
VPC: | Dot VPG ppe 883t
Subred Geingp | G800
Publicly Accessibie [ v O
Availatiiig Zore | o Preernce

Database Options
Databose Nome | popames
Datshase Port | qaay

Oppon Group | defaut ceacke.e2.12.1

Copey Tagm To Snagmhots

Mamtenance

Ao Mimor Verwion Upgrace | Tes

Figure 8-38. Amazon RDS: restore DB instance customize settings

Upon submitting the Restore DB Instance request, the new DB creation is triggered.
It will include the data as of the snapshot time. Figure 8-39 shows the restore in progress.

shbard
Pl - R : o-lele
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Figure 8-39. Amazon RDS: restore DB instance in progress

Once the restoration is complete, the database can be used, as shown in Figure 8-40.

Filler: All Instances ~ Q x
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Instance Actions ~ Tags Logs

Figure 8-40. Amazon RDS: restore DB instance completion
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Using snapshot backup, you can recover and clone your database quickly and easily,
along with the choice to select the restore timestamp.

DB Backup and Restore in Amazon EC2

Backing up and restoring Oracle database hosted on an EC2 instance is easy because
Oracle Secure Backup Cloud Module comes preconfigured with the EC2 instance.

Backup and Restore Best Practices

The following list shows some of the backup and restore best practices:

e  Use compression wherever possible, as it will reduce the network
transfer time.

e  Use encryption before transferring the backup to the cloud.

e  RMAN backup compression and encryption features can be
utilized with Oracle Secure Backup Module without any extra
license; however, it is recommended you check with Oracle
representative for more details.

e  Use more than one RMAN channel for faster backup and restore.
Oracle Cloud Backup Module is licensed as part of Oracle
Secure Backup and it is calculated per RMAN channel, so special
consideration is required in this regard.

e  Oracle Secure Backup (OSB) Cloud Module is a licensed module,
so ensure that you have the right license before using it. You can
refer to Oracle support note OSB Cloud Module: FAQ (Doc ID
740226.1) for more details.

Summary

In this chapter, you learned about Oracle database backup and restore options in Oracle
Cloud and AWS Cloud. You read an overview of database backup and restore from the
cloud perspective, including taking an on-premise DB backup to the cloud, backing up
and restoring within the cloud, and taking DB snapshots in Oracle Cloud. You are now
also conversed with DB backup and restore in AWS using S3 and other readily available
tools. You can also use Oracle Secure Backup Cloud Module for AWS for your backup.

The next chapter covers the important aspects of how to administer, manage, and
monitor your database in the cloud.
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CHAPTER 9

Manage and Monitor

This chapter covers database administration and monitoring options for your database in
Oracle Cloud and AWS. It is important for a support DBA to be able to monitor database
health quickly. Proactive and customized alerting is the very important. You will learn
how various traditional tools and some new tools can be used to control your database
running on AWS or Oracle Cloud.

Overview of Cloud DB Monitoring and
Management

Oracle database monitoring and management is not entirely different from the on-
premise database paradigm. In fact, many of the tools, such as SQL Developer, TOAD,
and OEM 12c¢ Cloud Control, allow you to connect to your cloud database and perform
most of the tasks as before. However, there are some specific tools, such as DBaaS
Monitor in Oracle Cloud and command-line options such as AWSCLI and DBaaSCLI, that
are only applicable for the cloud. In this chapter, you will learn how to use the existing
tools with a cloud database and learn how to use the new, cloud-specific tools.

Table 9-1 provides a snapshot of multiple tools available for Oracle Cloud and AWS,
along with overviews of the tools.
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Table 9-1. Available Tools and Purpose

Tool Name AWS Oracle Cloud Tasks

DBaaS Monitor Not applicable Readily available Database and OS
monitoring

EM Express Readily available Readily available Monitoring and
administration

Command-Line Not applicable Dbaascli, Much finer

Interfaces raccli, control

oracle-dbcs-cli (Linux ~ compared to GUI
only)

SQL Developer Free local download Free local download Basic
monitoring and
administration

CloudWatch Paid subscription Not applicable Monitoring
and custom
notifications

AWS Database Readily available Not applicable Database and

Metrics OS health
monitoring

DB Monitoring and Management in Oracle Cloud

Oracle Cloud provides several options for monitoring your database hosted on the cloud.
To use these monitoring tools, you need to open the specific ports for your cloud database
instance. This can be done from the Access Rules settings, as shown in Figure 9-1.
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& niral_mahajan@i

= ORACLE' CcLOUD My Services fha Dashboard gy Users P Notit

b Oracle Database Cloud Service / cdb04 =
Open DBaaS Monitor Console

COpen Application Express Console

Overview SR Open EM Console

1 g 1 SSH Access 5 G8 150 GB

Node = Nodes  Access Rules mory Storage

Feplace Database vaing Backup
4 Nodes
R cdb04 SQL *Net Port: 1521 OCPUs: 1

Administration B Public IP: 128.144.143.244 SID: COBO4 Memory: 7538

PDB Mame: PDE1 Storage: 150 38

Paiches avaiable
View available backups .

0 4 Additional Information
Snapshols avaiable

Identity Domain: dbacioud

Edition: Enterprise Edition

Service Level: Oracle Database Cloud Service
Subsecription Type: Monthly

Figure 9-1. Access rules

You can connect using SQL*PLUS, SQL Developer, TOAD, or some other locally
available tool. The interface of these local tools remains the same as when working on a
local database. In addition to these, you can use the DBaaS Monitor and EM Console to
monitor your database in Oracle Cloud. Both of these web-based interfaces are readily
available once you enable the access ports, as shown in Figure 9-2 for the DBaaS Monitor.

Access Rules Create Rule
You CAN USE ACCESS rules 10 control netwoek BCCess 10 service components. On this PAgE. yOU CAR MANBQE FOUT BCTESS rUeS
Results parpage: 10 * @ resulis) a3 of Nov 23, 2018 6:48:40 AM UTC 0y
Status  Rule Name Source Destination Ports. Protocol  Description Rule Type Actions
.’" ora_p2_ssh PUSLICINTERNET DB a2 TCR DEFALLT |
oF o2 distener ELELICANTERIET 02 1521 Tee pEFALLT =
of oz PUBLIC-INTERNET D8 : TCP DEFALLT s
.,E ora_pi2_httpss! PUBLICINTERNET D8 a4 =2 DERMAT e
_ﬁ ora_p2_hitpadmin PUBLICINTERNET DB 4848 TP DEFALLT =
.,5 ora_pd_dbconsol PUBLICNTERNET 08 158 P DEFALLT ; |
_,3 cea_p2_cbexpress BUBLICANTERMET DB 5500 TCP DEFALLT =
...‘" 3y3_infraZon_ssh FRAS-INFRA o8 2 TP DO NOT MODIFY: Peemit P SYSTEM |
_." ora_trusted_hosts_dbl 127.0.0.1/32 o8 15 TCP DO MOT MODIFY: A secral . SYSTEM B

Figure 9-2. Access rules: enable option
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You need to confirm the change in the access rule to enable it, as shown in Figure 9-3.

Enable Access Rule
Confirm that you vash 10 enable the access rule
ora_p2_httpssl

@ This operation may take soms time

Enable | Cancel

Figure 9-3. Access rules: enable option confirmation

This will change the icon for that port and will enable access using the DBaa$S
Monitor for that database.

Access Rules Create Rule
You Can B 3CCESS rules 10 Control etwork 3CCESS 10 Sarvice components. On this Page. yOu C30 MANIGE YOUT CCHS Nules
Resuls perpage: 10 7 © result(s) as of Nov 23, 2018 &:44:23 AMUTC
Status  Rule Name Source Destination Ports Protocol  Description Rule Type Actions
_." ora_p2_ssh 2 TCP DEFALLT -
_."' ona_pl_dblstener 2 TCF DEFALLT B
+F TP DEFALL =
+ =8 =2 L} OEFALLY B
-6 ' S o4 P DEFALLT =
_& ora_pd_dbconsoie v -} 58 TCF DEFALLT =
_ﬁ or3_pi?_dbarpiess ET D8 TP DEFALLT =
.." sys_infra2db_ssh oe 2 TCcP DO NOT MODIFY: Permit P...  SYSTEM |
+" ora_trusted_hosts_db 127.0.0.1/22 (= -} TCP DO NOT MODIFY: A secrul..  SYSTEM B

Figure 9-4. Access rules: enable completion

DBaaS Monitor

Now that you have enabled DBaaS Monitor, you can access it, as shown in Figure 9-5.

P Oracle Database Cloud Service / cdb04 =
Open DBaaS Monitor Console

Figure 9-5. Accessing the DBaaS Monitor console

This takes you to the login page for DBaaS Monitor, as shown in Figure 9-6. The
default username is dbaas_monitor and the password is the same admin password
provided during database creation.
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(e Cr o
- C O | A berrS//129.144.149.244/dbaas_monitor/login
31 Apps o Bookmarks 38 Customize Links & Free Hotmail B8 Windows [ Windows Marketplac: W Windows Media £, Train Running Inform (@

ORACL € DBaaS Monitor

Please enter your credentials

dbaas_monitor

Figure 9-6. DBaaS Monitor: sign in

The home page is simple and it provides details about the database and listener
status. It also provides information about the last backup, storage consumption, and
sessions, as shown in Figure 9-7.

AT P
L C O | D berT//129.144.149.244 5baas_monktor/#/

% Appe o Bockmarks 3 Customize Links MY Free Hotmail [ Windows [} Windows Marketplac. il Windows Media  { Train Running Inforrr (g Vahoo! Mercengerfo ¢ | Seutfece Online

ORACLE UBaaS Monftor  Douase + 05 = Asewt
B Database & Rutresh al
,‘ Datsbase Status Sessions
» Open (RIW)
55
) 472
5 ALLOWED
Listemer Slams
J Running
Viaits
Latest Backup: 12232 PM Syster VO S ——— ki
¢ Completed R H— -0
Admnink ative ——— 11
Ofer - e
User 1O »

Onine Database Siorage

78% 221GB/283GB

4011 15

MESIADES ERRCAL

Figure 9-7. DBaaS Monitor: database info
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On the lower side of the page, you can get operating system information like

memory, CPU, and filesystem usage, as shown in Figure 9-8.

B O

perating System

e System Storage

Memaory F
92% 6.52GB/7.05GB 23% 32.83GB/137.33GB

CPU Processes

CPUD
CPU1

Last 3 mirutes

Figure 9-8. DBaaS Monitor: OS info

Using the DBaaS Monitor, you can perform all the activities listed in Table 9-2.

Table 9-2. DBaaS Options

Database
e Manage

e Listener

e Storage
e Backups
e Alerts

e Sessions

e  Waits

e Movements
e Parameters

e Real-Time SQL Monitor

(08

e Memory
e CPU

e Storage

e  Processes

As part of the manage process, you can stop or start the CDB database. You can also

clone, unplug, drop, or modify the state of any existing PDBs. There is also a provision to
either create a new PDB or plug in a PDB, as shown in Figure 9-9.
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ORACLE DBaaSMontor  Dmabase = 0§ +  Avoet Overal = Logow @
# | Datstase
Manage
3 (Caatacase = ;
KAl open R )
B FoBs + Crosts PDB ].p.w.um
P81 L.
Open (R/W) © ocey sue
& Cone K
l
Unpig |
®  DOrop
B Connection Detals © Oracke 2016

DBaas Montcr wi 1.2

Figure 9-9. DBaaS Monitor: PDB options

Using the Listener menu, you can stop or start the listener and view details about the
listener configurations, as shown in Figure 9-10.

A ¢ Database |

Listener

| LSNRCTL Output

Figure 9-10. DBaa$S Monitor: listener options
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From the Storage menu, you can get the storage consumption details by CDB and all
PDBs and can drill down to the table space level. You can further see the segment level
details by getting more details about a particular table space (Figure 9-11).

Storage

Overal DB Storage

78% 2.21GB/2.83GB

23 PDBs
CDBSROOT FOBI
71% 142GB/2GB 96%  809.62 MB /845 MB
~ hade tablespaces ~ hide tablespaces
SYSTEM
Alocaned: B0 ME | Used: TR4.T VB | Frea 52 MB VE | Used 't
VE | Used B et VE | Used ] e
35___:\| USERS o :‘;\ USER!
Alocated: SVB | Used 1 SVE [Free: 2508 AL ed 1 VS | Fres: €
UNDOTBS1
Aliocated 550 VS | Used 3 4487 M8

Figure 9-11. DBaa$S Monitor: storage options

Backups are very important for ensuring data availability in case of a crash or
accidental data loss. These details are available from the Backups menu of the DBaa$
Monitor. You can get details of completed and ongoing backups along with process IDs
and timings. As you can see in Figure 9-12, there is a daily autobackup running, which is
offered as part of Oracle Cloud service.

# / Dat
Backups
status . containg . Q (I -
& status
Status Process_id Start_time End_time Message
& Ongoing 14212 2016-10-23T0T-0202.9112 B process d
o Completed 24178 2016-11-22T07-02:02.0722 2016-11:22T07:04:20,9252 24TETAGOISNZTOT0IZ 2016207 & oy gime
o Completed 29604 2016-11-22T0S:55:41. 1352 2016-11-22T0S:S8:10.154Z 29804 TAGZU161122T0S5T41.2016-11-22 05:9
& ond_time
G message

Figure 9-12. DBaa$S Monitor: backup options
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As a best practice, you can create an external table in your local database showing
the contents of the alert log. A similar view is available for your Oracle Cloud database, to
see the details on database errors under the Alerts menu, as shown in Figure 9-13.

# | Database |

Alerts

type

Tipe

Message
Message
Message

Message

Tenestamp

2016-11-
23T08:30:09 0522

2016-11-
23T0R:30:08 4572

2016-11-
ZITOE:30:08 4562

201611
23TDE.30.08.2452

contains

Host

cdb04 compute-doackud oradecoud ntemal
1016 211.14]

cdb04 compute-doackud oradecioud ntemal
10.16.211.14

cdbl4 compute-dbacioud oradecioud niemal
10.16 211.14]

cdbl4 compute-doacioud oradecioud intemal
(10.16.211.14

Figure 9-13. DBaaS Monitor: alerts info

Message_text

0
o

Aschived Log entry 74 added for thread 1 sequence 54 ID (x72b7579d

dest 1

Cument log# 1 seq¥ 55 mem® 0. /ud4/apploracie/redoiredod 1 log

Thread 1 advanced to log sequence 55 (LGWR switch)

ALTER SYSTEM ARCHIVE LOG

You can search for a particular session and get the details for all active and inactive
sessions using the Sessions menu, as shown in Figure 9-14. Each of these page is
customizable to show only the columns of interest, by selecting the settings for that
menu page.

#& | Database |

Sessions

41098

61519

28828

14333

containg Q
Sql_id Os_user Usemame Status
oracke active
oracie actve
aTwsalppinsd oracike: Ca##DBAAS_MONITOR active
orack active
orack active
oracie actrve

Figure 9-14. DBaa$S Monitor: session info

s o-
Module
APEX Listener
Streams

In case of performance issues or to monitor the health of the database, you must
understand where your database is spending time. This is available on the Waits page and
you can get the details on the SQLs and SIDs on the lower side of the page by clicking the
specific color bar, as shown in Figure 9-15.
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# | Database |

Waits

Events over time

250

Figure 9-15. DBaa$S Monitor: waits info

Whenever you take support ownership of any database, you should know the
different parameters and their values. The Parameters menu contains this critical
information, as shown in Figure 9-16.

# ! Database |

Parameters
name +  contains . Q < o
Name Value Tipe Cynamic
DBAPS_140 FALSE Boolean No
O7_DICTIONARY_ACCESSIBILITY FALSE Boolean Na
active_instance_count Integer No
alow_group_access_to_sga FALSE Boolean No

& / Database |

Real Time SQL Monitor

Refresh inerval None -

status . contains . Q o SR . S
Status Duration Sqi_id siD Serale DoP Cpu_time: lo_tme Started Statement "
gg{i :;LL B41ms s3odnupagby 265 4054 13 0.04ms oms gg;;’_:‘_m :Itjn.;::m?::r:' i
gg‘j{i:”—'— B418ms  183nOhg:wy 258 30716 13 0.04 ms oms Eg:'gslgqsaz zﬂ»mm::?:“ :

DONE 1028ms  bwOlssbkéu 250  mMe0E 13 Oms oms A b b i

23T08:00:20Z  (dibid, con_dbid, sna

Figure 9-16. DBaaS Monitor: initialization parameters and the real-time SQL Monitor
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The Real-Time SQL Monitor is also available under the Database menu, as shown in
Figure 9-16. This is a relatively new feature. It provides details on the currently running
SQLs in your database and can be useful in identifying a bad SQL.

With this, you can move to the operating system level monitoring available using
DBaa$ Monitor.

Memory allocation plays an important role in database performance and is very
useful for data caching to improve response time for SQLs. This can be viewed from the
Memory menu under the OS, as shown in Figure 9-17.

A0S
Memory

Used RAM

584 GB/7.05GB

Memory usage by process

PID +  contains . Q S
FID COMMAND VIRT RES SHR s ®CPU HMEM TIME+

10594 java 4403m 1.09 13m s 13.9 148 22557

12445 java 2036 204m 13m H] 0.0 3.0 3.09.60

12428 ora_mmon_cdb04 2918m &Tm 42m 5 oo 03 0:56.74

12410 or_obw0_cdbd4 2045m &im 18m ] 0.0 03 0:05.83

13580 ora_crl_cdb4 2905m 4Tm Hm s 0.0 o7 0:25.34

Figure 9-17. DBaaS Monitor: memory details

CPU workload details can be monitored using the OS CPU monitoring page, as
shown in Figure 9-18. CPU utilization information can be useful for identifying the need
of additional processing power.

& 1 0S
CPU
Refresh inferval None -
cPU +  contains . Q |
CPU %USR HHICE %SYS SIOWAIT %IRC %SOFT STEAL %GUEST %IDLE
al 051 0 0 508 ] o 0 4.4
0 [ 0 o 1.2 0 0 8

Figure 9-18. DBaaS Monitor: CPU details
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You have already seen the storage utilization at the CDB and PDB level from the
Database menu. Similar details at the OS level are available under OS Storage, as shown
in Figure 9-19. They can be useful for planning for additional storage depending on
utilization and growth. This also provides the mount point level details.

PR
Storage
Overal 05 Storage
23% 32.85GB/137.33GB
File Systems

idewhoedbd

56% 13.46 GB/23.69 GB

tmpfs

0% 0B/352GB

idevioedbl

33% 147.65 MB/447.22 MB

Idevhondel

17% 9.7 GB/55.91 GB

Figure 9-19. DBaaS Monitor: storage details

15%

38%

13%

idevimapperidataVolGroup-hold

3.71GB/23.21 GB

devimapperiraVoiGoup-hold

2.48GB/6.39GB

devimappetired oVolGrup-hold

3.33GB/24.14GB

You need to look at OS level processes to identify the top resource-consuming
processes and to look for ways to improve system performance. These details are
available in the Processes menu, as shown in Figure 9-20.

A0St
Processes
USER b contains
USER PID WCPU SSMEM V52 RSS ™ STAT
oracke 12352 16 02 2959748 15788 ? S
oracle 10934 0.1 147 4500340 1093883 7 s
oot 12445 01 29 3007020 219556 ? 8
oot 1 oo oo 19408 1524 ? Ss

Figure 9-20. DBaaS Monitor: processes details
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Most of these details under the Database and OS menus can be viewed at different
levels, such as overall, via CDBroot, or at the individual PDB level, using the settings
shown in Figure 9-21.

o - 03 - s BN

# | Databuse
Storage

PoBI
96%  809.62 MB /845 MB

A hide tablespaces

Figure 9-21. DBaaS Monitor: monitoring levels

This concludes our discussion of the DBaaS Monitor capabilities. This is an excellent
tool for monitoring your database in Oracle Cloud.

EM Express

Enterprise Manager (EM) Express is another GUI-based tool that’s readily available and
can be accessed once you open port 5500. This tool is very similar to OEM and can be
used for administration and monitoring.

You need to log in to EM Express as a sys or system user and using the password
provided during DB creation, as shown in Figure 9-22.

vnanmuu x_Y!f Exprosz Logia

= (o B s B WA P RETRPLET TSP g & &| Rl

I Apps o Bockrars BN Customelnks B FreeHotmed [ Windows [) Windows Madketols: W Windows Meds L, Trar Runsing bforr g Vahoo! Messenger | | Smartforce Orling T Maciosoht Wesaser

CORACLE Enterprise Manager Datssase Express 12c

Figure 9-22. EM Express sign in

The dashboard of EM Express is shown in Figure 9-23. It provides information about
the database’s status, jobs, and performance details, such as waits and I/0.
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Database Home Fage Refieshed WAL AMGH  dut Fef | c
St 3| Prrformmnce

+| Resources

= %0 Monibor - Last Heur (30 max)

i | Cuaten Toe | @

& & & & & & eee

Figure 9-23. EM Express dashboard

Database performance and health can be assessed using details on waits, I/0, and
CPU utilization, as shown in Figure 9-24. You can get details for active sessions and
memory as well.

v Performance

Activity Class Services Centainers

W User 10
m v
- - = - |
SOAM  BISSAM  BOOAM  SOSAM  SI0AM A A MIAM  HHAM RIEAM -
« Resources
Host CPU Active Sessions Memory
waa
3.3 08 - = Cmersta
8 o o - Wit . :"-'":,0 =
Y % ai 1568 = e
W Instance(s) 4 . Lot ieat
A% 2 a8 i
- - 58 - Bt Cache

Figure 9-24. EM Express DB performance dashboard

There are many options for monitoring and administrating Oracle Cloud database
using EM Express, as shown in Table 9-3.

Table 9-3. EM Express Options

e  Configuration e  Storage e  Security
e [Initialization e Undo e Users
Parameters Management
8 e Roles
e Memory e RedolLog

Groups e  Performance
e Database Feature Usage P e Perf Hub
e Archive Logs ertormance tu
e  Current Database

Properties e Control Files e  SQL Tuning Advisor
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Some of the menu pages are discussed in depth here.
EM Express is used not only for monitoring but can also be used to modify the
initialization parameter settings, as shown in Figure 9-25.

Initialization Parameters

Current SPFile

& parsmeter velues fished here are curre ed by the 9 o
= 7 et D
Hame Value Comment Modif.. | Dyna.. |Session | Basic | Type

Set Initialiration Parameter [ ]

Parameter Name  audit_file_dest

Scope (V] Memory (] SPrile (D

Value | j01/temp
Comment | move audit fils to temp

ulil/app/arade/admen/C0B0S

[E] show squ o oK 3 concel | 4

Figure 9-25. EM Express initialization parameter change

As shown in Figure 9-26, the Memory management page provides a lot of
information on SGA and PGA allocation and advisors. You can also see the details of
the different memory components along with the allocations. The top PGA consuming
sessions can be drilled down to get more information.

028) & Coviger T —

Memory Managenwent | fr cosfiger

< Contiguratica

PGA Mamsory
® Corent Semting

wn | M <m wm M OB I boe

[ —)

- statitics
ABscatisn sreakdon Allacatssn Fteey Tep Sessiens by A Consinned
Showr et Hemary
e o
| re— T um
za8 - s 8
.
m—
o Rpn——— -
100 PR & smba [
i 3 g iual e B =
o s P Soured Pl fude ommm ew sem ez
pen—— fpiirol
208 = 2 u i L P . n -
sas aa et

Figure 9-26. EM Express memory management
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The Database Feature Usage page, as shown in Figure 9-27, is almost the same as its
corresponding view in any Oracle database. It can be used to track the different features
used, primarily for licensing purposes.

& CDB04 (12.1.0.2.0) ./~ Configuration ¥ < Storage ¥ 2. Security ¥ B Performance ¥

Database Feature Usage

Usage High Water Marks

View » .5&

. Feature Name i Database Versi... [ Currently Used [ Detected Usages |
'@ ApoM 121020 - [ "o
- ASO native encryption and checksumming 12.1.0.2.0 0
B AWR Baseline 12.1.0.2.0 0
B AWR Baseline Template 12.1.0.2.0 0
| @ AWR Report 12.1.020 0
@ Active Data Guard - Real-Time Query on Physical Stan... 12.1.0.2.0 0
| @- Adaptive Plans 12.1.0.2.0 0
| @ Advanced Index Compression 12.1.0.2.0 0
@ Advanced Replication 12.1.0.2.0 0
B Application Express 12.1.0.2.0 0
@ Automatic Maintenance - Optimizer Statistics Gathering  12.1.0.2.0 0
.Ei Automatic Maintenance - SQL Tuning Advisor 12.1.0.2.0 0
.E| Automatic Maintenance - Space Adwvisor 12.1.0.2.0 0
| @ Automatic Memory Tuning 12.1.0.2.0 0
@- Automatic Reoptimization 12.1.0.2.0 0
B Automatic SGA Tuning 12.1.0.2.0 0
| B Automatic SQL Execution Memory 12,1.0.2.0 0
@ Automatic SQL Tuning Advisor 12.1.0.2.0 0

Figure 9-27. EM Express Database Feature Usage page

The other tab (High Water Marks) on the same page is shown in Figure 9-28. It
provides details about the frequency with which a particular feature is used.
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Database Feature Usage Faon Refreibed F:33:06 AN GHT
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Figure 9-28. EM Express Database Feature Usage details

The Undo Management option available from the Storage menu is useful for viewing
Undo settings and statistics, as shown in Figure 9-29. Charts like Undo Advisor and Undo
Generation Rate can be used to plan your undo space.

o) g * B Peformance ~ pute-dacioud oracledoud it e
undo M; gement Detalls B Chesge Aralosis Pe et Page et 108RITAMCHT £,
<) Canfquration
s Summrary Unda Shatistees Sumwuiey Urde Adviser
Undo Setting
Undc Maregerent st ey
PN e
J /
Tattespace |
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i
: i
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e
o St
Ul Gemeration Rate nda Space Lhage Steal Acthty Breakdoum (Alocks)
e e - .
e i 1 i
: | o © 3tk
o T Te— . 3- 8 Semsred )
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Figure 9-29. EM Express undo management details

You can also run the analysis for a specified duration and tune your undo allocation
per need, as shown in Figure 9-30.
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. CDB04 (12.1.0.2.0) Configuration ¥ & Storage ¥ f. Security ¥ [ Performance ¥

Undo Management Details = [ Change Ana

Change Analysis Parameters

Analysis Period l Last Day v J & Peri

Note: analysis period will be adjusted based on available undo
statistics.

Desired Undo Retention (s) Use Required Undo Retention

() Specify Undo Retention in Seconds

etent

|  OK || R cancel | tatist

Figure 9-30. EM Express undo analyzer

The Control Files option, as shown in Figure 9-31, provides details on control file space
consumption by various types and can also be used to back up the control file to trace.
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Figure 9-31. EM Express control files management
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User administration and access control can be done using the Users menu on the
Security tab, as shown in Figure 9-32. You can create, view, drop, or modify users and
manage privileges using this option.

ORACLE Enterprise Manager Database Express 12c

B (DBO04 (12.1.0.2.0) &~ Configuration ¥ & Storage ¥ % Secwity v B Peformance ¥

Common Users (j
T | (3 cresteuser  [§ Createlibe 3@ Dropser
[ create vser a | Account Status Expiraticn Date Default Tablespace Temporary Tablespace
3 createLie | ©f Mon Jul 7, 2014 6:52:34 AM SYSALRC TENP
of 2 SYSAUN O
"4 Sun May 2 USERS TEMP
- Sun May 21, 2017 3:20:16 AM®  USERS TEMP
o Sun USERS TEMP
oa Moa Jul 7, 03 SYSALX TEMP
oA Mon Jul 7, 2014 5 USERS TEMP

Figure 9-32. EM Express user management

Similar to users, roles can also be managed very easily using this GUI, as shown in
Figure 9-33.

Common Roles i)

Create Role 3 Drop Role

Create Role

3¢ Drop Role F
View Details
Alter Privileges & Roles
RS_ROLE
Grant Object Privileges
| e = —
| AQ_USER_ROLE

| AUDIT_ADMIN

Figure 9-33. EM Express roles management
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The Performance Hub is a set of metrics that helps you understand the health of your
database, as shown in Figure 9-34. It has multiple options and can assist you in drilling
down and identifying the root cause of a performance bottleneck.
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Figure 9-34. EM Express performance hub

Figure 9-35 shows the wait details for a particular duration, broken down into
various types of resources like CPU, I/0, network, etc.
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Figure 9-35. EM Express session activity details
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The Workload tab provides a detailed view on user calls, session details, and linked
SQLs, as shown in Figure 9-36.

Semnary | Ativli | Workluad | Morfsd 50U | ADOM | Cumest ADOM dags

Workbead Frofie S

UserCals | FamaCale | FedoSie | SQUTNet Curest Legons | LognBate  Opan Carvons

W Corant Lagans

Figure 9-36. EM Express workload details

The other very useful feature of the EM Console is the SQL Tuning Advisor. It
analyzes all the SQLs executed against the database and provides suggestions for tuning
with potential benefits, as shown in Figure 9-37.

G Rusge ™ L Secwty ™ [ Peformescs ¥

1M ANGHT Auts 11 e

Breakdonm by Fidng Trpe SO Profle Potential DS T Eeneli

.
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™

Figure 9-37. EM Express SQL Tuning Advisor

This concludes the discussion of EM Express. As you have read, EM Express is a very
effective tool for monitoring and will help you troubleshoot and analyze root causes.
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Command-Line Interfaces

Using the dbaascli utility, you can perform the following operations:
e  Change the password of the SYS user
e  Check the status of Oracle DataGuard configuration

e  Perform switchover and failover in Oracle DataGuard
configuration

e  Patch the database deployment
e  Recover a database
e Rotate the master encryption key

When you connect to the host (compute node) on Oracle Cloud using PuTTY, this
utility is readily available to you as the root or Oracle user. See Figure 9-38 for details on
how to log in.

root@cdb04:/home/opc

login as: opec

(Authenticating with public key "rsa-key-20160621"
[opc@cdb04 ~]§ sudo -3

[root@cdb04 opc)# dbaascli orec --args -listc
DBAARS CLI version 1.0.0

Executing command orec --args -listc

—--args : -listc

(OREC wersion: 16.0.0.0

Starting OREC
Logfile is /var/opt/oracle/log/CDB04/orec/orec_2016-11-25_09:12:52.1cg
Config file is /var/opt/oracle/orec/orec.cfg

DB name: CDBO4

OREC:: RUNNING IN MON DATAGUARD ENVIRONMENT

OREC:: Catalog mode: Disabled

Getting list backups...

OREC:: The dbaas backup policy is not running

OREC:: 1 backups found out of dbaas policy
->V-1611

OREC: :WARNING No DBaaS backups were found that match the backup policy.
[root@cdb04 opcl# l

Figure 9-38. DBaaS CLI

Patch management and recovery activities need to be performed as the root. All the
other activities listed here can be performed as Oracle user:

e Database restart
e  Password reset
e DataGuard switchover/failover

e Database vault enable/disable
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e Golden Gate replication setup

e Listener management, such as start/stop

e  Network security configurations, such as encryption
e TDE master encryption key change

As shown in Figure 9-39, you can get listener status using the dbaascli utility.

[root@edb0d4 opel# su - oracle
[ozacleBcdb04 ~]$§ dbaascli listener stacus
DBAAS CLI version 1.0.0

g command listener stactus

ng liscener
LSNRCTL for Linux: Version 12.1.0.2.0 Production on 25-NOV-2016 09:18:01
Copyright (c) 1991, 2014, Oracle. All rightas reserved.

Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=cdb04.compute-dbacloud.oraclecloud.internal) (PORT=1521))

LISTENER
Mlias
[Version n 12.1.0.2.0 - Production
Stazt Date
. 16 zec
vel

CH: Local OS5 Ruthentication

OFF
Listener Paramecer File /u0l/app/ocracle/product/12.1.0/dbhome_l/network/admin/liscensr.ora
Listener Log File /fu0l/app/oracle/diag/cnslans/cdb0d/1istener/alerc/log. xml

Liat 1¢ Endpoints Summary..

(DESCRIFPTION= (ADDRESS= (FROTCOCOL=tcp) (HOST=cdb04.compute~-dbaclond.oraclecloud.internal) (PORT=1521} ) )
ipec) (KEY=EXTPROC1521)))
(ADDRESS= (FROTOCOL=tcps) (HOST=cdb04.co te-dbacl
my_wallet_ directory=/u0l/app/oracle/product/12.1.0/dbhome 1/admin/CDBO4/xdb_wallet)) (Presentation=HTTF) (Session=
RAN) )

Services Summary. ..
Service "CDBO4.dbacloud.ozaclecloud.internal®™ has 1 instance(s).

Instance "CDBO4", status READY, has 1 handler (s} for chis service...
Service "CDBO4.dbacloud.oraclecl internalXDB" has tance(s).

Instance "CDED4"™, status READY, has 1 handler(s) his service...
Service "pdbl.dbacloud.oraclecloud.internal®™ has 1 in e (2} .

Inscance "CDS804", status READY, has 1 handler(s) for chis service...
The command completed successfully
[oracle@edbOs ~]§

ud,oraclecloud. internal) (PORT=5500) ) (Security=(

Figure 9-39. DBaaS$ CLI checking listener status

Similar to the dbaascli utility, raccli is also readily available when you do RAC
deployment in Oracle Cloud. raccli can be used for backup, recovery, patching, and
security management. This utility is covered in Chapter 4, “High Availability Options”.

oracle-dbcs-cli is available only for Linux and can be downloaded using your OTN
account, as shown in Figure 9-40.
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Figure 9-40. Oracle DBCS CLI download

With this utility, you can perform multiple management and operational activities:
e  Create: Create a new CDB in Oracle Cloud.
e Delete: Delete an existing cloud database instance.
e  List: Get the details of all/specific instance(s) in your domain.
e Patch Apply: Patch your cloud database.
e Patch Check: Check the prerequisites before you patch a database.
e  Patch Rollback: Roll back a patch.
e  Patch Status: Show the patch status for a database.
e Patch List: List all the patches you can apply to your database.

e Scaleup: Increase the compute capacity for the host of your
database instance.

You get much finer control when using command-line interfaces and can define
many configurations compared to using GUI options. Oracle official documentation on
oracle-dbcs-cli is very helpful for understanding the full potential of this command-
line interface. It is recommended that you refer to the documentation before using the
interface.
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SQL Developer

You can connect to SQL Developer by giving the information similar to what’s shown in
Figure 9-41. Once you are connected, you can perform all the operations similar to what
you do with your local (on-premise) databases. The same is true when using TOAD.

i § Oracle SOL Developer - Databases jws : ldeConnections%230rade_Cloud_DB,jpr

oo r—— ' fooce oocc oo ]
\aws o8 rira) B s <do0LCa... | Usermame frten |
Paseord Jasnsnssen ]
[¥] Sage Password [ Cormection Color
Oracke
Gomecimtpe | o e
Hostngeme [129.244.140.294 | -
Reperis = Fect 1521 ]
[ M regors oF s
+  Ow ety rrs e ——
{5 Dits Madeler Rieports o
(B OLAP Reparts [Clos [ rerberce []Prowy Connecton
{3 TmesTen Reports -
{3 User Defred Reports — L -
e Save Desr Test Camect Cancel

Figure 9-41. Connecting using SQL Developer

You can use SQL Developer to migrate data from a local database to the cloud
database or vice versa. You can also use this feature to move data from one cloud provider
to another, as shown in Figure 9-42.
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Source/Destination

Jo) Source/Destination | Source Connection: (B aws_o8 |
. Oblect Types Destination Connection: [E Orade_Cloud_DB |
\, Spedfy Objects Copy Ootions
T Specify Data (3) Objects Copy
w  Copy Summary OMW -
(e) Maintain Schemas () Consclidate Schemas
(O Tablespace Copy
[v] Copy DDL
() Do not replace existing destination objects
() Replace existing destination objects
[] Copy Data

["] Truncate destination data pefore copying

["]Proceed to summary.

Help

g
]

Figure 9-42. Database Copy wizard

This Database Copy feature is available from the Tools menu.
You can use the Clone PDB to Oracle Cloud option to move your PDB from the local
database to an existing database in Oracle Cloud, as shown in Figure 9-43.

B Oracle SQL Developer

A B ~ actions...
Name |value
1 CON_ID )
2 NAME LOCALPDE2

3 OPEN MODE READ WRITE
£ 12-HOV-16 09.09.08.789000000 AM +05:30

2 Drop Pluggable Database... gt e

- Deta Pump Clone Pluggable Database... choratape

@@PWW| [ oo i e DED825FSA6D14FDEOSTE6124113588E3
m @5”” dnplug Fluggabie Vatabase...

| m]_‘a Resource Mal  Create Sth Trigger 230395
@[ SQL Translaty Modify State...
&~ (£ Scheduler Clone PDB to Oracle Cloud..
- {3 Security T

Figure 9-43. Moving a clone PDB to Oracle Cloud
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SQL Developer is a free tool available from Oracle with very good features and is
cloud-ready as well.

DB Monitoring and Management in AWS

SQL Developer can be used to connect to the databases in AWS, as shown in Figure 9-44.
Once you're connected, you can perform activities as if it were a local database.

a New / Select Database Connection
Connection Name Connection Detais | Connection Name [AWS_DB
cud_doac)/frst-ows... |

Orade_Cloud_DB system®//129.144.27... P ord et

[v| Save Password D Connection Color

Oracle

Connection Type |Basic v| Role |default v|

Hostname aws-cdb0 1.ca3zd4bverj.us-west-2.rds, amazonaws.com

Port 1521

5)sID db01 ]
sgnkem__

[ ] 0S Authentication | | Kerberos Authentication | | Proxy Connection

Status : Success

Help Save Clear Test Connect Cancel
Figure 9-44. SQL Developer connection to Oracle in AWS

AWS RDS also provides a web GUI to monitor your databases running in RDS. You
can monitor a single database or select multiple databases under the same VPC to be
monitored together, as shown in Figure 9-45.
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Show Monitoring v

Show Mult-Graph View

Show Single Graph View

T Services ~ Resource Groups ~ %
RDS Dashboard
'l Launch DB Instance

| Instances

Clusters Filter: All Instances
Resernved Purchases Engh
Snapshots

v

Security Groups

Parameter Groups

Extemal Licenses

Show Latest Metrics View

- Status

avaiable

Endpoint aus-cdtes. caizdstveris.us -west-2. rds. anazenaus . con: 1521 ( authorized )

8  Ajarms and Recent Events Monitoring
t
Option Groups a S i oo
Subnet Groups
& | | Nov235:45am | Finished DB Instance CPU
Events backup
Event Subscriptions Nov 23 5:43 AM  Backing up DB instance Memory
Notifications Storage

Figure 9-45. AWS monitoring display options

This AWS-provided monitoring tool can capture multiple metrics, providing insight
about the database’s health. This covers CPU utilization, I/O details, session details,

storage consumption, and more (Figure 9-46).
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Figure 9-46. AWS monitoring metrics
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AWS RDS Monitoring Using OEM

OEM Express 12c is a very effective tool for database monitoring. You have seen how it
can be used for monitoring your database in Oracle Cloud. Along similar lines, you can
use it to monitor your AWS RDS databases. As the first step, you need to create an option
group, as shown in Figure 9-47.

[ T AWS ~ Services v |

RDS Dashboard A
il P Create Option Group

Instances
Clusters

Name CEM-access 0
Reserved Purchases
Snapshots Description ' ogwm sccess (1]
Security Groups Engine |oracle-se2 e
PAmor R Major Engine Version | 12.1 e

Extemal Licenses
| Option Groups

Subnet Groups

Figure 9-47. Using OEM Express to create an option group

Once you select the correct engine and version and create the group, you must use
this newly created group to set up OEM access with the Add Option button, as shown in
Figure 9-48.

AT Vatitee 5101 Srapatem
Wnion | Semegn Resawte | e

Figure 9-48. Using the OEM Express option, group details

201



CHAPTER 9 "' MANAGE AND MONITOR

Under Add Option, select OEM to enable access to your RDS database using OEM.
There are other options as well, as shown in Figure 9-49.

RDS Dashboard . Add Option

Instances
Clusters Option |- Select One - e
- Select One -
Reserved Purchases Apply Immediately | APEX
Snapshots APEX-DEV |
NATIVE_NETWORK_ENCRYPTION
Secunty Groups
OEM_AGENT ——]
Parameter Groups sSL OEM l
Extemal Licenses STATSPACK
Timezone
Option Groups UTL_MAIL
| XMLDB

Subnet Groups
Events

Event Subscriptions

Figure 9-49. Using OEM Express to enable OEM access

Select the security group. You can apply the changes immediately, which requires
database downtime, otherwise the changes will be applied during the next scheduled
maintenance window. See Figure 9-50, where the Apply Immediately option is selected.

L] ] AWS ~ Services ~
RDS Dashboard .
« Add Option

Instances
Clusters Option
Reserved Purchases Port
Snapshots

Security Groups

Security Groups
Parameter Groups
Extemnal Licenses
Apply Immediately
| Option Groups

Subnet Groups

OEM AN )
1158 L)
default

default (sg-723a791) (vpc-94553¢f0)
rdsdaunchavizand (59-2939bd4f) (vpc-9455340)

= Yes

No €

Figure 9-50. Using OEM Express and the add OEM option

To use this option group for database access, you need to modify the database
properties and set the option group to the newly created OEM group, as shown in

Figure 9-51.
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Database Options
Name of an Option Group that

Database Port  4u34 containg Opbons (e.g
Memcached. Oracie Enterprise
DB Parameter Group | defaull oracie-se2.12 1 . Manager) you want aftached 10
[ this DB Instance. If there arenl
Opion Group [oamsecess *] any oplon GROUDS Compatibie
- Select . with
Copy Tags To Snapahots | gefault oracle-5e2-12-1 udw”;eoﬂwm:dm'::‘:bz

ereated at Launch

Figure 9-51. Using OEM Express for mapping the OEM option group

Figure 9-52 shows that the database is unavailable and the changes are being applied
immediately.

© @ v OndeSETwe  awsodbdl (RRE,. OCawwetors  Hone b £2 miero WeBISSI0  No
ENuint: ssresbbt. ¢ ab: Sbens 34 .ot et ris amazoniet con 1511 | Baithicnized ) @
l  Configurasion Details Secunity and Network Imstance and I0PS Ercryption Details
ARN am: swsrdsuswest. Availabulity Zore -2 Instance Class db 12 mecro ) Encryption Enabled Ho
-3 2215400650971 db-aws-cdbl ) VPC Storage Type General Pupose (550
Engine Oracke SE Two 1210205 Subnet Group 0 10PS dnatied
£ Licerme Model License Inchuded Subnets Storage 10 GB
Created Time November 18, 2016 a1 11 53.42 AM
UTC+5:30
DB Name DBO1 Security Groups o
Usermame ninaj
Character Set ALX2UTFE Publicly Accessibie

Opfion Group default oracle. Writer Endpoint
oem-acces | & ) st
Parameter Group defaut orace 1(name) Port 1521
Copy Tags To Snapshots No Certiicate Authorlty  rds-ca-2015 Mar 5, 2020
Resource 1D db-
MAGBECOXZVS240NSCRUDAS]
D4

Availatulity and Durabelity Mairtenarce Detads
DB Instance Status modding Auto Minor Versson Upgrade  Yes
Mulsi AZ No Maintenance Window fri 08 375 0507
Automated Backups Enatled (7 Days Backup Window 00 00-03 00
Latest Restore Time  Hovemiber 28, 2016 at 11:11:21 AM Pending Mairienance Nene
UTC+5:30

Figure 9-52. Using OEM Express: OEM option enabling in progress

This includes the removal of the existing group and the addition of a new option
group. This activity can be done for multiple RDS databases to monitor them using OEM.
Once all the settings are completed, you are ready to use OEM to administer
your RDS database. The group linkage with the database option is visible, as shown in
Figure 9-53.

& v @ cemacess OEM acoess Oracke SE Two 121 OEM
Option Group Properties Options. Associated Instances and Snapshots.
ARN  am aws s us-west
2215400660031 0 em-access Name  Persistent  Permanerd  Port  Security Groups Version  Seffings Rescurce  Type
Opion Group Name  cem-actess N
Option Group Descripion DEM access OEM | Mo Mo s5g0 | etauk (G- awscdb0l  Instance

723279
Enging Hame cracie-sel
Major Engine Version 121
VPCID vpe-04553e0

Figure 9-53. Using OEM Express: option group linkage details
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To access the OEM, the link is https://<END POINT URL>:<Option group PORT>/
em/console/logon/logon.

Replace the endpoint URL for your database and the port number used for OEM, as
visible in the previous two figures.

https://aws-cdb01.xxxxx.us-west-2.rds.amazonaws.com:5500/em/
login?returnUrl=/em/console/logon/logon

You need to log in to the OEM using the master username and the password
provided at the time of database creation. There is no SYSDBA access provided in
Amazon RDS. OEM, as always, is a very powerful tool and provides lots of information
and metrics for your database, as shown in Figure 9-54.

ehed BATARAMGHT 4

Fast CFU At Seasioms Memmry Dt Steesge

Figure 9-54. Using OEM Express: the OEM dashboard

Figure 9-55 provides details for tablespaces for the RDS database. In a similar
fashion, you can explore all the metrics and drill down to collect more details for your
RDS database.

ORACLE Enterprise Manager Datsbase Evprass 43¢ el = L vanas | Legout O

R E-T-1-15Y

eeeee e}

Figure 9-55. Using OEM Express: table space details

AWS CloudWatch

AWS CloudWatch is another very effective tool that is readily available for monitoring, not
only for databases but also for all infrastructure components hosted on AWS.

You can search for CloudWatch by using the quick search menu that is present under
AWS Services (Figure 9-56).
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AWS services

[ cloud @ J
CloudFomation =
Create and Manage Resources with Templates

CloudFront

Global Content Delivery Network

CloudSearch
Managed Search Service

CloudTrail
Track User Activity and AP| Usage

CloudWatch

Monitor Resources and Applications

Elastic File System
Fully Managed File System for EC2

AWS loT
Connect Devices to the Cloud

Figure 9-56. CloudWatch services quick search

Multiple metrics are readily available. Based on your AWS services, you can decide to
set up your CloudWatch monitoring. As shown in Figure 9-57, you can configure an alarm
for CPU utilization or for any other parameter, as needed.
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Create Alarm x

1. Select Meric 2. Define Alarm

RDS ~[Q ; X I€ € 10160 Emenics )

Per-Database Metrics By Datsbase Class By Database Engine X ) Across All Databases e

RDS > By Database Engine
EngineName
oracie-sel
oraci-sel

¥ omcie-sel

oracie-se2
oracie-seld
oracle-sel
oracke-sel
- -
Title: CPUUtization # Average ~ - _N=Eul
w Time Range
| Relatve || Absokge | | UTC (GMT
From: | 12.05 hours ago
| To: | 0 hours ago
” Zoom: Th|3n|Bn| 12n] 1d] 3d] Tw] 2w
" I w Left Y-axis
200 |
| L || Limits
i J‘\__._,JL_.' A N N ey Min o Max
Weruserasen - v

=t corpt ibinrtn

Figure 9-57. Using CloudWatch to create an alarm

Figure 9-57 shows the CPU utilization details. Once a metric is selected for
monitoring, you can set the thresholds and set one or more actions that are expected to
be performed when the threshold is breached.

As shown in Figure 9-58, you can set an e-mail notification to the primary DBA group
when CPU utilization shoots up.
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Create Alarm

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshoid for your alarm. Use the graph on the right 10 heip set the This. alarm will trigger when the bive fine goes up to

appropriate threshold or above the red kne for a duration of 10 minutes
Name: cpy CPUUSEzaton == 50

Description: | Cpy utiization

Whenever: CPUUtiization

(=6 20
for: |2 consecutive peniod(s) |
Actions IR esyageE AMGIROS
Dafine What Acions 378 1aken When your Blam changes siate Engineame: | oracks as2
e e Metric Name: | CPUUtiization
Whenever this alarme | State s ALARM " Period: | § Miges +
Send notification to: | Prmary-DEA| sewciont © Statistic: @ Standard © Custom
Email list | i -5 imahajan@yahoo. con r. Avarage ¥

+ Notificaion | + AutoScaling Action

Cancel | Previous Create Alarm

Figure 9-58. Using CloudWatch to define an alarm

Once the alarm is created, an e-mail is sent to the intended recipient, as shown in
Figure 9-59. The respective user must confirm the subscription.

AWS Notification - Subscription Confirmation

Finance ™

AWS Notifications <no-reply@

F

You have chosen to subscribe to the topic:
arn:aws:sns:us-west-2:21540066093 1:Primary-DBA

To confirm this subscription, click or visit the link below (f this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. if you wish to remove yourself from receiving all future SNS subscription confirmation requests please
send an email to sns-opt-cut

Figure 9-59. AWS subscription confirmation notice
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Once the subscription is confirmed, confirmed users will receive e-mail notification
about violation of the threshold. A confirmation sample is shown in Figure 9-60.

amazon & Lo :
webservices® Simple Notification Service
Subscription confirmed!

You have subscribed nirajmahajan@yahoo.com to the topic:
Primary-DBA.

Your subscription’s id is:
arn:aws:sns:us-west-2:215400660931: Primary-DBA:48203647-1147-4F0b-a2ad-
a9b5753b4a44

If it was not your intention to subscribe, click here to unsubscribe.

Figure 9-60. AWS subscription confirmation message

You can see the details of the alarms that are set and modify/copy/delete them as
required. The alarm frequency in this case is five minutes, as shown in Figure 9-61.

o Ve s -
G v o e oo
e Al v x -

s Mame Treesnon Caontg e

o CPUURCbon = 53 & 10 mctey

Figure 9-61. CloudWatch alarm details

CloudWatch is a very handy tool and is readily available with AWS. You can use
it to monitor various parameters of database health as well as for other infrastructure
components. Remember, it is a paid option.
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DB Monitoring and Management Best Practices

The following list includes some of the monitoring and management best practices for
Oracle database running on Oracle Cloud and AWS:

Use on-premise tools whenever possible to save licensing costs
related to buying new tools on the cloud.

Use the latest versions of tools such as SQL Developer, TOAD, etc.,
as older versions do not have cloud DB support or cloud DB-
related features.

Use CloudWatch for monitoring at shorter intervals. Use a
notification service along with CloudWatch.

Use command-line utilities (such as DBaaSCLI and RACCLI) for
automation and a wide variety of features.

Use an OEM kind of tool to monitor and manage multiple
databases from a single screen.

Be careful while opening the required ports for tool access.

Summary

In this chapter, you learned how DB monitoring and management differs for a cloud
database and learned about the various tools and options available in Oracle Cloud and
Amazon Cloud.

After completing this chapter, you know about various tools like DBaaS Monitor,
EM Express, and command-line interfaces for Oracle Cloud databases. You read how
traditional tools like OEM and SQL Developer can be used for managing and monitoring
AWS and Oracle Cloud databases. Additionally, you now know about AWS-specific tools
like CloudWatch and AWS database metrics.
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Epilogue

Congratulations—you have reached the end of the book! Let’s do a quick recap of what
you learned in this book.

In Part I, you learned about cloud computing fundamentals that are essential for
becoming “The Cloud DBA” and in Part I, you learned how to manage Oracle database in
the cloud.

In Chapter 1, you learned the meaning of cloud computing, its benefits, challenges
associated with cloud computing, cloud computing service models, and deployment models.
At the end of that chapter, you gained a solid understanding of cloud computing basics.

In Chapter 2, you learned the meaning of cloud computing from a database
perspective by exploring Database as a Service (DBaaS) concepts and the various
deployment models and available offerings. You also learned when to choose which
offering from Oracle Cloud and Amazon Web Services (AWS). At the end, you read about
the various terminologies used in Oracle Cloud, AWS, and Azure. After completing Part I
(Chapters 1 and 2), you started Part II, where the actual implementation is covered.

In Chapter 3, you learned about the various provisioning options, supported editions
and versions, the available virtual machine types and available offerings, etc. At the end,
you created your first database in the cloud and connected to it using various tools.

In Chapter 4, you went through various high-availability options in Oracle Cloud and
AWS. You also learned how to implement Oracle RAC in Oracle Cloud and deploy Oracle
database in a Multi-AZ scenario. At this point in the book, you have a fair idea of how
Oracle high-availability is ensured in the cloud.

In Chapter 5, you went through various disaster recovery options in Oracle Cloud
and AWS. You learned how to implement Oracle DataGuard in Oracle Cloud, along with
how to switch over and reinstate a failed primary DB.

In Chapter 6, you learned the cloud security model and read about the key
considerations for Oracle database security in the cloud.

In Chapter 7, you learned about the most challenging job of database migration to
the cloud. This chapter covered migration considerations, migration options, and the
steps to migrating PDB to the cloud.

In Chapter 8, you learned how Oracle database backup, restore, and recovery works
in the cloud. You also saw a few examples of point-in-time recovery.

In this last chapter, you learned how to monitor your database in Oracle Cloud and
AWS. You also learned about various tools that are available for day-to-day administration
and looked at many of the features of these tools.

Thanks for reading this book. We hope this book was useful in enabling you to
become “The Cloud DBA”.

© Abhinivesh Jain and Niraj Mahajan 2017 211
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