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Introduction
Cloud adoption in the database world is growing very rapidly. Various research and
studies forecast the DBaaS and cloud database service market to grow at a compound
annual growth rate (CAGR) of more than 65% by 2019.
Currently available books cover either cloud computing or database administration,
but not both. This book bridges the gap. The book is divided into two parts. Part I covers
the cloud computing concepts and database as a service overview, whereas Part II covers
everything that is required for you to become a cloud DBA.
Part II starts from your first database provisioning in the cloud and then moves to
setting up Oracle RAC and DataGuard in the cloud. The chapter on database migration
to the cloud gives you in-depth details around how to plan and execute DB migration.
The chapter on DB security touches on the key security aspects that you should take
care for your cloud-based database. The backup and recovery chapter covers various
backup and recovery options in Oracle cloud and AWS. The manage and monitor chapter
covers details on all the tools that are useful for performing day-to-day monitoring and
administration. Part II covers DB administration aspects from the two most prominent
cloud providers—Oracle Cloud and Amazon Web Services (AWS).
This book has the right balance of theory and practical examples, along with the best
practices in each given area.
Database administrators, DB architects, and DB operations managers can use this
book to learn and understand the process of running Oracle database in the cloud.
Thanks for purchasing this book; we are confident that the knowledge you acquire by
reading this book will be worth your time and money. For any comments, suggestions, or
feedback, write to us at feedback@theclouddba-oracle.com.
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PART I

Cloud Computing
Fundamentals
To become Cloud DBA, you need to first understand the cloud concepts. Cloud
computing is very vast area and there are numerous books available in market.
Objective of Part I of this book is to give you “just enough” details of cloud
computing so that you can get started towards your journey to become The
Cloud DBA.
In Part I, there are 2 chapters.
Chapter 1 covers the overview of cloud computing. This is explained using
cloud computing definition, benefits, challenges, service models, deployment
models etc.
Chapter 2 covers overview of Database as a service (DBaaS) and how DBaaS
is provided in IaaS, PaaS, Public cloud and Private cloud. It also makes you aware
of key terminologies related to DBaaS.

CHAPTER 1

Introduction to
Cloud Computing
This chapter explains the definition and benefits of cloud computing. It also covers cloud
computing deployment models and service models. Finally, it covers the metering and
chargeback concepts. Tons of resources are available on cloud computing, hence the
objective here is to give you a high-level overview.

Overview
The origin of cloud computing is not known, and it has nothing to do with real “cloud”.
So why is it called cloud computing? The word “cloud” is a metaphor to indicate the
abstraction between the end user and the resources. Cloud computing is more of a
pay-as-you-go model, compared to a do-it-yourself (DIY) model. This can easily be
understood from an electricity example. You consume electricity and pay on the basis
of the number of units consumed. While using it, you are not concerned about how the
electricity is produced, distributed, or managed. Similarly, in cloud computing, you just
pay for computing resources for the duration of your use. You are not concerned with
how these computing resources are hosted or managed.
In database terms, you will get your database up and running very quickly. You don’t
need to worry about procurement of server, configuration, and installation of various
software, or with, maintaining the datacenter, infrastructure, hardware, or operating system.
In this book, you will first learn about the cloud computing concepts, followed by
“database as a service” details, and then you will learn about the major aspects of database
administration, including provisioning, HA and DR setup, monitoring, day-to-day
administration activities, and backup and recovery, all from the cloud perspective.

What Is Cloud Computing
Defining cloud computing is complex and many definitions exist. The official definition is
given by the National Institute of Standards and Technology (NIST).
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It’s essentially a web-based service for computing resources, including server,
network, storage, and applications. This service is ubiquitous and provided as
on-demand basis.

Benefits of Cloud Computing
Companies have traditionally believed in owning the assets and managing them on their
own, but this model meant large capital expenditure (CAPEX) and operating expenditure
(OPEX) costs. Another challenge with this traditional approach is related to meeting the
higher computing requirements due to a single business event. Buying extra hardware
and resources for handling spikes means waste of resources during the non-peak times.
The biggest benefit of cloud computing is saving on CAPEX related to infrastructure
costs. The various benefits are listed in Table 1-1.
Table 1-1. Cloud Computing Benefits

Category

Benefits

Provisioning

Faster provisioning makes cloud computing an ideal platform
for test and dev environments

Scalability

Scale up and scale out on-demand

Resource release

Faster resource release/scale down

CAPEX

No investment required for setting up the infrastructure

OPEX

Lower OPEX due to pay-as-you-go model

Availability

Highly available

Skill requirements

Lower skill required due to built-in automation

Accessibility

Accessible using web-based portal, hence it is ubiquitous

Challenges of Cloud Computing
There are many challenges related to cloud computing, some of the key ones are listed
here:
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•

Cost of service: While cloud computing is good for ad hoc usage, it
becomes more costly if you try to adopt it as the only solution for
all your hosting requirements.

•

Laws of the land: Local laws in various countries don’t allow you
to keep data on servers that aren’t in direct control of the data
owner. In a few cases, keeping data outside of a given country is
also not allowed.

•

Cloud interoperability: Moving things between different cloud
service providers is a very difficult task.

Chapter 1 ■ Introduction to Cloud Computing

•

Geographical presence: Cloud vendors do not have a presence
in all geographies, which means cloud computing becomes
infeasible for some customers.

•

Application certification: Not all applications are certified to run
in a cloud; this is one of the key challenges in cloud computing
adoption.

•

Lack of an integrated solution provider: Currently no single vendor
provides all the cloud services that any given organization needs.
For example, converged infrastructure as a service is provided
by Oracle, whereas physical hardware as IaaS is provided by IBM
SoftLayer.

•

Security: Security used to be the biggest challenge for cloud
computing, but this is less the case nowadays. Cloud service
providers get all security certifications and have a proven track
record. For example, AWS hosts the American Security agency’s
cloud computing infrastructure. Many organizations still perceive
cloud security as a major challenge.

Cloud Computing Service Models
•

Infrastructure as a Service (IaaS)

•

Platform as a Service (PaaS)

•

Software as a Service (SaaS)

SaaS

PaaS
IaaS

Abstraction Level

There are three commonly used service models (see Figure 1-1):

Figure 1-1. Cloud computing service models
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Infrastructure as a Service (IaaS)
IaaS providers supply physical/virtual machines, storage, firewall, load balances, VLANs,
etc. These are provided from a vast pool of resources. In IaaS, the consumer is responsible
for patching and maintaining the operating system and the application software. In
Oracle database context, IaaS means that the cloud service provider gives you the server,
network, storage, OS, and other software that is required to run Oracle. Sometimes,
Oracle software is preinstalled or the server comes with Oracle binaries. You are allowed
to bring your own software image.

Platform as a Service (PaaS)
PaaS providers give the dev environment like Dev toolkit (for example, Microsoft Azure
and Google App engine). In PaaS, the consumer is not responsible for managing the
underlying infrastructure and doesn’t administer the underlying cloud components such
as the operating system, database, etc. In Oracle database context, PaaS means Oracle
database as a service. Here, you don’t need to worry about installing Oracle or managing
the database server.

Software as a Service (SaaS)
In the SaaS model, the application is placed in the cloud by the SaaS provider. The
consumer is not responsible for managing the infrastructure and platform. In Oracle
context, SaaS means getting the entire database service from the cloud provider; you just
pay for usage. The schema as a service offering from Oracle Cloud is one example of SaaS.

Cloud Deployment Models
Cloud computing can be deployed in many ways and it all depends on the placement of
computing resources at the consumer’s location (on-premise), at cloud service provider’s
location, or at both locations. The current cloud deployment models are as follows:
•

Public cloud

•

Private cloud

•

Hybrid cloud

•

Community cloud

Public Cloud
This is most common deployment model. In this model, computing resources are present
in the cloud service provider’s datacenter and are shared with various consumers in a
multi-tenant architecture (Figure 1-2). The major advantage of this deployment model is
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that you don’t need to invest in H/W and effort in setting up the cloud. The disadvantage
is that you don’t have full control of your computing resources. You can’t use this model
when there are local laws that prevent you from keeping your data outside your premises.
The public cloud model is good option for startups and any organization that wants
to avoid CAPEX costs related to DB servers.

Infrastructure hosted at cloud providers end

Consumer 1

Consumer n

Figure 1-2. Public cloud example
Oracle database can be run on many public cloud providers; however the prominent
players are as follows:
•

Oracle Cloud

•

Microsoft Azure

•

Amazon Web Services (AWS)

In the public cloud model, database related services are provided in all three service
models (IaaS, PaaS, and SaaS). Oracle provides the following services in Oracle cloud:
•

Oracle Database Cloud Service, Virtual Image: IaaS offering to run
Oracle database

•

Oracle Database Cloud Service: IaaS/PaaS offering to run Oracle
database

•

Oracle Database Exadata Cloud Service: IaaS offering for running
Oracle on Exadata machines

•

Schema as a Service: SaaS offering to run Oracle database

Microsoft Azure provides IaaS service where you can run Oracle database on virtual
machines hosted in their cloud.
AWS provides the following services for Oracle database:
•

EC2 Instance: IaaS offering

•

Relational Database Services (RDS): SaaS offering to run Oracle
database
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Cloud service providers continuously add enhancements, hence it is recommended
that you check the cloud service provider’s portal to get the latest offerings.

Private Cloud
In this deployment model, computing resources are placed on-premise. There is one
more option here in which computing resources are placed at the cloud provider’s
premises, but all of these are dedicated for consumers (Figure 1-3). The major advantage
of this model is that you have full control of your resources and you can meet any local
laws requiring data be kept in your datacenter. The disadvantage is related to the effort
needed for private cloud setup.

Infrastructure hosted at customer end and cloud
computing concepts are implemented

Consumer

Figure 1-3. Private cloud example
Database private cloud setup is done mostly in house, where companies use
commodity server or converged infrastructures like Oracle Exadata, VCE Vblock, and
IBM Pure app to host DB servers in a consolidated fashion. Oracle OEM 12c/13c cloud
control is used to mimic a cloud-like setup where a self-service portal is created for quick
provisioning and a chargeback module is used for metering and billing. In this model,
planning, implementation, and on-going maintenance is handled by the company itself.
Private cloud is good option for organizations that want to get ROI from their CAPEX
investments done and where hosting in a public cloud is not an option due to compliance
requirements.

Hybrid Cloud
This deployment model provides the best of the public and private cloud options. In
this model, consumers use both a public cloud and private cloud to cater to different
requirements (Figure 1-4). For example, some applications can’t move to a public cloud
since they are running on end-of-life software, so they remain in a private cloud.
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This model is the future of cloud computing and world is moving toward it.

Some applications are hosted in Public cloud

Consumer

Some applications are hosted in Private cloud

Figure 1-4. Hybrid cloud example
In the hybrid cloud model, some of the databases run on-premise and some are
hosted in a public cloud.
The public cloud does not offer support for all database versions. You can’t run
Oracle 10g on Oracle cloud, so you have to keep such databases in your own private
cloud/datacenter.
Similarly, you might want to keep your extremely complex and mission-critical
databases in your datacenter rather than host them in a public cloud.
A hybrid cloud is good for situations where you can selectively move some of your
workload into a public cloud while retaining others on-premises.

Community Cloud
In the community cloud model, cloud infrastructure is provisioned for the community.
Here community refers to organizations that have shared objectives. This cloud
infrastructure might be managed by one or more organizations that are part of
community or by some third-party provider.
This cloud deployment model is not very popular, but it does fall into the official
NIST definition, hence it is mentioned here.
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Metering and Chargeback
Metering refers to the measurement of resource use, whereas chargeback is related to
charging based on that metering. These two ideas are essential characteristics of cloud
computing. They are always present in the public cloud deployment model, but are
optional in the private cloud deployment model.
The metering and chargeback concepts can best be understood by considering the
analogy of electricity use in your home. You have a meter that monitors all your energy
consumption and then you are charged for the number of units consumed in a given
period. While electricity consumption has only one metric, cloud computing has many,
including the number of virtual machines, the type of virtual machines, storage, I/O, etc.
The metering and chargeback model in cloud computing is similar to the pay-asyou-go/pre-paid model used in the mobile industry.
Consider this Oracle example. Oracle database pricing (chargeback) is divided into
two categories:
•

Metered: A pay-as-you-go model where no upfront payment is
required and invoices are generated on a monthly basis for actual
use on an hourly basis.

•

Non-metered: A monthly pricing. Per hour pricing is not
applicable here.

Within each of these categories, there are three options:
1.

Oracle Database as a Service

2.

Oracle Database Exadata cloud service

3.

Oracle Database Virtual Image

In Oracle Database as a Service, Oracle software is installed and Oracle database is
created using the option you provide. The database management tools are available for
backup, recovery, and patching.
In Oracle Database Virtual Image, you get Oracle software pre-installed on Oracle
cloud virtual machine. Database instances are not created automatically, but you can do
that using DBCA or manually. Here, you don’t get any additional cloud tools.
In the Exadata cloud service, you get Exadata quarter, half, and full rack in a hosted
environment.

Summary
This chapter covered the basics of cloud computing, including the deployment models—
public cloud, private cloud, hybrid cloud, and community cloud—as well as the service
models—IaaS, PaaS, and SaaS. Finally, it covered the metering and chargeback concepts.
The next chapter considers these concepts from the database perspective.
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CHAPTER 2

Introduction to Database
as a Service
In the last chapter, you learned the basics of cloud computing, so now let’s see what cloud
computing means from the database perspective. In this chapter, you will learn about
the database as a service (DBaaS) concept, including ways to implement it, public cloud
offerings around it, and private cloud offerings around it. You will learn about DBaaS as
Infrastructure as a service, DBaaS as Platform as a service, and DBaaS in the managed
service model. You also learn about the basic terminologies related to prominent cloud
providers and the methods and guidelines for choosing the right cloud provider for your
DBaaS implementation.

What Is Database as a Service?
As described in the previous chapter, there are three service models for cloud
computing—IaaS, PaaS, and SaaS. Recently many new “as-a-service” terms came into
existence and cloud computing has become a synonym of XaaS, where X is anything.
Database as a service, also known as DBaaS and very occasionally DaaS, is the most
important from a DBA perspective. As the name suggests, it is about providing database
services, such as DB servers, database and schema as a service. DBaaS is offered in IaaS,
PaaS, and SaaS models.
There are many cloud service providers that allow you to host Oracle databases. The
key players are as follows:
•

Oracle

•

Amazon Web Services (AWS)

•

Microsoft Azure

© Abhinivesh Jain and Niraj Mahajan 2017
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■■Note More and more providers are being added, so it is recommended you check the
latest updates before doing cloud implementation.
You can provision Oracle database with any of these mentioned cloud providers. It
is recommended that you use a public cloud provider that is certified and supported by
Oracle. Refer to Oracle-approved cloud service providers at http://www.oracle.com/us/
corporate/pricing/cloud-licensing-070579.pdf.
In next section, you will see various offerings provided by these vendors. These are
explained using the examples of Oracle, AWS, and Azure cloud, which provide Oracle
databases in the cloud.

DBaaS Public Cloud Offerings
DBaaS in the public cloud is offered both as an Infrastructure as a Service (IaaS) and as
a Platform as a Service (PaaS). The following section explains the current offerings from
Oracle and AWS. These are current as of writing this book. It is said that cloud offerings
change on weekly basis, hence it is advised that you check the latest offerings before
selecting anything.

Oracle Public Cloud Offering
Oracle offers the following three DB-related services in the cloud. They are all categorized
into Platform as a Service, except for Oracle Database Virtual Image option, which is an
IaaS offering.
•

Schema as a Service

•

Database as a Service

•

Oracle Database Cloud Exadata Service

Let’s take a deeper look at these three offerings.

Schema as a Service
In this scenario, you can get one schema of 5, 20, or 50GB. This schema is encrypted and
created on an 11g (11.2.0.4) database. This is fully managed by Oracle. As a DBA, you
don’t need to perform any administration tasks.
To access and work on this schema, you get three options—via APEX, by using
RESTful web services, or by SQL Developer. You don’t get direct connectivity using
SQL*Net. You can load data in this schema using SQL developer or APEX, or you can
export the data from this schema.
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This service runs on Exadata and it is very good for faster application development
and deployment where you don’t want to manage any database aspects. It is highly
scalable and available.
Some of the limitations of this offering are as follows:
•

No instance-level changes allowed

•

No access to underlying hardware or OS

•

No storing of files on a filesystem

•

No installation of any application

•

No access using Oracle net services

Database as a Service
In this service, you have two service levels (Figure 2-1).

Figure 2-1. Service levels in Oracle database cloud service

Oracle Database Cloud Service: Virtual Image
In this offering, you get Oracle software pre-installed on Oracle cloud virtual
machine. You can get started by simply creating the database using DBCA or using a
silent installation. This is more of IaaS offering, but Oracle classifies it as PaaS since
Oracle binaries are also preinstalled. Here, all the DB maintenance operation is your
responsibility. Besides using Oracle’s given tools, you can use third-party tools and
custom scripts to manage your database.
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Oracle Database Cloud Service
In this offering, you get software along with Oracle database. This database is created
as per the specifications you provide. This option also gives you cloud tools for doing
backups, recovery, patching, upgrading, and monitoring. These tools are as follows:
•

bkup_api

•

orec subcommand of the dbaascli utility

•

dbpatchm subcommand of the dbaascli utility

•

DBaaS monitor

•

raccli utility

Database provisioning is explained in the next chapter and the tools are covered in
Chapter 9, “Manage and Monitor”.
In both of these service levels, you have two billing options:
•

Hourly

•

Monthly

From a DB version perspective, you have three choices:
•

Oracle database 11g R2 (11.2.0.4)

•

Oracle database 12c R1 (12.1.0.2)

•

Oracle database 12c R2 (12.2.0.1)

From an Edition perspective, you have four choices:
•

Standard Edition (SE): Full database instance with up to 16
OCPUs

•

Enterprise Edition (EE): Comes with all standard features of
Enterprise Edition (EE), plus DataGuard and Transparent Data
Encryption (TDE)

•

High Performance: Comes with all EE packs and options except
RAC, RAC One node, in-memory, and Active DataGuard

•

Extreme Performance: Comes with all EE packs and options
except RAC One node

From a compute perspective, you have several combinations of RAM and OCPUs
(Oracle CPUs) to choose from. See Table 2-1.
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Table 2-1. Oracle Virtual Image Shapes

Category

Shape Name

Size

General Purpose

OC3

1 OCPU, 7.5GB RAM

General Purpose

OC4

2 OCPUs, 15GB RAM

General Purpose

OC5

4 OCPUs, 30GB RAM

General Purpose

OC6

8 OCPUs, 60GB RAM

General Purpose

OC7

16 OCPUs, 120GB RAM

High Memory

OC1M

1 OCPUs, 15GB RAM

High Memory

OC2M

2 OCPUs, 30GB RAM

High Memory

OC3M

4 OCPUs, 60GB RAM

High Memory

OC4M

8 OCPUs, 120GB RAM

High Memory

OC5M

16 OCPUs, 240GB RAM

Oracle Database Cloud Exadata Service
In this offering, you get database hosting on Exadata machines on Oracle cloud. This is
very useful for mission-critical databases where you need consistently good performance.
There are three configuration options:
•

Quarter rack: Two compute nodes and three storage cells

•

Half rack: Four compute nodes and six storage cells

•

Full rack: Eight compute nodes and 12 storage cells

Each compute node comes with a fixed amount of memory, network, and storage;
however, you are allowed to enable extra CPU cores as per your need.
As per IaaS offering norms, you don’t get access to underlying hardware, storage
cells, and InfiniBand.
In Exadata service, you can deploy as many instances as you want. It comes with all
Enterprise Edition features, options, and packs, along with cloud tools for performing
common database administration tasks.
You have full control of the database and you are responsible for performing
database backups, recovery, and all other DB administration tasks. Oracle is also
offering this Exadata Service under a cloud platform with the option to host Exadata
on-premise. This is really helpful for expanding the scope of public cloud based DBaaS
to the business-critical applications addressing the concerns related to security and data
hosting locations.
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Oracle Cloud Choices
Table 2-2 explains Oracle Database Cloud options with scenarios.
Table 2-2. When to Choose What in Oracle Cloud

Oracle Cloud Offering

Ideal For

Schema as a Service

When you need database platform for faster application
development or deployment and you don’t want to do
database administration related tasks

Oracle Database Cloud
Service

When you need a database server with preconfigured
Oracle instance and various tools for automated
maintenance tasks

Oracle Database Cloud
Service: Virtual Image

When you need a database server with Oracle software
installed but no database created

Exadata Service

When you want high performance and various Exadata
features in the cloud or you are migrating your database
hosted in on-premises Exadata

AWS Public Cloud Offering
Amazon Web Services (AWS) is a cloud computing platform from Amazon. Oracle
database was first made available in AWS in 2006. Oracle on AWS can be deployed in two
ways:
•

On Amazon Elastic Compute Cloud (EC2)

•

On Amazon Relational Database Services (RDS)

All the DBaaS offerings, from Oracle Cloud or from AWS, have on-demand
scalability that helps in meeting storage, processing power, and memory requirements.
Since database is hosted in the cloud, you have high-availability options like Multi-AZ,
which is discussed in Chapter 4.

Oracle DB on Amazon EC2
Amazon EC2 is an IaaS offering, hence you get full control of the OS, Oracle software
installation and configuration, and all the other database administration tasks. This is
good if you want to run old Oracle database versions (e.g., Oracle 10g) or you want to have
full control over database deployment. The following are key highlights of this offering:

16

•

Easy to set up

•

Highly reliable

•

High availability

•

Full control for the consumer
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•

Easy integration with other AWS offerings such as S3

•

Easy scalability

Oracle DB on Amazon RDS
Amazon RDS is the relational database services offering from Amazon. The following are
key highlights of this offering:
•

Easy to set up: You can bring up Oracle instance in a few minutes.

•

Easy administration: AWS manages your installation, backup,
recovery, software patching, minor upgrades, monitoring,
snapshots, and automatic host replacement.

•

Easy scalability: Quick scalability by clicking of few buttons.

•

High availability: Uses Multi-AZ (availability zones).

•

Good performance: Availability of 32vCPU and 244GB RAM
compute machine, along with SSD backend storage, helps meet
performance requirements.

•

Security: Uses Transparent Data Encryption and Virtual Private
Cloud.

The following are some of key Oracle features that are not supported in Amazon
RDS. For a complete list and the most up-to-date information, refer to http://aws.
amazon.com/rds/oracle/.
•

DataGuard and Active DataGuard

•

Real Application cluster (RAC)

•

ASM

•

Database Vault

•

Oracle Enterprise Manager (OEM) Grid Control

Supported Versions and Editions
Only Oracle 11gR2 and Oracle 12c are supported in Amazon RDS.
The following Oracle editions are supported in Amazon RDS. These are dependent
on the licensing model.
•

Standard Edition: Bring your own license (BYOL)

•

Standard Edition One: License included and BYOL

•

Standard Edition Two: BYOL

•

Enterprise Edition: BYOL
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AWS Choices
Table 2-3 describes the scenarios when you should choose hosting Oracle DB on EC2
or RDS.
Table 2-3. When to Choose What in AWS

Choose

When

Amazon EC2

•

You want to run older software versions that are not supported
in RDS.

•

You want full control over database installation and
configuration.

•

Your database size exceeds the current maximum allowed in
RDS.

•

You have DBAs who can manage the database in the cloud.

•

You want to bring your own license (BYOL) for running Oracle
database in EC2.

•

You do not want to do regular database administration
tasks and want to focus only on performance tuning and
application-related tasks.

•

You do not want to spend effort in manually configuring the
DR solution, like Multi-AZ.

•

You want to use Oracle Standard edition One with the licenseincluded model. There are many edition options available with
BYOL, but this particular option is only available in Amazon
RDS.

Amazon RDS

Microsoft Azure Public Cloud Offering
Oracle database is certified and supported on Microsoft Azure Cloud. Microsoft Azure
platform provides only an Infrastructure as a Service (IaaS) offering for running Oracle
databases. As part of this, Microsoft provides options for selecting virtual machines,
storage, and virtual networks.

Supported Versions and Editions
You get these two options in Azure (Figure 2-2):
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•

Oracle database 12.1.0.2 Enterprise Edition

•

Oracle database 12.1.0.2 Standard Edition
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Figure 2-2. Microsoft Azure offerings for Oracle database
Microsoft Azure stopped the pay-as-you-go model for Oracle DB and now only
supports bring-your-own-license (BYOL). Since Azure Cloud has less functionality for
Oracle database hosting, it is not covered in this book.

DBaaS in Private Cloud
DBaaS in a private cloud means setting up your own cloud using your own infrastructure.
This is useful because you have full control of the entire infrastructure and the end user
gets all the cloud computing benefits.
DBaaS in a private cloud can be set up either by some consulting partner such as
Oracle consulting or by your own in-house IT team.
Oracle Enterprise Manger 12c (OEM) and OEM 12 Cloud management pack features
and options are used to enable self-service portal, metering, and chargeback, as well as
managing the database lifecycle.
Oracle database 12c multi-tenant feature is a very good option for setting up a
private cloud.
A private cloud can be set up on a traditional infrastructure, on a converged
infrastructure like Vblock, or on engineered system like Exadata, Supercluster, etc.
Oracle Virtual Machine (OVM) can be taken for virtualization. The DBaaS in a private
cloud offering is very challenging compared to DBaaS in Public cloud since you are
responsible for configuration and for on-going maintenance.
This is good option for organizations that can’t move their databases to the cloud
due to security and compliance issues.

DBaaS in Managed Services Model
Managed services means that cloud service providers are responsible end to end for
managing and maintaining your database.
Oracle Database Exadata Express Cloud Service and AWS’s RDS offering are
examples of managed services. As of the writing of this book, Oracle is yet to release
managed services offerings for Oracle databases in a non-Exadata environment.
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Getting Started with Database as a Service
Now that you understand the DBaaS concepts and various offerings from Oracle,
Microsoft, and AWS, it’s time to look at what you need to get started. Before you start your
DBaaS implementation, you need to do the following three things:
1.

Select your vendor.

2.

Select the services.

3.

Choose the right subscription.

Selecting Your DBaaS Vendor
Vendor selection depends on many factors, but the following three factors are the most
important when choosing the right vendor:
•

Services offered by vendor

•

Features supported by vendor

•

Price

Cloud provider selection requires detailed analysis and it is beyond the scope of
this book.

Selecting the DBaaS Services
Each cloud provider provides many offerings around Oracle database, so it becomes very
important to choose the right services.
Table 2-4 details the offerings around various cloud service models.
Table 2-4. DBaaS Offerings Around Various Cloud Service Models

Cloud Service Model

Offerings

IaaS

Oracle Database Virtual Image, Oracle Database Exadata
cloud service, AWS EC2 instance, Azure Virtual machine

PaaS

Oracle Database as a Service

SaaS

Oracle Schema as a Service, Amazon RDS

Choosing the Right DBaaS Subscription
Each cloud service provider has its own method of metering and chargeback, hence it
is extremely important to choose the subscription based on your business needs. For
example, for learning purposes, trials or free subscriptions come with certain restrictions.
For long-term use, the pre-paid option is usually cheaper than the pay-as-you-go model.
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Getting Acquainted with the Basic Terminology in
Database as a Service
This section lists the basic terminology and descriptions of each term. These terms are
frequently used in the DBaaS world, hence you should make yourself familiar with them
before you start using DBaaS. These terms are explained in relevant chapters as well.

Oracle Cloud Terminology
•

Service levels: Refers to the options that Oracle cloud offers

•

Virtual image: The virtual machine

•

OCPU: Refers to Oracle CPU, which is equivalent to one physical
core of an Intel Xeon processor

•

Cloud storage: Storage option present in the cloud

•

Subscription: Registration for Oracle cloud service

•

Region: Refers to the geography where the datacenters are present

•

Compute: Refers to CPU, memory, network, and storage

•

Console: GUI to access and manage Oracle cloud service

•

Shape: Virtual image sizes

Amazon Web Services Terminology
•

EC2 instance: Refers to the virtual machine

•

RDS: Relational Database Services

•

Region: Refers to the geography where the datacenters are present

•

EBS: Block Storage in AWS

•

AZ: Availability Zone

•

DB Instance Class: Same as shape in Oracle Cloud

•

BYOL: Bring your own license

•

DB Engine: Standard Edition or Enterprise Edition

•

VPC (Virtual Private Cloud): Virtual datacenter in AWS
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Microsoft Azure Terminology
•

Virtual Machine: Compute resources provisioned using
hypervisor

•

Storage account: Storage provided by Azure; requires you to create
one or more storage account

•

Subscription: Registration for Azure cloud services

•

Classic/old portal: https://manage.windowsazure.com/ is
referred to as the classic portal.

•

New portal: https://portal.azure.com/ refers to the new portal

Summary
In this chapter, you learned the meaning of DBaaS, read an overview of DBaaS offerings
given by the top three cloud service providers, and learned about the benefits and use
cases of each of these offerings. You learned about how to choose which offering, read
about the supported versions and editions, and learned the basic terminology related to
DBaaS.
The next chapter covers the provisioning options in Oracle cloud and Amazon cloud.
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PART II

Database Administration
in Cloud
Part II of this book covers all aspects of Oracle database administration in cloud.
It consists of 7 chapters, brief overview of each of the chapter is given belowChapter 3 covers the provisioning of Oracle database in cloud.
Chapter 4 covers the High availability options like- RAC setup in cloud.
Chapter 5 covers the Disaster recovery options like- DataGuard setup, Multi
AZ deployment in cloud.
Chapter 6 covers Database security aspects.
Chapter 7 covers Database migration to cloud.
Chapter 8 gives details around Database backup and restore approaches for
cloud based database.
Chapter 9 covers Database management and monitoring approaches and
different tools available for performing Database management activities.

CHAPTER 3

Provisioning
In this chapter, you go thru database provisioning in Oracle Cloud and AWS. You will
learn about the various options that you can select during database provisioning. Some
configurations, like backup configuration for Oracle Cloud, if not done during database
creation, will never be available for modification. GUI-based provisioning is a simple and
quick way to create your database with AWS and Oracle Cloud.

Database Provisioning Overview
Creating Oracle database and making it available for end users is called provisioning the
database. Provisioning can be as per specific requirements or can be completed for a
standard offering. In the context of DB provisioning for cloud based offerings, it is usually
a standard offering with very little room for customization. All the customization can be
done by the respective support team after it is made available to them.
You might have done DB provisioning multiple times for non-cloud based databases.
In such cases, the approach could be completely manual or partially automated. It can
be completely automated as well and is called a factory-based approach, where the
standard set of activities are performed via automation and a standard DB installation is
completed.
For cloud-based DB provisioning, you must get the requirements from the user/
client with minimal interaction and in the minimum amount of time. A self-service portal
is key to meeting this requirement.
Also for non-cloud based provisioning, the turnaround time can be long, as it
may involve budgeting, purchase, hardware shipping, OS, storage, and other required
configurations. Some of these steps can be skipped if the target is to create the DB on a
Virtual Machine (VM) or on a logical partition (LPAR). For cloud-based DB provisioning,
on the other hand, you need to be ready with requirements for CPUs, OS, storage, and
other hardware and software needs. On receipt of the request, the DB provision is
completed quickly, usually in minutes, not days.
In the next section, you go thru a step-by-step process for provisioning Oracle
database with two prominent cloud service providers—Oracle Cloud and Amazon Web
Services.
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Most of the cloud service providers do not support Oracle database 10g or below.
The cloud-based provisioning is limited to 11g or 12c databases only. There are various
offerings, including:
•

Database instance (11g)

•

Pluggable database (12c)

•

Schema service

Database Provisioning in Oracle Cloud
This section describes the step-by-step process for provisioning Oracle database using
Oracle Cloud services. At a high level, this can be divided into the following steps.
1.

Create Oracle Cloud subscription.

2.

Select Oracle Database Cloud offering.

3.

Create the service.

Let’s look at these steps in detail.

Creating Oracle Cloud Subscription
To start with, you learn how to provision a database using Oracle Cloud service and create
a pluggable database. As the first step, you need to subscribe to Oracle Cloud service.
Go to https://cloud.oracle.com/home
Login to your Oracle account or create one if you don’t have Oracle account. Oracle
Cloud subscription is used by Oracle to promote new offerings and make subscribers
aware of new features added to the service. You may also get invites to webcasts and
events, in order to keep updated.
To create a database, you need to click on Database under the Platform (PaaS)
category, as shown in Figure 3-1.

Figure 3-1. Oracle Cloud PaaS offering
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There are two offerings available. The Database as a Service option will let you create
database instances, whereas the Database Schema Service option will let you create a
schema to be used as per your requirements.
You need to provision a database, so select Database as a Service, as shown in
Figure 3-2. Note that Oracle offers a free trial service to help you explore many features
without any cost.

Figure 3-2. Oracle Cloud Database as a Service offering
As the next step, you need to sign up for the subscription of Oracle Cloud services.
Fill in the required details to move to the next step, as shown in Figure 3-3.

Figure 3-3. Oracle Cloud subscription form: contact details
Also provide the correct contact details, like your phone number, which is required
for verification. Provide the name for your domain, which will be used for the database as
well as for other Oracle Public cloud services, as shown in Figure 3-4.
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Figure 3-4. Oracle Cloud subscription form: contact verification details
Once you have provided all the mandatory information in the required format, you
will receive a success message, as shown in Figure 3-5.

Figure 3-5. Oracle Cloud subscription form completion
This will trigger an e-mail to the account you provided earlier, where you will have
the link for your account and service administration. You will also be provided with a
temporary password, which needs to be changed upon the first login. See Figure 3-6 for
the details.
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Figure 3-6. Oracle Cloud subscription: ACCESS details
You can also set a security question, your timezone, and any language preferences
and then continue.

Selecting Oracle Database Cloud Offering
Now you are ready to create your database using Oracle Public cloud services. Select
Oracle Database Cloud Service, as shown in Figure 3-7 from the multiple service offerings
that are available.

Figure 3-7. Choose Oracle Cloud Service
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You can choose to follow the tutorials or directly jump to DB creation by clicking Go
to Console button, as shown in Figure 3-8.

Figure 3-8. Oracle Database cloud: welcome page

Creating the Service
Once you’re inside Oracle Database Cloud Service, you have to click on the Create Service
button to start the DB provisioning process, as shown in Figure 3-9.

Figure 3-9. Oracle Cloud: create service process
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Service creation is five-step process:
1.

Subscription

2.

Release

3.

Edition

4.

Configuration Details

5.

Confirmation

Let’s look at each of these steps in detail.

Subscription
As shown in Figure 3-10, there are options to either create a virtual image and then create
the DB manually using the preinstalled binaries, giving you high flexibility for setting
your database configurations. Otherwise, you can opt for Oracle Database Cloud Service,
where you will provide your requirements via a wizard and create a DB instance quickly.
For now, let’s choose the wizard based approach with the monthly billing frequency.

Figure 3-10. Oracle Cloud: service level and billing process
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Release
As the name suggests, in this step you have to decide on the DB release to be used, as
shown in Figure 3-11. The supported release versions are 11g and 12c only, both running
on Oracle Linux platform.

Figure 3-11. Oracle Cloud: selecting the release

Edition
The next step is to select the database edition; you have four options:
•

Standard Edition: Use the Standard Edition features for your
cloud DB

•

Enterprise Edition: Contains all the components of Oracle DB

•

Enterprise Edition – High Performance: Use the Enterprise
Edition features for your cloud DB with enterprise management
pack, excluding RAC, RAC One Node, In-Memory, and Active
DataGuard

•

Enterprise Edition – Extreme Performance: Use all the Enterprise
Edition features for your cloud DB with enterprise management
pack, excluding RAC One Node

Make a selection, as shown in Figure 3-12.
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Figure 3-12. Oracle Cloud: software edition selection
The next stage is where all the details are collected for the DB to be created. This
includes service, database, backup, and recovery configuration, along with a few
more details.

Service Configuration Details
This is where you provide the service name, description, hardware requirement (shape),
timezone, and SSH public key for secure connectivity. See Figure 3-13.

Figure 3-13. Oracle Cloud: service configuration
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There are multiple standard options (as shown in Figure 3-14) for choosing hardware
configuration, which is called shape, in Oracle public cloud context.

Figure 3-14. Oracle Cloud: shape option
Next is database configuration, which is where you provide the storage requirements,
password for administration, SID, PDB name, and character set information, as shown in
Figure 3-15.

Figure 3-15. Oracle Cloud: database configuration
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The next section, as shown in Figure 3-16, is about backup and recovery. This
information is covered in detail in Chapter 8, “Backup and Restore”.

Figure 3-16. Oracle Cloud: backup and recovery configuration
Once you provide all this information, a summary, as shown in Figure 3-17, is
displayed so that you can review the provided details before submitting the actual
database creation request.

Figure 3-17. Oracle Cloud: summary screen
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You are now at final lap for provisioning your database in Oracle Public cloud, as
shown in Figure 3-18.

Figure 3-18. Oracle Cloud: create option
Once you click the Create button, the request is submitted for creating your
database. The progress is updated under the Services page, as shown in Figure 3-19.

Figure 3-19. Oracle Cloud: service creation status
It takes around half an hour to get your database ready. Once it’s ready, public IP and
port information is available at the service page, as shown in Figure 3-20.

Figure 3-20. Oracle Cloud: service details

Accessing Your Database
You can access your database with different methods, including local SQL Plus, SQL
Developer, DBaaS monitor, APEX, and EM Console. See Figure 3-21.
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Figure 3-21. Oracle Cloud: database access option
You now need to enable access rules for DBaaS and DB Listener so that you can
access your database using DBaaS Monitor and SQL Developer, as shown in Figure 3-22.

Figure 3-22. Oracle Cloud: enable access rules
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The next step is to access your database in Oracle Public cloud as any other onpremise database using SQL Developer by providing the proper connection details. Your
hostname is the public IP of your database. See Figure 3-23 for more details.

Figure 3-23. Oracle Cloud: DB access using SQL developer
Now you can access your database like any other database and run queries, as
demonstrated in Figure 3-24.

Figure 3-24. Oracle Cloud: query execution in DB
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Database Provisioning in AWS
In this next section, you learn about how to provision Oracle database using Amazon Web
Services (AWS).
AWS has an offering under Relational Database Services (RDS) where you can create
your Oracle database. There is also option to create your database using EC2.
For this example, DB creation using RDS is covered. RDS is a managed service
offering where Amazon handles most of the administration tasks, including DB backup,
space allocation, etc.
To provision a database using AWS RDS, go to http://aws.amazon.com/ and sign up
or sign in by providing the required details.
As the next step, select RDS under Database from the Amazon Web Services page.
RDS is the managed Relational Database Service offering from AWS. Select Launch
DB Instance from the Instances menu to start the DB provisioning steps, as shown in
Figure 3-25.

Figure 3-25. AWS RDS: launching the DB instance
It is four-step process
1.

Engine Selection

2.

DB environment specification

3.

Specifying the DB details

4.

Configuring the advanced settings

The details of each of these steps are covered in the following sections.

Selecting the Proper Engine
Select the DB engine that you would like to use, as shown in Figure 3-26. You can select
Enterprise Edition or select one of the Standard Edition options.
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Figure 3-26. AWS RDS: select the proper engine based on your needs
Only SE One has the option of license included; for all others, you need to bring your
own Oracle DB license (BYOL). When you are migrating your Oracle database from onpremises to the cloud, you can utilize your investment in license purchases by using the
existing or spare licenses with the BYOL option.
As shown in Figure 3-27, this is part of the Specify DB Details section.
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Figure 3-27. AWS RDS: instance specification

Specifying the DB Environment
You can choose bring-your-own-license (BYOL) and use the DB instance for nonproduction purposes with no need to pay for a license. If you intend to use this database
for production purposes, declare this fact in the next step, as shown in Figure 3-28.

Figure 3-28. AWS RDS: DB environment specification

Specifying the DB Details
Next, you need to provide the database specifications like version, CPU and memory
details, storage type and size, along with a username and password for DB administrator,
as shown in Figure 3-29.
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Figure 3-29. AWS RDS: specify DB Details
The warning message in Figure 3-29 is due to the fact that storage performance in
AWS is linked to its size. The bigger the size, the larger the I/O bandwidth.
You can choose from many DB engine versions on the offering, starting from 11.2.0.2
to 12c. Note that neither Oracle Cloud nor AWS RDS offers 10g or below versions, as
shown in Figure 3-30.
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Figure 3-30. AWS RDS: DB version options
As shown in Figure 3-31, the DB Instance Class allows you to select the CPU and
memory requirements for your instance. There are more than 10 options to choose from,
based on the DB size categorization, including these:
•

Micro

•

Small

•

Medium

•

Large

•

Extra Large

This is comparable to the shape option in Oracle Cloud.
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Figure 3-31. AWS RDS: DB server options
Note that the DB instance identifier must contain only letters, numbers, and
hyphens. Otherwise, you can expect the error message shown in Figure 3-32.

Figure 3-32. AWS RDS: DB instance name

Configuring the Advanced Settings
Now you are about to configure the advanced settings, where you can go with default
virtual private cloud or let AWS create a new one for you. The public accessibility setting
needs to be set to Yes or No, based on the connectivity and access requirements. You
should select Yes if you want the public IP address to be assigned to your DB server so
that it is accessible from outside of the VPC.
Select the database options and backup settings, which are self-explanatory, as
shown in Figure 3-33.
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Figure 3-33. AWS RDS: Configure Advanced Settings
Once you submit the request for DB provisioning, the instance creation process will
start, as shown in Figure 3-34.

Figure 3-34. AWS RDS: DB instance creation
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You can check the progress/status of your instance, as shown in Figure 3-35. Once it’s
ready for access, the status will be Available.

Figure 3-35. AWS RDS: DB instance creation status
After your instance is created, as shown in Figure 3-36, you can start monitoring it
online or access it remotely using SQL Developer and other tools.

Figure 3-36. AWS RDS: DB instance availability page
Unlike Oracle Cloud, where you can start, stop, or restart your DB service, AWS RDS
does not have an option to stop your DB instance. You can delete it, but you’ll stop it and
lose it forever.
As RDS is a managed service offering, there are lots of metrics provided by AWS
in terms of ready-made monitoring, as shown in Figure 3-37. You can monitor CPU
utilization, read-write operations, storage space, session count, free memory, and more.
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Figure 3-37. AWS RDS: DB instance monitoring, page 1
A few more metrics are shown in Figure 3-38.

Figure 3-38. AWS RDS: DB instance monitoring, page 2

Accessing Your AWS RDS Instance
To access your newly created database instance remotely, its Publically Accessible
configuration should be set to Yes. You need to use the endpoint string (as shown in
Figure 3-39) hostname when connecting using SQL Developer.
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Figure 3-39. AWS RDS: DB instance endpoint
Additionally, you need to edit the inbound rules to allow specific IPs for the port
where the listener services are running, as shown in Figure 3-40. Inbound settings can
be opened using the following navigation path. Choose EC2 Dashboard ➤ Network &
Security ➤ Security Groups and then click the Inbound tab on the lower half of the page.

Figure 3-40. AWS RDS: inbound rule setting
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After providing the correct information in the SQL Developer new connection
option, as shown in Figure 3-41, you can test your connection to the instance at AWS RDS.

Figure 3-41. AWS RDS: connecting to the DB instance using SQL Developer
With the successful test, you can now access your DB as any other DB, as shown in
Figure 3-42.

Figure 3-42. AWS RDS: DB instance query execution, example 1
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You can even check the instance details and data files or create your own objects, as
shown in Figure 3-43.

Figure 3-43. AWS RDS: DB instance query execution, example 2

Summary
In this chapter, you learned the step-by-step method for provisioning your DB instance
with Oracle Cloud and with AWS RDS. This chapter covered details on Oracle Cloud
subscription, selecting Oracle Database Cloud offering, database service creation, and
ways to access your database. For database provisioning in AWS, you went through
various engine options, DB environment specification, advanced configuration, and
accessing your AWS RDS instance.
In subsequent chapters, you will learn about database administration tasks on
databases provisioned in the cloud. The next chapter covers the high availability
configuration for a database running in the cloud.
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High Availability Options
In this chapter, you will learn about the need of high availability (HA), including HA
options for your database in Oracle Cloud and AWS, the details of setting up Oracle RAC
in Oracle Cloud, connecting to Oracle RAC database server using PuTTY, connecting to
Oracle RAC instances using SQL Developer, RAC HA testing, Multi-AZ deployment in
AWS, and running failover tests in a Multi-AZ deployment.

Need for High Availability with Cloud-Based DBs
Cloud service providers have built-in high availability at every layer, including the
hardware level, the network level, the storage level, and so on, so the obvious question
that comes to one’s mind is, why do we need to consider Oracle database high availability
for our cloud databases?
Although the infrastructure provided by Oracle Cloud, AWS, and other cloud
providers is highly available, it doesn’t protect you from all kind of failures. For example,
consider an availability zone failure in AWS, which would cause your DB to go down if
your database is running in only one availability zone. Similarly, a region-level failure
(admittedly a very unlikely event) would cause your DB to go down even if you have used
a Multi-AZ deployment.
To protect from such failures and to keep your application available, you need to think
about high availability (HA) and disaster recovery options. Choosing the right HA option
is similar to what you do with your on-premise database, but HA options available in the
cloud are not as broad as the on-premise options. In next sections of this chapter, you will go
through all the available HA options. Let’s first look at the database high availability overview.

Database High Availability Overview
Availability is usually defined in terms of accessibility of an application. In today’s
world, applications have become global and are being accessed from around the
world using mobile connections or the Internet. This scenario brings the need for
24x7x365 application availability. Non-availability (usually referred to as downtime)
of an application causes loss of revenue and unhappy customers. Since your database
is an integral part of any application, it needs to be highly available. To make your
database highly available, you need to know the causes of downtime and then define HA
architectures to handle all such downtime situations.
© Abhinivesh Jain and Niraj Mahajan 2017
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The following are key terms related to high availability:
•

Recovery Time Objective (RTO): Specifies the time that is
allowed for recovery. Higher RTO is good for DBAs but critical
businesses require near zero or zero RTO by using Active-Active
configuration across datacenters.

•

Recovery Point Objective (RPO): This specifies the amount of
data loss that is allowed. For mission-critical financial systems,
for example, an RPO value would be zero. However, for systems
such as business warehouses, a few hours of data loss could be
manageable since data can be reloaded from the source.

Oracle database has several HA options and along with this, there is a Maximum
Availability Architecture (MAA) framework that provides you with the blueprint of various
HA architectures. Oracle provides the following HA options. The DataGuard option is a
DR option, but it can also be used as an HA option to handle site failures.
•

OS-level cluster

•

Oracle clusterware (Cold Failover Cluster)

•

Oracle Real Application Clusters (Oracle RAC)

•

Oracle RAC One Node

•

Oracle RAC on Extended Clusters

•

DataGuard

•

Oracle Clusterware and DataGuard

•

Oracle RAC and DataGuard

•

Oracle Streams

•

Oracle Golden Gate

The method for choosing the right HA option is out of the scope of this book, as our
focus is to understand HA from the cloud perspective. However, the following are key
considerations for choosing the right HA option:
•

RTO and RPO requirements around unplanned outages and
planned maintenance

•

Total cost of ownership (TCO)

•

Enterprise architecture and IT architecture strategy

•

Return on investment (ROI)

In the next sections, you will read about the HA options that are available in Oracle
Cloud and AWS.
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HA Options in Oracle Cloud
Higher RTO, rolling upgrades and patching, transparent application failovers, and
many more features make Oracle RAC, one of the best HA options for Oracle database.
Oracle RAC is available in Oracle Cloud.
The following section describes the step-by-step process for provisioning Oracle RAC
database in Oracle Cloud.

Oracle RAC Provisioning in Oracle Cloud
As of the writing of this book, Oracle supports RAC on a two-node cluster only. There are
a few specific requirements related to software edition and shape, which are explained in
the provisioning steps. At very high level, there are nine steps:
1.

Log in to Oracle Database cloud service to launch the service
console.

2.

Click on Create Service.

3.

Select the service level.

4.

Select the software release.

5.

Select the software edition.

6.

Select the database clustering with RAC option.

7.

Provide details for the service configuration and database
configuration.

8.

Verify the details and click on Create.

9.

Check the RAC DB creation status.

Step 1: Log in to Oracle Database Cloud service and launch the service console by
providing your domain, username, and password (Figure 4-1).
https://dbaas.oraclecloud.com/dbaas/faces/dbRunner.jspx
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Figure 4-1. RAC provisioning in Oracle Cloud: login page
Step 2: Click on Services and choose the Create Service option (Figure 4-2).

Figure 4-2. RAC provisioning in Oracle Cloud: create service
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Step 3: Select Oracle database cloud service level and click on Next (Figure 4-3).

Figure 4-3. RAC provisioning in Oracle Cloud: select the service level
Step 4: Select Oracle database 12c release1 and click Next (Figure 4-4). Oracle RAC
option is only available in Oracle 12c, hence you can’t select Oracle database 11g.

Figure 4-4. RAC provisioning in Oracle Cloud: select the software release
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Step 5: Select Enterprise Edition Extreme performance option (Figure 4-5), since
RAC database is only available for this software edition type.

Figure 4-5. RAC provisioning in Oracle Cloud: select the software edition
Step 6: Select the Database Clustering with RAC option, which is present under
Database configuration on the Service Details page. Provide details for the SSH public
key (that can be generated using PuTTYGen software by clicking on Generate and saving
the key files) and for an administration password (Figure 4-6). Other parameters can be
selected based on your requirements. For demo purposes, all the default values are taken
along with the No Backup option. You can refer to Chapter 3, “Database Provisioning,” to
learn more about these options.

Figure 4-6. RAC provisioning in Oracle Cloud: select the RAC option
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Step 7: If you are using a trial account, select Shape with two OCPUs; otherwise you
will get the error as shown in Figure 4-7. If you are provisioning using a non-trial account,
select the OCPU based on your requirements.

Figure 4-7. RAC provisioning in Oracle Cloud: shape related validation failure
Step 8: Verify all the inputs in the confirmation section and, if everything looks good,
click on Create (Figure 4-8).

Figure 4-8. RAC provisioning in Oracle Cloud: confirmation
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Step 9: After you submit the service creation request, you will be redirected to the
dashboard (Figure 4-9) and you can refresh this page to check the status of your new
RAC DB.

Figure 4-9. RAC provisioning in Oracle Cloud: build progress status
With the given configuration options, it took around 70 minutes to complete the RAC
DB setup. In this time, Oracle cloud has set up the GRID infrastructure, ASM, RAC software,
and RAC database. You can check this by connecting to your newly created RAC database.
To manage this RAC database, Oracle has provided the raccli utility. Be sure to note
the public IP of these nodes (Figure 4-10) for connection using PuTTY.

Figure 4-10. RAC provisioning in Oracle Cloud: configuration details of RAC DB
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Connecting to Your RAC Database Servers Using
PuTTY
After the previous steps, you are all set to start using your RAC database. Figure 4-11
shows how you can connect using PuTTY. Remember to give the private key file location
under SSH ➤ Auth.

Figure 4-11. RAC provisioning in Oracle Cloud: connecting to RAC DB
After connecting, you can run the raccli commands (Figure 4-12) to see the RAC
system details. The raccli utility is covered in detail in the “Manage and Monitor”
chapter (Chapter 9).
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Figure 4-12. RAC provisioning in Oracle Cloud: RAC configuration details

Connecting to Your RAC Database Using
SQL Developer
To connect to the RAC database using SQL Developer, you need to first enable the Access
rules for a scan listener; otherwise, you will get the error as shown in Figure 4-13.
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Figure 4-13. RAC provisioning in Oracle Cloud: RAC connection error
To fix this error, go to Access Rules and enable them. Click on the Action tab and
select Access Rules (Figure 4-14).

Figure 4-14. RAC provisioning in Oracle Cloud: the access rules
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Now for the ora_p2_scan_listener rule, click on Action and select Enable.
See Figure 4-15 for details.

Figure 4-15. RAC provisioning in Oracle Cloud: enable the access rules
After this change, the DB connection will go through and you can see that both
instances are running fine (Figure 4-16).

Figure 4-16. RAC provisioning in Oracle Cloud: output from SQL Developer
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If you want to connect to a second DB instance that is running on another node, you
can give the inputs shown in Figure 4-17. You need to give the public IP address of Node
2 and change ORACLE SID to Oracle instance ID of the second node. This is shown in
Figure 4-17.

Figure 4-17. RAC provisioning in Oracle Cloud: SQL Developer connection to the second
instance
A query output (Figure 4-18) from v$instance shows that you are on the second node.

Figure 4-18. RAC provisioning in Oracle Cloud: query output from the second instance
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RAC HA Testing
Now let’s see how RAC high availability works in Oracle Cloud. For simulating this, you
can shut down Node 1 and see if you can still connect to your database from Node 2.
Figure 4-19 shows that only instance two is running and shutting down Node 1 didn’t
cause any issue in DB availability.

Figure 4-19. RAC provisioning in Oracle Cloud: RAC HA testing

HA Options in AWS
In AWS, you have Oracle RAC (in IaaS) and Multi-AZ deployment (in Amazon RDS)
options to make your database highly available.
This section includes Oracle RAC provisioning overview. You will also learn how to
set up Oracle in Multi-AZ deployment.

Overview of Oracle RAC Provisioning in AWS
As of the writing this book, ORACLE RAC is not officially supported in Amazon RDS. It is
mentioned in https://aws.amazon.com/rds/faqs/.
However, Oracle RAC can be set up in IaaS (using an EC2 instance). RAC
provisioning in AWS is a very complex process with several manual steps. Oracle doesn’t
certify and support this. You can refer to the “Oracle Real Application Clusters (RAC)
Support on Third Party Clouds” article to get more details on Oracle’s stand on this. See
http://www.oracle.com/technetwork/database/options/clustering/overview/raccloud-support-2843861.pdf.
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Oracle RAC setup steps are documented in the AWS article, “Deploying Scalable
Oracle RAC on Amazon EC2”. You can search for this article in https://aws.amazon.
com/articles/. This article is revised from time to time, so it is a good idea to look for
the latest version of this article. At the end of this article, there are FAQs that cover key
questions related to this kind of setup. You might want to start by reading this section first.
For this RAC setup, there is one free, preconfigured compute node (EC2 AMI)
available in the AWS marketplace. You can search for it, as shown in Figure 4-20. This
AMI is for Oracle 12c RAC and it uses Linux 7.1 OS. If you want to build RAC with an older
Oracle version, you have to build all the components on your own, which are pre-built in
this AMI.

Figure 4-20. RAC node AMI in the AWS marketplace

■■Note If you are planning to do this deployment using a free tier account, remember
that there are many chargeable components, like Route53, used here. Besides this, you
need Oracle Enterprise Edition license.
Due to its complexity, questionable usefulness, and lack of Oracle support, this setup
option is not covered in this book. It is not recommended to go for this option.

Overview of the Multi-AZ Deployment Option
AWS has a feature called Multiple Availability Deployment for Oracle RDS. In this
deployment option, you can deploy your primary database instance in one availability
zone and standby database instance in another availability zone, all in the same region.
These DB instances utilize synchronous replication. Automatic failover occurs during
planned maintenance, primary DB failure, or availability zone failure situations. This is a
snapshot-based replication and not related to DataGuard.
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There might be performance issues in writing and committing latency due to
synchronous replication, hence it is recommended you use provisioned IOPS and higher
DB classes.

Multi-AZ Deployment Method
Implementation of the Multi-AZ deployment is a very simple, one-click operation. You
can specify this during the instance provisioning or can do this change afterward. This
can also be done using APIs.
Figure 4-21 shows the option for selecting Multi-AZ deployment during instance
provisioning.

Figure 4-21. Multi-AZ deployment option
After selecting the Multi-AZ deployment, you provide a database name, a username,
and a password, as shown in Figure 4-22.
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Figure 4-22. Multi-AZ deployment, step 1

■■Note The Multi-AZ deployment option is not available with the free tier option, hence it
will be charged as per the RDS pricing.
Leave all the advanced settings as default and click on Launch DB Instance
(Figure 4-23). You can refer to Chapter 3, “Database Provisioning,” to get more details on
these advanced settings.

Figure 4-23. Multi-AZ deployment, STEP 2
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After a successful request submission, you will see a message similar to the one in
Figure 4-24.

Figure 4-24. Multi-AZ deployment, step 3
After a few minutes, you can see the DB instances provisioned in Multi-AZ
deployment. It is running in the ap-south-1b availability zone. See Figure 4-25, which
shows the completed Multi-AZ deployment.

Figure 4-25. Completed multi-AZ deployment
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Failover in Multi-AZ Deployment
Amazon RDS does automatic failover in case of any failure of the primary DB. It also
changes the DNS record of the DB instance and points it to a standby instance. Hence,
you don’t need any changes at the application end to connect to the standby instance.
Automatic failover occurs in the following conditions:
•

Availability zone outage

•

DB instance failure

•

OS patching of DB server

•

DB server type change

You have the option of performing a manual failover by doing the DB reboot using
the failover option. To perform a manual failover, click on Instance Actions ➤ Reboot, as
shown in Figure 4-26.

Figure 4-26. Multi-AZ deployment, failover step 1
Now select the Reboot with Failover option and click on Reboot (Figure 4-27).

Figure 4-27. Multi-AZ deployment, failover step 2
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It takes 1-2 minutes for failover and after that, your DB server is available on another
availability zone. As you can see from Figure 4-28, the DB was previously running in the
ap-south-1b availability zone. After failover, it is running in the ap-south-1a availability
zone (Figure 4-28).

Figure 4-28. Multi-AZ deployment: failover completion
Failover time depends on the database activity such as in-progress large transaction
and other conditions. You can find out about automatic failovers using the “alarms and
recent events” notification or by using RDS event notifications/APIs.

Summary
This chapter explained the need of high availability (HA), defined terms like RPO and
RTO, and discussed the currently available HA options for your database in Oracle Cloud
and AWS. You went through the step-by-step method for setting up Oracle RAC in Oracle
Cloud, connecting to Oracle RAC database server using PuTTY, and connecting Oracle
RAC instances using SQL Developer. After you were connected, you learned how to test
the RAC high availability feature.
While exploring HA options available in AWS, you learned the basics of Multi-AZ
deployment in AWS and learned the step-by-step process for setting up DB in MultiAZ deployment. In the end, you learned about database failover testing in Multi-AZ
deployment.
In the next chapter, you go through the various database disaster recovery options.
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Disaster Recovery Options
In this chapter, you first learn why Disaster Recovery (DR) is required for cloud-based
databases. You will learn about Oracle DataGuard setup, along with DataGuard
switchover, failover, and reinstating failed primary operations in Oracle Cloud. In the end,
you learn how to perform some of the DataGuard-related operations using dbaascli and
a brief overview of DR options available in AWS.

Need for Disaster Recovery with Cloud-Based DBs
Cloud service providers have built-in high availability, so the obvious question that comes
to mind is, why do we need to consider Oracle database disaster recovery for a cloud
database?
Although the infrastructure provided by Oracle Cloud, AWS, and other cloud
provider is highly available, it doesn’t protect you from all kind of failures. For example,
an availability zone failure in AWS will cause your DB to go down if your database is
running in only one availability zone, and a region-level failure (which is a very unlikely
event) will cause your DB to go down even if you used multi-AZ deployment.
To protect from such failures and to keep your application available, you need to
think about Disaster Recovery (DR) options. Choosing the right DR option is a similar
exercise as to what you do for your on-premise database, but DR options available in the
cloud are not as broad as the on-premise options. In the next sections, you go through all
the available DR options. Let’s first look at the database DR overview.

Database Disaster Recovery (DR) Overview
The cloud is entirely built on commodity hardware, hence failures are likely there. These
failures could be as big as a site failure, where the entire datacenter/availability zone/
region is unavailable, or the failure could be related to the DB server compute node
failure or storage failure. Based on the criticality of your database, you can choose to
have DR options for your database. This kind of setup provides you protection from these
disaster scenarios and many more failures, such as data corruptions.
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The method of choosing the right DR option is out of the scope of this book, as
the focus is to understand DR from a cloud perspective. However, the following are key
considerations for choosing the right DR option:
•

RTO and RPO requirements around unplanned outages and
planned maintenance

•

Total cost of ownership (TCO)

•

Enterprise architecture and IT architecture strategy

•

Return on investment (ROI)

DR Options in Oracle Cloud
DataGuard is an effective DR solution. Oracle Cloud can be used in two ways to provision
your standby database:
•

Primary on-premise, DR in Oracle Cloud

•

Primary and DR both in Oracle Cloud

The first option, using Oracle cloud as a DR, has the obvious benefits related to
provisioning and maintaining a DR site, but it has its own challenges and complexities
related to network latency, administration, and performance. You can use the Active
DataGuard feature to effectively utilize the primary and DR databases.
At a high level, the following steps are performed to do this kind of configuration:
1.

Create Oracle instance in Oracle Cloud.

2.

Perform network configuration to enable on-premise DB
connectivity with Cloud DB.

3.

Drop the database created as part of step 1.

4.

Instantiate a standby database using primary DB backup.

5.

Configure the standby database.

How to take a backup of on-premise databases to the cloud is discussed in Chapter 8,
“Backup and Restore”. With the details provided there, creating a standby database can be
performed as per these high-level steps.
In the second option, Oracle Cloud provides a fully automated setup of your primary
and standby databases. Here, your primary and DR databases both reside in Oracle
Cloud. The DataGuard provisioning steps are explained in the next section.
As part of the DataGuard configuration, a single physical standby database is set up
in another independent compute node. Oracle’s DataGuard option is provided for the
software releases and editions shown in Table 5-1.
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Table 5-1. Software Releases and Editions

Software Release

Edition

Oracle Database 11g R2 (11.2.0.4)

Enterprise Edition,
Enterprise Edition- High performance,
Enterprise Edition-Extreme performance

Oracle Database 12c R1 (12.1.0.2)

Enterprise Edition,
Enterprise Edition- High performance,
Enterprise Edition-Extreme performance

Standby Database with DataGuard comes with two options:
•

High availability

•

Disaster recovery

In high availability mode, you get DataGuard without disaster recovery, whereas in
disaster recovery mode, you get DataGuard with disaster recovery. In other words, Data
Guard with HA option ensures that your standby database is provisioned in different
hardware in same data center whereas Data Guard with DR option ensures that your
standby database is provisioned in different hardware in different data center.

Provisioning of DataGuard in Oracle Cloud
This section outlines the step to provision DataGuard setup in Oracle Cloud. This covers
DataGuard setup for a standalone database, but you can choose to create DataGuard in
RAC configuration to adopt a Maximum Availability Architecture (MAA).
Step 1: Log in to Oracle database Cloud Service wizard.
Step 2: Select Create Service and Choose Oracle Database Cloud Service in Service
Level. This is shown in Figure 5-1.

Figure 5-1. DataGuard provisioning in Oracle Cloud: select the service level
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Step 3: Select the required software release (any of the options 11.2.0.4 or 12.1.0.2
can be selected here), as shown in Figure 5-2.

Figure 5-2. DataGuard provisioning in Oracle Cloud: select the release
Step 4: Select the required software edition (anything except Standard Edition), as
shown in Figure 5-3.

Figure 5-3. DataGuard provisioning in Oracle Cloud: select the edition
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Step 5: Fill in the required details in the Service Details page and select Standby
Database with DataGuard. Then select High Availability or Disaster Recovery, as shown
in Figure 5-4.

Figure 5-4. DataGuard provisioning in Oracle Cloud: select standby database with
DataGuard
For the given selection, it took 50 minutes to set up Oracle DataGuard; however,
your actual time taken will vary as per your selections. Now let’s look at some of the key
operations related to DataGuard in next section.

DataGuard Administration in Oracle Cloud
In this section, you will read about the methods for performing key DataGuard
operations, including status check, switchover, failover, and reinstating failed primary
databases. All of these operations can be done using the dbaascli utility or with Oracle
database cloud service console.
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Checking the DG Configuration Details
First let’s look at what kind of DG configuration Oracle does. As you can see in Figure 5-5,
Oracle created two hosts—CloudDBDG-dg01 and CloudDBDG-dg02—with exactly the same
configuration (1 OCPU, 15GB memory, and 187GB storage). SID ORCL is running as the
primary DB on the CloudDBDG-dg01 server and as standby on the CloudDBDG-dg02 server.
Refer to Chapter 3 for more details on various provisioning options.

Figure 5-5. DataGuard provisioning in Oracle Cloud: standby provisioning completion

Performing DB Switchover Using the Console
Let’s look at performing DB switchover operation in cloud. DB switchover can be
performed either by using the console or by using dbaascli commands.
For performing DB switchover using the console, click on the switchover command
(Figure 5-6).
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Figure 5-6. DataGuard in Oracle Cloud: DB switchover using the console
After clicking on Switchover, you will get confirmation. Click on OK to proceed, as
shown in Figure 5-7.

Figure 5-7. DataGuard in Oracle Cloud: DB switchover confirmation
During the switchover (usually takes a few minutes), your DG setup will be shown in
maintenance mode, as shown in Figure 5-8. During maintenance mode, application users
won’t be able to connect to the database.
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Figure 5-8. DataGuard in Oracle Cloud: DB switchover in progress
After completion of the switchover, you will see the roles reversed (Figure 5-9). Now
dg01 is shown as the standby, whereas dg02 is shown as the primary. Application users
can now connect to the DB as before. Application continuity features can be used to
ensure application continuity and the least impact on the end users.

Figure 5-9. DataGuard in Oracle Cloud: role reversal after DB switchover

Performing DB Switchover Using dbaascli
You can perform the switchover using the dbaascli commands. Let’s look at this using an
example. In this switchover test, we will first create a table and insert some records in it.
After the switchover, we will see whether this table and its records are available.
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Now let’s check the status of DataGuard. As you can see, approximate role transition
time is 34 seconds and data lag is only one second. This means the RTO is around 34
seconds and the RPO is 1 seconds. You can change the PROTECTION_MODE to reduce the
RPO to zero.
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After checking the status, we are all set for DB switchover. This is a single command
operation. After running the switchover command, you need to restart ORDS using the
root user.
ORDS stands for Oracle REST Data Service and is used to access the services over the
Internet.
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After the switchover, you can log in to the new primary DB hosted on the second
node and check the data from the table created before the switchover.

This concludes the successful switchover operation.
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Performing DB Failover Using the Console
The DB failover operation can be performed using the console or with dbaascli. Let’s
first perform it using the console. For performing DB failover using the console, click on
Failover option, as shown in Figure 5-10.

Figure 5-10. DataGuard in Oracle Cloud: DB failover using the console
After clicking on Failover, you will be asked for a confirmation similar to the one
shown in Figure 5-11.

Figure 5-11. DataGuard in Oracle Cloud: DB failover confirmation
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Click on OK to proceed. It will take few minutes to complete the failover. Afterwards,
the status of your primary database will be Reinstate, whereas your standby database will
become Primary.
You can also check the status of the DataGuard configuration from dbaascli. It will
show the following output.

Reinstating Failed Primary Database
You need to reinstate the old primary database after the failover, in order to make your
old primary DB convert to the standby role. You can initiate this process by clicking on
Reinstate, as shown in Figure 5-12.
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Figure 5-12. DataGuard in Oracle Cloud: reinstating failed primary
After The reinstate operation is completed, you will see that your primary database
role has changed to Standby. This is shown in Figure 5-13.

Figure 5-13. DataGuard in Oracle Cloud: reinstate completion
With this, you have successfully restored your original DataGuard configuration.
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DR Options in AWS
There are two DR options available in AWS:
•

Multi-AZ deployment

•

DataGuard configuration

Multi-AZ deployment option is applicable only for Amazon RDS and it is already
explained in Chapter 4, Database High Availability. Since this option provisions your
database into two availability zones, it can be used as a DR option for handling availability
zone level failure.
DataGuard configuration works in EC2 kind of setup and protects you from
availability zone or region-level failures.
Oracle DataGuard can be configured in the following ways:
•

Primary DB in on-premise and DR in AWS

•

Primary and standby DB in the same AWS region

•

Primary and standby DB in different AWS regions

The DataGuard configuration steps are similar to on-premise DB, hence those are
not covered in this book.

Summary
This chapter covered the importance of disaster recovery and also went through the
various options available in Oracle and AWS Cloud. You learned how to set up DataGuard
in Oracle Cloud, how to do switchovers and failovers, and how to instantiate failed
primary DBs using a GUI interface and using the command-line interface.
In the next chapter, you learn about the cloud security model, including security
configuration in Oracle Cloud, security configuration in AWS, and DB security best
practices.
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DB Security
In this chapter, you first learn about the cloud security model that explains the difference
between cloud provider’s responsibilities and yours. After that, you will read about the
various security configurations required in Oracle Cloud and in AWS. This chapter covers
SQL*Net encryption, transparent data encryption, and the security best practices for
Oracle database running on Amazon RDS and EC2.

Need for Database Security with Cloud-Based DB
Security is number one priority for any organization moving to the cloud. In fact, this is
the first priority for cloud service providers as well. With on-premise databases, you are
only concerned about security around the database, but with cloud DBs, you need to
think beyond the DB. Since your DB is being accessed over the Internet, you have to take
care of the security of all aspects of it, such as security during transit of data and security
at rest.
In the following sections, you will go through all the available security options. Let’s
first look at the basic cloud security model.

Cloud Security Model

Virtual Machine

Storage

Network

Accounts and
Access Credentials

Cloud Provider’s Global Infrastructure

Oracle/AWS

DB

Customer

The cloud security model is a shared security model where you and the cloud provider
share the responsibility of various components (Figure 6-1).

Figure 6-1. Cloud security model
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As you can see, securing the datacenters and infrastructure is the cloud provider’s
responsibility, whereas security of the database, storage, network, and accounts is the
customer’s responsibility. In other words, security “of” the cloud is the cloud provider’s
responsibility, whereas security “in” the cloud is your responsibility. Amazon and Oracle
take care of following, which is what the cloud is made of:
•

Physical security of datacenter premises

•

Access control mechanism

•

Firewall and network security monitoring

•

Hypervisor security

•

OS-level patching and upgrade for managed services offering
(such as Amazon RDS and Oracle Cloud) where you don’t get
OS-level access

As a DBA, your security responsibilities vary according to the DB hosting model. If
you are using an IaaS kind of service, such as Oracle database running on Amazon EC2
instance, then you are responsible for securing your EC2 instance, your EBS/S3 storage,
your network like VPC, and your database.
If you are running a database in a managed service kind of offering, such as Amazon
RDS or Oracle Schema as a Service then your security related responsibilities are limited
to accounts and credential management. In this case, you don’t get OS-level access. This
is explained in more detail in the next sections.

Security Configurations in Oracle Cloud
In Oracle Cloud, the following offerings are presented:
•

Database Cloud Service

•

Exadata Express Cloud Service

•

Exadata Cloud Service

•

Database Schema Service

Your security configuration requirements depend on the type of service that you are
using. For example, in the Database Schema service, you have to do minimal security
configurations.
Let’s see what is required for the database cloud service security configuration. In a
database cloud service, you need to focus on the security tasks listed in Table 6-1. This is
in addition to securing the database cloud subscription account (securing the AWS root
account, etc.).
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Table 6-1. Security Task List at Different Layers

Layer

Tasks

VM

•

Securing your VM by defining network security policies

OS

•

Securing your OS by patching and OS-level hardening

Network

•

 ecuring your network by implementation of security groups,
S
Network Access Control Lists (NACL)

Database

•

Securing data that is stored inside the database by implementing TDE

•

Securing your backups (RMAN/data pump) by encryption

•

Securing your database using least privilege mechanism

•

Securing your access to the database by database access control

•

Securing data transfer by implementing SQL*Net encryption

Oracle Cloud has two options for database security:
•

Transparent Data Encryption (TDE)

•

SQL*Net Encryption

Transparent Data Encryption (TDE)
Oracle Cloud automatically creates all new table spaces as encrypted (with the AES128
algorithm), whereas for on-premise databases, you have to explicitly mention ENCRYPT in
the create tablespace clause.
Let’s see this difference with an example:
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You can control this tablespace encryption using the ENCRYPT_NEW_TABLESPACES
initialization parameter.
There are three possible values:
•

ALWAYS

•

CLOUD_ONLY

•

DDL

For Oracle database in the cloud, this parameter is set to CLOUD_ONLY.

SQL*Net Encryption
SQL*Net encryption is automatically enabled by default for your Oracle database running
in Oracle database cloud service. You can check this configuration by looking at your
sqlnet.ora file.
If you want to disable this configuration, you can simply rename the sqlnet.ora file.
However, it is not recommended.

Security Configurations in AWS
Security in AWS can be categorized into three levels.
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•

Security at the account level

•

Security for Oracle running on Amazon RDS

•

Security for Oracle running on Amazon EC2
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Security at the Account Level
Account-level security means that security controls are in place at the AWS resource level.
It is done by using a free web service called Identity and Access Management (IAM). You
can access IAM using the AWS Management console, the AWS command line, SDKs, and
by IAM APIs.
IAM can be accessed using the AWS console by clicking on Identity and Access
Management, which is present under the Security and Identity option (Figure 6-2).

Figure 6-2. IAM access using the AWS console
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You will see an IAM dashboard similar to the one in Figure 6-3.

Figure 6-3. The IAM dashboard
In Figure 6-3, you can see the IAM users’ sign-in link, which is customized to make it
readable. This link can be used to access the IAM dashboard and perform all IAM related
tasks. This way, you don’t need to give the AWS console access to the IAM management
team.
IAM allows you to create groups, users, and roles, define password policies, generate
credential reports, and use the AWS Key Management Service (KMS). Remember, these
users, roles, and password policies are not related to Oracle users, roles, or password
policies. These are at the AWS account level rather than at Oracle database level.
AWS account level security configurations are part of the cloud admin’s responsibility.
However, in smaller deployments, these could be part of the DBA responsibilities, hence
these are covered in this chapter.
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Security for Oracle Running on Amazon RDS
In Amazon RDS, you first define the master username. This user defines all the other
users, objects, and permissions (Figure 6-4).

Figure 6-4. Defining the master user in Amazon RDS
The master account gets DBA privileges with some limitations. Other administrative
accounts, such as SYS and SYSTEM, are locked and cannot be used. You use the master
account for any administrative tasks.
The RDS instance also allows you to further enhance its security by configuring
advanced settings, as shown in Figure 6-5.

Figure 6-5. Advanced settings in Amazon RDS
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Configuring VPC, subnet, and VPC security group is usually the cloud system
administrator’s responsibility; however, as a DBA, you must know how to do it.
You can also choose No for the publicly accessible setting. If you select No, no EC2
instance or other devices outside the VPC will be able to access your database.
It is recommended that you enable encryption while creating the RDS instance. This
can be done by selecting the Enable Encryption option, as shown in Figure 6-6.

Figure 6-6. Enable encryption in Amazon RDS
Encryption is not available for all DB instance classes. It is not available for t2.micro
(free tier), hence it is disabled. In the T2 category, this option is only available for t2.
large instance types. Using different DB instance classes will result in higher costs, hence
the appropriate instance class should be selected based on your requirements.
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Security for Oracle Running on Amazon EC2
Security in Amazon EC2 is handled at multiple levels. Hypervisor level security and
instance isolation is Amazon’s responsibility. Instance isolation ensures that instances
running on the same physical machines are isolated. You do not get direct access
to raw disks, rather it is accessed by virtual disks so that your data is not exposed to
others. Memory scrubbing, no elevated access to CPU, and AWS firewall are some other
measures that AWS takes care of to ensure proper security.
Let’s see what you need to do as the DBA to secure your Oracle database running
in EC2.

Using an Encrypted EBS Volume
As a DBA, you need to ensure that you use an encrypted filesystem for keeping your
database related files. This should be done while launching the EC2 instance (Figure 6-7).
Just be sure to click on the Encrypted checkbox. This should be done for all EBS volumes
in which you are planning to keep your database-related files.
The root volume is by default not encrypted, but it can be encrypted using 
third-party software, such as BitLocker.

Figure 6-7. Enable encryption in the Amazon EC2 EBS volume

95

Chapter 6 ■ DB Security

Using Correct Source IP
Allowing SSH access with the source as Anywhere is never recommended, as this will
open your database server to everyone in the world. Figure 6-8 shows this kind of
configuration.

Figure 6-8. SSH port opening in Amazon EC2
Rather than opening Anywhere access, for trial purposes, you can select the My
IP or Custom IP range. For production use or for any of customer database, this is not
recommended and instead you should provide a specific IP range here.

Using VPC and Private Subnets
You should put your database in a custom VPC and inside a private subnet in that VPC. It
should be accessed via some jump server (also known as a bastion host).
These settings can be done as part of the Configure Instance Details page when you
create the EC2 instance (Figure 6-9).
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Figure 6-9. Amazon EC2 in VPC and private subnets

Using Dedicated Hosts
Based on the requirements and as an additional security measure, you can opt for
dedicated hosts for your EC2 instance. This is controlled using the Tenancy option shown
in Figure 6-10.
The default setting is Shared, whereby your EC2 instance runs on a shared hardware
instance.

Figure 6-10. Amazon EC2 tenancy options
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Security Best Practices
The following list explains some security best practices for Oracle database running on
Amazon RDS:
•

Run Oracle DB instance in a custom Amazon virtual private cloud
other than default one.

•

Use security groups to control IP addresses that are allowed to
connect to your database.

•

Use IAM and assign permissions to users who are allowed to
manage your RDS resources.

•

Use SSL to encrypt connections to the databases.

•

Use RDS encryption. This will help secure your RDS instances
and snapshots at rest.

•

Use Oracle-specific security features that you would use with your
on-premise database.

•

Use Transparent Data Encryption (TDE) and network encryption.

The following list explains some of the security best practices for Oracle database
running on an Amazon EC2 server:
•

Keep your EC2 instance-based DB server up-to-date with
OS-level security patches.

•

Use Secure Shell (SSH) to log in to your Linux-based DB server.

•

Disable password only access to your guests and use MFA
(multifactor authentication).

•

Disable remote root login.

•

Use sudo to do privilege escalation.

•

Do not share key pairs with AWS or other customers.

•

Use the AWS firewall (security groups).

•

Use the Windows firewall and secure VPNs.

Summary
This chapter explained the importance of database security for databases running in
the cloud. You went through the cloud security model to understand your roles and
responsibilities. You learned about the security configuration options in AWS and Oracle
Cloud. In the end, you learned about some of the best practices related to database security.
Covering all aspects of cloud security would require writing an entire book itself and is
beyond the scope of this book, hence the focus of this chapter is on DB security only.
In the next chapter, you will learn about database migration to the cloud.
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DB Migration to the Cloud
In this chapter, you will go through the most important task of cloud DBA, which is
database migration to the cloud. There are various ways you can do DB migration to
Oracle or Amazon Cloud, including Export/Import, using SQL Developer, and RMAN
based restore. Apart from these, some not so common methods are also available, such as
SAN replication based restore and VM image level backup restore.
This chapter provides details on these Oracle database migration methods, along
with recommendations and best practices. It also covers the challenges, limitations, and
comparison between various migration methods for migrating Oracle database to the
cloud.

DB Migration Key Considerations
Deciding the right migration method is a very challenging and complex task and you
have to consider several factors before arriving at right migration method. One migration
method might not be suitable for your entire DB landscape migration to the cloud, hence
you’ll need to identify a mix of migration methods to handle different needs.
Let’s look at the factors/considerations for migrating a database to the cloud:
•

Database size: This is the single most important factor along with
available downtime.

•

Database version and edition: Cloud providers do not support all
editions or older DB versions like Oracle 10g and below, hence
comparing the source DB version and edition with the allowed/
available one is important.

•

ARCHIVELOG mode: Migration methods such as RMAN hot
backup, DataGuard-based migration, and many other methods
require databases to be running in ARCHIVELOG mode. This is
why this information should be captured before deciding the
migration method.

•

Migration level: Migration can be at different levels, such as DB
server, DB schema, or even the table level.
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•

OS endianness (Little endian/ big endian): Cloud providers do not
support all OSs, hence chances of having to do a cross-platform
migration is very high. For cross-platform migration, it is very
important to know the OS endianness so that the appropriate
migration method can be selected.

•

32-bit/64-bit: 32-bit servers are not very common, but if you
have very old legacy systems running on 32-bit, then you need to
consider moving them as-is or converting them to 64-bit systems.

•

Physical/virtual: The cloud is mostly a virtual environment
(except where physical hardware is provided by a cloud provider,
like the Exadata cloud service, where Exadata is physically hosted
in your datacenter). If you are running your Oracle database on a
physical server, you will have to convert it into virtual server (P2V
migration). Performance, licensing, supportability, certification,
and many other factors come into the picture while doing such
P2V migration.

•

Law of the land: Certain regulatory requirements might require
you to keep your database in your own datacenter or in your
country. You should consider such requirements while planning
for migrating to the cloud.

•

Data security requirements: Certain databases might have SOX,
HIPAA, PCI, or any other regulatory requirement for data security,
and this will result in certain migration considerations for data at
transit or data at rest.

•

Application nature (mission-critical/performance sensitive/big
data): The application nature defines the downtime availability,
hence it affects the migration method used.

•

Available downtime and available time for migration: Some
database migrations might have zero or very little downtime.
This is an important factor to remember while determining the
migration method.

•

Network bandwidth between on-premise and the cloud:
Network bandwidth plays an important role with large database
migrations.

•

Application compatibility: While doing database migration, you
need to consider whether the application is compatible with the
proposed cloud deployment model.

•

Cloud provider (Oracle Cloud, AWS, or Microsoft Azure): Different
cloud vendors have different migration methods. Amazon AWS
has a database migration service called DMS, which is not
available in Oracle Cloud.
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•

Tools availability (OGG, OEM12c cloud control): Tools availability
in your DB landscape will also play a critical role in deciding your
tool-based migration method.

•

Cloud deployment model (IaaS, PaaS, DBaaS): The migration
method depends on the database deployment model, for
example, you can’t do a RMAN backup restore in Oracle Schema
as a service deployment.

•

Cloud type (public/private): Migration methods for a private cloud
in your own datacenter will be different than for a public cloud.

In the next sections, you will go through various migration methods. Let’s first look at
the migration lifecycle.

Migration Lifecycle
Migration is multistep process; the different stages of the migration lifecycle are listed here:
•

Analyze

•

Identify

•

Prepare

•

Migrate

•

Validate

These stages (Figure 7-1) are best carried out as a pilot or dry run before planning for
actual migration. The process can be iterative and may need multiple runs, as you may
encounter issues that need fixing.

Analyze
Identify
Prepare
Migrate

Validate
Figure 7-1. Cloud migration lifecycle
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In the Analyze phase, you go through the customer requirements and key
considerations. These inputs help in the next phase, called Identify, where you identify
the migration method.
The Prepare phase is all about getting ready for migration by having things in place.
For example, you prepare the target environment for DB migration.
In the Migrate phase, you do the actual migration and in the Validate phase, you do
data integrity validation along with application testing and validation.
This is very high-level view so that you can understand where actually the migration
part fits in this larger scheme of things. The next section discusses the migration phase.

Migration Approach
At a high level, all DB migration method consists of three phases, as shown in Figure 7-2.

Backup

Transfer

Restore

Figure 7-2. The cloud migration approach
Let’s take a look at these phases.

Backup
Backup means backup of DB server, database, schema, table, etc. You will go for a DB
server level backup when you are moving to an IaaS or PaaS kind of offering. This is
also called VM or server-level image. You can take database-level backups as physical
or logical. Physical backups consist of RMAN or user-managed backups like hot or cold
backups, whereas logical backups consist of database export dumps.

Transfer
The Transfer phase refers to moving the backup to the cloud. The exact transfer method
depends on the size and the network bandwidth. If the database is running into the
terabytes (TB) and you don’t have sufficient bandwidth to copy it quickly, then special
migration methods like hard disk shipping or Amazon Snowball are used. These are
explained in the migration method section. With some migration methods, you may not
need to actually transfer any files, e.g. while using a DB link or the materialized viewsbased migration method. In such cases, data transfer is done using buffers, but there is no
file movement as such.
You might also need to apply acceleration methods (such as multipart upload,
Tsunami UDP, S3 transfer acceleration, and AWS Direct Connect) to get the optimal
migration time.
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Restore
The Restore phase refers to restoring the DB server image or restoring the database
backups. You don’t see this phase in a few migration methods, such as with DB links or
the MView refresh-based migration method.

Migration Options
There are various options for DB migration to the cloud and the method you choose
depends on several factors that are explained in the previous section. Your migration
strategy should be based on your organization’s priorities, the end state architecture, and
the available budget.
Let’s look at the various migration options for migrating Oracle database to the
cloud.

Migration Using Tools
The latest Oracle and third-party database management tools support migration to the
cloud.

SQL Developer
At present, Oracle’s native GUI tool, SQL Developer, has built-in capabilities to connect
to the cloud database (Figure 7-3) and can also be used to migrate data from on-premise
databases to the cloud.

Figure 7-3. Cross-cloud migration using SQL Developer: login
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After establishing a connection to the local and the cloud database using SQL
Developer, choose Tools ➤ Database Copy and select both databases. There are options
to copy selective objects, schemas, or table spaces, as shown in Figure 7-4. This method is
very easy and good for smaller databases.

Figure 7-4. Cross-cloud migration using SQL Developer: the copy wizard
Migration using SQL Developer is covered in detail at a later stage in this chapter.

Oracle Enterprise Manager (OEM)
Oracle Enterprise Manager (OEM) is another tool-based option for migrating data to the
cloud. OEM can also be used to move data from the local database to the cloud using the
Export/Import method or even be used to set up DataGuard in the cloud.
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Traditional Migration Methods
The traditional migration method that you use to move your Oracle database across
database servers can be used to migrate to the cloud as well.

Import/Export
Logical data backup and data movement across Oracle databases has been achieved
using Import/Export and data pump for a very long time now. The same method can be
extended to move data from a local DB to the cloud. As a prerequisite, you should run
a successful tnsping test between the two DBs. An authenticated DB link pointing to
the cloud DB from local DB can be used. The remote filesystem is accessed using such a
DB link, using DBMS_FILE_TRANSFER.PUT_FILE to copy the dump file to the cloud before
starting the import. Figure 7-5 shows the high-level steps for migrating to the cloud using
data pump.

Create EXPDP backup of
Local DB

Create a DB link from Local
source DB to Target Cloud DB

DBMS_FILE_TRANSFER.PUT_
FILE(
At Cloud DB, grant read, write
on dump directory

source_directory_object
=>
'DATA_PUMP_DIR',….
destination_database
'cloud_dba_rds'

=>

impdp
cloud_user/<password>@TEST
_CLOUD_DB
DUMPFILE=tab1_copied.dmp
DIRECTORY=DATA_PUMP_DIR
full=y
Figure 7-5. Cloud migration using data pump
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There is no access provided to the filesystem of AWS RDS, but the following
command can help you verify the dump file upload. Migration using data pump is
covered in detail at a later stage in this chapter.

RMAN Backup Restore
Similar to Import/Export, DB migration can be done using RMAN backups. Taking RMAN
DB backup to the cloud filesystem and restoring it on the cloud is similar to the local
restore process. Moving the local database backup to the cloud is covered in more detail
in Chapter 8, “Backup and Restore”.

Shipping the Hard Drive
For large databases, it is not practical to move data over the network, considering the
restore time and network bandwidth related expenses for a one-time data transfer. In
such cases, the traditional method that was commonly used for datacenter migration
comes handy—physically shipping the hard drive. This method can be used along with
multiple restore methods, like cold restore, Import/Export, etc.
Oracle also offers Oracle Cloud storage appliance-based import option as part of its
data transfer services. This helps with secure, bulk data movement. You can send up to
400TB in one go.

Lesser Known Migration Methods
In addition to the traditional methods, some lesser-known methods are:

106

•

Create a DataGuard in the cloud

•

Perform on-premise backups to the cloud and restore the cloud
backup to create the DB in the cloud

•

Perform a DB server VM backup and restore the machine backup
to the cloud, then restore it as new cloud VM

•

Use Oracle Golden Gate-based DB replication to the cloud

•

For AWS, Data Migration Services (DMS) is also a very effective
method
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Comparison of Migration Methods
Table 7-1 shows a quick comparison of the various migration methods, which can help
you decide which migration method to choose, given your scenario.
Table 7-1. Migration Methods Comparison

Migration Method

Table Level
Migration

Schema Level Database
Migration
Level

DB Server
Level

SQL Developer

Yes

Yes

Yes

No

Data Pump

Yes

Yes

Yes

No

DataGuard

No

No

Yes

No

RMAN Backup Restore

No

No

Yes

No

VM Image

No

No

No

Yes

Oracle Golden Gate Based
DB Replication

Yes

Yes

Yes

No

Detailed Migration Steps for Data Migration from
the Local Database to Amazon RDS
The initial chapters already covered how to create a database in AWS RDS, hence the
steps given here are based on the assumption that you have already created an empty
database in AWS RDS. It is also assumed that the connectivity to the database is tested
successfully using SQL Developer and other connectivity options.
You can start data migration using the SQL Developer data copy option. The local DB
referred to in this section means database hosted in your datacenter.
Let’s first create a new user called local_machine_user and, after giving it proper
privileges, create and populate the table.
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Let’s now copy this 12MB table to the AWS Oracle database.
First, connect to the local DB using SQL Developer, as shown in Figure 7-6.
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Figure 7-6. Connecting to the local DB using SQL Developer
Now choose Tools ➤ Database Copy and select both databases, as shown in Figure 7-7.
Ensure that the correct source and destination databases are selected. Making wrong or
inverted selections at this stage can lead to painful recovery needs at a later stage.

Figure 7-7. Database copy wizard: select source/destination
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There are various options here, for example, you can choose a set of objects or
a schema. You can even select multiple schemas to be merged or even a particular
tablespace, as shown in Figure 7-8.

Figure 7-8. Database copy wizard: select object types
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In this case, you will choose the schema copy option. You can select all or specific
object types, as per your requirements.
The next step is to select the appropriate schemas (Figure 7-9).

Figure 7-9. Database copy wizard: select schemas

111

Chapter 7 ■ DB Migration to the Cloud

If it fails with an error that states that the schema does not exist on the target
machine, then create the required schema in AWS database and try again. The same
schema must exist at the target and it will not get created automatically.
Next is a summary of the data copy selections chosen so far, as shown in Figure 7-10.

Figure 7-10. Database copy wizard: summary screen
After clicking Finish, a data copy job starts and gives you the option to let it run in the
foreground or in the background (Figure 7-11).

Figure 7-11. Database copy
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You can see other copy-related stats from the log file that’s generated. It is shown here:

The record count and actual data should be verified at the cloud DB. The target DB
data should match the local DB data for the data migration to be successful. In case of
any discrepancies, specific errors need to be fixed by rerunning a partial or full process,
depending on the situation.
The data copy time increases with the size of the table and the amount of data to be
copied and hence this method is good for smaller tables.

Detailed Migration Steps for Data Migration Using
Oracle Data Pump Utility
Data pump based migration can be used for bigger tables and schemas.
Once the dump file is created, you can create a DB link from the local source DB to the
target cloud DB. This DB link will be used to place the data on the cloud DB’s filesystem.
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Now create a DB link using this connection string.

You should test the connectivity using the DB link, which was created in the
previous step.
On the local DB:

On the cloud DB:

You are now ready to transfer the export dump file to the remote system. This is done
using the DBMS_FILE_TRANSFER package.

As you do not have access to the filesystem of AWS RDS, you cannot verify the
availability of the dump file directly. However, there are some built-in packages available
to check it. It is shown here:
On the cloud DB:
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On the local DB, create a TNS entry of the remote DB in the local system so that you
can import the data in the remote DB using this entry. After creating a TNS entry, you can
do a tnsping test and then a connection test, as shown here:
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Now import the data in the cloud DB with a user who has the required privileges.
On the local DB:

Verify the data in the cloud DB using SQL Developer. While copying the dump file
may take more time, the import is expected to be instantaneous since it is done locally
in the cloud. In case of data mismatch, specific table/objects may need to be imported
again. The exact steps for fixing the partially successful migration depend on the specific
issues encountered.

Sample Comparison Between SQL Developer and Data
Pump Migration
Table 7-2 shows the performance comparison between SQL Developer and data pumpbased migration methods.
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Table 7-2. Comparison Between SQL Developer and Data Pump Performance

Migration Method

Object Size (MB)

Object Type

No. of Records

Time Taken

SQL Developer
Database Copy

12.6

Table

128,670

1.6 minutes

SQL Developer
Database Copy

120

Table

716,484

21 minutes

SQL Developer
Database Copy

640

Table

3,715,500

124 minutes

Data Pump

2.91

Table

71,692

0.4 minutes

Data Pump

508

Schema with
three objects

1,852,320

14 minutes

As you can see, the data pump-based migration method is faster than the SQL
Developer-based database copy option. These results depend on many factors, such as
server configuration, network speed, etc., hence it is recommended you perform a proof
of concept (PoC) in your environment to arrive at a proper conclusion. This PoC is usually
done as part of the pilot phase of migration.

Migration Using RMAN Backup Restore
This migration method is good for scenarios when you want to migrate your entire database
from on-premises to the cloud. This migration method can be executed in two ways.
Option 1
1.

Take a RMAN backup on the local server.

2.

Transfer the RMAN backup from the local server to cloud storage.

3.

Restore from the RMAN backup.

Option 2
1.

Take a RMAN backup on the cloud.

2.

Restore from the RMAN backup.
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RMAN backup restore steps are the same ones used with on-premise DBs. Refer to
Chapter 8, “Backup and Restore” for the detailed steps.

Migration By Cloning a PDB into the Cloud
In Oracle database 12c, Oracle introduced a multitenant architecture and this made PDBlevel migration a very easy task. In this section, you will look at the steps that are required
to clone an on-premise PDB and plug it into a cloud-based CDB.
The objective is to migrate a LocalPDB (Oracle EE 12.1.0.2, DB Size ~1GB) running
on Windows to Oracle Public Cloud.
Tools used:
•

SQL Developer

•

WinSCP

•

PuTTY

•

PuTTYKeyGen

•

EM Express (provided as part of Oracle Cloud)

The high-level steps are as follows:
1.

Multitenant setup on-premise (local).

2.

Create Oracle 12c database in Oracle Public Cloud.

3.

Clone LocalPDB (optional).

4.

Open the cloned LocalPDB in READWRITE mode (optional).

5.

Close LocalPDB.

6.

Convert LocalPDB into READONLY mode.

7.

Unplug LocalPDB.

8.

Copy the .XML and data files to the cloud DB server.

9.

Use EM Express to plug LocalPDB into the cloud.

10.

Open LocalPDB in the cloud.

Let’s look at these steps in detail.
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Multitenant Setup On-Premise (Local)
Since this example is about moving a PDB to the cloud, you must have a multitenant
DB in your source DC. If you are doing this migration for POC purposes, this step is
applicable. As part of this, you need to install Oracle 12c Enterprise Edition and then
select Create and Configure a Database, as shown in Figure 7-12.

Figure 7-12. Select the installation option
Continue with the database creation steps and select the configuration as per your
requirements. Selections made for a typical installation are shown in Figure 7-13.
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Figure 7-13. Create a container database

Create Oracle 12c PDB Database in Oracle Public
Cloud
This setup is explained in Chapter 3, “Database Provisioning”. Refer to the “Database
Provisioning in Oracle Cloud” section.

Clone LocalPDB (Optional)
This step is required if you want to create a copy of your local PDB database and move the
copy instead of moving the original PDB to the cloud. If you are moving your original PDB
to the cloud, then this step and the next aren’t required.
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Cloning the PDB can be done using SQL Developer. Right-click on the pluggable
database for which you need to create a clone. This is shown in Figure 7-14.

Figure 7-14. Select Clone Pluggable Database
Give the new PDB a name and select Custom Names from the File Name
Conversions option. This is shown in Figure 7-15, where the old PDB name was LocalPDB
and cloned PDB name is LocalPDB2.

Figure 7-15. Clone the pluggable database
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Open the Cloned LocalPDB in READWRITE Mode
(Optional)
This step ensures that the cloned PDB (LocalPDB2) is working as expected. Right-click
on LocalPDB2 and select Modify State. Select the State option as READ WRITE and click on
Apply, as shown in Figure 7-16.

Figure 7-16. Open the cloned database
Confirm that the changes are applied and that the OPEN_MODE for this PDB is now set
to READ WRITE (Figure 7-17).

Figure 7-17. Cloned database status
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Close LocalPDB
Close LocalPDB (or LocalPDB2, whichever is your case) to get it ready for unplugging.
Right-click on LocalPDB2 and select Modify State. If the database is already open in
READWRITE, you will see the CLOSE IMMEDIATE option, as shown in Figure 7-18. Click on
Apply to close the PDB.

Figure 7-18. Close the database

Convert LocalPDB into READONLY Mode
Now convert LocalPDB2 to READONLY (Figure 7-19) mode so that it can be unplugged. This is
required, as the data file headers need to be consistent for successful restoration of the PDB.

Figure 7-19. Change the database state to READONLY
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Unplug LocalPDB
After converting the database into READONLY mode, you are all set to unplug it. To unplug
it, right-click on LocalPDB2 and select Unplug Pluggable Database. Give the location of
the .XML file and click on Apply, as shown in Figure 7-20.

Figure 7-20. Unplug the pluggable database

Copy the .XML and Data Files to the Cloud DB Server
To plug this database into the cloud CDB, you need to copy the .XML and data files to the
cloud DB server. For this, you can use either do scp from your UNIX server (if the local
DB is running on UNIX) or you can use the WinSCP tool to transfer these files from a
Windows server. Let’s see how it is done in Windows.
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Open WinSCP and enter the Cloud DB server’s public IP. For the username, give opc
and don’t enter a password (Figure 7-21).

Figure 7-21. Connecting the Cloud DB server using WinSCP
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Now click on Advanced and go to SSH ➤ Authentication. Enter your private key file
location. This is shown in Figure 7-22. Without the public-private key pair, the connection
will not be allowed for security reasons.

Figure 7-22. Specifying a private key file in WinSCP
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Now you can see the local files on left side and the cloud directory on the right. With
this, you are ready to drag and drop the files to Oracle Cloud DB server. Your screen will
look like Figure 7-23.

Figure 7-23. WinSCP file transfer screen
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Since you are copying as the opc user, you need to move these files to Oracle user
directories by logging in as the root. You will also need to change the ownership of the file
and change the file permissions. These steps are shown in Figure 7-24.

Figure 7-24. File copy and permissions
It is recommended you compress the files before transferring them so that the
transfer time is reduced.
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Using EM Express to Plug LocalPDB into the Cloud
To plug LocalPDB into the Cloud CDB, open EM Express, as shown in Figure 7-25.

Figure 7-25. Open the EM console
You will see a screen similar to Figure 7-26. Here you can see that CDB02 has one
PDB available. This is the default PDB that was created during the provisioning. To plug
the on-premise PDB into the CDB02, click on the CDB hyperlink just above the version
information.

Figure 7-26. EM console: home page
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This should bring up the page shown in Figure 7-27. It shows all the PDBs that are
associated with this CDB. It also gives you an option to plug in the PDB.

Figure 7-27. EM console: CDB home page
Now click on Plug and provide the metadata file and source file location. Uncheck
the Reuse Source Data File Location from Metadata File option. Click on OK to start PDB
plugging, as shown in Figure 7-28.

Figure 7-28. EM console: plug PDB
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This will take few minutes and you will see a successful completion message when
it’s done.

Open LocalPDB in the Cloud
Now it’s time to bring up the newly moved LocalPDB in the cloud. It is associated with the
CDB Cloud, but is not yet ready to use. To open the newly plugged local PDB in the cloud,
you need to select LocalPDB2 and click on Actions ➤ Open.
The newly plugged PDB is now open and ready to use, as shown in Figure 7-29.

Figure 7-29. EM console: open PDB
Your LocalPDB2 is now up and running under Cloud CDB. With this, migration of a
local PDB is successful and it is now available in the cloud.
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Migration Using DMS
Amazon provides the Database Migration Service (DMS). You can select this service from
the Database section in the AWS Console (Figure 7-30).

Figure 7-30. DMS in the AWS Console
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After selecting DMS, you will see the screen shown in Figure 7-31. In the bottomright corner of this screen, you will see an option for downloading the AWS Schema
conversion tool. This tool is locally installed and can be used for database migration,
not only within Oracle database but also with cross-RDBMS migration (for example,
migration from MySQL to Oracle).

Figure 7-31. AWS schema conversion tool download
You can download it for your OS, as shown in Figure 7-32.

Figure 7-32. AWS schema conversion tool installation
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The schema conversion tool is very small (116MB), so the installation and
configuration process is quick. After installation, you can invoke the tool to perform
schema conversion analysis, as shown in Figure 7-33.
To do this, choose File ➤ Create New Project.

Figure 7-33. AWS schema conversion tool: new project creation
This tool also requires Oracle JDBC driver for execution. You can download
this driver from OTN. The download location of various drivers is given on the AWS
documentation page, as shown in Figure 7-34.

Figure 7-34. AWS schema conversion tool: database driver download
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After download, you need to specify the driver location in the global settings shown
in Figure 7-35.

Figure 7-35. AWS schema conversion tool: drivers setting
Now you are all set to run the analysis.

Migration Using AWS Snowball
Cloud adoption and migration is a phased process. After testing is completed and you
are happy with running smaller databases in the cloud, it is time to move your larger
databases to the cloud.
When porting your data over a network is a tough and time-consuming task due to
data size and bandwidth issues, Snowball from AWS comes to the rescue. It is a travel
bag-like device that secures and weatherproofs your data during transport. Snowball’s
storage capacity and service availability are growing and it’s expected to be available
globally by the start of 2017. As of writing this book, the single largest Snowball is 50/80TB
(and it’s growing) and AWS Snowball is available in 9 out of 16 regions.
You can order Snowball from AWS by creating a data transfer job in the AWS
Management Console and connecting multiple Snowball devices to load your large
databases running in Terabytes. The data is stored in a tamper-resistant case and is
encrypted. After loading the data, you need to ship this device to AWS. You will be
notified once your data is available. There are APIs available for integration with existing
storage, for larger adoption of Snowball. Snowball also has S3 connectivity for moving
data in and out of AWS without having to depend on network bandwidth.
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Figure 7-36 shows the simple workflow involved in migrating a database to AWS
using Snowball.

Create Data transfer
job

AWS ships the
Snowball(s)
depending on data
size

Connect Snowball
with LAN

Load DB backup

Send back Snowball
to AWS

AWS Loads Data to
S3

Restore DB to AWS

Figure 7-36. Database migration flowchart using Snowball
Here are some of the reasons why you should use Snowball:
•

No network overloading

•

Works where bandwidth is an issue

•

Secure

•

Fast

•

Large capacity

•

Cost effective

Once your data is made available using Snowball, you can restore your database
like any other storage operation. Snowball can be used to get data back home as DR or to
move away from AWS.
There are some limitations when working with Snowball, like data transfer time limit
of 90 days, region-based service availability, and some encryption-related limitations.
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Migration Best Practices
This section lists some of the best practices for Oracle database migration to the cloud.
•

Choosing the correct cloud host configuration as per
requirements is vital to avoiding future scaling and performance
issues.

•

Setting the DB configuration parameters correctly yields required
performance for Managed Cloud DB services.

•

Setting tight security settings to provide only the required access
and enable only required ports is a must.

•

Understanding the limitations of unsupported features like
active DataGuard between two cloud DBs will help in planning
migration.

•

Identifying and segregating responsibilities between the cloud
team and the client team is necessary for smoother functioning.

•

Understanding the licensing management is very much required
when migrating to the cloud, e.g., BYOL versus pay-as-you-go.

•

Excluding DBs with strict performance requirements and
different compliance and regulatory requirements.

Summary
Database migration is a complex and challenging process. It requires analysis and
detailed planning to accomplish a successful migration. In this chapter you learned about
key considerations and lifecycle stages for database migration to the cloud. You are now
aware of more than 10 methods for migrating to the cloud. This chapter also covered the
available migration tools and explained how to use them. You read about migration using
cloning a PDB into the cloud and AWS-specific options like using DMS and Snowball.
A single migration method might not be suitable for migrating your entire DB
landscape to the cloud, so you should identify a mix of migration methods to handle
different needs.
In the next chapter, you will learn how the backup and recovery process works for
databases in the cloud.
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Backup and Restore
This chapter covers the database backup and restore options in Oracle Cloud and AWS.
The backup and restore processes are vital for business continuity and the DBA has the
responsibility to ensure that the databases are recoverable as per the requirements. This
chapter covers various options available for backing up your database to the cloud. It also
provides step-by-step details on how to move a local backup to the cloud.

Overview of Database Backup and Restore from
the Cloud Perspective
Successful database backup is the most important job of any DBA, hence it is extremely
important for DBAs to know their options while using the cloud. As a DBA, you can use
the cloud in following two ways for your backup and restore requirements:
•

Use the cloud as a backup destination for an on-premise database

•

Use the backup and restore options (within the cloud) for the
cloud database

As a DBA, your responsibilities vary according to the DB hosting model. If you
are using an IaaS kind of service, such as Oracle database running on an Amazon EC2
instance, then you are responsible for backing up your database or even the entire EC2
instance.
If you are running database in managed service kind of offering, such as Amazon
RDS or Oracle Schema as a service then backup and restore is very easy task and it is
internally managed by the cloud provider. In this case, your responsibility is limited to
specifying the maintenance window and retention period of backup. This is explained in
detail in the following sections.
In the following sections, you will go through all the available backup and restore
options. Let’s first look at these two categories.
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Using the Cloud as a Backup Destination for an
On-Premise Database

Disks

Offsite location

Tape

DB Backup

Cloud

New
Approach

DB Backup

Traditional
Approach

Backups are traditionally first taken at disk and then moved to tape and tapes are then
moved to an offsite location for long-term storage and disaster prevention. In the new
model, the on-premise DB backup goes directly to the cloud (Figure 8-1).

Figure 8-1. On-premise DB backup approaches
There are many benefits to such a cloud-based backup approach:
•

No CAPEX

•

No OPEX for tape maintenance-related activities

•

Anywhere/anytime access of backups

•

Faster restore time (compared to cases, where tape has to be
recalled from an offsite location)

•

On-demand capacity increase

•

Secure

•

Encrypted

•

Compressed

Oracle provides a cloud backup module for both Oracle Cloud and Amazon AWS
to integrate RMAN backup with cloud storage. Using this approach, you can run simple
RMAN commands to save on-premise DB backups to the cloud.
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Using Backup and Restore Options (Within the
Cloud) for a Cloud Database
For a database hosted in the cloud, you can use the backup and restore options provided
by cloud providers. Based on these two categories, all available methods can be classified
as shown in Table 8-1.
Table 8-1. Cloud Backup Offering Comparison

Category/Cloud Provider

Oracle Cloud Offering

Amazon AWS Offering

Moving On-Premise
Backup to the Cloud

•

 racle Database Cloud
O
Backup Service

•

Amazon S3

Backup Restore within
the Cloud

•

DB Snapshots

•

•

DB Backups

 B Backup and Restore
D
in Amazon RDS

•

 B Backup and Restore
D
in Amazon EC2

Besides these options, you can also perform the backup operations using Oracle
Enterprise Manager Cloud control 13c and third-party tools such as CloudBerry Lab’s
cloud backup solution.
Details of these six methods are discussed in the next two sections under Oracle
cloud and AWS. To differentiate the methods according to the cloud service providers,
the methods are grouped based on the cloud providers rather than on the two categories
mentioned before.

DB Backup and Restore in Oracle Cloud
In Oracle Cloud, different options exist for different requirements:
•

Oracle Database Cloud Backup Service: This method is for taking
an on-premise DB backup to the cloud.

•

DB Snapshots: This method is for taking a cloud database backup
for cloning.

•

DB Backups: This method is for an on-demand backup and
recovery.

Let’s look at these options in detail.
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Oracle Database Cloud Backup Service
This is also known as Oracle Database Backup Service, or ODBS. It is a three-step process.
1.

Subscribe to Oracle Cloud Backup service.
You can do so by going to the following link and selecting
either Sign In or Try It.
https://cloud.oracle.com/database_backup
After receiving a confirmation mail, activate your service. You
are ready to move to the next step.

2.

Download and configure Oracle database cloud backup
module.
To download Oracle Cloud Backup Module, visit the OTN link
shown in Figure 8-2.
http://www.oracle.com/technetwork/database/
availability/oracle-cloud-backup-2162729.html

Figure 8-2. OTN page for Oracle Database Cloud Backup Module

142

Chapter 8 ■ Backup and Restore

After accepting the OTN agreement, it will ask you to sign in to
your Oracle account. Then it will download the file. It is only
2.5MB, so the download is usually quick.
Unzip the installer file (opc_installer.zip). You will see
two files in an uncompressed folder—opc_install.jar and
opc_readme.txt. The README file has all the instructions to
configure this installer; additionally you can run the java –jar
opc_installer.jar command to see the usage instructions. The
output looks similar to Figure 8-3.

Figure 8-3. The opc installer usage
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You can run it as shown in the following code. First set
ORACLE_HOME and ORACLE_SID and then run the installer
command. Remember to provide values according to your
environment. The following example shows the command for
Windows. For UNIX, take walletDir and libDir as follows:
walletDir $ORACLE_HOME/dbs/opc_wallet
libDir $ORACLE_HOME/lib

Once the Cloud Backup Module is successfully installed, you
are good to move to the next step.
3.

Use RMAN to take a backup using the SBT library present in
backup module.
First you need to configure the RMAN backup channel to
make the cloud the backup destination. Then you can run
RMAN backups with the usual RMAN commands.
The RMAN configuration command is shown next. This
example is for Windows OS.
For UNIX, you need to run a command similar to this one.
CONFIGURE CHANNEL DEVICE TYPE sbt
PARMS='SBT_LIBRARY=/$ORACLE_HOME/lib/libopc.so,    
SBT_PARMS=(OPC_PFILE=/$ORACLE_HOME/dbs/opct1.ora)';
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Let’s see how to do this configuration in Windows.
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Once this step is done, you can run the RMAN commands as before. The following
code shows the table space backup in the cloud:
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DB Snapshots
Snapshot backups are used in Oracle Cloud for cloning the DB using the backup. You
can go to the detail page of your CDB, as shown in Figure 8-4, and click on the Snapshots
Available link.

Figure 8-4. Checking for available snapshots
The Snapshots tab provides the details about the available snapshot backups for
that database. If there are no snapshot backups available, you can create one by clicking
Create Storage Snapshot button. It asks for the snapshot name and a description, as
shown in Figure 8-5.

Figure 8-5. Create a snapshot
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Once you provide the details, it asks for a confirmation, as shown in Figure 8-6.
During the snapshot creation time, the database will be in backup mode and will not be
available for normal operations.

Figure 8-6. Create snapshot: confirmation page
Upon submitting the snapshot job, the database icon will turn into Under
Maintenance, as shown in Figure 8-7. The snapshot backup details will also be shown
along with information if any of the clones are created using this snapshot backup.

Figure 8-7. Create snapshot: in progress
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Upon completion of the snapshot backup, you can use this to create clones. The
linked clone details will be visible along with the snapshot details, as shown in Figure 8-8.

Figure 8-8. Create snapshot completion
The snapshot backup method is a very easy and simple way to back up your
database; it can used to clone existing DBs quickly. The snapshot backup consumes the
storage that’s equal to the size of the database.

Oracle Database Backup Service
You can set the backup for your database at the time of provisioning itself. This can be done
using the storage provided under Oracle Database Backup Service. Note the REST endpoint
link provided under the database backup service, as highlighted in the Figure 8-9.

Figure 8-9. REST endpoint identification
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During the database provisioning, the fourth step, called Details, gives you option
to set the backup for the database being created, as shown in Figure 8-10. The backup
destination can be a local VM-based backup, cloud storage backup, or none.

Figure 8-10. Backup and recovery configuration
If no backup is set during database creation, the only option that can be used for
restoration is creating a snapshot-based backup, as discussed in the earlier section. For
a backup to be set using cloud storage in a new container, provide the “Cloud Storage
Container” path as follows:
https:// <DB backup service REST Endpoint link> / v1/Storage-<domain
name>/<new container name>
Replace the placeholders with the correct values as per your own settings. There
can be other string formats as well and a relevant hint is provided while filling up the
container details.
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Storage access should be authenticated with the correct username and password.
Also do not forget to check the Create Cloud Storage Container checkbox if there is no
existing container available or you want to create a new container. The Confirmation page
provides the selection details before actually creating the database along with backup
settings, as shown in Figure 8-11.

Figure 8-11. Backup and recovery configuration: confirmation page
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Now, with the backup settings completed and the database creation over, it’s time to
take the backup and ensure that the database is recoverable.
To take a backup, click on View Available Backups, as shown in Figure 8-12. As you
can see, it shows all the available backups for that database and will be blank if no backup
is available.
Such on-demand backups can be taken by the bkup_api utility for standalone or
DataGuard databases. For RAC databases, you can use the raccli utility.
Retention of backups, tagging backups, deleting backups, and other customization of
current backups can be done using the bkup_api and raccli utilities.

Figure 8-12. Available backups
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To create a backup, click on the Backup Now button and then confirm, as shown in
Figure 8-13.

Figure 8-13. On-demand backup
Post confirmation, the backup job is triggered and the details will be available upon
completion, as shown in Figure 8-14.

Figure 8-14. On-demand backup: in progress
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If there is a change in the password for the storage access user credentials provided
in the earlier section, a new password can be provided using the Configure Backups
button, as shown in Figure 8-15. Note that the replication policy must be set under Oracle
Storage Cloud Service before you can use the storage service for backup. You need to
select the replication location to set a replication policy.

Figure 8-15. Change password for the backup user
Once the backup is complete, it is listed along with the tag and timestamp details, as
shown in Figure 8-16.

Figure 8-16. Available backups list
This backup can now be used for database recovery. Databases can usually be
restored up to very recently. Let’s see how recovery works in Oracle Cloud database.
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Database Recovery in Oracle Cloud
Database recovery in Oracle Cloud is a very simple operation and it is entirely automated.
It is explained with a test case, where one table is created and one record is inserted into
it. Afterward, two point-in-time recovery scenarios are explained to show the recovery of
only a table and recovery of a table along with the table’s data.
As the first step, connect to the database server using PuTTY and create a table to test
recovery.
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After waiting for five minutes or so, create a recovery scenario of an accidental Drop
Table by dropping the newly created table. This wait time is introduced to ensure that the
latest backups include your table data.

In the next step, let’s recover the table using the backup that was taken before the
user and table were created. It will use the required archive log files automatically.
To start the recovery, click the Recover button, as shown in Figure 8-17.

Figure 8-17. Initiate a recovery
Select a recovery date that is after the table creation but before the record insertions,
as shown in Figure 8-18.
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Figure 8-18. Select an appropriate recovery date
You can perform the recovery till the latest time or for a given SCN. There is also an
option to perform a recovery based on a defined timestamp, as shown in Figure 8-19.

Figure 8-19. Select recovery time
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Recovery will start. This will put the DB in maintenance mode and all connections
will be lost, as shown in Figure 8-20.

Figure 8-20. Recovery in progress
Recovery is now completed, as per the given timestamp. See Figure 8-21 for more
details.

Figure 8-21. Recovery completion
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Now let’s see if the table is restored.

As expected, this process has restored the table but not the data.
Now let’s give the recovery time to bring back the data as well, as shown in Figure 8-22.

Figure 8-22. Recovery scenario 2: date and time

159

Chapter 8 ■ Backup and Restore

With the new recovery time provided, the restoration and recovery is in progress
again, using the same backup, as shown in Figure 8-23.

Figure 8-23. Recovery scenario 2: in progress
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It takes around 10-15 minutes to complete the recovery. The recovery time depends
on the DB size and transaction volume. Figure 8-24 confirms the completion of the
recovery, which should bring back the data as well.

Figure 8-24. Recovery scenario 2: completion
Once the recovery is complete, let’s verify the availability of the table and its data.

This confirms that the data along with table can be restored to a given point in time.
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DB Backup and Restore in AWS
The following options are present in AWS:
•

On-premise backup to Amazon Cloud using Amazon S3

•

DB backup and restore in Amazon RDS

•

DB backup and restore in Amazon EC2

On-Premise Backup to Amazon Cloud Using Amazon S3
For taking your on-premise database backup to Amazon Cloud, you need to follow these
steps:
1.

Create a DB user with S3 access.

2.

Download and configure Oracle Secure Backup Cloud Module
for AWS.

3.

Configure a RMAN backup channel.

Create a DB User with S3 Access
It is good practice to have a dedicated user for Oracle database backup. This is four-step
process.
In the first step, you provide the username and select the access type, as shown in
Figure 8-25.

Figure 8-25. Backup user creation, step 1
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In the second step, you assign 'AmazonS3FullAccess' permission to the backup
user. This is shown in Figure 8-26.

Figure 8-26. Backup user creation, step 2
In the third step, you review the details as shown in Figure 8-27.

Figure 8-27. Backup user creation, step 3
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In the fourth step, you click on Create User, as shown in Figure 8-28.

Figure 8-28. Backup user creation, step 4
After this step, you will get the successful completion message shown in Figure 8-29.

Figure 8-29. Backup user creation: completion

Download and Configure Oracle Secure Backup Cloud Module
for AWS.
You can download the required module from this OTN link, as shown in Figure 8-30.
http://www.oracle.com/technetwork/products/secure-backup/securebackup-s3-484709.html
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Figure 8-30. Oracle Secure Backup Cloud Module for Amazon S3 download link
Accept the OTN license agreement. After that, you will be prompted to enter the OTN
credentials. The file is downloaded very quickly, as it is only 2.5MB.
Download and unzip the file before starting the configuration. Change these values
as per your environment. For UNIX, the location of the wallet directory and Lib directory
is shown here:
walletDir $ORACLE_HOME/dbs/osbws_wallet
libDir $ORACLE_HOME/lib
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Configure a RMAN Backup Channel
In this step, you configure a RMAN backup channel to specify the cloud destination.
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Now you are ready to run backups using RMAN commands.

DB Backup and Restore in Amazon RDS
In RDS, database instances can be recovered as new instances only. The new instance can
then be restored to point in time, as shown in Figure 8-31.

Figure 8-31. Amazon RDS recovery option
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You can restore to the last restorable time or to a custom restore time. This is shown
in Figure 8-32.

Figure 8-32. Amazon RDS recovery: restore time option
You also have the option of taking a manual snapshot backup at any time. This is
done by clicking Take Snapshot under Instance Actions, as shown in Figure 8-33.

Figure 8-33. Amazon RDS: Take Snapshot option
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Provide the name for your custom snapshot and click on Take Snapshot, as shown in
Figure 8-34.

Figure 8-34. Amazon RDS: Take Snapshot
For the instances provisioned under RDS, the backup snapshot is automatically
triggered once a day, as shown in Figure 8-35. It also shows the custom/manual snapshot
details. First snapshot backup is created just before the instance is made available for use,
post provisioning.

Figure 8-35. Amazon RDS: snapshot details
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The available snapshot can be used to restore the snapshot as a new database
instance using the Restore Snapshot button, as shown in Figure 8-36.

Figure 8-36. Amazon RDS: Restore Snapshot button
This restore creates a new database instance, which can be modified for some
properties as per the requirements, as shown in Figure 8-37.

Figure 8-37. Amazon RDS: restore DB instance
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You can provide the new database instance name and tag it to the snapshot from
which it is being created, which can be used for future references, as shown in Figure 8-38.

Figure 8-38. Amazon RDS: restore DB instance customize settings
Upon submitting the Restore DB Instance request, the new DB creation is triggered.
It will include the data as of the snapshot time. Figure 8-39 shows the restore in progress.

Figure 8-39. Amazon RDS: restore DB instance in progress
Once the restoration is complete, the database can be used, as shown in Figure 8-40.

Figure 8-40. Amazon RDS: restore DB instance completion
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Using snapshot backup, you can recover and clone your database quickly and easily,
along with the choice to select the restore timestamp.

DB Backup and Restore in Amazon EC2
Backing up and restoring Oracle database hosted on an EC2 instance is easy because
Oracle Secure Backup Cloud Module comes preconfigured with the EC2 instance.

Backup and Restore Best Practices
The following list shows some of the backup and restore best practices:
•

Use compression wherever possible, as it will reduce the network
transfer time.

•

Use encryption before transferring the backup to the cloud.

•

RMAN backup compression and encryption features can be
utilized with Oracle Secure Backup Module without any extra
license; however, it is recommended you check with Oracle
representative for more details.

•

Use more than one RMAN channel for faster backup and restore.
Oracle Cloud Backup Module is licensed as part of Oracle
Secure Backup and it is calculated per RMAN channel, so special
consideration is required in this regard.

•

Oracle Secure Backup (OSB) Cloud Module is a licensed module,
so ensure that you have the right license before using it. You can
refer to Oracle support note OSB Cloud Module: FAQ (Doc ID
740226.1) for more details.

Summary
In this chapter, you learned about Oracle database backup and restore options in Oracle
Cloud and AWS Cloud. You read an overview of database backup and restore from the
cloud perspective, including taking an on-premise DB backup to the cloud, backing up
and restoring within the cloud, and taking DB snapshots in Oracle Cloud. You are now
also conversed with DB backup and restore in AWS using S3 and other readily available
tools. You can also use Oracle Secure Backup Cloud Module for AWS for your backup.
The next chapter covers the important aspects of how to administer, manage, and
monitor your database in the cloud.

172

CHAPTER 9

Manage and Monitor
This chapter covers database administration and monitoring options for your database in
Oracle Cloud and AWS. It is important for a support DBA to be able to monitor database
health quickly. Proactive and customized alerting is the very important. You will learn
how various traditional tools and some new tools can be used to control your database
running on AWS or Oracle Cloud.

Overview of Cloud DB Monitoring and
Management
Oracle database monitoring and management is not entirely different from the onpremise database paradigm. In fact, many of the tools, such as SQL Developer, TOAD,
and OEM 12c Cloud Control, allow you to connect to your cloud database and perform
most of the tasks as before. However, there are some specific tools, such as DBaaS
Monitor in Oracle Cloud and command-line options such as AWSCLI and DBaaSCLI, that
are only applicable for the cloud. In this chapter, you will learn how to use the existing
tools with a cloud database and learn how to use the new, cloud-specific tools.
Table 9-1 provides a snapshot of multiple tools available for Oracle Cloud and AWS,
along with overviews of the tools.
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Table 9-1. Available Tools and Purpose

Tool Name

AWS

Oracle Cloud

Tasks

DBaaS Monitor

Not applicable

Readily available

Database and OS
monitoring

EM Express

Readily available

Readily available

Monitoring and
administration

Command-Line
Interfaces

Not applicable

Dbaascli,
raccli,
oracle-dbcs-cli (Linux
only)

Much finer
control
compared to GUI

SQL Developer

Free local download

Free local download

Basic
monitoring and
administration

CloudWatch

Paid subscription

Not applicable

Monitoring
and custom
notifications

AWS Database
Metrics

Readily available

Not applicable

Database and
OS health
monitoring

DB Monitoring and Management in Oracle Cloud
Oracle Cloud provides several options for monitoring your database hosted on the cloud.
To use these monitoring tools, you need to open the specific ports for your cloud database
instance. This can be done from the Access Rules settings, as shown in Figure 9-1.
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Figure 9-1. Access rules
You can connect using SQL*PLUS, SQL Developer, TOAD, or some other locally
available tool. The interface of these local tools remains the same as when working on a
local database. In addition to these, you can use the DBaaS Monitor and EM Console to
monitor your database in Oracle Cloud. Both of these web-based interfaces are readily
available once you enable the access ports, as shown in Figure 9-2 for the DBaaS Monitor.

Figure 9-2. Access rules: enable option
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You need to confirm the change in the access rule to enable it, as shown in Figure 9-3.

Figure 9-3. Access rules: enable option confirmation
This will change the icon for that port and will enable access using the DBaaS
Monitor for that database.

Figure 9-4. Access rules: enable completion

DBaaS Monitor
Now that you have enabled DBaaS Monitor, you can access it, as shown in Figure 9-5.

Figure 9-5. Accessing the DBaaS Monitor console
This takes you to the login page for DBaaS Monitor, as shown in Figure 9-6. The
default username is dbaas_monitor and the password is the same admin password
provided during database creation.
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Figure 9-6. DBaaS Monitor: sign in
The home page is simple and it provides details about the database and listener
status. It also provides information about the last backup, storage consumption, and
sessions, as shown in Figure 9-7.

Figure 9-7. DBaaS Monitor: database info
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On the lower side of the page, you can get operating system information like
memory, CPU, and filesystem usage, as shown in Figure 9-8.

Figure 9-8. DBaaS Monitor: OS info
Using the DBaaS Monitor, you can perform all the activities listed in Table 9-2.
Table 9-2. DBaaS Options
•

•

Database
•

Manage

•

Listener

•

Storage

•

Backups

•

Alerts

•

Sessions

•

Waits

•

Movements

•

Parameters

•

Real-Time SQL Monitor

OS
•

Memory

•

CPU

•

Storage

•

Processes

As part of the manage process, you can stop or start the CDB database. You can also
clone, unplug, drop, or modify the state of any existing PDBs. There is also a provision to
either create a new PDB or plug in a PDB, as shown in Figure 9-9.
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Figure 9-9. DBaaS Monitor: PDB options
Using the Listener menu, you can stop or start the listener and view details about the
listener configurations, as shown in Figure 9-10.

Figure 9-10. DBaaS Monitor: listener options
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From the Storage menu, you can get the storage consumption details by CDB and all
PDBs and can drill down to the table space level. You can further see the segment level
details by getting more details about a particular table space (Figure 9-11).

Figure 9-11. DBaaS Monitor: storage options
Backups are very important for ensuring data availability in case of a crash or
accidental data loss. These details are available from the Backups menu of the DBaaS
Monitor. You can get details of completed and ongoing backups along with process IDs
and timings. As you can see in Figure 9-12, there is a daily autobackup running, which is
offered as part of Oracle Cloud service.

Figure 9-12. DBaaS Monitor: backup options
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As a best practice, you can create an external table in your local database showing
the contents of the alert log. A similar view is available for your Oracle Cloud database, to
see the details on database errors under the Alerts menu, as shown in Figure 9-13.

Figure 9-13. DBaaS Monitor: alerts info
You can search for a particular session and get the details for all active and inactive
sessions using the Sessions menu, as shown in Figure 9-14. Each of these page is
customizable to show only the columns of interest, by selecting the settings for that
menu page.

Figure 9-14. DBaaS Monitor: session info
In case of performance issues or to monitor the health of the database, you must
understand where your database is spending time. This is available on the Waits page and
you can get the details on the SQLs and SIDs on the lower side of the page by clicking the
specific color bar, as shown in Figure 9-15.
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Figure 9-15. DBaaS Monitor: waits info
Whenever you take support ownership of any database, you should know the
different parameters and their values. The Parameters menu contains this critical
information, as shown in Figure 9-16.

Figure 9-16. DBaaS Monitor: initialization parameters and the real-time SQL Monitor
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The Real-Time SQL Monitor is also available under the Database menu, as shown in
Figure 9-16. This is a relatively new feature. It provides details on the currently running
SQLs in your database and can be useful in identifying a bad SQL.
With this, you can move to the operating system level monitoring available using
DBaaS Monitor.
Memory allocation plays an important role in database performance and is very
useful for data caching to improve response time for SQLs. This can be viewed from the
Memory menu under the OS, as shown in Figure 9-17.

Figure 9-17. DBaaS Monitor: memory details
CPU workload details can be monitored using the OS CPU monitoring page, as
shown in Figure 9-18. CPU utilization information can be useful for identifying the need
of additional processing power.

Figure 9-18. DBaaS Monitor: CPU details
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You have already seen the storage utilization at the CDB and PDB level from the
Database menu. Similar details at the OS level are available under OS Storage, as shown
in Figure 9-19. They can be useful for planning for additional storage depending on
utilization and growth. This also provides the mount point level details.

Figure 9-19. DBaaS Monitor: storage details
You need to look at OS level processes to identify the top resource-consuming
processes and to look for ways to improve system performance. These details are
available in the Processes menu, as shown in Figure 9-20.

Figure 9-20. DBaaS Monitor: processes details
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Most of these details under the Database and OS menus can be viewed at different
levels, such as overall, via CDBroot, or at the individual PDB level, using the settings
shown in Figure 9-21.

Figure 9-21. DBaaS Monitor: monitoring levels
This concludes our discussion of the DBaaS Monitor capabilities. This is an excellent
tool for monitoring your database in Oracle Cloud.

EM Express
Enterprise Manager (EM) Express is another GUI-based tool that’s readily available and
can be accessed once you open port 5500. This tool is very similar to OEM and can be
used for administration and monitoring.
You need to log in to EM Express as a sys or system user and using the password
provided during DB creation, as shown in Figure 9-22.

Figure 9-22. EM Express sign in
The dashboard of EM Express is shown in Figure 9-23. It provides information about
the database’s status, jobs, and performance details, such as waits and I/O.
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Figure 9-23. EM Express dashboard
Database performance and health can be assessed using details on waits, I/O, and
CPU utilization, as shown in Figure 9-24. You can get details for active sessions and
memory as well.

Figure 9-24. EM Express DB performance dashboard
There are many options for monitoring and administrating Oracle Cloud database
using EM Express, as shown in Table 9-3.
Table 9-3. EM Express Options
•
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Configuration

•

Storage

•

Initialization
Parameters

•

Undo
Management

•

Memory

•

•

Database Feature Usage

Redo Log
Groups

•

Current Database
Properties

•

Archive Logs

•

Control Files

•

•

Security
•

Users

•

Roles

Performance
•

Performance Hub

•

SQL Tuning Advisor
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Some of the menu pages are discussed in depth here.
EM Express is used not only for monitoring but can also be used to modify the
initialization parameter settings, as shown in Figure 9-25.

Figure 9-25. EM Express initialization parameter change
As shown in Figure 9-26, the Memory management page provides a lot of
information on SGA and PGA allocation and advisors. You can also see the details of
the different memory components along with the allocations. The top PGA consuming
sessions can be drilled down to get more information.

Figure 9-26. EM Express memory management
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The Database Feature Usage page, as shown in Figure 9-27, is almost the same as its
corresponding view in any Oracle database. It can be used to track the different features
used, primarily for licensing purposes.

Figure 9-27. EM Express Database Feature Usage page
The other tab (High Water Marks) on the same page is shown in Figure 9-28. It
provides details about the frequency with which a particular feature is used.
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Figure 9-28. EM Express Database Feature Usage details
The Undo Management option available from the Storage menu is useful for viewing
Undo settings and statistics, as shown in Figure 9-29. Charts like Undo Advisor and Undo
Generation Rate can be used to plan your undo space.

Figure 9-29. EM Express undo management details
You can also run the analysis for a specified duration and tune your undo allocation
per need, as shown in Figure 9-30.
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Figure 9-30. EM Express undo analyzer
The Control Files option, as shown in Figure 9-31, provides details on control file space
consumption by various types and can also be used to back up the control file to trace.

Figure 9-31. EM Express control files management
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User administration and access control can be done using the Users menu on the
Security tab, as shown in Figure 9-32. You can create, view, drop, or modify users and
manage privileges using this option.

Figure 9-32. EM Express user management
Similar to users, roles can also be managed very easily using this GUI, as shown in
Figure 9-33.

Figure 9-33. EM Express roles management
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The Performance Hub is a set of metrics that helps you understand the health of your
database, as shown in Figure 9-34. It has multiple options and can assist you in drilling
down and identifying the root cause of a performance bottleneck.

Figure 9-34. EM Express performance hub
Figure 9-35 shows the wait details for a particular duration, broken down into
various types of resources like CPU, I/O, network, etc.

Figure 9-35. EM Express session activity details
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The Workload tab provides a detailed view on user calls, session details, and linked
SQLs, as shown in Figure 9-36.

Figure 9-36. EM Express workload details
The other very useful feature of the EM Console is the SQL Tuning Advisor. It
analyzes all the SQLs executed against the database and provides suggestions for tuning
with potential benefits, as shown in Figure 9-37.

Figure 9-37. EM Express SQL Tuning Advisor
This concludes the discussion of EM Express. As you have read, EM Express is a very
effective tool for monitoring and will help you troubleshoot and analyze root causes.
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Command-Line Interfaces
Using the dbaascli utility, you can perform the following operations:
•

Change the password of the SYS user

•

Check the status of Oracle DataGuard configuration

•

Perform switchover and failover in Oracle DataGuard
configuration

•

Patch the database deployment

•

Recover a database

•

Rotate the master encryption key

When you connect to the host (compute node) on Oracle Cloud using PuTTY, this
utility is readily available to you as the root or Oracle user. See Figure 9-38 for details on
how to log in.

Figure 9-38. DBaaS CLI
Patch management and recovery activities need to be performed as the root. All the
other activities listed here can be performed as Oracle user:
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•

Database restart

•

Password reset

•

DataGuard switchover/failover

•

Database vault enable/disable
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•

Golden Gate replication setup

•

Listener management, such as start/stop

•

Network security configurations, such as encryption

•

TDE master encryption key change

As shown in Figure 9-39, you can get listener status using the dbaascli utility.

Figure 9-39. DBaaS CLI checking listener status
Similar to the dbaascli utility, raccli is also readily available when you do RAC
deployment in Oracle Cloud. raccli can be used for backup, recovery, patching, and
security management. This utility is covered in Chapter 4, “High Availability Options”.
oracle-dbcs-cli is available only for Linux and can be downloaded using your OTN
account, as shown in Figure 9-40.
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Figure 9-40. Oracle DBCS CLI download
With this utility, you can perform multiple management and operational activities:
•

Create: Create a new CDB in Oracle Cloud.

•

Delete: Delete an existing cloud database instance.

•

List: Get the details of all/specific instance(s) in your domain.

•

Patch Apply: Patch your cloud database.

•

Patch Check: Check the prerequisites before you patch a database.

•

Patch Rollback: Roll back a patch.

•

Patch Status: Show the patch status for a database.

•

Patch List: List all the patches you can apply to your database.

•

Scaleup: Increase the compute capacity for the host of your
database instance.

You get much finer control when using command-line interfaces and can define
many configurations compared to using GUI options. Oracle official documentation on
oracle-dbcs-cli is very helpful for understanding the full potential of this commandline interface. It is recommended that you refer to the documentation before using the
interface.
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SQL Developer
You can connect to SQL Developer by giving the information similar to what’s shown in
Figure 9-41. Once you are connected, you can perform all the operations similar to what
you do with your local (on-premise) databases. The same is true when using TOAD.

Figure 9-41. Connecting using SQL Developer
You can use SQL Developer to migrate data from a local database to the cloud
database or vice versa. You can also use this feature to move data from one cloud provider
to another, as shown in Figure 9-42.
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Figure 9-42. Database Copy wizard
This Database Copy feature is available from the Tools menu.
You can use the Clone PDB to Oracle Cloud option to move your PDB from the local
database to an existing database in Oracle Cloud, as shown in Figure 9-43.

Figure 9-43. Moving a clone PDB to Oracle Cloud
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SQL Developer is a free tool available from Oracle with very good features and is
cloud-ready as well.

DB Monitoring and Management in AWS
SQL Developer can be used to connect to the databases in AWS, as shown in Figure 9-44.
Once you’re connected, you can perform activities as if it were a local database.

Figure 9-44. SQL Developer connection to Oracle in AWS
AWS RDS also provides a web GUI to monitor your databases running in RDS. You
can monitor a single database or select multiple databases under the same VPC to be
monitored together, as shown in Figure 9-45.
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Figure 9-45. AWS monitoring display options
This AWS-provided monitoring tool can capture multiple metrics, providing insight
about the database’s health. This covers CPU utilization, I/O details, session details,
storage consumption, and more (Figure 9-46).

Figure 9-46. AWS monitoring metrics
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AWS RDS Monitoring Using OEM
OEM Express 12c is a very effective tool for database monitoring. You have seen how it
can be used for monitoring your database in Oracle Cloud. Along similar lines, you can
use it to monitor your AWS RDS databases. As the first step, you need to create an option
group, as shown in Figure 9-47.

Figure 9-47. Using OEM Express to create an option group
Once you select the correct engine and version and create the group, you must use
this newly created group to set up OEM access with the Add Option button, as shown in
Figure 9-48.

Figure 9-48. Using the OEM Express option, group details
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Under Add Option, select OEM to enable access to your RDS database using OEM.
There are other options as well, as shown in Figure 9-49.

Figure 9-49. Using OEM Express to enable OEM access
Select the security group. You can apply the changes immediately, which requires
database downtime, otherwise the changes will be applied during the next scheduled
maintenance window. See Figure 9-50, where the Apply Immediately option is selected.

Figure 9-50. Using OEM Express and the add OEM option
To use this option group for database access, you need to modify the database
properties and set the option group to the newly created OEM group, as shown in
Figure 9-51.
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Figure 9-51. Using OEM Express for mapping the OEM option group
Figure 9-52 shows that the database is unavailable and the changes are being applied
immediately.

Figure 9-52. Using OEM Express: OEM option enabling in progress
This includes the removal of the existing group and the addition of a new option
group. This activity can be done for multiple RDS databases to monitor them using OEM.
Once all the settings are completed, you are ready to use OEM to administer
your RDS database. The group linkage with the database option is visible, as shown in
Figure 9-53.

Figure 9-53. Using OEM Express: option group linkage details
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To access the OEM, the link is https://<END POINT URL>:<Option group PORT>/
em/console/logon/logon.
Replace the endpoint URL for your database and the port number used for OEM, as
visible in the previous two figures.
https://aws-cdb01.xxxxx.us-west-2.rds.amazonaws.com:5500/em/
login?returnUrl=/em/console/logon/logon
You need to log in to the OEM using the master username and the password
provided at the time of database creation. There is no SYSDBA access provided in
Amazon RDS. OEM, as always, is a very powerful tool and provides lots of information
and metrics for your database, as shown in Figure 9-54.

Figure 9-54. Using OEM Express: the OEM dashboard
Figure 9-55 provides details for tablespaces for the RDS database. In a similar
fashion, you can explore all the metrics and drill down to collect more details for your
RDS database.

Figure 9-55. Using OEM Express: table space details

AWS CloudWatch
AWS CloudWatch is another very effective tool that is readily available for monitoring, not
only for databases but also for all infrastructure components hosted on AWS.
You can search for CloudWatch by using the quick search menu that is present under
AWS Services (Figure 9-56).

204

Chapter 9 ■ Manage and Monitor

Figure 9-56. CloudWatch services quick search
Multiple metrics are readily available. Based on your AWS services, you can decide to
set up your CloudWatch monitoring. As shown in Figure 9-57, you can configure an alarm
for CPU utilization or for any other parameter, as needed.
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Figure 9-57. Using CloudWatch to create an alarm
Figure 9-57 shows the CPU utilization details. Once a metric is selected for
monitoring, you can set the thresholds and set one or more actions that are expected to
be performed when the threshold is breached.
As shown in Figure 9-58, you can set an e-mail notification to the primary DBA group
when CPU utilization shoots up.
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Figure 9-58. Using CloudWatch to define an alarm
Once the alarm is created, an e-mail is sent to the intended recipient, as shown in
Figure 9-59. The respective user must confirm the subscription.

Figure 9-59. AWS subscription confirmation notice
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Once the subscription is confirmed, confirmed users will receive e-mail notification
about violation of the threshold. A confirmation sample is shown in Figure 9-60.

Figure 9-60. AWS subscription confirmation message
You can see the details of the alarms that are set and modify/copy/delete them as
required. The alarm frequency in this case is five minutes, as shown in Figure 9-61.

Figure 9-61. CloudWatch alarm details
CloudWatch is a very handy tool and is readily available with AWS. You can use
it to monitor various parameters of database health as well as for other infrastructure
components. Remember, it is a paid option.
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DB Monitoring and Management Best Practices
The following list includes some of the monitoring and management best practices for
Oracle database running on Oracle Cloud and AWS:
•

Use on-premise tools whenever possible to save licensing costs
related to buying new tools on the cloud.

•

Use the latest versions of tools such as SQL Developer, TOAD, etc.,
as older versions do not have cloud DB support or cloud DBrelated features.

•

Use CloudWatch for monitoring at shorter intervals. Use a
notification service along with CloudWatch.

•

Use command-line utilities (such as DBaaSCLI and RACCLI) for
automation and a wide variety of features.

•

Use an OEM kind of tool to monitor and manage multiple
databases from a single screen.

•

Be careful while opening the required ports for tool access.

Summary
In this chapter, you learned how DB monitoring and management differs for a cloud
database and learned about the various tools and options available in Oracle Cloud and
Amazon Cloud.
After completing this chapter, you know about various tools like DBaaS Monitor,
EM Express, and command-line interfaces for Oracle Cloud databases. You read how
traditional tools like OEM and SQL Developer can be used for managing and monitoring
AWS and Oracle Cloud databases. Additionally, you now know about AWS-specific tools
like CloudWatch and AWS database metrics.
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Epilogue

Congratulations—you have reached the end of the book! Let’s do a quick recap of what
you learned in this book.
In Part I, you learned about cloud computing fundamentals that are essential for
becoming “The Cloud DBA” and in Part II, you learned how to manage Oracle database in
the cloud.
In Chapter 1, you learned the meaning of cloud computing, its benefits, challenges
associated with cloud computing, cloud computing service models, and deployment models.
At the end of that chapter, you gained a solid understanding of cloud computing basics.
In Chapter 2, you learned the meaning of cloud computing from a database
perspective by exploring Database as a Service (DBaaS) concepts and the various
deployment models and available offerings. You also learned when to choose which
offering from Oracle Cloud and Amazon Web Services (AWS). At the end, you read about
the various terminologies used in Oracle Cloud, AWS, and Azure. After completing Part I
(Chapters 1 and 2), you started Part II, where the actual implementation is covered.
In Chapter 3, you learned about the various provisioning options, supported editions
and versions, the available virtual machine types and available offerings, etc. At the end,
you created your first database in the cloud and connected to it using various tools.
In Chapter 4, you went through various high-availability options in Oracle Cloud and
AWS. You also learned how to implement Oracle RAC in Oracle Cloud and deploy Oracle
database in a Multi-AZ scenario. At this point in the book, you have a fair idea of how
Oracle high-availability is ensured in the cloud.
In Chapter 5, you went through various disaster recovery options in Oracle Cloud
and AWS. You learned how to implement Oracle DataGuard in Oracle Cloud, along with
how to switch over and reinstate a failed primary DB.
In Chapter 6, you learned the cloud security model and read about the key
considerations for Oracle database security in the cloud.
In Chapter 7, you learned about the most challenging job of database migration to
the cloud. This chapter covered migration considerations, migration options, and the
steps to migrating PDB to the cloud.
In Chapter 8, you learned how Oracle database backup, restore, and recovery works
in the cloud. You also saw a few examples of point-in-time recovery.
In this last chapter, you learned how to monitor your database in Oracle Cloud and
AWS. You also learned about various tools that are available for day-to-day administration
and looked at many of the features of these tools.
Thanks for reading this book. We hope this book was useful in enabling you to
become “The Cloud DBA”.
© Abhinivesh Jain and Niraj Mahajan 2017
A. Jain and N. Mahajan, The Cloud DBA-Oracle, DOI 10.1007/978-1-4842-2635-3
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