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Preface

VMware is the pioneer and leader in SDDC with its various tools; VCM is responsible for
policy-driven compliance management and the patching of infrastructure.

VCM helps in maintaining the compliance of infrastructure by automatically collecting data
and analyzing it against industry standards such as VMware and Microsoft Hardening
Guidelines, CIS Benchmarks, PCI DSS, and FISMA, to name a few. It helps you patch your
machines with the latest patches released by OS vendors and automate software
provisioning. You can see your compliance score on the vROps console after integrating
both of them.

This book provides recipes for installing VCM and then the initial configuration, moving
ahead with integration to another VMware tool. After this, it continues with configuring
compliance and patching for Linux and Windows machines. We have a chapter that will
help you configure VCM in order to deploy software from VCM.

You can use this book as a guide to completely explore all the features of VCM, and in the

troubleshooting section, you can take a look at the issues you might face while working on
VCM every day.

What this book covers

Chapter 1, Installing VCM, discusses the components of vRealize Configuration Manager
(VCM), various options to install VCM; including the prerequisites; and ends with fine-
tuning the database server used by VCM.

Chapter 2, Configuring VCM to Manage Your Infrastructure, discusses more about VCM
configuration, and we start adding virtual infrastructure elements, installing agents, and
configuring discovery.

Chapter 3, Linux Patching, shows you how to install the Software Content Repository
(SCR), used to download and distribute patches, then follows all the steps required to
configure, and distribute patches to managed Linux/Unix servers.
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Chapter 4, Windows Patching, shows you how to configure VCM to synchronize patches
with Microsoft servers, check the status of managed Windows machines, and finally install
patches on demand or on schedule.

Chapter 5, Software Provisioning for Windows, discusses how VCM can be used to distribute
software on managed Windows machines; whether servers or desktops, the process will be
the same.

Chapter 6, Compliance Management, teaches you how to import and export compliance
configurations, create compliance rules for Windows and Unix/Linux, and perform
virtualization.

Chapter 7, Maintenance of VCM, discusses how to upgrade VCM, make changes in Service
accounts, upgrade agents after the VCM upgrade, decommission managed machines, and
offers some naming conventions to use.

Chapter 8, Integration with vROps and Scheduling, gives us more details of integrating VCM
with vROps, and then using the scheduling feature of VCM to schedule reports,
compliance, data collection, and so on.

Chapter 9, Troubleshooting VCM, is the final chapter and discuss various issues
to troubleshoot in VCM, such as agent communication and agent upgrades. We
list (TTUEEURELtools used to troubleshoot, such as the job manager history and
EcmDebugEventViewer.exe.

What you need for this book

If you are planning to go along with your practices as per the recipes in the book, which is
highly recommended, you will need a good lab to work in. As VCM works with multiple
VMware components, and you will want to test integration as well, then you will need a
machine with at least 32 GB of RAM, supported by a minimum of a quad-core processor, 1
TB HDD, and 256 GB SSD. You can install your favorite OS and on top of it either VMware
Workstation or Virtual box. You need to create a small lab that will include a Windows
Domain controller, and a few Windows servers hosting SQL, vCenter, VCM, and so on. You
can install other components such as vCloud Director, vROps, and vCNS. Sometimes, 32 GB
of RAM may not be sufficient, so power on only those VMs that you will need. Basic
functionalities can be tested with a portable lab on your laptop with 16 GB RAM, which
excludes vCD, vROps, and VCNS.

[2]
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Here are the specs for my lab:

Lab 01: This is a desktop I have at home with 32 GB DDR3 RAM, AMD FX6300 6 core
processor, 256 GB SSD, and 1 TB HDD

Lab 02: This is my portable lab on my laptop with 16 GB DDR3 RAM, Intel i5 quad-core
processor, and 256 GB HDD

Who this book is for

If you are a system administrator who is eager to provide better administration with VCM
and are familiar with managing network users and resources, along with performing
system maintenance, then this book is for you.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How to
do it, How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any software
or any preliminary settings required for the recipe.

How to do it...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.

[3]
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There's more...

This section consists of additional information about the recipe in order to make the reader
more knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: "The
agent is available at X: \Program Files

(x86) \VMware\VCM\Installer\Packages\CMAgent.5.8.2.linux on the VCM
Collector server."

A block of code is set as follows:

*** Tnstallation Started 03/03/2016 3:57 ***

Title: EcmComSocketListenerService

Source: C:\windows\TEMP\GLB90C6.tmp | 03-03-2016 | 03:57:04 | 71680

Rem Wise Error Number: 141

Rem Function Name: EcmCreateService

Rem Error Message: Caught an exception from wise : Call to
EcmCreateService for service CSI Socket Listener failed with error code
of 1072 : error code 141

141

Any command-line input or output is written as follows:

cd "PatchRepo/Repos'"/unix
rm SystemId*.xml

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Click on Add to start the
wizard."

[4]
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Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of. To send us general feedback, simply
e-mail feedback@packtpub.com, and mention the book's title in the subject of your
message. If there is a topic that you have expertise in and you are interested in either
writing or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you could report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the details
of your errata. Once your errata are verified, your submission will be accepted and the
errata will be uploaded to our website or added to any list of existing errata under the
Errata section of that title.

[5]
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To view the previously submitted errata, go to https://www.packtpub.com/books/con
tent/support and enter the name of the book in the search field. The required information
will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[6]
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Installing VCM

In this chapter, we will cover the following recipes:

¢ Preparing our VCM deployment — installing SQL

e Preparing our VCM deployment — installing and configuring IIS
¢ Preparing our VCM deployment — configuring SSRS

e Preparing our VCM deployment — installing other prerequisites
¢ Installing VCM - single-tier deployment

e Installing VCM - two-tier deployment

e Installing VCM - three-tier deployment

¢ VCM post-installation tasks — database fine-tuning

Introduction

What is vRealize Configuration Manager (VCM) and what it can do for you?

vRealize Configuration Manager is a complete configuration management solution
provided by VMware. This is a part of the vRealize Operations suite along with vRealize
Operations Manager, vRealize Hyperic, and vRealize Infrastructure Navigator, to name a
few. Being a part of the suite, VCM is responsible for compliance and patch management,
these being its core functionalities.

VCM is a tool that collects data automatically from managed machines, which may be
running Windows or Unix, and virtualization tools such as vCenter, vShield, and vCloud
Director, and based on that data, VCM can perform compliance checks and help you
manage your virtual machines from the console.
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VCM can perform the patching of managed machines, which may either be physical or
virtual, and Windows and many flavors of Unix/Linux are supported, such as Red Hat
Enterprise Linux (RHEL), SUSE, CentOS, and Mac OS. To patch these operating systems,
we need a RHEL server acting as a patch repository. For non-windows servers, this RHEL
patch repository downloads the patches, and all the managed machines can come and
download them over HTTP, HTTPS, FTP, or NFS. VCM can patch all the supported
versions of Windows.

You can download various compliance packs created by VMware and others. Just
download and import them, and they will be ready for use with your managed machines.
The packages include but are not limited to security best practices developed by the
Defense Information Systems Agency (DISA), the National Institute of Standards and
Technology (NIST), the Center for Internet Security (CIS); regulatory mandates such

as Sarbanes-Oxley (SOX), the Payment Card Industry (PCI) standard, the Health
Insurance Portability and Accountability Act (HIPAA), and the Federal Information
Security Management Act (FISMA); and hardening guidelines from VMware and
Microsoft.

You not only can check the compliance of your infrastructure but also enforce it to enhance
your compliance score. Enforcing compliance means VCM can make necessary changes to
the server to make it compliant.

This does not limit you from creating your own rules and compliance templates; you can
either create a completely new rule or combine rules from various rulesets provided by
VMware.

VCM can be used to install an operating system on bare metal, or you can deploy a virtual
machine. You can use VCM to deploy applications on managed machines, which is limited
to Windows. With features such as VCM Remote Client, you can manage communication
and management mechanisms for mobile Windows machines as they connect to and
disconnect from the network.

With the vRealize Operations (VROps) Manager Management Pack, you can push the
compliance score of managed virtual machines to the vROps console. vROps is a
monitoring solution from VMware used to monitor virtual infrastructure; pushing the
compliance score to the console gives us the view of the infrastructure under one console.
Also, if required, an alert can be configured if the score goes beyond a certain limit.
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Along with all this, we can use VCM to manage Active Directory. VCM for Active
Directory collects Active Directory objects across domains and forests and displays them
through a single console. The information is consolidated and organized under the Active
Directory slider, allowing you to view your Active Directory structure, troubleshoot issues,
detect changes, and ensure compliance.

Understanding VCM components

VCM is an application composed of multiple components, as described in the following
figure:
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The database server

The database server contains the vCM, VCM_Co11, VCM_Raw, and VCM_UNIX databases. Using
a shared SQL Server instance is supported by VCM. However, VCM makes heavy use of
SQL Server for query and transaction processing. You must ensure that you have or can add
enough capacity to a shared SQL Server instance so that VCM and any other databases on
the shared server do not experience poor performance.

VCM operates with the Standard, Enterprise, or Datacenter editions of SQL Server. You
must install the 64-bit SQL Server 2008 R2, 2012, or 2014 versions on the database server
used by VCM.

The SQL Server license must include SQL Server Reporting Services (SSRS), which is used
by VCM for the reporting feature.

The VCM Collector server

The VCM Collector is a standalone application that can run even when no other VCM
components are active. This is particularly useful in the case of scheduled collections,
because it means the VCM Portal does not have to be up and running. The Collector has all
the necessary information and capabilities to perform the requested functions. You can stop
the Collector and still look at data as the UI does not interact directly with the collector
service; instead, it communicates with various executables that are installed on the same
machine as the Collector.

Windows patches will be hosted on the VCM Collector as per the default configuration.
Linux patches will be handled by the Standby Continuous Replication (SCR) server. We
will have a look at Linux patching in Chapter 3, Linux Patching.

Supported operating systems for installing the VCM Collector are Windows Server 2008 R2,
2012, or 2012 R2. The VCM Collector must be installed on a AD domain member.

We will discuss the installation of the VCM Collector server in multiple recipes in this
chapter.
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The web server

The web server contains web applications such as IIS and SSRS, other services, and VCM
software components. Before you install VCM, you must configure the web server. The
Windows machine that hosts the web components must be running Internet Information
Services (IIS) 7.5. Supported operating systems to install the web server to are Windows
Server 2008 R2, 2012, or 2012 R2.

We will discuss the installation and configuration of the web server in the Preparing our
VCM deployment — installing and configuring IIS recipe.

The managing agent

We need to install an agent to manage the machines through VCM. In the case of vCenter
Server, vCloud Director, and vCloud Networking and Security Manager, VCM uses an
intermediary managing agent for data collection. This intermediary collects data through
the use of the vSphere VIMAPI, vCloud REST AP and vCloud Networking and Security
Manager REST AP], and it then passes it to VCM Server.

We need to install VCM agent 5.5 or higher on the system designated as being the
managing agent. However, after the agent deployment, there is an additional step. Mutual
two-way trust must be established with the system designated as the managing agent
before the collection of any vCenter, vCloud Networking and Security, or vCloud Director
data can be done.

The vCenter collection process via the managing agent is serial and very CPU intensive. For
this reason, a separate managing agent is recommended for virtual infrastructures. If the
number of vCenter or vCloud Server instances increases, the number of managing agents
can be horizontally scaled.

We will see this in action in the Chapter 2, Configuring VCM to Manage
Your Infrastructure, in the Confiquring a managing agent machine for virtual environment
management recipe.
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The SCR Tool

To ensure that all patch dependencies are met when VCM deploys the patches, the SCR
Tool downloads all of the necessary patches (except for patches that have been superseded
by newer patches). VCM patching handles all the dependencies when the patches are
deployed. If the patch was available when the SCR Tool was installed and configured, it
would have been downloaded. If the patch was not available when the SCR Tool was last
synchronized, it would not have been downloaded and hence not available for distribution
to managed machines. If the patch is still available from the OS vendor, it will be available
for download using the SCR Tool patch-replication process. The SCR server does not share
or sync the details of the patches downloaded by it; VCM gets the details of the released
patches from http://www.vmware.com/. So, we need to make sure is fully synced with
vendors such as RHEL or SUSE and has all the patches downloaded in the repository.

The SCR Tool is not used to run patch assessments or deployments. It also does not assess
the machine configuration or the downloaded patch content that is used for patch
deployment. That job is done by the VCM server.

The SCR Tool downloads the patch signature files and OS vendor patch content from the
content distribution network (CDN) and downloads subscription-only content from the
OS vendor's content web sites. We will look at this in more detail in Chapter 3, Linux
Patching.

Distributed VCM deployment

Depending upon the size of the infrastructure you manage, VCM can be deployed in
multiple ways.

If you plan to install VCM on two or three tiers, check out this link for how to size your
hardware environment: http://kb.vmware.com/kb/2033894.

Single-tier installation

A single-tier installation can be used by organizations smaller than 2,000 managed servers
and POC/pilot engagements.
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All the components, such as the VCM Database server, web server, and the VCM Collector,
are installed on the same server, like this:
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Two-tier installation
A two-tier installation can be used by organizations where the number of managed servers
is between 2,000 and 5,000.

In this deployment, we have the application server (Collector) and IIS on one machine, SQL
Server instance on the other machine, and SSRS on either system, as shown here:
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Three-tier installation

A three-tier installation can be used by organizations with more than 5,000 servers. It is

constructed in this manner:

¢ The application server (Collector), IIS, and SQL Server instance are on separate

machines
e SSRS can be either on the IIS or the SQL Server system

This figure depicts a three-tier installation:
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Understanding the requirements of VCM

Every software application we install has its own requirements for successful installation
and functioning. VCM is no different. In this section, we will discuss the hardware and
software requirements for getting VCM deployed.
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Software requirements
We need the following software to install VCM:

Software component

Versions supported

Operating system for VCM Web,
Collector, and Database server

Windows Server 2008 R2, Windows Server 2012, or
Windows Server 2012 R2

SQL version

SQL Server 2008 R2, 2012, or 2014 Standard, Enterprise,
or Datacenter Edition (64-bit)

SSRS version

SQL Server 2008 R2, 2012, or 2014 Reporting Services

OS for SCR*

RHEL 7.x

(*SCR: software content repository. It is used to download and store patches for non-
Windows operating systems)

Minimum hardware requirements

Hosting the VCM has some hardware requirements as well, which are provided in the
following tables:

Minimum hardware requirements to support 1-1,000 managed machines:

Single Tier 2-Tier 2-Tier 3-Tier 3-Tier 3-Tier
Database Web/Collector Database Web Collector
RAM 8 GB 8 GB 4GB 8 GB 4GB 4GB
Processor | Dual Xeon or Dual Xeon or Dual Xeon or single Dual Xeon or Single 2-GHz | Single 2-GHz
single dual-core |single dual-core |dual-core 2 GHz single dual-core | processor processor
2 GHz 2 GHz 2 GHz
Minimum hardware requirements to support 1,001-2,000 managed machines:
Single Tier | 2-Tier 2-Tier 3-Tier 3-Tier 3-Tier
Database |Web/Collector |Database |Web Collector
RAM 12 GB 12 GB 4GB 12 GB 4 GB 4GB
Processor [ Quad Xeon | Quad Xeon |Quad Xeon or Quad Xeon |Single 2- Dual Xeon
or two or two two dual-core2 | or two GHz or single
dual-core 2 | dual-core 2 | GHz dual-core 2 | processor |dual-core 2
GHz GHz GHz GHz
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Minimum hardware requirements to support 2,001-5,000 managed machines:

Single Tier |2-Tier 2-Tier 3-Tier 3-Tier 3-Tier
Database |Web/Collector |Database |Web Collector
RAM 16 GB 16 GB 8 GB 16 GB 4 GB 8 GB
Processor | Eight-way |Eight-way [Dual Xeon or Eight-way |Single2- |Dual Xeon
Xeon or Xeon or single dual-core |Xeon or GHz or single
four dual- |four dual- |2 GHz four dual- | processor |dual-core 2
core 2 GHz |core 2 GHz core 2 GHz GHz

Service accounts
Let's look at the list of accounts and the privileges required for VCM to work properly.

You can reuse an account for more than one function, but dedicated accounts might be
useful for troubleshooting and tracking.

The Collector, VCM Remote, Tomcat, and vSphere Client VCM plug-ins can be used from
the same account. If you reuse one account, apply the permissions shown for the Collector
service account.

VCM Collector and Web

server.
(During installation only)
System admin access to the
VCM SQL Server instance
on the database server.
This must be an interactive
account and separate from
the other accounts in this
table.

Role Permissions Description
VCM (During installation only) | The VCM Administrator account is the
Administrator Local admin access on the |login account used when installing VCM

and possibly post installation for the
administration and maintenance of VCM.
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VCM collects from using
the DCOM agent.
Depending on the
enterprise size and for
convenience, a separate,
domain administrator
account with rights on the
Windows machines.

This is not an interactive
user account.

VCM Collector Local admin access on the | The Collector service account is the
Service VCM Collector and Web account under which the VCM Collector,
servers. VCM Database, and VCM Patch
This is not a domain Management services run. During
administrator or interactive |installation, VCM configures the Collector
user account. service account with DBO and bulk insert
rights in SQL Server for the VCM
databases.
VCM Remote Local admin access on the |The VCM Remote service account is used
Service VCM Web server. by the VCM Remote client for anonymous
This is not a domain access to the VCM Remote virtual
administrator or interactive |directory on the Web server.
user account.
VCM Tomcat Local admin access on the |The Tomcat service account serves as the
Service VCM Database server. VCM application programming interface
Public access on VCM for SQL login to the E12VCM Database
databases. server.
This is not an interactive
user account.
vSphere Client Local admin on the VCM | The vSphere Client VCM Plug-In
VCM Plug-in Web server. (VCVP) account provides vSphere
Service This is not an interactive access over HTTP to VCM managed
user account. machines.
The VCM Advanced Installation option
prompts for credentials for the VCVP
account. Typical Installation does not.
VCM Default Local admin access on The network authority account is for data
Network Authority [ Windows machines that collection from DCOM Windows

machines.
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IMPORTANT: Never use the service accounts for logging in to the VCM
Console or for any other purpose. Logging in to VCM using a service
account can lead to unexpected or inconsistent behavior. Services that use
the same account as a logged-in user might modify the logged-in user's
current role or machine group or log the user out of the system.

If for some reason you don't get a local admin account to be used as the NAA, you need at
least the privileges mentioned in the following table. For VCM to make changes on licensed
machines, such as rebooting and managing audit settings, the account used to interact with
the VCM agent needs the following permissions and rights on each licensed machine:

Action Required user right

Emergency repair disk | Back up files and directories

NTES permissions Manage auditing and security logs

Reboot Shut down the system, force shutdown from a remote system
Services change Shut down the system

Share permissions Manage auditing and security logs

To check or set the appropriate rights on each machine, you can use either of these:

¢ Local security policy: Security Settings | Local Policies | User Rights
Assignment

¢ Group Policy plugin: Local Computer Policy | Computer Configuration
| Windows Settings | Security Settings | Local Policies | User Rights
Assignment

VCM databases

There are four databases created by VCM,; there is a list of them along with their purpose in
the following table. The databases are created when we deploy VCM using the installer.
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Make sure autogrowth is enabled on the databases.

Database Minimum |Purpose
name size
VCM 3GB This contains configuration data for the VCM application itself,

collected data from Window systems and virtual infrastructure,
change details from all systems, and results of patch and
compliance assessments. The base name VCM is a default and
may be changed.

VCM_Coll 1GB This provides operational state information for the Collector
service and is mainly used to track details of running jobs and
the last contact state of managed client systems.

VCM_Unix 1GB This contains the collected managed machine data gathered
from any Linux, Unix, or Mac agents in the environment.

VCM_RAW 1GB To improve performance, this database temporarily holds
collection data before it is transformed into the VvCM

and VCM_UNIX databases. The raw database should not be
backed up or be included in maintenance plans.

OSes supported by VCM

The list of OSes supported by VCM is as per the following table, but this is not a
comprehensive list.

You can take a look at the Hardware and Operating System Requirements for VCM Managed
Machines chapter of the VMware vRealize Configuration Manager Installation Guide (http://w
ww.vmware.com/pdf/vrealize-configuration-manager-58-installation-guide.
pdf) for the complete list.

Supported operating system Supported hardware
platform

Microsoft Windows Server 2003 SP2 x86 and x64

Microsoft Windows Server 2008 R2 Enterprise Gold x64

Microsoft Windows 7 Enterprise Gold x86 and x64
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Microsoft Windows 8.1 Enterprise x86 and x64
Microsoft Windows Server 2012 R2 Datacenter x64

Red Hat Enterprise Linux 5.0-5.11, 6.0-6.5, and 7.0 x86 and x64
(x64) Server, Desktop with Workstation, and Advanced

Platform

SUSE Linux Enterprise Server (SLES) 10.0-10.2 (up to agent x86 and x64
version 5.5.0 only)

SUSE Linux Enterprise Server (SLES) 10.3-10.4, 11.0-11.3, and

12

Windows 10 x86 and x64

vRealize Configuration Manager port and protocol

summary
The following table shows the port and protocol requirements for proper functioning in the
environment:
Source Target Port and Description
protocol
Managing vCloud HTTPS: 443 | The web service connection to the
agent Management vCenter APIL
vCenter Valid credentials and certificate
thumbprint are required.
Managing vCloud vCenter ~ |HTTPS: 443 |The web service connection to the
agent vCenter APL
Valid credentials and certificate
thumbprint are required.
VCM Collector | VCM Database SQL.: 1433 Windows authenticated connection.
Server
VCM Collector | VCM Database DCOM: 135 | DCOM is required between the Collector
Server and the DB Server in a two-tier

configuration so that the DB server can
call back to the Collector at the end of
various jobs.
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VCM Collector | VCM Database SMB: TCP VCM creates a share to the DB server
Server ports 139 during installation.
and 445
VCM Collector | VCM Database HTTP: 80 An SSRS connection from VCM Server to
Server the DB SSRS instance.
VCM Collector | VCM Database ICMP Login details are not sent to the agent.
Server Mutual authentication is used and the
agent runs under LocalSystem. Data is
pulled back to the Collector over a new
TLS session.

VCM Collector | Agent HTTP: 26542 |Login details are not sent to the agent.
Mutual authentication is used and the
agent runs under LocalSystem. Data is
pulled back to the Collector over a new
TLS session.

VCM Collector | Agent ICMP Login details are not sent to the agent.
Mutual authentication is used and the
agent runs under LocalSystem. Data is
pulled back to the Collector over a new
TLS session.

VCM Collector | Agent SMB: TCP This is a mapped driver for Windows

ports 139 patch downloads.
and 445

Agent RedHat Patch HTTPS: This depends on how you have configured

software Server 443/80 Apache, which will be used to download
patches from the patch repository.
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Licensing

vRealize Operations is available with two license models:

e Per processor with unlimited VMs: For virtual environments with high
consolidation ratios, vRealize Operations is available per processor as a part of
VMware vRealize Suite, VMware vCloud Suite, and VMware vSphere with
Operations Management.

e Per virtual machine or physical server: For virtual environments with low
consolidation ratios, vRealize Operations is also available a la carte in 25 VM or
OS instance license packs.

The new release, VCM 5.8.2, supports Hybrid Cloud Suite license keys, as VCM will not be
part of vCloud Suite anymore. This keeps changing; you can contact VMware for current
pricing details or check out more details here: https://www.vmware.com/products/vre
alize-operations/pricing

Preparing our VCM deployment — installing
SQL

VCM requires four databases on a dedicated SQL system. In this recipe, we will learn how
to correctly install the SQL Server component.

Getting ready

Depending upon the deployment type we choose, we will need either a dedicated SQL
Server (two- and three-tier deployment) or we can use the Windows server used for the
VCM Collector server (single-tier deployment).

We will need an operating system-Windows Server 2012 (or better)-and SQL 2012.

For proof of concept or testing purposes, you can use shared SQL; or else, use dedicated
SQL.
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How to do it...

The steps to install SQL are the same for all the three types of VCM deployments—only the
server will change depending upon the type of tier.

As this is not a dedicated guide to installing and configuring SQL, we will
not include all the screenshots; if you need further help, consult your DBA
team for detailed instructions.

Follow these steps:

—_

Start the SQL installer.

Under the installation menu, select New SQL Server standalone installation or
add features to an existing installation.

N

Make sure all the setup support rules have been passed.

Ignore product update errors if you do not have an Internet connection.
Enter the product key.

Accept the EULA.

Under Setup Role, select SQL Server Feature Installation.

® N W

Select the following features:

¢ Instance Features
¢ Database Engine Service
o Full-Text and Semantic Extractions for
Search

¢ Reporting Service — Native
¢ Shared Features
¢ Documentation Components

e Management Tools — Basic
¢ Management Tools — Complete

9. Choose the installation folder according to your server configuration.
10. Make sure all the installation rules have been passed.
11. Go with the default instance and again change the installation folder location if
required.
12. It is always better to use a service account to run SQL services, and you need to
have a domain account if you will be installing a two- or three-tier VCM instance.
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we need a domain service account so that SQL can communicate over the

In a multi-tier VCM deployment, the database is on a different server, and
0 network.

Provide the correct service accounts to the SQL installation wizard.

13. The collation setting supported by VCM is SQL_Latinl_General CP1_CI_AS;
make sure this is selected.

14. Add the SQL admin group from Active Directory. Depending on company
policy, enable Mixed mode and provide the SA account with a password.

15. For reporting services, we will be only installing SSRS and not configuring it.
16. Follow the wizard and install SQL.

How it works...

SQL will host all the four databases required for VCM. We don't need to create or configure
any database right now; they will be created when we install VCM. We will need special
permissions for SQL Server, as previously stated in the Service accounts subsection.

Also, all activities such as compliance check and patch status for a machine are performed
using the data available in the database, so this puts extra workload on the database, which
highlights the need for a dedicated SQL Server. All the schedules are stored as SQL jobs in
SQL, putting another layer of work pressure on the SQL Server.

VCM uses SSRS to host the reporting feature; we installed SSRS as well while deploying
SQL, and in the following recipes we will configure it.

Preparing our VCM deployment — installing
and configuring IS

Another important part after the SQL database is IIS. A VCM application is a web-based
portal connected to a database, so all the actions are performed via the web interface, which
needs IIS. In this recipe, we will install and configure IIS.
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Getting ready

Again, depending upon the type of VCM deployment, you either need dedicated servers
(two- or three-tier) or a single VCM server (single-tier) installation. We will need Windows
Server 2012 R2 to start with the recipe.

As seen in the first diagram in this chapter (in the Understanding VCM components
subsection) and the Distributed VCM deployment subsection, the placement of IIS changes
according to the type of deployment.

How to do it...

The web components of VCM Collector contain web applications such as IIS and SSRS,
other services, and VCM software components. Before you install VCM, you must configure
the web components of VCM Collector.

We will cover the installation process on Windows 2012 R2. Installation on
0 Windows 2008 might differ.

Installing IS

Follow these steps to install IIS:

1. Log in to the IIS server and launch Server Manager. Go to Manage | Add roles
and features.
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2. Add the Web Server (IIS) role.

":“

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

[ Hyper-v
[ Metwaork Policy and £

[ Print and Document

- =
| < Previaus

Mewt =

Cancel

3. Add the .NET Framework 3.5 feature.
4. Add the following components:

Sr. no.

Option

Action

1

Common HTTP features

Static Content
Default Document
Directory Browsing
HTTP Errors

HTTP Redirection

Application development

ASP.NET

.NET Extensibility 3.5
NET Extensibility 4.5
ASP

ASP .NET 3.5

ASP NET 4.5

ISAPI Extensions
ISAPI Filters
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3 Health and diagnostics | HTTP Logging
Logging Tools
Request Monitor
Tracing

4 Security Basic Authentication
Windows Authentication
Digest Authentication

URL Authorization
Request Filtering

IP and Domain Restrictions

5 Performance Static Content Compression
Dynamic Content Compression

6 Management tools IIS Management Console
IIS Management Scripts and Tools
Management Service

5. Provide a path to the Windows 2012 ISO if required.

6. Click on Install and let the installation begin; follow the wizard and make sure
the installation is successful.

Configuring lIS

Once IIS has been installed, we need to configure it:

1. Click on Start and go to All Programs | Administrative Tools | Internet
Information Services (IIS) Manager.

2. Expand <server name>, expand Sites, and click on Default Web Site.

3. In the Actions pane, under Manage Web Site and Browse Web Site, click
on Advanced Settings.

4. Expand connection's Limits and set Connection Time-out (seconds) to 3600.
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5. Click on OK

3 Internet Information Services (1I5) Manager

o & » vomIT

b Sites b Default Web Sie »

9 Default Web Site Home

Foter - T Show AN | Greup by Ares

(= T

Advanced Settings

NET Ermor M
lmion  Pages  Global

oK Cancel

Configuring the IIS 7.5 default website

IIS 7.5 provides a default website, which defines the default authentication settings for
applications and virtual directories. Verify that the IIS 7.5 default website has the correct
settings.

Follow these steps to configure IIS:

1. Click on Start and go to All Programs | Administrative Tools | Internet
Information Services (IIS) Manager.

Expand <server name>, expand Sites, and click on Default Web Site.
In the Default Web Site home pane, locate the IIS options.

®

4. Double click on Authentication and set the authentication settings as follows:
Sr. no. | Option Action
1 Anonymous Authentication | Set to Disabled.
2 ASP.NET Impersonation Set to Disabled.
3 Basic Authentication Set to Enabled.
4 Forms Authentication Set to Disabled
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Your screen should look like this:
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) 7 |@ » VCMIT » Sites » Default Web Site »

,
\

@

File  View Help
Connections
- | .
o i'!ti_i Start Page
-85 VCMIT (STUDY\Administrato
|2} Application Pools
4.4/ Sites
b €0 Default Web Site

@ Authentication

-
Mame

Anonymous Authentication
ASP.MET Impersonation
Basic Authentication

Digest Authentication
Forms Authentication
Windows Authentication

Group by: Mo Greuping ™

Status

Disabled
Disabled
Enabled
Disabled
Disabled
Enabled

Response Type

HTTP 401 Challenge
HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

How it works...

VCM uses IIS to host the web applications that present the data. The web applications relay
the commands we give from the VCM console to the database, the operations are
performed, and the end result is again presented on the console GUL. VCM creates multiple
applications inside IIS that are required for VCM. CMAppPool and CMServices are IIS
application pools used for VCM virtual directories and web services.

Preparing our VCM deployment —

configuring SSRS

SSRS is used by VCM for providing the reporting functionality.

[29]
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Getting ready

In this recipe, we will configure SSRS to be used by VCM,; as this is not a dedicated SQL
guide, it is recommended you consult your DBA team while configuring SSRS.

To avoid getting charged for multiple licenses of SQL, it is recommended you install SSRS
on the same server as the database server, which is what we did when we installed SQL
Server.

We will need SSRS installed on the database server before we start.

How to do it...

Connect to the database server with the service account credentials, launch Reporting
Service Configuration Manager, and follow the wizard:

1. Connect to the SQL Server instance where the reporting service is installed.
Provide the correct server name and instance.

2. On the Service Account page, in this case, use the same service account which
will be used by the VCM service. Click on Apply.

B Reporting Services Configuration Manager: VCM2T-SQL\MSSQLSERVER =8
i Mgz
4~ SQL Serverzo12
Reporting Services Configuration Manager
Connect
2 Conn Service Account
= VOM2T-SQLWMSSOLSERVER
Speciy a built-in account ar Windows domain user account ta run the report server service.
=
=2, Service Account .
M e Service AR, Report Server Service Account
Choose an option to setthe service account and then dlick Apply.
Database (0 Use bullt-in account:
(® Use another account:
@ Report Manager URL 3
Account (Domain user): |sn.dv'\\:ms»:ui |
j E-mail Settings Password: |........

[ Execution Account

"A. Encryption Keys Results

o, Scale-out Deployment (& Starting report server "MSSQLSERVER" on VCM2T-SQL. .

Thetask complated successfully, Copy [

o Exit
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3. On the Web Service URL page, select port 80 and click on Apply.

4. Under Database, click on Change Database and follow another wizard to Create
a new report database. It involves these steps:

1. Select Create a new report server database.
2. Under Connect to the Database Server, provide these values:

o Server Name: The SQL database server name
e Authentication Type: Current User — Integrated Security

3. Use the default database name and language.
4. Under Credentials, use Service Credentials.

5. Accept the summary, click on Next and then on Finish on the next page to
complete the database creation.

5. For the Report Manager URL tab, select Virtual Directory: Reports and click
on Apply.

6. We don't need the rest of the parameters for VCM; you can check with your DBA
team if they need to configure them and, if so, what the best options for you are.

7. Write down the URL (we will need this when we install VCM).

How it works...

The report manager and web service URLs will be provided when we install VCM and will
then be used by VCM to present reports via its console.

When we install VCM, the installer will create default reports on the SSRS instance that will
be accessed by users when they start using VCM.

Preparing our VCM deployment — installing
other prerequisites

There are a few other prerequisites that we need to install before we can actually start
installing VCM. We will install them in this recipe.
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Getting ready

We need Internet access to download the following installers if they are not already
available. We need to install them on all the servers in the VCM hierarchy.

We need to install them in the samesequence, or else they won't get installed.

The following links are used in this book; they might change if you change the SQL version,
such as those of SQL Native Client and SQL Command Line Ultilities:

Sr. Description Download location
no.
1 SQL Native Client http://go.microsoft.com/fwlink/?LinkID=2396
48&clcid=0x409
2 SQL Command Line http://go.microsoft.com/fwlink/?LinkID=2396
Utilities 50&clcid=0x409
3 SQLXML 4.0 SP1 http://www.microsoft.com/en-us/download/det

ails.aspx?id=30403

How to do it...
This is a very simple installation and you just need to click on Next and Finish.

Just follow the sequence and install all the three utilities. You must install them on all the
servers, that is, if you are deploying a three-tier VCM installation, these three must be

installed on all the three servers.

How it works...

These utilities are used by VCM to communicate with the SQL database. If they are not
present on the server, then the foundation checker will fail and you will have to install them

and start the installer again.
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Installing VCM - single-tier deployment

In this recipe, we will deploy vRealize Configuration Manager 5.8.2 on a Windows Server
2012 R2. As the title suggests, this is a single-tier installation; hence, all the VCM
components will be installed on a single server. So, the VCM Database server, web server,
and the VCM Collector components will reside on a single Windows Server 2008 R2, 2012,
or 2012 R2 machine (in our case, Windows Server 2012 R2), which is referred to as the VCM
Collector, as illustrated here:

VCM Collector Web and

Clients Database Server

O
O

Wil

5

711y

64-bit Wind ows Server 2008 R2 / 2012 /2012 R2
SOL Server 2008 R2 / 2012 f 2014

Getting ready

In this case, we will need a single Windows Server 2012 R2 installation where we have
already installed SQL, configured IIS, and installed all the prerequisites by following the
previous recipes.

The VCM installer is available on http://www.vmware.com/. You need to have an account
onmy.vmware.com to download the installer.

You need to have all the required service accounts ready in Active Directory, and they
should have the permissions described in the requirements document of VCM. The server
should be a part of the Active Directory domain, and you must log in with an AD account
that is a local administrator on the server.
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How to do it...

You need to log in with the account that you want to have VCM admin rights to, as the
account that is used to install VCM gets full admin rights on the VCM application, so you
can choose either your account or any specifically created VCM administrator account.

Download the installer from the Internet and copy it to the VCM server. Then, follow these
steps:

1. Mount the ISO and start the installation wizard by double clicking
on setup.exe. Select Typical Installation.

& VMware vRealize _
- Configuration Manager”

o install a three tier configuratio

of Installation media

Typical Installation: This is mostly used for single- or two-tier
installations and asks for less information.

Advanced Installation: This is mostly used for three-tier installations, as
in this type, we need to spread the installation of the Collector and web
server on different servers.
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2. Read and accept the license agreement and select “I am an authorised agent
and/or representative of the customer/end user” and “I have read the terms and
conditions stated above”.

3. It will perform the prerequisite checks and run a few tests for that; once the tests
are complete, select View full results of prerequisite check.

tion Manager™ installer

vmware vRealize Configuration Manager”

WMware vRealize Configuration Manager Installer is analyzing your system to determine the state of prerequisites needed
for installation.

All tests complete

[w] View full results of prerequisite check

4. The results will be launched in Internet Explorer and check whether there are any
errors and/or warnings; you can install if there are any warnings but can't
proceed if there are errors.

5. Once you see any error, you can drill down by clicking on the error link in the
report; it will then tell you why you faced the error.
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In our case, we had not installed the ServerSideIncludes IIS role service, as shown in the
following error report:

:)O\ &1 CA\Usess\vemsdrmin AppDate\Local\ Templ_csiinstall 1 = G || & Foundetion Checke: Resuits "ok

g Error in ""WebConsole"

Component Status
Internet Explorer  [|#75
o
Internet Information @
Services Error
SysCheck Status
118 Install Version @
OK
118 Integrity. Service @
[8)
11S.Config IPAddress @
OK
11S.Config.ConnectionTimeout (4]
Warning
11S.Component ASP. NET @
OK
115.Cc TIS6 Backward.C: sbility <
K
115 Component ASP @
OK
11S_Component ISAPIExtensions @
OK
IS Component ServerSidelncludes g
Error
Problem Fix Message J
Server Side Includes for [I5 15 exther not [Ensure that Server Side Includes for [IS 15 mstalled and Please Install Server Side
installed or is not configured correctly configured cosrectly. Click here for more information Inchudes Role Service
118 Websites Py |

After installing the missing component, we can resume the installer.

1. In the next step, we need to provide the following details:

¢ VCM Database Server (a local or a remote SQL Server instance): The
same server where we are installing as this is a single-tier installation.

¢ SQL Server Reporting Services WebService URL: You must have
noted this down while configuring SSRS; if not, go and launch the
SSRS configuration wizard to check the URL. The default
ishttp://<Server-Name>/ReportServer.
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Al prerequisites must be satisfied before confinuing with installafion. Please configure or install the
items shown below, then click Next

WVCHW Database Server (a local or a remote SQL Server instance)
© |[vemiTan i |:J Instak a New Instance
SOL Server Reporting Services WebSensdos URL

@ |ntpivemit-aio S0/RepartServer ‘ Viskdate. .

SQL Server Support Components
& S0LXNL s instaled

& 50 Server Utilties are nztalied

Configured at install time
@ Internet information Services wil be configured

& _NET Framework 3.5 & configured

& VCM agent is not presant

[ 172172016 10:38:36 PM] Validating Database Instance. .
[ 172172016 10:38:32 PM] Database validation successful

2. Click on Validate... under SSRS Web service, and provide the following
information:

Database Server: The hostname of the SSRS server
Domain: The Active Directory domain
User Name: The account to be used to can connect to the SSRS instance

Password: Password for the user

Port: The port configured while configuring SSRS
Virtual Directory: Configured while configuring SSRS

Click on Validate and make sure the validation is successful.
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After you fill in the details, the screen should look like this:

55RS Validation

Specify credentials to connect to the selected S5AS insiance. The Instance can ako be
configured Tar HTTPS

Database Server vom it-aio |

Domain |ztuty |
User Name [sVEMsve 0001 |
Password |7 |
Part |80 |

Vitual Directony [meportserver |

| B3RS with HTTPS
hittgy:/wem 1-gio - B0V Repon Server

| Vaidate || Cancel

3. Enter the license key, provide the service account username and password, and
click on Validate.

4. Provide the installation path.

5. Select Use HTTPS. By default a self-signed certificate will be generated. Select
an alternate certificate here.
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It will autogenerate a certificate; if you want, you can add your own
certificate here:

vmware vRealize"Configuration Manager”

License Keyis)

Vigw licenses af MyVidware

706CT-ZXD0J-T8150-03903-VEYSH ; Type | vRealze Operations Manager Enterprise Su

VM Accounis
() Use Buili-in Accounts

(@) Uga One Account for All Componants.

@ DomainlAccount Name [studyls-VCMs¥c0001

Password [cee

fyouwant o use different accounts for diferent components, configure them in Additional Information.
Instal Falh
|D\Program Fiies (xB5/WHwarelVCH L]

[¥] Use HTTPS. By default & self-signed certficate will be generated. Select an aitsmats cartificate here,

[ 17212016 10:50:42 PM] Database Fle Validation Result @ True
[ 1/21/2016 10:51:17 PM] Database Fle Validation Result - True
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The installation can take upto an hour, depending upon the configuration of
the server.

vmware' vRealize Configuration Manager”

vRealize Configurafion Manager selup is installing VCM components on this compuler, This installstion may take up to an hour,

Instaling package: VCM Database Finalization Package: 51/51

Aclion 23.34:23; Sel_CopyRegistryTree_Src

Action 23:34:23: Set_CopyRegistryTree_Dst

Action 23:34:23: CopyRagistryTree.

Action 23:34 23; CSExeculeS0LScripte. Running SOL Scripis:
Running SOL Scripls.

Action 23:34:23: instalFinaize.

action 23:3423; RemoteServiceControiDeterred_SOLAgent.

Cancel

6. Once it is complete, launch the console using https://<IP or Hostname of
Collector>/VCM.
7. As mentioned at the start of the recipe, only the account that has access to the

VCM console is the one that is used for installation; we can add another users
later.
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VMware vRealize”
Configuration Manager™

Entes your login information
Collector: VCMAT-AID

Domain Name: STUDY
User Name: VCMAdmin
User Role: Admin

W Automatically leg in using this role
Copyright () 1995-2015 VMware, Inc. Al rights reserved,
This product i protecied by U5 and inlermational copyright and imfeliectusl
proparty laws. Vidware products are covened by ong or mons patents Bsted at
hifpiananw wware comigo/patant

8. Click on Login, and you will be presented with the VCM console for the first
time:

@ © | @ obs WicCoect P RemoteCommand | @ | @ | B 9 & | 7 & | (@ options
W& Machine Group:  All Machines Fiter: 7 Define k")
= Console Console
» \(J) Dashboards
b A Alers VEM collects deep, cross-platform configuration data from machines and business eritical applications across your enterprise. The Consale summarizes this data, displaying
b [ Asset Extensions information In usable, logical sections. The Console alsa provides access to change management actions that allow you to quickly and efficantly manage your system
» L§ Change Management configurations.
¥ Kaff UNIX Remote Commands
b windows Remete Comme ) Dashboards
¥ Domains Discowered - )
b IR Servie Desk Presents enterprise-wide, summary information In graphical charts that you can export or print. The Individual dashboards shown within your Console will vary,
b B9 virtusl Enviranments based upon which components you have licensed.
» ¢ Enterprise Applications
) Alerts
Fux Displays alerts that notify you of changes on machines of interest, based on log data or compliance results. You can review current alert notifications, and then
move them to an acknowledged area once they have been addressed.
& Operating System
Soomiy (& Asset Extensions
Dirsctory Services
Extends VCM's CMDB to sllow additional attributes for vCM discovered hardware and software assets, and management of new asset types.
< > g Change Management
Compliance
d Provides automatically-generated logs that track all changes (deltas) that have occurred from one collection to the next for the collected data type.
<71 Active Directory
4 Reports 4 UNIX Remote G
Patching i
£ Enables you to create, edit and run remote commands on a managed UNIX machine. 2
&y Administration
|vm

B vMware vc

@0 jobs running

@ E] https://vem1t-a
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How it works...

We are installing VCM on a single server where we have already installed SQL, SSRS, and
IIS. This console can then be used to manage the entire infrastructure. We will use this
console to perform patching, checking compliance, publishing software exporting reports,
and a lot more in the upcoming chapters.

Installing VCM - two-tier deployment

As you now know, VCM depends on SQL, and if we have a medium-sized infrastructure, it
becomes too much load-the SQL, SSRS, web, and Collector server components—to carry on a
single server. We can split the load in two by moving SQL databases to a dedicated server
and the web and Collector components on another server.

This is how the two-tier deployment will look:

VCM Collector and
Web Server

32
O

64-bit Windows Server 2008 R2 / 2012 f 2012R2
SQL Server 2008R2 /2012 / 2014

Database Server

Getting ready

We will need two servers; on one, SQL Server 2012 should be installed with SSRS, and SSRS
should be configured as per previous recipes.
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Install all the prerequisites on both the SQL and Collector servers. Have all the mentioned
service accounts ready and firewall ports open wherever required.

Install and configure IIS as per the Preparing our VCM deployment — installing and configuring
IIS recipe.

How to do it...

As this is a two-tier VCM deployment recipe, you must have guessed that we need to
perform the installation on two servers—not exactly correct; we just need to install SQL,
configure SSRS, and install the prerequisites on the SQL Server; all the action happens on
the VCM Collector server.

Log in to the collector server with a domain account that has local admin privileges; this is
the account on which you want to have admin access on the VCM application.

Copy the downloaded ISO to the server and mount it.

Start the installation by double-clicking on setup.exe on the installer disk, and follow the
wizard to install VCM, like this:

In this recipe, we will choose Advanced Installation.
Click on Next for the introduction page.
Click on Next for the patent information page.

= LN =

Read and accept the license agreement and select “I am an authorised agent
and/or representative of the customer/end user” and “I have read the terms and
conditions stated above”.

5. Under Select Installation Type, select the following:

¢ VMware vRealize Configuration Manager
e VCM Web Console

¢ VCM Collector Components
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e Tools

ImportExport Utility

Foundation Checker

VMware VCM Package Manager for Windows
VMware VCM Package Studio

Installation Manager
Select Installation Type

Select the instaliation you would Bke 1o perform

vmware

Select the components to install on the Windows machine, For 2 split installation, select onfy
the required components, Please refer to the decumeniation for detalls.

= Evl‘dwale vRealize Configuration Manager
PO Tmre ST Wt E\'CM Web Console
Installation I!__:\'CM Collector Components
= |7§Tuul5
g Impor tExgort Utlity
| Foundation Checher
Select and Configure [:_; Wiware ¥CM Package Manager for Windows
Companents to Activate [ ¥Mware VoM Package Studo

Install VOM

e

6. The installer will perform a prerequisite check and present the results; after the
checks are successful, click on Next; if there are errors, click on View Results,
remedy any errors and warnings, and perform a recheck.
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7. Do not proceed further unless there are no errors; you can proceed if there are
warnings, but it is not recommended. This is what a successful check looks like:

Installation Manager
Gather System Information

vmware

The Installation Manager & gathering information bout your system to determne if the
regurements for the installation process have been met,

Setting results into file |
Chedking funcbon ID: 200
Setting results into file
Prepare System for Chedking function ID: 201
Installation Setting results into file
Checking funcbon ID: 250
Setting results into file

Select and Configure Syschecks ran, determining results...
Components to Activate
Chedks were successfull

Install WOM

e ] e

8. On the next page, enter the serial key.

9. On the Configure Components page, provide the hostname of the SQL Server
and enter vCM as the database name; click on Validate.
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If the validation is successful, it will provide you with the path for the data
and log files, along with the Size and Auto Grow options. You can go with

the defaults.
installation Manager
Configure Components
\ 1 . 1 a s Component-specific information is required before installation can proceed
Specify the product database for colecting data from machines in your enterprise and
press the 'Validate' button to validate your database selection.
4 Database Server [ VCMZT-50L |
Name [vem | vahdate
o
Data files (.mdf) | D:\Program Fles\ioosoft SQU Server Mssal —
Log files (1df) | D:\Program Fles\Microsaft SQL Serw:rWSSQL| Foivain
Select and Configure
Components to § )
Activate Size z GB Auto Grow 10 |%
[T
Install WOM Database validation successful.
] ] Low ]

10. On the next page, provide the Tomcat service account and its password.

11. On the next page, provide the URL in WebService URL; credentials to validate
the details include the Domain, User Name, and Password. Click on Validate.
Accept the warning about insecure SRS, as we had configured it with port 80.
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Installation Manager
Configure Components

Component-specific information is required before instalation can proceed

Select the Microsoft S5RS 2008 instance for your reports. Optionally, specify credentials
to connect to that instance. If credentials are not spedfied, Windows Integrated Security
! will be used to validate connectivity and import reparts,
WebService URL: [ tip://vOMaT-5QLiBO/RepartServer |
W it Domain: STLOY Validate
User Nlame: VCMSVED1 |
Ppassword: ==

SRS Instance Vali

dation x

Insecure state detected while validating S5RS Instance
L http://VCMEZT-S0L:80/ReportServer.

] o

12. Provide the path to install the web console to.
13. Provide a URL to the application; the default /vCM is a good option.

We can provide an SMTP address; the default is the collector server. If you
don't know it now, it can be configured in the VCM console.

14. Provide a path to install the collector component to, and accept the SSL3 warning.

[471]



Installing VCM

15.

16.

17.

18.

Provide a path to store the staging data to; this is the path where data is
temporarily stored before being added to the database.

Provide the details of the Collector service account. This account will be given
rights to log in as a service; accept the confirmation dialog.

Provide details of network authority accounts. We can add as many accounts as
we want later, but we need at least one for the time being. More details about this
can be found in the Service accounts subsection of this chapter's introduction.

The next page is about certificates. Click on Generate and then on Next.

Installation Manager
Configure Components

Compenent-specific infarmabion is required before installation can proceed

vmware

The product uses certificates to communicate securely over HTTP. If you already have
certificates, select them below, othernise use the Generate Certificates option to have
Instalation Manager areate them for you.

Select or Generate your Collector Certificate:

P A [ VMwiare WOM Collector Certificate BFS5C573-F750-4] | Sajmet Genecate:. |

Select your Enterprise Certificate:

Select and Configure i fMware WOM Enterpriss Certificate BF56 -.-—-l Calset

Components to

Activate Note on gencrating certificates:

(T . If you will be installing mare than one collector that will communicate with the same
agent(s), or If you are planning to replace the product-generated certificates at a later

Install VOM dafte, 522 the VCM Secunity Guids for detalls sbout certificates.
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19. On the next page, which lets you select domains to run the discovery, select
specific NetBIOS and AD domains.

If you have multiple AD or NetBIOS domains, it will take more than 24
hours to detect all the domains, and the installation could eventually fail.
To avoid such a scenario, select a few domains to start with and add the
rest of them once VCM is ready.

Select Domains -l

Select Diamainz

[ select s | Cleas All

Lok | [ cConcel |

20. Provide details about the virtual directory and credentials to access it.

21. Provide the credentials for the Virtualization Client plugin.

22. On the next page, provide the path to install package manager components to.
23. On the next page, provide the path to the local package cache.

24. On the next page, provide the path to the software repository and local cache.
25. Provide the name of the virtual directory.

26. Provide the path to the Package Studio components.
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27. Finally, we will have reached the summary page; check the options and click
on Install.

The llation Manager has leted and verified the installation process. The
following license keys have been installed and activated:

License key: 70SC7-ZXD0)-78150-03903-VEY SH
Type: vRealze Operations Manager Enterprise Sute
Expire: 2016-03-15
Server Count: Unlimited
WorkStation Count: Unlimited

¥ Launch Product Portal
o Click Finish to exit the Installation Manager.

VIMWare vRealize Configuration Manager | = coliectar: veM2T-COLLECTOR * user: study\vcmadmin, Admin, (UTC-8:00)

© O | ¢ pbs Wycollet PRemotecommand | & | H | @ B 3 | & | [ gtions
¥ Machine Group:  All Machines Filter: y Define g
Console

VCM collects deep, cross-platform configuration data from machines and business critical applications across your enterprise. The Console summarizes
this data, displaying information in usable, lagical sections. The Console also provides access to change management actions that allow you to quickly
» (3 Change Management and efficiently manage your system configurations.

b (5 NI Remote Comman
v £ Windows Remote Comr 7 Dashboards
& Bomains Discoversd
> i Service Desk Presents enterprise-wida, summary information in graphical charts that you can export or print. The individual dashboards shown within
» E3 virtual Envirenments your Console will vary, based upon which components you hava licensed.

> @ Enterprise Applications
3 Alerts

Displays alerts that notify you of changes on machines of interest, based on log data or compliance results. You can review current alert
notifications, and then move them to an acknowledged area once they have been addrassed.

I Asset

Extends VCM's CMDB to allow additional attributes for VCM discovered hardware and software assets, and management of new asset
types.
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How it works...

We installed VCM on two servers; we had already installed SQL and SSRS on the SQL
Server, while IIS for the web and collector components are on the Collector server. The
console can then be used to manage the infrastructure. We will use this console to perform
patching, compliance checking, publishing software exporting reports, and a lot more in
upcoming chapters.

Installing VCM - three-tier deployment

So far, we have covered installing VCM on single and two-tier systems. There will be times
when these are not sufficient, and you have a larger infrastructure to manage. To provide
services to such large infrastructures, we can share the load across three tiers, namely, the
database, web, and collector servers. In this recipe, we will install VCM on three different
servers.

This is how the three-tier deployment will be configured:

Clients Web Server Collector Server Database Server

O
A

64-bit Windows Server 2008 R2 f 2012 f 2012 R2
SQL Server 2008R2 / 2012 /2014
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Getting ready

We will need three different servers to install the database, web, and collector components
of the VCM server to.

We need all the prerequisites installed on all three servers. We should have all the
mentioned service accounts ready, and firewall ports should be open wherever required.

IIS needs to be configured on the web server only.

SQL Server must be installed and SSRS configured as per previous recipes.

How to do it...

Even though this is a three-tier installation, we don't need to do much on the SQL Server; in
addition to installing SQL Server 2012, we need to install the SQL Native Client, SQL
Command Line Utilities, and SQLXML 4.0 SP1.

We will look at the web and collector servers in detail.

Let's cover the web server first.

Installing web components

We need to log in to the web server with a domain account that has local administrative
privileges. Mount the vcM ISO and double-click on setup. exe on the installer disk. Follow
the steps in the wizard to install the web component of VCM, as follows:

Select Advanced Installation, as this is a three-tier installation.
Click on Next for the introduction page.
Click on Next for the patent information page.

L e

Read and accept the license agreement and select “I am an authorized agent
and/or representative of the customer/end user” and “I have read the terms and
conditions stated above”.
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5. Under Select Installation Type, select the following:

e VMware vRealize Configuration Manager
e VCM Web Console

e Tools
e VMware VCM Package Manager for Windows
e VMware VCM Package Studio
Installation Manager
Select Installation Type
" 1 1 1 a - Select the instalation you would ke to perform
Select the components to install on the Windows machine, For a split mstallation, select only
& the required components, Please refer to the documentation for details,
- [:;:'n'Mwar\e wRealize Configuration Manager
[+#] ver wieb Console
:':"r:r:ﬁt-i:“tm b E VEM Collector Components
= |?:Tua|5
FTTTTTI] [ 1mportExport Utility
—_— [ | Foundation Chedker
Select and Configure r; VMware YCM Padiage Manager for Windows
Components to Activate Iz: WMware YCM Package Studo
Install WOM
Help... [ < Back J | Mext = | | Cancel |

6. Accept that you have intentionally chosen to split the installation by clicking
on OK in the dialog box that pops up.
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7. The installer will perform a prerequisite check and present the results. If the
check is successful, click on Next; if there are failures, click on View Results,
remedy any errors and warnings, and perform a recheck. Do not proceed further
until there are zero errors.

Installation Manager
Gather System Information
The Installation Manager & gathering information about your system to determne if the
regurements for the nstallation process have been mat,
L4
Setting results into file |~
Chedking function ID: 200
Setting results into file
Prepare System for Cheadking function ID: 201
Installation Setting results into file
Chedking function ID: 250
(RERRRARAERNREN ) Setting results into fle
Select and Configure Syschecks ran, determining resulis. ..
Components to Activate
Checks were successfull =
bl
S| £
Install WM r
View Results | | Reched: J

I < Back J l Mext = | Cancel

8. On the next page, enter the serial key.

9. On the Configure Components page, provide the hostname of the SQL Server
and enter vCM as the database name; click on Validate.

If the validation is successful, you will be provided with a path for the data
and logfiles, along with the Size and Auto Grow options. You can go with
the defaults.
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10.
11.

12.
13.

14.
15.

16.
17.
18.

Installation Manager

Configure Components
mWa re. Companent-specific nformation is required before nstallation can proceed
Specify the product datshase for collecting data from machines in your enterprise and
press the 'Validate' button to validate your database selection.
b Database Server [ VCMIT-50L |
Hame [viem | vaidate |
L4
Data files (mdf)  [D:\Program Fesiicrosoft SQL ServeriMssal| @
Log files (Idf) [D:1Program Fles\Microsoft QL ServeriMssQL —
Select and Configure i
Components to 3 L
Activate Size z GB Auto Grow 10 ]
|EEEERREREERE
Install VoM Database validation successful.

Help... < Back ‘ [ Mext > J | Cancel

On the next page, provide the Tomcat service account details and its password.

On the next page, provide the URL in WebService URL. Credentials to validate
the details include the Domain, User Name, and Password. Click on Validate.
Accept the SRS insecure warning as we had configured it with port 80.

Provide the path to install the web console to.
Provide the URL to the application; it's okay to use the default value.

We can provide an SMTP address. The default is the collector server. If you
don't know it now, it can be configured in the VCM console.

Provide the credentials for the Virtualization Client plugin.

On the next page, provide the path to install the package manager components
to.

On the next page, provide the path to the local package cache.
On the next page, provide the path to the software repository and local cache.
Provide the name of the virtual directory.
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19. Provide the path for the Package Studio components.
20. After this, you'll reach the summary page. Check the options and click on Install.

Installation Manager

Install Components

vmware

The prodict i now ready to be installed. Please review the summary of instalabon setiings
below, then ciick Install to proceed,

Installation Summary

[WCHM Database Components wil be nstaled.
|VCM Database: VOMIT-50L WM

: Tomcat Service Account: study WCMSYCD1
L ; [VCH Web Console wil be instaled
[Wirtual Directory: hiip: /(Y CMaT-WER YCM/

|

|Remote Virtual Directoryhtin: [NCMIT-WEB VOMRemote |

i . |Remote Virtual Directory Credentials: study\yOMsyC01

w oo 5 :\'Hwnrl: VM Package Manager for Windows will be instaled

VMware VCM Software Repository wil be installed
Respository Root:SoftwareRepository

|VMware VCM Package Studio will be nstalled

Install VCH ITo chamge your selection, dick Badk. If this s correct, dick Install,

(EREEER

Help... I < Back J [ Install l | Cancesl

21. Click on Finish to exit the wizard.

This completes the web component installation; now, we have to perform similar steps on
the Collector server.

Installing Collector server components

Once you are finished with the web server, log in to the Collector server with a domain

account that has local administrative privileges. Copy the ISO of the VCM installer from the
downloaded location and mount it.
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Double-click on the setup.exe file from the installer media mounted, and follow these
steps to complete the wizard.

L e

Start with Advanced Installation.
Click on Next for the introduction page.
Click on Next for the patent information page.

Read and accept the license agreement and select “I am an authorized agent
and/or representative of the customer/end user” and “I have read the terms and
conditions stated above”.

Under Select Installation Type, select the following;:

¢ VMware vRealize Configuration Manager
¢ VCM Collector Components

¢ Tools

e ImportExport Utility

¢ Foundation Checker

e VMware VCM Package Manager for Windows

Installation Manager
Select Installation Type
" Select the instaliation you wouild like to perform
vmware
Select the components to install on the Windows machine. For a spitinstallation, select only
" the required companents. Please refer to the documentation for detals,
=] f:\'l“war: vRealize Configuration Manager
[vem web Console
m'r:t::;:tem o ';E'-'CM Collector Components
- [ Tools
| p,hpurtExpurc‘Jliih
[w|Foundation Chedker
Select and Configure F’:'-'Mwa'a WM Package Manager for Windows
Components to Activate {:\'m-.\-are VM Packags Studio
Instal VoM
i Help,.. | l| < Back | | Next = | Cancel
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6.
7.

10.

11.

12.

13.
14.

15.
16.
17.

Accept that you have intentionally chosen to split the installation—click on OK.
The installer will perform a prerequisite check and present the results. If the
check is successful, click on Next; if there are failures, click on View Results,
remedy any errors and warnings, and perform a recheck. Do not proceed further
until there are zero errors.

On the next page, enter the serial key.

Provide the path to install the collector component to and accept the SSL3
warning.

Specify the same database server and database name used when you installed the
web components.

Provide details of a Collector service account; this account will be given rights to
log in as a service; accept the corresponding dialog box.

Provide details of network authority accounts. We can add as many accounts as
we want later, but we need at least one for the time being. More details about this
can be found in the Service accounts subsection of this chapter's introduction.

The next page is for certificates; click on Generate and click on Next.

On the next page, in order to select domains to run the discovery, select Specific
NetBIOS and AD domains.

If you have multiple AD or NetBIOS domains, it will take more than 24
hours to detect all the domains, and the installation could eventually fail.
To avoid such a scenario, select a few domains to start with and add the
rest of them once VCM is ready.

On the next page, provide the path to install package manager components to.
On the next page, provide the path to the local package cache.
You will now reach the summary page; check the options and click on Install.
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Installation Manager
Install Components

vmware

The product is now ready to be installed, Pleass review the summary of instalation settings
bedow, then cick Instal to procesd,

Installation Summary

[Collector Service Account: STUDY\WCMEVCO1
|Default Network Authority: sy | CMSVC02
o epare System |Collector Certificate:
et [Viwrare VCM Collector Certificate 0F 17356D-0A0C -4845-99F 1-5AD7B843C4CE
|Enterprise Certificate:
[VMwvare VCM Enterprise Certificate OF 173580-0A0C -4845-99F 1-5A078843C4C8
| ImportExport Utility wil be instaled
J oy |Foundation Checker will be nstalled
sl el !u{enter\'CH ASHM Inspector will be rstalied
shaa ik i e ‘VMware VCM Package Manager for Windows will be nstalled
!Tn change your selection, dick Back, If this is correct, dick Install.

e

18. On the final page of the wizard, click on Finish to close it and launch the VCM
console.

19. Once connected to the console, you will be able to notice the difference in single
and two-tier deployments versus a three-tier deployment.
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Earlier, our collector and web server were the same, but now, the Collector is
different from the web server. Of course, this is expected as we just finished
installing them separately.

vImMWare vRealize Configuration Manager | ¥ collector: VEM3T-COLLECTOR

@ © | & obs ' Collect [P Remote Command | @& A e s (£ options
Filter: 7 Define Y

4 Machine Group: Al Machines

i® Console Consale
¥ I3 Dashboards
= ~
¥ G Alerts VICM collects deep, cross-platform configuration data from machines and business critical applications across your enterprise. The Console summarizes
L3 l-_& Asset Extensions this data, displaying Information in usable, logical sections, The Console also provides access to change management actions that allow you to quickly
# I Change Management and efficiently manage your system configurations.
» e UNIX Remote Comman
¥ 5 windows Remote Comt 73 Dashboards
£l ~

#% Domains Discovered

¥ [pH Service Desk

» 63 virtual Environments

¥ & Enterprise Applications

Presents enterprise-wide, summary information in graphical charts that you can export or print. The individual dashboards shown within
your Console will vary, based upon which compenents you have licensad.

I Alerts
]
UNIX b Displays alerts that notify you of changes on machines of interest, based on log data or compliance results. You can review current alert
< > notifications, and then move them to an acknowledged area once they have been addressed.
A;E[ — lig Asset Extensions
<73 Active Directory
 Reports Extends VCM's CMDE to allow additional attributes for VCM discovered hardware and software assets, and management of new asset
o Bkl . types.
5p_Patching <
Q Administration | Chanae Mananement
B 40 jobs running | v

How it works...

For larger environments, such as where we need to manage more than 2,000 machines, it is
recommended to have a three-tier deployment. Here, the Collector acts as middleware
between the frontend IIS web component and the backend SQL database component. This
distributes load between all the three components.

In a three-tier installation, when you want to connect to the VCM console, you need to use a
web server and not a collector server. So, the link will be something like this:

https://<Web Server IP/Hostname>/VCM
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VCM post-installation tasks — database fine
tuning

VCM relies heavily on its SQL databases for operation. You must update the default
settings in order to optimize SQL Server performance. We will create a maintenance plan
for VCM databases.

Getting ready

Log in to SQL Server with an account that has SQL admin privileges.

How to do it...

We will perform the fine-tuning at three different levels, as detailed in the following
subsections.

SQL Server — database settings

To ensure that VCM runs at peak performance and requires little operator intervention
during its lifecycle, set up a routine maintenance plan. Take a look at the VCM
Administration Guide.

Open SQL Server Management Studio and connect to the VCM SQL Server instance. Then,
follow these steps:

1. Right-click on the SQL instance that you installed and select Properties.
2. In the Select a page area, select Database Settings.
3. Configure the following settings:

e Default index fill factor: Set the fill factor to 80% in order to keep 20%
free space available in each index page

Note: This sets a percentage value for the amount of free space in each
index page when the page is rebuilt. Set the fill factor to 80% to keep 20%
free space available in each index page. This setting is part of the SQL
maintenance plan wizard. If you configure the default fill factor using this
setting, keep space free in an index when you run a maintenance plan.
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¢ Recovery interval (minutes): Set the value to 5

Note: This configures the approximate amount of time that SQL Server
takes to run the recovery process. The default setting is , which causes SQL
Server to adjust this value and base the values on the historical operation
of the server. In large environments, the recovery interval can affect the
overall performance of VCM. Because VCM constantly updates how it
interacts with SQL Server to process activities whose intervals differ, such
as an inspection request and a compliance run, the server expends a lot of
time constantly adjusting this value. By setting the recovery interval to 5
minutes, SQL Server no longer needs to tune this value.

4. Click on OK to save the settings.

SQL Server — maintenance plan

To ensure that VCM runs at peak performance and requires little operator intervention
during its lifecycle, you must set up a routine maintenance plan. VCM relies heavily on its
SQL databases for operation.

The maintenance plan uses the automated maintenance functions on the SQL Server
instances that host the VCM database.

On the VCM SQL Server instance, follow these steps:

1. Click on Start.

2. Select All Programs | Microsoft SQL Server {version} | SQL Server
Management Studio.

3. Expand the Management folder, right-click on Maintenance Plans, and
select Maintenance Plan Wizard.

4. On the Maintenance Plan Wizard page, click on Next.

5. On the Select Plan Properties page, enter a maintenance plan name, select Single
schedule for the entire plan or no schedule, and click on Change.

6. On the Job Schedule Properties — Maintenance Plan page, set the scheduling
properties to run the maintenance plan when the SQL Server is idle or has low
usage.
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7. Click on OK to return to the Select Plan Properties page, and click on Next.

8. On the Select Maintenance Tasks page, select the following maintenance tasks
and click on Next:

Check Database Integrity
Rebuild Index

Update Statistics

Clean Up History

9. On the Select Maintenance Task Order page, order the maintenance tasks and
click on Next.

10. On the Define Database Check Integrity Task page, define how the maintenance
plan will check database integrity:
1. Click on the Databases drop-down menu.

2. Select the following databases and click on OK:

® VCM

e VCM_Coll
e VCM_Raw
e VCM_UNIX

Note: You must select the vCM_Raw database, because it contains transient
data that the other databases consume.

3. Select Include indexes and click on Next.

11. On the Define Rebuild Index Task page, define how the maintenance plan will
rebuild the index:
1. Click on the Databases drop-down menu.

2. Select the following databases and click on OK:

e VCM
e VCM_Coll
e VCM_UNIX
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Note: Do not rebuild the index for the vCM_Raw database.

3. In the Advanced Options area, select Sort results in tempdb and click
on Next.

12. On the Define Update Statistics Task page, define how the maintenance plan
will update database statistics:
1. Click on the Databases drop-down menu.

2. Select the following databases and click on OK:

e VCM
e VCM_Coll
e VCM_UNIX

Note: Do not update statistics for the vCM_Raw database.

13. On the Define History Cleanup Task page, define how the maintenance plan
will clean up historical data from the SQL Server machine, and click on Next:
1. Select Backup and restore history.
2. Select SQL Server Agent job history.
3. Select Maintenance plan history.
4. Set the cleanup task to remove historical data older than 4 months.
14. On the Select Report Options page, save a report of the maintenance plan
actions:
1. Select Write a report to a text file.

2. Select a folder for the report and click Next.
15. On the Complete the Wizard page, verify your selections in the Maintenance

Plan Wizard summary, expand the selections to view the settings, and click
on Finish.

16. When the Maintenance Plan Wizard progress has finished, verify that each
action was successful.

[64]



Installing VCM

How it works...

In this recipe, we tried to make sure that our SQL Server for VCM is performing optimally
and we don't need much operator intervention for VCM maintenance.

We scheduled a maintenance plan to keep our database clutter free and help it perform
better.
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Your Infrastructure

In this chapter, we will cover the following recipes:

¢ Adding a vCenter Server instance

¢ Adding a vCloud Director and vShield instance

¢ Collecting data from managed machines

¢ Adding a discovery rule

¢ Adding a network authority account to manage machines in multiple domains
¢ Configuring a managing agent machine for virtual environment management
e Installing an agent on Windows servers

e Installing an agent on Linux servers

¢ Creating machine groups

Introduction

Once VCM has been installed, we need to configure it to make it work for our environment;
the default configurations need to be changed for environment-specific changes. To manage
our infrastructure, we need to install agents on the Windows and Linux servers. This can be
achieved in many ways, such as installing via scripts or, if we are using automation to
deploy the machines, we could use that itself or push it to the servers identified by VCM.
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We need to add vCenter, vCloud, and vShield server instances to VCM so that we can start
utilizing the details available in those systems, such as machines and vApps deployed,
which can be used to create various reports. Also, the captured details include the virtual
machines deployed in the infrastructure, which can be used by VCM to deploy agents and
bring them under management.

We need to create various machine groups; a machine group is basically a collection of
machines that can be grouped into a single entity for various purposes, such as patching,
reporting, and checking compliance.

In this chapter, we will start configuring VCM so that it is ready for day-to-day operations.

Let's begin.

Adding a vCenter Server instance

Before we start managing our virtual infrastructure, we need to add the components to
VCM. We will start adding them in the following recipes, starting with vCenter.

Getting ready

We will need a user with administrative access to the vCenter instance that we want to add
to VCM as well as its fully qualified domain name (FQDN) or IP address.

How to do it...
To add the vCenter instance to VCM, log in to the VCM server Ul and follow these steps:

1. Log in to VCM with an administrative account.

2. Go to Administration | Machines Manager | Licensed Machines | Licensed
Virtual Environments.
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=

vmware vRealize Configuration Manager | ¥ collector: vemaT

B © | ¥ 10bs Wy Collect B Remote Command | & | [H | B 2 @ | B & | [ options

4% Machine Group: All Machines

H= Console 2 Licensed Virtual Environments

IH Compiiance oh add Machines [ Unlicense ¥ Configure Settings
<71 Active Directory
& Reports

* Setenm Row Machine Name Type Description

No data is available at this time.
<, Administration

b % settings
b ¥ Collection Filters
5 Certificates
License Manager
~ L3 Machines Manager
% Discavery Rules
ki Agent Proxies

Column Grouping

~

9‘;3 Alternate Source
» L7105 Provisioning
43 Available Machines
« fg! Licensed Machines
g% Licensed Windows Machines
iy} Licensed UNIX Machines
“# Licensed ESX/ESXi Hosts
»
| Ignored Machines
» I Additional Components
:ﬁ{ Machine Collection Status
b @ WCM Snapshots
fﬁ Machine Collection Log v

=

< >
] | Bcollector Stopped |

Click on Add Machines.
Select Basic on the first page of the wizard.

Enter the hostname (not FQDN here) for the machine name, select Domain from
the dropdown which the machine belongs to, select DNS for Type, and vCenter
Windows for Machine Type.

Click on Add, and then click on Next.
Click on Finish to close the wizard.

With these steps, we added the vCenter instance to VCM, but we still need
to configure it so that we can collect the details.

Now, select the vCenter instance we just added and click on Configure Settings.
In this wizard, select the vCenter instance.
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10. Provide the following information:

e Managing Agent: Your Collector server
Port: 443
User ID: A user with administrative access to vCenter

Password: The password for the user; enter it twice to confirm
Ignore untrusted SSL Certificate: Yes

11. Click on Next once all the details have been filled in.

=1 Change Virtual Environment(s) Settings -- Webpage Dialog -

W Managing Agent and Communication Settings
Ill A Select the Managing Agent and communication settings for virtual environments.

Managing Agent: IVCMlT ~

Network Connection Settings

The following parameters are needed for secure communication between the managing
agent and the virtual environment(s):

Port

User ID VCD-VCM-Admin@syster|

Password

Confirm Password

Ignore untrusted SSL Certificate: @ Yes (O No

Cancel ] [ < Back ] l Mext = ]

Note: The user must have a vCenter Server administrative role or a read-
only role. However, you cannot run actions with a read-only role.

12. Click on Finish to close the wizard.

13. There should be a green circle in front of the vCenter instance's name on the VCM
console.
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How it works...

We are adding vCenter to VCM so that we can collect information about all the ESXi hosts
in the instance, all the virtual machines, and so on, and based on this information, we can
create compliance checks for our virtual infrastructure, discover the virtual machines as
managed machines in VCM so that we can install agents, and collect information about
them as well.

VCM collects the following information from vCenter:

e vCenter Summary

¢ vCenter Custom Information
e vCenter Guests

o vCenter Hosts

o vCenter Host Profiles

¢ vCenter Inventory

e vCenter Networking

e vCenter Settings

o vCenter Resource Pools

o vCenter Roles

Adding a vCloud Director and vShield
instance

There are three virtual elements that can be managed by VCM: vCenter, vShield, and
vCloud. In the previous recipe, we added vCenter. In this one, we will continue with
vShield and vCloud Director (vCD).

VMware vShield is a suite of virtual security appliances built for VMware vCenter Server
integration. A vShield security group is a logical trust zone that you create and assign
resources to for vShield protection.

By adding vCloud to VCM, you can use the vCloud Director properties to create machine
groups and so on.
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Getting ready
We will need the IP address of the vShield Manager and vCloud Director instances and a
user account with administrative privileges.

Before adding vShield, you must collect data for your vCenter instance, as described in the
next recipe.

How to do it...

We will split this recipe into two sections, as follows.

e Adding a vShield instance
o Adding a vCloud Director instance

Adding a vShield instance

This is a bit different than adding vCenter. After adding a vCenter instance and collecting
data from it, VCM identifies the vShield VM and it makes it available on the VCM console
for configuration, so we don't need to perform any additional steps as we did for vCenter;
we just need to configure it, which we will do as follows:

1. Go to Administration | Machines Manager | Licensed Machines | Licensed
Virtual Environments.

2. Select the vShield device identified by VCM, and click on Configure Settings.

¥ Licensed Virtual Environments

o Add Machines [ Unlicense  [# Configure Settings

Column Grouging

Row Machina Name Type Description
1 3 & vcenter vCenter
2 3 1, VCNSO1 (vm-85 on voenter) v5hield

3. Make sure the vShield instance is selected in the wizard launched.
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4. Provide information as follows:

e Managing Agent: Your Collector server
Port: 443
User ID: A user with administrative access to vShield

Password: The password for the user; enter it twice to confirm it
Ignore untrusted SSL Certificate: Yes

Provide the name of the vCenter Server instance this vShield instance
is responsible for

= Change Virtual Environment(s) Settings -- Webpage Dialog -

-‘my Managing Agent and Communication Settings
Select the Managing Agent and communication settings for virtual environments.

Managing Agent: |VCM1T v
MNetwork Connection Settings

The following parameters are needed for secure communication between the managing
agent and the virtual environment(s):

Port [443 |
User ID [veM-vshiled-admin |

Ignore untrusted SSL Certificate: @ Yes () No

Select vCenter for vShield

vShiled: |m v

[ Cancel ] [ « Back ] [ Mext >

Note: The user must have a vShield Manager administrative role or an
unrestricted read-only role.
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5.

Click on Finish to close the wizard.

Once again, you should see a green circle in front of the vShield instance you
just configured.

If there isn't one, make sure you have provided the correct username and
password.

Adding a vCloud Director instance
Log in to VCM server and follow these steps:

1.

®

Go to Administration | Machines Manager | Licensed Machines | Licensed
Virtual Environments.

Click on Add Machines.
Select Basic from the first page of the wizard.

Enter your hostname in Machine Name, select Domain from the dropdown that
the machine belongs to, select DNS as Type and vCloud Director as Machine

Type.
Click on Add, and then click on Next.

Click on Finish to end the wizard.

to configure it so that we can collect the details.

0 With these steps, we added the vCloud instance to VCM, but we still need

7. Now, select the vCloud Director instance we just added and click on Configure

8.
9.

Settings.
In this wizard, select the vCloud Director machine.
Provide information as follows:

e Managing Agent: Your Collector server
e Port: 443
e User ID: A user with administrative access to vCloud Director
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e Local user in the format user@System
e Password: The password for the user; enter it again to confirm it

e Ignore untrusted SSL Certificate: Yes

=1 Change Virtual Environment(s) Settings -- Webpage Dialog -

-‘my Managing Agent and Communication Settings
'L' '_ Select the Managing Agent and communication settings for virtual environments.

Managing Agent: |VCM1Tﬂ

Network Connection Settings

The following parameters are needed for secure communication between the managing
agent and the virtual environment(s):

Port 443 |
User ID |VCM7VCD—admin@Sysler|

Ignore untrusted SSL Certificate: ®) Yes (U No

Cancel l [ < Back ] [ Mext =

10. Click on Finish to close the wizard.
11. There should be a green circle in front of the vCloud Director instance's name on

the VCM console.

How it works...

We make information available in the vShield instance, that is, security groups and its
members exposed to VCM. The details are stored in the VCM database as well and can be

used when required.
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After adding and performing a collection, we have the following information from the
vCloud Director database in the VCM console:

¢ vCloud Director Organizations

¢ vCloud Director virtual machines and vApps

¢ vCloud Director organization catalogs

¢ vCloud Director Virtual datacenters (vDCs) and networks
¢ vCloud Director Organizations Users

¢ vCloud Director Organizations Groups

¢ vCloud Director Organizations Settings

This information can be used to create machine groups based on vCloud organizations in
order to manage them accordingly.

Collecting data from managed machines

Once we are done adding and configuring virtual environments, we can start collecting
data, which can be further used to check compliance, create necessary machine groups,
export reports, and so on.

We need to collect data from virtual environments as well as from all the machines that we
plan to manage, that is, Windows or Linux servers.

Getting ready

All the servers we want to manage should be added to the VCM console, either by
following earlier recipes for virtual infrastructures or by installing agents by following the
recipes in this chapter.

How to do it...

We will split this recipe into two sections:

e Collecting data from virtual infrastructures
e Collecting data from managed machines
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Collecting data from virtual infrastructures

To collect all data off a vCenter, vShield Manager, or vCD instance, follow these steps:

1. Log in to VCM and follow the steps to collect virtual infrastructure data.

2. You can be anywhere in the VCM console; make sure the machine group is All
Machines (to understand more about machine groups, have a look at the Creating
machine groups recipe), and click on Collect in the top-left corner.

3. This will launch a wizard; select Machine Data under Collection Type.

4. Select the machines you want to collect data from, in this case, any or all of
vCenter, vShield, and vCloud servers. Select them and make sure they are on the
right-hand side, and then click on Next.

5. Select Select Data Types to collect from these machines.

@l’nllﬁ-ct Now — Webpage Dialog

] Machines
Select the machines you would like to collect from and set options.

(O All machinas in the current machine group.
O Filtered machines only

® selected machine(s) only
Use the wildcard filter to find spacific machines.

I ¥
Available Selected

172.18.1.200 F veenter

172.18.1.211 — VCNS01 (vm-85 on vcenter)
172.18.1.212 ]

dcO1.study.local E

VCM2T-Collector [<_~

VCM2ZT-5QL L

VCM2ZT-SGL. study. local y

7 Itemn{s) of 9 2 Item(s) selected.

(@ Select Data Types to collect from these machines
() Select a Collection Filter Set to apply to these machines.

[ Do not limit collection to deltas (Warning: This process could be lengthy.)

Priority for instant collections: |4 - Mormal {default) |™]
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6. Under Data Types, tick each checkbox underneath Virtualization:

2] Collect Now -- Webpage Dialog

& Data Types
Select the data types you would like to collect.

[ select All

b [ windows
~ ¥ virtualization

= vCenter Custom Information

[ vCenter Guests

~&¥  vCenter Host Data Stores

5 vCenter Host Extended Attributes
¥ vCenter Host Profiles

M & vCenter Hosts

&2 vyCenter Inventory

% vCenter Network Attributes
% vCenter Metworks
L% vCenter Permissions
i3 vCenter Resource Pools
¥ vCenter Settings
vCloud Director
& vShield
} [[1 Enterprise Applications

O select data filters
®) Use default filters

[

cancel | [« pack

J

MNext =

)

7. Make sure there are no conflicts, and click on Finish.

8. Click on Jobs in the left-hand corner of the VCM console.
9. Make sure the job to collect the data has completed successfully.

Collecting data from managed machines

In this subsection, we will collect data from managed machines, such as Windows and

Linux servers. Follow these steps:

1. Log in to VCM and follow the steps to collect virtual infrastructure data.

2. You can be anywhere in the VCM console; make sure the machine group is All
Machines (to understand more about machine groups, have a look at the Creating
machine groups recipe) and click on Collect in the top-left corner.

3. This will launch a wizard; select Machine Data under Collection Type.
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4. On the next page, select the machine/machines whose data you want to collect.
The machines must be on the right-hand side.

5. You have two options for deciding how data will be collected: based on the data
type or based on the collection filter set.

Note: If you select data type then you are presented with options to select
from various entities of the OS such as accounts, account policies, disk
space, device drives, and so on that are relevant to the OS of the machine
we selected.

If you select filter sets, VCM has precreated sets of filters, which can be
used to collect data from the managed machine. The filter sets can be
created manually, while installing VCM, or when you import any
compliance template.

2] Collect Now -- Webpage Dialog -

i Machines
Select the machines you would like to collect from and set options.

() All machines in the current machine group.
Filtered machines only

®) selected machina(s) only
Use the wildcard filter to find specific machines.

A
Available Selected
vcenter e WGWVM
wCloud .
VCMLIT
vShiled
4 item(s) of 5 1 item(s) selected.

@ Select Data Types to collect from these machines
() Select a Collection Filter Set to apply to these machines.
[]Do not limit collection to deltas (Warning: This process could be lengthy.)

Priority for instant collections: |4 - Mormal (default) |~ |

6. Depending upon what you select, the next page will differ.
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7. For the Data Types window, select individual data types or select all of them.

21 Collect Now -- Webpage Dialog =T

M Data Types
Select the data types you would like to collect.

[ select Al

~ [ windows
- Account Policy ~
£ Accounts
% Audit Policy
= Custom Information (Windows)
= Device Drivers
% Disk Space
H  Emergency Repair Disk
Event Log Events
Event Log Settings
File System
File Uploads
Groups
Hot Fixes
1P Information
Machine Accounts
Machines v
NTFS Audit Settings

i =

wal - BB IR

O Select data filters
(® Use default filters

[ Cancel ] [ < Back ] [ Next =

8. For the Filter Sets window, select the appropriate filter set to collect the data.

21 Collect Now -- Webpage Dialog -]

i Filter Sets
Select the filter set you would like to apply to this collection.

Center for Internet Security - AIX 5.3-6.1 filters

Center for Internet Security - AIX 7.1 filters ~
Center for Internet Security - CentOS 6 filters

Center for Internet Security - CentOS 7 filters

Center for Internet Security - RHEL 5 filters

Center far Internet Security - RHEL 6 filters

Center for Internet Security - RHEL 7 filters

Center for Internet Security - SLES 11 filters

Center for Internet Security - Solaris 10 filters

Center for Internet Security - Solaris 11 filters

Center for Internet Security filters - UNIX

Custom Information Data Class

Default

Defense Information Systems Agency - AIX 6.1 filters

Defense Information Systems Agency - HP-UX filters

Defense Information Systems Agency - Oracle Linux 6 filters

Defense Information Systems Agency - Red Hat 5 filters W
Defense Information Systems Agency - Red Hat 6 filters

[ Cancel ] [ « Back ] [ Mext =
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9. Make sure there are no conflicts, and close the wizard. It will start a collection job,
and VCM will go to the specified machines and collect details either according to
data types or selected filter sets.

How it works...

In the previous recipes, we added vCenter, vCD, and vShield Manager; now, we need the
data to import into all those elements. By performing a collection, we are adding the details
available on those systems to VCM so that we can have a single interface where we can see
all the details.

The details fetched from those systems have been mentioned in the earlier recipes. When
VCM performs a collection operation, it goes into each application's database, pulls all the
relevant information, and then places it in its own database. For example, when we perform
a vCenter collection, it collects details about all the VMs, ESXi hosts, their versions,
snapshot details for VMs, VM configuration, and so on. All the data is presented in the
VCM console under Console | Virtual Environments.

In case of vCD, VCM fetches information about the vApps, VMs, catalogs, local users,
groups, and so on.

This information can then be exported via reports, used for compliance checks. This can
also be used in creating dynamic filters for creating machine groups.

Details captured from managed machines such as Windows and Linux servers will be used
in analyzing their current compliance and patch status.
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There's more...

Have a look at the following article by VMware if you want details about filter sets:

https://www.vmware.com/support/vcem/doc/help/vem581/Content/Core_CS/Admi
nSettingsCollFltr.htm

Adding a discovery rule

VCM must discover machines in your environment before you can collect data from them.
You can create a discovery rule to discover all machines, or you can apply a filter to limit
the machines that VCM discovers. Discovery rules are used to discover managed machines
automatically.

Getting ready

You must have configured and collected data from vCenter and vCloud to add a database
discovery rule.

You must license the virtual environments and Windows, Unix, and Linux machines to use
for data collection. When you license these virtual or physical machines, they appear in the
Licensed Machines list.

VCM can discover machines from Active Directory, browse lists, domain controllers,
databases, or by IP address.

We will perform database discovery in this recipe; you can check remaining options in your
lab.
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How to do it...
We will configure VCM to discover vCenter VMs by following these steps:

1. Login to VCM as an administrative user.

2. Go to Administrator | Machines Manager | Discovery Rule; click on the green
plus button to add a new discovery rule.

3. This will launch a wizard; provide a name and description.
4. Select the By DB Discovery: checkbox.

&) Discovery Rules -- Webpage Dialog

Select the method to use when discovening machines.

'} Discovery Method

Method
(" By Active Directory: Discover all machines with an account in selected
AD domain.
3 By Browse List: Discover all machines that have the Computer

Browser service turned on.

(3 By Domain Controller: Diccover all machines with an account in the
solectad Domain.

7y By IP Address: Discover all machines in one or more IP rangas.

@ By DB Discovery: Discover all machines returned by a SQL Query.
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5. Select vCenter Guest Systems under Discovery Query.
6. The other two options are using vCloud Director or directly from the host.

&) Discovery Rules - Webpage Dialog B
i Discovery Query
= Select the SQL Query to use for the Discovery Rule.

Discovery Query:
|vCP.nh=.l Guest Systems ﬂ

Description:

tionally license VM guest
by collecting the
2. Candidste machines

Thia diascovery type will
ms. Candidate

Holp [cancel | [ <gack | [ New> |

7. On the next page, select/fill in options according to this table:

Option

Description

Machine Name
Format

The format for VCM to display guest machines. You can select the
NetBIOS, DNS, or VM/vCenter name format.

Domain Name

The domain under which to add the new machine. This domain is the
same as the Domain Name property when you add machines using
manual discovery.

Domain Type Select one out of Active Directory, DNS, or NetBIOS domain types.
Protocol Select DCOM or HTTP.

HTTP Port (default | This uses the HTTP listener on the target machine. The listener is
used if blank) configured to listen on the designated port. Port 26542 is the default

setting. Accepted port values range from 1 to 65535. Other
applications must not use this port.

Use a proxy server

No
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Connection String

This is the address of the virtual machine to contact. This address can
differ from the address that resolves by machine name from DNS or
other name-resolution systems. Use this address when VCM must
contact a vApp virtual machine through a Network Address
Translation (NAT) address.

ESX Host Name This filters the query to ESX host machine names in the virtual

Filter environment based on the information you type.

VM Guest Name This filters the query to guest VM names on the ESX host machine in
Filter the virtual environment based on the information you type.

Guest DNS Name This filters the query to domain name servers based on the information
Filter you type.

Guest OS Name This filters the query to the guest operating systems in the virtual
Filter environment based on the information you type.

Power State

This filters the query to the state of the guest virtual machine in the
virtual environment based on the information you type.

After you make appropriate selections as described in the table, your screen
should look like this:

scovery Rules -- Webpage Dialog

ot

Help

Discovery Query Parameters
Enter the SQL Query Parameter value to use for the Discovery Rule.

Machine Name Format: fNetBius MName|w

Domain Name: [5ludy local 5
Domain Type: DNS |n
Protocol: O pcoM
® HTTP
HTTP Port (default used |
if blank):
Use 3 proxy server: ® Mo
Q Yes

Connection String:

MNone {(use DNS) [w|

vCenter Name Filter:

Guest Name Filter:

Guest DNS Name Filter:

[
I
[
Guest 05 Name Filter; I

Power State:

j\l

[Ccancel | [ <gack | [ New> |

8. Select Yes to start the discovery once the rule creation is over, and if you want,
you can select License and install Agent on Discovered Machines.
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9. Click Finish to close the wizard.

How it works...

As this is a query run against the VCM database, we must perform a collection against at
least one vCenter Server before we run this discovery rule.

VCM adds the machines either to the available machines in the machine manager if you
choose not to license the machine; and if you choose to license it as part of the discovery
rule, then they go to either licensed Windows or Unix machines.

There's more...

This is the table describing all the available methods taken from the VCM help document on
http://www.vmware.com/:

Sr. |Method Description

No.

1 By Active This discovers all the machines that have an account on the selected
Directory AD domain. The discovery process identifies machines based on the

current domain controller data.

2 By Browse List | This discovers all the machines that have the Computer Browser
service turned on. When the rule discovers machines through the
browse list, VCM returns the NetBIOS domain name for each machine.

3 By Domain This discovers all the machines that have an account on the selected
Controller domain. When the domain controller performs a periodic update,
existing machines might not appear, while deleted machines might.

4 By IP Address | This discovers all the machines in your network that exist in specific IP
address ranges. Discovered machines appear in the list of available
machines.

5 By DB This discovers machines based on the SQL query used for the

Discovery discovery rule. This discovery type uses data that VCM has already

collected from other sources as the basis for finding new systems to
manage. You can discover vCD-managed virtual machines, virtual
machine guests, and virtual machine hosts.
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Refer here for more:

https://www.vmware.com/support/vcem/doc/help/vem581/Content/Core_CS/Admi
nMachMngrDiscAECWiz.htm

Adding a network authority account to
manage machines in multiple domains

For medium to large infrastructures, there are always multiple Active Directory domains
available. We can use VCM to manage servers in multiple domains. This recipe explains
what you need to do for that.

Getting ready

There should be a proper name resolution. If there is a firewall in between, then the ports
stated in the first chapter must be open.

We need a network authority account per domain in order to manage the machines in that
domain and VCM functions such as collecting data, patching, and so on.

How to do it...

We need to add the domains and network authority account and finally associate them with
one another.

Go to Administration | Settings | Network Authority
We have three options:

¢ Available Domains (identified while performing the installation); we can add
new ones if required

¢ Available Accounts (we assigned one NAA while performing VCM deployment)
¢ Assigned Accounts
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Available Domains

Domains are identified in one of the steps when we perform the VCM server installation;
now, we can add extra domains. Click on Add under Available Domains, and provide the
domain Name and Type.

2 Available Domains
op Add 3 Delete [ Edit

Column Grouping

Row Domain Name Domain Type Source
1 study.local Active Directory Discovered
2 study MNetBIOS Discovered

g Add Domain Dialog -- Webpage Dialog

Add Domain

MName: |vcmcookb00k.local

Type: ' NetBios

Available Accounts

Under Available Accounts, we can see which network authority accounts are available and
then add any extra accounts or remove unwanted ones.

1 Available Accounts
op Add 3 Delete [# Edit Password

| Column Grouping

Row Domain Account
1 2 study 5-VCMsvc0002

g Authority -- Webpage Dialog
Authority: Available Accounts

Add Collection Account

Domain: Ivcmcnokbmk,loca\
User Name: IAbhijeet
Password: |...¢o¢|l

Confirm Password:
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Assigned Accounts

This is the place where we associate available accounts with available domains.

Go to Assigned Accounts | By Domain | Active Directory, and then click on Edit
Assigned Accounts and associate the available accounts with this domain.

Vmware vRealize Configuration Manager Collector: VCM1T

& © | F 10bs Wy Collect [ Remote Command | ighi| [E | 2 &3 A [& | [¥ options

s Machine Group:  All Machines

Filter:

| # user: STUDY\Administrator, Admin, (UTC+5:30)

¥ Define k|

[l Console 53 Assigned Accounts by AD Domain
d Compliance [ ] | [ editassigned Accounts
<7 Active Directory
£ Column Grouping
4 Reports vemcookbook.local
4 Patching Row Scope Account Order
& Adnimistration i3 study 5-VCMsvc0002 3
» G Windows I 2] Authority -- Webpage Dlalog -
5
o Natworkc uthority Authority Account Assignments
3] Available Domaine m:?
51 Available Account: |4 The accounts assigned below will have autharity in the ADDemain: study.local
[l Assigned Account
) -
~ B
'"'Ey Damain Available Selected
I3 NetBIOS
@ vcmcookbook local\Abhijeet study\s-VCMsvc0002
IE3 By Machine Grc \administrator
85 proxy Servers ~\administrator
= N ~ WGVM\administrator
» (5 System Information W

How it works...

Basically, by following this process, we assigned an account that has local admin privileges
or the rights explained in the first chapter to all the machines in the respective domain that

will be managed by VCM.

We can assign as many accounts as required. When a VCM function is started, assigned
accounts will be tried in the specified order. When something starts a subsequent time, the
last successfully used account will be used first. Accounts are listed in the order in which

they are assigned, from top to bottom.
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If a machine is in multiple lists (such as a domain and a machine group), the authority
account that will be used to contact it will be in the following order:

¢ The last account that worked
e The accounts assigned to the domain

¢ The accounts assigned any machine group (including the default All Machines
group) to which the machine belongs

We need to do this for Windows only, as in the case of Linux, we need to accept the
certificate in the VCM console. Unless we accept the certificate, we will not be able to patch
the Linux machine from VCM. To accept the certificate, on the VCM console, go to
Administration | Certificates, select the machine, and click on Change Trust Status.
Follow the wizard, and you will see a handshake symbol in front of the machine. This will
allow you to patch the Linux machine from the VCM console. The steps to perform this
action are a part of the next recipe.

Configuring a managing agent machine for
virtual environment management

Managing agents are systems that manage the communication between the collector and
the virtual environment we manage via VCM, that is, vCenter Server, vCD, and vShield
Manager. In this recipe, we will assign a system the role of a management agent.

Getting ready

We need to have the version 5.5 or later agent installed on the machine and data collected
from it, which will be designated as the managing agent. Refer to the next recipe.

The managing agent machines must have the version 5.5 or later agent installed.

We can designate any server that can communicate with VCM as well as vCD, vShield, and
vCenter Server as a managing agent.
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How to do it...

Log in to VCM and follow these steps to designate a managing agent and then change it to a
managed virtual environment:

1. Navigate to Administration | Certificates.

= Console g Certificates

E Compliance % Change Trust Status @ Managing Agent @ Installation Delegate
£7 Active Directory

Column Grouping

5 Reports
<k Patching i Type Machine
3, Administration 1 Eollcctor
> "ﬁ it 2 Enterprise
A 3 W@ @ ®  Machine VCM2T-Collector
¥ T Collection Filters a T T ST
EEI 5 Mach'me 1I.I’I:CI"-!Z.'SI' : vl_. =
=] License Manager W o clailils =S
5] W @ Machine scrol

4 a.,ﬂ Machines Manager
» “-_E User Manager

¥ [73 10b Manager

b 3] Alerts

2. Select the machine that you want to designate as a managing agent.
Select Change Trust Status.

4. Check to trust or uncheck to untrust the selected machines box, click on Next,
and click on Finish on the next page to complete the wizard.

®

5. Select the machine again and click on Managing Agent in the top menu.
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6. Select Enable, click on Next, and then click on Finish on the next page to
complete the wizard.

Note: The choice of managing agent solely depends on the size of the
infrastructure you manage; you can use your collector as a managing
agent, or you can use another Windows machine. If your individual
vCenter instance manages between 1 to 30 hosts and a maximum of 1,000
guests, then you can use the collector as your managing agent. Otherwise,
designate a dedicated managing agent.

21 Change Managing Agent Status -- Webpage Dialog -

Select machine(s)
%1 Select the machine(s) to change the managing agent status on.

Filter: “r Define
Machine Name
VCM2T-Collector

£ >

1 item(s) of 2

VCM2T-SQL

< >
1 itemi(s) selected

® Enable - allow the selected machine(s) to be used as managing agents
() Disable - do not allow the selected machine(s) to be used as managing agents

[91]



Configuring VCM to Manage Your Infrastructure

7. The selected server will become the managing agent now.

8. Once the managing agent has been designated, we can change it for the managed
virtual environment.

9. Go to Administration | Machines Manager | Licensed Machines | Licensed
Virtual Environments. Select the machine whose managing agent you want to
change, and click on Configure Settings.

10. Select the machine added if required.

11. On the top, there is a dropdown to select either of the available managing agents.
Change to a new one and click on Next (not visible in the screenshot), and click
on Finish on next page to close the wizard.

-mugy Managing Agent and Communication Settings
| e Select the Managing Agent and communication settings for virtual environments.
iis

VCM2T-Collector

Managing Agent: el FIE=o]N

12. Repeat steps 8 through 10 for the remaining virtual environments in the
infrastructure.

How it works...

The managing agents are systems that manage the communication between the collector
and the virtual environment using the VMware APIs of the various products. They must be
configured to manage secure communication between virtual environment instances and
the collector.

It is recommended that VCM collector act as the managing agent if any of the vCenter
instances it is managing has 1 to 30 hosts and upto 1,000 guests. The default managing
agent is the Collector server, but as the workload increases, we can start adding them. In
this recipe, we looked at designating a managed machine to a managed agent.

We are designating another server to communicate with the virtual environment so that
some of the work can be offloaded from VCM Collector. The server must have connectivity
to the virtual environment servers and VCM Collector.
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Installing an agent on Windows servers

Before we start managing any machine, we need to install an agent on it. This can be done
in multiple ways, such as pushing it from the VCM console, installing it manually, or
installing it with a script.

In this recipe, we will have a look at installing the agent manually and with a script on a
Windows server.

Getting ready

Prepare a server to install the agent; the installer is available on the VCM Collector server, at
X:\Program Files (x86)\Vmware\VCM\AgentFiles and the certificate is available at
X:\Program Files (x86)\Vmware\VCM\CollectorData, where X is the drive where
VCM is installed.

Copy the installer and certificate on a shared location from where it can be copied to the
server where we want to install it.

We need administrative access on the server where we will be installing the agent.

The local firewall should be disabled (not recommended) or port 26542 must be open
between the managed machine and VCM Collector.

For an agent push, we need the machines to be registered as licensed machines on the VCM
console and the network authority account to be a part of the local administrators group,
and port 26542 should be open on the machine where we are pushing the agent.

How to do it...

We will split this recipe into three sections, as follows

o Manual agent installation
o Agent push from the console
o Licensing Windows machines
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Manual agent installation

Log in to the server with an administrative account, copy the installer with a certificate
locally, and follow this process:

1.
2.

NSOk Ww

o

10.

Start VCMAgentInstall.exe.

Click on Next, again on Next, and on the destination location screen, continue
with the default C: \Windows\CMAgent value.

Select Allow HTTP, and go with the default port, 26542.

On this page, browse to the location where the certificate is copied.
Click on Next three more times, and it will start installing the agent.
Once the agent has been installed, log in to VCM console.

Go to Administration | Machines Manager | Licensed Machines | Licensed
Windows Machines, and click on Add Machine.

Select Basic and select automatically license machines.
Provide details about the machine where you installed the agent, as follows:

e Provide the hostname for the Machine Name parameter

e Select the domain from the dropdown which the machine belongs to
e Select DNS as Type

¢ Select Windows Server as Machine Type

Click on Next and then on Finish to close the wizard.
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11. Once the machine has been added to VCM, we need to hit the Refresh button on
the console and click on Collect to start data collection.

12. Monitor the data collection job, and finally, we are done with adding a machine
to VCM.

Agent push from the console

The machine should be in the VCM console either by running a discovery rule or adding it
manually. Now, we can perform a push of the agent from the console.

Log in to the VCM console and follow these steps to install the agent on the machine:

1. Go to Administration | Machines Manager | Licensed Machines | Licensed
Windows Machines, and select the machine which you want to add the agent to.

2. Click on Install in the menu.

vmware vRealize Configuration Manager | ¥ collector: VCM2T-COLLECTOR | ¥ User: study\vcmadr

[ > ] @ Jobs Wy Collect [ Remote Command = i) B & A M = Options

w# Machine Group: All Machines Filter: 7 Define "B
Console ty¢ Licensed Windows Machines

H Compliance &P Add Machines [ Edit Machine (@ Upgrade OpenssL [ Unlicense _;:-', Install _ﬁ % & change Protocol A

3 Active Directory
< Column Grouping

5 Reports
ok Patching Row Type Machine Name Host Name
N — 1 B P ] 2003 dc01.study.local DCo1
. 2 B8 Ga e Unknown SQL S0L
=] L M
& M'CEE_SE ;”age' 3 8 9 & Unknown TESTDC TESTDC
hd 4 Machines Manager
% Discovery Rules 4 B8 Fa e Unknown vcenter vCenter
iy Agent Proxies 5 8 % & @ @ 2012 R2 VCM2T-Collector VCM2T-COLLECTOR
¢, Alternate Source 6 8 % & @ 2012 R2 VCM2T-50L VCM2T-50L
» 71 05 Provisioning 7 8 Fa oy Unknown VCM2T-5QL.study.local VCM2T-5QL.study.local

44 available Machines
w {yf Licensed Machines
ihilll icensed Windowd
4} Licensed UNIX Ma
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3. The wizard will open. Make sure the machine appears in the Selected box.
4. On the next page, set the following values:

e Install At: Keep this default.
e Install From: Keep this default.

e Options: Select HTTP and set the port to 26542. Keep the rest default.

Insl:aII Product -- Webpage Dialog B3
Install Options
Ly

_);I'i Set the options for the installation.

— Install At:

Share: IADM|N$
Path: |CMAgent ( Path ends with CMAgent by default)

r— Install From:

[Cellector (vCM2T-COLLECTOR)

— Options:
Communicate with the agent through:

ODCOM @ HTTP (installs service) on port: |25542

[install using a proxy server
(listed under Assigned Accounts)
[JLock the machine after installation.

[JReinstall Agent (remove current version)
Update Machine Security Level to Collector Authentication

Cancel ] [ « Back ] [ MNext =

5. On the schedule screen, select Run Now.
Confirm the selection and click on Finish.
7. Click on Jobs to see whether the job is successful, and after that, go back to the

console, scroll to the right, and check whether the machine has its agent state
changed from Unknown to Current Agent and shows its agent version as 5.8.2.

8. Once the machine has its agent installed, perform an initial collection.

S

[96]



Configuring VCM to Manage Your Infrastructure

Licensing Windows machines

We will perform the following steps to license a managed machine. The steps are the same
for Windows and Linux/Unix machines.

Log in to the VCM console with an admin account.
Click on Administration.

Go to Machines Manager | Available Machines.
Select the Windows machines to license.

SN

Click on License.

Follow the wizard to finish licensing the machine, and if the available number is below zero
and in red, contact VMware to purchase more licenses.

How it works...

With this recipe, we are making sure that the machine we want to manage has an agent
installed, is licensed in VCM, and that we have performed the data collection.

VCM has enough information about managed machines to start deploying software; put the
machine in the correct machine group. We can perform further specific collections to find
out the compliance status or patching status, and based on that, we can fix the machine or
install missing patches.

There's more...

We can install the agent with a script.

Here is the code for the script:

cd C:\VCM_Agent

CMAgentInstall.exe /s INSTALLPATH=C:\Windows\CMAgent PORT=26542
CERT=C:\VCM_Agent\VMware_VCM_Enterprise_Certificate_E5D8927D-
A9AT7-43E8-8E6F-5C88D1E40F12.pem
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Here is what the options stand for:

Sr. No. | Option Description

1 C:\VCM_Agent The location where the BAT file, installer, and certificate are
copied

2 CMAgentInstall.exe|The VCM agent installer

3 /s Option for a silent installation

4 INSTALLPATH The location to install the VCM agent on the server

5 PORT The port for the VCM agent to communicate

6 CERT The VCM Enterprise certificate path

Just run the batch file and then follow steps 6 to 11 to complete the agent installation.

You can also use the PowerCLI commands Copy.VMGuestFile and Invoke-VMSCript to
automate the deployment.

Installing an agent on Linux servers

We need an agent to manage Linux/Unix machines; in this recipe, we will install it
manually on a Linux machine.

Getting ready

In case of a Linux installer, make sure that it is copied from the same VCM server where the
managed machine will get managed, as VCM certificates are embedded in the installer. If
we use an installer from another VCM server and then try to manage it from a different
server, it will fail.

Copy the correct installer from the VCM server to the Linux server.

Install the prerequisites and verify that the glibc.1686, net-tools, and redhat-1sb-
core packages have been installed on the target machine.

Open port 26542 if a firewall is enabled.
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We need the root password of the machine where the agent will be installed.

The agent is available at X: \Program Files

(x86) \VMware\VCM\Installer\Packages\CMAgent.5.8.2.linux on the VCM
Collector server. We don't need to copy the certificate the way we did in Windows as the
certificate is built into the installer.

How to do it...

Follow the steps to install the agent on a Linux machine:

Copy the installer with scp or winscp on the server.

Log in to the Linux server as root.

Run chmod u+x CMAgent.5.8.2.linux.

Run ./CMAgent.5.8.2.1inux.

Copy the modified and savedcsi.config file to the extracted location.

SN NS

Note: csi.configis a configuration file used by the VCM agent to install
the agent.

More details about the configuration options can be found at https://ww
w.vmware.com/support/vem/doc/help/vem581/Content /NIX/CM_R

ef_UNIX_csi_config_options.htm.

There are lots of options available to configure the csi.config file.

We need to set CSI_AGENT_RUN_OPTION = daemon to start this as a
daemon; for the rest, you can consult with your Linux admin and decide.
An example: # cp /<Shared_location> csi.config

/<extractedlocation>/CSIInstall/csi.config

6. Once this is done, run the installer script
using . /CSIInstall/InstallCMAgent -s.

[99]


https://www.vmware.com/support/vcm/doc/help/vcm581/Content/NIX/CM_Ref_UNIX_csi_config_options.htm
https://www.vmware.com/support/vcm/doc/help/vcm581/Content/NIX/CM_Ref_UNIX_csi_config_options.htm
https://www.vmware.com/support/vcm/doc/help/vcm581/Content/NIX/CM_Ref_UNIX_csi_config_options.htm

Configuring VCM to Manage Your Infrastructure

Once the agent has been installed, follow the previous recipe from step 6 onward; just
change the location from Licensed Windows Machines to Licensed UNIX Machines, and
when entering details, set Machine Type as Red Hat Server or any other, depending upon
the OS and as per the following screenshot:

Manually Add Machines - Basic
Enter the machine information.

Machine

Machine: | | Domain: |srudy local [ Type: ]DNS—m
Machine Type: |Red Hat Server ~] port: | ZEE
Add

Machine Domain Type Machine Type Comm. Options
scril study.local DNS Red Hat HTTP:26542 - Proxy: false

Remove

How it works...

We added the agent to the Linux/Unix machines as well so that we can collect the details of
the managed machines; then, those details will be used to check compliance and patch
status.

There's more...

We can create a preconfigured csi-config file and copy it to /opt /CMAgent along with
the installer.

Copy the content of the following script into a . sh file.

Give it execute permission: chmod CMAgentInstall.sh 7565.
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Then, run the . /CMAgentInstall.sh command.

IPTABLES="/sbin/iptables"

grep -i suse /etc/issue >/dev/null || rc=$?

if [ $rc -ne 0 ]; then
IPTABLES="/usr/sbin/iptables"

fi

${IPTABLES}-save > /opt/APPL/iptables.CMAgent.preinstall
${IPTABLES} -I INPUT -m state —-state NEW -p tcp —--dport 26542 -j ACCEPT

grep -i suse /etc/issue >/dev/null || rc=$?
if [ $rc -ne 0 ]; then
/sbin/SuSEfirewall2 open EXT TCP 26542
else
grep —i maipo /etc/redhat-release >/dev/null || rc=$?
if [ $rc -ne 0 ]; then
/sbin/firewall-cmd —-zone=public —-—add-port=26542/tcp ——permanent
else
/sbin/service iptables save
fi
fi

cd /opt; /opt/APPL/CMAgent.5.8.2.Linux
cp /opt/CMAgent/csi.config.CMAgent /opt/CSIInstall/csi.config
/opt/CSIInstall/InstallCMAgent -s

The script identifies the OS of the machine and, based on that, opens port 26542 on the
local firewall. Then, it copies the preconfigured csi.config file and, finally, installs the
agent from the /opt /CSIInstall folder.

Creating machine groups

Machine/virtual object groups are used to organize managed machines and virtual objects
into small logical groups. There are default groups available from VCM when it is deployed
(more details are in the There’s More... section).

Getting ready

As an administrator, you must have some idea of which machine you should put together.
You can use this concept and create machine groups as per your requirement.
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How to do it...

Once you have a basic understanding of what you want to achieve with the group, log in to
the VCM console and follow the steps detailed shortly.

We will create a machine group that will include all the machines that are a part of the
Study.local Active Directory group, and it will keep on adding machines as soon as a
new machine is added to VCM from the same domain.

1. Go to Administration | Machines Manager | Machine/Virtual Object Group |
All Machines and click on Add Group.

[}= Console 4 All Machines

74 Compliance ip Add Group [P Edit Group % Clone Group 3§ Delete Group

- | column Grouping

& Reports
W Row Name Description
Q" Adminiatrasion 1 o | Members. Members of All Machines
» &% Settings 2 % AD Auto-created Active Directory Auto-Created Machine Groups
» F Collection Filters ~l3 % All UNIX Machines All UNIX Machines
% Certificates 4 ik All VM Guest Machines All managed VM guests from managed vCenter, vCloud and vShield environments. ..
[Z] License Manager 5 i All VM Guest UNIX Machines All VM Guest UNTX Machines
v L Machines Manager [ il &ll VM Guest Windows Machines All VM Guest Windows Machines
s Discovery Rules 7 & All VM Host Machines All VM Host Machines
“: :E:::::r::::rm 3 i all windows Machines All Windows Machines
9 ] all windows_I50_Compliance Machine Group to Map 150 Compliance with vROPs

* L7 05 Provisioning
43 Available Machines
» 14 Licensed Machines
= Ignored Machines
» gy Additional Componer
= Machine Collection S
* & vCM Snapshots
3 Machine Collaction L
w [0 Machine/Virtual Obje
> I
» (% all virtual Objects

2. Provide a name and proper description, and click on Next.
3. Set Membership Type as Dynamic or Static.

4. In our case, we are going ahead with Dynamic, so click on Finish on the next
page to complete the wizard.

5. Follow step 1 again, but this time, go to the machine group we just created. Click
on the group and then click on Filters. This is where we will define the criteria to
add machines to this group.
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6. Under Filters, click on Add Filter.

7. Provide a meaningful name and description, and click on Next.
8. Now, all the details we collected from vCenter, vCloud, and all the managed

machines are available here to filter.

9. Your imagination is the limit for creating filters, and you can use all the

information you can gather from VCM. In our case, we have selected Machines as
the data type; this is where your experience and expectations will meet together

to make the exact machine group you want.

&) - webpage Dialog

Data Type
=i Salect the data type for which you would hike to filter machines by.

1P By Adapter

== [P General

Machines

NTFS Audit Settings

NTFS Directory Permissions
Patch Assessment
Processes

) O O
<t

|
h

FFEFCRBEL G d e

,

Oy OV @

“
Ld A

Registry

Registry Permissions By Key
Secunty Policy

Service Dependencies
Sarvices

Cancel

10. Select Basic underRule Type.
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11. Now, add your condition, such as Domain Name = ' STUDY'.

&) -- Webpage Dialog

Basic Data Properties for Machines

Connect the conditions below with: ®and Cor

|Domain Name [~ |- ~] [STUDY' (-3

Add [_add multiple | [ reset |

G ) (oo ] [moas

12. Click on Next, and then click on Finish to close the wizard.

13. Now, go to the machine group, and a refresh will give you all the machines that
are a part of the STUDY domain.

4 Members

i Refresh Members 38 Overwrite Asset Classification 4, View Membership

Column Grouping

Row Ovarwrite Machine Name Machine Class Last Updated Agent Status
1 =N de01.study.local Server 2/5/20116 4:59:03 PM Installed
2 =] VCM2T-Collector Server 2/8/2016 1:06:45 PM Installed
3 3 VCH2T-S0L Server 2/9/2016 12:49:03 AM Installed
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How it works...

When you work with managed machines, you can create static groups, where members are
selected manually, or dynamic groups, where filters dynamically determine membership.
Machines can belong to multiple groups.

You set the active machine group on the main toolbar, and you can define a machine filter
with the options to the right of the textbox, as shown in this screenshot. A machine group
filter further limits the selected machine group.

'a Machine Group: All Machinas

In all nodes except those in the Administration slider, an active machine group limits the
displayed data to the managed machines defined in the selected machine group.

There's more...

This is the list of default groups created with an installation of VCM:

Name Description

All machines All the licensed machines in VCM

AD auto-created Active Directory auto-created machine groups

All Unix machines All Unix machines

All VM guest machines All managed VM guests from managed vCenter, vCloud,
and vShield environments

All VM guest Unix machines All VM guest Unix machines

All VM guest Windows machines | All VM guest Windows machines

All VM host machines All VM host machines

All Windows machines All Windows machines
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Dynamic groups

In dynamic groups, we define single or multiple filters, and based on the filters, the group is
populated. If we are defining multiple filters, then a logical AND operation is performed on
them.

Your imagination is the limit, considering the amount of data you have in VCM and all that
of it is available to play with while creating filters for groups.

Static groups

In static groups, we define the members when we create the group, and then, we need to
update them as and when required. There are no filters associated with them.

The best use case is creating a static group for all the vCenter Server instances, as we won't
be adding members on a daily basis, and if we add anyone, we can add them manually.
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In this chapter, we will cover the following recipes:

e Installing SCR prerequisites

e Installing the SCR Tool

e Setting up the SCR configuration file

¢ Scheduling content downloads

¢ Configuring Apache

¢ Configuring patching repository options in VCM

¢ Configuring staging options in VCM

¢ Configuring the SCR Tool base path for the patching repository
¢ Creating a patch assessment template

¢ Deploying patches on Linux machines — on demand
¢ Deploying patches on Linux machines — scheduled

Introduction

Before patching Linux/Unix or Macintosh, we need to configure a repository into which we
can download the patches in vendor-provided format. Once they've been downloaded, we
need to make them available for the machines we plan to patch. This is where the VMware
Software Content Repository (SCR) tool comes into picture. SCR is a Java-based tool that is
installed on a separate RHEL 7 VM. SCR downloads the patch signature files and OS
vendor patch content from the content distribution network (CDN) and downloads
subscription-only content from the OS vendor content websites.

Since the release of SCR 6.1, which was shipped with VCM 5.7.3, VMware supports the
installation only on RHEL 7.x (refer to the VCM 7.5.3 release notes).



Linux Patching

Note that you must have a basic understanding of RHEL 7 or basic Linux
commands to work through this chapter.

Note that if you need to patch your RHEL 7 target machines, then you
must have the new SCR Tool 6.1 version based on RHEL 7 Server (64-bit).
However, VCM continues to support SCR Tool on RHEL 6 Server (64-bit)
for patching earlier Linux platforms.

SCR is not involved in patch management, configuration, or deployment. It just acts as a
repository that will be accessed by various methods such as HTTP, HTTPS, FTP, and NFS
by the clients that need those patches. As a VCM administrator, we need to define the way
in which the managed machines will access the content, such as downloading via HTTP,
HTTPS, or NFS. We need to make the necessary changes on the SCR server, such as
installing a web server to make patches available over HTTP, add proper certificates so that
they can be accessed over HTTPS, and so on.

How Linux patching works
The following figure from the VMware documentation depicts how VCM works with SCR:

Linux and UNIX Patch Assessment

Vender Patch Web Sites Content

{Red Hat, SUSE .} (VMware )

I
Download vendor Download patch bulieting
paiches and metadata
vRealize Configuration Manager
Patching Repository > {VCM) Collactor

Trusted Red Hat Linux machine
‘with Palch Repository Status Manages palch download, assessment,
enabled. SCR Tool instalied. staging, and deployment to physical and
WCM Agent instalied. wirtual Linux and UNEX machines.

| A
Patching repository writes

paiches to Alernate Lecations
using FTP, NFS. or File

{pre-mounted fils system) Managed machines read Y
patches from the patching repository. r :
> Linux or UNIX
HTTP, HTTPS, FTP, NFS, File Managed Maching

WM Agent instalied

Alternate Location
Patch Repository

Gecgraphicaly distributed HTTF, HTTPS, FTF. NFS, File
Red Hat Linux machine

Linux or UNIX
Machine

VCM Agent installed Linux or UNIX
Managed Machine

Patches available to Yy | WCM Agent instalied
stage on Mmanaged Managed machines read
machines for Alternate Location patches from the altermate Linux or UNIX
deployment Patch Repository location patch repository. Managed Machine ;ﬁ:s;:zfﬂd
Geographically distributed HTTF HTTFS, VCM Agent installed an managed
Red Hat Lifux machine FTP. NFS, Fie {Red Hat, SUSE, Mac 08 , | | Machines
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The following is the procedure of getting Linux patching working according to the previous

figure:

. We configure the SCR Tool on an RHEL machine (the biggest blue box); we can

have several of them for load balancing.

. Patches are downloaded either via a CDN or from the vendor into respective

configured folders on the SCR server.

. Meanwhile, VCM server (the biggest green box) checks the patch status of the

managed Linux machines (the smaller green boxes). The VCM admin then
decides which patches to install. VCM downloads patch bulletins from http: //w
ww.vmware.com/ to get the latest information about the patches.

. Once the VCM administrator decides which patches to install, all the Unix/Linux

machines reach the SCR server to get those patches.

. Managed machines install the patches and inform the VCM server about the

latest status; based on this, if required, the VCM admin can take further action,
for instance, troubleshooting and getting a patch installed if it failed to.

SCR VM requirements

Let's look at some values you should consider to plan for the SCR VM.

Estimated required SCR storage by platform

Supported platform Minimum storage required
for patch content files and payload

AIX 130 GB

CentOS 80 GB

HP-UX 15 GB

Mac OS X 210 GB

Oracle Enterprise Linux (OEL) | 80 GB

RedHat 80 GB

Solaris 325 GB

SUSE 60 GB
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SCR VM

Here are the b

hardware requirements

ase hardware requirements for deploying SCR:

Hardware | Specification

(01} RHEL 7.x x86_64

k_

HDD 20 GB base OS + extra disk as per the previous table.

This needs to be mounted at /opt /vcmpatches on the server.
Follow the http://www.techotopia.com/index.php/Adding_a_New_Dis
Drive_to_an_RHEL_6_System this is for RHEL 6 blog. This is for RHEL 6
but works well with RHEL 7.

Processor |2 vCPUs if going for virtual

RAM 4 GB

NIC 1 GBps with Internet access

List of patch sites for SCR

This is the list of websites we need access to for downloading patches for the respective

OSes:

Platform Download URL

AHJﬂaﬁonns http://configuresoft.cdn.lumension.com/configuresoft
http://novell.cdn.lumension.com/
https://a248.e.akamai.net/f/60/59258/2d/
http://vmware.cdn.lumension.com/

CentOS http://vault.centos.org
You can also use the mirrors returned from the Web service:
http://mirrorlist.centos.org

RedHat http://xmlrpc.rhn.redhat.com/XMLRPC

SUSE https://you.novell.com/update/
https://nu.novell.com/repo/S$SRCE/

Check http://www.vmware.com/pdf/vrealize-configuration-man

ager-software-content-repository-tool-61-guide.pdf for

details of more OSes supported by SCR.
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Installing SCR prerequisites

As mentioned earlier, SCR is a Java-based tool, so it has some prerequisites, such as the
latest JRE and JDK versions installed on the base OS. We will now check all the
requirements that we need to get SCR going.

Getting ready

Before we start, we must have an RHEL 7 server deployed, the minimum install option of
the RHEL installer installs the necessary features we need to start with. We will need to
install Apache and a few other utilities, but those we can install later. The latest JRE and
JDK RPMs can be downloaded from Oracle.com. We also need root credentials to install the
patches.

How to do it...

Log in to the RHEL server with an SSH tool such as PuTTY and go to the folder where the
installers have been copied. Then, follow these steps:

1. Downloading:

Visit http://www.oracle.com/index.html and download the latest
RPMs for JRE and JDK for RHEL 7 x64.

Once the RPMs have been downloaded, you can use a tool such as winscp to
copy the installer to the SCR server.

2. Installing JDK using RPM:

Use the cd command to go to the folder where you have copied both the
installers and run this command:

rpm —-ivh <jdk Installer filename>.rpm
3. Installing JRE:

Continue from where you left off earlier and run this command to install JRE:

rpm —-ivh <jre Installer filename>.rpm
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4. Verify the Java Cryptography Extension (JCE):

By default, when you install the Java tool that comes with JCE, you don't
need to separately install it again.

Run the following command to validate whether JCE has been installed:

find / -iname US_export_policy.jar

e/lib/security/US_export_policy.jar

How it works...

As SCR is a Java-based tool, we need the latest JRE installed to make the tool work.

The minimum Java version you can safely install without worrying about breaking the
application is JRE 8u72, which is what we will use in this book. The JCE is required for AIX,
HP-UX, RedHat, Solaris, and SUSE. It encrypts passwords when we use third-party
credentials in the properties files used to download patch content.

VCM downloads the metadata about the patches from http://www.vmware.com/.

VCM is not at all aware what patches are available on the SCR server; it gets its data from h
ttp://www.vmware.com/, and SCR gets its updates from other locations.

There is no synchronization between what is available on SCR and what is required on
VCM, so it is recommended that you synchronize your SCR server overnight to make sure
all the patches are downloaded and then start pushing the patches from VCM.

Installing the SCR Tool

In this recipe, we will install the SCR Tool on the RHEL VM we prepared earlier.

Getting ready

You should have made sure that all the prerequisites form the previous recipes have been
met.
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Download the latest version of SCR from http://www.vmware.com/, at the time of
writing, it was SCR 6.1.21. Copy the ZIP file to the /tmp directory of the SCR VM.

We also need login credentials for vendors such as RHEL and SUSE so that we can encrypt
the password for later use in the configuration files.

How to do it...

Log in to the SCR VM with root credentials and follow these steps to install and perform
base configuration of SCR.

Installing SCR

1. Create the /opt/SCR folder with this command:
mkdir /opt/SCR
From now on, we will refer to this location as scr_root
2. Unzip the SCR installation files:

tar -zxvf /tmp/SCR-vmware-6.1.21.tar.gz —-c /opt/SCR

Encrypting the password for the content repository

Continue from where we left off at step 2, and start the process of encrypting the password
with the following commands:

1. Go to /opt/SCR/bin using this command:
cd /opt/SCR/bin

2. Run the script that will encrypt the password:
./lumension_encryptor_tool.sh

3. Provide the password (and confirm it).
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4. Copy the encrypted password string and keep it handy for the upcoming
configuration steps in the following recipe.

scr bin]# ./lumension_encryptor_tool.sh

Not only the vendor connection password, but also the proxy password, if required, needs
to be encrypted in this way.

Note that if you provide a non-encrypted password, SCR assumes it is
encrypted and will fail to connect and download patches.

How it works...

We are now getting ready by unzipping the installer and encrypting all the required
passwords, such as the RedHat network access password, the password required to
download content from SUSE, or the password required to get past our proxy.

We need to enter the password in the plaintext properties file used by SCR as configuration
input when it starts downloading patches. If we enter our password unencrypted, then
anyone with access to the file can read it. To avoid this situation, there is a script that

encrypts the password, and we can provided this encrypted password in the configuration
file.

These passwords can be set in a plaintext configuration file for further processing of SCR.

The SCR server must have execute permission for all of the repository application files in
order to access and update the properties files. To provide those privileges, follow these
steps:

1. On the SCR server, change to the scr_root directory.

2. To change the mode, run the chmod -R a+x **/* command.
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Setting up the SCR configuration file

The meat of SCR is its configuration file; if we make a mistake here, we will never have
those patches downloaded, and we can't have our SCR instance ready. Pay attention to
what you choose; if a channel is not required, don't mention it the configuration file.

In this recipe, we will have a look at the various configuration options we have, what they
mean, and how to configure them.

Getting ready

Follow the Installing SCR recipe to install SCR and prepare the encrypted passwords.

Consult your OS support teams about which Linux/Unix OSes will be patched by VCM so
that you can download those patches beforehand.

How to do it...

In this recipe, we will prepare for RedHat Linux patching; however, the same principle
applies for all Linux operating systems.

The example properties files are available in the scr_root/conf/ directory.

If you have been following along properly so far, then the RHEL properties file will be at
/opt/SCR/redhat-rt.properties.

As stated earlier, we want to configure a properties file that will be used by the SCR Tool to
obtain configuration details and act accordingly.

To configure the file, open it with your favorite Linux editor.

The options that we will keep at their default values are not discussed here.
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Here are the options to configure:
e platform
The plat form parameter specifies the type of patch content to download.
platform=LINUX

® arch

The arch parameter specifies valid architecture strings for the specified
platform.

arch=X86, X86_64

e dist

The dist parameter specifies the distribution of Linux. Multiple values must
be comma separated without spaces.

dist=REDHAT

e folder

The folder parameter specifies the root folder where the SCR Tool output is
stored. By default, this folderis /tmp/SCR/download.

Change it to folder=/opt /vcmpatches (we have mounted our second
HDD under this folder; if you don't understand this, consult your Linux
admin)

The SCR Tool creates the subdirectory tree under the root output folder.

e thirdparty

Set the value to t rue to support third-party downloads for CentOS, Oracle
Linux, RedHat, Solaris, and SUSE.

thirdparty=true or false
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® user

The user parameter specifies the user ID for third-party vendor downloads,
such as SUSE or RHEL.

user=string

e pwd

The pwd parameter specifies an encrypted password for the user id specified
by the user parameter. Check the Installing SCR recipe for more details.

pwd=[encrypted password string]

e configlog

This parameter specifies an output file, which contains a list of parameters
and values. These values reflect the parameter configuration used during the
previous or current execution of the SCR Tool and can be used to
troubleshoot problems.

configlog=config_log_file_path/filename.log
® checkPayload
checkPayload=true or false
Set this to true.

® dependencyCheck

This turns off dependent RPM downloads for Linux platforms.

dependencyCheck= Valid values (not case sensitive): NONE, DIRECT,
and TRANSITIVE

VMware recommends using TRANSITIVE, as this will download all the
dependent patches.
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e channels

Channels are basically versions of the Linux/Unix operating system; for
example, in the case of RHEL, we either have client-x, server-x, or
workstation-x.

An example for RedHat:
channels=es-4, server-5

If you want to download patches only for RHEL 7, then select server-17.
SCR will then download patches for any other version.

This is where you need to consult your Linux team about which OS versions
they support to add only those as channels and avoid unnecessary patch
download.

e downloadPayload

If the value is t rue, all patches are downloaded. If the value is false, only
the patches with UIDs that are included in the cache request folder are
downloaded. If the value is false and there is no cache request XML, the
content is processed but no patches are downloaded.

downloadPayload=true or false

It is recommended to keep this true.

® cacheRequestFolder

cacheRequestFolder=path/CacheRequest .xml
/opt/SCR/cacherequest

The cache request XML file is used to limit the downloaded patches to only
those for which you obtain UIDs from the ecm_sysdat_patch_pls table in
the VCM database.

Even if you are not using this, don't hash out this option; or else, the patch
download will fail.
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® proxyServer

This specifies the proxy server IP address in your infrastructure for internet
access.

proxyServer=IP_address

® proxybPort

This specifies the proxy server port in your infrastructure for internet access.

proxyPort=port_number

® proxyUser

This specifies the user ID for proxy server authentication, if applicable.

® proxyPwd

This specifies the encrypted password for the proxy server if you need a
proxy user. This password is generated using the
lumension_encryptor_tool.sh script, as explained in the earlier recipe.

proxyPwd=string

e Certificate

Point this to the file containing your RedHat entitlement certificate. This file
is created in /etc/pki/entitlement by the subscription manager when
you attach a subscription to your registered RedHat system. The filename of
the certificate varies but is always in the form XXXXXXXXXXXXXXXXXXX .pem,
where X is a decimal digit.

If you attempt to download RedHat 7 RPMs without setting a certificate, the
following error message appears:

java.lang.IllegalArgumentException: certificate cannot be null or
not a file

Example values for this parameter:

certificate=/etc/pki/entitlement/5280746408908734973.pem
privateKey=/etc/pki/entitlement/5280746408908734973-key.pem
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The following command is used to register RHEL 7 with RedHat Subscription
Management:

subscription-manager register ——username <User_Name> —--password <Pass_Word>
—auto-attach

This is the reason we can't use any other version of Linux as the SCR server.

Most of these details have been taken from http://www.vmware.com/pd
f/vrealize-configuration-manager-software—-content-reposit
ory-tool-6l-guide.pdf

Save the properties file.

There is another problem with this file; we need to copy the working redhat -

rt .properties file to the REDHAT-rt .properties file, as it has been observed in error
logs that VCM tries to find the file with uppercase REDHAT and it fails, and in Linux,
REDHAT-rt .properties and redhat-rt.properties are two different files.

Once configured, the file looks something like this:

sensitive): NONE || DIRECT || TRANSITIVE

separator charac

ging.FileHandler
eHal r.pattern =

~_ INSERT
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Once the file has been saved, go to /opt /SCR/bin and run the following command:

./startup.sh redhat-rt

Then, check the logfiles and the download folder; if there are no error logs in the logfile,
then SCR will start synchronizing the patches.

How it works...

When we start downloading patches with the SCR Tool, it uses the information provided in
the configuration file and then acts on it; for example, it will use the proxy provided in the
configuration file and the credentials configured to authenticate.

It will use the folder path to download the patches and the credentials shared to
authenticate with the OS vendor.

It will download only patches for the OS versions mentioned in the channel configuration; it
might not download any patch if we configure the file like that, and we might get failures
while performing the deployment with VCM.

The SCR Tool first attempts to download the payload from the CDN. If the patch is not
found in the CDN, the SCR Tool downloads it from the vendor's website, such as RedHat,
SUSE, or Solaris, using the credentials provided in the user and password parameters.

If something like that happens now, you know where to look first. The logfile location
mentioned here comes in handy, assuming you have configured everything correctly. If
SCR is not downloading the patches, have a look at the logfile generated at the location
mentioned in the configuration file.

If you are new to Linux, then use a tool called winscp; this allows you to browse the Linux
filesystem and manipulate files.

[121]



Linux Patching

Open the logfile in winscp and look for something that tells you the system is getting
registered to RHN in order to make sure everything is going well:

| /fopt/SCR/logs/scr-redhat-log-0.log - 192.168.1.140 - Editor - WinSCP =2 l= | =]
| g2 &, = | Encoding » [ Color~ {20 @
INFO: Downloading repodata for channel rhel-i386-server-5 -

Apr 10, 2016 5:57:01 PM com. Tumension. scr. log.CommonsLogging info

INFO: Processing Architecture X86_64

Apr 10, 2016 5:58:33 PM com. Tumension. scr.log. CommonsLogging info

INFO: Downloading Yum repo for LsST: redhat-nca-server-5.0/x86_64/es50.1st
Apr 10, 2016 6:02:00 PM com. Tumension. scr. log. CommonsLogging info

INFO: vendor RedHat release Server version 5 Architecture x86_64

Apr 10, 2016 6:02:08 PM com. lumension.scr. log. CommonsLogging info

INFO: vendor RedHat release Server wversion 5 aArchitecture x86_64

Apr 10, 2016 6:02:08 PM com. Tumension. scr. log. CommonsLogging info

INFO: System doesnt exist and automatically registering.. /opt/vcmpatches/unix/systen
Apr 10, 2016 6:02:08 PM com. lumension.scr. log. CommonsLogging info

INFO: Details redhat-nca-Server-5.0-x86_64 - xB86_64 - 53Server

Apr 10, 2016 6:02:11 PM com. lumension. scr. log. CommonsLogging info

INFO: Register Response <7xml version="1.0"7>

We will look at a recipe on troubleshooting SCR download issues in Chapter 9,
Troubleshooting VCM.

Scheduling content downloads

OS vendors keep generating patches. We can't just log in to SCR and synchronize them
manually; we can set a schedule and let SCR take care of downloading all the required
patches.

Getting ready

The SCR VM must have access to the Internet and be configured as per the previous two
recipes.

Configure the redhat-rt .properties file with the correct settings, such as user details
for RHN and proxy details, and save it.
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How to do it...

To set up the scheduling, we need to a create scripts that then can be run automatically.
Follow these steps to create the script and schedule it.

1. Once logged in to the SCR server, go to the location where SCR is installed (for
us, itis /opt/SCR)

2. Copy the following content into the file:
vi /opt/SCR/bin/start_all_nix replication.sh
press i

Enter or copy the following content:

#echo Running startup.sh hp-rt
#./startup.sh hp-rt

#echo Running startup.sh osx-rt
#./startup.sh osx-rt

echo Running startup.sh redhat-rt
./startup.sh redhat-rt

#echo Running startup.sh solaris-rt
#./startup.sh solaris-rt

#echo Running startup.sh suse-rt
#./startup.sh suse-rt

Remove the # in front of the RedHat entry as we want to synchronize the
patches for it, and if you have another version of Linux, do the same for that.

After you finished press [ESC] and then :wq to write the content and exit vi
3. Assign executable permissions to the created file:
chmod +x /opt/SCR/bin/start_all_nix_replication.sh

Once the script is ready, we need to schedule it.
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4. Schedule a cron job to download it daily:
cd /etc/cron.daily
touch /etc/cron.daily/SCR
chmod +x /etc/cron.daily/SCR

Note that the following script runs daily and synchronizes your patch
content:

vim /etc/cron.daily/SCR

5. Add the following code to the file:
#!/bin/sh
cd /opt/SCR/bin
echo "### Get all new Unix content"

./start_all_nix_replication.sh

The host machine must have execute permission for all of the repository application files in
order to access and update the properties files. To grant this permission, you run a
command on the host machine.

Change directory to the SCR root directory (/opt /SCR).

Note that execute the following command in the /opt /SCR directory:
cd /opt/SCR
chmod -R a+x **/*

Run the SCR file to create the directory structure:
1. Change directory to /etc/cron.daily.

cd /etc/cron.daily

2. Run the SCR file to create the directory structure and download the content:
./SCR

3. Monitor the size for a while by running this:

du -sh /opt/vcmpatches

[124]




Linux Patching

How it works...

We create a daily schedule that will run at 12:00 am and will then use the configuration
settings provided in the properties file and download the patches to the SCR server. The
patches can then be used to deploy using VCM. Before starting to deploy patches with
VCM, you must download them to the SCR server, as VCM will not know which patches
are available and which are not.

Configuring Apache

By now, we will have all the patches downloaded to the SCR server; now, we need a
mechanism to make them available to the managed machines when they need them for
installation.

We can configure a web server to distribute the patches from the SCR repository.

As discussed in the introduction, we can distribute the patches over HTTP/HTTPS; we will
configure the Apache web server such that the folder containing patches
(/opt/vcmpatches) will be available over HTTP. We will make the necessary changes in
the VCM server to instruct the Linux/Unix machines to download patches according to our
web server configuration.

Getting ready

As you have already registered your SCR server with the RedHat network, which is a
prerequisite for downloading RHEL 7 patches, you have a repository ready to install
Apache.

Security-Enhanced Linux (SELinux) should be disabled or configured such that we can
connect on port 80 or 443.

If you are not aware how this can be achieved, have a look at the following article:

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/
7/html/SELinux_Users_and_Administrators_Guide/chap-Managing_Confined_Se
rvices-The_Apache_HTTP_Server.html#sect-Managing_Confined_Services-The_
Apache_HTTP_Server-The_Apache_ HTTP_Server_and_SELinux

The firewall should be disabled or configured so that we can access patches over port
80/443.
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Have a look at this article for details on how to work with the RHEL firewall:

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/
7/html/Security_Guide/sec-Using_Firewalls.html

You could also use the following article for port 80 and make the necessary changes for port
443:

https://linuxconfig.org/how-to-open-http-port-80-on-redhat-7-1linux-usin
g-firewall-cmd

How to do it...

This is a pretty long recipe, and we will break it into multiple sections, as follows:

Installing Apache

Configuring httpd.conf for Apache
Configuring the .htaccess file
Configuring HTTPS in Apache

Installing Apache

To make the patches available in our infrastructure, we can make the SCR server act as a
web server and then configure it in VCM such that the managed machines access the
patches over port 80 or 443 from the SCR server.

We will achieve this by following these steps:

1. Log in to SCR server with the root account.
2. Install Apache:

# yum install httpd

3. Make sure that httpd starts with the OS boot:
# systemctl enable httpd

4. Start the httpd service now:

# systemctl start httpd.service
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Now, we need to configure the httpd. conf file, located in /etc/https/conf, to make
Apache work as per our requirements.

Configuring httpd.conf for Apache

The Apache configuration is stored in the httpd. conf file, located in /etc/https/conf.
Continue with the following steps to make the necessary changes in the configuration file.

1.

S

Before making changes to httpd. conf, we need to add a symbolic link between
the folder we used to download the patches (/opt /vcmpatches) and the folder
exposed under httpd.conf (/var/www/html).

Log in to the SCR server with the root account.

Go to /var/www/html using cd /var/www/html.

Run the 1n -s /opt/vcmpatchs vcmpatches command.
Edit httpd.conf:

# vi /etc/httpd/conf/httpd.conf

Enter I to go into edit mode, and add the following line under the
AccessFileName section:

AccessFileName /vcmpatches/.htaccess

Note that we will be creating this . httaccess file in the next section of
this recipe.

Configuring the .htaccess file

To make this secure, we can add a .htaccess file so that only configured users can access
the patches.

Create and edit the .htaccess file at /opt /vcmpatches:

# vi /opt/vcmpatches/.htaccess
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Add the following lines to the file:

AuthType Basic

AuthName "Restricted Area"
AuthUserFile /opt/vcmpatches/.htpasswd
require valid-user

Now, create an encrypted password for the httpuser user:

# htpasswd -c /opt/vcmpatches/.htpasswd httpuser
It will prompt you for a password; type the password you want to set.

This creates another file at the same location called .htpasswd, and it stores the encrypted
password, which you can see using the following command:

# cat /opt/vcmpatches/.htpasswd
httpuser: $aprl1$1UgtgyfY¥$ed2kr8£DOB7XVd6UoytgEQD

Configuring HTTPS in Apache

The default installation of Apache will give us an HTTP connection to the patch repository.
We need to create and configure a certificate in Apache so that our managed VMs can
securely download the patches from the SCR server. To configure HTTPS, we follow these
steps:

1. Install Mod SSL

In order to set up the self-signed certificate, we first have to be sure that
Apache and Mod SSL are installed. You can install both with one command:

rpm —-ivh mod_ssl-2.2.15-29.el1l6_4.x86_64.rpm
2. Create a new directory

Next, we need to create a new directory, where we will store the server key
and certificate:

mkdir /etc/httpd/ssl
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3. Create a self-signed certificate

When we request a new certificate, we can specify how long it should remain
valid by changing the 1000 parameter to the number of days we prefer:

Openssl req —-x509 —-nodes —-days 1000 —newkey rsa:2048 -keyout
/etc/httpd/ssl/apache.key —-out /etc/httpd/ssl/apache.crt

With this command, we will both be creating the self-signed SSL certificate
and the server key that protects it and placing both of them into the new
directory. This command will prompt the terminal to display a list of fields
that need to be filled in. The most important line is Common Name. Enter
your official domain name here or, if you don't have one yet, use your site's
IP address.

You will be asked to enter information that will be incorporated into your
certificate request.

Provide the following details:

¢ Country Name (two-letter code): IN

o State or province name (full name): Maharashtra

¢ Locality name (for example, a city): Pune

¢ Organization name (such as a company): VCM_Cookbook

¢ Organizational unit name (for example, a section): Information
Technology

e Common name (for example, a server FQDN or your
name): VCMCookbook . com

¢ Email address: Abhijeet@vemcookbook . com

Note that the example values need to be changed as per your
infrastructure.

4. Set up the certificate:

We now have all of the required components of the finished certificate. The
next thing to do is to set up the virtual hosts to display the new certificate.

Open up the SSL config file:

vi /etc/httpd/conf.d/ssl.conf
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Now, add the following block of code to the file:

## SSL Virtual Host Context
<VirtualHost *:443>
ServerAdmin root@localhost
DocumentRoot /var/www/html
ServerName SCR Server FQDN
ServerAlias SCR Server hostname
SSLEngine on
SSLCertificateFile /etc/httpd/ssl/apache.crt
SSLCertificateKeyFile /etc/httpd/ssl/apache.key

</VirtualHost>
<VirtualHost _default_:443>

5. Restart Apache:

You are done. Restarting the Apache server will reload it with all of your
changes in place.

#systemctl restart httpd.service

After this, you should access the VCM patches folder over the network via a browser, and it
should look something like the following screenshot.

When you access the link, it will ask for authentication. Use the ht tpuser user and
password created in the earlier step.

I Index of Avempatches X -\+

€ scrstudy.local/vempatches

Index of /vempatches

Name Last modified Size Description

a Parent Directory -
@ REDHAT manifest pki 2016-02-24 00:15 98K

(23 RedHat/ 2016-02-23 12:21
RepositoryList xml 2016-02-24 00:10 90K
(23 lost+found/ 2016-02-21 13:08
23 pavioad’ 2016-02-23 12:21

E}redhat-nca-Sm‘ar-é.U-" 2016-02-21 16:26
aredhat—n:ame:ar—T.U-" 2016-02-21 16:17

[130]



Linux Patching

How it works...

Linux and Unix managed machines can use HTTP/HTTPS to retrieve patches directly from
the RedHat Linux patching repository machine.

The VCM Collector orchestrates and coordinates the tasks required to download, stage, and
deploy the patches and the custom predeployment, postdeployment, and reboot actions
using the VCM agent installed on the patching repository machine and the VCM agent on
the target managed machines.

. - - =3 -

P \ _E
{ Red Hat Helworls ) /" WMware content "'-I

e - e /" J

Vendor patches / sl

Patch list and Patch bulletins
metadata

WVCM Collector
Patching

repository

_H{fﬂ

Cloud
administrator

Target managed machines
obtain patches from
the patching repository.
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The patches are available on the SCR server, and with the help of the Apache server, we
created a web server that will present the patches to the managed machines.

There's more...

Once this has been configured, we need to make the necessary configuration changes in the
VCM console and add the staging option as HTTP and redirect the managed machines to
the /opt/vempatches folder to download patches. We will do this in the following recipes,
Configuring patching repository options in VCM and Configuring staging options.

Configuring patching repository options in
VCM

Once everything is configured and ready on the SCR front, we should start configuring the
repository in VCM. This is where we set the machine (SCR server) that will act as the
repository.

Getting ready

We should have finished all the previous recipes before we start this, as this is dependent
on all of them. Install the VCM agent as described in Chapter 2, Configuring VCM to
Manage Your Infrastructure, in the Installing an agent on Linux servers recipe, and perform an
initial data collection for the SCR machine.
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How to do it...
To set up a patch repository in VCM, log in to the VCM console and follow these steps:

1. Go to Administration | Certificate and select the SCR server. Click on Change
Trust Status at the top of the screen.

- Console Lg Certificates

73 Compliance | % change Trust Status @) Managing Agent &) Installation Delegate & Patching Repositary %% Re-establish Mutual Authentication

% Active Directo
s 2 Column Grouping

4 Reports B
T Row Type Machine valid From valid To Subjact Name
Q ResiTaton 1 LDUQ(ID‘Y 2/20/2016 7:34:01 PM 2/20/2026 7:34:01 PM VMware VCM Collector Certificate BFF62752-3FB4-4615-8FOE-482012F36033
> U Satonos 2 | Enterprise 2/20/2016 7:34:01 PM _ 2/20/2026 7:34:01PM  VMware VCM Enterprise Certficate 8FF62752-3F84-4615-8F9E 482012F36033
Y Cotucton, Biars 3 w @ ®  Machine vemzT 2/20/2016 7:54:58 PM  2/20/2026 7:54:58 M VMware VCM Agent Certificate 13B4ACOF-B4E0-4C66-BCEE-E6BF3B8FIBAS
4 Machine sar 2/22/2016 6:53:04 PM  2/22/2026 6:52:04 PM  VMware VCM Agent 6B8B4567-5010-56C8-018C-COABFD190100

@
[Z] License Manager
» L3 Machines Manager
» L8 User Manager
¥ [ Job Manager
» 5 Alerts

2. In the wizard, select the SCR machine and tick the Check to trust and uncheck to
untrust the selected machine option.

3. You should see a handshake sign in front of the SCR server.

4. Now, keep the SCR machine selected and click on Patching Repository at the top
of the screen.

5. Make sure the SCR server is selected and choose Enable — Allow the selected
machine to be used as Patch Repository. Click on Next.

6. Click on Finish to close the wizard.

7. The end result should look something like this:

Column Grouping

Row Type Machine

1 Collactor

2 Enterpnse

3 w d & Machine VCM2ZT
4 g @ Machine scr
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How it works...

We set the patching repository as the designated patch repository for all the Linux/Unix
machines we will be managing. Now, VCMiknows where to redirect the machines if they
want to be patched; we need to perform further configuration changes such as setting the
path from where the machines can download the patches, but that is for the next recipe.

Configuring staging options in VCM
Staging options are where we set VCM to exactly redirect the VM to https://<SCR
Server>/<Patch location>. So far, we have downloaded the patches and added a

server as the repository, and now, we will set the name of the folder and configure machine
group mappings to the staging options.

Getting ready

We are building on previous recipes, so before we go ahead with this recipe, we should
have finished all of them. If there are any special machine groups required, then they
should be ready before we start with this recipe.

How to do it...

Log in to the VCM server console and follow these steps to configure patch staging:

1. Login as a VCM administrator in VCM console.

2. Navigate to Administration | Settings | General Settings | Patching | UNIX |
Patch Staging. Click on Add.

3. Give a name and add a description.

4. Under Repository Type, select Obtain patches from the patching repository :
<Name of SCR server>.
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5.

6.

On the next page, provide details as follows:

¢ Repository Path: /vcmpatches (this is the relative path to which we
have downloaded the patches)

Protocol: Choose HTTPS

Port: Type 443 unless you have made some changes in httpd.conf
and are using some other port

Select credentials required
e Username : httpuser (or any user set in the .htaccess file)

Password : A plaintext password (don't use an encrypted password
here)

Click on Finish.

Now that we have set a staging option, we need to assign it to the machine groups so that
the machines will know where to download the patches from.

1.

Navigate to Administration | Settings | General Settings | Patching |UNIX |
Machine Group Mapping.

Select the Machine Group and click on Edit.

Set the patch path value to Standard Deployment and Source for staged patches
to SCR-HTTP.

The protocol and path will populate automatically, that is, if you have not created
the certificate, then it will assign port 80, and if you have secured your Apache
setup by creating a self-signed certificate, then it will look like one of these:

e HTTP://scr:80/vcmpatches
e HTTPS://scr:443/vcmpatches

Click on Next and Finish to save the settings.

Do this for all the machine groups that have Linux/Unix machines and will be
patched with VCM.
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How it works...

If we don't set staging options, then machine patching will fail as the machines won't know
from where to get the installers. As a best practice, use HTTPS.

Configuring the SCR Tool base path for the
patching repository

The setting for the SCR Tool base path in VCM must point to the location where you
installed the SCR Tool on the patching repository machine.

The base path directory contains directories for the SCR binary files, configuration files, and
logs.

Getting ready

As usual, we are building a patching mechanism, so all previous recipes are important to
continue with subsequent ones. The same is applicable for this recipe: complete all the
previous recipes before starting this one.

How to do it...

In this recipe, we will make a few changes to the VCM configuration; just follow these steps:

1. Navigate to Administration | Settings | General Settings | Patching |UNIX |
Additional Settings.

2. Select Default Machine Group Mapping for Temporary files during patching
and change it to a folder you know will have enough space to download the
patches before installation.

How much space is enough will depend on how many patches are getting
deployed.

If you have standard partitions across the entire Linux/Unix server, select a
path where you will have enough space.
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In our case, it is /var/tmp, as shown here:

Edit Setting
rmy Edit the selected setting.
i

Default Machine Group Mapping for temporary files during patch deployment:

Mvar/tmp |

3. Click on Next (not visible in the screenshot) and Finish to close and save the
setting.

4. Next in the list is Default UNIX>Linux package Repository path.

5. This is the path to which we aredownloading the patches; in our case, it is
/opt/vcmpatches.

Edit Setting
Im:? Edit the selected setting.
e

Default UNIX/Linux package repository path:

|P’D ptivempatches *

6. Click on Next (not visible in the screenshot) and Finish to close and save the
setting.

7. The final setting in the list is Default UNIX/Linux package repository SCR base
path.

8. This is the location to which we untarred or installed the SCR files downloaded
from http://www.vmware.com.
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9. In our case, itis /opt /SCR.

'"”’"j Edit Setting
| Edit the selected setting.
LE

Default UNI¥/Linux package repository SCR base path:
llopt/SCR X

10. Click on Next (not visible in the screenshot) and Finish to close and save the
setting.

How it works...

The details of each setting are explained there only; this basically makes sure of the location
of the SCR file to locate the properties file which is in the /opt /SCR/conf folder.

To check the manifest .pkl file, which is available under the /opt /vcmpatches folder,
this has all the RPMs listed.

Creating a patch assessment template

A patch assessment template is basically list of patches that will be installed on managed
machines or will be used to check patch compliance against.

Getting ready

We need internet access on the Collector server to download patch metadata.
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How to do it...

Log in to the VCM console and follow these steps to create the required assessment

template:

1.

W

Navigate to Patching | All UNIX/Linux Platforms | Assessment Templates and
click on Add.

Templates can be created under individual Unix/Linux platforms as well.
Give the template a descriptive name and add a description.

Select Static as the type of template. Here is the difference between a static and
dynamic template:

e Static template: With this, we can choose which patches are to be
included in the template.

¢ Dynamic template: With this, VCM selects patches depending upon
the query we set.

3 Assessment Template Wizard -- Webpage Dialog =)

Hame and Description
Eﬁ Enter a name and description for the template.

Enter Template name:
[Test_Patching Cookbook x|

Enter Template description:

Select Template Type
®  Static Template: Select from available bulletins to create a static membership

Dynamic Template: Define filters and create dynamic membership
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5. If we selected a dynamic template, we have options to formulate queries, such as
OS Name, OS Version, and Severity, and we can create multiple queries and
select the and/or operator.

Note that you can have only one and/or operator for all queries.

21 Assessment Template Wizard -- Webpage Dialog .

Dynamic Template
EE:I Define the criteria based on which you would like to create dynamic assessment templates.

Connect the conditions below with: ®and O or

Add one or more rules for this filter definition:

|OS Name ﬂ |= il |'Red Hat Enterprise Linux Server 7 on| E]
[severity ~ = [~] [Criticar (] < |
- | L. JE3

Bulletin
Created Date
Last X Days

05 Name

0S Version
Platform
Release Year
Severity
Template Name
Title

[ Cancel ] [ < Back ] [ Mext =

6. If we select Static, we are free to choose all the patches we want.

7. There is a temporary filter we can apply to limit the number of patches to select
from.

Note that multiple product bulletins can be wrapped up in this way. VCM
will only attempt to patch an affected product, that is, if a VM is running
RedHat 6, then VCM will not attempt to apply RedHat 7 bulletins.
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2] Assessment Template Wizard -- Webpage Dialog .

Bulletins
dl:‘l: Select the set of bulletins that you would like to include in the template.

D All Bulleting
® Selected Bulletins Only Filtered Bulletins  Filter: ¢ Define & Turn off
Name Title

RHSA-2014:0703 Red Hat 2014:0703 RHSA Moderate: json-¢ security update fOTA
RHSA-2014:0704 Red Hat 2014:0704 RHSA Moderate: gemu-kvm security and bi
RHBA-2014:0716 Red Hat 2014;07 16 RHBA gnome-online-accounts bug fix updal
RHBA-2014:0717 Red Hat 2014:0717 RHBA gnoma-settings-daemon bug fix upd:
RHBA-2014:0718 Red Hat 2014:0718 RHBA fprintd bug fix update for RHEL 7 ser™

>

= L
728 item(s) of 732 @ m

RH5A-2014:0679 Red Hat 2014:0679 RHSA Important: openssl security update for
RHBA-2014:0707 Red Hat 2014:0707 RHBA redhat-indexhtml bug fix update for RH
RHBA-2014:0712 Red Hat 2014:0712 RHBA subscription-manager bug fix update fc
RHBA-2014:0715 Red Hat 2014:0715 RHBA sssd bug fix update for RHEL 7 Server

< >
4 itemis) selected

oo ] [coa ] [_aors |

8. Click on Next once all the required patches have been selected.
9. Close the wizard by clicking on Finish.

How it works...

We cannot deploy patches without creating assessment templates; these will be used for
assessing the status of the machines, checking missing patches, and then deploying them.

We cannot make sure whether the patch we are selecting in the template will be there on the
SCR server, so to avoid failures, we should always download all the patches to the SCR
server.

See also

e This patch assessment template will be used in Deploying patches on Linux
machines — on demand and Deploying patches on Linux machines — scheduled recipes.
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Deploying patches on Linux machines — on
demand

This is what we're executing all these recipes for: patching servers. By this time, we will

be ready to install the patches on the managed machines. We can either schedule the patch
to be installed or we can install them on demand. In this recipe, we will install the missing
patches directly from the console.

Getting ready

Make sure the VM you want to patch is trusted in VCM,; if it isn't, follow the same steps we
followed to trust the SCR server in the Configuring patching repository options in VCM recipe.

We must have DNS resolution to and from the Linux machine to be patched and the SCR
and VCM servers.

The managed machine must reach the VCM and SCR server on their IPs.

We should have performed a collection with the Patching — Unix Assessment Result as the
Filter Set option, as explained in the Collecting data from managed machines recipe in Chapter
2, Configuring VCM to Manage Your Infrastructure.

How to do it...

Log in to the VCM console with admin privileges and start installing patches by following
these steps:

1. Go to Patching | RedHat | AssessmentTemplates and select the assessment
template you have created.

2. Click on View Report in the top corner.

3. Once you see the report, drag Recommended Action to the Filter bar; now, the
default view changes and you can see that it is arranged depending upon the
Recommended Action.

4. Click on the small arrow in front of Install Path, select the patch and hit Deploy
from the topmost menu.
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¥ Test_Patching_Cookbook-RH

i Detail &b Add Exception 4 Assess |8e Deploy il Reboat ([ Enable/Disable Summary

< Recommeanded Actlon

| | pachine | __euletn | | ] | loaease | suestedath _____________|

 Install Patch

1 ser RHS5A-2016:0049 @9 0 Red Hat 2016:0049 RHSA Critical: java-1.8.0-openjdk security update for RHE...
2 sar RHSA-2016:0197 W %] & 0 Red Hat 2016:0197 RH5A Critical: firefox security update for RHEL 7 Server

~ Install Superceding Patch

1 sor RHSA-2015:1982 N x] 0 Red Hat 2015:1982 RHSA Critical: firefox security update for RHEL 7 Server

2 sr RHSA-2015:2657 ] & 0 Red Hat 2015:2657 RHSA Critical: firefox security update for RHEL 7 Server

3 scr RH5A-2016:007 1 @D & 0 Red Hat 2016:0071 RH5A Critical: firefox security update for RHEL 7 Server

* No Action

¥ Patch Installed

5. Select the items and click on include prerequisite patches.

6. Validate the patches.

7. Click on advanced and check whether this interests you or your Linux admin.
8. Confirm the patch deployment and select the staging option.

Note that if the machine you want to patch belongs to a machine group
that you did not assign a staging option to, you will see only one option
enabled for you, that is, None: Stage patches manually.

A Deploy Patches - Webpage Diaiog =

=1 Patch Deployment Schedule
\iJ’ Set the schedule to stage and deploy the patches to target managed machines.

Stage Scheduling
@ pre-stage patches now
O pre-stage patches later:
Time: [§200 Boamoem
Date: [Tuesday, February 23, 2015 v| B
) None: Stage patches manually

Caution: You must stage patches manually on the target managed machines prior
to the scheduled deployment

Deployment Scheduling

@® Deploy immediately after staging
O Schedule deployment later:
Time: (5 42 S @amOeM

Pate: [Tuesday, February 23, 2016 v| @

cancel | [ <Back | [ Next»

9. On the next page, choose whether you want to reboot the server.
10. Click on Finish to close the wizard.
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11. VCM will start installing the patch and you can check the status of the jobs it
runs: all the three jobs-Download, Stage, and Deployment-should end with a
Succeeded result.

If you chose to reboot the server, then after a reboot, check the status like we
did in steps 3 and 4 of the recipe; it should say Success and list the name of
the path we just installed.

This is how it will look in the job history under Administration | Job |
Manager | Other jobs | Past 24 Hours:

@ all other Jobs in the past 24 hours
. Machine Detail L Job Detail & Connection Status

Column Grouping Filter: ¥ Define
Row Job Name RFC System Job Job Type Status Succeeded on

3 UNIX Patching Aggregate Status for Job-Chain - CCC114D3-EAQC-45A8-9790-C700... no Instant Change Complete 1 of 1 (100%) succeeded

2 UNIX Patching (Download) 1003230 - scr no Instant SRF Complete 1 of 1 (100%) succeeded

3 UNIX Patching (Stage) 1003230 - scr no Instant SRF Complete 1 of 1 (100%) succeeded

4 UNIX Patching (Deployment) 1003230 - scr no Instant Changa Complete 1 of 1 (100%) succeeded

12. You can check the status of the patch in the VCM console and it will show you
that the patch has been installed. To check the status, go to Patching | RedHat
| Assessment Template | “Template name “:

¥i Test Patching_Cookbook-RH

i Detail o Add Exception ¥4 Assess e Deploy & Reboot [LJ Enable/Disable Summary

< Deployment Status B Filte

»
¥ Suocess

1 ser RHSA-2015:1982 o9 @ Patch Installed o Red Hat 2015:1982 RHSA Critical: firefox security update for RHEL 7 Server

=

How it works...

When we push the patch from the VCM console, it first assesses the machine to check
whether the patch has been installed since the last assessment. If it is still required, then the
patch that was staged at the location configured in the staging option gets installed, and
then the VCM agent checks whether the patch was installed properly.
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If we schedule a reboot after that, then another job is configured in VCM and it starts,
depending upon the configuration we select when deploying the patch. If the patch
installation takes more time than the scheduled fixed reboot time, then the reboot job fails.

Deploying patches on Linux machines —
scheduled

When we performed on-demand patching, we made sure the infrastructure we set up for
patching Linux or Unix machines was working fine. Now, we need to take this to the next
level by performing all the stuff automatically. In this recipe, we will configure all the
required jobs so that VCM will perform patching of Linux/Unix machines on schedule.

Getting ready

Preparation will be the same as earlier. Make sure the VM you want to patch is trusted in
VCM,; if it isn't, take the same steps we followed to trust the SCR server in the Configuring
patching repository options in VCM recipe.

We should have DNS resolution to and from the Linux machine to be patched and the SCR
and VCM server.

The machine group where the VMs belong should have proper staging configured.

How to do it...

We now know patching Linux is a three-step process:

e Collecting the latest data with Patching — Unix Assessment Result as the Filter
Set option

¢ Performing the actual patching

¢ Again collecting the data (this is kind of optional as VCM also collects the
data-it's just a precaution)
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So, let's begin by scheduling the required tasks in VCM so that our machines will get
patched automatically:

Sr. Name Schedule Reason

No.

1 Initial collection First Sunday 08:00 12 hours before the actual patch
am

2 Deploying the patch | First Sunday 08:00 Scheduled patch maintenance window
pm

3 Final assessment First Sunday 11:00 3 hours after patching to give time for
pm automated collection (happens after 30

minutes of patching and reboot)

Step 1 — the initial collection

1. Log in to the VCM console and go to Administration | JobManager |
Scheduled.

Click on Add, select Collection once the wizard starts, and click on Next.
Provide a proper name and description.

Select Patching — Unix Assessment Result as the Filter Set option.

Select the machine group you want to patch in this schedule.

Select a schedule, preferably one upto 24 hours before the actual patching.
Click on Next and finally, after validating there are no conflicts, click on Finish.

® NS »DN

This completes our first phase. The next is the actual patching schedule.

Step 2 — deploying the patch

To schedule patching, follow these steps:

1. Go to Patching | AllUnix/Linux Platforms | Automatic Deployment
2. Give the deployment a name and add a description.

3. Select the Machine Group we want to patch and whose data was collected in the
earlier initial collection step.

4. Select the Assessment Template to deploy the patches with.
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5. On the next page, select the following:

¢ Scheduled Automatic Deployment Run

¢ Depending upon the organization's policy, select whether you want to
reboot or not.

e Threshold Data Age: 2 days should be fine as we are performing the
data collection for the past 24 hours. If the data is older than the
number of configured days, the server will not be patched.

[ — (

Automatic Deployment -- Webpage Dialog

Automatic Deployment Settings
Select the settings to use during automatic deployment.

Automatic Deployment Run Option
®  Scheduled Automatic Deployment Run

! Event-Driven Automatic Deployment Run

Automatic Deployment Reboot Option
Do not reboat
®  Reboot immediately after deployment

Reboot
more)

Threshold Data Age
If the data was collected more than |2
Deployment.

cancel | [ < 8ack [ et

minutes after deployment (Please enter 30 minutes or

days ago, do not trigger Automatic

6. Select the schedule and click on Finish on the last page to save the scheduled

patching.

Step 3 - final assessment

¢ Once patching is done, VCM performs a collection with Patching — Unix
Assessment Result as the Filter Set option. Still, we can schedule one more task
to collect the details.

e Follow the same steps we did for configuring prepatch data collection, but this
time, change the name and the collection schedule so that this collection will start
a few hours after the patching has finished.
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How it works...

Basically, we are scheduling the things we were doing manually to save us some time and
to not be awake at midnight to patch the server. VCM starts the scheduled jobs on time,
collects the data, checks which patches are missing, installs them, and finally collects post-
patch data so that when we run patch reports, we will have the latest status of the managed
machine.

To check the reports, have a look at the Patching Reports recipe in Chapter 4, Windows
Patching. The only difference we can expect there is that the name is different; we need to
replace Windows with Unix.
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In this chapter, we will cover the following recipes:

¢ Configuring VCM to use Microsoft updates

¢ An introduction to automated patching

¢ Creating a patch assessment template

e Windows patching — on demand

e Windows patching — scheduled

e Patching machines in multi-domain environments and workgroups
¢ Patching VM templates

e Patching reports

Introduction

So far, we have covered how to deploy VCM on one or multiple tiers, how to configure it,
and how to deploy agents on the machines we want to manage. In this chapter, we will
have a look at patching Windows servers and desktops.

Even though all products go through rigorous quality tests, there are always some bugs left
that can be exploited if they aren't fixed. Patch management comes into the picture to do
this job. With the help of VCM, we can perform an automated, scheduled analysis of the
infrastructure for missing patches and then deploy them as necessary. There are many tools
in the market, such as Microsoft System Center Configuration Manager or BMC BSA, that
can do this job, but the benefit of using VCM is that it's an integral part of the vRealize
Operation suite, so you don't need to pay extra for VCM. It can not only patch Windows
and Linux but can also be used to patch Unix and Mac OS. We can schedule the patching
job, and VCM will perform the patching and update the status on the central console.
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With the help of vRealize Automation and vRealize Orchestrator, we can automate the
deployment of Windows patching. We can create a registry entry in the VM that will be
captured by VCM while performing the collection, and based on that registry entry, the VM
will be placed in the correct machine group, which is created for the sole purpose of
patching the VMs on the same schedule.

In order to perform scheduled patching, we need to configure at least four jobs. The first
one is the initial collection, which will collect status details against the Patching - Windows
Security Bulletins filter set. Once those details are in the VCM database, another job will
start the initial assessment and check which patches are missing on the server. Once VCM
has the details of which patches from the patch assessment template are missing on the
server, it will start the actual patching job. After each patching job is finished, VCM starts its
own data collection job to obtain the updated status of the server. Finally, we need to
schedule a final assessment, which will update the patch status of the after patch
deployment.

Configuring VCM to use Microsoft updates

In this recipe, we will configure VCM to synchronize patch metadata with Microsoft so that
we can select one or more patches and check the compliance of our infrastructure. If VCM
detects non-compliance, we can deploy the patches.

Getting ready

We will need a fully deployed VCM server to work on this recipe. In order to use VCM for
patching, we need Internet access to download patches from Microsoft onto the VCM
Collector server. We should have proxy details available, such as IP address, port name,
and user credentials. If you are on a secure network, make sure you have Internet access, at
least to https://www.microsoft.com/ and http://www.vmware.com/.

Firewall requirements are discussed in the vRealize Configuration Manager port and protocol
summary section of Chapter 1, Installing VCM.

machines, you need to verify that the Windows Update service is running,

Note that before you patch Windows Server 2008 and Windows 7
o which means that it is set to something other than Disabled.
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How to do it...

To prepare for Microsoft patching, we will break the recipe into several steps. The proxy
steps only need to be performed if you are using a proxy to access the Internet.

Configuring a proxy

In a real-life scenario, the VCM server would need a proxy to access patching sites on the
Internet; we need to update those settings in vRealize Configuration Manager. We can do
that by following these steps:

1. Log in to VCM with admin privileges.
2. Go to Administration | Settings | General Settings | Patching | Internet.

3. Select HTTP Proxy Server and Logon individually. Hit the Edit button at the top
and provide the proxy details.

21 Internet Options -- Webpage Dialog -
I’"”y HTTP Option
=
Proxy address: |
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4. Enter the credentials acquired in the Getting Ready stage.

21 Internet Options -- Webpage Dialog -

|
=

"‘f"y LOGON Option

Username: | |

5. Hit Next and then Finish.

Once we have filled in the proxy options, VCM can connect to the Internet and download
Microsoft patches.

If you have direct access to the Internet, you don't need to fill in these details. You can skip
this section. Once the proxy has been configured, we can set the frequency with which to
check for updates and the languages we need to download the patches.

VCM will not download any patch on the collector unless it is required while deploying it
on the managed machine and the administrator opts to download it. VCM only syncs
metadata for Windows and Linux/Unix machines from http://www.vmware.com/, and
then, those details are presented to the VCM administrator as available patches for
distribution.
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Downloading settings

The download settings are where we define the synchronization schedule and additional
languages if required. Patches are available in various languages for the operating systems
we have installed; here, we can choose the language required by our infrastructure.
Microsoft patches are released every second Tuesday, also known as Patch Tuesday, but
there are patches that can be released out of band, so we can set the schedule to daily to
make sure we don't miss those out-of-band patch details.

To configure download settings, follow these steps:

1. Go to Administration | Settings | General Settings | Patching | Windows |
Bulletin and Updates.

2. Change the schedule to suit your needs, or go with the defaults.

Superseded Patches

Some of these updates might supersede previously installed updates, that is, Microsoft might
re-release a patch or release a patch that supersedes/replaces a previous patch. The new
version of the patch is the only one that needs to be installed.

An example would be Patch MS15-024 superseding Patch MS15-016, which in turn
supersedes Patch MS14-085. This would mean that only Patch MS15-024 needs to be
downloaded.

Microsoft's supersedence information can be found in the Updates Replaced column of the
Affected Software table at the top of the security bulletins:

£% Bulletin and Updates

& Edit

Column Grouping

Row Setting Value
Automatic Updates Every 8 hour(s)
Language Support English

3 Superceded Bulletin Show
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The network authority account

As explained in the Service accounts subsection of Chapter 1, Installing VCM, we need the
network authority account. Now, we will associate those accounts with either machine
groups or domains.

Start by following these steps:

1. Go to Administration | Settings | Network Authority.
2. We now have the following options:

Available Domains Identified

We added domains when we installed VCM. Have a look at step 19 of the
Installing VCM — two-tier deployment recipe from Chapter 1, Installing
VCM for more details.

Available Accounts

We assigned one network authority account during VCM deployment; have
a look at step 17 of the Installing VCM — two-tier deployment recipe from
Chapter 1, Installing VCM for more details.

Assigned Accounts
For this recipe, we will chose Assigned Accounts.

To make it possible to patch machines in multiple domains, we need to
assign available accounts to available domains or machine groups. To do this,
go to Assigned Accounts | By Domain | Active Directory.

The following screenshot shows the assigned network authority account for
the study.local Active Directory domain:

[154 ]



Windows Patching

vmware wvRealize Configuration Manager Collector: VCM1T

Q@ © | @ obs WycCollect P Remotecommand | @ | B | @ 2 @ | B [ | [ options

#a Machine Group: All Machines

Filter:
- Console o] Assigned Accounts by AD Domain
EE Compliance I:I ‘}f ry Edit Assigned Accounts
<7 Active Directory
Column Grouping
- 5 Reports vemeookbook.local :
ok Patching Row Scope Account Order

3, Administration i study 5-WCMsvc0002 1
» [ Windows ~
hd lﬁl Network Authority
I3 Available Domain:
ﬁ! Available Account:
- ﬁ Assigned Account:
T ﬁl By Domain
I3 netBIOS
&

Bl By Machine Grec

Synchronizing patches with Microsoft

Once we have an Internet connection (either natively or using a proxy), we can synchronize
patch metadata with Microsoft by following these steps:

1. Go to Patching | Windows | Bulletins | By Bulletin and click on Check for
Update.

(_:' http:f fvemit/?ingRoleID=1 - VCM1T - YMware VCM Portal - Windows Internet Explorer

vimware vRealize Configuration Manager © Collector: VCM1T

Q@ © | @ obs Wy collect [ Remote Command | 2 | | B3 E OB B

Wis Machine Group: All Machines
Console %2/ Bulletins By Bulletin
]E Compliance 1,:’\- Details e\ 0n the Web E.; Create Template E\ Check for Update
£7) Active Directory ; :
Column Grouping
"5 Reports s

Patching Row Bulletin Severity Revised Title
Mo data is available at this time.

¥ L2 Windows =
@ Automatic Deployrm:
U?‘ Exceptions
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2. To monitor the status of the sync, go to Patching | Job
Management | Windows | Job Manager | Running.

3. Once the job is done, you can look at the bulletins under
Patching | Windows | Bulletins | By Bulletin, which can be used to create a
patch assessment template.

You will be able to see the patch details on the right-hand side now:

f-. Console +:| Bulletins By Bulletin
J Compliance i/ Details @ Onthe Web ¥ Create Template ¥ Check for Update
<% Active Directory
£ Column Grouping Filter: "¢ Defi
- Reports
4 Patching Row Bulletin Severity Revised Title
b [ windows L 2 M515-135 Important 12/8/2015 12:00:00 AM Security Update for Windows Kernel-Mode Drivers to Address Elevation of Pri...
& Automatic Deployme™ | 2 ] M515-134 Important 12/8/2015 12:00:00 AM Security Update for Windows Media Center to Address Remote Code Execution (
123} Exceptions 3 4 M515-133 Important 12/8/2015 12:00:00 AM Security Update for Windows PGM to Address Elevation of Privilege (3116130)
C3l Bulletins 4 4] Ms15-132 Important 12/8/2015 12:00:00 AM Security Update for Microsoft Windows to Address Remote Code Execution (311,
5 4 M515-131 Critical 12/8/2015 12:00:00 AM Security Update for Microsoft Office to Address Remote Code Execution (3116...
N i A'f"‘cte: p""?“‘ 5 £ MS15-130 Critical 12/8/2015 12:00:00 AN Security Update for Microsoft Uniscribe to Address Remote Code Execution (3...
it | F i Ms15-129 Critical 12/8/2015 12:00:00 AM Security Update for Silverlight ta Address Remote Code Exscution (3106614)

In earlier releases of VCM, there was an issue with synchronization. Patches were not
visible even after synchronization was complete. Here is the Knowledge Base article for the
resolution:
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cm
d=displayKC&externalId=2053975. Fortunately, we don't need to do this in the latest
version of VCM.

How it works...

We are performing necessary initial configuration so that VCM can reach the Internet and
synchronize patch metadata that can be used to check which patches are missing and which
are not required on the machines in the infrastructure.

The proxy configuration in VCM is for the synchronization and downloading of patches
once we start deploying them; they are downloaded to the collector server from the
Internet.

The download directory

The default download directory is X: \Program Files
(x86) VMware\VCM\WebConsole\L1033\Files\SUM Downloads.
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This directory is shared as \\collector_name\cmfiles$\SUM Downloads.

Note that if no Internet access is available, you must obtain the patches manually and store
them in \\collector_ name\cmfiles$\SUM Downloads on the VCM Collector.

See also

¢ More details about the network authority account can be found in the Adding a
network authority account to manage machines in multiple domains recipe from
Chapter 2, Configuring VCM to Manage Your Infrastructure

An introduction to automated patching

Once we are finished with the preparation, we will have a look at how we can use VCM to
automatically populate specific machine groups so that they can be patched automatically
on a schedule. As discussed in the introduction of the chapter, if you are using vRealize
Automation and vRealize Orchestrator to deploy new VMs, you can use them to create a
registry entry that will be captured by VCM during the initial data collection. Based on that
registry entry, individual VMs will be placed in their respective machine groups, which will
be used for automated patching.

If you are not using an automated deploy tool to create registry entries, you have to devise a
way to manually populate the machine groups every time a new machine/server is
deployed.

Getting ready

Get help from a vRA and vRO expert, who will present an option on the portal for users
when they request a machine; otherwise, create scripts that will add required registry
entries to the managed machines.

For this recipe, we will do it manually in order to simulate the process.

How to do it...

An explanation of utilizing vRA and vRO for automated patching is out of the scope of this
book; get in touch with your vRA and vRO experts for that.
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An example script that can be used to add a registry entry is as follows. Each line represents
a single script and will add required registry entry:

REG ADD HKLM\Software\VCM-CookBook /v VCMPatchWindow /t REG_SZ /d "MWO1"
REG ADD HKLM\Software\VCM-CookBook /v VCMPatchWindow /t REG_SZ /d "MWo0O2"
REG ADD HKLM\Software\VCM-CookBook /v VCMPatchWindow /t REG_SZ /d "MWO3"
REG ADD HKLM\Software\VCM-CookBook /v VCMPatchWindow /t REG_SZ /d "MWO04"

You can use any tool to do this, or run them manually on each machine. We had a look at
how this can be used to create a machine group in the Creating machine groups recipe in
Chapter 2, Configuring VCM to Manage Your Infrastructure.

How it works...

It gives us a variable that will be used to create filters in machine groups, and then, those
filters will make sure the machines in the respective machine groups can be patched on a
schedule. To create a machine group based on this captured registry entry, have a look at
the Creating machine groups recipe in Chapter 2, Configuring VCM to Manage Your
Infrastructure.

See also

¢ As mentioned in the recipe, have a look at Creating machine groups recipe in
Chapter 2, Configuring VCM to Manage Your Infrastructure

e For setting up scheduled patching, go through the Windows patching — scheduled
recipe later in this chapter

Creating a patch assessment template

A patch assessment template is basically a list of patches grouped together, for example, all
patches for Windows Server 2008, all security patches for a specific month, or only security
updates for all Windows operating systems. We can create either a static template or a
dynamic template. In a static template, we choose patches manually, while in a dynamic
template, we define criteria based on the patch release date, severity of the patch, product,
and so on.
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Getting ready

Before starting this recipe, we need a fully functional VCM setup and to follow the steps
mentioned in Configuring VCM to use Microsoft updates.

How to do it...

You are tasked with implementing your organization's patch policy for Windows servers,
and your security team will test and provide you with a list of approved patches on a
monthly basis. You need to create a patch template and make sure all your servers are
patched according to approved patches.

To start with, you need to create a patch template and update it on a monthly basis. As you
will get a list of approved patches, it's better you create a static template and keep adding
patches every month.

To create the patch assessment template, follow this process:

1. After logging in to VCM, go to Patching | Windows | Assessment Template and
click on Add. This will launch the wizard.

2. Give a name, proper description, and, depending on your requirements, select
Dynamic Template or Static Template.

3. In our case, we need to select Static Template.

a Assessment Template Wizard -- Webpage Dialog .
Name and Description
scripti

I"f'"y Enter a name and description for the template.
i

EHIEI’TEI’HDHIS name:
[FEM CoakBook-Template0 { x

Enter Template description:
This is first template
created to explain how to
create template

Select Template Type
®  Static Template: Select from available bulletins to create a static membership

Dynamic Template: Define filters and create dynamic membership

el
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e For Static Template, select the required patches and save the template.

21 Assessment Template Wizard -- Webpage Dialog -

Bulletins
| l:’.«; Select the set of bulletins that you would like to include in the template.
|
1S

Use the wildcard filter to find specific item(s).
| | v
Available Selected

Please enter filter criteria to

0 item(s) of 1454 4 item(s) selected.

Cancel ] [ =< Back ] [ Nest =

¢ For Dynamic Template, define criteria; VCM will then populate the
patches on that basis.

Dynamic Template
Define the criteria based on which you would like to create dynamic assessment templates.

“onnect the conditions below with: @ and  or

lAdd one or more rules for this filter definition:

Last X Days < =130 E]
Bulletin Name

Bulletin Revision Date
|Bulletin Titl

Product

Product Service Pack
Reboot Required
Release Year
Severity

Template Name
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Note that once a template type is selected and saved, it cannot be changed
to another type.

How it works...

We cannot deploy patches without creating assessment templates; these will be used for
assessing the status of the machines, checking missing patches, and then deploying them.

As explained, you can create a dynamic monthly template to assess and update Windows
templates in vCenter, as those will be patched monthly and we don't need them to be
assessed with a big, long assessment template.

We can create a big assessment template that can be used to scan and check the entire
infrastructure with live machines and will include only those patches that are approved by
the company's security team.

You should note that if some users with administrative access uninstall a patch, then this
big assessment template comes in handy, as it will have the uninstalled patch listed, and
then VCM will reinstall the patch.

Here is a comparison of the template types:

Dynamic template: This updates the patch list based on the conditions we provide while
creating it. Refer to the previous screenshot: we have options to filter patches based on
parameters such as Bulletin Name or Last X Days, so we can have a monthly assessment
template ready for the current month; or by severity, so we can have security patches only.

Static template: This template does not update itself on its own; the administrator needs to
log in to VCM to add/remove the patches from the list. If your security team releases a list
of approved patches every month, you can create a master template and keep adding new
patches, removing patches that are superseded, and keep an updated assessment template
ready for deployment.
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Every template has a unique ID associated with it in the VCM database; if we create a
template, use it in deployment, delete it, and then recreate a template with the same name,
then this newly created template will be treated as a different template by VCM and will
not be used automatically in the deployment that had been using the old template.

Windows patching — on demand

Once the patch assessment template is ready, we need to first assess machines for missing
patches and then use that to patch them. The assessment will also be used to check patch
compliance in the form of reports, which we will cover at the end of this chapter.

Getting ready

We will need the VCM server connected to the Internet and configured as in the Configuring
VCM to use Microsoft updates and Creating a patch assessment template recipes. We can either
use the default machine groups created by VCM or create groups as necessary; the process
was explained in the Creating machine groups recipe in Chapter 2, Configuring VCM to
Manage Your Infrastructure.

How to do it...

We will use the default machine groups listed in the recipe just mentioned and will not
create any new ones for now. So, we will start by logging in to VCM and following these
steps:

1. Go to Patching | Windows | Assessment Template.

2. Select the assessment template, making sure the proper machine group is selected
at the top (machine groups are used to filter selected machines instead of
showing all the machines managed by VCM).

3. If you click on the data grid, you will be able to see the status of all the machines
on which the VCM agent is installed and which are a part of the selected machine
group. If Data Age is N/A, then we need to perform a data collection for those
machines. The following screenshot shows the Suggested Patch value as Must
reassess — Machine Added After Assessment run for the dc01 machine:
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VIWEre vRealize Configuration Manager | T callector: veR1T | * User: STUDY\administrator, Admin, (UTC45:30)
O O | Pobs Wycollet Bremotecommand | & | [ | B 3 B | M (& | G ostons
¥ Machine Groap: Al Machines Filter: " Define “a
¥l vCM CookBook-Templated1
€5 Assess b Add Exception . Deploy 3 Detasls 4l Reboot Machines [ Enable/Crable Summary
Column Grouging
Row. Machine Name Bulletin Name Data Age (days) Suggested Patch
- 0 Windows 1 dedl & M515-132 a WA Must reassess - Machine added after assessment run
i Automatic mmym."' 2 dedl & M515-133 a N/A Must reassess - Machine added after assessment run
L7 Exceptions i dedl & MS15-134 a8 NfA Must reassess - Machine added after assessment run
2 Bulleting a den & M515.135 B  nwa Must reassass - Maching added after assesemant run
5 weantar & M515-135 a LI Must reassess - Machine added after assessmant run
L weenter & MS515-134 a N/A Must reasse: Machine added after assessment run
& B Al UMt metforrill | 7 weenter & M515.133 B wa Must rea Maching added after assessment run
» 03 ane 8 weenter & M515-132 a NfA Must reassess - Machine added after assessment run
» 0 Cantas 9 WEMIT & H515-134 & 4 Nore (Mo Affected Product Installed)
¥ E3 W 1w WEMIT & M515.138 ] 24 Hone (Patch already Applied)
w 2
» L5 Mac 11 VEMIT & M515-132 (-] 4 None (Patch Already Applied)
< > 12 WEMIT & M515.132 g 4 Naone (Patch Already Appliad)
an e . miriE 3mn - aa b PPk B hes Kooy
" =

4. Simply select the machine(s) and click on Collect in the top-left corner. This will
launch a wizard; make sure all the required machine(s) are part of the Selected
box on the right-hand side.

5. Select Select a collection Filter set to apply to those machines and do not Limit
collection to Deltas; any priority is fine, so go with the default.

6. Under Filter Sets, select Patching - Windows Security Bulletins.

el Collect Now -- Webpage Dialog -

bﬁ Filter Sets
Select the filter set you would like to apply to this collection.

Patching - Windows 2015-01

Patching - Windows 2015-02 ~
Patching - Windows 2015-03

Patching - Windows 2015-04

Patching - Windows 2015-05

Patching - Windows 2015-06

Patching - Windows 2015-07

Patching - Windows 2015-08

Patching - Windows 2015-09

Patching - Windows 2015-10

Patching - Windows 2015-11

Patching - Windows 2015-12

vCenter Operations Manager

vCenter Operations Manager Group

vCM Hardening Filters v
Windows - Anti-Virus

Cancel ] l < Back ] l Mext = ]

[163]




Windows Patching

Make sure the job is completed successfully; it will take 10 minutes to add the
details to the VCM database.

7. Once the collection is complete, click on Assess. This will check the patch status
of each machine. The content of the assessment template will be checked against
the managed machine's patch status. The results will then be presented with
details of missing or installed patches.

VIMWare vRealize Configuration Manager | ¥ collector: vemiT * User: STUDY\Administrator, Admin, (UTC+5:30)

[ >] (¥ Jobs Wy Collect [ Remote Command | & lizi] (e | A B [¥] options

Wi Machine Group: All Machines Filter: ¢ Define k-]
[ Console % vCM CookBook-Template01
FH Compliance ¥7 Assess o Add Exception (3 Deploy % Details 4 Reboot Machines [} Enable/Disable Summary
47 Active Directory
e Column Grouping
4 Reports
2. Patching Row Machine Name Bulletin Name Data Age (days) Suggested Patch
b+ 5 Windows 1 VCMIT < M515-134 () 11 None (No Affected Product Installed)
(2 Automatic Deployme”™ | 2 VEMIT & MS15-135 ] 11 None (Patch Already Applied)
L3 Exceptions 3 VEMIT & MS15-132 ] 11 None (Patch Already Applied)
= _ i
b I3 Bulletins 4 VCMIT /= hitpy//vem1t/?ingNodelD=214&IngPa... lone (Patch Already Applied)
T Assessmet Templat | 5 VCMIT lone (Patch Already Applied)
IS /CM1 CookBook- TRl PS WGVM ,—  Assessment Complete ust reassess - Machine added after assessment run
R tmeried pompiate sy 7 WGVM 5= Rl Ciemnion 8. AhER 2 st it ust reassess - Machine added after assessment run
» 3 All UNDY/Linux Platforn
b B3 A 8 WGVM = ust reassess - Machine added after assessment run
s Your assessment completed successfully. Please navigate —
b 3 centos 9 WGVM to the vCM CookBook-Template01 template to view ust reassess - Machine added after assessment run
» £33 Hp-ux results.
¥ 5 Mac ™
3 .
&, Administration <

8. After the assessment, you will be given options such as Installing the missing
patches or No Affected Product Installed. To install missing patches, select them
and click on Deploy. This will again launch a wizard.

9. On the first page, select the patches you want to deploy.

10. In the next step, it will try to find the location of the patches. It will report
whether the patch was found and include the bulletin number:

¢ Found on Collector: The Windows patch file was found in the
download directory.

¢ Found on the Internet: The Windows patch file was found on the
download site and must be downloaded.

e Not Found: The Windows patch file was not found on the Collector or
the Internet.
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11. We need to download a patch before installing, so select Download Now:

e Download at run time: This pulls the patch down to the default
download directory or the alternate local patch path when the patch is
deployed. Because the deployment can be scheduled, you can run the
deployment and download the files when heavy loads do not occur on
your network.

¢ Download now: This pulls the patch files down to the default
download directory or the alternate local patch path immediately.
Depending on your network load and the number of files to download,
you can download the patch files immediately.

12. As this is on-demand patching, select Copy patches to target machines during
deployment and Run Action now.

A peploy Patches Wizard -- Webpage Dialog x|

Patch Staging and Deployment Schedule
;ga Enter options to schedule the staging and deployment of the selected patches.
Ex,
i

— Patch Staging
@ Copy patches to target machines during deployment
0 Pre-stage patches now

" Pre-stage patches later:

Time: ||j|5 00 &AM pM

Date: [Thursday, December 17, 2015 =] B

— Deployment Scheduling

@ W
' Schedule the Action to run later

Time: [g515 &AM PM

Date: | Thursday, December 17, 2015 =] =

[ Cancel ] [ < Back ] [ Mext =
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13. Select Reboot Options as required.

g Deploy Patches Wizard -- Webpage Dialog

Reboot Options

:_Ia Select options for reboot timing and messages after patch installation is complete.
"

— Reboot Scheduling
Do not reboot

& Reboot immediately after installation
(will not appear as a separate job in VCM Job Manager)

' Reboot Later:

Time: [95 25 & AM € pM

Date: |Thursday, December 17, 2015 = B

— Reboot Mezzage and Delay
¥ Display a message prior to rebooting:

Patches applied successfully, machine will now
reboot.

Bl
[ ]

= Kill Applications

~ Delay reboot by: |120 seconds
Cancel ] [ = Baclk ] [ Mext =

14. Download the patches, and the deployment will start.

The deployment can be monitored at Patching | Job
Management | Windows | Job Manager | Running.

- Console

i Jobs Running

Id Compliance

E3 cancel 3 Delete [f. View Collector Status

<7 Active Directory

Column Grouping

" 4 Reports

| SUSE
= I 10b Management
3 Windows
quﬁ Job Manager

E

Row RFC
¥ L3 Solaris |t 4

é‘n Pending Respol

Job ID Depends On Status Job Type

Running Deploy and Reboot

Machine Name
VCM1T
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15. Once the patches are deployed on the target machine, it will display a message
like this:

You're about to be signed out

Windows will shut down in 2 minutes.

Shutdown will start on Thursday, December 17, 2015 6:34:20 PM.

After we have started the deployment, we probably want to monitor how it's going. To do
so, click on Jobs on the VCM console and follow the Patching job. Once the patch has been
deployed, we need to check the status being updated in VCM console, that is, earlier under
Suggested Patch, it showed Install the Patch, and now, it should show None (Patch
Already Applied). For that, go back to Patching | Windows | Assessment

Template | <The patch template you used at the start> and start the collection. Once the
collection is complete, perform an assessment (click on Assess in the top menu), and a
refresh will give you the desired result, that is, the status of the managed machines—whether
the patch was deployed or the machine failed or is still waiting for a reboot (if not, set to
reboot when deploying patches).

The following screenshot shows the status after running the assessment on a managed
machine after patch deployment, reboot, and data collection:

¥k Machine Group: All Machines Filter: ¢ Define b
[l Console ¥ vCM CookBook-Template01
FH Compliance %3 Assess g Add Exception (g Deploy i Details 8 Reboot Machines [[j] Enable/Disable Summary

7 Active Directory
it Column Grouping

& Reports
2 Ppatching Row Machine Name Bulletin Name Data Age (days) Suggested Patch
I Automatic Deploymia || 1 VCMIT f» MS15-134 @ 0 Mone (No Affected Product Installed)
I} Exceptions z VCMIT & MS15-135 (] 0 None (Patch Already Applied)
Bulleting 3 VCMIT i MS15-132 [~] o None (Patch Already Applied)
)»?Ssessmer!t Templa 4 VCM1T & MS15-132 () 1] None (Patch Already Applied)
3_ vCM C‘ukEmuk' 5 VCMIT #» MS15-133 [ o None (Patch Already Appliad)

Note that VCM runs Job Summary: Patching Automated Collection —
Patching — Windows Security Bulletins to run a collection after patching,
but it sometimes takes a while to run this collection. We can run the
collection the same way we did at the start of the recipe and perform an
assessment.
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How it works...

After the initial assessment, VCM identifies which patches are missing on the server, based
on which it gives you the Suggested Patch advice, such as installing missing patches. You
can choose to install missing patches. Now, VCM tries to find out whether the patch is
available on the Collector server—-downloaded for installation on another server—or is
available on Internet; this is where proxy configuration comes in handy. If the patch is not
available on the Collector server, it offers to download the patch.

Once the patch download is complete, it stages the patch on the managed machine and
starts installing it. Once the patch installation is over and if the patch requires a reboot,
depending upon the options we have selected, it will reboot the server. After the server is
rebooted, it performs a post-patch collection and then updates the status to VCM regarding
the patch we installed. If we perform another assessment after the patching and data
collection, we can check the current status of the patch: it must be installed.

Windows patching — scheduled

In the previous recipe, we deployed a patch on demand and found we need to run a few
tasks to finish the job. We cannot afford to wait in front of the server every time to perform
an on-demand patching; hence, what we can do is schedule patch deployment. Because the
assessment is run only against data in the VCM database, we must collect patching data
from managed machines before and after we run an assessment.

Getting ready

We will need a VCM server that has an Internet connection and has been through the earlier
recipes, such as Prepare VCM for Windows patching and Creating a patch assessment template.
For scheduled patches, it is recommended to have machine groups created before we start
the process.
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How to do it...

As seen in the previous recipe, we need to follow four steps to completely perform the
patching job; hence, we will schedule four tasks for completing one single patch
maintenance window.

The tasks will be as follows:

e Initial collection: Collecting patch status data from machines before patching

e Initial assessment: Comparing collected data against the assessment template
before patching

¢ Deploying patches: Installing patches according to schedule

e Final assessment: Comparing collected data against the assessment template
after patching

This is a planned schedule that will look like this:

Sr. |Name Schedule Reason

no.

1 Initial collection | First Sunday at 08:00 am | 12 hours before the actual patch

2 Initial assessment | First Sunday at 02:00 6 hours before the actual patch
pm

3 Deploy patch First Sunday at 08:00 Scheduled patch maintenance window
pm

4 Final assessment | First Sunday at 11:00 3 hours after patching to give time for
pm automated collection (happens after 30

minutes of patching and reboot)
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Initial collection

We can't install a patch unless VCM knows whether it is required; in the initial collection,
we will update the VCM database with this information. VCM creates a filter set called
Patching — Windows Security Bulletins and updates it after each new patch released by
Microsoft.

In this example, we will use a machine group called VCM-CookBook-MW01, which we have
created for this demonstration.

Follow these steps to start automatic Windows patch deployment configuration:

1. To perform initial collection, we need to log in to VCM with admin privileges and
go to Administration | Job Manager | Scheduled, click on Add, and select
Collection.

Provide a proper name and add description.
Make sure you select Patching - Windows Security Bulletins as the Filter Set.
Select the correct machine group for this scheduled maintenance window.

S N

Provide a proper schedule, as described in the table at the start of this recipe.

Once the initial collection against the required filter set has been scheduled, we can move to
the next step, initial assessment.

Initial assessment

The initial assessment involves checking the status of patches against the machines whose
data has been collected in the previous step. We are giving 6 hours to VCM to properly
collect the data from all the machines; hence, this job can be scheduled after 6 hours of
initial data collection and 6 hours before actual patch time. Follow these steps:

1. Navigate to Patching | Job Management | Windows | Scheduled | Assessment
and click on Add.

2. Provide a proper job name related to the maintenance window and a proper
description.
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3. Select the correct template.

21 Scheduled Job Wizard -- Webpage Dialog .

I'"z? Templates
L!- Select the Assessment Template to apply during this job.

vCM CookBook-Template01

Selected Template: vCM CookBook-Template0l

Cancel ] [ < Back ] [ Next =

4. Select an associated machine group.
5. Select an appropriate schedule, as discussed at the start of this recipe.

Deploying patches

At this moment, the VCM server has information about which patches are missing on the
machines that are a part of the machine group, and now, we can schedule the actual patch
deployment task by following these steps:

Navigate to Patching | Windows | Automatic Deployment. Click on Add.
Select the correct machine group responding to the maintenance window.
Select the required assessment template.

On this page, select Scheduled Automatic Deployment Run and, if your
company policy approves, select Reboot immediately after deployment.

L e

[171]



Windows Patching

5. For Threshold Data Age, we can go ahead with the default of 2, as we have
already scheduled jobs to collect data and perform the assessment 12 hours
before the actual patch time.

2 Automatic Deployment -- Webpage Dialog -

-‘my Automatic Deployment Settings
’ Select the settings to use during automatic deployment.

Automatic Deployment Run Option
®  Scheduled Automatic Deployment Run

(O Event-Driven Automatic Deployment Run

Automatic Deployment Reboot Option

-

() Do not reboot

-

®  Reboot immediately after deployment

() Reboot minutes after deployment (Please enter 30 minutes or more)

Threshold Data Age

If the data was collected more than days ago, do not trigger Automatic
Deployment.

Cancel l [ < Back ] [ Mext =

6. Finally, select the schedule we decided on at the start of the recipe and click on
Next.

7. We will be done with the third step once we click on OK.
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Final assessment

So far, we have scheduled data collection and assessment and then done the actual
patching. Now, we will schedule a task that will update the VCM database with these
updates. In the previous recipe, we learned that after performing a patch deployment, when
the machine reboots, VCM starts a collection job to collect details of the machine after patch
installation. So, we just need to schedule an assessment the same way we did in the initial
assessment step; we just need to make sure the name and description indicate that this is the
final assessment and it is scheduled some time after the patch installation (3 hours, as
decided at the start) to give some time to the VCM server to finish the job. Follow these
steps:

1. Navigate to Patching | Job Management | Windows | Scheduled | Assessment
and click on Add.

2. Provide a proper job name related to the maintenance window and a proper
description.

3. Select the correct template.
4. Select the associated machine group.
5. Select the appropriate schedule, as discussed at the start.

Once we are done with the final assessment, VCM will update the current details on the
user interface and in the reports.

How it works...

This makes life much easier for the admins, who are responsible for patching. All the
activities required for patching can be and are scheduled so that admins don't need to sit in
front of the VCM console and push patches.
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We scheduled an initial collection, which used the Patching — Windows Security

Bulletins filter set, which made sure we have the latest details of the managed servers in the
VCM database. Based on the data collected, we performed an initial assessment. This
performed a check against the patching template and provided us with information about
the patch requirements.

This is followed by actual patches being downloaded from the Internet if missing on the
collector server and then being staged on the managed machine. Once the time is right, the
VCM agent installs the patches and performs a reboot as configured. After the patches are
installed, VCM initiates the data collection again using the same filter set, Patching —
Windows Security Bulletins, but this time, we have updated details as the patches have
been installed now.

This updated information is added to the VCM database and used in the final assessment to
obtain the status of the current patch.

There's more...

Apart from the regular options, there are some additional settings that you should pay
attention to if you plan to manage a medium-to-large infrastructure.

Here are the details you need to configure your infrastructure. You need to log in with
VCM admin privilege and go to Administration | General Settings | Patching
| Windows | Additional Settings.
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Sr. |Setting
no.

Explanation

1 Automatic patch deployment — the | This sets the automatic patch deployment to trigger based on the threshold data
threshold data age (days) age. When the data age of the patch bulletin is greater than the threshold data age,
VCM does not deploy the patches. To update the data age for the patch bulletin,
you must run a new collection and assessment.

The default is 2 days, which you can modify if required.

2 The timeout in minutes for the
entire patch deployment job

The time for which to run the patch deployment job before the process times out.
The default is 60; if you have large number of machines getting patched in one go,
then this needs to be changed to a higher value, such as 120 or 180, depending
upon how many machines you have and the approved maintenance window.

3 The wait time (in minutes) before
performing the post collection, for
patches that require a reboot

This determines how long VCM will wait before collecting patch status data from
rebooted managed machines after the patch deployment is finished.
The default is 30 minutes; if you think this is too much or too little, you can change

it.
B “VCM2T - UNiware VCM Bortal - Internet Explorer E
| * user: study\vom_sdmin, *Admin, (UTC+5:350)
O O | & kbs W Collect [ Remote Command |} ] 33 M E | E o
#% Machine Groap: all Machines Filter: "¢ Define “a
[|= Console 5 Settings
e T it Setting
£ Active Directory
-‘} Colurmn Grouping Filter: f Define
| 4 Repons e —— S
< Patching Row Description value
g — 1 [ AP Created VOM Patching Aesossment Templates Retention Days 0
e d [ Automatic patch deployment-Automatically deploy patches whenever membership... ‘fes
L%l Email Notification (all K] Automatic patch deployment-Autematically deploy patches whenever membership.., Yes
€, 1nternet a [ Automatic patch deployment-Automatically deploy patches whenever patch appl... o
¥ Machine Group Mapping 5 5% Automatic patch deployment-Default threshold data age (days) 2
- 53 wird i
!"": T" o 2 b Check for reveked patch certificates Yeas
B antevmank 7 [ Delault timeout in mintes for installation of each patch 20
1% Rusllatan and Update a ® Download patches with Invalld certiflcate Mo
9 Download patchas without certificate Na
L 10 Enabie patch certificate validation ey
“i General 11 [ Maximum percentage of licensed machines to assess at one?time. 1-100% 100
¥ & Aok Extenaions Settings 12 B Minimum available memary (in megabytes) needed to attempt patch deplayment 140
¥ S Irtagrates] Brockicta 13 W Protoced Lo use for deployment via the Remote Command - DCOM or HTTP HTTR
> §3 05 frpsimonmg Setiings 14 Remote command patch stage priorty 2
¥ L3 Surmpled Remnediation Framework P b - . . = .
» G U 15 e The filterset 1o use when the pest patch deployment is submitted watching - Windows Security Bulleting
» gl VEM for Adtive Directory 15 % Timeout in minutes for the entire patch deployment job 60
¥ 52 vEM for virtualization 17 2 Use mapped network principles for alternata kocation deployments No
¥ Ll Windows 18 [ Wail (in minutes) before doing the post-deployment collection, for patehes .. 0
¥ 4 Network Authonty
* () System Infarmation L
< > € 3
by Wojobe runmng 1 row v
=TT e e P T
I | eal I = " ) " @m B e

You need to log in with VCM admin privileges and go to Administration | General
Settings | Patching | Windows | Deployments.
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Change the value of the maximum concurrent agent installs from 21 to a higher value.

If in the additional settings you have selected 60 minutes as the timeout in minutes for the
entire patch deployment job and you have this maximum concurrent set to the default 21,
then there are chances that some machines might get a timeout and not get the patches
deployed if you have a very large assessment template. This can create some issues, as we
might have some machines without patches in a month.

VMware wvRealize Configuration Manager o | ¥ user: study\vem_admin, *Admin,
| @ Jobs “y Collect Remote Command | & | B | & | Options
g | Azt =) L=t
% Machine Group: All Machines Filter: r Define k=)
fl= Console 2+ Patch Deployment
TH Compliance (# Edit
3 Active Directory
) Column Grouping
¢ Reports
4. Patching Row Setting Value
i 3 Administration f: Agent Option Installed but disabled = enabled, ALTER event log = enabled, Skip install
| o Auditing 2 Collector Option Installs = 21, Location = \\WCM2T\CMFiles$\SUM Downloads
~ (5 Patching Al EE] Deployment Options -- Webpage Dialog =]
] Email Notification 5
& Internet |@ http:.--'192.168.1.1?.0_-",'cm-'L13'33-'5um2dm\nDep\c‘,’ment.a:p?:trT',pe:Etl\t&:trDataGrlc\Cols:[Sr:ttmgl[dE:cr\ptlon],[o|
@, _ ¢ =
“ut, Machine Group Mapping o i
ot f Collector Option
¥ I3} Windows IL‘ L{’ =
f.,r, Automatic Reassessment -
B
] i
= Rulletin and Update Maximum concurrent agent installs:
I3 Additional Settings
» I3 unpe
=] : 4
& 5 Genem‘_ i LV Download location (on collector machine):
b (G5 Asset Extensions Settings
< > WCMZT\CMPFiles$\SUM Downloads
L | &o jobs runnir|

Patching machines in multi-domain
environments and workgroups

Typically, in medium-to-large organizations, more than one Active Directory domain exists.
We can use VCM to patch servers in multiple domains. Here is what you need to do that.
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Apart from multiple domains, there are machines that are part of none, or they are in a
workgroup. To manage and patch the machines in a workgroup, you need a network
authority account assigned to a machine group populated with machines in a workgroup.

Getting ready

We need to follow the Adding a network authority account to manage machines in multiple
domains recipe in Chapter 2, Configuring VCM to Manage Your Infrastructure, with correct
domains and their respective NAA accounts for patching multi-domain servers.

For patching machines in a workgroup, we need to create a machine group with static
memberships and add all machines that are not in the domain.

Open the necessary ports between the VCM server and the managed servers either in a
workgroup or in another domain.

How to do it...

We will approach this recipe in two ways:
First, we will discuss multiple domains.

The first thing we need to do is configure all the required Network Access Account (NAA)
accounts as per the Adding a network authority account to manage machines in multiple domains
recipe from Chapter 2, Configuring VCM to Manage Your Infrastructure.

Then, you can follow the Windows patching — on demand recipe from this chapter for on-
demand patching or the Windows patching — scheduled recipe for scheduled patching.

The second way is for workgroup servers.
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We need to add an available account with a . (dot) domain and a username and password
common to the workgroup machines. Follow these steps:

1. Go to Administration | Settings | Network Authority, under Available
Accounts and click on Add.

vmware vRealize Configuration Manager | ¥ collector: vcM1T

@ & | @ 1obs WCollect [ RemoteCommand | & | [@ | @ B @ | A 3 | [ Options

W Machine Group: All Machines

i Console 2 Available Accounts
H Compliance &b add 3 Delete [ Edit Password
<7 Active Directory Z
Column Grouping
4 Reports bt bbbt i
< Patching Row Domain Account
3, Administration i i ~ sty et
L Integrated Products 2 4 study §-VCMsvc0002
¥ L7105 Provisioning Sett™ | 3 A vemcookbook.local Abhijest
¥ 03 Scripted Remediation | 4 A WGVM administrator
] !I_'i UNIX 1@ : e e o P [jﬁlgq
» l@ WCM for Active Direc = = -
4 [f" WCM for Virtualizatio Authority: Available Accounts
> lgh Windows ’::]a Add Collection Account
hd lﬁ Network Authority AL el
5] Available Domaine
B cicbic Accound] Domain:
lb [Ij Assigned Account: User Mame: administrator
3 '@ System Information e :
O — P Password: ||oooc... |
= > Confirm Password: |.”“...| @l

2. Once the accounts have been added, we need to associate them with the machine
group created for workgroup machines.
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3. If there are no common accounts available, then we can add one account per
server in following format. Here, Domain is the name of the machine:

2] Authority -- Webpage Dialog -

Authority: Available Accounts

Add Collection Account

Domain: Machine_Hostname |
User Name: administrator |
Password:

Confirm Password:

ssssssse -

4. So now, go toAssigned Accounts by Machine Group, select a machine group for
the workgroup machines, and assign the accounts added earlier.

/= http:/ [vem1t/?IngRoleID=1 - VCM1T - VMware VCM Portal - Windows Internet Explorer

vmware' vRealize Configuration Manager | = collector: vem1T

* User: STUDY\ Administrator, Ad

O © | ¢ bs WcColect P Remote Command | & | | B @ | @ B | [ options

s Machine Group: Al Machines Fiter: 7 Define k]
[ Console I Assigned Accounts by Machine Group
7d Compliance Work% ~ (@ Edit Assigned Accounts
Active Dir =
&G St Column Grouping
5 Reports Workstations
o Patching Row Scope Domain\Account Order
T — 1 All Machines/WorkGroup-Servers
%
o B — A Authority -- Webpage Dialog u
» @ windows
+ 51 Netwark Autharity - Authority Account Assignments

51 Availzble Domair Ug’
I3 Available Accoun

~ 53 Assigned Account
b I3 By Domain

The accounts assigned below will have authority in the Machine Group: All Machines/WorkG
Servers

Available Selected

vemeookbook.local\Abhiiest \administrator
- & Proxy servers study\s-VCMsvc0002 )
x| e 1

By Machine Gr
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As explained in the previous recipe, VCM tries all the accounts until it finds a working
account; there is no problem in assigning all the accounts to the machine group.

Note that we cannot have multiple accounts with the same account name
and domain, so for the . (dot) domain, we can't have more than one
administrator as a user registered in the available accounts.

There is another alternative: if, for some reason, you do not wish to assign all the accounts
to the machine group, you can create network authority accounts and then assign one
account to each machine, making sure that when adding the available account, the domain
is defined as the machine name.

1. Once you have added the required accounts, go toAdministration | Licensed
Machines | Licensed Windows Machines.

2. Select the machine whose network authority account needs to be changed; click

Fy

on the symbol in the menu, and it will launch the wizard.
3. Make sure the machine whose NAA we are changing is available under Selected.

® Selected machine(s) only
Use the wildcard filter to find specific machines.

T
Available Selected
VCMIT WGEYM

4. Select the associated network authority account for this machine.

() Clear the network authority account
(® Select a network authority account
'WGEVM\administrator ~

(U Delegate selection to the CM Agent (HTTP only).
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5. Click on Next and then complete the wizard.

6. To make sure the account has been changed correctly, scroll to the extreme right
and validate under the Network Authority column for the machine.

Network Authority

study\s-\VCMsvcOD02
WGEVM\administrator

After this change, we can successfully manage the machine from VCM, which includes
collecting data, installing software and patches, and checking and enforcing compliance.

Then, you can follow either the Windows patching — on demand or Windows patching —
scheduled recipes, based on your requirements.

How it works...

The defined network authority account will be used by VCM to manage the patching of the
machines in the workgroup.

Patching VM templates

It is essential that when VMs are first provisioned, the virtual machine template to be used
is up to date. This will reduce the downtime for the end consumer of the VM when they
come to patch, and reduce system-wide vulnerabilities.

How to do it...
Follow these steps to patch a VM template:

1. To patch a VM template, convert it into a VM, provide an IP, and make sure it
can reach the VCM server.

The agent installer should be available on each template.
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2. Once the agent has been installed, license the machine in VCM and perform a
collection.

3. The machine should be a part of a machine group called Template
Patching. Perform on-demand patching.

4. After patches have been installed and the VM rebooted and validated by VCM
for the patch status, uninstall the agent.

5. Purge the VM in VCM.
6. Convert the VM back into a template.

How it works

This is a completely manual process, where we convert the template in to a virtual machine,
install the agent, and then install patches. After patching is over, we purge the machine
from the VCM console after uninstalling the agent and finally convert the machine to a
vCenter template.

Patching reports

Once the infrastructure has been patched, what we need are fancy reports to show to the
management that we are all green in terms of patching. VCM does not disappoint you when
it comes to reports—there are multiple preconfigured reports, which can be either scheduled
or run on demand and exported to multiple formats such as .x1s, .doc, .csv, and .pdf.

Getting ready

We must have a compliance template ready before we can begin with the recipe.
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How to do it...
Once logged in to VCM, go to the reporting section.

1. Navigate to Reports | Machine Group Reports | VCM Patching.

These are the default reports available in VCM for Windows patching;:

Ser | Name Description
1 | VCM Patching Assessment Based | These reports use data generated by VCM patching
assessments (on the VCM Patching slider) to
generate their patch status results
2 |Patch Status Summary This displays the patching status across the
enterprise for Windows and Unix
3 | VCVP Windows Patch Status This displays details of virtualization machines'
Details Windows patch statuses
4 | Windows Patch Assessment by This enables VCM patching by bulletin
Bulletin Information
5 | Windows Patch Assessment by This enables VCM patching by product information
Product Information
6 |[Windows Patch Assessment This displays the details of the VCM patching
Results Details assessment by machine, bulletin, or template
7 | Windows Patch Assessment This displays Windows patch assessment results
Results Details By Bulletin details grouped by bulletin
8 | Windows Patch Assessment This displays Windows patch assessment results
Results Details By Machine details grouped by machine
9 |Windows Patch Assessment This displays Windows patch assessment results
Results Details By Template details grouped by template
10 | Windows Patch Assessment This displays the trends for VCM patching
Results Trends assessment templates by day, week, month, or
quarter
11 [ Windows Patch Assessment This displays the trends for VCM patching
Trends assessments by day, week, month, or quarter
12 | Windows Patch Status This displays the Windows patch status
13 | Windows Patch Status by This provides the VCM patching patch status by
Template Details template details
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14 | Windows Patch Status by This provides the VCM patching patch status by
Template Summary template summary
15 | Windows Patch Status Details This provides Windows patch status details

2. From the VCM console, select the report you want to run, and click on Run; the
wizard will start. Once the details are filled in, it will show the report. As
discussed, the report can be exported into multiple formats to be used by the

administrator.
Wi Machine Group: All Machines
fl= Console L5 vCM Patching
T_l:a Compliance [?3 Run I;':',:I Add .ﬁ Clone & Export I:,'}I Add Folder 5_7 Edit &3 Move
<73 Active Directory

Column Grouping

[ Reports

i oo Row Name
""-o Change Managemen &, | = WA W MR VY R ORI el LeLeania
ICT; compliance 11 Windows Patch Assessment by Bulletin Information
[~ s " +
L4 “%4 Enterprise Applicatio 12 Windows Patch Assessment by Product Information
ILf§ Service Desk 13 Windows Patch Assessment Results Details
. I,L:h{ Software:Brofsionis 14 Windows Patch Assessment Results Details By Bulletin
L5y UNIX . = =
ey 15 Windows Patch Assessment Results Details By Machine
Lgy WCM Deployment an - -
4 :';b 16 Windows Patch Assessment Results Details By Template
virtual ERvironments 17 Windows Patch Assessment Results Trends
 Windows 18 Windows Patch Assessment Trends
Wirtual Objects Reports % | 19 Windows Patch Status
< > 20 Windows Patch Status by Template Details
4. Patching 21 Windows Patch Status by Template Summary
e — 22 Windows Patch Status Details

3. The important thing we need to remember here is the machine group selection on
the top; this filters the machines that will be included in the report.

4. We can schedule reports as well. We will have more details about that in
Chapter 8, Integration with vROps and Scheduling, in the Scheduling reports recipe.
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/2 http:/ fvem1t/?IngReportid=1000000893&Reportilame=Windows%20Patch¥/:205tatus%20by% 20 Templateda20De

wvmware [] Copy link to clipboard

Template |VCM CookBook-Template0l - | Patched Status |AII Patch Statuses = |
Bulletin IAII Bulletins LI Hide Details = True * Falze
——
o4 oft b kI |100% =l | Find [ nvext |, -| @ & BB

Template: vCM CookBook-Template0l XML file with report data
CSV (comma delimited)
PDF

MHTML (web archive)

Patch Status: All Patch Statuses Bulletin: All Bulletins|

Assessment Last Ran: 12/17/2015 7:51:12 PM

Excel
EIMS15-132 TIFF file
Patched Status Word
WCM1T Patched
WCM1T Patched
B MS15-133 1 Machines
WCM1T Patched
B MS15-134 1 Machines
WCM1T Patch Not Needed
B MS15-135 1 Machines

How it works...

There is a big list of existing reports that we can run and export. We can even schedule
those reports, and then, they can be either exported to a location or mailed to a specified e-
mail id if working SMTP is configured.

There's more...

You can have a look at scheduling reports in the Scheduling patching reports recipe of
Chapter 8, Integration with vROps and Scheduling.

[185]



Software Provisioning for
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In this chapter, we will cover the following recipes:

Installing a software repository on Windows

Deploying additional components on agents

Creating software packages

Publishing software packages to a repository

Adding a repository to VCM

Adding repository sources to package managers

Deploying a package

Introduction

VCM's software provisioning provides tools, resources, and mechanisms for creating and
managing packages for the software you plan to distribute and finally installing the
software on managed machines. VCM's software distribution works only with Windows
and not other OSes.
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In this chapter, we will be looking at a software provisioning overview and the steps
required for installing software on managed machines via VCM.

Software provisioning is the process by which we can create software packages, publish
those packages to repositories, and then install them on target machines.

To support the provisioning process, the VCM software provisioning components consist of
the following:

¢ Software package repositories
e Package manager
e VMware vCenter Configuration Manager Package Studio

The Windows software repository

The Windows software repository is the shared location to which packages are published
by Package Studio and the location from which package manager downloads packages for
installation.

Package manager for Windows

Package manager is the application installed on each machine to manage the installation
and removal of the software contained in packages. Package manager is configured to use
one or more repositories as a source for packages.

This figure shows the relationship between the VCM Collector server, software repositories,
and package manager instances:
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VCM Collector

©On the Collector

« Collector Agent (default)

« Package Studio (default)

* Software Repository (defaul)
» Package Manager (default)

g

VCM Agent and VCM Agent and
Package Manager Package Manager

‘ ! !
¥
Package Managers using !
Software Repository A sources Package Managers using
Software Repository B sources

f

VCM Agent and VCM Agent and

Package Manager Package Manager

Installed components
= VCM Agent

» Package Studio

- Saftware Repository

Software Repository A

« Package Manager (optional)

J Package Managers

/' download packages from
J/  specified reposiory
[ sources for installation

Yy

v

Software Repository B

Instalied components:

= VCM Agent

+ Package Studio

» Software Repository

« Package Manager (optional)

The definitions and figure are taken from the vCenter Configuration
Manager administration guide (http://www.vmware.com/pdf/vcenter
—configuration—-manager—

VMware vCenter Configuration Manager Package

Studio

Package Studio is the application used to build software packages for installation on target

Windows servers and workstations.

A software package provides the files and metadata necessary to install and remove
programs. One of the most useful features of a package is the metadata regarding
dependencies, conflicts, and other relationships, which are not represented by software
etermine whether the necessary dependencies
are in place so that an installation is successful, and if not, what is necessary to make it

installation files. This metadata is used to d

successful.

57-administration-guide.pdf).

[188]


http://www.vmware.com/pdf/vcenter-configuration-manager-57-administration-guide.pdf
http://www.vmware.com/pdf/vcenter-configuration-manager-57-administration-guide.pdf

Software Provisioning for Windows

After a package has been created and is ready for distribution, it is published to a software
repository. We then use package manager to download the package from the repository to
the local machine and install it on Windows systems.

Installing a software repository on Windows

The software repository is installed on at least one Windows machine in the infrastructure,
and Package Studio needs to be on the same machine, with the repository being installed
before installing Package Studio.

Getting ready

As the repositories are installed on the Collector server by default, if we need another
repository, then we need to install another Windows server with IIS. IIS requirements are
the same as that of the Collector server, mentioned in Chapter 1, Installing VCM, in the
Preparing our VCM deployment — installing and configuring IIS recipe.

How to do it...

To deploy a software repository on any other server, follow this process:
1. First, we locate Repository.msi at the following location:

X:\Program Files (x86)\VMware\VCM\AgentFiles\Products (on the VCM
collector Server)
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2. When we double-click on the Repository.msi file, it will launch the wizard,
and after accepting the EULA and selecting the installation location, it will ask
you to provide a virtual directory:

Configure Components

Component-spedific information is required before installation can proceed

vmware

Specify the Virtual Directory Name for the Repository

o
Virtual Directory:
o http: /fvCM 1T/ poftwareRepository
Select and Configure
Components to
Activate

We can either go with the default name or change it.

3. Follow the wizard to finish the installation.

How it works...

A repository is used by Package Studio to store created packages that will be used to
provision the managed machines. We can create multiple repositories and keep them close
to the managed machines to avoid bandwidth consumption over WAN; also, local

provisioning will be much faster.
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As repositories will be used to store the installer, you need to provision enough disk space,
depending on how many and which applications you are planning to distribute. This acts
like a file server, from where all the VCM-managed machines will copy the packages and
then install them. A server with two vCPUs and 8 GB of RAM should be enough to cater to
the needs of a dedicated software repository.

Deploying additional components on agents

Package manager, which is installed on the target machines, manages the installation of
software packages. It does not contain the software packages, only pointers to the packages
in the repository sources of which it is aware. When directed to install, the package is
copied from the repository to the cratecache folder on the target machines. Package
manager unzips the files to the $TMP% directory and runs the configured installation.

This is applicable for VCM 5.7.3 or earlier; ignore this if you are already at
0 5.8.0 or later.

Getting ready

For this recipe, we need a working VCM server and managed machines where VCM agents
are installed.

How to do it...

We will follow the process to check whether agent extensions for provisioning are installed
or not. If they aren't, we will install them.
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This only applies to VCM 5.7.3 or earlier. The steps are as follows:

1. Once logged in to VCM with admin privileges, go to Administration | Machines
Manager | Licensed Machines | Licensed Windows Machines.

2. In the data grid, locate the machines on which you are verifying the existence of
the necessary agent extensions, and verify that the Agent Ext. For Prov.
Version column contains a value of 5.3 or later.

3. You need to scroll right to see the Agent Ext. for Prov. Version column:

iyt Licensed Windows Machines
l{,‘J Add Machines 1’ Edit Machine Q Unlicense [ Install % [} & change Protocol A '2443- i By & @ e = & o
4 En A4 P9 4 Cd On 3n 4 9
Column Grouping Filt
Description Protocol Agent State Agent Version Remote Client Version Agent Ext. for Prov. Version &2
DCOM Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33
HTTP:26542 Current Agent 5.7.1.84 5.7.1.33

4. If it does not, you need to either install or upgrade the VCM agent from the VCM
console. Follow the Upgrading VCM agents recipe from Chapter 7, Maintenance of
VCM.

How it works...

Agent extensions for provisioning are required to be installed on the managed machine
where we need to provision the software. By following this process, we make sure they are
there, and if they're missing, we take the necessary action to install them.

Note that package manager is installed on target machines while the VCM
agent version 5.3 or later is installed from the Collector.
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Creating software packages

Package Studio is the application used to build software packages for installation on target
Windows machines managed by VCM.

install and uninstall without user interaction. This is referred to as quiet or

Note that the software we want to create a package for must be able to
o silent installation. Typically, command-line options are used.

Getting ready

Before we start with this, we need a completely installed VCM server and the package
manager tool installed in order to create the package.

How to do it...

In this recipe, we will create a package for WinRAR. exe, downloaded from http://www.ra
rlab.com.

To do so, follow these steps.

Start VMware vCenter Configuration Manager Package Studio. Go to Start | VMware
vCenter Configuration Manager | Package Studio.

Note that for running Package Studio on a Windows 2008 server, we must
0 run the application as an administrator.
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Click on Manage Packages, and configure the package contents based on the options in the
following tabs:

1. Click on Properties and type a Name, Version, and Description, and select the
Architecture. These fields are required. You have the option of updating the
other fields, depending on you requirements:

(| VMware vCenter Configuration Manager Package Studio M

'.' VMware vCenter Configuration Manager Package Studio  vi1

4 New ~ % Open H Save Close |l Generate . @ Help i About

t‘i Preperties | Files |

Manage
Packages General Information Depends | Conflicts Brovides
Project Name: VCMCookBook-WinRAR
m “Name: :L meookbook-winrar
Package "Version: I *Architecture: _ s
Signing r
Summary: |winrar 5.30
-l Optional
M"",'ge, Category: i:LJt. lities
Repositories !
Maintziner ‘;A::ﬂ.ijf_—_lt Janwalkar Package hame Operator  Version
. I N . - ol
Website: | ebhijeet-jenwalkar blagspotin | ] J |
ﬂ I e Add | Update | Remove |
External Instafled Sze: |10 Prionty: ['ﬁcqulftd w:
Software
g “Description: = (Required Value)

Thiz will create package to deploy winrar an managed machines

2. Click on Files, import the installation files, and configure the command, as
follows:

1. Click on Select Folder and go to the location where the installer is kept.

2. Click on Import Files.

3. Click on Set Command, and then, in the Command textbox, a
command will be created. In our case, it will be winrar-
x64-530.exe.
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Provide any additional arguments; in this case, /s is used for a silent
installation of winrar.

You can get the required options from the vendor of the software you
are trying to install, or you can visit sites such as www.itninja.com.

Refer to the blog at
http://www.itninja.com/question/what-switches-to-use-wit
h-exe-files—-in-silent-mode

t. We have two options: Installation or Removal. In this case, we will choose
Installation:

O VMware vCenter Configuration Manager Package Studio [=To |

. B | YMware vCenter Configuration Manager Package Studio  v1.1

4 New = % Open H Save Close [ 'f-"-r':reu @ Help 1 About &
t‘i Praperties Files |
Packages Select Files To import
EMSoftware Provisioning\ VOMCookBook-WinRAR\Executable Select Folder A
m Import Files Into Project

Package
Signing Project Data Directory Installation ﬂ
E\Software Provisi..\Data | .E‘i Pre-Command File: Bl Remowe
’ m Command: | wanrar-x8d-530,exe
Manoge Arguments: | .-"J
Repesitories -
I Force Reboot after command

Paost-Command File: Ardd R
External
Software

i ]

Set Command

[195]


http://www.itninja.com/
http://www.itninja.com/question/what-switches-to-use-with-exe-files-in-silent-mode
http://www.itninja.com/question/what-switches-to-use-with-exe-files-in-silent-mode

Software Provisioning for Windows

K. Click on Save to save the project file so that, if required, we can come back
and edit it:

Date modified Type
12/26/3015 1:32 AM  File folder
12/26/2015 1:34 AM  File folder

[VEMCookBook-WinRAR
Savesstoe:  |Projects (“pri)
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k. Click on Generate; this will generate a . crate file, which will be used to
provision winrar on managed machines:

" | Generate Software Package for Windows -
Save in: __ ! F - = : e
]
L MName = Date modified Type
"“;'? Executable 12/29/2015 1:34 AM  File folder
Recent places VCMC ookBook-WinFAR 1272972015 1:35 AM  File folder
Diesbdon
=
This PC
(T
Netwarkc

£ n

y
File niame: ju‘m:mk.bnni-c winrar_1_x64 j Save I
Sawe astype: iSuﬂnum Packape for Windows (" crate) j Cancal

This is how we can create a software package that can be used for provisioning.

How it works...

By following this recipe, we can create a software package in a VCM-recognized format
(.crate), which will be published on multiple repositories and then downloaded and
processed by the VCM agents on the managed machines in order to install the actual
software.
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Publishing software packages to a
repository

In the previous recipe, we created a package in the . crate format. The first thing to do

after this is distribute the package to the repositories and from there to the managed
machines' temporary folders to get it installed.

Now, we will publish the package we created in the previous recipe to the repositories for
further processing.

Getting ready

We need a package created in Package Studio, such as the one we created in the previous
recipe, and a repository installed by following the Installing a software repository on Windows
recipe in order to complete this recipe.

How to do it...

We can continue where we left off in the previous recipe or relaunch Package Studio and
open the previously created project file.

Follow these steps to publish the package to your repository:

1. Click on the Manage Repositories button on the left-hand side. Once on the
Repository page, click on Add Platform. Basically, this is how we can determine
which package goes in which folder. These platforms and sections are assigned to
managed machines (or package manager in the following recipes).
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We can create multiple platforms, such as Windows Server 2008 or Windows
Server 2012:

o VMware vCenter Configuration Manager Package Studio b’

M| VMware vCenter Configuration Manager Package Studio  v1.1

Repository Host: | laealrost =] Repositon: [aefoutt =] & Retresh | @ Help  About
B

'

Manage
Packages

Package
Signing

PackageName | Version| Pkg Arch| Platorm | Section| Packag

a Add Platform =l

] [Windows
Manage
Repositories oK Cancel

External
Software

Add Platiorm |  Remove Platiorm |  Add Section | Remowe Section |  Publish Package |  Unpublish Package

2. Each platform has multiple sections; we can add any number of sections and
name them as we want. It is recommended you name them x86 and x64 to
categorize your software accordingly:

o VMware vCenter Configuration Manager Package Studio e

M| VMware vCenter Configuration Manager Package Studio  v.1

Rer Hast: [localn - ¢ [ detautt | & Refresh Heip & About
positary ocalhost 7| Repository: [defau | & Refres gore B

&l Windows PackageName | Version| Pg Arch| Plattorm | Section] Paciag
«

Package
Sagning

[x64
Mansge
Repesitories
Extemal
Softrare
m
Add Platform | Remove Platiorm |  Add Section | Remove Secton | Publish Package | Unpublish Package
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3. Once the sections have been added, select the appropriate section — either x86 or
x64 —and hit Publish Package. Browse to the location of the .crate file and
select it:

o VMware vCenter Configuration Manager Package Studio =] 8] x F
M| VMware vCenter Configuration Manager Package S i
ository Host: | localhost - itory: | defautt v| D Refresh 3 Help i About L Meerel
" Repositary [ 7| Repositary: | - & j Bl £ ';_,|
Mai“age = wln;a;»s PackageName| Version| Pkg Arch| Platiorm | Section| Packag | [e
Packages %64 l=| cation
o Choose a Package
m Loakin: [} VEMCookBook WinRAR ] «®EckmEr
PS‘““? R MName - Date modfied Type
'gming riw 3 Executable 12/29/2015 1:34 AM  File folder
Recent places VCMCookBook-WinRAR 12/29/20151:35 AM  File folder
- " wemcookbook-winrar_1_x64 12/29/2015 1:36 AM  CRATE Fil
i Desit
Manage & i
Repasitories 5
=i
Libraries
LY
o This FC
Software @
e Hetwark
< n
File name: ivmnmkbonk‘winmr.'l_x@ :] Open
Files of type: |Software Package for Windows (* crate) | Cancel
Add Platform Remove Platform Add Section Remove Section ] Publish Package | Unpublish Package | |
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4. Choose the section(s):

Mame: wvemoookbook-winrar_1_«6d.crate

Repostory Hosk |l|:|-|:.:|lh-:rst '| Repostory: | default '|

B [F Windaws
[ w86
[ 84

Publizh | | Cancel |

5. We are now good to go:

Studio
a Repasitory Host [localhost *| Repository: [defaut - .{E‘-‘nefmhﬂ i g Help & About
My El Windows Packagehame | Version | Phg Arch| Platform | Section
Packages . ﬁ vemcookbook 1 x6 L EAProgram Files (x861\WMware\WCM\Tool)
wid
Package
Signing
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You can check whether the package has been published or not by doing either or both of the
following;:

1. GotoX:\Program Files (x86) \VMware\VCM\Tools\Repository\Crates\.

You will find a folder with a single-letter name. The letter will be the first
letter of our .crate file.

There, you will find a . crate file ready for deployment:

; E\Program Files (xB6)\YMware\WCMA Tools\Repository crabes'y LR C
2 Name ) Date modified Type Saze
B} vemcookbook-winrar_1_xbd 21297253 1:36 AM  CRATE File 1,793 KB

2. From Internet Explorer, go to http://<Repository Server name/
IP>/SoftwareRepository/Crates/X.

Again, X is a letter, which is the first letter of the . crate filename.

mE

o - A& T
eol & httpe//vemt/softwarerepository/ crates/v/ P~C || B vernt - fsoftwarerepositor... L e

vemlt - /softwarerepository/crates/v/

[To Parent Directory)

Tueaday, December 28, 2015 1:386 AM 18358687 vemcookbook-

nrar 1 xz&d.crace
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How it works...

In this recipe, VCM copies the . crate files to the proper locations on the repository server
so that they can be accessed by package manager when it tries to deploy the published
package.

About platforms: The platform value can be used to define the operating system
architecture on which the package can be installed. We can create and use platforms to help
manage our software package distribution based on the operating system platforms on
which they can be installed. When we use a greater level of specificity, it results in smaller
groups of packages and increases the predictability of which packages are installed.

About sections: Sections are used to further refine how your packages are organized on
each platform. They are used to specify the repository sources for package manager,
allowing us to control which packages are available to which machines. How you use
sections can be adapted to your particular business needs. The following are examples of
how you can use sections:

e Line-of-business groups: Marketing, sales, HRD, and engineering
¢ Development state: Development, acceptance, and production

e IT software management structure: Software publishers, departments, and
business groups

Adding a repository to VCM

Once a package has been created and published on the repository, we need to assign the
repository to managed machines so that they can download and install the package.

To view information about packages and package manager in VCM, we must collect
package manager data from managed machines.
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Getting ready

We need the agents ready with package manager installed, that is, we need to follow the
Deploying additional components on agents recipe, and the repository should be published
with the software we plan to provision by following the previous recipe.

How to do it...

This is a two-step process. In the first step, we will collect data from all the managed
machines that need the software to be provisioned and check their status, and in the second
step, we will collect data from the repository servers to check which packages are available
for provisioning.

Collecting software provisioning package manager data

We need to run this against all the machines on which we need to provision the software
and on which package manager has been installed. Follow these steps to collect data:

1. Once logged in to VCM as an administrator, click on Collect in the top-left corner
of the VCM console:

VIMWare vRealize Configuration Manager

@ ﬁ \_‘f Jobs %y Collect [B‘;' Remote Command

¥4 Machine Group: All Machines

2. This will launch the wizard; select Machine Data, and in the next step, select all
the machines from which you need to collect the details.
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3. Under Data Types, make sure Software Provisioning — Package Managers has
been selected:

=1 Collect Now -- Webpage Dialog -

I Data Types
Select the data types you would like to collect.

[ select all

Machine Accounts A
Machines

MNTFS Audit Settings

MNTFS Directory Permissions

Processes

Registry

Registry Key Permissions

Security Policy

Services

Shares

Software Inventory

Software Provisioning - Package Managers

Software Provisioning - Repositories

Trust Relationships

User Rights

I wWMI (V]
+ [ Enterprise Applications

o gl

OorROOOOOO0O0OOO0Ot
CLBFN#T RGNS

oag

' Select data filters
®) Use default filters

Come ) Come ) Coene )

Make sure there are no conflicts, and let the job finish.
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4. You can go to
Administration | JobManager | History | InstantCollection | Past 24 Hours
and check for the job status. It should be successful. You can look at more details
by clicking on View Details:

@ hitpy//vcm it/ HngRolelD=1 - VOMIT - Viware VCM Portal - Intemet Explorer -|a| x

VMWare vRealize Configuration Manager T Collector: VCM1T | ¥ user: STUDY\Administrator, Admin, (UTC:

Q@ © | @obs Wooleat pRemotecommand | | G W 3 @ | O L | (2 otions

¥ Machine Group: Al Machines Filter: % Define "]
U~ Lonsole @ Instant Collections Run in the past 24 hours
“d Comphance L. Machune Detail 4, Job Detad & Connection Status
1 Aclive Directory
Q Colummn Grouging Filter: %7 Dinfine
Row Job Name System Job Job Type Status Succeeded on Machine Group Submitted by S
Admintstration 1 Collection014833 no Instant Inspection Complete 1 of 1 {100%) succeeded nfa STUDY\Admindstrator 1229204
. T 2 Collectiond14425 na Trestand Tnspietivn Complete 1 ol 1{1009%) succerdad nja STUDY\Administratar 12/28/20
¥ Running ~
 Scheduled < >
- £ History @ Job History Machine Detail
- i
't‘;“"’"‘ Lafiaction A, View Detasds & Resubmit Job
s ST =
g Past 7 Days Column Grouping @ - Intemet Explorer
B anOthee bl . -
T T el = 1o Histary Details for Machine
et e IR : s
* 5 Other Jobs 1 EHIT pr— . Column Grouping Fiter: Y Define
; ‘:.i i:"” Remcte . Machine Data Type Stistus Ttern Harne Status Dotail & Last Stop
o it vEMIT ProvRupositories Succondud Campleted succisshlly
< > VCMIT Proviepesitories Fliter ded ¥ ‘Completed successfully |
=] 0 johs running 1 row Lt > 4

5. Once the data has been collected, the details can be viewed by going to Console
| Operating System | Windows | Software Provisioning | Package Manager:

vmware vRealize Configuration Manager | ¥ collector: vemar * user: STUDY\Administrator, Admin, (UTC+5:30)

@ © | & 1obs Yy Collect [ RemoteCommand | & | @ | @ B = | O B | [ options

¥ Machine Group:  All Machines Filter:  *f Define “a

44 Package Managers

+ 24 File System A | @mnstall Package  FyRemove Package (1 Add Source (1) Remove Source 4, View History
» -
<L IP Informaticn Ry | Filter: ¢’ Define
= Processes i
& Registry Row  Machine Name Package Manager Name Version Install Path
i
» a Sepsoes i vcenter VCM Package Manager 3.0.0115.0 C:\Program Files (x86)\VMware\VCM\Tools\Package Manager for Windows\Wasp.ex...
0 dofoware ey 2 VCMIT VCM Package Manager 3.0.0114.0 E:\Program Files (x86)\VMware\VCM\Tools\Package Manager for Windows\Wasp.ex...

+ (§ Software Provisionin
-
@ packages
A Sources
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Collecting software repository data

Collect the repository data to identify which software packages are in which repositories.
From the collected information, you can determine which repositories to assign to machines
based on the available packages.

We need to run this against the machines that have software repositories created.
The process is similar to the previous step, but with two differences:

e We run this against all the repository servers
¢ The Data Types value is changed to Software Provisioning — Repositories

21 Collect Now -- Webpage Dialog -

5 Data Types
Select the data types you would like to collect.

[] select all

[ Machine Accounts A
[J4 Machines
[ NTFS Audit Settings
] NTFS Directory Permissions
[1& Processes
[ # Reaqistry
| & Registry Key Permissions
[]& Security Policy
[14% Services
|2 Shares
[Ir4 Software Inventory
1@ sSoftware Provisioning - Package Managers
i Software Provisioning - Repositories
[T+ Trust Relationships
[ User Rights
CIm wWMI v
» [ Enterprise Applications

() Select data filters
® Use default filters

Cancel ] [ = Back ] [ Next =
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You can go to Administration | Job Manager | History | Instant Collection
| Past 24 Hours and check the status of the job. It should be successful:

| T cCollector: VEMLT

e Addmim, (UTC+5:30)

VIMWEre" vRealize Contiguration Manager
Q © | & Jobs ‘yCoflect B RemoteCommand | & | H | @ 3 @ | O & | [ ootions
4 Maching Group: Al Machines Fiter: % Define g
[}< Conscle @ Instant Collections Run in the past 24 haurs
A, Machine Detail 4, Job Detail & Connection Status
SR SoLp jiriiter; - Cafoa
prirese—— Tab Name: System Job Tob Type Status. Succerded on Machine Group Submitted by 54
m 1 CollectionD14833 no Instant Inspection Complete 1 of 1 {100%) succeeded nfa STUDY\Administrator 12/29/20]
) 2 Collection014425 no Instant Inspection Complete 1 of 1 (100%) succeeded n/a STUDY\Administrator 12/29/20:
1% Runneng -
[ Sehedubed < >
- I3 wistory L Job History Machine Detail
= & tnstant Collection:

A, View Details 55 Resubomat Jobs

Qraazoms | | column Grouping .
[0 cnher e s | Job History Details for Machine
b [ Scheduled CoBect: Machine ¥
» By Geher Jobs i T Calumn Grouping Filter: % Define
e _*N.::CN fomote Machine Data Type Status Item Name ‘Status Detall € Last Step
o 2 vemiT ProvRepositaries Succreded Completed successdully
< > VCMLT ProvRepositories Filter yProvider Completed successfully ||
% | @0 jobs running 1 raw < >

This is how it looks under Console | Operating System | Windows |Software
Provisioning | Package Manager | Repositories.

| T callee * User: STUDY\administrator, Admin, (UTC5:30)

H W3 a8l @] Eotos

| VMWare vRealize Configuration Manager

G O | Plobs i Colleet [ Remate Commang | 2

s Machune Groups Al Machines Filler;  r Define 7]
[
,.:a'mm | O view Histary
L ; :m"""‘ Column Grouping Fiter: F Deline
‘; Registry Row Machine Name Repasitory Name Reposltory Type Repository URL Repository Verslon Last Updated
¥ N S 1 VEMIT SoftwareRepository VCM Software Repository for Windows  http://VCMIT/SoftwareRepository 1.0 12/29/2015 1:48:39

i Saftware Tnventony
= | Software Provisicnin
v (% Package Manager:

@ Fackages
B rackage Retaticns
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How it works...

In this two-step process, we are collecting data both from the managed machines and
software repositories. In the first step, we collect details from all the managed machines to
obtain the data about packages and package manager in VCM.

In the second step, we collect the repository data to identify which software packages are in
which repositories. This information comes in handy when we need to assign repositories to
machines based on the availability of packages.

Adding repository sources to package
manager

Repository sources are the locations from where package manager will be able to download
and install packages. We need to manually define those locations in the package manager
(managed machines), and we can define more than one. Then, VCM package manager will
follow its process to download the packages.

Getting ready

We need the repository published to VCM, by following the Adding a repository to VCM
recipe, and package manager data collected, in order to assign repositories to it.

How to do it...

Adding a source gives the package manager instance on the selected machines access to the
packages available in a specified section. The sources are numbered by priority. When you
add a new one, you can specify whether to add it to the beginning or to the end of the list.
You can also remove sources.
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By following these steps, we can add sources to package manager:

1. Log on to VCM Server with administrative privileges and go to Console
| Windows | Operating System | Software Provisioning | Package Managers.

2. Click onAdd Source:

i Machine Group: All Machines
@ Package Managers
» [53 File System A @ Install Package ¥ Remove Package g Add Source gy Remove Source

b <L 1P Information .
Column Grouping

Q Processes

& Registry Row Machine Name Package Manager Name Version
' @ se:'ces veenter WCM Package Manager 3.0.0115.0

"% Software Inventory |, VCMIT VCM Package Manager 3.0.0114.0

- [§ Software Provisionin

- 4 Package Manager:
ﬁ Packages
4 Sources

This will launch a wizard.

3. On the Select Machines page, verify that the machines displayed in the lower
pane are the machines to which you want to add the source, and click on Next.
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4. On the Browse Source page, select VCM Managed Repositories, select the
repository, and click onOK:

21 Browse Sources -- Webpage Dialog -

Show Sources from: |VCM Managed Repositories ﬂ
Filter: “r Define

Uri
http: //VCM1T/SoftwareRepository

L4 >
1 item(s). 1 item selected of 1 allowed

T -

If there are multiple repositories, either select Add source at the beginning
of existing source lists or Add source at the end of the existing source lists,
depending on the proximity between package manager and the repository.
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5. Verify that the platform name and the section name are exactly the same as those
used in the repository when publishing the package:

2] Add Source -- Webpage Dialog

. Enter or Select Source
_j_[:? Enter or select the source repository to be added to the selected package managers/machines.

® Add source at the beginning of existing source lists

() Add source at the end of existing source lists

|http:fNCM1TISofthareRepository || 7 Browse Sources...

URI:
Platform: |Windows
Section: x64| *

S ) (o ] |

6. On the Schedule page, select one of the scheduling options and configure it as

needed.
7. On the Confirmation page, review the information and click on Finish.

[212]




Software Provisioning for Windows

8. The added source is displayed in the Package Managers — Sources data grid.

vIMware vRealize Configuration Manager | ¥ collector: veM1T * user: STUDY\Administrator, Admin, (UTC+5:30)

O © | @ lobs MycCollect [B Remote Command | & | [EH [ I s T [%] options

¥ Machine Group:  All Machines Filter: ¢ Define B

33 Package Managers - Sources

» B services A | B8 2dd Source g Remove Source @, View History
154 Software Inventory el e ting Filter:
~ [ Software Provisionin
e % Package Manager: Row Machine Name Source Repository URL Platform Sections Order Content Type Last Updated
@ packages it veenter http://vem1t/SoftwareRepository Windows %64 it bin 12/29/2015 2:47:21 PM

o4

How it works...

Instead of depending on the location from where package manager downloads published
packages, we simply assign the repositories and decide the order of the locations from
which they can be fetched.

There's more...

Once a repository has been added to package manager, the only thing left is to install the
package.

Deploying a package

Finally, we are ready to deploy the package—in other words, we are ready to provision the
software.

Getting ready

We need to complete all the previous recipes in this chapter in order to work on this recipe.
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How to do it...

To provision the software on managed machines, follow these steps:

1. Log on to VCM Server with administrative privileges and go to Console

| Windows | Operating System
Managers | Packages.

| Software Provisioning | Package

2. Select the package you want to install and click on Install Package:

I VIMWare vRealize Configuration Manager

| ¥ collector: vcM1T

@ & | & 0bs 'y Collect [ Remote Command |

|3 B3 E| 0 B | @ optons

All Machines

i Machine Group:

@ Package Managers - Packages

~

(a4 Software Inventory I CroIinG
¥ [ & Software Provisionin

% Install Package ‘% Remove Package 4, View History

- @. Package Manager: Row Machine Name Package Name Version Pka Arch
@ it veenter vemcookbook-winrar 1 x64
A4 Sources

3. Follow the wizard and add more machines on which you want to install the
selected package (winrar in our case) if required, or click on Next:

3

%

Select Machines
Select machines to perform this action.

® Selected Machines Only

Machine Name  Pkg Magr Ver

VCMIT 3.0.0114.0
<

1 item(s) of 2

veenter 3.0.0115.0
<

1 item(s) selected

Install Package -- Webpage Dialog

Filtered Machines
Operating System
Windows Server 2012 R2 Server Standard (evaluation

Windows Server 2008 R2 Server Enterprise (full instal

Filter: %7 Define

Cancel
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4. As we have not signed the package, accept the warning and allow the unsigned

package:

£] Install Package -- Webpage Dialog E3

. Select Package to Install
% Select the package to be installed. Dependencies will also be installed or updated. If any of the
J package definitions include reboots they will occur as part of installation.

Filter: “r Define
Package Name Version Signed Description
vemcookbook-winrar 1 False  This will create package to deploy winrar o

VBScript: Allow Unsigned Package £

You have chosen to allow the selected package to be installed even if it
Fi l . isnotsigned. Packages that are not from a trusted source may cause
damage to your systemns, Are you sure you want to continue?

1itq
Yes No

O Install Version I v

® Install latest available version on all platforms.

Security Options: I_ e
[ Cancel ] [ < Back ] [ Mext = ]

5. Schedule the action or select Run Action Now.
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6. Accept the confirmation, and you are good to go:

2| Install Package -- Webpage Dialog
i Confirmation
%_j The package will be installed.

The package vcmcookbook-winrar with version = 1 will be installed on 1 machines.

This action will run immediately.

Any dependencies will also be downloaded, installed or removed, as needed.

Comen | (oo |

This will start the package installation process immediately if you selected
Run Action Now or at a later time if you set a schedule.

How it works...

If you have followed everything, then you will have understood the relationship between
various VCM components for software provisioning, created and published a software
repository, created and published a software package, and added the repository source to

package manager.
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Let's look at the final step of installing a package.

The . crate file is copied to C: \Program Files
(x86) \VMware\VCM\Tools\Cratecache on the managed machine:

‘ek_)v| . = Local Disk (C:) = Program Files (x86) = VMware = VCM » Tools = cratecache - m I Search cratecache

Organize ¥ Indudeinlibrary *  Sharewith +  Mew folder ==

Name « Date modified | Type | Size |

- Favorites
B Desktop vimcookbook-winrar_1_x64 12/29/2015 2:50 PM  CRATE File 1,793 KB
& Downloads
1l Recent Places

From here, package manager unzips the . crate file and uses the installation command and
the arguments provided while creating the package to install the application.

The application can be seen installed in Programs and Features:

E‘ Programs and Features i =] |
”

k ) ( ) ﬁ = Control Panel ~ Programs = Programs and Features - m I Search Programs and Features ﬂ
Control Panel Home Uninstall or change a program
View installed updates To uninstall @ program, select it from the list and then dick Uninstall, Change, or Repair.
'P:,' Turn Windows features on or off

Installa program from the network | Orgenize ¥ Uninstal = - @
Name = | | Publisher | =] nstall... |~| Siee | | versior =
[B-Microsoft Visual C++ 2008 Redistributable - %86 9... Microsoft Corporation 9/10/2015 596 KB 9.0.30
[B-Microsoft Visual C++ 2008 Redistributable - %86 9... Microsoft Corporation 9/10/2015 600KB 9.0.30
ﬁM\cmsnft Visual 1# 2.0 Redistributable Package - ... Microsoft Corporation 9/10/2015
@ Mozilla Firefox 41.0 (%386 en-Us) Mogzilla 9/10/2015 85.7MB  41.0
';'_')Mnml\a Maintenance Service Mogzilla 9/10/2015 233KB
~ uCenter Orchestrator WYMware, Inc. 9/10/2015
@vcanh&r Single Sign-On WYMware, Inc. 9/10/2015
@VMware Tools WYMware, Inc. 9/10/2015 63.2MB
@VMware vCenter Inventory Service YMware, Inc. 9/10/2015 1.07GB
@VMware vCenter Server VMware, Inc. 9/10/2015 1.60 GB
@VMware vCenter Server - Java Components YMware, Inc. 9/10/2015 139 MB
@VMware vCenter Server - tc Server YMware, Inc. 9/10/2015 10.3 MB
[®-TyMware VCM Package Manager for Windows WMware, Inc. 12/29/2015 4.39 MB
@VMware vSphere Client 5.5 VMware, Inc. 9/10/2015 481 MB
@VMware vSphere Web Client WMware, Inc 9/10/2015 468 MB

WinRLAR 5,30 (64-bit) win.rar GmbH 12 015

4 |

E win.rar GmbH Product version: 5.30.0

This concludes our exploration of software provisioning using VCM.
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In this chapter, we will cover the following recipes:

¢ Importing compliance packs

¢ Creating compliance rule groups

¢ Creating custom compliance rules for Windows
¢ Creating custom compliance rules for Linux

¢ Creating custom compliance rules for virtualization
e Modifying the default filter set

¢ Creating compliance templates

¢ Checking the compliance of the infrastructure

¢ Exporting compliance rules

¢ Compliance reports

¢ Creating compliance exceptions

Introduction

Compliance means meeting requirements. It is also used to refer to industry-wide or
government rules and regulations that mention how data should be managed, and the need
for organizations to be compliant with those regulations.



Compliance Management

Consider a rule for password complexity, such as the length of the password not being
fewer than 12 characters. Now, you need to check whether this is true for all the machines
in your infrastructure. Let's assume you have a few thousand machines to check and, if they
aren't in compliance, reconfigure.

You can understand how much time it would take to go through each machine, check the
setting, and correct it if it's to be found noncompliant. Now, multiply those efforts for a few
hundred rules-how do you document all the statuses to show the auditor? This becomes
more complex when you want to be compliant for various government and industry
standards such as ISO, HIPPA, and Suburban Oxley. They have a few hundred rules per
standard and changes per operating system. Also, you may have your own compliance
rules, which may be different from the various standards; you need to check them as well.
With some rules, there is the possibility that you need a deviation approved by your
security team, and hence, being noncompliant with the rule should not affect your
compliance score, so you need to add these as exceptions.

Now that the complexity of compliance is clearer, we need something that can do all this for
us easily. There are other tools in the market, such as System Center Configuration
Manager, BMC BSA, and Puppet, that are capable of doing this, but VCM is much better
than these, for the following reasons:

¢ There are more than 50 ready-to-use industry and government standard
compliance packs available

¢ Creating your own compliance pack is a very easy process

e The rules are processed on the data captured and stored on the VCM server, so
that we get the setting configured on the server

e It is much more cost effective, as it is part of the vRealize Operations suite

e We can check the compliance of the VMware virtual infrastructure, as well as
supported managed machines, in one console

e We can enforce compliance for noncompliant rules (although not all rules and
OSes are supported)

In my opinion, this list is enough to understand why we should use VCM instead of any
other tool to manage the compliance of the infrastructure.
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The constructs of VCM compliance

To measure compliance, we need to create various elements in VCM. Let's get introduced to
them.

Rules

We have learned that compliance means meeting the requirements put forth by a standard,
so to check compliance, we need to create a rule. Basically, a rule is the interpretation of the
requirement put forth by the standard, which can then be understood by VCM. To continue
with our previous example, our requirement was to have a password length of at least 12
characters. When we convert this requirement, what we get in VCM is a rule.

Rules can be basic or complex. A basic rule just checks the contents of data properties while
with a complex rule, we can use logic to check for conditions.

Filters

Filters are used to filter machines for conditions. For example, we create some rules and we
want those rules to only be checked against a certain OS. So, we create a filter for that OS.

Rule groups

Rules are grouped together under rule groups; for example, we can group all the rules that
are applicable to Windows Server 2012 R2 under one rule group.

Templates

Templates are used to group multiple rule groups together. They are used to check the
compliance of machine groups.

Here's an example: in our company, we have rules, and they might be different for different
versions of Windows. We can create the required rules groups for each OS that will be
filtered on the basis of the filters created in each rule group. Then, all the rule groups will be
grouped in a single template and that template can be used to check the compliance of the
infrastructure.
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Importing compliance packs

There are more than 50 compliance packs available for download, and the list keeps on
growing as VMware keeps on adding new compliance packs.

Getting ready

We will need an Internet connection for the VCM server in order to download the
compliance packs from VMware. The Content Wizard tool will use a proxy configured at
the system level; have a look at the There’s More... section of this recipe for proxy details.

How to do it...

We will now download a compliance pack from the Internet:

1. Log in to the VCM server's OS.

2. Launch the Content Wizard tool from the desktop (Start | VMware vRealize
Configuration Manager | Content Wizard Tool).

3. On the next page of the wizard, select Get Updates from Internet.

The other option is Get Updates from Local File System; for this, all files
must be available in the C:\Programbata\CM\Content folder. You must
obtain updated files from VMware and manually copy them to the directory.
Download the files from https://vcmupdates.vmware.com/CPC/VCM/5_
7/.

4. The wizard will check for an Internet connection and will start downloading the
Updates.xml file from VMware.

5. Next, it will present the list of packs that are available for download. Select the
packs required for your infrastructure; in this example, we are selecting ISO
27001-27002 for Windows:
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Welcome to the Content Wizard

Select Update(s) to Install:

[71 United States Government Configuration Baseline for Redhat Desktop -
["] MS Best Practices for SQL Server 2008

"] Basel lll Best Practices for Windows

"] Basel lll Best Practices for UM Linux

"] Basel lll Best Practices for VMware vSphere 5.0

[ 150 27001-27002 for UNIX/Linux

] 150 27 02 for Windows

[ 150 27001-27002 for WMware vSphere 5.0

The 150 27001-27002 Compliance Toolkit is designed to provide ViMware
wCenter Corfiguration Manager {vCM) customers with the ability to quickly
assess the securty corfiguration of Windows 2003, XP, Vista, 7, 2008.and | =
2008 R2 systems against 150 recommended best practices. The toolkit -
translates the |50 27001-27002 guidelines into actionable, continuous

compliance rules to ensure your actual enterprise security corfiguration

Cancel Install

6. The selected pack will be downloaded and ready for import.

7. Once downloaded, it will start the import as a part of the wizard.

8. Once the import is complete, it will present the Log Result page and you have an
option to save the logs. Click on Close.

9. On the next page, click on Finish to complete the importing of the compliance

pack.
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10. You can check the imported compliance packs by logging in to the VCM console
and going to Compliance | Machine Group Compliance | Templates:

vmware vRealize Configuration Manager | ¥ collector: vemiT

[} | @ Jobs 'y Collect [B» Remote Command | e | EE] | O ol R | |#] options

Wy Machine Group: All Machines Filter: 1
@ Templates
[ Run o Add @, View Rule Groups [# Edit #§ Delete S): Compare Machines @, View History
» EE Active Directory Compl
¥ EH, Machine Group Cnmplian Column Grouping
r@ Bxceplions Row Template Name
3 @ Rule Groups B
+ 1 [ International Organization for Standardization 27001-27002 - Comprehensive ...
[5# International Orge 2 [ International Organization for Standardization 27001-27002 - Windows 2003 D...
[ 1nternational Orgz 3 I International Organization for Standardization 27001-27002 - Windows 2003 M...
(3 Intemational Orge 4 [ International Organization for Standardization 27001-27002 - Windows 2008 D...
[ International Orgz 5 [ International Organization for Standardization 27001-27002 - Windows 2008 M...
? International Orge | g [ International Organization for Standardization 27001-27002 - Windows 2008 R....
Q Internatidnal Drgz 7 [ International Organization for Standardization 27001-27002 - Windows 2008 R...
@ International Orgz — n e ST 7
— ] I International Organization for Standardization 27001-27002 - Windows 7 Cont...
{j S D > ] @ International Organization for Standardization 27001-27002 - Windows Vista ...
10 I.E International Organization for Standardization 27001-27002 - Windows XP Con...

How it works...

As explained in the introduction, we can either create our own compliance rules or import
rules by importing compliance packs created by VMware. This gives us all the necessary
constructs required to measure compliance against standards such as ISO 27001, SOX, and
HIPPA, to name a few.

The tool downloads the rules in XML and they are then imported to the VCM database. The
pack includes rules, rule groups, filters, and templates responsible for the selected standard;
in our case, it is ISO 27001-27002 for Windows.
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Once the compliance pack is imported, we can use the newly created templates to check the
compliance of our infrastructure against the ISO 27001-27002 industry standard. Refer to the
Checking the compliance of the infrastructure recipe from this chapter.

There's more...

If your Internet access requires you to use a proxy, you can do that by changing some

registry settings. Go to
HKEY_Current_User\Software\Microsoft\Windows\CurrentVersion\Internet

Settings Proxy Server to check proxy details; if there is a proxy configured and you are
in an environment that does not need a proxy or the proxy has been changed, you need to
check this before you start troubleshooting why the content wizard is failing to connect to h
ttp://www.vmware.com/.

Creating compliance rule groups

In the previous recipe, we imported a compliance pack, which created the required rules,
rule groups, filters, and templates. When we want to check compliance against our own
standards, we need to create each of them. In this recipe, we will create a compliance rule

group.

Getting ready

We need a working VCM server and credentials to log in as administrator on it.

How to do it...

This is a two-part recipe; first, we will create a rule group and then will create the required
filters.
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Creating a rule group

Here are the steps to create a rule group:

L e

Log in to VCM using an admin account.
Go to Compliance | Machine Group Compliance | Rule Group.
Click on the green plus sign to create a new rule group.

It will launch a wizard; fill in an appropriate name and provide a description. It is
best practice to have some naming conventions while creating such things. We
will look at naming conventions in detail in Appendix A — Defining Naming
Conventions. In this case, we are creating a rule group for Windows Server 2012
for our company rules, so the following names will be used:

¢ Rule Group Name: 01_MyCompany_Win2k12
e Description: Provide an appropriate description
¢ Filter Set: Use the Default filter set

2 Compliance Rule Group Dialog -- Webpage Dialog -

Rule Group Name & Description
Enter a name and description for the rule group.

Rule Group Name:
[01_MyCompany_Win2k12 x|

Description:

Rule Group for My Company Rules for Windows Server 2012

Filter Set:

| Defauilt v
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Note that the selected collection filter set is used when calculating the data
age for the rules in the compliance templates. The filter set must collect the
same data types that are included in the rules in the rule group. If the filter
set does not collect the same data types, no data age is calculated.

5. Accept the rule group creation confirmation box by clicking on OK.

Once the rule group has been created, we need to create the necessary filters so that only
expected machines will be checked for the rules in this rule group.

Creating a filter

This is the second part of this recipe; here, we will create the necessary filters for the rule
group. Here are the steps:

1. Click on the newly created rule group, thatis, 01_MyCompany_Win2k12, and
then click on Filters.

2. Click on the green + button to add a new filter.

®

Provide a proper Name and Description.
4. Select a data type.

Our imagination is the limit for selecting the correct data type; all the
attributes captured by the VCM agent are available in the VCM database, and
all of those can be used to create filters. In our case, we will be using the
operating system name as the filter criteria; hence, we have selected
Machines. You can browse and check the other available options:
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Data Type
Select the data type for which you would like to check compliance.

O % Groups

(o] Groups Members

O & Hot Fixes

© & 1P By Adapter

& <= 1P General

® ! Machines

O 83 NTFS Audit Settings

[e] \_ﬂ INTFS Directory Permissions
& A patch Assessment

O 2 Processes

Coon ] [ctom ) [en= ] |

5. Now, the selected Data Type will be used to create the rules. As we just need to
check the OS name, we are going with Basic:

Rule Type for Machines
Select the type of filter you want to create.

(@ Basic: check if data properties are in compliance.
Examples:
Disk drive Free (MB) > 50
Physical Memory Total (MB) > 128

) Conditional (if/then): specfy conditions for some data properties
and check if the rest of data properties are in compliance.

Examples:
If Drive = "C" then System Volume = "true"
If Service Display Name = "Alerter” then State = “running”
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6. Here too we have multiple choices to filter, and we will select OS Name Full, then
we have conditional operators, and then the value.

As we are creating a filter for Microsoft Windows Server 2012, we are
choosing OS Name Full = Microsoft Windows Server 2012 % (% is a

wildcard):
3 Filter Wizard -- Webpage Dialog .

1 Basic Data Properties for Machines

E[;] (failure = noncompliance)
Connect the conditions below with: ® and ) or
|05 Hame Full | |= | Microseft Windows Se x [ZI B

[ Add ] I add multiple | | Fesst
T ETE T
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Wildcards in VCM:

Wildcard Meaning

% Match all characters

_ (underscore) | Match a single character

* Equivalent to %

? Equivalent to _

7. Click on Finish to complete the filter creation.

8. To validate our filter, click on Preview, and it should display all the machines
with Windows Server 2012 in the infrastructure, as our rule is only looking for
such machines:

Machines

Column Grouping

2 Tttpy/vem Ity TingRoledD=1 - VCMIT - Vidware VCM Portal - Intemet Explorer I=[B] % 1
VITIWANE  vReslize Configuration Manager | T Collectar: voMIT | * Uner: STUDY sdbmsimistrabor, Adsin, [UTC45:38) 1 3
A lots W Cofect B Remote Command | & ma3 & | getens
fo Maching Grosp:  All Hackines Fiter; 7 Dafine 'y
< Conaole [¥ Filters
Previem asd 7 edn B Oose Seve [BCeoy M Delete
+ 1 Actrve Dorectary Compd |
10 achine crous Eomptn® | Elirn Geouping Filter: % Dafine
Raw Flter Name {ata Tyse Dsaription. Created by Creation o |
Windows_2012 05 Machines This Fiter wil filtar only Windows Server 2012 Machings STUBADMINISTRATOR 171072006 12130

Fiter: % Cefne
Row Sarver Fole
1 Sacver

Maching Class
vEMIT Sarenr 2

Proview 1D

{ e cnveagat

- RGP

Note that if you have created multiple filters in a single rule group, they
work as logical AND, that is, if all the conditions are True, only then will
it display the machines, so be careful when creating multiple filters.
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How it works...

In this recipe, we just created a rule group that will include our company security rules to
be measured via VCM and selected the default filter set as the information will be collected
as a part of the default filter set.

After that, we created a filter that will filter only Windows Server 2012 machines in the
VCM.

Creating custom compliance rules for
Windows

VCM divides compliance into two broad categories:

o Machine group compliance
e Virtual environment compliance

Machine group compliance

In this category, compliance is checked at the operating system level, such as for all the
supported versions of Windows or Linux.

Virtual environment compliance

In this category, the compliance of the ESXi hosts, vCenter, and virtual machines present in
vCenter is checked.

Now, as we are ready with the rule group, let's start populating it with the rules for our
organization. There are two ways we can create the rules: either copy what is created in the
standard compliance packs we downloaded in the first recipe and modify it as per our
requirement or create the rules from scratch.

In this recipe, we will create a custom compliance rule based on machine group compliance.
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Getting ready

We will need a fully ready VCM server, and to copy the rule from another rule group, we
should finish the Importing compliance packs recipe. We will need our own rule group created
so that we can create our rules there.

How to do it...

We will continue our example of our requirement of having a complex password and a
minimum password length of 12 characters; first, we will try to find the rule in the imported
compliance pack and then, we will create our own rule.

Copying a rule from another rule group

We can copy a rule from the compliance packs we have downloaded and added to VCM
and then modify them as per our requirement or club rules from various compliance packs
or standards as required to support our internal company standards.

Follow the next steps to copy a rule from another rule group:

1. Log in to VCM with admin privileges and go to Compliance | Machine Group
Compliance | Rule Groups.

2. As we want to copy a rule, we must know where the original rule is; in our case,
the rule is in the Best Practises — ISO 27001-27002 Windows 2008 R2 Mbr rule
group, so we will go there and select the required rule:

VIMWaEre  vAoalize Configuration Manager | T Collector: vomiT | * User: STUDY\Adminéstrator, Admin, (UTC+5:30]

© O | Flobs " Cofect [ Remote Command | 1/ B3 3| 70 3| E&ostons

# Machine Group:  All Machines

5 Rules

Meviw G5 A [FESE B Clone 3 Move ||

2 Windomws 7
2 Windows Vista 15 count Easewerd Ag8.
11.5.3 Minimum Password Age

11.5.3 Hinkmum Password Length

11.5.3 Password Unigueness

Passwords Expiration

5.1 Passwords Required
1.5.1 Store passwards using reversibls sncevetion
5.3 TS/AES - Frevent Passward Saving

)
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3. Click on Copy, and as the wizard starts, select the rule group that you want to
copy the rule to:

]

Copy Compliance Rule -- Webpage Dialog

B

Destination Rule Group

Select the folder where you want the selected Rule(s) to be copied. Only those Rule Groups for which

you have permission to add new Rules are shown.

ininiaininininiaininiainig

@ Rule Groups

~
Best Practices - ISO 27001-27002 Windows 2003 DC

Best Practices - ISO 27001-27002 Windows 2003 Mbr Server
Best Practices - IS0 27001-27002 Windows 2008 DC

Best Practices - ISO 27001-27002 Windows 2008 Mbr Server
Best Practices - ISO 27001-27002 Windows 2008 R2 DC

Best Practices - ISO 27001-27002 Windows 2008 R2 Mbr Server
Best Practices - ISO 27001-27002 Windows 7

Best Practices - ISO 27001-27002 Windows Vista

Best Practices - ISO 27001-27002 Windows XP

vCenter Configuration Manager Hardening - Client

vCenter Configuration Manager Hardening - Host

vCenter Configuration Manager Hardening - SQL Server 2008 R2 e

4. In next step, confirm the rule/rules you want to copy and click on Finish.

5. The rule will be

copied in our rule group now.

6. It should look like the following screenshot:

vmware vRealize Configuration Manager
@ © | & lobs “yCollect [P RemoteCommand | & | [E | @ [ B | [ [ | [¥ options

Collector: VCM1T

¥ Machine Group: All Machines

Filter:

“7 Define

!

[~ Console

Compliance
&l Active Directory Compliance
[H Machine Group Compliance
@ Exceptions
# @ Rule Groups
- @ 01_MyCompany_Win2k12
F Filters
ﬁ.g‘ Rules|

= Rules

| Column Grouping

@, Preview o Add [# Edit & Clone &F Move [T] Copy % Set Order  J{ Delete

Row Rule Type Rule Name

1 (3 < Static 11.5.3 Minimum Password Length

Data Type

Account Policy

[232]




Compliance Management

Creating a new rule

Now, as you have seen how to copy a rule, we will continue considering that we are not
able to find a rule we want and thus need to create it.

Follow these steps to create the required rule:

1. Once again, log in to VCM and go to Compliance | MachineGroupCompliance |
RuleGroups.

2. Select the machine group created for storing our rules and go to Rules, click on
Add, and follow the wizard.

@ & | ¥ 1obs “ycollect [ Remote Command | & | [E | “BEailE
W Machine Group: All Machines
= Console == Rules
1% Compliance 4 Preview opAdd [ Edit
Active Directory Compliance .
|5l Machine Group Compliance # | Column Grouping
_“:_E Excegtione Row Rule Type
[ Rule Groups 4 £
[ 01_MyCompany_Win2k12 5 G & Static
T Filters
% QO
3. Provide a Name and Description for the rule.
3| Rule Wizard -- Webpage Dialog .

Rule Name & Description
I{',] Enter a name and description for the rule.

Name:
|My7C ompany_Minimum_Password_Length

Description:

This is the Rule to check Length of password and that should be
atleast 12 characters.|
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4. Select the correct Data Type; in our case, it is Account Policy.

2 Fule Wizard -- Webpage Dialog .

o Data Type
-ULJ Select the data type for which you would like 1o check compiance,

|*  windaws
® B account Poscy
B accounts
Asset Extensions{Other Devices)

Asset Extensions(Softwase)

4 Asset Extensions(VCM Davices)
W audit Policy

T2 Custom Information (Win)
Device Driver:

Event Log Settings w

Cynamic Rule
use a model machine to lock up data properties. The properties will be
updated when model maching sattings change.

) Comes ) [emom ) Coen: ]

5. Select Basic Rule.

6. (For more details about the types of rules, refer to the Rules subsection of the The
constructs of VCM compliance recipe).

7. Select a Min Length value greater than (>) 12 as a condition so that if the
condition fails, it will flag as noncompliant.

53 Rule Wizard — Webpage Dialog ﬁ
[, Dasic Data Properties for Account Policy
{failure = noncomphance)

& &

Connect the conditions below with: ®and Cor

Min Length ¥ [ = 12 ® 83

[_add | [ adamuitiple | [ Rese |

[ Hew ] [ concet | [<Bock | [ mem» |
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8. Select Moderate Severity, confirm the rule creation and click on Finish.
9. We just created our first rule for our internal standards for Windows.

How it works...

To measure compliance, we need to create rules for each stated requirement; in this recipe,
we first copied a rule from a standard that we imported, and then, to understand the
process, we created the same rule. The rule will be stored in the rule group and will check
the compliance of the Windows machine for password length.

Creating custom compliance rules for Linux

In the previous recipe, we looked at a rule created for Windows for checking minimum the
password length; we will continue with the same requirement here, except for Linux. The
process will be similar; only the data types will change.

Getting ready

We need a fully functional VCM and a rule group created to store our Linux rule.

How to do it...

Like in the earlier recipe, here too we have two ways to create such rules, that is, copy them
from another imported compliance pack rule group or create our own. The copying process
is the same as for Windows; hence, we will not repeat it again.

We will create a new rule for Linux to check the minimum password length by completing
these steps:

1. Once again, we need to log in to VCM with admin privileges and go to
Compliance | Machine Group Compliance | RuleGroups.

Go to the machine group created for Linux rules, click on the arrow in front
of the rule group name, and select Rules.
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2. Click on Add, and it will launch a wizard to create a new rule.
3. On the first page of the wizard, provide a name and description.
4. On the next page for data types, go to Unix | Custom Information.

21 Rule Wizard -- Webpage Dialog -
Data Type
EE] Select the data type for which you would like to check compliance.

P WINUuwWS

¥ Unix A~
0 % Asset Extensions(Other Devices)

Asset Extensions(Software)

Asset Extensions(VCM Devices)

Custom Information

Custom Information - Compliance Attributes

oF BV 0 5

Device Drivers

Disk Info - Disk Array

Disk Info - File System

_) = Disk Info - Hard Drive

O & Disk Info - Logical Volumes v

Dynamic Rule
Use a model machine to look up data properties. The properties will be
updated when model machine settings change.

Cancel | [ <pack | [ Mests

5. If you are a Linux admin, you already know where to find the required details; if
not, consult your Linux admin.

In our case, I filled in the details after consulting my Linux admin.
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Here is what we filled in:

¢ Information Type: builtin:login.defs
o File Path: /etc/login.defs
o Internal Path: /builtin:login.defs

2] Rule Wizard -- Webpage Dialog

Custom Information Data Path
El]j Enter the path to data for which to check compliance.

Information Type: |builtin:login.defs v
File Path: |/etcllogin.defq x| E]
Internal Path: |/builtin:login.defs | E]

(wild cards are permitted)

Existence: () May Exist
® Must Exist
(O Must Not Exist

Cancel ] [ < Back ] [ Mext =
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6. Select the PASS_MIN_LEN condition to be greater than (>) 12, so if the value found
is less than 12, then we are noncompliant and VCM will let us know.

A Rule Wizard -- Webpage Dialog -

Custom Information Data Properties and Values
EE’:I Define the values for which you would like to check compliance.

Connect the conditions below with: ®and Clor

DF  ©E ]
Add ] [ Add multiple ] [ Reset

Mote: All Custom Information data is stored as string data. Comparisons may not
return expected results.

Cancel ] [ < Back ] [ Mext =

7. Set the Severity to Moderate, follow the wizard, and accept the creation of the
rule and finish it by clicking on Finish.
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How it works...

Just like Windows compliance rules, this rule will be stored and will process the stored data
collected from Linux machines and give us their compliance status.

Creating custom compliance rules for
virtualization

So far, we created compliance rules for machine group compliance, that is, for Windows
and Linux. Now, we will create a rule for virtual environment compliance. We can't
continue with our example of minimum password length in this virtual world, so we will
change it to another requirement we have, that is, the snapshot for a VM should not be
retained for more than 10 days.

So, let's start and see how many VMs are noncompliant with our rule by first creating one.

Getting ready

We need a rule group created to store the virtualization compliance rules in a fully
deployed and functional VCM server.

How to do it...

Like our previous experience with rules, this one can also be copied from another standard
pack if you know where to copy from; the process is similar to that for Windows rules, so
we will not repeat it here.
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We will start creating a new rule using the following steps:

1.

Once again, we need to log in to VCM with admin privileges and reach
Compliance | Virtual Environment Compliance | Rule Groups.

Select the rule group created for storing virtual environment compliance rules.
Click on the arrow to the side of it and go to Rules.

Click on Add to start the wizard. Fill in the name and description for the rule to

be created, and click on Next.

Check the screenshots in the previous recipes where we created rules for
Windows and Linux, and make appropriate changes for virtualization as

described in those steps.

On the next page of the wizard, Data Type, select vCenter — Guests — Snapshots,
as we want to check the snapshot age.

vCenter - Guests - File

vCenter - Guests - Sto)

vCenter - Host Profiles
vCenter - Host Profiles

vCenter - Host Profiles

19T TOLTTT@4

wantar - Hnct Drafilac

=] Rule Wizard -- Webpage Dialog

Data T
EB:‘ Select the data type for which you would like to check compliance.

vCenter - Guests - Annotation
vCenter - Guests - Configuration Parameters

5

vCenter - Guests - Network
vCenter - Guests - Snapshot

rage

vCenter - Guests - Summary
vCenter - Guests - Virtual Devices

- Advanced Configuration
- Authentication

- CIM Indication Subscription
- Coaradumn Dartition

Cancel ] [ < Back ] [

Mext =
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6. Select Basic as the rule type and click on Next.

7. To form a condition, select Snapshot Age less than or equal to (<=) 10, that is, if
the snapshot age is less than 10, then we are compliant, but if it is more than 10,
then we are noncompliant and that needs to be flagged. Click on Next.

=1 Rule Wizard -- Webpage Dialog -

wmy Basic Data Properties for vCenter - Guests - Snapshot
'L' 4 (failure = noncompliance)

Connect the conditions below with: ®and C or

[Snapshot Age M -] LJEA

Aadd ] [ Aadd multiple ] [ Reset

Cancel | [ <Back | [ Mewt

8. Select Moderate Severity, confirm the rule creation, and click on Finish to close
the wizard.

This completes the creation of all types of rules for compliance.
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How it works...

The process is the same as machine group compliance and rules for Windows and Linux; in
a virtual environment situation, the data to be used will be collected from vCenter servers,
and the compliance score of the vCenter server will change instead of individual virtual
machines'.

Modifying the default filter set

Now you know that VCM checks compliance on the data collected and available in the
database it has and not directly on the live machine. This causes limitation: if a particular
data type is not collected, it will not be available, and then, we cannot measure the
compliance for the rule and VCM will tell you that the data has not been collected for the
rule in the results.

To overcome this situation, we can set lots of collections with different types of filter sets
created by VCM or we can modify the default filter set and add required filters.

your own filter set that includes the required filters and use that to

Note that modifying a default set is not recommended by VMware. Create
0 perform the collection.

So, what are filters and filter sets?

VCM filters: Filters define what data a VCM agent should collect while performing the
collection; examples are a registry setting, service status, file permission, and so on.

VCM filter sets: These are collections of filters, which can be used to collect data from
managed machines. Most of the time, we use the default filter set, but there are a few more
created by default when we install VCM, and a few are added when we import compliance
packs from the Internet. Compliance packs create the required filters and filter sets so that
the data is collected and can be processed when we run the compliance check.
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We need to select the correct filter set while performing a collection so that the required
details will be added to the VCM database, modify the default filter set, or create a new one
and use this single filter set to collect data.

Getting ready

We need a fully functional VCM server, and we should know which data filter is required
to add to the default filter set, so we should import the compliance packs as we did in the
first recipe.

How to do it...

We will be adding a Linux filter to collect the required data type used in the Creating custom
compliance rules for Linux recipe, where we used details from the : /etc/login.defs file,
and those are not part of the default filter set. In this example, we are modifying the default
filter set, but you can use the same process to first create a filter set and then add the
required filters to it.

Let's jump into the VCM console to modify the default filter set then:

1. To start, log in to VCM and go to Administration | Collection Filters | Filter

Sets.
2 http://vem1t/?IngRolelD=1 - VCM1T - VMware VCM Portg
vmMware vRealize Configuration Manager | = collector: vCM1T
@ © | @ lobs "y Collect [P Remote Command @ | H | B 3 @ | A & | [ optons
¢ Machine Group: All Machines Filter: ¢
fl Console i3 Collection Filter Sets
[d Compliance o Add Filter Set [ Edit Filter Set  J{ Delete
£7 Active Directol
= s Column Grouping
_ 5 Reports
o Patching Row Name
3, Administration 1 # o anDefault
b I Settings 2 »v’ # Default
= I Collection Filters ~l3 & & Mac - Anti-Virus
o7 Filters 4 4 # Center for Internet Security - CentOS 7 filters
A Filter Sets] 5 W + Center for Internet Security - RHEL 7 filters
# AD Default 6 4 + Custom Information Data Class
‘?' Default 7 # & I50 Baseline Filters - Windows
f) Mac - Anti-Virus 8 f’ A4 Oracle
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2. Select the default filter set and click on Edit Filter Set.

3. The wizard will start; as you can see, there are 9000 filters available; we really
can't search through them, so create a Filter, click on Define, and it will open a

pop-up.
a3 Filter Set Wizard -- Webpage Dialog -
Filters
ﬁ?} Select the filters to add to this filter set.
| B =
# Machine Based Filter Set Active Directory Filter Set
Filter: “f Define
Product Name
Windows Accounts (Simple) ~
UNIX CIS - CentOS 7 - Custom Information - /boot/grub2/grub.cfg
UNIX CIS - CentOS 7 - Custom Information - /etc/audit/audit.rules
UNIX CIS - CentOS 7 - Custom Information - /etc/audit/auditd.conf
UNIX CIS - CentOS 7 - Custom Information - /etc/bashrc e
L4 >
8902 item(s) of 9000
Windows Account Policy
Windows Accounts 2
Windows Audit Policy
Windows Custom Info Win 01: Basic PowerShell Data
Windows Custom Info Win 07: Openssl and Python Version v
WinAdnuwe Nrsira Drvnaes
>
98 item(s) selectad
G ) (oo ] [mers |
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4. As we want to look for login details in the Filter, create a filter like Name like
%log% (% acts a wildcard).

2] Data Filter -- Webpage Dialog i
Where  |Name v flike v [%log% x] [.]

Add ] [ Reset Cancel ] [ apply

5. Now, the filters we need to check are only 169 in number. Go through them and
select the ones that match our requirement, in this case, CIS - RHEL 7 — Custom
Information - /etc/login.defs.
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t Select and click on the downward arrow and then on Next.

Filters

Filter Set Wizard -- Webpage Dialog

"“2? Select the filters to add to this filter set.

#® Machine Based Filter Set Active Directory Filter Set
Filter: “y Define &7 Turn off

Product Name
UNIX CIS - Cent0S 7 - Custom Information - fetc/login.defs
UNIX CIS - RHEL 7 - Custom Information - fetc/login.defs
Windows DISA (Registry Perm) - HKEY_LOCAL_MACHINE\SOFTWARE
Windows Event Log Events 13: ID 624
UNIX IRS - AIX - Custom Information - /etc/security/login.cfg 4

< >
71 item(s) of 169
Windows Account Policy
Windows Accounts 2
Windows Audit Policy
Windows Custom Info Win 01: Basic PowerShell Data
Windows Custom Info Win 07: Openssl and Python Version v
LT Maimra Pidcaee

>
98 item(s) selectad
Cancel| ] [ < Back ] [ Mext = ]

7. Make sure there are no conflicts, and click on Next.
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8. On the next page, it will show you the list of filters in this filter set; accept them

by clicking on Finish.

Account Policy
Accounts
Audit Policy

Device Drivers
Disk Space

Event Log Events 05

Custom Info Win 01:
Custom Info Win 07:

Event Log Events 01:
Event Log Events 02:
Event Log Events 03:
Event Log Events 04:

21 Filter Set Wizard -- Webpage Dialog

The filter set 'Default’ will include the following filters:

CIS - RHEL 7 - Custom Information - fetc/login.defs

Basic PowerShell Data
Openssl and Python Version

IDs 6006-6009
Security Failures
1D 517

ID 1221

: NtServicePack

Event Log Events 06: Driwatson
Event Log Events 07: SAM
<
(oot ) (oot
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How it works...

As mentioned earlier, we need to instruct VCM what data needs to be collected; else, we
will miss the data collection and cannot check compliance for those rules. We can do this in
two ways: collecting data multiple times with multiple filter sets or as we did here, adding
required filter sets and preparing a master filter set to collect all the details.

We chose the second option. Now onwards, whenever we collect data with the default filter
set, it will collect from Linux/Unix managed machines details about /etc/login.defs file,
which we can use.

Creating compliance templates

Now that we are ready with all the required rule groups with the necessary filters and they
have been populated with all the rules to fulfill the requirements given by the security
officer, we need to move ahead and start checking compliance. But wait, we can't check
compliance against a rule or rule groups; we will need a compliance template, which can
have all the required rule groups.

So let's start by creating our compliance template for Windows-related rule groups.

Getting ready

We will need all the required rule groups created and they should be populated with the
associated rules in a fully functional VCM server.
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How to do it...

By now, you must already know where you should go to create your compliance template;
if not, just follow this process and you will be learn that as well:

1. Go to Compliance | Machine Group Compliance | Templates and then click on
Add.

vmware vRealize Configuration Manager z #* user: STUDY\Administrator, Admin, (1
[} | 7 Jobs 'y Collect [P Remote Command | = | @ | B @] [= | [#] options

s Machine Group:  All Machines Filter:  “f Define '-é

[z Console & Templates

b Run b Add & View Rule Groups [# Edit 3§ Delete é‘f:% Compare Machines %, View History

13 _H:H Active Directory Compliance
A EE Machine Group Compliance i Cp!umn .Group!ng
@ Exceptions

- Row Template Name
» [ Rule Groups - : T — -
£ 1 I International Organization for Standardization 27001-27002 - Comprehensive ...
R Templates] e
% International Organization for Standardization 27001 | 2 [ International Organization for Standardization 27001-27002 - Windows 2003 D...

2. Once the wizard for creating a new template is launched, provide a proper Name
and Description value.

a Compliance Template Wizard -- Webpage Dialog -

MName & Description
ﬁ Enter a name and description for the template.

Mame:
MyCompany_Windows_Compliance

Description:

This Template includes all the rule groups for MyCompany, Windows
Compliance.|
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3. Select all the rule groups that should be part of this template.

5 Compliance Template Wizard -- Webpage Dialog =

Rule Groups.
1 Select the Rule Groups that you would Bice to include in the template.

|02_MyCompany_Linux {01_MyCompany_WinZk12
Best Practices F
Dest Practices - 150
Best Practices -
Bt Practices - IS
Bast Practices - 15
st Practices - 150 2700
st Practices - 150 2700
Bt Practicas - 150 2700
Best Practices - 150 2700
wCenter Configuration Ma
wienter Configuration Ma
wienter Configuration Ma v
|VEM Cookbook Baselines

®

EH&

==

Hrln Caoncel | [ <ok | [ heas |

4. Make sure it provides results on both compliant and noncompliant details and
processes compliance exceptions (more about this is in the Creating compliance
exceptions recipe at the end of this chapter).

| Compliance Template Wizard -- Webpage Dialog .

Template Options
ﬁ Select the options for this template:

Select Compliance Run Results
® Return both compliant and non-compliant

(O Return non-compliant results only

Process Compliance Exceptions
Include non-compliant results that are overridden to compliant-by-
exception

cancel | [ <Back | [ Next>

5. Confirm the creation of the template and hit Finish.
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How it works...

We can create rule groups for each version of Windows, such as Windows Server 2003,
Windows Server 2008 and one for 2008 R2, and Server 2012 and 2012 R2. Each will have its
own filters so that the rules in those rule groups will be applied to only the specific OSes
they are created for. Now we can have a single template to run against a huge machine
group that includes all the Windows machines in the infrastructure; VCM will pick the
correct rule for them, and we can avoid having multiple templates and associated machine
groups to check compliance against (checking infrastructure compliance is our next recipe).

When a rule that is called complaint is passed and it fails, then we are noncompliant for a
setting. Now, there are chances that we need to make some exceptions to the rules, like in
the last recipe of this chapter, Creating compliance exceptions, where we create such
exceptions.

Checking the compliance of the
infrastructure

We did the hard work of creating all the rules, rules groups, and templates to reach up to
this: checking the compliance of the infrastructure. Now, we are ready to check how
compliant we are against our internal standards, or we can directly use the standard
compliance packs we downloaded and imported in the first recipe.

As we have only created test rules, we will use a standard template we imported in the first
recipe.

Getting ready

All the heavy lifting should have been done on the VCM server; for instance, it should be
ready with the templates and at least one machine group that will have the machines for
which we need to check compliance, or we can use the default machine groups available.
The preferred alternative is our own machine group.
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How to do it...

As mentioned earlier, we will use an imported standard template called International
Organization for Standardization 27001-27002- Windows 2008 R2 Mbr Server Controls,
and we will run this against the default machine group, All Machines.

Follow this process to check the compliance of Windows servers:

1. Once logged in to VCM, go to Compliance | Templates.

Note that you should make sure the correct machine group is selected at
the top; this is how VCM decides which machines to apply the template to
in order to measure compliance. If you want to change the machine group,
click on the machine group, and in the pop-up, select the correct machine

group.
2. Select the required template on the right-hand side and click on Run.

@ hitp://vem14/?IngRolelD=1 - VCM1T - VMware VCM Partal - Intemet Explorer
VMWare vRealize Configuration Manager | = collector: vemiT | * user: STUDY\Administrator, Admin, (UTC+5:30)
@ © | Iobs WyCollect [» Remote Command | @& | [H | 2 E BB Options
4 Machine Group:  All Machines Filter: 7 Define k=]

g Console ;"é Templates

i Compliance P Run ol add @ view Rule Groups [ Edit 3§ Delete . Compare Machines ©, View History

13 EH Active Directory Compliance
A KH Machine Group Compliance A | Column Grouping
W Eceptions Row Template Name

13 @ Rule Groups =

v 33 [ International Organization for Standardization 27001-27002 - Comprehensive ...
[ Center for Internet Security - AIX 5.3-6.1 Controls 34 [ International Organization for Standardization 27001-27002 - Windows 2003 D...
[ Center for Internet Security - AIX 7.1 Controls 35 [ International Organization for Standardization 27001-27002 - Windows 2003 M...
“; Center for Internet Security - Cent05 6 Controls 36 [z International Organization for Standardization 27001-27002 - Windows 2008 D...
@ Center for Internet Security - Cent05 7 Controls 37 [ International Organization for Standardization 27001-27002 - Windows 2008 M...
[ ity - HP-1
,é Center for Intemet Secur!ty HP-Ucoprls v 38 [ International Organization for Standardization 27001-27002 - Windows 2008 R...
@ Center for Internet Security - RHEL 5 Controls > i s — .
e R T ) 39 [z International Organization for Standardization 27001-27002 - Windows 2008 R...

< > 40 ‘ré International Organization for Standardization 27001-27002 - Windows 7 Cont...

£ Active Directory 41 L[g International Organization for Standardization 27001-27002 - Windows Vista ...

" Reports 42 Q International Organization for Standardization 27001-27002 - Windows XP Con...

% Patching 43 @ MyCompany_Windows_Compliance

Q Administration aa 73 Dauman # Fard Tnduckry NGE 21 _ ATV § 2.6 1 Cantrale

L6
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3. Depending upon the organization's policies, decide to enforce or not enforce
compliance.

Note that not all rules are enforceable; also, we can create issues, such as
breaking a working application. For example, if the print spooler service is
required to be disabled, and when we enforce the compliance, we disable
the service, this will create an issue in the printer farm as it will stop
functioning. So it's better that we first learn what is noncompliant, then
make necessary exceptions, and then enforce it from VCM or ask the
respective server owners to take necessary action.

4. In a few minutes, depending on how many machines you have in the machine
group to check, the compliance run will finish. Click on Close.

= http:f/vem1t/?IngTemplateSetlD=279&IngEnforce=0...| = =] -

__r—a Compliance Running
P 4

Your compliance run completed successfully. Please navigate to the
International Organization for Standardization 27001-27002 -
Windows 2008 R2 Mbr Server Controls template to view results.

Close
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5. The compliance status can be viewed by navigating to the template on the left-
hand side and selecting the correct machine group from the top.

In our case, our support team needs to work a lot as we are noncompliant.

a2 http://vcm1t/?IngRolelD=1 - VCM1T - VMware VCM Portal - Internet Explorer

VIMWare vRealize Configuration Manager | T Collector: VCM1T | # User: STUDY\Administrator, Admin, (UTC+5:30)
& © | ¥ lobs WycCollect [P Remote Command | & | [E i O o Options

W Machine Group: Al Machines Filter: 7 Define 8

f- Console [ Wiewdataorid | [ Export | [ Frint |

& Compliance Overall Machine Compliance Status
| International Organization for Standardization 27001-27002 - Compreh

International Organization for Standardization 27001-27002 - Windows

International Organization for Standardization 27001-27002 - Windows Status # of Machines
International Organization for Standardization 27001-27002 - Windows B cCompliant Machines (100% of rules passed) 0
International Organization for Standardization 27001-27002 - Windows = . e Failed
= . — N Mon-Compliant Machines il
International Organization for Standardization 27001-27002 - Windows (At least one rule failed) 1
International Organization for Standardization 27001-27002 - Windows # of Compliant and Non-Compliant Conditions By Asset Classification vs. Severity
International Organization for Standardization 27001-27002 - Windows
International Organization for Standardization 27001-27002 - WindowsV Rule Severity
Critical ‘ Important ‘ Moderate | Low

< > 5

MyCompany_Windows_Compliance |

How it works...

When we ask VCM to check compliance, it first applies the filters available in the rule
groups and then, only the machines that pass those filters are considered.

The compliance checks are performed on the data collected by VCM and available in the

database, unlike some other tools, which performs the checks at the client end and the client

submits the data. The process followed by VCM is better as this can be performed on

servers that are offline at that point in time, and when we check the result, we get the value

because of which a machine is noncompliant for a rule.
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Again, this has some issues: firstly, we need to make sure our VCM is clean; by that, I mean
that when a machine is decommissioned, it is purged from VCM; else, we will have the
details of the machines that are not present in the infrastructure and that could play with
our final compliance score.

The second issue is that it does not give us live details as it works on data that is in its
database; again, this can give us some false positives.

To encounter this issue, we can schedule a compliance check after a full data collection for
that machine group; in this way, we will not have stale data to process.

Once the compliance has been checked and if we have selected to enforce compliance, it will
create jobs to enforce them and will start executing on the managed machines; for example,
if we have rules to check the status of a service and we expect certain services in the
running state, then VCM will start those services.

Exporting compliance rules

I don't know about you, but I am a lazy admin-I like to do things once and use them as
many times as I can. Creating a complete compliance configuration is a huge task and can
take up to months; now consider you have another VCM deployed and you want to
recreate all the rules, rule groups, and templates again. Nobody will approve few months of
rework and you won't enjoy the repeated work either.

This is where VMware's Export Import tool bundled with VCM comes in handy. You can
export all your settings in a single XML file and then import as many VCM deployments as
you want, and once they have been imported, you can modify them if required as well.

In this and the next recipe, we will have a look at those two things. First, we will export the
configurations in an XML file and then import them again.
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Getting ready

To start with the recipe, we need a completely functional VCM, and all the required rule
groups with filters, rules, and templates should be ready before we start.

How to do it...

To work on the recipe, you don't need to log in to the VCM console, but you need to launch
the Import Export utility from the VCM server's desktop. Follow these steps:

1. Once the Import Export tool has been launched, click on Connect to source.

File Settings Help
Source ]Target ] Merged ]

Connect to Source

Check an item below to see it in the tree to the
right and include it for Export.

2. Select the database server and click on connect. Select the VCM database and

click on OK.
Connect to Data Store -
SGL Server
Server: |vcn11t j
Connect
Database: |E-II j
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3. As we want to export the compliance template (this will include all the rule
groups, filters, and rules), click on Compliance Template; the tool will show the
available compliance templates on the right-hand side.

4. Accept the dependency alert-we need proper documentation if we modify or
create new filter sets in order to recreate them on the new environment where we
will import this template again.

Import/Export E
File Settings Help
Source lTarget] Merged I

Change Source Compliance Template

Check an item below to see it in the tree to the
right and include it for Export.

[] Asset Extension Data: Software ~
[] Collection Fitter Set

.- [] Collection Filter
] Collection Fitter Set Group
[] Compliance Exception Dependency Alert! .
Compliance Template

[ [ Compliance Rule Group
[] Configuration Parameter
[] Custom Information Type
[] Dashboard
[] Function

T Manbinn e

Reload Source >

Server:  |vemlt
Name: |VCM
Version: |5.8.1.68

L Please manually review any Collection Filter Sets and Cellection Filters
W' associated with these Compliance Templates

Database

Ready LOCAL
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5. Select the compliance template you have created and want to export and then go
to File | Save Source Document.

Import/Export .
File | Settings Help

Save Source Document

Import

Intemational Organization for Standardization 27001-27002 - Windows 2008 DC Controls : Thist
Intemational Organization for Standardization 27001-27002 - Windows 2008 Mbr Server Controle

Exit
TIQT 2N INEILAE TL10T EXPOM [m.E Intemational Organization for Standardization 27001-27002 - Windows 2008 R2 DC Controls : T
- Intemational Organization for Standardization 27001-27002 - Windows 2008 R2 Mbr Server Corr
] Asset Extension Data: Scftware ~ Intemational Organization for Standardization 27001-27002 - Windows 7 Cortrols : This template:

[ Collection Filter Set

*.[] Collection Fitter
[ Collection Fitter Set Group
[ Compliance Exception
Compliance Template
-[J Compliance Rule Group
] Corfiguration Parameter
[] Custom Information Type

Intemational Organization for Standardization 27001-27002 - Windows Vista Controls : This temp|
Intemational Organization for Standardization 27001-27002 - Windows XP Controls : This templa:
MyCompany_Virtualization_Compliance
MyCompany_Windows_Compliance : This Template all the rule groups for MyComps
Payment Card Industry DS5 3.1 - AlX 5.3-6.1 Cortrols : This template contains "Payment Card I
Payment Card Industry DSS 3.1 - AlX 7.1 Controls : This template contains “Payment Card Indus
Payment Card Industry DSS 3.7 - CentOS & Cortrols : This template contains "Payment Card Ind
Payment Card Industry DSS 3.1 - HP-UX Controls - This template contains "Payment Card Indusi

] Dashboard Payment Card Industry DSS 3.7 - OEL & Controls : This template contains “Payment Card Industi
E f“:"?i”‘ - " Payment Card Industry DSS 3.7 - RHEL 5 Controls : This template cortains "Payment Card Indu:
T Payment Card Industry DS5 3.7 - RHEL 6 Cortrols : This template contains "Payment Card Indu;
Reload Source >> Payment Card Industry DSS 3.1 - SLES 11 Controls : This template contains "Payment Card Indy
Databose Fayment Card Industry DSS 3.1 - Solaris 10 Cortrols : This template cortains "Payment Card Ind
Payment Card Industry DSS 3.1 - Solaris 11 Controls : This template contains “Payment Card Ind
Server: |vemlit WMware vCenter Configuration Manager Hardening - Cliert
Nome  VCM VMware vCenter Configuration Manager Hardening - Host - This template contains the nule groug =
VMware vCenter Configuration Manager Hardening - SQL Server 2008 R2 : This template conta
Version: |58.168 XXX Baselines Linue Servers : This template includes all the nule Groups for Linwx Servers
v
< m >
Ready LOCAL

6. In the next step, use the arrow buttons to move the templates you want to export,
and then click on OK.

Select Items to Save .
Available for Save: Chosen for Save:
- Intemiational Crganization for Standardization 27001 ~ [=- Compliance Template
Intemational Organization for Standardization 27001 B8 IyCompany_Windows_Compliance : This Template includ

- Intemiational Crganization for Standardization 27001

.. Intemational Organization for Standardization 27001
Intemiational Crganization for Standardization 27001

- Intemiational Crganization for Standardization 27001 $55
Intemiational Organization for Standardization 27001

- Intemational Organization for Standardization 27001
Intemational Organization for Standardization 27001

- Intemiational Crganization for Standardization 27001

- Intemational Organization for Standardization 27001
Intemiational Crganization for Standardization 27001

- Intemiational Crganization for Standardization 27001 <
Intemiational Organization for Standardization 27001

- Intemiational Crganization for Standardization 27001 <<
Intemational Organization for Standardization 27001

- Intemiational Crganization for Standardization 27001

- Intemigtional Crganization for Standardization 27001 <<
Intemiational Crganization for Standardization 27001

- MyCompany_Vitualization_Compliance
Payment Card Industry DSS 2.7 - AIX 5.3-6.1 Contrc

. Pavment Card Industre NS5 31 - AIX 7 1 Controls -
< ] > < n >

Cancel

v

Save Template Only [~

[258]



Compliance Management

7. Enter a comment under Save Options.

Comments:
Export of my company VCM Compliance Telnplate for Windows

8. Provide a descriptive name and click on OK.

T |j » This PC » Desktop » v (‘_’,| | Search Desktop

Organize Mew folder

| Mame Date modified

18 This PC _
[l Deskiop _| . SSRSEncryption Key 11/15/2015 2:52 P
E Documents
j Downloads
_ﬁ Music
_ﬁl Pictures

Bhoaao oo

~[<] m

File name: | MyCompany_Compliance_Tempalate_Windows_v01

Save as type: | XML Documents

(= Hide Folders

[259]




Compliance Management

9. Click on OK to complete the save.

10. Now, we are done with the export and are ready to share our hard work with the
world.

How it works...

The data is exported in XML format, which can be used with the same utility again in any
other environment to recreate the compliance details, which could have taken a few months
to recreate.

Compliance reports

It does not matter how compliant you are unless you can give a full report showing all the
details of the infrastructure. VCM does not let you down here as well: there are 15 default
reports available to be exported. We will look how we can do that in this recipe.

Getting ready

We will need a fully deployed VCM server, and we should have finished checking the
compliance of the infrastructure so that we can look at the options to get the reports.

Note that if we have not run the compliance run, we cannot see the
0 reports-quite obvious, but we do miss this.

How to do it...
To get the reports out of VCM, follow these steps:

1. Log in to the VCM console and go to Reports | Machine Group Reports |
Compliance.
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2. Select the required report; use this list to understand what can be seen in the

report:
Sr. |Name Description
no.
1 Compliance badge mapping Displays the compliance badge mapping result by
result by object object in detail
2 Compliance badge mapping Displays the compliance badge mapping result by
result by template template in detail
3 Compliance badge rollup detail | Displays the compliance badge rollup in detail
4 Compliance badge rollup Displays the compliance badge rollup summary
summary
5 Compliance change history Compliance change history for a series of
compliance runs
6 Compliance machine group Displays compliance summary broken down by
summary machine group
7 Compliance results detail by Displays results of compliance run grouped by
machine machine and includes rule description
8 Compliance results detail by rule |Displays results of compliance run grouped by rule
name and includes rule description
9 Compliance results details Compliance results details by compliance template
10 Compliance results machine Displays results of compliance run grouped by
group details machine groups
11 Compliance results summary Compliance results summary by compliance
template
12 Compliance results summary for [ Compliance results summary for rules by
rules compliance template for asset classification and rule
severity
13 Compliance results trends Compliance results trends for selected templates
14 | Compliance rule details by rule | Shows existing compliance rule details and the rule
group groups that contain them
15 Compliance template listing Compliance template listing by template with rule

group details
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3. Once the report is selected, click on Run in the top menu. This will launch a

wizard for you to follow.

Note that you have to make sure you have selected the correct machine
group from the top; if you have never run a compliance check against that
machine group, there won't be any options in the dropdown for the next

window.

[< ] | @ Jobs Wy Collect [ Remote Command | & | @ | @ 3

[ [& | [¥] options

4l Machine Group: All Machines

Filter: ¢
i Console 5 compliance
H Compliance [ Run ofs Add 8 Clone & Export ofs Add Folder [
Active Directory
< Column Grouping
¥ Reports . e .
b 07} Active Directory Reports Row Name
v [} Machine Group Reports ~la Compliance Badge Rollup Summary
[5) Change Management 5 Compliance Change History
lﬁ [} Compliance Machine Group Summary
3 ik; Enterprise Applications 7 Compliance Results Detail by Machine
(= o
le_: Service Desk 8 Compliance Results Detail by Rule
L;f Software Provisioning 9 Compliance Results Details
[T = . Z
g S o . 10 Compliance Results Machine Group Details
I07) wCM Deployment and Administration i c i REsalie s
b [ vCM Patching ompl !ance esults Summary
'fr_'; Virtual Environments 12 Compliance Results Summary for Rules
» 5 windows V|13 Compliance Results Trends
é??atchmg z 14 Compliance Rule Details By Rule Group
15 Compliance Template Listing
&% Administration <

4. Select the options (they will differ for each selected report); the dropdown
options will vary depending upon which template you have used to check the

compliance.
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5. The rest you can choose depending upon your requirement; once all the required
options have been selected, click on View Report.

2 tie/fvem 1t/ FingRep

Copy link to dipboard

[= 5 x]

-

Ternplats for 27001-17002 - Wirsdows 3008 BT Mbr Sarver Controls W Run Host Recent Run v
Machune Filter Macher Al Machines ]
Ruile Groups ~| Comphance Status | Al Statuses >
] i i [ignore tcegtons -
- Ruile Severity Al Severitees

6. The report will be displayed, and it can be exported to various formats, such as
XML, CSV, PDF, and MHTML.

1= hitp://vem1i/ZingReportld 1000000827 &ReportName-= Cor

.. o -Il“ -.‘.“_. ‘w ,..".:.

Tomplote [nten for s 27001-27007 - Wirdows 2008 R? Mbr Scrver Contrals %] Run [Hent Recent Bun W] A
Machine Filter = Machine | All Machines e
Rude Groups ['all rude Grovps ~ Comghionce Status [ All Statuzes |
Overall Compliance Status | All Statuses | Exception [1anare Exceptions |
Rudes Al Rules ! Rule Severty | &l Sevenbies W)
Machine Classification | All Classifications |
o4 1 |ofzo b M
| Find | meet

MHTHL {web archive] veenter Classification: ot Classhiad Overall Status: Mon-Lomplisnt
= A
e — Rule Group: Best Practices - 150 2700127002 Windows 2008 R2 Mbe  Machine Group: All Machines
Server
TIFF e Rule Name: * 10.4.1 Approved Do Virus Scan Frogram (Dat File Rule Seversty: Critical
word Version)
Rule Type: Static Model Machine: NfA
Description: This rule needs user interaction. The rule should be modified to be » dynamic rule pointed at a ‘gobd’ build or to
manually mepect the reg key and dat hle version, If the antivwus program sgnature file m not deted mithen the
past 14 days, then, this is a finding.
ELlement:
Property: path_name = HKEY_LOCAL_MAC ATVDAS Cemp
Enganaid.0.xx
Status: Mon-Comphiant Lnforceable, status:
Expeted Valow Opmator Vahsw Foumd
Muse eviat Uninawn - e data eollected
Rule Name: * 10.4.1 Appraved DoD Virus Scan Program (Engine Rule Severity: Critical
Version)
Rule Type: Sttic Madel Machine: NjA iy
Deseription: This ruln needs s mbeeaction. The rule thould ba mobised 1o be 2 dyname ruls eleng b 2 ‘gold” madhine
-y =B " 12083
= |—‘IUM“ B e
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How it works...

VCM uses SSRS for its reporting functionality. When we click on the Run button, in order to
display the report, VCM launches another Internet Explorer window, which takes us to
SSRS. Then, the report asks us for options, such as the compliance template, the machines,
and severity (they vary per report), and then goes to the VCM database and fetches the
data. The data is presented in a nice report on the screen or can be exported to the formats
shown in the previous screenshot.

Creating compliance exceptions

As you know, every rule has an exception, and this is applicable to compliance as well. You
create a rule for disabling the print spooler service on all servers, and then you have print
servers that need this service running. Now, we can't disable this service if we know this is
a known and accepted deviation, and we don't want our compliance score to get a hit
because of this. What we can do is add an exception so that this will not create issues when
checking compliance.

Getting ready

Our organization has a policy to disable unwanted services on servers, and the print
spooler is considered an unwanted service, so it must be disabled on all the servers. Of
course, the exceptions are the print servers. We will create an exception for the print server
machine group to be excused from this mandate.

We will need the required rules created in VCM along with a machine group that includes
all the print servers.
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How to do it...

Let's create an exception for our print servers by following these steps:

1. Login to VCM and go to Compliance | Machine Group
Compliance | Exceptions.

2. Click on Add.

@ & | @ lobs WyCollect [» Remote Command | & | & |

@ | E I§ @thions
w4 Machine Group: All Machines

i Cconsole [# Exceptions

i= Compliance dlAdd [# Edit & Clone J€ Delete

3 I_{H Active Directory Compliance

hd _T{H Machine Group Compliance Column Grouping
[E3E cceptions
‘ h_.-% Row Name Short De
= Rl Mo data is available at this time.
4 @ Templates

10 Provide a descriptive name and description, and click on Next.

=1 Compliance Exception -- Webpage Dialog -]

Name & Description
:{H Enter a name and description for this Exception.

Name:
| PrintSpooler_Service_PrintServerFarm ‘
Short Description:

Description:

This exception for Print Spooler service for the
Print Server Farm

Sponsor:
Printer Admin Team| x ‘C]
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Ki Select the template for which you want this machine group to be excluded.

K. In this case, we are selecting the one created by our organization rules; click on
Next.

21 Compliance Exception -- Webpage Dialog -
Templates
ﬁ Select the iance Templates that this jon applies to.
|MyCompany_Windows_cumpliance ﬂ
S ) (ema ] [oone

t. Select the machine group created for this exception—in our case, it is named Print
Servers — and click on Next.

2 Compliance Exception -- Webpage Dialog -1

Machine Groups
1'3' Select the Machine Groups that thes Excention agphes 1o,

= gyl Machines

AR Auto-created

¥ Al UNIX Machines

¥ kAl WM Guest Machines
gyl WM Guest UNIX Machines
<4l VM Guest Windows Machines

b il VM Hest Machines

b Al Windows Machines
£EVCM-CookBook-MWO1
ghywindows-MWo1
W orkroup-Senvers

Selected Group: Print Servers

Hedp Cancol | [ cpacsk | [ Hems |
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A. Select Override non-compliant results to compliant.

W. Ireally don't know why there is another option, but there must be a use case that
I am not aware of.

2] Compliance Exception -- Webpage Dialog -

Override Options and Expiration Date
ﬁ Define the override behavior and expiration for this Exception.

This exception will:
@® override non-compliant results to compliant
) Override compliant results to non-compliant

Set the expiration date for this Exception:
) No Expiration
_) Expire On:

Cancel ] [ = Back ] [ Next =

N. We want this exception only for our rule for the print spooler server, called
Service_Print_Spooler, so selected that rule. Depending upon your requirement,
you can have an exception for a complete rule group as well. But an exception to
a single rule is sufficient in our case.

[267]



Compliance Management

hy.Click on Finish.
21 Compliance Exception -- Webpage Dialog -
Create Exception Rule(s)

ﬁ Create one or more rules for this Exception.

Add one or more rules for this exception definition:
Rule ﬂ |= ﬂ |Sen.rice_F’rint_Spooler * |E]
[ add | [ Reset

Gl ] ook )

1. You can enable/disable this exception as required.

[ - >
£% Compliance thadd (7 Edit 8 Clone J{ Delete @ Enable/Disable

b _‘T,E Active Directory Compliance

 [{d Machine Group Compliance Column Grouping

=8 ceptiond 5
ey Row Name Short Description
b 'E_E Rule Groups

» !@ Templates
¥ [H 5cAP Compliance
» [ virtual Environment Compliance

1 @ PrintSpooler_Service
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How it works...

Exceptions are considered when we perform a compliance check, and a final score is
calculated. By creating an exception, we make sure that we don't get a bad score because we
need to have some things noncompliant. Also, this helps when we enforce compliance. Like
in the earlier case, if we enforce that the service status should be disabled, then VCM will
disable the print spooler service on all servers including the print servers, and that will
affect productivity.

So, creating a compliance exception is a win-win situation for both the teams-the security
team has a nice compliant environment and the printer admin team has a working print
farm.
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In this chapter, we will cover the following recipes:

¢ Upgrading VCM from a previous version — in place

e Upgrading VCM from a previous version — parallel

e Migrating VCM from another domain

e Applying a new license key

e Upgrading VCM agents

¢ Changing service account passwords

e Managing users

¢ Decommissioning VMs — manual VM purge

¢ Decommissioning VMs — scheduled VM record purge

Introduction

After installation and configuration, another extremely important aspect we need to look at
is the lifecycle management of VCM. VMware will keep on improving VCM, and to have
those improvements implemented, we also need to invest our time to maintain the
infrastructure we have built.

This is not just limited to VMware updates and upgrades but also to our own infrastructure
changes; for example, relocating a datacenter might need us to change IP or we might have
decided to change our Active Directory domain and we need to migrate our management
servers to the newly created domain. All this falls under maintenance, and we will have a
look what we can do for VCM.
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Apart from this, we are managing our infrastructure, and it has its own lifecycle to manage;
for example, once the server is decommissioned, we need to remove it from VCM, and after
upgrading VCM, we need to upgrade VCM agents on the managed servers.

To manage VCM, we will have a support team; everyone does not need to have admin
access on the server. In order to adhere to the security principle of least privilege, we need
to create some groups and give them proper access to VCM.

We will have a look at those points in this chapter to make sure we have a maintained VCM
infrastructure so that it can manage our infrastructure better.

Upgrading VCM from a previous version — in
place

In this recipe, we will upgrade VCM in place, meaning we will do a regular upgrade
without changing the OS underneath. If you want to change the OS underneath, have a look
at the following recipe.

Getting ready

To start with this activity, you must have all the user accounts in place, and they must have
permissions as described in the Service accounts subsection under the Understanding the
requirements of VCM recipe in Chapter 1, Installing VCM. You must have a user apart from
the service account, which may be your own account, with admin privilege on the VCM
Collector server.

If you are using a physical server, then take a backup of the server with the tool you are
using in your infrastructure; otherwise, if that Collector server is a virtual machine, take a
snapshot of the VM.

Take a backup of the databases (Excel VCM_Raw) so that if something goes wrong, you can
get back to where you were before the upgrade. If you don't know how, you can get help
from your SQL admin to take a backup of the databases.

You must have access to https://my.vmware.com to download the latest VCM
installation ISO files.
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How to do it...

In the following example, we will perform an in-place upgrade of a two-tier VCM
deployment:

Note that you should not use a VCM service account to upgrade VCM.
Use any domain account that is an admin on the VCM server. You can use
your own account to log in to the VCM Collector server if you have those
privileges; if not, assign them to your account for the time being.

Mount the ISO downloaded from the Internet on your VCM Collector VM.
Log in to the Collector OS with a [user right/role].

Open an Explorer window and navigate to the CD-ROM drive just mounted.
Right-click on setup.exe and select Run as Administrator.

SN

Select Upgrade and click on Next:

Installation Manager

Introduction

‘Welcome to the Installation Manager

vmware

Select the desired maintenance operation below.

Introduction and To proceed, click Next,

License Agreement

" Repait
Prepare System For
Installation

" Remove
Select and Configure
Components ko Activate

& Upgrade

Component Ackion

T | -
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6. Accept the license agreement, and click on Next.
7. Confirm the components to be upgraded, and click on Next:

I Installation Manager I

Select Installation Type

Select the installation you would like to perform

vmware
Select the components to install on the Windows machine. For a split installation, select anly
Introduction and License the required components. Please refer to the documentation for details,
Agreement

= EVMwarE wenter Configuration Manager {cannot change sub-nodes)

e SrEiET []vcM Web Console fupgrading)

Installation [+ |wcm Collectar Companents (upgrading)
= ETﬂn\s {cannot change sub-nodes)
[ | ImportExport: Utility fupgrading)
[+ |Foundation Checker {upgrading)
Select and Configure [ |¥tware YCM Package Manager For Windows (upgrading)
Components ko Activate [ |wrware vCM Package Studio {upgrading)

Component Ackion

< Back ‘ \ Mext = ‘ I Cancel

8. Wait until the checks are completed and click on Next once they are successful; if
not, check what needs a fix, resolve any issues, and then perform a recheck.

Note that while performing the upgrade, the details asked in the wizard
should be automatically filled in. If not, fill in the appropriate details; if
you want to make any changes, then this is the time to make those
changes, such as changing service accounts.

9. If you want to change the Tomcat service account, provide the details; otherwise,
go with the default value and click on Next.

10. Enter the SQL reporting service details and credentials here, and click on
Validate; when validated, click on Next:
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11.
12.

13.

14.

15.

16.
17.

18.

I
Configure Components
‘ n11' A rare_ G specificinfe ion is required before instal, can proceed
Select the Microsoft SSRS 2008 instance for your reports. Optionally, specify credentials
to connect to thatinstance. If credentials are not spedified, Windows Integrated Security
> Introdoction and Licerse wil be used to vakidate connectivity and import reports,
WebService URL: | ttp: /fupgrade-vem-sal:50/ReportServer
- -
L ] Domain: study validate
et
Select and Configure
Componens Passwort
Activate
(EEIEEEENARE
‘Component Action
Help... | | < Badk “ Next > ] | Cancel

Enter the Collector service account (if required) and click on Next.

If not populated automatically, enter the default network authority account and
click on Next.

The certificates should be selected automatically already. If not, select your
certificates by clicking on Select, and once done, click on Next.

If not populated automatically, enter your remote virtual directory details and
click on Next.

If not populated automatically, enter your virtualization client plugin details and
click on Next.

If not populated automatically, enter the installation directory, and click on Next.
There is no option for you to change this path for the local packages cache
location; click on Next.

The option for the path for the software repository is preselected and can't be
changed; click on Next.
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19. Enter the Package Studio folder location and click on Next.
20. Confirm the details and click on Upgrade:

Installabon Manager il
Install Components

vmware

Ready to upgrade seiected component(s), Please review the summary below, then dick
Upgrade to proceed.

Installation Summary

VM Database Components wil be rstaled, I
veH de-vemsgl\Veh 5 '
o [imEStEnice Tomcat Service Account: studylvom_sve (pgrading) '
[rjstellatior 'VOM Web Console wil be installed

Virtual Directo JUPGRADE -VCM: 443 VCM/

(upgrading)
VM Collector C vl be instaled.

Remote Virtual Directoryitps: [[UPGRADE-VCM: %Mamtei’
Remote Virtual Directory € studywam_sve
ImportExport Utility wil be nstaled (upgrsding]

Foundation Checker il be installed (upgradng)
'vCenter VM ASM Inspector will be installed
VMware VCH Package Manager for Windows wil be instaled
VMware VCM Software Repository wil be nstaled
Respasitory Root:SoftwareRenasitory
B L S

PR R )

Seieck =nd G
¥ Conporonts to

w

Compenent Action

<peck || wpgate | [ cone

21. The process of upgrading all components can take half an hour or more.
22. Check whether the upgrade was successful by checking the version of VCM.

23. Once the installation is complete, log in to VCM and check the version; it
should be 5.8.2.160, as in the following screenshot, or the version you
downloaded from http://www.vmware.com/:

2} viiware VCM Support -- Webpage Dialog ; E

~Version Information

Suite Build Number : 5.8.2.160
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How it works...

We installed the latest version of VCM on the same server, using the old data collected for
our infrastructure.

Here are the upgrade options to upgrade the version:

e Upgrade directly from VCM 5.6 or later by running VCM 5.8.x Installation
Manager

e Upgrade VCM versions earlier than 5.6 to VCM 5.6 and then upgrade from VCM
5.6 to VCM 5.8.x

Earlier versions include VMware VCM 5.5.x, 5.4, 5.3, 5.2.1, EMC Ionix SCM 5.0 or later, or
Configuresoft ECM 4.11.1 or later.

Aftercare

After upgrading VCM, we need to upgrade the agents to the latest versions; have a look at
the Upgrading VCM agents recipes in this chapter to do that:

e There is a small bug with the agent upgrade to version 5.8.1 (resolved in 5.8.2)
from an older version; have a look at the Troubleshooting agent upgrade issues
recipe and the one after that in Chapter 9, Troubleshooting VCM for how to solve
it

¢ Once the upgrade is complete, roam through the VCM console to have a look at

whether all the servers that were managed earlier, such as vCenter, vCloud, and
VCNS, are visible

There's more...

If you have designated a managing agent in your infrastructure, then after an upgrade,
there is a chance that the trust between the managing agent and the VCM Collector will be
broken. To fix this issue, follow these steps:

Follow the steps of the Issue 1 — mutual authentication failure subsection of the Troubleshooting
agent communication issues recipe in Chapter 9, Troubleshooting VCM.
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To re-enable the server as a managing agent, we need VCM Collector to trust the server
again; for this, log in to VCM console and follow these steps:

1. Go to Administration| Certificate and select the managing agent server. Click on
Change Trust Status at the top.

2. In the wizard, select the managing agent machine and tick the Check to trust and
uncheck to untrust the selected machine option.

You should see a handshake sign in front of managing agent server.

Now, we need to re-enable the old managing agent to do its job again as was done in the
Configuring a managing agent machine for virtual environment management recipe in Chapter
2, Configuring VCM to Manage Your Infrastructure.

Upgrading VCM from a previous version —
parallel

If you want to upgrade not only VCM but also the OS underneath it, this is the recipe to
look at. VCM 5.8.2 now supports Windows Server 2012 R2, and it's a good chance to
perform an upgrade.

Getting ready

To start with this activity, you must have all the user accounts in place and they must have
permissions as described in the first chapter. You must have a user apart from the service
account, which may be your own account, with admin privileges on the VCM Collector
server to perform the installation.

If you are using a physical server, then take a backup of the server with the tool you are
using in your infrastructure; if that Collector server is a virtual machine, take a snapshot of
the VM.
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Take a backup of the databases so that if something goes wrong, you can get back to where
you were before the upgrade. If you are not aware, you can get help from your SQL admin
to take a backup of the databases.

You must have access to https://my.vmware.com to download the latest VCM
installation ISO files.

Deploy another server with the latest supported OS available with you, that is, Windows
Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2. Check the VCM
requirements in the Software requirements subsection under the Understanding the
requirements of VCM recipe in Chapter 1, Installing VCM.

How to do it...

In the following example, we will perform a parallel upgrade of a two-tier VCM
deployment.

This recipe splits into multiple sections.

Migrating the VCM certificate

First, we will export the VCM Enterprise certificate and then we will start installing VCM.
So, let's log in to the old VCM server and follow these steps to export the certificate:

1. Launch mmc . exe and add a snap-in for Certificates (Local Computer).
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2. Go to Trusted Root Certification Authority | Certificates; select VMWare VCM
Enterprise Certificate... and right-click on the certificate under All Tasks |
Export...:

COE

= &= RE = H

P Consolel - [Console Root\Certificates (Local Computer)|Trusted Root Certification Authorities\Certificates]
@ Fle  Acion View Favorites Window  Heb

c

[®
=
£
[E3]
=

(£

_ Console Root
] Gl Certificates (Local Computer)

| Personal

| Unirusted Certificates

| Third-Party Root Certification Author
_| Trusted People

| Certificate Enroliment Requests

| Smart Card Trusted Roots

| Trusted Devices

IssuedTo &

| tssued gy

CglEaltmore CyberTrust Root
-alClass 3 Publi Primary Certification Authority

plMicrosoft Root Certificate Authority
5IMNO LIABILITY ACCEPTED, (c)27 VeriSign, Inc.
) Thawts Temestamping CA
CplurPcRADE-VIM
alVerSign Class 3 Public Primary Certification Authority - 65
'."gl\‘N VCM Agent Certificate EBC 19573-389 1-470C-9EC 1-0DEDCE414555

M Enterprise Certificat

070-7B810994. ..

Ll wMsve.

AUPGRADE-VCM

EBaltimore CyberTrust Root
Class 3 Public Primary Certification A.,.

| Certificates a/Copyright () 1997 Microsoft Corp. Copyright (¢) 1997 Mcrosaft Corp.
) [ Trusted Root Certification Autharities | [=inygicert Assured TD Root CA DigiCert Assured ID Root CA
Certificates [alDigicert High Assurance EV Root CA DigiCert High Assurance EV Root CA
e f:;m;"‘;‘w seaton Autbaoes | CHMITCS0ft Authenticode(m) Root Autharity Micrasoft Authenticode(tm) Root Au..
e = IMicrossft Rioot Autherity Microsoft Root Autharity

Microsoft Root Certificate Authority
MO LIABILITY ACCEPTED, {(c)97 Veri...
Thawte Tmestamping CA
UPGRADE-YOM

Verimign Class 3 Public Primary Certifi....
Wiware VCM Agent Certificats EBCL..,
Whware VOM Enterprise Certificate 1.,

WSvc-UPGRADE-VCM

. This will launch the wizard; export the private key.

. For the file format, select Personal Information Exchange and do the following;:
1. Include all certificates in the certification path if possible.

2. Export all extended properties.

. Type and confirm the password; copy it to a safe place-we will need it later.

. Provide a name and path to save the file to, and you are done with the certificate
export.

. Follow the same process for the Collector certificate, under Personal | Certificate.

. Copy the certificates to the new VCM server and then import them to the
respective folders from where they were exported. Use the same password given
earlier while importing both the certificates.

Shut down the old VCM server after disabling and stopping VCM services on the
server.
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Migrating VCM to the new server

Once the certificate is available, we can start deploying a new VCM instance by following
these steps:

1. Log in to the newly created VCM server and mount the VCM installer ISO
downloaded from https://my.vmware.com/.

2. Navigate to the mounted ISO, right-click on setup.exe, and select Run as
Administrator.

Choose Advanced Installation.
Click on Next for the introduction page.
Click on Next for the patent information page.

ARSI

Read and accept the license agreement and select I am an authorized agent
and/or representative of the customer/end user and I have read the terms and
conditions stated above.

7. Under Select Installation Type, select the following:

¢ VMware vRealize Configuration Manager
e VCM Web Console

¢ VCM Collector Components
e Tools
e Import Export Utility
¢ Foundation Checker
e VMware VCM package manager for Windows

e VMware VCM package Studio

8. The installer will perform a prerequisite check and present the results on
successful checks. Click on Next; if there are failures, click on View Results,
remedy any errors and warnings, and perform a recheck.
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Do not proceed further until there are zero errors.

9. On the next page, enter the serial key.

10. On the Configure Components page, provide the hostname of the SQL server
that was used with the earlier VCM instance and VCM as the database name (if

you have named the VCM database with a different name, then provide that
name) and click on Validate:

Installation Manager
Configure Components
are: Component-specificinformation is required before instalation can procesd
Specify the product database for colacting data from machines in your enteroriss and
press the 'Vaiidate' button to vabdate your database selection.
L4 Database Server  [LPGRADE-VCM-5QL
Hame [vem Validate
o
Select and Configure
Components to
Activate
[TTITTTTETT J
Intall VCM Database validation successful.
Help... | « Back ‘ [ Next = l | Cancel

11. On the next page, provide the Tomcat service account and its password.
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12.

13.
14.

15.

16.

17.

18.

19.

20.

On the next page, provide the details in WebService URL (this is the path to the
SQL server-the same as the old VCM deployment). Provide the path to install the
web console. Check out the following screenshot for more details:

Select the Microsoft S5RS 2008 instance for your reports. Optionally; spedfy credentals
to connect to thatinstance. If credentials are not spedfied, Windows Integrated Seaurity
will be used to validate connectivity and impart reports,

WebService URL: |hltp:,.',.f.mu'.:de ~vem-sq):30ReporiServer |

Dompi: [sTor Validate
User llame: VCM_SWC

Password: | --------

[ <k [ new> |[ comel |

Provide a URL to the application; the default is fine.

We can provide an SMTP address; the default is the Collector server's. If you
don't know it right now, this can be configured in the VCM console later.
Provide the path for installing the Collector component and accept the SSL3
warning.

Provide the path to store staging data; this is the path where data is temporarily
stored before adding it to the database.

Provide the details of the Collector service account; this account will be given
rights to log in as a service; accept the prompt.

Provide details of the network authority account; we can add as many accounts
as we want later. We need at least one for the time being. More details about this

account can be found under the Service accounts section in Chapter 1, Installing
VCM.

The next page is for the certificate; here, we need to reuse the certificate exported
from the old VCM server.

Click on Select and provide the Collector and Enterprise certificates:
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Select Collector Certificate
d To [Details) | Issued By Valid A... |
HN:I- {CI Colechor Centiicale 1F33. re WM Callector Cert. [ CN=Mwere VEM Enlerpiise Ce. [ 27-02-2016 | 25
WS yc-UPGRADE VCM PAR CN=wMSve-UPGRADE VTM-P. CN=3WMSwe-UPGRADE-YIM-F, 2702206 2402-2026

21. Provide details about Virtual Directory and the credentials to access it.
22. Provide the credentials for the Virtualization Client plugin.

23. On the next page, provide the path to install the package manager components
to.

24. On the next page, provide the path to the local package cache.

25. On the next page, provide the path for the software repository and local cache.
26. Provide a Virtual Directory name.

27. Provide the path for the Package Studio components.

28. Finally, you will reach the summary page. Check the options and click on Install:

Installation Manager
Install Components

vmware

The praduct is now ready to be instaled, Please review the summary of instalistion settings
below, then dick Instal to proceed.

Installation Summary

|WCH Database Components wil be nstaled. P’
|VICH Database: UPGRADE-VOM-SQLYCM
& T |Tomcat Service Accounts STUDY\/CM_SVC
|VOH Web Console will be ins ul:d
\I'I‘“lal Directory: himp: /L VM-

Cﬂll!dnr Service Account: STUDYWCM _SVC
. |Default khnzrkAnHmrllf FLIDY\-’C" SVC
o . - |Collector Certi
|VMware vCM Colector cemfv_ate IF IS8 IFA-SFEESE52-A070-TBR 108948353
|Enterprise Certificate:
|VMware VCM Enterprise Certficate 1F3982FA-6F6E-E32-A070-78B5 109948358
|Remaote Virtual Directoryhitn: [JUPGRADE -VCM-PAR NCMRemote/
Install vCM |Remate Virtual Directory Credentials: STUDYWCM_SVC
|ImpartExport Utility wil be nstaled -

([T ]

bep... | [ <pox ][ poti | [ coce
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29. Once VCM is installed successfully, log in to the console with the account you
used to install VCM. Check whether all the managed machines are available and
all the virtual infrastructure elements you configured are present.

30. Also check the version-it should be 5.8.2.160, as in the following screenshot:

2} VMware VCM Support -- Webpage Dialog x|

—Version Information

Suite Build Number : 5.8.2.160

31. Perform a collection of any managed VMs available on the console.

How it works...

We went to the latest Windows OS and then migrated the VCM installation to give us the
edge, that is, if you are on an older version of the OS that is not supported by Microsoft or
not supported as a base OS for VCM, then you can migrate retaining all the old data. You
can perform a hardware refresh if your old server was on a physical server.

When we perform a parallel upgrade, we migrate from the old operating system but still
using the old database. As we keep the old database, all the data collected is retained after
the upgrade. We have all the agents and all the already configured vCenter servers. This
helps in keeping our old configuration with the latest build of VCM and the latest
supported base OS.
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Selecting the right certificate is the key to success here. As you know, the certificate is used
by agents when we install them. If we regenerate or use the wrong certificate, the agent-
server communication will break and we will be forced to install a new agent with the latest
certificate from the server.

Aftercare

Refer to the corresponding section of the previous recipe for aftercare instructions.

There's more...

Refer to the corresponding section of the previous recipe. The same steps need to be
followed.

Migrating VCM from another domain

There are scenarios in which we need to migrate from one domain to another and can't
afford to lose all the historical data of our managed machines. In this recipe, we will look at
how to migrate the VCM server from an old domain to a new domain.

Getting ready

Make sure that the network and DNS (forward and reverse) is correct for the VCM
Collector server. Add the VCM Collector to the new domain and create or identify the
domain account that you want to use, as described in Service accounts subsection under the
Understanding the requirements of VCM recipe in Chapter 1, Installing VCM.
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How to do it...

To change VCM service accounts to run under a different domain account, follow these
steps:

1. On the VCM database server, run the following SQL update queries against the
core VCM database. Make the appropriate name substitutions:

DECLARE @collector_service_account NVARCHAR (128)
SET @collector_service_account = N'domain-namelaccount—-name'

DECLARE @collector_config_id INT
SELECT @collector_config_id = c.configuration_id
FROM dbo.ecm_sysdat_configuration_values c
WHERE c.configuration_name = 'collector_service_account'

EXEC dbo.ecm_sp_configuration_values_update
@configuration_id = @collector_config_id,
@configuration_value = (@collector_service_account

EXEC dbo.ecm_sp_security_collector_service_account_setup
@collector_service_account = (@collector_service_account

2. Select and stop the following services:

¢ VCM Collector
e VCM Database Service
¢ VCM Patch Management

Right-click on each service, select Properties, and select the Log On tab.
Change the account credentials to the new account, and click on OK.
Go to Start | Administrative Tools | Component Services.

ISANES LN

On the left, go to Console Root | Component Services | Computers | My
Computer | DCOM Config | LicenseDcom.

Right-click, select Properties, and select the Identity tab.

* N

Select This user, enter the new domain account credentials, and click on OK.
9. From Start | Administrative Tools | Services, restart the services you stopped.
10. Go to Start | Administrative Tools | Server Manager.

11. On the left, navigate to Server Manager (hostname) | Configuration | Local
Users and Groups.
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12. Double-click on Groups.

13. Select vCM_LDP_GROUP, right-click, and select Properties.

14. Remove the old account and add the new one.

15. Navigate to Server Manager (hostname) | Configuration | Services, double-click
on Groups, select CSI_COMM_PROXY_SVC, and repeat the process for replacing
the account.

Note that if you run the Repair option of the VCM installer, account
changes revert to what you specified during installation.

Note that if you run the VCM installer to upgrade to a newer version of
VCM, account changes default to what you specified during the older
installation. Enter the account changes that you want during the upgrade
process.

16. Add the new domain to the network authority in VCM.
17. Add any new users required for the new domain.

How it works...

VCM runs its services under accounts that you specify during installation. After installing
VCM, the conditions at your site might require that you change from running under the
initial domain account to a different domain account.

This procedure also applies when you need to change from running under a built-in
Windows account to a domain account. To change from domain accounts to built-in
accounts, refer to the next recipe, where we provide new credentials to run services in the
new domain and retain historical data in VCM.
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Applying a new license key

You might have had a temporary license key when you installed VCM or the infrastructure
might have grown more than you expected and you now need to provide new licenses to
manage the infrastructure. This is where you need to provide new keys, and entering a new
serial key is not a straightforward console option; there is a command-line utility called
jlicense.cmd available to do this.

Getting ready

Get the new key to be used. You must have VCM admin access on the VCM console.

How to do it...
Log in to the VCM server with VCM admin privileges, and follow these steps:

1. Launch CMD with administrative privileges and go to X: \Program Files
(x86) \VMware\VCM\Tools (X is the drive where VCM is installed).

2. Run jlicense.cmd -k xXXxxx—-xXXXx-xxxxxX-xxxxx—-xxxxx (thisis the new
key you want to add to VCM), as shown in the following screenshot:

[z+] Administrator: Command Prompt =] 3
Unlimited 61514
vGenter Operations Manager Suite Server
B
vlenter Operations Manager Suite Workstation
a

E:\Program Files (xB6>\UMware\UCH-\Tools>jlicense.cmd -k BB220-J%343-K8A50-B1520-
14TJ8

E:“Program Files (xB6>\UMware\UCH~Tools2>
Ualidation Succeeded

License Information: UMware vCenter Configuration Managepr
Edition Count
i 8

uCloud Enterp: Buite
14 BA220-J9343-K8A5A-A1528-1KTJ8

Running the Install

License key applied Successfully
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How it works...

It will append to the already available capacity of VCM, that is, the number of machines we
can manage and the expiration date of the key.

Using the jlicense.cmd utility, you can:

Update a single license key for servers

Update a single license key for workstations

Enter two keys for servers and workstations

Enter a single license key for servers or workstations or enter two license keys for
both servers and workstations

Here's how to use the JLicense tool:

¢ To display the JLicense help information, run this command: jlicense -h
¢ To evaluate the license key but not to install it, run this command:

jlicense —n -k XXXXX—XXXXX—XXXXX—XXXXX—XXXXX
Here, xxxxx-xxxxx-xxxxx-xxxxx-xxxxx is the license key
¢ To change a license, run this command:
jlicense -k XXXXX—XXXXX—XXXXX—XXXXX—XXXXX

Here, xxxxx-xxxxX-Xxxxx-XXxxx—-xxxxX is the license key

Upgrading VCM agents

After an upgrade of the VCM server, you need to upgrade the VCM agent. This recipe deals
with the Windows and Linux VCM agent upgrades from their previous versions.

Getting ready

You must have some old agents to be upgraded to the latest version and they should be
communicating with VCM server.
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How to do it...

There are two ways to upgrade the agent in the case of Windows. From the console, you can
choose Upgrade as an option, or you can choose Install and in the wizard choose Remove
Current Agent from the machine. Both the processes do the same thing—upgrading the
agent to the latest build-but Install with Remove Current version takes more time. Both the
options retain all the old collected data.

We will use the Upgrade method in this recipe.

Windows
This is the way to do it in Windows:

1. Log in to VCM with administrative privileges.

2. Navigate to Administration | Machines Manager | Licensed Machines
| Licensed Windows Machines.

3. Right-click on the machine and select Upgrade Agent:

Iy Licensed Windows Machines

s Add Machines [# Edit Machine [ Upgrade OpenSSL [ Unlicense (| Install (# T 12 Change Protecol A& % Ty B B @ ¢

Column Grouping

Row Type Machine Name Host Name Connection String Domain
1 = ] 1 2012 R2 test-win TEST-WIN study.local
g Aee 2008 R sk Add Machines

& Edit Machine

® Upgrade OpenSsL
4 unlicense

o Install

_.9‘ Upgrade Agent

4. On the Machines page, select the Windows machines to upgrade and click on the
arrow to move the machines to the selected pane. Click on Next.

[290]



Maintenance of VCM

5. On the installation options page, select or verify the option for the agent
installation, and click on Next.

On the Schedule page, schedule the operation and click on Next.

On the Important page, verify the summary and click on Finish.

Click on the Jobs button and see whether the job is completed successfully.
Once the job is finished, check the console for the agent version. It should be the
latest one, as in the following screenshot:

o X N

ta! Licensed Windows Machines
i Add Machines [# Edit Machine [ Upgrade OpenSSL [Z Unlicense [ Install fﬁ % [# Change Protocol A
+ Agent State « Agent Version 1 Host Name

Row Type Machine Name Connection String Domain

™ Current Agent
¥ 5.8.2.81

= TEST-WIN

1 g & £y 2012 R2 test-win study.local
* UPGRADE-VCM

1 g u &Ko e 2008 R2 UPGRADE-VCM study.local

Linux

Here's how to do it in Linux:

1. Log in to VCM with administrative privileges.
2. Click on Console and go to UNIX Remote Commands | UNIX Agent Upgrade.

3. In the UNIX Agent Upgrade data grid, click on the appropriate remote upgrade
package for the operating system and the version of the machines to upgrade:

[291]




Maintenance of VCM

10.

a4 UNIX Agent Upgrade

» ([3) Dashboards
b Cil Alerts
» [af Asset Extensions

B Run ghadd & Clone [F Edit &8 Move J Delete

Column Grouping

» L Change Managesmant
v Laf UNIX Remote Commands
@

¥ it Windows Remote Comme
Y% Domains Discovered

» ' Service Desk

» £3 Virtual Environments

» 82 Enterprise Applications

]
UNEX

¥ g Operating System
¥ LF Security
» &% Directory Services

Row Name
w Agent Upgrade - Local Package
W AIX 5 Agent Upgrade
wf HP-UX (Itanium) Agent Upgrade
W[ HP-UX (PA-RISC] Agent Upgrade
m Linux Agent Upgrade
[ Mac 0S5 X Agent Upgrade
= Solaris (SPARC) Agent Upgrade
Wi Solaris (x86) Agent Upgrade

Mo B W e

Click on Run and follow the wizard to send the remote command and upgrade

packages on the agents on the selected machines.

The agents will execute

the package upgrade.

Select the managed machine whose agent you want to upgrade.

On the Schedule page, select Run Remote Command Now or schedule the

operation for later and click

on Next.

On the Important page, verify the summary and click on Finish.

Verify that the job completes successfully.

Perform a collection on the managed machine.

Check the status of the agent on the console of VCM,; it should look something

like the following screenshot:

iyt Licensed UNIX Machines

<+ Agent State + Agent Version + Host Name

Row Type Machine Name
¥ Current Agent
w 5.8.2.2821
~ test-lin
1 g W Ay Red Hat test-lin

Connection String

g Add Machines [¥ Edit Machine 4 UND¢/Linux Agent Install [# Upgrade OpenssSL (3 Unlicense & Change Port

Domain

study.local
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How it works...

We push the latest installer from the VCM console, it gets copied to the managed machine,
starts upgrading the old agent files, and finally creates a VCM service on the managed
machines and comes back with a status of success.

You can perform a collection after the agent is installed to be sure nothing was broken
during the upgrade.

In case of a Linux upgrade, the process copies the latest agent installer from the VCM
console along with the remote command to run on the Linux/Unix machine. Then, it
executes the script to install the agent.

There's more...

It is observed that after most of the agent or server upgrades, we need to perform the steps
as described in the Issue 1 — mutual authentication failure subsection of the Troubleshooting
agent communication issues recipe in Chapter 9, Troubleshooting VCM, as the trust between
the upgraded agent and VCM Collector is broken.

You will see the error message described in the previous recipe, so simply follow the steps
to resolve it.

See also

¢ There is a small bug with the agent upgrade to version 5.8.1 (resolved in 5.8.2)
from an older version; have a look at the Troubleshooting agent upgrade issues
recipe in Chapter 9, Troubleshooting VCM

Changing service account passwords

There are occasions when we need to change passwords for service accounts; in this recipe,
we will learn how to.
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Getting ready

You must have new passwords available to be replaced.

How to do it...

We'll look at the various service accounts used by VCM that we can change if we want to.

To update a password for VCM service accounts, follow these steps.

Collector service accounts

1. On the Collector, go to Start | Administrative Tools | Services.
2. Select and stop the following services:

¢ VCM Collector
e VCM Database Service
¢ VCM Patch Management

Right-click on each service, select Properties, and select the Log On tab.
Update the account password and click on OK.
Go to Start | Administrative Tools | Component Services.

On the left, go to Console Root | Component Services | Computers | My
Computer | DCOM Config | LicenseDcom.

Right-click, select Properties, and select the Identity tab.
8. Under This user, update the password and click on OK.

SANRS LN

N

VCM remote service accounts

We provided details about the VCM remote user when we performed the installation.
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The VCM remote service account is used by the VCM remote client for anonymous access to
the VCM remote virtual directory on the web server. Follow these steps:

1. On the web server, go to Start | Administrative Tools | IIS Manager.

2. On the left, navigate to {web-server-hostname} | Sites | Default Web Site
| ECMRemoteHTTP.

Double-click on Authentication.

Select Anonymous Authentication.

In the Actions pane on the right, select Edit.

Click on Set.

Enter the existing domain/username, then the new password, and click on OK.

Navigate to {web-server-hostname} | Sites | Default Web Site | VCMRemote,
and repeat the steps to change the password.

PN

Network authority accounts
Follow these steps for a network authority account:

1. In VCMV, click on Administration and go to Settings | Network Authority
| Available Accounts.

2. Click on Edit Password.

SSRS

For an SSRS account, run theRsConfig command to change the embedded account
information.

How it works...

VCM runs its services under accounts that you specify during installation. After installing
VCM, conditions at your site might require that passwords on the accounts be changed,
making it necessary to update the passwords in VCM as well.

We can make those changes using the steps we just went through.
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Managing users

You need to manage VCM logins and assign roles to users who have access to VCM. Roles
determine the level of access for each user and can be adjusted for access to specific machine
groups and VCM functionality.

Getting ready

If you are planning to create custom roles, they must be ready before starting this recipe.

How to do it...

Follow these steps to add new users and groups and give them appropriate permissions:

1. Navigate to Administration | User Manager | VCM Logins.
2. Click on Add Users.

0 Note that you cannot add the Collector service account as a VCM login.

3. Select Enter Domain Account and click on Next.

Note that individual Active Directory accounts can also be added. Adding
0 a group ensures that role-based access is governed by Active Directory.

4. Enter the security group in the DOMAIN\Group format and click on Next.

5. Double-click on Admin (or a lesser role for general access) and click on Next.
6. Click on Finish.
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How it works...

When VCM is installed, the user who installs it gets administrative access on the console.
We need to add users or groups to give them access. By following this recipe, we can add
users who need access.

Note that when a user starts VCM, if more than one role is assigned to
their login, a drop-down list appears and allows the user to select the
desired role. To automatically log in to VCM using a particular role, users
can check the Automatically log in using this role option. To switch roles
or not log in automatically, users can select a different role or uncheck this

option.

Default roles
This is the list of default roles available with VCM and a short description of each of them:

Sr. |[Name Description
no.
1 Admin Top-level role. Admin has rights to everything in the database.
2 Domain Controller | Role with full access to the Domain Controllers dynamic
Manager machine group.
3 Read-Only Role with read access to all machines and data.
4 Help Desk Only allows password changes on domain controllers.
5 IIS Admins Role with full access to the Microsoft Internet Information
Servers dynamic machine group.
6 Server Managers Role with full access to the Servers dynamic machine group.
7 SQL Server Admins |Role with full access to the Microsoft SQL Servers dynamic
machine group.
8 Workstation Role with full access to the Workstation dynamic machine group.
Managers
9 VCM Auditor Role with read access to License Manager.
10 |AD_Admin Built in role with access to AD data and Administration for AD.
11 |AD_User Built in role with access to AD data only.
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12 [ Change Restricted VCM Change Restricted role.

With this role, users can discover machines, collect data from
them, assess them, display bulletin and template details,
check for updates, and view history. Users can add, edit, and
delete reports, compliance rules and rule groups, and
compliance and patch assessment templates. Users with the
Change Restricted role can also install the VCM agent,
upgrade VCM, and uninstall it.

There's more...

When creating a role, we need to understand access rules as they define the areas of VCM
that users can access and the actions that they can perform.

VCM roles and access rules go hand in hand; roles define which areas can be accessed by
whom while rules define what kind of access is provided to the user, such as None, Read
Only, Full Access, or Custom. When you select Custom, it goes to a very granular level and
you can select a single privilege, such as only Add Automatic Deployment or Run a

Report.

You can either use the 14 default access rules or you can create new ones as per your
requirement:

1.

To create a new access rule, log in to the VCM console, go to
Administration | User Manager | VCM Access | Access Rules, and click on
Add Rule.

Provide a nice name and description.

Under Rule Type, select Basic Rule (this defines data types and areas of VCM to
access) or Admin Access Rule (to access administrative areas of VCM).

For Basic Rule, under Data Type, include what type of data, that is, machine data
or Active Directory data, and then define access to the VCM console, except the
Administration tab.

Admin Access Rule defines what type of access is defined in the Administration
tab, such as None, Read Only, Full Control, or going granular with Custom.
Lastly, click on Finish on the Important page of the wizard to close and create
this new access rule.

[298]



Maintenance of VCM

As seen previously, there are 12 default roles created, but if you still have a use case that
requires a different role, then you can create your own role. Follow these steps:

1.

Log in to the VCM console and go to Administration | User Manager | VCM
Access | Roles.

Click on the Add Role button and follow the wizard.

When creating a role, you will need some information. To start with, provide a
name and description for the newly created role.

For Role Access, we can select either Machine Data (access to data based on the
selected machine groups), Active Directory (access to Active Directory objects
based on the AD structure), or Admin (access to administrative functions) access.
On the next page, under Machine Data Access, you can filter which machine
group this new role user can access.

On the Active Directory page, under Enterprise, select the Access Rule that will
be applied at the root of AD, if you have configured any.

For Admin Access, select a proper rule to provide access.

Under Logins, select any logins to assign this role to and, after reviewing it under
Important, close the wizard to finish it.

Decommissioning VMs — manual VM purge

As a part of the lifecycle management of a managed machine, we need to remove the details
of the managed machine from the VCM console.

Getting ready

You must have the name of the machine that you want to remove from VCM.

How to do it...

It's a two-step process: First, free up a license and keep the data. Next, purge everything
and remove the managed machine from the VCM database.
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Unlicense a managed machine

1. Log in to VCM with administrative privileges.

2. Go to Administration | Machines Manager | Licensed Machines | Licensed
Windows Machines or Licensed UNIX Machines.

3. Right-click on the name of the machine you want to remove from the display.
4. Select the Unlicense option and follow the prompts.

Note that this returns the machine to the Available Machines list and
o frees up the machine's license for reuse.

Purge the machine

1. Log in to VCM with administrative privileges.

2. Go to Administration | Machines Manager | Available Machine.

3. From here, if required, we can license the machine and move it to Licensed
Windows Machines or Licensed UNIX Machines or remove it from the VCM
database.

4. Select the machine and click on Purge in the top menu.

5. Follow the wizard; it will remove the machine completely from the VCM
database.

How it works...

The process will obtain records as well as collected data from the VCM database and help
us clean the clutter in the VCM, as the machines we want to delete have already been
decommissioned. If those machines are not deleted from VCM, we could have an incorrect
compliance score. We will always have machines that will fail patch installation and we will
never reach the score we want.

[300]



Maintenance of VCM

There's more...

If you are good with vRealize Orchestrator, VMware had released a package for VCM
(which is available for download at https://my.vmware.com). With the help of this
package, you can create a workflow to remove/purge managed machines.

Decommissioning VMs — scheduled VM
record purge

In the era of the cloud, we would like VM decommissioning to be done automatically so
that our operations team can do more creative stuff than cleaning up the VCM database.

Getting ready

You must have access to the SQL server where the VCM database is hosted. You must know
the basics of SQL Management Studio.

How to do it...

The following stored procedure can be implemented on the VCM database (VCM) as a
scheduled task. This will purge the records of the VMs that haven't been contacted in the
last 3 weeks.

Change the value of Gexpire int = xx (the number of days for which the machine has
not been contacted) in the script:

USE [VCM]

GO

/****x** Object: StoredProcedure

[dbo] . [ecmSVC_sp_remove_noncollected_machines] Script Date: 11/20/2012

11:40:58 *xx*xx/
SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

ALTER PROCEDURE [dbo].[ecmSVC_sp_remove_noncollected_machines]
@expire int = 21,

@value NVARCHAR (5) = 'True'

AS

/**************************************************************************
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/
Procedure: dbo.ecmSVC_sp_remove_noncollected_machine
REVISION HISTORY
Modified: <YYYY.MM.DD> by <Author>
Description -
Issue/ATS# -
Created: 2006-05-11 by Chris Lennon
DESCRIPTION
Check for machines not pingable and haven't been collected over x amount
of days
Removed from the Licensed Machines into the Available Machines and as an
option purge from ECM.
7777777777777777777777777777 Copyright Notice - - ——-—-----""""""""""""""-————
This code may not be copied, altered, reused, or redistributed in any way
without the express written consent of Configuresoft, Inc.

Copyright 1998-2006 Configuresoft, Inc. All rights reserved.
7777777777777777777777777777 Configuresoft, Inc. ———————————"——————————————
**************************************************************************/
BEGIN

DECLARE
@uids VARCHAR (8000),
@creator_id int,
@owner_id int
SELECT Q@uids = "'
—-—-Locate machines with no ping and not collected over x amount of days
SELECT (@uids = @uids + ISNULL (LTRIM(CAST (machine_id AS NVARCHAR(32))),
ll) + Nl‘l
FROM ecm_view_rpt_machine_info_all
WHERE (connection_state = 'ICOStatusConnectionNoPinglé6'
or connection_state = 'ICOStatusConnectionNoNamel6')
and [date last contacted] < DATEADD (dd, -@expire, GETUTCDATE ())
and managed = '1'
—-— remove trailing pipe if it exists
IF RIGHT (Quids, 1) = '|'

BEGIN
SELECT @uids = SUBSTRING (@uids, 1, LEN(Quids) - 1)
END
IF @uids <> '!
BEGIN
——-Remove from Licensed Machines
exec dbo.ecm_sp_machines_set_state @Quids, N'|', 5
——Purge from ECM if @value is TRUE
IF @value = 'TRUE'
BEGIN

SELECT (@creator_id = dbo.userid()
SELECT @owner_id = dbo.role_current ()
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exec dbo.ecm_sp_machine_delete_all_data @uids, 1, N'|',
@owner_id, @creator_id
END
END
END

Schedule a job in SQL

1. Expand the SQL Server Agentnode, right-click on the Jobs node in SQL Server
Agent, and select New Job:

Object Explorer > 1 x

Connect~ 3] 3 w °F (2] \5
= [ VCMIT (SOL Server 11.0.2100 - STUL ~
+ @ Databases
# [ Security
# [ Server Objects
# [ Replication
% 3 AlwaysOn High Availability =
# [ Management -
# [ Integration Services Catalogs
= [ SOL Server Agent
= I__Iw
[EE] New Job...

2. In the New Job window, enter the name of the job and a description in the
General tab:

Selecta page I ,
Script - Hel
57 General Sseret ~ [B Heb
44 Steps
f Schedules HName |F'urge Managed Machine |
5 Merts
2 Notfications e [sTUDY Administrator =]
“A Targets
= Category: [Uncategorized (Local)] «|[]
Description:
‘Connection
Server:
ot Enabled
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3. Select Steps on the left-hand side of the window and click on New at the bottom.

4. In the Steps window, enter a step name and select the database you want the
query to run against:

[ MNew Job Step == -
Selectapage F - I
|27 General = G eb
1 Advanced
Step name:
‘Remove VM ‘
Type
[ Transact-5QL scrt (T-501) vl
Run as
\ ‘]
Database ‘VCM .,l
Command: ggE e "
[/~ Object: StoredProcedure [dbo].[ecmSVC_sp_remove_noncollect) =
m SET ANSI_NULLS ON
[ | E
‘Connection SET QUOTED_IDENTIFIER ON
Select Al 0
\?rEﬁrT ALTER PROCEDURE [dbo] [eem SVC_sp_remove_noncollected_machi
. 2 @value NVARCHAR(S) = True'
Connection 5
STUDY Admiristrator
, " Procedure: dbo.ecmSVC_sp_remove_noncollected_machine
4 View connection properties
arse
REVISION HISTORY v
Progress < ] >
Ready

5. Paste in the T-sQL command you want to run in the command window, and click
on OK.

6. Click on the Schedule menu to the left of the New Job window and enter the
schedule information (for example, daily and a time).

7. Click on OK, and that should be it.

How it works...

The job will run on the schedule provided by you and clean the managed machines that
have not been communicating for the last 21 days; if this seems too much, then the number
can be changed in the script to a suitable number as per your requirements.
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Integration with vROps and
Scheduling

In this chapter, we will cover the following recipes:

Installing and configuration of vROps Management Pack for VCM

Configuring vROps — VCM compliance mapping and scheduling

Scheduling OS and compliance data collection

Scheduling compliance

Scheduling reports

Scheduling vCenter collections

Scheduling vCenter discovery

Introduction

We will be discussing two different topics in the chapter. First, we will install the VCM
adapter in vROps and integrate them so that we can send compliance data from VCM to
vROps.



Integration with vROps and Scheduling

Nobody likes to be in front of any console to do the work, and automation is the key to
everything. In this chapter, we will take a look at the scheduler feature of VCM, such as
scheduling jobs to collect the data from managed machines, pushing the compliance details
to vROps, or exporting a report and saving it on a share or sending to someone on e-mail.

So, let's begin with vROps and VCM integration.

Installing and configuration of vROps
Management Pack for VCM

Integrating VCM with vROps provides compliance and event details from VCM to the
vROps console. This means that you can have an idea about what's going on with a
particular server when you are troubleshooting. An event can give information, such as
when the server was rebooted, when the pathing was done, or when the software was
installed from VCM. Apart from this, VCM can push compliance details about the managed
machine with the mappings that have been created.

Getting ready

We will need a configured VCM that has compliance configuration completed, and a
working vROps server where we have admin access. We will also need user credentials that
can log in to VCM and have admin access in the VCM application. We need to download
the latest VCM solution from https://solutionexchange.vmware.com/.

vROps must be monitoring the same vCenter server that is managed by VCM.

How to do it...

In this recipe, we are going to install the VCM adapter for vROps. We will be logging into
vROps and following the given steps:

1. Log in to vROps with an admin account, or another account that has admin
privileges, and go to Solutions. Click on the green plus symbol under Solutions,
as shown in the following screenshot:
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| [@) sohutions - vRealze Operatio.. % | @) Mozl Firefox Start Pags ® |+

=)1192,168.0, Laction® fadministration /solkions '-.I- :\_ Seard
€ | @ hitps:/]192,168,0,80/ufindex. actiond administration fsohki "||* h

VIMware vRealize Operations Manager

Back - M © 6 J@ £ & Soltions
& Licnsing + . |Bhow. | ANl Solutions v|
-] Credentials Name Diesciiption Vemsion
[°1 Palicies 'ﬁomrallnq Systerns | Remo The End Point Gperations ... 1.0.3057863
€3 Inventory Explorer M ware vaphere Manages vBphere objects . 6.0.3445551

% Object Relationships
Operating Systems | Remote Sendce Monitoring Solution Details

&

% Maintenance Schedules

&5 Access Control

Adapter Type Adapter Instance Name Credential name Collector
T4 Authentication Sources

# Cluster Management

W Cerificates

Lzl Outbound Setings

2. Click on Browse and go to the location where you have downloaded the VCM
solution from the Internet and click on Upload. You will then get a screen similar
to the following screenshot:

Add Solition ?

SekectaSaaton o sl

Browse vour file system to select a PAK file for the solution you want fo install.
2 End User License Agreement i ¥ L

3 Install

FBrE-YEOR S5 -} 438820400651 667hIefa5cdb0

[ | Browse. |

«" The selected file is ready 1o upload and install. Click Upload to continue

[ Install the Pakfile even ifitis already installed.

[[] Reset predefined content to a newer version provided by this update. User modifications to predefined Alerts,
Symptoms, Recommendations, and Policies will be overeritten

Upload | |

Cancel |

3. Accept the unsigned solution warning if displayed by vROps.
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4. Accept the EULA.

5. Let vROps complete the installation, and once done, click on Finish to complete
it.

6. This completes the installation of the adapter. Now we need to configure the
adapter instance.

7. This time, under Solutions, select Management Pack for VCM for vSphere and
click on the Configure button at the top with two gears:

&' Sohtions BeC
& & @ show |4l Solutions v
Mame Deseriplion Varsion Provided by Licensing
l@-gpera:|qg Systams / Remote Seryice Monit The End Point Operations .. 1 .0.3057863  Vidware Inc. Mot applicable ;I
U viware vBphere Manages vSphere objacts. . 603445551 Vibware Inc ot applicable
i Management Pack for vCM for vSphare Whtware vReallze Operatio BOZE31ZTT  Vihware Inc Mot applicabie

Management Pack for vCM for wvSphere Solution Details
-
o=

Adapter Type adaptar Instanca Hame Credantial nama Collactor aliaction State Collection Status

VM adapter Mot configurad A RIES

8. Provide the following details:

¢ Display Name: This will be the name displayed for the adapter
¢ Description: Provide a good description so someone can understand
what it is, when you are not around

¢ Database Host: This is the IP or name of the VCM database server (for
single-tier, it's the VCM Collector server)

[308]



Integration with vROps and Scheduling

e Database Port: This is the SQL port on the VCM server
e Database Name: This is the VCM database name; the default is vCM

e Database Instance: If you have installed SQL as Instance, provide the
name that can be kept blank for default

Instance Setlings
Ipstensa A, Display Name |vCM_192.168.0.80
VCH_192.158.0.80 Description |wGM_Cookbook_Adapter
Basic Settings
Database host (182168030
Database port |1433
Database name ?VCM
Database instance |
aptinnal
Credential |vem_creds - &/
Test Connection
3 Settings
Page |1 of g =] Save Setlings

9. Provide the following details for the Manage Credential window:

¢ Credential Name: This is a descriptive name for the credential

e Database Username: This is the database user account for the VCM
database

Note that you have to create a dedicated service account in the Active
Directory for this, and give this account an admin role in VCM.

e Database Password: This is the password for the user account

e Database Authentication: This will be either SQL or Windows
authentication (recommended)
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¢ Windows Domain: In case of Windows authentication, provide the
domain name, as shown in the following screenshot:

Manage Credential 7 X
Credential name |VCM_VROps Cred |
Database Username |VCM_VROps |

Database Password | |

Database Authentication |Wind0ws Authentication | hd |

‘Windows Domain | study |

oK || cancel

10. After the information is provided, click on Test Connection.

11. Once the test is successful, click on Save Settings. Don't worry about the
advanced settings, you can keep the default settings for time being.

12. Wait 2 minutes and check Admin | Cluster Management whether objects and
metrics are collected:

5 Clusier Management Actions -
Chunier Statay High Availability
© Cnine @ Dissbled

Nodes in the vRealize Operations Manager Cluster

=

® VROpE 162 168 114 Mastar Running Onsing. 5 T8 52005 6203525805

Adapler instances on served 192.188.1.14

Container Data recenving A 16 2.01.55 P
EF Cot adacter - CRI0esD-00Ia-43%-Rat0-L0B 30008 Data recening Ape 17, 2016 201,
VICM_192.188.1.120_VCM2T Data recering Ape 1T, 2016 23002 PM
vCenter_182.968.1.110 Data receiving 8 Ti6 Apr 17, 2016 TAZ56 PM Apr 1T, 2016 23223 PM
wRealee Operations Manager Adagler Data receing n 05 Apr 17, 2018 2 43.00 PM Apr 1T, 20168 201 58 PM
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How it works

Now we are ready to connect to the VCM database and fetch the required information to be
displayed on the VCM console. vROps goes to the VCM database and starts collecting the
required details, such as compliance score or events; these are posted on the vROps console:

[ vRealize Operations Manager J

vResalize Operations Manager Collector

vRealize Configuration
Manager adaptar

=j=

vRealize Configuration
Manager database

wCenter adapter

L= o

]

vRealize Configuration wCenter Sarver
Manager

DQ

ESXi hast ‘ ESXi host

Image Source: www . vmware. com

There's more...

The account used for adapter configuration must not be the account that is used for an
interactive user login. The adapter account frequently logs in and out of VCM. If you use it
as an interactive account, you must regularly refresh the connection, which affects your
VCM experience.
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Configuring vROps — VCM compliance
mapping and scheduling

Once VCM is integrated with vROps, we need to move ahead so that it can run the
compliance and send the compliance score to be displayed on the vROps console. We will
create a mapping in the VCM that will run the compliance check and update it with the
details in vROps.

Getting ready

To perform this task, you should have completed the earlier recipe to install the
management pack and configure it.

How to do it...

We need to log in to the VCM console with admin privileges in order to perform this recipe.
Once logged in, follow the steps to complete the mapping:

1. Navigate to Compliance | Machine Group Compliance | vCenter Operations
Manager Badge| Mapping and then click on Add:

VIMWare  vRealize Configuration Manager | ¥ collector: vEM2T
O O  (Flobs WColet B RemoteCommand | & | EH | M 3 =
4 Machine Group: All Machines

J= Console & Mappings

1# Compliance B Run b Aadd [# Edit Jf Delete

b 13 Active Directory Complian
¥ IE Machine Group Complianc
¢ & scap compliance

¢ I virtual Environment Comp
+ 11 vRealize Operations Mana

A Happings

Column Grouping

Row Mapping Name Mapping Desc
Mo data is available at this time.

[312]



Integration with vROps and Scheduling

2. Give the proper name and description when the wizard starts:

¢ Select Badge: Risk Compliance
¢ Roll up Type: Simple Percentage
e Select Group Context: As per the requirement

3. Select Correct Machine Group.

When the mapping runs, it will run against all the machines that are part of
this machine group.

4. Select Corresponding Compliance Template.

Select the template that is required to check compliance against the earlier
selected machine group. You can select either a compliance template created
for your organization or any standard template downloaded from the
Internet.

5. Click on Finish. This will save the mapping.

Once the mapping is created, we need to run this so that the compliance
score is calculated for the machines that are part of the machine group and
then informed to vROps in order to be displayed on the vROps console.

6. Select the mapping and then click on the Run button at the top.

7. It will first run the compliance check on the Machine Group, and then when
vROps updates the details via the management pack imported and configured as
described in the Installing and configuration of vROps Management Pack for VCM
recipe, the status will be updated.

Depending upon how many machines you have in the machine group and
the number of rules in the compliance template, it will take some time.

8. To check the compliance tab on vROps, log in to the vROps console and navigate
to Environment | vCenter Adapter | Virtual Machines and then select Machine
Go to Analysis | Compliance.

You will see the compliance status of the machine.
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It will show the number of rules passed and failed and the compliance
template used for checking the compliance along with the overall compliance

status reported by VCM:
i WenEKY Acton -
Summary  Alerls | Analyws | Troubleshooting  Details  Environn meml  Projects  Heports
% Woricad | M Ancmases | BEFauts | ) Cacacey Remaning | ) TmeRemaring | ¥ Svess | '@ Reclaimatie Capacity i Complancs
Good: No Issues
U0
Compliance Breakdown ¥ | Mach
Comanca Stats i
168
1 1.1k 89
s Testea 1.024 MB
1
s Micros AL Windows
ook ook Bk v POy 0% 3 Server 2003 (32.0a)
Ceenpliancs in Fislated Obgae 102.168.1.201
] =] ]
Gusesd Tools Running
wet (30t
SESEEEEEE Guest Tools Current
Peer (2! Compliance Policy $etlings
L
Childe

Once the mapping is done, we can schedule this mapping so that it will update vROps on

schedule. Continue from where we left off:

1. Navigate to Administration | Job Manager | Scheduled and click on Add.

2. Select vCenter Operations Manager Compliance Badge Mapping Run on the

Job Type page of the wizard.

3. Provide Name and description. You can be creative as there is a limit of

characters for Name, you can use any naming convention as all the scheduled job

are going to land at the same place in VCM.
4. Select the mapping that you want to schedule:
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as’cheduled Job Wizard —- Webpage Dialog B
vCenter Operations Manager Compliance Badge Mapping Run
EL:] Select 8 mapping to perform scheduled run.
Filter: “r Define
Mapping Name Mapping Description Machine Group
test All Windows_IS0_Compliance
DCol All Windows_IS0_Compliance
All Servers All Machines
< >
3 item(s). 1 itemn selected of 1 allowed
j Help N [- Cancel ] [ < Back ] [ Hest > |

5. Select the schedule and click on Finish. As this is related to compliance, make
sure that this is scheduled after the OS and compliance data collection, as then we
will have the latest data to run the compliance checks.

How it works...
To get the details, the vCenter server must be monitored by vROps and managed by VCM.

When we add and configure the VCM Management Pack, it fetches compliance details from
the VCM and then displays it on the vROps console.

The VCM compliance data is based on compliance templates that are run against the data
collected from the same vCenter Server objects that are monitored in vRealize Operations
Manager. The templates are the configuration settings that must be present on a target
object for it to be considered compliant with the template standards. The standards might
be the VMware vSphere Hardening Guide, Payment Card Industry standards, Health
Insurance Portability and Accountability Act, or other VMware or industry standards.
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When we select the mapping, it will first run the compliance check with the selected
template(s) and then update the compliance score on the vROps console. The score is visible
on the Analysis | Compliance tab of the managed VM. The tab will display the compliance
status against various templates (if configured), the percentage, the number of rules, and so
on. Once we schedule it, the job will make sure that the compliance score is updated on the
vROps console.

Scheduling OS and compliance data
collection

Collections are fetching the data as requested in the Filter Set from the managed machines.
As you know, VCM does not go to the managed machine each time it needs to process
something against the managed machine such as Patch or Compliance status, it uses the
data that is available in the database, and after processing the data, it gives a result, for
example, whether a patch is required or not or what is the compliance level we are at.

If the data about the managed machine is not frequently updated, VCM processes stale data
and we can have false positives or a very bad compliance score even though we are
compliant.

To overcome this situation, we can go to the VCM console and start collecting the details on
our own or schedule the job in the VCM and ask it to do it.

Continuous server management is based on the latest data that you collected from the
target servers. Windows and Linux data appears in VCM and is available for several
management actions, including Console dashboards and reports, Compliance Views, and
VCM Patching.
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Getting ready

We need a configured VCM where we have created all the required machine groups as
described in the Creating a machine group recipe in Chapter 2, Configuring VCM to Manage
Y our Infrastructure.

How to do it...

To perform this recipe, login to VCM with the admin account and follow the steps:

1. Navigate to Administration | Job Manager | Scheduled and click on Add:

[l= Console @ sScheduled Jobs
[d Compliance ip Add [ Edit 3
<71 Active Directory

Column Grouplng
& Reports

# Patching Row MName

= Mo data is available at
<3, Administration

3 ""_'é Settings
b T Collection Filters
L é! Cerbficates
=] License Manager
k L Machines Manager
b CF User Manager
1 o Job Manager
i Pending Response

B Running
3
¥ L5 History
2 5:._:'_ Alerts

2. Select Collection on the Job Type page of the wizard.
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3. Provide Name and Description. You can be creative as there is a limit of
characters for the Name, it will be better if you use a naming convention. Some
examples are given in Chapter 2, Configuring VCM to Manage Your
Infrastructure as all the scheduled job are going to land at the same place in VCM:

/) scheduled Job Wizard -- Webpage Dialog

Name and Description
Add / Edit the name and Descniption for this schedule item.

Enter Job name:
[Schd_Collection

Enter Job description:

This is Scheduled Collecticon
Wwith default Filtey

T
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4. Select the filter set as per the requirement. Also select if you want every
scheduled collection to collect all the data or just the delta from the last collection.
You can decide this based on how frequent you are collecting the data. If the
frequency is too high and you have huge infrastructure to manage, you can opt
for Delta as that will be faster:

/&l Scheduled Job Wizard -- Webpage Dialog

Filter Sets
Selact tha Filker Set(z) to use during thiz job.

Custem Informaticn Data Class

International Organization for Standardization 27001-27002 - vSphere 5.0
IS0 Basaline Filters - Windows

Mac - Antl-Virug

Oradle

Patching - Unix Assessment Results
Patching - Windows Security Bulletins
Regulatory Baseling Filters - UNIX

vCenter Operations Manager

vCenter Operatiens Manager Group

vCH Hardening Filtars

ViMware vsphere 5.5 Hardening Guide Filters

Collection Optiens
[J Run Remote Commandis) in conjunction with this Ceollection.

] Do not limit collection to deltas {(Waming: This process could be lengthy.)

Priority for scheduled collections: |4 - Normal (default) ¥

([ comcel ] [[<mock | [ mes> |
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5. Select the machine group that you planned in the Getting ready section:

ogﬁtheduled Job Wizard — Webpage Dialog

Machine Groups
Select the Machine Group to collect from dunng this job.

- ghAll Machines
#t3AD Auto-created
b Al UNLX Machines
b sigall VM Guest Machines
g#53All VM Guest UNIX Machines
g8l VM Guast Windows Machines
F gtgall VM Host Machines
b gipall Windows Machines
ggnll Windows_IS0_Compliance

F¥ Machines_Study.local

Selected Machine Group: Machines_Study.local

Cancel ] [ =< Back ] [ Me=t > _]
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6. Provide the schedule, this will vary as per your requirement and what exactly
you are collecting, use your imagination to schedule this job Daily, Weekly,
Monthly, or Once:

gbtheduled Job ¥izard — Webpage Dialog

Scheduled Job
Define the schedule for running this job.

VCM User Time Zone:  UTC +05:30 User Daylight Saving: No
Current User Time: Tuesday, February 09, 2016 1:27 AM A
Current Database Time: Tuesday, February 09, 2016 1:27 AM

Note: Scheduling is based on the user time zone setting in VCM User Options.

— Occours — Daily

® Daily Every:|1 (& day(s)
O Weekly

O Monthly

) Once

Time of Day

® Occurs once: IW ®amMmOem

Cocours every: [I. [ﬁ—v Starting at: [[Z200° = @AM OPM
Ending at: ||1:|]n_ ®am O P

Duration
Start date: ) End Date: ® Mo End Date
| [Tuesday, February 09, 2016]%] 3 [Tuesday, February 09, 2016 v 3 ~

[ Cancel I [ =< Back ] I Hext = ]

7. Confirm that there are no conflicts and click on Finish.
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How it works...

Basically, we are creating a scheduled task in SQL that will be triggered as per the schedule
we have created. Then this will ask all the managed machines to provide the details as
defined in the selected filter set. The data is stored in the VCM database and will be further
used for various purposes, such as checking Compliance, Patch Status, or Get Reports.

o Note that the displayed data is only as recent as the last time you collected
it

There's more...

Collection filters control the data that is collected from managed entity by VCM. Typically,
collection filters are twinned with a compliance template and collect only the data that the
compliance template requires. For example, the ISO baseline filters-Windows collection set
defines the extra information that is required to be imported to measure ISO 27001
compliance.

for the compliance templates used. This process is the same as for

Note that collections should be scheduled with additional collection filters
0 Windows and Linux OS collections.

See also

e Before you start creating this scheduled task, make sure that you have created the
required machine groups by following the recipe in the Creating a machine
group recipe in Chapter 2, Configuring VCM to Manage Your Infrastructure.

Scheduling compliance

Compliance is an ongoing process and we need to check it at regular intervals to know
exactly where we are and whether we need any remediation to be in good state. In the
earlier recipe, we scheduled the data collection. Now is the time to consume the data.
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Getting ready

We need to have the latest data available in our VCM database to be processed, so schedule
the compliance check after few hours of data collection to give it some time to update the
database.

How to do it...

To perform the following recipe, log in to VCM with the admin account and follow the
steps:

1. Navigate to Administration | Job Manager| Scheduled and click on Add:

{l= Console [ Scheduled Jobs
d Compliance i add [ edit M
<7 Active Directo
o g Column Grouplng

s Reporis

# Patching Row Name
- MNo data is available at
3 Administration
» L% settings
b ¥ Collection Filters
I5§ Certificates
=] License Manager
b L& Machines Manager
b 8 User Manager
U Job Manager
9 Pending Response
P Running
3
» L5 History
b Lyl Alerts
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2. Select Compliance on the Job Type page of the wizard.

3. Provide Name and Description. You can be creative as there is a limit of
characters for the Name, you can use any naming convention as all the scheduled
job are going to land at the same place in VCM:

&) Scheduled Job Wizard - Webpage Dialog B

] Name and Description
Add [ Edit the name and Description for this schedule item.

Enter Job name:
[Sche_Compliance_CIS

Enter Job description:

Bunning Compliance against
CI5 Standszd|

Creb ] (el Coens )

4. Select the template that you want to check compliance for.

5. There are some rules that can enforce the compliance, such as starting or stopping
a service, that you can select here if you want to auto enforce the compliance.
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Note that only complex rules can be used to enforce compliance. When
you enforce compliance, there are chances that it can break working
configuration, for example, your security policy wants the Print Spooler
service disabled, if you enforce the compliance, VCM will disable the
service. However, if you have Print Servers managed by VCM and not
created exceptions in VCM, this may create issues.

B'_-'u:heduled Job Wizard - Webpage Dialog

Templates
Select the Compliance Template to apply during this job.

Center for Internet Security - Windows Server 2012 R2 DC Benchmarks v1.
Center for Internet Security - Windows Server 3012 R2 MS Benchmarks v1 sl
International Organization for Standardization - Comprehensive UNIX & Lin
International Organization for Standardization 27001-27002 - AIX Contrels
Intemational Organization for Standardization 27001-27002 - ALX File Leve
International Orgamization for Standardization 27001-27002 - Comprehensi
International Organization for Standardization 27001-27002 - Comprehensi
International Organization for Standardization 27001-27002 - HP-UX Contr:
International Organization for Standardization 27001-27002 - HP-UX File Lt
International Organization for Standardization 27001-27002 - Red Hat Coni
Intemnational Organization for Standardization 27001-27002 - Red Hat File
International Organization for Standardization 27001-27002 - Solaris Contr
International Organization for Standardization 27001-27002 - Solaris File L
International Organization for Standardization 27001-27002 - SuSE Control
International Organization for Standardization 27001-27002 - SuSE File Ley
International Organization for Standardization 27001-27002 - Windows 200V
International Organization for Standardization 27001-27002 - Windows 20(

® Do not enforce template at this time
® Auto-enforce noncompliant results

J

( cancel < e I hios |

6. Select the appropriate Machine Group.

7. Provide the schedule, schedule this after the collection job and make sure that
you give some time for VCM to collect the data and insert it in the database.
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8. Click on Finish to close the wizard:

g!u:he:luled Job Wizard -~ Webpage Dialog

Scheduled Job
Define the schedule for running thas job.

VCM User Time Zone:  UTC +05:30 User Daylight Saving: Mo
Current User Time: Tuesday, February 09, 2016 1:31 AM -~
Current Database Time: Tuesday, February 09, 2016 1:31 AM

Nate: Scheduling is based on the user time zone setting in VCM User Options.

— Occurs — Weekly

O Daily Every: 1 @ week(s} on:

& Weekly O menday [ Tuesday [Iwednesday [ Thursday [ Friday

) Monthly [ saturday |+ sunday

O once

Time of Day

® occurs once: [04/00 x B®amOmm

() Oceurs every: |1 [Hour(s | Starting at: [[3:00 ®aM O PM

Ending at: |[.-_'J 1] @ am O pm

Duration

Start date: ) End Date: No End Date

[Tuesday, February o9, 2016[~] & [Tuesday, February o9, zois v| B i

[ Cancel | [ <Back | [E]

How it works...

Every scheduled job is a scheduled job in VCM database, compliance job uses data from the
VCM database for processing. Once the job is finished, it will update the compliance stats
on the VCM console and then these can be exported in the form of a report, which can also
be scheduled.
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Scheduling reports

We don't want to sit in front of the VCM console to get the reports exported. We can
schedule them and they can be in our inbox when we login. The patching and compliance
reports can also be scheduled to be sent to the security officer to take a look at the infra. As
they will be sent automatically, our admins can use this time to fix the actual issues than
exporting and sending the reports.

Getting ready

Get a proper name ready for the scheduled report and create machine group against the
report that should run. For compliance reports, make sure that a compliance check is
already performed so that it can have some data in the report.

How to do it...

To perform this recipe, log in to VCM with admin account and follow the steps:

1. Navigate to Administration | Job Manager | Scheduled and click on Add.
2. Check the screenshot from the earlier recipes
3. Select Run Report(s) on the Job Type page of the wizard.
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4. Provide Name and description You can be creative, as there is a limit of
characters for the Name, you can use any naming convention as all the scheduled
job are going to land at the same place in VCM:

gs:hm:luted Job Wizard — Webpage Dialog B
I Mame and Description

Add [/ Edit the name and Descnpbion for this schedule item.

Enter Job name:
[Sche_Repor-Compliance

Enter Job description:
Scheduled Compliance }lep:::

Cemen ) (o> )

5. On the Report Folder page of the wizard, select the report you want to schedule.
In this case, we are going to choose patching-related reports.
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6. Provide a location to save the exported reports that can be a shared location
where all the reports are saved.

7. Select Select only certain s to run:

&) scheduled Job

Report Folder
P Select the folder that contains the Report{s) you want to run dunng this job.

= Virtual Environments ~
» O UNIX

. Change Management

3 VCM Deployment and Administration
b3 Windows

& vem Patching
= vem Patching Assessment Based

v & Realtime Assessment Based b
- B Bl ndin

Report results will be saved in:

|"-WCM2T-COLLECTORlCMFHesSIExpurIed Reports\

Selected Folder: Machine Group Reports\Compliance
) Run all reports in this folder
® Select only certain reports to run

[ e | [CSoncel ) [CeBock | [Chex-
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8. Select the reportreports to run: Select the reports you want to schedule, hover
over the name of the eporreport to see full name on the top:

gs-l:hedulr:d Job Wizard - Webpage Dialog

Reports
Select the Reports from the selected folder to run during this job.

Selected Folder: Machine Group Reports\Compliance
Available Selacted

Compliance Badge Mappir Compliance Machine Group *
Compliance Badge Mappir Compliance Results Detail by
Compliance Badge Rollup
Compliance Badge Rollup
Compliance Change Histol
Compliance Results Datall
Compliance Results Detail
Compliance Results Machi
Compliance Results Sumn
Compliance Results Sumn v
Compliance Results Trend

17 item(s) of 19 2 item(s) selected.

e
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9. Click on the arrows in front of the report names to provide the input details, the
details will change depending on the report you have selected in the earlier step:

- Parameters
Some or all of the Reports you selected require parameters.

5 %

Compliance Machine Group Summary A~
Template Name |center for Internet Security - Windows Server 201,

e
Compliance Results Detail by Machine
Template | Center for Internet Security - Windows Server 201

Run |Most Recent Run E

Machine Filter I«—‘
Machine IWE
Rule Groups IAII Rule Groups
Compliance Status W
Overall Compliance Status m
Exception

Rules |All Rules

. W
Rule Severity |.&II Saverities| v

e (ol ) (e | [moes )
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10. Provide the format of the file you want, you can e-mail the report as well if you
have SMTP configured and keep few copies of the report on SSRS:

gbchcduled Job Wizard - Webpage Dialog [ =]

Qutput Format
Select the format(s) for the Report output,

[#] Export as file:
File Name Format:
SQL and VCM Data Grid Export Type If ymima Senar
SRS Export Type

[JEmail a copy of tha SRS report to the following addresses:

To: | Boo: I
Ce: | Reply To: |
Subject: |
Embed Report as IXML file with report data i_.\f_l
[I5ave copy of the SRS report in history a5 [XML file with report data

Allow IIU saved copies of the SRS report in history

(e ] Comen ) (epom ) [nen> |

11. Select the machine group against which you want to run the report.
12. Select the schedule and click on Finish to close the wizard.
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How it works...

VCM goes to the database and prepares the requested report, then depending upon the
option selected, it will either dump the report at a shared location in the requested format
and/or mail to the configured e-mail IDs.

Make sure that you have scheduled the dependency task earlier and finished before starting
this report, like in this case, you should configure the compliance check first, and once it is
complete, you should schedule this report or configure patching report once the scheduled
patching is finished.

Scheduling vCenter collections

To manage virtual machines, VCM must collect the virtual infrastructure data from the
registered vCenters. We can directly add, license, and install agents on the machines added
by vCenter collections.

Getting ready

Make sure that vCenter is added in VCM by following the Adding a vCenter server

instance recipe in Chapter 2, Configuring VCM to Manage Your Infrastructure. You have
imported the compliance pack for vSphere 5.5 Hardening by following the Importing
Compliance Packs recipe from Chapter 6, Compliance Management. Create a machine group
that will include only vCenter Servers by following the Creating a machine group recipe
from Chapter 2, Configuring VCM to Manage Your Infrastructure.

How to do it...

1. Navigate to Administration | Job Manager| Scheduled and click on Add. Check
the screenshot from the earlier recipes.

2. Select Collection on the Job Type page of the wizard.

3. Provide Name and Description. You can be creative as there is a limit of
characters for the Name, you can use any naming convention as all the scheduled
job are going to land at the same place in VCM.
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4. Select VMware vSphere 5.5 Hardening Guide Filters. This collection filter set
was downloaded when you prepared yourself in the getting ready section:

Filter Sats
Seleck the Filter Sat(s) to uze during this job.

Custom Information Data Class
Default

Mac - Anti-Virus

Orade

Patching - Unix Assessment Results
Patching - Windows Security Bulleting
vCenter Operations Manager
vCenter Operations Manager Group
wCM Hardening Filters

VHMware vSphere 5.5 Hardening Guide Filters

Collection Options
[ Run Remote Command(s) in conjunction with this Collection,
[ Bo not imit collection to deltas (Waming: This process could be lengthy.)

Priority for scheduled collections: f4 - Mormal (default) v

Cancel | [ <gack | [ mexts |

5. Select vCenter Servers Machine Group. This machine group was configured
when you prepared yourself in the getting ready section.

6. Schedule the vCenter collection for a daily collection.

Note that this means that any newly provisioned servers will be
discovered daily. If you know the machines will be deployed frequently,
and you want them to be discovered early, you can change the schedule
according to your needs.

How it works...

In this recipe, VCM collects data from the VCM servers that are added in VCM for
management and then it makes new VMs available for agent installation by performing a
discovery and management such as checking compliance and patching.
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See also

o The Adding a vCenter server instance recipe in Chapter 2, Configuring VCM to
Manage Your Infrastructure: To make sure that vCenter is added in VCM

e The Importing Compliance Packs recipe from Chapter 6, Compliance Management:
To import compliance pack for vSphere 5.5 Hardening

e The Creating a machine group recipe in Chapter 2, Configuring VCM to Manage
Your Infrastructure: To create a machine group this will include only vCenter
Servers

Scheduling vCenter discovery

Discovery is used to identify if there are any new machines available that can be added to
VCM for management. If we don't do it, then we need to manually add and license the
machines to be managed.

VCM must discover machines in your environment before you can collect data from them.
You can create a discovery rule to discover all machines or you can apply a filter to limit the
machines that VCM discovers.

Note that the vCenter discovery must occur after the vCenter Collection.
This is counter-intuitive, but simply put, the vCenter discovery is finding
new VMs that have come under the vCenter management through the
vCenter collection.

Note that for servers and workstations, exceeding the limit on your license

key produces warnings but does not restrict the VCM operation.

In this recipe, we are scheduling a vCenter discovery so that all the newly created VMs can
be added, and agent can be installed and licensed in VCM.
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Getting ready

Check whether you have enough licenses available to accommodate the newly added VMs,
make sure that vCenter is added in VCM by following the recipe in the Adding a vCenter
server instance recipe in Chapter 2, Configuring VCM to Manage Your Infrastructure. You
must have created a discovery rule by following the recipe in Adding a discovery rule recipe
in Chapter 2, Confiquring VCM to Manage Your Infrastructure. You must have scheduled a
vCenter collection before running this discovery. If you are exceeding the limit of your
license key, add one by following the Applying a new license key recipe in Chapter

7, Maintenance of VCM.

How to do it...

Navigate to Administration | Job Manager | Scheduled and click on Add.
Check the screenshot from the earlier recipes
Select Discovery on the Job Type page of the wizard.

L e

Provide Name and description. You can be creative as there is a limit of
characters for the Name, you can use any naming convention as all the scheduled
job are going to land at the same place in VCM.
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5. Select the vCenter discovery rule created in the Adding a discovery rule recipe in
Chapter 2, Configuring VCM to Manage Your Infrastructure:

Discavery Rules
Selack the D'rgnou'tr-( Rule ko run during thisjoh_

vCenter Discoven

=N ETTE BT

6. Click on Next and select a daily schedule.

Note that it is best to schedule the Discovery after the Collection. A two to
three hour gap should be sufficient for most environments, but double-
check the vCenter Collection job status for large environments.
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How it works...

A discovery rule is created; we are just asking VCM to run it on a schedule. If there are too
many VM installations on daily basis, we can increase the frequency by selecting Occurs
Every XX hours and schedule accordingly. This will go in the database and check the details
fetched by vCenter collections and add the newly created VMs in the licensed machines. If
in the discovery rule we have selected to install the agent, then it will just follow the
discovery and install the agent.

See also

e The Adding a vCenter server instance recipe in Chapter 2, Configuring VCM to
Manage Your Infrastructure: To add a vCenter in VCM

e The Adding a discovery rule recipe in Chapter 2, Configuring VCM to Manage Your
Infrastructure: To create a vCenter discovery rule to be used for this schedule

e The Applying a new license key recipe in Chapter 7, Maintenance of VCM: To add
license key if you are exceeding the limit of your license key.
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Troubleshooting VCM

In this chapter, we will cover the following recipes:

¢ Troubleshooting tools — EcmDebugEventViewer

¢ Troubleshooting tools — Job Manager | History

¢ Troubleshooting tools — Machine Collection Status

¢ Troubleshooting agent communication issues

¢ Troubleshooting agent upgrade issues

¢ Troubleshooting SCR download issues

¢ Troubleshooting VCM console login failure

¢ Troubleshooting vCenter and vCloud data collection issues

¢ Troubleshooting the Recommended Action: Investigate Issue Linux server patch
error

¢ Troubleshooting not being able to see any jobs on the console
¢ Troubleshooting not being able to see the Monthly option on the Schedule Job
page

Introduction

Troubleshooting is the process of identifying the source of a problem and eliminating it. To
start troubleshooting, you start with the most obvious possible problem and then pinpoint
the exact issue. Doing this requires two things: experience of the entity you are
troubleshooting and good tools to look at details such as logs and error codes.



Troubleshooting VCM

In this chapter, we will talk about both. In the first three recipes, you will be introduced to
the tools, as they are necessary to gain some expertise in VCM troubleshooting, and then,
we will look at some general issues and their solutions.

The troubleshooting tools we will cover include EcmDebugEventViewer.exe, VCM logs,
Job Manager | History, and the SQL log viewer. If you are good with SQL, you can try
SQL trace as well.

The general issues include issues with data collection, issues faced during patching, and
issues with agent communication.

Agent communication messages are too cryptic; they say Pingfailed for every issue, You
need to check what exactly went wrong.

So, let's get started with troubleshooting VCM.

Troubleshooting tools —
EcmDebugEventViewer

You can use the EcmDebugEventViewer tool to have a closer look at all the events that are
stored in the VCM database. This will help you find event errors for your environment.

Getting ready

We need access to the VCM OS with admin rights.

The tool is called EcmDebugEventViewer.exe. It is a standalone executable available in
C:\Program Files (x86)\VMware\VCM\Tools (if you installed VCM with defaults).

How to do it...

This recipe splits is in two parts: starting and filtering.
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Accessing events

The tool can be launched from its own location, or you can copy the . exe file anywhere and
start. Follow these steps:

1.

Connect to your VCM OS with administrator rights.
Open an Explorer window and browse to X: \Program Files

(x86) \VMware\VCM\Tools (X is the drive where you installed VCM).

Right-click on EcmDebugEventViewer.exe and select Run as Administrator.

You are now presented with a blank screen. You can choose from three

possibilities: Database, Collector DB, or Open File to open a saved . dbe file. For
this example, select Database.

Press F5; it will fetch the content of the logs from the database.
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6. Double-click on a line to open more details. The following screenshot shows an
error message that the VCM server is unable to resolve the mail server.

Details -

Level

Time |03-DB-2D1 6 00:51:37:.637

ClassMame |DataAccess_AIertSendHesponse

FuncMame |SendEmaiI

Message [-2147020883) Can't resolve hosthame for mailserver

Source Desc |U|

Job 1D |

Machine Name |

Fequest 1D |Default
Usemame |STUDY\s-vcmschDD2

FID B3

TID CR—
Classéddress ’U—

Current Line ’U—

Saved Line 0

Module np  Mar 72016 721PM

Up Down Copy &l Cloze

7. You can use the Up and Down buttons on the details windows to see other log
entries.

8. Click on Close to close the event details.

Filtering events

As there are lots of entries, you might want to reduce the amount by deploying a filer.
Continue with these steps:

1. Click on Filter settings and then define a filtering criteria, such as the source or
type of the message, as shown in the following screenshot:
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Filter Settings -

Fetch Increment Q kel Append Feauts
Bytes per Event [&pprax] 745
Meszage Tupe Message Source Data Source

¥ Timing ¥ dgent Main Database Server.  Collector Database Server:

% Exception W Collector [vemTT VeI

v Emor v Collector Cartrol Database Mame: Database Mame:
v

¥ warring ¥ Database [veM VEM_Call
¥ User Interface

¥ Info ¥ Select from Collectar DB
v Installer

Request ID:
Machine ID: |0

[ Use Custom Sl ‘where Clause Table Calumns:

~ [class address] ~
[class_name]
[eurent_line]
[func_name]

hd [iob_name] hd

Cancel

2. You can also select the specific timeframes that should be shown. Click on
Date/Time in the top menu and modify the duration, as shown in the following
screenshot.

Date/Time -
" Mot Specified ak

" during the previous m dap(s) Eancel
! g hour(z]
" during the previous m minutes(z]
" between [12/222015 | |11azonpm

[12/22/2m5 | [11:3326PM =
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3. You can export the selected logs by going to File | Save As dbe. This will save all
the lines.

4. To save only selected lines, select the lines and then go to File | Save Selected As
dbe.

This concludes our overview of the EcmDebugEventViewer tool.

How it works

You can open the main VCM database as well as the vCM_Co11 database or any saved files.

When you are troubleshooting VCM issues, this is the first place to start. Always select the
main VCM database as it contains the collected system data from the VCM agents along
with all the processes it is performing.

Let's take an example:

You are trying to patch a Linux machine and it is failing, and it is giving you the PingFailed
error code. You check and find that you are able to ping the managed Linux machine and
you can Telnet to the port-everything with regards to communication with the Linux
machine is working fine. The small catch here is that VCM first tries to communicate with
the SCR server on port 26542, and if that is not accessible for any reason, it just gives you a
cryptic PingFailed error. Now, if you start the ECMDebug tool, and you have already
enabled the debug log level to info, you can see that it is trying to communicate with the
SCR server and failing there.

On further troubleshooting, you find that the agent was not communicating for some
reason. After restarting it, you can proceed with patching.

The next option is the VCM collection database. The VCM_Co11 database contains
information about the Ul, such as Collector settings and options. To be frank, I have hardly
used it, so I don't really have a use case.

The last option is opening a DBE file. The VCM agent also saves its own logs in the . dbe file
format, so to troubleshoot agent issues, you can copy the file from an agent to the server
and read it, or someone can send you a saved . dbe file from their VCM installation, and
after going through the file, you can provide suggestions. When you work with VMware,
they will ask you to generate this . dbe file and send it to them so that they can review it
and get back with some solution.
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Troubleshooting tools — Job Manager |
History

The History tool is built in to VCM. With this tool, you can look at the status of the jobs
completed earlier, and it gives you the logs to further troubleshoot.

Getting ready

You will need access to the VCM console and basic understanding of VCM to roam around
the console.

How to do it...

To look at details about the jobs completed earlier, launch the VCM console and go to
Administration | Job Manager | History.

You have four options here: Instant Collections, Scheduled Collections, Other Jobs, and
VCM remote. If you are not troubleshooting collection issues, then you most probably need
to go to Other jobs and select the job in the top-left pane, and the details will be visible in
the bottom pane.

Select Job History and click on View Details. If the job had multiple machines, you will get
an option to choose either of them, and then you can see what went wrong.

In the following screenshot, when we hover over Status, we can see that there is something
wrong with Mutual authentication.
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We can use the Menu option at the top to copy the data, and it can then can be used to
search on the Internet or provide an exact log to VMware for further troubleshooting.

/2 UPGRADE-VCM - Viware VOl al - Windows Internet Explorer
vmware vRealize Configuration Manager Collector: UPGRADE-VCM
G © | Fbs W Colles P Remcts Command || B 2@ |0 3| E optons
{a]
¥% Machine Group: All Machines Filter:
1= console @ Instant Collections Run in the past 24 hours
Id compiiance 4, Machine Detail @ Job Detail i@ Connection Status
5 Active Directory
Column Grouping
- Reports
* Patching Row Job Name System Job Job Type Status
Q. Administration 1 Collection022221 no Instant Inspection Complete
ot Ui 3 UNIX Ml 2 Collection012246 no Instant Inspection Complete
Iy} License: 2
; 3 Collection010555 no Instant Inspection Complete
Licensed ESX/ES) :
$ (sl it 4 Collection005748 no Instant Inspection Complete
o e 5 Collection004406 no Instant Inspection Complete
" I"f nzr;o;e l:: . 6 Collection004310 no Instant Inspection Complete
& Additional Compone
- g o 7 Collection004139 no Instant Inspection Complete

&= Machine Collection ¢ 4l
» & VCM Snapshots

{1 Machine Collection L .
¥ (G machine/Virtual okj || View Details ) Resubmit 1ob

g Job History Machine Detail

¥ L User Manager
|* 03 Job Manager

1z} Running

Column Grouping

- 1 rest-win Create connection of EEcmCelMachineConnectComponentsStartup: Mutual Authent...
i Scheduled [Create connection of
+ i3 Histary [EEcmColMachineConnectComponentsStartup: Mutual
v I e i Authentication failed; the peer credential does not match
& In Seshen [the expected i Failed

@

£ Past 7 Days

0 Al Other -
¥ (% Scheduled Collad

b % Other Jobs B
4] i 3 4

VCM Job Manager | History

How it works

Every time VCM performs a scheduled or on-demand job, it is captured at this location; you
can have a look at them and see whether they failed or were successful. If they fail, it will
give you errors, which you can use for further troubleshooting.

When you click on a job and select View Details, it will give you a popup to either have a
look at the selected machine or all machines. You have an option to resubmit the job from
here.
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Let's have a look at a real-life experience. We were not able to patch a Linux server. We had
configured the SCR server and VCM as expected, but it was still failing. After checking the
logs here, we found that VCM is looking for a file called REDHAT-rt .ptoperties, while as
per the documentation, we had configured file called redhat-rt .properties. After
correcting the name of the file (to capital letters), we were able to patch the server.

Troubleshooting tools — Machine Collection
Status

Machine Collection Status in the VCM console is where you can see what data is collected
from which server and whether it is a full collection or a delta. This can come in handy
when you are troubleshooting data collection issues.

Getting ready

You will need access to the VCM console and basic understanding of VCM to roam around
the console.

How to do it...

Go to Administration | Machines Manager | Machine Collection Status.

As mentioned, we can have a look at what data was collected, which filter set was used, and
which filters were successful in obtaining the data.

Let's assume you are creating a machine group with a specific dynamic rule and the
machines are not getting populated, perhaps because the datatype you are using for
filtering was not collected.

You are running a report for compliance and see Data not Available for performing the
compliance test; as stated, perhaps the data was not collected.
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You can see the details by applying lots of filters in the console, as this will be a large table
to look at if you have a big infrastructure.

L VCM2T - Vidwaite VM Portal - Internet Explarer =1 |
= l}: il i
VIIWarE  vRsalizo Configuration Managoe | T catiectae: vosen
7 Jobe ' Cofect [ Remote Command | & 2 m3 [ (& | gstons
L e L]
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Machine collection logs in VCM under Administration

How it works

When we collect data from managed machines, what we collect and when we made the
collection is logged there.

We were working with an RHEL 7 machine to collect the data. The job was successful, but
when we tried patching the server, it did not show the status, that is, whether the patch is
required or not. When we checked in the Machine Collection Status tool, we did not find
our machine, which means that details were not getting captured. After checking the logs,
we concluded that the VCM collector was not able to capture details. After resolving the
issue with the machine, we performed another collect operation and found that the details
are available and the machine is listed in Machine Collection Status.
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Troubleshooting agent communication
issues

Now, we will have a look at multiple issues faced with agent communication and how they
can be resolved.

Getting ready

In this recipe, we will have a look at the following issues:

o Issue 01: Mutual Authentication failed
e Issue 02: Rethrown certificate issue

o Issue 03: PingFailed

o Issue 04: CredentialsFailed

Issue 01: Mutual Authentication failed

Mutual authentication failure may happen after an upgrade. When you try to collect data, it
fails with the error, as shown in the following screenshot:

Create connection of EEcmColMachineConnectComponentsStartup: Mutual Authent...
[ereate connectan of
EEcmCoMachineConnectComponentsStartup: Mutual
|Authentication failed: the peer credential does not match
|the expected fingerprint: Failed

VCM agent communication issue : Mutual Authentication Failed
You can see the error under Administration | Job Manager | Instant Collection.

Then, select the appropriate subsection. After that, select the Job in the top-left pane, and
you'll be able to see the details in the bottom-left pane.
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How to do it...

To resolve the issue, follow these steps:

1. Select the machine for which you are not able to collect data.

2. Click on Re-establish Mutual Authentication (the handshake symbol on the
menu bar).

3. Select the machine or machines that are facing the issue.

Click on Finish to close the wizard.

5. Confirm that the issue was resolved by performing the collection again.

L

Issue 02: Rethrown certificate issue

Agent-server communication is based on the certificate we use while installing the agent; if
the certificate on the agent does not match the certificate on the server, then you will get the
following error message:

Status
Create connection of EEcmColMachineConnectCompanentsstartup: [RETHROWN] Cer... 28-02-2016 00:44:13
ICreate connection of
IEEmCoMachineConnectComponentsStartup: [RETHROWN]
Certficate chain does not contain an authorized certificate.:
Failed

VCM agent communication: the rethrown certificate issue

How to do it...

To resolve the issue, do the following:

1. Reinstall the agent with the correct certificate and perform the collection again.
2. In the case of a Linux server, use the installer from the correct VCM server, as the
certificate is embedded in the installer.
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Issue 03: PingFailed

This issue could be because of many things:

DNS resolution for the managed machine is not working

The firewall is blocking port 26542 (either on the agent or between the server and
agent)

The service is not running

The agent is not installed

The machine is powered off

There are issues in routing; hence, the machine IP is not reachable

Create connection of EEcmColMachineConnectComponentsstartup: PingFailed 258-02-2016 00:34:08

ICreate connection of
EEcmColMachineConnectComponentsStartup: PingFailed

VCM agent communication issue: PingFailed

How to do it...

To resolve the issue, follow these steps:

1.
2.

Make sure the managed machine is powered on.

Ping the managed machine with the hostname or FQDN and see whether the IP
is resolved.

Use the following commands:
ping —-a 10.20.30.40
ping serverOl.study.local

Make sure the latter two hostnames resolve the same IP, and the first
command gives the correct hostname. It has been observed that sometimes
the name resolution does not work as intended and needs corrections.
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3. Trace the IP from the VCM server to check whether the machine can be reached
from the VCM server and there are no routing issues; if there are any, add the
required routes.

Use the following command to do this:
tracert server0l.study.local

From the managed server, run this command:
tracert vem.study.local

You must be able to reach from both the sides.

4. Check the Telnet port 26542 from the VCM server; if it isn't working, check the
local firewall on the managed machine. If that is disabled as well, check with the
networking and security teams whether there is a firewall between the managed
machine and VCM server and whether it has port 26542 open.

From the VCM server, try following command:
telnet serverO0l.study.local 26542

For more on the required ports, have a look at the Understanding the
requirements of VCM section of Chapter 1, Installing VCM.

5. Check the firewall on the local server.

This should either be disabled or should have the required ports open.

The procedure is different for Windows and Linux. Have a look at the
following articles:

For Windows:
https://technet.microsoft.com/en-us/library/cc753558.aspx

For RedHat: https://access.redhat.com/documentation/en-US/Red_
Hat_Enterprise_Linux/6/html/Security_Guide/sect-Security_Gui
de-Firewalls—-Common_IPTables_Filtering.html

[352]


https://technet.microsoft.com/en-us/library/cc753558.aspx
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/sect-Security_Guide-Firewalls-Common_IPTables_Filtering.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/sect-Security_Guide-Firewalls-Common_IPTables_Filtering.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/sect-Security_Guide-Firewalls-Common_IPTables_Filtering.html

Troubleshooting VCM

6. Check whether CMAgent is installed. This can be done in multiple ways:

For Windows:

1. Check whether the CMagnet service is available.

2. Check whether the C: \Windows\CMAgent folder is present and is not
empty.

3. Check whether CMAgent is listed in Add/Remove Programs.

For Linux:

Run netstat -an | grep 26542.

Make sure the service is listening on port 26542.

Check whether the service is running by executing this command:
netstat -1 | grep csi-agent

The command should return tcp 0 0 :csi-agent *: LISTEN.

Monitor processes with the top utility. If the top utility is installed and
available, you can use it to monitor processes. Here's how:

1. Start the top utility.
2. Type u.

3. At the Which User (Blank for All): prompt, type the user account that the
agent is installed as (csi_acct).

4. Type s.
5. At the Delay between updates: prompt, type 1.
7. Check whether the CMAgent service is running.

Follow the OS-specific actions to check the status.
For Windows:

Run services.msc and make sure the CM Socket Listener service has been
started.
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For Linux:
Log in to the managed server with root privileges.
Goto /etc/init.d.

Execute . /csi-service status and make sure it is running.

Issue 04: CredentialsFailed

As shown in the following screenshot, you might get an error called CredentialsFailed. This
happens when the network authority account configured for the managed machine does
not have rights on the managed machine.

Chances are, the machine you are managing is either from another domain or in a
workgroup, and you did not add the required credentials as the network authority account.

® s wtudy\wom_admin, Adein, [UTC+S:30)
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1 Collection 25250 o Insitant Inspaction Camplate Ol 1 (%) scoseded nia STUDYV\NEM _ademin  3/5/2016 2:52:50 AM W5/2016 2.5
2 Collection001 948 no Instant Inspection Complete 1 of 1 {100%) succeeded nfa STUDTYWCM_ admin - 352016 12:19:50 AM 3512006 12:
al3 Collection_20160304_42113  no Instant Inspection Complete 1ol 1 (100%) succeeded  nfa STUDNSOL_SVE IHR06 951113 &AM 34206 35
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VCM agent communication issue: CredentialsFailed
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How to do it...

Have a look at the Patching machines in multi-domain environments and workgroups recipe in
Chapter 4, Windows Patching, and the Adding a network authority account to manage machines
in multiple domains recipe in Chapter 2, Configuring VCM to Manage Your Infrastructure,
then add the appropriate network authority account for the managed machine and try
collection again.

How it works

We discussed multiple issues here: VCM must communicate with the agents if we want to
manage them. VCM agent communication is based on the certificate on the server; if that is
not as expected, then the server won't communicate, and we need to replace that by
reinstalling the agent with the correct certificate.

We need to make sure that we can resolve the hostname of the managed machine and
connect on port 26542, so open firewall ports in between.

Troubleshooting agent upgrade issues

After upgrading VCM to version 5.8.1, you might face some issues while upgrading the
agent to the latest version. The upgrade fails, but if you choose Install with Remove
Current version from the VCM console, then the agent gets installed/upgraded to the latest
version.

Note that this issue has been resolved in the latest version of VCM at the
time of writing this book, that is, VCM 5.8.2. This is applicable only if you
are upgrading to VCM 5.8.1.

Getting ready

When you select a machine on the VCM console, choose the Upgrade option, and run the
job, it should fail while creating the service on the managed machines and throw an error as
per the following code, which is present in C: \Windows\CMAgent.

*** Installation Started 03/03/2016 3:57 ***
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Title: EcmComSocketListenerService

Source: C:\windows\TEMP\GLB90C6.tmp | 03-03-2016 | 03:57:04 | 71680

Rem Wise Error Number: 141

Rem Function Name: EcmCreateService

Rem Error Message: Caught an exception from wise : Call to
EcmCreateService for service CSI Socket Listener failed with error code

of 1072 : error code 141
141

How to do it...

In the 5.8.1 release, VMware promoted the HTTP listener module, which stops the listener
service before upgrading while the Collector is waiting for it. The Collector contacts the
agent for the upgrade status when the listener is being upgraded. As a result, the collector
receives a ping failed response, and it signals the collector to FAIL the upgrade job.

The following setting allows the collector to fall back to DCOM when the HTTP connection
fails:

1. Run the following query in the SQL management server while selecting VCM as
the database:

UPDATE dbo.ecm_sysdat_configuration_values SET configuration_value =
'l' WHERE configuration_name = 'config allow_http_failover_to_dcom'

2. Also, correct the module filename of ECMSocketListenerService using this
query:

UPDATE dbo.ecm_sysdat_install_modules SET module_file_name =
'EcmComSocketListenerService6_6.exe' WHERE module_name =
'EcmComSocketListenerService' AND module_version = '6.6'

3. Restart the SSRS and VCM collector service.

After that, you can upgrade the agent from the console.
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Troubleshooting SCR download issues

As you know, SCR is a tool that is used to synchronize patches for Linux/Unix operating
systems from vendor sites to local repositories. Sometimes, the synchronization fails and
can't download content from vendor sites.

Getting ready

We are able to log in to the RedHat portal with the same account, but the patch download
fails with an error. When we try to synchronize patches with vendors (in this case, RedHat)
from SCR, it throws an error, as shown in the following code:

Nov 19, 2015 9:11:32 AM com.lumension.scr.log.CommonsLogging error
SEVERE: Error processing architecture X86_64
com.lumension.scr.exception.AuthenticationFailedException: Failed to
establish login session with RHN

at
com. lumension.scr.pojo.SCPackage.getAllPackageFiles (SCPackage. java:508)

at
com. lumension.scr.pojo.SCPackage.download (SCPackage. java:363)

at
com. lumension.scr.client.StandaloneSCRepositoryClient.download
(StandaloneSCRepositoryClient.java:596)

at
com. lumension.scr.client.StandaloneSCRepositoryClient.process
(StandaloneSCRepositoryClient.java:492)

at
com.lumension.scr.client.StandaloneSCRepositoryClient.main
(StandaloneSCRepositoryClient.java: 644)

As it indicates an issue with login, the first suspect is, as always, the account used to
synchronize the repository with RHN. We can log in with the same account on RHN, and if
we try changing to another account, the problem still persists.
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How to do it...

The resolution for this is as follows:

1. Resynchronize the SCR Tool with the RedHat repository.
2. Select the SCR Tool output folder and delete all of the SystemId*.xml files:

cd "PatchRepo/Repos"/unix
rm SystemId*.xml

[root@scr unix]# pwd/opt/vcmpatches/unix[root@scr unix]#
1lsSystemId_5Server_i386.xml
SystemId_6Server_i386.xmlSystemId_5Server_x86_64.xml
SystemId_6Server_x86_64.xml

Take a backup of the files by running the following command for each file:

[root@scr unix]# cp SystemId 5Server_i386.xml
SystemId_5Server_i386.xml.bak

[root@scr unix]# rm —-f *.xml

[root@scr unix]# 1s

[root@scr unix]#

The path to the unix folder is located in the properties file and is defined
using the folder=value parameter.

For example, folder=/PatchRepo/Repos.
3. Run the replication process manually or allow it to run on schedule:

[root@scr unix]# cd /etc/cron.daily/
[root@scr cron.dailyl# ./SCR

4. The XML files will be created at the earlier location (/PatchRepo/Repos) and the
synchronization will also start:

[root@scr unix]# pwd

/opt/vempatches/unix

[root@scr unix]# 1ls

SystemId_5Server_i386.xml SystemId_6Server_i386.xml
SystemId_5Server_ _x86_64.xml SystemId_6Server_x86_64.xml
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How it works

The real problem was that the source machine information was changed or deleted on the
Red Hat Network (RHN).

When we delete the XML files and restart the synchronization, the machine information is
updated again and we are allowed to download patches from RHN.

Troubleshooting VCM console login failure

You are trying to log in to VCM and it throws an error: Your ID is disabled.

Getting ready

You will need access to SQL server to resolve the issue.

@@| 2 hitpsi//local.. O = @ Ce.. & ” 2 Authorization | ‘

Login failure: Your ID is Disabled
Please contact your VCM Administrator for further help.

Error Message:
Server.HtmlEncode(Unknown Error.)

Consider this: you do not have anyone who can help you enable the ID or, even worse, you
were setting up the VCM and still haven't added anyone, so yours is the only account that
can log in and make the necessary settings.

No worries; we have a solution.

You will need SQL Managemnt Studio and access to your SQL server that holds the VCM
DB.
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How to do it...

Follow these steps to unlock the user:
1. Log in to the VCM SQL server and launch SQL Management Studio.
Select VCM as the database and run the first query:
select * from ecm_sysdat_logins
This will show all the users with their login IDs.
2. Note the login ID for the user you were trying and run the following query:
update ecm_sysdat_logins set login_active = 1 where login_id = X
X is the login ID of the user you noted earlier.

The login is now enabled. Try logging in to the VCM console, and if you were the only
administrator, start adding others.

How it works

VCM stores all the information about everything it does in the SQL database. In this case,
we found that the account we were trying to log in to was locked and needed a reset.

After running the first SQL query, we checked the status of the account in the database, and
as it was locked (that is, login_active = 0), we ran another query and enabled the
account, thatis, login_active = 1.

After that, we can log in to the VCM console.

It is recommended to have an AD group added to the VCM for administration purposes as
described in the Managing users recipe in Chapter 7, Maintenance of VCM.
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Troubleshooting vCenter and vCloud data
collection issues

The issue: when trying to collect data from vCenter and vCloud Director, the operation

fails.

Getting ready

You should have the following problem: when you try to collect data from either vCenter or
vCloud Director, it either fails or you are not able to see any details in the VCM console,
under Console | Virtual Environments.

How to do it...

There could be few reasons for this.

The details of the error or failure can be seen with the EcmDebugEventViewer tool or in
Job manager | History; based on the error codes, you can try any or all of the following
solutions:

¢ The credentials set while configuring vCenter and/or vCloud may not be right;
try changing them.

¢ The certificate thumbprint set while configuring vCenter and/or vCloud may not
be correct.

If this is the case, then under Job manager | History, VCM will show the
configured thumbprint and expected thumbprint; you can copy the expected
thumbprint. Make sure it's correct, and then, change the wrong certificate
thumbprint.

¢ As you know, we have filter sets, and most of the time, we choose the default
filter set for performing collection. Validate the default filter set and see whether
it has all the vCenter and/or vCloud-related filters present; if not, add them and
perform a collection.

The setting is available under Administration | Collection Filters| Filter Sets.
Select Default Filter, click on Edit, and add any missing vCenter and/or
vCloud filters, as shown in the following screenshot.
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You can define a filter to limit the filters with criteria like in the screenshot:

3

Data Filter -- Webpage Dialog

Where  {product

vf= v | virualization' | [

This will limit the filters to only vCenter, vCloud, and vShield. Make sure

these are part of the default filter set; if not, then use the down arrow to add
all of them to the default filter, and click on Next. Complete the wizard and
then perform a collection for vCenter, vCloud, and/or vShield. It will work.

Filters

Product

Virtualization
Virtualization
Virtualization
Virtualization
Virtualization

L4
29 item(s) of 128

Windows
Windows
Windows
UNIX

Windows

Windowe

99 item(s) selected

# Machine Based Filter Set

Filter Set Wizard -- Webpage Dialog

m?d? Select the filters to add to this filter set.

Active Directory Filter Set
Filter: *Y Define &7 Turn off

MName

VI : vCenter Principles and Roles - PowerCLI
VCI : vCenter Principles and Roles - Python
vCloud Director

VM Logs - VMw are

wShield

Account Policy

Accounts

Audit Policy

CIS - RHEL 7 - Custom Information - fetc/login.defs
Custom Info Win 01: Basic PowerShell Data
ruetnm Tnfa Win N7 Nnencal and Pythan Yercinn

Cancel ] [ < Back ] [ Mext = ]

Modifying the default filter set
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How it works

VCM uses filter sets, and those include filters to collect data from various managed objects.
Filters define what data needs to be collected, such as operating system name, some registry
value, or file permissions. There are thousands of filters available, and not all filters are
used in one filter set. We have a default filter set, which includes filters for all the managed
machine types, such as vCenter, vCloud Director, Windows, and Linux. Sometimes, certain
required filters go missing from the filter set. We then need to add them back so that the
next time we use them to collect details, VCM will know what data needs to be collected.

In this troubleshooting recipe, we did the same thing and added missing filters to the
default filter set.

Troubleshooting the Recommended Action:
Investigate Issue Linux server patch error

When trying to patch a Linux server, you might get a message saying Recommended
Action: Investigate Issue and hence are not able to patch the server.

Getting ready

The error will look like the following screenshot. The recommended action is Investigate
Issue:

%1 RHEL Approved Patches

% Detail ol Add Exception ¥3 Assess (g Deploy & Reboot [ Enable/Disable Summary

Column Grouping

1 rhel-test RHBA-2014:1141-01 a8 t, Investigate Issueg 1
2 rhel-test RHEA-2014:1150-01 [ x| v, Investigate Issue 1
a rhel-test RHRA-2014:1169-01 [ | ¥, Investigate Issue 1
4 rhel-test RHBA-2014:1272-01 a8 ¥, Investigate Issue 1
5 rhel-test RHBA-2014:1622-02 [ x| t, Investigate Issue 1
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How to do it...

1. To resolve the issue, follow these steps on the VCM database:
2. Run this SQL query to know the machine_id for which it shows Investigate
Issue:

select machine_id, machine_name from ecm_dat_machines where
machine_name = '<Machine Name>'

3. The machine name is the name of the service creating issues.
4. Update the timestamp for that machine_id value using the following query:

update ecm_sysdat_imd_machine_timestamp_xref set timestamp = 0 where
machine_id = <>

5. Carry out another assessment on that machine, and it will tell you that patches
are required.

Troubleshooting not being able to see any
jobs on the console

The issue: VCM is not running or showing any jobs. When jobs are started manually, they
are not being executed, rendering VCM close to useless.

Getting ready

When we run any job such as data collection, patching, or compliance checks, they might
not start and be absent from the Jobs window. Because of this, there is no update in the
VCM database, you can't patch a managed machine, and compliance checks can't be
executed.

We need access to the SQL server hosting the VCM database.
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How to do it...

Here is the resolution. To determine whether the SQL Server Service Broker is enabled, run
the following script in SQL Server using SQL Server Management Studio:

1. Launch SQL Server Management Studio and create a new query, as follows.

USE master;

GO

SELECT name, 1is_broker_enabled FROM sys.databases;
GO

2. Check whether the value of is_broker_enabledis (zero) for the
VCM database, and re-enable the SQL Server Service Broker by running the
following script in SQL Server:

USE master;
GO
ALTER DATABASE {db-name} SET ENABLE_BROKER WITH ROLLBACK IMMEDIATE;

GO

Here, db-name is the name of your VCM database. The database name is VCM by default.

How it works

With Service Broker, a feature in Microsoft SQL Server, internal or external processes can
send and receive guaranteed, asynchronous messages. Messages can be sent to a queue in
the same database as the sender, to another database in the same SQL Server instance, or to
another SQL Server instance either on the same server or on a remote server. We fixed the
broken broker service on the VCM database so that it can function again.
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Troubleshooting not being able to see the
Monthly option on the Schedule Job page

Sometimes, it may happen that when we are trying to schedule something in VCM, when
we are about to complete the wizard, on the schedule page, the Monthly option is disabled
(grayed out), and we can't set a monthly schedule.

Getting ready

The Monthly scheduling option is disabled, as shown here:

Scheduled Job

VCM User Time Zone:
Current User Time:

Current Database Time:

2} scheduled Job Wizard -- Webpage Dialog

Define the schedule for running this job.

UTC +05:20
Wednesday, March 09, 2016 0:02 AM
Wednesday, March 09, 2016 5:32 AM

Note: Scheduling is based on the user time zone setting in VCM User Options.

User Daylight Saving: No =]

[ Occurs
& Daily
 weekly
© Monthly
 Once

Dail
Every:|1 day(s)

— Time of Da

 Occurs once: |01:00 &AM € pM
" Occurs ever_v:|1 IH‘i‘L“"S = Starting at:[51-gp

& am € pm
&AM C PM

Ending at: [5q-gp

] |

— Duration
Start date: ' End Date: & No End Date
[wednesday, March 09, 2016 x| E] [wednesday, March 09, 2016 =] El z‘
[ cancel | [ <pack | [ Mests

How to do it...

The monthly scheduling option is disabled if the time zone setting of the VCM user
launching the console is different from the VCM database's time zone setting.

Make sure the time zone of the machine that is used to connect to the VCM server is the

same as the VCM database server's.
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Defining Naming Conventions

We need to create lots of entities such as machine groups, patching templates, compliance
templates, and so on, and to keep all these things tidy, we need to have certain naming
conventions. Here is the list of entities we will be creating naming conventions for:

¢ Machine groups

e Machine group filters

¢ Patching templates

¢ Patching jobs

¢ Patching assessments

¢ Compliance templates

e Compliance rule groups
e Compliance filters

Machine groups

You can use the operating system and maintenance window a machine belongs to, to create
its machine groups, such as this example:

MWO1-Win—-xxxxYYYY



Defining Naming Conventions

This is what the sections mean:

e MWO01: First maintenance window

e Win/Lin: Windows or Linux

o First/second/third/fourth (xxxx): The number of the week of the month
e Day: The day of the week for which patching has been planned

Machine group filters

A machine group filter inherits its name from the machine group it belongs to, so this will
be the same as the machine group name.

Patching templates

Patching templates are a group of patches that we can use by following the naming
conventions for them.

For monthly patching templates, use the following naming convention:
Win-XXX-YY-Template
This is what the components mean:

o The first three characters are for the OS (Win/Lin)

¢ The next three characters (xxx) are for the month

¢ The next two numbers (YY) are for the year

e The final word (Template) is for specifying that this a template

Scheduled patching jobs

The following naming convention can be used for scheduled patch jobs:

XXXYY-0S— MWZZ Monthly Patching
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This is what the sections of the name stand for:

e xXxx: Month

e YVY: Year

0S: Win/Lin

77: Maintenance window number 01/02/03/04
Monthly Patching: Descriptive label

Scheduled patch status collection

The following naming convention can be used for scheduled patch status collection:
OS-MWZZ-XXXPatchStatus
This is what the sections of the name stand for:

e 0S: Win/Lin

¢ 77: Maintenance window 01/02/03/04

e xxx: When the assessment will run-pre/post patching
e Last word: Status

Scheduled patching assessment

The following can be used as a naming convention for scheduled patching assessment:
WinMWzZ-InitialAssessment
This is what the sections of the name stand for:

e 03: Win/Lin
e 77: Maintenance window 01/02/03/04
e Next word: When the assessment will run-Initial/Final assessment

e Last word: Assessment
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Compliance templates

The following can be used as a naming convention for compliance templates:
01-MyCompany-MyCompany ISO 27001-27002 Windows 2003
This is what the sections of the name stand for:

e First two numbers: Sequence
o Next three characters: MyCompany
o After that: Name/title from where the rule groups are to create this template

Compliance rule groups

The following can be used as a naming convention for a compliance rule group:
01-MyCompany—- MyCompany ISO 27001-27002 Windows 2003
This is what the sections of the name stand for:

e First two numbers: Sequence
e Next three characters: MyCompany
o After that: Name/title of the rule group
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Understanding VCM Console

Before you start using VCM, let's have a small primer to the console, as we've used it
throughout the entire book and it's better to get familiarized with it.

Here's how to connect to the VCM console:

Sr. no. | VCM deployment | Default console link

1 Single-tier https://<VCM Server IP/FQDN>/VCM

2 Two-tier https://<Collector Server IP/FQDN>/VCM
3 Three-tier https://<Web Server IP/FQDN>/VCM

The only supported browser is IE in various versions, so enter the URL and hit Enter in the
browser and provide the credentials. Select the role if you have multiple roles, and then you
will enter the amazing world of VCM.
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The console looks like the following screenshot:

G O

¥ Machine Group:

VIMWware  vRealize Configuration Manager
& Jobs Wy Collect b memote Command

All Machines

VEMIT - Viweare VM Portal - Intemet Explorer

| ¥ cotlector: voMiT | * User: STUDY Administrator, Admin, (UTCH1 100}

2 [ R R R E

Fiter:  *f Define @

i} Dashboards
LE Alerts

Caf Asset Extensions

g Change Hanagement

Caf UNIX Remote Commands
o Windwws Remote Comme
#g Domaing Giscovered

F ' Service Desk

+ E3 virtusl Environments

b & Enterprise Applications

Console

VCH coblects deep, oross-platform configuration data lrom machines and business witical applications acress your ent The Console this data, displaying
information in usable, logical sections. The Console also provides access to change management actions that allow you to quickly and effidently manage your system

configuratians,

7 Dashbogeds i

Presents enterprse-wide, sumenary information In graphical charts that you can export or print. The Individual dashboards shown within your Consale will vary,
bamad upen which compenants yau hava licangad

3 Alorts

Displays alerts that notify you of changes on machines of Interest, based on leg data or compliance results. You can review cement alert notifications, and then
moea tham te an acknowladgad ares Bnes thay hava baan addrassed.

= Asset Extensions

Extends VCM's CMDE to allow additional attributes for VCM discovered hardware and software assets, and managemant of new asset types.

@ Changs Management

Provides automatically-generated logs that track all changes (deftas) that have cccurred from one collection to the next for the colected data type.

5 > (4 UNIX Remote Commands
|40 Compance
3 Active Directory Enablis you to create, edit and run remote commands on 3 managed UNEE machine.
Reports "
2T I« Windows Remote Commands
B P v
Q Adminestration Enables you to oeate, edit and run remote commands on a managed Windows machine.,
e W0 jobs ronning vm
- - e = v 119 P
L [ T | & | T e
— —

The very first blue row gives you the name of your collector server and the user connected
toit.

On the next row, you have menu options. The most important of them are Jobs and Collect,
while the rest allow you to select, copy, and export the data shown in the console.

On the third row, you have Machine Group: - this is very important, as all the actions you
will be performing from the left-hand slider will be done on the machines that are a part of
the machine group you have selected here. For example, if you want to patch a machine
that is not visible in the console view, but you are sure the machine is a part of the VCM,
have a look at the machine group you have selected-the machine is not a part of the
machine group you have selected from the top.
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Next up is the slider on the left-hand side; the main options you get here are as follows:

1. Console

As shown on the previous screenshot, this is the default slider whenever you
launch. Here, you can perform the following functions—note this is not a
comprehensive list, and once you get familiar with VCM, you can explore
more:

* You can have complete summary information about the managed
machines

¢ You can see all the vCenters, vCloud, and vShield instances and the
data collected from them, such as virtual machines, ESX and ESXi
servers, and vApps networks

¢ You can have a look at various dashboards, which you can use in
various presentations

¢ You can run Linux remote commands
2. Compliance

This is where you can check the compliance of your infrastructure and create
or modify new rules and templates.

3. Active Directory

Here, you can have a look at your Active Directory infrastructure, such as
AD domains, AD objects, schema, and Active Directory site lists, including
site links, site link bridges, subnets, intersite transports, and servers.

So, all the stuff related to Active Directory is here.
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4. Reports

This is the place where you can export the details fetched from managed
objects in various formats, such as XLS, CSV, DOC, and so on.

There is a big list of default reports available; apart from those, you can
create your own custom reports as required.

5. Patching

A lot of your time will be spent here and the remaining in administration.
This is where you will create your patch assessment templates for the various
operating systems you are supporting and want to patch, schedule jobs
related to patching, and perform on-demand patching.

6. Administration

This is where you will be spending a majority of your time when working on
VCM. This is the core of VCM. You can perform the following functions here:

Adding/removing any new managed machines, if that isn't happening
automatically

Checking the status of jobs, either running or already finished, to help
in troubleshooting

Changing various settings to fine-tune VCM as per your needs

Checking your license status so that you don't run out of compliance
on the license front

Checking and approving certificates
Creating various discovery rules, machine groups, and so on

This is a very limited list; you will explore it further as you start working on it.
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