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Introduction

Welcome to Website Hosting and Migration with Amazon Web Services and thank you for picking up this book.
I'm excited to be your guide for this adventure in web hosting in AWS. The adoption rate of cloud services

for startups and enterprises alike has been astounding. It reminds me of another time in my IT career when

a major shift happened to move software architecture from desktop, stand-alone applications to web-based,
interconnected applications. As with other disruptive movements in technology, cloud services offer a way
for more control over resources used and much greater choices of self-service managed services. This shift
means that it is possible for everyone to take control and deliver a highly available, scalable, cost-effective
infrastructure to host their application or websites, which results in a better experience for end users.

As I was thinking about the best format for delivering a book that offered an introduction to hosting in
Amazon Web Services, the leading cloud services provider, I wanted to make sure that the book was both
accessible and interesting for those who perhaps have never managed the hosting of their own website as
well as valuable to those looking at Amazon Web Services as an option for migrating their existing website.
The most effective way for me to deliver on both of these goals was to organize the book into “scenarios”
that offer you the choice of working through from start to finish or using it as a “choose your own adventure”
style book and focusing on the content that is most relevant to you. It should be noted that if you're new to
AWS, starting with the first scenario and working through to the last will give you a progressive experience
that offers the most exposure to services offered in AWS, and each scenario does build on knowledge gained
in the previous scenario.

This book has three web hosting scenarios. First, in Chapter 1, you'll look at the simple static website:

a simple, multi-page site that is used by many companies to provide an online presence for their goods and
services, complete with a simple contact form. In Chapter 7, you'll look at the second scenario where I'll
show how to host popular content management systems in the AWS platform using dedicated compute,
database, and storage resources. Lastly, in Chapter 14, you'll take a look at a much more complex website
scenario that will have additional challenges and more complex features to be supported such as staff logins,
email services, and ecommerce requirements. You'll also look at how to extend your enterprise website with
AWS managed services.

In each scenario, I'll describe the type of website that you'll be working with as well as give you sample
files that can be used to follow along and host the content in your very own AWS account. I'll give you the
tools and knowledge needed to host the sample files that are provided for your use and, wherever possible,
I'll put in tips that are related to how to migrate existing content that you may have over to AWS.

One of the many benefits of Amazon Web Services is being able to easily set up environments and
resources that allow you to learn the AWS platform and deliver a proof of concept: a functional service
with very little investment upfront. This enables you to use the sample files provided, or your own content
in a functional environment, and to monitor billing costs before committing to AWS as your new hosting
provider. Since the hosting cost is a major factor in most people’s decision to use a given hosting provider,
I'll provide a section on hosting cost considerations in the summary section of each hosting scenario that
will be based on billing data outside of the free-tier hosting period so that you can make an informed
decision in regard to whether to move to AWS for your web hosting needs.
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CHAPTER 1

Static Content Scenario

In this chapter, you'll explore your first web hosting scenario: the static content website. A static website is
one that consists of files and web pages that do not change based on user interaction. When a user visits the
website, the content displayed to them is static in nature, meaning that it doesn’t change unless the author of
that content updates the files with new content to be displayed.

This type of website is the least complex architecture to work with since the assets that make up the site
are limited to files. As you progress through future chapters you'll learn how those asset lists will include files
and also application dependencies such as web servers and databases.

In this scenario, you will be setting up web hosting in Amazon Web Services (AWS) for a fictional local
law office. This small law firm employs less than five staff members but realizes the importance of having a
“web presence” for potential customers to learn about their services, read past client testimonials, and get
contact information for the office.

It is important to understand a bit more about the content and the file assets that you'll be working with
in the next several chapters. Laying this foundation will allow you to see parallels in working with your own
website content and how you will be able to migrate it to AWS.

Website Content Overview

This hosting scenario will consist of a static website made up of five pages. You will be using a template
provided from www.templated. co; this site offers an excellent selection of responsive, clean HTML/CSS
templates for use with your website. The web pages that you'll be working with are described below.

¢  Home: The home page will be the landing page for the website. This page will hold
basic information about the law firm, a high-level overview of services provided, and
important contact information.

e Services: The services page will hold detailed information about the services offered
by the law firm.

e Testimonials: The testimonials page will hold the best of the feedback and
testimonials that the firm has collected from previous and existing clients. As you
progress through this web hosting scenario, I'll show you how you can use page
templates to add new testimonials and update this page over time. This same
process can be used if you want to do the same with a page for the latest firm news or
blog posts (more on this later).

e About Us: The “About Us” page will hold information about the history of the firm,
the founding partners, and other firm-specific information.
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e  Contact: The contact page will hold contact information for the firm. This will
include the full address and an embedded map, which will illustrate how you can
still use external resources even though this is a static website. In addition, you see
how other AWS services such as Lambda can be leveraged from your static files to
process information. This will be your first exposure to the power of Amazon Web
Services Managed Services offerings. This one will dive a bit deep, so I'll save it until
you work through some of the other foundational services.

Website Asset Overview

The file assets that will be used in this web hosting scenario are listed in Figure 1-1.

Name - Date modified Type Size

css 8/28/2016 2257 PM  File folder

images 8/28/2016 218 PM  File folder

js 8/28/2016 218PM  File folder
@ about_us 8/28/2016218PM  Chrome HTML Do... 9KB
6‘ contact 8/28/2016 218 PM Chrome HTML Do... 9KB
€ index 8/28/2016 218PM  Chrome HTML Do... 3KB
€ services 8/28/2016 2:18PM  Chrome HTML Do... 9KB
€ testimonials 8/28/2016 218PM  Chrome HTML Do... 9KB

Figure 1-1. The directory listing with the file structure for your static content website scenario

Asyou can see, you have an HTML page for each of the pages described in the previous section. You
have a folder to hold your CSS content files (which control the styling of your website), a folder for your
image assets, and a folder for any JavaScript that will be used. You can download these sample files from
WwW.apress.com/9781484225882.

Relevant AWS Services

Let's briefly go over the services that I will be introducing in this website hosting scenario. The services
listed below are some of the core Amazon Web Services infrastructure service offerings that will be used
throughout the rest of the book:

e AWS S3: Amazon Web Services Simple Storage Service is Amazon'’s core object-
based storage service, and you'll be using it in this hosting scenario. I'll cover all
of the fundamentals and I'll give you some tips for working with this service when
hosting static web content.

e AWS Route53: Amazon Web Services Route53 DNS service is a fully managed
domain name system that resolves domain names to IP addresses. This service offers
so much more, though, and while working with this hosting scenario you’ll explore
some of the basics, such as domain registration and working with DNS record sets.
In later chapters, you'll extend your knowledge by using some of the more advanced
features available with this service.
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e AWS Lambda: Amazon Web Services Lambda is managed service that enables
you to leverage AWS infrastructure to process compute workloads. Think of it as a
process factory. If you have work to be done, you can have it done on your dedicated
web servers or you can outsource the workload to AWS Lambda. A service like this
comes in very handy when trying to handle simple tasks without the need to invest in
full server architecture. You'll learn a bit about this service when you use it to process
data input from your visitor’s input on your Contact web page. It is important to note
that AWS Lambda is not available in all AWS regions at the time of writing. To learn
more about regional service availability, go to https://aws.amazon.com/about-aws/
global-infrastructure/regional-product-services/.

Summary

This chapter provided the big picture of what you're going to accomplish in the first part of this book. 'm
eager to get started and I hope you are too! Let’s begin with an introduction to the AWS Free Tier Account
and show you how to get started using Amazon Web Services.
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CHAPTER 2

Introduction to AWS Free Tier

In this chapter, you'll register for an account. After setting up your AWS account, I'll walk you through how to
secure your account and I'll give you a high-level overview of how to access your account resources.

For new customers, Amazon offers a 12-month period where you can try out many of the features of AWS
at a minimal cost. They call this offer period the AWS Free Tier. The free tier allows for a certain set of AWS
resources to be run under your account at no cost. When choosing to start resources within AWS, Amazon will
highlight whether the resource or service is covered under the free tier usage terms. I'll also highlight whether a
service or resource is included in the free tier as you look at each service in future chapters. For a current list of
what is covered within the free tier usage terms, go to https://aws.amazon.com/free/.

This link is also the place where you sign up for the AWS account that you'll use throughout this book.
When you visit the link, you will see information about which resources and services are covered under the
free tier usage agreement. From this page, click the “Sign in to the Console” button and that will bring you to
the login page (see Figure 2-1).

_ NN
fEramazon
“¥ webservices

Sign In or Create an AWS Account
What is your email (phone for mobile accounts)?

E-mail or mabile number: Amazon Ec2
fjae@thinknadonmedia.com Container
Service

Run Production Docker Workloads with

Iam a new user.

= Iam a returning user
and my password is:

B ]
l_sbnhﬂhgwmmo | Try Today = ]

Forgot your password?

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide additional
security for your AWS Account. View full AWS Free Usage Tier offer terms.

Figure 2-1. The AWS Login screen with options to sign into an existing account or to create a new one
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From here you can log into your account if you already have one, or you can choose the “I am a new
user” radio button, enter your email address, and click the “Sign in using your secure server” button. When
you've done that, you will see the screen shown in Figure 2-2. Behind the scenes, Amazon will verify that this
isindeed a unique email address and will require you to fill out your name and email address and have you
choose a password to be used with your new account.

Login Credentials

Use the form below to create login credentials that can be used for AWS as well as Amazon.com.

My name is:

My e-mail address is: [jae@thinknadonmedial.com
Type it again: [
note: this is the e-mail address that we
will use to contact you about your account

Enter a new password: [
Type it again:

Figure 2-2. The first step of a new AWS account setup consists of entering your full name and a valid email
address, and choosing a password for your new account

After entering your name, email address, and new password, you will walk through the New Account
Setup Wizard where additional personal information will be collected and where you will specify your billing
information. Although the free tier allows for a limited amount of free usage per month for a period of 12
months, a valid credit card is required to complete the new account process. During the new account setup
process you will also be required to give a telephone number where you can be reached and an automated
verification can be performed. This automated verification will call the phone number that you provide and
will deliver a verification code that you will then enter into the New Account Setup Wizard to complete the
verification process.

Although this sounds like a lot of information gathered, it is important to understand that Amazon Web
Services is a pay-as-you-go platform that offers flexibility and control over the resources that you use. It also
gives you the option of trying services without locking you into a long-term contract like you find at other
web hosting services or Internet service providers.

As part of the setup process you also have the opportunity to select the level of AWS support that
you would like to have associated with your account. The Basic Support plan is included with all AWS
accounts; however, you do have the option to pay for a higher level of support and engagement based on
your operating requirements. For this first web hosting scenario example, you will use a limited amount of
services, and I believe that the Basic Support plan is sufficient at this time. As you start to use more resources
and have a need to receive answers to your questions in a more expedited fashion, you do have the ability to
upgrade the support plan associated with your AWS account at any time.

Once the new account setup process is complete, you will receive an email welcoming you to AWS and
giving you a plethora of information about how to get started using their services. You can now return to the
link above, or to http://aws.amazon.com and click the “Log in to the Console” button and, when prompted,
enter your new account email address and password. Once logged in, you'll be presented with the AWS
Console (see Figure 2-3), the central location for accessing all of the AWS resources and services. Up next I'll
dive into a Console overview and introduce AWS IAM (Identity and Access Management), a service used to
control access to your AWS Account and resources.
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Figure 2-3. The AWS Console, a central management web interface for all AWS resources and services

Now that you have an account and are able to log into the Amazon Web Services Console, the first thing
you need to do is to protect that account. The account that you just used to sign up for AWS and to sign into
the console is known as the root account. This is the administrative account and it has full access to all of
Amazon’s services within AWS. Although it may seem quite convenient to continue to use this account for
day-to-day administration, I suggest that you follow AWS best practices and lock this account down and
create a new account that will be used for creating resources within AWS. To do this, let’s take a look at your
first AWS managed service, IAM.

Introducing IAM and Securing the Root Account

To access AWS IAM from the console screen, search for the category “Security and Identity.” Underneath
this category you will see a link for IAM, so click it. When you access IAM, you'll be presented with a screen
similar to Figure 2-4.
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LT AWS v  Services v

i Dashboard n
. . Welcome to Identity and Access Management
IAM users sign-in link:
Details hitps://704427294249.5ignin.aws.amazon.com/console Customize | Copy Link
Groups IAM Resources
Users Users: 0 Roles: 0
SR ety ok
Roles Groups: 0 dentity Providers: 0
Customer Managed Policies: 0
Policies
Identity Providers Secumy Status - 1 out of 5 complete
Account Settings a Delete your root access keys W
Credentisi Report A Activate MFA on your root account v
A Create individual IAM users v
Encryption Keys
A Use groups to assign permissions v
A Apply an IAM password policy v

Figure 2-4. The AWS IAM Welcome screen, which is accessed under the “Security and Identity” category from
within the AWS Console

As you can see from Figure 2-4, you will be presented with the IAM Management screen. From here
you can view the IAM user sign-in link, which is a direct link to your AWS account sign-in page. This can be
shared with others whom you wish to have access to your account, or bookmarked for direct login access for
future visits.

You will notice that you currently have zero users, groups, policies, roles, policies, and identity providers
set up. These five areas cover what you can manage within IAM. You can create users, who can access
resources in your AWS account. You can create groups, which are a collection of users. You can create roles,
which are a type of account that can be assumed by other AWS resources (this may seem a bit confusing
right now, but I'll explain it in greater detail in later chapters). You can create policies, which are permissions
that can be assigned to users, groups, or roles, and you can utilize identity providers to allow for integration
with third-party identity providers (think corporate domain account or your Facebook login), but this is a
topic outside the scope of this book.

In this section, you will focus on securing your root account as best as you can and creating a new group
and account for day-to-day use. The root account information should be stored away for safekeeping and
only accessed if the new administrator account that you're going to create is lost. After you perform these
steps, you will also see all the Security Status items shown in Figure 2-4 marked as complete with the green
checkmark.

Steps to Secure Your AWS Root Account

The following steps are needed to secure your AWS root account:

Step 1: Implement a strong password policy

Step 2: Create an Administrators group

Step 3: Create a user and add it to the Administrators group

Step 4: Secure your root account with multi-factor authentication

10
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In Step 1, you will implement a strong password policy to be used in your AWS account. This password
policy will apply to all accounts created, which is why you want to do this step first. From the IAM home
screen, click the drop-down arrow next to “Apply an IAM Password Policy” and then click the “Manage
Password Policy” button. After clicking this button you'll be presented with a screen similar to Figure 2-5.

bE AWS ~

Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Settings

Credential Report

Encryption Keys

Services ~

~ Password Policy

A password policy is a set of rules that define the type of password an IAM user can set. For
more information about password policies, go to Managing Passwords in Using 1AM

Currently, this AWS account does not have a password policy. Specify a password policy below.

Minimum password length: [é

O
O

000

)

O

Require at least one uppercase letter @

Require at least one lowercase letter @

Require at least one number @

Require at least one non-alphanumeric character @
Allow users to change their own password @
Enable password expiration @

Password expiration period (in days):

Prevent password reuse @

Number of passwords to remember: [

Password expiration requires administrator reset @

Apply password policy Delete password policy

Figure 2-5. The AWS IAM Password Policy screen allows for management of the options for requiring strong
passwords for all IAM accounts

From this screen you can customize a policy that will enforce all accounts created to meet certain
minimum requirements as it relates to passwords used. My recommendations for choosing settings for a
strong password policy are the following:

e Require at least one uppercase letter.

e Require at least one lowercase letter.

e  Require at least one number.

e  Require at least one non-alphanumeric character.

These settings are what I recommend for the majority of accounts. For accounts that will have
Administrative Account access, I also recommend adding the additional security options available on this
screen to increase the level of security on the account.

11
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Once you have selected the features you would like to enable on your password policy, click the “Apply
password policy” button to save your changes. The dialog box at the top of the screen should indicate
“Successfully updates password policy.”

Now you'll move to Step 2 and create your first group to hold the user that will be created in Step
3. From the password policy screen, click the Dashboard link in the top left-hand corner; this will bring
you back to the AWS IAM home screen. From here, click the Groups link from the left-hand navigation
and you will go to a screen where you can click the “Create New Group” button to launch the Create New
Group Wizard. In the first part of this wizard, you will choose a name for your group; let’s call this first one
“Administrators.” Note that this is the same way you can create other groups to hold other accounts. After you
enter your group name, click the Next Step button in the bottom right-hand corner to progress to the second
part of group creation, attaching a policy to the group. This is an important concept to understand because
the policy that you will apply to this group will be inherited by all users that are members of that group. This
is an easy way to manage permissions within your AWS account because you are able to assign permissions
at the group level and you do not have to worry about assigning them to each user account individually.

You can read more about AWS account access policies at http://docs.aws.amazon.com/IAM/latest/
UserGuide/access_policies.html.

On the Attach Policy screen you are presented with a list of prebuilt policies that make it easy to grant
permissions by AWS service area. You can also custom create a policy to fit your needs; for example, if you
have a collaborator who needs access to upload files to your website, but you want to lock their access
down to a list of specific folders and not allow them to access anything else, a custom policy can be created
and applied to a group that you create for that user. For your case, you're going to choose the first option,
“AdministrativeAccess,” which gives Administrative Access to all AWS services. Place a checkmark in the
box next to the policy option, as shown in Figure 2-6, and then click the Next Step button to progress to the
final step of the Create New Group Wizard, which is to review your selections. Review the information and
click the Create Group button in the bottom right-hand corner of the screen. Your new group will now be
listed on the Groups page.

W AWS v Services v

Nizard Attach Policy

Select 0N of more pobcies 10 attach. Each Jroup can have up 1o 10 policies attached

Step 2: Aftach Polcy
Finer  Foicy Tipe = @ Snowing 204 resus

Policy Name & Attached Entities 2 Creation Time 2 Edited Time &

W i AdminstratorAccess o 2015-02-06 13328 EDT 2015-02-06 1339 EDT

Figure 2-6. The AWS IAM Create New Group Wizard showing the Attach Policy step with
“AdministrativeAccess” selected

Now you’ll move on to the third of four steps to secure your AWS root account. Step 3 involves creating
your first user and making them a member of the Administrators group that you just created. Click the Users
link in the left-hand navigation and then click the “Create New User” button to start the Create User Wizard.
The creation of users is a pretty straightforward process: enter the username to be used and click the Create
button to create the user. For your first account, I recommend using the format firstname.lastname for your
user account, but feel free to use any formation that you find easy to remember. There is an important option
in this process, which is enabled by default, to generate access keys for each user. You want to make sure
that you do this for any account that will need access to the AWS Console (logging in via your IAM users
sign-in URL, shown on the IAM Dashboard) as well as through other tools or integration points. You will be
using an integration point that will require these access keys in the next chapter, so be sure to download the
credentials after the user is created and keep this file in a very safe place that you will be able to access when
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the time comes. After the user is created, you will be prompted with the screen shown in Figure 2-7. The
Download Credentials button can be found in the bottom right-hand corner of this screen. Once you have
downloaded the user credential files, which will be in CSV format, you can click the Close button to exit out
of the New User Wizard.

Your 1 User(s) have been created successfully.
This is the last time these User security credentials will be available for download.

You can manage and recreate these credentials any time
» Show User Security Credentials

Figure 2-7. The AWS IAM Create User Wizard after the Create button has been clicked. At this point, you can
download or view the user security credentials. These credentials are needed for tool or integration access such
as the AWS Command Line Interface.

Although you have now created your user, by default the account does not yet have a password, so you'll
set it up. You should be back at the AWS TAM Users screen with the new user you just created listed; if not,
just click the Users link in the left-hand navigation. From here, place a checkbox next to the user account you
would like to manage, and then choose the User Actions drop-down menu near the top of the user list. From
the drop-down list, choose “Manage Password.” You will have the option to have AWS generate a password
(based on the password policy you created in Step 1) or to assign a custom password that you will deliver to
the new user. You will also have the option to force the user to change their password upon first login. This
is recommended because it allows the user to create their own password to be used when logging into your
AWS account, but don’t worry; even the one that they generate will be forced to comply with the password
policy that you created in Step 1. Select a password option and click “Apply.” You will want to log this
password in a safe location because this first account will be the one that you will be using to do the majority
of your tasks moving forward.

The last step in securing your AWS Root Account is to enable multi-factor authentication (MFA). To
do this last step, let’s head back to the IAM Dashboard/Home screen by clicking the Dashboard link in the
left-hand navigation. At this point, your Security Status section should be looking much better, with four of
the five items listed with a green checkbox next to them showing that they have been completed. The last
item listed with a caution symbol is to enable multi-factor authentication on the AWS root account. MFA by
design requires more than one authentication factor to access your account. This means that in addition to a
username and password, another factor of authentication will be required for you to log into your AWS root
account. This may seem painful, but securing your AWS root account is an important thing to do; if someone
compromises this account, they have the keys to the kingdom and can start using resources and services that
could end up costing you a lot of money.

The easier of the two ways to use and enable MFA on your root account is to use a virtual MFA device
loaded on a cell phone. Google Authenticator is an MFA application that can be downloaded from the Apple
or Android App Store and can be used with AWS. If you do not have a mobile device to use as a virtual MFA
device, you do have the option of ordering a hardware device from Amazon. In addition to these options,
there are desktop applications that can be loaded on your PC to act as a virtual MFA device. Installation
and configuration of specific MFA applications goes beyond the scope of this book, but you can find more
information about the MFA setup options at https://aws.amazon.com/mfa.

After you've downloaded Google Authenticator on your mobile phone or installed an MFA application
on your PC, click the drop-down arrow to the right of “Activate MFA on your root account” and then click the
“Manage MFA” button. Choose the “A virtual MFA device” radio button and click the “Next Step” button.

At this point, you will be reminded that you need a compatible MFA software application on your mobile
phone or computer to continue. Click the Next Step button when you're ready to proceed. From the next
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screen you can use your smart phone to scan the QR code presented or use the secret keys for manual
configuration. Once this information is entered into your MFA application, you'll be presented with your
first 6-digit MFA code, so enter it in the first text input field. You will then wait 30 seconds until the MFA
6-digit code refreshes and enter that next code in the sequence into the second text input field and click
the “Activate MFA Device” button and then the Finish button. Once you do this, your AWS root account will
now have MFA enabled; each time you log in with this account you’ll need to use your AWS root account
username and password as well as the generated MFA code to gain access to the AWS Console.

AWS Account Access Overview

Now that you have set up your root account and an administrative user account in your AWS account, it is
time to talk a bit about the access methods and concepts for using your AWS resources. The first method of
accessing your AWS account and resources is by logging into the AWS website and using the web interface,
which is referred to as the AWS Console. You can log into the AWS console with your root account, or any
other account that you create within AWS IAM.

Asyou also learned when you set up your first user account earlier in this chapter, each user has not
only a username and password but a set of security credentials called keys that can be used to access
account resources programmatically. These keys are used to identify your user account through various
tools or software integrations.

An example of a tool that implements the use of these keys is the AWS command-line interface (CLI).
This tool can be installed on your desktop PC and can be used to interact, from the command line, with your
AWS account and resources. Everything that can be done via the AWS Console can be done via command-line
commands using the CLI. This makes the CLI a great resource to use when performing tasks that are repetitive
in nature. You can read more about the CLI in the AWS documentation at http://aws.amazon.com/cli/.

Third-party software is another example of an integration that will use your IAM user account security
credential keys for access to resources within your AWS account. In the next chapter, you will walk through
setting up Cloudberry Explorer, a client interface that allows you to access AWS S3 like an FTP client or File
Explorer. This software will use your credential keys to impersonate your user account as it accesses your
AWS S3 resources.

The three methods presented here will be the main forms of access that you'll use throughout this book
when accessing and working with your AWS account resources.

Summary

In this chapter, you signed up for an AWS account, secured your root account to minimize the risk of it falling
into the hands of evil-doers, created an administrative user account that you’ll use for the rest of this book,
and briefly explored the different options that you'll use to access your account resources and services. AWS
IAM is an important managed service and is one that you will get to use in later chapters when you create
additional accounts for collaborators, staff members, and more. You're now prepared to jump into the most
important service that will help you with hosting your first web scenario: AWS Simple Storage Service

(AWS S3). Grab a cup of coffee, log into your AWS Console with the new administrative account you created
in this chapter, and let’s proceed.
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CHAPTER 3

Your Content Solution: An
Introduction to AWS S3

In Chapter 1, I discussed the files that will make up your static content website scenario; in Chapter 2,
Iintroduced AWS Identity and Access Management, the service that is used to control and manage your
Amazon Web Services account and access to it and all of the resources in AWS. In this chapter, I'm going to
introduce Amazon Web Services Simple Storage Solution, known as AWS S3. I'll give a brief introduction and
then you'll prep your website scenario content for uploading. I know you're eager to get started hosting your
static content in AWS so in this chapter you'll use the sample files discussed in Chapter 1 and get the content
uploaded to AWS S3 in the most effective manner first, so that you can see how easy it is to host content in S3
using the AWS Console (which was introduced in Chapter 2). Then I'll spend more time on an overview of
the AWS S3 service and all the options you have for managing and controlling access to your content.

Later in the chapter I'll cover how to set up the AWS command-line interface (CLI) and give examples of
how to interact with your content in S3 via the CLI. I'll also show you an example of a third-party application
that makes interacting with your S3 files as easy as using an operating system file explorer.

Amazon Web Services: S3 Qverview

AWS S3 is Amazon’s highly redundant, highly available storage solution for the AWS Platform. The easiest
way to think of it is as a file system that allows for the organization and storage of files. In contrast to an
operating file system, AWS S3 is object-based. This is an important concept to understand: S3 allows for the
storage of objects and these objects have properties that control information about them. I'll give you a good
summary of these properties later in this chapter and you'll dive much deeper into using object properties in
later web hosting scenarios.

Objects stored in AWS S3 can be organized into folders, and folders are organized into buckets. A bucket
is a collection of objects. An object can’t exist outside of a bucket, so a bucket is the top-level storage unit
within AWS S3 and the first thing that you'll create to hold your website content.

As mentioned, Amazon S3 is highly available, meaning that data stored in S3 is replicated to all other
AWS regions. A region is a geographical area that holds a minimum of two availability zones. An availability
zone can be thought of as a data center location. In AWS, some services have a scope of a given region, such
as Oregon or North Virginia, but the two services that you've been introduced to, IAM and S3, are global in
scope. This means that when you upload data to S3, it is replicated across Amazon’s infrastructure to allow
for extremely fault-tolerant storage. In terms of service level agreements (SLA), Amazon promises 99.99%
(also known as “four nines”) for S3 durability and they promise 99.999999999% availability. This can be
summarized by saying that the data you store in S3 will be there when you need it and loss of data is very rare.
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Accessing AWS S3 via the Console

Now let’s see how to access S3 via the console. In Chapter 2, you created an administrative user account that
you can use for day-to-day console access and management. Go ahead and log in as that user.

After you successfully log into the console, you will be presented with the main page, which lists all of
the Amazon Web Services resources sorted into categories. You will find S3 listed under the “Storage and
Content Delivery” category heading.

Click the S3 link under that category to be brought to the S3 landing page. Since you have not yet done
any work in S3, the landing page will present you with an introduction to the AWS S3 service, and link to full
documentation for all the features of the service. Most of the AWS platform services have a similar landing
page that explains the service, offers links to documentation, and gives you a call to action to get started. On
this landing page, the call to action is to create your first bucket.

Tip Bookmark frequently used AWS services by clicking the Edit link near the top of the AWS Console.
Alist of all services will be displayed, and you can click and drag a service to the top to bookmark it for easier
access in the future. An example of the activated Edit link is shown in Figure 3-1. Figure 3-2 shows it with
bookmarks added to the navigation bar.

B AWS +  Services v  Edit ~

To customize one-click navigation shortcuts simply drag your services to and from the menu bar above.

¥ APl Gateway & OynamoDB ¥ Opsworks
“ AppStream P Ec2 @ ros

‘ AWS loT [x EC2 Container Service ' Redshift

= Certificate Manager _f‘ Elastic Beanstalk "E- Route 53

@ CloudFormation & Elastic File System M s3

Figure 3-1. After the Edit link at the top of the AWS Console is clicked, all services are listed and can be dragged
to the top of the screen for easier access in future visits. Click the Edit link again to hide the list of services.
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B AWS v  Services v

Welcome to Amazon Simple Storage Service

Amazon S3 is storage for the Internet. It is designed to make web-scale computing easier for developers.

Amazon S3 provides a simple web services interface that can be used to store and retrieve any amount of data, at any time, from
anywhere on the web. It gives any developer access to the same highly scalable, reliable, secure, fast, inexpensive infrastructure
that Amazon uses to run its own global network of web sites. The service aims to maximize benefits of scale and to pass those
benefits on to developers.

You can read, write, and delete objects ranging in size from 1 byte to 5 terabytes each. The number of objects you can store is
unlimited. Each object is stored in a bucket with a unique key that you assign.

Get started by simply creating a bucket and uploading a test object, for example a photo or .txt file

Create Bucket

Figure 3-2. The top navigation bar after shortcuts for IAM and S3 have been added and the “call to action”
to create your first bucket

Creating a Bucket for Web Content

As mentioned, a bucket is the top-level organization structure for S3 content. It can hold folders and file
objects within it. In this section, you'll create a bucket to hold your static website content files and then
you'll upload your content files. You'll also examine some of the properties and settings of file objects and S3
buckets.

After clicking the Create Bucket button, you'll be taken to a screen similar to Figure 3-3 where you will
enter your bucket name and choose an AWS region where the bucket will be created. The home region for
your bucket should be the one that is closest to the majority of your website visitors to minimize latency.

If you are unsure about where your visitors will be coming from, simply choose the default AWS region
selection that is presented. S3 content is replicated to other regions as part of the service; there is nothing
you need to do to other than upload your content to provide high availability and access.
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Create a Bucket - Select a Bucket Name and Region

A bucket is a container for objects stored in Amazon S3. When creating a bucket, you can choose a
Region to optimize for latency, minimize costs, or address regulatory requirements. For more information
regarding bucket naming conventions, please visit the Amazon S3 documentation

Bucket Name: | m\f\-.r.nadonhosting_com|

Region: Oregon v

Set Up Logging > m Cancel

Figure 3-3. The “Create a Bucket” screen, asking for the bucket name and AWS region

You are going to name your bucket the exact name of the website that you want to host. In Figure 3-3,
I use the website www.nadonhosting. com; you will choose a bucket name that is unique to you and to all
other AWS accounts. I know this may sound a bit unorthodox, but this will help you in later chapters.
As mentioned, S3 is a global platform service, so each bucket name must be unique across the platform.
This means that once any AWS account creates a bucket with a specific name, that name is unique to that
account and can never be used again, in any other account, even if deleted. Click the Create button once you
have entered your bucket name and chose an AWS region. Your bucket will be created and you'll be brought
to the S3 main administration page, shown in Figure 3-4.

Bucket: www.nadonhosting.com

Bucket: www nadonhosting com
Region: Oregon

Creation Date: Sun Sep 11 09:21:47 GMT-400 2016
Owner: jae

» Permissions

» Static Website Hosting

» Logging

» Events

» Versioning

» Lifecycle

» Cross-Region Replication

» Tags

Figure 3-4. The S3 main administration page showing the newly created bucket and properties for that S3 bucket
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From this page you can see that the current bucket is www.nadonhosting.com and the properties of
that bucket are displayed to the right-hand side of the screen (and shown in Figure 3-4). From here you can
manage all aspects of this bucket you just created. You can see the bucket name and the AWS region that
is resides in; you can set permissions and enable logging and versioning and much more. You'll dig into
these bucket properties soon, but for now, let’s upload your static website content. Click the bucket name to
navigate to that bucket.

The next screen is the bucket home screen for this specific bucket. It will tell you that the bucket is
empty, but you will see that there are new buttons available such as Upload, as seen in Figure 3-5.

({[..I.EI.I Create Folder  Actions ¥

All Buckets | www.nadonhosting.com

Figure 3-5. The S3 Bucket home page buttons are shown. From here you can create folders, upload files, and
more.

You can upload your content by clicking the Upload button, which will bring you to the Upload - Select
Files and Folders wizard. S3 objects must have a minimize size of 1 byte and can support a maximum size of 5
terabytes! The wizard allows you to select files by clicking the Add Files button or by dragging them from a File
Explorer window onto the wizard window. I've included sample files with this book that can be used to follow
along. Once you have downloaded them and unzipped them to a folder on your local computer, you can use
them as the content to upload to S3. I recommend the drag-and-drop method because this will allow for the
upload of folders and files in the same operation. Select the folders and files, and click the Start Upload button.
The upload process will start; when completed, you will be presented with a screen similar to Figure 3-6.

All Buckets / www.nadonhosting.com

Name Storage Class

D about_us_html Standard
D contact.html Standard
-

Bl contactForm -

B css —

-

Bl download -

== images -

D index.html Standard
—BE »

D services html Standard
D testimonials.html Standard

Figure 3-6. An S3 bucket holding your static web content assets

Congratulations, you now have content hosted in AWS S3! Because you took a look at S3 bucket
properties earlier, let’s investigate the object-level properties of a file you uploaded. Click the index.html file
and then click the Properties tab in the top right-hand corner of the screen. This can be seen in Figure 3-6.
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When an object is selected in S3 and the Properties tab view is enabled, you will see all of the
information related to that object. Figure 3-7 shows the object name, the S3 bucket in which it resides, and
additional details such as object size, last modified date, and more. This should feel pretty familiar to the
information you can get from a file’s properties in an operating system'’s File Explorer window.

Object: index.html

Bucket: www.nadonhosting.com
Name: index.html
Link: 4 hitps/fs3-us-west-2.amazonaws.com/www.nadonhosting.comfindex.html
Size: 5179
Last Modified: Sun Sep 11 10:07:14 GMT-400 2016
Owner: jae
ETag: 997a18f03ccdb0d0e7295d0b8bag927d7
Expiry Date: MNone
Expiration Rule: N/A

» Details
» Permissions

» Metadata

Figure 3-7. An S3 object properties dialog box. Above is the property information for the index.html object.

One difference that you will notice is that each object has a unique link property, which is the HTTP
endpoint that this specific file is available from. By default, uploaded files become objects that have no
permissions and are not publically available. As part of making these objects available on the Internet, you
will perform a step in the next chapter to change a property to make them “public.” If you were to copy the
object link property of index.html and paste it in a browser, you would not be able to resolve the page since
it is currently set to “private.” In fact, you would receive an error, as illustrated in Figure 3-8. Don’t worry;
you'll fix it in Chapter 4 when you enable these files to be accessed over the Internet.

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

v<Error>

<Code>AccessDenied</Code>
<Message>Access Denied</Message>
<RequestId>CE259FFEB788C213</Requestid>

¥ <HostId>

zqabz3QhVfBWkISdlyQcIbNeD6EACCSObiDJUDIDi6WPI6Y1gArZ/BQ97 2mhPdiNw9Z6Zt]ITss=

</HostId>

</Error>

Figure 3-8. An S3 object link error when trying to be accessed in its default state through a web browser
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Accessing S3 Resources via the AWS CLI

Until this point in the chapter you have only accessed your AWS S3 resources via the AWS Console. Although
this is the most effective way to get started using S3, once you have resources (buckets, folders, and objects)
in S3 you may want to interact with these resources in other ways. Some of you are very familiar with using
command-line interfaces (CLIs) to complete tasks, and AWS has a CLI that can be installed on your local
computer and can give you access to all of your AWS platform resources (IAM, S3, and more).

The installation of the CLI is a bit outside of the scope of this book, but Amazon offers excellent
documentation on how to get this handy tool installed here: http://docs.aws.amazon.com/cli/latest/
userguide/installing.html.

Once you have installed the CLI, open a shell window or command prompt, enter the following
command, and you should see a response similar to Figure 3-9:

aws --version

B¥ Command Prompt

Microsoft windows [version 10.0.14393]
(c) 2018 Microsoft Corporation. All rights reserved.

:\users\thinknadon>aws --version
aws-clif1.10.22 Python/2.7.9 Windows/8 botocore/1.4.13

Figure 3-9. The AWS CLI response from issuing a version command

The AWS CLI allows you to perform any action that you can perform through the AWS Console via the
command line. It relies on the secret key and access ID of a given AWS IAM account to authenticate and
access AWS platform resources. When you installed the AWS CLI, you used the credentials for the day-to-day
account that you created in Chapter 2. As you'll remember, you created that account as an administrative
account with full access to all AWS platform resources. To verify that the account is set up correctly, let’s
issue a command to get a view of available buckets in your S3 account:

aws s3 1s

This command first calls aws, and then it states that you want to use the s3 resource. The last part of the
command lists available resources. A full command reference for AWS S3 can be found at http://docs.aws.
amazon.com/cli/latest/reference/s3/. You'll just focus in on what I feel may be of the most use to you
when needing to update your static website content. The output of this command can be seen in Figure 3-10.
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B Command Prompt

Microsoft windows [Version 18.08.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

iC:\Users\thinkNadon>aws 53 ls s3://www.nadonhosting.com
PRE contactForm/
PRE css/
PRE download/
PRE images/

b PRE js/

2016-929-11 10:07:13 5126 about_us.ht-l
2016-12-84 15:59:31 4455 contact.html
2016-12-18 15:16:03 567@ index.html
2016-09-11 10:87:15 5126 services.html
2016-09-11 10:07:16 5126 testimonials.html

Figure 3-10. AWS CLI command output for a list of S3 resources

In the response of that command you'll see a listing of the single S3 bucket that you created. If you'd like
to see a listing of all files in that bucket, you can add the name of the bucket to the command by using the
following command (replace my website name with yours):

aws s3 ls www.nadonhosting.com

This command will list all objects and folders in the www.nadonhosting.combucket. Other useful
commands for finding out what resources are in S3 are the --summarize, --recursive, and --human-
readable options with the command. The output of these commands can be seen in Figure 3-11.

jC:\Users\thinkNadon>aws 53 1s www.nadonhosting.com --summarize --recursive --human-readable
2016-09-11 190:07:13 5.8 KiB about_us.html

2016-12-84 15:59:31 4.4 KiB contact.html

2016-12-03 14:37:11 @ Bytes contactForm/

2016-29-11 1@:07:24 16.7 KiB ¢s5s5/LICENSE.txt

2016-29-11 19:87:09 4@.1 KiB css/ie/PIE.htc

2016-09-11 10:07:09 2.3 KiB css/ie/htmlSshiv.js

2016-09-11 10:87:1@ 494 Bytes css/ie/v8.css

2016-09-11 10:07:11 255 Bytes css/ie/v9.css

2016-09-11 10:87:12 545 Bytes css/images/mobileul-site-nav-opener-bg.svg
2216-29-11 10:87:13 352 Bytes css/images/toggle.svg

2016-89-11 18:87:85 3.5 KiB css/skel-noscript.css

2016-09-11 10:07:85 479 Bytes css/style-10@@px.css

2816-89-11 10:87:06 4.1 KiB css/style-desktop.css

2016-09-11 10:07:07 5.0 KiB css/style-mobile.css

Figure 3-11. AWS CLI output of a bucket listing with the summarize, recursive, and human readable options
included

The last command that I'd like to cover is one of the most useful commands for managing your static
website content: the sync command. The command will synchronize a local folder with your S3 bucket and
can be used as a very simple way to push any content changes that you've made to your local files up to S3
without having to log in to the AWS Console. In addition, the sync command can also sync content between
S3 buckets, making it an easy method for moving files around in AWS. In the following code, I have my local
directory named the exact same name as my S3 bucket and I changed my working directory to be the one

“n

that has the content that I'd like to sync. Doing this allows me to just pass the “.” in the command
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to reference the current working directory as the source of the sync process. I've also made an update to
the about_us.html file and run the sync command with the --dry run option. This option will tell you
what would happen, but won’t actually do it; it’s good for testing the sync before actually performing it.
The output of the command can be seen in Figure 3-12.

aws s3 sync . s3://www.nadonhosting.com --dryrun

c:\www.nadonhosting.com>aws s3 sync . s3://www.nadonhosting.com --dryrun
(dryrun) upload: .\about_us.html to s3://www.nadonhosting.com/about_us.html
Completed 1 part(s) with ... file(s) remaining

Figure 3-12. AWS CLI output of a bucket sync process using the working directory as a source and the S3
bucket as the destination. Used with the --dryrun option so that you know what tasks will be performed before
actually doing the sync process.

In this CLI output, I can see that there is only one file that has been changed and needs to be updated.
When I'm OK with this process happening, I can rerun the command without the --dryrun option and it will
sync my content and update the object in my S3 bucket.

This process makes it very easy to update your website content via a single command rather than
logging into the AWS Console, navigating to the S3 service, navigating to your bucket resource, and
uploading the file manually.

In these code examples, you were accessing the default credential profile by not specifying the profile
option in the command. It is worth noting that the CLI can support multiple named profiles. Once these
are set up in the credentials file, using the profile option in the command will allow you to switch between
profiles. More information on this topic can be found at http://docs.aws.amazon.com/cli/latest/
userguide/cli-chap-getting-started.html#cli-multiple-profiles. This is useful when you have
multiple AWS accounts that you want to manage with the CLI. Another example is if you want to switch
between users within a specific account, such as one user that has read-only access vs. one that has the
ability to create, update, or delete resources.

Accessing S3 Resources via Third-Party Applications

You've now learned how to access your S3 resources through the AWS Console and the command-line
interface. Let’s briefly talk about another way that you can access your AWS S3 resources: third-party
applications that can use AWS IAM credentials in a similar way to how the CLI uses them. One application
that I have found particularly helpful for managing S3 content is CloudBerry Explorer for Amazon S3. It
can be downloaded from www.cloudberrylab.com/free-amazon-s3-explorer-cloudfront-IAM.aspx.
There are two versions: a freeware version and a Pro version. My recommendation is to use the freeware
version, and if you find it to be valuable, you can upgrade when you are ready. The configuration of the client
software will ask you for your AWS account access keys and secret keys, so be sure to have them handy from
your work in the last chapter.

Figure 3-13 shows the interface of this application with my local computer directory on the left and my
AWS S3 bucket on the right.
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J My Computer = [d www.nadonhosting.com ”Q Home ul_]] ]

@ Source: l My Computer v| &5, Source: |[yg www.nadonhosting.com ~ l @

@"\—S_/] I » Root * C:\ ! U‘..:_’l J' V:? @i:_,) I * Root ' www.nadonhosting.com

& [ Copy 2 Move [fab j= X @Search s % [ Copy & Move [b {= X @Searth
-~ ~

Name Name

L. L

(A css L contactForm

LAjs L download

€ about_us.html (images

€ artide_template.html Qs

€ contact.html € about_us.html

€ index.html @ contact.html

€ index_w_FB_sidebar.html € index.html

€ services.html G' services.html

@ testimonials.html € testimonials.html

Figure 3-13. CloudBerry Explorer for Amazon S3, a graphical user interface for working with S3 resources

This interface should seem pretty familiar to you in that it is a graphical user interface (GUI) that feels
very much like an FTP client application or File Explorer. CloudBerry has built in all of the functionality
that is exposed through the AWS CLI into this interface, enabling you to create and delete resources, sync
locations, and work with your resources in an easy way.

As you can see, although the AWS Console is an effective way to work with all of the AWS platform
resources, in certain cases, such as with S3, there are many other ways to work with your resources.

I also want to mention that although I have specifically talked about using AWS S3 to host your website
content, the platform is a highly available, highly durable, inexpensive solution for all of your storage needs.
Personally, I use this platform for backing up personal data, photos, music, and other files in addition to
using it to host website content.

Summary

In this chapter, you gained confidence and experience in storing data in S3. You learned about the basic
organizational structure of S3 and created a bucket that will host your static website content. You now

know how to upload content to AWS S3 in three different ways and how to keep files in sync between your
local computer and your AWS S3 environment. You are now ready to set up your domain and enable the
website content uploaded in this chapter to serve as a functional website, which is what I'm going to cover in
Chapter 4. Onward and upward!
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CHAPTER 4

Setting Up Your Website
Content and Domain

This chapter picks up where the previous chapter left off. Now that you know how to store your content

in AWS S3 and you have been introduced to several ways to access that content, it is time for you to walk
through the final steps of setting up a static website in AWS, which includes making the content of the
buckets public, creating policies to control access, and making the bucket publically available by enabling
website hosting on the S3 bucket. From there I'll show you how to set up a domain name in your third core
AWS service, Route53, to front your new static content. We have quite a bit to cover to get your static website
content ready for delivery to your customers, so let’s get started.

Making Your Content Public

The first thing that you need to do is to make your content available for your visitors to view. As you may
remember from Chapter 3, | mentioned that content has no permissions set on it when you upload it. When
you try to view it in a web browser, you received an error. You're going to fix that by using a S3 bucket policy
that will allow all content in the bucket to be viewed publically. When an S3 bucket is created, the only
person that is granted any permission to that bucket is the account that created it. You can see an example
with the main grantee shown in Figure 4-1. This account has full permissions on the bucket and can read
the contents of the bucket (list), write to the bucket (upload), delete objects in the bucket, view objects in the
bucket (though not until the object is made public), and edit the properties of objects within the bucket.
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None Properties Transfers

Bucket: www.nadonhosting.com X

Bucket: www.nadonhosting.com
Region: Oregon

Creation Date: Sun Sep 11 09:21:47 GMT-400 2016
Owner. jae

~ Permissions

You can control access to the bucket and its contents using access policies. Learn more.

Grantee: jae ¥ List ¥ Upload/Delete ) View Permissions ¥ Edit Permissions X

&) Add more permissions ‘A Edit bucket policy 1 Add CORS Configuration

£ o

» Static Website Hosting
+ Logging

» Events

+ Versioning

» Lifecycle

Figure 4-1. S3 properties listing for the www.nadonhosting. com bucket showing the default grantee under the
Permissions tab

An important concept to understand is that control can be set at the bucket level and at the object level.
At the bucket level, access to the resources within the bucket is controlled through the ACL (access control list).
Each object within the bucket, excluding folders, can have their own object level permissions set. This allows
for fine-grained access control to the content that you host within S3. There are multiple ways to grant users,
visitors, and other AWS accounts permissions to S3 resources. The first way is to add additional grantees.
Asyourecall from above, a grantee can be given list, view, upload/delete, and edit permissions at the bucket level.
You could make your content public by granting the Everyone grantee the list and view permissions, but doing
this would allow all visitors to view a listing of your bucket and all objects within it. This would be a security
concern, so rather than doing it that way you will make use of setting permissions/rights to the content in your
bucket via a bucket policy.
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Bucket Policies and Permissions

A policy is aJSON-formatted document that can be applied to an AWS resource such as an S3 bucket to
control access to that resource by defining actions, resources, and effects. Actions are predefined work that
can be performed against a resource. For in-depth information about using S3 actions, AWS has a resource
available at http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html.

An example of an action is the ability to list an S3 bucket’s contents. Resources are AWS resources and can
be things like an IAM account oy, in this case, an S3 bucket. An effect is the end result of the permission or
control that you are looking to enforce, such as Allow or Deny. The policy that you will apply to your bucket
is listed as follows (and is also included in the Chapter 4 sample code, named s3bucket_policy.json):

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "PublicReadForGetBucketObjects",

"Effect": "Allow",

"Principal”: "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::www.nadonhosting.com/*"
}

In this policy code, you set the Effect to be “Allow,” the Principal value of “*” is a wildcard meaning
everyone, the Action lists the predefined method that includes the request of an S3 object, and Resource is
set to the S3 Bucket Name that is holding your static web content. In this example, you should update the
code to list the name of the bucket that you created to host your static web content rather than the resource
www.nadonhosting.com.

To apply the bucket policy, select your bucket in S3 and view the bucket properties. From this page,
drop down the Permissions tab and click the “Add bucket policy” button to open up the Bucket Policy Editor.
In this dialog box, you will paste your edited text content from the JSON sample file. The result should look
like Figure 4-2.

27


http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html
http://dx.doi.org/10.1007/978-1-4842-2589-9_4
http://www.nadonhosting.com/

CHAPTER 4 * SETTING UP YOUR WEBSITE CONTENT AND DOMAIN

Bucket Policy Editor Cancel | X
Policy for Bucket : "www.nadonhosting.com"
Add a new policy or edit an existing bucket policy in the text area below. Learn more.
{
“Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadForGetBucketObjects"”,
"Effect”: "Allow",
“Principal®s %%
"Action": "s3:GetObject",
"Resource”: "arn:aws:s3:::www.nadonhosting.com/*"
}
i ]
p
AWS Policy Generator | Sample Buckst Policies ' Save || Delete || Close

Figure 4-2. S3 properties listing of the www. nadonhosting. com bucket showing the default grantee under the
Permissions tab

Once completed, click the Save button and your bucket policy will be applied. Applying this policy will
mean that everyone can perform the Get Object method against any content in the www.nadonhosting.com
S3 bucket. If you click your bucket name, explore your content, and choose the link, you should now be
successful in accessing the object endpoint via a web browser and no longer receive the error message you
experienced previously. Figure 4-3 shows one of the objects being accessed via the S3 object endpoint URL.

Figure 4-3. Accessing a static image from the S3 endpoint URL in a web browser
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Controlling Object Access/S3 Lifecycle Management

Since you have applied the policy at the bucket level, this means that any object within that bucket will
inherit the control set forth in that policy. This is fine for your static web content because you want all the
HTML files, image files, and associated content to be available to the public via the Internet, but what if you
have files that you don’t want to be accessible? One way to tackle this is to create a separate bucket and apply
a specific policy to that content.

In future chapters, I'll cover more advanced topics on locking down S3 content, including creating links
to objects that are available for just a specific amount of time and are not available after that time period has
passed. I do want to show how easy it is to create a similar concept using S3’s lifecycle management features
for buckets.

Let’s use an example of your law firm wanting to offer clients a 10% discount coupon for services. Using
S3 policies you can create a bucket called “nadonhostingpromotions” (remember that S3 buckets must
be unique, which is why you're using a very specific bucket name) and use Lifecycle rules for content that
reside in that bucket.

S3 has an excellent Lifecycle feature that can be used with the service to archive infrequently accessed
data to lower cost storage options such as AWS Glacier or, in your case, set expiration on content that is
created in this folder.

For this example, you will apply the same bucket policy so that content within this new bucket can be
accessed by everyone on the Internet and can be linked from one of your static pages. Figure 4-4 shows the
addition of the policy to the nadonhostingpromotions folder. Note that the policy looks very similar to what
you used on your static web content bucket, but has the updated bucket name listed in the resource key
value pair.

Size Last Modified . 1 1
. Bucket: nadonhostingpromotions
motions' is empty |
Bucket Policy Editor Cancel %
Policy for Bucket : "nadonhostingpromotions”
Add a new policy or edit an existing bucket policy in the text area below. Learn more.
{ =
“Version": "2012-10-17", {5 using access policies. Learn more.
“Statement”: [
{
“Sid": "PublicReadForGetBucketObjects”, fUpload/Delete # View Permissions
“Effect™: "Allow",
"Principal": "*",
“Action": "s3:GetObject”,
"Resource”™: "arn:aws:s3:::nadonhostingpromotions|*" €y |/l Add CORS Configuration
}
]
AWS Pelicy G | Sample Bucket Policies Save Delete  Close

Figure 4-4. Applying a policy to your new S3 bucket to allow the public read access to the bucket’s contents
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Now that you know that the public will be able to access content created in the bucket, let’s add a
Lifecycle rule to have any content that is created in this bucket expire in 30 days.

To do this, select the bucket in the S3 management console and be sure that the Properties tab is
selected. Open the tab labeled Lifecycle and click the Add Rule button to start the Lifecycle Rules Wizard.

On the first page of the wizard you need to select how the rules will apply. It’s important to note that
you can apply a Lifecycle rule against a subset of a bucket. The subset can be defined with the use of a folder,
or a prefix by selecting the A Prefix method. You're going to keep things simple and apply the rule to the
entire bucket. After selecting the radio button to apply the rule to the whole bucket, click the Configure Rule
button.

The second page of the wizard asks you what actions you want to perform on the objects in this bucket.
You will choose the Permanently Delete option by marking the checkbox to select that option. In the “Days
after the object’s creation date” option, enter the number 30. The configuration of this screen is shown in
Figure 4-5 for reference.

Lifecycle Rules

Step 1. Choose Rule Target

Step 2: Configure Rule

Step 3. Review and Name

Action on Objects

Transiticn to the Standard - Infrequent Access Storage Class

Archive to the Glacier Storage Class

2 ke Could feduce YOur SI0F08 costs RATer Nere 10 103 more about Glacier phic

¥ Permanently Delete oz

EXAMPLE

@ 0 >0 -

Figure 4-5. The Lifecycle Rules Wizard showing configuration for deleting objects 30 days after creation

The Lifecycle Rules Wizard will give you a visual representation in the form of an example of this rule
and its effect on an object that was uploaded to the bucket on the current date and showing when it will be
deleted if this rule is applied. Click the Review button to review the rule before applying it.

On the last page of the Lifecycle Rules Wizard you are asked to name the Lifecycle rule and review
the settings that will be applied against this bucket. Figure 4-6 shows the last screen with the name
DeletePromotionalContent as your Lifecycle rule name.
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Lifecycle Rules

Step 1. Choose Rule Target Rule Name

Step 2: Configure Rule Choose a descriptive name for your rule so you can easlly identify & in the future. If you do not want to enter a name now. we will generate one for you.
Step 3: Review and Name Rule Name: ! DeletePromotionalCanteny e lans

Rule Target

This rule will apply to the whole buckel. nadenhostingpromotions
Rule Configuration

Action on Objects

Permanently Delete 30 days after the object's creation date
A5 varsioning is not enabled, ifecycle delete rule will permanently delete e objects with no recovery.

Figure 4-6. The last page of the Lifecycle Rules Wizard showing your defined rule name

Once reviewed, click the “Create and Activate Rule” button to create the Lifecycle rule. Figure 4-7 shows
your newly created Lifecycle rule under the Lifecycle tab of the Bucket Properties screen.

- Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically transition objects to
the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier Storage Class, and/or remove objects after
a specified time period. Rules are applied to all the objects that share the specified prefix.

Versioning is not currently enabled on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and Previous versions.

Enabled | Name | Rule Target
' DeletePromotionalContent ~ Whole Bucket o 9
© Add rule

o

Figure 4-7. S3 Lifecycle rules listed on your Bucket Properties page
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Now that you have set your Lifecycle rule on this bucket, you can upload a file to verify that it is working
as expected. In my case, I uploaded a file called promotionalCoupon.pdf to the nadonhostingpromotions
bucket. After the upload completed, when viewing the object properties, as shown in Figure 4-8, you can see
that the expiration date of the content is now set 30 days after the Last Modified date and you can also see
the DeletePromotionalContent rule listed as the expiration rule that applies to the content expiration date.

Object: promotionalCoupon.pdf X

Bucket: nadonhostingpromotions
Name: promotionalCoupon.pdf
Link: htipsis3-us-west-2. amazonaws.com/nadonhostingpromotions/ipromotionalCoupon.pdf
Size: 24750
Last Modified: Wed Sep 21 19:09:34 GMT-400 2016
Owner: jae
ETag: 7854eb5a0d15a937874c09¢c1a1696f5b
Expiry Date: Fri Oct2120:00:00 GMT-400 2016
Expiration Rule: DeletePromotionalContent

» Details
» Permissions

» Metadata

Figure 4-8. S3 Object Properties page listing content expiration date and rule

With this bucket and rule in place, you can now link to this coupon using the link endpoint in Figure 4-8
from any of your static web pages and the file will be available for the next 30 days. After day 30, the content
will be deleted and that promotional coupon will no longer be available. Although this example is not perfect
(it would be a good idea to set a reminder to remove the link from your website on the day that the content
expires so that your visitors aren’t presented with a “file not found” message), it does illustrate a way that you
can have static content available for a given period of days using lifecycle management features of S3.

Enabling Website Hosting on S3 Buckets

I have talked quite a bit about S3 and the basics of managing content within buckets as well as how to access
this content via each individual object’s web endpoint. You know that your content is accessible from the
Internet, but only an object at a time. Although you could link from one object to another using each public
object’s endpoint, this would be a nightmare for managing the collection of content as a website. AWS S3 has
a feature that makes this task easier: static website hosting. The feature can be found in the Properties screen
of any S3 bucket. Figure 4-9 shows the Properties screen of the bucket holding your static content with the
Static Website Hosting drop-down expanded to show the configuration options.
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Bucket: www.nadonhosting.com
Region: Oregon

Creation Date: Sun Sep 11 09:21:47 GMT-400 2016
Owner: jae

» Permissions

~ Static Website Hosting

You can host your static website entirely on Amazon 53. Once you enable your bucket for static website hosting, all your content
is accessible to web browsers via the Amazon S3 website endpoint for your bucket.

Endpoint: www.nadonhosting.com.s3-website-us-west-2.amazonaws.com

Each bucket serves a website namespace (e.g. "www.example.com”). Requests for your host name (e.g. "example.com” or
"www.example.com”) can be routed to the contents in your bucket. You can also redirect requests to another host name (e.g.
redirect "example.com” to "www.example.com”). See our walkthrough for how to set up an Amazon S3 static website with your
host name.

* Do not enable website hosting
Enable website hosting

Redirect all requests to another host name

o

Figure 4-9. S3 Bucket Properties page with the Static Website Hosting option expanded

After a brief description of this feature you are presented with three options for configuration.

By default, all S3 buckets created have this feature configuration set to “Do not enable website hosting.”

The third radio button, which is labeled “Redirect all requests to another host name,” can be used to
redirect website traffic bound to this S3 bucket endpoint to another location. I'll discuss this configuration
option in a bit, so let’s just move forward by choosing the second radio button option of “Enable website
hosting” for your S3 bucket.

When you choose this option, you need to fill in at least one additional piece of information and that is
the name of your main page to be served at your S3 bucket endpoint. In my case, I'm going to enter index.
html; however, if you have a different name for your landing page, you can enter it here. Once you enter your
home page name in the Index Document field, click the Save button to complete the configuration.

Browsing Your Website

Now that you have enabled static website hosting on your S3 bucket you can open a web browser and point
to the S3 bucket endpoint domain name listed in that section on the S3 bucket’s Properties page. The URL is
shown in Figure 4-9; it has the bold text “Endpoint” in front of it.
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Figure 4-10 is the view of your website being delivered by the S3 bucket endpoint. When this endpoint
is called in a browser, S3 checks the configuration that you set up and issues a GetObject method against the
value that you entered into the Index Document field. In your case, this was index.html and this can be seen
being returned in the browser.

€ € O [ @ wwwnadorhostingcom b 2 *oBaes
= "

W are Williams and Sons Law Firm, nesponsm and casing fem that s dedscated to sening the legal nesds of LEGAL ISSUES AND NEWS
customers in our and re: 2016, we have been practicing law and speciaizing in
Family Law for more than 6 months!

ceampnt

Figure 4-10. Using the S3 bucket endpoint address in a web browser, you see the content of the index.html
page returned

At this point, your static website is fully functional. HTML is being delivered by S3 and rendered in your
browser. You have a URL that your visitors can access, but it is not a “friendly” URL. I don’t know about you,
butI don’t want to print http://www.nadonhosting.com.s3-website-us-west-2.amazonaws.com/ on my
business cards, nor do I want to say that mouthful of words when telling potential customers how to access
my site. The logical next step is to set up a domain name to point to this S3 bucket.
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Setting Up a Domain with Route53

Amazon Web Services offers a highly available DNS managed service called Route53. The name comes
from the port used for DNS services. AWS backs this service with a 100% service level agreement (SLA).
This means that the service is guaranteed to be up at all times, which is a very rare thing to find in the
information technology industry. DNS servers are used to map IP addresses to domain names and are the
backbone of what allows you to type www.google.cominto a web browser and have the Google website
resolve before your eyes. In the background, a series of calls are being made to DNS servers to find out

the IP address for a server that hosts the content for the given domain name. Route53 is very easy to use
and supports the registration of new domains, transfer of existing domains, and full DNS management of
your domain name. There are some charges for using the service that I'll talk about in Chapter 6, where I'll
discuss cost considerations for hosting a static website in AWS.

Registering a New Domain

The most straightforward way for you to get started is to register a new domain name to use with your static
website. If you recall, I had you name the S3 bucket the exact same name as your website domain name. In
the example I've been using in this section, mine is www.nadonhosting.com.

To register this domain name, you'll first login to the AWS Console, click the Services drop-down, and
choose Route53. As a reminder, you could also click the Edit link at the top of the console screen and add
this shortcut to your Console for easier access in the future.

Once you've clicked the Route53 service, you'll be presented with a familiar AWS Getting Started screen
that you’ll see on most services the first time that you start using them. Figure 4-11 shows the Getting Started
with Route53 splash screen when being accessed for the first time.

Amazon Route 53
You can use Amazon Route 53 to register new domains, transfer
existing domains, route traffic for your domains to your AWS and
external resources, and monitor the health of your resources

Availability monitoring Domain registration

Figure 4-11. The AWS Route 53 Getting Started splash screen

35

vww allitebooks.conl



http://www.google.com/
http://dx.doi.org/10.1007/978-1-4842-2589-9_6
http://www.nadonhosting.com/
http://www.allitebooks.org

CHAPTER 4 © SETTING UP YOUR WEBSITE CONTENT AND DOMAIN

Since you are going to first go through the steps of registering a new domain name, let’s choose the
domain registration option. When you click this link you are brought to the Registered Domains page on
your Route53 Dashboard. You don’t have any domains registered yet, so it will be blank.

At the top of the screen are buttons named Register Domain, Transfer Domain, and Domain Billing
Report. For this section, you will choose the Register Domain option. Clicking this button will start the
Domain Registration Wizard. You will first be prompted for your domain name and top-level domain
(TLD) type such as .com, .org, .edu, etc. There are different requirements for each TLD and you may want
to research this first if you want to use something different than .com. Once you have entered your domain
name and chosen which TLD you want to register, click the Check button to see if that domain name is
available. Figure 4-12 shows the result of my domain name registration search with alternative domain
names and pricing below.

BE AWS v  Services v

1:Domain:searh Choose a domain name
nadonhosting com - $12.00 > m

Auvailability for 'nadonhosting.com'

Domain Name Status Price /1 Year Action

nadonhosting.com +  Available $12.00 Add to cart

Related domain suggestions

Domain Name Status Price /1 Year Action

marknadonheosting.com v  Available $12.00 Add to cart
nadonhobite.com v  Available $12.00 Add to cart
nadonhoburn.com v  Available £12.00 Add to cart
nadonhosting buzz +  Available $37.00 Add 1o cart
nadonhosting.co +«  Available $25.00 Add to cart

Figure 4-12. AWS Route 53 Domain Registration Wizard with the availability status for a new domain
to be registered

If the domain status is “Available’; click the Add to Cart button to add the domain to your shopping cart.
If not, you may need to search again for a more specific name or use a different TLD.

Once the domain has been added to your cart, click the Continue button at the bottom of the screen to
proceed with the next step in the Domain Registration Wizard.

The second step in the Domain Registration Wizard is where you add your contact information for
the domain. Fill in all relevant details and be sure that you have access to the email address that you use
here because this will be the address contacted for renewals and if any changes are made to the domain or
associated DNS records. Once your information has been entered, click the Continue button to move on to
the final step of the Domain Registration Wizard.

In the final step, you review your domain contact and order information. If all of the information looks
correct, read and accept the terms by clicking the Accept Terms checkbox and then click the Complete
Purchase button.
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After you click the Complete Purchase button, a request to register the domain will be sent to the AWS
Domain Registrar and your billing credit card will be charged the domain registration fee. In addition, you
will receive an email at the email address you specified in the domain contact details. You must acknowledge
this email or the domain will go into a suspended state with the registrar and will not be available for use
until resolved.

Figure 4-13 shows a domain registration status as “In Progress” while waiting for the registrar to process
the order and for me to acknowledge the email sent to my administrative contact email address. Figure 4-14
shows the email asking for me to acknowledge that I am the domain contact.

Status of new domain registrations and domain transfers

Dashi

Hosted Fonas Domains that we're registering or ransferring for you are Bsted below. When the registration or ranster is complete. the domain appears on the Registered domains page.
Health checks

Tratfic policies Domain Name - Status Timestamp

icy records
nadonhosting com Domain registration in progress September 27, 2016 21:46 UTC-4
Registered domains

| Pending requests

Figure 4-13. The Pending Requests screen with the newly registered domain in a status of “Domain
registration in progress”

Verification of your contact data e % & 8
Amazon Registrar <noreply@registrar amazon com> 9:49 PM (3 minutes ago) - 4
tome =
Hello,

This is an important email, and your prompt action is required. If you do not act on the instructions we are providing below, your domain name nadonhosting com will be suspended on

Thu, 13 Oct 2016 01:49:34 GMT

Why s this required?
Beginning January 1st, 2014, ICANN requires that registrars verify that domain contacts can be reached
What do you need to do?

Please confirm that your email address jasf@ihinknadonmedia com can be reached, by dicking on the link below:
hitps lregistrar amazon com/email-verification?code=1npF O%HixA]gNiA 0B u2ileacBieGE DEKhdINGONoQ

If you use this link, we will not need to ask you for any password during this process
To setup your domain, log in to the AWS Console at hitps lconsole aws amazon comirouteS3home

Amazon Registrar

Figure 4-14. The email received after registering a new domain name. The call to action is to click the
enclosed link to verify ownership of this email address.

When the domain registration has completed, it will move from the Pending Requests screen into the
Registered Domains screen. Once the domain has been registered, a default zone file with DNS records will
be created. I'll talk more about this in the “DNS Zone File Basics” section later in this chapter.
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Transferring an Existing Domain

If you already have a website, chances are you already have a custom domain name. You may have registered
the domain name through one of the popular domain registrars such as GoDaddy, Network Solutions, or
Register.com. The domain registrar is the entity that manages your domain record and metadata on the
Internet. This is the vendor that will let you know when the domain record is expiring and will collect fees
to renew the use of the domain name. If you want to use AWS Route53 DNS servers, you have a couple of
options. The first is to keep the domain with the current registrar and update the DNS name servers to use
AWS Route53. The second option is to transfer the management of the domain from the current registrar
to AWS and, once the transfer is complete, use AWS DNS services. Before I go over each option below, the
important point is that you don'’t specifically have to change the domain registrar to use AWS Route53 to host
your DNS, but you must have access to your current registrar in order to manage the DNS name servers.

To illustrate the two options that I've described above, I'll use an existing domain called
heritagematters.ca thatI currently have hosted at GoDaddy . com.

Let’s discuss the first option that was presented above. This option keeps the domain at GoDaddy, the
current registrar, and has you updating the DNS name server records to use AWS Route 53.

Note The domain | am using for this example is not currently active on the Internet. If you wanted to do
these steps for an active domain, you must replicate all DNS hosted zone file records that exist at your current
registrar in AWS Route53 before updating the DNS name servers used. Not doing so would result in a disruption
of service for the website. See the “Zone File Basics” section below for more information on record types and
their function before updating the name servers on an active website domain.

Step 1: Add the domain to your Route53 account as a hosted zone. In the AWS Console Route 53
Dashboard, you'll see a Hosted Zones navigation link. Hosted zones are a collection of DNS records
associated with your domain. As you'll notice from Figure 4-15, you currently only have one hosted zone,
which is automatically created when you register a new domain name with AWS Route53.

Domain Name Type- Record SetCount- Comment Hosted Zone ID

Figure 4-15. AWS Route53 Dashboard with hosted zones showing

For this first step you need to add a hosted zone for the heritagematters.ca domain name to Route53;
doing this will create DNS name servers that will host your hosted zone and serve as the source for your DNS
records for the domain.
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Click the Created Hosted Zone button to expand the single-step wizard to create the hosted zone.
Figure 4-16 is a screenshot of the details I entered to create the hosted zone for heritagematters.ca.

Create Hosted Zone

A hosted zone is a container that holds information about how you
want to route traffic for a domain, such as example.com, and its
subdomains.

Domain Name: | poritagematters.ca
Comment: | pomain Hosted at GoDadd

Type: | pyplic Hosted Zone v

A public hosted zone determines how traffic is
routed on the Internet

Figure 4-16. AWS Route53 hosted zone creation input data

Once you have entered your details, click the Create button at the bottom of the screen to create your
new hosted zone.

When the hosted zone is created, by default AWS moves you to the detail page for the hosted zone.
This page, shown in Figure 4-17, lists the DNS recordsets for that hosted zone. AWS automatically creates
NS records, which are the DNS name servers that are hosting the DNS record information for your domain.
This is the information that you'll need to enter in your current registrar (recall that mine is GoDaddy for
heritagematters.ca).
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AWS Route53 uses highly available DNS name servers that are spread across the globe on their regional
infrastructure. You will see evidence of this in Figure 4-17 as one of the name server record values has the UK
TLD in the domain name (ns-1548.awsdns-01.co.uk).

Back to Hosted Zones Create Record Set Import Zone File Jelete Record Set Test Record Set
Qr X Any Type v Aliases Only Weighted Only
1€ 4 Displaying 1to 2 out of 2 Record Sets
Name Type Value Evaluate Target Health  Health CheckID  TTL Regi

ns-523.awsdns-13.net

ns-1444 awsdns-52.org

heritagematters.ca. NS % . . 172800
ns-1548.awsdns-01.co.uk
ns-58.awsdns-08.com

heritagematters.ca. SOA ns-623.awsdns-13.net. awsdns-hostmaster.amazon - - 200

Figure 4-17. AWS Route53 Hosted Zone detail screen with DNS name server records shown

Step 2: Now that you have created the hosted zone in your AWS Route53 account, you can copy the DNS
name server information listed in Figure 4-17 and enter this into your current domain registrar.

In my case, I logged into my GoDaddy account and browsed to my registered domains list, as shown in
Figure 4-18.

=] @ DOMAINS Rate proguct m
m Transfers Auctions My Bids

M in Expires « Registration Type Action

Figure 4-18. GoDaddy.com Domain Summary screen showing the heritagematters.ca domain

Click the Manage DNS button to go to the Domain Detail page. Once here, click the Change button
under Name Servers. This will open up an input screen allowing you to change your DNS name server
settings. As explained briefly earlier, name servers are used to find information specific to your domain. You
set up a hosted zone in AWS Route53 and by doing so create information on AWS Route53 name servers.
This allows you to update your domain name server records to point to AWS Route53 for domain-specific
information. Figure 4-19 shows the input of the new Route53 name server records into the GoDaddy
Domain Management Name Server fields.
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Nameservers

Choose your new nameserver type

Custom v

Nameserver
ns-623 awsdns-13.net
ns-1444 awsdns-52 org
r 0 ———
ns-1548 awsdns-01.co.uk m
~ Ao ——
ns-68 awsdns-08.com| m

m Cancel Add Nameserver

Figure 4-19. GoDaddy.com Domain Management Nameservers input screen with newly added AWS Route53
name servers added

Once you have entered in the name servers to be used, click the Save button to update the domain
information at GoDaddy. This update can take as little as an hour or as long as 48 hours. The timeframe
depends on your current registrar.

Now that this change has been made, I can use Route53 to manage my DNS records, which will allow
me to set up the records needed to point the domain name at content hosted on AWS S3. I'll talk more about
this in the “DNS Zone File Basics” section below.

Now that I've covered the first option for using the AWS Route53 Managed DNS service, which is to keep
the current registrar but use AWS Route53 name servers, let’s talk about the second option: to transfer the
domain control and management over to AWS.

As you may have noticed from Figure 4-18, the domain expiration for heritagematters.cais coming
up later in the year. As part of the AWS Route53 domain transfer process, in which you move from your
current registrar to AWS, the domain is renewed for another period of one year automatically. This means
that evaluating the move makes sense for me now, since the process will include the renewal of the domain
name at the new registrar, AWS. This also means that if your domain still has a long time before expiration
atits current domain registrar, you may want to wait to do the transfer of the domain since doing so will add
another year renewal when it’s really not a requirement. The domain transfer process can be broken down
into the following steps:

1.  Unlock the domain at the current registrar.

2. Obtain the authorization code needed to transfer the domain (not a requirement
with all registrars).

3. Submit a transfer domain request to initiate the domain transfer.
4. The Domain Administrative Contact must approve the domain transfer request.

5. Finalization of the domain transfer to the new registrar.
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The full process can take as little as two days and as long as several weeks to complete. One important
detail is to make sure that you have your domain updated with current contact information. Doing so will
ensure that step four in the above list can be completed as quickly as possible. Figure 4-20 shows the domain
at my current registrar with the domain lock setting set to disabled.

HERITAGEMATTERS.CA ~

Status: Active | Created 2014-12-23 | Expires: 2016-12-23 | Folder. None | Profile: None

© Renew O Upgrade $ BuyiSel ~ R Account Change © Delete

‘ Settings DNS Zone File Contacts

Auto-Renew @ Standard: OF
Extended: OF
Manage
Lock D of
Manage
Nameservers () NS-623 AWSDNS-13.NET

NS-1444 AWSDNS-52. ORG
NS-1548 AWSDNS-01.CO.UK
NS-68 AWSDNS-08.COM
Updated 2016-09-29

Manage

Forwarding @ Domain: OF
Manage

Subdomain: 0 subdomains forwarded
Manage

Host Names (@) 0 hostnames created
Manage

Domain Transfer @ Transfer Out
Authorization Code Email my code

.CA Specific @ .CA CIRA Agreement
Manage

Figure 4-20. GoDaddy.com Domain Management Overview input screen with newly added AWS Route53
name servers added

Since my domain is unlocked and ready to be transferred, I can click the “Email my code” link to have
the registrar email me the authorization code needed to complete the transfer process.

Now I'm ready to move on to step three in the above list: requesting the domain transfer from within
the AWS Route53 Dashboard. Once I've logged into the AWS Console and after I've navigated to the Route53
service, I click the Registered Domains navigation link. From here I can see my currently registered domains
and buttons named Register Domain and Transfer Domain. Clicking the Transfer Domain button will start
the Transfer Domain Wizard.
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You will need to fill in detailed information about the domain that you want to transfer. In my case, I
need to make sure that I select the correct top-level domain as well since it is a country-specific domain
name. Figure 4-21 shows information on the first screen of the Domain Transfer Wizard.

Transfer Domain to Route 53

heritagematters ca-$13.00 X m
heritagematters.ca can be transferred to Route 53 ($13.00)
To transfer the domain to Route 53 please ensure the following
* Disable domain privacy for the domain so we can get your contact information.
* Ensure the domain's registrant email at WHOIS is valid and reachable
* (Get an authonzation code for the domain (Mot required for certain TLDs).
Add to Cart

Figure 4-21. AWS Route53 Domain Transfer Wizard page one input screen with details about the transfer

Once you review your domain information, you'll click the Add to Cart button to continue with the
transfer process. You will then be prompted to put in the authorization code for the transfer, as shown in
Figure 4-22, and you will have the choice to transfer the domain but keep the name servers the same or
update them to the new domain’s name servers. If the website that you are transferring is currently serving
customers, an outage may be unavoidable, but to minimize the risk be sure to copy over all DNS records into
the Route53 hosted zone that you created earlier and then choose to use those new name servers during the
transfer process.

Services ~

it Domain Options And Registration Records

2: Domain Options Enter the authorization codes and name servers for the domains below. You can get the authorization code for each domain from your current domain registrar

+ heritagematters.ca
Authorization code
@ Continue 1o use the name servers provided by the curment registrar or DNS senvice
Specify new name servers o repiace the current registrar's name servers

Important

It you continue to use the name servers that the cumment registrar prowides, that registrar might
disable DNS service for the demain as soon 3s the transfer stants. If your registrar disables DNS
service, your domain will become unavailable on the Internet. Leam more

Figure 4-22. AWS Route53 Domain Transfer Wizard page two input screen with prompts for the domain
transfer authorization code and name server prefrences
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After entering the authorization code and your name server preferences, click the Continue button
to move on to the next step of the process, which will have you confirm your contact information for the
domain name. Once verified, click the Finish button to finalize your order and start the domain transfer
process. You will be presented with the information shown in Figure 4-23, which sets the expectation for the
timeframe and next steps of the transfer process.

Thank you for transferring your domain to Route 53

Your transfer reques wing 1 domain is in progress

= heritagematiers.ca

Transferring a domain to Route 53: what happens next?

be canceled aner 6 days.

n 0 Route 53 mignt take up to 11 days 1o complete
transfer request on the dashboard in the Route

Figure 4-23. AWS Route53 Domain Transfer Wizard final page with expectations for the next steps and
timeframe to complete the domain transfer

Once the transfer process has been completed and all approvals have been fulfilled, you will find that
your domain moves from the “Pending Requests” section of the Route53 Dashboard to the “Registered
Domains” section. Now that you have full control over a domain that you have registered and transferred,
let’s talk about how you manage DNS settings in Route53 and the various types of records that you can create
and how to instruct your domain name to front your S3 static website content.

DNS Zone File Basics in Route53

An introduction to DNS is a topic that could fill a book on its own, so I can’t go too deep into this topic in this
chapter. However, I do want to give you the bare, basic understanding of the main types of activities that you
will be able to do within Route53 when it comes to working with your domain.

As mentioned, when you register a domain name, AWS creates a hosted zone for that domain and
populates it with two types of DNS records (also known as record sets in AWS Route53 terminology). The
first type is an SOA record, which stands for “Start of Authority.” This record contains vital information about
your domain and must exist for any domain name that is hosted on a DNS name server. It has information
such as the primary name server that the domain is hosted on, information about domain contacts, and
default domain configuration settings. The second type of record set that is automatically created when you
registered your domain name is the NS record, which is a listing of the name servers that hold information
about this domain name.
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In addition to these two types of domain record sets, you may end up using a combination of one or
more of the following three types:

1.

A Record: This type of record points a domain name or sub-domain resource to
an IP address. An example is nadonhosting.com>192.168.2.100. The IP address
is usually that of a web server.

CNAME Record: Also known as a canonical name, this type of record points a
domain name or sub-domain resource to another name. An example is

www . nadonhosting.com > nadonhosting.com (using this same example from
the A record above, if both of these records exist in the same hosted zone, the
www .nadonhosting.com address would resolve to nadonhosting.com, which in
turn would resolve to 192.168.2.100).

MX Record: Also known as a mail exchange record, this type of record points a
domain name or sub-domain resource to an IP address where the source is a
mail server. These are used when you have domain-specific email addresses,
such as jason@nadonhosting.com.

Although these are not the only types of DNS record sets that you'll be working with, they are the most
frequently used for setting up a domain name to front web content and mail services. Other record set types
are shown in Figure 4-24.

Create Record Set

Name: nadonhosting.com
Type: A - IPv4 address v
Alias: ( CMNAME - Canonical name
MX - Mail exchange
TTL (S{ AAAA- IPV6 address
Value: | TXT - Text
PTR - Pointer
SRV - Service locator
SPF - Sender Policy Framework
NAPTR - Name Authority Pointer
NS - Name server
SOA - Start of authority
Routing Policy: Simple o

Route 53 responds to queries based only on the values in this record. Learn

More

Figure 4-24. The Type drop-down, available after selecting “Create Record Set” from within a Route53

hosted zone

In terms of AWS, there is an additional configuration option when using Route53 that allows for the
routing of domain names to sources of content: the alias. I'll talk a bit about this next as you finish setting up
your domain DNS settings to point to your AWS S3 content.
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Route53 Alias Records

Route53 allows for the use of what is referred to as an alias record to point to AWS-specific resource
endpoints such as elastic load balancers, CloudFront distributions, or S3 static website content. This term/
functionality does not exist in standard DNS; it is available only within Route53 and allows for simple routing
in the same hosted zone. In the next section, you will use the alias record to direct website traffic to your root
domain, also known as the apex to your S3 static website endpoint.

Adding DNS Records to Point to the Static Website Content

From within the Route53 Dashboard, choose the Hosted Zones link from the left-hand navigation menu.
Once presented with the list of hosted zones, select the one that you want to add DNS record sets to; for this
example, choose the nadonhosting.com hosted zone. By default, there are currently only two record sets
listed in your hosted zone, as previously illustrated in Figure 4-17.

To create a new record set in this hosted zone, click the Create Record Set button at the top of the
screen. An input area will display to the right of the screen and will collect details about the record set to be
created, as previously illustrated in Figure 4-24.

You must first create a record set to handle the “www” sub-domain. You will need to have your S3 static
website endpoint handy because you will be entering this as the alias value for your record. As you may
recall, in your example, the website endpoint is found in the S3 Bucket Properties window and in your case
is formatted as www.nadonhosting.com.s3-website-us-west-2.amazonaws.com. You will enter www in the
Name input box, leave the A - IPv4 Address default type of record set, and then click the Yes radio button for
the Alias option. Once selected, you can then enter your alias target into the input box; this will be the value
of your S3 website endpoint noted above. A filled-in example of the record set you're creating can be seen in
Figure 4-25.

Back to Hostod Zones tnport Zome Flo = Test Rocord Set cne
=

Q X| AnyType v Alinses Only Weighted Only Create Record Set
Name:
Displaying 1 1o 2 out of 2 Record Sets
Type:
Name Evalsate Targot Heallh  Health Check 1D TTL Hege
Alins: # Yes

Allas Target: | s3-webate-us-west-2 A WS o

Alias Hosted |

ST-webaile-us-west-2 AmAronaws. com

Routing Policy:

Evaluate Target Health:

Figure 4-25. AWS Route53 record set creation for www. nadonhosting. com pointing to your S3 static website
endpoint using the Alias type

Review the data on the record set to be created, and click the Create button at the bottom of the screen
to create the record set.
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This takes care of any visitors that enter www.nadonhosting. cominto a browser. They will see the S3
static website that you have hosted due to the alias record routing the traffic to that specific resource. What
about those that enter the domain name without the www sub-domain? Those visitors will be greeted with a
DNS error. To address this, perform the following steps:

1. Setup a new S3 bucket with the same name as the root domain name,
nadonhosting.com.

2. Enable static website hosting on the S3 bucket, but choose the “Redirect all
requests to another hostname” radio button.

3. Enter the value of the host name to redirect to in the input field. In your example,
it is www.nadonhosting. com.

4. Take note of the newly created S3 static website hosting endpoint for this new
bucket. Figure 4-26 shows the newly created S3 bucket with properties.

Bucket: nadonhosting.com
Region: Oregon

Creation Date: Tue Oct04 23:21:24 GMT-400 2016
Owner: jae

» Permissions

- Static Website Hosting

You can host your static website entirely on Amazon S3. Once you enable your bucket for static website hosting, all your
content is accessible to web browsers via the Amazon S3 website endpoint for your bucket.

Endpoint: nadonhosting.com.s3-website-us-west-2,amazonaws.com

Each bucket serves a website namespace (e.g. "www.example.com”). Requests for your host name (e.g. "example.com” or
"www.example.com”) can be routed to the contents in your bucket. You can also redirect requests to another host name (e.g.
redirect "example.com” to "www.example.com”). See our walkthrough for how to set up an Amazon S3 static website with
your host name.

Do not enable website hosting
Enable website hosting

* Redirect all requests to another host name

To redirect requests to another bucket, enter the name of the target bucket below. If you are redirecting to a root domain
address (e.g. example.com), see our walkthrough for configuring root domain website hosting.

Redirect all requests to:| www.nadonhosting.com

£ o

Figure 4-26. AWS S3 bucket properties showing static website hosting enabled with the redirection option set
to redirect traffic

5. Browse to Route53 and select the hosted zone that you want to edit.

6. Create a newrecord set, leave the Name field blank, leave the default type as IPv4
Address, and select the Yes radio button for the Alias option. In the input field,
enter the newly created S3 website endpoint from Step 4. Click the Create button.
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The steps above will create a new S3 bucket with website hosting enabled, but with the option to
redirect that traffic to the host/domain name of www.nadonhosting.com. In addition, you've created a new
record set for the apex or root domain so that any traffic received there will be directed to your S3 bucket,
which then redirects to www.nadonhosting.com.

Testing Your New Website

Now that you have created DNS records for the root and www sub-domain, your site is ready for viewing in
your favorite web browser. Figure 4-27 shows the new website content as viewed after entering the domain
name in the browser.

“« € | O wewnadonhosting com | 0 P .ﬁ (oY B

SERVICES TESTIMONIALS CONTACT US

W are Williams and Sons Law Firm, a responsve and eanng im 512 is dedicated 10 senvng the legal needs of LEGAL ISSUES AND NEWS
customers in our commmmity and surrounding areas. Founded in 2016, we have been practicing law and specializing in
Family Law tor more than & months!

Figure 4-27. Viewing your website content behind a domain name hosted in Route53

Summary

In this chapter, you learned about making your S3 content public and controlling access via bucket policies
and permissions. You were introduced to S3 Lifecycle management concepts, including how to expire
content after a set amount of time. You learned how to enable website hosting on S3 buckets and about the
various properties that can be controlled from this configuration. You tested delivery of the static content
via a browser and then fronted that content with a custom domain name. You also learned how to register
and transfer domain names and basic DNS management using AWS Route53. The tools and skills you have
learned to this point will help you as you move forward into the next chapter, which is all about thinking
outside the box when it comes to what defines a “static” website. I'll show you some ways to make your static
website feel dynamic and how to enable visitors to interact with your website even though you don’t have a
web application server!
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CHAPTER 5

Next-Level Static Content Hosting/

In the last chapter, you finished getting your files hosted in AWS S3 and then you worked through getting
your static content set behind a domain name using AWS Route53 to register a domain and to add DNS
entries to point to the static web content hosted in S3. In this chapter, you'll switch your focus from setting
up resources in Amazon Web Services to some of the management challenges that come with hosting a
website that has only static content. You'll take a look at how you can use HTML templates to give you an
easy way to update parts of your static website. Next, you'll use embedded content in your website content
to give a more dynamic feel. Finally, you'll end this chapter thinking very much outside the box by looking
at technologies like client-side scripting and serverless architecture that will allow you to extend your static
content and interact with your website visitors.

Limitations of Static Content Websites

The term static is used to define something that does not change at any regular interval. The Internet started
with only static websites. These websites were usually text-based in nature and may have used some images,
text formatting, and colors to make them more visually appealing, but they were quite limited in terms of
the type of information that could be displayed and how visitors could interact with that information. Fast
forward a bit and you started to see websites that had an element of server-side processing happening

that allowed for a website/web page to be assembled using static elements as well as dynamic elements
(information that could be updated and read from data storage). This server-side processing gave birth to
systems referred to as content management systems (CMS) that allowed you to dynamically manage and
display content. An example of a very popular CMS platform is WordPress. I'll cover how to host such a
platform using AWS in the second section of this book, but as you're in this section dedicated to the static
content website, I want to focus on how you can deal with the challenges and limits of static files.

Static files are just that: static. The content in these files does not change at runtime; they are delivered
to the website visitor as they sit on disk. So if you want to update your website, you need to update the static
content on your pages. If you want to update a section on each page of your website and you happen to
have five web pages, this means that you must update five separate pages. I would classify this as the first
limitation of a static website: the need to manually update content. The time that you have to dedicate to
these updates could be a key factor when deciding if you want to choose static content as your main type of
website content. Since there is a time commitment involved in updating the content, the likelihood of you
doing it often is low. This brings me to another limitation: the chance that the content will be out of date or
irrelevant. Having out-of-date information displayed on your website, in my opinion, is worse than having
no website presence at all. Think of the frustration and lost time that bad information can cause visitors who
come to your site. Losing a potential customer’s trust is not a good way to start a long-term relationship.

A final factor that could be considered a limitation is that you may need to learn some HTML and other
technologies to be able to update your content efficiently.
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With all this said, static hosting requires no server-side processing because the rendering of the static
content takes place on the client side, meaning the browser and device of the person visiting your website.
This also means lower resource requirements from a hosting perspective, which means lower hosting
charges in general. A static website is also the least complex of the types that I'll be covering in this book and
for these reasons I felt it was worth dedicating this chapter to discussing how to overcome some of these
limitations.

Extending the Boundaries of Static Content

Through the rest of this chapter I am going to talk about a few ways that you can manipulate your static
content to give it a more dynamic feeling. I think it is important for me to set a proper expectation before
getting started: updating your website is something that your visitors want you to do and it takes effort. I'll
cover a few tricks to make things easy to update, but the actual updating is fully on you. You will only get
out of your website what you are willing to put into it. Now let’s talk about the first way to extend your static
website to make it feel like a dynamic website: by using web page templates.

As you may recall, your static website is made up of five pages. The home page uses a sidebar layout on
the right to highlight your firm’s latest news, as shown in Figure 5-1.

\ l Al ‘\\
IR RS

LEGAL ISSUES AND NEWS

We are a fi

custom fit a le ution to delfver results,

Government launches new provisions to

Williams Law launches new web portal for
chent document exchanges.

Figure 5-1. The sample home page with the sidebar content displayed on the right-hand side of the screen

nger period.

Although this sidebar content looks like it has been updated recently because the date of the article is
listed along with how many comments have been made, this is a bit of an illusion. This is just HTML text;
when a visitor clicks one of these images or article titles, they will be taken to a static web page template that
has been used to create the content.

Updating this part of the site with new content is a two-step process. First, you will want to use a page
that you have defined to use as a template to create the new article content. Second, you update the index.
html page to add a new article on top of the existing ones. I've included a file called article template.
html to give you the shell of an article page that you can use or edit to fit your needs. Figure 5-2 shows the
rendered HTML of the web page template complete with the areas to be updated called out.
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LEGAL ISSUES AND NEWS UPDATE ARTICLE TITLE HERE

Update Article Date Here

Update Article short description of the Update article body content here
A% content here.

chent document exchanges.

‘ Williams Law launches new web portal for

Figure 5-2. The sample article_template.html file rendered in a web browser showing areas to update

In the template file I used the text “Update” in each area to be updated. This means when you're in
the editor of your choice you can search for the term “Update” and you can easily find all the locations that
need to be updated. You can see from Figure 5-2 that in addition to the main article content there is also a
sidebar layout similar to the home page, but this time it’s on the left-hand side of the screen, and it will need
to be updated as well. Once updated here, it will be an easy copy-and-paste to update the home page. The
following code is from the article template.html file and shows the main areas to be updated:

<!-- Sidebar -->
<div id="sidebar" class="4u">
<section>
<header>
<h2>Legal Issues and News</h2>
</header>
<ul class="style">
<li>
<a href="article template.html">
<p class="posted">Update Article Date Here</p>
<img src="images/pic04.jpg" alt="Update Article Image Here" />
<p class="text">Update Article short description of the content here.</p>

</a>

</1i>

<1li>

<a href="080116.html">

<p class—"posted">August 1, 2016 | (10 ) Comments</p>

<img src="images/pic05.jpg" alt=
<p class="text">Williams Law launches new web portal for client document exchanges.</p>
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</a>

</1i>

<li>

<a href="071916.html">

<p class="posted">July 19, 2016 | (4 ) Comments</p>

<img src="images/pic06.jpg" alt="" />
<p class="text">Free Family Will Kits are now available for pickup at your head
office location</p>
</a>
</1i>
</ul>
</section>
</div>

<!-- Content -->
<div id="content" class="8u skel-cell-important">
<section>
<header>
<h2>Update Article Title Here</h2>
<span class="byline">Update Article Date Here</span>
</header>
<img src="Update.jpg" style="visibility:hidden">
<p class="">Update article body content here</p>
</section>
</div>

The main areas to be updated are in the sections that are marked Sidebar and Content. In the Sidebar
section, updates should be made to the link to the article template (to be made after you've decided what to
save this file as described below), article date, the small image to be used, and the short description of the
article. In the Content section, updates should be made to the article title, article date, and article content.
You may also notice that I've placed a holder for an image that is currently set to "visibility:hidden" so
that the image won’t be displayed by default. There may be times when you want an image at the top of
your article, and a simple update to point the image source of the image to be used and removal of the style
definition will make the image visible in the article.

Once you have updated these sections with your new content, the next step is to save this template as
a new page that you can link to from the home page. My suggestion here is to either name the page with an
abbreviated title of the article or with a filename based on the date of the post, such as 112016. html.

From here you'll head to the home page, index.html, and open it for editing locally in your favorite
editor. The relevant code to be updated is in the Sidebar section and is listed below for reference:

<li>
<a href="article template.html">
<p class="posted">August 11, 2016 | (8 ) Comments</p>

<img src="images/pico4.jpg" alt="" />

<p class="text">Government launches new provisions to track income over a longer period.</p>
</a>

</1i>

You will want to copy this section from the page you updated earlier and then paste this new entry right

on top of the existing ones. Depending on how many articles you would like to display, you may want to
remove the oldest entry. Personally, I think having the three most recent articles is sufficient on the home page.
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Once you have pasted the information for the new article page, remember to save the file. Now that
you've updated these two files locally on your system, you'll need to push them up to AWS S3 so that your
website will use the updated content. My preference is to use the AWS S3 Sync command as described in
Chapter 3, or to use Cloudberry Lab S3 Explorer to copy the files up to the S3 bucket. Another option is to use
the Console to upload the updated files. Any of the choices are fine; it is really your preference for which one
to use.

Although this may not seem like the easiest way to update content, once you have done it a couple times
you will see that it can be an effective way of keeping content fresh with minimal effort.

There is another option for pulling in content from other sources to your static website: embedding
content. Next, I'll talk about how you can embed your latest posts from Facebook on your home page in that
same sidebar section.

Embedding Content from Other Sources

In the previous section, I discussed how to manually update a section of your static website to give the
appearance that this section was being updated automatically or in a dynamic fashion. The process was
quite manual and would fit certain use cases, such as a website that has a few content updates a month.
You also have the ability to bring in content from other websites to be displayed on your static website. The
content from these other sources could be content that is updated frequently, which means that your static
website would also have the updated content on it, ensuring that your website doesn’t feel stale.

There are many methods for displaying content from other sources on a HTML-only based website.
I'll discuss a few of the most accessible options next.

JavaScript/Client-Side Scripting

JavaScript or other client-side scripting languages process code during runtime using the processing
resources of the client machine. In short, this means that you can include JavaScript code in your HTML web
page that will be run when the visitor to your website opens that page with their browser.

The benefit of client-side scripting is that it can use resources on the visitor’s computer and interact
with their session in a way that feels like a lightweight, positive experience for the visitor. Many web-based
forms use JavaScript to validate data that is being entered into a form by a web visitor and interact with the
visitor as they are entering the data. An example is validating that an email address is entered in the proper
format before accepting the input.

In your use case, JavaScript can be used to load content from another source. To give an example of this
type of content embedding, you will pull in some information from Facebook using code that is available
from within the Facebook UL

For your example, you will update the “Legal Issues and News” sidebar with content that pulls from
a public Facebook post. The important part to note here is that the post has to be public to be able to be
displayed without any form of authentication being required. You'll use a public post that has relevant data
that could be listed in your sidebar section, but if you already have a Facebook page with content on it, you
may choose to link to that content instead.

The first step is to open in a browser the Facebook post that has the content that you would like to
display on your page. Once opened, click the Settings drop-down in the top right corner, as illustrated in
Figure 5-3.
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# Friends of Point Pelee
lovember 14 at 8:38pm - ¢ Pin to Top of Page
A great shot of the point taken on November | Edit Post
Christine Bennett Change Date

= ' Embed

v See more options

Delete

J Turn OF Translations

Figure 5-3. The settings drop-down menu is exposed from an existing Facebook public post

Click the Embed option to open up a window that will provide you with the code that you need to add to
your page. Let’s bypass this code for the moment and click the Advanced Settings option. This will bring you
to Facebook’s Code Generator wizard, as shown in Figure 5-4.
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Code Generator

URL of post The pixel width of the post (between 350 and 750)

hitps:iwww facebook com/permalink php?story_foid=1236 500

# Inciuge full post

Fnends of Point Pelee

A great shot of the point taken on Movember 5, 2016, sent in by Christine
Bennett

Figure 5-4. Facebook's Code Generator Wizard is shown with configuration options for your embedded content

Here you have the option to change some of the characteristics of how this post will be shown on your
page, such as the width of the post. By default it will be 500 pixels wide. Let’s go with the defaults and then
click the Get Code button. This will present you with the window shown in Figure 5-5 where you can copy
and paste the JavaScript code from here into the sidebar area on the webpage where you would like to
embed the content. It is worth noting that the code displayed in both sections will be needed on your page.
The first code snippet, listed in the Step 2 area of Figure 5-5, is used to call to the necessary libraries for the
JavaScript code to work on your page. The code snippet in Step 3 must be placed on the page where you
would like the content to be embedded and displayed.
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Javascript SDK  IFrame =

Step 2: Include the JavaScript SDK on your page once, ideally right after the opening <body> tag

"xc/div>
{d, s, 1d) {
var js, fjs = d.getElements

Name (2) [0];

mentById(id)) »
3s = d.createElement(s); js.id = id;

facebock.net/en US/sdk.jeéxfemi=lsversion=v2.8"

nsertBefore (is, fis);

} {document, 'script', 'facebook-jssdk’'));</script>

Step 3: Place this code wherever you want the plugin to appear on your page

ry index=0" class="fb-

ber 5, 2016, =ent in

mbar 14, 2016</a»</blockquote»</di

Figure 5-5. JavaScript created by the Facebook Code Generator is shown. This will be used on the page where
you would like to embed this content

Once this has been added to the page, when loaded in a browser the HTML page runs the JavaScript
and reaches out to Facebook for the content to be displayed and then displays it in your browser, as shown in
Figure 5-6.
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LEGAL ISSUES AND NEWS

e this kind of qualty representation possible for
an attorney or an expert witness

Figure 5-6. An embedded Facebook post is shown on the home page of the sample site

JavaScript can be used to do many things on your website, such as adding scripts to the page that can
alternate through a set of featured images. An effect like this enhances the user’s experience on your website.

Asyou can see, embedding content using JavaScript is a viable way to add content to your static website.
There is, however, a potential drawback. Since this is run within the client-side browser, if the visitor has
disabled the use of JavaScript, your script will not work and the content will not be loaded. There are ways
to prepare for this and to show content in the place of something that doesn’t load. I have a resource in the
Appendix that can be helpful in testing whether JavaScript is enabled or disabled and how to display content
based on the feedback from that test.

Using an [Frame to Display Content

You may have noticed in the Facebook example above that there was an option to copy IFrame code. An
IFrame (Inline Frame) is an HTML tag that can be used to embed external content into an HTML web page.
The properties of the tag are very simple; the only required property is the source property, as shown below:

<iframe src="http://www.google.com">
<p>Your browser does not support iframes.</p>
</iframe>

This code will result in the Google website being displayed in a rather small window inside your page.
For a more relevant example, review the following code. You'll see that I'm setting the width and height
properties of the I[Frame and pointing at the sample website for this book, www.nadonhosting.com.

<iframe src="http://www.nadonhosting.com" width="600" height="400">

<p>Your browser does not support iframes.</p>
</iframe>
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This code results in the page shown in Figure 5-7. As you can see, setting the width and height of the
IFrame will cut off some content since the page content on www.nadonhosting.comis much larger than
600x400 pixels in size.

>

Figure 5-7. A rendered view of the www. nadonhosting. com website in an IFrame element

Note the scrollbars on the bottom and right of the IFrame element. These can be controlled by setting
another property in the tag. To see a full list of supported properties for HTML tags, I highly recommend the
W3 Schools website located at www.w3schools.com/.

The IFrame tag is supported by most major browsers, but you have added in the paragraph tag so that
it will be displayed in the event of someone visiting your website via a browser that does not support the
IFrame tag.

You may be asking yourself why you would want to use the IFrame tag, and in short, it is just another
tool that can be used to bring in content from another site to make your site more dynamic without having to
update your website frequently.

Asyou saw earlier in the chapter, Facebook offers the use of the IFrame tag to embed content provided
by them into your webpage. Google Maps is another useful example. Figure 5-8 shows the Embed option
with IFrame code that can be used on your website to embed a Google Maps Street Image. This can be useful
if you want to allow a visitor to interact with Google Maps to find your business location.
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Geoogle
2017 Google - © 2017 Google | Tenms of Use  Report a problem

By embedding this image, you agree to the terms of service

Figure 5-8. An example dialog box from Google Maps Embedded Content Wizard

The IFrame lets you embed content on your website in a way that makes it look like it is part of your
site, but it is actually a “window” into content on another website. As such, there are some limitations, and
the main one to warn you about is that the content you are displaying in the IFrame tag is being delivered
by the external source website. So if they have a disruption in service or content changes, your IFrame
implementation will display the changed content or perhaps may show nothing. This could result in a
negative experience for your website visitors.

API and Hosted Services Content Embedding

The last type of embedding that I'll talk about in this chapter is application programming interface (API) and
hosted services content embedding. This type of embedding is usually implemented by using a client-side
scripting language such as JavaScript in your HTML code. This makes the implementation a bit similar to
the JavaScript example above, but since APIs are hosted applications that are designed to deliver content
and services to those who are utilizing them, they are much more robust and can be thought of as a more
dependable way to deliver content on your website over IFrame or link-based embedding.

Although APIs are more dependable, they are a bit more of an advanced implementation, and using
external APIs that are not related to Amazon Web Services is outside the scope of this book. However, here
is a link to the Google API so that you can see how you can use it to deliver maps, images, and other web
content via the API on your website: https://developers.google.com/maps/web/. Implementation on your
website involves signing up for a Developer account, requesting an API key for the services you would like to
use, and enabling and testing code deployment.

In the next section, I will discuss a way to extend your website well past its static foundation using
AWS Services. The first one you'll need to set up and utilize is the AWS API service, so you will get some
experience working with an APL
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Using AWS Serverless Architecture to Empower Your Static
Website

In this section, I will show you how to use the power and benefit of the Amazon Web Services platform to
extend your static web content to do something that would not be as easy or elegant if you were hosting this
content outside of the AWS platform.

As you are aware, you have a page in your sample code called contact.html. On this page you want to
add a form to allow your website visitors to leave a comment or ask you a question. Although this sounds
like a very simple thing to do, on a normal website the form would be filled out by your visitor and when the
visitor clicked the Submit button, your web server would process the request. Since you are hosting your
static files in S3, you don’t have a web server to do the processing. Thankfully, you can use other services in
the AWS platform to help you process the request.

First, you'll set up AWS API Gateway to have your form code call that service upon visitor submission
of the form data. You'll then have the AWS API Gateway call to AWS Lambda to accept the form data
submitted and to store it in S3 for you to review. Finally, you'll set up the AWS Simple Notification Service
(SNS) to let you know when someone has filled out and submitted your contact form. The process flow is
show in Figure 5-9.

Static HMTL
Contact Form S3 Bucket

. Submit Form

([
Website Visitor i e
Lambda

(L =

(L B

Amazon API S3
Gateway

Figure 5-9. The process flow for your static content contact form
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The beginning of setting up your contact form is to have the HTML code ready on your contact.html
page. The following code is the relevant section of code that holds your contact form. You request three
simple items from your visitor: name, email address, and a message body.

<!-- Contact Form -->
<div>
<section>
<header>
<h2>Request Form</h2>
<p>You're here to help, drop we a line</p>
</header>
<form id="contact-form" action="" method="post">
<ul>
<1li>
<label for="contactName">Name:</label><br>
<input type="text" name="contactName" id="contactName" value="" />
</1i>
<li>
<label for="email">Email:</label><br>
<input type="text" name="contactEmail" id="contactEmail" value="" />
</1i>
<1li>
<label for="contactMessage">Message:</label><br>
<textarea name="contactMessage" id="contactMessage" cols="25" rows="3"></textarea>
</1i>
<1li>
<input type="submit" value="Submit" />
</1i>
</ul>
</form>
</section>
</div>

Figure 5-10 shows this code rendered in a web browser. This code is not yet a finished product because,

as you may have noticed, in the opening form tag there is a blank action property. This is where you enter
the URL to invoke your AWS APIL.
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amabutt®
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LEGAL ISSUES AND NEWS REQUEST FORM
We're here to help, drop us a line

Name:

Government launches new provisions to I_E_ma”:

¥ track income over a longer period.
Message:

AUGUST 1, 201 10 ) COMMENTS

. Williams Law launches new web portal for | submit |
client document exchanges.

Figure 5-10. Web browser rendering of your sample contact form

Now that you have your HTML code ready, you can log into your AWS account and begin the setup of
your contact form process. The setup takes several steps. For reference sake, the following is a high-level list:

1. Create a new S3 bucket to hold the message files that are submitted.

2. Create an IAM Role that your Lambda function will use when processing a
message, including a policy for this role so that it has the ability to work with S3.

3. Create anew S3 bucket policy for your message bucket to allow your Lambda
IAM User Role permission to save messages to the bucket.

4. Create a Lambda function that uses the IAM role to process messages and save
them to your S3 bucket.

5. Create an API Gateway that will be used in your HTML form and will pass your
message information to your Lambda function.

6. Add atrigger to your Lambda function set to the new API Gateway you just
created.

7. Publish your API Gateway.
8.  Test the contact form and verify that a new message arrives in your S3 bucket.

After logging into your AWS Console, head to your S3 service dashboard. Let’s create a new bucket to
hold your visitor messages. As you'll see in Figure 5-11, I have named mine “nadonhostingcontactform.”
Creating a new bucket separate from the web content bucket allows you to assign a specific bucket policy
that will allow the Lambda function the access it needs to create files in this bucket.
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[ Services v  Resource Groups ~

w Create Folder  Actions ~ Q

All Buckets | nadonhestingcontactform

ame Somgacis s LAt M Bucket: nadonhostingcontactform
The bucket ‘'nadonhostingcontactform’ is empty

Buckat! nadonhostngcontactionn
Region: Oregon

Creation Date:  SalDec 03 144242 GMT-500 2018
owner jae

» Permissions
» Static Website Hosting
+ Logging

*» Events
Figure 5-11. Newly created S3 bucket to hold contact form messages

Now that you have a bucket in which you can store messages, let’s head over to AWS IAM and create a
new role that will be used by your Lambda function. Click the Services menu at the top of your console and
choose IAM. When the IAM Dashboard loads, click the Roles option in the left-hand navigation and then the
Create New Role option to launch the Create Role Wizard.

For this sample, I am creating a new role called “myLamdbaServiceRole.” Click the Next Step button
and select the AWS Lambda role type, which allows Lambda functions to call other AWS services. In the
Attach Policy screen, type S3 in the filter text box, select the checkbox next to AmazonS3FullAccess, and click
the Next Step button. After reviewing the details and taking note of your IAM role ARN (you’ll use this in the
S3 bucket policy), click the Create Role button at the bottom of the screen to create the IAM role. Figure 5-12
shows the Review screen for the role I created.

T Services v Resource Groups v 1AM 53 *

Create Role 2

Tenteeon Review
Step 1: Set Role Name Review the following role information. To edit the role, click an edit link, or click Create Role to
finish
Step 2 © Select Role Type s
Role Name myLamdbaServiceRole Edit Role Name

Step 3 : Establish Trust

. Role ARN armaws.iam: 704427294249 role/myLamdba

Step 4 - Attach Policy ServiceRole

Step 5 : Review Trusted Entities The identity provider(s)

lambda amazonaws.com

Policies arnaws.iam::aws policy/AmazonS3FullAccess Change Policies

Figure 5-12. The Review screen of the Create Role Wizard in AWS IAM
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From here you will head back to S3 to add a bucket policy that allows this new IAM role to access
your S3 bucket so that it can create files from your contact form submissions. Browse back to the AWS S3
Dashboard, click the bucket that you created to hold your messages, and click the Properties tab on the top
right of the screen to reveal the bucket properties. Click the Permissions drop-down arrow and then choose
“Add bucket policy”” In the bucket policy editor, add the following code, adjusting the principal ARN value to
that of the IAM role that you just created:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam::704427294249:role/myLamdbaServiceRole"”
15
"Action": "s3:*",
"Resource": "arn:aws:s3:::nadonhostingcontactform/*"
}
]
}

Asyou can see from the policy above, I am allowing one principal: an AWS account with the Amazon
resource name of my newly created IAM role, myLambdaServiceRole. The action I'm allowing is all S3
actions and the resource these actions are allowed on is the new S3 bucket that will hold the website visitor
contact form messages. You could be more restrictive, but to keep this process as simple as possible, I'll
avoid the additional complexity.

Now that you have a S3 bucket to store the messages and an IAM role to be used by Lambda to store
these messages, let’s head over to the Lambda service to create your first function.

Click the Services menu and under the heading of Compute, choose Lambda. Click the Get Started
Now button at the welcome screen; this will launch you into the New Lambda Function Wizard. If you have
already set up functions and worked with Lambda, you may not see the welcome screen. In that case, you
will click the Functions option in the left-hand navigation and choose the Create Function button to launch
the New Lambda Function Wizard. Figure 5-13 shows the wizard and the first step, which is to choose a
blueprint for the function.

Services ~ Resource Groups ~

Lambda > New function

Select blueprint

Welcome 1o AWS Lambdal You can get started on creating your first Lambda function by choosing one of the blueprints below
- T Viewing 1-850f 70 > %
Blank Function kinesis-firehose-syslog-to-json alexa-skill-kit-sdk-factskill
Configure your function from scratch An Amazon Kinesis Firehose siream basic fact skill built with
Define the trig eploy your code pro that converts inpy rds K
by stepping through our wizard. from RFC3164 Sysiog formal to JSON
E S ! &

Figure 5-13. The launch screen of the New Function Wizard in AWS Lambda
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You are going to choose Blank Function for your new function. There are many other premade
blueprints available to perform a multitude of tasks and processing. I highly recommend that you spend
some time with Lambda after this short sample because having AWS Lambda perform actions across AWS
Services is a huge benefit of hosting on this platform.

After selecting the Blank Function blueprint, you can skip the Configure Triggers section for now; you'll
come back and do that after you've created an API to be used to trigger this function.

In the Configure Function screen, name your function, give it a description, set the runtime to be used,
configure it to use the IAM role that you set up earlier, and enter the code needed to have this function
accept input and write to your S3 bucket.

I named my function “processContactFormData” and used the Node. js runtime. My settings are shown
in Figure 5-14.

AP Configure function

Configure triggers A Lambda function consists of the custom code you want 10 execute, Learn more about Lambda functions.

| contigure tunction

Name* | processContactFormData
Review
Description | Process data received from website contac |
Runtime* Mode js 4.3 -

Figure 5-14. The first section of the Configure Function step in AWS Lambda

Next, you'll replace the existing code in the wizard with the following code in the Lambda Function
Code section of the Configure Function step (remember to adjust this code to point to your S3 bucket
because the following code references the one I set up):

var AWS = require('aws-sdk');
var s3 = new AWS.S3();

exports.handler = function(event,context) {
var s3 = new AWS.S3();
var nowtime = new Date();
var bodycontent = event.body;

mykey = nowtime.getTime() + '.txt';
var param = {Bucket: 'nadonhostingcontactform', Key: mykey, Body: bodycontent};
var successdata = {filename:mykey};
s3.upload(param, function(e,data) {

if (e) {
console.log(e,e.stack);

} else {
console.log(event);

}

context.done(null,JSON.stringify(successdata));
D;
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This code is quite simple in nature and it is acceptable for your example. There are improvements that

could be made after implementation. This code accepts an event and stores the entire body of that event into
a bodycontent variable. It then calls a getTime function and appends the file extension of . txt to that and
stores it as the mykey variable. This variable is what will be used as the filename for the object being stored in
S3. After this, it calls an S3 Upload function and passes the parameters of the bucket name, object key name,
and content, which in turns saves this new object to your S3 bucket with an object name that includes the
time of the message and a file extension of . txt.

After adjusting the code in the Function Code section, you will complete the “Lambda function handler

and role” section and remaining options for your function. Figure 5-15 shows the values I selected for
choosing the IAM role as well as timeout values and additional option configuration for the function.

Lambda function handler and role

Handler* index handler i)
Role* Choose an existing role * O
Existing role* = mylLamdbaSenviceRole + O

Advanced settings
These settings allow you to control the code execution performance and costs for your Lambda function. Changing your resource settings (by
selecting memory) or changing the timeout may impact your function cost. Leam more about how Lambda pricing works

Memory (MB)* 128 + 0

Timeout* 1 min 0 sec

All AWS Lambda functions run securely inside a default system-managed VPC. However, you can optionally configure Lambda to access
resources, such as databases, within your custom VPC. Leam more about accessing VPCs within Lambda. Please ensure your role has
appropriate permissions to configure VPC.

VPC | NoVPC )

Environment variables are encrypted at rest using a default Lambda service key. You can change the key below to one of your account’s keys or
paste in a full KMS key ARN

KMS key (default) aws/lambda - 0

* These fields are required. Cancel Previous m

Figure 5-15. The final sections of the Configure Function step in AWS Lambda
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Once you have filled in the configuration options as shown in Figure 5-15 (adjusting the IAM role to
be the one that you created earlier), click the Next button to move to the Review page in the wizard. Once
you have reviewed the function configuration, click the “Create function” button to finalize the creation
process. You will be returned to the function configuration screen for your new function, similar to what is
shown in Figure 5-16.

AWS Lambda Lambda > Fusc

ions 3 processContactF ermData AR - B aes lamesa us

mction peocessContactF ermbata
‘

Dashboard Oualifiers » Test Actlons *

Functions

| Congratulations! Yeur Lanbds function “rocessCentactFomData” his been sucoessfuly created You can now cick on the Tast bution 1o input & test event and test your function

Codd  Configuraion | Triggers | Mondtoring (7]

Code entry type  Edit code inline -

Figure 5-16. The newly created AWS Lambda function named processContactFormData

The next step is to create an AWS API Gateway that can be used in the action property of your HTML
contact form. To do this, click the Services menu, and under the Application Services heading, choose
API Gateway.

Click the Get Started button on the API Gateway Welcome Screen. You may be greeted with a
message that says that since this is your first API creation Amazon has selected an example template for
you to use. Click OK on that message box and then change the radio button from Example API to New API,
as shown in Figure 5-17.

T Services ~ Resource Groups ~ IAM s3 *

:1: Amazon APl Gateway APls > Create

Create new API|

In Amazon API Gateway, an AP| refers to a collection of resources and methods that can be invoked through HTTPS endpoints.

® New APl Import from Swagger Example APl

Name and description

Choose a friendly name and description for your API

APl name*

Description

* Required
Figure 5-17. The Create New API Wizard in AWS API Gateway
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After selecting the New API radio button, fill in an API name and description. In my case, I chose the
name of “myContactForm” and then clicked the Create API button. After the creation of the API you will be
returned to a screen similar to Figure 5-18 that shows your new API with the default configuration.

(T Services -~  Resource Groups ~ 1AM 53 %

:1; Amazon APl Gateway ~ APls > myContactForm (eqmdcj043h) > Resources > / (k2z017s7))

APls Resources | Actions- | [/ Methods
.
myContactFom ;
| Resources
Stages
Authorizers
Modals
Documentation
Einary Suppon
Usage Plans
APl Keys
Custom Diomain Names
Clhent Certificates

Settings
Figure 5-18. A newly created myContactForm API with default configuration in AWS API Gateway

The next step is to add a trigger to your Lambda function that uses this newly created API. Click the
Services menu, and under the Compute heading, choose Lambda. Under Functions, click your Lambda
function; in this example, I called it processContactFormData. This should move you to the function
configuration page shown previously in Figure 5-16.

On this page, click the Triggers tab and click the Add Trigger link. This will present a configuration
pop-up that asks you to select a trigger type. Click the dashed line box and select API Gateway and then
make the necessary adjustments to choose the API that you just created. Also be sure to set the security to
Open so that this API can be invoked externally. My settings are shown in Figure 5-19.

Add tigger 3
Corfiguee your Lambda function processContactf ormData to respond to everts from the sslected trigger Click on the box balow to select your trigger type

AP| Gateway :’1:‘ L3 m Lambda

Well set up an AP G ae way endpoiot with your function’s name as the resource. Any method (GET, POST, etc.) wil Lambda wil 2dd the necessary parmisslons for Amazen API Gateway to Invoke your Lambda function. Leam mese
mction. To sel up more advanced method mappings or subpath routes, wsit the Amazon AP about the Lambda permissions model

APiname  mryContacFom - 0
Deployment stage  prod - 0
Security  Open - 0

Figure 5-19. The Add Trigger configuration screen in an AWS Lambda function
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Once you have chosen the API to be used and adjusted the setting to match the screenshot above, click
the Submit button. The page will be returned and you will see that you now have that API linked as a trigger
for this Lambda function.

The last step of your process is to publish or deploy your API so that it can be used by your contact form.
To do this, click the Services menu and under the Application Services heading, choose API Gateway. Click
the API Gateway that you created (in my case, it was myContactForm) and you’ll now notice that you have
an ANY method that is linked to your Lambda function, as shown in Figure 5-20.

T Services ~ Resource Groups ~ © 1AM S$3 *

:1'-: Amazon APl Gateway APls > myContactForm (eqmdgj043h) > Resources > / (ki2z017s7j)

APls Resolifces Actions- |/ Methods

4
myContactForm -
] Resources ~ /processContactFormData
Stages
Authorizers
Models
Documentation
Binary Support
Dashboard
Usage Plans
APl Keys
Custom Domain Names
Client Certificates

Settings

Figure 5-20. The API Gateway configuration screen with a newly created method to AWS Lambda function

Click the Actions button at the top of the screen and choose the Deploy API option. This will launch a
window asking you to choose a “stage” on which to deploy the API. APIs can support multiple deployment
stages so that you can test functionality from various environments. For this example, choose the prod stage
and give it a description of Production and then click the Deploy button.

You will be returned to a page similar to the one shown in 5-21, which has a URL at the top of the screen
that can be used to invoke your API. This is the URL that you will put in the action property of your Contact
Form HTML.
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4 fmazon AP Gateway  #P1s > myContadFom [sqmdcf0d3h) > Stages > prod

APis | stages IEEZ) rrod Stage Editor
my ContactFom » & peod
e Invoke URL: https eqmdg043h ap us-west-2 (prod
| s1aces
AuTonzesns [r—
Modets Settings  Stage Varlables  SDK. Export D History History
Sm— Configure the metering and caching settings for the prod stage
Binary Support
ECashboard Cache Seftings
Klsnge Plans Ennble API cache
Ll CloudWatch Seftings
Custom Domain Names

Chent Cenificates

Sefiings

Enable CloudWatch Logs = 0
Enable Dewiled CloudWatch Metries © 0
Default Method Throliling

Chaose the default throtiling leved fior the mathods in this stage. Each method in this stage will respect these rate and burst settings. Your curment account kevel throttling r
second with a burst of 2000 requests. O

Enable thronling * @

Rate 1000 requasts par second

Burst 2000 requests

Figure 5-21. The Invoke URL for an API shown after selecting Deploy the in AWS API Gateway

To use this Invoke URL in your code, you also need to add the path to the API method, so in this

example situation it would be

https://eqmdcjo43h.execute-api.us-west-2.amazonaws.com/prod/processContactFormData/

The sample code given with this book has the fully updated code including this URL in the form action
property. Once this has been updated in your HTML code, you can push the updated code up to your S3
bucket and perform a test submission. You can use any of the methods that you have been shown so far to
update your code in your S3 bucket.

After updating your code, you should be able to load the site and browse to the Contact Us page.
Figure 5-22 shows the updated page with test data being entered into the form fields.

LEGAL ISSUES AND NEWS

_ Government launches new provisions o
w track income over a longer period.

S Williams Law launches new web portal for
chient document exchanges

REQUEST FORM
We're here to help, drop us a line
Mame:

Jason Nadon

Email:

e @nadonhosing.com
a form post that will be

saved to an 53 bucket via
a function]

Llam ¥

Figure 5-22. Entering test data into your contact form
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After entering the data, click the Submit button. After the page is submitted, checking your S3 bucket
shows a new object named with the format of a timestamp and the file extension of . txt, as shown
in Figure 5-23.

(1JLELEN  Create Folder  Actions v

All Buckets / nadonhostingcontactform
Name Storage Class Size Last Modified

@ 1480885595530.txt Standard 491 byles Sun Dec 04 16:06:36 GMT-500 2016

Figure 5-23. A new file has been added to your S3 bucket after the form submission

You can inspect this new file by clicking it, choosing Actions, and then choosing Download. Right-click
the download link presented and choose “Save File As” to save the file to your local filesystem. When you
open the file, you will see a format similar to Figure 5-24 where each section of the form data is listed out.

i| 1480885595530 - Notepad = [m] X
File Edit Format View Help

} ----- WebKitFormBoundarycKj8TEb7nZIalvnh
Content-Disposition: form-data; name="contactName"

Jason Nadon
------ WebKitFormBoundarycKj8TEb7nZIalvnh
Content-Disposition: form-data; name="contactEmail”

jae@nadonhosting.com
------ WebKitFormBoundarycKj8TEb7nZIalvnh
Content-Disposition: form-data; name="contactMessage"

This is a test message submitting to AWS API via a form post that will be saved to an S3 bucket via a
Lambda function!
------ WebKitFormBoundarycKj8TEb7nZIalvnh--

Figure 5-24. The contents of the new file that was processed by your Lambda function and saved to S3

In the above text file you can see contactName, contactEmail, and contactMessage fields; under each is
the form data that I submitted in the form.

Getting a Notification of a New Message

It's great that your contact form is now working and visitors to your website can interact with you and

leave you a message, but it would not be great to have to check your S3 bucket daily to see if there are new
messages. Thankfully the AWS Platform has yet another service that will help you out by letting you know
when a new message arrives: Simple Notification Service (SNS). AWS SNS is a notification service that every
other service on the AWS Platform can interact with as a way to indicate when an action has occurred.
Notifications are sent to topics, and topics can be subscribed to by a variety of methods. To finish off this
chapter, I'll walk you through setting up SNS to create a new topic and subscribing to that topic via email so
that you'll get an email message when a new message becomes available in your S3 bucket.
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The easiest way to set this up is by heading to the SNS dashboard from within the AWS Console. Click
the Services menu; under the Messaging heading, choose the SNS link.
From the SNS dashboard, click “Create New Topic” and enter a new topic name, as shown in Figure 5-25.

Create new topic

A topic name will be used to create a permanent unique identifier called an Amazon Resource Name (ARN)

Topic name myContactFormNotification 1]

Display name | Fnter topic display name. Required for topics with SMS subscriptions 1]

Cancel JWCTICROT

Figure 5-25. The Create New Topic wizard in AWS SNS

After clicking the “Create topic” button, you will be brought back to the Topics screen where you can
see your new topic listed with the ARN value. Make note of this ARN; it will be needed in the next step. From
here you need to allow S3—and specifically the bucket holding your messages—to publish notifications to
this new topic. Select the checkbox next to the topic name and click the Actions menu. Click the Edit Topic
Policy option, and when the window opens, copy the following code into the Advanced view tab (this code is
also available in the chapter resource files as SNS_Topic_Policy.txt):

{
"Version": "2008-10-17",
"Id": "SNS-Policy",
"Statement": [

{
"Sid": "SNS-Statement-ID",
"Effect": "Allow",
"Principal”: {
"Service": "s3.amazonaws.com"
b
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-west-2:704427294249:myContactFormNotification",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:s3:*:*:nadonhostingcontactform”
}
}
}
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You will need to update this code in two spots. The first is the Resource property where you should
have the ARN of your SNS topic that you just created. The second is the aws : SourceArn property where you
should have the name of the S3 bucket that you created to hold your messages. Once you've adjusted the
code accordingly, click the Update Policy button.

From here, you'll head to the S3 bucket that you created to hold these messages. Click the Services
menu and click the S3 service link. From the dashboard, select the bucket you created to hold your messages
and then choose to make the properties of the bucket visible by clicking the Properties tab near the top
right-hand corner of the screen. Expand the Events section and fill out details as shown in Figure 5-26, giving
the configured event a name, selecting when the event should be triggered, and choosing to publish the
event notification to SNS and the topic you created above.

- Events

Event Notifications enable you to send alerts or trigger workflows. Notifications can be sent via Amazon Simple Notification
Service (SNS) or Amazon Simple Queue Service (SQS) or to a Lambda function (depending on the bucket location).

Name MyEmailNotification o
Events ObjectCreated (All) x o
Prefix o
Suffix o
SendTo  '® SNS topic SQS queue Lambda function (i )
SNStopic ~ myContactFormNotification ,

S3 must have permission to publish to the topic from this source bucket. See the Developer Guide.

Figure 5-26. Enabling events to publish notifications to your new SNS topic

After entering the information the above event configuration form, click the Save button to create the
event notification.

Your last step is to head back to SNS and subscribe to your new topic. From the SNS Dashboard, click
Topics and select the checkbox next to the name of the topic you recently created. Click the Actions menu
and choose “Subscribe to topic” Configure the subscription option to use email as the notification method
and enter an email address where you would like to receive email notifications. Click the Save Subscription
button. A confirmation email will be sent to the email address that you enter in this configuration; you will
need to confirm that you want to receive email before you will be able to test your contact form again to see if
you receive a notification email. Figure 5-27 shows the configuration options I used for my topic.
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Create Subscription
Topic ARN am: aws: sns.us-west-2:704427294249. myContactF ormNotification

Protocol Email =

Endpoint jae@nadonhosting.com|

Cancel JRe T ER T

Figure 5-27. Creating an email subscription to your new SNS topic

I'have found that it can take up to an hour for the email subscription confirmation email to be
processed. After waiting a while, give your contact form another test and you should receive an email with
the subject “Amazon S3 Notification.” The email content isn’t the best format, but this is a way of letting you
know that a new object has been created in the S3 bucket, which is better than having to check it manually.
In later chapters, you'll explore more advanced options in SNS, including the ability to tailor these messages
to be more reader-friendly.

Summary

In this chapter, you learned quite a bit about the variety of options for extending your static website into
something that will make it feel more dynamic. You have only just scratched the surface of the things that
you can do and the services that are available to you when hosting on the AWS platform. In the next chapter,
I'will discuss monitoring the services that you have set up. You will also learn more about how to manage
your resources in your new hosting environment.
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CHAPTER 6

Logging and Monitoring

In the last chapter, you learned about options to help you extend the static content of your site to bring

in dynamic content using HTML tags and JavaScript as well as how you can use AWS platform services

such as the AWS API Gateway to process data for you without the need for server infrastructure. With you
relying heavily on the AWS platform and services for the hosting of your website content (S3), domain name
(Route53), access control (IAM), and other AWS services (API Gateway and Lambda), I think it’s now time
that I spend a chapter talking about how you can monitor these services so that you can be alerted when
changes occur or if the services stop working as expected. In this chapter, I will introduce logging for the
services that you have already set up and the AWS monitoring service, CloudWatch. The foundation that
you build in this chapter will lend itself to future services that are used within the AWS platform because
CloudWatch is something that can be used with all AWS services.

Introducing CloudWatch

AWS CloudWatch is a management service that allows you to monitor the resources you have in AWS for
health and performance. CloudWatch gathers data points at set intervals; they are referred to as metrics.
The metrics gathered depend on the service and resource being monitored by CloudWatch. Some
CloudWatch metrics are configured by default for the majority of the AWS services and can be fine-tuned
and adjusted to give you a way to gather additional information about your resources. Many default metrics
are collected at 5-minute intervals and are not billed at an additional rate. Some resources allow for the
metrics to be collected at lower intervals, such as 1-minute intervals; however, this usually has to be enabled
and is charged to the resource’s AWS account. There is also a way to create and send custom metrics that
you define to CloudWatch for reporting purposes. I will talk about creating custom CloudWatch metrics in
the second section of this book when you will work with the deployment and hosting of a CMS. With the
services that you have been introduced to so far, there is some limited CloudWatch integration, so I will just
give a couple examples that can be built upon in later chapters. A quick example of CloudWatch metrics can
be found in Figure 6-1, which is from the Dashboard view of the API Gateway Service that you set up in the
previous chapter.

© Jason Nadon 2017 75
J. Nadon, Website Hosting and Migration with Amazon Web Services, DOI 10.1007/978-1-4842-2589-9_6



CHAPTER 6 © LOGGING AND MONITORING

B#  Services v  Resource Groups ~ 1AM 83| %

:ﬁ Amazon APl Gateway APis > myContactForm (eqmdcj043h) > Dashboard

Pl is APl ;
APls " Invoke this API al: https://eqmdcj043h.e

myContactForm

Resources

Stages Stage (prodr | From 11/25/2016 ] To 121092016 =
tages

Authornzers API Calls o Lalency o
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Figure 6-1. The API Gateway Service Dashboard view shows CloudWatch metrics that are gathered by
default for this service

AWS Service Logging and Monitoring

Now that you have started to use the AWS platform and various services, I believe it is important to cover
how to enable logging and monitoring of those services. There are those who feel that turning on logging

is not a good idea because of the AWS “pay as you go” pricing model, and it’s true; if you enable logging for
everything and configure monitoring at the lowest intervals, using these services will end up costing you
more. The opposite opinion is that enabling basic logging and basic monitoring will not increase your cost
significantly but will give you visibility into AWS service performance and health and will allow you to plan
for the future. In this section, I'll talk a bit about the logging and monitoring options for each service and the
best practices to enable for each service.

S3 Logging and Monitoring

AWS 83 is the service that you have most utilized to this point in the book. You have set up your static HTML
content in S3 and enabled static website hosting on your bucket. You have also created a new bucket to hold
your HTML form submissions and configured an event to let you know when a new object is created in this
bucket. Outside of this, you have not explored many of the logging or monitoring options for S3.

As noted, sometimes CloudWatch dashboards are built right into the service being monitored. You'll see
evidence of this in other AWS services such as Elastic Compute Cloud (EC2). As you look at what is available
in S3, there aren’t any CloudWatch metrics available from within the S3 dashboard but there are metrics
available from within the CloudWatch dashboard. To access the CloudWatch central management screen
where you can view metrics across all services, log into the AWS Console and click the Services menu in the
top left-hand corner of the screen. Under the Management Tools heading, click the CloudWatch option.
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After clicking CloudWatch, you will be brought to the default screen for management and interaction
with CloudWatch metrics that are being gathered for services that you use on the AWS platform. From here,
you can click the Browse Metrics button and you will be presented with a summary of services that you're
using across your account, which is based on your previous work in this chapter. It is important to note that
CloudWatch is region-specific, so you will see metrics for the resources used in the specific region that is
currently selected in the AWS Console. In Figure 6-2, note that you have CloudWatch metrics available for
Route 53 and S3.

All metrics Graphed metrics Graph options
Q
10 Metrics
Route 53 S3
2 Metrics 2 Metrics

Figure 6-2. The CloudWatch Browse Metrics view shows available CloudWatch metrics grouped by AWS
service, which can be drilled into for real-time reporting

From this screen you can select a service and see what metrics are available for further analysis. The top
of the screen has a graph area, which is where the selected metrics will display over a selected time frame. By
default, the graph view is over a 3-hour period.

S3is listed under the AWS namespaces section with two available metrics that can be viewed or
graphed. Click the S3 box to see what metrics are available to you. When you click the S3 link, you'll see
four storage metrics available. Clicking the Storage Metrics link shows the metrics that are related to the S3
buckets you have set up.

In Figure 6-3 you can see the available metrics for two of your S3 buckets. The metrics are related to
bucket size and object count. Although these may not seem like very valuable metrics, they can be because
you will be billed based on the amount of storage used in S3. As you add objects to your S3 buckets and more
visitors use your contact form, your bucket size will grow and you will be charged accordingly. You haven'’t
done so yet, but when you enable logging on AWS services, the log data is stored in S3, so that means you'll
have another set of metrics to view.

All metrics Graphed metrics Graph options

All > S3 > Storage Metrics Q

BucketName (4) - StorageType Metric Name
nadonhostingcontactform StandardStorage BucketSizeBytes
nadonhostingcontactform AllStorage Types NumberOfObjects
www.nadonhosting. com AllStorage Types NumberOfObjects
www. nadonhosting. com StandardStorage BucketSizeBytes

Figure 6-3. Storage metrics available to you in CloudWatch for your S3 buckets
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CloudWatch is valuable to you because it gives you a way to see the metric value when you click it. Let’s
click one of the metrics available to you. Figure 6-4 shows the metric level detail for the BucketSizeBytes
metric on the nadonhostingcontactform S3 bucket. Adjust the data range for the graph by selecting the
Custom button and choosing a two-week period.

iT3] Services ~ Resource Groups - IAM 31 S3 %

CloudWatch
Dashboards

Untitled graph

Alarms 1

Billing
Events
Rules
Logs
| Metrics "= B sociecs

All metrics Graphed metrics (1) Graph options

All > S3 > Storage Metrics Q

BucketName (4) - StorageType

+  nadonhostingcontactform StandardStorage
nadonhostingcontactform AliStorageTypes
www.nadonhosting.com AllStorageTypes
www.nadonhosting.com StandardStorage

Figure 6-4. A two-week graph of the the S3 storage metric BucketSizeBytes for the selected bucket

From this view, you can see that you haven’t used much storage at all in the Contact Form bucket.
If this is a metric that interests you, you can track this metric in an easier way by adding it to a custom
dashboard. CloudWatch dashboards are a collection of selected metrics in graph format that can be easily
viewed from the Dashboards menu. To add this metric graph to a dashboard, let’s first name this graph.
Click the edit icon next to the Untitled graph text. You can see this in Figure 6-4. This will allow you to
edit the name of the graphed metric. Name it “S3 Bucket Size - Contact Form.” Once you have named the
graph, you can add it to a dashboard for future viewing by clicking the Actions button and choosing “Add to
dashboard,” as shown in Figure 6-5.
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JA Jae Nadon v  Ore

ith 3h 12h 1d 3d 1w custom (2w) - Line - Actions -

Metric Name

BucketSizeBytes

Figure 6-5. The newly named graph with “Add to dashboard” selected

When you click the link to add the graph to the dashboard, you're presented with a dialog box that asks you
to give a name to the new dashboard. Name this new dashboard “S3StorageMetrics,” as shown in Figure 6-6.

Add to dashboard

Add to: S3StorageMetricg]

(]

W BucketSaedytes

Figure 6-6. Naming the new CloudWatch dashboard that will hold your S3 storage metric
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After you have selected a name, click the “Add to dashboard” button to add the metric to a new
dashboard. After the screen refreshes, you will now see the new dashboard screen for the S3StorageMetrics
dashboard that has the one graph metric for your contact form S3 bucket size, as shown in Figure 6-7.

WF  Services ~ Resource Groups ~ 1AM S3 %

CloudWatch
| Dashboards

S3StorageMetrics 4
Alarms S3 Bucket Size - Contact Form

S3StorageMetrics - Add widget Actions ~ Save dashboard

Billing
Events

Rules
Logs
Metrics MEW

W BucketSzelytes

Figure 6-7. New CloudWatch dashboard with your contact form S3 metric graph

CloudWatch helps you with graphing and viewing given metrics, but the real power of CloudWatch
comes in the ability to monitor and alert you of thresholds that have been passed. In CloudWatch terms,
these are called alarms and they can be set on any given metric gathered and evaluated by CloudWatch.
Let’s create an alarm for the above S3 storage metric to alert you when the bucket size passes 1MB in size.
Click the Metrics link in the left-hand navigation and then change the tab selection from All Metrics to
Graphed Metrics. Since you currently only have a single graph, only the one metric will be listed on this tab,
as shown in Figure 6-8.

§i  Sevices - Rescurce Groups -

Logs
Metrics .
Mimetrics  Graphed matrics (1) Graph opsons
Labat Namuapace Dirmasions Motiic Marw Swtistic @ Puriod @ ¥ hsis Actives 8
O ucesooie RIS Cimensions (2) BucketSzedytes Mverage 1 Doy |-E L@mo

Figure 6-8. Graphed metric detail within the CloudWatch management screen
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With your metric selected in the bottom half of the screen, you can see the options that you can edit to
change the view in the graph above it. To the far left, you have options under the Actions heading, shown up
close in Figure 6-9.

Actions @

"
PARN I <

Figure 6-9. Close view of the Actions options. Icons shown are for Create Alarm, Duplicate, and Remove

The icons listed in the Actions section per metric allow you to create an alarm, duplicate it, or remove
the metric. If you click the icon shaped like a bell, this will start the Create Alarm Wizard within the context
of this specific metric. If you start from this point, you skip the first step of the wizard, which is to select
which metric you want to create an alarm for, and move directly to Step 2 of the wizard where you define the
threshold and additional information shown in Figure 6-10.

Create Alarm X

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the details and threshold for your alarm. Use the graph on the rightto help set  This alarm will trigger when the blue line goes
the appropriate threshold up to or above the red line for a duration of 1
day
Name:

BucketSizeBytes >= 0
Description:

- Py

. 88888

Whenever: BucketSizeBytes
is: [ >=+|[0

for: |1 | consecutive period(s)

1212 12114 1296
00:00 00:00 00:00

Actions

Namespace: AWS/S3
Define what actions are taken when your alarm changes state

BucketName: | nadonhostingcontactforr

fi Delet 5
Notification e StorageType: | StandardStorage
Whenever this alarm: | State is ALARM v Metric Name: ' BucketSizeBytes
Send notification to: | Selecta nofification list v Newist Enterist @
Period: | 1 pay v
+ Notification || +AutoScaling Action Statistic: @ Standard © Custom

Average .

Cancel | Previous Create Alarm

Figure 6-10. The Create Alarm Wizard on Step 2
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Within this step of the wizard you can name your alarm, set the threshold for the alarm, and select
how and who you want to notify when the alarm is triggered. For this example, under the Alarm Threshold
section, since you want to be notified when the S3 bucket passes 1MB in size, set the threshold under
“Whenever: BucketSizeBytes” is “>=" 1024 bytes “for 1 consecutive period.”

Under the Actions section, for the notification, create a new list and then enter your email address.

As part of this process, you will also need to specify a name for the list. After you click the Create Alarm
button, you will be required to confirm your email address subscription for this specific alarm. There is
another option here to send to an SNS topic. If you choose this option, you may see the one that you set up
earlier in this section of the book available as a selection option. Another option is to set up a new SNS topic
related to CloudWatch alarms and to send all alarm notifications to this topic. This way you can centrally
manage who subscribes to that topic and receives the alarm notifications.

Now you can click the Alarms link in the left-hand navigation to see the status of the alarms that you've
set up. In this example, you set the threshold to 1024 bytes, which if you remember from earlier was actually
under the current value for the S3 bucket. This will immediately set the alarm into a state of “Alarm.” If you
want to modify the settings of an alarm, including the threshold value, you can select that alarm from the
main Alarms screen and then click the Modify button to enter the editing mode. If you update the value
to 2500 bytes, it will clear the alarm and move it into the OK state. Now when the S3 bucket grows past
2500 bytes in size, you will receive an email notification that your threshold has been crossed and that this
monitor has moved into the state of “Alarm.”

Now that you've seen what metrics are being collected by CloudWatch in regard to the AWS S3 service
and you've learned how you can use CloudWatch to monitor these metrics, let’s take a look at what options
are available for logging in S3.

Logging options for S3 as well as most services in AWS are available via the AWS Management Console
screen for the service. To access S3 logging options, let’s log into the AWS Console and then click the Services
menu and choose the S3 service. It is worth noting that there are multiple types of logs within the AWS
platform. The ones that you are going to focus on in this chapter are specific to the service and requests.
From the S3 central management site you will see the list of your S3 buckets. Select one bucket and then
choose the Properties tab. Within the Properties tab, expand the Logging option, as shown in Figure 6-11.

}3 Jae Nadon v  Global v  Support v
Q None Properties = Transfers

Region: Oregon
Creation Date: Sun Sep 11 09:21:47 GMT-400 2016
Owner: jae

» Permissions
+ Static Website Hosting

* Logging

You can enable logging to track requests for access to your bucket. Learn more.

Enabled:
Target Bucket: -
Target Prefix:

Figure 6-11. Logging options for a specific bucket are viewed from within the Properties screen
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Logging within S3 is enabled on a per bucket basis. To enable logging for a specific bucket, click the
Enable button and then choose the bucket where you would like to store the log data. A best practice is
to create a separate bucket to hold your service logs. The reason for this is when you enable logging and
choose a bucket to store the logs, log delivery permissions are added to that bucket and it would add
complexity to buckets like your website static content bucket. For this example, create a new bucket first
called nadonhosting-logs and then enabled logging on the www.nadonhosting.com bucket to use this new
S3 bucket for logs. Enter the prefix of website-logs/ so that it will be easy to identify the logs coming from
static website content object access. It is worth noting that AWS offers best effort delivery on logging, which
means that you should not rely on getting logs in real time. Logs are delivered within a few hours of setting
logging up for your service. If near real-time communication or notification is needed, look to configure
events within the S3 bucket properties. More information on this topic can be found at http://docs.aws.
amazon.com/AmazonS3/latest/dev/NotificationHowTo.html.

The possible log data collected for S3 object access can include the following for each log entry;

1.  Bucket Owner
Bucket Name
Time

Remote IP
Requestor
Request ID
Operation
Key

Request URI

S © ® N o g P~ w DN

p—y

HTTP Status

—y
—y

Error Code

12. Bytes Sent

13. Object Size

14. Total Time

15.  Turn-Around Time
16.  Referrer

17. User-Agent

18. VersionID

More details about specifics for each of these entries can be found at https://docs.aws.amazon.com/
AmazonS3/latest/dev/LogFormat.html. Figure 6-12 shows the log data stored in the new logging bucket.

www .nadonhosting.com [18/Dec/2016:15:18:22 +0080] 24.57.80.57 B8f391d7efT70d42261d27d160456FffB86345¢c81fc:
www.nadonhosting.com [18/Dec/2016:15:18:22 +0000] 24.57.80.57 8f391d7ef78d42261d27d10456ff86345¢c81fc:
www.nadonhosting.com [18/Dec/2016:15:27:18 +0000] 24.57.80.57 8f391d7ef70d42261d27d1e45eff86345¢c81fc:
www.nadonhosting.com [18/Dec/2016:15:27:18 +0000] 24.57.80.57 8f391d7ef70d42261d27d10450ff86345¢c81fc:
www .nadonhosting.com [18/Dec/2016:15:27:18 +8006] 24.57.806.57 8f391d7efT78d42261d27d10456Fff86345¢c81fc:

Figure 6-12. Log data file detail for a specific bucket viewed in a text editor

83


http://www.nadonhosting.com/
http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html

CHAPTER 6 © LOGGING AND MONITORING

Lambda Logging and Monitoring

Similar to S3, the Lambda service has the ability to have logging and monitoring enabled. As with the S3
service, I'll start with CloudWatch monitoring and move into discussing logging options afterward. On the
dashboard of the Lambda service, accessed from the AWS Console, you'll see CloudWatch graphs that show
some statistics regarding all of your Lambda functions within the selected region. Figure 6-13 shows the
default dashboard with four Lambda metrics in CloudWatch graphs.

T} Services ~  Resource Groups ~
AWS Lambda Resources for US West (Oregon)
‘
| Dashboard Lambda function(s) 1
Code storage 456 byles
Functions

Create a Lambda function

Account-level metrics (last 24 hours)

dowe show metrics across all your Lambda funchions in this region. Click on the chart fille 1o see a per-funchon breakdown, of chick on the chart body 1o view the metrics in

& Invocation emors [+ @ Throttled invocations a Invocation count o Invocation duration [}

Figure 6-13. Dashboard showing CloudWatch graphs of Lambda function metrics across a given region

You can also access function-specific logs by clicking the name of the function under the Functions
menu and then clicking the Monitoring tab. The other way for you to explore available CloudWatch metrics,
as discussed earlier in the chapter, is to access the CloudWatch central management screen from the AWS
Console, which is available under Services, Management Tools. From this page, click the Metrics link in the
left-hand navigation to access all of the AWS services that have available CloudWatch metrics. Figure 6-14
shows the same metrics available in Figure 6-13 but from the perspective of the CloudWatch service.

All metrics Graphed metrics Graph options

A8 » Lambda > ByResource Q

FunctionName (4) = Resource Metric Name
processConlactFormData processContactFormData Duration
processContaciFormData processContactFormData Throtties
processContactFormData processContaciFormData Invocations
processContactFormData processContactFormData Errors

Figure 6-14. Lambda function metrics available through the CloudWatch metrics interface

From here you can view detailed information about a given metric, which you could add to a new
dashboard for easier access. Another option is to create a dashboard that has a view of all the metrics that
you feel are critically important and have this as an AWS Service Overview Dashboard. You learned the steps
to do this earlier in the chapter, so I won’t reiterate them here.
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In terms of logging for Lambda, log data is sent to CloudWatch via the configuration of the Lambda
function. In the Lambda Function example earlier in this section, you did not implement any custom logging
in your function. If you want log data to be collected by CloudWatch, you need to add a log stream within
CloudWatch. The easiest method for creating a log stream specific to your Lambda function is to head back
to the Lambda service from the AWS Console. Click the Functions option and then click the name of the
function for which you want to create a log stream. Click the Monitoring tab, and then click the “View Logs in
CloudWatch” link in the upper right-hand corner of the screen. This will launch the CloudWatch Log Groups
page within the context of searching for a log stream for this specific Lambda function. Since there isn’t
one currently, none will be found. Click the “Create Log Stream” button to create a stream specific for this
Lambda function. This will present a dialog box as shown in Figure 6-15, with the log group prefilled; you
will need to enter a name for the log stream.

Create Log Stream X

Log Group: lawslambdalprocessContactFormData
Log Stream Name: || |

Figure 6-15. Creating a CloudWatch log stream for a Lambda function

After the log stream has been set up you will have the ability to send log data to CloudWatch from your
Lambda function.

API Gateway Logging and Monitoring

The API Gateway Service has similar CloudWatch graphs available from the service dashboard as the
Lambda service. You saw an example of this in Figure 6-1. A variety of additional metrics can be found
from within the CloudWatch central management screen. Figure 6-16 shows the API Gateway CloudWatch
metrics available for your implementation of your Contact Form APL
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All metrics Graphed metrics Graph options

Al » ApiGateway » By ApiName O
ApiName (5) - Metric Name
miyContactForm Integr aticnLatency
myContactForm Latency
myContactForm Count
myContactForm AXXError

myContactF orm SHError

Figure 6-16. CloudWatch metrics available for your implementation of the API Gateway Contact Form

Latency, count, and HTTP errors are the main metrics gathered by CloudWatch as they relate to your
API Gateway implementation. As you add features, methods, and additional complexity to a given API, more
metrics will become available to be tracked in CloudWatch.

In terms of logging, you can set up your API Gateway to send logs to CloudWatch similar to what was
described for the Lambda service. To do so, you need to access the API Gateway from the AWS Console.
On the API Gateway overview screen, click the Settings link in the left-hand navigation. This will present
a screen like Figure 6-17 where you can set up an IAM role to be used to send logs from API Gateway to
CloudWatch. This can be an existing role that has proper permissions, or you may choose to set up a new
role for this purpose.

T Services ~  Resource Groups ~

d: Amazon API Gateway Seftings

APls Settings
4
myContactForm Provide an Identity and Access Management (LAM) role ARM that has write access to CloudWalch logs in your account
Usage Plans CloudWatch log role ARN*
APl Keys Account level throttling Your current account level thotting rate is 1000 requests per second with a burst of 2000 requests. @

Custom Domain Names

Client Certificates
* Required

Settings

Figure 6-17. CloudWatch integration from the Settings screen of the API Gateway service

Route 53 Logging and Monitoring

The last service that you want some monitoring visibility into is your DNS service, Route53. You set up your
domain to use this service, and you can set up health checks to verify that your domain name and the service
behind the domain name are responding as expected. Health checks are set up from within the Route53
management console and send information to CloudWatch.

To create a new health check, you first need to log into the AWS Console and then browse to your
Route53 service page by clicking the Services menu or the shortcut to the service that you created earlier.
From the Route53 service page, you can click the “Create health check” button under the Availability
Monitoring section, or click the “Health Checks” link in the left-hand navigation and then click the “Create
health check” button. Both methods will start the Route53 Create Health Check Wizard. In the first step of
the wizard you define a name for the health check and what you want to monitor; the choices are monitoring
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an endpoint (such as a domain name or IP), the status of another health check, or the state of a CloudWatch
alarm. Let’s focus on the first type of monitor as this type will enable you to check the status of your domain
name and its response. Figure 6-18 shows the first half of the configuration discussed above, as well as the
endpoint configuration, which I'll discuss below.

Wl  Services ~ Resource Groups - IAM LI S3 %

check

| Step 1: Configure health check Configure health check e

Route 53 health checks let you track the health status of your resources, such as web servers or mail servers, and take aclion when an
outage oocurs

Name  Nadon Hosting Domain Health i)
What to monitor @  Endpoint 1]
Status of other health checks (calculated health check)

State of CloudWatch alarm

Monitor an endpoint

Multiple Route 53 health checkers will try to establish a TCP connection with the following resource to determine whether it's healthy.

Leam more
Specify endpoint by IPaddress @ Domain name
Protocol  HTTP -0
Domain name * | www nadonhosting. com| ,ﬂ
Port* 80 (i)
Path / [i]

Figure 6-18. The Route53 Create Health Check Wizard with the configuration of the first health check

Under the “Monitor and endpoint” section of your configuration, you can chose to monitor a domain
name rather than an IP, so add the www.nadonhosting.com domain name into the domain name field
and chose port 80 as the port to monitor. You could, of course, change these options if you were serving
your website content via some method other than the static website hosted S3 bucket that you are using,
such as an EC2 instance or multiple instances behind a load balancer, but for your implementation this
configuration should sulffice.

In the “Advanced configuration” section you can also enable additional configuration items such as
the interval at which to check the domain name, the failure threshold, whether you want to search for a
string on the page returned (this could be helpful when pulling dynamic content from another source as a
way of alerting you that the third party source did not deliver the content you were expecting), additional
CloudWatch graphing options, and the AWS regions where you want to perform the health checks.

In general, you can leave these options at the default settings.

The bottom of the page notes that this is a “Basic” health check type and there is a link to the pricing
document. Health checks are included for AWS hosted/registered domains, but if you're reaching outside
of the AWS platform to check an external service there is a fee associated with each health check. I
recommend reviewing the pricing document and making sure that you understand the pricing before
moving to the next step.

The second step of the wizard asks if you want to create a CloudWatch alarm and notification to alert
you when the domain has moved into an unhealthy state. Figure 6-19 shows configuration options that I
chose: I set up a new SNS topic and to send an email to my email address. Note that since this will be a new
SNS topic you'll need to confirm that you want to subscribe to it before you will receive any email messages
from this topic.
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T} Services ~  Resource Groups ~ 1AM 53 *

Create health check

Step 1: Configure health check

Get notified when health check fails (7]
| Step 2: Get notified when health check fails e .
If you want CloudWatch to send you an Amazon SNS notification. such as an email, when the status of the health check changes to
unhealthy, create an alarm and specify where to send notifications.

Create alarm @  Yes No @

CloudWatch sends you an Amazon SNS notification whenever the status of this health check is unhealthy for one minute

Send notification to Existing SNS topic 8 New SNS topic @
Topic name * | Route53-Monitor [i]
Recipient email add o | hasting com| 3]

* Required Cancel Previous Create health check

Figure 6-19. Notification options

After reviewing information and clicking the “Create health check” button, the new health check
will be created, a new SNS topic will be created, and an email will be sent to your address to confirm your
subscription request to that SNS topic.

Clicking Health Checks in the left-hand navigation will bring up your configured health check. It will
take a moment for data to be populated, but you will be able to cycle through the tabs for a selected health
check to see information collected. Figure 6-20 shows the various regional health checkers that AWS has
requesting a response from the domain name endpoint.

Wl Services ~

LIPS Delote hoalth chock || Edit health check < o0

Dashincarg 1
Nl Gones T 4 € 100161 health chack
| Health chocks. Mame - Status Description = Alams - (1]
#  Naden Mosting Domain Hoaltn inom hitp e Radonhcasing com BU A 101 in INSUFFIC B0c4301a 1470-4c 0631820055
mo  MonSodsg | Alaems  Tags | Heslth checksrs  Lalency mEO
»  View cument status Vi last faoc check | 2 Rafrosh
Mealth checker region - Health checkes IP = Last checked - Sams
domaing
54250 Dac 18, 2076 7.10:26 PMUTC TTP Status Code 200, OK 4231 184 251
Pending requests
54208 20049 Dec 18, 2006 T 10:22 FMUTC tatus Code 200, OK. Resobved 19 52 218.160.31
6

54,255 264 241 e 18 PIEIBPMUTG  Success
1028PMUTC  Success: HTTP Status Code 200, OK. R

Dec 18, 2016 T 1023 PMUTC Success: HTTP Stahus Code 200 OH R

Code 200, OH Flesabved 17 54.231 184183
Dec 18

Doc 18 2096 T 10 MPMUTE  Succsss HTTP Sa 4 200, CH R
U flrelare] Do 18, 2096 7 1024 PUUTE Success: HTTP Status Code 200, 0K
EU firaland, Dec 18, 2006 T10:14 PMUTC Success. HTTP Status Code 200, OK. Res

Seuth Amarica (580 Paus) Doc 18 MG T IR PMUTE  Success: HTTP Stats Code 200, O R

South America (S8o Pauls) Dec 18, 2016 T:10:21 PMUTC Success: HTTP Status Code 200, 0K R

Figure 6-20. The Route53 Health Check configuration with the Health checkers tab’s data/responses displayed
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After a few moments data will start to be collected and the status of the health check should move from
“Unknown” to “OK.” Figure 6-21 shows the Monitoring tab of the newly created health check showing each
of the 30-second intervals as well as the updated status of the domain name monitor.

T Services +~ Resource Groups -~ 1AM 3 %

Create health check Delete health check Edit health check

Dashboard L]
Hosted zones T
| Health checks Name - Status Description - Alarms
= Nadon Hosting Domain Health [ | hitp:/fwww.nadonhosting. com 80/ & 1of 1in OK
Trafiic policies Info Monitoring Alarms Tags Health checkers Latency

Policy records N o . L
Click on a graph to see an expanded view. View metrics in Clow

‘atch

Health checks [} Nadon Hosting Domain Health

Registered domains

Time range Last hour = | & Refresh
Pending requests
Health check status Health checkers that report the endpoint healthy (percent)
1.2 120
1.0 sassnres weL sssases
08 &0
06 60
04 40
02 20
(L] ]
1218 1218 1218 1218 1218 1218 12118 1218
1330 1245 1400 1415 13:30 1345 14:00 1415

Figure 6-21. The Route53 Health Check configuration with Monitoring tab displayed and updated domain
health status of “OK”

In regard to logging, Route53 does have integration with CloudTrail for security and auditing logging
(as do all AWS services), but this is outside the scope of this chapter. Don’t worry; I'll be covering CloudTrail
in great detail in future chapters.

External Analytics and Monitoring

In the previous section, you explored logging and monitoring across several of the services that you are
currently using in the AWS platform. This section will talk about other sources that you can use to gather
data about the usage and health of your static content website.

Google Analytics for Web Statistics

In addition to being able to see data about who is accessing your static website content through AWS S3,
you may want to view additional information in an easy-to-read format. Google Analytics is a powerful
platform for gathering statistical information about your website use and visitor information. There are
entire books dedicated to Google Analytics, but I want to focus in on a use case for the static website you've
set up. This will be a very basic implementation and is in no way an exhaustive introduction to the product.
For that, I recommend visiting www.google.com/analytics/analytics/features/ after performing the
basic setup below.
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In your setup of Google Analytics, you'll be focused on these steps:
1. Setup a Google account (skip this if you already have a Gmail account).
2. Sign up for a free Google Analytics account.
3. Setup tracking code for a static website.

4, Add tracking code to pages for which you would like information tracked using
Google Analytics.

To set up a new Google account if you don'’t already have one, visit https://accounts.google.com/
SignUp. The next step is to sign into your Google account and then visit this link and click the Sign Up button
for a free Google Analytics account: https://analytics.google.com/analytics/web/provision/.

Under the New Account screen, choose the Website option and fill in the relevant details. Figure 6-22
shows the configuration I used for my sample static website.

l Accounts

New Account

What would you like to track?

Website Mbile app

Tracking Method

This property works using Universal Analytics. Click Get Tracking /D and implement the Universal Analytics tracking code snippet
to complete your set up.

Setting up your account

Account Name required
thinkNadon Media

Setting up your property
Website Name required

Nadon Hosting Sample Site

Website URL required

hpi¥ ~  wwwnadonhosting.com

Industry Category

Internet and Telecom -

Reporting Time Zone

United States  ~ (GMT-05:00) Eastern Time  ~

Figure 6-22. Google Analytics new account setup screen

Once you have entered the information needed, click the Get Tracking ID button. You will be prompted
to accept the Google Terms of Use Agreement. Then you will be brought to a screen where you can select the
JavaScript code (located under the Website Tracking section) that you can add to the pages that you want
to track with Google Analytics. You'll want to add this script between the HTML <head> tags alongside the
other script elements.
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Once you update your HTML code on the pages that you would like tracked, you will need to upload
the new version of these files to AWS S3. You're a pro at this by now, so I will skip the details for this step.

After you have updated your static content files with the Google Analytics tracking code, the first visit
will start being tracked in Google Analytics. Figure 6-23 shows the start of data being collected for the
sample static website.

' Overview

[ JE— Right now

En

&

B b .

Figure 6-23. Google Analytics real-time view with new data starting to flow in based on the tracking code
added to the static HTML pages

You now have configured Google Analytics and will be able to get a view of how many visitors come to
your website, the pages, geographical and other data about the visitor, and much, much more. Using Google
Analytics is a great option to give you a quick way to see how your static website is being used, but the tool
is much more powerful than this and can be used to measure marketing campaign effectiveness and visitor
preferences and actions in more complex implementations.

Domain Monitoring

Earlier in the chapter, I discussed Route53 monitoring and logging. While this is a great option within the
AWS platform, here are some other low-cost and easy-to-implement options.

SiteUptime is a service that will monitor the domain and other services. It has a free monitoring level
that will monitor your domain name from eight locations. I have used this service in the past and found
that is a great option for basic site/domain monitoring. You can find out more about the product at www.
siteuptime.com/compare.php. You can also view an online demo of the product at www.siteuptime.com/
users/demo_login.php.
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Summary

This chapter covered the basics of logging and monitoring the services that you are currently using within
the AWS platform. You learned how to view CloudWatch metrics, set up dashboards for easier viewing, and
set up CloudWatch alarms to notify you when services are performing at lower levels than specified. You
learned how to implement basic website analytics on your static website using Google Analytics and you
learned about additional external resources for monitoring your static website and domain.

Next, I will summarize all that you've learned in this first section of the book and working within this
new hosting platform. I'll discuss hosting cost considerations with billing management and I'll do a quick
knowledge check before progressing to the next section of this book, which will cover how to migrate and
host a content management system-based platform such as WordPress on AWS.
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Part 1: Hosting a Static Website in Amazon Web Services
Wrap-Up

You covered a lot of ground in the first section of this book, which has been focused on hosting a static
content website in Amazon Web Services. You explored AWS and the management console. You set up and
managed users, groups, and policies. You explored services like S3 in good detail to give you a solid base to
build from and get the most out of AWS as your new hosting platform. You also looked at ways that you can
leverage other services that AWS offers to extend the reach and efficiency of your static website, including
showing how you can collect data from visitors without even needing a web server! Before you move into
the second section of this book, which will focus on how to migrate and host a content management type
website on AWS, let’s take a moment to reflect on a couple items that I think are important to discuss.

Each summary section of this book has a knowledge check where I summarize the services you've used
and give links to additional resources so you can learn more about these services and features. In addition,
I will talk about cost considerations for the example site in each section.

Knowledge Check

HTML Static Content: I discussed this early in the book: what we refer to when we talk about static content
is a collection of files that produce content that doesn’t dynamically change when rendered by a browser.

I showed how using scripting languages such as JavaScript can allow you to interact with your website
visitors, but the processing of those more dynamic features are actually occurring on the client side of the
session and are not being invoked or served by a web server.

AWS IAM (Identity and Access Management): You learned about the Amazon Web Services Free Tier
and how you can take advantage of its services at a significantly reduced cost for the first year. As part of this,
you signed up with what is referred to as a root account and learned how IAM can help you manage access
by creating users, groups, and assigning permissions through policies applied to those users and groups.

AWS S3 (Simple Storage Service): I discussed S3 in detail and how files are organized into buckets
and folders. You learned that S3 is an object-based system and, although you can interact with it in a way
that is similar to a file system, each item in S3 is an object that has its own properties and can be managed
independently. S3 offers storage that is extremely highly available and fault tolerant.

AWS CLI (Command Line Interface): You learned how to install the AWS command line interface
and issue commands to perform tasks using your access keys. Using the CLI can be extremely efficient for
performing tasks without needing to log into the AWS Console, such as syncing files between a local system
and AWS S3.

AWS 83 Static Website Hosting: You learned how to enable website hosting on an S3 bucket and deliver
static content such as HTML, CSS, JavaScript, and image files in a browser.

AWS Route53: You learned how to set up a domain name in Route53, Amazon Web Services’ highly
available DNS service. You learned how to transfer a domain to AWS and how to add DNS entries pointed
to your S3 hosted content so that your website content is available to visitors typing in your domain name.
Route53 has an SLA of 100%, meaning that it will always be available to serve your DNS requests.

Embedded Content: You learned methods for embedding other content from external sources on your
website, including sources such as Facebook and Google Maps.

AWS Lambda: An AWS Compute service that offers users resources to be used without the need for
dedicated server infrastructure. You used this service to receive and process form data from API Gateway.

AWS API Gateway: An application program interface that enables you to expose methods to be used to
exchange data across the Internet.

AWS CloudWatch: An enterprise monitoring service that is integrated into all AWS services.

Web Analytics: Data collected and reported in an easy-to-consume view. You learned how to set up
and use Google Analytics on your static website content.
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Cost Considerations

When evaluating a move to a new web hosting company or platform, one of the main considerations is cost.
There are many low-cost options available to those looking to host content similar to what has been discussed
in this scenario. Most value web hosts also offer some of the services covered in this section, such as domain
registration and renewal, DNS services, and more. What I will offer up as a selling point for the AWS platform
is the rate at which new services and offerings are released, which is faster than any technology company of
this size. Amazon also gives those hosting with them an excellent break at the free-tier level to try all of their
services at very little cost. Many of these services may be considered overkill for hosting a static website and
simple HTML content, but the cost, high availability, and fault tolerance of the storage that your web files will
be hosted on should be an attractive feature when shopping around for a host.

Billing Management

I have not yet discussed AWS billing management, so now is a good time to touch on it briefly. After you
log into your account in the AWS Console, you can access the Billing Management screen by clicking your
account name as shown in Figure 6-24 and choosing the My Billing Dashboard link.

My Account

My Biling Dashboard

Figure 6-24. Accessing billing management from within the AWS Console

Once you access the billing dashboard you will see summary information about your account and the
current billing cycle. This view will show you the current invoice amount as well as a predicted invoice total
based on service usage to this point in the given billing cycle. An example is shown in Figure 6-25.
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ug Services ~ Resource Groups ~
Dashboard Billing & Cost Management Dashboard
Bills
Cost Explorer What's New in AWS Billing and Cost Management?
Budgets » Easily upload your Cost and Usage Reports into Redshift and QuickSight
Reports » Manage your spend with AWS Budgets
Cost Allocation Tags » Visualize your costs and usage with the newly-optimized Cost Explorer

Payment Methods

Payment History
Consolidated Billing

Preferences Welcome to the AWS Account Billing console. Your last month, month-to-date, and month-end forecasted
costs appear below.

Spend Summary Cost Explorer

Credits
Tax Settings Current month-to-date balance for December 2016
DevPay $ 2 4 2
54
335 $3.29
53
$2.5 $2.42
o $2.01
815
51
s0.5
50
Last Month Month-fo-Date Forecast
(November 2016) (December 2016) (December 2016)
» Important Information about these Costs + Include Subscription Charges

Figure 6-25. Monthly spend summary screen from within the billing dashboard

You can see that I've already spent $2.42 on the services I'm using with the AWS platform; by the end of
the month, the forecasted bill is estimated at $3.29 based on my current usage patterns. You can also see that
my previous month billing was $2.01. From within the billing dashboard you can also see all of the account
features in the left-hand navigation. You can use Bills and Payment History to view your current and past
invoices. You can set CloudWatch alarms to alert you when your spending surpasses a threshold that you
can set up under the Budgets link. You have a lot of flexibility and options to manage all the features of your
account billing.

For the scenario discussed in this first section, you are using quite a few services. The Bills link in the
left-hand navigation will give you a breakdown of your billing by service, as shown in Figure 6-26.
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5¥e] Services ~  Resource Groups ~
Dashboard Bills (2]
I Bills
Cost Explorer Date: = December 2016 & Download CSV & Print
Budgets
Reports Summary Amount
ot ARocatod T AWS Service Charges $2.42
Payment Methods
Other Details
Payment History
Consobdated Biling Total $2.42
Preferences
All
Credits + Expand
Tax Settings =
Details Total
DevPay
AWS Service Charges $2.42
» APl Gateway $0.00
» CloudWatch $0.00
» Data Transfer $0.00
» Elastic Compute Cloud $0.00
» Key Management Service $0.00
» Lambda $0.00
» Route 53 $2.09
» Simple Notification Service $0.00
} Simple Queue Service $0.00
» Simple Storage Service 50.06
» CT to be collected $0.00
» Canada Tax to be collected $0.27
» GST to be collected $0.00
b US Sales Tax to be collected $0.00
p VAT to be collected $0.00

Figure 6-26. Current bill broken down by services used in the current monthly invoice period

As you see, the majority of my fees are coming in because I'm using the Route53 DNS service.
Amazon charges a premium for this but remember that it has a 100% SLA. If you don’t want to spend the
extra money, you can register the domain through a value registrar such as GoDaddy and then point the
domain at the S3 endpoint DNS name. This model offers little in terms of redundancy or flexibility, though.
Having hosted for years at value hosting services, I honestly believe that $3-$5 per month in hosting fees for
what you have in terms of available services and features on the AWS platform is well worth it.
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CHAPTER 7

Platform/CMS Website Scenario /

Welcome to Part Two of web hosting and migration using Amazon Web Services. In this chapter, you will
explore your second web hosting scenario: the Platform/CMS model. A content management system (CMS)
is a platform that is made up of files and data sources, and has user and content management capabilities
as it relates to web content. The most popular implementation for a CMS-type website is a weblog (most
commonly referred to as a blog) where content can be entered via a web Ul and that content can be
managed via the CMS management interface. Although a blog is a frequent purpose for the deployment

of a CMS-type website, other uses are small businesses, special interests, or even corporate web content.

At the time of writing this book, three very popular versions of CMS platforms are WordPress, Drupal, and
Joomla. This section of the book will give you a good foundation of how to use AWS platform services to

be able to host any of these CMS web applications. To do this, I will dedicate the next chapter to discussing
the structure of a CMS web application and how you can use AWS to host your site. I will spend some time
discussing migration options for those who may have a current blog or website that uses one of the above
platforms but want to move it to AWS from their current hosting provider. I will introduce new AWS services
and use a few that you're already familiar with from earlier chapters.

Website Content Overview

This hosting scenario will consist of a CMS platform website, which has the function of being set up to host
web content related to a (mock) challenge to promote an active lifestyle and healthy living. The main content
of the site is the blog content that will be authored by multiple administrators. Visitors will consume that
blog content; they can also sign up to join the challenge. Your goals are to set up the CMS platform site on
AWS in an easily repeatable fashion, get the main structure of the site administration set up, and post your
first message to your visitors. The main areas that you'll focus on for this website scenario are as follows:

e Home: The home page will be the landing page for the website. This page will hold
basic information for the challenge site, a call to action to sign up for the challenge,
and your most recent blog content.

e  Administration: This section will be secured by the CMS web application and will
help you set up your website. Your focus here will be to have a properly configured
web server and database to be able to install your CMS platform so that you can
access this area and create users as well as manage your content.

e About: You'll set up a page that has content linked off the home page that explains
more about the challenge and the origin of the idea.

e Contact: You'll set up a contact page that has contact details for your Challenge
Leaders.
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Website Asset Overview

In your example, you will be deploying the WordPress CMS to AWS to host your site. Where possible, I will
give examples of migrating content from existing hosting providers and ways to move data between existing
CMS sites and the newly deployed site. Figure 7-1 shows the file structure of a WordPress CMS website.

— v P <« word... > wordpress v O

Name B Type
wp-admin File folder
wp-content File folder
wp-includes File folder

| index PHP File

|_j license Text Document

€ readme Chrome HTML D«

| wp-activate PHP File

| wp-blog-header PHP File

j wp-comments-post PHP File

1) wp-config-sample PHP File

1‘} wp-cron PHP File

) wp-links-opml PHP File

I wp-load PHP File

1] wp-login PHP File

::} wp-mail PHP File

] wp-settings PHP File

11 wp-signup PHP File

| wp-trackback PHP File

1 xmlrpc PHP File

Figure 7-1. The directory listing with file structure for your Wordpress CMS website scenario

As you can see in Figure 7-1, the structure of the website is broken down into folders for the
Administration section (wp-admin) and main content (wp-content). Note that the majority of the files are
of type PHP. PHP is a server-side processing language that can be embedded into HTML or on its own. For
PHP code to be processed the web server must be able to interpret it, which requires web server modules
to handle such tasks. Installing a web server and the needed PHP interpreter modules will be part of your
installation tasks for getting your CMS up and running. In addition to these requirements, CMS sites also
load their web content dynamically (at runtime) from a data source such as a database. You will need to set
this up as well; for this need you'll turn to the AWS RDS (Relational Database Service) for assistance. I'll get
into detail about the requirements for most CMS-style systems in the next chapter, so I won’t go too deep
right now.
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AWS Services Introduced/Used

The following are the AWS services used in this scenario. Some you have used already; some are new.

AWS S3: Amazon Web Services Simple Storage Service will play another large role
in your website hosting implementation. You'll use it to host static files, as you did
in the first section of the book, but this time you won’t enable the website hosting
option on your buckets because they will be read from your web server instead.

AWS EC2: Amazon Web Services EC2 (Elastic Cloud Compute) Service will be used
to create a virtual server that will host your web server instance. You will learn how
to launch an instance and how you can choose settings such as operating system and
size of server. You will see how you can pass along additional parameters at launch
time that will install software for you and get the web server up and running as
quickly as possible. Within EC2 I will also discuss concepts such as security groups,
elastic IP addressing, and elastic block storage.

AWS RDS: Amazon Web Services Relational Database Services is a fully managed
service that enables you to leverage AWS infrastructure to host your database
services and workloads. In your example, RDS will be used as your primary data
source for your CMS application. This will hold data content that relates to website
users and post data and other web content such as uploaded images. RDS is not

a requirement; you could load your own database server on the same EC2 virtual
server instance that your web server application will be running on, but introducing
RDS and separating the database server from the web server will give you a better
foundation for what will commonly be used in larger scale website implementations.
The “fully managed” aspect and benefits of using AWS RDS also include the ability
to move many of the administrative overhead tasks such as patching the database
server and automatic backups to AWS rather than having you responsible for

these tasks.

Summary

This chapter presented the second hosting scenario, the Platform/CMS website. There is a lot of information
to cover and I'm ready to get started. Are you? Good; let’s begin!
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The last chapter introduced the concept of a CMS-based website and how they are used across the
Internet today. I discussed that you're going to be using the WordPress CMS in this hosting scenario and
deploying it to the AWS platform. In this chapter, I'll talk about the structure and requirements for hosting
your CMS. I'll take a look at the architecture and similarities of three major CMS applications. I will walk
through, in more detail, the example web scenario and the assets that you will need to set up to be hosted
in AWS. Finally, I'll talk about data export and migration options for moving an existing CMS website from
a hosting provider to AWS.

CMS Structure Overview and Requirements

Although there are many different CMS applications available, they do have similar structure and make-up
in that there will be a collection of static files and application files, and most will require some data source,
usually in the form of a database. The three web applications that you'll focus on are WordPress, Drupal, and
Joomla. Figure 8-1 shows the file structure comparison across these three CMS platforms.

« v ot o wori. s wordgres v ] [Sewchwo.Ee o A [ e drupe > drupald.. v & | Searchdd € v 4 [f « Dow.. > Joomla_. v
Narme Type Cf MName Type Narme
wp-admin File folder cone administrator
wp-content modules bin
wpincludes profiles cache
1 index sites ki
| Boense themes components
@ resdme cument vendor images
wp-activate includes
| wp-blog-heades -csslintre installation
Wp-comments-post .editorconfig language
1 wp-config-sample eslintignore laycuts
1 wp-cron eslintre braries
1 wp-links-epml htaccess media
1 wp-load I sutoload modules
wp-login LT composer pluging
wp-mnail composerdock templates
1| wp-settings eample Text Document tmp
| wp-signup index PHP File htaccess
T wpetrackback LICENSE Text Diccuument 1 index
amlrpe PHP File | README LICENSE t
robots README et Document
[ update | robots.bet.dist 5T
¥ web XML Configuration File web.config Test Document
»le ae >
18 iterms 2 | 22items 2 | 22items 22

Figure 8-1. A directory listing comparison showing the file structure of WordPress, Drupal, and Joomla
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You can see that each of the platforms is made up a collection of files. What you won’t see in the file
structure is the database; each of these platforms requires the connection to a database to complete the
installation. What you do notice is file folders to hold various items such as content, themes, templates, sites,
modules, plug-ins, and more. These are common shared features of a CMS. Since the data content is stored
in a database and the static files are stored in the file system, it is easy to adjust website attributes such as
the template that is used or header images. Each page is dynamically created at runtime by combining static
components such as design elements and data components such as post or page content to bring the page to
the visitor when they view it via their browser. The main engine that handles the work necessary to construct
and display the page is the web server and the application modules/interpreter loaded on the web server.
This is why we refer to a CMS as being a “dynamic” website; the content viewed in the browser is assembled
and processed at runtime by the web server and the client browser. This differs from static content, which
has all processing done via the client browser.

As mentioned, each of these systems requires a data source such as a database to hold application data
and the application configuration. The database is a collection of tables and records and data held in each
of those records. Figure 8-2 shows the database table structure for a Joomla CMS compared to the table
structure for a WordPress CMS as seen from within MySQL Workbench.
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Figure 8-2. Database table structure comparison between Joomla and WordPress CMS

You will notice similar data tables in the two CMS application data structures shown in Figure 8-2.
It is worth noting that these are just example comparisons of table structures of two CMS sites that are very
different from each other in terms of features that have been enabled. As your website usage grows and
features, plug-ins, and applications are added on to your CMS, additional data tables will be created and
will hold configuration and application data for those features/modules. The WordPress example is a simple
structure shown after basic installation has been completed. The basic data structure has tables to hold
application configuration, posts, comments, users, and additional metadata. I won’t dig in very deep on the
database configuration at this point other than to say that both examples are MySQL databases and that you
can host MySQL databases using AWS RDS. I'll get into much more detail on database server and hosting
options in AWS in chapters to come, but for now you just want to understand that there is a requirement for
CMS application and content data and that it is stored in structures as shown above.
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In addition to the database components, the CMS systems will have a mix of static files and application
files. Examples of static files are assets such as images, CSS files, JavaScript files, and HTML files. Application
files are things such as PHP files, which are the pages that contain content that will be interpreted and run by
the web server.

Architecture Considerations

AsI've discussed, the main considerations that you need to think about when choosing a hosting platform
for a CMS website are the following:

1. Static Files: No specific requirement other than the ability to store these files.

2. Application Files: You require a web server and runtime interpreter to be able to
dynamically generate the web pages and to handle application functions.

3. Data Source: You require a database to store data related to your CMS, including
application configuration details and content-related data.

There is more than one way to approach hosting your CMS website. You could architect your site
so that all the considerations noted above are loaded on the same web server. This means that that one
resource is responsible for running the web server application and application interpreter, would act as a
database server hosting the database requirement, and would act as a storage solution to hold the relevant
static and application files. For a simple CMS implementation on a website that is either a development site
or a low traffic website, this option is perfectly acceptable and simple to set up. An example of this design is
shown in Figure 8-3.

Web Server
+
Database Server
+

Storage System

Amazon EC2

Website Visitor

Figure 8-3. An example of an “all-in-one” architecture design for your CMS
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As your use case moves more towards a production website, especially one that may need to service an
unknown amount of website visitors, your architecture design should evolve into a design that isolates the
considerations above in a way that offers ease of management and minimizes risk of disruption by adding
layers of abstraction. A second option is to separate your static and application files away and not host them
on the web server/database server, as shown in Figure 8-4.

AR

Web Server
+

Database Server

s3
Amazon EC2 .

Static and
Application Files

Website Visitor

Figure 8-4. An alternate architecture design for your CMS, isolating the storage resource using AWS S3

A third option is to have dedicated resources for each of the considerations, meaning that you have a
storage resource for the static and application files, a web server resource to host the web server application
and application interpreter, and a database server resource to host the database and relevant data content,
as shown in Figure 8-5.
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Web Server
=

AZE

Amazon EC2

AWS RDS
Database
Server

Website Visitor

Static and
Application Files

w

Database

Figure 8-5. An alternate architecture design for your CMS, isolating the storage resource using AWS S3 and
database resources using AWS RDS

The decision about which design to implement is dependent upon your use case. In this case, you have
no idea how busy the website will be in terms of traffic. The first two options may be the most cost effective, but
the last option will be the best in terms of scalability if site usage is high. Using AWS “fully managed” services
such as AWS RDS for your data layer also allows for storage to scale behind the scenes without your manual
intervention. If you used a single EC2 server instance as the resource for all of your CMS considerations,
it would mean that you need to allocate more storage if your databases grow to a size where more space is
needed. RDS database storage will grow as needed and you will just be charged for what you use.

Before I spend too much time talking about AWS RDS, it is probably best to start with an introduction to
the AWS EC2 (Elastic Cloud Compute) service you'll use to stand up your web server.

Introduction to EC2

No matter which architectural design you choose, each choice needs an introduction to AWS EC2 because
they all use it as the resource that serves your web server component. Although I will be using a much more
efficient method of setting up the example CMS website in later chapters, for this chapter I want to cover the
basics of EC2 for those who haven’t had a chance to work with it previously. You will focus on launching a
web server instance using the AWS Console and you’ll learn the commands to do the same work using the
AWS CLI.

EC2 is an AWS service that offers virtual server instances to be created as compute resources for your
applications. The EC2 service is actually a collection of resources related to the compute instances that you
can create, things such as networking resources, storage, and security. In this chapter, you'll focus on the
creation of a new instance of a web server with the goal of creating the virtual server instance, installing the
web server application, and testing it to see that it correctly serves up the default test page.

The first way that you'll create your web server is to launch it through the AWS Console. After logging
into your account, click the Services menu and choose EC2. This will bring you to the EC2 Dashboard shown
in Figure 8-6.
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Figure 8-6. AWS EC2 Dashboard view

Under the Resources section, you can see that you currently have no instances running. Actually the
only thing that you have defined is a single security group. Security groups define inbound and outbound
network configurations and are applied to resources in AWS to control access to those resources. As you
create your new web server, you will create a new security group for use with your web servers; more on that
in a bit.

To launch a new web server, click the Launch Instance button. This will start the EC2 Launch Instance
Wizard. The high-level overview of launching an instance is listed in the following steps:

1. Choose an AMI (Amazon Machine Image) to be used as the base template for
your web server. For this example, choose the first Amazon Linux AMI by clicking
the Select button to the right of the description of the AMI.

2. Choose an instance type. Instance types can be described as the type of virtual
server that you would like to process your compute needs. Attributes of instance
types are based on the amount of processing resources and optimization.
Available instance types range from the very smallest (T2.micro) to multi-
processor virtual servers that can handle the largest compute processing. For this
example, T2.micro should be selected by default. To move to the next step, click
the “Next: Configure Instance Details” option.

3. Configure Instance: This section allows you to add any configuration details to
your instance to be evaluated at launch. You'll leave all fields at their default
value with exception of the UserData field, which can be found by expanding the
Advanced Details section. In the UserData section, enter the text included in this
chapter’s sample files. The file is called UserData. txt. This file is a bash script
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that will be evaluated at launch. The script updates the server, installs the Apache
Web Server and PHP applications, adjusts the web server configuration, and
creates a sample PHP file to display server information, which will act as a test to
confirm that the server is up and interpreting PHP code properly. Once you have
copied the text from the UserData. txt file into the text field on the wizard, click
the “Next: Add Storage” button.

4. Configure Storage: In this section you can add a storage-related configuration
for your instance. For this example, you will leave all the settings at their default,
which will add an 8GB SSD storage drive to your instance as the root storage
device. Click the “Next: Add Tags” button.

5. Configure Tags: In this section you can optionally add tag information to your
instance. This can be helpful when organizing and reporting on many instances.
For this example, let’s add the value of Web Server under the only tag currently
defined, which is the Name tag. Click the “Next: Configure Security Group”
button.

6. Configure Security Group: In this section of the wizard, you can apply an existing
security group or create a new one to be applied to your instance. Let’s leave the
option defaulted to create a new security group. Name the security group “Web
Server Security Group” and leave the description in place. You should notice
that by default the security group created will have port 22, which is the SSH
management port (the way you can connect to the server to log in and manage it
directly), open to the world. You could limit this to a subset of IP ranges, or only
“your own IP” to minimize the security risk of anyone else being able to log in.
For this example, since you just want to stand up a web server and don’t actually
have a current need to log into it for management, let’s remove the port 22 entry
and add one for port 80 (HTTP). Remove the first rule by clicking the X to the far
right of the port 22 rule. Then click the Add Rule button. In the Type drop-down,
select HTTP. In the Source drop-down, choose the Anywhere option. This means
that anyone will be able to access this server via port 80/standard HTTP calls.
Click the “Review and Launch” button.

7. Review and Launch: Review the configuration information you entered in the
wizard and then click the Launch button to start the creation of your instance.
When prompted about a Key Pair, choose the drop-down and select “Proceed
without a key pair” option, select the acknowledge checkbox, and click the
Launch Instances button.

After you have completed these steps, your web server instance will begin to launch in the background.
You can check on the status of the launch by browsing back to the EC2 Dashboard via Services » EC2.
Once here, click the Instances link in the left-hand navigation to see a list of your instances. You should see
something similar to what is displayed in Figure 8-7.
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Figure 8-7. AWS EC2 instances view with your newly launched web server instance

Near the middle bottom of the screen you should see text for “Public DNS,” which is the DNS name that
can be used in a web browser to access your new instance. Place the code below in a web browser address
bar and substitute the section <public.dns.amazonaws.com> with the value of your instance’s public DNS.
From Figure 8-7, the address I will use is http://ec2-35-163-74-240.us-west-2.compute.amazonaws .com/
phpinfo.php:

http://<public.dns.amazonaws.com>/phpinfo.php

If all is successful, you should be greeted by a page similar to Figure 8-8.
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< C Y | ©@ ec2-35-163-74-240.us-west-2.compute.amazonaws.com/phpinfo.php

System Linux ip-172-31-4-39 4.4 35-33 55.amzn1.x86_64 #1 SMP Tue Dec 6 20:30.04 UTC 2016 x86_64

Build Date Nov 18 2016 01:44.09

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc/php-5.6.confietc

Loaded Configuration File fetciphp.ini

Scan this dir for additional .ini files letciphp-5.6.d

Additional .ini files parsed letciphp-5.6.4/20-b22.ini, fetc/php-5.6.d/20: ini, fetciphp-5.6.d720-Ctype.ini, /etciphp-5.6.d720-curl.ini,

Jeteiphp-5.6.d/20-dom.ini, Jetcphp-5.6.d/20-exifini, fetc/php-5.6.4/20-filginfo.ini, etc/php-5.6,d/20-ftp.ini, /etciphp-
5.6.d/20-gettextini, fetc/php-5.6.d/20-iconv.ini, fetc/php-5.6.d220-mysqind.ini, fetc/php-5.6.d/20-pdo.ini, fetc/php-
5.6.d20-pharini, fetc/php-5.6.d/20-posix ini, fetciphp-5.6.d20-shmop ini, letc/php-5.6.d720-simplexmi.ini,
letciphp-5.6.d/20-sockets.ini, fetc/php-5.6.d/20-sqlite3.ini, fetc/php-5.6.d720-sysvmsg.ini, fetc/php-5.6.d/20-

ini, fetc/php-5.6.4/20-5y ini, fetc/php-5.6.d20- izerini, fete/php-5.6.d/20-xmLini, fetc/php-
5.6.d/20-xmiwriter.ini, letc/php-5.6.d/20-xsl.ini, fetc/php-5.6.4/20-2ip.ini, fetc/php-5.6.d/30-mysal.ini, letc/php-
5.6.d/30-mysqli.ini, fetc/php-5.6.d/30-pdo_mysql.ini, /etciphp-5.6.d730-pdo_sqlite.ini, fetc/php-5.6.d/30-wddx.ini,
Jetc/php-5.6.d30-xmireaderini, /etciphp-5.6.d/d0-json.ini, fetc/php-5.6.d/php.ini

PHP API 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226 NTS

Figure 8-8. Accessing your new web server instance via the public DNS name and PHP Server Information page

As you can see, not only do you have a web server responding to your request, but the page verifies that
this web server can interpret PHP code, which means that the Apache Web Server and PHP were loaded on
the server as specified in the User Data configuration during your instance launch! Although the options that
you chose through this setup don’t allow you to easily manage this server instance, it does show how easy it
is to launch a web server instance and to specify launch configuration to load applications and perform tasks
at time of launch.

Let’s get rid of this instance from your account by heading back to the Instances window in the EC2 service.
Select the single instance that you just created and click the Actions button. From this menu, choose Instance
State and click the Terminate option. This will let you know that you're about to terminate the instance and
remove the attached storage. Confirm that this is what you want to do and click the “Yes, Terminate” button.

Launching an EC2 Instance with AWS CLI

The true power and flexibility of AWS as a platform is that anything that can be done using the AWS Console
can be done using the command line interface. Your CLI should still be configured up to your AWS account
from the S3 sync example that you performed in the first section of this book. To launch an EC2 instance,
open a command prompt window and browse to the directory where you have the userdata.txt file used
in the above example. Enter the code below to launch an EC2 instance in your account. The code below
calls to the AWS CLI; tells it to use the EC2 service; runs the run-instances command; passes the AMI ID

of the Amazon Linux AMI at the time of the writing of this book; creates one instance; uses the instance
type of t2.micro; passes the userdata. txt file which loads the Apache Web Server and PHP modules; and
applies the ID of the Web Server Security Group that you created earlier. Note that you will need to adjust
the security group ID to match the one in your account since the one in the command below is specific to
my account and security group that was created earlier. To obtain your security group ID, browse to the EC2
Dashboard in the AWS Console and under the Network and Security link in the navigation pane, click the
Security Groups option. From within this view, click the name “Web Server Security Group” and you will find
the security group ID in the Description pane. It will be formatted similar to “sg-12345678".
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aws ec2 run-instances --image-id ami-1e299d7e --count 1 --instance-type t2.micro --user-data
file://userdata.txt --security-group-ids sg-5381752b

Once the above code is executed, you should receive metadata information about the new instance
back in the command prompt window, as shown in Figure 8-9.

C:\Users\thinkNadon\Documents\Writing\2e16\Apress\Nadon_Ch@3_Figures>aws ec2 run-instances --image-id ami-1e299d
7e --count 1 --instance-type tZ.micro --user-data file://userdata.txt --security-group-ids sg-5381752b
e
“OwnerId”: T7844272942497,
“ReservationId”: “r-@e@3ddS5asSieéd1as7”,
“Groups”™: [],
“Instances™: [
{
“Monitoring™: {
“state”™: “disabled”

}J
“PublicOnsName™: ~°,
“RootDeviceType™: “ebs”,
“state”: {

“Code™: @,

“Name~: “pending”
}l

“EbsOptimized™: false,

“LaunchTime™: ~2017-03-27701:09:54.00017,

“Privatelpaddress™: “172.31.23.2217,

“ProductCodes™: [],

“vpcId™: "vpc-9e9bddfa”,

“StateTransitionReason™: "7,

“InstanceId™: "i-ocfoee&deedes3ges”,

“ImageId”: “ami-1e299d7e”,

“PrivateDnsName™: “ip-172-31-23-221.us-west-2.compute.internal”,

“securityGroups™: [
“GroupName”: “wWeb Server Security Group”,
“GroupId”: “sg-5381752b~

}
1s

“ClientToken™: "7,

“SubnetId”: “subnet-86576eez”,
“InstanceType™: “t2.micro”,
“NetworkInterfaces™: [

Figure 8-9. Metadata is returned from the AWS CLI command, showing information about your newly
launched instance

You can now go back into the console to grab the Public DNS name for this newly created instance.
Or you can use the CLI to get information about your instances by using the following command:

aws ec2 describe-instances

If you place the Public DNS in a web browser and add the PHP page name as you did in the section
above, you should be presented with the PHP Server Information page, only this time you didn’t have to
walk through the graphical wizard.

The benefit in doing something like this is that the commands used are easily adapted to include full
virtual server instance configuration and can then be saved for safe storage just in case you ever need to
recreate the instance quickly in the future.

A couple things about the command you used above. First, the term “AMI ID” may not be something
that you are familiar with, and as I mentioned, the ID associated with the Amazon Linux AMI will change as
that server image is updated or patched. An AMI is an Amazon Machine Image, and you can think of each of
them as a unique server templates to be used to launch the instances you request. AMIs are used to launch
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new instances, and you can also create your own custom AMI from an existing running AWS EC2 instance,
allowing you to “clone” an existing server and its configuration much easier than if it were a physical server
located in a data center. Each AMI has an identifier, the AMI ID, which is used to reference it.

“Spring Challenge” WordPress Site

Now that you know a bit about how you can stand up a web server to be used in AWS EC2, let’s introduce
the sample site that will be used in the rest of this web hosting scenario. You have set up a site on
http://wordpress.com, which is the commercial site for WordPress. The company offers free and premium
hosting of the WordPress CMS platform sites on their own infrastructure. In this case, WordPress itself will
host all static/application files and databases, and act as a web server host for your site.

I've opted for the “free” site option to use an example of a site that is hosted external to AWS, but one
that you’ll migrated over to being hosted on WordPress using AWS Platform resources. Figure 8-10 shows the
home page of the WordPress site that I have set up.

SPRINGCHALLENGE

ABOUT CONTACT

Welcome to the Spring Challenge CMS

example site! This site is currently hosted
on , but we’ll be

looking to move it to our new hosting
provider shortly. For more information

about customizing your site check out

Figure 8-10. The sample site used in the CMS example: a site hosted at wordpress.com for your
“Spring Challenge” website

This website is a simple WordPress site with a home page, about page, contact page, and blog. Figure 8-11
shows you logged into the administration part of the WordPress CMS for your sample site.
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Figure 8-11. The WordPress Administrative Interface for your sample site

This website will be the one that migrates to AWS. In the next section, I'll talk about possible migration
paths for moving CMS websites to new hosting providers and I'll provide an export file of this sample site
that can be used for the rest of this section. You may want to set up your own wordpress.com site or maybe
you already have one that you're looking to migrate. I will include the steps necessary to get the export file in
the next section.

Migration Paths for CMS Sites

As I've discussed in this chapter, the components and considerations when hosting a CMS website break
down into the static files, application files, and related database content. This means that if you're interested
in performing a migration of your CMS site from one hosting provider to another, you need to find a way to
move these things to your new provider.

In the best case scenario, you have access to all of the files and database at your current host, but there
will be times when you don’t have access. If you do have access to the files, you can copy them locally using
an FTP program. If you have access to the database server, you can likely perform a database backup and
possibly restore this database at your new hosting provider.

In this example, you have a hosted version of a WordPress site at wordpress.com. In this case, you have
no access to the file system and no access to the database server. I consider this one of the most limiting in
terms of options, but this makes it a good example because the methods used here will be able to be used by
anyone hosting a WordPress site, regardless of whether they have access to the file system files and database.

For your example site, you'll go ahead and log into your account at wordpress.com and you’ll access the
WordPress Administration interface for your WordPress site. Once logged in, you'll click the Settings option
in the left-hand navigation. If you have a self-hosted WordPress site or a WordPress site hosted at another
provider such as GoDaddy, the steps will be the same. The Administrative interface will be available at your
WordPress URL with “/wp-admin” added on to the URL. You will need to know your administrative account
and password to log in.

Once on the Settings screen in the WordPress Administrative interface, you should see an option for
Export, as shown in the top navigation bar in Figure 8-12.

114



CHAPTER 8 " ARCHITECTURE OF A CMS WEBSITE

@ My site B2 Reader

ﬂ Stats

General Writing Discussion Analytics SEQ import Export
E] Plan Free
Publish
= alog Posts Aad Site lcon Site Title
B rages Aad springchallenge
€€  Testimonials Aad Site Tagline
Personalize CHANGE
B themes Customize
= Menus
Site Address
Configure + Add a Custom Address
< Sharing Suy a custom demain, map o damain you clready own, or redirect this sit

Figure 8-12. The Wordpress Administrative Interface showing the Settings screen

Click the Export menu option. From here you can choose which data you want to export. In this
example, I'm going to leave the default settings alone and just click the Export All button. When completed,
you'll see a message that a download link has been sent to your email account. Log into your email and click
the link in the email to download the export file. The file will be in zip compressed format and will contain
an XML file with your post data. It is worth noting that images and other assets attached to your post will
need to be downloaded from the existing site and uploaded to the new one separately. I've attached this
sample file in this chapter’s folder under the name sampleXMLexport.xml.

Joomla doesn’t have an export option within the interface like WordPress does, but the methods
to migrate to a Joomla site are similar in that you move the static and application files and database via
methods that are available to you. Here is a link to the Joomla documentation site for the migration steps:
https://docs.joomla.org/Copying a Joomla_website.

Drupal has a module called Node Export that can be loaded to allow for migration between Drupal
sites. Methods discussed earlier will also work, including a full backup and restore of the database file and
copying over the existing static and application file system to the new provider.

Summary

This chapter talked about the components of a CMS website and considerations encountered when
choosing to migrate or host such a website. I gave a quick introduction to AWS EC2 and how to launch a
virtual server instance via the AWS Console as well as via the command line interface. You previewed the
wordpress.com hosted site that you'll be working to migrate to AWS. Finally, you learned about migration
options for these CMS platforms. In the next chapter, you're going to focus on the storage resources that
you'll use for your website’s static and application files.
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CHAPTER 9

Static and Dynamic Storage
Options in AWS

The last chapter focused on the architecture and components of a CMS website. I discussed that one of the
main components that you need to plan for is static content and application file storage. In this chapter,
you'll go over your options for using AWS S3 for storing your static and dynamic files. You'll also learn about
EC2 EBS (Elastic Block Storage) and how it can be attached to your virtual server instance but can persist
even if the virtual service instance goes away. Having data on EC2 EBS storage enables some storage and
server management, such as being able to move storage between virtual server instances and creating
snapshot backups of your website data.

Static Hosting in S3, Revisited

As you likely remember from the first web hosting scenario, AWS S3 is an object-based storage system that
is a low cost, unlimited storage, and high availability solution for storing your files. In the first scenario,

I showed how you can use S3 to host your static HTML, CSS, and JavaScript files that make up your web
content. You created S3 buckets, attached policies to control permissions to your bucket and objects within
them, and walked through the setup of S3’s static website hosting option for S3 buckets.

Now that you're looking at your second hosting scenario, the CMS website, you may be wondering
how this service can fit in to this scenario. Of course, you could still use it to host your static content such
as images, but a core component of a CMS website is the ability for users to upload content. This uploaded
content needs a place to be stored and retrieved, and using S3 is a great option for such content.

The benefits in putting this type of content in S3 are multi-fold. First, S3 is highly available storage and
uses a more robust infrastructure than hosting your data anywhere else. Second, using a storage source that
is detached from the CMS installation means that it will offer greater portability. If, for some reason, you
need to change where your CMS website is hosted, you could set it up and point it to the same storage which
is resting securely in S3. A third benefit is that you can leverage another AWS service, CloudFront, to act
as your content distribution network to deliver your content globally in a low-latency fashion. CloudFront
copies the S3 content you choose to AWS Edge locations; when visitors request content from your website,
it will deliver that content via the closest Edge location to them, thereby giving that visitor the best possible
experience in terms of content latency and network delivery. Although CloudFront and its features are
outside the scope of this chapter, I will cover the setup in detail later in the book.

There are multiple ways to set up your CMS to use S3 as a storage source. The first is to manually edit
configuration files. Using this option, you can create an S3 bucket to hold your content, copy the content
manually to S3, make the content public, and update the configuration in your CMS to point to your
S3 bucket for chosen storage options. An easier method exists for some CMS platforms. WordPress, for
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example, has an Amazon Web Services plug-in available at https://wordpress.org/plugins/amazon-web-
services/ that will allow you to enter bucket details and security credentials and will update the WordPress
configuration files to use that S3 bucket for any future upload content.

Joomla CMS has several extensions available that deliver similar results. One of the popular choices
created by developer JoomlArt is JA Amazon S3, which is available at https://extensions.joomla.org/
extension/ja-amazon-s3. This extension allows for multiple accounts and is quite useful when you're
hosting multiple Joomla websites off the same servers.

Drupal CMS has similar extensions that allow users to extend the platform to use S3 as a file system for
additional storage. For more information about one of the extensions, go to waw.drupal.org/project/s3fs.

Dynamic Hosting in AWS

As discussed, separation of CMS content from the web application has benefits in terms of portability

and redundancy. When you refer to dynamic file hosting, what you're talking about is the application files
that are used by the web server software. You may remember from the previous chapter that your CMS
components include the web server which interprets the PHP code at runtime and the PHP code itself
can be referred to as the dynamic/application files. They can be located on the same storage as the web
server, or can be detached from that file system by being located on an external system. You could use S3
for this, but I suggest another method: using AWS EC2’s volume storage system EBS to host your dynamic/
application files. In the solution files that you will share in later chapters, you will use EBS to host the CMS
application files separate from your web server, which will use your virtual server instance ephemeral
storage. Ephemeral storage is local file system storage that is attached to your virtual server instance at
launch. You may remember that in the last chapter when you created a new instance it was created with
an 8GB storage volume. This volume was ephemeral in nature, which means that when the server instance
is terminated, the storage volume and the data on it are destroyed. Using an EBS storage volume allows
you the opportunity to load data on this volume that can persist, even if the virtual server instance is lost/
terminated. This can enabled you to rebuild or upgrade your web server without having to reload CMS
specific files and data. You can also easily copy this volume storage to a second copy that allows you to
upgrade your CMS separately and then cutover to the new version when ready.

Amazon EBS Volume Storage

EBS can be used as volume storage and can be attached to any virtual server instance. Although you'll
handle this in a much easier fashion in your sample stack creation script later in this section, it is worth
going over the basics of how a volume is created and attached to an instance.

Amazon EBS Volumes are located under EC2. You can access or create volumes by logging into the
AWS Console and clicking the Services menu and then choosing EC2. From the EC2 Dashboard, click the
Volumes link in the left-hand navigation under the Elastic Block Store section.

Click the Create Volume button to launch the EBS Create Volume Wizard. The options that you can
select in this one-screen wizard are shown in Figure 9-1.
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Create Volume

Volume Type General Purpose SSD (GP2) i

Size (GiB) {100 | (Min: 1GiB, Max: 16384 GiB)

IOPS 300/ 3000 (Baseline of 3 IOPS per GiB with a
minimum of 100 IOPS, burstable to 3000
IOPS)

Throughput (MB/s) Not Applicable
Availability Zone (us-west-2a

Snapshot ID Search (case-insensitive

Encryption Encrypt this volume

Figure 9-1. The EC2 EBS Create Volume Wizard

The options available to you in this screen are to choose the type of volume, size, speed/throughput
(if applicable based on type chosen), location, snapshot information, and encryption configuration. Let’s
discuss these options in a bit more detail.

The types of volumes supported in EBS are described in the following list:

1. General Purpose SSD (GP2): General purpose volumes provide the ability
to burst to 3000 IOPS per volume, independent of volume size, to meet the
performance needs of most applications and also deliver a consistent baseline
of 3 I0PS/GiB. This is the default selection and, in most cases, the best choice for
applications like CMS platforms.

2. Provisioned IOPS SSD (101): Provisioned IOPS volumes can deliver up
to 20000 IOPS and are best for EBS-optimized instances. This option is best
when you have selected an EBS-optimized virtual server instance. In the last
chapter, you selected a t2.micro, which is not an EBS-optimized instance
type. More information on EBS-optimized instances can be found at
http://docs.aws.amazon.com/AWNSEC2/1atest/UserGuide/EBSOptimized.
html#ebs-optimization-support.

3. Cold HDD (SC1): A fairly new, price conscious volume option, introduced early
in 2016. Designed for workloads similar to those for a throughput-optimized
HDD that is accessed less frequently. Starts at 80 MB/s for a 1 terabyte volume,
and grows by 80 MB/s for every additional provisioned terabyte until reaching a
maximum burst throughput of 250 MB/s.
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4. Throughput Optimized HDD (ST1): Also introduced in 2016, this volume type is
designed for high-throughput MapReduce, Kafka, ETL, log processing, and data
warehouse workloads. Starts at 250 MB/s for a 1 terabyte volume, and grows by
250 MB/s for every additional provisioned terabyte until reaching a maximum

burst throughput of 500 MB/s.

5. Magnetic: Originally introduced in 2008 as the first EBS volume type, magnetic
volumes (previously called “standard volumes”) deliver approximately 100 IOPS
on average, with a best effort ability to burst to hundreds of IOPS. This volume
type is the lowest cost option of the available EBS volume storage types.

Figure 9-2 is a feature comparison of the EBS volume types from Amazon at the time of launch of the
cold HDD and throughput-optimized HDD volume storage types.

Solid State Drive (SSD)

Hard Disk Drive (HDD)

relational databases

interactive applications, dev,

warehouses, log

Volume Type Provisioned IOPS SSD (io1) General Purpose SSD (gp2) Throughput Optimized Cold HDD (sc1)
HDD (st1)
Use Cases /O intensive NoSQL and Boot volumes, low-latency Big data, data Colder data requiring

fewer scans per day

test processing
Volume Size 4GB-16TB 1GB-16TB 500GB-16TB 500GB-16TB
Max IOPS/Volume 20,000 10,000 500 250
(16 KB VO size) (16 KB /O size) (1 MB I/O size) (1 MB /O size)
Max IOPS/Instance 48,000 48,000 48,000 48,000
(using multiple
volumes)
Max 320 MB/s 160 MB/s 500 MB/s 250 MB/s
Throughput/Volume
Max 800 MB/s 800 MB/s 800 MB/s 800 MB/s
Throughput/Instance
Price $0.125/GB-month + $0.100/GB-month $.045/GB-month $.025/GB-month
$.085/provisioned
IOPS/month
Dominant I10PS IOPS MB/s MB/s
Performance
Attribute

Figure 9-2. AWS EBS volume storage type comparison chart from AWS documentation, available at
https://aws.amazon.com/blogs/aws/amazon-ebs-update-new-cold-storage-and-throughput-options/

In the example for this volume creation, choose “Magnetic” as your volume type with a size of 10GB.
Choosing this volume types makes the IOPS and throughput options “Not Applicable” because this is not
configurable for this type of volume.

Leave the location of the volume set to the default availability zone. It is important to note that volumes
are created in availability zones within a region and are limited to use in the region scope. That means a
volume created in the US-West-2 region cannot be accessed from the US-East-1 region.
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Snapshot IDs allow you to select from stored volume snapshots stored (and publically available/or
within your account) and use one as an “image” for the volume to be created from. An example when you
might have a need for this is if you had an existing volume that needed to be grown in size. Taking a snapshot
of that EBS volume and then creating a new larger volume that is based on the snapshot of your previous
volume will copy all of the information that is in the snapshot to the new volume. This can be quite handy
and is something that takes a large amount of time to accomplish outside of the AWS platform! Figure 9-3
shows the snapshots available to my account at the time of writing. For this example, however, let’s not
choose a snapshot to be used as an image.

Create Volume b
Volume Type | j Magnetic v
Size (GiB) (j |10 (Min: 1 GiB, Max: 1024 GiB)
IOPS  (j Not Applicable
Throughput (MB/s) (j Not Applicable
Availability Zone [ us-west-2a ¥

SnapshotID (j
Encryption Description Snapshot 1D

pvinux-redhat-5.5-amd64_1.2.0.121_120905_103050 snap-3f133719
pviinux-redhat-5.5-x86_1.2.0.126_120913_185342 snap-73c20d55

hvmiubunitu-vivid-amd64-server-20150121 snap-M2aca’5
ebs-io1/ubuntu-trusty-i386-server-20140816 snap-T74dfef83
launchinux2016-08-02- 144057 snap-0d6dac210...
pvinux-redhat-5.6-x86_1.3.0.157_130120_194832 snap-09749¢c9
ebs-ssdiubuntu-wily-amdb4-server-20151026 snap-e48bc6bb

hvm-i01/ubuntu-wily -amd64-server-20151219 snap-67437823

hvmiubuntu-ulopic-amd64-server-20140826 snap-682ef59e

Figure 9-3. AWS EBS volume storage snapshots available to my account that could be used as an image upon
which to base a new volume

The last option for you to select in the New Volume Creation Wizard is whether you want to encrypt
the volume or not. Volumes that are created from encrypted snapshots are automatically encrypted, and
volumes that are created from unencrypted snapshots are automatically unencrypted. If no snapshot is
selected, you can choose to encrypt the volume. Encryption offers a way to encrypt the data stored on the
volumes using AWS Key Management Service. When encryption is used, data stored on the volume, data
moving between the instance, and the volume and snapshots are encrypted. Since this is just an example,
let’s not enable encryption, but for your CMS platform implementation I do suggest using encryption
wherever possible as an additional security measure and way to protect against data theft.

Now that all options have been chosen, click the Create button to start the volume creation. Within
a few moments you'll see your new volume being created and within a minute or two the state should be
updated to “Available,” as shown in Figure 9-4.
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Figure 9-4. Your newly created EBS volume is now listed as “Available” under the EC2 Volumes screen

With the volume now being in an available state, you can attach it to a virtual server instance. By using
the script provided in the last chapter, you can easily launch a new instance to attach this volume. After
running the command using the AWS CLI, you can check in EC2 under the Instances menu option to see
your new virtual instance starting up. Once it has moved into the “Running” state, you can attach the new
volume.

To attach an EBS volume to an EC2 instance, select the Volumes menu option and select the volume
you would like to work with by clicking on the Volume ID. Click the Actions button near the top of the screen
and choose Attach Volume. This will bring up the screen shown in Figure 9-5 where you can select the
instance that you want to attach the volume to and then press the Attach button.

Attach Volume B

vol-Def0039dcacd 16454 in us-west-2a
e IbedTcdzEad 12 n us-west-2a

Device (j fdevisdt
Linux Devices: /devisd! through idevisdp

Volume (§

Instance (]

Nole: Hewer Linux kernals may rename your devices to /devixvd! through idevicvdp internally, even when the device name enlered here (and shown in the defails) is idevisdf through idevisdp.

Figure 9-5. Choose a virtual server instance and attach your volume
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The attach process will usually take less than a minute; once it has been attached you will see that the
status is “OK” and the relevant attachment information on the Volumes information screen. This volume is
now attached to this instance and available for data storage use.

From the Volumes screen you will also notice that there are tabs that hold additional information about
your volumes, including the Monitoring tab which has quite a few CloudWatch metrics to give you a good
indication of how your volume is performing. As with all CloudWatch metrics, you have the ability to set up
alerting if there are specific metrics that you would like to monitor closely and be alerted if thresholds that
you define are surpassed. Figure 9-6 shows the standard monitoring metrics included for EBS volumes.

Description Status Checks Monitoring Tags

» CloudWatch alarms: (& No alarms configured

CloudWatch metrics:

Below are your CloudWatch metrics for the selected resources (a maximum of 10). Cick on a graph to see an expanded view. All times
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Figure 9-6. The EBS Volume Monitoring tab showing default CloudWatch metrics being gathered

The last action that you'll take on this newly created volume is to take a backup of the volume, which
is known as a snapshot. From the Volumes screen, select the volume that you just created by clicking the
Volume ID. Click the Actions button near the top of the screen and select Create Snapshot to launch the

Snapshot configuration screen shown in Figure 9-7.
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Create Snapshot

Volume vol-0ef0039dcacd1649d
Name
Description

Encrypted

Cancel [RSEIE

Figure 9-7. The EBS Create Snapshot configuration screen

You'll enter TestSnapshot for the name for your snapshot and “Creating your first backup of a volume”
for the description. The encrypted option is set to “No” because the volume itself it not encrypted, therefore
the snapshots will not be encrypted. Click the Create button to start the snapshot creation process.

Click the Close button on the Create Snapshot pop-up. Once completed, you'll be able to see your newly
created snapshot under the Snapshots link in the left-hand navigation. Your completed snapshot is shown in
Figure 9-8.

Services «~ Resource Groups ~

EC2 Dashboard & Create Snapshot QTSN ERY
4

Events

Tags Owned By Me + O.

Reports

Limits [ ] MName =  Snapshot ID ~  Size = Description *  Status
= B  TestSnapshot snap-0aT23TbfebT... 10 GiB Creating our first backup of a volume @ completed
IN ANCE

Instances

Spot Requests

Reserved Inslances
Scheduled Instances
Dedicated Hosts

AMis

Bundie Tasks
1C BLOCK

Volumes

| Snapshots

Figure 9-8. The EBS Snapshots screen with your newly created volume snapshot selected
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Summary

This chapter discussed options for storage when dealing with your CMS platform scenario. AWS has many
options when it comes to storage and the management of your data. You added a new tool to your arsenal in
the form of EC2’s EBS volumes. AWS also has data lifecycle management options for data stored in S3 that
you'll explore further in your third hosting scenario. Now that I have talked about storage for the first two
components of your CMS website scenario (static and application files), in the next chapter I'll address the
database solution that you'll use for your scenario: AWS RDS.
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CHAPTER 10

Database Services in AWS

In the last chapter, I gave an overview of storage options available for static and application data files for

the CMS website. I revisited AWS S3, introduced EC2 EBS volume options, and discussed how detached
storage can simplify the management of your CMS, improve performance, and make your website more fault
tolerant. Isolating services using the AWS platform also places the responsibility for availability of the core
services such as compute and storage into the hands of Amazon, who has mastered the challenge of scaling
architecture and service availability. In this chapter, I am going to talk about database services available in
AWS. I'll introduce AWS RDS, discuss database types that can be hosted on RDS, walk through the manual
and scripted setup of RDS services, and introduce remote management tools that may help with the
administration of your RDS data source.

AWS Relational Database Service

Amazon Web Services offers several services for your data requirements. One of the most popular options
is a fully managed relational database management system (RDBMS) that allows you to use AWS to host
several different types of relational databases. Relational databases allow for the organization of a collection
of data in a hierarchy that consists of databases, tables, records, and cells that contain data that can easily
and efficiently be accessed, searched, and indexed.

AWS also offers data services that are outside of the RDBMS architecture, like DynamoDB (a No-SQL
based system), RedShift (a data warehousing system), and ElastiCache (an in-memory caching system) to
help optimize and organize any data that you may need to manage.

AWS RDS is similar to other AWS services in that it is easy to get started with; since it is a fully managed
service, there is not a lot of work to be done to keep it up and running after configuration. This allows you
to focus on the management of the data within the database rather than the management of the database
service and server. Amazon has designed this service with scalability and availability in mind and although
I'll be covering simple, single availability-zone installations in this chapter, I'll look at the highly available
fault-tolerant and recovery benefits in later chapters in the book.

Database Hosting Using RDS

AWS RDS can be accessed by logging into the AWS Console, clicking the Services menu, and under the
Database section, choosing RDS. As you've done with other services, you can also add this service to the
quick start menu at the top of the browser as a way to quickly access this service in future visits.
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If this is the first time that you have accessed RDS, you'll be greeted with the service welcome page that
has overview information about the service and several calls to action to get started using the service and
creating your first database.

Before you get start creating your first database, let’s discuss the different types of databases that can be
hosted on AWS RDS.

1. Amazon Aurora: A MySQL-compatible, AWS-optimized database service
developed and supported by Amazon AWS.

2. MySQL: A very popular open source database format. RDS offers a hosted
version of the MySQL Community Edition server.

3. MariaDB: A popular, MySQL-compatible, open source database format. RDS
offers a hosted version of the MariaDB Community Edition server.

4. PostgreSQL: A popular, scalable, open source database. Designed for high
volume workloads.

5. Oracle: Designed for large, mission-critical applications. Many complex software
applications rely on Oracle Database Services as their data provider. AWS RDS
supports multiple versions of Oracle Server, including Enterprise Edition,
Standard Edition, Standard Edition One, and Standard Edition Two.

6. Microsoft SQL Server (MSSQL): Designed for medium and large mission-
critical applications. Many software applications rely on Microsoft SQL Server
Database Services as their data provider, especially Microsoft products such
as SharePoint. AWS RDS supports multiple versions of SQL Server, including
SQL Server Express, Web Server Edition, Standard Edition, and Enterprise
Edition.

For your CMS website, MySQL or Amazon Aurora are the most likely choices, mainly because all
of the CMS applications that you're utilizing (WordPress, Drupal, and Joomla) support MySQL as the
source of their data. Amazon Aurora is optimized for the AWS platform, but it also ineligible for the
AWS free tier use, so for your example and for a test implementation, I recommend using MySQL as the
database engine.

Database Creation Using the AWS Console

From the AWS RDS welcome screen, click the Get Started button. If the welcome screen hasn’t been
displayed in your account, you can click the Instances link in the left-hand navigation and then choose the
Launch DB Instance button to start the New Database Instance Wizard.

In the first step of the wizard, you'll be asked to select your database engine, as shown in Figure 10-1.
For this example, select MySQL as your database engine by clicking the MySQL tab and then clicking the
Select button to move to the second step of the wizard.
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Figure 10-1. The first step of the Launch DB Instance wizard, showing the selection of a database engine

In the second step of the wizard, you will be asked whether your MySQL implementation is going to be
used for production or for dev/test use. Let’s choose the radio button for dev/test because you want to set
up a basic instance that will allow you to see the features of RDS, but this implementation won’t be used for
your production website. Once you have selected the radio button under Dev/Test for MySQL, click the Next
button to move on to the next step.

In the third step of the process you'll specify your database instance configuration. In this case, you're
talking about an “instance” as a “server instance,” so you'll need to choose what size of server to run and
how much space to allocate to the instance. Since you want to stay within the parameters of the AWS free tier
pricing, check the checkbox labeled “only show options eligible for RDS free tier”

Fill in the remaining fields as shown in Figure 10-2, replacing the DB instance identifier with one of your
own and choosing an administrative username and password. One completed, click the Next Step button to
move to the final step of the wizard.
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Free Tier

The Amazon RDS Free Tier provides a single db.t2.micro instance as well as up to
20 GB of storage, allowing new AWS customers to gain hands-on experience with
Amazon RDS. Learn more about the RDS Free Tier and the instance restrictions

here.

# Only show options that are eligible for RDS Free Tier

Instance Specifications

DB Engine mysql

License Model

DB Engine Version

generakpublic-icense

5627

Review the Known Issues/Limitations to learn about potential
compatibility issues with specific database versions.

DB Instance Class

Muiti-AZ Deployment

db.t2.micro — 1 vCPU, 1 GiE RAM

No

Storage Type | Magnetic
Allocated Storage® g GB
Settings
DB Instance Identifier”  pagonhosting
Master Username® o0t Retype the value you specified
for Master Password.
Master Password”  wsesssssses
Confirm Password* | Y|
* Required Cancel Previous m

Figure 10-2. The third step of the Launch DB Instance wizard, showing the database instance
configuration details

In the final step, you will specify advanced configuration details for your database instance. You will
specify which network (VPC) to install the instance into (in your case, you'll leave this set to the default) and
the security group to be used (leave this set to create a new group as part of the instance creation and leave
the publically accessible option set to “Yes” so that you can manage your instance from client tools on your
local computer). You will leave the database name blank so that no database is set up at the time of instance
creation.

Now you can configure one of the benefits of AWS RDS: automatic backups. You can select a retention
period and maintenance window of when to perform the backups. You can enable enhanced monitoring if
desired, and lastly you can have AWS RDS perform upgrades to your version of MySQL if preferred. Select
the options shown in Figure 10-3 and click the Launch DB Instance button to start the creation process.
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Configure Advanced Settings

Network & Security

<
Select Yes if you want EC2
vPc* |Defaul VPC (vpc-Debbldfa) v] instances and devices outside
of the VPC hosting the DB
Subnet Group |defaul v i to to the DB
. if you select No,

Publicly Accessible

Amazon RDS will not assign a
public 1P address to the DB
instance, and no EC2 instance
or devices outside of the VPC
will be able to connect. If you
select Yes, you must also
select one or more VPC
security groups that specify
which EC2 instances and
devices can connect to the DB
Database Options instance. Learn More.

Availability Zone
VPC Security Group(s)

Database Name

Note:  no detbesse rarme s spocfad than no wnital My SOL databasse will be crestiod on the DB
retrce

Database Port | 3308

DB Parameter Group |Oefaul.mysgl5.8 v
Option Group | default:mysg-5-8 v |
Copy Tags To Snapshots

E bl Eﬁ“‘r‘- IN° ¥

Backup

Plesse nole that automated baciops are currendly supporied for a8 siorage engne arfy. F you are
umng MyISAM, refer 1o detal here

Backup Retention Period [7_¥|days

Backup Window [No Pref v
Monitoring
Enable Enhanced Monitoring
Maintenance
Auto Minor Version Upgrade |Yes v
Maintenance Window (o Fre a

s o i

Figure 10-3. The final step of the Launch DB Instance Wizard, showing the advanced database instance
configuration details
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It is good to make note of the database instance administrative username and password because
you'll need to use them to connect to the database instance from client tools as well as from installation
programs for your CMS websites later in the chapter. After clicking the Launch DB Instance button AWS
will create your new RDS database instance and security group. You can click the Instances link in the left-

hand navigation to check the status of your database instance. The initial state of the instance will be set to
“creating,” as shown in Figure 10-4.

Filtgr; A Instances ~

Engine DB Instanee ety Py Cutrant Actvity  Maintenance Chass VPC MultiAZ - Replicstion Role-  Encrypied
o B - Wi Apnbogang Hose miean e taimiss Mo No
Endipaint et sesiisie [
M yiurmg and Recent Events Menitoring o
B e e CURMENTVALLE  TWRESWILD  LASTeOUR

Figure 10-4. The view of your database instance being created after running the launch wizard

After the instance is created, an initial backup will be created to capture the instance configuration and
then the status will change from “backing-up” to “available.” If you click the Logs button near the bottom of

the instance details screen, you'll see the latest actions performed to your instance and the log files available
to you, as shown in Figure 10-5.

RDS Dashboard DB Instances > nadonhosting
Detalls =~ Recent Events & Logs

Rederved Purtases Most Recent Events

Seures System Nobes

waten -

e pre

- pr

111

waten pree

Figure 10-5. Logging information is shown for your newly created instance, listing recent events such as the
creation and backup of the new RDS database instance

By choosing the Details tab on the page shown above (also available from the Instances » Instance
Actions » See Details link) you can see your full database instance detail information including the
endpoint location for your instance. Take note of this value, shown highlighted in Figure 10-6, because you'll
need it later in the chapter for connecting to the system. The endpoint value is your connection point for
your database instance; you can also refer to it as your database server.
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Clusters

Reserved Purchases

Snapshots
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DB Instances > nadonhosting

Recent Events & Logs

Endpoint: nadonhosting. cosbnqkjevag. us-west-2.rds. amazonaws. con: 3306 ( authorized ) @

Configuration Details

Security and Network
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ARN arn:aws.rds:us-west- Availability Zone us-west-2c

Security Groups 2:704427294249.db:nadenhosting VPC vpc-9eSbidfa
Parameter Groups Engine MySQL 5627 Subnet Group default ( Complete )

License Model General Public License Subnets subnet-86576ee2
Bxternal Licenses Created Time December 27, 2016 at 154:39 PM
Option Groups urc-5 %

DB Name Security Groups rds-launch-wizard (sg-9500f2ed)
Subnet Groups Username root { active )
Events Option Group  defaultmysgl-5-6 ( in-sync ) Publicly Accessible Yes
Parameter Group  default. mysql5.6 ( in-sync ) Endpoint nadonhost Bg.us-west
Event Subscriptions 2.rds.am3
Copy Tags To Snapshots No
Port 3306

Resource ID db-
HQZNDNWXFZTIVECTTWAKRTOA
u

MNotifications

Certificate Authority rds-ca-2015 (Mar 5, 2020)

Figure 10-6. The Details screen with the database instance endpoint value highlighted

Database Instance Creation Using the AWS CLI

As with most things in AWS, the steps you just performed to create the above RDS database instances can
also be completed by using the AWS command line interface. The following command will create the same
instance as you did above using the console. I've included a template file that can be used in the chapter
source resources, saved as AWS_RDS_CLI_Launch.txt. Simply substitute your own values to create the RDS
instance using the CLI.

aws rds create-db-instance \
--db-instance-identifier nadonhosting \
--db-instance-class db.t2.micro \
--engine MySQL \
--allocated-storage 5 \
--master-username root \
--master-user-password myrootpassword \
--backup-retention-period 7

Connecting to RDS Remotely for Database Management

Now that you have configured an AWS RDS database instance, you can use client tools to connect to the
instance and manage your data. Since you have used MySQL as the database engine type for your RDS
instance, you'll use MySQL Workbench to connect to the RDS endpoint. MySQL Workbench is available
from http://dev.mysql.com/downloads/workbench/.

After you have downloaded and launched the MySQL Workbench application, the first thing that
you'll need to do is configure a connection to the RDS database instance. Once you launch the application,
you should be presented with the home screen. From the home screen, click the plus sign next to MySQL
Connections to start the Setup New Connection Wizard, as shown in Figure 10-7.
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@

File Edit View Database Tools Scripting Help

MySQL Connections ® ®

Setup New Connection

Connection Name:
Connection Method: | Standard (TCP/IP)
Parameters s Advanced

Hostname: [157.0.0.1
Username: |root
Password:  [“ciore in Vaut ... Clear

Default Schema:

Configure Server Management...

| Port:

[3306

| Type a name for the connection

= Method to use to connect to the RDBMS

| Name or IP address of the server host - and

TCP/IP port.

Name of the user to connect with.

The user's password. Will be requested later if it's
not set.

The schema to use as default schema. Leave
blank to select it later,

Test Connection Cancel E]

Figure 10-7. MySQL Workbench New Connection Setup Wizard

From the New Connection screen, choose a connection name and enter the AWS RDS endpoint value
(for the example I created above, the value I would enter in here is nadonhosting.coebngkjévmg.us-
west-2.rds.amazonaws.com). Leave the port set to 3306. The RDS database instance creation created a
security group for you and allows connections over this port. You'll also need to enter your administrative
username that you set up in the AWS RDS Database Instance Creation Wizard. Once you have this
information, click the Test Connection button and you should be prompted to enter in your administrative
password for the database instance. Once entered, a test connection is established and you should receive
confirmation of connecting to the database instance, as shown in Figure 10-8.
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File Edit View Database Tools Scriping Help

MySQL Connections @ @

: [Nadonl-kmh?g_ leanm&rmemec‘tbn

: [ standerd (Ter/IP) | Method to use to connect to the RDBMS

Advanced

| Name or IP address of the server host - and

S [ - | Port: |
| XKIGVIMG.Ls-West-2.rdds. anmaconaws. com | 3306 | TcpfP port.

: [root MySQL Workbench f the user to connect with.

Password: [T otore M o Successfully made the MySQL connection [ Password. Wil be requested later ifits

Default Schema: [ | Information related to this connection: ema to use as default schema. Leave
selact it later,

Host:
nadonhosting.coebngkjfvmg.us-west-2rds.amazonaws.c...
Port: 3306

User: root

SSL: not enabled

A successful MySQL connection was made with
the parameters defined for this connection.

Figure 10-8. MySQL Workbench New Connection Setup Wizard showing a successful test connection to your
AWS RDS database instance

If you do not receive a message that tells you that you've successfully connected to the RDS instance,
you may need to double-check the settings on your RDS security group to verify that connections are
allowed from your IP address. By default, the RDS security group that is created is locked down and you'll
need to add your IP address to be able to connect with MySQL Workbench from your local computer to
manage the instance.

Click the OK button after the successful connection test to save the new connection to your MySQL
Workbench. Double-click the new connection to launch a session connection to the RDS database
instance. You can now manage all aspects of data that will be loaded on this RDS database instance. MySQL
Workbench has administrative tools that allow for direct querying of the server and databases on the
instance. You should notice that there are two databases that currently exist on your RDS instance, innodb
and sys, which are databases used by the MySQL server application hosted in RDS.
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Creating Databases

From within the MySQL Workbench application you can utilize Structured Query Language (SQL) to interact
with the RDS database instance to do actions such as create a database. The following code will create three
databases on your instance, one for each of the CMS website platforms. The new databases are shown in
Figure 10-9.

create database wordpress;
create database drupal;
create database joomla;

. MySQL Workbench
4  NadonHosting x
File Edit View Query Database Server Tools Scripting Help

&) e SHEEE R &

Navigabor: it s Administration - Server Status
MANAGEMENT " EBRIZPFAOBIOOM®Iu
© server status SO M reate database wordpress;
2 ciient Connections r3l Mlcreate database drupal;
L M create database joomla;

$ users and Privileges
23 Status and System Variables

X Data Export <
;b Data Import/Restore Qutput :
INSTANCE O Action Output b
g Startup / Shutdown Time Action
A serverlogs © 1 16:22:44 create database wordpress
“' Options File © 2 16:22:44 create database drupal
PERFORMANCE © 3 162244 create database joomla

&) Dashboard
&) Performance Reports
6\ Performance Schema Setup

SCHEMAS 0 "
Q [ther objects

> drupal

> innodb

> joomla

»> sys

| 2 wordpress

Figure 10-9. MySQL Workbench Query screen with the SQL statement to create three new databases and the
result of executing this statement, showing the new databases created on your AWS RDS instance
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Although this is a simple example, using SQL queries you can interact and manage most every aspect
of data on your RDS database instance. You can create users, assign privileges, create tables, and import
and export data using the tools available in MySQL Workbench. You'll revisit this tool before the end of this
chapter to learn how to view and export CMS data that is created from an installation of the platform. This
process can be used to take a backup of your data and migrate it to a new instance, if needed.

Using RDS as a Standalone Data Source

Using tools such as MySQL Workbench you can see that the AWS RDS service can be used as an independent
data storage solution. Once an RDS database instance has been initiated, it can be used and managed by
you in any means you require. You may even choose to use this as your database platform of choice for web
applications hosted externally from the AWS platform. Although unconventional, you could host a blog or
CMS website at one hosting provider and still point to AWS for your database instance and data.

Web Server/CMS Installation

In this section, I'll walk you through the installation of each of the CMS platforms I've been discussing in this
web hosting scenario. Using the AWS CLI, you will launch an EC2 virtual server instance, install the Apache
Web Server application with PHP modules loaded, install MySQL DB server on the same host (although
you'll use the AWS RDS instance that you set up above), download a copy of the CMS platform to be
deployed, unzip the archive, and prep the CMS for you to walk through the installation. You will use a web
browser to point to the freshly launched AWS EC2 web servers and will browse to the installation wizards for
each platform. During the installation steps for each CMS, you will provide setup information manually and
will point the web server to your AWS RDS database instance for the data source to be used to complete the
setup. At the end of each section you will have a generic, running version of each CMS platform. Before this
can work, however, you'll need to open up traffic to be allowed from the web server security group inbound
on the RDS security group. While you're making this edit, you'll also add port 22 for management via SSH
from just your IP address (the most secure).

Complete the following steps to add the web server security group to the existing RDS security group
that was created for you as part of the AWS RDS database instance creation:

1. Click the Services menu from within the AWS Console and click EC2.
Click the Security Groups link in the left-hand navigation.

Click the rds-launch-wizard group name to select that security group.

e n

Click the Inbound tab in the Security Group properties section near the bottom
of the screen.

Click the Edit button.
Click the Add Rule button.
Choose MySQL/Aurora in the type drop-down.

Choose Custom under the Source column.

© o N o O

In the text box next to the Source column, type “Web Server Security Group” and
select the group to add the Security Group ID to the text box.
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10. Click the Add Rule button.
11. Choose SSH in the type drop-down.
12.  Choose My IP under the Source column.

13.  Click the Save button.

Joomla Install Using the AWS CLI and User Data File

I have included a file with this chapter called UsexrData_Joomla.txt. The contents of the file are as follows:

#!/bin/bash

yum update -y

yum install -y httpd24 php56 mysql55-server php56-mysqlnd

service httpd start

chkconfig httpd on

groupadd www

usermod -a -G www ec2-user

chown -R root:www /var/www

chmod 2775 /var/www

mkdir /var/www/html/joomla

wget https://github.com/joomla/joomla-cms/releases/download/3.6.5/Joomla_3.6.5-Stable-Full
Package.tar.gz

tar -xvzf Joomla_3.6.5-Stable-Full Package.tar.gz -C /var/www/html/joomla

find /var/www -type d -exec chmod 2775 {} +

find /var/www -type f -exec chmod 0664 {} +

echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

cp /var/www/html/joomla/installation/configuration.php-dist > /var/www/html/joomla/
configuration.php

find /var/www/html/joomla/installation -type d -exec chmod 2775 {} +

find /var/www/html/joomla/configuration.php -type f -exec chmod 0666 {} +

This code will look familiar to what you used earlier in this section of the book; however, this script has
the addition of MySQL as well as downloading and extracting the Joomla CMS. For Joomla, you also need
to create a configuration.php file and set the permissions on it. From the workstation configured with the
AWS CLI, the command you'll enter follows, which is a modified version of the AWS EC2_CLI_Launch.txt file
that was provided in Chapter 8:

aws ec2 run-instances --image-id ami-1e299d7e --count 1 --instance-type t2.micro --user-data
file://userdata_Joomla.txt --security-group-ids sg-5381752b --key-name nadonhosting
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This code will launch a new EC2 virtual instance using the UserData file that is specific for the Joomla
CMS. After running the command above to launch the instance, wait a couple of minutes to allow the
instance to spin up, load software, and pass health checks. After a few minutes, browse to the following URL
replacing the bold text with your EC2 virtual instance DNS name):

http://ec2-35-166-130-167.us-west-2.compute.amazonaws.com/joomla/

Opening the above page in a browser should present you with the screen shown in Figure 10-10.

& C O | @ ec2-35-166-167-176.us-west-2.compute.amazonaws.com rallation/index E

£ Joomial’
S :
Joomia!® is free software released under the GNU General Public License.
B Configuration @ Database ©rFr @ Overview
Select Language English (United States) - e

Main Configuration

Site Name * Administrator Email *

Enter the name of your Jo

comial site

User

Description

Administrator
Username *

Administrator Password *

Confirm Administrator
Password *

Figure 10-10. The Joomla Installation Wizard running on an AWS EC2 virtual server instance that was
started using the sample User Data file for Joomla CMS

Fill in relevant details about your site on the first page, including the creation of an administrative user
that will be associated with the Joomla CMS. Please take note of this information because you'll need it to
log into the site later. Click the Next button to move onto the Database Configuration page. This is where you
will enter your AWS RDS-relevant information including endpoint, username, password, and database to
be used (see Figure 10-11). It is worth noting that for a production-level setup, it is best practice to create a
specific user that can be used to connect to the database instance that is *not* the MySQL root user account.
I've used it here for ease of configuration.
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& C % | ® ec2-35-166-167-176.us-west-2.compute.amazonaws.com/|

@ configuraton @ Database @EPFTP @D Overview

Database Configuration « Previous

Database Type = | MySQLi v
This is probably "MySQLi"

Host Name * nadonhosting.coebngkjévmg.us-

This is usually "localhost” or a name provided by your host

Username * root

Either a username you created or a username provided by your host

Password

For site security using a password for the database account is mandatory.

Database Name *  joomia

Some hosts allow only a certain DB name per site. Use table prefix in this case for distinct Joomial sites

Table Prefix * | naghg|

Create a table prefix or use the randomly generated one. Ideally four or five characters long, it may only
contain alphanumeric characters and MUST end in an underscore. Make sure that the prefix chosen is
not already used by other tables

Old Database Process =  [GPRRNSM Remove

"Backup” or "Remove” any existing tables from former Joomial installations with the same "Table Prefix"

4= Previous _ Next

Figure 10-11. The Joomla Installation Wizard Database Configuration screen with values entered to point to
the AWS RDS database instance and database created earlier in the chapter

In the third step of the process, Joomla asks if you want to set up FTP for your site. Leave it set on the
default, which is to not set it up for this example. In the last step of the process, the configuration data should
be reviewed and should look similar to the screen displayed in Figure 10-12. Note that you've chosen to
install sample data with the installation.
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£ Joomlar

Joomlat® is free software released under the GNU General Public License.
@ Configuration P Database EDFTP D Overview

Finalization «revocs [

Instal Sampie Data Hone (Required for basic native multilingual site creation
Blog Englsh (GB) Sample Data
& Brochure English (GB) Sample Data
Default English (GB) Sampis Data
Learn Joomia English (GB) Sample Data

Instaling sample data is strongly recommended for begnners
This will instal sampée content that is included in the Joomia! installation package

Overview

Emai Configuration m No

Send configuration seftings 1o I CRErr TR e by emad afler instalation

Include Passwords in Yes

Email
Warning' It 5 recommended 1o not send and store your passwords n emads.

Main Configuration Database Configuration
Se Name Nadon Hosting Database Type mysqh
Description Joomia site for Nadon Hosting Host Name nadenhosting coetngkiivmg.us-west-
Site Offine m 2 rds amazonaws com
Administrator Email [ e giehinknadonmedia com | Username oot
Administrator Usemame [ 2 | Password 2
Database Name  joomia

Administrator Password
Table Prefic nadho_

Oid Database

Process

Figure 10-12. The final step before the installation proceeds. You have selected to install sample data with
your installation

In addition to the sample data being installed, you have also selected the option to send summary
information to your administrative email address at the end of the installation. After clicking the Install
button, you will see the CMS installation progress through to the end and a success screen. Note that
Joomla requires you to remove the installation directory before using the site, so you'll have to use a client
application to connect to the server to manage it. As shown in previous chapters, you can use the key pair
that you called to in the CLI launch statement and the PuTTy client application to connect to this newly
launched instance. Once connected, issue the following command to rename the installation directory,
which will then allow you to get to your newly created Joomla site:

sudo mv /var/www/html/joomla/installation/ /var/www/html/joomla/installation_old/
You can verify your installation by looking into the tables under the joomla database that you created

in MySQL Workbench. Figure 10-13 shows that new tables exist under the joomla database that you created
earlier and that they were created by the installation process.

141



CHAPTER 10  DATABASE SERVICES IN AWS

B MysaL Workbench
%  Nadon Hosting x
File Edit View Query | Database | Sever Tools Scripting Help
S e SaEsEE E &
: Guery 1 Administration - Server Status m

MANAGEMENT @  Info Tebles Colmns Indexes Triggers Views StoredProcedures Functions Grants Events
© Sserver Status

Navigator

= Name Engine Version Row Format Rows AvgRowLength  DataLength Max Dat: A
ek Conneclions ] thm3k_assets InneDB 10 Compact % 35 16,018
2 Users and Privileges thm3k_associations InnoDB 10 Compact 0 0 16.0 K8
E1 status and System Variables J tbm3k_banner_clients InnoDB 10 Compact 0 o 16.0 KB
&, Data EBxport tbm3k_banner_tracks InnoDB 10 Compact ] 0 16.0 K18
3. Data Import/Restore 4| tbm3k_banners InncDB 10 Compact 0 0 15.0 K8
- tbm3k_categories InnoDE 10 Compact 7 2340 16.0 K8
INSTANCE || tbm3k_contact_detais InnoDB 10 Compact 1 16384 16.0 Ki8
B . ” || tbm3k_content InncDB 10 Compact 3 5461 16.0 K8
tbm3k_content_frontpage InncDB 10 Compact 0 o 15.0K8
A s " thm3k_content_rating IneDB 10 Compact 0 0 16.0K8
“' Op J| tbm3k_content_types InncDB 10 Compact 13 3780 4.0K8
J| tbm3k_contentitem_tag_map InnoDB 10 Compact 0 ] 16.0K8
PERFORMANCE tbm3k_core_log_searches  InnoDB 10 Compact 0 o 16.0 K8
& Dasnboard tbm3k_extensions InnoDB 10 Compact 138 831 112.0K8
& Performance Reports || tbm3k_finder_filters InnoDB 10 Compact 0 0 16.0 KB
J tbm3k_finder_links InnoDB 10 Compact 1] o 16.0 Ki8
&% Performance Schema Setup tom3k_finder_links_terms0  InnoDB 10 Compact 0 0 6.0K8
SCHEMAS g tbm3k_finder_links_termsl  InnoDB 10 Compact 0 0 16.0K8
tbm3k_finder_links_terms2 InnoDB 10 Compact 0 ] 16.0 K8
Q |=-::e- objects tbm3k_finder_links_terms3 InncDB 10 Compact 0 0 16.0 K8
> drupal tbm3k_finder_links_terms4  InnoDB 10 Compact 0 0 15.0 K8
> innodb tbm3k_finder_links_termsS InnocDB 10 Compact 0 0 16.0 K8
> joomla tbm3k_finder_links_termsé  InnoDB 10 Compact 0 0 16.0 K8
> sys tbm3k_finder_links_terms? InnoDB 10 Compact 0 0 16.0 K8
> wordpress tbm3k_finder_links_terms8  InnoDB 10 Compact 0 ] 16.0 K8
tbm3k_finder_links_terms9  InncDB 10 Compact ] ] 15.0 Ki8
| tbm3k_finder_links_termsa InncDB 10 Compact 0 0 16.0 KB
J| tbm3k_finder_links_termsb  InnoDB 10 Compact 0 0 16.0 Ki8

i tbm3k_finder_links_termsc  InnoDB 10 Compact 0 0 16.0 K8 W

< >
Information
Count: 68 | Mantenance > Inspect Table Refresh

Figure 10-13. Post Joomla installation you can see the new table structure created under the joomla database
that you created earlier in the chapter

Drupal Install Using the AWS CLI and User Data File

I have included a file with this chapter called UserData_Drupal.txt. The contents of the file are as follows:

#!/bin/bash

yum update -y

yum install -y httpd24 php70 php70-mysqlnd php70-mbstring php70-gd mysql55-server
service httpd start

chkconfig httpd on

groupadd www

usermod -a -G www ec2-user

chown -R root:www /var/www

chmod 2775 /var/www

wget https://ftp.drupal.org/files/projects/drupal-7.53.tar.gz
tar -xvzf drupal-7.53.tar.gz -C /var/www/html

find /var/www -type d -exec chmod 2775 {} +

find /var/www -type f -exec chmod 0664 {} +

echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

chown -R root:www /var/www/html/drupal-7.53

chmod 2775 /var/www/html/drupal-7.53/sites/default

mkdir /var/www/html/drupal-7.53/sites/default/files
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find /var/www/html/drupal-7.53 -type d -exec chmod 2775 {} +

find /var/www/html/drupal-7.53/sites/default/files -type d -exec chmod 2776 {} +

find /var/www/html/drupal-7.53 -type f -exec chmod 0664 {} +

cp /var/www/html/drupal-7.53/sites/default/default.settings.php > /var/www/html/drupal-7.53/
sites/default/settings.php

find /var/www/html/drupal-7.53/sites/default/settings.php -type f -exec chmod 0776 {} +

This code will look familiar to what you used earlier; however, this script has the addition of MySQL as
well as downloading and extracting the Drupal CMS. From the workstation configured with the AWS CLI,
the command you'll enter follows, and it is a modified version of the AWS EC2_CLI_Launch.txt file that was
provided in Chapter 8:

aws ec2 run-instances --image-id ami-1e299d7e --count 1 --instance-type t2.micro --user-data
file://userdata_Drupal.txt --security-group-ids sg-5381752b --key-name nadonhosting

This code will launch a new EC2 virtual instance using the UserData file that is specific for the Drupal
CMS. After running the command above to launch the instance, wait a couple of minutes to allow the
instance to spin up, load software, and pass health checks. After a few minutes, browse to the following URL,
replacing the bold text with your EC2 virtual instance DNS name:

http://ec2-35-166-130-167.us-west-2.compute.amazonaws.com/drupal-7.53/

Opening the above page in a browser should present you with the screen shown in Figure 10-14.
& 2 C 0} | ® ec2-35-165-187-61.us-west-2.compute.amazonaws.com/drupal-7

Select an installation profile

® Standard

Install with commonly used features pre-configured

Minimal

Start with only a few modules enabled.

» Choose profile
Save and continue

Figure 10-14. The Drupal Installation Wizard running on an AWS EC2 virtual server instance that was
started using the sample User Data file for Drupal CMS
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In the first step, you'll progress with a Standard installation and click the “Save and continue” button. In
the second step, you'll choose your language. The third step in the process will verify server requirements to
move forward with the installation of Drupal and, if passed, will arrive at the Database Configuration screen
showed in Figure 10-15.

Database configuration

Database type ~
® MySQL MariaD8, or equivalent
SQlite

The type of database your Drupal data will be stored in.

Database name *
drupal

+ Choose profile

v Choose language The name of the database your Drupal data will be stored in. It must exist on your server
before Drupal can be installed

+ Verify requirements

» Set up datak Datab L
root

Database password

= ADVANCED OFTIONS

These options are only necessary for some sites. If you're not sure what you
should enter here. leave the default settings or check with your hosting provider.

Database host ¥
localhost

If your database is located on a different server, change this

Database port

If your database server is listening to a non-standard port, enter its number.

Table prefix

If more than one application will be sharing this database, enter a table prefix such as
drupal_ for your Drupal site here

Save and continue

Figure 10-15. The Drupal Installation Wizard Database Configuration screen, which is step 4 of the
Drupal install

On the Database Configuration screen, you will choose MySQL as the database type and enter in the name
of the database where you would like the data stored. You will then fill in the username and password for your
RDS database instance and click the Advanced Options link to expand additional fields where you can enter in
the RDS database instance endpoint in the Database Host field, enter the database port of 3306, and add table
prefix if you'd prefer to have one. Click the “Save and continue” button to proceed with the installation of Drupal.
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When the installation completes, you will move to the next step of the process, which will have you fill in
site configuration details such as the administrative account, email address, and site name. The installation
also reminds you now that the settings.php file has been updated by the installation process you should
adjust it so that it is no longer “writable.” To do this, log into the EC2 virtual instance using PuTTy and the key
pair that you specified in the CLI launch script and run the following command after the setup is complete:

sudo chmod 664 /var/www/html/drupal-7.53/sites/default/settings.php
Once you have filled in the site configuration details, click the “Save and Continue” button and proceed

to the final page in the wizard, as shown in Figure 10-16, which informs you that the installation process is
complete and offers a link to view your new site.

Drupal installation complete

Congratulations, you installed Drupal!

Visit your new site.

Choose profile
Choose language
Verify requirements
Set up database
Install profile

Configure site

v
v
v
-
v
v
v

Figure 10-16. The completed Drupal Installation Wizard

Finished

WordPress Install Using the AWS CLI and User Data File

I have included a file with this chapter called UsexData_Wordpress.txt. The contents of the file are as follows:

#!/bin/bash

yum update -y

yum install -y httpd24 php56 mysql55-server php56-mysqlnd
service httpd start

chkconfig httpd on

groupadd www

usermod -a -G www ec2-user

chown -R root:www /var/www

chmod 2775 /var/www
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wget https://wordpress.org/latest.tar.gz

tar -xvzf latest.tar.gz -C /var/www/html

find /var/www -type d -exec chmod 2775 {} +

find /var/www -type f -exec chmod 0664 {} +

chown -R root:www /var/www/html/wordpress

chmod 2775 /var/www/html/wordpress

find /var/www/html/wordpress -type d -exec chmod 2777 {} +
find /var/www/html/wordpress -type f -exec chmod 0666 {} +
echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

This code will look familiar; however, this script has the addition of MySQL as well as downloading and
extracting the WordPress CMS. From the workstation configured with the AWS CLI, you'll enter the following
command, which is a modified version of the AWS EC2_CLI_Launch.txt file that was provided in Chapter 8.

aws ec2 run-instances --image-id ami-1e299d7e --count 1 --instance-type t2.micro --user-data
file://userdata_Wordpress.txt --security-group-ids sg-5381752b --key-name nadonhosting

This code will launch a new EC2 virtual instance using the UserData file that is specific for the
WordPress CMS. After running the command above to launch the instance, wait a couple of minutes to allow
the instance to spin up, load software, and pass health checks. After a few minutes, browse to the following
URL, replacing the bold text below with your EC2 virtual instance DNS name:

http://ec2-35-166-130-167.us-west-2.compute.amazonaws.com/wordpress/

Opening the above page in a browser should present you with the screen shown in Figure 10-17.

Welcome to WordPress, Before getting started, we need some information on the database. You will need to
know the following items before proceeding.

1. Database name

2. Database username
3. Database password
4, Database host

5. Table prefix (if you want to run more than one WordPress in a single database)

We're going to use this information to create a wp-config. php file. If for any reason this automatic file
creation doesn’t work, don't worry. All this does is fill in the database information to a configuration file.
You may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as
wp-config.php. Need more help? We got it.

In all likelihood, these items were supplied to you by your Web Host. If you don’t have this information, then you
will need to contact them before you can continue, If you're all ready...

Let’s go!

Figure 10-17. The WordPress Installation Wizard screen with an overview of the information needed to
progress through the installation
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Click the “Let’s go!” button to begin the installation wizard. You will enter a database name, the RDS
database instance username and password, and the RDS database instance endpoint and table prefix, if

desired, as shown in Figure 10-18.

Below you should enter your database connection details. If you're not sure about these, contact your host.

Database Name wordpress
Username root
Password
Database Host nadonhosting.coebngkjévmg.u
Table Prefix wp_
Submit

The name of the database you want to use
with WordPress.

Your database usermmame.

Your database password.

You should be able to get this info from your
web host. if localhost doesn’t work.

If you want to run multiple WordPress
installations in a single database, change this.

Figure 10-18. The WordPress Installation Wizard Database Configuration screen

After you have filled in the needed information, click the Submit button to move on to the next step of

the process.

The installation program will test the connection to the database endpoint and, if successful, will let
you know that it’s ready to start the installation. Click the button presented and the next step will collect site
configuration details such as site title, administrator username and password to be created, email address,

and other options, as shown in Figure 10-19.
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Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don't worry, you can always change these settings later.

Site Title Nadon Hosting
Username og
Usemnames Can have only dlphanumenc Charactens, spaces underscores. hyphens. penods. and the F
symbo
Password CGYBGJZT6tieXnE20I P Hide
Strong
Important: You will need this password to log in. Piease store it in a secure location
Your Email jae@nadonhosting.com|
Double-check your email address before continuing
Search Engine Discourage search engines from indexing this site
Visibility tis up 1o search engines 1o honor this request

nstall WordPress

Figure 10-19. Filling in the required informtion

Once you have entered in the information requested, click the Install WordPress button to start the
installation of the WordPress CMS on the server and the setup of the database in the RDS database instance.
When the installation completes, you will be returned to the Administrative Sign-In page. You can
now log in with the administrative username and password that you specified in the site configuration step

above. This will then allow you to access the WordPress CMS administration so that you can complete the
rest of the site setup.

Exporting/Importing Data Using MySQL Workbench

Before I end this chapter, I want to show you how to use a client-side tool such as MySQL Workbench to
back up the data that is stored in AWS RDS because there isn’t a native way to move the data from AWS in an
exportable format. As you learned earlier, it is as simple as setting up a new connection to connect your RDS
database instance endpoint with this client software and then you can browse through databases that are set
up on RDS.
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In Figure 10-20, you can see that I've logged into my RDS instance with the MySQL Workbench client
and browsed to the recently installed Drupal CMS database.

B MysalL Workbench
4%  NadonHosting x
File Edit View GQuery Database Server Tools Scriping Help

05 & SDBEDE S
Navigator..: . M

MANAGEMENT &  Info Tables Columns Indexes Triggers Views Stored Procedures Functions Grants Events
° Server Status

e ' Mame Engine Version Row Format Rows AvgRow Length Da
= Cllent Conneclions dru_actions InnoDE 10 Compact 12 1365
L Users and Privileges dru_authmap InnoDB 10 Compact 0 0
21 status and System Variables dru_batch InnoDB 10 Compact 0 [}
&, Data Bxport :m)l;:ockd:- [':nog: l: {c.‘ompm k] 546
ru_block_custom nol 1 ompact 0 0
& Data import/Restore dru_block_node_type InnoDB 10 Compact 0 0
INSTANCE dru_block_role InnoDB 10 Compact 0 [/}
. dru_blocked_ips InnoDB 10 Compact 1] 1]
" 2 dru_cache InoDB 10 Compact 7 35108
ver Le dru_cache_block InnoDB 10 Compact 0 0
Options File dru_cache_bootstrap InnoDB 10 Compact 5 13107
dru_cache_field InnoDB 10 Compact 1] 0
PERFORMANCE dru_cache_filter InnoDB 10 Compact 0 0
&) Dashboard dru_cache_form InnoD8 10 Compact 0 0
87. Performance Reports dru_cache_image InnoDB 10 Compact 0 [}
6\ P oimarcE Schiei SHp dru_cache_menu InnoDB 10 Compact 10 2%
dru_cache_page InnoDB 10 Compact [1] 0
SCHEMAS P dru_cache_path InnoDB 10 Compact 0 0
dru_cache_update InnoDB 10 Compact 4 16384
Q, |Filter objects dru_comment InnoDB 10 Compact 0 0
v & drupal e dru_date_format_locale InnoDB 10 Compact 1] ]
v 3 Tables dru_date_format_type InnoDB 10 Compact 3 5461
> E dru_actions dru_date_formats InnoDB 10 Compact 35 458
» dru_authmap dru_field_config InnoDB 10 Compact 4 4096
» [ dru_batch dru_field_config_instance InnoDB 10 Compact 6 2730
» [ dru_block dru_field_data_body InnoDB 10 Compact (1] 0
> dru_block_custom dru_field_data_comment b... InnoDB 10 Compact 0 [}
» [ dru_block_node_typr v dru_field_data_field_image InnoDB 10 Compact 0 ]
= dru fisld Aata fisld tanc TnnanR mn Camnact n n

Figure 10-20. The MySQL Workbench client with the recently installed Drupal CMS database open to
table view

With this view open, you can click the Server menu item and choose Data Export. When the Data
Export screen opens, you will be presented with a screen that lists all of your databases on the RDS database
instance. On this screen, you can select the database that you would like to export (you do have the ability
to select multiple, but my suggestion is to keep each database exported as its own file) and ensure that the
drop-down box that describes what you would like to export is set to “Dump Structure and Data” so that
all tables and the data included within them will be exported. You also have the ability to include database
objects such as stored procedures, functions, database triggers, and events. My suggestion is to export as
much of the data as possible. Your settings are shown in Figure 10-21.
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Nacon Mostng
Data Export
Obgect Selecton | Expert Progress
Tabies to Export

Eg.. Sdwwa
3 drupel

Exp... Schema Cbjects
| Ivodt

3} joomla
3 o
| wordpress

ooooa

Refresh

Oijects to Export
A ibump Stored Procedures and Punctions

SeectTables | | Linselect &l
[ bump Beents 4] ump Triggers
Export Cpbions:

) Export to Dumo Project Folder C: Wsere ghwnkiadon \Documents urgs \DUme0 161230

{®) Export to Self-Contaned Fle =]

] Inchute Creste Schewa

Start Export

Figure 10-21. The MySQL Workbench client with the Data Export screen displayed and export settings
configured and prepared to export your Drupal CMS structure and data

This data export process will export all information, including structure and data, to a file with the
extension of sql. It actually stores not only the data but the SQL commands necessary to completely recreate
this structure and data upon import into a fresh database server instance. This makes for a very portable
solution if you ever want to bring down a copy of your live data to be worked on locally, or if for some reason
you want to move your data outside of AWS. Once you have double-checked the export settings, click the

Start Export button to begin the process of creating the export file. After the export file has been created,
opened it with a text editor to show the output that is created (see Figure 10-22).
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B-- My5QL dump 10.13 Distrib 5.6.24, for Win4 (x86_64)

Database: drupal

ver ve

5
T /*1a81e1 SET @OLD_CHARACTER_SET_CLIENT=@aCHARACTER_SET_CLIENT =/
& /148181 SET @OLD_CHARACTER_SET_RESULTS=B@CHARACTER_SET_RESULTS */}
& /*l4elel SET @OLD_COLLATION_COWNECTIOM=2@COLLATION_CONNECTION */j

16 /*148181 SET HAMES utfs */j

i1 J*149103 SET @OLD_TIME_ZONE=@@TIME_ZOME =fj

12 /*149103 SET TIME_ZONE='+8:88' */}

/=t SET @OLD_UNIQUE_CHECKS=g@UNTQUE_CHECKS, UNIQUE_CHECKS=8 */j

/ SET @OLD_FOREIGN_KEY_CHECKS=@@FUREIGN_KEY_CHECKS, FOREIGN_KEY_CHECKS=8 */j
is f*i4010l SET 20LD_SQL_MODE=-@aSQL_MODE, SQL_MODE="NO_AUTO_VALUE_ON_ZERO" */j
16 /*148111 SET gOLD_SQL_WOTES-2@SQL_MOTES, SQL_NOTES-8 */j

15 | == Table structure for table "dru_actions®

22 DROP TABLE IF EXISTS “dru_actions’j

23 /*148101 SET @saved_cs_client = g@character_set_client */}
24 J*148181 SET character_set_client = utfe */j

25 [ICREATE TABLE “dru_actions” (

26 “aid” varchar(i55) MOT MULL DEFAULT COMMENT 'Frima

ar “type’ varchar{il) NOT WULL DEFAULT '° COMMENT r Sl pee. )’y

28 “eallback’ varchar( ) MOT WULL DEFAULT '° COMMENT ti i

29 “parameters’ longblob NOT NULL COMMENT eter

3@ “label’ warchar(255) NOT WULL DEFAULT '©' COMMENT

a1 PRIMARY KEY (“aid’)

32 ) ENGINE®InnoDB DEFAULT CHARSET®utfE COMMENT® Stores action info '3

33 F*149101 SET charscter_set_client = @saved co_client */3

36 -- Dusping dats for table "dru_actions’

38

39 LOCK TABLES “dru_actions’ WRITE}

FTY J*l48800 ALTER TABLE “dru_sctions® DI‘MB'E HEYS ";

41 INSERT INTO “dru_sctions” VALUES ('commer § ction’,'comsent’,’comment_publish_scticn’y’’,'Publish comment’),(’conment_save_sction’,'comment',’comment

42 /* 149800 ALTER TABLE “dru_sctions™ ENABLE KE\'S ‘f;

Figure 10-22. The resulting “dump” file from the MySQL Workbench data export process

Summary

This chapter covered a large amount of information on how to work with the CMS website databases using
AWS RDS and client tools. You started with an introduction to the RDS service and features, walked through
the setup of an RDS database instance, which you then learned how to log into and manage from client

tools loaded locally. You also walked through the full installation of Joomla, Drupal, and WordPress CMS
installations using RDS as your data source. You learned just how quickly you can get a CMS website running
in AWS using EC2 and RDS resources. Finally, you learned how to export data from AWS RDS so that you can
use that export file as the source of an import on another database instance, whether it be locally hosted,
within AWS, or elsewhere. In the next chapter, you are going to shift your focus and learn how to use another
AWS service called CloudFormation to create your infrastructure with the use of code. This code will be an
asset that you can update, put under source control, and use to rapidly deploy all the resources needed for
your CMS website scenario in an organized deployment that will launch needed resources across all AWS
services such as EC2, RDS, IAM, S3, and more!
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Building the Infrastructure

In the last chapter, I gave an overview the AWS RDS service along with how you can utilize the User Data
field to provide commands to set up an EC2 instance at launch time. This is by far the easiest way to set up
an instance, download necessary files, and prepare an instance for use. There is another method and service
that can be used to manage your AWS infrastructure in a way that allows for easy deployment, updating, and
redeployment: CloudFormation. In this chapter, I'll introduce AWS CloudFormation and explain the benefits
of using it. You'll launch several versions of CloudFormation templates, each building on the previous one,
and review a sample CloudFormation script that Amazon provides for deploying the WordPress CMS.

Infrastructure as Code

Managing infrastructure in the form of source code is not a new concept, but it is one that has been gaining
acceptance across the Information Technology field in recent years. Amazon Web Services offers several
services that allow you to define your infrastructure in what is referred to as a template. CloudFormation
templates are created in JavaScript Object Notation (JSON) format, which is a lightweight, easy-to-understand
way to organize data using a simple structure and key value pairs for data assignment. JSON is a text-based
format, which makes it a quick way to exchange data between web servers and is efficient to process. JSON is
similar to XML in readability and benefit for data storage and exchange.

JSON Data Format Example

JSON files are saved with the file extension json and use the MIME type of application/json. The following
code is a simple example of the structure of an object called “users” in JSON format. The structure defines a
“firstname” and “lastname” key for each “user” and stores the value for each key.

"users":|[
{"firstname":"Jae", "lastname":"Nadon"},

{"firstname":"Bob", "lastname":"Jones"},
{"firstname":"Cindy", "lastname":"Matthews"}

1}

Asyou can see from the example above, JSON encloses key and value pairs in quotation marks
separated by the colon character, and each object is enclosed in curled parenthesis. This is similar to how
objects are defined in JavaScript.
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The same example data structure is shown below in XML format for comparison:

<users>
<user>
<firstnameyJae</firstname> <lastname>Nadon</lastname>
</user>
<user>
<firstname>Bob</firstname> <lastname>Jones</lastname>
</user>
<user>
<firstname>Cindy</firstname> <lastname>Matthews</lastname>
</user>
</users>

Both XML and JSON are text-based formats that can be classified as self-describing, meaning that the
format of the data is human readable and easy to understand. In the above example, you will likely notice
that JSON is more compact and, in my opinion, more easily read. Another key difference between the two
formats is that XML needs an XML interpreter for the exchange of data where as JSON can be consumed by
native JavaScript functions.

AWS CloudFormation Concepts

AWS CloudFormation uses the concepts of templates, stacks, and change sets to deploy infrastructure and
allow for management of what is deployed. A template is a text file that defines the infrastructure, resources
to be deployed, and the services to be used to deploy that infrastructure. A stack is a collection of resources
from one or more template files that is managed as a single infrastructure entity. A change set is a version
of a specific stack including changes made to the infrastructure. Since templates are at the core of your
CloudFormation work, let’s start by understanding how to define AWS resources in a JSON template that
will deploy a single EC2 instance in a similar way as in previous chapters using the CLI EC2 run-instances
command.

CloudFormation Template Structure

1. Statement Declaration (required): The opening and closing declaration of the
statement containing optional and required components.

2. Template Format (optional): Defines the template format version that this
template conforms to.

3. Parameters (optional): Key-value pairs that will be passed either interactively or
through the template assignments to the CloudFormation Stack Launch Wizard
when a launch is initiated.

4. Mappings (optional): Mappings can map a key value to a named list of data
values based on the key value given. An example of a mapping is determining
which EC2 AMI should be used in a specific region. CloudFormation can pull
information on where the infrastructure is being launched and, based on that
information, look into the mapping definitions in the template to see what value
should be used.

154



CHAPTER 11 © BUILDING THE INFRASTRUCTURE

5. Conditions (optional): Conditional statements can be added to a CloudFormation
template to evaluate the value of parameters, mappings, or other conditions in
order to perform a defined task. An example of when this might be used is if you
want certain sections of the template to be processed if a condition value is met
and others to be processed regardless of whether a condition value is met.

6. Resources (required): The resources section of the template lists the AWS
resources to be deployed by CloudFormation.

7. Outputs (optional): Outputs can list the values of anything created by or within
the referenced stack. These can be used to pass values from one template to
another or to display information in the CloudFormation Stack Console to list
information about resources that were created.

The easiest way to introduce the structure of a CloudFormation template is to reference the resources
you created in the previous chapters using the AWS command line interface. Let’s review the following
statement and then create a similar template that can be deployed with CloudFormation:

aws ec2 run-instances --image-id ami-1e299d7e --count 1 --instance-type t2.micro --user-data
file://userdata_Joomla.txt --security-group-ids sg-5381752b --key-name nadonhosting

This command calls to the EC2 service and uses run-instances to launch one new virtual server
instance from the AMI with an ID of ami-1e299d7e, it defines the type of instance as a t2.micro, passes the
userdata_Wordpress.txt file at launch time, and associates a security group and key pair to be used with
the instance.

Creating a New CloudFormation Stack

For you to launch this same instance using CloudFormation, you will first need to define a template where
you request the resources to be created in a similar but different fashion. As you'll recall from previous
chapters, passing user data at launch allows you to run commands only that one time. Since one of the main
benefits of using CloudFormation is being able to update your stack of resources deployed, you'll need to
adjust the way you call to load applications. No fear, though; once you have a base template defined in this
chapter, you'll be able to see the benefit of being able to update and redeploy in the next chapter.

You'll start with the template declaration, the template format, and description statements and then a
resources section that will simply launch an EC2 virtual server instance and associate it with your existing
security group and key pair. There may be field values that you’'ll need to adjust to match your environment,
such as security groups, ids, and key names.

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description” : "Creation of an EC2 Instance using CloudFormation",
"Resources” : {
"WebServer" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"ImageIld" : "ami-1e299d7e",
"KeyName" : "nadonhosting",
"InstanceType" : "t2.micro",
"SecurityGroupIds" : ["sg-5381752b"]
}
}
}
}
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The template above is included in this chapter’s source files and is named CF_EC2_Stack. json. If you
want to use CloudFormation to create this instance for you, the first thing you'll need to do is to log into the
AWS Console.

Once logged into the AWS Console, click the Services menu and under the Management Tools section,
select CloudFormation. This will bring you to the CloudFormation welcome page shown in Figure 11-1.

@ CloudFormation v  Stacks

Create Stack v Actions v Design template

Filter: Active =

Create a Stack

AWS CloudFormation allows you to quickly and easily deploy your infrastructure resources and applications on
AWS. You can use one of the templates we provide to get started quickly with applications like WordPress or
Drupal, one of the many sample templates or create your own template.

You do not currently have any stacks. Click the Create New Stack button below to create a new AWS
Cloudformation Stack

Create New Stack

Design a template

Templates tell AWS CloudFormation which AWS resources to provision and how to provision them. When you
create a CloudFormation stack, you must submit a template

To build and view templates, you can use the drag-and-drop tool called AWS CloudFormation Designer. You
drag-and-drop the resources that you want to add to your template and drag lines between resources to
create connections. To use Designer to create a template or to open and modify a template, choose Design
template.

Design template

Figure 11-1. The CloudFormation welcome screen with a call to action to create a new stack

From the welcome screen, click the Create New Stack button to start the Create Stack Wizard. The first
step of the wizard asks how you would like to create the template that will be used to create your infrastructure.
In this case, you'll select the “Upload a template to S3” option and you'll select the CF_EC2_Stack.json
file mentioned above. This will copy this file and store it in your S3 account under a new bucket that
CloudFormation will use for storing information and templates. After selecting the json file to be uploaded,
click the Next button to continue with the wizard.

The next step will ask you to name your stack. Let’s call this stack “TestEC2.” Enter the name for the
stack and click the Next button.
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The next step in the wizard will allow you to add information related to the stack creation such as tags
for the stack, permissions, and notification settings. You will leave them on the default settings and click the
Next button.

This will bring you to the last step where you can review the creation properties that you have
specified for your infrastructure. AWS will also remind you that although there is no cost associated with
the CloudFormation service, the infrastructure that it creates is real and is subject to charges the same as if
you had deployed it in any other method, such as via the EC2 Launch Instance Wizard or via the AWS CLI.
Once you've finished reviewing the information, click the Create button to start the CloudFormation stack
creation.

The creation will immediately start and you can see the progress of the creation by clicking the Events
tab, as shown in Figure 11-2.

I-ﬂ' Services ~ Resource Groups ~ 1AM 53 *

@ CloudFormation v  Stacks

Creale Stack - Actions = Design template

Filter: Aclive v

Stack Name Created Time Status Description

- TeslEC2 2017-01-01 15:01:17 UTC-0500 | Creation of an EC2 Instance using CloudFormation

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets

2017-01-01 Status Type Logical ID Status reason
¥ 150117 UTC-0500 AWS: CloudFormation::Stack TestEC2 User Initiated

Figure 11-2. The CloudFormation Events tab is shown for your newly launched stack

Asyou can see in Figure 11-2, the stack has a status of CREATE_IN_PROGRESS while resources are
being created. If you browsed to your EC2 Dashboard you would see that a virtual server instance has been
launched and is in the midst of being created. Once the instance has been created, you'll see the stack status
change to CREATE_COMPLETE, as shown in Figure 11-3.
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Services ~ Resource Groups ~

@ CloudFormation ~  Stacks

Design template

Filter: Aclive =
Stack Name Created Time Status Description
o TestEC2 2017-01-01 15:16:31 UTC-0500 CREATE_COMPLETE Creation of an EC2 Instance using CloudFormation

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets

2017-01-01 Status Type Logical ID Status reason

» 15:17:24 UTC-0500 =TE AWS:CloudF ormation::Stack TestEC2

»  15:17:22 UTC-0500 AWSEC2-Instance WebServer

v 15:16:35 UTC-0500 AWS EC2:instance WebServer Resource creation Initiated
15:16:34 UTC-0500 AWS:ECZ:Instance WebServer

» 15016:31 UTC-0500 i AWS: CloudFormation. Stack TestEC2 User Initiated

Figure 11-3. The CloudFormation Events tab with all event entries for your stack creation, including a status
of CREATE_COMPLETE showing that the stack has been fully deployed

Browsing to the EC2 service and clicking the newly created instance, you can see that it has been
successfully launched with the correct security group and key pair associated with it. If you view the tags on
the virtual server instance, you'll notice that tags have been added to show that this was launched from a
CloudFormation stack, as shown in Figure 11-4.

[ ] TestEC2 Hc5dadb5d.  12méco ws-wesi-Za & numning & 22checks.. Nooe %e  ec2-35-162-225-185 us- 35.162.225."

Instance: | i-0c5dadb5412a13082  Public DNS: #c2-35-162-225-185. 2.compute. com [_N-} =]

Description Status Checks Monfonng Tags

AddiEdit Tags
Key Value
v cloudformation logical-id WebServer Show Column
am:aws: cloudformation us-west-2 T0442725424% stack/TestE C2HE0F230-905- 11e6-952-
aves. cloudiommation stack-id Sherw Colurmn
SDaBB6EeTI2
s cloudformation stack-name TestEC2 Hide Column

Figure 11-4. The EC2 Dashboard with your new instance tag values selected, showing that this was launched
from the CloudFormation Stack named TestEC2
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Deleting a CloudFormation Stack

Now that you have created a CloudFormation stack using a simple template that launched an EC2 virtual
server instance, I'll show you how to delete the stack. This is a reminder of the concept of a CloudFormation
stack as a single entity collection of infrastructure resources that can be managed as one. Although this
example was extremely simple, if you had added more than just an EC2 resource (and you will use a
sample template that does just that in the next section), when you choose to remove or delete a stack all the
resources associated with it will be removed.

To delete an existing stack, navigate back to your CloudFormation dashboard in the AWS Console by
clicking the Services menu and choosing the CloudFormation link under the Management Tools section.

When arriving at the CloudFormation dashboard you should be presented with a list of your current
infrastructure stacks that have been deployed. Click the checkbox next to the stack you would like to delete
and then click the Actions button. In the drop-down, choose Delete Stack, as shown in Figure 11-5.

NP  Services ~  Resource Groups > 1AM HS3 %

@ CloudFormation ~  Stacks

Creale Stack = Actions = Design template

Filter; Active » Creale Change Set For Current Stack
Stack Name i Status Description
Delete Stack
o TestEC2 CREATE_COMPLETE Creation of an EC2 Instance using CloudFormation

ViewEdit tempiate in Designer

Figure 11-5. The CloudFormation Dashboard with the TestEC2 stack selected and the Action menu expanded

You will be prompted and warned that deleting a stack will delete all associated resources. Click the
“Yes, Delete” button to proceed. After confirming that you want to delete the stack, CloudFormation will set
the stack status to DELETE_IN_PROGRESS and once the deletion has been completed, you will no longer
see the stack listed in the CloudFormation dashboard. All resources created by the stack will also have been
deleted and will not be available within their respective dashboards.

Creating Multiple AWS Resources in a Single CloudFormation
Template

In your first example of a CloudFormation template, you launched a single EC2 instance and associated it
with an existing key pair for management and an existing security group. CloudFormation templates can be
as simple or complex as you want them to be in terms of managing your infrastructure. In your first example,
it made sense to simply associate the newly launched EC2 instance with existing resources in your AWS
account. If the use case is to define the infrastructure for a small business website or to define a larger scale
website infrastructure, your template may include much more than just a single EC2 instance; it may include
the creation of IAM accounts and roles, networking resources such as VPCs, security group definitions for
varying types of compute resources, S3 bucket creation as storage for resources that will be created, and
much more. Creating a complex stack is out of the scope of this chapter but will be visited in the final web
hosting scenario later in the book. For now, let’s assume that you want to have CloudFormation create the
EC2 instance for you as well as the security group that will be used by that resource.
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For this example, I included the file CF_EC2_SecurityGroup_Stack.json in the chapter source files.
The file will look similar to the example above, with the addition of the following code under the Resources
section of the template, which will create a new security group. You will want to update the sample code
where needed to specify resources in your environment; for example, the IP address that you're connecting
from will need to be added to the port 22 configuration.

"WebServerSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties” : {
"GroupDescription” : "Enable HTTP access via port 80",
"SecurityGroupIngress" : [
{"IpProtocol" : "tcp", "FromPort" : "80", "ToPort" : "80", "CidrIp" : "0.0.0.0/0"},

{"IpProtocol” : "tcp", "FromPort" : "22", "ToPort" : "22", "CidrIp" : "24.57.80.57/32"}
]

This code names a resource to be created called WebServerSecurityGroup, of type AWS EC2 security
group. It also sets inbound port properties for allowing traffic to port 80 from anywhere and port 22 (your
management port) from only my IP address. Allowing management access from only the IP addresses that
need access is a security best practice to limit the attack surface of your infrastructure.

In addition to this code, you need to make a small change to the code that will create your EC2 instance
to tell CloudFormation to use this new security group as the one that gets associated with your new virtual
server instance. The updated code snippet for how you reference this in the template is below. Again, you'll
need to adjust it to match your environment variables, such as your KeyName.

"WebServer" : {
"Type" : "AWS::EC2::Instance",
"Properties” : {
"Imageld" : "ami-1e299d7e",
"KeyName" : "nadonhosting",
"InstanceType" : "t2.micro",
"SecurityGroups” : [ {"Ref" : "WebServerSecurityGroup"} ]

}

As you can see, you can use a “Ref” call to reference a resource in your CloudFormation template. As
you launch this stack, the security group will be created and then the new EC2 virtual server will be launched
and the referenced (and newly created) security group will be associated with the new EC2 instance. As a
reminder, to create the stack, you’ll browse to CloudFormation from the AWS Console Services menu, click
Create Stack, and enter your stack information. After the launch of the stack has completed, browsing to your
EC2 dashboard and inspecting the instance properties as shown in Figure 11-6 will show the newly created

EC2 instance, the properly associated security group, and the proper inbound port settings as requested in
your CloudFormation template file.
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Figure 11-6. Inspecting your EC2 virtual server instance to verify that proper settings have been associated
and created from your CloudFormation template

At this point, from within the CloudFormation dashboard, you can go ahead and delete the stack to
remove the resources created from your account.

Application Installation in a CloudFormation Template

Now that you've seen how to create multiple resources in a CloudFormation template, let’s move on to
something a bit more complex. Let’s look at how you add the steps similar to what you used in the User Data
section of an EC2 instance launch in a CloudFormation template. The process is similar, but the code/tools
used will be a bit different.

For this example, I have included the file CF_EC2_SG_WebApp_Stack. json in the chapter source files. I've
added quite a bit of information in this file and it may seem overwhelming, but I'll focus on just the areas
that I've added and go through an explanation of what the code additions address.

Starting at the top of the file, you will notice an addition of the Metadata section to your WebServer
resource. In this section, you can define data about the steps to be done to your server. The code added to
this section is below:

"Metadata" : {
"AWS: :CloudFormation::Init" : {
"configSets" : {
"webapp_install" : ["install cfn", "install webserver"]

1

This code adds the section for Metadata, and creates a CloudFormation Init key that will be used by
the CloudFormation service. In the Init key you can define a configSet, which can be thought of as a list of
functions to run. Each function will be declared below and will list actions to be performed within them.
From the code above you can tell that the webapp_install configSet is made up of two additional sections to
be processed: install.cfnand install webserver. Let’s start by exploring install.cfn:
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"install cfn" : {
"files": {
"/etc/cfn/cfn-hup.conf”: {
"content": { "Fn::Join": [ "", [
"[main]\n",
"stack=", { "Ref": "AWS::StackId" }, "\n",
"region=", { "Ref": "AWS::Region" }, "\n"
11},
"mode" : "000400",
"owner" : "root",
"group" : "root"
}
"/etc/cfn/hooks.d/cfn-auto-reloader.conf": {
"content": { "Fn::Join": [ "", [
"[cfn-auto-reloader-hook]\n",
"triggers=post.update\n"”,
"path=Resources.WebServer.Metadata.AWS: : CloudFormation: :Init\n",
"action=/opt/aws/bin/cfn-init -v ",
" --stack ", { "Ref" : "AWS::StackName" },
--resource WebServer ",
--configsets webapp_install",
--region ", { "Ref" : "AWS::Region" }, "\n"

113,

"mode" : "000400",
"owner" : "root",
"group" : "root"

}

}

This code adds necessary files for the CloudFormation Helper files needed to use with CloudFormation
Init. As you explore the code, you can see how files on a file system are referenced and content is created
within them using the join commands. You can also see how to set file permissions for the files. This is a
standard code block needed to be able to use CloudFormation Init, so this was taken from AWS Sample
templates. As you will remember, you have two sections within the web_install configSet definition, so once
the above code has been completed, the process will move on to the install_webserver section. Let’s explore
that code addition now:

"install webserver" : {
"packages" : {
"yum" : {
“php” 2 [
"httpd" 2 [1]
}
1

"services" : {
"sysvinit" : {
"httpd" : { "enabled" : "true", "ensureRunning" : "true" }

}
}
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In this code, you can see how to launch your package manager “yum” by declaring it under the
packages declaration. You can choose which packages to install. In the above example, you have only
defined PHP (php) and the Apache Web Server (httpd). If you want to add additional packages, you
can add them here. Under the package definitions is a “services” definition and in here you are asking
CloudFormation Init to make sure that the httpd service is enabled and running before proceeding. Now
that you have listed the two functions that will be processed by CloudFormation Init, let’s examine how
CloudFormation Init is initiated through adding a user data definition in the Properties declarations of your
web server resource. Let’s explore that code addition now:

"Properties” : {
"ImageId" : "ami-1e299d7e",
"KeyName" : "nadonhosting",
"InstanceType" : "t2.micro",
"SecurityGroups" : [ {"Ref" : "WebServerSecurityGroup"} ],
"UserData" : { "Fn::Base64" : { "Fn::Join" : ["", [
"#!/bin/bash -xe\n",
"yum update -y aws-cfn-bootstrap\n”,
/opt/aws/bln/cfn init -v ",
--stack ", { "Ref" : "AWS::StackName" },
--resource WebServer ",
--configsets webapp_install ",
" --region ", { "Ref" : "AWS::Region" }, "\n",
/opt/aws/bln/cfn signal -e $2 "
--stack ", { "Ref" : "AWS :StackName" },

--resource WebServer ",
--region ", { "Ref" : "AWS::Region" }, "\n"

113}
}

In this code, you can see that the web server Properties definition looks much like your previous
example in terms of which AMI, key pair, instance type, and security group you're using. You can see the
addition of a User Data definition and in the user data you can see that you're running commands as you
did when you used the CLI to launch an instance, but this time you're calling to the CloudFormation Init
application (cfn-init) and referencing the configSet to run, along with information about the stack and
region where the infrastructure is being deployed. The reason you're doing this rather than a single call of
application installs in the user data definition is because there may be times where you need to update and
redeploy your infrastructure, as you'll explore further in the next chapter. You can refer to what you're using
in the user data definition above as a “hook” into CloudFormation for this specific resource that you're
creating, which enables CloudFormation to manage the infrastructure and for you to define configSets to
instruct CloudFormation on steps you’d like done to that infrastructure.

What we have discussed here captures all of the changes to the template except one. The final change
you made was to implement a CloudFormation template named Outputs to help you see the public DNS
name value of the EC2 virtual server instance that is being created in your template. The code snippet for
this output is as follows:

"Outputs” : {

"WebsiteURL" : {

"Value" : { "Fn::Join" : ["", ["http://", { "Fn::GetAtt" : [ "WebServer",
"PublicDnsName" 1}11},

"Description" : "Web Server DNS Address"

}
}
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In this code, you add the Outputs section to your template, and define an output called WebsiteURL
that reaches out to the WebServer resource that is created in the template and references the value of the
PublicDNSName of that resource. You then also define a description of this resource so that it’s easier
to read. After launching this stack template in CloudFormation, the process will process as you've seen
other stack creation work and you'll see the stack status update from CREATE_IN_PROGRESS through to
CREATE_COMPLETE. However, now if you look under the Outputs tab in the Properties section of the newly
created stack, you'll see a link to the EC2 virtual server instance, as shown in Figure 11-7.

[T Services +  Resource Groups v 1AM 83 *

® CloudFormation v  Stacks

Create Stack - Actions = Design lemplate

Filter: Active =
Stack Name Created Time Status Description

e TestwebServerinstall 2017-01-02 12:19:52 UTC-0500 CREATE_COMPLETE

ul
—
T

Creation of an EC2, Security Group and Install of Apache / PHP using C1

Overview  OQutputs Resources Events  Template Parameters Tags  Stack Policy  Change Sets

Key Value Description

= hitp:iec2-35-166-120-252 us-west-2.compule. amazona e <
WebsiteURL Web Server DNS Address

WS5.Com

Figure 11-7. Your newly launched CloudFormation stack with the Outputs tab selected and showing the URL
of the EC2 resource that was launched as part of the CloudFormation template resources

At this point, you can log back into CloudFormation from the AWS Console Services menu and delete
the stack that you created to remove unnecessary resources and ensure that you don’t have multiple EC2
instances running, which may result in extra AWS billing charges.

Amazon Sample CloudFormation Templates

At this point in the chapter I hope you're starting to see the power and flexibility of using CloudFormation to
deploy infrastructure. In the next chapter, you will see the true benefit of being able to update infrastructure
that has been deployed and the central management of these resources, but for now let’s talk about a
different type of resources, ones that Amazon offers for those looking to build their infrastructure using
CloudFormation. Amazon has a variety of premade templates for your use and customization located at

https://aws.amazon.com/cloudformation/aws-cloudformation-templates/.

You can use them to learn more about how to define resources within the structure of a template or
to customize and create complex templates used to launch your resources. Before I end this chapter, let’s
review one of the Amazon CloudFormation templates for deploying WordPress to an EC2 virtual server
instance. The template has been included in this chapter’s source files and is named AWS_Wordpress
Sample_SingleInstance.json. Since you've looked at the sections of the template file such as the statement
declaration, format, resources, and outputs, let’s look at the other sections used in this template.

The first section you'll explore is the Parameters section. Anything declared in this section will be
requested from the account/user launching the CloudFormation template prior to stack creation.
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"Parameters” : {

"KeyName": {
"Description” : "Name of an existing EC2 KeyPair to enable SSH access to the instances",
"Type": "AWS::EC2::KeyPair::KeyName",
"ConstraintDescription” : "must be the name of an existing EC2 KeyPair."

}s

You can think of each of the sections defined above in the template as a question that will be asked
about the infrastructure to be created by CloudFormation. After the user enters these values, the data for
each will be available to other parts of the CloudFormation template. The first section, shown in the code
above, asks for the key pair that will be used to log into the resources created and defines it as “KeyName.”
The code shown below asks for the instance type to be used during the EC2 virtual server instance creation:

"InstanceType" : {

"Description" : "WebServer EC2 instance type",

"Type" : "String",

"Default" : "t2.small",

"AllowedValues" : [ "ti.micro", "t2.nano", "t2.micro", "t2.small", "t2.medium", "t2.large",
"m1.small", "mi.medium", "mi.large", "mi.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge",
m3.medium", "m3.large", "m3.xlarge", "m3.2xlarge", "m4.large", "m4.xlarge", "m4.2xlarge",
m4.4xlarge", "m4.10xlarge", "cil.medium", "cl.xlarge", "c3.large", "c3.xlarge",
"c3.2xlarge", "c3.4xlarge", "c3.8xlarge", "c4.large", "c4.xlarge", "c4.2xlarge",
"c4.4xlarge", "c4.8xlarge", "g2.2xlarge", "g2.8xlarge"”, "r3.large", "r3.xlarge",
"r3.2xlarge", "r3.4xlarge", "r3.8xlarge", "i2.xlarge", "i2.2xlarge", "i2.4xlarge",
"i2.8xlarge", "d2.xlarge", "d2.2xlarge", "d2.4xlarge", "d2.8xlarge", "hii.4xlarge",
"hs1.8xlarge", "cri.8xlarge", "cc2.8xlarge", "cgl.4xlarge"]

)
"ConstraintDescription” : "must be a valid EC2 instance type."

1

In the above definition, you can see that the input expected is a string value and that the default value
is set to t2.small. The user will be able to select any instance type from the list of defined AllowedValues and
no other type. The next item that is defined asks for the IP address of where SSH connections will be coming
from to manage resources:

"SSHLocation": {
"Description": "The IP address range that can be used to SSH to the EC2 instances",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,3})\\. (\\d{1,3})\\. (\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "must be a valid IP CIDR range of the form x.x.x.x/x."

b

In the above definition, the IP address will be entered as a string but there is also an AllowedPattern
constraint imposed that uses regular expressions to make sure that the value entered matches an IP
address range in the form of CIDR notation. It also sets a minimum and maximum length for the value as
an additional data validation step. There are four additional items defined in the Parameters section of the
template that use the same format as the code samples above; they ask the user for the WordPress database
name, database user, database password, and database root password. This information is set in the
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parameters so that this template can be used by different people but still collect the needed information to
complete a WordPress CMS website and database setup.

Another reason that you may choose to use parameter definition is because you may delegate the
responsibility to others within your AWS account the ability to launch resources using CloudFormation
templates, but you may want to require them to stay within certain parameters of what type of infrastructure
that they can launch. As you see from above, definition options such as AllowedValues will limit what can be
launched by an account within the context of CloudFormation.

The next new section that you'll explore in the template is the Mappings section. This section is a
key-value pair listing of possible keys and the value that should be associated with it when referenced. Two
snippets of keys are defined as follows:

"Mappings" : {
"AWSInstanceType2Arch" : {
"t1.micro" : { "Arch" : "Pve4" 1},
"t2.nano" : { "Arch" : "HvMe4" 1},
"t2.micro" . { "Arch" : "HvMe4" 1},

"AWSRegionArch2AMI" : {
"us-east-1":{"PV64" : "ami-2a69aa47", "HVM64" : "ami-6869aa05", "HVMG2" : "ami-648d9973"},
"us-west-2":{"PV64" : "ami-7f77b31f", "HVM64" : "ami-7172b611", "HVMG2" : "ami-09cd7a69"},
"us-west-1":{"PV64" : "ami-a2490dc2", "HVM64" : "ami-31490d51", "HVMG2" : "ami-1e5foe7e"},

In the first key, the EC2 instance architecture is mapped to what should be used for each of the possible
InstanceTypes that were defined in the Parameters section are listed. This means that if the user chose
the instance type of t1.micro, the architecture used would be PV64 because of this mapping definition. In the
second key, the instance architecture and the AMI to be used is mapped to the value of AWS region. If the
CloudFormation template is launched in the Oregon AWS region, the values for us-west-2 will used. This
means that if the user selected a t1.micro instance type, this mapping tells you that for the Oregon region
(us-west-2) an instance type with an architecture of PV64 (the t1.micro instance) should use the AMI
ID ami-7f77b31f as the base image to launch the EC2 resource. This should illustrate how the Mappings
definition within a CloudFormation template is used to map keys to data values.

The above mappings are used in the Resources : WebServer : Properties section of your template
sample, as shown by the following code snippet:

"Properties": {
"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref" : "AWS::Region" },
{ "Fn::FindInMap" : [ "AWSInstanceType2Arch", { "Ref" : "InstanceType" }, "Arch" ] } ]}

When fields or keys are defined in a Mappings section, they can be referenced by calling a function
named FindInMap, as shown above. This function uses the key to find the value mapped to the key, and the
code above is an example of single and multi-level mapping.

Summary

This chapter introduced using the AWS CloudFormation service to define architecture and resources to be
deployed using templates. You walked through the creation of a very basic template that deployed a single
resource to AWS, an Amazon sample template that can be used to deploy a single instance with WordPress
CMS installed on it. CloudFormation is a service and AWS concept that could have an entire book written
on it. I'll spend a bit more time talking about the management of infrastructure in the next chapter, and the
knowledge from this chapter and the next will be foundational in terms of what is discussed in the third web
hosting scenario of the book.
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Updating the Stack

In the last chapter, I discussed using CloudFormation and templates to deploy AWS infrastructure as
code. You were introduced to the concept of a stack as a collection of infrastructure that is deployed
and can be managed as a single entity. You walked through multiple template examples showing how

to deploy a very simple template with one AWS resource all the way up to deploying a sample AWS
WordPress template that deployed multiple applications on a single EC2 virtual server. In this chapter,
I'll cover updating the stack and other management-related items. You’ll use two AWS sample templates
to see how to update an existing stack to move from being deployed to a single instance to a much more
fault-tolerant solution using additional AWS resources and instances in multiple availability zones
within a given region.

Managing the Deployment Code/Template

As you saw in the previous chapter, you can use a template that contains JSON-formatted text to

deploy resources in the AWS platform using CloudFormation. Although the template used to launch

a CloudFormation stack is available under the Template tab in the stack properties section of the
CloudFormation dashboard, it is also recommended that you have a working copy saved in a safe location.
This working copy will be used when you want to edit your resources because of an update or if for any
reason you need to relaunch an exact copy of this stack elsewhere. There are multiple ways that you can
approach backing up the code template. CloudFormation templates that you've uploaded in the previous
chapter will be stored in S3 when used to deploy resources. An example of how the templates are stored in S3
is shown in Figure 12-1.
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Figure 12-1. CloudFormation templates stored in S3 as part of the “upload a template” function for
deploying AWS resources

Each time a CloudFormation stack is updated and redeployed, a copy of the current template used
to deploy the resources will be saved in the S3 bucket that CloudFormation created and uses for template
information. If you want to back up this bucket to another bucket, use the AWS CLI to sync the files between
buckets. The command to sync between buckets is

aws s3 sync s3://mybucket-src s3://mybucket-target

Rather than syncing S3 buckets, you could just choose to create a new bucket of your own to hold
backup information that you feel may be needed. If you want to save a bit of money, you can even switch
the storage class to be “Standard - Infrequent Access” rather than the default storage class. The least costly
option is to store the template files in offline storage, such as locally or a free cloud storage option like
Google Drive.

Storing a single template, or even ten, is not going to take up a large amount of space. Some readers may
be looking for a more robust option for storing their CloudFormation templates and code. The AWS platform
has a solution for this in the form of the CodeCommit service. CodeCommit allows you to create secure code
repositories in the cloud. The benefits of a code repository include versioning and the ability for multiple
developers to be working on and checking in code that can then be deployed to your infrastructure. You can
access CodeCommit from the Services menu of the AWS Console under the Developer Tools section.
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Managing Access to Stack Updates

In the previous chapter, you logged into the AWS Console to deploy your CloudFormation stacks. Although
this is a simple way to deploy the infrastructure, there may come a time when you have multiple templates
and stacks that can be deployed and you may want to delegate the ability of performing updates to other
IAM accounts or roles in your AWS account. As discussed in earlier chapters, AWS IAM allows you to create
accounts, groups, and roles and to assign permissions by applying policies that have the access needed

to perform tasks. For CloudFormation, you can create a role that acts on behalf of your account to launch
resources, but when the account assumes that role, it is still the base permissions or policy applied to that
account that is used to launch resources. This means that if you try to launch a CloudFormation template
from an account that has limited permissions in a given resource, such as EC2, you may not be able to
launch the resources within the stack. In terms of CloudFormation access, what you may choose to do is to
limit certain accounts to only have read access to the CloudFormation service by attaching the policy to limit
access via IAM to the group or account, as shown in Figure 12-2.

Attach Policy

Select one of mofe polcies 1o attach. Each role can have up to 10 poicies attached

Fitter: Polcy Type = | cloudformation]
Policy Name = Attached Entities + Creation Time £ Edited Time &
® (T] AWSCloudFormationFeadOnly Access o 2015-02-06 13:39 EST 2015-02-06 13:39 EST

Figure 12-2. The IAM AWSCloudFormationReadOnlyAccess policy is shown. This is a way to limit accounts
or groups from launching stacks using CloudFormation

Although limiting accounts and groups may seem like overkill, CloudFormation is quite powerful and
can easily launch a very large infrastructure into your AWS account, which could become a billing nightmare
if one of your users did this without your knowledge.

Deploying the Sample Stack

In the previous chapter, you used the AWS WordPress CloudFormation template sample, which launched
WordPress on a single EC2 instance. In this chapter, you'll launch that stack and then work through
updating it to launch additional resources; the end result is a more scalable, fault tolerant infrastructure
implementation.

The AWS WordPress Single Instance template is included in this chapter’s source files: AWS_Sample_
Wordpress_SingleInstance.json. Since I covered the launch of a stack in the previous chapter, I'll assume
that you have successfully launched the stack, waited about 30 minutes after launch, connected to the
instance, and walked through the WordPress installation.

Updating the Stack

Now that you have the WordPress Single Instance stack running, let’s take a look at updating the stack to a
multi-instance, multi-availability-zone sample template. The updated template is included in this chapter’s
source files: AWS_Sample_Wordpress MutliInstance.json. Let’s take a look at the template differences first
to understand what is being defined in this updated template.
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The first thing to notice is the inclusion of a DB instance class in the Parameters section. It asks for
information at launch time and defines what instance type should be used as the EC2 virtual server instance
that will be used to host your database resources.

"DBClass" : {

"Description” : "Database instance class",

"Type" : "String",

"Default" : "db.t2.small",

"AllowedValues" : [ "db.tl.micro", "db.mi.small", "db.mi.medium", "db.mi.large",
"db.m1.xlarge", "db.m2.xlarge", "db.m2.2xlarge", "db.m2.4xlarge", "db.m3.medium",
"db.m3.large", "db.m3.xlarge", "db.m3.2xlarge", "db.m4.large", "db.m4.xlarge",
"db.m4.2xlarge", "db.m4.4xlarge", "db.m4.10xlarge", "db.r3.large", "db.r3.xlarge",
"db.r3.2xlarge", "db.r3.4xlarge", "db.r3.8xlarge", "db.m2.xlarge", "db.m2.2xlarge",
"db.m2.4xlarge", "db.cr1.8xlarge", "db.t2.micro", "db.t2.small", "db.t2.medium", "db.t2.large"]

)
"ConstraintDescription” : "must select a valid database instance type."

1

This is different from the first template; in the first template the database was loaded on the same
instance as the web server software. My recommendation for this setting when you update the stack is to
select the same size instance as the web server, a t2.micro, especially if this is just for testing purposes. Since
this will be a second instance up and running, this will incur additional billing, even at the free tier level.

The next difference is related to a question of whether you want to set up a multi-AZ MySQL RDS
instance. If you choose “True” for this parameter, additional answers will need to be provided about the
setup.

"MultiAZDatabase": {
"Default": "false",
"Description" : "Create a Multi-AZ MySQL Amazon RDS database instance",
"Type": "String",
"AllowedValues" : [ "true", "false" ],
"ConstraintDescription" : "must be either true or false."

1

"WebServerCapacity": {
"Default": "1",
"Description” : "The initial number of WebServer instances",
"Type": "Number",
"MinValue": "1",
"MaxValue": "5",

"ConstraintDescription" : "must be between 1 and 5 EC2 instances."
b
"DBAllocatedStorage" : {
"Default": "s5",

"Description” : "The size of the database (Gb)",
"Type": "Number",
"Minvalue": "5",
"MaxValue": "1024",
"ConstraintDescription" : "must be between 5 and 1024Gb."
}
}
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As you can see in the above template code, you're going to be asked for three items in the Parameters
section related to this decision: whether you'll use multi-AZ or not, the initial count of web servers to
initialize (between 1 and 5), and the allocated storage for the database.

The largest changes to the template occur under the Resources section. In comparing the files, you'll
notice that the first set of noticeable changes (shown below) have to do with adding an Elastic Load
Balancer. A load balancer is an EC2 resource that accepts web traffic and forwards that traffic on to web
server resources that can be as small as a single EC2 instance or a group of EC2 instances in a balanced
fashion.

"ElasticLoadBalancer" : {
"Type" : "AWS::ElasticlLoadBalancing::LoadBalancer",
"Properties” : {
"AvailabilityZones" : { "Fn::GetAZs" : "" },
"CrossZone" : "true",
"LBCookieStickinessPolicy" : [ {
"PolicyName" : "CookieBasedPolicy",
"CookieExpirationPeriod" : "30"
P
"Listeners" : [ {
"LoadBalancerPort" : "80",
"InstancePort" : "80",
"Protocol” : "HTTP",
"PolicyNames" : [ "CookieBasedPolicy" ]
P
"HealthCheck" : {
"Target" : "HTTP:80/wordpress/wp-admin/install.php",
"HealthyThreshold" : "2",
"UnhealthyThreshold" : "5",
"Interval” : "10",
"Timeout" : "5"

This template code will add the resource of an EC2 Elastic Load Balancer (ELB) that will accept traffic
on port 80 (LoadBalancerPort) and forward it on to any instances behind the load balancer on port 80
(InstancePort). It also implements a cookie-based persistence policy. More information EC2 Load Balancers
and their settings can be found at https://aws.amazon.com/elasticloadbalancing/. It is worth noting
that AWS recently added an Application Load Balancer that offers many more features for web application
load balancing than the Elastic Load Balancer, which you'll take a look at in the next section. Finally, an ELB
Health Check is added to verify that there is always a response from one of the instances behind the load
balancer for the URL (/wordpress/wp-admin/install.php).

The next differences that you'll notice have to do with the web server resources. In the new template,
you're deploying multiple web servers, so the Resource section has been updated from defining a single
web server resource to a WebServerGroup that has quite a few new properties that you haven'’t seen yet. I'll
discuss some of them.

"WebServerGroup" : {
"Type" : "AWS::AutoScaling::AutoScalingGroup",
"Properties” : {
"AvailabilityZones" : { "Fn::GetAZs" : "" },
"LaunchConfigurationName" : { "Ref" : "LaunchConfig" },

171


https://aws.amazon.com/elasticloadbalancing/

CHAPTER 12 © UPDATING THE STACK

"MinSize" : "1",

"MaxSize" : "5",

"DesiredCapacity” : { "Ref" : "WebServerCapacity" },
"LoadBalancerNames" : [ { "Ref" : "ElasticloadBalancer" } ]

First, the WebServerGroup is defined as an AWS Auto Scaling group that will use values passed from the
Parameters section in terms of WebServerCapacity, and references that this group will sit behind the Elastic
Load Balancer that was created earlier in the code template.

"UpdatePolicy": {

"AutoScalingRollingUpdate": {
"MinInstancesInService": "1",
"MaxBatchSize": "1",
"PauseTime" : "PT15M",
"WaitOnResourceSignals": "true"

}

}

An Auto Scaling group update policy sets the minimum number of instances to be available in the Auto
Scaling group and the maximum that can be launched in a batch. It also defines the wait time (PT15M, or 15
minutes) for a signal to be received from the instance before the Auto Scaling group takes action. If you're
wondering about the method of the Auto Scaling group communication in terms of getting information
about the instance, you'd be correct if you guessed CloudWatch.

Next, an Auto Scaling launch configuration is defined. This section defines what should be done when
a new instance is launched by the Auto Scaling group. This will look very familiar (with the exception of the
MySQL Server installation) as the previous template. These instance resources will still need MySQL client
utilities, but won'’t require the server software since a MySQL RDS database instance will be part of the
Resources definition.

This brings you to the last change to the template, which is the definition of the MySQL RDS Database
resources.

"DBSecurityGroup": {
"Type": "AWS::RDS::DBSecurityGroup",
"Condition" : "Is-EC2-Classic",
"Properties": {
"DBSecurityGroupIngress”: {
"EC2SecurityGroupName": { "Ref": "WebServerSecurityGroup" }
b

"GroupDescription": "database access"

}

b
"DBEC2SecurityGroup": {

"Type": "AWS::EC2::SecurityGroup",
"Condition" : "Is-EC2-VPC",
"Properties" : {
"GroupDescription": "Open database for access",
"SecurityGroupIngress" : [{
"IpProtocol” : "tcp",
"FromPort" : "3306",
"ToPort" : "3306",
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"SourceSecurityGroupName" : { "Ref" : "WebServerSecurityGroup" }
}]
}

b
"DBInstance" : {

"Type": "AWS::RDS::DBInstance",
"Properties": {

"DBName" : { "Ref" : "DBName" },

"Engine" : "MysoL",

"MultiAz" : { "Ref" : "MultiAZDatabase" },
"MasterUsername" { "Ref" : "DBUser" },

"MasterUserPassword": { "Ref" : "DBPassword" },

"DBInstanceClass" : { "Ref" : "DBClass" },

"AllocatedStorage” : { "Ref" : "DBAllocatedStorage" },
"VPCSecurityGroups" : { "Fn::If" : [ "Is-EC2-VPC", [ { "Fn::GetAtt":

[ "DBEC2SecurityGroup"”,
"GroupId" ] } 1, { "Ref" : "AWS::NoValue"}]},
"DBSecurityGroups" : { "Fn::If" : [ "Is-EC2-Classic", [ { "Ref": "DBSecurityGroup" } 1, {
Ref" : "AWS::NoValue"}]}
}
}
}

In this section of the template code, you're adding an AWS RDS database instance with the MySQL
engine. Refer back to the Parameters section to find out whether this should be a multi-AZ setup and to get
the database username, password, administrator password, and instance class to be used.

In addition, you also create a new security group based on a condition that is evaluated to find out
whether you're in a virtual private cloud (VPC) network setup or if you're using EC2 Classic. EC2 Classic only
comes into play if this AWS account had been set up years ago; it’s not an option for new AWS accounts.

Understanding Impact

You now have the template code that you want to update your stack with and you understand that you'll
be adding resources. It is important to understand that in the process of a stack update some resources can
have changes done to them without impacting the service and disrupting website visitors while others will
most definitely impact website visitors. In your situation, since you are creating an Auto Scaling group to
hold your instance configuration, the existing EC2 virtual server resource that you have must be destroyed
and a new instance will be launched as part of the new configuration definition. All data on that single EC2
instance will be lost, and since you're setting up a new RDS database instance, you'll need to walk back
through the WordPress installation once the stack has been installed.

CloudFormation evaluates the current template and what changes are needed to update it to the new
version of the template. There are three types of changes that will be made when updating a template. The
first is a change that has no interruption. An example of this type of change is the addition of tags to an EC2
virtual server instance. In this case, CloudFormation can make the update without having to redeploy the
resource. The second type is an update that causes some interruption. An example of this type of change is
the creation of a new security group with differing inbound and outbound port configurations. The instance
would experience a brief interruption as the newly created security group was applied to it and the old one
was disassociated from it. The last type of change is the most disruptive and is referred to as replacement. In
this type of update, CloudFormation is not able to update the asset in its current state, so it will destroy the
current resource and replace it with the definition of the resource in the updated template file.
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There is a process that protects you and gives you the opportunity to review the changes before
implementing them. This process is called a Change Set. To update an existing stack, click the stack name
from within the CloudFormation dashboard and then click the Action button and click “Create Change Set
for Current Stack.” On the next screen, shown in Figure 12-3, choose to upload the new version of your stack
template and click the Next button.

T} Services ~  Resource Groups ~

@ CloudFormation ~»  Stacks » Create Change Set

Create change set

| select Template

Specity Details 1 See your changes before creating your stack
Oplions e 521 to see the changes CloucFormation will make when creating your stack based on the
Review _

=

= execuled Learn more.

=a

=

.

[ aee ]

Select Template

To create a change sef, provide a templale that Specmles the changes fof the rESIURceS and Properies that you want 1o créate your stack with. Learm mare

Figure 12-3. Creating a new Change Set from the CloudFormation dashboard with the initial screen to
update the template file used by CloudFormation

You'll then progress through the Parameters section of the new stack template, as shown in Figure 12-4.
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Database instance class

The WordPress database name
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The WordPress database admin account username

WebServer EC2 instance type
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L4

Create a Multi-AZ MySQL Amazon RDS database instance
The IP address range that can be used to SSH to the EC2 instances

The initial number of WebServer instances

Cancel Previous -

Figure 12-4. The new template parameters are requested as you walk through the update of your Change Set

using CloudFormation

After entering needed information and clicking the Next button to progress to the following step, you
will be presented with a screen that allows you to review the changes to the resources; any resources that fall
into the “replacement” category type of CloudFormation change will be identified in the review screen. An

example of the screen is shown in Figure 12-5.
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Update1 Other Actions = Execule
Overview

1D amn:aws-cloudformationus.west-2 704427204249 changeSetUpdate 1/d6596c b3-e484.4bd8-b22d- Taddc aSceT2
Description Wordpress
Created time  2017-01-07 17:22.00 UTC-0500
Status CREATE_COMPLETE

Stack name  MyWordpress StackUpdate
» Change set input

* Changes

The changes CloudFormation will make f you execute this change sel

T Viewing 6ol 6

Action Logical 1D Physical ID Resource type Replacement
[ Ada ] DElnstance AWS-RDS:D8instance

| Ad ] DBSecurityGroup AWS: RDS: DBSecurtyGroup

m Elastic LoadBalancer AWS: EbstcLoadBalanc ng LoadBalancer

[ Acta LaunchConfig AWS: AutoScalng LaunchConfiguration

| Ada ] WebServerGroup AWS: AuloScalng AutoScalngGroup

[ Acd WebServerSecurity Group AWS: EC2Security Group

Figure 12-5. The Change Set review screen

Once you have reviewed the information in the Change Set and understand the impact, you can click
the Execute button in the top right-hand corner to proceed with the stack update. You will be prompted by a
confirmation window; click the Execute button a second time to complete the process.

Summary

CloudFormation and having a way to deploy your infrastructure in a way that is easy to reproduce quickly
are key benefits of managing your Infrastructure as Code. This chapter covered ways that you can protect
that code and how to update a deployed stack. You learned how to determine the impact of a stack update
before proceeding with the update. Next, I'll summarize what you've learned in this section of the book and
do a knowledge check and explore cost considerations for hosting a CMS platform website in Amazon Web
Services.
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Part 2: Hosting a Platform/CMS Website in Amazon Web
Services Wrap-Up

In this section you learned about services related to hosting a platform/content management system-type
website in AWS, including migration options, installation using Infrastructure as Code concepts, and the
CloudFormation service to stand up and modify an infrastructure stack.

As with the static website hosting scenario, this knowledge check will summarize the services that
you've used and give links to additional resources so you can learn more about these services and features.
In addition, I will talk about cost considerations for the example CMS sites that you've worked with in this
section.

Knowledge Check

CMS Website: You learned that a CMS is a content management system website that consists of static content,
database, and application/dynamic resources. They are sometimes referred to as “platform” websites and I
covered examples for the three most popular of these platforms: WordPress, Drupal, and Joomla.

AWS S3 (Simple Storage Service): You revisited AWS S3 usage as a major component for this hosting
scenario because it will still play a major role in hosting not only static files, but also application files and the
CloudFormation templates that define the infrastructure stack that will be launched.

AWS EC2 (Elastic Cloud Compute): You learned how to launch an EC2 virtual server instance through
the AWS Console as well as how to use the AWS command line interface to launch resources. You learned
about user data and how to install applications during launch time. You learned about security groups and
how they control access to your EC2 resources. I introduced EBS (Elastic Block Storage) and covered how it
can be used to create volume storage that you can attach to EC2 virtual server instances. You also learned
how EC2-related resources can be defined in CloudFormation templates and launched and managed via
that AWS service.

AWS RDS (Relational Database Service): You were introduced to the AWS RDS service and learned
about the various databases that can be hosted in this fully-managed service. You learned how to set up
MySQL database resources from the AWS Console and CLI as well as how to connect to these resources using
client-side applications to manage your database resources. You learned how RDS can assist you by handling
backups of your databases and even perform upgrades automatically to the platform hosting the databases.

AWS CloudFormation: You learned about the AWS CloudFormation service and how to define
infrastructure using JSON/text files. You then learned how to use these definition files to launch an
infrastructure stack and how it can be managed as a single unit of resources. You learned how to update and
redeploy changes to the infrastructure stack and you learned that some stack updates are more disruptive
than others.

Cost Considerations

As with your first hosting scenario, the static website, the scenario presented in this chapter will have similar
cost considerations in terms of when to move to a new hosting platform such as AWS. In the first scenario,

the benefit to hosting in AWS had to do with the high availability and durability of hosting your files in S3.
When you think about a platform/CMS website, there will be additional cost for resources such as EC2 virtual
server instances and RDS instances. These costs can range from being quite minimal and reasonable to being
significant based on how much data is stored and how much traffic the website is handling. If you are hosting
avery active site, you may need to deploy a larger infrastructure. The benefit of using the AWS platform in
this case is that you are only charged for what you use and you have the ability to easily scale up to address
the real-time need of your visitors. The AWS platform allows you to launch resources quickly and to test
functionality with minimal expense. You have the ability to set up your infrastructure to scale automatically to
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meet the demand of your customers if you so choose. This flexibility and scalability is the selling point when
looking at your web hosting platform. When launching a new site, you may not know if you'll get 100 visitors
or 100,000 visitors, but you want to be able to deliver your content to the 100,000 visitors if they come. If you

lock in with many smaller hosts, they will limit the amount of data (bandwidth) that they will deliver to your
customers and you may need to manually intervene if website traffic grows unexpectedly.

In terms of realistic cost estimations when deploying a CMS website using EC2 and RDS resources, you
can expect to pay anywhere from $4-$15 per month in hosting charges for a small-to-medium site. At the
time of writing, Amazon recently launched a new service call LightSail that offers an easy way to setup a VPS
that can be used to host your platform/CMS website. Hosting plans start at $5 per month and go up to $80
per month. Using this method, you're given a predefined set of resources to use based on the plan selected.
It’s very similar to other hosting providers and I believe that Amazon is offering this to directly compete at
this level. My preference is to manage my own resources across the full AWS platform and pay for what I use,
but your mileage may vary. You can find more information at https://amazonlightsail.com/.
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CHAPTER 13

Building Upon Your Foundation -

Welcome to Chapter 13 and the start of the final hosting scenario. This scenario, which will be described
in more detail in Chapter 14, will be a study of a hypothetical, full-service, e-commerce website that not
only handles a high level of web traffic but also accepts payments for products and services sold through
the website. I will build upon the foundation of knowledge that you've obtained from the past two hosting
scenarios and explain concepts and functionality of AWS services and products that will enable you to
deliver a website and services to your customers using the power and flexibility of the AWS platform. In
addition to the discussion around the e-commerce hosting scenario, you'll also start looking at the features
of the AWS platform that will appeal to those hosting enterprise architecture in data centers who are looking
to extend their service catalog or infrastructure into the cloud.

Before I describe the architecture of the next hosting scenario, let’s touch base on the concepts and AWS
services that will be covered in this section of the book.

AWS Services Introduced/Used

e AWS S3: Amazon Web Services Simple Storage Service will be revisited a third time
as your main storage location, although this time you'll also start managing a storage
lifecycle for your S3 assets. You'll also use the AWS Glacier Storage Solution as a
long-term archiving solution.

e  AWS EC2: Amazon Web Services EC2 (Elastic Cloud Compute) Service will be used
in this scenario. Your e-commerce website will be fully redundant and will support
Auto Scaling to adapt your infrastructure based on your website traffic needs. This
means that you'll have multiple EC2 virtual server instances running your web
server application and available to serve your content. You'll learn AWS networking
concepts including VPC (virtual private cloud), Elastic IPs and their use, and more,
including a deeper look at web traffic load balancing using Elastic Load Balancers
and Application Load Balancers.

¢ AWS CloudFront: You'll use Amazon Web Services CloudFront, the CDN
(content distribution network) solution for efficiently delivering your website content
to customers across the globe in a low-latency, geographically optimized way.
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e AWS RDS: Amazon Web Services Relational Database Services, the fully managed
service that enables you to leverage AWS infrastructure to host your database
services and workloads, will be used again to host the databases needed for your
e-commerce website. You will use third-party applications that need database
resources to hold information about the products that you're selling as well as your
customer database.

e  AWS Workflow Services: You'll spend some time learning about the ability to
extend your efficiency and interaction with your new infrastructure by using AWS
Workflow Services including SNS (Simple Notification Service), SQS (Simple Queue
Service), and code deployment options including Elastic Beanstalk, OpsWorks, and
CodeDeploy.

e  AWS Security Services: You'll learn about the various services and products that
are at your disposal to help with infrastructure security, reporting, and compliance.
Topics will include implementing SSL certificates on your website, as well as
introductions to AWS Inspector, AWS CloudTrail, and AWS Trusted Advisor.

e  AWS Enterprise Solutions: Lastly, you'll learn about AWS platform services, which
enable you to extend your business into the cloud and deliver desktop workstations,
enterprise mail, directory services, and document management to your employees.
You'll also see how these services can be used to fill short-term needs for trainers or
instructors.

Overview of Services

In addition to the information covered above, you'll explore the current service list offered by AWS at the
time of writing this book and you'll learn about the release rate of new products and services from this cloud
vendor (Figure 13-1).
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€ Developer Tools

CodeCommit
CodeBuid
CodeDeploy
CodePipeiine

Management Tools
CloudWatch

CloudF ormation

CloudTrail

Config

OpsWorks

Service Catalog

Trusted Advisor

Managed Services
Application Discovery Service

Security, Identity &
Compliance

1AM

Inspector

Certificate Manager
Directory Service
WAF & Shield
Compliance Reports

Analytics

Athena

EMR

CloudSearch
Elasticsearch Service
Kinesis

Data Pipeline

Quick Sight

Artificial Intelligence
Lex

Polly

Rekognition

Machine Learning

1

Internet of Things
AWS loT

Game Development
Gamelift

Mobile Services
Mobile Hub
Cognito

Device Farm
Mobile Analytics
Pinpoint

Application Services
Step Functions

SWF

APl Gateway

Elastic Transcoder

Messaging
sas

SNS
SES

Business Productivity

WorkDocs
WorkMail

Desktop & App Streaming
WorkSpaces
AppStream 2.0

Figure 13-1. A list of available AWS products and services at the time of writing
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Summary

Asyou can see from the description above, there will be a lot of information covered in this last hosting
scenario plus an introduction to services that can be used to extend enterprise services. As you progress
through the next several chapters, think of ways that you can use these services to your benefit that may

or may not be highlighted by this book. The true benefit and power of the AWS platform is realized when
leveraging services to improve your productivity or efficiency in delivering your infrastructure needs.

An important concept to understand is that many, if not all, of the AWS platform services can be used in
conjunction with each other to deliver a full cloud-based infrastructure or individually to fit a need, whether
cloud-based, on-premise, or as a way to compliment another provider’s services. My goal in this final section
of the book is to leave you feeling confident in your understanding of how to use all current AWS services
and to know the basics of implementing them so that you can explore them further.
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CHAPTER 14

Enterprise Website Scenario

In this chapter, I will describe the infrastructure of your last web hosting scenario, the enterprise website.

I will be describing the resources required to deliver a fault tolerant, highly available solution that leverages
AWS services to scale up and down based on website traffic requirements. The solutions and website
described in this section of the book will be based around a hypothetical business that has implemented an
e-commerce website that sells products and services online. This business also uses its website as a way to
drive new business, manage and measure customer engagement, and interact with customers across social
media platforms. The focus in this hosting scenario is to deliver a great experience for website visitors and to
ensure that transactions that occur are secure and that you protect your customer data and privacy.

I'll also discuss the need for this new business to launch a new product online and how you can manage
the uncertainty of being able to accurately forecast your customer interest with an eye to understanding how
AWS can help in this area. Let’s start diving into this scenario as we have in previous ones, by describing the
content, the assets or resources needed, and, in this case, an architecture design diagram that will help you
understand the scenario further.

Website Content Overview

This hosting scenario will be focused on a hypothetical enterprise-level website that has e-commerce
capabilities plus the requirement to support a small staff operation in a physical location. In your scenario,
the website will have the following resources and requirements:

e  Home: The home page will be the landing page for the website. This is the place
where the majority of the advertising and “call to action” activity will occur for this
website. It is also the front door to the e-commerce sections of the website content.

e  Products: This section will have the sales information of the products that you are
selling from your online store. As you'll see from the folder structure breakdown
later in this chapter, there will be a few different product types. In this example, the
business is selling various art works on the site.

¢  Promotions: This area of the site will hold information pertaining to monthly
promotions and discounts that the business will offer to its customers.

e  Static Content: This section of the website will hold your static assets, such as
images and documents.
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e Store: This e-commerce website scenario will most definitely have a shopping
cart/online merchant component. Some may choose to implement a simple way to
process payments and orders from a site such as PayPal, and others may choose to
use a more complex online store solution like Magento. In your scenario, you will
assume and plan for the latter. The installation of the Magento application will be
installed in the Store directory within the site structure and you'll need to plan for
not only database resources for your website but also for this component, which will
hold your product inventory and all the details about it.

¢  Contact: The traditional contact page will also have a feedback form, your social
media presence information, and physical store location information.

Website Asset Overview

Figure 14-1 shows the basic file structure of this website scenario. It includes resources that will be hosted on
each of the web servers that are serving up the website content.

config
css
feedback
products
promations
static-content
store
themes

¢ index

robots

Expanded Folder Structure

static-content

praducts promotions v images

painting February facebook
charcoal January instagram
oil March main-site
watercolor twitter

photography store
architecture themes
landscape theme-1
wildlife theme-2

Figure 14-1. The basic file structure for the web server of the enterprise website scenario

Website Architecture Design

This section covers the architecture design for the website scenario. This design will deliver a highly
available, fault tolerant website hosted in AWS and leveraging the built-in redundancy of having multiple
availability zones (AZ) within a given AWS region.

When deploying resources such as EC2 instances or RDS database instances in AWS, you can select
whether you'd like them to be placed in a specific AZ. In most cases, when you're standing up resources for
testing or development, fault tolerance is not an issue at the top of your mind, so you usually just deploy a
single resource to a single AZ within a single region. However, production-level websites and applications
require fault tolerance, so for this website hosting scenario you will deploy multiple resources in multiple
availability zones. Figure 14-2 provides an overview of the architecture of the website scenario.
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Figure 14-2. The architecture design for your enterprise website hosting scenario

As you see from Figure 14-2, you will front all of your web traffic using AWS Route53, which you'll
remember is a highly available DNS service with a 100% SLA. From here, you'll have Route53 route your
web traffic to a pair of redundant EC2 Elastic Load Balancers. The load balancers will pass the traffic on to
your EC2 instances, which will be part of an Auto Scaling group configuration so that you can configure a
minimum and maximum setting for how many web servers you want and allow AWS to handle scaling up
the infrastructure for you on-demand as your resources become more utilized from web traffic or processing
requests. Each EC2 Auto Scaling group will be inside an availability zone with an RDS database instance
for that availability zone. You'll have the same infrastructure configured in a second availability zone for an
additional level of fault tolerance.

Think of availability zones as data centers. This setup allows you to have EC2 and RDS resources in two
locations so that if the infrastructure in one of them fails, you can route traffic to the second. EC2 resources
in each AZ will communicate back to S3 for storage resources for the website content.
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Summary

In this chapter, you explored the architecture of the enterprise website scenario that you will be working with
as you learn about the more complex features and services offered in AWS that enable you to deliver a highly
available, fault tolerant website to your customers. In the next chapter, you'll dive into the deployment of
EC2 resources across multiple availability zones and learn how to configure and use Auto Scaling for these
resources. You'll also see how you can configure Route53 to point to multiple Elastic Load Balancers and
explore options for when to route traffic between them.
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EC2 Resources at Scale

In this chapter, I will walk you through the setup and configuration options to create the top section of

the infrastructure resources described in Figure 14-2 in Chapter 14. This will include Route53 setup and
configuration options to send web traffic to redundant Elastic Load Balancers, the creation of EC2 resources
behind these load balancers in two availability zones, and RDS database resources across availability zones.
I'll include a CloudFormation template at the end of this chapter that can be used to deploy an infrastructure
that will model what was described in Chapter 14.

Multiple Levels of Redundancy

In the enterprise hosting scenario, your goal is to provide a highly available website to your visitors,

one that has the ability to survive failure at multiple levels of the infrastructure stack. Infrastructure in

the stack should be designed and deployed with failure in mind. When you launch a new virtual server
instance within EC2, you should plan for that instance to have downtime or times when it will need to be
redeployed. This is one of the reasons why it is worth the time investment to understand how to use tools
like the command-line interface and AWS CloudFormation for easier deployment and management of
these resources. In addition to being able to stand up resources quickly using the tools just mentioned, you
should plan to have multiple resources available to serve your content. AWS offers regions for resources in a
geographical area and availability zones as data center locations for resources within a given region.

I discussed this concept earlier in the book, but it’s worth talking about further to understand the design for
using AZs and regions for redundancy.

Availability Zones and Regions

As mentioned, availability zones and regions are AWS location identifiers for your resources. An availability
zone can be thought of as a data center location and there are at least two availability zones within each AWS
region. Figure 15-1 illustrates the availability zones and regions available for your resources at the time of
writing.
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Code Name

us-east-1 US East (N. Virginia)
us-east-2 US East (Ohio)
us-west-1 | US West (N. California)
us-west-2 | US West (Oregon)

ca-central-1 Canada (Central)
eu-west-1 | EU (Ireland)
eu-central-1 | EU (Frankfurt)
eu-west-2 | EU (London)
ap-northeast-1 .Asia Pacific (Tokyo)
ap-northeast-2 | Asia Pacific (Seoul)
ap-southeast-1 Asia Pacific (Singapore)
ap-southeast-2 .Asia Pacific (Sydney)
ap-south-1 .Asia Pacific (Mumbai)

sa-east-1 South America (Séao Paulo)

Figure 15-1. The listing of current AWS regions with geographic name and code

In Figure 15-1, you can see at least two availability zones per location. The naming of these zones
consists of the region code with an alphabetic identifier appended to the end. For example, the region
“us-east-1” has the following availability zones: “us-east-1a,” “us-east-1b,” “us-east-1c,” “us-east-1d,” and
“us-east-1e.” This region is the original region that was set up and this is why it has so many availability
zones. Most have two or three AZs per region, but the naming convention is the same across regions.

Each AWS region is isolated from the other, meaning that resources running in “us-east-1” are isolated
from resources running in “us-west-2.” If you were to launch all of your resources in a single AZ and this
availability zone had an outage, all of your resources would be affected. If you launch resources in multiple
AZs, you are considered redundant in that region. Availability zones in a given region are connected via low
latency network connections and can easily route traffic between them when there is a failure of a resource
in one. AWS gives you the full capability to launch and design your infrastructure to be redundant and
fault tolerant, but it is up to you to make those design decisions and implement them for the design to be
effective.
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When designing architecture to be deployed and dealing with regions and AZs, you also need to
consider the following factors:

¢ Notall AWS resources and services are available in all regions.

e  AWSresources and services are scope based, in that they are delivered at the AZ
level, the region level, or global.

For the first bullet point, it is important to understand that not all AWS resources and services are
available in all regions. An example of this is the AWS Lambda service. At the time of writing this book, this
service was not available in all regions. For the most current information on which services are available in
which regions, please see the AWS Global Infrastructure Region Product page at https://aws.amazon.com/
about-aws/global-infrastructure/regional-product-services/. This will help you determine if the
products and services you need are available in the region where you want to deploy resources.

The second bullet point focuses on the fact that AWS resources are not all available to be deployed at
the lowest level of scope, which is an AZ. EC2 instances, for example, are an AZ-level resource, which means
you can deploy EC2 virtual server instances to a given AZ within a specific region. A security group, which
as you know is used to control ingress and egress connections to a resource such as an EC2 instance, is a
regional-level resource. This means that a security group can be created in a given region and applied to
resources within that region, but not used to secure resources in a different region. The last type of resource
scope is global; an example of a globally scoped resource is one that is used across regions and is usually tied
to your AWS account.

A good example of a global resource that you've experienced in this book is the IAM account. An
account created in IAM is a global resource; the keys associated with that account are also global in nature.
This means that they are used across the account and are not tied to a specific region or AZ. On top of this,
there are outliers that fall into multiple scope categories, such as the AWS S3 bucket. The bucket itself is
created with regional scope and by default will have data redundancy built in because Amazon will make a
copy of your data in each of the AZs within that region to help it meet the high availability SLA that it boasts
for this product. Data will not be automatically copied to another region, though; remember that region
scope means that the resource stays in the defined region. So if you want this extra layer of redundancy, you
need to use tools to get it out of your implementation. The S3 bucket name, as you know from earlier in the
book, is a global scope and is even larger than just your account; across the entire AWS platform it has to be
unique.

If you're thinking that this is getting confusing, you're right. Some research is needed when you design
your infrastructure in order to understand the level the resource is scoped at so that you can properly plan
for resource redundancy at the right scope level. Thankfully, AWS documentation is an excellent resource for
resource scope and locations. Here is documentation that explains at which level a variety of EC2 resources
are scoped: http://docs.aws.amazon.com/ANSEC2/1atest/UserGuide/resources.html.

Throughout this chapter I'll call out the resource scope and how you would achieve redundancy by
deploying multiple layers of resources that can assist at the time of failure.

Elastic Load Balancing

In the infrastructure of this scenario, you've deployed two Elastic Load Balancers. Elastic Load Balancers are
endpoint devices that handle web traffic and can balance that traffic between multiple EC2 virtual server
instances. In 2016, AWS introduced a new type of load balancer with enhanced features and benefits called
an Application Load Balancer. At this point, AWS started referring to the Elastic Load Balancer offering as

a “Classic Load Balancer”” A great comparison of the features of each load balancing type can be found at
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.
html?icmpid=docs_elbv2_consoletielb-features. One of the main benefits of the Application Load
Balancer is the support for multiple ports.
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For your example, you are going to deploy two Classic Load Balancers as a way to offer redundancy and
you'll place your EC2 resources in auto-scaling group configurations in web server pools attached to each load
balancer. In this section, you'll set up your two load balancers in a single region, as shown in Figure 15-2.

Amazon
Route 53

Elastic Lodd Balancer

Figure 15-2. Your domain, set up in Route53 DNS, will point to one of two possible load balancers based on a
health check

To set up your load balancers, log into the AWS Console and browse to the EC2 Dashboard. From here
you'll select the Load Balancers link under the Load Balancing section in the left-hand navigation. Click the
Create Load Balancer button and choose the Classic Load Balancer option. This will launch the wizard to
walk you through creating the resource.

On the first screen, you will define the load balancer name. You will choose which network (VPC) you
would like to deploy the load balancer within. VPCs are network resources that are scoped at the AZ level,
meaning you can have multiple VPCs in each AZ. In your example, you will deploy your resources to the
same VPC so that they will live in the same public IP address space. Lastly, you'll configure listener ports on
the load balancer. Since your load balancers will only handle web traffic, you'll leave the default settings of
Port 80 listening on the load balancer and forwarding to Port 80 on the EC2 virtual server instances.

In the next step of the wizard, you can choose to apply a security group configuration to the load
balancer. I've chosen not to associate a security group with the load balancer.

In the third step of the wizard, you will be prompted with information saying that your load balancer
does not have a “secure” listener, such as listening for traffic over HTTPS using SSL (Port 443). Just click the
button without taking action and proceed to the next step in the wizard.

Step four is shown in Figure 15-3. In this step, you configure health check settings for EC2 virtual server
instances that will receive traffic from the load balancer. Configuring these settings allows the load balancer
to tell whether an instance is in a healthy state and ready to receive traffic.

(1] Services ~  Resource Groups ~

1. Difine Load Balancer 2 Assign Securty Geowps 3. Configrs Securty Settngs 4 Configure Mealth Check & Add ECZ instances 8 Add Tags Freoew

Step 4: Configure Health Check
Your load balancer will sutomabcally perform health checks on your EC2 instances and only route traffic o instances that pass the heath check If an instance fads the healh check, # is automatic aly removed from the lbad balancer
Ping Protocol HTTP
Ping Port B0

Ping Path  [indes hind

Advanced Details
Response Timeout 3 sec0nds
Interval 20 30CONGS

Unhealthy threshaid

Healthy threshold

Figure 15-3. Step four of the Load Balancer Creation Wizard: configuring EC2 health check settings
192



CHAPTER 15 EC2 RESOURCES AT SCALE

Configuration changes to the health checks can be made after the creation of the load balancer in
the Settings tab, which means that you have the opportunity to adjust them at a later time if fine-tuning is
needed.

In the next step of the Load Balancer Creation Wizard you will add your EC2 virtual server instances
that you want this load balancer to balance traffic between. Figure 15-4 shows that you have two web servers
currently set up. Each of them has the same configuration but live in separate availability zones. So if AWS
had a failure of services in the “us-west-2a” availability zone, the EC2 server in the “us-west2¢” availability
zone would still be available to serve traffic. By checking the “Enable cross zone load balancing” checkbox,
this load balancer will be able to send traffic between these two availability zones.

T Services ~  Resource Groups ~

1. Defin Load Balancer 2 Assign Secuniy Groups. 3 Configire Securty Settings. 4 Configure Healh Check 5 AGdEC2 Instances 6, Add Tags
Step 5: Add EC2 Instances
The table belovs Bsts 28 your running ECZ Instances. Check the bexes in the Select column to add those nstances 1o this boad balancer.

VPC vpe-SeSbldfa (172.31.0.0/18)

a Instance * Name | State " Security groups = Zone Subnet ID *  Subnet CIDR
a aTE84450Tcb 34080 Wes @ running Web Server Securty Group uEwesls subnet-cieeToRd 172.31.0.0120
e Hesch15cdeslodion Wen2 @ running Vieb Server Security Group us-westdn subnet-B85T Sesd 172.31.18 020

Availability Zone Distribution
1 instance in us-wesk-2a

1 instance in us-west-2¢

 Enable Cross.Zone Load Balancing (j

# Enable Connection Draning i} 300 |seconds

Figure 15-4. Selecting which EC2 instances to load balance traffic between, showing EC2 instances currently
set up in separate availability zones

Although Figure 15-4 shows that the web traffic will be load balanced between only two instances, you
can set up as many as you'd like to have the traffic balanced across. You could also set up load balancers in
multiple regions, which load balances traffic in multiple availability zones, if you want to add an additional
layer of fault tolerance. Setting up the infrastructure in this manner will protect against a regional failure
rather than just an availability zone failure. However, for this example, let’s keep it simple and have two load
balancers set up in the same region, which will load balance across instances in multiple availability zones.

In the final step of the wizard, you can add any tags that you'd like to create for the load balancer
resource. Similar to tagging other resources, it makes sense to add any tagging information that would
make it easier from a reporting perspective. Tagging resources as internal or external, or production or
development, can help as the deployed infrastructure grows in size.

After you've added any tags that you want, click the “Review and Create” button to review your load
balancer configuration. After reviewing the information for accuracy, click the Create to create your new
load balancing resource.

It's worth calling out that while there are other ways to load balance web traffic between instances,
AWS load balancers are easy to set up and an effective way to manage and balance the traffic. They offer
additional benefits such as supporting multiple protocols and SSL. They do come at a significant cost,
however. Each load balancer deployed will cost approximately $15 per month, so be sure that you're
prepared for the cost that this level of redundancy will bring.
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Now that you know how to place a load balancer in front of multiple EC2 virtual server instances to
balance web traffic between them, let’s look at how you can use another feature of AWS to scale the amount
of EC2 virtual server instances automatically up or down based on how busy the resource is in terms of
activity.

Auto Scaling Introduction

AWS Auto Scaling is a feature that allows you to define a set of conditions that will scale up or down your EC2
resources to match the instance requirements for those conditions. Setting up Auto Scaling is a multiple-step
process that has you first create a launch configuration and then define an Auto Scaling group. I'll describe
the process in detail below.

Since Auto Scaling is a feature of AWS EC2, you can access the setup of the groups and launch
configuration settings from the EC2 Dashboard in the AWS Console. In the left hand navigation you'll find an
Auto Scaling section, as shown in Figure 15-5.

AUTO SCALING

Launch
Configurations

Auto Scaling Groups

Figure 15-5. The Auto Scaling section of the EC2 Dashboard is shown

The first step is to create a launch configuration. The launch configuration of an Auto Scaling group is
very similar to launching a new EC2 virtual server instance. In the Launch Configuration Wizard you will
choose the AWS AMI to be used, the virtual server instance size, and the configuration details including
storage and security groups to be used. You'll also name the launch configuration. To start the wizard, click
the Launch Configurations link in the left-hand navigation of the EC2 Dashboard and then click the Create
Auto Scaling Group button. This will bring you to the welcome screen of the wizard, which defines the two
parts of the process mentioned above and that a launch configuration will first need to be created. Click the
Create Launch Configuration button to move to the first step of the Launch Configuration Creation Wizard,
as shown in Figure 15-6.
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1. Choose AMI 2. Choose Instance Type 3. Configure details 4. Add Storage 5. Configure Security Group 6. Review

Create Launch Configuration

An AMI is a template that contains the software configuration (operating system, application server, and applic ations ) required to launch your instance. Y

Quick Start
My AMIs '- Amazon Linux AMI 2016.09.1 (HVM), SSD Volume Type - ami-f173cc91
AWS Marketplace Amazon Linux The Amazon Linux AMI is an EBES-backed, AWS-supported mage. The default mage includes AW!

P A —

Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-6f68cf0f

Red Hat Red Hat Enterpnse Linux version 7.3 (HVM), EBS General Purpose (S5D) Volume Type

Rootdewice type:ebs  Virualzation type: hvm

Community AMis

Free tier only (|

SUSE Linux Enterprise Server 12 SP2 (HVM), SSD Volume Type - ami-e4a30084

©]

SUSE Linux SUSE Linux Enterpnse Server 12 Serice Pack 2 (HVM), EBS General Purpose (SSD) Volume Typs

Rootdevice ype:ebs  Virkaizason ype: hum

Free
@ Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-b7a114d7
Ubuntu Server 18.04 LTS (HVM)EBS General Purpose (SSD) Volume Type. Support available from
Free

Rootdewics type: ebs Virtualizasion type: hvm

» Microsoft Windows Server 2016 Base - ami-6e833e0e
Windows Microsoft Windows 20168 Datacenter edition. [English]

bl Footdewos ype #bs  Virmualkzaton ype: hvm

Figure 15-6. The first step of the Launch Configuration Creation Wizard, also showing the rest of the steps in
the process. This process is very similar to the Launch EC2 Instance Wizard since it handles much of the same
configuration details.

In the first step, you will choose which AMI to use when launching new instances within your Auto
Scaling group. For this example, you'll choose the Amazon Linux AMI that is free tier eligible. Click the Select
button next to the instance to move on to the next step. In the second step, you will choose the instance size
of the instances to be deployed in your Auto Scaling group. For this example, you'll again stay with the free
tier eligible option and choose t2.micro. After selecting the radio button next to the instance size choice,
click the “Next: Configure Details” button to move on to the third step in the wizard.

The third step asks you for a launch configuration name and has an Advanced Details section, as when
launching new instances, where you can put user data configuration and select IP configuration options. For
this example, you can use the UserData.txt source code included in this chapter’s resources to simply load
the Apache Web Server and PHP application. Once you've entered this data, click the “Next: Add Storage”
button to move on to the next step.

In the fourth step, you define storage configuration options for your new instances. Leave the default
setting and click the “Next: Configure Security Group” button.

In the fifth step, you can choose to have a new security group created or apply the settings of an existing
security group to the instances launched by your Auto Scaling group. In this example, choose the web server
security group that already exists because it has the ports that you want open (web traffic on Port 80 from
anywhere and administrative access via Port 22 from only your IP address). Once you've chosen this existing
security group, click the Review button to get to the last screen of the Launch Configuration Creation Wizard.
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In the final screen, review the information that you've entered through the wizard. When satisfied, click
the “Create Launch Configuration” button. You will be asked to confirm that you have AWS access key pairs
to access the resources that are created before the configuration will be saved.

Now that the Launch Configuration Wizard has been completed, the next part of the process is to walk
through the Auto Scaling Group Creation Wizard. Figure 15-7 shows the screen that is displayed after you've
confirmed the last step of the Launch Configuration Wizard.

Ng Services ~ Resource Groups -~

1. Configure Auto Scaling group details 2 Configure scaling policies 3. Configure Notifications 4. Configure Tags 5. Review

Create Auto Scaling Group

Launch Configuration (j myWebServerLaunchConfig
Group name [ myWebServerASG
Group size (| Startwith| 1 |instances
Network [ vpc-BeBbBdia (172.31.0.0/18) (default) v c Create new VPC
Subnet (j

Create new subnet

Each instance in this Auto Scaling group wil be assigned a public IP address. (|

+ Advanced Details

Load Balancing (j Receive traffic from one or more load balancers Learn about Elastic Load Balancing
Health Check Grace Period [ 300 seconds
Monitoring Amazon EC2 Detlaided Monitoring metrics, which are provided at 1 minute frequency, are not

enabled for the launch configuration myWebServerLaunchConfig. Instances launched from it
will use Basic Monitoring metrics, provided at 5 minute frequency.
Learn more

Instance Protection [

Figure 15-7. The first screen of the Create Auto Scaling Group Wizard is shown. Your launch configuration
name is automatically entered from the previous wizard.

In the first step of the Auto Scaling Group Creation Wizard you're asked to define a name for your group
and a minimum size for the group. Leaving this option set at “1” means that you'll always want to have at
least one instance in the group. This is the preferred setting. You also have to choose which subnet you want
to use for your Auto Scaling group, or you can create a new one. In addition, under Advanced Details you
can choose to receive traffic from one or more load balancers. Since you set up load balancers earlier in the
chapter, you can select this option. The Health Check Grace Period tells your Auto Scaling group how long to
wait between the action of scaling up or down resources within your group. Setting this too low could result
in additional resources being created unnecessarily. The default setting is acceptable for this example. Click
the “Next: Configure Scaling Policies” button to proceed to the next step.

In step two, you can define whether you want the group to be set to be static at the size you define, or to
scale based on definitions that you can configure. Choose the radio button for “Use scaling policies to adjust
the capacity of this group.” When you choose this you'll be presented with the configuration screen shown in
Figure 15-8.
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Increase Group Size

Name: Increase Group Size |
Execute policy when: No alarm selected v c Add new alarm
Take the action: |Add ~* [0 instances d
Add step (|
Instances need: seconds to warm up after each step

Create a simple scaling policy (|

Decrease Group Size

Name:  Decrease Group Size

Execute policy when: No alarm selected v c Add new alarm
Take the action: Remove * | 0 instances i
Add step (j

Create a simple scaling policy (j

Figure 15-8. The options for scaling policies

In the scaling policies settings, the most important option is the “Scale between” configuration at the
top of the screen. This tells the minimum and maximum number of instances that will be created within
your Auto Scaling group. For your example, you will limit this to a maximum of three instances. This means
that no matter the performance of the instances in the Auto Scaling group, it will not grow past three
instances without manual intervention. Although this seems counterintuitive, this is a way to protect against
growing the group indefinitely and ending up costing a bunch of dollars in resources created without you
knowing.

In this part of the wizard you can set up CloudWatch Alarms that will be used to evaluate whether EC2
instances need to be added or removed from the auto scaling group. Any instances that are added will use
the launch configuration that you set up in the previous wizard. Figure 15-9 shows how you can configure a

policy to scale up by one instance when the CPU of existing instances in the auto scaling group reach 80% or
greater.
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Create Alarm

You can use CloudWatch alarms to be notified automatically whenever metric data reaches a level you define

To edit an alarm, first choose whom © notify and then define when the notficasion should be sent

# Send a notification to: | myContactF ormNotification (jae@thinknad * | create topic CPU Uslization Percent

Whenever: | Average * | of | CPU Utiliz ation v
Is: [>=+ @i Percent
For at least: i consecutive period(s) of | 5 Minutes v

Name of alarm: [awsec2-myWebServerASG-CPU-Utiization

Bl my\VebServersASG

Cancel Create Alarm

Figure 15-9. The Create Alarm page

You can define a similar policy to scale down when instances are lower than a defined parameter. To do
this, you create a new policy by clicking the “Add new alarm” link. In the definition of that policy, you set the
number of instances to remove in the section of your configuration where you define action to take when the
alarm triggers. You could choose to do the opposite of above and scale down instances in the group when all
of the instances have an average CPU utilization of 20% or lower.

Scale up parameters are defined in the “Increase Group Size” section and scale down parameters are
defined in the “Decrease Group Size” section. Once you have defined your scaling policies and any alarms
that you'd like to create, you can click the “Next: Configure Notifications” button.

In the next step of the wizard, you set up how you are notified of Auto Scaling group activity. This step
is important because you will want to know whether your hosted environment has arrived at a point where
resources are being scaled up. Most times you will be aware of when this may happen, such as a marketing
campaign launch or some other activity that you've been involved in that is driving additional traffic to your
website. In this step, you can use existing or set up new SNS topics for messages to be delivered to when Auto
Scaling activities occur. As a reminder, when you set up a new topic, you need to subscribe to that topic to
receive notifications. Once you have set up your notification details, you can click the “Next: Configure Tags”
button to move on to the next step, which allows you to add any tags to the Auto Scaling group. When you are
satisfied with the tags defined, click the Review button to move to the last screen of the Auto Scaling Group
Creation Wizard.

The last step allows you to review your configuration and to create the Auto Scaling group with your
defined parameters and launch configuration. Since you have defined a minimum of one instance in the
group, an EC2 virtual server instance will be launched with your launch configuration details immediately.
From there, the Auto Scaling group will monitor your CloudWatch metrics defined to watch the CPU
utilization to know when it should add more resources to the group. Each EC2 resource will use the same
AM], instance size, and user data as defined in your launch configuration settings.
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Route53 Routing Configuration Options

Similar to Auto Scaling policies, you can define DNS traffic policies within Route53. In these policies you
can choose to have health checks that you've set up in earlier chapters evaluated, and if they are found
unhealthy, apply a failover rule that will direct traffic from a primary region endpoint to a secondary region
endpoint. Since Route53 has a global scope, these region endpoints can be in the same region or in unique
regions, adding an additional layer of redundancy.

The easiest way to define a Route53 traffic policy is through the graphical editor found on the Route53
Dashboard in the AWS Console. Log into the AWS Console and browse to the Route53 Dashboard. Once
there, you will see the Traffic Policies link under the Traffic Flow section. Click that link and then click the
“Create traffic policy” button to launch the GUI.

In your scenario, you have a single domain that you want to point at two load balancers, which balance
traffic between two EC2 Auto Scaling groups scoped in unique availability zones. To set this up in Route53,
you'll first be asked to name your policy. Use “myDNSTrafficPolicy” for this example.

Leave the default selection on the Start Point set to IP Address and then click the “Connect to” link and
choose the Failover Rule option. This will add a failover rule configuration, as shown in Figure 15-10.

Create traffic policy "myDNS TrafficPolicy” v1 Import traffic policy

DNStype | 2 |P addeess in IPV4 formad - 0
+
Primary
w Health checks
'  Evaluste target healtn a—————> O Connect to
Sesect heatth check - ﬂ
Secondary

b Healh checks

== Switch primary and secondary

Figure 15-10. The Route53 traffic policy GUI with a failover rule added

The failover rule allows you to configure primary and secondary traffic routes based on DNS health
checks. Earlier in the book you set up a DNS health check for your primary domain, so set the configuration
to evaluate that health check on both routes. You do this by checking the “evaluate health check box” and
choosing your health check from the drop-down menu.
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In the primary route, click the “Connect to” button and choose the New endpoint option. In the New
endpoint box, under Value, choose the Classic Load Balancer option, and then select the first load balancer
you have set up. You can then do the same for the secondary route, but this time choose your second load
balancer. This configuration will test the health check, and if the primary route is healthy, it will send traffic
along that route. If the health check is unhealthy, it will evaluate the health check of the secondary route,
and if healthy, it will send traffic along that route.

When completed, click the Create Traffic Policy button. This will bring you to a page that asks which
hosted zone and DNS records should be created for this policy. Please note the message in Figure 15-11: adding
these records will incur significant charges. Adding a traffic policy and the records needed to implement it is
$50 per month, per policy and record set.

Resource Groups ~

@ Successfully created traffic policy myDNS TrafficPolicy v1
Optional next step: Create polcy records using the traffic polcy thal you just created. You can also create polcy records later.

Create policy records with traffic policy o
Vou can create pobcy records that use the configuration in your new trafic polcy.

Traffic policy myDNSTrafficPolicy
Version 1 [i]
Hosted zone | nadonhosting com | Z30MBEWLTYIIK) i ]
Policy records  Type the DNS name and TTL for each polcy record that you want o create in the specified hosted zone

Policy record DN S name TTL (in seconds) DNS type Pricing per month §

nadonhosting com 60 A $50.00

Add another policy record

Skip this step Create policy records

Figure 15-11. The Route53 Policy creation screen with policy record configuration. Please note that
implementing a policy with policy records to enable DNS traffic routing is $50 per month, per policy and
record set implemented

Although this charge may seem like quite a bit, the functionality provided by this service is well worth
the cost, especially for an e-commerce website that just can’t ever be unavailable to its customers. There are
other ways to implement weighted DNS entries but the evaluation of the health check and making a logical
decision based on the feedback is something unique to this service.

AWS RDS Multi-AZ Setup

In the sections above, you focused on the DNS, load balancer, and EC2 Auto Scaling group setup. In this
last section, I'll talk about configuration options within AWS RDS to support the multi-availability zone
configuration shown in Figure 15-12.
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EC2 Instances EC2 Instances

. i - t ;

RDS RDS
k N Availability Zone - J \ L Availability Zone 2 /J

-

Figure 15-12. A look at the availability zone section of the architecture design described in Chapter 14

In previous chapters you set up AWS RDS as a single availability zone deployment. In this section, you'll
modify the RDS database instance to be multi-AZ configured. Log into the AWS Console and browse to the
RDS Dashboard. Figure 15-13 shows that the RDS instance that you configured in earlier chapters is not
currently deployed to multiple availability zones.

Status * CPU Current Activity Maintenance * Class *~ VPC *  Multi-AZ ~

available I 1.02% I/ 0 Connections  None db.t2.micro vpc-9e9b8dfa No
Figure 15-13. AWS RDS instance configuration summary with the Multi-AZ option set to "No"

To change this database instance to deploy to multiple availability zones, click the Instance Actions
button and choose Modify. This will bring up the main configuration details for the RDS database instance.
Under the Instance Specifications section, choose “Yes” under the Multi-AZ drop-down menu shown in
Figure 15-14.

Instance Specifications

DB Engine Version |MySQL 5.6.27 (default) v
DB Instance Class | db.2.micro— 1vCPU, 1GIBRAM  ~

Multi-AZ Deployment |No v
Storage Type | General Purpose (SSD) v
Allocated Storage* s GB

Figure 15-14. AWS RDS instance configuration detail screen showing whether the instance will be a multi-AZ
deployment
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When you choose to deploy to multiple availability zones, you must also choose whether you want this
change to be applied immediately or during the next change window that you defined. By default, unless you
check the “Apply Immediately” checkbox, the changes will be applied during the next maintenance window.
After applying the changes requested, in the RDS Events section you will notice that steps are starting to be
taken to redeploy as a multi-AZ deployment, as shown in Figure 15-15.

Type Date Event

Instances January 28, 2017 at 3:00:14 PM UTC-5  Applying modification to convert to a Multi-AZ DB Instance

Figure 15-15. AWS RDS event listing showing the modification request to change the instance into a multi-AZ
DB instance

In addition to the listings in the RDS Events section, you will notice that the status of your DB instance
will change from “Available” to “Modifying” until redeployment is completed. After the deployment to
multiple availability zones is complete, the status of your RDS instance will go back to “Available” and the
multi-AZ configuration summary will be set to "Yes.” To see additional configuration options about the RDS
multi-AZ deployment, click the Instance Actions button and then choose the See Details option.

Summary

In this chapter, you learned how to use features of Route53, EC2, and RDS to support multi-availability
zone architecture deployments, which are the basis for highly available, fault tolerant websites hosted on
the AWS platform. You mastered EC2 Auto Scaling and saw how policies can be created to add or remove
resources based on a defined CloudWatch metric such as CPU utilization. This introduction just scratches
the surface of what can be configured in terms of having AWS service react to situations that arise in

your deployed infrastructure, but it does show the power of the platform and how it can be leveraged to
respond to your website requirements in an on-demand fashion. In the next chapter, you'll learn about
content lifecycle management, backup, and additional storage options, including how to migrate large
amounts of data into AWS.
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CHAPTER 16

Content Lifecycles, Management,
and Backup

In this chapter, you'll revisit your friend AWS S3 and look at backup strategies. You'll also take a closer look
at other storage options on the AWS platform for storing your data. As your hosting presence, site, and files
grow over months and years, you'll need a plan for backing up data that is important, moving data that
is less frequently accessed or not as relevant as it once was to less costly storage, and evaluating expiring
data that is no longer needed. The process of doing these steps is referred to as the content lifecycle and the
AWS platform has a way for you to manage your data and content from the start of the lifecycle to its end of
usefulness.

I'll also introduce AWS Glacier and AWS Snowball as storage solutions that can help with storing and
importing large data sets into the AWS Platform.

Managing Content Lifecycles in S3

Throughout this book you've been introduced to and revisited features within AWS Simple Storage Solution
(S3). As discussed in the beginning of the book, the goal is to introduce you to what I feel are the most useful
basic features of each service and to give you the confidence to explore the advanced features more in-depth as
you start using the platform for your environments. In this third hosting scenario I presented the enterprise
website scenario, a business that not only supports and hosts a highly available, fault tolerant e-commerce
website in AWS but wants to be able to use other services on the platform in order to be as effective as
possible.

Content lifecycles refer to the effective lifespan of a piece of data. The start of the lifecycle is when
the data is created and the end of the lifecycle is when the data is deemed no longer of value. Lifecycle
management features are accessed through your S3 Dashboard and specifically at the bucket properties
level. Figure 16-1 shows the structure of your e-commerce content in S3.
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Resource Groups ~

m Create Folder Actions v

All Buckets / ecommerce.nadonhosting.com

Name

[

B css

B feedback

D index. htm

8 products

B opromotions

B roots.ta

B ststic-content

i store

B themes

Figure 16-1. The e-commerce website root is shown in the S3 bucket created for your content

For the examples in this chapter you'll focus on the promotions folder since it will hold pages that are
specific for a given month. As you take a look at the properties of the promotions folder in Figure 16-2, you
can see the different storage class types called out.

Services - Resource Groups -

m Create Folder  Actions ~

All Buckets | ecommerce.nadonhaosting.com / promotions

A DODLCNSS ol 200 Lantiegiten Folder: promotions

=
W ey - oy = Buchet: ecommes mademong o
e Mame: pomctons

~ Details

Fer all selected items

Storage Class Standard O Standard - Infrequent Access 0 Reduced Redundancy

Server Side Encryption Haone AES-256

Figure 16-2. The S3 folder properties for your promotions folder. On the right-hand side you can see the
Storage Class setting for the folder object

By default, objects (including buckets and folders) created in S3 use the Standard storage class. You've
seen the other types mentioned earlier in this book, but I didn’t spend much time talking about them. Let’s
take a look at the three storage classes now.
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The Standard storage class is the default storage type for all S3 objects. This class offers the highest
level of durability in terms of SLA at “eleven nines” or 99.999999999% durability and “four nines” or 99.99%
availability. This storage class is used for general storage where items are accessed frequently. Behind the
scenes, AWS replicates your data across its own infrastructure to make sure that your data is there when you
need it. As it relates to your promotions folder, this class is the default setting for all objects (bucket, folder,
and object) contained within it, so there are no changes to be considered until you learn more about the
other class types.

Standard - Infrequent Access is the next level of storage class available for S3 objects. This class offers
the same level of durability and one less “nine” or 99.9% availability. This class is best for data that is still
needed in terms of accessibility, but less frequently. This class has a lower per-GB fee for storage of objects,
but also has a per-GB fee for retrieval of objects of this class. In terms of your promotions folder, it would
make sense to have your current month promotions set as Standard, but you could change the storage class
to Standard - Infrequent Access once the current month promotions have passed.

Reduced Redundancy Storage (RRS) is the third storage class types for S3 objects. This class offers
less durability in terms of SLA with a “four nines” or 99.99% durability. It has the lowest per-GB cost of the
three storage classes and may be a good option for files that are stored in multiple locations and are easily
replaced. As noted in the AWS documentation, the level of durability is still approximately 400 times more
durable than that of a typical disk drive. There is no retrieval fee for objects that use this class. The amount of
replication that happens behind the scenes is not the same level as with Standard class object types, and this
class is designed to survive the failure of a single location or availability zone.

There is another storage class, but Ilook at it as more of an AWS product/service, and that is AWS
Glacier. Glacier is a very low-cost storage solution for objects that do not need to be accessed frequently
and is an excellent as an option for long-term backup. There is a retrieval fee per GB for data stored in
Glacier and there is a longer expectation in terms of how quickly the object will be restored and available for
retrieval. You'll see how Glacier fits into your lifecycle management options shortly.

At any time you can change the storage class of your object in S3 via the Object Properties screen.
Manually moving data between classes is something that is quite effective in terms of cost savings; however,
if you want to perform this process in a more automated fashion, you can use content lifecycle rules to
accomplish the same over time.

If you take a look at the Object Properties settings, you'll note that with no lifecycle policy applied to it,
the expiration date and expiration rule are blank, as shown in Figure 16-3.

Resource Groups -~

m Create Folder ~ Actions ~

All Buckets | ec om s / January

Name Storage Class Size Last Modified Object Januaryhlml
8 [ mrarynen Standerd 288 bytes Sun Jan 20 104824 GAT
Buchet: COMMETE NBJONNOILNG COM
Folder:

Namwe ey b
indc: 83 amazonms cOmiecomminse nadonhosting. com promotionsanusey january b

g

Figure 16-3. The S3 object properties for an object within your promotions folder shows that the expiry date
on the object is set to “None” and the expiry rule is set to “N/A”

Lifecycle management policies, referred to as rules, are accessed from within the Properties menu of
the S3 bucket on which you'd like to set the policy. If you browse to the S3 bucket properties you will see a
drop-down section within the properties options called Lifecycle. Expand that section to view the available
options for this feature, as shown in Figure 16-4.
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RO o S S el Bucket: ecommerce.nadonhosting.com x

Versianisg in ot surrently maebled on b becket

Vo can was Lifacycle nes 16 manage 31 varsians of your abucts. This incluis 5ot tha Curment varica and ravicut cartsees

© Adinde

Figure 16-4. The S3 bucket properties for your e-commerce content with the Lifecycle section expanded

From within this section you can add a new lifecycle policy for your bucket by clicking the Add Rule
button. This will start the Lifecycle Rules Wizard that will guide you through the process.

There are three major steps in the Lifecycle Rules Wizard. The first step asks you to choose a rule target.
You have the option of having all the content in the bucket have the policy applied to it, or you can enter a
prefix to apply the policy against. In your example, you want to apply this against the promotions folder, so
you'll enter the prefix promotions/. Entering this will mean that this lifecycle rule will apply to all objects
that have that prefix, which can also be expressed as any objects within this S3 folder.

Click the Configure Rule button to move to the second step, which asks you for details about what you'd
like to do in terms of lifecycle management of the target objects. For your example, you'll keep it simple and
just check the three checkboxes next to “Transition to Standard - Infrequent Access,” “Archive to the Glacier
storage class,” and “Permanently Delete” When you select the checkboxes, a default value will be added to
each of the steps in the lifecycle. The default settings move objects from the Standard class to the Standard -
Infrequent Access storage class after 30 days after the object is created. Thirty days after the object has been
moved to Standard - Infrequent Access storage it will then be moved to the AWS Glacier storage class. Lastly,
425 days after the object was created it will be permanently deleted. You can choose to have all of these
steps as a natural progression for deleting unused content or a subset of them, such as moving to Standard -
Infrequent Access, as a way to save on storage costs. At this point your screen should be similar to that shown
in Figure 16-5.
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Lifecycle Rules

Step 1. Choose Rube Target Lifecycie ndes will help you manage your storage costs by controling the Becycle of your obiects. Create Liecycie ruies to automatically transiion yoor objects ta the Standard - Infrequent Access
and remove them afier a specified tme period.

Siep 2: Conigrare Rule Choose differant oplions below 1o 588 WHat works Dest fof Your use case. No rule wil Lake affect untl you actvate them at te end of this wizard.

Step 3: Review and Name

Action on Objects

# Transition 1o the Standard - infrequent Access Storage Class W Days afer the objecrs creation date
Stancard « Infeguent Acoess fes  Xiuday MU retention penod Bnd & 128K minimam object sz Lfecyoe poloy wil not Iranstion otests that e less than 12848, Rufer her 10 e more stout Standard « Infregs
Access
#  Archive 1o the Glacker Storage Class ] Days after the cbject's creation date
Tres rube coukd seduce o S0Ge Coats. Rieber beee 10 b e Bocut Glicer ricng. Hote that coiects wehvend b the Giscer Stomge Clans we nat svmscately sccessiie
¥ Permanently Delete a1 Days after the cojecTs creation date
EXAMPLE:
January 29 February 28 March 30 March 30
2017 2017 2017 2018
o D 5 L) i > O = D > ©
Day 0 Object Day 30 P Obyect St Day 60 Pt Object Stor. Day 425 Frua Object Deleted
¥ Lr:lubﬁeq ¥ Transton chb:: Sunc?:i ' Feghest 1o C,E:: Gu:.zr' t Expre Gkl
L - infrequent Gacr
S Access

Action on Incomplete Multipart Uploads
End and Clean up Incomplete Multipart Uploads Days afler an upload ndiation date

Thes rus wil end 8nd Siean UD MUTRAN LEDSds Tt R NOL OBl W B DGR Nuoer Of iy MM MEabor. L more.

Figure 16-5. The second step of the Lifecycle Rule Creation Wizard is shown with default settings for moving
objects from Standard to Standard - Infrequent Access, then to AWS Glacier, and then permanently deleting
the object

On the last step of the wizard you will be asked to name the lifecycle rule and will have the opportunity
to review the lifecycle management of the objects to which it will be applied, as shown in Figure 16-6.

Lifecycle Rules

Step 1: Choose Rule Target Rule Name
Step 2: Configure Rule Choose a descriptive name for your rule 5o you can easily identify & in the future. i you do not want to enter a name now, we will generate one for you
S$tep 3: Review and Name Rule Name | my Promotions ContentLifecy clel ]

Rule Target

This ruke will apply 1o Objects with the prefic pr fin the com bucket

Rule Configuration
Action on Objects

Transition to the Standard - Infrequent Access Storage Class 30 days after the objecl's creation date,

Archive (o the Glacker Slorage Class 60 days afler the object's creation date.

Tris rule could reduce your Storage costs. Refer hene 1o leam mone sbout Giscier pricing. Note that obiects archived 1o the Glackr Storsge Class are not
mmedkately Booassbia

Permanently Delete 425 days after the object's creation date

Ag versioning s not enabled, Wecycle delete rule will permanently delete the OLIRCTs With no recovery.

Figure 16-6. The final step in the Lifecycle Rule Creation Wizard is shown summarizing settings and the rule
to be applied
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As mentioned, lifecycle policies are set up at the S3 bucket level but can be directed to content within
that bucket by using the target properties. Although an S3 bucket looks like the folder structure you would
see in an operating system file directory, it is not. This means if you want to scope all objects under a
specific S3 path, you add this target to the prefix value in the lifecycle configuration. Including a folder
name includes all objects that have that prefix, regardless of additional folder organization that may exist. I
mention this because you may need to think about how you would like to implement lifecycle management
on your objects and the best way to organize them based on the strategy you decide to implement.

Using AWS as a Backup Strategy

We all know how important it is to have a current backup of your data. Bad things do happen and it is
important to plan so that you can return to being productive as soon as possible after an incident where data
restoration is needed. Amazon Web Services offers backups and fault tolerance in all of its platform services.
You had some exposure to this earlier in the book when you configured AWS RDS. As part of the configuration
process within RDS, you can specify your preferred backup preferences, as shown in Figure 16-7.

Availability and Durability
DB Instance Status available
Multi AZ Yes
Secondary Zone us-west-2a
Automated Backups Enabled (3 Days
Latest Restore Time February 4, 2017 at 1:10:00 PM UTC-
5

Figure 16-7. The AWS RDS database instance detail configuration for the Availability and Durability section
shows that automated backups are enabled and set to three days of backups

As shown in Figure 16-7, RDS automated backups are set for a three-day period. Each day during the
configured maintenance window a backup (also referred to as a snapshot) will be taken of the RDS database
instance state. This snapshot can be used to restore the database instance to a point in time, or used as
a baseline for setting up a new database instance. The concept of a snapshot is used widely across the
platform services in AWS as a method for providing infrastructure backups. A list of available RDS snapshots
is available for viewing from the RDS Dashboard, under the Snapshots link in the left-hand navigation, as
shown in Figure 16-8.

o Ao o

Q ® Viewing & of 6 Owned by Me (T

Stonge:  Zone Ownes  Emcrypisd

BFEBERBEER

Figure 16-8. AWS RDS snapshot listing shown from within the RDS Dashboard view
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Backup options exist for all platform infrastructure services. Copies of CloudFormation templates are
stored on S3. S3 buckets can be copied across regions to provide redundancy and data protection. EC2 uses
the concept of snapshots for backing up data volumes attached to EC2 Virtual Server instances. To access
this, you can log into the EC2 Dashboard and under the Elastic Block Store section, click the Snapshots
link. From here you can click the Create Snapshot button to create a new snapshot manually. You will be
presented with a screen similar to the one shown in Figure 16-9, which will capture information about the
snapshot you would like to create and for which volume you would like to create a snapshot.

Create Snapshot

Volume

Euurmsrmg

i
Name [}
i
i

e (D

Figure 16-9. The AWS EC2 EBS volume snapshot creation screen

In addition to doing this manually, you can also choose to script this process using the AWS command
line interface or other development and administration tools. Taking a snapshot of an EBS volume is a
simple process and is an incremental backup based on the last successful snapshot. This allows you to do
point-in-time restores of the data if needed. The following link is to online documentation from AWS of a
tutorial on how to set up automatic snapshots of EBS volumes using CloudWatch:

http://docs.aws.amazon.com/AmazonCloudWatch/latest/events/TakeScheduledSnapshot.html

EC2 Virtual Server instances can also be backed up for later use/restoration. In this case, the backup
process is referred to as taking an image of the server instance state. Taking an image of an instance is
accessed through the Action menu from the EC2 Dashboard. Browsing under the Image menu option, you'll
find the link/option for Creating an Image. Choosing this will launch the Create Image dialog box shown in
Figure 16-10.
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Create Image

Image name
Image description
Ho reboot
Instance Volumes

Volume Size

Dc:la Snapshot (| 1Gi8) Volume Type ||
i
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Ad0 New Volume

Total size of EBS Volumes. 8 GB
When you creals an EBS image, an EBS snapahol wil also be created for each of the above volumes.

Figure 16-10. The AWS EC2 Create Image Dialog box is shown. Creating an image will back up the EC2
virtual instance state so that it can be used for recovery or as the basis of a new virtual instance

Now that I've talked about some of the infrastructure backup options that AWS provides for your
infrastructure services in the cloud, I should mention that AWS can also be used as a platform to back up
important information from your home or business. In early chapters, I showed you how to create S3 buckets
and how to use the AWS CLI to sync local folder content with the S3 bucket. This same methodology can be
used to scheduled tasks and network share locations on your business network. A contextual use case for
this type of backup is backing up customer orders, shared documentation, and company marketing assets
or training material. AWS S3 is an excellent, low-cost, highly available option for your backup storage, but if
you're looking for something that is even lower cost, AWS Glacier may be a better fit for your storage needs.

AWS Glacier

AWS Glacier is described by Amazon Web Services as a “secure, durable, extremely low-cost cloud storage”
and at the time of this writing was priced at $0.004 per GB per month. Although the storage cost is very low
compared to other providers or the option to store the data on disk, there are other considerations to ponder
before using this service.

First, there is no user interface for the service available from the AWS Console. If a UI is something
that you prefer, there are options available, such as CloudBerry Lab Explorer, which I introduced in the first
section of the book. Second, there is a retrieval fee for accessing data and retrieving it from Glacier. Third,
when you want to access specific data, you initiate a request to retrieve it; based on the type of request, it
could take as little as 5 minutes or as long as 12 hours to be accessed.

The price of this service makes it an excellent option for long-term data archival of important
information; however, the considerations mentioned above may make this option unattractive to some
people. Earlier in this chapter I explained how you can add the use of AWS Glacier into the lifecycle
management of objects that you're storing. It is worth talking a bit about the options for retrieving the data if
you choose to use the service.
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In terms of setting up AWS Glacier, the object storage lifecycle management options are one way to
move data into Glacier. Other than that, you can access AWS Glacier from the AWS Console, but in there you
will only be able to set up vaults and notifications. Vaults are a collection of archive artifacts stored in AWS
Glacier. Archives are a collection of objects, usually packaged in compressed format such as in ZIP or TAR
format.

There are three types of retrieval requests that can be initiated through the AWS Glacier, but all of
them are initiated through either a third-party provider application, the AWS SDKs, or AWS CLI. The three
available types are Expedited, Standard, and Bulk.

Expedited requests will be retrieved in the shortest amount of time, but are meant for datasets that
are no larger than 250MB in size and they should be available within 1-5 minutes. Within the option of
expedited requests you can select whether you want the data in on-demand fashion, which will be best
effort, or as provisioned storage as more of a dedicated resource format (the data will be there for as long as
you need it). The difference between these two is really in how you will be charged for the storage resources
that are housing the data you are asking to be retrieved. Yes, you must pay for the storage to hold the data
that you're asking to be restored.

Standard requests are the most typical use case and you will be notified when the requested data is
available for access. You can access the archive data via third party tools, the AWS SDK, AWS CLI, or even
stand up an EC2 instance to access the data.

The last type of request is the Bulk request and these are reserved for the largest datasets. Retrieval
time for these archives can take up to 12 hours, but seeing as this could cover up to petabytes of data, this
timeframe is quite acceptable in most cases.

More information about AWS Glacier and the product features and usage can be found on the AWS
product documentation website at https://aws.amazon.com/glacier/.

Getting Large Datasets into AWS

There may be times when you need to get a large amount of data or resources migrated from your location
into Amazon Web Services. There are a couple key services that may assist with these tasks.

AWS has a Database Migration Service (DMS) that will help you migrate and replicate your data from
your on-premise database system into the AWS platform. The process requires at least a source database,
replication instance, and a target database. Database conversion tools are available to help you to migrate
from one platform to another, including modifying the data schema of the database. More information on
the service can be found at https://aws.amazon.com/documentation/dms/.

For migrating server instance resources, the AWS platform offers the AWS Server Migration Service. This
service helps you move your virtual server infrastructure from your location to the cloud. The most popular
Windows and Linux operating systems are supported by the service, and this is a great option when the
goal is to move a server from being hosted on-premise to AWS. More information about this service can be
found in the AWS documentation at http://docs.aws.amazon.com/server-migration-service/latest/
userguide/server-migration.html.

If the resource that you need to move into AWS is a large amount of raw data, the AWS Snowball service
may be the best fit for you. Snowball is an ultra-secure option for migrating large amounts of data from
your site into AWS. The device will be shipped to your location, ready to be plugged in and accessed by
your network and computing resources. Snowball devices come in 50TB and 80TB sizes, allowing you to
transfer data to them locally and then ship them back to AWS. Then AWS will migrate that data to its storage
resources and make it available to you. For data sets larger than 10TB, this process is often much more
cost/time effective than trying to transfer the data via the Internet, and it is definitely more reliable and
secure. More information about AWS Snowball can be found at https://aws.amazon.com/documentation/
snowball/.
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Summary

In this chapter, you considered multiple options for managing content lifecycles within AWS as well as
backup options for infrastructure services used in the platform and for data that you have may have
on-site in your home or business. You also learned about the multiple data and resource migration
services that Amazon Web Services offers to help you get your resources into the cloud. In the next
chapter, you will focus on the AWS workflow tools and services that you can use to help you extend your
reach and productivity.
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CHAPTER 17

Extending Your Reach with
Workflow Services and
Development Tools

In this chapter, I will discuss some of the AWS services that can assist you with extending your website
and web presence by helping to perform processing tasks on your behalf. Some of the development tools
introduced include using CodeCommit and CodeDeploy as ways to create and manage deployment
pipelines. I'll also talk about using CloudWatch and Simple Notification Service (SNS) to monitor your
infrastructure health, and I'll introduce AWS Simple Queue Service (SQS).

Monitoring the Health of Your Services

At this point in the book you've come a long way in terms of knowledge about the many AWS services that
the Amazon Web Services platform offers. You've set up infrastructure resources using services like EC2, S3,
and RDS that are core components of your website hosting. You've learned how CloudWatch can be used to
gather basic metrics for RDS and EC2 and you've seen how well the CloudWatch service is integrated into
the dashboard screens for each service. You had a sneak peek at how powerful this tool can be in assisting
you with reacting to changes in your infrastructure needs when you configured your first Auto Scaling group
earlier in this section of the book. CloudWatch was the conduit that monitored the CPU utilization of your
EC2 instances and, based on thresholds set in a CloudWatch alarm, would take action to either scale up and
launch additional EC2 virtual server resources or scale down and remove EC2 virtual server resources that
were no longer needed based on server load.

CloudWatch alarms can tell you when to take action on a given situation based on measured metrics.
CloudWatch can be used in other ways to monitor and gather information from your AWS resources. For
example, CloudWatch can be used to gather log data from your EC2 instances. By default, the data collected
about an EC2 virtual server instance has to do with the performance of that infrastructure within the AWS
platform. Figure 17-1 shows a sample of the data collected by default, which is available through the EC2
Dashboard, under the Monitoring tab.
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Figure 17-1. EC2 Dashboard with CloudWatch basic metrics shown for a specific EC2 instance

While the metrics shown in Figure 17-1 are very good for giving you a time-based view of how your
infrastructure is performing, there may be a time when you want to collect more information from a
resource.

CloudWatch Monitoring Options

CloudWatch offers multiple forms of monitoring that you can choose to implement to help with the
monitoring of your infrastructure and services. The first was discussed in the previous section and is the
basic monitoring option. This is included in some fashion in most of the AWS platform services dashboard
screens to give a glance of the performance metrics of those services implemented. You can also access all of
the metrics collected by the basic CloudWatch monitoring through the CloudWatch dashboard in the AWS
Console under the Metrics link in the left-hand navigation.

By default, CloudWatch basic monitoring metrics are collected on a five-minute interval. For most
resources, this is sufficient; however, there are services within the platform that allow for more granular
monitoring via CloudWatch. EC2, for example, is one of those services that allows for detailed monitoring to
be enabled on a virtual server instance. This can be specified while setting up the instance or can be enabled
after the instance has been created. To enable detailed monitoring for an instance, browse to the EC2
Dashboard, choose the Instances link in the left-hand navigation, select the Instance for which you would
like to enable detailed monitoring, and click the Actions button to open up the Options menu, as shown in
Figure 17-2. From here, choose CloudWatch Monitoring and Enable Detailed Monitoring.
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Figure 17-2. EC2 Dashboard with the CloudWatch Monitoring Options menu expanded

Enabling the CloudWatch detailed monitoring this way could be quite time consuming if you need
to enable it on multiple instances. Thankfully, you can use the following command to enable detailed
monitoring on an instance using the CLI:

aws ec2 monitor-instances --instance-ids <instance-id»

This command will make a call to your given instance to enable detailed monitoring. It will return
a status of “pending” while it is changing the instance from basic to detailed monitoring. Issuing the
command a second time will show a status of “enabled” when complete. If you want to disable monitoring
on that instance, you can use the following command:

aws ec2 unmonitor-instances --instance-ids <instance-id»
To verify that detailed monitoring is enabled, you can click one of the monitoring graphs presented in
the Details Monitoring tab. When the graph is displayed you will note that the interval for the monitoring

data is now available at 1-minute rather than 5-minute intervals. An example of this change is shown in
Figure 17-3.
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Figure 17-3. CloudWatch metrics for a specific instance after updating from basic monitoring to detailed
monitoring

EC2 is not the only AWS service that offers this enhanced level of monitoring. A full list of all
CloudWatch metrics available and the interval at which data collected can be delivered is available at
http://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support For AWS.html.

Now that you have enabled detailed monitoring for your EC2 instance, you can use CloudWatch to
set alarms to report or take action on metric data values and thresholds you feel are worthy of being notified
about. You can create graphs to view a graphical representation of your CloudWatch metrics over time.

You can collect these graphs into collections known as CloudWatch dashboards for easier viewing and
aggregation of your data.

In addition to collecting and viewing data in the above method from CloudWatch, you can also gather
additional metrics and data from CloudWatch on EC2 instances by deploying the CloudWatch Logs Agent to
your EC2 instance. Although the process of installing the Logs Agent is a bit outside of the scope of this book,
I feel that doing so to monitor and capture events written to web application logs such as Apache Server may
be relevant, so I'm including a link to the Quick Start guides, which walk through setting up the CloudWatch
Log Agent on existing instances or how to include this on new EC2 instances at launch time: http://docs.
aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html.
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CloudWatch Rules

As you now know, CloudWatch alarms can be used to notify you or take action when a metric measurement
has crossed a threshold set within the alarm. There is another way for CloudWatch to take action on
resources and this is through the use of CloudWatch rules. CloudWatch rules can be accessed through the
CloudWatch dashboard under the Rules link on the left-hand navigation.

Rules can be created to match an event pattern for a given resource or can be scheduled to occur on a
timeframe, like that of a Linux-based cron schedule. An example of a pattern-based event rule is shown in
Figure 17-4.

Step 1: Create rule

Event Source

= sbopping || | sheting-down -
© Acd targer

Figure 17-4. CloudWatch rule configuration for an event pattern on an EC2 instance

In the above configuration, you are using a pattern match event on EC2 resources. The event type
is set to “EC2 Instance State-change Notification” and will look for a change in state on any of your EC2
resources to send a Simple Notification Service (SNS) message to a topic that you configure. SNS is a topic/
subscription-based service provided by AWS to handle communication and notification between services.
This can be used as an endpoint for communication from all services such as EC2, CloudWatch, Lambda,
and many others across the platform. Not only can it be used in your AWS account to receive notifications
from services that you are using, but it can be used as a platform service itself, creating an endpoint for
messaging services from applications, SMS, and more. The full scope of SNS and how it can be used is
outside of this book, but here’s a link to the Getting Started Guide for SNS:

http://docs.aws.amazon.com/sns/latest/dg/welcome.html.

SNS can be used as your endpoint for all of your monitoring notifications, enabling you to set up topics
by resource, region, or any other grouping you prefer and then subscribing to the topic to be instantly
notified. Since SNS is also an AWS service, there are CloudWatch metrics that can be monitored and data
that can be analysed, such as messages per topic, notifications delivered, and more.
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External/Third-Party Monitoring Options

The previous section discussed how you can use CloudWatch as a monitoring solution for your services
and infrastructure in AWS. CloudWatch is definitely not the only option for enterprise monitoring of your
resources. There are many third-party applications that offer cloud monitoring services. A few examples
that come to mind are DataDog and AppDynamics. DataDog is available from www.datadoghq.com/ and
has a nice list of application integrations to help you receive notifications about infrastructure health

in applications you may already use frequently, such as Slack. AppDynamics is available from www.
appdynamics.com/ and is well designed for monitoring application stacks and the health of the application
components. Both of these providers have free trials that can be used to test their services and reporting on
your infrastructure before committing to a long-term engagement with them.

The two examples above are third-party service providers that can help with your monitoring; however,
if you want to host your enterprise monitoring solution yourself, you can spin up AWS resources within your
AWS account to monitor infrastructure. There are many open-source options available for this method of
implementing enterprise monitoring. Two that come to mind are Zabbix, which is available at www.zabbix.
com/, and Nagios, which is available at waw.nagios.org/. Both offer enterprise-level monitoring for your
infrastructure and applications, and can be set up with minimal resources to monitor your environment.

Choosing self-hosted, third-party, or the AWS-included monitoring solution is most definitely a choice
based on preference, time, and cost-based commitment. Some may choose the flexibility and lower cost
of self-hosting, while others will prefer the time saving option of using a third-party service provider. While
looking at either of these options, you can use AWS CloudWatch and evaluate whether or not it fits your
needs.

Workflow Tools

The Amazon Web Services platform has a variety of workflow tools that can be used to help you manage
your workload in a more efficient manner. In this section, I'm going to introduce a service that I feel may

be valuable to you as you move more of your hosting services into AWS. Simple Queue Service is a fully
managed message queue platform that can be used by your application and infrastructure when you want to
decouple processing from existing applications or resources.

Simple Queue Service can be accessed via the AWS Console, under the Services menu. It can be found
in the Messaging section. SQS uses queues to organize and process messages sent to them. There are two
main types of message queues that can be set up, Standard and FIFO.

Standard messaging queues are those where the processing of messages and throughput are most
important to the applications using the queue. FIFO messaging queues are focused on processing messages
as they are sent to the message queue in the exact order that they are received in. FIFO stands for “First
In, First Out” The configuration of a queue is a very simple process and the only real setting that you are
required to enter is the queue name. Figure 17-5 shows the configuration screen for setting up a new
message queue.
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Figure 17-5. The Simple Queue Service configuration screen is shown with the two main types of message

queues, Standard or FIFO

The main use case for SQS is to assist with decoupling applications that rely on using messaging to carry
information about work to be performed. A simple example for your e-commerce website might be using
this service to handle order processing with a third-party vendor. Your website code could use one of the
SQS SDKs to connect to it as an endpoint and send order information accepted from your website to the SQS
queue. You could use pull or push services to get information from this same message queue for processing.
The message itself may contain information needed for successful processing of the order such as a ZIP
code, which could be used to calculate and arrange shipping pickup for a product that has been ordered

through the website.

The possibilities are limitless in terms of how the service can be used, but the best way to describe
the use case is as a service that can connect two systems via an information exchange between them. SQS
enables data to be passed from one system to another so that the system collecting the data can be as
effective as possible without adding workflow overhead to that system.
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Development Tools

The AWS platform has a variety of tools and services that can help you to manage your infrastructure as well
as what is loaded on that infrastructure and how it gets updated. I'll introduce a couple of services that I
think you may benefit in using as your presence and usage of the platform increases.

CodeCommit is the AWS answer to a code repository. The service allows you to store code; sync
between local, cloud, and other repositories such as Git; and enable other to access the repository. Creating
arepository is a simple process. From the AWS Console, choose the Services menu; under the Development
Tools section you'll find CodeCommit. Click the Get Started button to create your first repository. All you
need to get started is to give a name and description to the repository to be created, as shown in Figure 17-6.

Bl Services ~ Resource Groups ~ IAM 3 *

Create repository (2]

Create a secure repository to store and share your code. Begin by typing a repository name and a
description for your repository. Repository names are included in the URLSs for that repository.

© Access to the repository
Users connecting to an AWS CodeCommit repository for the first time must complete
setup steps before they can use it. Learn more

Repository name* nadonhosting.com

Description | A repository for source code to be used by NadonHosting.

*Required )
= Cancel Create repository

Figure 17-6. The first screen in creating a repository in AWS CodeCommit

The next step in setting up your repository is to connect to it to sync up data from your local machine.
After you've clicked the Create Repository button in the previous step, you will be presented with a screen
similar to the one shown in Figure 17-7. This will be specific to your operating system and will give you
some brief instructions on the next steps to start working with CodeCommit. At the bottom of the screen is a
context-sensitive link for more detailed steps that walk through the rest of the setup.
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Follow the steps below to connect to your repository from your local computer.

Connectiontype ® HTTPS
SSH

Operating system Linux, MacOS, or Unix
® Windows

Prerequisites

1. Install Git (1.7.9 or later supported) without the Git Credential Manager utility. If you donl have Git installed, install it now
2. Install the AWS CLI.

3. Al the command line, type aws configure and configure the AWS CLI with your |1AM user access key and secret key
4. Attach an appropriate AWS CodeCommit managed policy to the 1AM user. Learn more

Steps to clone your repository

1. At the command line, paste the following commands

git config --global credential.helper "!aws codecommit credential-helper $@" L
git config --global credential.useHttpPath true

2. Clone your repository to your local computer and start working on code:

git clone https://git-codecommit.us-west-2.amazonaws.com/vl/repos/nadonhosting. com 3l

I want more detaded instructions

Figure 17-7. Once your repository is created, the next step is to connect to it and perform an initial sync
of the local data to your CodeCommit repository

After you've set up your connection and done your first commit, you will be ready to use this tool to
store and version your source code. This service gives some nice visualization in terms of activity performed
with the repository and makes it easy to share access to your repository to anyone that will need to access
it. Users will perform the same steps that you did to connect with the repository, and you can use IAM to
control access just as you can across all AWS resources.

Whether you have your code stored in AWS CodeCommit or an external repository, there are another
two tools that can assist with the deployment of code to the infrastructure in AWS. CodeDeploy and
CodePipeline are also found under the Developer Tools section in the AWS Console Services menu.

CodeDeploy can be used to configure and deploy an application to AWS resources. You configure
the application stack to be deployed and configuration details for that specific stack. Think of it as
CloudFormation for applications. You specify application details and the deployment model in the
configuration wizard. The deployment models used are “in-place” (where infrastructure that is currently in
use will have your code deployed to it) or “blue/green” (where your code will be deployed to a new set of
infrastructure that is not currently used in production and then “phased” into use after the code is deployed
as the current infrastructure is no longer used). Figure 17-8 shows the deployment type configuration screen
when starting to set up CodeDeploy for the first time.
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Figure 17-8. The CodeDeploy Configuration Wizard is shown with the second step of choosing a deployment
type. The options are “in-place” or “blue/green.”

The final step in the CodeDeploy wizard will ask you to confirm which infrastructure will be used to
receive the deployment. If you choose a blue/green deployment, there may be additional infrastructure that
will need to be set up to seamlessly move between the first version of code and the newly deployed version.
The convenience of this option definitely has cost associated with it in terms of infrastructure requirement.

AWS CodePipeline takes the code deployment a step further and enables full orchestration of steps to
be performed when updating versions of code, applications, or resources defined in AWS. This tool allows
you to build a plan for deploying, testing, and releasing updates to your infrastructure, allowing you to build
in checks that will automatically roll back if any step in the process fails.

A pipeline is a collection of tasks that build, deploy, and test your code. The process of creating a
new pipeline in AWS CodePipeline is a multi-step process where you first define a name for the pipeline.
After defining a name, you specify where you source files for the build are located. This can be in AWS
CodeCommit, Git, or even files living in an S3 bucket. The next step is to define your build provider. Many
people integrate or have built jobs using Jenkins and this is supported, as is AWS CodeBuild and Solano
CI. There is also an option to use the pipeline with no build integration; however, if you choose this option,
you will need to define a deployment provider, which is the next step. The deployment provider specifies
what tool to use to deploy infrastructure needed when you run your build. If you chose a build provider in
the previous step, then this is not required; however, if you didn’t select a build provider in the previous
step, choosing a deployment provider is required. The options for deployment providers are all AWS-based
services: CloudFormation, CodeDeploy, or Elastic Beanstalk. Once you have selected which provider for
build/deployment, you will then set up an AWS Service Role for performing your pipeline deployments and
reviewing the initial configuration. Once your pipeline has been created, you can edit the configuration
and build in monitoring of events, creation of stages, and building out complex deployment scenarios with
built-in testing for your applications. The use of CodePipeline is outside of the scope of this book, but AWS
documentation is available to help you get started setting up your first pipeline using S3 at http://docs.
aws.amazon.com/codepipeline/latest/userguide/tutorials-simple-s3.html.
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Summary

This chapter covered a wide range of additional AWS services that can be used to extend your capabilities
when hosting your enterprise website in AWS. Some of these services can be utilized and of benefit even if
you’re not hosting your website on AWS but you are looking for ways to build in monitoring and methods or
tools for doing continuous integration and deployment. In the next chapter, you will take a look at options
for securing your website communication and content. You'll also review best practices for hosting on the
AWS platform.
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AWS Security and Securing
Website Communication

In this chapter, you will explore security options within the AWS platform. You'll start by using Secure Socket
Layer (SSL) to secure your e-commerce website traffic and then you'll move into other topics that focus on
the security and best practice reporting available for your infrastructure resources.

Securing Your Website Communication

Hosting an enterprise level e-commerce website on the Internet will certainly have you giving thought to
ways to secure the communication that happens between your customers, employees, and the website
resources that you have available. The most popular web transport protocol for securing web-based

traffic is Secure Socket Layer (SSL). This protocol secures the communication between a client computer
and your website by encrypting the data passed between them. To support this secure connection and
encryption between the client browser and your website, the client must have a browser that supports SSL
communication and the website must be able to host an SSL endpoint. These two points in the connection
are referred to as the termination points, and when communicating via SSL, any traffic passed between
these points will be encrypted, adding a layer of security to the communication that doesn’t exist when
communicating over a non-secure connection.

Non-secure web traffic connections can happen over many protocols, but the one that most will be
familiar with is the application layer protocol HyperText Transfer Protocol (HTTP). This is the protocol that
is used by default for web server applications and by default communicates over port 80. Figure 18-1 shows a
standard web browser connected to a website over a non-secure connection via HTTP.

& C 1 | O www.bing.com

Figure 18-1. A browser client with a standard, non-secure connection to www. bing. com over the
HTTP protocol

This connection is referred to as a non-secure connection because data that is passed between the
client browser and the web server is not encrypted and is sent in plain text. This means that if someone
analyzed the packets of data passed between these two points they would be able to interpret the data
sent very easily. This could include non-sensitive data, but could also include things like usernames and
passwords.
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Most enterprise level websites, including the one in this hosting scenario, have username/password
logins to gain access to certain parts of the website and will likely be selling products as well. In both of these
situations, it is recommended to secure the web traffic between client and server to minimize the risk of
sensitive data being accessed by anyone that shouldn’t have access to this information.

In Figure 18-2, you can see the website shown in Figure 18-1 now connected via the secure HTTPS
protocol.

&« C () | 8 Secure | https://www.bing.com
Figure 18-2. A browser client with a secure connection to www.bing.com over the HTTPS protocol

In Figure 18-2, you can see that the browser client recognizes that this connection is a secure one
and identifies it as such by putting the word “Secure” with a padlock icon next to it. This communication
happens over a different port than the non-secure traffic; it occurs over port 443.

So how can you have both secure and non-secure connections on the same website? This is a valid
question and the answer is really a question of website purpose and usage. The transmission of encrypted
data requires some administrative overhead in terms of data being transferred and the time it will take
to process and unencrypt that data. For this reason, data that is not sensitive in nature is most optimally
transmitted via the non-secure HTTP protocol. For data and communication that has an opportunity to
contain sensitive data, the HTTPS protocol is preferred. In the use case where both of these protocols are
needed, this means that the website must support non-secure and secure connections. This can also be
expressed as connections over HTTP and HTTPS or communications over port 80 and port 443 (although
these are standard/default port values, which technically can be changed on the website end of the
connection configuration, but let’s not concern ourselves with that right now).

At this point, you now understand that your website must support both non-secure and secure
connections between your server resources and your customers, but what are the options for implementing
this in AWS? Whether in AWS or hosted elsewhere, the requirements as stated above are the ability for the
client browser and the website to support both protocols. By default, all web server applications, including
the one you've been using throughout this book, support non-secure connections over HTTP/port 80.
You've already implemented this in your static website hosting example using S3, and in your platform/
CMS hosting example using the Apache Web Server application hosted on an EC2 resource. You also
implemented an Auto Scaling group using an Elastic Load Balancer earlier in this section’s enterprise
e-commerce hosting scenario with the HTTP protocol enabled and listening on port 80. Figure 18-3 shows
the latter configuration option, with HTTP-based traffic connecting on port 80 on the ELB and port 80 on the
EC2 resources behind the ELB.
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[ ] Name DNS name - State VPCID

B nadonhostingELB nadonhostingELB-20195352 vpc-874967e0

Load balancer: | nadonhostingELB

Description Instances Health Check Listeners Monitoring Tags

The following listeners are currently configured for this load balancer

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port Cipher  SSL Certificate

HTTP 80 HTTP 80 N/A N/A

Figure 18-3. EC2 Elastic Load Balancer listener configuration is shown with the default non-secure
application protocol HTTP listening on port 80

While the web server software (Apache Web Server) on your EC2 instances can be configured to support
secure HTTPS connections, an easier method is to implement SSL at the Elastic Load Balancer layer.

As mentioned, secure connections encrypt data being passed between the client browser and the
termination point at the server level. If you implement your SSL connection at the ELB level, this becomes
your termination point in front of the web servers (EC2 instances) that are behind this load balancer and
means that the load balancer will handle the termination of the SSL connection as well as the hosting of an
SSL certificate, which is needed as part of the encryption process.

The act of acquiring an SSL certificate for most websites involves working with your hosting provider
or a third-party SSL Certificate Authority such as Symantec to procure a specific SSL certificate that can
be used to encrypt traffic between your customers and your website. This procurement process involves
defining the domain name of your website to be secured, your contact information, and the payment for the
SSL certificate. On average, basic SSL certificates can range between $50 and $100 depending upon your SSL
certificate provider.

In AWS, this process is a bit more simplified and can be provided for resources hosted on the AWS
platform at no charge. Let’s walk through the process of procuring and adding a SSL certificate for the
domain you’ve been working with in this book, www.nadonhosting.com.

AWS Certificate Manager

AWS Certificate Manager (ACM) is an Amazon Web Services platform resource that allows you to procure
and manage SSL certificates to be used on your infrastructure. For resources hosted within the AWS
platform, such as Elastic Load Balancers and CloudFront distributions there is no charge for procuring the
SSL certificate.

To access ACM, browse to the Services menu in the AWS Console and under the “Security, Identity and
Compliance” section heading, click Certificate Manager and click the Get Started button if this is your first
visit to this AWS resource.

When creating your first SSL certificate you will need to provide the name of the domain to be secured.
In your case, you specify www.nadonhosting.com and then you click the “Add another domain to this
certificate” to also add in the root of this domain name, which is nadonhosting. com. Figure 18-4 shows the
information filled into the text boxes presented in the New Certificate Request Wizard.
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Domain name* Remove

www.nadonhosting.com

nadonhosting.com| [}

Add another name to this certificate

Figure 18-4. Step 1 in the New Certificate Request Wizard is to add the domain names that will be secured
by this SSL certificate. It is best practice to add the www subdomain as well as the domain root to the SSL
certificate

The next step is to review the information and then complete the submission request by clicking the
“Confirm and Request” button. By default, AWS will email the domain registrant and administrative contacts
for approval of the issuance of this SSL certificate for this domain. If you are not sure who the contacts are for
your domain, you can find this information out using a website such as www.whois.net. This tool will allow
you to enter any domain name and find out information that is publically available through the domain’s
registration record. A search of the nadonhosting.com domain produced the output shown in Figure 18-5.

WHOIS LOOKUP
0 nadonhosting.com is already registered*

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: NADONHOSTING.COM
Registrar: AMAZON REGISTRAR, INC.
Sponsoring Registrar IANA ID: 468

Whois Server: whois.registrar.amazon.com
Referral URL: http://registrar.amazon.com
Name Server: NS-1215.AWSDNS-23.0RG
Name Server: NS-1734. AWSDNS-24.C0.UK
Name Server: N5-352.AWSDNS-44.COM
Name Server: NS-754.AWSDNS-30.NET
Status: ok https://icann.org/epp#ok
Updated Date: 28-sep-2016

Creation Date: 28-sep-2016

Expiration Date: 28-sep-2017

>>> Last update of whois database: Sat, 11 Feb 2017 14:17:11 GMT <<<

Figure 18-5. Result of a search for the nadonhosting.com domain using http://www.whois.net
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Figure 18-5 shows the information returned from the domain public information record. This domain
was registered in AWS since the registrar is listed as Amazon Registrar, Inc. It was created in September
0f 2016 and the name servers being used to host the DNS records for this domain are also AWS resources.
This search didn’t return the administrative contact email, but this is because I chose for this information
to be kept private. Your domain Whols search may return similar or additional information based on the
configuration set when you registered your domain through the registrar you used.

After clicking the “Confirm and Request” button in the wizard, a list of the email addresses that will
receive the certificate validation request will be listed. The next step is to access one of the validation emails
and to approve the certificate request.

Once this has been completed, AWS will issue the SSL certificate and allow it to be used from within
your AWS account. It is important to understand that AWS ACM certificates can only be used on resources
within the AWS platform and cannot be exported out and used outside of the platform. Another noteworthy
item is that ACM and the request for certificates can be done via the AWS Console or via the CLI. The
request for these certificates happens within the East region, but certificates procured there can be used on
infrastructure across your AWS account.

Once you have approved the validation email for the requested domains, you will see that your
certificate has been issued in AWS ACM, as shown in Figure 18-6.

Name « Domain name « Additional names Status =
- www.nadonhosting.com nadonhosting.com

Status

Status Issued
Detailed status The certificate was issued at 2017-02-11T14:57:51UTC

Figure 18-6. AWS ACM showing the issued SSL certificate for www.nadonhosting. com with the additional
domain of nadonhosting.com

Once the SSL certificate has been issued, it is ready for use within your AWS account. This means that if
you want to add SSL to your existing ELB, you can now do so by adding the new port listener and associating
the above registered SSL certificate. To add a new listener, browse to your EC2 Dashboard in your AWS
Console, click the Load Balancers link in the left-hand navigation, select the ELB that you would like to edit,
and then click the Listeners tab. Click the Edit button and then choose the Add button. From the dialog
presented, choose HTTPS Secure HTTP under the protocol drop-down list, leave the ports as the default
selection, and then click the Change link under the SSL column. From this dialog, you can associate an
existing certificate from ACM or IAM, or upload a new certificate to be used with this load balancer resource.
Figure 18-7 shows your selection to use the SSL certificate that you just requested.
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Select Certificate X

An SSL Certificate allows you to configure the HTTPS/SSL listeners of your load balancer. You may select an existing SSL
certificate or create a new one below. Learn more about setting up HTTPS load balancers and certificate management

Certificate type: ® Choose an existing certificate from AWS Certificate Manager (ACM)
Choose an existing certificate from AWS Identity and Access Management (lAM)
Upload a new SSL certificate to AWS Identity and Access Management (I1AM)
Request a new certificate from ACM

AWS Certificate Manager makes it easy to provision, manage, deploy, and renew SSL Certificates on the
AWS platform. ACM manages certificate renewals for you. Learn more

Certificate: www.nadonhosting.com (44a4b36a-2e0e-43f0-8625-5227c27ef53f) »

Figure 18-7. Adding the new SSL certificate

Once you click the Save button above, the ACM SSL certificate will be associated with the load balancer.
Click the Save button again to save the listener configuration changes made to add the HTTPS listener to

the load balancer. Once completed, you will now see two listeners configured on your load balancer, as
shown in Figure 18-8.

Create Load Balancer [JCYULTERY

Filtsr:  CQ Search X K <
@ Name -~ DNS name = State ~ VPCID = Availability Zones =  Type
@ nadonhostingELB nadonhostingELB-20195352.. VpC-8T496Te0 us-gast-1a, us-east-1b, ..  classic
Load balancer: | nadenhostingELE
Description Instances Health Check Listeners Monitoring Tags
The following listeners are currently configured for this load balancer:
Load Balancer Protocol Load Balancer Port  Instance Protocol  Instance Port  Cipher S5L Certificate
HTTP 80 HTTP 80 MIA NIA
HTTPS 443 HTTP 80 Change 44a4biba-2e0e-4310-B625-5227c27ef53f (ACM) Change

Figure 18-8. HTTP and HTTPS listeners being configured for this load balancer

Now that your load balancer is listening and terminating a connection on the HTTPS application
protocol using an ACM SSL certificate, traffic sent between a client browser and the address https://www.

nadonhosting.comwill be encrypted and has an extra layer of protection for any sensitive data that you may
choose to send along that path.
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AWS Security and Best Practices Resources

Now that you have a way to secure your sensitive website communication data such as logins, passwords,
and e-commerce processes, let’s discuss some of the other tools and resources that AWS has to help with
security and best practices.

IAM

AWS Identity and Access Management should be the first place you think of when you think about AWS security.
This is the resource I introduced in the beginning of the book, and it is used to manage access to your AWS
account and resources within it. Early in the first hosting scenario I talked about the best practices to secure your
root account and I want to mention it here again because I feel that it is important enough to do so. If your AWS
root account is compromised, the owner of it controls all the keys to the kingdom and can cause a lot of havoc
and lost revenue, or even incur operating costs by launching a bunch of AWS resources on your behalf.

CloudTrail

CloudTrail is an auditing resource that keeps track of all API calls that happen within your AWS account and
holds metadata about each of these changes including what resources were affected and who affected them.
CloudTrail is not on by default; it must be turned on through the AWS Console by configuring the first trail.
Browse to the AWS Services menu and under the Management Tools section, click the CloudTrail link. Fill
out information to configure your first trail and to store the trail information in S3. There is no charge for

the first trail, which can be configured to monitor your entire account; however, additional trails do come

at a charge. Also, the S3 storage that will be used to store your trail data will fall under normal S3 pricing.
Figure 18-9 shows the configuration screen for your first CloudTrail.

Turn on CloudTrail

Trail name*

Apply trail to all regions

Create a new 53 bucket

$3 bucket”

Log file prefix

Enable log file validation

Send SNS notification for
every log file delivery

nadonhosting

Yes No (]

Yes No

nadonhosting-trails [i]

Yes No (i ]

Yes ® No (i ]

Figure 18-9. AWS CloudTrail configuration screen showing the S3 bucket to be created to store

CloudTrail data
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Once created, CloudTrail will start tracking all API calls within your account. These calls are tracked
whether they are done from within the AWS Console or done via the CLI. This gives you a full audit trail to
find out what resources have been accessed, created, changed, removed, and by whom. It is a powerful tool
that many forget to enable, but is highly recommended as a relevant tool for hosting on the AWS platform.

AWS Config

AWS Config is a management tool that, similar to CloudTrail, gives you a record of changes that have been
performed against your AWS resources. AWS Config is focused around configuration management and
change control, so the information presented is more directed from an asset perspective rather than all API
calls, as with CloudTrail. In terms of an enterprise hosting scenario, AWS Config can be a useful resource to
provide rulesets around change management for your AWS resources to show compliance.

AWS Trusted Advisor

AWS Trusted Advisor is a best practices analyzer that runs at the account level within AWS and analyzes your
accounts and resources within AWS and reports on best practices that should be implemented. An example

is the EC2 security groups that are open to anyone or if your AWS root account is not using multi-factor
authentication. In addition to security best practices as the previous two examples illustrate, the tool will also
report on performance optimization that can be achieved, such as applications that are running on underutilized
EC2 instances. An example of the reporting overview screen is shown in Figure 18-10.

Performance Security

N

18 0A 00 24 1A 00

Figure 18-10. AWS Trusted Advisor’s Performance and Secuity overview reporting is shown from within
the Trusted Advisor dashboard

In Figure 18-10, there is a summary at the top of the Trusted Advisor dashboard that shows checks
that are OK or have warnings and issues. This resource is a very valuable one and should be used at the
beginning of your AWS hosting journey and at regular intervals thereafter.

AWS Inspector

AWS Inspector is an agent-based security tool that can be used to run against EC2 resources to report

back on security vulnerabilities and give information on how to remediate them. The process for using

AWS Inspector is to load the agent on resources that you would like scanned and then to set up scheduled
assessment scans to run against those resources. You can limit not only the scheduled time, but how long
the assessment scans run and analyze the resource. This fine-tuning means that you can gather information
about the resources with minimal overhead and impact on your operation of them.
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Summary

This chapter covered how to set up secure communication between your e-commerce website visitors

and your website. It also introduced a variety of security and best practice-related resources that the AWS
platform offers. AWS has a strong stance on security and compliance, and takes it quite seriously. Although
you ultimately have a large share of responsibility for keeping your resources secure, the platform itself is
designed with security in mind and makes it easy to implement stronger control and monitoring than you
will see available on other hosting platforms.
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AWS Enterprise Applications

In this chapter, I will introduce the last of the services that I will discuss in this book. These services are
focused on enterprise or corporate customers that are looking for ways to integrate their processes and
workflow into the cloud. AWS has positioned the services and products that it offers in a way that makes

it easy for a company to have a hybrid approach to their enterprise infrastructure needs, keeping main
functions on-premise and using AWS to achieve scale and agility when needed. In this chapter, I'll introduce
AWS Directory Services, WorkMail, WorkDocs, and Workspaces as products and services that you may want
to look into as options for enterprise productivity applications.

Directory Services

As a company grows, its need for IT services and resources also grows. The organization, authentication, and
tracking of these services and resources are usually handled within the company by means of a directory services
application. A directory service contains data about objects and resources. Microsoft Active Directory is an
example of a popular directory services application, and over the years there have been many others, including
Novell Directory Services. Amazon Web Services offers its own directory services on the AWS platform.

To access AWS Directory Services, browse to the Services menu in the AWS Console and under the “Security,
Identity and Compliance” section, click the Directory Service link. From here you'll be presented with the
welcome splash page that offers up choices about what types of directory services the AWS platform supports.

First, there is the option to create a new cloud-native directory service using AWS Cloud Directory. Using
this directory service you will choose a sample AWS schema for the data to be organized in your directory or
you can upload a custom schema. Figure 19-1 shows the list of sample schemas currently included on AWS.

Schemas Version Type
; : organization
person 1.4 AWS sample
L] organization 1.0 AWS sample
device 1.0 AWS sample

Organization

¥ account_id

(4] Upload new schema (JSON)

¥ accoun

telephone_number

Figure 19-1. AWS Cloud Directory schema sample options are displayed, with the organization sample
selected to show data type information
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The schema of the sample selection called organization is displayed to the right-hand side of the screen.
This shows you what type of information can be stored about each object within the directory. If the three
samples given do not fit your needs in terms of information stored, you can also upload your own custom
schema in JSON format.

This example is the easiest way to get started with using directory services in the cloud. However, you
may already have directory services implemented on-site within your company. In these situations, AWS has
a couple of services that can be used to help you migrate or connect to your existing directory services.

AWS Microsoft AD is a fully managed directory service that is hosted in AWS based on and compliant
with Windows Server 2012 Active Directory. Fully managed offerings, such as this one and RDS, remove the
administrative burden that comes with self-hosting and management of the instances. In this case, you can
focus on the creation of the users and objects within the directory and not on managing directory service
server instances. Similar to AWS Cloud Directory, setting up Microsoft AD in AWS is done through a simple,
short wizard that first asks for specifics around the directory service, shown in Figure 19-2.

Directory details

A managed Microsoft Active Directory domain based on Windows Server 2012 R2. Learn more

Directory type Microsoft AD

Directory DNS* YDN such as "corp.example.com” o
NetBIOS name | g1t name such as "COR otional i}

Default administrative user Admin €

Admin password" (i )
Confirm password” (i ]
Description Stianal (i

Figure 19-2. The AWS Microsoft AD Setup Wizard asks for the directory service details to finish the managed
service setup

In addition to the details shown above, you will need to choose networking details for the directory
service availability. You will specify the VPC as well as two availability zones, offering redundancy. After you
have entered and reviewed the information collected in the wizard, your Microsoft AD will be created and, as
with other AWS managed services, you will be delivered an endpoint that you can connect to with Microsoft
Active Directory management tools to fully manage your directory. From the AWS console you will be able to
do basic functions such as removing or creating a new directory.

The third type of directory service that is offered is referred to as Simple AD, and this is also a fully
managed directory service, but it is based off the Samba implementation of a directory. AWS offers a
large and a small offering in this type of directory service, the first supporting up to 5,000 users and the
latter supporting up to 500 users. Setup of the directory service is as simple as with Microsoft AD or Cloud
Directory. There are more options with Simple AD in terms of built-in management features and services.
For example, accounts created in Simple AD will be ready to use with other enterprise-level services such
as AWS WorkMail, WorkSpaces, and WorkDocs. You can also use existing management tools, including
Microsoft-based ones to manage the directory service through the endpoint delivered after setup.
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That covers the three types of directory service that you can implement within AWS, but there is also
a service called AD Connector that allows you to connect an AWS instance to your on-premise Active
Directory. This will allow for accounts to be synchronized between the cloud and your installation, and
gives you the opportunity to use directory services to manage access to your objects within the directory.
Accounts in the cloud can be given access to your on-premise infrastructure and vice versa. This enables
you to run in a hybrid mode and extend services to the cloud when it makes sense to do so, as well as to test
before making a large commitment.

AWS allows you to try out any one of the above services for 750 hours as part of the free-tier level. This
gives you one month to test drive the service that you feel would best suit your organizational requirements.

AWS WorkMail

WorkMail is Amazon Web Services fully hosted mail service for enterprise email communication and
calendaring. The service supports desktop, web-based, and mobile connectivity to mail accounts. The
use of the WorkMail service must be allowed via IAM policies (the same as with other AWS services) for
an AWS account to be able to use the resource. The setup process for WorkMail involves the creation of
an “organization” and it will create a Simple AD resource for you to manage your users/organizational
object in as the most efficient and integrated directory service option. As long as you are using WorkMail
you will not incur additional charges for the AWS Simple AD resource or other resources that get set up as
part of the WorkMail setup process. Let’s walk through the setup process for the domain we’ve been using
throughout this book to give you a sense of the work needed to set up WorkMail for your domain. From
the AWS Console, choose the Services menu and find the WorkMail link under the section called Business
Productivity. After clicking the WorkMail link, click the Get Started button to launch the WorkMail setup
wizard, as shown in Figure 19-3.

£ WorkMail

Set up your organization

Set up your organization using a new or existing directory, add a test mail domain, and create your data encryption keys. Later, you can add your mail domains
policies

Learn more

Quick setup

Set up an Amazon WorkMail organization for a small business in less than 10 minutes. We create a new

directory for you

Custom setup

Setup an Amazon WorkMail organization using an existing directory (used with Amazon WorkSpaces or

Amazon WorkDocs), or integrate with your own on-premises Microso Nirectory.
Custom setup

Figure 19-3. AWS Microsoft WorkMail Setup Wizard offers Quick or Custom setup options. Use the Custom
option when you already have a directory service that you would like to use with WorkMail
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You are going to choose the Quick setup option because this will set up a Directory Services (Simple
AD) to be used with the WorkMail and other business productivity/enterprise applications in AWS. Click the
Quick Setup button to move forward to the next step of the setup process.

In the next step, you'll enter a test domain to be used for configuring your WorkMail endpoint in AWS.
Enter “nadonhosting” as the unique prefix test domain identifier, as shown in Figure 19-4.

2 WorkMail

Quick setup

Specify a unique alias to be used as a test mail domain, and to configure your organization's endpoint for accessing Amazon WorkMail

Alias® ht!ps‘n’l nadgnhos[mg| } awsapps.com/mail

Figure 19-4. Step 2 asks for a test domain to be used to configure the WorkMail endpoint

Once you have entered your value in the text input field, click the Create button to start the directory
service creation. This process can take approximately ten minutes to complete. Figure 19-5 shows the new
directory with a status of “Creating” and shows the type of directory that is being created for you by AWS.

Add organization Remove

Alias = Default mail domain Directory = Status =

nadonhosting Simple AD reating

Figure 19-5. Step 3 highlights the creation of a directory service for the test mail domain used in Step 2

Refreshing the screen above will eventually result in the status changing from “Creating” to “Active,” as
shown in Figure 19-6. You will also see the updated mail domain endpoint value that has been created for
this directory.

Add organization
Alias = Default mail domain Directory Status =
nadonhosting nadonhosting. awsapps.com Simple AD Active

Figure 19-6. Step 3 with an updated status and default mail domain specified

Now that you have an organization directory set up, you can start to manage resources within that
directory. Click the organization name to navigate to the organization management screen. You will notice
that a set of default accounts have been created for your directory, as shown in Figure 19-7.
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© WorkMail nadonhosting ~ Users

: WorkMail users

Users
G You can create, enable and disable users from Amazon WorkMail. You can also reset their email passwords and wipe the
roups

m Enable user Disable user Reset password
Resources

Q

Domains

Mobile policies Display name User name Primary email address

Organization setings

Figure 19-7. AWS Microsoft WorkMail Management screen shows the default accounts in the directory service
that was created for your organization

From the AWS WorkMail Organization Management screen you can see the default accounts that have
been created for you in the directory service that was created for your organization. These accounts include
the Administrator account (disabled by default) and a host of other accounts that are used for application
services by the WorkMail product. These accounts are system accounts and cannot be removed. As shown
in Figure 19-7, in the left-hand navigation of the WorkMail Organization you can manage users, groups,
resources, and domains to be used with this organization, mobile policies, and general organizational
settings.

Since the goal of this exercise is to set up a mail account on your custom domain, let’s click the Domains
link in the left-hand navigation. This will list your current domains associated with this organization, as
shown in Figure 19-8. As you'll see below, the only domain currently associated is the test domain that you
specified in Step 2 of the WorkMail Setup Wizard.

nadonhosting -+ Domains

WorkMail domains

You can add or remove email domains or make them the default

Add domain
Domain = Domain status = Default domain
nadonhosting.awsapps.com Verified Default

Figure 19-8. A list of all associated domains for this organization
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The test domain that was set up and is currently associated with your organization was needed to get
the endpoint set up and configured, but it doesn’t help you in terms of hosting mail on your custom domain.
To set this up, you need to add the domain to WorkMail as an associated domain for this organization. To
start this process, click the “Add domain” button to get to the screen shown in Figure 19-9.

Add domain

Enter your domain name. After we verify the domain ownership, it can be used in email addresses for users, groups and resources.

Domain name* I nadonhosting.com|

Figure 19-9. This is the first process in adding a new domain to an existing organization

As part of adding a new domain to an organization, AWS will verify ownership of the domain with the
administrative contact on the domain via DNS verification by asking for the addition of a TXT record. You'll
need to add this TXT record through whatever DNS management tool you have at your domain registrar. In
my case, I'm hosted within AWS, so I'll use Route53 to add the record needed to complete verification. In
addition to the TXT record for verification purposes, the second step of the process will also tell you what
other DNS records need to be set up on the domain for you to be able to send and receive email with it. The
additional records needed are shown in Figure 19-10; you'll again use Route53 to set these records up in the
domain DNS record.

Step 2: Finalize domain setup

rovider

= disrupbion, make su user accounts, distnbution Iists

Record type Hostname Value

I
o
o

10 inbound-smtp us-east

autodiscovermailus-east-1.a

b2p7aduha

4m3lgd5v dkim amazonses.com

afsirfigrexjepgecbxdvim3hygy dkim.amazonses.com
Figure 19-10. This is information that will need to be added to your domain DNS for WorkMail to function as
expected

An SES (Simple Email Service) policy will be set up to allow this domain to be able to send/receive
email within the Amazon Web Services platform. Amazon takes email setup and security quite seriously;
resources that are hosted in the platform send mail from infrastructure managed by AWS. Therefore, it is
important in terms of shared responsibility that those using the infrastructure resources are not using them
for inappropriate functions such as creating and sending unsolicited email.
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After adding the needed records to the nadonhosting.com domain DNS, you can refresh the screen and
see that domain status had changed to “Verified.” After the domain has been verified, go back to the main
WorkMail Domain Management screen, select the nadonhosting.com domain, and click the “Set as default”
button to make this domain the default domain for the organization. Figure 19-11 shows the list of domains
now associated with this organization and their status.

WorkMail domains

You can add or remove email domains or make them the default

Successfully set the default to domain to 'nadonhosting.com’ for the organization 'nadonhosting’

Domain =« Domain status - Default domain
nadonhosting. awsapps.com Verified
nadonhosting com Verified Default

Figure 19-11. A list of associated domains for the organization and their status

Now that the domain is associated with the organization, you can create a user within the organization
so that you can then enable the WorkMail service for them. To do this, move to the Users section of the
WorkMail Management interface and then click the Create User button to start the New User Setup Wizard.
The information collected for a new user is shown in Figure 19-12.

Users
Add the details for your new user

User name”  jnadon o
Firstname  Jason
Lastname | Nadon| |

Display name®  Jason Nadon o

* Required information

Figure 19-12. AWS Microsoft WorkMail User Management new user screen
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The first step collects basic information such as the user name for the account, first name, last name

and a display name. Once you have entered this information, you’ll move to the next step, which is shown in
Figure 19-13.

Users
Set up email address and password
Provide the primary email address and password of the new user.
Email address” jnadon @ nadonhosting.com
Password” arrases (i}
Repeat password | ----..: i)

* Required information

Figure 19-13. Step 2 is where you can select the email address/domain to be associated with the user

In the second step of adding a new user you will specify which domain this email address will be
associated with and you'll set up a new password for the account. Once you specify these details, you can
click the Create button to add the user. Figure 19-14 shows your user added to the existing list of users
associated with this organization and that WorkMail is now enabled for this user.

Display name User name Primary email address

Jason Nadon jnadon jnadon@nadonhosting.com Enabled

Figure 19-14. WorkMail is now enabled for the new user

Now that the new account exists and has been enabled, let’s test logging into the web interface and
sending and receiving email using the account.

You will find your webmail interface listed under your Organizational settings tab, as shown in
Figure 19-15.
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Organization settings

You can view the organization's details and edit its settings

General settings Migration settings Journaling seftings Interoperability settings

Information to set up mobile device or Microsoft Qutlook can be found in the Amazon WorkMail User Guide

Organization ID m-55e3937adf4b4d21bb06a3cb91382017
Organization Alias nadonhosting
Directory ID d-9067254776
Directory Type Simple AD
Web Application I https ].awsapg n/maill

Figure 19-15. The Organizational settings screen lists your WebMail interface in the Web Application field

Using the link shown in Figure 19-15 you can log in with your new account and password using the
webmail interface. Note that you don’t need to use the email address, just the account name and password
to log in. In my case, the user name is jnadon. Figure 19-16 shows the WorkMail web application interface
after successfully logging into it.

New item Il View
amazon er [ Viev Address Book
WorkMail wbei ¢ | @
~ Inbox - Jason Nadon Search in Inbex Q@ ¢ of 1
Inbox From Received =

Junk E-mail

Outbox

Drafts

Sent Items

Deleted Items

RSS Feeds

Figure 19-16. AWS Microsoft WorkMail Web Application Interface

Now that you can successfully access the AWS WorkMail interface, you can start using all the features
such as email and calendaring. Accounts created for an organization will have the capability to connect via a
desktop mail/calendaring application such as Microsoft Outlook via a webmail interface hosted by AWS and
accessible via the console, or via a mobile device application that is registered with your directory service.

In terms of pricing, at the time of writing this book, each mailbox account is $4 per month and includes
50GB of mail storage. If used in conjunction with WorkDocs, the cost goes up $2 per month per user, but
users will have an allowed 1TB of document storage each. You can set up 25 users for a 30-day trial period,
but at the end of the 30 days you will be charged for all users still in an active state.
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AWS WorkDocs

WorkDocs is Amazon Web Services fully managed enterprise document storage solution. This service offers
document storage as well as the collaborative features of an online document management suite. You

can easily collaborate on documents with multiple team members, track comments and feedback, route
documents for review, and improve productivity while being able to track and report on work completed.
WorkDocs storage is accessible after you walk through the process of setting up a WorkDocs site for your
organization. Access is controlled in a way that is similar to WorkMail in that users managed in a directory
service are granted access to your document storage location and applications.

Similar to how WorkMail was set up, if you want to set up a WorkDocs site, you should browse to the
AWS Console Services Menu and choose the WorkDocs link under the Business Productivity heading.
Once you access the welcome screen for WorkDocs, click the Get Started button to start the WorkDocs Site
Setup Wizard.

The first step in the process will ask you to choose the AWS Directory Service for use with WorkDocs.
Since you created one for use with WorkMail above, chose it, as shown in Figure 19-17.

Select a Directory

We noticed you have existing directories that are not registered for Amazon WorkDocs. You can enable a directory for Amazon WorkDocs by
selecting the directory below.

Region US East (N. Virginia)

Available Directories nadonhosting (nadonhosting.awsdirectory *  Or Create a New Directory for WorkDocs

Cancel Enable Directory

Figure 19-17. AWS Microsoft WorkDocs Setup Wizard Step 1 is where you choose your existing directory
service or choose to create a new one

In the next step you will be prompted for the username of the Administrator account for WorkDocs.
Let’s assigning the account created in the WorkMail setup to be the Administrator for the WorkDocs site.
This account will be the one to grant access to the site to others (see Figure 19-18).

Set WorkDocs Administrator

You will want to select an existing directory user to be your WorkDocs administrator.

Username | jnadon|

Figure 19-18. Step 2 is where you choose the Administrative user for your WorkDocs site
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After you enter the account name, the site will begin to be provisioned for you and an email will be send
to the Administrator user to give them information about the WorkDocs site. Figure 19-19 shows the setup
wizard’s final screen.

Your WorkDocs site is being provisioned.
1. Your WorkDocs site will be available to use within the next 10 minutes

2. When 's ready, an email will be sent to the administrator e with access Instructions

3. The selected WorkDoc istratcr can use their existing ess your WorkDocs site
4. The selected WorkDocs administrator can then give WorkDoc

WorkDocs. You should be able to start using your Wo Docs site in a few minutes

coess (o other users in your existing directory or invite new users to use

Manage Your WorkDocs Sites

Create a New WorkDocs Site c

Site URL Date Created Type Status

hitps:/inadonhosting. awsapps. com/workdocs 02-19-2017, 04:42FM Simple AD ACTIVE

Figure 19-19. The final step offers information about your site provisioning

After the provisioning of the site is complete, you'll be able to log into your WorkDocs site. The web
application interface of WorkDocs is shown in Figure 19-20.

a@_ﬂjﬂﬂ MY DOCUMENTS
B WorkDacs

D My documents

Shared with me

Awailing my feedback

Out for review

cle bin

Profile

Administration

Install sync chent

Get mobile app

Log oul

Figure 19-20. The WorkDocs Ul is shown with the left-hand navigation options highlighted

Almost any file format can be stored in WorkDocs, and the platform has a built-in preview function that
allows you to view a document even if you don’t have the software loaded that created the document.
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In terms of pricing, at the time of writing, WorkDocs pricing is $5 per month per account/user. Bundled
with WorkMail, AWS charges $6 per month per account for a savings of $3 per month, per account.

AWS WorkSpaces

WorkSpaces is the AWS fully managed solution for virtual desktop infrastructure. Just as with WorkMail and
WorkDocs, fully functional and pre-loaded desktop images can be delivered to your end users via directory
services and this service. This can be quite a benefit in terms of standardizing the working machines
delivered to your team. Delivering a work desktop that runs in the cloud and can be accessed from anywhere
allows you more control over security and configuration of software and services that are available to your
end users. Another use case for a service such as AWS WorkSpaces is the need for temporary desktop
resources, such as the delivery of training content. In this use case, you can create a single image of a training
desktop with all the resources needed for that student to be able to complete their study. Hours before the
course is set to start you can use WorkSpaces to deploy as many virtual desktop systems as the training
group may need. This can be extremely useful for times when you know an approximation of how many
students may take the course but not an exact number. The systems will be up and available for the students
to connect to and use during the training; when all study work has been submitted, you can use WorkSpaces
to unprovision those desktops. The net value is only paying for these resources while you use them. Imagine
instead delivering the same training on-site where you must plan for 20 desktop computers to be physically
set up and software installed across them so that configuration matches and each is ready for the students.
You might have to get this set up days before the class, and acquiring this hardware may become costly and
time consuming.

As an added benefit, WorkSpaces can be configured to deliver a virtual desktop with additional
preloaded software such as Microsoft Office to your end users for an additional fee that can be included in
the pricing model.

It is easy to get started with WorkSpaces. There are a few choices that you can make if you just want to
try out the service for testing purposes. First, you can access AWS WorkSpaces via the AWS Console Services
menu, under the section heading “Desktop and App Streaming.”

From here, click the Get Started button to move into the WorkSpaces wizard. You will be presented
with a screen similar to Figure 19-21; it will ask you which type of setup you would like to continue with for
configuration.

Get Started with Amazon WorkSpaces

Choose an option below to set up your WorkSpaces

@ Quick Setup
Quickly launch WerkSpaces for an individual or small group of cloud-based users in less than 20 minutes m

@ Advanced Setup
Launc orkSpaces using advanced options-including using your on-premises directory and existing m

Figure 19-21. In the AWS WorkSpaces Setup Wizard, the first choice is which type of setup configuration you
would like to select
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You are presented with a choice of Quick or Advanced setup. Advanced setup is a better choice when
you have tested out the service and have decided that you are ready to implement it in your organization.
The Quick setup will allow you to select a number of workspaces to be delivered and provision them for
you in the quickest manner with little administrative overhead. The Quick Setup Wizard will ask you for
the desired workspace bundle that you would like to deploy and whether you would like it as a monthly
or hourly billed resource. Subsequently, you will enter user detail information for each workspace to be
created/provisioned. The general setup steps under the Quick setup choice are as follows:

e  Create the IAM resources needed to provision network interfaces for workspaces.
e Create the network resources needed to organize and hold your workspaces.

e Simple AD creation and setup that will hold directory service information for your
workspaces. This will include the creation of a directory service Administrator
account.

e Create the workspaces specified in the configuration step of the wizard.

e  Each user is notified via email of their workspace information and next steps to
connect to the workspace that has been provisioned.

In terms of pricing for this service, you do have the option of paying for each workspace in a monthly
period, where unlimited use is allowed, or by an hourly period. The hourly rate also includes a monthly flat
rate and a per hour rate. Pricing details can be found at https://aws.amazon.com/workspaces/pricing/.

Summary

This chapter introduced a few of the enterprise-level applications and services that the AWS platform offers
to help you extend your business productivity. Although they may not be a fit for all readers of this book,

it is worth knowing that these types of services exist and are available to you if you choose to use Amazon
Web Services as your web hosting platform. There are few other vendors in the world today that offer the
amount of features and services within a single, cloud-based platform that are as accessible as AWS. I hope
that this chapter introduced some concepts that may give you reason to learn more about these options and
investigate how to implement a hybrid strategy to allow for infrastructure growth using the scalable and
highly available resources of AWS.
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Part 3: Hosting an E-Commerce Website in Amazon Web
Services Wrap-Up

In this section, I will cover items related to hosting an enterprise-level e-commerce website as the last of the
three of your web hosting scenarios.

AsThave done previously, I will now include a Knowledge Check where I summarize the services that
you've used and give links to additional resources so you can learn more about these services and features.
In addition, I will talk about cost considerations for the example e-commerce website as well as all the
additional services that I covered.

Knowledge Check

CMS Website: CMS is a content management system website that consists of static content, database,
and application/dynamic resources. These are sometimes referred to as “platform” websites and you saw
examples for the three most popular of these platforms: WordPress, Drupal, and Joomla.

AWS S3 (Simple Storage Service): You revisited AWS S3 usage as a major component for this hosting
scenario because it will still play a major role in hosting not only static files, but application files and your
CloudFormation templates that define the infrastructure stack that will be launched.

AWS EC2 (Elastic Cloud Compute): You learned how to launch an EC2 Virtual Server Instance through
the AWS Console as well as how to use the AWS command line interface to launch resources. You learned
about user data and how to install applications during launch time. You learned about security groups and
how they control access to your EC2 resources. You saw how EBS (Elastic Block Storage) can be used to
create volume storage that you can attach to EC2 virtual server instances. You also learned how EC2 related
resources can be defined in CloudFormation templates and launched and managed via that AWS service.

AWS RDS (Relational Database Service): You were introduced to the AWS RDS service and learned
about the various databases that can be hosted in this fully-managed service. You learned how to set up
MySQL database resources from the AWS Console and CLI as well as how to connect to these resources
using client-side applications to manage your database resources. You learned how RDS can assist you by
handling backups of your databases and even perform upgrades automatically to the platform hosting the
databases.

AWS CloudFormation: You learned about the AWS CloudFormation service and how to define
infrastructure using JSON/text files. You then learned how to use these definition files to launch an
infrastructure stack and how this can be managed as a single unit of resources. You learned how to update
and redeploy changes to the infrastructure stack and you learned that some stack updates are more
disruptive than others.

Cost Considerations

As with the first hosting scenario, the static website, the scenario presented in this chapter will have similar
cost considerations in terms of when to move to a new hosting platform such as AWS. In the first scenario,
the benefit to hosting in AWS had to do with the high availability and durability of hosting your files in S3.
When you think about a platform/CMS website, there will be additional cost for resources such as EC2
virtual server instances and RDS instances. These costs can range from being quite minimal and reasonable
to being significant based on how much data is stored and how much traffic the website is handling. If

you are hosting a very active site, you may need to deploy a larger infrastructure to handle the need. The
benefit of using the AWS platform in this case is that you are only charged for what you use and you have
the ability to easily scale up to address the real-time need of your visitors. The AWS platform allows you to
launch resources quickly and to test functionality with minimal expense. You have the ability to set up your
infrastructure to scale automatically to meet the demand of your customers if you so choose.
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This flexibility and scalability is the selling point when looking at a web hosting platform. When
launching a new site, you won’t know if there will be 100 visitors or 100,000 visitors, so you want to be in a
situation where you can meet and deliver your content to the 100,000 visitors if they come. Many smaller
hosts will limit the amount of data (bandwidth) that they will deliver to your customers and you may need to
manually intervene if website traffic grows unexpectedly.

In terms of realistic cost estimations when deploying a CMS website using EC2 and RDS resources, you
can expect to pay anywhere from $4-$15 per month in hosting charges for a small-to-medium site. At the
time of writing, Amazon recently launched a new service call LightSail that offers an easy way to set up a
VPS (Virtual Private Server) that can be used to host your platform/CMS website. Hosting plans start at $5
per month and go up to $80 per month. Using this method, you're given a predefined set of resources to use
based on the plan selected. It’s very similar to other hosting providers and I believe that they are offering this
in order to directly compete at this level. My preference is to be able to manage my own resources across
the full AWS platform and pay for what I use, but your needs may be different, so check out the LightSail
offerings at https://amazonlightsail.com/.
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CHAPTER 20

Additional Resources

This section of the book provides you with some additional resources for topics that were introduced in
earlier chapters but where the structure of the book did not allow for in-depth investigation or instruction.
The resources are organized by category and include resources for connecting to and managing AWS
resources, training, and important AWS concept documentation.

Managing AWS EC2 Resources

You deployed AWS EC2 resources in Chapter 8 using the AWS Console and CLI, and although I included
the necessary code to launch the instance and install the needed web server resources, I didn’t go into great
detail about how to log in and manage these resources using remote management software. For this reason,
I'm including the link to AWS documentation for using IAM access keys to access your instances remotely
and manage resources on them.

Connecting to Linux Instances
The following link describes the process of connecting to an EC2 Linux instance:

http://docs.aws.amazon.com/AWSEC2/1atest/UserGuide/AccessingInstances.html

Connecting to Windows Instances
The following link describes the process of connecting to an EC2 Windows instance:

http://docs.aws.amazon.com/AWSEC2/1atest/WindowsGuide/connecting_to windows_instance.html

Amazon Web Services Support Options

As you start using AWS to host your website and infrastructure resources there may come a time when you
need to reach out for assistance. AWS Free Tier includes a basic level of support, and you also have the
option of purchasing higher levels of support that offer better response timeframes and access to additional
support resources. The following link has a comparison of support options on the AWS platform:

https://aws.amazon.com/premiumsupport/compare-plans/
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CHAPTER 20 - ADDITIONAL RESOURCES

Additional Website Content Resources

The resources below will help with content hosted on your website and would be considered more of
intermediate level resources on the topics mentioned.

JavaScript

In the first hosting scenario I mention that JavaScript can be used to extend your static website to create an
interactive one. While this is true, the client browser must have JavaScript enabled to take advantage of this
benefit. There may be times when your website visitors have disabled JavaScript in their web browser and
you must handle this in a way that offers a seamless interaction for the website visitor. There are multiple
ways to do this and there wasn’t room to cover them all in the book. The following is a link to a discussion
that offers multiple options for displaying content for those that have JavaScript enabled in their browser and
those that may have it disabled by using the <noscript> tag:

http://stackoverflow.com/questions/121203/how-to-detect-if-javascript-is-disabled

Platform/CMS Additional Resources

In the second website hosting scenario, you deployed WordPress, Joomla, and Drupal Content Management
Systems. As you deployed the CMS websites you learned that many of them can use AWS S3 as their storage
for static and application files. For Drupal, a plug-in is needed to be able to configure it in this manner. More
information about the plug-in is available at the following link:

www.drupal.org/project/s3fs

AWS Best Practice Documentation/Resources

The resource links below offer more critical information that you should take into consideration when
architecting your infrastructure in AWS.

Architecture
Information about best practices in architecture for AWS can be found at the following link:

https://aws.amazon.com/architecture/well-architected/

Security

Information about best practices in security within AWS can be found at the following link:

https://aws.amazon.com/security/

Training Resources

In this section, I list some of the training resources that you can use to improve your knowledge of working
within the AWS platform.
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Amazon Web Services
AWS has excellent documentation and you can use these self-paced labs to improve your knowledge:

https://aws.amazon.com/training/self-paced-labs/

A Cloud Guru

The following is an excellent training resource for all AWS subjects and AWS certification preparation:

https://acloud.guru/
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