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Introduction

Welcome to CCNA Voice Study Guide, a comprehensive guide that covers everything you
need for Cisco’s new exam 640-460. For readers who are new to Cisco certifications, there
is a well-defined structure to the different levels that network administrators can achieve.
Cisco’s current certification structure has the following five levels of certification:

= Entry level
= Associate

= Professional
=  Expert

= Architect

This book is written for the associate level of certification. Cisco considers this level to
be the “apprentice or foundation level” for network administrators.

Cisco has recently broadened its associate-level certifications to include not only a
certification for routing and switching (CCNA) and design (CCDA) but also more targeted
associate-level certifications for security (CCNA Security), wireless (CCNA Wireless), and
voice (CCNA Voice). These new certifications target specific areas of Cisco technology
and are to be used as stepping-stones for the professional and expert levels of certification
that Cisco offers.

Cisco’s Voice Certifications

Cisco offers three distinct levels of voice certifications. The following diagram shows that
the CCNA Voice certification is a building block to the professional- and expert-level voice
certifications:

CCIE
Voice

CCVP
CCNA Voice

This book covers the CCNA Voice certification exam 640-460. As of the writing of this
book, the exam costs $250 USD. The exam tests your knowledge a great deal in areas both
theoretical and technically specific to Cisco hardware and software.

Once you achieve your CCNA Voice certification, you can choose to continue on the
voice path and achieve higher certifications, such as the CCNP Voice or the ultimate CCIE
Voice Expert. But even if you stop after achieving your CCNA Voice certification, you
will have demonstrated to your current or prospective employers that you have a sound
knowledge of the interoperations of voice and Cisco voice technologies. This assurance to
employers will make it easier for you to land that dream job you’ve always wanted!
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What Skills Do You Need to Become CCNA Voice Certified?

To meet the CCNA Voice certification skill level, you must possess the following skills:

= A thorough knowledge of analog and voice technologies, including but not limited to
FXS, FXO, T1/E1, voice trunks, voice packetization, codecs, transcoding, PBX, key
systems, and multiplexing

= The ability to install, configure, and operate Cisco Unified Communications Manager
Express hardware and software. In addition, you must be able to install, configure,
and manage Unity Express hardware and software to work in coordination with the
CUCM Express.

How Do You Become CCNA Voice Certified?

There are two ways to become CCNA Voice certified. This book provides one method,
which is to pass the 640-460 exam. This is considered the CCNA Voice Commercial
track, which covers the CUCM Express hardware and software that are commonly found
in small and medium-size organizations.

)/ The other way to obtain a CCNA Voice Certification is to study for and

&TE pass the 642-436 exam. This exam is known as the CCNA Voice Enterprise
track, which covers the CUCM hardware and software used in large
organizations. This exam is also a requirement for those pursuing their
CCVP certification.

It is critical that you get some hands-on experience with a router installed with the
CUCM Express software. It would be even more valuable to acquire an SBCS UC500
device that contains both CUCM Express functionality and Unity Express. In addition, you
can practice working with the Cisco Configuration Assistant software to set up the UC500,
which is a critical skill to have before attempting to pass the exam.

Finding UC500 hardware at a low cost can be very difficult. If you cannot afford to
purchase a system, you’ll be happy to know that I’'ve worked hard to provide configuration
examples and screenshots throughout this book to help test takers learn what they need to
pass the 640-460 exam.

What Does This Book Cover?

This book covers everything you need to know in order to pass the CCNA 640-460 exam.
In addition to this book, having the ability to study and practice with CUCM Express/
Unity Express hardware and software will provide you the confidence to complete the
simulation questions found in the exam.
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You will learn the following information in this book:

Chapter 1 introduces you to the Cisco hardware and software lineup for small to
medium-size businesses as well as large enterprise organizations. In addition, you will
learn about the different deployment options you can use to design your voice network.

Chapter 2 provides you with the background covering traditional telephony. Topics
such as analog network signaling, analog interface types, the analog-to-digital
conversion process, multiplexing, and numbering plans are detailed to give you a firm
foundation in traditional voice terminology and processes.

Chapter 3 introduces you to Voice over Internet Protocol in a Cisco network
environment. This chapter covers topics such as the Cisco Unified Communications
Model, voice gateway purpose and components, dial peers and call legs, and voice
gateway and endpoint communication protocols. You will also read about the protocol
that is responsible for transporting voice over an IP network—RTP. Finally, you will be
introduced to some of the more popular voice codecs used with Cisco voice equipment
and shown how to calculate voice packet sizes.

Chapter 4 provides you with the core networking skills required to design, configure,
and operate IPT equipment on a Cisco IP network. Cisco endpoint power options

are covered so you can appropriately plan for powering your IP phones in office
deployments. The chapter then goes on to discuss the importance of segmenting voice
traffic from data using voice VLANSs and trunks. The chapter then describes some QoS
techniques that can be implemented on a Cisco IP network for more reliable delivery of
time-sensitive traffic such as voice.

Chapter 5 exposes readers to CUCM Express licensing options required to operate a
Cisco voice system. The chapter then moves on to describe how to install and set up
CUCM Express software on compatible Cisco hardware. At the end of this chapter,
readers will know how to configure ephones and ephone-DNs to the point where a
phone call can be successfully made from one Cisco IP phone to another.

Chapter 6 dives into more complex CUCM Express techniques that show readers how
to set up voice features such as ephone button options, user and network locales, and
user directories. This chapter also covers configuration of voice-productivity features
including call forwarding, call parking, hunt groups, and paging. Then you will learn
about voice accessibility and accounting settings such as call blocking and call detail
records. Lastly, you will learn how to configure Music on Hold settings for both
unicast and multicast MoH.

Chapter 7 covers the design and configuration of voice gateways, including how

to configure analog and digital interfaces as well as POTs and VoIP dial peers. In
addition, the chapter covers how to develop a dial-plan strategy to provide a simple
and expandable dial plan for current and future growth. Finally, the chapter covers
the dial-peer decision-making process of a voice gateway and how to manipulate dial
strings for proper call routing.

Chapter 8 introduces you to the various features found in the Unity Express voice
mail system. Those features include users/groups, message waiting indicators, message
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notification, Auto Attendant (AA), and Interactive Voice Response (IVR). You will

then learn how to install and configure the Unity Express software to work with the
CUCM Express. Once Unity Express can interoperate with the CUCM Express, you
will learn how to set up Unity Express using the Unity Express Initialization Wizard.

Chapter 9 covers how to configure Unity Express using the web GUI. Specifically, you
will learn how to configure system settings such as NTP, time zone, and DNS. You will
also learn how to create and modify user and group mailbox settings. You will also
learn how to set up and modify the Auto Attendant feature as well as learn different
tools used to create AA scripts. You will see how to configure message notification
configuration to allow users to be remotely notified and listen to voice messages when
the user is away from their desk. Finally, you will learn techniques an administrator
can use to maintain and troubleshoot Unity Express.

Chapter 10 is an introduction to the Cisco Smart Business Communications System
(SBCS) lineup, including the UC500 Series hardware, which is an ideal voice/data
platform for small to medium-size businesses. This chapter also introduces the Cisco
Configuration Assistant (CCA), which is an innovative GUI tool used to configure and
maintain SBCS devices.

Chapter 11 goes into how to configure a SBCS UC500 device using the CCA.
Specifically, the chapter shows readers how to configure telephony regions, network
options, SIP trunking, voice features, voice mail features, Auto Attendant options, and
dial plans.

Appendix A provides a real-world scenario designing and implementing a small office
with a Cisco SBCS UC500 using the Cisco Configuration Assistant Telephony Setup
Wizard.

How to Use This Book

The CCNA Voice Study Guide is designed to prepare a reader to pass the 640-460 exam to
achieve the associate-level certification in Cisco voice technologies. To get the most out of
this book, I recommend you use the following study method:

1.

Take the assessment test provided to you prior to Chapter 1 of this book. Try to
answer each question without looking at the answers and explanations found in the
back of the book. This should give you an indication of your skill level prior to reading
the book. Once you have completed the assessment test and graded yourself, take time
to carefully read over the explanations for any question you get wrong and note the
chapters in which the material is covered. This information should help you identify
sections of the book that you need to spend additional time on. Keep in mind, however,
that the book was designed for you to read each chapter in order. Much of the material
found in the chapters builds on knowledge learned from previous chapters.

Prior to reading each chapter, make sure to review the test objectives listed at the
beginning. These objectives are what the exam taker must ultimately know in order to
pass the CCNA Voice 640-460 exam.
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Complete each written lab at the end of each chapter. These labs are created to make
sure the reader fully understands key topics that are contained within that chapter.
Using a written format instead of multiple-choice format forces the reader to know the
answers off the top of their head instead of just eliminating options, as we often do
with multiple-choice questions.

Work through and fully understand the commands found in the hands-on labs in the
chapter. Not all chapters have hands-on labs, but the book focuses on the important
tasks necessary for aspiring CCNA Voice—certified network engineers. See the accom-
panying sidebar for a recommended lab setup.

Answer all of the review questions related to each chapter. Once you have finished
answering the questions, review the answers and explanations to not only understand
the correct answers but also understand why the incorrect answers are actually incor-
rect! Keep in mind that these review questions will not be the exact questions you will
find on the exam, but they will help you to understand the material that Cisco creates
the actual exam questions from.

Take time to review the bonus exams that are included on the companion CD.
Questions in these exams appear only on the CD.

Test yourself using all the flashcards on the included CD. These flashcards can be
viewed on both PCs and mobile devices, so now you can take your study material with
you wherever you go!

Recommended Home Lab Setup

As stated earlier, it is critical to get some hands-on experience with both CUCM
Express and Unity Express hardware and software. Following is a list of equipment

I recommend you try to acquire for your home lab studies. If you are concerned about
the high cost of purchasing the equipment, keep in mind that Cisco hardware can be
easily resold on used markets such as Craigslist or eBay. Combine that fact with
adding an extremely hot certification to your resume, and it’s an investment well
worth the initial cost.

Qty Item

1 Cisco SBCS UC520

1 Cisco 7940 IP phone

1 Cisco 7965 IP phone

1 Windows PC loaded with the Cisco IP Communicator and Cisco

Configuration Assistant software

2 Analog telephones
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Recommended Home Lab Setup (continued)

This equipment should give you the ability to practice configuring CUCM Express and
Unity Express using the command line, web GUI, and CCA methods detailed in this
book. The two different IP phones | recommend allow you to understand the
differences between two- and six-line phones as well as the fact that different Cisco

IP phones require different firmware files. A Windows PC will be needed to install both
the Cisco IP Communicator softphone and the Cisco Configuration Assistant software
used to configure SBCS devices such as the UC520. Finally, the analog phones in your
lab are useful for testing FXS configurations.

What's on the CD?

The CD included with this book includes many supplemental tools that you can use
to further your studies and achieve your goal of becoming a CCNA Voice—certified
administrator. The following content is provided for you to use to further your study.

The Sybex Test Engine

The Sybex test engine software lets readers practice all of the review and assessment
questions found in the book as well as two additional bonus exams that are found
only on the CD. The exams let potential test takers practice in an electronic test-taking
environment that is similar to the actual Cisco exam.

Electronic Flashcards for PCs and Handheld Devices

In addition to the Sybex test engine software, Sybex has included over 200 electronic
flashcards for you to test yourself with on PCs and compatible handheld devices.

These flashcards are designed to get the reader to quickly recognize and recall important
CCNA Voice information that will be useful for them when taking the 640-460 exam.

CCNA Voice: Cisco Certified Network Associate Voice Study
Guide in PDF

Finally, this book contains the entire CCNA Voice Study Guide in PDF format on the
included CD so you can read the book on your PC or laptop or any handheld devices that
reads PDF files such as a Blackberry or iPhone.

Tips for Taking Your CCNA Voice Exam

According to Cisco’s website at https://learningnetwork.cisco.com/community/
certifications/voice_ccna/iiuc?view=overview, the CCNA Voice exam contains
anywhere from 60 to 70 questions and must be completed in 90 minutes or less. The
languages this exam is offered in include English, Japanese, Chinese, Russian, Portuguese,

vww.allitebooks.cond
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Korean, French, and Spanish. This information can change per exam. A passing score
varies according to the types of questions found in the exam, but it is probably best to
assume you need to get approximately 85 percent of the questions correct to pass the exam.

When taking the exam, thoroughly read each question to make sure you know what
answer it is looking for. Cisco exam questions tend to have answers that look identical.
You will find, however, that there are small differences in the answer that can determine a
correct or incorrect answer.

Also, keep in mind that you should choose the answer that Cisco believes is the correct
as opposed to what you or other vendors believe. This is a Cisco exam, after all, so the
right answer is the one that Cisco recommends!

The format of the 640-460 exam questions might include any of the following;:

= Multiple-choice single-answer

= Multiple-choice multiple-answer—Cisco will always tell you to choose two or three,
depending on the proper number of multiple correct responses.

=  Drag-and-drop
= Fill-in-the-blank
= CUCM Express and Unity Express simulations

Test-Day Tips for Certification Success

= Arrive at least 30 minutes early to the exam center. That way you can check in and
mentally prepare for the exam without having to rush.

= Take the Cisco exam tutorial. This tutorial is offered prior to the official start of each
exam before the test timer starts. In this tutorial you will be given an interactive lesson
as to the format of the exam and how to navigate through the different question types,
including multiple-choice, drag-and-drop, fill-in-the-blank, and simulation questions.
Even if you have taken many Cisco exams, I highly recommend going through the
tutorial in case there is something new to the exam format since the last time you took
an exam.

= Read both the questions and answers very carefully. Cisco often will intentionally lead
the hasty test taker, who simply glosses over a question, to quickly choose the incorrect
answer. Patience and careful thinking pay off greatly when taking Cisco exams!

= Be aware that you cannot go back to change an answer once you have moved on to the
next question. Make sure that the answer you choose is the one you want to stick with,
because there is no way to change it later on.
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Assessment Test

1. What two configuration steps are required for proper communication between the CUCM
Express and Unity Express?

A. A loopback interface needs to be configured.

B. A default gateway needs to be configured on the service module pointing to the IP of
the service engine (or integrated service engine).

C. The service engine (or integrated service engine) must be on the same IP subnet as the
service module.

D. A default gateway needs to be configured on the service engine (or integrated service
engine) pointing to the IP of the service module.

2. Which IP Telephony deployment model places independent call-processing and voice mail
devices at each remote site?

A. Multisite with distributed call processing
Single site

Multisite with centralized call processing
Single site with SRST

Clustering over the WAN

moow

3. What type of license might you need if you want to add a new Cisco IP phone to your exist-
ing CUCM Express system? Choose all that apply.

A. Cisco softphone license

B. CCME Express feature license

C. Cisco IOS license for voice capabilities
D

Individual user license

4. When you order a T1 circuit from a PSTN, you request that only 12 channels be available.
What term is used for this scenario?

A. Timeslots
B. Fractional
C. LoopStart
D. DsO0-group

5. What is the 3.5mm port used for on the UC500 system?
A. Wireless expandability
B. ESW 500 series uplink
C. Fax/modem connectivity
D

External music source for MoH
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What Windows application can be used to configure a UC500 system?
A. CUCM Express GUI

B. CCA

C. SIP

D. SRST

Which two are peer-to-peer signaling protocols?
A. SCCP and H.323

SIP and MGCP

SIP and H.323

SCCP and MGCP

H.323 and MGCP

moow

What queuing technique is considered the best option for voice traffic?
A. FIFO

LIFO

LLQ

PQ

cQ

moow

What CUCM Express config-telephony command modifies tone and cadence differences
between geographic regions?

A. user-Tocale

B. network-locale
C. Tlanguage-Tlocale
D

telephony-service-locale

What type of hunt group algorithm rings the hunt group members in the order in which
they were entered into the CUCM, always starting from the first number?

A. Longestidle
Peer

Round robin
Sequential
FIFO

moow
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1.

12.

13.

14.

15.

Assessment Test

Using the Unity Express CLI, what show command lets you view the maximum number of
configurable personal and GDM mailboxes?

A. router#show license

B. router(config)#show Ticense
C. router#show software license
D

router#show software mailbox

When configuring voice features by using CCA, what tab would you use to exclude an IP
address from the DHCP scope on a UC500?

A. System

B. SIP Trunk

C. Voice Features
D. Network

E. User Extensions

When SCCP is used between two endpoints that call each other, how is RTP data
transported when a connection is established?

A. It must be proxied throughout the CUCM.

B. It must be sent through a voice gateway.

C. Itis sent directly from one endpoint to another.
D. Each RTP stream terminates at the CUCM.

When a telephone handset is in its cradle, what state is it in?
A. Multiplex

Dual-line

Single-line

Off-hook

On-hook

moow

What are the three different inter-VLAN routing methods that you can configure on your
network?

A. Layer 3 switching

Layer 2 switching

Individual router links

Trunked router link

Individual trunk link for each VLAN

moow
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17.

18.

19.

20.

21.

Assessment Test Xxxiii

By default, what type of signaling are FSX ports configured for?

A.

B.
C.
D

SIP
GroundStart
LoopStart
SCCP

How are Unity Express backups run using the web GUI?

A.

B.
C.
D

Backups can be set to run automatically each day.
Backups can be run only during evening hours or holidays.
Backups can be run using the TUI interface as long as the user is an AvI administrator.

Backups are run by navigating to Administration » Backup/Restore » Start Backup.

Which of the following is not a Trunk Priority dial-plan rule for outgoing calls?

A.

B.
C.
D

PSTN Only
SIP Only
FXO Only

None

What does 2 represent in the command button 1:2?

A.

B.
C.
D

Extension #2 on the phone
A dual-line ephone
Ephone-DN #2

Ephone #2

Which voice signaling protocol is proprietary?

mmo oW

H.323
SIP
SCCP
MGCP
G.711
G.729

What PBX service redirects a call to a different extension?

A.

moow

Extension dialing
Call forwarding
Hunt group
Paging group
Call park
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22. What step in the analog-to-digital conversion converts the data into binary?
A. Encode
B. Quantize
C. Compress
D. Sample

23. What percentage of dropped packets can be allowed on a network and still have quality
voice calls according to Cisco?

A. Less than 1 percent
B. Less than 4 percent
C. Less than 8 percent
D. Lessthan 2 percent

24. Given the following dir flash: output, what command would you use to view Cisco IP
phone firmware files?

Router#dir flash:
Directory of flash:/

1 drw- 0 Apr 7 2009 18:17:56 +00:00 bacdprompts

13 -rw- 22224  Apr 7 2009 18:25:56 +00:00 CME43-full-
readme-v.2.0.txt

14 drw- 0 Apr 7 2009 18:18:06 +00:00 Desktops

27 drw- 0 Apr 7 2009 18:18:14 +00:00 gui

45 -rw- 496521  Apr 7 2009 18:26:22 +00:00 music-on-
hold.au

46 drw- 0 Apr 7 2009 18:18:28 +00:00 phone

127 drw- 0 Apr 7 2009 18:31:02 +00:00 ringtones

161 -rw- 47576204  Apr 7 2009 18:37:22 +00:00 c3825-
ipvoicek9-mz.124-15.XZ2.bin

A. dir flash:/Desktops
B. dir tftp:/Desktops
C. dir tftp:/phone

D. dir flash:/phone
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26.

27.

28.

29.

Assessment Test XXXV

What are three situations where a voice gateway is required?

A.

moow

Connecting a CUCM Express to the local IP network

Connecting a CUCM Express to the PSTN

Connecting a CUCM Express to an SIP phone

Connecting a CUCM Express to a legacy PBX

Connecting a CUCM Express to a second CUCM Express over an IP WAN

What is the absolute maximum number of devices supported by CCA within a single site?

A.

B.
C.
D

20
15
25
50

When running through the Unity Express Initialization Wizard, when are changes actually
made to the configuration?

A.
B.
C.

D.

After pressing the Next button to move on to the next configuration screen.
Changes are saved every 60 seconds.

When the administrator selects the Save To Startup Configuration check box and
clicks the Finish button.

When the administrator presses the Finish button at the Initialization Wizard Commit
page.

What are the two voice mail configuration tabs within the CCA?

A.
B.

c
D.
E

Network
Pilot
Mailboxes
Setup

Users

Out of the box, if a Cisco IP phone is plugged into an Ethernet interface on a UC500 sys-
tem, what extension is automatically assigned to it?

A.
B.
C.
D.

2001
3001
201
301
101
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30. What is the default call-transfer method on the CUCM Express for dual-line DN phones?
A. Tocal-consult
B. full-consult
C. blind
D. full-blind

31. Which protocol is used to synchronize clocks on all voice and data network equipment?
A. VTP

B. NTP
C. CDP
D. Timezone
E. DST

32. What portion of the E.164 International code is actually assigned by the ITU board?
A. Country code

National destination code

Area code

Station code

Office code

moow

33. Which Cisco Communications Manager runs on a router platform?
A. CUCM
B. CUCMBE
C. CUCM Express
D. All of the above

34. At what layer of the UC model is the Cisco Unity voice mail solution found?
A. Infrastructure layer

Data Link layer

Call Control layer

Applications layer

mooOow

Session layer



35.

36.

37.

38.

39.

Assessment Test XXXVii

Which protocol is used to monitor and provide detailed information about the quality of an
RTP stream?

A. cRTP
B. RTCP
C. UDP
D. TCP
E. H.323

When issuing a show ephone command on a CUCM Express system, you see that one of
your ephones is in a DECEASED state. What does this mean?

A. The phone unregistered abnormally because of a keepalive timeout.
A hardware malfunction occurred at the phone endpoint.
The phone unregistered normally and is not currently active.

The phone unregistered abnormally because of a reverse proxy lookup.

moow

The phone unregistered normally because of a keepalive timeout.

Which of the following is 70t a required configuration setting when setting up a T1 CAS?
A. Pri-group options

Framing type

Clock source

Ds0-group options

moow

Linecode type

What methods are available to administrators when they want to run a trace on Unity
Express?

A. Using the Unity Express command line
B. Using the Unity Express web GUI

C. Using the CUCM Express command line
D. Using the CUCM Express web GUI

What type of analog interface connects to standard analog telephones?
A. CO

B. DID
C. FXS
D. FXO
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40. Given the following configuration output, what type of phone system does this represent?

Router(config)#ephone-dn 1
Router(config-dn)#number 5555558888
Router(config-dn)#ephone-dn 2
Router(config-dn)#number 5555559999
Router(config-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1 2:2
Router(config)#ephone 2

Router(config-ephone)#button 1:1 2:2

A. PBX system

B. Key system

C. Hybrid system
D. Publisher system

41. If you try to use the web GUI for Unity Express Configuration but you are unable to
connect to the Unity Express web service, what must you do?

A. You must enable HTTP server on the CUCM Express.
You must enable SSH on the CUCM Express.

C. You must enable HTTP server on Unity Express.
D. You must enable SSH on Unity Express.
E. You must configure a username/password on Unity Express.

42. What is a function of a voice gateway?
A. Provides user authentication

Provides call processing

C. Translates between analog-to-digital and digital-to-analog connections
D. Connects IP networks over a WAN
E. Stores voice mail information

43. What limits the types of numbers that can be used by the message-notification feature?
A. Extension blocking
B. Message expiry
C. Number profile
D

Restriction tables
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Answers to Assessment Test

10.

1.

12.

13.

14.

B, C. The two interfaces must be located on the same IP subnet either by creating a brand-
new subnet or by using a preexisting subnet and ip unnumbered. Also, the service module
on the CUCM Express side of the network must point to the IP address of Unity Express.
See Chapter 8 for more information.

A. The multisite with distributed call processing model places all voice functions out to the
remote site edge. See Chapter 1 for more information.

B, D. You will need individual user licenses for each phone, and you might need to purchase
additional feature licenses depending on how many feature licenses you have available. See
Chapter 5 for more information.

B. When you order any capacity of lines on a T1 or E1 circuit that is less than the maximum,
the term used to describe this circuit is “fractional.” See Chapter 7 for more information.

D. The 3.5mm jack is used to connect an external audio source for MoH. See Chapter 10
for more information.

B. The Cisco Configuration Assistant is a Windows application used for configuration of
small-business hardware such as the UC500. See Chapter 1 for more information.

C. Both SIP and H.323 are considered peer-to-peer protocols. See Chapter 3 for more
information.

C. Low Latency Queuing creates a priority queue for voice and sets aside a guaranteed rate
for this traffic. See Chapter 4 for more information.

B. The network-locale command changes tone and tone cadences to match what users at
a given geographic location are accustomed to. See Chapter 6 for more information.

D. The sequential algorithm always rings the first configured member first, then the second
entered number, and so on. See Chapter 6 for more information.

C. The show software 1icense command lets you view the maximum number of
configurable personal and GDM mailboxes the license allows. See Chapter 8 for more
information.

D. The Network tab includes DHCP configuration options. See Chapter 11 for more
information.

C. SCCP information is passed from the endpoint to the CUCM, and RTP data is sent
from one endpoint to another. See Chapter 3 for more information.

E. A phone is considered on-hook when the phone handset is in its cradle. See Chapter 2
for more information.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25,

26.

27.

28.

29.

30.

Answers to Assessment Test

A, C,D. You can configure inter-VLAN routing using Layer 3 switches, individual
links per VLAN, or a trunked link in router-on-a-stick mode. See Chapter 4 for more
information.

C. The most common signaling for FXS ports is LoopStart, which is enabled by default.
See Chapter 7 for more information.

D. Backing up Unity Express using the web GUI requires that the administrator navigate to
Administration » Backup/Restore » Start Backup. See Chapter 9 for more information.

C. The Trunk Priority dial-plan rules can be set for PSTN Only, SIP Only, PSTN Then SIP,
SIP Then PSTN, or None. See Chapter 11 for more information.

C. This command tells the CUCM Express system that button 1 is to be set with
Ephone-DN 2. See Chapter 5 for more information.

C. The Skinny Call Control Protocol is proprietary to Cisco equipment. See Chapter 3 for
more information.

B. Call forwarding allows a user to redirect calls from one extension to another
automatically. See Chapter 2 for more information.

A. Encoding takes the quantized sample and converts it into binary code of 1s and 0s. See
Chapter 2 for more information.

A. You can have approximately 1 percent or less of dropped IP packets on a network and
still maintain a quality voice network. See Chapter 4 for more information.

D. This CUCME system used the archive tar /xtract command to uncompress files and
place them into a directory structure. All of the phone firmware files will be located in the
flash: /phone directory. See Chapter 5 for more information.

B, D, E. Voice gateways are required to connect to PSTNs, legacy PBX systems, or other
voice gateways/call managers across an IP network. See Chapter 7 for more information.

C. CCA supports a maximum of 25 devices in a single site. See Chapter 10 for more
information.

C. The Save To Startup Configuration check box must be checked on the Commit page for
the changes to be saved on Unity Express. See Chapter 8 for more information.

C, D. The two CCA voice mail configuration tabs are Mailboxes and Setup. See Chapter 11
for more information.

C. Auto-registration of Cisco IP phones is used to set up the phone, and it is assigned a
single extension beginning with 201. See Chapter 10 for more information.

B. Full-consult allows you to speak to the transfer number party prior to transferring
the call. See Chapter 6 for more information.
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32.

33.
34.
35.

36.

37.

38.

39.
40.

41.

42,

43.
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B. The Network Time Protocol is used to synchronize network equipment to extremely
accurate time sources on a network. See Chapter 4 for more information.

A. The ITU distributes the country code each country uses. See Chapter 2 for more
information.

C. CUCM Express runs on Cisco router hardware. See Chapter 1 for more information.
D. CUCM Express runs on Cisco router hardware. See Chapter 3 for more information.

B. RTCP provides information regarding the quality of the RTP stream it is responsible for.
See Chapter 3 for more information.

A. When a phone is in a DECEASED state, this means that the phone was on the network
but failed to return keepalives. This is common when a phone loses power. See Chapter 5
for more information.

A. The pri-group command is used on T1 PRI interfaces and not on T1 CAS interfaces.
See Chapter 7 for more information.

A. The only way to run a trace is to use the Unity Express command-line interface. See
Chapter 9 for more information.

C. FXS interfaces connect analog devices to the PSTN. See Chapter 2 for more information.

B. Key systems typically share lines, and each ephone is identically configured. See Chapter 6
for more information.

A. Your CUCM Express must have HTTP server enabled by issuing the ip http server
global configuration command. See Chapter 8 for more information.

C. A primary function of a voice gateway is to translate voice streams between analog and
digital. See Chapter 3 for more information.

D. Restriction tables protect the organization from users employing message notification to
forward calls to long-distance numbers. See Chapter 9 for more information.
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THE FOLLOWING CCNA VOICE EXAM
OBJECTIVES ARE COVERED IN THIS
CHAPTER:

v Describe the components of the Cisco Unified
Communications Architecture.

= Describe the function of the infrastructure in a UC
environment.

= Describe the function of endpoints in a UC environment.

= Describe the function of the call processing agentina UC
environment.

= Describe the function of messaging in a UC environment.

= Describe the applications available in the UC environment,
including Mobility, Presence, and TelePresence.

v Describe and configure gateways, voice ports, and
dial peers to connect to the PSTN and service provider
networks.

=« Describe the differences between PSTN and Internet
Telephony Service Provider circuits.



Cisco Systems seems to have the market cornered when it
comes to product placement of telephones in television shows
and movies. If you look closely at shows such as The Office
and 24, Cisco is cleverly placing their phones in the camera shots. While that placement
is a good way to show off the sleekness of the phones, network engineers want to know
what’s powering the phones behind the scenes. This first chapter begins CCNA: Voice
Study Guide with an overview of the Cisco Unified Communications (UC) hardware and
software currently available. Knowing all the equipment that is in Cisco’s IP telephony
(IPT) arsenal will enable you not only to prepare for the CCNA Voice exam but ultimately
to make intelligent engineering decisions for your company and clients.

Once the key hardware and software solutions are detailed, the discussion will
turn toward the various best-practice design and deployment strategies for the Unified

Communications system. This will help to clarify choices to be made regarding centralized
versus distributed call-processing designs.

Why Should We Bother Integrating
Voice and Data Services?

So, why are we here? What’s the point of ripping out our old phone handsets and PBX
hardware to replace everything with Cisco equipment that runs on our data network?
Fortunately, there are many advantages that provide cost savings as well as increased
capabilities that ultimately will change the way users communicate with each other. It’s no
secret that many businesses have already made the switch or are at least considering the
increased benefits of IP telephony. An IPT system provides many business drivers. Let’s
break down the communications enhancements and monetary reasons to switch to an IP
telephony—based solution such as one of the Cisco Unified Communications systems.

Communications Enhancements

IP telephony provides the following enhancements to communication:

Integration of voice and data networks Combining communications methods such as
voice, video, and data becomes much more feasible if all of them speak the same language.
Applications can now seamlessly integrate features such as email and instant messaging
into your voice functions to provide added functionality to users.
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Unified messaging of voice, email, and fax messages All of these once-separate communi-
cation methods can be combined into a single central repository. This allows users to have
a single location where they store and retrieve messages and greatly reduces the need for
communications in the workplace.

The ability to communicate while out of the office If your voice system runs over IP, you
can harness the power of the Internet to make remote connections back to your voice sys-
tem while you are on the road. Cisco refers to this as mobility. The ability to function from
a remote location as if you were sitting in your office allows for a great amount of work-
force flexibility, which can increase overall productivity.

Cost Savings
IP telephony can save money in the following ways:

Reduced cabling costs By integrating voice and data, businesses now maintain a single
cabling structure. Previously, there was separate physical cabling for voice systems and data
systems. Combining the two separate networks into a single integrated network can poten-
tially cut cabling costs in half!

Reduction in telephone company charges If you have remote site or branch offices that
use telephones to communicate with one another, you can significantly reduce telephone
charges. Instead of transporting your voice calls over public telephone lines that incur high
monthly rates and long-distance charges, you can send them across your WAN links that
are currently transporting only data services. The elimination of public telephone lines
between branch sites can result in significant savings.

Preservation of investment in analog technology Many businesses have a significant
investment already in analog phones and other legacy phone technology. Cisco provides
several methods where you can continue to use legacy hardware over an IP telephony
network.

Now that you’re thoroughly convinced of the reasons to jump on board with an
integrated voice and data network, let’s look at the Cisco equipment offerings that meet
virtually any business need.

Introducing the Cisco Unified
Communications Manager Lineup

In Cisco’s Unified Communications architecture, Unified Communications Managers are
what makes IP telephony possible. These hardware/software devices are the brains that
handle IP call processing. The call-processing portion of a Unified Communications system
handles the sequence of operations from the time a user picks up a phone to make a call

to the time the user ends the call by hanging up. All of the signaling, dial interpretation,
ringing, and call connecting is performed by the call processor. From a phone user’s
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standpoint, the call processor acts like a legacy-based analog or digital phone. All of the
basic phone functions such as dialing, ring signals, and interactions are the same as they’ve
always been. This is obviously by design; because users are so familiar with using phones, it
would be very difficult to modify user behavior.

From an administrative standpoint, the call processor is where you configure dialing rules
for end users. Things like how to reach an outside line, internal extension dialing, and other
rules are configured and maintained in the call processor database. You can also administrate
the individual phones from the call-processing unit. Additions, changes, and deletions
of phone extensions, voice mail access, intercom, and other voice features are controlled
centrally at the call-processing unit. The configurations are then pushed out to the individual
phones on the network. All of these processes are transparent to the end users and require no
manual interaction from them.

There are three distinct Unified Communications Manager systems:

= Cisco Unified Communications Manager (CUCM)
*  Cisco Unified Communications Manager Business Edition (CUCMBE)
= Cisco Unified Communications Manager Express (CUCM Express)

Each of these voice solutions is feature rich and highly flexible. The major differences
from an end user’s point of view are the number of users that each solution can handle and
which solutions provide high availability (HA) and redundancy. When you take a closer
look at the hardware/software architecture, you will find that the CUCM and CUCMBE
run on server-based hardware and a hardened Linux OS, while the CUCM Express runs on
Cisco routers and utilizes the Cisco I0S to run on. Let’s dive into the specifications of each
of these IP telephony call-processing solutions.

Cisco Unified Communications Manager

The Unified Communications Manager is Cisco’s IP telephony flagship system. Beginning
with software version 5.0, it runs on a Linux-based operating system. The current CUCM
version is 7.1. While Cisco supports a few select third-party hardware vendors to run the
Unified Communications Manager, typical enterprise-class implementations are appliance-
based, running on the Cisco 7800 Series Media Convergence Servers (MCS). Older versions
of the CUCM ran on Windows 2000 Server operating systems. Cisco has moved away from
the Windows-based systems and now provides only a version that runs on Linux.

Cisco packs in virtually every possible voice and video feature capability you can think
of in the CUCM system. Each server appliance is capable of handling up to 7,500 endpoints
and can be clustered to support up to 30,000 endpoints. Scalability is the name of the
game here. If you have a large company or plan to grow quickly, the CUCM can grow right
along with you. When clustering multiple CUCM servers together, one CUCM Publisher
controls the read/write functions of the database. All other servers are called subscriber
servers. Subscriber servers handle additional call processing or sit idle as standby servers in
case an active subscriber were to fail. Subscriber servers are key components if your voice
environment requires high availability in the event of a hardware or software failure. By
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providing a clustered call-processing environment, you can have a call processor go offline,
whether because of failure or maintenance, and continue to process calls with the other
subscriber servers that are still operational on the network.

It is important to keep in mind that the CUCM appliance offers only call-processing
features. All voice mail functionality must be handled by a separate hardware/software
solution. The voice mail could be a Cisco Unity or Unity Express system or another
third-party voice mail solution. There is no integrated call-processing and voice mail
solution because the CUCM is targeted toward very large enterprise-class environments
with thousands of users and phones. In these environments, call-processing tasks require
dedicated hardware to be able to handle the large call volumes that CUCM was intended
for. Likewise, a large voice mail solution should also have its own dedicated hardware to
handle the high number of users and the degree of functionality that is required in such
large organizations.

When choosing a Cisco Unified Communications system for a particular

P environment, it is important to consider company growth in the equation.
A communications system that meets the company’s needs today may
not meet future needs. Estimate the percentage of growth over a five- to
seven-year period.

Cisco Unified Communications Manager
Business Edition

The business edition of the full-blown CUCM is geared toward medium-size companies
that require up to 500 endpoints. The CUCMBE is either a software- or appliance-based
solution, much like its big brother. The call-processing features and functionality are
identical to the CUCM. The only downside is that it does not provide redundancy and
cannot be clustered with other CUCM or CUCMBE systems to add additional users. This
lack of redundancy may or may not be an issue for your implementation, but it is important
to keep it in mind. If redundancy is not an issue, CUCMBE might be a great solution for
your medium-size environment because it offers many of the features of the larger CUCM
system at a vastly reduced cost.

One major benefit of the CUCMBE is that it offers an integrated Unity voice mail system
that runs on the same hardware as the call-processing system. This helps lower customer
costs by allowing them to use only one piece of hardware for both purposes. The integrated
Unity Connection is detailed later in this chapter.

Cisco Unified Communications Manager Express

The Unified Communications Manager Express solution is the call-processing system the
CCNA Voice exam is mainly focused on. This software runs on Cisco routers such as
the Integrated Service Router (ISR) line. Integrated Service Router is a term Cisco uses
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for routers that integrate multiple services into a single chassis. For example, an ISR can
integrate full routing, switching, wireless, firewalling, and voice capabilities on a single
unit. You can mix and match the services that you need because the add-on capabilities are
hardware modules that are inserted into the router unit. This provides businesses with a
very flexible platform that will scale well for many years to come.

A special version of Internetwork Operating System (IOS) software must be licensed
for the router to run CUCM Express. The IOS is the software used by Cisco routers and
switches that performs routing, switching and telecommunications functionalities. The
Communications Manager Express software must also be installed in the router’s flash
memory. This software works alongside the router IOS and provides administrators
with a single configuration file to help simplify and consolidate changes. Chapter 5
details instructions on how to install the CUCM Express software on compatible Cisco
router hardware.

The ability to integrate voice, data, and security on a single Cisco platform appeals to
many small-business owners. No separate servers or hardware are needed to handle the
communications of a business up to 250 users. Here is a list of older IOS routers as well as
the newer Cisco ISR router lineup that fully support CUCM Express:

Non-ISR routers supporting CUCM Express 7.1

»  Unified Communications 500 Series (SBCS)
= Cisco IAD 2430

= Cisco 1751-V

= Cisco 1760 Series

= Cisco 2600XM Series

= Cisco 2691

= Cisco 3700 Series

ISR routers supporting CUCM Express 7.1 and above

= Cisco 1800 ISR Series
= Cisco 2800 ISR Series
= Cisco 3200 ISR Series
= Cisco 3800 ISR Series

Each router supports a different number of IP phones because of differences in hardware
specifications. Following are the maximum specifications of CUCM Express:

* Integrated data, voice, and security on a single platform
= Up to 250 users on a 3845 ISR router running CUCM Express 7.1

= On-board Unity voice mail by installing either the NM-CUE module or AIM-CUE
card in a compatible router
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Introducing the Cisco Unity Lineup 1

Comparing the Communications Manager Alternatives

As a summary, Table 1.1 compares the capabilities of the three CUCM systems.

TABLE 1.1 CUCM comparison

System Platform Max Endpoints II::IgaI;Iability Unity Options
CuUCM Server/Linux 7,500-30,000 Yes Unity, Unity Express
CUCMBE Server/Linux 500 No Unity Connection
CUCM Express Router/10S 250 No Unity, Unity Express

These three call-processing platforms, CUCM, CUCMBE, and CUCM Express, give
businesses both small and large the opportunity to integrate voice with data and take
advantage of Unified Communications features. Now that you have an understanding of
the call-processing functionality that Cisco offers, we’ll take a look at the Unity voice mail
solutions that almost always accompany the CUCM.

Introducing the Cisco Unity Lineup

When a user cannot answer the phone because they are away from their desk or on another
call, the calling party is directed to leave a voice message. Typically, every phone system
offers its own voice mail box where users can log in and check personal messages. In the
Cisco world, the voice mail product is called Unity. Much like Cisco’s call-processing lineup,
the Unity voice mail solutions can be broken down into three main categories:

= Cisco Unity
= Cisco Unity Connection
= Cisco Unity Express

The main differences are in the number of users supported and the platform the Unity
software resides on. Let’s take a closer look at each of these products. All of these products
offer standard voice mail. What sets Unity systems apart from legacy voice mail systems is
the fact that Unity can integrate with other communications mediums such as email, fax,
and instant messaging to give users increased flexibility in the ways they conduct business
on a daily basis.
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Cisco Unity

The Unity product is Cisco’s largest and most robust voice mail and unified messaging
solution. The server-based appliance runs on the Microsoft Windows 2000 or 2003
operating system. A single server can support up to 15,000 mailboxes, and multiple

servers can be clustered to provide additional mailboxes. The amount of voice mail storage
depends on the size of the hard drives available on the server. The Unity product is the only
solution that offers all the Unified Messaging (UM) functionality because it fully integrates
with Microsoft Exchange. Unified Messaging includes a great number of value-added
features for voice mail users. Essentially, it creates a single message-storage database for
voice mail, fax, and email. All voice mail, email, and fax transmissions end up being stored
on the Microsoft Exchange email server. This migrating of messages allows you to mesh
voice with email to create some very helpful services. Here are some of the most popular
Unified Messaging features available with the product:

= Asingle directory database for voice and email.

= Listening to and deleting voice mail on Microsoft Exchange—powered email. Deleting
the voice mail on email also deletes the message from your message waiting box on the
phone and turns off the message waiting indicator (MWI) lamp on the phone.

*  Forwarding voice mail messages as email attachments.

= Email messages being read to users over the phone using Cisco’s text to speech (TTS)
conversion services.

= Reception of fax messages sent to the Unity system and the ability to view them as
image files.

= Broadcasting of a voice mail message to multiple voice mail boxes.

The product can also be configured to be fully redundant. Unity servers are set up in
a primary and standby configuration, where the primary server handles all messaging
processes. In the event of a primary Unity server failure, the standby server automatically
takes over the primary server duties. The primary server stays inactive until an
administrator automatically brings it back online as the primary message-processing device.

Cisco Unity Connection

Unity Connection software runs on a Linux-based server platform. It often accompanies
CUCMBE implementations and can even reside on the same hardware. It can be installed
on separate hardware if desired. A Unity Connection server with full integrated messaging
can handle up to 7,500 mailboxes. Much like the Unity system, the amount of voice mail
storage available depends on the server the software resides on. Also similar to the Unity
system, Unity Connection is designed to be fully redundant. The main difference between
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Unity and Unity Connection from a functionality standpoint is that Unity Connection does
not integrate as seamlessly with Microsoft Exchange. Instead of having a single message
store between all voice mail, fax, and email messages, the Unity Connection server is
responsible for handling voice mail and fax services, and the Microsoft Exchange server
deals with email messages. The Unity Connection server does have the ability to send

voice mail messages as attachments, so users can receive voice mails through their email.
This process essentially makes a copy of the voice mail. Unfortunately, now you have

two copies of the message. One message is in your email inbox, and the other is on Unity
Connection. The deletion of one message does not delete all messages. These will have to
be individually deleted by the user.

Cisco Unity Express

As with all Express products in Cisco’s lineup, Unity Express runs on the same routers
that CUCM Express supports. The Unity Express system can be thought of as a “bolted-
on” solution. By this I mean the voice mail system resides on a piece of hardware that
must be installed into a compatible Cisco router in order to function. It integrates with the
router IOS to provide added services. This is where the Cisco marketing term Integrated
Services Router, or ISR, came from. All of these added services, such as Unity Express
voice mail, must integrate with the router hardware and software to function. Without this
integration, they cannot function. Technically, however, the Unity Express system
operates as a separate “server” within the router. It actually runs a hardened Linux OS for
voice mail processing. You’ll learn how to install and configure Unity Express properly in
Chapters 8 and 9.

Unity Express offers the fewest messaging-integration features, but for such a small
system, it packs quite a punch! Here are some of the voice messaging solutions available
with Unity Express:

*  Basic automated attendant (AA) functionality, in which the Unity Express system
automatically answers calls using a computerized voice. The user is then presented
with audible options from which to choose in order to direct their call to the proper
recipient. It essentially eliminates the need to have a human receptionist transfer calls.

= Voice mail access through email. Unity Express can create a copy of the voice mail
message and forward it to an email address. This is similar to the Unity Connection
messaging process.

= Voice mail access by dialing into the system from an external phone. This allows users
to receive messages when they cannot physically be at their desk.

= Voice mail access over a web-based interface. Users can download and listen to their
voice mails using a web browser such as Internet Explorer.
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Two hardware options are available for Unity Express:

NM-CUE Unity Express NM-CUE is a network module card that slides into an open bay
of the router. It contains a hard drive that stores the Unity Express software and provides
additional storage for up to 250 mailboxes. Of the two Unity Express options currently
available, this model offers the most storage for messages. The NM-CUE does come at a
cost, however, because you are required to use up a network module slot on your router,
which you may need for other services.

AIM-CUE Unity Express AIM-CUE is an advanced integration module. It is a card that
must be installed on the router motherboard. The module looks very similar to a RAM
chip that you install in a PC or server. The benefit of this module over the NM-CUE is
that you do not have to use up a module slot on your router. If you need to install other
Integrated Service modules on your router, the AIM-CUE might be a good option to save
precious NM slot space. The Unity Express software and mailbox storage space are housed
on a compact flash (CF) card on the AIM card. The card comes with either 512 MB or 1
GB of storage. This is enough storage to handle up to 50 mailboxes. So here again we see a
tradeoff between the AIM-CUE and the NM-CUE. While the AIM-CUE does not use up a
network module slot, the amount of storage available for voice mail is very limited.

It is easy to remember which Unity product offers full Unified Messaging

TE with Microsoft Exchange. Because Unity runs on the Microsoft Windows
Server platform, it can integrate more completely than the other two Unity
products, which run on Linux and 10S operating systems.

Table 1.2 compares the capabilities of the Unity systems.

TABLE 1.2 Unity comparison

System Platform Max Mailboxes
Unity Windows Server 2000/2003 15,000+

Unity Connection Integrated CUCMBE server/Linux 7,500

Unity Express NM-CUE Router NM slot/I0S 250

Unity Express AIM Router AIM slot/IOS 50

This should give you a good idea of the Unity voice mail systems that Cisco offers today.
Later in the book you will learn more about the features offered with Unity Express and
how to configure it to work with CUCM Express. Right now, we’ll discuss what Cisco
refers to as VoIP endpoints. These are IP phones and other voice/video solutions.
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Introducing Cisco IP Phones
and User Applications

IP phones include hardware- and software-based voice solutions. These IP phones allow
the user to make phone calls on- and off-network just like any traditional telephone unit.
Having an end-to-end Cisco voice solution provides many benefits in regard to increased
functionality and ease of administration. Following are some examples of value-added
functionality that Cisco IP phones possess and that third-party phone vendors may or may
not provide:

The ability to power the phones using Power over Ethernet (PoE) Using PoE-capable
switches or powered patch panels, this allows the phones to be installed without the need
to plug the handset directly into a power source.

A built-in data PC Ethernet port Many phones allow you to use a single Ethernet connec-
tion to plug your phone into the access layer switch. The phone then has a second port that
acts as a mini switch. You can plug your desktop PC into this port. This allows you to add
phones to your network without the need to double your switch-port capacity.

Intelligent voice segmentation Being able to differentiate between voice and data allows
administrators to provide a higher quality of service (QoS). Being able to provide voice traf-
fic with enough network bandwidth and throughput is essential for providing an acceptable
voice stream end to end. The Cisco phone talks to the access switch using a proprietary
communications protocol called Cisco Discovery Protocol (CDP) to tag traffic. You'll learn
how this works in Chapter 4.

Fixed and programmable voice feature buttons These buttons allow for value-added ser-
vices to tailor fit a particular voice environment.

Software-based phones These provide voice functionality using a standard PC with a
microphone and sound card, giving users the ability to have a “virtual” phone anywhere
they choose.

Integration with video services This can be in the form of either an add-on webcam and
software or a fully integrated video system housed within the phone unit itself.

Cisco has four main lines of IP hardware-based phones. The 7900 Series, 6900 Series,
3900 Series, and 500 Series phones offer different features and are designed for various
IP telephony deployment scenarios. Cisco also has its version of a softphone, called the IP
Communicator. This Microsoft Windows application emulates a full-featured 7900 Series
phone without the need for a physical unit. Let’s examine the capabilities of the various
Cisco phone lineups.
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Cisco 7900 Series IP Phones

The 7900 Series phones are Cisco’s most popular line on the market today. Multiple
models are available, from entry-level phones to high-end IP telephony solutions with
built-in videoconferencing. There are also phones that are specifically designed to be used
completely hands free in conference rooms and boardrooms. The 7900 Series also offers
Wi-Fi—connected phones that operate using 802.11a and 802.11b/g radios. All 7900
Series phones support both the Session Initiation Protocol (SIP) and the Cisco proprietary
Skinny Call Control Protocol (SCCP) for call signaling in an IP voice deployment.

The other major distinction of the 7900 Series phones is its full support of advanced
Extensible Markup Language (XML) functionality. XML is a programming language
that can provide the phones with additional feature-rich services such as employee
directories, company information, and other web content that can be made instantly
visible to any phone in a CUCM cluster. Chapter 3 provides an in-depth discussion on
how these protocols work. Table 1.3 lists some of the Cisco 7900 Series phones and their
unique features. The list begins with the most basic phones and ends with the models
with the most advanced features:

TABLE 1.3 7900 Series phone features

Number

Phone Integrated of Lines

Model Display Type PC Port Available Other Features

7906G 192 x 64 mono None 1 Softkeys and basic XML
support

791G 192 x 64 mono 10/100 1 Softkeys and basic XML
support

7931G 192 x 64 mono 10/100 24 Softkeys and basic XML
support

7941GE 320 x 222 mono  10/100/1000 2 Full-duplex speakerphone and
XML support

7945G 320 x 240 color  10/100/1000 2 Same features as 7941GE with
16-bit color display

7961GE 320 x 222 mono  10/100/1000 6 Full-duplex speakerphone and
XML support

7945G 320 x 240 color  10/100/1000 6 Same features as 7961GE

with 16-bit color display
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Number
Phone Integrated of Lines
Model Display Type PC Port Available Other Features
7971G 320 x 240 color  10/100/1000 8 Large color touch screen
display
7921G 176 x 220 color  None 1 802.11a/b/g wireless
7925G 176 x 220 color  None 1 802.11a/b/g wireless; rugged
shell and Bluetooth support
7937G 192 x 64 mono None 1 Advanced speakerphone
Conference with 360-degree microphone
Station coverage
7985G Large None 8 Built-in video camera for inte-
multiresolution grated videoconferencing

color

Cisco 7900 Expansion Modules

If you need additional phone line extension buttons in situations where a receptionist
answers and transfers calls all day, you can use the 7900 Series expansion modules,
which can plug into 796X and 797X Series phones. Table 1.4 lists the current Cisco 7900
expansion module devices and how many additional lines they support.

TABLE 1.4 7900 Series expansion modules

Model Display Type Number of Lines

7914 Mono LCD 14
7915 Mono LCD 24
7916 Color LCD 24

You can also connect as many as two of these expansion modules to a compatible Cisco
7900 Series phone to give you up to 48 additional lines.

Cisco 6900 Series IP Phones

Cisco’s 6900 Series phones are midrange business phones for users who don’t require all
the advanced features found in the 7900 Series phones. The 6900 Series phones feature a
straightforward design, which makes them very easy to use even for nontechnical users.
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The phones feature fixed keys as opposed to softkeys used on the 7900 Series phones for
features such as directory, call transfer, conference, hold, and voice mail. These fixed keys
provide a clutter-free environment that is streamlined and easy to use. The 6900 Series
phones boast the following features:

= Two, four, or twelve lines

= Full-duplex speakerphone

= 396 x 81 or 396 x 162 backlit, monochrome display
= Multilanguage support

* Integrated 10/100Mbps switch

= Power over Ethernet support

Cisco 3900 Series IP Phones

The 3900 Series phones are entry-level models that are targeted to areas where multiuse
phones are needed, such as lobbies, hallways, and manufacturing floors. The phones could
also be used as everyday cubicle phones, but some features are lacking, which may require
an upgrade to the 6900 or 7900 Series IP phones. The major difference between the 3900
Series phones and the 7900 Series phones is that the 3900 Series phones communicate using
the Session Initiation Protocol only and do not have the ability to run Cisco’s proprietary
SCCP signaling protocol. The 3900 Series phones also are not capable of running XML
services and utilize fixed-feature buttons as opposed to the softkeys found on the
higher-end 7900 Series phones. At the time of this writing, the only 3900 Series model
available is the 3911. This phone has the following features:

=  Single-line phone
= Half-duplex speakerphone
= 144 x 32 monochrome display

=  Power over Ethernet support

Cisco IP Communicator

The Cisco IP Communicator is a software-based phone that delivers the capabilities of

the 7900 Series phones through a PC running Microsoft Windows XP and Vista. This
solution is perfect for travelers who require advanced telecommuting features. Using the IP
Communicator gives users all the features of a 7970 IP hardware phone through a PC. In
fact, the interface looks exactly like a 7970 hardware phone, so end users will immediately
be familiar with how it works. All the features are available, including up to eight separate
lines, direct access to voice mail, and XML services. Most third-party microphones and
headsets are fully compatible with the IP Communicator. Figure 1.1 shows an image of the
Cisco IP Communicator running on Windows XP.
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FIGURE 1.1 The IP Communicator running on Windows XP
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@ Real World Scenario

The IP Communicator, a Telecommuter’s Best Friend

Jennifer is an IT hardware reseller at a midsize company. A typical day for Jennifer would
start off with a one-hour commute from her home to work. Many of Jennifer’s customers
contact her directly over the phone to place their orders.

This was no ordinary day, however. The temperatures outside were well below freezing,
and her car wouldn’t start. Fortunately for Jennifer, the company recently upgraded

its phone system to a Cisco Unified Communications Manager. In addition, all of the
salespeople were given IP Communicator software to use on the road and when getting
into the office is impossible. So on this particular morning, instead of attempting to get
her car started, Jennifer went back into her home and logged into the company network
through her home Internet connection. She loaded up her Cisco IP Communicator from
her laptop, and she was off and running.

All her calls to her office phone were forwarded to the softphone, and what started out to
be a disastrous day turned into just another day at the (virtual) office.
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Cisco 500 Series IP Phones

Cisco’s 500 Series IP phones are cost-effective voice hardware devices that are specifically
designed for the SBCS Unified Communication 500 Series hardware. In fact, the 500
Series phones will not function on any other Cisco IP telephony system. Unlike the 3900
Series phones, which use the SIP communications protocol, the 500 Series phones
run Cisco’s SCCP.

These are very low-cost phones geared toward small businesses. Just because they
are low in cost doesn’t mean they don’t have any bells and whistles, however. The 500
Series phones can handle up to five lines per phone and have support for features such as
conference calling, call parking, paging, and intercom. Table 1.5 lists the Cisco 500 Series
phones and their unique features.

TABLE 1.5 500 Series phone features

Number
Integrated of Lines
Phone Model Display Type PC Port Available Other Features
521G 128 x 64 mono None 1 Softkeys, backlit LCD
521SG 128 x 64 mono 10/100 1 Softkeys, backlit LCD
524G 128 x 64 mono 10/100 4 Softkeys, backlit LCD
524SG 128 x 64 mono 10/100/1000 4 Softkeys, backlit LCD
SPA525G 320 x 240 color  10/100/1000 5 Operates in wired or

802.11b/g wireless mode

Cisco Analog Telephony Adapter

The Cisco Analog Telephony Adapter (ATA) is a device that allows standard analog
telephones and fax machines to operate on an Ethernet LAN. The ATA has one Ethernet
port for network connectivity and two RJ-11 analog ports to connect up to two analog
devices. This solution is good if the organization has analog telephony devices it wants
to leverage throughout an IP telephony migration. Figure 1.2 shows how an ATA device
connects an analog phone to the IP network.
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Cisco VG224 and VG248 Series Voice Gateway

A second Cisco analog-to-IP conversion technology is the VG224. This device actually runs
the Cisco IOS operating system that runs on a Cisco ISR router platform. Its sole purpose
is the conversion of multiple analog lines into IP packets for transport over a data network.

FIGURE 1.2 An ATA device connecting an analog phone to an IP network
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The VG224 can terminate up to 24 analog voice endpoints, while the VG248 can
terminate up to 48 devices. They provide a cost-effective way to migrate your current
analog voice system to IP. Following are some reasons to use the VG200 Series as a starting
point into an IP telephony solution:

Investment protection If you’ve invested a large amount of money into analog handsets
and fax machines, this is a way to prolong their useful life while moving toward an inte-
grated voice and data solution.

High voice quality You experience the same quality calls as with a pure IP-based handset.

High availability The VG224 and VG248 have the ability to detect WAN failures and
route calls over backup PSTN lines.

Reduced cost of entry to IP telephony You can lower the initial costs of an IP telephony
implementation by using VG200 Series devices to provide a gateway for your existing ana-
log phones. Eliminating the need to purchase new handsets can greatly reduce costs.

Additional Unified Communications Applications

In addition to the hard phones and softphones that Cisco offers, several user applications
enhance the Unified Communications experience. In this section, I’'m going to describe
several of the Cisco applications available to you.
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Cisco Video Advantage

The Cisco Video Advantage solution adds videoconferencing to your voice calls, a
capability that seamlessly integrates with your Cisco Unified Communications system.
Video Advantage comes with a USB web camera, called the Cisco VT Camera II. You

can connect this camera to your desktop PC. You can then install the Video Advantage
software onto your PC; this software integrates with your Cisco IP desk phone or IP
Communicator. You can then make and receive not only standard audio voice calls but also
videoconferencing calls with your Cisco phone. Video Advantage is an extremely scalable
and cost-effective videoconferencing solution.

Cisco Unified Personal Communicator

You can think of the Unified Personal Communicator as a one-stop shop for all of your
communication needs. Similar to the IP Communicator mentioned earlier, the Unified
Personal Communicator is a piece of communications software that is installed on a
computer and has the ability to make and receive standard phone calls. The Unified
Personal Communicator takes things a step or two further, however, because the software
is multiplatform and can be installed not only on Windows PCs but also on Apple
computers running OS X. This product is marketed to larger companies with many remote
employees who need to stay in constant contact with one another. Here are some of the
integrated features that the Cisco Unified Personal Communicator offers:

= Softphone capabilities for standard phone calls and voice mail using any of the Cisco
Unity products

= Instant messaging tool for real-time text-based communication

= Presence integration to notify other users of your whereabouts and to keep track of the
availability of other Unified Personal Communicator users

= Integrated directory and contact services
= Videoconferencing using Cisco Video Advantage

= Web conferencing using Cisco Unified MeetingPlace software

Cisco Unified CallConnector

The Unified CallConnector is a Windows-based software application that installs on user
PCs. This software is geared toward small and medium businesses. It fully integrates
with the Cisco Unified Communications Express solution. Following are just some of the
features available for use with the CallConnector applications:

= Integrates with Microsoft Outlook and Internet Explorer to provide a seamless
integration of web, email, and voice functions

= Tracks user presence information to notify you when a user is available in real time

= Simple-to-use contact list that provides a single repository for your phone, email, and
instant message contacts

= Lets users make and receive calls with the click of a mouse

= Allows users to be completely mobile
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This should give you a good overview of the Cisco endpoints and endpoint applications
that a Unified Messaging system can handle. In the next section, we’ll discuss the
hardware that allows our voice calls to be routed out to the public phone network.

Cisco TelePresence

TelePresence is an enterprise-class hardware and software video conferencing solution that
uses large screen high-definition monitors to display remote video to simulate a virtual
meeting room. The tool is designed to simulate face-to-face meetings over an IP network
where members can be located all around the world. TelePresence hardware and software
fully integrates into a CUCM system that is responsible for video conference call processing
such as setups and tear-downs as well as scheduling.

Using Voice Gateways

The Cisco Unified Communications call-processing devices in the CUCM suite allow
engineers to configure and deploy a voice system for on-network calling. On-network
dialing means that the calls are contained within a private network fully controlled
by a private organization. But what if you need to make a call to someone outside the
local organization? This is where voice gateways come into play. Voice gateways are
responsible for the setup of off-network calling. A voice gateway is simply an IOS router
that is capable of translating legacy voice communication into IP packets for transport
over data networks. It sits right on the border between your IP network and standard
telephone networks. If you are familiar with configuring routers for Ethernet LANs and
WANSs, then you are already familiar with most of the configuration processes. What
may be new to you are the voice interfaces that are needed to connect your IP network
to the public telephone network. You’ll learn more about these interfaces as well as other
hardware that voice gateways utilize in a VoIP environment. For now, it is important to
understand that voice gateways can connect your Cisco Unified Communications solution
to the public switched telephone network (PSTN) either physically or virtually using a
variety of methods. Let’s briefly discuss the physical and virtual methods that can be
used to connect to the PSTN.

Voice analog and digital interfaces are special PSTN connections configured on
voice gateway routers to bridge the VoIP and PSTN networks so off-network calls can
successfully be completed. Figure 1.3 shows how a voice gateway can be configured to
connect directly to the PSTN.

FIGURE 1.3 A voice gateway connecting directly to the PSTN
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A virtual method of connecting your voice gateway to the PSTN is to set up a VoIP
trunk to an Internet Telephony Service Provider (ITSP). This VoIP trunk essentially creates
a virtual tunnel from your local voice gateway to a service provider using your Internet
connection. The calls are then switched out onto the PSTN at the ITSP site. The concept
of using I'TSPs for off-network calling is fairly new to the telephony world. This is because
you need your voice system to be able to transport calls over IP using the Internet. But
because you can leverage your existing Internet connection to provide transport for your
off-network calls, many businesses find that they can eliminate expensive PSTN lines,
which can cut operating costs significantly. Figure 1.4 shows how a voice gateway can be
configured to connect virtually to the PSTN by tunneling voice traffic to an ITSP.

FIGURE 1.4 A voice gateway configured through an ITSP
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Voice gateways perform a great number of VoIP and PSTN services that will be covered
in greater detail in subsequent chapters of this book. This section is provided simply to
give you a 30,000-foot view of the way a voice gateway is responsible for the translation of
voice between the IP network and legacy voice systems such as the PSTN.

Introducing the Cisco Unified
Communications 500 Series

Cisco Unified Communications requires its own section because of the unique functionality
that it brings to the table. The UC500 is part of Cisco’s Smart Business Communication
System (SBCS). Cisco has a unique suite of hardware that is geared toward small- to
medium-size businesses. Table 1.6 lists the SBCS suite of hardware and shows what services
each device performs.
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TABLE 1.6 Cisco SBCS hardware platforms

Model Functions

Unified Communications 500 Voice, data, security, and wireless

Catalyst Express 500 Layer 2 switching for desktops, servers, and IP
phones

Wireless Express 500 Flexible controller-based 802.11b/g wireless solution

Unified 500 Series IP phones Hardware-based IP phones

Cisco 500 Series secure router Advanced firewalling, wireless, and dynamic routing

protocol support for LANs and WANSs

The CCNA Voice Exam focuses solely on the configuration of the UC520 hardware,
which offers voice capabilities to small businesses. It is important to know, however,
that other SBCS components are available that complement the UC520 in a network
environment. The UC500 is an all-in-one solution that combines call processing, voice mail,
voice gateway, standard IP data, optional Wi-Fi, and security into a single box. From a voice
standpoint, the system runs the CUCM Express and Unity Express software with support
for up to 48 IP phones. Because this is an all-in-one system, the UC500 has several voice
gateway methods available for connecting your CUCM Express system for off-network
calling using either physical or virtual methods. The SBCS Series is clearly targeted directly
toward small businesses of 50 or fewer users who want a single, easy-to-manage system for
all of their networking needs.

The SBCS UCS500 can utilize any Cisco 7900 and 3900 Series IP phones. In addition,
the SBCS system is also the only solution that is compatible with the Cisco 500 Series
IP phones. These entry-level phones are ideal for small-office environments that are just
making the transition from a legacy key system to an integrated voice/data system over IP.

Here is a list of features that the UC500 small business solution can provide:

= Support for 8 to 48 IP phones

= Integrated Unity Express voice mail

=  Built-in eight-port Power over Ethernet (PoE) switch
= Integrated Auto Attendant (AA)

= Internal or external Music on Hold (MoH) sources

= Integrated analog voice ports to connect to the PSTN and to utilize analog phones and
fax machines

= Static routing and Network Address Translation (NAT) support

= Virtual private network (VPN) support for up to 10 simultaneous remote access users
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*  Firewall configuration support using IOS firewall configuration commands
= Optional wireless 802.11a/b/g integration

One of the key features that the UC500 Series offers is a simple-to-use graphical
configuration tool. The UC500 series can easily be managed using the Cisco Configuration
Assistant (CCA). The CCA is a Windows-based application that allows administrators to
connect to and configure the entire UC500 system using a graphical user interface (GUI).
This tool greatly improves the ease of management and support for small businesses. In
fact, the CCA can not only help you configure the UC500 device; it can also assist in the
configuration of any of the SBCS 500 Series devices listed in Table 1.6. The ability to
utilize the CCA for configuration and basic support sets the SBCS apart from Cisco’s other
offerings. Because everything can be run from a simple, graphics-driven interface on a PC,
it appeals greatly to small businesses that may not have a full-time Cisco engineer on staff.
Chapter 10 of this book is dedicated to the SBCS UCS500 Series and its configuration using
the CCA 2.0 software. In addition, Appendix A presents a case study of a detailed design
and implementation of a UC500 system in a small-office environment.

Choosing an IP Telephony
Deployment Option

Now that you understand the basic components of the Unified Communications system,
let’s talk about the four Cisco-supported deployment options that we can use to design an
IP telephony solution. Each option has advantages and disadvantages that we will cover.
Most deployments will fall nicely within one of the options depending on the end-user
requirements. The four supported deployment options are as follows:

= Single site with centralized call processing
= Multisite with centralized call processing
= Clustering over the wide area network

= Multisite with distributed call processing

Single Site with Centralized Call Processing

The single-site deployment is a bit of a no-brainer. If all of your users are in the same
geographic region and are interconnected with a high-speed network, then a centralized-
call processing solution is the way to go. High availability can be achieved by clustering
multiple Communications Managers on the same local network. Voice gateway redundancy
can also be achieved by adding two or more voice gateway routers. The key factor to keep
in mind is that even though the system needs multiple CUCM systems for redundancy,

all users ultimately connect to a single system for their unified communication needs.
Figure 1.5 shows a single-site design.
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FIGURE 1.5 Asingle site with CUCM

# IP

L2 ‘7“.\7 -------

Primary Site

Most of your small-office environments will utilize the single-site deployment, and the CCNA
Voice Exam does not go too far beyond this setup in the configuration knowledge it requires.

Multisite with Centralized Call Processing

The design options become more interesting when you need to provide unified
communications to multiple sites that are interconnected across a wide area network (WAN).
One option is to offer VoIP services to remote sites that communicate across the WAN to a
CUCM system located at a central site. Figure 1.6 depicts a typical multisite design.

FIGURE 1.6 A typical multisite WAN with a central CUCM for VolP
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Phones located at Remote Site A and Remote Site B will communicate back to a single
call-processing cluster located at the primary site. This solution is best when the vast
majority of your users are located at a single site and you have a few remote sites. A reliable
and high-speed WAN connection is obviously beneficial because all voice traffic will need
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to traverse the WAN to reach the primary site, where the call-processing, voice mail, and
other Unified Communications applications are located.

If your remote sites have a single WAN connection, this creates a single point of failure.
This may or may not be a concern to you. If it is critical that the remote sites maintain
the ability to have at least basic PSTN calling capabilities during a WAN outage, you can
implement the survivable remote site telephony service (SRST) to a voice-capable router at
each remote site. SRST is a cost-effective method to provide high-availability voice features
to remote sites that have a centralized call-processing design. Along with installing and
configuring SRST on the router, you will need to purchase one or more local PSTN services
to be used as a backup. When a WAN outage occurs, the remote site phones can no longer
communicate with the call processor. An SRST-configured router will detect the WAN failure
and begin routing calls out of the backup PSTN connections that are locally available. If you
get the opportunity to configure a router for SRST redundancy, you’ll be happy to find out that
the configuration is very similar to a standard voice router with the CUCM Express software.

Clustering over the Wide Area Network

If your organization has two to six large and geographically dispersed locations that are
interconnected by a high-speed and reliable WAN link, the clustering option may be the right
choice for you. Basically, you provision a CUCM publisher server at one location and up to five
subscriber servers at the remote site locations. The publisher and subscriber servers talk to one
another and work as a single unit. This enables administrators to maintain a single system, but
you must take care to ensure that the WAN is very stable and free of latency. On-network calls
are made across the WAN, while off-network calls are made over the local PSTN connections. If
the WAN were to fail, users would continue to connect to their local CUCM server, but all calls
placed would go over the PSTN. Figure 1.7 shows a typical WAN clustering deployment model.

FIGURE 1.7 WAN clustering
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Because there is a limit to the number of active subscriber servers in a single CUCM
deployment, this solution does not scale beyond six total sites. Because the clustered
CUCM servers need to stay constantly updated and synchronized, the WAN links must
provide quick response times for updates and keepalives.

Multisite with Distributed Call Processing

The distributed call-processing deployment is the best choice when you have many users
who are geographically dispersed in multiple locations. The remote sites may also have
low-speed WAN connections that are not highly reliable. If WAN conditions are not ideal
for voice, then it might be best to distribute the call-processing and voice mail functionality
out to the remote site itself. Figure 1.8 shows a typical multisite distributed call-processing
deployment.

FIGURE 1.8 Distributed call processing
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As you can see in the figure, each remote site has a Communications Manager and voice
gateway to locally serve the remote-site phones, and each is completely independent of
every other. The design can be configured for VoIP traffic to traverse WAN links to reach
other internal destinations if possible. If the WAN is too congested, internal calls will be
made over the PSTN.

Clearly this deployment offers the utmost in reliability but it comes at a high cost. Not
only will the additional purchase of call-processing and voice mail services at each site be

required, but you also need to keep in mind that support costs go up because you have to
support multiple Unified Communications systems as opposed to one centralized system.
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Summary

In this chapter, you learned the major components of a Cisco Unified Communications
system, namely, the Unified Communications Manager, Unity voice mail, and the voice
gateway. We discussed the features, architecture, and scaling capabilities of the three-tiered
Communications Manager and Unity systems. You learned the difference between on- and
off-network calling and therefore the need for a voice gateway to connect to the PSTN for
external calls. In addition, you learned about the Cisco UC500 Series SBCS, which rolls up all
three voice services along with security, wireless, and basic routing features into one little unit.

We also covered hardware- and software-based phones to give you an understanding of
the various types of voice/video capabilities a Unified Communications system provides.

Finally, this chapter discussed the three recommended deployment methods of the Cisco
Unified Communications system. You learned the pros and cons of each solution and when
it would be best to implement a particular method. You also learned about how SRST can
be used as a low-cost method to provide highly available voice service to remote sites that
are configured in a centralized call-processing environment.

Exam Essentials

Understand the differences between the main components of a Unified Communications
system. The Communications Manager handles all call-processing and setup functions.
The Unity system is responsible for the voice mail and unified or integrated messaging. The
voice gateway handles off-network calls on the PSTN. Finally, the various hard and soft-
phones are end units that users interact with.

Know the number of end devices that each Cisco Unified Communications Manager can
handle. When choosing a system, it is vital that you understand how it will scale. The

CUCM supports a cluster environment of up to 30,000 end devices. The CUCMBE sup-
ports up to 500 end devices. Finally, the CUCM Express supports up to 250 end devices.

Understand the redundancy capabilities of each Communications Manager. Full redun-
dancy may or may not be an important issue for a particular implementation. Typically,
users assume that when they pick up a phone, it will work. All three systems provide
some form of redundant system to keep calls moving in the event of a failure. The CUCM
uses clustered servers to provide call-processing redundancy. The CUCMBE and CUCM
Express solutions provide PSTN redundancy by implementing SRST at the voice gateway.

Know the two Unity Express hardware options. The NM-CUE takes up a module slot,
and the AIM-CUE is a card inserted on the router system board.

Know the difference between the 7900, 6900, 3900, and 500 Series IP phones. The 7900
supports both SCCP and SIP, the 6900 Series drops some of the advanced features of the
7900 but provides more features than the 3900 Series, the 3900 Series supports only SIP,
and the 500 Series supports only SCCP and can be used only with the UC500 SBCS Series.
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Understand what an IP Communicator is used for. The IP Communicator is Cisco’s ver-
sion of a softphone that is based on the 7970 hardware phone. It is excellent for people
who are traveling or spend much of their time away from the office.

Understand the function of the ATA hardware endpoint. The ATA helps to connect ana-
log phones and fax machines to an IP network.

Know when to design a single-site IP telephony deployment. Single-site deployments offer
centralized calling to a group of users who are on the same high-speed network.

Know when to design a multisite centralized IP telephony deployment. When the major-
ity of users are in a single location and you have a handful of remote sites, this design is
ideal. It also requires less capital and has lower support costs because of the centralized
nature of the voice equipment. WAN connections need to be fast and fairly reliable.

Know when to design an IP telephony cluster across an IP WAN. When you have two to
six large remote sites that are interconnected by a high-speed IP WAN, you can cluster six
CUCM servers together. This allows you to be able to administrate the cluster as one large
system that is geographically dispersed. In the event of a WAN failure, remote users con-
tinue to use the local CUCM and send calls over the PSTN.

Understand when to use SRST. In multisite centralized deployments, SRST can be used at
remote sites to give some voice functionality during a WAN outage.

Know when to design a multisite distributed IP telephony deployment. When users are
distributed at multiple sites, you should take a distributed approach. Each site has local call
processing, voice mail, and voice gateways. The downside is the increased cost and support
of multiple systems.

Written Lab 1.1

Werite the answers to the following questions:
1. What is the maximum number of endpoints a CUCMBE can handle?
2. Which Cisco Unified Communications Manager runs on an 1OS router?

3. Which two Communications Managers and Unity systems can function within a
single unit?

What is the name of Cisco’s software-based phone?

What does ATA stand for?

What types and numbers of ports does an ATA 180 Series have?
What are the four IP telephony deployment types?

What does ITSP stand for?

Which Unity Express device uses up a router slot?

© ® N o o »

10. What is the maximum number of mailboxes Unity Express can support?

(The answers to Written Lab 1.1 can be found following the answers to the review
questions for this chapter.)
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Review Questions

1. Which Cisco IP phone series is not compatible with the CUCM Express system installed on
ISR routers?

A.

moow

7900 Series IP phones
3900 Series IP phones
500 Series IP phones
Cisco IP Communicator
Cisco ATA

2. Which Cisco voice mail system offers Unified Messaging?

A.
B.
C.
D.

Cisco Unity Express
Cisco Unity
Cisco Unity Connection

Cisco Unity and Cisco Unity Connection

3. Which of the following non-ISR routers is not compatible with CUCM Express?

A.
B.
C.
D.

Cisco 3725
Cisco 1761
Cisco UCS20
Cisco 2621

4. What firmware is the Cisco IP Communicator based on?

A. Cisco 7965
B. Cisco 7970
C. Cisco 7940
D. Cisco 3925
E. Cisco 524
5. Which Unified Communications Manager runs on a Linux operating system? Select all that
apply.
A. CUCM
B. CUCM Express
C. CUCMBE
D. None of the above

6. Which Unity solution uses compact flash (CF) for mailbox storage?

A.

B.
C.
D.

Unity Express NM-CUE
Unity Connection

Unity Express AIM-CUE
Unity
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Which Communications Manager is best suited for large businesses that require high avail-
ability and uptime for thousands of phones?

A. CUCMBE

B. CUCM

C. CUCM Express
D. Unity

Which Cisco phone series can utilize SIP for voice signaling? Select all that apply.
A. 7900 Series

B. 3900 Series

C. 500 Series

D. 2800 ISR

What device allows you to connect analog devices to an IP network?

A. 1P Communicator
B. SIP

C. ATA

D. SCCP

E. UC500

What is responsible for handling off-network calls?
A. ATA

B. SCCP

C. CUCM Publisher

D. Voice gateway

What is the name of the call-processing device that handles the database read/write func-
tions of the CUCM?

A. Subscriber

B. Publisher

C. Unity Connection

D. Unity

What is the maximum number of analog devices can you connect to a Cisco ATA?
A. One

B. Two

C. Four
D. Eight
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13.

14.

15.

16.

17.

18.
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What method can be used to connect a voice gateway to the PSTN for off-network calling?
Select all that apply.

A. Physical connection to the PSTN
B. VoIP trunk to an ITSP
C. VolIP trunk to a PSTN

D. Virtual connection to the ITSP

Which phone cannot run SCCP?

A. 7985

B. 7921 wireless phone
C. 524

D. 3951

E. IP Communicator

What GUI tool can be used to configure the UC500?
A. Unity Express

B. IP Communicator

C. CCA

D. SCCP

What platform does the CCA run on?

A. Internet Explorer 6.0 and up

B. MS Windows

C. MacOSX

D. Terminal Emulator

What IP telephony deployment model would you use if you have 10 remote sites that

require full availability of voice functions and applications in the event of a WAN outage?
Select all that apply.

A. Multisite with centralized call processing
B. Single site

C. Single site with distributed call processing
D. Multisite with distributed call processing

What Cisco solution can be used at remote sites in a multisite with centralized call-
processing design to allow basic voice functionality to remote-site users in the event of a
WAN outage?

A. SCCP

B. SRST

C. SIP

D. CUCM Express
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19. Which of the following is 7ot an IP telephony deployment model Cisco recommends?

20.

A.

moow

Single site

Multisite with centralized call processing
Single site with distributed call processing
Clustering over the WAN

Multisite with distributed call processing

Which IP telephony deployment model is likely to cost the most?

A.

B.
C.
D

Single site

Multisite with centralized call processing

Multisite with distributed call processing

Multisite with centralized call processing and SRST

A
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Answers to Review Questions

1. C. The 500 Series IP phones are compatible only with the UC500 SBCS solution.

N

B. Only Unity offers Unified Messaging, which means it fully integrates with MS
Exchange. The other two Unity systems offer Integrated Messaging with the use of IMAP.

D. The 2600 Series is not supported but the 2600XM Series is.

B. The IP Communicator is a softphone that is based on the 7970 phone firmware.

A, C. Both CUCM and CUCMBE run on a Linux OS. The CUCM Express runs on 10S.
C. The Unity Express AIM-CUE has a 512MB or 1GB CF for mailbox storage.

N o o & ow

B. The CUCM allows for full clustering that offers complete HA for thousands of
endpoints.

o

A, B. Both the 7900 and 3900 Series can run SIP for voice signaling.

9. C. The Analog Telephony Adapter (ATA) connects standard analog devices to an
IP network.

10. D. The voice gateway handles off-network calling to the PSTN.
11. B. The publisher handles the read/write functions of the CUCM database.
12. B. The ATA 180 series has two RJ-11 interfaces to connect up to two analog phones.

13. A, D. You can connect to the PSTN by using a physical PSTN connection or by sending
traffic across an IP network to an I'TSP.

14. D. The 3900 Series phones run only SIP.

15. C. The Cisco Configuration Assistant (CCA) is a Windows application that uses
a user-friendly GUI to help configure and support a number of Cisco products including
the UC500.

16. B. The CCA is a Windows application.

17. D. The multisite with distributed call-processing model pushes the call-processing and
other unified communications functions out to the remote site. In the event of a WAN
outage, no voice services are affected.

18. B. Survivable remote site telephony (SRST) can be implemented on a voice-capable remote
site router to set up basic voice calling using the PSTN in the event of a WAN outage.

19. C. It does not make sense to distribute call-processing functionality in a single site.

20. C. The distributed call-processing method forces you to purchase multiple CUCMs that are
deployed throughout your environment. This is typically the most expensive deployment
model.
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Answers to Written Lab 1.1

1. 500 endpoints

CUCM Express

CUCMBE/Unity Connection and CUCM Express/Unity Express
IP Communicator

Analog telephony adapter

One Ethernet and two analog

N o o » o N

Single site, multisite with centralized call processing, clustering over the WAN, and
multisite with distributed call processing

©®

Internet Telephony Service Provider
9. NM-CUE

10. 250
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THE FOLLOWING CCNA VOICE
EXAM OBJECTIVES ARE COVERED
INTHIS CHAPTER:

v Describe PSTN components and technologies.
= Describe the services provided by the PSTN.
= Describe time division and statistical multiplexing.
= Describe supervisory, informational, and address signaling.
= Describe numbering plans.
= Describe analog circuits.
= Describe digital voice circuits.
= Describe PBX, trunk lines, key-systems, and tie lines.
v Describe VolP components and technologies.
= Describe the process of voice packetization.

v Describe the components of the Cisco Unified
Communications Architecture.

= Describe the function of auto attendants and IVRs in a
UC environment.



The 1980s were an interesting time to grow up, in regard to
technology. The personal computer was just being introduced,
and a public Internet was many years away. Nearly all distance
communication was done over the telephone. I was always fascinated with telephones and
how they worked. To me, the “phone guy” was my version of the American cowboy—
always out on the road and in the sun climbing phone poles to set up or restore service. The
boom trucks and butt sets were the telco version of horses and six-shooters. Now that voice
and data are converging, many aspects of the traditional telecommunications realm are
changing while many others remain the same. This chapter will discuss traditional public
switched telephone network (PSTN) components that are still being used today. This will
give you the background you need to understand how they are integrated in IP telephony
(IPT) networks.

We’ll first discuss analog signaling and the different signaling functions each type
performs. Then I’ll describe analog and digital circuits and explain the differences between
the two. I’ll also describe multiplexing, to detail how multiple voice circuits can be
transported over a single cable. Next we’ll move on to PBX and key systems and how they
connect to the PSTN. Finally, we’ll end with a discussion of PSTN numbering plans and
why they are so important from a planning and design point of view.

Understanding Analog
Network Signaling

A standard analog telephone has such a simple interface that almost anyone can use it. All
you have to do is pick up the handset, punch in the number of the person you are trying

to reach, and all the wizards behind the curtain do the rest to connect your handset to
another person, who may be located down the street or on the other side of the planet!
We’re going to pull back the curtain to see exactly what it takes for the magic of telephones
to work. The most obvious place to start is with voice signaling.

Loop Start Signaling

When a telephone handset is sitting in the phone cradle, the telecommunications term for
this state is on-hook. If someone wishes to make a phone call, the first thing they do is pick
up the handset. This action sets off a series of signaling processes that notifies the phone
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switch that someone wishes to use the phone and places it in an off-hook state. In the
analog world, this is called a loop start because it opens a circuit loop back to the PSTN.
When the phone is on-hook, the loop is open. When you take the phone off-hook, it closes
the loop, sending the voltage back to the CO so they can detect that you went off-hook.
You’ll also receive audible feedback in the form of a dial tone when picking up a phone
handset. This is to signal that the phone system is ready for you to begin dialing a number.
You see, an analog line has two wires that plug into the back of your phone from the
wall jack. One wire is called the tip or ground wire; it is your link back to the telephone
company switch equipment. The second wire is called either the ring or the battery wire.
This wire provides a constant flow of low-voltage power (—48 volts) to the phone. When
the phone is on-hook, the connection between the ring and tip wires is severed. As soon
as you pick up the handset and go off-hook, the connection between ring and tip on your
phone connects power from the ring wire, and that power then flows over the tip wire to
the phone company. Now that you have a fully powered loop, you can begin sending and
receiving signaling information to and from the phone company equipment in order to
make calls. Figure 2.1 displays the phone in an on-hook state where the loop is severed and
also in an off-hook state where the circuit connects and the loop start occurs.

FIGURE 2.1 Loop startsignaling
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Glare is an interesting and somewhat common anomaly that occurs on analog lines that
use loop start signaling. It occurs when both the local user and the telephone company
attempt to access or seize the analog circuit simultaneously, that is, when someone is
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attempting to call your phone at the exact same time you want to use the line. When

the local user picks up the phone, they are not given any warning (the phone didn’t get the
chance to ring) that someone is on the other end. This can lead to confusion because

the local phone user is surprised to find a call is already in progress. Glare occurs in loop
start signaling scenarios because the PSTN equipment does not check for a current on the
wire prior to seizing the line. Glare typically isn’t a problem in residential installations
because call volume is typically low. In business settings, however, glare can become a real
nuisance. To eliminate the glare problem, ground start signaling was developed.

Ground Start Signaling

A different approach to loop start in the analog world is ground start. From a pure
signaling standpoint, ground start momentarily grounds one side of the circuit. This
grounding is an indication to the PSTN equipment that the circuit is ready for use. This
added signaling process avoids the glaring situation found in loop start signaling. A good
example of ground start signaling is an analog pay phone. Pay phones require that the
calling party first insert change prior to making a call; the physical insertion of coins into
the phone activates ground start signaling. When a coin is inserted into a pay phone, it
causes a lever within the phone to tip. This lever action is what grounds the circuit. Once
the signal is grounded, the PSTN knows that money has been inserted, and a call

can then be placed.

Analog Network Event Signaling

All analog phone calls need a way to signal events on the phone network in order to
establish communication between end devices. There are three distinct types of network
signaling in a voice network:

= Address signaling
= Informational signaling
= Supervisory signaling
Each type provides vital functions for call setup and end-user feedback to inform us

that either a call is being processed properly or a problem has occurred. Let’s look at each
signaling type.

Address Signaling

Address signaling represents the transmission of digits to the remote party that the calling
party wishes to dial. Two types of address signaling are in use. One method is pulse
dialing, also called rotary dialing because the numbers are arranged on a round disk. The
dial uses a mechanical method of quickly going on-hook and off-hook within a certain
timeframe. Each digit O to 9 is represented by one of these on/off-hook transitions as it
spins around. A different way to look at this is to think about what on-hook and off-hook
sequences do. Basically we’re momentarily turning on and off the power current to the
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phone switch. The phone switch then counts the number of starts and stops in the power
flow and determines the intended digit to dial based on this calculation. It’s very much like
simple Morse code. For example, a user dials 5 by inserting their finger into the properly
labeled slot and turning the dial clockwise until it stops. When the finger is removed, the
dial rotates back to its original position. During this return motion, a series of five
on/off-hook rapid transitions occurs. The phone recognizes these and collects the digits
that the user wishes to dial.

The second and far more popular type of address signaling is dual-tone multi-frequency
(DTMF). It is often called touch-tone dialing. This form of address signaling uses very
specific audible tones that the phone network equipment recognizes. It combines two voice-
band frequencies to represent twelve different numbers and symbols. The switch recognizes
the tones and properly interprets the intended destination phone number. Figure 2.2 shows
how the frequency combinations are used to represent the digits on a phone.

FIGURE 2.2 DTMF frequency creation
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? A Cisco voice gateway can be configured to recognize either DTMF or
TE pulse address signaling. The default signaling is DTMF.
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Timeout values are associated with the maximum and minimum speeds a user can dial
numbers using DTMF. The quickest duration between dialed digits is 45 milliseconds,
whereas the longest time allowed between dialed digits is 3 seconds.

Informational Signaling

Informational signaling is all about letting the calling party know what is going on with
the phone system and the attempted call. As soon as you pick up the receiver of a phone,
you hear a dial tone. This tone informs you that the phone is operational and talking to the
phone switch. People commonly listen to make sure they hear the dial tone before dialing

a number. Informational feedback is generated from the phone switch to the user in the
form of audible tones and/or voice messages. Table 2.1 lists some of the most common
informational signals and their meanings.

TABLE 2.1 Informational signals

Informational Signal Type Signal Meaning

Dial tone Phone is in an off-hook state and ready to accept user input
with the keypad.

Busy Called number phone is currently in use.

Number not in service Called number is not available on the phone network.

Call waiting An incoming call is being made to line 2 on the phone; line 1
is in use.

Ring-back The phone company is attempting to establish the connection

to the called party.

Reorder All local circuits are busy; thus the call cannot be completed.
This is also known as a “fast busy” signal.

Congestion The long-distance company is unable to complete the call.
Handset off-hook Someone has picked up the handset of a phone from

the cradle.
y Informational signaling may be different depending on what region you
,dng are in. A dial tone in the United States is different from a dial tone in

Mexico, for instance.
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Supervisory Signaling

Supervisory signaling deals with the behind-the-scenes part of call setup and teardown.
There are many different types of supervisory signaling, depending on the types of circuits
being used and the type of phone equipment making the signals. This signaling is done

to ensure that the phone system properly interprets user input and that that user input is
properly handled. For example, a phone seizure signal is a very common supervisory signal.
When you pick up your phone, a seizure supervisory signal is first sent to the telephone
switch to ensure that you have control over the analog circuit. As soon as the line is seized,
you receive an informational signal in the form of a dial tone.

Supervisory signaling can occur in or out of band depending on the type of circuit being
used. In-band signaling means that the signals are transported on the same wire as the
voice traffic. Out-of-band signaling refers to signaling that utilizes a separate transport
medium such as a separate pair of wires. Table 2.2 lists many common types of supervisory
signaling.

TABLE 2.2 Supervisory signals

Supervisory Signal Type Signal Meaning

Seizure Signals the phone system to change the line/trunk state from
idle to active.

Wink/hook flash Indicates that the phone system is ready to receive address
information in the form of DTMF or pulse digits.

Answer Indicates when the remote-side phone is answered and
two-way communication is established.

Disconnect Indicates that either phone in the two-way communication goes
on-hook. The call is torn down and the circuit returned to an
idle state.

Robbed-bit In-band bits are used to signal the start and end of address
information.

Comparing Analog and Digital Circuits

The public switched telephone network established the framework for long-distance
communication long before the Internet. The PSTN is a global network of telephony
equipment that once was purely an analog system. Today the PSTN consists of mostly
digital circuit-switched phone systems that are interconnected. It is important to
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understand both analog and digital circuits and why we’re moving to a system that will
eventually be 100 percent digital. Let’s first look at analog circuits and how they transmit
voice from one phone to another. Then we’ll move on to digital circuits and how they
convert analog into digital.

The Analog Signal

The goal of any voice circuit is to transmit sounds (typically the human voice) from

one point to another. Using analog technology, the human voice is picked up from the
transmitter portion of a telephone and is translated into an electrical signal that varies
continuously with changes in the sound. Sounds such as the human voice are in analog
form to begin with. The changes in pitch and tone as we pronounce various words create
variations in the sound wave. A microphone and analog circuit are used to capture the
analog sound waves and transmit them in an electrical form over copper wiring. Once
the analog sound waves are in an electrical form, they can be transmitted across the PSTN
to the other end of the phone connection. When the electrical signal reaches the intended
destination, it is converted back into analog sound waves and sent through the receiver
speaker. Figure 2.3 depicts a typical analog sound wave.

FIGURE 2.3 Analogsound wave
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You’ll notice that the figure shows the frequency of a sound over a period of time. A
wavelength of a sound wave is the distance between each wave collected. The frequency of
a wavelength is measured in cycles per second, or Hertz (Hz). You’ll also note two different
amplitudes listed. The peak-to-peak amplitude is the variation in the frequency over a one-
wavelength period. The peak amplitude is the same frequency variation, but it is measured
from the mean, which is 0 on the graph.

Analog circuits carry voice signals in a very pure form. A standard plain old telephone
service (POTS) line from the phone company is typically delivered to a home or business
on two wires. These two wires provide full-duplex voice conversation. The last hop on the
PSTN before it goes to the customer premises is called the central office (CO). The central
office bundles your circuit with other customers’ circuits and switches them as needed
to other COs on the PSTN. Your specific circuit coming into the central office is called a
local loop. On the customer side of the analog circuit, Cisco has several types of analog
interfaces to terminate various PSTN and analog endpoints on the voice gateway. Let’s
discuss each type.

Analog Voice Interfaces

Literally dozens of different analog interfaces can be used on Cisco hardware. The CCNA
Voice exam focuses on the most popular types in use today. This next section covers FXS,
FXO, and CAMA analog interfaces. Exam takers need to understand the situations where
each interface type is used.

Foreign Exchange Station Interface

The Foreign Exchange Station (FXS) is an interface that connects directly to an analog
endpoint such as an analog phone or fax machine. The connection handoff is a standard
RJ-11 port. Figure 2.4 shows how you connect an analog line to an FXS port that connects
to the PSTN.

FIGURE 2.4 AnFXS interface
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FXS ports are commonly found in residential homes that require very few analog lines.
The interface provides voltage and signaling to analog devices. So in a residential home
situation, we assume that all of the voltage and signaling will be provided to us from the
PSTN switch equipment.
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Analog devices don’t really care what signaling you use, so FXS interfaces can use either
loop start or ground start signaling from the source. Typically you will configure loop start
signaling when connecting to analog devices like phones or fax machines. FXS ports can
also be configured to use ground start. This is more common when you use an FXS port to
connect to a legacy PBX.

Foreign Exchange Office Interface

Instead of plugging directly into an analog phone like the FXS port does, a Foreign
Exchange Office (FXO) port connects to a PBX. The FXO interface assumes that all

dial tones, ring indicators, and other call-progress signaling are provided locally by

the equipment attached to it such as a key system or PBX. Contrast that with an FXS
connection where the device that plugs into the port does not provide any form of
signaling. Instead, it relies on the backend equipment to provide it. Typically, a business
will provision a handful of FXO ports from the PSTN and then connect the phones to

the PBX. If an analog phone or fax machine needs to make an off-network call, the PBX
switches the connection to one of the free analog lines. This is beneficial to businesses
because not every phone requires an off-network analog line at any given time. If you plan
accordingly, you can get away with paying for a fraction of the number of analog lines than
you have phones on your local network. Figure 2.5 shows a single analog line terminating
at a PBX with an FXO interface.

FIGURE 2.5 AnFXO interface
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With this type of setup, there will be only one PSTN number per line. As with the
FXS port, the connection handoff is RJ-11. The diagram also points out a simple way to
remember the difference between FXS and FXO ports. FXS interfaces connect analog
telephones, while FXO interfaces are used to connect to the PSTN. The first hop out to the
PSTN cloud is called the central office. (A quick mnemonic: The central “o”ffice connects
to your FX“O” interface.) In this scenario, either the single number would ring all phones
on the PBX when dialed, or it would ring a single phone handled by a live operator, or the
PBX would utilize an auto attendant (AA). An auto attendant is much like a live operator,
but instead of a human, it is an automated system with voice prompts to assist the caller to
be routed to the proper contact using internal extensions.
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Analog Direct Inward Dial Service Interface

The analog direct inward dial (DID) service is very similar in functionality to the FXO
circuit. The PSTN connection plugs into the PBX. The main difference between a
standard FXO line and an analog DID is how the phone company handles the sending

of digits. With an FXO connection, each physical analog line terminated at the PBX
corresponds to a specific phone number. With an analog DID, the phone company can
offer a service that bundles any number of analog lines and trunks them. Trunking means
that a call can be sent to a specific number across any of the analog lines instead of
specifically assigning them as in FXO connections. The phone company will then strip off
all but the extension digits at the local PSTN central office. So in North America, when an
off-network person calls your company’s number, say 555-123-2221, the 555-123 digits
are removed at the last hop on the PSTN and only the 2221 is sent to your PBX. Your PBX
then takes that extension and switches it to the appropriate phone extension. Figure 2.6
shows this scenario.

FIGURE 2.6 Directinward dial service interface
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Centralized Automatic Message Accounting Service Interface

All of the previous analog interfaces that we discussed connected to the PSTN. An analog
Centralized Automatic Messaging Accounting (CAMA) circuit is used exclusively for
Emergency 911 (E911) service in North America. Some states require businesses over a
certain size to connect directly to the E911 service. A CAMA link is one way to comply
with this law.

The E911 service is largely built outside the PSTN, and calls are routed differently
within the network. Typical PSTN phone calls are routed based on destination phone
number. With the E911 service, phone calls are routed based on source phone number. The
source number is used to route calls to an E911 because it can pinpoint the caller’s location.
When the location of the number has been determined, the call is then switched to the
proper public service answering point (PSAP), where the 911 operator can assist. Figure 2.7
depicts what happens when a user dials 911.
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FIGURE 2.7 CAMA service interface
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It is easy to understand why E911 calls rely so heavily on the source phone number. In
an emergency, it is far more important for emergency services to be able to find you than
for you to know where they are located!

@ Real World Scenario
E911 to the Next Level

Voice engineers have just completed a major VolP implementation at a major university
campus. One of the tasks on the test plan was to test the 911 service to ensure that
emergency services can correctly identify where users are calling from in any of the
multiple buildings that cover several city blocks. When performing various testing with
emergency services, they determined that no matter where users called from, it looked
like the calls were being made from a single building. This was a big problem because
some buildings were up to several miles away. Emergency services would not be able to
properly identify the location of users within a reasonable distance.

The E911 service relies heavily on using the source number as the location of the person
who requires emergency assistance. A major problem exists when you begin to build
out an enterprise Unified Communication system that spans multiple buildings over a
large geographical region. Depending on your design, you may have all of your PSTN
lines terminated into a single location, like our university campus situation. If a phone
user were to dial emergency services, that user could be several miles away from where
the PSTN lines are physically located. So how can we better pinpoint where a person

is on our network? Cisco to the rescue! Using what’s known as the Cisco Emergency
Responder, the server can dynamically track and update the location of Cisco IPT phones
and place it into a database. This information is used to ensure that the emergency call
is routed to the proper PSAP. It also better directs emergency personnel to the actual
location of the caller instead of the location of the terminated phone line.
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The Analog-to-Digital Conversion Process

The analog circuits just described seem to work well, so why do we need digital circuits?
There are two main reasons. One deals with inefficiencies of analog, and the other deals
with its distance limitations. In regards to efficiency, analog simply does not scale well.
Based on what you’ve learned about analog signals, you know that for each voice call
made with analog, we need two wires: one for the ring and the other for the tip. With
digital signals, we have the capability to sample analog voice frequencies, turn the result
into binary, compress it, and send it across an IP network using less bandwidth than just
sending the analog waveform over the wire. Because of the smaller size, we can use other
techniques to send multiple voice streams over fewer pairs of wires.

With analog signals there is also a distance limitation to contend with. Because analog
signals are purely electrical on the wire, over longer distances these electrical signals become
degraded. To address the analog degradation problem, electrical repeaters can be used to help
extend the distance of analog. These repeaters sit on the wire at certain distance points. The
repeater’s job is to listen to the electrical signals coming in one end and reproduce the signals
out the other. While this may work to extend analog distances a bit farther, they stop becoming
productive at a certain point. This is because repeaters can interpret electrical pulses called
noise on the wire and falsely assume they are part of the signal to be repeated. This noise gets
retransmitted by the repeater. After the signal is repeated several times, a considerable amount
of electrical noise is now accompanying our legitimate analog voice signal. When it finally
reaches the other side, the electrical noise comes out as audible static on the receiving phone
handset. You’ve probably played the “grapevine” game as a child, where one person whispers
a message to the next, and then they whisper what they interpreted to the next child. By the
time the message is repeated to the last kid on the grapevine, the message is almost always
wrong! This game is very similar in concept to what happens with analog repeaters over time.

So now that you know we need digital circuits to overcome inefficiencies and distance
limitations of analog circuits, let’s look at how we can transform analog waves into a digital
format. Digitizing voice solves our distance problem because instead of transporting electrical
signals, we only have to worry about transporting numbers, as you will soon see. Then,
after you’ve seen how to digitize analog waves, I’ll explain how we can efficiently transport
multiple voice streams over the same pair of wires using a technique called multiplexing.

Four steps are necessary to transform an analog signal into a compressed digital signal.
The steps always occur in the following order:

1. Sample the analog voice signal.
2. Quantize the sample.

3. Encode the digital sample.

4. Compress the encoded sample.

Let’s take a closer look at each of these steps so we can fully understand the digitizing process:

Step 1: Sample the Analog Voice Signal

A standard analog telephone can pick up sound waves from 0 to 4000 Hertz. Using this
frequency range, the human voice is sampled 8,000 times per second. How did they come
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up with this sample rate? In 1924, a Bell Labs engineer by the name of Dr. Harry Nyquist
found that by using a mathematical formula, he could find the optimal relationship
between audio quality and acceptable bandwidth sample rates. Nyquist was doing
theoretical research in the field of improving transmission speeds of data using analog
lines. His research provided the base for digital transmissions that are currently being
used. While performing this research, Nyquist discovered the bandwidth-saving benefits of
continuously sampling analog signals and converting them to digital form. This theory is
now referred to as the Nyquist formula:

max data rate(bits/sec) =2 x B x log2 V
B = bandwidth and V = number of voltage levels

So what does all of this mean? Nyquist found that if you sample a sound wave at two
times the highest frequency perceived, you can accurately reconstruct the signal digitally.
Since 4000 Hz is approximately the highest frequency a human voice can achieve, sounds
are sampled 8,000 times per second.

Even though the frequency range we use with the Nyquist formula is between 0 and
4000 Hz, the average human voice falls within the range of 200 to 2800 Hz. Filters are set
up on the phone to collect any sound that falls within the range of 300 to 3300 Hz. Sound
waves in the ranges 0-299 and 3301-4000 Hz are used for out-of-band signaling. Voice
traffic is considered to be in-band.

Once the analog sounds are filtered, a technique called Pulse Amplitude Modulation
(PAM) is performed on the waveform. PAM takes a slice of the wavelength at a constant
number of 8,000 intervals per second. Using these samples, it is possible to reconstruct
the entire wave on the other side of the connection without having to actually send the
complete wave. Figure 2.8 shows a waveform sample being taken.

FIGURE 2.8 Adigital sample
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Step 2: Quantize the Sample

The process of digitizing voice is called pulse code modulation (PCM). PCM uses a method
called quantization to encode the analog waveform into digital data for transport and

then to decode the data to turn it back into analog form (the DC voltages that drive phone
speakers). Quantization is the language used in this encoding process. Each analog

sample is given a quantized number code that gets as close as possible to the amplitude

of the signal. In the next step, these numbers will be used to encode the waveform for
transport. Figure 2.9 shows the analog sample being quantized.

FIGURE 2.9 AQuantization
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Step 3: Encode the Digital Sample

After quantization has been completed, step 3 of the PCM process is to put the data in

a format that can be easily sent across the wire. We use the binary system to make this
happen. Binary is the numbering system used in digital electronic systems. It consists of a
series of 1s and Os called bits to represent any numeric value.

No matter which PCM technique you use, the encoder uses the quantized numbers
that represent analog waveforms and converts these numbers into binary. The 8,000
sample rate is converted into an 8-bit binary number. Therefore we need 64 Kbps of
bandwidth to transport a single digital call. We arrive at the 64 Kbps (or 64,000 bits)
using the following math:

8,000 samples x 8 bits per sample = 64,000 bits
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There are multiple methods to encode the quantized signals. The intelligence or
algorithm behind encoding and decoding is called a codec (short for compressor/
decompressor). Depending on which codec is being used, the quality of the encoded
waveforms as well as the size of the encoded data stream can differ. Either of two
common types of PCM binary conversion techniques is used in most voice systems. The
first PCM type is called u-law and is most commonly used in the United States, Canada,
and Japan. The second PCM binary conversion type is a-law. It is used just about
everywhere else on the planet. It is important to note that the two PCM techniques are not
compatible with each other and need to be transcoded for interoperability. Transcoding is
the process of translating one codec into another.

Now the signal is ready either to be sent across the wire immediately or to be optionally
compressed prior to transport. Figure 2.10 shows the binary encoding process.

FIGURE 2.10 Binary encoding
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Step 4: Compress the Encoded Sample (Optional)

Compression is all about getting the biggest bang for the buck. As mentioned earlier,
codecs are used for encoding and decoding digital voice data. Remember that even though
we’ve been discussing traditional telephony circuits up to this point, compression is

used only with newer voice technologies, which we’ll discuss in the next chapter. These
specifications also contain logic for compressing and decompressing this data so it can

be more efficiently sent across the wire. When fewer bits are used per voice conversation,
then more conversations can simultaneously exist on a finite amount of bandwidth.
Compression attempts to eliminate redundancy in the data that is sent. It attempts to match
your original encoded sample with something very similar to a known sample. It then uses
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this known sample, which can be identified with a much smaller binary stream, to send
across the wire. The smaller the stream that is sent across the wire, the more individual
streams can be sent across the same wire at the same time!

There is a tradeoff to compression, however. Because the actual encoded sample is not
used, when the digital sample is decoded and turned back into analog, it is not an exact
reproduction of the original sampled source. Typically what people notice is that the audio
turns the human voice into a more robotic sound. And the more the sample is compressed,
the more it loses any kind of uniqueness on the other end.

@ Real World Scenario

Analog vs. Digital: You Can See the Difference!

Sometimes it’s difficult to understand the value behind the movement toward
abandoning analog for digital voice circuits. To better clarify why the change is good,
let’s look at a slightly different medium that might be easier to understand because
we can literally see the difference in full high definition! Of course, I'm referring to the
movement from analog to digital television transmission.

In the United States, a government regulation mandates that all over-the-air broadcasters
must broadcast solely digital television transmissions. This began on June 12, 2009, and
eliminated all analog forms of broadcasting.

It is interesting to compare the reception of digital and analog television transmissions
over the air. If you've ever used an antenna to receive analog signals, if you didn’t have
optimal reception, you'd literally see the distortion in the form of snow. Even though
there was distortion, however, you could still see the picture even though the clarity was
degraded. This is the same distortion that you can encounter using an analog voice line.
The signal might get through, but it may be full of distortion.

In contrast, when you pull in digital television signals over the air, it’s all or nothing.
Either you get a high-quality signal that is far superior to analog or you get a blank
screen. There is no snowy, degraded signal as you might find with analog. Moving to
digital is a bit of a tradeoff between quality and ability to receive the signal. If you have a
weak digital signal, you won’t see a picture, but if you have a strong signal, the picture is
unrivaled compared to analog.

So why would the U.S. government enforce a law that forced television broadcasters

to move to an all-digital transmission format? Just as we learned with digital voice, it is
possible to digitize and compress video transmissions to use less radio frequency space
when compared to analog television transmissions. Moving to all-digital transmissions
freed up UHF frequencies that were at one time consumed by larger analog transmissions.
These newly unused frequencies can then be redistributed for different purposes.
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Digital Voice Interfaces

Analog circuits are fine if you require only a few PSTN lines into your business. If you
need approximately 10 or more external lines, it is typically more cost effective to look
into a digital trunk circuit such as a T1 or E1. From a physical point of view, T1 and E1
circuits are typically terminated at the customer site in the form of copper wiring, usually
Category 5 cabling. This same cabling is used for Ethernet LAN connections. The circuits
are terminated using a standard RJ-45 connector. Looking at the eight pinouts on the
RJ-45, you can see that a T1 uses pins 1 and 2 for transmit and 4 and 5 for receive.
Figure 2.11 shows T1/E1 pinouts to give you a better understanding of how the

wiring is used.

FIGURE 2.11 T1andE1RJ-45 pinouts
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The digital circuit handed off to the customer is again called the local loop. Finally, most
digital circuits bundle multiple voice lines on a single trunk line that is handed off to the
customer. Let’s look at some of the more popular digital circuits that PSTNs offer.

ISDN Basic Rate Interface

The ISDN Basic Rate Interface (BRI) circuit offers the ability to make two simultaneous
calls on 64Kbps channels, called bearer channels, or B channels. The voice communication
itself uses the entire amount of the 64Kbps channel. All call signaling is performed outside
the voice channel. As you have already learned, this type of signaling is known as out-of-
band signaling. On the ISDN BRI, signaling takes place on a third channel that has 16
Kbps of bandwidth. This signaling channel is referred to as the data, or D, channel. Thus, a
single ISDN BRI circuit offers two B channels plus one D channel for signaling both bearer
channels. The main type of BRI signaling used on the D channel is Q.931. This is the most
popular signaling format used by PSTNs around the world.

It is important to note that there is a difference between the ISDN bit rate and the
available bandwidth for making calls. The complete bit rate of an ISDN BRI circuit is 192
Kbps. This includes the 2 x 64Kbps B channels and 1 x 16Kbps D channel. The other
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48 Kbps is used for framing and synchronization. So while the bit rate may be 192 Kbps for
an ISDN BRI, the bandwidth is 144 Kbps.

T1 Channel Associated Signaling

The T1 channel associated signaling (CAS) has 24 channels associated with it. Each one
of these channels can transport voice traffic. This means that 24 simultaneous voice calls
can occur at the same time. Signaling for the traffic occurs in-band, meaning that bits that
are typically used for voice are taken and reused to help with control and signaling of the
circuit. This is often referred to robbed-bit signaling (RBS). 8 Kbps of each 64Kbps channel
is used for signaling instead of utilizing an entire channel for shared out-of-band signaling.
Let’s break this down a bit further for your understanding.

Each T1 CAS has 24 channels that can transmit 8 bits per channel each. This gives us
a total of 192 bits. The T1 has one additional bit for framing, bringing the total to 193
bits. Two types of line coding can be used on a T1 CAS. The first type of line coding is
called Super Frame (SF). This is an older and less-efficient type of framing. Super Frame
bundles 12 of these 193-bit frames together for transport. It then uses the even-numbered
frames as signaling bits. The T1 CAS signaling then looks at every sixth frame for signaling
information. This comes out to be 2 bits that are referred to as the A and B bits, which
reside in frames 6 and 12. Figure 2.12 shows the robbed-bit framing process.

FIGURE 2.12 SF robbed-bitframing
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A newer CAS framing method is called Extended Super Frame (ESF). This method
bundles 24 of the 193-bit frames together. Because ESF bundles larger groups of frames,
this frees up additional bits. So now, with ESF we have 4 bits for signaling instead of the
2 that SF offered. The 4 bits are referred to as bits A, B, C, and D. They reside in frames
6,12, 18, and 24. These extra framing bits allow for more intelligence and the ability to
process error checking using the cyclical redundancy check (CRC) method. The better
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efficiency and error handling make ESF framing the far more optimal choice. Almost every
modern telephone provider now uses ESF for their T1 circuits. Figure 2.13 shows the bits
being robbed from the 4 frames using ESF.

FIGURE 2.13 ESF robbed-bitframing
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Three types of signaling methods are used on CAS circuits. These signaling methods use
the four A, B, C, and D ESF framing bits for synchronization, control, and error handling
of the circuit. When you provision a T1 CAS from the phone company, they need to tell
you what type of signaling they will be using. You will have to configure the correct type
of signaling on your T1 voice gateway interface. The three types of signaling methods are

= Loop start
=  Ground start

= E&M (A supervisory signaling mode uses DC signals called the E and M leads. They
were mostly found within the PSTN between phone switches. The technology is
becoming obsolete in favor of PRI circuits.)

)/ Did you ever wonder why a T1 is said to be 1.544 Mbps? Now that you

@TE understand framing, it is a bit easier to comprehend. We know that a T1
CAS has 24 channels at 8 bits per channel plus one framing bit. Because
we sample voice 8,000 times every second using the Nyquist formula, we
need to send 8,000 of these 193-bit frames across a T1 every second. 8,000
x 193 is 1,544,000 bps or 1.544 Mbps. Of course, this is the complete bit
rate. To calculate the bandwidth rate, we must subtract the one bit that is
used for framing and synchronization. So the true bandwidth for a T1 is
8,000 x 192, which is 1,536,000 bps or 1.536 Mbps.
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For a T1 CAS this means that all 24 channels can be utilized. A downside to the CAS is
that since signaling information is in-band, only 56 Kbps is available for voice calls. A more
CPU-intensive encoding technique will be required to compress the voice from the standard
64 Kbps to 56 Kbps. Table 2.3 lists the components of the T1 CAS.

TABLE 2.3 T1 CAS components

Component T1 CAS

Location used North America

Total bit rate 1.544 Mbps

Total bandwidth 1.536 Mbps

Total number of channels 24

Number of usable voice channels 24

Voice bandwidth per channel 56 Kbps

Framing technique SF or ESF

Signaling methods Loop start, ground start, and E&M

E1 Channel Associated Signaling

The E1 CAS is a bit of an oddball. E1 circuits have a total of 32 channels, compared to

24 channels with a T1. Unlike the T1 CAS, which uses robbed-bit signaling for control and
signaling of the circuit, the E1 uses out-of-band signaling on channels 1 and 17. Figure 2.14
breaks down the channel responsibilities of an E1 CAS.

FIGURE 2.14 E1CASchannels
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T1 and E1 Primary Rate Interface

The major difference between a T1 PRI and the previously mentioned CAS T1 is

the way signaling is handled. Unlike the T1 CAS circuits that use in-band signaling, the
T1 PRI circuits utilize out-of-band signaling. You might be surprised to learn that

two very popular framing methods for the T1 PRI are Super Frame (SF) and Extended
Super Frame (ESF). Although these are the way the circuit frames our voice for
transport, the process stops there, because it doesn’t have to bother with stealing a bit
from every sixth frame for signaling. Instead, all signaling occurs on the separate out-
of-band channel.

The T1 and E1 Primary Rate Interface (PRI) is the PSTN big brother of the ISDN
BRI circuit. T1 circuits are most often found in North America and parts of Asia,
while Europe and much of the rest of the world use the E1 PRI. This out-of-band
signaling is called common channel signaling (CCS). Each individual voice connection
has its own separate 64Kbps channel, and the signaling channel is also 64 Kbps. We’ll
first look at how the T1 circuit works and then highlight the differences between it
and the E1 circuit.

T1 PRI Twenty-four logically unique 64Kbps circuits make up a T1 PRI. Channel 24

is designated as the signaling channel for the circuit. The PRI is said to be a 23B + 1D,
which means that there are 24 bearer channels for voice and 1 data channel for signaling.
T1 circuits are most commonly offered by public telephone companies that operate in the
United States, Canada, Japan, and South Korea. There is no real reason for this except that
phone companies that operate within a country usually standardize on the type of PRI
that is offered.

The T1 PRI uses Q.931 for signaling. As you can see, this is the same type of signaling
used in ISDN BRI connections. Because we have a full 64Kbps DSO channel for signaling,
however, Q.931 can transmit all of the signaling information required for each of the

23 voice channels. In fact, enough bandwidth is available on the data channel that other
signaling functions can be sent across the D channel. Many telecommunications vendors
send proprietary signaling information across the D channel to add additional control
and services.

E1 PRI The E1 PRI bundles 32 logically unique 64Kbps channels. If we label

the channels 1-32, channel 1 is responsible for framing and channel 17 is used

as out-of-band signaling. This is exactly the same method as the E1 CAS described
above. The difference is that the E1 PRI uses Q.931 signaling whereas the E1 CAS uses
one of three other signaling formats. So if we subtract 2 channels from our E1, this

leaves 30 channels with which to send voice traffic. Another way to put it is that the
E1 PRI is a 30B + 2D circuit.

Table 2.4 lists the primary differences between a T1 and an E1 PRI circuit.

vww.allitebooks.cond
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TABLE 2.4 T1/E1 PRI components

Component T1 PRI E1 PRI
Location used North America Europe
Total bit rate 1.544 Mbps 2.048 Mbps
Total bandwidth 1.536 Mbps 1.984 Mbps
Total number of channels 24 32

Number of usable voice channels 23 30

Voice bandwidth per channel 64 Kbps 64 Kbps
Channel used for out-of-band signaling 24 17
Common framing signaling Q.931 Q.931

Comparing CAS and CCS Circuits

So, if given the opportunity, which T1 should you order, the T1 PRI that uses CCS or the
T1 CAS that uses in-band RBS? Let’s break down the positives and negatives of both:

T1 PRI Pros
= Full 64 Kbps for voice signals.

= Uses Q.931 signaling protocol, which is universally used around the world.

* Additional signaling bandwidth means more flexibility for vendors to communicate
proprietary signaling information.

= Higher security because signaling is out-of-band.
T1 PRI Cons

= Only 23 usable signals to transport voice

T1 CAS Pros
= Can use all 24 channels for voice calls
= More efficient signaling mechanism

= Offers three different signaling methods
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T1 CAS Cons
= Slightly degraded call quality

= Slightly increased router CPU utilization due to compression
» Signaling not as widely used

If T were given the choice, I would choose to use the T1 PRI circuit for my connection
to the PSTN. Even though I do give up one full channel for signaling, it quite simply is the
preferred standard and makes it much easier to understand how signaling works!

Multiplexing

In the previous section we discussed how digital circuits such as ISDN BRI/PRI and CAS
T1s have multiple channels that divide the bandwidth into separate voice segments. For
example, you can think of a T1 PRI as having 23 physical D channels for voice traffic and
1 D channel for signaling information. Figure 2.15 shows the logical representation of
aT1 PRI

FIGURE 2.15 PRIT1circuit

1 D Channel
Logical T1 Circuit
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While it is useful to think of these channels as physically separate wires, that is not
actually the case. Instead, all of the circuits are transmitted over the same pairs of copper
or fiber-optic connections. In reality, the telecommunications equipment uses what is
known as multiplexing to logically segment a single connection into multiple connections.
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Multiplexing is the digital circuit’s answer to the analog efficiency problem. With analog,
every phone call requires a pair of wires to transmit the signal. If we digitize our voice
calls, we can reduce the bandwidth requirements needed to transport the calls. And we can
finally use multiplexing to transport multiple calls over the same pair of wires.

While there are many different types of multiplexing, the two main types you should
become familiar with are Time-Division Multiplexing (TDM) and Statistical Time-Division
Multiplexing (STDM). Both types handle multiplexing slightly differently and ultimately

handle the circuit bandwidth in different ways. Now we’ll take a closer look at these
two methods.

Time-Division Multiplexing

Time-Division Multiplexing is often referred to as circuit mode multiplexing because of
the fixed nature of the timeslots. Each timeslot reoccurs in a specific order. This means that
a limited number of circuits can be transmitted on a single connection. This is the type of
multiplexing typically found in current PSTN networks such as ISDN PRI circuits, where a
fixed number of circuits or channels transmit voice in 64Kbps streams.

Let’s look at an example of TDM. Figure 2.16 shows the timeslots of a T1 PRI circuit.

FIGURE 2.16 Time-Division Multiplexing
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Each of the 24 T1 channels is actually a multiplexed timeslot on the same set of four
wires. Each logical channel receives a timeslot at a specific interval. Once the voice
segments come out the other side of the circuit, they are reassembled and put onto a single
64Kbps circuit that reaches the phone on the other end.
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Statistical Time-Division Multiplexing

Statistical Time-Division Multiplexing is sometimes called packet-mode multiplexing.

It is considered to be more advanced than standard TDM. While TDM reserves a timeslot
for a channel regardless of any data requiring it, STDM reserves a timeslot on the wire
only when the slot is required for sending or receiving data. Because of the bandwidth
savings, it is actually possible to oversubscribe the circuit to connect more end devices than
there is actual physical bandwidth for. The reasoning behind this is that it’s unlikely that
every phone would be in use at the exact same time, and therefore the circuit can be

better utilized.

Private Phone Switching

Now that you are familiar with some of the most popular types of digital and analog
circuits available from the PSTN, I’'m going to move the focus back to the private portion
of a phone network. Private switching allows a business to lower costs by eliminating a
one-to-one ratio between PSTN extensions and telephone handsets. Using an intermediary
switch that is privately managed, you can configure a many-to-few ratio scenario. A private
phone switch also allows the administrator to configure advanced on-network functionality
that enhances the communication experience. In a sense, you’re becoming a mini-PSTN
because you can now offer services such as dual lines, voice mail, intercom, and so on. All
of these services are local to the key system or PBX. Let’s look at the two types of private
switching technologies found in most businesses: the key system and the private branch
exchange (PBX).

The Key System

Small businesses typically deploy this type of internal phone-switching system. A typical
key system has just a few analog or digital PSTN lines that are colocated in a single control
unit. Most commonly, these are simple analog lines with FXO connections into the key
system switch. Phones are then attached to the key system switch, which is also commonly
referred to as the control unit. Each phone is set up identically and has every PSTN line
available for use. This ensures that anyone in the office can answer an incoming call to

any line. It also means that no single person has a unique phone number to call their own.
Cisco calls this a shared-line scenario. Each PSTN extension is shared communally. When
a user wants to make a call, they manually choose one of the unused extensions from which
to place the call.

For users of key systems the vast majority of phone usage is for off-network calls. In
small-business environments, you usually don’t call from extension to extension using
on-network dialing. Instead, you simply walk over to the person you want to talk to. An
alternative method that is popular with key systems is the intercom feature. This feature is
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far more likely to be used than extension-to-extension dialing. The bottom line is that key
systems are shared-line phone systems where the phones are identically set up and provide a
small number of enhancement features.

Private Branch Exchange

Unlike a key system, where the end user manually selects an extension to use in order to
make a phone call, the user on a private branch exchange (PBX) has a specific extension
(or extensions) assigned to their phone. However, PBX resembles the key system in that all
PSTN lines are colocated to a control switch, and all internal phones communicate with it
to make on- and off-network calls. But unlike the key system, which most commonly uses
analog PSTN circuits, the PBX typically works with digital circuits and interfaces such as
the T1/E1 PRI. This is because PBX systems are usually in larger environments where more
than a handful of outside PSTN lines are needed.

While key system end phones are typically identical in setup and functionality, phones
connected to a PBX are often configured individually, depending on the voice functions
required. An extension configured on the phone may be a DID number accessible directly
from the PSTN, or it may be configured as internal only. In this type of setup, outside users
call a main DID number and are either manually transferred to an internal number by an
operator or transferred through the use of an auto attendant (AA).

PBX systems can also offer advanced services to their internal users. Table 2.5 briefly
describes some of the most popular PBX services in use today.

TABLE 2.5 Common PBX services

Service Name Function
Extension dialing Truncated (typically 4-5 digits), used for on-network dialing
Call forwarding Provides call redirection to a different extension that is either

on or off network

Hunt groups Provides one extension to a group of phones that ring on a
rotating schedule

Conference bridge Allows multiple extensions to participate in a single call
Call parking Places a call on hold and resumes the call from a different phone
Paging Provides notification of users/groups using phones

After hours support Allows different dial rules depending on time of day/week
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PSTN Numbering Plans

Public numbering plans are global and/or regional standard numbering formats created

so that long-distance calls can be properly routed throughout the public network. Similar
to networking, where public IP address spaces must not overlap, PSTN numbering plans
help to ensure that each region has its own identification system so all calls can properly
be routed. These numbering plans must be carefully maintained to insure that there is

no overlap. Every phone number on the planet must be unique. Numbering plans help to
group geographic blocks of users together to help assist with optimizing call routing on the
PSTN. For the purpose of the CCNA Voice certification, you should be familiar with both
the International Numbering Plan (ITU E.164) and the North American Numbering

Plan (NANP).

The International Numbering Plan

The International Numbering Plan is commonly known as the International
Telecommunications Union (ITU) E.164 standard. A globally recognized organization, the
ITU is responsible for creating inter-border communications standards. The E.164 standard
defines the format of PSTN numbers on a global scale. Table 2.6 details the ITU E.164
numbering system. As you can see, the structure consists of three distinct categories.

TABLE 2.6 |ITU E.164 structure

Structure Format Description

Country code (CC) 1-3 digits Defines the country of origin

National destination code (NDC) 0-15 digits Optional country/region-specific code
Subscriber code (SC) 1-15 digits Central office significant code

‘)/ Within a given country code, the national destination and subscriber codes

@TE are primarily governed by the local country or region and can be in any
format. The only caveat is that the ITU E.164 numbering plan stipulates that
the maximum number of digits for an international call must be less than
or equal to 15 and must use the assigned country code at the beginning of
the dial string.



PSTN Numbering Plans

Table 2.7 lists a handful of country codes that the ITU has provisioned.

TABLE 2.7 ITU country code sampling

Country or Region E.164 Country Code
North America 1
Mexico 52
United Kingdom 44
France 33
Germany 49
India 91
Hong Kong 852
Spain 34
% This is just a sample list of the country codes available. You can get the
A TE most recent ITU-T E.164 country code assignments at this URL:

http://www.itu.int/publ/T-SP-E.164D-2009/

The North American Numbering Plan

The North American Numbering Plan (NANP) consists of a standard calling format for
24 countries and territories including the United States, Canada, and the Caribbean. The
numbering structure consists of the three segments described in Table 2.8.

TABLE 2.8 NANP structure

63

Segment Number Format Description
Three-digit area code [2-9][0-8][0-9] Code dictated by geographic location
Three-digit office code [2-9][0-9][0-9] Code where circuit is terminated at the

central office

Four-digit station code [0-9][0-9][0-9]1[0-9] Locally unique code at the central office
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As you can see, neither the area code nor the office code can begin with a 1. Also, the
area code can never have a 9 as the second digit. It is also important to keep in mind that
the central office code’s second and third digits cannot both be 1. This is because the X11
numbers are used for special purposes such as emergency services (911). Table 2.9 lists
several X11 numbers along with other NANP numbers that are reserved for special use.

TABLE 2.9 NANP special numbers

Special Use Number Description

0 Local operator

00 Long-distance operator

011 International access code

211 Community government information
31 City government information

41 Local/national directory assistance
511 Traffic and road conditions

611 Telephone repair service information
711 Hearing-disabled relay service

811 Underground pipe safety service

91 Emergency services

The rapid growth of additional PSTN numbers in the 1990s was due mainly to the
deregulation of local phone services and the introduction of cellular phones. Because of
this deregulation, multiple carriers received a portion of an area code’s numbers. These
numbers came in blocks of 10,000. Many cities quickly ran out of available numbers
and required additional area codes to provide coverage for the same geographical region.
These additional area codes are called overlay numbers. While overlay area codes fixed
one problem, they introduced another. In order to call from one area code to another in
an overlay region, you would have to make sure to dial the three-digit area code if the area
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codes of the called and calling party were not the same—even if the person you are trying
to call is right next door! Ten- or 11-digit dialing may not seem like a big deal today, but it
caused many problems when area code overlays were first introduced.

Combining the NANP with the International
Numbering Plan

We know that there is an International Numbering Plan that all countries must abide

by. We have also looked at the North American Numbering Plan to see how its components
fit together. As an example, assume that we’re in Spain and need to make an international
phone call to a person In Chicago, Illinois. We have the NANP number of the person we
wish to call in Chicago. It is 312-555-1234. If we simply dial this number when we are in
Spain, we will not reach our intended destination. The most general piece of information
we have is the 312 area code, which tells us the geographic location of our intended party
while we are within the NANP calling area. But because our source phone is in Spain, we
need to tell the Spanish PSTN that we need to make a call outside of their nation. If we
don’t notify the Spanish PSTN of this, it assumes that we want to make a call within their
national boundaries. Since we are attempting to call a number in the United States, we can
use the assigned country code that the ITU designated for the NANP, the number 1. So
now we have all the pieces we need. Because we’re dialing internationally, we need to dial
the following number: 1-312-555-1234. Figure 2.17 breaks down the components of our
combined International and NANP structure.

FIGURE 2.17 International and NANP example
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Summary

In this chapter you learned about traditional IPT technology. The chapter covered the
three types of PSTN network signaling and when they’re used. In addition I explained the
most common PSTN analog and digital circuits and how multiplexing is used to transport
multiple channels over the same wire.

Next, you learned about the two types of private switching and when you’ll typically
see a key system setup versus a PBX. Finally, I covered both the ITU E.164 and NANP dial
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plans and explained why they are so important in order to create a uniform and scalable
global PSTN system.

Hopefully I’ve uncovered much of the magic that the PSTN offers. While phone
systems are moving from a circuit-based system to a network-friendly packet system,
it is clear that the current PSTN system that fascinated me as a child is still alive and
functioning today.

Exam Essentials

Understand the three types of phone network signaling. Network signaling is broken
into three distinct categories of address, supervisory, and informational. Each category is
responsible for a part of each phone call made.

Know how to identify parts of an analog sound wave. The key to understanding how
voice travels across phone lines lies in understanding what analog sound waves look like
and how they can be turned into an electrical form for transport.

Know the four most common types of analog voice interfaces. Analog interfaces
come in many types, but there are four interfaces to be familiar with. Understand the
differences between FXS, FXO, DID, and CAMA interfaces and when each one is likely
to be used.

Understand the proper steps and purpose for converting analog signals into a digital
format. Know why we would want to convert analog signals into digital and know the
order of the four steps required to complete the process.

Know the four most common types of digital voice interfaces. Make sure you know each
digital interface type (ISDN BRI, T1 CAS, E1 CAS, and T1/E1 PRI), how they handle
signaling, and how many voice calls can be made at one time. Also be sure to understand
when you would utilize one digital circuit type over another.

Understand the purpose and types of multiplexing. Multiplexing is a method to send
multiple calls across the wire simultaneously. Understand that with TDM, a timeslot is
reserved for each call regardless of any voice data being sent. STDM, on the other hand,
requests a timeslot only if one is needed.

Know the difference between a PBX and a key system. For the most part, there are two
traditional private switches in use today. Understand the differences between a PBX and
a key system, and know what types of office environments would be best suited for one
system over the other.

Understand the International and NANP PSTN dial plans. Know the purpose for having
standards-based dial plans for PSTN networks, and understand the parts that make up the
numbering plan. Also be aware of any requirements that each plan has designated.
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Written Lab 2.1

Write the answers to the following questions:

1. What are the three types of voice network signaling?

What type of analog interface is typically used to connect to E911 services?
Name the type of PRI circuit typically used in Europe.

What type of multiplexing is considered to be circuit mode?

A

In what type of private phone system would the majority of calls made be
off-network calls?

6. In what PBX service scenario will phone calls to a single extension rotate from phone
to phone?

List the three categories of the ITU E.164 International Dial Plan.
What are the three NANP Dial Plan categories?

What term is used to describe the NANP designation when more than one area code is
required for a single geographical region?

10. What NANP special code will connect a caller to local/national directory services?

(The answers to Written Lab 2.1 can be found following the answers to the review
questions for this chapter.)
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Review Questions

1. A dial tone is considered to be what type of network signaling?
A. Address signaling
B. Informational signaling
C. Notification signaling

D. Supervisory signaling

2. Which address signaling methods can be used to interpret phone numbers to place a call?

Choose all that apply.

A. DTMF

B. Informational signaling
C. DPulse dialing

D. Supervisory signaling

3. Which multiplexing type is also referred to as packet-mode multiplexing?

A. FIFO
B. TDM
C. STDM
D. FHSS
E. PTDM

4. What is the distance measured between each sound wave called?
A. Analog signal
B. Wavelength
C. Peak-to-peak amplitude
D. Peak amplitude

5. What is the variation in a sound wave amplitude over a one-wavelength period called?

A. Peak-to-peak amplitude

B. Peak amplitude
C. Feedback

D. POTS

E. Hook flash

6. What is the name for an automated voice system that assists callers to their desired

extension destination?

A. DID
B. FXO
C. AA
D. CO
E. FXS
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Which of the following is an analog interface that is typically found in small businesses
with a few PSTN lines going into a PBX?

A. E&M
B. T1PRI
C. FXO

D. FXS

E. AA

Which of the following is an analog connection in which digits are stripped off at the PSTN
switch prior to being sent to a private PBX?

A. CAMA

B. DID

C. Amplitude
D. FXS

Which analog interface routes calls based on the calling number?

A. FXS

B. FXO
C. DID

D. CAMA
E. Trunk

What is the first step in the analog-to-digital conversion?
A. Encode

B. Quantize

C. Compress

D. Sample

Name the technique used to gather samples of an analog sound wave.
A. POTS
B. PAM
C. Quantize
D. Encode
E

Compress

Which digital circuit consists of two B channels and one D channel?

A. T1PRI

B. E1PRI

C. E&M

D. FXO

E. ISDN BRI
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13.

14.

15.

16.

17.

18.
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Which step in the analog-to-digital conversion process is optional?
Compress

Encode

Codec

A
B
C. Quantize
D
E. Sample

How many voice calls can an E1 PRI handle at one time?

A. 23

B. 24

C. 2

D. 30

E. 32
Which signaling method is used for T1 PRI circuits?
A. Q931
B. HDB3
C. ESF
D. SF

E. BRI

What type of T1 framing method is considered to be an older method?
A. SF

B. ESF
C. Q931
D. HDB3

Which of the following digital circuits uses robbed-bit signaling?

A. T1PRI

B. ISDN BRI
C. T1CAS

D. E1PRI

E. ISDN CAS

Which type of multiplexing is considered to be more efficient?
A. TDM

DID

T1 CAS

STDM

CAMA

moow
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19. What type of private switch typically has unique extension numbers configured on
each phone?

A. PBX

B. CO

C. Key system
D. T1CAS

20. What is the maximum number of digits that an international number can have and abide by
the ITU E.164 numbering plan?

A. 3

B. 10
C. 11
D. 15
E. 18
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Answers to Review Questions

1.
2.

10.
1.

12.
13.
14.

15.
16.

17.

18.

19.

20

B. Informational signaling provides audible feedback to the called and/or calling party.

A, C. Address signaling can use either DTMF or pulse dialing to transmit phone numbers
to the telecommunications switch.

C. Statistical Time-Division Multiplexing is also referred to as packet mode.
B. A wavelength of a sound wave is the distance between the two crests of each wave.

A. The peak-to-peak amplitude measures the entire variation of amplitude (highest and
lowest points) over a one-wavelength period.

C. An auto attendant is similar to an operator but there is no human interaction.
C. FXO interfaces are individual lines that connect to a PBX.

B. With DID connections, the phone company strips off all address information digits
except for the extension, which then are passed on to the private PBX.

D. CAMA interfaces are typically used for E911. These calls are routed to the PSAP based
on the calling party’s phone number.

D. The first step is to sample the analog signal.

B. Pulse Amplitude Modulation takes a slice of the analog sound wave at a constant
interval over a period of time.

E. ISDN BRI circuits are composed of two bearer channels and one data channel.
A. Depending on the codec being used, compression may or may not occur.

D. The E1 PRI has 32 total channels; 30 are dedicated to voice calls while the other 2 are
for framing and signaling.

A. Q.931 is used on both PRI and BRI digital circuits.

A. Super Frame is the older version for T1 CAS framing. Most T1 CAS circuits now use
Extended Super Frame.

C. The T1 CAS uses RBS for in-band signaling so it can utilize all 24 channels for voice
transport.

D. Statistical Time-Division Multiplexing is more efficient because it reserves a timeslot
only when it is required.

A. A PBX is typically configured so that each phone has at least one unique extension
assigned.

D. E.164 states that no phone number may exceed 15 digits including the country code.
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Voice over IP (VolP)

THE FOLLOWING CCNA VOICE
EXAM OBJECTIVES ARE COVERED
IN THIS CHAPTER:

v Describe the components of the Cisco Unified
Communications Architecture.

= Describe how the Unified Communications components
work together to create the Cisco Unified Communications
Architecture.

= Describe the function of Contact Center in a UC environment.

v Describe VoIP components and technologies.
= Describe RTP and RTCP.
= Describe the function of and differences between codecs.

« Describe H.323, MGCP, SIP, and SCCP signaling protocols.

v Describe gateways, and dial peers to connect to the PSTN
and service provider networks.

=« Describe the function and application of voice gateways.
= Describe the function and operation of call legs.

= Describe voice dial peers.



Legacy voice and data networks consist of separate phone and
data systems that occupy completely independent physical
cabling and hardware and often have separate support staff.
As data networks matured throughout the ‘90s and became more stable and efficient,

it didn’t take a genius to figure out that one could run both voice and data on the same
infrastructure.

This chapter will focus on voice over IP (VoIP) technologies that allow phone calls to
be reliably made over a packet-switched network. We’re first going to discuss the four
layers in the Unified Communications VoIP model. Next, we’ll reexamine voice gateways
in more detail to see exactly what services these devices can provide. We’ll then look at
the underlying voice transport protocols that provide a method for moving calls from
one phone to another on the IP network. Following that, we’ll look at different types of
signaling protocols that assist with the setup and teardown of phone calls. Finally, the
chapter will close with a look at various voice codecs, discussing what they do and when

they should be used.

Understanding the Unified
Communications Model

Cisco always has a knack for breaking up complex networking structures into simple,
easy-to-understand hierarchical models. The Cisco Unified Communications Model is
no exception. This model consists of four layers and their core components that build upon
each other to provide a complete VoIP solution. Figure 3.1 displays the four layers and the
core components within each layer.

Let’s examine each of the Unified Communications Model layers to see how they build
upon one another.
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FIGURE 3.1 The Unified Communications Model
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The Infrastructure Layer

The Infrastructure layer of the Unified Communications Model is where you will find your
routers, switches, and voice gateways. The Infrastructure layer is responsible for moving IP
packets from the source to the destination.

Because the Unified Communications Model is a converged network, multiple types of
traffic are sent over the same infrastructure. Data, voice, and video traffic are all running
over the same cabling and hardware in this layer. Because of the mixed traffic, there must
be a way to distinguish voice and video from data and prioritize the types. Voice and
video traffic are much more sensitive to delay on the network and ultimately must take
priority over data. The Infrastructure layer typically incorporates quality of service (QoS)
mechanisms to intelligently identify time-sensitive traffic and give it priority when there is
congestion on the network.

Security also plays a key role in the Infrastructure layer. All access-control and IP
restrictions are implemented at this layer. Typically, access control lists (ACLs) are created
and implemented to limit the type of TCP/UDP traffic and source IP addresses that can
access the Call Control layer, which is where the CUCM resides.
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The Call Control Layer

Sitting on top of the Infrastructure layer is the Call Control layer. This is the heart of the
Unified Communications system and is where the Call Manager is found. The CUCM is
responsible for the following functions:

*  Call processing

= Call signaling

= Endpoint control

= Dial plan control

* Media resource management
=  User management

As you can see, the upper two layers of the Unified Communications Model fully rely on
the Call Control layer to provide the underlying foundation from which the Application and
Endpoint layers build. The majority of a UC phone system’s intelligence is configured and
maintained at this layer of the model.

The Applications Layer

The Applications layer builds on the Call Control layer to provide value-added functionality
that makes a Unified Communications system feature rich. The Cisco Unity voice mail
application is part of this layer. Not only does it provide full voice mail capabilities, but it can
also integrate with email systems to provide integrated or unified messaging features.

The Cisco Emergency Responder is another application independent from the CUCM.
This application is responsible for providing accurate information to emergency services in
the event that an end user dials 911. While the Emergency Responder relies heavily on the
Call Control layer, technically it is an independent application and sits one layer above
the Call Control layer in the Unified Communications Model.

A third popular Unified Communications application found in large call centers is the
Unified Customer Contact Center. Again, this separate application works in conjunction with
the CUCM, found in the Call Control layer. It adds additional functionality to the call center
in the form of collaboration and customer resource management tools to provide a more
personal service. Specifically, the Contact Center application performs the following functions:

= Separates and delivers different customers to the proper call-handling representative
based on intelligent routing decisions

=  Monitors customer representative resource availability and idle times for proper
staffing needs

= Utilizes detailed customer profiles using both dynamically and manually added
customer information

= Integrates with Cisco Presence applications such as voice, video, email, instant
messaging, and web collaboration
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The Endpoints Layer

The Endpoints layer of the Unified Communications Model is probably the easiest to
understand. This is where all voice/video communications begin and end for the user. In
this layer you will find devices such as Cisco IP phones, IP Communicators, soft phones,
Cisco Video Advantage devices, and Cisco ATA termination points. Essentially, any user
device that utilizes the following endpoint signaling protocols is considered to be an
endpoint in the Cisco Unified Communications Model:

= Skinny Call Control Protocol (SCCP)
*  Session Initiation Protocol (SIP)

The users interact with these endpoints, and they require the support of the three
layers below the Endpoints layer. Without the Applications layer, there would be no
voice mail functions. Without the Call Control layer, there would be no intelligence
to place a phone call. And without the Infrastructure layer, there would be no way to
transport the traffic!

A Closer Look at Voice Gateways

Voice gateways are a vital part of VoIP communications and are often the most
misunderstood. The purpose of voice gateways is to interconnect a VoIP packet-based
network with a legacy phone network. A conversion process must take place for

the two different systems to communicate with each other properly. Voice gateways
can serve two primary functions on your network. They can be used to connect a
CUCM to the PSTN or to connect a CUCM with a legacy PBX. Both of these
services require a hardware component on the voice gateway, called a digital signal
processor (DSP). Let’s first look at how DSP resources can be used to provide
connectivity to the PSTN and legacy gateways. We’ll look at both setups to see
exactly how these two situations are used and the technology behind voice gateways.
Then we’ll move on to discuss voice gateway dial peers and call legs. Last, we’ll
cover the signaling protocols that facilitate the connection between the CUCM and
the voice gateway.

Using DSP Resources on Voice Gateways
to Connect a CUCM to the PSTN

The most common use for a voice gateway is to connect a CUCM to the PSTN. The
voice gateway handles termination of any analog or digital trunks that you are leasing
from the phone company. The magic of the voice gateway is how voice signals based on
one voice technology are converted to a different technology. The voice gateway uses
special hardware chips called digital signal processors (DSPs) to accomplish this goal.
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DSPs perform several functions. Basically, they’re specialized processor hardware that
offloads voice processing services from the main router processor. After all, a router’s
main job is to route IP packets. We’re asking the router, as a voice gateway, to
provide additional services that go above and beyond its original intention. DSPs

are installed to help support the additional services. Let’s look at the two primary
voice gateway functions: analog-to-digital conversion and digital transcoding.

Then we’ll look at echo cancellation and DTMF-relay, which are secondary voice
gateway services.

Analog-to-Digital Conversion

Because DSPs are responsible for analog-to-digital conversion, they are required on voice
gateways. Depending on the Cisco hardware used for a voice gateway, DSP modules can
be found either attached to a network module (NM), WIC, or VWIC card or plugged
directly into the motherboard of the router. It is important to note that a DSP resource

is required for every legacy PSTN-circuit-to-IP-packet conversion that takes place on the
voice gateway.

Your voice gateway router is also likely to include one or many different types of digital
or analog voice interfaces, such as FXO, ISDN BRI, or T1 PRI circuit. The voice gateway
sits between the legacy PSTN network and the VoIP network. The voice signals between
the two networks do not speak the same language in terms of signaling, coding, and
control. DSP resources are used to translate this information from one format to the other
and thereby bridge the two networks.

Digital Transcoding

Even when two devices speak natively on an IP network, they still may need DSP resources
to communicate properly. When two VoIP devices wish to talk to one another over the
IP network, both need to be able to understand the codec that is being used. If one VoIP
end unit uses a codec that the other end unit does not understand, a DSP can be used to
transcode the stream into a codec that is supported. If you require hardware transcoding in
your voice network, you can connect your CUCM to a DSP farm, which is normally found
on a voice gateway. Essentially, you configure SCCP signaling between the CUCM and the
voice gateway, which contains DSP resources. When the CUCM receives a voice stream
that requires transcoding, the stream is directed to the voice gateway using SCCP. While
it is important to understand the purpose of DSP farms, the actual configuration of a DSP
farm is outside the scope of this book.

The types of codecs you need to transcode are a factor in how many DSP resources
you need on your voice gateway. Usually, the more compressed the audio signal is,
the more DSP resources are required for transcoding into another codec. Voice
codecs are classified by complexity; they are considered to be either medium or
high complexity.
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@ Real World Scenario

Calculating DSP Requirements Online

Simon is a network consultant working on his first voice implementation for a client
wanting to replace their current legacy PBX with a Cisco VolP solution. During the
course of the initial conversation meant to flesh out system requirements, Simon has
determined that the site is best suited to utilize a 2800 series router with a T1 module, a
four-port FXO card, and an eight-port FXS card. The four-port FXO card will be used for
fax machine pass-through. Simon ended the meeting and compiled a bill of materials
for a senior consultant to review. Upon looking at the information gathered, Max (the
senior consultant) asked Simon if he knew how many DSP chips were required for this
project. Simon had no idea what the senior consultant was talking about. Noticing the
confused look on Simon’s face, Max opened a web browser and navigated to

http://www.cisco.com/cgi-bin/Support/DSP/dsp-calc.pl

Max informed Simon that Cisco provides a DSP calculator to engineers to help them
gauge which DSP chip will need to be ordered and in what quantity. The calculator asks
for variables including router module, 10S version, and installed voice components.
Simon entered all the information he gathered from the consulting session. The
application then calculated the approximate number of DSP resources required and the
DSP part numbers for easy ordering. Now that Simon has learned this little trick, he'll
make sure to include this information in the bill of materials for future customers.

Let’s use a couple of examples to make sure you understand when DSP resources may
or may not be needed on your network. I’ll discuss specific codec types later in the chapter,
but to understand when they are required, it’s sufficient to know that they are inoperable
unless transcoding is performed. It is also important to note that all Cisco phones in use
today support the G.729 and G.711 codecs.

Example 1: Cisco Phones Running G.711 and G.729

Suppose we have two Cisco phones, both 7960G desk phones. They are configured and
running on a CUCM Express system. By default, the codec used for all VoIP on the CUCM
Express is G.711. Let’s say that we change the codec of one of the phones to G.729. Now
we have a situation where one phone is using the G.711 codec and the other is using

G.729. If one phone calls the other, we will need DSP resources to transcode one codec
into another, right? Well, not necessarily! Because the Cisco IP phones understand both
codecs, when the call setup occurs, the phones will actually negotiate which codec is used.
If they can both talk natively using one codec, that’s what they’ll do. If they do not have

a common codec, then DSP resources will be needed. In our example, the phones will
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negotiate and end up using the G.729 codec. Why did they choose G.729? If there is a
choice between two or more codecs that both endpoints natively speak, they will choose
the one that offers the most compression and therefore uses the least bandwidth.

Example 2: One Cisco Phone Running G.729 and a
Third-Party Phone Running G.726

In this situation we have a Cisco phone that can understand G.729 and G.711. The third-
party phone can use only the G.726 codec. In this situation, we’ll need to tap into the DSP
resources to perform transcoding between the two endpoints.

Echo Cancellation

Echo is the reflection of sound that arrives to the listener a period of time after the direct
sound is heard. A certain amount of echo is experienced on most voice calls and up to a
certain point is tolerated. When analog signals are converted to digital signals and then
compressed using codecs, echo is often amplified to the point where it severely degrades
the quality of the call. DSP resources are used to assist in the elimination of echo when
converting from one voice signal into another. Echo cancellation is performed by default.

DTMF-Relay Services

VoIP devices do not support traditional DTMF digits by default. It may be necessary to
allow your IP endpoints to use DTMF to communicate with non-VoIP-based services.
DTMF-relay can be used to facilitate this conversion. There are several methods for
configuring DTMF-relay. All of them require the use of DSPs to properly transport

the DTMF tone uncompressed over an IP network. Just like DSP farms, the
configuration of DTMF-relay is outside the scope of this book, but it is important

to know the service exists.

Media Termination Points

When using H.323 or SIP endpoints or gateways, you can use DSP resources to assist
with the process of functions such as call holds, parks, transfers, and conferences. These
voice services are all very commonly used in most CUCM implementations. These
supplementary services are referred to as media termination points. The DSPs are used
to either help “park” calls while on hold or parking or provide audio multiplexing into a
single audible stream for conference calls.

Using Voice Gateways to Connect a CUCM to a PBX

A second design methodology for using voice gateways is used when companies are making
the migration to a Cisco Unified Communications solution. The process of migrating

away from a traditional PBX typically involves interconnecting the CUCM and PBX for a
period of time. Some users may have new Cisco phones, while others might still have the
older phones that connect to the legacy PBX. End users on one system need to be able to
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communicate easily with users on the other. In this situation, a voice gateway can be used
to provide a common channel-signaling method. A digital trunk interface on the voice
gateway connects to a digital trunk interface on the legacy PBX. Figure 3.2 shows the
physical setup of the design.

FIGURE 3.2 Connecting CUCM to a PBX
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As you can see, the voice gateway represents the jumping-off point from the pure IP
switched network and the legacy PBX network. In this particular setup, the two networks
are interconnected by a PRI trunk. Depending on the type of PBX used, a different digital
trunk might be used. The key point is that the PBX and voice gateway must use identical
signaling on each side.

Voice Gateway Dial Peers

In order to route voice traffic properly from one point to another point using H.323 or SIP
voice gateways, we need to configure dial peers. A dial peer is a device that can make or
receive a call in a voice network. With VoIP networks, there are two types of dial peers:

= POTS dial peers
= VoIP dial peers

Let’s review both of these to see how they function in IP and PSTN networks.

POTS Dial Peers

POTS dial peers are considered to be traditional telephony devices such as analog phones,
cellular phones, and fax machines. From a voice gateway perspective, the POTS dial peer is
a simple dial-string-to-port mapping. Figure 3.3 illustrates a POTS dial-peer scenario.
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FIGURE 3.3 POTS dial peers
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As you can see in this example, a single POTS dial peer runs from the analog phone
located on the PSTN to our local voice gateway.

VolIP Dial Peers

These dial peers include any VoIP-capable endpoint, router, and gateway within the IP
network. Just like POTS dial peers, VoIP dial peers use a dial string for mapping purposes.
The difference is that instead of mapping the dial string to a physical interface, the VoIP
dial peer maps the dial string to a remote IP network device. Figure 3.4 helps to explain
VoIP dial peers.

FIGURE 3.4 VolP dial peers
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In this example, there is a VoIP dial peer for each side of the IP network. They are
needed because each voice gateway requires a dial-peer configuration in order to identify
the call source and destination endpoints.

Dial Peers and Call Legs

Call legs are logical connections between dial-peer origination and termination points on
IP networks. They associate with dial peers on a one-to-one basis. A call leg is considered
to be either a POTS or a VoIP leg, depending on which network the call leg represents. For
example, Figure 3.5 shows a VoIP and POTS call communication scenario where phone

A is making a call to phone B.
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FIGURE 3.5 Calllegs
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This example shows that every voice IP terminating device has a call leg associated
with it. Any voice gateway will have two associated call legs/dial peers for each logical
connection. By contrast, a POTS dial peer has only a single call leg/dial peer associated
with it. This is because once the call is placed out on the PSTN, we don’t really have any
control over how it is switched. Therefore, we have control over only one dial peer and,
ultimately, one call leg.

Comparing Voice Gateway Communication Protocols

As you have learned, voice gateways provide a bridge between the Cisco Unified
Communications Manager and either the PSTN or a legacy PBX. There are two types of
voice gateways in the CUCM Express system. The voice gateway might reside on the same
router as your CUCM Express software; this is known as an integrated voice gateway. If
the PSTN trunks reside on the same hardware as the CUCM Express software, calls can be
directly switched from the PSTN lines to the IP phones with little configuration. Figure 3.6
shows the integrated gateway setup, which requires no voice gateway protocol:

FIGURE 3.6 Integrated voice gateway
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The separated voice gateway sits on a different router than the CUCM Express
software. If the voice gateway is separate, you need a signaling protocol to transport
the calls across the IP network between the CUCM and the voice gateway. Figure 3.7
depicts the separated voice gateway architecture and the link that requires a voice gateway
signaling protocol.
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FIGURE 3.7 Separated voice gateway
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The Unified Communications system supports four methods of gateway communication.
Let’s briefly look at these four gateway protocols.
The H.323 Gateway Protocol

H.323 is an ITU standards-based peer-to-peer protocol. It is a bundle of multiple protocols
signaling and controlling voice and video data. Table 3.1 lists the core protocols used
within the H.323 suite and their functionality.

TABLE 3.1 H.323 core protocols

H.323 Subprotocol Function

RAS Messaging protocol used by the CUCM for gatekeeper discovery
and registration. Also used to pass database lookup and CAC
information.

H.245 Performs call control functions.

Voice Codecs (G.711, Performs encoding/decoding of voice streams.

G.729, etc.)

H.225 Performs call setup and codec negotiation over TCP 1720.

As you can see from the table, H.323 uses the various protocols within the suite to
signal and control transport over IP. Transport and packetization are then performed
using the Real-time Transport Protocol (RTP). RTP is an IETF standard for transport of
time-sensitive packets such as voice. RTP will be described in detail later in this chapter.
H.323 has been around since the mid-1990s and is considered to be the most mature of all
voice gateway signaling protocols. The protocol suite is very versatile and can be utilized
in multiple ways, including signaling for endpoints, gatekeepers, and voice gateways. For
CUCM Express environments, which our book focuses on, you’ll typically see H.323 used
to communicate between CUCM Express and a voice gateway.
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The H.323 architecture uses a peer-to-peer model. This means that the voice gateway
is independent of the CUCM. Therefore, a more complex configuration is necessary on the
voice gateway. This is because the gateway is responsible for maintaining the dial plans and
route patterns.

You may run across a separate device in large legacy H.323 environments called an
H.323 gatekeeper. This device is essentially a database that contains H.323 mappings
(telephone numbers) to IP addresses. When a phone number is dialed, the gatekeeper
is queried to determine what location (IP address) the remote phone is located in. For
example, if a user dials 555-1212, the gatekeeper knows that this phone can be reached
at the IP address of 10.10.4.220. Our Cisco voice gateway needs a way to communicate
with the H.323 gatekeeper in order to facilitate this gatekeeper “lookup” functionality. It
uses the RAS protocol to discover and communicate with the gatekeeper. Figure 3.8 shows
the RAS communication between a voice gateway and an H.323 gatekeeper:

FIGURE 3.8 RAS between VG and H.323 gatekeeper
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The gatekeeper is also responsible for any call admission control (CAC) that the
administrator has configured. CAC is responsible for determining whether the caller has
the right to ring the requested number. In addition, it can also determine whether there is
enough bandwidth at the time of the call to make a successful connection.

The SIP Gateway Protocol

Session Initiation Protocol (SIP) is an IETF standard gateway communication method
that uses a peer-to-peer architecture. It can run over TCP or UDP. By default, SIP uses
UDP port 5060 when configured on a CUCM. Because it is a peer-to-peer system, the
intelligence, such as dial plans and route patterns, resides on the voice gateway sides. It
also means that the voice gateway configuration is more complex than with the client-
server gateway protocols. SIP is considered the successor to H.323 and is in increasingly
widespread use in new environments. But unlike H.323, SIP is merely responsible for call
setup and control. Other protocols outside of SIP such as UDP/RTP/RTCP are ultimately
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responsible for the transport of the voice stream. We’ll discuss these voice packet transport
protocols in the next section.

The MGCP Gateway Protocol

The Media Gateway Control Protocol (MGCP) is a client-server architecture, which
means all of the intelligence, such as dial peers and route plans, resides on the CUCM.
This centralized call control model means the gateway simply facilitates the voice routing
functions that the CUCM determines. It is an IETF standard protocol and is the newest
of the standards-based voice gateway signaling protocols. It is also one of the simplest

to configure on the voice gateway. Because of its client-server nature, the bulk of the
configuration is performed on the CUCM and very little is required on the router itself.
MGCP can run over either TCP or UDP. Signaling information between the CUCM and
gateway runs over port UDP/2427 and TCP/2428 by default.

The SCCP Gateway Protocol

The Skinny Client Control Protocol (SCCP) is a Cisco proprietary gateway protocol. It
uses a lightweight client-server architecture that allows the CUCM to maintain the dial
plans and route patterns centrally and uses the gateway as a method of transport, similar
to MGCP. Because SCCP is proprietary, your voice gateway must be a Cisco device. You
may want to look into using SCCP as your voice gateway protocol, because it provides
additional features that are not available with the standards-based protocols. The SCCP
protocol runs over TCP port 2000.

We’ll spend part of Chapter 7 configuring gateways and trunk communication between
the CUCM Express and a separate voice gateway.

An Overview of Voice and Video
Transport Protocols

Data payloads such as voice and video that our Cisco Unified Communications Systems
facilitate require specific protocols to be handled properly. In regard to the CCNA Voice
certification, you need to be aware of the protocols that the CUCM solutions use to
transport voice endpoint packets from one endpoint to another. This section details the
three protocols that are used in Cisco VoIP environments: Real-time Transport Protocol,
Compressed Real-time Transport Protocol, and Real-time Control Transport Protocol.

The Real-Time Transport Protocol

The foundation of all voice and video communication over an IP network begins with the
Real-time Transport Protocol (RTP). RTP is an IETF RFC 1889 and 3050 standard for
the delivery of unicast and multicast voice/video streams. RTP almost always uses UDP for
transport. UDP, unlike TCP, is an unreliable best-effort service. That may sound like a bad
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thing, but in reality it is the most efficient method for transport of streaming data. A best-
effort service such as UDP does not attempt to retransmit or reorder packets as TCP does.
If you think about it, once a voice packet is lost in transit, there is no reason to attempt to
retransmit it, because once the packet reaches its destination, the sound wave contained
in the packet would not make sense to the end user if it is delivered out of order. UDP also
does not provide any flow control or error correction. This cuts down on the overhead of
each datagram and therefore is much more efficient.

The RTP header does offer some important information about its payload in each
encapsulated packet. Figure 3.9 lays out the RTP header information.

FIGURE 3.9 RTP header details
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Let’s briefly look at each segment of the RTP header:
Version (V): 2 bits  This field specifies the version of RTP that is being used.

Padding (P): 1 bit If this bit is set, it indicates that this RTP packet has one or more

octets at the end that are not part of the payload. Padding is often used for encrypting
RTP payloads.

Extension (X): 1 bit If this bit is set, it indicates that the fixed header is followed by a
single header extension.

Marker (M): 1 bit A field used to signify significant events to the application using
the stream.
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Payload Type (PT): 7 bits  This field identifies the type of RTP data that is inside the
payload (either voice or video data).

Sequence Number: 16 bits This field increments by one for each RTP packet in a
particular stream. This may be used by upper-layer protocols to detect any packet loss or
sequencing issues.

Timestamp: 32 bits The timestamp marks each packet with an encapsulation time. It is
most often used for jitter and synchronization calculations.

Synchronization Source Identifier (SSRC): 32 bits This field marks each RTP stream
differently so multiple RTP streams from the same source are kept separate.

Contributing Source (CSRC): 32 bits An optional field that enumerates contributing
sources to streams that come from multiple sources.

According to the RFC, RTP can utilize any UDP port as long as it is even numbered. It
is up to the application to determine which port is used, although voice traffic is typically
in the range of 16384 to 32767. The UDP port it uses for a practical RTP stream is chosen
at random. That same port is used the entire duration of the stream. Once one of the IP
phones hangs up, that RTP session is terminated and the port is released. RTCP, which
we’ll talk about in a moment, uses the next-incremented odd-numbered port, always
creating a pair of ports representing a call leg.

Compressed RTP

You may have noticed that the entire RTP header is a hefty 12 bytes in length. Combined
with a 20-byte IP header and a UDP header of 8 bytes, there is a whopping 40 bytes in
header information alone. Because RTP data is very sensitive to any kind of delay, some
way to compress this header information was needed. Compressed RTP (cRTP) was
developed as a solution.

cRTP takes that massive 40-byte header compilation and cuts it down to anywhere
between 2 and 5 bytes. Figure 3.10 shows the cRTP compression byte reduction rate.

FIGURE 3.10 RTPtocRTP
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Because much of the information contained in the IP/UDP and RTP headers is static,
cRTP essentially removes this information once it is known on both ends of the wire. By
not sending this static data, it conserves precious bandwidth. In this sense, cRTP caches
static information so it does not have to resend it across the same link. cRTP is most
effective on WAN links that are T1 speed and below. Anything above this bandwidth
renders the compression essentially useless.

)’ If you implement cRTP in a production network, make sure you
A@TE closely monitor the CPU utilization. Unless you have specialized
compression hardware installed on your router, compression is
performed in software and utilizes the main CPU. To see the utilization
on a Cisco router, run a show processes cpu command while in
privileged exec mode.

Real-Time Transport Control Protocol

RTP has a partner when it comes to the transport of real-time data. Real-time Transport
Control Protocol (RTCP) works directly with RTP to provide out-of-band monitoring
for the streaming of the RTP-encapsulated data. RTCP packets are sent to participants
of a particular RTP stream. The main function of RTCP is to provide feedback about the
quality of the RTP transmissions. The real-time application can use this information to
adapt encoding settings if the protocol detects congestion. That means if congestion is
discovered on the remote end of the stream, the receiver can inform the sender to use a
lower-quality codec and therefore help with any bottlenecks. Following are some of the
most common RTP data that RTCP tracks:

= Total packet count for the stream
= Packet loss of the stream

= Packet delay of the stream

* Amount of jitter on the stream

As mentioned, RTP uses even-numbered UDP ports for transport. RTCP uses the next-
highest odd-numbered port for its transmission. For example, if RTP is running on UDP
port 22864, then the corresponding RTCP packets run on UDP port 228635.

? Keep in mind that an RTP/RTCP stream for voice traffic is one-way only.

TE Thus for a single voice call, there are two RTP/RTCP streams. One instance
is for transmission of voice to the called party; the other is for voice traffic
being received.
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Comparing VolP Endpoint
Signaling Protocols

You know that VoIP uses IP for routing decisions, UDP for packet delivery, and RTP/RTCP
for real-time transport. You also need to understand how the CUCM solution handles

the signaling responsibilities for voice endpoints. VoIP endpoint signaling protocols are
responsible for locating endpoints, negotiation of various functions, and the setup and
teardown of voice calls. You must be familiar with two endpoint signaling protocols: SCCP
and SIP. Each protocol differs in architecture, call control, and other services. Let’s look at
each of them.

SCccP

The Skinny Call Control Protocol (SCCP) is a Cisco proprietary voice signaling protocol
based on a client-server architecture. The clients can be any of the Cisco endpoint
phones such as the Cisco 7971 or Cisco IP Communicator softphone. The server in the
architecture is our Cisco Unified Communications Manager. All SCCP clients must
communicate with the CUCM in order to place a call. In this regard, the phone is
essentially a “dumb” device that fully relies on the CUCM to give it intelligence for call
setup and teardown. So while the CUCM handles the call setup control, the phone is
responsible only for the processing of RTP/RTCP packets. SCCP messages are transported
over TCP port 2000. Because SCCP uses TCP for transport, messages can utilize TCP
functionality such as error correction and guaranteed delivery of packets.

When an SCCP-enabled phone registers with it, the CUCM requests certain information
from the phone: IP address, station ID, device types, and the codecs the phone can
understand. The CUCM stores this information so it knows how to best handle the setup
of calls to a particular endpoint. The CUCM uses SCCP messages for keepalives to the
client phones. A keepalive is a message sent by one device to another at specific intervals
to verify that communication between the two is functioning. If the CUCM does not
receive a certain number of keepalive responses over a period of time, the stored endpoint
information is cleared from the CUCM memory until it reconnects, at which time the
phone will have to go through the information-gathering process again.

Once the phone capabilities are registered on the CUCM, SCCP is used again to send
out all the necessary information that the phone requires, including its phone number,
button templates, time/date synchronization, and any other configurable options and
displays.

Messages are constantly sent between the client phone and the CUCM for everything
that a user does on a phone. For example, when a user picks up the handset, an off-hook
notification message is sent from the phone via SCCP to the CUCM. The CUCM then
sends everything the phone should do in response to going off-hook. These include the
message the LCD is to display, the softkeys that are to be displayed, and, of course, a
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dial-tone signal. So clearly, SCCP is very much a client-server technology, because control
of the phone is strictly maintained by the Communications Manager. It is important to
keep in mind that the client-server model between the endpoint and CUCM is only for
signaling; the actual voice packets encapsulated in RTP and the RTCP control data are
transported directly from one endpoint to the other. Figure 3.11 shows the traffic flow for
SCCP and RTP/RTCP:

FIGURE 3.11 SCCP and RTP/RTCP flow
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SIP

The Session Initiation Protocol (SIP) differs from SCCP in several ways. For one, it is an
IETF RFC 3261 standard instead of the Cisco proprietary signaling protocol. This means
that third-party phones and applications can be used on the CUCM system using SIP. The
RFC for SIP states that the protocol was designed for the creation and management of
multimedia sessions over the Internet. Its architecture is a peer-to-peer model in theory.
Figure 3.12 shows how both SIP and RTP/RTCP communicate directly between endpoints.

FIGURE 3.12 SIP and RTP/RTCP flow

RTP/RTCP

SIP phones working in a Cisco Unified Communications environment are set up in SIP
proxy mode. The CUCM SIP proxy is used for making requests on behalf of endpoints.
This helps to facilitate policy enforcement by the CUCM administrator. When the SIP
phone is set up to work in a Cisco UC environment, the SIP proxy IP address is configured
to be the IP address of the CUCM Express. Figure 3.13 shows how the CUCM is used as
an SIP proxy.
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FIGURE 3.13 CUCM SIP proxy

CUCM Express
is SIP Proxy

As soon as an SIP session is established between the two SIP endpoints, the actual voice
stream flows between the users. The voice stream is managed by RTP and RTCP. The RTP/
RTCP stream is identical whether you are using SIP or SCCP for signaling. This is because
the voice streams use the signaling protocols only for setup and teardown. As soon as SIP
sets up the call, RTC/RTCP proceeds independently from SIP.

Voice Signaling Protocols in Review

It is very important that you be able to successfully compare and contrast the different
types of gateway and endpoint signaling protocols. Table 3.2 displays each protocol and its
characteristics.

TABLE 3.2 Comparison of voice signaling protocols

Protocol Standard Architecture Call Control CUCM Uses

SCCP Cisco proprietary Client-server Centralized Voice gw/trunk and
endpoint to CUCM

SIP IETF Peer-to-peer Distributed Voice gw/trunk and
endpoint to CUCM

H.323 ITU Peer-to-peer Distributed Voice gw/trunk

MGCP IETF Client-server Centralized Voice gw/trunk
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Comparing the Common
Voice Codecs

As you learned previously, voice codecs are responsible for the encoding and decoding of
voice signals. They also can compress the digital signal so that more voice calls can be
sent across a finite amount of bandwidth. In this section, we’re going to compare the most
common types of voice codecs used in a Unified Communications solution.

G.711

The G.711 ITU standard codec is also known as pulse code modulation (PCM). This
codec samples voice signals at a frequency of 8,000 samples per second. It provides the
best quality among the most commonly used codecs, but that comes at a price. There
are two common types of G.711 binary conversion techniques on most voice systems.
The first G.711 type is called u-law and is most commonly used in the United States,
Canada, and Japan. The second G.711 binary conversion type is called a-law and is
used just about everywhere else on the planet. It is important to note that the two
PCM techniques are not compatible with each other and need to be transcoded for
interoperability.

Each phone call on the network requires 64 Kbps on the wire. Let’s do some quick
math to see how much compression is being used on the G.711 codec. Using Dr. Nyquist’s
formula, we will get 8,000 voice samples each second. Each of these samples is 8 bits in
length. So if we multiply 8,000 x 8, we get 64,000 bps, or 64 Kbps. This means that G.711
uses no compression when it encodes the voice stream! If you have plenty of bandwidth,
G.711 is the way to go. If you are running voice over a low-speed WAN link or are
planning to use wireless IP phones, then you may want to consider a codec that compresses
the call into a smaller data stream.

G.729

The G.729 ITU standard codec samples the voice signal at the same rate as G.711 of 8,000
samples per second per the Nyquist rate theorem. Also like G.711, the bit rate is fixed at

8 per sample. The major difference between G.711 and the variations of G.729 has to do
with compression. Using what’s known as conjugative-structure algebraic-code-excided
liner prediction (CS-ACELP), the G.729 codecs use alternate sampling methods and
algebraic expressions as a codebook to predict the actual numeric representation. These
smaller algebraic expressions are then sent to the remote side, where they are decoded and
the audio is synthesized to mimic the original audio tones. This audio waveform prediction
and synthesization degrades the quality of the voice signal by making the speaker’s voice
sound robotic. But the G.729’s use of CS-ACELP allows the compressed voice signal to
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require only 8 Kbps per call as opposed to 64 Kbps required per stream of G.711. This
means that eight voice calls using the G.729 codec can be made in the space of just one

G.711 codec call. Not a bad tradeoff when you are attempting to run voice over low-speed
WAN links!

G.729a

The G.729a ITU standard codec is very similar to G.729. They use the same 8Kbps
bandwidth consumption per call. Where the two codecs differ is in the type of algorithm
used to encode the voice signal. G.729 is considered a high-complexity codec and G.729 a
medium-complexity codec. Table 3.3 displays the complexity level of several of the more
popular codecs available today.

TABLE 3.3 Voice codec complexity

Medium Complexity High Complexity
G711 G.729

G.729a G.728

G.726 iLBC

All codecs are classified as either medium or high complexity. These categories are
important when dealing with DSPs, as we discussed earlier. We know that DSPs are
required for translating digital signals to analog and for transcoding between different
digital codecs. High-complexity codecs use more DSP processing power than medium-
complexity codecs. Because DSP resources are finite, you may need to move from G.729 to
G.729a to free up those DSP resources. The downside is that the voice quality of G.729a
compared to G.729 is marginally worse.

iLBC

The Internet Low Bandwidth Codec is fairly new to the voice world and still waiting

to fully catch on. The codec uses either 20ms or 30ms voice samples, and they end up

consuming 15.2 Kbps or 13.3 Kbps, respectively. One other major benefit the iLBC touts is

its ability to handle moderate amounts of packet loss. If some of your VoIP packets are lost

in transit, iLBC’s built-in techniques help the call continue with little notice to the user.
Where did this codec come from? Unlike all the other codecs we’ve discussed, it wasn’t

defined by the ITU. In 2000 a group of VoIP industry leaders collaborated and came up
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with the new codec. Hopefully, the cooperation between all the major players will finally
get the industry to settle on a universal codec. iLBC is the first codec to attempt this.
Fortunately, Cisco is now beginning to build their IP phones to be able to understand the
iLBC codec. Other third-party vendors are also including iLBC support on their endpoints.
So in addition to using the G.711 and G.729 codecs, the phones can utilize iLBC. As this
book is being written, the following Cisco 7900 series phones understand the iLBC codec:

= 7906G

= 7911G
= 7921G
= 7925G
= 7942G
= 7945G
= 7962G
= 7965G
= 7975G

Which Codec Is Right for You?

In some instances there is a right or wrong choice in using one codec over another.
But most of the time, it really depends on the business requirements. Here are some
considerations to help you in making a codec decision:

What do my endpoints support? As stated earlier, Cisco phones support G.711 and
G.729. Newer phones also support the iLBC codec. So in Cisco environments you are going

to use one of these three. Don’t forget, however, that some codecs have variants, such as the
G.729 and G.729a protocols.

How many DSP channels will I need? DSP chips contain multiple channels with which

to handle codec transcoding. If you find yourself having to constantly transcode one codec
into another, you probably made a poor codec decision. DSP resources are not cheap. If you
can limit transcoding, you should.

How much voice quality do I need? Depending on your users and the environment

they are used in, voice quality may or may not be a major factor in your decision-making
process. A tried but true method of determining the quality of the audio of a voice codec is
called the Mean Opinion Score (MOS). Developed by the ITU, this quality-measurement
system rates the quality of voice streams for a particular codec. It is actually very
nonscientific, because the MOS is an average “opinion” of a group of people who listen to
the same sentence for each codec tested. These listeners then rank the voice quality on a
scale of 1 to 5. A score of 1 is the worst quality, and a score of 5 is excellent quality.

Table 3.4 lists the codecs we discussed and each one’s MOS score.
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TABLE 3.4 MOS scores of common VolP codecs

Codec MOS
G. 71 4.1
iLBC 4.1
G.729 3.92
G.729a 3.7

How much bandwidth do I have to play with? If you are going to run voice over low-
bandwidth WAN links, then you should definitely look at codecs that use at least some
compression.

Which codec works best for my environment? If you have a high amount of packet loss
on your network, you may want to look into the codecs that offer the best recoverability
when VoIP packets are lost in transit.

Calculating IP Voice Packet Sizes

Continuing our topic of codec comparisons, let’s focus on how different codecs affect the size
of the IP packets that are sent across a network. Usually, choosing a codec depends on the type
of environment the phones will operate in. You must be careful when you wish to use VoIP in
low-bandwidth situations, such as running over low-speed WAN connections. If you need to
run voice over the WAN, it’s critical to know the size of the voice packets to determine how
your network will scale. You should be able to calculate how much bandwidth a particular IP
voice packet consumes so you can properly engineer you network for the approximate number
of simultaneous calls you are anticipating. In calculating packet sizes, there are some packet
components whose size is static and never changes. Other components are variable and can be
manipulated depending on the codec used to change their size. The following sections present
all of the static and variable services that change the size of the packets.

Voice Packet Payload

A voice packet payload consists of the following:

Sample times of audio streams: Typically, most codecs take sample sizes between 10ms
and 30ms.

Codec bandwidth used: We already know how to calculate this using the Nyquist
calculation.
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One factor we always use to calculate the size of a single voice packet payload is the fact
that we use an 8-bit sample. Therefore, to calculate how big our voice payload is in bytes,
we use the calculations shown in the following example.

Let’s say we’re using the G.711 codec with a sample size of 20 ms. Using the Nyquist
calculation, we already know that the codec bandwidth rate for G.711 is 64 Kbps.
Therefore, to determine the number of bits per packet, it’s a simple calculation of
multiplying the codec bandwidth rate by our sample size:

Audio_payload_bits = 20 x 64
Audio_payload_bits = 1280

Now that we know what our payload is in bits, we divide by 8 to determine the bytes of
audio contained in a single voice packet for the G.711 codec using a 20ms sample:

Audio_payload_bytes = 1280/ 8
Audio_payload_bytes = 160

Layer 2 Header Information

Layer 2 header information depends on the Layer 2 methods you are using on your
network. Typically LANs use Ethernet as the Layer 2 transport. Two common WAN
Layer 2 protocols are Frame Relay and PPP:

= Ethernet header: 20 bytes
= Frame Relay: 4-6 bytes
=  Point-to-Point Protocol (PPP): 6 bytes

Layer 3 Header Information

Since we’re dealing with VoIP, the Layer 3 numbers are static for our calculation. All VoIP
must use IP, UDP, and RTP/RTCP. Therefore, we need header information, which uses up
space! Here is the number of bytes each one uses:

= IP: 20 bytes
= UDP: 8 bytes
=  RTP/RTCP: 12 bytes

Special Case Packet Additions

You may need to tunnel or encrypt voice traffic over your network. If this is the case, you
must include the overhead for whatever protocol you are using. Here is a short breakdown
of the bytes added by some of the more popular encryption techniques being used today:

= IPSec: 50-57 bytes
*=  GRE tunneling protocol: 4-20 bytes (Cisco uses 8 bytes)
=  MPLS tagging: 4 bytes per tag (may be more than one tag present)
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Now we can add everything together to determine how fat or skinny our VoIP packets
are! This will give us the total packet size in bytes. This is great, but our LAN/WAN
links are calculated in either Kbps or Mbps. We need to do two more calculations; first we
must figure out our bandwidth requirements in bytes per second and ultimately how many
bits per second.

Calculating Bytes per Second

In addition to the number of bytes your voice packet will consume, you’ll need to go back
and retrieve the sample size rate in ms that the codec uses. In our example, we are using
20ms samples. We’re looking to calculate the number of bytes per second that a voice
stream will generate. There are 1000 ms in 1 second. Therefore we can use this calculation
to come up with the number of packets per second (packets_per_second):

packets_per_second = 1000 / sample_size
packets_per_second = 1000 / 20
packets_per_second = 50

With this information, we want to see how many bytes are consumed every second.
Let’s use the example voice packet size of 220 bytes (160 bytes in payload + 60 bytes for
Ethernet and IP overhead) and our calculated 50 packets per second to come up with
bytes per second. We can use the following equation to determine the number of bytes
per second:

bytes_per_second = voice_packet_size 3 packets_per_second
bytes_per_second = 220 x 50
bytes_per_second = 11000

Calculating Bits per Second

Our last step is to convert our bytes per second into bits per second. This is just a matter of
multiplying our bytes_per_second value by 8:

bits_per_second = bytes_per_second x 8

Using our 11,000 bytes_per_second number above, we can determine bits per second as
follows:

bits_per_second = 11000 x 8
bits_per_second = 88000
This means that each RTP stream consumes 88,000 bps, or 88 Kbps, using the
uncompressed G.711 codec over Ethernet.

You can use this information to help determine how many voice streams your network
can support depending on the codec and L2/L3 technologies that you wish to utilize.
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Size Calculation Examples

Let’s practice our IP voice packet size calculations with the following two examples:

Example 1 information The codec that we have chosen uses a sample time of 30 ms and
a codec bandwidth of 8 Kbps. Our packet will be traversing only Ethernet networks. The
packets will be tunneled using GRE.

Example 1 solution First we need to calculate the voice packet payload size into bits:
audio_payload_bits = 30 x 8
audio_payload_bits = 240
Next we convert bits into bytes:
audio_payload_bytes =240/ 8
audio_payload_bytes = 30
Then we need to add up our Layer 2 and Layer 3 header information:
Ethernet header: 20 bytes
IP: 20 bytes
UDP: 8 bytes
RTP/RTCP: 12 bytes
Total = 60 bytes

Because we’re tunneling using GRE, this adds an additional 8 bytes to the packet size.
Adding all three numbers together gives us our voice IP packet size:

Audio payload: 30 bytes
L2/L3 header: 60 bytes
GRE encapsulation: 8 bytes
Total voice packet: = 98 bytes
Now we can figure out the packets, bytes, and bits per second this stream uses:
Packets per second
packets_per_second = 1000 / sample_size
packets_per_second = 1000 / 30
packets_per_second = 33.33
Bytes per second
bytes_per_second = voice_packet_size 3 packets_per_second
bytes_per_second = 98 x 33.33
bytes_per_second = 3,266.34
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Bits per second
bits_per_second = bytes_per_second 3 8
bits_per_second = 3,266.34 x 8
bits_per_second = 26,130.72
So this particular stream uses approximately 26,100 bps, or 26.1 Kbps, per stream.

Example 2 information Our second example codec uses a sample time of 10 ms and a
codec bandwidth of 32 Kbps. Our packet will be going across an MPLS WAN link. MPLS
uses Ethernet for transport over the WAN, so it will use standard Ethernet headers in
addition to the MPLS tags. The voice packets will be encrypted over the MPLS network
using IPSec, which consumes 57 bytes for encapsulation.

Example 2 solution First we need to calculate the voice packet payload size in bits:
audio_payload_bits = 10 x 32
audio_payload_bits = 320
Next we convert bits into bytes:
audio_payload_bytes = 320/ 8
audio_payload_bytes = 40
Then we need to add up our Layer 2 and Layer 3 header information:
Ethernet header: 20 bytes
MPLS header: 4 bytes
IP: 20 bytes
UDP: 8 bytes
RTP/RTCP: 12 bytes
Total = 64 bytes

We want to encrypt our sensitive voice traffic over the MPLS network using IPSec, which
adds 57 bytes to the overall packet size. Adding all three numbers together gives us our
voice IP packet size:

Audio payload: 40 bytes

L2/L3 header: 64 bytes

IPSec encryption: 57 bytes

Total voice packet = 161 bytes
Again, we can figure out the packets, bytes, and bits per second this stream uses:
Packets per second

packets_per_second = 1000 / sample_size

packets_per_second = 1000/ 10

packets_per_second = 100
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Bytes per second
bytes_per_second = voice_packet_size 3 packets_per_second
bytes_per_second = 161 x 100
bytes_per_second = 161,000

Bits per second
bits_per_second = bytes_per_second x 8
bits_per_second = 161,000 x 8
bits_per_second = 128,800
So this particular stream uses 128,800 bps, or 128.8 Kbps, per stream.

Now you should have a good understanding of how to calculate the approximate size of
a voice packet depending on the codec and additional services you require. You can then
divide this number into the number of bytes available on your network links to see the
maximum number of simultaneous calls your network could handle. Using Example 2,
let’s assume our MPLS network is 20 Mbps, or 20,000 Kbps, and 50 percent of the circuit
is already being utilized with data traffic. This leaves us with 10,000 Kbps on average for
voice. Given that each RTP stream consumes 128.8 Kbps, we can determine the number of
simultaneous calls that can be made on the link:

simultaneous_calls = voice_in_Kbps / available_bw_in_Kbps
simultaneous_calls = 128.8 / 10,000

simultaneous_calls = 77.64

Reducing Voice Packet Sizes

You can reclaim some bytes from your voice streams in additional ways. One method that
was already mentioned is the RTP header compression, or cRTP. As detailed earlier in this
chapter, you can use cRTP to cache the 40-byte RTP/IP/UDP header information on one
side of a link and send only the remainder of the header information to the other side of the
link. This cuts the 40-byte header information down to 2-5 bytes.

Another great bandwidth-saving utility is called Voice Activity Detection (VAD). VAD
monitors the voice conversation that is taking place, and when it detects silence on the RTP
stream, it stops transmitting RTP packets across the wire. VAD is not enabled by default.
When you make a phone call, you might be surprised to learn that anywhere from 35 to
40 percent of the conversation is complete silence! When VAD is disabled, the RTP
stream will package up the silent voice slices and send them over as normal. VAD is
more intelligent and will send only RTP data that actually contains voice. VAD must
communicate with the other end on the connection so it will play a prerecorded “silence”
VolIP packet instead of the actual packet from the source.
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It is important to realize that the 35-40 percent is an average number

TE based on several studies. If you have a Chatty Cathy on the other end, this
number will obviously drop. Also, areas with a great deal of background
noise—such as a data center with constantly buzzing fans—will not
see much of an impact at all if VAD is enabled. When performing your

bandwidth savings calculations, it's better to play it more conservatively
and use a number between 10 and 20 percent.

Examples of When to Use Specific Codecs

At times it is highly recommended and sometimes required to use one type of codec over
another. These are Cisco recommendations based on best-practice situations for common
tasks. This section describes which codecs are recommended for voice and modem pass-
through and when incorporating MoH over a low-speed WAN link.

ATA Fax and Fax Modem Pass-through

Using the Cisco ATA hardware, it is possible to connect analog phones and fax machines
to an IP network. A problem arises when you attempt to use a fax machine without the
correct codec. If you try to configure the port to use G.729 or G.729a, the compression
methods used are not enough to correctly interpret the analog signals that the fax machine
is transmitting. Therefore it is necessary to configure fax machines and fax modems to use
the G.711 codec. Because that data is uncompressed, the analog signals that fax machines
and modems use are more accurately digitized. When the digital signal is decoded on the
other side, to the digital sample can successfully be rebuilt into an analog wave that is
understood by the receiving fax machine or modem.

Music on Hold

The G.729 and G.729a codecs are designed to be optimized for human speech. This
allows the data to be compressed down to a tiny 8Kbps stream. These compressed codecs
are commonly used for transmission of voice over low-speed WAN links. But because the
codecs are optimized solely for speech, they often do not provide adequate quality for
Music on Hold (MoH) streams. If you determine that the MoH quality is unacceptable
using the G.729 and G.729a codecs, there is a way to force MoH to use the higher-quality
G.711 codec while voice communication still uses one of the lower-quality codecs using
CUCM regions. This technique is outside the scope of this book.

Summary

Chapter 3 examined VoIP in Cisco networks beginning with an overview of the four layers
of the Unified Communications Model—Infrastructure, Call Control, Applications, and
Endpoints—and the components in each layer.
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Voice gateways perform crucial infrastructure functions, and this chapter examined
the four types of voice gateway protocols used in a Unified Communications environment.
RTP and RTSP are the transport protocols for streaming media over IP networks, and we
examined how they differ. The Cisco Unified Communications Manager uses two endpoint
signaling protocols, SCCP and SIP, and this chapter showed how they differ.

The CUCM can use four common voice codecs: G.711, G.729, G.729a, and iLBC. The
second half of the chapter described each one, how they differ, and the situations where
each codec is most often used. As an administrator, your choice of which codec to use
depends on calculating the voice packet size. The chapter concluded by discussing and
illustrating those calculations.

This information should provide you with a thorough understanding of exactly how
voice and data are transported on and between IP networks. Voice and data are two great
services that can work together when VoIP is properly configured.

Exam Essentials

Know the Cisco Unified Communications Model. The four layers of the communications
model are the Infrastructure, Call Control, Applications, and Endpoints layers. Each layer
plays a specific role in the Unified Communications system.

Understand how voice gateways connect to the PSTN and legacy PBX systems. Voice
gateways bridge an IP network to a non-IP legacy network, either of which may be public
or private.

Understand the role DSPs play in the Unified Communications system. DSPs provide
analog-to-digital translation, codec transcoding, echo cancellation, DTMF relay services,
and media termination points. DSP farms typically reside on voice gateway routers.

Understand the difference between POTS and VoIP dial peers. POTS dial peers are
traditional PSTN technology, while VoIP dial peers connect to endpoints using IP.

Know how dial peers and call legs are associated with each other and where they initiate
and terminate on the voice network. A call leg is always associated with a dial peer. It
marks a logical point along the path of a phone call.

Understand the protocols that are responsible for signaling between the CUCM and

a voice gateway. The H.323, SIP, MGCP, and SCCP protocols can be used for voice
gateway signaling. Each protocol has different setups that change the way the dial peers
and route plans are located.

Know which protocol is responsible for the transport of the actual voice payloads. RTP
is used for the transport of voice packets on a Unified Communications system. RTCP is
responsible for out-of-band monitoring of the RTP packets.
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Know which protocol is used for compression of voice packets. cRTP header compression
can be used to shrink the IP, UDP, and RTP headers to decrease bandwidth consumption.

Understand the two Cisco Unified Communications endpoint signaling protocols. SCCP
is a Cisco proprietary protocol that uses client-server architecture. SIP is an IETF
standards-based protocol that uses peer-to-peer architecture. SIP is used in a proxy server
mode by the CUCM.

Be able to compare and contrast all voice signaling protocols. Understand the differences
in standards, architecture, call control, and CUCM uses for SCCP, SIP, H.323, and MGCP.

Understand the most common voice codecs and when to use them. The three most
common codecs are G.711, G.729, and G.729a. Each codec has advantages and
disadvantages depending on the network speed it runs on.

Understand when specific codecs are either required or highly desirable. It is important
to know which codec is required in situations where fax machines and fax modems are
used. Also, when using voice over low-speed WAN links, you need to understand why
G.729 should be used for voice and G.711 for MoH.

Written Lab 3.1

Write the answers to the following questions:

1. What are the four layers of the Unified Communications Model?
2. What are the two signaling protocols used in the Endpoints layer?
3. Name the layer where the Call Manager resides.
4

What can you do at the Infrastructure layer of the UC Model to ensure that voice
packets have priority over data packets?

o

What is the term used when DSPs translate between two different codecs?
List the two types of voice gateway dial peers.

Name the two signaling protocols that can be used for both voice gateway and
endpoint signaling.

8. What is a possible side effect when using cRTP?
9. What is the size of IP/UDP/RTP header information that is uncompressed?
10. What is G.711 also known as?

(The answers to Written Lab 3.1 can be found following the answers to the Review
Questions for this chapter.)
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Review Questions

1. At which layer of the UC model can ACLs be implemented to limit which IPs and ports can
access the CUCM?

A. Infrastructure layer
B. Data Link layer

C. Call Control layer
D. Applications layer

E. Session layer

2. The CUCM is responsible for all of the following except:
A. User management
B. Callsignaling
C. Call processing
D. QoS enforcement

E. Media resource management

3. What can you use to help eliminate voice congestion on slow WAN links?
A. RTCP

B. RTP
C. cRTP
D. TCP/IP

4. What Unified Communications solution resides in the UC Model Applications layer and is
responsible for handling endpoint location information for emergency services?

A. Unity

B. Cisco Unified Communications Manager
C. EIll

D. Cisco Emergency Responder

E. SRST

5. Which Cisco UC application provides integration with Cisco Presence applications
such as voice, video, email, instant messaging, and web collaboration?

A. Unity
Customer Contact Solution
Call Control

Cisco Unified Communications Manager

mooOow

Real-time Transport
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At which layer of the UC model are ATAs found?
A. Infrastructure layer

B. Endpoints layer

C. Call Control layer

D. Application layer

What is the centralized location for hardware that handles codec transcoding and voice
translation services?

A. Infrastructure layer

B. Transcoding farm

C. DSPfarm
D. Applications layer
E. Unity

What is the term for the reflection of sound waves that arrive to the listener a short time
after the direct sound is heard?

A. Echo

B. Refraction
C. DTMF

D. DSP

E. Transcoding

Which method is not a valid hardware DSP option?
Installed on a network module (NM)

Installed on a compact flash (CF) card
Installed on a WIC module

Installed on a VWIC module

Directly plugged into the router motherboard

moowms»

When RTP payloads are encrypted, which RTP header bit is set?
A. Extension

B. Padding

C. Payload Type

D. SSRC
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When a phone call is made between two IP endpoints, how many RTP and RTCP streams
are established?

A. Four RTP and four RTCP

B. One RTP and one RTCP

C. Two RTP and one RTCP

D. OneRTP and two RTCP

E. Two RTP and two RTCP

What types of signaling protocols allow the endpoints to contain the intelligence to place
their own calls?

A. Client-server

B. SCCP
C. Peer-to-peer
D. CDP

What is needed to convert G.729a to G.711?
PSTN resources

Analog voice gateway

H.323 signaling

A
B
C. Transcoding resources
D
E. SCCP signaling

What function is commonly present in a VoIP network but never found in a purely
traditional telephony network?

A. Call processing

B. Call supervision

C. Dial plans

D. Transcoding

When two voice gateways are separated by a VoIP network, what type of dial peer is
required to complete calls between the two sites?

A. VoIP dial peer

B. POTS dial peer

C. 1P dial peer

D. PSTN dial peer
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16. What is in charge of translating an analog voice signal to digital?

A. SCCP gateway
B. H.323

C. DSP

D. Transcoder

E. MGCP gateway

17. What are the names for logical hops along a voice network that are used to complete a call
from one phone to another?

A. Dial strings and dial plans
SCCP and SIP

VLAN and CDP

FXS and FXO

Dial peers and call legs

moow

18. What situation would require a voice gateway?
Connecting calls over an IP WAN
Connecting calls over a LAN

Connecting calls over a high-speed MAN
Connecting calls to the PSTN

moow >

Connecting calls between two Ethernet switches

19. What type of voice gateway signaling protocol would you implement if you wish to
configure dial peers directly on the voice gateway router?

A. SCCP

B. H.323

C. RTP

D. cRTP

20. What protocol is responsible for the sequencing of voice packets?

A. RTCP

B. Jitter

C. G.711

D. UDP

E. RTP
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2.

10.

1.

12.

13.

14.
15.
16.
17.
18.
19.

20.

A. The Infrastructure layer is where all route/switch, QoS, and security are performed.

D. QoS enforcement is handled by network devices located in the Infrastructure layer of
the Unified Communications Model.

C. cRTP compresses the IP/UDP/RTP headers to shrink the overall packet size of voice
packets.

D. The Emergency Responder keeps a database listing the location of all endpoints on the
system. This information is relayed to emergency services when needed.

B. The Customer Contact Solution integrates value-added communications features to
improve customer relations.

B. ATAs are basically IP phones that have analog ports attached to them so analog signals
can be converted to digital and packetized for transport.

C. A DSP farm is a router (commonly the voice gateway router) that contains one or more
DSP hardware chips.

A. Echo is often experienced on voice calls and is amplified by codec compression. DSPs
are used to help reduce excess echo.

B. DSPs are hardware modules. They are not installed on CF cards.

B. The Padding bit is set, which indicates that the RTP has one or more octets at the end
of the encapsulated packet that are not part of the payload. This additional information is
typically used for encryption purposes.

E. A single phone call requires one RTP and one RTCP stream for each phone. This means
that two RTP/RTCP streams are established for every IPT call.

C. Peer-to-peer signaling protocols give call-making intelligence directly to
the endpoint.

C. Transcoding is the process of translating between different digital
voice codecs.

. Transcoding is the process of translating between digital voice codecs.
. VoIP dial peers interconnect two voice gateways running VoIP.
. A digital signal processor converts analog voice into digital and digital into analog.

. Dial peers and call legs are logical hops required to connect an end-to-end call.

o = 0O » U

. You need a voice gateway to connect to the PSTN.

B. H.323 is a peer-to-peer protocol, so all dial-peer configuration is decentralized from the
CUCM and is done on the voice gateway.

E. RTP includes a sequencing field in its header.



112 Chapter 3 - Voice over IP (VolP)

Answers to Written Lab 3.1

—

Infrastructure layer, Call Control layer, Applications layer, Endpoints layer
SCCP and SIP

Call Control layer

QoS

Transcode

POTS and voice network

SCCP and SIP

Increased CPU utilization

© ® N © o A W N

40 bytes

10. Pulse code modulation (PCM)
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THE CCNA VOICE EXAM TOPICS
COVERED IN THIS CHAPTER INCLUDE
THE FOLLOWING:

v Describe and configure a Cisco network to support VolP.
= Describe the purpose of VLANs in a VolP environment.
« Describe the environmental considerations to support VolP.

« Configure switched infrastructure to support voice and
data VLANSs.

= Describe the purpose and operation of PoE.
= ldentify the factors that impact voice quality.
=« Describe how QoS addresses voice quality issues.

= ldentify where QoS is deployed in the UC infrastructure.

v Implement Cisco Unified Communications Manager
Express to support endpoints using CLI.

= Describe the requirements and correct settings for DHCP
and NTP.

« Configure DHCP and NTP.




Anyone who loves Chinese food knows that rice is the
foundation of a typical Chinese meal, whether it’s Mongolian
beef, sweet and sour chicken, or mu shu pork. Even though
these three dishes are quite different in taste, they all have one thing in common. They are
always served with rice. You can think of the network infrastructure as your bed of rice.
The “main dish” in our network may be data or it may be voice; both utilize the same
network. In this chapter we’ll discuss how to utilize the network infrastructure to support
voice capabilities.

We’ll also explore the options available for powering your Cisco IP phones. Then
youw’ll see how we configure our network for voice by configuring VLANS, trunks, and
inter-VLAN routing. Next we will explore the VLAN Trunking Protocol to see what
it is used for and how to configure it. We’ll cover some quality of service (QoS) basics,
and youw’ll see how to configure auto-QoS for VoIP. We’ll then discuss how to eliminate
potential voice problems by configuring various link-efficiency techniques. Finally, we’ll
cover some network services that help support voice functionality, including DHCP and
NTP services.

Power Options for IP Phones

So you’ve decided to take the plunge and order some Cisco IP phones. When you receive
and unpack the phones, the first question you might ask yourself is, “How the heck do I
power these things up?” There are three ways of providing power to your phones:

= Power brick
»  Powered patch panel/power injector
= Power over Ethernet (PoE) switch

Let’s review each power method in detail.

Power Brick

The power brick is an obvious choice. It connects to a power port on the back of the phone
and plugs into a standard 110V AC outlet on your wall. You then connect a Category 5 or
6 Ethernet cable into a switch to provide network connectivity.
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)’ Power bricks do not come standard on any Cisco IP phone! Cisco assumes
,dng that you will use some method of PoE. Many people forget about this
and are very disappointed when they have to place a second order for
power bricks.

The power brick option may be useful in situations when you will be using only a
handful of phones. Otherwise, you may want to investigate a PoE option, because it can
be more cost effective, and quite simply, it’s nicer to combine power and Ethernet in
one cable to eliminate the need for a second connection to the phone. Figure 4.1 shows
a Cisco phone receiving power from the power brick with a separate connection to the
LAN using Ethernet.

FIGURE 4.1 The power brick option
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Powered Patch Panel/Power Injector

A second power option is to have a device that sits in between your IP phone and a non-
PoE—capable switch. This is known as a midspan method because the power sits in the
middle of the connection. A powered patch panel can terminate nonpowered Ethernet
on one end and a powered Ethernet termination point on the other. These patch panels
allow the power to be connected at the wiring closet, so no power brick is required,

and the phone receives both power and Ethernet over a single Category 5 or 6 Ethernet
cable. A standard Category 5/6 cable has a total of eight wires. 10BaseT and 100BaseT
Ethernet utilize only RJ-45 pins 1, 2, 3, and 6. Pins 1 and 2 are for transmit and 3 and
6 are for receive. The other wires are essentially unused. Midspan switches will use the
unused wires 4, 5, 7, and 8 to power the endpoints. The problem with this midspan setup
is that 1000BaseT uses all four pairs of wires to transmit and receive. 1000BaseT must
use pins 1, 2, 3, and 6 for power. Therefore, the midspan option is applicable only for
10/100BaseT.
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Most patch panels typically come in either 24- or 48-port configurations. This may be the
most cost-effective method if you have a significant investment in non-PoE—capable access
switches. It also allows for a centralized location where you can provide uninterruptible power
supply (UPS) power so the phones will remain functioning in the event of a power outage.
Figure 4.2 shows how a powered patch panel can provide PoE functionality.

FIGURE 4.2 The powered patch panel option
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You can also purchase a Cisco power injector. These devices provide the same midspan
“sit-in-the-middle” power function as the powered patch panel but only for a single phone.

Power over Ethernet Switch

The most streamlined and efficient method to provide power to phones (and other PoE-
capable devices) is the Power over Ethernet (PoE) switch. The switch is responsible

for detecting and outputting the required power on each switchport. By adding PoE
functionality to the switch, fewer devices need UPS protection in the event of a power
outage. Figure 4.3 shows how inline power switches provide power to endpoints.

FIGURE 4.3 The PoE switch option
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You need to be aware of a couple of “gotchas” when it comes to powering Cisco phones
with any PoE option. The first deals with the type of inline power and quantity that the
phone supports. The second thing to watch out for is ensuring your switch can properly
handle the power load. Let’s first look at the two inline power methods for Cisco switches,
and then we’ll look at switch power capacities.

Inline Power Method 1: Cisco Inline Power

Cisco began offering a proprietary Inline Power option to customers before a universal
standard was available. In early 2000, Cisco began selling Catalyst switches with

their proprietary Inline Power (ILP) functionality. Unlike the midspan switches, ILP
uses the same RJ-45 pins 1, 2, 3, and 6 to provide power to the phones. Using the
same wiring that Ethernet uses to transmit and receive is called phantom power. In a
sense, ILP could have been used to power 1000Base-T Ethernet phones, but none were
available at the time.

Cisco’s proprietary Inline Power provides a fixed 6.3 watts of power to any device
that supports the power method. ILP detects a capable device by sending a low-voltage
AC signal across the transmit pairs and expects to receive the same signal coming back
on the receive pairs. This is because the ILP capable phones have a low-pass filter that
bridges the specific voltage signal from TX to RX. Once the switch receives the voltage
back on the receive pair, it knows that the device requires power and initially sends 6.3
watts on that specific switchport. This provides enough power for the device to boot
into low power mode. When the device has fully booted into low-power mode, CDP
messages are exchanged between the switch and PoE device to negotiate the actual
power required by the device up to 15.4 watts.

Inline Power Method 2: Cisco IEEE 802.3af

In mid-2003 the IETF came out with the 802.3af PoE standard. This became the de facto
standard for powering Ethernet over 10/100/1000BaseT. The standard states that power
can be sent across the Cat5/6 cabling either on active transmit/receive pairs or over the
inactive pairs for 10/100Base-T. Because 1000Base-T requires pins 1, 2, 3, and 6 for power,
Cisco uses this standard on their 802.3af-supported PoE switches.

The 802.3af standard handles endpoint detection using a different method than ILP.
It uses a low-powered DC signal sent across a copper pair. Just like ILP, the voltage is
looped back to the switch by a slightly more advanced filter to signal that the end device
is capable of receiving power. Unlike ILP, 802.3af has five specific classes of power
that it can transmit. It knows the power level the end device requires by the voltage
strength that it receives during the detection phase. Table 4.1 lists the 802.3af power
classifications.
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TABLE 4.1 |EEE 802.3af classifications

Minimum Power Level at Maximum Power Level at
Class Usage the Switch (in Watts) the Device (in Watts)
0 Default 15.4 0.44-12.95
1 Optional 4.0 0.44-3.84
2 Optional 7.0 3.84-6.49
3 Optional 15.4 6.49-12.95
4 Reserved for future N/A N/A

Class 0 is the default class and allocates a full 15.4 W of power to any device that falls
into the category. This class is for devices whose vendor did not choose to implement a power
classification. You’ll commonly find this in inexpensive PoE products. Moving up, a device
that declares itself as class 1 will have a maximum power requirement level between 0.44 and
3.84 W. The switch allocates 4.0 W of power for these devices. Class 2 allocates 7.0 W for
devices requiring a maximum power level of 3.84 to 6.49 W. Class 3 is for any device that
requires 6.49 to 12.95 W, and the switch allocates 15.4 W of power. Class 4 is not currently
in use but was set aside so an additional power level can be added in the future.

Cisco Inline Power Switch Backward Compatibility

Because Cisco jumped the gun a few years early with their prestandard ILP, they now need
to support the newer 802.3af as well as their proprietary ILP standard on their Catalyst
line of PoE switches. The methods of power detection are somewhat different between ILP
and 802.3af, and Cisco has come up with a method that allows its switches to detect the
power requirements of Cisco phones. Here are the steps the PoE switch goes through for
powering Cisco IP phones:

1. The switch uses continuous low-powered AC and DC signals to the PoE ports. If an AC
signal is looped back to the switch, the device is ILP capable. If DC power is looped
back to the switch, the device is 802.3af capable.

2. If the phone is only capable of using the ILP proprietary inline-power method, the
phone boots into “low power mode” and negotiates the actual power required by the
device using CDP. The phone then boots with the correct power requirements and the
process ends.

3. If the phone is only capable of using 802.3af or supports both ILP and 802.3af, the switch
and PoE device use additional low-voltage signaling to determine the power class. When
the negotiation process is complete, the switch provides the necessary power to fully
boot the IP phone.
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@ Real World Scenario

The Right PoE for the Job

Tiana, a network engineer, was tasked with rolling out new Cisco 7971G IP desk phones
with color displays to replace the older 7940 series phones already in place. Tiana
thought this would be a simple project involving a few configuration changes on the
CUCM and a matter of swapping out the old phones for new ones. However, this was
not the case, because when Tiana attempted to swap the old phones with the new, she
discovered that the new phones did not power up. Tiana was confused by this because
the phones were using a PoE module in a 6500 series switch. The PoE module worked
perfectly for the old phones, so why didn’t it work for the new ones?

It turns out that the POE module that was installed in the switch used the older Cisco ILP
method. This worked fine for the 7940 phones because they supported both the ILP and
80.2.3af standard. The newer 7971G phones, however, are only capable of supporting
the 802.3af standard.

This discovery caused a short delay in the rollout of the new phones. Tiana purchased a
switch module offering 802.3af power, the 7965 phones powered up, and the project was
finally complete.

Cisco PoE Intelligent Power Management

Depending on the types of endpoints you deploy and the type of switch and power supply
used, you need to be aware that you can eventually exhaust the amount of power available
to the switch. If you add too many PoE phones to a switchport, the switch may have
already allocated all the available power, and therefore your device will not receive the
necessary electricity to power the phone. Also, the 802.3af classification system can often
set aside more power than is necessary, which can unnecessarily limit the number of PoE
devices that can be powered. To better understand this situation, we need to briefly discuss
how to determine how many watts a power supply can generate. While this will not give
you an exact number, it should get you fairly close. It’s really just a simple math equation:

watts = volts x amps

Let’s use a Cisco Catalyst 4506-E with 2-48 port 10/100/1000 PoE modules and a
Supervisor 4 module as our example. The standard AC power supply is 110 volts with a
15-amp circuit. Therefore

watts = 110 x 15
watts = 1650
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Cisco plays its power limits conservatively, however, and it rates the 4500 Series 110V
15-amp power supplies at 1300 watts. This is to prevent any circuit trips when power
reaches the limit of 1650 watts. The maximum amount of power to boot and run the
switch supervisor module and line cards is approximately 600 watts. So let’s subtract that
from our total:

1300 - 600 = 700 watts

That’s how much power we have to allocate to various PoE devices that we can run
off the switch. Now let’s say you want to add a number of Cisco 7965G IP phones to this
switch. The 7965G is an 802.3af class 3 device. According to the 802.3af specification,
each 7965G phone added to this switch consumes 15.4 watts of power. Therefore, how
many phones can we put on this switch before the power is maxed out?

700/15.4 = 45.45

So even though we have 96 PoE ports on the switch, we can power only 45 of the 7965
phones. Technically, we do have two power supplies. By default they run in redundancy
mode. This is basically an active/standby situation where you can utilize the power from
only one power supply. You can configure them to utilize both power supplies by issuing
the power redundancy-mode combined command.

I do not recommend you do this, however, unless you are really need the extra power.
But you should at least know it’s an option to have in your back pocket if needed.

Cisco switches also have the ability to throttle back allocated power resources so that
unused watts can be put back into the power allocation pool. Using our 7965G phone
example again, according to the 802.3af standard, 15.4 watts will be allocated to the
phone. In reality, the phone will use a maximum of 12 watts. During the Cisco PoE switch-
negotiation process using CDP, the switch will negotiate the power allocation down to the
12-watt limit. This is what Cisco refers to as Intelligent Power Management (IPM). So
now that we require only 12 watts of power per phone, let’s recalculate how many phones
we can fully power on our switch:

700/12 = 58.33
Using a Cisco PoE solution with IPM, we can power 58 phones instead of 45.

Cisco PoE Management Modes

The power inline IOS commands allow you to change PoE settings on a port-by-port
basis. Let’s look at the PoE interface commands available to us:

4506-switch(config-if)#power inline ?
auto Automatically detect and power inline devices
never Never apply inline power
static High priority inline power interface
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This is the default setting. If the endpoint is a Cisco device such as a Cisco 7960 IP
phone, the power settings will be negotiated automatically. To demonstrate this, let’s look
at a show power inline command output on the 4500 switch:

4506-switch#show power inline gigabitEthernet 3/2

Interface Admin Oper Power(Watts) Device Class
From PS To Device
Gi3/2 auto on 13.5 12.0 Cisco IP Phone 7965 3

Interface AdminPowerMax
(Watts)

Gi3/2 15.4

We can see that the Admin setting is set to auto. Using CDP, the switch detected the
Cisco 7965 phone. The switch placed it into 802.3af power settings as a class 3 device
and thus allocated 15.4 watts of power to it. However, the switch went one step further and
dropped the power output to the device to 12.0 watts.

Now see what happens if we change port 3/2 so it will not send any power on the port
regardless of what the device is on the other end:

4506-switch(config)#interface gi3/2
4506-switch(config-if)#power inline never

After running this command, you see that the port is no longer powering the phone.
Note that both the Admin and Oper status are set to off:

4506-switch#show power inline gi3/2

Interface Admin Oper Power(Watts) Device Class
From PS To Device
Gi3/2 off off 0 0 n/a n/a

Interface AdminPowerMax
(Watts)
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Finally, let’s see what the results are with our 7965 phone if we statically set the power
first to 6 watts and then to 15.4 watts:

4506-switch(config)#interface gi3/2

4506-switch(config-if)#power inline static max 6000
4506-switch(config-if)#

1d22h: %ILPOWER-5-ILPOWER_POWER_DENY: Interface Gi3/2: inline power denied

When I set the max power to 6 watts, a log message is generated telling us “inline power
denied.” Because this is a class 3 device, we have to configure the minimum watts for the
802.3af standard. The show power inline instruction shows the Admin status as static
but the Oper status as POWER_DENY. Also note that the switch does not identify the device as
being a 7965, because that needs a minimum of 7 watts to exchange CDP information.

4506-switch#show power inline gi3/2

Interface Admin Oper Power(Watts) Device Class
From PS To Device
Gi3/2 static power-deny 0 0 Ieee PD 3

Interface AdminPowerMax
(Watts)

Gi3/2 6.0
Let’s bring the phone back online by configuring the static max to 15.4 watts:

4506-switch(config)#interface gi3/2
4506-switch(config-if)#power inline static max 15400
4506-switch(config-if)#

Now we see that the phone is recognized and boots. It is now utilizing more power (a
full 15.4 watts) than when it is configured to auto-negotiate the power:

4506-switch#sh power inline gi3/2

Interface Admin Oper Power(Watts) Device Class
From PS To Device
Gi3/2 static on 17.3 15.4 Cisco IP Phone 7965 3

Interface AdminPowerMax
(Watts)
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Gi3/2 15.4

The power inline static command can be useful if you have non-Cisco phones that
you know use only 8 watts, for example. Because non-Cisco devices cannot negotiate using
CDP, each port will allocate the full 15.4 watts of power to the device. You can hard-code
the power settings to 8 watts to save 7.4 watts per port!

Understanding and Configuring
VLANSs and Voice VLANSs

I highly recommend that you logically separate voice and data devices on your network.

To see why this step is necessary, you need to understand the concept of virtual LANS.
We’ll see how to configure VLAN trunk links to span logical VLANSs across multiple
physical Layer 2 switches. Then we’ll look at how to configure Layer 3 inter-VLAN routing
so that devices on separate VLANSs can communicate with one another. I’ll then introduce
you to the VLAN Trunking Protocol (VTP), explaining what it is used for and how to
configure it. Finally, we’ll look at voice VLANS to see why they are needed and how to
deploy them in your network. Let’s get started:

An Overview of VLANs

A virtual LAN (VLAN) is a logical segmentation of the network that allows a group of
devices to act as if they were on the same physical network. Devices that reside on the same
VLAN share the same broadcast domain. Figure 4.4 shows how a single physical switch
can be logically broken up into two separate “logical” switches.

FIGURE 4.4 Logical VLAN separation

Switch
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In this example we have four PCs connected to a Layer 2 switch. The switch is
configured to have two PCs in VLAN 10 and the other two in VLAN 20. All devices
within a VLAN are typically configured in the same IP subnet. So using our example,
devices residing in VLAN 10 will be configured with an IP address within the 192.168.10.
X/24 range, whereas devices in VLAN 20 are configured with an IP address within the
192.168.20.X/24 1P space.

Breaking up broadcast domains is critical on larger networks. Broadcast traffic in
flat networks with hundreds or thousands of devices can lead to degraded performance.
VLAN:S allow an administrator to break up a single broadcast domain into multiple
domains to decrease broadcast traffic. Let’s look at how we would configure VLANSs on a
Layer 2 Cisco switch.

Configuring VLANSs

Using Figure 4.4 as our example, let’s configure a Layer 2 switch for VLANSs 10 and 20.
We’re going to say that VLAN 10 is our Sales department VLAN and VLAN 20 is our
Marketing department. Before we configure anything, let’s see what our switch is currently
configured with by issuing a show vlan brief command:

Switch#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48
Gi0/1, Gi0/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup



Understanding and Configuring VLANs and Voice VLANs 125

The default setup for a Cisco switch is that all ports reside in VLAN 1. Now let’s
configure our two new VLANSs and give them proper names:

Switch#configure terminal
Switch(config)# vlan 10
Switch(config-vlan)#name Sales
Switch(config)#vlan 20
Switch(config-vlan)#name Marketing
Switch(config-vlan)#end
Switch#show vlan brief

To verify that we properly created our two new VLANs, we’ll run another show vlan
brief command:

Switch#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48
Gi0/1, Gi0o/2

10 Sales active
20 Marketing active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Our two new VLANS have successfully been configured, but all the ports still reside in VLAN 1.
Let’s move ports Fa0/1-24 into the Sales VLAN and Fa0/25-48 into the Marketing
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VLAN by entering into config-if-range mode to configure multiple switchports and then issuing
the switchport access vlan command to set the ports to reside in the proper VLAN:

Switch#configure terminal

Switch(config)#interface range fastEthernet 0/1 - 24
Switch(config-if-range)#switchport access vlan 10
Switch(config-if-range)#exit

Switch(config)#interface range fastEthernet 0/25 - 48
Switch(config-if-range)#switchport access vlan 20
Switch(config-if-range)#end

To verify that our ports are now in the correct VLANS, let’s run the show vian brief
command one last time:

Switch#show vlan brief

VLAN Name Status Ports
1 default active Gi0/1, Gi0/2
10 Sales active Fa0/1, Fa0/2, Fa0/3, Fa0O/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
20 Marketing active Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

As you can see, ports Fa0/1-24 now reside in the Sales VLAN, and ports Fa0/25-48 are
in the Marketing VLAN.

Configuring VLAN Trunks

The previous example showed how to configure VLANSs on a single switchport. But what if
you have a network that spans multiple floors and requires the interconnection of multiple
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switches? Taking this scenario one step further, what if you have Sales and Marketing
employees connected to multiple switches, but you would like them to reside in the same
logical VLAN? The solution to this problem is interconnecting switches with a VLAN trunk
port. Figure 4.5 shows our new network topology with two switches that have VLANs 10
and 20 trunked between them.

FIGURE 4.5 AVLAN trunk
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A VLAN trunk port is a link between two Layer 2 switches that can transport traffic
from multiple VLANS. It keeps the traffic between the VLANS separate by tagging each
frame. VLAN tagging essentially places a VLAN identifier on each frame. In our example,
frames on VLAN 10 that need to go from one switch to the other are tagged as belonging
to VLAN 10.
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Detailed discussion of VLAN trunking is beyond the scope of this book, but it is an
important part of preparing the network infrastructure for voice applications. I’ll show you
the most common method for configuring VLAN trunk links using the 802.1Q trunking
protocol. 802.1Q is an IEEE standard that is supported by virtually every network vendor
in the world.

Using Figure 4.5 as our example, let’s configure a VLAN trunk link between Switches A
and B using the 802.1Q trunking protocol on port Fa0/1. For simplicity’s sake, let’s assume
that both Switch A and Switch B have been identically configured to switch VLAN 10 and
20. Configuring an 802.1Q trunk between the switches requires the following steps.

Step 1: Configure the VLAN Trunk Encapsulation Type

You can configure your VLAN trunk encapsulation for either the 802.1Q standard or
Cisco’s proprietary ISL trunking. I highly recommend that you configure your trunk
using 802.1Q. I haven’t seen anyone using ISL trunks for years. You can also configure
one side of the trunk to negotiate the encapsulation method, but since we know we want
to use 802.1Q, just keep it simple and specifically configure it as such. The command for
configuring VLAN trunk encapsulation is switchport trunk encapsulation.

Step 2: Configure the VLAN Trunk Mode

There are several options for the VLAN trunk’s operational mode, including dynamic
desirable and dynamic auto. But since we know we want to configure the port as a trunk,
we can simply hard-code the port using the switchport mode trunk command. Let’s
configure Switch A and Switch B for trunking on port Fa0/1.

Here’s the Switch A configuration command:

Switch-A#configure terminal

Switch-A(config)#interface fa0/1
Switch-A(config-if)#switchport trunk encapsulation dotlq
Switch-A(config-if)#switchport mode trunk
Switch-A(config-if)#end

Here’s the Switch B configuration command:

Switch-B#configure terminal

Switch-B(config)#interface fald/1
Switch-B(config-if)#switchport trunk encapsulation dotlq
Switch-B(config-if)#switchport mode trunk
Switch-B(config-if)#end

Now let’s issue a show interfaces trunk command on Switch A to see what our trunk
looks like:

Switch-A#show interfaces trunk
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Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/1 1-4094

Port Vlans allowed and active in management domain

Fa0/1 1,10,20

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 1,10,20

Switch-A#

At this point, our VLAN trunk is up and running and is successfully tagging frames
on VLANSs 10 and 20 between the two switches. There is one last cleanup step that is
typically taken to keep the configuration clean. As you’ll notice from the output of the show
interfaces trunk command, the VLANSs that are allowed to send traffic between the
two switches are 1-4094. This basically means that any new VLANS created on the two
switches can be trunked. Just as a precautionary measure, I typically limit which VLANs
are allowed on the trunk by issuing a switchport trunk allowed command on both trunk
interfaces to limit trunking to VLANs 10 and 20. Let’s do this now.

Here’s the Switch A configuration command:

Switch-A#configure terminal

Switch-A(config)#interface fa0/1
Switch-A(config-if)#switchport trunk allowed vlan 10,20
Switch-A(config-if)#end

Here’s the Switch B configuration command:

Switch-B#configure terminal

Switch-B(config)#interface fa0/1
Switch-B(config-if)#switchport trunk allowed vlan 10,20
Switch-B(config-if)#end

Now when we run the show interfaces trunk command again, we see that only
VLANSs 10 and 20 are allowed to traverse the trunk:

Switch-A#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1Q trunking 1
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Port Vlans allowed on trunk

Fa0/1 10,20

Port Vlans allowed and active in management domain

Fa0/1 10,20

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 10,20

Switch-A#

Now we have a two-switch network with two VLANS that are properly trunked
together. A Sales department user on a PC on Switch A, VLAN 10, can communicate with
another Sales department user attached to Switch B on VLAN 10. The same is true for
the Marketing department users on VLAN 20. But what happens if a Sales department
user PC needs to communicate with a Marketing department PC? Because VLANs break
up switches into multiple logical switches, the PCs on different VLANs currently have no
way of communicating with each other. To solve this dilemma, we need to configure inter-
VLAN routing.

Implementing Inter-VLAN Routing

When you statically configure IP addressing on a PC, you are required to enter the
following information:

= A unique IP address

* A subnet mask

= A default gateway

Every VLAN on your network is assigned its own IP subnet. For example, our Sales
VLAN (VLAN 10) has been given the following IP space:

IP subnet: 192.168.10.X/24
Default gateway: 192.168.10.1

Because the IP space is a /24, the IP space has a subnet mask of 255.255.255.0.
End devices such as PCs can be assigned to IP addresses between 192.168.10.2 and
192.168.10.254.

Our Marketing VLAN (VLAN 20) is in a separate IP space:

IP subnet: 192.168.20.X/24
Default gateway: 192.168.20.1

When a PC on VLAN 10 talks to another PC on the same VLAN, it uses broadcast
messages to initially find the end device. Because broadcasts are contained within a
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specific VLAN, we need a different way for a PC on VLAN 10 to figure out how to reach a PC
on VLAN 20. This is what the default gateway is for. The default gateway is configured on a
Layer 3 device such as a router. It is the router’s job to intercept requests from devices on one
VLAN and send them to devices located on another VLAN. Thus the term gateway,
because it is the only way to escape the confines of a VLAN. Router gateways keep track
of other networks and store this information in a routing table. This is how inter-VLAN
routing works.

There are essentially three methods for configuring inter-VLAN routing:

= Individual router links for each VLAN
=  VLAN trunked router link (router-on-a-stick)
= Layer 3 switching
Let’s look at each of these to see how they differ and how they are configured.

For simplicity’s sake, we assume that in each of the three configuration
TE scenarios we have the switch preconfigured with VLANs 10 and 20.

Individual Router Links

One way to set up inter-VLAN routing is to configure a separate router link for every
VLAN on your network. In our two-VLAN environment, the design would be set up like
Figure 4.6.

FIGURE 4.6 Individual router links
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On the switch side, all that needs to be done is to ensure that the interface is configured
as an access port in the correct VLAN. On the router side, we need to enable each router
interface and configure it to be the default gateway. Let’s look at how we go about
configuring our router and switch to route VLANs 10 and 20 between themselves. Here is
the switch configuration command:

Switch#configure terminal
Switch(config)#interface fa0/1
Switch(config-if)#switchport access vlan 10
Switch(config-if)#interface fa0/2
Switch(config-if)#switchport access vlan 20
Switch(config-if)#end

Here is the router configuration command:

Router#configure terminal

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if)#exit

Router(config)#interface fastEthernet 0/1
Router(config-if)#ip address 192.168.20.1 255.255.255.0

You can verify that the routes for your two networks are configured by issuing a show
ip route command on the router:

Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.10.0/24 1is directly connected, FastEthernet0/0
C 192.168.20.0/24 1is directly connected, FastEthernet0/1

Because both networks are directly connected, the router knows exactly how to reach the
networks. When a PC on VLAN 10 communicates with a PC on VLAN 20, traffic goes out
switchport Fa0/1 to router port Fa0/0. The router then looks up how to access the IP space
that VLAN occupies. The router determines that VLAN 20 traffic should be sent out router
interface Fa0/1, which sends it to switchport Fa0/2, where it ultimately reaches the PC.
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If you have a very small number of VLANS on your network, the individual router link
design may work for you. However, you can see that every new VLAN requires both a
separate switchport and router port. Therefore, this type of inter-VLAN routing design
does not scale well.

Next, let’s look at how we can configure an 802.1Q trunk link between the router and
switch so we can send multiple VLANSs across the same link. Using this setup, we eliminate
the need for separate ports per VLAN, and therefore this method scales much better.

VLAN Trunked Router Link

We’ve already discussed how to configure a VLAN trunk link between two Layer 2
switches. Configuring a trunked connection between a router and a switch is very similar. In
fact, the switch configuration is identical. Figure 4.7 shows how a single VLAN trunk link
can transport multiple VLANSs from the switch to the router to provide inter-VLAN routing.

FIGURE 4.7 AVLAN trunked router link
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Looking at the figure, you can see how this design gets the nickname “router on a stick.”
A single link is responsible for handling inter-VLAN routing. Let’s start configuring our VLAN
trunked router link configuration by first setting up the 802.1Q trunk port on the switch:
Here’s the switch configuration:

Switch#configure terminal

Switch-A(config)#interface fa0/2
Switch-A(config-if)#switchport trunk encapsulation dotlq
Switch-A(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 10,20
Switch(config-if)#end
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Next, we’ll configure VLAN trunking on the router Fa0/0 interface. To accomplish this,
we need to ensure that the physical interface is enabled, by entering interface configuration
mode and issuing a no shutdown command. Then we need to create subinterfaces on
our Fa0/0 port. These subinterfaces handle traffic for a specific VLAN. You can think
of them as virtual ports off a single physical port. On these subinterfaces, you configure
the encapsulation as dot1Q (for 802.1Q trunking). This allows the router interface to
understand 802.1Q tagging. Finally, you apply your gateway IP address to the subinterface.

Here’s the router configuration:

Router#conf t

Enter configuration commands, one per Tine. End with CNTL/Z.
Router(config)#int fa0/0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#int fa0/0.10
Router(config-subif)#encapsulation dotlQ 10
Router(config-subif)#ip address 192.168.10.1 255.255.255.0
Router(config-subif)#exit

Router(config)#interface fastEthernet 0/0.20
Router(config-subif)#encapsulation dotlQ 20
Router(config-subif)#ip address 192.168.20.1 255.255.255.0
Router(config-subif)#end

To verify that our VLAN trunk is properly configured, we’ll go back to the switch we
previously configured and issue a show interface trunk command:

Switch#show interface trunk

Port Mode Encapsulation Status Native vlan
Fa0/2 on 802.1Q trunking 1

Port Vlans allowed on trunk

Fa0/2 10,20

Port Vlans allowed and active in management domain

Fa0/2 10,20

Port Vlans in spanning tree forwarding state and not pruned
Fa0/2 10,20

Switch#
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The VLAN trunk is properly configured on the switch and is ready to send both VLAN
10 and 20 traffic destined to the default gateway on switchport Fa0/2.

The limit to the number of subinterfaces configured on a physical router port varies
from device to device, but this number is in the hundreds for newer Cisco routers. Keep
in mind that all of these subinterfaces share the bandwidth of the single link, so it is
important not to oversubscribe the link. For example, if we trunk VLAN 10 and 20 on
a 100Mbps FastEthernet connection, they both have to share that 100 Mbps. The more
VLANSs you add, the more traffic is sent over the link, and ultimately the more congested
the trunk links become.

To verify our routing, we’ll connect to the router and issue the show ip route
command:

Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.10.0/24 1is directly connected, FastEthernet0/0.10
C 192.168.20.0/24 1is directly connected, FastEthernet0/0.20
Router#

You’ll notice that this routing table output looks very similar to the routing table for
the individual router link. The main difference is that the router sees the IP networks as
being on the same physical interface, Fa0/0, but it distinguishes the 192.168.10.0/24 subnet
as belonging to subinterface Fa0/0.10 and the 192.168.20.0/24 network as belonging to
Fa0/0.20. The router tags the packet with the proper destination 802.1Q VLAN identifier,
and the switch is responsible for removing the tag and sending it to the correct destination
switchport.

The VLAN trunked router link design is far more scalable than the individual router
link design. You will find this setup in many small to medium-size businesses. If you have
a fairly large Ethernet LAN and need the ability to add many VLANSs on your network
without being concerned about congestion on trunked router links, you can implement
Layer 3 switching using special Cisco multilayer switches.

Layer 3 Switching

Layer 3 switching essentially takes the concept of a VLAN trunked router link between
a Layer 2 switch and a router and combines the Layer 2 switch and router into a single
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device. A Layer 3 switch (also known as a multilayer switch) has the ability to create Layer
3 VLAN interfaces on the switch hardware. Now, instead of having to traverse a VLAN
trunked link to reach a default gateway, which is rerouted directly back out the same link
to the switch, this process is performed on the switch using dedicated hardware modules
called Application-Specific Integrated Circuits (ASICs). The traffic is then switched on a
Layer 3 backplane, which can typically handle several gigabits of bandwidth or more.
This allows the administrator to create many more VLANSs on a network without the
worry of overutilizing a trunk link. It is also the preferred method for administrators
because they need only support one Layer 3 switch instead of a Layer 2 switch and a
router. Figure 4.8 shows how a Layer 3 switch is responsible for both the switching and
routing functions.

FIGURE 4.8 A Layer 3 switch
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To configure Layer 3 switching, you need to ensure that your switch is capable of
running in Layer 3 mode. By default, Layer 3 switching is disabled. To enable it, you must
issue the ip routing configuration command. Next, you configure VLAN interfaces for
each VLAN and assign the subnet gateway IP address to the virtual interface. Finally, you
issue a no shutdown command to enable the virtual interface. Let’s go ahead and start the
configuration:

L3-Switch#configure terminal

L3-Switch(config)#ip routing

L3-Switch(config)#interface vlan 10
L3-Switch(config-if)#ip address 192.168.10.1 255.255.255.0
L3-Switch(config-if)#no shutdown



Understanding and Configuring VLANs and Voice VLANs 137

L3-Switch(config-if)#exit

L3-Switch(config)#interface vlan 20
L3-Switch(config-if)#ip address 192.168.20.1 255.255.255.0
L3-Switch(config-if)#no shutdown

L3-Switch(config-if)#end

Now that we’ve configured our VLAN interfaces, we can view them just as if they were
physical Ethernet ports. Let’s look at the VLAN 10 and VLAN 20 virtual interfaces by
issuing a show interface vlan command:

L3-Switch#show interface vlan 10
V1anl0 is up, Tine protocol is up
Hardware is EtherSVI, address is 000b.465e.5600 (bia 000b.465e.5600)
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
input errors, 0 CRC, O frame, 0 overrun, 0 ignored

0
0 packets output, O bytes, 0 underruns
0 output errors, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
L3-Switch#show interface vlan 20
V1anl0 is up, Tine protocol is up
Hardware is EtherSVI, address is 000b.465e.5800 (bia 000b.465e.5800)
Internet address is 192.168.20.1/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
ARP type: ARPA, ARP Timeout 04:00:00
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Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
packets output, 0 bytes, 0 underruns
output errors, 0 interface resets
output buffer failures, 0 output buffers swapped out

o O O o

You can see that the VLAN 10 and 20 interfaces are up and the hardware states that it is
EtherSVI. SVI stands for switch virtual interface. Essentially, it’s a virtual interface created
in software but switched in hardware using special ASICs.

> 4 Keep in mind that the VLAN interface will be in a “down” state until you
‘d,-rz have a device on that VLAN. If you are having problems configuring the
VLAN and cannot get it to an “up” state, configure a switch access port
to belong to that particular VLAN and attach a PC to the switchport. The
VLAN will then move from being down to up. You may alternately have an
enabled trunk port carrying that VLAN between switches to achieve the
same up state.

You now have the skills to create VLANSs and inter-VLAN routing. In larger networks
with many switches and VLANSs, configuration of VLANs can become an administrative
nuisance. The next section will discuss VTP, a tool that you can use to help reduce the
VLAN administration burden on your network.

Using the VLAN Trunking Protocol

Every switch on your network maintains a VLAN database for every VLAN it knows
about. If your VLANSs span multiple switches, it can become burdensome to configure
the VLAN so that it is visible in every VLAN database switch. The VLAN trunking
protocol (VTP) is a way to add, delete, and modify VLANSs on a single switch and have
that VLAN information propagate into the VLAN database on other switches within
your network.
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To completely delete previously configured VLANs that are in the VLAN
P database of a switch, you can issue the following global command:

Switch#delete vlan.dat

The vlan.dat file is where the VLAN database is stored on the switch. You
can then reload the switch, and all the previously configured VLANs are no
longer there.

You need to understand several concepts in VTP before using the protocol. In fact, you
need to be very careful with VTP because it is possible to accidentally delete VLANs when
adding new switches to the network if you aren’t careful! I’ll first tell you about the three
VTP modes and when they should be used. Next I’ll discuss VTP revision numbers and
what they are used for. Then I’ll review the most common VTP configuration options used
in production networks.

Choosing a VTP Mode

You can configure a switch to be in one of three VTP modes: server, client, or transparent.
Each mode serves a different purpose, and you should take care to configure each switch
accordingly if you are planning to use VTP on your network. Here’s a summary of the
three VTP modes you can choose from.

VTP Server

The VTP server mode allows an administrator to add, delete, and modify VLANSs on the
network over trunked links. All changes are propagated to other switches within the VTP
domain. VTP server is the default VTP mode on all Cisco switches.

VTP Client

VTP client mode listens to the VTP server and copies its VLAN settings to its own VLAN
database. It also forwards the VTP update messages from the server to other switches
within the same VTP domain on its trunked links. This mode does not allow you to add,
delete, or modify VLANS.

VTP Transparent

VTP transparent mode basically disables VTP on the switch. You can add, delete, and
modify VLAN information on the switch, but it never propagates this information to
any other switch. Also, if the switch in this mode receives VTP update messages from
other switches it is trunked with, it ignores the updates locally but will pass them on to
connected neighbors.

Understanding VTP Revision Numbers

VTP uses the concept of revision numbers to help ensure that the most recent VLAN
database changes are propagated to all other switches within the same VTP domain. The
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higher the revision number, the more trusted the information, and therefore that is the
VLAN information that is updated to every other switch.

Each time a VLAN change is made on the switch (adding, deleting, or updating), the
revision number increments. This revision number is then incremented on all switches
within the VTP domain to ensure consistency.

)’ You must be very careful when adding a switch to a network that is

‘d"i configured for VTP server mode and uses the same VTP domain and/
or password. If you have a switch that you’ve been tinkering around
with in the lab setting up various test VLANs, each VLAN add/delete
will increment the VLAN revision number. If the newly added switch’s
revision number ends up being higher than the revision number of the
current production switches, VTP will assume that the new switch has
more recent VLAN information and will overwrite all of your VLANs
with the information contained on the new switch. To ensure that this
does not happen, you should always reboot your switch before adding
it to the network. Changing the VTP mode to transparent and then to
either client or server will reset the revision number back to zero. One
other tip is to use different VTP domain names and passwords on your
lab equipment. Remember that the switches must be part of the same
domain and share the same password in order to add, delete, modify,
and forward VTP messages.

Configuring VTP on Your Network

As mentioned earlier, VTP is in server mode by default. If you plan to use VTP on your
network, there is no need to have every switch on the network configured for server mode.
Typically, your distribution block switches are set for server mode, and the access layer
switches are set to run in client mode. In our example, we’ll configure Switch A to be in
VTP server mode, and it will send updates to Server B configured as a VTP client.

Figure 4.9 depicts our network layout, which assumes that both switches have been
preconfigured for 802.1Q trunking and have VLAN 10 and 20 already set up.

FIGURE 4.9 Anexample of VTP configuration

VTP Server VTP Client
/_:’ 802. 1Q Trunk /_:’
Switch-A Switch-B
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There are two versions of VTP. Both versions essentially perform the same functions on
Ethernet networks, so it really doesn’t matter which one you choose as long as everything
in your network is running the same version. Typically, I recommend running VTP
version 2 everywhere to ensure consistency.

The other vital configuration step is to configure the VTP domain. The VTP domain
is the VTP group that a switch belongs to. Once a switch is in a specific domain, it listens
only to updates within this group. All other VTP update messages are ignored. If the
switch has never been configured, the VTP domain will be blank. Because the switch is
in VTP server mode by default, it will join the first VTP domain from which it receives a
VTP update message. The only way to change the VTP name once it is set is to change it
manually while directly connected to the switch.

A third VTP configuration parameter that is optional but highly recommended is the
VTP password. VTP passwords ensure that no unauthorized switches can be added to
the network and no VLAN information is changed.

Now that you understand the VTP configuration options, let’s configure our two
switches with the following VTP setup:

= Switch A:

= VTP Mode: Server

= VTP Version: 2

* VTP Domain: Sybex

= VTP Password: CCNAVoice
= Switch B:

= VTP Mode: Client

= VTP Version: 2

* VTP Domain: Sybex

= VTP Password: CCNAVoice

Make sure you remember that both the VTP domain and VTP password
TE you assign to the switches are case sensitive!

First let’s issue the show vtp status command on Switch A so you can see how VTP is
set up by default on all Cisco switches:

Switch-A#show vtp status

VTP Version HY
Configuration Revision .5
Maximum VLANs supported Tocally : 1005
Number of existing VLANs H

VTP Operating Mode : Server
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VTP Domain Name

VTP Pruning Mode : Disabled
VTP V2 Mode : Disabled
VTP Traps Generation : Disabled
MD5 digest 1 OxA7 0x2B 0x66 0xB2 0x7C 0x0A 0xC7 0x3C

Now we’ll configure VTP on Switch A:

Switch-A(config)#vtp mode server
Switch-A(config)#vtp domain Sybex
Switch-A(config)#vtp version 2
Switch-A(config)#vtp password CCNAVoice

Another show vtp status command will verify that the changes were made correctly.
We’ll also run a show vtp password command to ensure that we have our VTP password set:

Switch-A#show vtp status

VTP Version H

Configuration Revision )

Maximum VLANs supported Tlocally : 1005

Number of existing VLANs 7

VTP Operating Mode : Server

VTP Domain Name : Sybex

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0x26 Ox3A OxAO 0x8C 0x66 0x01 OxAl OxF

Switch-A#show vtp password
VTP Password: CCNAVoice

Now that we have our VTP server properly set up on our network, let’s configure Switch
B as our VTP client:

Switch-B(config)#vtp mode client
Switch-B(config)#vtp domain Sybex
Switch-B(config)#vtp version 2
Switch-B(config)#vtp password CCNAVoice

Running show VTP status and show vtp password shows us that the switch was set to
VTP client and has all the proper configuration settings. Also notice that the Configuration
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Revision number is 5, which is the same as the VTP server that it received VTP update
messages from:

Switch-B#show vtp status

VTP Version 12

Configuration Revision : 5

Maximum VLANs supported locally : 1005

Number of existing VLANs 7

VTP Operating Mode : Client

VTP Domain Name : Sybex

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0x26 Ox3A OxAO 0x8C 0x66 0Ox01 OxAl OxF

Switch-B#show vtp password
VTP Password: CCNAVoice

Back on Switch A, we’ll configure a new VLAN for our Management group. The new
VLAN number is 30:

Switch-A#conf t

Switch-A(config)#vlan 30
Switch-A(config-vlan)#name Management
Switch-A(config-vlan)#end

This information should propagate over to Switch B. Figure 4.10 diagrams the process
by which the VTP Server updates the VTP Client switch.

FIGURE 4.10 The VTP update process

VTP Server VTP Client
Switch-A Switch-B
VTP Revision: 6 ——— VTP Revision: 6 —— VTP Revision: 5
VLAN VLAN
Database: Database:
VLAN 10 VLAN 10
VLAN 20 > > VLAN 20
VLAN 30 VLAN 30
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Let’s take a look at the process by running the show vtp status and show vlan brief
commands:

Switch-B#show vtp status

VTP Version 12

Configuration Revision H)

Maximum VLANs supported Tlocally : 1005

Number of existing VLANs : 8

VTP Operating Mode : Client

VTP Domain Name : Sybex

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : OxAA 0x10 OxFC 0x76 OxFD OxD5 O0xB3 0x4C

Notice that the Configuration Revision number has incremented, and now the number
of existing VLANSs is 8 instead of 7.

Switch-B#show vlan brief

VLAN Name Status Ports
1 default active Gi0/1, Gi0/2
10 Sales active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
20 Marketing active Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48

30 Management active

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Sure enough, Switch B has the new VLAN 30 configured in its VLAN database!



Understanding and Configuring VLANs and Voice VLANs 145

Configuring and Verifying Voice VLANSs

When it comes to configuring a separate VLAN for voice traffic, the process of
configuration and VLAN creation is exactly the same whether traffic is going router-to-
switch or switch-to-switch. The voice VLAN configuration differs when you want to use
Cisco IP phones that incorporate a data port on the phone for PC connections. Many Cisco
mid- and high-range phones such as the 7945G give users the ability to plug a PC into an
Ethernet port on the phone to provide network connectivity. The phone essentially becomes
a three-port switch at that point. One port connects the phone to the access-layer switch,
the second (virtual) port is for voice traffic to the phone, and the third port is to connect to
a PC for standard data transport. Figure 4.11 shows how a PC is plugged directly into the
phone, which is essentially trunked with both a voice and data VLAN.

FIGURE 4.11 A Cisco IP phone switch
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As you can see, the connection between the switch and the Cisco phone is an 802.1Q trunk
link. Tt is necessary to have a VLAN trunk because we have our voice and data separated on
two different VLANs. When configuring the VLAN trunk on the switchport that connects
to the phone, we use a slightly different method. The Cisco IOS has a unique command to
identify a VLAN as a voice VLAN. The command is switchport voice vlan. Even though
the switchport command doesn’t specifically reference 802.1a, in all actuality, this trunk link
between our switch and the Cisco phone is not a full-fledged 802.1Q trunk like those we have
practiced configuring between two switches and a switch and router. Instead, the Cisco switch
and Cisco IP phone use CDP to implement this quasi-trunk. The VLAN that is configured as
the voice VLAN is marked with an 802.1Q tag, while the data VLAN is considered to be
the native VLAN and is left unmarked. This VLAN trunk is capable of handling only two
VLANs—one tagged VLAN for voice and one untagged VLAN for data.

It used to be that the VLAN trunk link between the access switch and Cisco
A TE IPT phone was indeed a full-blown 802.1Q trunk. Unfortunately, it was easy
to fool this setup, and PCs could easily join the voice VLAN and use sniffers
to collect and re-create voice calls. Because the new quasi-trunk setup uses

CDP to identify which devices can join the voice VLAN, the new method is
much more secure.
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With that understanding of the voice VLAN, let’s add a new voice VLAN (VLAN 100)
and configure port Fa0/5 to trunk the voice VLAN (using the switchport voice vlan
command) and the Sales VLAN (data VLAN that is already configured on the switch) to
the Cisco phone according to Figure 4.11. First we’ll configure the voice VLAN:

Switch#configure terminal
Switch(config)#vlian 100
Switch(config-vlan)#name Voice
Switch(config-vlan)#end

Next let’s configure the switchport to quasi-trunk VLAN 100 for voice and VLAN 10
for or data transport:

Switch#configure terminal
Switch(config)#interface fa0/5
Switch(config-if)#switchport voice vlan 100
Switch(config-if)#switchport access vlan 10
Switch(config-if)#end

Great! Now we’ll run show vlan brief to verify that our port Fa0/5 is in both VLAN
10 and VLAN 100:

Switch#sh vlan brief

VLAN Name Status Ports
1 default active Gi0/1, Gi0/2
10 Sales active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
20  Marketing active Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48

30 Management active
100 Voice active Fa0/5
1002 fddi-default act/unsup

1003 trcrf-default act/unsup
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1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
Switch#

Sure enough, port Fa0/5 belongs to both the Sales (VLAN 10) and voice (VLAN 100)
VLANSs. Next we’ll discuss how we can mark and prioritize the voice traffic using the most
common QoS techniques.

Introduction to Quality of Service (QoS)

Quality of Service (QoS) is such an enormous topic in the world of networking that I could
fill an entire book dedicated solely to it. In fact, the Cisco CCVP certification dedicates the
642-642 exam to QoS topics. Not only is there a great deal to discuss about QoS, many of
the details of its mechanisms are very complex and difficult to grasp when you first start
learning about them. The CCNA Voice track requires you to know the very basics of QoS
in order to get some exposure to the topic. Fortunately for us, Cisco is making the actual
implementation of QoS easier all the time with the concept of auto-QoS. We will start by
discussing why we need QoS and the network requirements for voice packets. Then I’ll
explain the concept of QoS trust boundaries and where they should be located. Finally,

I'll introduce you to auto-QoS and how it simplifies much of the complexity for proper
implementation on a network.

Quality of Service (QoS) is the ability to identify time-sensitive traffic and give it priority
over other forms of traffic. IP networks have restrictions on both the amount of bandwidth
between two points and the latency, or time it takes for a packet to be moved between two
points. From a pure bandwidth point of view, the goal is to eliminate or at least reduce
bottlenecks on your network. Bottlenecks are network links interconnecting endpoints where
the amount of data sent out an interface exceeds the physical capabilities of the interface.
Figure 4.12 shows the network location where a bottleneck is most likely to occur.

FIGURE 4.12 A network bottleneck
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When we talk about network latency, we’re mainly talking about network delay and
network jitter. Some amount of network delay is always going to be present on even the
fastest networks. This is called fixed delay, which means the time it takes to send an
electrical or optical signal across a certain distance. This type of delay is very slight and
does not affect time-sensitive traffic such as voice.

Variable delay, on the other hand, is what QoS attempts to eliminate or at least reduce.
Variable delay refers to those bottleneck situations when your time-sensitive traffic has to
sit in a queue and wait for other packets to be sent out of the interface before your voice
packet can be sent. By incorporating QoS, we can give our voice packets priority over
traffic that is not time-sensitive so that we won’t be waiting in the queue and will thereby
reduce variable delay.

Jitter refers to the variations in time of arrival for time-sensitive packets. If it takes
40 ms (milliseconds) for the first voice packet to arrive and 90 ms for the second packet to
arrive, the jitter level is 50 ms.

One last network issue to watch out for with time-sensitive data is packet loss. If
bottlenecks get to the point where the queues start filling up, packet loss occurs. If this
happens, you can implement QoS to begin discarding less-critical data, which can be
identified using QoS classification and marking methods.

Specific network requirements for QoS for voice and video have been established for you
to use as guidelines. As long as you meet or beat the following criteria, your voice/video
applications should not experience any problems.

=  End-to-end delay: 150 ms or less
= Jitter: 30 ms or less
= Packet loss: 1 percent loss or less

So the goal for us is to implement QoS in order to provide a much more consistent and
steady transport mechanism for our voice packets. While our best-effort design may work
well for data, voice traffic requires a bit more care to function optimally. Now that we
know what we’re trying to accomplish with QoS, let’s turn our attention to how it works.

The QoS function has three stages, which we’ll look at in turn:

1. Traffic classification
2. Traffic marking
3. Traffic queuing

Traffic Classification

Traffic classification is the process of identifying time-sensitive packets. The identification
process must be performed first because the equipment must be able to clearly identify
certain traffic. Creating voice VLANS makes it easy to identify voice traffic because we can
assume that any packets on the voice VLAN should be classified as such.
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Traffic Marking

Traffic marking is the process of flagging critical packets so the rest of the network can
properly identify them and give them priority over all other traffic. Cisco phones have the
ability to mark voice packets with a Class of Service (CoS) value. The CoS is a field within
the Layer 2 Ethernet frame header that marks traffic as being one of eight (0 to 7) classes.
The higher the CoS value, the more priority is given. By default, voice traffic is marked
with a classification of 5. If data is not marked with a CoS, it is given a value of 0. The CoS
is used by Layer 2 switches for proper queuing.

The Cisco phone also marks the IP packet with a Type of Service (ToS) identifier. The
ToS essentially does the same thing as the CoS but is intended to be used by Layer 3 devices
such as routers and switches.

Traffic Queuing

Traffic queuing is the process of ordering certain types of traffic for transport over
LAN/WAN interfaces. Many different queuing techniques are available, which can be
overwhelming. Fortunately, one queuing technique is considered optimal for voice traffic,
Low Latency Queuing (LLQ). LLQ does the best job of eliminating variable delay, jitter,
and packet loss on a network. LLQ on a switch creates a strict-priority queue for voice
traffic. The auto-QoS configuration method utilizes LLQ as its default mechanism.

Now let’s look at how and where we can classify and mark traffic using the high-level
design concept of QoS trust boundaries.

Identifying QoS Trust Boundaries

We can classify, mark, and begin enforcing queuing strategies for IP traffic at several
points along a network. But where should this process begin? The simplest answer is
to push your trust boundary out as far to the endpoint as possible. But depending on
the type of network, you may have to pull the boundary in a bit depending on how
much you trust the end devices (that’s why it’s called a “trust” boundary!). If you

have full control of endpoints, then you control the CoS and ToS markings that are
generated, and you can push the trust boundary out to the phone and even PC level.

If you do not have as much control over your network, it might be better to begin
marking CoS/ToS values as soon as the traffic hits your switch. Also, you may run into
a situation where your access-layer switches cannot be configured for QoS. Because

of this, you have no choice but to configure the trust boundary at the distribution
layer. Figure 4.13 displays where trust boundaries can be implemented within a typical
network.
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FIGURE 4.13 Trust boundaries
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Most organizations will trust CoS/ToS markings from the Cisco phones but will not
trust the markings from devices attached to the phone such as a PC. When network data
from the PC reaches the Cisco phone, the switch will ignore the CoS/ToS markings and
consider all data packets to have a value of 0.

Now that you understand the basics of QoS and trust boundaries, let’s see how we can
easily implement them on our network using auto-QoS.

Auto-QoS Implementation Options

There are only three options for configuring auto-QoS on an interface using the auto
gos voip command. Once you understand these three options, configuring QoS on your
network will be a snap! Here is the output of the switch when configuring auto-QoS:

Switch(config-if)#auto qos voip ?
cisco-phone Trust the QoS marking of Cisco IP Phone
cisco-softphone Trust the QoS marking of Cisco IP SoftPhone
trust Trust the DSCP/CoS marking

Let’s look at the options to understand when each one should be used.

cisco-phone You should use this option when you want to trust the QoS markings from
your Cisco phone. Note that I said “Cisco” phone and not “IP” phone. Cisco uses CDP
between the switch and phone to ensure that the device is indeed a phone and not some
other device attempting to get a better classification for its traffic. Because CDP is Cisco
proprietary, it works only when Cisco phones are connected or when other companies
license CDP technology (such as Mitel IP Phones).

cisco-softphone This option is very similar to the cisco-phone option except it trusts
the CoS/ToS markings on PCs that are running the Cisco IP Communicator software.
The IP Communicator software runs CDP once again to ensure that the device is properly
identified as a Cisco phone.
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trust The trust option basically means that the switch will trust any CoS/ToS value
received and treat the traffic accordingly. Be cautious when configuring this on access
ports, because people “in-the-know” can manipulate the classification markings of data
traffic on their PCs and have their data sent as priority traffic when it should be treated as
normal traffic. But where the trust option should absolutely be used is between all of the
switch and router interfaces that interconnect your network equipment. As soon as you set
a location for your trust boundary, all other devices within that boundary can safely trust
the CoS/ToS markings they receive.

That’s all there is to auto-QoS. Let’s use Figure 4.14 as our network example
for configuring QoS on a production network. Assume that the Sales, Marketing,
Management, and Voice VLANS are preconfigured on the network. Switchport Fa0/5 is
configured to use VLAN 10 for data and VLAN 100 for voice traffic. Also assume that
802.1Q trunking is configured between the switch and the CME router.

FIGURE 4.14 Anexample of QoS
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First, we need to set our trust boundary. Let’s assume that we’ll trust the Cisco phones
but not trust ordinary PCs. Therefore, our trust boundary is set at the phone, using the
auto qos voip cicso-phone command:

Switch-A#confure terminal
Switch-A(config)#interface fastEthernet 0/5
Switch-A(config-if)#auto qos voip cisco-phone
Switch-A(config-if)#end

Let’s see exactly what auto-QoS is configured on our port, using the show run
interface command:

Switch-A#sh run int fa0/5
Building configuration...
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Current configuration : 487 bytes
!

interface FastEthernet0/5
switchport access vlan 10
switchport mode dynamic desirable
switchport voice vlian 100

mls qos trust device cisco-phone
mls qos trust cos

auto qos voip cisco-phone
wrr-queue bandwidth 10 20 70 1
wrr-queue min-reserve 1 5
wrr-queue min-reserve
wrr-queue min-reserve

1
2
3
wrr-queue min-reserve 4
wrr-queue cos-map 1 0 1
wrr-queue cos-map 2 2 4

6

wrr-queue cos-map 3 3 7
wrr-queue cos-map 4 5
priority-queue out

spanning-tree portfast

We can see that the auto gos voip command actually configured all kinds of things
on the interface! The important thing we need to identify is that we’re trusting the Cisco
phone with the auto qos voip cisco-phone entry.

Once the trust boundary is set, we know that the interfaces connecting our Layer 2
switch to the CME router should be configured using the auto qos voip trust command.
Here’s the switch trunk port configuration for Fa0/1:

Switch-A#confure terminal
Switch-A(config)#interface fastEthernet 0/1
Switch-A(config-if)#auto qos voip trust
Switch-A(config-if)#end

Let’s look at our running configuration for our switch uplink to see the differences
between the auto qos voip trust configurations and the auto qos voip cisco-phone
output:

Switch-A#show run interface fa0/1
Building configuration...

Current configuration : 436 bytes
!

interface FastEthernet0/1
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switchport trunk encapsulation dotlq
switchport trunk allowed vlan 10,20,100
switchport mode trunk

mls qos trust cos

auto qos voip trust

wrr-queue bandwidth 10 20 70 1
wrr-queue min-reserve 1 5

wrr-queue min-reserve
wrr-queue min-reserve

1
2
3
wrr-queue min-reserve 4
wrr-queue cos-map 1 0 1
wrr-queue cos-map 2 2 4

6

wrr-queue cos-map 3 3 7
wrr-queue cos-map 4 5

priority-queue out

Notice that from a QoS configuration standpoint, the only difference between the trust
and cisco-phone configuration is the auto gos voip trust command.

The configuration of the opposite-end switch is identical. Once you’ve completed
configuring all the interfaces, congratulations; you’ve successfully implemented QoS for
voice on your network!

Configuring Other Link
Efficiency Techniques

In addition to configuring QoS on your network for voice support, you can use two other
link efficiency techniques to help with the consistent transport of VoIP. These techniques
are compression and link fragmentation and interleaving (LFI).

Compression Techniques

Compression can come in many forms. I’ve already touched on how to use different voice
codecs to compress the audio payload. I will cover how to implement various codecs on
your CME in the next chapter. I’ve also mentioned the concept of using RTP compression
(cRTP) across WAN links to help ease any congestion issues as the result of the WAN link
being a bottleneck. Here is how to configure cRTP on a T1 PPP serial interface, which is
a common place to implement this type of compression. Figure 4.15 shows the network
layout for our example.
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FIGURE 4.15 Anexample of compression
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Configuration Steps

Configuring basic cRTP requires only one step, defining the ip rtp header-compression
ietf-format command on the link. Of course, the link also needs a common serial link
encapsulation type and IP addressing scheme for IP transport to work properly. Here are
the basic steps for configuring your serial links for cRTP.

The Router-A configuration looks like this:

Router-A(config)# interface serial 1/0
Router-A(config-if)# encapsulation ppp
Router-A(config-if)#ip add 10.1.1.1 255.255.255.252
Router-A(config-if)# ip rtp header-compression jetf-format
Router-A(config-if)# end

The Router-B configuration looks like this:

Router-B(config)# interface serial 1/0
Router-B(config-if)# encapsulation ppp
Router-B(config-if)#ip add 10.1.1.1 255.255.255.252
Router-B(config-if)# ip rtp header-compression jetf-format
Router-B(config-if)# end

We can now verify that cRTP is enabled and compressing RTP headers by issuing
the sho ip rtp header-compression command. Here’s the output of this command on
Router-A:

Router-A#show ip rtp header-compression

RTP/UDP/IP header compression statistics:
Interface Seriall/0 (compression on, IETF)

Revd: 1473 total, 1452 compressed, 0 errors, 0 status msgs
0 dropped, 0 buffer copies, 0 buffer failures
Sent: 1234 total, 1216 compressed, 0 status msgs, 379 not predicted

41995 bytes saved, 24755 bytes sent
2.69 efficiency improvement factor
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Connect: 16 rx slots, 16 tx slots,
6 misses, 0 collisions, O negative cache hits, 13 free contexts
99% hit ratio, five minute miss rate 0 misses/sec, 0 max

Link Fragmentation Interleaving (LFI)

A second link-efficiency technique that is commonly used on PPP multilink circuits is called
link fragmentation interleaving (LFI). This process takes much larger data packets and
fragments them into smaller, more manageable sizes. It then is able to send voice packets in
between the newly fragmented data packets. This process ensures that voice packets have

a more consistent variable delay and significantly cuts down on voice jitter. You configure
LFI over a PPP multilink by using the ppp multilink command to enable multilink PPP
and then the ppp multilink interleave command to enable LFI.

Network Infrastructure Services
for VolP support

The network infrastructure equipment can also provide supplementary services to assist in
the support of a Cisco Unified Communications solution. Routers or Layer 3 switches can
provide Dynamic Host Control Protocol (DHCP) services to your phones to dynamically
assign IP addresses and other network information to the phones. The infrastructure can
also serve as a centralized point for synchronizing your UC equipment clocks by being the
Network Time Protocol point of reference. Let’s look at how we configure both of these
network services for our VoIP solution.

Configuring DHCP for Voice Functionality

DHCP allows an endpoint device (such as a Cisco IP phone) to boot up on the network
and request network information, which it dynamically receives from a DHCP server. This
section shows how to configure DHCP on your CME router for your end devices.

DHCP server functionality is considered a service on your IOS router. It is disabled by
default. To enable the DHCP service you use the following configuration command:
Router(config)# service dhcp

The next step in your DHCP server-configuration process is to ensure that specific
IP addresses on your network are never handed out to endpoints. You must specifically
exclude IPs such as default gateways and other static interfaces that are already in use. If
you skip this step, you run the risk of having an endpoint assigned an IP address that is
already in use, which causes an IP conflict. IP conflicts are a very bad thing because they
disrupt proper IP transport on your network for the devices with the conflict. You can
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configure a range of IP addresses to exclude with a single command. Typically, I configure
all of my network interface and other critical IP address assignments on lower IP space.
Therefore, if I’'m creating a DHCP pool using a 255.255.255.0 subnet mask, I will exclude
the first 20 IP addresses within that range. For example, suppose I want to configure a
DHCP pool for the 192.168.100.0/24 range. My excluded command would then look
like this:

Router(config)# ip dhcp excluded-address 192.168.100.1 192.168.100.20

Next, you want to create the DHCP pool for your network space. The first part in
creating the pool is to name it. Because we want to create a pool for our IP phones, we’ll
name the pool voip-pool. Here is the command to complete this step:

Router(config)# ip dhcp pool voip-pool

As soon you name your DHCP pool, you are placed into dhcp-config mode. This is
where you actually create your IP scope with the network command and any additional
DHCP information you want to give to the endpoints. Following are the common
parameters for endpoints.

Default-router This parameter is mandatory for any endpoints. It tells the endpoint
what IP address to use for its default-gateway.

Domain-name This parameter specifies the domain name you want your endpoints to use.

DNS-server This parameter informs the endpoints about the IP addresses of their
DNS servers for name resolution. You can specify up to eight DNS servers with a
single command.

Lease This command allows you to specify how long an endpoint is to maintain the
dynamically assigned IP address. You can specify the number of days, hours, or minutes or
even tell it to maintain the address infinitely.

Another critical parameter that you will want to configure when setting up DHCP
for your Cisco IP phones is the IP address of the TFTP server where the Cisco phone
configuration files are located. All Cisco phones (SIP and SCCP) must download a
configuration file when they first boot. This configuration file contains important
information for the phone to properly function with the CUCM. The IP phones must know
the location of the TFTP server so they can request the configuration file. The DHCP
option 150 parameter is used to provide the IP address of the server.

For example, to implement the following information

=  Network: 192.168.100.0/24

= Default router: 192.168.100.1
*  Domain name: ccnavoicel.com
=  DNSserver: 192.168.10.5

= TFTP server: 192.168.100.10

= Lease time: 6 hours
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we would use these DHCP configuration parameters:

Router(dhcp-config)#network 192.168.100.0 255.255.255.0
Router(dhcp-config)#default-router 192.168.100.1
Router(dhcp-config)#domain-name ccnavoicel.com
Router(dhcp-config)#dns-server 192.168.10.5
Router(dhcp-config)#option 150 ip 192.168.100.10
Router(dhcp-config)#lease 0 6 0

Router(dhcp-config)#end

Once those configuration steps are complete, when your IP phones are on the voice
VLAN, they will dynamically receive.

Monitoring and Troubleshooting the DHCP Service

You can monitor your DHCP service with the following useful show commands:

show 1ip dhcp binding Use this command to display the dynamic IP to MAC address
mappings. It also lets you know when a specific lease will expire. The following example
shows the binding for the DHCP leased IP address 192.168.100.101:

Router# show ip dhcp binding 192.168.100.101

IP address Hardware address Lease expiration Type
192.168.100.101 00a0.9802.32de Mar 01 2009 12:00 AM Automatic

show 1ip dhcp conflict This command lists any IP address conflicts and the time the
detection occurred. It also indicates the method of conflict detection. The example shows a
conflict for the IP address 192.168.100.101:

Router# show ip dhcp conflict

IP address Detection Method Detection time
192.168.100.101 Ping Mar 01 2009 12:28 PM

Configuring the Network Time Protocol

The Network Time Protocol (NTP) should be configured on every single piece of network
equipment in a production network. It is very important to have synchronized times for all
of your logging information. It is also important in the voice world to have your phones
properly synchronized for time. Issues can arise when clocks are mismatched. For instance,
your Unity voice mail needs to know the proper time so it can correctly inform a user when
a person called and left a message.
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Usually, I will specify two devices on a network that have access to a public time source
from the National Institute of Standards and Technology (NIST). Keep in mind that NTP
runs over UDP port 123, so make sure you have this port open on your firewall ruleset to
allow access. Configuring a time source on a Cisco 10S device is quite simple. First, you
specify the time zone that your equipment resides in, using the clock timezone command.
Next, you issue the command ntp server and specify an IP address of one of the public
time servers. Then you can configure all of your other network devices to peer with the
device receiving an external clock. Let’s configure a router for an external NTP server. This
example will use the external time source IP address of 192.5.41.41.

Router#configure terminal
Router(config)#clock timezone CHICAGO -6
Router(config)#ntp server 192.5.41.41

Router(config)#end
You may live in a location that adheres to daylight savings time. If
P TE that is the case, you will need to let the Cisco device know by using a

clock summer-time command option. We can issue a show ntp status
command to verify that Router-A is synchronized. Keep in mind that it may
take several minutes for the synchronization process to complete.

Router#show ntp associations

address ref clock st when poll reach delay offset disp
*7192.5.41.41 .USNO. 1 285 512 377 33.9 1.23 1.0
* master (synced), # master (unsynced), + selected, - candidate, = configured

Our NTP server is listed and synchronized. We know it is properly synchronized because
of the asterisk (*) to the left of the IP address.

Summary

In this chapter we began with the three options available for powering your Cisco

IP phones. You then learned about network configuration basics such as VLAN
configuration and how to route properly between VLANs. We also spent some time
examining the proper way to implement VTP on the network for ease of managing
VLANSs. We then went over quality of service basics and how to configure auto-QoS for
VoIP. We discussed additional link-efficiency techniques to help you to eliminate any
bottlenecks on the network. Lastly, we covered how to configure network services that
help support voice functionality.
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As you can see, you need to configure some modifications on your network
infrastructure route/switch gear to ready it for voice traffic. But at its heart, the
infrastructure is basically the same in terms of moving your packets from point A to
point B. Just like with Chinese food, you may have different main dishes (voice and data
traffic), but they’re always served with a foundation of rice (network infrastructure).

Exam Essentials

Know the three different power options for IP phones. The power brick is attached to the
phone and plugs directly into the wall outlet. A power patch panel or power injector sits
between an IP phone and a standard non-PoE switch; power is sent to the phone over the
same cable that voice traffic resides on. Finally, the PoE switch offers power directly from
the switch to the phone over an Ethernet cable.

Understand the different PoE proprietary and IETF standards of IP phones and PoE
switches. As long as the power source can meet the requirements of the IP phone, the
Cisco PoE switch uses CDP to negotiate the best power option.

Know how to calculate and manipulate power requirements for your IP phone deployment
for PoE switches. It is important to determine your power requirements for any PoE
devices on the network. You should also understand how to change the PoE management
modes on a per-switch and per-switchport basis.

Understand the purpose of VLANs. VLANs segment broadcast domains. A logical
VLAN acts as a physically separate network.

Know what VLAN trunks are used for. VLAN trunks transport multiple VLANs across
the same physical link while keeping the traffic separate using VLAN tags.

Understand the need of inter-VLAN routing. When you have two separate VLANSs, you
need a way for the two VLANs to communicate with each other. Inter-VLAN routing is a
Layer 3 feature that routes Layer 2 traffic for inter-VLAN communication.

Understand the VLAN Trunking Protocol (VIP). VTP is a service to help assist with the
adds/changes/deletions of VLANs on a network. The three VTP modes are server, client,
and transparent. VTP uses revision numbers to keep track of the latest updates on the
network.

Understand the difference between data and voice VLANs. Cisco switches use CDP to
identify Cisco IP phones on the network. Voice VLANS are configured differently at the
switchport level. Finally, voice VLANSs are tagged on the switchport, while any PC that is
connected to a switch or Cisco IP phone is untagged.

Know the network requirements for voice. End-to-end delay should be 150 ms or less.
Jitter should be 30 ms or less. Packet loss should be at 1 percent or less.
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Know the three QoS classification steps. QoS requires the traffic to be first classified,
then marked, and finally queued.

Understand QoS traffic trust boundaries. The closer to the source your boundary is, the
better the QoS will ultimately be.

Know how to implement auto-QoS on a network. Auto-QoS is designed to simplify
the QoS implementation for voice traffic. You should be familiar with a few auto-QoS
commands to properly configure your infrastructure for QoS of voice.

Understand basic link-efficiency techniques. Techniques such as compression and LFI can
help transport your voice traffic as efficiently as possible across the infrastructure.

Know how to configure network services for VoIP support. Cisco IP phones rely heavily
on DHCP servers for information such as IP address, default-router, DNS, and the location
of IP phone configuration files by defining the option 150 parameter for a TFTP server.

Understand the purpose of NTP and how to configure it. NTP is used to synchronize
time for all of your phone equipment on the network. Synchronization of time helps to
ensure proper operation and support of your VoIP network.

Written Lab 4.1

Werite the answers to the following questions:

What is the command to display the power settings on a PoE switchport?

What is the command to see what VLAN all of your switchports belong to?

What two commands are used to configure a new VLAN 100 with the name of Voice?
What interface command assigns a switchport to a voice VLAN of 55?

What interface command assigns a switchport to a VLAN of 105?

o a0 k0w N2

What two interface commands configure the port to be a VLAN trunk that uses
802.1Q tagging?

7. What interface command sets the VLAN trunk to allow only VLANs 10, 20, and 30
to be transported over the link?

8. What command lets you view the VTP information currently configured on a switch?
9. What command lets you view the VTP password configured on the switch?
10. What command enables DHCP on the router?

(The answers to Written Lab 4.1 can be found following the answers to the review
questions for this chapter.)
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Hands-on Labs

Here is a list of the labs in this chapter:
Lab 4.1: Setting Power Options on PoE Ethernet Interfaces
Lab 4.2: Configuring Voice and Data VLANSs and Switchport Assignment
Lab 4.3: Setting up VTP
Lab 4.4: Configuring Auto-QoS
Lab 4.5: Setting up a DHCP Server
To complete these labs, you need the following equipment:
Lab 4.1: one Cisco PoE switch
Lab 4.2: one Cisco switch
Lab 4.3: one Cisco switch
Lab 4.4: one Cisco switch

Lab 4.5: one Cisco router

Hands-on Lab 4.1: Setting Power Options on PoE
Ethernet Interfaces

Log into your PoE switch and go into privileged exec mode by typing enabTe.

2. View the current power settings by typing show power inline fa0/1. You should
see that the switchport is set for an Admin state of auto. This is the default PoE
configuration.

3. Enter into interface configuration mode for PoE port Fa0/1 by typing configuration
terminal and interface fa0/1.

4. View your power options by typing power inline ?. You should see the following
options:

PoE-switch(config-if)#power inline ?

auto Automatically detect and power inline devices
never Never apply inline power
static High priority inline power interface

5. Configure the switchport so that it never supplies power to end devices by typing power
inline never. Exit configuration mode by typing end.
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6. Verify your configuration changes by again viewing the power settings by typing show
power inline fa0/1. You should now see that the Admin state is off and no power is
allocated to the switchport.

Hands-on Lab 4.2: Configuring Voice
and Data VLANs and Switchport Assignment

Log into your switch and go into privileged exec mode by typing enable.

Enter configuration mode by typing configuration terminal.

Configure two new VLANSs on the switch. VLAN 10 is named Data and VLAN

20 is named Voice. To accomplish this, type vlan 10, and you will enter VLAN
configuration mode. Type name Data. Then configure VLAN 20 by typing vlan 20.
Once in VLAN 20 configuration mode you can label the VLAN by typing name Voice.
Exit configuration mode by typing end.

Verify your configuration changes by typing show vlan brief. You should see
something similar to the following:

PoE-switch#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Fa0/25, Fa0/26, Fa0/27, Fa0/28
Fa0/29, Fa0/30, Fa0/31, Fa0/32
Fa0/33, Fa0/34, Fa0/35, Fa0/36
Fa0/37, Fa0/38, Fa0/39, Fa0/40
Fa0/41, Fa0/42, Fa0/43, Fa0/44
Fa0/45, Fa0/46, Fa0/47, Fa0/48
Gi0/1, Gi0/2

10 Data active

20 Voice active

1002 fddi-default act/unsup
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1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Next, we want to configure port Fa0/1 to belong to VLAN 10 if the end device is a PC
and VLAN 20 if the end device is a Cisco IP phone. To set this up, we must enter interface
configuration mode by typing configuration terminal and interface fa0/1.

Assign VLAN 10 to the port by typing switchport access vlan 10. Then configure
the voice VLAN to 20 by typing switchport voice vlan 20.

Exit configuration mode by typing end.

Verify your configuration changes by typing show vlan brief. You should now see
that port Fa0/1 belongs to both VLAN 10 and 20:

PoE-switch#show vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Fa0/25
Fa0/26, Fa0/27, Fa0/28, Fa0/29
Fa0/30, Fa0/31, Fa0/32, Fa0/33
Fa0/34, Fa0/35, Fa0/36, Fa0/37
Fa0/38, Fa0/39, Fa0/40, Fa0/41
Fa0/42, Fa0/43, Fa0/44, Fa0/45
Fa0/46, Fa0/47, Fa0/48, Gi0/1

Gi0/2
10 Data active Fa0/1
20 Voice active Fa0/1
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup
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Hands-on Lab 4.3: Setting Up VTP

Log into your switch and go into privileged exec mode by typing enab1le.

2. View the VTP settings by typing show vtp status. You should see that the default
VTP mode is server.

3. Enter configuration mode by typing configuration terminal.

We want this switch to be able to receive and forward VTP messages but not make any
additions, changes, or deletions. Therefore, we type vtp mode client.

5. We want the switch to belong to the VTP domain called lab-domain. Type vtp domain
Tab-domain.

Our VTP domain uses VTP version 2. We then need to type vtp version 2.

Finally, all of our switches within the VTP domain lab-domain use a password of
mypassword. To configure this, type vtp password mypassword.

Exit configuration mode by typing end.
Verify your configuration changes by typing show vtp status and show vtp

password. You should see the following configuration:

PoE-switch#show vtp status

VTP Version H

Configuration Revision : 5

Maximum VLANs supported locally : 1005

Number of existing VLANs . 8

VTP Operating Mode : Client

VTP Domain Name : lab-domain

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0x26 O0x3A OxAO 0x8C 0x66 0x01 OxAl OxF

Switch-A#show vtp password
VTP Password: mypassword

Hands-on Lab 4.4: Configuring Auto-QoS

1. Log into your switch and go into privileged exec mode by typing enable.

2. Enter interface configuration mode for port Fa0/1 by typing configuration terminal
and interface fa0/1.
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Check your Auto-QoS options by typing auto qos voip ?. You should see the
following output:

PoE-switch(config-if)#auto qos voip ?

cisco-phone Trust the QoS marking of Cisco IP Phone
cisco-softphone Trust the QoS marking of Cisco IP SoftPhone
trust Trust the DSCP/CoS marking

Configure the switchport to trust the QoS marking of a Cisco IP phone. Type auto qos
voip cisco-phone.

Exit interface configuration mode by typing end.

Hands-on Lab 4.5: Setting Up a DHCP Server

P WD =

10.

1.

Log into your router and go into privileged exec mode by typing enable.
Enter configuration mode by typing configuration terminal.
Enable the DHCP service by typing service dhcp.

We’ll use the 172.16.1.0/24 network as our DHCP pool. We also want to exclude
the first five IP addresses from being handed out. To do this, type ip dhcp excluded
address 172.16.1.1 172.16.1.5.

Enter DHCP configuration mode and name the pool lab-pool by typing ip dhcp
pool Tab-pool.

Now that we’re in DHCP configuration mode, configure the IP pool space by typing
network 172.16.1.0 255.255.255.0.

Set the default-gateway for the DHCP devices to 172.16.1.1 by typing
default-router 172.16.1.1.

Set the domain name for the DHCP devices to lab-domain.com by typing domain-name
Tab-domain.com.

Set the DNS server for the DHCP devices to 4.2.2.2 by typing dns-server 4.2.2.2.

Set the TFTP server for the DHCP devices to 192.168.100.100 by typing
option 150 1ip 192.168.100.100.

Exit DHCP configuration mode by typing end.
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Review Questions

1. What Cisco IP phone power options power the phones using the Ethernet connection? To
accomplish this, they sit between the IP phone and non-PoE switch. Choose all that apply.

A. Power brick

B. 802.3af switch

C. ILP switch

D. Powered patch panel
E

Power injector

2. AnILP PoE switch can power devices of up to how many watts?

A. 6.0W
B. 154W
C. 63W
D. 7.0W

3. What protocol does a Cisco IP phone use to tell the PoE switch how much power it requires
for the phone?

A. PoE protocol

B. iLBC
C. VTP
D. STP

E. CDP

4. What Cisco power saving method helps to negotiate the exact power requirements of a
Cisco IP phone?

A. IPM

B. 802.3af
C. ILP

D. CDP

5. What protocol is used to notify the Cisco IP phone of its voice VLAN number?
A. PoE
B. Spanning Tree Protocol
C. Cisco Discovery Protocol
D. VLAN Trunking Protocol



10.

1.

Review Questions

What command syntax properly configures a Cisco switchport for a Cisco IP phone on
VLAN 50 while in interface configuration mode?

A. switchport mode access 50
switchport access vlan 50
switchport voice vlan 50

switchport access voice 50

moow

switchport access voice vlan 50

Devices that reside in the same VLAN share what?
A. The same collision domain

B. The same VTP domain

C. The same voice VLAN domain

D. The same broadcast domain

167

What IOS command lets you view which interfaces are configured as VLAN trunk links?

A. show trunk

B. show interfaces trunk

C. show switchport trunk

D. show trunk interfaces

What do you need to configure to allow devices on one VLAN to communicate with
devices on a different VLAN?

A. Inter-VTP routing

B. Inter-VLAN routing

C. Broadcast bridging

D. VLAN bridging

E. Spanning Tree Protocol

Which VTP mode allows administrators to add, delete, and modify VLAN information on

the switch without propagating that information to any other switch?
A. VTP server

B. VTP client

C. VTP cluster

D. VTP transparent
E. VTP access

How are the voice and native data VLANSs treated differently on the link between the Cisco

switch and the Cisco IP phone?

A. The voice VLAN is tagged using 802.1Q and the data VLAN is not tagged.

B. The voice VLAN is tagged using ISL and the data VLAN is tagged using 802.1Q.
C. The voice VLAN is not tagged and the data VLAN is tagged using ISL.

D. The voice VLAN is not tagged and the data VLAN is tagged using 802.1Q.
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12.

13.

14.

15.

16.

17.
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What is the cause of jitter, a form of variable delay on a network?
A. CODEC processing

B. Compression techniques

C. Transcoding delay

D. Queuing delay

What is the maximum end-to-end delay for voice packets on a network according to Cisco?

A. 200 ms
B. 100 ms
C. 150 ms
D. 80 ms

E. 250 ms

What is the first step in the QoS process?
A. Traffic marking

B. Traffic classification

C. Traffic queuing

D. Traffic forwarding

Ideally, where should the QoS trust boundary be located?
A. At the distribution layer

At the core layer

As close to the endpoint as possible

As far away from the endpoint as possible

moow

At the L3 gateway

When you configure auto-QoS on your Cisco switches using the auto gos voip command,
what queuing technique is used?

A. PQ

B. LLQ

C. Fast Queuing

D. Custom Queuing

Which of the following can be used to eliminate delay and jitter of time-sensitive traffic
such as voice? Choose all that apply.

A. Interface buffering

LFI

VTP

Increasing the bandwidth

QoS

moow
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18. Why is it important to configure DHCP option 150 for Cisco voice networks?

19.

20.

A.
B.
C.
D.

It defines the default gateway for the phone.

It defines the IP address of the TFTP server.

It defines the IP address of the communications manager.
It defines the IP address for CDP.

What I0S configuration mode syntax can be used to remove the first 10 IP addresses from
DHCP scope using the 192.168.1.1/24 subnet?

A.
B.
C.
D.

ip excluded-address 192.168.1.1 192.168.1.10

ip excluded-address dhcp 192.168.1.1 192.168.1.10
dhcp excluded-address 192.168.1.1 192.168.1.10
ip dhcp excluded-address 192.168.1.1 192.168.1.10

A Cisco 7985 IP phone is an 802.3af class 3 device that requires 15.4 W of power to
operate. You plug the phone into a Cisco PoE switch and the phone does not properly
power up. What could be the problem? Choose all that apply.

A.

B.
C.
D

The PoE switch supports both ILP and 802.3af but only up to class 2 devices.
The PoE switch supports only ILP.
The PoE switch is overutilized and cannot power any additional devices.

The PoE switch supports 802.3af devices up to class 3.
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Answers to Review Questions

1. D, E. Both the powered patch panel and the power injector sit between the IP phone and
switch and power the phone on the Ethernet cable.

2. B. AnILP PoE switch provides up to 15.4 watts of power to capable devices.

3. E. The Cisco Discovery Protocol (CDP) is used to discover IP phones and negotiate power
options.

4. A. Cisco Intelligent Power Management (IPM) works between Cisco PoE switches and
Cisco IP phones to negotiate and allocate the exact amount of power needed by the phone.

5. C. CDP is used between a Cisco switch and Cisco IP phone to inform the phone of its voice
VLAN number.

6. C. The switchport voice vlan 50 command is the correct syntax.
7. D. Devices within the same VLAN share a broadcast domain.

8. Answer: B. The show interfaces trunk command is the proper syntax to see which
interfaces are configured as VLAN trunk links.

9. B. You must configure some type of inter-VLAN routing for devices located on separate
VLANSs to communicate with each other.

10. D. VTP transparent mode does not propagate any changes to any other connected switches.
11. A. Voice VLANS are tagged with 802.1Q and the native data VLAN is left untagged.

12. D. Variable delay occurs in bottleneck situations where voice traffic has to sit in a queue
and wait for other packets to be sent out of the interface before a voice packet can be sent.
This delay is the cause of jitter.

13. C. A maximum of 150 ms end-to-end can be handled and still maintain high-quality voice calls.
14. B. Traffic is always classified first in the QoS process.
15. C. QoS performs best when the trust boundaries are as close to the endpoints as possible.

16. Answer: B. Low Latency Queuing (LLQ) is the queuing mechanism used when you config-
ure auto-QoS.

17. B, D, E. You can implement LFI and QoS techniques and/or increase bandwidth to help
eliminate bottlenecks on the wire that can cause delay and jitter.

18. B. Option 150 defines the IP address of the TFTP server, where the phone can download
configuration files.

19. D. The ip dhcp excluded-address syntax is the proper way to exclude IP addresses from the
DHCP scope.

20. B, C. Some older Cisco PoE switches support only the Cisco proprietary ILP option, which
can power devices requiring up to 6.3 W. A second possibility is that the switch is powering
many other PoE devices and has simply run out of power to allocate to the newly added phone.
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Answers to Written Lab 4.1

—

show power inline

show vlan brief

vlan 100, name Voice

switchport voice vlan 55

switchport access vlan 105

switchport mode trunk and switchport trunk encapsulation dotlq
switchport trunk allowed vlan 10,20,30

show vtp status

© ® N © O A W N

show vtp password

10. service dhcp
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COVERED IN THIS CHAPTER INCLUDE
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v Implement Cisco Unified Communications Manager
Express to support endpoints using CLI.

= Describe the appropriate software components needed to
support endpoints.

« Describe the requirements and correct settings for TFTP.
=« Configure TFTP.

= Describe the differences between key-system and
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ephones and ephone-DNs.

= Configure Cisco Unified Communications Manager Express
endpoints.

v Perform basic maintenance and operations tasks to
support the VolP solution.

« Describe basic troubleshooting methods for Cisco Unified
Communications Manager Express.



In Chapter 5 we’re going to start configuring the CUCM
Express. Up until now, you’ve been reading all the theory and
rhetoric behind PSTN and VoIP technology as well as how to
design and build your network to support VoIP. Now you’re finally going to be able to dig
in and install software to support voice.

This chapter starts off discussing the CUCM licensing options available to you. Then
we’ll move on to installing the Cisco IOS that supports voice as well as show how to
download and install the CUCM Express software, which interacts with the Cisco IOS
software to function. Then you will learn the essential command-line configuration
steps required on a CUCM Express system for call processing to function, and you will
configure phones and extensions to the point where you can make phone calls. Once you
can properly configure basic phone capabilities using the command line, you will learn how
to enable and use the CUCM Express graphical web interface to configure and manage
your voice environment. Lastly, we’ll go over a troubleshooting methodology that helps
you quickly identify and resolve common CUCM Express problems. I will also detail some
handy show and debug commands to assist you with the troubleshooting process.

Understanding CUCM
Express Licensing

One of the more complex tasks required when ordering Cisco voice gear is the way Cisco
handles licensing structures. You need three Cisco licenses to run your CUCM Express
system and Cisco phones on your network:

= Cisco IOS license for voice capabilities
= CCME Express feature license
= Individual user licenses for the total number of Cisco phones

In this section we’ll review each of these so you can properly license and run a CUCM
Express system and Cisco IP phones.

I0S Licenses for Voice

The first license allows you to download and operate a version of Cisco IOS that has
CUCM Express functionality. When you purchase a router, it comes with an IOS feature
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set with which you can run the router. The license also allows you to download and install
new versions of this IOS feature set when they become available.

CUCM Express Feature Licenses

Just because you own the license to run the voice-capable IOS image doesn’t mean you can
start adding Cisco IP phones. The second license you need is the CUCM Express feature
license. This license determines how many phones you can run on the CUCM. They are
sold in bundles; the smallest bundle is 25 Cisco IP phones. Table 5.1 shows the current
CUCM Express feature license bundles available.

TABLE 5.1 CUCM Express 7965 feature license bundles

License Description

FL-CCME-250 CUCM Express support for up to 250 IP phones
FL-CCME-175 CUCM Express support for up to 175 IP phones
FL-CCME-100 CUCM Express support for up to 100 IP phones
FL-CCME-50 CUCM Express support for up to 50 IP phones
FL-CCME-35 CUCM Express support for up to 35 IP phones
FL-CCME-25 CUCM Express support for up to 25 IP phones

Let’s say you have an environment that on day one requires 150 IP phones. For this
number, you should purchase the FL-CCME-175 license. Then, as the business grows, the
next installment of phones on this network is 30, bringing the total number to 180. Instead
of purchasing all new licenses, you can simply add to your 175-license total by purchasing
the FL-CCME-25 license. Now you have CUCM Express license support for up to
200 phones.

Cisco Phone User Licenses

Finally, you need the Cisco phone user license. When you place an order for Cisco phones,
you are given three different license options for each Cisco phone. For example, Table 5.2
lists the part numbers and descriptions for the 7965G phone:
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TABLE 5.2 Cisco IP phone part numbers

Part Number Description

CP-7965G= Spare phone w/o license
CP-7965G-CH1 Phone w/ CUCM user license
CP-7965G-CCME Phone w/ CUCM Express user license

As you can see, you are given several ordering choices for a single phone! The CP-
7965G= is simply a spare phone. It does not come with a license. These are most commonly
purchased to serve as “cold spares” at businesses. If a licensed phone on the network
were to break, it could be replaced with the unlicensed spare as a one-to-one trade. These
unlicensed phones are less expensive but they can be used only as replacements.

The other two license options are for either the CUCM/CUCMBE or the CUCM
Express call-processing systems. The pricing is slightly different for these two parts. The
CHI1 licenses are more expensive than the CCME licenses, but the CH1 licenses can
legitimately be used by the larger CUCM system. By contrast, the CCME licenses cannot
be used for the CUCM/CUCMBE systems. So if you think you may upgrade from a CUCM
Express system to one of the bigger CUCM systems, you may want to go ahead and
purchase the CH1 licenses so you won’t have to purchase phone user licenses twice.

Cisco CUCM Express License Bundles

Cisco is attempting to make licensing for voice capabilities easier on the purchaser by
bundling Cisco ISR hardware with both the IOS and CUCM Express feature licenses.
These CUCM Express license bundles are basically ready to go. All you need to do after
buying one is to choose which Cisco phones you want to install and make sure each phone
purchased comes with either the CH1 or CCME license. Table 5.3 shows a few examples of
the types of ISR voice bundles that Cisco currently offers.

TABLE 5.3 ISR bundle examples

Bundle Part Number Description CUCM Express Licenses

CISC0O3825-CCME/K9 Cisco 3825 ISR with IOS SP and Up to 168 Cisco phones
voice services

CISC0O2851-CCME/K9 Cisco 2851 ISR with IOS SP and Up to 48 Cisco phones
voice services

CISC0O2801-CCME/K9 Cisco 2801 ISR with IOS SP and Up to 8 Cisco phones
voice services
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Cisco Voice I0S and CUCM
Express Software Installation

The CUCM Express upgrade/installation process requires the installation of two separate
but dependent pieces of software. One is the Cisco IOS with voice services, and the other is
the CUCM Express software. The versions of these two software items must be compatible
with each other to avoid any operability issues. Cisco has a handy website that gives you a
very clear IOS compatibility matrix for the version of IOS/CUCM Express software you
wish to run. This matrix is frequently updated and can be found at http://www.cisco
.com/en/US/docs/voice_ip_comm/cucme/requirements/guide/33matrix.htm

Once you've decided on the IOS and CUCM Express software you wish to run on your
supported router hardware, you can download the software from the http://www.cisco
.com/go/software website. Downloading the IOS software from the Cisco website is quite
simple. The IOS is a single file with a .bin extension. Once it is downloaded, you can put
the software on a TFTP server and transfer it over to the router.

? In order to download software from Cisco, you must register at
TE www.cisco.com and have a valid service contract for the software you

wish to acquire.

The process of uploading an IOS image to your router is fairly simple. For example,
suppose you’ve just downloaded the c3825-1pvoicek9-mz.124-15.XZ2.bin IOS image and
have it sitting on your TFTP server at 192.168.1.11. On your Cisco router, you issue the
copy tftp: flash: command to upload the image to the router compact flash (CF) drive.
The router then asks you for additional information such as the IP address of your TFTP
server and the filename of the image you wish to TFTP. You can also rename the file if you
want it to be named something different on the router. Here is the TFTP upload process
in action:

Router#copy tftp: flash:

Address or name of remote host [192.168.1.11]7

Source filename [c3825-ipvoicek9-mz.124-15.XZ2.bin]?

Destination filename []? c3825-ipvoicek9-mz.124-15.XZ2.bin

Accessing tftp://192.168.1.11/c3825-1ipvoicek9-mz.124-15.XZ2.bin...
Erase flash: before copying? [confirm]ln

Loading c3825-ipvoicek9-mz.124-15.XZ2.bin from 192.168.1.11

(via GigabitEthernet0/0): !!1ILIELILLEELEE R LR R EE R EErrrrrrrnd
RN RN R RN RN R RN R RN R R RN RN RN R RN RN R RN RN RN R R Y
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[OK - 47576204 bytes]

Verifying checksum... CCCCCCCCCCCCCCCCCCCCCCcccccccccccccccccccccccccecc
Ccceeeececcccccccccccccccccccccccccccccce ok (oxs420)
47576204 bytes copied in 859.716 secs (55339 bytes/sec)

Router#
> 4 Make sure you have sufficient storage space on your router prior to
‘d,-r; uploading any files. To verify the amount of space on the flash drive of

a router, issue a show flash privileged exec command to see the total
number of bytes free. If you don’t have enough space, you’ll have to delete
other files/images using the delete flash:<file name>command.

Using a USB Thumb Drive as an Alternate Method for Uploading Software

If you have a router with USB ports such as any of the newer Cisco ISRs, you might find
that uploading IOS and CUCM Express software just got a little easier and faster! You
could go through the typical process of setting up a TFTP server and transferring the files
across the network. This can take a great deal of time and effort to accomplish. If you
happen to have physical access to the router, you can simply load the image files onto
your trusty USB thumb drive and insert it into the router. The router will mount your USB
thumb drive as usbflash1 (or usbflash2 if you have two USB ports), and you can run copy
usbflashl: flash: to move your images to the router CF. For example:

TechRepublic-Router# copy usbflashl:/c3825-1ipvoicek9-mz.124-15.XZ2.bin flash:

Destination filename [c3825-ipvoicek9-mz.124-15.XZ2.bin]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCcccccccccceccccceccccccccccccccccccc
Cccceeccececcecccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
Ccccceccececcececcececcrcrcrcrccrcrcrccccrcccccccceccccccccccccccccccccccccc
Ccccceccececcecccceccccrcccrcrcceccccrccccrccccccccccccccccccccccccccccccccc
ccceeecceccececcccc

[output omitted]

Verifying checksum... CCCCCCCCCCCCCCCCCCCCCccccccccccccccccccccccccccccccecc
CCCcceceeccccecccceccccecccceccccccce ok (o0xs420)

47576204 bytes copied in 68.756 secs (1193025 bytes/sec)

This method also works for uploading the CME software using the archive tar /xtract
command, which you will learn how to use next. Not only does this save time setting up a
TFTP server, but copying from a USB flash drive is much faster than TFTP!
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Installing CUCM Express software on your 10S router can either be a pain or a real
snap depending on the method you choose. The CUCM Express software consists of over
100 separate files that can be downloaded individually or as a Zip file from the
cisco.com/software website. If you download the Zip package, you must unzip the
files prior to uploading them to the router. That leaves you with quite a task, because
you need to TEFTP every file to the router flash drive.

An alternative method is to download and archive a prepackaged CUCM
Express system that comes as a single . tar file. The .tar packages will be labeled
cme-full.X.X.X.tar or cme-basic.X.X.X.tar, where X.X.X is the CUCM Express version
number. The cme-basic package contains the more common Cisco phone load files,
whereas the cme-full package includes all the load files. In addition, the cme-basic package
includes the necessary web GUI files. The cme-fu11 version includes all of the same web
GUI files as well but also contains additional ring tone files, desktop backgrounds, and
basic automatic call distribution (B-ACD) files.

Once you’ve selected the .tar package that is compatible with the IOS image you’ve
already uploaded, you can upload the CUCM Express software via TFTP, using the
archive tar /xtract command. This command automatically extracts the individual files
and places them in an orderly directory structure for your convenience.

)’ If you download and install a . tar package, you can always download and
‘d"i install additional software functionality that you need but was not included
in the package. To do so, find the software files you require and TFTP them
onto the router flash drive where the prepackaged software has been
extracted.

The next example shows us again using 192.168.1.11 as our TFTP server, and we are
uploading and extracting files from the single cme-fu11-4.3.0.0. tar file:

Router#archive tar /xtract tftp://192.168.1.11/cme-ful1-4.3.0.0.tar flash:
Loading cme-ful1-4.3.0.0.tar from 192.168.1.11 (via GigabitEthernet0/0): !
extracting bacdprompts/app-b-acd-2.1.2.2-ReadMe.txt (18836 bytes)
extracting bacdprompts/app-b-acd-2.1.2.2.tc1 (24985 bytes)

extracting bacdprompts/app-b-acd-aa-2.1.2.2.tcl (35485 bytes)

extracting bacdprompts/en_bacd_allagentsbusy.au (75650 bytes)

extracting bacdprompts/en_bacd_disconnect.au (83291 bytes)

extracting bacdprompts/en_bacd_enter_dest.au (63055 bytes)!

extracting bacdprompts/en_bacd_invalidoption.au (37952 bytes)

extracting bacdprompts/en_bacd_music_on_hold.au (496521 bytes)!!
extracting bacdprompts/en_bacd_options_menu.au (123446 bytes)!

extracting bacdprompts/en_bacd_welcome.au (42978 bytes)

extracting bacdprompts/en_bacd_xferto_operator.au (34794 bytes)!
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CME43-full-readme-v.2.0.txt (22224 bytes)
Desktops/320x212x12/CampusNight.png (131470 bytes)
Desktops/320x212x12/CiscoFountain.png (80565 bytes)!
Desktops/320x212x12/List.xml (628 bytes)
Desktops/320x212x12/MorroRock.png (109076 bytes)
Desktops/320x212x12/NantucketFlowers.png (108087 bytes)
Desktops/320x212x12/TN-CampusNight.png (10820 bytes)
Desktops/320x212x12/TN-CiscoFountain.png (9657 bytes)
Desktops/320x212x12/TN-Fountain.png (7953 bytes)
Desktops/320x212x12/TN-MorroRock.png (7274 bytes)!
Desktops/320x212x12/TN-NantucketFlowers.png (9933 bytes)
Desktops/320x212x12/Fountain.png (138278 bytes)
gui/Delete.gif (953 bytes)

gui/admin_user.html (3845 bytes)

gui/admin_user.js (647358 bytes)!!!

gui/CiscolLogo.gif (1029 bytes)!

[output cut]

This process takes a few minutes. Once it’s complete, we can issue a dir flash:
command to see the contents and structure of our CUCM Express system on the compact

flash drive:

Router#dir flash:
Directory of flash:/

1 drw- 0 Apr 7 2009 18:17:56 +00:00 bacdprompts

13 -rw- 22224  Apr 7 2009 18:25:56 +00:00 CME43-full-readme-v.2.0.t
Xt

14 drw- 0 Apr 7 2009 18:18:06 +00:00 Desktops

27 drw- 0 Apr 7 2009 18:18:14 +00:00 gui

45  -rw- 496521  Apr 7 2009 18:26:22 +00:00 music-on-hold.au

46 drw- 0 Apr 7 2009 18:18:28 +00:00 phone

127 drw- 0 Apr 7 2009 18:31:02 +00:00 ringtones

161 -rw- 47576204  Apr 7 2009 18:37:22 +00:00 c3825-ipvoicek9-mz.124-15
.XZ2.bin

511664128 bytes total (395001856 bytes free)

From the output of the dir flash:command, you can see that our IOS image is on the
CF along with several CUCM Express software directories. You can look into the various
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directories as well. For instance, if you want to view the contents of the gui directory, you
would do the following:

Router#dir flash:/gui
Directory of flash:/qui/

28  -rw- 953  Apr 7 2009 18:26:06 +00:00 Delete.gif

29 -rw- 3845  Apr 7 2009 18:26:06 +00:00 admin_user.html
30 -rw- 647358 Apr 7 2009 18:26:10 +00:00 admin_user.js

31 -rw- 1029  Apr 7 2009 18:26:12 +00:00 Ciscologo.gif

32 -rw- 174  Apr 7 2009 18:26:12 +00:00 Tab.gif

33 -rw- 16344  Apr 7 2009 18:26:12 +00:00 dom.js

34 -rw- 864  Apr 7 2009 18:26:12 +00:00 downarrow.gif

35 -rw- 6328 Apr 7 2009 18:26:14 +00:00 ephone_admin.html
36 -rw- 4558  Apr 7 2009 18:26:14 +00:00 Tlogohome.gif

37 -rw- 3724  Apr 7 2009 18:26:14 +00:00 normal_user.html
38 -rw- 76699  Apr 7 2009 18:26:16 +00:00 normal_user.js

39 -rw- 843  Apr 7 2009 18:26:16 +00:00 sxiconad.gif

40 -rw- 1347  Apr 7 2009 18:26:16 +00:00 Plus.gif

41  -rw- 2399  Apr 7 2009 18:26:18 +00:00 telephony_service.html
42  -rw- 870 Apr 7 2009 18:26:18 +00:00 uparrow.gif

43  -rw- 9968  Apr 7 2009 18:26:18 +00:00 xml-test.html

44  -rw- 3412  Apr 7 2009 18:26:20 +00:00 xml.template

511664128 bytes total (395001856 bytes free)

The gui directory lists all of the files needed for utilizing the CUCM Express web
graphical user interface (GUI). Another important directory is the phone directory. It
contains the files requested by any Cisco phones on the CUCM Express. Let’s drill into the
phone directory and its subdirectory, labeled 7945-7965:

Router#dir flash:phone/7945-7965
Directory of flash:phone/7945-7965/

48 -rw- 2496963  Apr 7 2009 18:26:30 +00:00 apps45.8-3-2-27.sbn
49  -rw- 585536  Apr 7 2009 18:26:34 +00:00 cnu45.8-3-2-27.sbn
50 -rw- 2453202  Apr 7 2009 18:26:44 +00:00 cvm45sccp.8-3-2-27.sbn
51 -rw- 326315  Apr 7 2009 18:26:46 +00:00 dsp45.8-3-2-27.sbn
52 -rw- 555406  Apr 7 2009 18:26:48 +00:00 jar45sccp.8-3-2-27.shn
53 -rw- 638 Apr 7 2009 18:26:50 +00:00 SCCP45.8-3-3S.Toads
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54 -rw- 642  Apr 7 2009 18:26:50 +00:00 term45.default.loads
55 -rw- 642  Apr 7 2009 18:26:52 +00:00 term65.default.loads

511664128 bytes total (395001856 bytes free)

This directory stores all of the files that a Cisco 7945 through 7965 series IP phone will
require. These files are requested by the Cisco phones and are downloaded using TFTP.
We’ll configure CUCM Express telephony services later in this chapter.

Initial CUCM Express Configuration

Cisco IP phones using the SCCP signaling protocol rely on servers to receive information
such as the firmware and configuration files. This section details the files that the phones
require and shows how to configure them on the CUCM Express router. First, you’ll see how
to turn the CUCM Express into a TFTP server to offer up specific Cisco phone firmware
files. Then we’ll move on to the four mandatory CUCM Express system configurations
needed to support IP phones. Finally, I’ll show you how to configure and generate individual
phone configuration files to allow each Cisco phone to have unique functionality within the
voice system. After all these steps are completed, your Cisco phone will be able to connect
successfully to its host CUCM Express and use the information gathered to function as a
VolIP phone!

Configuring CUCM Express as a TFTP Server

When a Cisco IP phone successfully powers up, it will use CDP to determine the voice
VLAN it should belong to and then request and receive, at a minimum, an IP address/
subnet mask and gateway IP address via DHCP. It also must have the all-important
option 150 IP address, which is the location of the TFTP server. As you’ve already
learned, for voice the TFTP server is responsible for delivering Cisco phone firmware
and configuration files to the phones when requested. The TFTP server can be located
anywhere on your network, but in smaller environments, the CUCM Express router is
configured for TFTP. This is the first server the IP phone gets its information from. One
group of files that our Cisco IP phone will request is its firmware, which is specifically
tailored to the type of Cisco phone hardware. If you are using your CUCM Express router
to handle TFTP server functionality, you must configure the IOS to serve up the firmware
that your phones will request. Because we’ve downloaded and extracted the .tar CUCM
Express software, the extraction process neatly placed all the necessary firmware files
needed by most phones into an easy-to-understand directory structure. All you need to
do is figure out which Cisco phones you will want to allow on your network and then
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configure the router to serve the appropriate files. You can see all of the firmware file
directories by issuing the dir flash:/phone command:

Directory of flash:/phone/

47 drw- 0 Apr 7 2009 18:18:28 +00:00 7945-7965
56 drw- 0 Apr 7 2009 18:18:56 +00:00 7937
58 drw- 0 Apr 7 2009 18:19:24 +00:00 7914
60 drw- 0 Apr 7 2009 18:19:26 +00:00 7906-7911
69 drw- 0 Apr 7 2009 18:19:52 +00:00 7920
71 drw- 0 Apr 7 2009 18:19:58 +00:00 7931
79 drw- 0 Apr 7 2009 18:20:24 +00:00 7942-7962
88 drw- 0 Apr 7 2009 18:28:46 +00:00 7921
96 drw- 0 Apr 7 2009 18:29:30 +00:00 7940-7960
101 drw- 0 Apr 7 2009 18:29:38 +00:00 7970-7971
110 drw- 0 Apr 7 2009 18:30:06 +00:00 7975

118 drw- 0 Apr 7 2009 18:30:34 +00:00 7941-7961
511664128 bytes total (395001856 bytes free)

Let’s assume that we are going to be configuring Cisco 7945, 7965, and 7970 phones
in our environment. Therefore, we need to configure our TFTP server to offer all of the
files within the flash:/phone/7945-7965 and flash:/phone/7970-7971 directories. Note
that some of the firmware files work for multiple phones. For example, the firmware files
required by the Cisco 7945 are the same as those required by the 7965. This is because the
phones are essentially identical except for the number of extension buttons they have.

The 7945 has four extension buttons, whereas the 7965 has six.

Configuring the Cisco CUCM Express router to serve as a TFTP server for the
firmware files is quite simple. Each firmware file needs to have its own tftp-server
flash:/phone/<firmware_file> command. Also note that because our CUCM Express
files are organized with a directory structure, we must provide a directory alias for the
Cisco phones. Remember that Cisco phones are unintelligent devices for the most part.
They know only the name of the firmware files and not where they are located. Because
we’ve organized our CUCM Express software into directories, we must create aliases so
that when the Cisco phone asks for a file, it knows which subdirectory the file is located
in. Let’s use the 7945-7965 phone firmware files as an example. We’ll first run the dir
flash:/phone/7945-7965 command to see what firmware files those specific phones
will require:

Router#dir flash:phone/7945-7965
Directory of flash:phone/7945-7965/

48 -rw- 2496963  Apr 7 2009 18:26:30 +00:00 apps45.8-3-2-27.sbn
49  -rw- 585536  Apr 7 2009 18:26:34 +00:00 cnu45.8-3-2-27.sbn
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50 -rw- 2453202
51 -rw- 326315
52 -rw- 555406
53 -rw- 638
54  -rw- 642
55 -rw- 642

Apr 7
Apr 7
Apr 7
Apr 7
Apr 7
Apr 7

2009
2009
2009
2009
2009
2009

18:
18:
18:
18:
18:
18:

26:
26:
26:
26:
26:
26:

44
46
48
50
50
52

+00:
+00:
+00:
+00:
+00:
+00:

00
00
00
00
00
00

cvm45sccp.8-3-2-27.sbn
dsp45.8-3-2-27.sbhn
jar45sccp.8-3-2-27.sbn
SCCP45.8-3-3S.1o0ads
term45.default.loads
term65.default.loads

These phones will need all eight files to fully function properly. To offer up these files for
downloading to the phones, we need to configure the following:

Router#configure terminal
Enter configuration commands, one per Tine.

Router(config)#tftp-server flash

apps45.8-3-2-27.sbn

Router(config)#tftp-server

cnu45.8-3-2-27.sbn

Router(config)#tftp-server

cvm45sccp.8-3-2-27.sbn

Router(config)#tftp-server

dsp45.8-3-2-27.sbn

Router(config)#tftp-server

jar45sccp.8-3-2-27.sbn

Router(config)#tftp-server

SCCP45.8-3-3S.loads

Router(config)#tftp-server

term45.default.loads

Router(config)#tftp-server

term65.default.loads
Router(config)#

flash

flash

flash

flash

flash

flash

flash

End with CNTL/Z.
:/phone/7945-7965/apps45.8-3-2-27.sbn alias

:/phone/7945-7965/cnu45.8-3-2-27.sbn alias

:/phone/7945-7965/cvm45sccp.8-3-2-27.sbn alias

:/phone/7945-7965/dsp45.8-3-2-27.sbn alias

:/phone/7945-7965/jar45sccp.8-3-2-27.sbn alias

:/phone/7945-7965/SCCP45.8-3-3S.Toads alias

:/phone/7945-7965/term45.default.loads alias

:/phone/7945-7965/term65.default.loads alias

We’ve now successfully configured our CUCM Express router to serve up firmware files
for the Cisco 7945 and 7965 phones using TFTP. Let’s go ahead and finish off this example
by configuring the router to serve up firmware files for the Cisco 7971 phones. First we
look in the phone directory for the 7970 and 7971 phones:

Router#dir flash:/phone/7970-7971
Directory of flash:/phone/7970-7971/

102 -rw- 2494499
103 -rw- 547706
104  -rw- 2456051
105 -rw- 530601
106 -rw- 538527
107  -rw- 638

Apr
Apr
Apr
Apr
Apr

N N NN NN

Apr

2009
2009
2009
2009
2009
2009

18:
18:
18:
18:
18:
18:

29:
29:
29:
30:
30:
30:

46
48
58
00
04
06

+00:
+00:
+00:
+00:
+00:
+00:

00
00
00
00
00
00

apps70.8-3-2-27.sbn
cnu70.8-3-2-27.sbhn
cvm70sccp.8-3-2-27.sbn
dsp70.8-3-2-27.sbn
jar70sccp.8-3-2-27.sbn
SCCP70.8-3-3S.1oads
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108 -rw- 642  Apr 7 2009 18:30:06 +00:00 term70.default.loads
109 -rw- 642  Apr 7 2009 18:30:06 +00:00 term71l.default.loads

511664128 bytes total (395001856 bytes free)
Now we configure 10S to begin serving up these files using TFTP:

Router#configure terminal

Enter configuration commands, one per Tine. End with CNTL/Z.
Router(config)#tftp-server flash:/phone/7970-7971/apps70.8-3-2-27.sbn alias
apps70.8-3-2-27.sbn

Router(config)#tftp-server flash:/phone/7970-7971/cnu70.8-3-2-27.sbn alias
cnu70.8-3-2-27.sbn

Router(config)#tftp-server flash:/phone/7970-7971/cvm70sccp.8-3-2-27.sbn alias
cvm70sccp.8-3-2-27.sbn

Router(config)#tftp-server flash:/phone/7970-7971/dsp70.8-3-2-27.sbn alias
dsp70.8-3-2-27.sbn Router(config)#tftp-server flash:/phone/7970-7971/
jar70sccp.8-3-2-27.sbn alias jar70sccp.8-3-2-27.sbn
Router(config)#tftp-server flash:/phone/7970-7971/SCCP70.8-3-3S.loads alias
SCCP70.8-3-3S.loads

Router(config)#tftp-server flash:/phone/7970-7971/term70.default.loads alias
term70.default.loads

Router(config)#tftp-server flash:/phone/7970-7971/term71.default.loads alias
term71.default.loads

Router(config)#

That’s all there is to it! At this point, if you were to add one of these phones to your
network, it would receive all the necessary IP information and download the phone
firmware files from the TFTP server. The phone will not register to the CUCM Express,
however. It is still missing vital configurations that must be set up on the CUCM Express
for the registration process to occur. The next section of this chapter shows how to
configure the CUCM Express to allow Cisco phones to work with the call processor and
how to identify and serve up default configuration files to your Cisco IP phones.

Configuring the Mandatory CUCM
Express System Settings

The majority of CUCM Express configuration tuning happens while in config-telephony
mode. You must accomplish four configuration steps to get the system to properly register
phones for call processing. These steps are:

1. Configure the source IP address for the CUCM Express.

2. Configure the maximum number of ephones and ephone-DNs (directory numbers)
allowed on the CUCM Express.
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3. Identify and set the firmware load files that Cisco IP phones should request based on
the Cisco phone model.

4. Generate and serve up default phone configuration files via TFTP to the Cisco IP phones.

The next four sections detail each of these steps.

Step 1: Configure the Source CUCM Express IP Address

The source IP address defines the location of the CUCM Express call-processing unit.
All of the Cisco IP phones on the network will use this address for all communications
with the CUCM Express hardware. After a Cisco phone downloads the correct firmware
used via TFTP, it requests and receives generic information about the CUCM Express.
One item is the source IP address where the CUCM Express can be found. In the example
shown in Figure 5.1, we’ll assume that all of our IP phones reside on the voice VLAN of
192.168.10.0/24.

FIGURE 5.1 A sample CUCM Express network
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We’re going to use the 192.168.10.1 IP address as our source IP for the Call Manager.
The configuration of the CUCM Express source IP address is as follows:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#ip source-address 192.168.10.1
Router(config-telephony)#end

Router#
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You’ll see later how this information is eventually packaged within a default
configuration file and sent to all Cisco IP phones on the network.

Step 2: Configure Max Ephones and DNs

Step 2 of our CUCM Express system configuration involves setting the maximum number of
ephones and ephone-DNs. Ephones represent physical phones. They are how you identify a
particular device within the IOS. Ephone-DNs, on the other hand, are the number extensions
configured on each phone. Figure 5.2 shows a Cisco phone with buttons for multiple ephone-
DNs. This particular Cisco phone has buttons to handle up to six ephone-DNs.

FIGURE 5.2 Cisco IP phone extension buttons

By default, the maximum number of both ephones and ephone-DNss is 0. You might
ask, what’s the point of Cisco setting the defaults to 0 if I have to set them to 1 or more
to get a single phone to work? The answer has to do with memory allocation. When a
maximum ephone and ephone-DN are set, the router sets aside memory for each one. For
example, if you set max ephones to 10 and max-dn to 50, the router allocates memory for
each of the 10 ephones and all 50 ephone-DNs regardless of whether you actually use
them or not! You should keep in mind to not set the maximums too high, because you
could overtax your router. In our example, we’re going to set our max ephones to 8 and
our max-dn to 20:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#max-ephones 8
Router(config-telephony)#max-dn 20
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The maximum number of ephones and ephone-DNs that can be configured depends
on the hardware, because different devices have different amounts of memory installed in
them. Also, let’s say that our max-ephones is 8 and we attempt to add a ninth phone to the
CUCM Express. When this occurs, the phone will not be allowed to register and we will see
a “Registration Rejected” message on the phone display, as shown in Figure 5.3.

FIGURE 5.3 “Registration Rejected” message

Also, if you exceed the max-dn number, you will receive an error when you attempt to
configure the maximum +1 ephone-DN. The following example has max-dn set to 20, so on
the 21st ephone-DN configuration, we’ll see this log message on the CUCM Express console:

Router(config)#ephone-dn 21
dn 21 exceeds max-dn 20
Router(config)#

Step 3: Identify and Set Firmware Load Files

Step 3 of the CUCM Express system configuration process deals with how we
handle the distribution of firmware for our Cisco phones. As I’ve already shown
you, we’ve identified the files that our Cisco phones need and have configured our
router to serve them using TFTP. The CUCM Express telephony processes must also
be configured to set the firmware files we choose to define for each phone hardware
type. As mentioned earlier, when the phones first communicate, they have very little
information and must be told virtually everything. One piece of information a phone
does possess is its hardware type (Cisco phone model). The CUCM Express uses this
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information to determine which firmware load file the phone should request. The
firmware load file basically tells the CUCM Express what firmware to instruct the Cisco
phone to download. It can be a bit difficult to figure out which firmware load file you
need to configure for each phone. The best way to find out which load files you need is
to do a search on the cisco.com website. Search for “CME X.X firmware,” where X.X
is the version of the CUCM Express software you are running. For example, Figure 5.4

shows a search for CME 4.3 firmware on Cisco’s website.

FIGURE 5.4 Searching for Cisco phone firmware

/7~ Search Results - Usco Systems - Windows Internet txplorer

m v L‘.ﬁ i Do, 5

- :] Bllaiix l-i'

| Ge Eat Yem Fgoctes Toch el
[ .y Faverites. i:d B cuppeated tee v B | Wb Sice Calery v

2% Saarrh Rasuiss - Ciecn Systems

| | [ fi e 50 o e pace s aftve Tosse @

1
]

Filter Results By:

il
CISCO  Search Results

You are here: Cigco com > All Results

Worldwide [change]

Login | Register | About C

Site Area
Support (160)

Products & Semices (2)

Produet Group
Network Soltware (1)
TelePresence (1)
Videa (1)

I:mp 4.3 Brmware

1- 10 of 163 results for eme 4.3 rmware

Recommeonded Content

Help | Essdback

Es

Voice and Unified C. ng

Memory, 3

Cisco Unified CME 7.0/4.3 Supported Firmware,
~

| »
O e O I S T

._Id

Now that we have a listing for the firmware files each phone requires, we can
determine the single load file for each phone that needs to be configured within config-
telephony mode. In Figure 5.5, we see that we need to configure SCCP45.8-3-3S.Toads

as our load file.

FIGURE 5.5 Cisco phone load file table
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SCCP45 8-3-35 lnads®
termd5 default Inads
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appsds 8-3-2-27 shn
cnudh §-3-7-27 shn
cvmdhseep 8-3-2-27 shn
dapdh §-3-2-27 shn
jardfscep 8-3-2-27 shn

SIP44 §-3-35 Inads®
termd5 default Inads
termbs default lnads
appsdh §-3-7-27 abn
cnudh §-3-2-27 shn
cvmdhsip 8-3-2-27 shn
dapdh §-3-2-7T shn
|jardAsip §-3-7-2T shn
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We know that we need to use SCCP45.8-3-3S.Toads as our key load file because

1. We are using SCCP as our signaling protocol.

2. The file marked with an asterisk (*) is the load file.

Let’s configure our Call Manager to tell our Cisco 7945, 7965, and 7970 phones which
firmware load files they should request:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#load 7945 SCCP45.8-3-3S.1oads
Updating CNF files

CNF files update complete for phonetype(7945)

Router(config-telephony)#load 7965 SCCP45.8-3-3S.loads
Updating CNF files
CNF files update complete for phonetype(7965)

Router(config-telephony)#load 7970 SCCP70.8-3-3S.loads
Updating CNF files
CNF files update complete for phonetype(7970)

? If you are using CUCM Express software that is earlier than version

TE 4.3, do not include the .sbin or .Toads extension at the end of the
Toad command. For versions 4.3 and above, use the complete filename
including the .sbin or .Toads suffix.

Step 4: Generate and Serve Default Phone Configuration Files

The default phone configuration is the file that informs a Cisco phone of all the general
information it needs to communicate with the CUCM Express system. Included in this
default phone configuration is the source IP address and port with which the phones can
communicate to the Call Manager. It also includes the load configuration filenames we just
finished setting up.

At this point, 'm referring to the phone configuration files as “default” because there
is nothing unique about the configurations yet. Once we begin configuring phone extensions
and other settings unique to the phones, this information will be compiled and stored as a
single phone configuration file. But since none of that information is configured at this time,
the configuration files have only the default information that all Cisco phones share.

The phone configuration file is automatically updated every time a change is made that
affects the configuration. For example, if you need to add additional load files for a Cisco phone,
as soon as an addition occurs in the telephony-service configuration prompt, the configuration
file updates itself. You can also manually update the phone configuration file by issuing the
create cnf-files config-telephony command. Here is an example of this command:
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Router(config-telephony)#create ?
cnf-files create XML cnf for ethernet phone

Router(config-telephony)#create cnf-files
Creating CNF files

Once these four steps have been completed, we can back out of config-telephony mode
and finish our basic configuration by configuring ephones and ephone-DNs.

@ Real World Scenario
Troubleshooting IP Registration Problems

A brand-new Cisco IPT deployment was taking place at a manufacturing facility. After
configuring the CUCM Express for proper deployment, Matt, the engineer responsible
for implementation of the project, began installing 7945, 7965, and 7971 phones on desks
within the office. While powering up the phones, Matt discovered that not all of the IP
phones were properly registering. The 7945 and 7965 phones registered properly, but

the 7971 phones did not. To determine the source of the problem, Matt went through the
following troubleshooting steps:

1. Matt's first thought was that the maximum number of ephones and ephone-DNs had
been reached. This was not possible, however, because the phones were implemented
at random, so some of the 7945 and 7965 phones registered properly after a 7971 phone
failed. Also, there were no “Registration Rejected” messages on the phone display.

2. Another possibility was that there might be an incorrect configuration with the DHCP
server. Matt verified that the 7971 phones were indeed receiving an IP address and
that the option 150 IP address was correct. Also, all of the Cisco phones were on the
same voice VLAN and received the same DHCP pool information, so if there was a
problem with DHCP, it would affect all phones and not just the 7971s.

3. Matt then verified that the firmware load files were properly set up on the CUCM
Express. Indeed, the configuration showed the proper load commands within the
telephony-service section.

4. Finally, it dawned on Matt that even though the option 150 was properly configured
within the DHCP settings, he may have forgotten to actually configure the TFTP
server to hand out the 7971 firmware files. Checking this within the CUCM Express,
Matt found that he had correctly configured the TFTP service to serve up 7945 and
7965 load files but not those for the 7971 phones.

To remedy this, Matt used the tftp-server flash: command to serve up all the
necessary . loads files. Once this was completed, Matt rebooted the 7971 phones, and
they were then able to register with the CUCM Express properly.
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Configuring Ephone and Ephone-DNs

Up until now, all of the configuration information that the Cisco IP phones receive from

the CUCM Express has been generic information that all of the phones share. Ephone and
ephone-DN configurations are the way the administrator can control the unique features that
belong to each phone. We’ll first look at what an ephone-DN is and how to configure the most
basic type. Then we’ll learn about ephones and how to apply an ephone-DN to an ephone.

Configuring an Ephone-Directory Number

An ephone-DN is what you would think of as a telephone number. This is the extension
that a user dials when they wish to ring your phone. On the CUCM Express, we can use
many different ephone-DN configuration settings to add functionality, but for now, all we
want to do is add a single ephone-DN to a phone. We’ll get fancier with the configurations
in the next chapter. From a directory number standpoint, you need to first create an
ephone-DN logical tag. Then, once you are in config-ephonedn configuration mode, you
give the ephone-DN an extension number. Let’s configure our first ephone-DN with an
extension of 4001 and a second ephone-DN with the extension 4002:

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 4001
Router(config-ephone-dn)#exit
Router(config)#ephone-dn 2
Router(config-ephone-dn)#number 4002
Router(config-ephone-dn)#end

Router#

Now that we have two directory numbers configured, let’s apply them to two Cisco
phones using the ephone configuration command.

Configuring an Ephone

An ephone configuration is the logical representation of a physical IP phone. This is where
you apply all the unique ephone-DNs and other settings that are ultimately pushed down
to the phone hardware. Every phone on the CUCM Express has a unique ephone tag in
which all of the phone configurations are applied. The CUCM Express maps the ephone
configuration to the unique MAC address of the phone. By using the MAC address,

the phone can physically move around the network and continue to maintain the same
configuration settings wherever it goes. The MAC address of each Cisco phone can be
found in four locations, for your convenience:

*  On the box the Cisco phone ships in. The MAC address is also stored on a UPC bar
code located below the MAC address on the box. You can use a bar code scanner to scan
the MAC address into a spreadsheet and then export this spreadsheet to your CUCM,
which can be a great convenience if you are adding hundreds of phones or more.



Initial CUCM Express Configuration 193

= On the back of the Cisco phone. A UPC bar code is also located here.
= Within the Settings menu of a powered-up Cisco phone.

= On the console connection or VTY interface by issuing a show cdp neighbors detail
command when a phone is connected to a Cisco switch.

Since we’re using the most basic phone configuration, the only information we’ll need to
configure ephones is the MAC address of each phone and the ephone-DN tag we wish to apply.
Let’s configure two Cisco phones with our ephone-DN extension numbers. Ephone 1 will be
configured to use extension 4001 and ephone 2 will be configured with extension 4002:

Router#configure terminal

Router(config)#ephone 1
Router(config-ephone)#mac-address 0014.1c4d.2589
Router(config-ephone)#button 1:1
Router(config-ephone)#exit

Router(config)#ephone 2
Router(config-ephone)#mac-address 0014.4c7f.a49%b
Router(config-ephone)#button 1:2
Router(config-ephone)#end

Router#

The CUCM can automatically assign extensions to brand-new phones that

‘% do not have a specific ephone-to-MAC-address mapping configured. Using
the auto assign command in config-telephony mode, you can specify the
hardware types eligible for auto-assign as well as the ephone-DNs to be
assigned. As soon as you power up an eligible phone and it registers to
the CUCM Express, auto-assign kicks in and builds an ephone configuration.
It pulls in the MAC address of the phone and configures the lowest unused
tagged ephone-DN from the range specified. This option is perfect for new
environments where it doesn’t matter who receives a particular extension
number or for fast deployments where editing can come later.

The mac-address configuration is self-explanatory, but the button config-ephone mode
configuration needs some explanation. The first number of the button command indicates
the Cisco IP phone button that is being configured. For example, on a Cisco 7960, six
extension buttons are available, so this number could be 1-6. On the other hand, a 7940
series has only two buttons, so this number could only be 1 or 2. The colon (:) indicates
that you want a standard ring for this extension. We’ll sort out the many different types of
audible and silent rings later on, but for now we just want a standard ring for our phone.
The last number in the configuration specifies the ephone-DN to apply to the physical
phone. Since we specified that ephone 1 uses ephone-DN 1, the extension on button 1 of
ephone 1 will be 4001. And therefore ephone 2 will be configured to use ephone-DN 2 or
extension 4002.
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Making Your First Call Powered by CUCM Express

This is the moment you’ve all been waiting for—the opportunity to actually pick up a
phone handset, hear a dial tone, and dial the second extension to hear it ring! If you
haven’t done so already, you can connect your phones to the network and power them up
so they properly register. Alternatively, if the phones have been connected throughout the
configuration processes, chances are that they have registered to your CUCM Express but
did not get an updated configuration file that includes the phone extension. If the phone is
registered and communicating with the CUCM Express, you can either restart or reset the
phones via the command line. As you’ll see next, these two methods are slightly different.

Restart

A restart is a quick reset of the phone. The phones connect to the TFTP server and update
any changes to the configuration file. The restart command will update the following
information:
»  Directory numbers (DNs)
=  Phone buttons
»  Speed dial

You have the ability to restart either all of the connected phones at once or one at a time.

If you wish to restart all of the phones, you must be in config-telephony mode and issue a
restart all command. Here is an example of the output of this command:

Router(config)#telephony-service

Router(config-telephony)#restart all

Reset 2 phones: at 5 second interval - this could take several minutes
per phone

Starting with 7960 phones

Router(config-telephony)#

Reset/Restart-all looking for phones registered as type 30008 7902
Reset/Restart-all looking for phones registered as type 20000 7905
[output omitted]

Reset/Restart-all looking for phones registered as type 436 7965
Reset-A11: Requesting Restart for phone SEP0021A086D04D at 192.168.10.12
deviceType 436 1Idle [count=1]

May 2 07:28:51.878: %IPPHONE-6-UNREGISTER_NORMAL: ephone-1:SEP0021A086D04D
IP:192.168.10.12 Socket:1 DeviceType:Phone has unregistered normally.
Reset/Restart-all looking for phones registered as type 30006 7970
[output omitted]

Reset/Restart-all Tooking for phones registered as type 30016 CIPC
Reset-A11: Requesting Restart for phone SEPOO1E68EI1AFE9 at 192.168.1.15
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deviceType 30016 1Idle [count=2]

May 2 07:29:04.858: %IPPHONE-6-UNREGISTER_NORMAL: ephone-2:SEPOO1E68E1AFE9
IP:192.168.1.15 Socket:3 DeviceType:Phone has unregistered normally.

May 2 07:29:05.250: %IPPHONE-6-REG_ALARM: 23: Name=SEPOO1E68E1AFE9 Load=
7.0.1.0 Last=Reset-Restart

May 2 07:29:06.122: %IPPHONE-6-REGISTER: ephone-2:SEPOO1E68EIAFE9
IP:192.168.1.15 Socket:3 DeviceType:Phone has registered.

Reset/Restart-all looking for phones registered as type 39999 none

[output omitted]

Reset/Restart-all looking for phones registered as type -1 Unknown Ephone type
Restart-Al1 issued for 2 phones

To restart a single phone, you navigate into config-ephone configuration mode of the
specific phone you wish to restart and issue a restart command. Here’s an example:

Router(config)#ephone 1

Router(config-ephone)#restart

restarting 0021.A086.D04D

Router(config-ephone)#

May 2 07:55:12.377: %IPPHONE-6-UNREGISTER_NORMAL: ephone-1:SEP0021A086D04D
IP:192.168.10.12 Socket:1 DeviceType:Phone has unregistered normally.

Reset

The reset command performs a full boot of the phone. This process requires the phone to
go through both the TFTP download and DHCP renewal processes, so it takes more time
for the phone to become fully operational within the CUCM Express system. In addition
to handling the same three configuration updates that the restart command can perform,
the reset command updates the phone if any of the following were added, deleted, or
modified:
»  Date/time
= Phone firmware
= CUCME source IP address
= TFTP download path
*  Voice mail access number

Just like the restart command, reset can be performed on all phones or a
single phone. To reset all phones, you must be in config-telephony mode and issue a reset

all command. For a single ephone, navigate to the ephone you desire and enter a reset
command. Here is the command-line output when we reset all the phones on the system:

Router(config)#telephony-service
Router(config-telephony)#reset all
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ITS configuration has been changed, selecting sequence-all reset
Reset 2 phones: sequentially with 240 second per-phone timeout to guarantee
TFTP access
- this could take several minutes per phone
you may abort this process using 'reset cancel'

Starting reset sequence with 7960 phones

Router(config-telephony)#

Reset/Restart-all looking for phones registered as type 30008 7902
Reset/Restart-all looking for phones registered as type 20000 7905
[output omitted]

Reset/Restart-all Tooking for phones registered as type 436 7965
Reset-A11: Requesting Reset for phone SEP0021A086D04D at 192.168.10.12
deviceType 436 7965 Idle [count=1]

Reset-A11 received Unregister from ephone-1 SEP0021A086D04D

May 2 07:56:31.941: %IPPHONE-6-UNREGISTER_NORMAL: ephone-1:SEP0021A086D04D
IP:192.168.10.12 Socket:6 DeviceType:Phone has unregistered normally.

May 2 07:57:08.905: %MGCP-3-INTERNAL_ERROR: mgcp_cfg_commands: nvgen Tawful-
intercept: should not happen

May 2 07:57:33.149: %IPPHONE-6-REG_ALARM: 25: Name=SEP0021A086D04D Load=
SCCP45.8-3-2S Last=Initialized

May 2 07:57:33.165: %IPPHONE-6-REGISTER: ephone-1:SEP0021A086D04D
IP:192.168.10.12 Socket:1 DeviceType:Phone has registered.

Reset sequence-all, Ready to reset next phone (last 61 sec)

Reset sequence-all, Ready to reset next phone (last 61 sec)
Reset/Restart-all looking for phones registered as type 30006 7970
[output omitted]

Reset/Restart-all Tooking for phones registered as type 30016 CIPC
Reset-A11: Requesting Reset for phone SEPOO1E68EIAFE9 at 192.168.1.15
deviceType 30016 CIPC Idle [count=2]

Reset-Al11 received Unregister from ephone-2 SEPOO1E68E1AFE9

May 2 07:57:41.885: %IPPHONE-6-UNREGISTER_NORMAL: ephone-2:SEPOO1E68E1AFE9
IP:192.168.1.15 Socket:3 DeviceType:Phone has unregistered normally.

May 2 07:57:48.545: %IPPHONE-6-REG_ALARM: 22: Name=SEPOO1E68E1AFE9 Load=
7.0.1.0 Last=Reset-Reset

May 2 07:57:50.269: %IPPHONE-6-REGISTER: ephone-2:SEPOO1E68E1AFE9
IP:192.168.1.15 Socket:3 DeviceType:Phone has registered.

Reset sequence-all, Ready to reset next phone (last 8 sec)

[output omitted]
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Reset/Restart-all Tooking for phones registered as type -1 Unknown Ephone type
Reset-Al1 1issued for 2 phones

And here’s an example of resetting the single ephone 1:

Router(config)#ephone 1

Router(config-ephone)#reset

reseting 0021.A086.D04D

Router(config-ephone)#

May 2 07:53:49.937: %IPPHONE-6-UNREGISTER_NORMAL: ephone-1:SEP0021A086D04D
IP:192.168.10.12

You can also reset a Cisco phone using the handset unit by pressing the
P Settings button followed by **#** on the keypad.

Once your phones restart or reset, they will receive the updated configuration file
containing their individual extension configured for button 1. Figure 5.6 shows what
ephone 2 looks like with its configured extension:

FIGURE 5.6 Configured Cisco phone extension

Go ahead and use a phone to dial the other phone extension. Congratulations, you’ve
officially configured basic call processing on a Cisco CUCM Express!
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Basic Configuration Using the
Telephony Service Setup Script

One configuration method that is often brought up is the telephony-service setup script
command. The telephony service setup script is a command-line script that walks an
administrator through a series of DHCP and voice questions to automatically configure
ephones and ephone-DN settings. The CUCM Express is then set up for auto-assign so
that it hands out extension numbers automatically when you begin adding phones to your
network. At the same time, it grabs the phone’s MAC address and puts it into the ephone
configuration so it will continue to receive the same extension from that point on. To
demonstrate this functionality, we’ll configure two phones with single lines that begin with
extension 8001. We’ll first be asked if we want to configure DHCP. The single subnet that
our two phones will be on is 192.168.10.0/24. The CUCM Express, gateway, and TFTP
server IP address will be 192.168.10.1. To use the script, we enter configuration mode and
type the following:

Router#configure terminal
Router(config)#telephony-service ?
setup Start setup for Cisco Unified Communications Manager Express. Please
refer to

http://www.cisco.com/en/US/products/sw/voicesw/ps4625/tsd_products_
support_

series_home.html
for full documentation.
<cr>
Router(config)#telephony-service setup

--- Cisco IOS Telephony Services Setup ---

Do you want to setup DHCP service for your IP Phones? [yes/no]: yes
Configuring DHCP Pool for Cisco I0S Telephony Services :

IP network for telephony-service DHCP P0o01:192.168.10.0
Subnet mask for DHCP network :255.255.255.0

TFTP Server IP address (Option 150) :192.168.10.1
Default Router for DHCP Pool :192.168.10.1

Do you want to start telephony-service setup? [yes/no]: yes
Configuring Cisco IOS Telephony Services :

Enter the IP source address for Cisco IOS Telephony Services :192.168.10.1
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Enter the Skinny Port for Cisco I0S Telephony Services : [2000]:
How many IP phones do you want to configure : [0]: 2

Do you want dual-Tine extensions assigned to phones? [yes/no]: no
What Language do you want on IP phones :

0 English

1 French

2 German

3 Russian

4 Spanish

5 Italian

6 Dutch

7 Norwegian
8 Portuguese
9 Danish

10 Swedish
11 Japanese

[0]: O

Which Call Progress tone set do you want on IP phones :

0 United States
1 France
2 Germany
3 Russia
4 Spain
5 Italy
6 Netherlands
7 Norway
8 Portugal
9 UK
10 Denmark
11 Switzerland
12 Sweden
13 Austria
14 Canada
15 Japan
[0]: O

What is the first extension number you want to configure (maximum 32 digits):
8001

Do you have Direct-Inward-Dial service for all your phones? [yes/no]: no

Do you want to forward calls to a voice message service? [yes/no]: no
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Do you wish to change any of the above information? [yes/no]: no
---- Setup completed config ---

Router(config)#

*May 19 18:45:32.007: %LINK-3-UPDOWN: Interface ephone_dsp DN 1.1, changed
state to up

*May 19 18:45:32.007: %LINK-3-UPDOWN: Interface ephone_dsp DN 2.1, changed
state to up

That’s all there is to the script; now we can issue a show telephony-service command
to see what this script has configured on our CUCM Express:

Router#show telephony-service
CONFIG (Version=7.0(0))

Version 7.0(0)

Cisco Unified Communications Manager Express

For on-Tine documentation please see:
http://www.cisco.com/en/US/products/sw/voicesw/ps4625/tsd_products_support_
series_home.html

ip source-address 192.168.10.1 port 2000

max-ephones 2

max-dn 2

max-conferences 12 gain -6

dspfarm units 0

dspfarm transcode sessions 0

conference software

privacy

no privacy-on-hold

hunt-group report delay 1 hours

hunt-group logout DND

max-redirect 5

cnf-file Tlocation: system:

cnf-file option: PER-PHONE-TYPE

network-Tlocale[0] US (This is the default network locale for this box)
network-Tocale[1] US

network-Tocale[2] US

network-Tocale[3] US

network-Tocale[4] US

user-locale[0] US (This is the default user Tocale for this box)
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user-locale[1] US
user-Tocale[2] US
user-Tocale[3] US
user-Tocale[4] US
srst mode auto-provision is OFF
srst ephone template is 0
srst dn template is 0
srst dn Tine-mode single
time-format 12
date-format mm-dd-yy
timezone 0 Greenwich Standard Time
no transfer-pattern is configured, transfer is restricted to Tocal SCCP phones
only.
keepalive 30 auxiliary 30
timeout interdigit 10
timeout busy 10
timeout ringing 180
timeout transfer-recall 0
timeout ringin-callerid 8
timeout night-service-bell 12
caller-id name-only: enable
edit DN through Web: disabled.
edit TIME through web: disabled.
Log (table parameters):

max-size: 150

retain-timer: 15
create cnf-files version-stamp 7960 May 19 2009 14:08:11
transfer-system full-consult
transfer-digit-collect new-call
auto assign 1 to 2
Tocal directory service: enabled.
Extension-assigner tag-type ephone-tag.
Router#

You can now boot two phones on the network. Once they have fully booted and
received the phone numbers 8001 and 8002, you can run show telephony-service ephone
and show telephony-service ephone-dn to verify their configurations:

Router#show telephony-service ephone

Number of Configured ephones 2 (Registered 1)
ephone 1

Device Security Mode: Non-Secure
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mac-address 001E.68E1.AFE9
type CIPC

button 1:1

keepalive 30 auxiliary 0
max-calls-per-button 8
busy-trigger-per-button 0

Always send media packets to this router:

Preferred codec: g729r8 pre-ietf
conference drop-mode never
conference add-mode all
conference admin: No

privacy: Yes

privacy button: No

user-Tocale US

network-Tocale US

!

ephone 2

Device Security Mode: Non-Secure
mac-address 0021.A086.D04D

type 7965

button 1:2

keepalive 30 auxiliary 0
max-calls-per-button 8
busy-trigger-per-button 0

Always send media packets to this router:

Preferred codec: g729r8 pre-ietf
conference drop-mode never
conference add-mode all
conference admin: No

privacy: Yes

privacy button: No

user-Tocale US

network-locale US
!

Router#show telephony-service ephone-dn

ephone-dn 1

number 8001

preference 0 secondary 9
huntstop

call-waiting beep

No

No
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ephone-dn 2

number 8002

preference 0 secondary 9
huntstop

call-waiting beep

This script gives you a basic phone setup, but many engineers new to the CUCM
Express system find it provides a good way to get started using the command line to set
up phone lines. As you become more comfortable setting up phones manually, you’ll find
that to be the better option simply because the setup script is very limited in what it can
configure.

Basic Configuration Using the GUI

The Cisco Communications Manager Express has two configuration methods. You’ve just
seen the first—using the command line. This method is what engineers need to be most
familiar with, because it allows you to configure 100 percent of the voice features and is
much faster to use over time. If you are transitioning support of the CUCM Express to

a less technically skilled administrator, they may find that the graphical user interface
(GUI) is more user friendly and intuitive for basic tasks such as setting up new phones and
extensions. The web GUI allows an administrator to use a web browser to connect to the
CUCM Express to configure many of the telephony features available on the system. This
section will cover enabling the GUI interface and show you some of the basics of navigating
the interface.

Enabling the GUI Interface

By default, the CUCM Express GUI interface is disabled. You must work through four
steps using the command-line interface to enable the web GUI. You first must enable either
the HTTP or the HTTPS server on the router. You also need to tell the router the location
of the root web directory. Third, you need to allow for HTTP authentication from locally
configured usernames and passwords. Lastly, you must configure a telephony service web
administrator username and password. Following is an example of how to accomplish all
of these tasks on the IOS router.

Enabling the HTTP(S) Server Process

Cisco routers have the ability to run web server processes for basic router IOS monitoring
and configuration. Because our 10OS router is also a CUCM Express router, you must
enable the web processes to use the Call Manager web GUI as well. You can enable HTTP,
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HTTPS, or both forms of access. The following commands configure both HTTP and
HTTPS server processes on the router:

Router#configure terminal

Router(config)#ip http server

Router(config)#ip http secure-server

% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]
Router(config)#exit

Router#

Setting the Root Web Directory

Even though you’ve enabled web services on your router, the CUCM GUI still will not
work until you tell the router where it can find the web pages that are stored somewhere
on the router. Typically, the web page files are found in just two locations. If you extracted
all the CUCM Express files directly onto the router flash drive without a directory
structure, you can simply issue the following command:

Router#configure terminal
Router(config)#ip http path flash:/
Router(config)#end

Router#

If your CUCM Express files are organized in a directory structure, you will need to let
the CUCM Express router know where your web page files are in a subdirectory referred to
as a root web directory. If you have your files in a directory structure, the web files are in
the flash:/gui directory. Here is the output of the show dir flash:/gui command:

Directory of flash:/gui/

28 -rw- 953  Apr 7 2009 18:26:06 +00:00 Delete.gif

29 -rw- 3845  Apr 7 2009 18:26:06 +00:00 admin_user.html
30 -rw- 647358 Apr 7 2009 18:26:10 +00:00 admin_user.js

31 -rw- 1029  Apr 7 2009 18:26:12 +00:00 Ciscologo.gif

32 -rw- 174  Apr 7 2009 18:26:12 +00:00 Tab.gif

33 -rw- 16344  Apr 7 2009 18:26:12 +00:00 dom.js

34 -rw- 864  Apr 7 2009 18:26:12 +00:00 downarrow.gif

35 -rw- 6328 Apr 7 2009 18:26:14 +00:00 ephone_admin.html
36 -rw- 4558  Apr 7 2009 18:26:14 +00:00 Tlogohome.gif

37 -rw- 3724  Apr 7 2009 18:26:14 +00:00 normal_user.html
38 -rw- 76699  Apr 7 2009 18:26:16 +00:00 normal_user.js

39 -rw- 843  Apr 7 2009 18:26:16 +00:00 sxiconad.gif

40 -rw- 1347  Apr 7 2009 18:26:16 +00:00 Plus.gif

41 -rw- 2399  Apr 7 2009 18:26:18 +00:00 telephony_service.html
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42 -rw- 870  Apr 7 2009 18:26:18 +00:00 uparrow.gif
43 -rw- 9968 Apr 7 2009 18:26:18 +00:00 xml-test.html
44  -rw- 3412  Apr 7 2009 18:26:20 +00:00 xml.template

To inform your CUCM Express router that it should look inside the flash:/gui
directory for the web files, run the following command:

Router#configure terminal
Router(config)#ip http path flash:/gui
Router(config)#end

Router#

Now the CUCM Express will look in the gui subdirectory for all web files.

Enabling Local Web Authentication

Next on the task list is to set your CUCM Express router so that it allows for authentication
from locally configured usernames and passwords. To do this, use the ip http
authentication local command. Here’s the configuration output that accomplishes this task:

Router#configure terminal
Router(config)#ip http authentication Tocal
Router(config-telephony)#end

Router#

Creating a CUCM Express Administrator Account

The CUCM Express administrator account is separate from any user accounts that are made
on the router side of the configuration. These special administrators have access only to the
CUCM Express configuration capabilities, so you can create a separation of duties between
route/switch administrators and voice administrators. There are several methods for creating
these users, but the most basic is to create a system administrator using a local username and
password. The following example shows how I created an administrator named WebAdmin
with a secret password of cisco. The secret 0 portion of the command specifies that we will
be entering our password in plaintext form (0) and that we want the secret password to be
encrypted when the command is applied to the running configuration.

Router#configure terminal

Router(config)#telephony-service

Router(config-telephony)#web admin system name WebAdmin secret 0 cisco
Router(config-telephony)#end

Router#

At this point, you can connect to the CUCM Express web GUI by pointing your web
browser at https://<CUCM Express source IP address>/ccme.html
Figure 5.7 shows the SSL warning message that our web browser displays.
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FIGURE 5.7 SSL warning message
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We’re receiving this message because the SSL certificate that the router created when we
enabled HTTPS was self-signed. In a production environment, you may want to purchase
a certificate from a trusted certificate authority such as VeriSign to avoid receiving this
warning message from your browser. Setting up a trusted certificate is beyond the scope of
this book. For now, just click to continue on to the website.

The next screen we are presented with is an access popup asking us for a username and
password. These are the CUCM Express administrator username and password that we
just created. Figure 5.8 shows the access window with our credentials being entered.

FIGURE 5.8 CUCM Express GUI login
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Now that we’re logged in, we can see the CUCM Express GUI for the first time, as
indicated in Figure 5.9.

FIGURE 5.9 CUCM Express GUl main page
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Along the top of the screen are drop-down menus for Configure, Voice Mail,
Administration, Reports, and Help. Next, we’ll take a quick look at some of the most
frequently used web GUI options.

CUCM Express Web GUI Basics

The CUCM Express Web GUI is divided into five tabs. The Voice Mail tab is strictly for the
configuration of a Unity system. Because we haven’t yet covered Unity Express, we’ll save
that section for later on in the book. The Help tab is a basic help tool to assist new users
with the “where and why” of the configuration tool. This section will focus on the other
three tabs, and you’ll see where to look to configure and verify the most important options
the system has available to it.

Using the Configure Menu

The Configure tab is where administrators will spend most of their time. Here, you can
add, change, and delete phones and phone extensions. Figure 5.10 shows the phones
currently configured on the system.
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FIGURE 5.10 Configured phones
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To configure a new phone, you click the Add button to set up the new phones.

To add a new extension, you click the Extensions option within the Configure tab. This
lists all currently configured extensions. To configure a new extension, you click the Add
button here. If you do that now, however, you will receive a pop-up message indicating that
this configuration option is disabled on your system, as shown in Figure 5.11.

FIGURE 5.11 AddExtension Number alert pop-up message
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This is one of the few web GUI features that are disabled by default on the CUCM
Express system. To enable the web administrator to add or change extensions, you must
issue the dn-webedit config-telephony command using the command line:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#dn-webedit
Router(config-telephony)#end
Router#

Now when you click the Add button to add an extension on your system, instead of
receiving the disabled message, you will see the display shown in Figure 5.12.
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FIGURE 5.12 The Add An Extension Number display

A third important Configure menu option is labeled System Parameters. This is where
you configure all of the global voice parameters, including dial plans, hunt groups, and
system messages. Figure 5.13 shows this section’s GUI interface.

FIGURE 5.13 Configuring system parameters
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Using the Administration Menu

When you make any changes to the voice system, the modifications are automatically made.
Some changes require you to either restart or reset the phone, but the changes themselves

are automatically put into the IOS running configuration. As you’ve learned from your
CCNA studies, however, if the router were to reboot, the changes that are in the running
configuration are erased and the router loads the last-saved startup configuration. To ensure
that our changes are maintained after a router reboot, we need to move to the Administration
menu and choose the Save Router Config option. This essentially performs a write memory
on the router to save the running configuration into the startup configuration.

If your router administrator is not also the CUCM Express web GUI

% administrator, you need to coordinate this action because it will save not
only the CUCM Express configuration changes but also any changes the
router administrator has made using the command line.

Figure 5.14 shows this process being performed on the web GUI.

FIGURE 5.14 Saving the router configuration
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Using the Reports Menu

The Reports menu within the web GUI maintains data and displays it in the
form of basic reports. The most widely used report is Call History, which shows
call origin and destination along with start and end dates/times. This report can
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be useful for troubleshooting or other administrative tasks that management may
need to perform. Figure 5.15 shows the output of a Call History report on the
web GUL

FIGURE 5.15 A Call History report
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Using CUCM Express Verification
and Troubleshooting Commands

When setting up a CUCM Express for the first time, you may need some basic
troubleshooting skills. This section goes through some of the more common troubleshooting
steps, including how to figure out why a Cisco phone won’t register and how to determine
the state of an ephone on your network.

Troubleshooting Cisco Phone Registrations

There will come a time when you add a new Cisco phone to your CUCM Express
environment and it will not register. Because we understand the boot process, we have a
methodical way of troubleshooting the problem. Here is the order in which troubleshooting
should be performed:

1. Troubleshoot DHCP issues.
2. Troubleshoot TFTP issues.

3. Troubleshoot ephone registration issues.
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Troubleshooting these three issues in order will help you to find and fix the vast majority
of phone registration problems you’ll encounter.

Troubleshooting DHCP Issues

When the phone boots up, one of the first things it displays is a “Configuring IP” message.
This tells you that the phone is attempting to find the DHCP servers so it can receive the
IP address and TFTP information needed to download the firmware and configuration
files. You can verify that your phone is receiving DHCP information by using the debug ip
dhcp server events command. Here’s an example of the output you will receive when a
device successfully receives an IP address from the DHCP server that is configured on your
CUCM Express router:

Router#debug ip dhcp server events

DHCP server event debugging is on.

May 17 18:18:54.303: DHCPD: Sending notification of ASSIGNMENT:

May 17 18:18:54.303: DHCPD: address 192.168.10.2 mask 255.255.255.0
May 17 18:18:54.303: DHCPD: htype 1 chaddr 0021.a086.d04d

May 17 18:18:54.303: DHCPD: lease time remaining (secs) = 86400

On a Cisco IP phone, you can verify that your phone received DHCP information
by pressing the Settings button and navigating to the Network Configuration area. If your
phone is not receiving an IP address, you should begin troubleshooting this as a DHCP
problem and not a VoIP firmware or configuration problem.

If your Cisco IP phone is not receiving an IP address, it might be because the DHCP
broadcast message is not reaching the DHCP server. If your DHCP server is set up on a
subnet other than the subnet where the IP phone resides, then the DHCP broadcast message
will never reach the server because, as you learned in chapter 4, broadcasts are contained
within a single VLAN. You can either set up a DHCP server on every single VLAN on your
network or use the ip helper-address X.X.X.X command on your router or VLAN Layer
3 interfaces. X.X.X.X is the IP address of your DHCP server. Maintaining multiple DHCP
servers can be a cumbersome task, so you are much better off using the helper-address
command to forward the DHCP requests on to your DHCP server that is located on a
different subnet. What does this command do when configured? When the Layer 3 gateway
interface hears a broadcast message from a DHCP client, the broadcast request is turned
into a unicast message and forwarded to the IP address of the DHCP server. The DHCP
server can then receive the request and hand out the appropriate IP address based on the
source IP address, which will be the gateway IP of the Layer 3 interface.

Troubleshooting TFTP Issues

If your phone is receiving DHCP information, the next thing it attempts to do is
download the firmware and configuration files required to operate. If your phone is stuck
with the “Registering” notification on the screen, you can try to run the debug tftp
events command to see if your phone is requesting files that are not on your TFTP server.
Keep in mind that this command is useful only if your router is acting as the TFTP
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server. Here is an example of the output of this command for a phone that successfully
receives some but not all of the requested firmware and configuration files:

Router#debug tftp events

TFTP Event debugging is on

Router#

May 17 18:51:36.855: TFTP: Looking for CTLSEPOO1E68EI1AFE9.tTv

May 17 18:51:37.887: TFTP: Looking for SEPOO1E68E1AFE9.cnf.xml

May 17 18:51:37.887: TFTP: Opened system:/its/XMLDefaultCIPC.cnf.xml, fd 9,
size 1056 for process 248

May 17 18:51:37.891: TFTP: Finished system:/its/XMLDefaultCIPC.cnf.xml, time
00:00:00 for process 248

May 17 18:51:42.315: TFTP: Looking for Communicator/LdapDirectories.xml

May 17 18:51:43.423: TFTP: Looking for Communicator/LdapDialingRules.xml
May 17 18:51:49.823: TFTP: Looking for SEPOO1E68E1AFE9.cnf.xml

May 17 18:51:49.823: TFTP: Opened system:/its/XMLDefaultCIPC.cnf.xml, fd 9,
size 1056 for process 248

May 17 18:51:49.827: TFTP: Finished system:/its/XMLDefaultCIPC.cnf.xml, time
00:00:00 for process 248

May 17 18:51:50.035: TFTP: Looking for CTLSEPOO1E68EI1AFE9.tTv

May 17 18:51:50.043: TFTP: Looking for English_United_States/ipc-sccp.jar
May 17 18:51:50.059: TFTP: Looking for CTLSEPOO1E68EI1AFE9.tTv

May 17 18:51:50.063: TFTP: Looking for United_States/g3-tones.xml

May 17 18:51:50.315: %IPPHONE-6-REG_ALARM: 25: Name=SEPOO1E68E1AFE9 Load=
7.0.1.0 Last=Initialized

May 17 18:51:51.791: %IPPHONE-6-REGISTER: ephone-1:SEPOO1E68E1AFE9 IP:
192.168.10.4 Socket:1 DeviceType:Phone has registered.

Router#

Any line that begins with Looking means that the Cisco phone is requesting the
file. If the TFTP server knows where a file is located, it will process the file, giving you
the Opening statement. Finally, once the file is transferred you will receive a Finished
message.

As you can see in the sample output, this phone registered to the CUCM
TE Express even though it did not receive all of the files it requested. Some of
the files, such as LdapDirectories.xml, are supplementary services that

do not affect phone registration. The TFTP server did manage to serve up
the required files for the phone to register on the system.

If your phones are not receiving the necessary firmware or configuration files, you
should make sure that your TFTP server is configured to serve up the files your phone is
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requesting. To do so, you can issue a show telephony-service tftp-bindings command.
Here’s a sample of typical output from this command:

Router#show telephony-service tftp-bindings

tftp-server system:/its/united_states/7960-tones.xml alias United_States/7960-
tones.xml

tftp-server system:/its/united_states/7960-font.xml alias English_United_States
/7960-font.xm1l

tftp-server system:/its/united_states/7960-font.xml alias English_United_States
/7920-font.xm1l

tftp-server system:/its/united_states/7960-dictionary.xml alias English_United_
States/7960-dictionary.xml

tftp-server system:/its/united_states/7960-kate.xml alias English_United_States
/7960-kate.xml

tftp-server system:/its/united_states/7960-kate.xml alias English_United_States
/7920-kate.xml

tftp-server system:/its/united_states/SCCP-dictionary.xml alias English_United_
States/SCCP-dictionary.xml

tftp-server system:/its/SEPDEFAULT.cnf alias SEPDefault.cnf

tftp-server system:/its/XMLDefault.cnf.xml alias XMLDefault.cnf.xml

tftp-server system:/its/ATADefault.cnf.xml alias ATADefault.cnf.xml

tftp-server system:/its/XMLDefaultCIPC.cnf.xml alias SEPOO1E68EIAFE9.cnf.xml
tftp-server system:/its/XMLDefault7965.cnf.xm1 alias SEP0021A086D04D.cnf.xml

If there are any files that are being requested and not listed by this command, you should
locate them on your flash drive and serve them up using the tftp-server configuration
command.

Troubleshooting Ephone Registration Issues

If you believe your TFTP server is serving up all the necessary files to your phone, the final
step is to look at the ephone registration process itself. To do so, you can issue the debug
ephone register command. Following is an example of a successful registration of a 7965
phone. There’s a great deal of information here, but as you sift through the output, you
can see how the phone at IP 192.168.10.3 initiates the registration process. The unique
phone configuration file of this phone, SEP0021A086D04D, is then used to configure all of the
necessary information into the phone, including the following steps:

= Sets IP address of the CUCM Express system

= Sets the date/time format

= Sets softkeys

*  Verifies voice codec capabilities

= Configures extensions
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Router#debug ephone register

EPHONE registration debugging is enabled
Router#

May 17 19:23:48.243: New Skinny socket accepted [1] (1 active)

May 17 19:23:48.243: sin_family 2, sin_port 51244, in_addr 192.168.10.3

May 17 19:23:48.243: skinny_add_socket 1 192.168.10.3 51244

May 17 19:23:48.307: %IPPHONE-6-REG_ALARM: 25: Name=SEP0021A086D04D Load=
SCCP45.8-3-2S Last=Initialized

May 17 19:23:48.307:

Skinny StationAlarmMessage on socket [2] 192.168.10.3 SEP0021A086D04D

May 17 19:23:48.307: severityInformational pl=0 [0x0] p2=0 [0xO0]

May 17 19:23:48.307: 25: Name=SEP0021A086D04D Load= SCCP45.8-3-2S Last=
Initialized

May 17 19:23:48.335: ephone-(2)[2] StationRegisterMessage (1/2/21) from
192.168.10.3

May 17 19:23:48.335: ephone-(2)[2] Register StationIdentifier DeviceName
SEP0021A086D04D

May 17 19:23:48.335: ephone-(2)[2] StationIdentifier Instance 0 deviceType
436

May 17 19:23:48.335: ephone-2[1/-1]:stationIpAddr 192.168.10.3

May 17 19:23:48.335: ephone-2[1/-1]1[SEP0021A086D04D] :maxStreams 5

May 17 19:23:48.335: ephone-2[1/-1][SEP0021A086D04D]:From Phone raw protocol
Ver 0x8570000C

May 17 19:23:48.335: ephone-2[1/-1][SEP0021A086D04D] :protocol Ver 0x8570000C
May 17 19:23:48.335: ephone-2[1/-1] [SEP0021A086D04D] :phone-size 13200 dn-size
784

May 17 19:23:48.335: ephone-(2) Allow any Skinny Server IP address 192.168.10.1
May 17 19:23:48.335: ephone-2[1/-1][SEP0021A086D04D] :Found entry 1 for
0021A086D04D

May 17 19:23:48.335: %IPPHONE-6-REGISTER: ephone-2:SEP0021A086D04D IP:
192.168.10.3 Socket:2 DeviceType:Phone has registered.

May 17 19:23:48.335: Phone 1 socket 2

May 17 19:23:48.335: Skinny Local IP address

192.168.10.1 on port 2000

May 17 19:23:48.335: Skinny Phone IP address = 192.168.10.3 51244

May 17 19:23:48.339: ephone-2[1/2][SEP0021A086D04D] :Signal protocol

ver 9 to phone with ver 12

May 17 19:23:48.339: ephone-2[1/2][SEP0021A086D04D] :Date Format M/D/Y
May 17 19:23:48.339: ephone-2[1/2]:RegisterAck sent to sockettype ephone
socket 2: keepalive period 30 use sccp-version 9

May 17 19:23:48.339: ephone-2[1/2]:CapabilitiesReq sent
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May 17 19:23:48.355: ephone-2[1/2][SEP0021A086D04D] :Skinny IP port 3500
set for socket [2]

May 17 19:23:48.355: ephone-2[1/2]:ButtonTemplateRegMessage

May 17 19:23:48.355: ephone-2[1/2]:ButtonTemplateRegMessage waiting for
Caps

May 17 19:23:48.355: ephone-2[1/2]:StationSoftKeyTemplateRegMessage
May 17 19:23:48.355: ephone-2[1/2]:StationSoftKeyTemplateResMessage
May 17 19:23:48.355: ephone-2[1/2]:StationSoftKeySetRegMessage

May 17 19:23:48.355: ephone-2[1/2]:StationSoftKeySetResMessage

May 17 19:23:48.359: ephone-2[1/2]:StationConfigStatRegMessage

May 17 19:23:48.359: ephone-2[1/2][SEP0021A086D04D] :
StationConfigStatMessage sent for device SEP0021A086D04D (40/280)
May 17 19:23:48.363: ephone-2[1/2]:CapabilitiesRes received

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D]:Caps Tist 9
WideBand_256K 40 ms, is_mtp O

G711UTaw64k 40 ms, is_mtp O

G711ATaw64k 40 ms, is_mtp O

ILBC 60 ms, is_mtp O

G729AnnexB 60 ms, is_mtp O

G729AnnexAwAnnexB 60 ms, is_mtp O

G729 60 ms, is_mtp O

G729AnnexA 60 ms, is_mtp O

Unrecognized Media Type 257 1 ms, is_mtp O

May 17 19:23:48.363: ephone-2[1/2]:Process pending button template

May 17 19:23:48.363: ephone-2[1/2]:ButtonTemplateRegMessage

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D] :
StationButtonTemplateRegMessage set max presentation to 6

May 17 19:23:48.363: ephone-2[1/2]:CheckAutoReg

May 17 19:23:48.363: ephone-2[1/2]:AutoReg is disabled

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D]:Setting 6 lines 0
speed-dials on phone (max_line 6)

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D]:First Speed Dial
Button location is 0 (0)

May 17 19:23:48.363: ephone-2[1/2]:ButtonTemplate lines=6 speed=0
buttons=6 offset=0

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D] :ButtonTemplate
buttonCount=6 totalButtonCount=6 buttonOffset=0

May 17 19:23:48.363: ephone-2[1/2][SEP0021A086D04D] :Configured 0 speed
dial buttons

May 17 19:23:48.423: ephone-2[1/2][SEP0021A086D04D]:StationLineStatRegMessage
from ephone Tine 1
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May 17 19:23:48.423: ephone-2[1/2]:StationLineStatRegMessage ephone line 1
DN 2 = 8002 desc = 8002 Tabel =

May 17 19:23:48.423: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatResMessage sent to ephone (1 of 6)

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationForwardStatRegMessage 1line 1 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage line 1 sent on ephone
socket [2] for ephone-2

May 17 19:23:48.435: activeForward 0 AlTActive 0 BusyActive 0
NoAnswerActive 0

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone Tine 2

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone Tine 2 Invalid DN -1

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatResMessage sent to ephone (2 of 6)

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationForwardStatRegMessage line 2 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage line 2 sent

on ephone socket [2] for ephone-2

May 17 19:23:48.435: activeForward 0 AlTActive 0 BusyActive 0
NoAnswerActive 0

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone Tine 3

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone 1line 3 Invalid DN -1

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatResMessage sent to ephone (3 of 6)

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationForwardStatReqMessage 1ine 3 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage Tine 3 sent on
ephone socket [2] for ephone-2

May 17 19:23:48.435: activeForward 0 AlTActive O BusyActive O NoAnswerActive 0
May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone Tine 4

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatRegMessage from ephone 1line 4 Invalid DN -1

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationLineStatResMessage sent to ephone (4 of 6)

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :
StationForwardStatRegMessage 1line 4 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage Tine 4 sent on
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ephone socket [2] for ephone-2

May 17 19:23:48.435: activeForward 0 AllActive 0 BusyActive O NoAnswerActive 0
May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :StationLineStatRegMessage
from ephone Tine 5

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D]:StationLineStatRegMessage
from ephone Tine 5 Invalid DN -1

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D]:StationLineStatResMessage
sent to ephone (5 of 6)

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :StationForwardStatRegMessage
Tine 5 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage line 5 sent on ephone
socket [2] for ephone-2

May 17 19:23:48.435: activeForward 0 AllActive 0 BusyActive O NoAnswerActive 0
May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D]:StationLineStatRegMessage
from ephone Tine 6

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :StationLineStatRegMessage
from ephone Tine 6 Invalid DN -1

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D]:StationLineStatResMessage
sent to ephone (6 of 6)

May 17 19:23:48.435: ephone-2[1/2]:SkinnyCompTleteRegistration

May 17 19:23:48.435: ephone-2[1/2][SEP0021A086D04D] :StationForwardStatRegMessage
Tine 6 from ephone

May 17 19:23:48.435: Skinny StationForwardStatMessage line 6 sent on ephone
socket [2] for ephone-2

May 17 19:23:48.435: activeForward O AlTActive O BusyActive O NoAnswerActive 0
May 17 19:23:48.667: ephone-2[1/2]:MediaPathEventMessage

May 17 19:23:48.667: ephone-2[1/2]:MediaPathEventMessage

May 17 19:23:48.739: ephone-2[1/2][SEP0021A086D04D] :Skinny Available Lines

6 set for socket [2]

May 17 19:23:48.739: ephone-2[1/2]:Already done SkinnyCompleteRegistration

In the above debug output, there are several Invalid messages that state the following:
StationLineStatRegMessage from ephone 1ine 2 Invalid

This same log message is repeated for lines 2—6 on a 7965 phone. This is because
the 7965 phone can have up to six line buttons, but only button 1 is configured for an
extension. The Invalid log essentially states that line buttons 2—6 are not usable.

Determining the State of an Ephone

Once your phones are configured and registered on your CUCM Express system, you’ll
want to familiarize yourself with the show ephone command, because it provides a wealth
of information that can prove very useful when troubleshooting. We’ll be going back
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to this show command throughout the book, but this is a good time to show how you
can determine the state of an Ephone registration process and the state of a configured
extension. First, let’s look at the different registration states you will see.

Ephone Registration States

An Ephone can be in three different states. Table 5.4 lists the states and what each
state means.

TABLE 5.4 Ephone registration states
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State Meaning
REGISTERED Indicates the phone is registered to the CUCM Express and is active.
UNREGISTERED Indicates the phone unregistered normally form the CUCM Express

and is not active.

DECEASED Indicates the phone unregistered abnormally because of a keepalive
timeout.

Let’s look at all three of these states by issuing the show ephone command:

Router#show ephone

ephone-1[0] Mac:0021.A086.D04D TCP socket:[-1] activelLine:0 DECEASED
mediaActive:0 offhook:0 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.12 51055 7965 keepalive 8 max_line 6

button 1: dn 1 number 4001 CH1L  DOWN

Preferred Codec: g7llulaw

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:0 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:0 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging O
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 6 max_line 6

button 1: dn 2 number 4002 CH1 IDLE

Preferred Codec: g7llulaw

ephone-3[2] Mac:001E.68E1.AFE9 TCP socket:[1] activelLine:0 UNREGISTERED
mediaActive:0 offhook:0 ringing:0 ringRate: O reset:0 reset_sent:0 paging 0
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debug:1 caps:8

IP:192.168.10.14 1556 CIPC keepalive 127 max_line 8
button 1: dn 1 number 4003 CHL  DOWN

Preferred Codec: g7llulaw

Three ephones are configured on this CUCM Express. Ephone-1 is in a DECEASED state,
which means that the CUCM Express has lost contact with the switch. The CUCM Express
uses keepalives to monitor the state of the phones. After six missed keepalive messages,
the phone is placed into a DECEASED state. This typically happens when a phone loses
power. Ephone-2 is in a REGISTERED state. This means that this phone is operational on
the network and is ready to make and receive calls. Lastly, ephone-3 is in an UNREGISTERED
state. This state means that the phone gracefully unregistered from the CUCM Express. We
can see what type of phone this is on line 3 where it says the phone hardware is CIPC. Given
that ephone-2 is a Cisco IP Communicator, the phone likely unregistered when the user
exited the application.

Ephone Extension States

A second piece of information that we can gain from the show ephone command is the state
of a phone extension. An ephone extension can have six ephone extension states. Table 5.5
provides a description of each of these states.

TABLE 5.5 Ephone extension states

Ephone Registration

State On- or Off-hook  State Description
DOWN N/A UNREGISTRED / Ephone registration is not
DECEASED registered to the CUCM Express.

IDLE On-hook REGISTERED Ephone is ready to make and
receive calls.

SEIZE Off-hook REGISTERED Ephone handset has been picked
up, but no call has been made.

RINGING Off-hook REGISTERED Ephone is calling another
extension.

ALERTING On-hook REGISTERED Ephone is receiving a call from

another extension.

CONNECTED  Off-hook REGISTERED An active call is in progress
between two or more extensions.
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Let’s look at the show ephone command to see what each of the ephone extension states
looks like while we go through the process of ephone registration and call processing.

Ephone Extension DOWN State

The two following examples of ephone extensions show that the ephone registration
process is in either a DECEASED or an UNREGISTRED state for the extensions to be in a
DOWN state:

ephone-1[0] Mac:0021.A086.D04D TCP socket:[-1] activeLine:0 DECEASED
mediaActive:0 offhook:0 ringing:0 ringRate: O reset:0 reset_sent:0 paging O
debug:0 caps:9

IP:192.168.10.12 51055 7965 keepalive 8 max_line 6

button 1: dn 1 number 4001 CH1  DOWN

Preferred Codec: g7llulaw

ephone-3[2] Mac:001E.68E1.AFE9 TCP socket:[1] activelLine:0 UNREGISTERED
mediaActive:0 offhook:0 ringing:0 ringRate: O reset:0 reset_sent:0 paging O
debug:1 caps:8

IP:192.168.10.14 1556 CIPC keepalive 127 max_line 8

button 1: dn 1 number 4003 CH1  DOWN

Preferred Codec: g7llulaw

Ephone Extension IDLE State
A phone is ready to either make or receive calls when the extension is in an IDLE state. In

order for this to happen, the ephone must be properly REGISTERED to the CUCM Express,
as shown here:

ephone-1[0] Mac:0021.A086.D04D TCP socket:[1] activelLine:0 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:0 ringing:0 ringRate: O reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.12 52084 7965 keepalive 0 max_line 6

button 1: dn 1 number 4001 CH1  IDLE

Preferred Codec: g71lulaw

Ephone Extension SEIZE State

When an end user on ephone-2 wishes to make a call, they pick up the handset of the
phone. As we know, this action changes the phone from an on-hook state to an off-hook
state. This is called a line seizure. When this happens, the show ephone command has the
ephone extension in an IDLE state, as shown here:

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:1 REGISTERED in SCCP
ver 12/9
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mediaActive:0 offhook:1 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 16 max_1line 6

button 1: dn 2 number 4002 CH1  SEIZE

Preferred Codec: g7llulaw

Active Call on DN 2 chan 1 :4002 0.0.0.0 0 to 0.0.0.0 O via 0.0.0.0
G711UTaw64k 160 bytes no vad

Tx Pkts 0 bytes 0 Rx Pkts O bytes O Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn -1

Ephone Extension RINGING and ALERTING States

Let’s say that a user picks up a phone and dials an extension. Once that process reaches

the CUCM, the phone where the user called from is put into a RINGING state. At this

point the CUCM sends back the audible ringing tone through the phone handset to indicate
that the call is being processed, and the user is waiting for the handset of the called phone
to be picked up to complete the call. At the same time, the called phone goes into an
ALERTING state. In this state the called phone is on-hook but ringing to alert the end user
that someone is attempting to speak with them. The show ephone output looks like this:

ephone-1[0] Mac:0021.A086.D04D TCP socket:[1] activelLine:0 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:0 ringing:1 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.12 52084 7965 keepalive 1 max_line 6

button 1: dn 1 number 4001 CH1 RINGING

Preferred Codec: g71lulaw

call ringing on Tine 1

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:1 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:1 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 17 max_line 6

button 1: dn 2 number 4002 CH1  ALERTING

Preferred Codec: g7llulaw

Active Call on DN 2 chan 1 :4002 0.0.0.0 0 to 0.0.0.0 0 via 0.0.0.0
G711UTaw64k 160 bytes no vad

Tx Pkts 0 bytes 0 Rx Pkts O bytes O Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn 1
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Ephone Extension CONNECTED State
The remote phone rings and the end user picks up the phone to answer it. At this point, the

CUCM places both phones into a CONNECTED state. You can also see in the show ephone
command that it lists the source and destination IP addresses.

ephone-1[0] Mac:0021.A086.D04D TCP socket:[1] activelLine:1 REGISTERED in SCCP
ver 12/9

mediaActive:1 offhook:1 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.12 52084 7965 keepalive 2 max_line 6

button 1: dn 1 number 4001 CH1  CONNECTED

Preferred Codec: g7llulaw

Active Call on DN 1 chan 1 :4001 192.168.10.12 25848 to 192.168.10.13 23436 via
192.168.10.12

G711UTaw64k 160 bytes no vad

Tx Pkts 219 bytes 37668 Rx Pkts 219 bytes 37668 Lost 0

Jitter 0 Latency 0 callingDn 2 calledDn -1

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:1 REGISTERED in SCCP
ver 12/9

mediaActive:1 offhook:1 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging O
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 18 max_1line 6

button 1: dn 2 number 4002 CH1  CONNECTED

Preferred Codec: g7llulaw

Active Call on DN 2 chan 1 :4002 192.168.10.13 23436 to 192.168.10.12 25848 via
192.168.10.13

G711UTaw64k 160 bytes no vad

Tx Pkts 470 bytes 80840 Rx Pkts 468 bytes 80496 Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn 1

Summary

Chapter 5 got us to the nuts and bolts of configuring the CUCM Express, which is a key
goal in the process of learning how to configure CUCM Express hardware and ultimately
passing the 640-460 exam. We began with Cisco’s licensing options to ensure that you
properly license your hardware and software. I then showed you how to download and
install both the Cisco I0S and CUCM Express software onto a Cisco voice-capable router.
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Once the software was up and running, we moved into the configuration phase of the
chapter. Here I gave you the four mandatory configuration steps required for the CUCM
Express to operate: configure the source IP address, configure the maximum number of
ephones and ephone-DNs allowed, identify and set the firmware load files that Cisco IP
phones should request, and generate and serve up default phone configuration files via
TFPT. From there, we set up basic ephones and ephone-DNs to the point where a call
could be made between two Cisco IP phones. You then saw how to set up and use the GUI
interface for administration of the voice system. Although the GUI is less efficient than
working from the command line, it allows you to delegate some tasks to less-experienced
administrators. Finally, you learned some troubleshooting steps and techniques to help you
resolve any CUCM configuration or registration issues you may see in your studies and in
day-to-day work.

Exam Essentials

Understand the three CUCM Express licenses. Cisco has three different licenses for
CUCM environments. One license is for the voice-capable IOS. The second is the CCME
Express feature license. The third is the individual user license.

Know how to download and install the voice-capable IOS and CUCM Express
software. On Cisco-capable router hardware, you must know how to download and
properly install the software. To do so, you must download compatible software from
cisco.com and either TFTP or use an external flash drive to transfer the software to the
router’s internal flash drive.

Know how to find CUCM Express software files on the router flash drive. When you
install the CUCM Express software using the archive tar /xtract command, the soft-
ware is set up in a directory structure. It is important to know how to find phone firmware
and other files by using the dir flash: commands.

Know how to configure your CUCM Express router as a TFTP server. TFTP is required
in a Cisco voice environment because Cisco phones request firmware and configuration
files from TFTP servers. You should know how to configure your CUCM Express router to
serve up the necessary files that are stored in flash.

Know how to configure the four mandatory CUCM Express system configuration settings
using the command line. The four mandatory configuration settings to get a CUCM
Express router ready for operation are source IP address, max ephones and ephone-DN,
firmware load files, and default configuration files.

Understand what the auto-assign configuration command does. Auto-assign allows you
to set up a pool of ephone-DNs. When Cisco IP phones connect to the CUCM Express
for the first time, the auto-assign function registers the ephone. It maps an ephone-DN
taken from the pool to the MAC address of the phone. This functionality is a great way to
partially automate a phone rollout.
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Understand the difference between the telephony-service restart and reset commands.
Restart is a quick reset of the phone. It is good to use when you make changes to the
configuration file, including changes to DNs, phone buttons, and speed dial. Reset is a
full boot of the phone. This command causes the phone to go through a DHCP renewal
process. It is also required when you change global parameters such as date/time, CUCME
source IP, and TFTP download path.

Understand how to configure basic CUCM Express parameters using the telephony-service
startup script. This script helps you to configure basic parameters by asking a series of
questions regarding the needs of the phone system. Once you have answered the questions,
the script automatically configures the telephony-service parameters.

Know how to navigate and administrate the CUCM Express system using the GUI
interface. The CUCM Express has a GUI interface that can be enabled to allow adminis-
trators to manage and monitor the voice system.

Know how to troubleshoot CUCM Express registration and extension states. Understand
how to best troubleshoot registration and extension problems using command line debug
and show commands.

Written Lab 5.1

Werite the answers to the following questions:

1.  What privileged exec command do you use when you want to copy a file from TFTP to
the router’s internal flash drive?

2. What privileged exec command do you use when you want to copy and extract CUCM
Express software that is compressed as a . tar file?

3. What configuration command tells the CUCM Express to serve up the flash:/
phone/7945-7965/SCCP45.8-3-2-27.sbn file via TFTP?

4. What config-telephony command sets the source IP address for the CUCM Express
system to 172.16.55.100?

What config-telephony command sets the maximum number of ephones to 30?
What config-telephony command sets the maximum number of ephone-DNs to 50?

What config-telephony command tells the CUCM Express that when a 7945 phone
requests a firmware load file, the file offered is SCCP45.8-3-3S.7o0ads?

8. What configuration command begins the setup script process for the CUCM Express?
9. What configuration command enables the HTTPS server?
10. What debug command can you use to troubleshoot TFTP server issues?

(The answers to Written Lab 5.1 can be found following the answers to the review
questions for this chapter.)
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Hands-on Labs

To complete the labs in this section, you need a CUCM Express router and two Cisco
IP phones. The phones used in this example are 7940s, but you can use any phone or IP
Communicator you wish. The labs will follow the logical network design shown in
Figure 5.16.

FIGURE 5.16 CUCM Express lab diagram

#IP
[— ==
Ext. 444 ’\ Telephony Source IP:
g 192.168.10.1
; 3 CUCM Express
Ext. 555

These labs build on each other, so it is best to perform them in the order listed:
Lab 5.1: Configuring the CUCM Express as a TFTP Server
Lab 5.2: Configuring the CUCM Express for Basic Phone Operation
Lab 5.3: Enabling HTTP/HTTPS GUI Administration on the CUCM Express

Hands-on Lab 5.1: Configuring the CUCM
Express as a TFTP Server

In this lab, we are going to add 7940 phones to our voice network. In order for them to
work properly, we need to configure the CUCM Express router as a TFTP server to serve
up the firmware files that the 7940 phones require.

1. Log into your CUCM Express router and go into privileged exec mode by
typing enable.

2. Check to see which firmware files the 7940 phones need by viewing the files on the
flash drive. To do this, type dir flash:/phone/7940-7960. You should see something
similar to the following output:

Directory of flash:/phone/7940-7960/

97 -rw- 129824  Apr 7 2009 18:29:32 +00:00 P00308000500.b1in
98 -rw- 458  Apr 7 2009 18:29:32 +00:00 P00308000500.71oads
99 -rw- 705536  Apr 7 2009 18:29:36 +00:00 P00308000500.sb2

100 -rw- 130228 Apr 7 2009 18:29:36 +00:00 P00308000500.sbn



Hands-on Labs 227

Enter into configuration mode by typing configuration terminal.

Configure the CUCM Express router to serve up the 7940 firmware files. Note that
because the files are organized in a directory structure, you need to include the alias
command:

tftp-server flash:/phone/7940-7960/P00308000500.bin alias P00308000500.bin
tftp-server flash:/phone/7940-7960/P00308000500.Toads alias P00308000500.bin
tftp-server flash:/phone/7940-7960/P00308000500.sb2 alias P00308000500.bin
tftp-server flash:/phone/7940-7960/P00308000500.sbn alias P00308000500.bin

5. Exit configuration mode by typing end.

Hands-on Lab 5.2: Configuring the CUCM

Express for Basic Phone Operation

1. Log into your CUCM Express router and go into privileged exec mode by typing
enable.

2. Enter into config-telephony mode by typing configuration terminal and then
telephony-service.

3. Configure the IP source address to the address given in the diagram by typing
ip source-address 192.168.10.1.

4. Configure the maximum ephones to 5 and maximum ephone-DNs to 10 by typing
max-ephones 5 and then max-dn 10.

5. Set the firmware load files for the 7940 phones by typing Toad 7960-7940 PPPPPPPP
. loads.

Exit config-telephony mode by typing exit.

Configure ephone-DN 1 to have the number 444 by typing ephone-dn 1 and then
number 444.

8. Configure ephone-DN 2 to have the number 555 by typing ephone-dn 2 and then
number 555.

9. Configure the MAC address of ephone 1 by typing ephone 1 and then mac-address
XXXX. XXXX. XXXX. Your MAC address will be unique.

10. Configure the MAC address of ephone 2 by typing ephone 2 and then mac-address
XXXX . XXXX. XXXX. Your MAC address will be unique.

11. Configure button 1 of ephone 1 to use ephone-DN 1 by typing ephone 1 and then
button 1:1.

12. Configure button 1 of ephone 2 to use ephone-DN 2 by typing ephone 2 and then
button 1:2.

13. Exit config-ephone mode by typing end.
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Hands-on Lab 5.3: Enabling HTTP/HTTPS GUI
Administration on the CUCM Express
1. Log into your CUCM Express router and go into privileged exec mode by typing
enable.
Enter into configuration mode by typing configuration terminal.

Enable both HTTP and HTTPS services by typing ip http server and ip http
secure-server.

4. Verify that your web files are in a directory structure by typing dir flash:/gui. The
output will look like this:

Directory of flash:/gqui/

28  -rw- 953  Apr 7 2009 18:26:06 +00:00 Delete.gif

29  -rw- 3845 Apr 7 2009 18:26:06 +00:00 admin_user.html
30 -rw- 647358 Apr 7 2009 18:26:10 +00:00 admin_user.js

31 -rw- 1029  Apr 7 2009 18:26:12 +00:00 Ciscologo.gif

32 -rw- 174  Apr 7 2009 18:26:12 +00:00 Tab.gif

33 -rw- 16344  Apr 7 2009 18:26:12 +00:00 dom.js

34 -rw- 864  Apr 7 2009 18:26:12 +00:00 downarrow.gif

35 -rw- 6328 Apr 7 2009 18:26:14 +00:00 ephone_admin.html
36 -rw- 4558  Apr 7 2009 18:26:14 +00:00 Tlogohome.gif

37 -rw- 3724  Apr 7 2009 18:26:14 +00:00 normal_user.html
38 -rw- 76699  Apr 7 2009 18:26:16 +00:00 normal_user.js

39 -rw- 843  Apr 7 2009 18:26:16 +00:00 sxiconad.gif

40 -rw- 1347  Apr 7 2009 18:26:16 +00:00 Plus.gif

41  -rw- 2399  Apr 7 2009 18:26:18 +00:00 telephony_service.html
42  -rw- 870 Apr 7 2009 18:26:18 +00:00 uparrow.gif

43 -rw- 9968 Apr 7 2009 18:26:18 +00:00 xml-test.html

44  -rw- 3412  Apr 7 2009 18:26:20 +00:00 xml.template

5. Set the CUCM Express router to look for web files inside the flash:gui/ directory by
typing ip http path flash:/gui. Or if your web files are not in a subdirectory, type
ip http path flash:/.

Allow for local HTTP authentication by typing ip http authentication local.
Enter into config-telephony mode by typing telephony-service.

Create an admin account with the username of Adam and a secret password of
ciscol23 by typing web admin system name Adam secret 0 ciscol23.

9. Exit config-telephony mode by typing end.
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Review Questions

1. Which of the following is 7ot a CUCM Express license?
A. Cisco SCCP license
B. Cisco IOS license for voice capabilities
C. CCME Express feature licenses
D. Individual user license
2. When ordering new Cisco 7985 IP phones, which part number should you order if you

want the phones to be properly licensed for both CUCM Express and the bigger CUCM
solutions?

A. CP-7985-CH1
B. CP-7985-SCCP
C. CP-7985=
D. CP-7985-CCME
3. What is the correct Cisco IOS command-line syntax to TFTP a file to a Cisco voice router’s
internal flash?
A. put tftp: flash:
B. copy flash: tftp
C. put flash: tftp:
D. copy tftp: flash
4. Which IOS command is used when you want to uncompress CUCM Express software that
is stored as a . tar file?
A. uncompress tar /xtract
B. unzip tar /xtract
C. archive tar /xtract

D. uncompress file /xtract

5. What is the tftp-server IOS command used for?
A. To identify the IP address of the TFTP server
B. To set option 150 for DHCP clients
C. To identify files the router serves via TFTP
D. To enable Secure FTP
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Which of the following is 7ot a mandatory CUCM Express setting?
A. Configure source IP address.
B. Configure auto-assign.
C. Configure max ephones and ephone-DNs.
D. Set the firmware load files for the phones.
E. Generate and serve default phone configuration files.
What command is used to manually update the phone configuration load files on a CUCM
Express?
A. create firmware
B. create cnf-files
C. Toad cnf-files
D. load firmware
Which of the following places can the Cisco IP phone MAC address be found? Choose all
that apply.
A. On the box the Cisco phone shipped in
B. In the Settings menu of the Cisco IP phone
C. On the back of the phone
D. On the phone handset
Which command-line operation does a quick reset of all phones currently registered on a
CUCM Express system using a single command?
A. Router(config-telephony)#restart reset
Router(config-ephone)#restart all
Router(config-telephony)#restart all

C
D. Router(config-ephone)#restart reset
E. Router(config-ephone)#reset all

F.

Router(config-telephony)#reset

Besides power cycling a Cisco IP phone, how can you reset it using the keypad buttons?
A. Press **#**,

B. Press the Help button and then **#%*,

C. Press the Directory button and then **#**,

D. Press the Settings button and then **#**,



1.

12.

13.

14.

15.

Review Questions 231

Why would you not want to set max-ephones and max-DN to the highest allowable number
for your hardware unless necessary?

A.

The router CPU has to run additional processes, which can slow down the voice
system.

The router allocates memory for each ephone and ephone-DN allocated. The router’s
memory can quickly fill up and cause performance problems.

The router allocates flash storage for each ephone and ephone-DN allocated. This
space can fill up and cause performance problems.

The router will log error messages until all ephones and ephone-DN allocations
are used.

Which four configuration steps are required using the IOS command line to enable the web
GUI interface?

A.

MmO oW

G.

Configure the enable password.

Configure the enable secret password.

Enable the HTTP/HTTPS server.

Configure http local authentication.

Configure the web administrator username and password.
Configure TACACS+ authentication.

Set the web root directory.

In which GUI configuration menu would you add an ephone-DN?

A.
B.
C.
D.

Administration
Configure
Reports

Voice Mail

In what tab can you perform the GUI equivalent to a “write memory” in the command line?

A.
B.
C.
D.

Administration
Configure
Reports

Reset

When troubleshooting a Cisco phone that powers up and connects to the network but will
not register, what is the first logical thing to check?

A.
B.
C.

Ensure that the proper firmware and configuration files are accessible to the phone.
Ensure that the ephone is properly configured in the CUCM Express configuration.

Make sure that the phone is receiving the correct IP address and other network
parameters through DHCP.

Check to see if the clock is properly synchronized with NTP.
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16. On a Cisco phone, where can you verify that you received all the proper network param-
eters through DHCP?

A. Press the * button; then select Network Configuration.
B. Press the Help button; then select Network Configuration.
C. Press the Directory button; then select Network Configuration.
D. Press the Settings button; then select Network Configuration.
17. What two commands are best used to troubleshoot when you believe your Cisco IP phone
is not getting the proper firmware file?
A. debug ephone register
debug tftp events
debug ip packet

show telephony-service tftp-bindings

moow

debug tftp-bindings

18. When viewing show ephone output like the following, what does SEIZE mean on the
extension?

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:1 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:1 ringing:0 ringRate: 0 reset:0 reset_sent:0 paging 0
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 16 max_line 6

button 1: dn 2 number 4002 CH1  SIEZE

Preferred Codec: g7llulaw

Active Call on DN 2 chan 1 :4002 0.0.0.0 0 to 0.0.0.0 0 via 0.0.0.0
G711UTaw64k 160 bytes no vad

Tx Pkts O bytes 0 Rx Pkts O bytes O Lost O

Jitter 0 Latency 0 callingDn -1 calledDn -1

A. The phone is currently in a call.

The phone is on-hook.

The phone is off-hook and unregistered.
The phone is off-hook.

The phone is receiving a call.

moow
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When viewing show ephone output like the following, what does ALERTING mean on the
extension?

ephone-2[1] Mac:0021.A02E.7D9A TCP socket:[5] activelLine:1 REGISTERED in SCCP
ver 12/9

mediaActive:0 offhook:1 ringing:0 ringRate: O reset:0 reset_sent:0 paging O
debug:0 caps:9

IP:192.168.10.13 50271 7965 keepalive 17 max_1line 6

button 1: dn 2 number 4002 CH1  ALERTING

Preferred Codec: g7llulaw

Active Call on DN 2 chan 1 :4002 0.0.0.0 0 to 0.0.0.0 O via 0.0.0.0
G711UTaw64k 160 bytes no vad

Tx Pkts 0 bytes 0 Rx Pkts O bytes O Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn 1

A. The phone is currently in a call.

B. The phone is on-hook.

C. The phone is calling another extension.
D

The phone is receiving a call.

If your CUCM Express is configured with max-ephone 10, what happens when the 11th
phone is added to the network?

A. The new phone will register but will only be able to receive calls.

B. The new phone will register, but the oldest registered phone will be forced to
unregister.

C. The new phone will not be able to register.

D. The new phone will register and a log message will be generated notifying the adminis-
trator that the max-ephone limit has been exceeded.
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Answers to Review Questions

1. A. You need a license for the voice IOS, the CUCME software for a specific number of
endpoints, and the individual user licenses for endpoints.

2. A. If you want to be properly licensed for both the CUCM Express and the bigger CUCM
voice solutions, you should order the CH1 part. This is a great idea if you think you might
upgrade from an Express solution to one of the bigger Cisco Communications Managers in
the future.

3. D. The correct syntax to TFTP a file from a TFTP server to a voice router flash is copy
tftp: flash.

4. C. The correct syntax to TFTP a file from a TFTP server to a voice router flash is
archive tar /xtract.

5. C. The command is used to specify files that the router can serve to clients
using TFTP.

6. B. The auto-assign configuration is not necessary for the operation of a CUCM Express system.

7. B. You manually update configuration load files using the create cnf-files command.

8. A, B, C. The MAC address can be found on the box, on the back of the phone, and within
the Settings menu of a powered-up phone.

9. C. The restart all command within config-telephony mode performs a quick reset of all
registered phones.

10. D. To reset a phone locally, press the Settings button and then **#

11. B. The CUCM Express allocates a specified amount of memory for each
ephone and ephone-DN. This memory is essentially wasted if it is not needed. It
could possibly cause performance problems if your router requires that memory for
other uses.

12. C, D, E, G. You must enable the HTTP server, HTTPS server, or both and then set the
root directory. Also, you need to create a web administrator and password. This is the user-
name/password used to authenticate to the GUI interface. Lastly, you must allow users to
log in using locally configured usernames and passwords.

13. B. You add, delete, and change ephone-DN configurations in the Configure menu tab.

14. A. You can save configuration changes on the GUI under the Administration menu by
selecting Save Router Config.

15. C. When a phone powers up and connects to the network, its first task is to receive net-
work parameters such as an IP address, gateway, subnet mask, and the option 150 param-
eter. If your phone is not receiving one or more of these, it will fail to properly register.

16. D. You can find the Network Settings information by pressing the Settings button on a
Cisco IP phone.
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B, D. You can use debug tftp events to see which files a Cisco phone is asking for. With
this information, you can then view which files are configured to be served via TFTP by
issuing a show telephony-service tftp-bindings command.

D. When a user picks up the phone handset, the phone goes into an off-hook state. This is
referred to as an extension seizure.

D. Alerting means that someone is trying to call that ephone-DN but the user has not yet
picked up the handset.

C. The phone will not register until another phone unregisters or max-ephone is changed to 11.



236 Chapter 5 - CUCM Express Installation and Basic Configuration

Answers to Written Lab 1

1. copy tftp: flash

2. archive tar /xtract

w

tftp-server flash:/phone/7945-7965/SCCP45.8-3-2-27.sbn alias
SCCP45.8-3-2-27.sbhn

ip source-ip 172.16.55.100
max-ephones 30

max-dn 50

Toad 7945 SCCP45.8-3-3S.Toads

telephony-service setup

© © N @ o &

ip http secure-server

10. debug tftp events
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Whenever I go to buy a new car, the first things I look

at are the basics. How reliable is the car?» How much legroom is
there? Does it get decent gas mileage? Does the value

hold up for resale? Answering these questions will give me the basic functionality that I
desire in my next automobile. This is similar to what we’ve done up to this point in
configuring our CUCM Express. We have the basics nailed down, so we can make and
receive calls. Once that’s done, we need to start thinking about the bells and whistles. Call
parking, hunt groups, intercom, Music on Hold—all these phone features are similar to
added features of a car such as a six-disc CD changer, satellite radio, and built-in Bluetooth.
While they may not be absolutely necessary, they’re great to have! In Chapter 6 we cover
many of the most popular configuration features on the CUCM Express.

Chapter 6 will begin by showing the difference in ephone-DN and ephone configuration
between key-system and PBX models. We’ll also cover the various phone button separator
options. Next, you’ll learn how to configure telephony service features that assist in tailoring
the phone system to meet the geographical and business environment where the system and
its users reside. Then you’ll learn how to configure advanced voice productivity features that
provide additional functionality to your users. After that, we’ll look at how to configure
some of the access and accounting features available on the CUCM Express. Finally, you’ll
learn how to configure Music on Hold in both unicast and multicast environments.

Configuring Key System
and PBX DNs and Ephones

A key system is commonly used in small businesses where the vast majority of calls come
from the PSTN. The key-system model is based on one extension being shared among many
phones. Alternatively, a PBX system uses a model of one extension per phone. This section
will show typical DN and ephone configurations for each setup so you can not only configure
these models yourself but also identify the configuration differences between the two.

Configuring Key Systems

In a key-system environment, you historically see the entire PSTN extension configured on
the line instead of a truncated four- or five-digit extension. Furthermore, all phones must
be capable of answering any call. This means that all the ephone-DNs will be configured
as buttons on every phone. This is known as a shared line. One way of creating this
shared-line setup is to configure a single ephone-DN and apply it on multiple ephones.
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The following key system example configuration shows two phone DNs that represent two
separate external PSTN phone numbers. The DNs are assigned to both phones, and both
will ring when the number is dialed. The first phone to answer gets the call.

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-dn)#number 5555552121
Router(config-dn)#ephone-dn 2
Router(config-dn)#number 5555559191
Router(config-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1 2:2
Router(config)#ephone 2
Router(config-ephone)#button 1:1 2:2
Router(config-ephone)#end

Router#

Figure 6.1 shows what ephone 1 looks like after these configurations are made and the
phone is reset.

FIGURE 6.1 One DN, multiple ephones

2:35p 04/21/09

Let’s say that a phone call is placed to 555-555-2121. Both ephone 1 and ephone 2
would ring. If ephone 2 answers the call first, line 1 of ephone 1 shows this line as in use
by lighting the extension button red and showing the double-handset icon next to the line
number. Figure 6.2 shows line 1 of ephone 1 in use.
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FIGURE 6.2 DN 1inuse

217p 04/21/09 BESEE52121

5555552

From : 4003

Because line 1 is in use, if ephone 1 needs to make a call, it must use line 2, which is
currently not in use.

An alternative shared-line method is to configure multiple ephone DNs with the same
extension number. You can then configure the ephones to use the separate ephone-DN
configurations. You set a preference on the ephone-DN configuration so one particular
phone will always ring first. If the preferred ephone is busy, then the ephone with the next
preference will ring instead. In the CUCM, preferences range from 0 to 9, with the lowest
number being the first preference. We can accomplish this configuration, multiple ephone-
DN with a shared line, using the preference configuration command. The following
configuration example shows how to configure two ephone-DNs with a single phone number.
You can see that ephone-DN 1 has a preference of 0, which means that when a call is made
to this extension, it will choose to ring the phone that is configured to use ephone-DN 1 first:

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
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Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2
Router(config-ephone)#end
Router#

If you did not configure a preference on the ephone-DNs or you set them

TE to be the same, the CUCM would round-robin the calls between the two
ephones. The preference command gives you control of where the CUCM
Express routes calls.

If ephone 1 is in use, any new call will also be sent to ephone 1 because it is the lowest
preferred DN regardless of whether the phone is busy or not. So a second call placed to our
extension would receive a busy signal, and ephone 2 would never receive any calls. To get
around this problem, we configure ephone-DN 1 with the no huntstop command. The
no huntstop command tells the CUCM Express that it should look for the next preferred
ephone-DN if the most preferred phone is busy. Now when ephone 1 is busy, a second call
placed on the shared extension will roll over and ring ephone 2:

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#no huntstop
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2
Router(config-ephone)#end

Router#

Another shared-line key system configuration we need to look at is when the phone
extensions are configured as dual-line and octo-line DNs. So far, we’ve configured only
single-line phones. A single-line phone can make or receive only one call at a time. So if
the line is already in use, you cannot place the call on hold to make a second call. Likewise,
if line 1 is in use, a second phone call to the extension will receive a busy signal.

Dual-line phones, on the other hand, allow the phone to place calls on hold or receive
a second call when in use. And octo-line phones are capable of handling up to eight
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simultaneous calls on a single phone button extension. Dual- and octo-line phones are
configured within the ephone-DN as shown here:

Router(config)#ephone-dn 1 ?
dual-Tine dual-Tine DN (2 calls per Tline/button)
octo-Tine octo-Tine DN (8 calls per line/button)

Configuring ephone-DNs with dual lines is extremely beneficial because it allows
additional functionality when your phone is in use. For now, let’s assume that our small
business has a single PSTN line that is to be shared between two phones configured with
dual-line ephone-DNss. Just as in the previous configuration example, we want to ensure
that the first call made to the extension is received on ephone 1 and that a second call rolls
over to ephone 2 if ephone 1 is already in a call. Let’s say we configure the following:

Router#configure terminal
Router(config)#ephone-dn 1 dual-Tine
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#no huntstop
Router(config-ephone-dn)#ephone-dn 2 dual-Tine
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2
Router(config-ephone)#end

Router#

In this situation, the first call will always go to ephone 1. But because the ephone-DN is
configured as a dual line, a second call will also go to ephone 1. Only a third simultaneous
call will make it to ephone 2. To get around this dual-line problem, we can use the huntstop
channel command on ephone-DN 1. The huntstop command prevents calls from hunting
for the second channel of the ephone-DN. So if we combine the no huntstop command with
the huntstop channel command, the first call always goes to ephone 1, and if channel 1 of
ephone 1 is busy, the second call is sent to ephone 2. Here is the full configuration example
to accomplish our goal:

Router#configure terminal
Router(config)#ephone-dn 1 dual-Tine
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#no huntstop
Router(config-ephone-dn)#huntstop channel
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Router(config-ephone-dn)#ephone-dn 2 dual-Tine
Router(config-ephone-dn)#number 5555557777
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2
Router(config-ephone)#end

Router#

Additional phone button options also expand the shared-line experience of key systems.
In particular, you’ll learn about overlay buttons in the “Configuring Ephone Button
Options” section of this chapter.

Configuring PBX Systems

PBX systems are more commonly found in larger office environments and assign a unique
phone extension to every phone. This allows a caller to reach a specific person within an
organization directly. Also, because of the size of the environment, a large percentage of
phone calls are within the network. To help make life easier for the phone users, phone
extensions are used instead of the full phone number. Typical extensions are four or five
digits in length. These digits may correspond to the last digits of the full PSTN direct
inward dial (DID) if that is how their PSTN circuits are configured. Also, you will find that
the phones almost always are configured as dual-line ephone-DNs. This is because you
need a second line to enable the additional functionality the PBX system offers. In the last
section, you learned how to configure the most common key-system methods of sharing a
single phone number with multiple phones. Here is a very basic and common method of
configuring two PBX system phones with separate extension numbers:

Router#configure terminal
Router(config)#ephone-dn 1 dual-Tine
Router(config-ephone-dn)#number 8001
Router(config-ephone-dn)#ephone-dn 2 dual-Tine
Router(config-ephone-dn)#number 8002
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2
Router(config-ephone)#end

Router#

Now you have two phones with separate extensions. You can then configure the CUCM
Express system for additional features to tailor your system to your environment. The
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remainder of this chapter details how to configure the most common advanced voice
features and options you’ll find in use today.

Configuring Ephone Button Options

When it’s time to assign ephone-DNis to specific ephones, we use the button ephone-config
command. The separator between the line button you wish to configure and the ephone-
DN identifier is an ephone button separator. Many button separator options are available.
Let’s look at all the options:

Router(config-ephone)#button ?
LINE button-index:dn-index pairs example 1:2 2:5
Configuration Tine:button with separator feature options:
: normal phone lines
example button 1:2 2:5
s silent ring, ringer muted, call waiting beep muted
example button 1s2 2s5
b silent ring, ringer muted, call waiting beep not muted
example button 1b2 2b5
f feature ring
example button 1f2 2f5
see also 'no dnd feature-ring'
m monitor Tline, silent ring, call waiting display suppressed
example button 1m2 2m5
see also 'transfer-system full-consult dss'
w watch Tine (BLF), watch the phone offhook status via the phone's primary
ephone-dn
example button 1w2 2w5
o overlay lines, combine multiple lines per physical button
example button 102,3,4,5
c overlay call-waiting, combine multiple lines per physical button
example button 1c2,3,4,5
see also 'huntstop channel' for ephone-dn dual-Tine
x expansion/overflow, define additional expansion lines that are
used when the primary 1line for an overlay button is
occupied by an active call
Expansion works with 'button o' and not with 'button c'
example button 4021,22,23,24,25
button 5x4
button 6x4
Different separator options may be use for each button
example button 1:2 2s5 3b7 4f9 5m22 6wl0

Table 6.1 details the function of each button separator.
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Button separator options

Separator

Option Name

Function

Normal ring

Silent ring

Silent with beep

Feature ring

Monitor line

Watch phone

Overlay line

Overlay with call
waiting

Expansion line

Phone rings normally with default ring tone. Also uses
flashing lights on line button and headset lamp to indicate
ring.

No audible ring when calls come into the phone. Uses
flashing lights on line button and headset lamp to indicate
ring. No audible call-waiting beep.

No audible ring when calls come into the phone. Uses
flashing lights on line button and headset lamp to indicate
ring. Call-waiting beep is audible.

Phone rings using an alternate ring tone from the default.

Used to monitor status (on- or off-hook) of a line.
Commonly used on receptionist phones to see if an
employee is currently using the phone. No audible ring
when calls come into the phone, and the line cannot be
used to make or take calls.

Similar to the monitor mode except that it allows the user
to monitor all ephone-DNs on a phone instead of a single
ephone-DN. This mode presents a more accurate picture
of user availability than using the m separator.

Associates multiple ephone-DNs with a single line button.
No call-waiting functionality.

Same as the overlay line but with call-waiting functionality
added.

Another overlay line option. The difference is that if the
line button extension is in use, new calls are allowed to
overflow to additional line buttons to help prevent a busy
signal.

The ring phone button options (:, s, b, and s) are fairly straightforward and need no
more explanation. We’ll focus on when you would want to use the monitor and overlay
button options.

Monitor Line

Let’s say you have an administrative assistant who is tasked with taking your calls and
transferring them to your phone when you are not busy with other calls. The monitor
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line (m) button separator option allows the assistant’s phone to monitor your ephone-DN
and see if you are currently on a call using that ephone-DN. If you are already busy on the
line, the assistant can take a message for you. The line configured in monitor mode cannot
make or receive any calls. Instead, it is a visual aid to see if another line is being used. In
this example, my phone is assigned the number 4040. My administrative assistant has
their own number, 4041, assigned to button 1. Also configured is button 2 to monitor my
ephone-DN.

Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 4040
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 4041
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:2 2ml
Router(config-ephone)#end

Router#

Now when I pick up my phone to make a call, my administrative assistant can see that
I’m busy on that ephone-DN. Figure 6.3 shows the administrative assistant’s phone when
the 4040 line is in use.

FIGURE 6.3 A phone configured to monitor extension 4040

11:39p 05/25/09




Configuring Key System and PBX DNs and Ephones 247

One of the drawbacks to this setup would become apparent if my phone were to be
configured with multiple ephone-DNs. I would then need to create multiple monitor button
operators for each extension. A way around the monitor line limitation is to use the watch
phone button separator.

Watch Phone

The watch phone (w) button option does exactly the same thing as the monitor line option
with the exception that it monitors all of the ephone-DNs of an ephone instead of just one.
You configure the button to watch the primary line of a phone, and it monitors all lines on
the phone. This is far more useful than the monitor line option because you can see if any
of the lines on a phone are in use instead of just a single ephone-DN. As with the monitor
line option, a line configured with the watch phone option cannot make or receive any
calls. We’ll use the boss-and-assistant scenario again for this example. The boss has two
extensions (5111 and 5112) configured on lines 1 and 2. The administrative assistant’s
phone is configured to use extension 5113 on button 1. Button 2 is then configured to
watch the primary ephone-DN 1, as shown here:

Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 5111
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 5112
Router(config-ephone-dn)#ephone-dn 3
Router(config-ephone-dn)#number 5113
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1:1 2:2
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1:3 2wl
Router(config-ephone)#end

Router#

With this command, when the boss uses either ephone-DN 1 or 2, the administrative
assistant’s button 2 will show the line as in use. The watching phone’s display button shows
the phone in use when the following conditions occur on the watched phone:

= Off-hook and/or in use
= Unregistered or deceased phone
= In DnD (do not disturb) mode

Overlay Line

Overlay (o) lines allow you to configure multiple ephone-DNs to a single phone button
on a Cisco phone. Cisco phones have a finite number of phone buttons. You can use the
overlay button option to assign multiple ephone-DNs to a single physical phone button.
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Ephone-DNs that are configured on a particular ephone with the overlay option must
all be single-line or dual/octo-line phones. There cannot be a mix of single- and
multiline phones.

An overlay line is commonly used when a main line is answered by anyone in a specific
department. This overlay shared-line configuration is best paired with the preference and
no huntstop commands. In the next example, we have a department with two employees.
Each employee has a unique extension for their phone. There is also a shared-line number
(5454) that is configured as an overlay line on button 1. When we configure the ephone-
DN, we make sure to configure the unique extension first. The first ephone configured
is the number that is displayed on the phone display LCD panel. The overlay line is
configured, but that number is never seen on the phone button display. The shared line is
configured on ephone-DN 3 and ephone-DN 4. Ephone-DN 3 has the lower preference and
will handle the first call. It also is configured to use the no huntstop command to
look for the next-preferred ephone-DN with the same extension if the most-preferred phone
is busy.

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 6001
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 6002
Router(config-ephone-dn)#ephone-dn 3
Router(config-ephone-dn)#number 5454
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#no huntstop
Router(config-ephone-dn)#ephone-dn 4
Router(config-ephone-dn)#number 5454
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button lol,3,4
Router(config-ephone)#ephone 2
Router(config-ephone)#button 102,3,4
Router(config-ephone)#end

Router#

Each phone’s button 1 is configured with its unique number as well as the shared-line
number for the department. Calls placed to 6001 go only to ephone 1. Calls placed to 6002
go only to ephone 2. But calls placed to 5454 are sent to both phones. The configuration
uses only one phone button on each phone. Now other buttons are available to be
configured for additional lines or speed-dial capabilities if desired. Following is the output
of show ephone for our two configured ephones. As you can see, the first number assigned
in the overlay configuration is bound to the phone and idle. The shared number is visible
but not the primary number.
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Router#sh ephone

ephone-1 Mac:0021.A084.4F0C TCP socket:[3] activeLine:0 REGISTERED in SCCP ver
12/8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0 caps:9
IP:192.168.10.2 49242 7965 keepalive 11 max_line 6

button 1: dn 1 number 6001 CH1 IDLE overlay

overlay 1: 1(6001) 3(5454) 4(5454)

ephone-2 Mac:0021.A02E.7D9A TCP socket:[4] activelLine:0 REGISTERED in SCCP ver
12/8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:9
IP:192.168.10.3 49219 7965 keepalive 11 max_line 6

button 1: dn 2 number 6002 CH1  IDLE overlay

overlay 1: 2(6002) 3(5454) 4(5454)

Let’s say a call is placed to extension 5454, and ephone 2 answers the call. Now a show
ephone looks like this:

Router#sh ephone

ephone-1 Mac:0021.A084.4F0C TCP socket:[3] activeLine:0 REGISTERED in SCCP ver
12/8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0 caps:9
IP:192.168.10.2 49242 7965 keepalive 14 max_line 6

button 1: dn 1 number 6001 CH1 IDLE overlay

overlay 1: 1(6001) 3(5454) 4(5454)

ephone-2 Mac:0021.A02E.7D9A TCP socket:[4] activelLine:1 REGISTERED in SCCP ver
12/8

mediaActive:1 offhook:1 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:9
IP:192.168.10.3 49219 7965 keepalive 14 max_line 6

button 1: dn 3 number 5454 CH1  CONNECTED overlay shared

overlay 1: 2(6002) 3(5454) 4(5454)

Active Call on DN 3 chan 1 :5454 192.168.10.3 27418 to 192.168.1.100 24646 via
192.168.10.3

G711UTaw64k 160 bytes no vad

Tx Pkts 196 bytes 33712 Rx Pkts 192 bytes 33024 Lost O

Jitter 7 Latency 0 callingDn 5 calledDn -1

At this point, ephone-DN 3, which is number 5454, is owned and controlled by
ephone 2. A second call is made to 5454; this time, ephone-DN 3 is in use, so the call rolls
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over to the next ephone-DN, which is 4. Because ephone 2 is configured with an overlay
with both ephone-DNs 3 and 4, the phone rings on ephone 2. A show ephone with both
ephone-DNs 3 and 4 in use looks like this:

ephone-1 Mac:0021.A084.4F0C TCP socket:[3] activeLine:1 REGISTERED in SCCP ver
12/8

mediaActive:1 offhook:1 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:9
IP:192.168.10.2 49242 7965 keepalive 19 max_line 6

button 1: dn 4 number 5454 CH1  CONNECTED overlay shared

overlay 1: 1(6001) 3(5454) 4(5454)

Active Call on DN 4 chan 1 :5454 192.168.10.2 27274 to 192.168.1.101 24648 via
192.168.10.2

G711UTaw64k 160 bytes no vad

Tx Pkts O bytes 0 Rx Pkts O bytes 0 Lost 0

Jitter 0 Latency 0 callingDn 5 calledDn -1

ephone-2 Mac:0021.A02E.7D9A TCP socket:[4] activelLine:1 REGISTERED in SCCP ver
12/8

mediaActive:1 offhook:1 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:9
IP:192.168.10.3 49219 7965 keepalive 19 max_line 6

button 1: dn 3 number 5454 CH1  CONNECTED overlay shared

overlay 1: 2(6002) 3(5454) 4(5454)

Active Call on DN 3 chan 1 :5454 192.168.10.3 26148 to 192.168.1.100 24640 via
192.168.10.3

G711UTaw64k 160 bytes no vad

Tx Pkts 738 bytes 126936 Rx Pkts 736 bytes 126592 Lost 0

Jitter 2 Latency 0 callingDn 6 calledDn -1

As you can see, this shared-line overlay configuration is a very good option in many
office environments. It also highlights a combination of PBX and key-system capabilities on
the CUCM Express. Installations that combine both PBX and key-system functionality are
commonly called hybrid systems.

Overlay with Call Waiting

This button separator option, c, is the same as the overlay, except that it adds call-waiting
functionality. Call waiting is the ability for a phone to receive two or more simultaneous
calls at the same time. The user can place a currently engaged call on hold to answer the
second call. To see this difference, we will configure our CUCM Express router with

the same configuration as the overlay example except we will use the call-waiting button
separator option. We’ll also have to configure ephone-DN 3 as a dual-line phone so it can
utilize call waiting;:
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Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 6001
Router(config-ephone-dn)#ephone-dn 2
Router(config-ephone-dn)#number 6002
Router(config-ephone-dn)#ephone-dn 3 dual-Tine
Router(config-ephone-dn)#number 5454
Router(config-ephone-dn)#preference 0
Router(config-ephone-dn)#no huntstop
Router(config-ephone-dn)#ephone-dn 4
Router(config-ephone-dn)#number 5454
Router(config-ephone-dn)#preference 1
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 1cl,3
Router(config-ephone)#ephone 2
Router(config-ephone)#button 1c2,3
Router(config-ephone)#end

Router#

So what are the results of this configuration? The first call to extension 5454 is
handled by ephone-DN 3 because of its lower preference. A second call rolls over to
ephone-DN 4, because the no huntstop option was set. Ephone-DN 4 rings ephone 1, but
it also sends the call-waiting beep to ephone 2, which is currently in a call. This way, the
user on ephone 2 is notified of a second call. He or she can place the first call on hold and
answer the second.

Expansion Line

The expansion button separator, X, is used to expand line coverage for an overlay

button (o). It does not work when the overlay separator button is configured for call
waiting (c). When the extensions configured as overlay lines are in use, the expansion lines
begin taking calls. In this example, we have ephone 1 configured to overlay ephone-DNs 1
and 2, which are both 7001. Ephone-DN 1 is also a dual-line phone. We also have button 2
configured as an overlay for line 1 on the phone:

Router#configure terminal
Router(config)#ephone-dn 1 dual-Tine
Router(config-ephone-dn)#number 7001
Router(config)#ephone-dn 2
Router(config-ephone-dn)#number 7001
Router(config-ephone-dn)#exit
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Router(config)#ephone 1
Router(config-ephone)#button 1lol,2 2x1
Router(config-ephone)#end

Router#

In this example, the first call to 7001 goes to button 1. The second call also goes to
button 1, because it is a dual line and channel 2 is free. The third call will overflow
to button 2 because both lines are busy on button 1. Always remember that overflow lines
will be used only when all other lines are occupied.

Configuring Telephony Service Features

You’ll configure most telephony service features while in config-telephony mode. These
features provide multiple ways to tailor your voice environment to better fit the needs of
your end users. This section will show you how to configure several of the most important
telephony service features. We’ll look at how to change the language and ring tone
settings to match the location where your endpoints will reside. I’ll also show you how

to modify the date and time formats and modify the phone handset system message to
personalize your voice system. Lastly, you’ll learn how to create a local directory to assist
users in looking up phone extensions.

How to Configure User Locale and Network Locale

By default, the Cisco CUCM Express is set for the English (US) language for its location.
What happens if you need to deploy this system in say, Colombia, where Spanish is the
native language? To modify the language used on the Cisco phone handsets, including
softkeys, help, and other buttons, we can use the user-Tocale command. Let’s see what
language options are currently available:

Router(config-telephony)#user-locale ?
<0-4> wuser locale index 0 to 4 (0 is default)

DE Germany

DK Denmark

ES Spain

FR France

IT Italy

JpP Japan

NL Netherlands
NO Norway

PT Portugal

RU Russian Federation
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SE Sweden
us United States

Using our Colombian deployment example, we’ll choose ES for our locale, so Spanish
will be displayed on our handsets:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#user-locale ES

Updating CNF files

CNF files update complete

Please issue 'create cnf' command after the locale change
Router(config-telephony)#create cnf-files

CNF file creation is already On

Updating CNF files

CNF files update complete

Whenever we make changes to the configuration of a telephone, we will need to reset the
phone in order to obtain all of the updated configuration and settings as manipulated.

Figure 6.4 shows a screenshot of the settings menu now that we’ve changed the language
and reset our phones.

FIGURE 6.4 Spanish phone settings
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The network-locale command modifies tones and cadence differences between
geographic regions. Unlike the user-Tocale, which changes language functions of the
phones, the network-Tocale settings are based on regional telephone standards in terms of
telephone signaling. Using our Colombia deployment example, we can use ES for the user-
locale because Colombians speak the same language as Spaniards. The network-locale
settings differ, however, because each region has different tones within its geographic
regions:

Router(config-telephony)#network-locale ?
<0-4> network Tocale index 0 to 4 (0 is default)

AT Austria

CA Canada

CH Switzerland

co Colombia

DE Germany

DK Denmark

ES Spain

FR France

GB United Kingdom
IT Italy

Jp Japan

NL Netherlands

NO Norway

PT Portugal

RU Russian Federation
SE Sweden

us United States

Router(config-telephony)#network-locale CO

Updating CNF files

CNF files update complete

Please issue 'create cnf' command after the locale change
Router(config-telephony)#create cnf-files

CNF file creation is already On

Updating CNF files

CNF files update complete

)’ If you need to configure a user-Tocale and network-1ocale that are not
A@TE currently in your CUCM Express software, you can download the individual
user-locale .tar files here:

http://www.cisco.com/cgi-bin/tablebuild.pl/CME-Locale
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@ Real World Scenario
Can You Translate This for Me?

Jeff was an IT consultant who recently began installing CUCM Express solutions in
businesses. All of his implementations up to this point had been for local businesses in
the United States, where English is the dominant language. A recent client, however,
called for a Canadian deployment. Some employees had English as their primary
language and others had French. In addition, the company regularly had visits from
consultants from Spain, which required a third language. Since Jeff was new to the
language-localization features of the CUCM Express, he had to do a bit of research to
figure out the best configuration method to provide the three different language options
to users. He learned that if the CUCM Express is going to be in a mixed-language
environment, his best option was to configure user-Tocale and network-locale ephone
templates. This is an example of how the ephone templates were used to remedy this
situation:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)# user-locale 1 ES
Router(config-telephony)# user-locale 2 FR
Router(config-telephony)# network-locale 1 ES
Router(config-telephony)# network-locale 2 FR
Router(config-telephony)#ephone-template 1
Router(config-ephone-template)# user-locale 1
Router(config-ephone-template)# network-Tlocale 1
Router(config-ephone-template)#ephone-template 2
Router(config-ephone-template)# user-locale 2
Router(config-ephone-template)# network-locale 2
Router(config-ephone-template)#ephone 1
Router(config-ephone)# button 1:1
Router(config-ephone)#ephone 2
Router(config-ephone)# button 1:2
Router(config-ephone)# ephone-template 1
Router(config-ephone)#ephone 3
Router(config-ephone)# button 1:3
Router(config-ephone)# ephone-template 2
Router(config-ephone)#exit




256 Chapter 6 - CUCM Express Advanced Configuration

Router(config)#telephony-service
Router(config-telephony)#create cnf-files
CNF file creation is already On

Updating CNF files

CNF files update complete
Router(config-telephony)#restart all

This method sets up a very simple and streamlined way to configure ephones that fits

the needs of the local user. Note that by default, the English (US) locale is configured if
you do not specify a template. So, for example, ephone 1 is for English-speaking users
because there is no ephone template 1 or 2 specified.

Configuring the Date and Time Format

Similar to user-locale is the date and time format. Different countries display the date
and time differently. In the United States, the date is displayed as mm/dd/yy. In other
regions, such as Europe, the date is displayed as dd/mm/yy. The default format is mm/
dd/yy. If you wish to change the format on your Cisco IP phones, you use the date-format
command. You can specify the following formats:

Router(config-telephony)#date-format ?
dd-mm-yy Set date to dd-mm-yy format
mm-dd-yy Set date to mm-dd-yy format
yy-dd-mm Set date to yy-dd-mm format
yy-mm-dd Set date to yy-mm-dd format

Let’s change the date format to the European dd/mm/yy:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#date-format dd-mm-yy
Router(config-telephony)#end

Router#

Now when we reset our phones, we get the date to display with the day first.
See Figure 6.5.
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FIGURE 6.5 A modified date format

Configuring the System Message

The CUCM Express system message is a custom-display text message that appears on
certain Cisco IP phones with large displays, such as the 7940 and 7960 grayscale displays
or the 7945 and 79635 color displays. The system message defaults to “Cisco Unified CME”
by default.

We can modify the default message with the system message config-telephony
command. The next example shows how to change the message to “ACME Incorporated”:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#system message ACME Incorporated
Router(config-telephony)#end

Router#

The system message does not need a reset or restart of the phones because this is
updated every time the phone receives a keepalive message from the CUCM Express.
Figure 6.6 shows the modified message on our phone.
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FIGURE 6.6 A customized system message
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The maximum length of a system message on a CUCM Express is
P 34 characters.

Configuring a Local Directory

The CUCM Express local directory is like a built-in phone book. The directory can be
used to search for and locate extensions based on caller-ID information that is configured
on the system. Configuration of the local directory takes place in config-ephone-DN and
config-telephony modes. Let’s look at our configuration options to see how all the pieces fit
together to make a custom-tailored directory to meet all your needs.

Configuring Caller-ID Ephone-DN Entries

When you configure an ephone, the name configuration command configures caller ID for
this extension. For example, let’s configure ephone-DN 1 with the extension 4001 and the
caller ID John Smith:
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Router#configure terminal
Router(config)#ephone-dn 1 dual-Tine
Router(config-ephone-dn)#number 4001
Router(config-ephone-dn)#name John Smith
Router(config-ephone)#end

Router#

When we assign this ephone-DN to an ephone and make a call from that ephone using
the 4001 extension, we see that the caller-ID information comes through on the called
phone, as shown in Figure 6.7.

FIGURE 6.7 A caller-ID display
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The name config-ephone-DN mode command also automatically enters this name into
the local directory. You can access the local directory using the Directory button located
on the Cisco phone to see the display shown in Figure 6.8.
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FIGURE 6.8 The local directory in default first-name-first order
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As you can see, by default, the directory displays names with first name showing first.
This may not be the way you want to have your directory listed. You can change this by
going into config-telephony mode and using the directory last-name-first command to
switch the listings around. Now all of your directory names will be listed alphabetically by
last name, as shown in Figure 6.9.

Configuring Manual Local Directory Entries
and System-Level Speed Dial

You can also add directory listings directly using the directory entry config-telephony
mode command. For example, let’s add a directory entry for Branch Chicago using this
method:

Router#configure terminal

Router(config)#telephony-service

Router(config-telephony)#directory entry 1 3125552777 name Branch Chicago
Router(config-telephony)#end

Router#
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FIGURE 6.9 The local directory in last-name-first order
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You can configure up to 100 manual directory entries (numbered 1-100). Directory
entries listed within the 34-99 range are eligible to be configured as systemwide speed-
dial entries if desired.

Configuring Voice
Productivity Features

Voice productivity features are phone features that enhance the user’s calling experience.
In this section, you will learn how to configure the following productivity features:

= Call forward
= Call transfer
= Call pickup
*  Call parking
= Hunt groups
= Intercom

= Paging
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Call Forwarding

If you want to be able to answer your phone extension but are located somewhere else,
you can use the call forward voice productivity feature to direct all of your calls to a
different phone. There are two different types of call forwarding on the CUCM Express.
One method is to forward all calls on the Cisco phone handset itself. We’ll refer to this as
dynamic call forwarding. The second method is to configure forwarding within the Cisco
I0S. This is referred to as static call forwarding. Let’s look at how to set up both methods.

Setting Up Dynamic Call Forwarding

To forward all incoming calls using the handset, you can press the CFwdAll softkey on the
phone, enter the phone number you want to forward calls to, and then press either the End
softkey or the # button. Figure 6.10 shows that extension 204 has been forwarded to the
phone with the extension 201.

FIGURE 6.10 Call forwardingimplemented on an IP phone
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You can see that the icon in the upper-right corner next to the extension has changed
to indicate that this phone has been forwarded. To stop the phone from forwarding calls,
press the CFwdAll softkey again.

Setting Up Static Call Forwarding

Unlike dynamic call forwarding, static call forwarding allows for more options than to simply
forward all incoming calls. It is important to note that static forwarding can be overridden
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using the CFwdAll softkey on Cisco phones. There are five ways to configure static call
forwarding on an ephone-DN. Table 6.2 lists each configuration option and its function.

TABLE 6.2 Static call-forwarding options

Option Description

A1l Forward all incoming calls

Busy Forward calls only when phone is busy

night-service Forward calls only when CUCM Express is in night-service active
time mode

Noan Forward calls after a specified amount of time when the phone has

not been answered

As an example, suppose we want our extension at 204 to be forwarded to extension 201
when we do not answer it after five rings. In the United States, a ring consists of a 4-second
audible tone followed by 4 seconds of silence. Using this as our guide, we can configure our
extension to forward calls after 30 seconds without answer:

Router#configure terminal
Router(config)#ephone-dn 4
call-forward noan 201 timeout ?
<3-60000> Ringing no answer timeout duration in seconds

Router(config-ephone-dn)#call-forward noan 201 timeout 30
Router(config-ephone-dn)#end
Router#

The call-forward all and call-forward busy options are fairly self-explanatory.
The call-forward night-service option is useful only when the after-hours night service
functionality is configured on your CUCM Express. Night-service is a way of having calls
routed directly to voice mail during specified periods of time. It is typically used in key-
system configurations. Once it is properly configured, you can configure call forwarding to
take advantage of the night-service configuration.

One additional static call-forwarding configuration needs to be addressed.
TE The call-forward max-Tength option sets a maximum number of digits
that end users can enter for forwarding. This option helps to prevent

employees from forwarding calls to numbers that would ultimately incur
long-distance charges.
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Call Transfer

Call transfer is the process of moving an active phone conversation from one phone number
to another. On Cisco phones, you perform this process by pressing the Trnsfer softkey and
dialing the number where you wish to forward the call. Figure 6.11 shows a phone call in
progress with the Trnsfer key option available for use.

FIGURE 6.11 The result of pressing the Transfer (call transfer) softkey
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There are three ways to configure transfer on the CUCM Express within config-
telephony mode. Table 6.3 lists the three call transfer options available.

TABLE 6.3 Call transfer options

Option Description

full-blind Transfers the call immediately after entering a forward number.
Available on single-line ephone-DNs.

full-consult Allows you to speak to the transfer number party prior to forwarding
the phone conversation. This setup requires dual-line ephone-DNs.

Tocal-consult Similar in functionality to the full-consult option, but the handling of
voice traffic flow is inefficient. This is a Cisco proprietary method and
should be used only for backward compatibility with older Cisco phones.
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Most of your implementations will be configured for either fu11-blind or full-consult.
For single-line ephone-DNs, the only option is full-blind because consult transfers
require the use of a second line. On all dual- and octo-line ephone-DNs, the default
transfer method is full-consult. If the phone that is transferring is configured as a dual-
line ephone-DN but the second line is not available, the transfer method falls back to
full-blind.

You can also configure either a blind or consult transfer on each individual ephone-DN.
This example shows ephone-DN 1 being configured for blind transfers:

Router#configure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#transfer-mode ?
b1ind Perform blind call transfers (without consultation) using single
phone 1ine
consult Perform call transfers with consultation using second phone line if
available
Router(config-ephone-dn)#transfer-mode blind
Router(config-ephone-dn)#end
Router#

The CUCM Express has a built-in toll-fraud protection that is enabled by default. Unless
otherwise configured, calls can be transferred only to local on-network numbers on the
system. If you want to allow users to transfer calls off network, you must use the config-
telephone transfer-pattern command to specify which dial strings are acceptable. The
permitted numbers can be specific configurations that must exactly match. For example, let’s
configure a transfer pattern for the CEO to be able to transfer calls to his home number at
555-332-3112:

Router#configure terminal
Router(config)#telephony-service
Router(config-telephony)#transfer-pattern 5553323112
Router(config-telephony)#end

Router#

This number is now the only off-network number allowed to be forwarded.

You can also configure off-network numbers using standard CUCM wildcard
characters. Wildcards let you configure multiple allowable off-network numbers without
having to specify every allowable number. These wildcards are used in multiple different
configuration options so it is very important that you properly identify each option.
Table 6.4 lists the wildcard options and their use.
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TABLE 6.4 Telephone number wildcard options

Option Description
Matches any number 0-9 or the * key.

[1] A range of single number digits within the brackets. For example, [1-3]
means the number can be 1, 2, or 3. Commas can also be used to indicate
nonconsecutive numbers. For example, [1,3] means the number can
either be 1 or 3. Finally, the carat (") is used to indicate that the digit is not
a number listed in the brackets. For example, [*1-3] means the number
is anything other than 1, 2, or 3.

) Indicates a pattern. This can be used in conjunction with the ?, %, or +
wildcard option.

? The preceding digit occurs 0 or 1 time.

% The preceding digit occurs either 0 or more times.

+ The preceding digit occurs either 1 or more times.

T An inter-digit timeout. This essentially tells the router to pause to allow

time to collect additional digits. By default, the system will wait 10
seconds or until the # key is pressed.

Table 6.5 lists telephone number wildcard examples to demonstrate how each option

is used.

TABLE 6.5 Telephone number wildcard examples

Number Pattern

Description

555[3-5]......

312(555)7....

omMT

Matches a number that must begin with 555. The last 7 digits can be
any number.

Matches a number that must begin with 555. The next digit can be 3, 4,
or 5. The final 6 digits can be any number.

Matches a number that must begin with 312. The 555 may be used
either 0 or 1 time. The final 4 digits can be any number.

Matches a number that must begin with 011. The router than waits

for up to 32 digits to be entered before moving on. If the user stops
dialing, a timer (10 seconds by default) must complete before the router
processes the digits.




Configuring Voice Productivity Features 267

Getting back to our transfer pattern example, let’s assume that we want our users to be
able to transfer calls to any number within the North American Numbering Plan. Here is
the best way to set up the transfer pattern using wildcards:

Router#configure terminal

Router(config)#telephony-service
Router(config-telephony)#transfer-pattern [2-9][0-8].[2-9]......
Router(config-telephony)#end

Router#

As you learned in Chapter 2, the NANP has a three-digit area code. Every area code must
start with a digit between 2 and 9. The second digit can be within 0 and 8. The last digit of
the area code can be any number. The first digit of the office code can be any number between
2 and 9, while all the rest of the office codes and station codes can be any number.

@ Real World Scenario

No More Missed Calls

Steve is the data center manager for a midsize ISP. He spends the vast majority of

his time inside the data center monitoring equipment to ensure stability. Steve often
spends time on the phone there talking to server and network engineers. One of his biggest
complaints about the phone is that he often cannot hear the call-waiting beep on the line
over the noise of the constantly running fans that keep network and server gear cool.

By default, call waiting is enabled on SCCP phones that are configured as dual/octo-line
phones or with multiple ephone-DNs configured. When the user is on the phone and a second
call comes through, the user will hear a subtle beep through the handset speaker indicating
the second call. Users nearly always want this setup, so no configuration changes are required.

In a data center or other noisy environment, a call-waiting beep may not be loud enough
to be heard. In this case, you may want to alter the call-waiting tone so it will actually ring
like a second call coming in. To accomplish this, you can configure specific ephones to
alert using an external ring rather than a beep through the handset. Here is an example of
how to configure ephone-DN 10 to use a call-waiting ring:

Router#configure terminal
Router(config)#ephone-dn 10
Router(config-ephone-dn)# call-waiting ring
Router(config-ephone-dn)#end

Router#

After this configuration change, when a second call comes into Steve’s phone in the data
center, the phone will ring, which is much more likely to be heard.
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Call Pickup

Call pickup is the process of answering a remote extension on your local phone. For
example, suppose ephone 10 is configured with extension 210 and it begins to ring. You
happen to be sitting at ephone 9, which is configured for extension 209. Using the
PickUp softkey button, you can answer extension 210 on ephone 9. You simply press

the PickUp key on your Cisco phone and enter the extension you want to answer (210 in
our example). The call would be rerouted to ephone 9 and use the 209 extension line. All
of this functionality is enabled by default on the CUCM Express. If you choose to disable
this feature, you can issue a no service directed-pickup command within
config-telephony mode.

You can also get fancy with call pickup by creating pickup groups to enhance the user
experience for users who commonly answer each other’s phones. To do so, we use the
pickup-group command in config-ephone-DN mode. This example shows how to configure
two different pickup groups with the IDs of 5110 and 5111:

Router#configure terminal
Router(config-ephone-dn)#ephone-dn 10
Router(config-ephone-dn)#pickup-group 5110
Router(config-ephone-dn)#ephone-dn 11
Router(config-ephone-dn)#pickup-group 5110
Router(config-ephone-dn)#ephone-dn 12
Router(config-ephone-dn)#pickup-group 5111
Router(config-ephone-dn)#ephone-dn 13
Router(config-ephone-dn)#pickup-group 5111
Router(config-ephone-dn)#end

Router#

Now, instead of using the PickUp softkey, you can use the GPickUp group softkey. After
pressing the softkey, you enter the pickup-group identification number.

Call Parking

Call parking lets you place a phone call in “parked” state using an unassigned ephone-DN
and then resume the call from any Cisco phone on the CUCM Express. Call park is essentially
is the same functionality as hold except that with hold, the call can be resumed only from the
local phone. Parking the call gives you more flexibility as to where the call is resumed from.

As stated previously, an unused ephone-DN must be configured and specifically
designated as a call parking space. In this example, we configure ephone-DNs 30 and 31 as
call parking spaces:

Router#configure terminal
Router(config)#ephone-dn 30
Router(config-ephone-dn)#number 3030
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Router(config-ephone-dn)#name Parking 1
Router(config-ephone-dn)#park-slot
Router(config-ephone-dn)#ephone-dn 31
Router(config-ephone-dn)#number 3031
Router(config-ephone-dn)#name Parking 2
Router(config-ephone-dn)#park-slot
Router(config-ephone-dn)#end

Router#

Figure 6.12 shows a Cisco phone that placed a call into parking slot with the extension
of 3030. Now that the call has been placed into call park, the recipient can resume the call
from any CUCM Express phone by pressing the PickUp softkey and then entering the 3030
extension number.

FIGURE 6.12 Call-parked IP phone
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There are several other park-slot options that we should look at. Here are the options
available to us:

Router(config-ephone-dn)#park-slot ?
reserved-for Reserve this park slot for the exclusive use of the phone with
the extension indicated by the transfer target extension number
timeout Set call park timeout
<cr>
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Use the reserved-for option if you want to have a parking space reserved for a specific
extension. No other extensions will be able to use this parking slot.

The timeout option allows you to configure parking slot timer values and notification
options when timers expire. These options are to help prevent people from parking calls
and then forgetting about them. That’s not the best way to treat your callers!

Hunt Groups

Hunt groups refer to the setup of a single phone number (the pilot number) that is
answered by one of several extensions that take turns ringing first. The extension that
receives the next call to the pilot number depends on the hunt group selection algorithm
that is configured. Let’s first look at the components of a hunt group, and then we’ll
learn how to configure them on the CUCM Express. Table 6.6 describes the hunt group
components.

TABLE 6.6 Huntgroup components

Component Description

Hunt group tag The tag to differentiate multiple hunt groups on the CUCM Express.

Pilot number The ephone-DN that is dialed to reach a hunt group. A secondary DN
can also be configured using the secondary keyword.

Algorithm type  The algorithm method used to select which phone in the hunt group
should ring next. The options are Tongest-idle, peer, and sequential.

Member list The ephone-DNs that belong to the hunt group.

Hops The number of extensions that the algorithm will try to ring before going
to the final number. This is a valid command for longest idle and peer
algorithms.

Timeout The number of seconds an extension in the hunt group will ring before

moving to the next extension in the group.

Final number The number that is tried last after the number of hops has been
exceeded.

Hunt groups are configured by using the ephone-hunt configuration command. In
addition to the key command, you also specify the hunt group tag and algorithm type.
The tag can be any number between 1 and 100. The three different algorithm types are
described in Table 6.7.
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TABLE 6.7 Huntgroup algorithms

Algorithm Descriptions
Longest idle Rings the phone in the hunt group that has been idle the longest.
Sequential Rings the extensions in the exact order they were configured. Once it

gets to the end of the list, it dials the configured final number.

Peer A circular algorithm where the first number tried is configured directly
to the right of the last number attempted.

As an example, we’ll configure hunt group 10 for pilot number 5001. This pilot has four
members with the extensions 201, 202, 203, and 204. We want to use the circular peer
method of choosing extensions to ring. An extension should ring for 20 seconds before
the call moves to the next extension in the list. Finally, we want to try up to three group
members before contacting the manager at extension 205:

Router#configure terminal
Router(config)#ephone-hunt 10 peer
Router(config-ephone-hunt)#pilot 5001
Router(config-ephone-hunt)#1ist 201 202 203 204
Router(config-ephone-hunt)#hops 3
Router(config-ephone-hunt)#timeout 20
Router(config-ephone-hunt)#final 205
Router(config-ephone-hunt)#end

Router#

Using this example, we’ll pretend that a call is placed into 5001, and it happens that
the first number to ring is 203. That extension will ring for 20 seconds, and then the call
will try extension 204. That phone will ring for 20 seconds, and then the call will wrap
around the list and ring 201. Finally, if 201 does not answer the call, the maximum number
of hops is reached and the call will be forwarded one last time to extension 205. This
extension will continue to ring until someone answers it.

Intercom

Intercoms are mostly found in key-system CUCM Express systems, but they can also be
used in key-system/PBX hybrid setups. The intercom feature is essentially a speed dial with
automatic answer on the speakerphone. The speakerphone auto-answer on the called party
is in a mute state. The user must unmute the phone to be heard on the other end.
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Intercoms must have at least two phones configured for the service to work. Two new
ephone-DNs need to be configured. To ensure that these extensions are not accidentally
dialed by other phones, it is highly recommended that the number use a digit that cannot
be dialed using a phone handset. The letters a, b, ¢, and d can be used here. These letters
are DTMF priority and override tones that come in handy when you don’t want anyone
accidentally dialing this extension.

Once the ephone-DNs are configured using the intercom command and have extension
numbers, they need to be assigned to buttons on the ephones you want to have intercom
capability. In our example, we’ll configure ephone-DNs 15 and 16. One ephone-DN will
have the extension A900 and the other will be for A901. The intercom feature will be
configured on each ephone-DN to be able to use the intercom between the two extensions.
We’ll then assign the intercom extensions to button 2 of ephones 1 and 2:

Router#configure terminal
Router(config)#ephone-dn 15
Router(config-ephone-dn)#number A900
Router(config-ephone-dn)#intercom A901
Router(config-ephone-dn)#ephone-dn 16
Router(config-ephone-dn)#number A901
Router(config-ephone-dn)#intercom A900
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#button 2:15
Router(config-ephone)#ephone 2
Router(config-ephone)#button 2:15
Router(config-ephone)#end

Router#

We need to discuss a few key intercom configuration options because they might be
useful depending on how your users want to use the intercom voice-productivity feature.
Let’s look at the options:

Router(config-ephone-dn)#intercom A900 ?

barge-in Allow intercom calls received on this DN to force other calls
into the call HOLD state to allow the incoming intercom call
to immediately connect without waiting

Tabel Define a text Tlabel for the intercom

no-auto-answer Disable intercom auto-answer

no-mute Disable intercom mute-on-answer

<cr>

»  The barge-in option is useful when the intercom extension on the remote end is
already in progress. When you use this command, the current call will be placed on
hold and the new intercom call will connect.
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*  The Tabel option allows you to configure a name for the intercom to identify the
calling party.

= The no-auto-answer option forces the called user to answer the intercom call
manually.

= As stated earlier, the default behavior for intercom calls is to auto-answer the call
on the remote end and put it into mute state. The no-mute option performs the auto-
answer without putting the call into the muted state.

Paging

Paging is a one-way intercom. The best way to think about its use is at the grocery store.

When you accidentally drop a jar of spaghetti sauce, your action will quickly be followed
by an audible page from a store employee: “Cleanup on aisle 3.” Whereas the intercom is

typically to one phone, the page is a broadcast to multiple or possibly all phones. You can
configure paging groups to determine which ephone-DNs will receive a specific page.

? A phone can be assigned to only one paging ephone-DN. However, you
&ﬁ can assign paging groups to include multiple ephone-DNs.

Paging can be configured as either unicast or multicast. Unicast configurations are
limited to a maximum of 10 receiving devices because of the inefficiencies and high
overhead of transmitting 10 separate streams containing the same information. A better
method is to configure multicast paging, which is much more efficient and scales well

beyond 10 receiving devices. You must also configure a UDP port number for your
multicast stream. The default UDP port for paging is 2000.

? Multicast addressing IP space is designated in the range of 224.0.0.0

TE to 239.255.255.255. However, all CUCM Express capabilities including
multicast paging and Music on Hold exclude the 224.x.x.x range from use.
You must also ensure that your network is properly configured for multicast

routing prior to implementing any CUCM Express multicast features.
Configuration of multicast routing is outside the scope of this book.

Our first paging example will configure a single ephone-DN to be used as our paging
extension of 5555. Pages will be multicast on 239.1.1.100 to ephones 1, 2, and 3:

Router#confure terminal

Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 5555
Router(config-ephone-dn)#paging ip 239.1.1.100 port 2000
Router(config-ephone-dn)#exit
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Router(config)#ephone 1
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 2
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 3
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#end

Router#

Now that our paging group is configured, a user simply picks up the phone and dials
extension 5555 to automatically have a connection to ephones 1, 2, and 3 over their
speakerphones!

With our second paging configuration example, we’ll configure three different paging
ephone-DNs, labeled 1, 2, and 3. The numbers will be 5555, 5556, and 5557. We’ll use
different multicast IPs to ensure there is no overlap. Ephones 1 and 2 will be part of paging
group DN 1. Ephones 3 and 4 will be part of paging group DN 2. Finally, all four ephones
will be part of paging group DN 3: Here’s how we configure this setup:

Router#confure terminal
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 5555
Router(config-ephone-dn)#paging ip 239.1.1.100 port 2000
Router(config)#ephone-dn 2
Router(config-ephone-dn)#number 5556
Router(config-ephone-dn)#paging ip 239.1.1.101 port 2000
Router(config)#ephone-dn 3
Router(config-ephone-dn)#number 5557
Router(config-ephone-dn)#paging group 1 2
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 2
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 3
Router(config-ephone)#paging-dn 2 multicast
Router(config-ephone)#ephone 4
Router(config-ephone)#paging-dn 2 multicast
Router(config-ephone)#end

Router#

Make note of the way we use the paging group ephone-DN configuration command
to add DNs 1 and 2 to DN 3 so that all four ephones will be paged. This allows us to get
around the limitation that an ephone can be configured with only a single paging-dn tag.
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Configuring Voice Access
and Accounting Features
on the CUCM Express

This section will cover how to configure voice access and accounting features on the
CUCM Express. First you’ll see how to define the voice access that specific phones will
have to specific phone numbers. Different environments require different levels of voice
access restrictions. You’ll learn how to use different configuration techniques to limit access
to virtually any phone number based on time, date, and dial string.

The accounting portion of this section will show how you can log calls directly on the
CUCM Express and how to offload this information to a server for long-term storage. It
is very important to learn how to keep historical records of calls coming to and from your
phone system. This section shows you how to accomplish this task.

Call Blocking

There’s no doubt that certain phones should be configured to block specific destination
phone numbers. Not everyone should be allowed to dial long-distance and international
numbers. And it is likely that you’ll want to restrict all phones from being able to connect
to 900 and 976 numbers. On the Cisco CUCM Express, we can use the after-hours
config-telephony mode commands for call blocking based on time and dialing number.
There are also methods to exempt phones and users from call-blocking rules that are in
place. This way, you can have a great deal of flexibility in your calling plan to restrict calls
that should not be made in the first place from office phones. Let’s first look at the different
call-blocking options available, and then we’ll discuss various ways to exempt phones and
users from these call-block rules.

Blocking Calls by Date and Time (Toll Bar)

A toll bar allows you to block calls from being made on specific dates and/or during certain
hours of the day. To accomplish this, you must first set the dates and times when the toll
bar is in place. Second, you need to configure dial-string patterns of the numbers you
choose to disallow. If a user dials a number that matches both the date/time and the
dial-string pattern, the call is not processed. Instead, the user hears a fast busy tone for

10 seconds and then the phone will go on-hook.

The syntax required to configure call blocking is to use the after-hours config-
telephony mode commands. To give you an idea of how call blocking works, here is an
example of how we can block all long-distance and international calls on the weekend
beginning Friday at 6:00 pm. and on Christmas day:

Router#confure terminal
Router(config)#telephony-service
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Router(config-telephony)# after-hours day Fri 18:00 23:59
Router(config-telephony)# after-hours day Sat 00:00 23:59
Router(config-telephony)# after-hours day Sun 00:00 23:59
Router(config-telephony)# after-hours date Dec 25 00:00 23:59
Router(config-telephony)# after-hours block pattern 1 91..........
Router(config-telephony)# after-hours block pattern 2 9011T
Router(config-telephony)#end

Router#

As you can see, you can set the date/time by using either the after-hours day or after-
hours date command. The time 00:00 23:59 is considered to be one entire day. Even
though 23:59 is listed, the seconds are automatically included, so it’s read by the router as
0:00:00 to 23:59:59. The after-hours block pattern command has a tag associated with
it. The tag is a numerical number to differentiate the different block patterns. These
tags can be between 1 and 100. When you create the block patterns, you can use
wildcards to help cover larger blocks of numbers with the fewest commands. These are
the same telephone number wildcards shown in Table 6.5 earlier in this chapter.

Configuring a Global Override Code

If you want certain people to be able to override any call-blocking functions from any
phone on the network, you can configure an override code using the after-hours
override-code config-telephony mode command. Here’s an example of the command
where a user can use softkeys to enter a PIN of 1234 to override the call blocks configured
previously:

Router#confure terminal
Router(config)#telephony-service
Router(config-telephony)#after-hours override-code 1234
Router(config-telephony)#end

Router#

Now a user who knows the override code can use any phone to dial either long-distance
or international destinations and use the Override softkey to first enter the 1234 PIN
(personal identification number) that allows the override to occur. Once successfully logged
in using the override code, the user can make calls that would previously be blocked.

Configuring Override PIN per Ephone

Override PINs can also be created on an individual ephone. To do so, you use the pin
string config-ephone command. This example shows that the PIN of 4321 is used to
override the after-hours configurations we created earlier:

Router#confure terminal
Router(config)#ephone 1
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Router(config-ephone)# pin 4321
Router(config-telephony)#end
Router#

Now, any user who knows the PIN to this ephone can override the after-hours call
blocking by first pressing the Login soft key and then entering the PIN. The user can then
dial any number that would previously have been blocked.

Configuring Auto Exempt Ephone

A third method is to completely exempt an ephone from the call-blocking setups. Now
users who have access to an ephone do not have to enter any sort of PIN to be able to make
long-distance and international calls. To accomplish this, we use the config-ephone mode
after-hours exempt command. Here’s how to configure this on ephone 1:

Router#confure terminal
Router(config)#ephone 1
Router(config-ephone)# after-hour exempt
Router(config-ephone)#end

Router#

Configuring Global Call Block

You will want to be able to block some numbers 24/7 to everyone, including phones with
override and exempt status. For these cases we can use the 7-24 option when configuring
the after-hours block command. In this example, we’re going to block absolutely
everyone from ever dialing 900 and 976 numbers on the phone system.

Router#confure terminal

Router(config)#telephony-service
Router(config-telephony)#after-hours block pattern 3 91900 7-24
Router(config-telephony)#after-hours block pattern 4 91976 7-24
Router(config-telephony)#after-hours block pattern 5 91...976 7-24
Router(config-telephony)#end

Router#

Call Detail Records

One accounting feature that most businesses wish to implement is the call detail record
(CDR). This feature keeps track of all calls made on the CUCM Express system. That way,
a business can keep track of who is calling whom, not only for budgeting but also to track
fraud and for emergency reasons. The CDR logs phone source and destination numbers
for both on- and off-network calls. This information can be stored in the router’s internal
logging buffer memory or on an external logging server. It can also be configured to be
sent to both. At a minimum, you should have this information sent to a syslog server. This
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is because the log buffer on the router is not a permanent solution. Eventually it will run
out of memory, and the oldest log data will be overwritten. Also, if the voice router loses
power, all logs in the buffer are lost. The next two examples will show how to configure
the CDR to use the router’s internal buffer memory and then an external syslog server.

Configuring CDR to the Internal Buffer Memory

If we want to enable logging of call history to the buffer, we first must enable the buffer.
Logging to memory is disabled by default. To enable this feature, we use the Togging
buffered command to turn on logging, using a portion of the router’s memory. You can
allocate various amounts of memory depending on how many logs you wish to keep. By
default, logs can use 4 KB of memory. You likely will want to set this to something higher.
The following example shows how to enable logging to the buffer and allocates 32 KB of
memory to this task.

Router#configure terminal
Router(config)#logging buffered 32768
Router(config)#end

Router#

At this point, the log buffer is set. The only problem is that the default number of call
records and the time that the records are stored in the buffer are very low. To change these
settings, you use the dial-control-mib command. The mib portion of the command stands
for Management Information Base. An MIB is an International Standards Organization
(ISO) standard format for databases used to manage communications devices. Because our
CUCM Express is a communications device, Cisco decided to use this standards-based
format for logging to the buffer. Here are the size and timer options as shown on the
CUCM Express system:

Router#configure terminal

Router(config)#dial-control-mib ?
max-size Specify the maximum size of the dial control history table
retain-timer Specify timer for entries in dial control history table

Router(config)#dial-control-mib max-size ?
<0-500> Number of entries in the dial control history table

Router(config)#dial-control-mib retain-timer ?
<0-35791> Time (in minutes) for removing an entry

Because the CDR is a database, we must set a max-size that the database can be. The
maximum number of dial control history entries that can be saved depends on hardware.
By default, it is only 50 entries. The retain-timer option sets the maximum amount of
time the database will be kept on the router’s memory. This time is specified in minutes and
again is hardware dependent because it depends on the amount of memory the router has.
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By default, the timer is set for only 15 minutes. In our example, we will change the defaults
to more reasonable numbers. We’ll set the maximum number of entries to 400 and store
the database for three days (4320 minutes).

Router#confure terminal
Router(config)#dial-control-mib max-size 400
Router(config)#dial-control-mib retain-timer 4320
Router(config)#end

Router#

Finally, you must configure the call detail records to be logged. To accomplish this,
you use the gw-accounting syslog command. After you enter this command, go ahead
and place a call from one IP phone to another. Once you hang up the phone, issue a show
logging command on the CUCM Express where you are logging CDR information to the
internal buffer memory. Here’s an example of the output you will see:

Router#show logging
Syslog logging: enabled (1 messages dropped, 0 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

[output cut]

Console logging: disabled

Monitor logging: level debugging, O messages Togged, xml disabled,
filtering disabled

Buffer Togging: Tevel debugging, 5 messages logged, xml disabled,
filtering disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

[output cut]
Log Buffer (32768 bytes):

*May 26 02:58:04.307: %SYS-5-CONFIG_I: Configured from console by console
*May 26 02:58:21.819: %VOIPAAA-5-VOIP_CALL_HISTORY: CallLegType 1,
ConnectionId E3E3F81B48D711DE82A887E7220CCO55, SetupTime

*02:58:14.629 UTC Tue May 26 2009, PeerAddress 5002, PeerSubAddress ,
DisconnectCause 10 , DisconnectText normal call clearing (16), ConnectTime
*02:58:19.139 UTC Tue May 26 2009, DisconnectTime *02:58:21.819 UTC

Tue May 26 2009, CallOrigin 2, ChargedUnits 0, InfoType 2, TransmitPackets
0, TransmitBytes 0, ReceivePackets 0, ReceiveBytes 0
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*May 26 02:58:21.819: %VOIPAAA-5-VOIP_FEAT_HISTORY: FEAT_VSA=fn:TWC,ft:05/26/2009
02:58:14.623,cgn:5002,cdn:,frs:0,fid:250,fcid:E3E3F81B48D711DE82A887E7220CCO55

,1egID:F6,bguid:E3E3F81B48D711DE82A887E7220CCO55

*May 26 02:58:21.819: %VOIPAAA-5-VOIP_CALL_HISTORY: CallLegType 1, ConnectionId
E3E3F81B48D711DE82A887E7220CC055, SetupTime *02:58:17.239 UTC

Tue May 26 2009, PeerAddress 5001, PeerSubAddress , DisconnectCause 10 ,
DisconnectText normal call clearing (16), ConnectTime *02:58:19.139 UTC

Tue May 26 2009, DisconnectTime *02:58:21.819 UTC Tue May 26 2009, CallOrigin
1, ChargedUnits 0, InfoType 2, TransmitPackets 0, TransmitBytes O,
ReceivePackets 0, ReceiveBytes 0

*May 26 02:58:21.819: %VOIPAAA-5-VOIP_FEAT_HISTORY: FEAT_VSA=fn:TWC,
ft:05/26/2009 02:58:17.239,cgn:5002,cdn:5001,frs:0,fid:251,fcid:E3E3
F81B48D711DE82A887E7220CC055, 1egID:F7,bguid:E3E3F81B48D711DE82A887E7220CCO55

It may seem cryptic, but all the information is there. You can obtain valuable
information from the CDR, as detailed in Table 6.8.

TABLE 6.8 CDRinformation

Label Description
PeerAddress Phone number
DisconnectText Method of disconnect
ConnectTime Start call time/date
DisconnectTime End call time/date

Look through the log entries shown previously to see if you can pick out each of these
details for yourself.

Configuring CDR to an External Syslog Server

As you’ve learned, logging this information to the router’s memory is not a permanent
solution. Syslog servers are used to offload and store computer and network hardware

log information for long periods of time. This is a great way to keep CDR information

for historical purposes. Syslog servers are easy to set up and maintain. Dozens of

different types of syslog servers are available today. Once you set up a server to store log
information, you simply point the CUCM Express router at the syslog server. To do this,
you use the Togging ip-address command, where ip-address is the address of your syslog
server. Here is an example of how we can configure logging to a syslog server at 172.16.8.5:
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Router#confure terminal
Router(config)#logging 172.168.8.5
Router(config)#end

Router#

That’s all there is to it. As stated earlier, it is possible and advisable to log CDR
information to both a syslog server and the local router buffer. That way, if you need to
look up recent CDR information, you can log in to the CUCM Express and check the logs.
And if you need to check historical CDR information, you can go to your syslog server,
which stores historical logs for a much longer time.

Configuring Music on Hold (MoH)

“Can you hold please?” Everyone hates to wait on hold. This is partly why Music-on-
Hold (MoH) was invented. So now, at least you can listen to music while you wait. Besides
making the wait less bothersome, it also helps the end user to know that they have not been
disconnected from the call. This section will detail how to use audio files stored on the
router flash for MoH.

On the CUCM Express system, a phone that uses either the g.711 or g.729 codec can
utilize MoH. The music file is presented in a g.711 format by default, so keep in mind that
any g.729 phones will require transcoding resources to use MoH. The sound quality will
also suffer because of the downgrade in fidelity from g.711 to g.729. You can store audio
files directly on the flash of the CUCM Express. The audio files that are compatible for use
on a CUCM Express system must have the following requirements:

=  File format of .au or .wav
= G.711 codec format
= 8-bit rate at 8 kHz

Cisco includes a copyright-free MoH file when you download the CUCM Express
software. There also are audio-editing applications that can convert your MP3 files to the
proper format for use on the CUCM Express system. Just make sure you are fully aware of
any laws that prohibit the use of copyrighted music on your phone system.

There are two methods of providing audio file MoH on the CME. You can provide
MoH as a unicast stream or as a multicast stream. You configure unicast MoH streams
by using the moh command followed by the filename of the audio file. This command is
performed within config-telephony mode. Here is an example of how to configure mymusic
.wav as a unicast stream for our CUCM Express:

Router#confure terminal
Router(config)#telephony-service
Router(config-telephony)#moh mymusic.wav
Router(config-telephony)#end

Router#
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Keep in mind that this specific MoH configuration setup requires a separate audio
stream to be sent over the network for each phone that requests it. Every phone that is on
hold is another RTP stream on the network. Clearly this does not scale well, because it
adds more bandwidth overhead and increases the CPU usage on the CUCM Express. On
the other hand, if your Cisco IPT implementation spans multiple subnets, and these subnets
are not enabled for multicast routing, the unicast MoH method is your only choice.

An alternative method to the unicast MoH streams is to configure multicast MoH.

If your network is enabled for multicast routing, then you should utilize the multicast
functionality in the CUCM Express. Think of multicast as a radio station. If users tune
into that radio station, they all listen to the same stream. This is exactly how multicast
MoH works. You configure your “radio station” channel in the form of a multicast IP
address. When a user places someone on hold, they tap into that audio stream on the
network for the audio file. Additional users who are placed on hold also tap into this
same audio stream. This way, there is a single MoH RTP stream on the network, and it
is broadcast to any users who require it. To configure multicast MoH, you need to first
identify the audio file just like in the unicast MoH configuration. In addition, you need
to configure the multicast IP address and port. Multicast addresses fall into the range of
224.0.0.0 to 239.255.255.255. However, multicast for MoH will not function within the
224.x.x.x range. The phones specifically do not support multicast in this range. A good
multicast IP range to configure multicast MoH with is the 239.x.x.x range. This IP block is
specifically set aside for private use within an organization.

By default, the MoH stream uses UDP port 2000. You can optionally change this port
if necessary, but it is not recommended, because the phones and CUCM are already set to
listen for RTP media transmissions on port 2000. Following is an example that enables
multicast MoH and specifies a multicast address for the audio stream. Just as in multicast
paging, the phones are set to listen to multicast MoH on UDP port 2000.

Router#confure terminal

Router(config)#telephony-service

Router(config-telephony)#moh mymusic.wav
Router(config-telephony)# multicast moh 239.23.4.10 port 2000
Router(config-telephony)#end

Router#

Using the Multicast MoH Route Command

One last optional multicast MoH command we need to address is the route command,
which allows you to configure up to four IP addresses to use as the source IP of the
multicast stream. The IP addresses must be either physical router IP addresses on

the CUCM Express or a loopback address. If the route command is not used, multicast MoH
will be sourced from the IP address assigned as the ip source-address command within
config-telephony mode. Let’s look at an example code snippet of a CUCM Express router:
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Router#confure terminal

Router(config)#telephony-service

Router(config-telephony)#ip source-address 10.1.1.1
Router(config-telephony)#moh mymusic.wav
Router(config-telephony)#multicast moh 239.10.16.16 port 2000
Router(config-telephony)#end

Router#

Here you can see that we are multicasting our MoH music on the IP of 239.10.16.16.
The IP address that will be used as the source of the multicast stream is 10.1.1.1. Let’s say
we want to change that source IP address to 192.168.10.100, which is a loopback address
on the CUCM Express. It is always the best practice to source services using loopback
interfaces because they never go down. To do so we configure the following:

Router#confure terminal

Router(config)#telephony-service

Router(config-telephony)#multicast moh 239.10.16.16 port 2000 route
192.168.10.100

Router(config-telephony)#end

Router#

Disabling Multicast MoH on a Per-Ephone Basis

If part of your network is configured for multicast and another part is not, you can disable
multicast MoH on a per-ephone basis. If multicast MoH is disabled on an ephone, it will
use unicast for the stream instead. That way, you utilize multicast when you can and fall
back to unicasting the streams where needed. Multicast MoH is enabled by default on

all ephones. To disable it, you can use the no multicast-moh command within config-
ephone mode. Here’s an example of disabling multicast MoH on ephone 12:

Router#confure terminal
Router(config)#ephone 12
Router(config-ephone)# no multicast-moh
Router(config-ephone)#end

Router#

Summary

Chapter 6 began with the configuration differences between key systems and PBX systems.
Then you learned how to configure telephony service features such as user-Tocale and
network-Tocale to tailor your CUCM Express to any business and/or geographical region.
You also learned advanced productivity configurations such as hunt groups and paging
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that give users added functionality. Access and accounting configuration options were
also covered so you can limit user access and log calls on the system properly. Lastly, you
learned how to set up Music on Hold within a CUCM Express environment.

Even though having a great car stereo or Xenon headlights might not be absolutely
necessary, the add-on features of a car can be very nice to have. The same goes with
the added features of a CUCM Express system. The added features we configured here
help to add value to a business by streamlining and simplifying the way we handle
calls. Without these added features, we still have a phone system—but it’s not nearly as
interesting or useful without the bells and whistles!

The next chapter looks at configuring voice gateways.

Exam Essentials

Know how to configure key systems and PBX system DNs. The CUCM can be configured
to act as a key system or a PBX depending on the needs of the environment. Key-system
phones are typically configured identically and share DNs. PBX systems are configured
with unique DNs on each phone and are individually tailored to meet the needs of the user.

Understand the different types of ephone button options. Using the button separator
when configuring extensions lets you set various ring options, phone monitoring, and
overlay features.

Know how to configure your CUCM Express to meet the needs of your users.

Depending on where you set up your CUCM Express, you may need to modify user options
to match the native language. In addition, the network options can be modified to match
the PSTN tone and cadence that are familiar to the area, and the CUCM Express can be
modified to display the date and time in a familiar format. The system message display can
be changed to customize the system for your environment.

Know how to configure local directory services. The local directory contains the phone
extension to name mapping on the CUCM Express. You can create these entries when
configuring the ephone-DN. In addition, you can manually enter listings that are not
directly configured as ephone-DNs on the system.

Understand the concept of static and dynamic call forwarding. Dynamic call forwarding
is performed by the user at the phone level. Static call forwarding is configured on the
CUCM Express.

Know the three call transfer option types and when to use them. Understand the
difference between full-blind, full-consult, and Tocal-consult and the circumstances
of when you would want to use each of them.

Know how to configure call pickup groups. These groups allow a user to answer another
extension remotely. This functionality is important in call centers where people call into a
main number around the clock.
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Understand the purpose of and how to configure call parking lines. Call parking spaces
allow a user to “park” a call in a designated ephone-DN and resume the call from any
other phone on the CUCM Express.

Understand the purpose of and how to configure hunt groups. Hunt groups allow
multiple phones to alternatively answer a shared ephone-DN. Different algorithms
determine which phone receives the next call.

Know how to configure the CUCM Express for intercom functionality. The intercom is a
great way for quick, two-way communication between predefined ephones.

Understand the concept of paging and how to configure It. Paging is one-way
communication to multiple predefined phones. The paging communication can be
configured either as multiple unicast streams or as a single multicast stream.

Know how to configure call blocking. Call blocking can be performed by date, time, or
the 7-24 option. There are also techniques to exempt a specific phone or user from the call-
blocking rules.

Know how to configure call detail records to log to the router buffer and to an external
syslog server. CDR information keeps track of phone calls on the CUCM Express. This
information can be useful for billing and fraud purposes.

Know how to configure Music on Hold. Much like paging, Music on Hold can be
configured to be sent as either a unicast stream to each phone on hold or as a multicast
stream. Understand the various options for each method.

Written Lab 6.1

Write the answers to the following questions:

1. What is the config-ephone command to configure DN 1 on button 2 and DN 2 on
button 1?

What is the config-ephone-DN command to make DN 10 have dual lines?

What is the config-ephone command to assign button 2 to DN 8 and have it use an
alternate ring?

4. What is the config-ephone-DN command to set a DN to be more preferred than a DN
that has its preference set to 2?

5. What show command lists all ephones, buttons, overlay lines, status, and call source
and destinations?

What config-telephony command changes the date layout to show yy-mm-dd?

How would you configure a manual directory entry 1 for John Smith at extension
1001 while in config-telephony mode?
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8. While in config-telephony mode, how would you configure users to be able to transfer
calls to any off-network 10-digit number that begins with 555-777?

9. How would you configure call blocking on Saturdays after 6:00 p.m. while in config-
telephony mode?

10. What is the config-telephony command to configure multicast MoH using
239.100.100.240 and port 2001?

(The answers to Written Lab 6.1 can be found following the answers to the review
questions for this chapter.)

Hands-on Labs

To complete the labs in this section, you need a CUCM Express router and two Cisco
IP phones. The CUCM Express should be properly set up and ready for configuring IP
phones. Each lab in this section builds on the last and will follow the logical CUCM
Express PBX model design shown in Figure 6.13.

FIGURE 6.13 CUCM Express lab diagram

Y= IP/ 5001

Hunt Group
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Here is a list of the labs in this chapter:

Lab 6.1: Configuring a Hunt Group

Lab 6.2: Configuring a Call Parking Slot
Lab 6.3: Configuring Multicast Paging
Lab 6.4: Configuring Multicast MoH
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Hands-on Lab 6.1: Configuring a Hunt Group

In this lab, we’re going to configure a PBX-modeled CUCM Express with four phones.
Each phone will be configured with its individual extension on phone button 1. In addition,
three of the phones should be configured for a hunt group. Table 6.9 provides additional

phone information.

TABLE 6.9 Lab 6 phone setup details

Phone MAC Address Primary Number
Ephone 1 XXXXXXXXXXXX DN 1: 5001: dual-line
Ephone 2 XXXX XX XX XXXX DN 2: 5002: dual-line
Ephone 3 XXXXXXXXXXXX DN 3:5003: dual-line
Ephone 4 XXXXXXXXXXXX DN 4:5004

The following information will help you configure the hunt group:

=  Hunt group tag: 1

=  Pilot number: 5000
*  Member extensions: 5001, 5002, 5003

*=  Number of rings before moving to next member: 5

*  Algorithm: sequential
*  Final number: 5004

1. Log into your CUCM Express router and go into configuration mode by typing enable
and then configuration terminal.

2. Configure ephone-DN 1 to have the number 5001 by typing ephone-dn 1 dual-Tine
and then number 5001.

3. Configure ephone-DN 2 to have the number 5002 by typing ephone-dn 2 dual-Tine
and then number 5002.

4. Configure ephone-DN 3 to have the number 5003 by typing ephone-dn 3 dual-Tine
and then number 5003.

5. Configure ephone-DN 4 to have the number 5004 by typing ephone-dn 4 and then

number 5004.

6. Configure the MAC address of ephone 1 by typing ephone 1 and then mac-address

XXXX . XXXX . XXXX. Your MAC address will be unique.
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7. Configure button 1 of ephone 1 to use ephone-DN 1 by typing button 1:1.

8. Configure the MAC address of ephone 2 by typing ephone 2 and then mac-address
XXXX . XXXX . XXXX. Your MAC address will be unique.

9. Configure button 1 of ephone 2 to use ephone-DN 2 by typing button 1:2.

10. Configure the MAC address of ephone 3 by typing ephone 3 and then mac-address XX
XX. XXXX. XXXX. Your MAC address will be unique.

11. Configure button 1 of ephone 3 to use ephone-DN 3 by typing button 1:3.

12. Configure the MAC address of ephone 4 by typing ephone 4 and then mac-address
XXXX. XXXX . XXXX. Your MAC address will be unique.

13. Configure button 1 of ephone 4 to use ephone-DN 4 by typing button 1:4.
14. Exit config-ephone mode by typing exit.

15. Enter into config-ephone-hunt mode by typing ephone-hunt 1 sequential.
16. Enter the pilot number by typing pilot 5000.

17. Configure the members by typing 1ist 5001 5002 5003.

18. Configure the number of rings allowed before moving to the next phone by typing
timeout 20.

19. Enter the final number by typing final 5004.
20. Exit config-ephone-hunt mode by typing end.

Hands-on Lab 6.2: Configuring a Call Parking Slot

1. Log into your CUCM Express router and go into configuration mode by typing enable
and then configuration terminal.

2. We want to create a single parking slot. For our lab parking slot, we’ll use ephone-DN
10. To do this type ephone-dn 10.

Assign the extension 3000 to the ephone-DN by typing number 3000.
Configure the ephone-DN to be a call park extension by typing park-slot.
Name the ephone-DN Parking 1 by issuing name Parking 1.

o ok ow

Exit config-ephone-DN mode by typing end.

Hands-on Lab 6.3: Configuring Multicast Paging

1. Log into your CUCM Express router and go into configuration mode by typing enable
and then configuration terminal.

2. We want to create a single paging ephone-DN. For our paging extension, we’ll use
ephone-DN 11. To do this, type ephone-dn 11.
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Assign the extension 7777 to the ephone-DN by typing number 7777.

Configure multicast paging on address 239.254.254.254 by typing paging ip
239.254.254.254 port 2000.

Assign ephones 1, 2, and 3 to be alerted when someone dials 7777. To do this, type the
following;:

ephone 1
paging-dn 11 multicast
ephone 2
paging-dn 11 multicast
ephone 3

paging-dn 11 multicast

Exit config-ephone mode by typing end.

Hands-on Lab 6.4: Configuring Multicast MoH

1.

Log into your CUCM Express router and go into configuration mode by typing enable
and then configuration terminal.

Enter into config-telephony mode by typing telephony service.

We will use music-on-hold.au as our music file to play. To configure this, type moh
music-on-hold.au.

Configure MoH for multicast at 239.1.1.250 by typing multicast moh 239.1.1.250.
Exit config-telephony mode by typing end.
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Review Questions

1.  With multiple ephone-DNs sharing a single number, what command can you use to
prioritize which ephone-DN will always receive the incoming call if it is not in use?

A.
B.
C.
D.

priority
preference
state

no huntstop

2. With multiple ephone-DNs sharing a single number, when the phone preference for each
ephone-DN is the same, how is call routing handled for incoming calls?

A.
B.

C.
D.

Calls will be received on the ephone-DN with the lowest tag.

This configuration will not work. The ephone-DNs must be configured with different
priorities.
Calls will be received on the ephone with the lowest tag.

Calls will be handled round-robin style.

3.  What config-ephone-DN command prevents calls from hunting to the second channel on
dual-line ephone-DNs?

A.
B.
C.
D.

huntstop channel
no huntstop
no huntstop channel

huntstop

4. What ephone overlay button separator would you use if you want calls to come in on this
extension only when all other lines are busy?

A
B.
C.
D
E

0o

X = 0N

E

5. What is the term used to describe the configuration of multiple ephone-DNs on a single
physical phone button?

A.

moow

Ephone
Ephone-DN
Dual-line
Call waiting

Overlay line
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What configuration option can you change so that Cisco phones will display information
on the screen in a different language?

A.
B.
C.
D.

network-locale
Tanguage-Tocale
user-Tocale

telephony-service-Tlocale

What configuration mode do you need to be in to configure the CUCM Express system
message that displays on Cisco IP phones?

E.

A.
B.
C
D

config t
config-ephone
config-telephony
config-ephone-DN

config-voiceport

How are directory names and numbers entered into the local directory on a CUCM
Express? Choose all that apply.

A.
B.

C.
D.

By configuring a name and number on an ephone-DN and assigning it to an ephone

By entering the name and number into the system using the config-telephony mode’s
directory entry command

By uploading a spreadsheet onto the CUCM Express router that has an .x1s extension

By manually entering the name and number using the Cisco IP phone handset.

What is the proper syntax to statically configure call forwarding to extension 2020 on a
phone when the phone is currently in use?

A.
B.
C.
D.

Router(config-ephone)#call-forward noan 2020
Router(config-ephone)#call-forward busy 2020
Router(config-ephone-DN)#call-forward busy 2020
Router(config-ephone-DN)#call-forward noan 2020

What are the three call-transfer configuration methods?

Mmoo w >

Blind
Full-blind
Partial-consult
Full-consult
Full-local

Local-consult
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11. By default, the CUCM Express allows calls to be transferred only to extensions that are
on-network. If you want users to be able to transfer calls off-network to any number within
the 555-555-XXXX range, how do you configure this?

A. Router(config-telephony)#transfer-pattern 555555....
B. Router(config-telephony)#transfer-pattern 5555557777
C. Router(config-telephony)#transfer-pattern 555555T
D. Router(config-telephony)#transfer-pattern 5555554%
12. What Cisco telephony feature allows a user to answer, on their local phone, an extension
that is configured on a different phone?
A. Call transfer
B. Call waiting
C. Hunt group
D. Call pickup

13. What is the main difference between call hold and call park?

A. Call hold allows the user to resume the call from any phone on the CUCM Express
system.

B. Call hold disconnects the call after 120 seconds.

C. Call park allows the user to resume the call from any phone on the CUCM Express
system.

D. Call park disconnects the call after 120 seconds.
14. When referring to hunt groups, what is the name of the ephone-DN that is used to call a
hunt group?
A. Hunt group tag
B. Member list
C. Pilot number
D. Final number
15. On a CUCM Express, how would you configure extension 4001 as the last number that a
hunt group should attempt?
A. Router(config-ephone-hunt)#1ist 4001
B. Router(config-ephone-hunt)#final 4001
C. Router(config-ephone-hunt)#last 4001
D. Router(config-ephone-hunt)#timeout 4001
16. When configuring multicast broadcasting for features such as paging and Music on Hold,
what multicast IP range is not usable on the CUCM Express?
A. 239.0.0.0 to 239.255.255.255
B. 224.0.0.0 to 228.255.255.255
C. 224.0.0.0 to 224.255.255.255
D. 223.0.0.0 to 224.255.255.255
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17. Given the following configuration, which ephones will be paged when you dial the 6003
paging extension?
Router(config)#ephone-dn 1
Router(config-ephone-dn)#number 6001
Router(config-ephone-dn)#paging ip 239.1.80.100 port 2000
Router(config)#ephone-dn 2
Router(config-ephone-dn)#number 6002
Router(config-ephone-dn)#paging ip 239.1.80.101 port 2000
Router(config)#ephone-dn 3
Router(config-ephone-dn)#number 6003
Router(config-ephone-dn)#paging group 1 2
Router(config-ephone-dn)#exit
Router(config)#ephone 1
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 2
Router(config-ephone)#paging-dn 1 multicast
Router(config-ephone)#ephone 3
Router(config-ephone)#paging-dn 2 multicast
Router(config-ephone)#ephone 4
Router(config-ephone)#paging-dn 2 multicast
Router(config-ephone)#end

A. Ephones 1and2
B. Ephonel
C. Ephones1,2,3,and 4
D. Ephones 3 and 4
18. Changes were made to add call-pickup groups to phones on your CUCM Express. The

problem is, the call-pickup group function is not available on the phones. What is likely the
problem?

A. Call pickup is only available on high-end phones such as the 7975.

B. The CUCM Express configuration has not been written to memory.

C. The Cisco IP phones need to be restarted.

D. You must configure multicast on your network for call-pickup groups to function.
19. What is the proper syntax to block all users from being able to dial 900 numbers out the

PSTN on the CUCM Express? Assume that you must dial 9 to access the PSTN.

A. Router(config-telephony)#after-hours block pattern 91900 7-24

B. Router(config-telephony)#after-hours block pattern 91900 Mo-Su

C. Router(config-telephony)#after-hours block pattern 91900 exempt

D. Router(config-telephony)#after-hours block pattern 91900 all
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20. Why is it recommended that you configure CDR to log to a syslog server and not just the
internal router memory? Choose all that apply.

A.

B.
C.

The router has a limited amount of space, and the oldest logs will be overwritten over
time.

The syslog server will provide additional call details that the buffer logs will not have.
The router will lose all logs if it is restarted or loses power.

The syslog server will lose all logs if it is restarted or loses power.
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Answers to Review Questions

1.

10.

1.

12.

13.

14.
15.

16

B. The preference command allows you to set which ephone-DN will receive all calls when
not in use. The lower number is the more preferred ephone-DN.

D. If preferences are the same, then calls will be handled in a round-robin manner.

A. The huntstop channel command informs the CUCM Express that it should not route
the call to the second channel of a dual-line phone. Instead, the call will be routed to the
ephone-DN that is next in line according to the algorithm being used.

D. The expansion (x) line button separator helps prevent a caller from receiving a busy sig-
nal. The calls will go to this line only when all other lines are busy.

E. An overlay line is a phone button separator configuration option that allows you to con-
figure multiple ephone-DNs on a single phone button.

C. The user-locale option allows you to change the language displayed on the LCD screens
of Cisco IP phones.

C. The system message displays any message you wish on all Cisco IP phones that are reg-
istered on the CUCM Express. The command can be configured while in config-telephony
mode.

A, B. You can add names and numbers by adding a name and number to the ephone-DN
and assigning it to an ephone or by manually entering a number using
the directory config-telephony command.

C. The correct syntax is call-forward busy 2020. This command is run while in config-
ephone-DN mode.

B, D, F. The three call transfer configuration methods on a CUCM Express are full-blind,
full-consult, and local-consult.

A. Answer A is the correct wildcard sequence to allow calls to be transferred to any num-
ber in the 555-555-XXXX range. Answer C would also work, but the phone will have to
wait 10 seconds to time out before it processes the digits. It is incorrect, however, because a
user could dial other numbers outside the 555-555-XXXX range.

D. Call pickup is the process of answering a remote extension on a local phone. To do so,
you can use the PickUp or GPickUp softkey depending on how your call pickup is config-
ured.

C. With call park, you configure a separate ephone-DN where you place calls that are wait-
ing. You can then answer the parked calls from any phone on the CUCM Express system as
long as you know the ephone-DN where the call is parked.

C. The pilot number is the main DN that is used to call into a hunt group.

B. The final command is a config-ephone-hunt configuration that lists the last number that
should be attempted after all members in the hunt group have not answered.

C. The entire 224.X.X.X multicast IP range cannot be used.
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17. C. The ephone-DN 6003 is configured with paging group 1 and 2. Ephones 1-4 are config-
ured with paging-DN 1 or 2. This means that when 6003 is dialed, it pages all four phones
simultaneously.

18. C. Don’t forget that many of the phone features require the phones to be restarted after
configuring them on the CUCM Express.

19. A. The 7-24 option restricts the pattern at all times with no exemptions.

20. A, C. The router has a limited amount of memory. Also, if the router is rebooted or loses
power, all logging is erased. The syslog server stores the logs to a storage drive, so it is bet-
ter for maintaining historical logs over time.
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button 1:2 2:1

—

ephone-dn 10 dual-Tine

button 2f8

preference 1 (or preference 0, which is the default)
show ephone

date-format yy-mm-dd

directory entry 1 1001 name John Smith

transfer-pattern 5557777.... (or 5557777T)

© ® N © O A W N

after-hours day Sat 18:00 23:59

10. multicast moh 239.100.100.240 port 2001
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Configuring Voice
Gateways for POTS
and VolP

. THE CCNA VOICE EXAM TOPICS
i COVERED IN THIS CHAPTER INCLUDE
E | THE FOLLOWING:

v Configure gateways, voice ports and dial peers to connect
to the PSTN and service provider networks.

= Describe the function and application of a dial plan.
= Describe the function and application of voice gateways.

= Describe the function and application of voice portsin a
gateway.

« Describe the function and operation of call legs.
= Configure voice dial peers.

= Describe the differences between PSTN and Internet
Telephony Service provider circuits.




When I think of voice gateways, I like to use the Star Trek
teleporter as a visual analogy. The teleporter on the starship
Enterprise is responsible for taking a human (or Vulcan),
dematerializing them into energy, and then rematerializing that person to a different
location. A voice gateway does something similar; it takes a voice stream that works on one
network and repackages it so the stream can be understood and sent over a different type
of network. Ultimately the voice stream reaches its intended target destination on the other
end of the connection. This chapter will discuss how we configure our voice gateways to
properly package and direct voice streams to nonnative (alien) networks.

In Chapter 7, you’ll first learn how to configure FXS and FXO voice ports. Then you’ll
see how to direct calls over these analog voice ports using POTS dial peers. We’ll move on
to how to configure the physical characteristics of digital T1 CAS and PRI interfaces and
how to use POTS dial peers for call routing. Next we’ll use VoIP dial peers to route off-
network calls over the IP WAN connections. Once the analog and digital and basic IP WAN
configurations are covered, we’ll discuss the importance and process of coming up with a
dial-plan strategy. We’ll also go over the dial-peer decision-making process to learn how the
CUCM Express makes decisions when routing calls. Next, we’ll cover how to manipulate
phone numbers so that calls can be properly routed both on and off network. Finally, we’ll
go over how to configure trunks between voice gateways using both H.323 and SIP.

Configuring Analog FXS and FXO
Ports with Basic Dial Peers

When you insert an analog voice card into a Cisco router installed with a supported
version of 10S voice software, the router will automatically detect and add the new voice
interfaces to the configuration. You can view the configuration status of these interfaces
by performing a show run. Here is an example of show run output from a CUCM Express
router with a four-port FXS and a four-port FXO installed:

Router#sh run | begin voice-port
voice-port 0/0/0

!

voice-port 0/0/1

|
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voice-port 0/0/2

!

voice-port 0/0/3

!

voice-port 0/1/0

!

voice-port 0/1/1

!

voice-port 0/1/2

!

voice-port 0/1/3

Another command that’s useful for viewing the voice ports your voice gateway has

installed is show voice port summary. Here is the output of this command. Notice

how you can easily distinguish an FXS from an FXO port with this command as well as
determine the signaling type (-1s for ToopStart, -gs for groundStart) that is currently set:

Router#show voice port summary

IN ouT
PORT CH SIG-TYPE ADMIN OPER STATUS STATUS EC
0/0/0 --  fxs-1s up dorm on-hook idle y
0/0/1 --  fxs-1s up dorm on-hook idle y
0/0/2 --  fxs-1Is up dorm on-hook idle y
0/0/3 -- fxs-Ts up dorm on-hook idle y
0/1/0 -- fxo-Ts up dorm 1idle on-hook vy
0/1/1 -- fxo-Ts up dorm 1idle on-hook vy
0/1/2 --  fxo-Ts up dorm idle on-hook vy
0/1/3 --  fxo-Ts up dorm idle on-hook vy

Router#

I will begin by showing you how to configure FXS ports for attached analog telephones.
You will see how a phone number dial peer is properly applied to the FXS port, so anytime
a phone calls that number, the CUCM Express knows that the desired party is physically
attached to a specific analog interface.

We’ll then move on to see how FXO ports are configured to connect to the PSTN. You’ll
see that the configuration of FXS and FXO ports is similar except for the dial-peer options.
With FXS ports, they are connected to a physical end device such as an analog phone or
fax machine, which implies a simple dial-peer mapping to an extension. In the case of FXO
port connectivity to the PSTN, we need to set up our dial peers to be able to handle any
off-network phone numbers that we want to be able to reach. Because of this, dial peers
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for FXO ports can become much more complex. You’ll learn how to accomplish this setup
more easily by using wildcards in your dial-peer statements.

Configuring FXS Ports

As you learned back in Chapter 2, FXS ports are responsible for connecting analog
endpoints such as analog phones, fax machines, and modems. Figure 7.1 shows two phones
connected to FXS ports on the CUCM Express.

FIGURE 7.1 Two phones connected via FXS ports as dial peers

£/

Ext:
6001

You can see in the diagram that extension 6001 should be configured for the analog
phone on FXS voice-port 0/0/0, and the phone connected to voice-port 0/0/1 should
be configured with extension 6002. The following example shows how we can use the
station-id number command to set our caller ID number to the port. The first task is to
enable caller ID on the FXS port because it is disabled by default. The caller-id enable
command enables caller ID on a per-port basis.

Because analog devices are not intelligent, the phone has no idea what number is
assigned to it. This way, you can swap analog phones at any time and not have to worry
about any firmware/configuration file issues that you may run into when swapping out IP
phones. A second command demonstrated here is station-id name. This configures the
caller ID information to the analog FXS port. Here is the output for configuring a name
and number to two FXS ports, as detailed in Figure 7.1:

Router#configure terminal
Router#voice-port 0/0/0
Router(config-voiceport)#caller-id enable
Router(config-voiceport)#station-id ?
name A string describing station name
number A full E.164 telephone number
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Router(config-voiceport)#station-id number 6001
Router(config-voiceport)#station-id name Adriana Castro
Router(config-voiceport)#exit

Router#voice-port 0/0/1
Router(config-voiceport)#caller-id enable
Router(config-voiceport)#station-id number 6002
Router(config-voiceport)#station-id name Brett Cowan
Router(config-voiceport)#end

Router#

In addition to extension numbers, we need to specify the type of signaling we wish to
use. The choices are ground start and loop start signaling, which we discussed in Chapter 2.
Table 7.1 details the configuration differences between the two signaling options.

TABLE 7.1 FXS ground and loop start configuration choices

Signaling Type Description Default on FXS Common Uses

Loop start Closes loop Default setting ~ When connecting analog end
immediately after devices. Not recommended
off-hook is detected. for high-volume analog trunks

because of glare.

Ground start Requires ground Not the default ~ When connecting to the PSTN
detection prior to the setting or another PBX.
loop closing.

You have already seen how you can configure the CUCM Express router to match
either the user or network locale for Cisco IP phones. Along those same lines, we can
configure our FXS analog port to match the location standards for analog phones. To
accomplish this, we can use the cptone config-voiceport command. Let’s look at the cptone
location options available to us:

Router#configure terminal
Router(config)#voice-port 0/0/0
Router(config-voiceport)#cptone ?

locale 2 letter IS0-3166 country code

AR Argentina IN India PE Peru

AU Australia ID Indonesia PH Philippines
AT Austria IE Ireland PL Poland

BE Belgium IL Israel PT Portugal

BR Brazil IT Italy RU Russian Federation
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CA Canada JP Japan SA Saudi Arabia
CN China JO Jordan SG Singapore

CO Colombia KE Kenya SK Slovakia

C1 Customl KR Korea Republic SI Slovenia

C2 Custom2 KW Kuwait ZA South Africa
CY Cyprus LB Lebanon ES Spain

CZ Czech Republic LU Luxembourg SE Sweden

DK Denmark MY Malaysia CH Switzerland

EG Egypt MX Mexico TW Taiwan

FI Finland NP Nepal TH Thailand

FR France NL Netherlands TR Turkey

DE Germany NZ New Zealand AE United Arab Emirates
GH Ghana NG Nigeria GB United Kingdom
GR Greece NO Norway US United States
HK Hong Kong OM Oman VE Venezuela

HU Hungary PK Pakistan ZW Zimbabwe

IS Iceland PA Panama

Router(config-voiceport)#cptone

The cptone command stands for call progress tone. By default, cptone is configured for
the US locale. Let’s change the default in our example to match the tones found in Thailand
for both of the analog phones in our example:

Router#configure terminal
Router(config)#voice-port 0/0/0
Router(config-voiceport)#cptone TH
Router(config-voiceport)# voice-port 0/0/1
Router(config-voiceport)#cptone TH
Router(config-voiceport)#end

Router#

One final configuration option that you should be familiar with is the ring frequency
command. Like the cptone command, ring frequency may need to be modified depending
on the location of the deployment. Telephone endpoints such as analog phones may be
country dependent. Depending on the phone in question, the ring frequency may need to be
adjusted for it to ring properly. This command sets the AC power output over the wires to
make the phone ring. The frequencies are measured in Hertz, and only a handful of options
are available, as shown here:

Router#configure terminal
Router(config)#voice-port 0/0/0
Router(config-voiceport)#ring frequency ?
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20 ring frequency 20 Hertz
25 ring frequency 25 Hertz
30 ring frequency 30 Hertz
50 ring frequency 50 Hertz

Router(config-voiceport)#ring frequency

If you’re in a situation where you are setting up an analog phone and it just won’t ring
for some reason, you may need to adjust the frequency to match the standards of the
country’s PSTN. By default, Cisco sets the ring frequency to 25 Hz, which is the standard
for North America. In some European countries such as France, the maximum ring
frequency is 50 Hz. Here’s how to modify the frequency to match Europe’s default power
limit for analog phones:

Router#configure terminal
Router(config)#voice-port 0/0/0
Router(config-voiceport)#ring frequency 50
Router(config-voiceport)#exit
Router(config)#voice-port 0/0/1
Router(config-voiceport)#ring frequency 50
Router(config-voiceport)#end

Router#

Reviewing FXS Port Configuration and Status

A great way to review your FXS port configuration and line status is to use the show voice
port privileged exec command. Here we can check the configuration parameters and

port status of our voice ports. Following is an example of the information this command
displays about FXS port 0/0/0, which happens to be in use (off-hook):

Router#show voice port 0/0/0

Foreign Exchange Station 0/0/0 Slot is 0, Sub-unit is 0, Port is O
Type of VoicePort is FXS VIC3-4FXS/DID
Operation State is UP

Administrative State is UP

No Interface Down Failure

Description is not set

Noise Regeneration is enabled

Non Linear Processing is enabled

Non Linear Mute 1is disabled

Non Linear Threshold is -21 dB

Music On Hold Threshold is Set to -38 dBm
In Gain is Set to 0 dB
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Out Attenuation is Set to 3 dB

Echo Cancellation is enabled

Echo Cancellation NLP mute 1is disabled
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 64 ms

Echo Cancel worst case ERL is set to 6 dB
Playout-delay Mode is set to adaptive
Playout-delay Nominal is set to 60 ms
Playout-delay Maximum is set to 1000 ms
Playout-delay Minimum mode is set to default, value 40 ms
Playout-delay Fax is set to 300 ms
Connection Mode 1is normal

Connection Number is not set

Initial Time Out is set to 10 s
Interdigit Time Out is set to 10 s

Call Disconnect Time Out is set to 60 s
Supervisory Disconnect Time Out is set to 750 ms
Ringing Time Out is set to 180 s

Wait Release Time OQut is set to 30 s
Companding Type is u-Taw

Region Tone is set for TH

Analog Info Follows:

Currently processing Voice

Maintenance Mode Set to None (not in mtc mode)
Number of signaling protocol errors are 0
Impedance 1is set to 600r Ohm

Station name Adriana Castro, Station number 6001
Translation profile (Incoming):

Translation profile (Outgoing):

Voice card specific Info Follows:

Signal Type is ToopStart

Ring Frequency is 25 Hz

Hook Status is Off Hook

Ring Active Status is inactive

Ring Ground Status is inactive

Tip Ground Status is inactive

Digit Duration Timing is set to 100 ms

InterDigit Duration Timing is set to 100 ms
Hookflash-in Timing is set to max=1000 ms, min=150 ms
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Hookflash-out Timing is set to 400 ms

No disconnect acknowledge

Ring Cadence is defined by CPTone Selection
Ring Cadence are [10 40] * 100 msec

Ringer Equivalence Number is set to 1

As you can see, we can learn a ton of information by issuing this command. We know
that the port is physically working because the Administrative State is UP; the Operation
State is also UP, which means the phone is off-hook. You can also see the configuration
options set, including Station name, Station number, and Region Tone. Now let’s look at
FXS port 0/0/1:

Router#sh voice port 0/0/1

Foreign Exchange Station 0/0/1 Slot is 0, Sub-unit is 0, Port is 1
Type of VoicePort is FXS VIC3-4FXS/DID
Operation State is DORMANT

Administrative State is UP

No Interface Down Failure

Description is not set

Noise Regeneration is enabled

Non Linear Processing is enabled

Non Linear Mute is disabled

Non Linear Threshold is -21 dB

Music On Hold Threshold is Set to -38 dBm

In Gain is Set to 0 dB

Out Attenuation is Set to 3 dB

Echo Cancellation is enabled

Echo Cancellation NLP mute 1is disabled

Echo Cancellation NLP threshold is -21 dB

Echo Cancel Coverage is set to 64 ms

Echo Cancel worst case ERL is set to 6 dB
Playout-delay Mode is set to adaptive
Playout-delay Nominal is set to 60 ms
Playout-delay Maximum is set to 1000 ms
Playout-delay Minimum mode is set to default, value 40 ms
Playout-delay Fax is set to 300 ms

Connection Mode is normal

Connection Number is not set

Initial Time Out is set to 10 s

Interdigit Time Out is set to 10 s

Call Disconnect Time Out is set to 60 s
Supervisory Disconnect Time Out is set to 750 ms
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Ringing Time Out is set to 180 s
Wait Release Time Qut is set to 30 s
Companding Type is u-Taw

Region Tone is set for TH

Analog Info Follows:

Currently processing none

Maintenance Mode Set to None (not in mtc mode)
Number of signaling protocol errors are 0
Impedance 1is set to 600r Ohm

Station name Brett Cowan, Station number 6002
Translation profile (Incoming):

Translation profile (Outgoing):

Voice card specific Info Follows:

Signal Type is ToopStart

Ring Frequency is 25 Hz

Hook Status is On Hook

Ring Active Status is inactive

Ring Ground Status is inactive

Tip Ground Status is active

Digit Duration Timing is set to 100 ms
InterDigit Duration Timing is set to 100 ms
Hookflash-in Timing is set to max=1000 ms, min=150 ms
Hookflash-out Timing is set to 400 ms

No disconnect acknowledge

Ring Cadence is defined by CPTone Selection
Ring Cadence are [10 40] * 100 msec

Ringer Equivalence Number is set to 1
Router#

This port looks very similar except for the difference in Station name and Station
number. Also note that the Operation State is DORMANT, which means that the phone
attached to FXS port 0/0/1 is on-hook. Next up, you’ll learn how to set POTS dial peers to
point to our FXS ports.

Configuring POTS Dial Peers for the FXS Ports

Now that the physical FXS port is configured and ready to go, we need to create a POTS
dial peer to hard-code a phone number to that port. Because both of our ports are

analog endpoints, the destination-pattern is limited to creating a destination pattern
number and assigning that to our analog FXS port. In this example, we assign the numbers
6001 and 6002 to our previously configured FXS ports.
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Router#configure terminal
Router(config)#dial-peer voice ?
<1-2147483647> Voice dial-peer tag

Router(config)#dial-peer voice 6001 pots
Router(config-dial-peer)#destination-pattern 6001
Router(config-dial-peer)#port 0/0/0
Router(config-dial-peer)#dial-peer voice 6002 pots
Router(config-dial-peer)#destination-pattern 6002
Router(config-dial-peer)#port 0/0/1
Router(config-dial-peer)#end

Router#

At this stage, any analog phone can be attached to these ports. The attached analog
phones can then be reached by dialing the destination pattern. Keep in mind that the
extension number is statically assigned to the FXS port and not the analog phone. The
dial-peer voice tag number does not need to be equivalent to the extension number, but
this is often done for ease of remembering the configuration.

FXS PLAR Configuration

A special analog FXS configuration type that you’ll likely run across is the private line
automatic ringdown (PLAR) port. This specialized port will automatically ring any
number that is configured on the port as soon as the phone goes off-hook. A good way

to think about this type of port is as a “hotline” phone for emergency or informational
purposes such as an emergency phone inside an elevator. PLAR is also often used on
phones in public places outside locked doors. When someone wishes to gain access through
the locked doors, they pick up the phone, which automatically rings the security desk. Let’s
use the security desk PLAR as our example. Figure 7.2 shows our PLAR-configured phone
that resides outside the locked doorway.

FIGURE 7.2 AnFXS PLAR secure door scenario

Voice-Port Voice-Port
—_—

/ / 0/0/0 L<>*‘ 0/0/1 / /

Lobby ’
Phone - Security
Phone

Ext: 2001
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To accomplish this goal using the minimum number of steps, we first must configure
voice-port 0/0/0 to function as a PLAR port. We can use the connection plar command in
config-voiceport mode to do this. Here are the configuration steps to configure voice-port
0/0/0 as a PLAR to ring extension 2001 automatically when the receiver is picked up.

Router#configure terminal
Router(config)#voice-port 0/0/0
Router(config-voiceport)#connection plar 2001
Router(config-voiceport)#end

Router#

Next, we’ll configure a POTS dial peer for extension 2001 and apply it to voice-port
0/0/1.

Router#configure terminal
Router(config)#dial-peer voice 2001 pots
Router(config-dial-peer)#destination-pattern 2001
Router(config-dial-peer)#port 0/0/0
Router(config-dial-peer)#end

Router#

In this example, both phones are analog and use FXS ports. In reality, for
A TE an analog PLAR connection only the phone configured as the PLAR line

needs to be analog. The destination extension can be analog, IP based, or

somewhere off network if desired. PLAR can also be enabled on IP phones

running either SIP or SCCP, but their configuration setup is different and
outside the scope of this book.

Now when you take the PLAR phone off hook, it will immediately ring the security
phone at extension 2001.

Configuring FXO Ports

Configuring FXO ports is similar to configuring FXS ports at the interface level. Just lik