Computing
Netvx%rking

Theory, Practice, and Development
Lee Chao

CRC Press

Tay or & Francis Group

AN AUERBACH BOOK . @

'.5—‘7‘_::.,' e
lwww.allitebooks.con]



http://www.allitebooks.org

vww allitebooks.conl



http://www.allitebooks.org

Cloud
Computing
Networking

Theory, Practice, and Development

[vww allitebooks.cond



http://www.allitebooks.org

vww allitebooks.conl



http://www.allitebooks.org

Cloud
Computing
Networking

Theory, Practice, and Development

L.ee Chao

CRC Press
Taylor & Francis Group

Boca Raton London New York

CRC Press is an imprint of the
Taylor & Francis Group, an informa business

AN AUERBACH BOOK

[vww allitebooks.cond



http://www.allitebooks.org

Screen shots and icons are reprinted by permission from Microsoft Corporation. Microsoft® and Windows® are trade-
marks of Microsoft Corporation. This book is not sponsored by or affiliated with Microsoft Corporation.

CRC Press

Taylor & Francis Group

6000 Broken Sound Parkway NW, Suite 300
Boca Raton, FL 33487-2742

© 2016 by Taylor & Francis Group, LLC
CRC Press is an imprint of Taylor & Francis Group, an Informa business

No claim to original U.S. Government works
Version Date: 20150724

International Standard Book Number-13: 978-1-4822-5482-2 (eBook - PDF)

This book contains information obtained from authentic and highly regarded sources. Reasonable efforts have been
made to publish reliable data and information, but the author and publisher cannot assume responsibility for the valid-
ity of all materials or the consequences of their use. The authors and publishers have attempted to trace the copyright
holders of all material reproduced in this publication and apologize to copyright holders if permission to publish in this
form has not been obtained. If any copyright material has not been acknowledged please write and let us know so we may
rectify in any future reprint.

Except as permitted under U.S. Copyright Law, no part of this book may be reprinted, reproduced, transmitted, or uti-
lized in any form by any electronic, mechanical, or other means, now known or hereafter invented, including photocopy-
ing, microfilming, and recording, or in any information storage or retrieval system, without written permission from the
publishers.

For permission to photocopy or use material electronically from this work, please access www.copyright.com (http://
www.copyright.com/) or contact the Copyright Clearance Center, Inc. (CCC), 222 Rosewood Drive, Danvers, MA 01923,
978-750-8400. CCC is a not-for-profit organization that provides licenses and registration for a variety of users. For
organizations that have been granted a photocopy license by the CCC, a separate system of payment has been arranged.

Trademark Notice: Product or corporate names may be trademarks or registered trademarks, and are used only for
identification and explanation without intent to infringe.

Visit the Taylor & Francis Web site at
http://www.taylorandfrancis.com

and the CRC Press Web site at
http://www.crcpress.com

vww allitebooks.conl



http://www.allitebooks.org

Contents

PREFACE
ACKNOWLEDGMENTS

AUTHOR

CHAPTER 1 OVERVIEW ON CLoub AND NETWORKING

Objectives

1.1  Introduction
1.2 Networks
1.3 Network Operating Systems

1.3.1
1.3.2
1.3.3
1.3.4

Windows Server® 2012
Microsoft Azure™
VMware vCloud Suite

Linux

1.4  Network Architecture

Activity 1.1: Preparing for Hands-On Activities
Getting Started with Microsoft Azure™

1.5  Summary

Review Questions

CHAPTER 2 NETWORK PRrROTOCOLS

Objectives

2.1  Introduction

2.2 Application Layer Protocols
2.3 Transport Layer Protocols

2.3.1
232

Transmission Control Protocol
User Datagram Protocol

2.4 Internet Layer Protocols

2.4.1
242
243
244
245

Internet Protocol

Internet Control Message Protocol
Address Resolution Protocol

IP Security

Internet Routing Protocols

vww allitebooks.conl

xi
xvii

Xix

N B R R e

10
15
20
25
25
33
33

35
35
35
35
39
40
45
46
46
49
50
51
52


http://www.allitebooks.org

Vi

CHAPTER 3

CONTENTS

2.5 Network Interface Layer Protocols
2.6 Network Protocol Graph
Activity 2.1: Exploring Windows Server® 2012
Task 1: Exploring Windows Server® 2012 Operating System
Task 2: Viewing Ethernet Properties
Task 3: Viewing Available Roles and Features
Task 4: Viewing Installed Roles and Features
Activity 2.2: Viewing IP Configuration in the Command Prompt Window
Activity 2.3: Viewing Protocols with Network Monitor
Task 1: Installing Network Monitor
Task 2: Viewing TCP and HT'TP
Task 3: Viewing ARP and ICMP
Task 4: Viewing IP and UDP
2.7 Summary

Review Questions

NeTworRk CoNcEPTs AND DEsiGN
Objectives
3.1  Introduction
3.2 Network Types
3.2.1 Local Area Network
3.2.1.1 Ethernet
3.2.1.2  Fibre Channel
3.2.1.3 LAN Segment
3.2.2 Wide Area Network
3.22.1  'WAN Technology
3.2.2.2  Modulation
3.2.2.3  Multiplexing
3.2.2.4 WAN Network Media
3.2.3 Internet
3.2.4  Wireless Network
3.2.41  Wi-Fi Technology
3.2.42 WiMAX Technology
3.2.4.3 Infrared
3.2.44 Bluetooth
3.2.5 Virtual Network
3.3  IP Addressing
3.3.1 Network Planning
3.3.2 IP Addressing Strategy
3.3.3 IP Addressing
3.3.3.1 IPv4IP Addressing
3.3.3.2  Special IP Addresses
3.3.3.3  Private and Public IP Addressing
3.3.3.4 IPv6 IP Addressing
3.3.4  Subnets
3.3.41 Reasons for Using Subnets
3.3.42  Subnet Masks
3.3.4.3  Network Subnetting
3.3.44  Classless Inter-Domain Routing
Activity 3.1: Implementing Simple Network
3.4  Summary
Review Questions

vww allitebooks.conl

54
57
58
58
60
63
68
68
71
71
72
74
75
78
78

79
79
79
79
80
80
83
83
84
85
86
87
88
89
91
91
93
94
94
95
97
97
99
99
99
102
104
104
108
108
109
111
117
118
122
122


http://www.allitebooks.org

CONTENTS VII

CHAPTER 4 NETWORK DIRECTORY SERVICES 125
Objectives 125
4.1  Introduction 125
42 Active Directory® Logical Structure 126
4.3  Active Directory® Design 131

4.3.1 Requirement Analysis 131
4.3.2  Structure Specification 132
4.4 Active Directory® Implementation 138
4.5  Active Directory® Deployment 139
Activity 4.1: Active Directory® Domain Services 140
Task 1: Installing Active Directory® Domain Services on servera 140
Task 2: Joining serverb to Active Directory® Domain 143
Task 3: Configuring serverb as a Replica Domain Controller 151
Task 4: Creating and Viewing Active Directory® Objects 153
4.6 Summary 159
Review Questions 159

CHAPTER 5 DyNAMICc HosT SERVICE AND NAME SERVICE 161
Objectives 161
5.1 Introduction 161
5.2 Dynamic Host Configuration Protocol 161

52.1 Dpynamic IP Address Assignment Process 162
5.2.2 DHCP Configuration 165
5.3  Domain Name System 167
5.3.1 Naming Hierarchy 168
5.3.2  DNS Server Hierarchy 169
5.3.3  Name Resolution Process 170
5.3.4 DNS Zones 171
5.3.5 Types of DNS Records 174
5.3.6  Stub Zone 174
5.3.7 Dynamic DNS 174
5.3.8°  DNS Server Management 175
5.3.9  DNS Security 179
Activity 5.1: Network Services 182
Task 1: DNS Service Development 182
Task 2: DHCP Service Development 192
54  Summary 200
Review Questions 200

CHAPTER 6 NETWORKING WITH WINDOWS POWERSHELL® 203
Objectives 203
6.1  Introduction 203
6.2  Windows PowerShell® 204

6.2.1 Cmdlets 204
6.2.2  PowerShell Functions 207
6.2.3  Windows PowerShell® Scripts 211
6.2.4 Native Commands 213
6.3  Networking with PowerShell 214
Activity 6.1: Networking with Windows PowerShell® 222
Task 1: Basic Networking with PowerShell 222
Task 2: DNS Management with PowerShell 224
Task 3: Managing Active Directory® with PowerShell 229

vww allitebooks.conl



http://www.allitebooks.org

\"ALL

CHAPTER 7

CHAPTER 8

CHAPTER 9

CONTENTS

6.4  Microsoft Azure™ PowerShell
Activity 6.2: Using Microsoft Azure™ PowerShell
Task 1: Preparing Microsoft Azure™ PowerShell

Task 2: Managing Microsoft Azure™ with Microsoft Azure™ PowerShell

6.5  Summary

Review Questions

INTERNET DATA TRANSACTION PROTECTION
Objectives
7.1  Introduction
7.2 Secure Sockets Layer
7.2.1  Confidentiality
7.2.1.1  Symmetric Encryption
7.2.1.2  Asymmetric Encryption
7.2.2  Integrity
7.2.2.1  Hash Encryption
7.2.3  Nonrepudiation
7.2.4  Authentication
7.3 Certificate Services
7.4 Enabling SSL
7.5  Certificates on Microsoft Azure™
7.5.1  Management Certificate (CER)
7.5.2  Service Certificate (PFX)
7.5.3 SSH Keys
Activity 7.1: Certificate Services
Task 1: Installing and Configuring CA
Task 2: Certificate Management with CA
Task 3: Creating SSL Certificate for Web Server
Task 4: Repairing Certificate
7.6 Summary

Review Questions

INTERNET PROTOCOL SECURITY
Objectives
8.1  Introduction
8.2  TCP/IP-Related Security Issues
8.3  IP Security
8.3.1 Tunnel Mode
8.3.2  Transport Mode
8.4  Creating and Using IP Security (IPSec)
8.41  IP Security Policy

8.42  Windows Firewall with Advanced Security
Activity 8.1: IPSec Implementation with IP Security Policy
Activity 8.2: IPSec Implementation with Windows Firewall with Advanced

Security
8.5  Summary
Review Questions

RouTING AND REMOTE AccEss SERVICE

Objectives
9.1  Introduction
9.2  Routing

vww allitebooks.conl

234
235
235
235
240
241

243
243
243
243
244
245
245
246
246
247
249
249
251
252
252
252
253
253
254
261
274
283
289
290

291
291
291
291
293
293
294
297
298
300
304

319
329
330

331
331
331
332


http://www.allitebooks.org

CONTENTS 1X

9.2.1  Connecting Network Segments to Router 332

9.2.2  Routing Table 334

9.2.3  Routing across Networks 335

9.2.3.1  Identifying Next Hop Router 335

9.2.3.2  Dynamically Adjusting Payload Size 337

9.2.4  Updating Routing Table 337

9.2.5 Routing Calculation 339

9.2.5.1  Link State Routing Algorithm 340

9.2.5.2  Distance Vector Routing Algorithm 343

9.3  Network Address Translation 349

9.3.1  NAT Technology 350

9.3.2  NAT Applications 353

9.4 Routing and Remote Access Service 353

Activity 9.1: Routing 359

Task 1: Checking on Network Interface Cards 360

Task 2: Installing RRAS 362

Task 3: Installing and Using RIP 366

Activity 9.2: NAT 372

9.5  Summary 376

Review Questions 377

CHAPTER 10 VIRTUAL PRIVATE NETWORK 379

Objectives 379

10.1 Introduction 379

10.2  Virtual Private Network Architecture 379

10.3 VPN Tunneling 381

10.3.1 Internet Protocol Security VPN 381

10.3.2 Secure Sockets Layer VPN 383

10.3.3  Point-to-Point Tunneling Protocol VPN 383

10.3.4 VPN Tunneling Type 385

10.4 VPN Security 386

10.4.1 VPN Authentication 386

10.4.1.1 Windows Authentication 386

10.4.1.2 Remote Authentication Dial-In User Service 388

10.4.2 VPN Encryption 389

10.5 Remote Accessing on Microsoft Azure™ 390

Activity 10.1: Point-to-Site Connection between Local Computer

and Microsoft Azure™ 391

Task 1: Creating Virtual Network 393

Task 2: Preparing VPN Gateway 393

Task 3: Creating and Uploading Certificates 395

Task 4: Downloading and Installing VPN Package 401
Activity 10.2: Site-to-Site Connection between Microsoft Azure™ and

On-Premises Network 404

10.6 Summary 417

Review Questions 417

CHAPTER 11 HyBRID CLOUD 419

Objectives 419

11.1 Introduction 419

11.2  Hybrid Cloud Solution 421

11.3 Hybrid Cloud Technology 422



X CONTENTS

11.3.1 Hybrid Cloud Management Strategies
11.3.2 Hybrid Cloud Management Platform
11.3.3 Virtualization Technology
11.4 System Center Virtual Machine Manager
11.41 SCVMM Installation Consideration
11.42 Creating Private Cloud
Activity 11.1: Developing Hybrid Cloud with System Center 2012 R2
Task 1: Installing and Configuring Windows Server® 2012 R2
Task 2: Installing and Configuring Server Roles
Task 3: Installing and Configuring Software
Part 1: Installing and Configuring SQL Server 2012
Part 2: Installing and Configuring Windows Assessment and
Deployment Kit (Windows ADK) for Windows 8.1
Part 3: Installing and Configuring System Center R2 Virtual
Machine Manager (SCVMM) for Windows 8.1
Part 4: System Center R2 App Controller
Task 4: Private Cloud Development
Part 1: Adding ISO File
Part 2: Preparing Fabric
Part 3: Creating Private Cloud
Part 4: Creating VM Template
Part 5: Creating Virtual Machines
Part 6: App Controller Connection
Task 5: Hybrid Cloud Development
Part 1: Connecting Private Cloud to Public Cloud
Part 2: Creating Virtual Machine on Hybrid Cloud
11.5 Summary
Review Questions

BIBLIOGRAPHY

422
423
424
427
427
428
437
437
438
443
443

446

447
451
457
457
458
462
463
466
471
474
475
483
486
487

489



Preface

As the IT industry advances, cloud computing represents the next big computing
platform change. It is the most significant transformation since the introduction of
the Internet in the early 1990s. Cloud computing along with virtualization technol-
ogy will literally revolutionize the way we run a business. The cloud provides a flex-
ible, secure, scalable, and affordable IT infrastructure. E-commerce and educational
institutions can particularly benefit from cloud-based IT infrastructures.

Through the Internet, cloud-based IT infrastructures allow companies and edu-
cational institutions to subscribe to software, an I'T infrastructure, or an application
development platform from a cloud provider. This way, it is not necessary for subscrib-
ers to build their own IT infrastructure for supporting their computation needs. As
a result, subscribers can significantly reduce the cost of IT development and man-
agement. Companies and educational institutions can also develop their own private
clouds to take advantage of the flexibility, security, availability, and affordability of a
cloud computing environment.

To catch up on the cutting-edge technology such as cloud computing and net-
work virtualization, this book is designed to provide enough networking theory and
concepts for readers to understand cloud computing. In addition, the book provides
hands-on practice in a cloud-based computing environment.

Motivation

More and more companies and educational institutions are planning to adopt a
cloud-based IT infrastructure. Therefore, today’s job market requires I'T profession-
als to understand cloud computing and have hands-on skills for developing cloud-
based IT infrastructures. Although professional development books in the cloud

X1
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computing field are available, they are usually for more experienced I'T professionals.
For many university students and entry-level I'T professionals, there are a handful of
challenges to master cloud technology. It is difficult for them to understand cloud
computing without adequate knowledge of networking and system administration.
Understanding the needs of entry-level IP professionals and university students has
motivated the author to write this book, which includes systematic coverage of net-
working and system administration for better understanding cloud computing.

Objectives of the Book

With this motivation, this book is designed with the following objectives. First, it
provides IT professionals with the necessary networking and system administration
knowledge to better understand cloud computing. Second, it helps I'T professionals
to get a quick start in deploying cloud services. The book provides detailed instruc-
tions on establishing a cloud-based computing environment where I'T professionals
can carry out all the hands-on activities in this book. The cloud-based computing
environment allows readers to develop cloud services collaboratively or individually.
'Third, it enhances readers’ hands-on skills by providing lab activities. Through these
lab activities, readers can develop a fully functioning cloud-based IT infrastructure
with Microsoft Azure. Last, this book demonstrates how networking plays a key role
in a cloud-based I'T infrastructure. It helps readers understand how to set up networks
for a cloud-based IT infrastructure. It also demonstrates how networks are used to
construct cloud services.

Features of the Book

This book integrates networking and cloud computing. Networking and system
administration theory and concepts are used to explain cloud computing technology.
Hands-on practice is conducted in the cloud computing environment. To help IT
professionals catch up with the trend in cloud computing, the public cloud provider,
Microsoft Azure, is used to establish a cloud computing environment. This book also
illustrates the development of a private cloud with Hyper-V. After systematic cover-
age of networking theory and concepts such as virtual network, private network, and
certification, this book leads the reader to the development of a hybrid cloud that
integrates the public cloud and the private cloud.

The following are the features that make the book valuable for readers who are
interested in learning about cloud-based IT infrastructures.

*  Cloud computing: This book focuses on networking used to construct a cloud
computing environment. Microsoft Azure is used to build and manage virtual
networks.
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* Real-world approach: Many hands-on activities are added to help readers
develop a cloud-based IT infrastructure that can be used for a real-world
business.

s Combination of theory and hands-on practice: This book provides adequate
networking theory, enough for readers to understand cloud computing.
Comprehensive lab activities are used to help readers make the connection
between theory and practice.

*  Online development: This book provides detailed instructions and resources for
creating and managing online computer labs by using the Microsoft Azure
academic account.

s Instructional materials: To help with teaching and learning, this book includes
instructional materials such as an instructor’s manual, PowerPoint presenta-
tions, and solutions.

'The book focuses on its goal to make sure that readers learn how to develop a cloud-
based network system for a real-world business. The content of the book is suitable for
undergraduate and beginning graduate courses related to networking as well as for I'T
professionals who do self-study on cloud computing.

For the convenience of entry-level IP professionals and university students, the
book is designed in the following manner:

* Self-contained content: For readers’ convenience, the book is self-contained. It
includes some necessary basic networking concepts, hands-on activities, and
information about cloud-based network services.

s Suitable for self~study: This book provides detailed instructions that are suitable
for self-study. It not only presents the theory and concepts but also explains
them through examples, illustrations, and hands-on activities.

* Designed for Microsoft Azure: 'The book is specially designed for Microsoft
Azure. All the hands-on activities can be conducted with the Windows Server
operating system.

o Step-by-step instructions: For hands-on activities, the book provides step-by-
step instructions and illustrations to help beginners. It also provides instruc-
tions on setting up a cloud environment for hands-on practice.

With these features, readers will be able to implement a cloud-based IT infrastructure
and other cloud-based services in a short time.

Organization of the Book

This book includes 11 chapters. Each chapter contains an introduction of its content,
the main body of the chapter, a “Summary” section to summarize the discussion in
the chapter, and a “Review Questions” section to help readers review the knowledge
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learned from the chapter. Each chapter also includes hands-on activities to help read-
ers practice the skills learned in the chapter.

Chapter 1 introduces networking and network operating systems. It outlines the
use of network operating systems in cloud computing. This chapter gives an overview
of the commonly available public cloud providers and packages used for developing
private clouds. The lab activity in this chapter prepares a cloud computing environ-
ment for the lab activities in later chapters.

Chapter 2 deals with the necessary network protocols to be used in cloud com-
puting. Three hands-on activities are used to explore the network management tools
provided by the Windows Server operating system.

Chapter 3 covers the topics related to network design and IP addressing. It describes
how the Internet works. It also describes other types of networks used in implement-
ing cloud computing. The hands-on practice of this chapter creates a virtual network
on Microsoft Azure. The virtual network is used to illustrate the concepts of local area
networking and subnetting.

Chapter 4 introduces directory services, which are the key components of cloud
computing. The chapter describes how directory services are used in enterprise-level
IT infrastructure management. It provides technical details on the development and
implementation of directory services. In the hands-on practice of this chapter, the
Active Directory service is implemented on virtual machines hosted by Microsoft
Azure.

Chapter 5 introduces network services such as the dynamic host service and name
service, which are often used in cloud computing. The theory and concepts of the
dynamic host service and name service are described in detail. The hands-on activity
in this chapter illustrates the implementation of the dynamic host service and name
service in Microsoft Azure.

Chapter 6 demonstrates how to use Windows PowerShell for network and cloud
management. This chapter introduces programming units such as cmdlets, PowerShell
tunctions, and PowerShell Scripts. During hands-on activities, readers can experi-
ment with such units in the Microsoft Azure cloud environment. This chapter also
presents the use of Microsoft Azure PowerShell for cloud service management.

Chapter 7 discusses Internet data transaction protection. In the cloud computing
environment, it is necessary to protect the data transaction between a cloud provider
and a cloud service subscriber. The chapter introduces network security tools such as
Secure Sockets Layer (SSL) and Certificate Services. The hands-on activity in this
chapter implements Certificate Services in the Microsoft Azure cloud environment.

Chapter 8 covers IP Security (IPSec), which is used in later chapters to link the vir-
tual networks created in Microsoft Azure to the on-premises network of an enterprise.
IPSec is a security protocol to secure the network protocols above the Internet layer.
'The hands-on activities implement IPSec in the Microsoft Azure cloud environment.

Chapter 9 explains the theory and concepts of network routing. Routers are used to
connect networks. In this book, the virtual networks in the cloud and the on-premises
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networks of an enterprise are connected with routers. This chapter also discusses
Network Address Translation (NAT), which allows the virtual machines on a private
network to share a single Internet connection. There are two activities for this chap-
ter’s hands-on practice. The first one creates a routing service with Windows Server
and second one implements a NAT service.

Chapter 10 discusses the virtual private network (VPN) architecture. VPN allows
an enterprise to integrate its own network with a virtual network in a cloud. This
chapter gives the pros and cons of different types of VPN technologies. It focuses on
the IPSec-based VPN and SSL-based VPN, which are used by Microsoft Azure to
remotely access the on-premises network of a company from a virtual network in a
cloud or vice versa. Two hands-on activities are included in this chapter. The first one
is used to create a point-to-site connection between a local computer and Microsoft
Azure. The second one creates a site-to-site connection between Microsoft Azure and
an on-premises network.

Chapter 11 covers the hybrid cloud, which integrates public clouds with private
clouds. It introduces hybrid cloud technology and its application in a cloud-based
enterprise network. With the System Center Virtual Machine Manager (SCVMM)
package, the hands-on activity of this chapter creates a hybrid cloud that integrates
Microsoft Azure with a private cloud created on a local network.

One or more hands-on activities are included in each of the chapters. It is recom-
mended that readers complete the activities in the previous chapters before starting
the hands-on activity in the next chapter because some of the hands-on activities may
depend on the ones in the previous chapters.
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1

OVERVIEW ON CLoOUD
AND NETWORKING

Objectives

* Draw an overview of network servers.

* Understand the role of network servers in networking,.
* Learn about the process of implementing networks.

* Set up a cloud-based lab for hands-on practice.

1.1 Introduction

In an enterprise, I'T infrastructure is needed to provide employees with the neces-
sary hardware and software to do their job. The key component of the I'T infrastruc-
ture is the network that connects servers, desktop computers, and mobile devices.
The IT infrastructure in an enterprise is a high-cost and high-maintenance unit. It
requires expensive hardware and software and skilled IT service staff members to
keep it running,.

Cloud computing is a technology that can be used to support online I'T infrastructure.
Cloud computing has become the new trend in delivering business applications and ser-
vices. The cloud is a cost-effective, flexible, reliable IT infrastructure to support e-com-
merce and e-learning. With the cloud, employees across the world are able to access the
hardware and software provided by an enterprise. In addition, an enterprise can allow its
contractors to create their own virtual I'T infrastructures on the cloud. Cloud computing
can also provide a collaboration platform for developers to participate in an application
development project anywhere and anytime. When an enterprise develops a cloud for
its own use, this type of cloud is called a private cloud. When a cloud provides cloud
services for the public to subscribe, this type of cloud is called a public cloud. When a
cloud integrates both the public and private clouds, it is called a hybrid cloud. A large
enterprise usually has its I'T infrastructure created on a hybrid cloud.

Since a cloud can be considered an online IT infrastructure, the network is also a
key component of the cloud. Networking theories and practice have been widely used
in cloud computing. To understand the usage of the cloud in an enterprise, one has to
have a thorough understanding of networking theories and practice. At the end of this
book, a hybrid cloud will be developed. To get there, the reader needs to be familiar
with the cloud-related networking theories and practice.



2 CLOUD COMPUTING NETWORKING

As networks play a key role in today’s I'T industry, networking has become a required
subject in the computer science and information systems curricula. Networking theo-
ries and practice are taught at different levels in high schools and higher education
institutions. Students majoring in I'T-related fields are required to have networking
knowledge and skills.

This chapter will first introduce the types of networks. Then, it will introduce the
operating systems that are able to provide network services and manage network
devices. It will analyze the functionalities of these operating systems and present their
functionalities through network architecture. This chapter will explain how cloud
computing is supported by the operating systems. It will discuss the networking pro-
cess and illustrate how to implement a network system. At the end of the chapter,
instructions will be provided on how to develop a cloud-based lab environment for
conducting hands-on activities in later chapters.

1.2 Networks

To transmit data from one computer to another computer, the two computers need
to be connected via network hardware and software. Computers, printers, copiers, or
storage devices linked by a network are called hosts. Each host has a network interface
card (NIC) to which a network cable or another connection medium is connected.
The network cable or connection medium carries binary electronic signals back and
forth between two hosts. When there are multiple hosts on a network, these hosts are
connected to a network device called a switch through which electronic signals are
distributed to other hosts. The network device, router, is used to connect two different
networks. In the I'T industry, it is known that a switch is used to construct a network
and a router is used to connect networks.

There are different types of networks such as the local area network (LAN), wide
area network (WAN), Internet, and cloud-based network. A LAN is a type of net-
work that exists within a room or a building as shown in Figure 1.1. A WAN is a type
of network that is highly scalable and may cover a large geographic area (Figure 1.2).
'The Internet is a worldwide network system formed by interconnecting LANs and

Router Router

Internet

Figure 1.1 Local area network.
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Figure 1.2 Wide area network.

WANS as shown in Figure 1.3. The LAN is connected to the Internet through one
of the Internet Service Providers (ISPs). The ISP communicates with the regional

network through an access point called a point of presence (POP). It can be a telecom-
munication facility rented by an ISP for accessing the global network, or it can be any
facility used to access the Internet such as a dial-up server, router, or ATM switch.
ISPs are connected through a network access point (NAP), which is a major Internet

interconnection point.

Internet

i Network access point

Internet service providers

&
1$

Point of presence
|

Network access point

Internet service providers

_&e
8

B

Point of presence

-

Figure 1.3 Internet.



4 CLOUD COMPUTING NETWORKING
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Figure 1.4 Cloud-based network.

A cloud-based network is an enterprise network that can be extended to the cloud
shown in Figure 1.4. The cloud-based network allows an enterprise to distribute its
network around the world. The cloud significantly simplifies the development of an
enterprise network system. In the cloud, the underlying network is constructed by a
cloud provider. All an enterprise needs to do is to connect its on-premises network to
the network built in the cloud to form a global enterprise-class network system. There
is no initial capital investment in this type of global network system.

Unlike the Internet, the cloud-based network provides centralized control over
network visibility. Through the cloud-based network, the enterprise is able to provide
a multitenant application, which is a software application that serves multiple ten-
ants. Each tenant subscribes an instance of the application. Each tenant’s data are
isolated and remain invisible to other tenants. On the other hand, the maintenance
and update of the application can be greatly simplified. The cloud-based network
enables the enterprise to deploy I'T infrastructures to remote locations in minutes
(Figure 1.4).

'The cloud-based network targets organizations with a large number of sites around
the world. There could be a couple of hundred to ten thousand employees working
in multiple sites such as branch offices, schools in a school district, clinics, manu-
facturing facilities, or retail stores. Through the management tools deployed in the
cloud, network administrators are able to manage the enterprise-distributed networks
anywhere and anytime. The management tools can be used to manage cloud-hosted
virtual machines and mobile services. They are used to accomplish tasks such as
centralized management, remote monitoring, remote software and app installation,
remote wiping, and security auditing.
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1.3 Network Operating Systems

Operating systems can be categorized as a server edition, desktop edition, and mobile
edition based on the tasks performed by them. The server edition can be used to man-
age networks and is capable of providing network services. Here, our focus is on server
edition operating systems. In the following, we will discuss several commonly avail-
able server edition operating systems that are capable of networking.

Most of the low-cost network server operating systems are developed to run on
the x86 platform, which is powered with the microprocessors from Intel and AMD.
'The x86 platform was originally created for personal computers. Today’s x86 platform
is built on multicore x86 microprocessors, which can handle large-scale networking
tasks. Popular operating systems such as Linux, Windows, and some versions of the
UNIX operating system are all supported by the x86 platform.

1.3.1 Windows Server 2012

For networking, Windows Server 2012 provides tools to accomplish the following
tasks:

* Network management: The tasks may include network performance manage-
ment, network device management, system backup and restoration, trouble-
shooting, and so on.

*  Network services: 'The tasks may include developing and managing network
services such as IP address management service, dynamic IP address assign-
ment, name service, Web service, email service, VOIP service, and so on.

* Network security: The tasks may include user authentication, certification ser-
vice, data encryption, network monitoring, setting up firewalls, virus protec-
tion, and so on.

* Remote access and routing: The tasks may include sharing network resources
through VPN and DirectAccess. Windows Server 2012 can also accomplish
tasks such as routing network traffic from one network to another network.

s Cloud communication management: The tasks may include extending a private
cloud to a public cloud by securely connecting the private cloud to the public
cloud. The public cloud can also be used to extend the data center located on
the private cloud.

* Virtualization: Windows Server 2012 includes the virtualization tool,
Hyper-V. With Hyper-V, we are able to accomplish the tasks of creating vir-
tual machines, virtual networks, and virtual network devices such as virtual
switches.

Compared with the older version of Windows Server, Windows Server 2012 was
designed with the cloud concept in mind. New networking features have been added
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mainly to support cloud computing. The new features such as failover clustering, vir-
tualization, and file services have all been added for this purpose. The virtualization
tool Hyper-V has been modified so that it can help set up environments in the cloud.

Hyper-V is broadly used to create and manage virtual machines and virtual net-
work devices such as virtual switches. With Hyper-V, one can create virtual networks
that are independent of the underlying physical network. For network security man-
agement, the virtual networks created with Hyper-V can be isolated from each other.
For example, the virtual network for hands-on practice in a networking class can be
made to isolate itself from that of the Admissions office. Also, deploying the workload
to multiple virtual networks can improve the performance of a large project such as a
datacenter.

Hyper-V has a feature called live migration; that is, virtual machines hosted by
virtual networks can live migrate anywhere without service disruption. These virtual
networks can be migrated to a cloud while preserving their existing IP addresses.
With the IP addresses preserved, the virtual networks on the cloud can emerge into
the on-premises network. All the services provided by these migrated virtual networks
can continue to function without knowing where the underlying physical network is.
With Hyper-V, a true hybrid cloud can be established by seamlessly integrating a pub-
lic cloud and a private cloud running on an on-premises network.

In Windows Server 2012, most of the management tasks can be done through the
Server Manager interface shown in Figure 1.5. Networking tasks such as active direc-
tory administration, dynamic IP addressing, name service, virtualization, and remote
access can all be handled in Server Manager.

Server Manager
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. «« Dashboard @ |V Monage Toos

N )

,5'.250“ WELCOME TO SERVER MANAGER

gy Local Server
ii All Servers
#® ADCs
i@l ADDs
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& DNS

0 Configure this local server

#§ File and Storage Services P

m Hyper-V

o us

. nap

gﬁ Remote Access LEARN MORE

WHAT'S NEW

ROLES AND SERVER GROUPS

Roles:9 | Servergroups:1 | Servers totak: 1

= 1z u - BREG yoms

Figure 1.5 Server Manager.
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Figure 1.6  Windows PowerShell.

'The management tasks can also be done through the command interface, Windows
PowerShell (Figure 1.6). Windows PowerShell is a powerful management tool which
includes 2430 cmdlets. A network administrator can write a script to automate a large
task that needs to execute multiple cmdlets.

Windows Server 2012 uses a new Metro GUI design for touch-centric devices. In
Metro GUI, the Start menu is a matrix of icons as shown in Figure 1.7.

1.3.2 Microsoft Azure

Microsoft Azure is a cloud computing platform built on a global network of Microsoft-
managed datacenters. Microsoft Azure uses a customized version of Hyper-V known
as Windows Azure Hypervisor to handle virtualization tasks. The operating system
running on Microsoft Azure is used to manage computing and storage resources. It
also provides security protection and remote access mechanisms. The Microsoft Azure
development environment is highly scalable. Additional computation capacities can
be added as desired until the subscription limit is reached. Microsoft Azure provides
a highly available computing environment. With Microsoft Azure, IT professionals
can work on their projects from anywhere and at any time. With Microsoft Azure,
there is no initial cost on I'T infrastructure development and management. However,
users need to pay monthly for the storage and computing usage. Figure 1.8 shows the
Microsoft Azure Management Portal.

Microsoft Azure provides three types of cloud services, Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). For data storage,
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Figure 1.8 Windows Azure management portal.

Microsoft Azure offers Windows Azure SQL Database for storing and managing
relational data and data storage services for storing and managing nonrelational data.
Microsoft Azure provides software such as server operating systems like Windows
Server 2012 and SUSE Linux Enterprise Server (SLES). It also provides database
management system (DBMS) software such as Windows Azure SQL Database,
which is the cloud version of Microsoft SQL Server. The Windows Azure emulation
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Figure 1.9 Operating systems provided by Windows Azure.

software and Windows Azure Software Development Kit (SDK) can be downloaded
to students’ home computers to emulate the Microsoft Azure cloud environment
on a local computer. Figure 1.9 shows the operating system software provided by
Microsoft Azure.

To help cloud subscribers to extend their existing networks into the public cloud,
Microsoft Azure offers a range of networking capabilities such as Virtual Network,
Windows Azure Connect, and Traffic Manager. Figure 1.10 shows the Virtual
Network tools.

Windows Azure Virtual Network provisions and manages the VPN connection
between the on-premises IT infrastructure and Microsoft Azure. Virtual Network
is used to set up a hybrid cloud, which consists of the private cloud run on the on-
premises network and the public Microsoft Azure cloud. With Virtual Network,
an administrator can accomplish tasks such as setting up IP security service to pro-
vide a secure connection between the corporate VPN gateway and Microsoft Azure.
Virtual Network can also be used to configure DNS service and IP address for virtual
machines.

Windows Azure Connect is a tool used to connect the services provided by
two machines; one is located on the on-premises network and the other one is on
Microsoft Azure. This tool can be used to help application developers to build cloud
applications hosted in a hybrid environment. It allows services such as Web service on
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Figure 1.10 Virtual network tools.

Microsoft Azure to securely access an on-premise SQL Server database server. It can
also authenticate users on Microsoft Azure against an on-premise Active Directory
service. With this tool, application developers can use the debugging tools provided
by the on-premises applications to do troubleshooting for the applications hosted on
the Microsoft Azure cloud.

Traffic Manager is a tool used to balance the network traffic across multiple
Microsoft Azure hosted services. This tool can help improve an application’s perfor-
mance, availability, and elasticity. To improve availability, Traffic Manager provides
automatic failover capabilities when a service goes down. It also monitors Microsoft
Azure hosted services. To improve performance, it allows the services to run at the
datacenter closest to the end-user to reduce latency.

1.3.3 VMware vCloud Suite

The VMware vCloud Suite® is an integrated package used to provide a full cloud
solution at the enterprise level. It includes the operating system, management soft-
ware, and front-end user interface. The following are the main products included in
the suite.

VMuware vSphere: vSphere is a cloud computing virtualization operating system
provided by VMware. vSphere provides a virtualization platform for enterprises to
make use of both the public and private cloud services. One of VMware’s goals is
to be able to connect a private cloud to any public cloud provider. When there is a
burst of workload, vSphere can seamlessly migrate some of the workload to a pub-
lic cloud. To achieve this goal, VMware has developed the open-source standard,
Open Virtualization Format (OVF), used for packaging and distributing virtual
machines. Through OVF, VMware enables the sharing of virtual machines between
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two different virtual machine platforms and the sharing of virtual machines over
the Internet. vSphere is able to migrate running virtual machines and attach storage
devices to host servers. Figure 1.11 illustrates a map of host servers, virtual machines,
and the centralized data store.

To enhance network security and manageability, VMware has been working on
the new operating system NSX as the network and security virtualization platform.
With NSX, to help with virtualization security, VIMware provides tools to help users
to store virtualized applications and data in a separated zone where no unauthorized
user can access. NSX allows users to create virtual networks to accomplish tasks such
as switching, routing, firewall setting, load-balancing, and so on. NSX also allows
its partners to securely integrate their physical and virtual networks into the NSX
platform. For security, NSX does not require disruptive hardware to be upgraded. To
support virtual machines made by other server hypervisors, VMware is designed to
support server hypervisors such as KVM and Xen. It can also work with any cloud
management systems, for example, VMware vCloud, OpenStack, and CloudStack.

As a network operating system, vSphere can be used for datacenter-wide network
integration by centralizing the network provision and network management. It pro-
vides management tools such as vSphere Distributed Resource Scheduler (DRS) for
dynamically balancing computing resources and power consumption, vSphere High
Availability for fault tolerance, data protection and replication, vShield Zones for
securing vSphere with application-aware firewall and antivirus functions, and vSphere

Auto Deploy for rapid deployment.
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Applications developed by application developers such as those from Microsoft and
Google all have their architectures, not to mention that many companies have their
own applications. The architecture of an application may not match the architecture
of a cloud provider. The difference in application architecture makes it hard to migrate
these applications to the public cloud. Assisting the migration of applications to the
cloud environment is another goal of VMware. VMware includes the plugins from
application developers so that their applications can run on vSphere. VIMware is also
working on the technology that can help a company run their apps in a self-service
provisioning enabled cloud. Self-service provisioning allows the end user to deploy
and manage applications in the cloud computing environment.

For networking, vSphere provides four types of services for network system
development:

* 'The first type of service is used to connect virtual network devices and virtual
machines hosted by a vSphere server.

* 'The second type of service connects virtual network devices and virtual
machines to the underlying physical network.

* 'The third type of service connects the services on the virtual network to the
underlying physical network.

* 'The fourth type of service is used for managing the host server where the
vSphere is installed.

VMware vSphere can virtualize network devices such as NICs and switches for
connecting virtual machines. Figure 1.12 shows the virtual machines hosted by a
vSphere server.

With VMware vSphere, various virtual I'T infrastructures can be delivered as ser-
vices. That is, the IT infrastructures designed for different types of businesses can be
delivered without resetting the underlying physical network. VMware vSphere pro-
vides network performance analysis tools for network monitoring and management.
Figure 1.13 shows a virtual machine performance chart and Figure 1.14 illustrates
vSphere computing resources.

vCloud Director: 'This product is used to provide virtual datacenter services. It cre-
ates a secure multitenant environment to fully utilize the hardware capability and
other computing resources. It allows the rapid cloning of the previously built virtual-
ized IT infrastructure called vApps. It can also be used to deploy a virtualized multi-
tier client—server I'T infrastructure.

vCloud Networking and Security: 'This product offers a broad range of services
including virtual firewalls, VPN, load balancing, and VXLAN extended networks.
VXLAN is designed to allow an application to be scaled across clusters without any
reconfiguration of a physical network. To protect data security, vCloud Networking
and Security scans sensitive data and reports violations. The report can be used to
assess the state of compliance with regulations.
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Figure 1.14 Computing resources.

vCenter Operations Management Suite: As a management tool, the product provides
automated operations management through an integrated approach to performance,
capacity, and configuration management. The vCenter Operations Management Suite
enables I'T organizations to get better visibility and actionable intelligence to proac-
tively ensure service levels, optimum resource usage, and configuration compliance in
dynamic virtual and cloud environments.

vFabric Application Director for Provisioning: It is a cloud-enabled application pro-
visioning and maintenance solution. This tool simplifies the process of creating and
standardizing application deployment across cloud services. With the tool, multitier
applications can be deployed to any cloud.

vCloud Automation Center: With this tool, users can rapidly deploy and provide
cloud services across private and public clouds, physical infrastructures, hypervisors,
and public cloud providers. It provides user authentication service and helps to enforce
business policies throughout the service lifecycle.

vSphere Client: vSphere Client is a GUI tool for managing vSphere. vSphere has
two versions of vSphere Client, the regular vSphere Desktop Client, and the vSphere
Web Client. Some of the new features of vSphere can only be managed with the
vSphere Web Client. With the vSphere Desktop Client, a network administrator can
accomplish tasks such as connecting to a vSphere host, VXLAN Networking, chang-
ing the guest OS on an existing virtual machine, editing virtual network attributes,
viewing vCenter Server maps, and so on. Figure 1.15 demonstrates the guest operat-
ing system running on a vSphere host server.
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By using the vSphere Web Client, the network administrator can perform tasks
such as user authentication management, inventory management, vSphere replication,
workflow management, virtual machine migration management, logging, virtual dis-
tributed switch management, and vSphere data protection.

1.3.4 Linux

Linux is an open source operating system, which is licensed under the GNU General
Public License. The operating system source code can be freely modified, used, and
redistributed by anyone. Since the World Wide Web and Internet-related protocols
such as IP are open source technologies, it is convenient to include these protocols
in the operating system. With these open source protocols, Linux is widely used as a
network server to accomplish various networking tasks. Linux can be made to serve as
an enterprise-level server operating system. It is built to multitask and allow multiple
users to work on the same server computer at the same time. Therefore, a Linux oper-
ating system is often used in a grid system for distributed computing. As Linux is able
to communicate with other network technologies such as Windows and Novell, Linux
can also host the directory service. As an open source product, the total cost of using
Linux is low. However, it requires technicians to have adequate knowledge to handle
daily operations. The main cost of using Linux is the support and services oftered by
Linux distributions. In general, Linux requires less computing resources and is able to
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work with older network devices. The Linux operating system is able to run on a broad
range of computing architectures such as x86, POWER, SAPRC, and Itanium 2.
'This feature is especially suitable for organizations that have a limited budget and are
not able to upgrade their equipment frequently.

Next, we will look at some of the Linux operating systems that are capable of sup-
porting cloud computing. Among these Linux operating systems, you can find virtual
machines preinstalled with SUSE Linux Enterprise or Ubuntu Linux on Microsoft
Azure. Also, you can download a readymade virtual machine with Red Hat Linux
installed for VMware.

Red Hat Linux: Red Hat, Inc. was founded in 1993. Red Hat has two editions
of operating systems, Fedora and Red Hat Enterprise Linux. Fedora is the open
source version of the Linux operating system, which is managed by the Linux user
community and Red Hat employees. Even though Fedora is free, it is a fully func-
tioning operating system. Red Hat uses Fedora as a testing platform for many new
services and innovation tools. During the testing period, programmers from the
user community and Red Hat work together to fix problems found in the new prod-
ucts. As Linux is updated frequently, Fedora is updated every 4—6 months. Since
Fedora is a free operating system, Red Hat does not provide training and support
for Fedora.

Red Hat Enterprise Linux is known as the Linux operating system for supporting
enterprise-level computation. It charges fees for support and services. The support and
services are necessary for developing and managing an enterprise-level I'T infrastruc-
ture. Red Hat Enterprise Linux provides 24 x 7 integrated service. Customers can
often get response within 1 h. In addition to the support and services, Red Hat also
provides various training and certification service on Red Hat Enterprise Linux. Red
Hat Enterprise Linux is a more stable operating system. It only includes those new
services and innovation tools that are proven to work. Red Hat Enterprise Linux will
be upgraded to a new version after three new upgrades of Fedora. Red Hat Enterprise
Linux is going to be fully supported by Red Hat for 7 years after it is upgraded. It is
widely supported by computer hardware companies such as Dell, HP, and IBM. It
is also supported by over a thousand application software companies such as Oracle,
CA, IBM, and so forth. The software from these companies is tested on the Red
Hat operating system. Although the Red Hat operating system often runs on the
x86 platform, it is also able to run on other platforms.

For cloud computing, Red Hat provides an open hybrid cloud solution. Red Hat
allows its customers to create a hybrid cloud in their own way and there is no vendor
lock-in. That is, the customer has the freedom to access data in various structures,
to build any application or service regardless of technology and platform. The open
cloud allows customers to add a variety of features, cloud providers, and technolo-
gies from different vendors. With Red Hat, customers can fully utilize the existing
IT infrastructure and build a cloud solution piece by piece. They are able to connect
their private clouds to a wide range of public clouds such as Amazon and IBM.
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Red Hat can make applications and data portable across difterent clouds. It also
allows the management of applications across heterogeneous infrastructures.

Red Hat provides a number of products for developing cloud services. Among these
products, CloudForms can be used to develop IaaS service and OpenShift can be
used to develop PaaS service. With CloudForms, one can construct a virtualized sys-
tem with a mixture of hypervisors and virtualization management software, and the
technologies from various public clouds. CloudForms allows users to create a pool of
virtual machine images consisting of an operating system, applications, and associated
supporting software. It also allows users to manage, deploy, and monitor virtualized
systems. OpenShift has two versions, OpenShift Online and OpenShift Enterprise.
OpenShift Online is a public cloud providing PaaS service. OpenShift Enterprise
is a comprehensive enterprise development platform. With OpenShift Enterprise, a
team of developers can develop, deploy, and execute enterprise applications in either a
private or public cloud environment.

SUSE Linux: SUSE Linux is another major Linux distribution owned by Novell.
Like Red Hat Linux, there are two editions of SUSE Linux, openSUSE and SUSE
Linux Enterprise. openSUSE is available in a free-download open source package. It
is also available in a retail package, which contains a printed manual, a DVD, and bun-
dled software. openSUSE also includes some proprietary components such as Adobe
Flash. After Novell acquired SUSE Linux from a SUSE UNIX consulting company
in Germany, Novell added the GUI-based system management software YaST2 to
SUSE Linux. Novell also provides two proprietary editions of the Linux operating
system, SUSE Linux Enterprise Server (SLES) and SUSE Linux Enterprise Desktop
(SLED). These two editions of SUSE Linux are designed for developing and manag-
ing enterprise-level I'T infrastructure. As a server operating system, SLES can run on
servers with platforms such as x86, PowerPC, Itanium 2, and so on. SLES includes
over 2000 proprietary application software packages from Microsoft, Oracle, SAP,
and WebSphere. In addition, it includes over 1000 open source applications. SLES
is a relatively stable operating system. It is usually upgraded to a new version every
2 years. The new version will be supported by SUSE for 7 years. Figure 1.16 displays
the SUSE Linux Enterprise login interface.

As a desktop operating system, SLED is designed for enterprise use. Like SLES,
it is relatively stable when compared with openSUSE. It also includes proprietary
software such as the antivirus software McAffee. Both SLED and SLES include
technical support from Novell and certification by hardware and software vendors.
SUSE Linux Enterprise is often installed on servers sold by hardware vendors such as
IBM, HP, Sun Microsystems, Dell, and SGI. These hardware vendors install, con-
figure, and test SUSE Linux Enterprise before their computer systems are shipped to
customers.

As for cloud computing, the SUSE Cloud package is an open source, enterprise
cloud computing platform. The platform includes an administration server used
for setting up the cloud. The administration server is also used for configuring and
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Figure 1.16  SUSE Linux enterprise server.

provisioning cloud control nodes and cloud compute or storage nodes. A control node
automatically tracks the resource state of the cloud compute or storage nodes, identi-
fies the available capacity within the cloud, and deploys workloads. The compute or
storage nodes are physical servers that are either used to host virtual machines or to
host storage devices.

SUSE Cloud is an OpenStack-based platform that supports multiple hypervisors
such as Xen, KVM, QEMU, LXC, and Hyper-V. The support of Hyper-V enables
enterprises to deploy their open source private clouds on the public cloud Microsoft
Azure, or to be hosted by on-premises Windows Server machines. The collaboration
with Hyper-V also facilitates the installation of compute nodes based on Hyper-V on
the SUSE Cloud platform.

SUSE collaborates with the hardware vendor Dell to develop the enterprise-class
private cloud infrastructure solution, which combines Dell’s hardware and services
with SUSE software. The Dell SUSE Cloud Solution gets support from both Dell and
SUSE worldwide support organizations. It simplifies the I'T infrastructure develop-
ment process, enables an enterprise to set up clouds on an existing data center quickly,
and reduces tasks needed to add capacity as the need continues to grow.

Ubuntu Linux: Ubuntu is also a major Linux distribution sponsored by Canonical
Ltd., a private company from South Africa. The Ubuntu Linux operating system is free
and consists of all open source products. It is updated every 6 months. It also provides
a long-term support version of the operating system, which upgrades every 3 years.
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'The Ubuntu Linux operating system has three editions, the server edition, the desk-
top edition, and the mobile edition. The server edition of Ubuntu Linux includes the
LAMP (Linux, Apache, MySQL, and PHP) package. The installation of Ubuntu is
quick and simple. The LAMP package is installed automatically. The Ubuntu desktop
edition is specially designed to be easy-to-use. It includes many utilities for handling
multimedia content such as photo editing and media editing tools. Like the Windows
operating system, it includes a large number of GUI tools for searching, calendar-
ing, Web form spell checking, phishing detection, and system administration. It also
includes e-mail and the latest Web browsing technology, the office suite OpenOffice.
org, the instant messenger Pidgin, and the image editor GIMP. The mobile edition is
designed to run multimedia content on mobile devices. The mobile edition operating
system can run with small memory and storage space. It also delivers fast boot and
resume time. Figure 1.17 illustrates the GUI interface of Ubuntu Server.

Ubuntu Cloud is designed to allow companies to provide fast and efficient cloud
services. With Ubuntu Cloud, a pool of scalable compute and storage IT resources
can be made available for on-demand access. Ubuntu is the reference operating system
for OpenStack. That is, Ubuntu is the base operating system used by the develop-
ers of OpenStack. OpenStack is a free and open-source software platform on which
cloud services can be built, tested, and deployed. As the reference operating system
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Figure 1.17 Ubuntu Server.
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tor OpenStack, Ubuntu cuts down the complexity in developing an OpenStack cloud,
which stops the lock-in to a specific cloud vendor.

Ubuntu is broadly supported by public clouds such as Amazon Web Services,
Rackspace Cloud, HP Public Cloud, and Microsoft Azure, and so on. It can be
used either as an underlying infrastructure or as a guest operating system on virtual
machines hosted in a cloud. Ubuntu works with the leading public cloud infrastruc-
tures to enhance performance, handle updates, and achieve compliance and reliability
on the public clouds. Ubuntu has been creating tools such as cloud-init to ease the
process of bringing up new instances on a public cloud.

Ubuntu can also be used to create cloud services that are deployed on private IT
infrastructures. With Ubuntu Cloud Infrastructure, a company can deliver all its
compute, network, and storage resources as cloud service. Ubuntu provides neces-
sary tools for developing a private Infrastructure as a Service (IaaS) cloud service on
an existing private I'T infrastructure. With these tools, one can quickly set up scal-
able storage and integrate the features into a cloud service. The private cloud created
with Ubuntu is compliant with some of the public cloud standards including Amazon
EC2 and Rackspace APIs. Therefore, it has the freedom to migrate the cloud services
between the public cloud and the private cloud.

With Ubuntu Cloud Infrastructure, a private cloud can be extended into the
public cloud to form a hybrid cloud. When Ubuntu is on both the private cloud and
the public cloud, Ubuntu Cloud Infrastructure enables users to burst workloads
from their private clouds to the major public clouds, or vice versa. Ubuntu pro-
vides a service orchestration tool called Juju to accomplish tasks such as automated
arrangement, coordination, and management of virtual machines, middleware,
and services. With Juju, one can define the Software as a Service (SaaS) and deploy
it to a cloud, either a private cloud or a public cloud or both. Juju is so designed
that it is cloud provider independent; therefore, it can deploy services to different
cloud providers.

Earlier, we have discussed several operating systems that are capable of cloud com-
puting and network virtualization. There are many other operating systems that may
also be capable of cloud development and network virtualization. The selection of an
operating system for networking depends on the tasks to be accomplished, the flex-
ibility, the scalability, ease-of-use, and the cost. For most networking-related tasks,
the operating system mentioned in this section should be able to do the job. Next, we
will focus on network architecture which is the logic model used by the networking
capable operating systems.

1.4 Network Architecture

This section will discuss network architecture and the tasks to be accomplished
during a networking process. It will introduce the major components in a net-
work system. We will take a look at how network functionalities are designed and
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implemented in an operating system. Network management tools will also be intro-
duced in this section.

A network can be as small as two computers connected by a copper wire or as large
as the Internet that links millions of computers and network devices. For computers
to be able to communicate with each other through physical media, as an example, the
Linux operating system provides four major components: application, service, proto-
col, and adapter.

A network system can be represented by a network model, also called network
architecture, which is often presented as a layer system. The network architecture
provides an overview of a network system by including the major components for a
network and the interfaces between components. To be able to handle data trans-
mission tasks on various networks, the network components in an operating system
are built according to the network architecture. An operating system controls data
transmission from the application software to the physical wire, which connects the
computers. Figure 1.18 illustrates the network components in an operating system.

As a service interface between users and the operating system kernel, the application
software manages data communication between the users and the operating system. It
takes the users’ requests for file transfer, database query, and message exchange, and
then submits the requests to the operating system. Once the requests are submitted to
the operating system, the network management component will collect the data and
identify the network protocols to be used for data communication.

A network protocol serves as a service interface between the application software and
the network driver. There are hundreds of protocols supported by an operating system.

Users
I

Network components in an operating system

Application software

I

Operating system kernel

Network management tools

Network protocols

Network drivers

I

Network adapter

I

l Physical media

Figure 1.18 Network components.



22 CLOUD COMPUTING NETWORKING

'The network protocols perform tasks such as establishing the communication ports,
detecting data transmission errors, data formatting, controlling the data transmission
process, resolving network addresses, maintaining network traffic, locating the des-
tination computer and setting up the route to the destination, defining how the data
are sent and received, and so on. For security, some of the protocols are used for data
encryption and authentication.

A network driver serves as an interface between the software and the hardware.
The driver enables the operating system to communicate with the NIC, which
connects the physical data transmission media. Drivers can be used to handle 1/0O
interrupts during a data transmission process. In addition to interacting with the
operating system, drivers also interact with buffers, network protocols, and net-
work adapters.

A network adapter is a piece of hardware that connects the physical media to a
computer on the network. During data transmission, a network adapter communi-
cates with its peer network adapter installed on another computer. Network adapters
may be a wired Ethernet NIC, or it can also be a wireless network device. A network
adapter serves as an interface between the operating system kernel and the physical
media. Electrical signals are framed in a network adapter. The frame specifies the
transmission rate and the shape and strength of the binary signals. By using a network
adapter, the binary electric signals are sent to or received from physical transmission
media. The network adapter is able to locate its peer network adapter through the
hardware address. Once the data arrive at the receiving network adapter, the receiving
network adapter informs the operating system to get ready to process the incoming
binary signals.

The physical medium links two network hosts such as computers or network devices.
'The electric signals representing the binary bits are transmitted through the physical
media such as copper cables, fiber glass, radio waves, etc. The physical media may also
include network devices used to pass the electric signals to a particular destination.

A network can be presented in two different network architectures. The first
one is the Open Systems Interconnection (OSI) architecture developed by the
International Organization for Standardization (ISO). OSI is a network architec-
ture that defines the communication process between two computers. OSI catego-
rizes the entire communication process into seven layers as shown in Figure 1.19.
The second one is the Internet architecture. This architecture is built around the
Transmission Control Protocol and Internet Protocol (T'CP/IP). Therefore, the
Internet architecture is also called the TCP/IP architecture, which includes four
layers as shown in Figure 1.20.

In the OSI network architecture, the top layer is the application. The protocols in
the application layer are provided by application software. The application layer pro-
tocols handle requests from users for file transfer, database query, message exchange,
and so on. The protocols in the application layer communicate with the protocols in
the presentation layer.
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Figure 1.20 Internet architecture diagram.

'The protocols in the presentation layer format the data so that the data meet certain
transmission requirements. The tasks to be handled by this layer can be data compres-
sion, data encryption, video streaming, data format conversion, and so forth.

The protocols in the session layer establish the communication session between
two applications such as a conference call or remote connection to a database server.
These protocols can be used to start, manage, and terminate a communication session.
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They also perform tasks such as requesting and responding during a data transmission
process between applications.

'The protocols in the transport layer establish and manage the connection between
two hosts on the network. This layer handles tasks such as detecting transmission
errors; controlling network flow; transporting data; and establishing, managing and
terminating connections.

'The protocols in the network layer can identify the destination network and estab-
lish the data transmission route to a destination host. This is the layer that works with
routers and network logical address configuration tools. The routing protocols are able
to calculate the shortest path to the destination host and update the routing table
periodically.

The data link layer is often implemented in the network card driver. This layer
defines the beginning and ending of a binary data transmission frame. It also defines
data types. During the process of sending and receiving binary code, this layer also
detects and corrects errors in the binary code.

The physical layer transmits electrical binary signals over the physical media that
link two hosts. It also defines the shape of electronic signals. When an electrical
binary signal arrives from the physical media, the physical layer passes the binary
signal up to the data link layer.

Another commonly used network architecture, the Internet architecture, is
designed for modeling data exchange through the Internet. The application layer in
the Internet architecture includes the application layer, the presentation layer, and the
session layer of the OSI architecture. The transport layer of the Internet architecture
is equivalent to the transport layer of the OSI architecture. The Internet layer of
the Internet architecture is similar to the network layer of the OSI architecture. The
network interface layer of the Internet architecture includes data link layer and the
physical layer of the OSI architecture. Figure 1.20 shows the diagram of the Internet
(TCP/IP) architecture.

The OSI network architecture is the standard adopted by the U.S. government.
Therefore, the hardware and software companies working for the U.S. government
need to follow the OSI network architecture. On the other hand, many private com-
panies have been traditionally using the TCP/IP architecture, which matches the
network architecture used by the Berkeley UNIX operating system. The Microsoft
Windows Server operating system uses the TCP/IP architecture to describe its net-
work system.

Both Linux and Windows network systems can be implemented by closely fol-
lowing the TCP/IP network architecture. Comparing the network components in
Figure 1.18 with the TCP/IP network architecture, one can see that the application
layer in the TCP/IP network architecture matches the component of application soft-
ware in Figure 1.18. Application software often carries out tasks such as data compres-
sion, data encryption, video streaming, and data format conversion. The application
software component also includes network management tools. These tools are used
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to handle tasks related to session establishment, maintenance, and termination. The
operating system kernel manages protocols such as TCP and IP around which the
TCP/IP architecture is constructed. The combination of network drivers, network
adapters, and physical media in Figure 1.18 matches the network interface layer in the
TCP/IP architecture.

Earlier, we briefly discussed the network architecture, which shows how data com-
munication is carried out between applications over a network. The network archi-
tecture models the data communication process. In later chapters, more detailed
discussion about each layer of the network architecture will be given.

Activity 1.1: Preparing for Hands-On Activities

To carry out the lab activities covered in this book, we need to install the operating
system and virtualization software. We also need to prepare the cloud environment
for the hands-on practice. As for the public cloud provider, we will choose Microsoft
Windows Azure since it has a free trial period, academic support, and it supports
both Linux and Windows operating systems. To develop virtual networks, we can
use Microsoft Azure, or use Hyper-V if Windows Server 2012 or Windows 8, or use
VMware Workstation, which can work with various desktop operating systems. The
following tasks will be performed on Microsoft Azure.

Getting Started with Microsoft Azure

To be able to use Microsoft Azure, you need to first create a free account. You also
need to create a storage account and virtual network on Microsoft Azure. Then,
you will create a virtual machine on Microsoft Azure as shown in the following
steps:

1. Assume that you have established the free trial account or academic account.
First, you need to go to the following Web site to log on to Microsoft Azure
(Microsoft Azure, The cloud for modern business, May, 2015): http://azure.
microsoft.com/en-us/.

2. Log on to your Microsoft Azure Management Portal with your user name
and password.

3.In the lower left-hand corner of your screen, click New. Then, click
NETWORK SERVICES, and then click VIRTUAL NETWORK. Click
CUSTOM CREATE as shown in Figure 1.21.

4. On the Virtual Network Details page, enter the information about the name
and location as shown in Figure 1.22, and then click the Next arrow at the
lower right corner.

5. On the DNS Server and VPN Connectivity page, leave DNS server blank as

shown in Figure 1.23. Then, click the next arrow on the lower right.
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6. On the Virtual Network Address Spaces page, click add subnet button to
create a subnet as shown in Figure 1.24. Then, click the check mark on the
lower right.

7. In addition to the virtual network, you may create a storage account that pro-
vides the namespace for data storage. At the lower left-hand corner of the
screen, click New.

8. In the navigation pane, click DATA SERVICES, STORAGE, and then
QUICK CREATE. Specify the URL and Affinity group as shown in
Figure 1.25. Then, click the CREATE STORAGE ACCOUNT check

mark on the lower right.
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Figure 1.24 Adding virtual subnet.

9. Your next step is to create a virtual machine installed with Windows Server
2012. To do so, at the lower left-hand corner of your screen, click New. Then,
click COMPUTE, VIRTUAL MACHINE, FROM GALLERY as shown
in Figure 1.26.

10. On the Select virtual machine operating system page, click Windows Server
2012 R2 Datacenter (Figure 1.27) and then click the Next arrow on the
lower right.
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12.

13.

14.

15.

. On the Virtual machine configuration page, enter your virtual machine name

servera, the user student and the password, confirm the password, and select
the size of your virtual machine as shown in Figure 1.28. The Al size is
adequate for the hands-on activities in this book. Then, click the Next arrow.
On the Virtual machine configuration page, specify the virtual machine as
shown in Figure 1.29.

Depending on the needs, you may add a few more communication protocols
as shown in Figure 1.30. Then, click the Next arrow.

On the Virtual machine configuration page, click the check mark at the lower
right corner to create the virtual machine.

After the virtual machine is created, click the CONNECT link at the bot-
tom of your screen. Select the option Use another account. Enter the user
name as student and the password for the user and then click OK to log on to
the virtual machine (Figure 1.31).
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Figure 1.30 Adding network protocols.

16. After logging on to the virtual machine, you should be able to see Server
Manager as shown in Figure 1.32.

17. For networking, you need to create another virtual machine. Assume that you
are still logged on to the Microsoft Azure Management Portal. Click NEW
at the bottom of the screen. Click FROM GALLERY and select Windows

Server 2012 R2 Datacenter. Enter the virtual machine serverb and user
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Figure 1.31 Remotely logging on to virtual machine.
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Figure 1.32 Server Manager.

name student. Enter your password as shown in Figure 1.33 and click the

Next arrow.

18. On the Virtual Machine Configuration page, specify the virtual machine as
shown in Figure 1.34. Similarly, add some network protocols as shown in

Figures 1.30. Then, click the Next arrow.

19. On the Virtual machine option page, click the check mark at the lower right

corner to create the virtual machine.
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20. Due to the spending limit on Azure, make sure to shutdown the vir-
tual machines whenever you are not using them. In the Microsoft Azure
Management Portal, you should shutdown both servera and serverb before
exiting the Microsoft Azure Management Portal.

So far, you have created two virtual machines on Microsoft Azure. Later, you will
perform networking on these two virtual machines.
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1.5 Summary

'This chapter introduces networking. It first provides an overview of networks. Then, it
discusses network operating systems. It also provides information on how the operat-
ing systems handle virtualization and support cloud computing. This chapter reviews
network architectures. Two abstract network architectures, the OSI network archi-
tecture and Internet network architecture, are introduced. The chapter then describes
the role of operating systems in developing network systems.

To prepare the computing environment for the hands-on practice in later chapters,
the activity of this chapter walked the reader through a process of creating virtual
machines and installing a guest operating system on the virtual machines. Once the
virtual machines are created, we are ready to discover how these virtual machines are
used to accomplish various networking tasks.

Review Questions

1. What are hosts?
2. What is LAN?
3. What is WAN?
4. Describe the Internet.
5. What is POP?
6. What is NAP?
7. Which operating system mentioned in this chapter is designed for the cloud
platform?
8. Which operating system mentioned in this chapter provides the virtualization
tool, Hyper-V?
9. What do you do with Hyper-V?
10. What are cloud services provided by Microsoft Azure?
11. What is vSphere?
12. Name five hypervisors supported by OpenStack.
13. Describe the application layer in the OSI network architecture.
14. What tasks can be handled by the transport layer in the OSI network
architecture?
15. What tasks can be handled by the network layer in the OSI network
architecture?
16. Which layers in the OSI network architecture are included in the application
layer of the TCP/IP network architecture?
17. Which layers in the OSI network architecture are included in the network
interface layer of the TCP/IP network architecture?
18. What tasks can be accomplished by the TCP in the transport layer?
19. IP is in which layer of the TCP/IP network architecture?
20. Network drivers are in which layer of the TCP/IP network architecture?
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NETWORK PROTOCOLS

Objectives

* Learn about commonly used protocols in the Internet architecture.
* Understand the relationships among the protocols.
* Explore network tools.

2.1 Introduction

As described in Chapter 1, a networking process involves various protocols, which are
used as communication languages. In a network, the data transfer is accomplished by
multiple protocols; each protocol carries out a specific task. Various protocols will be
used in later chapters. To enhance the understanding of how network devices commu-
nicate with each other, it is necessary to understand how the protocols are designed,
what the responsibilities of these protocols are, and how these protocols are related.
In this chapter, the commonly used protocols in cloud computing will be discussed in
detail. Due to the fact that the network architecture used by Windows and UNIX-
like operating systems is the Internet architecture (or Transmission Control Protocol/
Internet Protocol [TCP/IP] architecture), the protocols introduced in this chapter
will be grouped based on the TCP/IP architecture.

There are four layers in the TCP/IP network architecture: application layer, trans-
port layer, Internet layer, and network interface layer. Each layer in the TCP/IP
architecture may include dozens or even hundreds of protocols. In this chapter, a few
commonly used protocols in each layer will be introduced. In the hands-on practice,
some of the networking tools will be used to illustrate the protocols used in cloud
computing.

2.2 Application Layer Protocols

Protocols in the application layer handle the communication of application software.
They can carry out tasks such as responding to requests from web browsers, making
conference calls, or connecting to remote database servers. Some of the protocols can
be used to set up user authentication. Others can be used to set up agreements on
data resources, data integrity, and data syntax rules. The protocols included in this
layer can be used to establish, terminate, and manage sessions that handle requests
and responses between hosts. In the application layer of the TCP/IP architecture, the
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protocols also perform tasks such as data compression, data encryption, video stream-
ing, and data format conversion.

There are hundreds of protocols included in this layer. Some of the well-known
application protocols are Hypertext Transfer Protocol (HTTP), Domain Name
System (DNS), Dynamic Host Configuration Protocol (DHCP), Simple Mail
Transfer Protocol (SM'TP), Post Office Protocol Version 3 (POP3), Internet Message
Access Protocol (IMAP), Telecommunication Network (Telnet), Secure Shell (SSH),
Lightweight Directory Access Protocol (LDAP), Secure Sockets Layer (SSL),
Secure Shell (SSH), Secure Socket Tunneling Protocol (SSTP), and Simple Network
Management Protocol (SNMP).

An application protocol communicates through a dedicated port number. For
example, HT'TP communicates through the port 80, DNS communicates through
the port 53, and DHCP communicates through the port 67.

The following gives general descriptions of the commonly used protocols in
the application layer. In later chapters, more specific application protocols will be
introduced.

Hypertext Transfer Protocol (HTTP): 'The protocol HTTP is used for transfer-
ring data between web browsers and web servers. HT'TP can carry data in various
formats such as text, graphic images, sound, video, and other multimedia files. To
manage data transferring, HT'TP provides a set of commands. With these com-
mands, HT'TP handles how a web browser requests data stored on a web server
and how the web server responds to the request from the web browser. HT'TP also
handles how a web browser uploads files to a web server and how the web server
executes scripts to support a dynamic web page. For example, suppose that a user
enters a URL in a web browser. After the user presses the Enter key, HT'TP carries
the GET command to the web server through Port 80. By executing the GET com-
mand, the web server finds the requested web page. Then, HTTP carries the web
page back to the web browser. If the user uploads a file to the web server, HT'TP
sends the web page and the PUT command to the web server. By executing the
PUT command, the web server stores the web page in a proper place. In addition to
telling the web server how to respond to a request from a client, HT'TP can instruct
the web server to place requested data in an application. It can also instruct the web
server to run scripts.

Domain Name System (DNS): DNS is a protocol used to find the corresponding
IP address for a given host name, or vice versa. It communicates with UDP through
Port 53. In a network, each host needs to have an IP address for data communication.
However, it is not easy for a user to remember the host’s IP address. The host in a net-
work needs a user-friendly name such as www.windowsazure.com. When accessing a
web server, the data communication process needs the web server’s IP address to con-
tact the web server. DNS works like finding a phone number in a telephone directory.

Based on the URL entered by the user, DNS finds the corresponding IP address in a
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DNS server. Then, it returns the IP address to the host with the web browser installed
for connecting to the web server.

DNS is implemented with two components, the DNS client and DNS server. The
DNS client is the host that requests the IP address. The DNS server stores a data-
base that contains pairs of host names and corresponding IP addresses. As you can
imagine, for all the hosts on the Internet, the DNS database can be a really large one.
Therefore, the database has to be distributed to many DNS servers; each of them
stores only part of the database.

Dynamic Host Configuration Protocol (DHCP): As described earlier, each host in a
network needs to have a unique IP address. It can be a tedious task to manually assign
each host an IP address. DHCP is a protocol that can be used to automatically assign
an IP address and other network parameters to a computer or a network device. In
addition to assigning IP addresses, DHCP can also be used to deliver network param-
eters such as the subnet mask, the IP address of the router used as the default gateway,
and the DNS server, and so on. Later chapters will provide more information about
these parameters. DHCP greatly reduces the amount of configuration time spent on
these network hosts such as computers and network devices.

Here is an example to illustrate how DHCP works. If a computer is configured
to automatically receive an IP address and other network parameters from a DHCP
server, as the computer is booted up, it sends out a broadcast message to look for the
DHCP server on a network. Once the DHCP server receives the request broadcasted
by the client computer, it offers an IP address and a set of network parameters to the
client computer. When the client computer receives the offer from the DHCP server,
it accepts the offer by sending a response to the DHCP server. If the DHCP client
receives multiple offers from multiple DHCP servers, the client computer will inform
the DHCP servers to let them know which offer has been accepted. Then, the cho-
sen DHCP server sends an acknowledgment to the client computer and informs the
client computer that the IP address and other network parameters are ready for data
communication.

Simple Mail Transfer Protocol (SMTP): Sending and receiving e-mail message need
different protocols. SM'TP is a protocol used to send messages to e-mail servers. It can
also be used to deliver e-mail messages between two e-mail servers. However, SM'TP
is not used to receive messages from e-mail servers for reading due to its limited ability
on user authentication and queuing messages at the receiving end.

As a simple text-based protocol, SM'TP has about 10 commands in order to reduce
bandwidth and improve performance. SMTP has no authentication measure to ver-
ify who is sending the message. Therefore, it cannot tell if the message is sent by a
real sender or a hacker. SMTP communicates through Port 25. To improve security
and performance, the Enhanced Simple Mail Transfer Protocol (ESMTP) has been
developed to enforce security. ESM'TP adds many features for authentication, reduces
bandwidth, and does error recovery.
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Post Office Protocol Version 3 (POP3): POP3 is one of the protocols used for receiving
e-mail messages. It can check the mail box on an e-mail server and download the
e-mails from the server. It has the user authentication mechanism so that only the
qualified user can receive the e-mails that belong to that user. POP3 is included in
most of the e-mail client software and web browsers. The disadvantage of POP3 is
that it only supports a single inbox, so the user cannot place related e-mails into dif-
terent folders. POP3 communicates through Port 110.

Internet Message Access Protocol (IMAP): IMAP is another protocol used for receiv-
ing e-mail messages. Unlike POP3, IMAP supports multiple folders on the server
side. These folders can be used for organizing e-mail messages. IMAP allows users
to select which messages to download. It uses Port 143 to download e-mail messages
from an e-mail server.

Secure Sockets Layer (SSL): SSL is a security protocol used for protecting sensi-
tive information transferred between a web server and a web browser. When a web
browser connects to an SSL server hosted by a web server, it requests the server to
provide a digital Certificate of Authority (CA). The CA is usually validated by a third
party authority agency such as VeriSign. This CA is used to authenticate the SSL
server to make sure that the server is not a hacker. The web browser also checks if the
name of the server matches the domain name provided by the CA and if the digital
signature is valid. When a web browser uses the URL starting with https, it means
that the SSL protocol is used to connect to the SSL server. Sensitive information will
be protected during data communication. For web applications, SSL runs on the port
number 443. However, for other applications, SSL runs on different ports. Also, the
network administrator can choose to run SSL on a different port number.

Secure Shell (SSH): SSH is another protocol used to secure the access of a remote
network host. With SSH, a user can securely log on to a remote computer to carry out
tasks such as executing commands and transferring files. With the built-in authenti-
cation and encryption mechanism, SSH can protect the network from attacks such as
IP spoofing or IP source routing. The authentication mechanism only allows the con-
nection from trusted hosts. The encryption mechanism encrypts SSH commands and
passwords for confidentiality. During transmission, SSH establishes a secure channel
between two hosts on the network. By default, SSH uses the port 22 for information
exchange.

Secure Socket Tunneling Protocol (SSTP): SSTP is a protocol designed to allow two
application programs to engage in bidirectional, asynchronous communication. For
example, it can be used to establish a virtual private network (VPN), which is a pri-
vate network constructed over the public Internet. Even though the data communica-
tion is carried out in the public network, the communication between two hosts in
the private network is protected by using encryption and authentication mechanisms.
SSTP depends on SSL to provide the security mechanism. SSTP uses TCP Port
443 for relaying SSTP traffic. In later chapters, SSTP is used to connect a host on a
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home network to a virtual network on a cloud. The advantage of SSTP is that it is not
blocked by the firewall, so the virtual machine on the cloud can communicate with
the hosts behind the router in your home network.

Lightweight Directory Access Protocol (LDAP): A directory service is used to store
and organize the authentication information about network resources such as users,
groups, computers, printers, files, domains, and organization units. LDAP is a pro-
tocol used to manage the directory service. With LDAP, the network administrator
can perform tasks such as implementing centralized user authentication, arrang-
ing users according to an organization’s structure, and configuring group policies.
LDAP is often used by other services, such as web service and e-mail service for
authentication.

Simple Network Management Protocol (SNMP): SNMP is a protocol for network
management. It can be used to improve network performance, detect and correct net-
work problems, and monitor network activities. The commands provided by SNMP
are used to perform management tasks such as obtaining information from network
devices and controlling the behavior of network devices. To accomplish the manage-
ment tasks, SNMP needs information about the network devices and software that is
stored in a management information base (MIB). In the MIB, the names of network
objects and the information about their locations are stored on a tree structure and
are coded in the Abstract Syntax Notation One (ASN.1) language. SNMP provides
the security measures called SNMP Community Strings to protect the data being
transmitted.

Earlier, a few commonly used application protocols were introduced. More appli-
cation protocols will be introduced in later chapters. The list of application protocols
introduced in this book is far from complete. There are about 100 known application
protocols available. Also, there is no consistent definition on which protocol should be
qualified as an application layer protocol.

2.3 Transport Layer Protocols

Protocols in the transport layer transfer data from one application to another. To pre-
pare data transferring, protocols in the transport layer break the data into small units
called packets. The transport layer protocols also handle tasks such as data transmis-
sion error checking; network flow control; and establishing, managing, and terminat-
ing a connection between hosts. The transport protocols process requests from the
application layer protocols and issue the requests to the protocols in the Internet layer.
While communicating with the protocols in the application layer, the transport layer
protocols have the ability to identify the ports in the destination hosts. In such a way,
the packets can be delivered to the proper ports of the destinations. The two com-
monly used transport layer protocols are Transmission Control Protocol (TCP) and

User Datagram Protocol (UDP).
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2.3.1 Transmission Control Protocol

TCP is a well-known transport layer protocol. It controls and manages data commu-

nication between ports. The following TCP features make TCP a core protocol in the
TCP/IP architecture:

*  Connection orientation: Once TCP receives a connection request from an appli-
cation layer protocol, it establishes a reliable connection between the hosts that
have agreed to communicate. Before the data communication begins, this fea-
ture makes sure that the application layer ports on the hosts are properly linked.

s Point-to-point communication: TCP views ports as connection end points.
Data communication takes place between two end points.

* Complete reliability: 'This feature guarantees no data missing during
transmission.

* Full duplex communication: TCP allows simultaneous communication in both
directions just like a 2-way street.

s 3-Way handshake connection: To initiate and terminate a connection, TCP uses
a 3-way handshake process, which guarantees that the connection is reliable
and the termination is graceful.

The aforementioned features can be implemented by accomplishing the following
tasks:

* TCP divides a data file to be transmitted into small units called packets.

* A reliable TCP connection is established by using the 3-way handshake
process.

* 'The termination of a TCP connection is also done through the 3-way hand-
shake process.

* 'The 3-way handshake is implemented with a three-packet process.

* During the transmission process, a window mechanism is used to control the
packet transmission flow.

* Based on the network capacity, TCP determines the proper packet transmis-
sion rate to avoid network congestion.

* TCP tracks packets to make sure that all the packets arrive at the destination
host.

* TCP keeps the transmitted packets in order so that the packets can be reas-
sembled back to the original file.

* TCP creates checksum used for detecting any transmission error.

* TCP resends the packets that are lost or that have transmission errors detected
during the transmission.

» TCP discards duplicated packets.

To see how TCP can accomplish the aforementioned tasks, read the next few para-
graphs for detailed descriptions.
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The reasons for TCP to break a data block to be transmitted over a network into
small units are listed:

* It needs some time to coordinate the protocol and hardware involved in a data
transmission process.

* When the network transmission media are shared by multiple computers, the
use of packets allows these computers transfer data in turns.

Packets are formed by combining each small data unit with a header and a trailer. In a
packet, the small data unit is called a payload. The header includes information about
the data to be transferred. It also includes information about the network used to carry
out the transmission. It general, the header may include the following:

* 'The header includes the source and destination information for delivering
a packet to the destination host and for receiving response from the destina-
tion host.

* It contains a packet sequence number used as the packet identification.

* It contains a synchronization bit, which can be turned on and oft to synchro-
nize network transmission.

* It has a packet type indicator to identify the type of information to be carried
by the packet.

* Italso has the information about the packet length, which is the size of the packet.

In practice, the header of a protocol may include more or less information than the
basic information listed earlier. As a complicated protocol, TCP has much more infor-
mation in its header. The following is the diagram of a typical TCP header (Figure 2.1).

In the diagram, each row represents a unit of 32 binary bits transmitted through a
network. The following briefly describes each field in the diagram:

* Source and Destination Ports: These two fields identify the end points of a
TCP connection for delivering and receiving packets.

* Sequence Number: Assigned to the outgoing packet, this number is used for
reordering packets and calculating the acknowledgment number(s).

0 8 16 24 31

Source port | Destination port

Sequence number

Acknowledgment number

U|A[P[R|S|F
Data Reserved [R|cC|S|s|Y]|1 Window
offset G|K|H|T|N|N
Checksum Urgent pointer
Options (if any) Padding

Beginning of data section

Figure 2.1 TCP header diagram.
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Acknowledgment Number: The acknowledgment number is used by the
receiving host to inform the sending host that the transmitted data have been
received successfully. This number is expected to be sent after the sequence
number.

Data Offset: This field specifies the number of 32-bit words in the header. The
minimum size is five words. Each word has 32 bits, which are equal to 4 bytes.
'Therefore, the smallest TCP header contains 20 bytes of information.
Reserved: This field is reserved for future use.

Control Bits: This field has 6 information control bits described in the follow-
ing list:

* URG: This flag is used for validating the urgent pointer.

* SYN: This flag synchronizes the sequence of numbers that is used to indi-

cate the beginning a 3-way handshake connection process.

+ ACK: This flag is a signal to acknowledge the receipt of data. It can be

used for establishing a 3-way handshake connection.

» PSH: 'This flag indicates that the data must be pushed out immediately.

* RST: This is the reset flag.

* FIN: This flag means that there are no more data from the sender.
Window: This field specifies the size of the receiving window, which limits
the sender to send up to n bytes of data before waiting for the acknowledg-
ment from the receiver. The size of the receiving window is determined by the
buffer space available for the incoming data.

Checksum: Checksum is used to verify if the header is damaged during
transmission.

Urgent Pointer: This field contains a pointer that points to the data that needs
to be processed as soon as possible. The data will be processed if the URG
control bit is turned on.

Options: This field can be used to deal with various TCP options such as the
maximum segment size and the window scale.

Padding: The padding field is used to create a 32-bit boundary between the
header and the data section.

'The data section is placed after the header. The data section typically contains 1000—

1500 bytes of message. It is also called the payload or packet body. Depending on the

size of the data, the length of the data section may vary. If a packet is set to have a

fixed length, the data section will be padded with blanks.
The packet trailer is placed after the data section. It is used to indicate the end of a

packet. The error checking mechanism called Cyclic Redundancy Check (CRC) may
be included in the packet trailer. During transmission, binary signals can be wrongly
altered by outside interference. CRC can be used for detecting this type of transmis-

sion error. It can also be used to detect damaged binary signals caused by hardware

failure.
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SYN: Seq#=x
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ACK-SYN: Ack#=x+1, Seq#=y

ACK: Ack#=y+1

Figure 2.2 3-Way handshake process.

A reliable TCP connection is established through a 3-way handshake process. As
illustrated in Figure 2.2, the 3-way handshake is implemented with three packets. The
following are the steps used by the 3-way handshake process:

* To establish a reliable connection, the 3-way handshake process is started by
the sender Host A. Host A first sends a packet to Host B with the control bit
SYN turned on. When the SYN bit is turned on, it means that this packet is
asking for a connection negotiation. In addition to turning on the SYN bit,
the first packet also contains several network connection parameters such as
the sequence number, say x, called the Initial Send Sequence (ISS). Therefore,
the first packet is sometimes called the SYN packet.

* Once Host B receives the SYN packet, it responds with a packet with both
the ACK and SYN control bits turned on. The turned on ACK bit is used
as the acknowledgment of the connection negotiation request from Host A.
'The second packet also contains an acknowledgment sequence number x+1,
which is the increment of the sequence number in the first packet. In addition
to the acknowledgment sequence number, the second packet includes sev-
eral network connection parameters such as another sequence number, say y.
Therefore, the second packet is also called the ACK- SYN packet.

* When Host A receives the ACK- SYN packet and if it accepts the negotiation
parameters, Host A will return a packet with the ACK bit turned on and the
acknowledgment sequence number, which is updated to y + 1. Once the third
package arrives at Host B, the 3-way handshake process is completed and the
data transmission process can be started.

Similarly, the 3-way handshake process is also used in the process of terminating a
connection. It makes sure that the communication between two hosts is terminated
in a graceful way.
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After sending out a packet, the sender waits for the acknowledgment from the
receiver. When a packet gets lost or delayed during the transmission, a retrans-
mit mechanism provided by TCP will resend the packet. If TCP waits for the
acknowledgment from the receiver long enough, it will resend the same packet to
the receiver. The waiting period is estimated by TCP according to the network trans-
mission rate. TCP collects the round-trip time for sending a packet and getting the
acknowledgment back. Based on the collected round-trip time, TCP then calculates
the estimated mean and standard deviation of the round-trip time. The waiting period
for retransmission can be determined by the following rules:

* When the measures of the round-trip time remain close to the mean, it means
that the round-trip time is relatively consistent. In such a case, the waiting
period for retransmission can be a time period value that is slightly longer than
the mean. With such a length of waiting time, TCP waits long enough for
most of the sending-receiving round trips to complete before retransmission.

* When the measures of the round-trip time vary significantly from the mean,
it means that the round-trip time is not consistent. The waiting period value
should be set as the mean plus two times the standard deviation. According
to the statistics theory, such a waiting period is long enough for 95% of the
round-trip transmissions to complete their journeys. In fact, such a calculated
waiting period is suitable to any type of network traffic environments.

After the waiting period is over, TCP assumes that the packet is lost and resends the
packet.

During packet transmission, there could be a situation where the sender sends more
packets than the receiver can handle. To prevent this from happening, TCP uses a
window mechanism to control the traffic flow so that the receiver is not overwhelmed.
Once the incoming data arrive, the receiver uses a buffer to store the incoming data. The
available buffer is also called the window. To not over feed the receiver, it is necessary
for the sender to adjust the packet transmission rate according to the receiver’s window
size. Before the data transmission starts, the receiver sends out a notification about its
buffer size. This notification is also called the window advertisement. According to
the window advertisement, the sender delivers packets. When the receiver receives the
packets from the sender, it will recalculate its window advertisement. Then, it sends
the updated window advertisement to the sender with the acknowledgment. When
the buffer is full, the receiver will send a zero window advertisement to inform the
sender to stop sending packets. After the receiver informs the sender with a positive
window advertisement, the sender can restart the data sending process.

When a packet transmission gets too crowded in one section of a network, the
delivery of packets may be delayed. Some of the packets may even get lost. Such a
phenomenon is called network congestion. When network congestion occurs, TCP’s
resending mechanism will resend those packets that get delayed or lost. Resending
the packets will add more traffic on the network. In the end, little or no meaningful
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communication can be carried out by the network. Such a phenomenon is called
network congestion collapse. To prevent the network congestion collapse, TCP pro-
vides several congestion control mechanisms. TCP is able to adjust the packet trans-
mission rate according to the packet loss rate. When many packets get lost or delayed
in a short time, instead of resending all the missing packets immediately, TCP will
resend one packet first. If no packet gets lost during the transmission, the sender will
get the acknowledgment back from the receiver. In such a case, TCP will double the
retransmission rate. If there is still no packet that is lost during the transmission,
TCP will double the retransmission rate again. By doing this, the retransmission rate
will increase exponentially. The retransmission can quickly reach about half of the
advertised window size. After that, if there is still no packet lost, TCP will increase
the retransmission rate one packet at a time until the whole retransmission process is
done. In such a way, TCP can control how much traffic to add to the network and
thereby avoid a network congestion collapse.

This section describes some of the main TCP features during packet transmission.
In addition to TCP, UDP is another important protocol in the transport layer. A brief
discussion of UDP is given in the next section.

2.3.2 User Datagram Protocol

Like TCP, UDP is a transport layer protocol used for sending and receiving pack-
ets between ports. Unlike TCP, UDP does not provide mechanisms to establish a
reliable connection between network hosts. Also, it does not provide transmission
control mechanisms such as the error correction mechanism and packet resending
mechanism. The way that UDP delivers packets resembles mail delivery. It deliv-
ers a packet without the permission of the receiver. With UDP, packets are sent out
without establishing a connection first. Therefore, UDP is said to be a connectionless
network protocol. The advantage of UDP is that it has better performance than TCP.
On the other hand, UDP is a less reliable protocol. Therefore, UDP is suitable for a
situation that requires high performance but not high reliability in packet delivering.
UDP is commonly used in delivering multimedia content such as streaming media
in online digital games, Voice over IP (VoIP), and IP Television (IPTV). Due to its
high performance feature, UDP is also used by some network protocols, applications,
and services such as Trivial File Transfer Protocol (TFTP), Domain Name System
(DNS), and broadcasting messages over the network.

TCP and UDP are two main transport layer protocols. In addition to TCP and
UDP, there are a few dozen other less known transport layer protocols. In the
TCP/IP architecture, transport protocols handle service requests from application
protocols. Based on the requests from the protocols in the application layer, the
transport protocols instruct the protocols in the Internet layer to prepare packet
delivery to the destination hosts. In the next section, we will discuss the protocols
in the Internet layer.
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2.4 Internet Layer Protocols

In the TCP/IP architecture, protocols in the Internet layer are used to deliver packets
from a source host to a destination host across a network. The IP is a well-known
Internet layer protocol. It is the core protocol in the TCP/IP architecture. IP is the
protocol that carries packets to the destination host. The journey may cross various
types of networks. Another significant Internet layer protocol is the Internet Control
Message Protocol (ICMP) used by network operating systems to get responses from
remote hosts. The Address Resolution Protocol (ARP) relates an IP address with its
hardware address, and IP Security (IPSec) is for securing IP communication. There
is an argument on which layer the routing protocols should belong to. Since BGP and
RIP use UDP in data transmission, some authors think BGP and RIP should belong
to the application layer. Since OSPF uses IP in data transmission, some authors believe
OSPF should belong to the transport layer. Sometimes, OSPF is listed in the network
interface layer. Also, some authors think ARP should belong to the network interface
layer. So far, there is no convincing answer to the argument. Here, for convenience,
these protocols will be described in the Internet layer.

2.4.1 Internet Protocol

IP relies on TCP to establish a reliable connection. It also relies on TCP to provide
mechanisms to control the transmission flow and check for transmission errors. IP
depends on TCP to provide connection-oriented service to accomplish packet delivery
tasks. IP’s main function is to deliver packets from one host to another host. Therefore,
IP should be able to keep track of the destination host’s IP address. IP should also be
able to find the destination host. IP formats packets, called Internet packets, so that these
packets can be delivered across the Internet. An Internet packet is also called a datagram.

Currently, there are two versions of IP, IPv4 and IPv6, used on the Internet. IPv4
has been widely deployed for delivering data across the Internet. IPv4 uses a 32-bit
binary number to specify the address of a network host. This means that IPv4 can
identify at most 2% = 4,294,967,296 network hosts uniquely. However, not all the
32-bit numbers are available for identifying hosts. Some of the 32-bit numbers are
used for indentifying networks and others are used for broadcasting and multicasting,
and also some of the numbers are reserved for testing or experiments. On the other
hand, the number of hosts on the Internet grows exponentially. Nowadays, we are fac-
ing a shortage of 32-bit numbers to address the hosts on the Internet.

Originally, IPv4 is designed as a data-oriented protocol. It is not able to provide
a high quality path for transmitting audio and video signals. In many ways, IPv4 is
not very efficient for delivering packets in a large network. For example, IPv4 uses a
broadcasting process to contact an unknown host in a network. During the broadcast-
ing process, IPv4 delivers the packets to every host in the network. This can create a
large amount of network traffic in the network.
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| Header Data section

Figure 2.3 Internet packet.

The next generation IP protocol IPv6 is designed to overcome the limitations of
IPv4. To make sure that we do not run out of IP addresses for many years to come, IPv6
uses 128-bit binary numbers to identify the hosts on the Internet. The set of 2128 binary
numbers is large enough so that each atom on the surface of the earth can be assigned an
IP address. IPv6 is also designed to be able to establish an optimized path to transmit the
audio and video signals over the Internet. IPv6 is more efficient by eliminating the broad-
cast. It is also designed to simplify the network configuration and management tasks.

The Internet packet or datagram is formed with a header and a data section
(Figure 2.3).

'The header contains information used to send data across a network. The size of the
data section may vary depending on the specification of an application. For IPv4, the
maximum size of an Internet packet is 64K bytes including both the data and the header.

Since IP is designed to carry data across the Internet, it must be able to deliver
a packet through heterogeneous networks. To accommodate heterogeneity, IP must
accomplish the following tasks:

* Format packets with an addressing scheme.

* Pass data from one type of network to another type of network.

* Fragment packets into smaller packets to pass through the networks with low
datatransmissionratesandreassemblethefragmentsattheultimatedestinations.

IP formats packets with both the destination IP addresses and source IP addresses.
It must format the packets with the destination addresses so that it will know where to
deliver the packets. Also, IP must format a packet with the sender’s address called the
source address in order to get response from the receiver. Both the source and destina-
tion addresses are included in the header of the IP packet. An IP address is assigned
to each network interface device, such as a network interface card. The IP address for
each host on the Internet must be unique.

In order for an Internet packet to be transmitted through a network, the Internet
packet needs to be enclosed in a frame, which is a sequence of bits or symbols used
to define the beginning and end of an Internet packet. The frame is formed by a spe-
cific network hardware technology in the network interface layer. Different types of
networks form different types of frames. The process to load a datagram to a frame is
called encapsulation. Figure 2.4 illustrates the encapsulation process.

| IP header | IP data section |

v v

Frame data section ‘

Frame header

Figure 2.4 Encapsulation.
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If the destination host is located within the same network, the frame will carry the
Internet packet or datagram to its destination directly. However, if the destination
host is located in a different type of network, the frame can only carry the datagram
to the border between the two networks where the datagram will be reloaded to a dif-
ferent type of frame formed by a different type of network technology. This is how the
datagram can be carried through different types of networks.

When a datagram is delivered across the Internet, it may need to travel through
multiple networks to get to the destination. Different networks may have different
data transmission rates. The data transmission rate is specified by the parameter
Maximum Transmission Unit (MTU). The MTU refers to the maximum amount
of data that a frame can carry. It may happen that the MTU of a network in the
middle of the delivery path is less than that of the network which the sender belongs
to. In such a case, the amount of data originally loaded in the frame formed by the
sender’s network is too much to be carried by the frame formed by the network with
the lower MTU. Therefore, the originally loaded data unit needs to be divided into
smaller units so that they can be carried by the frame formed by the network with
the lower MTU. The process of dividing the original data unit into several small
units is called fragmentation. The header of each fragment is so constructed that
all the fragments can be reassembled back to the original datagram. As the frag-
ments may be transmitted through different routes to the ultimate destination, it
is difficult to reassemble them in the middle of the delivery path. Also, the frag-
ments may need to be further fragmented if there is a network with an even smaller
MTU in the delivery path. Therefore, the fragments are reassembled at the ultimate
destination.

An IP header is constructed to accomplish the aforementioned tasks. Figure 2.5
illustrates an IP header’s structure.

'The following briefly describes the main fields in the IP header:

* H. Len: This field specifies the length of the IP packet header. The minimum
length of an IP header is five words and each word contains 32 bits. Therefore,
the smallest IP header contains 20 bytes of information.

0 4 8 16 19 31
Versi0n| H. Len | Type of service Total length
Identification Flags Fragment offset
Time to live | Protocol Header checksum

Source IP address

Destination IP address

IP options (if any) Padding

Beginning of data section

Figure 2.5 IP header.
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* Type of Service: This field is used to specify if a datagram passes through a
route with the minimum delay, the maximum throughput, the maximum reli-
ability, or the minimum cost.

* Total Length: This field specifies the length of a datagram, including both the
header and the data section.

* Identification: This field is used to identify the datagram to which the frag-
ments belong. Together with the source address, the value in the identification
field can be used to reassemble the fragments back to the original datagram.

* Flags: This field is used to set and display fragment-related properties.

* Fragment Offset: The content of this field is used to instruct the receiver how
to reassemble a fragmented datagram.

* Time to Live (I'TL): The value in this field represents the lifetime of a data-
gram. Each time a datagram passes through a network, the lifetime number
will be reduced by one. When the lifetime number is down to zero, the data-
gram is discarded. T'TL is used to prevent a datagram from traveling in an
infinite loop.

* Protocol: This field specifies the protocol to be encapsulated.

* Header Checksum: This field contains an IP header checksum, which is used
to detect transmission errors in the IP header.

* Source Address: This field contains the sender’s IP address.

* Destination Address: This field contains the receiver’s IP address.

* Options: This field specifies various IP options such as MTU replay and
experimental flow control.

* Padding: This field is used to create a 32-bit boundary between the header and
the data section.

In the TCP/IP architecture, TCP and IP are the core protocols. During data
transmission, these two protocols work together and are often denoted as TCP/IP.
In addition to IP, the Internet layer also includes several other protocols, which are
introduced next.

2.4.2 Internet Control Message Protocol

ICMP is a protocol used to report network operation status and network errors. The
tollowing are some of the tasks accomplished by ICMP:

* Report Network Status: ICMP can be used to send an echo request message to
the receiver. Then, it carries the reply of the receiver back to the sender. ICMP
can also be used to report how packets are redirected to different networks.

* Report Network Errors: ICMP can be used to report network problems such
as an unreachable host or network. It also carries network parameters that
may reveal an improperly functioning network.
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| ICMP Hdr | ICMP message ‘
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| IP header | IP data section ‘
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Frame header | Frame data section ‘

Figure 2.6 Encapsulation of ICMP.

* Report Network Congestion: When a receiving device on a network cannot
process the incoming data fast enough, ICMP will deliver a source quench
message to the sender for adjustment. ICMP can also be used to probe the
MTU of a network and send the result back to the sender.

* Assist Network Troubleshooting: ICMP can be used with network trouble-
shooting commands. When used with a network management command
such as ping, ICMP reports if a packet can be sent to a dedicated destina-
tion. ICMP can also report the round-trip time and the percentage of packet
loss during the transmission. When used with the tracert command, ICMP
reports what networks the packet has passed through. The report also includes
the TTL value. A time expired message will be returned by ICMP when
T'TL drops to zero.

To deliver an ICMP message through different networks, a network device creates
an IP datagram first and then encapsulates the ICMP message in the IP datagram as
shown in Figure 2.6.

2.4.3 Address Resolution Protocol

For the data communication between two hosts, the IP header includes the source
and destination IP addresses. However, a frame uses the hardware address (also called
MAC address) to deliver packets. When the frame reaches the destination network,
each host in the destination network compares its hardware address with the destina-
tion hardware address included in the frame. If there is a match, the frame will be
processed by the destination host. Therefore, the destination IP address in the data-
gram needs to be correctly converted to the hardware address. Otherwise, the frame
will not be able to find its destination. ARP is the protocol used to resolve the IP
address to the hardware address.

'The commonly used address resolution scheme is called message exchange, which
can be accomplished in three steps. When a host needs to resolve a destination IP
address, it first broadcasts an ARP request to ask which host in the destination net-
work has the IP address that matches the destination IP address. After the destination
host discovers that its IP address matches the destination IP address, it will respond
with an ARP reply, which contains the corresponding hardware address to the host
that issued the ARP request. After the ARP reply arrives, the host that issued the
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Figure 2.7 Address resolution process.

ARP request places the destination hardware address to the frame. Now, the frame is
ready to be sent. Figure 2.7 illustrates the three-step process.

To make the address resolution process more efficient, the host operating system
saves the pair of the IP address and its matching hardware address in a cache. Next
time, if the host needs to resolve a destination IP address to a hardware address, it will
search the cache first. If there is no match in the cache, then the host will start the
message exchange process.

2.4.4 IP Security

While traveling across a network, packets can be captured by unauthorized individu-
als or hackers. The unauthorized individuals can read or intentionally alter the data
content in the packets. IPSec is a protocol that provides protection against hackers.
It provides authentication, encryption, and digital signature mechanism for secur-
ing TCP/IP communication. The authentication mechanism is used to make sure
that the computers or network devices on both ends of a communication path are
trusted. After a secure connection is established, IPSec hides the IP address. The
encryption mechanism is used to make the content carried by IP packets unreadable.
With IPSec, even if the packets are captured by hackers during the transmission,
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the hackers cannot figure out the data content. The IPSec digital signature is used
to make sure that the content of an IP packet is not altered during the transmission.
Since IPSec is an Internet layer protocol, it can protect all the protocols in the trans-
port layer and application layer so that those protocols do not have to have their own
protection. The disadvantage of IPSec is that it slows down the network traffic. Later
chapters will show how IPSec is used to connect an on-premises network to a virtual
network on a cloud. The advantage of IPSec is that the data communication between
two networks is highly secured.

2.4.5 Internet Routing Protocols

Routing protocols such as Routing Information Protocol (RIP), Open Shortest Path
First (OSPF) protocol, and Border Gateway Protocol (BGP) are used to create and
update routing tables. A routing table stores information about the routes from one
network to other networks. The routing protocols can also be used to calculate the
shortest path from one network to another.

BGP is a protocol used to manage routes among autonomous systems. An autono-
mous system is a heterogeneous network system typically governed by a large orga-
nization such as an Internet service provider (ISP). Each ISP may create its own
autonomous system. The networks included in an autonomous system adopt the
same routing policy. BGP is often used by ISPs to establish routes among them. The
Internet routing protocol that manages routes among autonomous systems is also
called Exterior Gateway Protocol (EGP). The Internet routing protocol that manages
routes within an autonomous system is called Interior Gateway Protocol (IGP). To
accomplish the routing management tasks, BGP has the following features:

* BGP is a type of EGP as well as IGP.

* BGP allows the sender and the receiver in different autonomous systems to
negotiate routing policies.

* BGP uses the reliable TCP to update the routing table.

* With BGP, an autonomous system can be defined as a transit system, which
allows the network traffic to pass through, or can be defined as a stub system,
which blocks the network traffic from passing through.

* BGP can be used to dynamically update the routing tables of neighboring
autonomous systems.

* BGP can be used to program routing policies and route filters.

* BGP allows network administrators to inject specific routes into the routing
table.

RIP is used as an Internet routing protocol within an autonomous system. RIP is
a simple protocol and requires very little configuration. However, RIP is not suit-
able for large networks since it can only manage up to 15 subnetworks and it takes
a lot of network resources to update routing tables. Therefore, RIP is usually used in
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small network systems or used for education purposes. The following are some of the

RIP features:

* RIP is used as IGP.

* RIP uses UDP to update routing tables, which is faster but less reliable.

* RIP does not check transmission faults while updating routing tables.

* RIP uses broadcasting to update routing tables. Although the use of broad-
casting may take less effort, it is much less efficient.

* RIP measures the distance of a route by counting the number of networks the
route traverses. RIP can only count up to 15 networks. This feature makes
RIP a protocol that updates routing tables locally.

* To update routing tables, RIP broadcasts a packet that contains a complete
routing table every 30 s. The broadcasted routing table is used by other rout-
ers to update their own routing tables. Broadcasting routing tables to one
another every 30 s can significantly slow down network performance if there
are many routers used in the network. Therefore, RIP is not designed for large
networks.

The OSPF protocol is designed to handle the routing needs of large companies and
ISPs. It has the following features:

* OSPF is used as IGP.

* OSPF has a hierarchical structure. With the hierarchical structure, OSPF
can divide a large autonomous system into areas and update the routing tables
within an area. The use of areas can significantly reduce the size of a routing
table.

* OSPF uses Dijkstra’s algorithm to find the shortest path inside each area.
OSPF allows the network administrator to define the criteria of the shortest
path.

* By using OSPF, more IP addresses are available to be assigned to networks
and hosts in a network.

* OSPF provides the authentication mechanism to secure the updating of rout-
ing tables.

* OSPF can import routes created by other routing protocols.

* Instead of using broadcasting, OSPF uses multicasting within an area for
routing table updating. Multicasting is more efficient than broadcasting.

* When updating a routing table, instead of sending out the entire routing
table, OSPF only sends out what has been changed in the routing table to
other routing tables in an area. Changes are sent only when they occur, not
every 30 s.

With the aforementioned features, OSPF is a more sophisticated Internet routing
protocol. The disadvantages of OSPF are the complexity in configuration, which takes
more time for one to learn how to configure the protocol.
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2.5 Network Interface Layer Protocols

Protocols in the network interface layer are implemented by combining the hardware
and software. In some of the textbooks, the network interface layer is broken into two
layers. One is the network interface layer, which contains protocols that are used to
form frames. The other layer is the physical layer, which includes the network hardware.
Here, for convenience, the hardware and the protocols are all combined into a single
network interface layer. There are more than a dozen protocols and network technolo-
gies included in this layer. The commonly used protocols and network technologies
in the network interface layer are Point-to-Point Tunneling Protocol (PPTP), Layer
2 Tunneling Protocol (L2TP), Point-to-Point Protocol (PPP), Ethernet, Wireless
Fidelity (Wi-Fi), Worldwide Interoperability for Microwave Access (WiMAX), the
network interface card, twisted pair cable, optical fiber, electromagnetic radio wave,
and so forth.

'The network interface layer protocols convert packets into raw binary bits and trans-
port the binary bits across the network media. The binary bits are then formed into
code words. After that, the code words are converted into physical electric signals.
Through the network media, the electric signals are then transmitted to the destina-
tion host. Once the electric signals arrive at the destination host, they are reorganized
into packets for protocols in the upper layers to process. Some of the protocols in the
network interface layer have the mechanism to verify if the physical electric signals
have been correctly transferred to the destination.

Point-to-Point Tunneling Protocol (PPTP): PPTP is sometimes listed as the appli-
cation layer protocol. Again, there is no convincing answer to this. PPTP is also a
protocol used for VPN connections. PPTP was jointly developed by several compa-
nies such as Microsoft, 3COM, US Robotics, and others. By using PPTP, users can
securely remotely access their companies’ or universities’ network devices and comput-
ers through the Internet. PPTP provides both user authentication and encryption to
secure the communication on the Internet. It is relatively easy to configure PPTP. The
disadvantage of PPTP is that it only authenticates users but not network hosts. This
means that the users are able to access the VPN server through any host, which may
cause some security concern. For better security, one can consider using L2TP.

Layer 2 Tunneling Protocol (L2TP): L2TP can also be used to support VPN con-
nections. The data to be transmitted are encapsulated into L2TP packets. To protect
the data’s confidentiality, L2TP relies on IPSec to provide the encryption mechanism.
In order to do so, the L2TP packet is encapsulated into an IPSec. Then, the IPSec
packet is delivered over the public Internet. The L2TP/IPSec pair requires more
configurations. Both the VPN client and VPN server are required to use the IPSec
authentication. L2TP/IPSec improves authentication by providing both the user level
authentication and the computer level authentication.

Point-to-Point Protocol (PPP): PPP is a protocol commonly used for transferring
Internet packets over a serial link such as a telephone line or an optical link. TCP/IP
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protocols do not work well over a serial link. Therefore, PPP is designed for this
purpose. For example, since IP packets cannot be transmitted through a modem line
on their own, an ISP uses this protocol to connect their customers to the Internet.
PPP also provides error checking and authentication mechanisms.

Ethernet: The Ethernet technology does two tasks. The first task specifies the for-
mat of a frame to be transmitted across a network. The second task defines the wiring
and signaling standards. In an Ethernet network, the network media such as cables
are designed according to the Ethernet standards. The network hardware used to con-
nect to cables, such as cable plugs and network interface cards, is also designed to fol-
low the Ethernet wiring and signaling standards. The Ethernet technology is widely
used in both the wired networks and wireless networks. Originally, the transmis-
sion rate supported by the Ethernet technology was 10 megabits per second (Mbps).
Later, the Fast Ethernet technology supported the transmission rate of 100 Mbps.
'The Gigabit Ethernet technology can support the transmission rate up to 1000 Mbps.
Recently, 10G Gigabit Ethernet has become available. All these Ethernet technolo-
gies are designed to share the same frame format; this makes the current Ethernet
technology backward compatible with the early versions of Ethernet.

Wireless Fidelity (Wi-Fi): Wi-Fi is well known for short distance wireless commu-
nication. It is commonly used in local area networks, cordless phones, video games,
and so on. Wi-Fi network devices are widely installed in laptop computers and mobile
devices. In a data communication process, a Wi-Fi adapter converts the binary code
into radio signals, and then transmits the radio signals through an antenna. When a
Wi-Fi access point receives the radio signals, it converts the radio signals back to the
binary code and transmits the code through a wired network media. A Wi-Fi access
point is typically available in a home network. It may also be available in many public
locations such as student dormitories, restaurants, airports, and hotels. The Wi-Fi
technology makes networking more flexible by avoiding the cabling process. Without
cabling, Wi-Fi also reduces the cost on network deployment. The main disadvantage
of Wi-Fi is the short communication range. It may also cause some security concerns.

Network Interface Card (NIC): Physically, an NIC connects the bus system in a
computer and the network media. A computer bus is an array of wires with a con-
nector on each end of the bus. The computer bus shared by different electric devices
is used to transmit binary signals from one device to another device inside a com-
puter. Through NICs, binary signals can be passed on to the network media such as
the copper wire, fiber optic cable, or radio wave for wireless networks. Each NIC
has a unique serial number, which is often used as the hardware address. In a data
transmission process, after a frame is formed, the CPU sends the frame through the
computer bus to the NIC and instructs the NIC to forward the frame to the network
media. The NIC handles all the details of frame transmission and reception. After
the frame reaches the receiver, the receiving computer’s CPU allocates buffer space
in the memory and tells the receiving computer’s NIC to read the incoming frame.
After all parts of the frame have been received, the NIC verifies the checksum.
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If there is no error, the NIC will compare the destination address in the received
frame with its own hardware address. If there is a match, the NIC will inform the
CPU to make a copy of the frame in the memory and begin to process the frame.
If the hardware address does not match the destination address, the received frame
will be discarded. The communication between the NIC and CPU is handled by the
network card driver, which handles the interaction between the computer and the
attached hardware.

Twisted pair cable: A twisted pair cable is a type of network media. It is a type of
wire used to transmit electric signals to the destination host through a pair of cop-
per wires. The pair of insulated copper wires is twisted together to minimize the
electric interference. The use of the copper wire is due to its low resistance to electric
currents.

Optical fiber: Optical fiber is another type of network media. It is made with flex-
ible glass fiber that can be used to transmit data to a remote destination. To transmit
data over optical fiber, the sender first converts the binary signals into light pulses
and then transmits the light pulses by using a light emitting diode (LED). When the
light pulses reach the destination, the receiver uses a phototransistor to detect the light
pulses and converts them into electric currents. Then, the network adapter converts
the electric currents to binary code. Compared with the copper wire, optical fiber has
the following advantages:

* 'The light pulses transmitted by optical fiber are not susceptible to electric
interference.

* 'The transmission of light pulses in optical fiber is much faster than the trans-
mission of electric signals in a copper wire.

* Optical fiber can transmit data over much longer distance than what a copper
wire can do. During long distance travel, a light pulse has very little loss.

* Light pulses can be encoded with much more information than electric
currents.

The disadvantage is that it is difficult to install and repair optical fiber.

Electromagnetic radio wave: An electromagnetic radio wave is a type of wireless
network transmission media. It can be used to transmit data over the air. With radio
waves, senders and receivers send and receive data through antennae. Radio waves can
be converted into binary signals or vice versa. Different sections of radio wave fre-
quencies are reserved for different types of wireless technologies. For example, Wi-Fi
uses radio frequencies between 2.4 and 5.6 GHz. The higher the frequency, the faster
the transmission rate is.

This section has briefly introduced some of the network interface layer protocols
and technologies. Some of the protocols and technologies in the network interface
layer are responsible for physically transferring data between hosts. Some of them are
also responsible for interacting with the protocols in the Internet layer. In the next
section, we will take a closer look at how these protocols relate to each other.
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2.6 Network Protocol Graph

In this section, a protocol graph will be used to illustrate the relationships among the
protocols. The protocols in the application layer handle data communication requests
and responses by application software. However, the protocols in the application layer
cannot deliver or receive data through a network by themselves. To deliver the data to
a destination host in a network, the data block needs to be chopped into small units
and carried by the IP protocol to the destination host. To reach the destination host,
one needs a protocol such as TCP to create a connection between two hosts on the
network. Also, other protocols may be needed to convert IP packets to electric signals
so that they can be physically transmitted over the network media. Therefore, data
transmission over a network is accomplished by multiple protocols working together.
Figure 2.8 illustrates the relationships among these protocols.

As shown in Figure 2.8, when a client needs certain information from the server,
the request is initiated by an application layer protocol. The request will be passed on
to a transport protocol such as TCP through a dedicated communication port. Then,
TCP will establish a reliable connection to the port dedicated to the application on
the server.

IP delivers packets to destination hosts across the Internet. IP itself does not
create a connection to a remote host. It relies on TCP to establish the connection
and control the data flow. ICMP is used to get error messages from remote hosts.
Protocols such as ICMP and ARP are encapsulated in IP so that messages can
be delivered through different types of networks. To deliver an Internet packet or
datagram, IP depends on the protocols or technologies in the network interface
layer. For example, to transmit an Internet packet across an Ethernet network, the
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Table 2.1 Communication Ports

APPLICATION LAYER PROTOCOL ~ PORT NUMBER  TRANSPORT LAYER PROTOCOL

HTTP 80 TCP
IMAP 143 TCP
LDAP 389 TCP
POP3 110 TCP
SMTP 25 TCP
SSH 22 TCP
SSTP 443 TCP
DHCP 67 ubp
SNMP 161 ubp
DNS 53 ubp

Internet packet will be carried by a frame formed by the Ethernet technology. By
using a network interface card, the frame is then converted to binary signals and is
transmitted by electric currents, light pulses, or electromagnetic radio waves to the
remote destination. Once the binary signals reach the destination host, the network
interface card on the destination host will verify the destination address with its own
hardware address. If there is a match, the binary signals will be reassembled to get
the Internet packet back. At the destination, TCP will perform error checking and
decide if a resend is necessary. If there is no error, the TCP on the destination host
will pick up the request and forward the message to the protocol related to the server
side application through the corresponding port. Table 2.1 lists the port numbers
used by the application layer protocols for communicating with the transport layer
protocols mentioned in Figure 2.8.

Earlier, we have examined the relationships among some commonly used proto-
cols in each layer of the TCP/IP architecture through a graph. Next, we are going
to explore some networking tools and view some of the protocols through hands-on
activities.

Activity 2.1: Exploring Windows Server 2012

'The objective of this activity is to get familiar with the networking tools provided by
Windows Server 2012.

Task 1: Exploring Windows Server 2012 Operating System

1. Log on to the Microsoft Azure Management Portal with your user name and
password.

2. Select your virtual machine servera and click CONNECT.

3. Log on to your servera server as student with your password.

4. Click Local Server, you should be able to see the configuration of the local
server shown in Figure 2.9. In Figure 2.9, you can find the computer name,
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Information about local server.

workgroup name, firewall status, information about the Ethernet cards, and
the version of your operating system.

5. You can configure the name of the local server. Click servera, you will see

the System Properties dialog where you can configure the computer name
and workgroup as shown in Figure 2.10. Click Cancel to close the System

Properties dialog.

System Properties

Computer Name [Hardware IAdvanced 1 Remolel

A

Computer description:

the network.

Full computer name:
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Windows uses the following information to identify your computer on

I
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Server".
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Figure 2.10

System properties dialog.
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b |‘ » Control Panel » System and Security » Windows Firewall v ('J‘ l Search Control Panel P [

Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.

through Windows Firewall
% Change notification settings . a Private networks Connected @
'&‘ Turn Windows Firewall on or

off Networks at home or work where you know and trust the people and devices on the network

‘1}’ Restore defaults

Windows Firewall state: On
-ﬁ‘y’ Advanced settings ’ ’ . .
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private networks: 5‘ Network
Notification state: Do not notify me when Windows Firewall blocks a
new app
l @ Guest or public networks Not connected @
See also
Action Center
Network and Sharing Center
< >

Figure 2.11  Windows firewall dialog.

6. For firewall configuration, click the link Public: On. You should be able to see
the Windows Firewall dialog shown in Figure 2.11. You can change the fire-
wall settings in the Windows Firewall dialog. Close the Windows Firewall
dialog.

7. To configure the network adapter, click the link IPv4 address assigned by
DHCP, IPv6 enabled. Right click the Ethernet icon and select Properties.
Select Internet Protocol Version 4 (TCP/IPv4) and click the Properties
button. You should be able to see the Internet Protocol Version 4 (TCP/
IPv4) Properties dialog shown in Figure 2.12.

8. To be able to access the Internet from your virtual machine, click the option
Use the following DNS server addresses as shown in Figure 2.13. Enter a
public know DNS server IP address such 8.8.8.8 and click OK.

9. You should be able to see the Internet Protocol Version 6 (T CP/IPv6)
Properties dialog shown in Figure 2.14. Click Cancel to close the dialog.

Task 2: Viewing Ethernet Properties

1. Assume that you have logged on to your Windows Server 2012. Click the
link Local Computer. Then, click IPv4 address assigned by DHCP, IPv6
enabled.

2. Rightclick the Etherneticon and select Properties. In the Ethernet Properties
dialog, as you can see, the network protocols TCP/IPv4 and TCP/IPv6 are
installed. Click the Install button (Figure 2.15).
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General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
O Use the following IP address:

1P address:

Subnet mask:

Default gateway:

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server: S

Alternate DNS server:

[T validate settings upon exit
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Figure 2.12 IPv4 properties dialog.

General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(O) Obtain DNS server address automatically

(@) Use the following DNS server addresses
Preferred DNS server: 8

Alternate DNS server:

[Jvalidate settings upon exit

Figure 2.13  Specifying DNS server.
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[ intemet Potocol Verson 6 (1CP/IPv6) Properties |2 TR
=

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(®) Obtain an IPv6 address automatically
(O Use the following IPv6 address:
1Pv6 address: I I

Subnet prefix length: D

Default gateway: | |

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server: I |

Alternate DNS server: I I

["]validate settings upon exit

Figure 2.14 IPv6 properties dialog.

Networking | Sharing

Connect using:
‘ @ Intel{R) 82574 Gigabit Network Connection

This connection uses the following tems:
Cliert for Microsoft Networlks
4Bl 005 Packet Scheduler
B Fij. and Printer Sharing for Microsoft Networks
[] -~ Microsoft Network Adapter Multiplexor Protocal
i Link-Layer Topology Discovery Mapper /0 Driver
it Link-Layer Topology Discovery Responder
<& Intemet Protocol Version 6 (TCP/IPvE)
- Intemet Protocol Version 4 (TCP/IPv4)

I Install... | I Uninstall | | Properties
Deescription
Allows your computer to access resources on a Microsoft
netwaork.

Figure 2.15 Ethernet properties.
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Select Network Protocol IL-

i Click the Network Protocol that you want to install, then click OK. If you have
an installation disk for this feature, click Have Disk.

Network Protocol:

5l Hyper-V Extensible Virtual Switch
3] Microsoft LLDP Protocol Driver
(5 Reliable Mutticast Protocol

& This driver is digitally signed.
Tell me why driver signing is important
[ ok ][ cancel |

Figure 2.16 Available network protocols.

3. To see more protocols available to install, in the Select Network Feature Type
dialog, select Protocols and click the Add button. You will see a few protocols
available for installation as shown in Figure 2.16.

4. After you have viewed the protocols, click the Cancel button.

Task 3: Viewing Available Roles and Features

You will be using ICMP to test the connection between two virtual machines. By
default, the ICMP protocol is blocked by the firewall. You need to enable ICMP. The
following are the steps to enable ICMP:

1. Log on to your Microsoft Azure Management Portal with your user name
and password.

2. Select your virtual machine servera and click CONNECT.

3. Log on to your servera server as student with your password.

4. In Server Manager, click the Tools menu and select Windows Firewall with
Advanced Security as shown in Figure 2.17.

5. After the configuration dialog is opened, click Inbound Rules on the
left-hand side of your screen. Use the Ctrl key to select File and Printer
Sharing (Echo Request - ICMPv4-In) and File and Printer Sharing (Echo
Request - ICMPv6-In). Right click the selected items and click Enable Rule
as shown in Figure 2.18.

6. In the configuration dialog, click Outbound Rules on the left hand side of your
screen. Use the Ctrl key to select File and Printer Sharing (Echo Request -
ICMPv4-Out) and File and Printer Sharing (Echo Request - ICMPv6-
Out). Right click the selected items and click Enable Rule as shown in Figure
2.19. After the outbound rules are configured, close the configuration dialog.
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[V Manage Tools View
Component Services
Computer Management

Defragment and Optimize Drives

Event Viewer

iSCSI Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup
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Figure 2.17 Configuring firewall.

e Action View Help

a2

3 Inbound Rules
&Y Outbound Rules

¥ Connection Security Rules
b & Monitoring

< w ] >

istributed Transaction Coordinator (RPC)
@ Distributed Transaction Coordinator (RPC-EPMAP)
Distributed Transaction Coordinator (TCP-In)
File and Printer Sharing (Echo Request - ICMPv:
File and Printer Sharing (Echo Request - ICMPi
@File and Printer Sharing (LLMNR-UDP-In)
ile and Printer Sharing (NB-Datagram-In)
@File and Printer Sharing (NB-Name-In)
ile and Printer Sharing (NB-Session-In)
@ File and Printer Sharing (SMB-In)
ile and Printer Sharing (Spooler Service - RPC)

@ File and Printer Sharing (Spooler Service - RPC-EPMAP,

ile and Printer Sharing over SMBDirect (WARP-In)
@ isCs! Senvice (TCP-In)
Key Management Service (TCP-In)

@ Netlogon Service (NP-In)

letlogon Service Authz (RPC)
@ Network Discovery (LLMNR-UDP-In)

letwork Discovery (NB-Datagram-In)
@ Network Discovery (NB-Name-In)
etwork Discovery (Pub-WSD-In)
@ Network Discovery (SSDP-In)
letwork Discovery (UPnP-In)
P Network Discovery (WSD Events-in)
@ Network Discovery (WSD EventsSecure-In)
@ Network Discovery (WSD-In)
indows Remote Management (HTTPS-In) (Azure)
@ Performance Logs and Alerts (DCOM-In)
@ rerformance Logs and Alerts (DCOM-In)
@ rerformance Logs and Alerts (TCP-In)
@ rerformance Logs and Alerts (TCP-In)
(@ Remote Desktop - User Mode (TCP-In)

File and Printer Sharing
File and Printer Sharing

File and Printer Sharing over...
iSCS| Service

Key Management Service
Netlogon Service

Netlogon Service

Network Discovery

Network Discovery

Network Discovery

Network Discovery

Network Discovery

Network Discovery

Network Discovery

Network Discovery

Network Discovery

None

Performance Logs and Alerts
Performance Logs and Alerts
Performance Logs and Alerts
Performance Logs and Alerts
Remote Desktop

Pre

All

All
All
All
All
All
All
All
All
All
Al
All
All
All
Domain
Private...
Private...
Domain
All

@ indrs e o] [ -~

&3 NewRule..
W Filter by Profile
T Filter by State
T Filter by Group
View

(6 Refresh

[2 ExportList..
Help

Enable Rule

Cut
Copy
Delete

v v v

Displays Help for the current selection.

Figure 2.18 Configuring inbound rules.
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File Action View Help

P Windows Firewall with Advanc(|
B3 Inbound Rules
Outbound Rules
% Connection Security Rules
b % Monitoring

Name Group [
@ Core Networking - Group Policy (LSASS-Out) Core Networking Domt [y NewRute..
@ Core Networking - Group Policy (NP-Out) Core Networking Dom: ) )
@ Core Networking - Group Policy (TCP-Out) Core Networking Domd || 7 Filterby Profile
@c ing - Intemet Group Protocol (IGMP-... Core Networking Al T Fiter by State

v v oy

@ Core Networking - IPHTTPS (TCP-Out) Core Networking Al | 7 Fitter by Group
@ Core Networking - IPv6 (IPv6-Out) Core Networking Al Vw
@ Core Networking - Multicast Listener Done (ICMPV6-Out) Core Networking Al
@ Core Networking - Multicast Listener Query (ICMPv6-Out) Core Networking All |G Refresh
@ Core Networking - Multicast Listener Report (ICMPv6-Out) Core Networking Al (2 ExportList...
@ Core Networking - Multicast Listener Report v2 (ICMPv6-Out)  Core Networking Al Help
@ Core Networking - Neighbor Discovery Advertisement (ICMPv6-... Core Networking Al
@ Core Networking - Neighbor Discovery Solicitation (ICMPv6-Out) ~ Core Networking Al
@ Core Networking - Packet Too Big (ICMPv6-Out) Core Networking Al Enable Rule
@ Core Networking - Parameter Problem (ICMPv6-Out) Core Networking Al
@ Core Networking - Router Advertisement (ICMPv6-Out) Core Networking an [mf| & o
@ Core Networking - Router Solicitation (ICMPv6-Out) Core Networking All k55 Copy
@ Core Networking - Teredo (UDP-Out) Core Networking All K Delete
(@ Core Networking - Time Exceeded (ICMPv6-Out) Core Networking Help
@ Distributed Transaction Coordinator (TCP-Out) Distributed Transaction Coo... -
File and Printer Sharing (Echo Request - ICMPv4-Out) File and Printer Sharing
File and Printer Sharing (Echo Request - ICMPv6-Out) File and Printer Sharing
@ File and Printer Sharing (LLMNR-UDP-Out) Enable Rule
and Printer Sharing (NB-Datagram-Out) = Al
File and Printer Sharing (NB-Name-Out) Al
and Printer Sharing (NB-Session-Out) Copy Al
and Printer Sharing (SMB-Out) Delete All
iSCS! Service (TCP-Out) Help Al
Network Discovery (LLMNR-UDP-Out) ferworcTIECOve Al
@ Network Discovery (NB-Datagram-Out) Network Discovery Al
@ Network Discovery (NB-Name-Out) Network Discovery All
Network Discovery (Pub WSD-Out) Network Discovery Al
Network Discovery (SSDP-Out) Network Discovery Al

< [ > [

Displays Help for the current selection.

Figure 2.19 Configuring outbound rules.

7. Similarly, enable ICMP in serverb.

8. Assume that you have logged on to your Windows Server 2012. To view the
available roles, on the Server Manager page, click the link Dashboard.

9. On the Dashboard, click the link Add roles and features as shown in
Figure 2.20.

Server Manager * Dashboard G Manage Tools View  Help
Dashboard WELCOME TO SERVER MANAGER
Local Server
All Servers

File and Storage Services P

6 Configure this local server =

QUICK START
2 Add roles and features

3 Add other servers to manage

4 Create a server group

Hide

ROLES AND SERVER GROUPS
Roles: 1 | Server groups: 1 | Servers total: 1

Figure 2.20 Dashboard.
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DESTINATION SERVER

Select installation type seners

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

@® Role-based or feature-based installation

Server Selection ) : X
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Prev:ous|| Next > | | Install || Cancel

Figure 2.21 Select installation type page.

10. After the Add Roles and Features Wizard is opened, click the Next button.

11. On the Select installation type page, select the option Role-based or feature-
based installation and click the Next button as shown in Figure 2.21.

12. On the Select destination server page, select your server as shown in Figure
2.22, and then click the Next button.

. . DESTINATION SERVER
Select destination server Senvers
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
@ Select a server from the server pool
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: | I
Name IP Address Operating System
servera 10.0.0.4 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<Previous | [ Nea> | | nstai | [ cancel

Figure 2.22 Select destination server page.
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Before You Begin
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Select one or more roles to install on the selected server.

Instaliation Type Roles

Server Selection

Features

=2

|>

ory Certificate Services
[ Active Directory Domain Services
[] Active Directory Federation Services
[ Active Directory Lightweight Directory Services
[J Active Directory Rights Management Services
[ Application Server
] DHCP Server
[ ONS Server
[ Fax Server
[®] File And Storage Services (Installed)
[ Hyper-v
[ Network Policy and Access Services L |
[ Print and Document Services
[] Remote Access
[J Remote Desktop Services

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

[[<Previous | [ Net> | [ insta

| [ concet |
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Figure 2.23 Select server roles page.

13. On the Select server roles page, you can see a number of service roles available

for installation as shown in Figure 2.23. Then, click the Next button.

14. On the Select features page, you can see a number of features available for

installation as shown in Figure 2.24. After viewing the features, click the

Cancel button.

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

DESTINATION SERVER
servera
Select one or more features to install on the selected server.
Features Description
B power of the NET Framewt 20
PO NET Framewor eatures} — powier of the .NET Framework 20
b [®] .NET Framework 4.5 Features (Installed) APIs with new technologies for
b [ Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
. - your customers' personal identity
[0 BitLocker Network Unlock information, enable seamless and
[J BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[ Data Center Bridging
[] Enhanced Storage
[ Failover Clustering
[J Group Policy Management
[ Ink and Handwriting Services
[] Internet Printing Client
[ IP Address Management (IPAM) Server il
[ — 3 v
<[ [ e

<Pr!vuous|[ Next > —I

[ Install H Cancel

Figure 2.24  Select features page.
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Start

= * ® G

Windows Administrative
Server Manager PowerShell Control Panel Tools

e

Internet Fynlorer

Figure 2.25 Pop-up start screen.

Task 4: Viewing Installed Roles and Features

To view the installed services on Windows Server 2012, you may follow the steps
given here:

1. Move the mouse along the border at the lower right corner of your Windows
Server screen. After the pop-up menu is displayed on the screen, click the
Start icon as shown in Figure 2.25. You may also get the Start menu by click-
ing the Starticon on the task bar.

2. On the Settings menu, click Administrative Tools tile.

3. On the Administrative Tools page, double click Services. Then, you will see
the installed services shown in Figure 2.26.

4. After you have viewed the installed services, close the Services window.

Activity 2.2: Viewing IP Configuration in the Command Prompt Window
In this activity, you will use the Command Prompt window to view IP configuration:

1. If you have not done so, log on to your Microsoft Azure account and connect
to your virtual machine servera.

2. Press the Windows logo key. Type emd and then click the Command Prompt
tile as shown in Figure 2.27.

3. In the Command Prompt window, enter the command ipconfig/all as shown
in Figure 2.28 and press Enter. From the printout, you can find the informa-
tion about the Windows IP configuration and Ethernet Adapter configuration.
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File Action View Help
& D ELER2 Hm »enw
4 Services (Local) o Services (Local)
COM+ Event System Name “ Description Status Startup Type Log ~
G4 Application Experience Processes a... Manual (Trig... Loc
Stop the service {4 Application Identity Determines ... Manual (Trig... Loc|=
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Description: G4 Application Management Processes in... Manual Loc
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% Cryptographic Services Provides thr... Running Automatic Net:
4 DCOM Server Process Laun... TheDCOM... Running Automatic Loc
Device Association Service Enables pair... Manual (Trig... Loc
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Figure 2.26

Installed services.

Search

Everywhere

= Command Prompt

Figure 2.27 Open command prompt.

4. As shown in Figure 2.29, the information about Ethernet Adaptor 2 of
servera is displayed. The information includes the IPv4 IP address and IPv6

IP address.

5. Close the command prompt window.
6. Similarly, you can get the IP information from serverb as shown in Figure 2.30.
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=X CAWindows\system32\cmd.exe

icrogsoft Windows [Uerszion 6.2.928081
(c» 2012 Microsoft Corporation. All rights reserved.

sUserssuserripconfig ~all

Figure 2.28 Command prompt.

o7} Administrator: C:\Windows\system32\cmd.exe |;|i-

icrosoft Windows [Uersion 6.2.92001]
(c> 2012 Microsoft Corporation. All rights reserved.

>:\Users\studenta>ipconfigrall
Jindows IP Configuration

Host Name .
Primary Dns Sufflx
Node Type .
IP Routing nabled.
WINS Proxy Enabled. . .
DNS Suffix Search List.

5 servera
2046350241 . asiasoutheast . inte

Peer-Peer
No

. No
5 4a701485decd4daf9hdh686aeh596a82 .nyserver
»nal cloudapp net

‘thernet adapter Ethernet 2:

Connection—specific DNS Suffix . : 4a?7@1485decd4daf9hdb686aeh596a02.myserver|
.2B46350241 .asiasoutheast.internal.cloudapp.net
ription . > a Microsoft Hyper-U Network Adapter #H2
- 88-15-5D-34-D7-AF
DHCP Enabled. . 5 Yes
Autoconfiguration Enabl 2 s Yes
Link-local IPu6 Address feB80@::5dc6:35f:4278:6hf 9213 (Preferred)
IPv4 Address. . . . 108.78.64.31(Preferred)
Subnet M & 5 . 255.255.254.8
Lease Obtained. .
Lease Expires 4
Default Gateway .
DHCP Server . . .
DHCPuv6 IAID . . .
DHCPu6 Client DUID

. Sunday, May 12, 2013 5: 8 PM

& Friday, June 20, 2149 9:55:26 PM

= 18.78.64.1

. w1 = o 10.78.80.138

5 268440925

& 06-01-080-01-19-21-84-?D-80-15-5D-84-14-8C

DNS Servers . @ B ® . 16.78.64.80
NetBIOS over Tcplp. e . Enabhled

Tunnel adapter Local Area Connection» 11:

Media State . . Media disconnected

Connection-— *peclflc DNS Sufflx . 4a701485decd4daf 9hdbh686aeh596aB2 .myserver
.2B46350241 .asiasoutheast.internal.cloudapp.net

Description . . e e e e e e e Microsoft ISATAP Adapter

Physical Address. - - . . . . . . #B-00-00-00-00-0B-B0-EQ

DHCP Enabled. . . “ o

Autoconfiguration Lnahled . .

:\Users\studenta>_

Figure 2.29 IP Information from servera.
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o7} Administrator: C:\Windows\system32\cmd.exe |Ll5-—

icrosoft Windows [Uersion 6.2.92001]
(c> 2012 Microsoft Corporation. All rights reserved.

studenth>ipconfigrall

Jindows IP Configuration

Node T)pe - - Peer—Peer

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. : No

DNS Suffix Search L : 4a?701485decd4daf9hdh686aeh596a82 .myserver|
.2846350241 .asiasoutheast.internal.cloudapp.net

: 4a?701485decd4daf9hdh686aeh596aB2 .myserver
cloudapp net
Microsoft Hyper-U Network Adapter H2
S BEI 15 5D-34-B7-87

gsi
DHCP Enabled
Autoconfiguration Enabled H s

Link- Iocal Pub o « o = e B Bcd 9488:5e82:a011%13(Preferredd

82(Preferred)
.8

y 12, 2013 6:38:47 PM
Lease Expire Saturday, June 21, 2149 7:27:21 AM
Default : .30.1
DHCP Server
DHCPu6 IAID 25
: 98-01-00-01-19-21-99-C?-008-15-5D-04-14-0C

: 108.78.30.90
: Enabled

Tunnel adapter tap.4a?01485decd4daf 9hdh686aeh596aB2 .myservera.2846350241 .asia
outheast.inter .cloudapp.net:

Media State . : Media dis
: 4dr'@l485dt‘Ld4d<\f9?):1})686«'))”)6&32.nyf;eruer
udapp.net
Microsoft ISATAP Adapter
: 06-00-00-00-00-00-00-E0
DiICP Enabled. :
Autoconfiguration Enabled

C:\Users udenth>

Figure 2.30 [P Information from serverb.

As shown in Figures 2.29 and 2.30, the private IP address for servera is 10.78.64.31
and the IP address for serverb is 10.78.30.82. Note that your IP address should be
different from the ones illustrated in Figures 2.29 and 2.30.

Activity 2.3: Viewing Protocols with Network Monitor

'The goal of this activity is to install the Network Monitor. Then, use Network Monitor
to view some of the protocols introduced in this chapter.

Task 1: Installing Network Monitor

1. Assume that you have logged on to servera.

2. Click the Start icon on the Taskbar to open the Start menu. Then, click
Internet Explorer.

3. After the browser is opened, click Tools icon and Internet options.

4. After the Internet Options dialog is opened, click the Security tab and click
the Internet icon.

5. Click the Custom level button. Find the File download node on the list of
security settings. Click the Enable option as shown in Figure 2.31.

6. Click OK twice to complete the configuration of Internet options.
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Security Settings - Internet Zone -

Settings
|¥] Script ActiveX controls marked safe for scripting™ A
@® Disable
O Enable
O Prompt
[8% Downloads
|82 File download
O Disable
O Enable |
[8# Font download
@® Disable
O Enable
O Prompt
[8% Enable .NET Framework setup
@® Disable
O Enable

Miccallananuc

<| [ | >
*Takes effect after you restart your computer

Reset custom settings
Resetto: [kigh (default) v| [ Reset.. |

Figure 2.31 Enabling file download.

7. You may also need to temporarily turn off the IE Enhanced Security

10.
11.

Configuration. To do so, On the Server Manager page, click Local Server.
Then, turn off IE Enhanced Security Configuration.

. You can now download Network Monitor from the following website (Microsoft

Azure, Download Center, May, 2015). http://www.microsoft.com/en-us/
download/?1d%20=%204865.

. From the website, download the NM34_x64.exe file. Then, run the file to

install the Typical version of Microsoft Network Monitor.

Double click the icon of Microsoft Network Monitor 3.4 on Desktop.
Network Monitor will be opened as shown in Figure 2.32. Then, close the
Network Monitor window.

Task 2: Viewing TCP and HT'TP

1.

(O8]

On your desktop, right click the Network Monitor icon and select Run as
administrator.

. Make sure Ethernet is checked as shown in Figure 2.33.
. Click thelink New Capture tab. Then, click Start on the menu bar (Figure 2.34).
. Assume that Internet Explorer is still open, type the URL http://

go.microsoft.com.

. In the Network Monitor window, click the Stop menu.
. Select the first HT'TP packet under the Protocol Name column as shown in

Figure 2.35.
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File View Tools Help

| ] New Capture | ¥ Open Capture

Create:  New capture tab Welcome to
Open:  Caplurefile.. Microsoft Network Monitor 3.4

Microsoft Network Monitor is a tool for viewing the contents of
network packets that are being sent and received over a live
Select Networks X |[network connection or from a previously captured data file. It
[ Properties | 8 P-Mode provides filtering options for complex analysis of network data.

Friendly Name Description  IPv4 Address = IPv6 Address

What's New
¢ User Interface Refresh: The Network Monitor Ul has
evolved. New features have been added and previously

Figure 2.32  Network monitor.

< Parser Profiles v ) Options & How Dol v

Welcome to
Microsoft Network Monitor 3.4

Microsoft Network Monitor is a tool for viewing the contents of network
|lpackets that are being sent and received over a live network connection or
from a previously captured data file. It provides filtering options for !
lanalysis of network data.

(What's New

—— «  User Interface Refresh: The Network Monitor Ul has evolved. New
ct Networks X features have been added and previously hard-to-find features have

| @ P-Mode been made more readily available.
Description P + Parser Configuration Management: Parsers are now installed
Microsoft Hyper-V Network Adapter  10.0.0.4 with profiles that allow you to easily switch between parser

(] teatap.servera78. 64 mtarnel coudapp.net Mcroeok ISATAP Adapter o configurations with the Parser Profiles toolbar button. These

(] nosswaney WAN Minport None : " . 4

7] Teredo Tunneling Pssudo-terface MicrosoRt Teredo Tunneling Adspter None configurations are also cached, removing the need to recompile
when you switch between them.

« Column Manag Network Monitor will ically
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Figure 2.33 Checking exterior NIC for monitoring.

7. Then, expand the HTTP node in the Frame Details pane. As you can see in
Figure 2.35, the protocol HT'TP sends a requested file to the web server and
the command GET is used to retrieve the data requested by the HTTP client.

8. In the Frame Summary pane, click the first TCP after HTTP under the
Protocol Name column. Then, expand the TCP node in the Frame Details
pane. As shown in Figure 2.36, the source port number is HT'TP(80), and
the destination port number is 49162. In the Frame Details pane, you can also
find information of other items included in the TCP header.
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Figure 2.35 HTTP protocol.

Task 3: Viewing ARP and ICMP

1. To start the Command Prompt window, press the Windows logo + r key

combination. In the Run dialog box, type emd and then click OK.
2. In the Network Monitor window, click Start on the menu bar.
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Figure 2.36 TCP protocol.

3. In command prompt window, type ping 10.0.0.5. Then, in the Network

Monitor window, click the Stop menu.

4. Expand the ARP node as shown in Figure 2.37. The IP address has a cor-
responding MAC address (hardware address or physical address). Note that

your IP address should be different from the one illustrated in Figure 2.37.

5. To view the ICMP protocol, click the ICMP packet under the Protocol

Name column. Expand the Iecmp node in the Frame Details pane. As shown

in Figure 2.38, the message type is Echo Request Message.

Task 4: Viewing IP and UDP

1

. To view the IP protocol, in the Network Monitor window, click Start on the

menu bar. In Internet Explorer, enter the URL http://go.microsoft.com. In

the Network Monitor window, click the Stop menu.

. Click the first DNS packet under the Protocol Name column. Expand the Ipv4

node in the Frame Details pane. As shown in Figure 2.39, the source IP address
and destination IP address are specified in the IPv4 protocol. In the Frame

Details pane, you can also view the configuration of other items in the IP header.

. To view the UDP protocol, expand the Udp node in the Frame Details pane.

As you can see, the UDP protocol communicates through the source port

62215 and the destination port 53 (Figure 2.40).

packets, click No.

serverb before exiting the Microsoft Azure Management Portal.

. Close the Network Monitor window. When prompted to save the captured

. In the Microsoft Azure Management Portal, shutdown both servera and
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Figure 2.37 ARP protocol.
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Figure 2.40 UDP protocol.
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2.7 Summary

This chapter introduces some of the commonly used protocols in the TCP/IP

architecture. Protocols are used to handle data communication between network
hosts. This chapter shows how different protocols work together to deliver or receive

data across networks. The relationships among these protocols are also illustrated
through a protocol graph. The hands-on activities in this chapter explore various net-

work management tools such as Server Manager, Command Prompt, and Network

Monitor. The knowledge of protocols and network management tools covered in the
next chapter will help design and develop networks.

Review Questions

1. What are the core protocols in the TCP/IP architecture?
2. What is HT'TP used for?
3. What is DHCP used for?
4. The protocols SMTP, POP3, and IMAP are e-mail-related protocols. What
are the differences among these protocols?
5. What makes SSH safer?
6. What can the network administrator do with LDAP?
7. What are the TCP features mentioned in this chapter?
8. What tasks discussed in this chapter can be handled by TCP?
9. What makes a TCP connection reliable?
10. How does TCP decide the waiting time before resending a packet?
11. What is the difference between UDP and TCP?
12. What is ARP used for?
13. Why do we need to replace IPv4 with IPv6?
14. What tasks mentioned in this chapter can be accomplished by IP?
15. What is encapsulation?
16. How can ICMP packets be transmitted across heterogeneous networks?
17. Describe the differences among the IP routing protocols: RIP, OSPEF,
and BGP.
18. What is the concern when we use PPTP for a VPN?
19. How does Ethernet work?
20. Compared with the copper wire, what are the advantages of optical fiber?

[vww allitebooks.cond
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NETWORK CONCEPTS AND DESIGN

Objectives

* Understand network concepts and technologies.
* Design a network with subnetting.
* Construct local area networks.

3.1 Introduction

In Chapter 2, we discussed the protocols in each layer of the Transmission Control
Protocol/Internet Protocol (TCP/IP) architecture. In this chapter, we will first explore
various types of networks. We will examine network devices and network media. We
will also take a closer look at network interface cards (NICs), switching devices, and
network routing devices. We will see how these devices are put together to physically
construct a network.

Before network hosts including computers and network devices can be physically
connected, each host on a network should be properly assigned an IP address. One
needs to know how to configure a group of hosts so that they can exchange informa-
tion within the group. One also needs to know how the hosts in different groups com-
municate with one another. The process to group a set of hosts is called subnetting.
Distributing IP addresses and subnetting are part of network design. This chapter
covers issues related to network design. This chapter provides examples to illustrate
the calculation of subnets. This chapter also discusses the issues related to the coexis-
tence of IPv4 and IPv6.

For hands-on practice, step-by-step instructions are given to help you create a sim-
ple virtual network in the cloud. The virtual technology will be used to realize virtual
machines and network media. These virtual machines will be configured in a way
that they can communicate with each other on the virtual network. Networking tools
illustrated in the previous chapter are used to accomplish the configuration tasks.

3.2 Network Types

Based on the network scales and technology used, networks can be categorized as a
local area network (LAN), wide area network (WAN), and the Internet. In addition
to the fact that a WAN is a large-scale network, its network devices and network
media may also be different from those of a LAN. Depending on where a WAN is

79
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implemented, a WAN may also be called a campus area network (CAN) or a met-
ropolitan area network (MAN). When radio waves are used as network media, a
network can be implemented as a wireless network. In the following, we will look into

the details of the LAN, WAN, Internet, and the wireless networks.

3.2.1 Local Area Network

Normally, a LAN is a small-scale network with each network hosts located in a build-
ing or a room. The hosts in a LAN are usually linked with twisted-pair cables. The
electrical pulses are delivered to other network hosts through the network media.
The goal of the LAN is to allow a group of network devices and computers to share
the resources in a room or in a building.

The network devices in a LAN are relatively less expensive. A LAN mainly uses the
Ethernet technology for data transfer.

3.2.1.1 Ethernet Ethernet is the most popular and most widely deployed LAN net-
work technology. As a protocol, it is used to format frames and check errors in data
transfer. The hardware built around Ethernet can be used to connect a network host
to network media. For a wired network, the twisted-pair network cable is able to
carry Ethernet frames. Ethernet can transmit data with various transmission rates
over twisted-pair wires. Table 3.1 lists the Ethernet technologies and their transmis-
sion rates.

In a LAN, two network hosts are linked by a twisted-pair cable that is plugged into
a RJ45 network connector built in the network interface adapter. Ethernet supports
twisted-pair cables in various transmission rates. Twisted-pair cables can be classified
into several categories. Table 3.2 lists some of the cable categories.

In the early days, an Ethernet network was constructed on a bus system shown in
Figure 3.1.

To transmit data to a receiver on the bus, the sender places electrical signals to the
bus through a transceiver that converts the binary signals to analog signals used by the
hardware or wice versa. When the electrical signals reach the end of the bus, two ter-
minators are used to absorb the electrical signals to prevent the electrical signals from
bouncing back to collide with other electrical signals. The electrical signals will be
delivered to all the hosts on the bus. Only the host with the IP address that matches
the destination address receives the delivered data. After years of improvement, a small

Table 3.1 Transmission Rates of Ethernet Technologies

ETHERNET TRANSMISSION RATE (MBPS)
10Base-T 10
100Base-T 100
1000Base-T or Gigabit Ethernet 1,000

10 Gigabit Ethernet 10,000
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Table 3.2 Twisted-Pair Cable Categories

CATEGORY ~ BANDWIDTH (MHZ) USAGE

5 100 Can be used on 10Base-T and 100Base-T Ethernet networks. May not
be suitable for Gigabit Ethernet.

5E 100 Can be used for 10Base-T, 100Base-T, and Gigabit Ethernet networks.

6 250 Can be used for 10Base-T, 100Base-T, Gigabit Ethernet networks and
10 Gb Ethernet networks with limited distance.

6a 500 Can be used for 10Base-T, 100Base-T, Gigabit Ethernet networks and
10 Gb Ethernet networks up to 100 m.

7 600 This is a feature of the 10 Gigabit Ethernet technology designed for

10 Gb Ethernet networks over 100 m. Its transmission rate can
possibly reach 100 Gbps over 70 m.

& &

g 8

Figure 3.1 Ethernet.

Hub

Figure 3.2 Hub.

network device called a hub is used to replace the original bus system. The transceivers
and terminators are all built into the hub. Figure 3.2 illustrates how computers and
network devices are linked to a hub with twisted-pair cables.

In a bus system, to send a frame across a bus or hub, the sender first checks if
another host is sending a frame. If another host is sending a frame, the sender waits
until the other host completes the process. The technology that determines when a
host is allowed to send a frame is called Carrier Sense Multiple Access (CSMA).
In practice, even with the CSMA technology, there is still a small chance that two
hosts are sending their frames simultaneously without knowing that the other one is
sending a frame too. When sending frames simultaneously in the bus system, a col-
lision occurs, which harms both frames. The technology to detect a collision is called
Collision Detect (CD). To fix the collision problem, each host will take a random
delay and then try to resend its frame at a different time.

A frame is used to carry IP packets across a network. It is technology specific.
Different types of networks use different technologies to form frames. The most
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——————— Header------=
8 6 6 2 46-1500 4
bytes bytes bytes | bytes bytes bytes
Preamble  Dest. Source Frame Payload CRC

address  address type

Figure 3.3 Ethernet frame.

commonly used technology to form frames in a LAN is Ethernet. The frame formed
with Ethernet is shown in Figure 3.3.

An Ethernet frame consists of preamble, header, payload, and CRC sections. These
sections are described as follows:

* Preamble: 'The preamble section in Figure 3.3 is 8-byte long or 64-bit long.
It provides a pause time so that the receiver’s hardware can get ready for the
incoming signal. In this section, 64 bits of 1s or Os are used to synchronize the
signal frequency before the transmission of the data in the header.

* Header: The header section contains three parts, destination hardware address,
source hardware address, and frame type. Each hardware address is 6-byte or
48-bit long. The frame type part is used to identify the type of the content.
The frame type part has 2 bytes (or 16 bits), which can be used to identify
thousands of data content types.

* Payload: 'The payload section is used to carry data. Depending on the size of
data, it is 46-1500 bytes long.

s Cyclic Redundancy Check (CRC): The CRC section contains 4 bytes of CRC
code used to check data transmission errors.

There are some other versions of the Ethernet technology designed to overcome some
of the difficulties in the original Ethernet technology. It may be difficult to put the
frame type into practice. The frame type code definition may vary from one organiza-
tion to another organization. Therefore, some of the Ethernet versions do not have
the frame type section. Instead, they use the first few bytes of the payload section to
identify the content type. IEEE 802.2 LLC/SNAP is this type of frame. In an IEEE
802.2 LLC/SNAP frame, LLC stands for Logical Link Control used to indicate that
a type field follows. SNAP stands for SubNetwork Attachment Point, which contains
two fields. The first field identifies the organization and the second field identifies the
content type defined by the organization. Figure 3.4 illustrates the fields in the IEEE
802.2 LLLC/SNAP frame header.

——————— >LLC-—---->k--------ooooo SNAP —--———mme -3
3 3 2
bytes bytes bytes
Type field indicator Organization identifier Type identifier

Figure 3.4 IEEE 802.2 LLC/SNAP.
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'This version of Ethernet is widely accepted in the LAN technology. It is the domi-
nant LAN technology for wired networks. The Ethernet technology can also be used
to transmit data over a wireless network such as Wi-Fi. In addition to Ethernet, there
are some newly developed LAN technologies such as Fibre Channel, which is dis-
cussed in the next section.

3.2.1.2 Fibre Channel Fibre Channel is a LAN technology designed for mass data
transition. Fibre Channel is able to reach a data transmission rate as high as 32 Gbps.
It is often used to connect a network server to a network storage device such as a
storage area network (SAN). When optical fiber is used as the network media, Fibre
Channel can be used to transmit data between two network hosts that are 10 km
apart. Fibre Channel can also work with other network media such as the TV cable
and twisted-pair cable. When implemented over twisted-pair cables, Fibre Channel
can only reach the hosts in a short distance.

Data communication among the devices linked through Fibre Channel can be
done in three ways. Fibre Channel supports the point-to-point connection between
network hosts such as a network server and a network device, for example, an external
hard drive array, a SAN storage device, or a printer.

Data communication can also be carried out through an arbitrary loop. Before a
host sends data out, it sends an arbitrary frame, which is used to inform other hosts
on the network. The host can begin to send data only when the arbitrary frame loops
back to the host. If multiple hosts send arbitrary frames at the same time, the sender
with the lowest hardware address wins the competition. When a sender wins the
arbitration, it is allowed to send data and then waits for all other hosts in the com-
petition to get their chance to send data before it can send data again. The arbitrated
loop only allows one pair of ports to communicate concurrently. Typically, the Fibre
Channel arbitrated loop mechanism allows as many as 126 devices to be connected to
the network.

Data communication can also be done through the switched-fabric mechanism.
The switched-fabric technology is flexible; various network devices and computers
are connected to Fibre Channel switches. The switched-fabric mechanism allows
multiple pairs of ports to communicate simultaneously in the fabric. When fiber
optic cables are used as network media, the switched-fabric mechanism allows over
16 million devices to be linked to the network. However, switches are expensive.
A disadvantage of Fibre Channel is the lack of compatibilities among Fibre Channel
manufacturers.

3.2.1.3 LAN Segment A hub or a switch is used to link the hosts in a LAN seg-
ment so that a host can communicate with another host in the same LAN segment.
Figure 3.5 shows a simple LAN segment. It consists of desktop computers, a server,
a laptop computer, and a network printer. A hub is used to link the computers and
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Figure 3.5 LAN segment.

Switch

Figure 3.6 LAN segments.

network devices together. As a network device, a switch can be used to link computers
and network devices like the hub does.

In practice, hosts in one LAN segment needs to communicate with hosts in
another LAN segment. A hub or a switch provides an uplink port through which two
network LAN segments can be connected through a network device called router.
A router is used to connect networks. By using a router, a LAN segment is also able
to be connected to the Internet. More discussion about switches and routers will be
given later in this chapter. Figure 3.6 shows three LAN segments that are linked by
two routers.

Multiple LAN segments may be linked to a large network. The large network may
include multiple switches, hubs, routers, and other network devices.

3.2.2 Wide Area Network

A network with large scalability is called a WAN. A WAN can be scaled to a large
geographical area. It may include multiple sites, each of which has a large number of
hosts. The WAN allows a large number of hosts to communicate with one another
simultaneously. Scalability is a key factor of the WAN. If a network can link hosts
that locate in a large geographical area but is only limited to a few hosts, it may not be

qualified as a WAN.
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3.2.2.1 WAN Technology To allow multiple sites to communicate simultaneously in a
long distance, WANs depend on telephone companies or Internet service providers
(ISPs) to carry out telecommunication services. The telecommunication uses different
technologies from those used in a LAN. The long distance communication among
sites can be carried out through four telecommunication technologies, leased line, cir-
cuit switching, packet switching, and cell relay. The following briefly describes these
four technologies:

1. Leased telephone line: An organization can link its sites located in a large geo-
logical area by leasing the lines from a telephone company. The connection is
exclusive and expensive. Protocols such as Point-to-Point Protocol (PPP) are
used for data communication. The wire and the equipment at each end of the
connection are provided by the telephone company. PPP is a protocol com-
monly used in establishing a direct connection between two network nodes.
'The protocol can be used on various network media such as the phone line,
radio wave, and optical fiber.

2. Circuit switching: Unlike the leased telephone line connection, which is exclu-
sive, this kind of connection can be initialized based on a request. When
data transmission is requested by the sender, a call to the receiver’s number
is dialed. A connection is then established between the sender and receiver.
Once the data transmission is completed, the connection will be terminated.
Protocols such as Point-to-Point Protocol (PPP) and Integrated Services
Digital Network (ISDN) are used for data communication in circuit switch-
ing. When used for the communication between two WAN sites, ISDN is
very much like a digital telephone technology.

3. Packet switching: Different from circuit switching, packet switching has its
end nodes connected all the time so that data can be sent at any time. Like
the packet transmission in a LAN, packet switching used in a WAN trans-
mits data formed as packets constructed by telecommunication companies.
‘Therefore, packet switching is used by the Internet as well as LANs. When
the packets reach to the end of a connection, they are transmitted through a
network device called a packet switch, which links multiple hosts on a LAN.
A packet switch has two sets of ports. One set is used to link to other packet
switches in a WAN and the other set is used to link to the hosts on the
LAN segment attached to the packet switch. When packets arrive at a packet
switch, they are queued or buffered. Based on the destination address car-
ried by a packet, the packet switch determines if the packet should be sent
to the attached LAN segment or be forwarded to another packet switch. By
efficiently sharing a network, packet switching can lower the operating cost
when compared with other types of WAN technologies. Data communication
in packet switching can be handled by protocols such as X.25, frame relay, and
Synchronous Optical Network (SONET). X.25 is an early WAN protocol
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Figure 3.7 Packet switching.

created even before personal computers. In today’s standard, X.25 is a low-
performance protocol. As the name indicates, frame relay is a WAN tech-
nology that relays frames from one LAN segment to another remote LAN
segment. Its data transmission rate can reach to 100 Mbps. SONET is a WAN
technology designed for data communication over fiber optic cables. SONET
has a high data transmission rate ranging from 51.84 Mbps to 40 Gbps. One
of the features of SONET is that it is able to combine packets with different
formats into a frame used by fiber optic cables. A large company with its data
service handled by multiple WAN technologies can take advantage of this
teature. SONET simplifies packet transmission between two different WAN
technologies. The packet switch mentioned here is this type of device. Figure
3.7 illustrates packet switching in a WAN.

4. Cell relay: Like packet switching, cell relay delivers fixed-length packets called
cells through a WAN connection. The advantage of cell relay is that it can
transmit voice and data simultaneously. The disadvantage is that it has a con-
siderable large overhead. In cell relay, the protocols Switched Multimegabit
Data Services (SMDS) and Asynchronous Transfer Mode (ATM) are used
for data transmission. SMDS is designed for data transmission in both the
LAN and WAN. It can transmit a frame that contains 53 bytes of data. Its
data transmission rate is faster than that of frame relay. ATM is another
WAN or LAN technology designed to handle telecommunication services as
well as data transmission on a LAN. ATM is a hardware-based technology;
therefore, it can achieve a high transmission rate. In theory, the transmission
rate of ATM may reach as high as 10 Gbps. On the other hand, it requires a

new set of hardware and software, which can be expensive for many users.

3.2.2.2 Modulation A message transmitted in a LAN cannot travel very far, say, not
more than 200 m. In a LAN, network hosts transmit data in the binary form. On a
telecommunication line, analog electrical signals or lights are used for long distance
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data communication. A modem is such a network device used to convert binary sig-
nals to analog signals transmitted by telephone lines. At the destination, the analog
signals will be converted back to binary signals by the modem for the computer to use.
Figure 3.8 illustrates the usage of modems.

For long distance transmission, a carrier, which is a continuously oscillating electric
current, is used to carry binary signals. The continuously oscillating electrical current
is known for being able to propagate long distance without losing much of its energy.
To represent a binary signal, the continuously oscillating electrical current needs to
be modified either to its amplitude, or its frequency, or its phase so that the zeros
and ones have distinguished representations. Such modification of a carrier is called
modulation. Figure 3.9 illustrates an amplitude modulation process.

Another way to represent the zeros and ones in the binary signals is to change fre-
quency. Figure 3.10 illustrates the idea of frequency modulation.

Changing the phase of the carrier’s waves can also represent the binary signals.

3.2.2.3 Multiplexing 'The continuously oscillating electric current can be formed with
different frequencies. By using these carriers with different frequencies, multiple pairs
of senders and receivers can communicate simultaneously. The process of sharing a
single medium by using multiple carriers with different frequencies is called frequency
division multiplexing. Using frequencies is not the only way to distinguish carriers.
When optical fiber is used for data transmission, colors can be used to distinguish
different carriers. Such a process is called color division multiplexing or technically
called wavelength division multiplexing. Another way to implement multiplexing is
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to let multiple carriers take turns in data communication. Such a process is called time
division multiplexing. By using multiplexing, telecommunication can be made much
more efficient.

3.2.2.4 WAN Network Media The digital telephone circuit called T-series is com-
monly used as the network media for long distance data communication. T-series
lines are made of optical fiber and can carry much more data than traditional copper
telephone lines. The well-known T-series connections are T1, T2, and T3. The data
transition rate ranges from 1.544 Mbps for T1 to 44.736 Mbps for T3. The features
of T-series are listed in Table 3.3.

For data communication among the sites in a WAN, a digital-interface device unit
called Channel Service Unit/Data Service Unit (CSU/DSU) is used to connect a
router on a LAN segment to the T-series line. CSU/DSU converts a LAN frame to
a frame that meets the T-series standards and vice versa. The frame conversion task
is done by DSU. CSU is used to send data to or receive data from T-series lines and
provides loopback signals for testing. Figure 3.11 illustrates the usage of CSU/DSU
in the implementation of a WAN.

Table 3.3 T-Series Standards
NAME ~ TRANSMISSION RATE (MBPS) ~ NUMBER OF VOICE CIRCUITS SUPPORTED

Tl 1.544 24

T2 6.312 96

T3 44,736 672
Router

WAN
CSU/DSU

@ CSU/DSU

Figure 3.11 T-series.
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Table 3.4 0C Standards
NAME TRANSMISSION RATE (MBPS) ~ NUMBER OF VOICE CIRCUITS SUPPORTED

0C-1 51.840 810
0C-3 155.520 2,430
0C-12 622.080 9,720
0C-24 1,244.160 19,440
0C-48 2,488.320 38,880
0C-192 9,953.280 155,520
0C-768 39,813.12 622,080

Router Router
WAN
@ ISDN ISDN
terminal terminal
adapter adapter

Figure 3.12 ISDN.

As the amount of data is growing exponentially, the T-series standards are not able
to meet the needs of today’s data communication. The new standards called Optical
Carrier (OC) have been created for OCs. The data transmission rates in the OC stan-
dards can reach as high as 40 Gbps. The features provided by the commonly used OC
standards are listed in Table 3.4.

As an older technology, the digital telephone technology ISDN can also be used to
connect the sites in a WAN. ISDN has the data transmission rate of 64 Kbps, which is
much slower than those of the T-series standards and DC standards. However, ISDN
can deliver data through the traditional copper telephone lines. ISDN uses terminal
adapters to connect a frame on a LAN segment to the frame used on a telephone line.
'The usage of ISDN terminal adapters is illustrated in Figure 3.12.

WANSs and LANSs can be interconnected to form an even larger network called the
Internet. The next section describes the Internet.

3.2.3 Internet

WANSs and LANSs are created with different types of technologies. It is difficult for
these WANs and LANs with different technologies to communicate directly with
each other. For worldwide data communication, it is necessary to create a uniform
network technology to allow the hosts worldwide to share the same network. The
Internet is this type of worldwide network that interconnects a large number of het-
erogencous WANs and LANSs. The Internet is a public network that is accessible to
network hosts anywhere and anytime. To deal with heterogeneous network technolo-
gies, routers are used to deliver packets from one type of network to another type of
network. Also, the protocols TCP and IP are used to hide complicated details from
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application software. By doing so, application software can treat the Internet as a
uniform network and let TCP/IP deal with the differences in network technologies.
'The application layer protocols such as HI'TP and DNS all rely on TCP/IP to com-
municate over the Internet. The combination of the router and TCP/IP makes the
Internet possible.

Suppose that two home networks (LANS) are linked to the Internet. To illustrate
how a computer in a home network communicates with another computer located in
a different home network, the home networks need to be connected to the Internet
through ISPs. First, a packet sent by the computer on the home network will be deliv-
ered to the ISP. Through an access point called Point of Presence (POP), the ISP con-
nects the home network to another POP. A POP can be a telecommunication facility
rented by an ISP for accessing the Internet, or it can be any facility used to access the
Internet such as a dial-up server, router, or ATM switch. An ISP may have thousands
of POPs to keep up with the demand for Internet access. Computers within each ISP
are able to communicate with each other through the interconnected POPs. Some of
the large enterprise can also have their own POPs for accessing the global network.

Data communication among ISPs requires a higher level connection. ISPs commu-
nicate through the network access point (NAP), which is a major Internet interconnec-
tion point. The major Internet interconnection or the global network is able to reach
other NAPs throughout the world. In such a way, every computer on the Internet is
able to communicate with every other computer. Through the global network, packets
will be delivered to the destination NAPs. From there, these packets will be delivered
to the ISPs on the receiving side. Through the POPs owned by the receiving ISPs, the
packets will be delivered to the destination home networks. Figure 3.13 is an overview
of the Internet structure.

Fiber optic cables are used to construct the backbone of the global network, which
either follows the T-series standards or the faster OC standards. In the early days,
the backbone of the global network was jointly developed by the National Science
Foundation (NSF), IBM, MCI, and Merit. Nowadays, many international enterprises
such as AT&T, Sprint, MCI, CenturyLink, and many others also own some of the
Internet backbone networks. These backbone connections are linked through NAPs.
However, no one owns the entire Internet. Once a computer in a LAN is connected to
the Internet through a POP, the computer and the LAN become part of the Internet.
Although the LAN becomes part of the Internet, no one else owns this part of the
Internet except the local owner.

As more and more WANs and LANSs participate in the Internet, the size of the
Internet is growing exponentially. Due to the lack of centralized control on the
Internet and the openness of Internet protocols, the Internet has changed the way of
data communication. From anywhere and at anytime, users can access Internet-based
application software such as World Wide Web, e-mail, online chats, online games,
text messaging, file transfer, web logging, Internet phones, Internet T'Vs, and so on.
Social network software has greatly impacted the form of social life as well.



NETWORK CONCEPTS AND DESIGN 91

Global network
NAP NAP
ISP ISP
POP POP
Local area network Local area network

Figure 3.13 Internet structure.

3.2.4 Wireless Network

Due to its flexibility, mobility, maintainability, and scalability, wireless networks
are becoming more and more popular. Because no cabling is necessary, a wireless
network can significantly reduce the cost of network construction. As wireless net-
work technologies improve, the speed of wireless data transmission is as fast as the
data transmission rate of a copper wire. The wireless network can use radio waves,
microwaves, and infrared to transmit data. Based on these transmission media,
different wireless technologies such as Wi-Fi, WiMAX infrared, and Bluetooth
have been developed. The following briefly describes these commonly used wireless
technologies.

3.2.4.1 Wi-Fi Technology In a Wi-Fi wireless network, a wireless network adapter is
used to convert binary signals into radio signals. These radio signals are transmitted
into the air through an antenna. A wireless device communicates with other network
hosts in two different ways, infrastructure mode and ad hoc mode. In the infrastruc-
ture mode, the radio signals are delivered to a device called an access point. The access
point has a built-in antenna and a radio transmitter for transmitting the radio signals.
'The access point broadcasts the access information, such as the service set identifier
(SSID), repeatedly. When a wireless device comes to the receiving range of the access
point, the wireless device sends a request to the access point to initiate a connection.
When the access point receives the request, it compares its SSID with the SSID of
the request. If there is a match, the access point will respond with a synchronization
message and the information about its traffic load. After the wireless device receives
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the response, it will calculate the distance between itself and the access point. Based
on the distance, the wireless device will estimate the traffic load and the quality of
the transmission.

After the connection is established between the wireless device and access point,
at the access point, the radio signals will be converted back to electrical signals so that
the electrical signals can be forwarded to the Internet through a wired connection. The
electrical signals on the Internet are sent to an access point. At the access point, the
electrical signals are converted to radio signals and are transmitted into the air. When
a wireless NIC of the receiving end receives the radio signals, it converts the radio
signals into the binary signals. One access point can communicate with as many as
255 mobile devices. Figure 3.14 illustrates a wireless network that operates in the
infrastructure mode.

Another way of communication among wireless devices is to use the ad hoc mode,
which delivers the radio signals to each other directly without using an access point.
This is why the ad hoc mode is also called the peer-to-peer mode. Since no access
point is used, the setup of a wireless network in the ad hoc mode is less complicated.
'The disadvantage of the ad hoc mode is its weak scalability. Figure 3.15 illustrates the
ad hoc mode.

'The Wi-Fi technology is defined by the IEEE 802.11 standards, which set the data
transmission rates and other properties for low-level operations. Table 3.5 lists some
commonly available Wi-Fi standards.

The transmission rate and coverage range may vary from one hardware vendor
to another. Running at 5 GHz, 802.11ac has a much faster data transmission rate.
On the other hand, it is not backward compatible with 802.11g, which only runs at
2.4 GHz.
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Figure 3.14 Infrastructure mode.
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Table 3.5 Wi-Fi Standards
STANDARD ~ FREQUENCY  MAX TRANSMISSION RATE MAXIMUM RANGE
802.11g 2.4 GHz 54 Mbps 38 m (indoor)
140 m (outdoor)
802.11n 2.4 GHz 450 Mbps 70 m (indoor)
5 GHz 250 m (outdoor)
802.11ac 5 GHz 1.3 Ghps at 80 MHz 95 m (indoor) with three
2.6 Gbps at 160 MHz antennas

3.2.4.2 WiMAX Technology Worldwide Interoperability for Microwave Access
(WiMAX) runs on microwaves that have a much higher frequency than that of radio
waves. The high frequency allows for a high data transmission rate, low interruption,
as well as a long transmission distance. The microwave is the network medium suitable
for long distance data transmission. The data transmission rate between two micro-
wave transmission towers can run on a frequency as high as 66 GHz. On the other
hand, the data transmission between network devices and a microware tower uses a
lower frequency ranging from 2 to 11 GHz. With the lower frequency, electrical sig-
nals can easily get around physical objects such as buildings. By using the microwave,
the data sent by a transmission tower can reach another tower 50 km away. While
Wi-Fi changes the way of delivering messages for the last 100 ft of a network, the
microwave changes the way of delivering messages for the last mile. WiMAX has the
proposed downloading rate of 75 Mbps and uploading rate of 25 Mbps. The rates may
vary depending on the distance and the number of users accessing the transmission
center. Figure 3.16 illustrates a WiMAX system.

The WiMAX technology is defined by the IEEE 802.16 standards. Table 3.6 lists
some commonly available WiMAX standards.
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Table 3.6 WiMAX Standards
STANDARD FREQUENCY USAGE
802.16 10-66 GHz Supports point-to-point delivery between transmission towers
802.16a 2-11 GHz Supports point-to-multipoint delivery between a transmission
tower and individual receivers on network devices

802.16e 2-6 GHz Supports mobile connection and fixed connection

802.16m Supports multiple frequency bands ~ Supports mobile connection and fixed connection

Although WiMAX is the technology that brings high data transmission speed
to a wireless network, it is a brand-new technology. The requirement for new equip-
ment in the construction of a WiMAX network will increase the cost. Therefore, the
market share of WiMAX is much smaller than that of Wi-Fi and that of Long Term
Evolution (LTE), which is a technology used in 4G mobile networks.

3.2.4.3 Infrared Infrared is a wireless network media used for data transmission in a
short distance. It is often used by cordless computer keyboards and mice, LCD projec-
tor remote controls, and so on. As a point-to-point connection wireless technology,
infrared requires two devices to aim at each other. This feature makes infrared more
secure but less convenient since it cannot communicate with multiple network devices
at the same time.

3.2.4.4 Bluetooth Bluetooth is also a wireless technology for short distance commu-
nication. Unlike infrared, Bluetooth uses radio waves as the network media. The radio
wave frequency used by Bluetooth is from 2.402 to 2.480 GHz. Compared with the
Wi-Fi technology, the Bluetooth technology is more user friendly, less expensive, and
has much less power consumption. On the other hand, Bluetooth has a lower data
transmission rate and travels in a much shorter distance than Wi-Fi. Bluetooth is
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suitable for a network inside a car or in a small room. This type of network is some-
times called a personal area network (PAN), which can usually reach a distance less
than 10 m.

The advantage of Bluetooth is that it needs much less user attention during data
transmission. The Bluetooth network can deal with a variety of mobile devices such as
mobile phones, notebook computers, printers, GPS receivers, televisions, digital cam-
eras, PDAs, and video game consoles. Bluetooth has a user-friendly feature, which
does not require the user to initiate the connection between the Bluetooth-enabled
network devices. In a Bluetooth-enabled network, there is no need to configure the
network devices for data transmission. After a Bluetooth-enabled device is turned on,
the device sends out signals to search and see if there is another Bluetooth-enabled
device within its range. If another Bluetooth-enabled device comes to the coverage
range of the Bluetooth device, these two devices automatically exchange information.
Once the connection is established, it cannot be broken by other devices.

Each of the Bluetooth-enabled devices has a Bluetooth transmitter preconfigured
by the manufacturer. The Bluetooth transmitter can also be plugged to a device to
make it a Bluetooth-enabled device. Bluetooth can communicate with up to eight
network devices simultaneously. To prevent the Bluetooth-enabled devices from inter-
tering with each other, a technology called spread-spectrum frequency is used so that
the Bluetooth devices do not use the same frequency at the same time.

Bluetooth automatically establishes a connection between network devices, which
makes it user friendly. On the other hand, the convenience introduces some secu-
rity concerns. A hacker can take advantage of this feature to connect to a Bluetooth
device. Through the connection, a hacker can send some harmful data to the device.
To solve this problem, a Bluetooth authentication mechanism is added to a Bluetooth
device. The authentication mechanism checks if the connection is allowed.

3.2.5 Virtual Network

A virtual network is a software-based network. Software is used to emulate the net-
work architecture and functions of a physical network. There are two different types
of virtual network technologies, the protocol-based virtual network and the device-
based virtual network.

'The virtual LAN (VLAN) and virtual private network (VPN) are two well-known
protocol-based virtual network technologies. It may not be easy to manage a large net-
work physically. For better resource management of complicated large networks, one
may consider the virtual LAN (VLAN) technology. Through the VLAN technology,
a set of network hosts can be configured to be in the same virtual network even if the
hosts belong to different LAN segments physically. On the same virtual network,
hosts communicate with one another as if they were on the same network. With the
VLAN technology, multiple virtual LAN segments can be created on a physical LAN
segment. In this way, the network traffic on a large physical network can be limited to
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a specific virtual LAN segment. When a network structure is changed, it is a tedious
task to reconnect the physical network to meet the requirements. The VLAN technol-
ogy provides the flexibility of reconfiguring the network structure without physically
relocating the network hosts. The VLAN technology can also be used to improve
network security and manageability.

The VPN technology creates a secure private network over the public network such
as the Internet. A VPN can use the public Internet to deliver private data by using the
authentication and encryption mechanisms. It can work with the broadband Internet
technology to achieve a high data transmission rate. Since the VPN uses the exist-
ing network technology such as NICs and network media, there is no extra network
equipment required. This makes the management of the VPN server relatively easy.
Due to these advantages, the VPN technology is commonly used by large corpora-
tions and educational institutions to enable users to securely connect to a private net-
work remotely.

Instead of using physical network devices, a virtual device—based virtual network can
be constructed with virtual network resources such as virtual NICs, virtual machines,
and virtual switches. On a physical server, a virtual machine can be created inside a
hypervisor, which is a virtualization management software program. The hypervi-
sor manages virtual networks, virtual NICs, virtual switches, virtual machines with
virtual processors and memory, and other resources. Inside a hypervisor, the network
traffic between virtual servers are routed through virtual routers and virtual switches.
Virtual firewalls are also configured for blocking certain network traffic.

Since a virtual device—based virtual network connects a group of virtual machines
hosted by the hypervisor, it can connect a virtual machine to a physical network.
Through a virtual network, a virtual machine can provide network services to a
physical network. A virtual network is compatible with nonvirtual network technolo-
gies such as Ethernet. The virtual technology also supports nonvirtual devices such
CD-ROM drives and USB devices.

'The virtualization technology has been supported by major server operating system
vendors including Microsoft and VMware. Windows Server provides a virtualization
technology called Hyper-V. Hyper-V supports up to 64 processors and 1 terabyte of
memory, and a virtual hard disk with up to 64 TB of capacity. vSphere is the virtual-
ization solution provided by VIMware. vSphere is a software suite including the com-
ponents of ESXi, vCenter, and many others. ESXi is a virtualization server, which
is the most important part of vSphere. Virtual machines and virtual networks are
installed on the ESXi server. The vCenter server is a centralized management applica-
tion, which allows a user to manage ESXi remotely. Both Hyper-V and vSphere are
built to support cloud computing.

Now that you have learned the technical details of LANs, WANS, the Internet,
wireless networks, virtual networks, and how data are transmitted in these networks,
the next task is planning and configuring a network so that the computers in the same
network can communicate with each other.
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3.3 IP Addressing

It is well known that each computer on the Internet must have an IP address. A router
must have two or more IP addresses to connect two or more networks. For the com-
puters in a network to be able to communicate with each other, we need to resolve
some issues such as how to assign an IP address to a computer, how to distribute a set
of IP addresses to a group of computers, how to configure the computers in a LAN
segment so that they can exchange information within the segment, how to determine
the size of a LAN segment, and so on. In this section, we will first take a closer look at
the issues related to the IP address assignment to meet the requirements of a network
infrastructure.

3.3.1 Network Planning

Before a network can be physically built, it must be carefully planned, especially for
a large-scale network project. The following are some of the major tasks commonly
accomplished in the planning phase:

* First, we need to examine the requirements for the future network.

* Develop a logical network model, the blueprint for future network. The logi-
cal network should include specifications of the protocols, network media,
and network devices to be used in the future network.

* Draft the IP address distribution sketch.

* Outline a security policy.

* Make a plan for the physical implementation of the network.

Through the investigation of the requirements, we are able to find out what network
services should be provided by the network and what type of network to be built to
meet the requirements.

After the needs for the future network have been identified, our next task is to cre-
ate a blueprint to represent the future network. In the blueprint, we can specify the
network technology, network devices, network operating system, and network media
so that they can meet the requirements on the network’s performance, reliability, scal-
ability, and security. In the network blueprint, we can specify the model, feature, and
capacity of these devices. We decide how to use these devices to define a broadcast-
ing domain and how to restrict certain network traffic. We can also implement some
security measures through these devices.

In the blueprint, we can specify network routing protocols such as RIP or OSPF
based on the requirements for scalability and performance. Often, the network oper-
ating system that hosts the network management software can also be specified in
the blueprint. Security application software such as antivirus software and firewall
systems are also specified in the blueprint.

In the blueprint, network hosts such as personal computers and printers can also be
specified. We can decide what desktop operating system edition and mobile devices to
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be used in the future network. Also, network-based application software such as the
database client and VPN client should also be specified in the blueprint.

One of the planning tasks is to work out a user authentication and authoriza-
tion plan. We need to identify user groups and privileges to be assigned to those
groups. We also need to consider measures to prevent virus infection and block
hackers from penetrating the private network. It requires team work to create a
security policy. The team may include user representatives, network managers, and
the organization’s administrators. The issues related to data confidentiality, integ-
rity, and availability should be addressed in the security policy. For confidentiality,
the methods of authentication and encryption should be specialized in the security
policy. To protect data integrity, we need to identify the secure protocols for data
transmission and the mechanisms such as digital signature to prevent the data from
being altered by unauthorized individuals. To make the data available to qualified
users is another issue to be addressed in the security policy. We should specify
which group users can access which part of the network. We also need to consider
adding redundancy to reduce down time. Cloud computing is another choice for
improving availability.

During network planning, the project manager needs to allocate the budget, orga-
nize the development team, identify product suppliers, contact consulting companies,
and seek support from the administrators. Often, the project manager needs to bal-
ance the needs and the cost. If there is a limitation on the budget or other resources, it
is necessary to revise the blueprint to lower the cost. If the cost is a concern, the virtual
network technology and cloud-based solution should be considered. We also need to
balance the security and the needs. Often, it may take several rounds of modification
before a satisfactory result can be achieved.

After the blueprint is accepted, a project implementation plan should be drafted.
'The following tasks should be included in the implementation plan:

* A timeline should guide the network implementation process. The timeline
tells when each implementation task should be completed. It also indicates
what tasks can be done simultaneously.

* Form a network construction team and specify the job assignment for each
of the team members so that everyone in the construction team is clear about
his/her responsibilities.

+ If a wired network is to be implemented, there should be a floor plan for
wiring.

* After the network servers, switches, and routers are put into place, technical
details on the configuration of network hosts should be documented.

* Lastly, the plan should include regulations on the network testing process.

'The team project manager also needs to make sure that the members of the network
construction team have adequate knowledge to handle the job.
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3.3.2 IP Addressing Strategy

An enterprise-level network often includes a large number of computers, LAN seg-
ments, and Internet connections. The network designers need to come up with an IP
address strategy to decide how IP addresses should be assigned to the LAN segments

and network hosts. Decisions should be made based on the following options:

* Decide if to assign a public or private IP address to a network host or a subnet.

* Make decisions on how many subnets to be created and how many hosts can
be connected to a subnet.

* Choose whether to use classless IP addresses or classful IP addresses.

* Determine if to use VLANS or virtual networks.

* Work on subnet masks to design the subnets.

* Determine if to use a private or public cloud.

* Decide if to assign a host a static IP address or a dynamic IP address.

* Make a decision on the range of static IP addresses to be assigned to the serv-
ers and routers.

Many of the IP addressing—related topics will be discussed later in this chapter.

3.3.3 IP Addressing

By nature, the Internet is a combination of networks with various technologies.
Hardware addresses are not sufficient to identify the hosts on the Internet since they
are coded differently in different technologies. To be consistent, we must come up
with a unified addressing scheme, which is independent of various physical structures.
Therefore, IP addressing is a unified addressing scheme. In this section, you will find
out how an IP address is formed and how IP addresses are classified. You will also
learn about some specially defined IP addresses.

3.3.3.1 IPv4 IP Addressing In IPv4, an IP address is represented with a unique 32-bit
binary number. With 32 bits, IPv4 is able to provide 2% unique addresses. The 32
binary bits in an IP address are divided into two parts. The first part is called the pre-
fix, which is used to identify a network. The second part is called the suffix, which is
used to identify the hosts in a network.

Although the Internet consists of hundreds and thousands of networks, a few of
them are very large networks such as those networks run by ISPs. Most of the net-
works on the Internet are small networks such as those networks run by small com-
panies. For a large network, which is designed to have a large number of hosts, an
IP address should be formed with more bits in the suffix and fewer bits in the prefix.
On the other hand, for a small network, which is designed to have a small number
of hosts, an IP address should be formed by using fewer bits in the suffix section and
more bits in the prefix section.
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Class A: Prefix: 7 bits, Suffix: 24 bits
| 0| Prefix Suffix |

Class B: Prefix: 14 bits, Suffix: 16 bits
| 1| O| Prefix Suffix |

Class C: Prefix: 21 bits, Suffix: 8 bits
| 1| 1| 0| Prefix Suffix |
Bits: 0 8 16 24 31

Figure 3.17 Classes of IPv4 addresses.

To efficiently use IP addresses, the IPv4 IP addresses are categorized into differ-
ent classes for different-sized networks. The IP addresses in Class A are used by large
networks, The IP addresses in Class B are used for medium-sized networks, and the
IP addresses in Class C are used for small networks. Figure 3.17 shows how the prefix
and suffix are divided in each class. In Figure 3.17, the binary code in front of the
prefix is used to identify the class type. That is, if an IP address starts with the bit 0, it
is a Class A IP address. Similarly, if an IP address starts with the bits 10, it is a Class
B IP address, and if an IP address starts with 110, it is a Class C IP address. IPv4
also includes Class D and Class E IP addresses. The IP addresses in Class D are used
for multicasting. 'The IP addresses in Class E are reserved for future use. Since both
Class D and Class E are not widely used, they are less known by users. Since this type
of IP addressing scheme categorizes IP addresses into classes, it is called classful IP
addressing.

Class A uses the first octet as the prefix. Among the 8 bits of the first octet, the first
bit is used for class identification. Therefore, only 7 bits in the first octet is used for
network identification. Since the range of 7-bit binary numbers is from 0000000 to
1111111. This means that Class A can only identify 27 =128 networks. The rest of the
bits (24 bits) in an IP address are used to identify network hosts. Therefore, each Class
A network can have as many as 224=16,777,216 network hosts.

'The Class B uses the first two octets as the prefix. In the first two octets, there are
16 binary digits. Since a Class B IP address uses the first two binary digits as the class
identifier, this leaves 14 digits available for network identification. Therefore, Class B
can identify 2*=16,384 networks.

The Class C uses the first three octets as the prefix. In the first three octets, there
are 24 binary bits. The first three of them are used as the class identifier. This leaves
21 bits to be used to identify networks. Therefore, Class C has 2%1=2,097,152 net-
works. Table 3.7 lists the number of networks and the number of hosts that can be
identified by each of the three primary classes.

An IP address has a 32-bit binary numbers; it is difficult for humans to use. For the
convenience of humans, decimal numbers are used when configuring the IP address
of a network host. To represent an IP address with decimal numbers, the 32 binary
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Table 3.7 Number of Networks and Hosts Identified by Each Class

CLASS NUMBER OF NETWORKS NUMBER OF HOSTS
Class A 27=128 2%=16,777,216
Class B 214=16,384 216=65,536
Class C 221=2,097,152 28=256

Table 3.8 Decimal Value for Each Bit of 1 in an Octet

Octet column 7 6 5 4 3 2 1 0
Decimal value 27=128 26=64 25=32 2'=16 25=8 22=3 2!=2 20=1

bits are equally divided into four groups called octets. Each 8-bit octet is represented
by a decimal number. An IP address can be represented with four decimal numbers
such as 192.168.1.1. The decimal number for one octet is ranging from 0 to 255. The
conversion of the binary octet can be done by using Table 3.8, which shows the cor-
responding decimal value for each bit of 1 in an octet.

As an example, let us consider converting the binary octet 10110011 in an octet to
a decimal number. To do so, let us multiply the binary value with its corresponding
decimal value as follows. Then, sum the products to get the corresponding decimal
value:

1x27 +0%x2° +1x2° +1x2* +0x 23 +0x 2% +1x 2  +1x2°
=128+0+32+16+0+0+2+1
=179

The largest binary value in an octet is 1111111. By using Table 3.8, we can find that
the corresponding decimal value is 255. That is, the decimal value for an octet cannot
go beyond 255. The smallest binary value in an octet is 00000000. Based on Table 3.8,
we have the corresponding decimal value 0.

By using a decimal number to represent an octet, a 32-bit IP address can be repre-
sented by four decimal numbers separated by three dots. Table 3.9 gives some exam-
ples of IP addresses in both binary numbers and decimal numbers.

For Class A IP addresses, the first decimal number is used to identify networks.
Since seven binary digits in a Class A IP address are used to identify networks, the
range of 7-bit binary numbers is from 0000000 to 1111111, which has the range from
0 to 127 in decimal numbers.

Table 3.9 Binary and Decimal Representations of IP Addresses

32-BIT BINARY IP ADDRESS DECIMAL IP ADDRESS
00001010 00010000 00000000 00000000 10.16.0.0
10101100 00000100 10011011 00000110 172.4.155.6

11000000 10101000 00010000 00000001 192.168.16.1
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Table 3.10 Range of Decimal Values of First Number

CLASS RANGE OF VALUES IN THE FIRST NUMBER
Class A 0-127
Class B 128-191
Class C 192-223

Similarly, the first octet in Class B IP addresses has six binary digits available
for network identification. Therefore, the six digits range from 000000 to 111111 in
binary. In decimal numbers, the corresponding range is from 0 to 64. Thus, follow-
ing the decimal numbers used by Class A IP addresses, the first decimal number in a
Class B IP address has the range from 128 to 191.

In Class C, the first octet has five binary digits ranging from 00000 and 11111. In
decimal numbers, the corresponding range is from 0 to 32. Similarly, the first decimal
number in a Class C IP address has the range between 192 and 223. Table 3.10 lists
the range of decimal values used by the first number of an IP address for each class.

By looking at the first decimal number in the IP address, we can easily identify
the class the IP address belongs to. For example, we can easily tell the IP address

192.168.1.16 is a Class C IP address, and 10.4.155.0 is a Class A IP address.

3.3.3.2 Special IP Addresses In IPv4, some of the IP addresses are reserved for special
purposes. These special IP addresses are for network IDs, broadcasting, loopback IP
addresses for testing, and computer IP addresses for booting computers. These special
IP addresses should not be assigned to regular network hosts.

For a Class A IP address, the network ID is formed by setting all the digits in the
suffix to 0 and keeping the prefix unchanged. For example, for the Class A IP address
10.1.1.11, its network ID is 10.0.0.0. Similarly, network IDs for Class B and Class C
IP addresses are formed by keeping the digits in the prefix unchanged and setting the
digits in the suffix to 0. Table 3.11 illustrates the network IDs for Class A, Class B,
and Class C IP addresses.

A network ID is used by a router to identify a destination network for data delivery.
It should not be assigned to a regular network host. Although there is a nice pattern
to figure out the network ID for class A, Class B, and Class networks, in general,
network IDs of subnets do not follow the nice pattern shown in Table 3.11. Many
network IDs of subnets look like IP addresses used by network hosts. When dealing
with the network ID of a subnet, extra caution is needed for not assigning the network

Table 3.11 Network IP Addresses

CLASS [P ADDRESS NETWORK IP ADDRESS
Class A 10.2.123.101 10.0.0.0
Class B 172.168.62.201 172.168.0.0

Class C 192.168.2.6 192.168.2.0
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ID of a subnet to a regular host. Later, the subnetting of Class A, Class B, and Class
C will be introduced.

Broadcasting is a process to send a message to all the hosts in a network.
Broadcasting can be used to find a network host, which provides some services. To
broadcast to a specific network, a dedicated broadcast IP address is used. For the three
primary classes, broadcast IP addresses can be formed by keeping the digits in the
prefix unchanged and filling the suffix with the number 255. The decimal number 255
represents an octet with all its binary values as 1. If the broadcast IP address has no
specified network ID in the prefix and instead it has 255 for both the prefix and suffix,
the message is broadcasted to the local network. Table 3.12 shows how these broadcast
IP addresses are formed.

Like network IDs, broadcast IP addresses should not be assigned to a regular host.
The broadcast IP address pattern shown in Table 3.12 only applies to IP addresses
in the three primary classes. For the subnets of the primary classes, the broadcast IP
addresses may not follow the pattern shown in Table 3.12.

During a computer’s startup process, the computer uses the local broadcast IP
address 255.255.255.255 to find the network services on the local network. To com-
municate with other hosts on the network, a source IP address needs to be specified.
During the startup process, the computer does not know its own IP address yet. In
this case, the IP address 0.0.0.0 is assigned to “this” computer so that the computer
can complete its startup process. When used in a routing table, 0.0.0.0 represents
“this” network.

For testing network-based application software, it usually requires two comput-
ers; one is used as the client and the other is used as the server. However, by using a
specially assigned loopback IP address, the test can be done on a single computer. The
loopback IP address starts with the number 127. For example, the commonly used
first loopback IP address is 127.0.0.1. The loopback IP address has a reserved name
called localhost. When testing the default web page on a computer, one can enter the
URL http://localhost in the web browser. The word localhost is then translated to
127.0.0.1. The user should be able to see the computer’s default web page displayed on
screen.

A computer can be configured to receive an automatically assigned IP address from
a DHCP server. Sometimes, due to network or DHCP server problems, the com-
puter may not be able to obtain an IP address from the DHCP server. In such a
case, the computer will be automatically assigned an Automatic Private IP Addressing

Table 3.12 Broadcast IP Addresses
CLASS IP ADDRESS BROADCAST IP ADDRESS

ClassA  10.2.123.101 10.255.255.255
ClassB  172.168.62.201 172.168.255.255
ClassC  192.168.2.6 192.168.2.255

Local — 255.255.255.255
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(APIPA) IP address. APIPA includes IP addresses ranging from 169.254.0.1 to
169.254.255.254. Since APIPA IP addresses have a different network ID from the
local network, they cannot be used for data communication on the local network.
‘The APIPA IP addresses are also not recognizable on the Internet. Once the network
or DHCP server problem is fixed, the APIPA IP addresses will be automatically
replaced by the dynamic IP addresses provided by the DHCP server.

Like network ID and broadcast IP addresses, none of the special IP addresses
should be assigned to regular hosts. Also, each type of the special IP addresses is
designed to accomplish a special task. One type of special IP address cannot be used
to accomplish other tasks.

3.3.3.3 Private and Public IP Addressing 'To be able to communicate on the Internet,
the IP addresses assigned to network hosts should be publically accessible. This type
of IP address is known as the public IP address. On the other hand, many institu-
tions have their own Intranets, which are not supposed to be accessible to the public.
In such a case, some of the IP addresses are reserved for the internal network. This
type of IP address is known as the private IP address. Three blocks of IP addresses
are reserved as private IP addresses for internal use. Table 3.13 lists the three blocks
of private IP addresses.

Private IP addresses are not recognized on the Internet. Therefore, they can be used
inside a company without the company worrying about its private IP addresses con-
flicting with those of other companies. For example, in a home network, 192.168.1.0 is
the commonly used network ID. It does not conflict with the network ID 192.168.1.0
used in another student’s home network. For a computer with a private IP address on
a home network to access the Internet, the private IP address needs to be translated to
the public IP address assigned by an ISP. Network Address Translation (NAT) is the
technology to accomplish this task.

The preceding discussions are based on IPv4. IPv6 will be covered in the next
section.

3.3.3.4 IPv6 IP Addressing As mentioned previously, IPv4 is about to run out IP
addresses for network hosts on the Internet. To solve the problem, IPv6 is developed.
An IP address in IPv6 is a unique 128-bit binary number. IPv6 supports 2128 distin-
guished IP addresses, which are such a large number so that we do not need to worry
about running out of IP addresses in many generations to come.

Table 3.13 Private IP Addresses

BLOCK BLOCK RANGE NUMBER OF AVAILABLE IP ADDRESSES
Class ABlock  10.0.0.0-10.255.255.255 16,777,216
Class B Block  172.16.0.0-172.31.255.255 1,048,576

Class C Block  192.168.0.0-192.168.255.255 65,536
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Since an IP address in IPv6 has 128 binary bits, it is not convenient to represent
such a large number even with decimal numbers. Therefore, an IPv6 IP address is rep-
resented with eight hexadecimal numbers separated by the character “”. For example,

an IPv6 IP address may look like
49AB: 84FE:0000:0000:0000:0000:0000:12CB

Even represented in the hexadecimal system, an IPv6 IP address is still not conve-
nient to use. To further simplify the IPv6 IP address, the consecutive zero sets can be
compressed as follows:

43AC:84EF::12CB

In addition to providing more IP addresses, IPv6 has other desired features designed
for the Internet. The following are some of the IPv6 features:

* IPv6 has a flexible header. The header can minimize header overhead and
increase the size of payload.

* IPv6 supports hierarchical addressing and routing infrastructure, which can
reduce the traffic on backbone routers.

* IPv6 does not support broadcasting, which may make a network less efficient.
Instead, it supports the more efficient multicast, unicast, and anycast.

* For transmitting multimedia content, IPv6 can establish a high-quality path
between the sender and receiver.

* IPv6 has the built-in encryption service for data security.

An IPv6 packet has a 40-byte base header. Additional extension headers can be added
when additional protocols are used in data communication. For example, to transmit
TCP data, IPv6 simply adds a TCP header to the base header as shown in Figure
3.18. With such a flexible header structure, IPv6 simply adds one or more extension
headers to support new features once they become available.

IPv6 organizes IP addresses into a hierarchical system to enhance routing and scal-
ing. Similar to a telephone number system that starts with the country code, area
code, prefix, and line number, an IPv6 address has three levels, public topology, site
topology, and interface identifier as shown in Figure 3.19.

i tional
Base header Optlor}al Op 1or.1a Pavload
40 bytes extension | .. | extension ayloa
Y header 1 header N

Figure 3.18 Flexible IPv6 header structure.

Public topology Site topology Interface identifier
48 bits 16 bits 64 bits
Global routing prefix Subnet ID Interface ID

Figure 3.19 Three-level hierarchical system.
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* Public Topology: The leftmost 48-bit section of an IPv6 IP address is the
public topology. The public topology is assigned by ISPs to provide access to
the IPv6 Internet.

* Site Topology: The 16-bit section is the site topology. The site topology is used
to identify the subnets within an organization.

* Interface Identifier: The 64-bit section is the interface identifier, which iden-
tifies an NIC. 'The interface identifier can be either automatically assigned
based on the NIC’s hardware address or manually configured by the user.

'The three-level hierarchical system makes IP addressing more efficient and can reduce
the latency for routing lookup.

In IPv6, instead of using broadcasting, IPv6 uses three types of addresses: unicast,
multicast, and anycast.

3.3.3.4.1 Unicast IP Addresses Unicast IP addresses are used for individual net-
work hosts in a network. There are five types of unicast IP addresses, the global uni-
cast address, link-local address, site-local address, special address, and compatibility
address.

Like the public IP addresses in IPv4, the global unicast addresses in IPv6 are IPv6
Internet accessible IP addresses. For a unicast IP address, the three-level hierarchical
system can be specified as shown in Figure 3.20.

The prefix code 001 is used to indicate that the IP address is a global unicast
address. For a global unicast address, the size of the global routing prefix is 45 bits. It
has 16 bits for the subnet ID, and 64 bits for the interface identifier.

Similar to the APIPA IP addresses in IPv4, the link-local addresses in IPv6 are
structured as shown in Figure 3.21. In case a host is not assigned an IP manually or
by DHCP, a link-local address is assigned to the network host.

Similar to the private addresses in IPv4, the site-local addresses in IPv6 are used
for the Intranet and are not accessible on the Internet. The site-local addresses can also
be used in the subnets of an internal network. The structure of a site-local address is
given in Figure 3.22.

Public topology Site topology Interface identifier
45 bits 16 bits 64 bits
001 Global routing prefix Subnet ID Interface ID

Figure 3.20 Global unicast hierarchical system.

54 zero bits 64 bits

HIITITIO10 1 500000000..0000000000 Interface ID

Figure 3.21 Link-local address structure.
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54 zero bits
0000000000...0000000000

64 bits

1111111011 Interface ID

Figure 3.22 Site-local address structure.

Like the special IP addresses in IPv4, IPv6 reserves some special addresses includ-
ing the loopback address and unspecified address.

* Loopback Address: Similar to the loopback address in IPv4, the IPv6 loop-
back address looks like ::1 or 0:0:0:0:0:0:0:1.

* Unspecified Address: Similar to the IP address 0.0.0.0 in IPv4 used for “this”
computer, the IPv6 unspecified address looks like :: or 0:0:0:0:0:0:0:0.

To help the migration from IPv4 to IPv6, the compatibility addresses are compat-
ible with both IPv4 and IPv6 standards. Table 3.14 lists some types of compatibility
addresses.

With these compatibility addresses, IPv6 can work with the existing IPv4 Internet
without reconfiguration.

3.3.3.4.2 Multicast ‘The communication between a single sender and multiple
receivers is called multicast. The group of receivers can be identified by a multicast
address. Hosts can join or leave a multicast group at any time. In IPv6, the packet in
the multicast traffic use the multicast address as its destination address. The packet is
delivered to all the hosts identified by the multicast address. The structure of a multi-
cast address is shown in Figure 3.23.

The 4-bit flag field in Figure 3.23 defines the transient flag or T flag. The T flag
can be set to 0, which indicates that the multicast address is assigned by the Internet

Assigned Numbers Authority (IANA) permanently. When the T flag is set to 1, it

Table 3.14 Compatibility Addresses

ADDRESS NAME EXPRESSION USAGE

IPv4 Compatible Address  0:0:0:0:0:0:w.x.y.z Used by IPv6 or IPv4 hosts to communicate with

or the IPv4 router. w.x.y.z is the 32-bit IPv4 address.
=W.XY.Z

IPv4-Mapped Address 0:0:0:0:0:FFFF:w.x.y.z Used internally to represent IPv4 addresses to IPv6

or applications. w.x.y.z is the 32-bit IPv4 address.
=FFFF:w.x.y.z

6 to 4 Address 2002:wwxx:yyzz:[subnetld]: Allow IPv6 packets to be transmitted over an IPv4

[interfaceld] network. wwxx:yyzz is the embedded IPv4 address
in the HEX format.

ISATAP Address ::0:5EFE:w.x.y.z Used by two IPv6 or IPv4 hosts to communicate
over an IPv4 intranet. w.x.y.z is the 32-bit IPv4
address.

Teredo Address 2001:0000:[serverld]:[flag]:(UDP Used by IPv6/IPv4 hosts located behind IPv4 NAT

port number]:[public IPv4 address]

devices. All values are in the HEX format.
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4 bits 4 bits 112 bits

L1111 Flag Scope Mulitcast group address

Figure 3.23 Multicast addresses structure.

Table 3.15 Scope Definitions

SCOPE VALUE DEFINITION

1 Node-local scope

2 Link-local scope

5 Site-local scope

8 Organization-local scope
14 Global scope

indicates that the multicast address is assigned temporarily by the IANA. The 4-bit
scope field defines the scope that a multicast address can cover. The commonly defined
scope values are defined in Table 3.15.

There are several special multicast group addresses. For example, the multicast group
address FF02:0:0:0:0:0:1 is the multicast address for “all hosts” in the link-local scope
and FF05:0:0:0:0:0:2 is the multicast address for “all routers” in the site-local scope.

3.3.3.4.3 Anycast 'The communication between any sender and one of the receivers
in a group of hosts is called anycast. Anycast is used in a situation where each of the
hosts in the group can handle the job equally well and the sender has no preference
on which host to handle the task. In anycast, the sender selects the host that is the
easiest to reach.

As the destination address in a packet, the anycast address is often assigned to a
router, which serves as the gateway of a group. The anycast address is chosen from the
unicast address pool. When a unicast address is assigned to a group of devices, the
anycast address is created automatically.

3.3.4 Subnets

'The process of dividing a network into several smaller networks is called subnetting.
In a subnetting process, a physical network can be logically divided into logical units
called subnets. Within a subnet, all the hosts have the same network ID and they can
directly communicate with each other. The local broadcasting is limited to the subnet.
There are several reasons for us to divide a network into subnets.

3.3.4.1 Reasons for Using Subnets As previously mentioned, a network in Class A can
have as many as 16,777,216 hosts, a Class B network can have as many as 65,536 hosts,
and a Class C network can have as many as 256 hosts. In practice, the size of a net-
work may vary depending on its required size. For example, a network has 5500 hosts,
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which is larger than the size of a Class C network and is much less than the size of
a Class B network. In such a case, if the company uses a Class B network, there will
be about 60,000 IP addresses unused. Therefore, subnets are often used to reduce the
number of unused IP addresses.

In addition to reducing unused IP addresses, there are more reasons to use subnets.
Subnets can also be used to improve network performance. The chances of collisions
can be increased dramatically when a network has a large number of hosts. The use
of subnets can restrict the network traffic in each subnet, which can prevent a packet
from running into the packets in other subnets. Broadcasting is a process of send-
ing packets to every host in a network. A broadcasting process will generate a large
amount of network traffic, especially when a network has a large number of hosts. As
subnetting reduces the number of hosts in a subnet, the broadcasting caused network
traffic can be reduced significantly.

Another usage of subnets is to strengthen the network security control. As subnet-
ting divides a network into several smaller subnets, if a security problem happens in
one subnet, it can be limited to the local subnet. In such a way, only the hosts in the
local subnet will be affected by the security problem.

The router that connects two subnets can also be configured to control network
traffic. The router can be configured to block certain protocols or certain hosts from
accessing certain networks. In such a way, subnets can be used to protect a group of
hosts from being hacked.

A subnet can be further divided into several smaller subnets. Such a hierarchical
structure can be used by large organizations to match their organization’s infrastruc-
ture. A large company may be structured with the multiple sites, buildings, depart-
ments, and offices. The company’s network can be designed according to the company’s
physical and geological structures. In such a case, a hierarchical subnet structure can
be used to implement the network structure at the site, building, department, and
office levels.

By using subnets, a set of computers on the network at home can share one public
IP address to access the Internet. By sharing the public IP address, the home comput-
ers do not have to pay the ISP for multiple public IP addresses.

Subnetting requires some calculation on the subnet IP address, subnet ID, and the
size of the subnet. During the subnetting process, the size of the prefix and suffix in
the IP address will be recalculated. It also needs to reconfigure the networks so that
the routers are able to recognize the new subnets. The following are some of the topics
related to subnet calculation. Let us start with subnet masks, which are used in the
calculation of subnets.

3.3.4.2 Subnet Masks A subnet mask is a string of 32-bit binary code used to deter-
mine the prefix and suffix in an IP address. Table 3.16 shows examples of binary and
decimal subnet masks.
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Table 3.16 Examples of Subnet Masks

BINARY SUBNET MASK DECIMAL SUBNET MASK
11111111 00000000 00000000 00000000 255.0.0.0

11111111 11111111 00000000 00000000 255.255.0.0
11111111 11111111 11111111 00000000 255.255.255.0
11111111 11111111 11110000 00000000 255.255.240.0
11111111 11111111 11111111 11111000 255.255.255.248

Table 3.17 Invalid Subnet Masks

BINARY DECIMAL
11111111 00000001 00000101 00000000 255.1.5.0
11111111 11111110 11110000 00000000 255.254.240.0
10000000 00000111 11111111 00000000 128.7.255.0
11111111 11111111 11111111 11100010 255.255.255.226

Table 3.18 Subnet Masks for Primary Classes

CLASS BINARY SUBNET MASK DECIMAL SUBNET MASK
ClassA 11111111 00000000 00000000 00000000 255.0.0.0

ClassB 11111111 11111111 00000000 00000000 255.255.0.0
ClassC  111111111111111111111111 00000000 255.255.255.0

The leftmost bits in a subnet mask must be a sequence of consecutive 1s, which are
used to define the prefix section of an IP address. The rightmost bits must be consecu-
tive Os, which are used to define the suffix of an IP address. Table 3.17 gives a few
examples of invalid subnet masks.

As mentioned earlier that the consecutive 1s in a subnet mask are used to define
the prefix section, the subnet masks for the primary Class A, Class B, and Class C
are defined in Table 3.18. Since Class A uses the first octet as the prefix, the subnet
mask for Class A sets all the bits of the first octet to 1 and sets the rest of the bits to
0 to form the suffix section. Similarly, the subnet mask for Class B sets all the bits in
the first two octets to 1, and the subnet mask for Class C sets all the bits in first three
octets to 1.

For other subnets of the primary class networks, the subnet masks have no nice
pattern as shown in Table 3.18. It often requires the user to manually calculate the
subnet mask so that the prefix section and the suffix section are properly defined. The
number of bits in the suffix section decides the maximum numbers of hosts in a sub-
net. For example, to support a subnet that is able to host 1700 computers and other
network devices, the suffix needs to have 11 bits so that it can have 2!'=2048 hosts
in the subnet. This means that the subnet mask has eleven Os in the suffix section as
shown in Table 3.19.

Subnet masks can be used to identify network IDs through the AND operation on
binary numbers. Table 3.20 illustrates how the AND operation is performed.
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Table 3.19 Subnet Mask for Subnet with Maximum of 2048 Hosts

BINARY DECIMAL
11111111 11111111 11111000 00000000 255.255.248.0

Table 3.20 AND Operation

BIT1 BIT 2 AND OUTPUT
0 0 0
0 1 0
1 0 0
1 1 1

Table 3.21 Extracting Network ID with Subnet Mask and AND Operation

BINARY DECIMAL
IP Address 11000000 10101000 00000010 00001010  192.168.2.10
Subnet Mask 11111111 11111111 11111111 00000000  255.255.255.0
AND Result 11000000 10101000 00000010 00000000  192.168.2.0

That is, 0 AND 0=0,0 AND 1=0,1 AND 0=0, or 1 AND 1=1. With the AND
operation, one can extract the network ID out of an IP address.

'The following is an example that is used to show how to get the network ID from
a given IP address by using the subnet mask. Suppose that the Class C IP address is
192.168.2.10 and the subnet mask is 255.255.255.0. The result of the AND operation
is given in Table 3.21.

As expected, the result of the AND operation is 192.168.2.0, which is the network
ID for the IP address 192.168.2.10. From Table 3.21, we can see that, if any binary bit
is ANDed with a 1 bit, the result will be the original bit unchanged. Any bits ANDed
with 0-bit digits will be changed to 0. This is how the network ID is extracted from
an IP address.

3.3.4.3 Network Subnetting To subnet a network in Class A, Class B, or Class C, one
needs to turn some of the 0-bit digits in a subnet mask into 1-bit digits. By doing so,
the number of 0-bit digits is reduced so that there will be fewer hosts in each subnet.
Also, as the number of 1-bit digits is increased in the subnet mask, there will be more
subnets to be created. The following are some of the examples to demonstrate the
subnetting process.

Example 3.1

Suppose that you have a Class B network with the network ID 172.10.0.0. You want
to divide this Class B network into eight possible subnets. The subnetting process is
summarized in Table 3.22.
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Table 3.22 Subnetting Class B Network

BINARY DECIMAL

Original Network ID 10101100 00001010 00000000 00000000  172.10.0.0
Original Subnet Mask 11111111 11111111 00000000 00000000  255.255.0.0
New Subnet Mask 11111111 11111111 11100000 00000000 255.255.224.0
New Subnet IDs 10101100 00001010 00000000 00000000  172.10.0.0
10101100 00001010 00100000 00000000  172.10.32.0
10101100 00001010 01000000 00000000  172.10.64.0
10101100 00001010 01100000 00000000  172.10.96.0
10101100 00001010 10000000 00000000  172.10.128.0
10101100 00001010 10100000 00000000  172.10.160.0
10101100 00001010 11000000 00000000  172.10.192.0
10101100 00001010 11100000 00000000  172.10.224.0

As shown in Table 3.22, to divide a Class B network into eight possible subnets,
we need to turn the first three leftmost zeros in the suffix to three ones. The reason
to turn the three 0-bit digits to 1-bit digits is that 8 =23. The exponential value is the
number of bits that should be altered.

Notice that there will be eight possible subnets. The word possible means that
we may not have all 8 subnets. In the classful IPv4 IP address system, the first
subnet ID 172.10.0.0 and the last subnet ID 172.10.224.0 are reserved to avoid the
conflict with the original network ID and broadcast IP address. These two subnet
IDs should not be assigned to any of the subnets. In such a case, only six subnets are
actually available. Therefore, the formula

22-2

is often used to calculate the number of subnets; here n is the number of 0-bit digits,
which are changed to 1-bit digits. Since n=3 in our example, then 23 — 2 =6 subnets
are actually formed for the classful IPv4 network.

The formula 2» — 2 is also used to calculate the number of hosts in each subnet.
The number n is the number of zeros in the new subnet mask. In our example, the
new subnet mask has 13 zeros. Therefore, the number of hosts in each subnet is

213 -2=8190

Example 3.2

For a given IP address 192.168.2.130 and the subnet mask 255.255.255.224, deter-
mine the network ID and broadcast IP address for the subnet that contains the
given IP address. Also, find how many subnets and how many hosts in each subnet
can be specified by the subnet mask 255.255.255.224.

Since the IP address 192.168.2.130 starts with the decimal number 192, this IP
address belongs to Class C. The subnet mask for the primary Class C network has
all the Os in the fourth octet. Therefore, some of the 0-bit digits in the fourth octet
of the subnet mask should be changed to 1-bit digits. ‘The subnetting process is sum-
marized in Table 3.23.
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Table 3.23 Subnet Identified by the Fourth Octet

BINARY DECIMAL

IP Address 11000000 10101000 00000010 10000010  192.168.2.130
Subnet Mask 11111111 11111111 11111111 11100000  255.255.255.224
Subnet ID 11000000 10101000 00000010 10000000  192.168.2.128
Broadcast 11000000 10101000 00000010 10011111 192.168.2.159

From the subnet mask, we can see that the rightmost 5 bits are 0-bit digits; this
means that the number of hosts in each subnet is

2°-2=30

Compared with the standard Class C subnet mask, the given subnet mask has
three 1-bit digits in the last octet, the number of subnets can be calculated with the
following formula:

2-2=6

To calculate the subnet ID for the subnet that contains the given IP address
192.168.2.130, one can AND the IP address with the subnet mask. The result of
the IP address ANDing the subnet mask is

11000000 10101000 00000010 10000010
AND 11111111 11111111 11111111 11100000

11000000 10101000 00000010 10000000

When representing the AND result in decimal, the ID of the subnet that contains
the IP address 192.168.1.131 is 192.168.1.128.

Broadcasting uses the IP address whose bits in the suffix are all 1-bit digits. Since
the rightmost 5 bits belong to the suffix, we then have the following broadcast IP
address in binary:

11000000 10101000 00000010 10011111

The corresponding decimal broadcast IP address is 192.168.1.159.

Note that the subnet ID 192.168.2.128 does not have the nice pattern shown in
Table 3.20, where a network ID has all its digits corresponding to the suffix set to
zero. Similarly, the broadcast IP address 192.168.1.159 does not necessarily have all
the bits corresponding to the suffix set to 1-bit digits or 255 in decimal.

Example 3.3

For a given IP address 172.16.9.170 and the subnet mask 255.255.252.0, determine
the network ID and broadcast IP address for the subnet that contains the given IP
address. Also, find how many subnets and how many hosts in each subnet can be
specified by the subnet mask 255.255.252.0.

Since the IP address 172.16.9.170 starts with the decimal number 172, it belongs
to Class B. The subnet mask for the primary Class B network has all the Os in the
third and fourth octets. Therefore, some of the 0-bit digits in the third octet of the
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Table 3.24 Subnet Identified by Third Octet

BINARY DECIMAL

IP Address 10101100 00010000 00001001 10101010  172.16.9.170
Subnet Mask 11111111 11111111 11111100 00000000  255.255.252.0
Subnet ID 10101100 00010000 00001000 00000000  172.16.8.0
Broadcast 10101100 00010000 00001011 11111111 172.16.11.255

subnet mask should be changed to 1-bit digits. The subnetting process is summa-
rized in Table 3.24.

From the subnet mask, we can see that the rightmost 10 bits are 0-bit digits; this
means that the number of hosts in each subnet is

210-2=1022

Compared with the standard Class B subnet mask, there are six 0-bit digits in the
third octet that are turned into 1-bit digits; the number of subnets can be calculated
with the following formula:

26-2=62

To calculate the subnet ID for the subnet that contains the given IP address
172.16.9.170, you may need to AND the IP address with the subnet mask just like
what you did in the previous example. The result of the IP address ANDing the

subnet mask is as follows:
10101100 00010000 00001001 10101010
AND 11111111 11111111 11111100 00000000

10101100 00010000 00001000 00000000

Converting the preceding result to a decimal number, we have 172.16.8.0 as the ID
of the subnet that contains the IP address 172.16.9.170.

To obtain the broadcast IP address, we need to change all the bits in the suffix of
the given IP address to 1-bit digits. Since the rightmost 10 bits belong to the suffix,
we then have the following broadcast IP address in binary:

10101100 00010000 00001011 11111111
The corresponding decimal broadcast IP address is 172.16.11.255.

Example 3.4

For a given IP address 10.33.1.11 and the subnet mask 255.224.0.0, determine the
network ID and broadcast IP address for the subnet that contains the given IP
address. Also, find how many subnets and how many hosts in each subnet can be
specified by the subnet mask 255.224.0.0. Since the IP address 10.33.1.11 starts
with the decimal number 10, it belongs to Class A. The subnetting process will cre-
ate several subnets under a standard Class A network. Therefore, some of the 0-bit
digits in the second octet of the standard Class A subnet mask will be changed to
1-bit digits. The subnetting process is summarized in Table 3.25.
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Table 3.25 Subnet Identified by Second Octet

BINARY DECIMAL

IP Address 00001010 00100011 00000011 00001010  10.35.3.10
Subnet Mask 11111111 11100000 00000000 00000000  255.224.0.0
Subnet ID 00001010 00100000 00000000 00000000  10.32.0.0
Broadcasting 00001010 00111111 11111111 11111111 10.63.255.255

From the subnet mask, we can see that the rightmost 21 bits are 0-bit digits; this
means that the number of hosts in each subnet is as follows:

221 —2=2097150

Compared with the standard Class A subnet mask, there are three 1-bit digits in the
second octet; the number of subnets can be calculated with the following formula:

2-2=6

To calculate the subnet ID for the subnet that contains the given IP address
10.35.3.10, you may need to AND the IP address with the subnet mask just like
what you did in the previous examples. The result of the IP address ANDing the

subnet mask is as follows:
00001010 00100011 00000011 00001010
AND 11111111 11100000 00000000 00000000

00001010 00100000 00000000 00000000

Converting the preceding result to a decimal number, we have 10.32.0.0 as the ID
of the subnet that contains the IP address 10.35.3.10.

To obtain the broadcast IP address, we need to change all the bits in the suffix of
the given IP address to 1-bit digits. Since the rightmost 21 bits belong to the suffix,
we then have the following broadcast IP address in binary:

00001010 00111111 11111111 11111111
'The corresponding decimal broadcast IP address is 10.63.255.255.

Example 3.5

Create a subnet under a standard Class B network so that the subnet is large enough
to include both the IP addresses 172.21.24.17 and 172.21.31.224.

Since the IP address 172.21.21.17 starts with the decimal number 172, it belongs to
Class B. To create subnets under a primary Class B network, some of the 0-bit digits
in the third octet of the Class B subnet mask should be converted to 1-bit digits. On
the other hand, the third octet should have enough 0-bit digits so that the IP addresses
172.21.24.17 and 172.21.31.224 are included in the same subnet. The difference
between 31 and 24 is 7. We need to determine the number of 0-bit digits in the third
octet to cover the difference in the third octet of the two IP addresses 172.21.24.17
and 172.21.31.224. Since 23=8 > 7, in the subnet mask, we need to assign three 0-bit
digits to the third octet. The subnetting process is summarized in Table 3.26.
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Table 3.26  Subnet Including Both 172.21.24.17 and 172.21.31.224

BINARY DECIMAL

IP Address 10101100 00010101 00011000 00010001  172.21.24.17
IP Address 10101100 00010101 00011111 11100000  172.21.31.224
Subnet Mask 11111111 11111111 11111000 00000000  255.255.248.0
Subnet ID 10101100 00010101 00011000 00000000  172.21.24.0

When ANDing both the IP addresses
10101100 00010101 00011000 00010001
10101100 00010101 00011111 11100000
with the subnet mask
11111111 11111111 11111000 00000000
we have the same subnet ID:
10101100 00010101 00011000 00000000

'This means that both the IP addresses 172.21.24.17 and 172.21.31.224 belong to
the same subnet with the network ID 172.21.24.0.

Example 3.6

If you want to create a subnet that includes the IP address 192.21.9.33 with the sub-
net mask 255.255.255.224, what is the range of IP addresses in the subnet?
Converting the IP address 192.21.9.33 to the binary format, we have

11000000 00010101 00001001 00100001
'The binary representation of the subnet mask 255.255.255.224 is
11111111 11111111 11111111 11100000
AND the IP address with the subnet mask, we have
11000000 00010101 00001001 00100001
AND 11111111 11111111 11111111 11100000

11000000 00010101 00001001 00100000
Thus the subnet ID is
11000000 00010101 00001001 00100000

The subnet ID is the first IP address included in the subnet. The decimal representa-
tion of the subnet ID is 192.21.9.32. The fact that there are five 0-bit digits in the
fourth octet of the subnet mask indicates that there are 25=32 values in the third
octet that can be used for hosts. Starting with the number 32, count 32 times, we
have the last number as 63. Thus, the range for the fourth octet is from 32 to 63. In a
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subnet, the first IP address is the network ID and the last IP address is the broadcast
IP address. In our example, the binary form of the broadcast IP address is

11000000 00010101 00001001 00111111

The corresponding decimal broadcast IP address is 192.21.9.63. Therefore, the sub-
net has IP addresses ranging from 192.21.9.32 to 192.21.9.63.

3.3.4.4 Classless Inter-Domain Routing Classless Inter-Domain Routing (CIDR) is
another way to allocate IP addresses for a subnet with a more flexible prefix section.
The traditional Class A, Class B, and Class C use the fixed 8-bit, 16-bit, and 24-bit
prefixes. As a flexible alternative, CIDR uses prefixes anywhere from 0 bit to 32 bits.
That is, CIDR can define networks that may have 0-2%2 hosts. By doing so, the num-
ber of hosts in a network can precisely match the need of an organization.

CIDR defines a network with the combination of an IP address and a network
mask as follows:

xxx.xxx.xxx.xx%x/N

The xxx.xxx.xxx.xxx is an IP address and N is the number of bits used by the prefix.
For example, 10.0.0.1/24 and 192.168.2.31/28 define two networks. The first network
uses a 24-bit prefix and the second one uses a 28-bit prefix. This means that the suffix
in the first network has 8 bits. Therefore, the first network can have 28=256 possible
hosts. Similarly, the second network may have 24=16 possible hosts. For an IP address,
if all its bits corresponding to the suffix section are turned to 0, we have the network
ID. For example, the IP address 10.0.0.1/24 has the 8-bit suffix. Therefore, by turning
the value in the fourth octet to zero, we have the network ID 10.0.0.0. Similarly, if
all the bits corresponding to the suffix section are turned to 1, we have the broadcast
address. For example, for the IP address 10.0.0.1/24, by turning the value in the fourth
octet to 255, which is 11111111 in binary, we have the broadcast address 10.0.0.255.
'The network mask N is closely related to the subnet mask. For example, for the IP
address 192.168.2.0 with the subnet mask 255.255.255.0 and its binary equivalent

11111111 11111111 11111111 00000000
which has 24 1-bit digits, the corresponding CIDR notation is 192.168.2.0/24.

Conversely, one can easily find the subnet mask for a given CIDR notation. For exam-
ple, for the given CIDR notation 172.5.10.17/19, the corresponding subnet mask is
255.255.224.0 with its binary equivalent

11111111 11111111 11100000 00000000

'The number of 1-bit digits in the prefix is exactly 19.

CIDR is flexible and efficient. Therefore, network devices such as routers are built
to support CIDR notations. CIDR addressing allows route aggregation, which orga-
nizes a routing table in a hierarchical way. By doing so, the routing table can be sim-
plified by summarizing the routes across the Internet.
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Activity 3.1: Implementing Simple Network

In this activity, you will connect two virtual machines in the virtual network. If you
have a free trial or academic pass account on Microsoft Azure, you can make two vir-
tual machines on the same virtual network to communicate with each other.

To use a server to host DNS or Active Directory, the server needs to be configured
to have a fixed IP address. The task to retain the IP address assigned to your server can
be accomplished with Microsoft Azure PowerShell:

1. Log on to the Microsoft Azure Management Portal with your user name and
password.

. Select your virtual machine servera and click CONNECT.

. Log on to servera with your username and password.

. Press the Windows logo key and click the Internet Explorer tile.

. To start the Microsoft Web Platform Installer, browse to the following website
(Microsoft/Web, Microsoft Web Platform Installer 5.0, May, 2015): http://

www.microsoft.com/web/downloads/platform.aspx

A~ W N

o)

. When prompted, click Save and then click Run.

7. After the Microsoft Azure PowerShell page is opened as shown in the
Figure 3.24, click the Install button.

8. Once Microsoft Azure PowerShell is installed, to view Microsoft Azure

PowerShell, press the Windows logo key and type Power. You should be able

to see the Microsoft Azure PowerShell tile. Right click the tile and select Run

as administrator to open Azure PowerShell as shown in Figure 3.25.

o Web Platform Installer 5.0 I;]E-
o Microsoft Azure PowerShell
The Microsoft Azure PowerShell provides developers and IT/Pros with Windows PowerShell cmdlets for building,
deploying and managing Microsoft Azure services.
- More information

Publisher; Microsoft Corporation
Version: 0.8.7
Release date: Monday, August 18, 2014

1 ltemsto be installed Options Install | | Exit

Figure 3.24 Installation of Azure PowerShell.
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(7] Administrator: Microsoft Azure PowerShell

ndows PowerShe
opyright (C) 2013 Microsoft Corporation. All rights reserved.

For a list of all Azure cmdlets type 'help azure'.

For a Tist of Windows Azure Pack cmdlets type 'Get-Command *wapack®'.
For Node.js_cmdlets type 'help node-dev’.

For PHP cmdlets type 'help php-dev’.

For Python cmdlets type 'help python-dev'.

PS C:\> _

Bl |2 a

Figure 3.25 Microsoft Azure PowerShell.

9. To make your account information available in Azure PowerShell, run the

10.

11.

12.

13.

14.

15.

tollowing cmdlet.
Add-AzureAccount

When prompted, enter the email address and password used to log into the
Microsoft Azure Management Portal.

To retain the IP address for your virtual machine servera, execute the follow-
ing cmdlet.

Get-AzureVM -ServiceName servera78 -Name servera | Set-
AzureStaticVNetIP -IPAddress 10.0.0.4 | Update-AzureVM

Note that the aforementioned cmdlet should be entered as a single line in
Azure PowerShell. Also, your cloud service name may be different from the
one entered in this cmdlet.

Similarly, log on to serverb, turn off IE Enhanced Security Configuration,
open the web browser, and configure the Internet option to enable file download.
In the web browser, enter the following URL (Microsoft/Web, Microsoft
Web Platform Installer 5.0, May, 2015). http://www.microsoft.com/web/
downloads/platform.aspx

Save and Run the Microsoft Web Platform Installer to install Microsoft
Azure PowerShell on serverb.

Click the Starticon on Taskbar and type Power. Right click the tile Microsoft
Azure PowerShell and select Run as administrator.
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16. After Azure PowerShell is opened, enter the cmdlet:
Add-AzureAccount

17. When prompted, enter the email address and password used to log into the
Microsoft Azure Management Portal.

18. To retain the IP address for your virtual machine serverb, execute the follow-
ing cmdlet.

Get-AzureVM -ServiceName serverb78 -Name serverb | Set-
AzureStaticVNetIP -IPAddress 10.0.0.5 | Update-AzureVM

19. Note that the aforementioned cmdlet should be entered as a single line in
Azure PowerShell. Also, your cloud service name may be different from the
one entered in this cmdlet.

20. To verify the connection between servera and serverb, on servera, press the
Windows logo key + r combination. Enter emd and click OK to open the
Command window. Once the command prompt window is opened, enter
the command:

ipconfig
21. Record the IP address for the Ethernet 2 adapter and the IP address for the

gateway as shown in Figure 3.26. For example, on this screen, you should
record the IPv4 address 10.0.0.4 and the gateway IP address 10.0.0.1.

G Administrator: Command Prompt I;IE-

:\Users\student>ipconfig

Jindows IP Configuration

[Ethernet adapter Ethernet 2:

Connection—specific DNS Suffix :

Link-local IPv6 Address . . . . . : fe8@::a188:7a72:484bh:f1e3x13
IPv4 Address : 198.0.8.4

Subnet Mask . . . . . . . . . . . = 255.224.9.0

Default Gateway H

unnel adapter Teredo Tunneling Pseudo-Interface:

Media State . : Media disconnected
Connection—specific DNS Suffix H

unnel adapter isatap.{7?C6E24AB-E1DE-4BBF-874A-EFBS8DEE?56CE>:

Media State : Media disconnected
Connection—specific DNS Suffix

:\Users\student>_

Figure 3.26 IP address of servera.
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o Administrator: Command Prompt |;|E-

unnel adapter isatap.serverbhl.dl.internal.cloudapp.net:

Media State . . * Media disconnected
Connection— upe01f1c DNS Suffix . : serverhl.dl.internal.cloudapp.net

>:\Users\student .MYLAB>ipconfig

Jindows IP Configuration

[Ethernet adapter Ethernet 2:

Connection—specific DNS Suffix
Link-local IPvu6 Address . . . . : feB8B::98f8:ef59:8%ef :healz13
IPu4 Address. 5 a & 10.0.0.5

Subnet Mas o e w e

Default Gateuay & & 5

L. . :955.0.9.8
Ll :10.6.9.1

unnel adapter isatap.{?B14DE?75-0859B-4B88-BC3A-2F3BCB6DC1662>:

Media State . . . * Media disconnected
Connectlon—aperlflc DNS Suffix

:\Users\student .MYLAB>

Figure 3.27 [P address of serverb.

22. Similarly, on serverb, record the IP address for the Ethernet 2 adapter and
the IP address for the gateway as shown in Figure 3.27. For example, on
this screen, you should record the IPv4 address 10.0.0.5 and the gateway IP
address 10.0.0.1.

On servera, enter the ping command to contact your serverb as shown in
Figure 3.28. If the ping command gets response from serverb, the communi-
cation between servera and serverb is established.

ping 10.0.0.5

(o | Administrator: Command Prompt

oft 6.3.960
(c) 2013 M1crosoFt Corporatxon All rights reserved.
C:\Users\student>ping 10.0.0.5

Pin?ln 10.0.0.5 with 32 bytes of data:
y ?r bl .0.5: bytes=32 time=5ms
i .0.5: bytes=32 time<{lms
1 .8.5: bytes=32 timellms
Reply from 10.0.0.5: bytes=32 time=1ms

Ping statistics for 10.0.0.5:
Packets: Sent = 4, Received = Lost = @ (0% loss),

e
i
Ll ol o
nwiainn

Approximate round tr1p tlmes in mllix seconds:
Minimum = @ms, Maximum = Sms, Average = 1ims

C:\Users\student>_

Figure 3.28 Verifying connection between servera and serverb.
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So far, you have created a simple network with two virtual machines. In later
chapters, more hosts will be added to the network. You will create some net-
work services on this network. Make sure that the network is working prop-
erly before you move on to the next project.

23. In the Microsoft Azure Management Portal, shutdown both servera and
serverb before exiting the Microsoft Azure Management Portal.

3.4 Summary

In this chapter, we have examined the network technology and IP addressing. The
knowledge covered in this chapter prepares network developers to get ready to build a
simple network. This chapter provides the information about various types of networks
and explains how each type of network works. It describes various types of network
media such as twisted wire, optical fiber, radio wave, and infrared. The chapter shows
that a successful network relies on a good network development plan and design. To
implement data communication on a network, network developers should come up
with a network addressing plan so that each host can be properly assigned a unique
address. The chapter discusses both IPv4 and IPv6 addressing schemes.

To be able to use network resources more efficiently, the method of subnetting is
introduced.

'This chapter explains how to do subnetting. Through several examples, this chapter
demonstrates how to calculate a subnet mask, network ID, broadcast address, and the
size of a subnet. Through the hands-on practice provided in this chapter, a simple net-
work can be created in the cloud environment or in the virtual environment on a local
computer. Our next task is to develop some network services. In the next chapter, you
will learn how to create some network services.

Review Questions

1. Describe the most popular LAN technology.
2. Describe the Ethernet frame.
3. What are the two key technologies that make communication on the Internet
possible?
4. Describe three types of commonly used wireless technologies.
5. What is the virtual network?
6. Why do we need modulation?
7. What is prefix and what is a suffix?
8. How many networks can be specified by each of the primary classes?
9. How many hosts can be specified in each of the primary classes?
10. For a given binary number 10010101, find its corresponding decimal value.
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11. For a given binary IP address 10001011 00101101 10001010 01001010, what
is the corresponding decimal IP address?

12. What are the network IDs for the IP addresses 10.3.55.120, 172.16.48.110,
and 192.168.1.31?

13. Whatare the dedicated broadcast IP addresses for the IP addresses 10.3.55.120,
172.16.48.110, and 192.168.1.31?

14. What are the subnet masks for the three primary classes?

15. For the IP address 192.168.1.34 and the subnet mask 255.255.255.252,
determine the network ID and broadcast IP address for the subnet that con-
tains the given IP address. Also, find how many subnets and how many hosts
in each subnet can be specified by the subnet mask 255.255.255.252.

16. For the IP address 172.6.24.60 and the subnet mask 255.255.248.0, deter-
mine the network ID and broadcast IP address for the subnet that contains
the given IP address. Also, find how many subnets and how many hosts in
each subnet can be specified by the subnet mask 255.255.248.0.

17. For the IP address 10.3.54.11 and the subnet mask 255.224.0.0, determine the
network ID and broadcast IP address for the subnet that contains the given IP
address. Also, find how many subnets and how many hosts in each subnet can
be specified by the subnet mask 255.224.0.0.

18. Create a subnet under a standard Class B network so that the subnet is large
enough to include both the IP addresses 129.8.138.16 and 129.8.129.12. What
is the ID for the subnet that includes these two IP addresses?

19. For the IP address 192.168.225.54 and subnet mask 255.255.255.240, what is
the equivalent CIDR expression?

20. For the CIDR expression 129.20.3.11/19, find the equivalent subnet mask.
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NETWORK DIRECTORY SERVICES

Objectives

* Understand directory services.

* Examine the functions of directory services.
* Install and configure Active Directory.

* Manage Active Directory.

4.1 Introduction

A large organization’s network may have thousands of network hosts, many differ-
ent types of software, and a large number of users. The management of these net-
work hosts, software, and users can be a tedious task. Directory services centralize
the administration of network hosts, software, and users. Centralized services elimi-
nate the visits to each individual computer by a network administrator. On a server
installed with directory services, the network administrator can perform the following
the tasks:

* Implement an authentication and authorization strategy for sharing network
resources.

* Grant or remove permissions for remotely accessing certain network resources.

* Group users and computers so that different security policies can be applied
to them.

* Store information about network resources such as users, computers, network
devices, and application specific data.

By integrating user authentication, a directory service is able to identify a user with
the user name and password combination anywhere on a local network. The directory
service allows the users to log on to any computer in the organization’s network and
still keep their personal data secure. The directory service can be critical for managing
any medium-sized or large organization. It is necessary for a network administrator
to understand how the directory service work and have the hands-on skills to man-
age the directory service. In this chapter, we will take a closer look at this important
network service. The directory service is supported by many server operating systems.
In particular, Active Directory Domain Services (AD DS) or simply Active Directory
(AD) is the directory service provided by the Windows operating system.
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4.2 Active Directory Logical Structure

Active Directory serves as a distributed database to store information about network
users, computers, shared directories, and other network services. Like a database that
can be represented by a logical model, Active Directory can be represented by a logi-
cal model called Active Directory Logical Structure. The logical structure provides
a number of benefits for deploying, managing, and securing network services and
resources. It provides the overview of an Active Directory service. It shows how the
users, computers, and other network resources are distributed. It can be used to dis-
play the structure of the Active directory service. The logical structure reveals the rela-
tionships among the components in Active Directory. It can also be used to facilitate
the implementation of other network services such as Domain Name Service (DNS)
and email service.

If a user needs to access a network service or a resource, the authentication infor-
mation will be forwarded to a server called domain controller or an Active Directory
server, which contains valid user information. If the authentication information is
matched, the user will be permitted to access the service in the network. The domain
controller also provides information about the network service. When a computer
requests to join the network, it will check with the domain controller. If the request is
permitted, the computer will become a member of the network. If not, the computer
is an independent computer and will not see the services provided by the network
(Figure 4.1).

Like a database, which consists of entities and each entity is characterized by its
attributes, the logical structure of Active Directory also consists of objects and each
object is characterized by its attributes. In Active Directory, a schema is used to define
an object and its attributes. The schema can be used to create attributes to extend the
existing object. It can also be used to create new objects.

There are two types of objects, the leaf object and container object. The leaf object
has no child object. The container object contains other objects. In Active Directory,

User object User object User object
Computer Computer Computer
object ob)ect ob]ect

Computer
& object

User obJect

Network

4 -
resource Domain controller

Figure 4.1 Network with centralized control.
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the user object is an example of the leaf object. The commonly known container objects
are forest, domain, organizational unit (OU), and so on. Briefly, the commonly used
objects are described in the following. The leaf objects—user object, computer object,
contact object, and group object—will be introduced. Then, we will discuss the con-
tainer objects such as the OU, domain, tree, and forest.

User object: A user object stores information about users. Each instance of the user
object represents an individual user account. The attributes of the user object are the
user name, password, and so on. In Active Directory, there are two types of built-in
user accounts, administrator and guest accounts.

Computer object: A computer object stores information about computers. Each
instance of the computer object is an individual computer account.

Contact object: A contact object stores contact information about an organization’s
contractors, suppliers, and other people who have connection with the organization.
'The people listed in the contact object have no permission to access the organization’s
network.

Group object: A group object stores a group of user accounts, computer accounts,
and information about other groups. There are two types of groups, the security group
and the distribution group. With different levels of restrictions, security groups are
configured for accessing network resources. Distribution groups are used for data
communication.

Organizational unit object: An OU is a container object that can be used to group
objects. As a container object, an OU object contains leaf objects, such as users, com-
puters, and network devices. It may also contain information about other OU proj-
ects. In a hierarchical structure, an OU object is the lowest level container object.
By including leaf objects in the OU object, the OU object can be used to support
business activities. For example, according to the group policy, the user objects in the
OU object can have a specially designed desktop. By using the OU, a group of users
can also be granted permission to access a server specially configured for this group of
users. The OU can also be used to include a group of users whose passwords should be
changed in a predefined time period such as every 6 months.

Domain object: A domain object is a container project that may contain leaf
objects and OU objects. The leaf objects in a domain are not included in OUs. In
addition to these physical objects, the domain also contains objects that are used to
help with communication among domains such as trusted domain objects (TDOs)
and site link objects. In the domain, these leaf objects and OU objects are authen-
ticated by the same Active Directory (AD) servers. That is, each domain is an
administrative boundary for objects. The administrative control can be designated
to other AD objects such as user objects. In that way, the user may have some or
tull administrative privilege. If an organization wants to construct a centralized
network, it should create a domain for organization-level administration and use
OUs for the management of departments. Figure 4.2 illustrates the domains in the
Internet.
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Figure 4.2 Domains in the Internet.

Domain tree object: A domain tree is a collection of domains. In a domain tree
object, the domains are grouped in a hierarchical structure. A domain may have sub-
domains in it. A domain with subdomains is called parent domain. A domain that has
no parent domain is called a root domain. When a domain is added to a domain tree,
it becomes a child domain of the root domain. The child domain can also have its own
subdomain. Figure 4.3 shows a domain tree with three domains, jsu.edu and its two
subdomains westcampus.jsu.edu and eastcampus.jsu.edu.

Forest object: A forest object is the top-level container object. It contains one or more
domains or domain trees. The forest is also known as a collection of domains. The
objects of Active Directory are saved in a distributed data repository called a global
catalog. The global catalog stores all Active Directory objects for its host domain and
a partial copy of all objects for all other domains in the forest. In a forest, a global
catalog is created automatically on the first domain controller.

For the domains that are not suitable to be in a hierarchical structure, they can-
not be placed in a domain tree object. In that case, these domains can be placed in a
forest object. The domains in a forest have two-way transitive relationships. Since the
Active Directory information can be shared by the domains in a forest, the forest can
be considered the boundary of Active Directory. As an example, suppose that jsu and
isu are partners. However, these two universities are not suitable to be in a hierarchi-
cal structure. In such a case, a forest can be created to include both domain trees as
shown in Figure 4.4.
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Figure 4.3 Domain tree.

Figure 4.4 Forest with two domain trees.
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Site object: A site object represents the physical structure of a network. For
example, a site can be a geographic location where a subnet is constructed. In a for-
est, the site objects and their contents are replicated to all Active Directory servers.
When the sites are connected through a WAN, which has relatively slow but more
expensive connections, the data are compressed before a replication process begins.
Sites are often connected through a WAN or through the Internet with the VPN
technology. The communication between network hosts and the domain control-
ler on a WAN can be slow and expensive. However, it is not a problem on a LAN.
If an organization is physically located in multiple sites, which are far away from
each other, the use of site objects provides the solution on Active Directory repli-
cation. The computers joined to a domain are assigned to different sites based on
their physical locations. At each site, subnets are constructed to physically con-
nect network hosts including the domain controller. The subnet has adequate band-
width for the communication between network hosts and the domain controller.
The domain controllers at different sites replicate the Active Directory database
regularly (Figure 4.5). To improve performance, the Active Directory replication
uses the compressed replication data and communicates through the route with the
lowest cost.

Active Directory is designed to store and manage a large amount of information.
A domain controller is able to manage 2 billion objects. For such a large-scale project,
a careful design is necessary before Active Directory can be implemented.

Internet

Computer

¢
ou Group
Domain controller

Company Y domain

Figure 4.5 Sites.
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4.3 Active Directory Design

As Active Directory is used for organizing network objects, it is critical for running
a successful business. The goal of the Active Directory design is to construct Active
Directory that is cost efhicient, easy to use, secure, scalable, robust, and reliable.
Therefore, we must carefully design and plan Active Directory before putting it to
use. As the centralized administrative service, Active Directory should be built so that
it is able to authenticate and authorize users, computers, network devices, and other
network resources. It should provide network services and enforce security policies.
'The information stored in Active Directory should be available to qualified users.

4.3.1 Requirement Analysis

Well-built Active Directory should meet the needs of network management. The
designer needs to be able to answer some questions such as

* How to use Active Directory to meet the requirements of an organization?
* How to organize objects into groups?

* What the capacity of a domain controller is?

* What the role of Active Directory is?

* Who owns the data stored in Active Directory?

* Whether the delegation of authority is needed?

* How to select the locations of sites?

* What the relationships among domains are?

To answer these questions, the designer needs to investigate the requirements and to
structure the AD objects to meet the requirements. These tasks can be accomplished
through the requirement analysis, logical design, and physical design.

'The requirement analysis provides administrators and project developers with a
clear vision, which will be the foundation for the planning and design. One way to get
the requirement information is to interview the key players who are involved in the
business process. Through the interviews, the designer can discover what works and
what does not work in the current business process and the requirements for the future
Active Directory. The key players may include the following:

* Administrators of an organization

* Managers of human resources, finance, and I'T service

* Employees who will be using the future Active Directory
* Customers or students

The interviews set the stage for finding out the answers to the questions listed earlier.
'The key players at different levels should be asked about the goals and constraints
of the project. The designer should ask the expected timeline and the resources
available for the project. In addition to interviewing the key players, the designer
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can also collect information from related documents and observe the origination’s
daily operation.

4.3.2 Structure Specification

Before physically implementing the Active Directory, we need to specify a logical
model that represents the future Active Directory. To specify the Active Directory’s
logical structure, the designer’s first task is to identify the boundary for the forest, then
the boundary for the domains. The designer needs to decide where the sites will be
located and decide on how many domains to create. Once the domains are defined, the
designer should consider the names of the domains and determine how the domains
and their objects are related and how the services are provided. The owners of the
domain objects should be identified. In the end, the designer should consider how to
divide a domain into OUs and indicate how the objects such as users, computers, and
groups are distributed in the OUs and domains.

Forest specification: Once all the information is collected, the designer needs to
specify the forest. A forest is an instance of Active Directory. That is, every time you
install a new Active Directory, a forest is created. Each Active Directory contains
four partitions: The domain partition contains all the Active Directory objects in that
domain, the schema partition contains the configurations of the Active Directory,
the configuration partition contains the settings of the forest, domain, and domain
controller, and the application partition contains information about applications if
there is any.

Defined by the security boundary, a forest serves as the container of Active Directory
objects. The security boundary is so created that no one else can control the objects in
the container without the permission of the administrator of the forest. All domains
in a forest will share the following security information:

* Common configuration information about the forest infrastructure, domains,
sites, and so on

* Global catalog, which enables user search for object information throughout
all domains in the forest

* 'The information about trust relationships

An entire organization can be represented by a forest. For example, a university sys-
tem with multiple branch campuses can be represented by a forest in Active Directory.
Everyone to access the university’s network must have permission from the forest
administrator. Usually, a forest is adequate for an entire organization. In the situa-
tion that one part of the company requires complete isolation from other parts of the
company, two forests can be considered. Also, in the case that two merged companies
have independent administrative units, two forests can also be considered and a trust
relationship can be created between these two forests.
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Domain specification: A domain is defined by an administrative boundary. The
domain is designed to meet the administrative requirements of an organization.
'The administrator of a domain can create, modify, and delete Active Directory objects
in the domain. The domain administrator can configure the service and user authen-
tication, and can specify user groups and control the access to network resources. The
domain administrator decides which computer can join the domain, how to divide
the domain into OUs, and how to apply group policies. A group policy is applied to
the domain so that the domain in a forest can behave differently from other domains.
To specify the domains in a forest, the designer needs to identify administrative
boundaries. For example, if a university with multiple branch campuses requires each
branch campus to manage its own students, employees, and computers, the designer
should create a domain for each campus.

To simplify domain management, a single domain is recommended. With the sin-
gle domain, it is easier for the network administrator to delegate authorities and apply
group policies. The single domain also uses less network resources. The decision on
creating multiple domains depends on the following factors:

* Each branch of an organization wants to manage their own users and network
objects.

* It is too costly to replicate the entire Active Directory over a slow WAN
network.

* Each branch of the organization must have a different set of Active Directory
configurations.

In such a case, the designer may consider creating multiple domains in a forest. Once
the decision about domains is made, the network task is to determine the relation-
ships between the domains. For example, the domains can be grouped together. Some
domains may have subdomains. The related domains can make up domain trees in
the forest. For instance, if one of the branch campuses has overseas subcampuses, the
designer may consider creating a subdomain for the overseas campuses. A trusted
relationship between a domain and its subdomains should be specified. The domain
replication scheme should also be addressed.

Trusted relationship: Sometimes, a domain may use information provided by another
domain or another object such as a person or a domain controller. The identification
of the trusted objects is also a task to be accomplished during the design of Active
Directory. In a forest, trusts are created among domains. Two domains can be trusted
in a one-way or two-way relationship. The first domain created in a forest is called
the root domain. Once created, the forest root domain cannot be deleted. By default,
the root domain contains the Enterprise Admins and Schema Admins groups, which
have the forestwide administrative credentials. In a forest, optional domain tree roots
can also be created. A two-way trust is automatically established between a parent
domain and its child domain. If in a situation where the administrators of the child
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domain should not be allowed to access the resources of the parent domain, the trust
can be reconfigured to a one-way trust.

When a domain is trusted, the users of the trusted domain can access the objects
and services from the trusting domain. For example, the domain of a branch campus
is trusted by the domain of the main campus of a university, the users of the branch
campus can access the services provided by the main campus. By using the branch
campus domains, the administrators of the main campus domain do not have to man-
age the students enrolled in the branch campuses. They do not have to set the policies
for the branch campus domains. This can reduce their responsibilities. On the other
hand, this may cause some security concerns since the users of the branch campuses
are not under the control of the domain administrators of the main campus domain.
Therefore, it is safer to get all the users and services managed in a single domain.

When a domain is trusted by another domain, the administrators of the trusted
domain may have the power to alter the container of the Active Directory in the trust-
ing domain. This leads to the consideration of which person should be trusted. One
should carefully select the administrators in the trusted domain. Once trusted, the
administrators of the trusted domain should be considered the members of the trust-
ing domain. Here, it shows the difference of a forest and a domain. A domain is not a
security boundary, and therefore an administrator of a trusted domain is able to con-
trol the objects of the trusting domain although by default the administrative rights
do not flow across domain boundaries. On the other hand, a forest does not allow the
domain administrators of another forest to access the objects in its own domains.

Domain name specification: The next task is to specify the name for each domain.
A good domain name should be meaningful and proper. For the Internet computing
environment, a domain should be named by following the convention of Domain
Name System (DNS). A domain is named in a hierarchical structure based on the
names of an organization, sites, departments, and offices. By the rules of DNS, the
domain name is a sequence of names separated with periods. For example,

myhost.department.collge.unniversity.edu

In the hierarchical structure shown in this example, the name on the right has more
general use than the one on the left. The right most name is called the top-level domain.
Top-level domains are generic domains, which are managed by the Internet Corporation
for Assigned Names and Numbers (ICANN). There are only a limited number of top-
level domains, each representing a main segment of the naming system. There are about
100 such domains. The commonly used top-level domains are listed in Table 4.1.

In the Internet computing environment, a domain name should include a top-
level-domain. By doing so, the domain becomes part of the Internet. The first task
of naming a domain is to decide which top-level domain to join. Once the top-level
domain is selected, the other part of the domain name can be named according the
organization’s structure. The organization’s main domain is in front of the top-level
domain name separated by a dot. The subdomain name is in front of main domain
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Table 4.1 Commonly Used Top-Level Domains

DOMAIN NAME CATEGORY

.com Commercial

.edu Education

.gov Government

.org Nonprofit Organization
.mil Military

.net Network Organization
.name Individual user

name, and so on. It will cost the organization for registering to the top-level domain.
After the organization has registered its name in one of the top-level domains, it can
add more layers to the hierarchical name system. The organization can add layers for
all its departments, offices, and individual hosts under its name for free. There are up
to 127 layers that can be created. Therefore, computers and other network devices can
have their own names, which are added to in the organization’s domain name and the
top-level-domain name.

OU specification: For the convenience of management, the objects in a domain can
be partitioned into organization units (OUs) according the department structure in
an organization. If a domain contains a large number of objects, OUs can be used to
facilitate domain management. Although an OU is not an administrative object, the
domain administrator can delegate some of the authority duties to the OU. Once the
OU is given authority duties, trusted users will have permission to perform manage-
ment tasks.

Instead of using a trusted domain, one can use OUs as a securer solution. After
the Active Directory objects are grouped into OUs, each OU can be assigned a group
policy to implement the special requirements to the objects in that OU. For example,
each branch campus can have its own OU. The users, computers, and services of that
campus can be included in the campus OU. The administrators of the domain in
the main campus can delegate some of the authorities and permissions to the system
administrators of the branch campuses.

A group policy can be created to an OU to meet the needs of the campus. It can
be applied to a site, domain, or OU. Note that a group policy cannot be applied to an
individual user, a computer, or a group. The settings of the group policy are stored as
Group Policy objects (GPOs) in Active Directory. Some policies can be set at the OU
level and others can be set at the domain level. For example, the following policies can
be set at the domain level:

* Account-related policies such as rules about passwords and account logouts
* Certification-related policies such as rules related to the public key and
Kerberos ticket

All other policies can be specified at the OU level.
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An OU can have sub-OUs. Different group policies can be assigned to different
sub-OUs. For example, each branch campus can use sub-OUs for each department
'The HR department can have an OU that can be delegated some of the authorities to
make HR a data owner but not a service owner. By doing so, the HR department can
perform tasks such as creating user objects.

When designing OU structures, the designer should define an OU in a way that a
specific group policy can be applied to it. As one of the purposes of the OU is to facili-
tate the management of domain objects, the designer should define the OU structure
so that it can make administrative tasks easier. The designer should also make a group
of trusted users have the permission to manage the objects of the OU.

Data ownership: As an Active Directory reflects an organization’s infrastructure,
the information stored in the Active Directory may belong to multiple departments
in the organization. The ownership of the information should be clearly defined.
'The Active Directory has two types of ownerships: the data owner and service
owner. The data owner has both the control and responsibility of information.
The data owner does data management such as creating, modifying, and delet-
ing objects in the Active Directory. The information control can be implemented
through setting up group policies. The service owner is in charge of the operation
of Active Directory services. The tasks performed by the service owner are creating
domains and sites, modifying domains and sites, deleting domains and sites, man-
aging domain controllers, and monitoring the operation of the Active Directory. As
an example, let us consider the structure of a university. Under the president, the
university has two vice presidents, one is in charge of the academic division and the
other one is in charge of the business division. The users in the academic division
are faculty members, students, and staff members. The users in the business divi-
sion are employees who take care of daily operations to keep the university running
(Figure 4.6).

In this example, the staft members of the Admissions and Registration office are
the student data owner. They can create, modify, and delete student objects. The peo-
ple who work in the Human Resources office can create, modify, and delete employee
objects. Therefore, they are the employee data owner. The domain controller’s admin-
istrator in the IT service department is the service owner who can create and manage
domains.

Site specification: When an organization has multiple geographic locations, a site
structure can be specified to represent the organization’s subnets at those geographic
locations. The designer needs to specify the number of sites and the locations of the
sites. The specification of the domain controller at each site should also be specified.
A domain is a unit of replication. It is the smallest unit of replication that can be
administered within a forest. The objects located within a domain container can be
replicated to other domain controllers within that same domain over either a LAN or
even a WAN connection. A domain controller in the forest is also specified to repli-
cate forestwide data.
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Figure 4.6  University structure.

‘The designer should also specify the replication scheme among these sites. Therefore,
replication often occurs within sites and between sites to keep domain and forest data
updated. In a replication scheme, the designer needs to address questions such as what
to replicate, when to replicate, and how to replicate.

For example, the network media linking the sites can often have a bottleneck dur-
ing replication. In such a case, one may consider to schedule replication during oft-
peak hours. Computers served as domain controllers should also be powerful enough
to handle the operation and replication of Active Directory distributed among mul-
tiple sites. The designer should also make the domain controllers among different sites
able to communicate with each other.

Schema specification: Each forest has a schema that contains formal definitions of
all objects and attributes. The default schema contains the definitions of objects such
as user accounts, computer accounts, groups, domains, OUs, and security policies.
More definitions can be added by the administrator. The schema partition is replicated
across the entire forest. All the objects created in the forest have to follow the rules
set in the schema. When creating an Active Directory object, the schema is used to
determine the attributes of the object. The specifications of the attributes should be
consistent with the rules defined in the schema partition. For example, if the schema
decides that a user’s first name, last name, and student ID are required when creating
a user object, the user object must specify the attributes of the first name, last name,
and student ID. In addition to the required attributes, other attributes such as major
and email address can also be specified.
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4.4 Active Directory Implementation

After the logical model is specialized, the next task is to physically implement the Active
Directory. The development process starts by forming a development team. Based on
the areas of expertise, the roles of the team members are clearly defined. The develop-
ment team may need to accomplish the following tasks during the development process:

* Investigate the existing computing resources and make a decision on whether
an upgrade to newer technology is necessary.

* Find out resource constraints that may impact the deployment. The team
should check potential problems due to the constraints of resources.

* Indentify users who may be affected by the implementation.

* Draft a timeline for the project to be completed.

During the implementation process, the first thing is to implement the network infra-
structure and install the server operating systems on the domain controllers. The
following are some of the general strategies that may be considered for the implemen-
tation of the subnets and domain controllers.

Domain controller: During the installation of Active Directory, you need to specify
the forest functional level. By specifying the forest functional level as Windows Server
2012, the Active Directory is supported by Windows Server 2012 domain controllers.
Once the forest functional level is selected, domain controllers running earlier ver-
sions of operating systems will not be able to participate in the forest.

When the first domain controller is created, the first forest along with the root
domain is created. The name of the root domain should be the one specified in the
design phase. To avoid compatibility issues, the version of the operating system
installed on the domain should be consistent. Each domain controller is used to hold
a single Active Directory. It is advisable to install at least two domain controllers in
each domain for redundancy. In case that one of the domain controllers crashes, we
have another to keep the daily operation running.

Subnet: A subnet is used to connect all the domain controllers and other network
objects in a site. All domain controllers and computers are configured in the same
LAN. By doing so, the domain controllers can efficiently communicate with the net-
work objects. The subnet is used to reduce the latency on the replication of Active
Directory. The bandwidth of the subnet should be adequate for the frequent replica-
tion of domain controllers.

Replication: To control replication, the Active Directory data are divided into four
partitions:

1. The domain partition, which contains the object data

2. 'The schema partition, which contains the rules

3. The configuration partition, which contains the settings of the forest, domain,
and other objects

4. 'The application partition, which contains the application data
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Stored in the domain partition, the domain partition data are replicated to the other
domain controllers in the same domain. All the changes made to the domain partition
data on one domain controller will be replicated to all the other domain controllers in
the same domain. The domain controllers also have two nondomain directory parti-
tions: the schema partition and application partition, which store forestwide data.
The schema is replicated to all the domain controllers in the forest. As the optional
application partition can be generated by one or more applications, it can be used for
redundancy, availability, or fault tolerance of application data. This partition does not
have to be replicated to all the domain controllers in the forest.

For a large organization, the network infrastructure may be physically across mul-
tiple locations and thousands of users may log on to the network simultaneously. In
such a case, cloud computing can provide a better solution. Instead of creating mul-
tiple subnets and installing servers as domain controllers, the domain controllers can
be implemented in the cloud environment. The implementation can be done with a
short time. The domain controllers can be highly scalable and available. Implementing
the domain controllers in the cloud environment can help the organization smoothly
expand their on-premises computing environment to the cloud environment.

The Active Directory implemented in the cloud environment can provide the
authentication service for both the on-premises and cloud applications. The cloud-
based Active Directory can be integrated with the on-premises Active Directory so
that the users can access the applications on both the cloud and on the premises with
a single user name and password. When the organization deploys the cloud-based
application software, the authentication for the worldwide access to the application
software can be handled by the cloud-based Active Directory. With the cloud-based
Active Directory, the domain administrators are able to manage the objects with GUI
tools anytime and anywhere around the world. The cloud environment provides a
highly available application developing platform for application developers. Through
the cloud-based Active Directory, the application developers can be authenticated
with credentials provided by an organization.

4.5 Active Directory Deployment

'The deployment process starts with testing the implementation. The design specifica-
tions and features will be tested to verify if the design goals have been achieved. The
testing may include the following:

» Authentication and authorization tests
* Domain name test

* Remote access test

* Connections of sites

* Performance of domain controllers

* Active Directory replication
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* Applications, such as email service, deployed through Active Directory

* Encryption and Certification implementation

* Services, such as storage area network (SAN) deployment, file distribution,
fault tolerance, and disaster recovery, deployed through Active Directory

* Application availability, scalability, and compatibility with the Active
Directory to be deployed

* Group policies and the delegation of authority

Once the testing is completed, the deployment team may conduct a pilot study to
make sure that everything works as expected. The pilot study should be done on a
small group of computers that are not critical to the organization’s daily operation.
'The pilot study can also be used as a platform for training so that the deployment team
members know exactly what to do during the deployment process.

Once the pilot study is completed and problems are fixed, the deployment process
can begin. Before rolling out the newly developed Active Directory, the adminis-
trators of the organization should be informed. The deployment team needs to
inform the users about the domain change and provide instruction on how to deal
with the change. During the deployment, the deployment team needs to find a way
to collect, store, and migrate the network objects to the Active directory. As the
new system is deployed, the deployment team needs to prepare for the technical
support. The support team’s contact information and work schedule should be avail-
able to the users. Answers for commonly asked questions should be documented
and published. For project evaluation, the entire development process should be
reviewed. The problems encountered, the methods used for problem solving, and
the experience gained in the project development should all be documented for
tuture use.

Activity 4.1: Active Directory Domain Services
In this activity, you will perform four tasks:

Task I: Installing Active Directory Domain Services on servera
Task 2: Joining serverb to Active Directory Domain

Task 3: Configuring serverb as Replica Domain Controller
Task 4: Creating and Viewing Active Directory Objects

Task 1: Installing Active Directory Domain Services on servera

1. To install the Active Directory domain server, log on to the Microsoft Azure
Management Portal and connect to servera by clicking CONNECT.

2. After you have connected to servera, to open Add Roles and Features
Wizard in Server Manager, click Manage menu and then click Add Roles
and Features as shown in Figure 4.7.
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@1 F

Manage Tools View Help

Add Roles and Features
Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

Figure 4.7 Adding roles and features.

DESTINATION SERVER|

Select server roles seves
Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
Server Selection

Description

b

Features
AD DS
Confirmation

[®] Active Directory Certificate Services (Installed)
[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[J Application Server

[C] DHCP Server

[] DNS Server

[] Fax Server

[®] File And Storage Services (Installed)

[ Hyper-v

[J Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[J Remote Desktop Services

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Figure 4.8 Selecting server roles.

3. Click Next a few times to go to the Select server roles page. Click Active
Directory Domain Services as shown in Figure 4.8.

4. In Add features that are required for Active Directory Domain Services dia-
log, click Add Features as shown in Figure 4.9. Then, click Next.

5. On the Select features page, click Next several times to go to the Confirm
installation selections page. Check the check box Restart the destination
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Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
[Tools] AD DS Snap-Ins and Command-Line Tools
[Tools] Active Directory Administrative Center
Active Directory module for Windows PowerShell

Include management tools (if applicable)

e

Figure 4.9 Adding features.

DESTINATION SERVER

Installation progress e

View installation progress

o Feature installation

Configuration required. Installation succeeded on servera.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD DS Snap-Ins and Command-Line Tools
Active Directory Administrative Center

Active Directory module for Windows PowerShell v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

|<Previous‘| Next > J | Close H Cancel ]

2|

Figure 4.10 Viewing installation progress.

server automatically if required and click Install. The Installation prog-
ress page displays the status during the installation process as shown in
Figure 4.10.

6. When the process completes, in the message details, click Promote this
server to a domain controller and the Active Directory Domain Services
Configuration Wizard will open.
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Active Directory Domain Services Configuration Wizard

Deployment Configuration TR s

Deployment Configuration

Domain Controller Options

Select the deployment operation

- X O Add a domain controller to an existing domain
Addtional Options O Add a new domain to an existing forest

Paths @ Add a new forest
Review Options . - : : s
Specify the domain information for this operation
Prerequisites Check
Root domain name: mylab.com

More about deployment configurations

Figure 4.11 Adding new forest.

7. On the Deployment Configuration page, select Add a new forest as shown
in Figure 4.11. For the Root domain name, type the fully qualified domain
name (FQDN) for your domain. For example, if your FQDN is mylab.com,
type mylab.com. Click Next.

8. On the Domain Controller Options page, type the password of your choice
and confirm it (Figure 4.12); click Next.

9. On the DNS Options page, click Next several times until you get to the
Review Options page.

10. On the Review Options page, review your selections. If you want to export
settings to a Windows PowerShell script, click View seript. The script opens in
Notepad, and you can save it to the folder location of your choice. Click Next.

11. On the Prerequisites Check page, your selections are validated (Figure 4.13).
When the check completes, click Install.

12. Once the installation is complete, you will see that AD DS is added to the
Dashboard list (Figure 4.14).

Task 2: Joining serverb to Active Directory Domain

1. In the Microsoft Azure Management Portal, select the virtual machine
serverb and click CONNECT.

2. Log on to the serverb virtual machine. Click the Local Server link on the
left-hand side of your screen. Then, click IPv4 address assigned by DHCP,
IPv6 enabled as shown in Figure 4.15.
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% . TARGET SERVER
Domain Controller Options cervera
Deployment Configuration
POy 9 Select functional level of the new forest and root domain
Forest functional level: indows Server
DNS Options | L 2012 |'|
i ional level:
Additional Options Domain funchiora! leve | Windows Seven20i2 | 'I
Paths Specify domain controller capabilities
Review Options Domain Name System (DNS) server
Prerequisites Check Global Catalog (GC)
|atic [[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: ecscccsee
Confirm password: esccccsee
More about domain controller options
<Prwlous|| Next > | | Install || Cancel

Figure 4.12 Domain controller options.

Prerequisites Check

TARGET SERVER
servera

| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more

Deployment Configuration

P,

quisites need to be vali before Active Directory Domain Services is installed on this

Domain Controller Options | computer

DNS Options Rerun prerequisites check

Additional Options
Paths
Review Options

A

A

A View results

Windows Server 2012 &omain controllers have a default for the security setting named [

"Allow cryptography ible with NT 4.0" that p weaker
ptography i when ishing security channel sessions.

[<

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

A If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Figure 4.13 Prerequisites check.
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Server Manager * Dashboard @ F  Manage

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers
& ADDS 0 Configure this local server

& DNS
3 File and Storage Services P QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
- 4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROU v
| mm T — = - - - - 7‘f wm il

Figure 4.14 AD DS added to dashboard list.

Server Manager *> Local Server

i PROPERTIES

For serverb

Dashboard

Local Server

—_— Computer name serverb
All Servers Workgroup WORKGROUP

File and Storage Services P

Windows Firewall Public: On
Remote management Disabled
Remote Desktop Enabled
NIC Teaming Disabled
Ethernet 2 | IPv4 address assigned by DHCP, IPv6 enabled

Operating system version Microsoft Windows Server 2012 Datacenter

Hardware information Microsoft Corporation Virtual Machine

Figure 4.15 Properties for serverb.
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T lrf’ » Control Panel » Network and Internet » Network Connections »

Organize ¥  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Chz
"/ Ethemet2
» _ mylab.com
@7 Microsoft @ Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

Figure 4.16 Configuring Ethernet 2.

3.

7.

Before you can join serverb to the domain mylab.com, you need to make
sure that the network interface card is configured to use servera as the DNS

server. To do so, right click Ethernet 2 and select Properties as shown in
Figure 4.16.

. Check Internet Protocol Version 4 (TCP/IPv4) and click Properties as

shown in Figure 4.17.

. In the Internet Protocol Version 4 Properties dialog, enter the IP address of

servera for the Preferred DNS server as shown in Figure 4.18. Then, click
OK. (Note: your servera IP address may be different from the one shown in
Figure 4.18.)

. Once you are done with the configuration of your NIC, go back to the Local

Server page. Click the WORKGROUP link as shown in Figure 4.19.
Once the configuration of the network interface card is complete, click the
Change button in the System Properties dialog as shown in Figure 4.20.

. On the Computer Name/Domain Changes dialog page, check the Domain

option and type the domain name mylab.com as shown in Figure 4.21. Then,

click OK.

9. You will be prompted to enter servera’s user name and password. Type in the

10.

username with the domain prefix and the password as shown in Figure 4.22.
If successful, you should be able to see a welcome message shown in Figure 4.23.
Close the configuration dialogs and restart the virtual machine.
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i
Networking Rename this connection  View status of this connection Chag
Connect using:

lQ Microscft Hyper-V Network Adapter #2 I

This connection uses the following items:

[V 9% Ciient for Microsoft Networks

QoS Packet Scheduler

™ B File and Printer Sharing for Microsoft Networks
[ & Microsoft Network Adapter Multiplexor Protocol
~4. Link-Layer Topology Discovery Mapper /0 Driver
«&. Link-Layer Topology Discovery Responder

-4 Intemet Protocol Version 6 (TCP/IPv)

Figure 4.17 Ethernet 2 properties.

General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

IP address:
Subnet mask:

Default gateway

() Obtain DNS server address automatically
(@) Use the following DNS server addresses
Preferred DNS server: 10 .

Alternate DNS server:

[V] validate settings upon exit

Figure 4.18 Entering IP address of servera.
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i Local Server

All Servers

ii File and Storage Services P
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PROPERTIES

For serverb

Server Manager *> Local Server

Computer name
Workgroup

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethenet 2

Operating system version
Hardware information

serverb

WORKGROUP

Public: On

Disabled

Enabled

Disabled

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2012 Datacenter
Microsoft Corporation Virtual Machine

Figure 4.19 Workgroup.

Computer description:

Full computer name:
Workgroup:

To rename this computer
workgroup, click Change.

&] Windows uses
@ onthe network

the following information to identify your computer

For example: "IIS Production Server” or
"Accounting Server".
serverb
WORKGROUP

or change its domain or

rverb
'ORKGROUP

blic: On
isabled
abled
isabled
4 address assigned by DHCP, IPv6 enabled

icrosoft Windows Server 2012 Datacenter
icrosoft Corporation Virtual Machine

Figure 4.20 Changing system properties.
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s
@ v Server Manager *> Local Server

You can change the name and the membership
computer. Changes might affect access to network resources.

Computer name:

serverb
mylab.com

Full computer name:
serverb mylab.com

System Properties ILI
are Remote

Member of

® Domain:
|mylab.wn

O Workgroup:

's uses the following information to identify your computer
etwork.

fon: [ |
For example: "IIS Production Server" or
“"Accounting Server".

serverb.mylab.com
mylab.com

e v
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Figure 4.21 Domain name.

=
System Properties X
Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
domain. b
PRKGROUP
[ mylab\student l
H lic: On
[ ........I ] Lbled
Domain: mylab bled
pbled
address assigned by DHCP, IPv6 enabled
Connect a smart card
rosoft Windows Server 2012 Datacenter
rosoft Corporation Virtual Machine
] ]
ok | [ cancel ][ ey |
< s

Figure 4.22 Entering user name and password.
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System Properties

Computer Name/Domain Changes Ll

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
|served:

Full computer name:
serverb

Member of
® Domain:
|myiaboom
O Workgroup:
[woRrkaRoUP

habled
isabled
Pv4 address assigned by DHCP, IPv6 enabled

licrosoft Windows Server 2012 Datacenter
licrosoft Corporation Virtual Machine

Figure 4.23 Welcome message.

Server Manager > Local Server

— PROPERTIES
158 Dashboard For serverb

i Local Server
Computer name

All Servers Domain

File and Storage Services P

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethernet 2

Operating system version

serverb
mylab.com

Domain: On

Disabled

Enabled

Disabled

1Pv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2012 Datacenter

ft Corporation Virtual Machine

Figure 4.24 serverb joined domain.
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11. Once the virtual machine is rebooted, in the Microsoft Azure Management
Portal, reconnect to serverb. Through another user option, log in with the
username, which has the domain prefix such as mylab\xxx where xxx is your
user name. Click the Local Server link; you should be able to see that serverb
has joined the domain as shown in Figure 4.24.

Task 3: Configuring serverb as a Replica Domain Controller

In case that the domain controller fails, the replica domain controller continues to
perform the centralized authentication service. It provides fault tolerance and load
balancing.

1. Log on to serverb. Click the Manage menu and select Add Roles and
Features.

2. Once the Add Roles and Feature Wizard is opened, click Next several times
until you get to the Select server roles page.

3. Check the option Active Directory Domain Services as shown in Figure 4.25.

DESTINATION SERVER

Select server roles serverb.mylab.com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection e 5 3 Active Directory Domain Services
[J Active Directory Certificate Services (AD DS) stores information about

objects on the network and makes
Features [ Active Directory Federation Services this information available to users
AD DS [ Active Directory Lightweight Directory Services and petworkadministiatan: AD DS
. h . uses domain controllers to give
Confirmation [ Active Directory Rights Management Services network users access to permitted
[J Application Server resources anywhere on the network
[ DHCP Server through a single logon process.
[ DNS Server
[J Fax Server
b [H] File And Storage Services (Installed)
[J Hyper-v
[ Network Policy and Access Services

[ Print and Document Services
[] Remote Access
[J Remote Desktop Services

<Previous | [ Next> | Install | [ Cancel

Events
Performance Services

BPA results Performance

Figure 4.25 Selecting server roles.
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When prompted to add additional features, click Add Features. Then, click
Next until you get to the Confirm installation selection page. Check the
check box Restart the destination server automatically if required and click
Install.

. Once the installation is completed, click the Promote this server to a domain

controller link as shown in Figure 4.26.

. In the Active Directory Domain Services Configuration Wizard, check the

option Add a domain controller to an existing domain. Type in the domain
name as mylab.com as shown in Figure 4.27.

. Click the Change button to open the Windows Security dialog. Enter the user

name as mylab\xxx where xxx is your user name (Figure 4.28). Then, click OK.

Note that, if there is an error and you cannot contact the domain control-
ler, you may need to reconfigure your Ethernet 2 network card to use the IP
address of servera as the preferred DNS server (Figure 4.29).

. As shown in Figure 4.30, the credential has been changed to add the domain

prefix to the user name. Then, click Next.
Note: If you cannot log onto the domain with the student account, change
it to the administrator’s account.

Add Roles and Features Wizard

DESTINATION SERVER

Installation progress serverbmytabcom

View installation progress

o Feature installation

Configuration required. Installation succeeded on serverb.mylab.com.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

Results Group Policy Management
esults
Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | [ Conce

g ) 24

Events Events
Performance Services

BPA results Performance

Figure 4.26  Promoting server to domain controller.
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3 . El
Deployment Configuration il

Deployment Configuration

Select the deployment operation

Domain Controller Options . . .
- X @ Add a domain controller to an existing domain

Addrtional Options O Add 2 new domain to an existing forest

Paths O Add a new forest

Review Options

Specify the domain information for this operation
Prerequisites Check

Domain: mylab.com
Supply the ials to perform this op
SERVERB\student (Current user)

More about deployment configurations

nstall | [ Cancel

< Previous l | Next > |

Events Events
Services Performance

Performance BPA results

Figure 4.27 Adding domain controller to existing domain.

9. Click Next until you get to the Domain Controller Options page. Enter the

password as shown in Figure 4.31.

10. Click Next until you get to the Prerequisites Check page. Then, click Install
as shown in Figure 4.32.

11. After reboot, reconnect to serverb. Enter the user name mylab\student and
password (Figure 4.33). Then, click OK.

12. After logging on to serverb, you can see that a new AD DS is added
(Figure 4.34).

Task 4: Creating and Viewing Active Directory Objects

In this task, you are going to create an OU and a sub-OU. You will also view the
domain controllers installed in this domain.

1. Suppose thatyou have logged to the servera virtual machine. In Server Manager,
click the Tools menu. Then, click Active Directory Users and Computers.
2.In the Active Directory Users and Computers dialog, select your domain
such as mylab.com. Click the Action menu, select New, and then choose

Organizational Unit as shown in Figure 4.35.
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Active Directory Domain Services Configuration Wizard

TARGET SERVER
serverb.mylab.com

Deployment Configuration

Domain Controfler OI Credentials for deployment operation

Supply credentials for the depls P

hnylab\student

A

Domain: mylab

Connect a smart card

[oc J[ o ]

More about deployment configurations

<Previous“ Next > | [ Install H Cancel

Events Events

Performance

BPA results

Services

Performance

i
5

Figure 4.28 Entering user name and password.

General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

IP address:
Subnet mask:

Default gateway:

() Obtain DNS server address automatically

(®) Use the following DNS server addresses
Preferred DNS server: 10 .

Alternate DNS server:

[Jvalidate settings upon exit

Figure 4.29 Specifying servera as preferred DNS server.
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Deployment Configuration

Select the deployment operation

Domain Controller Options

® Add a domain controller to an existing domain
O Add a new domain to an existing forest
O Add 2 new forest

Specify the domain information for this operation
Domain: mylab.com

Supply the credentials to perform this operation
mylab\student

More about deployment configurations

TARGET SERVER
serverb.mylab.com

< Previous | [ Nest> |

Events Events
Services Performance

Performance BPA results
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Figure 4.30 Domain prefix specification.

Domain Controller Options

Deployment Configuration } . - L ~
Specify domain controller capabilities and site information
- Domain Name System (DNS) server
DNS Options Global Catalog (GC)
Additional Options [ Read only domain controller (RODC)

Paths Site name: [ Defauit-First-Site-Name

Review Options
Type the Directory Services Restore Mode (DSRM) password

Password:
Confirm password:

Preraquisites Check

More about domain controller options

TARGET SERVER
serverb.mylab.com

<Pmnws[| Next > ]

Events Events
Services Performance

Performance BPA results

Figure 4.31 Specifying password.
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Prerequisites Check ml:ffyés.“fmk

| @ All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show more X |

Deployment Configuration
oyt fig Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer
DNS Options Rerun prerequisites check
Additional Options
Paths ~ View results
Review Options A, Windows Server 2012 domain controllers have a default for the security setting named
“Allow cryptography algori patible with Wi NT 4.0" that prevents weaker
i when ishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://

go.microsoft.com/fwlink/?Linkid=104751).

This computer has at least one physical network adapter that does not have static IP
(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network

adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and

IPv6 Properties of the physical network adapter. Such static IP address(es) assignment

should be done to all the physical network adapters for reliable Domain Name System

A, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Prevmus” Next > l

Events Events
Services Performance

Performance BPA results

Figure 4.32 Prerequisites check page.

Enter your credentials
These credentials will be used to connect to myserveral.cloudapp.net.

H Administrator

[ mylab\student I

[eseeersd |

Domain: mylab

["]Remember my credentials

Figure 4.33 Entering credentials.
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Figure 4.34 New AD DS.
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Figure 4.35 Creating OU.
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Figure 4.36 Creating sub-0U.
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Figure 4.37 Domain controllers.
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3. Provide a name to your OU such as CS_OU and then click OK.

4. To create a sub-OU, right click the newly created OU CS_OU in Active
Directory Users and Computers. Click New and select Organizational Unit
as shown in Figure 4.36.

5. Name the sub-OU as Network OU and then click OK.

6. To view other Active Directory objects such as the domain controllers created
in the previous steps, click the Domain Controllers node. You should be able
to see the two domain controllers, SERVERA and SERVERB as shown in
Figure 4.37.

7. In the Microsoft Azure Management Portal, shutdown both servera and
serverb before exiting the Microsoft Azure Management Portal.

4.6 Summary

This chapter deals with Active Directory—related topics. Through a logical model,
Active Directory components such as forests, domains, domain trees, OUs, and
other Active Directory components are described in detail. The Active Directory
development process consists of four stages, requirement analysis, logical model
specification, implementation of Active Directory, and deployment of Active
Directory. This chapter describes how the tasks in each stage can be accomplished.
To enhance the understanding of Active Directory, a hands-on activity is pro-
vided. The hands-on activity implements Active Directory services on the virtual
machines created on the Microsoft Azure cloud platform. Through the hands-on
activities provided in this chapter, readers can create a forest, domains in the for-
est, OUs, and other Active Directory objects. The hands-on practice demonstrates
how to use the authentication service provided by Active Directory. Our next task
is to develop some network services. You will find more network services in the
next chapter.

Review Questions

1. What tasks can be accomplished with directory services?
2. What is the directory-service supported Windows operating system?
3. What are the benefits of using the logical structure of Active Directory?
4. Explain the term schema of Active Directory.
5. Describe the user object in Active Directory.
6. Describe the computer object in Active Directory.
7. Describe the group object in Active Directory.
8. What tasks can be accomplished by an OU object?
9. Name the objects contained in a domain object.
10. What boundary can be formed by a domain object?
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11. What type of Active Directory object should be created for organization-level
administration?

12. What objects are contained in a forest object?

13. In a forest, where are the Active Directory objects stored?

14. Name some of the questions that may be asked for the requirement analysis.

15. Name some top-level domains.

16. What policies can be set at the domain level?

17. Name the objects to which a group policy cannot be applied.

18. Describe the data owner and service owner.

19. Why do we need to install at least two domain controllers?

20. What tasks should be accomplished before rolling out an Active Directory?
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Objectives

* Install and configure the DHCP service.
* Install and configure the Domain Name System (DNS) service.

5.1 Introduction

In addition to Active Directory services, there are some other important network ser-
vices such as the Dynamic Host Configuration Protocol (DHCP) service and Domain
Name System (DNS) service. In this chapter, we will discuss these two services. To be
able to communicate with one another, each network host must have an IP address.
If a network has only a few network hosts, we may manually assign an IP address
to each host. However, when a network has a large number of hosts, it may not be
practical to assign IP addresses manually. Especially, when working in the wireless
environment, network hosts such as mobile devices come in and out of a network ran-
domly. In such a case, it is impossible for network administrators to manually assign
an IP address to each mobile device that joins the network. To be more efficient on
assigning IP addresses, this chapter introduces the DHCP service, which automates
the IP address assignment process. DNS service is another key network service. For
example, to access a website, we must provide the name of the web server. However,
network hosts communicate through IP addresses. Therefore, we must have a service
that is able to convert the name of a server to its corresponding IP address so that
the web server and client computer can communicate with each other. This chapter
will teach the configuration and management of DNS, which is used to resolve the
IP address for a given name or vice versa. This chapter will provide hands-on practice

on both the DHCP service and DNS service.

5.2 Dynamic Host Configuration Protocol

During a computer’s boot process, the DHCP service assigns an IP address that is able
to communicate with other network hosts on the local network. In addition to assign-
ing the IP address, the DHCP service can also deliver other network parameters,
such as the IP addresses of a DNS server and subnet masks, to the computer during
the boot-up time. All the assignments are done automatically without requiring the

161
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network administrator to configure the IP addresses. In this section, your first task is
to understand how the DHCP service does the job of assigning IP addresses. After
that, you will learn how to configure the DHCP service.

5.2.1 Dynamic IP Address Assignment Process

A client-server approach is used by the DHCP service to assign IP addresses.
During the IP address assignment, one or more preconfigured DHCP servers should
be reachable in the network. When a computer that is the DHCP client boots up,
it searches for a DHCP server by broadcasting a DHCP discovery packet called
DHCPDISCOVER. The broadcast address 255.255.255.255 is used by the DHCP
service to reach each network host in the local network. Once the DHCP server
receives the DHCP discovery packet, the DHCP server responds by broadcasting a
packet called DHCPOFFER, which contains the IP address, the IP address lease
time, the subnet mask, and the information about the default gateway. If there are
multiple DHCP servers in the local network, the DHCP client will receive mul-
tiple responses from these DHCP servers. Usually, the DHCP client takes the first
offer. Once the DHCP server is chosen, the DHCP client will send the broadcast
packet DHCPREQUEST to inform all the servers about which DHCP server has
been accepted. The chosen DHCP server broadcasts a packet DHCPACK back to the
DHCP client to inform it that it can now use the IP address for communication. The
dynamic IP address assignment process is illustrated in Figure 5.1.

If the DHCP server is not reachable during the IP address assignment process,
the DHCP client will not get an IP address useful for communication in the local
network. Instead, the DHCP client will get an Automatic Private IP Addressing
(APIPA) IP address. APIPA IP addresses range from 169.254.0.1 to 169.254.255.254,
which cannot be used to join the local domain. However, the computer assigned with
the APIPA IP address can communicate with other computers assigned with APIPA
IP addresses. Once the DHCP is available, the APIPA IP address will be automati-
cally replaced by the IP address assigned by the DHCP server.

After a dynamic IP address is assigned to a computer, it needs to be renewed before
a predefined lease time expires. The default DHCP lease time is 8 days. The lease time
can be specified during the configuration of a DHCP server. The dynamic IP address
is automatically renewed after half of the lease time expires. Once half of the lease
time is reached, the DHCP client will issue a new request to the DHCP server to
renew the IP address. The new request is issued by sending a DHCPREQUEST
packet directly to the DHCP server. Once the DHCP server is reached, it will
respond with a DHCPACK packet if the renewal is successful or a DHCPNACK
packet if the renewal is not successful. In case that the original DHCP server is
not available due to failure or maintenance, the computer may contact other DHCP
servers for a new IP address. The expired IP address can be recycled and assigned to
another computer (Figure 5.2).
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Figure 5.1 Dynamic IP address assignment process. (a) Broadcasting DHCPDISCOVER packet from client (b) Responding
with DHCPOFFER packet from DHCP server (c) Broadcasting DHCPREQUEST packet from DHCP client (d) Responding with
DHCPACK packet from DHCP server.

Usually, the dynamic IP address assigned to a computer is not permanent unless it
is specifically configured as a permanent IP address. Although a dynamically assigned
IP address is just fine for most of the computers, there are some situations where a
computer may need a permanent IP address. For example, in the situation where a
computer is so configured that it is accessible remotely, this computer needs a per-
manent IP address. With the permanent IP address, the other network hosts can
be configured with the remote connection dedicated to this computer. If a network
administrator needs to assign a computer a permanent IP address, he or she can assign
a fixed IP address or assign a reserved dynamic IP address to that computer by relat-
ing a specific IP address to the hardware address of that computer. This can be done
during the configuration of the DHCP service.

When a DHCP client broadcasts a packet to search for a DHCP server, the broad-
casted packet cannot be forwarded through a router. Therefore, each subnet should
have its own DHCP server. Or, we can configure a router so that the broadcasted
packet can be forwarded to another subnet. By doing so, the DHCP client is able to
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Figure 5.2 DHCP renewal process. (a) Client sends DHCPREQUEST packet to DHCP server (b) DHCP server responses
with DHCPACK packet if successful (c) DHCP server responds with DHCPNACK packet if unsuccessful.

Router with DHCP relay

DHCP server

Figure 5.3  DHCP relay.
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get a dynamic IP address from the DHCP server in another subnet. This can be done
through the service called a DHCP relay. Using a DHCP relay is a more cost-efficient
way to assign IP addresses to computers in multiple subnets.

If a router is configured as a DHCP relay, it will pass DHCP request packets
to another network. The router is so configured that it can find a DHCP server in
a different network and forward DHCP requests to that DHCP server. When the
DHCEP server responds with a broadcasted packet, the router with the DHCP relay
gets the packet and forwards it to the DHCP client in another network as shown in
Figure 5.3.

Offering dynamic IP addresses to other network hosts in the network can cause
a security problem. A hacker can set up a DHCP server in a network to ofter IP
addresses to network hosts so that these hosts are unable to access resources in the
network. Therefore, the DHCP server should be authorized by the network adminis-
trator before it can start the DHCP service.

5.2.2 DHCP Configuration

Before we can configure the DHCP service, we need to install the DHCP role with
Server Manager provided by Windows Server 2012. The installation has the prereq-

uisites as follows:

* The user who performs the installation needs to be a domain user with the
local administrative privilege.

* Inaproduction environment, the server with the DHCP role installed should
have a static IP address.

Each subnet is designed to have its own IP address range. The scope is defined accord-
ing the IP address range for the subnet. A scope can be specified with the following
properties:

* 'The range of IP addresses to be handed out by the DHCP server

* A subnet mask that is used to define the prefix/suffix of the IP addresses to be
handed out by the DHCP server

* A scope name given by the network administrator

* 'The lease time for a handed-out IP address

» Additional information to be handed out with the IP addresses, such as the
name server IP address and the subnet gateway IP address

* Alist of reserved IP addresses used to make a DHCP client always receive the
same IP address

'The scope can be defined with two strategies. The first strategy is to define the scope
to include all the available IP addresses in the network. Then, exclude the IP addresses
that will be used as reserved IP addresses and static IP addresses. The second strat-
egy is to define the scope by using some of the available IP addresses in the network.
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Figure 5.4 Scope configuration.

With this strategy, the scope can be defined by specifying a range with a start
IP address and an end IP address as shown in Figure 5.4.

As seen in Figure 5.4, after the range of IP addresses is specified, the DHCP service
provides a default subnet mask. In Figure 5.4 the default subnet mask is 255.255.255.0,
which is given based on the IP address 192.168.2.100 entered in the configuration.
'The default subnet mask works if the network is so defined that it belongs to one of the
primary classes. However, in a situation where a primary class is divided into multiple
subnets, the network administrator needs to enter the subnet masks in the DHCP
configuration to define the subnets. The IP addresses to be assigned to the computers
on a subnet will be assigned the same subnet mask.

To reserve some of the IP addresses for some of the DHCP clients so that they
can always receive the same IP addresses, the network administrator can create an
exclusion range in the DHCP scope. The IP addresses within the exclusion range
will not be automatically assigned to computers. They can only be manually assigned
to DHCP clients. When specifying the exclusion range, the network administrator
needs to consider potential growth of the network. The exclusion range should include
some extra IP addresses for future use on routers, DHCP servers, DNS servers, and
other network devices such as printers and network storage devices. From the example
shown in Figure 5.4, the scope includes the IP addresses between 192.168.2.100 and
192.168.2.200. This leaves the exclusion range from 192.168.2.1 to 192.168.2.99 and
from 192.168.201 to 192.168.2.254.
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Figure 5.5 DHCP statistics.

Step-by-step instructions on DHCP service configuration will be given in
Activity 5.1. Once IP addresses are handed out to DHCP clients, IP address—related
information will be recorded in the database file Dhcp.mdb. As a database, the file
is automatically backed up every 60 min. In case of failure, the backup file will be
used in the database recovery. The DHCP service automatically tracks the opera-
tions. The tracked information can be displayed through a GUI interface as shown
in Figure 5.5.

5.3 Domain Name System

As you have learned, each network host needs an IP address for data communica-
tion. However, the IP address is not easy for a user to remember. Users prefer to
have a meaningful name for a network host so that it reflects what the host can do
or where the host is located. A name service resolves host names to IP addresses and
vice versa. Name services are essential for large organizations. For a large organiza-
tion, its hierarchical system can be represented by an Active Directory system. The
naming of domains and other Active Directory objects is based on the names of the
organization, sites, departments, offices, and each individual computer and network
device. To be able to access these Active Directory objects such as a domain controller,
the naming service can be used to convert the names used in the Active Directory to
the corresponding IP addresses. In today’s Internet computing environment, each web
server has a distinct name representing the host organization. By doing so, users can
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easily remember them during web surfing. It is necessary to resolve a web server name
to the corresponding IP address, so the web server can communicate with computers
installed with the web browser. Also, all e-mail servers have meaningful names so
that users can easily identify e-mail senders and receivers. Again, the name service is
required to resolve the names of e-mail servers and the corresponding IP addresses. In
summary, the name service is a critical component for supporting the daily operation
of an organization.

The DNS is a name service protocol, which is widely used for name services. DNS
works like a distributed database, which contains the pairs of names and IP addresses.
When a client requests the IP address for a given name, DNS searches the corre-
sponding IP address in the distributed database. Once the IP address is found, DNS
returns the IP address to the client. Reversely, DNS can find the corresponding name
for a given IP address. Later, in the hands-on practice, you will learn how to install
and configure a DNS service and how to manage the DNS server.

5.3.1 Naming Hierarchy

'The naming of a network host uses the naming convention of Active Directory. For
example, myhost.mydepartment.mycollege.myuniversity.edu.

The host name is a sequence of names separated with periods. This name rep-
resents the hierarchical structure of a university. The name on the right has more
general use than the one on the left. The right most name is the most general name
that is provided by the top-level domain. There are only a limited number of such
domains that are managed by the Internet Corporation for Assigned Names and
Numbers (ICANN). The commonly used top-level domains are listed in Table 5.1.
Each of the names in the top-level domain represents a main category of the naming
system.

The top-level domains can also be listed based on the country code. Table 5.2 illus-
trates some of the country-code-based top-level domains.

Table 5.1 Examples of Category-based Top-Level Domains

DOMAIN NAME CATEGORY

.biz Business

.com Commercial

.edu Education

.gov Government

.info Information

.int International use
.mil Military

.museum Museums

.net Network Organization

.org Nonprofit Organization
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Table 5.2 Example of Country-Code-Based Top-Level Domains

DOMAIN NAME CATEGORY
.us United States
.au Australia

.ca Canada

.cn China

.de Germany

T Russia

.uk United Kingdom
v Tuvalu

WS Samoa

Many of the small countries such as Tuvalu and Samoa allow the public to register
in their top-level domains. For example, the top-level domain.tv has been registered
by many television companies.

To be able to connect to the Internet, it is necessary for an organization to register
to one of the top-level domains. The organization needs to submit its name to ICANN
for approval. Once the name is approved by ICANN, the organization’s name is regis-
tered under a selected top-level domain. After it is registered in the top-level domain,
the organization can add more lower level names under the top-level domain name.
According to the hierarchical structure of the organization, department names and
host names can all be added to the organization’s name. Under the organization’s
name, one can add up to 127 layers of names. It is required that the host names within
the same domain must be unique. If the organization has multiple servers running
at the same time, it can distinguish these servers by naming them according to their
functions such as mail, www, and learning.

5.3.2 DNS Server Hierarchy

As we know, the Internet connects billions of the hosts. Therefore, there are billions
of unique names and IP addresses related to these names. DNS needs to handle the
name resolution of billions of hosts on the Internet. For such a gigantic task, it is not
practical to handle the job by using one database and one server. The database would
have billions of records and the server that hosted the database would need to handle
billions of requests every day. In case that the server had a problem, the entire Internet
would shut down. Therefore, DNS databases are distributed to many DNS servers. In
the DNS server hierarchical system, the root server hosts the top-level domain, which
stores the IP address and name records such as com and edu. Under the root DNS
server, there are top-level DNS servers for a top-level domain. Each top-level DNS
server hosts a database that contains the name—IP address pairs of the organizations
registered to the top-level DNS server. Under the top-level DNS server, organiza-
tions may have their own DNS servers, each of which stores its own IP address and
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name pairs. Many organizations create their own name service for better security and
performance. For some large organizations, they may have lower level DNS servers for
their sites and departments.

Searching for records in such a distributed database can be a complicated task.
One needs to know where to find the DNS server hosting the database that has the
requested records. The next section illustrates how to search for a record in a hierarchi-

cal distributed DNS database.

5.3.3 Name Resolution Process

'The process to match the IP address for a given domain name is called a forward lookup
process. Reversely, the process to match the domain name for a given IP address is
called a reverse lookup process. The following is an example of a forward lookup pro-
cess. Suppose that a student needs to remotely access the lab server from home. The
student enters the following URL in a web browser: lab.cis.myuniversity.edu.

After the student presses the Enter key, the operating system first checks the file
named HOSTS for the related IP address. If the file HOSTS does not have the
matching IP address for the name entered in the URL, the operating system will
check the DNS cache to see if there is a matched IP address. If not, the operating
system on the client computer issues a name resolution request to the local DNS
server whose IP address is specified during the configuration of the network inter-
face card. If there is no matched IP address in the database hosted by the local DNS
server, the request will be forwarded to the root server since each DNS server knows
the root server’s IP address. The root server contains the IP addresses of all the major
categories of domain names such as com, edu, or org. The root server returns to the
local DNS server the IP address that matches the top-level domain name in the URL;
it is edu in this example. Once the local DNS server gets the IP address of the top-
level domain edu, the local DNS server will issue a request to the edu DNS server.
The edu DNS server will search for the IP address that matches the university name
in its database. If there is a match, the edu DNS server will send the IP address
that matches the university’s DNS server back to the local DNS server. By using the
returned IP address, the local DNS server will send the request to the university’s
DNS server. Once the university’s DNS server gets the request, it will search for the
IP address of the CIS department DNS server. If there is a match, the matched IP
address will be returned back to the local DNS server. The local DNS server will then
send the request to the cis DNS server for the IP address of the lab server. After the
cis DNS server receives the request, it searches its database for the IP address of the
lab server. If there is a match, the IP address of the lab server will be returned back to
the local DNS server. After receiving the IP address, the local DNS server will send
the IP address to the client computer. With the IP address of the lab server, the client
can now communicate with the lab server. Figure 5.6 illustrates the name resolution
process in the hierarchical system.
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Figure 5.6 Name resolution process.

Once the client computer gets the IP address for a given name, it caches the IP
address with the given name. Next time, to search for the IP address of the same
host, the client computer will check the cache first. If there is a match, it gets the cor-
responding IP address from the cache in no time. In such a case, the client computer
does not need to send a request to the local DNS server.

5.3.4 DNS Zones
As the entire DNS database is distributed to millions of DNS servers, each DNS

server only hosts a small portion of the entire DNS namespace. Such a portion man-
aged by a DNS server is called a DNS zone. After a DNS server is installed, the net-
work administrator can create one or more DNS zones to store DNS records. There
are two types of zones. One is used to store the records for forward lookup and the
other one is used to store the records for reverse lookup. A forward lookup zone can
be used to query another IP address for a given host name. With the DNS reverse
zone, one can look up a host name for an IP address. The network administrator can
manually create a forward zone on a DNS server. On a primary DNS server, a forward
zone can be automatically created during the installation of a DNS server if DNS is
integrated with Active Directory. When a reverse lookup zone is created, the standard
domain name in-addr.arpa is used for the reverse lookup zone. For example, to create
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a reverse lookup zone on a computer with the IP address 192.168.2.1, the reverse
lookup zone name should be

2.168.192. in-addr.arpa

where 2.168.192 is the reverse order of the numbers in the dotted-decimal notation
of IP addresses as shown in Figure 5.7. The in-addr.arpa domain name applies to all
IPv4 networks.

Like a database, the zone files can be backed up or replicated to many other servers
for fault tolerance. The copies of a zone file can be distributed to other DNS servers
at different physical locations to reduce network traffic. The originally created zone is
called the master zone (or the primary zone) and the copy of the master zone is called
the slave zone (or the secondary zone). During a replication process, the master zone
and slave zones are automatically synchronized.

For better security and management, the DNS zone can be stored in the Active
Directory. The DNS zone can be stored in two areas, the domain directory partition
and the application directory partition, in the Active Directory. Stored in the Active
Directory, the DNS zone can be automatically backed up and replicated to domain
controllers for fault tolerance. As the Active Directory is highly protected with various
security measures, the DNS zones stored in the Active Directory are also protected by
these security measures.

A domain directory partition contains Active Directory objects such as users and
computers. The content of the domain directory partition is replicated to all domain
controllers within the domain. This means that the DNS zones stored in the domain
directory partition will also be replicated to all domain controllers even if some of the
domain controllers are not configured as DNS servers. Therefore, storing DNS zones

New Zone Wizard -

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names. p)

To identify the reverse lookup zone, type the network ID or the name of the zone.
(® Network ID:

192 .168 2

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

(O Reverse lookup zone name:
2.168.192.in-addr.arpa

<Back || Next> | [ cancel

Figure 5.7 Reverse lookup zone name.
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in the domain directory partition is less efficient. The application directory partition
stores the application-specific data. Unlike the domain directory partition, which rep-
licates content to all domain controllers in a domain, the application directory parti-
tion can replicate its content only to specific domain controllers. In such a way, the
replication of a DNS zone stored in the application directory partition can be more
efficient. There are three options for storing DNS zones in the application directory
partition. One can choose to store DNS zones to all DNS servers in a forest, or to
store the DNS zones to all DNS servers in a domain, or to store the DNS zones to
the DNS servers in a predefined scope. By doing so, the replication of DNS zones
can be limited to a few domain controllers. When creating a new zone, the network
administrator can specify how the replication can be done. Figure 5.8 illustrates the
available replication options.

In summary, when creating a new DNS zone with the New DNS wizard, it is
recommended that the network administrator use the configuration options shown

in Table 5.3.

New Zone Wizard -
Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network. )

Select how you want zone data replicated:
(O To all DNS servers running on domain controllers in this forest: lab.local

(®) To all DNS servers running on domain controllers in this domain: lab.local
O To all domain controllers in this domain (for Windows 2000 compatibility): lab.local

To all domain controllers specified in the scope of this directory partition:

<Back || Next> | [ cancel

Figure 5.8 Replication options.

Table 5.3 Configuration of New DNS Zone

CONFIGURATION PAGE CONFIGURATION OPTIONS

Zone Type page Select the options Primary zone and Store the zone in Active
Directory

Active Directory Zone Replication Scope page Select the option To all DNS servers running on domain
controller in this domain (Figure 5.8)

First Reverse Lookup Zone Name Wizard page Select the option IPv4 Reverse Lookup Zone

Second Reverse Lookup Zone Name Wizard page Enter network ID, for example, Network ID = 192.168.2. (Figure 5.7)

Dynamic Updates page Select the option Allow only secure dynamic updates

(Figure 5.10)
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5.3.5 Types of DNS Records

DNS records are created for different services. Some of them are used to bind a domain
name to an IP address, some of them are used to match an IP address to an e-mail
server, some are used to match an IP address to local DNS servers, some are used for
the reverse lookup, and some are used to create aliases for other domain names. The

types of DNS records are summarized in Table 5.4.

5.3.6 Stub Zone

Sometimes, a subdomain is not registered to the top-level domain. The type of host
name in such a subdomain can be used internally. To search for IP addresses of hosts
outside the internal subdomain, the subdomain can use a specific DNS zone called
a stub zone, which contains the records of DNS servers outside this subdomain. The
stub zone can also be used in a situation where two organizations are merged. One
organization has no DNS records of the other. Thus, it can set up a stub zone, which
contains the records of the DNS servers of the other organization.

By using the name servers listed in a stub zone, a request from a host in one
domain can be forwarded to a DNS server outside of the current domain. Once
the DNS server outside of the current domain finds the IP address, it returns
the IP address to the stub zone and from there the IP address is returned to the
host that made the request. Figure 5.9 illustrates the name resolution process with
a stub zone.

5.3.7 Dynamic DNS§

When creating a DNS zone, records can be entered by the network administrator
manually. Entering DNS records manually can be a tedious task. Dynamic DNS is
such a service that it can update DNS records automatically. Dynamic DNS enables
DNS client computers to register and dynamically update their records whenever
changes in the IP addresses occur. When a DNS client uses DHCP or frequently

Table 5.4 Types of DNS Records

TYPE USAGE

A This type of record is used to resolve a host name to an IPv4 IP address.
AAAA This type of record is used to resolve a host name to an IPv6 IP address.
CNAME  This type of record is used to assign an alias to a host name.

MX This type of record is used to bind an IP address to a specified mail server.
NS This type of record is used to bind an IP address to a specified DNS server.
PTR This is the Pointer type of record used to resolve an IP address to a host name.

SOA This is the Start of Authority type of record that contains the configuration information
about the domain that this DNS server is responsible for.

SRV This is the Service type of record that is used to store the locations of domain controllers.
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Figure 5.9 Name resolution with stub zone.

changes its location, its IP address gets altered as well. In such a case, Dynamic DNS
can be used to reduce the workload of the network administrator. With the dynamic
DNS service, DNS clients register themselves in a DNS server. There is no need for
the network administrator to manually enter the records into a DNS zone. For the
DNS zone, the network administrator can enable or disable dynamic updates. By
default, dynamic updates are applied to Type A DNS records. The network adminis-
trator can configure a DNS zone to be dynamically updated securely or nonsecurely.
A DNS zone can also be configured to not allow dynamic updates. The configuration
can be done while creating a new zone. Figure 5.10 illustrates the dynamic update
options when creating a new zone.

5.3.8 DNS Server Management

Through the GUI tools provided by the Windows Server operating system, the net-
work administrator can accomplish the following DNS management tasks:

* Management of DNS records aging and scavenging
* Management of DNS cache

* Management of server binding

* Management of root hints

* Management of forwarding
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Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dwmmdamsmnmdmtwwswregswa\ddmandymdahem
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

@ Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.
O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.
O Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

<Back | Next> | | cancel

Figure 5.10 Dynamic update options.

Management of DNS records aging and scavenging: When DNS records become out of
date, they can be removed from a DNS zone. Aging and scavenging is this type of
service. For each zone, the network administrator can enable automatic scavenging
and define the scavenging time period. Figure 5.11 shows the configuration of the
aging and scavenging service.

Debugloggng |  Event Loggi Monit Securty

Interf | Forward Advanced Root Hints

Server version number:

[6.29200(0030) ]

Server options:

[IDisable recursion (also disables forwarders) Al

[“JEnable BIND secondaries

[JFail on load if bad zone data -

[V]Enable round robin =

[V]Enable netmask ordering

[V]Secure cache against poliution [

WIFnahle DNSSFC validation for remate resnonses b

Name checking: [ Mutibyte (UTF8) v

Load zone data on startup: [From Active Directory and registry v |

[W] Enable automatic scavenging of stale records

Scavenging period: |7 lldays v]

Reset to Default

[ ok || Concel || Aoty [[ Hep |

Figure 5.11 Aging and scavenging.
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Management of DNS cache: To improve performance, the results of DNS lookups are
automatically cached. Since the DNS server looks at the cache first, the cached records
will be used repeatedly for subsequent IP address lookups. Sometimes, the cached
records may be out of date or have errors. To make the DNS server have a new lookup,
the network administrator needs to clear the cache first. The network administrator
can also lock down the DNS cache to prevent the DNS records from being altered
frequently.

Management of server binding: Often, a DNS server may be installed with multiple
NIC:s to handle DNS requests. By default, the DNS server lists all the IP addresses.
To free up some IP addresses for other services such as web service, the network
administrator can block some of the IP addresses from DNS requests. The net-
work administrator can specify which IP addresses can be used to handle DNS
requests for name resolution. Figure 5.12 shows that only one IP address is configured
to handle DNS requests.

Management of root hints: Root hints contain the names and IP addresses of the
DNS root servers on the Internet. When a local DNS server cannot find a requested
record, it will forward the request to a root server. By using root hints, the DNS
request is forwarded to the root server for resolving a public host name. When there
is no need for public host resolution, the network administrator can specify the root
hints to point to an internal DNS server. By doing so, the private network informa-
tion will not be forwarded to the Internet. Figure 5.13 shows that the root hints are
configured to point to an internal DNS server.

servera.lab.local Properties _

| Debuglogging | Eventlogging | Monitoing | Securty
Intefaces I Forwarders I Advanced [ Root Hints

Select the IP addresses that will serve DNS requests. The server can listen
for DNS queries on all IP addresses defined for this computer, or you can
limit it to selected P addresses.

Listen on:

O All IP addresses

(® Only the following IP addresses:
IP address:

[V} fe80::603a:895a:2307:c691
[v] 192.168.15

[ ok J[ Concel [ oy [[ Heo ]

Figure 5.12 Specifying IP address for handling DNS requests.
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Debug Logging | _ Event Logging
e l.-- Root Hints

Root hints resolve queries for zones that do not exist on the local DNS
server. They are only used if forwarders are not configured or fail to
respond.

Name servers:

Server Fully Qualfied Domain Name (FQDN) IP Address
aroot-servers net. [192.228.73.201]

Figure 5.13 Private root hints.

[

Debug Loggi Event | g | y
Interfaces Forward / | Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

IP Address
192.168.1.1
192.168.177.2

[V Use root hints f no forwarders are available

Note: if conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

[ ok || Cancel || My || Hep

Figure 5.14 Forwarding configuration.
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Management of forwarding: When a local DNS server does not have the required
records, the forwarding service will forward a request to another DNS server. By
default, DNS will attempt to forward the DNS request to the root server. The
forwarding service can be configured to forward the DNS request to a specific
DNS server. Figure 5.14 shows that DNS requests are forwarded to two internal
DNS servers.

5.3.9 DNS Security

Working in the Internet environment, DNS is vulnerable to hackers who can disable a
DNS service by flooding the DNS service with fake DNS responses or requests, steal-
ing information about network resources by misusing the zone files, finding out the
IP address bound to a host name by capturing IP packets on a network, or redirecting
DNS queries to a phony DNS server by compromising the dynamic updates.

A network host can be configured to dedicate a machine as its DNS server so that
the host can send all its DNS requests to that DNS server. Once the DNS server
receives the DNS requests, it processes the requests without verifying the source
of the requests. This opens the door for hackers who can dedicate a DNS server and
flood the DNS server with hundreds and thousands of DNS requests in a short time
until the DNS server is disabled.

If a hacker logs on to a DNS server, it is really easy for the hacker to explore the
DNS zones. The network administrator should limit the access to the DNS server
by only a few qualified network administrators through dedicated computers. Only
the network administrators should be authorized to operate on DNS zones. Once
a suspected network host is identified, the host name can be added to the Global
Query Block List, which contains the names that will not get responses from the
DNS server.

When a DNS client is sending a request to a DNS server, the IP packet carry-
ing the message can be captured by a hacker on the Internet. Through the captured
packet, the hacker can figure out the IP address and name of the DNS server and
other server information. Also, when the DNS server is replicating DNS zones to
other DNS servers, the content may also be caught by hackers on the Internet. The
hackers can download the entire DNS zones to their own machines. With the col-
lected information, the hackers are able to set up replication servers. In that way,
the hackers can get all the DNS replications. To avoid hacker attacks, the network
administrator should consider using an internal DNS server to handle all the internal
network host name resolution. For all the external name resolution, use a separate
DNS server. Then, create a forward zone on this DNS server for the web servers to
resolve the names of the internal network hosts. The network administrator may let
the Internet Service Provider (ISP) host the external DNS server or create a neutral
network between the Internet and the organization’s private network called a demili-

tarized zone (DMZ).



180 CLOUD COMPUTING NETWORKING
servera.lab.local Properties _

Debug Logging | Event Loggi Monitori Securty
Intefaces |  Fowarders |  Advanced Root Hirts

Server version number:

6.2 9200 (Bx230)

Server options:

[CJEnable BIND secondaries

[(JFail on load if bad zone data

[V]Enable round robin

[V]Enable netmask ordering

[v]Secure cache against pollution

VIFnahle NNSSFC. validation for remote resnonses

Name checking: I Muttibyte (UTF8) v l

Load zone data on startup: I From Active Directory and registry V]

["] Enable automatic scavenging of stale records

0 days

ok | [ Cancel [[ mmy || Heb |

Figure 5.15 Disabling DNS recursion.

To prevent the spread of hackers’ DNS requests, the network administrator can dis-
able the recursion option to stop forwarding the DNS requests to other DNS servers.
Figure 5.15 shows that the DNS recursion is disabled.

By default, zone transfers are not enabled. In case that a zone transfer is necessary,
it is recommended to use the option only to the server shown in Figure 5.16.

DNS data files can be updated manually with the DNS management GUI tool.
During a manual update, all the changes made in memory are written to the DNS
zone files. Dynamic DNS updates automate the insertion and update of DNS
records. On the other hand, they also introduce vulnerability to the DNS service.
If a DNS server allows a nonsecure update, any network host is able to register
itself to the DNS zone. Therefore, the network host can join the domain and the
hacker who owns that host can make significant damage to the domain by alter-
ing or deleting the DNS records in the zone. With Active Directory, a dynamic
update can be configured to only handle the requests from the domain members
and block the requests from nondomain members. The network administrator can
also control which network host can register and change the content in the DNS
zone with the discretionary access control lists (DACLs). Figure 5.17 shows that the
dynamic updates are configured as “Secure only,” which only handle DNS requests
from domain members.

In addition to aforementioned security measures, network administrators can
improve the security of DNS by enforcing encryption and authentication. The topic
related to encryption and authentication will be discussed in later chapters.
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General Start of Name Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

[w] Allow zone transfers:
O To any server
(O Only to servers listed on the Name Servers tab
(®) Only to the following servers

IP Address Server FQDN
192.168.2.2 serverb Jab local

T to be notified of
e ey et sevemtoboratede e[|

[ ok [ conce ]| | [ _hee
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Figure 5.16  Configuring zone transfer.

Status: Running
Type: Active Directory-Integrated

Replication: All DNS servers in this domain

Data is stored in Active Directory.

Dynamic updates: ISecueonly

/i, Allowing nonsecure dynamic updates is a signfficant security
wvulnerabilty because updates can be d from d
sources.

To set aging/scavenging propetties. click Aging.

Figure 5.17  Secure dynamic update.
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Activity 5.1: Network Services

In this activity, you are going to develop network services such as DNS and DHCP
services in the Microsoft Azure environment:

Task 1: DNS Service Development
Task 2: DHCP Service Development

DNS is a service that automatically converts the name of a host to a corresponding
IP address for data communication. DHCP is a service that automatically assigns
an IP address to a host in the network. It may also be used to assign other network
parameters such as the IP address of a gateway and the name server for a host.

Task 1: DNS Service Development

After Active Directory is installed, the DNS is installed with it. To verify the instal-
lation, follow the given steps:
Creating primary zone: First, let us create a primary zone on servera.

1. Log on to servera with the mylab\student account. In System Manager, click
Tools and DNS to open DNS Manager.

2. Expand the SERVERA node, Forward Lookup Zones, and maylab.com.
In Figure 5.18, you should be able to see the records of servera and serverb
registered under the DNS node.

& DNS Manager I;IE-

File Action View Help

e @ XEe= Bm i 8d

£ DNS Name Type Data Timestam
4 [ SERVERA 1 _msdcs
(3 Lﬁ] Global Logs 7 _sites
4 [ ] Forward Lookup Zones I tep
b (] _msdcs.mylab.com 7 _udp
« [pitmykbicom | DomainDnsZones
b B _msdcs | ForestDnsZones
b = ':Ms ﬂ (same as parent folder) Start of Authority (SOA) [40], servera.mylab.com.,, ...  static
t - ‘:: ] (same as parent folder) Name Server (NS) serverb.mylab.com. static
> - E)or:ainDnsZone: ﬂ (same as parent folder) Name Server (NS) servera.mylab.com. static
» j ForestDnsZones £ (same as parent folder) Host (A) 10.0.04 8/25/2014
b (] Reverse Lookup Zones ] (same as parent folder) Host (A) 10005 8/25?/2014
b [ Trust Points Elservera Host (A) 10.0.0.4 static
b -] Conditional Forwarders £ serverb Host (A) 10.0.0.5 static

<] m > < n >

Figure 5.18 DNS records.
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3. Although a forward lookup zone is automatically generated during the
installation of Active Directory, a reverse lookup zone is not. To create a
reverse lookup zone, double click Reverse Lookup Zones and then right
click Reverse Lookup Zones, and select New Zone to open the New Zone
Wizard.

4. Click Next in Welcome to the New Zone Wizard. Then, select Primary
zone for the zone type. Then, click Next.

5. In Active Directory Zone Replication Scope, select To all DNS servers run-
ning on domain controllers in this domain: mylab.com. Then, click Next.

6. On the first Reverse Lookup Zone Name page, select IPv4 Reverse Lookup
Zone. Click Next.

7. On the second Reverse Lookup Zone Name page, type the network ID
of your subnetwork. In our case, type your subnet ID. (Use the starting IP
address for subnet_1 in Figure 1.24) In Reverse Lookup Zone Name, take
the automatically generated name as shown in Figure 5.19. Click Next.

8. In Dynamic Update, click Next. Then, click Finish.

9. Click the Reverse Lookup Zones node to expand it. Double click the node
0.0.10.in-addr.arpa. You should be able to see the reverse lookup records
shown in Figure 5.20.

Creating secondary zone: To reduce network traffic, you may create a secondary zone
on a local server so that your server does not need to resolve a host name on a remote
server. As an illustration, on serverb, let us make a secondary zone of the reverse
lookup zone created previously.

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
@® Network ID:
0o 0 0

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

(O Reverse lookup zone name:
0.0. 10.in-addr.arpa

<Back || Next> | [ cancel

Figure 5.19 Reverse lookup zone.
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& DNS Manager s

. File Action View Help

R EEEE EEEGE

KE, DNS Name Type Data Timestam|
4 §ERVERA ] (same as parent folder) Start of Authority (SOA) [1), servera.mylab.com., h... static
b () Global Logs ﬂ (same as parent folder) Name Server (NS) servera.mylab.com. static

4[] Forward Lookup Zones
p (5] _msdcs.mylab.com
4 (2] mylab.com

b (5] _msdcs
b [ _sites
b tep
b 3 _udp

b (] DomainDnsZones
b (] ForestDnsZones

4 ] Reverse Lookup Zones
2] 0.0.10.in-addr.arpa

b 1 Trust Points

p [ Conditional Forwarders

<[ wo >« m - - | >

Figure 5.20 Reverse lookup records.
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. Assume that you are still logged on to servera. In System Manager, click

Tools and DNS.

. Expand the Reverse Lookup Zones node. Right click the 0.0.10.in-addr.

arpa node and select Properties (Figure 5.21).

. Click the Zone Transfers tab. Check the option Allow zone transfers and

make sure that To any server is selected as shown in Figure 5.22. Then,

click OK.

. Log on to serverb with the mylab\student account.
. In System Manager, click Tools and DNS as shown in Figure 5.23.
. Double click Reverse Lookup Zones to open the reverse lookup node as

shown in Figure 5.24.

7. Double check 0.0.10.in-addr.arpa as shown in Figure 5.25. You should see

the reverse lookup records.

Configuring aging and scavenging: When the DNS records have been updated or

refreshed after the update or refresh interval has expired, they will be scavenged. The

following are the steps to configure aging and scavenging.

1.

2.

Log on to servera with the mylab\student account. In System Manager, click
Tools and DNS.
Right click SERVERA and select Properties (Figure 5.26).
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File Action View Help

e 2@ XEB &=

BEm i@s

£ DNs

4 § SERVERA
b (g Global Logs
b (] Forward Lookup Zones
4 ] Reverse Lookup Zones

5:@ 0.0.10.in-addr.arpa

Name
E (same as parent folder)
g (same as parent folder)

Type
Start of Authority (SOA)
Name Server (NS)

b [ Trust Points
b [] Conditional Forwarder|

Contains commands for customiz|

Update Server Data File
| Reload
New Pointer (PTR)...
New Alias (CNAME)...
| New Delegation...
| Other New Records...
| DNssEC

| All Tasks

| View

| Delete
| Refresh
Export List...

Data
[1], servera.mylab.com,, h...
servera.mylab.com.
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Figure 5.21

Configuring reverse lookup zone.

- File Action View Help ] I
o= General Start of SOA)
e 2@ XD Name Severs | WINSR |  Zone Transfers Securty
+ 5
& DNS l Timestam
4 i SERVERA Azone 3,00py ot the 2000 to the et 3 copy. lab.com., h... static
b Global Logs [] Allow zone transfers: jcom. static
b (] Forward Lookup Zones ® Toany
4 | Reverse Lookup Zones
21 0.0.10.n-addr.arpa O Only to servers listed on the Name Servers tab
b ] Trust Points O Only to the following servers
b [] Conditional Forwarders \P Address Server FQDN
| B |
To specify secondary servers to be notified of zone m
updates, click Notify.
0K Cancel | [ Apply Help
| ] ] I [ ] — )

<

< I

Figure 5.22 Zone transfer configuration.
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Active Directory Administrative Center
Active Directory Domains and Trusts |
Active Directory Module for Windows PowerS|
Active Directory Sites and Services |
Active Directory Users and Computers |
ADSI Edit

Component Services |
Computer Management
Defragment and Optimize Drives

Event Viewer

Group Policy Management

iSCS! Initiator |
Local Security Policy |
ODBC Data Sources (32-bit) |
‘ODBC Data Sources (64-bit) |
Performance Monitor

Resource Monitor |
Security Configuration Wizard :
Services |
System Configuration |
System Information

Task Scheduler

Windows Firewall with Advanced Security |
Windows Memory Diagnostic -
Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup £

Figure 5.23  Opening DNS.

File Action View Help
es 2@z Em iaa

£ DNS Name Type Status DNSSEC Status
4 [ SERVERA (21 0.0.10.in-addr.arpa Active Directory-Integrated Pr... Running Not Signed
b (§) Global Logs
b (] Forward Lookup Zones
b || Reverse Lookup Zones
b [ Trust Points
p [ Conditional Forwarders

Figure 5.24 Reverse lookup zone configuration.
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File Action View Help

I EEEN IR

2 DNs

4 § SERVERB
b (g Global Logs
b ] Forward Lookup Zones
4 (7] Reverse Lookup Zones

2 00.10.in-addr.arpa

b (2] Trust Points
b [] Conditional Forwarders

Name

(same as parent folder)
é (same as parent folder)
é (same as parent folder)

Type

Start of Authority (SOA)
Name Server (NS)
Name Server (NS)

Data

[2), serverb.mylab.com., h...
serverb.mylab.com.
servera.mylab.com.
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Figure 5.25 Secondary zone type.

File Action View Help

e nE XEBeE Bm §@8

£ DNs
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F=1)

4
b (E) Glob]
4[] Forw

> &
b
4[] Reve
&1

b [ Tru
b =1 Cony

Configure a DNS Server...

Create Default Application Directory Partitions...
New Zone...

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records

Update Server Data Files

Clear Cache

Launch nslookup

hority (SOA)
rver (NS)

All Tasks

Delete
Refresh

Properties

Help

Data
(3], servera.mylab.com., h...
servera.mylab.com.

Timestat|
static
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[T

Figure 5.26 Configuring scavenging.
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File Action View Help . -

| [ T bt | Fatrs

2 DNS

Timestar

4 i SERVERA | | Server version number: B lab.com., h... static
3 Global Logs (629200 (0x230) | lcom. static

4 [] Forward Lookup Zones : ‘ )

b (] _msdcs.mylab.com Server options:

b [E] mylab.com [(]Disable recursion (also disables forwarders)
4[] Reverse Lookup Zones ||| [JEnable BIN'_J secondaries
@) 158.62.10in-addr.arplff | 72 onload f bad zone data
i PN = [ViEnable round robin
b (& Trust Points || | @Enable netmask ordering
p (] Conditional Forwarders [¥ISecure cache against pollution
[VIFnahle DNSSFC validation for remote.

Neme checking: [Mutibyte (UTFS)
Load zone data on startup: [From Active Directory and registry

[V] Enable automatic scavenging of stale records
Scavenging period: |7 ”days

Reset to Default

ok ][ cancel J[ ooy ||

Figure 5.27 Enabling automatic scavenging.

3. Click the Advanced tab and click Enable automatic scavenging of stale
records. Then, click OK as shown in Figure 5.27.

4. Double click Forward Lookup Zones to expand the node. Right click the
zone mylab.com and select Properties (Figure 5.28).

5. Click the Aging button to open the Zone Aging/Scavenging Properties dia-
log as shown in Figure 5.29.

6. Check Scavenge stale resource records. Keep the default No-refresh interval
as 7 days and change the Refresh interval to 200 days (Figure 5.30). Then,
click OK twice. The configuration indicates that the dynamic DNS records
will be scavenged after 207 days.

NSLOOKUP: NSLOOKUP is a utility that can be used to query DNS records. It
can be used to verify if the DNS server is properly configured and can be used to do
troubleshooting tasks. In the following practice, you will use NSLOOKUP to check
if the stub is configured properly.

1. Log on to serverb. Press the Windows logo key + r combination. Type
nslookup and press the Enter key (Figure 5.31).

2. Type set type = a as shown in Figure 5.32 and press the Enter key.

3. Now, type servera.mylab.com and press the Enter key (Figure 5.33).

4. Type exit and press the Enter key to complete the task.



DYNAMIC HOST SERVICE AND NAME SERVICE

File Action View Help
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Figure 5.28 Configuring aging.
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Figure 5.29 Aging specification.
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- File Action View Help !
B EEEEEL EIRGE
J 2 NS Name [[]Scavenge stale resource records
4 § SERVERA [ _msdcs No-refresh interval

b [g] Global Logs [ _sites The time between the most recent refresh of a record timestamp
4 [ Forward Lookup Zones Ij_tcp and the moment when the timestamp may be refreshed again.

> [E) mylab.com (] DomainDnsZones

(=] ForestDnsZones Refresh interval
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] SERVERB Refresh kterval:

4 [ Reverse Lookup Zones
(5] 158.62.10.in-addr.arp

b [ Trust Points

b [ Conditional Forwarders

II)M\<| [ ok

[ Server Name 1D Seve;ity Source

Figure 5.30 Specifying refresh interval.

. Type the name of a program, folder, document, or Internet
=) resource, and Windows will open it for you.

Open: | nslookup|

All services | 1 total

[ Fiter s B~ @~

Server Name Display Name Service Name Status  Start Type

SERVERB DNS Server  DNS Running Automatic

Figure 5.31 Running NSLOOKUP command.
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% serverb - myservera1.cloudapp.net:51350 - Remote Desktop Co.. — O EN

=

Server Manager * DNS

C:\Windows\system32\nslookup.exe

erver: UnKnoun
18.62.158.26

> set type=a_

TvETYTS

All events | 0 tota

A
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Figure 5.32 Setting record type.

DNS Manager
C:\Windows\system32\nslookup.exe

Default Server: UnKnown

Figure 5.33 Lookup IP address for a given name.
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Task 2: DHCP Service Development

To install DHCP service,

1.
2.
3.
4.

5.
6.

7.

10.

Sign on to servera using the mylab\student account with your password.

In Server Manager, click Add Roles and Features.

In the Add Roles and Features Wizard, click Next three times. On the Select
server roles page, click the DHCP Server checkbox.

When you are prompted to add required features, click Add Features as
shown in Figure 5.34.

Click Next three times, and then click Install.

Wiait for the installation process to complete. In the Add Roles and Features
Wizard, click Complete DHCP configuration as shown in Figure 5.35.

In the DHCP Post-Install configuration wizard, click Next and then click
Commit as shown in Figure 5.36. Then, click Close.

. On the Server Manager menu bar, click Tools and then click DHCP (Figure

5.37). The DHCP console will open.

. On the DHCP console tree, navigate to IPv4. Right click IPv4 and then click

New Scope (Figure 5.38). The New Scope Wizard will open.
Click Next and then type a name, such as lab-scope, for the new scope next
to Name (e.g., lab-scope in Figure 5.39).

Add Roles and Features Wizard

res Wizard

Select server roles
Add features that are required for DHCP Server?

Select one or more roles to i
The following tools are required to manage this feature, but do not
Roles have to be installed on the same server.

Active Directory Cer] 4 Remote Server Administration Tools
Server Roles J] Active Directory Dof 4 Role Administration Tools
] Active Directory Fed [Tools] DHCP Server Tools
[ Active Directory Ligl
] Active Directory Rigl
[] Application Server
[MYOHCP Serve:
DNS Server (Installe;

[] Fax Server

File And Storage Sef} Include management tools (if applicable)

] Hyper-V

Network Policy and Cancel

Print and Documen

] Remote Ac

[] Remote Desktop Services

| < Previous | | | | Install || Cancel

v
> i

Figure 5.34 Installing DHCP role.



DYNAMIC HOST SERVICE AND NAME SERVICE 193

Installation progress

View installation progress

o Feature installation

Confi ion required. Installation succeeded on servera.mylab.com.

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

[

o You can close this wizard without interrupting running tasks. View task progress or open this
1

page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings

<Previousl| Next > I | Close ” Cancel

v
>

Figure 5.35 Completing DHCP configuration.

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

@ Use the following user’s credentials
User Name; MYLAB\student

O Use alternate credentials

UserName:

O Skip AD authorization

Figure 5.36 Specifying credentials.
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Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

~90000-00001-AA620 (Activated) Computer Management

bws Activation

Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management

iSCSI Initiator

Local Security Policy

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Dart

Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

-
Date and Time

Figure 5.37  Selecting DHCP service.

Contents of DHCP
i servera.mylab.com

| Display Statistics... More Actions
| New Scope...

| New Multicast Scope... L |
[ = ast Updif

Configure Failover... |
\ Replicate Failover Scopes... unters not started 5/26/201

‘ Define User Classes...

| Define Vendor Classes...

Reconcile All Scopes...
| Set Predefined Options...
| Refresh

Configure a fail

All events | 9 total

Filter

Server Name ID  Severity Source

Figure 5.38 Creating new scope.
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New Scope Wizard

Scope Name
| You have to provide an identifying scope name. You also have the option of providing
a description.
| T

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Ilab-soope

Description: Iscope forlab VMs|

Last Updi

lunters not started 5/26/201

e e ] [ ] 1|

EVENTS
All events | 9 total

Fitter Pl

ServerName ID  Severity | Source

Figure 5.39 Scope name.

11. Click Next. Then, for the IP address range, type 10.0.0.10 next to Start
IP address, type 10.0.0.20 next to End IP address, and type 8 next to
Length. The value of the subnet mask will change automatically to 255.0.0.0
(Figure 5.40).

12. Click Next. Then, in Add Exclusions and Delay, type 10.0.0.15 under
Start IP address, type 10.0.0.16 under End IP address, and then click Add
(Figure 5.41).

13. Click Next and then in Lease Duration, take the default.

14. Click Next. In the Router page, enter the default gateway IP address 10.0.0.1
and click Add as shown in Figure 5.42.

15. Click Next. In Domain Name and DNS Servers, verify that the Parent
domain is mylab.com and 10.0.0.4 is listed as the only DNS server IP address
(Figure 5.43). (Your DNS server IP address may be different.)

16. Click Next twice, and then in Activate Scope, select Yes, I want to activate
this scope now.

17. Click Next, and then click Finish.

18. Refresh the view in the DHCP console and verify that IPv4 is checked and
lab-scope is active (Figure 5.44).

Reservation: You may reserve an IP address for a specific computer by matching the IP
address with the hardware address of that computer.
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IP Address Range
You define the scope address range by identifying a set of IP adds

- Configurati ings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: 10.0.0.1

End IP address: 0.0.0.2

<Back | Net> | [ Cancel

= & v

are add: are not distrbuted by the
mnmmmwmmmnmumda
DHCPOFFER

Type the IP address range that you want to exclude. If you want to exclude a single
address. type an address in Start IP address only.

Start IP address: End IP address:
| - - . e = Add

Excluded address range:

<Back | Net> | [ Cancel

Figure 5.41 Configuring exclusions.

1. Log on to serverb, press the Windows logo key + r combination to open the
cmd window. Run the command:

ipconfig/all

2. Record the hardware address for the private NIC Ethernet 2.
3. Log on to servera as the user mylab\student. Click Tools and DHCP to open
the DHCP configuration dialog. Double click the Reservations node. Right

click the Reservations node and select New Reservation (Figure 5.45).
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Router (Default Gateway)
You can specify the routers, or default gateways. to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.
IP address:

[T add |
10001 Remove |
Up I
Down_|

<Back || Net> | [ Cancel

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network..

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: _[mylab.com

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:
fi [ Add

Resolve | 10004 Remove |

Up |
Down I

<Back | Net> | [ Cancel

Figure 5.43 Specifying parent domain.

4. Enter the reservation name; reserve the IP address 10.0.0.5 for studentb server
as shown in Figure 5.46. (The MAC address of your virtual machine should
be different.)

5. Click Add and then Close. You will see that the new reservation is added as
shown in Figure 5.47.

6. In the Microsoft Azure Management Portal, shutdown both servera and
serverb before exiting the Microsoft Azure Management Portal.
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File Action View Help
e n@ 6 B *

? DHCP Start IP Address End IP Address
4 § serveramylab.com $@10.0.0.10 10.0.0.20
4 IPva (2100015 10.00.16
4[] Scope[10.0.0.0] lab-¢
[® Address Leases
b (&l Reservations
[, Scope Options
J] Policies
[23 Server Options
& Policies
b @ Filters
b B IPVE

Figure 5.44 Activated scope.

File Action View Help

e 2@ B 3k
% DHCP
4§ serveramylab.com
4 B IPva
4[] Scope[10.0.0.0] lab-¢
[} Address Pool
[® Address Leases
b |5 Reservations
[, Scope Optio
[ Policies
(23 Server Opti
4 Policies
p @ Filters
b B IPVE

Figure 5.45 Creating new reservation.
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Server Mana "

2

File Action Yii Help
«s z[@E G ¢

% DHCP
4 i servera.mylab.com
4 BIPva
4[] Scope [10.0.0.0] lab-scoj
(£} Address Pool
[ Address Leases
(&) Reservations
(774 Scope Options
) Policies
(1§ Server Options
] Policies
b @ Filters
b B IPvE

[ e e D

I You can close this wizard without interrupting running tasks. View task progress or open this
i page again by clicking Notifications in the command bar, and then Task Details.

v

2]

Figure 5.46 Reservation configuration.

Server Mana * |
= |

File Action View ﬂ
«o nm .= B *

% DHCP Reservations | Actions

4 [ serveramylab.com 1 [10.0.0.5] VM Reservation i —
4 G IPva _

4[] Scope [10.0.0.0] lab-scoy More Actions »
({3 Address Pool

(@ Address Leases
b |5 Reservations

[, Scope Options
dl Policies
(3 Server Options
d Policies
b [# Filters
b B IPVE

Figure 5.47 Newly created reservation.
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Earlier, you have created a DNS server for hands-on practice. Note that a private IP
address is assigned to the DNS server. Therefore, this DNS server cannot be used
on the Internet. The DHCP server created here is also for hands-on practice only.
A default DHCP server already exists on the existing virtual network.

'The hands-on practice has covered the installation and configuration of DHCP and
DNS services. It illustrates how to create a DHCP server and a DNS server. It shows
how clients are able to access the DHCP and DNS servers. This hands-on practice
also covered some topics in DNS management such as aging and scavenging. At the
end of the activities, instructions are given to show you how to test the DNS service

tool NSLOOKUP.

5.4 Summary

'This chapter has examined some commonly used network services such as DHCP
and DNS services. DHCP automatically assigns IP addresses to network hosts. This
chapter explains how DHCP can accomplish that task. With the DHCP service,
when a network host joins a network, it is automatically assigned an IP address. In the
hands-on practice, the DHCP service is implemented with Windows Server 2012.

The DNS service is essential for the Internet computing environment. A network
host on the Internet has an IP address associated with a human-friendly name. For
a given host name, the DNS service is able to find the associated IP address or vice
versa. This chapter explains the DNS hierarchy and how to look up an IP address
recursively in the hierarchical DNS server system. The hands-on practice in this chap-
ter illustrates how to create and manage DNS services.

Review Questions

1. What are the reasons to use DHCP?
2. Describe how a DHCP client can get its IP address from a DHCP server.
3. When the DHCP server is not reachable, what type of IP address will the
DHCEP client get?
4. What is the value of the default lease time?
5. How can a DHCP server renew a dynamic IP address?
6. Why do you need a permanent IP address?
7. How to assign a permanent IP address to a network host?
8. How does a DHCP relay work?
9. List the DHCP specifications that should be worked out before installing a
DHCP service.
10. What properties should be specified for a DHCP scope?
11. Why do we need the DNS service?
12. List at least five category-based top-level domains.
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13. What is the maximum number of layers that can be added to the name
hierarchy?

14. What is a root server?

15. What is a forward lookup process?

16. What is a reverse lookup process?

17. Before forwarding the name resolution request to the root server, what does
the operating system need to check first?

18. What is a DNS zone?

19. What is an NS DNS record?

20. What is an SOA DNS record?
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NETWORKING WITH WINDOWS
POWERSHELL

Objectives

* Understand Windows PowerShell.

* Understand Microsoft Azure PowerShell.

* Learn networking with Windows PowerShell.

* Manage Microsoft Azure with Microsoft Azure PowerShell.

6.1 Introduction

In an operating system, a shell is a computer program that provides a user inter-
face. The user interface translates human readable commands into the code that can
be processed by the operating system. For system management, each shell accepts a
set of shell-specific commands that can be entered by users. Windows PowerShell is
such a user interface provided by the Windows operating system. In the early days,
PowerShell was designed mainly for server administrators. It was a separate package
trom the Windows operating system. Recently, PowerShell has been included in the
Windows operating system to make it available to all users.

PowerShell is a task-based command-line shell. Built on the .NET Framework,
PowerShell provides greater control and flexibility for system administration.
Compared with the regular command prompt tool, PowerShell is a more sophisti-
cated command prompt tool, which provides a wide range of functionalities. With
PowerShell, network/system administrators can manage both local and remote net-
works. PowerShell provides a scripting language designed for system administration.
PowerShell is easy to be adopted for difterent versions of Windows operating systems.
It runs on Windows XP, Windows Server 2003, the later versions of Windows desk-
top operating systems, and the Windows server operating system. It is also included
in application servers such as Exchange Server, System Center Operations Manager,
Virtual Machine Manager, and so on.

PowerShell is also included in Microsoft Azure for deploying and managing cloud
services. Most of the tasks accomplished by the Microsoft Azure Management Portal
can be accomplished by Microsoft Azure PowerShell.

203



204 CLOUD COMPUTING NETWORKING
6.2 Windows PowerShell

To perform administrative tasks, PowerShell provides hundreds of standard com-
mands called cmdlets pronounced as command-lets. The cmdlets are developed
by Microsoft or a third party. A cmdlet is a single-function command-line tool.
Windows PowerShell includes four types of commands: Cmdlets, PowerShell func-
tions, PowerShell scripts, and native Windows commands. Multiple cmdlets can be
combined together to form a script to handle a complicated task.

6.2.1 Cmdlets

When installing a Windows Server operating system, Windows PowerShell modules are
included. The cmdlets in the Windows PowerShell modules are. NET classes designed to
accomplish specialized administrative tasks such as managing services, monitoring pro-
cesses, or navigating the registry. Cmdlets differ from commands in many ways. Cmdlets
are not stand-alone executable commands. They are instances ot NET Framework classes.
Implemented in.NET Framework classes, cmdlets often accomplish a task with a few
dozen lines of code. In general, cmdlets depends on the Windows PowerShell runtime to
handle tasks such as parsing, error presentation, and output formatting. It is easier to run
scripting language code in PowerShell for tasks that need to be executed repeatedly and
automatically. PowerShell provides an Application Programming Interface (API), which
allows software vendors and application developers to create custom tools by embedding
PowerShell functionalities. For high efficiency, cmdlets process input and output objects
through a pipeline, which works like a manufacture production line.

These cmdlets can also be used for data management. Different cmdlets can share
the same set of data. The data output from one cmdlet can be input to other cmdlets.
The cmdlets can also be used to manage database objects. A script contains a set of
cmdlets to accomplish a more complex task. A script can be used to run repeated jobs,
access data centers, or instantiate other cmdlets.

A cmdlet is designed to use a consistent usage rubric and to accomplish a single
task. To make it easy to use and to be intuitive, a cmdlet is structured with a verb—
noun compound phrase separated by a hyphen. For example, the Get-Help cmdlet
phase has Get as the verb and Help as the noun. The name of a cmdlet is not case sen-
sitive. The capital letters, G and H, used in the cmdlet Get-Help is merely for clarity.
Figure 6.1 illustrates the Get-Help cmdlet.

'The PowerShell approved verbs used in the cmdlets can be categorized into groups
such as Common, Communication, Data, Diagnostic, Lifecycle, and Security. As an
illustration, we briefly introduce some of the verbs in each group. For the entire list
of verbs, readers can refer to books specialized in Windows PowerShell. Figure 6.2
shows the PowerShell verbs that start with the letter r.

Common: The verbs in the Common group are generic and can be applied to almost
any types of cmdlets. The Common verbs usually used by cmdlets are listed in Table 6.1.
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o
PS C:\Users\user> Get-Help

TOPIC
windows PowerShell Help System

SHORT DESCRIPTION
Displays help about wWindows PowersShell cmdlets and concepts.

LONG DESCRIPTION
windows PowerShell Help describes windows PowerShell cmdlets,
functions, scripts, and modules, and explains concepts, including
the elements of the windows PowerShell language.

windows PowerShell does not include help files, but you can read the
help topics online, or use the Update-Help cmdlet to download help files
to your computer and then use the Get-Help cmdlet to display the help
topics at the command Tine.

You can also use the Update-Help cmdlet to download updated help files
as they are released so that your local help content is never obsolete.

without help files, Get-Help displays auto-generated help for cmdlets,
functions, and scripts.

Figure 6.1 Get-Help Cmdlet.

¥
PS C:\Users\user> Get-Verb r*

verb

Redo Common
Remove Common
Rename common
Reset Common
Resize Common
Restore Data
Register Lifecycle
Request Lifecycle
Restart Lifecycle
Resume Lifecycle
Repair Diagnostic
Resolve Diagnostic
Read Communications

Receive Communications
Revoke Security

PS C:\Users\user>

Figure 6.2 PowerShell Verbs Starting with Letter r.

Communication: The verbs in the Communication group are used to define com-
munication actions. The Communication verbs commonly used by cmdlets are listed
in Table 6.2.

Data: 'The verbs in the Data group are used for data management. The Data verbs
commonly used by cmdlets are listed in Table 6.3.
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Table 6.1 Common Verbs Used in Cmdlets

VERB TYPE USAGE
Add Common It adds a resource to a container or attaches an item to another item. For example, the
Add-WindowsFeature cmdlet installs specified roles, role services, and features to a computer.

Remove  Common  This verb is paired with Add. It removes the specified resource from a container. For example,
the cmdlet Remove-NetRoute removes all the IP routes on the computer, including default

routes.

Clear Common It removes all the resources from a container without deleting the container. For example, the
Clear-Content c:\mytest.txt cmdlet removes the content in the file mytest.txt without deleting
the file.

Get Common It retrieves a resource and displays the resource information on the screen. For example, the
Get-NetRoute cmdlet gets all the routes for the computer.

New Common It creates a new resource. For example, the cmdlet New-NetIPAddress —Interfacelndex 1
—IPAddress 192.168.1.1 creates a new IP address for the network interface with the index 1.

Set Common It modifies an existing resource. For example, the cmdlet Set-NetIPAddress —Interfacelndex 1
—IPAddress 192.168.1.2 changes the network adapter’s IP address to 192.168.1.2

Reset Common It sets a resource back to its original state. For example, the cmdlet Reset-

NetAdapterAdvancedProperty -Name MyAdapter -DisplayName “Private” resets the advanced
property interrupt moderation to Private, which is the default value.

Select Common It locates a resource in a container. For example, the Select-String “Route” cmdlet finds the
word Route in afile.

Rename  Common It changes the name of a resource. For example, the Rename-ltem -path c:\Myfile.txt -newname
Hisfile.txt cmdlet changes the name of the text file Myfile.txt to Hisfile.txt.

Move Common It moves a resource from one location to another. For example, the move-item -path Myfile.txt
-destination d:\Myfile_old.txt cmdlet moves the file Myfile.txt from current location to the D
drive.

Table 6.2 Communication Verbs Used in Cmdlets

VERB TYPE USAGE

Connect Communication It links a source to a destination. For example, the cmdlet Connect-VirtualDisk
connects a disconnected virtual disk to a specified computer.

Disconnect  Communication  This verb is paired with Connect. It breaks the link between a source and a
destination. For example, the cmdlet Disconnect-VirtualDisk disconnects a virtual
disk from the specified computer.

Read Communication It reads the information from a source, such as a file. For example, the cmdlet
Read-S30bject -BucketName Mybackup -Key Mykey -File c:\Myfile reads the backup
file Myfile.

Receive Communication It receives information sent from a source. For example, the cmdlet Receive-job gets
the result of the Windows PowerShell background jobs in the current session.

Send Communication  This verb is paired with Receive. It delivers information to a destination. For example,
the cmdlet Send-MailMessage sends an email message.

Write Communication  This verb is paired with Read. It adds information to a target. For example, the

cmdlet Write-Error “Access denied.” writes an “Access denied” error message.
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Table 6.3 Data Verbs Used in Cmdlets

VERB TYPE USAGE
Back up Data It stores data by replicating it. For example, the cmdlet Backup-SPSite performs a
backup of a site collection.

Compress  Data It compresses the data of a resource. For example, the cmdlet Compress-
SCVirtualDiskDrive dynamically compresses the data stored in a virtual hard disk.

Convert Data It converts the data from one representation to another. For example, the cmdlet
Convert-Byte converts unit types.

Edit Data It modifies existing data. For example, the cmdlet Edit-Cmdlet -Cmdlet Get-MyData edits
the cmdlet Get-MyData.

Expand Data  This verb is paired with Compress. It expands the compressed data of a resource to its
original state. For example, the cmdlet Expand-Archive -path my.zip expands the
my.zip file.

Export Data It exports a resource to a persistent data store. For example, the cmdlet Export-Mailbox
moves the contents of a mailbox to a specified mailbox folder.

Import Data  This verb is paired with Export. It imports data from a persistent data store. For example,

the cmdlet Import-Module imports one or more modules to the current session.

Initialize Data It initializes a resource for use. For example, the cmdlet Initialize-Disk initializes a RAW
disk for the first time use by formatting the disk to get ready for data storage.

Merge Data It merges multiple resources into a single resource. For example, the cmdlet Merge-VHD
merges virtual hard disks.
Publish Data It makes a resource available to others. For example, the cmdlet Publish-

CsLisConfiguration publishes the Location Information Server configuration to the
Central Management store.

Restore Data It sets a resource to a previous state. For example, the cmdlet Restore-Computer
-RestorePoint 101 restores the local computer to the restore point 101.

Save Data It preserves data to avoid loss. For example, the cmdlet Save-Help downloads the newest
Windows PowerShell help files and saves them to a specified directory.

Update Data It brings a resource up-to-date. For example, the cmdlet Update-List cmdlet updates a

property value of an object.

Diagnostic: 'The verbs in the Diagnostic group are used to define diagnostic actions.
'The Diagnostic verbs commonly used by cmdlets are listed in Table 6.4.

Lifecycle: 'The verbs in the Lifecycle group are used to define the lifecycle of a
resource. The Lifecycle verbs commonly used by cmdlets are listed in Table 6.5.

Security: 'The verbs in the Security group are used to define security. The Security
verbs commonly used by cmdlets are listed in Table 6.6.

6.2.2 PowerShell Functions

Like a scripting language, Windows PowerShell allows users to create a function that
has an input parameter and returns a value to a calling script. A function can be used
to call another script unit repeatedly so that one does not need to write the same script
multiple times. By using a function, a long and complicated script can be organized
into clear and easily readable code.
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Table 6.4 Diagnostic Verbs Used in Cmdlets

VERB TYPE USAGE
Debug Diagnostic It diagnoses operational problems. For example, the cmdlet Debug-Process diagnoses the
processes running on a local computer.

Measure  Diagnostic It measures the properties or retrieves the statistics about a resource. For example, the
cmdlet Measure-Command measures the time it takes to run script blocks and cmdlets.

Repair Diagnostic It restores a resource to a normal condition. For example, the cmdlet Repair-VM repairs one or
more virtual machines.

Resolve  Diagnostic It performs a name resolution for a specified resource. For example, the cmdlet Resolve-
DnsName performs a DNS name resolution for a specified name.

Test Diagnostic It checks the operation or consistency of a resource. For example, the cmdlet Test-VHD tests a
virtual hard disk for any problems that can shut it down.
Trace Diagnostic It tracks the activities of a resource. For example, the cmdlet Trace-Command configures and

starts a trace of a specified expression or command.

Table 6.5 Lifecycle Verbs Used in Cmdlets

VERB TYPE USAGE

Complete  Lifecycle It acknowledges, verifies, or validates the state of a resource or process. For example, the
cmdlet Complete-Migration finalizes the migration process.

Disable Lifecycle It makes a resource unavailable or inactive. For example, the cmdlet Disable-VMMigration
disables the migration on one or more virtual machine hosts.

Enable Lifecycle  This verb is paired with Disable. It makes a resource available or active. For example, the
cmdlet Enable-VMMigration enables migration on one or more virtual machine hosts.

Invoke Lifecycle It performs an action, such as running a command or method. For example, the cmdlet
Invoke-Expression runs commands or expressions on a local computer.

Resume Lifecycle It resumes an operation. For example, the cmdlet Resume-VM resumes a suspended virtual
machine.

Register Lifecycle It creates an entry for a resource in a repository such as a database. For example, the cmdlet
Register-ObjectEvent subscribes to the events that are generated by a Microsoft. NET

Framework object.
Start Lifecycle It initiates an operation. For example, the cmdlet Start-VM starts a virtual machine.
Stop Lifecycle  This verb is paired with Start. It discontinues an activity. For example, the cmdlet Stop-VM

shuts down and saves a virtual machine.

Suspend Lifecycle  This verb is paired with Resume. It pauses an activity. For example, the cmdlet Suspend-VM
pauses a virtual machine.

Unregister  Lifecycle  This verb is paired with Register. It cancels the registration for a resource. For example, the
cmdlet Unregister-Event cancels an event subscription.

Wait Lifecycle It makes an operation wait for a specified event to occur. For example, the cmdlet Wait-Event
waits until a particular event is raised before continuing to run.

In PowerShell, a function has the following format:

function function name ($parameterl, S$parameter2)

{

code body
return $parameter2

}
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Table 6.6 Security Verbs Used in Cmdlets

VERB TYPE USAGE

Block Security It restricts access to a resource. For example, the cmdlet Block-Smb Share Access sets a
deny access control entry (ACE).

Grant Security It permits access to a resource. For example, the cmdlet Grant-SmbShareAccess sets an
allow access control entry (ACE).

Protect Security It defends a resource from attack or loss. For example, the cmdlet Protect-ScalingStore
encrypts a store file using the private key in a certificate.

Revoke Security  This verb is paired with Grant. It reverses a permission for accessing a resource. For example,

the cmdlet Revoke-SmbShareAccess removes all the allow access control entries (ACEs).
Unblock Security  This verb is paired with Block. It removes restrictions to a resource. For example, the cmdlet
Unblock-SmbShareAccess removes all the deny access control entries (ACEs).

Unprotect ~ Security  This verb is paired with Protect. It removes the protection from a resource. For example, the
cmdlet Unprotect-Scaling Store decrypts a store file using the private key in a certificate.

A function consists of four parts:

1. Function name
2. Input parameters

3. Code body

4. Return value

'The function name is required. Within a PowerShell script, a function is called by its
name. The input parameters are optional. The function can have no parameters if it
does not use input values. The $ sign used in front of the name of a parameter indicates
that the parameter is used as a variable. As input values, the values of parameters can
be assigned in a script or be read from a command line. The function’s code body is
a list of Windows PowerShell cmdlets and statements that are used to accomplish a
specific task. Functions can return values that are assigned to variables. The return
values can be displayed on a monitor screen or passed to other functions or cmdlets.
The keyword return is optional. For example, the following two functions with or
without the keyword return will return the same value.

The first function returns the value assigned in the variable with the return

keyword.

function multiplication ($valuel, $value2)

{

“Processing Multiplication”
Sproduct = $valuel * sSvalue2
return $product

To run the function in Windows PowerShell, use the following command:

C:\PS> $p = multiplication 10 2
C:\PS> $p
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C:\Users\user> function multiplication ($valuel, $value2)

"Processing Multiplication"
$product = $valuel * $value2
return $product

}
PS C:\Users\user> $p = multiplication 10 2
PS C:\Users\user> $p
Processing Multiplication
20

PS C:\Users\user>

Figure 6.3 Output with return keyword.

As shown in Figure 6.3, the output is

Processing Multiplication
20

The next function returns the value assigned in the variable without the return
keyword.

C:\Users\user> function multiplication2 ($valuel, $value2)

"Processing Multiplication"
$product = $valuel * $value2
$product

}

PS C:\Users\user> $p = multiplication2 10 2
PS C:\Users\user> $p

Processing Multiplication
20
PS C:\Users\user>

Figure 6.4 Output without return keyword.
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function multiplication2 (Svaluel, svalue2)

{

“Processing Multiplication”
Sproduct = $valuel * sSvalue2
Sproduct

}

To run the function in Windows PowerShell, use the following command:

C:\PS> $p = multiplication2 10 2
C:\PS> $p

As shown in Figure 6.4, the output is also

Processing Multiplication
20

6.2.3 Windows PowerShell Scripts

A Windows PowerShell script is a file that contains the PowerShell source code and
has the.psl file extension. Similar to a scripting language such as Perl, Python, or
VBScript, the PowerShell script is flexible and portable. The PowerShell script code is
not compiled at runtime but is rather interpreted. To support scripting, a PowerShell
package provides two components, PowerShell runtime environment and PowerShell
Integrated Scripting Environment (ISE).

'The runtime environment is a set of instructions that manage the processor stack,
create space for local variables, and copy function-call parameters onto the top of the
stack. During the execution of scripting code, these instructions are inserted into the
executable code by the compiler to instruct the system how to load the executable
code into memory, how to call system software routines, how to make function calls,
and where to store the data. The PowerShell ISE is a graphic interface for Windows
PowerShell. Figure 6.5 illustrates the PowerShell ISE.

As shown in Figure 6.5, the ISE window has three panes: Script Pane, Console
Pane, and Add-on Tools Pane. The brief descriptions of the three panes are given as
follows:

1. Script Pane: This pane is the code editor. In this pane, one can write, edit, run,
and debug PowerShell scripts. This pane also allows the user to open and save
the PowerShell script files.

2. Console Pane: 'This pane can be used to test the PowerShell script. Like the
PowerShell command console, in this pane, one can view the script and exam-
ine the result of a PowerShell script.

3. Add-on Tools Pane: From this pane, one can add some add-on tools. The menu
on the top part of Figure 6.5 provides the options on how to arrange add-ons.
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File Edit View Tools Debug Add-ons Help

0 & & OX|9 &b 58| = 8|Boo|o@.
[ ntitied1.ps1 X [ i 7 i - - Ai [ commands x | X
b Modules: | All ~
Name:
Script Pane Add-on Tools Pane ——p
A a

Add-AppxPackage
Add-AppxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrollmentPolicyServer
Add-Computer

PS C:\Users\user> Il | Add-Content

‘ Add-DnsClientNrptRule

|| | Add-DtcClusterTMMapping
|| Add-History

|| | Add-InitiatorldToMaskingSet
| | Add-JobTrigger
[
[
[
[
[

Console Pane

Add-KdsRootKey

Add-Member

Add-MpPreference
Add-NetEventNetworkAdapter

‘ Add-NetEventPacketCaptureProvider

Run | [Insert| | Copy

| tn1 colt 100%

Figure 6.5 PowerShell ISE.

Colors and Fonts | General Settings

4 Script Pane
Foreground = Red

Background
b Script Pane Tokens n Green
b XML Tokens
4 Console Pane
Foreground = Blag
Background
Text Background Hexadecimal

b Console Tokens
b Output Streams

Font Family: Font Size:
Lucida Console vl g « | [] Fixed-width fonts only

Current Theme:

Dark Console, Light Editor (default) ‘ Manage Themes...

Sample:
# This is a powerShelT comment.

function MyFunction( rameter(Position 0)][System.String]$path)
:loopLabel foreach ($thisFile in (Get-ChildItem $path))
Write-Host ; Write-Host -Fore Yellow °

('Length:" +
System.Math]: :Floor($thisFile.Length 1000))

Restore Defaults OK

Apply

Figure 6.6 PowerShell ISE options.
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File Edit View Tools Debug Add-ons Help

D& H 4 o » ) » B | @ 8200 .

| Untitled1.ps1 I Untitled2.ps1* X &) ||| Commands X X
1 write-host "Please enter your first name:" ’
2 Svaluel = Read-Host Modules: | /All *| [Befesy)
3 Write-host "Please enter your last name:"
4 Svalue2 = Read-Host Name:
5 "Your name is:"
6 $product $valuel v Svalue2 A

$product Add-AppxPackage

Add-AppxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrollmentPolicyServer

PS C:\Users\user> write-host "Please enter your first name:"

$valuel = Read-Host Add-Computer

Write-host "Please enter your last name:" Add-Content

%;3“—'22 = Read-Host Add-DnsClientNrptRule

rnam 1s:
$pggducet1 : Siahtel + ' ' + $value2 Add-DieClusterTMMapping
Sproduct Add-History
Add-InitiatorldToMaskingSet

Please enter your first name: Add-JobTrigger

John Add-KdsRootKey
Please enter your last name:
Smith Add-Member

Your name is: Add-MpPreference
John smith Add-NetEventNetworkAdapter

Add-NetEventPacketCaptureProvider
PS C:\Users\user>

Completed Ln91 Col 19 115%

Figure 6.7 Script and output.

These three panes can be dragged to different locations to fit an individual’s pref-
erence. Under the Tools/Option menu, there are more options for customizing the
PowerShell ISE. The Tools/Option menu allows users to specify the colors, fonts, and
themes. Users can also configure options shown in Figure 6.6. The settings can also
be customized with a script.

'The PowerShell ISE includes numerous tools for debugging and helping with cod-
ing. With the PowerShell ISE, one can read, write, edit, and run PowerShell scripts.
One can also use the PowerShell ISE for debugging and getting help information.
Figure 6.7 illustrates a simple example of a script in the script pane and the execution
result in the console pane.

The PowerShell ISE saves the script with the extension.psl. Once the script is
saved, one can use it as a command in Windows PowerShell as shown in Figure 6.8
where the script Names.ps1 is executed.

6.2.4 Native Commands

Native commands are commands directly run by an operating system. For example,
commands such as dir and copy are Windows native commands. Running a native
command in PowerShell requires the creation of a new process. Therefore, it is less
effective than running a cmdlet in the PowerShell environment. In addition, a native
command may have its own input and output parameters that usually have different
formats from those used by PowerShell. Running a native command in PowerShell is
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windows PowersShell
Copyright (C) 2013 Microsoft Corporation. A1l rights reserved.

PS C:\WINDOWS\system32> Set-ExecutionPolicy Unrestricted

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing

you to the security risks described in the about_Execution_Policies help topic at

http://go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution
: Y

[Y] Yyes [N] No [S] Suspend [?] Help (default is "Y"):

PS C:\WINDOWS\system32> C:\Users\user\Documents\WindowsNet\Names.psl
Please enter your first name:

Jhon

Please enter your Tast name:

Smith

Your name is:

Jhon Smith

PS C:\WINDOWS\system32>

Figure 6.8 Running script in windows PowerShell.

PS C:\Users\user> ipconfig

windows IP Configuration

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . : Media disconnected
Connection- spec1f1c DNS Suffix

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . : Media disconnected
connection- spec1f1c DNS Suffix :

wWireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix !

Link-T1ocal IPv6 Address 5 om0 0 fe80::61ba:8a81:541:4952%4

IPv4 Address. . . . = i &= 3 @ 192.168.2.101

Subnet Mask o« i s i % s s 5 @ ¥ o 255.255.255.0

Default Gateway . . . . . . . . . : fe80::224:1ff:8a81:541f%4
192.168.2.1

Figure 6.9 Native command in PowerShell.

very much like running it in the command prompt windows. Figure 6.9 illustrates the
running of a native command in PowerShell.

6.3 Networking with PowerShell

Most of the network administration tasks can be done with PowerShell by running
Windows PowerShell scripts or by using PowerShell cmdlets. This section discusses



NETWORKING WITH WINDOWS POWERSHELL 215

some of the network administration tasks that can be done through PowerShell cmd-
lets and scripts. For network administration, the following are some of the basic net-
working tasks that can be accomplished with PowerShell cmdlets:

* Cmdlets can be used to retrieve all IP addresses assigned to a network host.

* Cmdlets can be used to display the information about the current IP
configuration for a network interface card. They can also be used to retrieve
information such as MAC addresses and adapter types of a network inter-
face card.

* To test network connection, cmdlets can be used to ping a remote network
host. Information such as Responselime and StatusCode will be displayed.
'The cmdlets can also be used to get response from all the network hosts in a
local network.

* With cmdlets, the network administrator can assign a DNS domain for a
network interface card on a local network.

* Cmdlets can be used to configure DHCP settings. They can be used to specify
DHCP properties and enable a set of network adapters to use dynamic IP
addresses. They are used to identify DHCP-enabled network interface cards
and retrieve DHCP properties. With cmdlets, the network administrator is
able to configure the releasing and renewing of DHCP leases for all network
hosts.

* Cmdlets can be used to create and remove a network share.

* By using cmdlets, the network administrator can access a network device such
as a network accessible storage device. They can also be used to create a net-
worked drive.

* PowerShell provides some cmdlets that are useful for diagnostics and trouble-
shooting of network connections.

For each of the aforementioned networking tasks, there is a set of cmdlets that can
be used to accomplish the task. The command Get-Command can be used to display
the related cmdlets for a specific networking task. For IP address management tasks,
one can find related cmdlets, functions, and applications such as the ones shown in
Figure 6.10.

In Figure 6.10, the column ModuleName lists the names of the cmdlets related to
specific tasks. For example, the NetI'CPIP module contains the cmdlets and func-
tions for configuring a network protocol. Figure 6.11 shows the cmdlets and functions
listed in NetT'CPIP module.

Cmdlets can be used to display information about the current IP configuration for
a network interface card. They can also be used to retrieve information such as MAC
addresses and adapter types about a network interface card.

For tracing network connections, the related cmdlets, functions, and applications
are shown in Figure 6.12. As applications, the .exe files contain the network com-
mands used in the command prompt (Figure 6.12).
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Administrator: Windows PowerShell
*IPAddress™

Name

Get-NetIPAddress NetTCPIP
New-NetIPAddress NetTCPIP
Remove-NetIPAddress NetTCPIP
Set-NetIPAddress NetTCPIP

PS C:\Users\student> _

Figure 6.10 IP address-related functions.

) Administrator: Windows PowerShell \Llﬂ-

Name

Get-NetIPAddress NetTCPIP
Get-NetIPConfiguration NetTCPIP
Get-NetIPInterface NetTCPIP
Get-NetIPv4Protocol NetTCPIP
Get-NetIPv6Protocol NetTCPIP
Get-NetNeighbor NetTCPIP
Get-NetoffloadGlobalSetting NetTCPIP
Get-NetPrefixPolicy NetTCPIP
Get-NetRoute NetTCPIP
Get-NetTCPConnection NetTCPIP
Get-NetTCPSetting NetTCPIP
Get-NetTransportFilter NetTCPIP
Get-NetUDPEndpoint NetTCPIP
Get-NetUDPSetting NetTCPIP
New-NetIPAddress NetTCPIP
New-NetNeighbor NetTCPIP
New-NetRoute NetTCPIP
New-NetTransportFilter NetTCPIP
Remove-NetIPAddress NetTCPIP
Remove-NetNeighbor NetTCPIP
Remove-NetRoute NetTCPIP
Remove-NetTransportFilter NetTCPIP
Set-NetIPAddress NetTCPIP
Set-NetIPInterface NetTCPIP
Set-NetIPv4Protocol NetTCPIP
Set-NetIPv6Protocol NetTCPIP
Set-NetNeighbor NetTCPIP
Set-NetoffloadGlobalsSetting NetTCPIP
Set-NetRoute NetTCPIP
Set-NetTCPSetting NetTCPIP
Set-NetUDPSetting NetTCPIP

PS C:\Users\student>

Figure 6.11  Functions in NetTCPIP module.
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7] Administrator: Windows PowerShell B e

PS C:\Users\student> Get-Command *trace*

Name
Disable-PSTrace PSDiagnostics
Disable-PSwWSManCombinedTrace PSDiagnostics
Disable-wdacBidTrace wdac
Disable-wWSManTrace PSDiagnostics
Enable-PSTrace PSDiagnostics
Enable-PSWSManCombinedTrace PSDiagnostics
Enable-wdacBidTrace
Enable-wSManTrace
Get-DtcTransactionsTraceSession
Get-DtcTransactionsTraceSetting
Get-WdacBidTrace
Set-DtcTransactionsTraceSession
Set-DtcTransactionsTraceSetting
Start-DtcTransactionsTraceSession
Start-Trace
Stop-DtcTransactionsTraceSession
Stop-Trace
Write-DtcTransactionsTraceSession
Get-TraceSource
Set-TraceSource
Trace-Command Microsoft.Po
sxstrace.exe
tracerpt.exe

Application TRACERT.EXE

PS C:\Users\student>

Figure 6.12 Trace-related Cmdlets, functions, and applications.

There are many cmdlets, functions, applications that are used by the network
administrator to set up the DNS service. Figure 6.13 illustrate some of those cmdlets,
tunctions, and applications.

For the configuration of the DHCP service, one can find some of the related cmd-
lets, functions, and applications shown in Figure 6.14.

Cmdlets can be used to create and remove a network share. Figure 6.15 shows some
of the cmdlets, functions, and applications for sharing a network.

A set of cmdlets, functions, and applications are available for managing network
devices. Figure 6.16 lists some of them.

A set of cmdlets, functions, and applications are also available for testing and trou-
bleshooting of network services. Some of them are listed in Figure 6.17.

One can use the cmdlet Get-Help to find information on how to use the cmdlets,
tunctions, and applications. For example, to get information about Set-Dnsclient,
enter the following cmdlet in PowerShell as shown in Figure 6.18.

Figure 6.18 provides the SYNTAX information for Set-Dnsclient. For more infor-
mation on how to use Set-Dnsclient, one can use the parameters -Details, -Full, or
-Examples (Figure 6.19).

The example in Figure 6.19 illustrates how to use the cmdlet Set-Dnsclient,
which has the parameters -InterfaceIndex and -ConnectionSpecificSufhx. In fact,
PowerShell also provides the GUI tool Show-Command to help the user to select
parameters. Figure 6.20 shows how to specify the cmdlet Set-Dnsclient in the Show-
Command GUIL
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PS C:\Users\user> Get-Command *dns*

ICommandType

Alias
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
ICmdlet
AppTlication

PS C:\Users\user>
<

dnsn -> Disconnect-PSSession
Add-DnsCTlientNrptRule
Add-VpnConnectionTriggerDnsConfiguration
Clear-DnsClientCache
Disable-NetDnsTransitionConfigurat
EnabTle-NetDnsTransitionConfigurati
Get-DnsClient

Get-DnsClientCache
Get-DnsClientGlobalSetting
Get-DnsClientNrptGlobal
Get-DnsClientNrptPolicy
Get-DnsClientNrptRule
Get-DnsClientServerAddress
Get-NetDnsTransitionConfiguration
Get-NetDnsTransitionMonitoring
Register-DnsClient
Remove-DnsClientNrptRule
Remove-VpnConnectionTriggerbnsConfiguration
Reset-NetDnsTransitionConfiguration
Set-DnsClient

Set-DnsClientGlobalSetting
Set-DnsClientNrptGlobal
Set-DnsClientNrptRule
Set-DnsClientServerAddress
Set-NetDnsTransitionConfiguration
Set-VpnConnectionTriggerbnsConfiguration
Resolve-DnsName

dnscacheugc.exe

ModuleName

DnsClient
vpnClient
DnsClient
NetworkTransition
NetworkTransition
DnsClient
DnsClient
DnsClient
DnsClient
DnsClient
DnsClient
DnsClient
NetworkTransition
NetworkTransition
DnsClient
DnsClient
vpnClient
NetworkTransition
DnsClient
DnsClient
DnsClient
DnsClient
DnsClient
NetworkTransition
vpnClient
DnsClient

Figure 6.13 Cmdlets, functions, and applications related to DNS.

Administrator: Windows PowerShell

Name

Add-DhcpServerInDC
Add-DhcpServerv4cClass
Add-DhcpServerv4ExclusionRange
Add-DhcpServerv4Failover
Add-DhcpServerv4FailoverScope
Add-DhcpServerv4Filter
Add-DhcpServerv4lLease
Add-DhcpServerv40ptionDefinition
Add-DhcpServerv4Policy
Add-DhcpServerv4PolicyIPRange
Add-DhcpServerv4Reservation
Add-DhcpServerv4scope
Add-DhcpServerv4Superscope
Add-DhcpServervéClass
Add-DhcpServerv6ExclusionRange
Add-DhcpServervéLease
Add-DhcpServervéoptionDefinition
Add-DhcpServerv6Reservation
Add-DhcpServervéScope
Backup-DhcpServer
Export-DhcpServer
Get-DhcpServerAuditLog
Get-DhcpServerDatabase
Get-DhcpServerInDC
Get-DhcpServerSetting
Get-DhcpServerv4Binding
Get-DhcpServerv4Class

ModuleName
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer
DhcpServer

Figure 6.14 Cmdlets, functions, and applications related to DHCP.
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& Administrator: Windows PowerShell [=T= =~

| Name
Block-SmbShareAccess SmbShare
Get-NfsShare NFS
Get-NfsSharePermission NFS
Get-SmbShare SmbShare
Get-SmbShareAccess SmbShare
Grant-NfsSharePermission NFS
Grant-SmbShareAccess SmbShare
New-NfsShare NFS
New-SmbShare SmbShare
Remove-NfsShare NFS
Remove-SmbShare SmbShare
Revoke-NfsSharePermission NFS
Revoke-SmbShareAccess SmbShare
Set-NfsShare NFS
Set-SmbShare SmbShare
Unblock-SmbShareAccess SmbShare

PS C:\Users\student> Get-Command *share?

Figure 6.15 Cmdlets, functions, and applications related to network sharing.

Administrator: Windows PowerShell

Name

Get-UalDailyDeviceAccess
Get-UalDeviceAccess

Get-UalServerDevice
Install-AdcsNetworkDeviceEnrollmentService

Uninstall-AdcsNetworkDeviceEnrolImentService ADCSDepTloymen
AppTlication DeviceEject.exe
AppTlication DevicePairingwizard.exe
Application DeviceProperties.exe

PS C:\Users\student>

Figure 6.16 Cmdlets, functions, and applications related to device management.
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(X} Administrator: Windows PowerShell |L|ﬂ-

| Name
Test-DnsServer DnsServer
Test-DnsServerDnsSecZoneSetting DnsServer
Test-Dtc MsDtc
Test-NfsMappingStore NFS
Test-RDOUAccess RemoteDesktop
Test-RDVirtualDesktopADMachineAccountReuse
Get-WebsiteState
Test-ADDSDomainControllerInstallation
Test-ADDSDomainControllerUninstallation
Test-ADDSDomainInstallation
Test-ADDSForestInstallation
Test-ADDSReadOnTyDomainControllerAccountCreation
Test-ADServiceAccount ActiveDirecto
Test-AppLockerPolicy AppLocker
Test-Certificate PKI
Test-ComputerSecurecChannel Microsoft.
Test-Connection Microsoft.
Test-KdsRootKey Kds
Test-ModuleManifest Microsoft.
Test-NfsMappedIdentity NFS
Test-Path Microsoft.
Test-PSSessionConfigurationFile Microsoft.
Test-WSMan Microsoft.

Application nltest.exe

IApplication wbemtest.exe

Figure 6.17 Cmdlets, functions, and applications for network testing.

PS C:\Users\user> Get-Help set-dnsclient

NAME
Set-DnsClient

SYNTAX
Set-DnsClient [-InterfaceAlias] <string[]> [-ConnectionSpecificSuffix <string>]
<boo1>] [-UsesuffixwhenrRegistering <bool>] [-ResetConnectionSpecificsuffix] [-Ci
[-ThrottleLimit <int>] [-AsJob] [-PassThru] [-WhatIf] [-Confirm] [<CommonParame

Set-DnsClient -InterfaceIndex <uint32[]> [-ConnectionSpecificSuffix <string>] [-
<boo1>] [-UsesuffixwhenRegistering <bool>] [-ResetConnectionsSpecificsuffix] [-Ci
[-ThrottleLimit <int>] [-AsJob] [-PassThru] [-WhatIf] [-Confirm] [<CommonParame|

Set-DnsClient -InputObject <CimInstance#MSFT_DNSClient[]> [-ConnectionSpecificSu
[-RegisterThisConnectionsAddress <bool1>] [-UseSuffixwhenRegistering <bool1>] [-Re
[-CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-PassThru] [-whatI]

ALIASES
None

REMARKS
Get-Help cannot find the Help files for this cmdlet on this computer. It is disp
-- To download and install Help files for the module that includes this cmdl

PS C:\Users\user>

Figure 6.18 Help on Cmdlet Set-Dnsclient.
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PS C:\WINDOWS\system32> Get-Help Set-Dnsclient -Examples

INAME
Set-DnsClient

SYNOPSIS
Sets the interface specific DNS client configurations on the computer.

EXAMPLE 1

PS C:\>Set-DnsClient -InterfaceIndex 12 -ConnectionSpecificsuffix "corp.contoso.com"

This example sets the connection-specific suffix on an interface with index 12.

PS C:\WINDOWS\system32>

Figure 6.19 Get-Help with -examples parameter.

& Administrator: Windows PowerShell -0
PS C:\WINDOWS\system32> Show-Command Set-Dnsclient

> Set-DnsClient
Parameters for "Set-DnsClient™:
ByAlias | ByName | InputObject (cdxml)
Interfacelndex: * 12
[ Aslob
CimSession:
[ Confirm
ConnectionSpecificSuffix: corp.contoso.com
[7] PassThru
RegisterThisConnectionsAddress:
[7] ResetConnectionSpecificSuffix
ThrottleLimit:

UseSuffixWhenRegistering:

@ Common Parameters

Run | ‘ Copy- [Cancel

Figure 6.20 Show-Command GUI.
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There are hundreds of cmdlets, functions, and applications used in networking.
The coverage of these cmdlets, functions, and applications are beyond the scope
of this book. To learn more about them, users can refer to books specialized in

PowerShell.

Activity 6.1: Networking with Windows PowerShell

As stated earlier, PowerShell can be used for a wide range of network management
tasks. For illustration purposes, in this activity, you will do hands-on practice for the
following tasks:

Task 1: Basic Networking with PowerShell
Task 2: DNS Management with PowerShell
Task 3: Managing Active Directory with PowerShell

Task 1: Basic Networking with PowerShell

1. Log on to the Microsoft Azure Management Portal with your user name and
password.

2. Select your virtual machine servera and click CONNECT.

. Log on to your servera server with your username and password.

[O8)

4. After you have logged on to servera, right click the PowerShell icon at the
bottom of your screen and select Run as Administrator.

5. In the Windows PowerShell window, run the following PowerShell cmdlet to
update the help on servera.

Update-Help

6. The basic networking starts to list all the NIC cards installed on servera.
Enter the following cmdlet to view the information about the NICs.

Get-NetAdapter -Name *

7. As shown in Figure 6.21, the NIC with the name Ethernet 5 is running on
the virtual machine servera.

8. To get the IP addresses, run the following cmdlet.

Get-NetIPConfiguration *

9. Figure 6.22 shows the IP address—related information for servera.

10. With PowerShell, you are able to ping a list of servers at the same time.
For example, there are three IP addresses 10.0.0.4, 10.0.0.1, and 10.0.0.5.
(Your server IPs should be different.) You can ping them through a simple
PowerShell script as follows:
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X Administrator: Windows PowerShell

InterfaceDescr

Ethernet 5 Microsoft Hyper-V Network Adapter #5

PS C:\Users\student>

Figure 6.21 NIC information.

. A
] Admini:
File Edit View Tools Debug Add-ons Help

D@ H 4 g » ) » B @ | 8|5 00

PS C:\Windows\system32> Get-NetIPConfiguration *

InterfaceAlias : Ethernet 2

InterfaceIndex : 15

InterfaceDescription : Microsoft Hyper-V Network Adapter #2

NetProfile.Name : mylab.com

IPv4Address : 10.0.0.4

IPv6DefaultGateway :

IPv4DefaultGateway : 10.0.0.1

DNSServer h
127.0.0.1

PS C:\Windows\system32>

Figure 6.22 |P address-related information.

# Ping the IPs listed in the $ServerIPs
$ServerIPs = “10.0.0.4"”, “10.0.0.1”, *“10.0.0.5"
foreach ($ip in $ServerIPs) {
if (test-Connection -ComputerName $ip -Quiet)
{
write-Host “$ip is up and Pinging ”
} else

{

write-Host “$ip is down and not pinging”

}

11. To create a script, press the Windows logo key. Type the keyword PowerShell.
Click PowerShell ISE to open the PowerShell ISE.
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~

Z, Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

ST = 'Y BXx 9~ a8 =8 FHoo

g
Untitled1.ps1* X
1 # Ping the IPs listed in the $ServerIPs

$ServerIPs = "10.0.0.4", "10.0.0.1", "10.0.0.5"

3

4

5 Eforeach ($ip in $Serverips) {

6 if (test-Connection -ComputerName $ip -Quiet)

8 write-Host "$ip is up and Pinging "

9 | } else

10 =

11 write-Host "$ip is down and not pinging"

PS C:\Windows\system32>

Figure 6.23 Ping script.

12. After the PowerShell ISE is opened, click File | New. Then, copy and paste
the code in Step 10 as shown in Figure 6.23.

13. Press F5 to test the script. The result should be similar to the one in Figure 6.24.

If one needs to ping a large number of servers at the same time, the vari-

able ServerIPs can also take the list of IPs or server names from an external
text file.

14. Save the script in the C drive with the name myping.psl. Then, exit the
PowerShell ISE.

15. To run the script, open PowerShell. Change to the C drive and run the script
with the following two commands.

Set-ExecutionPolicy Unrestricted
. /myping

16. The results should be similar to the one in Figure 6.25.

Task 2: DNS Management with PowerShell

After logging on to servera, right click the PowerShell icon and select Run as
Administrator.

1. To view the list of zones on the DNS server, run the following cmdlet:
Get-DnsServerZone

Among the listed DNS zones, the one created by you earlier such as mylab.
com should be there.
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| Untitled1.ps1* X
1 # Ping the IPs listed in the $ServerIPs
2

3 $ServerIPs = "10.0.0.4", "10.0.0.1", "10.0.0.5"

4

5 Eforeach ($ip in $Serveriprs) {

6 if (test-Connection -ComputerName $ip -Quiet)
! E {

8 write-Host "$ip is up and Pinging "

9 } else
10 &= {

11 write-Host "$ip is down and not pinging"
12 3
13 3}
14

PS C:\Windows\system32> # Ping the IPs listed in the $ServerIPs
$ServeriPs = "10.0.0.4", "10.0.0.1", "10.0.0.5"

foreach ($ip in $ServeriPs) {
if (test-Connection -ComputerName $ip -Quiet)
write-Host “$ip is up and Pinging "
else

write-Host "$ip is down and not pinging"
i)
10.0.0.4 is up and Pinging
10.0.0.1 is down and not pinging
10.0.0.5 is up and Pinging

PS C:\Windows\system32>

Figure 6.24 Script to Ping multiple IP addresses.

- Kal
Admini:
Edit View Tools Debug Add-ons Help

@ B 4 B |9

:\Windows\system32> cd..

:\Windows> cd..

:\> ./myping

.0.4 is up and Pinging

.0.1 is down and not pinging
.0.5 is up and Pinging

N> |

Figure 6.25 Running myping script.
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2. To view the list of records stored on the DNS server, run the following cmdlet:
Get-DnsServerResourceRecord -ZoneName mylab.com

3. Among the records, the Type A records describe the IP addresses in the
mylab.com zone. The Type SRV records are for specific services. The SOA
records define the global parameters for the zone. To display only the Type A
records, run the following cmdlets:

Get-DnsServerResourceRecord -ZoneName mylab.com | Where-Object
{$_.RecordType -eq “A"}

'The first cmdlet returns all the DNS records while the second cmdlet only
writes out the Type A DNS records. Figure 6.26 shows the Type A records
stored in the zone mylab.com.

4. Suppose that you need to create an alias www for servera. Run the following
cmdlet to accomplish the task:

Add-DnsServerResourceRecordCName -Name “www” -HostNameAlias
“servera.mylab.com” -ZoneName “mylab.com”

5. To view the result, run the following cmdlet:

Get-DnsServerResourceRecord -ZoneName mylab.com | where-object
{$ .RecordType -eq “CNAME” }

Figure 6.27 shows that servera.mylab.com has the alias www.
6. To back up the DNS zones, run the following cmdlet:

Get-DnsServer | Export-Clixml -Path C:\DNSZoneBk.xml

'The.xml file will be used for restoring the DNS zones.

Administrator: Windov

File Edit View Tools 5ebug Add-ons Help

B M| 9« z : & 3]

PS C:\> Get-DnsServerResourceRecord -ZoneName Mylab. where-Object {$_.RecordType -eq "A"}
Hos tName RecordType Timestamp TimeToLive RecordData

8/25/2014
8/25/2014
8/25/2014
8/25/2014
8/25/2014
8/25/2014
]

0

DomainDnsZones
DomainDnsZones
ForestDnsZones
ForestDnsZones
servera
serverb

>>>>>>>>
nuaBLBLLA

PS C:\>

Figure 6.26 View Type A records.
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PS C:\Users\student> Add-DnsServerResourceRecordCName -Name "www" -HostNameAlias "servera.Mylab.com" -ZoneName "Mylab.co|
PS C:\Users\student> Get-DnsServerResourceRecord -ZoneName Mylab.com | Where-Object {$_.RecordType -eq "CNAME"}

RecordType Timestamp i i Reco! ta

servera.mylab.com.

PS C:\Users\student> _

Figure 6.27 Alias for servera.

7. In this step, you will use a function to create a new DNS zone with the

following code:

function CreateDnsZone ($SzoneName)

{

“Create a DNS Zone”

$zoneName |%{Add-DnsServerPrimaryZone -Name $
-ReplicationScope “Domain”}

return “A new zone SzoneName has been created”

}

Copy and paste this code in PowerShell as shown in Figure 6.28. Then, press
the Enter key.

8. To run the function, enter the following code shown in Figure 6.28 and then
press the Enter key:

Snewzone = CreateDnsZone myzone

9. To view the result, enter the variable $newzone shown in Figure 6.28 and
then press the Enter key.

C:\Users\student> unction CreateDnsZone ($zoneName)

"Create a DNS Zone" . ) .
$zoneName | %{Add-DnsServerPrimaryZone -Name $_ -ReplicationScope "Domain"}
return "A new zone $zoneName has been created"

¥

PS C:\Users\student> $newzone = CreateDnsZone myzone

PS C:\Users\student> $newzone
Create a DNS Zone

A new zone myzone has been created
PS C:\Users\student>

Figure 6.28 Create new DNS zone.
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10. In this step, you will copy the NS records from the zone mylab.com to the
newly created zone myzone with the following script:

#Read the input for the names of source and destination zones.

$source = Read-Host “Enter a source zone”

Sdestination = Read-Host “Enter a destination zone”

#Select type A records from the source zone and add the

#type A records to the destination zone.

Get-DnsServerResourceRecord -ZoneName $source -RRType A |
Add-DnsServerResourceRecord -ZoneName Sdestination

#Display the copied records

Get-DnsServerResourceRecord -ZoneName $destination |
Where-Object {$_.RecordType -eq “A"}

11. Copy and paste this code to the PowerShell ISE. Press F5 to execute the
script. In the console pane, enter the source as mylab.com and the destina-
tion as myzone. Then, press Enter. The result should be similar to the one in
Figure 6.29. Then, save it with the file name zonecopy.psl in the C drive.

12. To run the script, you need to clean up the Type A records previously copied
into the zone myzone with the following cmdlets:

Get-DnsServerResourceRecord -ZoneName mylab.com -RRType A |
Remove-DnsServerResourceRecord -Force -ZoneName myzone

- 2 ~
=z Administrator: Window
File Edit View Tools Debug Add-ons Help

i~ = B X9 ¢ Bl= 8 |B8oolmO

| Untitled1.ps1* X

1 #Read the input for the names of source and destination zones.
2 S$source = Read-Host "Enter a source zone"
3 $destination = Read-Host "Enter a destination zone"

5 #Select type A records from the source zone and add the
6 #type A records to the destination zone.
7 Get-DnsServerResourceRecord -ZoneName $source -RRType A Add-DnsServerResourceRecord -Zo

9 #Display the copied records . X
10  Get-DnsServerResourceRecord -ZoneName $destination | wWhere-Object {$_.RecordType "A"}

< m

PS C:\> #Read the input for the names of source and destination zones.
$source = Read-Host "Enter a source zone"
$destination = Read-Host "Enter a destination zone"

#Select type A records from the source zone and add the
#type A records to the destination zone.
Get-DnsServerResourceRecord -ZoneName $source -RRType A | Add-DnsServerResourceRecord -ZoneName|

#Display the copied records
Get-DnsServerResourceRecord -ZoneName $destination | where-Object {$_.RecordType -eq "A"}

Enter a source zone: mylab.com
Enter a destination zone: myzone

Re

8/26/2014
DomainDnsZones 8/26/2014
DomainDnsZones 8/26/2014
ForestDnsZones 8/26/2014
ForestDnsZones 8/26/2014
servera 0
serverb ] 01:00:00

PS C:\>

Figure 6.29 Script testing.



NETWORKING WITH WINDOWS POWERSHELL 229

Administrator: Windov ~

File Edit View Tools Debug Add-ons Help

= S N, I s 8 |5 | i [

PS C:\Windows\system32> cd..
PS C:\Windows> cd..
PS C:\> Get-DnsServerResourceRecord -ZoneName mylab.com -RRType A | Remove-DnsServerResourceRec

PS C:\> ./zonecopy.psl
Enter a source zone: mylab.com
Enter a destination zone: myzone

Hos tName RecordType Timestamp TimeToLive RecordData
A 8/26/2014
A 8/26/2014

DomainDnsZones 8/26/2014

DomainDnsZones 8/26/2014

ForestDnsZones 8/26/2014

ForestDnsZones 8/26/2014

servera 0

serverb 0

PS C:\> |

Figure 6.30 Running script zonecopy.

13. Change the directory to the C drive and enter the following command in
PowerShell window. The execution result is shown in Figure 6.30. Enter the
source as mylab.com and the destination as myzone.

. /zonecopy.psl

Task 3: Managing Active Directory with PowerShell

1. Assume that you are still logged on to servera. In Server Manager, click
the Tools menu, and then select Active Directory Module for Windows
PowerShell.

2. To update users’ description, run the following cmdlets to describe all the
users as the members of the CS department:

Get-ADUser -Filter ‘Name -1like “*”’ -SearchBase “ DC = mylab,DC
= com” | Set-ADUser -Description “Member of the CS Department”

3. To view the change, run the following cmdlet. Figure 6.31 shows the result.

Get-ADUser student -Properties description

4. To view a user’s membership, run the following cmdlet:

Get-ADPrincipalGroupMembership -Identity student

You will see the result similar to the one in Figure 6.32.
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£y Administrator: Active Directory Module for Windows PowerShell [=]=]

PS C:\Users\student> Get-ADUser student -Properties description

Description : Member of the CS Department
DistinguishedName : CN=student,CN=Users,DC=mylab,DC=com
Enabled : True
GivenName :

student

user
1 3105082b-2c3e-4d82-9427-685955f 42368
SamAccountName : student ~
1D : §-1-5-21-3154664475-3517164905-1216054988-500
Surname
UserPrincipalName

PS C:\Users\student> _

Figure 6.31 User description.

L Administrator: Active Directory Module for Windows PowerShell EE

PS C:\Users\student> Get-ADPrincipalGroupMembership -Identity student

distinguishedName : CN=Domain Users,CN=Users,DC=mylab,DC=com
GroupCategory : Security
GroupScope : Global

: Domain Users

I group
ob jectGUI : 2966e6bd—¥F54—4b8b—ac18—F45F315de28b

SamAccountName : Domain Users
SID 1 §-1-5-21-3154664475-3517164905-1216054988-513

distinguishedName : CN=Administrators,CN=Builtin,DC=mylab,DC=com
GroupCategory : Security
GroupScope : DomainlLocal

: Administrators

: group
ob ject GUI i c478d69c-1b41-4ccf -b168-938e53253e4f
SamAccountName : Administrators
1D : §-1-5-32-544

Figure 6.32 User's group membership.

5. To prevent the student user’s password from expiring, run the following
cmdlet:

Set-ADAccountControl -Identity student -PasswordNeverExpires
Strue

6. The next cmdlets will show the users who have not logged on for 30 days:

Search-ADAccount -AccountInactive -TimeSpan 30.00:00:00 |
where {$ .ObjectClass -eq ‘user’} | FT Name,ObjectClass -A

The result is shown in Figure 6.33.
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£ Administrator: Active Directory Module for Windows PowerShell EE A

$(tZ:\User*s\s’cudent> Set-ADAccountControl -Identity student -PasswordNeverExpire)

s rue

PS C:\Users\student> Search-ADAccount -AccountInactive -TimeSpan 30.00:00:00 | w
{$_.0ObjectClass -eq 'user’} | FT Name,ObjectClass -A

ObjectClass

user
krbtgt user

PS C:\Users\student)> _

Figure 6.33 Inactive users.

7. Suppose that you will work in Active Directory. You need to first import the
ActiveDirctory module:

Import-Module ActiveDirectory

You now need to set the location to AD:

Set-Location AD:

To view the available items in Active Directory, run the following cmdlet:
Get-ChildItem

As shown in Figure 6.34, DC = mylab, DC = com is in the list. Run the fol-
lowing cmdlet to set the location to DC = mylab, DC = com.

Set-Location “dc = mylab,dc = com”

8. To create a new user, run the following cmdlet:

N

New-ADUser -Name “Student Mary” -SamAccountName “studentm”
-Path “"DC = mylab,DC = com”

Run the following cmdlet to view the user account. Figure 6.35 shows the
new user information:

Get-ADUser studentm
9. To set a password for the new user account, run the following cmdlet:
Set-ADAccountPassword -Identity studentm

10. When prompted to enter the current password, press the Enter key. When
prompted for the desired password, enter a password for studentm and con-
firm it. Figure 6.36 shows the process.
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) Administrator: Active Directory Module for Windows PowerShell EE A

PS C:\Users\student) Import-Module ActiveDirectory
PS C:\Users\student> Set-Location AD:
PS AD:\> Get-ChildItem

ObjectClass DistinguishedName

domainDNS DC=mylab,DC
Conf iguration configuration CN= Conflguratlon DC=mylab,DC=com
Schema dMD CN=Schema, CN= Con#lguratxon,DC yla
DomainDnsZones domainDNS DC=DomainDnsZones ,DC=my lab,DC=com
ForestDnsZones domainDNS DC=ForestDnsZones ,DC=mylab,DC=com

PS AD:\> Set-Location "dc=Mylab,dc=com"
PS AD:\dc=Mylab,dc=com> _

Figure 6.34 Setting location.

Administrator: Active Directory Module for Windows PowerShell

PS AD:N\dc=Mylab,dc=com> Get-ADUser studentm
DistinguishedName : CN=Student Mary,DC=mylab,DC=com
: False

Student Mary

user

8§5§bfcb 1b1a-479c-902e-cb3864575609

u
% -5-21-3646319276-2638102567-2487368897-1108

UserPrincipalName

PS AD:\dc=Mylab,dc=com>

Figure 6.35 New user information.

Administrator: Active Directory Module for Windows PowerShell

PS AD:\dc=Mylab,dc=com> Set-ADAccountPassword -Identity studentm
Please enter the current password for ’'CN=Student Mary,DC=mylab,DC=com’

desired password for ’CN=Student Mary,DC=mylab,DC=com’

Figure 6.36 Setting password.
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11. In the following, you are going to generate multiple user accounts with a
script. First, open the PowerShell ISE by pressing the Windows logo key
and type PowerShell ISE. Click the PowerShell ISE tile to open it. After
the PowerShell ISE is opened, click File and New. Then, enter the following
script:

Import-Module ActiveDirectory

foreach($i in 1..10) {

$AccountName = “student{0}” -f $i

SPassword = Convertto-secureString -string “PesswlOrds$i”
-force -AsPlainText

New-ADUser -Name S$SAccountName -AccountPassword S$Password
-Path “DC = mylab,DC = com” -Enabled:$true

}

12. Press the F5 key to run the script. The result is shown in Figure 6.37.

13. Save the script as c:\users\student\User-Creation.psl. To verify the cre-
ated users, in the PowerShell window, run the script by using the following
command:

Get-ADUser -Filter ‘Name -1like “student*"’

Figure 6.38 partially displays the created users by the User-Creation script.

As mentioned earlier, PowerShell is much more powerful than what has been illus-
trated here. For more information about PowerShell, please refer to books specializing
in PowerShell.

e Administrator: Windows PowerShell ISE EE “
File Edit View Tools Debug Add-ons Help

0@ H & DA{)»

b B B |w |8 |BFoo o

| Untitled1.ps1* X | @ x
1 Import-Module ActiveDirectory A
2 Eforeach($i in 1..10) { Mc
3 | $AccountName = "student{0}" $i
4 | $password = Convertto-secureString -string "P@sswOrd$i" -force -AsPlainText = Na
5 | New-ADUser -Name $AccountName -AccountPassword $Password -Path " DC=mylab,DC=com" -Enabled:$true
6
7 13 ~
8 12

v
< " >

PS C:\Users\student> Import-Module ActiveDirectory

foreach($i in 1..10) {

$AccountName = “student{0}" -f $i

$Password = Convertto-secureString -string "P@sswOrd$i" -force -AsPlainText

New-ADUser -Name $AccountName -AccountPassword $Password -Path " DC=mylab,DC=com" -Enabled:$true

1
1

PS C:\Users\student>

< n | >

Completed Ln4 Col 64 0 100%

Figure 6.37 Testing script for creating users.
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Administrator: Active Directory Module for Windows PowerShell

PS AD:\dc=Mylab,dc=com> Get-ADUser -Filter ’Name -like "studentx"’

DistinguishedName : CN=student,CN=Users,DC=mylab,DC=com
bled i True

: student
Ob jectClass : user
Ob jectGUID : b42f 004b-dO7f -420a-b3c4-7bede7bS7cfe
SamAccountName : studen
SID 1 §-1-5-21-3646319276-2638102567-2487368897-500
urnam: B
Useer‘lnclpalName :

DistinguishedName : CN=Student Mary,DC=mylab,DC=com
bled : False

: Student Mary
: 86Sechb 1b1a-479c-902e-cb3864575609

SamAccountName : studen
gID : §-1-5- 21 3646319276-2638102567-2487368897-1108
urnam 3
UserPr‘lnclpalName 3

DistinguishedName : CN=studentl,DC=mylab,DC=com
bled i True

studentl
: 57550&76 39e9-4210-bacf -8a46939f 2b1b

amAccountName t stude
SID i S=1= 5 21 3646319276-2638102567-2487368897-1109

ISurname H
UserPrincipalName :

DistinguishedName : CN=student1@,DC=mylab,DC=com
bled ¢ True

student 10
ObjectClass 2
ObjectGUID : 56618139 ~adc5-4053-9daa-f 5039d21f 2b9

SamAccountName : student

SID 1 §-1-5-21-3646319276-2638102567-2487368897-1118
urnam 2

UserPr‘lncxpalName :

DistinguishedName : CN=student2,DC=mylab,DC=com
bled ¢ True

studentZ
| 4JbF 2bc8-1885-4107-8a82- deedf cd6090F

[SamAccountName 1 student2
ISID : S-1-5-21-3646319276-2638102567-2487368897-1110

Figure 6.38 Displaying created users.

6.4 Microsoft Azure PowerShell

For the management of Microsoft Azure, one can use Microsoft Azure management
cmdlets. Microsoft Azure management cmdlets can be used to accomplish the follow-
ing management tasks:

* Managing subscriptions

* Deploying and managing virtual machines
* Managing virtual networks

* Managing storage accounts

* Deploying and managing cloud services

* Balancing workload

* Developing virtual websites

* Managing cross-premises networks

Microsoft Azure PowerShell cmdlets can be used to control and automate the ser-
vice deployment process. These management tasks can either be done interactively
by executing the cmdlets or automatically by running scripts. In Chapter 3, you used
Azure PowerShell to retain the IP address for your virtual machine. Activity 6.2 will
carry out more activities with Azure PowerShell.
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Activity 6.2: Using Microsoft Azure PowerShell

Microsoft Azure PowerShell is explained in Chapter 3. After Microsoft Azure
PowerShell is installed, you can conduct some cloud management tasks.

Task 1: Preparing Microsoft Azure PowerShell

For this task, you need to download and install the Microsoft Azure PowerShell mod-
ule. Then, you will configure Microsoft Azure PowerShell for managing the Microsoft
Azure platform.

1. Log on to the Microsoft Azure Management Portal with your user name and
password.

2. Select your virtual machine serverb and click CONNECT.

. Log on to serverb with your username and password.

4. To view Microsoft Azure PowerShell, press the Windows logo key and type
Power. You should be able to see the Microsoft Azure PowerShell tile as
shown in Figure 6.39.

5. Click the Microsoft Azure PowerShell tile to open it. After the command
prompt is opened, type Help Azure. You will see a similar result as one dis-

W

played in Figure 6.40.

Task 2: Managing Microsoft Azure with Microsoft Azure PowerShell

Microsoft Azure PowerShell cmdlets are used to manage subscriptions, storage accounts,
storage Blobs, tables, and queues; they are also used to deploy and manage virtual

Search

Everywhere v
PowerShell ﬂ

b3 Windows PowerShell

Windows

- Windows (x86)

s Windows ISE (x86)

5 Microsoft Azure F

Active Directory Module for
Windows Pov

Figure 6.39 Microsoft Azure PowerShell.
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- . . ~
Administrator: Microsoft Azure PowerShell
Azure
Azure gu
uppetE\ten*wn me Azure Ud]et sets the Puppet extension for the
Size Azure Sets the size of a Microsoft Azure virtual mac
reVNetConfig Azure Updates the virtual network settings for a Mic
et-AzureVNetGateway N Azure Enables or disables a Microsoft Azure Virtual
et-AzureVNetGatewayKey my Azure the IPsec/ pre ared key for the cros
et-AzurewalkUpgradeDomain L Azure walks the specified upgrade domain.
et-AzureWebsite Azure Configure a Microsoft Azure website
Show-AzurePortal m Azure Show the Azure management portal
Show-Azurewebsite Azure Open a br er on the website
Start-AzureAutomationRunbook J Azure S a runbook job.
tart-AzureEmulator Azure rts both the compute and storage emulators
Start-AzureHDInsightJob 2 Azure rts an Azure HDInsight job on a specified c
Start-AzureService g Azure Starts the specified hosted service in Azure
tart-AzureSqlDatabaseCopy Azure Creates a one-time copy or a continuous copy (
tart-AzureSqlDatabaseExport Azure Initiates an export operation from an Azure SQ
Start-AzureSqlDatabaseImport N Azure Initiates an import operation from Azure Blob
Start-AzureSqlDatabaseRecovery Azure Submits a recover database request for a live
Start-AzureSqlDatabaseRestore mdle Azure Submits a restore request for a live or droppe
Start-AzureStorageBlobCopy Azure rt a copy operation to the specified destin
Start-AzurewM m Azure tarts a Microsoft Azure virtual machine.
Start-AzureWebsite m Azure bta:t the ecified -«zuve website
tart-Azurewebsitelob N Azure 33
[Stop-AzureAutomationlob C Azure Stops an Azure Auton‘at\on job.
Stop-AzureEmulator n Azure Stops the compute emulator
Stop-AzureHDInsightJob Azure Stops running an Azure HDInsight job on a spec...
Azure ops the current hosted service
q1DatabaseCopy n Azure Terminates a continuous copy relationship. The
orageBlobCopy g Azure Stop a copy operation to the specified destina
Azure Shuts d a Micr ft Azure virtual machine.
top-AzureWebsite N Azure Stop the <pec|F1ed Azure website
top-AzurewWebsitelob n Azure Stops a web job for a website
pend-AzureAutomationJob Azure Suspends an Azure Automation job.
tch-AzureMode " Azure Switches between the Azure and Azure Resource
tch-AzurewebsiteSlot Azure Swaps the production slot for a website with a,
ZureName N Azure Tests whether a Microsoft Azure cloud service
zureStaticVNetIP g Azure Test the availability of a static virtual ne
est-AzureTrafficManagerDomain. .. Azure Checks whether a domain name is available as a
Unregister-AzureAutomationSche... Cm Azure Removes an association between a runbook and a.
Update-AzureDisk L Azure Updates the label of a disk in the Microsoft A
Update-AzureVM Azure Modifies the configuration of a Microsoft Azur
Update-AzureVMImage m Azure The Update-AzureVMImage cmdlet updates the pro
Update-AzureWebsiteRepository Azure Update the remote repositories of a local git
Use-AzureHDInsightCluster Azure Selects Azure HDInsight cluster that will be u
Wait-AzureHDInsightlob Cmdlet Azure Awaits the completion or failure of the HDInsi
v
< >

Figure 6.40 Help Azure Command in Window Azure PowerShell.

machines, manage virtual networks, deploy and manage cloud services, deploy and man-
age websites, and so on. You can find detailed information about Microsoft Azure man-
agement cmdlets from the following website (Microsoft, Windows Azure Management
Cmdlets, May, 2015): http://msdn.microsoft.com/en-us/library/jj152841.aspx

To illustrate the usage of Microsoft Azure PowerShell, we will run a few cmdlets
to carry out some of the management tasks in Microsoft Azure.

1. Assume that you are still connected to the virtual machine serverb. Press the
Windows logo key and click the Microsoft Azure PowerShell tile.
2. To add the Microsoft Azure account information, enter the cmdlet

Add-AzureAccount

as shown in Figure 6.41. Then, press the Enter key.

3. Enter your email address and password to sign in to your Microsoft Azure
account.

4. Once you have signed in, you can get your account information. To do so, run
the cmdlet

Get-AzureSubscription

to view the subscription information.
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a 11st of all Azure cmdlets type "help azure'.

a list of windows Azure Pack cmdlets type 'Get-Command *wapack*'.
Node.js cmdlets type 'help node-dev'.

PHP cmdlets type 'help php-dev'.

Python cmdlets type 'help python-dev'.

:\> Add-AzureAccount]]

Figure 6.41 Add-AzureAccount Cmdlet.

5. Many cmdlets are used to manage virtual machines. As an illustration, the
next task is to get the information about your virtual machines by entering the
cmdlet

Get-AzureVM

as shown in Figure 6.42. The information about the virtual machines, servera
and serverb, is displayed in Figure 6.42.

6. With cmdlets, you can start and stop a virtual machine as shown in Figure
6.43. For example, to stop the virtual machine servera, use the following cmd-
let (note: your service name may be different):

Stop-AzureVM -ServiceName servera78 -Name servera
-StayProvisioned

To start the virtual machine servera, use the following cmdlet:

Start-AzureVM -ServiceName servera78 -Name servera

7. You can also get the information about the disks used to host servera and
serverb. To do so, enter the cmdlet

Get-AzureDisk

as shown in Figure 6.44.
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Get-Azuresubscription

: Azpad256IHV8695
51f3219c-3eSc-4ee2-b917-8f153bd784ec
anagement . core. windows.net/
//management . azure. com/
alleryEndpoint : aﬂe: y. azure. com/
ActiveDirectoryEndpoint n net/
ActiveDirectoryTenantId ,2F9osbf 86F1 41af-91ab-2d7cd011db47
ActiveDirectoryServiceEndpointResourceld : https://management. core.windows.net/
5q1DatabaseDnsSuffix . se.windows.net
IsDefault
ertificate
RegisteredResourceProvidersList
urrentStorageAccountName
ActiveDirectoryUserId : chao_uhv2@outlook. com
TokenProvider : Microsoft.WindowsAzure.Commands.Utilities.Common. Authentication.AdalTokenPro
vider

PS C:\> Get-AzurewM

ServiceName Name
servera ReadyRole
serverb ReadyRole

Figure 6.42 Get-AzureVM Cmdlet.

> Stop-AzureW -ServiceName servera/8 -Name servera -StayProvis
10:43:02 PM - Completed Operation: Get Dep’loyment
Stopping W role: '. Its static IP address: 11 no longer be in use after the it
and stayed in provision, but it is still being reserved.
10 .4 02 PM - Begin Operation: Stop-AzureWM
4 PM - Completed Operation: Stop-AzureVM

OperationId Opelatwonstatu;
40-3983-0f4d-9¢33-8b4bf1lcdf9l Succeeded

Start-AzureVM -ServiceName servera78 -Name servera
10:44:32 pPM - Completed Operation: Get Deployment
10:44:32 PM - Begin Operation: Start-AzurewM
10:45:04 PM - Completed Operation: Start-AzurewM

Oper atu)nId OperationStatus

Start-AzurewM -37e0-~ - - Succeeded

PS C:\

Figure 6.43 Stopping and starting virtual machine.
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- Begin Operation: Get-AzureDisk
M - Completed Operation: Get-AzureDisk

ffinityGroup S

AttachedTo : RoleName: serv
DeploymentName ra
HostedServiceName: servera78

rage78.blob. core.window / sera78-servera-2014-08-21.vhd
5 r era-0-2014082122242
Sour ceImageName £ 4 c04fcObc8f2bb1389d610! v -2012-R2-201407.01-en.us-127GB.vhd
S

: Windows
OperationDescription : Get-AzureDisk
OperationId : 2e1b6455-0d71-06c9-8119-670924ed82d2
OperationStatus : Succeeded

AffinityGroup :
AttachedTo : RoleName: serverb
DeploymentName: Vi
HostedServiceName: s
IsCorrupted : False
Label :
Location 1 West US
Disksi : 128
age78.blob.core.wind / erverb78-serverb-2014-08-21.vhd
rverb-0-2014082123063
c04fcObc8f2bb1389d610! WS- -2012-R2-201407.01-en.us-127GB.vhd
: Windows
OperationDescription : Get-AzureDisk
OperationId : 2e1b6455-0d71-06c9-8119-670924ed82d2
OperationStatus : Succeeded

Figure 6.44 Get-AzureDisk Cmdlet.

8. To illustrate the management of virtual networks, let us create a subnet while
creating a new virtual machine called serverc. To begin, you need to get your
subscription name and storage account name by using the following two cmdlets:

Get-AzureSubscription
Get-AzureStorageAccount

9. You can now set the subscription with the following cmdlet (Figure 6.45):

Set-AzureSubscription -SubscriptionName yoursubscription
-CurrentStorageAccount yourstorageaccount

Once the subscription is set, use the following cmdlets to create a virtual
machine serverc meanwhile creating a virtual network mysubnet to host the
virtual machine. To create a new virtual machine you need to specify the Name,
InstanceSize, ImageName. You also need to add AzureProvisioningConfig
and set the password. You can create a subnet with the cmdlet Set-AzureSubnet
only when creating a new virtual machine with the cmdlet New-AzureV M.
Note that the name of the subnet is case sensitive. The cmdlets to accomplish
these tasks are listed as follows:

New-AzureVMConfig -Name serverc -InstanceSize ExtraSmall

-ImageName MSFT Win2K8R2SPl-Datacenter-201208.01-en.

us-30GB.vhd | Add-AzureProvisioningConfig -Windows -Password
P@sswOrd | Set-AzureSubnet -Subnetname mysubnet

The result of the execution is shown in Figure 6.45.
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Administrator: Microsoft Azure PowerShell

Set-AzureSubscription -SubscriptionName Azpad256IHV8695 -CurrentStorageAccount storage78
PS C:\> New-AzurewConfig -Name serverc -InstanceSize ExtraSmall -ImageName MSFT__Win2K8R2SP1-Datacenter-201208.01-en.us
-30GB.vhd | Add-AzureProvisioningConfig -Windows -Password P@sswOrd | Set-AzureSubnet -Subnetname mysubnet

vailabilitySetName ]
onfigurationSets icrosoft.windowsAzure.Commands . ServiceManagement .Model . NetworkConfigurationSet}
DataVirtualHardDisks {3

rc

rosoft.WindowsAzure.Commands . ServiceManagement .Model.0SVirtualHardDisk
rc
: Extrasmall

RoleType : PersistentWRole
WinRMCertificate
(509Certificates 2
i : False
: False
: False
DefaultWinRmCertificateThumbprint :
ProvisionGuestAgent : True
ResourceExtensionReferences : {BGInfo}
DataVirtualHardDisksToBeDeleted

Figure 6.45 Creating virtual machine and virtual subnet.

10. In the Microsoft Azure Management Portal, delete serverc and shutdown both
servera and serverb before exiting the Microsoft Azure Management Portal.

There are many other operations that can be done through Microsoft Azure PowerShell.
Detailed coverage of Microsoft Azure PowerShell is beyond the scope of this book.
Readers can look for books that are specialized in Microsoft Azure PowerShell for
more information.

6.5 Summary

PowerShell is a powerful tool for networking. This chapter discusses Windows
PowerShell and Microsoft Azure PowerShell. It explains why PowerShell is needed
in a networking process. It describes all four types of PowerShell commands, cmdlets,
PowerShell functions, PowerShell scripts, and native Windows commands. For cmd-
lets, this chapter introduces the commonly used verbs in the cmdlet naming structure.
This chapter also demonstrates how to create PowerShell functions and PowerShell
scripts. The native Windows commands are briefly covered in this chapter.
Microsoft Azure PowerShell can be used to carry out most of the tasks accom-
plished by the Microsoft Azure Management Portal. A list of networking-related
cmdlets are described in this chapter. For hands-on practice, this chapter demon-
strates how to conduct basic networking with PowerShell, how to manage DNS
with PowerShell, and how to manage Active Directory with PowerShell. It also
demonstrates how to create virtual machine and virtual subnet with Microsoft

Azure PowerShell.
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Review Questions

1. What is a shell in an operating system?
2. Why PowerShell is important for system administration and networking?
3. What can be accomplished by Microsoft Azure PowerShell?
4. What are the four types of Windows PowerShell commands?
5. What are the differences between cmdlets and regular commands?
6. What is a PowerShell script and what do you do with it?
7. How is a cmdlet structured?
8. What are the approved cmdlet verb groups?
9. What do you do with a PowerShell function?
10. What are the components of a PowerShell function?
11. What are the components provided by PowerShell to support scripting?
12. What is runtime and how is it used in the scripting process?
13. What do you do with the PowerShell ISE?
14. What networking tasks can be done with PowerShell cmdlets?
15. What tasks can be accomplished by Microsoft Azure management cmdlets?
16. Use a cmdlet to view the information of your Ethernet 2 NIC.
17. Write a script to ping your host IP, DNS server IP, and gateway IP. Run your
script in PowerShell.
18. Use a cmdlet to display only the SRV type of DNS records.
19. Use a function to create a new DNS zone StudentZone. Run your function in
PowerShell.
20. Create a user account for student studentEd with P@sswOrd! as the password.
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INTERNET DATA
TRANSACTION PROTECTION

Objectives

* Understand and implement SSL services.
* Understand and implement certificate services.

7.1 Introduction

Microsoft Azure provides a platform for developers to develop and deploy Internet-
based applications such as websites and mobile services. Supported by Microsoft
Azure, these Internet applications are scalable, flexible, and are easily integrated with
Microsoft Azure SQL Database and Microsoft Azure Storage serv