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Preface

Welcome to Computer Forensics with FTK. This book has specially been created

to provide you with all the information you need to get started with the FTK
investigation platform. You will learn the basics of computer forensics and how to
use the FTK to conduct digital investigations generating court-accepted evidence.

What this book covers

Chapter 1, Getting Started with Computer Forensics Using FTK, will get you started
with the basic installation and configuration of the FTK and how to prepare your
environment lab for digital investigations.

Chapter 2, Working with FTK Imager, will teach you how to use the FTK Imager tool to
create forensic images of digital devices from volatile data, such as memory.

Chapter 3, Working with Registry View, will give a step-by-step demonstration
on how to work with Registry View to access and extract relevant information
from Windows Registry, and how this information can be important during the
investigation process.

Chapter 4, Working with FTK Forensics, will cover the main computer forensics
process, explaining each step in depth. Also, you will learn some important features
of the FTK, such as managing users and processing options.

Chapter 5, Processing the Case, will cover how to use the most important features
for processing and filtering data during your investigation process. You will learn
how to set up the tool to perform data analysis, search information, and bookmark
your findings.

Chapter 6, New Features of FTK 5, will give an overview of the main new features
that have been developed in the FTK 5, and make you understand how these new
features can help you during your investigations.
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Chapter 7, Working with PRTK, will teach you how to perform a password recovery
from files and systems using the PRTK and DNA products, and how it will help you
to solve problems when you find some protected information.

What you need for this book

A computer with Windows XP or newer, AccessData Forensic Toolkit 5, some
evidence file samples, and an Internet connection.

Who this book is for

Computer forensics with the FTK is great for anyone who wants to conduct digital
investigations with an integrated platform. Whether you are new to computer
forensics or have some experience, this book will help you get started with the FTK,
so you can start analyzing evidence effectively and efficiently.

The book also helps law enforcement officials, corporate security, and IT
professionals who need to evaluate the evidentiary value of digital evidences.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"These files are located at C: \Windows\System32\Config."

Any command-line input or output is written as follows:
# [Drive] : \FTK\AccessData Distributed Processing Engine.EXE

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Install the
Distributed Engine component, as it is necessary for the correct operation of FTK."

[2]
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% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading color versions of the images for
this book

For your convenience we have also provided a PDF that contains higher resolution
color versions of the images used in this book. These can be extremely useful as
you work through various stages of the project when working with materials

or examining small detail changes as we tweak individual parameters. You can
download the PDF from https://www.packtpub.com/sites/default/files/
downloads/90220T ColoredImages.pdf.

[31]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit -errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[4]



Getting Started with
Computer Forensics
Using FTK

Forensic Toolkit (FTK) is a complete platform for digital investigations, developed
to assist the work of professionals working in the information security, technology,
and law enforcement sectors.

Through innovative technologies used in filters and the indexing engine, the relevant
evidence of investigation cases can be quickly accessed, dramatically reducing the
time to perform the analysis.

This chapter will cover the first steps needed to install and configure the FTK tool.
Forensic digital investigations include the following processes:

* Preparation

* Acquisition and preservation
* Analysis

* Reports and presentation

This process will be discussed in more detail in Chapter 4, Working with FTK Forensics,
with the use of FTK forensics and enterprise editions.

The computer forensics tools need to be kept updated to address issues such as an
increasing size of hard drives and the use of encryption in order to reduce the time
to perform the data acquisition and analysis.



Getting Started with Computer Forensics Using FTK

AccessData has two versions of the platform:

FTK forensics: This version of FTK, which will be covered in this book, has
the ability to perform the acquisition and analysis of digital devices such
as computer hard drives, USB drives, flash memory devices, smartphones,
tablets, and other digital media. Its approach is related to a process called
post-mortem computer forensics, which happens when the computer has
been powered down.

AD Enterprise: In general, AD Enterprise has the same features as the FTK
forensics version plus the ability to analyze multiple computers across your
company simultaneously. Another important feature of this version is the
ability to acquire and analyze volatile data, such as RAM. The investigation
process is totally confidential, and the investigated user will not be aware
of the analysis, even if it is done through the network and with the target
equipment in use.

In this book, we will use the solution only in the
s standalone version.

Downloading FTK

Once the FTK platform has been acquired, AccessData usually sends the DVDs
for product installation and the hardware dongle codemeter with the license of
the product.

If not, then it is possible to download the FTK directly from the AccessData website.
All other products are also available for download.

In this book, we will use FTK Version 5 onwards, and you can download the product
from http://www.accessdata.com/support/product-downloads.

[6]
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Prerequisites for FTK

There are two different settings (configuration options) for FTK installation:

*  One machine: FTK + database

* Two machines: FTK + database on separate machines

In general, the specification used for FTK with the PostgreSQL database is shown in

the following screenshot:

Software

Operation System
Hardware

Processor

Memory

OS / Application drive

Storage for PostgreSQL database

Network Card

HW RAID Confroller

Temporary Folder Location

Drive Configuration

Server 2008 R2 / Windows7 (54-bit)

Intel® i7, Dual Quad Core ¥eon, or AMD equivalent
32 GB (or more)
7200 RPM drive with 64MB cache or SSD drive

160GB Solid State Drive (SSD) dedicated exclusively to
PostgreSQL.

Gigabit

Highly recommended if hosting PostgreSQL database. Configure
with RAID 5, 6, or 10 avoid RAIDO

SSD drive or RAIDO partition wf write-through

Drive 1: 05

Drive 2: PostgreSQL Database (SSD or HW RAID)
Drive 3: Case Folder and HD Image

Drive 4: Temp Directory (SSD or RAIDO)

M Note that this is the recommended specification by the vendor. However,
Q the more the processing, memory, and I/O resources available, the faster

the analysis.

[71
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Installing FTK and the database

FTK installation is quite simple, although the components' installation sequence
must be respected. AccessData has created a menu to provide support for the correct
installation, as can be seen in the following screenshot:

I8 FTK installer N (o

Find, Organize, & Analyze Computer Evidence

AccessDara

FT

FORENSIE TOOQLKIT

Database View User Guide

Distributed Engine Other Products

||I|||I|I|I|||I:I|I|!|I|||I|||I|||I|||I|I|i|||l||||||||!||||lilil||I||:Illlillll:llillllll|F|||I|!|I|I|I|!H—i—!—§ H ﬁ%ﬂ

Perform the following steps for installing FTK:

1.

Start the installation process by using the Database component. You can then
enter a password to create the PostgreSQL database admin user.

Once the database installation is done, install FTK.

Install the Distributed Engine component, as it is necessary for the correct
operation of FTK.

The View User Guide installation is optional, but highly recommended.

[8]
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5. To finish the FTK platform installation process, click on the Other Products
button and select the components listed as follows:

[e]

License Manager: This is the product's license control component

o

Registry Viewer: This is the Windows registry analysis component

o

PRTK: This is the password recovery component

°  CodeMeter: This is the USB CodeMeter hardware driver and
management component

Imager: This is the FTK Imager product

M Make sure that you select the correct platform, which can be either 32-
Q or 64-bits, and in case the Unable to connect to the database requested
error message appears, just change the RDBMS option to PostgresSQL.

Running FTK for the first time

If the installation has been done correctly, the first step would be to create a user:

File Datahase Case Tools Manage Help
Name Date Modified | Case D nia
Case Owner nia
Reference nia
Date Modified nla
Dal Add New User (oo
Dal
User Name:
Cal Trusted User. ,‘7
Dey
Full Name:
De| ‘
i
Password:
Verify Password:
Role(s):
[application Administrator
| Cancel

Next, you can complete the fields in the form and then click on OK to create the first
user. This user will be the application administrator, who will manage the FTK tool.
The use of the FTK tool will be discussed in the next few chapters.

[o]
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Summary

This chapter covered the first necessary steps to be performed in order to use the FTK
forensics tool. The first step was to understand the difference between standalone
and enterprise platforms as it is extremely important to determine the approach to be
used in an investigation. This will certainly impact the time of acquisition and data
analysis. Another important point was to consider the hardware prerequisites. Keep
in mind that more the computing power the hardware has, the faster is the response
of their analysis.

The analysis process is really time-consuming, and if not properly scaled, the
hardware can have a negative impact on your project.

In the next chapter, you will use FTK Imager, the free version of the platform, which
is commonly used for evidence acquisition and preanalysis of data.

[10]



Working with FTK Imager

FTK Imager is a free tool that can be downloaded from AccessData on its website,
mainly used for conducting acquisition of digital media. To ensure the integrity of
the data collected, it creates exact copies (forensic images), known as bit-to-bit or
bit stream.

FTK Imager is a powerful, free tool. It allows a preanalysis of the data, information
search, and the collection of volatile data such as RAM, along with other features that
will be covered through this chapter. You can download FTK Imager as well as other
products at http://www.accessdata.com/support/product-downloads.

This chapter discusses working with evidence using FTK Imager, allowing you to
accomplish the creation of forensic images that meet your exact needs.

You will also be shown how to operate FTK Imager as well as an overview of all the
features to understand the process of acquiring digital devices, which is considered
one of the most critical factors.

Data storage media

It is important to realize that data acquisition may be performed not only on hard
disks, but also across other devices that have the storage capacity, few of which are
listed as follows:

* Magnetic media:
°  Floppy disks

° Hard drives

°  USB/PC cards

°  ZIP and tape drives
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* Optical media:

°  (CDs
°  CD-Rs and CD-RWs
° DVDs

e Alternative media:

o

MP3 players
° Tablets

o

Smartphones
° Video games, TVs, and so on
FTK Imager has the ability to collect and analyze each of these devices.

During an investigative process, we must look at these items because they
may have relevant evidence, not often found in hard disks.

Acquisition tools

FTK Imager makes a bit-for-bit duplicate image of the media, avoiding accidental
manipulation of the original evidence. The forensic image is an identical copy of
the original device, which includes the file slack and unallocated space, and allows
for the recovery of deleted files. The forensic duplication allows you to conduct the
investigation process using the image, preserving the original media.

The analysis of the acquired image can be performed later in the FTK, which allows
for a much more detailed investigation and the generation of the final report of the
information found.

When you use FTK Imager to create a forensic image of a hard drive or other
electronic device, ensure that you are using a hardware-based write blocker. By
doing this, you can be certain that the system does not alter the original source at
the time of attaching it to your computer.

[12]
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In the following picture, you can see a sample of the write blocker device:

On el Off

STABLEAU

2SATA Forensic Bridge
DCIN

Poveer

IDE Debect

USE 2.0 SATA Detect
Hast Detect

Write Block

Aclnnly

Image formats

FTK Imager can support almost all types of images used in the market. The main
types are filesystems supported, Imager creates formats supported, and Imager read
formats. These are listed as follows:
* Filesystems supported FTK Imager supports the following filesystems:
° DVD (UDF)
°  CD (ISO, Joliet, and CDEFS)
° FAT (12,16, and 32)

[13]
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°  exFAT

°  VXFS

° EXT (2,3, and 4)

° NTFS (and NTFS compressed)
° HFS, HFS+, and HFSX

* FTKImager can create evidence files of the following formats:
° E01,S01, and LO1

° AFF
°  ADI1
° RAW/DD

* FTKImager read formats —in the following screenshot you can see all the
formats that FTK Imager supports to read:

E01 Images (*.e01)

SMART Images (*.501)

Advanced Forensic Format Images (*.aff)
Yirtual Hard Disk (*.whd}

ICS Irmages (.101)

SafeBack / SnapBack Images (*.001)
Tar Archive (*.tar)

Zip Archive (".zip]

AccessData Logical Image (*.AD1)
YMDEK Virtual Drive (*wmdk)

Ghost Raw Image (*.gho)

Raw CD/DVD image ("iso; *.img; *.bin; *tao; *.dac)
Alcohel COimage (*.mds)
Discluggler image (*.cdi)

CleneCD image (*.ccd)

Gear CO Image (*.p01)

IzoBuster CD image (*.cug)

Merc CO image (*.nrg)
Philips/Optlmage CD image (*.cd)
Pinnacle CD image (*.pdi)
Plextools CO image (*.pxi)

Prassi CD Right Image Plus (*.ged)
Prassi PrimoDVD Image (*.gi)

Roxie CO Creator Image (*.cif)
Virtual COVimage (*ovcd)

WinOnCD image (*.c2d)

Apple Disk Images (*.dmg)

[14]



Chapter 2

The FTK Imager interface

The installation of FTK Imager is very simple and you have the option of using
the traditional version, with the need to install the product on your hard disk.
Alternatively, you can use the Lite version, which does not need an installation.
It has the advantage of allowing FTK Imager to run directly from a USB key,
which helps a lot in the field collection process.

The FTK Imager user interface is divided into several panes. The Evidence Tree
section, the File List section, the Properties section, and the Hex Value Interpreter
pane, The Custom Content Sources panes, the menu, and the toolbar can all be
undocked and resized to best suit your needs. Each can be redocked individually
or you can reset the entire view for the next investigation as shown in the
following screenshot:

File List
a IR
Menu Bar —— e e e
’d___'__‘_,_oﬁ_wﬂ ad-s 0 - o o N e,
viderice Troe =
Toolbar i 5 s : e : :
=1 1) Documerts SAKB egula
e el
45::_“‘" A3EE Regular Fis
- 107 ES  Begular Fis
N 193K8 Meguder Fie
. el
Evidence S
Tree View 5 et
e i T
3 My Videor 6IZ007 L:k:
4:‘\'..9 = 1OKB  Roguiar Fle G007 L02.. =
52 Seouhy = =]
# 0) Sagit Catang =] ‘F e L e . e S el
T 057474 i
. R Fio P s s[mooess ] §
Properties / i ; Taesa 000 DOLS 00 CTS |
Hex Value —— ool i S | CASHIER'S CHECK 2
Cate Created 24612007 1:52:35 A ] - = §
rerypted Fulsn i | “OS7L 6P 109 1508 1 75 20k 25 b 500
Inter reter :zm::::iw! n‘:.w:.us.mm { . ; : 0 ;
BT £ I
| al e
Status Bar Lo ekl it
Viewer

[15]



Working with FTK Imager

The menu bar

The menu bar can be used to access all the features of FTK Imager. It is always
visible and accessible. There are four items on the menu bar:

File: The File menu provides access to all the features you can use from
the toolbar.

View: The View menu allows you to customize the appearance of FTK
Imager, which includes showing or hiding panes and control bars.

Mode: The Mode menu lets you select the preview mode of the viewer.

Help: The Help menu provides access to the FTK Imager user guide,

which gives information about the program version and more ways that
can assist you.

The toolbar

The toolbar contains all the tools and features that can be accessed from the
File menu.

The following screenshot provides some basic information on each feature:

Add Evidence ltem

Add All Attached Devices
Image Mounting

Remave Evidence ltem

Remaove All Evidence ltems

DR FRE

Create Disk Image
Export Disk Image
Export Logical Image (AD1)

& m

Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)
Verify Drive/lmage

Capture Memory

Obtain Protected Files

Detect EFS Encryption

Export Files

mo > & 3

Export File Hash List
Export Directory Listing

Choose |E, text, or hex viewer automatically

§ ¢

View files in plain text

5 |

View files in hex format

T
m
3

= |

Open FTK Imager User Guide
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The view panes

There are several basic view panes in FTK Imager, which are listed as follows:

Evidence Tree: This pane displays the added evidence items in a
hierarchical tree.

File List: This pane shows the files and folders contained in whichever
item is currently selected in the Evidence Tree pane.

Viewer: This pane shows the content of the currently selected file, based
on the selected Preview Mode option: Natural, Text, or Hex.

Properties/Hex Value Interpreter/ Custom Content Sources: These panes
display a variety of information about the object currently selected in either
the Evidence Tree pane or the File List pane, convert hexadecimal values
selected in the viewer into decimal integers and possible time and date
values, and view the content that will be included in a Custom Content
image, respectively.

The FTK Imager functionality

You can use FTK Imager to preview a piece of evidence prior to creating the image
file(s). You can then choose to image the entire evidence object or choose specific
items by selecting Add to Custom Content (AD1) image.

Adding and previewing an evidence item

You can either add a single evidence item or several items at one time. The following
screenshot shows the procedure in a step-by-step format:

1. Click on the Add Evidence Item button on the toolbar.
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2. Select the source type you want to preview and then click on Next.

4, AccessData FTK Imager 3.1.1.8 > e PSS = I
Fle View Mode Help
& % @ &G o= m| B} B
nce Tree »¢ | |File List bl
hame I Size | Tupe | Date Mogfied |
-
Select Source

- Please Select the Source Evidence Type
& Physical Drive
™ Logical Drive
" Image File

€ Contents of a Folder
{ogical fileJevel analysis only; excludes deleted, unallocated, etc )

Hex Value Interpreter

Tupe | Size ! Walug
signed integer 18
unsigned integer  1-8
FILETIME UTC] 8
FILETIME flocall 8
D0S date 2
DOS time 2 < Back Next > Caneel Help
time:_t [UTC] 4
time_t (local] 4 L
< T | »
Eyte order: @ Little endian ™ Big endian
P Hex Value Int... | Custom |
For User Guide, press F1 | I | | 4

3. Select the drive or browse to the source you want to preview and then click
on Finish:

), AccessData FTK Imager 3.1.1.8 r 4 - - - = SIS

File View Mode Help

&% . | Wi T,
Evidence Tree S ‘ File List x
Mame | Size | Tupe | Date Magified |
- -
Select Drive
-~ Source Drive Selection
Please select from the following available drives:
i\\ MPHYSICALDRIVED - HITACHI HTS725050A7E630 [500GB I_v_l
ITACH| HTS725050A7E630 [500GE IDI
ingston DataTraveler 2.0 USB Device [8G

Hex Value Interpreter

Tvpe | Size J Walue

signed integer 18

unsigned integer  1-8

FILETIME [UTC) 8

FILETIME flocal] 8

DOS date 2

DOS time 2 < Back I Finish I Cancel Help

time_t [UTC) 4

time:_t (local) 4 A

< | . ]

Eyte order @ Litle endian " Big endian
Hex Value Int... | C

For User Guide, press FL A
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4. The evidence item appears in the Evidence Tree pane:

) AccessData FTK Imager 3118 - *e Y el aale [E=RTEl=>=)
File View Mode Help
aes g dlEs RO EeEE P
Evidence Tree 3
-6 \\\PHYSICALDRIVED 4 Name | Size | Type | Date Modified
- - -
s Pa“’g”” ! ”;\?g}fwl [unallocated space] 0 Unallocated Sp...
S8 System INTFS] . PR T FlesyemMa s
{7 Custom
1™ N imente and SeHinne e
Hex Value Interpreter b4
Type | Size | Value
signed integer 18
F"I‘_SEQT’WE'”[‘L‘T%’] 18-8 000 FA EB 23 53 61 66 65 42-6F 6F 74 20 00 06 01 00 u&#Safelcot =
FILETIME (loca) 2 010(00 00 00 00 12 2& D& 01-00 00 00 00 02 CC 59 00 -----*@------I%- M
D05 dato 5 02000 00 00 00 00 00 9C OE-§2 00 7C 60 1E 0 OE 1F --------h-["---- |E|
DS time 5 030|0E 07 FC BB AE 7D B9 04-00 8D SF 10 80 3F 80 EO | - -ii»®}* - -
time_L(UTC) 3 040|F8 75 62 80 TF 04 12 75-5C BE SE 7C BF 00 06 57 gub-- - -u\%*|
time_t flocal] 1 050|B9 09 00 F3 A4 8B 17 EB-4F 02 BB 00 7C C3 B 01 *--o8---0-»-IE,
06002 CD 13 07 1F 61 CF F4 OF 80 FC 09 7E | -I-- 2l K& -~
Ll ] * |070|03 80 C4 27 BL 04 D2 TE 02 04 27 01 06| --Are-dac .~
Bieoder @ Lifbendan €~ Bigendn 080 |95 70 AC OR CO 75 06 AC-92 03 FO EB F5 79 06 4E | -1~ -Bu----888y N
= = 090(CE 04 20 F& D2 B4 OE BB-07 00 CD 10 EB E4 B4 92 £- 88" -»--1-88 - e
Hex Value Int... Cursor pas = 0; phy sec =0
\\.\PHYYSICALDRIVED/Unpartitioned Space [basic disk]/MBR

Creating forensic images

Once the item is added to the evidence, you can perform the process of creating a
forensic image. FTK Imager allows you to make several different types of forensic
images. In addition, drive content and hash lists can be exported.

To create the image, perform the following steps:

1. Click on the Export Disk Image button on the toolbar.
2. Click on the Add... button.

[19]
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Working with FTK Imager

3. Select the image type and click on Next:

Zl\

& Create Image

) AccessData FTK Imager 3.1.1.8 e r—al  asle [ohE] % ]
Fille  View Mode Help

R BRI
Evidence Tree %
B8y WAPHYSICALDRIVED ~ Name | Size | Type Date Modified |

[ syl Basitian 11478629021 o1 ‘

Select Image Type

1 Image Source

3

Partition 1 [476938ME]
‘ i - Please Select the Destination Image Type

umber: I Q

Starting £ Raw (dd)

~ Image Destination(s)

' SMART

Hex Valy

 AFF
Type
signed i
unsigne m Edit... | Remiove
FILETIM
FILETIM
DOS dat| | [V Verify images after they are created [~ precalculate Progress Statistics
Bﬁi‘t'{a I~ Create directory listings of ll files in the image after they are ceated T e = e
tirne_t [} Start Cancel
—| =— = ——— = = =
. 44 41 BB-AR 55 CD 13 72 0C &1 FB|TFSu- A»*UI-r--Q
Biboder. £ Ltk et 3 Bigerdan 0000000080|55 AR 75 06 F7 CL 01 00-75 03 E9 DD 00 1E 83 EC|U*u-+A--u-¢%.- 1
0000000090 |18 68 1& 00 B4 48 8A 16-0E 00 8B F4 16 1F CD 13| h--"H 51

P Hex Value Int... | C

For User Guide, press F1

| |lcursor pos = 0; log sec = 0; phy sec = 2048

4

4. Fill the evidence item information and click on Next:

i —

Evidence Item Information

Case Number:

Evidence Mumber:

Unique Description:

Examiner:

Notes:

| < Back Neat > Cancel Help
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5. Select the destination folder, filename, fragment size, and compression
options, and then click on Finish:

Select Image Destination lﬁ?-J

Image Destination Folder

|C:"xLlsers"-BMEED‘-.Deslctnp Browse

Image Filename (Excluding Edension)

|e1.-'iden-:e

Image Fragment Size (ME) 1500
For Raw, E0, and AFF formats: 0 = do not fragment
Compression {0=None, 1=Fastest, ..., 3=5mallest) |6 _]::I

Use AD Encryption [

< Back | Finish | Cancel Help

Mounting the image

With the feature of mounting, the forensic images will be allowed to be mounted as
a drive or physical device with a read-only viewing option. This opens the image as
a drive and allows you to browse the content in Windows and other applications.
The types supported are RAW/dd images, EO1, S01, AFF, AD1, and LO1. Full disk
images are RAW/dd, E01, and S01, and these can be mounted physically, simulating
a physical disk connected to the computer.
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This feature allows you to add the emulated physical disk to a virtual machine, as
shown in the following screenshot:

Mount Image To Drive .- &J
Add Image
Image File:
| C:\J=zers\304020\DesktopMantooth.EO 1

Mount Type: |Physical & Logical

Drive Letter: |Next Available (H:)

LefLefle

Maunt Method: |Blm:k Device [ Read Only

C:\Wsers\304020\Desktop

Mapped Image List

Mapped Images:

Drive | Method | Partition | Image

PhysicalDrive2 Block Device/Read ...  Image C:\Wsers\304020'DesktopMantooth.E01
F: Block Device/Read ...  Partiion 1 [105M...  C:Users\304020'DesktopMantooth.E01
G: Block Device/Read ...  Partition 2 [fMB] ... C:\Users\304020'Desktop\Mantooth.E01
4 1 3

s
Close

The Capture Memory feature

Volatile data, such as memory contents, has important evidence that must
be analyzed.

Through the collection in the memory, you can extract information such as
running processes, documents in use, websites accessed, username and
password, and a lot more.
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To execute the acquisition, perform the following steps:

1. Click on the Memory Capture button on the toolbar.
2. Select the destination path for the collected file.
3. Asan optional step, you can include a Pagefile. sys file and create an
AD1 evidence file format.
4. Click on Capture Memory to start the process as shown in the
5. following screenshot:
O\ AccessData FTK Imager 3118 bAale . =Tl
File View Mode Help
aa% o add =) m < EISET IR AR
Evidence Tree = | |File List
163 \\\PHYSICALDRIVED ~ Name | Size | Type | Date Modified
[l Partition 1 [476938ME]
E-lE System INTFS] 1
=20 '[E.::UU‘éBadOus 7| | Memary Capture u&
g i::denc: B Destination path:
L‘ SS:::‘:: " |C:UJsers\SU4UZD\Deskmp
LD ACL Data Destination filename:
-3 As Hel :
3 Aux:n’-‘:te - ‘memdump.mem
{2) Boot
{3 Custom I Indude pagefile
™31 Narimarte and Gattinne X ‘pageﬁ\e‘s,s
Hex Value Interpreter #
Type [ 5ize | value [~ Create AD1 file
signed I:h_ager 1 -g [ memcapture.ad1
unsigned integer E P
FILETIME UTC] & et D
FILETIME flacal] & Capture Memory Cancel e
D03 date 2 f 0000 -----
D05 time: z N L R
time, tUTC) 3 GOOAO00640 | 76 00 00 00 01 00 00 O0-5C 27 7 D6 4 F7 D6 94
te_t flosal) 4 0000000050 |00 00 00 00 FA 33 €O SE-DO BC 00 7C FB 68 CO 07
- 0000000060 |1F 1E 62 66 00 CB 88 16-OE 00 66 81 3E 03 00 4E i
1 L) ' | 0000000070 |54 46 53 75 15 B4 41 BB-AR 55 CD 13 72 0C 81 FB A -
—— & Litleendan Bigendian 0000000080 | S5 AR 75 06 F7 C1 01 00-75 03 ES DD 00 1E 83 EC Usu-+A--u-ef---i
B = = 0000000090 |18 68 1R 00 B4 48 2A 16-0E 00 8B F4 16 1F CD 13| h--"H-----8--1-
Hex Value Int... {Cursor pos = 0; log sec = 0; phy sec = 2048

For User Guide, press F1

Obtaining the protected files

The Windows operating system does not allow you to copy or save live Registry
files. You can acquire these protected registers running FTK Imager on the machine,

which contains the records you want to copy as follows:

1.
2.

the password or the entire registry.

Select the destination folder for the obtained files.

Click on the Obtain Protected Files button on the toolbar.

Choose between the options of acquisition that are either needed to recover
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4. Click on OK, as shown in the following screenshot:

2 AccessData FTK Imager 3.1.18 =B &
File View Mode Help
g% & dl k11
Evidence Tree | [File List ®
B \\W\PHYSICALDRIVED + Name [ Size | Type | Date Modified
1 sl Partition 1 [476938MB]
B8 System [NTFS) .
S8 foatl £/ | Obtain System Files - .
i o8 $BadClus
{3) SExdtend - Source for obtaining files:
{20 $Recycls Bin Warning: Please be aware that FTK Imager i obtaning te
T8 sSecure system files from the live system and not the acquired image.
{2 ACL Data
g :j:;::teHe\n Destination for obtained files:
2 Boat [ ci\sers\300201Deskton
{2 Custom
7 Ninrumenta and Setinne i Options
Hex Value Interpreter x|  Mirimum fles for login password recovery
Tope [Size [ value (™ Password recovery and all registry files
sigredinteger 18
i o | o ||fEm e -
FILETIME (local] & 3; 22 22 S
DOS date 2 et vo8:
DOS tine 2 0000000030100 00 0C 00 00 00 00 00-02700 00 00 00 00 00 00| --------vrvvne
time_t (UTC) 1 0000000040 |F6 00 00 00 01 00 00 00-SC 2F ¥7 D -EREEE
time_t (ocal) 4 0000000050 |00 00 00 00 FA 33 €O BE-D0 BC 00 7C
0000000060 (1F 1E 68 &6 00 CB 88 16-0E 00 66 &1
J iy ' |0000000070|54 46 53 75 15 B4 41 BB-BA 55 CD 13
Byteorder @ Lileendion € Bigendian 0000000080 |55 AR 75 06 F7 C1 01 00-75 03 ES DD L.
0000000090 |18 62 1 00 B4 42 A 16-OF 00 ©B F4 16 1F €D 13| -h--'H 8--1 >

(Cursor pas = 0; log sec = 0; phy sec = 2048

Hex Value In

For User Guide, press F1

Detecting the EFS encryption

You can check for encrypted data on a physical drive or an image with FTK Imager
just by clicking on the Detect Encryption button on the toolbar. The program scans
the evidence and notifies you if the encrypted files have been located:

) AccessData FTK Imager 3.1.1.8 PR == =
Eile  View Mode Help
oS E= ODE@[=we 7.
Evidence Tree # | |File List b
E-f§) \\\PHYSICALDRIVED ~  Name Size | Type Date Modified -
E Pa“gu”‘ [“rﬁf’lf:“"sl . SExtend 1 Directory 07/06/2013 22....
Egéﬂr’“m[] L = L. SRecycleBin 1 Directory 13/06/2013 18:.. E
L:‘ SBedClus . ACL Data 1 Directory 07/06/2013 18:...
E-0) SEdend . AssuranceHelp 1 ReparsePoint 07/06/2013 18:...
515 SRecycle Bin ——AuraRoat 1__Benagse Point 07/06/2013 18:...
Detect Encryption Progress ry 07/06/2013 23:...
ry 13/06/2013 18:...
Please wait while FTK Imager scans the evidence e Point 14/07/2009 05:...
to detect encryption. Depending on the size of 23/09/2013 14
ry /09y .
the evidence, this may take several minutes. y 17/10/2012 01....
Iy 07/06/201319:...
i P d T Maeomente 2nd Sattinae : l ll ll iy 16/10/2012 22:...
Hex Value Interpreter X Iy 23/08/2013 18:...
Type [ size [ value ry 14/07/2009 03:...
signed integer 18 \ ry 13/12/2013131... -
:Tﬁm%‘”ﬁ%é’] 18'5 00030 00 00 00 01 00 00 00-00 10 00 00 01 00 00 00[Q -
FILETIME (ocal) & 010 (10 00 00 00 98 01 00 00-98 O1 00 00 01 00 00 00
005 date 5 020 (BF 54 00 00 00 00 O1 00-28 00 €E 00 01 00 00 00 E
0% tme 5 030(05 00 00 00 00 00 OS5 00-F2 90 72 30 41 04 CA 01
fime, t(LITC) 4 040|F2 90 72 30 41 04 CA O1-BF C9 9F DD B2 &3 CE 01
fime_t flocal) 4 050 (F2 90 72 30 41 04 CA 01-00 00 00 00 00 00 00 00
060 (00 00 00 00 00 00 00 00-06 24 00 10 03 00 00 A0
d I * |070|16 01 44 00 6F 00 63 00-75 00 6D 00 &5 00 &E 00
Bteoder @ Litleendin ¢ Big endian 080(74 00 73 00 20 00 61 00-6E 00 64 00 20 00 53 00
e = = 090 |65 00 74 00 74 00 69 00-6E 00 67 00 73 00 CD 01 8
Hex Value I (Cursor pos =0
For User Guide, press F1
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Summary

This chapter covered the main features of FTK Imager.

FTK Imager is a very important tool to produce forensic images and can support
almost all evidence file formats. You can preview the evidence before the image.

This is important because you can do a triage and collect only important information,
considerably reducing the collection and analysis time.

You are able to understand the importance of using a write block device along with
FTK Imager. In this way, it is possible to assure the integrity of a piece of evidence.
You have learned about the interface in the solution and the main features of FTK
Imager, as Add and Preview Evidence Item, Creating Forensic Images, Image
Mounting, Capture Memory, Obtain Protected Files, and Detect EFS Encryption.

To summarize, FTK Imager is an essential tool for all experts and examiners. The
best part of it is that it is free!
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Working with Registry View

The AccessData Registry Viewer is a standalone product that can be integrated
with the FTK and allows you to view the contents of the Windows registry. Unlike
the traditional Windows Registry Editor, Regedit, which displays only the current
system registry, the Registry Viewer can visualize registry files from any system.
It also provides access to a registry-protected storage that contains passwords,
usernames, and other information that is not accessible with Regedit. However,
this tool is not free. In order to use it, you will need a CodeMeter USB stick with

a valid license.

In this chapter, you will understand the structure of the Windows registry files, the
main features of the tool, and its integration with the forensics FTK.

You'll see how to quickly access information from the users of the operating system,
such as the following:

¢ Username

* Logon count

* Lastlogon time

* Last password change time

* Invalid logon time

* Last failed logon time



Working with Registry View

Understanding the Windows registry
structure

To view the contents of the Windows registry keys, we need to identify the files
associated with each key. These files are located at ¢: \Windows\System32\Config.
The path and files are shown in the following screenshot:

= | B )
@Qv‘ << | System (C:) 3 W!ndows » System32 » c.onﬁ_gJ A |¢7 | | Search config L |
Organize v Include in library = Share with = Burn Mew folder = = [ \Ql
‘e Favorites Name : Date modified Type Size
B Desktop Journal 13/07/2009 23:34 File folder
& Downloads RegBack 2013 11:50 File folder
= Recent Places systemprofile File folder
TxR File folder
= Libraries 2 | BCD-Template File 2B KB
E‘! Documents @ | COMPOMENTS File 43,008 KB
-,r Music @ | DEFAULT 30 File 512 KB
k= Pictures 15/12/20: 49 FTL File 1KB
B Videos 13/12/2013 11:41 File 256 KB
13/12/2013 18:51 File 256 KB
M Computer 15/12/20 0 File 88,320 KB
£, system (C) 15/12/20 File 19.968 KB
== PENDRIVE (E:)
S VOL1S (\\BR-SAOFIL
—a CODEMETER (G:)
L% 3040208 (\BR-SAOF
&"Q Network
12 items I
|
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Another important key is located in each user folder and is called NTUSER.DAT. The
location of this file is shown in the following screenshot:

@Qv| Comp_uter 3 S)_.f"stem _(C:) b Users » _L] v|+’|| Ses p!
Organize » | | Open Burn New folder B= = [ l.’@]
% Favorites MName : Date modified Type Size 2

I!‘ melnuua LO/Uy £ULD 1L 1Y rHe ieaer
B Desktop . Oracle File folder I
i Downloads @ PrintHood File folder
1 Recent Places [ Recent File folder
# Saved Games File folder
U.-‘,_I\_ibraries §' Searches File folder m
[l Documents @ SendTo 13/06/2013 15:14 File folder
@' Music [ Start Menu 13/06/201315:14  File folder
= Pictures 7 Templates 13/06/201315:14  File folder
B videos | CmDust-Result.log Text Document 116 KB
install.xml % XML Document 51 KB
1% Computer 15/12/2013 2 DAT File 4,096 KB
& system (C) ntuser.datLOGL 112/2013 LOGL File 256 KB
= PENDRIVE (E) ntuser.dat LOG2 LOG2 File 0k |
52 VOLLS (\BR-SACHL NTUSER DAT{016888bd-6c6f-11de-BdLd-... BLF File 6ike |E
=2 CODEMETER (G7) NTUSER DAT{016888bd-6c6f-11de-Bdld-.. REGTRANS-MS File 512 KB
5¢# 3040205 (\\BR-SAOF NTUSER DAT{016888bd-6c6f-11de-Bdld-... REGTRANS-MS File 512 KB
= ntuser.ini 16/10/2012 Configuration sett... 1KB
€ Network ntuser.pol 13/12/20 POLFile 64 KB
| serverb 13/11/2013 21:00 Text Document 1KB v
NTUSER.DAT Date modified: 15/12/2013 22:07 Date created: 13/06/2013 15:14
DAT File Size: 4,00 MB |

The main feature of Registry Viewer

The first step in setting up the Registry Viewer is to add one or more of the registry
files previously presented in the Registry Viewer.

This can be done by performing the following steps:

1. Click on Open in the toolbar.
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2. Select the registry file and click on Open:

Hew falibes [l &

(3 Documents  * Name Date medified
o Music

e Pictures
B videos

|||_'i5"-‘ | 12/00/2008 1213

& syem (0

e PEMDRIVE (Ej}

¥ VOLTS (RS
s CODEMETER (G2} ™
9 3040205 (WBR-

=

S Hetwork

The tool will interpret the data of the registry key and will present it in a friendly
format, as shown in the following screenshot:

[7) Fle Edt Report View Window Help BEE:
P 2B-BPEED =8 7

| [Boevce0ia REG 52 Hsccd765ip1 winpocl oL

.
i

cereaip

.
-
.

Hive
Farm——— IERHEES | BEEs « i Key / Subkey

=P u ¢ Values
e -

*" 30000000

Last Written Time: 1230004 11:31:30 Q0000010

.
srbsbbsbsbssssen

5¢ 00 5¢c 00 73 00 63 00-63 00 64 00 66 00 37 00
62 00 39 00 5c 00 70 00-31 00 2c 00 77 00 69 OO
| |o0000020 |66 00 73 00 70 00 6£ 00-6E 00 6c 00 2¢ 00 4e 00
|__ 00000030 |65 00 30 00 31 00 3a 00-00 00

< s w
NTUSER DAT[412] Priners Offseti 0

Veyrgrgegidi e
b 3
ne
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Generating a report

You can select important keys and add them to a report by performing the
following steps:
1. Select the key you would like to add to the report and right-click on it.
2. Click on Add to Report.
3. To generate the report, click on the Report option in the toolbar.
4. Click on OK:

@ AccessData Registry Viewer - [SAM] I
File Edit l Rersc\tl View Window Help
AL Bl o=w|?

=-S5 SAM “ | Name Type Data
=0 é’”’; ) EF REG_BINARY 020001000000 00 00 F6 63 5A 16 7F FE C6010000 ..
S Jomatns v REG_BINARY 000000 00 BC(00 00 00 0200 01 00 BC 00 00 00 1A 00 ..
=1 Account =
¢ Aliases Ll .
{23 Groups Create Report (S|
1 Users
4 00000174 Report Title:
-] 000001F5 Registry Report
-3 000003€3

Report Location:

E Key Properties C:'Program Files (x865)\AccessData\Registr

Last Written Time

SID unique identifier
Report Filename:

Wz 2 saM Chtm) 63 =2 16 7F IE Cé -
Description BD 81 F5 7F FE C6

Logon Count [ |Reduce excess data output gg 33 gg gg ;; ;;

Last Logon Time [ Show key properties only B0 oo 0o 33 00 00

Last Password Change Time [] Alsa show DWORD values as tmestamps

Expiration Time [#] view Report when created

Invalid Logon Count L

Last Failed Login Time ey

Account Disabled
Password Required
Country Code -

AccessData Registry Viewer R Offset: 0

Integrating with FTK

There are two different ways to manipulate the files of the registry keys. To access
these files, you can use FTK Imager to locate and export these files.
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The following screenshot shows a sample of this export process:

) AccessData FTK Imager 3.1.1.8 (= B [
File View Mode Help
LR Es =Ee .
Evidence Tree
E-2) System2 = Name | Size | Type | Date Modified | =
E g Boat .. Journal 1 Directory
U@ Ca:rnm . RegBack 1 Directory
E:léorm.:chliz_y L TR 1 Directory
I3 GroupPolicylUsers || sBo 4 NTFSIndex All..  14/07/2007 1:
5-) LogFles | COMPONENTS.LOG 1 RegularFile
. egular File =
{2 Microsoft __ DEFAULT.LOG 1 Regular Fil .
B . egular File
& NDF | DEFAULT.LOGL 256 Regular Fil
. egular File
{3 networklist _| DEFAULT.SAV Regular Fil
1) Speech 5 56
F-{23) spool g 3 Export Fles...
-0 winevt . LlsAmLoGl Export File Hash List...
AT Tacks || SECURITY L
Hex Value Interpreter % ‘ | SECURITY.LOG &2 Add to Custom Content Image (AD1) i
Type | Size IVa\ue | SECURITY.LOGL 256 Regular File 12/07/2007 19:...
signed integer 18 | SOFTWARE 22,272 Regular File 12/02/2008 20:, -
F\anéng\iIdlsztLTngr] 18'8 00000 |72 65 &7 66 CF 00 00 00-CF 00 00 00 6B 03 a
FILETIME (oca) 8 00010|B3 6D €8 0L 01 00 00 00-03 00 00 00 00 00 B
DOS date B 00020 (01 00 00 00 20 00 00 00-00 10 02 00 01 00
[0S time 2 00030 [SC 00 53 00 79 00 73 00-74 00 &5 00 6D 00
tirne_t [UTEC) 4 00040 |€F 00 &F 00 74 00 5C 00-53 00 79 00 73 00
time_t flocal] 4 00050 (65 00 €D 00 33 00 32 00-5C 00 43 00 6F 00
00060 (66 00 €9 00 &7 00 SC 00-53 00 41 00 4D 00
< LI} ] P |ooo7o (00 00 00 00 OO0 00 00 00-00 00 00 Q0 00 00
Byeoder @ Litleendan ¢ Bigendian 00080 (00 00 00 00 00 00 00 00-00 00 00 00 00 00
B = = 00090 (B2 1& S0 DS 00 00 00 00-00 00 0O 00 00 00 i
p = Hex Value Int | |lcursor pos = 0; dus = 21221; log sec = 21221; phy sec = 21284
Exports files from the image to a local folder l_”_”_| /JJ

Alternatively, you can use the FTK to export the same files, as shown in the following
screenshot. You can do this by right-clicking on the registry file and then clicking on
Open in Registry Viewer.

— S — —— =

Evidence  Fker

v Rt -urfitered- - Fiter vereger. || (]| [ o
| Explore, Overview |Emai Graphics. Vidao InternetjChak Bookmerks Lwe Search | Indax Saarch | Volatie Launch in Cantert Viewer
4 p File Content. DOpen With... *
~ [ex| 7o pkered | Maturl Cresie Bookmark.
= o Add to Bonkrrark

move fram Bookmark:

Labels...
Fesiews Labels..

Mourt Frisge to Drive..

ecrypted Fileu

Ty
' erform Cerbe

1o G5V,

Fie Contant |  Propertes|  Hex Interpratar

iesw File Sectors...
Find on Disk...
= B (I tormal - Desplay Time Zone: E. South America Dary
[Ext [Pat [Category [Pz |6z 05| Add to Fuzzy Hash Library...
Wantooth EDiPartiton ., Tndex .. 40968 40968 Rins A IES
[ coMpoNENTS.LOG 814 S Mentooth E01Partbon .. Unknown 10248 10248 T
Ol cerawtioe 115 o Wentooth ED1fFartton ... Unknown 10248 10248 et
CI1# oerauT.Loc: 1835 gl Wantooth.E11Partiton .., Unknown  356,0KB  256.0KB peryi Kegliny Yomwed
C[7 ocerawT.san w17 = Mentooth, E11Pertrbon .. Unknown  20,00KB 20,008
O oumal 1928 Falder 488 488 Export.
Begki HB6 HB6 Export te Image...
Bequire to diskimage...
Wantoath.E01Partition .., Export File List Info...
81 <mssn... Mentooth.E01Partbon ., Unknown  256,0KB 256,0KB
1531 i seaptocsk s waas  naag Copy Special..
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Identifying the Time Zone setting

The correct setting of the time zone is critical for proper analysis and generation of
the results of the investigation process; incorrect settings may result in erroneous
claims about those facts. When you select the correct Time Zone, all MAC time
information is adjusted automatically as follows:

Manage Evidence @

Display Name State Path: | C:\Jsers\304020'\Desktop\Mantooth.E01
Mantooth.E01 +
1D / Mame: |
Description: -
Evidence Group: - Manage...
Time Zone: |Americaf‘Sao_PauI0 v
America/Sao_Paulo -
AmericaMew_York
Gkl e | Eastern Time with Daylight Saving  (US - Mew York)
Eastern Time without Daylight Saving  (Jamaica - Kingston)
Case KFF Options... | Central Time with Daylight Saving  {US - Chicago)
Central Time without Daylight Saving (US - Indianapolis)

I

Mountain Time with Daylight Saving  (US - Denver)

Mountain Time without Daylight Saving {US - Phoenix)

Pacific Time with Daylight Saving  {US - Los Angeles)

Pacific Time without Daylight Saving  (Pacific - Pitcairn Islands)

Africa/Abidjan -

If you do not know the time zone of the seized computer, Registry Viewer can
help you.
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You can add the registry key, System, and locate the information at Ssystem\
ControlSet001\Control\TimeZoneInformation, as shown in the
following screenshot:

[ AccessDats Registry Viewer - [SYSTEM] — P —— - =)
[ File Edit Report View Windew Help _&l=
S aBom| B0 P
T 1] Systernflesources = | Hame Type Data
i 5] TablabC B Dias REGDWORD  DnD0000LA (420)
wa “"" - |)gandardNa... REG 52 Steres.dll, 102
E B StancladBae  REG_DWORD CANH0000 {1}
_‘ e B SeandardStent REG_BINARY 0D 00000 0L 000200 0000 00 00 00 0000 00
b @ van (s8] nayighshiame REG 7 Steres.dil 19
%-E Videa BOedahBes  REGDWORD  (FFFFFFCH (ABM96T236)
T2 VieolDeviceDrivers Eowsghistert  REGIMARY 000003000200 02000000 00000000 0000
G eresve 8] TimeZanee... REG_SZ Mauntain Standard Time...
o (2] Wt E | B opnanucDay.. REGDWORD 00000000 1)
-2 Wl B dctiveTimed... REGDWORD  0uD0DD0LGE (360)
8 Windows
T (T Wk =
| = Key Properties
Last Wrizen Tme
Standard St Date
Dayight Srart Dake
Standard Dias 0]a4 01 00 00 a
Dayight Bas
anarol Ti C Offset0

Account information

Another important feature of the Registry Viewer is the ability to view information
about all the users of the system in a very easy way. This important information is
shown in the following screenshot:

B, fucessDats Regatry Viewer - [54M]

([ Fle Edt Report View Window Help
& B Bom| S e T

=T

NS

B sam
21 5am
(21 Domams
=20 Acceunt
4 (] Alinses
4+ (2 Groups
= [ Users
I 00000LF4
{23 000000F5
0 00000388

Mame Type Data
i REG_BINARY 0200 01 00.00 00 00 00 FS &3 SA 16 TF FE C8 01 0000 _.
v REG_BINARY 0000 00 00 BC 00 0000 02 00 01 00 BE 0000 00 1A 00 .

(Lt Witten Tone
SID uniquee dentifies
User Hama
Description
Logon Count
Last Logan Tare
Last Parsssarned Change Terae
Exprabon Trne
invald Legen Count
Last Faied Logn Time
Aceount Disabled
Praord Regured
Country Code

\ Hours Alowed

dron strator

User Hame:
This & the wser name of the user with this 510,

[ SAMLAAN Demans\Account’ Users\ 000001

00|02 00 01 00 00 00 00 CO-F6 €3 SA 16 TF FE C6 01| -----
10 (00 00 00 00 00 OO OO OO-E6 AD B1 FS TF FE C6 01| -
20 (00 00 00 00 00 00 00 CO<00 00 00 00 00 OO OO 00| -
30 (74 01 04 04 01 02 OF BO-11 02 04 O OO 60 60 00 |5
&0(00 00 01 00 01 00 00 00-00 00 40 A6 33 00 40 00 3

Offset: 0
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Summary

This chapter covered the use of the Registry Viewer, which is presented in its
interface and main features. You are now able to understand the importance of

the correct use of the Time Zone feature and how to locate it within Windows
registry keys. The Registry Viewer can display key bits of information about the
user accounts in a friendly manner. It is certainly an important tool for conducting
research on registry information that cannot be accessed by the operating system. It
is easy to use and very useful during the investigation process because it allows you
to quickly access information contained in the registry keys and helps to interpret
their values.

In the next chapter, you will learn how to manage their investigation cases and the
options for processing evidence, which is one of the most important tasks of the FTK.
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Working with FTK Forensics

As mentioned in previous chapters, the FTK is a complete platform for digital
investigations, and although it has a friendly interface, its use requires attention,
especially during the preanalysis phase. A wrong setting of the case can generate
negative impacts on the project and may require more time than planned.

This chapter will cover the process of computer forensics and the first steps of using
the FTK.

You will notice that the correct understanding of the computer forensics process will
help you with the use of the tool, and the right the FTK setup will save you a lot of
analysis time and provide you with the best results.

Introducing computer forensics and FTK

Computer forensics is a digital forensic science that relates to the generation of legal
evidence found in computers and the digital media. The computer forensics process
aims at examining the digital media in a forensically sound manner with the goal of
acquiring, preserving, analyzing, and presenting relevant facts about a specific case;
for example, digital crime, fraud, misuse of resources, and so on.

The steps presented in the following diagram are intended to help drive the research
process and get the evidence that could be presented in court, demonstrating that the
best practices of computer forensics were followed. The computer forensics process
can be explained using the steps shown in the following diagram:

Acquisition
Preparation » and LUEES
Preservation
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Preparation
It is very important for the forensic analyst to be prepared to start a new digital
investigation process and should take care of with the following points:

* Defined investigation processes are required

* A trained field and lab team that must include the following:

°  Technical trainings: This is done to know how to use the main

computer forensics tools

e}

Procedural trainings: This is done to understand the best practices,
procedures, and flows to conduct a digital investigation

* Adequate software and hardware

Acquisition and preservation

Acquisition and preservation are considered as the most critical steps of the process
since errors are not allowed at the time of evidence acquisition. The basic principle of
computer forensics is preservation of the digital evidence integrity.

The acquisition can be done using the following tools:

*  Write blockers (hardware or software)
* Forensic duplicators
* Boot disks

* Remote acquisition (through network)

Analysis
Analysis is the part of the investigation process that involves the most amount of
technical aspects. Some of the reasons are listed as follows:
* Necessary technical knowledge about operation system, filesystem, network,
and applications
* Specialized software is required

» Skill for creating filters and searching evidence in operational
systems artifacts
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Reports and presentation

This is the last step of the process. After we have found results and arrived at
conclusions about the investigation, we need to perform the following steps:

* Adapt the report language for the target audience — use technical language
for the technical team or more formal and appropriate language for lawyers
or judges

* Take care that the reports and presentations are clear and conclusive and
avoid opinions

* Provide the presentation in different kinds of file formats such as PDF,
HTML, DOC, and so on

Managing groups and users

The FTK allows you to create multiple users and assign roles to them, providing a
more collaborative solution.

To add a new user, we have to perform the following steps:

1. Click on Database and select Administer Users.

AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost ==
File [Database | Case Tools Manage Help
Cae Log Out |
Nary | Case D nla
Change password...
| Case Owner nla
Administer Users...
Reference
Session Management...
Corfigle Date Modified nfa .
e — Administer Users (et
User Name Full Name Role(s)
flcarbone ficarbone
Cronte toers: e Pl SetRole(s)... j
I Show disabled users Close
= = - -

vww allitebooks.conl
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2. Click on the Create User... button.

Administer Users

Uszer Mame Full Mame Role(s)
flcarbone ficarbone Applicatio
Add New User =5
User Name:
Trusted User... | ,7
Full Name:
Password:
Verify Password:
Role(s):
Create User... 1 |
I Show disabled users | RS | &= |

Close

3. Fill in the presented fields as follows:

by the FTK
on case reports

for verification

User Name: In this field, enter the name that will be recognized
Full Name: In this field, enter the full name that should appear

Password: In this field, enter the password for the user

Verify Password: In this field, enter the same password

4. After entering the required information into the fields, click on Assign Roles.

Initial Role(s) for:

[E)

Roles:

Name

[ Desaription

[ Case Administrator
[ Case Reviewer

[l Application Administrator This role has all privieges.

This role has all case privileges.

This rale has review rights only, modification of the evidence datais not permitted

[ | concal
Passnard:
Verify Password:
Rales):
Create User... | [
™ how disabled users r Assign Rales... 1 concel | Close
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5. To assign rights to this user, use one of the roles presented as follows:

o

Application Administrator: This performs all tasks, including
adding and managing users

Case Administrator: This performs all tasks that an application
administrator can perform, except creating and managing users

Case Reviewer: This cannot create cases; it only processes cases

6. After choosing the correct profile, click on OK to apply the role, and then
click on OK again to create the user.

The user's passwords can be changed at any time. Just click on Change Password...
to enter the new password, as shown in the following screenshot:

Administer Users =
User Wame Full Name |Role{s)
| > “

ficarbone flcardol] Change Password &]

Current password for ficarbone (ficarbone )

New password

Re-enter

] Cancel |
\
Create User, .. | Jisable ]r Change Password. .. 1 SetRole(s)... |

I Show disabled users Close

Creating a new investigation case

The FTK allows you to manage your investigations by assigning a case for each of
them. The case information is stored in a database.
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To create a new case, perform the following steps:

1. Click on New... and select New Case. The New Case Options dialog opens,
as shown in the following screenshot:

[ AccessDuta Fooen
File Database

ot Version: 5.0.1.39 Database locaihost

I

Manage  Help
Cases Mew
Name ) I cate0 na

Bachup

Fevtore
Date Accessed na

Copy Previous Case... (R Hew Case Cptions L
Owner;  farbone -
Refresh Case List ]
Case Name:
Reference:
Descrpton:
Descripton Fle:

Case Folder Drectory: | CiiCases e

Processng Profie: [0 Srandard - Custem... |

¥ Gpen the case | Carcel |

2. Fill in the fields that appear in the following manner:

o

Case Name: In this field, enter the name of the case.

o

Description: This field is optional and text free.

o

Reference: This field is also optional and text free.
Description File: In this field, you can attach a file to the case.

° Case Folder Directory: This holds the path where case files will
be stored.

° Database Directory: This is the path where case database will be
stored. Select the In the case folder checkbox to set the same folder
of the case.

Processing Profile: Configure the default processing options for the
case by either using a processing profile or custom settings. This item
will be detailed in the next topic.

Open the case: Check this option if you wish to open the case as soon
as it is created. After the fields are filled, click on OK to create the
new case.
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3. The next step is to add the evidence file, as shown in the
following screenshot:

il Accenata Foremsic Toolion Verson: 30139 Database: localhest Case: FTE

Ele Edt Yaow Evgence FRer Jook MHanage Hebp

- _Fwdese. || [

|Livé Saarch Index Saarch | Volitie

[T— =)
Harme: Stair Puth: | Cieerslicarbone DesktopMantioh 001 |
0 freme: |
| 1
B i o] s |
Teve Zore: | AmencafDener -
™ Merpe case ndew. [ Lise UNC Paths

i Reteamacicomns | wpmpesenms. |
Cater KFF iphiors... e ] comw

4. Click on Add and select one of the following evidence types:

o

Acquired Image(s): Select this type to add an image file (dd, e01, AD1,
and so on)

All Images in Directory: Select this to add all images in a specific
folder

Contents of a Directory: Select this type to add all files in a specific
folder

Individual File(s): Select this to add a single file (docx, pdf, jpg, and
so on)

Physical Drive: Select this to add a physical device (a full hard disk)

Logical Drive: Select this to add a logical volume or partition, for
example, the C or D drive

5. Click on OK set the following items:

o

Time Zone: Select the correct time zone of the location where the
evidence was collected.

Refinement Options: Select which items will be processed in
evidence. This item will be detailed in the next topic.

Language Settings: Select the correct language that corresponds to
the alphabet used in the collected evidence.
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6. Once all the parameters are configured, click on OK and wait for the
evidence processing.

R Incorrect use of the Time Zone option can produce inconsistent results
~ because it changes all MAC time values of evidence. If you do not know
Q the Time Zone option of the evidence, use the FTK registry viewer tool

to identify it.

The FTK interface

The main feature of the FTK interface is the location, organization, and exportation
of data. The interface contains tabs, each with a specific focus, and also contains a
common toolbar and file list with customizable columns. New tabs can be added to
help the localization of information as shown in the following screenshot:

[ AccessData Fonmnsic Tookat Versicr: 301 1) Database iocabast Case X .- - - =
Be EIt Yam Edlece Fiw Too Marage Heb 1
o o v || B

Expioe. Overvew Emai Grphcs Ve InemetiCnt Boskmars Live Search. bnoex Search voutke | 2
e
LA

| | T [ [ et
3 Dear NEW Sweete,

1ddit! 1wrote her and told ber it was OFF! 1 dida't Be or anything.

Itis all you and me now babe!

o i ]

1 pricted i and maled i todary 50 she shodd get it Later this week
How aboct  dats this woekend
1eoet sy dad bt weekend. He got redeaied md we e tying 1o patch things . Heve i 8 pictre of bim

What n loskre!

Pla Corment t|  Popee | Wax apieee

- | Dy Tres Tore: E. Soush Amerca Dyt e (From el machre] SE S

M [Fineret 0
Martpoth.EFFartton

Rty i [piore Tib Fitas: [nara]

The tabs can be categorized as follows:

* Menus/Toolbar: In this option, all the functionalities and settings of the tools
can be accessed. Use filters to find relevant evidence.

* Tabs: Each tab will display the data in different structures as follows:

o

Explorer: This tab lists the evidence in a directory structure, similar
to the Windows explorer. Evidence can be viewed in physical or
logical drives.
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° Overview: This tab narrows your search to look through specific
document types or to look for items by the status or file extension.

°  Email: This tab is used to view e-mails, mailboxes, and attachments.

°  Graphics: This tab gives a quick view of the case graphics
through thumbnails.

°  Video: This tab is used to watch video contents and the detailed
information about them. It is possible to create thumbnails from
videos files.

° Internet/Chat: This tab is used to view detailed information about
the Internet artifact data in your case.

°  Bookmarks: This tab generates a group of files to be referenced in the
case. All relevant information found during the investigation can be
placed on the bookmark for the generation of reports.

° Live Search: This tab is used to search information in the case
using keywords. This type of search processes the results slower
as it involves a bit-by-bit comparison of the used keyword against
the evidence.

° Index Search: As the data was previously indexed in the processing
phase, in this tab the results will be provided quicker.

° Volatile: In this tab you can view and analyze data collected
from volatile sources such as memory.

* Evidence tree viewer: This viewer presents the data structure, depending
on the selections made in the tabs.

* File list viewer: This viewer displays case files and pertinent information
about files, such as filename, file path, file type, and many others properties.
The File List view reflects the files of the selected folder in the explorer tab.

* File content viewer: This viewer displays the content of the currently selected

file from the File List view. The Viewer toolbar gives you the choice of
different view formats.

Case processing options

To work better with your investigation case, the evidence data should be processed.
When evidence is processed, data about the evidence is created and stored in the
database. The processed data can be viewed at any time.
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If you want to process the evidence as quickly as possible, you can use a predefined
field mode that deselects almost all processing options. If you need an item for later,
an additional analysis can be performed to enable additional processing options.

Or, if you have time to categorize and index files, more options can be enabled. This
step will take a significant amount of time for a large evidence set. Take a look at the
options shown in the following screenshot:

Detailed Options @
e, Evidence Processing
Evid Generate File Hashes (flag duplicates)
ence ) -
Processing [+ MD5 Hash [ Flag Duplicate Files
v SHA-1Hash I~ kFF
[ SHA-258 Hash [ PhotoDNA
! [ Fuzzy Hash
- [
Evidence
Refinernent [v Expand Compound Files Expansion Options. ..
(Advanced) Takes extrs tme fo expand fies e emaid boxes, zips and OLE documents.
-

™ Flag Bad Extensions

[~ Entropy Test

Index Refinement [v dtSearch® Text Index Indexing COptions. ..
(Advanced) [¥ Create Thumbnails for Graphics

[ Create Thumbnails for Videos

q [ Generate Commen Video File
[ HTML File Listing

Custom File [ CSV File Listing
Identification [¥ Data Carve Carving Options. ..
[ Meta Carve
[V Optical Character Recognition OCR Options...
[V Explicit Image Detection EID Options...
[ Registry Reparts J
¥ Indude Deleted Files
r |
[ Send Email Alert on Job Completion
[ Decrypt Credant Files |
[¥ Process Internet Browser History for Visualization
[ Cache Common Filters
[ Perform Automatic Decryption
[ Language Identification

Profile: AD Standard ~| Save to Profile. .. | oK | Cancel
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The following table presents a brief explanation of each item:

Options Description

MD5 Hash Creates a digital fingerprint using MD5
SHA-1 Hash Creates a digital fingerprint using SHA-1
SHA-256 Hash Creates a digital fingerprint using SHA-256
Fuzzy Hash Compares hash values to determine the

Match Fuzzy Hash Library
Flag Duplicate Files

KFF
PhotoDNA

Expand Compound Files

File Signature Analysis
Flag Bad Extensions

Entropy Test
dtSearch Text Index

Create Thumbnails for
Graphics

Create Thumbnails for
Videos

Generate Common Video
File

HTML File Listing

CSV File Listing

Data Carve

Meta Carve

similar data

Matches new evidence against the Fuzzy
hash library

Identifies files that are found more than
once in the evidence

Uses a database of hashes from known files

Compares images in your evidence against
known images in a library

Mounts and processes the contents of
compound files such as ZIP, e-mails, and
OLE files

Analyzes files to indicate whether their
headers match their extensions

Identifies files whose types do not match
their extensions

Finds compressed or encrypted files

Indexes the case for a quick retrieval of the
keyword search

Creates thumbnails for all the graphics in a
case

Creates thumbnails for all the videos in a
case

Creates a common video type for the videos
in your case

Creates an HTML version of the File listing
in the case folder

Creates a CSV version of the File Listing in
the case folder

Identifies deleted files in the evidence based
on file signatures

Locates deleted directory entries and other
metadata
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Options Description

Optical Character Extracts text from graphics files to be

Recognition (OCR) recognized during a keyword process

Explicit Image Detection Identifies suspect explicit content

Registry Reports Creates Registry Summary Reports (RSR)
from case content automatically

Include Deleted Files Shows deleted files in the case

Cerberus Analysis Runs the Cerberus Malware Triage module

Send Email Alert on Job Sends a message once a job is completed

Completion when an e-mail address is inserted in this
field

Decrypt Credant Files Locates and decrypts files encrypted by the

Process Internet Browser
History for Visualization

Cache Common Filters
Perform Automatic

Decryption
Language Identification

Credant solution

Processes Internet browser history files
to be seen in the detailed visualization
timeline

Caches commonly viewed files in the list of
files

Attempts to decrypt files using a list of
passwords provided by you

Automatically attempts to identify the
evidence language

The last option, located on the bottom the screen, is Profile. It is possible to use the
default profiles or create a customized one.

These options can be changed or added later just by clicking on the Evidence option
in the toolbar and selecting Additional Analysis.

M It is important that you select only the necessary items for your case
Q investigation because the selection of many items can greatly increase
processing time.

Refining the case evidence

The evidence refinement process allows the specification of how the evidence is
sorted and displayed, by adding or removing data according to date filters, file types,
and status.
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To set case evidence refining options, perform the following steps:

1. Click on the Evidence Refinement (Advanced) icon in the left-hand side
pane. The following two dialog tabs will be seen:

o

Refine Evidence by File Status/Type
Refine Evidence by File Date/Size

o

2. Click on the corresponding tab as shown in the following screenshot:

Detailed Options &J
% Evidence Refinement (Advanced)
Evidence [ Refine by Fie Status/ Type | Refine by Fie Date/Size |
Processing

Inclusion/exdusion settings that will apply to evidence items that are added to the case.

[+ Indude File Slack

[v Indude Free Space [ Don't Expand Embedded Graphics

Evidence [ Indude KFF Ignorable Files
Refinement
(Advanced)
Incdude OLE Streams: |l -
File Status File Types
Deleted | Ignore status j Documents -
Index Refinement A— ’m Spreadsheets
(Advanced) YP
Database
From Email | Ignore status j

Graphics -

[~ Only add items that match both File Status AND File Types criteria
Custom File

Identification

Profile: AD Standard j Save to Profile... | oK | Cancel
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This first tab allows you to focus on specific files needed for a case, including or
removing files by type or status. For example, if you only search for evidence in
Word files, it is much more effective if you apply the filters and only select the
Documents checkbox in the File Types list as shown in the following screenshot:

Detailed Optians 2

% Evidence Refinement (Advanced)

Evidence [ Refine by Fiie Status/Type | Refine by Fie Date/Size

Processing

[~ Created
Evidence
Refinement [ Last Modified
(Advanced)

[ Last Accessed

AMD

Index Refinement

(Advanced) ™ Atleast | 0 [Bytes B
I~ Atmost | il |E\,‘tes J
C)\ Only items meeting the selected criteria will be induded.
If no options are selected, all items will be included.
Custom File
Identification

Profile: |AD Standard j Save to Profile... ‘ OK | Cancel

The second tab refines evidence by the date range or file size. In a scenario
where you already know some information about the data you are seeking, it is
recommended to apply this filter. A lot of processing time is saved.
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The Index Refinement (Advanced) feature is very similar to the

Evidence Refinement (Advanced) feature and allows you to specify
e types of data that you do not want to index. Use it to exclude data to save

time or increase searching efficiency.

Summary

This chapter covered the overview of the computer forensics process, showing its
importance during the process of research and how it can help your organization
with your case investigation. You were presented with the FTK interface, which will
be worked out in detail in the next chapter. It also covered one of the most important
processes used in the FTK tool; the processing options case. If configured correctly, it
can improve processing time and the results of the analysis considerably.

In the next chapter, we will delve into the subject of processing and analyzing the
artifacts using the FTK operating system and other advanced features of the tool.
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Processing the Case

This chapter will cover how to use the most important features for processing
and filtering data during an investigation process.

The processing step is considered to be the most important step because the
correct utilization of its functionality can be decisive in the relevant results of
an investigation.

You will understand the importance of the correct use of the Time Zone feature and
how this impacts the properties of the files, and learn how to use filters and searches.
Finally, you will be able to generate a report of your findings.

Changing the time zone

The correct use of the Time Zone feature is of the utmost importance for computer
forensics because it might reflect the wrong MAC time of files contained in the
evidence, making a professional use the wrong information in an investigation report.

Based on this, you must configure the time zone to reflect the location where the
evidence was acquired. For example, if you conducted the acquisition of a computer
that was located in Los Angeles, US, and bring the evidence to Sao Paulo, Brazil,
where your lab is situated, you should adjust the time zone to Los Angeles so that
the MAC time of files can reflect the actual moment of its modification, alteration,
or creation.

The FTK allows you to make that time zone change at the same time that you add a
new evidence to the case. Select the time zone of the evidence where it was seized
from the drop-down list in the Time Zone field. This is required to add evidence in
the case.
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Take a look at the following screenshot:

Manage Evidence ﬂhj

Display Mame | State ] Path: |C:\IJsers\}D‘lDZD\Desktnp\,Duﬂine preparation kit. Zipped\Washer.l .,
Mantooth.E0 L
Washer E01

ID [ Mame: |

Description:

Evidence Group: - Manage...
| Time Zone:  America/Denver I i

[ Merge caseindex | Use UNC Paths

Language Setting. .. ‘

Add Remove

| Refinement Options...

Case KFF Options... I OK | Cancel I

1
‘Q You can also change the value of Time Zone after adding the evidence.

In the menu toolbar, click on View and then click on Time Zone Display.

Mounting compound files

To locate important information during your investigation, you should expand
individual compound file types. This lets you see the child files that are contained
within a container, such as ZIP or RAR files. You can access this feature from the
case manager's new case wizard, or from the Add Evidence or Additional
Analysis dialogs.

The following are some of the compound files that you can mount:

¢ E-mail files: PST, NSF, DBX, and MSG
* Compressed files: ZIP, RAR, GZIP, TAR, BZIP, and 7-ZIP
* System files: Windows thumbnails, registry, PKCS7, MS Office, and EVT

If you don't mount compound files, the child files will
2= not be located in keyword searches or filters.
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To expand compound files, perform the following steps:

1. Do one of the following:

o

For new cases, click on the Custom button in the New Case
Options dialog

o

For existing cases, go to Evidence | Additional Analysis

Select Expand Compound Files.
Click on Expansion Options....

In the Compound File Expansions Options dialog, select the types
of files that you want to mount.

5. Click on OK:

Detailed Options &
e Evidence Processing
Evid Generate File Hashes (flag duplicates)
ence . .
- v
Proc ’ [+ MDS Hash ™ Flag Duplicate Files
¥ SHA-1Hash I~ KFF
¥ SHA-256 Hash I PhotoDNA
[ Fuzzy Hash
L
Evidence
Refinement [¥ Expand Compound Files Expansion Options. ..
(Advanced) e — - =
d 7 L
[V Flag Bad Extensions Compound File Expansion Options @
™ Entropy Test
Index Refinement W dtSearch@® Text Index I Only expand office documents with
(Advanced) : . embedded items.
[v Create Thumbnails for Graphics
™ Create Thumbnails for Videos Select file types to expand
q I” Generate Common Video File 7-Zip -
[ HTML File Listing Active Directory
Custom File [ CsV File Listing AOL Files =
Identification [ DataCarve Blackberry IPD backup file
[~ Meta Carve BZIF2
™ Optical Character Recognition ] Chrome Bookmarks
™ Explicit Image Detection [ Chrome 5QLite
I Registry Reports 3 DBX
¥ Incude Deleted Files EMFSPOCL
r [Jevrx
™ send Email Alert on Job Completion EXIF =
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™ Decrypt Credant Files
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File and folder export

You may need to export part of the files or folders to help you perform some action
outside of the FTK platform, or simply for the evidence presentation.

To export files or folders you need to perform the following steps:

1. Select one or more files that you would like to export.

2. Right-click on the selection and select Export.

3. A new dialog will open. You can configure some settings before exporting

as follows:

File Options: This field has advanced options to export files and

folders. You can use the default options for a simple export.

°  Ttems to Include: This field has the selection of files and folders that
you will export. The options can be checked, listed, highlighted, or

selected all together.

° Destination base path: This field has the folder to save the files.

Take a look at the following screenshot:

ﬂ AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK - = E |

Filter: | -unfiltered -

Explore * Overview  Email ﬁr_
Case Overview

-8 File Category ( 2.069 / 2.069
] archives (4/4)

#4 Databases ( 12/ 12)

=] L'] Documents ( 159 / 153 )
=) Adobe Documents ( 1

| Microsoft Documents |
“+-[E) Microsoft RTF ( 1|
5] Microsoft Word (|

-Z] Other Documents (6]

[ Email (26 [ 25 )
-] Executable (7/7)
[
[

¥-{-) Folders (687 / 687 )
2l ﬂ Graphics (482 / 482)
~J Internet/Chat Files (0 /0

File List
g5/ & W

A Name

BR

Loaded: 11 [ Filtered: 11 |
Mantooth.E01/Partition 1/MANTC
Ready

Fle Edit View Evidence Fiter Tool

& Export

QOpen File Options
Launch| | T Append item number to filename ™ Exportemails as MSG
Open ¥ I Append extension to filename if badfabsent T~ Export emails to PST
™ Export children | ]
i B Separate PST per evidence J
Addto I save HTML view (if available)
Retmay I™ Export using item number for file name [" Export messages from email archives to PST

Labels.. I Export directory as file

Review | | W Limit path length

N T e e oty
Add De
Perforn Items to Indude
Al Checked (38) & Al Highlighted (1)
Visuaha) | e mlsted (11) C ol
Export || | (Whole disk images, logical images, and partitions are always excluded)

View Fi | Destination base path:

I™ Create manifest files

I™ Indude thumbnails of video files

™ Indude common video format

Find or |C:VJsErs

Add to!
Find Sit

Add to

Openir

=

Export...
Export to Image...
Acquire to diskimage...

Export File List Info...

Copy Special..

Checked: 38 | Total Lsize: 413,0K8
nts/Dear Sweetie.doc
Overview Tab Fiter: [None]
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Column settings

Columns are responsible for presenting the information property or metadata related
to evidence data. By default, the FTK presents the most commonly used columns.
However, you can add or remove columns to aid you in quickly finding relevant
information. To manage columns in FTK, in the File List view, right-click on column
bars and select Column Settings....The number of columns available is huge. You
can add or remove the columns that you need by just selecting the type and clicking
on the Add button:

@l AccessData Forensic Toolkit Version: 5.0.139 Database: localhost Casem - [ESRI=R= X
pEi i
Ele Eo Column Settings — =SECf X ]
- Available Columns Calumn Template MName
Exple 4 b
. 3 Common Features| Normal (1)
Cz| | B Disk Image Features ST
.| | ® Emai Features
2L - Entropy Stats MName ] Short Mame | Description I
' | 1 Fie Status Features MName Name The name of the ohject (f... adata 9;:
b | & Fie System Featres Label Label Label associated with an ... =
4)- Zp-specific Features Item Number  Item # Arnumber assigned to the .. =
[ Add >> Extension Ext Extension =
i - Custom Columns Path Path The full path to an object et
|| | B Office-specfic Features Remove File Type Category  AnINSO type ID (or a cul.. |
: [ Cerberus Static Analysis Features Physical Size  P-Size The physical size (size on ... §
| | B Microsoft IIS Internet Server Logical Size L-Size The logical size of the object o
B8 | g ogat MD5Hash  MDS The MDS hash of the obje...
= - Internet Data Vel SHAlHash ~ SHAL The SHA1 hash of the obj...
- [ All Features SHA256 Hash  SHA256 The SHA256 hash of the ... -
- e Do Created Date Created The date the object was ... T
4 AccessedD... Accessed The date the object was ... B [
il Modified Date  Modified The date the object was ... s .
-
- |
File List
Euluy -] & I
Remove Al SHAL Hide
O | = - N |
O oK Cancel I | Column Settings...
[ ]
. & ¥y Name 0
SRecyde.Bin 1813 Mantooth.ED1/Partition ...  Folder S6EB 568 | v | Label
SREZFRYS 1830 S6B 568 1| e
SRmMetadata 31 Mantooth,EQ1/Partition ... Folder 3368 3366 |
STxf 41 Mantooth.E01/Partition ...  Folder <38 488 |
O ) [ | | ¥ Path
Loaded: 687 | Filtered: 687 | Total: 687 | Highlighted: 1 | Checked: 38 | Total LSize: 114,18 | v Category
Mantooth.E01/Partition 1/MANTOOTH [NTFS]/[root]/$Extend | v | P-Size
Ready | Overview Tab Fiter: [None] v | L-Size
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The FTK has some templates of columns settings. You can access them by clicking on
Manage and navigating to Columns | Manage Columns:

Manage Column Settings [&J

Settings Templates |
Cerberus Results

EID

Email

File Listing
Internet History

MNormal +Filters
Reports: File Path Section
Reports: Standard
eDiscovery

eDiscovery Email

Mew... | Ed | Copy Selected. .. J ; |

Import... | F | k |

Apply | Close |

You can use some ready-made templates, edit them, or create your own.

Creating and managing bookmarks

A bookmark is a group of files that you want to reference in your case. These are
user-created groups and the list is stored for later reference and for use in the report
output. You can create as many bookmarks as needed in a case. Bookmarks can

be nested within other bookmarks for convenience and categorization purposes.
Bookmarks help organize the case evidence by grouping related or similar files.

For example, you can create a bookmark of graphics that contain similar or related
graphic images. The Bookmarks tab lists all bookmarks that have been created in the
current case.

To create a bookmark, perform the following steps:

1. In the File List view, select the files that you want to add to the bookmark.
2. Right-click on selected files and click on Create Bookmark.

3. Enter the information about the bookmark.

4. Click on OK:
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AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK =BT X
e
Fle Edt View Evidence Fiter Tools Manage Hel i
S S hE e Create New Bookmark ==
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J [ its -
=] HTML and XML (60 /60)) Dea Siebed Tineine | @
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- Email (26 / 26) Dear Sweetie,doc Mantooth. E01\Partition 1\MANTOOTH [NTFS]\[Foot] Ysers\es Man 3
&+~ Executable (7/7) I pril)|
) Folders (687 /687)
- Graphics (482 /482) Ho
) Internet/Chat Fles (0/0) E "
B Mobile Phone Data (0 /0) i i, G
-4 Multimedia (3/8) Imd File Comment Supplementary Files re of
(5 OS/File System Files ( 227/ 227) iy Attach
4% Other Encryption Files {8 /8 )
] Other known Types (0/0) 7 z REmOe
o Presentations {0/0) Wha b
| Slack/Free Space (46 /46) Also include =
(- | ] Spreadsheets (1/1) Tallg r 1=
B 7| Unknown Types ( 402 / 402 ) < - v ¥
-4 User Types (0 /0) g 1
BT Fis Shahie 2 L | |
File List
G854 50 i@ @ | vemal -
|~ Name [abel  [remz [Ext | Path ‘
_aca.andoc 596 doc Mantooth
" Arabic Text.doc 418 doc Mantoothd | Select Bookmark Parent
tral.doc 2008 doc Mantooth o shared
Dear Sweetie doc 1734 doc Mantooth, ¥ & ficarbone |
Exchume.doc 2006 doc Mantooth
Japanese text.doc 417 doc Mantooth;
Loaded: 11 [ Fittered: 11 [Total: 11 ok Cancel

The main options to create new bookmarks are as follows:

Bookmark Name: This is the name of your new bookmark.

Bookmark Comment: This option includes free text regarding

Timeline Bookmark: Select this option to create a timeline bookmark.

This option shows the chronological relationships of the files in your case.

File to Include: With this option, you can see the files that you had

File Comment: This option includes free text about your file.

Supplementary Files: With this option, you can attach external files that

Also include: In this option, you can include Parent index.dat, Email

your bookmark.

selected earlier.

can help in your investigation case.
Attachments, and Parent Email if applicable.

Select Bookmark Parent: This is the folder that you will use to create the
bookmark, and it will determine if the bookmark will be private or shared.
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Once the bookmark is created, you can add or remove files when necessary.

a1

N You can bookmark other information such as selected
text, e-mails, and e-mail attachments.

The Additional Analysis feature

After the evidence has been added to a case and processed, you may wish to perform
other analysis tasks. To further analyze the selected evidence, click on Evidence and
then click on Additional Analysis.

Most of the tasks available during the initial evidence processing remain available
with Additional Analysis. You can perform multiple processing tasks at the same
time. Make your selections and click on OK to create a new job, as shown in the
following screenshot:

Additional Analysis | T [
Hashing / Job Options ]Indexing J/ Tools ] Miscellaneous
File Hashes PhotoDNA
[~ MDS Hash [™ SHA-256 Hash I PhotoDMA
™ 5HA-1Hash I Fuzzy hash |

I Flag Duplicate Files
KFF Refinement

[~ ker Groups Indude OLE Streams: all -

T ke

Fuzzy hash
I
™ R

Target Items Job Options

" Highlighted Items [~ Send Email Alert on Job Completion
(" Checked Items

™ Currently Listed Items
(+ Al Ttems

K | Cancel |

The explanation of all the processing options has been detailed previously. Refer to
Chapter 4, Working with FTK Forensics.
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Carving the data

Data carving is the process of looking for data in the evidence that was deleted

from the filesystem. This is done by identifying file headers and footers in mainly
unallocated clusters. The FTK provides several predefined carvers that you can select
when adding evidence to a case. You can also create your own custom carvers to
meet your exact needs.

Data carving can be selected in the New Case Wizard or later, using the Additional
Analysis feature:

Detailed Options x|
Sy Evidence Processing
Evid Generate File Hashes (flag duplicates)
Pmce.“.ceg [¥ MD5Hash I™ Flag Duplicate Files
[¥ 5HA-1Hash [~ KFF
|V 5HA-256 Hash [~ PhotoDNA
[~ FuzzyHash i
e
Evidence
Refinement ¥ Expand Compound Files Expansion Options... |
(Advanced)

Takes exira fime to expand fies ke emal boxes, 2ips and OLE documents,

I¥ Fle Signature fnalysis

[v Flag Bad Extensions

[~ Entropy Test

Index Refinement |V dtSearch® Text Index Indexing Options... |
(Advanced) ¥ Create Thumbnails for Graphics

I Create Thumbnails for Videos

q ™ Generate Common Video File Wideo Options J
[~ HTML File Listing

Custom File e Listing
Identification v Data Carve Carving Options. .. !
|-
Carving Cptions

—Select Types to Carve

A0L bag Files 7 [ Exclude KFF Ignorable

BMP Files

EMF Files L4 ]
GIF Files Selected Carver Options

m

HTML Files

IPEG Files

LNK Files

[v] OLE Files (M5 Office)
POF Files

PNG Files

Lo | T

4 | nr | L5

1

Profile: [aodl; selectal | Cearal | i

Custom Carvers... oK | Cancel I U

=
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In the Carving Options dialog box, you can select the file types that you want to try
to recover and click on OK to go back to Detailed Options to then perform the task.

You can also create your own carvers, informing the header and footers of the files
that you would like to recover. To create the carver, perform the following steps:

1. In the toolbar menu, click on Manage.
2. Click on the Carvers option

3. Next, select Manage Custom Carvers.

After the carver is processed, you can find the carved files using the Carved Files
filter or through the following steps:

1. Change the view to the Overview tab.
2. Select the File Status option.
3. Finally, click on Data Carved Files.

Narrowing the case with KFF

The Known File Filter (KFF) is a database utility that compares known filehash
values against your case files.

Using the KFF during your analysis, we can do the following;:

* Immediately identify and ignore 40 to 70 percent of files

* Immediately identify known contraband files

[ A hash is based on data and not names or extensions. ]

The KFF database is based on NSRL from National Institute of Standards and
Technology (NIST) and can be downloaded from the AccessData website at
http://www.accessdata.com/support/product-downloads.

The KFF can be selected in the New Case Wizard or later, using the Additional
Analysis feature.

To import a new KFF database and define a group, perform the following steps:

1. Click on Manage and select KFF.

2. Click on Import to select a new database.
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To locate a database file, click on Add File.

Select the Status: Alert or Ignore.

Insert the path where file is located.

Click on OK to go back to KFF Hash Import Tool.

Click on Import to process your new KFF database.

N o G ®

G AccessDatajfiensic Toalkit Version: 5,0.1.39 Database: ocalhost Case: FIK == %
File Edt View FEvidence Fiter Tools Manage Help
v Filter:  -unfitered - - Filter Manager... [ [
- Explore Overview_'ErrBi\ iiraphms Video internet[chaf Bookmarks [Live Search |Index Search |Volatie 4 b
Case Overview q b File Content
) Evidence Groups ( 71.468 [ 71.468 ) ~ | Hex | Text | Fitered | Natural
File Items T %@ TH ;‘m ] LT = DR SRR L. F e =
#]-.qt File Extension { 1.180 / 1.180) |J 4! LB e e R 5 o i = %
180 1.180 R = b g B RL T = = g =3
LU FF Adirin Case: FIK [
=
i a
Defined Groups 1 Defined Sets o
MName: Status | Default | Closed | Name: Status Source Vendor §
G et Tn House
A
-
P m
File List
&5 1
Acce
2510
« n 3 12/0
13f0
I New ‘ 12/0
2500
OE Closed KFF groups and sets cannot be edited or deleted. 07/0
20/0
‘| 1 ] L

Loaded: 11 [Fitered: 11 [Total: 11 [Highlighted: 0 [ Checked: 38 [Total Lsize: 407,58 KB

8. In KFF Admin Case, click on New to create a group.
9. Add the KFF database processed previously.
10. Click on Done to finish.

To run the KFF in your case, open the Additional Analysis options:

1. Select KFF and click on KFF Groups....
2. Check the name of the group created previously.
3. Click on Done.
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4. Finally, click on OK to start new job.
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To use the results of the KFF to hide a known file from your case, use the
following filters:

* KFF Alert Files

* KFF Ignore Files

Searching the case

One of the most important features of the tool, the search keyword, is used in almost
all cases of research and can help you locate relevant information contained in files,
documents, and e-mails.

The Index Search and Live Search options

A live search is a bit-by-bit comparison of the entire evidence set with the search
term and takes slightly more time than an index search. Live searches also allow
you to search regular expressions and hex values.
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To conduct a live search, you can perform the following steps:

1. Click on the Live Search tab.
2. Inthe Text tab, insert your keyword and click on Add.

3. You will now see the keyword inserted in the Search Terms list; click
on Search.

4. The results will appear in Live Search Results with the numbers of hits:

(&8 AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK » - —— . i . i - - lﬂlﬂ_@
File Edt View Ewvidence Fiter Tools Manage Help

Fiter:  -unfitered - ~  Fiter Manager... |§| @

Explore Overview Email Graphics Video Internet/Chat |Bookmarks Live Search Index Search Volatie 4
Text | pattem Hex 4 b |Live Search Results
—
) Live Search (Prefilter:(- unfiltered -) Query: ("Mantooth™)} (ID: ~
mentoath |_asd | e Sxport mport (=) Text Query: Mantooth” <ANSI, Case Insensitive> - 821

W ANSI [~ Unicode || [~ Other Code Pages ™ Case Sensitive (= Allocated Space -- 814 hit(s) in 125 file(s)
|- 200 hit(s) - Ttem 833 [index. dat] Mantooth ED1/P
89 hit(s) - Ttem 585 [ndex.dat] Mantooth.E01/Pa
66 hit(s) - Item 1393 [index.dat] Mantooth. EOL/P
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4hitfs) - [tem 489 [33766660-0000000A.eml] Ma
4hit(s) - [tem 491 [4DA5114F-00000008.em]] Ma
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The Index Search option compares search terms with the indexed database. You
should choose to generate an index file during preprocessing to use this kind of search.

To perform an index search, you can perform the following steps:

1. Click on the Index Search tab.
2. In the Terms section, insert your keyword and click on Add.

3. The possible hits of your keyword will be displayed immediately.
Select the most appropriate and double-click on it.

4. You will see the keyword inserted in the Search Terms list; click on
Search Now.
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5. The results will appear in Index Search Results with the numbers of hits:
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Regular expressions

A regular expression (regex) is a special text string used for describing a search
pattern and can help identify information that has some predefined pattern, such as
a phone number or credit card. The following screenshot shows such search patterns:
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\> - at end of word @....com
* - at start of line @...edu
File Content|  Propel Satendoting S
\'- ot start of file @...net
File L.\st I v - atend of file s | B-ow .
= e 7 match previous 0 or 1 times el (oS snladdes
* - match previous 0 or more times AllTssuers
+ - match previous 1 or mare times AMEX
fn} - match previous n times Visa
{n.} - match previous n or more times Mastercard 1
{m.n} - match previous m to n times Discover
= [Lalpha]] - slpha character CrsoR CardStandtard
T e lsoumi]- shs-numens charcter == Web Credit Card Transaction Receipt with X or 2

As you can see, the FTK has a huge list of ready-to-use regular expressions.
However, you can create your own regular expressions to better achieve your goals.

Regular expressions are complex to construct. To understand better the techniques
for building regular expressions, you can consult other sources such as Wikipedia at
http://en.wikipedia.org/wiki/Regular expression.

Working with filters

Filters can help to locate specific data very quickly, reducing the amount of time
spent on examining data, because they can narrow a large data set down to a very
specific focus.
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You can use the predefined filters or you can create your own filters. To use
predefined filters, just click on the combobox in the Filter toolbar as shown in the
following screenshot:

Gl AccessData Forensi Toolkt Version: 50,39 Database: localhost Case: FTK _ B — R
e Jrivesioney

File Edit View Evidence Fiter Tools Manage Help

- Eellwtes [ @
- unfiltered - -
T e — = =

compound -
" dtSearch@ |Actual Fles Filters Indude
s Alternate Data Streams = N T
rchive Fies A e = ’
mantooth 5ad Extenson Files iz

Alternate Data Streams
Bocim-yked Archive Files
Indexed Waords|Carved Fles Bad Extension Files
mantain Cerberus Score Bookmarked
mantoo Cerberus Static Analysis Carved Files
mantooth Checked Files ~|| ||| cerberus Score i
mombnctin Cerberus Static Analysis
i L - Checked Files
| || | Pecrypted Files = AND CD  OR . Clear
Deleted Files
File Content Duplicate Files
Hex | Text | Fiterad | Natural S R A Ok
] Email Delivery Time
Email Files
Email Files and Attachments
Encrypted Files
Evidence Items
Excluded eDiscovery Refinement w...
Explcit images folder (high score)
Explcit images folder (medium score)
File Category

Tl

|2 [v

rExclude

Name: 4

2 [v

File Created Time :
File Content Properties Hex Interpreter : - R
: =2 1 =4 ¥
File List
== i cl
=|@ma/m | oty | ose
Label Item # \ Ext Path [Category [PSize | (Size | MD5
i E =) b
Loaded: 0 [Filtered: 0 [Total: 0 [ Highlighted: 0 | Checked: 38 [ Total LSize: 0

You also can make a combination between filters. Click on Filter Manager... to create
your combinations.

To create a new filter, perform the following steps:

1. Click on Manage and navigate to Filters | Manager Filters.
Click on New.

Enter a name and a description for the new filter.

Select properties from the drop-down menu.

Select operators from the drop-down menu.

Select the applicable criteria from the drop-down menu.

NS e »DN

Click on the + button to add new item in the rules.
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8. Select the Match Any option to use the OR operator or the Match All option
to use the AND operator.

9.
10.

To test a filter without having to save it first, check the Live Preview box.

Click on Save and then click on Close.

Explore | Overview Email Graphics |Video |Internet/Chat Bookmarks |Live Search  Index Search Volatile |

AccessData Fofefiic Toolkit Version: 50.1.33 Database: localhost Case: FTK [=[E] & ]
File Edt View Ewvidence Fitter InnL;lManageIﬂe\n
Filter: | -unfiltered - - FiterManager... | | [t/ [¢f]
4t

4 b IndexSearch Results

Cerberus Scare

Cerberus Static Analysis
Checked Files

Decrypted Files

Deleted Files

Dupiicate Files

eDiscovery Refinement wfo OCR
Email Attachments

Email Delivery Time

EE Fiter

dtSearch® Index
Terms | -~ Search Criteria
Operators | [ Terms Clear
aoH & And “ o |&  Selected | | Accumulste Results
- Import...
Indexed Worrds | Tatal Hire s Search Tarme - | Total Hits.| -
mantsin | Manage Filters = W Filter Definition: Temp - ===
mantoo
tooth
ool e Froperties:
‘ | || [ Name ‘ -
Actual Files /|8 Name: [Temp Description:
Alternate Data Streams =N
File Content| || | Archive Files
Bad Extension Files Rules: I Live Preview
Hex | Te:
Carved Files Properties Operators  |Criteria

" Match Any
Fila Conf W E I | ) ‘ & Match All Save Close
File List
5 Joet I I L ‘ . Display Time Zone: America/Pk - &
e | category [ P-5ze  [Lsize  [mD3
o i v
Loaded: 0 [ Filtered: 0 [Total: 0 [ Highlighted: o [ Checked: 38 [ Total LSize: 0

Reporting the case

The report is the most important part of your process. This is what is seen of the
work by recipients. All the analysis work is useless if the report cannot clearly show
the links between the identified evidence and the alleged offence.

You can create a case report about the relevant information of your investigation
case. Reports can be generated in different formats, including HTML and PDF.
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To create a case report, perform the following steps:

1. Click on File and then click on Report... to run the Report wizard:

ﬂ AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK - r a E‘m
o sics i P

File | Edt View Evidence Fiter Tools Manage Help

Export... ~  Fiter Manager... || @ | @

Export to Image... - . - g o
" i lics [Wmtemeﬂm |Bookmarks [Live Search |Index Search |Volatie | 4 b

Export Fle List Info...
4 b FileContent

Export Word List...

- | Report Opticns =lE[ = J} |- &
Timeline Report... g
Volatile Data Report... :3:'
Job Summary Report... Default entries §
Close Bookmarks Label Value =
Ext e |Agency/Company_|[¥ Agency/Company N
F:I:::ms Iﬂyf:stlgator‘s Name |¥ Investigator's Nam
File Properties Addrass v Address | .
Registry Selections Phone ¥ Phone - 2
Screen Capture Fax W Fax
Email ¥ Emal
File List Comments ¥ Comments
oo/
[~ name [ Label
O5 #Hocal
O #security
[ #sharedObjects
Ol sattpef
OF sead
O[2  sBadcis
2 sitmap Import....
|2 $Boot ot I Indude File Extensions Add e
OI2 &onfig
O sers
0¥ srs
O srs
4~ eeFs
O sextend % ‘Mantooth E01/Parttion ... Folder EEoE EECE)
O[2 s2m7azs.ng 1819 g Mantooth E01/Partition ... Unknown 5448 5448 Ted7a... .
O a3 31 Mantooth E01fPartiton .., Index... 40958 40968 9b5533.. 07/07/2007 14:...  02/07/2008 13:...
Ll = = —— —_— _—— 5
|| Loaded: 1.954 [Filtered: 1.964 [Total: 1.9564 [Highighted: 0 [Checked: 38 [Total LSize: 102,7 M8

2. Select the information that will be used for the generation of the report in the
Report Outline box and fill the information related to each.

3. Click on OK:

Report OQutput g

Report Folder
I =
Language:
[Engissh (United States) ~|
rFormats ———— —~Export Options

T pPoF [~ RTF ™ Use obiject identification number for filename

L [V append extension to filename if bad fabsent

s [ pocx —HTML Report C. .

™ oot

[T Use custon logs graphic
™ Use custom C55

| 7.
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In the Report Folder field, set the path to output your report.
Select a language to use on report.

Select the output file format.

NS Gk

Click on OK to generate a final report.

You can distribute your report in a printed form by e-mail, portable media,
or as a website.

Summary

This chapter covered several important features to assist in the identification of
relevant information quickly and efficiently through the use of filters and keywords.
The use of the KFF and how its features can be useful to save time during an
investigation by eliminating the known files of your investigation case was covered.
The creation and management of bookmarks and how you can generate a final report
using this information was also covered.

In the next chapter, you will learn about the new features of FTK v5.
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This chapter is an overview of the main new features that have been developed in
the newest version of the product, the FTK 5.

We will not explore all features in detail, but you will be able to understand the
goals of each one of them and apply them in your investigation case.

Let's understand how these new features can help us to locate evidence quickly;
a task that would earlier have taken a long time or may even have been impossible
to achieve without a specific tool.

Distributed processing

Distributed processing allows you to improve performance and process investigation
cases using computational resources of other computers on your network.

To use this resource, you need to install the Distributed Processing Engine (DPE)
add-on in all the additional computers that you have available.

We know that the processing step requires a lot of hardware resources and the
distributed processing can help us to reduce processing time without having to
perform an upgrade on the examiner machine.

The DPE product can be found on the FTK installation disk in the path
[Drive] :\FTK\AccessData Distributed Processing Engine.EXE.

Once the DPE is installed, you can use other machines to process your case, load
balancing, and minimizing the processing time.
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Encryption support

FTK users can send files directly to Password Recovery Toolkit (PRTK) for on-
the-fly password recovery during evidence review.

Files supported include: Credant, SafeBoot, Utimaco, SafeGuard Enterprise and
Easy, EFS, PGP, GuardianEdge, Pointsec, S/ MIME OpenOffice, TrueCrypt, FileVault
(Apple), FileVault 2 (Apple), DMG files (Apple), RAR, ZIP including WinZip
advanced encryption, 7-Zip, password protected iOS backup files, PGP password
files, BCArchive, BCTextEncoder, ABICoder, AdvancedFileLock, AShampoo,
CryptoForge, Cypherus, and more.

The PRTK tool will be presented in detail in the next chapter.

Data visualization

Data visualization is a feature that provides a graphical interface to enhance
understanding and analysis of the files and e-mails in a case. You view data
based on the file and e-mail dates.

Data visualization supports the following data types:

* File data: This lets you view file data from either the Explore tab or the
Overview tab

* E-mail data: This lets you view e-mail data from the Email tab

* Internet browser history: This lets you view Internet browser history data

To open data visualization, see the Explorer, Overview, or Email tab to select your
dataset. Click on Tools and select Visualization.

X Fie Vsutizaien - =

Dewied [ .

AN

Cenrt
Categene Dutrisuton Crant

tatenyan: Latinsien
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Data visualization has the following three main components:
* Time line pane: This provides graphics that represent the available data
* Dashboard: This provides graphical chart panes of the data
* Data list pane: This provides a list of the data items

1
~ Normally, to use the data visualization feature, you need a separate

license. Check this information at the time of acquisition of the solution.

The Single-node enterprise

As mentioned in Chapter 1, Getting Started with Computer Forensics Using FTK, to
conduct a remote acquisition through the network, you need a product in the
enterprise version, such as the AD of AccessData Enterprise.

However, a very interesting feature of FTK forensics is that it allows this remote
acquisition limited to a single agent called Single-node enterprise. To use this feature,
perform the following steps:

1. Click on Tools and select Push Agents.

2. Insert the IP address or hostname of the machine that you want to acquire
and click on Add.

3. Click on OK.

Agent Installation

Machines to install
192.168.0.182

B

Remove | | Export... |

[ Uninstall agent

[ Use custom agent name

Service name: | AL

Executable name: |5-=-. tcore.e

[~ Update the agentifit is present

™ Allow manual uninstall

oK | Cancel
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4. Insert the credentials information of the remote machine or of your active
directory structure and click on Add.

5. Click on OK to start the deploy agent process.

Credentials
Domain Username
Testes ficarbone
Domain: ] Testes
Username: | flcarbone
Password: I SaaR ARl

Confirm Password: |

Add Remove ‘

oK | Cancel ‘

You may also run the agent manually. It is located in the path ¢:\Program Files\
AccessData\Forensic Toolkit\5.0\bin\Agent.

Once an agent is distributed to the remote machine, you can connect this device and
perform a pre-analysis or data acquisition by performing the following steps:

1. Click on Evidence and then select Add Remote Data.
2. Insert the remote IP address and click on OK.

o . . ——
@ AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK

Fle Edit View | Evidence | Fiter Tools Manage Help
Fiter: - Add/Remove... Filter Manager. .. ‘ El @
| [add Remote Data... ]
Additional Analysis...

Evidence Item 4 b File Content
Process Manually Carved Items

B |1+] Evidence Hex | Text | Fitered | Natural

Explore | Overvi Bookmarks |Live Search | Index Search | Volatile

E-E Q) Mantao Manage Evidence Groups... 000000070 |00 00 00 00 D0 00 00 00-00 00 00 00 00 04 04 00
-5 Q) meme Impart Memory Dump... 000000080 |00 00 00 00 DO DD OO 00-00 00 00 00 00 D0 00 00| ---------
. 000000090 |00 00 00 00 D0 00 00 00-00 00 00 00 00 00 00 00| ---------
Imgort Custom Colurn Fe... 00000000 |00 00 00 00 00 00 00 00-00 00 00 00 00 08 00 00| ---------
Delete Custom Colurmnn Data 0000000L0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| ---------

- (g 10 00 00 00 00 00 00 00

Merge Case Index 30 00 00 00 00 00 00 00 «-vvenenn

J0 00 00 00 00 Q0 00 00

Remote Address: J0 00 00 00 00 Q0 Q0 00| ---------
J0 00 00 00 00 00 00 00

Remote Port: | 3009 20 00 00 00 00 00 QQ OO ---------
J0 00 00 00 00 QO Q0 00

" Install Temporary Agent
% Use Existing Agent

preter
File List
= Al | -z = | Nermal ~  Display Time Zone: E. South America Daylight Tme (From local machine)
[~ Name [ Label Item= | Ext [ path | category [ p-size  [Lsize  [mD5 [sHatr  [sHa2s6 | created
O5 #Hocal 1283 Mantooth.E01/Partition ... Folder 1608 1608 07/07/2007 13:...
O =security 1271 Mantooth.E01/Partition ... Folder 272E 272E 07/07/2007 1:...
[ #SharedObjects 1274 Mantooth.E01/Partition ...  Folder 152B 152B 07/07/2007 19:...
|7 sattDef 16 <missin... Mantooth.E01/Partition ... Unknown 25608 25608 05/07/2007 20:...
|7 ¢ead 0 Mantooth.E01/Partition ... NotYet.. OB 0B 06/07/2007 20:...
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The machine will be added as an evidence allowing the analysis or
acquisition process.

Al

~ Check if the TCP port 3999 (default port) is enabled on the firewall
and if the WMI service is enabled and running.

Advanced volatile and memory analysis

Volatile data is information that changes frequently and is often lost upon powering
down the computer. The acquisition of this type of information should be made with
the equipment powered on, which is known as live acquisition.

Volatile data will include information about the running process, network connections,
clipboard contents, and data in memory. This information may be critical to the
discovery of the cause of an incident or to understand a specific behavior.

As seen in previous chapters, the FTK imager can help in the collection of this data,
specifically memory acquisition. Once collected, you can do a deeper analysis using
the platform FTK.

To start the memory analysis, firstly add the file of dump in your case as follows:

1. Click on Evidence and select Import Memory Dump.

2. Once added, select the Volatile tab to see all the extracted data of the evidence.

A it Versn: Database: Locahost Case | — — - .- == =
B e s e — S—— T
Be Eor Vew Eadesce FRe Tock Mook leb

o v _remee. || 1) 6B
Explote. Overvew Emad Gaphes Video | Istemet/(hat Sockraris Lk Selch Infax Search Voltle

ageot | Fed | Difersnce

13-
D00D00M0N0000N0NNNN0N000]
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The information is presented in a classified and categorized form using a friendly

FTK interface, to help the process of analysis.

Explicit Image Detection

If your investigation case has some relation with the search of explicit material, you
can use Explicit Image Detection (EID) to locate this kind of content in evidence,

thus avoiding a manual search of this information.

To execute EID analysis, perform the following steps:

1.

2.
3.
4

The difference between the types of scans is related to the accuracy of research,

Click on Evidence and select Additional Analysis.

Select the Indexing/Tools tab.

In the section Other Tools, select the Explicit Image Detection option.

Choose the tree scan type options and click on OK.

Additional Analysis PS
Hashing / Job Options  Indexing / Tools ] Miscellaneous
Indexed Search Other Tools
[~ dtSearch® Text Index I Optical Character Recognition
- I¥ Explicit Image Detection EID Options...
r [ Registry Reports
[~ Entropy Test r
{do not index compressed or encrypted items)
. . [ Language Identification
[~ Do notindude document metadata in filtered text
[~ Merge case index when finished
Decryption . -
Explicit Image Detection Opticns et e
™ Decrypt Credant Files |
™ Perform Automatic Decryption W X-DFT (default)
[ X-FST (faster)
™ %-ZFN {more accurate)

Ok | Cancel

which may have an impact on the time to complete the process if you choose
higher accuracy.

To visualize the results of the analysis of EID, just use the filters related to Explicit

Images Folder.
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N

~ Normally, to use the feature of EID, you need a separate license. Check
this information at the time of acquisition of the solution.

Malware triage and analysis with
Cerberus

Cerberus lets you do a malware analysis on executable binaries. You can use
Cerberus to analyze executable binaries on a disk, on a network share, or unpacked
in system memory.

Cerberus consists of the following stages of analysis:

* Threat analysis: This is general file and metadata analysis that identifies
potentially malicious code

* Static analysis: This is disassembly analysis that examines elements of
the code

To use Cerberus is very simple; just perform the following steps:

1. Click on Evidence and select Additional Analysis.

2. Select the Indexing/Tools tab.
3. In the section Other Tools, select the Cerberus Analysis option.

Additional Analysis &
Hashing / Job Options  Indexing / Tools ] Miscellaneous

Indexed Search Other Tools

I~ dtSearch® Text Index I Optical Character Recognition
r I Explicit Image Detection
r ™ Registry Reports

[~ Entropy Test ||—
{do not index compressed or encrypted items) _

I Do notincude document metadata in filtered text L tanguage Tdentification ;

™ Merge case index when finished

Decryption
™ Decrypt Credant Files |

™ Perform Automatic Decryption

oK Cancel
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The results of the Cerberus analysis generates and assigns a threat score to the
executable binary as seen in the following screenshot:

File Content n n

Hex | Test | Filtered | Matural

EXAMPLE.EXE

+/- Cerberus Score

=]

98| Ineseq

Function Call Summar
+/- File Access
DeleteFileAl<unknown>
CresteFileA(<unknown®>, <unknown®, <unknown>, 00000000, <unknowns>, 80, 00000000

createFileAl<unknown=, <unknown=, <unknown=>, <unknown=>, 3 4000000, <unknown=]

Loads a driver
Low-Level Access
Network Functionality
Process Manipulation
Security Access

+/- Subverts API
Surveilliance
Uses Cryptography
Windows Registry

Function Call Detail

Function Location Argument(s})
ContinueDebugEvent 5436496 Name Type Yalue

dwProcessld DWORD =unknown=

dwThreadld DWORD =unknown=

dwContinue Status DWW ORD <unknown=> o
DebugactiveProcess 5488474 Name Type Yalue ;I ok

File Content Properties Hex Interpreter

To visualize the results of the analysis of Cerberus, just use the filters related to
Cerberus Score or Cerberus Static Analysis.

1
~ Normally, to use the feature of Cerberus, you need a separate license.

Check this information at the time of acquisition of the solution.

Mobile Phone Examiner

Smartphones have become one of the most important evidence to be analyzed
during an investigation as they may contain information relevant to the case
such as files, photos and videos, call records, and geolocations.

The Mobile Phone Examiner (MPE) is a solution for mobile forensics that delivers
an intuitive and simple interface, data visualization, and smart device support in a
single forensic interface. MPE images integrate seamlessly with the FTK, allowing
you to correlate evidence from multiple mobile devices with evidence from multiple
computers within a single interface.

[80]



Chapter 6

The following is a sample of smartphone analysis with MPE:

s
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¥ & Linkedin Oinkedin} +0000 2011 with you.
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16:59:09
1 sterediweets +HO000 2010
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4 Il Skype (skype) 18:09:87 niers from AccessData, a beading
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. Dallas, TX 1617240 15 Tue lan 30 3114 el a ‘Woot : One Day, One Deal. See 734493
M Chats 22:14:50 followers for additional Woat feeds.
£ Contacts +0000 2007
I Corversations Far USh 1580818 5 Tua May 01 35 1544 1 Rafurbishad DeI™ camputers, SEANSIZ
Cugtomans 15:46:16 elactronice, Questions/comments?
B Messages +I000 2007 Contact Chris Beutnagel GChrisCAD
I SMses or Else Oshom pEhseatnel.
wilson Los Angeles- 2383298 2% ‘Wed Jan 28 1226 L8518 1 1 3m an sctor and 3 writer and [ co- 19637934
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Summary

This chapter covered the main features of the new version of the Forensics Tool
Kit. Activities that usually take a long time to execute can be performed in a much

simpler way with the help of these new features.

The FTK 5 is a complete platform for the acquisition and analysis of many different

types of digital media, and enables the extraction of evidence quickly and efficiently.

Its new features provide an integrated and easy-to-use platform to help in the

examiner's work.

The next chapter will discuss in detail the tool that cracks and recovers

passwords, PRTK.
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This chapter will cover the Password Recovery Toolkit (PRTK) and Distributed
Network Attack (DNA). Both are used to provide a password-cracking function.
You can use PRTK and DNA in computer forensic investigations to access password-
protected files or system passwords.

The main difference between these tools is that PRTK runs on a single machine only
and DNA uses multiple machines across the network.

You will understand this difference and how to use the tools for the password
recovery of a large number of popular software applications.

An overview of PRTK

The use of encryption and data protection through the use of passwords has steadily
grown among the users of computers. Encryption is seen as a strategic business issue
and is adopted by most companies.

Given this scenario, PRTK becomes a fundamental tool to assist in the digital
investigation process, supporting the attempt to access the protected data contained
in the evidence.

You can download the latest stable version of PRTK and DNA at http://www.
accessdata.com/support/product-downloads.

PRTK supports a wide variety of products for password cracking. To access the
full list of supported products and types of attack, click on Help and then click on
Recovery Modules.
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The following figure shows a small example of the supported products:

Module Name

Display Name

Attack Types

Supported Products

ABICoder

|ABICoder Password Module

dictionary

Product Name: ABI Coder
Varsions supportad:

33574-3614

Access

MS Access Password Module

decryption
dictionary

Product Name: Microsoft Access
Varsions supported:

Through 2013

ACT

[ACT! Password Module

decryption

Product Name: ACT!
Varsions supported:

AdvancedFileLock

| AdvancedFileLock Password Module

dictionary

Product Name: Advanced File Lock
Versions supported:

6-7.1

AIM

[ ATM Password Module

decryption
dictionary

Product Name: AOL Instant Messenger
Versions supportad:

Through 7.5

Product Name: Al Triton

Varsions supported:

Through 1.5

Product Name: AlM For Windows
Versions supported:

Through

AmiPro

|AmiPro Password Module

dictionary

Product Name: Ami Pro
Versions supported:

Unknown

Understanding the PRTK interface

The PRTK interface is very simple and has a few options. The process is basically
automatic and does not require much user intervention. The main functions of the

interface are as follows:

*  Menu: Through this, you can access all the functionalities and options for

configuration and tuning,.

* Toolbar: This provides quick access to the main features of the tool.

* View All: This is the main viewer. You can track the status of the password-

cracking attack.
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* Properties: This is where you can view information about a file in the
attack process.

[ AccessData Password Recovery Toolit —_— . [= [ E [t

File Edit View Tools Help

B o S 8TUE®
View All Properties
Attack Type:

Module:

Profile:

Filename Attack Type Status Result

Status:
Difficulty:
Begin Time:
End Time:
Timeout After:
Decryptable:
Result Type:
Resuls:

The main features and configurations will be discussed in the following topics.

Creating and managing dictionaries

Dictionaries are an optimization tool used for password recovery. By using
dictionaries, specific candidate passwords are tested before the more general ones.
This utility creates a variety of custom dictionaries for use with PRTK.

Al

~ Create backups of the word lists and dictionaries because if the
dictionary is modified or deleted, you cannot recover it again.

The dictionary utility can be used to create or modify several types of dictionaries.

To use the dictionary utility, perform the following steps:

1. Click on Tools and then click on Dictionary Tools.

2. The AccessData Dictionary Import Utility screen will appear. Click on
Dictionary Tools again.

3. Select the specific tool that you need to use (listed in the following table).
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The following table lists tools that can be accessed from the Dictionary Tools menu
and their functions:

Tool Function

Dictionary Browser To view the words in each dictionary or to delete a
particular dictionary or dictionaries

Dictionary Info To view specific details about a dictionary, such
as the dictionary type, encoding, language, word
count, and description

Biographical Dictionary Builds the dictionaries of candidate passwords

Generator from a collection of biographical details and from
combinations of the biographical data entered

Pass-phrase Dictionary Builds dictionaries from a phrase file and using

Generator subphrases from the phrase file

Permutation Dictionary Builds dictionaries from a wordlist file and using

Generator the permutations of words from the wordlist file

Standard Dictionary Builds custom dictionaries using a wordlist file

Generator

Golden Dictionary Merge Merges two golden dictionaries into a single golden
dictionary

M The Biographical Dictionary is very useful for cracking passwords

Q because it is very common for people to create their passwords
based on the combinations of their personal information.

Starting a session for password recovery

The utilization of the password recovery tool is very simple. With a few clicks, your
password cracking session is ready and running.

Managing profiles

To use PRTK for processing a password recovery, you need to select an appropriate
profile for your case investigation. A profile is a set of specific rules that must be
used to define which types of password recovery will be used.
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You can use any of the default profiles or create your own.

‘ AeeariDats Pascaard Racovery Tookor

By convention, this book uses the default profile English.

To start a new session of password cracking, perform the following steps:

1. Go to File | Add Files or click on the corresponding button on the toolbar as

shown in the following screenshot.
2. Select the protected file and click on Add.

B FY14-Precicagha Contulting PA1-3-Madel
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Working with PRTK

3. The suggested types of attacks will appear. You can change the type if
necessary or leave the default model presented.

4. Click on Finish to start the cracking process.

File Types

The cracking process will start, and you can follow the progress status of each of
the techniques.

The time for obtaining the password can vary greatly depending on the complexity
of the software application or the algorithm used for the password.

Additionally, the process for password cracking depends largely on the capability
of the hardware, mainly the processor. There is specific equipment for the activity
of cryptanalysis, which uses video cards (GPU) to gain speed.
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[# AccessData Password Recovery Toolkit A
File Edit View Tools Help

® > x § 80 g
View Al | Properties

Job Information

- . =X

Filename Attack Type Status Resut T
i) Secret Microsoft Office §7/2000 Password Attack Queued Modue:
i) Secret Microsoft Office §7/2000 Decryption Key Attack Walting Profile:
8] secret Microsoft Office §7/2000 Password Key Attack depends_on Status:
] searet Microsoft Office 97/2000 Spare Password Attack depends_on Difficulty:

Begin Time:
End Time:
Timeout After:
Decryptable:
Result Type:
Results:
Comments:
Filename:
Type:
Version:

Size:
MDS5:
SHA-1:

Note that the process is fully automated, requiring few interactions or modifications.

a1

~Q You can use the drag-and-drop command to add files to PRTK.

DNA

As discussed earlier, the process of password cracking requires a lot of
hardware resources.

DNA is a tool that can assist in this process since it uses sharing and distribution
between the computers on the network resource.

DNA has an interface that is very similar to PRTK features with an exception of
solution architecture.

There are two components to the DNA system as follows:
* Supervisor: This is a machine that controls the Worker machines in the DNA

system and the jobs that they process. Install it before the Workers.

*  Worker: This is responsible for processing jobs for decryption or password
cracking. You should run the appropriate Worker installation program on
each machine in the system.

[89]
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Working with PRTK

Summary

This chapter covered the first steps to use the PRTK Forensics tool and a brief vision
of the DNA solution.

Even though a simple solution of using their resources is extremely advanced, it can
recover passwords from almost all commonly used files.

PRTK is a mandatory tool used in digital investigations since you will most likely find
some protected files that may contain the key to the outcome of your investigation.
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