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Preface

This is a book about unwanted email messages and inappropriate Usenet arti-
cles—what they are, who is sending them, how to stop them, and even how to
outlaw them. It's a book about what has come to be called Internet spam.”

This is a book for people who have seen their mailboxes fill up with useless mes-
sages and unsolicited advertisements. It's a book for people who are upset that
they can'’t find the on-topic postings in their once-helpful Usenet newsgroups and
fear that the community of newsgroup readers will dissolve in disgust. And it's a
book for Internet service providers (ISPs) who are concerned about the growing
toll that spam is taking on their systems—and are looking for ways to put an end
to it once and for all.

What's in this Book

Our goal is to explain what spam is and tell you how to stop it. Some of the solu-
tions in this book are technical. Others are political. Because different people pre-
fer different approaches to spam fighting, and because some tactics are available
only to system administrators, news administrators, or network administrators,
some chapters may be more interesting to you than others. Here's an outline of
the contents of each chapter so you can decide for yourself.

Chapter 1, What’s Spam and What's the Problem?, introduces different types of
spam and explains why spam is a problem. This chapter answers the question,
“What's the big deal? Why don’t you just click Delete?”

* SPAM® is also a registered trademark of Hormel Foods, which uses the word to describe a canned
luncheon meat. In this book, the word “spam” is used exclusively to refer to Internet spam and not to
the meat.
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Chapter 2, The History of Spam, recounts the history of spam from the first junk
mail messages sent over the Internet to the rise of spam news and spam email in
the early 1990s.

Chapter 3, Spamming Today, examines the motives, methods, and justifications of
spammers. It's a “know your enemy” approach to spam fighting.

Chapter 4, Internet Basics, explains how messages are sent across the Internet,
showing how spammers have been able to exploit defects in the system and
simultaneously shield their identity. We'll pay special attention to Internet email,
Usenet news, and the Domain Name System (DNS).

Chapter 5, A User's Guide to Email Spam, looks at the ways you can minimize the
amount of email spam you receive through a combination of filtering and active
responses. We'll also explain how you can track a piece of spam mail back to its
origin.

Chapter 6, A User’s Guide to Usenet Spam, takes a look at spam on Usenet and the

measures you can take to avoid seeing it or to track down the source of the spam
and respond.

Chapter 7, Spam Stopping for Administrators and ISPs, focuses on issues faced by
system administrators and ISPs. It covers how to develop anti-spam policies for
customers, ways to block incoming spam, and ways to discourage or prevent cus-
tomers from spamming.

Chapter 8, Community Action, explores the Internet community organizations that
have assembled to fight the growing threat of spam email and newsgroups. It also
considers legal and legislative solutions to the spam problem.

Appendix A, Tools and Information, collects the spam-fighting resources and tools
mentioned throughout the book into a single appendix for easy reference.

Appendix B, Cyber Promotions Timeline, provides a chronology of the Cyber Pro-
mOotions spam case.

Conventions Used in this Book

Italic is used for pathnames, filenames, program names, new terms where they are
defined, newsgroup names, and Internet addresses, such as domain names, URLs,
and email addresses.

Constant width is used in examples to show output from commands, the con-
tents of files. or the text of email messages.

vww.allitebooks.cond
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Constant bold is used in examples to show commands or other text that
should be typed literally by the user; occasionally, it is also used to distinguish
parts of an example.

Constant italic is used in code fragments and examples to show variables
for which a context-specific substitution should be made. The variable email
address, for example, would be replaced by an actual email address.

The % character is used to represent the Unix shell prompt in Unix command
lines.

This type of boxed paragraph with an owl indicates a tip, sugges-
tion, general note, or caution.

Getting the Scripts

In a few places in this book, we provide scripts that may be useful in fighting
spam. You can get a copy of these scripts from our web page at hip.//www.oreilly.
com/catalog/spam or by FIP at fip./fip.oreilly.com/published/oreilly/nutshell/spam.
We also mention many other scripts that are available on the World Wide Web,
along with their URLs. '

We'd Like to Hear from You

We have tested and verified all of the information in this book to the best of our
ability, but you may find that features have changed (or even that we have made
mistakes!). Please let us know about any errors you find, as well as your sugges-
tions for future editions, by writing:

O'Reilly & Associates, Inc.

101 Morris Street

Sebastopol, CA 95472

800-998-9938 (in the U.S. or Canada)
707-829-0515 (international/local)
707-829-0104 (fax)

You can also send us messages electronically. To subscribe to the mailing list or
request a catalog, send email to:

nuts@oreilly.com



kG Preface

To ask technical questions or comment on the book, send email to:
bookquiestions@oreilly.com

For corrections and amplifications to the book, check out h#p://www.oreilly.con/
catalog/spam. See the ads at the back of the book for information about all of
O'Reilly & Associates’ online services.

Acknowledgments

There are many people and organizations whose help and support have been
invaluable in writing this book.

Sam Varshavchik kindly provided his collection of more than 1,200 junk mail and
Usenet spam message examples for our edification.

The online archives at CNET's News.com and ZDNet proved extremely helpful in
assembling the history of spam in Chapter 2, The History of Spam, and the timeline
in Appendix B. Also helpful were the public relations teams at Bigfoot, America
Online, and the Center for Democracy and Technology, which graciously set up
interviews for the chapter.

Lorrie Faith Cranor, Brian LaMacchia, Chris Lewis, Patricia Paley, T. Alexander
Popiel, Paul Vixie, and Lorrie Wood served as technical reviewers for this book. All
of them provided comments that we found invaluable. Any remaining errors are
ours.

At O'Reilly & Associates, we've had the pleasure of working with Debby Russell
once again as the editor for the book and with Steven Abrams, her editorial assis-
tant. The O'Reilly production crew for this book included: Nancy Kotary, produc-
tion editor and proofreader; Edie Freedman, for the cover design; Debby English,
copyeditor; Sheryl Avruch and Claire LeBlanc, quality control; Robert Romano,
illustrator; Lenny Muellner, tools support; and Ruth Rautenberg, indexer.

This book is dedicated to spam fighters everywhere—too often they are unsung
heroes in what seems like a never-ending war. Through your ingenuity and perse-
verence, we shall prevail.

This book is also dedicated by Alan Schwartz to his wife, M.G. (who has once
again put up with weekends spent at the computer instead of by Lake Michigan,
and who gave very helpful comments on an early draft of the book), and to his
parents (who have been marvelously supportive in this, as in all his endeavors).



In this chapter:
o Slapped in the Face

o What's Wrong with
Spam
* A Taxonomy of Spam

What's Spam and
Wh_at’s the Problem?

. or, Why You Can't Just Click “Delete.”

Slapped in the Face

If you use email, it’s likely that you've recently received a piece of spam—an
unsolicited, unwanted message sent to you without your permission. Spam is the
Internet’s version of junk mail, telemarketing calls during dinner, crank phone
calls, and leaflets pasted around town, all rolled up into a single annoying elec-
tronic bundle.

Spam is not democratic. If you are new to the Internet, you've probably seen only
a few of these annoying messages. If you've been using the Internet for more than
a few years, or if you participate in online discussion groups, you might receive a
dozen or more of these messages each day. And if you administer a network for a
business or university, you might be bombarded with hundreds.

Here’s a typical message that we received while working on this book:

Received: (from mail@localhost)
by apache.vineyard.net (8.8.5/8.8.5) id LAA01663
for <simsong@vineyard.net>; Sat, 16 May 1998 11:57:57 -0400 (EDT)
From: charles7713@yahoo.com
Message-Id: <199805161557.LAA01663@apache.vineyard.net>
Received: from 209-142-2-72.stk.inreach.net (209.142.2.72)
by apache.vineyard.net via smap/slg (V1.3)
id sma001626; Sat May 16 11:57:27 1998
Date: Sat, 16 May 1998 05:18:34
To: <simsong@vineyard.net>
Subject: Search Engines, 400 for 5.75 (1)

*** LIMITED TIME SPECIAL OFFER ***
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For Only $5.75 (1) We Will Submit Your
Web Site To Over 400 Of The Net’'s Hottest
Search Engines, Directories & Indexes.

If you’re site isn‘’t listed in the Search
Engines, how can people find you to buy your
products or services?

* Your Competition Is Getting Noticed -
Are You? Get Noticed By Your Prospects.

Visit Our Web Site To Learn More:
http://www.tiffiny.com/sitesubmissions
Thank You

(1)
The price for this service is $69 prepaid which
covers the cost of submitting your site every
three months for an entire year. We have shown
the price of $5.75 to show you how inexpensive
this program really is when the overall cost is
annualized. Minimum 12 month term and full
prepayment required.

Name removal reguests.

Send to:
TO: webmaster@tiffiny.com
SUB: remove

This email from tiffiny.com has all the elements of a typical spam message:

e The message came from a business with which we had no prior relationship.

e It was sent from an email address (charles7713@yahoo.com) that either is ficti-
tious or was created solely for the purpose of sending spam messages and has
long since been discarded.

e The message advertises a service that is illegitimate, shady., or misleading at
best. (The service being advertised is not $5.75. as the subject line says, but
$5.75 per month, with a “minimum 12 month term and full prepayment
required.” Furthermore, there simply aren't 400 “hot” search engines, directo-
ries, and indexes on the Internet.)

e The message does not clearly identify the person or group that has sent it.

* Removal requests sent to the address listed at the bottom, webmaster@tiffiny.
com, were ignored.

* The company that's doing the advertising is not well known and typically isn't
trying to establish a reputation or a loyal consumer following.
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If you've ever gotten a piece of spam mail, you've probably experienced a wide
range of emotions. At first you were probably confused. What is this message? you
might have asked yourself. Where did it come from? Where did these people get my
name?

Once your confusion passed and you received your second or third spam, you
may have become angry. Perhaps you wrote letters of complaint to the spammer
and were further angered when your complaints bounced back to you because the
spammer had disguised his email address.

Finally, you may have passed through anger to helplessness once you began
receiving spam on a daily basis. Reading your email, once a source of fun or infor-
mation, was reduced to a time-consuming process of weeding out junk mail with
no end in sight.

Don’t give up hope. There are powerful tools for fighting back against spam. In
this book, we’ll show you how.

What's Wrong with Spam

Most spam messages on the Internet today are advertisements from individuals
and the occasional small business looking for a way to make a fast buck. Spam
messages are usually sent out using sophisticated techniques designed to mask the
messages’ true senders and points of origin. And as for your email address, spam-
mers use a variety of techniques to find it, such as “harvesting” it from web pages
and downloading it from directories of email addresses operated by Internet ser-
vice providers (ISPs).

But spamming today could well be undergoing a revolution. Over the past year,
AT&T, Amazon.com, and OnSale.com all have experimented with bulk email.
Although the companies clearly identify themselves in the mail messages, these
bulk mailings can cause many of the same problems as spam messages from less
scrupulous individuals and companies. If these companies continue their experi-
ments, and if they are joined by others, we’ll surely see a dramatic increase in the
amount of spam on the Net.

The people who send these messages say that the email is a form of electronic
direct marketing—the cyberspace equivalent of radio advertisements and news-
paper inserts. But there are important differences between electronic spam and
conventional marketing techniques—differences that could ultimately destroy the
usefulness of the Internet if spam is not stopped.

Spammers often say that spam isn't a problem. “Just hit Delete if you don’t want to
see it.” And many spam messages carry the tagline “If you don't want to receive
further mailings, reply and we’ll remove you.” But spam is a huge problem. In
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fact, junk email and junk postings to Usenet newsgroups are one of the most seri-
ous threats facing the Internet today.

Spam messages waste the Internet’s two most precious resources: the bandwidth
of long-distance communications links and the time of network administrators who
keep the Internet working from day to day. Spam also wastes the time of countless
computer users around the planet. Furthermore, in order to deliver their mes-
sages, the people who send spam mail are increasingly resorting to fraud and
computer abuse.

How Much Spam Is There?

Just how much spam is out there? Although it's hard to come up with exact num-
bers, the initial reports from the field show that there’s a lot and that the problem
is getting worse:

e According to America Online, which testified about spam in front of the Fed-
eral Trade Commission in 1997, roughly a third of the email messages AOL
receives on any given day from the Internet are unsolicited spam.

e According to the first academic study of spam, by Lorrie Faith Cranor at AT&T
Labs-Research and Brian A. LaMacchia at Microsoft, between 5% and 15% of
the email received by AT&T Research and Bell Labs Research between April
1997 and October 1997 was spam.”

e According to Spam Hippo (http://www.spambippo.com), an automated Usenet
anti-spam system written by Kachun Lee for PathLink Technology Corporation,
roughly 575,000 articles were posted to Usenet in June 1998, of which roughly
200,000, or 35%, were spam. (That's down from a high of 60%, or 300,000
spam messages out of 500,000 postings, before Spam Hippo began operation.)

These numbers don't tell the whole story. Although they show that there is a lot of
spam on the Internet today, they don't explain why it is a threat. Indeed, if the
only problem with spam were the sheer volume, one could make equally urgent
arguments about the number of advertisements in your daily newspaper, commer-
cials on TV and radio, and even billboards in subways and on buses. Nobody is
saying that advertising is about to bring newspaper journalism to an end. Indeed,
most newspapers, broadcasters, and even public transit authorities rely on adver-
tising to pay their bills. What's so different about spam?

The answer to this question lies not in technology, but in economics. The funda-
mental difference between spam and other forms of advertising has to do with
cost and price.

* Lorrie Faith Cranor and Brian A. LaMacchia. “Spam!,” Communications of the ACM. Vol. 41, No. 8
(Aug. 1998), pp. T4-83. bitp./ www.acm. org/pubs/citations/ journals/cacm'1998-41-8 p 74-cranor
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The Low Cost of Spam

With most forms of advertising, the cost of sending each message is significant—
especially when compared to the cost of the item being sold and the size of the
market. An advertisement in a newspaper can cost anywhere from $24 for a typi-
cal classified ad to $25,000 for a full-page advertisement in a major newspaper.
Sending a catalog to 100,000 people can cost anywhere from $50,000 to $150,000,
depending on the size of the catalog, the quality of the printing, and the type of
postage used.

Compare these costs to the cost of sending an email message or posting an article
on Usenet. A typical computer connected to the Internet over a 28.8 kbps dial-up
modem can send more than 100 email messages a minute, which translates to
864,000 mail messages a day, or 26 million in a typical month. With ISPs offering
“unlimited” dial-up access to the Internet for $20 per month or less, and a dedi-
cated phone line costing another $15, a spammer can send roughly 10,000 email
messages for a penny. Even if you add the cost of buying a computer (perhaps
$1,000), electronic advertising is an incredibly cheap way to reach an audience.

This low cost encourages spammers to send huge numbers of messages. Busi-
nesses that advertise using traditional media normally make some kind of effort to
target their messages. Common sense dictates that there’s no reason to send an
advertisement to somebody who can’t buy the product being advertised—there’s
no reason to spend the money to advertise dog food to cat owners. But spammers
have no motivation to target their messages, because the cost of sending out elec-
tronic messages is so low.

Merge/purge

The low cost of email encourages spammers to forsake another practice that's
common among conventional direct marketers, a technique known as merge/
purge. When a merge/purge is performed, a mailing list company merges several
lists and then purges the duplicates. Because of the cost of sending messages, mar-
keters normally try to avoid sending the same message again and again to the
same consumer. Spammers, operating in a2 medium that's essentially without cost
and frequently unconcerned about their reputation, don’t care.

Because there is no merge/purge, it's common to log in to your email and see
many copies of the same spam message awaiting your perusal
have several email addresses that all forward to the same location:

especially if you

Id# From To Subject

1 plan@earthlink.net simsong@apache.vineyard.net Dental/Optical Plan
2 plan@earthlink.net simsong@vineyard.net Dental/Optical Plan
3 plan@earthlink.net simsong@vineyard.net Dental/Optical Plan
4 .@earthlink.net simsong@acm.oxrg ) Dental/Optical Plan
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5 .@earthlink.net simsong@mit.edu Dental/Optical Plan
6 .@earthlink.net simsong@mail.vineyard.net Dental/Optical Plan

The clever spammer

Spammers realize that it's pointless to send email that’s not going to get read, so
they're increasingly resorting to new, deceitful techniques to get you to read their
mail before you delete it. Some tricks are designed to make it seem as if the mes-
sage came from a new business partner:

From: Bob Brown <bob@gdi4.gdi.net>
Subject: RE:To selected new clients

Or the spammer might try to make it look as if he or she is an old friend:

From: Jane <jane234@yahoo.com>
Subject: What'’s up?

Or the spammer might even try to make it look as if the message came from you:

From: Jason Sears <jason@netcom.com>
To: Jason Sears <jason@netcom.com>

As spammers get more clever, it's becoming harder to delete these messages with-
out reading them first. Unfortunately for us, the more people there are who send
spam, the more likely it is that some of them will be quite clever.

The High Price of Spam

Spam may be cheap to send, but bulk email and newsgroup postings come at a
high price to recipients of the messages and to the Internet through which they
travel. It's because of this price that “simply clicking Delete” isn't a good solution
to the spam problem.

The price users pay

Under normal circumstances, computers can't tell the difference between spam
messages and normal, important messages—the kind that we want. Each mes-
sage, spam or otherwise, is treated with care and speedily carried to its appropri-
ate destination (or destinations).

It may take a spammer just five or ten minutes to program his computer to send a
million messages over the course of a weekend. Now it’s true that each of these
messages can be deleted with just a click of the mouse, which takes only three or
four seconds: a few seconds to determine that the message is in fact spam plus a
second to click Delete. But those seconds add up quickly: one million people
clicking Delete corresponds to roughly a month of wasted human activity. Or put
another way, if you get six spam messages a day, you're wasting two hours each
year deleting spam.
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The price users pay for spam increases if you include the cost to the business or
organization that operates the computer that holds your mailbox. These comput-
ers, called mail servers, require full-time connections to the Internet that can cost
anywhere from $250 to $2,000 per month or more. The cost of the connection is
determined, in part, by the amount of data it can carry. If a company’s Internet
connection is filled with spam, that company will be forced to spend more money
on a faster Internet connection in order to handle the rest of its email traffic. Like-
wise, the company will be forced to buy faster computers and more disk drives.
These costs must eventually be passed on to end users.

This scenario is not theoretical. In July 1997, spam mail overwhelmed AT&T
WorldNet’'s outgoing mail system, delaying legitimate email by many hours.

The price administrators pay

System administrators pay for spam with their time. The Internet’'s email system
was designed to make it difficult to lose email messages: when a computer can't
deliver a message to the intended recipient, it does its best to return that message
to the sender. If it can’t send the message to the sender, it sends it to the com-
puter’s postmaster—because something must be seriously wrong if the email
addresses of both the sender and the recipient of a message are invalid.

The well-meaning nature of Internet mail software becomes a positive liability
when spammers come into the picture. In a typical bulk mailing, anywhere from a
few hundred to tens of thousands of email addresses might be invalid. Under nor-
mal circumstances these email messages would bounce back to the sender. But the
spammer doesn’t want their bounces! To avoid being overwhelmed by the deluge,
spammers often send messages with invalid return addresses. The result: the email
messages end up in the mailboxes of Internet postmasters, who are usually living,
breathing system administrators.

System administrators at large sites are now receiving hundreds to thousands of
bounced spam messages each day. Unfortunately, each of these messages needs to
be carefully examined, because mixed in with these messages are the occasional
bounced mail messages from misconfigured computers that actually need to be
fixed. As a result, spam is creating a huge administrarive load.

As the spam problem grows worse, system administrators are increasingly taking
themselves off their computer’s “postmaster” mailing lists. The result is predictable:
they're deluged with less email, but problems they would normally discover by
receiving postmaster email are being missed, as well. The whole Internet suffers as
a result.
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The price bystanders pay

In their attempts to distribute their ads and avoid complaints, spammers often
engage in fraud or other kinds of system abuse.

For example, in 1996, America Online started blocking email from many domains
associated with spammers. To bypass AOL'’s filters, some spammers started send-
ing email with false “return addresses.” Some of these return addresses were
purely fictitious. Others were for existing businesses that had no connection with
the spamming activities, but were nevertheless tarnished by them.

Another technique spammers have used to send email is to relay their messages
through other computers on the Internet—often without the knowledge or the
consent of those computers’ owners. This practice constitutes a theft of service. It
also can result in problems for the unsuspecting relay, as people mistakenly think
that the relay is the spammer.

The price society pays

There are nonmonetary costs to spam as well. Unwanted postings destroy the
community spirit on which Usenet is based. When newsgroups are inundated with
spam, fewer people read the groups, and they are less effective as a resource for
discussion. problem solving, and information dissemination. And when Usenet
traffic becomes too high. ISPs are forced to cut back on the number of news-
groups thev carry, damaging Usenet's usefulness in the process.

Some unwanted postings, like chain letter pyramid schemes, are illegal in them-
selves. Spam makes it easy for scam artists and hucksters to prey on some of the
most vulnerable members of society.

Much spam is simply offensive to the recipients. On July 21, 1997, for example. a
spammer appropriated CNN Interactive’s CNN Plus mailing list and sent porno-
graphic email to thousands of CNN customers. The incident was offensive to many
of the subscribers and a terrible embarrassment to CNN.

Is it acceptable for a company representative—or a scam artist—to interrupt a
productive discussion you're having with your colleagues, solicit business using a
false name and address, and then leave you with the bill?

The price the Internet pays

The biggest problem with spam is that if it continues to grow unchecked, its elec-
tronic deluge threatens to crowd out all other legitimate messages. making the
electronic commons of the 21st century an unusable cesspool of useless marketing
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Attacked by a Spammer

The attack started at 2:30 a.m. on January 15, 1997. But I didn’t know that
something was amiss until 4:20 p.m. or so, when I tried to check my mail.
Strangely, there were 25 mail bounces from MAILER-DAEMON. Somebody
had tried to send a whole bunch of mail; the mail that bounced had ended
up in my inbox.

Now, having weird mail show up in my inbox isn't an unusual occurrence
for me. That's because I'm on postmaster@uineyard.net, the mailing list for
my small ISP located on the island of Martha’s Vineyard, Massachusetts. Over
the past 18 months I'd seen quite a bit of bounced mail from folks who
hadn’t set up computers properly. In each case I would have sombody call
up the customer so they could fix their system.

There was something different about these bounces. For starters, there were
a lot of them. And they had all bounced from a computer called empty.cabi.
net—a computer, I later learned, that had an invalid IP address. But the big
giveaway was the content of the mail messages, hidden beneath more than
80 lines of bounced mail headers.

“Customers For You!” the message read. “CV Communications BULK EMAIL
ADVERTISING SERVICE.”

It didn’t take me long to piece together what was happening. Somebody call-
ing himself CV Communications had connected to the mail server on vine-
yard.net, and was using my computer to send his unsolicited bulk email. The
nerve! This guy was using my Internet connection to further his commercial
ends, and sticking me with his bounces. I had been spammed by a spammer
advertising spamming services.

It got worse. Further on down in my mailbox I noticed the complaints.
Across the Internet, people being hit by this fellow’s spam were blaming me
and vineyard.net. Most thought CV Communications was one of our cus-
tomers.

I logged on to my computer and typed the mailg command to see how
much mail this spammer had piled up on my machine. I was horrified: there
were more than 2,000 messages waiting to go out. Nearly all of them were
being shipped to AOL and CompuServe.

The good news, I thought wryly, was at least this guy hadn’t broken into my
system. He was slowing down mail for all my customers, giving me a bad
name, and making lots of work for me, but at least he hadn't broken in. Nev-
ertheless, he had still caused plenty of damage. It took us more than two
weeks to clean up from the incident.

—Simson Garfinkel
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The Dirty Dozen Spam Scams

In July 1998, the U.S. Federal Trade Commission (btip://www fic gov) issued a
list of the 12 most common scams promulgated by spammers:

1. Pyramid schemes that promise a big return for a small invesiment.

2. Scams that suggest that money can be made by becoming a spammer.
and offer to sell address lists or bulk mailing software. The lists are often
of poor quality, and spamming usually violates the victim's contract with
his ISP.

3. Chain letters.

5

Work-at-home schemes that offer money for stuffing envelopes or build-
ing handicrafts. Ofien the victims never receive payvment for their work.

Health and diet scams—snake oil by email.

o wn

Currency exchange scams that aren't legitimate.

. Scams promising free merchandise in return for a membership fee; vic-
tims discover (after paying the fee) that they don't qualify for the freebies
until they sign up other members.

8. Bogus investment opportunities.

9. Offers of cable descrambler kits, which are illegal if they work—and
most don't.

| 10. Bogus home-equity loans or unsecured credit cards that never material-
1ze. |

11. Credit repair scams in which the victim is promised a completely clean |
' credit record upon payment. Establishing a new credit identity is illegal
‘ in the United States. and bad credit can't be magically removed.

12. Vacation prize promotions that offer luxury vacations at discount prices.

} Victims find that the vacation accommodations aren't deluxe—unless
they're willing to pay to upgrade.

Nearly all these scams predate email. but spamming makes it easier than ever
for con artists to recruit victims.

messages. This is a problem whether the spam messages are sent from shady
operators or legitimate businesses. It is simply so cheap to send spam that every
business can send it to all of us. And if this happens, there will be a deluge.

Remember what happened to CB radio in the 1970s? Although CB was designed as
a low-power two-way communications medium, as radios became more popular. a
few spoilsports stanted broadcasting music. political messages. and advertisements
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with 10 and 20 times more power than the law allowed. It didn't take long for the
CB radio waves to become a vast wasteland. Today CB is useful only to very
small, specialized groups of people. The same thing could happen to the Internet
unless spam is stopped—and stopped soon.

A Taxonomy of Spam

Today people use the word “spam” to mean almost any kind of unwanted email
message or news article they receive. In this book, however, we use the term to
describe email or news articles that are sent in bulk without regard to the recipi-
ent’s wishes. A spammer is someone who posts or sends spam, and spamming is
the act of posting or sending spam. The word “spam” should not be capitalized
unless it is at the beginning of a sentence, because to capitalize it would be to use
it as a trademark.

Spam?

Obviously, in the context of the Internet, spam doesn't refer to the tasty
canned meat produced by Hormel Foods. How did it come to mean bulk
messages?

The genesis of this meaning can be found in a Monty Python’s Flying Circus
sketch in which a customer in a restaurant asks what's on the menu. The
waitress tells him, “Well, there’s egg and bacon; egg, sausage, and bacon;
egg and spam; egg, bacon, and spam; egg, bacon, sausage, spam; spam,
bacon, sausage, and spam; spam, egg, spam, spam, bacon, and spam; spam,
sausage, spam, spam, spam, bacon, spam, tomato, and spam; spam, spam,
spam, egg, and spam” (and so on). Then a chorus of Vikings begins chanting
*Spam, spam, spam, spam; lovely spam, wonderful spam.”

The first Internet use of the word originated in Internet chat rooms and on
multiplayer Internet adventure games called MUDs (multiuser dungeons).
According to Jennifer Smith, author of the Frequently Asked Questions (FAQ)
list for the rec.games.mud newsgroup hierarchy, a few delinquents would
“say” the same message again and again in a chat room, filling the screen in
the process, and other people would call these messages “spam.” It was just
like the song in the Monty Python skit—senseless repetition.

From flooding someone’s screen with repeated words to flooding someone’s
mailbox or a newsgroup with repeated messages seemed to be a natural
extension of the concept.
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Flavors of Spam

It's important to distinguish between the different kinds of unwanted messages on
the Internet today. The following sections explain some terms you may see.

Email spam

e  Unsolicited commercial email (UCE) is just what it sounds like: an email mes-
sage that you receive without asking for it advertising a product or service.
This is also called junk email.

e Unsolicited bulk email (UBE) refers to email messages that are sent in bulk to
thousands (or millions) of recipients. UBE may be commercial in nature, in
which case it is also UCE. But it may be sent for other purposes as well, such
as political lobbying or harassment.

o Make money fast (MMF) messages, often in the form of chain letters or multi-
level marketing schemes, are messages that suggest you can get rich by send-
ing money to the top name on a list, removing that name, adding your name
to the bottom of the list, and forwarding the message to other people. Some
also advocate reposting the message to hundreds of newsgroups. MMF mes-
sages are considered lotteries in the United States and are illegal. They're also
extremely common.

e Reputation attacks are messages that appear to be sent from one person or
organization, but are actually sent from another. The purpose of the messages
isn't to advertise a particular service or product, but to make the recipients of
the message angry at the apparent sender. A typical reputation attack would
be a spammer sending 10 million messages appearing to advertise this book.
The most nasty reputation attacks include the actual email addresses, phone
numbers, and street addresses of the victim or victims. Reputation attacks
constitute wire fraud, since they use forged addresses, and are illegal.

Usenet spam

e Excessive multi-posting (EMP) refers to an identical news article posted indi-
vidually to many newsgroups. Each copy of the article has a different Mes-
sage-ID and typically appears in different newsgroups (forcing each message
to be sent individually to every computer connected to the Usenet). This is the
strict definition of spam; if you ever hear someone arguing that an unwanted
message isn't “spam,” they probably mean that it isn't an EMP.

e  Excessive cross-posting (ECP) refers to news articles cross-posted to many
newsgroups. A news article is cross-posted when multiple newsgroups are
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listed in its "Newsgroups:” header line. For example, an article containing this
“Newsgroups:” header:

Newsgroups: rec.games.mud.admin,rec.games.mud.tiny,rec.games.mud.misc

has been cross-posted to three newsgroups, a number that isn't usually con-
sidered excessive. Cross-posting is better than posting individual copies to
each newsgroup, because only a single copy is passed between news sites,
and most newsreaders will show a crossposted article only once. Nevertheless,
cross-posting an article to hundreds of newsgroups is clearly an abuse of the
Usenet system. ECP is sometimes called velveeta.

e A spew occurs when a misconfigured news program posts the same article to
the same newsgroup repeatedly.

e  Off-topic postings are news articles with inappropriate content for the news-
group in which they appear. For example, an article about model trains is off-
topic in rec.pets.dogs. The appropriate topics for a newsgroup are decided
when the newsgroup is created, in its charter. Many newsgroups regularly post
either the charter or a list of Frequently Asked Questions about the newsgroup
to help people learn what's on-topic and what’s off-topic.

* Binaries are news articles containing encoded binary files: image files, pro-
grams, video, or music samples, for example. Binaries are inappropriate for
any newsgroup that’s not explicitly chartered to allow binaries, even if they're
on-topic. The alt.binaries hierarchy is devoted entirely to binaries.

e Commercial postings are news articles advertising a product or service for sale.
These postings are welcomed in some newsgroups, tolerated in others, and
discouraged or forbidden in still others, even if they're on-topic.

In the next two sections, we'll look at MMF pyramid scams and reputation attacks.

(Can’t) Make Money Fast

A substantial proportion of spam messages promise huge financial rewards if you
simply send a few dollars to the name at the top of a list. Here is a typical mes-
sage that you might have seen:

INSTRUCTIONS: Follow these instructions EXACTLY and in 20 - 60 days
you will have received well over $50,000.00 cash in the mail. This
program has remained successful because of the HONESTY Integrity of the
participants. Welcome to the world of Mail Order! This little business
is somewhat different than most mail order houses. Your product is not
solid and tangible, but rather a service. You are in the business of
developing Mailing Lists. Many large corporations are happy to pay big
bucks for quality lists. (The money made from the mailing lists is
secondary to the income which is made from people like yourself
requesting that they be included in that list.)
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HERE IS THE LIST OF NAMES TO SEND TO:

Ames, PO Box 123, San Fransisco, CA

D. Nym, 456 Red Road, Mesquite, TX

Shure, 7890 Alphabet Ave. #1, New York, NY
Bank, 222 Sky Terrace, Los Angeles, CA
Twain, 10 Montgomery Dr., Chicago, IL

Ul W e
[ R S V) oA

Mail $1.00 to each of the 5 names listed above. SEND CASH ONLY (Total
investment: $5.00) Enclose a note with each letter stating: Please add
my name to your mailing list. Include your name and mailing

address. (This is a legitimate service that you are requesting and you
are paying $1.00 for this service.)

Remove the name that appears as number 1 on the list. Move the other 4
names up one position (Number 2 becomes number 1,number 3 becomes
number 2, and so on). Place your name, address, and zip code in the
number 5 position.

With your name in the number 5 position start posting this letter
everywhere. Post on your web page, email it, mail it, take it to work,
be creative give everyone you can think of a copy so they too can join
in on the cash! Remember, the more places people see the letter the
more people can respond and the more cash flows in for you! Tell them
to follow these directions also!

Despite the claim that this is a legitimate enterprise, these chain letters are pyra-
mid schemes that are illegal in the United States and many other countries because
they constitute gambling—you're sending money in hopes of an uncertain return.
That's because it's mathematically impossible for everybody who receives the
chain letter to be a winner—for everyone who makes a dollar with this scheme,
somebody else must lose a dollar.

If somebody does get rich, it's usually the person who started the chain. He gets
rich at the expense of all the others who pin their hopes on the pyramid. Indeed,
a clever initiator will put his name on the letter several different times in different
forms, so he will get all the money. You can find out more about chain letters on
the U.S. Postal Inspection Service’s web site, at htip://www.usps.gov/websites/
depart/inspect/chainlet.btm.

In a Ponzi scheme, a variant of the pyramid, “investors™ are recruited; interest on
the investment is to be paid by future investors. In 1996, the U.S. Federal Trade
Commission filed suit against the Fortuna Alliance, a group advertising a Ponzi
scheme over the Internet that had taken over $6 million from its victims. The fol-
lowing year, a U.S. District Court ruled that Fortuna must refund its membership
fees and barred it from ever again engaging in any sort of pyramid or multilevel
marketing business.

Do not be fooled if the chain letter is used to sell inexpensive reports on credit,
mail-order sales, mailing lists, or other topics. The primary purpose is to take your
money, not to sell information. “Selling” a product does not ensure legality. Be
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especially suspicious if there’s a claim that the U.S. Postal Service or U.S. Postal
Inspection Service has declared the letter legal. This is said only to mislead you.
Neither the Postal Service nor Postal Inspectors give prior approval to any chain
letter.

Remember that money doesn't come from thin air. For every $5 someone gets,
someone else loses $5. By virtue of the pyramid structure, there are always many
more losers than winners.

The Indefensible Reputation Attack

On April 20, 1998, a spammer placed a phone call to a dial-up modem located in
Florida, connected to a computer in Nantucket, and proceeded to send tens of
thousands of email messages to unsuspecting users at America Online.

“Hello once again,” began the message. “I know you have heard of me. I am
Jeanne Dixon, a well-known psychic, medium, healer, spiritualist, clairvoyant, and
astrologer. My horoscopes and psychic predictions are found in all of the major
newspapers and publications worldwide. I can predict your future.”

At the bottom of the message were two phone numbers for The Psychic Connec-
tion—one phone number to call if you wished to pay by credit card, another if
you wished to have your call to the telephone psychic billed at $3.99 per minute.
But what made the advertisement truly noteworthy, aside from the fact that Jeanne
Dixon died on January 25, 1997, was the fact that each email message was sent
with a forged return address, astrology@uineyard.net.

Why pick vineyard.net? As near as we can figure, the spammer had used our
email addresses because we had recently installed anti-spam software and made it
freely available on the Internet to others who wished to defend their systems. The
vineyard.net anti-spam software prevented email messages from being relayed
through our mail server and blocked our customers from receiving email that
came from nonexistent domains.

But there was no way that we could defend ourselves against this unauthorized
use of our domain name. Over the next few days, thousands of people who
received the astrology solicitation took a few moments out of their busy schedules
to send vineyard.net complaints in return. Because of the nature of email, there is
no way for people to defend themselves against this kind of attack. The astrology
solicitation never passed through vineyard.net. It simply used our name, forcing
us to deal with the consequences.

These so-called reputation attacks are becoming increasingly common on the
Internet, as spammers realize that the same techniques they have developed for
sending spam mail can be used with impunity to hurt or harass others.
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One of the most public reputation attacks took place on October 20, 1996:

Hi! I sent you this letter because your email address was on a list
that fit this category. I am a fan of child pornography and for the
past 4 years, I have been able to gather quite a collection of it. I
have pictures, VHS tapes, posters, audio recordings, and games based
on child pornography. I am now selling my products (or trading for
other child pornography). I have a complete color catalog of all my
products now available.

The message concluded with a price list for a color catalog and videotapes, and an
address in Jackson Heights, New York. It was spammed to millions.

Within hours, the FBI's switchboard in New York City was flooded with more than
50 complaints. Soon complaints were coming in from all over the world. Numer-
ous investigators were dispatched to the address in Jackson Heights. On October
23, the FBI issued a statement: “Police departments and FBI offices around the
country have received numerous reports relating to the email message. The mes-
sage is a hoax and the matter is being investigated.” No arrests in the case were
ever made.

Reputation attacks continue to this day. Expect to see many of them in conjunction
with the 1998 U.S. Congressional elections.
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The History of Spam

Junk mail is a problem of the computer age. City dwellers earlier this century com-
plained of door-to-door salesman brandishing encyclopedias and brushes, but the
full frontal assault on our mailboxes that started in the 1960s wouldn't have been
possible without computers to assemble mailing lists and then send them out.

Spam is a creature of the Internet age. No longer restrained by the physical limita-
tions of paper and postage, spammers can send out thousands of messages for
pennies. But while spamming may be a relatively new problem, it was not unan-
ticipated.

Prebistory

Way back in November 1975, Internet pioneer Jon Postel realized that there was a
fundamental flaw in electronic mail: as long as an email message was being sent
to a valid address, there was no way for a mail server (then known as a Host) to
refuse a message from the network (or IMP—Internet Message Processor—to use
the 1975 terminology). In RFC 706, “On the Junk Mail Problem,” Postel wrote that
it would be possible to attack a computer simply by sending it more mail than it
could handle (see the sidebar entitled “RFC 706™).

Unfortunately, Postel didn’t have a solution for the “Junk Mail Problem,” other
than to say, “It would be useful for a Host to be able to decline messages from
sources it believes are misbehaving or are simply annoying.”

Over the next 18 years, the inability of a network to refuse email messages caused
occasional problems for users and administrators of the network—sometimes big
problems. One famous case involved a graduate student who wrote a program
called vacation, which sent an automatic email message saying, “I'm on vacation,”
to anybody who sent email to the program’s author. Problems started one
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weekend when a second graduate student copied the program. The two programs
got caught in a loop and proceeded to send each other message after message
until the computer's disk filled up.

RFC 706

Network Working Group Jon Postel (SRI-ARC)
Request for Comments: 706 Nov 1975
NIC #33861

On the Junk Mail Problem

In the ARPA Network Host/IMP interface protocol there is no mechanism
for the Host to selectively refuse messages. This means that a Host
which desires to receive some particular messages must read all
messages addressed to it. Such a Host could be sent many messages by a
malfunctioning Host. This would constitute a denial of service to the
normal users of this Host. Both the local users and the network
communication could suffer. The services denied are the processor time
consumed in examining the undesired messages and rejecting them, and
the loss of network thruput or increased delay due to the unnecessary
busyness of the network.

It would be useful for a Host to be able to decline messages from
sources it believes are misbehaving or are simply annoying. If the
Host/IMP interface protocol allowed the Host to say to the IMP "refuse
messages from Host X", the IMPs could discard@ the unwanted messages at
their earliest opportunity returning a "refused” notice to the
offending Host.

How the IMPs might do this is an open issue -- here are two
possibilities:

The destination IMP would keep a list (per local Host) of sources to
refuse (this has the disadvantage of keeping the network busy).

The destination IMP on receiving the "refuse messages from Host X"
message forwards the message to the source IMP (the IMP local to Host
X). That IMP keeps a list (per local Host) of destinations that are
refusing messages from this source Host.

This restriction on messages might be removed by a destination Host
either by sending a "accept messages from Host X" message to the IMP,
or by resetting its Host/IMP interface.

A Host might make use of such a facility by measuring, per source, the
number of undesired messages per unit time, if this measure exceeds a

threshold then the Host could issue the "refuse messages from Host X"

message to the IMP.

vww.allitebooks.cond
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Chain Letters

This message has been sent to you for good luck. The original is in
New England. It has been sent around the world nine times. The luck
has now been sent to you. You will receive good luck within four days
of receiving this message - Provided you, in turn send it on. This is
no joke. You will receive good luck in the mail. But no money.

Send copies to people you think need good luck. Don’t send money as
fate has no price. Do not keep this message. This message must leave
your hands in 96 hours.

A United States Air Force Officer received 470,000 Dollars. Another
Man received 40,000 Dollars and lost it because he broke the

chain. Whereas in the Philippines, Gene Welch lost his wife 51 days
after receiving the message. He failed to circulate the

message. However, before his death, he received 7,555,000 dollars.

Please send five copies and see what happen in four days.

Throughout the 1980s, a number of computer facilities were embattled by Internet
chain letters. Like their paper cousins, these letters promised fame and riches if
the recipient sent 5, 10, or more copies of the letter to his or her friends. Pain, suf-
fering, and financial ruin would follow if the recipient did not take the letter seri-
ously and “broke the chain.”

Postal chain letters are self-limiting: it takes paper, postage, and time to send them
out. But on the computer, sending 5—or 50—copies of a chain letter is easy. Just
type a few commands, and off it goes.

System administrators soon learned that electronic chain letters were self-limiting
as well. Each time a chain letter was forwarded to 5 more people, it consumed
perhaps 10 times as much disk space (including the extra headers) and 5 times as
much CPU power to deliver. After 4 generations, a simple 2 KB message would
grow to consume 20 MB of storage. After 5 or 6 generations, it would shut down
the computer on which it was replicating—there would be no more storage space
available.

Many universities and businesses tried to educate their users about the dangers of
sending chain letters. But the educational process proved to be nearly impossible:
few users could see the harm in sending just 5 or 10 email messages.

“Virus programs and chain letters are not harmless pranks, as most of the com-
ments I've read lately seem to imply,” David G. Grubbs, a lead engineer at Cogni-
tion, posted to the RISKS Digest, a biweekly email newsletter about computer-
related risks, on December 13, 1987. “They waste immense amounts of our two
most precious resources: time and effort. And they are, to my mind, evidence of
an anti-social behavior which deserves to be actively suppressed, even attacked.
Persons caught sending a chain letter should have their mail privileges suspended
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for some period, as a first offense, then removed entirely if the idiocy continues.”
Many sites followed Grubbs's recommendation.

Christmas Virus

X
X X
XXX
XX XX
XX XXX
XXXXXX
XXXXXXX
X
X
X

A very happy Christmas and my best wishes for the next year.
Let this run and enjoy yourseléf.
Browsing this file is no fun at all. Just type Christmas.

While Grubbs was tvping his message to RISKS, a computer virus that was sent as
a chain letter was rampaging through IBM's VNET network. Called “Christmas,” the
program arrived as a file named CHRISTMAS in the user’s directory. When run (by
having the user type CHRISTMAS), the program scanned two files in the user’s
directory (NAMES and NETLOG) that contained the email addresses of individuals
with whom the victim corresponded frequently. The program then sent itself to
those individuals and deleted itself.

The chain letter/virus was seeded into the BITNET network on Wednesday,
December 9, 1987. It spread like wildfire, shutting down systems and clogging
email links. The virus was finally stamped out by Monday, December 14, but a few
days later a copy jumped to IBM's VNET, where it was killed only by a massive
network shutdown that Friday. (A detailed account of the virus can be found in
RISKS 5.80.)

Early Bulk Email

Thanks to incidents like chain letters and the Christmas virus, the 1990s opened
with most Internet users aware of the danger of automated programs sending junk
mail to thousands or millions of addresses.

By 1991, the Internet's established user community found itself overwhelmed by a
sudden onslaught of newcomers. A year later these people were outnumbered by
still newer newcomers. New users were coming in so fast that much of the accu-
mulated wisdom was soon lost: there were simply too many new people to
educate.
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Vixie’s Warning

In August 1993, William Milheim (a professor at Penn State University and, at the
time, a self-admitted “Internet novice”) and a colleague bulk-mailed an electronic
survey on the use of the Internet by academics to dozens of mailing lists. Milheim
thought that even though his survey had nothing to do with the topic of most of
the mailing lists, it was nevertheless a legitimate use of the Internet—which, at the
time, was still largely a “research” network. Paul Vixie, an Internet pioneer, sent
the researcher his “standard response” telling Milheim that he had acted inappro-
priately. But when Milheim defended his actions, saying that they had been
approved by Penn State’s resident “Internet expert” as well as the university's
Human Subjects Approval committee, Vixie responded in public, arguing that there
was such a potential for email abuse that even apparently well-intentioned efforts
should be vigorously opposed:

To: WMILHEIM@PSUGV.PSU.EDU (William Milheim)
In-Reply-To: Your message of Mon, 30 Aug 93 14:08:42.
Date: Mon, 30 Aug 93 12:27:28 PDT

From: Paul A Vixie <paul>

William,

I'm afraid I may not have expressed myself in adequate detail. What
you did was wrong, and it is symptomatic of something hugely evil out
on the horizon.

The Internet is excruciatingly easy to use for mass mailing.
Collecting addresses is free; generating mass mailings from them is
close to free. Can you fathom the effect these metrics will permit
once the Internet comes a little bit closer to the mass market?

All of the folks who now bombard you with junk mail based on your
magazine subscriptions; who now cause throwaway newspapers to be
deposited in your driveways; who now call you during dinnertime with a
voice-activated computers attempting to solicit your vote or your
willingness to test-market their products—all of those people are
going to _thrive_ when they discover the Internet. You, with your
mass-mailed survey, are paving the way for them and helping to
_establish_ the answers to the very same "etiquette questions" you are
trying to research.

I receive about one of these surveys per the average month, sometimes
more. You see your survey as an isolated instance and wonder why I
complain; I see it as one more student sociology experiment by one
more dippy professor who thinks the Internet is a "fertile ground for
socio-environmental research."

In spite of your intentions, which I knew in advance or at least
assumed in advance to be "good", the effect of your survey is to
hasten the Internet’s downslide into common-market status. We must
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establish, here and every day thereafter, that unsolicited mass
mailings are _strongly_ prohibited_ by the Internet code of ethics.

You can begin this process by posting an apology to the mailing lists
you targetted in your original post. I am still waiting to see this
done. I am not satisfied that you understand the problem or that the
steps you have taken so far mitigate in any substantial way the damage
you have caused. Act now.

Paul

Milheim was befuddled. “I was not aware of any specific code of ethics for the use
of the Internet,” he wrote back to Vixie. “From everyone we talked to (including
our university ‘Internet expert’ and our campus computer director) the Internet
was set up for research and other similar uses—we certainly fit within those
guidelines.”

What the school's “Internet expert” had failed to realize was the danger of the
precedent that was being set. There are many worthwhile surveys to be con-
ducted, Vixie argued. But if every worthwhile survey were sent to every Internet
user, the Internet would become unusable.

Although Vixie's fears were dead on target, it's doubtful that any “Internet code of
ethics” could have stopped the abuse that was to follow. Ethics matter only to
people who wish to belong to civilized communities. But as Internet tools became
easier to use and available to more and more individuals, there came into being
the first generation of Internet spammers who saw the Net not as a community to
join, but as a tool for getting rich at other people’s expense.

The Green Card Lottery

Less than six months later, on April 12, 1994, Arizona lawyers Laurence Canter and
Martha Siegel sent an advertisement to more than 6,000 Usenet newsgroups. The
advertisement offered legal help to immigrants who were applying to the U.S.
Government's “Green Card Lottery.”

Canter and Siegel's action infuriated people for two reasons. The first was the
extent and the audacity: nobody had ever posted a single message to every Usenet
newsgroup before. The second was the message’s content: the Green Card Lottery
was free, yet Canter and Siegel’s advertisement gave the impression that by paying
$100 to their law firm, an illegal alien could somehow increase his or her chances
of winning.

Tens of thousands of people on Usenet sent complaints to Canter and Siegel’s ISP,
causing the provider's news machine to crash. Within a few days, the ISP termi-
nated Canter and Siegel's connection, rather than risk a repeat of the incident.
After a few more spamming attempts with other ISPs, Canter and Siegel wrote a



Early Butk Email 23

book, How to Make a Fortune on the Information Superbighway. In their book, the
duo revealed how to gather email addresses from Usenet, how to send junk email,
post commercials on Usenet, and even advertise on Internet Relay Chat.

The Spam King

One of the people who read Canter and Siegel's book was Jeff Slaton, a Yellow
Pages sales representative at US West Direct in Albuquerque, New Mexico. Slaton
decided to try email marketing to see whether it actually worked.

During the spring and early summer of 1995, Slaton started collecting email
addresses, the addresses of mailing lists, and the names of Usenet newsgroups.
Then in July 1995 he let out his first spam. Appropriately enough, the message
advertised the plans for another weapon of destruction:

Fifty Years ago the first atomic test blast took place at the Trinity
test site in New Mexico.

I have a friend who just retired as the Associate Director of Los
Alamos Natl Labs in New Mexico.

We worked together to obtain the plans to the FAT MAN & LITTLE BOY
Atomic Bombs. (Unique commemorative, declassified and "just"
released!)

This is a "must have" for anyone interested in Science or
History.... Please let me know if you want a set of these
blueprints. I will email you with more details.

Before he sent out the messages, Slaton asked the management at his ISP, Route
66, if they would mind if he spammed the world from his account. Bob Kelly,
Route 66’s webmaster, said they would mind very much. “We said: Listen, this is
not the way to do it, why don’t you go read a book about making money on the
Internet instead of just being an asshole?”

What Kelly didn't realize was that Slaton had read such a book—it was simply the
wrong book. Slaton informed Route 66 that he would terminate his account at the
end of the month. Then, with just two days left on his account, Slaton sent out his
advertisement hawking the plans for the first atomic bombs.

The advertisements went everywhere. They went to Usenet groups that might wel-
come the information, like sci.energy and rec.pyrotechnics. They went to groups
that had nothing to do with the subject, like comp.os.msdos.4dos and sci.matbh.
And they even went into groups where the message might be considered to be
somewhat inappropriate, like a support group for people with brain tumors.

Slaton was unremorseful. The plans cost $18 plus shipping, he said, and “we sold
thousands and thousands of them all over the world.”
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Being a former Yellow Pages salesman, Slaton realized that his skills lay not in
marketing individual products. but in marketing advertising services. And with the
concept proved, Slaton decided to advertise his service in the best way he knew—
through spamming;:

From: SpAmKiNg@505-821-1945-new.LOW.rates!! (YOU TO CAN SAVES>>>)

Subject: Let Us Help You Spam the Net!

Organization: SpAmKiNg 505-821-1945 Spam King to the World!
Approved: spam-King

SPAM KING HAS NEW LOW RATES! POST TO LIST SERVE MAILING
LISTS. DIRECT E-MAIL. AND NEWSGROUPS! REACH 6 MILLION+ INTERNET
SUBSCRIBERS! CALL 505-821-1945!!

MASSIVE SPAMS! WE CAN SPAM AS MANY AS 7000 NEWSGROUPS AND
MAILING LISTS AT ONE TIME, SO THAT ALL SEE YOUR MESSAGE AT ONCE.

CALL US TODAY AT 505-821-1945. WE WILL SEND YOUR FIRST SPAM
OUT FOR FREE TO SHOW YOU HOW WELL WE CAN DO THE JOB. ADDITIONAL SPAMS
AT OUR LOW, LOW RATES. CALL US COLLECT FOR DETAILS AT 505-821-1945.

SPAM KING! YOUR SOURCE FOR SPAMS NETWIDE.

Flamboyant and irrepressible, the self-proclaimed “Spam King” pioneered many
techniques that are still used by spammers today:

e To limit the complaints he would receive by email. Slaton started sending his
spam out from fictitious email addresses and domains (e.g., SpAm-
KiNg@505-821-1945-new.LOW.rates.)

e To protect himself and his customers from harassment, Slaton made sure his
spams contained the phone numbers of voicemail boxes, rather than the num-
bers of actual phone lines.

e Because ISPs would quickly kill his accounts and then hold him liable for the
spams. Slaton would have his customers obtain throwaway Internet accounts
and then phone him with the username, password, and phone number he was
supposed to use.

e Slaton’s bulk-email program would send batches of email messages to the mail
servers of remote computers, which would then send individual messages.
This allowed him to send many more messages over a conventional dial-up
modem than would have been possible otherwise.

e In an attempt to minimize complaints, Slaton claimed he would maintain an
“opt-out” mailing list of people who would not receive spam messages. How-
ever, since he sent spams to mailing lists and newsgroups, there was no mech-
anism for the opt-out list to be honored (if it even existed).
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In the second half of 1995, Slaton sent out dozens—and possibly hundreds—of
spams for different customers, charging up to $495 “per insertion” for each. At one
point, Slaton said he was doing 15 spams per week. Among them, he sent out a
political advertisement for Scott Glasrud, who was running for a local elected
office in New Mexico; for the EUPHORIA TAPE, an allegedly mind-altering cas-
sette; and for Compass International Telecom of Boston, a long-distance reseller.
In many cases, Slaton’s customers became victims as they experienced the wrath
of the individuals on the Internet who received the unwanted messages.

As Slaton continued, and as others followed his lead, a growing number of Inter-
net vigilantes sprang up to battle him in response. Soren Ragsdale, a student at the
University of Arizona in Tucson, created an entire anti-Spam King web site with
Slaton’s photograph, his phone number and the number of his supervisor at US
West Direct. Others posted his age, mailing address, and Social Security Number to
the Usenet group news.admin.net-abuse.misc. The not-so-subtle message behind
these postings was that netizens should harass Slaton with all the legal, and possi-
bly illegal, means at their disposal.

Slaton said that all the publicizing attempts were really backfiring: whenever his
phone number was published, he said, he actually got more people calling him
and begging for his services.

Slaton even fueled the flames himself. Late in 1995, Slaton spammed an advertise-
ment for himself, adding that people could have their email addresses removed
from his database at a cost of $5. “That was actually a hoax,” said Slaton. "It was
designed to stir up the beehive, to create controversy. There were many, many
threads going on that issue, which I enjoy, because all of a sudden there was a
surge in business of people wanting to utilize my service.”

As Slaton continued, some Internet mailing lists were closed so that only people
who were actually members of the list could post. Others were set up to accept
mail only from a moderator. But Slaton just scoffed at such technical solutions. “It's
a band-aid approach,” he said in a phone interview. “It makes it a little more chal-
lenging for somebody who is committed.”

Sanford Wallace and Cyber Promotions

In the spring of 1996, a new spam master named Sanford Wallace appeared on the
scene and dethroned Slaton, taking the “"Spam King” crown for himself. Based in
Philadelphia, Wallace's operation, called Cyber Promotions, Inc., differed from Sla-
ton’s in several key respects. Unlike Slaton, who spammed through dial-up
accounts, Wallace obtained his own high-speed T1 connection to the Internet's
backbone. Whereas Slaton sent out email that came from apparently fictitious
domains, Wallace registered his own domain, cyberpromo.com. Saying that he
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wanted to legitimize spam mail, Wallace even offered direct bulk-mail services to
other spammers. It was as if he had carefully analyzed Slaton’s failure to gain legit-
imacy and drawn precisely the wrong conclusions.

Anti-Spam Vigilantes

Some people ignore spam. Others are simply annoyed by it. But some peo-
ple see spam as an attack on their community and counterattack by any
means necessary. Anti-spam vigilanteism is almost as old as spamming itself.
Back in the day of the first Internet chain letters, many people devoted
countless hours in selfless attempts to stamp them out. When Canter and
Siegel spammed Usenet with their “Green Card Lottery” advertisement, tens
of thousands of people sent complaints to them or their ISP, causing the ISP’s
news server to crash. But as spamming became more of a problem, anti-
spammer attacks became personally directed at spammers themselves.

Pairick Townson, moderator of the Internet TELECOM Digest, began an
aggressive campaign against Spam King Jeff Slaton after Slaton downloaded
TELECOM'’s subscriber list and added it to his own list. Townson published
Slaton’s voicemail number and his Social Security Number and suggested that
since Slaton saw no problem in sending irrelevant messages to TELECOM
Digest, perhaps Slaton “would see no problem with irrelevant messages
going to his voicemail.” Townson said, "I took the logic and put it in
reverse.”

Alex Bolt, a graduate student of mathematics at the University of California,
Santa Barbara, took a different approach. In 1994, Bolt started the “Blacklist
of Internet Advertisers.” Bolt's idea was to provide a single repository of
information about spammers—including their names, phone numbers, and
offensive behavior, so that “people who read it will punish the offenders in
one way or another.”

In recent years, vigilantes have resorted to a variety of techniques, many of
them illegal, to fight spammers. They have made harassing calls to spam-
mers’ home phones and have broken into spammers’ computers. They have
even attacked ISPs seen as being “friendly” to spammers, disrupting service
to both spammers and other, nonspamming customers.

Although spamming is probably not legal under U.S. law, neither are vigi-
lante actions against spammers. Indeed, in some cases the vigilantes have
actually broken more laws than the spammers whose actions angered them
in the first place. If you are contemplating taking retaliatory action against a
spammer, we urge you to speak with an attorney first.
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From the beginning, Wallace’s main target was America Online, the world’s largest
online service provider. Wallace harvested email addresses of AOL subscribers,
quickly building a list of nearly a million email addresses, then opened the flood-
gates, bombarding each person on his list with between two and five messages
per day. The messages were a mix of “get rich quick” advertisements, diet plans,
advertisements for spamming services, and “magazines” bundling several advertise-
ments together.

Casual users who logged on once a week to read two or three email messages
were finding their mailboxes flooded with spam. These customers complained
loudly to the online service. “The number of complaints about junk mail is larger
than we receive on any other issue. Over the course of a year, the junk mail issue
has gone from being a low concern to the number-one concern,” David Phillips,
AOQL’s associate general counsel, told CNET that summer.

But by the fall of 1996. AOL had started to develop its own defenses for dealing
with junk email. Since all of Cyber Promotions’ emails came from a few domains,
AOL developed a system that would block email messages claiming to be from
those addresses. The system, called PreferredMail, went into operation on Tues-
day, September 3. AOL users could choose to receive no email at all, no junk mail,
or every email message that was sent them. The default was to block junk mail. To
get it, the user had to check a box that said, “I want junk email!”

“We consider this a dirty trick on AOL's part,” Wallace told CNET later that month.
“People don't want them to play Big Brother. If a user doesn’t want email from us,
they can remove themselves from our list.” But AOL said that it had no other
choice: numerous customers who had tried to remove themselves from Cyber Pro-
motions’ lists found that the process didn't work.

On September 6, Wallace sued AOL, saying that the service, by blocking his email
messages, violated the First Amendment of the U.S. Constitution by abridging his
right to free speech. Cyber Promotions asked for a temporary restraining order that
would prohibit AOL from blocking its email. The federal judge hearing Cyber Pro-
motions agreed and ordered AOL to stop. But two weeks later, an appeals court
reversed the lower court’s injunction, reasoning that AOL, a private company, was
not bound by the First Amendment.

A month and a half later, Cyber Promotions was back in court again—this time
defending itself against lawsuits brought by CompuServe, Prodigy, and Concentric
Network. CompuServe demanded that Cyber Promotions stop sending email mes-
sages with CompuServe email addresses as the email’s return address; Prodigy
made similar demands. Wallace said that he needed to forge the email addresses to
get past AOL's filtering software. But CompuServe argued that forging “From:"
addresses was a form of fraud. since the email didn't really originate at Com-
puServe, and that it was a form of trademark violation, since the domain name
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(compuserve.com) contains a registered trademark. A judge tentatively agreed and
issued a restraining order against Cyber Promotions. Meanwhile, in the Concentric
case, another federal judge ordered Cyber Promotions to stop using Concentric’s
facilities to either send or receive email. Then on October 18, 1996, Wallace’s high-
speed Internet connection, a T1, was terminated by Sprint, his upstream ISP.

In December 1996, Wallace simultaneously settled with Prodigy and issued a state-
ment that he no longer needed to use CompuServe or Prodigy return addresses in
his spam mail because he had discovered another way to bypass AOL’s filters.
Instead of buying its own T1, Cyber Promotions claimed that it had made arrange-
ments with 50 different companies to “rent” their T1 lines for $1,000 a month and
had sent them a computer that would send email over their Internet connections
whenever necessary. To further bypass AOL’s filters, Wallace said that he was con-
stantly changing the domain names he used in his messages.

This pattern of lawsuits continued for a year. Wallace said that the lawsuits were a
conspiracy designed to put him out of business. In May 1997, he told CNET Radio
that the other Internet companies were angry at him because, while they were los-
ing money, Cyber Promotions had made money every month of its existence,
despite having to fight “five very high-profile cases.” The reason? “People are will-
ing to spend money to send bulk email.”

In August 1997, Wallace claimed that Cyber Promotions had more than 11,000 cus-
tomers. But the successful career of “Spamford Wallace,” as he had taken to calling
himself, abruptly collapsed a month later, when Apex Global Information Services
(AGIS) terminated a high-speed connection it had been leasing to Wallace since
1994.

AGIS had long known that Wallace was sending unwanted junk email. But rather
than terminate him in 1995 or 1996, the company had worked with Wallace to
legitimize unsolicited direct marketing email. And Wallace was far from the only
spammer using the company’s facilities. Besides Cyber Promotions, AGIS had also
provided high-speed connections to Integrated Media Promotions Corporation
(IMPC) and Quantum Communications, Inc. Then, in September 1997, AGIS
abruptly terminated the Internet connections of all its spamming customers. The
reason—AGIS itself was being attacked by anti-spamming vigilantes.

Wallace had almost reached the end of his rope. Having become one of the most
hated people on the Internet, there was no Internet backbone provider left that
was willing to sell him a high-speed circuit from which to send junk email. But
rather than give up, Wallace came up with a different solution. He decided to part-
ner with Walt Rines, president of Quantum Communications, Inc., and build his
own Internet backbone—the “spambone”—on which spam would be permitted
and even encouraged.
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The obvious problem with the idea of the “spambone” is that a network is valu-
able only if other organizations connect to it. Otherwise, the spambone’s cus-
tomers would simply be sending bulk email to themselves. But what Internet
provider would willingly connect to the spambone? Any provider that needed
cash, Wallace responded. Over the next four months, the Wallace/Rines partner-
ship evolved into a company called Global Technology Marketing, Inc. (GTMID),
which planned to give ISPs free high-speed connections and then pay the Internet
providers for each spam message they accepted. Companies could then pass these
savings along to their customers, effectively using spam to subsidize Internet
access. The venture was similar in concept to Juno, a U.S. email provider that
offers free access in exchange for the right to put an advertisement on each cus-
tomer’s screen.

Alas, GTMI never really got off the ground. A web site set up to publicize the
company was shut down by anti-spam vigilantes. Other attempts to publicize the
organization were similarly thwarted. But perhaps another reason was that GTMI's
business model of paying ISPs between 1 and 2 cents for each message received
would have dramatically increased the cost of sending spam messages. At a penny
a message, it would cost $10,000 to send a million pieces of bulk email—still a
bargain compared with conventional marketing techniques, but 20 times more
expensive than hiring a spammer to send a million messages and 500 times more
expensive than sending them out yourself. Realizing that it would have to appeal
to a difference kind of customer, GTMI announced that it would not spam for “get
rich quick” schemes or pornographers. Instead, the company hoped to attract
legitimate businesses as its customers and hoped to be able to provide them with
detailed demographics about the people who were being paid to receive the mes-
sages. But despite a $10 million contract signed with the ISP GetNet, it was clear
that the business would take a long time to build.

Wallace wasn't up to the project. On April 13, 1998, Sanford Wallace announced
he was retiring from the world of spam and would go back to his previous profes-
sion of marketing Philadelphia restaurants. A few weeks later, he also said he
would be serving as a consultant in several anti-spam trials being pursued against
other spammers. Appendix B, Cyber Promotions Timeline, provides a detailed his-
tory of Cyber Promotions.

But by that point, what Sanford Wallace did really didn't matter anymore. Spam-
ming had been democratized. Hundreds, and perhaps thousands, of individuals
had taken up the profession.
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Usenet and the Spam Cancelers

Email is a one-to-one communications medium: each message is sent from one
person and received by another. But Usenet is a one-to-many medium: each mes-
sage that is sent is transmitted to every computer on the network. For this reason,
spamming has always been a much larger threat to Usenet than it has been to
email; because each message is duplicated tens of thousands of times, a single
spammer can do far more damage.

Spam Canceling

Unlike with email, there is a powerful tool that Usenet users can use to counteract
spam: cancel messages.

Under normal circumstances, sending an email message is irrevocable—once it
has left the sender's computer and is en route to the recipient, it cannot be
rescinded. But posted news articles can be canceled by sending a second mes-
sage, called a “cancel message.” Cancel messages allow people to change their
minds and “cancel” something they've posted. Officially, only the author of a mes-
sage or his news administrator should send the corresponding cancel message. But
like normal Usenet messages, there is little security in cancel messages; because it
is easy to forge messages. any person on the network can cancel an article posted
by anyone else.

The ability of anyone on Usenet to cancel anyone else's messages left the network
open to a certain amount of abuse. Burt for the most part, abuse was minimal:
canceling other people’'s messages was seen as a rude thing to do, something that
could get your account terminated.

With the rise of spam, some people argued that there was suddenly a legitimate
reason for a person to cancel messages they did not originate. Clearly, spam
should be canceled. Others argued that this was a slippery slope: how do you tell
the difference between messages that are spam and messages that some people
simply don't like? What was needed, these people said, was a content-neutral
mechanism for measuring when a message was spam and when it wasn't.

In 1994, a programmer going by the moniker Cancelmoose wrote a program to
cancel Usenet messages automatically. The program scanned the Usenet and auto-
matically issued cancel messages for Usenet messages posted more than 50 times.
Cancelmoose later created a system called NoCeM (No See 'Em), which allowed
anyone on Usenet to issue cryptographically signed recommendations of messages
to cancel or hide. NoCeM is discussed in greater detail in Chapter 6, A User’s Guide
to Usenet Spam.
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Clearly, an article posted 50 times to 50 different newsgroups represents an abuse
of Usenet. What about an article posted only 10 times, but where each copy is
cross-posted to 9 different newsgroups so that the message is visible in 90 differ-
ent newsgroups in all? Shouldn't the mechanism for measuring spam take into
account cross-posting as well as the number of individual posts? In 1995, Dr. Seth
Breidbart, a 20-year veteran of the Internet and an avid Usenet participant,
invented such a mechanism: the Breidbart Index (BI).

To compute the BI of a news posting, simply add the square root of the number
of newsgroups to which each copy of the article was posted. For example, if 10
copies of an article are cross-posted to 9 newsgroups each, the BI is 10 times the
square root of 9, or 30. An article with a Bl greater than 20 has come to be consid-
ered cancelable spam.”

Over the following years, a number of other cancel services started up. Some
were automatic, while others were manual. The majority of the automatic services
adopted the BI as their technique for deciding whether something was spam.

With the advent of canceling, spamming Usenet essentially became a race between
the spammers and the cancelers. For the spammers, the goal was to flood Usenet
with as many of their spams as possible before the messages got canceled. For
the cancelers, the goal was to find all the spam as fast as possible and send the
cancel messages so that—it was hoped—the spammers would realize the futility
of their effort and give up. The only limiting factor in this war was the speed of
Usenet—how many messages could be transmitted in a given amount of time.

The Usenet Death Penalty

The spam cancelers hoped that canceling would be an interim measure. They
thought they had another weapon: terms of service agreements, adopted by ISPs,
saying that users were prohibited from spamming. The real solution to spamming
was to close spammers’ accounts and charge them damage fees.

Some ISPs enforced these terms-of-service clauses, but others didn't, and the
spamming problem continued unabated. By the middle of 1997, Usenet was show-
ing serious strain. At one point, as many as 60% of all messages sent over the net-
work were cancel messages for earlier spams. In many cases. different canceling
agencies simultaneously issued cancel messages for the same spam. But what was
most infuriating to the spam cancelers was that many ISPs who were not policing
their own networks were getting a free ride from the community’s efforts. Some-
thing had to be done.

* This means that a single article cross-posted to fewer than 400 groups is not considered spam. How -
ever. because of technical limitations in the Usenet software, such a cross-post 1s generally not possible
anyway, :
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In July 1997, Ken Lucke, creator of the stopspam.org web site. organized a Usenet
Death Penalty (UDP) against the UUNET ISP for not policing its news servers and
for harboring spammers. The idea of the death penalty was simple: Lucke and
others would simply run a program that would cancel every news message trans-
mitted from UUNET's news servers, spam and nonspam alike. The self-appointed
guardians of the greater Usenet community were simply turning their back on
UUNET and excluding it from their community. By canceling every message sent
from UUNET, they reasoned, the company’'s customers, no longer able to send
their messages beyvond UUNET's news server itself, would complain to UUNET.
and the company would be forced to change its policy.

UUNET refused to back down, and the UDP went into effect on August 1, 1997. A
few days later. UUNET gave in and said that it would start cracking down on
spammers using its resources. But when Lucke attempted to post his message
rescinding the UDP. that message itself was canceled—by pranksters, probably, or
anti-spammers who didn't think that the penalty should have been rescinded just
vet. Over the next few days, Lucke posted many more attempts to call off the
UDP, but each one was canceled. Ultimately, he was forced to distribute the mes-
sage through online news services such as news.com to get the message through.

After the UDP. the spam cancelers were generally happier with UUNET's behavior.
But spammers were still getting access to Usenet through other ISPs. The next
biggest spam source was CompuServe. which had the UDP imposed against it on
November 18. 1997. The cancelers imposed the penalty out of sheer frustration
when their attempts to communicate with the company’s news administrator had
been completely rebuffed. But the following day, with CompuServe’s news servers
effectively isolated from the rest of Usenet, the company was very eager to speak
with the cancelers. With communication in place. the penalty was immediately
lifted.

On February 19, 1998, Netcom was threatened with a UDP. This time the company
addressed the cancelers’ concerns. and the UDP didn't go into effect. In August
1998, a similar threat of UDP against mci2000.com was withdrawn.

The Cancel Moratorium

It was becoming apparent that the succession of death penalties was simply not
working. Usenet was crumbling. the anti-spammers thought. and the only way to
save it was to force the ISPs to police themselves. But ironically. the actions of the
anti-spammers masked the extent of the problem. The answer was simple: the
anti-spammers decided to go on strike 1o prove to the world how bad things were.
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The strike started on April 3, 1998. Although they continued to issue NoCeM
notices, many of the anti-spammers ceased issuing cancel messages, hoping to
force ISPs to implement better means to prevent their users from spamming.
Reporting on the results two weeks later, Chris Lewis, one of those involved in the
moratorium, noted that during the moratorium, spam volume jumped substantially,
overloading a number of news servers that did not have their own spam-filtering
mechanisms. Other ISPs implemented spam filters on their news servers with
excellent results. Although the Usenet spam moratorium officially ended on April
17, 1998, many of the spam cancelers decided to stop canceling indefinitely. But
other cancelers continued to operate.

In Their Own Words

How do spammers justify their actions? Here is a selection of statements from well-
known spammers and junk emailers:

From How to Make a Fortune on the Information Superbighway, by Canter and
Siegel:

...some starry eyed individuals who access the Net think of Cyberspace
as a community, with rules, regulations and codes of behavior. Don't you
believe it!... Along your journey, someone may try to tell you that in
order to be a good Net “citizen,” you must follow the rules of the
Cyberspace community. Don't listen. The only laws and rules with which
you should concern yourself are those passed by the country, state and
city in which you live. The only ethics you should adopt as you pursue
wealth on the Iway are those dictated by the religious faith you have cho-
sen to follow and your own good conscience.

A spammed advertisement for Jeff Slaton’s spamming services said:

I pulled ALL possible LIST SERVE MAILING LISTS and 14.000 NEWS
GROUPS on the Internet. I send out “just one E-mail”... LIST SERVERS
act as a postman and deliver your message to ALL members of the mailing
list... NEWS GROUPS are used in a similar fashion. I simply PULL the E-
mail addresses off the News Groups... You can also “post your mes-
sage” to the News Groups. Be prepared for Flames and Mail Bombs (large
files designed to clog up the server) to both you and your Service Pro-
vider. However, I have found that the so called “Voices from the Net” is
much overrated. Most people pay no attention if they have no interest.
People simply hit the delete key thereby eliminating the message. 1 might
add that this method is a whole lot better for the environment than filling
up our landfills with paper junk mail. However, your SERVICE PROVIDER
WILL react due to even the smallest amount of mail bombs it receives.
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WHY you ask? Service Providers get UPSET due to the fact that mail
bombs can overload, shut or slow down the Server. This temporarily
deprives some of their customer’s access. This tends to make them a LIT-
TLE TESTY! However, this is not as bad as it seems. ..

A suggested time to send out your huge mass posting is on a Monday
morning at 2:00 am. At that time there is less competition for bandwidth.
Furthermore, the Syops (system operators serve as monitors) are usually
not very awake on Monday morning. They are more likely to let your E-
mail slip by due to dealing with hundreds of posting to their Mailing List
from the weekend. It really pays to make your Subject Header something
that is “very generic.” Many Syops just look at the Subject header and
NOT the content before posting. When that happens ... You're in busi-
ness!

This Tip is MOST important! Make sure that you have an address and
phone number in your message for prospects to call or write. Remember
that your Service Provider will bump you off. Therefore, don’t count on
receiving any replies via E-mail . . .

The Net is totally unregulated and governed by something called “Neti-
quette.” However, you can within reason, disregard Netiquette because of
the constantly changing self imposed rules and hypocrisy of most of the
users. .. .

From an interview with Sanford Wallace, President of Cyber Promotions, Inc., by
Kathleen Murphy, in Web Week (September 29, 1997):

WW: Junk e-mail imposes costs on recipients for connect time and disk
space. Why should recipients, in effect, buy and run printing presses for
spammers instead of charging the sender?

Wallace: There are definitely cases where there are still people who pay
hourly charges, but that is quickly disappearing. You're seeing most
providers convert to unlimited access, and you're seeing POPs popping
up all over the place so people now have local access. As far as disk
space, there are filtering technologies being developed that eliminate junk
mail at the server level so that disk space is not wasted.

WW: If so many people like to get spam, why is it that spammers so often
forge their addresses and try to mask their identity and origin?

Wallace: What you're seeing is that on the Internet, it's so easy to com-
plain. Let’s say that a spammer sends out 20,000 messages from a $20-per-
month account. If that service provider gets one out of 1,000 complaints
on that mailing, that might be enough for the provider to say hey, this
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Spamming loday

Spamming has undergone a renaissance since the days of Canter and Siegel,
Slaton, and Wallace. Spamming is no longer the province of a few rogue computer
mavens. Instead, there is now a core of hundreds—and perhaps thousands—of
individuals and small businesses selling spamming tools and services. Understand-
ing their operation is critical to stamping out spamming.

The Players

A wide range of players is sending unsolicited messages on the Internet today.
Spam has been used to sell merchandise, advertise Internet services, and recruit
victims for scams. But it has also been used to raise money for the needy, pro-
mote political causes, and attack reputations. Like the Internet itself, spamming has
quickly become a form of mass communication experienced by millions. Unfortu-
nately, it's a form of communication that most of the participants would rather do
without.

Spammers-for-Hire

Many spammers on the Internet today are lone operators. By spamming, they can
reach millions of customers at very low cost. And the communication is decidedly
one-way, as the only way for the recipient of the spam message to contact the
sender is through a Post Office box number or a phone number that goes to a
voicemail system. Spammers typically charge a few hundred dollars for their ser-
vices.

A typical bulk mailer is Florida-based Eric Reinertsen, who operates the GOLF-
PROMO mailing list. In June 1998, Reinertsen sent out a bulk mailing promoting
his advertising services. We received one of his messages and engaged him in a
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dialogue about his operation. “I compile targeted lists (Over 3 million presently in
our database) and send your ad to millions of Golf enthusiasts around the world
or right in your town,” he wrote in a follow-up email message. “I charge $250. per
100,000 mails with quantity discounts available. The lists are acquired through
internet extraction with golf keywords and through newsgroups. There are 99.9%
Golfers on our lists but from time to time we get a non-golfer and they are
removed immediately.”

Reinertsen claims his customers get a response rate between 0.2% and 4%. “Most
are very happy to receive the mails because it is of interest to them as fellow
golfers and sports enthusiasts.”

Reinertsen frequently combines spamming with conventional web-based advertis-
ing. Of course, this can lead to some problems, because many web-hosting com-
panies will terminate the account of a customer who also engages in spamming.
But for Reinertsen, these policies are just another business opportunity. “We have
had some remote problems with complaints to the webhosts and have resolved
this problem by contracting with a bulk friendly server to host a mirror site for
your pages. This is charged at a cost of $75 per month while your ad is being run
or as long as you wish (1 month min.).”

Beyond golf, Reinertsen also claims to have 1.2 million travel-related names “and
some other assorted subjects and lots by state and country.” But because of the
nature of the business, it is nearly impossible for customers to verify or validate
the bulk mailer's claims. For example, we learned of Reinertsen because we
received his spam, even though we had no interest in golf. Reinertsen’s customers
have no real way of knowing how many of his three million email addresses actu-
ally belong to golf enthusiasts—or how many actually work, for that matter.

Customers of lone spammers tend to be small businesses or individuals who do
not know much about the Internet and are seeking a simple, low-cost way to
advertise. But sometimes there are exceptions. In 1997, for example, an adminis-
trator at a university in New Jersey hired a small firm to promote a conference on
the Internet that the university was hosting. Unknown to the administrator, the
promoter he hired was a spammer. The spammer obtained an account with a
small ISP in Maine and proceeded to send tens of thousands of email messages
over the course of a weekend, each one with the name of the university. Although
the promotion was effective, the kind of publicity the university received was ulti-
mately unwanted.
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Self-Spammers

Some small businesses engage in their own spamming. Two of the main kinds of
companies in this area seem to be pornographers and multilevel marketing firms.

Pornographers

According to some estimates, there are now more than 100,000 X-rated sites on
the World Wide Web, offering a wide assortment of pornography that is as varied
as human sexuality itself. Each of these sites needs some way to stand out. Many
of them employ spamming as one of their primary techniques for recruiting new
customers. Some of the unsolicited messages have suggestive "From:” and “Sub-
ject:" lines. Other spam messages contain actual pornography.

In some states and countries, sending unsolicited pornography over the Internet,
and especially sending it to children, may actually be a crime. But law enforce-
ment has not taken the challenge. Instead, the primary legal challenges to porno-
graphic spammers have been civil lawsuits from America Online.

Multilevel marketers

A multilevel marketing operation is one in which a business that manufactures a
product recruits distributors to sell its product. But instead of having its distributors
sell the product directly to end users, the distributors in turn recruit second-level
distributors, who might in turn be told to recruit third-level distributors. Multilevel
marketing dramatically increases costs to the end user. These business operations
allegedly make money by controlling access to highly desirable goods for which
consumers are willing to pay very high prices. They can also make money by find-
ing a large number of second- and third-tier distributors who are willing to risk
their capital by preordering large amounts of merchandise.

Some muliilevel marketing schemes are legal in some countries but not in others.
Others are always illegal. In general, the specific details of the particular scheme
and the location of its operation determine whether soliciting new “distributors™ is
or is not a criminal offense.

Telefriend, based in Spokane, Washington, is one company that has used bulk
email to find a group of distributors for a multilevel marketing opportunity. “We
represent two companies: a uniquely mixed nutrient line and a cancer-ingredient
free personal-use type line,” says Dan O'Neil, a spokesperson for the company. In
other words, upscale vitamins and “natural” beauty aids such as skin creams and
deodorants.

In the spring of 1998, Telefriend sent out 150,000 email messages in the course of
6 weeks and recruited 31 people to represent its product. “In email marketing,
that's not bad,” says O'Neil.
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The Players B

In March 1998, America Online published its “10 Most Wanted Spammer
List.” The list included the names of spammers “who have persisted in send-
ing junk email to AOL members despite AOL’s demands that they stop.” The
list included:

1.

. Paragon Marketing (pornography and non-pornography)

10.

AOLs 10 Most Wanted Spammer List

The “Notoriously Nasty” Spammer (pornography)
Sample Text of Email: “FREE - Over 7400 Adult Sites you can access with
just one password”

The LoseWeight Center (weight-loss gimmicks)
Sample Text of Email: “Succeed in Achieving your #1 Resolution!”

Lovetoys Productions (pornography)
Sample Text of Email: “FREE ADULT VIDEO WITH ANY PURCHASE!"”

CN Productions (pornography)
Sample Text of Email: “Our live sex shows will make your computer
screens SIZZLE”

Internext (pornography)
Sample Text of Email: “Live Florida Beach Babes do it all right in your
browser...”

AMYV, Inc. (pornography)
Sample Text of Email: “8 ALL LIVE - ALL NUDE SHOWS”

Softcell Marketing, Inc. (pornography)
Sample Text of Email: “The Mega Sex Site of All Time is Free”

Sample Text of Email: “NEW ADULT WEB SITE WITH HOT LINKS!!!”

American Eagle/PMA (bulk-mail software)
Sample Text of Email: “80 Million Addresses”

Springdale Publications (non-pornography)
Sample Text of Email: “What Airlines Don’t Want You To Know!!!”

Tools Vendors

A growing industry is feeding the spammers-for-hire and the self-spammers with
spamming tools such as bulk-mail software, lists of email addresses, and software
for “extracting” email addresses from the Usenet and web pages.

Newport Internet Marketing, based in northern California, is a typical bulk-mail
tools vendor. Although Newport engages in bulk-mail operations, it does so only
to advertise its software, which costs $129 “and allows you unlimited bulk emails
for a lifetime,” says Robert Alan, one of the company’s owners.
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Newport's software can be downloaded from the company's web site and set up
in less than 15 minutes. Also on the company’s web site are 35 million email
addresses, broken down into 60 different files. Customers can download these files
at will and use them for mailing purposes. Alternatively. they can extract their
own email addresses.

Business was booming in the spring of 1998 for the three-person company, said
Alan. “There is a demand for it,” he said. “People want a good way to advertise. A
free way to adverntise. This is just like direct mail, except it is electronic.”

“My opinion is that everyvone doesn't like it [spam email] because they realize we
are doing it for free. If they thought we had to pay to send it out, they wouldn't
care.”

The Technology

Despite the diversity of spammers today, the technology thev employ is remark-
ably similar. To succeed in sending millions of unsolicited email messages, all a
spammer really needs is a list of email addresses and a means to send the mes-
sages out. In practice, this translates to the following:

1. The spammer needs an Internet connection from which to collect addresses
and send messages. The ideal Internet connection is a low-cost. flat-rate con-
nection that doesn’t charge per message sent or limit the amount of outgoing
bandwidth the spammer can use. Most spammers prefer dial-up PPP connec-
tions because they are difficult to monitor and because it is easy for a PPP
user to forge reply addresses. The ideal ISP is large enough to handle all the
outgoing messages the spammer plans to send, but inexperienced enough not
to have a policy against spamming or a way to recover damages written into
its service contract.

)

Once a connection is secured, the spammer needs to collect a large list of
valid email addresses or newsgroups. Email addresses can be harvested from
a variety of publicly accessible places on the Internet. Popular sources of
email addresses are headers of Usenet news messages. headers of messages
on mailing lists to which the spammer subscribes, listings on web pages, and
complete subscription lists from improperly managed mailing lists. Spammers
also buy and trade lists. Putting together a list of newsgroups is much easier. A
list of active newsgroups can be downloaded from any news server or by FIP
from major Usenet sites.

3. The spammer now needs a message to send. Many spammers start business
by sending a message advertising their spamming services.
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4. The spammer needs a program that will send a message to every email
address or newsgroup on the list. Such programs are easily written or can be
purchased. The spammer can choose to send the messages directly from his
machine to the recipient or, alternatively, vector the messages through a third
party.

5. The spammer needs to provide a way for interested recipients to contact the
spammer or send money. Most spamming services use P.O. boxes or voicemail
boxes, which allow them to engage in two-way communications without
revealing their real names or addresses.

6. If the spammer wants to stay in business, he needs some way to prevent com-
plaints to his ISP. Complaints may result in the ISP’s terminating his account,
billing him for time spent responding to complaints, suing him, etc. One way
to avoid complaints is to disguise (forge) the message sender or other delivery
information so that simply replying to the message won't work. Another is to
find a spam-friendly ISP that’s willing to ignore complaints. Yet another is to
promise that only one message will be sent or that recipients can “opt out’
and remove themselves from the mailing list by replying to a special address.

Clearly, spamming is easy. That's why it's on the rise today. In the rest of this
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