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Foreword

When I began working with Orchestrator in 2007, shortly before VMware's
acquisition of the Swiss-based company, it was a Dunes product named Virtual
Service Orchestrator that had very little in the way of actual documentation.
This presented me with quite a challenge in learning the ins and outs of such a
powerful tool.

Fast-forward eight years, and we see numerous blogs focused on VMware's vRealize
Orchestrator as well as multiple products that are built on top of it and which rely
on its powerful orchestration engine. Additionally, we see a thriving community
that has continued to grow around the product as the Orchestrator sheds its old
nickname of being VMware's best-kept secret. It gives me great pleasure to see
Daniel's work on vRealize Orchestrator Essentials come together to help Orchestrator
developers quickly become more productive. I only wish that such a book, or even

a fraction of this level of detailed documentation, was available back when I started
working with Orchestrator.

I wish you all the best for your integration and automation projects powered by
Orchestrator. This book is sure to help you get a good start with the product!

Burke Azbill

Consulting Architect, LiVefire Solutions and Services
VMware, Inc.
@TechnicalValues / www.vcoteam.info
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Foreword

If there is something that I did right from the beginning of my IT career, it was
automation and integration. Coming from a development background, it was natural
for me to script or develop small tools to automate most of the manual tasks that our
team had to accomplish. It was the mid-1990s and this required using a combination
of scripting and programming languages.

Later, the IT field evolved by providing Application Programming Interfaces to
get information and perform remote operations. Simpler scripting languages were
released to make these easily consumable, and virtualization provided the agility
that was missing in the automation of a lot of datacenter operations.

Streamlining these operations as modular, reusable, and highly available workflows
is what VMware vRealize Orchestrator brought to the equation.

After being prominently used not only by service providers to build their public
cloud offerings, but also by various enterprises for their private cloud, Orchestrator
is fast becoming a core component of several VMware Software-Defined Data Center
capabilities such as self-service provisioning, custom services authoring, DevOps,
and automatic remediation. The Orchestrator workflows that power these can be
leveraged to design your own custom automation and integrations.

In 2014, Daniel Langenhan wrote VMuware vRealize Orchestrator Cookbook. This is

the most comprehensive book to date that covers Orchestrator. With Orchestrator
being used more broadly within different IT job roles, a need for an entry-level

book arose. This is now being covered by VMuware vRealize Orchestrator Essentials.

It explains the Orchestrator architecture and steps through its installation,
configuration, workflow design, and packaging from a newcomer's perspective.

By leveraging it, you will get to grips with the basics of Orchestrator and be ready to
implement your own automation and integrations.
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I have been working with Daniel Langenhan for the past six years, and I am
delighted that he managed to share the great amount of knowledge and experience
that he acquired by delivering orchestration solutions to our customers so that you
can unleash the power of Orchestrator.

I wish you all the best for your workflow designs and deployments.
Christophe Decanini

Consulting Architect

VMware Global Technical and Professional Services
Office of the CTO Ambassador

@vCOTeam / vCOTeam.info
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Preface

This is the second book that I have written on the subject of vRealize Orchestrator,
the first being the vRealize Orchestrator Cookbook. The cookbook covers a lot of ground
and is pretty full on. So we came to the conclusion to write a book that covers more
of the essentials of Orchestrator and helps novices get an easy start.

This book focuses on the basic skills that you need to learn to use Orchestrator.
When you've worked through it, you will know enough to create workflows and

use them productively as well as share them with the rest of the community. In

this book, I tried to keep the focus on the essential skills, and I will explain about
backgrounds as much as possible. The book can be regarded as a training class where
we build up our skills from one chapter to the next. We will develop a new workflow
and then constantly improve it to understand and implement new topics.

Please note that VMware vRealize Orchestrator was renamed from vCenter
Orchestrator in late 2014 and is not a new product. In this book, we will just
use the name Orchestrator.

This book has been written with vRealize Orchestrator 6.02, but almost everything
discussed in this book is applicable to the older versions as well. The following table
gives you an overview of what won't work in which version:

vCenter Orchestrator 4.x No Web Client integration
(vCO) No REST
5.1.x No debug mode

General improvements in usage

5.5.x General improvements in usage
vCO Appliance

Cluster support

[ vii ]
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vRealize Orchestrator 55.2 Switch workflow element
(VRO) Default Error
6.0.x The book is based on this version
No Webviews
SOAP deprecated

What this book covers

The best approach towards this book is to start at the beginning and work your way
towards the end. I also recommend that you try out each example, as this will not
only increase your skill, but also your understanding.

Chapter 1, Architectural Overview, covers all the questions regarding the sizing,
connection ability, and plug-ins of Orchestrator.

Chapter 2, Deploying and Configuring the Orchestrator Appliance, shows you how to
install and configure the vRO Appliance.

Chapter 3, Integrating Orchestrator with vSphere, deals with connecting and using
Orchestrator with vSphere Web Client.

Chapter 4, Working with Workflows, is an introduction to how to start and schedule a
workflow as well as deal with the outcomes.

Chapter 5, Combining and Modifying Workflows, shows you how to build your own
workflows by using the existing ones from the huge library that is a part of
the product.

Chapter 6, Advanced vRO Scripting with JavaScript, will go through ways to improve
your scripts by using JavaScript as well as arrays and actions.

Chapter 7, Improving Workflows with Presentation, shows you how to make workflows
not only more user-friendly, but also less prone to error entries.

Chapter 8, Errors, Logs, and Debug Mode, introduces you to the usage of logs and
error handling. We also discuss the Orchestrator debug mode.

Chapter 9, Packing It All Up, looks into the creation, export, and import of packages
and workflows.

[ viii ]



Preface

What you need for this book

This book has been written with vRealize Orchestrator 6.02 Appliance.
However, as mentioned earlier, you can also use the vCenter 5.5 Appliance.

If you have a valid VMware vSphere or vCenter standard license, you automatically
own Orchestrator. You just have to download the appliance.

To use this book, you will need a VMware vSphere vCenter. You can use the
trial version that is available for download at www. vmware . com. Please note that
at the time of writing this book, the vSphere 6 trial version gives you no access to
vRealize Orchestrator.

Who this book is for

This book is aimed especially at Orchestrator novices. You should be a reasonably
experienced vSphere administrator. A basic understanding of the VMware vSphere
terms and concepts will be helpful.

We made sure that the book is especially suitable for beginners. The team of
technical reviewers consisted of not only the two most respected people in the
world of Orchestrator, but also a total novice in Orchestrator.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Click here to start the Orchestrator Java Client. You can also access the Client
directly by browsing to https://[IP or FQDN]:8281/vco/client/client.jnlp."

A block of code is set as follows:

var myOutput = new Number () ;
myOutput = 5;

[ix]
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New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "It's always
a good idea to read the Release Notes to understand changes to the current version."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

[x]
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To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across

all media. At Packt, we take the protection of our copyright and licenses very
seriously. If you come across any illegal copies of our works in any form on the
Internet, please provide us with the location address or website name immediately
so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questionsepacktpub.com, and we will do our best to address the problem.

[xi]
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Architectural Overview

In this first chapter, we will have a look at what Orchestrator actually does, where
it fits into the VMware world, and how it can be used. We will cover the following
topics in this chapter:

*  Whatis VMware Orchestrator?
*  Orchestrator plug-ins

* Licensing

* Compatibility and binaries

e Additional sources for information

What is VMware Orchestrator?

VMware vRealize Orchestrator is the latest iteration of the Orchestrator product that
VMware started shipping with vSphere 4.

Most users new to VMware have problems understanding how Orchestrator fits into
the VMware landscape and what it can be used for. So, let's have a closer look at this.
We will start with the history of Orchestrator, then look into its features, and finally,
how to expand its possibilities using plug-ins.

A short history of Orchestrator

Orchestrator started its life as Virtual Service Orchestrator (VS-O) with a small
company named Dunes in Lausanne, Switzerland. In 2007, VMware bought Dunes,
renaming the product as VMware Orchestrator (VMO), and then introduced
Orchestrator into vSphere 4.0 as vCenter Orchestrator (vCO). Orchestrator's first
stage debut was with VMware Lifecycle Manager, which used Orchestrator to
automate the virtual infrastructure life cycle.

[11]




Architectural Overview

Orchestrator itself never really received the spotlight until the recent launch
of VMware vCloud Automation Center (vVCAC). In the beginning, vCAC used
Orchestrator only as an extension, but with version 6.1, it became the central
tool for automation.

In October 2014, VMware renamed vCenter Orchestrator (vCO) to vRealize
Orchestrator (VRO) to align with their new strategies. vRO is not a new product;
it is just the new name of vCO. VMware also renamed vCAC with version 6.2 to
vRealize Automation.

Due to the renaming, we will only refer to vRO as Orchestrator
= in this book.

In vSphere 4.x and 5.x, Orchestrator was automatically installed when one installed
vCenter. Orchestrator began its life as a Windows install, which was finally phased
out with the introduction of vSphere 6. With the start of vSphere 5, a Linux-based
Orchestrator appliance was introduced, which now remains the only Orchestrator
installation that is officially available.

Since the introduction of vRealize Automation, Orchestrator has become the focus
of a lot of development and attention from VMware and others. More vendors have
released plug-ins for Orchestrator and many have been discovering Orchestrator as
an innovative solution for their automation needs.

Features of Orchestrator

Most vSphere administrators don't know about Orchestrator, or underestimate
its possibilities.

In essence, Orchestrator is a visual scripting tool using JavaScript. The programs/
scripts that one creates with Orchestrator are called workflows. Each workflow
consists of little building blocks called workflow elements. A workflow element

can be a workflow, an action (a JavaScript script), or one of many other predefined
commands. We will work with workflows in Chapter 4, Working with Workflows, and
start creating our own workflows from Chapter 5, Combining and Modifying Workflows,
onwards. Orchestrator comes with a large library of precreated workflows that cover a
lot of the typical administrator work, such as creating VMs or connecting CD-ROMs.

A user can interact with Orchestrator either using the Orchestrator Client,

a Java executable, via the vCenter vSphere Web Client or through websites that

use the Orchestrator API. Orchestrator uses a full REST API (the SOAP API was
removed in 6.x) so tools such as vRealize Automation (VRA) can easily communicate
with Orchestrator.

[2]




Chapter 1

Orchestrator uses a plug-in architecture to expand its base usability, enabling it to
not only interact with various VMware products but also integrate with a range of
other products. There are plug-ins to interact with hardware from vendors such as
HP, Cisco, EMC, and NetApp as well as with other automation solutions such as
Puppet and Microsoft SCOM or Microsoft SCVMM. We will discuss plug-ins a bit
further down the track.

The following figure shows how one can interact with Orchestrator and how
Orchestrator interacts with other solutions:

User

> vRealize Automation
(vCloud Automation Center)

Orchestrator ¢
client v
'-.__*- .
Orchestrator Web client
e Pades vSphere
(For example: WaveMaker) = st atire
OAP Plug-ins

Third party infrastructure
(For example: AD, mail, AMQP, SNMP, F5)

By executing Orchestrator workflows, one can interact with any Orchestrator
technology integrated into Orchestrator. As this still sounds pretty complex,
here are some examples:

* Using the vCenter vSphere Web Client, right-click on a cluster to schedule
the deployment of a VM using an Orchestrator workflow

* Use an Orchestrator workflow to configure the CISCO UCS hardware of
an ESXi server, and then automatically roll out an ESXi installation using
VMware Autodeploy

* Connect to your EMC or NetApp storage and use an Orchestrator
workflow to configure a new datastore and mount it directly on all ESXi
hosts in a cluster

[31]
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* Schedule an Orchestrator workflow that runs a PowerShell script against all
Microsoft servers to collect information and then send that information via
e-mail

* Intercept an SNMP trap and automatically trigger the execution of an
Orchestrator workflow

VMware has been releasing Orchestrator plug-ins for most of its products. This
allows you to create workflows that tie all the VMware products together making it
possible to easily create interactions between VMware products using a single tool.

The following figure shows all currently existing VMware plug-ins that Orchestrator
can use. The green dotted line also shows which VMware products can start
Orchestrator workflows.

Ccnﬁg uration Manager

vRealize O chestrator

vRealize Automation /
wCAC

Configuration Manager

Orchestrator

U pdate Manager

Service Manager

vCloud Director (vC D)
autodeploy

An example of plug-in interaction could be to create a VM in vSphere and configure
it with a dedicated network using NSX, and then configure this VM automatically for
SRM. Or another way around would be to use an SRM recovery step to execute an
Orchestrator workflow via the API to launch some network configurations in NSX.

So what it comes down to is that Orchestrator is a central tool from which one can
control, trigger, and drive separate products in your environment.

[4]
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More about plug-ins

The real strength of Orchestrator lies in its ability to use plug-ins. Plug-ins can be
written by anyone, as VMware publishes a guide on how to write them along with
an SDK to help you get started. Plug-ins are mostly written by vendors to make it
possible for Orchestrator to access their product. An unofficial full list of all existing
plug-ins can be found at http://www.vcoteam.info/links/plug-ins.html.

Additional to this, there is the official plug-in site, the VMware solution exchange,
where you can find more plug-ins that are vendor-specific or may require licensing;:

https://solutionexchange.vmware.com/store/category groups/cloud-
management

Examples of vendors that have plug-ins are BMC, Chef, CISCO, Docker, EMC, F5,
Hitachi, HP, IBM, Infoblox, NetApp, Puppet, and Riverbed.

If there is no plug-in for a program you use, you could always use SOAP, REST,
SSH, Mail, or PowerShell to access this program and integrate it into Orchestrator.
Another possibility is to use Dynamic Types. Dynamic Types help you construct
types and Orchestrator inventory entries enabling you to build XaaS (Anything as a
Service). Have a look at Christophe Decanini's posts and examples:

http://www.vcoteam.info/articles/learn-vco/281-enabling-vcloud-
automation-center-xaas-with-vco-dynamic-types.html

Orchestrator itself comes with quite a lot of plugins preinstalled. The following
screenshot shows all the plug-ins that vRealize Orchestrator 6.0.2 comes with:

( Plug-ins installed in the server ﬁ‘
Plug-in Name Verzion | Description
SMNMP 1.02 Simple Network Management Protocol plug-in for vCenter Orchestrator
LY Powershell 1.0.6 Power Shell Plug-in
L. Met 551 Wrapper to Jakarta Apache Commons Met library
b 2maP 1.04  AMQP Plug-in
=it WML 551  XMLPlug-in
Eﬂ Enums 551 Common enumerated types
ﬂ" SOAP 1.0.3  SOAP plug-in for vCenter Orchestrator
Configurator 6.02  Configuration plug-in for vRealize Orchestrator
[ Mail 551  Mail Plug-in
2| DynamicTypes 1.01 Dynamic Types plug-in for vCenter Orchestrator
Bl ssH 7.01 38H plug-in for vRealize Orchestrator
M AD 1.06  Active Directory
O WCO 6.02 vRealize Orchestrator Multi-Mode Plug-In
Library 551 wCO Library
VC 6.02  vCenter Server
(ﬁ. REST 1.08 REST plug-in for vRealize Orchestrator
“T Workflow documentation 5.5.1 wCO Workflow Documentation Plug-In
@ SQL 114 VMware vCenter Orchestrator SQL Plug-In
\ J
[5]
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Architectural Overview

In this book, we will work with the vCenter plug-in. All other plug-ins
are discussed in detail and with example workflows in the VMware vRealize
Orchestrator Cookbook.

Obtaining Orchestrator

Now that we know what Orchestrator does, we should have a look at licensing and
how to actually get a copy of Orchestrator.

Licensing

Orchestrator is licensed with vCenter. You need at least a vSphere Standard licensing
to use Orchestrator. Although Orchestrator is not available with the Essentials and
Essentials Plus licensing, it can be operated in Player mode only. This limits your
usage to executing existing workflows and prevents you from editing or creating
them. All other licensing models allow you to use Orchestrator with all its features.

Downloading

As already stated, Orchestrator was available as a Windows install in versions 4.x
and 5.x. With the introduction of Version 6.x, the Windows installable has been
retired. In Version 5.x, a Linux-based appliance was introduced, and it is now the
only available version of Orchestrator.

Please remember that Orchestrator 5.x is called vCenter Orchestrator
s (vCO) and Orchestrator 6.x is called vRealize Orchestrator (vRO).

If you are using vSphere 4.x and 5.x and you have installed vCenter, you will
already have had Orchestrator installed as well. To enable it, you just need to start
the required service in Windows. Due to the retirement of the Windows install, this
book will not cover this method; however, it is described in the VMuware vRealize
Orchestrator Cookbook.

The Orchestrator appliance can be downloaded from the VMware website. You will
find it in the vSphere downloads.

[6]
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Compatibility

The VMware compatibility matrix shows that vRealize Orchestrator 6.0.2 is
compatible with vCenter Server 5.1, 5.5, and 6. That said, you need to be a bit more
careful; SSO has been changed quite a lot between vSphere 5.1, 5.5, and 6, so there
still are some problems. Best practice dictates that you should stay with the same
versions. You can use VRO 6 with vCenter 5.5 or 5.1, but you should replace the
vCenter plug-in and that's not that easy.

For a beginner, I would suggest you stick to any of the following combinations of
vSphere, vCenter, and Orchestrator:

vSphere vCenter Orchestrator
6.0 6.0 vRO 6.0.2
5.5 5.5 Update 2e | vCO5.5.2.1
51 5.1 Update 3a | vCO5.1.3.1

In this book, we focus on vSphere 6 with Orchestrator 6.

The Orchestrator architecture

By "architecture", IT people mean the framework, the items that make up the piece
and its surroundings; basically, the same way as a "normal" architect who builds
houses. The architecture of a house decides how it is built, how it fits together, and
how it works in the context of its surroundings.

When talking about an IT product, we normally look at things like its limitations,
its properties, what it depends on, and what it needs. The following figure shows
Orchestrator and its dependent components.
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The figure also contains the dedicated technical user account svc_vRO that is used to
connect Orchestrator to other components.

“"
2
o

svc_vRO

Sendiget
email

Orchestrator client

§ - Q - Wi
» eb page
o —] svc vRO Configurator E
= . VROAdmin
Group: VRO Admins VCSI“I[B“I ‘-‘\d&"‘\p Orchestrator
Users: vROAdmin "._ {{\0‘:\
ave vRO ) P
£

Database

Authentication

Another part of the architectural view is how Orchestrator authenticates users.

Authentication is the topic that describes how Orchestrator knows that a certain

user can access it and what he is allowed to do. Since VMware introduced SSO
(Single Sign on) in vSphere 5.1, it should be considered the preferred method for
Orchestrator authentication. However, Orchestrator is also able to use AD and LDAP
for authentication. We will configure Orchestrator with SSO in the next chapter.
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Dedicated service account

After we have talked about authentication, we should also talk about a dedicated
service account. What this means is that when Orchestrator itself needs to
communicate with another service, for example the vCenter server, it should use
a user account only used by Orchestrator. This is a pretty common practice in
Enterprise systems and allows for easier reading of log files if there is a problem.

You can use one dedicated user for all services, as shown in the figure earlier,

where the same technical user svc_vRO is used for vCenter, database, and e-mail.
Alternatively, you can have one user for each service, a different user for e-mail, and
one for the database connection.

Database

Orchestrator needs a database. The Appliance comes with an internal database
(PostgreSQL); however, for production use, you should consider using a dedicated
MS SQL, PostgreSQL, or Oracle database. If you are using Orchestrator in a
production environment, you want to make sure that the database is backed up the
same way your other important systems such as vCenter are.

VMware infrastructure

In theory, you can use Orchestrator without any VMware infrastructure around
it; however, that's not fun. You should have at least a complete VMware vSphere
environment consisting of a vCenter server and ESXi hosts. Orchestrator itself is
a core component for VMware vRealize Automation (formally known as vCenter
Automation Center, vCAC).

Other services

Other services that help make Orchestrator more productive are E-mail
(SMTP system) or SNMP. This allows you to send e-mails from Orchestrator
to users, notifying them about workflow executions and errors.

You can also access a POP or IMAP account via Orchestrator using the mail
plug-in. This allows you to send e-mails to the Orchestrator server in order to
execute workflows.

[o]
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Limitations

Orchestrator is not almighty; there are still some limitations you should know
about. vRealize Orchestrator version 6.0.2 has the following limitations when
left unconfigured:

Maximal concurrent connected vCenters 20

Maximal concurrent connected ESXi hosts | 1280

Maximal concurrent connected VMs 3500

Maximal concurrent running workflows 300

Steps may be taken to increase these values, but this topic is beyond the scope of this
book and is covered in the product documentation.

So what to do if you need more than this? Easy; use the multinode plug-in to use
more than one Orchestrator instance at the same time.

If you are using Orchestrator as your main tool for production, you might

want to consider clustering it. Clustering provides high availability (HA) and

load balancing of the number of workflows but does not increase the maximum
connected vCenters / ESXi hosts / VMs to each Orchestrator. Clustering is not part
of this book; however, you can find it in the second chapter of VMuware vRealize
Orchestrator Cookbook.

Additional sources for Orchestrator

Working with Orchestrator became much simpler in the last year. As more and
more people and companies adopt Orchestrator for their automation, many more
publications and posts are created. The following listing is essentially a snapshot of
the most used resources.

Documentation

The official documentation for Orchestrator can be found on the VMware website.
Go to https://www.vmware.com/support/pubs/orchestrator pubs.html.

Please note that you can select the version you want to have the documentation
for. It's always a good idea to read the Release Notes to understand changes to the
current version.

[10]
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Books

There are not that many books on Orchestrator. Actually, there are only three books
that I know of, counting the one you are reading right now.

The first one that was widely recognized was Cody Bunch's book Automating vSphere
with VMuware vCenter Orchestrator published by VMware Press Technology. The
book is based on version 4 of Orchestrator, but is still valid for most of its content.
Cody has some really good explanations and examples; however, a lot of the topics
discussed and what is captured in that book will look different or might not work in
the way described in version 6.

The other book about Orchestrator is VMuware vRealize Orchestrator Cookbook that I
authored, and was published by Packt Publishing in February 2015. It covers a lot

of ground and if you are a total beginner, it's better to start with the book you are
currently reading. In that book, we talk a lot more about specific plug-ins and how to
use them. It comes with more than 100 workflows that can be directly used. The book
was based on version 5.5.x and 6 of vRealize Orchestrator.

There are many more books on JavaScript. Packt has published many JavaScript
books. A book for beginners is Thinking in JavaScript, which also has the added bonus
of being free. Another one is Learning JavaScript Data Structures and Algorithms.

In this book, we will introduce you to JavaScript in Chapter 6, Advanced vRO Scripting
with JavaScript.

VMware community

The VMware Orchestrator community is quite big and very active. You will find
it under:

http://communities.vmware.com/community/vmtn/vcenter/orchestrator

Here you can ask questions, find answers, and in general, obtain a lot of help. I
recommend anyone looking for VMware related queries to start here.

[11]
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Websites

There are quite a lot of websites and blogs that cover Orchestrator; we can't mention
everyone, so here are the author's and tech reviewers' choices:

* http://www.vcoteam.info/: This is Christophe Decanini and Burke Azbill's
website. It contains a lot of topics starting from very basics up to some
specialized plug-in handling. If you like to learn new things this is where you
will probably find it.

* http://kaloferov.com/blog/: This blog contains extremely useful code
examples especially for PowerShell.

* http://www.vcoportal.de/: Joerg Lew has been working with Orchestrator
since 2004 and has collected an amazing amount of useful tips.

* Websites that help you learn JavaScript are plenty. I personally find
http://www.w3schools.com/js/ areally useful page.

Google searches

If you are looking for help on Orchestrator, one of the first things to do is search for
the problem in Google. To help you find better results, you can use the following
tricks (replace [problem] with what you are looking for):

* (vCO OR VRO OR Orchestrator) [problem]:Due to the renaming of
Orchestrator, a lot of posts and blogs still use the old naming —vCO (vCenter
Orchestrator). Using Google and the uppercase OR, you can search for the old
as well as the new name.

* site:communities.vmware.com [problem]:The site: tag will make sure
that Google only looks inside the VMware communities.

Summary

In this chapter, we had a quick look at all the basic information that you need to
know about Orchestrator. We covered what it does, how it does it, and where to
download it from. We also looked at how to get additional information and help
for Orchestrator related questions.

In the next chapter, we will deploy and configure the vRealize Orchestrator
appliance.
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Deploying and Configuring
the Orchestrator Appliance

The Orchestrator Appliance is a Linux-based appliance that comes completely
preconfigured and ready to run. An appliance is basically a fully installed

and configured VM with an operating system, also known in the industry as
shrink-wrapped. In this chapter, you will learn how to deploy the appliance

as well as base configure it. Along the way, we will look at the following topics:

Downloading vRO

Installing vRO

Accessing Orchestrator

Base configure the Orchestrator Appliance

The Orchestrator configuration tools

Preparations

Before we start, we should get our heads around a few things.

Downloading the appliance

First of all, we need to download the appliance in the OVA format from the
VMware website:

1.

Open a browser and visit www . vimware . com.

2. Click on Downloads.

3. Select Download Product next to the VMware vSphere section.
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4. Scroll down to standard and then click on Go to Downloads next to

VMware vRealize Orchestrator Appliance

5. Scroll down until you find the OVA download, as shown in the following

screenshot:

VMware-vCO-Appliance-6.0.2.1-2707386_OVF10.ova
File size: 868 50 MB Download Now
File type: .ova

Read More

Download Manager

Now, click on Download Now.

You will be asked for your VMware credentials. Enter them and click
on Log In.

Agree and click on Accept for the EULA.

Download the OVA to a location from where you can access vCenter
(or on your desktop if you are using VMware Workstation).

If you don't have a valid VMware license, you can acquire an evaluation license for
vSphere. At the time of writing, there is no specific Orchestrator trial available, but
Orchestrator can be used with the free vSphere trial version.

To do so, perform the following steps:

1.

SRS

Visit www . vmware . com, the VMware webpage.

Browse Products | vSphere.

Select Try for Free.

If you have a VMware account, log in now. If you don't have one, create one.
You should receive an email with your evaluation license key.

Now, follow the previous set of instructions.

Appliance's size requirements

Orchestrator Appliance 6.0.2 requires the following virtual resources:

CPU 2 vCPU with at least 2.0 GHz
Memory 3GB
Disk space 12GB
Network 1x Network
1x IP (DHCP possible)
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Preparing the IP and DNS settings

The next important thing is to have an IP as well as a hostname for the appliance that
is registered in the DNS. You can use DHCP, but for best results you should have a
dedicated IP and FQDN for Orchestrator.

Make sure that you can resolve the hostname full, short, and reverse. Lets look
at the following example: The hostname of a VM is vRO.mylab.local and its IP
is 192.168.220.128. As the VM doesn't exist yet, the pings will fail. However,
the DNS reply should still be shown. If this works correctly, we can go on. The
following table shows the commands that you should run as well as the results
that you should see:

Resolve type Command Result

Full ping vro.mylab.local 192.168.220.128

Short ping vro 192.168.220.128

Reverse ping -a vro.mylab.local
192.168.220.128

Open ports

The Orchestrator Appliance requires the following open ports:

Source Target TCP port(s) | Description
Web browser Orchestrator 80 The Orchestrator home page
M 8281
Web browser Orchestrator 8283 The Orchestrator configuration
VM
Orchestrator Orchestrator 8286 Orchestrator Client's Java
Client VM communication
8287
Orchestrator VM | MS SQL 1433 Needed only for MS SQL DB
access
Orchestrator VM | Oracle 1521 Needed only for Oracle DB
access
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Creating users and groups
Orchestrator requires one group with at least one user. The group is used as the

Orchestrator Administrator group, and the user should be a member of this group.

You can either create a dedicated group and at least one user for Orchestrator,
or use an existing group and users. The group and users can be created either in
SSO or in the Active Directory that is attached to your SSO.

If you are using new users and groups in AD, perform the following steps:

1. Add anew global security group to your AD, such as vROAdmins.

2. Create a new user in your AD, such as vROAdmin, and make it a member
of the new group that you created.

3. Using the vSphere Web Client, add the new group to your vCenter with the
Administrator role.

4. Log out of the Web Client, try to log in as the new user, and check whether
it works.

Database

Orchestrator needs a database. The appliance comes with a preconfigured
internal PostgreSQL database that is ready for use. However, for a production
environment, the internal database is not good enough as there are no means to
backup the DB or run maintenance. A production Orchestrator installation should
use an external PostgreSQL, MS SQL, or Oracle database. It is not a good idea to
use the vCenter database.

VMware recommends that the database should have at least a size of 1 GB.
For a test installation, a size of 100 MB is fine.

If you want to create a new MS SQL database, perform the following steps:

1. Open MSSQL.
2. Create a new database and give it a name, such as vRODB.

3. Create a new login. You can use either the new AD account that you
previously created or a SQL user.

4. Make sure that the DB user has the sysadmin role and is a db_Owner of the
new database.
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After installing and configuring Orchestrator, the DB user only needs the read
and write permissions. The SysAdmin role is only needed for installation or
update purposes.

Deploying the Orchestrator Appliance

After downloading the Orchestrator Appliance, we need to deploy it.
In the following steps, we will show you how to do this in vCenter and
with VMware Workstation.

Deploying the Appliance with vCenter
To make the best use of Orchestrator, its best to deploy it into your vSphere
infrastructure. For this, we deploy it with vCenter.
1. Open your vSphere Web Client and log in.
2. Select a host or cluster that should host the Orchestrator Appliance.
3. Right-click the Host or Cluster and select Deploy OVF Template.
4. The deploy wizard will start and ask you the typical OVF questions:
°  Accept the EULA
°  Choose the VM name and the VM folder where it will be stored
°  Select the storage and network it should connect to. Make sure that

you select a static IP

5. The Customize template step will now ask you about some more
Orchestrator-specific details. You will be asked to provide a new password
for the root user. The root user is used to connect to the vRO appliance
operating system or the web console.

6. The other password that is needed is for the vRO Configurator interface.
We will have a quick look at that in Chapter 3, Integrating Orchestrator
with vSphere.
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7. The last piece of information needed is the network information for the
new VM. The following screenshot shows an example of the Customize
template step:

Deploy OVF Temgplate 7 M
1 Source
~  1a Select source
« b Review details Shaw nast Callape all
Inisial raot passiwerd an initial password for e ract user account You can change the password |ater [0y using Me passwd cammand of Bom the

far COCMGUEIGN INBAAcE You can changs e passward laler [y

trator
Han intertace
i

3 Ready to complete

Thiss will e et s an nitial stabus of thie S5H sordes in the appliance You can change it kot fram the appliance Web consols

The hosiname for this vireal machine. Provide the full hastname if you use a8 static IP. Leave blank 1o try to reverse look up e IF sddress if you
uge DHC

s for this VM Leawe Blank il DHCP is desired
DNE Leaw blank if DHCP is desined
Nebwark 1P Adddr The | il nbetface Lesro blank f DHCP b dosined
Motwark 1 Netmask The ¢ aF profi tor this intortace Leave Blank i DHEP is desired

Hak Next Finish Cancel

8. The last step summarizes all the settings and lets you power on the VM after
creation. Click on Finish and wait until the VM is deployed and powered on.

Deploying the appliance into VMware
Workstation

For learning how to use Orchestrator, or for testing purposes, you can deploy
Orchestrator using VMware Workstation (Fusion for MAC users). The process is
pretty simple:
1. Download the Orchestrator Appliance on to your desktop.
Double-click on the OVA file.

The import wizard now asks you for a name and location of your local file
structure for this VM. Chose a location and click on Import.

4. Accept the EULA.
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5. Wait until the import has finished.
6. Click on Edit virtual machine settings.
7. Select Network Adapter.
8. Chose the correct network (Bridged, NAT, or Host only) for this VM. I
typically use Host Only.
Fle Edit View VM Tabs Hep | B~ | 0 | [0 0| 0 & T
{1 Home ] [} Windows 7 Pro SP1 - Vanila ] 7] VMware-vCO-Appliance-6.... l

r‘TVMware-vCO-Appliance-6.0.2.1-2707386_OVF10

P Power on this virtual machine

:E'IEd\twrtua\ machine settings

v Devices

i [lemory 3GB Hardware | Options

[ Processors 2 Device status
Device Summary

et Hard Disk (5C 7GB

I.A (5Cs) # Memory se8 Connected

i Hard Disk 2 (SCSI) 5 GB [ Processors 2 [¥] Connect at power on

*)CD/DVD (IDE) Auto detect emdHard Disk (SCS) 7 GB i

HE Metwork Adapter Host-only ieiHard Disk 2 (SCSI)  5GB Nt_atwo.rk connection )

EJDlsplay Auto detect *JCD/DVD (IDE) Auto detect () Bridged: Connected directly to the physical network
i Network Adapter  Host-only 7 - Replicate physical network connection state
Episplay Auto detect .

- Description () NAT: Used to share the host's IP address
Automate tasks for VMware vSpher 8 (@ Host-only: A private network shared with the host
enable orchestration between multif | - (7 Custom: Specific virtual network
solutions. VMware vRealize Orchesty)| =
allows administrators to capture the VMnetd
best practices and turn them into (7) LAN segment:
automated workflows,

il

9. C(lick on OK to exit the settings.
10. Power on the VM.

11. Watch the boot screen. At some stage, the boot will stop and you will be
prompted for the root password. Enter a new password and confirm it.

12. After a moment, you will be asked for the password for the Orchestrator
Configurator. Enter a new password and confirm it.

13. After this, the boot process should finish, and you should see the
Orchestrator Appliance DHCP IP.

If you would like to configure the VM with a fixed IP, access the appliance
configuration, as shown on the console screen (see the next section).
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After the deployment

If the deployment is successful, the console of the VM should show a screen that
looks like the following screenshot:

VUMuware vRealize Orchestrator Appliance - 6.0.2.1 Build 2707386

To manage your appliance browse to http:--192.168.220.128~

llelcome to UMware vRealize Orchestrator fAppliance

Quickstart Guide: Use the following URLs to use the appliance:
1 - http:-r-192.168.220.128 - vRealize Orchestrator fippliance Home Page

Z — https:r-192.168.220.128:8283 - Orchestrator Configuration

3 - https:--192.168.220.128:8281 - Orchestrator Server
4 — https:r-192.168.220.128:5480 - Appliance Configuration

Slogin Use frrou Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

You can now access the Orchestrator Appliance, as shown in the next section.

Accessing Orchestrator

Orchestrator has its own little webserver that can be accessed by any web browser.

Accessing the Orchestrator home page

We will now access the Orchestrator home page:

1. Open a web browser such as Mozilla Firefox, IE, or Google Chrome.
2. Enter the IP or FQDN of the Orchestrator Appliance.
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3. The Orchestrator home page will open. It looks like the following screenshot:

VMware vRealize” Orchestrator™

Getting Started with vRealize Orchestrator

To create and modify workflows, or to perform administrative tasks, start the
Orchestrator client by using Java Web Start:

» Start Orchestrator Client 7]

—

To use the Orchestrator client on your--IEEaI machine, install the Orchestrator client.

After you complete the installation, start the Orchestrator client and connectto the
Orchestrator server.

+ Download Orchestrator Client Installable < 2
~

Configure the Orchestrator Server

To make additional configuration changes to the Orchestrator server, use the
Orchestrator configuration interface:

« Orchestrator Configuration .
« Orchestrator Control Center (Beta) ~—

Develop with the Orchestrator Server

Contains the necessary materials for developing an Orchestrator plug-in and
information about using the Orchestrator SOAP and REST APls.

« Develop with the Orchestrator Server

vRealize Orchestrator
Resources

= Product Information
4 « (Orchestrator Blog
&_F_//' « Community
« Support
s Plug-ins

VMware Quick Links

» VMware Communities

5 = WMware Forums
. VlMware Site

The home page contains some very useful links, as shown in the above screenshot.

Here

is an explanation of some of them:

Number | Description

1

client/client.jnlp.

Click here to start the Orchestrator Java Client. You can also access the
Client directly by visiting https:// [IP or FQDN]:8281/vco/

Click here to download and install the Orchestrator Java Client locally.

Click here to access the Orchestrator Configurator, which is scheduled to
disappear soon. The way forward will be Orchestrator Control Center.

and download plugins.

This is a selection of links that can be used to find helpful information

These are some additional links to VMware sites.
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Starting the Orchestrator Client

Let's open the Orchestrator Client. We will use an internal user to log in until
we have hooked up Orchestrator to SSO. For the Orchestrator Client to work,
you need to run at least Java 7.

1.
2.

From the Orchestrator home page, click on Start Orchestrator Client.

Your Java environment will start. You may be required to acknowledge
that you really want to start this application.

You will now be greeted with the login screen to Orchestrator:

[VMware vRealize Orchestrator Logil : u

Hostname [EEREPRE L  VRealize Orchestrator

User name fleikllglll

Enter vcoadmin as the username and vcoadmin as the password. This is a
preconfigured user that allows you to log in and use Orchestrator directly.
Click on Login.
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5. Now, the Orchestrator Client will load. After a moment, you will see
something that looks like the following screenshot:

p
( } VMware vRealize Orchestrator - vCO Administrator @ 192.168.220.128

vmware vRealize* Orchestrator - (CENEEEE) | Toos ~| Heip ~|

vCO Administrator @ 192.168.220.128

Waiting for Input Tasks Permissions

@[ = B e

# [ Tasks scheduled inthe system.
* 0 'Warlflows waiting for interaction.
* [ Running policies.

* 0 Running workflows.

J Today ‘ Waorkflow Tokens

Welcome, vCO Administrator
You are in Server mode
vRealize Orchestrator plug-in marketplace:

l almpon package... J l bSlart aworkflow J

J Recently run workflows | Last edited elements

Name Version Folder Rights

Generate... 2.1.3 Library/SSH @ . 4
Register... 1.0.2 Library/SSH = .74
Run SSH... 0.0.5 Library/SSH = .74
Addan Q.. 0.9.9 Library/Orch... ® 4
Deploya.. 115 Library/Orch.. ® &
Tagwork... 0.0.1 Library/ Tag.. ® ./ 4
Untag wo... 0.0.2 Library/ Tag.. ® ./ 4

Find obje... 0.0.2 Library/ Tag... = .° 4

You are now logged in to the Orchestrator Client.

Base configure the Orchestrator

Appliance

Now that Orchestrator is up and running, we can start configuring it. We will
configure Orchestrator to use SSO for authentication as well as an external database.

[23]



Deploying and Configuring the Orchestrator Appliance

What is preconfigured?

Wait! We did say that Orchestrator is preconfigured. So, what is already actually
there ready to be used?

The Orchestrator Appliance comes with an embedded PostgreSQL database as well
as a configured LDAP directory service. The LDAP contains the vcoadmin user that
we just used to log in. In addition to this, Orchestrator has a self-signed packaged
certificate and a 90-day trial license. Both of these items are stored in the embedded
PostgreSQL database, which also means that these items have to be recreated when
you use a new and empty external database.

What is not configured is any connection to the vSphere environment. We will do
this in the next chapter. In this chapter, we will have a look at how one can replace
the preconfigured database and authentication with an external database and SSO
authentication.

Al

~ If you want to use the internal DB or LDAP, just skip the
following steps.

How to run a workflow

We will use the Orchestrator workflows to configure Orchestrator. In Chapter 4,
Working with Workflows, we will take a closer look at how one can run workflows and
deal with errors. If you experience any problems with the following instructions,
skip forward to Chapter 4, Working with Workflows, and have a look at how to deal
with errors in workflows.

Configuring Orchestrator with SSO

The first thing that we should do is configure Orchestrator to use SSO. You don't
necessarily need do this. You can operate Orchestrator by using its internal LDAP
authentication. However, if you want to use Orchestrator in production, the best
option is SSO authentication. If you prefer to keep the local authentication with the
vcoadmin users, then just skip this step.

First, let's add the SSL certificate of the SSO component to Orchestrator, as follows:

1. Open the Orchestrator Client.
2. Click on Workflows, |&).
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Drill down to Library | Configuration | SSL Trust Manager.
Right-click on Import a certificate from URL and select Start workflow.

5. Enter https:// and then the FQDN of your vCenter Server (if you are
using the embedded SSO/PSC) or your Platform Services Controller (PSC)
followed by :7444.

6. Then, select Yes in order to accept a self-signed SSL certificate:

- Start Worlkflow : Import a certificate from URL @

Common parameters # URL or just hostport for non-HTTPS SS5L services:

5 hitps:ivcenter. mylab local: 7444

Wil you accept a certificate with warnings? If you select ves, the certificate is accepted silently and the
certificate is added to the trusted store.

B  ®@vesOMo

Cancel Submit

7. Click on Submit and wait until the workflow has successfully finished.
If the workflow execution shows a green tick icon as shown in the following
screenshot, the workflow was successful:

¥ [ 55L Trust Manager
. Delete a trusted certificate
¥ . Import a certificate from URL

Import a certificate from URL [13:58:54]
% Import a certificate from URL using proxy server

. Import a certificate from URL with certificate alias
/. Import a trusted certificate from a file

» [ Troubleshooting

» B vSphere

Now, we add Orchestrator to SSO.

Drill down to Library | Configuration | Authentication | SSO.
Right-click on Configure SSO and select Start workflow.
10. Select Basic and enter the FQDN of your vCenter, followed by :7444.

11. Enter administratorevsphere.local as well as the corresponding
password.

[25]
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12. The SSO administrator user group is the AD group that you created
in the [Short domain namel\ [usergroup] form. Please note that this entry
is case-sensitive.

)
* Start Workflow : Configure 550 @
Common parameters
# Authentication mode
| Basic )
# URL to a standard SS0O installation. All necezsary URLs will be automatically created.
vcentermylab.local:7444
#* S50 admin user
1 1 administrator@vsphere.local
% S50 admin password (won't be saved)
#* Clock tolerance between the various tiers
300
% 350 admnistrator uger group in format domain\group
12 mylabwroadmins
Cancel Submit

13. Click on Submit and wait until the workflow has finished successfully.

Please note:

Orchestrator service/server, the vcoadmin login won't work any
more. Only a user who is a member of the Orchestrator admin group
that you defined in step 11 will be able to log in to Orchestrator.

.\'Q After you have enabled SSO and restarted or rebooted the

Configuring Orchestrator with an external
database

The internal PostgreSQL database can be used. However, as already mentioned, an
external database is better. We will now connect a MS SQL database to Orchestrator.
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If you would like to connect an external PostgreSQL or Oracle database to
Orchestrator, the same process is used.

1.

AN N

Open the Orchestrator Client.

Drill down to Library | Configuration | Database.

Right-click on Configure Microsoft SQL Server and select Start workflow.

Enter the FQDN of your database server.

Enter the name of your database.

Enter the name of your windows domain if you are a Windows user. If you

are an MS SQL user, leave this field empty.

Enter the username and the corresponding password:

4

© Start Workflow : Configure Microsoft SQL Server

Common parameters

# Database server IP address or DNS name

_r
L]

addnsdb.mylab.local

# Port

1433

# Database name

vrodb

Instance name (if any)

Domain

mylab.local

Use NTLM 2
() Yes (® No

# User name

vroadmin

- Password (if any)

Use S5L
() Yes (® No

[

Cancel Submit

8. Click on Submit and wait until the workflow has finished successfully.
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Creating a Package Signing Certificate

The package certificate that we will now create will make sure that all the
workflows that you create are stored with your name or the company's name.
Later, when you export and import workflows (see Chapter 9, Packing It All Up),
you will see that the package certificate will always stay with them.

1. Navigate to Library | Configuration | Package Signing Certificate.

2. Right-click on Create a Self-signed server certificate and select Start
workflow.

3. In Common name, enter your name. You can also use the FQDN of
Orchestrator or the name of your business. The purpose is to create a
certificate that identifies the origin of the exported items.

In Organization, enter the name of the business that you are working for.
In Organization Unit, enter the name of the unit that you are working with.

Last but not least, put in the two-letter code for your country:

Start Wo%ﬂw: Create a self-signed server certificate @
Common parameters

Common name (& characters minimum}

3 Daniel Langenhan
Organization

4 vLeet
Organizational unit

5. Architecture

Country Code (2 characters)

D

DE

Cancel Submit

7. Click on Submit and wait until the workflow has finished successfully.
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Entering a license

Now that everything is configured, we will need to license Orchestrator. This is
done by using the vCenter license. Also, there is a workflow that lets you use the
vCenter license directly. However, there are some differences between vSphere 5.x
and vSphere 6. So, for the sake of simplicity, we will just enter the 25-letter vCenter
license key. You can skip this step if you would like to use the 90-day trial license
that Orchestrator is automatically configured with.

1. Navigate to Library | Configuration | License.
2. Right-click on Enter license key and select Start workflow.

3. Enter your vCenter license key and the name that you would like this license
to be associated with:

Start Workflow : Enter license key @
Common parameters
# License serial number
L]
# License owner
vieet.de
Cancel Submit

4. Click on Submit and wait until the workflow has finished successfully.

Last steps

It might be a bit weird to run a troubleshooting workflow now, but due to an easy
and fast configuration, we are going to clean up a few things. Please make sure that
these steps are carried out before we can go on and enjoy Orchestrator.

1. Navigate to Library | Configuration | Troubleshooting.

2. Right-click on Reinstall the plug-ins when the sever starts and select
Start workflow.

3. If there is nothing to enter, just wait until the workflow has finished
successfully.

4. Now, close the Orchestrator Client and go to the vSphere Web Client.
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5. Restart the guest system of the Orchestrator VM.

6. Wait until the VM has rebooted. After this, you should be able to log in as the
AD user that you created in one of the following forms:

Form Example
[Short AD domain name]\ [username] mylab\vroadmin
[username]@[[FQDN AD domain name] vroadminemylab.local

The Orchestrator configuration tools

We configured Orchestrator by using the workflow. However, there are two more
methods to do the same.

Orchestrator Configurator

The Orchestrator Configurator is considered the "old" way of configuring
Orchestrator. It has been around since the first iteration in vSphere 4.1. It is a
useful tool that can be used to configure and troubleshoot Orchestrator. The
Configurator is deprecated and will not be available anymore in the next major
release of Orchestrator, as it will be replaced by workflow configuration and the
Control Center. However, both the workflow and Control Center methods don't
do everything yet (at the time of writing) that the configurator can do. We will
encounter the Configurator in the next chapter, where we will use it to install
additional plugins. You can (and should) look into it. Have a look at how the items
that we have configured with the workflows are reflected in the Configurator.

To access the Orchestrator Configurator, perform the following steps:

1. Open a browser (IE9 has issues here) and type in the FQDN or IP of
Orchestrator.

2. The Orchestrator home page opens. Select Orchestrator Configuration.
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3. A second page opens up and asks you for your credentials. Enter vmware as
the username, and for the password, enter the password that you defined for
the Configurator while deploying the Orchestrator Appliance:

VMware vRealize” Orchestrator™

Welcome

Enter your username and password to login in VMware vRealize Orchestrator Configuration

Username: |Vmware |

Password: [sescesenss |

Copyright ® 1988 - 2015 VMware, Inc. All rights reserved. This product is by i and i property laws in the United States and other
countries as well as by international treaties. ViMware products are covered by one or more patents listed at http:/fweww vmware. comigo/patents.

Whlware is a i or of Wiware, Inc. in the United States and/or other jurisdictions. All other marks and names mentioned herein may
be of their respecti i

VMware products may contain individual open source software compenents, each of which has its own i and i license iti Flease visit

http:/fwww vmware. cominfo?id=284 for more information.

After logging in, you will be presented with the following window:

@VMware vRealize Orchestrator Configuration

. || Information
L -
= ]
5 Network e
— .
Information

['Export Configuration ' | Tmport Configuration:

°
é Authentication
Install Path Jvar/lib/veo
@ Database - version 6.0.2.2707367 (6.0.2.2700137)
= Server Status Running
F
ﬁ Server Certificate =
= e
ﬁ; Licenses G
= < @
== Startup Options
@

== Server Availability

G Log L4
@ TroubleshaurEey

]
==

Active Directory (1.0.6) LJ?
ive Directo .0,
5] o o .

(D)

Server Status 4 Running Copyright & 1998-2015 VMwars, Inc. All rights resarved | Patents:
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On the left-hand side, you have various tabs (area A) that let you choose what you
would like to configure. Note the green ball in each tab. These green balls show that
the item is configured correctly. If a red triangle is shown, the item is not configured
correctly. On the other hand, a blue ball means that the Orchestrator Configurator is
still checking whether the configuration is okay.

For each tab, there is a menu (area B). From here, you can select from some specific
options to configure for the selected item.

In area C, the configuration item that can be configured will be displayed.

At the bottom, you will find a status and log bar. The status bar is the lowest section.
It shows the status of your Orchestrator sever. The log bar (area D) is reserved for
responses from your configuration. Errors will be displayed here.

Go through the items. As long as you don't click on Apply, you won't affect
anything.

Orchestrator Control Center (Beta)

The Control Center is a new feature of vRO 6 and is currently in beta, which means
that it's not fully functional yet. Many icons will still appear grey and inactive. This
means that their functionality is planned but has not been implemented yet. You
haven't done anything wrong; they just don't work yet. Have a look around.

To access the Control Center, perform the following steps:

1. Open a browser and type in the FQDN or IP of Orchestrator.

2. The Orchestrator home page will open. Select Orchestrator Control
Center (Beta).

3. A second page will open and ask you to log in. Enter root as the username.
For the password, enter the password of the root user, as specified during
the installation.
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4. The Control Center will open up. It looks like the following screenshot:

VMware vRealize” Orchestrator” Control Cent o
Home Settings | Search D
Manage
O P a @
Stop/Start Configure Manage Trust Startup options

Orchestrator  Authentication
Provider

Monitor and Control

2z & B b6

Inspect running Runtime JMX console  Troubleshooting
workflows metrics
Database
Configure Purge Export Import

One thing that may be of interest to you is the ability to start and stop the
Orchestrator service. When the Control Center is finished, we won't need to
perform the entire configuration that we did using the workflows any more.
Check out the possibilities.

Summary

This chapter guided you through the process, from downloading the Orchestrator
Appliance to configuring it with an external database and SSO authentication. This is
the quick and easy way of configuring Orchestrator. In VMware vRealize Orchestrator
Cookbook, we discuss several options in detail, as well as learn some very interesting
tuning tips for the Orchestrator Appliance.

In the next chapter, we will go ahead and configure the connection to vSphere and
the other VMware components.
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Integrating Orchestrator with
vSphere

In the last chapter, we installed and configured Orchestrator with SSO authentication
and an external database. Now, we will integrate Orchestrator into vCenter and
ultimately with other VMware or third-party tools. This will place Orchestrator in

a central position for all your automation purposes and needs.

You can add a vCenter 5.5 or 5.1 to Orchestrator 6 without any problems. However,
please be aware that, if you construct workflows in Orchestrator 6 intended for

a vCenter 5.x, you might experience problems. A typical problem is SSO, which
underwent some major changes in 5.1, 5.5, and 6.0, and it will make a vSphere Web
Client integration hard, if not impossible. If you need to stay compatible, you should
use Orchestrator 5.5.x with vSphere 5.5.x.

In this chapter, we will look at the following topics:

* Integrating Orchestrator with vCenter
* Installing additional plug-ins
* Configuring the vCenter plug-in

Integrating Orchestrator with vCenter

Your first task is to link Orchestrator to vCenter. This will allow you to not only
automate vCenter tasks with Orchestrator, but also run, schedule, and monitor
workflows by using the Web Client.
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Open TCP ports

For Orchestrator to access vCenter, we need these ports open between Orchestrator
and vCenter: TCP 443 and 7444.

If you would like to integrate Orchestrator into the vSphere Web Client, you need to
have port TCP 443 open between vCenter and Orchestrator.

Allowing user access

To get started, we need to make sure that we have access to vCenter. Therefore, we
will now assign the new AD group (vroAdmins) that we created in the last chapter
to the vCenter Administrators role. You can use your existing Administrator user,
such as Administrator@vsphere.local, for this. However, for tracking and logging
purposes, it's recommended that you use a dedicated user.

1. Open the vSphere Web Client and log in with the vCenter
administrator rights.

2. Add the group (vroAdmin) that you created in the last chapter to
your vCenter with the Administrator role.

3. Log out of the vSphere Web Client.

Adding a vCenter to Orchestrator

Now, we will add vCenter to Orchestrator, as follows:

1. Open the Orchestrator Client and log in.
2. Browse to Library | vCenter | Configuration.

3. Right-click on the workflow, click on Add a vCenter Server instance, and
select Start workflow.

4. Enter the FQDN of your vCenter.
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5. Select that you would like to orchestrate this vCenter instance. This means
that Orchestrator will save all the vCenter login data.

I ~
v Start Workflow : Add a vCenter Server instance @
v
L Set the vCenter Server. IP or host name of the vCenter Server instance to add
v 2 >>Set the connection pro...
veenter.mylab.local 4

# HTTPS port of the vCenter Server instance

443

# Location of the SDK that you use to connect to the vCenter Server instance

Isdk

Wil you orchestrate this instance?

5 .~ @ Yes (O No

Do you want to ignore cerificate warnings? If you select Yes, the vCenter Server
instance certificate is accepted silentty and the cerificate is added to the trusted store

6 . ® vyes O Mo

Cancel Back Mext . Submit

6. If you are using a self-signed certificate in your vSphere environment, you
should make sure that you ignore the certificate warnings. Click on Next.

7. The question about a session per user is quite important. If you select Yes,
Orchestrator will use the logged-in user's credentials to execute tasks on
vCenter. If you select No, all the vCenter tasks will be started using the
credentials entered in step 8.

8. Enter a vCenter Administrator user so that Orchestrator can add access to the
vCenter API.
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9. If you chose Yes in step 7, this step defines the AD domain that users need to
be a part of in order to execute workflows on vCenter.
+ Start Workflow : Add a vCenter Server instance @“

v 1 »>Set the vCenter Server...

2 »>Set the connection pro... Server system? If you select No, Orchestrator will create only one connection to vCenter

Do you want to use a session per user method to manage user access to the vCenter

Server (the method is share a unigue session).

7 (®) Yes (U Mo

Uzer name of the user that Orchestrator will use to connect to the vCenter Server
instance.

vroadmin@mylab.local

8 ~ » Password of the user that Orchestrator will use to connect to the vCenter Server
instance.
Domain name
10 mylab.local

Cancel Back MNext Submit

-

10. Click on Submit and wait until the workflow has successfully completed.
11. The next steps are only needed if you wish to run the Orchestrator workflows
from the vSphere Web Client.
12. Browse to Library | vCenter | Configuration and start the workflow
Register vCenter Orchestrator as a vCenter Server extension.
13. Select the vCenter instance that you added and click on Submit.
) Start Workflow : Register vCenter Orchestrator as a vCenter Server extension ﬁ1

# The vCenter Server instance to register Orchestrator with.

14 @ nttps:iveenter.mylab.local:443/sdk [x]

Cancel Submit

14. Wait until the workflow has completed successfully.
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So, that's it. We added a vCenter to Orchestrator. You can add multiple vCenters to
one Orchestrator (don't forget to add their SSL certificate first). This allows you to
have a central Orchestrator instance that controls vCenters in several environments,
such as development and production.

The Orchestrator inventory

Now that vCenter has been added to Orchestrator, we can see its contents in
Orchestrator. Let's explore this:

In the Orchestrator Client, click on the Inventory icon =Y

Find the vCenter Server section and expand it. It might require a bit for it to
open, as Orchestrator is now querying vCenter for its inventory.

3. Dig deeper and explore what you can see.

O DatacenterFolder -
f-dj “3 P | l_ﬂl' General | Custom properties
L3 SNMP
» EX PowerShel -
» b anap
[ WSOAP Name Datacenters

» 2 vRO Configuration
» 5l Dynamic Types
» Bl 534
» [*] Active Directory id group-d1
» () vRO Mult-Node
v vCenter Server
v E‘gl hitps:/ivcenter. mylab.local 443/sdk
v ify myLab
> & host
> VM
> ff; datastore
> iﬂ network
I » @ HTTP-REST

» EH s0L Plug-in

SDK Connection  hitps:/vcenter mylab.local 443/sdk

If you see the vCenter Server inventory, you know that vCenter has been
successfully added to Orchestrator. We will run and work with vCenter workflows
in the next chapter.
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vSphere Web Client

After seeing that vCenter appears in Orchestrator, let's move on to see how we can
make Orchestrator work in the vSphere Web Client:

1. Open the vSphere Web Client with a member of the Orchestrator
Administrator group, such as vroAdmin.

2. Select the vRealize Orchestrator entry or the icon from the menu, as seen in
the following screenshot:

vmware* vSphere Web Client #= U | vROAdmin@mylab.local +
Navigator X (i} Home
El @ J Home |

inventories
vCenter Inventory Lists ) >
& @ 8 @m @

[} Hosts and Clusters
VMs and Templates

>
>
> vCenter Hosts and VM= and Storage Metworking
] storage > Inventory Lists Clusters Templates
€ Networking by
s+ Policies and Profiles > |‘ ] OO
() vRealize Orchestrator by -
. - Content vRealize
Administration > Libraries Orchestrator
Tasks
. Monitoring

| Log Browser

o I =3 @ B @B

¢ Tags —
Task Console Event Console vCenter Host Profiles VM Storage
&, New Search > Operations Paolicies
Manager
[ saved Searches by
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3. Click on vRO Home. This will show you the vCenter instance as well as the
Orchestrator that is registered with it. Remember that you can have multiple
vCenters in the Web Client.

vmware® vSphere Web Client #= U | vROAdmin@mylablocal + | Help
Navigator X | ) vRealize Orchestrator
4 Home Getting Started  Summary | Manage
vRealize Orchestrator ) )
) VRO Home | Semvers | Context Actions |
~ Inventory Trees Q -
E3 workflows > | [ center Sarver Managed by vRealize Orchestrator server
v DELImLEE veenter.mylab.local https:ifvro.mylab.local: 328 1vcolapil
_ VRO Servers >
E3 workflows
(& Scheduled workflows
= Waiting for interaction
{0 1items [=b~

When you see the Orchestrator instance in the vSphere Web Client, you know that
Orchestrator was successfully registered as an extension to vCenter. This now allows
you to use the vSphere Web Client to run the Orchestrator workflow directly.

In the next chapter, we will use the vSphere Web Client to run and schedule
a workflow.

Installing additional plugins

As discussed in the first chapter with regard to the Orchestrator architecture,
Orchestrator uses a plugin infrastructure to expend its possibility. We also said

in the last chapter that plugins have to be installed at the moment (at the time of
writing this book) by using the vRealize Orchestrator Configuration, as the Control
Center isn't ready to perform this operation yet.
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Downloading the VMware plug-in

There are many plug-ins for Orchestrator. Check Chapter 1, Architectural Overview,
for an overview and links to the web pages where you can get them. In this chapter,
I will install the VMware NSX (also called vCNS) plug-in. The method used is the
same for all the other plug-ins that exist. Feel free to download and install a
different plug-in.

1.

NS »PDN

Open a web browser and visit www . vmware . com.

Click on Downloads.

Search for VMware vSphere and click on Drivers & Tools.

Expand VMware vRealize Orchestrator Plugin.

Select Go to downloads next to the plug-in that you would like to download.
Enter your VMware credentials and proceed to download.

The file that you are downloading has the . vmoapp ending.

If you would like to download any other plug-in, have a look at the More about
plug-ins section of the first chapter.

Installing the plug-in

Now that we have downloaded the plug-in, we should install it in Orchestrator.
As already mentioned, we will have to use the Orchestrator Configuration. If you
are using a newer version (I am using version 6.0.2), check out the Control Center
to check whether the plug-in install works.

Opening the Orchestrator configuration

We will now open the Orchestrator configuration and check for all the installed
plug-ins:

1.

Open a web browser and open the Orchestrator home page by entering
the FQDN or IP of your Orchestrator, as shown in Chapter 2, Deploying and
Configuring the Orchestrator Appliance.

From the Orchestrator home page, select the link to the Orchestrator
Configuration.
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3. A second web page opens up and asks you to log in. Use vmware as the
username, and use the password that you assigned during the deployment.

4. Click on Plug-ins. This page shows you all the plug-ins that are already
installed. Have a look:

- VMware vRealize Orchestrator Configuration

General
Plug-ins
= )
—, Network To install the plug-ins as a user who is a member of the Orchestrator Admin group,
uzer. By default, the plug-inz are installed by the system admin user.
e . )
i Authentication
User name:
)
Database
= Password (if any):
f) Server Certificate
A
=) Enabled plug-ins installation status
ﬁ‘ Licenses
Common enumerated types 5.5.1.2423339 No installation required
— o
= Startup Options
bl XML 5.5.1.2423339 Installation OK
r— @
= Server Availability .
| o | Dynamic Types 1.0.1.2315154 Installation OK
O Log Active Directory 1.0.6.2315152 Installation OK
@ Troubleshooting vCO Library 5.5.1.2423339 Installation OK
I ! lpmg_-ms @ SQL Plug-in 1.1.4.2371146 Installation OK
L@ X
J Active Directory (1.0.6) : . ¥ vRO Multi-Node 6.0.2.2707387 Installation OK
L ] Met 5.5.1.2423339 No installation required
Mail (5.5.1) B |
La Workflow documentation 5.5.1.2423339 Installation OK
J SOAP (1.0.3)
= [ P Mail 5.5.1.2423339 Installation OK
[ . PowerShell 1.0.6.2442318 Installation OK
]
@ wCenter Server (6.0.2) C

If you uncheck the tick box in front of a plug-in, you can disable it. There isn't really
a method as such to uninstall a plugin. If you install a newer version of a plugin, the
old version will be overwritten. However, you cannot replace a newer version with

an older version so easily.
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Installing a new plug-in

Let's install a new plug-in in Orchestrator:

1. In the Orchestrator Configuration, click on General.
2. Select Install Application.

3. (Click on the magnifying glass icon. Now, select the plug-in file that you
would like to install.

4. Click on Install.

E_g-;gl VMware vRealize Orchestrator Configuration
. _ 1 il | Information Install Application ,Wanﬂguration Change Password Export Configuration r
\J [ P —— o

) =

? Network

_ - @
Authentication
» @
Database

m
[,

Install Application

Select a file to install: |o1Tnpluginnoc1.0 0vr @ 3

@ i @
Y Server Certificate

> 1 @
k. Licenses

== Startup Options < \f/ -

5. Accept the EULA by clicking on I accept the terms of the License Agreement.

= = VMware vRealize Orchestrator Configuration
& e Bl Information  [RECINYSST=T 3l | Advanced Configuration | Change Password | Export Configuration - | Import
< i 3
@
Network
5 Install Application
ﬁ Authentication
MWARE END USER LICENSE AGREEMENT -
- = (
.: Database PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN
¥OUR USET OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEZAR DURING THE
Ji) Serves Conran @ INSTALLATION OF THE SOFTHARE.
W
. SE IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE,
B k_ Licenses ¥OU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS
END USER LICENSE AGREEMENT ("SULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS
— @ EULR, YOU MUST NOT DOWNLOAD, INSTALL, OR USZ THE SOFTWARE, AND YOU MUST DELETE
= Startup Options OR RETURN THE UNUSED SOFTHWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN
— THIRTY (30) DAYS AND REQUEST A REFUND OF THE LICENSE FEZ, IF ANY, THAT YOU
B oo A ] PAID FOR THE SOFTWARE.
—]|
EVALUATION LICENSE. If You are licensing the Software for evaluation
Q Log purposes, Your use of the Software is only permitted in a non-productien
environment and for the period limited by the License Key. Notwithstanding
E] Troubleshooting
Tl= i @
1 Plug-ins
(1.0.6) Lp
1y Active Directol 1.0.6
Jﬂ L/ -
@ (o L"? I 3c0ep the tems of the Licenss Agreement | | |do NOT acsept the tems of the License Agrsement ||
~J |
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6. If the plug-in has installed successfully, you should see a green message at
the top of the window. Also, you can check the Plug-ins tab.

g

< VMware vRealize Orchestrator Configuration

.*”":j Authentication

@ Database

fl Server Certificate
Hwn

ﬁ\ Licenses

m

NSX (1.0.0 build 2032133) New plug-in installed

Install Path fvar/lib/veo

Version

6.0.2.2707387 (6.0.2.2700137)

Server Status Running

—
e ) e o * | Information Install Application Advanced Configuration Change Password
”‘ 4| 1 |
? Network
—— .
2 Information

We have installed the plug-in. However, to make it work, we need to restart the

Orchestrator service.

Restarting the Orchestrator service

After you have installed a plug-in, you need to restart the Orchestrator service.
You can do this in two ways. The first is to restart the Orchestrator VM. This is
a bit drastic and takes longer time. However, it also works. The easier and
smarter way is to just restart the Orchestrator service.

1. In the Orchestrator Configuration, click on Startup Options.

2. Then, click on Restart service.

3. After the server has restarted, you should see a green message that tells
you that the restart process has successfully finished.

-
Q' General F
= o
“T- Network
—
L # @
.*”‘j Authentication
L ]
L! Database
) L o
fj,-a Server Certificate
: @ =
ﬁ\ Licenses
_ o
éﬁtarlup Options
= . @
= Server Availability

VMware vRealize Orchestrator Configuration

Server startup options
Server is restarted. 3

vRO Server

Status Running C Refresh

b Start service

Stop service
0> Restart service 2

vRO Configuration Server

[Il> Restart the vRO configuration server
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Checking out the new plug-in

After installing the plug-in, we should have a look what it provides us with.
Each plug-in comes with predefined workflows and actions. Let's have a look
at the pre-defined workflows:

1. Open the Orchestrator client and log in as a user of the Orchestrator
Admin group.

2. Go to the workflow library and expand it. Look for the plug-in. As I
chose to install the VMware NSX plug-in, I look for NSX.

3. Expand the subfolders and browse around. Have a look at what is there.

¥ [Onsx
¥ [ Configuration
Q Create NSX endpoint
[ES Delete all endpoints
[Q Manage SSL certificates
» [ NSX workflows
» CTINSX workflows for VCAC

Most plug-ins come with a Configuration folder that contains workflows to bind
Orchestrator to a specific instance of the plug-in; in my case, an NSX endpoint.

If you haven't heard about VMware NSX, it is a network virtualization tool that
allows you to create isolated networks, routers, NATs, gateways, load balancers,
and VPNs, without the need to have additional hardware.

Plugin problems

It happens from time to time that, after you install a plugin, and you check the
Orchestrator client, you cannot find any additional workflows or actions. If this is
the case, you need to run the workflow Library | Configuration | Troubleshooting
| Reinstall the plug-ins when the sever starts. We have used this in the last step

in Chapter 2, Deploying and Configuring the Orchestrator Appliance. After running this
workflow, restart either the Orchestrator service or the whole appliance.
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Summary

In this chapter, we had a closer look at the vCenter integration, as well as installing
additional plug-ins. We saw how easy it is to integrate the central VMware vCenter
infrastructure into Orchestrator. Also, we were introduced to the additional
possibilities that the Web Client has to offer to us.

In the next chapter, we will have a proper go at workflows and learn how to run
them in the Orchestrator Client as well as the vSphere Web Client.
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Now that we have installed, configured, and integrated Orchestrator in our
VMware vSphere infrastructure, we can finally have a look at how to use the
product. We will learn how to use pre-created workflows that exist in the
Orchestrator library. This includes running and stopping them, checking their
outcome, and dealing with errors.

We will use the Orchestrator Client as well as the vSphere Web Client.

For this chapter, we need to have Orchestrator configured to use the vSphere
vCenter. If you need help with this, have a look at Chapter 3, Integrating Orchestrator
with vSphere. We will cover the following topics here:

*  Workflow basics

* Starting workflows

*  Workflow - renaming the virtual machine

* Handling errors

* Starting workflows from the vSphere Web Client

* Import and export workflows

* Scheduling workflows

Using the Orchestrator Client

Before we actually start working with the Orchestrator workflows, we should first
have a look at how the Orchestrator Client works.
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Introducing the Orchestrator Client

To open the Orchestrator Client, perform the following steps:

Open a web browser such as Firefox, IE, or Chrome.

Enter the IP or FQDN of the Orchestrator Appliance. The Orchestrator
homepage opens.

3. Click on Start Orchestrator Client.

Your Java environment will now start. You may be required to acknowledge
that you really want to start this application.

5. You will now be greeted with the login to Orchestrator. If you have
configured Orchestrator with SSO (see Chapter 2, Deploying and Configuring
the Orchestrator Appliance), enter a user who is a member of the Orchestrator
Admin group. If you are using an unconfigured Orchestrator, just enter
vcoadmin as the username and vcoadmin as the password. This is a
preconfigured user that allows you to login and use Orchestrator directly.

6. Click on Login. The Orchestrator Client will load after a moment.

When you open the Orchestrator Client, it will be in the Run mode. There are three
modes in total — Run, Design, and Administer.

\ﬂnware vRealize* Orchestrator” T

Run

Design 1
Administer

Each of these modes is used for different phases of the workflow lifecycle. In the
following image, you will see a collage of all the Orchestrator icons, which is
followed by a table with a short description about what each icon is used for:

7/

ts  OQutputs Schema

Scheduler%’olicies] Inventory] [Resources Packages] Policytemplatesj

(@] H]BR 2 368 el e

@rchestrator]@}dlows] [i\:mns ][(%@uranons [Authonzatlﬁla .

RUN
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%

Icon What it does

‘f}j My This gives an overview of all the active tasks and

: Orchestrator configures non-admin access.

1 Scheduler This manages the scheduled workflows. We will

b schedule workflows later in this chapter.

- Policies A policy is a trigger that can be configured to trigger

— when certain events occur.

=] Workflows This manages everything that has to do with workflows.

I_HI' Inventory This shows all the objects that each plugin has access to.

s Actions This manages everything that has to do with actions.

o Actions are like mini workflows. We will discuss Actions
in detail in Chapter 6, Advanced vRO Scripting with
JavaScript.

2] Resources A resource is a file that can be used from workflows.

-—d' Configurations | Configurations are centrally defined attributes that are
available to all workflows.

I_j Packages A package contains workflows, actions, as well as all the
other elements that export and import the Orchestrator
solutions. We will work with packages in Chapter 9,
Packing It All Up.

i Policy These are the templates for policies.
- templates
A= Authorizations | This is deprecated and not used anymore.
Web Views Web Views are HTTP-based web pages that interact with

Orchestrator (deprecated and removed from Version 6).

We do not have the page count to discuss all the other items in this list. Please
refer to the vRealize Orchestrator Cookbook for an extended discussion on resources,
non-admin access to the Orchestrator, configurations, and policies.
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Workflow properties

Let's get started with some very basic things about workflows. We will see what a
workflow consists of as well as how we can handle it.

A workflow is made up of different elements. We will now look into each of these
elements one after another. But first, we have to navigate to a workflow and have a
look at it:

Start the Orchestrator Client, as shown at the beginning of the chapter.
Click on the Workflow icon, |5.

Now, you are in the workflow library. Expand the Library tree and then
scroll down to vCenter.

Expand vCenter and then select Virtual Machine management.

5. Now, expand Basic and then click on the workflow Create simple
virtual machine.

M From now on, we will use the shorter path description:
Q Library | vCenter | Virtual Machine management | Basic
| Create simple virtual machine.

We will now go through all the properties of a workflow, as this is the central part
of Orchestrator.

The General tab

The General tab consists of two main areas. The upper area shows all the properties
of the workflow such as its name, ID, and so on. The lower area is where its
attributes are shown (see the following figure). We will first have a closer look at
the upper area:

* Name: The upper area contains the name of the workflow. The name can
be changed, but it has to be unique in a folder.

* ID: The next item is the workflow ID. The workflow ID is automatically
generated by Orchestrator and cannot be changed. It is unique for all
Orchestrator installations. The ID is the overall identifier of a workflow. If
you want to start a workflow via REST you would, use its ID, not its name.

* Version: This shows the current version of the workflow and also presents
you with a link to see all the previous versions of a workflow. We will look
at workflow versioning later in more detail in Chapter 5, Combining and
Modifying Workflows.
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Workflow icon: You can change the workflow icon of a workflow to any icon
that has been imported into Orchestrator. There are some predefined ones.

Owner: The one who created this workflow is the owner. You can click on
Check signature (the SSL certificate) to check whether the owner of the
workflow is the current Orchestrator. The signature is the SSL certificate that
we created in Chapter 2, Deploying and Configuring the Orchestrator Appliance.

User permissions: This attribute defines the permissions that a given user
has for this workflow. These settings are defined when exporting a workflow
to determine if and how a workflow can be reused. We will have a look at
this in Chapter 9, Packing It All Up.

Server restart behavior: This defines what should happen if the Orchestrator
server becomes unavailable and then available again (basically, Orchestrator
is powered off) while the workflow is running.

Resume from failed behavior: This determines what should happen if

a workflow fails. The System Default option stops the workflow. The
alternative is to have the workflow resume enabled. This means that in case
the workflow fails, the workflow will stop and ask the user for alternative
inputs for its attributes and inputs.

Description: This attribute allows an editor to leave more information about
a workflow.

General | Inputs  Outputs Schema Presentation Parameters References  Workflow Tokens Events  Permissions

Mame Create simple virtual machine _.‘\

D BD208080802080808080805080808080A3C260800122528313869552e41805b01

Version . . ) Show version histary...

Workflow icon

Owner Check signature

User permissions View contents Addto package | Edit contents

Server restart behavior

Resume from failed behavior

Creates a virtual machine with the most commen devices and configuration options. |

v

~ Aftributes

+

O
O
O

Name Type Walue _.Q Description

Mo & % Log progr hile waiting for thi

1.0 @ % Polling rate for the task state, in s
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The lower section contains all the attributes of this workflow. An attribute is like
a global variable that is defined for all elements of this workflow. We will have a
closer look at them in Chapter 5, Combining and Modifying Workflows.

The Inputs tab

The Inputs tab shows all the input parameters that exist for this workflow.

An input parameter is a variable that needs to be filled with a value when the
workflow is started. Have a look at the first input parameter. It will ask for the
name of the new VM. We will have a closer look at these parameters in Chapter 5,
Combining and Modifying Workflows.

General | Inputs | Qutpuls Schema Presentation Parameters References \Workflow Tokens Events Permissions

Parameters

+ 4 X [ TR

#  Nams Type Description

= Virtual machine name
= Guest operatir em to use with the virtual m
= virtual macl

=9

=9

= e

= Virtual maching’s me
=] MNumbe

= The net

=9

=41

The Outputs tab

The Outputs tab shows all the output parameters of the workflow. These values

are filled when the workflow is finished. The values can then be used by another
workflow as the input parameters. The only output parameter of this workflow is
the internal vSphere ID of the newly created VM. We will have a closer look at these
parameters in Chapter 5, Combining and Modifying Workflows.

General Inputs | Outputs | Schema Presentation Parameters References \Workflow Tokens Events Permissions

Parameters

LR S N 4 B R

# | Name Type Description

- The newly created VM
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The Schema tab

The Schema tab shows how the workflow is constructed. It shows all the separate
elements that the workflow is made up of. Every workflow will consist of one
Start element (the green arrow icon) and at one or more End elements (the grey
shield icon). Between these two elements, you can see two other elements—a
scripting element (the scroll icon) and an action element (the gear icon). On the
upper right-hand side, you have an option to zoom in and out. We will have a
closer look at this in Chapter 5, Combining and Modifying Workflows.

General Inputs  Outputs | Schema | Presentation Parameters References Workflow Tokens Events  Permissions

| 100 v_| %

O % - -@

T

Create ConfigSpec vim3WaitTaskEnd

The Presentation tab

The Presentation tab is where you define how the input parameters are presented
and formatted for the user. You can create pages and sections and sort the input
parameters. You can also define a set of rules for each input parameter. We will work
with the Presentation tab more in Chapter 7, Improving Workflows with Presentation.
Have a look at the highlighted vimFolder input parameter in the following figure.
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You will see that it has two properties, the first one being Mandatory input,

which means that this input parameter must have a value, or else the workflow
will not start:

General Inputs Outputs Schema|F’resentati0n |ParametersReferences Workflow Tokens  Events Permissions

=B = X
v [E] Presentation
=R
¥ = General Parameters

® (string) vmMName Virtual machine name
(VC:\'mFolder) vmFolder Virtual machine folder

(number) vmbiskSize Size of virtval disk in GB

(number) vmMemorySize Memory size in MB

(number) vmHbOfCpus Number of virtual CPUs
(VC:VirtualMachineGuestOsidentifier) vmGuestOs Virtusl mschine guest 05

(boolean) diskThinProvisioned Make disk thin-provisionsd?
¥ = Infrastructure

® (VC:HostSystem) vmHost Host on which to create the virtusl machine

® (VC:ResourcePool) vmResourcePool Resource pool

® (VC:Network) vmNetwork The network to connect to

® (VC.Datastore) vmDatastore Datastore in which to store the virtual machine files

General F'roperties|
F.x< @

Property name
W Mandatory input
WV Selectvalue as

W Show in Inventory

The Parameters References tab

The Parameters References view shows all the parameters of the workflow and its
properties in an alphabetical order. For example, you can see that the vimDiskSize
input parameter is of type number (it expects a number to be entered) and has
multiple properties, such as Minimum number value of 0.004. This is an information
page; you cannot change anything here.
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We will work with presentation properties in Chapter 7, Improving Workflows
with Presentation.

General Inputs Outputs Schema Presentation | Parameters References | Worlkflow Tokens Ewvents Permissions

[] show attributes = ==
¥ & (boolean) diskThinProvisioned Make

¥ digkThinProvisioned (Cre
» 4@ VCVirtualMaching) newWM The y
¥ = (WC:Datastore) vmDatastore Datastore in whi

W Mandatory input true

WV Select value as list

W Predefined list of elements Getdct

Y1 vmDatastore (Creats Co
¥ & (number) vmDizkSize Size of virtu

F Minimum number valug 0.004

W Mandatory input true

F Mumber format (s 22

¥ vmbiskSize (Creste
¥ = (WC:VmFolder) vmFolder Virtua! machine folder

W Mandatory input true

WV Select value as tres

WV Show in Inventory __ AU

thin-provisioned?

M1 vmFolder (Creste ConfigSpec)
» B (WC:VirtualMachineGuestOsidentifier) vmGuestOs Guest operating system to use with the virtual machine

The Workflow Tokens tab

A workflow token is created when a workflow is started. As a workflow can be
started multiple times at the same time, each execution of the workflow creates a
unique workflow token. This is an information page that shows all the workflow
tokens and their status. Each workflow token contains its status as well as its start

and end time. Sometimes, it is more important to know which user actually started
a workflow.

General Inputs OQutputs Schema Presentation Parameters References |W0[Kﬂ0WTOKeﬂS |E\|'EI"ITS Permissions

Where state is |_AII K3 1 element found. Filter : l:l Clear

Name State Start date End date Current item name User Owner
+" Create simple ... [completed] 12:43:30 12:43:36 vROAdmin@mylab...

Business state
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The Events tab

The Events tab is also an information page. It shows all the events that belong to this
workflow. For instance, we have an event where this workflow was created, and the
time when this happened is also shown (when you installed Orchestrator):

General Inputs Outputs Schema Presentation Parameters References Workflow Tokens | Events | Permissions

3elementsfound |-y [ | [ Glear
Description Type Time Lecy S
- Workflow created (viai.. @ Info 23.06.15 14:37 internal 1306477943
Workflow ‘Create simpl.. @ Info 12:43:30 vROAdmin 1766931007
@ Workflow ‘Create simpl... @ Info 12:43:36 vROAdmIN 1766931007

The Permissions tab

In the Permissions tab, one can regulate the access level of any nonadministrative
user. We will not be able to go into detail here, so please refer to the VMuware vRealize
Orchestrator Cookbook.

General Inputs Outputs Schema Presentation Parameters References Workflow Tokens Events | Permissions

[

Users / Groups Owner Rights

Starting a workflow

Now that we have discussed what the different elements of a workflow are, let's run
a workflow.

We will now create a new VM. The workflow will not
power the VM on.
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There are multiple methods that can be used to start a workflow. You can use the
play button (the green arrow) that is located at the top of the workflow (Marker A),
or you can right-click on the workflow in the library and then select Start workflow
(Marker B). If you would like to start the workflow as a different user and not the
one that you are currently logged on as, right-click on the workflow and select Start
workflow as (Marker C).

B (i =] -_d' |_j |_H' General | Inputs  Outputs

v [ virtual Machine management A

¥ [ Basic 6

LN

-

Create simple dvPort P> startworkflow... Ctri+R
Create simple virtual > Start workflow as... C
Delete virtual machin| B Start last workflow run

[ T

After starting the workflow, a window will appear, displaying the input parameters
that have to be provided in order to execute it. We will now perform the following
steps to execute this workflow:

1. Enter the name of the new VM. This is a text field and can contain any ASCII
code. However, if you are using any language specific characters such as &, 6,
and i, you might get into trouble.

2. The virtual machine's folder is a vCenter type, therefore it requires the ID
of an existing vCenter object. To assign a vCenter Object, click on Not Set to
open the vCenter inventory.

3. A second window opens and lets you browse thought the vCenter inventory.
Look for a folder called vM. This is the top VM folder when no other VM
folder exists.
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4. Try out the following: browse through the inventory and click on an
object. Have a look at the Select button. Only if you click on an object
that is compatible with the type that the input needs can you click on the
button. This helps a lot if you are not sure where the object is located or

what it should be.
Start Workflow : Creste simple virtual machine =
Y
1 VM |\I
1a_General Paramelers Select (VCVmFolder ) g
1b Infrastructure
% Virtual machine nal e
1 Testvhl X
- v..' 3 "‘ \;il General | Custom properties
* vnfﬂ machine fol | v ) ,center Server A
2 _ (nNotset ¥ [ nttps:iivcenter. mylab local 443/sdk -
— ¥ [(B Datacenters
% Size of virtual disk v iy myLab Name vm
» (8 host
l 3 SDK Connection  hitps./ivcenter.mylab.local. 443/sdk
% Memory size in M8 A vesxia
~ Hemeryszen » | JvCenters.s id group-v23
» | vcenter
» || VMware vRealize Orchestrator Ap
Number of virtual CP! _ gateway
(10 _ openfier
— > | ADDNSDB |y
# Virtusl machine guf | - R
Not set
Cancel Select
Make disk thin-croy
Cancel Bacl Next Submit H

5. The next three fields are number fields where you can only fill in numbers.
The third field (vCPU) is also a number. However, using the presentation,
it is a drop-down menu with only a preselected value. We will have a quick
look at presentation in Chapter 7, Improving Workflows with Presentation.

6. The Virtual machine guest OS again has a vCenter type, but in this case,
not one where you select something from the inventory, but from a list of
predefined values. Click on Not set, and a new window will open up.

7. The window is empty when it opens, and this is a confusing thing for
novices. Simply click into Filter and then press Enter. This will activate
an empty filter that displays all options. You can also enter text, such as
64, to filter for specific options. This kind of window is pretty common in
Orchestrator.
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8. Select one of the options and then click on Select.

-

» Chooser... [ﬁ“

VC:VirtualMachineGuestOsldentifier

131 elements faund. Filter - Clear

Name

winVistaG4Guest |T

windows7Guest
windows7_G4Guest . 8 f
windows7Serverfd4Guest )

windows8Guest
windows8_G4Guest
windows8Serveré4Guest

windows9Guest I

Cancel Select

9. You can now choose to make the VM disk thin provisioned. This is
a Boolean type, and Orchestrator displays Yes or No. However, in
JavaScript, Orchestrator uses the correct Boolean values, true and false.

10. After filling everything out, you will see that you can select Next.
Have a look at the red * symbol before each text. It indicates that this
parameter is a mandatory input.

§ ——
» Start Workflow : Create simple virtual machine

===

1 VM

#* Virtual machine name

1a General Parameters

1b Infrastructure Testvll

#* Virtual machine folder

0wm

# Size of virtual disk in GB

1

# Memory size in MB

[512

Number of virtual CPUs
| 1.0

#* Virtual machine guest 05

© windows7_G4Guest

Make disk thin-provisioned?

() Yes () Mo

| cancel | | B=c

| Next |

Submit
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11. On the second page, you are asked for the host. However, there is no red *
symbol. So, it's not a mandatory input. We will leave it alone.

12. The ResourcePool again is a vCenter object. Click on Not Set and then select
Resources under the cluster or host where you want to create the VM. The
Resources resource pool is not a real pool, it represents the resources of the
cluster or the host as such.

«  Select [ VC:ResourcePool )

P

i |

¥ [ vCenter Server
v E‘gl hitps:/vcenter. mylab. local 44 3/=dk
v % Datacenters
A J;| mylLab
A\ ﬁ host
¥ i 1921882203
» i) 1921682203
[zl nFs

{2} local_pESXi_Bulk
=} Incal_pESXi_Fast

2= iNet-Uplink
c=s192.168.220.0
c=s wmnict

N

J General ‘ Custom properties

ResourcePool - Resources

-

Mame

SDK Connection

id

CPU reservation

Memory reservation

Resources

hitps:fvcenter. mylab.local 44 3/sdk
resgroup-28

11574

27899

Cancel Select

13. The next item is a vCenter network object. Browse and find your

correct network.

14. The last input is the vCenter datastore where you want to store the VM.
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15. After you are finished, click on Submit to start the workflow.

p

—— - - - a
© Start Workflow : Create simple virtual machine ﬁ
1 VM
Host on which to create the virtual machine
v 1a General Parameters "o
otse
1b Infrastructure
# Resource pool
© Resources [x)

# The network to connect to

© 192.168.2200 Q

+ Datastore in which to store the virtual machine files

© local_pESxXi_Bulk

(X

Cancel Back Mext Submit

Workflow run and results

By clicking on Submit, you have started the workflow. Orchestrator now switches to
the workflow token (execution). You will see how it runs through each step and the
variables fill up.

After the workflow completes its run, it can be in three states —successful (a green
tick), failed (a red bullet with a white cross), or it will ask for more information

(the person icon). The following figure shows all the executions with their respective
start time next to them. Each of these executions is a workflow token, as shown in the
Workflow Tokens section of the workflow's properties.

'..-L Import a certificate from URL
" Import a cerificate from URL [13:37:27]
ﬁi Import a certificate from URL [13:37:37]
8, Import a certificate from URL [13:38:01]
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When you click on a workflow execution, you get additional information about
the workflow's run. There are three sections —the General, the Variables, and the
Logs tab.

The General tab shows the name of the workflow and its token ID, which is a unique
ID inside Orchestrator. Also, the status and execution time are shown:

General | Variables Logs

Hame - Create simple virtual machine

D - 40285c8c4e30bc81014e39c3ce2007F

Buginess status -
Workflow - Create simple virtual machine
State - completed
Start date - 12:43:30
End date - 12:43:35

The Variables tab shows all the parameters (the in- and out-parameters and
attributes), each with its type and the value it has when the workflow is finished.
Some of the values have a grey i icon before it. If you hover the mouse on it, you
will be shown additional information.

Underneath the parameters is a window titled Exception. If an error occurred during
the workflow run, the error will be displayed here in red text.

General | Variables

Name Type Value
tas CTask  createvi_Task E

boolean Mo

Logs

number 1.0

TestviM

number 1.0

VO Netwi

Exception
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The Logs tab shows the logs that the workflow created while it was running in the
Orchestrator Client. We will have a look at creating logs in Chapter 8, Errors, Logs, and

Debug Mode.

General Variables | Logs

7 XK

Meszzages

[2045-06-28 12:43:30.646] [I] VMX file path : Tocal_pESXi_Bulk]

Rerunning workflows

When an error occurs in the workflow run, most of the time you can fix the
underlying problem and then you can rerun the workflow. Entering all the
information again is a bit annoying.

There are two ways to do this, but basically, all result in the same thing. Right-
click either on the workflow and select Start last workflow run or on the workflow
execution (workflow token) and select Run again.

¥ [ Basic

Create custom virtual machine
Create simple dvPortGroup virtual maching

" Create simp|
Delete virtual m
Get virtual macl
Mark as templa
Mark as virtual
Move virtual ma
E Move virtual ma
E Move virtual ma
E Move virtual ma
E Register virtual
Reload virtual m
Rename virtual
Set virtual mac
Unregister virtu
Upgrade virtual
Upgrade WM Hg
Wait for task ar]
» T clone
» [ Device Managemel
» [ Move and Migrate
» [JOthers

v

» 1 Bawer Mananemer

P> start workflow...
P> start workflow as...
> start Iast workflow run...
W Debug workflow...

(>3 Schedule workflow

Cirl+R.

Fi1
Cirl+3
(>3 Schedule workflow As...
+ flow..
Duplicate workflow...
(& Export workflow...
X Delete

Locking

v

[
Localization >
References >
@ validate workflow...

2 Show version history...

Ipg Generate documentation

5} Delete all finished workflow runs

& synchronize...

ﬁ Edit access rights

J# Edit

Cirl+E

¥ [ Basic

Create custom virtual machine
Create simple dvPortGroup virtual machine
Create simple virtual machine
Create Simple virL

P> Run again...

Delete virtual maching| Ctri+R
Get virtual machines tf [ Run again as
Markastemplate a Debug... F14
ark as virtual machir -
Move virtual machines ‘:rl Schedule.. Cirl+S
WMove virtual machineg —# Schedule as...
ove virtual maching Save as new workflow...
ove virtual machine | 9¢ [gjate Delete
Register virtual machi
Relad virtual machin
Rename virtual machi
Set virtual machine pe
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When you choose to rerun a workflow, the workflow input window will open and
all the values, except for the passwords, will already be filled with the values that
you had selected the last time you ran it.

The difference between the two methods is that the first method, by using the
workflow, will result in rerunning the last execution of the workflow, whereas in
the second, you can select the execution of the workflow that you are rerunning.

Using the vSphere Web Client

After exploring how to use the Orchestrator client to run a workflow, let's do
the same with the vSphere Web Client. The advantage in using the Web Client is
that you do not need to start and log into a separate client, and you can directly
make use of the existing objects.

Starting a workflow from the Orchestrator
plugin

We will now run a workflow using the vSphere Web Client. This method is good
to run any workflow. Later, we will run the workflows directly from the vCenter
inventory by simply right-clicking on them.

1. Open the vSphere Web Client and log in as a user who is a member of the
Orchestrator administration group.

2. Click on the Orchestrator icon.

vmware® vSphere Web Client

Navigator X
O

[& vCenter Inventary Lists
[P Hosts and Clusters
[&] WWis and Templates
] Storage

€3 Networking

st Policies and Profiles

WOW | WO N W W

_J vRealize Orchestrator
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Click on Inventory Trees | Workflows.
The Orchestrator workflow library will be shown.
Browse Library | vCenter | Virtual Machine Management | Basic.

Right-click on Rename virtual machine and select Run a workflow.

N o O ®

You will be asked to allow the execution of the Orchestrator workflow.

vmware* vSphere Web Client  #=

Navigator X Rename virtual machine = Actions =
4 vRealize Grchestrator Lo J Summary ‘ Monitor
[ Delete virtual machine -

Getwnual machines by na
[ Mark as template

Mark as virtual machine

[ Move virtual machine to folder Parameters
virtual machine to res.

= Description |
Renames an existing vitual machine on vCenter Server or ESX host and not on the datastore.

Name Type Desaiption
ve virtual machines to fol.. X i~ .
mree vm WC:WirtualMachine Virtual machine to rename
Move virtual machines to re
newhlame string Mewvirtual machine name

Register vifual machine
Reload virtual machine

= Rename virual mackiaa “« )

Set virlual machine Actions - Rename virtual machine
B unregsor sl A L A
Uparade virtual mag = Schedule a workflow |
Upgrade VM Hardware (forc... | |

Wait for task and answer vir.

8. The workflow input window is displayed. Click on the green + sign to open
the Orchestrators vCenter inventory.

9. In the inventory, drill down to the VM that we created in the last section and
click on Select.

10. Enter a new name for the VM and click on Finish.

Rename virtual machine (7) »]

1 Common parameters Common parameters Select a VirtualMachine

4 1a Common parameters
«/ 2 Start/Schedule 8

T [ e Sp— J Brow.. | Filter (1) Selected Objects

- JVRO Servers

» () https:ivro.mylab.local:8281

# MNew virtual machine name 1 'b ‘\:’.;""09”‘9".5?"“'9" v
v vE}jht‘lps.#\center.mrlab.lucal 443/sdk
10 ITESt'v'T\"l v [# Datacenters

" - iy myLab

» (5 datastore

» [ynost
Hext » [ network
~[Fvm

» ADDMNSDB

» gateway

» openfiler

B T E—

o » vcenter

-

oot
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After clicking on Finish, the workflow will be executed. You can see a new task pop up
in the vCenter task bar. As you can see in the following screenshot there are two tasks,
were one would have expected to see only one task. Have a closer look. The first one
(marked A) is run as the user who is logged into vCenter, and the second (marked B) is
the one that is run by Orchestrator against vCenter. This is the case if you have selected
one session instead of per-user session when configuring Orchestrator with vCenter
(see Chapter 2, Deploying and Configuring the Orchestrator Appliance).

[¢] RecentTasks X x

Task Name Target Status g Mnitistor Queued For | Start Time Completion Time Server
Rename virtual machine Rename virtu +  Completed wROAdmin@mylab.local 0Oms 22/07/2015 3:18 22/07/2015 3:18:3 192 168.220.12
Rename virtual machine G test + Completed A MYLABWROAdmIn 10ms 22/07/2015 3:18..  22/07/20153:18:1...  wcenter.mylab.local

Configuring workflows for the vCenter

inventory

Not all workflows are integrated directly into the vSphere Web Client. We will have
a look at how to configure them in a second.

All available workflows for a given vCenter type are shown when you right-click on
a vCenter object and then select All vRealize Orchestrator Actions, as shown in the
following screenshot:

Remave from Inventory El Remove excess snapshots
Delete from Disk Shut down and delete virtual machine

All VRealize Ordiesl:-ﬂmkﬂuiuns Migrate virtual machine with viMaotion
SUSSSS—— £ Remaove all snapshots

I — = ~cOvE old snapshots

Before we run a workflow from the vCenter inventory, we will configure a workflow,
which will be used in the next chapter, by performing the following steps:

1. Inthe vSphere Web Client, go to the Orchestrator section.

2. Click on vRO Home.

3. Click on the Manage tab.
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4. Select Context Actions.

Here you find all the workflows configured for use within the vCenter

inventory. In section A, you will find the name of the workflow. Section B
shows whether this plug-in is enabled for Multi selection. Multi selection
means that you can run this workflow with more than one vCenter object
at once. Section C shows for which vCenter object type this workflow will

be accessible.

vmware* vSphere Web Client #=

Navigator X J vRealize Orchestrator

_;_Hor“le

vRealize Orchestrator

2 ] | senvers [ Contest Actions | 4

+ Inventory Trees T 7
Y +E3Ed7%xC
B Workflows

P L Add DRS virtual machine group to cluster

(J VRO Seners Add virtual machines to DRS group A
Waorkflows Convert disks to thin provisioning
L'z Scheduled workflows Create snapshots of all virtual machines in...
& Waiting for interaction Delete all unused datastore files
Export unused datastore files
Find unused files in datastores
i
7] 3

wy ;
\ Getting Started  Summary | Manage | - 3

U | vROAdmin@mylablocal ~

63 Workflow name 1 & Multi selection
—

+ Enabled
+ Enabled
+ Enabled

Q, Filter -
Associated types

Cluster \\C )
Cluster

Datastore

Resource Pool
Datastore

Datastore

Datastore

I DDO DS

19 items

5. To add a workflow to the vSphere Web Client, click on the green + sign.

The Orchestrator workflow library will now open. Browse Library | vCenter
| Virtual machine management | Device Management and select Add

CD-ROM.

7. Click on Add. The workflow will now be added to the selection on the right.
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8. Search for and click on Virtual Machine to assign this workflow.

Add new workflow ?) M
Available w%rkﬂnws Selected workflows

» T Configuration = Add CO-ROM

» [ Custom attributes 7

» C1Datacenter

» [ Datastore and files
» CFolder management
» T Guest operations

» [ JHost management
» T Metworking

» [ JResource Pool [C] mutti selection
» [ Storage Available types
w [ Virtual Machine man... "
» EBasic O Distributed Port Group
» CJClone [] @& Distributed Switch
EDevice Managem. ..
= - [0 3O Folder
B s ® AddCD-ROM [
3 Add disk 1 [@ Host

Change RAM
Convert disks ...
E3 Convertindep... O ,C_i Standard Metwork

Ed Discr

E_:';T;”g;il”r:" 8 & Vitual Machine

B Mountfloppy d... = ] 38 vApp -

[] & Resource Pool

[ ok |[ cancel |

The workflow has been added and assigned to a vCenter VM type. You may need to
log out of the vSphere Web Client and then log in again to make the change visible.

Starting a workflow from the vCenter
inventory

We will now execute the workflow form the vCenter inventory by performing the
following steps:

1. Inthe vSphere Web Client, click on Hosts and clusters.

2. Select the VM that we created and then right-click on it.

3. Select from All vRealize Orchestrator Actions the Add CD-ROM workflow.
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4. The workflow input window shows up. The name of the VM that we just
right-clicked on is already in it.

Add CD-ROM 2 M
1 Add CD-ROM M
v
# Virtual machine to which to add a CD-ROM
1b CD-ROM
+ X
W 2 Start/Schedule
a »
NHext Cancel
5. Click on Next.
6. Select Connect the CD-ROM when the virtual machine powers on.
7. Select from the dropdown Device type, the option Datastore ISO file.
8. Enter the path to an ISO file in the format [datastore] folder/file.
’@ Add CD-ROM 2) »
1 Add CD-ROM Sle =
‘connectAtPowerOn’ field is ignored when selecting "Client Device” device type
v 1aww
filePath’ field is only taken into account when selecting "Datastore IS0 file™ device type
M boovow
W SRR # Connectthe CD-ROM when the virtual machine powers on
6 4
— & Device type
7 | Datastore 150 file ||
= 130fie path
8 ) I[Iocal_pESXi_Elqu] 130slen_windows_7_professional_with_sp1_x86_dvd_u_G77056.is0 I
Ll » 5
Back Next Finish Cancel

After the workflow has finished, the VM should have a CD-ROM that it didn't have
before, and the CD-ROM should be connected to an ISO.
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Scheduling workflows

One of the cool functions of Orchestrator that helps a lot of admins is the possibility
to schedule workflows for a later run. Just imagine the following scenario. You need
to power off a VM at midnight for a scheduled outage time and then make sure that
it's up again by 8:00 a.m. You can remotely log in if you have the possibility, or you
have to stay in the office until then. Using Orchestrator, you can simply schedule
these jobs. After you learn to build your own workflows, you can not only do simple
jobs of running a library workflow, but also combining them. We will delve into this
in the next chapter.

You can schedule workflows using the Orchestrator client or the vSphere Web Client.
We will show how to do it both ways. I will use the rename VM workflow to showcase
this as it has a low impact on the vSphere environment. The main difference between
the Orchestrator Client and the vSphere Web Client is that by using the Orchestrator
Client, you have more granularity in the selection of reoccurrences.

The Orchestrator Client

Scheduling a workflow by using the Orchestrator Client works in the following way:

1. Open the Orchestrator client and go to the workflow library.

2. Right-click on the workflow in Library | vCenter | Virtual Machine
management | Basic | Rename virtual machine and select Schedule
workflow. The Schedule workflow as option works exactly like the
Schedule workflow with the added benefit that you can change the
credentials of the executing user.

Move virtual machingotofaldac I L
Move virtual machin| [ Start workflow... Cirl+R
Move virtual machin| [ Start workflow as...
o . 3
Move virtual machin| s Start |ast workflow run...
F'.egister virtual mac; ¥ Deb o £11
A ebug workflow ...
Reload virtual machi i g
B Schedule workflow... Ctrl+5
Set virtual machine { "L Schedule workflow As...
Unregister virtual me %.,
= .
Upgrade virtual mac
Upgrade WM Hardw
Wait for task and an

Duplicate waorkflow...
= Exportworkflow...
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In the input window, select a Task name; the default is the name of the

workflow. Sometimes, it's a good idea to make it a bit more descriptive.

Select a start date and time for the workflow to execute.

If the Orchestrator server was not available when the workflow should have
been started, would you like to start it as soon as it is available?

Select the reoccurrence of the workflow execution. You can choose from No

Reoccurrence to Monthly. Please note the Add entry link where you can

select multiple occurrences in the same interval.

7. You can select an end date, which is when the last reoccurrence should
take place. If you don't set it (leave it at Not set), the task will be executed

indefinitely.
' Start Workflow : 5.8 Shedule me (23]
Schedule information ) ) ) )
Specify the schedule information, start date, recurrence, and end date for this run.
Only run date is mandatory.
Every minute
# Task name
Al ety
o Add enty Rename virtual machine 3
00 = "
# Start of operation
1B8/09/2014 534112 PM e 4 [%)
Every hour
Start if scheduled in the past
Add entry ~ .
o AL @vesONo g
00| m |00«
Recurrence
o, | Every month 6 |
| Every day "'_A-':":'ﬂ“'?' N
= Add entry 18] - [12]|Pwjmf n [00|m |00]s X
12|/|PM (¥|h |00|m (00|=
|—J Recurrence end date
1 Mot set . T
[Euery'week
Time : |00 |AM ¥ h |[00/m 00| =
Cancel Back Mext Submit
J sun L] Men L] Tue [ wed L] Thu [] Fri [] 5at

8. After you click on Next, you can continue with the input window for the

workflow parameters.
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The workflow is now scheduled, and you can look at it by clicking on the Scheduler
icon that is displayed in the Run module.

ymware' vRealize® Orchestrator- | Toois ~ | Hee ~| (G
(3 x 7 vRO Client Rename VM
fi& ifj_) =S g L# General | Recurrence  Workflow Runs ~ Permissions
9 | i) M
E‘? vRO Client Rename VM 14:28:33 |
B WebCinet Rename v 0o:00:00| B Suspendtask LA\
IP Resume
¥ CanceliDelete vRO Client Rename VM
_/"‘ Edit Cir+E pration Thursday, July 2, 2015 2:29:3
Start behavior Start if scheduled in the past
Lastrun never
Mext run Thursday, July 2, 2015 3:00:00 PM CEST
Startup user vroadmin@mylab.local
Workflow Rename virtual machine

In the scheduler, you can suspend, resume, edit and cancel/ delete the task. Editing
allows you to edit the reoccurrences, but not the workflow parameters. To change
the parameters, you need to cancel the workflow scheduling and schedule it anew.

The vSphere Web Client

We will now schedule a workflow using the vSphere Web Client:
1. Open the vSphere Web Client and log in as a user who is a member of the
Orchestrator administration group.
Click on the Orchestrator icon.

Navigate to Inventory Trees | Workflows. The Orchestrator workflow
library will be shown.

4. Right-click on the workflow Library | vCenter | Virtual machine
management | Basic | Rename virtual machine and select Schedule
a workflow.

5. Select the input values of the workflow, as we already did in the
previous section.
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Click on Next.
Give the task a name and maybe a description.

Select a start date and time.

o *®» N

Choose a reoccurrence from the following options: Run Once, Every
Minute, Every Hour, Every Day, Every Week, and Every Month. Whatever
you select, there isn't an additional detailed selection possible as with the
Orchestrator Client.

10. Select Reoccurrence end date.

(4 Rename virtual machine
[

s , .
1 Common parameters StartiSchedule

v 1a Common parameters

() Run now

# Task name:
|Rename VI 7
Description:

Renames the VM

# Run date and time:

07/02/2015 | | 2:00 AM v| 8

# Recurrence:

| Every week | - 9

Recurrence end date:

07/02/2015 | [12:00 AN [ | 10

Back Finish Cancel

11. After you click on Finish, the workflow is scheduled.
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Working with Workflows

You can check which workflows are scheduled by clicking on Scheduled Workflows
in the main Orchestrator site in the vSphere Web Client. As with the Orchestrator
client, you can suspend, resume, edit, and delete. Additionally you can run the
workflow now, which is not an option available in the Orchestrator Client.

vmware* vSphere Web Client  #= U | vROAdmin@mylablocal + | Help

)
Havigator X | vRealize Orchestrator
| <4 Home o |gpr/7upxc (@rrer -
vRealize Orchestrator Name State Workflow Server
(J VRO Home WebClinet Rename VIl + Finished Rename virtual m wro.mylab.local
« Inventory Trees VRO ClientRename Vil ¥ Pending PE;'ITWW avitualm..  vro.mylab.local
Waorkflows > ,;; Suspend
w Inventory Lists b Resume
) vRO Seners > 3 Delete
Workflows
.5 ‘Waiting for interaction
7] 2items [~

Summary

In this chapter, we had a close look at workflows. We learned how to run them
using the Orchestrator Client and the vSphere Web Client. We also saw how we can
configure and run a workflow directly from the vCenter inventory. This feature will
come in handy frequently, as this is what makes Orchestrator stand out.

The possibility to schedule workflow is pretty cool for admin tasks, but it has a much
wider range of possibilities. In advanced programming, you can create scheduled
tasks by running a workflow, making it possible to automate, for instance, the
creation of a VM at a given time.

In the next chapter, we will learn how to combine the existing workflows together.
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Workflows

Now that we understand how to work with a workflow, we will take the next step
of combining workflows. As there are a lot of previously created workflows in

the library, we can simply play Lego and build a new workflow from the existing
elements. This is a common practice. What is also pretty common is to modify

the existing workflows to make them do what you would like them to do. In this
chapter, we will do all that and a bit more.

For this chapter, I assume that you have gone through the previous chapter
or are familiar with its concepts. Here are the major concepts that we'll look at
in this chapter:

Combining the existing workflows
Workflow validation and history

Useful workflow operations such as copying, deleting, and undeleting a
workflow

Introduction to parameter types
Introduction to the workflow decision element

Modifying the existing workflows
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Combining existing workflows

A very common task for workflow creators is to use the existing workflows and
put them together. In this section, we will create a new workflow that consists of
other workflows. We will build a workflow that will create a VM, add and mount
a CD-ROM, and then start it. We have already used the workflows involved in the
last chapter. During the next chapters we will enhance this workflow further.

1
‘\Q It's always a good idea to try out an existing workflow before using it

so that you know what it is really doing and what inputs it needs.

Creating a new workflow

In order to build a workflow that combines two or more existing workflows, we
first need to create a new empty workflow. Just placing a workflow somewhere in
the library isn't really that professional. So, we will create a new folder in the library
that we will use to store our workflows in. This will also help us later when we
create a new package for export (see Chapter 9, Packing It All Up).

Creating a new library folder

To create a new library folder, perform the following steps:
1. In the Orchestrator client, select the Design mode (the drop-down menu at
the top) and then select workflows, £ (the blue icon with white elements).

2. Right-click on the top library element, &4 (the orange, square icon with
white cycle).

3. Select Add folder.

4. Enter the new folder's name, such as MyWorkflows.

A new folder has been created.

vmware vRealize" Orchestrator-

< 8 7
B | =] _d |_] ,_g. General | Permissions
¥ w2l vCO Administrator @ 192.168.220.128
» [ Librany .
» [ Orchestrator Cookbook
E A
Bl NyWorkflows Name MyWorkflows

Description
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You can change the name of the folder by right-clicking on it and then selecting Edit.

Opening a new workflow for editing

Now that we have a folder, we can create a new empty workflow in it, simply follow

these steps:

1. Right-click on the new library folder that you created and select New

workflow.

2. You are now asked to give the workflow a name, such as InstallFreshVM.

The new workflow opens up and is now ready for editing:

' VMware vRealize Orchestrator - vCO Administrator @ 192,168.220.128 = | E &
MyFirstWorkflow
General | Inputs  OQutputs Schema Presentation Parameters References Workflow Tokens Events Permissions
= [+
~
[a
MName InstallFreshVii
D 9dff2aa6-a7d6-4bfa-86f-837fe2b9612b
Version o || ao || o ) show version history...
Waorkflow icon Dlﬁl
Owner Check signature...
User permissions View contents Add to package Edit contents
Server restart behavior |_Resumew0rkﬂ0wrun _"J
. ./
Resume from failed behavior |_System default 'J
4
¥ Affributes
- X < B @
B | Name Type Value ,_d Description
=
v
i pr
l Cancel J l Revert J l Save J l Save and close J

You have seen the preceding window before in Chapter 4, Working with Workflows,

where we discussed what each item in this window means.
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Adding workflows
Let's add elements to our new workflow.
There are two methods that can be used to add workflows to a new workflow. We

will first add the Create simple virtual machine workflow by searching for it and
then the Add CD-ROM workflow by selecting it from the library.

1. In the new workflow that you opened for editing, click on Schema.
2. In the tool box to the left, you will find the Generic box already opened.
3. Scroll down and find Workflow element.
4. Drag the Workflow element icon between the start icon and the end icon, as
shown in the following screenshot:
VMware vRealize Orchestrator - vCO Administrator @ 192,168.220.128 =NASEl X )
A InstallFreshVM
General Inputs Quiputs | Schema | Presentation Parameters References Workflow Tokens  Events  Permissions
4, Tvoe vour filter text here... = > Run § Debug @ validate | 100 Tw| %
E Generic 2 -

0 Throw exception Workflow note

ELL III....

- &S . .

Dr Action element :‘l’ﬁ Workflow elem... c..
., [
»
> ‘A
Lﬁ’@l Furesch element Lﬂw Asynchionous ... O .)
Y 3
S Basic |
=] Log
=
E Metwark
E Al'Workflows
£ all Actions
| cancel | | Revert | | sawe | | saveandclose |

5. Assoon as you release the mouse, a window will appear, where you can
search for the workflow to be added. In the filter, start typing simple. The
more you type, the fewer results are shown. Now type [space] and vi.
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' ™
) Chooser... @

Choose workflow s

4 elements found | - Clear
Name Version Folder
Create a simple XML document 311 Library / XML / Samples XML (Simple)
Ed Create simple datastore cluster 0.1.0 Library /vCenter/ Storage / Storage DRS
Create simple virtual machine g 020 Library /vCenter / Virtual Machine management ...
Create simple dvPortGroup virtual ma-. 0.3.0 Library /vCenter / Virtual Machine management ...

Cancel Select

This should result in only one workflow — Create simple virtual machine.
7. Click on Select.

The workflow element has been added to our new workflow. Let's add the
Add CD-ROM workflow a different way.

In the toolbox to the right, select All Workflows.

As you can see, the workflow tree library is shown. Dig down to Library |
vCenter | Virtual Machine management | Device Management and then
drag the Add CD-ROM workflow onto the schema just after the Create
simple virtual machine workflow.

- N
() VMware vRealize Orchestrator - vROAdmin @ 192.168.220.12 [E=SEEE ==

New workflow

General Inputs Outputs | Schema | Presentation Parameters References Workflow Tokens Events Permissions

C%T\fne vour filter text here.. | = bRun 4 Debug O\Ia\ldate |1uu T %

= -
= Generic

=
= Basic

£ Log

=
= Network

2 alWorkflows 8
= L swHEge

...'----.-llllr..*

¥ ['irtual Machine management " stk -
» [ Basic .-'. g
» T Clone . l " @ @
¥ [l Device Management o * ¢ Add D'

7] Create simple virtu
X Add CD-ROM .

o9

Add disk

E rhangag
-l N
E All Actions

l Cancel J l Revert J { Save J l Save and close J
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Adding actions to a workflow

Actions are a different type of workflow. They are what programmers call
functions. In Orchestrator, an action is written in JavaScript and can only have
one out-parameter, whereas a workflow can have more than one. We will have
a closer look at actions in the next chapter when we also look at JavaScript.

Adding an action also works via two methods, as is the case with workflows.
Now, we will add an action to our workflow that starts up (powers on) a VM:

1. In Schema, click on the All Actions toolbox tab.

2. Look for an action module (the folder symbol) called com.vmware.libary.
ve.vm.power. Actions are not sorted in a library view like workflows,
but come in modules. As you can see from the name and by browsing
through the actions, the modules are sorted and named to simulate
a treelike structure.

3. Drag the StartVM action into the schema and place it after the Add
CD-ROM workflow element:

VMware vRealize Orchestrator - vCO Administrator @ 192.168.220.128 o S S
InstallFreshVM

General Inputs Qutputs | Schema | Presentation Parameters References Workflow Tokens Events Permissions

.:\.\ Tvoe vour filter text here .. = | P Run 4 Debug & validate ‘.mg v %,
= Generic

§ Basic

£ Log

S Network

E Al Warkflows =
E All Actions " O
*0O com.vmware.library.vc.vm.power 2
2P} shutdownVMAndForce
¥) resetvid P

! standbyGuest
¥} suspendVi

#% shutdownVM L]
¥ shutdown /-....-..-'ll'--u

| ¥} forcePower0ff L
- -

| Cancel | | Revert | | Save | | Saveandclose |

We can also use the Action element from the Generic toolbox, which works by
searching for the name of an action, just like we did with the workflows.
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The big question is, why should we add an action? Surely there is a workflow that
powers on a VM? Well, there is one such workflow, and we will work with it at the
end of this chapter when we talk about altering existing workflows. The problem
with the Start virtual machine and wait workflow is that it waits for the VMware
tools to start up inside the VM. However, we are creating a brand new, empty VM.
So, there are no VMware tools yet. Therefore, we have to use the action.

1
‘Q There are lots of actions that come with Orchestrator. It's a good

idea to browse the library actions.

Now that we have added two workflows and one action, we have all the elements
of our new workflow together, and we can now go ahead and assign all of their
parameters.

Assigning parameters

As you know from Chapter 4, Working with Workflows, each workflow has attributes
as well as input and output parameters. To make our new workflow actually work,
we need to assign the input and output parameters to our newly created workflow.

Just be mindful of the fact that this process involves a pretty long set of steps, but
persistence definitely pays off.

1. We start where we left off.

2. In the workflow, hover your mouse over the first workflow element. You will
see that the following four icons are displayed:

lC-pen Details l ' Edit |

im I

Create simple virtu

The Delete icon deletes this element from the schema. The Error Path icon
will be discussed later in Chapter 8, Errors, Logs, and Debug Mode. The Open
Details icon displays the workflow in a separate window so that you can
check what it actually does. The Edit icon is the one that we will be using.
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M In Orchestrator 6, you can also use the "bulk import" parameters
Q as soon as you click on a workflow element. We will have a look at
that at the end of this section.

3. (Click on the Edit icon.
4. A new window will open. Click on the IN tab to select the input parameter.
5. Each input parameter needs to be assigned. If a parameter is not assigned,

not set is written next to its name. Now, click on not set next to the
vmName parameter.

6. A new window will open up and show all the possible values that already
exist. As this workflow is totally empty, only NULL is shown. Click on
Create parameter/attribute in workflow.

7. Another window opens and lets you create a new attribute inside your
new workflow. First, you can (if you want) change the name. However,
I normally go with the default name.

®

A description is a good idea as it explains what a parameter is for.

9. Now we come to the type of the parameter. We will have a closer look
at all the types a bit later in this chapter. Nothing to do here, we will
use the default.

10. You now have two choices. You can make this parameter an input
parameter for our new workflow, or you can keep the value fixed. As
an input parameter, the user will be asked for it when you start the new
workflow. As an attribute, the value is fixed. Choose Create workflow
INPUT PARAMETER with the same name.

Create parameter e
Il o | M | QUT  Excepion | Birvding -
v Parameter information
s 2 7
| =
Virtual maching name 8
[
1 stement found pre
Type
L 4 string 9
.t -._ltlas‘ j |
- - - —4
Chogser v oot .
.
Create simphe viriual machine - L b 10
g v “wrmillarme’ »
. *
Vit .
.
¥ [
worlow & @ mutounal. . Ciear |
Name Hesut type Source Bescrpton
NULL Any
i Canesl | | Ok

[84]



Chapter 5

11.
12.
13.

14.

15.
16.
17.

18.

Click on Ok to return to the list of all the parameters.
Now, click on the not set that is next to vimGuestOs.

Again, we will create a new parameter like we did before. But this time, we
will choose to keep this one fixed. Choose Create workflow ATTRIBUTE
with the same name.

Select an operating system for your workflow by clicking on not set next
to Value and choosing one from the list, such as windows7_64Guest.
Remember to press Enter in the filter. Otherwise, you won't see anything.

Click on Ok to return to the list of all the parameters.
Now, click on not set next to vmHost.

As we saw in the last chapter, we don't need this parameter. So, just click
on the existing NULL. Then, click on Select.

Now that we learned the basics lets speed this up a bit. For the first workflow
element, we will define the parameters in the following way:

Parameter Type Value

vmName INPUT

vmGuestOs Value | windows7_64Guest

vmFolder Value | Select a folder in your infrastructure
vmResourcePool Value | Select a resource pool in your infrastructure
vmHost NULL | We don't need to fill anything into this parameter
vmDiskSize Value | Select some number of GBs for this disk
vmMemorySize INPUT

vmNbOfCpus INPUT

vmNetwork Value | Selecta VM network from your inventory
vmDatastore Value | Select a datastore in the your infrastructure
diskThinProvisioned | Value | Select Yes to allow for thin provisioning

19.

20.

21.

Now that all the input parameters are defined, let's look at the out parameter.
Click on OUT.

There is only one out parameter, newVM. This parameter will hold the ID
of the new VM, and we will reuse it in the workflow.

Click on not set next to newVM and then create a new parameter. Select
a value, but leave the value as not set. Click on OK. This will create an
attribute that is empty, so that the workflow can fill it in later.
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22. Now that we have finished the first workflow element, let's go to the second
one, Add CD-ROM. Edit the workflow element and click on IN to see all the

input parameters.
23.

The first parameter is called vim, whose type is the same as that of the

newVM output parameter. Click on not set, select the already existing

new VM parameter, and click on Select.

VMware vRealize Orchestrator bS

Info | IN | OUT  Exception Visual Binding

=

Local Parameter

Source parameter | Type
not set m g

Description
Virtual machine to which to ad

notset Recoiaao Conpgectthe CO-ROM whent _
n Chouser‘ &J
n
Mount CD-ROM
Input parameter ‘vm"
Virtual machine to which to add & CD-ROM
Create parameter/attri 2 elements found Filter Clear
Name Result type Source Description
NULL  Any
newVM  VCVirtualMachine  attribute The newly created virtual mac...

Cancel Select

24. Fill the rest of the parameters, as follows:

Parameter Type Value

vm existing newVM
ConnectAtPowerOn | Value Yes

deviceType Value Datastore ISO file

filePath Value [Datastore name] folder/file

25.

element and can move on.

26.
27.

Edit the action element and select IN.

Have a look at the out-parameter, as there isn't one, we are done with this

There are only two input parameters. vin will take the newVM attribute. The

other is host, and the description says that it's optional. So, set it to NULL.
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28. Click on OUT. Every action has the same out-parameter called actionResult.
Only the type changes. We are not interested in the return value. So, we will

just set it to NULL.

p
1+ VMware vRealize Orchestrator

S

Info IN [ OUT | Exception | Visual Binding | Scripting

o

L
Local Parameter Source parameter Type
actionResult not set /C:Task

Description

Close

We are done. We have assigned all the parameters of all the elements in our schema.
We learned how to assign a parameter as an input and set a value for it or ignore
it by setting it to NULL. We also learned about the special output parameter that

actions have.

Since Orchestrator 5.5, things are easier. When you click on the Edit icon, note the
grey information bar with a Setup button. By clicking on it, you will now be able
to quickly assign all the parameters in one window. Selecting Skip will set the

parameter to NULL.

3‘ Promote Workflow Input/Qutput Parameters 5[ 12

Workflow Tokens

InstallFresh\Vi

Evenis Permissions

Promote Workflow Input Parameters
Auto promote workflow/action input

O Input O Skip (_) Value

S @5 new input parameters

Resetall blrkdmgs to

Name Mapping Type Value
+ [vmame [ ¥) (@ mput (U Skp () Value
+ [ymGuestOs  [¥) (Jmput (O skp (8 Vale Dw\nduwg?’a
+ [viFoider (%) (Jmput () Skp (@) Vale O )
+ [vmResourcePool [¥) () put () Skp  (®) Value @ Resources &
4 [vmost  [v) Onpet @ skp () Value X
+ [vmDiskSize  |[¥) @ mput () Skp () Vale
+ [vmMemorySize |¥) (@) mput (U Skip (L) Vale
+ WEJ @ Input O Skip Q Value
+ [vmhetwork Y Ompt O skp @) Value ©192168.22 €3 |ustom virtu
+ [vmDatastore (Y]  (Jmput O Skp @) value @local_pEsx. &
+ [dskThinProvision [¥) (0 input () Skip (@) Value © YesQ No &)

Promote Workflow Qutput Parameters

Auto

promote all wor

n ouiput parameters as new output parameters

Reset all bindings to

Name Mapping Type
+ | newVM i) \_j Output (_:J Skip @ Local variable

O Output \:.l Skip \_/ Local variable

Cancel Promote

&

Add CD-ROM

| Cancel | | Revert | | Save | | Saveandciose |
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Workflow verification

Now that we have assigned all the parameters of the workflow element to the new
workflow, we can finally save it and give it a go.

To save the workflow, click on Save and close. If you have created the workflow
correctly, Orchestrator will ask whether you want to create a new version of this
workflow. In this case, skip to the next section.

If you did something wrong (and you may want to try this), you will be presented
with a window that looks like this:

Vvalidation warning x|
[}5 Validation is not successful.
e Are you sure you want to continue?
l View details J l Continue anyway J

When Orchestrator saves a workflow, it checks whether all the parameters are
assigned, whether there are any empty scripts, and so on. If this is the case, you
will get a warning. You can ignore this warning by clicking on Continue anyway.
This will save the workflow in the current state. However, you will not be able to
execute it.

If you click on View details, Orchestrator will present you with a window that
shows its findings.

O' Workflow Validation |
QZ Errors, 1 Warnings, 0 Infos
Title ~_ A Owner B Quick foc action
Py " " " S " .
€3 Input parameter ‘diskThinProv... Create simple virtual machine Bind parameter...
Q Input parameter ‘deviceType’ ... Add CD-ROM Bind parameter... C
A\ Workflow attribute < thislsNoM... Attribute : thislsTooMuch Delete attribute

Info : Input binding parameter not set [Make disk thin-provisioned?]

Close

In the preceding example, I didn't assign the deviceType and diskThinProvisioned
parameters. I also added a thisIsTooMuch attribute, which isn't used. In section A,
we find the error that Orchestrator found. In section B, we see the workflow element
in which this error occurred. In section C, you are presented with a possibility

of fixing the problem. Clicking on Bind parameter will bring you directly to the
window where you can create a new parameter or choose from an existing one.
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The Delete attribute option should be used with caution. You may not want to
delete the parameter. You may just have forgotten to assign it to something. So,

check it out first.

You can also run the validation at any point by clicking on Validation Validate at

the top of the schema.

Workflow history

When you save and close a workflow, you are asked whether you would like to Add
to Version History. What this means is that Orchestrator can keep different histories

of a workflow.

Add to Version History |
Add to Version History
*You made changes to the workflow after you created its version.
Thesze changes are not applied to the current workflow version.
To be able to revert to the current workflow state, increase the workflow version.
D Do not show this mezsage again.
[ Increase version ] l Continue anyway J

Selecting Increase version will create a new version of the workflow. You can see the
current versions of a workflow in the General section. By clicking on Show version
history, you can see all the existing versions of this workflow.

vmware vRealize Orchestrator- |

3

LA C - T

G} Bb (L ‘ E-! | \_# Parameters References
¥ k2l vROAdmIn @ 152.168 220,12 J General | Inputs

‘ Tools V| Help v|

InstallFreshVM
Workflow Tokens Events Permissions
Outputs Schema Presentation

» [ Library
v [ Myworkflows
= -

story Version Inspector |

History Version Inspector
Select the version to diff or revert

1 element found. |- I:l Clear

0041 VROAdmIn Thu Jul 02 16:03....

l Diff Against Current J l Revert J { Close J

Wersion Author Date Comment -

gvior

MyFirstWorkflow

2b2688fa-bf80-45ab-912b-2fcd9b4a0985

(] 0 1 '9 Show version history.
| .
*
AEsEEEEEEm LA
Check signature
View contents Add to package Edit contents

Resume workflow run

System default
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Comparing the versions

You can use this function to compare the versions of a workflow.

On the workflow's General tab, click on Show version history.

Select the version that you would like to compare the present one against and
click on Diff Against Current.

3. A window will pop up and show both the versions next to each other. Resize
the window as required.

4. When you are finished, click on Close.

Workflow Diff

ersion Controll 0.0.2

General Inputs  Outpuls | Schema | Presentation Parameters References

‘Working with Workflows 0.0.1

General Inputs Oulputs | Schema | F

Parameters R

(100 |v| =%

(100 |v| %

©-%-0

Scriptable task

- L9 RO

System log

a -
w/

Scriptable task

Close

Reverting to an older version

Perform the following steps to revert to an older version of the workflow:

1. Click on Show version history.

2. Select the version that you'd like to revert to and click on Revert.

Your workflow is now of an earlier version. However, the newer version is still
available. You can also revert to a newer version if you wish.

Useful workflow operations

Here are a couple of useful operations that you should know when creating or
editing workflows. We will go through them via an example.
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Copying a workflow

Creating a copy of an existing workflow is something that you will do quite a lot.
For example, you may want to create a copy of an existing workflow and modify it
according to your needs, which is what we will do in a later section in this chapter.

Let's copy our first workflow by performing the following steps:

1. In the Orchestrator Client, select the workflow that we just created.

2. Right-click on the workflow and select Duplicate workflow.

3. Give it a new name or keep the default one, which will always be Copy of
[Original workflow name].

4. Select the folder in which you want to place the copy of your workflow. To
do so, just click on the name that is displayed and then search for the folder
that you want.

5. If you also decide to copy the history of this workflow, the new workflow
will contain all the old workflow's events as well as its history (see above).

X
Please enter duplication information for your workflow.

#* New workflow name
Copy of InstallFreshvil 3
#* Workflow folder
O myworkflows 4 [%)
Copy version history
®) Yes () Mo 5
Cancel Submit
6. Click on Submit to create the copy.

The new copy will now be created and placed in the target folder that you specified.
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Renaming a workflow element

Each workflow element can be renamed in the schema. This isn't about renaming a
workflow or an action. It's just about the text that is shown below the element itself.

1. Click on the workflow that we just duplicated.

2. Right-click and select Edit. Alternatively, you can click on the edit Icon
at the top of the workflow.

Change to the schema.

Double click on a workflow element.

Now, you can change the workflow element's name.
When you're finished, just press Enter.

NS

Don't exit and save yet. Go to the next section.

The renaming of the elements is mostly done when you use other workflow elements
from the toolbox, such as decisions or scriptable tasks.

Deleting an element

If you want to delete a workflow element from the schema, things are slightly more
complicated. Deleting an element is easy, but don't underestimate the cleanup.

To understand this, let's go through an example where we delete an element:

1. We will continue from the point where we are editing the workflow.

2. We are now going to delete the Add CD-ROM workflow element. Click
on it and then select the red X.

3. The element is deleted. However, if you now click on Validate, you will find
that the parameters of the workflow still exist.

4. Don't exit and save yet. Go to the next section.

Create simple virtu startV'i
O' Workflow Validation |
,L\, 0 Errors, 3 Warnings, 0 Infos
Title Owner Quick fix action
A\ Workflow attribute :'deviceTyp... Attribute : deviceType Delete attribute
A\ Workflow attribute - ‘connectat... Aftribute - connectAtPowerOn Delete atfribute
A\ Workflow attribute - filePath'i.. Attribute : filePath Delete atfribute

Info : Workflow attribute is never used in any tasks nor decisions

Close
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The important thing when deleting workflow elements is to understand what
parameters you can delete as well the elements that you have to keep.

Exit without saving and reverting

If you worked on a workflow and you found out that you did something that you
didn't intend to do and want to go back to the last version, there are two ways to
do so. First, you can exit the edit mode without saving the changes. The other way
involves clicking on Revert.

As we have just deleted an element, we can try this out:

1. While editing the workflow, make sure that you have deleted an element.

2. Click on Revert. You will see that the element you deleted has reappeared.
Note that this happened without you being asked to confirm it. So, you have
to be a bit careful.

3. Let's dig deeper. Rename a workflow element.
After renaming it, click on Save.

Now, delete a workflow element and click on Revert. Note that the deletion
has been remedied, but not the renaming. You probably have already noted
that you haven't been asked about saving either. So again, be careful what
you click on.

6. Delete an element again, but this time, click on Cancel and then Close
anyway.

7. You will see that you have exited the editing of the workflow and you're
now looking at all the changes since the last save have been discarded.

Deleting and undeleting a workflow

Last but not least, we will clean up again by deleting the workflow, as follows:

Make sure that you exit the workflow editing mode.

2. Right-click on the workflow that we copied, select Delete, and confirm
the delete operation.

3. The workflow will then be deleted. Check your library.

Now, click on the folder that contained the workflow that you deleted
and select Restore deleted workflows.
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5. A new window will open, which will show all the workflows that you can
restore. Select the one that you want and click on Restore.

vmware vRealize" Orchestrator-
& as
e T Iy
IR o PO x|
— i Restore Deleted Elements =
¥ =i vROAdmIn @ 192.168.220.12 Select elements from the list below to restore in the selected category.

» 7 Library

- 3 ol ts found ]
elemenis foun Filter Clear

Name Delete Date Fas

4 [ Addfolder...
“+ Move workfiow folder

% = /] Copy of MyFirstWorkflow 2015-07-03 10:52:10.878
| ew workflow
& Import workflow... 3

Restore deleted workflows
Localization
& validate workflows
X Delete

Restore Close

This concludes our little exercise.

Workflow parameters

Now that we understand some of the basics of how Orchestrator programming
works, we will look at the different types of parameters that exist.

Parameter types

There are many variable types that are already implemented in Orchestrator out of
the box, but the basic variable types are as follows:

Variable type Description

any This can contain any content. It is used to carry variables to the
other elements that are not defined in the Orchestrator GUI,
such as XML. Note that Any should only be used if nothing else
will do, as it has been known to mishandle some content such as
complex variables.

boolean This has only two values, either true or false. However,
Orchestrator uses Yes and No in the GUL

credential This contains a username and password. The password is
encrypted.

date This is used to store the date or time in the JavaScript format.

number This contains only numbers, which can be integers or real

numbers. Everything is stored as floats in Orchestrator.
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Variable type Description

secure string

the database.

When entering values, *s will be shown instead of characters. The
value is plain text and visible to the workflow developer, but it is
encrypted when the workflow runtime information is stored in

encrypted string This is like the secure string. However, the value is always
encrypted.

string This can contain any characters.

NULL This is not really a type, but defining a variable as NULL means

that anything that is put into it will be discarded.

In addition to the base types, each plug-in will install its own type. These types are
identified by their prefixes. For example, types that come with the vCenter plug-in
have the VC: prefix, and types from the SSH plug-in have the SSH: prefix. When you

click on the type of a parameter, you can see all the existing types, as follows:

-

Select a type... @
& Type 283 elements found | -, |

® Aray Of Filter: |vC] Clear
Type

VC:VinualDiskVFlashCacheConfiginfoCacheMode
VCVirualEthernetCardLegacyMetworkDeviceMame
VC:VirualEthernetCardMacType

WVC:VirtualMachine
VC:VinualMachineAppHeartbeatStatusType
VCVirtualMachineConfiginfolpiviWwnType

AR ket LB b rmm hm m S L om i st m i VL s m T e

Define composite type...

A |

Cancel Accept

Each workflow can have a parameter in three different areas. Depending on where

they are located, they are called slightly differently.

Parameters in the General section

A parameter in the General section is called an attribute. An attribute is accessible
throughout the whole workflow. However, it is not accessible outside the workflow.
An attribute can have an initial value at the start of a workflow, but it can also be

changed at any

stage.
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Attributes are mostly used for two things —as a constant (defined once and not
changed), or as a way to exchange a value between two workflow elements. You
can lock an attribute (see the following screenshot) to make sure that the initial
value can't be changed:

~ Attributes . o
: I General - Attributes |
R+ X 22 [
B |Name Type Value =7 ._d Description
O atribute string  nitial Value &' % This is a Attribute and can be changed
constant string Value dosnt change &" % Thisis a Constant and will not change

Lock the initial value j

Variables in the input section

A variable that is present in the input section is called an INPUT parameter.
The content of an input variable is defined at runtime and entered by the user.
Input variables cannot be changed during the workflow execution directly, as
you cannot assign an in-parameter as the output of a workflow element.

Parameters

P LA XDm e LD

# | Name Type Description

& inparameter  string When the workflow starts the user is propted to enter a value here.

Variables in the output section

A variable in the output section is called an OUTPUT parameter. The content
of an output variable can be defined within the workflow and is available to
the other elements when the workflow has finished.

Parameters
. UUTpLULS
+ o E X B R P

# | Name Type Description

& outparameter string The value of this variable will be accessible to other workflows
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Working with parameters and attributes

For each parameter section, there are several action icons. Most of them are
repetitive and clear to understand, such as Delete, Cut, Copy, and Paste.

Each section has an icon that will create a new parameter. In the input and
output section, you also have a possibility to change the order of the parameters.
The order will influence the appearance in the presentation.

Create Aftribute Create inparameter j (-"’reate :Jlnparameterj
R+ X 3 [ M t 4+ X R @ ++ax.’_'rrn+
i attributes

presentation

Moving a parameter or attribute

If you created a parameter in the wrong section, you can move it to a different
section. The input and output sections have an action icon that will move a
parameter to the attributes section.

In the attributes section, you need to right-click on the attribute. Then, you can move
the parameter either to the input or the output section.

When you move a parameter around, all of its existing bindings are
lost. For example, you may have created an attribute and assigned
~ it to a workflow element. You may then move the attribute to be an
Q INPUT parameter. If you go back to the workflow element, you find
that the assignment is set to Not set.

This is a bug that has been reported in 5.5 and will be fixed in time.

Some more advanced programming

Now that we have gone over the basics of programming, let's go a little further.

We will use one of the items of the toolbox, the decision element. We will work with
some other elements later on in this book, but we won't be able to cover all of them.
All the elements are explained with examples in the vRealize Orchestrator Cookbook.
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Adding a decision element

A decision element is what programmers call an If-clause. It checks for a condition
and then points to one or the other way. A decision uses a test to check whether a
certain condition has been met. The result is always true or false. The following
three types of decision elements exist in Orchestrator:

‘r Decision r‘" Custom decision " Decision activity

The differences between the three decision elements are the following:

* A (basic) Decision can only check whether a single parameter has fulfilled
a certain condition. There are simple checks that depend on the type of the
parameter. For instance, it can check whether a number is greater than a set
value or whether a string contains a certain value or the power state of a VM.

* A Custom decision enables the programmer to write a JavaScript to
determine whether a condition has been met. This check can be as complex as
the programmer likes.

* The Decision activity checks the outcome (the OUTPUT parameter) of a
workflow against a certain simple condition like the (basic) Decision.

In the next chapter about JavaScript, we will dive a bit deeper into conditions and
these checks.

We will now use the (basic) Decision element to modify our first workflow by
performing the following steps:

1. By using the Orchestrator Client, copy our first workflow or create a new
version as shown earlier.
Now, edit the copied workflow.

Drag the Decision element from the Generic toolbox into the workflow
between the Create simple virtual machine and Add CD-ROM workflows.
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10.

11.

You will see that after inserting this element, a new end point has been
created, and there is a green and a red line. The green line represents the
flow of the program if the result of decision is True, whilst the red is the
False result.

OB -¢ B % 0

_ _ = True
Create simple virtu Decision Acld CD-ROM start'm

False

@

We will now implement a check in the Decision element. The aim is to insert
a CD-ROM image depending on the chosen operation system. To do this, we
first need to move the vinGuestOs parameter from its current place in the
attributes to the INPUT parameters so that we can choose a different OS.

Go to the attributes, right-click on the vinGuestOs parameter, and select
Move as INPUT parameter.

Now, go back to the schema and edit the Create simple virtual machine
workflow element. You will see that the vimGuestOs is not set anymore.
We discussed this behavior before.

Set the vmGuestOs as the INPUT parameter again.

Now, we will set up the Decision element. Edit the Decision element and
then click on Decision.

The parameter that should be checked is currently not defined and shows
Not set (NULL). Just click on it.

A window will open up and display all the attributes and INPUT parameters
of the workflow. Choose vmGuestOs.
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12. Then, choose the Name equals from the drop-down menu and enter

windows7Guest 64 in the text box next to it, as follows:

5-B-¢ B -%-0

Create simple virtu Decision Acd CD-ROM start'M
1

O‘ VMware vRealize Orchestrator |
Info | Decision | Scripting

WC:\irtualMachineGuestOsldentifier ymGuestOs |_Name equals ¥ | windows7Guest_G4

' Close

We now have a decision. When the workflow runs and someone selects the
Windows 7 64-bit operating system, the workflow will follow the green line.

If someone selects anything else, the workflow will end. This is not really ideal,
but we are not finished yet.

Working with connection lines

Each element in a workflow is connected by a line to another. We will now modify
our workflow to make it a bit more useful and learn how to connect workflow
elements as well as break them.

1.

When editing the workflow, select the line between the Decision element
and the end point by simply clicking on it. It should get bolder.

Now, press Delete, and the red line as well as the end element will disappear.

Drag another Add CD-ROM workflow directly onto the Decision element,
as follows:

©-B-F B -#-0

Create simple virtu Degisi Add CD-ROM start'/M

A A +
Adicd CO-FOM

The new Add CD-ROM workflow element will now be automatically
connected to the Decision element by using a red (false) arrow. This is
because the green (true) arrow is already connected.
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10.

Hover your mouse over the new Add CD-ROM element. You will see that
a blue arrow and a red arrow appear. Hover over the blue one until it
becomes bigger.

Drag the blue line onto the startVM action, as follows:

" T'—’Eﬂ—,k r—»@g@_

Decision Add CD-ROM start/i Decision Acld CD-ROM start'/M
. .
v, Y,
B/ X B/ X
- Ll o
w ° o
Acd CD-ROM Add CD-ROM

We have now connected all the elements of this workflow as well as created
a more meaningful false branch. Let's clean up and make it not only prettier,
but also more readable.

Drag the second Add CD-ROM workflow element underneath the other one.

Rename the Decision element to something that resembles the check that
you perform, such as Windows7?.

Rename the Add CD-ROM workflows to clarify what the difference is, such
as Add Win CD-ROM and Add LINUX CD-ROM.

O-B-v B #-0

Create simple virtu Windows7? ™. Add Win CD-ROM /,,’f startm

e e

Add LINUX CD-ROM

Now, we need to assign parameters to the new Add CD-ROM workflow
element. Edit the workflow and assign the parameters, as follows:

Parameter Type Value

vm existing newVM

ConnectAtPowerOn | existing ConnectAtPowerOn

deviceType existing deviceType

filePath Value [Datastore name] folder/file of a
different ISO image
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This concludes our little example for the moment. We will come back to it later and
improve it further.

Things you might like to try out

Here are some ideas that you can try out with this workflow:

¢ Add another Decision element to check whether it's a SUSE Linux.

—_— . — B -
O-H-» —H -&-0
Create simple virtu Windows77? Add Win CD-ROM x startvm

|
¥ /

@ — B3

SLES117 Add LINUX CD-ROM
|
¥

®

* Explore the Switch element from the toolbox (needs vRO 6).

_Pdld WinG CD-RON

SN
.

O-8-

Create simple virtu

880

Add WinT C AT startVil

/

m

witch
Add SLES11 CD-ROM

~ -
{J VMware vRealize Orchestrator x|
W Scripting

+ ]
If vmGuestOs |Nameequals | ¥| sles11_64Guest thengoto item5: Add SLES11 CD-ROM f lv b 4
If vmGuestOs |[Nameequals | ¥| |dows8_64Guest thengeto iternf: Add Win8 CD-ROM f lv b 4
If vmGuestOs |[Nameequals | ¥| |dows7_64Guest thengeto itern2: Add Win7 CD-ROM f lv b 4

By default goto itern7: v
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* Check out the different decisions that you can perform depending on the
variable type. To do this, create or use parameters of the type: number,
string, VM, and datastore in the Decision element and check the content
of the drop-down menu.

Modifying an existing workflow

Copying and then modifying an existing workflow is something that is pretty
common. We will go through this by using an example. We will copy and modify
the Start virtual machine and wait workflow.

1. In the Orchestrator Client, browse to the workflow Library | vCenter
| Virtual machine management | Power Management | Start virtual
machine and wait.

2. Have alook at the Edit option. It's greyed out. This is because it's a
Vendor supplied library workflow.

3. If we want to modify the workflow, we have to duplicate it. Go ahead
and do this, as shown in the last section.

After duplicating the workflow, you can edit it.

The trick with modifying existing workflows is to understand what they are
doing. This can be done simply by running the workflow and having a closer
look at each element.

The decision element (A) checks the power status of the VM. If it is powered on, it
will move to the scripting element (E). If the VM is not powered on, it will go to the
startVM action (B). We have used this action before, and you may remember that its
output is of the type VC:Task. The workflow (C) checks whether the VM is powered
on and automatically answers vCenter questions, if there are any.
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The last action (D) will wait for the VMware tools inside the VM to start.

A &
T D Ty pp——— > ;I }3
o s
WM is poweredOn? start'i
v v
5 b4
Alreacly started Wait for task and a
D _ 52
g

vim3Wait ToolsStarte
v

®
This workflow is very good. However, if the VM has no operating system or
VMware tools are not installed, it will show an error. So, we will modify it,
as follows:
1. Click on the last action (D) and then delete it.
2. You will see that this automatically reconnects the lines to the end element.

3. Run validation and delete all the parameters that are left over from
the action that we deleted.

4. Save and close the workflow.

If you want to, you can now replace the startVM action in the workflow that
you created.
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Summary

This was a big chapter, and we went through many topics. We started off by
learning how to place workflow elements into a new workflow and thus combine
them to form a new workflow. While doing this, we discussed parameters and
ways to assign them. We also learned how they are built and used.

We not only discussed how to deal with rearranging, renaming, and
removing elements, but also the ability to revert or exit the editing of a
workflow without saving.

We had a short look at the workflow history function and improved our
programming skills by using a Decision element. Last but not least, we learned
how to modify the existing workflows.

In the next chapter, you will be introduced to the JavaScript language. We will learn
some simple commands, deal with actions, and explore the Array variable type.
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Advanced vRO Scripting with
JavaScript

In the previous chapter, we learned how to combine existing workflows to create
new workflows. Before we can go ahead and delve into the advanced aspects of
programming, we need to learn some JavaScript. Orchestrator is actually a JavaScript
engine that has a massive visual component.

In this chapter, we will not only use an example workflow to learn JavaScript, but
also expand the InstallFreshVM workflow that we created in the previous chapter.

This chapter will explore the following topics:

* JavaScript - the very basics
* How to use JavaScript in Orchestrator
* The if-clause in JavaScript as well as operators and conditions

* Creating and using actions

JavaScript — the very basics

JavaScript is a script language, which means that it doesn't need to be compiled
before runtime. The Java language is a "real" language, and it needs to be compiled
before it can be executed. Compiling is defined as the creation of an executable
(.exe) file from the Java-sourced code. For our purposes, Java and JavaScript have
nothing to do with each other. JavaScript is what we will learn, and it's used to create
the Orchestrator workflows and action.

To learn JavaScript, you can have a look at http://www.w3schools.com/js/.
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Basic rules

Let's have a look at the rules that govern how JavaScript is written. In the next
section, we will try some stuff out.

Every line ends with a semicolon

Each line of JavaScript that you write will be interpreted by Orchestrator. For
Orchestrator to know that a command has ended, you need to place a semicolon (;) at
its end. It's just like a full stop in a normal sentence that marks the end of a thought.

It's like the old "Let's eat, Grandpa" joke, where a missing comma leads to
cannibalism ("Let's eat Grandpa").

Variables

Variables (or parameters) in JavaScript are just text and must start with a letter.
After the first letter, numbers can be used. There is a convention that you should
follow when creating variable names. The first letter should be in lower case. Then,
capitalize the first letter of the words that follow. Examples of good variable names
are newVM, myNewCoolVariable, and vmConnection.

Variables in JavaScript don't have to be declared, but it's good practice to do so.
A declaration means that you have to define the content type of a variable type
before using it. To tell Orchestrator that you want to define a variable called
output that should contain numbers, you will write the following code:

var myOutput = new Number () ;
myOutput = 5;

As noted earlier, it's not really needed. You can also write var myOutput = 5, orjust
myOutput = 5. However, in some cases such as properties or arrays, you need
to declare the variable properly.

We have already discussed the different types of variables in the previous chapter.
Have a look at it. We will also discuss in a bit more detail some number and string
operations via a few examples.

Case sensitivity

Every command or variable is case sensitive, which means that the System.log
command is correct, but system. log or System.Log are not.
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The same is true for variable names. The myTest variable is not the same as MyTest
Oor mytest.

Orchestrator actually helps you a bit here. We will explore this a bit later.

Comments

Comments are text that are placed in the code and which are not interpreted for
execution. Comments are extremely useful when writing your program. You can
write in them what a specific line will do or where a variable comes from.

There are two kinds of comments —single-line comments and multi-line comments.
You use single-line comments mostly directly after a command line, and they
finish automatically with the Enter key. On the other hand, you use multi-line
comments either to write longer text, or to comment out multiple script lines.
Commenting out script lines means that you put the comment signs around a
script line so that it is ignored when the program is run. This is mostly done when
testing a program. Make sure that the ; end marker is placed outside the comment
directly after the command.

* Single-line comments are made by using //, as follows:

System.log(test); //put the content of test into the logs

*  Multiline comments begin with /* and end with */, as follows:

/* This is a big comment
that goes
over multiple lines */

Formatting

JavaScript has some agreed-upon formatting rules that should be followed. Not
following them will still create a working script, but others will find it harder to read.
Have a look at http://javascript.crockford.com/code.html to understand how
JavaScript should be formatted.

Running though some examples

Let's leave the dry theory behind and have a look at some practical examples.
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Creating an example workflow

First, we will create a space where we can write some JavaScript and make
Orchestrator use it, as follows:

1. Open the Orchestrator Client.

2. Go to the workflow folder that you created in the previous chapter.
3. Right-click on it and create a new workflow.
4

From the Generic toolbox, drop a Scriptable task onto the Schema.
- ©

The scriptable task element will contain our JavaScript, and it is the only element
that we will need in this whole chapter.

)
W/

Secriptable task

Creating new parameters
Let's start the show with some simple number operations. We will use the basic

mathematical operations: +, -, *, and /.

Starting from where we left off, we will now create two input parameters and one
output parameter and assign all the parameters to the scriptable task. We will do this
in two different ways.
1. Click on the Scriptable task and select Edit.
2. Select the IN tab. There are no parameters in it yet because this is a
G
brand-new element. Click on Bind to workflow parameter/attribute =-.

3. The Chooser window will open, with nothing to choose from. Click on
Create parameter/attribute in workflow.

Now we can give the new parameter a name.

We choose this parameter to be of type Number as we want to do
some math.
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6. Create the parameter as an IN-parameter and then click on Ok.

n
Create parameter (=
Parameter information
[ELER N Firstyalue) 4 |
{_} VMware vRealize Orchestrator Description — A
r
Info | IN  OUT Exception Visual Binding Scripting
S X esan, .
., |
Lo “arameter Sourcé parameter Type . ,D‘:“%”W‘Tq W L
= ¥
) Chaoser... v ot _
) o2t Type @ - 461 slements found
Scriptable task .o‘ Array Of O Filter : lﬂj
Input paramx.aler "param’ ,‘ Type
Mo description K WorkflowToken ]
Create parameteriattribute in work Mothing found Filter oolean
number . 5
n Ame Result type Source Descripfl| path .
g string v
—
Define composite type
Cancel Create - @) Ci ER with the same name 6 =
O Ci the same name

Let's add an IN-parameter another way. Click on Inputs.

Click on Add parameter. A new line is added.

Click on the new parameter named arg_in_0. A new window will open up.
Enter a new name for this parameter, such as mySecondValue, and click

on OK.

10.
String type.

Now, we need to change the parameter type. Click on the default

11. In the new window, select the Number type and click on Accept.

General | Inputs | Qutpuls Schema Presentation Param

1 &y
Paramete’ ®© :
= =
t v X (W @ .
# | Name TYP:
= myFirstvalue o) nurﬁber
& arg_in_0 ﬁ-ﬁ'.' [ .10 . string

|
ok

Choose attribute name... a

Attribute name : | mySecondvalue

Cancel

*\ect a type..

—

® Type
O Array Of

Type
FRUIRIUVY L aLe g ULy
Workflowlnput
WorkflowToken
boolean

number \11 y
path

string

Define composite type

461 elements found. | -, Clear

Cancel Accept
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12. Click on Schema and then on the Scriptable task and select Edit.
13. Only the first parameter has been created. Click on the Bind to workflow
@
parameter attribute ®-.

14. The Chooser window will open and show the second parameter that we
have created. Choose it and click on Ok.

15. Use one of the described methods to create an OUT-parameter called
myOutput of the Number type.

In this chapter and the one after this, you will be asked to create parameters
and attributes. To do this, you should use one of the two methods that we just
demonstrated.

Numerical operations

Now that we have two input parameters and one output parameter, we can do some
calculations, as follows:

1. Starting from where we left off, edit the Scriptable task and click on
Scripting.

2. Let me draw your attention to something. In the empty field, start typing
myOutput. Did you see that as soon as you finished the word, it turned
purple? Cool. Delete the word and type myoutput (no capital O). See
how this doesn't turn purple? This is because of the case sensitivity.

The parameters myoutput and myOutput are two different variables.

M Purple-colored variables indicate that the variable is bound as
Q an input or output of the scriptable task, custom decision, or the
action that is currently being edited.

3. You can also just click on the parameter names to paste the variable into
the scripting.

4. Create the following script:

myOutput = myFirstValue + mySecondValue;
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Please note that I inserted an extra space to make this line more readable.
This extra space is not needed, but it's fine if you keep it.

T ™y
1+ VYMware vRealize Orchestrator ﬁ
Info IN  QUT Exception Visual Binding | Scripting
3] (number) myFirstvalue | (string) mySecondvalue 3
{number) myQutput B
@ B G myCutput=myFirstValue+mySecondValue; A

O ETCTYPIETSITg
& ExecutionContext ™
& LdapGroup
=
A=
=
e

LdapUser
LogEvent

Close

5. Save and close the workflow and then run it.

have a look at Chapter 8, Errors, Logs, and Debug Mode, where we

M If you are getting tired of saving, closing, running, and opening,
Q explain the debug modus.

6. Check the variable output for the results:

l JavaScript Example J

o C

-

Scriptable task
General | Variables ‘ Logs
Name Type Value
myFirstValue numkber 20
mySecondyalue numhber 3.0
myQutput numkhber 50

7. Go back and edit the workflow. Then try out the mathematical operations:
minus (-), multiply (¥), and divide (/).
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String operations

We just played around with numbers. Let's do the same with strings, as follows:

1. Starting from where we left off, edit the workflow and click on Inputs.
2. Change the type of myFirstValue from Number to String.

3. Save and run the workflow. Can you see the funny result?
4

Now, set myFirstValue back to Number and mySecondValue to String.
Run it.

5. Now, change all the input and output types to string and run it again.

The results should look like this:

2

The results are different because Orchestrator does a bit of autocasting here. What
this means is that it adds the String "2.0" to number 3, but because the first variable
type is of the type String, Orchestrator decides that the second has to be of the same
type too and converts 3 to "3". It then glues both "2.0" and "3" together to form the
string "2.03". The output is again of the Number type. So, Orchestrator goes ahead
and converts "2.03" into a number as 2.03. Repeat this thought experiment with the
second and the last example. This example shows that you need to be a bit careful
when combining variable types.

The + sign is used to put two strings together. Let's do this with just strings, as you
would do in reality:
1. Make sure that all the input and output parameters are of the string type.

2. Run the workflow again and this time, enter Hello and World. The result
should be HelloWorld.

3. Let's improve this. Change the script to the following:

myOutput = myFirstValue +" "+ mySecondValue ;

4. Run it. This does look better now, right?
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Integrating JavaScript into our program

Let's use some of the stuff that we just learned to improve our workflow that creates
a VM. This is for you to try and learn, as it will repeat topics from this and the last
chapter.

Note that when we select the amount of memory for the VM, it's in MB. Let's change
this to the easier, usable GB by working through the following steps:

1.

8.
9.

You should consider making a duplicate or a new version of the original
workflow before we get started.

Move the vimMemorySize input-parameter to be an attribute, which is
similar to what we did in the Creating new parameters section of this chapter.

Create a new vinMemGB input parameter of type number.

Reassign the vimMemorySize parameter to the Create simple virtual
machine workflow. You can use validation to make it easier to find them all.

Add a scriptable task before the Create simple virtual machine workflow
element.

Add the vmMemGB input parameter as an IN-parameter of the scriptable
task.

Add the vmMemorySize attribute as an OUT-parameter of the scriptable
task.

Create the script vimMemorySize = vmMemGB * 1024;.

Rename the scriptable task to Convert MB2GB.

10. Giveita go.

The if-clause in JavaScript

The if-clause is equivalent to the Decision element that we used in the last chapter.
It checks whether a condition has been met.
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The JavaScript code for an if statement isn't that difficult. It is made up of a
condition and the if-clause itself. The form looks like this:

Statement Example

if (condition) { if (varString == "test") {
code block varResult=true;

} else if (condition) { } else {
code block varResult=false;

} else { }
code block

}

In the preceding example, the varstring string is tested if it contains the word
"test". If it does, the Boolean varResult is set to true. If it is not (the else part), it
is set to false. The else if block can be added multiple times.

Conditions and operators

A condition is made up of a statement that is either true or false. This statement is
built by using operators. The following are the operators that JavaScript knows:

and |or | Not Equal | Notequal Smaller Bigger

&& || ! == I= < <= >= >

As an example, if you want to know whether the number that is stored in the a
variable is bigger than 5, the conditional statement is (a > 5).If you want to know
whether the string stored in the text variable equals "Hello", the conditional
statement will be (text == "Hello").

You can glue conditions together with the && (and) and | | (or) operators as well
as (), the normal brackets. For example, if a is bigger than 5 and the text is "Hello",
the conditional statement will be ( (a>5) && (text == "Hello")).

In the example part of this section, we will give all of this a try.
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An example if-clause

Now, let's have a look at an example. We will use our JavaScript example
workflow again:

1.

Using our JavaScript example workflow, make sure the following
parameter types are set:

Name Where Type
myFirstValue INPUT Number
mySecondValue INPUT String
myOutput OUTPUT String

Now, edit the scriptable task and replace the script with the following:

if (myFirstvalues5)
myOutput="bigger than 5";

} else {
myOutput="smaller or equal than 5";

}

Run the script and observe the results.

Now, change the script to check whether mySecondValue is equal to
"Hello" (the correct answer is given at the end of the chapter).

After you've done this, try to create a condition that checks whether
myFirstValue is greater than 5 and mySecondValue equals "Hello" at the
same time (the correct answer is provided at the end of the chapter).

We will integrate a more complex if-Clause into our deploy program in the section
where we learn about actions.

Common string problems and solutions

I would like to showcase some typical string problems that you will encounter
when working with VMs. The String type comes in JavaScript with some methods
(functions) that you can use. You can find all the JavaScript String methods at
http://www.w3schools.com/jsref/jsref obj string.asp.
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Is a string part of another string?

This is a typical situation that you will come across. You have a parameter
that contains a string, and you would like to know whether this string contains
another string.

For example, you have the myVM parameter that contains the "testvM.mylab.
local" string, and you want to know whether this VM is in the mylab domain. So,

if the "myLab" string is a part of it, you can use the index0f () method of the String
type. The index method returns the position of the first occurrence. If the string is not
a part of the other string, the return value will be -1. Here's an example:

Var myVM = "testVM.mylab.local";

If ( myVM.indexOf ("myLab") != -1) {
//is part of mylab

} else {
//is NOT part of mylab

}

Case sensitivity

Another common problem is that a user might enter MyLab, myLab, or MYLAB instead
of the myLab that you are expecting and checking for. Here is a simple way to solve
this one. You can just keep everything in uppercase and then check. So, don't use the
following code:

var myEntry = "MyLab";

var myTest = "myLab":

if ( myEntry == myTest )
// both are the same

}

Instead of the preceding code, use the . toUppercase () method of the String type,
as follows:

If ( myEntry.toUpperCase() == myTest.toUpperCase() ) ({
// both are the same

}

The same method applies to hostnames or VM names. VM names or hostnames
are mostly in lowercase. Use the . toLowercCase () method to do this.
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Getting rid of space

Consider an instance where users enter "myLab " or " myLab" by mistake
(an extra space at the beginning or the end), and you can imagine how this can
wreak havoc with an if-clause. Use the .trim () method to solve this, as follows:

var dirtyString = " Hello World! ",
var cleanString = dirtyString.trim() ;

Creating an action

Actions are what programmers call functions. It is a piece of code that you intend to
reuse often in different programs.

There are multiple differences between a workflow and an action. The main
difference is that an action can return only one variable, whereas a workflow
can return multiple variables. Another difference is that actions are purely
JavaScript-based and do not contain any visual programming.

In an action, the in-parameters are defined the same way as in a workflow.
However, the return type is a bit different. The return code is always one variable
and its value is assigned by using the JavaScript return command. If you don't
want or need any return code, define the return code as void.

A good naming convention for actions is to start the name of the action with a verb,
such as get, set, create, delete, and so forth. Then, describe what the action is doing.
A good way to make the name more readable is to capitalize each word (except

the first word). Examples of good naming are startVM, removeAllSnapshots, and
getAllVMsOfVApps. If you need more information on this, check the JavaScript style
guide at http://javascript.crockford.com/code.html.

While exploring the existing action library, you will find a lot of useful pre-created
actions that can be used in your own workflows.

We will now create a new action that will be used in our InstallFreshVM workflow.
This action will enable us to use a more user-friendly operating system.
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Creating a new action module

An action module is like a workflow folder; except that you can't create submodules.

1.

2
3.
4

In the Orchestrator Client, make sure that you are using the Design mode.

Click on Actions, .

Right-click on the top level &4, and select New module.

Give the module a name that is based on either your URL or the type of
work that you intend to do with it. For example, I chose com.packtpub.
Orchestrator-essentials.

A new action module has been created.

Creating a new action

Now that we have an action module, we will create an action in it by performing the
following steps:

1.
2.

Right-click on the action module that you created and select Add-action.

The name should be descriptive and tell a user directly what it does. For
this example, I chose the name as translateOS2GuestOS, as this action will
translate for us a more descriptive OS name to the more cryptic Orchestrator
type that we have been using so far.

Click on Scripting.

Now, click on Add Parameter and add the following variables:

Name Type Description

prettyOS | String A "pretty" name for an operating system, such
as "Windows 7"

Now, click on void, which is directly to the right of Return type, and select
VC:VirtualMachineGuestOsIdentifier.

In the scripting field, enter the following code:

if (prettyOS == "Windows 7") ({
return VcVirtualMachineGuestOsIdentifier.windows7_64Guest;
} else if (prettyOS =="SLES 11") ({

return VcVirtualMachineGuestOsIdentifier.slesll 64Guest;

}
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7. Click on Save and close.

General | Scripting | Events  Permissions

]
Return type : VCVirualMachineGuestOsldentifier 5
+ 4= X[ W
# b‘.ne Type Description

l:ﬁr},!retry'OS string

VCVirtualMachineGuestOsidentifier translate0S52Guest0S(siring pretty0S)

& B Q if (pretty0s == "Windows 7") {
return VeVirtuallMachineGuestOsldentifier.windows7_g4Guest;
& Array } else if (pretcyds =="Suses LL1") { (5]
© AuthorizationElement return VeVirtualMachineGuestOsTdentifier.slestl_ £4Guest:

) Boolean )
& configurationElement
& configurationElementCategory

Implementing the action into a workflow

After creating our first action, we're going to use it in our deploy workflow,
as follows:

1.

ARSI

By using the Orchestrator Client, make a backup copy or increase the version
of your InstallFreshVM workflow.

Open the workflow for editing.
Move the vinGuestOS INPUT-parameter to be an attribute.
Create a new vimGuestOSname INPUT-parameter.

Reassign all the vimGuestOS parameters in all the workflow elements
(you can use validation to make it easier to find them all).

Drag the Action element from the Generic toolbox into the workflow
somewhere before the Create simple virtual machine workflow element.

In the Choose action menu, search and select the action that we have
just created.
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8. Assign the IN-parameter to vimnGuestOsName and prettyOsName and the
actionResult OUT-parameter to the vimGuestOS attribute.

<

Tadd WIN CD-ROM

(< - g :l — - Ljﬁ — ) B :l — .
Q- & T TN O)

translate0S2GuestOS Convert MB2GE  Create simple virtu Windows? &
s

Add LIN CD-ROM

9. Run the workflow, but now type in the "pretty" name that we defined in
the input mask.

In the next chapter, we will improve this workflow further.

Things you might like to try

Here is a short list of things that you may like to try on your own:

Switch case

Instead of using the if-clause in the action, check out the JavaScript switch
statement.

The switch statement in JavaScript looks like this:

Statement Example
Switch (expression) ({ Switch (pretty0s) {
case condition: case "Windows 7":
code block return
break; VcVirtualMachineGuestOsIdentifier.
default: windows7_ 64Guest;
default code block break;
} case "SLES 11":

return
VecVirtualMachineGuestOsIdentifier.
slesll 64Guest;

break;
default:
throw "Unknown OS";
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In expression, fill in the variable that you would like to check, and in the case
condition: part, fill in the condition that you want to check against. Please note
that you can only check the equals (==) condition with the switch statement.
The default: part is used if all the other tests fail.

String clean-up

Use the methods that were showcased in the Common string problems and solutions
section and implement them in the action to create a better user experience.

Summary

This chapter introduced you to JavaScript and how you can integrate it into
Orchestrator. You learned how to use the scriptable task and the action element to
directly write JavaScript code into your workflow.

We learned how to use the if-clause and what conditions are and how to form them.
We also had a look at some of the common string problems that one may encounter.

In the next chapter, we will use presentation to improve user experience and reduce
input errors.

Correct answers

Check whether mySecondvalue equals Hello:

if (mySecondvValue=="Hello") ({
myOutput="Well Helllo";

} else {
myOutput="no hello";

}
Check both the conditions:

if ((myFirstValue>5) && (mySecondValue=="Hello")) {
myOutput="Well Helllo, its bigger than 5";

} else {
myOutput="no hello and smaler then 5";

}
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Improving Workflows
with Presentation

In the previous chapters, we developed a workflow that creates a new VM and
mounts a CD-ROM so that a new OS can be installed on it. Our first attempts were
extremely manual. Over the last chapters we have now improved it quite a bit and
made it much more user-friendly. Now, we will make it not only look and feel better,
but also much less error-prone. We will use workflow presentation to do this.

In this chapter, we will learn the following;:

* Basic presentation properties
* Working with arrays

* Linking presentation properties to other elements

Presentation basics

In the previous chapters, we concentrated on the workflow content and how to
improve our scripting. In the chapters that we have covered so far, we also discussed
the problems that wrong user input, such as the OS name, may cause and how we
can intercept it by using JavaScript. Now, we will go a step further and make sure
that a user cannot enter values that are wrong or not allowed.

Descriptions

We will start with something simple that has actually quite a massive effect, and
that is, the description. A good description helps the user of a workflow better
understand what they should enter in the fields.

1. By using the Orchestrator Client, edit the InstallFreshVM workflow.
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2. Click on Presentation. You will see all the input parameters displayed.

3. Click on vmMemGB. The General area will now show the content of the
description of the vimMemGB parameter. At this moment, only the name
of the parameter is shown, as we have just added this parameter.

4. Now, replace vmMemGB with Memory in GB to tell the user what they
should enter:

General Inputs Outputs Schema | Presentation | Parameters References

2

+—lll+'='+x

¥ [ Presentation
® (string) vmMame Virtual machine name
® (number) vmDiskSize Size of virtua! disk in GB
® (number) vmMNbOfCpus Number of virtual processo..
® (ztring) vmGuestOsName yvmGuestOsName

(number) vmlemGE ymMemG 3 I
General | Properties

Description ; rmrﬂemGEl 4

Check out the other input parameters and decide on better descriptions. The result
of your efforts becomes visible as soon as you run the workflow.

Common parameters

Virtual machine name

Size of virtual digk in GB

Number of virtual processors (1-4)

Operation System

Memory in GB
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Mandatory

There are more options to look into, and we will now start discussing them. First,
we will make sure that a user has to provide a value. Currently, a user can just
submit the workflow without entering anything, which will lead to an error.

We will now make a value mandatory by performing the following steps:

1. In Presentation, select the vimMemGB input parameter.
Click on Properties.

Now, click on Add Property.

Select Mandatory input and click on OK.

ARSI

The property is added to the list, and you can decide whether this
Input-parameter should be mandatory.

General Inputs Outputs Schema | Presentation | Parameters References

Properties...
g = B, = X PP LLLLLL
-

st TYPe | |Show parameter input
Hide parameter input

¥ [£ Presentation .t

.
. (strglg‘} ymName Virtus! machine name WMandatory input 4 .
. &'tll‘nb&r} vmbiskSize Size of virtual disk in ... I Predefined answers
g’ (number) vmNbOfCpus Number of virtual proces Predefined list of elements
¥e (string) vmGuestOshName Operation Systs... Dﬁﬁ_”“ value
(number) vmMemGB Memory i... :.:?)gmum nurrtl)ber VTIUE
] Minimum number value
b Mumber format (# #5)
Data binding
. ine |
n ":b_.ral Properties | -, 2_ i Custom validation
P3O M o
Property name Value —
¥ Mandatory input = v| () Yes () No

Try it out and think about which other parameters should be made mandatory.

Min and max values

We are now sure that the user has to enter a value, but he still could go ahead and
enter, for instance, -1 CPUs or 1.000 GB memory, which isn't really that helpful. So,
let's fix this by using min and max values, as follows:

1. Select the presentation properties of the vimMemGB input parameter.
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2. Click on Add Property and select Minimum number value.

3. Now, add the Maximum number value.

4. In the Properties list, you can now enter the values that you want. For
example, you can limit the amount of memory to between 1 and 32 GB.

5. Run the workflow and try entering a value less and more than the limits
that you set.

General Inputs OQuiputs Schema | Presentation | Parameters References

+ - N, - x
v [E Presentation
® (string) vmName Virtusl machine name
® (number) vmbiskSize Size of virtval disk in ...

& (number) vmNbOfCpus Number of virtua! processo...
® (string) vmGuestOsName Operation Syste...

(number) vmMemGB Memory i..

General | Properties

P. 3 [ W
Property name Value
W Mandatory input = v (® Yes (U No

W Waximum numberva.. B2 v [32.0
W Minimum numberval...di= | 1.0

4

After locking in these values, think about which other values could benefit from a
min and max value.

Have a look at the properties for the vimName. Check whether you can fix the
length of the string entered. This can be quite useful, for instance, a hostname
(not the FQDN but the name of the host) should have at least 2 characters, and it
should not be longer than 15 characters. Have a go at it!

Default value

We have fixed the range of the values that can be entered, but when the user starts

the workflow, it is still empty. It is a good idea to provide the user with some ideas
or settings, such as a default value.
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We can add a default value by performing the following steps:

1. Select the presentation properties of the vimMemGB input parameter.
2. Click on Add Property and select Default Value.
3. Select a default value of 4 and run the workflow.

Have a look at the other input parameters and think about which could benefit from
a default value.

There are several more useful properties, but before we can go on, we need to learn
about arrays.

Working with arrays

We have already taken a look at different variable types, but there is a special type
that we should explore a bit more —the array. Any variable type can be made into an
array. An array is a container that holds multiple values of the same variable type.
For example, an array of the String variable type may contain values such as "Mum",
"Dad", "Sister", and "Brother", whereas an array of VC:VirtualMachine may contain
multiple VMs.

Arrays in JavaScript

In JavaScript, you can use several methods to start, define, and initialize an array.
The following are some of these methods:

* By defining its content:

var family = new Array("Mum", "Dad", "Sister", "Brother");

* Using a more compact style:

var family=["Mum", "Dad", "Sister", "Brother"];

* Alternatively, if you want to initialize an empty array, just use the following:

var family = new Array() ;

e If you want to add an element to an array, you just push it in:

family.push ("Aunt") ;
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Typically, we access the content of an array via JavaScript. To access an array, we
use square brackets ([ 1) and write in it the number of the elements that you would
like to access. Please note that the content count of an array starts from 0 (zero). For
example, family [2] will return "Sister", and family [0] will return "Mum".

We will work on an example in a second.

Please note that before adding a value to an array, it must be defined.
If you create an attribute array, you will need to either initialize it in
JavaScript, or set it from the Orchestrator Client with no value.

Defining and filling arrays in the workflow

Arrays are used a lot in Orchestrator, and you need to know how one can define
them in the workflow as a parameter.

We will now create an array in the JavaScript example workflow that we created in
the last section. We will first define an array and then fill it with content, as follows:
1. Edit the JavaScript example workflow that you created in the last chapter.
2. Go to the Attributes and create a new attribute called family.
3. Click on string.
4. Select Array Of and click on Accept.

* Aftributes
R+ X 3

B | Name
O familiy

iy

Type
string

- #..

Select a type...

U Type

- [(®) Array Of 4

Waorkflowlnput
WorkflowToken
boolean
number

path

string

Define composite type...

461 elements found. Filter -

Clear

al_ ] O

Cancel Accept

5. We have generated an empty array that will contain strings. Have a look
at the displayed variable type.

6. Now, we will fill it. Click on Not set under Value.
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7. Enter a New value and click on Insert value to add it to the array.
Do the same with the values: Mum, Dad, Sister, and Brother.

8. You can delete elements by clicking on the red X or change their order by
using the arrows. Try it!

9. You need to click on Accept, otherwise all the content that you put in the
array will be lost.

o %
» Aftributes J \ Array of string @
R+ X3 0@ New value : | Brather] 7 Insertvalue
& | Name Type Value —
O familiy Arrayistring Nitset :l xRt 4+ _B )
»
® © famn * Mum
Dad
Sister
@
Cancel Accept

JavaScript example
We created an array in the workflow and filled it with values. We will now use
JavaScript to read it:
1. From where we left off in the JavaScript example workflow, go to the schema.
2. Edit the scriptable task and add the family array to it as an IN-parameter.
3. Make sure that the myFirstValue parameter is of the type Number.
4

Create a new OUT-parameter called arrayOut of the type String in
the scriptable task.

5. Add the following script to your Scripting section:
arrayOout = family [myFirstValue];

- VMware vRealize Orchestrator ﬁ

Info 1N OQOUT Exception Visual Binding | Scripting

03] (number) myFirstvalue | (string) mySecondvalue | (Arrayistring) farmily
ure] (number) myOutput, (string) arrayCut

- q

myCutput=myFirstValuet+mySecondValues; A
1| [arrayvout=famil v[myFirstValue] ;
& Array
& AuthorizationElement
 Boolean
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6. Run the script and check the results. Click on the little i that precedes the
array to see the content of the array:

General | Variables | Logs

Name Type Value

‘0
20 "rray of string
3.0
23.0
Size : 4 elements
Mum

Sister

.Dad
Elements : Sister

Brother

Now, we will add a value to the family array:

1. Add asecond scriptable task to the workflow directly after the existing one.

2. Edit the scriptable task and add the family array to it as an IN- and
OUT-parameter.

3. Add the myFirstValue input parameter as an IN-parameter to the
scriptable task.

4. Add the following script:

family = family.push(myFirstValue) ;

5. Run the workflow again, and have a look at the result.

Predefined answers

So, now that we have learned about arrays, we can proceed to use an array in
our workflow.

We are doing quite well in regards to the improvements to our workflow, but we
still have some issues. For instance, a user can still enter 1.5 CPUs, which isn't going
to work. So, we will offer the user only a list of values that they can choose from by
performing the following steps:

1. Edit the InstallFreshVM workflow.

2. Click on Presentation and then select the Properties of the vinNbOfCpus
input parameter.
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General Inpuis Outputs Schema | Presentation | Parameters References Workflow Tokens

4 -

v [E Presentation

Click on Add Property and select Predefined answers.
After the property has been added to the list, click on Not set.

An array field will open up. Fill in the 1, 2, 3, and 4 values and click
on Accept.

Save and run the workflow.

* Virtual machine name

test
+ = K

#* Size of virtual digk in GB

(string} vmName Virtua! machine name Array of number 2 20

(number} vmDiskSize Size of virtua! disk in .. .

(number} vmNbOfCpus Number of virtusl processo... I New value * Insertvalue U ¢ Number of virual o
(string) vmGuestOsName Operation Syste... umber of virtual processors (1-4)
(number} vmMemGE Memory ... ¥ 1+ +

General | Properties 1.0
120 5 H
.3 [0 B 20
Property name Value 40 * Memory in GB
¥ Mandatory input = v (8 Yes (U No 20
V¥ Defaultvalue E]:l_' 10 Cancel Accept

¥ Predefined answers g2 w | Array (1.0, 2.0, 3.0, 4.0]

Linking presentations

Until now, we used fixed values in the presentation properties. We will now
link properties to parameters.

To do this, we will create an array of strings that is filled with the operating
system names and link them as a list for selection, as follows:

1.
2.

Edit the InstallFreshVM workflow.

Add a new array of strings in the attributes and name it GuestOS. Enter
Windows 7 and SLES 11 as values.

Now, click on Presentation, select the vimGuestOsName, and add the
Predefined list of elements property.

The property looks a bit different. For starters, it's yellow, which indicates
that it's a linked property. Click on Help editing OGNL, £l

From all the values that fit the input parameter type (string), select the array
that you have just created and click on Accept.
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6. Now, save and run the workflow.

General Inputs Qutputs Schema | Presentation | Parameters References Workflow Tokens Events Permissions
i

4+ =B =X

¥ [=] Presentation
= (string) vmName Virtual machine name
® (number) vmDiskSize Size of virtual disk in GB
® (number) vmNbOfCpus Number of virtual processors (1-4)

(string) vmGuestOsName Operation System
® (number} vmMemGE Memory in GB

General | Properties

i Linked parameter of type Array/string

=

Available parameters and attributes

¥ R deviceType string

® Comma separated list 3tring
¥ = ymName string

® Comma separated list String
¥ R filePath string

® Comma separated list String

ﬁ

Description :
Fed [ @
Property name Value ; [ Cancel J [ Accept J
¥ Mandatory input = v (® Yes () Mo i h
WV Defaultvalue = v [Windows 7
V¥ Predefined list of elements #GuestOs X 4—ji|

The linking of properties is quite useful. Just think about the fact that you can use
inputs to alter the Properties settings.

VMware plug-in specific properties
There are some special properties of the VMware Server plug-in (the plug-in that
starts with VC: ) We will have a quick look at them now.

Specify a root object to be shown in the
chooser

This setting lets you define a certain start point for your searches. For example, if you
choose an ESXi cluster as the root element, then a user can only select objects under
this cluster. To use the root element, you need to link an action or a variable to this
property. The following is an example:

(VC:VirtualMaching) vm vm

wm ® (VC:ClusterComputeResource) cluster cluster

Mot set A |!.|l MyCluster -
» U esxia.mylab.local General | Properties
cluster = .
%| Datastore o 2 ) !l
O myCluster > Resources

Property name Value

== WM Network

¥ Specify a root object to be shown in the chooser. Root objectis pr... B #cluster
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Select value as

The select value as property has three choices —Tree, List, and Dropdown.
This property makes it easier to manage what the input of an object looks

like. The Select value as behaves differently, depending on the object type

and client implementation. In the following screenshot, the dropdown for the
VC:VirtualMachine selection is shown as a list:

o VC-VirtualMachine | List (DropDown) |
3 elements found. | ...
v (7 vCenter Server [3 etements founa.| Filter: || Clear
¥ (35 hitps:ir ter.mylab.local:443/sdk
%ﬁup; tvcenter myiaboca ¥ Name displayMame | SDK Connec... | id isTemplate state connectio...
j| Datacenters
v :J'I mylab _ thirstTextV thirstTextVM  hitpsivcent.. vm-122 false poweredOff connected
. EE]hust _ TestVM TestVM hitps:/vcent.. vm-102 false poweredOff connected
v m v _ anotherTestVi anotherTes... hitpsi/hcent.. vm-121 false poweredOff connected
> m Discovered virtual machine
I T |
TestvM -
- Cancel Select
>[5 datastore l_—J =
A

Show in inventory

The show in inventory property is a powerful property. When you start a
workflow from vSphere Web Client, the object you started the workflow on will

be passed to the workflow as an IN-parameter. If this property is assigned to more
than one IN-parameter, only one parameter is used at a time. For example, if you
have an IN-parameter for a VM and a cluster, both have the Show in Inventory
property assigned to them. When starting the workflow from a VM, the VM ID will
be used, and the cluster ID will not be transferred to the workflow. When starting the
workflow from a cluster, the cluster ID will be used, and the VM ID will be ignored.

Example

In order to get this showcased, we will use the InstallFreshVM deploy workflow.
We will alter it a bit and then use it in the Web Client, as follows:

1. Make a copy or increase the version of the InstallFreshVM workflow,
just to be on the safe side.
Edit the workflow and go to Attributes.
3. Move the parameter vmResourcePool and vmFolder to be an input parameter.

Reassign both the parameters to the Create simple virtual machine
workflow (use the validation).
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5.

10.

Create a new attribute called rootVmFolder of the VC:VmFolder type
and assign it the VM root folder in your chooser.

Go to Presentation and select the vimFolder input parameter.

Add the Specify root object to be shown in the chooser property, click on
Help editing OGNL, ./, and assign it to the rootVmFolder attribute.

Now, add the Show in Inventory property to the vmResourcePool input
parameter. Just add it. No extra configuration is needed.

Open the vSphere Web Client in a browser and add the InstallFreshVM
workflow. Make sure that you select the Host, Cluster, and Folder types
with it. We did this in Chapter 4, Working with Workflows. You can have a
look at it if you need to refresh your memory.

Now, right-click on a VM folder and select the new workflow. Check how
the properties are working,.

Summary

In this chapter, we learned how to improve our workflows by using presentation.
We explored some basic possibilities and showed you the way to explore more
about them.

We also had a look at arrays and what they can do for us.

In the next chapter, we will learn how to deal with errors and the debug mode.
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Debug Mode

In the last few chapters, we learned how to build new workflows and improve them.
What we haven't covered yet is how we can catch errors and deal with them. By
using presentation properties, we have already learned how to reduce the amount
of errors by introducing a method that can be used to limit the user's possibilities to
enter wrong values. Now, we need to have a look at how we deal with "real" errors,
such as what happens if the new VM can't be built because there isn't enough disk
space on the datastore.

Logs help us keep track of what's happening in the workflow as well as the settings.

We will also have a look at the debug modus of Orchestrator and learn how we can
use it to test our workflows.

The debug mode

Lets' start with the Orchestrator debug mode; you may have noticed that the schema
has some interesting extra buttons next to the validation. There is a play button and
one that looks like a bug. We will now focus our attention on this second icon.

The Orchestrator debug mode allows you to stop and resume a workflow execution,
and inspect the parameters to see the values that they currently have. You can
already imagine what a great help this is.

1. In the Orchestrator Client, open the InstallFreshVM workflow for editing.
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2.

Right-click on the first element in the workflow (it should be the
translateOS2GuestOS) and select Toggle Breakpoint. A blue dot should
now be seen to the left of the element.

Now, click on Debug, # Debua .

The normal workflow input window will open. Select the values and
submit it.

As soon as you submit it, the workflow will start and pause on the first
element. The element is now greenish in color.

To the right, an extra window opens and shows all the parameters in the
Variables tab.

Please note that vimGuestOS is currently empty, as it shows Not set.
This indicates that the workflow execution stopped before the action
was executed.

Now, we want to continue the execution of the workflow step by step.
Click on Step into ., or press F5.

[Genera\]lnputs Outputs | Schema | Presentation Parameters o fences Workllow Tokens Events Permissions

B> Run § Debug @ validate (75 v| % | @ B 0B P

> Debugger | Breakpoints

v B3 nstalFrasnvil
2] B translate0S2Guestos

.;.J u;.
@ *.‘H?r‘_ . “ - General | Variables | Logs 6

MName Type Value
umiEtwork Network 0 1921682200 <0
vmDatastars > :Datastore 0 ocal_pESxi_Bulk Oﬁ‘
newvi S VirtualMachine Mot set
nnectdtPoweron  boolzan @® ves () No
filePath string llocal pESXi Bulkl ISOsfen windows 7 professional
diskThinProvisioned boolean ® Yes (U No
deviceType string Datastore ISO file
vmGuestOs ZMirtualMachineGuestOs|{ Not set \ 7 ;
vmMemorySize number
E-xceptin.n- . . B -
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9.

10.

The workflow executes the action and stops on the scriptable task, but it does
not execute it. Check the vinGuestOS parameter.

You can now go ahead and click on Step into or press F5 until the workflow
has finished. Alternatively, you can just click on Resume, [[#, to finish it.

The following control functions are used to debug:

Icon Name Key | Description

@ Cancel This stops a workflow execution.

| Answer This answers a user interaction which the workflow issued.

Iz | Resume This resumes the workflow until the next breakpoint.

7. | Stepinto F5 | This steps into an element and starts debugging inside
the child element. This can also be used to go to the next
element.

I3 | Stepover F6 | This will step over an element. The debugging will not
enter the child element.

(¢ | Stepreturn | F7 | This steps out of a child element. The debugging will

continue with the parent element.

Logs and errors

As logs and errors go well together, let's use them. We will improve the
InstallFreshVM workflow to catch errors, as follows:

1.
2.
3.

Open the InstallFreshVM workflow for editing.
Click on Schema and open the Log toolbox.

Drag a System Error element onto the Create simple virtual machine
element.

You will see that System Error connects itself to the Create simple virtual
machine element with a dashed red line. This is the error line.
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5.

Click on the edit symbol of the Create simple virtual machine element and
have a look at the Exception tab. You will find that a new attribute called
errorCode is linked to the element. Check out the IN-parameters of the System
Error element. You will also find the errorCode attribute here. These were
automatically created and linked when you pulled the Log element onto it.

Tadd\WIN CD-ROM "

* A .
translate0S2Guest0S gﬂhvert MB2GE  Create simple virtu Windows? & AT startvm

X MAWare vRealize Orchestrator I@

l
- 4
5 | *
VMware vRealize Orchestrator ' @ v ..

Info | IN | OUT Exception Visual Binding Scripting

Info

IN  QUT | Exception | Visual Binding t
= w x
—_—
Output exception binding - arr Local Parameter | Source parameter Type Description
System error
text not set String The textto log
errorCode errorCode [attribute]

Close

8.

All we now need to do is assign a string value to the IN-parameter text, and
we are ready. Do this, and fill its value with something meaningful, such as
"Banana?".

Now, we need to create an error. You could lift some of the restrictions that
you entered in the presentation and create a VM with 0.5 processors. This
will create an error when the virtual machine is built.

Run the workflow with the debugger and have a look at the resulting logs:

General | Variables | Logs

N
Messages
[2015-07-14 19:57:30.672] [I] YMX file path : Tlecal_pESXi_Bulk]'
[2015-07-14 19:57:37.978] [I] Task "Create\VM_Task’ error: A specified parameter was not correct: configSpec.numCPUs (Dynamic
Script Module name : vim3WaiTaskEnd#20)
[2015-07-14 19:57:35.002] [E] Banana?

Check the Variables. As you can see, the errorCode attribute now contains the error
code that vCenter returned. If you check the logs, you will also see that the error
was logged. However, you will also see the error text that we created. In the older
versions, the error code may be shown instead.
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It is obvious that our error text is not as clear as the one that we got from vCenter.
However, this was just to showcase what each IN-parameter does. When you
program, you can replace the original error message with something that either
is a bit more descriptive, or contains a link to an internal document that shows
the user how to solve the problem.

There are basically nine log workflow elements in the schema, and they differ

in terms of where they log and the severity that they log. The info level logs are
just for information and do not show up as an error. The warning logs indicate
that something happened but it can be ignored. The Error log level indicates that
something that has happened can or should not be ignored.

info Warning Error

System l :’ t ‘!' l @

System log System warning System error

] s
Server I ! .3

Server log Server warning Server error

System & 4N
Server 1

System+Server log System+Server warni  System+Server error

The main difference between server and system logs is that the server logs are
stored as events in the Orchestrator database, and the system logs are stored in the
system. log file. In addition to this, the system entries will appear in the Logs tab
of a workflow token as long as the Orchestrator Client is open when the workflow
runs. However, the server entries will appear in the Events tab of the workflow.

\ Please note that the log files are rotated. This means that after some
~ time, the older entries will be overwritten. The events are purged
Q from the database according to the purging policy defined in the
Orchestrator configuration.
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Catching and dealing with an error

This is a bit advanced, but it gives you a good idea of how powerful error handling
can be. As this is going be an advanced topic, you will need to use all the skills that
you have acquired so far.

1. In this example, we will lift the CPU restrictions and create an intentional
error, which will then be rectified by using error handling while the
program is running;

2. You can make a copy of your InstallFreshVM deploy workflow just to
be on the safe side or increase the version.

3. Open the workflow for editing.

Move the vimNbCpus input parameter to be an attribute and reassign it to
the Create simple virtual machine workflow element.

5. Create a new input parameter of type number called vmCPUs. We will use
this to capture the input.

6. Add the vinCPUs attribute as an IN-parameter and vinNbCpus as an
OUT-parameter to the ConvertMB2GB scriptable task. Now, add the
vmNbOfCpus=vmCPUs ; line to your script.

This is done so that we can later change the attribute to another
value. Remember that input parameter cannot be assigned as the
OUT-parameters of the workflow elements.

7. Now, drag a (basic) Decision element onto the red error line and then drag a
scriptable task onto the Decision element. After doing this, you will have to
rearrange the lines. The true line should point to the scriptable task and the
false line to the log element. Connect the line from the scriptable task back
to the Create simple virtual machine element, as shown in the following
figure. Please note that this task requires you to delete and create new lines,
as seen in Chapter 5, Combining and Modifying Workflows:

_ ~Tadd WIN CD-ROM &

.‘/-? » _Bﬂ > > Lf_ﬂ > Tv ) _3 . @
e

transkate0S2GuUest0S Convert MB2GE  Create simple virtu Windows? A& startvi
] »
v Add LIN CD-ROM

1.’ <« | @ < - - T —
System error is it vCPU Set vCPU=1
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8. In the Decision element, check whether errorCode contains numCPUs.
What this does is check whether the error that we are getting is due to a
problem with the CPU count. Check the error message that you received in
the last example.

9. Assign the vmNbCpus attribute to be an OUT-parameter of the scriptable
task and add the vmNbO£Cpus=1; script.

10. Done. Now save and run the workflow and enter 0.5 vCPUs.

If you've managed to create and run the preceding example successfully, you
can start calling yourself an Orchestrator developer. Well done!

As you can see, we can catch an error and then try to use the error message to
rectify the situation.

Summary

In this chapter, we touched upon log files as well as ways to handle an error.
We learned how to catch errors and resolve them.

The introduction to the Orchestrator debug mode should now enable you to
become better at debugging the workflows that you write and improve your
understanding of the function of a workflow.

In the last chapter, we will say goodbye and wrap up our work. We will learn
how to export and import all the things that we have learned so far.
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We are approaching the end of this book, and it's time to pack it all up. In this
chapter, we will have a quick look at how to export and import a workflow as
well as create a whole package.

Importing and exporting workflows

Orchestrator provides us with a lot of possibilities for creating scripts, and as
everyone knows, sharing is caring. So, it is good to know how to export a workflow
so that you can share it with others. We will focus on workflows here, but the same
concept holds true for actions.

Exporting a workflow

We want to export a workflow into a file so that we can send it via e-mail, upload it,
or simply make a backup.

1. Open the Orchestrator Client and drill down through the workflow library
until you find the workflow that you would like to export. Choose the
InstallFreshVM deploy workflow.

2. Right-click on the workflow and select Export workflow.
3. Chose a location that you want to store the workflow in and click on Save.

The file has been exported into a file called InstallFreshvM.workflow that you
can now move around or e-mail.

[145]



Packing It All Up

The workflow that you exported only contains the workflow, not the action that we
created for it or the other workflows that have been used. This is where packages
come in handy, as they export not only the workflow, but also everything that is
needed for this workflow.

Every workflow has a unique ID. We can be sure that when we import it into other
Orchestrator servers, it will not overwrite anything and it will be accessible via the
API by using the same ID as that of the original server.

Importing a workflow

Now that we know how to export a workflow, let's import one. As we do not
normally have a new workflow, we're just going to delete the old InstallFreshVM
workflow and then import it from the file again:

1. Delete the InstallFreshVM workflow, as demonstrated in
Chapter 4, Working with Workflows.

2. Now, right-click on the folder you want to import the workflow
into and select Import workflow.

3. Select the file that you would like to import and click on Open.

The workflow has been imported, and you can use it again.

Working with packages

As we saw in the last section, exporting a workflow will only export it and not the
objects that we used in it. Therefore, we should have a look at packages. Packages
export and import all the dependent objects that are needed to run the workflow
and not just a single object.

Creating a package

Before we go ahead and export a package, we have to create one, as follows:

1. Inyour Orchestrator Client, make sure that you are in the Design mode.

2. Click on Packages, L.
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Select Add Package, B, from the side menu.
As package name, select com.packtpub.Orchestrator-essentials.

5. You will see that a new package has been added to the end of the
package list.

vmware vRealize® Orchestrator o 4 b ‘ Tools v | Help v | (R

<\ G sUas
. - ——— (]
E ’1‘!} @ La. Q ‘LJ. Actions 3 .3mzmons Resources Used Plug-Ins Permissions

N L]
() comvmware.iiorary J General | .’.'Wurkﬁuws Palicy Templates
u com.vmware. library.amgp * 3

) -
u com.vmware library.configuration "

- *
u com.vmware library http-rest *

[) comvmware.ibrary.iocking Name com.packipub.Orchestrator-essentials .’
*
=) com.vmveare. library. mail
u Y Legal owner This semver .‘
(5] com.vmware library. microsoft .

. L
LJ com.vmware. library powershell -
2

u com.vmware. library. powershel.converter

[ comvmware liorary.snmp Package name... ‘ E

[2] com.vmware library soap Description
u com.vmware. library.sgl

Name | com packipub Orchestrator-essentials] 4

LJ com.vmw/are. library. ssh )
Cancel Ok
u com.vmware library tagging LJ gj

u com.vmware library vcenter

u com.vmv/are. library vco.management

u com.vmware. library. wfdocs

(5] comvmware ibrary xmi

LJ com.vmware.o11n.plugin.dynamictypes

u com.vmware. util

[ org.company. mypackage

[-J com packipub Orchestrator-essentials . 5

Filling a package
Now that we have created the package, we need to fill it with objects, as follows:
1. Starting from where we left off, right-click on the newly created package
and select Edit.
Select Workflows.
Click on the green + button.
Find the InstallFreshVM workflow, mark it, and click on Select.

[147]



Packing It All Up

5. You will now see that the workflow has been added along with
all the other workflows that we used in it.

General  Workflows | Policy Templates  Actions Configurations Resources UsedPlug-Ins  Permissions

2 ?
o - - T
Li-.L:_;;_""“”... Filter Clear
Name ® Puegig | Foider Rights
InstallFreshVi 0.1.3 Mmrkﬂuws */Q
Create simple vittual machine  0.2.0 Lmrar&r’i«genteriwtua\ Machine management... = - 5
Add CD-ROM 0.2.0 Lmrarytvo!‘n_leri\mua\ Machine management..

Choaser... v =)

Choose workflows

1 elemant und | pjie; | installFre| Clear

Name Version Folder
InstallFreshvil 01.3 4 MyWorkflows

Cancel Select

6. When you click on Actions, you will find out that a lot of actions have
also been added, along with the translateOS2GuestOS that we created in
Chapter 6, Advanced vRO Scripting with JavaScript. These are all the actions
that are used by the other workflows that have been added.

7. Click on Save and close to exit the workflow package and save its contents.

We have now created an Orchestrator package that contains all the spoils of
our work.

It is a good idea to check all the workflows and actions that have
Al been added to your package.

Q Please note that VMware suggests deleting common plug-in library
actions and workflows from packages before shipping them to a
client. This will make sure that a version mismatch doesn't happen.

Exporting a package

Let's export this package so that we can share it with others:

1. Go to the Package tab and select the com.packtpub.Orchestrator-
essentials package.

2. Right-click on the package and select Rebuild package. This option will
refresh the package and make sure that all the essential components are in
the package. Note that this will add all the common plug-in library actions
and workflows to your workflow again.
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3. Right-click on the workflow and select Export package.

4. Click on Save.

A file named com.packtpub.Orchestrator-essentials.package will be saved

to your local disk.

-
) Save

LookIn [ﬁtmp

m\E

Y (@] (2] (&) E

E[ Book

D InstallFreshVi . workflow

As s00n as one target is selected for this package, the
content will be encrypted

Add target certificate...

l Remove selected certificate J

(/] view contents

m Add to package
(/] Edit contents

[¥/| Exportversion histary
(/] Exportthe values of the configuration settings
/] Expoit global tags

File Name:

Files of Type: | All Files

com.packtpub.Orchestrator-essentials.package

s

Save | Cancel

As you can see, there are quite a lot of options for exporting. The following table

summarizes what each option does:
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Option

Description

Add target certificate

You can specify a recipient's certificate to make sure that
only the recipient can import it.

View Contents

This is not really as restrictive as one would expect.

When you deselect this option, you will still see all the
normal tabs in the workflow. The only thing that won't
work is that you can't go to an element by double-clicking
on it. For example, if the workflow contains an action,
double-clicking on it won't open the action element.
However, the action can be accessed normally, and you can
see the scripting content.

Add to package

Deselecting this option will make it impossible for users to
export a package that contains elements from this package.
You can still create packages with elements that don't have
the Add to package flag. However, you will get an error
message when you try to export the package.

Edit content

Without this flag, users who import this package will not be
able to edit the workflow. This flag is mostly set for all the
packages that are a part of a plug-in or to make sure that
changes are not possible for support reasons.

Export version history

By deselecting this option, users will not be able to export
the full version history of each element. Instead, the element
will be displayed in the latest version with the imported
content from package remark.

Export values of the
configuration settings

Deselecting this section will export the configuration and its
attributes. However, it will not export their values.

Export global tags

This will export the global tag of the objects in the package.

Importing a package

Last but not least, we will import a package into Orchestrator. This is something that
we really cannot showcase that much without a second Orchestrator, but we will still

show it so that you know how to do it:

1. Go to the Package tab in another Orchestrator.

PR

Click on the Import package, &),

2
3. Select the file of the package that you would like to import and click on Open.
4

The Import package wizard will show the package certificate that we created

in Chapter 2, Deploying and Configuring the Orchestrator Appliance, and ask
whether you would like to import this certificate only once or import and

trust it. Select one:

[150]



Chapter 9

I ™
Import package... ﬂ

Package Import Information

- The package owners certificate is not yet known
- The owner certificate is not trusted.

I Common Mame (6 characters min) : Daniel Langenhan q

Organization : vieet.de
Organizational Unit : Architecture
Country : DE

Public key : RSA
Serial Number : 8C 04 88 67
Validity : [From : 14.07.2015 To : 11.07.2025]

27 OA A2 2T TTOOCANN SO 26 T 2004 0

Do you want to import this package and its as=ociated certificates ?

[ Cancel ] l Import Once J l Import and trust provider J

5. You will now see a bigger window that shows all the workflows and actions
that this package contains. Orchestrator checks the version numbers of the
workflows and actions against the one that you are trying to import. A green
arrow means that Orchestrator will import the workflow. A red one means
that it won't, because the versions are the same or the signatures don't match.
Grey arrows indicate that the versions match and hence, the import won't
take place. You can override this selection by checking off the checkbox, but
you should be careful with this. Click on Import selected elements:

' ™y
() Import package.. ﬂ

O] com.packtpub.Crchestrator-essentials

D:\tmp\com.packtpub.Orchestrator-ezsentials. package

File element File Path vRO Server elements. Server Path
V] B installFreshvi [0.1.3] MyWorkflows = @E
B Create simple virtual machine [0.... Library / vCenter / Virtusl Machine... B Creste simple virtual machine [0.2.._Library / vCenter / Virtusl Mschins...@

D?_:E} getNetworksForHostSystem [0.1.0]  com.vmware. library ve. network mp getMetworsForHostSystem [0.1.0]  com.vmware. library. ve. network @
D‘e:g} getDatastoreForHostAndRescurce... com.vmware. library vo.datastore mp getDatastoreForHost4ndResource... com.vmware. library vo.datastore @
DQ_E} createVirtual FloppyRemeoteConfig... com.vmware library vo.vm.spec.c... WP createVirtuslFloppyRemoteConfig... com.vmware. library vc.vm.spec.c... @
D?_:E} createVirtual ScsiControllerConfig... com.vmware library.ve.vm.spec.c... B cresteViruslScsiControllerConfig... com.vmware. library ve.vm.spec.c...

D‘e:g} createVirtual DiskFlatVer2ConfigS... com.vmware library vo.vm.spec.c... WP createVirtualDiskFlatVer2ConfigSp...com.vmware. library vc.vm.spec.c... @
D‘e:g} createVirtual EthemnetCardMetwork... com.vmware. library vc.vm.spec.c... B createVirtualEthernetCardNetwork... com.vmware. library vc.vm.spec.c... @
Qlj»

DQ_E} wim3WaitTaskEnd [0.2.0] com.vmware. library vo.basic B vim2WsitTaskEnd [0.2.0] com.vmware. library. vo. basic

= Element will be imported. =) Element allowed for import, but not imported.

= Unable to import, server version is greater or a new branch has b... 2% Unable to overwrite a non-encrypted element with an encrypted o...
B Locked orinsufficient access rights. A\ Version notincremented element

] selectDeselectall
@ Import the values of the configuration settings

[Imporﬂags but preserve existing values. "J

l LCancel J l Import selected elements J
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The package is now added to Orchestrator, and you will find it in the Package
section. You will also find out that the workflow folders that you created as well
as the action modules are also imported. Have a look around.

Summary

Well, this has been an exciting journey. In this concluding chapter, we learned how
to export and import, as well as package, our work.

You are now ready to not only develop your own workflows, but also share them.

In this book, we could not address all the things that Orchestrator is capable of
doing, and we barely touched on the possibilities that it offers. If you regard
Orchestrator as a tool that is worth your while, which I surely think it is, you may
like to have a look at another book that I have written, vRealize Orchestrator Cookbook,
where almost 400 pages are dedicated to all things possible. The book also comes
with more than 100 ready-to-run workflows that are available for download.

So, see you around in the Orchestrator community (see Chapter 1, Architectural
Overview). Have fun!
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