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Preface

Does your database seem complicated? Are you finding it difficult to work with

it efficiently? Database administration is part of a daily routine for all database
professionals. Using Oracle Utilities, administrators can benefit from improved
maintenance windows, optimized backups, faster data transfers, and more reliable
security, and can in general do more with the same time and resources.

You don't have to reinvent the wheel, just learn how to use Oracle Utilities
properly to achieve your goals. That is what this book is about; it covers topics
which are oriented towards data management, session management, batch
processing, massive deployment, troubleshooting, and how to make the most out
of frequently used DBA tools to improve your daily work.

Data management is one of the most frequently required tasks; doing a backup

is a must-do task for any company. Data management includes several tasks

such as data transfers, data uploading and downloading, reorganizing data, and
data cloning, among many others. If people learn to use a tool and things appear
to go well, few will question if their approach is optimal. Often it is only when
maintenance windows start shrinking; due to the ever increasing amount of data
and need for business availability, that problems with any particular approach get
identified. People tend to get used to using the old export/import utilities to
perform data management and if it works, they probably will consider the problem
solved and continue to use an obsolete tool. This book explores further possibilities
and new tools. It makes the user question if his/her current environment is
optimized and teaches the reader how to adopt more optimized data management
techniques focusing on the tools and requirements most frequently seen in modern
production environments.



Preface

What this book covers

Chapter 1 deals with Data Pump. Data Pump is a versatile data management tool.
It is much more than just an exp/imp upgrade; it allows remapping, dump file
size estimation, restartable tasks, network transfers, advanced filtering operations,
recovering data after a commit has been issued, and transferring data files among
different oracle versions. It includes a PL/SQL API so it can be used as a base to
develop data pump-based systems.

Chapter 2 involves a description of the SQL*Loader. It describes how SQL* Loader

is the tool to upload plain text format files to the database. If SQL* Loader properly
configured, you can greatly increase the speed with which uploads are completed.
Loading data to take care of the character set will avoid unnecessary headaches, and
you can optimize your loading window. There are several tips and tricks to load
different character sets to the database and load binary data to BLOB fields. This tool
can be used to load data on the fly and you will learn how to proactively configure it
to get a smooth load.

Chapter 3 is all about External Tables. The external table is a concept Oracle
introduced in 9i to ease the ETL (Extraction Transformation and Loading) DWH
process. An external table can be created to map an external file to the database so
you can seamlessly read it as if it was a regular table. You can extend the use of the
external tables concept to analyze log files such as the alert.log or the network log
files inside the database. The external table concept can be implemented with the
Data Pump drivers; this way you can easily and selectively perform data transfers
among databases spanning different Oracle versions.

Chapter 4 specializes in advanced techniques involved in optimizing the Recovery
Manager. Recovery Manager can be optimized to minimize the impact in production
environments; or it can run faster using parallel techniques. It can be used to clone a
database on the same OS or transport it over different platforms, or even change the
storage method between ASM and conventional file system storage and vice versa.

Chapter 5 talks about the Recovery Manager. Recovery manager first appeared back
in 8.0, but it was not until 9i that it began to gain popularity among DBAs as the
default backup/recover tool. It is simple and elegant and the most frequently used
commands are pretty simple and intuitive. This chapter presents several practical
database recovery scenarios.

[2]
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Chapter 6 is about Session Management. The users are the main reason why the
DBA exists. If it were not for the users, there would be no database activity and there
would be no problems to be solved. How can you easily spot a row lock contention
problem? What should be done to diagnose and solve this problem? What does it
mean to kill a user session? Managing sessions means you can regulate them by
means of Oracle profiles; this may sooner or later lead to snipped sessions; what are
those snipped sessions? How do you get rid of them? This chapter discusses several
user session management issues.

Chapter 7 talks about the Oracle Scheduler. The Oracle Scheduler is a powerful tool
used to schedule tasks in Oracle. This tool can perform simple schedules as well

as complex schedules; you need to understand time expressions and the Oracle
scheduler architecture to take advantage of this utility.

Chapter 8 will teach you about Oracle Wallet Manager. Oracle Wallet Manager is

the cornerstone and entry point for advanced security management. You can use

it to manage certificates and certificate requests. You can store identity certificates
and retrieve them from a central location, or you can use the registry in a Windows
environment. You can hide passwords without using OS Authentication mechanisms
by storing the user password inside the wallet.

Chapter 9 deals with security of the system. Most people worry about having

a valid backup that can be used to effectively recover data, but not all of them are
concerned about the backup security; if a backup can be used to recover data, this
doesn't actually mean the data will be recovered at the same site where it was taken
from. OWM is a tool which can be used to have the backup encrypted, so sensitive
data can be secured not only from the availability point of view, but also from the
confidentiality point of view. Security has to do also with identifying who the real
user is; this can be achieved with the enterprise user. This chapter explains step by
step how to set up an environment with enterprise identity management using the
Enterprise Security Manager.

Chapter 10 talks about Database Configuration Assistant. Creating a database is

one of the first tasks the user performs when installing Oracle, but this tool goes far
beyond the simple task of creating the database; it can be used to manage templates,
create a database in silent mode, and configure services in an RAC environment.
Configuring database options and enabling the Enterprise Manager DB Control can
be done here. DBCA is also the easy way to start up and configure an Automatic
Storage Management (ASM) environment.

[3]
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Chapter 11 provides details about the Oracle Universal Installer. Installing Oracle

is more than just a next — next button pressing activity; OUl is a tool to manage
software. Most people care about database backups, as well as configuration file
backups, but what about the Oracle installer repository? This set of files is most often
underestimated unless a hardware failure makes the DBA understand what Oracle
software maintenance is. OUI can perform silent and batch installations; it can also
perform installations from a central software depot accessible through the Web.

Chapter 12 is about the Enterprise Manager Configuration Assistant. Most DBAs use
EM as the basic DBA administration tool; it is a very intuitive database management
console. Most people depend on it to easily perform most of the administration

and operation tasks that otherwise would be time consuming to complete through
character console mode. But what happens when it is not available, either because of
a change in the network topology or a firewall that restricts access to the managing
port? Then the user needs to have the console reconfigured to bring it back into
operation. EMCA is the character mode tool used to perform this task.

Chapter 13 talks about OPatch. Patching the RDBMS is required to keep the software
up to date. When a patchset is to be applied OUl is used, but when a single patch or
a CPU is to be applied OPatch must be used. You will learn how to perform a basic
patch application task, list the patch inventory, find out if a patch has already been
applied, maintain the software and the software inventory, and learn how and when
to perform a patch application while the database is up and running.

What you need for this book

This book requires the reader to know the basics of SQL, and have some experience
with Oracle 10g and 11g databases.

This book covers an Oracle database installation on Linux, although the techniques
detailed are equally applicable to other operating systems.

Who this book is for

This book is aimed at all Oracle professionals who wish to employ must-use data
and database utilities, and optimize their database interactions.

Entry-level users can acquaint themselves with the best practices needed to get jobs
done in a timely and efficient manner. Advanced users will find useful tips and
How-Tos that will help them focus on getting the most out of the database, utilities,
and fine-tune batch process.

[4]
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "We can include other contexts through the
use of the include directive."

A block of code will be set as follows:

BEGIN
dbms_resource manager privs.grant_ switch consumer group (
grantee_name => 'SCOTT',
consumer group => 'OLTP',
grant_option => FALSE
)i
END;

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items will be shown in bold:

ALPHA =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1522))
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1521))

(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = alpha)

)
Any command-line input or output is written as follows:

orapki wallet create -wallet <Path to Wallet>

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in our text like this: "From the
main menu choose the Operations menu and then select the Add Certificate Request
submenu, a form as shown in the following screenshot will be displayed where you
can capture specific information.".

[5]



Preface

Warnings or important notes appear in a box like this.

Al

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply drop an email to feedbackepacktpub.com, and
mention the book title in the subject of your message.

If there is a book that you need and would like to see us publish, please send
us a note in the SUGGEST A TITLE form on www . packtpub.com or email
suggest@packtpub. com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code for the book

Visit http://www.packtpub.com/files/code/6286_Code.zip to directly
download the example code.

The downloadable files contain instructions on how to use them.

[6]
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Errata

Although we have taken every care to ensure the accuracy of our contents, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in text or
code —we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration, and help us to improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/support, selecting your book, clicking on the let us know link, and entering

the details of your errata. Once your errata are verified, your submission will be
accepted and the errata added to any list of existing errata. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If
you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub. com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[71]







Data Pump

Storage technology is improving day by day, and the more storage that becomes
available at a low cost, the more data appears to fill it up. Managing high volumes

of data becomes impractical if we take the traditional export/import approach, as
this tool is very limited. Let's remember that export/import has been available in
Oracle for a very long time, it dates back to Oracle Release 5, and it has been adapted
to incorporate some meaningful new features. When 10g first appeared, a complete
re-engineering took place and a new product was conceived to meet today's data
management requirements. It was the Data Pump.

Data Pump allows better manageability, and performance; it can be parameterized
to meet particular data management requirements, such as direct export/import
operations between different databases (or even different versions, starting with 10g
Release 1). It can remap data object definitions, and access them by means of either
a Command Line Interface (CLI) batch or interactive interface. In turn, the data
pump Application Programming Interface (API) allows a programmer to embed
data pump code inside a regular PL/SQL application so that it manages its own
data without requiring a direct Database Administrator (DBA) or Database Owner
(DBO) intervention.

Data Pump features

Data Pump provides these features:

e Better performance and more manageability than the old export/import
e Itis aserver side tool

e Resume / suspend control

e Network Mode

e Restartable

e Fine grained object Selection

e Provides a Metadata API



Data Pump

Oracle Data Pump is a facility available since Oracle 10g Release 1. It first appeared
back in 2003. It enables high speed data and metadata transfers. It is an efficient,
manageable, adaptive tool that can be used in more than one mode; namely, the
regular command line interface, the suspended mode, the network mode, and the
PL/SQL API mode. Besides the CLI interface, it is used by Enterprise Manager,
SQL*Loader (by means of the external data pump table driver), the PL/SQL API,
and other clients.

Data Pump is a productive tool designed to make the DBA's life easier. It can be
easily set to a suspended mode and brought back to work wherever it was stopped.
A session does not need an interactive connection to perform data management,

so it can leave an unattended job and it can be resumed any time. This tool doesn't
need to generate a file to transfer data in a database-to-database mode; it is the so
called network mode, which is very useful when a single load is performed. When
this data transfer mode is used, data does not have to be erased afterwards as there
is no intermediate file created to move the data. The network mode is similar to

the conventional named pipes which are used to perform data transfers on the fly;
however, this traditional approach is not available on all Operating Systems (OSes)
(Windows does not support named pipes). If a task is launched, even if a degree

of parallelism hasn't been specified, it can be modified at run time, so resource
consumption can be increased or decreased at will.

Data Pump allows high speed data movement from one database to another. The
expdp command exports data and metadata to a set of OS files known as a dump

file set. Compared with the traditional export/import tool set, Data Pump allows a
DBA to easily clone accounts, move objects between tablespaces and change other
object features at load time without being required to generate an SQL script to have
the object modified, rebuilt and loaded. This kind of on-the-fly object redefinition is
known as the remap feature. Data Pump performance is significantly better than that
of the old export/import tools.

Data Pump architecture

Data Pump is a server side tool; even if it is remotely invoked, all the command
actions and file generation will take place on the host where the database resides,
and all directory objects refer to paths in the server. Oracle Data Pump requires

a Master Table which is created in the user's schema when a Data Pump session

is open. This table records the Data Pump's session status and if the job has to be
stopped (either on purpose or due to an unexpected failure), the Data Pump knows
where it was when it is brought back to work. This table is automatically purged
once the job is finished. The master table will match the job name given, by means of
the command line parameter job_name, or Oracle can choose to generate a name for
it, in case this parameter hasn't been defined.

[10]
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expdp impdp Enterprise Manager Other clients

A A A A

y A y y

DBMS_DATAPUMP
[API to Oracle's data and metadata movement engine]

A A A

y y y A

Direct DBMS_METADATA
Path API [Metadata API]

Oracle_Loader | | Oracle DataPump

External Table API

Oracle Data Pump

Oracle Data Pump has a master process that is responsible for orchestrating the data
pump work. This master process is automatically created when either an impdp or
expdp is started. Among other things, this process is responsible for populating the
master table and spawning several worker processes (in case Data Pump has been
directed to work in parallel mode).

Setting up the practical scenarios

Data Pump is a server side tool. In order for it to work with the remote file system it
requires an access to the file by means of Oracle directory objects. On the database
you must create directory objects and make sure the physical paths at the OS level
are readable and writable by the oracle user. The examples provided assume a
default database was created with the default oracle demo schemas; we'll be using
the SCOTT, HR, SH, and OE demo schemas; when the database is created make sure
the default demo accounts are selected.

Let's connect with the SYS administrative account by means of a regular SQL
command line interface session, in this example the SYS user is used only for
demonstration purposes, and the goal of SYS is to create the directory objects and
grant privileges on these directories to the demo users. You can use any user who
has been granted privileges to read and write on a directory object.

$ sqlplus / as sysdba

[11]
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Let's create two directories, one for the default dump files and the other for the
default log dest:

SQL> create directory default dp dest

2 as '/home/oracle/default dp dest';
SQL> create directory default log dest

2 as '/home/oracle/default log dest';

Some privileges are required for the users to have access to these oracle directories:

grant read, write on directory default dp dest to scott;
grant read, write on directory default dp dest to hr;
grant read, write on directory default dp dest to sh;
grant read, write on directory default dp dest to oe;

grant read, write on directory default log dest to scott;
grant read, write on directory default log dest to hr;
grant read, write on directory default log dest to sh;
grant read, write on directory default log dest to oe;

grant create database link to scott;
grant create database link to hr, oe, sh;

grant exp full database to scott, hr, sh, oe;

In this example, the exp_full_database privilege is granted to the demo accounts.
This is done to allow the users to work on the database, but you can restrict them to
only manage the data that belongs to their schemas.

Data Pump export

Data Pump export (expdp) is the database utility used to export data, it generates a
file in a proprietary format. The generated file format is not compatible with the one
generated by the old export (exp) utility.

Data Pump export modes

Data Pump export modes define the different operations that are performed with
Data Pump. The mode is specified on the command line using the appropriate
parameters. Data Pump has the following modes:

[12]
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Full export mode: This mode exports the whole database; this requires the
user to have the exp_full database role granted.

Schema mode: This mode selects only specific schemas, all objects belonging
to the listed schemas are exported. When using this mode you should be
careful, if you direct a table to be exported and there are objects such as
triggers which were defined using a different schema, and this schema is not
explicitly selected then the objects belonging to this schema are not exported.

Table mode: The tables listed here are exported, the list of tables, partitions,
and dependent objects are exported. You may export tables belonging to
different schemas, but if this is the case then you must have the exp full
database role explicitly granted to be able to export tables belonging to
different schemas.

Tablespace mode: This mode allows you to export all tables belonging to
the defined tablespace set. The tables along with the dependent objects are
dumped. You must have the exp_full_database role granted to be able to
use this mode.

Transportable tablespace mode: This mode is used to transport a
tablespace to another database, this mode exports only the metadata of the
objects belonging to the target set of listed tablespaces. Unlike tablespace
mode, transportable tablespace mode requires that the specified tables be
completely self-contained.

Data Pump Export provides different working interfaces such as:

Command line interface: The command line interface is the default and
the most commonly used interface. Here the user must provide all required
parameters from the OS command line.

Parameter file interface: In this mode the parameters are written in a plain
text file. The user must specify the parameter file to be used for the session.

Interactive command line interface. This is not the same interactive
command line most users know from the regular exp command. This
interactive command line is used to manage and configure the running jobs.

[13]
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A simple Data Pump export session

Now let's start with our first simple Data Pump export session. This will show us
some initial and important features of this tool.

23 4

% expdp scott/tigerldumpfile=scutt"directory=defau1t_dp_dest"schemas=scntt|

Export: Release 18.2.8.1.8 — Production on Saturday. 19 July, 2888 22:54:54
Copyright (c)> 2883, 2805, Oracle. All rights reserved.

Connected to: Oracle Datahase IBg Enterprise Edition Release 18.2.8.1.8 — Produc tion
With the Partitioning. d Data Mining options
Start1ng "SCOTT™. "SYS_EHPORT SCHEHR A"z scotts

chemas=scaot

dumpf ile=scott director y=default_dp_de

stlmate in progress using BLOCKS method.
rocessing ohject type SCHEHR_EHPORT/TRBLE/TRHLE_DRTR

Processing object type SCHEHR_EHPORT/PRE_SCHEHR/FROCRCT_SCHEHR
Processing object type SCHEMA_ERPORT-TABLE-TABLE
Processing obhject type SCHEMA_ERPORT - TABLE~INDEX-INDEX
Processing ohject type SCHEMA_ERFORT TABLE-CONSTRAINT #CONSTRAINT
Processing object type SCHEMA_EXPORT-TABLE-IMDEX-STATISTICS - INDEX_STATISTICS
Processing object type SCHEMA_EXPORT-TABLE~COMMENT
Processing object tupe SCHEHR_EHPORT/TRBLE/CONSTHRINT/REF_CONSTRRINT
. exported "SCOTTY."DEPT 5.656 KB rows
. exported "SCOTT"."EMP" 7.820 KB 14 rows
- exported "SCOTT" 5.585 KB 5 rows
OTT" B rows

tuccessfully loaded/unloaded

0 d
Master tahle

Dump file set for SCOTT.SYS_EXPORT_SCHEMA_ 81 iss

t.dnp
Joh "SCOTT"."SYS;EHPORTASCHEHR,Bi"isuccessfully co eted at 22:55:35

|

Here we will start with a basic Data Pump session to perform a simple logical
backup. The command expdp has the following arguments:

Initially we define a Dumpfile (A). As it will be managed by means of a database
directory object (B) it is not necessary to define the path where the dump file will
be stored. Remember, the directory objects were previously defined at the database
level. This session will export a user's Schema (C). No other parameters are defined
at the command prompt and the session begins.

It can be seen from the command output that an estimation (D) takes place;

this estimates the size of the file at the file system, and as no other option for the
estimation was defined at the command line it is assumed the BLOCKS method will
be used. The estimation by means of the BLoCkS method isn't always accurate, as it
depends on the blocks sampled. Block density is a meaningful error factor for this
estimation, it is better to use STATISTICS as the estimation method.
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At the output log, the Master table (F) where the job running information is
temporarily stored can be seen. The job name takes a default name (E). It is a good
practice to define the job name and not let Oracle define it at execution time, if a DBA
names the Job, it will be easier to reference it at a later time.

Data Pump export filtering operations

At the command line, filtering options can be specified. In this example, it is used
to define the tables to export, but we can also specify whether the dump file will
(or will not) include all other dependent objects.

sh - ssh oracle2192.168.2.10

=l
[uracleEalpha ™15 expdp hr-shr dunpfile=default_dp_dest: EmpDeptIlnclude =tabhle:~"IN “{%° EHPLOYEES\'
» S DEPARTHMENT 8% SN
logfile=default_log_dest:EmpDept
xport: Releasze 18.2.8.1.8 — Production on Sunday, 28 July, 2888 11:42:5%

opyright <{c> 2883, 2885, Oracle. All rights reserved.

onnected to: Oracle Database 1By Enterprise Edition Release 18.2.8.1.8 - Production

ith the Partitioning. OLAP and Data Mining options

tarting "HR"."8Y¥S_EHFORT_SCHEMA_B1": hrseeooos dunpf ile=default_dp_dest:EmpDept include=tabl

"IN ¢’EMPLOYEES’, 'DEP

RTMENTS >'* logflle =default_log_dest:EmpDept

stimate in progress using BLOCKES method.

rocessing object type SCHEHH_EHPORT/THBLE/TRBLE_DHTH

otal estimation using

rocessing ohject type|SCHEMA_ERPORT.TABLE-TABLE

rocessing ohject type|SCHEMA_EXRPORT.TABLE/GRANT ~OWNER_GRANT /OBJECT _GRANT

rocessing ohject type|SCHEMA_EXPORTTABLEINDEX - INDEX

rocessing object type|SCHEMA_EXPORT TABLE/CONSTRAINT ~CONSTRAINT

rocessing ohject type|SCHEMA_EAPORT-TABLE/INDER-STATISTICS-INDEX_STATISTICS

rocessing ohject type|SCHEMA_ERPORT.TABLE.COMMENT

rocessing ohject type SCHEHR_EHPORT/TRBLE/CONSTRRINT/HEF_CONSTRRINT1

vocessing obhject type B
; Bicet—t

g—obi po—E CHEMA_EFORT.CIABLE <€ TATL$ L ICE <INBLE_C L IET1C
. |exported “HR". DEPARTMENTS" 6.632 KB 27 rous
. |exported “HR".“EMPLOYEES" 15.76 KB 87 rous
las -

ump file set for HR.SYS_EXPORT_SCHEMA_@1 is:
shomesoraclesdefault_dp_dest-EnpDapt.dmp
ob "HR".'"SY¥S_EXPORT _SCHEMA_B1" successfully completed at 11:43:85

E

The include (A) and exclude options are mutually exclusive, and in this case as
include was declared at the command line and it requires special characters, those
must be escaped so the OS doesn't try to interpret them. When a longer include or
exclude option is required, it is better to use a parameter file, where the escape
characters are not required.

[15]
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All the filtered objects (C) to be exported were saved in the dump file along with
their dependent objects (B). If you change the command line with the following, it
will prevent all the indexes being exported:

$ expdp hr/hr dumpfile=default dp dest:EmpDeptNoIndexes
tables=EMPLOYEES, DEPARTMENTS exclude=INDEX:\”LIKE \'\%\'\”
logfile=default log dest:EmpDeptNoIndexes

As can be seen, the exclude or include clause is actually a where predicate.

Use of parameter file

Using a parameter file simplifies an otherwise complex to write command line, it
also allows the user to define a library of repeatable operations, even for simple
exports. As previously seen, if a filtering (object or row) clause is used —some extra
operating system escape characters are required. By writing the filtering clauses
inside a parameter file, the command line can be greatly simplified.

[oracle@alpha DataPumpDemo 15 expdp sh/shIparfile=SHPaPFile.dpp|\° j‘
[Export: Release 10.2.8.1.8 — Production on Sunday, 20 July, 2008 12:21:07 =i

Copyright <c)> 2883, 28085, Oracle. All rights reserved.

333
Connected to: Oracle Database 1Bg Enterprise Edition Release 18.2.8.1.8 - Production

ith the Partitioning, OLAP and Data Mining options

Starting "“SH". "SHSRLESCOHPLETEDUHP" she parfile=SHParFile.dpp

[Estimate in progress using BLOCKS method.

Processing object type TRBLE_EHPORT/TRBLE/TRBLE_DRTR

Total estimation using BLOCKS method: 15.12 MB

Processing object type TABLE_EXPORT - TABLE-TAELE

Processing ohject type TABLE_EXPORITABLE-GRANI/OWNER_GRANT/OBJECT _GRANT

Processing ohject type TABLE_EXFORT-TABLE-COMMENT

Processing ohject type TABLE_EXPORT-TABLE-CONSTRAINT/REF_CONSTRAINT

Processing ohject type TABLE_EXPORT-TABLE-INDEX FUNCTIONAL_AND_BITMAP-INDEX

Processing object type TABLE_EXPORT - TABLE-INDEX STATISTICS. FUNCTIONAL_AND_BITMAP/INDEX_STATISTIC
Processing ohject typeETRBLE_EHPORT/THBLE/STHTISTICS/THBLE _STATISTICS

. exported :"SALES_Q4_26001" 2.257 MB 69749 rous
. exported t“SALES_Q1_1999" .78 MB 64186 rous
. exported :"SALES_Q3_2Aa1" .12% MB 65767 rous
. exported :“SALES_qQ1_2888" .aii MB 62197 rous
. exported =“SALES_Q1_2881" -964 MB 6B6P8 rous

. exported :“SALES_Q2_2@A@1" .a58 MB 63292 wrous
. exported 67138 rouws
. exported .a14 MB 62388 rous
. exported -801 MB 55515 rowuws
. exported .98% MB 58958 rous
. exported .581 MB 48874 rows

R RENMNE NN
=
o
=
=
=

. exported ;"SRLES _94_2@A8R"

- - -813 MB 55984 pous
. exported “SH"_"SALES":“SALES_QZ2_1999"

-753 MB 54233 rous

aster tahle "SH"."SHSRLESCOHPLETEDUHP"I successfully loaded unloaded
Dump file set for SH.SHSALESCOMPLETEDUMP is:

h&ales.dmp
Joh “SH"."SHSALESCOMPLETEDUMP" fuccessfully completed at 12:21:18

||

Comparing this command line (A) against the previously exposed command lines,
it can be seen that it is more readable and manageable. The SHParFile.dpp file from
the example contains these command options:
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USERID=sh/sh

DUMPFILE=shSales
DIRECTORY=default dp dest
JOB_NAME=shSalesCompleteDump
TABLES=SALES

LOGFILE=default log_dest:shSales

The parameter file is a plain text format file. You may use your own naming
conventions. Oracle regularly uses .par for the parameter files, in this case it used . dpp
to denote a Data Pump parameter file. The file name can be dynamically defined using
environment variables, but this file name formatting is beyond the scope of Oracle and
it exclusively depends on the OS variable management.

JOBNAME (C) is the option to specify a non-default job name, otherwise oracle will
use a name for it. It is good practice to have the job name explicitly defined so the
user can ATTACH to it at a later time, and related objects such as the Master table
(B) can be more easily identified.

Retrieve original data

In some circumstances, it may be useful to export the image of a table the way it
existed before a change was committed. If the database is properly configured,
the database flashback query facility —also integrated with dpexp —may be used.
It is useful for obtaining a consistent exported table image.

In this example a copy of the original HR . EMPLOYEES table is made

(HR .BAK_EMPLOYEES), and all the tasks will update the BAK EMPLOYEES table
contents. A Restore Point is created so that you can easily find out the exact time
stamp when this change took place:

SQL> CREATE RESTORE POINT ORIGINAL EMPLOYEES;
Restore point created.
SQL> SELECT SCN, NAME FROM V$RESTORE POINT;
SCN NAME
621254 ORIGINAL EMPLOYEES
SQL> SELECT SUM(SALARY) FROM EMPLOYEES;
SUM (SALARY)

691400

This is the way data was, at the referred SCN. This number will be used later,
to perform the expdp operation and retrieve data as it was, at this point in time.
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Next a non-reversible update on the data takes place.

SQL> UPDATE BAK EMPLOYEES SET SALARY=SALARY*1.1;
107 rows updated.

SQL> COMMIT;

Commit complete.

SQL> SELECT SUM(SALARY) FROM BAK EMPLOYEES

SUM (SALARY)

760540
Here we have a time reference and the goal is to restore data as it was.

Below are the contents of the data pump parameter file used to retrieve data.

USERID=hr/hr

DIRECTORY=default dp dest
DUMPFILE=hrExpAtRestorePoint
JOB_NAME=hrExpAtRestorePoint

TABLES=BAK EMPLOYEES
LOGFILE=default_log_dest:hrExpAtRestorePoint
FLASHBACK SCN=621254

The parameter FLASHBACK_SCN states the point in time from when the table is to
be retrieved.

[oraclePalpha DataPumpDemo 15 expdp|parfile=hrExpﬂtResturePuint.dpp

xport: Release 18.2.8.1.8 — Production on Sunday. 28 July. 2888 15:42:16
opyright {(c> 2883, 2885, Oracle. All rights reserved.

onnected to: Oracle Database 18y Enterprise Edition Release 18.2.8.1.8 -
roduction

ith the Partitioning, OLAP and Data Mining options

tarting "HR". "HREHPRTRESTOREPOINT" parflle =hpExpAtRestorePoint.dpp

stimate in progress using

Processing ohject type TRBLE_EHPORT/TI’IBLE/TRBLE_DRTR

Total estimation using BLOCKS method:

Processing ohject type TRBLE_EHPORT/THBLE/THBLE

. exported 'BAK_EMPLOYEES™ 15.77 KB 187 rous
Haster tabhle ' HREXPATRESTOREPOINT" successfully loaded/unloaded

Dump file set for HR.HREXPATRESTOREPOINT is:
rExpﬁtResturePulnt dmp
[Job “HR"."HREXPATRESTOREPOINT" g 1ly r'mvm'IPrPrl at 15:42:25 e

[oraclePalpha DataPumpDemol% impdp hr/hr dumpfile=hrExpAtRestorePoint.dmp
directory=default_dp

dest logfile= default lng dest:imphrExpAtRestorePoint
ljoh_name=impAtRestorePoint

Inport:- Release 18.2_@.1.8 - Production on Sunday, 20 July, 2888 15:45:27
Copyright (c> 2083, 2885, Oracle. All rights reserved.

Connected to: Oracle Database 1By Enterprise Edition Release 18.2.8.1.8 -
Production

ith the Partltlnnlng, OLAP and Data N1n1ng options

Master table "HR"."IMPATRESTOREFOINT" successfully loadedrunloaded
Starting "HR"."IMPATRESTOREPOINT": hp/ wwsmssnx

dumpf ile=hrExpAtRestorePoint .dmp directory=defau
1t_dp_dest logfile=default_log_dest:imphrExpAtRestorePoint
ljob_name=impAtRestorePoint

Processing ohject type TABLE_EXPORT-TABLE-TABLE
Processing thect type TRBLE_EHPORT/THBLE/THBLE
dimported “"HR

[Job “HR"."IMPATRESTOREPOINT"

KB 187 rous

fully completed at 15 45 31
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Once the backup is taken, the current table is dropped. When the import takes place
it rebuilds the table with the data, as it was before. The import parameter file has
been temporarily modified so it defines the log file name, and it includes only the
minimum required parameters for the impdp task (C).

USERID=hr/hr

DIRECTORY=default dp dest
DUMPFILE=hrExpAtRestorePoint
JOB_NAME=ImpAtRestorePoint

TABLES=BAK EMPLOYEES
LOGFILE=default log dest:hrImpAtRestorePoint

Once the import job is finished, a query to the current table shows the data 'as it was/,
prior to the update command.

SQL> select sum(salary) from bak employees;
SUM (SALARY)

691400

Data Pump export space estimation

Proactively estimating the amount of space required by an export file prevents
physical disk space shortages. Data Pump has two methods to estimate the space
requirements: Estimation by block sampling (BLOCKS) or estimation by object
statistics (STATISTICS).

ESTIMATE={BLOCKS | STATISTICS}

e BLOCKS —The estimate is calculated by multiplying the number of database
blocks used by the target objects times the appropriate block sizes.

e STATISTICS — The estimate is calculated using statistics for each table.
For this method to be as accurate as possible, all tables should have been
analyzed recently.

The second method leads to more accurate results and can be performed in a more
efficient way than the BLocks method; this method requires reliable table statistics.
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It can be seen from an export execution, that space estimation is always carried out,
and the default estimation method is BLocks. The BLocks method is used by default
as data blocks will always be present at the table, while the presence of reliable
statistics cannot be taken for granted. From performance and accuracy perspectives
it is not the best choice. It takes longer to read through the whole table, scanning the
data block to estimate the space required by the dump file. This method may not be
accurate as it depends on the block data distribution. This means that it assumes all
block data is evenly distributed throughout all the blocks, which may not be true

in every case, leading to inaccurate results. If the STATISTICS keyword is used, it is
faster; it only has to estimate the file size from the information already gathered by
the statistics analysis processes.

Taking the export of the sH schema with the ESTIMATE_ONLY option and the option
BLOCKS, the estimation may not be as accurate as the STATISTICS method. As these
test results shows:

ESTIMATE_ONLY Reported Estimated Dump File Size
BLOCKS 15.12 MB
STATISTICS 25.52 MB
ACTUALFILESIZE  29.98 MB

From the above results, it can be seen how important it is to have reliable statistics
at the database tables, so any estimation performed by data pump can be as accurate
as possible.

Dump file multiplexing

Data Pump export is an exporting method that is faster than the old exp utility.
Export speed can between 15 and 45 times faster than the conventional export utility.
This is because the original export utility uses only conventional mode inserts,
whereas Data Pump export uses the direct path method of loading, but in order

for it to reach the maximum possible speed it is important to perform the parallel
operations on spindles other than those where the database is located. There should
be enough I/O bandwidth for the export operation to take advantage of the dump
file multiplexing feature.
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The options used to generate an export dump in parallel with multiplexed dump
files are:

USERID=sh/sh
DUMPFILE=shParallelExp01%u,shParallelExp02%u
DIRECTORY=default dp dest
JOB_NAME=shParallelExp

TABLES=SALES
LOGFILE=default log dest:shParallelExp
ESTIMATE=statistics

PARALLEL=4

Notice the %u flag, which will append a two digit suffix to the Data Pump file. These
options will direct export data pump to generate four dump files which will be
accessed in a round robin fashion, so they get uniformly filled.

The resulting export dump files are:

shParallelExp0101.dmp
shParallelExp0102.dmp
shParallelExp0201.dmp
shParallelExp0202.dmp

Transporting data among different versions

Data Pump allows data transfers among different Oracle versions that support

the feature. (Note the feature was introduced in Oracle Database 10g Release. 1).
The database must be configured for compatibility of 9.2.0 or higher. This feature
simplifies data transfer tasks. In order for this to work it is important to consider the
source version versus the destination version. It works in an ascending compatible
mode, so a Data Pump export taken from a lower release can always be read by the
higher release, but an export taken from a higher release must be taken with the
VERSION parameter declaring the compatibility mode. This parameter can either take
the value of coMpATIBLE (default) which equals the compatible instance parameter
value, LATEST, which equals the metadata version or any valid database version
greater than 9.2.0. This last statement doesn't mean Data Pump can be imported on
a 9.2.0 database. Rather, it stands for the recently migrated 10g databases which still
hold the compatible instance parameter value set to 9.2.0.

If the COMPATIBLE parameter is not declared an export taken from a higher release
won't be read by a lower release and a run time error will be displayed.
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When performing data transfers among different database versions, you should be
aware of the Data Pump compatibility matrix:

Data Pump client and server compatibility:

expdp and impdp  10.1.0.X 10.2.0.X 11.1.0.X
client version

10.1.0.X Supported Supported  Supported
10.2.0.X NO Supported  Supported
11.1.0.X NO NO Supported

Each Oracle version produces a different Data Pump file version, when performing
expdp/ impdp operations using different Data Pump file versions you should be
aware of the file version compatibility.

Version Data Written by Can be imported into Target

Pump Dumpfile database with 191 g x 10.2.0.X 11.1.0.X
Set compatibility

0.1 10.1.X Supported Supported Supported
1.1 10.2.X No Supported Supported
21 11.1.X No No Supported

Data Pump export interactive mode

Data Pump is meant to work as a batch utility, but it also has a prompt mode,
which is known as the interactive mode. It should be emphasized that the

data pump interactive mode is conceptually different from the old interactive
export/import mode. In this release, the interactive mode doesn't interfere with
the currently running job, it is used to control some parameter of the running job,
such as the degree of parallelism, kill the running job, or resume job execution in
case of a temporary stop due to lack of disk space.

In order for the user to ATTACH to a running job in interactive mode, the user must
issue the Ctrl-C keystroke sequence from an attached client. If the user is running on
a terminal different from the one where the job is running, it is still possible to attach
to the running job by means of the explicit ATTACH parameter. It is because of this
feature that it is useful to not let Oracle define the job name.

Once attached there are several commands that can be issued from the open
Data Pump prompt:
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Command

Description (Default)

CONTINUE CLIENT
EXIT CLIENT
HELP

KILL JOB
PARALLEL

START JOB

STATUS

STOP_JOB

Return to logging mode. Job will be re-started if idle
Quit client session and leave the job running
Summarize interactive commands

Detach and delete job

Change the number of active workers for current job
PARALLEL=

Start/resume current job. START JOB=SKIP CURRENT will
start the job after skipping any action which was in progress
when job was stopped

Frequency (seconds) job status is to be monitored where
the default (0) will show new status when available
STATUS= [interval]

Orderly shutdown of job execution and exits the client.
STOP_JOB=IMMEDIATE performs an immediate shutdown of
the Data Pump job

In this scenario the expdp Command Line Interface (CLI) is accessed to manage a
running job. First a simple session is started using the command:

expdp system/oracle dumpfile=alphaFull directory=default dp dest full=y

job name=alphaFull

The goB_NAME parameter provides a means to quickly identify the running job.

ame=alphaFull

e+ ssh Packt - ssh oracle@alphasrv

HoraclePalpha ™15 expdp systemsoracle dumpfile=alphaFull directory=default_dp_dest full=y joh_n

L]

»

Export: Release 18.2.8.

ith the Partitioning.

1=y jobh_name=alphaFull
Processing ohject type

skipped.

Total estimation using
Processing obhject type
Processing ohject type
Processing ohject type
Processing obhject type
Processing ohject type
Processing obhject type

Copyright (c> 2883, 2887, Oracle. All rights reserved.
iConnected to: Oracle Database 1Bg Enterprise Edition Release 18.2.8.4.8 — Production

tand Real Application Testing options
Btarting "SYSTEM"."ALPHAFULLY: system~-oaoexxxx dumpf ile=alphaFull directory=default_dp_dest ful

[Estimate in progress using BLOCKE method...
IORA—-32137: Data Pump does not support HMLSchema objects. TABLE_DATA:"OE"."PURCHASEORDER"|will he

4.8 — Production on Thursday. 26 March, 2889 2:18:41

Oracle Label Security, OLAP, Data Mining Scoring Engine

DATABASE_EXPORT ~SCHEMA-TABLE-TABLE_DATA

BLOCKS method: 66.5 MB
DATABASE_EXPORT ~TABLESPACE Job named alphaFull was
DATABASE_EXPORT/PROFILE o
DATABASE_EXPORTSYS_USER/USER launched
DATABASE_EXPORT /SCHEMA-USER
DATABASE EXPORTROLE
DATABASE_EXPORT /GRANT/SYSTEM_GRANT./PROC_SYSTEM_GRANT

Eoracle@alpha ~15 o

. The job was stopped
. e by a command issued
o on another
\Job "SYSTEM"."ALPHAFULL" stopped hy user Pequest“at B2:11:57 ATTACHED session
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Once the job is running on a second OS session a new expdp command instance is
started, this time using the ATTACH command. This will open a prompt that will
allow the user to manage the running job.

expdp system/oracle attach=alphaFull

After showing the job status it enters the prompt mode where the user can issue the
previously listed commands.

In this case a sToP_JoB command has been issued. This notifies the running session
that the command execution has been stopped, the job output is stopped and the OS
prompt is displayed. After a while the user reattaches to the running job, this time
the START J0B command is issued, this resumes the job activity, but as the expdp
session was exited no more command output is displayed. The only way the user
can realize the job is running is by querying the DBA_DATAPUMP_JOBS view or by
browsing the log file contents.

4

LoracleBalpha ~15| expdp systemsoracle attach=alphaFull

xport: Release 18.2_8_.4_.8 - Production on Thursday, 26 March, PBB? 2:11:

I{ Attaching to the
running Job

Copyright <(c> 28083, 2087, Oracle. All rights reserved.

Connected to: Oracle Database 18g Enterprise Edition Release 18.2.8.4.8 —
ith the Partitioning. Oracle Label Security. OLAP, Data Mining Scoring E
land Real Application Testing options

obh: ALPHAFULL

Ouner: SYSTEM

Operation: EXPORT

Creator Privs: FALSE

GUID: 668226F729C766C3EA4BABCABABAZ?DSS

Start Time: Thursday. 26 March, 2887 2:18:43

Mode: FULL

Instance: alpha

Max Parallelism: 1

EAPORT Job Parameters:

Parameter NHame Parameter Value:
CLIENT _COMHAND systensoeoeesxx dunpf ile=alphaFull directoryfdefault_dp_deft full=y j=—I

oh_name=alphaFull

State: EXECUTING

Bytes Processed: @ .

Current Parallelism: 1 Job Description

Joh Error Count: @

Dump File: shomesoraclesdefault_dp_dest/alphaFull.dmp

hytes written: 4.89

—

FY

orker 1 Status:

State: EXECUTING

Object Schema: SYSMAN

Object Name: SMP_EMD_RULE_TARGET

Obhject Type: DATABASE_EXPORTSCHEMA-TYPE-TYPE_SPEC
Completed Objects: 88

Worker Parallelism: 1 — a

xport> STOP_JOB *—}
re you sure you wish to stop this job <I[yesl/no>: yes J ]

-

tovacTeBaTpha ~T5 : .
oraciefaipha [ Interactive Job Command Line

M The ATTACH command does not require the job name if there is
Q only a single JOB running. If there is more than one concurrent
job running then the user must specify the job name.
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Data Pump restart capability

In case of failure or any other circumstances that prevent the Data Pump job from
successfully ending its work, an implicit recommencing feature is activated. The

job enters a suspended mode that allows the DBA to attach this feature to the job.

It is important to emphasize that the master job table must positively identify the
interrupted job, otherwise it won't be possible to restart the job once the circumstance
behind the failure has been properly corrected.

In order for the user to attach to the job, it must be connected with the ATTACH
command line option properly set. At this point, it becomes evident why it is a
good practice to have a name for the data pump job, other than the default system
generated name.

Getting information about the export job

When a Data Pump task takes place, it can be monitored to find out if everything is
running fine with it. A view named DBA_DATAPUMP_JOBS can be queried to check the
task status.

SQL> select * from dba datapump jobs;

SOL> SELECT % FROM DEA_DATAPUMP_JOBS
OWNER_MAME JOB_NAME OPERATION JOB_MODE STATE DEGREE ATTACHED_SESSIONS =
SYSTEM SYS_EXPORT_FULL_01 EXPORT FULL EXECUTING
1 row selected
S0L>
i

In this query it can be seen that a FULL (C) EXPORT (B) data pump job named
SYS_EXPORT_FULL_01 (A) is in Executing State (D). It is executing with a default
parallel degree of 1 (E). In case of trouble, the status changes and it would be time to
work with the CLI mode to ATTACH to the job and take corrective action.
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Data Pump import

Data Pump import (impdp) is the tool used to perform the data import operation,
it reads the data from a file created by Data Pump export. This tool can work in
different modes such as:

Full import mode: This is the default operation mode. This mode
imports the entire contents of the source dump file, and you must have
the IMP_FULL_DATABASE role granted if the export operation required the
EXP_FULL_DATABASE role.

Schema mode: A schema import is specified using the SCHEMAS parameter.

In a schema import, only objects owned by the current user are loaded. You
must have the IMP_FULL_DATABASE role in case you are planning to import

schemas you don't own.

Table mode: This mode specifies the tables, table partitions and the
dependent objects to be imported. If the expdp command required the
EXP_FULL_DATABASE privilege to generate the dump file, then you will
require the IMP_FULL_DATABASE to perform the import operation.

Tablespace mode: In this mode all objects contained within the specified set
of tablespaces are loaded.

Transportable tablespace mode: The transportable tablespace mode imports
the previously exported metadata to the target database; this allows you to
plug in a set of data files to the destination database.

Network mode: This mode allows the user to perform an import operation
on the fly with no intermediate dump file generated; this operation mode is
useful for the one time load operations.

The Data Pump import tool provides three different interfaces:

Command Line Interface: This is the default operation mode. In this mode
the user provides no further parameters once the job is started. The only
way to manage or modify running parameters afterwards is by entering
interactive mode from another Data Pump session.
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e Interactive Command Interface: This prompt is similar to the interactive
expdp prompt, this allows you to manage and modify the parameters of a
running job.

e Parameter File Interface: This enables you to specify command-line
parameters in a parameter file. The PARFILE parameter must be specified in
the command line.

Remap function

One of the most interesting import data pump features is the REMAP function.

This function allows the user to easily redefine how an object will be stored in the
database. It allows us, amongst many other things, to specify if the tables to be
loaded will be remapped against another schema (REMAP_SCHEMA). It also changes
the tablespace where the segment will be stored (REMAP_TABLESPACE). In case of a
full data pump import, the function can also remap where the database files will be
created by means of the REMAP_DATAFILE keyword.

Let's show the REMAP_SCHEMA facility. It is common practice to have a user's schema
cloned for testing or development environments. So let's assume the HrR schema is
to be used by a recently created HRDEV user, and it requires all the HrR schema objects
mapped in its schema.

Create the HRDEV user. In this case the user HRDEV is created with the RESOURCE
role granted. This is only for demonstration purposes, you should only grant the
minimum required privileges for your production users.
SQL> create user HRDEV ident

2 identified by ORACLE

3 default tablespace USERS;
User created.
SQL> grant CONNECT, RESOURCE to HRDEV;

Grant succeeded.
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Export the HR Schema objects using the following command:

$ expdp system/oracle schemas=HR dumpfile=DEFAULT DP DEST:hrSchema
logfile=DEFAULT LOG DEST:hrSchema

B : B () - Oy x
oracle@alpha DataPumpDemol? expdp systemsoracle schemas=HR dumpfile=DEFAULT_DP_DEST:hrSchema ™ |a
logf ile=DEFAULT _LOG_DEST :hrS8chema —
Export: Release 18.2.8.1.8 - Production on UWed day,. 20 August. 28008 3:40:42
Copyright (c> 2803, 2885, Oracle. All rights reserved.
Connected to: Oracle Datahase 139 Enterprise Edition Release 18.2.8.1.8 - Production
ith the [F f 3 gjoptions
Sga;tlng SYS_EHPOR SCHEI"IH _a systemn/xxxxxnxx schemas=HR dumpfile=DEFAULT_DP_DEST:h
rSchema legfd L AR 2
stimate in progress u31ng BLOCKS meth
vocessing object type SCHEHR_EHPORT/THBLE/THBLE_DRTH Schema mode data pump export from
otal estimation using BLOCKS method: 512 the HR user
rocessing object type SCHEMA_EXFORT-USER .
rocessing object type SCHEMA_EXPORT-SY¥YSTEM_GRANT =
rocessing obhject type SCHEMA_EXPORT.ROLE_GRANT
rocessing object type SCHEMA_EXPORT/DEFAULT_ROLE
rocessing obhject type SCHEMA_EXPORT-PRE_SCHEMA-PROCACT _SCHEMA
rocessing object type SCHEMA_EXPORT/SEQUENCE-SEQUENCE
rocessing obhject type SCHEMA_EXPORT-TABLE-TAELE
rocessing object type SCHEMA_EXPORT.TABLE/GRANT . OWNER_GRANT ~OBJECT _GRANT
rocessing obhject type SCHEMA_EXPORT-TABLE-INDEX.INDEX
rocessing object type SCHEMA_ERPORT.TABLE-CONSTRAINT.CONSTRAINT
rocessing obhject type SCHEMA_EXPORT TABLE/INDEX STATISTICS-INDEX_STATISTICS
rocessing ohject type SCHEMA_EXPORT-TABLE~COMMENT
rocessing object type SCHEMA_EXPORTPROCEDURE-PROCEDURE
rocessing ohject type SCHEMA_EXPORT-PROCEDURE~ALTER_PROCEDURE
rocessing obhject type SCHEMA_EXPORT-UIEW-UIEW
rocessing object type SCHEMA_ERPORT.TABLE-CONSTRAINT REF_CONSTRAINT
rocessing object type SCHEMA_ERPORT ~TABLE-TRIGGER
rocessing ohject type SCHEMA_EXPORT/TABLE-STATISTICS/TABLE_! STRTISTICS
. exported "HR". "BHK_EHPLOYEES" 15.77 K 187 rouws
. exported "HR"."COUNIRIES" 6.885 KB 25 rous
. exported "HR"."DEPARTMENTS" 6.632 KB 2?7 vous
. exported “HR"."EMPLOYEES" 15.76 KB 187 rous
. exported "HR JOBS" 6.689 KB 19 rous
. exported "HR JOB_HISTORY" 6.585 KB 18 rous
. exported “HR LOCRTIONS" 7. '?13 ](B 23 rous
. exported "HR REGI L rous
aster tabhle "SYSIEH" "8Y¥YS_EXPORT_SCHEMA_B1" successfully loaded/unloaded
ump file set for SYSTEM.SYS_EXPORT_SCHEMA_B1 is:
shome soracledefault_dp_dest-hrSchema.dmp
oh “SYSTEM".'SY¥YS_EXPORT_SCHEMA_B1" successfully completed at B3:42:44 J

Import the HR Schema objects and remap them to the HRDEV user's schema. Using the
following command:

$ impdp system/oracle \
dumpfile=DEFAULT DP DEST:hrSchema \
logfile=DEFAULT LOG DEST:hrSchema \ REMAP SCHEMA=HR:HRDEV
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The import session runs as follows:

[oracleBalpha DataPumpDemol% impdp systemsoracle dumpfile=DEFAULT_DP_DEST:hrSchema logfile=DEFA
LT_LOG_DEST:hrSchema REMAP_SCHEMA=HR:HRDEU
Import: Release 18.2.8.1.8 — Production on Ued day. 28 August,. 2008 3:48:24
opyright <c> 2883, 2805, Oracle. All rights reserved.
onnected to: Oracle Datahase 18g Enterprise Edition Release 18.2.8.1.8 — Production
ith the Partitioning LAP and Data Mining options
aster tahle "S'I'STEH" "S'x'S IHPORT_FULL 155 g successfully loaded/unloaded
_ m dumpf ile=DEFAULT_DP_DEST :hrS8chema logfi
SCHEMR PO ) =l
USER: "HRDEU" already exists REI‘I‘IQPPII‘IQ
SCHEMA_EXPORT ~S¥YSTEM_GRANT F - HR
SCHEMA_EXPORT./ROLE_GRANT rom:
SCHEMA_EXPORT ~DEFAULT _ROLE To : HRDEV
SCHEMA_EXPORT ~PRE_SCHEMAPROCACT _SCHEMA
SCHEMA_EXPORT.SEQUENCE/SEQUENCE
SCHEMA_EXPORT.~TABLE-TABLE
g J pe SCHEMA_EXPORT ~TABLE-TABLE_DATA
. .| imported - 187 rows
.| imported COUNTRIES" . 25 rous
. .| imported DEPARTHENT S . 27 rous
. .| imported EMPLOYEES" - 187 rows
.| imported JOBS " . 19 rous
. .| imported JOB_HISTORY" . 18 rous
.| imported EU LOCATIONS" . 23 rous
.| imported "HRDEU"."REGIONS'* 5.296 KB 4 rous
cessing object type SCHEMA_EXFORT.TABLE~GRANT.~OUNER_GRANT ~OBJECT _GRANT
ohject type SCHEMA_EXPORT.TABLE-INDEX/INDEX
ohject type SCHEMA_EXPORT.-TABLE~CONSTRAINT. CONSTRAINT
ohject type SCHEMA_EXPORT~TABLE-INDEX STATISTICS-INDEX_STATISTICS
ohject type SCHEMA_EXPORT.TABLE~COMMENT
ohject type SCHEMA_EXPORT. PROCEDURE-PROCEDURE
ohject type SCHEMA_EXPORT.PROCEDURE-ALTER_PROCEDURE
ohject type SCHEMA_EXPORT.UIEW-UIEY
ohject type SCHEMA_EXPORT.TABLE~CONSTRAINT - REF_CONSTRAINT
oh,]ect type SCHEMA_EXPORT.~TABLE-TRIGGER
rocessing ohject e SCHEMA_EXPORTTABLE~STATISTICS TABLE_STATISTICS
obh “EYSTEM". "SYS_IHPORT_FULL B1" completed with 1 errords) at B3:48:33
[oraclePalpha DataPumpDemo 15 LI

The HRDEV schema automatically inherits, by means of a cloning process (REMAP_
SCHEMR), 35 objects from the HR schema, which includes tables, views, sequences,
triggers, procedures, and indexes.

Data Pump import network mode

One of the most interesting data pump features is the network mode, which allows
a database to receive the data directly from the source without generating an
intermediate dump file. This is convenient as it saves space and allows a networked
pipeline communication between the source and the destination database.

The network import mode is started when the parameter NETWORK LINK is added

to the impdp command, this parameter references a valid database link that points

to the source database. This link is used to perform the connection with a valid user
against the source database. A simple CREATE DATABASE LINK command is required
to setup the source database link at the target database.
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QL> select = from viversionBdbiBgrd;

ANNER

racle Database 18g Enterprise Edition| Release 18.1.8.5.8
PL-SQL Release 18.1.8.5.8 - Production

CORE 10.1.68.5.8 Production

THS fo ; Uersion 18.1.8.5.8 — Production

NLSRTL|Version iE.l.ﬁ.S.E Production

[oracle@alpha admiglé impdp SCOTT-TIGER tahles=emp_18g.dept_18g|network_link=dbl@gR1|logfile=de
fault_log_dest:impMetworkMode

Release 11.1.8.6.8|- Production on Tuesdavy. 27 July, 2888 23:81:31

Copyright <c> 2883, 2087. Oracle. All rights reserved.

Import :

Connected to: Oracle Database 1ig Enterprise Edition Release 11.1.8.6.8 — Production
ith the Partitioning. OLAP, Data Mining and Real Application Testing options
Starting “SCOTT"."SYS_IMPORT_TABLE_B1*“: SCOTT, tables=emp_1B8g.dept_18g network_link=dbi

gR1 logfile=default_log_dest:impNetworkMode
stimate in progress using BLOCKS method
Processing ohject type TRBLE_EHPORT/TRBLE/TBL TABLE_DATA-TABLE-TABLE_DATA
Total estlmatlon u31ng BLOCKS mnethod: 128 KB
Processing ohie RPORT TABLE-TABLE
. imported ["SCOTT". "DEPT_lIG"
. . imported |"SCOTT"."EMP_1i8G"
"Joh “SCOTT".'S5Y POR ABLE_C

4 rous
14 rous
successfully completed at 23:81:54

[oraclePalpha DataPumpDemo 1%

[

It can be seen that the import operation takes place at the 11g database; meanwhile
the export is taken from a 10g Release 1 database by network mode using a database
link created on the 11g side. This example is a classical data migration from a lower
to a higher version using a one-time export operation.

The source database is 10.1.0.5.0 (A), and the destination database version is 11.1.0.6.0
(C). There is a database link named db10gR1 (B) on the 11g database. In order for this
export to work it is important to consider version compatibility. In network mode the
source database must be an equal or lower version than the destination database, and
the database link can be either public, fixed user, or connected user, but not current
user. Another restriction of the data pump network mode is the filtering option; only
full tables can be transferred, not partial table contents.

At the target site a new database link is created:

CREATE DATABASE LINK DB10GR1
CONNECT TO <username> IDENTIFIED BY <passwords> using <TNSAliass;

This alias is used at import time:

impdp <username>/<password> network link=<DBLink> tables=<List of Tables
to Import> logfile=<Directory Object>:file name
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The network import mode provides a practical approach for one-time data transfers.
It is convenient and reduces the intermediate file management that is usually required.

Improving performance with Data Pump

There are some considerations the user should pay attention, in order to take full
advantage of this tool. When performing a data pump export operation it can
perform faster if using parallelism, but if this is not used properly, the process may
end up serializing, which is very likely to happen if the dump files are written to the
same disk location.

When performing a data pump import operation, we should consider the same
parallelism issue. If using an enterprise edition, the degree of parallelism can be set
and can be tuned so that there will be several parallel processes carrying out the
import process. It is advisable to ensure the number of processes does not exceed
twice the number of available CPU's.

Also, the tablespace features are important. The tablespace should be locally managed
with Automatic Segment Space Management (ASSM); this will allow the insert
process to perform faster.

Other features that should be considered are related to database block checking. Both
db_block ckeckingand db_block_checksumimpose a performance penalty. It has
been reported by some users that this penalty is meaningful when batch loading takes
place. It is advisable to either disable these parameters or reduce the emphasis. Those
instance parameters are dynamic, so they can be modified during the operation.

Other instance parameters to consider are those related to parallelism, the
parallel max servers,and parallel execution message size. When using
parallelism, the large_pool_size region should be properly configured.

Working with the Data Pump API

The Data Pump API allows the PL/SQL programmer to gain access to the data pump
facility from inside PL/SQL code. All the features are available, so an export/import
operation can be coded inside a stored procedure, thus allowing applications to
perform their own programmed logical exports.

The stored program unit that leverages the data pump power is DBMS_DATAPUMP.

This code shows a simple export data pump job programmed with the
DBMS DATAPUMP APL
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This sample code required the DBMS_DATAPUMP program units to perform the
following tasks:

e FUNCTION OPEN
e PROCEDURE ADD_FILE

e PROCEDURE METADATA_FILTER
e PROCEDURE START_JOB

e PROCEDURE DETACH

e PROCEDURE STOP_JOB

The account used in the next example is used merely for demonstration purposes.
In a practical scenario you can use any user that has the execute privilege granted
on the DBMS_DATAPUMP package and the appropriate privileges on the working
directories and target objects.

conn / as sysdba

set serveroutput on

DECLARE
dp id NUMBER ; -- job id
BEGIN
-- Defining an export DP job name and scope
dp id := dbms_datapump.open ('EXPORT', 'SCHEMA', 6 NULL, 'DP_API EXP

DEMO', 'COMPATIBLE') ;

-- Adding the dump file

dbms datapump.add file(dp id, 'shSchemaAPIDemo.dmp', 'DEFAULT DP_
DEST',

filetype => DBMS_DATAPUMP.KU$ FILE TYPE DUMP FILE) ;

-- Adding the log file

dbms_datapump.add file(dp id, 'shSchemaAPIDemo.log', 'DEFAULT LOG
DEST',

filetype => DBMS DATAPUMP.KU$ FILE TYPE LOG FILE);

-- Specifying schema to export
dbms_datapump.metadata filter(dp id, 'SCHEMA EXPR', 'IN (''SH'')');

-- Once defined, the job starts

dbms_datapump.start job(dp_ id);

-- Once the jobs has been started, the session is dettached.
Progress can be monitored from dbms datapump.get status.

-- in case it is required, the job can be attached by means of the
dbms datapump.attach() function.

-- Detaching the Job, it will continue to work in background.
dbms output.put line ('Detaching Job, it will run in background') ;
dbms_datapump.detach(dp id) ;

[32]



Chapter 1

-- In case an error is raise, the exception
-- 1s captured and processed.
EXCEPTION
WHEN OTHERS THEN
dbms_datapump.stop job (dp id) ;
END;

/

Data Pump 11g new features

'The features described so far are valid in both 10g and 11g, but there are specific
features available only in 11g such as:

e Compression
e Encrypted dump file sets
e Enhancements for Data Pump external table management

e Support for XML data types

Compression

The compression feature in 10g is related to the metadata, not the actual data part of
the dump files. With 11g, this feature was improved to allow either the metadata, the
row data or the complete dump file set to be compressed. This shrinks the dump file
set by 10 to 15 percent.

Encrypted dump file sets

In 11g it is possible to use the encrypted dump file sets feature to have the dump set
encrypted. Data Pump in 11g includes other keywords to manage encryption, such
as ENCRYPTION ALGORITHM, and ENCRYPTION MODE which requires the Transparent
Data Encryption (TDE) feature to perform the encryption process. This feature will
be addressed in more depth in the security chapter

Enhancements for Data Pump External Tables

In 10g, when a row in an external table was corrupted, it led to the entire process
being aborted. Data Pump 11g is more tolerant under these circumstances, allowing
the process to continue with the rest of the data.

[33]
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Single partition transportable for Oracle
Data Pump

With this feature, it is possible to move just one partition or sub partition between
databases without having the need to move the whole table. A partition can be
added as part of an existing table or as an independent table.

Overwrite dump files

In 10g dump files had to be removed by the DBA prior to any attempt to

overwrite them. In 11g a new keyword was added, REUSE_DUMPFILES,

which defaults to 11g, and when activated simply overwrites the existing dump files
(if they already exist).

XML Datatypes

In previous Data Pump releases, the XML data type was not supported, all Oracle
XML data types are supported with Oracle Data Pump. You can use all other
datatypes, however you should be aware that the Data Pump driver for external
tables restricts the use of certain data types.

Summary

Data Pump is one of the least known and under-exploited data management tools in
Oracle, in part due to the widely used regular export/import utility. Most user's are
used to the old tool and as the data pump export dump file is not compatible with
the old utilities, there is a point of no return when starting to use the Data Pump
utility. However, when the user gets acquainted with the Data Pump features and
feels more comfortable using this alternative for regular data management processes,
they will notice how productivity and manageability improve.

Data Pump allows more flexible data management scenarios than its predecessor,
the regular export/import utilities. Once the power of Data Pump is deployed by the
user on the DBA's day-to-day tasks, Data Pump will automatically be positioned as
the de-facto data management tool. It is available in all Oracle editions starting

from 10g Release 1. Getting to know this tool allows the DBA to plan much more
flexible scenarios.

In the next chapter another useful data management tool will be addressed,
SQL*Loader, a tool that is used to perform plain file loads to the database.
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Transferring data in plain text file format is common when performing tasks such as
loading a database for the first time, data warehouse maintenance, ASCII backups,
or spatial data management. Knowing how to efficiently use and tailor this tool
allows the user to optimize the time invested in performing one of the most labor
intensive and time consuming maintenance tasks.

During the upload process it is important to foresee any space allocation issues
that may prevent the load process from successfully finishing. It is important to
either gauge the tablespace requirements, or proactively launch automatic space
management tasks.

It is important to know how to perform the data load with different character sets,

so that users don't risk losing data, and to ensure that even if the data load completes
successfully it doesn't end up showing those boring 'question marks' because of
character set incompatibilities.

There are several ways to perform the load of large objects, such as long texts or
multimedia files. By knowing the issues, and the caveats that should be considered,
the user will be able to perform a data load more efficiently.
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SQL*Loader basics

Sometimes, an external source provides data in an unwanted format. As database
users, we can only deal with whatever way the data has been formatted, and do
our best to load it. Sometimes an interface has to be built specifically to perform
a complex format load. The purpose of SQL*Loader is not only to provide a plain
format data loader tool, but also a means to allow a complex data set to be loaded.
The user can leverage the power of SQL*Loader by:

e Loading several data files on the same session

e Specifying a particular character sets to be loaded

e Conditionally loading data

e Performing pre-loading phases

¢ Loading data from a variety of sources, including named pipes

e Loading either logical or physical records

e Loading regular data as well as Large Objects and object/relational data

e Taking advantage of parallelism and direct path loads to accelerate the

load process

SQL*Loader's architecture is both simple and elegant. It requires at least one or

two input files to start processing data, one of them is the datafile and the other the
control file; it may produce two or three output files, one for the log file, another for
the bad file and another file known as discard file.

Datafile(s) Controlfile

y

Logfile |« SQL*Loader

Badfile I A4

Looking at the above diagram, SQL*Loader files are defined as follows:

Discardfile
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Datafile: This is the actual plain-data file. This datafile must have a consistent format
(along with its contents) according to the predefined format described by the control
file. This is the source file and under certain circumstances, such as a one-time load,
this file may also have the control file contents embedded. There may be more than
one datafile for a single data load, the number of datafiles is specified in the control file.

Controlfile: This file describes the way data is structured; it specifies whether the
record will have a commonly used record delimited by a carriage return, or a record
that spans several lines. This control file specifies if the record is a fixed size column
record or if the columns are delimited by an exclusive character in a variable size
record format. It can specify: the data types, lengths, precision, character set, use

of secondary data files, different data files, record structure, and many other data
description parameters.

The control file uses format free syntax, which means control file contents can span
multiple lines and can contain multiple space characters to separate keywords.
Control file commands are case insensitive, but it should be pointed out that quoted
strings are literally read.

In summary, the control file describes the input (what and how to read), the output
(where and when to load), and the mapping between the two.

Logfile: Once a data loading session is over, all meaningful activity is recorded in
the log file. This is a plain format file where session activity is recorded. The logfile
describes the control file specifications, the amount of data loaded, the elapsed time
to complete the load, information about defective rows, and the parameters used
during a selective data load. The script to create an external table can also be found
here if the proper command line option is specified.

Discardfile: All records that didn't match any condition specified during a conditional
load are, if specified, sent to the discard file. The user can specify the maximum
number of discarded records to be sent to the discard file before aborting the load
process. The discard file is optional and the user must explicitly request its creation.

Badfile: If a malformed record is found, or if a record doesn't meet a particular
constraint condition, it is sent to the bad file. There it may have a second chance

to be loaded once the defect has been corrected. There are a maximum number of
records allowed during a load to be considered defective, and by default this number
is 50. Once the maximum number of bad records is reached, the load process is
automatically aborted and proper log information is recorded at the log file.
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Preparing the demo environment

We will require a demo user to perform the loads, a regular tablespace, and some
basic privileges for the SQL*Loader demo user. The paths and other particular
references are included as mere examples, and to meet the syntax requirements.
Actual implementations may differ. During the development of

these demonstrations, data from either the HR or SCOTT schemas was used.

The next examples use the SYS user to perform administrative tasks, it is only for
demonstration purposes, any user with privileges to create a tablespace is enough
to setup the environment, and any user who has permission to insert data into a
given table is enough to perform the data loading procedure. The paths used and
the Oracle SID referred here are just based on a specific demo database used.

connect / as sysdba

create tablespace sglldrdemo

datafile '/u0l/oracle/oradata/beta/sqglldr0l.dbf' size 32m
autoextend on next 1lém;

create user sglldrdemo
identified by oracle

default tablespace sglldrdemo
quota unlimited on sglldrdemo;

grant connect, resource to sglldrdemo;
connect sglldrdemo/oracle

create table emp
(empno number (4) not null,
ename char (10),
job char(9),
mgr number (4),
hiredate date,
sal number(7,2),
comm number (7,2),
deptno number (2))
tablespace sglldrdemo;

create table dept
(deptno number (2),
dname char(14) ,
loc char(13) )
tablespace sglldrdemo;
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Our first simple load

Let' start working with the basics. In this scenario we will perform a simple load
where the main points will be presented. A simple source datafile will be loaded
and exposed to the main points a simple load has to consider.

In order for you to perform the first basic load, a simple text file has to be created;
this file will be the control file. The control file defines how the load will be executed,
it specifies the target table(s), the data file format, what to do in case of error, and
which other special features will be either used or not.

This first control file was taken from the demonstrations available from the Oracle
Home once the companion disk (demo section) has been installed. This is the
ulcasel.ctl control file. The comments are specified by using two hyphens at
the beginning of the line. All text following the hyphens up to the end of the line is
considered a comment and it is not interpreted.

B [-[2fx
prchivo  Edicidn Formato  Wer  Ayuda
=
—- It Toads a DEPT variable rRecord Format ’_0
LOAD DATA T
INFILE % ¢
INTO TASLE DEPT I
FIELDS TERMIMATED BY ', '|OPTIOMALLY ENCLOSED BY ‘"'
DEPTMD, DMAME, LOC) L
BEGIMOATA
10, ACCOUNTING, NEW YORK
20, RESEARCH, DALLAS
30, SALES, CHICAGO
40, OPERATIONS, BOSTON|
=
] G

LOAD DATA: The beginning of the file starts with the keyword LOAD DATA (A).

It assumes the target table is empty. In case there is data already loaded, and
depending on what exactly is being planned we can either APPEND or REPLACE.

If no modifier is specified, then it means the table must be empty before attempting
to insert data, otherwise a runtime error will show up. The user must have at least
the SELECT privilege on the table. If the option APPEND is used, it means that we can
just proceed to insert data; the user must be careful with the unique and primary
key constraints. For the REPLACE option, all data in the table will be removed prior
to starting the load; the user must have the SELECT and DELETE privileges to be able
to perform the operation with this option. It should be pointed out that deleting a
complete table may lead to severe performance problems, so it is better to use the
TRUNCATE option, it will be faster and as it applies over all the data rows, it performs
significantly faster than the REPLACE option.
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INFILE (B): This option can be used to specify where the source data file is. It can
be a simple one time relative small load, as shown in the example. In this case, there
is no need to have a separate source data file, so it can be embedded in the same

file as that of the control file. As shown on the image, this option is specified at the
start (*) (B), indicating that the data section will start as the first row right after the
BEGINDATA (E) keyword is found, and it will stop at the end of file (F). In this
case there can be no more control file commands from this point on. Any additional
control file commands will be treated as malformed rows and will be sent to the
bad file. In case another datafile needs to be specified, it could be defined from the
file with the same INFILE keyword. It can also be defined with the command line
argument DATA.

There are three ways to specify how data is organized; in fixed or variable field
length (D) or in stream format.

Once the control file has been created, a typical SQL*Loader command line would
read like this:

sglldr username/password control=controlFileName.ctl

In this case, the username and password appear as the first parameter, so we do not
need to specify the user-id keyword. Next the control file is declared, as the INFILE
* keyword was specified inside the file, no datafile specification is required. Log file
and Bad File names are automatically generated, and those files will hold the same
name as that of the control file with the default file extensions *.ct1 and *.bad.

As an example, the command line issued to start the first load is:
sglldr sglldrdemo/oracle ulcasel

You should notice that it is assumed that both the demo user and the demonstration
tables were properly created. The script ulcasel. sql creates the tables EMP
and DEPT. s.

The SQL*Loader log file

This file describes the execution details, and shows exactly what happened. In case
of any failure this is the first place to go for troubleshooting. Let's take a look at the
details of a log file generated after the execution of the previous load example.

Header: A generic header is shown where the RDBMS version is shown along with
the time this tool was invoked, plus some copyright information.

[40]



Chapter 2

File names (A): At least three file names are specified, the first stands for the control
file name used to perform the load, the second one for the data file, in this case, as
the INFILE * keyword was specified, the data file holds the same name as that of

the control file. In case any defective rows were to be found, those would have been
sent to the bad file, and as no name was specified for this file, it holds by default the
same name used for the control file plus the .bad as its file extension. And finally the
discard file; in this case this was not a conditional load, so there was no need to have
this file specified.

Packt - ssh oracle
opyright {c> 1982, 2885, Oracle. A1l rights reserved.
loadDeptDatURF.sqgl
loadDeptDatURF.sql 4
loadDeptDatURF.bhad
none specified

CAllow all discards>

ALL
- o
= 58

H 64 rows, nmaximum of 256880 bytes
Continuation: none specified o

Discard File:

Path used: Gonuventional 4

Tahle DEPT. loaded from every logical record.
Insert option in effect for this table: INSERT

Colunn Mame Position Len Term Encl Datatype
IDEPTHO FIRST * . 0¢"> CHARACTER
IDNAME NEXT * . 0¢"> CHARACTER
ILOC NEXT :. - 0¢"> CHARACTER
Table DEPT:
4 Rows successfully loaded. o
@ Bows not loaded due to data errors. bl
B Rows not loaded because all WHEN clauses were failed.
B Rows not loaded because all fields were null.
<
Space allocated for bhind array: 49536 hytes{bd rousd o
[Read buffer bytes: 1848576
Total logical records skipped: 5]
Total leogical records read: 4+
Total logical records rejected: 5}
Total logical records discarded: a
un began on Sun Aug 18 23:22:01 20808
un ended on Sun Aug 18 23:22:01 2008 4 0
lapsed time was: 00:00:00.09 j

The number of rows to load was ALL (B), which is the default. If a load failed for
some reason, then it is possible to restart the load at a specified row, skipping the
other N previous rows; this fact is reported here. As mentioned, (by default) the
maximum number of allowed defective rows is fifty, if the fiftieth error shows up,
the load is automatically aborted and this information is reported. The number of
permissible defective rows can be changed. In cases where no errors are allowed,
zero must be specified.

Path used (C): This could say Direct or Conventional, depending on which kind of
data load was used.

Data file format (D): In this particular case, a variable record size was specified.
This can be seen just by the order of the columns plus a star sign as the value of the
length column.

[41]



SQL*Loader

Execution details (E): This provides the number of successfully loaded rows, the
number of defective rows, and the number of discarded and the number of null
records found.

The space allocated for the bind array (F) is reported here. In this case, as a variable
record size was requested, the bind array is prepared with an additional amount of
memory, and compared with a fixed file size format. The bind array is meaningfully
bigger, and this fact is considered for performance issues during data load.

Finally, the timing (H) is reported plus a summary (G) of all the records that were
either skipped, read, rejected or discarded, plus the total elapsed time, which counts
from the time the command is started (from the command line) up to the moment
when the SQL*Loader utility finishes and closes its session.

Fixed record size format load

This format has records fixed in length. Padded spaces are used at the end of each
field, if required, to have the column fixed in size. This kind of format has better load
performance than the variable sized format. It is easier to define at the control file
specification, and its length is always interpreted in character length semantics.

« ssh Packt - ssh oracle

—— This is a fixed field size demo
—— It assumes source data is empty and a searated data file is used.

LOAD DATA
INFILE ‘emp.dat’

INTO TABLE EMP | E
[ 11 1

¢ EMPNQ POSITIONC@A1:@4> INTEGER EXTERNAL.
ENAME POSITIONC@B6:15> CHAR.
JOB POSITIONC17:25> CHAR, o

MGR POSITIONC27:38> INTEGER EXTERMNAL.
HIBREDATE POSITION(32:408> DATE.

SAL POSITIONC42:48> DECIMAL EXTERMAL.
COMM POSITIONCS5@:56> DECIMAL EXTERNAL.
DEFTHO POSITIONC58:59> INTEGER EXTERNAL

EMPNO  ENAME JOB MGR HIREDATE SAL COMM DEPTHO
Ai:84 B6:15 17:25 27:38 32:408 42:48 5@8:56 58:5%
?36%| SMITH GLERK 7902 |17-DEC-80 (808 28
7499 | ALLEN SALESMAN (7698 |268-FEB-81 |16068 380 38
7521 | WARD SALESMAN (7698 |22-FEB-81 |1258 580 38
?566 | JONES MANAGER 7839 | B2—-APR-81 |2975 28
?654| MARTIN SALESMAN (7698 |28-SEP-81 |1258 1408 38
7698 | BLAKE MANMAGER 78397 | B1i-MAY-81 (2858 38
7782 | CLARK MANAGER 7839 | B9-JUN-81 (2458 i@
?788| SCOTT ANALYST ?566 | 19-APR-87 (3888 28
7837 KING PRES I DENT 17-NOU-81 |58688 18
7844| TURNER SALESMAN (7698 |@8-SEP-81 |1508 a 38
7876 | ADAMS CLERK 7788 |23-MAY-87 (1188 28
7988| JAMES CLERK 7698 | B3—-DEC-81 (258 38
?282| FORD ANALYST 7?0606 | B3-DEC-81 (3088 28
?9234| MILLER GLERK 7782 | 23—-JAN-82 (1388 18

=
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In a fixed record format, the control file specifies the column name (A), the physical
position of the column in the file, starting to count with the column 1 and specified
by the keyword POSITION (B), and the specific data type (C).

It is important to point out that the date format specified at the control file assumes
the data file matches the default date format, according to the configured locale. If
this condition is not met, then a malformed date format error will be shown and
the load is very likely to be aborted due to the maximum defective row limit. If a
different format is specified at the data file, then a date mask must be specified next
to the DATE type declaration.

HIREDATE POSITION(32:40) DATE "DD-MON-RR"

Once this initial fixed field size is executed, the log file will read as follows:

h Packt - ssh oracle@192.168.2.10

B0L*Loader: Release 18.2.8.1.8 - Production on Mon Aug 11 B8:12:46 2888 :z]

Copyright <c> 1982, 2885, Oracle. All rights reserved.
Control File: loadgmp])at.ctl
i t

Data File: emp.da
Bad File: emnp.bad
Discard File: none specified

{Allow all discards>

Number to load: ALL
Humber to skip: @
rrors allowed: 58

ind array: 64 rows, maximum of 256888 bytes
Continuation: none specified
Path used: Conventional

Tabhle EMP, loaded from every logical record.
Insert option in effect for this table: INSERT

Column Name Position Len Term Encl Datatype

MPNO 1:4 4 CHARACTER
NAME 6:15 18 CHARACTER
0B 17:25 ? CHARACTER
GR 27:38 4 GHARACTER
IREDATE 32:48 ? DATE DD-MON-RR
SAL 42:48 ? CHARACTER
COMM 5@:56 ? CHARACTER
IDEPTHO 58:59 2 CHARACTER
Tahle EMP:

14 Rows successfully loaded.

B Rows not loaded due to data errors.

B Rows not loaded bhecause all WHEN clauses were failed.
8 Rows not loaded hecause all fields were null.

Space allocated for hind array: 4688 hytes (64 rows)
[Re ad buffer bytes: 1848576

Total logical records skipped: a

Total logical records read: 14

Total logical records rejected:

Total logical records discarded: a

un began on Mon fAug 11 BA:12:46 2688
un ended on Mon Aug 11 B8:12:46 2688

lapsed time was: AR:AA:8@ .17 j
PU time was: AA:88:686.03 4

[43]



SQL*Loader

Variable record size format load

This allows more flexibility than the fixed record format, but it requires a field
separator character, different from any character used by the data. The variable
record format is always read in byte length semantics. This is the most common
way of loading exported spreadsheets (. csv files). For repeated loads of CSVs, it is
suggested to use External Tables (explained in the next chapter).

Compared with the fixed size, the variable record size data file will use less physical
space when stored in the OS, but the size of the bind array used to perform the

load will be significantly bigger, so this should be considered when choosing which
format to use to perform the data load.

Taking a look at this code snippet, it can be seen that in order for the user to define
a variable length record size —a delimiter is required. This character must be unique
and not form part of the actual data to be loaded.

LOAD DATA

INFILE *S

INTO TABLE ABC

FIELDS TERMINATED BY ':'

(ID, ABC)

BEGINDATA

27 : ABCDEFGHIJKLMNOPQRSTUVWXYZ
28 :ABCDEFGHIJKLMNOPQRSTUVWXYZ
29 :ABCDEFGHIJKLMNOPQRSTUVWXYZ
30 : ABCDEFGHIJKLMNOPQRSTUVWXYZ
31 :ABCDEFGHIJKLMNOPQRSTUVWXYZ
32 :ABCDEFGHIJKLMNOPQRSTUVWXYZ
33 :ABCDEFGHIJKLMNOPQRSTUVWXYZ
34 : ABCDEFGHIJKLMNOPQRSTUVWXYZ
35:ABCDEFGHIJKLMNOPQRSTUVWXYZ
36 : ABCDEFGHIJKLMNOPQRSTUVWXYZ

Stream record format load

This is a flexible way to specify data input. The 'end of record' character is determined
as data is read. If a record delimiter is not specified at the control file, then either the
carriage return or the carriage return and line feed are used to delimit the record,
depending on the particular operating system used. A file is in stream record format
when the records are not specified by size; instead SQL*Loader forms records by
scanning for the record terminator. This is a flexible way to define the data input
format, but it should be noted that a performance penalty applies for this format.
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We will assume data is produced in this format, and the control file used to perform
the data load has been configured accordingly:

-- It loads a DEPT Variable Record Format with Stream record
organization

LOAD DATA

INFILE 'loadDeptDatStream.dat' "str '|'™"

TRUNCATE

INTO TABLE DEPT

FIELDS TERMINATED BY ', ' OPTIONALLY ENCLOSED BY '"!'

(DEPTNO, DNAME, LOC)

Here we can see the new str keyword, which declares which string sequence is used
to define the end of the record. By the way, the option used to perform the load is
TRUNCATE, which instructs SQL*Loader to perform the workload once current data
has been truncated. It is faster than the REPLACE option.

The data format used during this test was:

10,ADMINISTRATION, SEATTLE, |20, MARKETING, TORONTO, |30, PURCHASING, SEATTLE,
|40, HUMAN RESOURCES, LONDON, |50, SHIPPING, SOUTH SAN FRANCISCO,

|60, IT, SOUTHLAKE, |70, PUBLIC RELATIONS,MUNICH, |80, SALES, OXFORD,

| 90, EXECUTIVE, SEATTLE, | 100, FINANCE, SEATTLE, | 110, ACCOUNTING, SEATTLE,
| 120, TREASURY, SEATTLE, | 130, CORPORATE TAX, SEATTLE,

| 140, CONTROL AND CREDIT, SEATTLE, |150, SHAREHOLDER SERVICES, SEATTLE,
| 160, BENEFITS, SEATTLE, | 170, MANUFACTURING, SEATTLE,

| 180, CONSTRUCTION, SEATTLE, | 190, CONTRACTING, SEATTLE,

| 200, OPERATIONS, SEATTLE, |210,IT SUPPORT, SEATTLE, |220,NOC, SEATTLE,
|230,IT HELPDESK, SEATTLE, |240, GOVERNMENT SALES, SEATTLE,

| 250, RETAIL SALES, SEATTLE, |260,RECRUITING, SEATTLE,

| 270, PAYROLL, SEATTLE, |

In this data sample, just ignore the carriage return character. The data is a continuous
stream whose records are delimited by the pipe character.

When defining the delimiter string these additional escape sequences can be used:

¢ \nindicates a line feed

e \t indicates a horizontal tab
e \f indicates a form feed

e \vindicates a vertical tab

e \rindicates a carriage return

[45]



SQL*Loader

Specifying a particular character set

A commonly seen requirement is loading data in a character set different from the
WESISO family. When performing a load with a particular character set it should
be specified with the NLs_LANG environment variable. In case it is not specified this
way, it must be declared at the control file with the CHARACTERSET parameter. The
character set will automatically be converted to the specified character set as long
as the target database supports the conversion, otherwise a question mark will be
loaded instead, indicating that the target database either didn't understand the
conversion or the character set at the target database is not a superset of the source
character set data.

In this example a load takes place using different character sets on this table,
the purpose of the table is to store a multilingual error catalog:

CREATE TABLE ERRORCATALOG
(
LANGUAGE VARCHAR2 (3),
ERROR_NUMBER NUMBER (6),
ERROR_STRING NVARCHAR2 (1000)
)i

The first datafile to store is in Japanese, the second demo is Chinese and several
other control files are prepared to load different languages for this multilingual
demonstration table.

The Japanese datafile is:

¥ Mozilla Firefox [-[5]]
Fle Edit Wew History Bookmarks Tools Help
E-2-€ e o] B [T oo @)

P Getting Started |5 Latest Headlines Mail.com || Oracle Articles for ex...

Google =| |G search = | & - M - €% Bookmarkse T2eRank ., Settings+
=]

| [} file:///..531S.DAT [ | || file:{}{H...16GBK.DAT | || filezfifH...N1252 DAT | | file:f}{H:...errtbl DAT | -
T1a[ZUlTT] AERFSWETE C 8, =l
jal 20012 | TEF LI LBUEL AL, 7

jal 20013 "F A b - F—R EAN-ABLUTHBCSETEELA, 7

jal 20014 | "AREFILOAFREIT. L ~ILEETERPCEBLELI(IS—: #28), 7

ja| 20015 | "ARE T ILOAFRRIT. L ~ILETETIL—IL 10— A EERRRIC =B L E LT
jal-20016| "AREFJLOAERRIT. L ~ILERTIL — LIRS (CRBILE LI (TS —: ¥
ja| 20017 | "ARE T ILOAFREIT. L ~ILETETSRITIEIROI IR (CRE L E LI (D5 —: |
jal-20018| "ARETILOIERRL. LoULBIE TS SO LRI LT LI TS —: 32
jal-20019]| "ARTEFILY o (2B L E Lic(T o —: 2%,
ja|—20020|”AR{%M’quﬂt:ﬁe.ﬂﬁwi Li(T5—: 22%
jal-20021 | "ARETILOAFDaL. L ~baie s 7 1> 3 AEDETERIZSEMLE L
jal-20022 | "ARTEFILEARRRI, L ULBIETTIEERRD (2B L E Lic(T o —: 280,
jal-20023| "ARTEFILEARRRI, L ULBI S TRKEARRRD (2B L E Lic(T 5 —: 280,
jal-20024| "AREFILOAFRRIT. L ~ILETETRROIERED (CEBIL E LI(T 5 —: 520,
ja|-20025| "ARE T ILOAFREIT. L ~ILETETIL — )L DI RCRE L E LIZ(I 5 —: |
ja|-20026 | "AREFILOYERRT, L UL THRTIRR OB AP IZRE L E LI (I 5 —
ja|-20027 | "AREFILOAFREIT. L ~ILETETOKOAERRS (CEBIL E LIc(T 5 —: B2H).
jal-20028 | "ARETILOIRRRT. L oULEIETTROERES (R LIs(T 5 —: 22%),
jal-20029 | "ARTEFILEARRRI, LAULBIET U — s T JhIZRBILFE Lo (T 5— 1
jal-20800| BICRIBN(RZE ) OT—REN BT, 7

jal-20700| "EFLOFT AL, TSN TRELELE, 7 =
i LT, P f
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The prepared control file for this session declares the character set as JA16SJ1s,
to perform this load:

load

characterset JA16SJIS

append

into table ERRORCATALOG

fields terminated by '|' optionally enclosed by '"'
( LANGUAGE , ERROR _NUMBER , ERROR_STRING )

In this example a Chinese data file is loaded, as shown:

¥ Mozilla Firefox BEE
Ele Edit V“iew History Bookmarks Tools Help
e LG I e

’ Getting Started 55 Latest Headlines Mail.com || Oracle Articles for ex...

Google [ <] |Glsearch = & E§ ~ M - €9 Bookmarksw PRI - 5 T Setingsr
|| Filesf{fH:.. 6315, DAT | [ || file:/y...6GBK.DAT G | | file:/{fH. .N1252.DAT | | || file:/{fH:...errthl. DAT | -
Zhs[-/UUTUT TR EFELRE, IEERIT (RTh), ]
zhs|-20011 | FE= TS 7
zhs| 20012 | FTEREERSS, 7
zhs|-20013 | "FRRERER .S SURTE base F eval.
zhs |-20014| "EETESE W1% ERGAEERET AR TR, BEEN: W, 7
zhs| 2001 FEESh 11% SrEET 1D S0 AR THRESLE, BERT: w2, 7

1

1

I
MBS 717 BASEREH I FHERLE, EERH: 11,
“hal 20017 R 2% ABBOE IR THEALE, BT DY
“hal -20012| e 2% ARBERAED R TAEELIE, BRI 0L,
zhe|-20019| "HETEER 213 [EREED: Bik,
e | -20020 | "BESERk %17 . A7
zhs|-20021 | "EESEgh %1% 5= o P BERT]: ¥
000 e 115 ARE T i MR SR, BB 45 "
he| 20023 | HETR6 217 b Pk B AR TAEENE, BBl 47 7
el 20041 TSR 117 A% B S R B
j
j

4
5
6
7
3

zhs|-20025 | "EEERE N1% BUEMSE AR TERESLE, BERH: 221, 7
zhs|-20026 | "EETERE A1% SURREITR AR TERESTLE, BERR: 421, 7
zhs|-20027 | "EETERE A% 5% Ck B AR FERESTLEE, BERH: W21, 7
zhs|-20028 | "EETERE N1% E3FE Tk By AR FTERESILE, BERS: H2E, 7
zhs|-20020| "EESERG W1% BEMESTE AN AR FHRESLE. BEER: A2 7
zhs|-20600| "3 (32%) B8R3N (R1%) SBAEATRF,

zhs| -20700| "FrERESMR LA, B H (1%, =

The control file used to perform this load declares the character set as ZHS16GBK

load

characterset ZHS16GBK

append

into table ERRORCATALOG

fields terminated by '|' optionally enclosed by '"' ( LANGUAGE
, ERROR_NUMBER , ERROR_STRING )
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Once the different control files have been prepared, all the datafiles are loaded.
By querying the table from iSQL*Plus, we get the resulting catalog;:

¥ iSQL*Plus Release 10.1.0.5.0 Production - Mozilla Firefox - o] ] |

File  Edit Wiew History Bookmarks Tools Help

&".j - - @] ﬁ L] http:fflocalhost: 5560/ /isglplusworkspace, uix v B |G|' Google Sy

’ Getting Starked 5 Latest Headlines Mail.com || Oracle Articles for ex...

GO.ngC 'l G| Search = 4 50 E‘ ~ [ ~ ¥ Bookmarkse T22ERAk o itolink U AukoFill 2 @ Settings™

LANGUAGE ERROR_NUMBER ERROR_STRING
s -20018 | AR model build failed in create multiplex at level %1% with error; %2 %.

Falha na construgdo do modelo AR ao criar multiplexacio no nivel %1% devido a

pth -20018 = e
urm erro: %2 %.

Creazione modello AR naon riuscita nella creazione di multiplex nel livello %1%

con errore; %2%.

Echec de création du modéle AR lors de la création du multiplex au niveau %1%

avec erreur : %2%.

i -20018

f -20018

Fallo de creacion de modelo AR al crear multiplexacion en el nivel %1% con error
2%,

AR-Modell-Build nicht erfolgreich beim Erstellen von Multiplex auf Ebene %1% mit

e -20018

C 20018 | o plar: %29%.

zht 20018 | RIT AR SRRk %1% RIS THEN, 85 %2%.

zhs 20018 12491 %1% LRI E AN AR IR AN, FIEEE: %2%,

ka 20018 AR RE HASCOE 252 Uil %1% dEHlH CHEE M S %2%.

E 20018 | AREF LD PERI T, Ll %1 BT %8 (b eI 8L F L (T3 %2%).

10 rows selected.

[ Clear )

Load on the fly

SQL*Loader has a powerful interface that allows loads from different sources;

it can read data from disk, tape or a named pipe. This feature allows loads on the fly
without the creation of an intermediate data file, which is a very convenient strategy
for loads that will only take place once and whose data source is dynamic. Let's
have a named pipe created, so there is no datafile in-between, and data is directly
consumed by the database through SQL*Loader.

On the OS prompt, let's create a named pipe. A process will then send data to the
named pipe and SQL*Loader will read it from there.
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M This data load procedure is not available for Windows as
Q this platform does not allow the use of the named pipes
required to perform the data load on the fly.

At a Unix prompt, let's create a regular named pipe:

mkfifo abcpipe.dat

Send data to the named pipe and leave the process in the background:

cat abc.dat > abcpipe.dat &

Load data from the named pipe:

sqlldr sqglldrdemo/oracle direct=true control=abc data=abcpipe.dat

It can be seen that SQL*Loader performs the load seamlessly. The data source was
obtained from the named pipe and then read and loaded by SQL*Loader.

You can remove the named pipe, just like any other regular file:

rm abcpipe.dat

The advantage of this approach is that there is no intermediate file created,
saving space and performing a clean one time load from a dynamic data source.

Direct path versus Conventional
path load

If SQL*Loader is properly configured the load can be sped up in a meaningful way
by means of the direct path load. Direct path was a new feature introduced in Oracle
7.3, and it hasn't changed too much since then. Direct path is an Oracle feature that
allows an insertion process to go directly to the database files without using the
database transactional mechanism. It allows the data load process to be performed
in the fastest possible way. It must be noted that there is a price to pay in the
transaction and recoverability models for the increased processing speed.
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When a conventional path load takes place, SQL*Loader fills a bind array buffer and
passes it to the Oracle database so it is processed by means of regular SQL. INSERT
commands —SQL*Loader performs a batch insert assembling 64 rows (by default).
Afterwards a commit command is issued. This approach makes the database buffer to
allocate resources to perform the insert, and generates a transaction that is logged by
the redo log bulffer, and sent to the redo log files. After the checkpoint process is fired,
the dirty database block buffers are sent from the database buffer cache to its final
destination (the database files) by means of the Database Writer (DBWR) process.

Space
Management
__________ |
|
i I Find I
Conventional SQL Command | | candidate IR Buffer N Redo log
Path Processor g I Cache "l Management
| blocks |
| |
| |
Direct Write DB I _|Get new extents :
Path Blocks ; 7| Adjust HWM |
|

On the other hand, the direct path engine uses the column array structure to format
Oracle data blocks and build index keys. It assembles the database blocks externally.
Once they are ready, SQL*Loader simply finds out where the segment high water
mark is placed, then adjusts and inserts the database blocks directly to the database
files. During direct path insert mode, redo information may or may not be generated
depending on the logging mode, or if the 'force logging' database mode has been
enabled, so there could be some serious recoverability issues.

In order for SQL*Loader to work in direct path mode it is enough to declare the
DIRECT=Y command line parameter. Some considerations must be present in order
for you to take advantage of this feature, as explained here:

e Use Locally Managed Tablespace (LMT)

e Use ASSM
e Allocate space before, don't let dynamic space allocation be triggered during
the load

e Make sure you have enough space, not only for the data to be loaded, but
also for the index segments
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There is a price to pay for the additional performance boost that you should be
aware of.

Dlrect path load pros

The primary benefit of direct path load is that it is faster than the
conventional path load

It performs data saves, skipping the database buffer cache

It doesn't have to wait for the DBWR background process to write to the
database files

It can be parallelized

Direct path load cons

It may require more space as direct path load looks for never used blocks
beyond the high water mark. If the user is not aware of this, several bubbles
of partially used blocks may remain below the High Water Mark (HWM).

It allows no concurrent transactions to take place at the target table at while
the load is in progress.

It doesn't fire triggers.
It doesn't validate check constraints.

The character set must be consistent with that of the database; otherwise
character conversion may take place.

In this demo a simple table has been created. This table holds two columns, one is the
id and the other is a varchar2 column. 8 million rows were inserted, and then those
rows were extracted to a text datafile. On the first exercise the load takes place by
means of the conventional path. On the second test, the load is performed by means
of direct path loads. The results are:

Case 1 Case2 Case3 Case 4
Path Conventional Direct Conventional Direct
Primary Key No No No No
Extent pre-allocation No No Yes Yes

Time 914s 14.6s 883.2s 13.9s
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From the tests, meaningful time differences between a conventional and a direct path
load can be shown. So it is worth considering the possibility of loading data in direct
path mode.

Case 5 Case 6
Path Conventional Direct
Primary Key Yes Yes
Extent pre-allocation No No
Time 944s 50s

During this test, a primary key constraint was added. The primary key related index
took 1 minute 16.4 seconds. Considering this, if the table already has indexes, in the
case of direct path load, it takes less time to leave the index and perform the load
than inserting the whole data and rebuilding the index afterwards. In the case of
conventional path loading, if the table already has indexes, it takes about the same
time to complete the load with or without indexes. It should be pointed out that the
more indexes there are, the more effort is required to maintain them. On direct loads,
the indexes are maintained by data saves; it uses temporary extents and then merges
this data to the maintained indexes. On the other hand a conventional path maintains
the indexes with regular transactional procedures. Depending on the number of
indexes it may be better to set them to an unusable state and have them rebuilt after
the load has finished.

Loading Large Objects (LOBSs)

There are several ways to load multimedia files. This kind of data is provided in

a raw format, so the most suitable data type to store this information in is: the
Binary Large Object (BLOB). Both the LONG and LONG RaW are not considered in this
discussion as it is not good practice to preserve these kinds of columns.

The long data type is considered deprecated for the new features; it has been a
constant throughout all the new releases, starting with 8.0. Most of the new features
are supported for LOB data types, but not for LONG data types.
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A LOB is a data type that stores a Large Object, and it can be of BLOB, Character
Large Object (CLOB), National Character Large Object (NCLOB) or BFILE specific
data type. It is useful to employ large objects to store multimedia files (binary LOBs),
large amounts of text such as descriptions, commentaries, or the particular case of
XMLType columns. Text can also be specified in national character sets. There are
two kinds of LOBs:

e Internal LOBs: They are stored inside the database and are protected by the
transactional mechanism of the database and the regular backup policies.

e External LOBs: They live outside the database and are at the sole
responsibility of the user for protection and maintenance. The BFILE keeps
only the information of the path to the external file, inside the database.

Loading a LOB can be done from either a primary datafile, which happens to be in
line in the same datafile, or from a secondary lob file, which is a more natural way to
address multimedia files, and reduces the overhead of handling records to delimit
the lob data.

LOB data can be present in predetermined size fields. In the next control file code
you can see the amount of data reserved for the LOB. As the LOB is not guaranteed
to always have the same size, the lob data can be padded with blank spaces. The way
to load this data is by means of either CHAR or RAW data types.

Let's first prepare the CLOB load demonstration table:

CREATE TABLE CLOBDEMO (
NAME VARCHAR2 (16) ,
DESCRIPTION CLOB

)i

A control file that loads CLOB data into the previously create table is then prepared:

LOAD DATA
INFILE 'demo.dat' "STR '|'"
APPEND
INTO TABLE CLOBDEMO (
NAME POSITION(01:16) CHAR,
DESCRIPTION POSITION (18:256) CHAR DEFAULTIF DESCRIPTION=BLANKS
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The data comes in a record delimited format with fixed field size.

[ Note: we saw the record delimiter parameter before in the stream section. ]

first This is the first demo record for the lob

Second line of the first record|second This is the second
demo record for the lob

Second line of the second record|third This is the third

demo record for the lob
Second line of the third record|

Loading multimedia files

This is another case of LOB loading, in this case the BLOB data type is used to store
binary data. When loading records from the same data file, there is an overhead
involved to find out the record length. Loading from a secondary data file is

more suitable for loading LOB data. When loading LOB data this way there is no
requirement that the LOB field fits in memory, the load takes place by reading from
the LOB file in 64K chunks.

When loading data from a LOB file, there are two ways to specify the LOB file; it can
be specified either statically or dynamically. In the first case, the file is specified in the
same control file. In the case of a dynamically defined LOB file, the file is specified
within the data file and it is read into a FILLER field (from the datafile) which is then
used as a parameter in the control file to specify where the LOB file is.

A FILLER field acts as a place holder; it is not read as actual data, its position is just
considered in the data file to find other field positions or, in this case, to read its
information as source of data for a dynamic 'variable' inside the same control file.

Let's first prepare the table for this demonstration:

CREATE TABLE image_ table (
image_id  NUMBER(5),
file name VARCHAR2 (30),
image data BLOB

)i

In the example, the load is performed by means of a dynamically specified LOB
file name.
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P imagel oader

archivo  Edicién  Farmato  Wer  Awuda

LOAD DATA
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In the control file, the LOBFILE keyword was specified; it declares that the next

field to load is a CLOB field (A) which takes file_name (B) as a parameter. The first
column of the data file is just a regular numeric column; the second column stands
for the LOB file name. This format is suitable for loading image and multimedia files,

which by nature are found as standalone files.

Once the files have been loaded it is possible to use any BLOB viewer to retrieve
them from the database. By means of a BLOB viewer, a GIF or JPEG can be retrieved

and displayed on a regular browser, just like any other image.
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Resumable load

When a lengthy load takes place, the last thing a user wants to see is an ORA- error
or any other error displayed on the console. This is an emerging issue which usually
has to do with a lack of resources to finish the job. There should be enough free
space not only for the data to be loaded, but also for the related indexes as well. As
SQL*Loader has a default number of rows to commit in a batch load, there is no risk
of exhausting the undo regions during a conventional data load.

While performing a lengthy load with a constrained time frame it is better (for peace
of mind) to reduce the possibility of any unforeseen circumstances arising that may
prevent the successful completion of the task. That is why storage levels must be
evaluated to ensure there is enough free space to hold the massive load, otherwise it
will have to be restarted by means of a recalculation of the Sk1P value to jump to the
point of failure, and continue the load from that point on.

Another more practical approach is to use the RESUMABLE feature. This feature
was first introduced in Oracle 9i Release 1. If an error occurs there are two options.
Create a PL/SQL script intelligent enough to diagnose and automatically correct the
error, this PL/SQL stored unit would be triggered by the AFTER SUSPEND system
trigger. If there is no PL/SQL script, a SUSPEND feature may be used in favor of the
user, allowing the user to take a time-out before the process finally crashes, this time
will allow the user to avoid a scenario similar to this one:

$ sqlldr sglldrdemo/oracle direct=y control=abc.ctl

SQL*Loader: Release 10.2.0.1.0 - Production on Mon Aug 11 20:45:17 2008
Copyright (c) 1982, 2005, Oracle. All rights reserved.

SQL*Loader-2026: the load was aborted because SQL Loader cannot continue.
Load completed - logical record count 2917806.

$

[56]




Chapter 2

[oraclePalpha SQLLoaderDemol? more abc.log a
SQL=Loader: Release 18.2.8.1.8 - Production on Mon Aug 11 20:45:17 2888

Copyright <c)> 1982, 20885, Oracle. All rights rveserved.

Control File: abc.ctl

Data File: abc.dat

Bad File: c . ha

Discard File: none specified

(Allow all discards>

Mumber to load: ALL

Nunmber to skip: 8

[Errors allowed: 58
Continuation: none specified
Path used: Direct

Tahle ABGC. loaded from every logical record.
Insert option in effect for this table: INSERT

Column Name Position Le Term Encl Datatype

LD FIRST * H CHARACTER
ABC 3 = CHARACTER

ORA-B1653: unable to extend tabhle SQLLDRDEMO.ABC by 1824 in tabhlespace SQLLJIRDEMO

SOL*Loader—20826: the load was aborted because SQL Loader cannot continue.
Specify SKIP=2913364 when continuing the load.

The following index{es)> on table ABC were processed:

index SQLLDRDEMOQ.ABC_ID_PK loading aborted after 2913361 keys

able ABG:

2913364 Rows successfully loaded.
@ Rows not loaded due to data errors.

@ Rows not loaded because all WHEN clauses were failed.
B Rows not loaded because all fields were null.

Bind array size not
olumn array rows =
Stream bhuffer hytes: 256000
Read bhuffer bytes: 1848576

used in direct path.
5888

In the above slide it can be seen that the load was aborted because SQL*Loader
cannot continue. It had reached 2,917,806 rows out of 8,000,000 rows, so it is far

from being finished. The log shows an ORA-01653 error (A), which means that the
tablespace has reached its maximum capacity and can no longer grow. As it is not
possible to keep on loading data, it immediately shows the abort message, and on the
SQL*Loader side there is nothing else to do but to suggest the DBA continue the load
at a later time once the problem has been solved using the SKIP=2913364 command
line clause, specified at (C). There it can be seen in the log file that the related index
was processed up to the last saved key (D).

There is another more efficient and proactive way to deal with these kinds of loads.
The resumable feature will take care of the load process, and will diagnose and
troubleshoot things according to what the DBA has programmed. It is assumed

the DBA is proactive enough to foresee all possible events so that the load runs
unattended, or at least the DBA must program a process to send an alert to the
operator in charge, so the operator can react accordingly.

[57]



SQL*Loader

In this second example, the operator will launch SQL*Loader, this time with the
RESUMABLE feature enabled. In order for the user to use the resumable feature, it
must have the RESUMABLE privilege granted.

$ sqlplus / as sysdba
SQL> grant RESUMABLE to SQLLDRDEMO;

Grant succeeded.
Let the load begin, and this time use the keywords:
e resumable: This keyword enables the RESUMABLE feature; by default its value
is FALSE.

e resumable name: This declares what the name of the resumable identifier
will be; displayed at the DBA RESUMABLE view.

e resumable_timeout: This is the time to wait in case an outstanding issue
arises. The operator must detect, diagnose, and correct the problem before
this time expires. By default it waits 7,200 seconds.

o0ad completed - logical record count 2947799, -

C:\temp>sqlldr sglldrdemo/oracle hle=true hle. BC_LORD ble_timeout =300 di
ect=true control=abhc

SQL*Loader: Release 18.1.8.5.8 — Production on Wed Aug 13 11:18:25 2088
Copyright €c> 1982, 2085, Oracle. A1l rights reserved.

The process enters into a SUSPEND
status, waiting up to the above defined
time out, allowing the operator to detect,
diagnose and troubleshoot this event.

Load completed - logical record count SBRAAGA. /

In this example the command line used was:

$ sqglldr sqglldrdemo/oracle resumable=true resumable name=ABC_ LOAD
resumable timeout=300 direct=true control=abc

Here, the resumable keyword was defined as true, a name is used to identify the
resumable event and a 5 minute time out was declared. In this scenario an operator
has to identify the problem by querying the DBA_RESUMABLE view; once identified, fix
the problem and let the resumable feature exit on its own from the suspend mode to
successfully finish the load.
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€% ssh Packt - sqlplus sys/foracle as sysdba

$GL> SELECT USER_ID, SUSPEND_TIME. SQL_TEXT. ERROR_MSG
2 from DBA_RESUMABLE

SER_ID|SUSPEND_TIME SQL_TERT ERROR_MSG
70)|88-13,08 11:10:31 INgERT ##+ S¥S_DL_CURSOR = INTO ORA-B1653: unahle to extend tahl

LL])RDEHO ABC <ID.ABC> UALUES e SQLLDRDEMO.ABC by 1824 in tahbl
r <CNULL, NULL: espace SQLLDRDEMO

1 rouw selected.
SQL>| alter database datafile 6 resize 381m;.-|—°
=

Datahase altered.

SQL) SELECT USER_ID, SUSPEND _TIME. $QL_TEXI. ERROR_MSG
from DBA_RESUMABLE;

USER_ID SUSPEND_TIME SQL_TEXT ERROR_MSG

70 INSERT =+ SYS _DL_CURSOR #/ INTO
» (ﬁﬁk%DnDENO -ABC {ID.ABC> UALUES

1 row selected.

SQL> » e
1  SELECI USER_ID, SUSPEND_TIME. SQL_TEXT. ERROR_MSG
2% from DBA_RESUMABLE

ho rous sel } o

[

By querying the DBA_RESUMABLE view (A), it can be seen that a problem with an
INSERT statement arose, this problem produced an ORA-01653 error, the same as the
one reported in the previous log file.

The operator reacts and manually increases the size of the delinquent datafile (B),
providing enough space for the process to continue.

Once the problem has been fixed the process continues. As long as there are no

more problems, both the SUSPEND TIME and ERROR_MSG columns will display null
values (C). As soon as the process finishes the entry, the DBA_RESUMABLE view is
cleared (D).

This approach happens to be more manageable, but it still requires manual
intervention. During a batch load scheduled during a constrained time frame at
(let's say) three o'clock in the morning, it is better to be peacefully resting in bed,
rather than waiting for your mobile to display an alert because the process has
aborted and the load has to be launched again. In this case a special system trigger is
coded, the AFTER SUSPEND trigger.

The resumable feature triggers when an outstanding associated event is about to
abort the process, issuing a SUSPEND event to the database. An AFTER SUSPEND trigger
fires and it executes the routine the DBA has programmed.
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In this scenario an AFTER SUSPEND trigger is created:

$ sqlplus / as sysdba
create trigger SQLLDR RESUMABLE HANDLER
after suspend on database
begin
execute immediate 'alter database datafile 6 resize 384m';
end;

/

This trigger will fire and will increase the size of the datafile where the load takes
place. The PL/SQL code is only for demonstration purposes, the handler procedure
should be intelligent so it is able to diagnose what the source of the problem is, and
react accordingly.

Once the trigger has been programmed, the load will take place once again, and

this time it requires no operator intervention. As soon as the process enters into the
SUSPEND mode, the database will fire the system event trigger AFTER SUSPEND, and
automatically increase the size of the faulty tablespace. Once the root problem has been
automatically fixed the load will simply continue just as if nothing had happened.

As the resumable feature is a database feature, it is useful not only for SQL*Loader,
but also for any other database batch related process that requires

self-healing routines to keep the process up and running. There is an API named
DBMS_RESUMABLE that can be used inside PL/SQL code.

Parallel load

A parallel load can be used to perform the data load more efficiently. It is a suitable
data load strategy for partitioned tables. When performing the load the data file is
partitioned so that each single session grabs its piece of data and all the sessions can
execute the job simultaneously on the same table.

In order for the user to enable parallel loading, once the data has been split into
several files, the clause PARALLEL=TRUE must be specified for each session. If the user
is working on a Unix like operating system, then the workload can be left running as
a background process.
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sqglldr sglldrdemo/oracle control=ploadOl.ctl DIRECT=TRUE PARALLEL=TRUE
&

sqglldr sglldrdemo/oracle control=pload02.ctl DIRECT=TRUE PARALLEL=TRUE
&

sqglldr sglldrdemo/oracle control=pload03.ctl DIRECT=TRUE PARALLEL=TRUE
&

sqglldr sglldrdemo/oracle control=pload04.ctl DIRECT=TRUE PARALLEL=TRUE
&

In this example, four processes execute the data load in parallel. The degree of
parallelism must be tuned, so that the process doesn't end up serializing due to data
file access problems.

When performing a parallel load some issues should be considered:
e Indexes are not maintained and will be marked as UNUSABLE, so the user

must schedule an index maintenance task afterwards.

e The user should look for the constraint status after the load. Both constraints
and triggers must be manually enabled after the load.

General performance booster tips

In order to take advantage of maintenance windows to perform the data load, here is
some advice for improving load performance and better using the time frame.

e When performing a load, do not use logical records, map in one-to-one
physical records to logical records.

e Use LMT with ASSM, this combination is available from Oracle 91
Rel. 2 onwards.

e Use a fixed size field data file format over the variable sized with delimiter
characters.

e Try to avoid character set conversions, try to use the same character set on
the client side and at the server side.

e If possible use direct load; this is the fastest way to load data.

e When loading data try to have the data preordered at the data file by the
most important index, this way when the index is created the clause NOSORT
can be used. The index will be created faster.

e If possible, use parallel loads, and parallel index maintenance.
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¢  When loading LOBS, use Secondary Data Files (SDF) instead of embedding
them in the same datafile.

¢  When performing direct path loads, it is advisable to mark indexes
as unusable. This way the overhead will be avoided in the temporary
tablespace due to the space consumption for the index maintenance task
that takes place when data is loaded. Once data load is over, a regular index
rebuild operation can be scheduled.

Summary

Loading ASCII data from an external source is a frequent task in data warehouse
environments when migrating data from other non-compatible databases. The kind
of information and the way it may be formatted are important to consider it is the
time to define the control file to execute the load.

When the load takes place it is sensible to take advantage of the time frame, avoiding
unexpected issues that may prevent the process from finishing on time, particularly
those loads that must be executed on a just-in-time basis. Proactively defining a
resumable load will help the user to avoid problems and automatically correct
unforeseen issues.

A situation may arise where you would need to load different character sets on the
same database, and the user should be aware of the implications and best practices in
this situation.

Several kinds of loads can be performed, from just plain and simple fixed record
rows to complex formats. Loading a variety of data types, from plain text files to
binaries, and large objects is possible. There are several resources the user may
consider to use time (efficiently) during maintenance windows.

There are many more data load examples, but analyzing them here goes beyond the
scope of this book, you may want to refer to the documentation found at the RDBMS
demonstration section in your Oracle Home.

When data loads require some transformation to meet particular requirements it
becomes necessary to load data into a stage area where data is taken from to execute
data transformation routines. This stage area can be skipped and optimized with the
use of external tables; this topic, and others related to external tables, will be covered
on the next chapter.
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When working in data warehouse environments, the Extraction — Transformation —
Loading (ETL) cycle frequently requires the user to load information from external
sources in plain file format, or perform data transfers among Oracle database in

a proprietary format. This requires the user to create control files to perform the
load. As the format of the source data regularly doesn't fit the one required by the
Data Warehouse, a common practice is to create stage tables that load data into the
database and create several queries that perform the transformation from this point
on, to take the data to its final destination.

A better approach, would be to perform this transformation 'on the fly' at load time.
That is what External Tables are for. They are basically external files, managed either
by means of the SQL*Loader or the data pump driver, which from the database
perspective can be seen as if they were regular read only tables.

This format allows the user to think about the data source as if the data was already
loaded into its stage table. This lets the user concentrate on the queries to perform
the transformation, thus saving precious time during the load phase.

External Tables can serve not only as improvements to the ETL process, but also as
a means to manage database environments, and a means of reducing the complexity
level of data management from the user's point of view.
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The External Table basics

An External Table is basically a file that resides on the server side, as a regular flat
file or as a data pump formatted file. The External Table is not a table itself; it is

an external file with an Oracle format and its physical location. This feature first
appeared back in Oracle 9i Release 1 and it was intended as a way of enhancing the
ETL process by reading an external flat file as if it was a regular Oracle table. On its
initial release it was only possible to create read-only External Tables, but, starting
with 10g —it is possible to unload data to External Tables too.

In previous 10g Releases there was only the SQL*Loader driver could be used to
read the External Table, but from 10g onwards it is now possible to load the table

by means of the data pump driver. The kind of driver that will be used to read the
External Table is defined at creation time. In the case of ORACLE_LOADER it is the same
driver used by SQL*Loader. The flat files are loaded in the same way that a flat file

is loaded to the database by means of the SQL*Loader utility, and the creation script
can be created based on a SQL*Loader control file. In fact, most of the keywords that
are valid for data loading are also valid to read an external flat file table.

The main differences between SQL*Loader and External Tables are:

e  When there are several input datafiles SQL*Loader will generate a bad file
and a discard file for each datafile.

e The CONTINUEIF and CONCATENATE keywords are not supported by

External Tables.

e The GRAPHIC, GRAPHIC EXTERNAL, and VARGRAPHIC are not supported for
External Tables.

e LONG, nested tables, VARRAY, REF, primary key REF, and SID are
not supported.

e For fields in External Tables the character set, decimal separator, date mask
and other locale settings are determined by the database NLS settings.

e The use of the backslash character is allowed for SQL*Loader, but for
External Tables this would raise an error. External Tables must use quotation
marks instead.

For example:

SQL*Loader

FIELDS TERMINATED BY ', r OPTIONALLY ENCLOSED BY "\
External Tables

TERMINATED BY ', ' ENCLOSED BY '
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external plain file

SQL>SELECT*
FROM EXT_TAB; external dump file

A second driver is available, the ORACLE DATAPUMP access driver, which uses

the Data Pump technology to read the table and unload data to an External Table.
This driver allows the user to perform a logical backup that can later be read back
to the database without actually loading the data. The ORACLE_DATAPUMP access
driver utilizes a proprietary binary format for the external file, so it is not possible
to view it as a flat file.

Let's setup the environment

Let's create the demonstration user, and prepare its environment to create an
External Table. The example that will be developed first refers to the External Table
using the ORACLE_LOADER driver.

create user EXTTABDEMO
identified by ORACLE
default tablespace USERS;

alter user exttabdemo
quota unlimited on users;

grant CREATE SESSION,
CREATE TABLE,
CREATE PROCEDURE,
CREATE MATERIALIZED VIEW,
ALTER SESSION,
CREATE VIEW,
CREATE ANY DIRECTORY
to EXTTABDEMO;
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A simple formatted spool from this query will generate the required external
table demonstration data. The original source table is the demonstration
HR . EMPLOYEES table.

select
EMPLOYEE ID ||','|]
DEPARTMENT ID ||',']|]
FIRST NAME ||',"
LAST NAME ||', ']
PHONE_NUMBER | |
HIRE DATE ||',']|]
JOB_ID ||',']]
SALARY ||',']|]
COMMISSION PCT ||','||
MANAGER_ID ||',"']|
EMAIL

from HR.EMPLOYEES

order by EMPLOYEE ID

The above query will produce the following sample data:

ssh Packt - ssh oracle

18@,.8teven  King  SKING.515.123_4567.17-JUN-87_AD_PRES . 24680, . .98,

181 .Neena, Kochhar, NKOCHHAR 515 .123. 4568, 21-SEP-89.AD_UP, 17060, , 190, 98,

182 .Lex.De Haan.LDEHAAN.515.123.4569,13-JAN-93,AD_UP, 17000, 100,90,

183 .Alexander.Hunold, AHUNOLD, 596 423 . 4567, B3-JAN-7@, I T_PROG. 7080, 102,68,
184, Bruce ., Ernst,BERNST 590,423 .4568,21-MAY-71.1T_PROG.6A00, . 103 .6l

1@5 . David.Austin, DAUSTIN,59@. 4234569 25-JuN-97 TT_PROG, 480@. 103,60,
186.Ualli,Pataballa,UPATABAL,59@.423. 4568, 85—FER—98, 1T_PROG, 4200, .183,60,
1@7.Diana.Lorentz.DLORENTZ,598.423.5567, 07-FEB-99, I T_PROG, 4200, 183, 68,

1088 .Nancy, Greenheryg, NGREENBE,.515.124.456%,17-AUG—74,.FI_MGR.12000..191.10@,
189 .Daniel.Faviet.DFAUVIET.515.124.416%.16-AUG-94.FI _ACCOUNT .?006..1688.168.
118, John, Chen, JCHEN, 515134 4369 38-SEP-97,FI_ACCOUNT 2200, 108,108,

111, Ismac],Sciarra,. SCIARRA,515.124.4369 . 38—8EP-97, F1_ACCOINT . 7700, . 168,100,
112.Jose Manuel,Urnan,JHURMAN,515.124.44569,87-NAR-28, F1_ACCOUNT 7800, 108,100,
113,Luis.PuDD.LPOPP,515.124.4567,3?—DEC—99,FI_HCCOUNT,B?GB,,138,133,
114,.Den,.Raphaely, DRAPHEAL,.515.127_ 4561 ,.@7-DEC-%4_.PU_MAN.11868@. 188,308,
115.Alexander . Khoo . AKHOO, 515,127 4562 .18-HAY-95 . PU_CLERK.3168@, 114,38,
116.8helli,.Baida,SBAIDA,.515.127.4563,24-DEC—27,PU_CLERK,. 2968, 114,30, =
117,.8igal,Tobias  STOBIAS,515.127.4564,.24—JUL-27.PU_CLERK.28600, .114,38.

118, Guy, Himuro, GHIMURO,515.127. 4565, 15-NOU-98 . Pll_CLERK, 2680, .114,38,

119 Karen.Colmenares , KCOLMENA 515 1574566 . 18-AUG-99 . Pil_CLERK. 25681, . 114,38,
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\ The External Table directory is defined inside the database by
~ means of a DIRECTORY object. This object is not validated at
Q creation time, so the user must make sure the physical directory
exists and the oracle OS user has read/write privileges on it.

$ mkdir $HOME/external table dest
SQL> CREATE DIRECTORY EXTTABDIR AS '/home/oracle/external table dest';

The above example was developed in a Linux environment, on Windows platforms
the paths will need to be changed to correctly reflect how Oracle has been set up.

Now, the first External Table can be created.

A basic External Table

Here is the source code of the External Table creation.

drop table EXT_EMPLOVEES; 0

create table EXT_EMPLOYEES 4
C

EMPLOYEE_ID number (67,
FIRST_MAME wvarchar2(2o),
LAST_MNAME wvarchar2(25),
EMATL wvarchar2(25),
PHOME_NUMEBER wvarchar2(z2o),
HIRE_DATE ate,

J0B_ID wvarchar2(10),
SALARY number (3,20,
COMMISSION_PCT humber(2, 2],
MANAGER_ID number (6,
DERARTMENT_ID number (4)

)
ORGANIZATION EXTERNAL 4
C

TYPE ORACLE_LOADER +#
DEFAULT DIRECTORY EXTTABDIR

<—|_G

ACCESS PARAMETERS
< M B
RECORDS DELIMITED BY MEWLIMNE

)

FIELDS TERMIMATED BV ', '(
EMPLOYEE_ID char(32),
FIRST_MAME char(32),
LAST _NAME char(32],
EMAIL char(227,
PHOME_MUMBER  Char(32),
HIRE_DATE char(327,
JOB_ID char(22),
SALARY char(32),
COMMISSION_PCT char(32),
MANAGER_ID char(32),
DERARTMENT_ID char(32)

2
X LocaTION ( ‘employees.txt’ )‘—0
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The create table command syntax is just like any other regular table creation (A), (B),
up to the point where the ORGANIZATION EXTERNAL (C) keyword appears,
this is the point where the actual External Table definition starts. In this case the
External Table is accessed by the ORACLE_LOADER driver (D). Next, the external
flat file is defined, and here it is declared the Oracle DIRECTORY (E) where the flat
file resides. The ACCESS PARAMETERS (F) section specifies how to access the flat
file and it declares whether the file is a fixed or variable size record, and which other
SQL*Loader loading options are declared. The LOCATION (H) keyword defines the
name of the external data file. It must be pointed out that as this is an External Table
managed by the SQL_LOADER driver the ACCESS_PARAMETERS section must
be defined, in the case of External Tables based on the DATAPUMP_DRIVER this
section is not required.

The columns are defined only by name (G), not by type. This is permitted from the
SQL*Loader perspective, and allows for dynamic column definition. This column
schema definition is more flexible, but it has a drawback — data formats such as those
in DATE columns must match the database date format, otherwise the row will be
rejected. There are ways to define the date format working around this requirement.
Assuming the date column changes from its original default format mask
"DD-MON-RR" to "DD-MM-RR", then the column definition must change from a
simple CHAR column to a DATE with format mask column definition.

Original format:

"HIRE_DATE" CHAR (255)
Changed format:

"HIRE DATE" DATE "DD-MM-RR"

\ When working with an External Table, the access parameter is
~ not validated at creation time, so if there are malformed rows,
Q or if there are improperly defined access parameters, an error is
shown, similar to the one below.

ERROR at line 1:

ORA-29913: error in executing ODCIEXTTABLEFETCH callout
ORA-30653: reject limit reached

ORA-06512: at "SYS.ORACLE LOADER", line 52

Once the data is created and all required OS privileges have been properly validated,
the data can be seen from inside the database, just as if it were a regular Oracle table.
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& ssh Packt - ssh oracle@192.168.2.10

-
8aQL> desc EXT_EMPLOYEES

HName Null? Type
EMPLOYEE_ID NUMEER(6>
FIRST_NAME UARCHAR2<28>
LAST_NAME UARCHAR2<25)
EMAIL UARCHAR2¢25)
PHONE_NUMBER UARCHAR2<(28>
HIRE_DATE DATE

0B_ID UARCHAR2<(18>
SALARY NUMEBER(8.2>
COMMISSTON_PCT HUMBER(2,2>
MANAGER_ID NUMEER(6>
DEPARTMENI_ID HUMBER<(4>

BaL>
BQL> SELECT » FROM EXT_EMPLOYEES WHERE ROUNUM < 3;

[EMPLOYEE_ID FIRST_MAME LAST_MAME EMAIL
[PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID
IDEPARTMENT _ID
188 Steven King SKING
515.123.4563E 17-JUN-87 AD_PRES 240680
181 Neena Kochhar NKOCHHAR
515.123.4563B 21-SEF-89 AD_UP 17880 188
[EMPLOYEE_ID FIRST_MAME LAST_HNAME EMAIL
[PHONE_NUMBER HIRE_DATE JOB_ID SALARY COMMISSION_PCT MANAGER_ID

IDEPARTMENT _ID

BaL>

3

This table is read only, so if the user attempts to perform any DML operation against
it, it will result in this error:

SQL> delete ext employees;
delete ext employees
*
ERROR at line 1:
ORA-30657: operation not supported on external organized table

As the error message clearly states, this kind of table is only useful for read
only operations.

This kind of table doesn't support most of the operations available for regular tables,
such as index creation, and statistics gathering, and these types of operations will
cause an ORA-30657 error too. The only access method available for External Tables
is Full Table Scan, so there is no way to perform a selective data retrieval operation.

The External Tables cannot be recovered, they are just metadata definitions stored

in the dictionary tables. The actual data resides in external files, and there is no

way to protect them with the regular backup database routines, so it is the user's

sole responsibility to provide proper backup and data management procedures. At
the database level the only kind of protection the External Table receives is at the
metadata level, as it is an object stored as a definition at the database dictionary level.
As the data resides in the external data file, if by any means it were to be corrupted,
altered, or somehow modified, there would be no way to get back the original data.
If the external data file is lost, then this may go unnoticed, until the next SELECT
operation takes place.

[69]



External Tables

This metadata for an External Table is recorded at the {USER | ALL | DBA} TABLES
view, and as this table doesn't actually require physical database storage, all storage
related columns appear as null, as well as the columns that relate to the statistical
information. This table is described with the {USER | ALL | DBA} EXTERNAL TABLES
view, where information such as the kind of driver access,

the reject_limit, and the access_parameters, amongst others, are described.

SQL> DESC USER EXTERNAL TABLES

Name Null? Type

TABLE NAME NOT NULL VARCHAR2 (30)
TYPE OWNER CHAR (3)

TYPE NAME NOT NULL VARCHAR2 (30)
DEFAULT DIRECTORY OWNER CHAR (3)
DEFAULT DIRECTORY NAME NOT NULL VARCHAR2 (30)
REJECT LIMIT VARCHAR2 (40)
ACCESS TYPE VARCHAR2 (7)
ACCESS PARAMETERS VARCHAR2 (4000)
PROPERTY VARCHAR2 (10)

This is the first basic External Table, and as previously shown, its creation is pretty
simple. It allows external data to be easily accessed from inside the database,
allowing the user to see the external data just as if it was already loaded inside

a regular stage table.

Creating External Table metadata,

the easy way

To further illustrate the tight relationship between SQL*Loader and External Tables,
the SQL*Loader tool may be used to generate a script that creates an External Table
according to a pre-existing control file.

SQL*Loader has a command line option named EXTERNAL_TABLE, this can hold one
of three different parameters {NOT USED | GENERATE_ONLY | EXECUTE}. If nothing is
set, it defaults to the NOT USED option.

This keyword is used to generate the script to create an External Table, and the
options mean:

e NoOT_USED: This is the default option, and it means that no External Tables are
to be used in this load.
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® GENERATE_ONLY: If this option is specified, then SQL*Loader will only read
the definitions from the control file and generate the required commands,
so the user can record them for later execution, or tailor them to fit his/her
particular needs.

e EXECUTE: This not only generates the External Table scripts, but also executes
them. If the user requires a sequence, then the EXECUTE option will not only
create the table, but it will also create the required sequence, deleting it once
the data load is finished. This option performs the data load process against
the specified target regular by means of an External Table, it creates both
the directory and the External Table, and inserts the data using a SELECT AS
INSERT with the APPEND hint.

Let's use the GENERATE_ONLY option to generate the External Table creation scripts:

$ sqlldr exttabdemo/oracle employees external table=GENERATE ONLY

By default the log file is located in a file whose extension is . 1og and its name
equals that of the control file. By opening it we see, among the whole log processing
information, this set of DDL commands:

CREATE TABLE "SYS SQLLDR X EXT EMPLOYEES"
(
"EMPLOYEE ID" NUMBER(6),
"FIRST NAME" VARCHAR2 (20),
"LAST NAME" VARCHAR?2 (25),
"EMAIL" VARCHAR2 (25),
"PHONE NUMBER" VARCHAR2 (20),
"HIRE DATE" DATE,
"JOB_ID" VARCHAR2(10),
"SALARY" NUMBER(8,2),
"COMMISSION PCT" NUMBER(2,2),
"MANAGER ID" NUMBER(6),
"DEPARTMENT_ ID" NUMBER(4)
)
ORGANIZATION external
(
TYPE oracle loader
DEFAULT DIRECTORY EXTTABDIR
ACCESS PARAMETERS
(
RECORDS DELIMITED BY NEWLINE CHARACTERSET US7ASCII
BADFILE 'EXTTABDIR':'employees.bad'
LOGFILE 'employees.log xt'
READSIZE 1048576
FIELDS TERMINATED BY "," OPTIONALLY ENCLOSED BY '"' LDRTRIM
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REJECT ROWS WITH ALL NULL FIELDS

(
"EMPLOYEE ID" CHAR(255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"FIRST NAME" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"LAST NAME" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"EMAIL" CHAR(255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"PHONE NUMBER" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"HIRE DATE" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"JOB_ID" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"SALARY" CHAR(255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"COMMISSION_ PCT" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"MANAGER_ID" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!',
"DEPARTMENT ID" CHAR (255)

TERMINATED BY "," OPTIONALLY ENCLOSED BY '"!

)
)
location

(

'employees.txt'

)
The more complete version is shown, some differences with the basic script are:
e All the column definitions are set to CHAR(255) with the delimiter character
defined for each column

e If the current working directory is already registered as a regular DIRECTORY
at the database level, SQL*Loader utilizes it, otherwise, it creates a new
directory definition

e The script specifies where the bad files and log file are located

e It specifies that an all-null column record is rejected
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In the case of the EXECUTE keyword, the log file shows that not only are the scripts
used to create the External Table, but also to execute the INSERT statement with the
/*+ append */ hint. The load is performed in direct path mode.

All External Tables, when accessed, generate a log file. In the case of the
ORACLE_LOADER driver, this file is similar to the file generated by SQL*Loader. It has
a different format in the case of ORACLE_DATAPUMP driver. The log file is generated
in the same location where the external file resides, and its format is as follows:

<EXTERNAL TABLE NAME> <OraclePID>.log

When an ORACLE_LOADER managed External Table has errors, it dumps the 'bad'
rows to the * .bad file, just the same as if this was loaded by SQL*Loader.

The oracLE_DATAPUMP External Table generates a simpler log file, it only contains the
time stamp when the External Table was accessed, and it creates a log file for each
oracle process accessing the External Table.

Unloading data to External Tables

The driver used to unload data to an External Table is the ORACLE DATAPUMP access
driver. It dumps the contents of a table in a binary proprietary format file. This way
you can exchange data with other 10g and higher databases in a preformatted way to
meet the other database's requirements. Unloading data to an External Table doesn't
make it updateable, the tables are still limited to being read only.

Let's unload the EMPLOYEES table to an External Table:

create table dp employees
organization external (
type oracle datapump
default directory EXTTABDIR
location ('dp employees.dmp')

as
select * from employees;

This creates a table named DP_EMPLOYEES, located at the specified EXTTABDIR
directory and with a defined OS file name.
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External Tables

In the next example, at a different database a new Dp_EMPLOYEES table is created,
this table uses the already unloaded data by the first database. This DP_EMPLOYEES
External Table is created on the 11g database side.

create table dp employees (
EMPLOYEE ID NUMBER (6) ,
FIRST NAME VARCHAR2 (20),

LAST NAME VARCHAR2 (25),

EMAIL VARCHAR?2 (25) ,
PHONE_NUMBER VARCHAR2 (20) ,
HIRE_DATE DATE,

JOB_ID VARCHAR2 (10) ,
SALARY NUMBER (8, 2) ,
COMMISSION PCT NUMBER (2, 2) ,
MANAGER ID NUMBER (6),

DEPARTMENT ID NUMBER (4)

)
organization external
(
type oracle datapump
default directory EXTTABDIR
location ('dp employees.dmp')
)i

This table can already read in the unloaded data from the first database.
The second database is a regular 11g database. So this shows the inter-version
upward compatibility between a 10g and an 11g database.

SQL> select count(*) from dp employees;

COUNT (*)

Inter-version compatibility

In, the previous example a 10g data pump generated an External Table that was
transparently read by the 11g release.

Let's create an 11g data pump External Table named DP_DEPARTMENTS:

create table dp departments
organization external (
type oracle datapump
default directory EXTTABDIR
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access parameters
(
version '10.2.0'
)
location ('dp departments.dmp')

as
select * from departments
Table created.

SQL> select count (*) from dp departments;

In the previous example it is important to point out that the VErRsION keyword
defines the compatibility format.

access parameters

(
version '10.2.0'

)
If this clause is not specified then an incompatibility error will be displayed.

SQL> select count(*) from dp departments;

select count(*) from dp departments

*

ERROR at line 1:

ORA-29913: error in executing ODCIEXTTABLEOPEN callout
ORA-39142: incompatible version number 2.1 in dump file
"/home/oracle/external table dest/dp departments.dmp"
ORA-06512: at "SYS.ORACLE DATAPUMP", line 19

Now let's use the 10g version to read from it.
SQL> select count(*) from dp departments;

COUNT (*)
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The VERSION clause is interpreted the same way as the VERSION clause for the data
pump export, it has three different values:

e COMPATIBLE: This states that the version of the metadata corresponds to
the database compatibility level.
e LATEST: This corresponds to the database version.

e VERSION NUMBER: This refers to a specific oracle version that the file is
compatible with. This value cannot be lower than 9.2.0.

Data transformation with External Tables

One of the main uses of the External Tables is their support of the ETL process,
allowing the user to perform a data load that is transformed to the target format
without an intermediate stage table.

Let's read an External Table whose contents are:

ssh Packt - ssh

26 rows selected.

SQL>

8

This data can be loaded in a single command to multiple tables. Let's create several
tables with the same structure:
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SQL> desc amount jan

Name

REGION
AMOUNT

Null?

VARCHAR2 (16)
NUMBER (3)

Now we can issue a command to send the data from the External Table to the
different tables.

INSERT ALL
INTO AMOUNT JAN (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT FEB (REGION, AMOUNT) VALUES (COUNTRY, FEB)
INTO AMOUNT MAR (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT APR (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT MAY (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT JUN (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT JUL (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT AUG (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT SEP (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT OCT (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT NOV (REGION, AMOUNT) VALUES (COUNTRY, JAN)
INTO AMOUNT DEC (REGION, AMOUNT) VALUES (COUNTRY, JAN)
SELECT COUNTRY,
JAN,
FEB,
MAR,
APR,
MAY,
JUN,
JuL,
AUG,
SEP,
OoCT,
NOV,
DEC
FROM REGION_REVENUE;

In this example, we will perform a conditional insert to different tables depending on
the value of the amount column. We will first create three tables, one for low, another
for average, and a third for high amounts:

SQL> create table low amount (

2 region

3 month

4 amount
Table created.

SQL> create table high amount as select * from low amount;

Table created.

varchar2 (16),

number (2) ,
number (3)) ;
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Now we can read the External Table and have the data inserted conditionally to one
of three mutually exclusive targets.

INSERT ALL
WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

WHEN (

JAN <= 500 ) THEN
INTO LOW AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '01', JAN )

FEB <= 500 ) THEN
INTO LOW AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '02', FEB )

MAR <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '03', MAR )

APR <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '04', APR )

MAY <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '05', MAY )

JUN <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '06', JUN )

JUL <= 500 ) THEN
INTO LOW AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '07', JUL )

AUG <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '08', AUG )

SEP <= 500 ) THEN
INTO LOW AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '09', SEP )

OCT <= 500 ) THEN
INTO LOW AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '10', OCT )

NOV <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '11', NOV )

DEC <= 500 ) THEN
INTO LOW_ AMOUNT ( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '12', DEC )

JAN > 500 ) THEN
INTO HIGH AMOUNT( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '01', JAN )

FEB > 500 ) THEN
INTO HIGH AMOUNT( REGION, MONTH, AMOUNT)
VALUES ( COUNTRY, '02', FEB )

MAR > 500 ) THEN
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SELECT

FROM

WHEN

WHEN

WHEN

WHEN

WHEN

WHEN

WHEN

WHEN

WHEN

(

INTO HIGH AMOUNT (

VALUES ( COUNTRY,
APR > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
MAY > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
JUN > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
JUL > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
AUG > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
SEP > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
OCT > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
NOV > 500 ) THEN
INTO HIGH AMOUNT (
VALUES ( COUNTRY,
DEC > 500 ) THEN

INTO HIGH AMOUNT (

VALUES (

COUNTRY,

JAN,
FEB,
MAR,
APR,
MAY,
JUN,
JUL,
AUG,
SEP,
ocT,
NOV,
DEC

REGION_ REVENUE;

COUNTRY,

REGION, MONTH,
'03', MAR )

REGION, MONTH,
'04', APR )

REGION, MONTH,
'05', MAY )

REGION, MONTH,
'06', JUN )

REGION, MONTH,
'07', JUL )

REGION, MONTH,
'08', AUG )

REGION, MONTH,
'09', SEP )

REGION, MONTH,
'10', OCT )

REGION, MONTH,
'11', NOV )

REGION, MONTH,
'12', DEC )

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)

AMOUNT)
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Extending the alert.log analysis with
External Tables

Reading the alert.log from the database is a useful feature which can help you
to find any outstanding error messages reported in this file.

create table ALERT_ LOG (
text line varchar2 (512)
)
organization external (
type ORACLE LOADER
default directory BACKGROUND_ DUMP_DEST
access parameters (
records delimited by newline
nobadfile
nodiscardfile
nologfile
)

location( 'alert beta.log!')
)i

Once the External Table has been created, the alert . log file can be queried just like
any other regular table.

SQL> select text line from alert log

2 where text line like 'ORA-%';

TEXT LINE

ORA-1109 signalled during: ALTER DATABASE CLOSE NORMAL...

ORA-00313: open failed for members of log group 1 of thread 1
ORA-00312: online log 1 thread 1: '/u0l/oracle/oradata/beta/redo0l.log’
ORA-27037: unable to obtain file status

ORA-00313: open failed for members of log group 2 of thread 1
ORA-00312: online log 2 thread 1: '/ul0l/oracle/oradata/beta/redo02.log’
ORA-27037: unable to obtain file status

ORA-00313: open failed for members of log group 3 of thread 1
ORA-00312: online log 3 thread 1: '/ul0l/oracle/oradata/beta/redo03.log’
ORA-27037: unable to obtain file status
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Querying the alert.log file up to this phase is useful just to see the contents of
the file and look for basic OrA-% strings. This could also be achieved by using the
Manager (EM).

alert.log link in the Enterprise

ts

P

Pevent T 7 < I"GDDQ\E P

168.2.10:1158/emjconsole/datab, anc

@ S R N [T

|5 Most Visited % Getting Started = Latest Headlines

WMall.com | | Oracle Articlss for sx

Awg 11, 2008

Mertlog 54508 P

VAlerts

Category |All =|( Go ) Critical 0
Severity Category
(Mo alerts)

bRelated Alerts

Job Activity

Scheduled Executions 0
Home | Peformance Administration [Waint

Related Links
Advisor Central

All Metrics

Jobs

Ietric Collection Errars
S0OL History

Jobs scheduled to start no more than 7 days ago

Running Executions 0

enance

Flashback Loggimng

SYEnT ATSar 1

Recommendations =
Space Yiolations v 0

Dump Area Used (%) a3

j‘

Message Alert Triggered

Access to the
alert.log file

Suspended Exdegutions v 0 Praoblerm Executions + 0

Alert History gy Content
Blackouts

Manage Metrics Ietric Baselines
Monitaring Configuration Ionitar in Memory Access hMode
User-Defined hetrics

| off

The alert.log file can be queried by means of the EM, but as this can only be
viewed from the EM in an interactive mode, you can only rely on the preset alerts.

Fle Edit Wew History Bookmarks Tools

¥ Oracle Enterprise Manager - Mozilla Firefox

Help

@ - € 0 o [ LA [heeurise 16s 2. 10:0 158 emiconsoleidatabase/monitoringjalertLogentr 1 | |[Gl+] cooule J

|.2] Mast Visited 4§ Gatting Started 5. Latest Headlines

Mall.com | | Oracls Atticles For ex

ORACLE Enterprise Manager 10g

Database Instance: heta = Alert Log Errors

Alert Log Errors

Select All | Select Nane

Select Severity|Category Time

r .~ [Generic  Aug 11,2008
Alert Log  |5:45:28 P
Errar

(] ~ (Generic  |Aug 11,2008
Alert Log  7:24:17 PM
Error

(] ) Genefic Aug 3, 2008
Alert Log  [7:55:18 PM
Errar

—

Latest Data Collected From Targst 2008-08-01 08:35:18  View Data IAH Days - Refresh )

Alert Log Entries Containing ORA- Errors

Help Logout
Datahbase

Sefup Preferences

Show Open Alens) Clear Every Open Alerl). Purge Everymen)

| Clear ), Purge )

Line
Alert Log Error Stack Alert Triggered Number
ORA-1853: unable to extend table 2630
SCGLLDRDEMO.ABC by 1024 in tablespace
SULLORDEMD
ORA-3297 signalled during: ALTER DATABASE 2619
DATAFILE Yul1/oracle/oradata/betalsqlldi1 dbf’
RESIZE 256M
ORA-1031 signalled during: create tablespace OMC 218
datafile YuOl/oracle/oradata/betafornc0l. dbf size 16m
autoextend on
next 16m LI
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If further automatic work needs to be done, then it is useful to do some more work
with the alert analysis tool. A temporary table can be used to store the contents of
the ALERT LOG table, along with an extra TIMESTAMP column, so it can be queried in
detail in an EM-like manner.

create global temporary table TMP_ALERT LOG (

LINE NO NUMBER (6) ,
TIMESTAMP DATE,
TEXT LINE VARCHAR2 (512)

)

on commit preserve rows;

A bit of PLSQL programming is necessary so the ALERT_LOG file can be modified and
inserted into the TMP_ALERT LOG, (enabling further queries can be done).

declare

cursor
alertLogCur is
select ROWNUM, TEXT LINE
from ALERT_LOG;

currentDate date;

altertLogRec ALERT LOG.TEXT LINESTYPE;
testDay varchar2 (10) ;

begin

currentDate := sysdate;

for alertLogInst in alertLogCur loop
-- fetch row and determine if this is a date row

testDay := substr(alertLogInst.text line, 1, 3);
if testDay = 'Sun' or
testDay = 'Mon' or
testDay = 'Tue' or
testDay = 'Wed' or
testDay = 'Thu' or
testDay = 'Fri' or
testDay = 'Sat'
then
-- if this is a date row, it sets the current logical record date
currentDate := to date( alertlogInst.text line, 'Dy Mon DD HH24:
MI:SS YYYY');
end 1if;
insert into TMP_ALERT LOG
values (
alertLogInst.rownum,
currentDate,

alertLogInst.text line
)i
end loop;
end;

/
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As the contents of the alert.log end up in a temporary table, more than one DBA

can query it at the same time, or restrict the DBA's accessibilities. There is no need to
manage the purge and maintenance of the table after the session has ended, it can be
indexed and there is little overhead by means of this procedure. More over, as this is

a temporary object, minimum redo log information is generated.

Once the external ALERT_LOG and the temporary ALERT LOG tables have been

created, it is possible to perform, not only filters by date (provided by Enterprise
Manager) but also any query against the alert . log file.

SELECT TIMESTAMP, TEXT LINE
FROM TMP_ALERT_ LOG
WHERE TIMESTAMP IN (

SELECT TIMESTAMP

FROM TMP_ ALERT LOG

WHERE TEXT LINE LIKE 'ORA-%

)

AND TIMESTAMP BETWEEN SYSDATE-30 AND SYSDATE
ORDER BY LINE NO;

SELEGT TI

TIMESTAMP

e+ ssh Packt - ssh oracle@192.168.2.10

SELECT TIMESTIAMP. TEXT_LINE
FROM _TMP_ALERI_LOG
WHERE TIMESTAMP IN ¢

MESTAMP

WHERE TEXT_LIME LIKE *ORA—x’

>
8 AND TIMESTAMP BETWEEN SYSDATE-38 AND SYSDATE
9# ORDER BY LINE_NO

2
3
4
g FROM THMP_ALERT_LOG
?

TEXT_LINE

BE-AUG-83 19:55

BE-AUG-11 19:24

BE-AUG-11 28:45

A7 rows selected.

SOL>

Sun Aug 3 19:55:18 2088
create tablespace OMC datafile ’~udl - oraclesoradatasbetasoncdl
-dbf’ size 16m autoextend on

next 16m
extent management local
t space t auto uwniform size 64k
Sun Aug 3 19:55:18 2088
ORA-1831 signalled during: create tahlespace OMC datafile '~ ul
1/oraclesoradatasbetasomc@l .dhf’ size 16m autoextend on

next 16m
extent management local

t space
Mon Aug 11 19:24:17 2088
ALTER DATABASE DATAFILE ’/uBlroraclesoradatasbetassqlldeBl.db
£' RESIZE 256M

Mon Aug 11 19:24:17 2088
ORA—32%7 signalled during: ALTER DATABASE DATAFILE */u@l-orac
lesoradata<betarssqlldr®l.dbf’ RESIZE 256M

auto uniform size 64k...

Mon fug 11 20:45:28 2088
ORA-1653: unable to extend table SQLLDRDEMO.ABC by 1824 in
tablespace SQLLDRDEMO

5

Further treatment can be done on this concept to look for specific error messages,
analyze specific time frames and perform drill down analysis.

This procedure can be extended to read the trace files or any other text file from

the database.
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Reading the listener.log from the database

One particular extension of the above procedure is to read the 1istener.log file.
This file has a specific star-delimited field file format which can be advantageous,
and eases the read by means of the Loader driver.

The file format is as follows:

21-JUL-2008 00:39:50 * (CONNECT DATA=(SID=beta) (CID=(PROGRAM=perl) (HOS
T=alpha.us.oracle.com) (USER=oracle))) * (ADDRESS=(PROTOCOL=tcp) (HOST=1
92.168.2.10) (PORT=8392)) * establish * beta * 0

21-JUL-2008 00:39:56 * (CONNECT DATA=(SID=beta) (CID=(PROGRAM=perl) (HOS
T=alpha.us.oracle.com) (USER=oracle))) * (ADDRESS=(PROTOCOL=tcp) (HOST=1
92.168.2.10) (PORT=8398)) * establish * beta * 0

21-JUL-2008 00:40:16 * service_ update * beta * 0

21-JUL-2008 00:41:19 * service_update * beta * 0

21-JUL-2008 00:44:43 * ping * 0

The file has a format that can be deduced from the above data sample:

TIMESTAMP * CONNECT DATA [* PROTOCOL INFO] * EVENT [* SID] * RETURN
CODE

As you can see this format, even though it is structured, it may have a different
number of fields, so at loading time this issue must be considered.

In order for us to map this table to the database, we should consider the variable
number of fields to have the External Table created. We'll create a temporary table so
that this doesn't create an additional transactional overhead.

Now, let's create an External Table based on this format that points to:
SORACLE_HOME/network/log

create directory NETWORK LOG_DIR
as 'SORACLE_HOME/network/log';

Now, let's create the External Table:

create table LISTENER LOG (

TIMESTAMP date,

CONNECT DATA varchar2 (2048),
PROTOCOL_INFO varchar2 (64) ,
EVENT varchar2 (64) ,
SID varchar2 (64) ,
RETURN_CODE number (5)

)

organization external (
type ORACLE_LOADER
default directory NETWORK LOG DIR
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)

access parameters (
records delimited by NEWLINE
nobadfile
nodiscardfile
nologfile
fields terminated by "*" LDRTRIM
reject rows with all null fields
(
"TIMESTAMP" char date format DATE mask "DD-MON-YYYY HH24:MI:SS

"CONNECT DATA",
"PROTOCOL_INFO",
"EVENT",
"SID",
"RETURN_ CODE"
)
)

location ('listener.log')

reject limit unlimited;

The structure of interest is specified above, so there will be several rows rejected.
Seeing as this file is not fully structured, you will find some non formatted
information; the bad file and the log file are not meaningful in this context.

Another application of the LISTENER_1.0G External Table is usage trend analysis. This
query can be issued to detect usage peak hours.

SQL> select to char(round(TIMESTAMP, 'HH'), 'HH24:MI') HOUR,

2
3
4
5

lpad('#', count(*), '#') CX

from listener log
group by round (TIMESTAMP, 'HH')
order by 1;

HOUR CX

19:

00

#H#

HEHHHRHRERERE R
HEFHHRERERERER
HEFHHERERR R
HEFHHERERR R
HEFHHERER RS

Reading the 1istener.log file this way allows the DBA not only to keep track
of the listener behavior, but also it allows a security administrator to easily spot
hacking attempts.
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Let's find out who is trying to access the database with sqlplus.exe.

SQL> select timestamp, protocol info
2 from listener log
3 where connect data like '%sqglplus.exe%'

4 /

TIMESTAMP PROTOCOL _INFO

01-SEP-2008 14:30:37 (ADDRESS=(PROTOCOL=tcp) (HOST=192.168.2.101)
(PORT=3651))

01-SEP-2008 14:31:08 (ADDRESS=(PROTOCOL=tcp) (HOST=192.168.2.101)
(PORT=3666))

01-SEP-2008 14:31:35 (ADDRESS=(PROTOCOL=tcp) (HOST=192.168.2.101)
(PORT=3681))

The use of External Tables to analyze the 1istener.log can be used not only to have
an in-database version of the 1istener.log perform periodic and programmatic
analysis of the listener behavior, but also to determine usage trends and correlate
information with the audit team so that unauthorized connection programs can

be easily and quickly spotted. Further useful applications can be found by reading
the listener.log file. There are two fields that must be further parsed to get
information out of them, but parsing those fields goes beyond the scope of this
chapter. The structure that the analysis should consider is detailed next:

Connect String

1. SID: The Database Oracle SID, which is populated if the connection was
performed by SID, otherwise it is NULL.

CID: It contains two subfields, PROGRAM and HOST
3. SERVER: This field indicates the connection type, either dedicated or shared

SERVICE_NAME: This field is populated when the connection is performed
by a Service instead of SID.

COMMAND: The command issued by the user.
SERVICE: Present only when listener commands are issued.

FAILOVER_MODE: In Real Application Clusters (RAC) environments this
field is used if the client performed a connection due to a failover. It shows
the failover mode used.
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Protocol

1. PROTOCOL: Indicates the used to perform the connection; this will be TCP
most of the times.

HOST: This is the client's IP Address.

PORT: The port number of the oracle server used to establish the connection.

Mapping XML files as External Tables

XML has become a de facto information exchange format, which is why oracle has
included the XML Database (XDB) feature from 9.2.0. However, it requires the
data to be actually loaded into the database before it can be processed. An External
Table allows the user to take a quick look at the contents of the external file prior to
performing any further processing.

In this example an External Table is created out of an XML file. This file is read by
means of a CLOB field, and some further XDB commands can be issued against the
external XML file to extract and view data.

Let's create the external XML file first:

create table EMPLOYEES XML (xmlFile CLOB)
organization external (
type ORACLE_LOADER
default directory EXTTABDIR
access parameters (
fields (xmllob char terminated by ',')
column transforms (xmlFile from lobfile(xmllob))
)
location ('employees.dat')
)

reject limit unlimited;

The employees.dat file contains the file name of the XML file to load as an
external CLOB file. This file, for the purpose of the demo, contains the file name:
employees.xml.
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Now the file can be queried from the database as if it was a regular table with a
single XML column.

st ssh Packt - cch

1 m employees_xnl

EMLFILE

Txml version="1.8"7>

EMPLOYEES >

<EMPLOYEE>
<EMPLOYEE_ID>186</EMPLOYEE_ID>
<FIRST_NAME>Steven{ FIRST_NAME>
<LAST_MNAME>King< LAST_MNAME>
<EMAIL>SKING<~/EMAIL>
<PHONE_NUMBER>515 .123 . 456 7<{/FHONE_NUMBER>
<HIRE_DATE>17-JUN-87< HIRE_DATE>

<JOB_ID>AD_PRES<.~JOB_ID>
These entries can further

<SALARY >24008< /SALARY >
be processed by XPath
<DEPARTMENT _ID>98</DEPARTHENT _1D> expressions

</EMPLOYEE>
<EMPLOYEE>

<EMPLOYEE_ID>181</EMPLOYEE_ID>
<FIRST_NAME>Neena{/FIRST_NAME>
<LAST_NAME>Kochhar{-LAST_NAME>
<EMAIL>NKOCHHARS/EMAIL>
<PHONE_NUMBER>515.123.4568<-FHONE_NUMBER >
<HIRE_DATE>21-SEP—-89< HIRE_DATE>

L=l

<JOB_ID>AD_UP< AJOB_ID>

Dynamically changing the external
reference

When managing External Tables, there should be an easy way to redefine the
external source file. It is enough to change the External Table properties by means of
an ALTER TABLE command. Let's create a stored procedure that performs this task by
means of a dynamically generated DDL command. This procedure, named Change
External_ Table redefines the location property. Using a stored program unit is a
flexible way to perform this task.

create procedure change_external_table
( p_table name in varchar2

, p_file name in varchar2

) is

begin

execute immediate 'alter table '

|| p_table name

|| ' location ('''

|| p_file_name
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[
exception

when others

then

raise application error (sglcode, sqlerrm) ;
end ;

/

Oracle 11g External Table enhancements

External Tables work the same in 10g and in 11g, so there are no differences when
working with these two versions. When working with Data Pump External Tables,
and one single row proves defective, the data set reading operation is aborted.

An enhancement in this 11g release prevents the data load aborting, thus saving
reprocessing time.

Summary

Managing data with External Tables is a means not only for mapping external

flat files as regular (but limited) tables inside the database, but also a tool to more
efficiently perform administrative tasks such as programmatically processing
database log files such as the alert.log or the 1istener. log files. It can be used to
easily view external XML formatted files from inside the database without actually
loading the file to the database. It can also be used as a means of unloading data in
temporary external storage to exchange data among different Oracle versions. This
particular feature allows the user to easily build an Oracle Datamart that allows the
pre-formatting and summarization of data from the source, enabling it to be directly
inserted into the target data warehouse.

The different uses an External Table has allows the user to take full advantage of
external flat files and have them loaded to the database in a very easy and convenient
way. There are limitations with External Tables, such as the lack of indexes, the full
table scans operations that must be performed even if a single row is to be accessed, the
lack of security for the flat files, and the lack of transactional control, but certainly the
advantages this concept offers overcome its disadvantages. The flexibility to manage
data in different ways makes it the default choice for data exchange operations.
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Techniques

Recovery Manager is a powerful tool. It can easily and efficiently perform the day to
day "must-do" backup tasks.

As time goes by databases become bigger and bigger. There almost seems to be a
competition to break the storage world record, where just one decade ago it was
amazing to hear about databases that had broken the Gigabyte limit. Today the
limit is at the Terabyte range, and in a few more years it won't be surprising to find
databases storing Petabytes or more.

Considering this growth, unless technology radically changes the speed to store and
retrieve data, it becomes more and more important to choose the right backup strategy.

Today the term User Managed Backup (UMB) is less frequently used in the
oracle communities and the reasons are obvious. UMBs are not reliable, and must
backup the complete datafile, even if there are many blank blocks. A UMB cannot
detect block corruptions at backup time. This may result to a redundant backup.
Considering the database size and the backup and restore maintenance windows,
the UMB is becoming an obsolete backup technique.

Recovery manager can deal with today's databases, it can proactively detect block
corruptions, it can perform incremental backups, it allows backup compression, it
can use transparent data encryption to provide secure backup environments, and it
won't perform a useless backup.



Recovery Manager Advanced Techniques

In this chapter, we will be looking at methods to administer the Recovery
Manager and to optimize the backup task. This will include backup multiplexing,
configuration of a recovery catalog, performing backup in compressed mode,
enabling backup compression, and the compression algorithms. We will also

be looking the process of performing an intra-file parallel backup, reducing the
performance impact of performing a backup, cloning a database on the fly, using
Recovery Manager to migrate a database to a different platform, and finally,
migrating the database to an ASM environment.

Recovery Manager basics

Recovery Manager (RMAN) is a tool that efficiently and reliably performs backup,
restoration, and recovery tasks on Oracle Databases. It can be used from a Command
Line Interface (CLI) or from the Enterprise Manager Web Console. It is still available
in 10g from the Enterprise Manager Java Console. However, its usage is discouraged
as this console has become obsolete and it is no longer available in 11g.

RMAN is a utility that works in a client-server fashion when launched in CLI mode,
or in a three-tier fashion when launched from the EM Console. It commands actions
from the client side and the entire backup and restore operations take place on

the server side using the server storage resources. The database to be managed is
known as the TARGET database. RMAN may optionally use a database to keep
track of the backups. This database is known as the recovery catalog database, and
is an independent database that stores information about the backup operations for
different databases. This database shouldn't reside on the same server as the target
database, and this database must have its own backup strategies. It is a good practice
to perform the RMAN operations using a recovery catalog database, as this not only
provides longer backup records, leveraging the target database control file from
storing this information, but it can also be used to store frequently used

RMAN scripts.

The backups can be stored on a server-side attached disk system, or if available,
they can be stored on tape. A certified tape unit must be configured properly and
for it to properly work with the RMAN script, a third party must supply the Media
Management Library (MML).
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Enterprise Manager

Blca

s

connect

rman>

CATALOG

Command Line Interface

Media Management'
Library

Recovery (Optional)

Catalog
Database
(rcvcat)

Disk Storage
System

Client Side
connect |  _ _
TARGET Server Side
Target
Database MML

Getting started with a Recovery Manager

session

Archivelog mode is mandatory if you wish to get the most out of any backup and
recovery strategy. Archivelog mode is required not only to perform an online backup
but also to unleash the power of all of the recovery strategies. For OLTP databases,
the archivelog mode is necessary.

Both in 10g and in 11g databases a flash recovery area is, if selected at creation time,
defined to store the archivelog files.
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Let's configure the archivelog mode for our demo database:

ssh Packt - ssh oracle !EH
QL> archive log list
atabaze log mode No Archive Mode o
utomatic archival isable
rchive destination USE_DB_RECOUVERY_FILE_DEST
ldest online log seguence 221 =i
urrent log seguence 223
QL
QL)l shutdown immediate ! e
atahase c losed.
atahase dismounted.
RACLE instance shut down.
RAC instance started.
otal System Global Area 268435456 bhytes
ixed Size 1218868 hytes
ariahle Size 188665836 hytes
atabaze Buffers 159383552 hytes
edo Buffers 71688608 hytes
atabase mounted.
QL)l ALTER DATABASE ARCHIVELOG; I o
atabase altered.
QL)lHLTER DATABASE OPEN; i e
atahase altered.
QL> ARCHIVE LOG LIST
atabase log mode Archive Mode
utomatic archival Enabled
rchive destination USE_DB_RECOUVERY_FILE_DEST
ldest online log seguence 221
ext log sequence to archive 223
urrent log seguence 223

This database is currently working in No Archive Mode (A). In order for it to be
configured in Archivelog mode, first it must be shut down in a consistent mode (B).
This means that the shutdown mode must be normal, transactional, or immediate.
The database cannot be shut down in abort mode as the datafiles must be consistent
when Archivelog mode is enabled. Once stopped, the database must be mounted
(C) and the ALTER DATABASE ARCHIVELOG command issued (D). Afterwards
the database can be opened (E) and it will be in Archivelog mode (F) and ready for
online backups.
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¥ Oracle Enterprise Manager (SYS) - Recovery Settings - Mozilla Firefox
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Local

i ° WALID Local
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The database is now in Archivelog Mode (A), and it takes the default %t_%s_%r.dbf
(B) file format for the archivelog files (this format will be explained later in this
chapter), which will be located at the flash recovery area (C).

The flash recovery area can be used to store the archivelog files as well as the RMAN
backups, and it should be frequently monitored to make sure it will always have
enough free space for the daily production environment. If it ever suffers a resource
shortage and the free space is not enough to store the archivelog files, then database
activity will be frozen until the flash recovery area is freed again.
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The Flash Recovery Area is configured by means of two parameters,

the DB_RECOVERY FILE DEST and DB_RECOVERY FILE DEST SIZE. They specify
the physical location of the flash recovery area and the maximum allocated space
for it. The default maximum size is set at 2 Giga bytes, which will most likely be
insufficient for a production environment.

¥ Oracle Enterprise Manager (5YS) - Recovery Settings - Mozilla Firefox

File=  Edit  ¥iew History Bookmarks Tools Help

C; - c 2% (=] I |_] |http:,l’,l’192.168.2.10:1158,|’em,|’console,l’database;’instance,l’recovery?targ( A I " ,.
J I;] Oracle Enterprise Man... E @ LE-5] | E |L-5) | E LE-3) | i
Flash Recovery =

Flash Recovery Area is enabled for this database. The chart shows space

used by each file type that is not reclaimable by Oracle. Performing backups
to a tertiary storage is one way to make space reclaimable. Usable Flash

Recovery Area includes free and reclaimable space.

Flash Recovery Area Location |qu1foracle!ﬂash_recovery_area (F|ash Recovery Area Usage * ]

Flash Recovery Area Size |2 IGB 'l
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Flash Recovery Area Size must be set
iz =t

0%
0%

eclaimable Flash Recoveryu 0%
Area (B) 0%
0%
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Flashback Retention Time |24 |H0urs j
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Now let's configure the RMAN environment:

$ rman target username/password@targetDatabase catalog rcatuser/password@
RecoeryCatalogDatabase

During the RMAN session's start, shutdown or incomplete recovery operations may
take place. The user that connects to the target database must have the SYSDBA role
granted. If the user connects locally at the server, where the target database resides
and OS authentication is enabled, then it is enough to specify target as the

target connect, it is assumed the ORACLE_SID environment variable has been
properly specified.
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RMAN stores the configuration in the control file. The command to display the
current configuration is shown next:

RMAN configuration parameters are:

CONFIGURE
CONFIGURE
CONFIGURE
CONFIGURE

CONFIGURE
default

CONFIGURE
default

CONFIGURE
CONFIGURE
CONFIGURE
CONFIGURE
CONFIGURE
CONFIGURE
CONFIGURE

RETENTION POLICY TO REDUNDANCY 1;
BACKUP OPTIMIZATION OFF; # default
DEFAULT DEVICE TYPE TO DISK; # default

CONTROLFILE AUTOBACKUP OFF; # default

CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F'; #

# default

DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; #

DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1;
ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1;
MAXSETSIZE TO UNLIMITED; # default

ENCRYPTION FOR DATABASE OFF; # default

ENCRYPTION ALGORITHM 'AES128'; # default
ARCHIVELOG DELETION POLICY TO NONE; # default
SNAPSHOT CONTROLFILE NAME TO '/u0l/oracle/oracle/

# default
# default

product/10.2.0/db_1/dbs/snapcf beta.f'; # default

The sHOW ALL command output is explained next.

export ORACLE SID=ORCL
$ rman target /
RMAN> SHOW ALL;

e RETENTION POLICY: Since Oracle 9i Rel. 1, RMAN can specify the retention
period for a backup. Once the retention period has expired the backup is
considered obsolete and it can be purged. The retention policy specifies
this retention period with one out of two mutually exclusive policies. It can
specify that the backup will be retained for an explicit period given that the
RETENTION POLICY is configured to a RECOVERY WINDOW OF n days.
It can also specify a given number of redundant backups (REDUNDANCY
n), which means that after n+1 backups, the oldest backup from this series is
considered obsolete and RMAN can get rid of it.

e BACKUP OPTIMIZATION: This directs RMAN to not backup datafiles
which have not changed since the last backup operation. This option can
be overridden any time if the FORCE modifier is used at backup time.

e DEFAULT DEVICE TYPE: When issuing an RMAN backup or restore
operation, a device channel should be specified, otherwise RMAN will use
the device specified with this parameter.

e CONTROLFILE AUTOBACKUP: This option specifies whether an
automatic copy of the controlfile and spfile will be taken each time
a backup or a structure change takes place.
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e CONTROLFILE AUTOBACKUP FORMAT: By default this is set to %F,
which specifies that backups should be made in the oracle managed file
format. If no path is specified, by default this file is stored in the flash
recovery area, in a directory created by RMAN, which is named after
the sysdate and the backup format. The path where the controlfile
auto-backup is stored can be seen by issuing a simple list backup command.

The next screen shot shows the LIST BACKUP (A) command issued to display
recently taken backups and the automatically generated controlfile backup (B).

e ssh Packt

ecovery Manager complete.
[oracleBalpha 15 rman target ~

ecovery Manager: Release 18.2.8.4.8 - Production on Mon Apr 6 BB:B1:43 2007
Copyright (c> 1982, 2887, Oracle. All rights reserved.

ted to target database: ALPHA (DBID=24A8495379)>

[RMAN LIST BACKUP; L

using target database control file instead of recovery catalog

List of Backup Sets

BS Key Type LU Size Device Type Elapsed Time Completion Time
il Full 2.38M DISK AR:AA: A1 A6—APR-A9

BP Key: 1 Status: AVAILABLE Compressed: NO Tag: TAGZOA?H406THAA1AS

Piece Name: ~uBl-/appsoraclesflash_recovery_areasALPHA backupset-2089_B84_B86 01 _nf_nnndf_T
NG2AA?8406TARALAS 4xm34kng_.bkp

List of Datafiles in backup set 1

File LV Type Ckp SCH Ckp Time HName

4 Full 1182483 B6-APR-B% ~uBl- app-soraclesoradatasalphasusers@l.dbf
FS Key Type LU Size Device Type Elapsed Time Completion Time )
Full 6.88M DISK B8:00:62 B6—-APR-B9

BP Key: 2 Status: AUAILABLE Compressed: NO Tag: TAGZBA?0406THAAL A6

Piece Name: ~uBl-sappsoraclesflash_recovery_areasALPHA autobackup-200%7_@A4_86-0l_mf_s_6834
4866_4xn34nj6_.bkp
Control File Included: Ckp SCH: 1182487 Ckp time: B6—APR-BY
SPFILE Included: Modification time: B5-APR-89%

[RMAN> ;I

e DEVICE TYPE DISK: This parameter is used to configure specific
channel limits.

e DATAFILE BACKUP COPIES: This specifies the number of multiplexed
backups to be generated. By default, it will only generate one single backup.

e ARCHIVELOG BACKUP COPIES: Just like the datafile backup copies
parameter, this parameter configures the number of multiplexed archivelog
backups to be performed.

e MAXSETSIZE: This parameter limits the maximum size for a backup set.
The parameter value is by default specified in bytes. Don't set it unless
you are sure you want to limit the backup set size. If the backup space
requirements exceed this limit the backup operation is aborted.
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e ENCRYPTION: This parameter specifies whether the backup will use the
Transparent Data Encryption (TDE) facility. This feature is only available
in the Enterprise Edition, from 10g Rel. 2 and later. It requires a properly
configured TDE facility.

e ENCRYPTION ALGORITHM: The DBA can specify which particular
encryption algorithm will be used to encrypt the RMAN backups.

e ARCHIVELOG DELETION POLICY: This parameter defines when the
archivelog files are eligible for deletion. This policy applies to all archivelog
destinations. By default this option is turned off. This makes RMAN consider
archivelog files eligible for deletion when either it has already been backed
up at least once or if the archivelog files have already been transferred to their
remote destinations (Data guard configurations). If the flash recovery area
runs out of space, RMAN purges the archivelog files if it determines that the
archivelog files are eligible for deletion based on the previously stated criteria.

The options this parameter can hold are BACKED UP integer TIMES TO DEVICE TYPE
and for a data guard configuration other options are: APPLIED ON STANDBY and
SHIPPED TO STANDBY. The BACKED UP integer TIMES TO DEVICE TYPE command
specifies that the archivelog files won't be eligible for deletion unless n archivelog
backups have been taken, this option can always be overridden by the RMAN
FORCE option.

e SNAPSHOT CONTROLFILE NAME: The snapshot controlfile is a
consistent copy of the controlfile that recovery manager automatically creates
during a backup operation. By default, it is stored in the $ORACLE_HOME/dbs/
sncf$SORACLE_SID.ora file (for Unix like environments) or the $ORACLE
HOME$\database\SNCF$ORACLE_ SID%.ORA file on Windows environments.

e COMPRESSION ALGORITHM: This parameter is available starting with
11g; it declares the compression algorithm to be used by RMAN to produce
zipped backups. It utilizes the BZIP2 algorithm by default.

If a parameter configuration is to be set to its default value then the CLEAR keyword
must be used along with the CONFIGURE command:

CONFIGURE RMAN PARAMETER CLEAR;

If you want to verify the setting of a particular rman parameter, then issue the
SHOW command:

SHOW RMAN PARAMETER;

The sHOW ALL command shows all currently set rman parameters.
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To show the cLEAR command, in the following example, some rman parameters are
modified and then set back to their default values:

sh Packt - ssh oracle@alphasrv

[oracle@alpha ~1% rman target ./

ecovery Manager: Release 18.2.8.4.8 — Production on Mon Apr 6 B8:51:42 26097

opyright (c> 1982, 2887, Oracle. A1l rights reserved.

onnected to target database: ALPHA <DBID=-2488425379>
HRN)'SHOH ALL; » )| o

sing target database control file instead of recovery catalog
MAN configuration parameters are:

ONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default
ONFIGURE BACKUP OPTIMIZATION OFF; # default

ONFIGURE DEFAULT DEVICE TYPE TO DISK; # default
ONFIGURE CONTROLFILE AUTOBACKUP ON;

ONFIGURE CONTROLFILE RUTOBRCKUP FORMAT FOR DEVICE TYPE DISK TO 'xF°; # default
ONFIGURE DEVICE TYFPE DISK P LELISM 1 BACKUP TYPE TQO BACKUPSET; # default
ONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default

ONFIGURE ARCHIUELOG BACKUP COPIEE FOR DEVICE TYPE DISK TO 1; # default
ONFIGURE MAXSETSIZE TO UNLIMITED; # default

ONFIGURE ENCRYPTION FOR DRTRBHSE OFF # default

ONFIGURE EMCRYPTION AL THH 'R 8’5 # defa
ONFIGURE ARCHIUELOG DELETION POLIC? TO NONE; ﬂ default

ONFIGURE SHAPSHOT COMTROLFILE WAME TO °./uBl-/app-oracle/product-s18.2_8.,db_1/dbs/snapcf_alpha_f’;
# default

HFIN)(CONFIGURE RETENTION POLICY TO RECOUERY WINDOW OF 2 DAYS; @ ] e

ew RMAM configuration parameters:
ONFIGURE RETENTION POLICY TO RECOVERY WINDOW OF 2 DAYS;
ew RMAN configuration parameters are successfully stored

MAN> G!ONFIGURE RETENTION POLICY CLEAR; & ] e

1d RMAN conf iguration parameters:
ONFIGURE RETENTION FPOLICY TO RECOVERY WINDOW OF 2 DAYS;
MAN configuration parameters are successfully reset to default value

MAN> SHOW RETENTION POLICY;

N configuration parameters am
ONFIGURE RETENTION POLICY TO REDUN])RNCY 15| # default D

MAND

The SHOW ALL command displays all the current parameter values (A). The next
command configures the recovery window (B) changing it from 1 redundant backup
(default value) to 2 days. Afterwards the CLEAR command is applied on the recently
modified parameter (C), and finally it shows its original value (D).

Format masks used by recovery manager

You can use the following format masks for the files generated by recovery manager.

Format Mask Description

%a Specifies the activation ID of the database

sc Specifies the copy number of the backup piece within a set of duplexed
backup pieces

$d Specifies the name of the database

o\°
g

Specifies the current day of the month from the Gregorian calendar

o\©
(0]

Specifies the archived log sequence number
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Format Mask Description

st Specifies the absolute file number

o\©

F Combines the Database ID (DBID), day, month, year, and sequence into
a unique and repeatable generated name

o°
a3

Specifies the archived redo log thread number
Specifies the DBID

Specifies the month in the Gregorian calendar in MM format

o°  o° o°
2 2 H

Specifies the tablespace name

oP
B

Specifies the name of the database, padded on the right with n characters
to a total length of eight characters

o\°
o]

Specifies the piece number within the backup set

o\©
[0)]

Specifies the backup set number

o\°
o

Specifies the backup set timestamp

o°
=

Specifies the year, month, and day in the Gregorian calendar

o°
[

Specifies an eight-character name constituted by compressed
representations of the backup set or image copy number

o\©
a

Specifies a system-generated unique filename (this is the default setting)

What happens in a user-managed online
backup?

There are two ways to perform a backup; the offline backup and the online backup:
The first one is performed when the database has been cleanly shutdown (normal,
immediate or transactional). The second one is performed when the database is open.

The offline database backup does not require the database to be in archivelog mode;
meanwhile the online database backup requires the database to be in archivelog
mode. An online backup is usually preferable to an offline backup, as an online
backup does not require the database to be shutdown.

For the DBA to be able to perform a recoverable online backup the database must be
in archivelog mode. The backup can be performed either as a user managed backup
or an RMAN managed backup. When the backup starts, Oracle issues a checkpoint
operation against the datafile, this flushes all target related database blocks to the
datafiles belonging to the tablespace; afterwards the datafile header is frozen.
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The next query is used to display the datafile header after the ALTER TABLESPACE
BEGIN BACKUP command is issued.

SQL> select file# "FileNo",
2 status "Status",
3 checkpoint time "ChkptTime",
4 checkpoint change# "ChkptChg",
5 checkpoint count "ChkptCnt",
6 fuzzy "Fuzzy"
7* from v$datafile header
FileNo Status ChkptTime ChkptChg ChkptCnt Fuz
1 ONLINE 29-10:1944 13326323 361 YES
2 ONLINE 29-10:1944 13326323 324 YES
3 ONLINE 29-10:1944 13326323 361 YES
4 ONLINE 29-10:1532 13287836 362 YES
5 ONLINE 29-10:1944 13326323 323 YES
6 ONLINE 29-10:1944 13326323 274 YES
7 ONLINE 29-10:1944 13326323 270 YES

Every datafile on this database has the same checkpoint, except for the datafile
related to the tablespace, which is currently in hot backup mode. This tablespace can
be monitored on the V$BACKUP dynamic view.
SQL> SELECT FILE#, STATUS, CHANGE#, TIME

2* FROM V$BACKUP

FILE# STATUS CHANGE# TIME
1 NOT ACTIVE 0
2 NOT ACTIVE 0
3 NOT ACTIVE 0
4 ACTIVE 13287836 29-10:1532
5 NOT ACTIVE 0
6 NOT ACTIVE 0
7 NOT ACTIVE 0
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Myths related to the online backup method

There are many myths related to the online backup feature, one relates to the amount
of redo information, and another widely spread myth has to do with the datafile
activity. There is additional information stored in the online redo log the first time

a data block is changed when in hot backup mode. Afterwards only the regular log
entries are recorded. The reason why this is the only extra information generated has
to do with the second fact, the datafile has normal read /write activity, except for its
header which remains frozen during the hot backup session. Once the backup starts
it reads the database blocks, but there are two IO levels: that of the database block
and that of the OS block, which happen to have different sizes.

The following diagram shows how the fractured block issue is produced during a
user managed online backup. If the backup operation reads an oracle block and in
the middle of the operation, the RDBMS requests a write operation, the datafile
backup will read an inconsistent database block. If the additional redo information
was not generated then a fractured block issue would be raised, and the recovery
process would not be possible. The datafile header remains frozen as a milestone
telling to the recovery process where it has to start. During the recovery process,
the fractured blocks are repaired and the recovery transaction is performed until
the limit established during the recover session.

User Managed RDBMS
Backup

A
Hot Backup Database Block
read operation write operation

First OS fetch
(Old Block
version)

New Block
Version

Second OS fetch |
(Old Block -
version)

Fractured Disk Storage
Block System

1 Oracle Block=n OS Blocks
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Recovery Manager has a fractured block management system that is comparatively
better. It performs a consistent database block backup by reading a number of OS
blocks equivalent to multiples of database blocks.

Configuring a multiplexed backup

This allows the user to specify more than one backup path. Let's configure two
specific parameters, datafile backup copies for device type disk, and a couple of
channels for disk IO.

RMAN> CONFIGURE CHANNEL DEVICE TYPE DISK FORMAT 'D:\HOME\ORACLE\BACKUP\
RMAN\%U.BUS', 'D:\HOME\ORACLE\BACKUP2\RMAN\%U.BUS';

RMAN> CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 2;
RMAN> CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 2;

Once the path is configured let's backup the database:

RMAN> backup database;

Starting backup at 23-0CT-08

allocated channel: ORA DISK_1

channel ORA DISK 1: sid=146 devtype=DISK

channel ORA DISK 1l: starting full datafile backupset
channel ORA DISK 1l: specifying datafile(s) in backupset

input datafile fno=00001 name=D:\ORACLE\PRODUCT\10.2.0\ORADATA\ALPHA\
SYSTEMO1 .DBF

input datafile fno=00003 name=D:\ORACLE\PRODUCT\10.2.0\ORADATA\ALPHA\
SYSAUX01.DBF

input datafile fno=00005 name=D:\ORACLE\PRODUCT\10.2.0\ORADATA\ALPHA\
EXAMPLEOL .DBF

input datafile fno=00002 name=D:\ORACLE\PRODUCT\10.2.0\ORADATA\ALPHA\
UNDOTBSO01.DBF

input datafile fno=00004 name=D:\ORACLE\PRODUCT\10.2.0\ORADATA\ALPHA\
USERSO01.DBF

channel ORA DISK 1l: starting piece 1 at 23-0CT-08

channel ORA DISK 1l: finished piece 1 at 23-OCT-08 with 2 copies and tag
TAG20081

023T121900
piece handle=D:\HOME\ORACLE\BACKUP\RMAN\03JTS65L 1 1.BUS comment=NONE
piece handle=D:\HOME\ORACLE\BACKUP2\RMAN\03JTS65L 1 2.BUS comment=NONE

channel ORA DISK 1: backup set complete, elapsed time: 00:01:46Finished
backup at 23-0CT-08

Starting Control File and SPFILE Autobackup at 23-0CT-08
piece handle=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
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AUTOBACKUP\2008
10 23\01 MF S 668866848 4J1DMKHS .BKP comment=NONE
Finished Control File and SPFILE Autobackup at 23-0CT-08

Now, let's backup the archivelog files:

RMAN> backup archivelog all delete input;

Starting backup at 23-0CT-08

current log archived

using channel ORA DISK 1

channel ORA DISK 1: starting archive log backupset

channel ORA DISK 1: specifying archive log(s) in backup set
input archive log thread=1 sequence=2 recid=1 stamp=668709676
input archive log thread=1 sequence=3 recid=2 stamp=668709684
input archive log thread=1 sequence=4 recid=3 stamp=668866560
input archive log thread=1 sequence=5 recid=4 stamp=668867197
channel ORA DISK 1: starting piece 1 at 23-0CT-08

channel ORA DISK 1: finished piece 1 at 23-0OCT-08 with 2 copies and tag
TAG20081023T122637

piece handle=D:\HOME\ORACLE\BACKUP\RMAN\05JTS6JU 1 1.BUS comment=NONE
piece handle=D:\HOME\ORACLE\BACKUP2\RMAN\05JTS6JU 1 2.BUS comment=NONE
channel ORA DISK 1: backup set complete, elapsed time: 00:00:09
channel ORA DISK 1: deleting archive log(s)

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
ARCHIVEL

0G\2008 10 21\01 MF 1 2 4HWM3NT8 .ARC recid=1 stamp=668709676

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
ARCHIVEL

0G\2008 10 21\01 MF 1 3 4HWM42SJ .ARC recid=2 stamp=668709684

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
ARCHIVEL

0G\2008 10 23\01 MF 1 4 4J1DBGSV .ARC recid=3 stamp=668866560

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
ARCHIVEL

0G\2008 10 23\01 MF 1 5 4J1DYD7F .ARC recid=4 stamp=668867197
Finished backup at 23-0CT-08
Starting Control File and SPFILE Autobackup at 23-0CT-08

piece handle=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\ALPHA\
AUTOBACKUP\2008

10 23\01 MF S 668867208 4J1DYSBD .BKP comment=NONE
Finished Control File and SPFILE Autobackup at 23-0CT-08
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This configuration has created a duplex backup destination. This is useful when
more than one backup is required in a production environment. The duplex backup
must be specified outside the flash recovery, otherwise an ORA-19806 will be raised.

Configuring the RMAN recovery catalog

Using a recovery catalog is not mandatory, but using one will free the controlfile
from the overhead of keeping track of backups, allowing a longer backup history.
It avoids a single point of failure, and allows the DBA to securely store backup
information in a central repository.

Storing the backup information in the RMAN repository, also allows the DBA to
create and store recovery manager scripts.

The repository is created as a regular schema on a regular Oracle database.

The repository isn't a super database, able to rescue other databases and capable
of rescuing itself; suitable backup strategies must be provided for it so it can be
restored and recovered in case of failure.

The procedure to create the RMAN repository is outlined next:

1. Create a database whose purpose will be that of storing the backup
information. Even though the overhead of managing the backup information
is not meaningful, it doesn't mean it is advisable to create the recovery
repository on an existing database. I would not recommend it. This should be
an independent database responsible for watching over the other databases.

2. Create a regular tablespace; this will be used to store the recovery catalog
schema objects.

3. Create a regular user in the recovery catalog database and assign catalog
administrative privileges to it. Assign the previously created tablespace to it
as its default tablespace. This user can have the database default temporary
tablespace as its temporary tablespace.

4. Make sure the connectivity to this database has been properly setup.

5. Open a recovery manager session and connect to the recovery catalog
database as the recovery catalog owner.

6. Issue the command to create the recovery catalog.

7. Connect to each target database and have it registered against the
recovery catalog.

8. From this point on, the backup environment can call on this site to have all
databases registered against it.

For the purposes of the demonstration, a regular database has been created and it has
been configured.
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Now, let's follow the previous procedure and let's have our environment registered
against the recovery catalog.

8QL> create tablespace RCAT j

2 datafile *subBloraclesoradatasorcl recatBl.dbf’ size 32m autoextend on next 32m

3 extent management local =
4 segment space management auto uniform size 64k

create tablespace RCAT
ablespace created.

BAL> create user rcat
2 identified by oracle

3 default tablespace rcat
4 guota unlimited on rcat

Eser created.

gL} grant connect, resource to rcat;
Grant succeeded.

SQL> grant recovery_catalog_ouner to rcat;
Frant succeeded.

SQL>

oracle@alpha ~1% rman catalog rcat-oracleBorcl e

ecovery Manager: Release 18.2.8.1.8 - Productiqdn on Thu Oct 23 22:41:45 2088
opyright (c> 1982, 2885, Oracle. All rights rdserved.

onnected to recovery catalog database

MAN> CREATE CATALOG: o

ecovery catalog created

MAN> CONNECT TARGET ~ ] o

MAN-BA571 :
MAN-BAS69: =============== ERROR MESSAGE STACK FOLLOWS ===============
MAN-BA571 :
MAN-B6884: ORACLE error from recovery catalog database: RMAN-28881: target database not found i
recovery catalog

MAN> REGISTER DATABASE;

tarting full resync of recovery catalog
ull resync complete

= |

atabase registered in recovery catalog o

In the above demonstration, when trying to connect to the target database,
an RMAN-06004 error shows up, the reason for this is that the database has not been
registered yet against this repository.

It is important to note that the database to be registered has a unique database id,
this information can be taken out of the V$DATABASE dynamic view.

SQL> select name, dbid from v$database;

NAME DBID
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A cloned database won't have a unique DBID. If you register a cloned
M database and if the source database is already registered, then this
Q cloned database will be misinterpreted as a new incarnation of the
source database. Prior to registering a cloned database, you must run
the newdbid utility (nid) against the cloned database.

A simple backup session

The backup command has a wide variety of options, for the purposes of this chapter
we'll keep things plain and simple:

An information systems rule of thumb states:
No matter what, just make sure you have a valid backup for your environment

So let's create a simple full database backup using the BACKUP DATABASE command,
this will create a full backup of our database, and it will be useful to show the main
basic backup and recover RMAN features.

RMAN> backup database;
Starting backup at 23-0CT-08
using channel ORA DISK 1
channel ORA DISK 1l: starting full datafile backupset
. rman Backup progress log ...
channel ORA DISK 1: backup set complete, elapsed time: 00:01:26
Finished backup at 23-0CT-08

Recovery manager only performs the backup on the database files, archivelog files,
controlfile and spfile. It doesn't backup temporary datafiles and redo log files.

Now, let's assume there is a problem with some of our datafiles. Our production
environment may risk being out of business if the failure compromises critical
database files; the point here is what does critical mean in this context? From a purely
Oracle technical point of view, a critical datafile is a file that must be consistent,
available and online for the database to be up and running. The critical files are those
related to the SYSTEM, SYSAUX and UNDO tablespaces. There are other files that
hold the production data and other files such as the temporary datafiles. These can
easily be troubleshooted.
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Loss of critical datafiles: If a technically defined critical datafile is
lost, there is no way to start the database, and the file must be restored
and fully recovered for the database to be open.

% Loss of non-critical datafiles: In this case, the database can be opened

as long as the missing datafiles are declared offline. A recover operation
can take place on the specific missing database files once they have been
restored from a valid backup.

The recovery manager command used to perform the restore and recover operations
are precisely RESTORE and RECOVER. They have a simple syntax. The emphasis in this
book is on the RMAN features rather than the rman syntax.

Backup compression

If limited disk space is available, or a backup across a network environment imposes
bandwidth restrictions, or if the backup is to be transported on media with a limited
storage capacity, then a compressed backup is a good option.

Fast backup compression

The compressed backup can be directly configured as an option for the CONFIGURE
CHANNEL command.

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO COMPRESSED
BACKUPSET;

Once the backup is performed, it will be done in a compressed format.

The compression can also be configured in a non-persistent way, it can be specified
directly as a command option:

BACKUP AS COMPRESSED BACKUPSET DATABASE PLUS ARCHIVELOG;

In order for the DBA to recover from a compressed backup, they just need to issue
the regular RESTORE/RECOVER commands. There are no specific parameters required
to recover from a compressed backup set.
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Let's take a look at the backup with compression enabled:

RMAN> BACKUP AS COMPRESSED BACKUPSET DATABASE PLUS ARCHIVELOG;
Starting backup at 23-0CT-08

current log archived

allocated channel: ORA DISK_1

channel ORA DISK 1: sid=149 devtype=DISK

channel ORA DISK 1: starting compressed archive log backupset...
channel ORA DISK 1l: starting compressed full datafile backupset...
channel ORA DISK 1: backup set complete, elapsed time: 00:00:03
Finished backup at 23-0CT-08

Starting backup at 23-0CT-08

current log archived

using channel ORA DISK 1

channel ORA DISK 1: starting compressed archive log backupset...

Finished backup at 23-0CT-08

The backup takes place just as any other regular RMAN backup. Now let's take a
look at the generated fileset.

These are the files generated by a regular full database backup:

980447232 ol mf annnn TAG20081023T230825 4j2lktyv .Dbkp
7143424 ol mf ncsnf TAG20081023T230936 4j21pr9g .Dbkp
417792 o1 _mf annnn TAG20081023T231218 4j21s4bs .bkp
1776123904 ol mf nnndf TAG20081023T231221 4j21s73t_.bkp
7143424 ol mf ncsnf TAG20081023T231221 4j21lwkc3 .bkp
87040 ol mf annnn TAG20081023T231416_4j2lwsom_.bkp

And these are the files generated with the compress option enabled:

1383424 ol mf annnn TAG20081023T235442 4j208mw3_.bkp
318857216 ol mf nnndf TAG20081023T235445 4j208p3d_.bkp
1114112 ol mf ncsnf TAG20081023T235445 4j20fwk3 .bkp
59392 ol mf annnn TAG20081023T235738 4j20g3r3_.bkp

No Compressed Backup Compressed Backup
Backup set size 2,643 M 307 M
Backup pieces 6 4

In comparison with the regular backup set, the size of the compressed backup set is
significantly smaller and less backup files were produced.
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Improving data set compression with the ZLIB
algorithm (11g only)

One new feature in 11g is more efficient compression, using the ZLIB Algorithm.
In previous releases, RMAN used the BZIP2 algorithm for backupset compression;
however, there was a CPU cost penalty involved. 11g introduced a ZLIB
algorithm, which is less aggressive in terms of CPU usage. The user can decide

which compression algorithm to use by setting a value to the COMPRESSION
ALGORITHM RMAN configuration parameter.

The default value for the Compression algorithm in 11g is:

CONFIGURE COMPRESSION ALGORITHM 'ZLIB';

If you want to revert to the BZIP2 algorithm, just change the setting to reflect this:

CONFIGURE COMPRESSION ALGORITHM 'BZIP2';

If your system doesn't see the CPU compromised when performing a compressed
backup you can consider this technique. If you are performing a backup against a
tape device that also performs some sort of compression, don't mix both techniques,
use either that of the tape or that of RMAN. Mixing both won't lead to a satisfactory
result as you cannot compress an already compressed data set.

- O x
CPU History :I
cPu Hisiory No Compress time=1m 35s
LI EI CPU1 CPU2 —’Ij/a
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The two tests performed show the total time elapsed when the No Compress option
was specified on the backup channel. All the tests were performed against the
default general-purpose 11g database. The first and the last peaks have to do with
the I/O activity related to the read datafile task and the write backup task; the
backup activity takes around 1 minute 36 seconds and the CPU remains around 15%
and 25% within this actual backup period.

Now let's activate the compressed backup feature, first with the BZIP2 algorithm,
next with the ZLIB algorithm:

CPU History

100
80
60
40
20

BZIP2 time=2m16s

100
80
60
40
20

ZLIB time = 1m 26s

El CPU1 CPU2

Here it can be observed, at first glance, the time it took to perform the backup with
the BZIP2 algorithm and the amount of CPU required for each algorithm. When the
BZIP2 algorithm was used, the CPU consumption was between 60% and 70%, and
there were some peaks that consumed near 80% CPU. However, when using the
ZLIB algorithm, the CPU consumption was between 50% and 60%, reaching some
peaks that were for short periods of time between 70 and 80%.

The table below summarizes the results:

Compression Elapsed CPU File size = Compression
algorithm time consumption rate

No Compressed 95 s 15% -25% 1,521 M 1

BZIP2 136's 60% -70% 252 M 0.17

ZLIB 86s 50% - 60% 282 M 0.19

BZIP2 provides a marginally better compression rate at a higher CPU and time cost
than the ZLIB algorithm.
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Faster backups through intra-file parallel
backup and restore operations (11g only)

When a parallel backup takes place there are several backup processes started. Each
one is responsible for processing one file at a time. Oracle is aware that this strategy is
fine for the current average database size, but this strategy soon may not be enough.

This scalable solution for backups is also known as the multi-section backup. Each
datafile is divided into a defined number of sections, each section is defined as a
contiguous range of database blocks, and each parallel process takes care of one section
at a time, so several parallel processes manage a big database file at the same time.

Backup
Datafile media

T e R
[ &
Section 3 { — —

Section 2

Section n I — Efj

Let's issue the command to perform the multi section backup:

# One-off configuration of device type and parallelism.
CONFIGURE DEVICE TYPE sbt PARALLELISM 4;
CONFIGURE DEFAULT DEVICE TYPE TO sbt;

# Divides the tablespace in 512M sectiomns.
RUN {
BACKUP SECTION SIZE 512M TABLESPACE any huge TS;

}

[113]



Recovery Manager Advanced Techniques

Some issues you should keep in mind when performing this kind of backup:

e The file size should be bigger than the section size; otherwise RMAN won't
use multi section backups

e A backup set always includes the whole datafile, regardless of whether it was
produced by multi section backup or not

e If RMAN determines that more than 256 sections will be produced, then
RMAN adjusts the section size to meet this maximum

e The last section size may be less or equal than the defined backup section

Block media recovery

Block media recovery is a powerful and very practical RMAN feature. This feature
allows the DBA to recover from the dreaded ORA-01578 ORACLE data block
corrupted (file # <fileNo>, block # <blockNos) error. In order for RMAN to
be successful in recovering from this error, some conditions must be met:

e The database must be in archivelog mode.

¢ You must have a full database backup. A level 1 incremental backup is not
supported in this scenario because in a missing archivelog scenario the
recovery process would fail.

e If flashback is enabled, RMAN can look for valid block copies, making the
recovery process faster.

In the following example, some blocks were corrupted at datafile 5. The corruptions
were created using the Unix command dd. When querying the database looking for
data using a regular SELECT SQL command, the OrRA-01578 error shows up:

SQL> select * from employees;
select * from employees
*
ERROR at line 1:
ORA-01578: ORACLE data block corrupted (file # 5, block # 84)
ORA-01110: data file 5: '/u0l/oracle/oradata/beta/example0l.dbf’
SQL> select * from departments;
select * from departments
*
ERROR at line 1:
ORA-01578: ORACLE data block corrupted (file # 5, block # 56)
ORA-01110: data file 5: '/u0l/oracle/oradata/beta/example0l.dbf’
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At this point, a dbv command is issued from the command line prompt to find out
the status of datafile 5. DBV here stands for Database File Verifier.
$ dbv file='/u0l/oracle/oradata/beta/example0l.dbf’

DBVERIFY - Verification starting : FILE = /u0l/oracle/oradata/beta/
exampleOl.dbf

Page 16 is marked corrupt
Corrupt block relative dba: 0x01400010 (file 5, block 16)
Bad header found during dbv:
Data in bad block:
type: 67 format: 7 rdba: 0x0a545055
last change scn: 0x0000.0006d15a seqg: 0x1l flg: 0x06
sparel: 0x52 spare2: 0x52 spare3: 0x0
consistency value in tail: 0xd1l5a0601
check value in block header: 0xcb3b

computed block checksum: 0xe446

Several other pages were found to be corrupt:

DBVERIFY - Verification complete

Total Pages Examined : 12800
Total Pages Processed (Data) : 4405
Total Pages Failing (Data) : O
Total Pages Processed (Index): 1279
Total Pages Failing (Index): O
Total Pages Processed (Other): 1581
Total Pages Processed (Seg) : 0
Total Pages Failing (Seqg) : 0
Total Pages Empty : 5515
Total Pages Marked Corrupt : 20
Total Pages Influx : 0
Highest block SCN : 4860803 (0.4860803)
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We already found out that there are problems with our database; it is time to have
them fixed as soon as possible. If a user managed backup is available this would be
the last option, as this is not reliable; if this datafile was already corrupt when the
backup took place, the datafile backup would also be corrupt and this would lead
us to a very complicated situation. RMAN detects the corruptions during a backup
or a backup validate operation. In the following case, we issue the VALIDATE backup
against datafile 5 to verify the datafile:

RMAN> backup validate datafile 5;

Starting backup at 26-0CT-08

allocated channel: ORA DISK_1

channel ORA DISK 1l: sid=145 devtype=DISK

channel ORA DISK 1l: starting full datafile backupset

channel ORA DISK_ 1l: specifying datafile(s) in backupset

input datafile fno=00005 name=/u0l/oracle/oradata/beta/example0l.dbf
channel ORA DISK 1: backup set complete, elapsed time: 00:00:01
Finished backup at 26-0CT-08

This command will fill up the V$BACKUP_CORRUPTION dynamic view.
This information will be useful when RMAN builds up the block fix list:
SQL> SELECT FILE#, BLOCK#, MARKED CORRUPT, CORRUPTION_ TYPE
2 FROM V$BACKUP_CORRUPTION;
FILE# BLOCK# MAR CORRUPTIO

16 YES CORRUPT
56 YES CORRUPT

5
5
5 72 YES CORRUPT
5 84 YES CORRUPT
5

112 YES CORRUPT

This information can also be gathered from the V$DATABASE BLOCK CORRUPTION
dynamic view. We have the file number as well as the specific block number to
repair. Now there are two options to carry out this task:

1. Issue the BLOCKRECOVER DATAFILE file# BLOCK block# command, listing
each corrupted block.

2. Issue the BLOCKRECOVER CORRUPTION LIST command, this will read the
information from the views mentioned above to build the target block list.
This option is easier than the first one when there are several blocks to fix.
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The following rman command reads the corruption list and performs the block
recovery process without prompting the user for each individual block:

RMAN> BLOCKRECOVER CORRUPTION LIST;

Starting blockrecover at 26-OCT-08

using channel ORA DISK 1

channel ORA DISK 1: restoring block(s)

channel ORA DISK 1: specifying block(s) to restore from backup set
restoring blocks of datafile 00005

More restore/recovery information is displayed:

media recovery complete, elapsed time: 00:00:10
Finished blockrecover at 26-0CT-08

The problem is solved and the information recorded in the V$DATABASE BLOCK
CORRUPTION dynamic view is automatically cleared once the problem is solved.

Backup duration and throttling

Performing a database backup is a task that consumes large amount of resources.

If the production system worked from nine to five, Monday to Friday, then we would
easily be able to find a maintenance window, which could be used to schedule the
costly backup operation. But what about a 24x7 system where it is very hard to find

a maintenance window where the backup task must fiercely compete with other
processes to gain access to CPU and I/O resources to achieve the task? The answer,
so far, is simple, the backup must be done, whatever the price to be paid.

Oracle 10g introduced a nice feature that allows the DBA to launch the backup
task reducing system resource consumption. It allows the DBA to control the
backup duration so that the backup may take longer but it will also consume fewer
system resources.
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In the following example a backup operation takes place. As you can see — the first
run shows the amount of CPU consumed by the regular backup operation against
the time that operation takes to complete. On the second run, the duration has been
configured so that the workload against the database is minimized. The backup
operation takes longer, but the advantage of it is the reduced performance impact.
This can be seen in the example below:

Regular backup:
RMAN> BACKUP DATABASE;
Backup duration and throttling:

RMAN> BACKUP

2> DURATION 0:10
3> MINIMIZE LOAD
4> DATABASE;

System, Monitor.

CPU History
100
Regular Backup
80
60
40

20

0

100

80

Minimize Load Mode

60

40

20

0

Database cloning

Cloning a test or development environment after the backup has been taken from the
production environment is a very good opportunity to test if the backup will serve
its purpose. This is not the only time when a database clone is required, there are
several other scenarios, such as providing a fresh environment for developers and
pre-production environments, manually setting up a disaster recovery site, upgrade
preparation, and performance and stress testing, to name just a few.
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Database cloning procedure

Let's assume we have a Source Database named SrRCDB and the target database,
named CLONEDB. A Unix like environment is assumed, but this can be implemented
on Windows as well, just be aware of the particular Oracle implementation on a
Windows platform (orapwd file name, service creation, path format).

When performing the clone process, two channels must be open, one for the target
database, and the second one for the auxiliary database. The auxiliary connection
performs the heavy part of the clone process, this will open a session at the cloned
database and it will perform the restore/recover operations required at the auxiliary
site. The clone database may reside either on the local host or on the remote hosts.

In most cases, due to storage capacity or other factors, the clone database will reside
remotely, so it is important to consider where the backup is located at the remote site;
the same paths must be used and the backup must be transferred to the auxiliary site.
If using a tape based backup, the auxiliary site must have access to the tape device;

it is possible to use Network File System (NFS) to have access to the backup too.

The clone procedure is shown below:

1. Start by creating a password file for the Cloned (CLONEDB) instance:

orapwd file=/u01/app/oracle/product/10.2.0/db_1/dbs/orapwCLONEDB
password=password entries=10

2. Configure the connectivity (tnsnames.ora and listener.ora). Properly
identify the database at the tnsnames.ora and have the instance manually
registered against the 1istener.ora files, both files located at the $ORACLE
HOME/network/admin directory.

3. Manually register the database against the listener (1istener.ora):

(SID_DESC =
(ORACLE_HOME = /u0l/app/oracle/product/10.2.0/db_1)
(SID_NAME = CLONEDB)

)

4. Add the target CLONEDB to the tnsnames.ora:

CLONEDB =
(DESCRIPTION =
(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCP) (HOST = myhost.mydomain.com) (PORT
= 1521))

)

(CONNECT DATA
(ORACLE_SID = CLONEDB)

)
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5.

10.

Reload the listener:

$ lsnrctl reload

Next, create an init . ora file for the cloned database. In case the same
database file paths cannot be used on the auxiliary host, either because it

is the same source host or because those paths are not reproducible on the
target, then proper values for DB_FILE_NAME_CONVERT and LOG_FILE NAME
CONVERT are required.

DB _NAME=CLONEDB

CONTROL_FILES=(/u02/oradata/CLONEDB/control0l.ctl,
/u02/oradata/CLONEDB/control02.ctl,
/u02/oradata/CLONEDB/control03.ctl)

# Convert file names to allow for different directory structure.
DB_FILE NAME CONVERT=(/u02/oradata/SRCDB/,/u02/oradata/CLONEDB/)
LOG_FILE NAME CONVERT=(/u0l/oradata/SRCDB/, /u0l/oradata/CLONEDB/)
# block size and compatible parameters must match those of the
source database

DB _BLOCK SIZE=8192

COMPATIBLE=10.2.0.1.0

Connect to the cloned instance:

ORACLE_SID=CLONEDB; export ORACLE_SID

sglplus /nolog

conn / as sysdba

Create an SPFILE based on the init.ora:

CREATE SPFILE FROM PFILE='/u0l/app/oracle/admin/CLONEDB/pfile/
init.ora';

Start the database in NOMOUNT mode:

STARTUP FORCE NOMOUNT;

Connect to the TARGET, CATALOG, and AUXILIARY databases. In this code
snippet, the clone database process is performed using the catalog database,
but it is not required, it can be performed with or without a recovery catalog.
At the auxiliary site, using RMAN, three connections are open, one for the

Source Database (SOURCEDB), another for the Catalog database (RCAT),
and one more for the cloned database (CLONEDB):

ORACLE_SID=CLONEDB; export ORACLE SID
rman TARGET sys/password@SRCDB CATALOG rman/rman@RCAT AUXILIARY /
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11. Recovery Manager provides the DUPLICATE command to perform the clone
operation. The cloned database can either be completely recovered up to the
last redo entry available or it can be cloned to a point in time, this would be
equivalent to an incomplete recover operation at the auxiliary site. The two
cases are shown below:

o

First case, clone the database in complete recovery mode:
DUPLICATE TARGET DATABASE TO CLONEDB;

Second case, clone the database up to a defined point in time in
the past using an incomplete recover:

DUPLICATE TARGET DATABASE TO CLONEDB UNTIL TIME 'SYSDATE-2';

At the end of this point, the process is finished; the newly created CLONEDB
database is ready to be used as an independent new database.

The pupPLICATE command will take care of the final details. It will create the
controlfile for the cloned environment, restore all datafiles and manage the auxiliary
instance. As an additional task, it will open the database with the resetlogs option
and it will create a new DBID for the cloned database, except for the DUPLICATE . ..
FOR STANDBY case.

Database cloning on the fly (11g only)

As you have seen, Oracle 10g required the database to have a backup, and some
manual preparation must be done prior to the clone process execution. Starting with
11g the DBA is leveraged from some tasks. With 11g, it is no longer required to have
the target spfile created, this can be created on the fly, and there is no need to have

a pre-existing backup from the source database. RMAN reads the original database
files the same way it reads the datafiles for a backup operation and transfers the
on-the fly backup to the auxiliary database using an inter-instance network
connection. RMAN utilizes an in-memory rman script to perform the cloning tasks
at the auxiliary location. Some preparation at the destination site must be still
performed prior to the clone process; the cloned environment must be already
identified with a password file, which holds the same password as that defined at
the source site.
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The following diagram illustrates the clone on the fly procedure using the
DUPLICATE ... FROM ACTIVE DATABASE command. Intermediate files
are not required to clone the database.

A 4

Target DB Auxiliary DB
(Source) (Destination)

The command modifier used to perform the task is FROM ACTIVE DATABASE,
which makes RMAN aware of both the Auxiliary DB (Destination) and the Target
DB (Source). The source database can either be in archivelog or no-archivelog mode.

When this operation takes place, the DBA should be aware of the required resources
at the source database, CPU, I/O and bandwidth, so there may be some overhead
involved during the clone operation. You have seen from previous topics the amount
of resources consumed by a regular backup operation.

When the clone operation takes place, it may be possible that the destination site
doesn't have the same paths used at the source database, so it is required to specify
the DB FILE NAME CONVERT and the LOG_FILE NAME CONVERT, which directs RMAN
as to where the database files (at the destination) are to be created. These parameters
as well as many other parameters can be specified as arguments at the time the
DUPLICATE command is issued. This feature allows the DBA to save time issuing the
ALTER SYSTEM commands at the destination instance.

DUPLICATE TARGET DATABASE

TO CLONEDB

FROM ACTIVE DATABASE

SPFILE
PARAMETER VALUE CONVERT '/u0l','/u02'’
SET LOG_FILE NAME CONVERT '/u0l','/u02'
SET DB_FILE NAME CONVERT '/u0l','/u02'
SET SGA MAX SIZE 512M
SET SGA_TARGET 400M;
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The PARAMETER_VALUE_CONVERT is used to avoid specifying each path related
parameter, this parameter doesn't define the LOG_FILE NAME_CONVERT Or DB_FILE_
NAME_CONVERT parameters.

Inter-platform database migration

When performing an inter-platform migration operation, due to natural OS
incompatibilities, the most commonly used method is a regular export/import
(exp/imp or the Data Pump version). This approach happens not to be a scalable
solution. The amount of data to transfer is directly proportional to the time taken

to complete. Day by day databases are growing larger and the maintenance
windows are becoming narrower, so a logical data transfer may leave us in a very
uncomfortable situation. If the database is 10g Release 1 or higher, the DBA can take
advantage of the inter-platform transportable tablespace feature. The total amount
of time it takes to have the database migrated to the target platform is equal to the
time it takes to prepare all tablespace metadata to be exported, plus the time it takes
to copy the datafiles to the target platform, plus the time to apply the inter-platform
datafile conversion, plus the time it takes to have the metadata imported.

The reason why a datafile belonging to a database created on HP-UX cannot be
read on a database created on a Windows x32 platform, or a datafile belonging to

a database on Linux cannot be read on Solaris is Endianess. Endianess is a term
used in computing and refers to the byte ordering used to represent data. This term
was coined after the Jonathan Swift's novel The Gulliver's Travels which depicts the
conflicts between Lilliput and Blefuscu who discussed which side was the right one
to crack the egg, the little end or the big end. Technically speaking, the big endian
format defines that the most significant byte is stored at the memory location with
the lowest address; the next byte value in significance is stored at the following
memory location and so on. On the other hand, the little endian format states that
the least significant byte value is at the lowest address, and the other bytes follow in
increasing order of significance.

The procedure to transport a tablespace across platforms is as follows:

Make the tablespace read only.

2. Verify that you are working with a valid transportable set, that is
non self-contained tablespaces or tablespaces containing objects belonging
to SYS are not valid.

Extract the metadata with the transport_tablespace option.

4. Check out the source and target endian format, if those are compatible just
proceed, otherwise use RMAN to perform the endian conversion either at the
source or the target platform.
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5. Transfer the datafiles to the target platform (if the DBA decides to perform
the format conversion at the target platform, then the file transference must
be performed first).

Import the tablespace metadata at the target database.
Make the tablespace read/write.

Some important points to consider when performing an inter-platform tablespace
transportation are:

e The source and target database character sets must be the same

e The source and target platforms must have the same Endianess, if this is not
the case; it is when RMAN must perform the endianess conversion.

e The tablespace name must be unique at the target database and the data must
be self-contained. If the tablespace is not unique, then it must be renamed.

Let's create a regular locally managed tablespace on a windows platform. The goal is
to have this tablespace migrated to a server running under a Linux operating system:

SQL> create tablespace MIGRATE TO UNIX TS

2 datafile 'C:\ORACLE\PRODUCT\10.1l.0\ORADATA\ALPHA\MIGRATE TO UNIX
TS 01.DBF' size 64m

3 extent management local

4 segment space management auto uniform size 64k;
Tablespace created.
SQL> create table system.where are you from(

2 Question varchar2 (40),

3 Answer varchar2 (80))

4 tablespace MIGRATE TO UNIX TS;

Table created.

SQL> select * from where are you from;

QUESTION ANSWER

Version Oracle Database 10g Enterprise
Edition Release 10.1.0.5.0 - Prod

OS Platform Microsoft Windows IA (32-bit)

Endian Format Little

SQL> exec dbms tts.transport set check('MIGRATE TO UNIX TS', TRUE);
SQL> SELECT *
2 FROM transport set violatioms;

no rows selected
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The next step is to set this tablespace in read-only mode and have the
metadata exported:

SQL> alter tablespace MIGRATE TO UNIX TS read only;
SQL> create directory DATA PUMP DIR
2* ag 'C:\Oracle\product\10.1.0\admin\alpha\dpdump';

SQL> grant read,write on directory data pump dir to public;

At the OS prompt the export Data Pump utility is invoked to generate a dump file
containing the metadata required to perform the tablespace transportation:

C:\>expdp system/oracle dumpfile=MigrateToLinux directory=DATA PUMP DIR
transport tablespaces=MIGRATE TO UNIX TS

Export: Release 10.1.0.5.0 - Production on Tuesday, 28 October, 2008 2:57
Copyright (c) 2003, Oracle. All rights reserved.

Connected to: Oracle Database 10g Enterprise Edition Release 10.1.0.5.0 -
Production

With the Partitioning, OLAP and Data Mining options

Starting "SYSTEM"."SYS EXPORT TRANSPORTABLE 01l": system/****%x%%
dumpfile=MigrateToUnix direct

ory=DATA PUMP DIR transport tablespaces=MIGRATE TO UNIX TS
Processing object type TRANSPORTABLE EXPORT/PLUGTS_BLK

Processing object type TRANSPORTABLE EXPORT/TABLE

Processing object type TRANSPORTABLE EXPORT/TTE POSTINST/PLUGTS BLK

Master table "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully loaded/
unloaded

R R I I I T I I I T T T
Dump file set for SYSTEM.SYS EXPORT TRANSPORTABLE 0l is:
C:\ORACLE\PRODUCT\10.1.0\ADMIN\ALPHA\DPDUMP\MIGRATETOUNIX .DMP

Job "SYSTEM"."SYS EXPORT TRANSPORTABLE O0l" successfully completed at
02:58
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During a regular transportable tablespace operation, the next step is to have the
related datafile(s) copied to the target platform, but in this case, it is not possible, as
these are two different platforms. So there it is when RMAN comes to the rescue. The
goal of RMAN is to transform the endianess from the source OS to the target OS, and
this operation can take place either at the source or at the

target platform.

# Conversion on a Windows source host to a Solaris destination file.

CONVERT TABLESPACE my tablespace
TO PLATFORM 'Solaris[tm] OE (32-bit)'
FORMAT='C:\Oracle\Orastage\TransportSet\%U';

# Conversion on a Solaris destination host from a Windows source file.

CONVERT DATAFILE=

' /Oracle/Orastage/TransportSet/SourceDatafile0l.dbf’,

' /Oracle/Orastage/TransportSet/SourceDatafile02.dbf’
FROM PLATFORM 'Microsoft Windows IA (32-bit)'
DB_FILE NAME CONVERT

' /Oracle/Orastage/TransportSet', '/u0l/oradata/TARGETDB' ;

Once this is done, just proceed with the regular metadata import operation, so the
tablespace is adopted at the target database and the inter-platform transportable
tablespace operation gets done.

[oracle@alpha ~]$ impdp system/oracle dumpfile=MIGRATETOUNIX.DMP
directory=DATA PUMP_DIR trans

port datafiles=/u0l/oracle/oradata/gamma/MIGRATE TO UNIX TS 01.DBF
Import: Release 11.1.0.6.0 - Production on Tuesday, 28 October, 2008
3:06:19

Copyright (c) 2003, 2007, Oracle. All rights reserved.

Connected to: Oracle Database 11g Enterprise Edition Release 11.1.0.6.0 -
Production

With the Partitioning, OLAP, Data Mining and Real Application Testing
options

Master table "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully loaded/
unloaded

Starting "SYSTEM"."SYS IMPORT TRANSPORTABLE 01": system/***kkkx%
dumpfile=MIGRATETOLINUX.DMP di

rectory=DATA PUMP DIR transport datafiles=/u0l/oracle/oradata/gamma/
MIGRATE TO UNIX TS 01.DBF

Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK
Processing object type TRANSPORTABLE EXPORT/TABLE
Processing object type TRANSPORTABLE EXPORT/TTE POSTINST/PLUGTS BLK

Job "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully completed at
03:06:39
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Migrate to and from an ASM environment

RMAN is the only available method to migrate from and to ASM environments.
ASM is an efficient and reliable storage mechanism that first appeared in 10g Rel. 1.
There are two ways to backup an ASM environment, one is by means of a low level
disk dump, which performs a complete raw device dump and does not allow the
DBA to select individual storage structures such as tablespaces or datafiles; the other
method is by means of Recovery Manager. Today, ASM seems pretty complex and
abstract for several DBAs, but once it is setup and is up and working, it is seamless
to work with it, and it is quite the same as if it was a regular storage unit with
tablespaces and datafiles. The flash recovery area, redologs, backups, and datafiles
live in there and are managed just like any other regular database file.

The database could have been created in an ASM environment since the very
beginning, but what about if this was not the case? Is there a means to move datafiles
inside an ASM storage unit? Or is there a way to take a datafile out of an ASM
environment and convert it into a regular datafile without recreating the physical
structure. The answer is RMAN, which, by the way, is the only available method to
backup and restore individual datafiles.

This code snippet performs the migration of not only a datafile, but also the whole
database from a regular environment to an ASM storage unit. The commands are
launched from an rman prompt:

# Start nomount to perform controlfile level operations.
STARTUP NOMOUNT;

# The controlfile is copied from its current position

# to the DiskGroup inside the +ASM instance

RESTORE CONTROLFILE FROM '/u0l/oracle/oradata/orcl/control0l.ctl’';
# The database can be mounted now

ALTER DATABASE MOUNT;

# This operation will perform the database copy

# to the +DiskGroup destination

BACKUP AS COPY DATABASE FORMAT '+DiskGroup';

# This command updates the controlfile and declares

# that the official database files are those recently copied
SWITCH DATABASE TO COPY;

# Renames all redolog files to logfiles inside the ASM

# this command must be issued for each existing redo log file

SQL "ALTER DATABASE RENAME '/u0l/oracle/oradata/rdo0l.log' to
'+DiskGroup';

# This opens the database and creates a new redolog file set
# inside the ASM

ALTER DATABASE OPEN RESETLOGS;
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Don't forget about the temporary datafiles, rman doesn't
manage the temporary datafiles, so the DBA must be aware
of this prior to releasing the database to production.

H*+ = H HF

Finally get rid of the old temporary datafiles
SQL "ALTER TABLESPACE TEMP ADD TEMPFILE";
SQL "ALTER DATABASE TEMPFILE '/u0Ol/oracle/oradata/temp0l.dbf' DROP;

The old database files at the regular file system can now be removed. At this point
the database has been migrated to the ASM environment. If the DBA wants to
manage a hybrid environment, then it is possible to use the cory command to
manage individual database files.

General backup advices

As previously stated, no matter what, you must always have a valid backup. A
backup is protection for a company's most valuable asset, its data. Throughout the
years, I have heard thousands of Halloween tales related to loss of data. Some good
advice is listed next. The following is not a complete set of best practices, and the
DBA should always make sure to have a tested backup/recovery procedure to be
efficient and effective in restoring data, in case of failure.

e Always check the backup output log.
e The validity of a backup should never be taken for granted.

e If possible, periodically use your backup to replicate the production
environment on a test or development environment to verify it can be used to
recover the production environment in case of failure.

e  Watch out for scheduled backups that are synchronized with other file
processing routines. More than one backup has been rendered corrupt after
a batch zip assumed it had ended at a specified pont in time. If the backup
is to be processed further, then the Oracle 10g/11g scheduling mechanism
should be used, this allows the DBA to create asynchronous tasks and
program OS activities.

e Before any major change or any maintenance task that compromises data,
a backup should be performed.

e Periodically verify that the recovery procedures meet the maintenance
windows agreed with the users.
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e Never deploy a new application to a production environment unless it has
been thoroughly tested in a development environment.

e Consider a replicated site, a data guard of some sort for your production
environment, in case of failure at the primary site you'll always have a plan B
where your production will continue uninterrupted.

e Create a scaled down copy of your production environment where you can
put to the test all possible failure scenarios, it is very important to keep in
good shape by practicing different recovery techniques and make sure that in
case of a real failure you are prepared to apply the right recovery strategy in
the least possible time.

e After each backup, make sure you have a doubled backup copy at a remote
location; this will ensure that in case of site failure you can always have a
second valid copy of your data.

e Keep the backup media stored in a physically safe place.

Summary

When the production data, the most company's valuable asset, is involved —checking
the status of the backup procedures, verifying those will take back our database

safe and sound, measuring both, time it takes and space it requires are some of the
common tasks a DBA must perform.

Thinking today of the old, de facto deprecated, User Managed Backup concept is
equivalent to taking our database back to the 7.3 prehistoric ages. Since Recovery
Manager first appeared as a new feature back in 8.0, it has never stopped evolving.
Release after release, Oracle has continuously developed new features, improving it
and making it more user friendly. Starting with Oracle 9i, RMAN has introduced a
set of new features that has turned this tool into the default choice to perform backup
and recovery strategies. Oracle is always improving this tool and making it more
efficient. Both in 10g and 11g there are several features oriented to make the backup
and recovery session more productive, and more manageable.

It is an absolute must to make sure you have a valid procedure to bring back to

life your database in case of failure, but it is equally important to know how to
perform this procedure in the most efficient way. This chapter has focused more on
the RMAN features that provide efficiency and manageability rather than on the
command syntax. RMAN is a very extensive topic, and when addressing it there are
never enough pages, but the chosen topics and the way they were explained here
had the purpose of hopefully making you aware that there are always more efficient
ways to perform must-do tasks.
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Once a backup has been taken the second part of the process is to perform the restore
or recover operation. This is an operation no one wants to have to undertake, but you
must be prepared to do so if it is required. This chapter deals with the recovery tasks

from the recovery manager point of view.

All the scenarios assume that you have a database in archivelog mode and a valid
backup which was taken using recovery manager. The database used to perform the
demonstrations is a regular general purpose database created with the DBCA.

The scenarios are performed with the SYSDBA role because this role can manage
the Oracle instance and it can perform incomplete recovery operations.

Oracle database recovery

There are two situations when a database recovery process will be required, one is
after an instance failure, and the other is after a media failure. The recovery process
takes information from the redo log files or the archivelog files as required and applies
the changes found there against the datafiles. The applied changes depend on each
individual datafile, and they range from the last applied change against the datafile to
the last System Change Number (SCN) recorded at the control file.

The recovery process will read the transactions and it will apply all the recorded
changes against the datafiles, the changes are from either committed or uncommitted
transactions. During the first recovery phase all changes stored in either the archive
log files or the redo log files are applied against the datafiles (this is known as rolling
forward). During the second recovery phase all uncommitted transactions are rolled
back. The recovery process ends when all the changes have been applied against the
database files or if the DBA explicitly defined a point where the recovery process must
stop, then the recovery process will end when the recovery manager reaches that point.
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The controlfile is a critical file during the recovery process as this file contains the
information that marks the transactional point the database must reach to perform a
complete recovery process.

Instance failure

An instance failure happens when the database did not receive the last checkpoint
before the instance was shutdown, leaving the datafiles in an inconsistent state. This
can happen when a SHUTDOWN ABORT command is issued or when the host is abruptly
shutdown after a power failure and there was no way to properly shutdown the
database with a SHUTDOWN NORMAL | IMMEDIATE | TRANSACTIONAL command. At
startup time Oracle realizes there is a difference between the SCN information stored
in the controlfile and the SCN information recorded at the datafile headers. Once

the difference has been stated the System Monitor Background Process (SMON)
starts an automatic instance recovery process by reading the missing transactions
from the redo log files and applying them against the datafiles requiring them. This
process does not require DBA intervention and it does not require the database to

be in archivelog mode. Once all the transactions have been applied the database is
automatically opened by the instance.

Media failure

A media failure happens when a datafile gets corrupted or lost. This requires the
DBA to take a valid backup and restore the missing datafile or datafiles to their
original location (if possible) or to a different location. The last applied transaction
found in the restored datafiles comes from the backup time, which most probably

is far away from the range stored at the redo log files, so it is required to read the
missing transactions from the archivelog files. At this point the startup process will
be stopped thus letting the DBA know that a database recovery process is required.

If the database is not in Archivelog mode then it is not possible
\y .
~ to apply a database recovery process and in the best case
scenario the only information that will be restored will be from
the last valid offline backup time.

In the following image a recovery process takes place:

The first step restores the missing datafiles from a valid backup.

2. At this point all physical structures are available but there are missing
changes, so a recovery process is required.

3. Once the process is finished the database is open.
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Complete recovery

The following image depicts the complete recovery process. In a complete recovery
all pending changes are applied against the database files. The recovery goal is
determined after the information stored in the controlfile.

1. Inacomplete recovery scenario only the missing or corrupt datafiles need to
be restored.
The recovery process aims to recover the inconsistent datafiles.

3. Once the process is finished the database is open.
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The log sequence number (the monotonically increasing number that counts the
number of log switches) continues from the last sequence number.

RESTORE 0 RECOVER 9

x I mmmp mmm) ) Roliforward
Database
Backup II. <G Rollback

alter database open; e
Applied
Transactions
Complete Recovery v #/Iissing
ransactions

Incomplete recovery

In an incomplete recovery process the applied changes are behind the maximum
change number recorded at the control file. The process requires the DBA to restore
all data files (temporary files are not considered) from a valid backup. All other

physical structures remain unchanged.

N Don't touch the controlfile and the redo log files as they identify
the highest possible SCN to which the restore may be performed.
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The process requires the DBA to define the recovery goal. This can be specified in
terms of a timestamp, a System Change Number, or a specific log switch number.
Once the recovery process has reached the recovery goal it is stopped and the
database is opened with the RESETLOGS option. The log switch number is reset to 1
and it is recorded as a new database incarnation. The database changes that were
made between the recovery goal and the last database SCN will be lost forever.

Before an incomplete recovery process takes place it is advisable to have a valid
backup so you can rollback the scenario just in case things don't work as expected.

M In particular, some DBAs will make an additional copy
Q of all online redo logs as these files store critical information
used during recovery.

You must be aware that the control file contents are modified after the process is
finished. You must have a control file backup so that the scenario can be restored to
its initial state just as if nothing had happened.

RESTORE RECOVER

x I. mmm) ) mm) Roliforward
Database
Backup II. ¢ Rollback

SCN SCN
= ===
0 Restore all datafiles e Lost transactions
e alter database open resetlogs;

Applied
- Transactions

Incomplete Recovery ’ v Missing
Transactions
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An incomplete recovery process is required when you want to take the database
back to a point in time to undo a critical change that cannot be undone in any other
way. It is also required if a missing archive log prevents a complete recovery from
completing, or if a backup control file is used.

In RMAN there are three ways to define the target point in time for an incomplete
recover, by means of the sequence log switch number, the SCN, or by time stamp.

Syntax Description
UNTIL TIME = 'date Specifies a time as an upper limit. RMAN selects
string' only files that can be used to recover up to but not

including the specified time.

UNTIL SCN = integer Specifies an SCN as an upper limit. RMAN selects
only files that can be used to recover up to but not
including the specified SCN.

UNTIL SEQUENCE = integer Specifies a redo log sequence number and thread as

THREAD = integer an upper limit. RMAN selects only files that can be
used to recover up to but not including the specified
sequence number.

The THREAD parameter makes sense in RAC
environments.

The following examples are rman commands used to perform an incomplete recover:

Incomplete recover defined by timestamp:

RMAN> RESTORE DATABASE UNTIL TIME "TO DATE('10/04/09', 'MM/DD/YY')";

Incomplete recover using a redo log switch number:

RUN {
SET UNTIL SEQUENCE 9876 THREAD 1;
RESTORE DATABASE;
RECOVER DATABASE; # recovers through log 9875
ALTER DATABASE OPEN RESETLOGS;

}
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In this example an incomplete recover utilizes the SCN as the recovery
goal definition:

RUN {
RESTORE DATABASE;
RECOVER DATABASE UNTIL SCN 123456; # recovers through SCN 123455
ALTER DATABASE OPEN RESETLOGS;

}

Loss of data files

When a media loss occurs it can hit either critical or non-critical data files or a
combination of both. In the event of media loss several Oracle storage structures

may be compromised, this includes redo log files, control files and temporary files
also. Non critical database files are all database file except those that belong to the
SYSTEM, SYSAUX, and UNDO tablespaces. The critical data files are those that belong to
the SYSTEM, SYSAUX, and UNDO tablespaces. The procedure to recover from a loss of
datafiles, either critical or non-critical is quite the same, the difference comes after the
database possibility to be open with the damaged data files offline and perform the
recovery process when the database is open.

Queries used to diagnose data files

There are two basic queries that are frequently used to diagnose problematic data
files. The first one is used to display the information in the data file header. The
second one is used to display the data files requiring to be recovered.

Datafile Header: The data file header stores vital information used by the SMON
background process at start-up time to determine if the data file is consistent or

not. This information includes the SCN. If the database received its last checkpoint
before the Oracle instance was shutdown then the SCN will be consistent, otherwise
the SCN won't match that stored in the control file and this will alert SMON. By
querying the datafile header you will know if the datafile is or is not consistent. The
following query is used to query the datafile header:

col FILE NAME for a45
col TIMESTAMP for a9
col FILE# for 9999

select D.FILE#,
D.NAME FILE NAME,
H.CHECKPOINT CHANGE#,
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to char( H.CHECKPOINT TIME, 'HH24:MI:SS') TIMESTAMP
from VSDATAFILE D, VSDATAFILE HEADER H
where D.FILE# = H.FILE# ;

[oraclePalpha ™1% sglplus ~ as sysdba -

SQL*Plus: Release 18.2.8.4.8 — Production on Tue Jun 2 B6:58:55 2089

Copyright (c> 1982, 2887, Oracle. All Rights Reserved. =
Connected to:

Oracle Database 18g Enterprise Edition Release 18.2.8.4.8 — Production

ith the Partitioning,. Oracle Label Security, OLAP. Data Mining Scoring Engine

land Real Application Testing options

SQL> col FILE_NAME for adb

2QL> select FILEH,
2 NAME FILE_NAME Datafiles
3 from USDATAFILE;

FILE# FILE_NAME

1 ~subl appsoraclesoradatasalphassystemdl .dbf
2 sudlsappsoraclesoradatasalphasundoths8l . dbf
3 rublsappsoraclesoradatasalphassysanxdl (dbf
4 subl/appsoraclesoradatasalphasusers@l . dbf

5 subl/appsoraclesoradatasalphasexampledl .dbf

SQL> col FILE_NAME for adb
SQL> col TIMESTAMP for a%

SQL> col FILER for 9999

SQL>

SQL> select D_FILEH, Datafile Header
2 D.NAME _FILE_NAME, i
3 H . CHECKPOINT _CHANGE#, Information
1 to_char( H.CHECKPOINT_TIME, ’HH24:MI:SS’> TIMESTAMP

5 from USDATAFILE D, USDATAFILE_HEADER H
6 where D.FILE# = H.FILE# ;

FILE# FILE_NAME CHECKPOINT _CHANGE# TIMESTAMP
1 subl-/appsoraclesoradatasalphassystendl.dbf 2515595 B6:49:32
2 sudlsappsoraclesoradatasalphasundothsB8l . dbf 2515595 B6:49:32
3 rublsappsoraclesoradatasalphassysanxdl .dbf 2515595 B6:49:32
4 sudl/app-soraclesoradatasalphasusers@l . dbf 2515595 B6:49:32
5 sudl/appsoraclesoradatasalphasexampleBdl .dbf 2515595 B6:49:32
oLy _ El

Recover File: The inconsistent datafiles are reported at the VSRECOVER_FILE
dynamic view. It is important to query this view since at startup time, after SMON
has determined that there are data files that required to be manually recovered, a
message will be displayed showing only the first inconsistent data file. The complete
list of inconsistent data files is shown with the following query:

col FILE# for 9999
col FILE NAME for a45
col ERROR for a25

select D.FILE#,

D.NAME FILE_NAME,

R.ERROR
from V$RECOVER_FILE R, VSDATAFILE D
where R.FILE# = D.FILE#;

[138]



Chapter 5

et ssh Packt - ssh oracle@alphasrv

col FILE# for 9999

col FILE_MNAME for a45

col ERROR for a25

select D.FILE#

from USRECOUER_FILE R, USDATAFILE D
vhere R.FILE# = D.FILE#;

FILE# FILE_NAME ERROR

D.NAME ~ FILE_NAME,
R.ERROR

SQL>

4 sudl/appsoraclesoradatasalphasusers@l.dbf FILE NOT FOUND
5 sudl/appsoraclesoradatasalphasexampledl .dbf FILE NOT FOUND

Loss of a non-critical datafile

From the Oracle perspective a non critical file is a file that does not prevent the
database from being opened if it is taken off line. Certainly, the DBA must assess
how critical a datafile is from the business' perspective. However, technically
speaking Oracle can be operational if a non-critical datafile is damaged.

When a non-critical datafile is missing, the procedure to bring back the database to
the open state and fully recovered is as follows:

1.

Try to open the database. As at least one datafile is missing the Oracle
instance won't open the database and an error will be displayed.

Identify the missing data files.
Proceed to restore the previously identified data files from a valid backup.

At this point it is up to the DBA to put offline the restored datafiles and open
the database or just proceed to the recover process

Recover the datafile or datafiles.

If the database was open before the recover process was executed on the
problematic data files then just put online the recovered data files. Otherwise,
if the database was left in a mount state then proceed to open the database
once the recover process is finished.
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In the following scenario, a non-critical datafile has been lost. Two datafiles
belonging to the USERS and EXAMPLE tablespaces are deleted on purpose. This will
create an error at startup time. When a datafile is missing, only the first missing
datafile is reported in the SQL prompt. So, we need to find out the complete list of
missing datafiles. A query is issued to find all problematic datafiles.

QL> select name from vSidatafile;
AME
[— |
udl sappsoraclesoradatarsalphassystem@l .dbf
ufl sappsoraclesoradatasalphasundotbs@1l . dbf
udl sappsoraclesoradatarsalphassysauxdl .dbf
udl  appsoraclesoradatarsalphasusers@l.dbf -
udl sappsoraclesoradatarsalphasexampledl .dbf "
gB These datafiles are removed
QL> host »m ~uBl-app-oraclesoradataralphasexampledl.dbf on purpose
QL> host »m suBl-appsoraclesoradatarsalphasusers@l.dbf \
QL> SHUTDOWN ABORT
RACLE instance shut down.
QL>
QL> STARTUP ~ -
RACLE instance started.
otal System Global Area 167772168 hytes An error shows up when the
ixed Size 1266368 hytes i i
e IS ize 104868952 hotos instance tries to open the D.B.
atabase Buffers 54525952 bytes
edo Buffers 7118848 bytes “
Database mounted.
ORA-P1157: cannot identify~slock data file 4 — see DBUR trace file
ORA-P1118: data file 4: ’ uBl-rappsoraclesoradatasalphasusers@l.dbf’
SQL>
SQL> col FILE# for 9999
SQL> col FILE_NAME for a4b
8QL> col ERROR for a25 .
SQL> Find out which datafiles
SQL> select D.FILE#. isai
2 D.NAME ~ FILE_NAME, IEITISS I C
3 .ERROR
4 from USRECOUER_FILE R, USDATAFILE D
5 where R.FILE# = D.FILE#;
FILE# FILE_NAME ERROR
4 sudl/appsoraclesoradatasalphasusers@l.dbf FILE NOT FOUND
5 sudl/appsoraclesoradatasalphasexampledl .dbf FILE NOT FOUND
SQL> _I

A recovery manager session is opened to proceed with the recovery process. This
will show that there are two non-critical datafiles missing, so the recovery process
can take place while the database is open.

A new rman session is started. rman is directed to restore the missing data files from
the backup media. As these data files are not critical for the database to be open the
datafiles are set offline, the database is open and the recovery process can take place
while the database is in a productive state. Then rman determines which one is a
suitable backupset for the restore and recovery operations.
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You must remember that critical and non-critical is an adjective qualified
from the Oracle perspective, not from the production environment

s point of view, so you must assess if you can afford to partially enter into
production with the remaining data structures.

ssh Packt - ssh orac
[oracleBalpha ~1
ecovery Manager: Release 18.2.8.4.8 — Production on Tue Jun 2 B7:16:16 2689
opyright {(c> 1982, 2887, Oracle. All rights reserved.

rman target ~

onnected to target database: ALPHA (DBID=2488495379. not open’

MAN> RESTORE DATAFILE 4. 5;

tarting restore at B2-JUN-89 Restore datafiles from a
2ing target database control file instead of recovery catalog i

llocated channel: ORA_DISK 1 valid rman backup
hannel ORA_DISK_1: sid=155 devtype=DISK

hannel ORA_DISK_1: starting datafile backupset restore

hannel ORA_DISK 1: specifying datafile<s)? to restore from backup set

estoring datafile BAEA4 to ~uBl- appsoraclesoradatasalphasusers@l.dbf

estoring datafile BAAAS to ~ubl- appsoraclesoradatasalphasexampleBl .dbf

hannel ORA_DISK_1: reading from backup piece suBl- appsoraclesflash_recovery_areasALPHA-backupse
~/288%2_06_0A1/0l_nf_nnndf_TAG2ZAA?A6A1T18424A_528sv174__hkp

hannel ORA_DISK_1: restored backup piece 1

iece handle=-suBlapp-oracle/flash_recovery_area/ALPHA backupset-288%_B6_B1/01l_nf_nnndf _TAGZBB78
B1T184240_528s0v174__bkp tag=TAG2BA706A1T184240

hannel ORA_DISK_1: restore complete,. elapsed time: BB:88:45

inished restore at B2-JUN-B89

MAN> RUN { SQL 'ALTER DATABASE DATAFILE 4 OFFLINE’ ; >
gl statement: ALTER DATABASE DATAFILE 4 OFFLINE

MAN> RUN { SQL 'ALTER DATABASE DATAFILE 5 OFFLINE' ;
gl statement: ALTER DATABASE DATAFILE 5 OFFLINE

MAN> ALTER DATABASE OPEN;

The datafiles are set offline and
the database is open

atabase opened

MAN

At this point, the database has entered into production, the users can start opening
sessions in the database. The recovery process takes place at this point. It is enough
to issue the recover command from the rman prompt. The recover process takes place
only at the datafile level, it points to the specific datafiles that are offline.
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In the image the RESTORE procedure is shown, it is not a requirement to open the
database. You only have to put the missing datafiles offline. The missing datafiles
can be restored and recovered after the database is open.

h Packt - ssh orac r

EI"IRN) RECOUER DATAFILE 4, 5; _Ij

Btarting recover at B2-JUN-B9

using channel ORA_DISK_1

mtarting media recovery

archive log thread 1 sequence 189 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHA archivelog 2087 _0A6_A10l_nf_1_10%_528vhgpd_.arc

larchive log thread 1 sequence 118 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHA-archivelog/2089_B6_Al/0l_mf_1_118_528vdjpr_.arc

archive log thread 1 sequence 111 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHA archivelog 2087 _#A6_A1l-01l_mf_1_111_ 528vdngj_.arc

archive log thread 1 sequence 112 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHAarchivelog-2889_86_Bl-0l_mf_1_112 528vdspz_.arc

archive log thread 1 sequence 113 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHA archivelog 2087 _0A6_A1l-01l_mf_1_113_528vdupz_.arc

larchive log thread 1 sequence 114 is already on disk as file ~uBlrappsoraclesflash_recovery_area
ALPHAarchivelog/2089_WA Al n1 mf 1 114 LR2Ruw399%t _awe

archive log thread 1 se soraclesflash_recovery_area
RL:Hﬂ/alichiuiloga2?B9_ lostlash

archive log threa se soraclesf lash_recovery_area
ALPHA archive logy2009 rman performs tr'_le recovery process.

cnanne% g§2£§§¥j= sta It reads and applies the required on

channe : res :

archive log thread=1 se arChweIOQ files.

channel ORA_DISK_1: rea ecovery_areasALPHA backupse

t~2082_B6_B1./01_nf_annn

channel ORA_DISK_1: restored bhackup plece 1

piece handle=-suBl /app-soraclesflash_recovery_areasALPHA-backupset 2889 _B6_01.01_nf_annnn_TAGZBA78

6A1T184327 528sx@87__hkp tag=TAGZARIA6A1T184327

channel ORA_DISK 1: restore complete. elapsed time: BB:80:02

larchive log filename=-suBl- app-soraclesflash_recovery_areaALPHA-archivelog/208%_86_82- 01 _nf_1_188

| 52bhgddbw_.arc thread=1 sequence=188

channel default: deleting archive log{s)>

archive log filename=/uBl- app-oracle/flash_recovery_areasALPHA/archivelog 2089 _B6_@A2/01_mf_1_188

| 52hgddbw_.arc recid=94 stamp=688467948

larchive log filename=-suBl- app-soraclesflash_recovery_areaALPHA-archivelog/208%_86_81-01l_nf_1_18%9

| 528vbgp4_.arc thread=1 sequence=18%

archive log filename=suBl- app-soracle/flash_recovery_areasALPHA/archivelog-200%_06_B1- 01 _mf_1_11@

| 528vdjpr_.arc thread=1 sequence=118

larchive log filename=-suBl- app-soraclesflash_recovery_areaALPHA-archivelog/208%_86_81-01l_mf_1_111

| 528vdmgj_.arc thread=1 sequence=111

archive log filename=/uBl-app-oracle/flash_recovery_areasALPHA archivelog/200%_B6_@A1/01_mf_1_112

| 528vdspz_.arc thread=1 sequence=112 LI

The last step in this recovery process is to put back online the recovered datafiles:

SQL> ALTER DATABASE DATAFILE 4 ONLINE;
SQL> ALTER DATABASE DATAFILE 5 ONLINE;

In the next image the datafiles are set online and the status is verified from the
V$DATAFILE HEADER dynamic view. There it can be seen that there are no more
datafiles listed in the VSRECOVER_FILE view, this means all missing datafiles have
been recovered and there are no further recover actions to be performed.
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ssh Packt - ssh oracle@alphasrv

SQL> col FILE# for 9999
BQL> col FILE_NAME for adb5

SQL> col ERROR for a2 There are no more datafiles listed

SQ%) select g:ﬁéﬁg:, FILE_NAME, in the VRECOVER_FILE view

3 R.E
4 from USRECOUER_FILE R, USDATAFILE D
5 where R.FILE# = D.FILE#;

no rows selected

SQL> col FILE_NAME for a45
SQL> col TIMESTAMP for a? i i
CoLs col FILER or 2999 All datafiles are synchronized with
SqQL> the latest available change

SQL> select D.FILE#.
2 D_NAME FILE_NAME.
3 H.CHECKPOINT _CHANGE#.
4 to_char{ H.CHECKPOINT_TIME, ’HH24:MI:$S&'> TIMESTAMP
5 from VUSDATAFILE D, USDATAFILE_HEADER H
6 where D.FILE# = H.FILE# ;

FILE# FILE_NAME CHECKPOINT_CHANGE# TIMESTAMP

suBlsappsoraclesoradatasalpha~systendl .dbf 2537856 @7:47:57
sublappsoraclesoradatasalpha~undothsBl.dhbf 2537856 B7:47:57
suBlsappsoraclesoradatasalpha~sysauxl . dbf 2537856 @7:47:57
suBlsappsoraclesoradatasalphasusers@l .dbf 2537856 @7:47:57
suBlsappsoraclesoradatasalpha~exampleBl .dbf 2537856 @7:47:57

SQL> _ LI

P b

Loss of a temporary datafile

Temporary tablespaces are never backed up. They are not considered as part of
a backup strategy. A temporary datafile can always be recreated if required. Its
information is not considered critical for database recovery purposes.

Starting 10g Rel. 2 at database open time Oracle automatically rebuilds the missing
temporary datafiles.

In the following scenario, the user used for demonstration purposes is SYs connected
as sYSDBA. The temporary datafile configuration is that of the default database
created with the DBCA assistant.

Originally, the datafile is physically located in the directory reported by the
V$TEMPFILE dynamic view (A). A query explicitly requiring sort segments is issued
(B). In the middle of the sort operation from another OS session the temporary
datafile is physically removed and some errors are displayed on the screen letting the
user know that some temporary datafiles are missing (C).
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+  If the temporary datafile is lost then the database operations
% requiring temporary segments will be interrupted and
"~ an ORA-01565 and ORA-27037 errors will be displayed.

It is confirmed that the file has been physically removed from the file system (D).

The datafile belonging to the temporary tablespace TEMP is lost. In this scenario

it is enough to bounce the Oracle instance for this issue to be corrected. Oracle
automatically recreates the missing temporary datafile at startup time (E). This can
be confirmed by taking a look at the file system. The temporary datafile has been
recreated at its original location (F).

~ ssh Packt - ssh oracle@alphasrv

SQL=*Plus : Release 18.2.8.4.8 — Production on Thu Jun 11 84:24:12 2889
opyright (c> 1982, 2887, Oracle. A1l Rights Reserved.

onnected to:

Oracle Database 18g Enterprise Edition Release 18.2.8.4.8 — Production

ith the Partitioning, Oracle Label Security. OLAP. Data Mining Scoring Engine
and Real Application Testing options

SQL> SELECT NAME FROM USTEMPFILE;

|/uBi sappsoraclesoradatasalphastempdl . dbf o
SQL> SELECT A.SEGMENT_NAME, B.SEGMENT_NAME Tempfile is removed
2

FROM DBA_SEGMENTS f. DBA_SEGMENTIE B from another OS session
3 ORDER BY 2, e

1;
SELECT A.SEGMENT_NAME. B.SEGMENT_NAME

[ERROR at line 1:
ORA-B1565: errvor in identifying file *~/uBl-appsoraclesoradatasalphastempBdl.dbf’ o

ORA-27837: unable to obhtain file status
inux Error: Z: No suc e or directory
Additional information: 3

BQL> host ls —1 ~uBl- appsoraclesoradatasalphastempdl.dbf
[1s: /uBl/appsoracleroradatasalphastempdl.dbf: No such file or directory o

IS0L> STARTUP FORCE e

ORA instance started.

otal System Global Area 167772168 bytes
Fixed Size 1266368 bytes
ariable Size 92278088 hytes
Database Buffers 67188864 hytes
Redo Buffers 7118848 bytes

Databhase mounted.
Database opened.

SQL>

BQL> host ls —1 ~uBl- app-oraclesoradatasalphastempdl.dbf

|—1-u—1- ————— 1 oracle dha 33562624 Jun 11 B4:29 /uBl/appsoraclesoradatasalpha-stempdl.dbf o

BaQL> j

Managing temporary datafiles

In the previous scenario the database was shutdown to force the temporary
datafile creation at startup time. This means that the database's availability was
compromised while the shutdown or startup procedure took place.
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In the following scenario it was not needed to restart the database. It was enough
to simply create a new temporary datafile (G) and get rid of the lost datafile
definition (H).

gL> STARTUP FORCE
RACLE instance started.

otal System Glohal Area 167772168 bytes

ixed Size 1266368 hytes

i i 222780B8A hytes

67108864 hytes

7118848 bytes

atabase mounted.

atabase opened.

QL>

gL> host 1s -1 ~uBl- appsoraclesoradatasalphastempBl.dbf

PU—p————— 1 oracle dba 33562624 Jun 11 84:29 ruBl-app-oraclesoradatasalphastempBl.dhbf

QL> SELECT A.SEGMENT_NAME, B._SEGMENT_NAME

2 FROM DBA_SEGMENTS A, DBA_SEGMENIS B i

5 ORDER BY 3. 13 Tempfile is removed _
ROM DBH _SEGMENTS A, DBA_SEGMENTS B from another OS session

RROR at line 2:
ORA-BA1565: ervor in identifying file *~/uBl/appsoraclesoradatasalphastempdl.dbf’
ORA-27837: unable to obhtain file status

Linux Error: 2: Mo such file or directory

Additional information: 3

2QL> host 1s —1 ~uBl/appsoraclesoradatasalphastemnpdl .dbf
ls: ~uBl-app-/oraclesoradatasalphastempdl.dbf: No such file or directory

SQL) ALTER THBLESPHCE TEMP
ADD TEMPFILE ‘.- uBl- appsoraclesoradatarsalphastempB2 . dbf’ size 128m autoextend on; e

Tablespace altered.

SQL>| ALTER TABLESPACE TEMP
2 | DROF TEMPFILE '~ uBl-app-oraclesoradatasalphastempBl.dbf’;
Tablespace altered.

sQL> _ j

Loss of a critical datafile

The critical datafiles must be online in order for the oracle instance to be able to open
the database. If a critical datafile is lost then a recovery operation must be performed
so the database can be opened.

When a critical database file is lost, the procedure to bring the database back to
business is as follows:

1. Try to open the database, the procedure will stop the database at the mount
point and the error message will show the missing datafile or datafiles.

2. Verify at the V$RECOVER_FILE how many other datafiles are missing besides
the one reported in the previous error.

3. Issue the restore command. This will restore the correct datafile from the
backup media.

4. As the database won't allow the datafile to be set offline a recover operation
must take place.
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Once the complete recovery process is finished, to alter the database status so it gets
to the open state. At this point the recovery process is finished and the database is

taken back to its production state.

In the next example three critical datafiles are lost. For demonstration purposes the
datafiles belonging to the SYSTEM, SYSAUX and UNDO tablespace were deleted on
purpose. When the DBA tries to open the database an ORA-01157 error is displayed
letting the DBA know that there is a problem with datafile 1. This is not the only
datafile missing, so a query against the VSRECOVER_FILE view is required to find out

how many other datafiles are missing.

ssh Packt - ssh oracl

FILE# NAME

SQL> select FILE#. NAME from USDATAFILE; =

suBlsappsoraclesoradatasalphassystemdl.dbf
suBlsappsoraclesoradatarsalphasundoths@1l . dbf
suBl appsoraclesoradatarsalphassysauxdl .dbf
suBl-appsoraclesoradatarsalphasusers@l . dbf

suBlappsoraclesoradatarsalphasexanpledl .dbf

[ -RLY L)

SQL> SHUTDOWN ABORT
ORACLE instance shut down.
SQL> STARTUP

ORACLE instance started.

Total System Global Area
Fixed Size

Variabhle Size

Datahase Buffers

[Redo Buffers

Databhase mounted.

167772168 hytes
1266368 bytes
187855296 hytes
58331648 hytes
7118848 bhytes

SQL> col FILE# for 9999
SQL> col FILE_NAME for a4b
SQL> co1 ERROR for a2b

SQL> select D.FILE#.
2 D.NAME  FILE_NAME.
RROR

R.E
USRECOVER_FILE R, USDATAFILE D
R.FILE# = D.FILE#;

3
4 from
5%  where

FILE# FILE_NAME

BQL> HOST »m ~uBl- app-soraclesoradatasalpha~system@l.dbf
BQL> HOST »m ~udl- app-soraclesoradatarsalpha~undoths@l . dbf
BQL> HOST »m ~uBl- app-soraclesoradatasalpha~sysaux@l.dbf

ORA-B1157: cannot identify-slock data file 1 — see DBUR trace file
ORA-B1118: data file 1: '/uBl.app-oraclesoradatarsalphassystemBl . dbf’

Three critical datafiles are deleted
on purpose

=

At startup time the instance cannot
open the database and the ORA01157
error is displayed

Detailed information about the missing
datafiles is queried from the
V$RECOVER_FILE dynamic view

ERROR

1 sublrappsoraclesoradataralphassystemdl.dbf
2 sudlrapprsoraclesoradatasalphasundothsBl . dbf
3 rublrappsoraclesoradatasalphassysauxdl.dbf

B QL>

FILE NOT FOUND
FILE NOT FOUND
FILE NOT FOUND
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A look at the related alert<SID>. log file, will show information about the missing
datafiles too.

ALTER DATABASE OPEN

Tue Jun 2 10:13:05 2009

Errors in file /u0l/app/oracle/admin/alpha/bdump/alpha dbwO 28543 .trc:
ORA-01157: cannot identify/lock data file 1 - see DBWR trace file
ORA-01110: data file 1: '/u0l/app/oracle/oradata/alpha/system0l.dbf’
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

Tue Jun 2 10:13:05 2009

Errors in file /u0l/app/oracle/admin/alpha/bdump/alpha dbwO 28543 .trc:
ORA-01157: cannot identify/lock data file 2 - see DBWR trace file
ORA-01110: data file 2: '/ul0l/app/oracle/oradata/alpha/undotbs01l.
dbf!

ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

Tue Jun 2 10:13:05 2009

Errors in file /u0l/app/oracle/admin/alpha/bdump/alpha dbwO 28543 .trc:
ORA-01157: cannot identify/lock data file 3 - see DBWR trace file
ORA-01110: data file 3: '/u0l/app/oracle/oradata/alpha/sysaux0l.dbf’'
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

ORA-1157 signalled during: ALTER DATABASE OPEN...

Three critical datafiles are missing, so it is not possible to open the database unless
these files are completely recovered.

A critical database file cannot be set offline, and the database cannot be opened until
the datafile is completely recovered.
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In this recovery scenario, rman performs the restore and the recovery operation of the
missing datafiles. Once they are completely recovered the database is open and the
recovery process finishes.

ssh Packt - ssh oracle@alphasrv
[oraclePfalpha ™15 rman target
ecovery Manager: Release 18.2.8.4.8 - Production on Tue Jun 2 18:52:37 2889 =
opyright (c> 1982, 26887. Oracle. HAll rights reserved.

onnected to target database: ALPHA {(DBID=2488495379. not open’
MAN> RESTORE DATAFILE 1.

2. 3;

tarting restore at B2-JUN-89 The missing datafiles

sing target database control file instead of recovery catalog are recovered from the
llocated channel: ORA_DISK 1 i
hannel ORA_DISK_1: sid-155 devtype-DISK backup media

: starting datafile backupset restore
: specifying datafile{s) to restore from backup set
#aEAl to ~uBl-appsoracleroradatasalphassystemdl.dbf
BBAP2 to ~uBl/app-soraclersoradatasalphasundothsBl.dbf
#aea3 to /uBl/app/oracle/oradata/alpha/sysauxﬂl dbf
: reading from backup piece ~uBl- appsoracle-flash_recovery_areasALPHA-backupse
/2887 _86_81/01_nf_nnndf _ TRGZBB?BGBlTlS‘lZ‘lB _528sv174__bkp
hannel ORA_DISK 1: restored bhackup piece 1
iece handle=/uBl- appsoracle/flash_recovery_areasALPHA-backupset-208%9_B6_@A1-0l1_nf_nnndf_TAGZBH78
A1T184240 528svl1?4_.bkp tag=TAG2HA?A6A1T184240
hannel ORA_DISK 1: restore complete. elapsed time: B@:8@:45
inished restore at B2-JUN-B9

MAN> RECOUVER DATAFILE 1.

2. 3;
The recove rocess
tarting recover at B2-JUN-89 ryp

using channel ORA_DISK_1 takes place

=tarting media recovery

larchive log thread 1 sequence 18% is already on disk as file ~uBli-app-oraclesflash_recovery_area
ALPHA/archivelog-200%_B6_0B1/01_mnf_1_18%_528Bvhgpd_.arc

LE R

larchive log filename=-uBl-app-soraclesflash_recovery_areasALPHA archivelog 2087 _B6_B2-01_mf_1_133
| 52hjBctx_.arc thread=1 sequence=133

media recovery complete. elapsed time:= 88:81:86
Finished recover at B2-JUN-8%

IRMAN> ALTER DATABASE OPEN; Once finished, the
database is open

database opened

RMAN> _

L=

Loss of redo log files

The redo log files are written by the background process Log Writer (LGWR) with
the information stored at the log buffer. If the log files are not available the process
gets stuck, the transactional activity in the database is frozen and an error message
is written to the alert.log file (ORA-00313: open failed for members of log
group ## of thread ##), as shown in the next screenshot.
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-

e LLT) Al

RCH: Archi opped,. error occurred. Will continue retryin q q

un un BC E L — Archival errors displayed
WORACLE Instance alpha — Archival Error

Bun Jun /) 19:14:45 JHIY

RBA-16838: log 2 sequence## 11 cannot be archived
ORA-PAA312: online log 2 thread 1: '~-ubl/app-oraclesoradatasalphasredoB2.log’
Bun Jun Y:i14:4 iy
Errors in file ~uBl.app-/oraclesadmin/alphasbdump/alpha_arcl_4864.trc:
ORA—-16838: log 2 sequencelf 11 cannot be archived

ORA—BA8312: online log 2 thread 1: ' uBl- appsoraclesoradatasalphasredoB2.log’
Sun Jun 7 19:14:58 2889
Errors in file ~uBl- appsoraclesadninsalphasbdunpsalpha_arcl 4864.trc:
RA-B8313: open failed for members of log group 2 of thread 1 ORA-00313
RA—-BA31 online log 2 thread 1: ‘rsuBl-appsoraclesoradatasalphasredoB2.log’

RA-27837: unable to obhtain file status

Linux Error: Z: No suc ile or directory

Additional information: 3
Sun Jun 7 19:14:58 2889
Errors in file ~uBl-app-soraclesadmin-alphasbhdumpsalpha_arcl_4864.trc:
ORA—BAB313: open failed for members of log group 2 of thread 1
ORA—BA831 online log 2 thread 1: ‘rsuBl-appsoraclesoradatasalphasredoB2.log’
ORA-27@37: unable to obhtain file status
Linux Error: 2: Mo such file or directory

Additional information: 3 .
Sun Jun 7 19:15:13 2009 Clearing log file
ALTER DATABASE CLEAR UNARCHIVED LOGFILE GROUF 2

009

Bun Jun 7 19:15:12 2

JARNINGY* CLEARING REDO LOG WHICH HAS NOT BEEN ARCHIUED. BACKUPS TAKEN
BEFORE B6.-87-2089 19:14:45 (CHANGE 2944941> CANNOT BE USED FOR RECOUERY.

learing online log 2 of thread 1 sequence number 11

Bun Jun 7 19:15:48 2009

ALTER DATABASE DROP LOGFILE GROUP 2

Sun Jun 7 19:15:47 2889

Starting control autobackup

ontrol autobackup written to DISK device

Declared

28274.5 P4 j

When a loss of redo log files occurs there are two different scenarios which depend
on the status of the lost redo log. If the lost redo log had the status of inactive it is not
critical. It is just enough to logically remove the group and rebuild it. On the other
hand, if the status of the lost redo log file was CURRENT, then the situation may get
complicated as the CURRENT status means the redo log was at that time written by the
LGWR process, and the DB Writer (DBWR) process had not yet synchronized the
datafiles by writing the dirty blocks from the DB buffer cache to the datafiles.

The query used to monitor the redo logs is:

col GROUP# for 99999
col STATUS for A8
col MEMBER for A40

select F.GROUP#,

SEQUENCE#,

L.STATUS,

MEMBER
from VSLOGFILE F, VSLOG L
where F.GROUP# = L.GROUP#
order by GROUP#

/

These scenarios are detailed in the next sections.
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Loss of the inactive redo log group

In this scenario, it is assumed that there are three redo log groups with no
multiplexed members. The loss of an inactive redo log group means all the available
members of an inactive group are lost or corrupt.

INACfIVE CURRENT

The problem will be noticed when the LGWR tries to perform the log switch and it
tries to make the broken redo log group CURRENT. The redo log group does not
physically exist, so the transactional activity is frozen and an error starts to show up
in the alert.log file.

ORA-00313: open failed for members of log group 1 of thread 1

ORA-00312: online log 1 thread 1: '/u0Ol/app/oracle/oradata/alpha/
redo0l.log'

ORA-27037: unable to obtain file status
Linux Error: 2: No such file or directory
Additional information: 3

logfile 1 open failed:313

*** 2009-06-03 05:40:23.138 21373 kcrr.c

The missing redo log group makes the database stop all transactional activity until
the redo log group gets cleared. The redo log group cannot be archived, so the
information previously stored there will be lost. The command issued to clear the
redo log group is:

SQL> ALTER DATABASE CLEAR UNARCHIVED LOGFILE GROUP 1;
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The number evidently depends on the log group number reported in the alert.log
file. After the command has been issued, Oracle automatically recreates the redo log
file and it continues as if nothing has happened. You don't need to shutdown and
re-open the database, and the normal users activity is resumed.

. You must be aware that since the CLEAR UNARCHIVED option was
% issued an archived log file is missing, thus creating a gap. You must
Z— perform a complete backup as soon as possible. Otherwise you will
face an incomplete recovery scenario due to missing archivelog files.

Loss of the current redo log group

This scenario is similar to the previous one. The main difference here is that the lost
redo log is the one marked as CURRENT. This is a very serious situation as this means
the information that was currently being written by the LGWR is lost, the changes
were not written to the archivelog destination yet and there is no way this can be
retrieved elsewhere. In this scenario you will face an incomplete recovery situation and
you will loose the data stored at that time in the current redo log group.

=

CURRENT INACTIVE

NI

SE
N

In the case of the loss of the current redo log, the procedure involves an incomplete
recover scenario. You should be aware that all the changes recorded in the redo log
do not longer exist, they used to be at the redo log buffer, and they were flushed
when the entries were written to this redo log file.
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In the following scenario there were several transactions applied against the
database. After the commit is confirmed, all the changes are recorded at the
CURRENT redo log group. The CURRENT redo log group is lost. At this point
an incomplete recovery takes place. There may still be transactional activity at the
database, but sooner or later all the transactional activity will be frozen.

Once the database is not able to handle any more transactions all transactional
activity will be stuck until the situation that prevents the redo entries from being
stored in the redo log files is corrected. In the meantime all attempts to login to the
database will be greeted with this error message:

[oracle@alpha ~]$ sqglplus scott/tiger

SQL*Plus: Release 10.2.0.4.0 - Production on Fri Jun 5 23:48:09 2009
Copyright (c) 1982, 2007, Oracle. All Rights Reserved.

ERROR:

ORA-00257: archiver error. Connect internal only, until freed.

Enter user-name:

At this point the first reaction the DBA may have is to shut down the
L= instance. In this kind of scenario this will lead to a definite loss of data.

In the following scenario the CURRENT redo log file is lost after a high
transactional activity.

e leccionar ssh Packt - ssh oracle@alphasrv
qL> »
1# insert into scott.employees select = from scott.employees
3696 rows created.
QL> »
1% insert into scott.employees select * from scott.employees
7392 rows created.
L> =
1% insert into scott.employees select * from scott.employees
4784 rows created.
QL>
1%* insert into scott.employees select * from scott.employees
89568 rous created.
QL> commit;
ommit complete.
QL> col GROUPH for 99999
QL> col STATUS for A8 A
QL> col MEMBER for A48 After several transactions have
QL > A
aL> select  F.GROUPH, taken place in the database the
2 SEQUENCER, CURRENT redo log group is lost.
3 L.STATUS.
4 MEMBER
5 from USLOGFILE F, USLOG L
6 where F.GROUPH# = L.GROUPH
? order by GROUPH
8
ROUPH SEQUENCE# STATUS  MEMBER
1 288 IMACTIVE ~uBl/app-oracle/oradatasalphasredodl.log
B /oracle/oradatasalphasredoB2.lo
3 199 INACTIVE /uBl/app-oracleoradatasalpha-redoB3.log
=AY host rm /udl/app-oraclesoradatasalphas/redoBd2 . log
sqL> =
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As soon as the database gets frozen and the ORA-00257 error is displayed the
DBA performs a shutdown abort (A) against the database. When the DBA tries to
open the database (B) the errors ORA-00313, ORA-312 and the error ORA-27037
are displayed; these errors mean that there is a missing redo log that contained
information required to perform the instance recovery (C). By taking a look at

the original directory where the redo log file was supposed to be found the DBA
confirms that the redo log file has disappeared (D).

ORACLE instance started.

otal System Global Area 167772168 hytes
ixed Size 1266368 bytes
ariahle Size 92278888 hytes
atabase Buffers 67188864 hytes
edo Buffers 7118848 bytes
atabase mounted. ]

RA—BB313: open failed for members of log group 2 of thread 1

RA-BB312: online log 2 thread 1: ‘- ubl- app-soraclesoradatasalpha-sredoB2.log’ |4 o
RA-27837: unable to obtain file status M

inux Error: 2: No such file or directory

dditional information: 3

QL> host 1ls -1 '~uBl-/appsoraclesoradatasalpha-redoB2.log’
s: suBl/appsoraclesoradatasalpha-redoB2.log: No such file or directory
SQL> select GROUPH#. STATUS, FIRST_CHANGE# from USLOG;

GROUPH# STATUS FIRST_CHANGE#

1 ACTIVE 3019959 .

SHeTTUE 3353%*5_\3 " e The first change found in the
J° current redo log

SQL> select FILE#. CHECKPOINT_CHANGE# from USDATAFILE_HEADER; \ ]

FILE#{ CHECKPOINT _CHANGE# ]
4

i 3815145
2 3815145 J‘

P -

-~

-

o The last change applied to the
datafiles

L% 7

3 3815145
4 3815145
5 3815145

SQL> select CONTROLFILE_CHANGE# from U$DATABASE; ~
The change that must be

-
CONTROLFILE—C“““GE“L e applied to the datafiles to be
L 3025326 J fully recovered

L% 7

SaL> LI

Three queries are performed to show why it is not possible to recover information
and why the loss of a CURRENT redo log file implies an incomplete recovery
operation. In the first query (E) the change number ranges are retrieved from the
redo log files:

select GROUP#,
STATUS,
FIRST CHANGE#
from VSLOG;
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By the time the Oracle instance was shut down the change number recorded at the
datafiles (F) so far can be retrieved with this query:

select FILE#,
CHECKPOINT CHANGE#
from V$DATAFILE_HEADER;

There is a third query that finds out the last change the database should have to be
considered consistent (G), this information is the change number recorded at the
control file.

select CONTROLFILE CHANGE#
from VSDATABASE;

The following table describes the scenario faced by the database

Change Number Value
Change Number from the controlfile 3025326
Change Number from the redo logs 3024793

Last Change applied against the datafiles =~ 3015145

The datafiles must be at the change number 3025326, which was in the missing redo
log file. Oracle cannot make up this information and there is no way to recover it,
so an incomplete recovery process must be started by the DBA and all the changes
stored in the missing redo log will be lost.

After an incomplete recovery you must get a full database backup as soon as
possible. This will be your new restore point after the reset logs operation.

Before starting the incomplete recovery you must make sure you have a valid
backup you can use to undo the incomplete recovery just in case something does not
work as expected.

A rman session is started. The rman command shown in the following image
performs three operations:
e Defines the point where the incomplete recovery process will be (H)
e Performs the restore operations (I)

e Performs the recovery process bound to the condition defined in the first
bullet (J)
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The rman code used to execute the recover process follows:

RUN({
SET UNTIL SEQUENCE=201;
RESTORE DATABASE;
RECOVER DATABASE;

}

The first clause defines the point where the recovery manager process will be
stopped (201), which is the redo log number of the lost log file. The second clause
performs the restore operation (all datafile) and the last clause will execute the
recover process bound to the constraint defined in the first clause.

v ssh Packt - ssh oracle@alphasrv

[oracleBalpha ~1% vman target ~
ecovery Manager: Release 18.2.8.4.8 — Production on Sat Jun 6 22:58:59 2889
opyright {(c> 1982, 2807. Oracle. All rights reserved.

onnected to target database: ALPHA (DBID=-2488495372. not open’ =

> RESTORE DATABAS *
> RECOUER DATABASE; J
5> >

tarting restore at B6—JUN-89
zing target database control file instead of recovery catalog
1llocated channel: ORA_DISK_ 1

hannel ORA_DISK_1: sid=154 devtype=DISK

LEDL N I R SR Bl s tarting datafile backupset restore o o
hannel ORA_DISK _1: specifying datafile{(s> to restore from backup set

estoring datafile BABAL to ~ubBl- app-oraclesoradatarsalphassystemdl.dbf

#AAA2 to AuBl-/app-soraclesoradatarsalphasundothsB1l.dbf

B#BPA3 to ~suBl-appsoraclesoradatarsalphassysauxdl . dbf

#@8B4 to suBlsappsoraclesoradatasalphasusers@l.dbf

AAAAS to /uBi/app/nracle/nradata/alpha/exampleﬂi dhf

: reading from backup piece suBl-approracleflash_recovery_areasALPHA-backupse
~2089_86 BG/o1_mf_nnndf_FULLB9BGBGBSS9 52ntB705_.bkp

hannel ORA_DISK_1: restored backup piece 1

MAN> RUN_{
> SET UNTIL SEQUENCE=201;/}§ 0

( Restore Messages ]

txecuting command: SET wuntil clause

tarting recover at B6—JUN-B9 ( Recover Process ]
using channel ORA_DISK_1

ztarting media recovery
media recovery complete, elapsed time: BB:80:82

Finished recover at B6—JUN-8%
LGGLMBALTER DATABASE OPEN RESETLOGS;
° ( Open Resetlogs ]

atabase opened J

MAN> =]

Once the process has finished an ALTER DATABASE OPEN RESETLOGS
command is issued, this resets the log switch number to 1 and it starts a new
database incarnation.
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M When the incomplete recover process has finished you must take a full
Q database backup as soon as possible, this will be your lifeboat in case
something happens shortly after resetting the log sequence.

Test restore

A production environment cannot be conceived without a backup policy. Not having
a backup compromises overall productivity directly or indirectly related to the
database. It is pretty evident that your job and that of the people responsible for the
operation will be compromised as well. Performing a backup is a must do task in all
production environments, but testing the backup doesn't seem to be as important for
some corporations. Testing a backup is as important as performing the backup itself.

a1

~ A useless backup is equivalent to not having a backup at all. At the least,
it wastes time that could have been used to formulate alternate strategies.

When asked about a backup policy most declare they have one implemented. On
the other hand, when asked about a test policy, very few hands are raised. Then,
what is the acid test for every backup? Most of the times the answer is: it is required
after a real life failure scenario. The reason why most people don't implement a test
policy is because of a lack of resources. It is very difficult for some companies to
have a duplicated environment to test the backup each time a new backup is taken.
The rman test restore feature is a convenient way to validate the backup will work as
expected when needed. The test restore rman command performs the restore cycle
without actually restoring the database

In the following scenario a retention policy of three redundant backups is defined.
A test restore is performed against each backupset.

The command issued to test each backupset is:

RESTORE VALIDATE DATABASE FROM TAG='Tag name';

If the backup is valid then it will show a validation complete message.
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e ssh Packt - ssh oracle@alphasrv
[rman_target /]
Release 18.2.8.4.8 - Production on Sun Jun 7 22:58:34 2089

[oraclelfalpha ™1

Recovery Manager:
opyright (c> 1982, 2887, Oracle. All rights reserved.
onnected to target database: ALPHA <(DBID=-2408495379>
RMAN> SHOW RETENTION POLICY;

31ng target datahase control flle instead of recovery catalog

43 B F A DISK a7-JUN-82 i i YES TAG2A0?0687T223108 e

49 B F A DISK a7-JUN-82 i i YES TAG2A020687T223411
hb B F A DISK a?7-JUN-8? i i YES TRGZBE?BBB7T223623

L P RESTORE UALIDATE DATABASE FROM TAG='TAG2ZAA?A6A7T223168’" ;

Starting restore at B7-JUN—-B?

allocated channel: ORA_DISK 1

hannel ORA_DISK 1: sid=159 devtype=DISK

allocated channel: ORA_DISK_2

hannel ORA_DISK 2: sid=148 devtype=DISK =

LELT R RS Pl s tarting validation of datafile backupset o
LENTEN R R Ml < tarting validation of datafile backupset

hannel ORA_DISK_2: reading from backup piece /uBl-/app-soracle-flash_recovery_areasALPHA backupse
»#280087_06_07-0l_nf_nnndf _ THGZBB?BBB7T223138 _5S2s1lhxyp_.bkp

hannel ORA_DISK_ 1: reading from backup piece /uBi/app/oPacle/flash_recnuery_area/ﬂLPHﬂ/hackupse
~2089_86_07/01_nf_nnndf _TAG20078607T223108_52s1hxsj_.bkp

hannel ORA_DISK 1: restored backup piece 1

piece handle=suBl- app-oracle flash_recovery area/ﬁLPHﬂ/hackupset/2BB9 B6_8701_nf _nnndf _TAGZBA78

b@7T223108_52sihxsj__bkp tag=TAG2ARIBR6A?T223108
hannel ORA DISK 1% elapsed time: 09:08:49
hannel ORA_DISK 2: restored backup piec

piece handle=-uBl- app-oracle-f lash_recouearea/ﬁLPHH/hackupset/2BB?_36_37/01_lnf_nnndf_TﬂGZBB‘}B
6A7T223108_52s1hxyp_.bkp tag=TAGZAA?@6A7 ."#=7 188

hannel ORA_DISK 2: ualldatlon LR elapsed time: BB:88:4%
[Finizhed restore at B7-JUN-BY

RMAN> _ LI

Once an rman session is started (A) the retention policy is displayed (B) as well as
the backup summary information (C). The test backup is performed against each
backupset. The outcome from the first backup test shows the message starting
validation of datafile backupset (D). rman will read the backupset and will simulate
a database restore operation. Once the process is finished it shows the validation
complete (E) message. This means the backup is sound, and it is considered valid for
recovery purposes. The complete test for each backupset is not shown in the image,
but it is enough to replace the tag name in the restore command.
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Crosscheck command

The crosscheck command is used to validate the physical backup is located where
rman thinks it is. rman stores the backup information either in the controlfile or

in the rman repository. If a restore operation needs to be carried out, rman determines
the best suitable backupset and archivelog files required to successfully perform

the recover process. If the backup is not where it is supposed to be then there will

be problems.

In the following scenario rman validates the backup sets:

ssh Packt - ssh oracle@alphasrv

| Al
LULME LIST BACKUFP OF TABLESPACE USERS SUMMARY; o

Backups

Ke T¥ LU § Device Type Completion Time #Pieces #HCopies Compressed Tag

43 B F A DISK a7-JuUN-B9 1 1 YES TAG28A8687T2231688
itd B F A DISK a7-JuN-B89 1 1 YES TAG28A98687T223411
56 B F A DISK @7-JUN-B9 1 YES TAG208986A7T223623
1L CROSSCHECK BACKUPSET TAG='TAG2BB?06B87T223623°; e

sing channel ORA_DISK_1

sing channel ORA_DISK_2 /

rosschecked backup piece: FEllL U= TN (D QM)A DY

ackup piece handle= /uBi/app/oracle/flash_recouery area/ALPRA/backupset-2089_06_B7-01l_nf_nnndf_T
GZBB‘}BEB?T223623 _S2z1srrh 9
‘HUHILRBLE’

h
rosschecked backup piece: found to he

ackup piece handle=-suBl - app-oracle ash_recovery_areasALPHA/backupset/2887_B6_A7-01_mf_nnndf_T
G20P986687T223623_52s1sr2b_.bkp recid=868 stamp=6889748583

rosschecked 2 obhjects

Ll b CROSSCHECK BACKUPSET TAG='TAGZOA?B687T223411°; a =

sing channel ORA_DISK_ 1

sing channel ORA_DISK_ 2

rosschecked backup piece: Fiinli Q=g TR 1) g M)A o

ackup piece handle=ruBl-app-oracle-flach_recovery_areasALPHAsbackupset 2889 _B6_87-01_nf_nnndf_T
G20096687T223411_52slomtt_.bkp recid=73 stamp=688948451

rosschecked 1 objects

rosschecked backup piece: ERILT R Ity g B x

ackup piece handle=ruBl app-soracle-flash_recovery_areasALPHA backupset/2089_86_B7 01_nf_nnndf_T
G28898687T223411_52s1onk2_.bkp recid=72 stamp=688748452

rosschecked 1 objects

LUl b LIST EXPIRED BACKUPSET ; e

List of Backup Sets

BS Key Type LU Size Device Type Elapsed Time Completion Time
itd Full 83.88M DISK BB:88:58 a@7-JUN-89
BP Key: 72 Status: EXPIRED Compressed: YES Tag: TAG2OA90607T223411

Piece Name: AuBl- appsoracle-sflash_recovery_areaALPHA/backupset/2089_06_0B7 01l_nf_nnndf _T
NG20698607T223411_52s1onk2_.bkp
List of Datafiles in backup set 4%
File LU Type Ckp SCH Ckp Time Hame

i Full 38840889 B7-JUN-B8% ~uBl-appsoraclesoradatasalphassystendl.dbf
4 Full 38848872 87—-JUN-B2 ~uBl-appsoraclesoradatarsalphasusers8l.dbf
MAN
E

There are three backupsets, this can be queried using the LIST BACKUP command (A):

LIST BACKUP OF TABLESPACE USERS SUMMARY;
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This is only to find out the backupset tag where a particular tablespace was stored.
Afterwards, the CROSSCHECK command is issued against a particular backupset (B).
In the first case the validation was successful for all backup pieces involved (all
backup pieces were marked as AVAILABLE).

CROSSCHECK BACKUPSET TAG='Tag Name';

On the second execution of the CROSSCHECK command, a backup piece is missing, so
it doesn't pass the CROSSCHECK test and it is marked as EXPIRED (C).

A final query is issued to find out which tablespaces are compromised after the
EXPIRED backup pieces.

Nologging considerations

The nologging option is advantageous from the performance perspective, but from
the recover perspective if it is not properly managed this will lead to sever errors.
Nologging means no changes are recorded in the redo log files, so there is no way
the information can be retrieved from the redo or archive mechanism in case of need.

In the following scenario an index is created using the NOLOGGING option.

SQL> DROP TABLE DEMO_SEGMENIS PURGE;

Tabhle dropped.

[Elapsed: G8:08:81 .87 o
S OL>

SQL> CREATE TABLE DEMO_SEGMENTS
2 TABLESPACE USERS

3 as

4 SELECT = FROM DBA_SEGMENTS;
Table created.
[Elapsed: BA:00:080.68
SOL>

S QL >,
SQLY CREATE INDEX I_DEMO_SEGMENTS
! o

ON DEMO_SEGMENTS ¢ OUWNER. SEGMENT_NAME >
3 | TABLESPACE USERS
LB ENOLOGGING:

Index created.

lapsed: BA:B8:80.15
QL> HOST »m ~uBlrsapp-soraclesoradatarsalphasexampledl .dhf

QL> REI"IG recovery process took place to bring back the USERS tahlespace ] o
QL>
QL> SELECT COUNT (=)
2 FROM DEMO_SEGMENTS
3 UWHERE OWNER=’'SCOTT’;
ROM DEMO_SEGMENTS
-
RROR at line 2:
RA-01578 : [T THAN TGO PN YSTaAl <file # 4. block # 488>

RA-B1118: data file 4: ’uBl- appsoracles/oradatasalphasusers@l.dbf’ o
DEEPIEU Bl Data block was loaded using the HOLOGGING option

lapsed: AA:00:08.04 j
QL> -
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The first step prepares the scenario. A demonstration table is created. It uses a
conventional path to create the table using a Create Table As Select (CTAS) syntax
(A). Then the index is created (B), this command utilizes the NOLOGGING clause. This
will only record information about the object creation. Data dictionary information is
always recorded, but it won't record the changes on the data blocks, thus provoking
data corruption.

An error is created on purpose (C). The datafile related to the USERS tablespace is
removed, thus requiring a recovery process to be started. The commands issued to
bring back the USERS tablespace are regular rman commands:

RUN({
SQL 'ALTER TABLESPACE USERS ONLINE' ;
RESTORE TABLESPACE USERS;
RECOVER TABLESPACE USERS;
SQL 'ALTER TABLESPACE USERS ONLINE' ;

}

Once the process has finished, a query against the demonstration table is issued.
According to the execution plan this query utilizes the index, not the table.

Query:

SELECT COUNT (*)
FROM DEMO_SEGMENTS
WHERE OWNER='SCOTT' ;
Execution Plan:
SELECT STATEMENT
SORT AGGREGATE
INDEX RANGE SCAN (I _DEMO_ SEGMENTS)

The 1_DEMO_SEGMENTS index was created using the NOLOGGING clause and it was at
the recently recovered USERS tablespace. As no other precautions were taken, the
index is rendered corrupt.

The error displayed is:

ORA-01578: ORACLE data block corrupted (file # 4, block # 480)
ORA-01110: data file 4: '/u0l/app/oracle/oradata/alpha/users01.dbf’
ORA-26040: Data block was loaded using the NOLOGGING option

[160]



Chapter 5

These errors are apparently due to a corrupt block. This is not the result of

a physical corruption, but a data block that was loaded using the NOLOGGING option
(ORA-26040). The recover process tried to recreate the index but as it had no data
stored in the recover structures there was no way this task could successfully insert
data into the index, even though rman reported a successful recover process (it was
successful in terms of the available changes applied).

1
‘Q Take a backup after a NOLOGGING statement or utility execution;

otherwise your data will be corrupted after a recover operation.

Summary

The restore operation may take place under several conditions, such as the accidental
loss of datafiles, media failure or a complete host failure, just to name a few cases.
The scenario may end up in a loss of a critical or non-critical datafiles, a loss of the
redo log (current or inactive), or a combination of such scenarios. You must always
be prepared to face whatever critical situation comes up.

There are some pieces of advice you should keep in mind; practice the use of
recovery manager, and get familiar with the syntax. Even if you have an application
built on top of rman to perform the backup or recover operations you must know the
nuts and bolts that make it work. Build a database that represents your production
environment and practice different recovery scenarios on it, this will keep your
recovery skills sharp and ready to be used any time.

Most botched recoveries can be attributed to human error. Make sure your backups
are valid and usable. Consider including a test backup policy in your production
environment. If you are using a tape to store your backups ensure your devices

are periodically maintained and keep track of the used tapes. When planning your
backup strategies keep in mind the Safety First principle and never take anything for
granted. There are thousands of horror tales related to backup systems and failed
recover scenarios.

The next chapter will address session management. It will guide the reader on how
to diagnose, troubleshoot, and monitor sessions. Database sessions are what keep the
database moving.
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Previous chapters have focused on using a single utility to improve your data
management. This chapter will be slightly different. Here, we will look at several
different tools and techniques for managing sessions in the database.

Users are very important to a DBA in many ways, but first they are the reason why
there is need for a DBA. Users (either real or their electronic counterparts) are what
keep the database in motion. Managing sessions means the DBA must monitor,
tune and troubleshoot the entire outstanding user's activity in the oracle instance.
We have different faces of database activity throughout the day, and over weeks,
months, and years. It looks like the same data behaving differently throughout a
given period, so there will be moments when the database is reported to be slow,
there will be times when the database apparently will hang, and there will be other
times when the database's performance will look normal from the user's perspective.
What is the reason why the database's performance changes?

Monitoring, diagnosing, and troubleshooting sessions involve several tools

and techniques; specific sections of Enterprise Manager are focused on session
management, as we will see throughout this chapter. The exposed tools behave

the same on Unix like and Windows environments; except the troubleshooting last
resource, killing the session, which has specific behaviors on Windows platforms due
to the specific architecture implementation, and we will have to deal with it by using
the orakill tool.

In this context the user session can either be a session generated by a real user or by a
program directed to perform some activity against the database. This session can be
connected either in dedicated or shared mode.
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User sessions in a dedicated server
architecture

When a user requests a remote connection to the database it must first contact the
listener. The listener redirects the request to the Oracle Instance. This will spawn a
new Oracle Server Process, which from now on will be the process who will interface
the user with the database; if the connection to the database is local to the machine,
it may be established across the network or by Inter-Process Communication (IPC),
and the Oracle server process will be spawned too. This Oracle server process will
be assigned to the user for the whole time the user remains attached to the database.
The new user session will be assigned a Serial Number and a Session Id. These are
the numbers used to uniquely identify a user connected to the database. The serial
number guarantees that session-level commands are applied to the correct session
objects in case a new session is started with the same SID. A user session can be
initially monitored with the v$SESSION dynamic view.

@

Database

User @

Process,

Dedicated server architecture

The PMON background process registers the Oracle instance against the Listener
(in a self registration configuration), PMON registers information about dedicated
server processes with the Listener. A User Process starts a connection against the
Oracle instance by looking for the Listener, the Listener redirects the user process to
the oracle Server Process and the dialog will be conducted from now on between the
oracle server process and the user process. For each active connection in a Dedicated
Server Architecture there will be one oracle Server Process on the host machine.
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The connection through a dedicated server is the most widely used connection mode
in most Oracle databases.

Instance self registration process

Starting with Oracle 8i, Oracle introduced the instance self registration process.
This allows a running instance to contact the local listener and register itself against
it. This mechanism is a convenient way to simplify listener configuration.

Assuming the listener is started prior to the Oracle instance, PMON will look for

the listener located on the default 1521 port. In a few seconds the listener will have
acknowledged the Oracle instance and it will be able to contact users with the Oracle
instance. If the listener is not configured to listen on its default 1521 port then the
LOCAL LISTENER parameter must explicitly specify where the local listener is.

To do this, create a new entry in the tnsnames. ora file; this entry specifies the
listener address. Set the value of the LOCAL._LISTENER instance parameter to that
of the previously declared entry.

tnsnames.ora file entry:

LISTENER1525 =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS =
(PROTOCOL = TCP)
(HOST = HostName)
(PORT = 1525)

)
LOCAL_LISTENER instance parameter:

LOCAL_LISTENER = LISTENER1525

Define the INSTANCE_NAME and SERVICE_ NAMES parameter in the server parameter
file (spfile).

instance name = orcl
service names = ( orcl.oracle.com, finance, payroll )

An oracle instance must have only one instance name, but it can have several
service names.
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The instance must be up and running for the listener to maintain its registration, as
soon as it is shutdown the registration information is removed from the local listener.
The instance doesn't require reaching the Mount state to start the registration
process, it is enough to have it started.

Once it is configured the Oracle instance will take at most 60 seconds to register
itself against the listener, after it has registered itself it will update its status every
10 minutes.

You can issue the 1snrctl services listener command to display the instance
registration information. If everything is successful, then the user can reach the
Oracle instance through the listener; else an ORA-12514 error is displayed.

Blocking sessions

When two or more different sessions compete for the same row simultaneously,
Oracle will immediately raise the lock enqueue mechanism, which lets one process
at a time modify the row. The lock will be released once the transaction is finished
(after a commit or rollback command is issued). The first process that takes the row
locks it, meanwhile the other processes will have to wait. If this wait time is visible to
the user then it can be misinterpreted as a slow performance problem.

Blocking sessions are issues that should be solved at the program level, but in the
mean time it is the DBA's responsibility to detect them and fix them. A blocking
session may be normal during production time, this is not the real problem. Oracle is
prepared to queue sessions, the real problem begins when a session hangs and leaves
the other session indefinitely waiting for the row lock to be released.

Blocking sessions can easily be detected with Enterprise Manager. Besides the
intermittent phone calls the DBA will receive because of the sudden slow performance,
the DBA can determine there are hung sessions by using the information shown by
Enterprise Manager.
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/2 Oracle Enterprise Manager (SYS) - Database Instance: beta - Windows Internet Explorer

@A - |g http:,i,l’192.168‘2.10:11SSJ‘erm’console,idatabasa;’instance,l’sitamap?event=doj X IGDDg\e P
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— . Active
Rdministration Maintenance Sessions
SVG plugin Datal Real Time: 1 Minute Refresh j

Load
\Jx\h\’— ",J_\fn_‘—\x ™ Average
50 11:55 12 PM 12:05 ) 20 12:25 12:30) 2 A0y
Chart Titled: Run Queue Length -

Maximum CPU 2

Esions D —

('Run ADDM Nuw) {'Run ASH Report

M Other

M Metwork

M Administrative
M Configuration

M Application

M System /O
MW User /0

50 11,55 12PM  12:05  12:10  12:15  12:20  12:25  12:30  12:35  12:40 Scheduler
M CPU Used

Top Activityg
| v
|http:,i,|’192. 168.2.10:1158/em/consale/monitoring/hastSummary$page Type=cu l_ l_ l_ ’_ ’_ ’_ @ Inkernet ‘ 100w -

On the Enterprise Manager front page the Active Sessions graph can be seen. When
looking at the performance tab, you will see that there are several sessions waiting
and also what the session is waiting for. Here, the Application event is the most
common outstanding event in the system. A lot of waits due to the Application
event means that the currently running applications leave their sessions on the lock
enqueue mechanism.

Clicking on the Top Activity link, will take the DBA to the processes details page.
The reason why the system is slow is that there are several sessions waiting for the
same row to be freed. The sessions may remain waiting there forever.
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Optimistic versus pessimistic locking

Both optimistic and pessimistic locking will produce the same effect; the difference
will be seen at the time the data is being locked.

Optimistic Locking: In optimistic locking data is not locked when it is selected, it is
locked with subsequent update operations. Before locking the data rows it must be
verified that nobody else has already locked them.

UPDATE
SET vall = new vall,
val2 = new val2,

WHERE key = key value;

Pessimistic Locking: This means that data will be locked when it is selected to make
sure nobody else updates it in between. The SELECT ... FOR UPDATE command
uses the pessimistic locking.

Pessimistic locking requires a database session to be maintained between the SELECT
and the UPDATE operations. In web applications it is not guaranteed that a database
session is maintained, so optimistic locking must be used.

Row lock contention monitoring

Once a process locks a row or a set of rows, other processes are prevented from
changing the data rows. Oracle's enqueue mechanism can be monitored from the
Enterprise Manager Active Session Waiting: Application window.

2 Oracle Enterprise Manager (SYS) - Activ Waiting: Application - Windows Internet Explorer
(00 [elnmisssemtisen Sl ol

Active Sessions Waiting: Application

Click on the band below the chart to change the time period for the detail section below._

View Data|Real Time: 15 Second Refresh x|

I enc Tx

Aclive Sessions

00
11511155 12PM 1205 1210 12:15 12:20 1225 1230 12:35 12:40 12145 12150
Nov 16, 2008

Detail for Selected 5 Minute Interval
Start Time Nov 16, 2008 12:46:10 PM CST
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{ Schedule SOL Tuning Advisor )| Create SOL Tuning Set )| View [Top Sessions =]
Select Al | Select None Activity (%) |Session ID|User Nam
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The culprit is discovered as enq:Tx Row Lock Contention. Meanwhile, the other
processes just keep waiting. Now, it is time to correct this situation, either the user
has to commit or rollback the pending transactions or the DBA will have to kill the
user's session.

At the bottom of the page of the Enterprise Manager Performance Tab we find two
links, one named Blocking Sessions, and a second one named Hang Analysis. Both
can be used to monitor the blocking sessions; the first one is in character mode, and
indented to show the session that caused the hang, meanwhile the Hang Analysis
shows the hung sessions in graphic mode.

@" =[] hpunse.iss 10 1ssjem o= e ffx [ oo P
frchivo  Edicién  Wer Fawortos  Herramientas  Ayuda
Coogle [Cl+ ~|Go {5 B~ 14 - | €% Bookmarks+ Sh0blocked | U check + > () Settings~
Database Instance beta > Hang Analysis Logged in As 5¥5 =]
View Data[Real Time: 1 Minute Refresh |
Hang Analysis
Page Nov 16, 2008 =
The wait graph for the instance is provided below oned  1zea0sPH E
Sessions shown may be instantaneously blocked {green), in a prolonged wait state -
(yellow) or hung (red) Zoom Fastof 140% (7]
Total Sessions 31 Blocked Sessions 5
Waiting Sessions 6 Root Blockers 1
[
« | _>l_I
Lista T T [@mtemet [#100% -

Looking at the graphical Hang Analysis tool it shows a graphical representation

of the hung sessions. It shows the sessions in three colors; green, yellow, and red.
Green is shown as soon as the blocking event is detected, and this status will remain
for about 30 seconds, if the session remains blocked then it will change the status to
prolonged wait (yellow), and if the event remains for another 30 seconds the status
will be changed to hung (red).
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Another convenient way to monitor the lock chain is the Blocking Sessions tool
accessed from the OEM Performance page. Now let's take a look at the session details,
to both evaluate the impact of the hung session and to proceed to kill the user session.

:'.:. SIS IGnng\e L=

Archiva  Edicidn  Wer Faworitos  Herramientas  Ayuda
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Blocking Sessions
Page Refreshed Nov 16, 2008 10:23:31 AR
Expand All | Collapse All
Session
F——Ssssions Session  Serial SQL Hash Wait Wait Seconds
Selectlsername Blocked ID Number Value Class Event P1 P2 P3 in Wait
¥ Blocking
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@ ¥ scotr 51135 593 Idle SQLTMet 1413697536 1 0 387
message
from client
o SCOTT] 0133 4086|f7pcsOtzyywyn Applicationm% 1415053318 393247 4461 354
row lock
contention
o] scoTr 0132 7| pesOtzyywyn Appllcatmnw% 1415053318 393247 4461 372
row lock
contention I
o} scotr 0134 26| pcsOtzyywyn Applicatinnw% 1415053318 393247 4461 378
row lock
contention
o SCOTT 0130 7|fTpcsOtzyywyn Applicationm% 1415053318 393247 4461 363
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contention
o) SCOTT 0131 9/ f7pcsOtzyywyn Applicationm% 1415053318 393247 4461 369
row 1ocK
contention
[~
‘http:p’,ilgz.168‘2.IU:11SEIsmp’cunsD\ep’databassp’lnstance,iwaltH\sthram?event,_’_,_,_,_,_‘0 Internet H100% ~ 2

You can select the session to show its details either from the Hung Analysis or the
Blocking Sessions. In this case you can click the View Session button. This will

take you to the session details page, or you can directly proceed to kill the session.
The session details will show you where the session comes from, when this was
logged on the database, who the related OS user is, the name of the application that
launched the session, and the reason why this session is maintained in a wait status.
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/2 Oracle Enterprise Manager (SYS) - Session Details: SCOTT (135) - Windows Internet Explorer
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Session Details: SCOTT (135)
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Open Cursors Blocking Tree Wait Event History

Server

Current Status INACTIVE
Serial Number 583

DB User Name SCOTT
0S Process ID 27806

Client
0S5 User Name Packt
0S5 Process ID 3428:3848
Host ORACLEVALPHA

Terminal ALPHA 3 Hours, 0
Logged On Since Nov 16, Current Client ID Unavailable Last Call Elapsed Time Minutes, 33
2008 Current Client Infa Unavailable Seconds
10:15:58 AM SQL Trace DISABLED
Logged On For 3 Hours, 1 Open Cursors 73
Minutes, 40 Program sqlplus.exe
Seconds Semice beta
Connection Type DEDICATED Current Module SQL*Plus
Type USER Current Action Unavailable
Resource Consumer Group Unavailable
Contention Wait t-Advanced
Blocking Session ID Hone Current Wait Event SQL"Met message
from client
Current Wait Class |dle
3 Hours, 0
Waiting for Minutes, 33
Seconds =
Pl driver id
1413697536
P2 #bytes 1
P3 None
Object SCOTT.PK_EMP
General | Activity Statistics Open Cursors Blocking Tree Wait Event History LI
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Application

Current SQL None
Current SQL Command UNKNOWN
Previous SQL fTpcsOtzyywyn

If we are not successful in convincing the user to finish the transaction, then we'll
have to kill the session. Once the session has been killed the PMON will issue a
rollback action on behalf of the user and the locks held by the oracle server process
will immediately be released.

When talking about users and sessions we regularly think of real users connected
to the database from their applications. The real problem is that most of the modern
applications use a three tiered architecture, and unless there is a means provided by
the application to identify who the real user is and where it is connected from,

the DBA cannot do much to phone the user and kindly ask him/her to finish the
hung transaction.
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On a three tiered architecture the problem is even worse. If the application tier
doesn't provide a mechanism to detect and eliminate hung sessions, then in case

of a connection failure between the application tier and the client tier, the database
session may remain active and the locks might be held. If the user tries reconnecting
it may attempt the same transactions against the same locked rows its last session left
behind. This session will end up hung and the DBA will have to manually kill the
blocking session.

Killing sessions

Enterprise Manager shows two options to get rid of a session, you must be aware
of the behavior and the implications of the different options. When killing a session
from enterprise manager, there are two options: KILL IMMEDIATE and POST
TRANSACTION. On the first case the command issued is:

ALTER SYSTEM KILL SESSION 'SID,SERIAL#' IMMEDIATE;

And for the second option, the command issued is:

ALTER SYSTEM DISCONNECT SESSION 'SID,SERIAL#' POST TRANSACTION;

When killing sessions in character mode there are more options:

ALTER SYSTEM KILL SESSION 'SID,SERIAL#' [IMMEDIATE];

KILL SESSION: This clause with no arguments instructs Oracle to terminate a
session, rolls back any ongoing transactions and release locks, and it can partially
recovery session resources. This marks the session status as KILLED, and this status
remains until the user process issues any SQL command against the database. When
this happens, the RDBMS replies with the ORA-00028: your session has been killed
message and the session is definitely wiped off. If the session shows no further
database activity, then the session may remain in KILLED status in the VSESSION
indefinitely until the client interacts with the database again.

IMMEDIATE: This option will mark the session as KILLED in the V$SESSION
view. The difference between a regular KILL SESSION and an IMMEDIATE KILL
SESSION is that this one will also leave the KILLED status for a while (about 30
seconds) then Oracle will definitely get rid of it. This option releases all session
allocated resources. It rolls back pending transactions, and it will return control
immediately. When a session is killed with the immediate option, it receives the
ORA-03113: end-of-file on communication channel error message.

ALTER SYSTEM DISCONNECT SESSION 'SID,SERIAL#' [POST TRANSACTION |
IMMEDIATE] ;
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POST_TRANSACTION: This option leaves the user session alive, it allows the user
to complete any transaction activity. As soon as the user issues either a commit or
roll back command the session is disconnected.

IMMEDIATE: This simply kills the session. It releases all allocated session
resources, sends the ORA-00028 error message to the user, and kills the Oracle
server process. The DISCONNECT IMMEDIATE option behaves the same as the
KILL IMMEDIATE option.

v ssh Packt

r

1 SELECT SID,
SERIALE,

3 USERMAME .

4 STATUS.

5 LOGOM_TIME,

6 BLOCKING_SESSION.

? BLOCKING_SESSION_STATUS

8 FROM USSESSION

2 WHERE USERNAME = 'SCOTT* =

1@ ORDER BY LOGON_TIME

SID SERIALK USERNAME STATUS LOGON_TIME BLOCKING_SESSION BLOCKING_SE

159 6276 SCOTT IMACTIVE NOU-16:14:38 0 HOLDER
6860 SCOTT ACTIUE NOU-16:15:29 159 NALID

153 1211 SCOIT ACTIVE NOU-16:15:37 159 NALID

138 758 SCOIT ACTIUE NOU-16:15:52 159 MALID

[EOL> ALTER SYSTEM KILL SESSION *'15%.6276°; ]

Bystem altered.

©S0L> SELECT SID.
SERIALE,

3 USERMAME .

4 STATUS.

5 LOGOM_TIME,

6 BLOCKING_SESSION.

? BLOCKING_SESSION_STATUS
8 FROM USSESSION

9 UWHERE USERNAME = ’SCOTT”
18 ORDER BY LOGOM_TIME;

SID SERIAL# USERNAME STATUS LOGON_TIME BLOCKING_SESSION BLOCKING_SE

g 6276 SCOTT [ KILLED |HOU—16:14:38 NO HOLDER
EEB 6868 SCOTT NOU-16:15:29 o 0 HOLDER

1211 SCOTT ACTIUE NOU-16:15:37 38 PALID
138 758 SCOIT ACTIVE NOU-16:15:52 138 PALID

[~

In the above image it can be seen there is a blocking session (A) whose SID is 159,
according to VSSESSION this is blocking three other sessions, 138, 153, and 130.
The DBA issues a simple KILL SESSION command (B), this kills the user session,
but as there are no parameters specified to kill the session, the default behavior

of this command will simply kill the session, the entry at the VSSESSION will
remain there until somehow the oracle server detects some user activity so it can
send the ORA-00028 error message. When monitoring the sessions, the KILLED
status (C), as well as the new blocking session, session 138 (D), which was the next
session in line on the enqueue mechanism, all killed sessions are reported in the
alert<sIiD>. log file.

[173]



Session Management

Deadlock handling

A deadlock occurs when two sessions competing for the same resources lock out
one another while waiting for the resources to be released. Deadlock is an issue
directly handled by Oracle; the DBA cannot do anything about it. As the root
problem resides with the application logic, deadlock events should be reported to

the development team.

- ssh Packt - sqlplus scottftiger@192.168.2.10:152... EI

12 SGQL> REM At the bheginning the session
=2

UPDATE HR.EMPLOYEES
SET SALARY = SALARY = 1.1
WHERE EMPLOYEE_ID = 168;

b

REM This session will update an
REM already locked row (181>

REM this will leave this

REM session hung

>
: UPDATE HR.EMPLOYEES
=46 2 SET SALARY = SALARY == 1.1
tB8 46 3 WHERE EMPLOYEE 1D = 181;
PDATE HR.EMPLOYEES
3

b b b

RROR at line 1:
RA-ABB68: deadlock detected|vhile waiting for »

Li:ﬁ?:iﬁ SQL>

o

ORA-00060 : deadlock detected
was raised, this last transaction
is rolled back

4 |

REM just iszues an update command

|+

ssh Packt - sqlplus HR/HR@192.168.2.10:1521/beta [H[=] B

21:88:16 SQL> REM This one updates any other ruwg
L>

21:88:35 59
21:88:35 SQL> UPDATE EMPLOYEES

21:88:35 2 SET COMMISSION_PCT = .1
21:08:35 3 WHERE EMPFLOYEE_ID = 181;

1 row updated.

:36
14
=14
:14
@9:14

SQL> REM This session tries to lock a
SGQL> REM row from a hung session

2QL> REM this is the time when the
SQL> REM deadlock even is raised

SQL>
14 SQL> UPDATE EMPLOYEES
:14 2 SET COMMISSION PCT = .1
:14 3 WHERE EMPLOYEE_ID = 188;

o1 :

This session doesn't realize it has
closed the deadlock, it just seems
to be waiting for a lock resource to
be released

=

The above image shows the sequence that produces a Deadlock. All the time
references of this particular example happened at 21 hours, so in the time reference

will be shown in minutes/seconds.

1.
2.

At 08 minutes 24 seconds, the first session issues a transaction against a table.

At 08 minutes 35 seconds, the second session updates another row, different

from the one chosen by the first session.

At 08 minutes 46 seconds, the first session tries to acquire a lock on the same

row the second session is currently locking. The first session will be waiting
for the lock on the row to be released, there is no error displayed on the

screen so far.
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4. At 09 minutes 14 seconds, the second session performs a transaction against
the same row the first session originally locked, this closes the deadlock and
an ORA-00060 error is raised on the first session. The second session doesn't
realize this waits for the last resource to be released so it can continue its
work. Oracle rolls back just the last transaction issued on the first session,
hoping this session ends its current transaction.

5. Oracle's locking mechanism has prevented a deadlock to freeze both
mutually locking transactions. This error is reported at the alert<SIp>.log
file, and a trace session file is also generated so the developers can analyze
and correct the program logic to prevent this phenomenon from happening
in the future.

Below is an excerpt from the alert.log file:

Sun Nov 16 21:07:07 2008

ORA-00060: Deadlock detected. More info in file /u0l/oracle/admin/
beta/udump/beta_ora 21291.trc.

There it states that a secondary trace file details the recently detected deadlock
problem. This trace file details the platform, the session where the deadlock was
detected, the SQL command issued, and a warning message that reads:

The following deadlock is not an ORACLE error. It is a
deadlock due to user error in the design of an application
or from issuing incorrect ad-hoc SQL. The following
information may aid in determining the deadlock:

Deadlock graph:

Sniped sessions

Killing a hung session may be a good tactic, but it requires the DBA to constantly
be monitoring the system or program a job that performs this task automatically.
Another strategy could be to use the user profiles and declare a time out for a
session. If a session ever issues a commit or roll back and if this is still alive, then
the end user will perceive a "performance slow down", but it won't remain hung as
previously shown. However, if the user never comes back, then there should be a
mechanism that disconnects the user and wipes off its session.

When a profile time out is configured and a session exceeds its inactivity time, the
session status is marked as SNIPED, this will hold this status until the user tries to
issue any command against the oracle server, then the error message sent to the user
is ORA-02396: exceeded maximum idle time, please connect again. As soon as a
user session is marked as SNIPED the locks held by the user are released.
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In the next example a user issues a transaction and holds the lock, when a second
user tries to issue a transaction against the same row the first session has previously
locked, it remains waiting for the resource to be released (A). We don't know when
this will be, so a time out has previously been configured at the user's profile. Once
its timeout has expired the session is marked as SNIPED (B) and the row control
automatically goes to the next session waiting in line for the resource. As soon

as the first session receives the ORA-02396 error message the session is definitely
disconnected and it disappears from the V$SESSION view.

h Packt - ssh ora

22:18:55 SOL> » -
SELECT SID.
SERIALH.
USERNAME .
STATUS.
LOGON_TIME.
BLOCKING_SESSION.
BLOCKING_SESSION_STATUS
FROM U$SESSION
WHERE USERNAME = *SCOTT' OR USERNAME = ‘HR’
i@= ORDER BY LOGON_TIME

E=T--RN [ T, WY AT

34 1487 SCOTT INACTIVE 16-HOU-88 NO HOLDER
258 HR ACGTIVE  16-NOU-B8 134 |VALID
22:18:56 SOL>

SELECT SID.
SERIALH, o
USERNAME .
STATUS.,
LOGON_TIME,
BLOCKING_SESSION.
BLOCKING_SESSION_STATUS
FROM U$SESSION
WHERE USERNAME = *SCOTT' OR USERNAME = ‘HR’
1@= ORDER BY LOGON_TIME

8ID SERIAL# USERNAME[STATUS LOGON_TIHﬁlLOCKING_SESSION BLOCKING_SE
134 1487 SCOTT SNIPED 16—NOU—8l NO HOLDER e

RN Y ST

138 958 HR 16—-NOU-88 NO HOLDER

22:21:81 SOL> R

1 SELECT SID.

2 SERIALH,

3 USERNAME.

4 STIATUS .,

5 LOGOM_TIME.

6 BLOCKING_SESSION.

? BLOCKING_SESSION_STATUS

8 FROM U$SESSION
? UWHERE USERNAME = 'SCOTT* OR USERNAME = 'HR’
1@= ORDER BY LOGON_TIME
(SID SERIAL# USERNAME STATUS LOGON_TIM BLOCKING_SESSION BLOCKING_SE ] o

l13B 958 HR INACTIVE 16-NOU-88 NO HOLDER

=

Now, what would happen if the original session never issues another command
against the database? The SNIPED status would remain there indefinitely. If the
DBA wants to completely wipe off the session from the v$SESSION view then they
would need to kill the related OS process. It should be pointed out that killing an

OS process means to kill the related Oracle Server Process, considering the user
connected to the Oracle instance by means of a dedicated server process, and in Unix
like environments this easily works as it is enough to identify the OS process and
have it killed with a regular kill -9 OS command (this works for Unix like platforms
only, Windows utilizes the orakill tool). This task can even be coded in a shell script
and scheduled so it periodically checks and wipes off SNIPED sessions.
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TEMPFILE=/tmp/$S$.tmp

sglplus system/system password <<EOF

spool STEMPFILE

select p.spid from v\Sprocess p,v\$session s
where s.paddr=p.addr

and s.status='SNIPED';

spool off

EOF

for i in 'cat $TEMPFILE | grep "*0123456789""
do

kill -9 s$i

done

rm STEMPFILE

Orakill

On Windows platforms the OS architecture is different; it works with threads.

In Windows a process is defined as a container for address space and threads,

the thread is the fundamental schedulable entity in the system. So there is no way

to find a single Oracle server process at the OS in the way that we can on Unix like
platforms, it simply doesn't exist as a session/OS process pair, the only process the
DBA will find is a running oracle. exe process which embodies both the background
and the user processes. A tool for Windows platforms to kill oracle processes from

the OS prompt was specifically created by Oracle; the orakill.exe tool. In the next
sequence a session has been marked as SNIPED on a Windows platform, and then the
DBA may leave a task that periodically cleans up the SNIPED sessions.

Orakill Usage: orakill sid thread

where sid = the Oracle instance to target

thread = the thread id of the thread to kill

The thread id should be retrieved from the spid column of a query such as:

select spid, osuser, s.program from

v$process p, v$session s where p.addr=s.paddr

Orakill receives two arguments; the oracle instance name and the "OS PID". As
Windows doesn't actually have a processes ID for the session process Oracle makes
one up, and it can be queried from the v$PROCESS dynamic view. A kill SNIPED
script is created, this queries the VSPROCESS view, takes the SPID, and it passes this
value as argument to the ORAKILL. exe tool.
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Let's assume some sessions remain SNIPED:

SQL> select username, sid, status from v$session

2 where status='SNIPED';

USERNAME SID STATUS
HR 132 SNIPED
HR 158 SNIPED

An SQL script to search and kill SNIPED session is created. This SQL script
(killsniped.sql) is launched from an oracle session. This script dynamically
creates several calls to the ORAKILL tool with the proper parameters.

store set sglsettings.sqgl replace
set pagesize 0

set feedback off

set trimspool on

set termout off

set verify off

spool killSniped.bat

select 'orakill &l '|| spid

from v$process p, vSsession s, vSinstance i
where p.addr=s.paddr

and s.status='SNIPED';

spool off

host killSniped

@sqglsettings

host del killSniped.bat

host del sglsettings.sqgl

Launch killsniped from the OS:

C:\>sqlplus / as sysdba @killSniped orcl

C:\>orakill orcl 3340

Kill of thread id 3340 in instance orcl successfully signalled.
C:\>orakill orcl 2812

Kill of thread id 2812 in instance orcl successfully signalled.
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You can check it from the v$session:

SQL> select username, sid, status from v$session
2 where status='SNIPED';

no rows selected.

The SNIPED sessions have been wiped off.

Services

Services are the single most important tool available to perform instance
consolidation. In this context, a service refers to the name by which a client can
connect to the instance, this is configured by the SERVICE_NAMES instance parameter,
and it defaults to DB UNIQUE NAME.DB DOMAIN if defined.

Connecting through services in an RAC environment is useful to have shifted the
service across instances depending on availability and scalability. Using services in
a single instance is not frequently seen. Most DBA's configure the default service
and even more, there are DBA's who simply ignore this parameter and configure
connections to the database by means of TNS entries compatible with Oracle 8.0
using the Oracle SID instead of the Oracle Service.

In single instance environments sessions can be tuned by services. There are other
session management tools like Resource Manager, which can provide different
resource allocation emphasis based on the service the user defines to connect to the
database, rather than the user itself.

In order to configure services in an Oracle environment, the dynamic SERVICE_NAMES
instance parameter must be configured.

In this example the SERVICE_NAMES parameter has been configured so the instance
can be reached by four different names:
SQL> SELECT VALUE FROM V$PARAMETER
2 WHERE NAME = 'service names';
VALUE

beta, humanresources, sales, orders

From this point on each user will connect to the database by means of the following
services: beta, humanresources, sales, Or orders.
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The listener has been configured to accept the services, which can be verified by
means of the Isnrctl services command:

ssh Packt - ssho

[oracleBalpha ™~1% lsnrctl services a
ILSNRCTL for Linux: Uersion 10.2.8.1.8 — Production on 16-NOU-2888 23:59:1%
Copyright (c> 1991, 2885, Oracle. All rights reserved.

Connecting to (DESCRIPTION={ADDRESS=(PROTOCOL=IPC>{KEY=EXTPROC1)>>>
Bervices Summary...
Service "PLSExtProc' has 1 instance(s).
Instance "PLSExtProc',. status UNKNOWN. has 1 handler<s> for this service...
Handler<s):
"DEDICATED" estabhlished:8 refused:@
LOCAL SERVER
Bervice "beta" has 1 instance{s>.
Instance “beta', status READY. has 1 handler<{s> for this service...
Handler<{s):
“"DEDICATED" establiched:18 refused:8 state:ready
LOCAL SERUVER
Bervice "betaXDB" has 1 instance{s).
Instance "heta". status READY, has 1 handler<{s> for this service...
Handler{s):

"DEPA" established:B refused:d@ current:B nax:?72 state:ready
DISPATCHER <machine: alpha.us.oracle.com. pid: 24392>
CADDRESS=(PROTOCOL=tcp><HOST=alpha.us.oracle.com>{PORT =42605>>

Bervice "beta XPI" has 1 instance(s>.
Instance “beta", status READY. has 1 handler<{s> for this service...
Handler<{s):
“"DEDICATED" established:18 refused:B state:ready
LOCAT, _SERUER
ervice "humanresources'" has 1 instance(s).
Tnstance "heta". status READY, has 1 handler<{s> for this service...
Handler{s):
“"DEDICATED" estabhlished:18 refused:8 state:ready
LOCAL SERVER
ervice "orders' has 1 instances).
nstance eta',. status READY. has 1 handler<{s> for this serwvice...
Handler<{s):

"DEDICATED" estabhlished:18 refused:B state:ready

LOCAL SERVER

ervice “sales" has 1 instance<s>.
nstance eta'. status READY, has 1 handler<{s> for this service...
Handler<{s):

“"DEDICATED" established:18 refused:B state:ready
LOCAL SERVER

€ command completed successIully j

[oracle@alpha ~15 _ hd

Each session can be connected by means of a different service name. In the next
example we are connecting three different sessions, each one to a different service:
SQL> select sid, serial#, username, service name

2 from v$session

3* where username in ('HR','SH','OE')

SID SERIAL# USERNAME SERVICE NAME
132 3713 OE orders
134 2210 HR humanresources
138 8125 SH sales
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Connecting users using services adds another identification dimension and allows
the DBA to selectively allocate resources based on services. This can be achieved
using Resource Manager.

Resource Manager

Resource Manager is a tool that provides the DBA more control over the resource
allocation; this circumvents problems with inefficient OS resource allocation. The
OS allocates CPU resources based on OS priorities, Oracle processes have the
same priority against the OS scheduler, so it doesn't matter if you launch a CPU
consuming task, this process may become a CPU hog. As a DBA there is nothing
to do from the OS side as it is not advisable to change the process priority of any
Oracle process.

Other problems that may be found at the OS level are:

e An excessive amount of context switching, resulting in an overhead when a
high number of OS processes is found.

e Inefficient scheduling from the OS side: It may reschedule an Oracle server
process while it holds latches, resulting in a reduction in the latch hit ratio.

e Inadequate resource allocation: This happens because from the OS point of
view all processes are the same, and processes consuming a high amount of
OS resources will be treated the same as any other process in the OS.

e The OS is not capable of controlling the degree of parallelism an Oracle process
demands, resulting in an unbound resource allocation from a few processes
that may create resource starvation for all the other concurrent process.

Resource Manager was created to address these issues, allowing the DBA to control
specific Oracle resources from inside the instance; such as the degree of parallelism, the
relative CPU consumption, the maximum amount of I/O, Undo resources, maximum
number of sessions allowed to share a given resource, and execution and idle time.
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Resource Manager Elements

Resource Manager comprises four main components:

1. Resource Consumer Group
2. Resource Plan
3. Resource Consumer Group Mapping
4. Resource Plan Directive
Resource Manager Elements
Oracle User
Client 0.S. User
Client Programs
Client Machine Resource Group
Services
Module
Module and Action
Resource Plans } <
Element Description
Resource Consumer Group The group of users that share the same
resource requirements.
Resource Plan This is a plan that defines through directives
how the instance resources will be allocated.
Resource Allocation Method This is the policy or method used by Resource
Manager to allocate resources. This is used by
resource consumer groups and plans.
Resource Plan Directive Directives are defined inside a Resource Plan

and they define how resources are allocated to
the individual resource consumer groups.

Resource Consumer Group Mapping This defines the mapping between users and
resources consumer groups.

At a given time a Resource Plan directs how resources are allocated.
The instance parameter used to define it is the dynamic RESOURCE_MANAGER PLAN
instance parameter.
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DBMS_RESOURCEMANGER is the package used to administer, create and maintain the
Resource Manager components. There are several data dictionary views where
information about Resource Manager can be gathered.

Configuring resources assigned to users

You can map resources to database users, so that each user has a predetermined
amount of resources allocated during its session. The steps to implement Resource
Manager for database users are as follows.

e Create the database user and grant appropriate system and object privileges
as required.

e Create the required Resource Consumer Groups.

e Map the users with the different Resource Consumer Groups. A user can
belong to more than one Resource Consumer Group.

e Create the Resource Plans; each Resource Plan has different directives
defined. The Resource Directives define how resources are allocated, they
state the relative CPU emphasis, the active session pool with queuing, the
degree of parallelism limit, the execution time limit, the undo pool and the
idle time limit.

e Map the resources allocated to each Consumer Group through the Resource
Plan directives.

e  Once the Resource Manager infrastructure has been properly defined, use the
RESOURCE_MANAGER_PLAN instance parameter to define which plan rules. You
can use DBMS_SCHEDULER to define the time frame where a given Resource
Plan is active.

This section only outlines the procedure to start allocating resources through
Resource Manager to the database users. Most production applications don't

work with database users, they rather use the application schema user as the only
identifiable user in the database and it becomes difficult to find out who the real user
is and the amount of resources to allocate to each user, a more practical approach

in this case is to use the consumer group switching feature. The consumer group
switching feature allows a user to change the consumer group it was originally
attached at connect time to a different consumer group depending on its actual
resource consumption profile. Another alternative to deal with this situation is to
use the Resource Consumer Groups mapped to Services, which is described in more
detail in the next section.
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Configuring resources assigned to services

It was previously stated that Services introduce a new tuning dimension even in
a single instance configuration. The procedure to allocate resources to database
sessions connected to the Oracle instance through services is outlined next.

Create a database user and grant system and object privileges as required.

2. Define the different service names the instance uses to register against the
listener configuring the SERVICE_NAMES instance parameter.

3. Verify the listener properly identifies all the service names associated to the
Oracle instance.

4. Configure the tnsnames.ora entries that define which specific service will be
used to get connected to the Oracle instance.

Create the Resource Consumer Groups.
Map the service names against the different Consumer Groups as required.
Create the Resource Plans and define the directives as required.

Define the value of the RESOUCE_MANAGER_PLAN instance parameter.

Y 0 N oG

Test and Monitor.

Creating the database user

For the purpose of this demonstration the SCOTT demo user will be used, this user
only requires the default privileges. The user SCOTT may need to be unlocked and
its password may need to be reset.

SQL> ALTER USER SCOTT
2 IDENTIFIED BY TIGER
3 ACCOUNT UNLOCK;

Service names definition

The Oracle instance is defined with a unique name known as the global name. The
global name is used as the default service name the instance will use to register itself
against the listener. The SERVICE_NAMES instance parameter is used to define all the
service names that can be used to access the instance.

SQL> ALTER SYSTEM

2 SET SERVICE _NAMES = 'alpha, datawarehouse, sales';

The names defined here will be registered against the listener at most within the next
10 seconds.
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Listener verification

Once the service names have been redefined, just issue an 1snrctl status or an
lsnrctl services command, this will list all the service names defined in the
previous step.

9L> ALTER SYSTEM q
1E 2" SET SERVICE_NAMES = ’alpha, datawarehouse, sales‘;.}—( Service Names ]

SysEem altered.

SQL> host ,—( Listener Verification ]
[oracle@alpha ~1%| lenrctl status ¥

ILSNRCIL for Linux: Version 10.2.8.4.8 - Production on 22-APR-288% 23:83:37

Copyright (c> 1991, 2887, Oracle. All rights reserved.

Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP><HOST=alpha.us.oracle.com>{(PORT=15213>>
STATUS of the LISTEMER

filias LISTENER
Uersion THSLSNR for Linux: Version 18.2.8.4.8 - Production
Start Date 19-APR-2809 18:49:12

ptime 3 days 4 hr. 14 min. 25 sec

of f
Security ON: Local 0S5 Authentication
SNMP OFF
Listener Parameter File subdl - appsoracles/products18.2.8-db_1l/networksadmninslistener.ora
Listener Log File subdl - appsoracle/products18.2.8-db_1/network/logslistener.log
Listening Endpoints Summary
CDESCRIPTION=CADDRESS = (PROTOCOL =tcprCHOST=alpha.us.oracle.com>(PORT=1521232>>
¢(DESCRIPTION=CADDRESS =(PROTOCOL=ipc > (KEY=EXTPROCA>>>
Services Summary...
Bervice "PLSExtProc' has 1 instanceds).

Instance "PLSExtProc'. status UNKNOUN. has 1 handler (s> for this service...
JIEM has 1 instance{s>.
Instance "alpha", status READY., has 1 handler<{s> for this service...
Service "alphaiDB" has 1 instanced{(s)>.

Instance “alpha', status READY. has 1 handler{s> for this service... Registered
Bervice “alpha_RPT" has 1 instance(s). Ly . N
Instance “"alpha'. status READY. has 1 handler{s> for this service... ervice Names

» status READY, has 1 handler¢s) for this service...

Instance "alpha". status REHDY.-has 1 handler(s> for this service...
he command completed successfully

TNS entry configuration

There must exist one TNS connection descriptor for each previously defined service,
so that the users can use it to specify which service it will use to connect to the
Oracle instance.

ALPHA =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1522))
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1521))

(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE NAME = alpha)
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SALES =
(DESCRIPTION =
(ADDRESS (PROTOCOL = TCP) (HOST = alpha) (PORT 1522))
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1521))
(CONNECT_ DATA =
(SERVER = DEDICATED)
(SERVICE NAME = sales)

)

DATAWAREHOUSE =

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1522))
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1521))

(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE NAME = datawarehouse)

)

In this example the same SCOTT database user can use three different connect
descriptors to establish a connection to the database; each service will be later
configured and mapped against a determined plan so that each connection has
specific resource allocation.

Session 1l: $ sglplus SCOTT/TIGER@ALPHA
Session 2: $ sqglplus SCOTT/TIGER@SALES
Session 3: $ sqlplus SCOTT/TIGER@DATAWAREHOUSE

Once the users are connected through the different services this can be monitored on
the V$SESSION dynamic view.

v ssh Packt - ssh ora

SQL> SELECT SID, =
2 SERIALY, I =
i SEROICE.RANE
5 RESOURCE_CONSUMER_GROUP The KB B
6 FROM USSESSION SCOTT is connected
7 WHERE USERNAME = ’SCOTT’; through different
SID SERIAL# USERNAME SERUICE_MAME RESOURCE_CONSUMER_GROUP services. The default

OTHER_GROUPS Resource Consumer
OTHER_GROUPS i j
datawarehouse JOTHER_GROUPS g;ﬂ"g;jéggag:;
this will be later
configured.
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As no Resource Consumer Group has been defined, the one used is the default
OTHER_GROUPS, this is the default Consumer Group all the users belong to.

Resource consumer group creation

Throughout the next topics, Enterprise Manager will be used to configure Resource
Manager. Specific commands can be obtained by clicking on the Show SQL button
any time prior to issuing the command.

At the Administration tab there is a section that is used to configure Resource
Manager. It can see in the following screen shot.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database Control

Logged in As 3Y5
Database Instance: alpha

Horne Performance |Administration| Maintenance

The Administration tab displays links that allow you to administer database objects and initiate database operations inside an
Oracle database. The Maintenance tab displays links that provide functions that control the flow of data between or outside Oracle
databases.

Database Administration

Storage Database Configuration Database Scheduler
Control Files Iemary Parameters Jobs
Tablespaces Undo Management Chains

Ternporary Tablespace Groups All Initialization Pararmeters Schedules
Datafiles Database Feature Usage Programs
Rollback Segments Job Classes
Redo Loy Groups Wyindows

Archive Logs

Statistics Management

Automatic Workload Repository
hanage Optimizer Statistics

Policies

Palicy Library
Palicy “iolations

Change Database

Migrate to ASM
hake Tablespace Locally Managed

Real Application Testing
Datahase Replay

Window Groups
Global Attributes

Resource Manager
Monitars
Consumer Groups

Consumer Group Mappings
Plans
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Click on the Consumer Groups link, there you will find a button that creates the
groups. By clicking on the Create button a new window appears where the name of
the group (Consumer Group) and an optional documentation text (Description) can
be entered. The scheduling policy is the resource allocation method for distributing
CPU among sessions in the consumer group. The default is ROUND_ROBIN, which uses
a round-robin scheduler to ensure that sessions are fairly executed. You can change
it to RUN_TO_COMPLETION; this scheduling method specifies that sessions with the
largest active time are scheduled ahead of other sessions.

Database Instance: alpha = Resource Consumer Groups Logged in As SYS
Resource Consumer Groups

Object Type| Resource Consumer Group j

Search
Select an object type and optionally enter an object name to filter the data that is displayed in your results set.

Object Name I

)

By detault, the search returns all uppercase matches beginning with the string you entered. To run an exact or case-sensitive match, doukle gquote the
search string. Yiou can use the wildcard symbol (%) in & double guoted string,

(Create )
Edit ) View ), Delete JActio sl Create Like | =|( Co
Select/Consumer Group Mandatory Description

®  AUTO TASK COMSUMER_GROUP MO System maintenance task consumer graup

" DEFAULT_COMSUMER GROUP YES consumer group for users not asdigned to any group

© pss MO Data Decision Support consumer|group

< Lo _GROUP NO Group of low priority sessions

< oup MO On Line Transaction Processing gonsumer group

© 5YS_GROUP YES Group of system sessions
-
Create Resource Consumer Group >

( Show S0L ) ( Cancel ) { OK.)

General | Roles

= Consumer Group |

Description I

Scheduling Policy | Round Robin -

Selected Users

(Add )
Select User Admin Option
Mo items found

General | Boles

Service mapping

Each service is mapped against a specific Resource Consumer Group; this allows

the user that connects through a given service to be automatically mapped against

a Consumer Group. The user must have the Resource Consumer Group granted;
otherwise the user will be mapped against the DEFAULT CONSUMER_GROUP, no matter
which service it used to gain access to the database.

In order for the user to be granted permissions with the consumer group, the
permissions can be set either in the User configuration section in Enterprise Manager,
or using the DBMS_RESOURCE_MANAGER.GRANT SWITCH CONSUMER_GROUP stored unit.
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BEGIN
dbms resource manager privs.grant switch consumer group (
grantee name => 'SCOTT',
consumer_ group => 'DSS',
grant_option => FALSE
)i
END;
BEGIN

dbms resource manager privs.grant switch consumer group (

grantee name => 'SCOTT',
consumer group => 'OLTP',
grant_option => FALSE

)i
END;

The service mapping is configured by clicking on the Consumer Group Mappings link
in the Resource Manager Section. Once the screen appears, you will see that you can
map a Consumer Group with several objects, such as database users, OS client users,
OS client programs, services, client machines, modules and modules and actions.

General | Priorities

attributes and consumer groups

Oracle User Map

Select/Consumer Group

Database Instance: alpha = Resource Consumer Group Mapping

Resource Consumer Group Mapping

Configure the Resource Manager to automatically assign consumer groups to sessions by providing mappings between session

Logged in As Y3

(Show SQL ) ( Rewven ) [ Apply )

Remove )

Oracle User

& [2vs_GROUP

[svs

€ [sys_croup

Addl Another Row )

[ENJEN

|SYSTEM

o

7
4

Service Map

Select/Consumer Group

Remowe )
Service

@ [Dss

DATAWAREHOUSE =

o [oTP

Add Another Row )

KH{EN

SALES -

Module Map
Select Consumer Group
Mo iterns found

Add Another Row )

Module

In the above example the service DATAWAREHOUSE is mapped against the DSS
Consumer Group, meanwhile the SALES service is mapped against the OLPT

Consumer Group.
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Resource plan definition

In this stage of development the plan directives are defined. You can edit the
directives by clicking on the edit action menu in the Consumer Group listing.

Directives associated with a Consumer Group are CPU emphasis, maximum degree
of parallelism, session pool (used to limit the maximum number of concurrent users

belonging to a specific consumer group), undo pool, maximum execution time,

consumer group switching and idle time.

ORACLE Enterprise Manager 10g

Database Instance: alpha = Resource Plans = Edit Resource Plan: DAILY _PLANM
Edit Resource Plan: DAILY_PLAN

Actions I Create Like *|(Co)

General

Plan  DAILY_PLAN

Description IEIusiness Hours Plan

¥ Activate this plan
¥ Autormatic Plan Switching Enabled

Selected Groups/Subplans

Setup Preferences Help Logout
Database

Logged in As SYS

(show 50L) (Revert ) (Apply )

Parallelisrn Session Pool Undo Pool Maximurn Execution Tire Consurmer Group Switching  ldle Time

General

Actions I Create Like vl ((Go)

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2007, Cracle. Al rights reserved.
Ahout Oracle Erterprize Manacer 10y Databasze Control

( Maodify )
Group/Subplan Level1 Level?| Level3| Leveld| Level5| Level6 Level7| Level8
DSS o o foo o o o o jo
OLTP |os o jo o o o o jo
OTHER_GROUPS | |0 o jo [0 o o o jo
SYSTEM_PLAN | |5 fmo o o o o o jo

Parallelisrn Session Pool Undo Pool Maximurn Execution Tirme Consurmer Group Switching  ldle Time

(show saL) (Revert) (apply)

This is the last step in configuring the Resource Manager elements. The next step

activates a specific plan.

Resource manager plan activation

There are several places where the plan can be activated, it can be done from
the Resource Plans window, the Resource Manager monitor or directly from the

SQL*Plus command line.

If you are using SQL*Plus CLI, and connected as a privileged user issue the

ALTER SYSTEM command:
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SQL> ALTER SYSTEM
2 SET RESOURCE MANAGER PLAN = ActivatedPlan;

The activated plan indicates the plan that rules the current instance:

The DBMS_RESOURCE_MANAGER package can be used too to achieve the same result.

SQL> begin
2 DBMS RESOURCE MANAGER.SWITCH PLAN ('ActivatedPlan');
3 end;
4 /

You can use the DBMS_SCHEDULER package to perform plan activation at specific
points in time, this is useful to allow a daily plan to be active during working hours
and a maintenance plan active during off hours.

Testing and monitoring

Two tests are performed to show the different emphasis achieved once Resource
Manager does its work. During the first scenario the SCOTT user is connected
through two different services, the sales and the datawarehouse services. The active
plan was originally OLTP, which simulates an environment where the users that
entered the database through the datawarehouse service are relegated to a lower
CPU priority. On the second scenario the plan is switched to an off hours plan, in this
plan the directives the users that entered the database through the datawarehouse
service automatically have a higher CPU priority.

Three sessions are open, each session gets access through a different service, thus
the resource allocated for each connection are different and the CPU emphasis

each session will experiment will depend on the currently active plan. Each session
performs the same workload starting at the same time so they compete for the same
resources within the same time frame.

et ssh Packt - ssh oracle@alphasrv

SQL> SELECT SID, :IA
2 SERIALH, I ™
3 USERNAME,
4 SERUICE_MNAME,
5 RESOURCE_CONSUMER_GROUP oz Same user
6 FROM USSESSION SCOTT is connected
7 WHERE USERNAME = *SCOTT’; through different
SID SERIAL# USERNAME SERVICE_NAME RESOURCE_CONSUMER_GROUP services.

OTHER_GROUPS This time each

OLTP session is mapped to

the Consumer Group

previously configured
for each Service

148

158 datavarehouse |DSS

SQL> _
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Scenario 1: DAILY_PLAN is active. In this scenario all users connected through the
sales service are favored and automatically receive more CPU emphasis. The number
of CPU yields and the wait time are higher for users that gain access through the
datawarehouse service.

Resource Monitors

Elapsed Statistics Start Time (not reset) (Reset DAILY_PLAN. OLTP Group runs with a
s higher priority than DSS. DSS has to
Show Elapsed Statistics [ Automatically (30 =] (Refresh
ow Elapsed Sttistcs [ Aulomatcally (0 sec) 3] (Refresh) yield the CPU more times and the wait
Autive Rezaurce Plan DALY _PLAN i time is meaningfully higher than the
Awailable Resource Plans [INTERNAL PLAN  v] CActivate) | QLTP CPU wait time.
Relative CPU Time Consumed Total CPU Wait Time
bS5
LOW_GROUP

oLTP

OTHER_GROLUPS

SYS_GROUP
W D55(4.7%) D OLTR(E.7%)
[ OTHER_GROUPS(70.8% [ SY5_GROUP(15.7%) 0 10000 20000 30000 40000
[ CPU Wait Time
Consumer Group Statistics
Consumer Active Sessions CPU Wait| CPU Consumed
Group Sessions Waiting Requests Time| Waits CPU Time Yields
D55 1 a 1 26232 6234 2000173 6234,
LOW _GROUP a a 1} 0 0 a a
OLTE 1 a 1 465 1528 3696537 1426
OTHER_GROUPS)| a a 56 30356 7473 30014020/ 1664
SYS_GROUP 1 o) 4 91 3 BE72637 2

Scenario 2: The instance switches to the NIGHTLY_PLAN. In this scenario all users
connected through the datawarehouse service are favored and automatically receive
more CPU emphasis. The number of CPU yields and the wait time are higher for
users that gain access through the sales service.

Resource Monitors
Elapsed Statistics Start Time (not reset) (Resel) NIGHTLY_PLAN. DSS Group runs with

Show Elapsed Statistics | Automatically (30 sec) v | (Refresh) a higher priority than OLTP. OLTP has
B to yield the CPU more times and the
ctive Resource Plan MIGHTLY _PLAN b a . .
wait time is meaningfully higher than

Ayailable Resource Plans | DAILY_PLAN =| (activate) the DSS CPU time.

Relative CPU Time Consumed Total CPU Wait Time
4%
1 Ds5
LOW_GROUP
oLTP

OTHER_CROUPS

SYS_GROUP
W D55(19.2%) [ OLTP(4.2%)
[0 OTHER_GROUPS(72%) [ 5YS_CROUP(Z.6%) o 15000 20000 45000
W CPU Wait Time

Consumer Group Statistics
Consumer Active  Sessions CPU Wait CPU Consumed
Group Sessi Waiting |Requests Time| Waits CPU Time Yields
DSS 1 0 1 32 1285 3564309 1285
LOW_GROUP o 0 1] 0 o o 0
QLTP 1 1 1 7288 27B5 7Ba544 27E5
OTHER_GROUPS 1] 0 19 38593 3629 13577671 4599
SY5_GROUP 1 0 2 958 147 667994 2
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Throughout these scenarios it was evident the advantage of controlling resource
allocation to the different database sessions through the service mapping. This is
particularly useful when there is no way to distinguish a session user in the database.
Once it was configured it becomes easy to access as the application only has to
change the connection descriptor to get into the database through an specific service.
When this concept is extended to the RAC environment the tuning possibilities get
multiplied as this allows a better workload balance, a dynamic node allocation, and
it allows the DBA to better comply with the service level agreements.

Active Session History (ASH)

Let's assume there was an outstanding user activity, the performance was reported
to be slow, but there is no more activity on the database, how would the DBA be able
to identify what the problem was? The only possible way is by means of a tool that is
able to generate a report of the past user activity, the Active Session History Report,
known also as ASH.

You can view the Active Session History Report via the Performance tab. At the
Average Active Sessions section you should see a button named Run ASH Report,
clicking this will take you to the ASH report time frame specification, once the period
of time has been set, the report can be generated.

ORACLE Enterprise Manager 10g Setup  Prefersnces Help Looout
Database
Logged in As 5¥5
Database Instance: alpha
Home | Performance | Administration Maintenance
Best viewed using latest SVG plugin “iew Data| Real Time: 1 Minute Refresh LI
Host
”
H
v 04
2
o
£ vz
= \/\_A_/_\/\/\_/\K
2 09
£ 856 402 908 8.1z 4918 4923 928 833 438 943 948 91
S Apr 19, 2009
-]
[ Average Active Sessions ]
(Run ADDM Mow ) [(Run ASH Repart )
2.0 M Other
" Ietwark
H 1e M Administrative
- M Configuration
g M Commit
w " .
v 08 M Application
E M Concurrency
< 04 M Systern /O
W User VO
0. Schedul
8:56 402 9:08 913 918 G923 928 9:47 452 =cheduler ¥
Ame 16 20049 W CPU Uzed
< ="
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Here you can see the time frame specification and the report header, for your
convenience the report can be saved in HTML format for further analysis.

{2 Oracle Enterprise Manager (SYS) - Run ASH Report - Windows Internet Explorer

@’\ || httpify192.168.2.10: 1 158 emjconsolefdatabasefinstancejashReportatargst= v | | 47| X1 [soncie L=
archiva  Edicién  Wer Favoritos  Herramientas  Ayuda

Google |G ~ ~|e 65 B v M+ | € Bookmarisy Snblocked | 5 cherk v () settings~
ORACLE Enterprise Manager 10g Selup Preferences Help Logout  —

Database

—

Database Instance: beta > Run ASH Report

Logged in As SYS L
Run ASH Report Time frame specification
Specify the time period for the report. (_Generate Report )
Start Date [11/16/08 B End Date [11/16/08 B
(Example: 12/15/03) (Example: 12/15/03)
Start Time |1 =12 =| & A © PM End Time |11 =||17 =| © AM @& PM
Report Results
Save 1o File )

ASH Report For BETA/beta
[ 05 tome |~ 081a | nstance | instnum | Reicose | RAC] ot |

[BETAl [ 2365524257 [beta [ 1102010 [0 [apha.us.orace.com |

| scAsize | Buffer Cache Shared Pool ASH Buffer Size
2[ 2%en (100%) 180 (52.5%) 30 (20.9%) 401 (16%)

| sampietime | Detasource | Beneric report

header information.

\Analysis Begin Time: 16-Nov-08 01:12:00 | DBA_HIST_ACTWE_SESS_HISTORY
in AWR =napshot 1535
\Analysis End Time: 18-Nov-08 23:17:00 | DBA_HIST_ACTIVE_SESS_HISTORY

in AWR snapshot 1550
+ VSACTIVE_SESSION_HISTORY

Elapsed Time: 1,325.0 (mins) [ Missing 56.0 mins (4%) of activity
Sample Count 10,300
|average Active Sessions: [ 130
|avg. Active Session per cPU: | 065
|Report Target [ None specified |
[
[etpfftechnet. oracle. comfpraductsfoem/ [T T 6 meemet Riww -

The Active Session History report is produced out of several AWR tables, the AWR
takes a periodic activity snapshot and it stores the information for a given period of
time, seven days by default. The DBA views that can be used to read the historical
information from the AWR are listed with this query.

SELECT table name
FROM dictionary

WHERE table name like 'DBA/ HIST/ %' ESCAPE '/
ORDER BY table name;

The V$ACTIVE_SESSION_HISTORY view provides sampled session activity in the
instance. Active sessions are sampled every second and are stored in a circular buffer
in SGA. An active session is defined as a session connected to the database that is
waiting for an event that does not belong to the Idle wait class.
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The reported information belongs only to the active sessions. Using the ASH
enables you to examine and perform detailed analysis on both current data in the
VSACTIVE SESSION HISTORY view and historical data in the DBA HIST ACTIVE
SESS_HISTORY View.

The ASH report can be obtained not only from enterprise manager, but also from the
SQL*Plus command line. There is an SQL script that performs this task, and it can be
directed to write the report to either a text file or an HTML file.

You can use the following script to generate the ASH report from a SQL*Plus prompt:
@?/rdbms/admin/ashrpt.sql

Actually, the ashrpt . sql script is just a launcher script that collects parameters and
invokes the ahsrpti.sql script.

The main view where the ASH report is taken from is DBA HIST ACTIVE
SESS_HISTORY.

The character mode report interactively asks for some parameters; the kind of report
output, the start of evaluation period defined in hours/minutes, the upper time limit
and the ASH report name.

Fle Edt ¥ew Hstory Bookmarks Tools Help

- & X Il_]|Fl\e‘ﬂﬂjc:/Dn:ument;andSatt\r\gsﬂPazktfEscv\tnrm/ASHJepnrtJZZE-QlE-E 77 . I-lanng\e J:

(ASH Report L

& Top Events

® Load Profile

® Top saL

® Top Sessions

® Top ObjectsfFiles/Latches
& Activity Over Time

Back to Top

Top Events ‘—J M

® Top User Events
® Top Background Events
¢ Top Event P1P2/P3 Values Main ASH Report Sections

Back to Top

Top User Events

* Top Events
[ Cvemt ] uont lass [ Acity | A Activs Sessions | M
[y T3 - row lock contertion [Spplication 98.03 127 « Top Sessions

* Top Object!Files f Latches
::ﬁ::: }‘::mms o Activity Over Time

Top Background Events

No data exists for this section of the report.

Back to Top Fvents
Back to Top

Top Event P1/P2/P3 Values
[ Even | Event [P Valuo, P2 Valun PS Value | + Actvty | Parameter 1| Parametr 2 | parameter 5|

[enct TX - rowr lock contention | 98.03 | "1415053318" "393247","4461 56.42 [namelmode  [usn=<16 | slat [sequence
141505331 8" "1 31102",'4480" 2535
141505331 8" "456752","$396" 445

Back to Top Events
Back to Top

X Find: et Previous » Highlight gl I~ Matgh case

[195]




Session Management

The report has seven main sections:

The report header: A report summary that provides generic information.

Top Events: The most outstanding events reported during the given period
of time.

Load Profile: This section reports which were the most active database
services, the most outstanding clients and the top SQL command types issued.

Top SQL: This is self explanatory, the most meaningful SQL statements.

Top Sessions: This shows the most active sessions, it shows the session
details ordered by the activity percentage, the reason why the event is
considered a top session, and other session specific details. This section also
includes a blocking sessions and a parallel query report section.

Top Object/ Files / Latches: This details which objects were used the most.

Activity Over Time: This section summarizes the activity over the given
period of time.

Session monitoring, the traditional way

Dynamic v dollar (v$) views have been historically used to perform session
monitoring in character mode, this is useful when the DBA creates batch procedures
or develops PLSQL programming to monitor the users activity.

The traditional views used to perform manual analysis and session analysis
queries are:

v$SESSION: This view lists information for each current session.

V$SESSION_CONNECT INFO: This view displays information about network
connections for the current session.

V$SESSION_CURSOR_CACHE: This view displays information on cursor usage
for the current session.

V$SESSION_EVENT: This view lists information on waits for an event by a
session. If you see a value of zero on the TIME_WAITED and AVERAGE_WAIT
columns, this means that the platform does not support the fast timing. If this
is the case then set the TIMED STATISTICS instance parameter to true.
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e V$SESSION_LONGOPS: This view provides information about tasks that last
more than 6 seconds. This view is useful to monitor the task progress. It is
required to run on cost based optimizer and have the TIMED_STATISTICS or
SQL_TRACE instance parameter to TRUE.

e V$SESSION_OBJECT CACHE: This view displays object cache statistics for the
current user session on the local instance.

e v$sESSION_WAIT: This view displays the resources or events for which
active sessions are waiting. The columns P1 and PIRAW have the same
value, the difference is that the PnNRAW columns display the value in
hexadecimal format. If the WATT TIME column has a value of -2, this means
that the platform does not support the fast timing mechanism and the
TIMED_STATISTICS instance parameter must be set to TRUE.

® V$SESSION_WAIT CLASS: This view displays the time spent in various wait
event operations on a per-session basis.

e V$SESSION_WAIT HISTORY: This view displays the last 10 wait events for
each active session.

e vs$sESSMETRIC: This view displays the last 10 wait events for each
active session.

e V$SESSTAT: This view lists user session statistics. The statistic name
associated with each statistic number (STATISTIC#) can be found in the
V$STATNAME View.

e V$SESS 10: This view lists I/O statistics for each user session.

e vs$sEss_TIME MODEL: This view displays the session-accumulated time for
various operations.

e V$SES_OPTIMIZER_ENV Displays the contents of the optimizer environment
used by each session.

You may refer to the Oracle documentation for further details on the column
description of each view.
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Summary

Oracle sessions are the living part of the database; they are the elements that keep
performance views moving. Monitoring instance activity just provides an idea of
the average database activity, but this information is not enough to enable the DBA
to troubleshoot a particular peak, or to help them identify which user is issuing

a resource consuming SQL statement. The monitoring tools provided by Oracle
starting with 10g frees the DBA from the time consuming analysis task, and points
the DBA to the root of the problem. Those tools not only show what the problem
is, but they also categorize the different problems found by impact and provide a
diagnostic and a solution.

Enterprise manager, and the session management sections are a complete set of
productive tools that allow the DBA to quickly focus on what the problem is, even if
this is a complex problem that otherwise would have taken the DBA a lot more time
to find out where the root of the problem was.
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When the lights go off at the office, the automated tasks take place. Scheduling tasks
to be run at a given time is one of the most frequently performed activities in many
companies. I would even go so far as to say in all companies.

There are a lot of tasks that must be executed at a specific time; day or night,
weekdays, weekends, or holidays. Scheduling a task may not be new, this could be
solved to a certain extent with the Windows Scheduler (on Windows platforms), or
with the cron utility (Unix like systems). Although, you should be aware that these
schedules assume your batch program is intelligent enough to not only perform a
given task, but also to proceed with a plan B in case something is wrong. Your batch
should also be intelligent enough to detect when an event is raised and proceed to
trigger a sequence. This is just like expecting a file to arrive and you only know the
estimated arrival time, but you are not certain about the exact time, and you cannot
proceed with the rest of the tasks in a processing chain unless this file arrives.

The Oracle Scheduler is much more than just a Scheduler to program automatic
tasks; this is a complete system that lets you schedule complex chains and make
decisions based on the task's outcome. It allows you to specify maintenance
windows, assign priorities, configure job classes, and more.
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Oracle Scheduler concepts

A Scheduler should be able to be controlled with a minimum of two basic
parameters, what you want to launch, and when you want to start launching

it (plus how often this task should be launched). A good Scheduler has additional
capabilities such as monitoring, repetition control, suspending, resuming, and
cancelling tasks. In previous Oracle versions (8i to 9i) this was performed by means
of the pBMS_JoB. The problem with this package was that the scheduling mechanism
required you to provide a date expression, not quite readable when the scheduling
was a bit more complex than usual. DBMS_J0B was not originally intended to be a
Scheduler, it was simply designed to be a job initialization utility limited to jobs
inside the database.

When dbms_scheduler was designed (it was originally derived from OEM's mgmt _
jobs), Oracle had in mind a tool that could make the user's life easier. This tool was
able to manage complex schedules, create scheduling patterns that could be reused,
and launch different tasks seamlessly. You could create a Scheduler for a regular
PLSQL task as well as an OS task that could be launched from the database server
side, all without requiring the OS Scheduler. Sometimes, you may need to launch

a task within a given time frame (maintenance window). During this maintenance
window the task may require special attributes when scheduled, such as a specific
priority, an emphasis on parallelism or other OS resources. There is the need to
create a job pattern for those tasks that require similar scheduling parameters.

Then Oracle created the DBMS_SCHEDULER. This is a powerful tool that in a simple
and elegant way handles complex schedules. In order for you to be able to manage
the Scheduler, you should first get acquainted with some basic Oracle concepts.

Resource
Consumer Resource Plan Window Window Group
Group

4>{ Job Class H Job H Job Chain ’
3 \ Job = Program + Schedule
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Program: Program and Job are two different concepts. Program relates to the
metadata about what should be run; it specifies the program object, the program
action, and the program type. A Job specifies when the program is to be executed,

so the same program can be scheduled at different times and frequencies by different
jobs. When working with programs, the program is meant to separate the what part
of the job.

Schedule: The Schedule defines the point in time when a job is programmed to be
executed, and how often the job will be executed (frequency). This could be just a
onetime execution or a repetitive execution. For jobs to be scheduled at a later time,

it specifies when the job will start executing, and for repetitive jobs it also specifies
the start time and whether the job will run indefinitely or when the job schedule will
expire. The schedule also specifies if a job will be executed when an event is raised. A
schedule is also a database object. When working with simple jobs, the job can define
what is going to be run and when it is going to be run. The Schedule is a means of
separating the when part of the job.

Job: A Job is a user-defined task programmed to be run at a specific point in time, a
job specifies what will be run and when it will be run. This task may be programmed
to be run once or several times. The task could be a PL/SQL block. A job is a
database object.

Job Classes: If you create several jobs that share the same attribute values, then those
jobs could be included under the same job class. If a Job is assigned to a Job Class
then the job inherits the attributes defined for that Job Class. All the jobs belong to
ajob class, if a job class is not specified at job creation time; the job automatically
belongs to the DEFAULT JOB_CLASS.

Window: A Window is a time frame used to redefine allocation resources among
jobs. The Window is defined along with resource manager to specify resource
allocation policies. The Window specifies the resource plan to be activated and
each job class specifies which resource consumer group to map. The Windows may
overlap in time, if this happens the Window with the higher priority is chosen over
the Window with lower priority.
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Window Groups: When a job is required to be scheduled on different windows, you
can define several windows and then group them under a single name. Let's assume
a maintenance job is chosen to be run when the workload is lower during weekends,
nights and holidays. There are two regular windows —Weekend, and Weeknight,
and several other windows, each one defining one holiday. All of these windows can
be grouped under a Window Group named Maintenance Window.

‘ -------- Window Group -=-=----------
ISR !

V| @ ® @ @ o) |

N Z2 22| Z2]||Z]| | Weekend |

el |&||E| & |a |

= N =S = =S = '

| | | | | | | | | |

[ [ [ [ [ [ [ [ [ [

M T W F S S

Resource Manager: The Resource Manager is a means of providing the DBA with
more control over resource allocation. It specifies the amount of resources a process
may use, it determines the degree of parallelism, the CPU emphasis, the maximum
blocking time, and the maximum idle time, among other resources. In the Scheduler
context, it specifies the resource limits for a Window or a Job Class. Resource
Manager represents an entire subsystem of DBA resource control and is closely

tied to Services (previously discussed). The Oracle Scheduler has been designed to
integrate with that subsystem.

oLTP
group 1o

DSS
group g

WeekDay WeekNight
Window Window

e e

08:00 17:00 22:00 07:00
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Job Chains: Scheduling a single task can be relatively easily done, it can be
scheduled to be run at a specific point in time, or, as previously seen, it can be
triggered after a specific event is raised. But when a task depends on other tasks to be
completed before they can be scheduled, or if a task is to be conditionally scheduled,
a complex shell script must be prepared.

Time Schedule: This is the most frequently used schedule. Normally the tasks are
scheduled at a given point in time, which can occur once or on a repetition basis. A
time expression is required to define when the task will be executed.

Event Schedule: A Job cannot only be scheduled by a time expression, but also by

a non-deterministic situation. Assuming a file arrives around 2:00 a.m., but not at a
precise point in time, if a chain process is waiting for this event to start just in time,
then a regular schedule may either start too early or too late, and would not be a
convenient way to schedule the file processing job. An event-based schedule is more
suitable for this scenario, this way we will always know that a process chain won't
start unless the required triggering condition is met.

An event-based schedule requires a queue specification and an event condition to
be met.

Getting started with the Oracle Scheduler

There are a number of database privileges and properties that need to be set for a
user to be able to access and utilize the Scheduler. Once the user has been granted
the proper privileges they are ready to use the DBMS_SCHEDULER package.

Required privileges
In order for you to create a new job manager you must grant the
SCHEDULER_ADMINrOb.

GRANT SCHEDULER ADMIN TO <username>;

This role provides a lot of power for a regular user, allowing the grantee to run
any code. If this happens to be a regular user who will launch its own jobs, then it
should be granted the CREATE JoB privilege. This allows the grantee to create jobs,
schedules, and programs in its own schema.

GRANT CREATE JOB TO <username>;

[203]




Oracle Scheduler

If the user will be performing other management tasks besides creating jobs and
schedules, then the DBA should grant the MANAGE SCHEDULER privilege. This allows
the grantee to create, alter or drop windows, job classes, and windows groups, as
well as manage the Scheduler attributes and purge the Scheduler log. These tasks are
often performed by the DBA, so the database administrator should assess if the user
really requires this privilege level.

GRANT MANAGE SCHEDULER TO <username>;

Let's create the Scheduler manager with the minimum privileges required to create
basic objects and manage the Scheduler:

create user OSCHEDMGR
identified by ORACLE
default tablespace USERS
quota unlimited on USERS;

grant create table,
create procedure,
create sequence,
manage scheduler
to OSCHEDMGR;

This code creates a regular user with minimum privileges to use dbms_scheduler to
create jobs:

create user OSCHEDULER
identified by ORACLE
default tablespace USERS
quota unlimited on USERS;

grant
create session,
create table,
create procedure,
create sequence
create job

to OSCHEDULER;

Scheduling our first job

In this example the user issues a Scheduler job by means of the
DBMS_SCHEDULER.CREATE_JOB that is a stored procedure. The parameters
required by the CREATE_JoB procedure depend on the version of the stored
procedure used. CREATE_JOB is an overloaded procedure, there are six different
versions of it, so when programming a task using this procedure, be sure to use
the right parameter combination for the selected CREATE_JoOB procedure.
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This schedule task is composed of a simple database stored unit that updates

a table at a specified time. First you must create the procedure, and then schedule it.
At this stage this schedule doesn't include the program or the schedule concept to
create the job, those are explicitly defined in one step. In a later example these will be
created separately.

The parameters used in this example are explained next.

Creating the job

The jobs are created using the CREATE_JoB procedure. The following parameters
are used in the example and are as shown in the screenshot:

JOB_NAME: Jobs are database objects and require a unique name that follows
the standard Oracle object naming convention.

JOB_TYPE: There are several different kinds of jobs — programs (external OS
commands or shell scripts), PL/SQL Blocks, Stored Procedures, executable
programs, or chains.

JOB_ACTION: This refers to the procedure name to be executed.

REPEAT_INTERVAL: DBMS_SCHEDULER utilizes time expressions with a particularly
simple syntax to define the job frequency. In the example, the job was specified to
run every two minutes (FREQ=MINUTELY; INTERVAL=2).

START_DATE: The start date is defined with a timestamp using time zone data
type. In the example, it is defined using the to_timestamp_tz function.

END_DATE: If this parameter is defined, it means the job will finish being scheduled
at this point in time; otherwise it means the job will keep on running indefinitely.

JOB_CLASS: This parameter specifies the job class to which the job will be related.
All jobs must belong to a job class. As it is not defined in this case, the job will belong
to the DEFAULT JOB_CLASS.

COMMENTS: This is a varchar2 column which is intended for the job creator to
document what the job does.

AUTO_DROP: The job creator can specify whether or not the task will be
automatically dropped after it is completed.
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NUMBER_OF_ARGUMENTS: If the task to be launched requires arguments, this
parameter specifies the number of arguments. The actual parameter values are not
defined here; those are defined with the DBMS_SCHEDULER.SET JOB_ARGUMENT _
VALUE procedures.

ENABLED: If there are no more parameters to be specified, the job can be enabled by
setting the ENABLED value to TRUE. By default, this value is set to FALSE, so the job
is created disabled.

This example schedules the LOG_ENTRY stored program unit, this is a simple user
created procedure that obtains a sequence number and inserts a record into a log
table. This is described next:

create table oscheduler.job_ log(
id number (10) ,
exec_time date,
what varchar2 (50))
tablespace users;

create sequence oscheduler.seq;
grant create procedure to oscheduler;

create or replace procedure oscheduler.ins job log entry(
log info IN varchar2)
as
begin
insert into job log values(
seqg.nextval,
sysdate,
log info
) ;
commit;
end;

/

This procedure requires an argument and a log info file. It also requires a special
treatment when the procedure will be scheduled.
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v ssh Packt
Ly L JOB_NAME =l
1 BEGIN - JOB_TYPE -
3 sys.dbms_scheduler.create_joh( JOB ACTION
4 Jjobh_name => ‘"OSCHEDULER"."TEST_SCHEDULER"' . =
g _]og o ,)Sngga_gﬂLER IEE _JOB_LOG_ENTRY | REPEAT_INTERVAL
Job_action = ?  —
7 repeat_interval => 'FREQ=MINUTELY; INTERURL 2‘ l_ START DATE
8 start_date => gystimestamp at time =zone Hnerlca/ch1cago
e %ZB') end_date => to_timestamp_t=('2888-11-26 23:57:88 Hmerlca/chlcagu » TYYYY-MM-DD HH24:MI:S
}? "job_class ;) ;EEFRULLJOB,CERSS';I .1—'1 - L END_DATE
comments =» 'This is a simple scheduler test joh’,
12 auto_drop => FALSE, | ‘JOB—CL‘ASS
13 number_of _arguments => 1, | COMMENTS
ig 55 enahled => FALSE | AUTO_DROP
17 =syz_dbmz_scheduler_set_job_argument_value( NUMBER—OF—ARGUMENTS
18 Jjob_name => ”'OSCHEDULER" “TEST_SCHEDULER" , ENABLED
19 argument_position =
E? 5, arsument_ value => Test Job Scheduler’ Declare Job Arguments
22 '
23 sys.dbms_scheduler._enable( * “OSCHEDULER"."TEST_SCHEDULER™ »; Enable the Job
24
25= END;
SaL> ~

PL-S3QL procedure successfully completed.
B80L> select * from tab;

TNAME TABTYPE CLUSTERID

WOB_LOG TABLE
5GL> select * from joh_log;

ID EXEC_TIME WHAT

21 26-NOU-88 Test Job Scheduler
1 28-NOU-B8 First Test Entry

sqQLy _

| Test the results from the
schedule

Specifying procedure arguments

In the above example, the job to be scheduled requires one argument, the argument
is defined using the DBMS_SCHEDULER.SET JOB_ARGUMENT VALUE procedure. This
requires three parameters, JOB_NAME, ARGUMENT POSITION, and ARGUMENT VALUE.

JOB_NAME: This is the job name defined at job creation time.

ARGUMENT_POSITION: The arguments are defined by position, this is a
PLS_INTEGER value that specifies the parameter position.

ARGUMENT_NAME: The argument can be defined not only by position,

but also with the parameter name. In

the case of PL/SQL procedures

this refers to the parameter name defined at the PL/SQL program unit

creation time.

ARGUMENT_VALUE: This is the argument value, it is specified as a
VARCHAR2 value. If the value is not a varchar2, then the procedure
SET JOB_ANYDATA ARGUMENT VALUE must be used instead.
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Enabling the job schedule

Once the job has been properly created, then it is time to enable it, this is done
using the DBMS_SCHEDULER. ENABLE procedure. The only argument it requires is the
job name.

Using Enterprise Manager

Enterprise Manager is a convenient way to schedule a job, its interface is intuitive
and user friendly. The Scheduler manager is found on the Administration tab in
the Database Scheduler section. There you will find the Job definition section, the
one first used to schedule a simple job (Jobs, Schedules and Programs), Window
Management (Windows, Window Groups ), Program definition (Programs),

Job Classes, and Chains.

%9 Oracle Enterprise Manager (SYS) - Database Instance: beta - Mozilla Firefox

File Edt “iew History Bookmarks Tools  Help

C; * c My Id |http:,l’)’lgz.lﬁﬂ.z.ln:11SE,fam,l’cnnsnIeJ‘datahasa;’instance,l’sitemap?avant= S |'|Gnngle y.

ORACLE Enterprise Manager 10g Setup Preferences Helo Logout
Database

Logged in As 5YS
Database Instance: beta
Home Petformance | Administration | Maintenance
The Administration tab displays links that allow you to administer database objects and i [ Scheduler Manager ] an

Oracle database. The Maintenance tab displays links that provide functions that control 1 : Oracle
databases. —
Database Administration
-~ -
Storage Database Configuration Database Scheduler
Contral Files # lobs
Tablespaces (JOb Management ]_ Chains

¥ Schedules

» Programs
Job Classzes

+ H Windows
(Wlndow Management ]—:+ Wit Brouns
Global Attributes

Ternporary Tablespace Groups
Datafiles

Rollback Segments

Redo Log Groups

Archive Logs

Database Feature Usage

L

Statistics Management

Autormatic Workload Repository
Manage Optimizer Statistics

Change Database

Migrate to ASh
IMake Tablespace Locally Managed

Resource Manager
Monitars
Consumer Groups

Consumer Group Mappings
Plans

El

By clicking the Job definition section, the form to specify a simple job appears:

[208]



Chapter 7

) Oracle Enterprise Manager (5Y5) - Create Job - Mozilla Firefox
File Edit Yiew History Bookmarks Tools Help
ii v c P T I |_] |http:,l’;’192.168.2.10:1158,iem,l’cnnsola;’database;‘instance;‘schr,ijob?pagel’ S I"Gnogle y.
Database Instance: beta = Scheduler Jobhs = Create Job Logged in As SYS d
Create Job
( Show SQL ) ( Cancel ) [ 0K )
General | Schedule Options
= Mame I 4 Job Name
= Owner [5Y5 — Job Owner
Enabled & veg © po ¢ Enabled ! Disabled
Description | 4——— -Job Description
Lagging Level | Log job runs only (RUNS) (=] 4 Logging Level
Specity logging requirements for the job [ Job Class
Job Class [DEFAULT_JOB_CLASS ¥ & (cCreate Job Class)
Auto Drop [ FALSE =]+ Auto Drop
Specify whether the job should be dropped after completion
Restartahle I FALSE ||+ Restartable
Specify whether the job can be restarted manually or inthe evert of failure
Command Type
Command
Select the command type far the job, then enter the command requirements. Command
Command Type PL/SQL Block ( Change Comrmand Type )4
begin
- Ingert PLASOL code here
end;
PL/SGL
Job Definition
Frequency definiton
Job Advanced Options
General | Schedule Options ﬂ

The kind of jobs that Scheduler accepts are Programs (specified Scheduler programs),
PL/SQL anonymous blocks, stored procedures, executables (OS programs), and
chains. The command type section will change the layout and the kind of arguments
requested depending on the kind of command to schedule. The command used in
the example was a simple PL/SQL stored unit with one parameter.
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Once the job and job type has been defined, the next step is to define the schedule.

%) Oracle Enterprise Manager (SYS) - Create Job - Mozilla Firefox
Ele Edit “iew History Bookmarks Tools Help
is - c M 1T I |J |http:,i,l’lQZ.IEuB‘Z.ID:11SB)’emjcnnsnIe,l’datahasa;’instance,l’schr,l’jnh?targel S |'|Gnngla ).
ORACLE Enterprise Manager 10g Setup Preferences Hely Looowt — —
Database
Database Instance: beta = Scheduler Jobs = Create Job Logged in Az 5¥5
Create Job
( Cancel ) [ OK)
General | Schedule | Qotions Standard
Schedule Use predefined schedule
Schedule Type |Standard 4—:'— Type Standard Using PLSGL
Use predefined Window
Time Tone |AmericaICh\cagU ,,5? Event
Repeating By Seconds
Repeat By Minutes
Repeat | Do Mot Repeat = |4— Interval By Hours
By Days
Start By Weeks
® Immediately By Months
By Years
C Later
Date [Nov27, 2008 ——— Job Start Time
(ewample: Moy 27, 2008)
Tire [10=][40 <[00 =] © aM & P =

The Scheduler specifies when this job will be launched as well as the job frequency
and the time this task will be programmed to start. The schedule type can be a
standard Scheduler, an already defined schedule object, a standard PL/SQL, which
means you will provide a time expression similar to the one used with bBMS_JO0B, it
can also be run within a predefined window, or an asynchronous schedule by means
of the event scheduling. Each schedule type will change the form layout accordingly.

If a standard schedule is used, the repeating interval can be specified as a value from
seconds to years. The repeating interval will also change the page layout depending
on the kind of interval.

Finally, you can specify the time the job will be started; this can either be launched
immediately or at a specific point in time.
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Time expression syntax

Prior to DBMS_SCHEDULE, the way to specify the repeating interval with the

DBMS_JOB was pretty complex, and not very easy to read. The time expressions were
PL/SQL expressions that resulted in a rigid schedule pattern. The syntax used by the
Scheduler time is far more flexible and powerful, and, among many other features,
the richness of the time expressions is one of the Scheduler's strengths.

The repeat interval

The repeat interval goes from as little as seconds, to years. The frequency can
be defined seconds, minutes, hours, days, weeks, months, and years.

The syntax used to write time intervals can be specified either using a regular
schedule or a combined schedule.

repeat interval = regular schedule | combined schedule

Regular schedule

The regular schedule is composed of three main sections — the frequency definition,
the interval, and the timing specification.

regular schedule =
frequency_clause
[";" interval_ clause]
[";" bymonth clause]
[";" byweekno_ clause]
[";" byyearday clause]
[";" bydate clausel
[";" bymonthday clause]
[";" byday clausel
[";" byhour clause]
[";" byminute clause]
[";" bysecond clause]
[";" bysetpos_clause]
[";" include_ clause]
[";" exclude_ clause]
[";" intersect_ clause]
[";" periods clause]
[";" byperiod clause]
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Combined schedule = schedule list

[";" include clause]
[";" exclude clause]
[";" intersect clause]
BYMONTH {[JAN, FEB, ... DEC] |
[1, 2, ... 121}
BYWEEKNO {1,2, ... 53}
YEARLY BYYEARDAY {[minus] 1,2, ... 366}
MONTHLY BYDATE{Date [YYYYIMMDD
WEEKLY | [offset | span]}
DAILY Interval Num {1...999} BYMONTHDAY {[minus] 1,2, ...31}
HOURLY Interval
BYDAY
MINUTELY
U {[minus][weekDayNum]MON, TUE, ...SUN}
SECONDLY =1 ..53(yearly freq.)
=1 ..5(monthly freq.)
Frequency clause BYHOUR {0, 1, .23}
BYMINUTE {0, 1, ...59}
BYSECOND {0, 1, ...59}
timing
Repeat Interval = Frequency Clause [ ; interval ] [ ; timing]

Frequency clause: This can be either a predefined frequency or a user defined
frequency. The predefined frequencies are YEARLY, MONTHLY, WEEKLY,
DAILY, HOURLY, MINUTELY, and SECONDLY. A task whose schedule is
programmed with the clause FREQ=MINUTELY will wait for the next minute to
start being scheduled.

In this example a task is programmed to run each minute, so the frequency clause is
declared MINUTELY:

sys.dbms_scheduler.create job(

job name => '"OSCHEDULER"."TEST MINUTELY"',

job_type => 'STORED PROCEDURE',

job action => 'OSCHEDULER.INS JOB LOG ENTRY',

repeat interval => 'FREQ=MINUTELY',

start date => systimestamp at time zone 'America/Chicago’,
job class => 'DEFAULT JOB CLASS',

comments => 'Test Minutely Scheduling',

auto_drop => FALSE,

number of arguments => 1,

enabled => FALSE) ;
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Interval clause: The interval clause defines the time when the next occurrence of the
schedule will take place; it ranges from 1 to 999 and its default value is 1.

Let's assume this scenario; if the user defines a schedule to occur HOURLY at an
interval of three (hours, it uses the same unit as the frequency clause), starting at
midnight with no ending clause defined, it means that the job will first run at 00:00
hours, and the next occurrence will be at 03:00 hours, next will be at 06:00, next will
be at 09:00, and so on. In this example the time expression is:

'FREQ=HOURLY ; INTERVAL=3"

Timing Specification: The individual timing clauses that define a timing expression
are detailed in the table below.

BY{ * } clause Syntax and Definition
BYMONTH BYMONTH = { ( JAN, FEB, ... DEC ) | ( 1, 2,
12) }

This specifies on which month or months the job is scheduled to be
run. The syntax allows this time expression to be written either with
numbers or with the month acronyms. Several months can be specified.
Let's assume a task is scheduled to run in July, October and December;
the time expression should be defined to run yearly, on the previously
specified months, and its syntax would be:

FREQ=YEARLY; BYMONTH=JUL, OCT, DEC

BYWEEKNO BYWEEKNO = {1, 2, ... 53}

This defines the Week number according to the ISO-8601 standard.

A week starts on Monday and ends on Sunday;, its value ranges from
1 to 52 (or 53 in a leap year). Parts of a week can be found on the
previous year and parts of a week may be found on the next year.
The BYWEEKNO is valid only on a YEARLY interval. According to
the standard the week containing the first Thursday of the year is
considered the week number one, for example on January 2004, the
first day of the year was on Thursday, so this was considered the first
week of the year, and it started on Monday 29th December 2003.
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BY{ *} clause

Syntax and Definition

BYYEARDAY

BYDATE

BYYEARDAY = {[minus] 1, 2, ..., 366}

The value of the year day ranges from 1 to 366, each year day is
assigned a number and depending whether the year is or is not a leap
year, the maximum value will range from 1 to 365 for the former and
366 for the later. In a regular year, the year day 59 corresponds to
March 1, meanwhile on a leap year the same year day corresponds to
February 29

When the value is preceded by a minus sign it means the day is
counted from the last day of the year backwards. If the year day has a
value of 20, it means it is the January 20, but if the value is -20, then the
resulting date is December 11.

FREQ=YEARLY ; BYYEARDAY=-20

BYDATE = {Date [YYYY]MMDD | [ [+]|-]loffset | [+|-]|"]
span 1}

This specifies a list of dates in the YYYYMMDD format. If the YYYY
format mask is not included then it assumes the current year.

The BYDATE specifier can be simplified using the span and offset
modifiers, which will produce a set of consecutive dates. The
expression BYDATE=0201, 0202, 0203, 0204, 0205, 0206,
0207, 0208, 0209, 0210 can be simplified with the span modifier
this way: BYDATE=0201+9D. The span modifier can be qualified

with plus sign, which is an increasing date range starting with the
given date, when it has the minus sign it stands for a monotonically
decreasing date range starting with the given date, and if it has the
circumflex sign, this means it is a range that spans n-days centered on
the given date.

The expression BYDATE=0201+14D is equivalent to a range of dates
starting at 0201 and ending at 0215. This expression can also be written
using the offset modifier this way: BYDATE=0201+0OFFSET : 2W
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BY{ *} clause

Syntax and Definition

BYMONTHDAY

BYDAY

BYHOUR

BYMINUTE

BYSECOND

BYMONTHDAY = {[minus] 1, 2, ..., 31}

The month day is the regular calendar day, it starts the first day of the
month and it may end on the 28th, 29th, 30th, or 31st day of the month,
depending on the specific month and year. If the month day includes

a minus sign, this means that it counts backwards from the last day of
the month, so a convenient way to refer to the last day of the month is
with the expression BYMONTHDAY= -1.

BYDAY = {[minus] [weekDayNum] MON, TUE, ... SUN}
weekDayNum = {1 .. 53} (yearly) | {1 .. 5} (monthly)

The day refers to the week day ranging from MON to SUN, and the
weekDayNum stands for the number of the week , which will span
from 1 to 53 (in a yearly frequency) or from 1 to 5 (in a monthly

frequency). So the 33rd Wednesday of the year can be expressed as:

FREQ='YEARLY'; BYDAY = 33 WED
Meanwhile the third Thursday of the month can be expressed as:
FREQ="'MONTHLY'; BYDAY = 3 THU

If the BYDAY clause is preceded by the minus sign it means it will be
counted backwards, so if you want to represent the last Friday of the
year then you would use:

FREQ='YEARLY'; BYDAY = -1 FRI
BYHOUR = {0, 1, ... 23}

This specifies the hour in a 24 hour format ranging from 0 (12:00 a.m.)
to 23 (11 p.m.).
BYMINUTE = {0, 1, ... 59}

This specifies the minutes past the hour the task will be scheduled,
it ranges from 0 to 59. Its meaning is straightforward.
BYSECOND = {0, 1, ... 59}

This specifies the seconds past the minute the task will be scheduled,
it ranges from 0 to 59. Its meaning is straightforward.
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Combined schedule

The repeat interval can also be combined, and it can be seen as a set of points in time
that can be intersected with other points in time, it can be included, excluded, or
intersected. The repeated schedules are included only once in the resulting schedule.

combined schedule = schedule list [";" include clause] [";" exclude
clause] [";" intersect clauseintersect clause]
Combined Schedule INCLUDE Combined Schedule EXCLUDE

Schedule Schedule

Schedule Schedule
List A List B

List A List B

Combine Schedule INTERSECT

Repeated schedules are included only once

Schedule Schedule

List A List B

As previously shown on the diagram there are three ways to define a combined
schedule. They are the include, exclude and intersect clauses.

Include: The include clause merges the resulting schedules from two or more
named schedule lists. The repeated schedules are included only once. The include
operation is equivalent to the Union set operator.

Exclude: This excludes the values in common with the schedule list A. The exclude
clause is equivalent to the Minus set operator.

Intersect: The intersect clause is equivalent to the intersect set operator. This
specifies an intersection between the calendaring expression results and the set of
timestamps defined by one or more named schedules. Only the timestamps that
appear both in the calendaring expression and in one of the named schedules are
included in the resulting set of timestamps.

[216]




Chapter 7

Exclude scenario

Let's assume this scenario, a process is scheduled to run on the first calendar day
of the month at 08:00 a.m., except on January 1. Two schedules are created, one for
January the first, and the second for the first day of each month.

In the following example JAN_FIRST is a schedule that resolves to the single
date 01-JAN:

BEGIN
sys.dbms_scheduler.create schedule (
repeat_interval => 'FREQ=YEARLY;BYYEARDAY=1",

start date => systimestamp at time zone 'America/Mexico_
city',
comments => 'Single date January 1lst',
schedule name => '"SYS"."JAN FIRST"');
END;

This schedule resolves for the first day of each month except January 1st:

BEGIN
sys.dbms_ scheduler.create schedule(
repeat interval => 'FREQ=MONTHLY;BYMONTHDAY=1;BYHOUR=8; EXCLUDE=

JAN FIRST',
start date => systimestamp at time zone 'America/Mexico
City',
comments => 'First day of the month',
schedule_name => '"SYS"."FIRST MONTH DAY SCHED"' ) ;
END;

Both schedules can be queried from Enterprise Manager DB Control Console.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database
Database Instance: alpha = Scheduler Schedules Logged in As SY5

Scheduler Schedules
Page Refreshed May 12, 2009 1:38:49 AM ( Refresh )

( Create )
Ediit ), Wiew ) Delete ) Create Like )
Select Name Owner Start Date End Date Description
& DALY PURGE_SCHEDULE |Sv3
0 JAN_FIRST SYS May 12, 2009 1:29:48 Akt Single date
-05:00 January 1st
' FIRST_MONTH_DAY_SCHED|SYS May 12, 2009 1:37:27 Al First day of
-05:00 the month

Related Links
Chains Global Attributes Job Classes
Jobs Prograrns Window Groups

Database | Setup | Preferences | Help | Logout
Copyright & 1936, 2007, Oracle. Al rights reserved.
Shout Oracle Erterprise Manager 10g Database Cortrol
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The resulting schedule will include the first day of each month, except January 1st. It
must be pointed out that the FIRST MONTH DAY SCHED schedule is defined to run at
08:00 a.m., meanwhile Jan 1 does not have a defined time.

1
‘\Q Excluded dates without a time component are treated as twenty four

hour periods. All timestamps that fall on an excluded date are removed.

Considering the previously detailed expression:

FREQ=MONTHLY ; BYMONTHDAY=1 ; BYHOUR=8 ; EXCLUDE=JAN FIRST

All instances of the job are removed for Jan 01.

COMBINED SCHEDULE - EXCLUDE

FIRST_MONTH_DAY_SCHED JAN_FIRST

Feb 1st
Mar 1st  Apr 1st

May 1st  Jun st
Jul 1st Aug 1st

Sep 1st  Oct 1st

Nov 1st  Dec 1st

| FREQ=MONTHLY; BYMONTHDAY=1; BYHOUR=8; EXCLUDE=JAN_FIRST

Include scenario

In this scenario two schedules are defined, the first one defines several holidays, and
the second one defines a maintenance schedule that is meant to run every Sunday
and on holidays. If a given date is both a Sunday and a holiday, the scheduled task is
meant to run only once.
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BEGIN
sys.dbms_ scheduler.create schedule(
repeat interval =>
'FREQ=YEARLY;
BYYEARDAY=1, -286,-245,-241,-110,-107,-81,-60,-42,-7",
start date =»>
to timestamp tz('2009-05-12 America/Mexico City',
'YYYY-MM-DD TZR'),
comments => 'Company Holidays',
schedule name => '"SYS"."HOLIDAYS"') ;
END;
/

This schedule is configured to run every Sunday, including holidays:

BEGIN
sys.dbms_scheduler.create schedule (
repeat interval => 'FREQ=WEEKLY;BYDAY=SUN; BYHOUR=6; BYMINUTE=30;
INCLUDE=HOLIDAYS',

start date => systimestamp at time zone 'America/Mexico_
city!',
comments => 'Every Sunday and Holidays',
schedule name => '"SYS"."EVERY SUNDAY"') ;
END;
/

COMBINED SCHEDULE - INCLUDE

EVERY_SUNDAY HOLIDAYS

Company

Holydays

Company Holidays On Sunday

FREQ=WEEKLY;BYDAY=SUN;BYHOUR=6;BYMINUTE=30; INCLUDE=HOLIDAYS
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Intersect scenario

In this intersect scenario only the dates that are both a Sunday and the first day of the
month will be displayed.

This schedule selects every Sunday:

BEGIN
sys.dbms_scheduler.create schedule (
repeat_interval => 'FREQ=WEEKLY; BYDAY=SUN',

start date => systimestamp at time zone 'America/Mexico_ City',
comments => 'Every Sunday',
schedule name => '"SYS"."EVERY SUNDAY"') ;

END;

/

The next scenario intersects the resulting timestamps from EVERY SUNDAY with the
first day of the month.

BEGIN
sys.dbms_scheduler.create schedule (
repeat interval => 'FREQ=MONTHLY; BYMONTHDAY=1; INTERSECT=EVERY

SUNDAY',
start date => systimestamp at time zone 'America/Mexico_ City',
comments => 'Every Sunday 1lst during the year',
schedule name => '"SYS"."EVERY SUNDAY 1ST"');

END;

/

Only the common dates are selected by this schedule.

COMBINED SCHEDULE - INTERSECT

EVERY_SUNDAY  FIRST DAY OF THE MONTH

First day of
each month

FREQ=MONTHLY;BYMONTHDAY=1;INTERSECT=EVERY_SUNDAY
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The resulting dates for the next five scheduled results are those shown in the

below image:

ORACLE Enterprise Manager 10g

Edit Schedule: SYS.EVERY_SUNDAY_1ST

Name EVERY_SUNDAY_1ST
Owner SYS

Description IEvery Sunday 15t during the year

Schedule

Time Zone IAmenca;’MechniCity ,”{

Schedule Type | Calendar =

Calendar Expression

FREQ=MONTHLY,BYMONTHDAY=1,
INTERSECT=EVERY_SUNDAY

Next § Scheduled Dates

Refresh )
Date
Mov 1, 2002 1:15:00 At
Aug 1, 2010 1:15:00 Abd
May 1, 2011 1:15:00 AM
Jdan 1, 2012 1:15:00 Ak
Apr 1, 2012 1:15:00 A

Database Instance: alpha = Scheduler Schedules = Edit Schedule: SYS.EVERY_SUNDAY_15T

Setup Preferences

[ Show 5QL ) | Reven ) ( Apply )

Help  Logout
Database

Logged in As 5YS

Time expression examples

The Oracle Scheduler time expressions are rich, flexible, and powerful. Once you
get familiar with the basic syntax rules, you realize the syntax is pretty simple and

straightforward. Let's take a look at some examples:

Schedule Requirement Expression

Daﬂyatnoon FREQ=DAILY; BYHOUR=12; BYMINUTE=0;
BYSECOND=0"'

Daily at midnight FREQ=DAILY ; BYHOUR=0; BYMINUTE=0;
BYSECOND=0"'

The last day of each month at 9:30 p.m.  FREQ=MONTHLY ; BYMONTHDAY=-1;
BYHOUR=21; BYMINUTE=30; BYSECOND=0

Every Tuesday and Friday at 9:00 p.m.  FREQ=WEEKLY; BYDAY=TUE, FRI;

BYHOUR=21; BYMINUTE=0; BYSECOND=0
First Monday of each Quarter FREQ=MONTHLY; BYMONTH=1,4,7,10;
BYDAY=1MON
Lastday(ﬁthehﬂonﬂ1 FREQ=YEARLY; BYMONTHDAY=-1
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Programs

A program is a collection of metadata detailing what the Scheduler will run. A
schedule specifies when the program will be executed. You can create a job using
existing programs and schedules.

If a program is to be scheduled by a single Job, then the program can be defined
within the job definition, but if the same program is to be scheduled under different
circumstances and more than once, then the use of programs should be considered.

There are different kinds of programs:

élQ error message. This may happen even though you may have the proper

PL/SQL Blocks: These are anonymous PL/SQL blocks written at program
creation time.

Stored Procedures: This is a regular stored procedure PL/SQL unit.

Operating System Executables: This is a shell script or any other OS
executable. Scheduling programs inside the database is a more convenient
way to schedule OS tasks, this allows more integration and more control over
the task execution cycle. If the regular OS Scheduler is used (crontab

in Unix like systems and Task Manager on Windows platforms) then there is
no way to monitor, control or regulate the task behavior. The user depends
only on the OS scheduling mechanism to launch the job. Even though the
Windows Task Manager has a good degree of complexity to schedule a task,
it definitely doesn't have a point of comparison with the Oracle Scheduler.
On the other hand, the crontab mechanism is too far primitive if we make
the same comparison. So if the program requires a complex schedule,

it will be much easier to define and manage it using the Oracle

scheduling infrastructure.

When launching a program you must be aware of the permissions at
the Operating System level, otherwise you may receive the ORA-27369:
job of type EXECUTABLE failed with exit code: Permission denied

privileges when you execute the task directly at the operating system.
In Unix like system this error has to do with the privileges of the
extjob program located in the SORACLE HOME/bin directory, by
default this runs with a SUID, making an external job run as the nobody
user belonging to the nobody group.
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Creating programs manually

A program is defined using the CREATE _PROGRAM procedure from the
DBMS_SCHEDULER package. It requires us to specify the program name, owner, type
of program, and argument definition. The program can be created in an enabled
status from the beginning, but in this case the program is enabled once the complete
configuration task is finished.

To create a program based on an already existing program unit:

BEGIN

DBMS_SCHEDULER.CREATE_PROGRAM(
program name =>'0OSCHEDULER.LOG_INFO_ PROG',
program_action =>'0OSCHEDULER.INS JOB_LOG_ENTRY',
program_type =>'STORED PROCEDURE',
number_ of_ arguments=>1,
comments =>'Log Info Stored Procedure Program',
enabled =>FALSE) ;

END;

Once the program is created, the next step is to define the required arguments:

BEGIN
DBMS_SCHEDULER.DEFINE_PROGRAM_ARGUMENT (
program name =>'0OSCHEDULER.LOG_INFO_ PROG',
argument name =>'LOG_INFO',
argument position=>1,
argument type =>'VARCHAR2',
default value =>'",
out_ argument =>FALSE) ;
END;

And finally the program is enabled.

BEGIN

DBMS_SCHEDULER . ENABLE (
name=>'OSCHEDULER.LOG_INFO_PROG') ;

END;

The following piece of code shows the way to create an OS program using
DBMS_SCHEDULER.

In this piece of code a simple shell script is scheduled. The script executes an echo
and redirects the output to an OS file:

echo 'date' Log Entry Generated from the OS > /tmp/Oracledob.log
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This script is saved to /home/oracle/bin/record_os_log entry.sh. Once the
shell script is ready the next step is to create a dbms_scheduler program named
OSCHEDULER.OS_LOG_RECORD_PROG!

BEGIN
DBMS_SCHEDULER.CREATE PROGRAM (
program name =>'0OSCHEDULER.OS_LOG_RECORD_ PROG',
program_action =>'/home/oracle/bin/record os log entry.sh',
program type =>'EXECUTABLE',
number of arguments=>1,
comments =>'0S level log entry record',
enabled =>FALSE) ;
END;
BEGIN
DBMS_SCHEDULER.DEFINE PROGRAM ARGUMENT (
program name =>'0OSCHEDULER.OS_LOG_RECORD_ PROG',
argument name =>'LogEntryText',
argument position =>1,
argument_type =>'CHAR',
default_value =>'Default log entry',
out argument =>FALSE) ;
END;
BEGIN
DBMS_SCHEDULER . ENABLE (
name =>'OSCHEDULER.OS_LOG _RECORD PROG') ;
END;

Defining a program using Enterprise Manager

Using Enterprise Manager to define a program is a convenient and pretty
straightforward way to perform this task, it allows the user to view a list of all
existing Scheduler programs, create new programs or clone a program from an
existing template, edit a program and provide different maintenance levels to
existing programs.

This screenshot shows how a program is defined using Enterprise Manager:
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¥ Oracle Enterprise Manager (SYS) - Create Program - Mozilla Firefox !EH

File Edit ‘iew History Bookmarks Tools Help

CS - c 2% [l I |_] |http:,l’,ilQZ.168.2.10:1158,|’em,l’consoIe,l’database,l’instancefschr,iprngram?[ SR |'|Forms i1g ).

ORACLE Enterprise Manager 10g Sefup Preferences Help Logout — —
Database
Database Instance: beta = Scheduler Programs = Create Program Logged in As 3Y3
Create Program
(show sqL) (Cancel) .&)

= Narme | 4+———Program Name

Schema [SYS 4+———Program Owner

Enabled € ves & o 4 Enabled ! Disabled

Description I
Type | STORED_PROCEDURE ;ﬁ Type of Program

= Procedure Name OSCHEDULER.INS_JOB_LOG_ENTRY | Select Procedure) | view Prucedure)

Arguments
Name Order Data Type Default IN/OUT
LOG_INFO 1WARCHARZ I 1N
L Program Argument Definition (Show SQL ) ( Cancel ) (OK) s
¥ Find: IForms & next W Previous s Highlight al [~ Match case

Schedules

Schedules are named, reusable calendar objects. They may be used for multiple jobs.
Instead of declaring the same schedule for different jobs, just define it once and use it
as a named schedule for different job definitions.

The schedule is created using DBMS_SCHEDULER . CREATE_SCHEDULE

PROCEDURE CREATE_ SCHEDULE (
SCHEDULE_NAME

START_DATE

REPEAT INTERVAL

END DATE

COMMENTS
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In this example a new schedule is created, it is defined to run hourly at an interval of
six hours. This schedule is defined to start at invocation time and runs indefinitely.

BEGIN
DBMS_SCHEDULER.CREATE SCHEDULE (

schedule name => 'demo_schedule',

start date => SYSTIMESTAMP,

end date => null,

repeat_interval => 'FREQ=HOURLY; INTERVAL=6",

comments => 'Hourly schedule at an interval of six hours');
END;

Jobs and Job Classes

The Job is the programmed execution of a task at a given time and during a given
period of time. Once the schedule and the program objects have been defined, they
can be used in a job definition making it simpler and more readable.

BEGIN

sys.dbms_scheduler.create_ job(
job_name => '"OSCHEDULER"."OS LOG_RECORDS JOB"',
program name => 'OSCHEDULER.OS_ LOG_RECORD_PROG',
schedule name => 'OSCHEDULER.MINUTELY SCHEDULE',
job _class => 'DEFAULT JOB_CLASS',
auto_drop => FALSE,
enabled => TRUE) ;

END;

A Job Class is a way of grouping jobs and linking them to a resource consumer
group, so that you can define common properties among different jobs in a single
operation. This enables the same behavior and same properties among homogeneous
jobs. You can specify attributes at the class level; you can also define the order in
which a job is started. Linking to resource manager is important as this is a way you
can emphasize the resources allocated to all the jobs that run under a given

Job Class.
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A Job Class is created using the CREATE_JOB_CLASS procedure. In this example it is
defined as a resource consumer group, and this is assigned to a job class. All the jobs
belonging to this job class will have the same resource allocation policies defined for
the class.

In the demonstration database there are several consumers groups currently defined:

SQL> select CONSUMER_GROUP
2 from DBA RSRC CONSUMER GROUPS;

CONSUMER_GROUP
OTHER GROUPS

DEFAULT CONSUMER GROUP

SYS GROUP

LOW_GROUP

AUTO TASK CONSUMER GROUP

OLTP

DSS

When creating a Job Class this can be defined to run under the Low_Groue:

SQL> BEGIN
2 dbms scheduler.create job class (
3 job class name => 'LOW _GROUP JOB CLASS',
4 resource consumer group => 'LOW GROUP');
5 END;
6 /

We verify the Job Class by querying the DBA_SCHEDULER_JOB_CLASSES view:

SQL> select JOB_CLASS_ NAME,
2 RESOURCE CONSUMER GROUP
3 from DBA SCHEDULER JOB_CLASSES;

JOB_CLASS_ NAME RESOURCE_CONSUMER_GROUP
DEFAULT JOB_CLASS

AUTO _TASKS_JOB_CLASS AUTO TASK CONSUMER GROUP
LOW_GROUP_JOB_CLASS LOW_GROUP
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Now a Job can belong to this class, automatically being enforced to comply with the
resource allocation policy that governs the Job Class.

BEGIN

sys.dbms_scheduler.set attribute
name => '"OSCHEDULER"."TEST MINUTELY"',
attribute => 'job class',
value => 'LOW_GROUP_JOB CLASS') ;

END;

/

And finally we can see the job belongs to the Low_GROUP_JOB_CLASS:

SQL> select OWNER,

2 JOB_NAME,

3 JOB_CLASS
4 from DBA SCHEDULER JOBS
5

where OWNER = 'OSCHEDULER';
OWNER JOB_NAME JOB_CLASS
OSCHEDULER TEST_SCHEDULER DEFAULT JOB_CLASS
OSCHEDULER TEST_ MINUTELY LOW_GROUP_ JOB_CLASS
OSCHEDULER MONTHLYTEST DEFAULT JOB_CLASS
OSCHEDULER OS_LOG RECORDS_ JOB DEFAULT JOB_CLASS

Managing the Scheduler

While defining a schedule it is not required to launch the schedule immediately
afterwards. A scheduled task can be created in a disabled status so that the user can
schedule it at a later time.

All tasks leave a log that can be used to validate that the task was successful or to
find out if a scheduled task failed and why. The user should know how and when to
purge it so it doesn't grow too big.
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Enable or disable components

The DBMS_SCHEDULER . ENABLE enables a Scheduler component, such as a program,
job, window or window group, and DBMS_SCHEDULER . DISABLE disables components.

This procedure enables a job belonging to the demo Scheduler. In the previous
section the TEST MINUTELY Scheduler job was defined.

EXEC sys.dbms_scheduler.enable( '"OSCHEDULER"."TEST MINUTELY"' );

Managing job logs

There are two important tasks to perform with the logs; these tasks are to monitor
them and schedule a purge task on them. All job related activity generated by means
of the dbms_scheduler leaves a log behind for forensic purposes in case something
goes wrong with the job or just to make sure the job ran successfully. Once the user
has made sure everything went well and there is nothing else to debug, the log
information becomes a ballast the user should get rid of, otherwise this can easily
flood the database with useless information.

Monitor a Job Execution
The outcome from the job Scheduler can be monitored at the [DBA | USER | ALL]_
SCHEDULER_JOB_LOG views. The views are listed later in this chapter.
SQL> SELECT LOG ID, LOG DATE, JOB NAME, STATUS
2 FROM USER SCHEDULER JOB LOG
3 WHERE LOG DATE > TRUNC (SYSDATE)
4* ORDER BY LOG ID
LOG _ID LOG DATE JOB_NAME STATUS
17824 30-NOV-08 12.21.42.547453 AM -06:00 TEST MINUTELY SUCCEEDED
17825 30-NOV-08 12.22.42.538071 AM -06:00 TEST MINUTELY SUCCEEDED
17826 30-NOV-08 12.23.42.080787 AM -06:00 TEST MINUTELY SUCCEEDED
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Several different queries can be issued against the database to monitor the
job activity.

Requirement Query

Details on Job runs select log date,
job name,
status,

req_start_date,
actual_ start date,
run duration
from dba_scheduler job run details;
Running Jobs select job_ name,
session id,
running instance,
elapsed_time,
cpu_used
from dba_ scheduler running jobs;
Query Job History select log date,
job_name,
status
from dba_scheduler job log;
Query all schedules select schedule name,
schedule_ type,
start_date,
repeat interval
from dba_scheduler schedules;
Query all jobs and their attributes select *
from dba_scheduler jobs;
Query all programs select *
from dba_scheduler programs;
Query all program arguments select *

from dba_scheduler program args;
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The job can also be monitored from Oracle Enterprise Manager in the Operation
Detail section (A). This section can be accessed from Main Page | Administration |
Database Scheduler | Jobs | Job Name | Operation Detail (A).

%) Oracle Enterprise Manager (SYS) - View Job: OSCHEDULER. TEST_MINUTELY - Mozilla Firefox !EH |
File Edit “ew History Bookmarks Tools  Help
is - c M e I |_] |http:,l’,l'192.168.2.10:1158,|’em,|’c0nsole,l’database,l’instance,l’schr,l’job?snamt A |'|| ‘/.
(Operation Detail ]4—0 =
L iew )
SeleckLog ID ( Log Date ] (Operation ] IStatus I
& 17886 Moy 30, 2008 1:05:00 AM -06:00 |COMPLETED
17885 Mov 30, 2008 1:05:00 AM -05:00  RUN SUCCEEDED J
© |17884 Moy 30, 2008 1:04:00 AM -06:00  |RUN SUCCEEDED
17883 Mowv 30, 2008 1:03:00 AM -05:00  RUN SUCCEEDED
O |17882 Moy 30, 2008 1:02:00 AM -06:00  |RUN SUCCEEDED
17881 Mowv 30, 2008 1:01:00 AM -06:00  RUN SUCCEEDED
O |17865 Moy 30, 2008 1:00:00 AM -06:00  |RUN SUCCEEDED j

For each generated log entry a consecutive log ID value is generated, this ID is useful
when manually referencing a log entry from the scheduled job log views (B). The
table displays the time stamp when the log entry was generated (C), the Operation
column (D) will display the current activity, in case the job ran at the specified time
stamp the status will be RUN, if the task comes to an end, the most recently executed
task will display the COMPLETED status. The Status (E) column shows how this
job execution ended; each job will show either SUCCEEDED or FAILED as its
status. The details of each job run can be seen by either clicking on the Log ID link or
selecting the log ID with the select radio button and clicking on the VIEW button.
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Purging the job log

Among the factory programmed jobs, Oracle provides a job named PURGE_LOG.

¥ Oracle Enterprise Manager (SYS) - View Job: SYS.PURGE_LOG - Mozilla Firefox

Fle Edt View History Bookmarks Toos  Help

C; = € 0 5 [ hupiisz,168.2.10:1 150femicansole/database instan 71 - | [[Glz[seoge F

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database
Database Instance: beta = Scheduler Jobs = Wiew Job: SYS.PURGE_LOG Logged in As 5Y5

View Job: SYS.PURGE_LOG

General Schedule Options
Mame PURGE_LOG Schedule SYS.DAILY_PURGE_SCHEDULE Priority Medium
Crwner Y5 Schedule
Enabled TRUE L“m“
Degcription purge log job (mlr!u &) 1
. Maximum
Logging Log job runs only Runs
Level (RUNS Mand
aximum
(b Class DEFAULT_JOB_CLASS ]d—e Taliree
Auto Drop FALSE Job
Restartable FALSE Weight |

Instance TRUE

Stickiness For usein RAC. I
TRUE, Scheduler
runs the job on
the instance with
the lightest Ioad. If
FALSE, the
Scheduler
chooses the first
availehle instance
on whichto
scheduls th job

This job is in charge of purging the job log. PURGE_LOG (A) is a job owned by SYS
which generates logs only when it runs, this job belongs to the DEFAULT JOB_
cLass (B) and is scheduled with the sys.pAILY PURGE_SCHEDULE (C), a schedule
configured as a standard schedule to be launched daily at 03:00 a.m.

Name :PURGE_LOG_PROG Schedule : DAILY_PURGE_SCHEDULE
Schema :SYS Schema : SYS

Enabled :TRUE Schedule Type : standard

Description  :purge log program Frequency : DAILY

Type :STORED_PROCEDURE Interval 1

Procedure Name :dbms_scheduler.auto_purge Scheduled by : 03h 00Om 00s

Default log retention period = 30 days

A 4
Program Schedule
SYS.PURGE_LOG_PROG SYS.DAILY_PURGE_SCHEDULE
Job

SYS.PURGE_LOG
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The PURGE_LO0G job launches a Program named sYS. PURGE_LOG which is defined as
a STORED_PROCEDURE and whose procedure name is DBMS_SCHEDULER . AUTO_PURGE
This stored program unit receives no arguments and it purges the logs based on

its retention period. The DEFAULT_J0B_cLASS has no explicit retention period
declared, so it takes the default value of 30 days. This should be enough to maintain
a reasonable amount of log history for most practical situations, but as the purge
log job has been defined using the standard DBMS_SCHEDULER infrastructure you can
tailor it to fit your particular log retention needs.

Data dictionary related views

The Oracle Scheduler DBA related data dictionary views are:

View

Description

DBA SCHEDULER_CHAINS

DBA SCHEDULER_ CHAIN RULES

DBA SCHEDULER CHAIN STEPS

DBA SCHEDULER GLOBAL ATTRIBUTE
DBA SCHEDULER_JOBS

DBA SCHEDULER JOB_ ARGS

DBA_ SCHEDULER JOB CLASSES
DBA_SCHEDULER JOB LOG
DBA_SCHEDULER JOB RUN DETAILS
DBA_SCHEDULER PROGRAMS

DBA SCHEDULER PROGRAM ARGS

DBA SCHEDULER RUNNING CHAINS
DBA SCHEDULER SCHEDULES

DBA SCHEDULER_ WINDOWS

DBA SCHEDULER_WINDOW_ DETAILS
DBA SCHEDULER_WINDOW_ GROUPS
DBA SCHEDULER_WINDOW_ LOG

DBA SCHEDULER WINGROUP MEMBERS

V$SCHEDULER_RUNNING_ JOBS
DBA QUEUE_SCHEDULES

All Scheduler chains in the database.

All rules from Scheduler chains in the database.
All steps of Scheduler chains in the database.
All Scheduler global attributes.

All Scheduler jobs in the database.

All arguments with set values of all Scheduler
jobs in the database.

All Scheduler classes in the database.
Logged information for all Scheduler jobs.
The details of a job run.

All Scheduler programs in the database.

All arguments of all Scheduler programs in
the database.

All steps of all running chains in the database.
All schedules in the database.

All Scheduler windows in the database.

The details of a window.

All Scheduler window groups in the database.
Logged information for all Scheduler windows.

Members of all Scheduler window groups in
the database.

Currently running jobs.

Describes the current schedules for
propagating messages.
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Summary

Starting with release 10g, the scheduling mechanism has considerably evolved from
a simple task launcher to a powerful Scheduler. Oracle Scheduler allows complex
scheduling that would be otherwise very difficult to program in previous releases.
The OS Scheduler is very limited compared with the potential provided by the
Oracle Scheduler.

Oracle provides an enriched set of scheduling time expressions that allow the user
to define complex time expressions. Even though Oracle Scheduler has greatly
simplified the way to schedule tasks, its concepts and syntax are not quite clear at
first glance, Oracle is aware of the scheduling complexity, but Enterprise Manager
frees the DBA from this complexity, displaying the Scheduler mechanism in a very
simple an intuitive way, allowing the DBA to be more productive when defining the
different required schedules.

In this chapter, we learned the basic Scheduler concepts, the time expression syntax,
and the Scheduler management basics. In the next chapter, we will explore a tool
that is the keystone of certified security. When a simple username and password is
not enough to provide an authentication mechanism, when managing certificates
becomes a must, then you must get acquainted with a tool that is the gateway to a
higher security level, the Oracle Wallet Manager.
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The Oracle Wallet Manager (OWM) is the tool used by Oracle to manage the
authentication processes. It is a key tool for managing most of the authentication and
security related tasks in an Oracle environment, this includes; authenticating users,
providing SSL communication, and configuring the Transparent Data Encryption
(TDE) feature, among others. There are two modes to work with the Oracle Wallet,

the first one is by using the Java Oracle Wallet Manager console and the second one

is by means of the mkwallet command line version, this method is suitable for batch
processing. The Wallet is a very sensitive element; there are several ways to store it, not
only in its file at the file system level, but also in the registry (for Windows platforms
only). It can also be stored in an LDAP compliant directory.

The Oracle Wallet Manager

Oracle Wallet Manager is a password protected stand-alone Java application
tool used to maintain security credentials and store SSL related information
such as authentication and signing credentials, private keys, certificates, and
trusted certificates.

OWM uses Public Key Cryptographic Standards (PKCS) #12 specification for the
Wallet format and PKCS #10 for certificate requests.

Oracle Wallet Manager stores X.509 v3 certificates and private keys in
industry-standard PKCS #12 formats, and generates certificate requests according
to the PKCS #10 specification. This makes the Oracle Wallet structure interoperable
with supported third party PKI applications, and provides Wallet portability across
operating systems. Additionally, Oracle Wallet Manager Wallets can be enabled to
store credentials on hardware security modules that use APIs compliant with the
PKCS #11 specification.
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The OWM creates Wallets, generates certificate requests, accesses Public Key
interface-based services, saves credentials into cryptographic hardware such as smart
cards, uploads and unloads Wallets to LDAP directories, and imports Wallets in
PKCS #12 format.

In a Windows environment, Oracle Wallet Manager can be accessed from the
start menu. The following screenshot shows the Oracle Wallet Manager Properties:

Wallet Manager Properties 2

General Shorteut |Campat\b\hty| Secuntyl

&? Wallet Manager QOracle - OraDb10g_home1
Integrated Management Tools

Target ype: Application

Target location: bin wiallet Manager
m — gy Direct Access
Target; I C:\Oracke\producth 101, 2485 Partalsbin' owm, cl ZKE

Start in: IC:\DracIE\pmducl\1 0.1.2445Partal\bin

Shortcut key: INone

Bur: INormaI window ﬂ
Camment: IShorlcut To C:M\Oraclket\producty 1001, 2545 Portaly
Find Target... | Change lcon,.. Advanced... |

oK I Cancel | Apply |

In a Unix like environment, OWM can be accessed directly from the command line
with the owm shell script located at SORACLE_HOME/bin/own, it requires a graphical
environment so it can be launched.

Oracle Wallet Manager
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Creating the Oracle Wallet

If this is the first time the Wallet has been opened, then a Wallet file does not yet
exist. A Wallet is physically created in a specified directory. The user can declare the
path where the Oracle Wallet file should be created.

ORACLE

*four default wallet directory does not exist.
Doyou want to create it?

The user may either specify a default location or declare a particular directory. A file
named ewallet.pl2 will be created in the specified location.

Enabling Auto Login

The Oracle Wallet Manager Auto Login feature creates an obfuscated copy of the
Wallet and enables PKI-based access to the services without a password. When this
feature is enabled, only the user who created the Wallet will have access to it.
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By default, Single Sign-On (SSO) access to a different database is disabled. The auto
login feature must be enabled in order for you to have access to multiple databases
using SSO.

ORACLE
[lEm. il
DHE. CI+0 Eertificate

Close
Whlozd|nta The DirestanSenvoe.. G‘ﬂ
Dawnload From The Directory Service Subject Mame |CN=OracIe Madrid Certify Autharity, C

Save Cirl+yy | Issuer Name: |Ch=0racle Madrid Certity Authority, C
Save As... “ersion
Save In Systern Default

xs08va

Serial Number: |ng1

Cielete...

Expiratian Date October 16, 2018
Change Bassward... | \

Key Size: |2E|48

Key Tyne: |Rsa

[ Use Windows Begistry

Certificate MDS Fingerprint: |F2:CE:CC:EC:A!A:BD:?E:DU:SS:DEI:ES

Exit Alt+F 4 ) ) )
L Certificate SHAT Fingerprint |2E:1F:85:74:8D BD:38:67:41 E4:1 3.E
I—'?,tangn us.oracle.com

Checking and unchecking the Auto Login option will enable and disable
this feature.

mkwallet, the CLI OWM version

Besides the Java client, there is a command line interface version of the Wallet, which
can be accessed by means of the mkwallet utility. This can also be used to generate a
Wallet and have it configured in Auto Login mode. This is a fully featured tool that
allows you to create Wallets, and to view and modify their content.

The options provided by the mkwallet tool are shown in the following table:
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Option Meaning

-R rootPwd rootWrl DN keySize Create the root Wallet
expDate

-epwd wrl Create an empty Wallet

-r pwd wrl DN keySize certReqLoc

-c rootPwd rootWrl certRegLoc
certLoc

-1 pwdwrl certLoc NZDST_ CERTIFICATE

| NZDST CLEAR PTP

-d pwd wrl DN

-spwdwrl

-ppwdwrl

-gq certLoc

-Lgpwd wrl crlLoc nextUpdate
-La pwd wrl crlLoc certtoRevoke
-Ld crlloc

-Lv crlloc cacert

-Ls crlloc cert

-L1 oidHostname oidPortNumber
cacert

-Lc cert
-Lb b64CrlLoc derCrlLoc

-Pwpwd wrl pkcsllLib
tokenPassphrase

-Pg pwd wrl DN keysize certreqgLoc
-Pl pwd wrl

-Pxpwd wrl pkcsllLib
tokenPassphrase

Create a certificate request, add it to Wallet
and export it to certRegLoc

Create a certificate for a certificate request
Install a certificate | trusted point

Delete a certificate with matching DN
Store sso Wallet

Dump the contents of Wallet

Dump the contents of the certificate
Generate CRL

Revoke certificate

Display CRL

Verify CRL signature

Check certificate revocation status
Fetch CRL from LDAP directory

Fetch CRL from CRLDP in cert

Convert CRL from B64 to DER format
Create an empty Wallet. Store PKCS11 info
in it

Create cert request. Generate key pair on
pkcsll device

Test pkcs11 device login using Wallet
containing PKCS11 information

Create a Wallet with pkcs11 info from a
software Wallet

Managing Wallets with orapki

A CLI-based tool, orapki, is used to manage Public Key Infrastructure components
such as Wallets and revocation lists. This tool eases the procedures related to PKI
management and maintenance by allowing the user to include it in batch scripts.
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This tool can be used to create and view signed certificates for testing purposes,
create Oracle Wallets, add and remove certificate and certificate requests, and
manage Certification Revocation Lists (CRLs) —renaming them and managing them
against the Oracle Internet Directory.

The syntax for this tool is:
orapki module command -parameter <value>
module can have these values:

e wallet: Oracle Wallet
e crl: Certificate Revocation List
e cert: The PKI Certificate

To create a Wallet you can issue this command:

orapki wallet create -wallet <Path to Wallet>

To create a Wallet with the auto login feature enabled, you can issue the command:
orapki wallet create -wallet <Path to Wallet> -autologin

To add a certificate request to the Wallet you can use the command:

orapki wallet add -wallet <wallet location> -dn <user dn> -keySize
<512|1024|2048>

To add a user certificate to an Oracle Wallet:

orapki wallet add -wallet <wallet location> -user cert -cert
<certificate location>

The options and values available for the orapki tool depend on the module to
be configured:

orapki Action Description and Syntax
orapki cert Creates a signed certificate for testing purposes.
create

orapki cert create [-wallet <wallet location>] -request
<certificate request locations -cert <certificate
locations> -validity <number of days> [-summary]

orapki cert Displays details of a specific certificate.

display
orapki cert display -cert <certificate location> [-

summary | -complete]
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orapki Action

Description and Syntax

orapki crl
delete

orapki crl
diskplay

orapki crl hash

orapki crl list

orapki crl
upload

orapki wallet
add

orapki wallet
Ccreate

orapki wallet
display

orapki wallet
export

Deletes CRLs from Oracle Internet Directory.

orapki crl delete -issuer <issuer names> -ldap <hostname:
ssl_ports> -user <username> [-wallet <wallet locations>]
[-summary]

Displays specific CRLs that are stored in Oracle Internet Directory.
orapki crl display -crl <crl location> [-wallet
<wallet location>] [-summary|-complete]

Generates a hash value of the certificate revocation list (CRL)
issuer to identify the location of the CRL in your file system for
certificate validation.

orapki crl hash -crl <crl filename|URL> [-wallet
<wallet locations>] [-symlink]|-copyl] <crl directorys
[-summary]

Displays a list of CRLs stored in Oracle Internet Directory.

orapki crl list -ldap <hostname:ssl port>
Uploads CRLs to the CRL subtree in Oracle Internet Directory.
orapki crlupload -crl <crl locations> -ldap <hostname:

ssl_ports> -user <username> [-wallet <wallet locations>]
[-summary]

Add certificate requests and certificates to an Oracle Wallet.

orapki wallet add -wallet <wallet location> -dn <user
dn> -keySize <512]1024|2048>

Creates an Oracle Wallet or to set auto login on for an Oracle Wallet.
orapki wallet create -wallet <wallet location> [-auto_
login]

Displays the certificate requests, user certificates, and trusted
certificates in an Oracle Wallet.

orapki wallet display -wallet <wallet locations>

Export certificate requests and certificates from an Oracle Wallet.

orapki wallet export -wallet <wallet location> -dn
<certificate dn> -cert

<certificate_filename>
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Oracle Wallet Manager CSR generation

Oracle Wallet Manager generates a certificate request in PKCS #10 format. This
certificate request can be sent to a certificate authority of your choice. The procedure
to generate this certificate request is as follows:

"}L’-’ Oracle Wallet Manager
ORACLE

g: ImpetlsenCertificaie:.
< Impon Trusted Certificate. .
Rermoye Cerlificate Eeguest.

EermoveUser Carticate:
Remove Trusted Certificate

fication Authority
ification Authority
fication Authority
utharity

ExpartUser Certineate..
Exn ot Cettiicate Reguest

Export Trusted Cettificate... Ertification Authority 8
Export All Trusted Certificates .. |ority (2048)

Exourt Wallel . brtification Authority |

|: en Temas de Avuda en el mend Ayuda, |

From the main menu choose the Operations menu and then select the Add
Certificate Request submenu. As shown in the following screenshot, a form will be
displayed where you can capture specific information.
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ORACLE

ggcgmﬂcate [Ermpty]
Trusted Cetificates

&, Class 1 Public Prir ge
58, Class 2 Public Prir
52 Class 3 Public Pric
8, Secure Server Cert
& GTE CyberTrustRe. Gommon Name ‘HectorR. Madrid
—q,GTE CyberTrust G Organizational Unit ‘My Campany carp
—@Entrust.netSecure
8, Entrust.net Certific:
J?,Er’]trust.netSecun:.-

Certificate Request

Please enter the following information ta create an identity.

Organization: ‘Consulling Senices

LocalityCity: \Naucalpan

State/Province: Mexico

Country |Mexico | Keysize: [1024 -

DN: ‘CN:Hectnr R. Madrid, OU=My Company corp., O=Con: | Advanced

Cancel

The parameters used to request a certificate are described next:

Common Name: This parameter is mandatory. This is the user's name or
entity's name. If you are using a user's name, then enter it using the first name,
last name format.

Organization Unit: This is the name of the identity's organization unit. It could
be the name of the department where the entity belongs (optional parameter).

Organization: This is the company's name (optional).
Location/City: The location and the city where the entity resides (optional).

State/Province: This is the full name of the state where the entity resides. Do not use
abbreviations (optional).

Country: This parameter is mandatory. It specifies the country where the entity
is located.

Key Size: This parameter is mandatory. It defines the key size used when a
public/private key pair is created. The key size can be as little as 512 bytes and
up to 4096 bytes.
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Advanced: When the parameters are introduced a Distinguished Name (DN) is
assembled. If you want to customize this DN, then you can use the advanced DN
configuration mode.

ORACLE

¢ Certificate Reguast
rusted Certificates

H8 Clags 1 Public Primary Certification E\.’

|58 Class 2 Public Primary Centification

—@CIass 3 Puhlic Primary Certification Reqguested Identity:
—@Secure Server Certification Authority

% 6TE CyberTrust Root [z St [1024
—'ﬁGTE CyherTrust Global Root Key Type: |R5A
|2 Entrustriet Secure Server Centificatit
38 Entrust net Gertifie ation Authority (2005

DB LG

|CN=Hector R. Madrid, QU=My Company cor

Certificate Request:

—@Enlrust.net Secure Server Certificaticls

MITExzCCATACAQAWY VY CZAJEGVEATTAR 1 YNQ EwDQYDVOQIEWINZ
AWhbIEhb I EcHEoGALUE ChITZ2ouc 3WsdGluIyETZXT 2aWil czEZH
e3Eib3TwlLiEZNECGALUEAX M) 56V Gy IFIUIE IWZHTp ZD CEnz ANE
gTkCYVEALQSQCySedF/qzDHu3bEVaVdonodl 6F 4T She dwD /ukE
ET04kruZ+TdNDPyidEdr tiQEwCuPXEEOtFOR+hiodB 7Yz ANz Sud
FoAATRurvydT3bilT7as L tINOCAVEAL S AAMAOGCS gGS IhIDOEEE.
FhJLSK745b6cuDMRz70EGL01F7z4C0TRErnG 33 FNwAD AUE 3 pduil
KA1yl vl 1r2HL S0/ Ti0EplEHatno LEd{PugE P 8 ] 0EnlH-3hT
ryCa

Once the Certificate Request form has been completed, a PKCS#10 format certificate
request is generated. The information that appears between the BEGIN and END
keywords must be used to request a certificate to a Certificate Authority (CA); there
are several well known certificate authorities, and depending on the usage you plan
for your certificate, you could address the request to a known CA (from the browser
perspective) so when an end user accesses your site it doesn't get warned about the
site's identity. If the certificate will be targeted at a local community who doesn't
mind about the certificate warning, then you may generate your own certificate or
ask a CA to issue a certificate for you. For demonstration purposes, we used the
Oracle Certificate Authority (OCA) included with the Oracle Application Server.
OCA will provide the Certificate Authority capabilities to your site and it can issue
standard certificates, suitable for the intranet users. If you are planning to use OCA
then you should review the license agreements to determine if you are allowed to
use it.
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Storing the Oracle Wallet in the
Windows registry

On Windows operating systems the Wallet can either be stored in the file system or
in the Windows registry. Storing the Wallet in the registry has several advantages.

It creates an additional security layer, allowing transparency for all other users.
When a user profile is removed, the Wallet in the profile is also removed. The Wallet
is transparent to all other users and when the user logs out, access to the Wallet is
automatically precluded.

The supported operations are:

e Save a Wallet to the registry

e Open a Wallet from the registry

e Save as to a different registry location

e Open Wallet from the file system, save it to the registry, and vice versa
e Delete a Wallet from the registry

Save Wallet to the registry

In order for you to save a Wallet to the Windows registry, make sure the Use
Windows Registry check box is marked; when you command the Wallet to be saved,
it will use the Windows registry.

## Oracle Wallet Manager

i

GpEn i) Cerificates

Key Size Expire Date

Close

Uplaad o e e e e ce.
Download From The Directory Serice...

Save
Sawve As..
Save In Systern Default

Delets
Change Password...

[ Auto Login

@ Class 2 Public Primary Certification Auth

@ Secure Server Cerification Autharity

== GTE CyberTrust Ront

@ GTE CyherTrust Global Roat

@ Entrustnet Secure Server Certification A,
@ Entrust.net Certification Authority (2048)
E Entrustnet Secure Server Cerdification A,
@ Oracle Madrid Certify Authority

¥ Use Windows Registry

)

Exit

Alt+Fd

n: \HKEY_CURRENT_US

@ Class 1 Public Primary Certification Auth..

'ﬁ Clags 3 Public Primary Certification Auth..

1024
1024
1024
1000
1024
1024
1024
2048
1024
2048

January 7, 2020
August1, 2028
August1, 2028
January 7, 2010
February 23, 2008
August13, 2018
May 25, 2018
Decernber 24, 2019
February 4, 2020
October 16, 2018

SIDEFALULT
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The Wallet will only be available to the user who saved it. At the time to save it,
the Wallet will ask the user for a location at the registry to save the Wallet.

The user can either specify a location or let the Wallet define a default binary entry
at \\HKEY_CURRENT_USER\SOFTWARE\ORACLE\WALLETS. The name of
the Windows registry where the Wallet will be stored is ewallet.p12, as you can see
in the following image:

#» Select Windows Registry Location

Choose a Windows Registry Location from
WHEEY_CURREMNT_USERS\SOF TWAREBIWORACLEWVALLETS

‘Windows Registry Location:

WHKEY_CURRENT_USERS\SOFTWAREIORACLEWALLETS
Editar valor binario En

Mombre de valor:

ewallet.p12 Iewallet.pT 2

Informacidn del valor:

7 o...
ooen F7 1F 56 2F &8 02 01 01 —_V/h!. LI
h na

TN oT +
cara |

Open the Wallet from the registry

Once the Wallet has been saved to the registry, it can be opened from the registry.
When asking Wallet manager to open a Wallet, mark the Use Windows Registry
check box. This will ask for the registry path where it will look for the Wallet.

Save as to a different registry location

The Wallet can be stored in a different registry location. It is enough to use save as,
providing a different registry path.
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Open the Wallet from the registry, save it to
the file system and vice versa

If the Wallet currently resides as a regular Wallet on the file system, it can be stored
in the Windows registry, just use the Save As menu option and make sure the

Use Windows Registry option is marked. If the database currently resides in the
Windows registry and you want to save it to the file system, it is enough to use the
Save As option with the Use Windows Registry option marked.

Delete the Wallet from the registry

You can get rid of a Wallet that currently resides in the registry by selecting the
option Delete from the File menu. This will remove the entry from the registry and
will permanently delete the Wallet. You must absolutely make sure this is what you
want to do, as this option cannot be rolled back. Deleting a Wallet would mean all
the certificates contained in the Wallet will be lost.

Configuring the Wallet location

The client side networking profile file (sqlnet . ora) must be configured to let Oracle
know where the Wallet is located, so PKI-based applications know where to look for
the Wallet.

Assuming the Wallet was stored in the default location \\HKEY CURRENT USER\
SOFTWARE\ORACLE\WALLETS\DEFAULT, the sqlnet .ora declaration would be:

WALLET LOCATION =
(SOURCE =
(METHOD=REG)
(METHOD_DATA =
(KEY=DEFAULT)
)
)

WALLET_LOCATION supports the following sub parameters:

e SOURCE: Specify the type of storage for Wallets and storage location

e METHOD: Specify the type of storage

e METHOD_ DATA: Specify the storage location

e DIRECTORY: Specify the location of Oracle Wallets on file system

e KEY: Specify the Wallet type and location in the Windows NT registry
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This will store the encrypted Wallet in \\HKEY_ CURRENT USER\SOFTWARE\ORACLE\
WALLETS\DEFAULT\ewallet .pl12 and the obfuscated wallet in \\HKEY CURRENT
USER\ SOFTWARE\ORACLE\WALLETS\DEFAULT\cwallet.sso.

The previously declared value is the default location, and it is the first path that Oracle
will use to look for the obfuscated Wallet if a path has not been explicitly declared.

If no obfuscated Wallet is found there, Oracle PKI applications look for it in the file
system of the local computer at: $¥USERPROFILE%\ORACLE\WALLETS.

Storing the Wallet in an LDAP server

An LDAP compliant directory can also be used to store and retrieve a Wallet,
providing a single point of access. It is more secure than storing it at the client side,
as it provides a way to let the manager provide more secure procedures to access
the Wallet.

Uploading the Wallet to an LDAP server

Oracle Wallet Manager can store and retrieve certificates to and from a centralized
LDAP compliant server. In order for you to be able to store a Wallet, the Wallet must
already have a user certificate installed.

The LDAP directory must have been previously configured so the Wallet can be
stored there. If the Wallet doesn't have an SSL certificate installed, then password-
based authentication will be used to access the Wallet.

You should be aware that there are two passwords to be used in an LDAP/OWM
environment, one password is used to access the LDAP server, and a second
password is used to access the Oracle Wallet. These passwords are independent and
the user should adequately handle them.

In order for you to perform the Wallet upload process, choose Wallet | Upload into
the directory service.... Then the dialog box appears asking you first to save the
Wallet prior to uploading it.
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Certificates

ORACLE

Key Size  Expire Date

Class 1 Pullic Frimary Certification Autho.,
Class 2 Puslic Primary Gertification Autho.

ownload From The Directory Senice

Class & Pulalic Frimary Cerfification Autho.
Secure Server Certiication Authority

Gave
Save 5.

Save In System Default

GTE CyberTrust Raot
GTE CyberTrust Global Raot
Entrustnet Secure Server Certification At

Delete
Change Passwaord

Entrustnet Certification Autharity (2048)
Entrust net Secure Server Ceriification At
Oracle Madrid Certify Authority

[ Auto Lagin

dbuserd1

[# Use windows Registry

Exit

1024
1024

1024
2048

January 7, 2020
August1, 2028
Augustl, 3023
January 7, 2010
February 23, 2006
August13, 2018
May 25, 2019
December 24, 2019
February 4, 2020
October 16,2018
December 22, 2009

If at least one certificate has SSL key usage then the Oracle Wallet tries to connect
using SSL, otherwise the user will be prompted for a password. It is assumed the
Wallet password is the same as that of the directory password.

Downloading the Wallet from LDAP

When asking Oracle Wallet Manager to download a Wallet from the LDAP server,
a dialog appears, asking the user for the User DN, directory password, and the
connection information to the LDAP server.

S wallet

Class 1 |
Class 21
Class 31
Secure €
GTE C¥h
GTE Cyb
Entrustn
Ertrustn

Certificates

ctory Service

ORACLE

KeySize Expire Date

< Certificate: Requested) T2, Class 1 Public Primary Certification Autho... 1024
3 Certificate:[F) =
whload Wallet From D

User DN: I

Directory Password: |

Server |

Fait |

Entrustn
Oracle M

concl

dbusern

danuary 7,2020
August1, 2028
August1, 2028
January 7, 2010
February 23, 2006
August13, 2018
May 25, 2019
Deternber 24,2019
February 4, 2020
Octoher 16, 2018
December 22, 2009

Once the Wallet has been downloaded it resides in the OWM's memory, and it needs
to be explicitly saved to the file system.

[249]



Oracle Wallet Manager

Using certificates for authentication

Using a simple password as a means to authenticate a database user is a weak
authentication method. A stronger authentication method can be achieved with
certificates, this requires the advanced security to be installed and configured.

Public Key Infrastructure tools
The Oracle database Public Key Infrastructure (PKI) implementation requires:

e Oracle Advanced Security
e Oracle Identity Management Infrastructure
e Oracle Wallet Manager

e Enterprise Security Manager
The procedure to configure authentication is as follows:

Install the PKI Tools.

2. Configure SSL on the server side. Store a certificate in the Wallet at the
server side.

3. Configure the network configuration files 1istener.ora and sqlnet.ora on
the server side so it supports SSL

4. Configure the client network files, sqlnet.ora and tnsnames.ora so it
supports SSL.

5. Create a user whose authentication is performed with a certificate.

Using the Oracle Wallet to store database
credentials

Storing your users' credentials in OS scripts is a common practice when performing
batch tasks, but doing so exposes the database users and creates a security breach.
The Oracle Wallet can be used to store the user's credentials, so instead of exposing
passwords in clear text format in a batch script, those can be safely stored in the
client's Wallet without compromising them.

This procedure stores a database user's credentials inside the Wallet. This features
uses the auto login feature, so it is not required to provide the Wallet password to
access to the user's credentials, the OS file permissions regulate access to the Wallet.
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Once the Oracle Wallet has been configured and the database credentials have been
stored the user can access the Oracle database from any tool requiring the user to
provide access to the database. The access granted to the user will be just like as
though the user has provided the password at connect time.

As the database credentials are stored in an area different from the area where the
PKI certificates are stored, you cannot use the graphical interface to manage the
database user credentials, you must use the mkstore command line utility instead.

There are different options available for the mkstore utility:

e Listing External Password Store Contents.
mkstore -wrl <wallet location> -listCredential

e Adding Credentials to an External Password Store.

mkstore -wrl <wallet location> -createCredential <db_alias> <user-
name> <password>

¢ Modifying Credentials in an External Password Store.

mkstore -wrl <wallet location> -modifyCredential <dbase alias>
<username> <password>

¢ Deleting Credentials from an External Password Store.

mkstore -wrl <wallet location> -deleteCredential <db_alias>

¢t ssh Packt - ssh

[useri@alpha wallet1? mkstore —wrl shomesuzerl-wallet —create s
nter password: T

nter password again: o

[useriPalpha wallet1$ mkstore —wrl rhomesuserlr wallet —createCredential scott_secure scott tigep

nter password: f
Create credential oracle.security.client.connect_stringl

[userl@alpha wallet1% mkstore —wrl shome/userl wallet -listCredential
[Enter password:

List credential <{index: connect_string username)

l: scott_secure scott

[useriBalpha wallet1% cat ~home/userl/network/admin/sglnet.ora
MNAMES . DIRECTORY_PATH= (TNSMNAMES. EZCGOMMECT>
WALLET_LOCATION = < o
CSOURCE =
{METHOD=FILE>

{METHOD_DATA=
¢DIRECTORY=rhome/userli wallet?
>

>
SOLNET .WALLET_OUERRIDE = TRUE

[userlPalpha walletl$é more /home/userl/network/admin/tnsnames.ora
E tnsnames.ora Network Configuration File: ~uBl oraclesoraclesproductrs18.2.8-db_1/network/admin/
nsnames .ora

Generated by Oracle configuration tools.

SCOTT_SECURE = < e
¢DESCRIPTION =
CADDRESS = (PROTOCOL = TCP>C(HOST = alpha >{PORI = 1521)>
CCONNECT _DATA =

¢SERVER = DEDICATED>
CSERVICE_NAME = betal
>
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Using the mkstore utility a Wallet is created at the client side (A).
mkstore -wrl /home/userl/wallet -create

The password being requested is the Wallet's password.

Once the Wallet has been created, using the same mkstore utility, the user's
credential is stored inside the Wallet (B).

mkstore -wrl /home/userl/wallet -createCredential scott secure
scott tiger

The createCredential option requires three parameters:
e The tnsnames entry (SCOTT_SECURE)

e The database user name (SCOTT)

e Its database password (TIGER)
The tnsnames entry doesn't need to exist right now.

Next the existence of the credential is confirmed. Using the 1istCredentail (C)
option of the mkstore utility:

mkstore -wrl /home/userl/wallet -listCredential

It shows the existence of one stored credential inside the Wallet that corresponds to
the scoTT user at the database pointed by the SCOTT_SECURE tnsnames entry.

Now there are two files that must be modified at the client side, sqlnet .ora (D) and
tnsnames.ora (E), the first one defines where the Wallet resides and the last one
defines where the SCOTT_SECURE tnsnames entry is pointing.

WALLET LOCATION
(SOURCE

METHOD=FILE)
METHOD DATA=
(DIRECTORY=/home/userl/wallet)

)
SQLNET.WALLET OVERRIDE = TRUE

The WALLET LOCATION parameter defines the physical location of the Wallet,
meanwhile the SQLNET. WALLET OVERRIDE parameter defines if the values stored
inside the Wallet will be used to authenticate the user (TRUE), if the value is set to
FALSE then it means that the SSL certificate will be used instead.
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h Packt - ssh

[useriPalpha walletl? more <homesuseri network-admin-tnsnames.ora

tnsnames.ora Metwork Configuration File: ~ruBlroraclesoracle-product-18.2.8-db_1-networksadmin/
nsnames.ora

Generated by Oracle configuration tools.

SCOTT_SECURE = +4 G
{DESCRIPTION =
CADDRESS = (PROTOCOL = TCP>C(HOST = alpha >(PORT = 1521>>
CCONNECT_DATA =

(SERUER = DEDICATED>
(SERUICE_NAME = betal

[useriPalpha walletl? sqglplus ~BSCOTT_SECURE + o
5QL*Plus: Release 18.2.8.3.8 — Production on Mon Dec 15 B3:21:2% 2888

Copyright <c> 1982, 2886. Oracle. A1l Rights Reserved.

Connected to:

racle Database 18y Enterprise Edition Release 18.2.8.3.8 - Production
ith the Partitioning. OLAP and Data Hining options

SQL> SHOW USER
USER is “SCOTT" < e
SQL> _

=

The tnsentry found in the tnsnames . ora file (E) is just a regular tnsentry, the
name defined here must match the parameter used with the createcredential
option of the mkstore command.

SCOTT SECURE =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = alpha) (PORT = 1521))
(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE _NAME = beta)

)

And finally, the most interesting part of the procedure, using the credentials stored
for the particular tnsentry, a new connection is opened against the database
without exposing the database user name and its password (F).

sqlplus /@SCOTT_ SECURE
It is then confirmed that the user has successfully opened a database session (G).

SQL> SHOW USER
USER is "SCOTT"
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Summary

When security requirements go beyond a simple username and password
authentication, then more sophisticated authentication mechanisms are required.
This is when certificated authentication comes up. Oracle Wallet Manager and all
other CLI related tools are the key elements to maintain and manage authentication
information to protect passwords, provide single sign on, enable secure socket layer,
store data, and provide encryption mechanisms to cipher communications.

Oracle Wallet Manager is the key element used to provide secure access to the
certificates used to authenticate users and enable all other advanced security
related features.
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Oracle provides several tools to protect your data against unauthorized access.
Encrypted backups, encrypted data pump exports, certified security, and user
authentication are just some of the useful tools and techniques that can be used
to enhance security management. The keystone tool used to manage security is
the Oracle Wallet Manager, a tool which was explained earlier in this book.

Backups are a must do task wherever an information system exists. Backing up
information is a task that should be routinely performed. The point here doesn't
actually have to do with backups by themselves, but how to manage those backups
once they are taken. A backup holds the information required to restore the system.
It allows you to restore it somewhere else, but to the original system where it was
taken from. If this is not an authorized location, or if the user is not supposed to be
authorized to restore the data, then the data's security could be compromised. Oracle
provides mechanisms based on the Oracle Wallet to protect sensitive data, not only
data stored inside the database, but also data stored on backup media.

Using the Oracle Wallet to encrypt
backups

Backups are a mandatory condition for all enterprises. They are required to ensure
data recovery is possible in case of systems failure. However, it is important not only
to have a valid backup, but also to manage the backup correctly. A backup, once
taken, is stored at some place. What would happen if a user has access to the physical
backup media, and this user performs an unauthorized backup test? The good news
is that the backup is being tested; the bad news is that we will never know the result,
not to mention that the enterprise data confidentiality will be compromised.
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Considering these circumstances, the use of encryption techniques to protect the
backups should be considered, both for Recovery Manager and Data Pump.

Advanced Security Option

o _@
A

Encrypted Disk Backup

Oracle Database

g
Password
Oracle
-— Secure
) ' Backupv

I

Oracle Wallet Manager  Encrypted Tape Backup

Recovery Manager encryption

Recovery Manager provides three encryption modes, the transparent mode, the
password mode, and the dual mode. You must consider that Recovery Manager
encrypts only backup sets, not image copies. These encryption techniques are
available on Enterprise Edition using the Advanced Security Option and the
COMPATIBLE instance parameter must be set to at least 10.2.0.

e Transparent mode: This mode requires you to have the Oracle Wallet
Manager properly configured. It uses the Oracle key management
infrastructure. Transparent mode is best used for regular backups that are
meant to be restored on the same system where they were taken from.

e Password mode: This mode requires you to declare the password in the
rman scripts by means of the SET ENCRYPTION ON IDENTIFIED BY password
ONLY clause.

e Dual mode: This mode is flexible, it uses both the transparent mode and
the password mode. This kind of backup is useful when the data is to be
recovered on environments where the wallet is not available. This provides
an alternative means to restore the backup.

Using the transparent mode

This mode requires the user to configure the Wallet location and set the Master
Encryption Key. The user must have Recovery Manager configured in encryption
mode and declare the encryption algorithm to use.
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Configure the wallet location at the sqlnet.ora file:

NAMES .DIRECTORY PATH= (TNSNAMES, EZCONNECT)

WALLET LOCATION =
(SOURCE =

)

(METHOD = FILE)
(METHOD_LOCATION =
(DIRECTORY = /u0l/oracle/product/11.2.0/
dbhome 1/wallet)

SQLNET.WALLET OVERRIDE = TRUE

Create the Master Encryption Key:

SQL> ALTER SYSTEM SET ENCRYPTION KEY

IDENTIFIED BY

"welcomel";

If the Master Encryption Key is not set,
é‘Q then these error messages will appear:

ORA-19914: unable to encrypt backup
ORA-28361: master key not yet set

Configure the encryption mode in Recovery Manager. This is a one-time operation.
From a RMAN prompt issue the command to configure it, as shown next.

Copyright

connected

ONFI GURE
ONFI GURE
ONFI GURE
ONF GURE
ONFI GURE
ONFI GURE
ONFI GURE
ONFI GURE
ONFI GURE
ONFI GURE
ONFI GURE
OMFI GURE
ONFI GURE
ONFI GURE

GONFIGURE

[RMAN> _

LoraclePalpha ™~1% rman target ~ -

Recovery Manager: Release 11.2.8.8.1 — Beta on Sun Jan 25 8B:42:28 2889

MAN> SHOW ALL;

sing target database control file instead of recovery cataloy
MAN conf iguration parameters for database with db_unigue_name GAMMA ave:

# default

MAN> CONFIGURE ENCRYPTION FOR DATABASE ON;
new RMAN configuration parameters: + e

new RMAN configuration parameters are successfully stored

{c> 1982, 2087, Oracle. A1l rights reserved.
to target database: GAMMA <(DBID=2978335724>

RETENTION POLICY TO REDUNDANCY 1; # default

BACKUP OPTIMIZATION OFF; # default

DEFAULT DEVICE TYPE TO DISK; B default

CONTROLFILE AUTOBACKUP OFF; # default

CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO ’xF’'; # default

DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO COMPRESSED HRCKUPSET

DATAFILE BHCKUP COPIES FOR DEVICE TYPE DISK TO 1; # default

ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; B default

MAXSETSIZE TO UNMLIMITED; # default

ENCRYPTION FOR DATABASE OFF; # default + o
ENCRYPTION ALGORITHM ‘ﬁESiZS’; # default

COMPRESSION ALGORITHM *BZIP2’

ARCHIVELOG DELETION POLICY TO NONE; ¥ default

SNAPSHOT CONTROLFILE NAME TQ °/uBlsoraclesproduct-11.2.8-dbhome_1-/dhs/snapcf_gamna.f’;

ENCRYPTION FOR DATABASE ON;
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Originally, the encryption mode is not enabled (A). You must enable the encryption
for the database by setting the ENCRYPTION FOR DATABASE parameter to

ON (B). Optionally, you can set an encryption algorithm, which by default uses
AES128. A complete list of all supported encryption algorithms can be found in the
V$RMAN_ENCRYPTION_ALGORITHMS dynamic view.

Algorithm Name Algorithm Description

AES128 AES 128-bit key
AES192 AES 192-bit key
AES256 AES 256-bit key

Advanced Encryption Standard (AES) is an encryption standard adopted by the
U.S. government. AES comprises three block ciphers, AES-128, AES-192 and
AES-256. Each cipher has a 128-bit block size with key sizes of 128, 192 and 256 bits
respectively. AES requires less memory than its predecessor DES and performs fast
on both hardware and software.

The longer the key, the more time it takes to process data, and the harder it is
to attack it. The encryption algorithm you choose depends on your company's
security requirements.

Prior to starting the encrypted backup, you must open the wallet with the
wallet password (C). To do this from the RMAN prompt, issue the command to
open the wallet.

SQL 'ALTER SYSTEM SET ENCRYPTION WALLET OPEN
IDENTIFIED BY "WalletPassword" ';

Opening the wallet can be done once the Oracle instance has opened the database.
This operation is required for Transparent Data Encryption (TDE) to work. It is

not recommended to write this command to a script as this would expose the wallet
password. Once set, just issue a regular backup command, this procedure will create
a transparent mode encrypted backup (D).
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ssh Packt

MAN> SQL *'ALTER SYSTEM SET ENCRYPTION WALLET OPEN IDENTIFIED BY “welcomel''; =l
gl statement: ALTER SYSTEM SET ENCRYPTION WALLET OPEN IDENTIFIED BY "welcomel

f o

MAN> BACKUF TABLESPACE TDE_TEST; 4 o

tarting backup at 25-JAN-89

sing channel ORA_DISK_1

hannel ORA_DISK 1: starting compressed full datafile bhackup set

hannel ORA_DISK 1: specifying datafile{s)> in backup set

input datafile file number=A0807 name=-udl/oracle-soradatasgamma-stdetestBl.dbf
hannel ORA_DISK 1: starting piece 1 at 25-JAN-B9

hannel ORA_DISK 1: finished piece 1 at 25-JAN-89

iece handle=/uBl oracle flash_recovery_area GAMMA-backupset 2889 _@A1_25/01_mnf_nnndf_TAGZBATA125T
21514 _4gsAj37h_.bkp tag=TAG2OA?A125TA?1514 comment=NONE

hannel ORA_DISK_1: backup set complete. elapsed time: BB:88:81

inizhed backup at 25-JAN-89

MAN> _

Watch out
Al

5 You must maintain a backup policy for the Wallet. The Oracle Wallet is
the only way to access the backup when a restore operation is required.
If you lose the Wallet and the backup is totally useless!

The DBA may change the master key at any time, but this operation doesn't affect
access to previously taken backups as Oracle keeps the old master keys stored in the
Wallet. The DBA must make sure the backup policy includes the Oracle Wallet.

Using the password mode

The password mode encrypted backup process is used when the backup is meant to
be restored at a location different from the one where it was originally taken from.

M When using a password mode encrypted backup, you must
Q supply the same password used to generate the encrypted backup.

If you loose your password, you loose your backup.

This encryption mode is suitable for environments where you must not move the
Wallet and you need to perform the restore operation somewhere else.
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In order for you to enable password mode, you must issue this command in your
RMAN session:

SET ENCRYPTION ON IDENTIFIED BY "yourPassword" ONLY;

The password defined in the previous command is enclosed in double quotes;
this is because it is a literal string. All characters are case-sensitive and are not
converted to uppercase.

In the next sequence a backup in password only mode is performed. First, a regular
tablespace is created (A), this will be used for testing purposes.

In a RMAN session, it is declared that a password only backup will be performed (B),
this clause must be issued prior to the backup instruction.

SET ENCRYPTION ON IDENTIFIED BY "password" ONLY;

Afterwards a regular backup clause is issued (C). In this example, a simple
tablespace backup is performed.

QL> CREATE TABLESPACE PWDONLY_TEST h jA

2 DATAFILE ‘./uBl/oraclesoradatasgamma-pudonly_testBl.dbf’ SIZE 32M

3 EATENT MANAGEMENT LOCAL
4 SEGMENT SPACE MANAGEMENT AUTO;

ablespace created.

QL> CREATE TABLE SCOTT.EMP_TEST
2 TABLESPACE PWDONLY_TEST

3 AS
4 SELECT = FROM SCOIT.EMP;

o
w

ahle created. =

SaQL> EXIT

Disconnected from Oracle Database 1lg Enterprise Edition Release 11.2.8.8.1 — Beta
ith the Partitioning. OLAP. Data Mining and Real Application Testing options
[oracle@alpha ~1% rman target ~

[Recovery Manager: Release 11.2.8.8.1 — Beta on Sun Jan 25 23:33:38 2089
Copyright (c> 1982, 2887, Oracle. All rights reserved.
connected to target database: GAMMA (DBID=2978335724)

[RMAN> SET ENCRYPTION ON IDENTIFIED BY “oraclel' ONLY; T ] e
executing command: SET encryption

using target database control file instead of recovery catalog

[RMAN> BACKUP TABLESPACE PWDONLY_TEST; ® ] o

Starting backup at 25-JAN-89

lallocated channel: ORA_DISK_1

channel ORA_DISK_1: SID=138 device type=DISK

channel ORA_DISK_1: starting compressed full datafile hackup set

channel ORA_DISK_1: specifying datafile{s)> in bhackup set

input datafile file number=A0AB8 name=-uPl/oracle-soradatasgammaspwdonly_testB1.dbf
channel ORA_DISK_ 1: starting piece 1 at 25-JAN-B9

channel ORA_DISK_1: finished piece 1 at 25-JAN-89

piece handle=/uBloracle flash_recovery_area GAMMA-backupset- 2887 _@A1_25/01_nf_nnndf_TAGZBB7E125T
233587_4qt lucwk_.bkp tag=TAGZAA?A125T233587 comment=NONE

channel ORA_DISK_1: backup set complete. elapsed time: B8:808:81

Finished backup at 25-JAN-89

||
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In this demonstration, the test datafile is physically removed from the file system
(D), and if someone tries to perform any operation against the tablespace, it will
result in an error. So it is time for the DBA to perform a recover operation. The DBA
must use the same password during the restore operation.

First, the password must be set prior to restoring the datafile (E). Failing to provide
the password will result in the ORA-19870 and ORA-19913 error codes.

SET DECRYPTION IDENTIFIED BY "password 1" {, "password 2", ... "password

nn}

In this example, we only had to deal with a single backup piece, so a single
password is required, in the event that there are more backup sets involved, there
may be different passwords involved too. Oracle will read the entire password
list and if the password is able to open the backup set, it is automatically matched.
If none of the provided passwords are able to decrypt the backup set, an error is
immediately raised.

From this point on, a regular restore or recover operation takes place.

The datafile is set offline (F), a restore operation is performed (G), followed by a
recover operation (H).

[oracle@alpha ~1% »m ~uBl/oraclesoradatas/ganma/pudonly_test@1.dbf
Loraclefalpha ~15 rman target /
[Recovery Manager: Release 11.2.8.8.1 — Beta on Sun Jan 25 23:35:46 2889

Copyright <c> 1782, 28087, Oracle. All rights reserved.
connected to target database: GAMMA (DBID=2978335724)>
IEHFIN) SET DECRYPTION IDENTIFIED BY “oraclel”;

executing command: SET decryption
tls:i.ng target database control file instead of recovery catalog =

FHHN) SQL ‘ALTER DATABASE DATAFILE 8 OFFLINE’; H

Isql statement: ALTER DATABASE DATAFILE 8 OFFLINE

ﬁl"IRN) RESTORE TABLESPACE PWDONLY_TEST; H

tarting restore at 25-JAN-89
sing channel ORA_DISK_1

hannel ORA_DISK 1: stawpting datafile backup set restore

hannel ORA_DISK 1: specifying datafile{s> to restore from backup set

hannel ORA_DISK_ 1: restoring datafile BBBBE to ~ubl- oraclesoradatasgamma/puwdonly_testB1.dbf
hannel ORA_DISK_1: reading from backup piece ~ubl/oracle/flash_recovery_area GAMMA/backupset./28
9_@1_25/01_mf_nnndf TRGZBB93125T23353? _4qt lwcwk_.bkp

hannel ORA_DISK_1: piece handle=/uBl-oracle-flash_recovery_area~GAMMA-backupset-2887_01_25-01_m
_nnndf _TAG28098125T2335687_4qt lwcwk_.bkp tag=TAG2BB?BA125T233587

hannel ORA_DISK_1: restored backup piece 1

hannel ORA_DISK_1: restore complete, elapsed time: BB:88:81

inished restore at 25-JAN-8%

uRHFIN) RECOUER TABLESPACE PWDONLY_TEST; H

tarting recover at 25-JAN-87
sing channel ORA_DISK_1

tarting media recovery
edia recovery complete. elapsed time: BB:BB:81

inished recover at 25-JAN-B89
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The DBA just needs to make sure that the tablespace is accessible, then it can be put
back online.

ssh Packt - ssh oracle@alphasrv
MAN> RECOVER TABLESPACE PWDOMLY_TEST;
tarting wecover at 25-JAN-G9
sing channel ORA_DISK_1
ggggi:gcssgig ::gﬁlop‘i:::g. elapsed time: B8:868:81
inished recover at 25-JAN-B9
ﬂRHRN) SqL 'ALTER DATABASE DATAFILE 8 OMLINE’; & ] o
gl statement: ALTER DATABASE DATAFILE 8 ONLINE
MAN> EXIT -
ecovery Manager complete.
[oracleBalpha ~1% sqlplus ~# as sysdba
SO0L*Plus: Release 11.2.8.8.1 Beta on Sun Jan 25 23:3%:11 2007
Copyright (c)> 1982, 2088, Oracle. All rights reserved.
Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.8.8.1 — Beta
ith the Partitioning. OLAP. Data Mining and Real Application Testing options
BQL> select count{=*> from scott.emp_test;
COUNT (= & o
““““ i |
SaL> _
=

Using the dual mode

The dual mode provides two modes of access to the backup, by means of the Oracle
Wallet (transparent backup) and by means of a password set at encryption time.
The command used to declare a dual mode backup is similar to the one used for the
password only mode.

SET ENCRYPTION ON IDENTIFIED BY "password";

The procedure to perform the backup task is the same. First, the password is set prior
to the backup operation and when the restore operation takes place, it can either be
specified, or the DBA can rely on the Wallet. RMAN will know which mode to use
when the restore operation takes place; if the SET DECRYPTION command is issued
then a password based restore operation will take place. If the ALTER SYSTEM SET
ENCRYPTION WALLET OPEN command is issued, it will open the Wallet and it will use a
transparent data encryption-based restore operation.
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RMAN backup shredding (11g only)

The encryption key is the only means of restoring an encrypted backup. If the

key is lost, the backup is automatically lost. In 11g you can shred a backup if you
intentionally remove the master key from the Wallet. Once the key is removed, the
backup set is rendered inaccessible.

In order for you to shred a backup set, you don't need physical access to the backup
set as this operation takes place at the Wallet level.

1. Configure transparent encrypted backups:
RMAN> CONFIGURE ENCRYPTION FOR DATABASE ON;

2. Shred the backup:
RMAN> DELETE FORCE;

The backup shredding command applies only to backups performed in transparent
mode, not for dual mode or password only mode.

You must think twice before using the backup shredding command as this operation
is not reversible.

Data pump encryption

Data pump encryption relates to the already encrypted columns using TDE
techniques. When a data pump export is performed against tables that contain TDE
columns, information will be dumped in clear text in the dump file, compromising
the confidentiality of the dumped data.

Data pump includes a parameter to re-encrypt the columns, ENCRYPTION_ PASSWORD.
This parameter is set at dumping time and it encrypts the information in the TDE
based columns. This password is not related to the Master Key. If you want to
restore the data, you must provide the same password that was used at export time.

expdp username/password TABLES=tl,t2... DIRECTORY=dp dest directory
DUMPFILE=dp file.dmp ENCRYPTION PASSWORD=password
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% A parameter file should be specified instead of the command line

when the ENCRYPTION PASSWORD parameter is used.

Dump File

ENCRYPTION_PASSWORD

Datapump
- ot - ) -

TDE Based Data Encrypted TDE
Columns

———— » No Password Used

Clear Text
@ Warning

When using this option, you should consider the following;:

e When you perform a data pump export against TDE data, the export will be
performed, but a warning will be displayed letting know the user that TDE
data will be written in clear text format

e ENCRYPTION_PASSWORD applies only to TDE data, not to the entire dump file

e The ENCRYPTION_ PASSWORD parameter is neither supported with external
tables nor in network mode

The enterprise user

Managing users means the administrator will have to enrol the real user to the
systems the user is authorized to access. From the user's perspective we have

a single physical user who is required to log in to the different systems this user has
been granted to, and who is not willing to be authenticated against each system.

If the user was authenticated against each single system, sooner or later the system
administrator would have a hard time trying to manage the community with a non
scalable solution as either the number of users, or systems or both number of users
and systems, increases.
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The user is authenticated once against a centralized SSO server, and the tool to
manage the user's enrolment and provisioning is the Enterprise Security Manager.
This scenario assumes the existence of an Oracle Identity Management infrastructure

which is available through the application server infrastructure installation.

Enterprise User
Community

[

) ' e

! | :
' [ ]

Shared

Schema

v

Shared
Schema
° [
Single Sign On '
Server ®
! o
>

Shared
Schema
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Configuring the environment

In this example, it is assumed that the Oracle Application Server infrastructure has
been properly installed and configured. This provides the required components

to run the SSO service. A 10g Rel. 1 or Rel. 2 is assumed. The Enterprise Security
Manager in 10g can be accessed through the Enterprise Manager Java Console. In 10g
this tool is still available as an EM Java Console component; in 11g the Java Console
has been deprecated and the functionality provided by this tool can be accessed
through the Enterprise Manager DB Control Console.

How Oracle SSO works

Oracle Single Sign-On (SSO) is a service provided as part of the Oracle Application
Server Infrastructure installation. This service is meant to manage the identity of

the user centrally through the use of an Oracle Internet Directory (OID). In the
next image you will see how SSO works to identify a user and log it in to the
application server.

1. The user requests access to the server.

2. The Oracle HTTP Server (OHS) looks for a mod_osso cookie for the client. If
the cookie exists then the server gathers the client's identity and logs the user
in to the requested application.

3. If the cookie does not exist, the Web server redirects the user to the
Single Sign-On server.

4. The SSO looks for the authentication cookie, if there is no cookie then the SSO
redirects the user to an authentication screen. If authentication is successful,
then the SSO Server creates a cookie signaling the user was already
authenticated.

5. The Single Sign-On server returns the user's encrypted identity and
credentials to the Web server.

6. The Web server creates its own cookie for the user in the browser and
redirects the user to the requested URL.

From this moment on and as long as the user's session remains valid, the user will be
no longer prompted to provide authentication information.

[266]



Chapter 9

Oracle HTTP
Server (OHS)

OHS

A 4

A\ 4

A 4

o e e

‘ ‘ ‘ mod_ossi]

‘"

‘ ‘ ‘ ‘ ‘ ‘ Single Sign On
Server (SSO)

Configure access to the LDAP directory

The Oracle SSO service is based on OID, an LDAP v3 compliant directory service.
The administrator can configure access to this component by means of the Oracle
Network Configuration Assistant (netca).

ad .Oracle Net Configuration Assistant: Welcome

Welcome to the Oracle Met Configuration
Assistant.

This toal will take wou through the common
canfiguration steps, listed below.

Choose the configuration you would like to do:

" Listener configuration
" Maming Methods configuration

" Local Met Service Name configuration

( ® Directory Usage Configuration ]
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The Net Configuration Assistant is used to declare how to access the OID server.

It declares the directory type as Oracle Internet Directory and defines the access
parameters (hostname, LDAP port and LDAP SSL port). Usually port 389 is used for
non SSL OID and port 636 is used for SSL OID port, you should first verify which
ports were actually assigned by taking a look at the <0racle Home>/install/
portlist.ini or from the Enterprise Manager Application Server Control Ports tab.

hat Oracle Net Configuration Assistant: Directory Usage Configuration, Directory Loc [Fgfl=ii$ 4

Where is wour directory service located?

Haosthame: |alphasny
Fart: 13060
SsLPort: (3131 T

Cancel )] Help J % Back

Registering the database against the OID

The Database must be registered against the OID. The Database Configuration
Assistant is the tool used for this purpose. When asked if the database is to be
registered against the OID, the answer should be Yes (A). Next there are two
credentials that must be provided, one for the orcladmin user (OID Manager) the
distinguished name cn=orcladmin must be provided as well as its password; the
second requested credential is the Oracle Wallet password. It is confirmed and the
configuration is accepted. After a while the database is registered against the OID. This
operation should not take a long time as this is done by querying the LDAP server
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Directory Sendce [

Would wou like to register this database with the directory senvice?
W Yes, register the database

This will enable client machines ta connect to this database without needing a local
naming file {tnsnames.oray and will alsa enable them to use the Oracle Enterprise
User Security feature that is part of Advanced Security Option{ASO).

Provide a user DM {distinguished name) and password to register the database with
the directary service.
x

User DM : 1cn=0rc|admin
—C

Password : j*"*****

\ r,
As part of database registration, an Oracle wallet for the database will be created with
credentials suitable for passward authentication between this database and directarny
senvice. Provide a password for the new database wallet,

. s
i Wallet Password:  [reeeees
o[

™

-

Confirm Password: ‘*"***"

\

" Mo, don't register the database

Cancel ) Help J & Back | MNext [§| Finish )

Shared schema

Once the database has been registered, you can create a schema that can be shared
among the Enterprise Users.

Connected as sYSDBA a user named GUEST is created. This user is different from a
regular user, as this user is not authenticated at the database level but at the SSO
level. When a user is created using the IDENTIFIED GLOBALLY clause, the user is
authenticated in the LDAP.

Once the user has been created it is granted privileges, just like any regular user,
with the GRANT command.

$ sqlplus / as sysdba
SQL> create user GUEST identified globally;
SQL> grant CREATE SESSION to GUEST;
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Next, an Enterprise user is created, and this Enterprise user is mapped to the
database user. You will have to start a session using Enterprise Security Manager
(ESM). ESM is a Java based console included with the Enterprise Manager Java
Console. ESM can be started from the OS prompt by issuing oemapp esm. In 11g
Enterprise Manager Java console was deprecated, so it is no longer available as

a Java Console, it was included in the Enterprise Manager DB Control Console
(HTML based console).

$ oemapp esm

udl Directory, Server.login

ORACLE ENTERPRISE MANAGER SR
® Password Authentication

" S3L Client Authentication

User: |cn=0rcladmin

Password: |""****

Hostname |a|phasrv

Port Numhar: (3060 |

Cancel Help

Copyright (c) 1998, 2004, COracle. Al rights resenved.

Expand the tree under the host name until you reach the OracleDefaultDomain (D)
entry. When this is selected in the right hand panel, you will see a tabbed screen, by
selecting the Database Schema Mapping (E) you can access the panel where new
Enterprise Users are added (F).

ad Enterprise Security, Manager,

&l:?iga\phasrv

@-DRea\ms Database Schema Mapping

Schema |D\recwry Entry

éﬂ.

nhl Users, by Search Base
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You can either type in or point to the entry corresponding to the User Distinguished
Name (G), and on the Schema field declare the name of the Shared Database Schema.

=

. Add Database Schema Mappings o
B cn=0racleContext
@cn:OracIeSchemaVersion
% cn=Server Configurations
T do=com
S % de=oracle
&% de=us
-9 cn=Calendar Server
B cn=Croups

-9 chn=0racleContext
ER ] - Use s

(Director\.fEntr\a |cn=Users, dc=us,dc=oracle,dc=com ]

L

® Sybtree Level © Entry Lewel

h 4

(Schema {guest]

I J

( oK ] Cancel) Help)

The Users node is expanded, and at the Operations menu (I) a request for a new user
is made. After filling in the Create User form (J), you have a new Enterprise User.

Enterprise Security Manager.

File Operations
alphasry

él:l Realms
T%eus

Datab|

Enter

g Or:

Users

Lea]

Help

adl . Create Lisar,

User Maming

Base

|cn:users,dc:us,dc:oracle,dc:com Browse..

|Juan

First hName

Surname |Pgrez

User ID |iperez

User ID Suffix |

Email Address |Juan.Perez@acme.c0m

Common Mame:

ch= |jperez

Edit,.. || Repart. .. {| Remmuye

ished Mame

ladmin, cn=Users, dc=us,
LIC, cn=Users, dc=us,dc
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In the last step a connection with the recently created user is performed. At the OS
prompt a new session with the newly created Enterprise User is made:

$ sqglplus jperez/welcomel@orcl

SQL> SHOW USER

USER IS "GUEST"

SQL> SELECT USER FROM DUAL;

USER

GUEST

SQL> SELECT SYS CONTEXT ('userenv', 'external name') from dual;

SYS CONTEXT ('USERENV', 'EXTERNAL NAME')

cn=Juan Perez,cn=users,dc=us,dc=oracle,dc=com

The code snippet shows that the Enterprise User works as expected. We have a
general schema named GUEST, and an identified particular Enterprise User named
jperez. This user was able to connect to the database after being mapped to the
GUEST user.

The user jperez can open a session at the database level and individual grants can be
made for this user.

Using the same Enterprise Security Manager tool, you can create global roles. These
roles work just the same as the regular database roles, and you can assign privileges
to them and grant those roles to the users.
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Summary

In this chapter we have explored some practical usages of the Oracle Wallet Manager
as a keystone to provide encryption services for RMAN backups. This allows the
DBA to protect data confidentiality in case a backup is taken.

On the other side, working in an environment where users are centrally
authenticated once against a Single Sign On security server means the database must
be properly configured. There are several tools involved in this process; Network
Configuration Assistant (NETCA) which assists the DBA in configuring the files to
find the LDAP server, Enterprise Security Manager (ESM) to create and manage
enterprise users and roles and Database Configuration Assistant (DBCA) which
was used to register the database against the LDAP server.

Once the environment has been properly configured and the user has been globally
provisioned, they do not need to be locally authenticated for each database,
providing a scalable solution for user management. In the demonstration, you saw
how to orchestrate a complete security solution to centrally manage and authenticate
users, and how each tool takes part in this security strategy.

In the next chapter, we will further discuss the DBCA, a key tool which has
several uses, including enabling you to manage the initial database configuration
more efficiently.
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Database Configuration
Assistant

The Database Configuration Assistant (DBCA) is much more than just an
interactive tool to easily create a database, it is also a tool that can be used to
manage Automatic Storage Management (ASM). It can create and manage
database templates, it can be used to manage database services and it is useful when
a database massive batch deployment is required. In this chapter, we will explore
the different options available in the DBCA that make it a versatile and productive
database management tool.

The DBCA can not only create a database, it can also configure an existing database,
it is an easy means to add options to a database and configure the enterprise
manager. It can manage database creation through templates, and it can configure
the ASM feature.



Database Configuration Assistant

DBCA

The DBCA is a Java based tool used to create a database, either from a template
or from scratch. This tool is useful to perform ASM configuration and manage

RAC services.

Select the operation that you want 1o perform:

This option
T Create a Database creates a new
" Configure Database Optiohs database or a
template
" Delete a Database
" Manage Templates -
O Configure Automatic Storage Managerment
]
N —
This option This option This options This option
assists you in manages removes all changes
configuring templates, it files belonging | | current
and managing creates a to the selected | | database

ASM

template from

database

configuration

an existing
one or from a
database

Cancel Help

The available options are as follows:

Create a Database: This option guides you through the steps of database creation. A
database can be created from an existing template, which may or may not include the
database files. This option allows you to not only create the database, it also allows
you to save the database configuration as a new template. It can save the database
creation and configuration as scripts which can be used for future reference, or to
manually create the database.

Configure Database Options: This option is used to configure additional options
after database creation. This option is disabled if there are currently no databases.
The options you can configure here are Data Mining, Text, OLAP, Spatial, Ultra
Search, and Label Security. If you have not already configured Enterprise Manager,
you can also do it from this option, and you can also configure the Sample Schemas.
Other options available are the Standard Database Components, the JVM, XML DB,
and Intermedia.

Delete a Database: This option removes the physical database files. You must only
use this if you are certain you want to delete the database, as this operation cannot be
undone. Make sure you have a backup prior to deleting anything of even small value.
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Manage Templates: This option allows you to manage database templates. A DBCA
template consists of the configuration file and optionally the physical seed database
files. You can create a template from an existing template, an existing database, or, at
database creation.

Instance Management: This option is available only with RAC configurations.
DBCA is a cluster aware tool, and it automatically displays this option in RAC
environments. This option allows you to add or remove an instance to an existing
RAC database.

Service Management: This option is also available only with RAC configurations.
This allows you to distribute the availability of the different services among Oracle
instances. Here you can configure the Transparent Application Failover (TAF)
policies, and specify the preferred instance where a service will run.

Configure Automatic Storage Management: If you plan to use ASM as your
database storage manager, then you must first configure the ASM instance. Here you
can configure the disk groups and configure how redundancy will be managed. You
can add disks to existing disk groups or create new disk groups.

Database creation

The DBCA is mostly known as the tool used to create a database. If the DBA
performs a default installation with the database creation option, it can be seen how
the DBCA creates the started database. This section is a walk-through of the DBCA
creating DB screens.

Database templates

Creating a database can of course, be done using the command line CREATE
DATABASE command, but most DBA's prefer using the DBCA because it is pretty easy
and intuitive, and it allows DBA's to easily manage different database options. This
section introduces us to the concepts of templates, and this topic will be developed in
further detail later in this chapter.
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The Database Creation option can create the database internally using the CREATE
DATABASE command with the Custom Database option, or it can create the database
an existing template (A) which may or may not include datafiles (B). If datafiles are
included then the database is created by a cloning procedure. Optionally, you

can click the Show Details button to display data from the existing template in
HTML format.

Database Configuration Assistant, Step 2 of 12 : Database Templates

Select a template from the following list to create a database:

Select Template Incluces Datafiles
Custom Database Mo

Data Warehouse

General Purpose

Template Details

General Purpose

Use this database template to create a pre-configured database optimized for general
purpose usage.

Common Qptions

+*

| Option Felected h

Oracle |y true

Oracle Data Mining true

Oracle Text true

Oracle XML DB true =

Show Details. ..
Close Help )

Database identification

You must specify a name for the database. In this section you can specify the global
database and the SID name. The global database is used to uniquely identify the
database in a network environment meanwhile the SID is the Oracle instance
identifier. The name of the Oracle instance must be at most eight characters long and
it must start with an alphabetic character.
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Management options

In this section you can decide to configure which management graphical interface
you will use for your database, you can decide among the Enterprise Manager
database control or the Grid Control. The Grid Control option will be enabled only if
a grid agent is found. If you decide to configure database control, the port assigned
to it cannot be set here, so if you are looking for a specific port, you should use the
Enterprise Manager Configuration Assistant (EMCA) tool to manually assign a port
number. By default the EM port number is 1158 for the first configured EM port, the
second EM configured port will be assigned the 5500 port number, and from this
point on the port number will be monotonically increasing by one.

If you decide to configure Enterprise Manager (C), then you can optionally configure
email notifications and a default backup policy. If you decide not to choose these
options now you can configure them later by going to the Enterprise Manager
Configuration menu.

The email notifications require both, the Outgoing mail (SMTP) server (D) and the
email address to be set. The default backup policy schedules a daily full database
backup; this requires the OS credentials of a user allowed to execute rman (E).

_______Database Configuration Assistant, Step 4 of 12 : Management Options

Each Oracle database may be managed centrally using the Oracle Enterprise Manager Grid Control or
locally using the Oracle Emerprise Manager Database Control. Choose the management oftion that
you would like to use to manage this database

[ Configure the Database with Enterprise Manager‘—o

 Wse Gricf Control far Databiase hanagerment

Management Service Mo Agents Foumd

@ |Use Database Control for Database Managerment

Iv Enable Email Norifications

Outgoing Mail (SMTP) Server: |smlp myto.com

Email Address |madrid@mvcu com

[ Enable Daily Backup

Backup Start Time ’E - ’E S AM ﬁPM
G 05 Username |nrat\e
Password |*””"*
Cancal Help ¢ Bak
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Database credentials

This option allows you to define the password for SYS and SYSTEM users, and if you
have chosen to configure DB Control Console, then you can specify the password

for SYSMAN and DBSNMP. You can choose to define the same password for all
users or a different password for each one of them. It is advisable to take note of the
password set at this stage; it may be required in the future if you want to reconfigure
the Enterprise Manager DB Console. SYSMAN and DBSNMP users are particularly
important to properly set up the Enterprise Manager repository, these users will be
further explained in the EMCA chapter.

Storage options

When creating a database you can choose which storage method to use. They can be
File System, ASM, or Raw Devices. ASM is a storage method that requires an ASM
instance to already exist. ASM has been available since 10.1.0 and it is a simplified
database storage method that optimizes I/O performance and simplifies datafile
management. A database can use any storage option or it can combine the three of
them. This screen only defines the initial storage method used by the database and
the DBA can later change or combine it.

The File System is the most commonly used storage option, it requires a regular file
system, and it utilizes the OS buffer cache and block mode devices. The Raw devices
option doesn't use OS resources to access the database files, it lets Oracle directly
manage the access to the unformatted device. ASM is the Oracle storage option that
has been increasingly gaining popularity among DBA's, as it is simple and combines
the best characteristics of raw devices and file system options.

Database file locations

The location of database files can be taken from the template (F), or you can choose
to define a common file location for all your files (G); a third option is that you can
choose the Oracle-Managed Files (OMF) (H), this configures the db_create file
dest instance parameter, allowing Oracle to set the file names. The file location
variables used during this procedure can be seen by clicking on the File Location
button (I).
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Database Configuration Assistant, Step 7 of 12 : Database File Locations

Specify locations for the Database files to be created:

CrUse Database File Locations from Template 1—0
rUse Comman Lacation for All Database Files{—e

Database Files Location: [{ORACLE_BASEforacata Browse, .
® Use Oracle-Managed F\Ies{—o
Database Area: {ORACLE BASE}foradata Browse...

File Location Variables

“Wariables are used ta specify parameterized file lacations for datafiles, _ _
contral files, reda logs, and any ather files used by database Ck either of the above options

For example, a contral file may be specified as
{ORACLE_BASE}foradataf{DB_MAME} contrald L. ctl

Variable |Value

ORACLE_BASE Jun1japp/oracle =

ORACLE_HOME Jun1/app/oraclefproductj10.2.0/db_1

DE_NAME delta

DE_UNIQUE_NAME  delta o

S Ll N File Location Yariables
cancel Hel OK| Cancel ] Help | Mext o Finish

Database content

If you want to create Sample Schemas for this database then the Sample Schemas
check box must be selected.

\ For security reasons a production database should not have the
~ Sample Schemas created. If you omitted them at creation time and
Q you want to add them to a database you can still do it by installing
the demo scripts from the companion disk.

If you want to execute your own custom scripts then you can declare them on the
Custom Scripts tab. If you wish to always execute a set of SQL scripts of your own
to customize the database, create additional schemas, or whatever you require; you
can add a list of your scripts here and let the DBCA run them as soon as it finishes
creating the database.
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Initialization parameters

This window lets the DBA configure the instance initialization parameters. They are
the maximum number of processes allowed, the character set, and the connection
mode. The Oracle instance has more than two hundred and fifty instance parameters.
You can see the complete list of the instance parameters by clicking on the All
Initialization Parameters button. A brief description of each parameter can be
obtained from the parameter window. You are encouraged to read the Oracle
reference manuals to get a more detailed description of the initialization parameters.

Memory

The first tab defines the memory management method and the memory sizing,.
Memory can either be defined as Typical (J) or Custom (K). A typical configuration
allocates memory as a percentage of the total physical memory. It should be pointed
out that by default the DBCA allocates 40% of the physical memory to the database.
If the database is created using this default parameter you may quickly run out of
physical memory if a second database is created. Oracle estimates the minimum
value in typical configuration. If this value is underestimated then DBCA will
automatically issue a warning specifying the minimum allowed value.

~

By default, the DBCA allocates 40% of the physical
memory in a typical configuration.

If you choose a custom configuration then you can choose between Automatic
Shared Memory Management (ASMM) and Manual Shared Memory Management
(L); unless you have previously calculated adequate parameters for each individual
SGA component parameter you should choose a typical configuration or a custom
ASSM configuration. In the ASSM mode, Oracle dynamically calculates adequate
values for each SGA component, and dynamically reassigns memory granules to
components requiring them.
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| Sizing Character Sets  Connection Mode

locate memary as a percentage of the total physical memory (1008 ME)
Percentage: [33] St BT Ory DIs U -

Shared Memory Management (ﬁ Autornatic © Manual ] o

SGASize [272 M Eyles  ~
PGASIZE [a0 S [Mevtes -

Total Memory for Oracle 402 M Byvies

Total memory includes 40ME of Oracle Process Size and the defaults for the empty
pararreters, if any.

All Initialization Paramelers...)

Cancel Help % Back | [alext >| Finish J

Character sets

This section specifies the Database Character Set (M), the National Character Set
(N), the Default Language (O), and the Default Date Format (P).

atabase Configuration Assistant, Step 10 of 12 : Initialization Baramete

Memary Sizing

[ Connection Mode

Database Character Set
& Lse the default

The default character set for this database iz based on the language setting of this
operating systern: WESISOS859P1

" Use Unicode (AL32UTFS)
Setting character set to Unicode (ALZ2UTFE) enables wvou to store multiple language groups.

" Choose fram the list of character sets

Database Character set: |WE8I308859P1 - |50 EE58- 1 West EUroEean ‘

National Character Set:  [ALLGUTF16 - Unicode UTF-16 Universal character set -
Default Language: [American -
Default Date Format: |Un|ted States

All Initialization Parameters JI

Ccancel Help & Bark Mewt Einish |
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Database Character Set: This parameter determines the encoding schema used to
display characters on the screen. The character set determines what languages can
be represented in the database. This is used for data stored in CHAR, VARCHAR, CLOB
and LONG datatypes, identifiers and PL/SQL variables, and SQL/PLSQL source
code storage.

National Character Set: The National Character Set is used to store Unicode
characters in a database that does not have a Unicode character set.

Default Language: This parameter determines the NL.S_ LANGUAGE instance
parameter, this parameter specifies day and month abbreviations, symbols for A.M.
and P.M., SQL Ordering, writing direction, and other locale parameters derived from
the language.

Default Date Format: This specifies which regional convention will be used to
display the date format. It specifies the NLS_DATE_FORMAT instance parameter value.

Even if these last two parameters have been defined here, they can be redefined later
at instance, session or command level.

Connection mode

Here you can specify either a dedicated or a shared server connection mode. By
default the dedicated server mode is chosen. In a dedicated server environment a
single Oracle server process is dedicated for each user connected to the database.

In a Shared Server connection mode a more complex architecture is defined. The
Oracle server is shared among several processes, this connection mode is advised in
OLTP environments as this allows more scalability; the dedicated mode is advised
for DSS environments and it is required for SYS connections. You can always use
both connection modes. The modes are not mutually exclusive, and this screen only
defines the default connection mode.

Database storage

The final stage of database definition shows how the database structure will be built.
It shows the datafile, controlfile, and redo log file names and locations.
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Creation options

On this last screen, you can specify whether you will actually create the database (Q),
or if you will Save as a Database Template(R), or if you want to Generate Database
Creation Scripts (S); all of the options can be selected.

Database Configuration Assistant, Step 12 of 12 : Creation Options

Select the database creation options:

0 I Create Database

[ Save as a Database Template

MHame: |de\ta

o Descrighion: [This is a custornized database out of the general purpose seed database

[ Cenerate Database Creation Scripts

e Dastination - .
Directory: [fun1/appsoraclesadmin/dena/scripts o

Once the database definition process has finished you will have, if you have
specified the proper options, a fully working database. The DBCA will automatically
start the database.

You should be aware that, in Windows environments the DBCA configures a
Windows service that will automatically start the Oracle database at OS boot time.

In Unix like systems you should have this manually configured and you should
have your OS configured so it automatically starts databases at boot time; The DBCA
will only modify the /etc/oratab file and it will specify the database not to be
considered by dbstart/dbshut by default.

/etc/oratab
orcl:/u0l/app/oracle/product/10.2.0/db 1:N
delta:/u0l/app/oracle/product/10.2.0/db 1:N
+ASM: /u0l/app/oracle/product/10.2.0/db_1:N
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Database edition

Defining which options to install can be done at creation time as long as the database
doesn't come from a seed database. If you created a database using the DBCA
customized creation option then you may want to install other options later.

Don't install more options than required; either way you can go back to the DBCA
edit Option to add them at a later time.

Database Edition only works to add database components, not to remove them, that
is why if you come back later to try to disable components you will find that the
already selected components are not eligible.

There are other components that may appear as not eligible too, such as Oracle
Label Security (OLS) or the Sample Schemas. If these components are grayed out
this means the component has not been installed. In the case of OLS this is included
on the database disk, but it is not installed by default. In the case of the Sample
Schemas, those are not available on the database disk, but can be found on the
companion disk.

Database Companents

Select the components wou want to configure for use in wour database. Provide the
tablespace in which wou want the component to reside. Components which appear
disabled are either not installed or depend on companents which are not selected.

¥ |Oracle Data Mining
¥ | Gracle Text

¥ Gracle QLA o
¥ |Oracle Spatial
I=|Gracle Uitra Search

[C|Gracle Lakel Security

I Sample Schemas

o

%iéiiiii

¥ Enterprise Manader Repositor,

®

Standard Database Components...)l

Cancel )l Help )l
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Database edition allows you to add these enterprise edition options (A):

e Oracle Data Mining

e Oracle Text

e Oracle OLAP

e Oracle Spatial

e Oracle Ultra Search

e Oracle Label Security

DBCA can also add these Standard Edition options (C):

o Oracle JVM
e Oracle XML Database

e Oracle Intermedia

a1

~ You should be aware that enabling options may
require additional Oracle licenses.

Other options available are:

e Sample Schemas

e Enterprise Manager Repository

If Enterprise Manager was not originally configured for the database, you can come
back here and have it configured in case you don't want to use EMCA and you don't
want to further customize the Enterprise Manager DB Control Console.

On Windows, we have a Personal Edition which is designed to be used by
Developers. It is equivalent to Enterprise Edition with nearly all options turned
on. This is a very cost-effective alternate for developers, consultancies and small
organizations where only one named user accesses the database.

Database template management

Creating several databases with the same parameters can be a time consuming task if
the DBA has to define the same parameters each time. The DBA can save time when
creating the database through templates. The templates can contain only a definition
file, or they can contain both a definition file and the seed database files, which can
be used to create a new database by means of a cloning procedure.
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Template management operations

There are two kind of template management operations; create and delete a database
template. When creating a new database template, there are three ways to create a
new template, from an existing template, and from an existing database which may
or may not include the seed database.

(=)= =]

Select the template managerment operation wou want to perform:

® Create a database template
C From an existing template

o " Frorn an existing database (structure only)

The template will contain structural infarmation about the source database including

e database options, tablespaces, datafiles, and initialization parameters specified in
the source database. User defined schemas and their data will not be part of the
created template.

® From an existing database (structure as well as data)

e The template will contain the structural information as well as physical datafiles
specified in the source database. Databases created using such a template will be
identical to the source database. User defined schemas and their data will be part of
the template.

" Delete a database template

Cancel Help

The options available to create templates are:

e Create a template From an existing template (A). This takes an existing
definition which you can further modify and save with a different name.

e Create a template From an existing database (structure only) (B). This is
useful to create a new database with the same components and configuration
as those in an existing database. This kind of template is easily transported as
it doesn't require the physical tablespaces.

e Create a template From an existing database (structure plus data) (C). This
template is used to easily clone an existing database. This will allow the DBA
to quickly and easily clone an existing database.
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The Oracle templates are located at $ORACLE_HOME/assistants/dbca/templates
and there you can find two different kind of files, the * . dbt (Database Template
Definition file) and the * . dfb (rman backup files in compressed format). The
database template management session creates or edits the * . dbt file, an XML
structured text file that provides the template description details, and the *.dfb,
the seed database.

Using templates is especially useful when creating testing or
development environments, and when the company has to massively deploy
the same configuration.

1
‘Q If you create your templates remember that they require

separate backup and recovery considerations.

Creating a seed database out of a
current database

In the following image a database template is being created out from an
existing database.

Choose a database fram which wou want to create the template. The database must be an
this machine.
Mote: The source database will be shutdown during the template creation.

(delta J—‘

Database instance:

Source Database

Cancel )l Help )l -4 Back
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There are three parameters that must be defined, the Name of the template (E), the
Description of the template (F) and the path where the compressed rman backup file

will be stored (G).

Specify name and description of the template wou would like to create:

Mame: |orcl

Description: ORCL based template

Specify a file name which will contain datafiles used in the template in a compressed format:

Template datafile: |{ORACLE_HOM Elfassistantsfdbcaftemplatesforcl.dfb Browse. ..

File Location Yariables...
Cancel )l Help )l .. Back

Database related file location

When a template is created you can choose to maintain the current file locations, or
you can choose to convert the file locations to use the Oracle Flexible Architecture

(OFA) structure.

Maintaining the file locations: If the current file locations are retained, then the
paths defined in the source database will be stored. This way you can create a new
database with the same structure on a different machine.

Convert to OFA structure: Using the OFA layout is convenient if you are not
certain if the destination machine will have the same structure as the host where the
database seed was generated from.
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Processing the template: When the template is being processed, the DBCA will
access the source database to gather information about it (H), afterwards, the DBCA
will create the database backup file (I) and finally it will create the template file (J).
All template information and database backup files will be stored in the default
location of $ORACLE_HOME/assistants/dbca/templates with the name defined by
the DBA.

Database Configuration Assistant, Step 5 of 5 : Location of database related files

Specify whether you want to convert all database related file locations to Oracle Flexible
Architecture (OFA), or wou want to maintain the file locations in the template

Gathering information from the source database

Backup datafiles
Creating template file

Clone template generation in progress

| 13%

Log files for the current operation are located at:
Suolfappjoraclefproductf10.2 0fdb_1/cfgtoollogs/dbca

Cancel Help 4 Back [ et Finish

Once the process is finished you can copy the database files to another Oracle Home
if you want.

M If you are copying the template to another Oracle Home location
Q you must make sure the target Oracle Home has the same version
and patchset as that of the source database.
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Migrating a single instance database to RAC

The template technique can be used to migrate a single instance database to an RAC
environment. Just create a new template based on the target database, and make
sure the template includes the datafiles. Once the template is created, make a new
database using the previously created template and you'll have the database running
in a RAC environment.

Automatic Storage Management
configuration

Automatic Storage Management (ASM) can be configured from the DBCA in all
versions starting from Oracle 10gR1. The 11gR2 has separated the ASM configuration
into another tool named ASMCA. ASM is a convenient storage method for Oracle
Databases starting with Oracle 10gR1.

ASM

ASM is a high performance storage method for Oracle Databases. This allows
striping and mirroring, and a regular database can be completely or partially stored
in ASM. ASM uses raw disks to store the data, and provides an Oracle-owned file-
system structure (metadata) to identify where the data is stored. This provides a
balance between Raw storage (high performance) and File systems (manageability)
while addressing the unique concerns of a database. In RAC environments ASM is
the preferred storage method used in case there is no cluster file system available.

ASM stripes files across the configured physical disks, it allows online disk
reconfiguration and rebalancing, and it provides redundancy on a file basis. ASM
doesn't override any currently installed volume manager; it can coexist with it and,
if there is no volume manager ASM can assume its functions. As can be seen in the
next image, database files are represented as both, regular files in a file system and
Oracle database files in an ASM storage unit. ASM doesn't require any additional
software, it can directly mange access to a raw device.
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Application Files

Database Files

File System A
S
Volume Manager M

Operating System

Oracle plans to deprecate raw devices for future major releases, so if you still use raw
devices, it is advisable to get acquainted with ASM as an alternative method
for storage.

How to setup ASM using DBCA

ASM requires a onetime Oracle Cluster Synchronization Service (CSS) setup.
Assuming the OS has properly identified and configured raw disk devices, you can
proceed with ASM setup as follows:

1. Select the Configure ASM option.
Run the localconfig shell script as root.
Set the password for SYSDBA or SYSASM (11g only) role access.

Optionally, define the ASM instance parameters.

IS

Set up Disk Groups.
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Select the Configure ASM option

When selecting the Configure Automatic Storage Management option and clicking
on the Next button, the DBCA displays a warning asking the DBA to run the
SORACLE_HOME/bin/localconfig add script as root (A).

Database Configuration Assistant, Step 1 of 3 : Operations

Select the operation that wou want to perform:

O Create a Database

i Configure Database Options CSS Setu
1 Delete a Database o R p
Warning

Manage Templates

® Configure Automatic Storage Management

base Configuration Assistant : Warnin

In order to use Automatic Storage Management (ASh),
the Oracle Cluster Syhchronization Serdce (CS5) must
be configured and started.

Run "jfu0l/appforaclejproductf10.2.0
fdb_1/binflocalconfia add” script from command
prompt to configure and start 55, You need to login as
root to run this script

Cancel Help & Back hext

Run the localconfig shell script as root

The script is only run once and it will create a script named init.cssd which
will be added to the startup configuration (B). This script is responsible for
automatically starting the ocssd process at OS startup time. Once this is ready
the script run by root will display the message letting the DBA know that the CSS
service is up and running.

sh Packt - ssh oracle@192.168.2.21

[root@lima binl# cd ~uBl/app-oracleproduct-s18.2_@B.,db_1-bin :z]
=
[rootPlima binl# .-/localconfig add ] e

etcs/oracle does not exist. Creating it now.

5 fully lated ary OCR keys._
Creating OCR keys for user ’'root’,. privgrp ’‘root’..
Operation successful.

Configuration for local CS5% has been initialized

. L. )|
dding to inittah

eued to init within 98 seconds. °
hecking the status of new Oracle init process...

xpecting the CRS daemons to be up within 688 seconds.

88 is active on these nodes.

T
88 is active on all nodes.
raclg1CSS iem:':'tce is installed and running under init{iM>
-t S
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Set the SYS password and the ASM instance
parameters

After the script has been run, the next step is to set up a password for the user SYS (E),
which will be the ASM manager (11g has created a new role named SYSASM,

so the SYSDBA role is no longer used starting this release, and will not be usable at

all in future updates.). After setting the password for the SYSDBA (or SYSASM) role
access you can optionally set the ASM instance initialization parameters
ASM_DISKGROUPS, ASM_DISKSTRING and ASM_POWER_LIMIT (F).

e ASM_DISKGROUPS defines which groups ASM will automatically mount
at startup time

e ASM_DISKSTRING specifies the paths where ASM can find candidate raw
disk devices for new or existing ASM disk groups

e ASM_POWER_LIMIT defines the number of parallel servers used to
perform the rebalancing disk group task

Database Configuration Assistant, Step 2 of 3 : Create ASM Instance

In order to use Autamatic Storage Management{ASM}, vou need to hawe an ASM instance
running on your machine. There are no ASM instances running on this machine. Use this
page to specify parameters for a new ASM instance which will be created when wou click
MNext.

The default settings for creating an ASM instance work for most installations. If you would
like to make changes to the defaults, use the ASM Parameters button

ASM Parameters

Walue | Owerride Default |Category

asm_diskgroups | Automatic Storage Management =]
asm_diskstring Automatic Storage Management
asm_power_limit 1 Automatic Storage Management

Q@

-

1] |¥

Cancel Help Show Actvanced Parameters | Close| Show Description| Help
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Setup disk groups

ASM organizes storage in Disk Groups, a concept similar to logical volumes, so

you have to ask the DBCA to define a new disk group, then click on the Create

New Button, this will display the Create Disk Group Window (G), where you can
define the disk group name (H) and the raw disk devices (I) that will be part of this
disk group; the DBCA will display all available candidate devices. If the expected
raw devices don't appear you can click on the Change Disk Discovery Path (J)
button to look for raw devices on another path. If the raw devices don't appear after
changing the path, then validate the raw devices at the OS level and make sure the
OS properly recognizes the physical devices. Most DBA's configure at least two disk
groups, one for tablespaces and a second one for the flash recovery area, but you can
configure as many disk groups as you require.

Candidate devices are automatically discovered by the DBCA. If the DBCA is not
successful in finding candidate devices it could be because the device is already

in use, or the discovery path is not properly set, or it is not started by the OS. You
should refer to the specific OS documentation on how to setup and start raw devices.
In the particular case of Linux, you must make sure that the raw device has been
started using the Linux startup scripts, otherwise it won't be visible. The following
script was used to set up raw devices in Linux. This is included here only for
demonstration purposes, and it is not meant to be used in a production environment.
It creates files that will later be 'seen' as raw devices; a feature available in Linux
environments. Please take a look at the losetup, raw and chown commands. These
are the commands used to define and reactivate raw devices in Linux.

echo Preparing ASM disks ...

WHOAMI="'whoami'

if [ SWHOAMI != root ] ; then
echo $0 must be run as root
exit 1

fi

if [ ! -d /u0l/asmdisks ] ; then
mkdir -p /u0l/asmdisks

fi

cd /u0l/asmdisks

VDISK=0

DD=/bin/dd

LOSETUP=/sbin/losetup

RAW=/usr/bin/raw

LOGFILE=/tmp/asmsetup.log

date > SLOGFILE

while [ $VDISK -1t 5 1 ; do
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VDISK='expr S$VDISK + 1 '

echo -e Creating Virtual Disk S$VDISK ... \\c
if [ ! -f /u0l/asmdisks/asm disk$VDISK ] ; then
$DD if=/dev/zero of=asm disk$VDISK bs=1024k count=400 2>&l>>
$LOGFILE
fi

SLOSETUP /dev/loop$VDISK asm disk$VDISK 2>&1l>> $SLOGFILE
SRAW /dev/raw/raw$SVDISK /dev/loopSVDISK 2>&1>> SLOGFILE
sleep 3
chown oracle:oinstall /dev/raw/raw$SVDISK 2>&1>> SLOGFILE
chmod 777 /dev/raw/raw$SVDISK
echo Done

done

echo -e \\n Please verify execution log SLOGFILE

When setting up the ASM environment you should select external
redundancy, unless you have a Volume Manager that takes care of the stripping
and mirroring tasks.

1
‘\Q Don't mix the High or Normal redundancy ASM configuration

with an existing mirroring/stripping configuration.

Database Configuration Assistant, Step 2 of 2 : ASM Disk Groups

Create Disk Group

Disk Group Mame: |DATA 0 You can
FEedundancy
" High " Mormal ® External

isks

C Show All
[ | Disk Path Header Status | ASM Mame Size (ME)
[ ey rawefraw L CANDIDATE 128
W fodenraw) raw? CAMNDIDATE 128
[0 e rawe) raws CANDIDATE 128
[0 e rawe) rawd CAMNDIDATE 128
[ | jolewyraw, raws CAMNDIDATE 128

Mote: If vou don't see disks which vou believe should be available, wou may need to change the disk
discovery path, 8

Change Disk Discowery Path... )l

% Cancel| Help Einish
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ASM disk group's validation

Once the process is finished you can see the disk groups in a MOUNTED (K) state.
In the window shown below you can see the size of the disk group (L) and the space
available (M).

Using the ASM Disk Groups page wou can view and manage existing disk groups. You can
choose to create a new disk group or add disks to an existing disk group.

Awailable Disk Groups

Select Disk Group Mame  Size (MB) Free {ME) REedundancy State

256 MOUNTED
0 | FLASH 320 EXTERN MOUNTED

Creates a new
Disk Group
Adds disk to
a existing
Disk Group
Mounts a
Disk Group
Mounts all
configured
Disk Groups

Mote: Frge (ME) reflectqthe free spgace avaialple by taking mirroring into account.
v

Create Mew AddDisks| Muunt| MoumAII)

Cancel ) Help )] <5 Back [t

After this last step an ASM instance is available. You can start using it by simply
specifying the name of the disk group and a plus sign as the prefix to the logical
datafile path. ASM utilizes OMF by default, so it is not necessary to specify a path;
actually, inside ASM the paths are just logical labels.

In the next example a new tablespace is created (N), the name of the datafile consists
only of a plus sign followed by the name of the Disk Group.

create tablespace TablespaceName
datafile '+DiskGroupName';

If required, ASM creates the logical path and defines the database file name.

[298]



Chapter 10

[oracle@lima init.d1% sglplus ~ as sysdba
2QL*Plus: Release 18.2.8.1.8 - Production on Mon Feb 2 16:52:37 2889
Copyright <c> 1982, 2885, Oracle. All rights reserved.
Connected to:
Oracle Database 18g Enterprise Edition Release 18.2.8.1.8 — Production
With the Partitioning., OLAP and Data Mining options
SQL> select name from védatafile;
NAME
=

suBl/approraclesoradatasDELTA/datafilesol_mf_system_4rSscogb_.dbf
sullsappsoraclesoradatasDELTAsdatafilesol_mf_undotbsl_4wSscp2r_.dbf
suBl/approraclesoradatasDELTA/datafilesol_mf _sysaux_4rSscony_.dbf
sullappsoraclesoradatasDELTA/datafilesol_mf _users_4rSscpbf_.dbf
sudl-app-oraclesoradata-DELTA-/datafile-sol_mf_example_4rSsmygqu_.dbf
$QLA CREATE TABLESPACE DEMO_ASM 4.-"

2 | DATAFILE '’ +DATA’; vJ
Tabhlezpace created.
SQL> select name from widatafile;
NAME
uBl appsoraclesoradatasDELTA-datafilesol_mf_system_4rSscogb_.dbf
ublapprorac lesoradatasDELTA-datafilesol_mf_undothsl_4rSscp2r_.dbf
ubBl appsoraclesoradatasDELTA-datafilesol_mf_sysaux_4rSscony_.dbf
ubl - appsoraclesoradata-DELTA-datafilesol_mf_users_4drSscp6f_.dbf
M&meuﬂg&rexample_4r53mqu_.dhf
+DRTﬂ/delta/dataf:i.le/demo_asm.ZSG.677782451.J
6 rows selected.
SoL> _ E

Setting up ASM in a Windows environment

This procedure refers to a Unix like OS. The procedure to setup ASM in Windows is
quite different from the procedure in a Unix like environment. The reason is because
of the partition concepts and the way Windows handles partitions.

ASM setup

There is a procedure to prepare raw disks to be used in a ASM
environment on a Windows platform. The following procedure applies to a
Windows 2003 environment.

[299]




Database Configuration Assistant

Disk layout

At least one raw partition should available. The DISKPART utility should be used
(Win2K3) or Disk Manager (Win2K & Win2k3).Windows does not automatically
mount raw disks and make them visible. You must enable automounting. Using
Diskpart, at the Diskpart prompt, type:

DISKPART> automount enable

At the Command Prompt, type:

diskmgmt.msc

This will start the Disk Management Windows utility. If the disk is in dynamic mode,
change it to Basic mode. Create a new partition on the empty disk and select an
extended partition. Select the partition size to fill the disk. Once the wizard is ready it
will create the extended partition.

Logical partitions

Once the extended partition is created, the next step is to create the logical partitions.
In the disk management utility, you should be able to see the extended partition
created. Right click on the extended partition and create as many logical partitions
as required. Make sure you don't assign a drive letter to the partition. Also, do not
format the logical partitions; the assistant displays the option, and ensure no format
is performed on the raw disk. At this point you should be able to see the logical
partition created. Repeat these steps for as many logical partitions as required.

Setup ASM

Once you are ready with the logical partitions, the next phase is to set up the ASM
environment. Once in the Configure ASM assistant, define the Disk Group Name
(DATA for example) by clicking on the Stamp Disks. As there are currently no disks
labeled, the asmtool performs the disk labeling. Using the asmtool you should be
able to see the partitions, and the disk status, and if the Candidate device flag is set
then it can be selected and labeled. The disk name format is something like \Device\
Harddiskl\Partition N.Once they are labeled they will appear as candidate disks,
you should be able to see them as a candidate disk back in the ASM assistant, they
will be listed in a format similar to this:

\\.\ORCLDISKDATA N

In the final step you should be able to see the candidate disks, just compose the ASM
disk groups as required and you are done with the ASM setup procedure.
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DBCA, Batch mode

The DBCA is a friendly and very intuitive tool. Creating a database or performing
any other activity is a straightforward task. However, assuming a massive
deployment scenario, creating databases in the DBCA's interactive mode would be
an inefficient, time consuming task, not to mention a human error prone task.

The DBCA has considered this scenario, and it can be launched in batch mode using
either the command line or a response file.

This example shows how DBCA executes silently with no graphical interface
displayed to the user.

dbca -silent -responseFile <response file>

The response file referred to in the previous example must be created by the user, as
unlike the Oracle Universal Installer, the DBCA does not have a 'record' mode.

The next example starts DBCA in batch mode, showing the progress bar, if you want
to run in character mode only use the previous example, as presenting the progress
bar requires a graphical environment, you must have the DISPLAY environment
variable properly set.

dbca -progress only -responseFile <response file>

&) Applications Actions & 5 &\ I & @ S @ MonFeb 2, 8a2pPM @

oracle® lima:tmp
File Edit View Terminal Tabs Help
1 [oracle@lima tmpl$ dbca -progress_only -responseFile ./dbca.rsp

Database Configuration Assistant

v Copying database files
“ Creating and starting Oracle instance
Completing Database Creation

Clone database creation in progress

I o

Log files for the current operation are located at
futl/appjoracle/product/10.2.0
fdb_1/cfatoollogs/dbca/sigma

#% || @ oracle@lima:/tmp ||;' Database Configurati E
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This case shows how the DBCA creates a database in silent mode with clone template.
dbca -silent -createDatabase -cloneTemplate -responseFile <response file>
A database can also be removed using the batch mode:

dbca -silent -deleteDatabase -responseFile <response file>

DBCA response file example

In this example a minimum response file was edited to have a database created.

[GENERAL]

RESPONSEFILE VERSION = "10.0.0"
OPERATION_TYPE = "createDatabase"
[CREATEDATABASE]

GDBNAME = "sigma"

SID = "sigma"

TEMPLATENAME = "General Purpose.dbc"
SYSPASSWORD = "oracle"
SYSTEMPASSWORD = "oracle"
CHARACTERSET = "WE8IS0O8859P1"
NATIONALCHARACTERSET= "UTF8"
MEMORYPERCENTAGE = "12"

This example creates a database named sigma whose global name and instance

name are the same. This database is based on a predefined template used to

create a General Purpose database. In this example only the sYspASSWORD and
SYSTEMPASSWORD parameters have been defined as no Enterprise Manager DB
Control Console configuration has been requested. This can either be configured here
or it can be configured using the emca command (The emca command offers a more
flexible way to configure the Enterprise Manager interface).

. The Template name is the name of the * . dbc file, not the name
< displayed in the DBCA template list. If this parameter is not properly
Q configured, then an error message will be displayed letting the user
know that the template doesn't exist.

A percentage of the physical memory is defined for this instance, it is important to
define this value; otherwise DBCA will take 40% by default.

And finally, the database character set and the national character set are defined.
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These parameters are just enough to create a database based on the "General
Purpose" existing template and customizing a minimum number of parameters to fit
a particular environment.

A minimum response file was specified to create a database in batch mode

[oracle@lima tmpl
[oracle@lima tmpl% dbca —-silent -responseFile /tmprdbca.rsp
opying database files

. s (This mode doesn't require the DBA to have
% ESESQE: access to a graphical display, it just shows the

% complete i il i
i i operation progress until it reaches the end.

reating and starting Oracle instance \
Bx complete
L% complete
Bx complete -~
% ggﬂg%ggg For further information about this process DBCA
% complete asks the user to read the log file at the given
2% complete location

ompleting Database Creation .
6% complete \
» complete

% complete

% complete

% complete

B3 complete

ook at the log file "~ uBl- appsoraclesproduct/18.2_8B-/db_1-cfgtoollogs/dhcassigmaszigma.log" for
urther details.

[oracle@lima tmpls

Where can you get a DBCA response file

A response file is available on the database installation disk, take a look under the
response directory which is located at MountPoint/database/response/dbca.rsp.
This file is divided into 10 sections. You don't have to configure all of them, just set
the parameters according to the operation you are planning to do and remove all
other unused sections except the GENERAL section.

e General Section [GENERAL]: This section is required for any operation you
plan to perform in batch mode. Here the version of the response file and the
operation type are defined.

e Create Database Section [CREATEDATABASE]: This section specifies that a
new database will be created. Here both the global name and the instance
name are defined. If an RAC database is to be created in batch, the node
list is defined. When the database is created using an existing template, the
template name is defined, the name of the template, as previously stated,
refers to the compressed rman file name, not the displayed file name in the
template catalog. SYS and SYSTEM passwords are defined here too among
other database parameters.
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Create template from existing database section [createTemplateFromDB|:
This section is useful if you are planning to create a DBCA template out from
an existing database. This template doesn't include the rman compressed
database file backup.

Create clone template section [createCloneTemplate]: This is the same as
the previous one, but this one includes the database files.

Delete database section [DELETEDATABASE]: This section specifies the
required parameters to remove an existing database.

Configure database section [CONFIGUREDATABASE]|: This section is used to
configure different database options. There the database can be registered
against an LDAP server, and the enterprise manager can be configured. If a
grid control agent is found, it can be configured here so the database can be
accessed through the DB Grid Control Console.

Generate scripts section [GENERATESCRIPTS]: This section specifies where
the generated scripts will be saved.

Add instance section [ADDINSTANCE]: This section is used in RAC
environments only, and is used to add an instance to an existing RAC
configuration environment.

Delete instance section [DELETEINSTANCE]: This section is also used in RAC
environments only, and it is used to remove an instance from an existing
RAC configuration.

ASM configuration section [CONFIGUREASM]: This section configures an
ASM environment.

Most of the parameters in the response file have default values, there are mandatory
and optional parameters, in order for you to keep it simple, you may just want to
declare the parameter you really need.
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a1

~ dbca—help displays all available options you can use
if you are planning to use DBCA in batch mode.

Summary

The Database Configuration Assistant, as previously seen, is much more than just a
graphical assistant you can to create a database. It is a powerful tool that can be very
useful when you need to configure different database options, customize the database
creation process, and manage templates to save time for future database creation.

This tool is the entry point to configuring Automatic Storage Management and
it is very useful in assisting the DBA in massively deploying databases with the
same configuration.

In the next chapter we will explore the Oracle Universal Installer and we will
discover how this tool is much more than just a graphical interface used to
perform next — next kinds of installation.
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Oracle Universal Installer

Oracle Universal Installer (OUI) is a Java-based tool used to perform the Oracle
product installation. Most people know that this is the tool to perform the
installation, however, once the software is installed, most people forget about the
tool until the next time they need to perform a software maintenance task.

OUI makes the Oracle installation process look very easy, there are people who
underestimate OUI and they think installing Oracle is just a Next button clicking
task. If this task was that easy, then why does the OUI present several windows to
the user who performs the installation? May be it would be easier if the same OUI
could just be programmed to press the Next button by itself and report the outcome
to the user.

OUI is more than just the installation tool. If the user requires the software to be
installed more than once on a massive deployment scenario, he/she should take

the time to get acquainted with the OUI batch mode. If the user wants to centrally
manage installation stage areas, then the web install mode could be used. Getting to
know the OUI in advance allows the user not only to perform more efficient software
installation tasks, but also it allows the user to better protect and maintain existing
Oracle installations.

OUIl basics

OUIL first appeared in Oracle 8i (8.1.5). Prior to this release, the installation tool was
developed in C Language, and available in character mode. This installation tool was
not very flexible, and it required an installer developed for each certified platform.
Installing under a Unix like OS was a task with a look and feel different from the
Windows based installer. OUI takes advantage of the Java principle of "compile once
run everywhere", and provides the same look and feel, no matter which OS platform
you are using.
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OUIl components

The next figure shows the main OUI components — the Oracle Inventory, the Install
log, the oraparam.ini file and the products.xml file, as well as other optional files
such as the staticports.ini and the response.rsp files.

Oracle Inventory Location

Unix : /etc/oralnst.loc or /var/opt/oracle/oralnst.loc
Windows : HKEY_LOCAL_MACHINE\SOFTWARE\ORACLE\
inst_loc

v

staticports.ini

Oracle

Universal Installer
10.2

*.rsp files  —
Copyright (£ 1999, 2005, Oracle. All rights reserved.

oraparam.ini Install log

products.xml

v

Oracle Inventory

A brief description of each component is as follows:

Oracle Inventory: OUI manages a repository named Oracle Inventory. This is where
Oracle keeps track of what is installed on the target machine. There is a single Oracle
inventory for each host. The Oracle Inventory consists of a set of files whose location
is kept in the oraInst.loc file (Unix like OS) or in the inst_loc (Windows) registry
entry. The Oracle inventory has gone through an evolutionary process, and back

in version 9.2.0.4.0 a major format change took place. The format used on releases
prior to 9.2.0.4.0 is not compatible with the format that came thereafter, so mixing
the inventory with old versions is not possible.
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Oracle Inventory location:
On Unix like OSes: /etc/oraInst.loc, or /var/opt/oracle/oraInst.loc
On Windows: HKEY LOCAL MACHINE\SOFTWARE\ORACLE\inst loc

oraparam.ini: This file configures the OUI session. It defines the JRE environment
to be used, the location of the products.xml file, the OUI version, the certified OS
version list, and any special requirements, if applicable for the different supported
platforms. This file should be edited only under specific circumstances, or under the
direction of Oracle Support.

Installation log: This file records the OUI output. You can use this to validate the
installation process in case something goes wrong. The OUI log can be found at
<OUI Directorys/Inventory/logs/installActionsYYYY-MM-DD HH-MM-
SS[AM|PM] .log.

products.xml: This is an XML file that lists all the products contained in the
installation media. This file is not editable and is read by OUI at install time to gather
product information and validate it against the information it gathers from the
Oracle Inventory, if it exists.

staticports.ini: This file includes a list of ports that the user wants to be considered
by OUI at installation time. This file is particularly useful in Application Server
environments where the user wants to have the ports predefined.

response.rsp: The response file is a file that provides instructions to OUI on how
to perform an installation. This file is used when a silent mode installation is being
performed. There is no particular naming convention for this file, you can name it
with whatever name you want. The default extension for this kind of files is RSP.
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Setting up a stage area

When the product installation files come on several different disks (database 9i rel. 1
and rel. 2, Application Server 10g and Oracle applications), instead of mounting and
dismounting each CD, you can create an installation stage area. Each disk contents
is copied under a directory named Disk1, Disk2, ... Diskn. The number must match
with the number entry found at the disk. label file found on each physical disk at
the stage directory.

[Generall]
Label=Oracle9i
Number=1
Size=600.0
ReservedSize=0.0

L /Orastage

—— /Ora920

— /Disk1
— /Disk2
—— /Disk3
—— /Ora10gR2

—— /database
—— /companion
—— /client

—— /Oral1gR1

—— /database
—— /companion
—— /client
—— /AS10gR2

— /Disk1
—— /Disk2
—— /Disk3

DVD distribution

Starting with Oracle RDBMS 10gR1, Oracle decided to organize the installation
files in three different main sections. They are the database disk, companion disk
and client disk. If you have the CD media, you'll find each one of these disks on
a separate CD; if you have the DVD media then you'll find the related directories
together, but not mixed. The disk most frequently used is the database disk, this
contains the RDBMS files.
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Troubleshooting an installation session

The most frequently-reported reasons why an installation procedure may fail are:

e The user responsible for the installation didn't thoroughly read the
installation instructions.

e The OS doesn't meet all requirements as stated in the installation guide. That
is all required patches, packages, and OS parameters.

e The user who performs the installation lacks administrative privileges on the
target OS platform.

¢ Installation was attempted on a non supported OS Platform.

e A graphical environment was not properly set.

Even though installing Oracle on all certified platforms may look
M the same, and the process may appear easy at first glance, you
Q must always read the installation instructions as well as any other
available installation notes prior to actually performing the installation
procedure. This will save you later headaches and installation rollbacks.

When an installation process fails, you must take a look at the installation log. This
records all the steps taken during the process. There are a number of reasons why an
installation process may fail. But as previously stated, most of them have to do with
install requirements not being met. Oracle is aware of this issue, in previous releases
(Oracle 9i Rel. 2) Oracle trusted the DBA had read the installation guide and the
user had made sure the OS met all the requirements, but most of the bugs reported
to Oracle support happened to be down to a lack of packages, patches or kernel
parameters that were configured wrongly. So, Oracle decided to make a change
starting with Oracle 9.2.0.7.0. In order for the DBA to be able to install this patchset,
they had to go through the OUI validation process. The OUI used to install this
patchset was the OUI 10g Release 1 version, which validates the OS requirements
and makes sure the DBA has applied all installation requirements.
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Oracle applies two validation levels. The first one is a generic validation, which

is performed by the first character mode screen. Here the display characteristics

(display capabilities and number of colors) and the OS version (certified OS) are
validated. The installation process goes through a second validation, this second
one has to do with product specific requirements, and it is performed after the

Select Installation Method window.

cle

Product-Specific Prerequisite Checks

The Installer werifies that your environment meets all of the minimum requirements for installing and
configuring the products that wou hawve chosen to install. You must manually verify and confirm the
iterns that are flagged with warnings and itermns that require manual checks. For details about

performing these checks, click the iterm and review the details in that

tthe bottornof th

inel

Check Type

Automatic

[ space reguirements

Checking Metwork Configuration requirements ... Autamatic

Salidating MR ACIE RASE Incatinn ff cath

4

Autarnatic

M| iiiarning
7 Succeeded

[P Surroadad

| 3
o Retry| Stop

Status

-

-

{ 1 errors, 1 warnings, T requirements to be Verified.eJ

Checking awailable swap space requirements ...
Expected result: 2020MB

Help Installed Products Barck

J J

Irstall

ORACLE

Cancel

This window validates specific requirements. In this image, one of the requirements
is not met. The user has the option to either correct it or skip it and proceed after user
validates these checks (A). The user must be careful when marking the checkbox and,
and he or she should only tick it if he or she is absolutely sure any side effects during
the installation process or at production time, or that this is a requirement that can be
deferred. In this particular example the swap space was left low on purpose just

to display the warning (B).

Oracle Universal Installer JRE

OUl includes a JRE used to launch the OUI application; different versions have been

released along with the different Oracle RDBMS installers.
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OUI version JRE Version Related DB Version

2.2.x 1.3.1,1.8.1 Oracle 9i Rel. 2
10.1.x 14.1.2 Oracle 9i Rel 2 (9.2.0.7.0) and 10.1.0
10.2.x 1.4.2 10.2.0
11.1.x 1.5.0 11.1.0
U OUl includes its own JRE environment. When performing an installation,

Q don't mix any existing JRE with the JRE on the installation media,
otherwise the installation will fail.

OUl system requirements

For each Oracle product, Oracle states the minimum system requirements you must
meet. In the case of OUI, the minimum requirements for this application to run are:

Memory: A minimum of 32MB is required to launch OU]I, but the specific memory
requirements depend on the components OUI is to install. You should check the
specific requirements for your chosen platform in the installation guide.

Disk space: OUI requires 60MB on Windows platforms and 50MB on Unix like
platforms. OUI may need up to 1IMB to store the inventory files.

Display: A graphical display with at least 256 colors and a resolution of 800x600 is
required unless a character mode silent install is performed.

OUIl basic and advanced installation
modes

A rookie DBA may say "It is great that Oracle defines most of the parameters with
default values" meanwhile a veteran DBA may declare "It is great that Oracle allows
you to define most of its parameters", and the rest of the DBA's will be in the middle
of those points of view. This position starts with the installation process. You may
either let OUI make most of the decisions, assuming default values for most of the
parameters and letting the user to define a minimum set of required parameters,

or, on the other hand, you can take full control of the installation process.
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OUI Basic Installation

OUl installation can be as easy as a Next — Next kind of installation. Starting from
10g Rel.1 Oracle decided to simplify the installation process as much as possible

by gathering as few parameters as possible from the user. This installation mode is
advantageous to a certain extent for the people who want to get started with Oracle
as soon as they have the installation media available, but it is not best practice for
production environments, as you could be installing more than required and the
default installation may have inconvenient parameters that will have to be corrected
sooner or later.

Install what you really need to install. Do not perform a default
M installation just because this is the most simple and easy way to
Q have your environment up and running. You may have an Oracle
installation that does not comply with your license agreement and
you may leave unused ports and services open.

The Basic Installation mode (A) is really simple. It only asks for the Oracle Home
Location where Oracle RDBMS will be installed, the installation type (Standard
Edition or Enterprise Edition) and the Unix DBA Group (B). If the user decides to
create the starter database, it will ask for the Global Database Name (out of which
Oracle can determine the instance name), and the password for the administrative
users (C). Oracle will ask for the password twice just to make sure the password typed
in the first password field matches the one written on the second password field.

Select Installation Method

o

“Farform full Oracie Database 10g installation with standard configuration options reguiring minimal
input. This option uses file system for storage, and a single passward for all database accounts

Oracle Home Lacation: |fU0UD|’aE|Ea’p"DdUUI10 2.0/db 1 Browse
e Installation Type [Emerprise Ediition (1.3 GE) v]
UNIX DBA Group: |cba |

W Create Starter Database (additional 720MEB)

e Global Database Name: |0rc|
Database Password: Canfirm Password I
This password is used far the SY5, SYSTEM, SYSMAM, and DESMMP accounts.
T Advanced Installation
Allows advanced selections such as different passwords for the 5¥5, SYSTEM, SYSMAMN, and DESHMP

accounts;-database character set, product languages, automated backups, custom installation, and
alternative storage options such as Automatic Storage Managerment

Help Back | hlesxt [stall Cancel
ORACLE’
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This installation mode optionally creates a default database named the Starter
Database. This database is created using a standard file system and the same
password for all users. The database will have the Enterprise Manager DB Control
Console configured using either the default 1158 (first port assigned for Enterprise
Manager) or the first available port starting with 5500.

This easy installation mode installs an Enterprise Edition RDBMS by default
(this can be changed at the first screen shown), and other options that may require
additional licenses.

Licensed installed options

When performing an Oracle installation, the reader is encouraged to verify

the options installed. The user must make sure the installed software matches

the licensed software listed in the license agreement. If a default installation is
performed, it is very likely that there will be more options installed than those
that the user is authorized to install. Oracle publishes the product options that are
available for each different Oracle Edition at http://www.oracle.com/database/
product_editions.html. In case of doubt, contact your Oracle representative.

OUI Advanced Installation

The Advanced Installation option is a more comprehensive installation method. It
allows the user to select different passwords for the administrative accounts, define
the file storage method, specify custom initialization parameters, and specify the
products and languages to install, among other features.

In the Advanced Installation option, you can customize what to install and what
not to install. You can use the Advanced Installation system by choosing the Custom
option in the Select Installation Type window. A customized installation should be
used in cases when you want to install specific components. You can also perform
installations for ASM, which requires no database, or install the Advanced Security
Options. Here you can also choose which language your Oracle Home will support
by clicking on the Product Language button.
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This mode is useful if you are performing a Software only installation, which occurs
with a basic install without the starter database, or if you are willing to configure and
customize a starter database too.

Select Installation Type
Oracle Database 10g 10.2.0.1.0

What type of installation do you want?
 Enterprise Edition (1.24CE)

Oracle Database 10g Enterprise Edition, the first database designed for the grid, is a self-managing database
that has the scalability, performance, high availability and security features required to run the most
demanding, mission critical applications

 Standard Edition (1.24CB)

Oracle Database 10g Standard Edition is ideal for workgroups, departments and small-to-medium sized
businesses [ooking for a lower-cost offering

[ﬁ Custormn ’_Custom Installation Type.

Enables youto choose individualcomponents to install, Here you can cr'_loose which
components to install.

ProductlLanguages. Here you can

select which languages your Oracle
Home supports.
Product Languages.

Help ,' Installed Broducts... ) Back [ristall Cancel

You can maintain the components currently installed in your Oracle Home. By
default options such as Oracle Label Security (OLS), Connection Manager, or Data
Mining Scoring Engine are not installed. You can launch OUI at a later time to
perform product maintenance and have these individual components installed (D).

By marking the Show all components, including required dependencies checkbox
(E), you can display a dependencies tree and determine whether the dependent
components have already been installed or not.

cle Universal Installer: Available Product Componer

Available Product Components
Oracle Database 10g

The following are components that you can install as part of Oracle Database 10g. Which of these
components do you want to install?

ICumpunenls Install Status |
=)

ata Minihg Scoring Engine 10.2.0.1.0 Mew Install

G0 Gracle Net Services 10.2.01.0 Tnstalled (v.10.2.0.1
O Qracle Met Listener 10.2.0.1.0 Installed ¢v.10.2.0.1...

% C racle Connection Manager 10.2.0.1.0 ‘Neﬂ.m'\n:tal\

O Oracle Enterprise Manager Console DB 10.2.0.1.0 Installed ¢v.10.2.0.1...
Ooracle Call Interface (OC1) 10.2.0.1.0 Installed (v 10.2.0.1

O oracle Programmer 10.2.0.1.0 Installed ¢v.10.2.0.1...
O Oracle XML Development Kit 10.2.0.1.0 Installed ¢.10.2.0.1...
OisQLPlus 10.2.0.1.0 Installed (+.10.2.0.1...

[Joracle ODBC Driver 10.2.0.1.0 Installed (v 10.2.0.1 -

( ™ Show all compaonents, including required dependencies.

Help ) Installed Brocucts... | Back | Next ) Install Cancel
ORACLE
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Modes of installation

When performing an installation, OUI can do it in any of these modes:

Interactive Mode: This is the most widely used installation mode. To use
this mode, you must have a graphical display available. This mode shows a
number of screens which are used to gather configuration information from
the user.

Suppressed-Interactive Mode: This mode combines interactive mode with
silent mode. This mode is useful when most of the installation process can be
performed by a set of response files and specific tasks are to be performed by
asking for specific parameters from the user.

Silent Mode: This mode requires the user to set up a response file, this
allows the user to perform a batch install without user intervention.

Cluster Install Mode: OUl is a cluster aware tool, i.e. it can detect it is being
used in an environment where Clusterware is enabled. This mode is used
to maintain Oracle Homes in a cluster topology, adding or removing nodes
from the cluster, or extending the Oracle Home of a product installation.

OUIl command line parameters

OUI has several options available from the command line. These options are used
to launch a silent install with a response file, or to build a response file after an
actual installation. Other options are available to perform deinstall action, cloning,
inventory rebuilds, and cluster-related, or RAC specific tasks.

runInstaller [-options] [(<CommandLineVariable=Value>) *]

Parameter Meaning 10g Rel2 11gRel1l
clusterware oracle.crs,<crs Version of Cluster ready YES YES
version> services installed.

crsLocation <Path> Used only for cluster YES YES

installs. Specifies the path

to the crs home location.
Specifying this overrides CRS
information obtained from
central inventory.
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Parameter

Meaning

10g Rel 2

11g Rel 1

invPtrLoc <full path of
oralnst.loc>

jreLoc <location>

LogLevel <levels>

paramFile <location of file>

responseFile <Paths>
sourceloc <location of
products.xml>

addLangs

addNode

attachHome

cfs

clone

Unix only. To point to a
different inventory location.
The orainst.loc file contains:

inventory loc=<location
of central inventorys

inst group=<>
Path where Java Runtime

Environment is installed. OUI
cannot be run without it.

To filter log messages that
have a lesser priority level than
<levels. Valid options are:
severe, warning, info, config,
fine, finer, finest, basic, general,
detailed, trace. The use of
basic, general, detailed, trace

is deprecated.

Specify location of oraparam.
ini file to be used by OUL

Specifies the response file and
path to use.

To specify the shiphome
location.

To add new languages to an
already installed product.

For adding node(s) to the
installation.

For attaching homes to the
OUl inventory.

Indicates that the Oracle
home specified is on cluster
file system (shared). This is
mandatory when -local

is specified so that Oracle
Universal Installer can register
the home appropriately into
the inventory.

For making an Oracle
Home copy match its
current environment.

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

NO

YES

YES

YES

YES
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Parameter

Meaning

10g Rel2 11gRel1l

debug

deinstall

detachHome

enableRollingUpgrade

executeSysPrereqgs

force

help

ignorePatchConflicts

ignoreSysPrereqgs

local

printdiskusage

printmemory

printtime

record -destinationFile
<Path>

For getting the debug
information from OUI.

For deinstall operations.

For detaching homes from
the OUI inventory without
deleting inventory directory
inside Oracle home.

Used in cluster environment,
to enable upgrade of a product
on a subset of nodes (on which
the product was installed).

Execute system pre-requisite
checks and exit.

Allows silent mode installation
into a non-empty directory.

Displays above usage help.

Ignore all conflicts with
existing interim patches during
an upgrade. The conflicting
interim patches are removed
from the home.

For ignoring the results of the
system pre-requisite checks.

Performs the operation on the
local node irrespective of the
cluster nodes specified.

Log debug information for
disk usage.

Log debug information for
memory usage.

Log debug information for
time usage.

For record mode operation,
information is recorded in the
destination file path.

YES

YES
YES

YES

YES

YES

YES
YES

YES

YES

YES

YES

YES

YES

YES

YES
YES

YES

YES

YES

YES
YES

YES

YES

YES

YES

YES

YES
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Parameter

Meaning

10g Rel2 11gRel1l

relink

removeallfiles

removeAllPatches

silent

updateNodeList

waitforcompletion

suppressPreCopyScript

acceptUntrustedCertificates

nobackground

noclusterEnabled

noconsole

nowarningonremovefiles

For performing relinking
actions on the Oracle home
Usage: -relink -
maketargetsxml
<location of
maketargetsxmls> |[-
makedepsxml <location
of makedepsxml>]
[name=value]

For removing the home
directory after deinstallation of
all the components.

Remove all interim patches
from the home.

For silent mode operations, the
inputs can be a response file or
a list of command line variable
value pairs.

For updating the node list
for this home in the OUI
inventory.

For Windows, setup.exe will
wait for completion instead
of spawning the java engine
and exiting.

Suppress the execution of
precopy script.

Accept certificates that are not
trusted from a secure site.

Do not show background
image.

No cluster nodes specified.

For suppressing display of
messages to console. Console is
not allocated.

To disable the warning
message before removal of
home directory.

NO

YES

YES

YES

YES

YES

NO

NO

YES

YES
YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES
YES

YES
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Parameter

Meaning 10g Rel 2

11g Rel 1

nowait

formCluster

remotecp <Paths>

remoteshell <Path>

For Windows. Do not wait for YES
user to hit Enter on the console

after the task (install etc.)

is complete.

To install the Oracle YES
Clusterware in order to form
the cluster.

Unix specific option. Used only YES
for cluster installs, specifies

the path to the remote copy
program on the local cluster

node.

Unix specific option. Used YES
only for cluster installs,

specifies the path to the

remote shell program on the

local cluster node.

YES

YES

YES

YES

Command line variables usage

Command line variables are specified using <name=values; for example:

[ session:
valueOfVariable"]

| compName:

| compName:version: ]variableName="

Session and Installer variables are specified using:

[session:]varName=value
Ex 1: session:ORACLE_HOME NAME="OraHome"
Ex 2: ORACLE HOME NAME="OraHome"

The lookup order is session:varName then just varName. The session prefix is used

to avoid ambiguity.

Component variables are specified using:

[compInternalName: [Version:]]varName

Ex 1: oracle.compl:1.0.1:varName="VarValue"

Ex 2: oracle.compl:varName="VarValue"

[321]



Oracle Universal Installer

The lookup order is compInternalName:Version:varName, then
compInternalName:varName, then just varName.

Variable Meaning 10g Rel 2
updateNodeList For updating node list for this homein  YES

the OUI inventory.
waitforcompletion For Windows, setup . exe will wait for YES

completion instead of spawning the java
engine and exiting.

nobackground Do not show background image. YES
noclusterEnabled No cluster nodes specified. YES
noconsole For suppressing display of messages to  YES

console. Console is not allocated.

nowarningonremovefiles To disable the warning message before ~YES
removal of home directory.

nowait For Windows. Do not wait for user to YES
hit Enter on the console after the task
(install and so on) is complete.

formCluster To install the Oracle clusterware in YES
order to form the cluster.

remotecp <Path> Unix specific option. Used only for YES
cluster installs, specifies the path to
the remote copy program on the local
cluster node.

remoteshell <Path> Unix specific option. Used only for YES
cluster installs, specifies the path to
the remote shell program on the local
cluster node.

Silent installation mode

By default OUI performs an interactive installation. This is not a practical approach if
the user is to repetitively perform the same installation over and over again. A batch
approach is more suitable in this case. Installing in batch mode requires the user to
create a response file, this file can either be created from the available response files
in the installation media or it can be created out of an actual installation.
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The response file structure and syntax

The response file is a plain text format file encoded in US7ASCII character set. It
contains a set of variables defined in the form of variableName=value format. The
variables can be of String, Boolean, Number or StringList type.

In the case of variables that don't have a default value and are required for a silent
install to be successful, they have a place holder value <value Requireds. For all
other variables which don't have a default value but are considered as optional, the
value is labelled as <value Unspecifieds.

Comments are specified with a pound sign (#) at the start of the line.

The response file provided by default (enterprise.rsp) has the following sections:

General Section: In this section, both the Oracle Home path and the Oracle
Home name are specified, along with the top level components to install, and
if an deinstall takes place, it defines which components will be deinstalled.
The deinstall options are read only if the deinstall option is specified on the
command line. Other options are specified such as the language packages to
be installed, the installation type, and other cluster (RAC) related parameters.
Privileged operating system groups: It is required to specify the privileged
SYSDBA and SYSOPER groups.

Configuration options: After the general section has been configured the
remaining parameters have to do with database, storage and upgrade options.

Database configuration: This section includes the database configuration
and management options, and the database storage options. Here there are
options that specify which kind of database will be created, the password for
the administrative schemas, the name of the Database (global and SID),

the character set and the Enterprise Manager options.

Backup and recovery options: This defines the backup options; if the user
defines the database will have a default backup policy from the start. This
is used as additional options for the EM and the settings can be further
customized later.

Automatic Storage Management Options (ASM): If ASM has been selected
as a storage option, this section is used to define how ASM disk groups will
be configured, the redundancy, and whether or not the user will perform the
batch upgrade of an existing ASM environment.

Upgrade an existing database section: The response file not only defines that
a new database will be created and how it will be created, it also specifies if
an existing database will be upgraded.

Read only section: This section can be seen at the end of the default
enterprise.rsp file, this is not user modifiable.
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Customizing a response file

You may get a response file from the files included in your installation media at
<mount point>/database/response. There you can find response files for OUI,
DBCA, EMCA, and NETCA, which are installation utilities that can be launched in
batch mode too.

It is important to point out that configuration assistants such as DBCA, EMCA and
NETCA are launched by OUL If you want the assistants to be launched at install
time through a response file then you must edit the response file and parameterize it
so the assistants are launched as well. You should be aware that even if you record a
session using the assistants, the assistant related actions won't be recorded.

Depending on the license you wish to install, you can choose either the
standard.rsp (Standard Edition) or the enterprise.rsp (Enterprise Edition)
file to be customized. In the next example, a response file was created out of the
enterprise.rsp response file.

RESPONSEFILE VERSION=2.2.1.0.0

UNIX_ GROUP_ NAME=dba
FROM_LOCATION="/stage/OralOgR2/database/stage/products.xml"
ORACLE_HOME="/u01l/app/oracle/product/10.2.0/db_1"
ORACLE HOME NAME="OraDbl0g homel"
TOPLEVEL_COMPONENT:{"oracle.server","10.2.0.1.0"}
SHOW_SPLASH SCREEN=false

SHOW WELCOME PAGE=false

SHOW NODE SELECTION PAGE=false

SHOW_ SUMMARY PAGE=false

SHOW_INSTALL PROGRESS PAGE=false
SHOW_CONFIG TOOL PAGE=false

SHOW XML_PREREQ PAGE=false
SHOW_ROOTSH_CONFIRMATION=false

SHOW END SESSION PAGE=false

SHOW_EXIT CONFIRMATION=false

NEXT SESSION=false

NEXT SESSION ON FAIL=false

SHOW DEINSTALL CONFIRMATION=false

SHOW DEINSTALL PROGRESS=false
SHOW_END OF INSTALL MSGS=false

COMPONENT LANGUAGES={"en"}

INSTALL TYPE="Enterprise Edition"

s _nameForDBAGrp="dba"

s_nameForOPERGrp="oper"

n_configurationOption=3
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This response file performs the installation process reading the products.xml
file from the FROM_LOCATION location. It installs the ORACLE HOME NAME at the
ORACLE_HOME location. OUI installs the INSTALL TYPE edition

Creating a response file out from an actual
installation

If you are planning to reproduce the same installation a number of times then you
can record the installation session in a response file you can edit later if you require
further customization.

This code creates a response file from an actual installation:

./runInstaller -record -destinationFile <PathAndFileName>

This response file records the parameters used during the current installation,
afterwards the user can use this file to repeat the installation process in batch mode.

./runInstaller -silent -responseFile <PathAndFileName>

The path and file name refers to the location of the generated response file name
and location.

The Batch installation, step by step

Once the response file has been either created or customized, the user can perform
the batch install. Depending on the product that will be installed, the screen will be
different from the one shown in the next images.

Here a response file has been created to perform a 10g Rel. 2 RDBMS install.

RESPONSEFILE VERSION=2.2.1.0.0

UNIX GROUP NAME=dba
FROM_LOCATION="/stage/OralOgR2/database/stage/products.xml"
ORACLE_HOME="/u0l/app/oracle/product/10.2.0/db_1"
ORACLE_HOME NAME=" OraDbl Og_home in
TOPLEVEL_COMPONENT:{"oracle.server","10.2.0.1.0"}
SHOW SPLASH SCREEN=false

SHOW WELCOME PAGE=false

SHOW NODE_SELECTION PAGE=false

SHOW SUMMARY PAGE=false

SHOW INSTALL PROGRESS PAGE=false

SHOW CONFIG TOOL_ PAGE=false

SHOW XMI, PREREQ PAGE=false
SHOW_ROOTSH_CONFIRMATION:false
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SHOW_END SESSION PAGE=false
SHOW_EXIT CONFIRMATION=false

NEXT SESSION=false

NEXT SESSION ON FAIL=false

SHOW DEINSTALL CONFIRMATION=false
SHOW_DEINSTALL PROGRESS=false
SHOW_END OF INSTALL MSGS=false
COMPONENT LANGUAGES={"en"}
INSTALL TYPE="Enterprise Edition"
s_nameForDBAGrp="dba"

s _nameForOPERGrp="oper"
n_configurationOption=3

The configuration option specifies a software install only installation type will be
performed, the Oracle Home and the Oracle Home Name have been specified,
and the Installation Type and the languages to be installed are defined too. In this
response file, all the screens have been suppressed so it can completely run in
character mode. It is useful to let the progress screens appear only when the batch
install is going to be performed on a graphical screen to let the user know how the
install is progressing.

Oracle OLAP API 1 a .l

Oracle OLAP RDBMS Files 18.2.8.1.8
DBJAVUA Reguired Support Files 18.2.8.1.8
8QL*Plus Required Support Files 18.2.8.1.8
Oracle JFC Extended Windowing Toolkit 4.2.33.8.8
Oracle Ice Brouwser 5.2.3.6.
Oracle Display Fonts 9.8.2.8.8 ; ; =
Oracle Extended Windowing Toolkit 3.4.38.8.8 0 Product list continues
Enterprize Manager Common Files 18.2.8.1.8
Enterprise Manager Agent DB 1A.2_A.1.8
Oracle Met Required Support Files 18.2.8.1.8
Enterpriszse Manager Repository DB 18.2.0.1.8
S8L Required Support Files for InstantClient 18.2.8.1.8
regexp 2.1.9.8.8
Bali Share 1.1.18.8.8
Oracle Universal Installer 18.2.8.1.8
Oracle One—Off Patch Installer 18.2.8.1.8
Installer SDK Component 18.2_68.1.8
Java Runtime Environment 1.4.2.8.8
Sun JDK 1.4.2.8.8
Zun JDK extensions 18.1.2.8.8

Installation in progress (Fri Feb 28 14:54:38 CS5T 2889%>

18 Done.
36 Done.
54: Done.
?3» Done.
76 Done.

Install successful

Linking in progress (Fri Feb 20 14:56:52 CST 2089) o Installation Progress
Link successful

Betup in progress (Fri Febh 28 14:58:84 CST 2889>
.............. 188 Done.

Setup successful
[End of dinstall phases.{(Fri Feb 28 14:58:18 CST 288%> e Installation finishes

The 1nsta11at1on of Oracle Databhase 1Pg was successful.
Pliase check ’'~uBl/oraclesoralnventoryslogs-ssilentInstall2B@?-A2-20_0A2-53-57PH.log’ for more det
ails

[oracle@alpha databasel$ ° Installation Iog

||
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The silent mode installation is triggered with this command line (A):

runInstaller -silent -responseFile <responseFileNameAndPath>
-ignoreSyspreregs

In this particular case the ignoreSyspreregs line was required as the installation
was a RDBMS 10gRel2 on an Oracle Enterprise Linux 4 platform. Even though it
is a supported platform, by the time DB10gR2 was released OEL4 didn't exist, so
it is incorrectly considered to be a non supported platform by OUI, and this is a
workaround to avoid the non supported platform error.

The OUI parameter ignoreSyspreregs must be carefully used. It prevents the
installation prerequisites from being validated, so it is the DBA's responsibility to
make sure the prerequisites can be waived.

OUI shows the initial prerequisite checking output (B) where the supported platform
is listed and it makes sure the initial prerequisites are met. OUI then reads the action
to be performed (C), the dependency analysis is performed (D), and the OS platform
is checked (E). Once it finishes the first analysis, it goes to the OS package checking.

sh Packt - ssh ora

heck complete: Passed -

Performing check for Packages

Checking operating system package requirements ...

Checking for make—3.79; found make-1:3.88-6.EL4. Passed
Checking for bhinutils—-2.14; found binutils-2.15.92.8.2-21. Passed
Checking for gcc—3.2; found gcc—3.4.6-3.1. Passed
Checking for libaio-8.3.%6; found libaio-8.3.185-2. Passed
Check complete. The overall result of this check is: Passed

o Package Checking

Check complete: Passed

Performing check for Kernel

Checking kernel parameters

Checking for semms1=258; found semms1=256. Passed Kernel Parameter CheCKlng
Checking for semmns=328808; found semmns=3280B8. Passed

Checking for semopm=188; found semopm=180. Passed

Checking for semmni=128; found semmni=142. Passed

Checking for shmmax=536878912; found shmmax=4294967295. Passed

Checking for shmmni=48%6; found shmmni=4896 . Passed

Checking for shmall=2897152; found shmall=2897152. Passed

Checking for file—max=65536; found file—-max=6815744. Passed

Checking for UERSION=2.6.9; found UERSION=2.6.9-42.8.8.8.1_EL} d

Checking for ip_ local_port_range =1824 - 65888; found ip_ local_port_range 1324 — 65888. Passed
Checking for rmem_default=262144; found rmem default =4194384. Passed

Checking for rmem_max=262144; found rmen_max=4194384. Passed

Checking for wmem_default=262144; found wmem_default=262144. Passed

Checking for wmem_max=262144; found wmem_max=262144. Passed

Check complete. The overall result of this check is: Passed

Check complete: Passed

Performing check for GLIBC

Checking Recommended glibc version o Specific Package Checkin
xpected result: HTLERST =2.3.2-95.27 P g g
ctual Result: 2.3.4-2.25

heck complete. The overall result of this check is: Passed

heck complete: Passed

erforming check for TotalMemory . .
hecking physical memory requirements ... Memory Reqmrements Checklng
xpected result: 922MB

|
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Further analysis is performed to make sure the user has properly configured the
OS and the installation prerequisites have been met. In this example Package
Checking (I), Kernel Parameter Checking (F), Memory Requirement Checking

(H) and Specific Packages Checking (G) are performed. These steps depend on the

particular OS and the options to be installed.

Other parameters are checked (J) until it reaches 100% (K). If all stages are

successfully passed, then it goes to the next step. The list of products to install; in this

case, it was specified to install all the Oracle Home products.

h Packt - ssh oracle@alphasrv

Eerformlng check for OracleBase Al
Validating ORACLE_BASE location (if set)

Check complete. The overall result of thls check iz: Passed

Check complete: Passed

Performing check for OracleHomeSpace
Checking Oracle Home path for spaces.
Check complete. The overall result of “this check is: Passed

Check complete: Passed

Performing check for DetectAnyInvalidASMHome
Checking for proper system clean—up.
Check complete. The overall result of this check is: Passed Several product specific

Checks are performed
Check complete: Passed

Performing check for CompatibilityChecks

Checking for Oracle Home incompatibilities _...

fictual Result: NEW_HOME

Check complete. The overall result of this check is: Passed

Check complete: Passed

P Check let - o
rereqihecks complete Prerrequisite checking is

.......................................... 188x Done. finished

Summary

Global Settings

Source: shomesoraclesOrastage OralBgR2-/database/stage/products.xml
Oracle Home: ~uBl-/app-oracle/products18.2.8-db_1 (OraDblBg_homel’
Installation Type: Enterprise Edition

Product Languages : f
English o Lists the products to install

Space Regquirements

# Required 1.36GB {includes 1B8MB temporary> : Available 2.33GB
Mew Installations <187 products?

Oracle Database 18g 18.2.60.1.8

After the list is displayed (M), it shows the installation progress (N). Once the install
process has completely finished (O) OUI reminds the user to read the Installation log

for detailed information about the process (F).
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Oracle OLAP APl 1A.2.8.1

Oracle OLAP RDBMS Files - -
DBJAUA Reqguired Support Flles 13 2.8.1.8

SQL*Plus Required Support Files 18.2.8.1.8

Oracle JFC Extended Windowing Toolkit 4.2.33.8.8

Oracle Ice Brouwser 5.2.3.6.8

Oracle Display Fonts 9.8.2.8.8 ;

Oracle Extended Windowing Toolkit 3.4.38.8.8 o Product list continues
Enterprize Manager Common Files 18.2.8.1.8

Enterprise Manager Agent DB 18.2.8.1.8
Oracle Met Required Support Files 18.2.8.1.8
Enterprise Manager Repository DB 18.2.8.1.8
88L Required Support Files for InstantClient 18.2.8.1.8
regexp 2.1.9.8.8

Bali Share 1.1.18.8.8

Oracle Universal Installer 18.2.
Oracle One—0ff Patch Installer 1
Installer SDK Component 18.2.8.1.
Java Runtime Environment 1.4.2.8.
Sun JDK 1.4.2.0.8

Sun JDK extensions 168.1.2.8.8

a.1.8
8.2.8.1.8

Installation in progress <(Fri Feb 28 14:54:38 CS5T 2889>
............................................................... 18» Done.
............................................................... 36» Done.
............................................................... 54x Done.
............................................................... ?3% Done.
............ ?6» Done.
Install successful

Linking in progress (Fri Feb 28 14:56:52 CST 2889%> o Installation Progress
Link successful

Betup in progress (Fri Feb 28 14:58:84 CST 2889>
.............. 188 Done.

Setup successful
[End of install phases.{(Fri Feb 28 14:58:18 CST 288%)> o Installation finishes

The installation of Oracle Database 1Bg was successful.
Please check *~/uBl-oraclesoralnventory-slogs-ssilentInstall2fB?-A2-28_02-53-57PM.log’ for more det
ails.

[oracleBalpha databasels ° Installation log

[

Creating a response file to perform a batch
deinstallation

A deinstallation task can also be performed in batch mode. In the next example, a
response file was created which specifies the Oracle Home is to be removed along
with the installed software.

The following is the response file used to perform the deinstall task:

RESPONSEFILE VERSION=2.2.1.0.0

UNIX_GROUP_ NAME=dba
ORACLE_HOME="/u01l/app/oracle/product/10.2.0/db_1"
ORACLE_HOME NAME=" OraDbl Og_home in
DEINSTALL_LIST:{ "oracle.server","10.2.0.1.0" }
SHOW SPLASH SCREEN=false

SHOW WELCOME_ PAGE=false

SHOW SUMMARY PAGE=false
SHOW_END_SESSION_PAGE:false
SHOW_EXIT_CONFIRMATION:false
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NEXT SESSION=false

NEXT_ SESSTON ON FATL=false

SHOW_ DEINSTALL CONFIRMATION=true

SHOW_DETNSTALI, PROGRESS=true
REMOVE_HOMES="/u0l/app/oracle/product/10.2.0/db 1"
SHOW_END_OF INSTALI, MSGS=true

This response file configures a session to perform the deinstall task on the orabb1og_
homel Oracle Home. It removes all the available products in there starting with the
oracle.server root product.

When the user performs the deinstall task it uses the following command line (A):

runInstaller -silent -deinstall -responseFile <responseFileNameAndPath>

Oracle Universal Installer notifies the user that the OUI session has started (B), then
it shows the deinstall process progress by displaying dots on the screen until it
reaches 100% and the process finishes. The deinstall complete message (C) is shown
and the status is displayed on the screen (D). In this case the status was successful.
Finally OUI notifies the user that a log file has been generated (E). The log file can be
used to further analyze the session, if there were any errors.

ssh Packt - ssh oracle@alphasrv

( - '] -
[oracle@alpha databasel$| ./runlnstaller —silent I—deinstall —responseFile stmprsdeinstall._w=sp

Btarting Oracle Universal Installer... =

Checking installer regquirements...

Checking operating system version: must be redhat-3, SuSE-9?,. redhat—4, UnitedLinux—1.8, asianux—
1 or asianux—2

Passed

All installer requirements met.

Preparing to launch Oracle Universzal Installer from stmpsOralnstallZB@A?-82-20_82-18-82PM. Please
wait ...Process finished.

[oraclePalpha databasel? Oracle Universal Installer. Uersion 18.2.8.1.8 Production
Copyright <C> 1992, 2885, Oracle. All rights reserved.

Ftart ing deinstall H

Ee:i.nstall in progress (Fri Feb 28 14:18:88 CST 20897> o

Conf iguration assistant "0racle Database Configuration Assistant' succeeded
Configuration assistant '"Oracle MNet Configuration Assistant — Deinstall Script” failed

einstall ful -] o

nd of install phases.(Fri Febh 28 14:18:54 C8T 28897> q
re t

=R
Ml

nd of deinstallations

lease check '~ uBlsoraclesoralnventory/logsssilentInstall2BA?-B2-20_B2-18-B2PM.log’ for mo
ils.

[oraclePalpha databasels _ LI
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The oraparam.ini file

The oraparam. ini file can be found at <MediaMountPoint>/install/oraparam.
ini. It includes definition of where the JRE environment will be taken from, which
platforms are supported, and other basic validations. This file is not supposed to be
modified by the user, unless explicitly requested by Oracle support. It has a general
[Oracle] section where the basic OUI start-up environment is defined. There is
another section named [Certified Versions] where the list of the Oracle supported
platforms for the specific software distribution are supported, and other optional
sections that define the particularities of each supported platform.

You can start OUI with a different oraparam. ini file. This started in Oracle 10g
when Oracle Enterprise Linux first appeared as a valid platform. The Linux distro
appeared when Oracle 10g R2 was already in the market. People who installed 10gR2
on this platform surprisingly found that this Oracle OS was not a supported platform.
Oracle support then suggested creating a copy of the oraparam. ini file and adding
Enterprise Linux as a supported platform in the [Certified Versions] section.

OUI determines the Linux distro using the information found in
/etc/redhat-release.

M For production environments you must always perform the installation
Q on an officially supported platform otherwise your installation won't be
supported by Oracle and you will be on your own.

This trick is used by people who plan to install Oracle for personal training and
testing on platforms such as Ubuntu or Fedora, to name just a few. Also, even if it
works, people must be aware that this is not supported for production environments.

Installing Oracle 10gR2 on either RHELS or OEL5 was similar, this was a supported
platform but it was not listed on the list of certified versions. In the next example
the oraparam. ini file was modified to support the installation of Oracle 10gR2 on
Red Hat 5
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Original [Certified Versions] entry:

[Certified Versions]
Linux=redhat-3, SuSE-9, redhat-4, UnitedLinux-1.0, asianux-1, asianux-
2

Modified [Certified Versions] entry:

[Certified Versions]
Linux=redhat-3,SuSE-9,redhat-4,UnitedLinux-1.0,asianux-1, asianux-2,
redhat-5

OUI return codes

At the end of an install operation OUI can return one of three different return
codes. They are 0, -1 or 1. The interpretation of these values is as described in the
next table:

Return Code  Code Description

0 The installation process ended successfully.

1 The installation process was successful,
but some configuration assistant failed.

-1 There was at least one failed installation.

The return codes are useful in batch processing to decide whether to continue or
abort an installation process.

Installing Oracle from the Web

When OUI reads the source files at installation time, it can do so in a seamless way,
it doesn't matter if the source files are located in a CD or DVD, hard disk, network
shared file system or web, it is enough to declare the path to the products.xml file
and OUI will take care of the file transfer process to proceed with the installation.
You can take advantage of this fact and create a centrally managed software

depot accessible from the intranet. This is particularly useful when you have an
environment where remote massive deployments are to be performed.
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http://softwareDepot/Orastage/stage/products.xmi

A

m. .

Intranet

Central Software Server

Remote Servers/Clients

The procedure to set up a web install is as follows:

Copy the disk to a stage area.
Publish the root of the stage area on a web server.

Start the Oracle Universal Installer and point to the http URL for the
products.xml file.

4. From this point on the installation will run as if the install media was on
a local device, the only difference will be that all the required files will be
dispatched from the web.

Recovering a lost Inventory

What should you do in case a central inventory gets lost? There are a couple of
scenarios here; you could have a valid Oracle Home either intact or restored from a
backup, but the central inventory is lost, if this is the case Oracle will work, but you
will notice the missing inventory when you try to do an upgrade or apply a patch. In
Oracle 10gR1 and earlier releases there is no other option but to restore the inventory
from a backup, so you should include in your backup policies a periodic ORACLE
BASE backup which includes the different Oracle Homes and the central inventory.
In Oracle 10gR2 and 11gR1, you can register it using the following procedure:

Change to the oui/bin directory inside the target Oracle Home:

cd $ORACLE HOME/oui/bin
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From this point, run the runInstaller (or setup.exe command in Windows) and
use the attachHome and invPtrLoc modifiers:

./runInstaller -silent -attachHome -invPtrLoc ./oraInst.loc ORACLE
HOME="<Oracle Home Location>" ORACLE HOME NAME="<Oracle Home Name>"

Your Oracle Home will be back again in the OUI Inventory.

In the following example an Oracle Inventory recovery operation is performed.

-
[oraclePalpha ™15 cd $ORACLE_HOME-oui-hin

[oracle@alpha hinlé

The first Oracle Home is restored in the Oracle Inventory. =l

[oracleBalpha binl% .- punlnstaller —silent —-ignoreSysPreregs —attachHome ORACLE_HOME="'~uBl- app-o
racle/products18.2 .@-db_1" ORACLE_HOME_MAME="0raDblBg_homel"
Starting Oracle Universal Installer...

Mo pre-requisite checks found in oraparam.ini, no system pre-requisite checks will he executed.
»>> Ignoring required pre—-regquisite failures. Continuing...

The inventory pointer is located at retcroralnst.loc

The inventory iz located at ~uBl- apprsoraclesoralnuentory

"AttachHome’' was successful.
[oracleBalpha binls

This procedure is repeated for each Oracle Home to be restored in the
Oracle Inventory.

Once the procedure is finished for each Oracle Home the inventory is fully restored.

Oracle Universal Installer: Welcome

Inventory,

118

Welcome
You have the following Oracle products installed: )
The Qracle Un tien of
vour Oracle p g-Oracle Homes =
Qrabbl0g_homel
Click "Installe 0OraDb11gR1_homel
Qralbllg_homel x
Product Information
Location:
Mot Available

[ |Shaw ey hEres

If vou want to remowe Oracle software, please check the items and
click "Remove"

To see the languages installed and other details of a component,
select the component and then click "Details".

Details... | Bemove. ..

taller:

Help Help Save As Close Cancel
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Cloning Oracle Home using OUI

You can clone an existing Oracle Home in the same host using this procedure:

1. Install Oracle Home in its source directory, include all necessary patchsets
and patches.

2. Perform a recursive copy of the source Oracle Home to the target Oracle
Home This step must be run as root to preserve the file permissions (use the
cp -Rp command options).

w

Verify Oracle has the proper file and directory permissions in the
target directory.

4. Run the following command to clone the installation with the OUI:
cd $ORACLE HOME/clone/bin

perl clone.pl ORACLE HOME="<target home>" ORACLE HOME

NAME="<unique home name>"

o

An alternative method of cloning can be achieved using
the following commands:

cd $ORACLE HOME/oui/bin

./runInstaller -clone -silent -ignorePreReq ORACLE
HOME="<target home>" ORACLE HOME NAME="<unique home
name>"

If required, add -invPtrLoc <paths/oralInst.loc
e or -ignoreSysPrereqgs to the command line.

5. Asroot, run the root . sh file which is located at the target
Oracle Home directory.

Summary

Oracle Universal Inventory is more than just the Oracle Installer. It allows you to
more efficiently perform the installation tasks in an environment where batch installs
are a very frequent requirement.

Creating a silent install allows you to create a character mode installer that requires
no graphical interface. You can link several OUI sessions in batch mode and you can
use the silent mode of other tools such as DBCA and NETCA to perform a full setup
including the database and other configuration assistants.
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It allows you to perform software deployments using a centralized Oracle software
depot where you can install from anywhere in your intranet or even more by
combining automatized batch scripts. You can have users with basic technical skills
perform the tasks in batch mode from anywhere in your intranet.

There are post installation tasks that are to be performed such as configuring
enterprise manager, this can be done in batch mode too, and it can be fully
customized, this will be explored in more detail in the next chapter.
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Enterprise Manager
Configuration Assistant

The Enterprise Manager Configuration Assistant (EMCA) is a command line Java
based configuration tool for the Enterprise Manager DB Control Console. Nowadays,
when thinking about a 11g or 10g databases' day-to-day administration most

DBA's think about Enterprise Manager. This reason is because Enterprise Manager
(EM) is a friendly and very intuitive tool for performing daily interactive database
management tasks. Issuing SQL commands from the Command Line Interface

(CLI) is an option when thinking about batch commands, mostly because the syntax
has impressively expanded and for most enterprises getting the work done is more
important than considering how it is achieved. This has made the modern DBA
depend more on the EM graphical interface. If the database doesn't have the console
configured it makes the modern DBA feel like they have gone back more than fifteen
years in Oracle administration history, to when there was no option but CLI. The CLI
is not that bad, but it does require a good memory, a lot of practice and a very good
cheat sheet to refer to. Changes in administrative passwords or network topology
turn the EM lights off. EMCA is the key tool for bringing the EM back to business,
and getting to know it makes the difference between using modern interactive
database management and the traditional less productive CLI mode.
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Enterprise Manager Components

The Enterprise Manager DB Control Console is a Java application that runs on an
Oracle Container for Java (OC4J), it requires a repository stored on the managed
database whose owner is the SYSMAN user. In the DB Control Console mode you
can configure only one console per database; Enterprise Manager Console can be
shared only in the Grid Console.

The console can be accessed either in http or in https mode, depending on the
version and on the access configuration the DBA has defined. It should be pointed
out that starting with version 10.2.0.4.0 Oracle no longer allows the console to be

in open mode, and after applying the patchset, the upgrade process secures

the console. For each console a different port is assigned and a different set of
configuration files is created. The Java application accesses the SYSMAN repository
through JDBC.

http / https
P P < » 0C4)J
11g Encryption JDBC
Internet Key do) | AcCESS
Browser
EM
Repository

Enterprise Manager Database Control Console

http:// <hostname> : EMPort / em

Managed Oracle
10g/11g Database
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Differences between EM DB Control and EM
Grid Control

Grid Control and DB Control are two different administrative environments.

The scope of the DB Control is restricted to the database where it was originally
configured. Meanwhile, Grid Control is a tool to manage data centers, which

means that its scope ranges from the hardware to the application level. Grid

control can manage databases ranging from 8.1.7.4.0 to 11gR2, operating systems,
application servers, Oracle eBusiness Suite, Collaboration Suite as well as some
certified third party databases, application servers, storage managers and networks.
Grid Control is based on two basic principles, Manage Many as One and Implement
One from Many.

The discussion about Grid Control goes far beyond the scope of this book, but it is
important to inform the DBA that there is a robust environment which has remained
obscure and unnoticed by many DBAs.

ZE_‘_‘ Application
H —— Servers
== i
[ Hosts (_irid Con_trol,
Single point of
| ‘ ‘ ‘ ‘ ‘ ‘ administration

Grid Control Console

9

11g Third

Party

10¢

Databases
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Enterprise Manager configuration

Most DBA's have the EM automatically configured by the time Oracle creates a
database with the DBCA. The default port assigned is 1158, but if ever the DBA
needs to create and configure an additional database on the same host the default
assigned port will be 5500, then 5501 and so on. After the RDBMS installation you
should read the portlist.ini file located at <Oracle Homes/install/portlist.
ini for details on ports assigned by Oracle. The easiest way to configure EM is
with the DBCA, but this is the least customizable way to do it. You can have EM
configured in a fully customizable fashion using the EMCA command line.

How to find out if the console components are
currently installed

You can easily find out if your current Oracle installation includes the Enterprise
Manager DB control console components installed by querying the installation
with the opatch tool. The command used to find out if the console components are
installed is:

<Oracle Home>/opatch lsinventory -detail

Then look for the following entries:

Enterprise Manager Agent Core
Enterprise Manager Agent DB

Enterprise Manager Baseline

Enterprise Manager Common Files
Enterprise Manager Minimal Integration
Enterprise Manager plugin Common Files
Enterprise Manager plugin Common Files
Enterprise Manager Repository Core
Enterprise Manager Repository DB
Oracle Enterprise Manager Console DB

This output corresponds to an Oracle 10g Rel. 2 Oracle Home, meanwhile
the following output corresponds to an Oracle 11g Rel. 1 Oracle Home.

Enterprise Manager Agent

Enterprise Manager Agent Core Files

Enterprise Manager Common Core Files

Enterprise Manager Common Files

Enterprise Manager Database Plugin -- Agent Support

Enterprise Manager Database Plugin -- Management Service Support
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Enterprise Manager Database Plugin -- Repository Support
Enterprise Manager Grid Control Core Files

Enterprise Manager Minimal Integration

Enterprise Manager plugin Common Files

Enterprise Manager Repository Core Files

Oracle Enterprise Manager Console DB

This information can also be found in the Oracle Universal Installer's
graphical interface.

Console setup prerequisites

The easiest and least customizable procedure to setup Enterprise Manager Console is
by means of the DBCA at creation time. You just have to ask the DBCA to configure a
console for you. However, you should be aware that even the DBCA cannot take care
of basic setup prerequisites such as the host name. You must define the host name so
it doesn't contain underscores as this does not comply with DNS standard naming
conventions and you may face problems when trying to access the EM Console.

When configuring Enterprise Manager you must first properly configure the hosts
file (/etc/hosts on Unix like OSes and $WINDIR%\system32\drivers\etc\hosts
on Windows platforms), the host name can either be simple or fully qualified, but
do not leave the default 1ocalhost address. This name will be read by EMCA and it
will be used to create the console administrative directories.

Oracle RDBMS should be installed on a host with fixed IP address, and
M even though it is supported to install on DHCP based servers, you must
Q fix the IP address by means of a loopback adapter and have this loopback
address declared as the main IP address in the hosts file. Otherwise the
Console will stop working as soon as the IP address changes.

The reason why DHCP based server configuration is not encouraged is because
if an Oracle product binds to a DHCP address or host name, it can take a lot of
administration effort to convert the product to a newly assigned address or name.

Most of the times Enterprise Manager Console fails, it is because people mistakenly
leave the IP address to be dynamically assigned. If you are using dynamic IP
addresses then you must follow the above advice.
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Configuring EM using DBCA

Assuming the database currently has no EM repository configured it can be easily
configured by the DBCA. This configuration tool is aware of the existence of the EM
repository and it can have both the Enterprise Manager repository and the console
configured. When accessing the DBCA, choose the Configure Database Options
option, then select the target database.

Select the operation that wou want to perform:

" Create a Database

( ® Configure Database Options :]

" Delete a Database
 Manage Templates

" Configure Automatic Storage Management

In case the database doesn't
currently have an EM
repository configured this is
the option where it can be
setup.

Cancel Help % Back Mext =

If the DBCA then realizes that there is no repository configured at the target
database, it displays a screen asking the DBA if the EM access should be configured
for the target database. This management option allows the DBA to decide whether
an EM console will be configured for the target database or not (A), the options
available are Database Control and Grid Control console. In case a grid control agent
is found then it will enable the Use Grid Control for Database Management option,
otherwise it will enable the Configure the Database with Enterprise Manager
option only (B). This screen also prompts the DBA for email notifications and the
daily backup default strategies. If the DBA wants to enable email, an SMTP server

is required as well as an email address for notifications to go to (C). For the Backup
strategy (D) the DBA should be aware that this is a full backup the user is supposed
to schedule at a given time. This default strategy as well as the email notifications
can be enabled at a later time or reconfigured if the DBA chooses to use them.
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: . Database Configuration Assistant, Step 3 of 6 : Management _Op_l_it_JI'_I_S_____:

Each Oracle database may be managed centrally using the Oracle Enterprise Manager Grid
Control or locally using the Oracle Enterprise Manager Database Control. Choose the
B at o wennldl like to nse 1o manage this database.

[ Configure the Database with Enterprise Manager

\Use Grid| Control for Database Management

@ Jse Database Control for Database Managemem‘]—e

[ Enakle Email Motificationsds

Qutgoing Wail (SMTRY Serer: |

Erriail Aclress: [
[ Enakle Daily Backup [ o

Bankip Star Time: [02] |- [oo]| i@ am P

05 sErharme: [

Fassyarl: |

Cancel Help Next

If the DBA decides to configure the management console then the repository is created.
This option is automatically selected in the Database Content screen of the DBCA,

and the option is grayed out so that it cannot be deselected. The EM Repository is
configured at the SYSAUX tablespace, and this tablespace cannot be changed.

Database Components l

Select the components you want to configure for use in your database. Provide the
tablespace in which you want the component to reside. Components which appear
disabled are either not installed ar depend on components which are not selected.

¥ Gracle Data Mining
[ | Grracle Trext

[¥ | Gracie GLAF

¥ Gracle Spatial

I~ |aracle Uitra Search
[ aracle Lakiel Securnity:

[T Sample Schemas

3

Al

S sl

il

S s

Sl

:

|

S A

{ I¥ [Erterprise Manager Repusiion,

ﬁ

=

Standard Database Componems...)l
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The next step in configuring the EM Console is defining the password for the
administrative accounts DBSNMP and SYSMAN. You can choose to set the same
password for both of these accounts or define a different password for each one.

M Take note of the passwords set for DBSNMP and SYSMAN database
Q users and keep them in a safe place. These passwords are required if
the user decides they need to change console options in the future.

For security reasons, wou must specify passwords for the following user accounts

" Use the Same Password for All Accounts

Fassyvaral: ‘

Carnfin Passwond: ‘

® |Jse Different Passwords

User Mame Password Canfirm Password
DESMMP  |weeees eweeer

—

E SISMAN e e
b4
[ /
-

DBSNMP and SYSMAN
password definition

Cance| Help «L Back

After a while the enterprise manager console will be configured and the repository
will be created. On Windows based systems a new Windows service will be created;
this service is by default configured to automatically start at OS boot time.

Manually configuring Enterprise Manager
with EMCA

Enterprise Manager Configuration Assistant is the character mode configuration
tool for the Enterprise Manager DB Control console. This tool can be found at
<ORACLE_HOME>/bin/emca and if no options are specified then it displays the
complete command line parameters.
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The basic command line options used to create a console configuration on a database
where it has not previously been configured is as follows:

emca -config dbcontrol db -repos create

If the database comes from a seed database, this one will already have the sysMan
user created, if you proceed with using this database then the EMCA will fail and the
log files will show an error letting you know about the problem. If this happens, you
must drop the repository and configure a new one, using this command:

emca -deconfig dbcontrol db -repos drop

Prior to issuing the emca command to configure Enterprise Manager
o make sure the DBSNMP account is unlocked and you have the right
~ password. Also, make sure there is no SYSMAN user currently on the
Q database, as this may mean a repository already exists. You must also
make sure there is no user nor a role named MGMT VIE, MGMT_ USER,
otherwise the configuration will fail.

The main difference between the emca and the dbca is that it cannot customize the
options of an already configured console.

In the next slide a basic EMCA session is started, this session creates a new
repository and configures the console.

ssh Packt - ssh

[oracle@lima sigma]$[emca —config dbcontrol db -repos create Al o

STARTED EMCA at Mar 3, 2009 11:12:33 PH
EH Configuration Assistant, Version 10.2.8.1.8 Production _e

opyright {c> 2883, 2885, Oracle. A1l rights reserved.

nter the fulluuung information:

Database SID: sigma

Listener port number: 1521

Password for SY¥S user:

Password for DBSNMP user:

Password for SYSMAN user: e
Password for SYSMAM user: Email address for notifications <optionall:
utgoing Mail (SMIP> server for notifications {optionall:

3 - e © )
8

You have specified the following settings

Database ORACLE_HOME

Database hostname ...
Listener port number
Database D

Fmall address for nntlflcatlons

!
et

utgoing Mail (SMIP> server for notifications .......cceenunn

Do you wish to continue? [yes<¥>- no(N>1: ¥

ar 3. 2089 11:14:83 PH oracle.sysman.encp.EMGonfig perform

INFO: This operation is being logged at ~uBlr app-oracle-sproductrs18.2.8-db_l-cfgtoollogs/emcarssiy
asenca_200@9-83-83_11-12-32-PM.log.

ar 3, 2089 11:14:22 PHM oracle.sysman.encp.EMReposConfig createRepository =
INFO: CGreating the EM repository (this may take a vhile> ..

ar 3. 2889 11:28:48 PM oracle.sysman.encp.EMReposConfig 1nunke

INFO: Repository successfully created

ar 3, 2089 11:29:4%2 PH oracle.sysman.emcp.util.DBControlUtil startOMS

INFO: Startlng Database Gontrol <{this may take a while -

ar 3. 2089 11 PM oracle.sysman.encp. EHDEPnstCnnf1g perfnrannflguratlnn

INFO Database Control started successfully

» 3, 2009 11:34:82 PM oracle.sysman.emncp.EM n
INFO ))))))))))) The Database Gontrol URL is http://lima.com:SSBi/em LKL
i p anager configuration cmplated L2211
F at Mar 3. 2009 11: PH 0 _I
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Here the image shows a basic command line is issued to create a new repository and
configure the DB Control Console (A). As there are more parameters required to
configure the console EMCA prompts for additional parameters; it asks the user to
provide the listener port (B), which DBAs typically configure to be 1521, which is the
default TNS Listener port. Then it asks for three passwords; the SYS (C), DBSNMP
(D), and SYSMAN (E) passwords. In the image it looks like the EMCA is asking
twice for the SYSMAN password, this is actually a harmless display bug that can be
safely ignored.

3 Make sure the DBSNMP account is unlocked and it has
a non expired valid password.

The EMCA feeds back the provided values (excluding the passwords) to the user
and waits for the user to confirm them (G). If everything is correct then the EMCA
proceeds with the configuration. The user should pay attention to the process
progress and confirm that it successfully reaches the end. The output is logged to the
directory shown on the screen, and the user must be aware of it, as if there is an error
a summary and a detail log file will be generated.

The path where the EMCA logs the executed actions as well as their outcome is
located at <Oracle Homes>/cfgtools/emca/<Oracle SID>/emca YYYY-MM-DD HH-
MI-SS-PM. log this file will record the progress and main information; it will also
provide the name of a secondary file where further progress details are provided.

The EMCA provides progress information until it reaches the end of the
configuration process, the time it takes to finish the process depends on the I/O
speed as well as the hardware performance in general.

The final step of the setup process shows the URL to access the console (H). Take
note of this URL. This shows the EM Port to access the console, and finally (I) the
message FINISHED EMCA is displayed; this is the end of the basic setup session.

The next image shows a basic setup session using 11.2.0 (11gR2), basically, the same
command is issued (A):

emca -config dbcontrol db -repos create
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The same issues must be considered prior to setting up the console. As the

administrative passwords are required in this case, the EMCA will prompt the user
for the passwords and the same information as in the 10g version (B). EMCA shows
the input feedback (C) and then the process continues; at first glance it can be seen
that there are more internal steps involved. When the process finishes it also displays

the URL (C) to access the console. However, in the 11g version a difference can be

seen if we compare the URL in this release with the provide URL for the 10g release,

and it has to do with security, 11g included several security enhancements and
securing the console and the Enterprise Manager repository is among them.

et ssh Packt - ssh oracle@alphasrv

[oraclePalpha gammald emca —config dbcontrol db —repos creEPe

STARTED EMCA at Mar 3. 2889 11:18:55 PM L o
[EM Configuration Assistant, Version 11.2.8.8.8 Production
opyright (c> 2883, 2885, Oracle. All rights reserved.

nter the following information:

Database SID: gamma

Listener port number: 1523 Cr e
Listener ORACLE_HOME [ ~uBl-oraclesproducts11.2.8-dbhome_1 1:

Password for SYS user: assword for SYS user:

Password for SYSMAM user: Email address for notifications <{optionald:

Dutgoing Mail (SMIP> server for notifications Coptionald:

o

You have specified the following settings

atabase ORACLE_HOME ................ suBdl soracle/products11.2 .8-dbhome_1

ocal hostname ................ alpha.com

istener ORACLE_HOME ................ sulloraclesproducts11.2 . 8-dbhome_1
istener port numbher ..........cc...n 1523

atabase SID ............ .. gamma

mail address for notifications ...............

utgoing Mail (SMTP)> server for notifications ..............-.

|

ho you wish to continue? [yes{Y¥>/no(N>1: ¥

Mar 3, 2089 11:19:38 PM oracle.sysman.emcp.EMConfig perform
IggOi This operation is heing logged at ~uBl- oraclescfgtoollogs-emcasgammasemca_2009_03_083_23_18
| 55.1og.

Mar 3. 2089 11:19:3%2 PM oracle.sysman.emcp.EMReposConfig createRepository

INFO: Creating the EM repository (this may take a wvhile> ...

Mar 3. 2089 11:38:33 PM oracle.sysman.emcp.EMReposConfig invoke

INFO: Repository successfully created

Mar 3. 20089 11:31:88 PM oracle.sysman.emcp.EMReposConfig uploadConfigDataToRepository

INFO: Uploading configuration data to EM repository (this may take a while> ...
Mar 3. 2089 11:33:34 PM oracle.sysman.emcp.EMReposConfig invoke

INFO: Uploaded configuration data successfully

Mar 3, 2089 11:33:3% PM oracle.sysman.emcp.util.DBControlUtil configureSoftwareLib
INFO: Software library configured successfully.

Mar 3, 2089 11:33:39 PM oracle.sysman.emcp.EMDBPostConfig configureSoftwareLibrary
INFO: Deploying Provisioning archives ...

Mar 3. 2089 11:41:14 PM oracle.sysman.emcp.EMDBPostConfig configureSoftwareLibrary
INFO: Provisioning archives deployed successfully.

Mar 3. 2089 11:41:14 PM oracle.sysman.emcp.util.DBControlltil secureDBConsole

INFO: Securing Database Control <(this may take a while) ... 1

Mar 3, 2089 11:41:45 PM oracle.sysman.emcp.util.DBControllUtil secureDBConsole
INFO: Database Control secured successfully.

Mar 3. 2089 11:41:45 PM oracle.sysman.emcp.util.DBControllUtil startOMS

INFO: Starting Database Control <(this may take a while) ...

Mar 3. 2089 11:45:13 PM oracle.sysman.emcp.EMDBPostConfig performConfiguration
INFO: Database Control started successfully

Mer— 32881t Pt vrec e s ysmememe pr BB B Pos teomf g performConi-igorat o
INFO: >>>>>>>>>>> The Database Gontrol URL is https:-salpha.com:1158-/em ((((((((((Q‘q
Maw 32009 11:27:24 PM omacle cycman.emcp.EMDEE

oetConfic inuolke

ARNING:

WARNING

I~
Management Repository has been placed in secure mode vherein Enterprise Manager data will be enc
rypted. The encryption key has heen placed in the file: ~uBl- oraclesproduct-s11.2.8-dbhome_1-alp
tha.us .oracle.com_gammassysmansconf igsemkey.ora. Please ensure this file iz backed up as the en
prypted data will become unusahle if this file is lost.

oraclePalpha gammal$

nterprise Manager configuration completed successfully
INISHED EMCA at Mar 3, 2889 11:47:24 PM j
[

-
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When the setup finishes it displays a warning that informs the user about the
security features and how to deal with them. Both Oracle 11g Release 1 and 11g
Release 2 encrypt repository information, and they require an encryption key. The
outcome shows the location of the key Enterprise Manager Encryption key file, take
note on this, it is very important.

\ You must provide backup procedures for the Encryption key file
~ generated to encrypt repository information. If you fail to do so, in
Q the event your installation faces a disaster scenario your repository
information will become permanently inaccessible.

The previously exposed cases show a basic command line used to configure the
console; however there are plenty of commands you can use to further customize the
process and make it more comprehensive and batch oriented.

Manually assigning EM managing ports

In the previous examples the EMCA was used to configure the console with basic
parameters. The HTTP port number is not required; the EMCA will automatically
assign a default port number using a monotonically increasing value, which starts
at 5500. If you want to manually assign a port number you can do it, just be careful
to use a unique port number otherwise you may collide with another previously
assigned port.

In this scenario the user assigns a port number to the console. Two prerequisites
must be met prior to this operation. They are as follows:

e  Check the port number is free

e Make sure the target Oracle instance is up and running

Checking the port means ensuring that the port is currently not in use nor taken by
another application, even if the application is currently down. A good practice is

to plan your installations, this way you can always control the assigned ports and
you will always know which ports are already assigned. You can issue the netstat
command from the command line to find out if the port is currently in use as shown
in the next image.
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Another command that can be used to determine currently taken port numbers
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You can check the EM Console configuration files to find out if the selected port
has already been configured for another EM console. The configuration files are
located at <ORACLE HOME>/<hostname> <OracleSID>/sysman/config/emoms.
properties, there you will find an entry named oracle.sysman.emSDK.svlt.
ConsoleServerPort, which declares the port used by the console.

1
‘\Q The emoms . properties file cannot be directly modified by the user,

the EMCA command must be used to set the EM http Port.

If the instance is not running then the EMCA will return an error and won't perform

the configuration task.

Once you are ready, just issue the command below with the DBCONTROL_HTTP_PORT

parameter set.

emca -reconfig ports -DBCONTROL_HTTP_ PORT 1158

In the following image, the command has been issued (A), all actions were logged at
the given path (B). If something doesn't work as expected, this is the first place you

should go to get feedback.

In this particular scenario a duplicate port was selected. The EMCA notices the
problem and shows the user a warning (C) alerting the user to the fact that the po

1t

is already in use. The operation will finish, as this is not a fatal error, but if ignored it

will allow only a single EM Console to work.

ssh Packt - ssh oracle®192.168.2.21

[oracle@lima 15| emca —reconfig ports —DBCONTROL_HTTP_PORT 1158 H

STARTED EMCA at Mar 5. 2889 4:58:38 AM
EH Configuration Assistant, Uersion 18.2.8.1.8 Production

opyright (c> 2883, 2885, Oracle. All rights reserved.

nter the following information:
Database 8ID: sigma 49

Do you wish to contlnue7 [yes{¥>/no(N>1:z|Y¥

Mar 5 EMConfig perform
INFO:{ This operatlon 13 h91ng logged at 1-/appsoracle/products18.2 . 8-db_1l/cfgtoollogssemcarssig
ma.em
Har 5. 2339 4 58 48 HH oracle sysman encp. ut11 DBCDntPDlUtll stopOMS
ﬁ;r 5. "iﬁﬁﬁ £:pB:12 AM o;;;i;u;ys;;;“eﬁc; ;;11 PoPtHanager 1sPoPtInUse]
RRNING Spec1fled port 1158 iz already in use ]
m@? hi1iTal ey Al 2 i+ L0

INFO: Starting Database Control {this may take a vhile> ...
Mar 5, 2009 5:89:

INFO: 3>>>>3>3>>>>>[The Database Control URL i
[Enterprise Manageb confi tion completed
FINISHED EMCA at Mar 5. 2089 5:@89:53 AM

http:/slima.oracle.com:1158 em
£ulls
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Once the process is finished the Database URL is displayed for the user to verify
the new URL has the correct http port.

EMCA Command Line Interface

The EMCA has several command line parameters that allow you to fully configure
your Enterprise Manager environment. The EMCA's Syntax takes up to four kinds
of parameters, the Operation to be performed, the Mode of the command, the Flags,
where required, and a list of optional Parameters. This line requires more or less
parameters depending on the command to be issued.

EMCA Syntax
emca [operation] [mode] [flags] [parameters]

| |
! ' . 1

help, h dbcontrol db General
pCsIon centralAgent asm Backup
config all db_asm ASM
dgconﬂg ports repos create Cluster
displayConfig repos drop
addinst cluster
deletelnst silent :
B—— backup > Genel-'al command-line
upgrade -respFile
restore _IEIODRT
-ORACLE_HOME
-LISTENER_OH
\ 4 v v -EMAIL_ADDRESS
Clustered Databases ASM Backup -MAIL_SERVER_NAME
-CLUSTER NAME -ASM_OH -HOST_USER M D
-DB_UNIQUE_NAME -ASM_SID -HOST_USER_PWD “ovs PWD
-EM_NODE -ASM_PORT -BACKUP_SCHEDULE : SRC OH
-EM_SID_LIST -ASM_USER_ROLE i
-SERVICE_NAME -ASM_USER_NAME “DBCONTROL_HTTP_PORT
-ASM_USER_PWD :QSAEINJC—);(T)RT
-JMS_PORT
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EMCA commands

The EMCA command has several options that allow the DBA to configure the EM
DB Control Console by defining the http port the console will use, altering the
Enterprise Manager configuration, and rebuilding a repository, amongst many other
tasks. Knowing these options allows the DBA to customize the EM configuration
process. The DBCA allows the DBA to configure an EM Console, but this assistant
does not allow customization, and it assumes there is currently no EM repository
configured at the target database.

Command

Description

emca -h

emca -version

emca -configdbcontrol
db [-repos (create |
recreate)] [-cluster]
[-silent] [-backup]
[parameters]

emca -config
centralAgent (db | asm)
[-cluster] [-silent]
[parameters]

emca -configall db
[-repos (create |
recreate)] [-cluster]
[-silent] [-backup]
[parameters]

emca -deconfig
dbcontrol db [-repos
drop] [-cluster]
[-silent] [parameters]

emca -deconfig
centralAgent (db | asm)
[-cluster] [ -silent]
[parameters]

This command shows the online help available for the

emca command; if the user types no arguments, or the user
doesn't properly specify the parameters, then this command
will be executed. Some other variants of the command are:

emca --h
emca -help
emca --help

Displays the EMCA version

This command configures the EM control console and
optionally it can either create or recreate the EM repository;
you can also use this command to enable the automatic
backup policy and perform the operation against a

RAC configuration.

The agent can work as a standalone agent or it can work
centrally if you have a grid control environment setup. The
centralized management can be performed on a database or
on an ASM configuration.

This command configures both the database files and the
centrally managed agent. The arguments are similar to
those used to configure the standalone console.

This command is used to deconfigure the Console and
optionally drop the EM repository. This command can
apply on a regular database or on a RAC configuration.

The centrally managed agent is deconfigured with this
command, either from the database or from the ASM level.
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Command

Description

emca -deconfigall db
[-repos drop] [-cluster]
[-silent] [parameters]

emca -addInst (db | asm)
[-silent] [parameters]

emca -deletelnst

(db | asm) [-silent]
[parameters]

emca -reconfigports
[-cluster] [parameters]

emca -reconfig
dbcontrol -cluster
[-silent] [parameters]
emca -displayConfig
dbcontrol -cluster
[-silent] [parameters]

emca -upgrade (db | asm
| db_asm) [-cluster]
[-silent] [parameters]

emca -restore (db | asm
| db_asm) [-cluster]
[-silent] [parameters]

This variant deconfigures both the centrally managed agent
and the database.

In an RAC environment this variant is used to add a
new node to the RAC configuration, it can be related to a
database or ASM.

This option removes an instance from the RAC
configuration. It can either be a database or an ASM
instance.

This option was previously used to reconfigure the HTTP
port number assigned by default at Console definition time.

This command deconfigures DB Control deployment
for a cluster database, in this case the -cluster modifier
is mandatory.

You can display the deployment configuration in a RAC
environment. The displayConfig modifier can only be
used in RAC environments.

The upgrade option performs an upgrade from a previous
DB control version to the current version. The upgrade
process has to do with the configuration files. This is not

a database or software upgrade, these tasks are supposed
to be performed separately. The command will attempt

to modify all dbcontrol instances available across the
different Oracle Homes.

If something doesn't work as expected after the upgrade
process, this command can revert the changes made by an
upgrade EMCA command.

EMCA flags

Parameter Description

db This flag instructs the EMCA to execute the action against a database.

asm The operation will be performed against an ASM instance, either
single or RAC.

db_asm

This option is used when performing upgrade actions, this instructs

the EMCA to apply the action against both the ASM and the
Database instance.

-repos create

A new repository will be created. It is assumed that there is currently

no repository.
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Parameter

Description

-repos drop

-repos recreate

-cluster

-gilent

-backup

This option drops an EM repository

Assuming there is currently a repository; this option drops and
creates a repository.

This option indicates that the requested action should take place on a
clustered database or ASM instance

This option is used in batch mode, it tells the EMCA not to prompt
for further information from the user or read any user input. When
specifying this option you must also specify the -respFile to point
to a properly configured response file.

This option tells the EMCA to configure the default backup policy.

If this flag is present then the EMCA will require the db_recovery
file dest instance parameter to be properly set at the target
Oracle instance, otherwise the EMCA will return in an error state.

EMCA general Command-Line Parameters

Parameter Description

-respFile This option declares the location of the response file to be used
when the -silent flag is declared

-SID This is the target Oracle Instance where the actions will take
place

-PORT This parameter refers to the listener parameter

-ORACLE_ HOME

-LISTENER OH

-EMAIL ADDRESS

-MATIL SERVER_ NAME

-DBSNMP_PWD
-SYSMAN PWD
-SYS PWD
-SRC_OH

-DBCONTROL_HTTP

PORT

This specifies the absolute path of the Oracle Home where
the Oracle Instance resides. No symbolic links are allowed.

If the listener lives in a different Oracle Home from the one
where the Oracle Instance is defined, then you must specify
the Listener Oracle Home using absolute path

If you enable email notifications this parameter is used to
declare the email address where the notifications will be sent to

Using mail notifications requires you to define the outgoing
mail (SMTP) server

This refers to the database level DBSNMP password
This is the database level SYSMAN password
This is the SYS password

This specifies the absolute path to the Oracle Home of the
database that will be upgraded or restored

This specifies the EM http port, if not specified the EMCA
will automatically assign one. Make sure this port is not
already taken.

[354]



Chapter 12

Parameter Description
-AGENT_PORT This is the standalone management Agent port for DB
Control. If this port is not specified, the EMCA will automatically
assign one.
-RMI_PORT This sets the RMI (Remote Method Invocation) port.
-JMS_PORT This declares the JMS (Java Messaging Service) port to
be used.

EMCA backup parameters

Parameter Description

-HOST_USER This parameter specifies the OS username
-HOST_USER_PWD This specifies the password of the previously specified user
-BACKUP_SCHEDULE This parameter specifies the time at which the daily backup

will be scheduled in 'HH:MM' format

EMCA ASM parameters

Parameter Description

-ASM_OH This parameter declares the ASM Oracle Home full path
-ASM_SID This specifies the ASM Instance name

-ASM_PORT This specifies the ASM TNS listener port

-ASM_USER_ROLE  This parameter declares the role used to connect to the ASM instance
-ASM_USER_NAME This parameter declares the ASM administrator's user name
-ASM_USER_PWD This parameter specifies the password of the previously declared user

EMCA Cluster (RAC) parameters

Parameter Description

-CLUSTER_NAME This parameter declares the cluster name

-DB_UNIQUE_NAME This parameter specifies the database unique name

-EM_NODE This is the target node name where the command will be applied
-EMD_SID_LIST This parameter is a list, in a comma separated format, declaring

the names of the Oracle Instances for agent only configurations

-SERVICE NAME This parameter declares the service name in a
clustered environment
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EMCA 10g Release 1

The EMCA command parameters have changed from OralOgR1 to Oral0gR?2; if you
still have Release 1 installed you must be aware that the EMCA parameters used in
that release were completely different to the parameters in 10gR2. I would go so far as
to say that one of the very few things these releases have in common is the tool name.

EMCA 10gR1 syntax

emca [options] [list of parameters] [options] = -[a|b|c|e <node>|
f <node>|h|m|n <ndoe>|r|s|x <db>|RMI_PORT <ports>|JMS_PORT <ports|
AGENT PORT <port>|DBCONSOLE HTTP <port>]

[list of parameters] = [HOST | SID | PORT | ORALCE HOME | LISTENER |
HOST USER | HOST USER PWD | BACKUP_HOUR | BACKUP_ MINUTE |

ARCHIVE LOG | EMAIL ADDRESS | MAIL SERVER | MAIL SERVER NAME |

ASM OH | ASM SID | ASM PORT | ASM USER ROLE | AMS USER NAME |
ASM_USER_PWD | EM_HOME | DBSNMP_PWD | SYSMAN PWD | SYS_ PWD |

CLUSTER NAME | DB_NAME | SERVICE NAME | ]

EMCA 10gR1 options

Parameter Description

-a This option configures for an ASM database

-b This configures for automatic backup

-c Configures a cluster database

-e <node> Removes a node from the cluster

-f <file> Specifies the file name that contains parameter values

-h Displays help

-m Configures EM for a central agent

-n <node> Adds a new node to the cluster

-r This option skips the creation of the repository schema

-s This option enables silent mode so the user is not prompted for
information

-x <db> This option removes a SID or DB configuration

-RMI_PORT <port>  This stands for the Remote Method Invocation (RMI) port
-JMS_PORT <port>  This is the Java Messaging Service (JMS) port to be used
-AGENT_PORT <port> This is the standalone management Agent port for DB Control.

If this port is not specified the EMCA will automatically assign one.

-DBCONSOLE_HTTP_  This specifies the EM http port, if not specified the EMCA will
PORT <port> automatically assign one. Make sure this port is not already taken.
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EMCA 10gR1 parameters

Parameter Description

HOST Database host name

SID Database Instance name

PORT TNS Listener port

ORACLE_HOME Database Oracle Home

LISTENER TNS Listener Name

HOST_USER Host user name used for automatic backup

HOST USER_PWD
BACKUP_HOUR

BACKUP_MINUTE

ARCHIVE LOG
EMAIL ADDRESS
MAIL SERVER
ASM_OH
ASM_SID
ASM_USER_ROLE

ASM_USER NAME
ASM_USER PWD

EM_HOME
DBSNMP_PWD
SYSMAN PWD
SYS_PWD

Password for the previously declared user

Scheduled backup hour [00-24] in number for the default
backup policy

Scheduled backup minute [00-60] in number for the default
backup policy

Archive log configuration

Email address for the generated alerts

Outgoing mail (SMTP) server for the generated alerts
ASM Oracle Home

ASM Oracle SID name

This parameter declares the role used to connect to the ASM
instance

This parameter declares the ASM administrator's user name

This parameter specifies the password of the previously
declared user

Enterprise Manager Oracle Home
Password for the DBSNMP user
Password for the repository SYSMAN user

Password for the SYS user
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EMCA 10gR1 RAC parameters

Parameter Description

CLUSTER_NAME This parameter declares the cluster name

DB_NAME This parameter specifies the database unique name
SERVICE_NAME This is the target node name where the command will be applied

EMCA silent mode

EMCA is by default an interactive tool; if required it asks the user for information
input. If needed, the EMCA can run in silent mode, thus allowing the user to include
the EMCA in a batch script for massive deployments.

EMCA Silent mode requires a plain text format response file where the parameters
are specified.

In the next example EMCA is launched in silent mode to have it reconfigured.

EMCA demo response file contents (drop):

#

# EMCA parameters for silent mode setup

#

SID=sigma

PORT=1521
ORACLE_HOME=/u01l/app/oracle/product/10.2.0/db 1
DBSNMP_PWD=oracle

SYSMAN_PWD=oracle

SYS_ PWD=oracle

Command to deconfigure console and drop EM repository:

emca -deconfig dbcontrol db -repos drop -silent -respFile /tmp/emca_
sigma drop.rsp
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EMCA demo response file contents (create):

#

# EMCA parameters for silent mode setup

#

SID=sigma

PORT=1521
ORACLE_HOME=/u01/app/oracle/product/10.2.0/db 1
DBSNMP_PWD=oracle

SYSMAN_PWD=oracle

SYS PWD=oracle

DBCONTROL_HTTP_PORT=1158

Command to configure console and create the repository:

emca -config dbcontrol db -repos create -silent -respFile /tmp/emca_
sigma create.rsp

EM directory structure

When talking about the Enterprise Manager directory related structure, there are
basically four relevant sections in the Oracle Home, the first one has to do with
EMCA, the EMCA directory is where Oracle stores the log files related to EMCA
executions, there you will find a directory where generic EMCA output is stored,
meanwhile under this directory you will find directories named the same as each
Oracle Instance that has been configured by EMCA.

The second section is related to the specific EM console; here there are two main
directories, one stores the console configuration, most of these configuration files
are not supposed to be manipulated by the DBA unless explicitly directed by Oracle
support. There are configuration files that are modified by EMCA.

There is a fourth section located under the Oracle Home named sysman. When a new
console is created EMCA reads template configuration files from here and executes
the scripts to create or recreate the EM repository.
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As EM is a Java Enterprise Edition based application, it requires a JEE environment
so it can be executed. Oracle provides an OC4J for each configured console.
The directory can be located at the oc43j directory right at the Oracle Home level.

| EM & EMCA Directory Structure |

Oracle Home
cfgtoollogs
emca EMCA log files
— <Hostname> <Oracle SID>
sysman
Console specific
L emd conf@guration and
log files
— Gl
L opmn
recv
sysman
admin
——— emd
emdrep
j2ee Generic repository
jlib configuration files
— lib
———— recv
webapps
oc4j

|— j2ee

|— 0C4J_DBConsole_<Hostname>_<Oracle SID>

Directory structure related application-deployments

to the OC4J containter that L config
runs the EM application

META-INF

persistence
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EMCA log files

When EMCA is used it records the activity in log files located at $ORACLE_HOME/
cfgtoollogs/emca/<ORACLE_SID> you may just want to optionally backup and
purge these files when they are no longer required.

The SYSMAN configuration files

There are two main configuration files located in the

<Oracle Homes>/<hostname>_ <Oracle SID>/sysman/log directory. One is named
emd.properties and a second file named emoms . properties. The first file defines
the URLs used by the Upload Manager, the agent, the agent version and the agent
TZ region; these two files should not be managed manually except when explicitly
directed by Oracle Support. The second file, emoms . properties, defines how is

the SYSMAN user going to connect to the target database, it also contains the sYsMAN
password (encrypted). There is a procedure to change the password of the sysMan
user if required.

The SYSMAN log files

Log and trace files are the first source of information when you want to troubleshoot
the console. If the console doesn't start or it happens to be inaccessible you should
first inspect the files located at <Oracle Home>/<hostname> <Oracle SID>/
sysman/log directory, there you will find several log and trace files. The log files
will be growing on demand as required by the involved processes, the DBA must be
aware of this and regularly maintain the files. The DBA can manage the files' growth
by configuring the maximum file size, the maximum number of files as well as the
log file location. The procedure to manage log files is outlined next.

Al

~ As you are working with sensitive configuration files,
you must backup these files prior to modifying their contents.
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Log/Trace File Configuration File File Entry Description
emoms .trc <Oracle log4j.appender. Maximum
Home>/<hostname>_ emtrcAppender. File Size
<Oracle SID>/ MaxFileSize
sysman/config/
emomslogging.
properties
log4j.appender. Maximum
emtrcAppender. Number
MaxBackupIndex of Files
(Rotation)
log4j.appender. File Location
emtrcAppender
emoms . 1og <Oracle Homes>/ log4j.appender. Maximum
<hostname> emlogAppender. File Size
_<Oracle SID> MaxFileSize
/sysman/config/
emomslogging.
properties
log4j.appender. Maximum
emlogAppender. Number
MaxBackupIndex of Files
(Rotation)
log4j.appender. File Location
emlogAppender.
File
http-web-access. <Oracle Home>/oc4j/ <access-log Modify the
log j2ee/0C4J DBConsole  path="../ split value to
<host> <Oracle SID>/ log/http-web- any of these
config/ access.log" values: none,
http-web-site.xml split="day"/> hour, day,
week, and
month.
rmi.log <Oracle Home>/ <file path="../ Define the
oc4j/j2ee/0C4T log/rmi.log"/> new location,
DBConsole <hosts> if required, of
<Oracle SID>/config/ the rmi . log
rmi.xml file.
emdb . nohup There are no files nor parameters to configure the log

rotation or maximum size, you have to stop the console
and manually backup or purge the file located at <Oracle
Home>/<hostname> <Oracle SID>/sysman/log/emdb.

nohup
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Log/Trace File

Configuration File

File Entry

Description

server.log

global-
application.log

em-application.log

<Oracle Home>
/oc4j/j2ee/0C4T_
DBConsole <hosts>
<Oracle SID>/config/
server.xml

<Oracle Home>/oc4j/
j2ee/0C4J
DBConsole <hosts>
<Oracle SID>/config/
application.xml

<Oracle Home>/oc4j/
j2ee/0C4J DBConsole
<host> <Oracle SID>/
config/
orion-application.xml

<file path="../
log/server.log"

/>

<log>

<file
path="../
log/global-
application.
log"/>

<!-- Uncomment

this if you
want to use
ODL logging
capabilities
<odl path="../
log/global-
application/"
max-file-
size="1000"
max-directory-
size="10000"/>
-=>
</log>
<file
path="../../
log/em-
application.
log" />

You can only
change the
location of
the

log file.

Uncomment
the ODL
entry, this
will allow
log file
rotation, and
set suitable
values

for the path,
max-file-size
and max-
directory-size
as required.

You can only
change the
location of
the

log file.

Environment changes

Changing the network environment may happen as often as, say, the administrative
passwords get change, but when it happens, then the environment change directly
affects database and Enterprise Manager availability, which can adversely affect the
smooth operation of the site. When the environment changes you must be aware of
the consequences these changes will bring and how to restore the service as soon

as possible.
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Changing the IP address or host name

Changing the IP address means Enterprise Manager Console won't be available
and it won't be possible to start it; all the Oracle connectivity configuration files are
affected too.

As this is an administrative change, it is strongly suggested to backup the current
environment by taking a full Oracle Home and database backup. This will back-up
the current configuration files as well as the current EM repository.

The procedure used to get the environment working is as follows:

1. Shut down enterprise manager, the database and all Oracle related services.
2. Perform the IP and/or host name changes.

3. Edit the <Oracle Homes>/network/admin/listener.ora and <Oracle
Home>/network/admin/tnsnames.ora files and replicate the change to
these files. This list is not at all exhaustive, depending on the network
configurations you have set up you may have to modify other files or
network connectivity configuration systems such as LDAP centralized
entries, wallets, and so on.

4. Start up the listener and databases do not start enterprise manager at this
time as its configuration won't work with the environment setup, and it
will need to be modified.

5. Deconfigure the EM Console and drop the repository.
6. Reconfigure the EM Console and have the repository created.

7. At the end of this procedure your Enterprise Manager console will
be brought back to business.

Oracle RDBMS should work on fixed IP address servers, if your server has a
dynamically assigned IP then you will have to configure a loopback adapter so you
can fix the IP references to this adapter and have the OS hosts file configured so

the official hostname and optionally the domain are associated with the loopback
adapter's IP address instead of the host's actual IP address. This information will be
read at the time EMCA performs the configuration.

Changing administrative passwords

Changing the sYSMAN password requires more than just changing the password

at the database level, if you just change the password at this level then Enterprise
Manager won't be accessible any more. The Enterprise Manager DB Console requires
two users, one of them is the Agent monitor user (DBSNMP), and the other one is

the owner of the EM repository (SYsMaN), there is a procedure to change these
administrative passwords.
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Changing SYSMAN password

The procedure to change the password starts with properly setting the environment
variables: ORACLE HOME, ORACLE_SID, and PATH.

1.

Shut down Enterprise Manager Console and make sure it is completely off.
emctl stop dbconsole

emctl status dbconsole

From a SQL*Plus prompt connected with a privileged account (SYS, SYSTEM
or SYSMAN) modify the sysMaN's password with a regular ALTER USER
command

SQL> alter user SYSMAN identified by <SysmanNewPassword> ;

Verify you can open a SQL*Plus session using the sYsMAN user identified
with the recently set password.

sqlplus SYSMAN/<SysmanNewPassword>

The next phase has to do with replicating the change on the EM configuration
files.

From an OS prompt change the current directory to <Oracle Homes>/
<Hostname> <Oracle SID>/sysman/config directory.

Backup the emoms . properties configuration file.

Edit the emoms . properties file with a text editor, look for the oracle.
sysman.eml.mntr.emdRepPwd entry and replace the text string with the new
SYSMAN password written in clear text, then look for the oracle.sysman.
eml.mntr.emdRepPwdEncrypted entry and change the value to FALSE.
Enterprise Manager will automatically change the value to TRUE and it will
rewrite the password with the encrypted version.

Once you are ready, start the console using the regular emctl start
dbconsole command and when this step is finished verify the password
written in the previously modified configuration file has changed to the
encrypted version.

Your Enterprise Manager console should be up and running now with the new
password. You can verify the access of the SYSMAN user sessions in the database
with a simple query to the v$sESSION dynamic view.
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Changing DBSNMP password

This is the second administrative user related to Enterprise Manager and when you
need to change its password there is a procedure you must follow.

It is assumed that the ORACLE_ HOME, ORACLE_ SID, and PATH environment variables
are properly set.

1.

Stop the standalone console:

emctl stop dbconsole

Verify both the console and the agents are down:
emctl status dbconsole

emctl status agent

Connect with a privileged user at SQL*Plus and change the DBSNMP
password:

SQL> alter user DBSNMP identified by <DBSMPNewPassword>;

Verify you can open a SQL*Plus session using DBSNMP and the recently
assigned password:

sqlplus DBSNMP/<DBSNMPNewPassword>

At the OS level change to the directory and use a text editor to modify
the targets.xml file (you must backup this file prior to proceed with the
modification).

<Oracle Home>/oc4j/j2ee/0C4J DBConsole <host> <Oracle SID>/emd

Look for the line:

<Property NAME="password" VALUE="<encrypted string>"
ENCRYPTED="TRUE" />

Replace the encrypted value with the new password value, and the
ENCRYPTED entry value to TRUE, this will allow you to write the password
in clear text format, later EM will change this value with the encrypted
password version.

Finally, start the console and verify the entry you modified has been changed
to encrypted and the encryption flag is set back to TRUE.
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Securing Enterprise Manager

By default Oracle 10g configures the Enterprise Manager Console to be accessed

in HTTP mode, this means everything that travels from and to the EM console is
visible to any third party who monitors the network connection. When the 10g Rel.
2 RDBSM is upgraded to 10.2.0.4.0 and the databases are consequently upgraded,
Oracle modifies the console to be accessed in secure mode. In Oracle 11g Rel. 1 and
11g Rel. 2 Oracle configures the console in HTTPS mode by default.

If you have not upgraded to 10.2.0.4.0 and you want to secure the access to the EM
DB Console, then you must use the secure option of the emct1 command.

emctl secure dbconsole <sysman password> <registration password>
[<hostname>]

The command takes some minutes to complete; afterwards the console can be
accessed in HTTPS mode.

In the next example a console is configured using the previously defined syntax (A),
Enterprise Manager will look for the encryption key in the repository (B), then it will
configure the wallet and the wallet access (C), and finally the console will be secured
and the access can be made from this moment on in https mode.

[oracle@lima sysmanl% emctl secure dbconsole oracle oracle p” o
Z set to Mexico/Genehal J

racle Enterprise Manager 18g Database Control Release 18.2.8.1.8

opyright (c>» 1996, 2085 Oracle Corporation. All rights reserved.
ttp:/~lima.oracle.com:115%9/ems/consolesaboutApplication

hecking Repository... Done.

hecking Repository for an existing Enterprise Manager Root Key... Done.

enerating Enterprise Manager Root Key <(thisz takes a minute)... Done. ‘—e
etching Root Certificate from the Repository... Done.

enerating Registration Password Uerifier in the Repository... Done .

pdating HITPS port in emoms.properties file... Done.

enerating Java Keystore... Done.

ecuring OMS ... Done .

enerating Oracle Wallet Password for Agent.... Done.

enerating wallet for Agent ... Done. L o

opying the wallet for agent use... Done.
toring agent key in repository... Done.
toring agent key for agent ... Done .

onf iguring Agent .

onf iguring Rgent for HITPS.

I'_1D_URL set in /uBi/app/oPacle/product/iﬂ 2.8/db_1/1lima.oracle.com_orcl/sysman/conf ig/end.proper
ies

onf iguring Agent ... Done. o
onfiguring Key store.. Done. h

[oraclePlima sysmanl$é j
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The configuration changes won't be considered until Enterprise Manager restarts, so
you should stop and start the console at your earliest convenience.

emctl stop dbconsole db
emctl start dbconsole db

When accessing the console a warning will be displayed in the browser window,
letting the user know that there are problems with the certificate, even though the
certificate structure is valid, this is issued by a not known Certificate Authority. You
can accept the certificate and proceed with your session.

You can verify the change in the agent configuration, this was also modified and
the upload process will be performed in HTTPS mode too. Issue the emctl status
agent to verify the change.

Summary

Today, efficient database interactive administration cannot easily be achieved
without Enterprise Manager, this does not mean the command line interface is
obsolete, it simply means that using commands to perform the daily database
management tasks will take longer than using the graphical interface.

Considering this, keeping Enterprise Manager DB Control Console available will
provide the DBA with a more efficient way to easily manage the complexities of
Oracle databases. The tool to assist the DBA in making sure EM will be properly
configured is the EMCA, and as we have seen, the EMCA is much more than just a
tool to initially configure the console. It is a tool that allows the DBA to customize the
nuts and bolts of the console.

On the other hand, keeping the software up to date is a good practice, it wipes off
known bugs and it lets you prevent possible security breaches with a more robust
and secure software version. OPatch is the tool that allows you to manage your
software updates related to Critical Patch Updates (CPU) or individual patches. In
the next chapter OPatch will be explored.
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OPatch

Oracle Corporation provides dynamic software which is constantly improving.
Oracle periodically releases software updates by means of Critical Path Updates
(CPUs). Oracle also releases individual patches depending on the circumstances.
These one-off patches can easily be applied using the OPatch tool. Oracle also
releases major maintenance updates known as Patch Sets. A Patch Set is a group of
one-off patches that have been tested and verified to work together. There may be
additional functionality as well as bug fixes included in a Patch Set. When a Patch
Set has been applied, the component-specific release number (http://download.
oracle.com/docs/cd/B19306 01/server.102/bl4231/dba. htm#sthref94) is
incremented. Patch Sets are applied with the Oracle Universal Installer included
within the same patchset, and the other kinds of patches are applied using OPatch.

It is strongly suggested to keep your Oracle software updated to the last available
Patch Set level so that known bugs can be avoided and if the database faces an issue
that requires Oracle Support Services it is easier for the analyst to eliminate the
possibility of the issue being caused by a known bug from the beginning. In case of
doubt you should contact Oracle Support Services.

OPatch

OPatch is a Java based utility that requires installation of the Oracle Universal
Installer. Starting Oracle 10g Rel. 2, this tool is included in the Oracle Home. Prior

to this release the DBA had to download a patch from Metalink to install OPatch
(p2617419_10102_GENERIC.zip). OPatch in 10gRel2 is not compatible with previous
Oracle releases.

Even though OPatch is an executable, it is not located in the ORACLE_HOME/bin
directory. It has its own directory located at ORACLE_HOME/OPatch. The opatch
executable is a shell script that launches the OPatch Java class, the actual
OPatch executable.
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What is the version of the OPatch currently used? This is one of the most frequently
asked questions regarding OPatch. There is a command to find the version number,

but taking a look at the OPatch execution with no parameters will also give
you some basic useful information regarding the main commands as well as the
OPatch version.

This image shows the output of a simple OPatch command execution.

ssh Packt - ssh oracle@alphasrv

[oracle@alpha ™15 cd SORACLE_HOME/OPatch
[oraclePFalpha OPatchld

[oracle@alpha OPatch]S /opatch 21
nvoking OPatch 16.2. J
SPacle interin Patch Installer version 18.2.8.1.8 -‘1
Fopyright (c) 2885, Oracle Corporation. A1l rights reserved.X’ J

Oracle Home : sulBlsappsoraclesproduct 18.2.8-dbh_1 +
Central Inuventory = suBlroraclesoralnventory 4
from : suBlrsappsoraclesproducts18.2.
OPatch version 1 18.2.80.1.8 4

OUI version : 18.2.8.1.8 "

OUI location : suBl/sappsoraclesproducts18.2.
Log file location : ~suBl-appsoraclesproducts18.2.
—26—32—CST_Mon.log

B-db_1-/oralnst.loc

oeéo e

B-db_1/0ui
Bsdb_1/cfgtoollogs/opatch/opatch—-2889_H

T
|

Displays the help message for the command.
Print the actions without executing (deprecated).

_Mar_@A9_15

-~
Usage: opatch [ -help 1 [ —rleport] 1 [ command 1

command = apply
lsinventory
query
rollback

version

&
w

N

{global_arguments> == —help

—report

example =
*opatch
*opatch
*opatch
*opatch

—help’

apply —help’
lsinventory —help’
rollback —help’

OPatch succeeded
[oracleBalpha 0Patch]$

||

Issuing ./opatch (A) directly from <Oracle Homes>/OPatch with no arguments,
shows the OPatch version. In this case, it is the same as that of the Oracle Home
(10.2.0.1.0) (B). It shows information about the Oracle Home (C) and the Central

Inventory location (D), confirms the OPatch version (E), displays the log file location

(F), and finally displays basic help messages of the main OPatch commands (G).

Downloading the latest OPatch version

You can get the latest OPatch version from metalink. Oracle distributes the OPatch
tool by means of a patch; you can get it from: http://updates.oracle.com/
download/6880880.html. Select the version and the platform that corresponds to
your environment.
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Al

Q

You must have a valid CSI and username to access

the updates.oracle. comsite.

[ http:Hupdates.oracle.comidownload/5880880.html \’

Patch 6880880

Simple Search | Advanced Search | Quick Links | | Saved Searches

Description OPatch 10.2

Product Universal Installer

Select a Release |1D 2.0.00 'I

Platform or Language a I Linuo x36 j
Last Updated 02-MAR-2009

Size 25M (27068515 bytes)

Support Level o General Support

Classification [ General

Download ‘ View Readme | View Digest

Patchsets known to include or supersede Patch 6880880 jol
Mo information available from the patch repository

Download Notes
Click hete for the UNZIP utilities for most platforms,

You may also download patches using any FTP client by connecting o
updates.oracle.com. Connect with your Metalink username and password and read the
welcome banner for more instructions.

FTF feature is not extended to bttps: fimetalink3.oracle. com customers.,

Copyright & 1995-2006 Oracle. Al Rights Reserwed.
Leqal Motices and Terms of Use,

OPatch requirements

In order for you to use OPatch, some requirements must be met:

1.

Set the Oracle Home environment variable to point to a valid Oracle
Home directory. This Oracle Home must match the one used during
the installation.

Java SDK 1.4 or higher must be installed.

The environment variable that points to the shared library must be properly
set (LD_LIBRARY_ PATH or SHLIB_PATH, which depends on the OS platform).

OPatch creates a rollback script in case the patch installation has to be
undone. It also performs a backup of the Inventory, so you must make sure
you have enough free space for these operations.

Use a compatible version, 10gR2 requires OUI to be 10.2.0.1.0 or higher.
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6. When working in RAC environments, make sure the user equivalence
between hosts is correctly set.

7. Verify the Oracle Inventory is valid, you can check this by issuing the
command OPatch lsinventory -detail. This command displays the
software installed on the target Oracle Home. If this command returns no
information or it shows an error message, it means that the Inventory within
the Oracle Home is either missing or corrupt.

OPatch syntax

The opatch executable can be found at <Oracle Homes>/OPatch directory and it has
this syntax:

<Oracle Home>/OPatch/opatch option [-arguments]

You should be aware that the OPatch for 10g Release 1 was a Perl script and
it had a different syntax. For more information, refer to the Metalink note 242993.1
OPatch FAQ.

[OPatch 10g Rel 2 Syntax

opatch [ -help ] [ -t[eport] ] [ command ]

<global_arguments> := -help | -report
command := apply | Isinventory | query | rollback | version

~ N B
apply rollback
[-delay <value= ] [ force |
[invPtrLoc <Path to oralnst.loc> | [jdk <LOC> | -id <ID= [-ph <Patch Location>] [-delay <value>]
[Hre <LOC>] [Hocal | [-minimize_downtime ] [invPtrLoc <Path to oralnst.loc> | [jdk <LOC>]
[no_buy_superset] [-no_inventory | [4re <LOC> ] [-local] [-oh <ORACLE_HOME=>]
[-oh <ORACLE_HOME> ] [-retry <walue> ] [silent ] [retry <value>] [silen{] [verbose]
[werbose | [-no_relink] [-pre <parameters for the [no_relink] [-pre <parameters for the pre
pre script in escaped double quotes> [-opatch_pre_end] | script in escaped double quotes> [-opatch_pre_end] ]
[-post < parameters for the post script in escaped [post < parameters for the post script in escaped
quotes> [-opatch_post_end] ] [-no_sysmod] double quotes>[ -opatch_post_end] ] [-no_sysmod]
[propeny_file <Path to propenty filex] [propeny_file <path to property file>]
[Hocal_node <Local node name>] [Hocal_node <Local node name>]
[remote_nodes <List of remote nodes (nodel,node2)>] [remote_nodes <List of remote nodes (nodel,node2)>]
[=Patch Location {unzipped)=]
.
N
Isinventory query
[-all ] [-delay <value= ] [-detail | [-all] [4re <LOC> ] [dk <LOC:> ] [-oh <LOC> ]
[HinvPtrLoc <Path to oralnst.loc> | [jre <LOC=> | [ <patch_location |
[-oh <ORACLE_HOME> ] [retry <value> ] [-patch] [-oh] L
[propenty_file <path to property filex]
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OPatch options

OPatch 10g Release 2 has five main options. The main options are used to list the
contents of the inventory, apply the patch, and retrieve information about the patch
and the system to be patched. These options are further detailed in the next section.

Isinventory: This option lists the inventory for a particular Oracle Home. This is
used to list the installations that can be found. When launched with no options, this
command shows the top level components found for the current Oracle Home.

apply: This option applies an interim patch to an Oracle Home from the current
directory. The patch location can be specified using the parameter patch_location.

query: This option provides information about the patch and the system
being patched.

rollback: This option is used to remove a specific interim patch from the current
Oracle Home.

version: This option is used to display the version number of the OPatch utility
being used.

Oracle maintenance using OPatch

There are several situations when an interim patch is required. The most common
one is to apply patches that correct specific bugs which you have encountered.
Another situation where software maintenance is required is when Oracle releases
the quarterly Critical Patch Update bundle. The patch task can consist of applying
a single patch or several patches at once. Specific detailed instructions are always
available in the companion README file.

M Never skip the README file and never take a patch for granted;
Q you may face particular circumstances that, if neglected, may leave
your software in an unstable condition.
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In case something goes wrong or you want to uninstall the patch OPatch, always
performs a backup of the affected files so you can apply a rollback procedure to
return things to how they were when OPatch session has started.

M It is strongly suggested to have an Oracle Home, Oracle Inventory,
Q and a backup of the database handy just in case something doesn't
work as expected.

Applying a single patch using OPatch

In order for you to be able to apply a patch, a generic procedure can be defined:

M Thoroughly read the companion README file. Instructions stated
Q there supersede any procedure. This outline is merely a suggestion
that can be overridden by any specific patch instructions.

Make sure the Oracle environment variables are properly set.

2. Include the <Oracle Homes>/OPatch directory in the PATH
environment variable.

3. Each patch requires the execution of OS commands, the PATH variable
must be able to see them.

4. Unzip the file patch file to a stage area, if you don't already have a predefined
location, the <Oracle Homes/OPatch directory is suggested as a stage area.

5. Once you are ready, at the OS prompt, change the current working
directory to the patch directory <Oracle Homes/OPatch /<PatchNumbers.
Now issue the opatch apply command, or whatever options were defined in
the README file.

6. Once the OPatch task is finished, read the contents of the log files to verify if
the patch apply task ended successfully. If a problem shows up, the log files
are the starting point for a troubleshooting session.

In the next image, a simple OPatch session is started to apply a patch against a given
Oracle Home.
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ssh Packt - ssh oracle@alphasry

druxr—xr—x 4 oracle dha 48%6 Mar 11 12:81 etc

druxr—xr—x 3 urau::le dha 4096 I"Iau" 11 12:981 file

PU—PTP 1 cle 2:81 (README . txt B
[oracleBalpha 826244615

Invoking OPatch 18.2.

Oracle Interim Patch Installer version 18.2.8.4.2 0
opyright {c> 20887, Oracle Corporation. All rights reserved.

Oracle Home : +uBl-approracle/product 18.2.8/db_ 1+

entral Inventory : ~uBl-rapproracle-oralnuventory |_°

from : setcsoralnst.loc +
OPatch version s 18.2.8.4.2 4
OUI version :18.2.8.4.0

OUI location : /uBlrsappsoraclesproducts18.2.8-/db_1-0ui
Log file location : ~uBl/app-oracle-product-18.2.8-db_1-cfgtodllogs-opatchs/opatch2@f?-83—17_12-2

A—-BAPH. log |
pplySessiunthplying interim patch ‘826!446"(;0 OH ’ruBl/appsoraclesproduct-18.2.8-dbh_1"

Running prerequisite checks. .. <

OPatch detected non—cluster Oracle Home from the inventory and will patch the local system only.
acking up files and inventory (not for auto—rollback) for the Oracle Home
acking up files affected by the patch ‘8262446’ for vestore. This might take a while...
acking up files affected by the patch *8262446°' for vollback. Thiz might take a while...
Patching component oracle.rdbms, 18.2.8.4.8.

Copying file to "/ull/app/nracle/prnductllﬂ 2. l/dh_l/rdhms/admln/prutsmaa plh" o

ApplySession adding interim patch ‘826244(° to inventory

nuentory chec T Patch ID 8262446 is registered in Oracle Home inventory with proper meta—dat

.
Files check OK: Files from Patch ID 8262446 are present in Oracle Home.

p————————~ =
Patch ded . g
=l

In this session, a patch was downloaded from Metalink and it was unzipped to a
stage area (A). Listing the files included in the patch, you can see the README . txt file
at the patch root level (B). This file could be in plain text or HTML format, there are
patches that include both formats.

Once all of the prerequisites have been met and the environment has been properly
configured, the opatch apply command is issued (C). This starts the OPatch session.
OPatch displays the Oracle Home that will receive the patch (D), the OPatch version
(E), the OUI version (F), the OUI location, and the Log File location (G).

OPatch notifies the user that the specific patch-apply session has started (H). It starts
by performing some prerequisite checks (I). In case you are required to perform a
rollback session, OPatch performs a backup of the directly affected files (J). Then it
proceeds with the actual patch apply (K) and finally it verifies the update process (L).
If everything went as expected, it will notify the user that the OPatch session ended
successfully (M).
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Querying the Oracle inventory

The simplest way to verify if a given patch has been applied is by listing the
Oracle Inventory contents. This is achieved by issuing the opatch 1sinventory
[-detail] command.

[oracleBalpha ~1%|opatch lsinventory | List Oracle Inventory
Invoking OPatch 1WT2THHTZ

racle Interim Patch Installer version 18.2.8.4.2
opyright {c> 2887, Oracle Corporation. HAll rights reserved.

racle Home : suBl/appsoraclesproducts18.2.8/db_1
entral Inventory @ ~suBl/app-oraclesoralnventory

from : setcsoralnst.loc
Patch version 1 18.2.8.4.2

: /uBl/app/oracle/pruduct/lﬁ 2.8/db_1-0ui
e : suBlsappsoraclesproducts18.2.8-db_1-cfygtoollogssopatchropatch2BB8?-83-17_14-4
og

sinventory Qutput file location : ~uBl-app-oraclesproduct-18.2.8-db_1-cfgtoollogs-sopatchrslsinus
lsinventory2BB?-B83-17_14-47-B8PM.txt

Installed Top—level Products (2):

racle Databasze 18g
racle Database 18g Release 2 Patch Set 3
here are 2 products installed in this Oracle Home.

-
[~1-]
[T
=®
Bk
a®

nterim patches (16> =

atch 8262446 plied on Tue Mar 17 12:20:B8 CST 29A9 Interim patch already

Created on 11 Mar 2065, 10:01:24 hre US Pacific applied
Bugs fixed:
8262446
atch 6468384 applied on Tue Mar 17 11:88:56 CST 2889
Created on 6 Mar ZBB9 A3:20:31 hes PSTSPDT
Bugs fixed:
6468384
atch 76870858 lied on Mon Mar 16 14:4@:42 CST 2889
Created on 7 Dec ZBBS 22:38:87 hrs PSTEPDT
Bugs fixed:
76890858 =
atch 7687857 : applied on Mon Mar 16 14:48:31 CST 26869 _ﬂ

Rolling back a failed OPatch session

During the patch apply session, Oracle creates a directory under the Oracle Home
named .patch_storage. Oracle creates a structure to store the procedures and
backup files to undo a patch apply session.

A basic rollback session can be started using opatch rollback -id PatchNumber.
You may require a rollback session if a patch-apply session fails:
e if you find a conflicting patch

e if the patch doesn't meet the user expectations

e if the patch does not fix the problem
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¢v ssh Packt - ssh oracle@alphasrv
[oracleBalpha ™15 opatch rollback —id 8262446 &
Invoking OPatch 182 @ 4 2 )
Oracle Interim Patch Installer version 18.2.8.4.2
opyright {c> 2887. Oracle Corporation. All rights reserved. R
Rollback session starts
Oracle Home : /uBlrsappsoracles/product-18.2_8-db_1
entral Inventory : suBl-/app-oraclesoralnuventory
from : setcsoralnst.loc
OFatch version : 18.2.8.4.2
OUI version : 18.2.8.4.8
OUI location : sublsappsoraclesproducts18.2.8-db_1/oui
Log file location : ~uBl-app-soraclesproducts18.2.8/db_1-/cfgtoollogs/opatchsopatch2@@8?-83-17_15-2
A—24PM. log
FollbackSession rolling bhack interii'patch '8262446° from OH ‘/uBi/app/oracle/prorluct/iﬂ.Z.B/dh_]
¥
unning prerequisite checks... L The patch is rolled back
Patch detected non—cluster Oracle Home from the inventory and will patch the local system only.
acking up files affected by the patch ‘8262446 for restore. This might take a while...
atching component oracle.rdbms, 18.2.8.4.8...
opying file to “uBl- appsoraclesproducts18.2_0/db_1-/rdbms/admin/prutsmaa.plh"
ollback8ession removing interim patch ‘8262446’ from inventory 4
Patch succeeded. The patch was successfully removed ——— j
[oracle@alpha 1% =

Considerations after applying a patch

After a patch has been applied, there will be things that will change. It is a good
idea to perform a backup after the patch has been applied and keep it in a safe place
in case the Oracle Home or the Oracle Inventory get compromised due to a media
failure or accidental deletion in future.

Oracle databases can still be created using DBCA, but if the patch modified the
structure or contents of the database dictionary, then you must be aware that these
changes are not replicated against the seed databases. So if you are using DBCA

to create a new database using the current seeds, the scripts or other post apply
procedures must be manually applied against the new database. If you create a
new database using the CREATE DATABASE command, there is no need to apply the
scripts that modify the database dictionary. These are already considered when the
catproc.sqgl or catalog.sqgl scripts are run.

You should have a test plan so that after applying a patch you ensure the system
works as expected. A good set of regression tests is important to verify that the patch
has not accidently broken application functionality.
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OPatch in Oracle 11g

You should be aware that OPatch is tool sensitive to the version. You cannot use the
OPatch tool from one release to patch another release. Oracle 11g introduced several
new options. The next three images show the OPatch syntax in 11g, how it changed
from the 10g release, and which options were added in this release.

[OPatch 11g Rel1 Syntax

opatch [ -help ][ -rlepert] ] [ command ]

<global_arguments> := -help | +eport
command := apply | Isinventory | prereq | query | rollback | util | version

(apply

[-connectString <List of connect strings>]

[-delay <value> ] [ force |

[[init <parameters for the init script in escaped double
quotes> [-opatch_init_end] |

LinvPtrLoc <Path to oralnst.loc> ]

[jre <LOC> | [local | [1ocal_node <Local node name>]
[minimize_d | [-no_hug_suy 1
[-no_inventory ] [-no_relink]

[-no_sysmod] [-oh <ORACLE_HOME=> |

[-post <parameters for the post script in escaped
quotes> [-opatch_post end] ]

[-pre <parameters for the pre script

in escaped double quotes> [-opatch_pre_end] |
Lproperty._file <Path to property files]

[ptiConnect <portal connect string>]

(rollback

.id <ID> [-connectString <List of connect strings>]
[delay <value>]

[-init <parameters for the init script in escaped double
quotes> [opatch_init_end] |

LinvPtrLoc <Path to oralnst.loc> ]

[§re <LOC> | [local]

[Hocal_node <Local node name=] [-no_inventory]
[-no_relink] [-no_sysmod]

[-oh <ORACLE_HOME->] [-ph <Patch Location>]

[-post <parameters for the post script in escaped
double quotes=[ -opatch_post_end] ]

[-pre <parameters for the pre

script in escaped double quotes> [-opatch_pre_end] |
Lproperty_file <path to property file>]

[ptiConnect <portal connect string>]

[ptiPassword <portal password>]
[ptiSchema <portal schemas]

[remote_nodes <List of remote nodes (node1,node2)>]
Lretry <value ] [-runSql |

[silent ] [sylScript <path of the sql file>] [-verhose |

[ <Patch Location= |

[ptiPassword <portal password>]
[ptiSchema <portal schema>]

[remote_nodes <List of remote nodes (node1,node2)>]
Lretry <value>] [-runSql] [silent]

[sqlScript < path of the sql file>] [verbose]

p
query

[-all] [-yet_base_bug]

[-uet component] [-get_os] [-get_date]
[-has_sql] [-is_online_patch]
[-is_portal_patch] [is_rolling_patch]
[jre <LOC> ] [-oh <LOC> ]
[<patch_location> |

Isinventory
L-all | [-all_nodes] [-delay <value> ] [-detail ]
[invPtrLoc <Path to oralnst.loc> | [-jre <LOC> |
[-oh] [-oh <ORACLE_HOME: ] [-patch]
[-ptiConnect <portal connect string> |
[-ptIPassword <portal password= |
[-ptISchema <portal schemas ]
[-property file <path to property file>]
[-retry <value= |

Here you can see from the syntax summary that there were many more options
added, and in the next two images, the syntax of the new options is shown. The
util commands are depicted in the next image. The commands available are used
to apply SQL commands, clean up the backup, perform file copies, restore an Oracle
Home, or perform other remove or rollback actions.
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[OPatch 11g Rel1 Syntax - util ’

[ opatch util [ -help ] [ COMMAND ] ’

CopyListedDirs
CopylistedDirsTest
CopyListedFiles
CopylistedFilesTest
DisableOnlinePatch
EnableOnlinePatch
LoadXML

NApply

NRollback

e
COMMAND
ApplySql RemoveLlistedDirs
CleanupBackupArea RemoveListedDirsTest

RemovelistedFiles
RemoveListedFilesTest
RestoreOH
RollbackSql
RunAnyCommand
RunLocalMake
RunRemoteMake
UpdateRemoteNodes
Verify

In the next image the detailed options of the prereq command are shown. The
prereq command listed is used to check the central inventory, look for conflicting
patches, verify the Oracle home, OUI, and Oracle installer locations, among other
checking operations. These options are particularly useful to validate the actions
before applying the patch. Checking the environment, resolving patch conflicts,
and validating the target platform are shown among many checks it carries out.
This prereq options provides reduces your chances of ending with a failed
OPatch session.

[OPatch 11g Rel1 Syntax -prerreq ]

prereq <command> [-id <Comma separated list of patch 1Ds»]
[invPtrLoc <Path to oralnst.loc> ]
Ljre <LOC> |
[Hocal_node <Local node name>] [-ch <ORACLE_HOME> |
[-ph <Path to the single patch location>]
[-phBaseDir <Path to the dir containing all patches>]
[-phBaseFile <Path to the file containing the

location of the patches to be applied>]

[-property._file <Path to property files]
[-remute_nodes <List of remote nodes (nodet,node?)>]
[sid <Comma separated list of database SIDs>]
[-connectString <List of connect strings>]

-
COMMANDS

CheckActiveFilesAndExecutables
CheckActiveServices
CheckApplicable
CheckApplicableProduct
CheckCentrallnventoryForOH
CheckCi

CheckOUIL ocation
CheckOUIVersionCompatible

Cl i OnCi lat
CheckPatchApplyDependents
CheckPatchRollbackDependents

G -

¥
CheckCentrallnventoryLocation

CheckifOHLockedForPatching
CheckinstalledOneOffs
CheckOracleHome
CheckOralnstLocation

CheckRACNodel ist
CheckConflictAgainstOH CheckRemoteCommandinvocable
CheckConflictAgait i Cl
CheckConflictAmongPatches CheckRequiredLibs
CheckConfli g i CheckRollbackabl
CheckForCRSHomelfRAC CheckRollbackSid

CheckStandAloneHome
CheckSystemCommandAvailable
CheckSystemSpace
CheckUserAdminPrivilege
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Oracle Configuration Manager

Registration

Starting with the Oracle 10.2.0.4.0 release, Oracle added the Oracle Configuration
Manager Registration form as a part of the patchset setup. This tool allows you to
associate your configuration information with your Metalink account. This tool lets
you link your service requests with the pre-collected configuration data gathered
from the current Oracle Home.

If you are planning to use this tool, you must have available the Oracle Support
account information, which comprises of the Customer Support Id (CSI), your
Metalink Account Username and password, and the country where this CSI is valid.
When checking the box in the registration form, a window with the "Terms of Use"

is displayed. Make sure you read and understand it. Once you are ready, accept the
"Terms of Use" and fill in the required form information.

M You should be aware that this functionality is available as long
Q as your CSI remains valid. You should contact your Oracle
representative if your CSI doesn't allow you to use this functionality.

If you require a Proxy server to access internet, fill in the required connection
information, which can be accessed by means of the Connection Settings button.

If you don't complete the registration form at this time, you can do it later, but in the

mean time if you need to apply an interim patch, a warning will be displayed letting

you know that you have already installed the Oracle Configuration Manager tool but
you have not configured it yet.

iversal Installer: Oracle Configuration Manager, Re

Oracle Configuration Manager Registration

¥ Enable Oracle Configuration Manager

Oracle Configuration Manager allows you 10 associate your configuration information with your
Metalink account. When vou log wour semice regquest with Oracle, sou can link your request with
the pre-collected configuration data in this ORACLE_HOME.

Custormer ldenification Number (CSl: [

Metalink Account Usernarne: [

Country Code ‘ A

Provide your CS1 Numbet, Metalink Account and Country Code associated with your service agreement. To werify your
information, press "Test Registration” button

If a connection fram your netwark to the public internet requires you to connect through a Proxy, use “Connection
Settings”.

Connhection Senings

If you choose not 1o enable Qracle Configuration Manager now, you may refer to the Oracle Configuration Manager
Installation and Administration Guide to complete the configuration later.

Help ) Installed Products... | Back | Mext ) [stall Cancel
ORACLE
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Critical Patch Updates

Oracle releases a patch bundle on a quarterly basis known as a Critical Patch
Updates (CPU). It is strongly advised to install this patch as this provides

security fixes on a regular basis. The CPUs are released every January, April, July,
and October. For further information about CPU releases, you can refer to the
information provided on the Critical Patch Updates and Security Alerts page
located at http://www.oracle.com/technology/deploy/security/alerts.htm.

The procedure to install the CPU is detailed in the companion README . txt or
README . html file which describes the steps required to install the CPU in detail.
You must read this file prior to starting the apply session. The key tool to perform
the CPU install is OPatch and the specific options required to perform this task may
vary from CPU to CPU, so you must read the instructions included in the CPU.

CPUs are cumulative, so you don't have to apply all the CPUs for a given release. If
you apply the latest CPU available, you will automatically be applying all available
CPU patches released so far for the given RDBMS version. At the above URL you
will find CPU availability. When a CPU is made public, it doesn't mean it will be
available to all platforms and it won't be available to all patchset levels, you must
first verify if your platform qualifies for the released CPU. The patch number related
to the CPU is not the same for all the platforms or for all the patchset levels. You
must first find out which specific patch number corresponds to your platform and
patchset level.

Find out the installed patches

As OPatch uses the same Oracle inventory used by OUI, you can use it to get

information about the patches applied in the first instance. The information is
displayed in the form of interim patches. The following command line lists all
the applied patches so far:

opatch lsinventory -all
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However, this does not differentiate between the regular interim patches and
those applied by means of the CPU.

at
Invoking OPatch 18.2.8.4.2

racle Interingatch Installer version 18.2.8.4.2

Copyright <c Oracle Corporation. All rights reserved.
racle Home : sull apprsoraclesproduct-18.2 _Br/db_1
Central Inventory : suBl-appsoraclesoralnventory
from : setcrsoralnst.loc
Patch version = 18.2.8.
Ul version : 1@8.2.8.4.8
W1l location = suBl appsoracle/product/18.2_B/db_1 oui
kug?i'iqli location : ~suBl-appsoracle product-18.2.8-db_1-cfgtoollogs-sopatch/opatch2009-83-16_23- 2
i .log

Lsinventory Qutput File location : ~uBl- app-oracle/products18.2.8-db_1-cfgtoollogs- opatchs/lsinvs
lsinventory2@B?—A3-16_23-24-57PM.txt

List of Oracle Homes:

Name Location
OraDhlBg_homel +uBl/app/oracle/product/10.2 .6/db_1
OraDbiigR1_homel suldl apprsoraclesproduct-11.1 _8,db_1
Orabblig_homel #uBl - app-soraclesproduct-11.2.8-dbh_1

Installed Top—level Products {2):

racle Database 18Bg
racle Database 1Bg Release 2 Patch Set 3
There are 2 products installed in this Oracle Home.

-
=15
(1
®®
Bk
-1

\~
Interim patches (14> :

Patch 7687058 plied on Mon Mar 16 14:48:42 CST 2089 i e i i
Greated on.? Dec 200b. 22:38:@9 hes PS1SPDI ¢ List of applied interim
Bugs fixed: patches.

7609058

[Patch 7687057 plied on Mon Mar 16 14:48:31 CST 2009
Created on 7 Dec ZBEE 22:4@8:46 hrs PSTBPDT
Bugs fixe

7689857
Patch 7592346 :_applied on Mon Mar 16 14:48:25 CST 20689 LI

When the CPU patches are applied they modify the contents of a set of registry
tracking tables. The table SYS.REGISTRY$HISTORY records the total number of CPUs
applied so far to a given target. Querying this table is useful not only for the DBA

to determine the CPU level applied against the database, but also for audit tasks to
assess if a given database meets the company's patch level compliance requirements.

This query can be used to get the CPU information (the use of column formatters
is suggested):

SELECT ACTION_TIME,
ACTION ,
VERSION ,
COMMENTS ,
BUNDLE_SERIES,

FROM REGISTRYSHISTORY;
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o+ ssh Packt - ssh oracle@alphasrv

saL> B El

1 SELECT ACTION_TIME, ACTION, UERSION, COMMENTS, BUNDLE_SERIES
2= FROM REGISTRYSHISTORY

ACTION_TIME ACTIO VERSION COMMENTS BUND

n6-MAR-B? B82.44.26.685265 P  APPLY 16.2.6.4 CPUJan2@809
16-MAR-B? B2.49.41.567452 PM CPU view recompilation

SQL>
[ REGISTRY$HISTORY Provides information about the CPU’s applied so far ]

Critical Patch Advisory

If your environment has Enterprise Manager Grid Control you can use the Critical
Patch Advisory, which is a valuable tool to diagnose the whole environment and
diagnose among the targets which ones require a CPU to be applied. Grid Control
can connect to Metalink and download the required patches. It also supports an
offline operation mode for those targets that don't have a direct Internet connection
available. Note that this requires both the Metalink account and the Configuration
Management Pack option. The Critical Patch Advisory is also available in Oracle 11g.

Critical Patch Advisories for Oracle Homes
The critical patch advisories indicate that one or more Oracle Homes has security andfor refiability vulnerabilities. The affected homes sho
Oracle Homes. Remedies list the fixes for the advisories

Page Refreshed Oct 2, 2

| Pateh Advisories [ Affacted Homes  Remadies

Patch Advisories

(Show Remedies )

Select Advisory T Impact [Abstract | Affected Hosts

® Critical Patch Updats July 2006 Securty  Oracle Critical Security Update 13

Patchsets to Apply
Patchset Product Release Platform Advisory
No patchsets found

Interim Patches to Apply

Patcht_|Product Interim Patch Appli on__|Platform |Advisory

5251148  Qracle Database 10.1.0.5 Microsoft Windows (32-bit) Critical Patch)
5250980 | Oracle Database 8207 Microsoft Windows (32-bit) Critical Pateh
£249974 | Oracle Application Server Products 10.1.300 Microsoft YWindows (32-bit) Critical Patch|
6248874 | Qracle Application Server Praducts 10.1.300 Linux 186 Critical Patch)
5249970 |Qracle Application Server Products 10.1.20.2 Linux x86 Critical Patch|
5233794 Oracle Database 9206 Microsoft Windows (32-bit) Critical Pateh
5239738 Oracle Database 10,104 Microsoft Windows (32-bit) Critical Patch|

Hot patching (11g only)

Normally when a patch is applied the Oracle services must be shutdown. This means
a downtime and a maintenance window must be open while the operation takes
place. The DBA must ensure that the process will be successful on the first attempt
otherwise there it must be a fall back procedure in place.

Among the high availability features provided by 11g, Oracle introduced the Hot
patching concept. Hot patching allows the DBA to install, enable, and disable a patch
online without disruption to Oracle services. Hot patches don't require instance
shutdown, and they are installed with the traditional OPatch tool. This tool can
detect conflicts between hot patches.
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Not all patches in 11g can be installed in Hot patch mode. First you must find out if
the patch supports the hot patch apply feature. You can use the following command
to determine if this mode is allowed:

opatch query -is online patch <PatchLocation>
or

opatch query <PatchLocation> -all

The patches reported as Hot Patch enabled are shipped as dynamic or shared
libraries which are mapped into memory by each Oracle process. When installing a
patch in hot patch mode the oracle binary is actually not changed; even though the
patch persists across instance restart operations.

Not all OS platforms currently support hot patching, you must refer to Oracle
support to find out if your platform supports this mode.

Troubleshooting OPatch

There may be several circumstances that cause OPatch to fail in the patch apply task.
The DBA must always read the instructions and make sure they are fully understood
and the prerequisites are fully met. This reduces the number of possible failures
during the patch apply process.

Let's assume a scenario; the DBA tries to apply a patch but it is only partially
applied, OPatch works in an idempotent way, that is, the steps required by OPatch
to apply a patch are executed only once. It doesn't matter how many times the user
manually restarts the patch apply task. So if the user wants to rollback a partially
applied patch the only way to start the rollback procedure is by first finishing the
started patch apply task.

PATH environment variable

The PATH environment variable is critical. You must always make sure it is properly
set and the OS commands required by OPatch are visible; otherwise, the patch
process will fail.

OPatch log files

The OPatch log files are located under the ORACLE_HOME/patch_storage/

patchNumber directory. The log file is named <PatchNumber>_Apply <dates.log.
This file contains all the steps sequence applied by OPatch. If a patch fails, the DBA
should refer to this file to start diagnosing what could have gone wrong during the

apply phase.
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Using Enterprise Manager for software
maintenance

Enterprise Manager can be used to perform software maintenance tasks. EM can be
configured to access Metalink, query the patches required by the database, download
them, and store them in a reserved area known as the Patch Cache; the DBA can

take them from this region and schedule them to be applied at a later time. You

must remember that there are licensing concerns; you require the Configuration
Management Pack.

Enterprise Manager Metalink configuration

There are a couple of requirements the DBA must meet to have Enterprise Manager
connected to Metalink and perform the Patch download process.

Configure the Metalink Credentials: This can be done by clicking on the setup link.

There will be a link named Patching Setup.
Here we will find the form where the Metalink credentials are stored.

In this form, there is a section to configure the Patch Cache.

Ll

Make sure to reserve enough space to store the patches to be downloaded.

The URL, http://updates.oracle.comis valid at this time, Oracle may change it
any time in the future, and you should contact Oracle Support Services to configure
the updates URL properly.

ORACLE Enterprise Manager 10g es Help Logout

Datahase

F .
Administrators Patchlng SEtup

(Reset) ( Iy )
Notification Methods es8 Apply
Oracte MetaLnk

The following parameters enable access to Oracle MetalLink to search and download patches.

( MetaLink Usemame | [esssssssss
Management Pack

Access (MelaLmk Passwnrd] |-¢¢..¢¢o..

- 7 Patch Search URL Ihnp:ffupdates.uracle.cum

P . ired Patch Cache
aramstems required to Downloaded patches are stored in the Enterprise Manager repository. The oldest patches are
setup the Metalink access
automatically removed from the repository as necessary to keep the cache below the specified
maximum cache size.

Patch Cache Maximum Size (MB) |300 e

Blackouts

Reset ) (Apply )

Database | Setup | Preferences | Help | Logout
Copyright & 1956, 2007, Oracle. All rights reserved
About Oracle Enterprise Manager 10q Database Control
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When the credentials are introduced, Enterprise Manager performs a test
connection to Metalink. If this operation is successful then the user credentials can
be considered valid.

In the case of Oracle 11g, the procedure to set up Metalink access information is the
same, although the page has a different style from the one used in 10.2.0 version.

ORACLE Enterprise Manager 11g Setup Prefersnces Help Logout
Database
Enterprise Manager Configuration | Managem
Qverview of Sebup i
Owerview of Setuy patching Setup
Administr ators Clear | | Apply )
Notification Methods
MetaLink & Patching Settings Progy & Conneckion Settings Offling Patching Settings
Patching Setup
Blackouts Oracle MetaLink

The following paramsters enable access ko Oracle Metalink to search and download patches,
Management Pack _—
Arcess Metalink Username  [hrivera39@yahoo,com

Moritoring Templates Metalink Password  |esssss

Catrective Action Patch Search URL  |htkp: ffupdates,oracle, comn

Library
Patch Cache
Data Exchange . - " N
Downloaded patches are stored in the Enterprise Manager repository, The oldest patches are automatically removed from the
e repository as necessary to keep the cache below the specified maximum cache size,

Patch Cache Maximum Size (MB)  |700
Patch Validation for Critical Patch Advisories for Oracle Homes

If this Feature is turned on, then only the patches validated by the Super User will be recommended to DBAs and
Administratars on the Critical Patch Advisories page. However this will not prevent: them from staging | applying the patch.

Validate Patches Mo =

MetaLink & Patching Settings Proey & Connection Settings Offline Patching Settings

(Clear ) | Apply )

Database | setup | Preferences | Help | Logout

Copyright @ 1996, 2007, Oradle, Al rights rezerved.
Cwacle, I Edwards, PeopleSoRt, and Retek are registered trademarks of Cracle Corporation andfor its affiliates, Cther narnes may be trademarks of their respective owners,
About Oracle Enterpriss Manager

Refresh from Metalink Job

Configure a Job to perform a periodic refresh from Metalink. If you don't configure
this Job then you will receive an error while trying to access the Patch Cache that will
warn you about running a RefreshFromMetalink Job. Configure the Job that will be
periodically accessing Metalink to refresh the Patch Cache. If you take a look at the
bottom of the database page, you will see a Jobs link; by clicking on this link, you
can access the section where you can schedule this Job.
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ORACLE Enterprise Manager 10g
Database Control

Database Instance: alpha

Selup Preferences Help Logout

Logged in As SYS

Home { P

General

Status Up
Instance Hame alpha

Version 10.2.0.4.0
Host alpha us oracle com

View All Properties

Diagnostic Summary
ADDM Findings 0

Up Since Mar 17, 2009 1:55:52 AM CST

Listener LSNR1522_alpha us oracle com

Page Refieshed Mar 17, 2009 2:44:38 AWM (Reresn) View Data] Automatically (60 sec) =]

Host CPU

(Shutciown )
100%

75

50 Gther
M alpha

25

0

Space Summary
Database Size

0.896
AllPolicy e (GB)
Violations - Problem 0
Alert Lag No ORA- errors Tablespaces

Seament Advisor

Active saL
Sessions R_95F'°|‘\59
Time
2.0 Bassline is
s & empty.
.‘GM (Reset Bassline
1.0 User
]
0.5 WCPY
0.0

Maximum CPU 2

High Availability
Instance Recovery Time (sec) 10
Last Backup  n/a
Usable Flash Recovery Area (%) 100
Flashback Logging  Disabled

Related Links

obs

SQL History

JoBS

Alert History

Blackouts

Manage Metrics
Monitoring Configuration
User-Defined Metrics

Alert Log Content

1SQL*Plus

Metric Baselines

Monitor in Memory Access Made

This link leads to the Enterprise Manager Job definition page, these jobs are
different from the regular jobs managed by the bBMS_SCHEDULER. This is an

Enterprise Manager Job that is stored in the repository tables. These jobs work

the same way and with the same mechanism as the jobs manage with the

DBMS_ SCHEDULER package, but the EM programs cannot be redefined, although
they can be rescheduled. In the Job Activity form page, you can create a new job of
RefreshFromMetalink type. The next form will ask you to provide further details;
the job Name, the schedule, and the access to the job.

ORACLE Enterprise Manager 10¢

Job Activity

Search
Name
Owner | All =
Status | All v
Scheduled Start

thea

()

Results

View |Runs e

Select Name Status (Executions)
No Jobs

Related Links

Job Library

Copyright @ 1996, 2007, Oracle. Al rights reserved.
| About Orsdle Enterorise Manager 100 Datsbsse Contral

Job Type | Al

Setup Preferences Help Logout
>

Datahase Control Database

Page Refreshed Mar 17, 2009 7:05:41 AM

Target Type Database Instance ¥

Target Name |"alpha”

Can only be c
listed, but thei

Refresh from

I Show jobs to which | have not be

gramed view access
if exactly o lected. The jobs will be

s cannot be

Metalink Job

Scheduled Targets

Create Job  |RefreshFromMetalink [~ ]( Gao )

Target Type Owner  Job Type

Database | Setup | Preferences | Help | Logout
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Once the job has been launched you can monitor its progress and verify the

output log. You should make sure the job has ran smoothly, otherwise a
troubleshooting session should be started. If the credentials, and if applicable, the
updates URL and the proxy parameters are properly set, then some other issues that
show up may have to do with connectivity to the site, updates site maintenance, or
time out issues.

ORACLE Enterprise Manager 10¢g Setup Preferences Help Logout
Database
Job Library

Page Refreshed Mar 17, 2009 7:11:43 AM

Confirmation

The job was submitted successfully from library

(REFRESHFATCHCACHEFROMMETALINK Mar 17. 2009 7:11:33 AM ]

Search

MName Job Type |All A

Owner | All 'I . . .

The Job is saved in the Job library
(&) and then it is submitted
Results
Create Library Job | CloneHome ~|( Go)
@ Create Like )| Edit )| Dalete )
Select Name Job Type IOwner |Targe(5 |Targe( Type |
& |REFRESHPATCHCACHEFROMMETAL INK RefreshFromMetalink SYS n/a

Related Links
Job Activity

Once the process is finished, check the log for successful completion. If the process
was not successful; then diagnose the cause of the error and, if required, raise a
Service Request at Metalink.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database

Job Run: REFRESHFROMMETALINK at Mar 17. 2009 8:15:00 AM GMT-06:00 = Execution > Step: RefreshFromMetalink
Step: RefreshFromMetalink

Page Refreshed Mar 17, 2009 8:58:27 AM
Status Succeeded Started Mar 17, 2009 8:55:28 AM GIMT-06:00
Ended Mar 17, 2009 8:58:04 AM GMT-06:00

Elapsed Time 2 minutes, 36 seconds

Output Log

Checking Oracle Metalink authorization.

Metalink USEIname: s#swswwwsw
Metalink Password: =======w==
Patch Search URL: http://updates.oracle.com

Updating OEM repository with latest release table data from Oracle MetaLink.

OR

Database | Setup | Preferences | Help | Logout
Copyright @ 1998, 2007, Oracle. All rights reserved.
About Orscle Enterprise Manager 10g Database Control
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Currently, the name of the product and the platform names have
increased in size, so you may face an issue with the column length of the
5 SYSMAN.MGMT_ ARU PLATFORMS and SYSMAN.MGMT_ ARU_ PRODUCTS
Q tables. If this is the case it is strongly suggested to raise a service
request at Oracle Support Services. This is documented in the
Metalink Note 459027.1.

Downloading and staging patches

Once the setup procedure is finished and you are able to synchronize with Metalink,
you can query all the patches that apply to your platform. Selecting the maintenance
tab from the main page, you can click on the Apply Patch link in the Database
Software Patching section. This will show you the available patches for the target
platform ordered by the patch release date in descending order.

You can see a process train at the top of the screen. This will lead you through
the process of downloading and applying or staging the patch for later application.
The following instructions will show you how to do it:

1. Select Patch: On the first page you have a Search Criteria form that allows
you to look up patches on Metalink. You can enter the search criteria. By
default it is related to the specific platform you are currently using. Once the
query is executed a Search Results table is filled with the patch information
that was found, there you can select a single patch to be either staged or
applied at a later step.

2. Select Destination: This screen originally was designed for the Grid Control
environment, so the target selection is based on multiple platforms where the
patch can be applied which are filtered depending on the specific release and
platform. The destination is filtered based on the patch destination type.

3. Set Credentials: The patch stage or apply operations require you to have
access to the OS as a valid user. In this case Oracle, the owner of the
installation, is the user selected to perform the tasks at the OS level. You must
provide both, the user name and the password.

4. Stage or Apply: Once the patch has been downloaded to the target
destination, you can optionally proceed to apply it or just stage it. On this
page you select if you want to run the script to apply the patch or just leave it
at the Patch Cache area. If you wish to apply the patch after it is downloaded
you must make sure your system is at a maintenance window that allows
you to perform the task and you must make sure the patch application
process won't affect system availability afterwards.
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5.

Schedule: The process can be scheduled to run immediately after

the user interrogation is finished or you can schedule it to be executed at a
later time. This is the same scheduler form seen in the Job Manager. Here
you define a meaningful Job name and a Job description that allows you to
positively identify the task at a later time. This kind of task doesn't allow
future repetitions. It is assumed the patching task will be run just once,

so the only parameters you can specify have to do with the time your task
will be scheduled.

Summary: This final stage is the point of no return where you validate the
operation. If you feel comfortable with the parameters set then just proceed
with the task execution. The job execution time depends mainly on the patch
size to be downloaded and the Internet speed.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database

M) M) M) )

N e N S
Select Patch  Select Destination  SetCredentials  Stage or Apply  Schedule Summary

Patch: Select Patch

(Cancel ) Step 1of 6 Next)
To look up patches at OracleMetalink, enter search criteria and click Search. This may take a few moments depending on the
number of matches found. From Search Results, select the patch to be applied and click Next.

Search by Criteria

Product Family |Ora:le Database j 'w)

Search Results tee
View Details )| View ReadMa )
1-10 of 418 x| Next 10 &
Created Patch
Select On Number Type Product Platform Release Description Status

@ Mar12, 3315012 PatchRDBMS  Linux x86 10.2.0.4 MERGE LABEL REQUEST ON TOP OF available
2009 Server 10.2.0.4 FOR BUGS 7287289 7575925

¢ Mar12, 7480651 PatchRDBMS  Linux x86 10.2.0.4 MERGE LABEL REQUEST ON TOP OF available
2009 Server 10.2.0.4 FOR BUGS 7207654 7377526

© Mar12, 4561087 PatchOmacle  Linux x86 |10.2.0.4 CHANGE TABLES WITH > 128 COLUMNS CAN ayailable
2009 Database GET ERROR ORA-1438

€ Mar11, |6445864 PatchOracle  Linuxx86 [10.2.0.4 ORA-02049: TMEOUT: DISTRIBUTED available
2009 Database TRANSACTION WAITING FOR LOCK USING

AQ

© Mar 11, 8962448 Patch Oracle Generic  10.2.04 DROP MVIEW FAILS WITH ORA-00600[17089] available
2009 Database Platform

« Mar10, 8316270 PatchRDBMS  Linux x86 10204 MERGE LABEL REQUEST ON TOP OF available
2009 Server 10.2.0 4 FOR BUGS 6687381 7691766

© Mar10, |g795880 PatchRDBMS  Linux x86 10204 BATCHJOBS HANG WAITING ON'KKSFBC  available
2009 Server CHILD COMPLETION

© Mar10, 7575925 PatchOracle  Linux x86 |10.2.04 DEFINITION OF KTSP_STATE_CHANGE available
2009 Database MACRO CAN POTENTIALLY CAUSE

UNDESIRED RESUTLS
0 Mar 10, (7280764 Patch Oracle Linux x86 10.2.0.4 ORA-07445 [KQLSUBHEAPPIN{)}+84] WHEN  ayailable

2009 Database DROPPING MVIEW IN BUSY ENVIRONMENT
€ Mar10, 16824129 Patch Oracle Linux x86 |10.2.0.4 ORA-7445 [KQLVLD()+17135] WHILE available
2009 Database STREAMS DATAPUMP OPERATION
110 0f418 =] Next 10 &
| Wiew Details ) Wiew Reacdhe )

Enterprise Manager stages patches at <Oracle Home>/EMStagedPatches. Here you
can find all downloaded ZIP files as well as the unzipped patch under a directory
named the same as the patch number. If you want you can manually apply patches
directly using OPatch from this stage area and use Enterprise Manager as a query
and download tool.
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The Patch Cache

Patches downloaded from Metalink are stored in the Patch Cache. This allows you to
stage multiple patches. If a patch is not already in the stage area Enterprise Manager
can automatically download it. You can manage the Patch Cache area by manually
uploading patches to it.

The Patch Cache manager allows you to manually upload patches, apply patches
currently stored in the Patch Cache and remove patches.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Database

—

Patch Cache

This table contains patches that have been downloaded from Oracle MetaLink to your Enterprise Manager repository. The patch
cache allows a patch to be staged to multiple destinations. but only downloaded once. When a patch job runs, the patch is
automatically downloaded if it is not already in the patch cache. Optionally. you can manually download a patch and upload it to
the patch cache so that access to Oracle MetaLink is not required when a patch job runs.

Upload Patch File )
View Details ) Wiewy ReaciMe ) Patch ) Remove )
Select Created On|Patch Number|Type |Platform __ |Release|Target Type _ |Deseription |status |
@ [Mar11,  |gogpass Patch Generic 10204 Database DROP MVIEW FAILS WITH ORA-  ayailable:
2009 T Platform Instance 00600[17089]
€ |Mar6, 2009 6460304 Patch Generic 10204 Database EXPDP TAKES MORE TIME available
Platform Instance

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2007, Oracle. Al rights reserved

About Oracle Enterprise Wanager 10q Database Control

In this window you can select the patch and schedule when this will be applied
by clicking the Patch button. This will proceed with an interrogation procedure
to gather how and when this patch will be applied. At the end of the patching
procedure you must read the patch-apply log files to make sure the patch was
properly applied and all steps were successfully executed.

ORACLE Enterprise Manager 10g Selup Preferences Help Logou
Darabase

Job Run: PATCH JOB 3/17/09 11:06 AM at Mar 17, 2009 11:07-47 AM GMT-06:00 > Execution: alpha us oracle com

Execution: alpha.us.oracle.com
Page Refreshed Mar 17, 2009 11:10:57 AM ( Delete Run ) ( Edit

Summary
Status _Succeeded Type PatchDatabaseTargets
Scheduled War 17, 2009 11:07:47 AM GMT-06:00 Owner  SYS
Started Mar 17, 2009 11:07:51 AWM GMT-06:00 Description  Apply 6460304 to alpha

Start Delayed 4 seconds
Ended Mar 17, 2009 11:10:02 AM GMT-06:00 .
Elapsed Time 2 minutes, 11 seconds Patch apply successful completion

Apply Patch Results
Staged Patch Location Host Databases Listeners
/u01/app. p 10.2.0/db_1/EMStag 304 alpha.us oracle.com alpha LSNR1522_alpha.us.oracle.
Logs
Search (Go) Advanced Search
% ) Elapsed Time
Name Targets Status  [Started Ended (seconds)
cachePatchFile 17,2009 11:08:01 AM | Mar 17. 2009 11:08:02 AM 1
GIVIT-06:00 GT-06:00
checkTarget  alpha.us.oracle. 17,2009 11:08-11 AM | Mar 17, 2009 11:08:12 AM 1
GIVIT-06:00 GIT-06:00
stagePatch  alpha.us.oracle 17,2009 11:08:16 AM | Mar 17, 2009 11:08:18 AM 2
GIVIT-06:00 GT-06:00
expandPatch  alpha.us.oracle 17,2009 11:08:22 AM  Mar 17, 2009 11:08:23 AM |1
GIVT-06:00 GMT-06:00
applyPatchUNIX alpha.us. oracle 17,2009 11:08:32 AM  Mar 17, 2009 11:08:58 AM 26
GIVT-06:00 GMT-06:00
alpha.us.oracle 17,2009 11:09:06 AM  Mar 17, 2009 11:10:02 AM 56
JGMT-06:00 GMT-06:00

[391]



OPatch

The tool used by the Patch Cache to proceed with the patch apply task is OPatch.
Applying patches by means of Enterprise Manager frees the user from manually
interacting with OPatch, providing the user with a friendlier, intuitive and more
productive interface. However, as you have seen in other scenarios, such an action
reduces the tool's manageability, restricting the options the user has to further
customize the process.

Managing Patches in EM 11g

Enterprise Manager in 11g is slightly different from the 10g interface; it is oriented to
provide the DBA with proactive advice on patch management and reduce the need
for user intervention during the patching process. The Oracle Configuration Manger
is the same as the one in 10g and it also requires the user to provide the connection
information to the Metalink account as well as a valid CSI. This allows Enterprise
Manager to connect to Metalink and download information about the available
patches and products. At the setup link you must configure your user name and
password to access your Metalink account. If the connection is successful then you
will start to see information about the Critical Patch Advisor displayed on the main
page, letting you know that there is a CPU available for your system.

P=Related Alerts

Policy Violations
AlL1Crikical Rules ViolatedaCritical Security Patches L (i)Cdmpliance Scare (%)

Job Activity
Jobs scheduled ta start no more than 7 days ago

Scheduled Executions  ORunning Executions  OSuspended Executions  «° OProblem Executions 0

Home Performance Avvailability Server Schema Data Moverment Software and Support

Oracle created a new tab named Software and Support, and among the many
sections created there is one particular section named Database Software Patching
which is the section where all patch management is performed.
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ORACLE Enterprise Manager 11g
Database Control

Setup  Prefersnces  Help Logout

Database Instance: beta.oracle.com

Logged in As 5¥5

Home Performance

Server achema

Data Movement l Software and Support I

Software

Configuration
Collection Status

Clone Cracle Home
Huost Configuration
Oracle Home Invenkory

Real Application Testing

Database Replay.

S0L Petformance Analyeer

Support
Support Waorkbench

Related Links
ACcess

Alert Log Contents
Blackouts

Metric and Policy Settings

Monibor in Memory Access Mode

S0L Worksheet

Database Software Patching
Patch Advisor

Wiew Patch Cache

Patch Prerequisites

Stange Pabch

Apply Patch

Advisor Central

Al Metrics

EM S0L Hiskory

Metric Collection Errors
Policy Groups

Target Properties

Database | Setup | Preferences | Help | Logout

Deployment Procedure Manager
Getting Started with Deployment Procedurs Manager
Deplovment Procedures

Procedure Completion Status
Deplovment and Provisioning Software Librar

alert History

Baseling Metric Thresholds
Jobs

Maoniboring Configuration
Scheduler Central
User-Defined Metrics

The goal of the Database Software Patching section is to manage Oracle software
maintenance more efficiently by providing information about the latest patch
releases found in Metalink. You can patch recommendations for your current
installation, stage and apply patches, and display information about the patches and
patchsets automatically downloaded from Metalink by Enterprise Manager along
with those manually added by the users.

Database Software Patching comprises five sections:

1.

ISA- RS

Patch Advisor
View Patch Cache

Patch Prerequisites

Stage Patch
Apply Patch
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Patch Advisor

Patch advisor collects information from Metalink about the most suitable patches

for your system. It has two sections, one named Critical Security Patches, and a
second one named Patch Recommendations by Feature. The first section displays
information about the Oracle Critical Security Updates recommended for your
current installation. Meanwhile the second section refers to the recommended
patches according to the feature usage, this is also known as Feature Based Patching.

ORACLE Enterprise Manager 1M1g Setup Preferences Help Logout
Database

Logged in As 55
Patch Advisor

(Eriti(al Security Patches ]
[ Show Remedies |

Select |Advisory |Impact Abstract Affected Hosts Affected Homes
©  |Critical Pateh Undate January 2009 Security  Oracle Critical Security Update 1 1

(Patch Recommendations by Feature ]
iew IBased on Usage _'I Go )
Select Patch Number Created On Description Impacted Feature README

No ikems Found
(@ TIP It is recommended to check patch prerequisites beFare applying patches.

Related Links

Patch Prerequisices
Datahase Feature Lsage
Interim Patches Applied
Stage Patch

Patching Setup

Database | Setup | Preferences | Help | Logout

Capytight © 1995, 2007, Gracle, All rights reserved.
Oracle, D Edwards, PeopleSoft, and Retek are registered tradernarks of Oracle Corporation andfor its affiliates. Other narnes may be tradermarks of their respective owners,
About Oracle Enterprise Manager

Critical Security Patches

When clicking on the recommended Critical Patch Update you can get the
information related to this particular quarterly CPU release, which is a general
purpose document that explains the CPU and displays the platform this particular
release affects. By clicking on the Show Remedies button you can focus on the
specific patch that relates to your platform. You can download, stage, and apply the
suggested patch.

Patch Remedies is a combination of patches that may consist of Patch Sets and

the interim patches most suitable for your platform chosen to resolve the selected
Critical Patch Advisory. The Remedy Details gives you information about the patch
or patches you are looking at. You can proceed to apply or stage the patch directly
from this section.
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ORACLE Enterprise Manager 11g Setup Prefersnces Help Logout
Database

The critical patch advisories indicate that ane or more Oracle Homes has security andfor reliability vulnersbilities, The affected homes shows the advisories that
affect Oracle Homes, Remedies list the fixes for the advisories,

Page Refreshed Mar 18, 2009 1:22:00 AM | Refresh Data )
Patch Advisories Affected Homes di

B Homes By Advisories

Patch R dies for Critical Patch Advisories for Oracle Homes

A Patch Remedy is a combination of patches, This combination consists of at most one
Patchset and one ar more interim Patches. Choase the Remedy most appropriate for
your affected Oracle Homes and apply it to resolve the selected Critical Patch

(Show Affected Homes | Advisory, Oracle recommends that you select the Remedy with the latest Patchset
o ATected Tomes ) release,

R
—

Glert |Cr|t|ca| Patch Update January 2009 4

Searching for Patch Remedies:
SqueSted CPU ® Seleck the Critical Patch Advisary.
® Press the "Show Affected Homes" button to list all the Oracle Homes affected

by this Advisory
® Select the affected Oracle Homes where you would like ba Fix this Advisory
and click. "Show Remedies",

Remedies
i —
g Show Affected Homes (1) Interim Patches — Platform

Show Remedy Details |
Shiow All Details | Hide All Details =, I
ils Patch Set |Additiunal Interim Patches @ |P|atfurm » |Humes Fixed

Mo Patch Set 7592335 Linusx x86 141
\ —

‘Affected Homes
Name Host Affected Homes Directory Yersion

Judljappforacle/product/11.1.0

Jdb_1(0raDb11gR1_homel) 11.1.0.6.0

Orabbl1gR1_homel alpha.us.oracle.com

If you choose to stage the patch this will be visible from the Patch Cache section and
you can schedule it to be applied later.

Feature based patching

Oracle classifies patches according to the feature they affect. This classification allows
you to easily select the most suitable patches according to the features

used in your target database. You can subscribe to a feature so you can direct
Enterprise Manager to look for patches specifically for the feature you are using.

This can be accessed from the Patch Recommendation by Feature section in the
Patch Advisor page.
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View Patch Cache

This section contains the patches that have been downloaded from Metalink or
manually added by the users. The Patch Cache works the same way in 10g and
11g, and it is a convenient way to manage patch application in your system.

ORACLE Enterprise Manager 11g Setup  Preferences Help Logout
Database

Patch Cache

This kable contains patches that hawve been downloaded from Oracle Metalink to your Enterprise Manager repositary, The patch cache allows a patch to be
staged to multiple destinations, but only downloaded once. When a patch job runs, the patch is automatically downloaded if it i not alveady in the patch cache.
Optionally, you can manually download a patch and upload it ko the patch cache so that access ko Oracle Metalink is not required when a patch job runs,

Upload Patch File
Wiew Detalls ) Wiew ReadMe | ( Fatch ) ([ Remove )
Select \Patch Number \Ereated Oon \Type \Releasehnterim Patch Applicable On \Platform \Target Type [Description \Downluaded |Size(KB)\

® |a198642 Mar 17, 2009 Patch 11.1.0.6.0 Linux %86 Database PATCH FOR A 7
Instance TESTING ORLY
FOR CRACLE
DATABASE
11.1.0.6.0
O |zzazas Jan 13, 2009 Patch 11.1.06.0 Linux %36 Database CPUJANZOOS v 1060
Instance DATABASE
11.1.0.6

Database | Setup | Preferences | Help | Logout

Copyright @ 1396, 2007, Cracle, Al rights reserved,
Oracle, JD Edwands, PaopleSoft, and Retek sre registered trademarks of Oracle Corporation andr ite sffilistes. Other names may be trademarks of thelr vespective owners.
about Oracle Enterprise Manager

Patch prerequisites

When a patch is downloaded you must make sure your system meets the
prerequisites for its installation. You can perform a manual checking or let Enterprise
Manager to take care of this task.

ORACLE Enterprise Manager 11g Setp Prfernces Help Loaow

Database
Prerequisite Checker
“ —] A J

E)racle Patch Prerequisite Checker for Standalone Database] Review

(Csottware pdtotes  ———————— Software update to

Tagna [ocaton eoracle ) " hes

Cancel Back | stepéof 6 ( Finish

Oracle Software Updates

Patch [created | ‘ [interim Patch
Software Update Name / |ID n Type Product | On_[Description README
7592335 _11.1,0,6.0_46_9460 7592335 Patch Orade  Linux x86 11.1.0.6.0 CPUIANZO0S (iew
ahase DATABASE (1,106 '’

@ TIP To lockup For the README, selected updates should be valid pateh on Oradle Metalink and require conmection to Oracle Metalink, To Setup or
Update Oracle Metalink credentials click on ‘Setup’ Link, The view button for README is not dlickable in case of patches selected from software
brary.

Target List M

Database Targets to perform prerequisite checks

Target database where the

[Name [rarget Type  |Host Name [Status| check will take place

beta,oracle.comiUnpatched) Database nstance dpha.us.oracke.con ¢

& ¢
Home Credentials
Credentials Type Overridden Preferred Credentials for each home )
Oracle Home Host Target Username | 0.8. credentials used to
Ju01/=ppjaraclefproduct/1L,1.0/db_1 alpha,us.oracle.com  beta,oracle.com  oracle perform the check
Schedule 4+ 1
cheauled Immeciately YWhen this check will take place
Repository

Prerequisite Checks
View the prerenuisite checks o be run
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In order for Enterprise Manager to perform the prerequisite checking, you must
provide the information related to the patch to be applied and the target database
where this patch will be installed. Set the OS credentials to perform this task and
also set when this job will be scheduled.

After a while the results are displayed in a three column table which shows the check
performed, the status (failed or passed), the details specifying the tasks performed
during the check, and in case of failure what should be done in order for the patch to
meet the install prerequisites.

This is a proactive tool that frees the DBA from manually checking if the system
meets the conditions to guarantee a successful patching session.

Stage patch

The Stage Patch section looks at Oracle Metalink for patches that meet the current
platform OS and Oracle version to be downloaded. You can use a search form to look
for a particular patch and have it downloaded and staged in the Patch Cache area.

Apply patch

Patches can be directly applied from this section. You can choose to look for a
particular patch on Metalink and have it downloaded and staged or get a patch from
the library. The forms presented interrogate the user about the specific patches to be
applied, the target list where the patch will be installed, the OS credentials that will
be used for this task, and when this job will be scheduled.

ORACLE Enterprise Manager 11g Saup Profersnces FelpLoao
Database

Review

Review
Cancel Back | step5of5 ([ Finish

Patches

Patches

Patch Created | ‘
Software Update Name MNumber on

| | [interim Patch
Ype Produe: Jath I icable On
PEL9664Z_11,1.0.6,0_46_9460 6198642 Patch [Oracle Linue x86 11.1.0.6.0
Datahase

Post Patch SQL to apply
Default (for Critical Patch Updates and Patchsets)

Target List

Schedule
scheduled Immediately
Repository

Cancel ) (Back|st=psofs (Finish

Database | Setup | Preferences | Help | Logout
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Summary

One of the most important tasks the DBA must periodically perform is apply
patches. This ensures that the Oracle installation is kept updated and reduces the
chances of encountering known bugs. Your company policy should define whether
you should proactively patch your database or patch only when a symptom is noted.
You should always thoroughly read and make sure you understand the instructions
contained in the README file. There are two ways to patch the database; by means
of interim patches, or by means of Patch Sets. The main difference between the first
and the second option is that interim patches don't change the Oracle version and
they are applied with the OPatch tool, while the Patch Sets are installed using Oracle
Universal Installer and they change the fourth digit of the Oracle version number.

CPUs are quarterly patch bundles released by Oracle Support. It is important to keep
the software protected up to the last available CPU. This ensures your database will
be protected against any known security breaches.

You can manually manage patches by looking for patches and downloading them
from Metalink, and manually checking the prerequisites on your target platform,

or you can use the patch management tools provided by Enterprise Manager. This
helps the DBA from performing most of the manual tasks and allows the DBA to
download and stage patches, and schedule the time a patch will be applied. Oracle
11g is oriented to use a more proactive patch maintenance approach. It makes patch
maintenance tasks less susceptible to human error.
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-AGENT_PORT option 355
-AGENT_PORT <port> option 356
-a option 356
-ASM_OH parameter 355
-ASM_PORT parameter 355
-ASM_SID parameter 355
-ASM_USER_NAME parameter 355
-ASM_USER_PWD parameter 355
-ASM_USER_ROLE parameter 355
-backup flag 354
-BACKUP_SCHEDULE parameter 355
-b option 354
-cluster flag 354
-CLUSTER_NAME parameter 355
-c option 356
-DBCONSOLE_HTTP_PORT<port>
option 356
-DBCONTROL_HTTP_PORT option 354
-DBSNMP_PWD option 354
-DB_UNIQUE_NAME parameter 355
-EMAIL_ADDRESS option 354
-EMD_SID_LIST parameter 355
-EM_NODE parameter 355
-e <node>option 356
\f delimiter 45
-f <file> option 356
-h option 356
-HOST_USER parameter 355
-HOST_USER_PWD parameter 355
-JMS_PORT option 355
-JMS_PORT <port> option 356
-LISTENER_OH option 354
-MAIL_SERVER_NAME option 354
-m option 356

Index

\n delimiter 45
-n <node> option 356
-ORACLE_HOME option 354
-PORT option 354
\r delimiter 45
-repos create flag 353
-repos drop flag 354
-repos recreate flag 354
-respFile option 354
RESUMABLE feature

using 56-60
-RMI_PORT option 356
-RMI_PORT <port> option 356
-r option 356
-SERVICE_NAME parameter 355
-SID option 354
-silent flag 354
-SRC_OH option 354
-SYSMAN_PWD option 354
-SYS_PWD option 354
-s option 356
\v delimiter 45
-x <db> option 356

A

acceptUntrustedCertificates 320
Active Session History report. See ASH
addLangs 318
addNode 318
Advanced Encryption Standard (AES) 258
AFTER SUSPEND trigger 60
ARCHIVE_LOG 255
Archivelog mode, RMAN 93

ALTER DATABASE ARCHIVELOG

command 94



ARCHIVELOG BACKUP COPIES 98

ARCHIVELOG DELETION POLICY 99

BACKUP OPTIMIZATION 97

CLEAR command 100

COMPRESSION ALGORITHM 99

configuring 94-100

CONTROLFILE AUTOBACKUP 97

CONTROLFILE AUTOBACKUP
FORMAT 98

DATAFILE BACKUP COPIES 98

DEFAULT DEVICE TYPE 97

DEVICE TYPE DISK 98

ENCRYPTION 99

ENCRYPTION ALGORITHM 99

Flashy Recovery Area, configuring 96

LIST BACKUP command 98

MAXSETSIZE 98

RETENTION POLICY 97

SHOW ALL command 99

SNAPSHOT CONTROLFILE NAME 99

ASH

about 193, 194

Activity Over Time 196

load prfile 196

location 193

report header 196

top events 196

Top Object / Files / Latches 196

top sessions 196

Top SQL 196

using 195

ASM

about 275, 292, 293

features 292

setting up, DBCA used 293-298

setting up, in Windows environment 299

ASM environment
backing up 127, 128
asm flag 353
ASM_OH parameter 357
ASM parameters, EMCA
-ASM_OH 355
-ASM_PORT 355
-ASM_SID 355
-ASM_USER_NAME 355
-ASM_USER_PWD 355
-ASM_USER_ROLE 355

ASM, setting up
ASM_DISKGROUPS parameter 295
ASM_DISKSTRING parameter 295
ASM_POWER_LIMIT parameter 295
chown command 296
Configure ASM option, selecting 294
DBCA used 293-298
disk group, setting up 296
disk groups, validating 298
in Windows environment 299

localconfig shell script as root, running 294

losetup command 296

raw command 296

SYS password, setting 295
ASM, setting up in Windows environment

about 300

ASM setup 299

disk layout 300

logical partition, creating 300
ASM_SID parameter 357
ASM_USER_NAME parameter 357
ASM_USER_PWD parameter 357
ASM_USER_ROLE parameter 357
attachHome parameter 357
authentication

certificates, using 250

configuring 250

PKI tool, requirements 250
Automatic Segment Space Management

(ASSM) 31
Automatic Storage Management
Configuration. See ASM

B

backup
about 255
backuptesting 156, 157
backuptesting, command 156
datapump encryption 264
encrypting, Oracle Wallet Manager used
255, 256
RMAN backup shredding (11g only) 263
use 255
backup compression
about 109
activating 112
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data set compression, improving with ZLIB
algorithm 111, 112
fast backup compression 109, 110
ZLIB algorithm used 111
backup duration 118
BACKUP_HOUR parameter 357
BACKUP_MINUTE parameter 357
backup parameter, EMCA
-BACKUP_SCHEDULE 355
-HOST_USER 355
-HOST_USER_PWD 355
basic installation, OUI
about 314, 315
Starter Database 315
batch install, silent installation mode
performing 325-328
performing, response file created 329, 330
blocking sessions
about 166
deadlock, handling 174, 175
detecting, Enterprise Manager used 166,
167
Hang Analysis 169
optimistic locking 168
Orakill 177,179
pessimistic locking 168
Row lock contention, monitoring 168-171
sessions, killing 171-173
sniped sessions 175, 176
block media recovery
about 114,115
BLOCKRECOVER CORRUPTION LIST,
issuing 117
conditions 114
dbv command 115
example 114
VALIDATE backup, issuing 116

C

certificate request, generating
advanced parameter 244
common name parameter 243
Country parameter 243
Key Size parameter 243
Location/City parameter 243
Oracle Certificate Authority (OCA) 244

Organization parameter 243
Organization Unit parameter 243
State/Province parameter 243
steps 242
cfs 318
clone 318
CLUSTER_NAME parameter 266
cluster parameters, EMCA
-CLUSTER_NAME 355
-DB_UNIQUE_NAME 355
-EMD_SID_LIST 355
-EM_NODE 355
-SERVICE_NAME 355
clusterware oracle.crs,<crs version> 317
combined schedule, time expression syntax
defining 216
exclude scenario 216-218
include scenario 216-219
intersect scenario 216-220
Command Line Interface (CLI) 23, 337
command line parameters, OUI
acceptUntrustedCertificates 320
addLangs 318
addNode 318
attachHome 318
cfs 318
clone 318
clusterware oracle.crs,<crs version> 317
crsLocation <Path> 317
debug 319
deinstall 319
detachHome 319
enableRollingUpgrade 319
executeSysPrereqs 319
force 319
formCluster, using 322
help 319
ignorePatchConflicts 319
ignoreSysPrereqs 319
invPtrLoc <full path of oralnst.loc> 318
jreLoc <location> 318
local 319
LogLevel <level> 318
nobackground, using 320-322
noclusterEnabled 320-322
noclusterEnabled, using 320-322
nowait 321
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nowait, using 322
nowarningonremovefiles, using 320- 322
paramFile <location of file> 318
printdiskusage 319
printmemory 319
printtime 319
record -destinationFile <Path> 319
relink 320
remotecp <Path>, using 321, 322
remoteshell <Path>, using 321, 322
removeallfiles 320
removeAllPatches 320
responseFile <Path> 318
silent 320
sourceLoc <location of products.xml> 318
suppressPreCopyScript 320
updateNodeList 320
updateNodeList, using 322
variable usage 321
waitforcompletion, using 320-322
connect string
CID 86
COMMAND 86
FAILOVER_MODE 86
SERVER 86
SERVICE 86
SERVICE_NAME 86
SID 86
CONTINUE_CLIENT command 23
conventional path load
about 50
Database Writer (DBWR) process 50
demonstrating 52
time differences 52
versus direct path load 50-52
CPU
about 382
Critical Patch Advisory, using 384
installed patches 382, 383
key tool 382
Critical Path Update. See CPU
crosscheck command
about 158, 159
BACKUP command 158
crsLocation <Path> parameter 317

database cloning
about 118
CLONEDB 119
on the fly procedure 122
performing 119-121
Source Database (SRCDB) 119
Database Configuration Assistance. See
DBCA
database, creating
CREATE DATABASE command used 277
database, identifying 278
DBCA used 277
file locations 280
initialization parameter 282
management options, Enterprise Manager
database control 279
management options, Grid control option
279
options 284, 285
own custom script, executing 281
storage options, ASM 280
storage options, File system 280
storage options, raw devices 280
structure 284
templates 278
database edition
about 286
enterprise edition option, adding 287
other option, adding 287
standard edition option, adding 287
database recovery
about 131
complete recovery process 133
control file 132
incomplete recovery process 134-136
incomplete recovery process, defining by
timestamp 136
incomplete recovery process, redo log
switch number used 137
incomplete recovery process, rman
commands used 136
instance failure 132
media failure 132
process, taking place 132
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Database Software Patching, EM 11g
patches

Apply Patch 400

Patch Advisor 396

Patch prerequisites 398, 399

Stage Patch 400

View Patch Cache 398

database template management

about 287

converting, to OFA structure 290

creating, from existing database 289, 290

file locations, managing 290

operations 288

Oracle Flexible Architecture (OFA)
structure,using 290

single instance database, migrating to RAC
292

template, processing 291

templates, creating 288

Database Writer (DBWR) process 50

data dictionary views

DBA_QUEUE_SCHEDULES 233

DBA_SCHEDULER_CHAIN_RULES 233

DBA_SCHEDULER_CHAINS 233

DBA_SCHEDULER_CHAIN_STEPS 233

DBA_SCHEDULER_GLOBAL_ATTRIBUTE
233

DBA_SCHEDULER_JOB_ARGS 233

DBA_SCHEDULER_JOB_CLASSES 233

DBA_SCHEDULER_JOB_LOG 233

DBA_SCHEDULER_JOB_RUN_DETAILS
233

DBA_SCHEDULER_JOBS 233

DBA_SCHEDULER_PROGRAM_ARGS

233

DBA_SCHEDULER_PROGRAMS 233

DBA_SCHEDULER_RUNNING_CHAINS
233

DBA_SCHEDULER_SCHEDULES 233

DBA_SCHEDULER_WINDOW_DETAILS
233

DBA_SCHEDULER_WINDOW_GROUPS
233

DBA_SCHEDULER_WINDOW_LOG 233

DBA_SCHEDULER_WINDOWS 233

DBA_SCHEDULER_WINGROUP_
MEMBERS 233

‘“V$SCHEDULER_RUNNING_JOBS 233
data files’ loss
critical datafile loss 145-147
critical loss 137
diagnosing, datafile header 137
diagnosing, queries used 137
diagnosing, recover file 138
non-critical datafile loss 139-142
non-critical loss 137
temporary datafile loss 143, 144
temporary datafile, managing 144, 145
Data Pump
Data Pump 11 g, features 33
Data Pump API, working with 31-33
Data Pump import 26
performance, enhancing 31
Data Pump 11 g, features
compression 33
dump files, overwriting 34
encrypted dump file sets 33
external tables enhancements 33
single partition transportable 34
XML datatypes 34
Data Pump API, working with
DBMS_DATAPUMP 31
tasks, performing 32
Data Pump export
ATTACH command 24, 25
ATTACH parameter 22
data transfer 21
data transfer, client/server compatibility 22
data transfer, COMPATIBLE parameter 21
data transfer, VERSION parameter 21
dependable objects 16
exclude option 15
expdp command 24
file multiplexing 20
filtered objects 16
filtering operations 15, 16
include option 15
interactive mode 22
JOB_NAME parameter 23
parameter file, using 16-19
restorable mode 25
space requirement, BLOCKS method 19, 20
space requirements, estimating 19
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space requirement, STATISTICS method
19, 20
START_JOB command 24
STOP_JOB command 24
Data Pump export session
database directory object 14
default name 15
Dumpfile, defining 14
estimation 14
expdp command 14
Master table 15
schema, exporting 14
Data Pump import
about 26
Command Line Interface 26
full import mode 26
HRDEV schema 29
Interactive Command Interface 27
modes 26
network mode 29-31
Network mode 26
Parameter File Interface 27
Remap function 27-29
REMAP_SCHEMA facility 27
Schema mode 26
Table mode 26
Tablespace mode 26
Transportable tablespace mode 26
data transformation, external table
alert.log analysis, extending 79-83
conditional insert, performing 77- 79
listener.log, reading from database 84- 86
several tables, creating 76, 77
DBA_DATAPUMP_JOBS 25
db_asm flag 353
DBCA
about 275, 301
Configure Automatic Storage Managemet
option 277
Configure Database options 276
Create a Database option 276
database, creating 277
database edition 286
Delete a Database option 276
emca command 302
Instance Management option 277
launching, in batch mode 301, 302

Manage Templates option 277

options 276, 277

response file example 302

response file, locating 303, 304

Service Management option 277

use 275
DBCONTROL_HTTP_PORT option 259
db flag 353
DB_NAME parameter 357
DBSNMP_PWD parameter 357
debug parameter 319
dedicated server architecture

instance self registration process 165, 166

listener 164

server process 165

user process 164

user session 164
deinstall parameter 319
detachHome parameter 319
directory structure, EM

about 359

EMCA log files 360

SYSMAN configuration files 360

SYSMAN log files 360

SYSMAN log files, manging 361, 362
direct path load

about 49

advantages 51

considerations 51

demonstrating 52

DIRECT=Y command, declaring 51

disadvantages 51

time differences 52

versus conventional path load 50-52
direct path versus conventional path load

49-52

DUPLICATE... FROM ACTIVE DATABASE

command 122

E

EM
components 338
configuring 340
DB Control and Grid Control, difference
339
DB Control Console 338
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DB Control Console, accessing 338
directory structure 359
Metalink, configuring 386, 387
Metalink job, refreshing 388-390
Patch Cache 393, 394
patches, downloading 390-392
patches, staging 390- 392
Schedule step 391, 392
securing 366, 367
Select Destination step 391
Select Patch step 391
Set Credentials step 391
Stage or Apply step 391
using, for software maintenance 386
EM 11g patches, managing
about 394
Database Software Patching 395
EMAIL_ADDRESS parameter 357
EMCA
about 279, 337
ASM parameters 355
backup parameters 355
cluster parameters 355
command line interface 351
database credentials 280
EMCA 10 g Release 1
flags 353
general command-line parameters 354
using, to configure Enterprise manually
345-348
EMCA 10 g Release 1
about 356
options 356
parameters 357
RAC parameters 357
silent mode 358
syntax 356
emca -addInst command 352
EMCA command line interface
about 351
commands 352
emca -addInst command 353
emca -config all db command 352
emca -config central Agent command 352
emca -config dbcontrol db command 352
emca -deconfig all db command 353
emca -deconfig central Agent command 352

emca -deconfig dbcontrol db 272
emca -deconfig dbcontrol db command 352
emca -deletelnst command 353
emca -displayConfig dbcontrol -cluster
command 353
emca -h command 352
emca -reconfig dbcontrol -cluster command
353
emca -reconfig ports command 353
emca -restore command 353
emca -upgrade command 353
emca -version command 352
emca -version command 352
emca -config all db command 352
emca -config central Agent command 268,
352
emca -config dbcontrol db command 352
emca -deconfig all db command 353
emca -deconfig central Agent command 352
emca -deconfig dbcontrol db command 353
emca -deleteInst command 353
emca -displayConfig dbcontrol -cluster
command 353
emca -h command 352
emca -reconfig dbcontrol -cluster command
353
emca -reconfig ports command 353
emca -restore command 353
emca -upgrade command 353
emca -version command 352
EM, configuring 340
console components installation, checking
340
console setup, prerequisites 341
DBCA used 342-344
Isof command, using 349
managing ports, assigning manually
348,349
manually, EMCA used 344-348
EM_HOME parameter 357
enableRollingUpgrade parameter 319
encryption modes, Recovery Manager
dual mode 256
dual mode, using 262
password mode 256
password mode, using 259-261
supported encryption logarithms 258
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transparent mode, using 256-259
Endianess 123
Enterprise Manager. See EM
KILL IMMEDIATE option 172,173
KILL SESSION with no arguments 172
POST TRANSACTION option 173
sessions, killing 172
Enterprise Manager Configuration
Assistant.See EMCA
Enterprise Manager, configuring
Isof command, using 349
managing ports, assigning manually 349
enterprise user
about 265
database, registering against OID 268, 269
Enterprise Security Manager (ESM), using
270
environment, configuring 266
LDAP directory access, configuring 267,268
Oracle Single Sign On (SSO), working 266
shared schema, creating 269-272
ETL
about 63
on the fly 63
executeSysPrereqs parameter 319
EXIT_CLIENT command 23
external table
10g Release 64
about 64
and SQL*Loader differentiating between 64
Change_External_Table procedure 88
creating 65
data transformation 75
Oracle 11g enhancement 89
ORACLE_DATAPUMP access driver 65,72
properties, changing 88, 89
reading 76
external table, creating
11g data pump external table, creating
74,75
ACCESS PARAMETERS 67
basic external table 67-69
columns, defining 68
data, unloading 73, 74
DDL commands 70, 72
DIRECTORY 67

environment, setting up 65, 66

EXECUTE 70

external XML file, creating 87

GENERATE_ONLY 70

GENERATE_ONLY option, using 70

LOCATION 67

metadata, creating 70

NOT_USED option 70

ORACLE_LOADER driver 65, 67

ORGANIZATION EXTERNAL 67

source code 67

SQL_LOADER driver 67

XML file used 87
Extraction-Transformation-Loading. See

ETL

F

first job, Oracle Scheduler

AUTO_DROP 205

COMMENTS 205

creating 205, 206

ENABLED 206

END_DATE 205

Enterprise Manager, using 208-210
example, scheduling 204
JOB_ACTION 205

JOB_CLASS 205

JOB_NAME 205

job schedule, enabling 208
JOB_TYPE 205
NUMBER_OF_ARGUMENTS 206
procedural arguments, scheduling 207
REPEAT_INTERVAL 205
START_DATE 205

flags, EMCA

asm 353

-backup 354
-cluster 354

db 353

db_asm 353
-repos create 353
-repos drop 354
-repos recreate 354
-silent 354

flags, EMCA-repos create 353
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force 319

format masks, RMAN
%a 100
%c 100
%d 100
%D 100
%e 100
%f 101
%F 101
%h 101
%I 101
%M 101
%n 101
%N 101
%p 101
%s 101
%t 101
%T 101
%u 101
%U 101

formCluster 321, 322

G

general backup-best practices 128,129
general command-line parameters, EMCA
-AGENT_PORT 355
-DBCONTROL_HTTP_PORT 354
-DBSNMP_PWD 354
-EMAIL_ADDRESS 354
-JMS_PORT 355
-LISTENER_OH 354
-MAIL_SERVER_NAME 354
-ORACLE_HOME 354
-PORT 354
-respFile 354
-RMI_PORT 355
-SID 354
-SRC_OH 354
-SYSMAN_PWD 354
-SYS_PWD 354

H

help parameter 319
HELP command 23
HOST parameter 357

HOST_USER parameter 357
HOST_USER_PWD parameter 357
Hot Patches 383

ignorePatchConflicts parameter 319
ignoreSysPrereqs parameter 319
impdp. See Data Pump import
initialization parameter, database
character sets 283
character sets, Database Character Set 284
character sets, Default Date Format 284
character sets, Default Language 284
character sets, National Character Set 284
connection mode 284
memory tab 282
installation modes, OUI
Cluster Install Mode 317
Interactive Mode 317
Silent Mode 317
Suppressed-Interactive Mode 317
inter-platform migration, performing
about 123
important points 124
locally managed tablespace, creating 124,
125,126
tablespace across platform. transporting
123,124
Inter-Process Communication (IPC) 164
invPtrLoc <full path of oralnst.loc>
parameter 318

J

Job 226
Job Class
about 226
creating 227, 228
job logs, Oracle Scheduler
job execution, managing 229, 231
managing 229
PURGE_LOG 232, 233
purging 232, 233
queries, issuing 230, 231
jreLoc <location> parameter 318
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K

KILL_JOB command 23

L

LISTENER parameter 357
Loading Large Objects. See LOBs
load performance, enhancing
tips 61, 62
LOBs
about 52
Binary Large Object (BLOB) 52
Character Large Object (CLOB) 53
CLOB(Character Large Object) load demon-
stration table, preparing 53, 54
external LOBs 53
internal LOBs 53
loading 53
multimedia files, loading 54
National Character Large Object (NCLOB)
53
local parameter 319
lock enqueue mechanism 166, 168
log file, SQL*Loader demo user
data file format 41
file names, bad file 41
file names, control file 41
file names, data file 41
file names, discard file 41
header 40
path used 41
space allocated for bind array 42
summary 42
timing 42
LogLevel <level> parameter 318
lost inventory
recovering 334

MAIL_SERVER parameter 357
Media Management Library (MML) 92
mkstore utility
options 238
using 251, 252
multimedia files, loading
demonstration table, preparing 54, 55

FILLER file 54
multi-section backup

about 113

commands, issuing 113

issues 114

N

Network Configuration Assistant (netca)
267
network environment, changing
DBSNMP password, changing 366
host name, changing 364
IP address, changing 364
SYSMAN password, changing 364, 365
network mode, Data Pump import
10.1.0.5.0, source database 30
11.1.0.6.0, destination database 30
about 29, 30, 31
CREATE DATABASE LINK command 29
db10gR1 link 30
newdbid utility (nid) 108
nobackground 320, 322
noclusterEnabled 320, 322
noconsole 320, 322
nologging option 159, 160
nowait 321, 322
nowarningonremovefiles 320, 322

(0

OPatch tool
about 369, 370
command execution output 370
failed session, rolling back 376
in Oracle 11 g 378, 379
latest version, downloading 370, 371
log files 384
PATH environment variable 384
requirements 371
syntax 372
troubleshooting 384
used, for applying single patch 374
using, for Oracle maintenance 373
Oracle
deadlock, handling 174, 175
generic validation 312
Hot Patches 383
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installing, from Web 332
lock enqueue mechanism 166, 168
maintaining, OPatch used 373
Oracle Configuration Manager Registration
380
Oracledatabase recovery 131
product specific requirement validation 312
security management 255
Oracle 11g enhancement 89
Oracle Configuration Manager Registration
380
Oracle Home
cloning, OUI used 335
ORACLE_HOME parameter 357
Oracle Internet Directory (OID) 266
Oracle inventory
querying 376
Oracle Label Security (OLS) 286, 316
Oracle RDBMS 341
Oracle Scheduler
about 199
capabilities 200
data dictionary views 233
DBMS_SCHEDULER.DISABLE component
229
DBMS_SCHEDULER.ENABLE component
229
DBMS_SCHEDULER tool 200
first job example 206-208
first job example, scheduling 204
getting started 203
Job 201
Job Chains 203
Job Classes 201
job logs, managing 229
managing 228
privileges, requiring 203, 204
Program 201
Resource Manager 202
Schedule 201
Time Schedule 203
Window 201
Window Groups 202
Oracle Universal Installer. See OUI
Oracle Wallet Manager. See OWM
about 255
datapump encryption 263, 264

Recovery Manager Encryption 256
RMAN backup shredding (11g only) 263
using, to encrypt backups 255, 256
oraparam.ini file 331
orapki tool
orapki cert create 240
orapki cert display 240
orapki crl delete 241
orapki crl diskplay 241
orapki crl hash 241
orapki crl list 241
orapki crl upload 241
orapki wallet add 241
orapki wallet create 241
orapki wallet display 241
orapki wallet export 241
syntax 240
using 240
oul
0 return code 332
-1 return code 332
1 return code 332
about 307
advanced installation options 315, 316
basic installation 314
command line parameters 317
components 308
installation failure, reasons 311
installation failure, troubleshooting 311
installation log 309
installation modes 317
JRE versions used 312
licensed installed options 315
Oracle Inventory 308
Oracle Inventory location 309
oraparam.ini file 309, 331
origin 307
products.xml 309
response.rsp 309
silent installation mode 322
stage area, client disk 310
stage area, companion disk 310
stage area, database disk 310
stage area, setting up 310
staticports.ini 309
system requirements 313
used, for cloning Oracle Home 335
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OWM

about 235

accessing, in UNIX 236, 237

accessing, in Windows 236

auto login feature, enabling 237, 238

certificate request, generating 242-244

createCredential option, parameters 252

creating 237

managing, orapki used 239

mkwallet utility, options 238, 239

mkwallet utility, using 238

Public Key Cryptographic Standards(PKCS)
#12 used 235

Single Sign-On (SSO) access 238

storing, in LDAP server 248

storing, on Windows registry 245

Transparent Data Encryption (TDE) feature
235

using, for database credentials storage 250,
251, 252, 253

WALLET_LOCATION parameters 252

OWM, storing

advantages 245

in LDAP server 248

on Windows registry 245

wallet, deleting from registry 247

wallet, downloading from LDAP server
249

wallet location, configuring 247, 248

wallet location, sub parameters 247

wallet, opening from registry 246

wallet, saving as to different registry 246

wallet, saving to file system 247

wallet, saving to registry 245, 246

wallet, uploading on LDAP server 248, 249

P

PARALLEL command 23
parallel load

about 60, 61

issues, considering 61
parameter file, Data Pump export

command line, comparing 16

JOBNAME option 17

restore point 17

using 16-19

parameters, EMCA 10 g Release 1
ARCHIVE_LOG 357
ASM_OH 357
ASM_SID 357
ASM_USER_NAME 357
ASM_USER_PWD 357
ASM_USER_ROLE 357
BACKUP_HOUR 357
BACKUP_MINUTE 357
DBSNMP_PWD 357
EMAIL_ADDRESS 357
EM_HOME 357
HOST 357
HOST_USER 357
HOST_USER_PWD 357
LISTENER 357
MAIL_SERVER 357
ORACLE_HOME 357
PORT 357
SID 357
SYSMAN_PWD 357
SYS_PWD 357
paramFile <location of file> parameter 318
Patch Advisor
about 394
critical security patches 394, 395
Feature Based Patching 394, 395
Patch Remedies 394
Patch Set 369
PKI 250
PORT parameter 357
prereq command 379
printdiskusage parameter 319
printmemory parameter 319
printtime parameter 319
program
about 222
creating, manually 223, 224
defining, using Enterprise Manager 224
Operating System Executables 222
PL/SQL Blocks 222
Stored Procedures 222
PROTOCOL
about 87
HOST 87
PORT 87
Public Key Infrastructure. See PKI
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R Generate scripts section 304
locating 303

record -destinationFile <Path> parameter responseFile <Path> parameter 318

319 response file, silent installation mode
Recovery Manager. See RMAN Automatic Storage Management Options
Recovery Manager Encryption, Oracle Wal- (ASM) 323

let Manager

Advanced Encryption Standard (AES) 258

dual mode 256, 262

password mode 256

password mode, using 259, 261

supported encryption algorithms 258

transparent mode 256

transparent mode, using 256-259
redo log files” loss

current log group 151-155

inactive group loss 150

query used 149

scenarios 148, 149
relink parameter 320
remotecp <Path> parameter 321, 322
remoteshell <Path> parameter 321, 322
removeallfiles parameter 320
removeAllPatches parameter 320
Resource Manager

about 181

Backup and recovery options 323
Configuration options 323
creating, from actual installation 325
customizing 324
Database configuration 323
General Section 323
Privileged operating system groups 323
Read only section 323
uninstall task, performing 329, 330
Upgrade an existing database section 323
variables 323

RMAN
about 91, 92
advantages 91
Archivelog mode 93
BACKUP DATABASE command 108
block media recovery 114, 115
critical datafiles loss 109
DUPLICATE command 121
encryption modes 256

implementing, steps 183

OS level problems 181

Resource Allocation Method 182

Resource Consumer Group element 182

Resource Consumer Group Mapping ele-
ment 182

Resource Plan Directive element 182

Resource Plan element 182

service assigned resources, configuring 184

user assigned resources, configuring 183

format masks 100

multiplexed backup, configuring 104, 105,
106

non-critical datafiles loss 109

recovery catalog, configuring 106, 107

recovery catalog database, using 92

repository, creating 106

simple backup, creating 108, 109

TARGET database 92

User Managed Backup (UMB) 101, 102

response file, DBCA rman command 154

Add instance section 304
ASM configuration section 304 S
Configure database section 304
Create clone template section 304 schedules
Create Database Section 303 about 225
Create template from existing database sec- creating 226

tion 304 using 225
Delete database section 304 Sche:duling tasks 199
Delete instance section 304 service

about 179

general section 303
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configuring 179-181
service assigned resources, configuring
database user, creating 184
listener, verifying 185
monitoring 191-193
resource consumer group, creating 187
Resource manager plan, activating 190, 191
resource plan, defining 190
service, mapping 188, 189
service name, defining 184
steps 184
testing 191-193
TNS entry, configuring 185, 186
SERVICE_NAME parameter 357
session management
about 163
V$SES_OPTIMIZER_ENV 197
V$SESS_IO 197
V$SESSION 196
V$SESSION_CONNECT_INFO 196
V$SESSION_CURSOR_CACHE 196
V$SESSION_EVENT 196
V$SESSION_LONGOPS 197
V$SESSION_OBJECT_CACHE 197
V$SESSION_WAIT 197
V$SESSION_WAIT_CLASS 197
V$SESSION_WAIT_HISTORY 197
V$SESSMETRIC 197
V$SESSTAT 197
V$SESS_TIME_MODEL 197
SID parameter 357
silent parameter 320
silent installation mode
batch install, performing 325-328
response file 323
single patch
applying, OPatch used 374, 375
sourceLoc <location of products.xml> 318
SQL*Loader
about 36, 64
and external table, differentiating between
64
architecture 36
badfile, defining 37
CHARACTERSET parameter 46
chinese Data file, specifying 47
controlfile, defining 37

datafile, defining 37
demo user, preparing 38

direct path versus conventional path load

49, 50

discardfile, defining 37

EXTERNAL_TABLE option 70

files, defining 36

Japanese Data file, specifying 46

load on the fly 48, 49

load performance, enhancing 61, 62

LOBs 52

logfile, defining 37

multimedia files, loading 54

parallel load 60, 61

particular set, specifying 46-48

power, leveraging 36

RESUMABLE feature 56-60
SQL*Loader demo user

preparing 38
SQL*Loader demo user, preparing

first basic load, BEGINDATA 40

first basic load, control file 39

first basic load, INFILE 40

first basic load, LOAD DATA 39

first basic load, performing 39, 40

fixed record format 42, 43

log file, preparing 40, 41

stream record format load 44

variable fixed record format 44
START_JOB command 23
STATUS command 23
STOP_JOB ommand 23
str keyword 45
suppressPreCopyScript 320
syntax, OPatch tool

apply option 373

Isinventory option 373

query option 373

rollback option 373

version option 373
SYSMAN_PWD parameter 357
SYS_PWD parameter 357
system requirements, OUI

disk space 313

display 313

memory 313
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T

three tier application
row lock contention, monitoring 172
throttling 118
time expression syntax
about 211
combined schedule 216
examples 221
regular schedule 211
regular schedule, frequency definition 212
regular schedule, interval 213
regular schedule, timing specification 213,
214,215
repeat interval 211
Transparent Application Failover (TAF)
277
Transparent Data Encryption (TDE) feature
33 258

U

updateNodeList parameter 320, 322
User Managed Backup (UMB), RMAN
limitations 91
offline backup 101
online backup 101
online backup, myths 103, 104
util command 378

Vv

VERSION clause
COMPATIBLE value 76
LATEST value 76
VERSION NUMBER value 76

w

waitforcompletion 320, 322
Windows Scheduler

about 199

cron utility 199

X

XML files
mapping, as external table 87

y4

ZLIB algorithm used, backup compression
BZIP2 algorithm 112
No Compress option 111
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