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Preface

3CX was one of the first Windows-based PBX phone systems in the market. Even
today, there are only a couple out there that work well. Traditional PBX phone
systems are "black boxes" that get mounted to a wall, and you can't do anything with
them. If you want an upgrade, you call the vendor. If you want more features, you
call the vendor. If you want to make a change, you either call the vendor or you learn
how to use their command-line system from a 1000-page manual. Either way, it's
expensive and time consuming. 3CX was created to make phones easy!

3CX will run on any current (XP or higher) Windows platform. It is easy to install,
has a terrific GUI, and changes and upgrades are pretty painless. There are, of
course, some things to look out for that this book will cover but, overall, it's a
great product.

What this book covers

This book is designed to cover everything you need from start to finish and then how
to troubleshoot once you're done.

Chapter 1, Getting Started with the 3CX Phone System, covers what 3CX is, compares
Asterisk with 3CX, and also compares the different versions of 3CX. Then, we get
into the components needed and some capabilities.

Chapter 2, Downloading and Installing 3CX, will teach you what are the requirements
to get 3CX to work well, the hardware requirements, and some points about
operating systems (Windows). We will also cover downloading and installation and
some of the options available. Then, we cover one of the most important parts —how
to log in to the interface.

Chapter 3, Working with Extensions, covers the different types of phones you can
integrate with 3CX. Also, we dive into creating extensions and just about all the
features you can configure.
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Chapter 4, Call Control: Ring Groups, Auto-attendants, and Call Queues, teaches you
how to configure 3CX to handle calls once you have your extensions set up. We cover
Digital Receptionists, Dial by Name directories, Call Queues, and Hunt groups.

Chapter 5, Trunks: Connecting to the Outside World, covers SIP trunks, PSTN lines, and
some features to look for while selecting and using both of them.

Chapter 6, Configuration, covers several of the many features available in 3CX, from
creating Music on Hold to prompt sets and dial plans. We also cover DIDs for those
extensions that want the call going right to their phone.

Chapter 7, Enterprise Features, covers how to set up and use the enterprise features
that come with the paid license of 3CX. Features like call recording, conference calls,
call reporting, and faxing will be discussed. We will also cover the mystery behind
codecs and how/when to change them.

Chapter 8, Integrating 3CX, covers the various types of integration options available
with 3CX. We will cover topics like Exchange 2007, Skype, instant messaging, dialing
from Outlook, and database integrations.

Chapter 9, Hardware, is an important chapter if you are looking to buy hardware.
While we discussed hardware phones before, this chapter breaks them down into
a few brands that we know and use. We will also cover devices to connect to your
analog phone lines and to analog phones.

Chapter 10, Maintenance and Troubleshooting, covers some troubleshooting options
that you will need at some point, once your system is up and running (or maybe
not). We will also go over disaster recovery and backing up your system. Then, we
will move on to deeper networking with firewalls, network services, logging, and
finally support options when you are really stuck.

What you need for this book

We are assuming that you have some Windows experience, access to your router,
and that you know how to make changes to your firewall (if needed). You will

also need a DHCP server, some kind of VoIP phone (hardware or software), and
high-speed Internet or old school phone lines. We will cover all of these throughout
this book, but the more you know to start, the easier it will be for you to get your
system up and running quickly and easily.

[2]
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Who this book is for

Anyone familiar with Windows and some basic networking knowledge can install
and set up a complete 3CX Phone System. This book takes you through all the steps
you'll need, plus some tips and tricks to make it better. We'll also cover some topics
to make it easier using third-party applications.

If you typically never open a manual like the one 3CX has, this book will help you.
The knowledge Matt and Rob put into the book are based on real-world examples.

If you have tried another phone system, such as Asterisk, but had issues with
commands or integration, then 3CX and this book are for you. If you follow all
the chapters, you will have a fully functional system in a short time.

This book is not for those who hate Windows or who know nothing about
networking. If you don't know what a TCP/IP address is, you can still get a
functional system, but if you run into problems, it may be hard to troubleshoot.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles and an
explanation of their meaning.

Code words in text are shown as follows: "3CX VoIP Client will run the program
c:\getgpdata.exe with $callid% as the parameter."

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "The
following screenshot shows the Preferences interface, which is used to set up the
powerful On Incoming call feature."

% Warnings or important notes appear in a box like this.
v

a1

~Q Tips and tricks appear like this.

[3]
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please
send us a note in the SUGGEST A TITLE form at www.packtpub.com or
e-mail suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book on, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us to improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/support, selecting your book, clicking on the let us know link, and entering the
details of your errata. Once your errata are verified, your submission will be accepted
and the errata will be uploaded on our website, or added to any list of existing errata,
under the Errata section of that title. Any existing errata can be viewed by selecting
your title from http: //www.packtpub.com/support.

[4]
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Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we

can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.
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Getting Started with the 3CX
Phone System

Welcome to this book on the 3CX IP PBX software-based phone system.

In this chapter, we'll take a look at what 3CX is and where 3CX fits in the big
picture of modern phone systems. We'll do a couple of comparisons such as
hardware-based phone systems versus software-based phone systems, Asterisk
compared to Windows-based systems, and 3CX Free edition compared to 3CX
Commercial edition. We will take a look at the major components of the 3CX
Phone System and at what is not included in 3CX. We'll also discuss a bit

about the company —3CX.

In this chapter, we will take a look at the following;:

* About the 3CX company

*  What the 3CX Phone System is

* Comparing hardware-based and software-based phone systems
* Asterisk versus Windows Phone System

* Major components of the 3CX Phone System

* Some characteristics of the 3CX Phone System

*  What the 3CX Phone System is not

About the company—3CX

3CX is relatively new to the telephony world being founded in 2005 by Nick Galea
as compared to Asterisk in 1999, pbxnsip in 2001, and Objectworld's UC Server
product in 2001. Nick is a seasoned software entrepreneur having started

several other well-established companies including 2X (thin client software)

and Acunetix (web security).



Getting Started with the 3CX Phone System

What does the name 3CX stand for? According to 3CX CEO, Nick Galea, 3CX stands
for Connect, Communicate, and Collaborate.

What the 3CX Phone System is

Simply put, the 3CX IP (Internet Protocol) PBX (Private Branch Exchange) is a
phone system for an organization or business. Traditionally, phone systems were a
proprietary piece of hardware, designed just to do the functions of a phone system.
3CXis the software that can turn any standard Windows personal computer or
server hardware into a complete phone system.

The 3CX Phone System does all the things that normal phone systems do. It allows
phones connected to it to call each other and call external phones, too, whether they
are on the good old Public Switched Telephone Network (PSTN) or a Voice over
IP (VoIP) network. Wow, that sounds simply fantastic, but what a phone system is
really designed to do is allow two or more people to talk to each other.

Phone systems have many features to assist in the effort of helping people talk on the
phone (or maybe I should say communicate in the case of voicemail) and 3CX is no
exception. Calls can be transferred, put on hold (with music playing), sent to a menu
of options that callers can select from, sent to a queue to wait until a customer service
representative can help them, or sent to voicemail. Calls can be routed to a digital
receptionist, an extension, voicemail, or even to an external mobile phone based

on a schedule of times.

I mentioned earlier that 3CX is a VoIP phone system. This means that your voice
traffic goes over the same Ethernet cables that your computer network traffic does.
As phones' handsets or softphones are connected to the 3CX Phone System via
Ethernet, this means you can have a remote phone at your house connected to
your office phone system!

A very common misconception related to VoIP phone systems is the
_ Dbelief that, if you use one, you also need to use VoIP phone lines to
& connect to the outside world. It is very common for a company to
L= use VoIP internally to avoid wiring their office with both Ethernet
and RJ11 telephone lines and use a regular telephone line for external
calls because they may not have a good, fast broadband connection.

[l




Chapter 1

3CX supports multiple gateway devices that translate PSTN to Session Initiation
Protocol (SIP), so that you have total freedom when deciding what you want to use.
Do you have plenty of broadband speed? Then save some money and go with a
VoIP phone line. If not, stick with your good old PSTN telephone line. The fact

that 3CX can use PSTN and VolIP is what we want to underscore.

One of the strong points of 3CX is its ease of use, which when talking to 3CX users, is
the number one reason people use it. With 3CX, setting up a phone system can be so
easy that even a non-telephone user can do it.

While there is a free edition of 3CX, it is not open source or GPL, but rather a
commercial product. The free edition of 3CX is not time limited but does have some
feature limitations. There are hobbyists and small businesses that use the free edition
of 3CX in their day-to-day business or home phone system.

As we are on the subject of free edition, I thought it would be better to mention that
3CX can be used to create an entirely free phone system. If you use the free version
of the 3CX Phone System, then by using a 3CX softphone installed on your computer
and a SIP VoIP phone line provider, you can build an entirely software-based and
free phone system. (In full disclosure, I should mention that you will probably want
to get a good headset —so maybe not quite free!)

Another defining part of 3CX is its openness and ability to work with hardware,
such as phone handsets and gateways from many vendors. 3CX uses an industry
standard protocol called SIP to talk to devices. So, any device that uses SIP standards
can theoretically work with 3CX. A list of supported devices to choose from are
available at http://wiki.3cx.com/phone-configuration.

A conversation about 3CX is not complete without a comment about the 3CX
forum community as a resource that adds a lot of value to 3CX. While 3CX is

not open source, the forum is very active and helpful with thousands of excellent
and helpful posts. Don't overlook this valuable part of your 3CX system:
http://www.3cx.com/forums/.

3CX has also developed video training for the 3CX Phone System, which can be
found at http://training.3cx.com.

[o]



Getting Started with the 3CX Phone System

Hardware versus software phone
systems

Traditionally, phone systems were a piece of hardware designed to be a phone from
day one. Also the phone handsets and everything else involved with the phone
system was designed by the same vendor to work with the telephone box. Most often
you couldn't take a handset from one phone system vendor and plug it into a phone
system from another vendor. In other words, the vendors were using proprietary
protocols and communication methods. One nice aspect about this "one vendor"
design is that, when you got a bundle, it was made to work together and you had

(at least theoretically) few interoperability issues. This, of course, came with a price
in dollars and limited the ability to integrate the phone system with the rest of the
computerized things going on in your office.

Then Asterisk came along and changed people's expectations about what phone
systems should cost and what they should be able to do in terms of being integrated
with existing computer systems. Now, instead of paying thousands of dollars for

a phone system, you could take a free version of Asterisk and load it on an aging
server that you took out of service and have a phone system at a low cost. At first,
only experienced technical people used Asterisk because there was a lot of command
line and editing text files involved, but then easier-to-use web interfaces were added
to remove some of the complexity.

The following table compares hardware-based and software-based phone systems:

Hardware-based phone systems Software-based phone systems

Complete bundle Not a bundle —integration of components
is required

More Costly Less cost up front

Not well-integrated with your Integrates well with your computer system

computer system

Usually installed by a specialist Because of familiarity with Windows, it is
more common for hobbyist or businesses to
"do it yourself"

Rock solid day-to-day operation Less rock solid day-to-day operation
(99.99% uptime?)
Support contract for ongoing Often supported by the company IT person

maintenance

[10]
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Linux Asterisk versus Windows 3CX

Inevitably, when talking about free, software-based phone systems, the extremely
popular Linux-based Asterisk IP PBX will come up as an option. Should we use
Asterisk or a Windows-based solution? Let's look at some of the strong points

of each.

The following are the advantages of Asterisk IP PBX:

* It has been around for a while and has a lot of installs
* There are a lot of add-on products surrounding it
* Asterisk installs on a free operating system — Linux

* Asterisk Free version has features comparable to 3CX Commercial edition
The following are the advantages of Windows 3CX:

* Large number of people already familiar with Windows
server administration

* Easier to integrate with existing Windows networks
* Hasa very consistent and easy-to-use user interface
* Easier to integrate with Microsoft Exchange

* Supports SIP forking (allows two or more devices to be registered to the
same extension)

I started out in the IP PBX world using Asterisk@Home (now Trixbox). Because of
my unfamiliarity with Linux, I spent a lot of time trying to figure out how to perform
simple operating system tasks. After working with Asterisk for quite a while, it
dawned on me that what I really wanted was a free (or low cost) phone system

with integration capabilities, one that worked reliably, and one that I could call

for support in rare instances when something didn't work right.

At one point, getting commercial support for Asterisk was an issue,
but now commercial support options are available. There still may
be an issue to get a vendor who will give a list of hardware that
» they will support along with Asterisk. The "last straw" that made

@@j%“ us switch to a Windows-based phone system was when we had an
issue with Asterisk. We called several vendors and asked them what
hardware should we get to be in a supportable condition, and no
vendor could list it for us. However, once again, I believe support
for Asterisk is no longer an issue.

[111]



Getting Started with the 3CX Phone System

I think the decision between 3CX and Asterisk is one that each administrator needs
to make. However, for many small businesses, a Windows solution makes sense.

3CX Free versus 3CX Commercial edition

One thing that makes 3CX very attractive to hobbyists, small businesses, and IT
managers is its cost of entrance —free! The 3CX community has grown quite rapidly
because of the free edition of the 3CX Phone System. It can be a little confusing to

a new 3CX administrator about what is included in both the Free and Commercial
editions, but the chart provided by 3CX at the following URL helps clarify a lot

of questions that come up. The latest feature comparison chart is available at
http://www.3cx.com/phone-system/edition-comparison.html.

Major components of the 3CX
Phone System

The 3CX IP PBX Phone System is made up of several major components:

* The 3CX Phone System consists of several Windows services, an SQL
database to store configuration data, and a web interface for administration.
The 3CX VoIP Client and 3CX VoIP Phone are softphones that allow us to
use a computer coupled with a headset as a phone.

* The 3CX Call Assistant is a software operator panel that allows us to see the
status of the phone system, control phone calls, and do simple chats between
the operator and the caller.

* The 3CX Call Reporter allows us to print graphs and reports of call details.

[12]
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3CX Phone System

After installing 3CX, the first place you'll visit is the administration web interface.
This interface (GUI) allows you to set up and maintain your 3CX Phone System. It
also helps a 3CX administrator to restart services that get hanged or stuck, even if
the services are remote, as shown in the following screenshot:

{Z 3CX Phone System Management Console - Windows Internet Explorer E|@|E|
- y - |§, httpef flocalhost: 5481 MainForm.wgx M | *1|| X | | e
- — i 3
b 4 '1'% | ESCX Phone System Management Console | | F} - Rl - - d’ Page - i ; Tools -
File Add View Settings Links Help
£ Extension status \_)7 Server Ackivity Log n@ Add Extension i Add PSTH Gateway @ Add YOIP Provider Wizard @l Create Qutbound Ruls x‘.ﬂl Create DID
Services status
X |
|_> Stop B Restart [EP Restart all
=] } 3C% Phone System Service Mame Status
=" Ports|Trunks Status
£/ Extension Status 3C¥ PhoneSystem Database Server Running
o Server activity Log 3C% Configuration Service Running
3C% PhoneSystem Media Server Running
(=L Extensions 3C% PhoneSystem Digital Receptionist Running
20 MANAGEMENT 3C% PhoneSystem Yoicemail Manager Running
£/100 3 PhoneSystem Conference Room Rurining
i 3C% PhoneSystem Parking Crbik Running
g PST devices 3CH PhoneSystem SIPRTP Tunneling Proy Running
Q‘f‘ WOIR Providers 3CH PhoneSystem FAY Server Runining
& Inbound Rules 3CH Assistant Server Rurining
w3 n
w2t Bridges 3C% PhoneSystem Call History Running
& ourBound Rules
2 Digital Receptionist
0 Ring Groups
4% Call Queuss
K Settings
£2 Links
9 Help
Ready. \5} Lacal intranet F100% v
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Getting Started with the 3CX Phone System

The 3CX Phone System is made up of 13 Windows Services that make up the core
of 3CX, as shown in the next screenshot. These are Standard Windows services, and
you can use normal Windows administrator tools to work with them.

File  Action  Wiew Help

&= B ® m L

% Services (Local| | Name Ciescription Status Startup Type

f 7 f .. Skarted Automatic

%SCX Configuration Service 3CK Config...  Skarked Aukomatic Local System
%SCX PhoneSystem 3C% Phone...  Started Aukomatic Local System
%SCX PhoneSystem Call Hiskory 3C¥ Phone...  Started Automatic Local Syskem
%SCX PhoneSystemn Conference Room 3CK Phone...  Starked Aukomatic Local System
%SCX Phonesystem Database Server Starked Aukomatic \phonesy...
%SCX PhoneSystem Digital Receptionist 3C% Phone...  Started Aukomatic Local System
%SCX PhoneSystemn FAR Server 3CK Phone...  Started Aukomatic Local Syskem
%SCX Phonesystem Media Server 3CK Phone...  Starked Aukomatic Local System
%SCX Phonesystem Parking Orbit 3C% Phone...  Started Aukomatic Local System
%SCX Phonedystem SIPRTP Tunneling Proxy 3CY Phone,..  Started Automatic Local Syskem
%SCX PhoneSystem Vaoicemail Manager 3CY Phone...  Starked Aukomatic Local System
%SCX ‘Webserver 3CH Webs,..  Started Aukomatic Local System

S # |, Exkended }, Standard

A web system management console provides a simple way to administer and see the
status of the system.

A very common question I hear is: "Can I disable this or that 3CX
» service?" The answer is "No." If you are very smart, you may be able to
% figure out how to save yourself a few kilobytes of RAM. Most likely, you
g will spend a lot of time thinking and in the end leave it running. They are
all designed to run even if you are not using them.

There are three ways to navigate in 3CX — the navigation pane, the drop-down
menus, and the quick launch toolbar.

The navigation pane

The navigation pane has been a part of 3CX navigation since the beginning and
allows you to navigate everywhere in 3CX. While some of the other navigation
methods allow quick access to adding new extensions, PSTN devices, and other
new objects, the navigation pane is the only method to navigate to an existing
object and edit it.
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3CX

=} 30K Phane System
=" Ports/Trunks Status

wiapd E xtension Status
£ Systemn Extensions Status
L7 Phones

b Server Achivity Log
'-LE-%— Services status
+-if 7 Extenzions
e PSTM devices
&) YOIP Providers
I Inbound Rules
oot Bridges
o DutBound Rules
_':E Digital A eceptionist
™% Ring Groups
Call Queues
7 Gettings
H50 Links
+-% Help

The previous screenshot shows the navigation pane, and the objects in the list are
described as follows:

* Ports/Trunks Status: See the status of your PSTN and VoIP phone
lines/ trunks.

* Extension Status: See the status of each extension on your system.

* System Extensions Status: See the status of 3CX system extensions.

* Phones: See and manage your hardware phones.

* Server Activity Log: See the status of your server and any errors in almost
real time.

e Services status: See the status and stop, start, or restart the 3CX
Windows services.

* Extensions: View, add, or edit your extensions.
* PSTN devices: View, add, or edit your PSTN devices.
* VOIP Providers: View, add, or edit your VoIP providers.

* Inbound Rules: Set up where inbound Direct Inward Dialing (DID)
is routed.

* Bridges: Set up connections between 3CX phone systems.

[15]
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OutBound Rules: Set up how outbound calls are routed and to which PSTN
or VolIP provider.

Digital Receptionist: Set up menus which callers can navigate through.
Ring Groups: Set up groups of extensions that can ring together.
Call Queues: Set up call queues.

Settings: This is where general settings like Music on Hold, office hours, and
dial codes are set. This is also where the license is activated if needed.

Links: This provides links to useful features, such as the 3CX softphone
download, purchasing 3CX, and more.

Help: This provides links to 3CX's FAQ, forum, blog, and more.

Drop-down menus

Drop-down menus provide an alternate method of navigating to most objects in
3CX. Navigation is divided into logical groups as follows:

File: Allows you to log out

Add: Adds new objects such as Extension, PSTN Gateway, and so on

View: Allows you to view the status of your system

Settings: Changes global 3CX settings like network, fax, and system prompts
Links: Provides links to downloads and updates

Help: Provides links to manuals, guides, and support for 3CX

The following screenshot shows us the drop-down menu for the Add group in 3CX:

File Add Wiew 3Setbings Links Help

e < | Extension wlog | < Add Ext
ol PSTN Gateway

rts/Trunks Staty
g MOIP Provider
|

4 Bridoe
= b‘ Status

% | DI Inbound raute
fg | Cutbound rule

‘2 Digital Receptionist
M Ring Group

A% Call Queus
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Quick launch toolbar

The quick launch toolbar provides a one-click method to navigate to some of the
most used objects in 3CX: Extension status, Server Activity Log, Add Extension,
Add PSTN Gateway, Add VOIP Provider Wizard, Create Outbound Rule, and
Create DID. The following screenshot shows the quick launch toolbar:

File Add Wiew Settings Links Help

|43 Extension status ./ Server Activity Log g Add Extension g Add PSTN Gateway ¢b Add WOIP Provider Wizard | % Create Gutbound Rule %1 Create DID

3CX Phone

The 3CX Phone is a SIP softphone that will allow you to use your computer coupled
with a headset as a replacement for a desk phone. The 3CX Phone is much like other
softphones available and includes similar features. Some of the features included
are as follows:

¢ Take and place calls

* Handle multiple calls (three at a time)

* Place calls on hold

* Transfer calls

* Show incoming calls

* Telephony Application Programming Interface (TAPI) driver for dialing
from Microsoft Outlook (Not free)

* Itis a standard SIP softphone, so it works with any SIP-based IP PBX

* The call recording button saves a sound file on the local computer or in the
3CX Phone System

* Auto-answer on paging is supported

* Supports some wireless headset call pickup buttons (such as Plantronics)
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* Unlike the earlier softphone from 3CX (3CX VoIP Client), no presence
indication is built-in because it is assumed the 3CX Call Assistant will be
used if needed

JCXPhene ikl

Talbii=

On Haok

Line 1 Line 2 Line 3

DEF

MO

9
H

Transfer

The 3CX Phone has a very thorough call logging built-in, and Missed, Answered,
Dialed, Recorded, and All calls lists are available. We can see the quantity and
duration of the different groups of calls, as shown in the following screenshot:

Call History =
Call history for 3cxhome
‘»‘-\II callz (46) (15 min 23 sec) j
Extension | Caller ID | Time of call | Dura... | Reco... | Diver... ‘ -
999 2009/12/03 22:..., 18sec Yes
101 2009/11/27 22:... 9sec Yes Yes
101 009/11/27 22:... 19sec  Yes Yes
101 3C¥Ph...  2009/11/27 21:... Yes fes =
100 2009/11/27 21:... 1lsec  Yes ‘fes T
999 2009/11/27 21:... 24sec  Yes Yes
999 2009/11/27 21:... 4lsec  Yes Yes
101 3C¥Ph...  2009/11/27 21:... Yes fes
101 2009/11/27 21:... 27sec  Yes Yes
101 2009/11/27 21:... ilsec  Yes Yes
101 3C¥Ph...  2009/11/27 21:... Yes fes
101 3C¥Ph...  2009/11/27 21i.. Yes Yes
MakeCall  MakeCall  2009/11/27 21:... Yes Yes
102 2009/11/27 21:... 18sec Yes Yes
101 2009/11/27 21:... 16sec Yes Yes
101 2009f11/27 21:...  6sec Yes ‘Yes
G99 2009/11/27 21:... 13sec  Yes Yes
101 101 : Yes fes
101 101 es ‘fes
W01 W01 Yes fes -
= @/
\,
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The 3CX Phone also does call recording at two places —recording calls to the local PC
hard drive or to the 3CX Phone System, so that they show up in the 3CX user portal.
Looking up Calls recordings on the local PC is shown in the following screenshot:

3CXPhone JcXPhone
Calls recordings l-v:hj
Calls
Recording options
Configure recording options
I™" Record aslocal files
Local recorded calls
Available recordings: 4
Refresh
!
Transfer Total size: 0 Bytes —
03 | /

_ The 3CX Phone is a standard SIP softphone and can be used with any
% standard SIP provider or IP PBX. In fact, there is a 3CX forum dedicated
s to help those who may be using the 3CX Phone in non-3CX Phone
System scenarios.

3CX Assistant

In short, the 3CX Assistant gives you, the user, a visual indication of what is
happening with your phone system. The 3CX Assistant will also allow us to do some
call control by dragging and dropping objects. It is a software version of what, in the
good old days, was a hardware device that the receptionist used to direct calls. The
3CX Assistant is a new addition to the 3CX suite. The road map is for the 3CX VoIP
Phone and the 3CX Assistant to eventually replace the 3CX VoIP Client. Following is
a list of indication features:

¢ The status of all connected Extensions
¢ The status of all Queues
¢ The status of all Parked calls
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* Allows visual grouping of extensions

* Voicemail indicator (along with the number of voicemails)

Available - 3CX Assistant o =] X

File Action MyPhone Help

= 100 OISICISEE

[E] Active Calls
= My calls
[ External calls
[l Parked calls

[E] Extensions
[E] Not group members
@ 100 Availahle
o101 Available
1oz Not registered

[ call History
Missed calls
[l Received calls
101 11/27/2009 10:02:18 PM
& 101 11/27/2009 10:01:01 PM
Outbound calls

Connected

Following are a few of the 3CX call control features:

* Set extension to Busy or Available

* Login or log out to/from Queue

* Park or pick up a parked call

* Divert an incoming call to voicemail
* Transfer a call by drag and drop

* Record acall

* Bargeintoacall
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Following screenshot shows the 3CX Assistant Action menu:

Available - 3CX Assistant =anEn X

MyPhone  Help

Voice mail

Available
-d call Available
Mot registered

Barge in

(% Set as away

@ Lag in to Queues

CrCTTCT TS

11/27/2009 10:02:18 PM
101 11/27/2005 10:01:01 PM
Outbound calls

Connect
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The 3CX Assistant also provides a way to integrate incoming calls with your
Customer Relationship Management (CRM) or some other software package

by specifying a program to run and allowing you to pass the caller ID to it as a
parameter. The following screenshot shows the 3CX Assistant Configuration screen:

Available - 3CX Assistant | =RAC] % |

File A —=
_ 3CX Assistant Configuratic i

=100

| Accourt | Options |Ca|| fittering I Dialing | Chat I M\rancedl

[E] Active Calls
] My calls Notfications

[E] External calls Notify on my incoming calls
[E] Parked calls Motify extemal program on my incoming calls

El Extensions Extemnal program path to executable:

[E] Not group m
@100 Parameters:
@101
o102

Scallid

Enable CRM integration

[E] call History View
] Missed calls [] Show main window on top of other windows

101 [ Hide main window on startup
101 @ Sort extensions by number

(") Sort extensions by name

Connected {3cxhome
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The 3CX Call Assistant also includes a nice and simple chat client, as shown in the
next screenshot. This allows users to communicate via instant messaging without
installing a full-fledged instant message server like Openfire or Microsoft Office
Communications Server.

Available - 3CX Assistant = P9

File Action MyPhone Help

= 100 [ I p - 2

[E] Active Calls
1 My L 101 - 3CX Chat
[ Ext
[ Par

100 (22:19) says: Can you take a call?
101 (22:20) says: yes

= call rl
Mis
=] Req
101
# 101 Send
Out]

Connectad
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3CX VolIP Client

The 3CX VoIP Client is a SIP softphone like the 3CX softphone and is an older
product that is being sunsetted by 3CX. Because it has some unique features,
we will mention it here. The following screenshot shows a 3CX VoIP Client:

%5 303 VoIP Client -

File Action View Help

€ & &R48dsd¥Ra|ee
— DN Description
*0 Parking Orbit
0n Hook *1 Parking Crbit
2 In Office Available 100 Test Test Lastname
. ’ - 101 johen doe
Ul urer | 0 urez | [ Lnez | (07 best best
. =] *20 call pickup
| =057 | [=11715... wendel

[=]3140... rosalyn
E Y
abc

F
g
I

| [=43309... matt
[=4688... sheldon
4gh| | ‘ o2 |k| mno | |:I 999 matk wm
‘pqrs | ‘Bluv w:-:_l,lz | 3CX
3CX Phone System
‘ g | ‘0 ‘ | & | FREE Edition

While the 3CX VolIP Client has many features similar to other standards-based SIP
softphones, it also has features that are proprietary to 3CX and helps make it more
tightly integrated with the 3CX Phone System. Few of the features are as follows:

* Ability to show the status of other extensions (Not free)

* Ared light means the other extension is not registered to 3CX
* A green light means the other extension is registered to 3CX

* A yellow light means the other extension is on a call

* A black light means the other extension has been set to Away
* Tunneling all VoIP traffic over a single TCP port

* A button to divert an incoming call to voicemail

* A button to toggle Away or Available status to publish simple presence
information to other extensions

* A button to start recording this conversation that will save the recording
on the 3CX server as opposed to just saving a sound file on the local
computer (Not free)

* Queue status monitoring (Not free)

[24]



Chapter 1

The following screenshot shows the Preferences interface, which is used to set up the

powerful On Incoming call feature:

Preferences

Preferences

7 Show Menu Bar

Webserver
Ackion on Ringing
Interface Language

Interface skin

On Incoming call
Mokify TAPT

c:\getgpdata. exe

Prograrn paramekers

< Autoratically run when Windows starks

+ Log me in aukomnatically

Suppress eatly sound skreams

115 * Cassini

Show Answer Dialog

English

Office2007

o Motify external program

oralid:

The 3CX VoIP Client has one powerful feature that is not included with most other
free SIP softphones. It has the ability to run a program or web page and pass the
caller ID of an incoming call to that program or web page. All you need to do is

check the Notify external program checkbox, enter the path of the program,
and add any Program parameters. In the previous screenshot, 3CX VoIP

Client will run the program c:\getgpdata.exe with $callid% as the parameter.

If the phone number calling you was 1-800-555-8383, Windows would run
c:\getgpdata.exe 18005558383. You can also use this method to open a
web page. Think of the integration possibilities! This is a powerful feature

and is available for free.

Note that 3CX VolIP Client On Incoming call feature works with other IP
=" PBXs too.
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Because of the lack of wide microphone support in Terminal Services,
% 3CX does not support running the 3CX softphone or 3CX VoIP Client on
~ Terminal Services.

One last thing that we should note about the 3CX VoIP Client is that 3CX is
sunsetting the 3CX VoIP Client and moving development efforts to the newer
3CX VoIP Phone.

3CX Call Reporter

The 3CX Call Reporter is a reporting tool for call details.

. Note that most of the 3CX components are downloaded and installed
separately. The 3CX Call Reporter is installed when you install the
L= phone system, and there is a shortcut in the 3CX Phone System's Start
Menu folder.

- 3CX Call Reporter,

File  Reports  Help

3CX Call Reporter

Call Logs Beport Call Statistics

Dlueue Statistics Abandoned Call:  Agent Statistics

e |u Other Statistics

Bing Group Statistics

_ The Call Reporter is not a real-time tool. There is an update process that
% needs to be done before the call detail records will be available to the
L Call Reporter. In version 6, this was real-time, but this was changed to
improve performance.
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3CX Gateway for Skype

The 3CX Gateway for Skype allows us to use Skype to make calls on our 3CX Phone
System. Originally, this was an add-on module to 3CX, but we are including it in this
section as it has been integrated with 3CX. You can add a Skype Trunk Line just like
a PSTN or SIP trunk line as shown in the following screenshot:

PSTN devices

w4 Add Gateway wWizard

Add PSTH Gateway

M ame Q
Brand 3 w Q
Maodsl G ateway For SKYPE v @
Dezcription Skype Trunk Line

LAL ©  htto s 3ox com

More vendor supported gateways can be found here:  hittp A fwiki, s, comn gateway-configuration, »endor-supported

Cancel H Mest »

I don't know what will be the need for this add-on in future, considering
s~ Skype just released a SIP to Skype server. We'll wait and see!

3CX Hotel module

The 3CX Hotel module is a web-based application that adds a full Hotel PBX to 3CX.
It provides features such as wake-up calls, check-in and check-out, guest call log
printouts, and room service can set the room availability via a phone call.

The Hotel module is unique because it is purchased as a separate license
= from 3CX. All the other modules mentioned are included at no extra cost.
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Some characteristics and features of 3CX

There are several major characteristics and features of 3CX that we'll take a quick
look at.

Easy to use

3CX's ease of use is probably the number one characteristic that is most beneficial to
users. Being Windows based, it immediately resonates with many 3CX users. I find
it interesting that a lot of users need to be reminded to look at the manual for more
complex tasks because they get so used to doing things without it. One of the most
complex tasks in any software-based phone is setting up a gateway device. In many
phone systems, this involves logging into the device, configuring a host of settings
for the device, and often using trial and error to see which setting works. In 3CX,
there is a wizard for most common gateways that will create a configuration file, and
you just have to import it into your device. I have never seen a software-based phone
system that makes configuring a gateway so straightforward, as you can see in the
following screenshot:

=4 Add Gateway Wizard
PATM Gateway Mame:

Mame @

Flease choose a supported gateway:

® ) 30X Gateway For SKYPE Sskype Trunk Ling
O 3 pudiocodes MP-114 4-Part Analog FRO
O #3 AudioCodes MP-114 26F0 2uFxs Z-pott Analog FLO
O ¥3 pudiocodes MP-1188F<0 &-Port Analog FXO
O ) Generic Gateway Device Custom Generic Gateway Device
8] GrandStream G -4104 4-port Analog FRO
C' GrandStream Gew'-4108 &-port Analog FRO
@] 9; GrandStream HandyT one 488 1-part Analog FEO
O ! LinkSyz SPA-3102 Mew 1-port Analog FXO
O E Patton SM-4112 2-part 40 [Firnware B4 x) 2-Port Analog FAO
O BE Patton SN-4112 2-port Fx0 [Fimware B5.x] 2-Port Analog FXO
O E Patton SM-4114 4-port FB40 [Firrware B4.x) 4-Port Analog Fxo
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Open and vendor independent

3CX also does an incredible job at documenting how to set up phone handsets and
other hardware with the 3CX Phone System. If a device uses SIP standards, it can
usually be made to work with 3CX with enough time, but you will save yourself a lot
of sweat and tears by sticking to 3CX-supported devices. If you ever get frustrated
with the documentation about a phone model, just remember —no other software
phone system has as good phone configuration documentation as 3CX.

This question comes up often: "I have such and such SIP phone, will it
. work with 3CX?" The answer is: "Any standard SIP device should be
% able to interoperate with 3CX." So, if you have enough time, you will
/S eventually be able to make it work. Did that sound like a warning? It was.
My suggestion is to only use hardware supported by 3CX. You can find
thatlistat http://wiki.3cx.com/phone-configuration.

Another question I often hear: "I'm using a supported phone model
XYZ. My XYZ feature doesn't work." The answer is: "Not all features on
supported phones will work." Take a look at the interoperability notes
% athttp://wiki.3cx.com/phone-configuration/firmwares-
T tested to help you decide which phone handset will work for you. The
phone I personally use to avoid as many problems as possible is Snom.
Also, make sure you have tested the phone for any firmware.

Windows-based

Another core characteristic of 3CX is that it is Windows-based. There is no Linux
or Apple version of 3CX, and this is by design. 3CX (the company) made a very
conscious decision to be a Windows product. Initially, and up until version 6, 3CX
was based on PostgreSQL and Apache, which seemed somewhat misaligned with
the Windows-only policy. In version 7, 3CX showed its increasing commitment to
the Microsoft stack and did a major rewrite of 3CX using the Microsoft Internet
Information Services (IIS) web server. Although there have been rumblings in
the past, there is no official mention of a move to Microsoft SQL at this moment.

Sometimes this question is asked: "Even though 3CX is very
* Windows-centric, why doesn't 3CX integrate with Active Directory?"
The answer is: "It may, at some point". Right as 3CX stands, it will
’ run on Windows XP Professional just as good as Windows Server,
so it can't be dependent on Active Directory.
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What the 3CX Phone System is not

Perhaps the best way to understand a product is to take a look at some features the
product doesn't have. Those features are discussed next.

3CX is not expensive

Certainly, the free edition is free, but the commercial edition is very reasonably
priced, too. What makes the commercial edition quite reasonable is the licensing
method of per concurrent call. This means that 3CX is not licensed as per extensions
attached to the system but by how many concurrent calls (or simultaneous, calls as
3CX calls them) can be made at the same time. For example, if you have a very
low-usage phone system (like a retail store) where you might need 50 phone
handsets but rarely more than 5 are being used at one time, you could get a 10
concurrent calls user license in 3CX. With competing systems you would need a
50 concurrent calls user license. While this does reduce the cost of 3CX, the issue
of what constitutes a concurrent call becomes very important, so make sure you
understand it. One factor that is often overlooked is internal calls do count against
concurrent calls. To see a full breakdown of what constitutes a concurrent call, I
suggest that you read the following post by 3CX engineer Kevin Attard:

http://www.3cx.com/forums/what-is-a-simultaneous-call-8123-
15.html#p41947

3CX is not a Cisco level of maturity product

Remember the price? So, what does this mean in the day-to-day operation of 3CX?
You might need to reboot your 3CX server occasionally, you might need to use a
workaround because some feature may still be a work in progress, or some seldom
used voice prompt might not have a "million dollar" sound. In short, there will be
items you will need to work through. My suggestion is that if you are installing a
phone system for a company with toleration only for perfection, a Cisco level system
might be the way to go. From my experience, 3CX also seems to be a good fit where
there is on-site IT to watch over and take care of telephony issues.
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3CX is not a turnkey hardware phone system

What gets most small businesses interested in 3CX is the low cost and do-it-yourself
possibilities. Also the open architecture lets you use nearly any standard SIP
hardware and this is really appealing. After working through several interoperability
issues, we might start wishing for a turnkey proprietary phone system "that just
works," and 3CX is a system that needs to be integrated.

3CX is not done

In fact, 3CX is being developed at a dizzying pace. In just a few versions, the web
server was changed from Apache to IIS, the user interface completely redone, a new
softphone was added, the Call Reporter was rewritten from Microsoft Access to a
self-contained Windows application, a Hotel add-on was added, the 3CX Assistant
was added, and lots of new features keep pouring in. 3CX is certainly a work in
progress and a moving target. It's not at all uncommon for updates to come out
several times a month. To keep an eye on these developments, you can follow the
URL: http://wiki.3cx.com/change-1log.

3CX does not have "key system"” replacement
features

The easiest way to explain a key system is to give an example. A call comes in on
line 1, and John picks up the phone. The caller wants to talk to Joe, so the call is put
on hold. John tells Joe to pick up the phone and Joe presses line 1 and says "Hello."
3CX uses the call park and call transfer paradigm instead, which works well but is
sometimes a hard feature to give up for users who are used to a key system. The IP
PBX feature that allows putting the call on hold and the other person picking it up by
pressing the "line" button is sometimes called shared line appearance.

3CX integration with Microsoft Office
Communications Server is not supported

Microsoft Office Communications Server (OCS) is a communication server that
started as an instant messaging server. It has grown to have voice and collaboration
features and is often integrated with an existing phone system. As Microsoft appears
to be grooming OCS to become a full-blown communication system capable of
replacing a phone system, 3CX has made the choice to not support integration with
OCS. 3CX does integrate with other instant message-only servers (such as Openfire)
easily and nicely. While this is not officially supported by 3CX, you will find more
help at 3CX support and forums.
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3CX currently does not have the ability to do
multi-tenant

Multi-tenant is the ability for multiple companies to use one install of 3CX. 3CX's
current answer to multi-tenant needs is virtualization.

3CX does not do multiple languages
simultaneously

This may be needed for countries that need to support prompts in more than one
language at a time. 3CX can do many languages, but only one at a time. So, if you
need a digital receptionist prompt to say Hello, for English press 1 and French press 2,
and then all prompts after that will switch to the language you selected, remember
that 3CX does not do that.

Summary

We should now have a full understanding of the 3CX Phone System. In this chapter,
we compared hardware and software phone systems, as well as 3CX and Asterisk
phone systems.

We quickly took a tour of the major components that make up 3CX. The phone
system itself (made up of 13 services), the 3CX VoIP Client, the 3CX softphone, the
3CX Assistant, the Call Reporter, and Hotel module.

We reviewed the characteristics that really define 3CX. Its ease of use, its ability to
interoperate with many standard SIP hardware vendors, and that it is unabashedly

a Microsoft Windows product are just some of those characteristics. We also took a
look at the fact that 3CX is not on the same level of maturity as a Cisco phone system.
It's not a turnkey phone system that you can just plug and play. Finally, it's not a
finished product; development continues at a dizzying speed.

We noted some features that we shouldn't expect 3CX to provide, such as key system
features, Microsoft OCS integration, multi-tenancy, and multiple languages at the
same time.

In the next chapter, we will be taking a look at the items we should get together

to set up a 3CX Phone System and what computer or server we should use for our
system. Then we'll download 3CX and finally go through the 3CX install and a basic
test of the system.
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Now we can get down to the business of actually getting 3CX installed. We'll take a
look at what we will require in order to set up a 3CX Phone System, what computer
or server we will need to use for our system, where and how to get 3CX and the
keys to use it, and finally the 3CX installation. In this chapter, we will have a look
at the following:

What you will need

3CX server requirements

Choosing a Windows operating system
Downloading 3CX and getting a key
Installing the 3CX Phone System
Checking if 3CX is up and running

What you will need

There are just a few things that you will need in order to build a complete phone
system using 3CX, which are:

A Windows desktop or server computer

Some DHCP server (a small router will do)

Three hardware handsets or softphones

Broadband Internet and a SIP trunk

A SIP PSTN Gateway device (if we want to connect to PSTN lines)
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Why three phones? It is because three phones will let us test all the different call
transfer and call park scenarios ourselves. For example, phone #1 can call to

phone #2. Then phone #2 can transfer the call to phone #3. With three phones you
can basically test any combination that can occur in the real world. If you can't afford
hardware phones, software phones will suffice.

As it is possible to run 3CX in a virtualized operating system, it is possible
_ tosetup a complete phone system without buying any hardware —run
& the 3CX Phone System on a virtual server, install softphones on laptops
L you already own, and use a SIP trunk to connect to the outside world!
Wow! My suggestion though is that for your first install, get a real server
or desktop PC. This will be one less thing to worry about.

We'll talk about the requirements for our system in just a moment, but let's
quickly talk about your phone handsets and PSTN gateway. Remember that,
while 3CX is open and can integrate with any SIP compliant hardware, using
3CX-supported hardware will make your life a bit easier and that is what I
recommend. The official list of 3CX-supported hardware can be found at:
http://www.3cx.com/sip-phones/index.html

You will need to select your phone handset very carefully because a good or bad
handset can make or break your phone system implementation. Often, because
handsets are a large part of the investment of a phone system, handsets are selected
on the basis of price only. However, don't do this, no matter how good 3CXis, if
your users work with a phone handset that is quiet, doesn't work right, cuts out,
has buttons that don't work correctly, or has a low speakerphone volume, you'll
get bad reviews.

My suggestion is to get 3CX up and running successfully before trying to get
unsupported hardware working. It really is a separate task.

For selecting a PSTN gateway, I recommend getting a 3CX-supported unit.
The gateway device is probably the most complicated device to get working
just right on your phone system, so don't skimp here. 3CX supports the most
well known and often used gateways. Once again, here is the URL:
http://wiki.3cx.com/gateway-configuration

Some people ask "Which is your favorite phone handset and PSTN
- gateway?" Well, remember everyone has their own preferences. I lean
% heavily toward products that work without much fiddling and are very
e stable. Price comes somewhere later in my priority. What's my favorite?
I go for Snom phones and Patton gateways.
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Your 3CX server hardware requirements

What are the hardware requirements for 3CX? It might be astonishing but for a long
time 3CX (the company) did not release specific requirements. The recommendation
was "a currently sold Windows desktop will do." This might seem to be a somewhat
"hazy" recommendation, but I've found that this rule of thumb actually can work
quite well for a 10 to 15 extension system.

The first time [ installed 3CX, I installed it on a fanless 1GHz VIA appliance PC with
512MB of RAM and a 100GB hard disk drive. I thought that, because it was a phone
system, it wouldn't take many resources. Well I was wrong. When calls would come
in, there was a long delay before the digital receptionist would pick up in other
places when prompts played to the caller. I fiddled for quite a while before I moved
the phone system to a modern desktop computer and then all the problems went
away. With Asterisk, people often say you can turn an "old unused pc" into a phone
system. 3CX is a Windows-based system, so make sure that you have a sufficiently
powerful machine.

3CX now publishes minimum hardware requirements that appear during
installation, which are as follows:

* 1GBRAM
* Pentium IV processor or higher
* Audio playback capability

3CX uses an MP3 file residing on the 3CX server as the
. Music on Hold source. At this time, plugging an audio
% source into the audio card's IN port is not a feature. Also
= interfacing to PA systems by plugging into the audio card's
OUT is not supported. We will talk more about PA system
integration in Chapter 8.

Obviously, if you are running 3CX alongside an Exchange Server, Active
Directory, and File Sharing on a Microsoft Windows Small Business Server,
you will need a more powerful machine. 3CX has published a test in such a
situation on their official 3CX blog at http://www.3cx.com/blog/voip-howto/
no-dedicated-server-needed/.

For the test, the server was configured as follows:

* Intel Core 2 Duo E4500 2.20GHz
* 4GBRAM

* 50GB SATA hard disk drive

* 100MBps network connection
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In the test, Windows Small Business Server was running IIS, Exchange Server,

and Active Directory. 3CX was installed using the Cassini web server option. A load
equal to 25 users heavily using Exchange Server was put on the server. Now a 16
simultaneous calls load was put on 3CX. In one hour, 2,000 calls were made. During
this test for all 3CX services, the CPU usage was at less than 15%. The 3CX memory
usage was approximately 300MB with Cassini using about 100MB. Exchange Server
did not use more than 10% of CPU with a total CPU usage of about 30%.

Choosing a Windows operating system

3CX will run on most business editions of Windows, but there are some
considerations for the different editions to take note of:

A\l

Windows XP Professional

I personally think that Windows XP Professional makes a nice small office
3CX Phone System server and is a great choice for a first 3CX install. It can be
clean, lean, and mean. It is especially compelling when you have a network
and have another server taking care of DHCP.

For performance reasons, Windows XP
* Professional along with the Cassini web server
% should be used for systems with fewer than 20
T users. Consider upgrading to a server operating
system when you reach this number of extensions.

Windows Vista Business, Enterprise, and Ultimate

If you are using Windows Vista, make sure that your machine has plenty of
resources and has User Account Control (UAC) turned off. Also, see that the
firewall doesn't get in your way.

Windows Server Standard 2003 and 2008

This may be the best fit for a 3CX server in a slightly larger installation. Like
SBS, it will include a robust DHCP server for provisioning phones using
DHCP option 66.

This is just in: Microsoft has just released another version of their
Windows Server line called Windows Foundation Server. This server will

~Q have all the features of Windows Server Standard, be priced at Windows

desktop OS price levels, and be limited to 15 SMB connections. In my
opinion, IP PBX administrators will want to keep their eye on it!
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In fair disclosure I need to admit that I personally favor
having discrete servers or servers doing one job. In an SBS
. environment it's so easy for different server applications
% running on the same server to conflict, whether it is over

S RAM or ports, or whatever. With a real-time server like a
communication server, even a little delay, stutter, or chop
can cause a user to give the phone system administrator a
support call. However, remember this is a personal opinion.

3CXis also supported on Windows Server 2008. Still, you'll need to ensure
that the Desktop Experience role is enabled. Without this you will have no
audio prompts, and this will make your phone system useless.

¢  Windows Small Business Server 2003

Windows Small Business Server has a lot going on already, such as file
sharing, Exchange Server, and Active Directory, so it can be potentially tricky
to get yet another server running on it. However, it can be done, and 3CX will
support it, too. My suggestion for a first install is to try something simpler
like Windows XP or Vista.

Starting with a clean operating system install

For our first 3CX server, we will need to start with a freshly installed and clean
operating system. 3CX is quite a complex application as there are 13 services
running, and it can use several TCP ports and audio interfaces with the PC's
hardware audio capabilities. With 3CX, there is quite a lot going on, so a clean
install will make our lives smoother.

Some real life experience: The first time I installed 3CX, it was on an older
Windows XP Professional computer that had a lot of test applications
_ installed and uninstalled on it. I had so many problems that I was about
% to write off 3CX as not ready for primetime when, on a hunch, I decided
L= to install 3CX on a clean Windows XP Professional computer. The install
was flawless and everything just worked! After working with other 3CX
installations, I've found that 3CX likes a clean operating system and is
perhaps a little more sensitive than some other applications.
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Getting the Microsoft stack in place

The 3CX Phone System is largely based on several Microsoft Windows technologies
that are stacked on top of each other.

You don't need to understand all the details about each layer; all you need to
know is that each one needs to be installed and working properly. The Microsoft
"stack" used in 3CX is as follows:

*  Windows operating system (and updates)
.NET Framework 2.0
IIS (Internet Information Services, unless you use Cassini)
ASP.NET

Note that I said 3CX is "largely" based on Microsoft technologies. The 3CX
. database uses the PostgreSQL database engine and not Microsoft SQL.
% There is no problem with PostgreSQL, but many Windows users may not
s find it as familiar as Microsoft SQL when attempting to integrate with it.
For example, you cannot connect to it from Microsoft Access as simply as
Microsoft SQL.

Downloading 3CX and getting a key

To get to the 3CX Phone System download page, visit:
http://www.3cx.com/phone-system/download-phone-system.html

Fill in your information with a valid e-mail address, and you will get a demo key
that will allow you to try out all the commercial features of the 3CX Phone System.
You will also get a link to a nice PDF manual for 3CX, or if you are very security
conscious, you can click on the link under the heading Updates, which will take you
to the links to download without giving you a demo key. You can also go directly to
the following link:

http://www.3cx.com/phone-system/downloadlinks.html

3CXis approximately a 40MB download. You may also want to download the 3CX
Assistant and VoIP Phone right away from the same page.
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Free key versus a two-user test key

If you filled in a valid e-mail while registering, to download 3CX you will receive a
demo key by e-mail that will allow all features of the 3CX Phone System Commercial
edition. The limitation of this key is that it will allow only two simultaneous calls.

To activate the two-user demo key, you will need to click on Settings | Activate
License. To make things simple, I suggest you copy and paste the key from the
e-mail that you received.

If you decide that you want to go back to the 4 simultaneous calls Free edition,
your can simply click on the Free Version button and the 2-call demo key will
be removed.

_— L
Once again, most people find that to thoroughly test phone features,
. youreally need to have three phone extensions. At this point, 3CX
% only provides a 2-call demo key. I can understand 3CX's position that
L a 3-call key could be used for real use. A 3CX reseller can be a good
resource to help you test features using a demo system they may make
available to you.
h— -
File Add ‘iew Settings Links Help
£ Extension skatus -L-,f' Server Activicy Log | <& Add Extension i Add PSTN Gateway '8 Add VOIP Provider Wizard % Create Quthound Rule {E}: Create DID
3 C Activate 3CX Phone System
X
[5 activate 3% Phane System to unlock commercisl features
Bl p 3C% Phane System ~ | Product details
=" Ports/Trunks Status Product 3CAPSDEMO
1L Extension Status Yersion Number 7
-\_f Server Ackivity Log Support nfa
las Services status .
= Upgrade insurance nfa
* (7 Extensions ber of Simult cal 5
3 PSTM devices Mumber of Simulkaneous Calls
() VOIP Providers Mumber of G723 Channels o
& Inbound Rules License key AIIS-CRF7-I¥DE-8M3T
w4 Bridges O If vou have purchased 3C% suppart, vou should have received an emai with a login and password ko the 3% Support
A OutBound Rules Portal. Please contact vour reseller for these details,
e Digital Receptionisk License key
X Ring Groups Licerse key
A7 Call Queues
=& Settings Customer details
&) Firewal Checker Company
= Metwiork Contack Mame
9 zeneral E-mail
&g Fax
4] advanced Telephone
1 System Prompts Country <select> v
|:_| Al 58
o' Phone System updat Free Version ] [ Activate ] [ Cancel
+02 Links =
1 »
Ready. ‘3 Local intranet +100% -
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For a neater comparison between the Free and Commercial

editions of 3CX, visit the following URL: http://www.3cx.

com/phone-system/edition-comparison.html.

Starting the install

Now we will get started on installing 3CX, which we will do by clicking on the
install file that you previously downloaded. Usually, this file is named something

like 3CXPhoneSystemXX . exe, where XX is the version number.

The requirements screen

The very first screen you'll see when installing 3CX is the requirements screen, as
shown in the following screenshot. We've already talked about these requirements,
but let me stop here and emphasize that these are requirements. If you proceed and
one of these requirements is not met, you will run into problems moving ahead.

Click Next:

<

{i& 3CX PhoneSystem 8.0 Setup X] I
Poa

3CX Phone System 8.0
Requirements

To install 32X on this computer vou need:

+ Windows P PRO, Vista Business/EntfUIE, Server 2003
Server 2008, and Windows 7

« MET Framewark version 2.0 or higher

« Port 5060 (3IP),5090 {Tunnel-Optional) to be opened

« Pork 5480-5486 to be free on Local machine

« One configurable port For 115, 3 For Cassini to be open

+ 1 Gigabyte RAM or higher

« Pentium 4 processor or higher

« Enable ASP.net 2.0i0 115

« indows 2008 users must enable Desktop Experience,
turn off IE ESIC

For more information see manual and FAQ

= Back I Mext = I Cancel

[40]



Chapter 2

The recommendations screen

The next screen that we will see is the recommendations screen. If you haven't met
all of these recommendations, you will still be able to continue. To make life easier,

I would use Internet Explorer. Using Cassini instead of IIS might actually be simpler
for a small install. Click Next:

i'é'n 3CX Phonesystem 8.0 Ssetup I
i

3CX Phone System 8.0
Recommendations

» Internet Explorer 71 or Firefox 203

+ 3C¥ Supported WoIP Phones & Gateways

» 3CH Supported WoIP Providers & SIP Trunks

+ Static port mappings [ Port forwarding {if using WoIP provider)
+ Static public IP {IF using a YoIP provider)

< Back I MNext = I Cancel
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The EUL Agreement

The End-User License Agreement (EULA) screen reminds us that 3CX is not Open
Source. The EULA looks quite normal to me, but you will need to read it and make
sure you agree with it before clicking Next:

ji 3CX PhoneSystem 8.0 Setup

End-User License Agreement

Please read the Following license agreement carefully 3( 'X

No EMERGENCY COMMUNICATICNS ﬂ

LICENIEE (A3 DEFINED EBELOW) ACENCOWLEDGES THAT THE
SJOFTWARE (A3 DEFINED BELOW) IS NOT DESIGHED OF
INTENDED FOR T3E TO COMNTACT, COR COMMUNICATE WITH,

ANY POLICE AGEMCY, FIRE DEFPARTHENT, AMBULANCE

SJERVICE, HO3PITAL OFR ANY OTHER EMERGENCY 3ERVICE OF
ANY KIND. THE SOFTWARE DOEZ NOT SUFFORT CALLI ToO
=811, POISCN CONTROL CENTEERS OFR T ANY OTHER
FMERGENCY MITMREER AVATTARTE TM FOITR COMMITMTTY. ACE LI

{* 1 accept the berms in the License Agreement

™ 1do not accept the terms in the License Agresment

~3C¥ Phone System Setup

< Back, I Mext = I Cancel

> One part of the EULA that you will want to take note of is that 3CX
%‘\ does not support 911 or emergency call handling. Make sure you
’ check whether your organization requires 911 handling or not.
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The install folder screen

In order to install 3CX efficiently, you will need to select where you want it installed
before clicking Next:

i'é-" 3CX PhoneSystem 8.0 Setup HmE 3

Select Installation Folder

This is the Folder where 3CX PhoneSystemn will be installed, 3( X

To inskall in this Folder, click "Mext". To install ba a different Folder, enter it below or click
"Browse",

Eolder:
. \Program Files',3Cx PhoneSwystem), Browse, ..

—3C¢ Phone System Setup

< Back I Mext = I Cancel

Selecting lIS or Cassini web server

You will also need to select a 3CX web server —you can select Microsoft IIS or
Microsoft Cassini. Cassini's performance will not be as good as IIS in larger
installations, but Cassini is fine for a test system or small office phone system
with 10 to 15 extensions.

_ Ifyou are unsure which web server to select, I suggest you use Cassini.
In Microsoft Small Business Server environments, this will avoid
#s— configuration issues that can occur with Outlook Web Access (OWA),
SharePoint, and other applications that use IIS.
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After you have selected which web server you want to use, you can click Next as
shown in the following screenshot; and 3CX will be installed. This will only take a
minute or two. When it is done, we can click the Complete button that will launch
the 3CX User Settings Wizard:

i 3CX PhoneSystem 8.0 Setup

Select Web Server
Select the web server ko use for the Management console and user portal 3( x

3CH requires a weh server for several of its services, You can use 113 or the bundled mini
wehserver 'Cassini', For installs up to 25 extensions, Cassini will suffice, Far larger
installations and better performance, 115 is recommended, On %P, only cassini can be used,

* Included Webserver (Microsoft Cassini)

(" Microsoft I1S {Inkernet Information Service)

3C% Phane Svskem Setup

< Back | Mext = | Zancel |

If you want to use IIS, it must be installed and properly configured before you try to
make 3CX use it.

The 3CX User Settings Wizard

The 3CX User Settings Wizard will automatically guide you through getting your
3CX Phone System set up in a basic way. It will start with some general or global
3CX settings and then move on to add some phone settings, such as extensions,
which is the operator extension, and then set up a gateway. Here are a few

more settings:

* Language: This will select the language for the prompts played in the system.

* Settings: Whether you are creating a new 3CX or restoring a backup, if you
are reinstalling 3CX, you can choose to restore a backup instead of going
through this wizard again.
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* Extension Digits: Lets you select "3," which is a very common setting
because it allows a reasonable amount of extension numbers.

¢ SIP Domain: We can use the IP address of the 3CX server.

e Mailer Server: We select the SMTP server that will send e-mail for this
3CX server.

* Administrator Login: We can choose the administrator's username and
password. It is case sensitive, so we need to make sure that we remember
what it is.

All of the 3CX general settings can be changed later too,
except SIP domain and extension digits, so you don't need

to agonize over these settings.

The following screenshot shows the first screen in the 3CX User Settings Wizard:

~ Welcome to 3CX User Settings Wizard

3CX ‘ Software based PBX for Windows®

General Settings
Language
Settings

E xtension Digits -
SIP D omain 30K User Wizard helps you zet up 30 Phone Spstem.

‘ Welcome to 30X User Settings Wizard

MaiI_S_enrel _ To start, Please select pour language then click Mest.
Adminiztrator Login

Phone Settings
Extenzions English -~
Operator Extensions
YolP Gateway
Finalize
Save Configuration
Registration
Finalize

Creating user extensions

Next, we will need to set up some phone extensions using basic extension settings.
All we need to enter at this point is an extension number, first name, and last name.
If we enter an e-mail address, an e-mail will be sent to notify the user of his/her
extension being created. The e-mail address will also allow voicemail recordings

to be sent to the extension user. Let's set up 3 extensions using extension numbers
101 to 103.

[45]



Downloading and Installing 3CX

When you add an extension, the extension number will be used as that
% extension's PIN and password. In a live system, you will likely want to
’ change this to tighten up security.

Following is the Add User Extension screen from the 3CX User Settings Wizard:

3CX Software based PBX for Windows”

General Settings

Language ‘ Create Users Extensions

Settings

Extension Digits
SIP Domain

Mail Server
Adminiztrator Login

Phone Settings

Mow, create one g - =
BNt Add User Extension f'5_<|
can be provisione —

) Add Uszer Extension
Extensions
Dperator Extensions
YolP Gateway

Please enter name and email of extension user. Specify mac address of phone
and phone model to pravizion it.

Finalize See the phone configuration quides for maore information,

Save Configuration

Registration Extension Mumber: 101 | @
Finalize =

First M ame: | | @

Add Last Mame: | | @

E-mail address: | | @

MAC Address [Dptional) | |@

hodel (Optional] | v @

Select Interface: [122182.15130 v @

Operator extension

After we have added several extensions, we will need to click Next and set the
operator extension. The operator extension is a special extension for two reasons:

* Itis the default extension to which incoming calls will be directed

¢ It is the extension to which calls are routed, when a caller wants to "breakout"
of a voicemail prompt

Click Next through VoIP Gateway, and now the database that 3CX uses to store its
setup and configuration details will be created using the settings that we just entered.
Depending on the speed of your server, this will take upto several minutes. The
wizard will inform you of the progress as it works on creating the database. Once

the database is created, clicking Next will take us to the Registration screen:
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~ Welcome to 3CX User Settings Wizand

- a
3‘ >X ‘ Software based PBX for Windows
General Settings
Language | Create Configuration Database |
Sethings
Extenzion Digits
SIP Domain Flease wait while 30 Wizard creates configuration database, this task might
Mail Server tak.e few minutes...
Administrator Login
Phone Settings LLLLL
E:S;r::::ﬂnéxtensiuns Starting primary databaze service Done
YolP Gateway Creating configuration databasze Ih progress..
Finalize Importing prompt set information
Save Configuration Starting secondary database service
Registration
Finalize Setting up initial environment
Starting up core services
Registration

The registration screen will allow us to type in our contact information, but this isn't
required for the free version, so we'll just click on Skip. We are now done with the
3CX User Settings Wizard, we can now click Finish, which should launch the 3CX
Management Console.

Logging in to 3CX for the first time

Now the 3CX Phone System is completely installed, and we can log in to see if we
have everything just right. We can do this by browsing to http://localhost:5481
directly from the computer we installed it on (if it did not automatically launch when
we clicked Finish on the 3CX User Settings Wizard).

If we had used an IIS web server instead of Cassini, the URL
= would have been slightly different.
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I suggest we try logging on to our 3CX server directly from the console first.
We will also be able to log on from a remote computer by substituting
localhost with our 3CX server IP address or computer name. Here is

an example: http://192.168.1.10:5481, http://3cxhome:5481.

When logging on to the 3CX administrator console, we will need
%j%‘\ to make sure that we provide the username and password in a
g case-sensitive format.

If everything is working fine so far, we should see the 3CX administrator console
login screen. We will provide the username and password that we selected earlier
and click Login.

When we installed 3CX, we selected what language the audio prompts
+ will be in. When you log into 3CX, you can select what language the
%\ web pages are presented in by selecting your language of choice from
’ the drop-down list directly above the login username and password, as
shown in the following screenshot.

@ = T | @] httpfflacalhost: 5481 MainFormn, v | | X M
s : P, >
L4 9 | 30k Phone System - Login i [ fe=n v ;o Page + (CfTools -

3CX

Language: | English w

3CX Phone System v7.1.6589.0

User Mame:  |admin

Password:  |ee

2008 Copyright 3Cx Lid,

Ready. ‘3 Local inkranet o0 -

You should now be logged in to 3CX.
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Checking the status of 3CX

We can now click on Services status, as shown in the following screenshot, to check
that all system services of 3CX have started and are running correctly. If this is the
case, then we have successfully installed the 3CX Phone System:

File Add Wiew Settings Links Help

L3 Extension status \_j Server Activity Log .‘@ Add Extension i Add PSTM Gateway fh Add WOIP Provider Wizard | %34 Create Qutbound I

C Services status
X &
3 L7 [ stop P Restart [EPRestart Al

E- p 3CK Phone System “ | | Service Mame Status
=" PortsTrunks Status

Ph m Running
{_ Exctension Status 3C PhoneSyskem Database Server Running
o Server Activity Log 3C¥ Configuration Service Running
3C¥ PhoneSystem Media Server Running
+ L/ Extensions 3C¥ PhoneSystem Digital Receptionisk Running
=4 PSTH devices 3Cx PhoneSyskem Yoicemail Manager Running
) WOIP Providers 3C¥ PhoneSystem Conference Room Running
& Inbound Rules 3C% PhoneSyskemn Parking Orbit Running
w2t Bridges 3Cx PhoneSystem SIP/RTP Tunneling Pray Running
<% outBound Rules 3CH PhaneSystem FAX Server RuRning
3 Digital Receptionist 3CHK hssistank Server Running
22 Ring Groups 3C¥ PhoneSystem Call History Running
;-_'!"' Call Queues
B3 Settings
1) Fireveall Checker hd
4 4
Ready, 1 % Local intranet H100% -

We can also take a look and see if our extensions were added correctly by clicking
on Extension Status shown in the following screenshot. The Extension Status
screen is an excellent place to view the status of all your extensions. We can see
that our extensions were added, but we can also see in one quick glance the status
of each extension:

* Red: Not Registered means no phone is registered to this extension. (This is
how your system should look as we didn't connect any phones yet.)

* Green: Registered means a phone has been connected and registered to
this extension.

* Yellow: The phone connected to this extension is on a call.
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If an extension is on a call, the IN/OUT column will show whether this is an
incoming or outgoing call, the Caller ID column will show the caller ID of the
remote caller, and the Destination column will show what trunk was used to
connect to the remote party.

Also, note the Disconnect Call button above the Status column (disabled/grayed
out in the following screenshot). This allows the administrator to disconnect an
ongoing call if needed:

{= 3CX Phone System Management Console - Windows Internet Explorer,

o

@ o= httpifflocathost: 5481 MainFarm, wgx v+ X 2 |-
n _ ’ x>
e dkr féSCX Phone System Management Console 'F:;T - R g ~ |rofPage v i0f Tooks -
File Add “iew Settings Links Help
({7 Extension status . Server Activity Log 8 Add Extension i Add PSTH Gateway 4B Add YOIP Provider wWizard | %3 Create Outhal
Extension Status
X =
= p 3C¥ Phone System - Skatus Extension | Mame TMUT Caller ID Destination
& Ports{Trurks Status @ notRegistered 100 Operatar Opel
R Ectension Status @ notRegstersd 101 Mike Smith
f server Activity Log Mokt Registered Johin Doe
& .
el Services status @ hotRegistered 103 Jack Smith
=i 7 Extensions
20 MAMAGEMENT
&7 1o
&7 10t
@z
&7 10
%4 PSTN devices
() WOIP Providers bl | I b
1 r
Ready, ‘;__J Local intranet o100 o+

Now, let's click on the Server Activity Log. It allows us to see detailed logs about live
events on the 3CX server. The Refresh button adds new events since the last refresh.
You can click Copy Selected Text to copy some of the lines to another program.

The level of logging reporting on this screen can be changed by going to Settings

| Advanced | Logging level. The logging level can be set to Low, Medium, or
Verbose. You might be tempted to set the logging level to Verbose, but remember
this will dramatically increase the load on the server and is only meant for temporary
debugging situations. The following screenshot shows the Server Activity Log:
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{= 3C¥ Phone System Management Console - Windows Internet Explorer g@@

Q o €| httpefflocalhost: 5451 MainForm, wx ||| K Je b
5 - B ¥
W qAf @3CX Phone System Management Console g v oy - |:k Page v iCF Tools -

File Add VYiew Settings Links Help

£ Extension status \_-L’? Server Ackivity Log «@d Add Extension g Add PSTH Gateway b Add YOIP Provider \Wizard | %88 Create Outhound Rule ?ﬂl Create DID

C Server Activity Log
X
G Refresh Copy Selected Text 8 Clear

= } 3C¥ Phone System = Time Message
i&=* Ports|Trunks Status

23:39:21.490 [CMS04008]: Fax Service: registered as sip:388@192, 168, 15, 130:5060 with contact sip:358@192, 16 =
&/ Extension Status 23138:32.053 [CM306003]: SIP IP:port mapping (72.25.52.232:54105) resolved by STUM server 75,101,138, 128:3
\—l; 23:38:31.990 [CMS06003]: Resolved SIP external IP:port has changed to (72.25.52.232:54105) on Transpork 192,
"ol Services status 23:38:31.974 [CMS0E001]: STUM request ta resolve SIP external IP:port mapping is sent ko STUM server 75,101,13
B Eitensmns 23:34:21,193 [CMS04008]: Fax Service: registered as sip:388@192. 168,15, 130:5060 with contact sip:S880@192, 1¢
<L) MANAGEMENT 23:31:02.865 [CMS04002]: Ext.101: & contact is unregistered. Contack(s: []

&7 100 23:31:02.334 [CMS04002]: Exk,101: & contack is unregistered, Contactis): []

@i 23:29:20,912 [CMS04008]: Fax Service: registered as sipi888@192,168,15,130:5060 with contact sip:838@192. 1€

@102 23:24:20.678 [CMS04008]: Fax Service: registered as sip:888@192,168,15,130:5060 with contact sip 333@192.1¢

&1 ) 23:119:20,3581 [CMS04008]: Fax Service: registered as sip:888@192,168,15,130:5060 with contact sip 333@192.1¢

24 PSTN devices 23:18:31.549 [M306003]: SIP IP:part mapping (72,2552, 232:54075) resalved by STUN server 75.101,135,128: 3
f4) WOIP Providers - PP, A hAE e ARAT Pmmolee d FTF e bmim 2] TP b Lo o sl oo d e A A A AR AR <o Tanm o ook 4 An
4 » 4 »
Ready, 8 Lacal intranet L 100% v
_— -
As we have been navigating the 3CX administrator console interface, you
. may have noticed a small lag in response when clicking on options. Please
% note that this is normal. When 3CX moved to the ASP.NET user interface,

s I noticed there was some normal delay. Sometimes the delay can be long
enough that you might think nothing is happening, but just check the
progress indicator on the right side of the screen.

- -

Summary

We should now have a full understanding of what is required in order to build

a 3CX Phone System. In this chapter, we looked at the hardware and operating
system requirements and how to get the 3CX download at http://www.3cx.com/
phone-system/download-phone-system.html. Finally, we learned how to
install the 3CX system, making sure that things were running correctly by
checking up on 3CX's status.

In the next chapter, we will connect softphone and hardphone extensions to 3CX

and test to make sure they are working. We will log in to the extension portal to see
the status of the extension and learn how users can change some information about
themselves. We will also explore some of the more advanced extension configuration
options, such as voicemail and call forwarding rules.
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A phone system without any extensions doesn't make much sense. In this chapter,
we'll take a look at devices that can connect to a 3CX Phone System as extensions.
Next, we will make sure that we can connect to our 3CX server from another
computer, and then we will configure, connect, and test some software and hardware
extensions. After this, we will look at the MyPhone UserPortal, which allows users to
view and change their own extension settings. We'll move on to advanced extension
settings, extension groups, and wrap up by looking at multiple extension editing
available with the 3CX Phone System. We will look at:

* Devices that can connect to 3CX as extensions
* Ensuring connectivity to our 3CX Phone System from another computer
* Configuring some software and hardware phones
* The MyPhone UserPortal
* Extension settings and groups
* Editing multiple extensions at the same time
By the time we are done with this chapter, we will have a phone system that is

configured to do internal calling and all that will be left is to connect our private
phone system to the outside world.



Working with Extensions

Devices that can connect to 3CX as
extensions

Earlier we noted that traditional phone systems depended on the manufacturer
of the PBX phone system to make the extensions that connected to it. With the
introduction of the SIP protocol standards, any VoIP phone system that adheres to

SIP standards can connect to any SIP-based extension that adheres to SIP standards.

This is a powerful openness that the 3CX Phone System leverages to allow many

phone handsets and softphones to be used as extensions with 3CX.

Let's take a look at some different categories of extensions that can connect to 3CX.

This wonderful ability for all SIP devices to interoperate is theoretical.
Sometimes the SIP standard has multiple ways of doing something and
different manufacturers use different methods making things break
down. Thankfully, 3CX has done a lot of interoperability testing which
is available at http://wiki.3cx.com/phone-configuration/
firmwares-tested.

Softphones

We've already covered the 3CX Phone. One nice thing about softphones is that they
have a very low cost as compared to hardphones and they often bring a higher level

of integration to your computer. There are some other well-known manufacturers

who also make some nice softphones.

X-Lite by CounterPath

X-Lite is a very nice, free softphone that adds some features not available in the 3CX

softphone. One such feature is video phone conversations between extensions on

your phone system. 3CX does not officially support videos, but since X-Lite adheres

to protocol standards, the 3CX Phone System will pass the video along. Another
feature of X-Lite is a built-in instant messaging client that works with a standard
SIP simple instant messaging server. This phone is supported by 3CX and more

information about it is available at http: //www.counterpath.com/.
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Zoiper Communicator

The Zoiper Communicator is another SIP softphone that has a free edition, a nice
user interface, and brings some interesting features within the reach of 3CX. It can
act as a T.38 Fax sending and receiving device, has video calls ability, has a built-in
instant messaging client, and provides a hosted instant message server too. Zoiper
is not on the supported list of softphones for 3CX, so you will be on your own

if you use it. More information about the Zoiper Communicator can be found at

http://www.zoiper.com/.
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SIP phones

Hardphones or handsets are similar to what has been on desks for the last 50 years
and are still the most popular way to use a phone system. Some very common SIP
phone manufacturers are Polycom, GrandStream, Snom, Cisco, Aastra, and Linksys.
Various phones from these vendors are on the 3CX supported list.

Analog phones

VoIP phone systems are amazing at accommodating old hardware. Using an Analog
Telephone Adapter (ATA) device that converts an analog phone signal to the SIP
protocol, you can use almost any old analog phone device with your modern,
state-of-the-art VoIP phone system.

Other SIP hardware and software devices

Following are some other SIP-based hardware devices that can act as an extension
to 3CX:

* Ceiling speakers that can be used to page:
http://www.cyberdata.net/products/voip/digitalanalog/
ceilingspkr/index.html

* Security camera you can call to listen to, talk to, or watch (via video phone):
http://www.mobotix.com/eng US/content/view/full/1551

* Intercom door phones:
http://www.cyberdata.net/products/voip/digitalanalog/
intercomindoor/index.html

* Door opener:
http://www.abptech.com/products/its.html

¢ Software to do outbound calling:
http://www.nch.com.au/in/voicemail .html

This is not an attempt to list all the SIP devices that could possibly connect to 3CX,
but just to give you an idea about what some of the possibilities are. Also note that
these devices are not on the recommended 3CX devices list.
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Verifying basic network connectivity to
our 3CX server from another computer

Now we want to move on to connecting a phone extension to our 3CX Phone System.
For our first extension, we'll use the 3CX VoIP Phone.

I suggest that we first test if we have connectivity to our phone system from another
computer and ensure that no basic network problems exist. Ping your 3CX server
from the PC on which you want to install the 3CX VoIP Phone. If that succeeds, we
can log on to the 3CX administrator console from the remote computer to make sure
that we can connect at that level.

. If you cannot ping the 3CX server then you have a basic network
problem. A very common issue is that a firewall is running on the 3CX
— server or the softphone PC. Make sure all firewalls are turned off
to continue.

Now let's make sure we can log in to 3CX from a remote computer by opening a
browser and going to http://<ip_address>:5481.

You will want to replace the <ip_address> with your 3CX server IP address. If you
can successfully log in, we should be ready to set up an extension and connect it.

At the moment, administration of the 3CX Phone System is only
— supported from Internet Explorer and Firefox.
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Basic extension setup in the
administrator console

We added extensions during the User Settings Wizard, but now we will add an
extension using the system management console. There are three ways to add an
extension as shown in the following screenshot:

* Navigation pane: Click Extensions | Add Extension

* Drop-down menu: Click Add | Extension

¢ Quick launch toolbar: Click Add Extension

£ | htkpe)flocalhosk: 5451 MainForm, wox M A P
2 ¥
W daf (29|~ | @83k Phon... & Welcome to 3. il g - sk Page v {C: Tools -
File: i ings Links Help
75| < Extension |yL-:-g U Add Extension [l Add PSTN Gateway Jgb Add YOIP Provider Wizard | T
’i(}*' PSTH Gateway G e
qb | WOIP Provider . . ;
Bric < Add Extension ) Edit Extension 8 Delete Extension e Impart. Extension
-} Bridge
= ' Extension Mumber First Mame Last Name
% DID { Inbound route 100 Operator Operator
f Outhound rule 101 Mike Smith
10z Johin Coe
d 2t Digital Receptionist 103 Jackl Srmitfy
M Ring Group
41 Call Queus
Z1oz
E7103
=23 UNPOWER: USER:
&1
-
NCThL Amatimme
4 3 4 bk
Ready, ‘3 Local inkranet F100% <

We will now be presented with the extension's General settings tab. You will notice
that the Extension Number is automatically populated with the next available
extension number. Because we entered 101 to 103 in the tutorial, we are presented
with 104 in the 3CX User Settings Wizard.

First and last name

First Name and Last Name are fairly straightforward but remember that the Last
Name is used when incoming callers use the Dial by Name feature in 3CX.
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ID, password, and pin

Let's also notice that the ID, Password, and Pin have been assigned 104

automatically, for us to save time. Unlike in the settings wizard, we have the ability
to change those passwords immediately to be more secure. For the sake of time, let's

just leave them as they are.

E-mail address

Enter a valid e-mail address for this extension user. If the Notify User When

Extension is Added setting is turned on, an e-mail can be sent to the user informing
them that we have set up an extension for them. (This is a nice way to welcome a
user to the phone system!) The e-mail address is also used if you set voicemail to be

delivered to e-mail.

The default message sent to a user when an extension is set up can be
a modified under Settings | General | Mail Server | Customize Mail
P

Notification. This is the same place you would turn on Notify User When
Extension is Added, by default, it is turned off.

Extensions

User Information

Extension Number
First Name
Last Mame

Email address

Authentication

o]

Password

‘oice Mail Configuration

Enable Yoice mail

Play Caller ID

Fead out datejtime of message

Fin Murnber {Used For 3CK YOIP Clisnt)

Email Options

General || Forwarding Rules | Phone Provisioning

&7 Edit Extension settings and click OK or Apply to save changes,

Other

Specify extension number, name, and email address for voicemal notifications and Fax delivery,

104

104

If vou are unable to answer a call, vou can allow voice messages to be taken

@
Oe
Do nok read
104

Mo email notification

<

4

0000

The authentication ID and Password are used by the phone to authenticate with 3Cx Phone System and match £
and Password set an the SIP phone. I the phone has a user id Field enter the extension number,

)

000
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Voicemail configuration

If you don't want this extension to have voicemail, just uncheck Enable Voice mail.
The Play Caller ID and Read out date/time of message are settings related to how
the 3CX voicemail is read back to you. Let's just keep these settings turned off.

You can also select what happens when you get a voicemail. Should the system

not bother you at all? Should it send an e-mail saying you should check voicemail?
Should it actually send the voicemail along with the e-mail as an attachment? Or,
should it go the whole way by sending an e-mail attachment and then even deleting
it in 3CX? It's up to you to decide.

Now we are done with the General setup of the extension.

or the extension you just created will not be available in drop-downs

* Youneed to click Apply before clicking on the Forwarding Rules tab
to make your forwarding rules.

Forwarding rules

We could click Apply and be done at this point, and we would have an extension
setup so that one extension could call another one, but we'd like voicemail to
kick-in, so let's click on the Forwarding Rules tab. We'll spend more time on
Forwarding Rules later but, for now let's just set up one simple rule as shown

in the following screenshot. Click Apply when you are done:

Extensions
General | Forwarding Rules || Phone Provisioning || Cther -
Forward calls based on Caller ID, Time or Extension status (Mo answer, Busy, Unregistered). You can create multiple rules to cover different

situations.
Forward Rules Settings:

Jle Type Fhone Mot Registered v e
urs All Hours v @
3l Type All Calls v @
ction Farward to Yoice mai v @ Destination 104 +|@
Add Rule ] [ Update ] [ Delete ] [ Move Up ] [Mwe Down ] [ Clear
Rule Type Hours Call Type Caller ILyDID Action

Phaone Mot Registers All Hours

General Forwarding Cptions

Busy Detection Mechanism (O Use Phone Status (%) Use PBX Status @

Continue Ringing For 60 secands @

aK ] [ Cancel ][ Apply -
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The simple forwarding rule that we just set up will send a caller calling this
extension to voicemail if no phone is registered to it.

Settings do not take effect until you press Apply. You will want to get
s into the habit of clicking Apply.

We are now done with a simple extension setup and we can get a softphone installed
and registered.

Installing and connecting the 3CX VoIlP
Phone

We'll use the 3CX VoIP Phone softphone as the first phone that we will connect to
our 3CX Phone System and we'll use a PC or laptop as our first extension. You can
download the softphone from the following URL and you can just click on it

to install:

http://www.3cx.com/phone-system/downloadlinks.html

Simply click Next on each screen, and when the install is done the 3CX VoIP
Phone will be launched. The Connection settings screen will open, as shown
in the following screenshot, to configure the 3CX VoIP Phone for the first time.
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We will set up this extension to be 101. There are only four fields you will need to
fill in:

* Extension: 101

* ID:101

* Password: 101

* Iam in the office - local IP: The IP address of your 3CX server

Profile

| Mew profile

Credentials

Enter your SIP account credentials

Extension:
ID:

Password:

My location

Specify the IP of your PEX/SIP server

{* I amin the office - local IP 192, 168, 15, 130| of PEX
(" Iam out of the office - extern TP of PBX

Tunnel
3C¥ uses proxy RTP&SIP over a single port

[ Use tunnel

|:-c>-n-:

Advanced settings | Cancel |

When you click OK, the softphone will connect to 3CX. You may get a Windows
firewall message as shown in the following screenshot, make sure you allow 3CX
VoIP Phone access to private networks. The status area of the 3CX VoIP Phone will
say Connecting... momentarily, then it should stay at On Hook.
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i Windows Security Ale

@ Windows Firewall has blocked some features of this program

Windows Firewall has blodked some features of 3CX VolIP Phone on all public and private

networks,
q,:.,, Name:
: Publisher: 3C¥ Ltd

Path: C:program files\3cx voip phone'\3cxvaipphoneapp.exe

Allow 3CX VoIP Phone to communicate on these netwaorks:
Private networks, such as my home or work network

[ Public networks, such as those in airports and coffee shops (not recommended
because these netwarks often have little or no security)

‘What are the risks of allowing a program through a firewall?

[ 'ﬁ'mlowaccess ] [ Cancel

Testing the extension we just connected

We now have our softphone registered and ready to use. There are several ways to
test if an extension has registered correctly but usually I am not real academic at this
point. A very simple, pragmatic test is to make a call. As we don't have any other
extensions registered, we can just call 999 (or 99 if we have a two-digit extension
setup or 9999 if this is a four-digit install), which is the default dial code to connect
to the voicemail for this extension. If we hear the prompt Please press personal
identification number and then press pound, then we have successfully connected

the 3CX VoIP Phone to our system.

Checking that system console indicates the
extension as registered

Another way to visually see if a set of extensions has correctly registered is by the
Extension Status screen in the system management console. A red light indicates no
phone is registered, a green light indicates a phone is registered, and a yellow light
indicates a registered phone is on a call.
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Testing that we can call another extension

Another way of testing if an extension is working correctly is to see if we can call
from one extension to another. You might be thinking "Wait a minute, there is only
one phone connected to this system!" As we made a forwarding rule for extension
104 that sends callers to extension 104's voicemail, we can call that extension even
if there is no phone connected! Let's go ahead and call 104. We should get a prompt
Record your message and press pound, verifying that calling another extension also
works. The following screenshot shows the 3CX VoIP Phone as it should appear
when correctly registered to 3CX Phone System:

I s
% 3CX VolP Phone (SN

File | Action| Debug

O Hook

3CX VoIP Phone

3 0 i 3.1.6288.0
WWW, JCX, Com

Connecting a Snom 360 phone

Connecting a Snom 360 phone to the 3CX Phone System is fairly straightforward.
You log into a web interface and configure it much like many popular routers.
Unlike the 3CX softphone, you have the ability to auto provision the Snom 360 phone
as well as quite a few other popular phone handsets. Auto provisioning allows you
to push a configuration to the phone instead of logging into each phone that you
connect to your phone system. Auto provisioning will speed up things if you have
several phone handsets.
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To set up auto provisioning, we will go back to the 3CX Edit Extension settings page
for extension 102 and click on the Phone Provisioning tab, as shown in the next
screenshot. The two most important settings we need to provide for provisioning
are the MAC Address and Model of the phone. The MAC Address of the Snom
phone can be acquired by looking at the white label on the bottom of the phone or
by pressing the Help button on the phone. The phone model can be selected from a
drop-down list.

We can also configure what extensions the Busy Lamp Field (BLF) lamps on the
Snom phone monitors by selecting the extension from a drop-down list. After you
are finished with the BLF configuration, press Apply. Now we are done in 3CX and
will move to what we need to do on the Snom phone.

A common question: Can the BLF lamps show the status of a phone trunk
in 3CX? The answer: No, 3CX does not currently provide the ability to
= monitor phone trunks using BLF lamps on the phone handset. You can
see the trunk status via the 3CX Assistant.

*  The free version of 3CX does not enable BLF on phones. So even if you set
% up BLF in the provisioning tab, the BLF lights will not light up when that
1/~' . .
extension is on the phone.

Edit Extension-Ext. 102 John Doe
(£ Edit Extension settings and click O or Apply ko save changes.
General | Forwarding Rules | Phone Provisioning | Other
Prowisioning

Provisioning ensures the phone settings are centrally retrieved, this limits the amount of time spent and information needed to be configured on each

phone,
MAC Address Oroe 320000
Model Snom 360 Firmware Y7

Select Interface

BLF {Busy Lamp Fields)

‘fou can map one or more BLF (Busy Lamp Fields) of yvour phone to particular extensions in order for the user of this phone to see O
the status of those extensions on his phone,

1 W 9 v
2 v 10 w

b 11 100 Cperator Operator b
4 ~ 12 101 Mike Smith -
5 v 13 102 John Doe w
3 v 14 w
7 v 15 w
g w 16 w
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As shown in the previous screenshot, the phone provision tab in 3CX allows you to
configure which phone extensions each BLF lamp on the Snom phone monitors.

Power up the phone and it will, by default, get an IP address from the DHCP server
on your network. The Snom phone will display the IP address it received while
booting, but if you miss it when it booted you, press the Help button on the phone
and the IP address and MAC address will be shown on the display.

* The Snom 360 is a very common SIP phone that can be used with 3CX.
Some features that set it apart are the built-in 12 BLF and buttons, a
record button, Power over Ethernet, and business quality construction.

To begin configuring the Snom 360 we will log in to its web interface by typing the
Snom IP address into the Internet browser: http://192.168.1.22.

The default password for Snom phones is 0000. You should be greeted by the Snom
Welcome to Your Phone! page after you log in, as shown in the following screenshot.
The Snom welcome page allows you to dial phone numbers, and see the dialed,
missed, and received calls right from a single web page. On the left you can

navigate to other screens too.

Welcome to Your Phone! version £
Operation
Home This web interface makes it easy for you to set your phone up correctly and to access the
Directory advanced features.

To dial a number, just enter the number in the field below. You can enter a simple telephone

Setup -
(=i number (e.g. 0114930398330 or URI like info@snom.com.
Spea'_j (=l Dial a Number:
Function Keys Hangup
Identity 1
Identity 2 Outgoing Identity:
Identity 3 175@localhost JRAli-=
Identity 4
Identity 5 . .
Identity & Dialed, Missed, Received
Identity 7
Identity &
Identity 9 Dialed Numbers X
Identity 10 Date Time Duration Costs: Local Identity Number
Identity 11
Identity 12
. . Missed Calls %
Action URL Settings Date Time Missed Local Identity Number

Advanced
Trusted Certificates

FHinere U Received Calls %

Status Date Time Duration Costs: Local Identity Number
System Information

Log

SIP Trace
DNS Cache
Subscriptions
PCAP Trace
Memory

Settings
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The first thing we will want to do if this is not a new phone is reset the phone to
factory defaults by going to Advanced and then click on Reset. This will reboot the
phone and erase all settings.

Next we will want to make sure we are on an appropriate firmware version for this
phone model as per the following 3CX web page:

http://www.3cx.com/sip-phones/index.html

We will click on System Information to verify that this Snom phone has the

3CX recommended firmware, which is 7.3.14 at the time of writing this book. If
your phone does not have the appropriate firmware, you will want to update the
firmware. As the phone in the following screenshot has firmware version 7.1.35, it
needs to be updated.

System Information version 7

Operation
H
?me System
Directory Information:
Setup Phone Type: snom360-5IP
MAC-Address: 00041329208F

Preferences _ . R -RERL
Speed Dial snom360-5IP 7.1.35 14552
Function Keys = H = wcom/download/fw/snom360-7.1.35-5IP-f.bin
Identity 1 Production Mac:00041329208F;Version: Standard; Hardware:snom360 (H: R2ZA PO:2007-
Identity 2 Information: 10053);Date: 04/10/07; Copyright{C) snom technology AG
Ide”tft“' : SIP Identity
Identity 4 Status:
Identity 5 idgtrg&v? 175@localhost: Registration failed
Identity & Identity
Identity 7 2 Status:

.ty Identity
Identity 8 3 Status:
Identity 9 Identity

. 4 Status:
Identity 10 Identity
Identity 11 5d5ta_tu5=

. Identity
Identity 12 6 Status:
Action LIRI Settinns Identitv

The System Information page shows important information about the Snom phone,
such as MAC-Address, IP-Address, Firmware-Version, and whether the phone is
registered. This is a great place to make sure your firmware is up to date.

If your firmware needs to be updated, click on Software Update. Fill in the URL
http://provisioning.snom.com/download/fw/snom360-7.3.14-SIP-f.binin
the Firmware field and click Load. Your Snom phone will now reboot. You may need
to press OK on the phone to start the update.
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As firmware is changing all the time you can find the latest Snom
. firmware athttp://wiki.snom.com/Snom360/Firmware. You can
% be pretty safe by just substituting the firmware numbers in the above
= URL with the ones recommended by 3CX. An example firmware location
on Snom's site is http://provisioning. snom/download/fw/
snom360-7.3.30-SIP-f.bin.

Manual Software Update

Operation
Home You may explicitly specify which software version you want to run on this phone. Fill in the http URL
Directory which is pointing to the firmware you want to use. Please use only a complete http URL (like
Setup http:/{www.snom.com/download/share/snom>>X-¥YY.bin). The phone will reboot after you press

Breferences the load button.

Speed Dial
Funetion Keys Manual Software Update:
Identity 1 Firmware: @
Identity 2 Load
Identity 3
Identity 4
Identity 5
Identity 6
Identity 7
Identity &
Identity 9
Identity 10
Identity 11
Identity 12
Action URL Settings
Advanced
Trusted Certificates
Software Update
Status
System Information

After you have updated the firmware to the 3CX approved version we are ready

to type in the provisioning information. Click on Advanced /Update tab. On this
screen, the two key pieces of information are the Update Policy and the Setting URL.
The Update Policy should be set to Update automatically. The Setting URL should
be pointed to the 3CX Phone System provisioning file for this extension. The Setting
URL should look like: http://192.168.15.130:5481/provisioning/cfg{mac}

Only replace 192.168.15.130 with the IP address of your own 3CX Phone System.
You can press Save and then Reboot and then Yes. When the Snom phone reboots it
should be provisioned and registered with your 3CX system. The Update tab of the
Advanced Settings screen is where the Setting URL is configured. This URL points
to the provisioning file for this phone:
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Advanced Settings

Operation
Home Network Behavior Audio SIP/RTP QoS/Security Update
Directory update:

Setup Update Palicy: Update automatically
Preferences Setting URL: http://192.168.15.130:5481/pr @
Speed Dial . :

. Settings refresh timer:
Function Keys bscrib i P & @
. 0

Identity 1 Subscri z=T Config: on off @
Identity 2 PnP Config: % an  off
EEminy ¥ Reset  Reboot
Identity 4
Identity 5
Identity 6
Identity 7 By clicking on the Load button below the phone will RESET its settings, load the new settings from
Identity 8 the specified file and reboot. So all current settings will be lost!
Identity 9
Identity 10 Upload Setting File manually: Browse...
Identity 11 Load
Identity 12

_ sttings

ficates

Software Update

Let's do a couple of quick tests to make sure that the phone works. We can always
dial 999 to make sure we have connectivity to the phone system from the phone.
We can check the extension status screen in the 3CX administrator console. The
light for extension 102 should be green and display Registered (Idle). Now that we
have two extensions registered, we can call extension 101 and test that we can call
between extensions.

If all the tests pass, then we have successfully provisioned the Snom phone. Now
that we have some extensions connected, let's take a more in-depth look at some
extension features and settings.

Connecting other phones

There are many other phones that work with the 3CX Phone System. A list of phones
that work with 3CX and a detailed instruction on how to provision them can be
found at http://www.3cx.com/sip-phones/index.html.

Interoperability notes on phones can be found at http://wiki.3cx.com/phone-
configuration/firmwares-tested.
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Checking out the MyPhone UserPortal
page

Users have their own MyPhone UserPortal page that allows them to review their

own phone settings, change some settings, and listen to voicemail. This will not
allow them to modify general phone system settings or other user settings.

To log in to your MyPhone UserPortal page, go to Start | All Programs | 3CX
Phone System | MyPhone UserPortal.

The direct URL will look something like this: http://3cxServer:5000.
This will depend on whether you have an IIS or a Cassini web server
"~ installed.

You will use the Extension No and PIN to log in. The Home screen gives a summary
of some important information related to this extension. Many of the settings in the
other tabs of the MyPhone UserPortal page are similar to the system management
console's Add Extension screen.

o [welcome ko 30 User Portal 2
http: flocalhost: 5000/UserMain. v

brea

with a software

3CX

Home > User Home Extension - 101 Unknown Unknown _ Logout

Home | Extension Settings | Forwarding Rules | Yoice Mail | Missed Calls | Qutbound Calls | Received Calls | Phone Book || Black List | Extensionf/Port Status

} Welcome Unknown Unknown
‘Welcome ko the 'MyPhone' User portal of 3C% Phone System, Here you can manage your extension preferences and much more!

Name Unknown Unknown

Email address

SIPID 101

Forwarding Settings Phone Busy All Hours All Calls End Call

Phone Mok Registered All Hours All Calls End Call

Ready, % Lacal intranet HA00% v

There is one exception though, that is here we have the Voice Mail tab.
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Voicemail

The Voice Mail tab will allow the extension user to listen to and manage voicemail

directly from a web page. Messages can be played, deleted, marked as heard, or
marked as new.

Think of the possibilities: you could forward the ports necessary to
view this page from the Web, and then your users have access to
voicemails wherever they are.

{= Welcome to 3CX User Portal 2 - Windows Infernet Explorer

S A M |E http: {{localhost: S000/Userfain. wgx V| (X | | pelid
—— — — s »
i:f f{ﬁ [gg]- ] '_(,éSCX Phone Syskem Managem. .. l '_féWeIcome ko 3CH User Por,,, 20 l l ﬁ - m - - I} Page -~ -Q} Tools -
with a software based PBX for Windows
Home > Voice Mail Extension - 104 John Doe

Hame || Extension Settings || SIP authentication || Forwarding Rules || Yaice Mai || Set your status

» Voice Mail

Listen ko messages by dialing the system vaicemail extension {defaulk 929) and follows the prompts. Or press play ta listen ta your vaicemails.

Refresh ] [ Delete ] [ Play ] [ Mark as heard
Date Caller 1T Duration
» 6/10/2009 11:55:33 PM
6/10/2009 10:48:25 PM 101 00:00:01
-
Ready. g Local intranet oo v
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Working with Extensions

Extension groups

Extensions can be grouped for management and viewing purposes. By default, a new
extension is not put into any group; also, extensions can only be a part of one group.
On the 3CX management console, MANAGEMENT and UNPOWER USER are
extension groups. Clicking on the UNPOWER USER extension group will bring you
to the Edit Extension Group page, as shown in the following screenshot. The Edit
Extension Group page allows you to add extensions to this group. As mentioned
earlier, if you add an extension to this group, that was a part of another group,

it will lose its membership in the other group.

Edit Extension Group
4
_1"':" Edit or create new groups
F- b 3Ck Phone System
&7 Ports[Trunks Status

Members | Rights

Edit or create new groups
£/ Extension Skatus

o Server Activiy Log Group UNPOWER, USER. ~ \_) Delete Group

‘L’r Services status

Available extensions{not members of this group)

[F L/ Extensions Members

=20 MAMAGEMENT 100 Operator Operator 101 Mike Smith
&0 102 John Dog
@10z 103 Jackl Smith

104 John Doe
105 test test

:
£ 105

=3 PSTN devices
) WOIP Providers
< Inbound Rules

w4 Bridges

& outBound Rules
24 Digital Receptionist
% Ring Groups

A Call Queues

2 Links

®

=

If we click on the Rights tab, we can see and edit the rights for this group. On this
tab, you can select which users are administrators of this group and who can perform
operations on calls in this group by clicking on Select Extensions:

Edit Extension Group
_-.f."» Edit or create new groups

MMembers | Rights

Group Administrator

&dministrator Extensions: Select Extensions

Perfarm operations on calls ko users of this group O Q

User rights

See call details (call destination, duration) on any active call to group members

See incoming calls to any group member

™ ™
000

Perform operations (park, transfer, take) on any active call to group members
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Editing multiple extensions at a time

One last feature related to groups is the ability to select multiple extensions and
edit them as a group. To do this, click on Extensions on the left side of the 3CX
Management Console as shown in the following screenshot. Now hold the Ctrl key
while you click on extensions to select multiple extensions. When you have selected
the extensions you want to edit, click on Edit Extension to edit this group:

C Extensions
3 Add Extensior 08 Delete Extension <l Import Extension | Add Extension Group (£ Edit Extension Group

= 3Cx Phone System Extension humber Ernail ddress
&7 Ports|Trunks Status

£/ Extension Status
J Server Activity Log
e

&1
o
=23 UNPOWER. USER
£1m
7103
£7104
£108

OETH e

103 Jackl Smith
104 John Dioe
105 test test

You will notice on the Edit Extension page that you are editing three extensions at
once. Settings that are specific to one extension or which are not editable are grayed
out and locked. Settings that you can change for this group, such as Enable Voice
mail or Play Caller ID, are not locked. Make the changes you want and then click
Apply as shown in the next screenshot:

. Multiple extension editing allows you to edit provisioning BLF
assignments but, according to my tests, you cannot edit these even though
= they are not locked. The ability to change BLF assignments by groups
would be nice but it doesn't seem to work.
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*  Groups are a new feature in version 7 and the usability is somewhat
limited but, my guess is, with subsequent releases more features will be
added to groups.

Specify extension number, name, and email address For voicemail notifications and Fax delivery,

Extension Mumber
First Marne
Last Mame

Email address

Authentication

The authentication ID and Password are used by the phone ko authenticate with 3Cx% Phone System and match the ID
and Password set on the SIP phone, IF the phone has a user id field enter the extension number,

i)

Passward

Woice Mail Configuration

If vou are unable to answer a call, vou can allow voice messages to be taken

Enable Yoice mail @
Play Caller ID 0
Read out dateftime of message | Do not read v | 0
Fin Humber (Used For 303 YOIP Client) D ©
Email Options | Mo email notification b | 0

[ OF J[ Cancel J[ Apply ]

Summary

We've now tested that we can connect to our 3CX Phone System from another
computer. We have also set up an extension in 3CX, connected a softphone and
phone handset as extensions, and tested to make sure they work correctly. We also
got a chance to look at how the MyPhone portal and extension groups work.

We now have a 3CX Phone System installed and extensions configured so that it is
largely useable to make calls internally.

In the next chapter, we'll take a look at Digital Receptionist, Hunt Groups, Call
Queues, and intercom groups (dial by name), all of which help direct internal and
external callers to the right extension.
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Call Control: Ring Groups,
Auto-attendants,
and Call Queues

Now that you have made it to Chapter 4, you should have your extensions all set up,
or at least a couple of them. If you are unable to call extension-to-extension at this
point, then you will need to go back to Chapter 3 and get that working before going
any further.

Once your extensions are working, we can begin exploring call routing also called
as call control. When someone calls from the outside world, what do you want to do
with the call? How do you want your calls to get to an extension? Unless you want
your calls to go directly to an extension, you will need to configure one or more of
the following features:

* Ring groups (also called Hunt groups in other PBX systems)
* Digital Receptionists or Auto-attendants
* (Call by name (also called Dial by Name in some PBX systems)

e Call queues

Let's get started!

Ring groups

Ring groups are designed to direct calls to a group of extensions so that a person can
answer the call. An incoming call will ring at several extensions at once, and the one
who picks up the phone gets control of that call. At that point, he/she can transfer
the call, send it to voicemail, or hang up.



Call Control: Ring Groups, Auto-attendants, and Call Queues

Ring groups are my preferred call routing method. Does anyone really like those
automated greetings? I don't. We will of course, set those up because they do have
some great uses. However, if you like your customers to get a real live voice when
they call, you have two choices — either direct the call to an extension or use a ring
group and have a few phones ring at once. To create a ring group, we will use the
3CX web interface. There are several ways to do this.

From the top toolbar menu, click Add | Ring Group. In the following screenshot,
I chose Add | Ring Group:

File Add View Settings Links Help

@E qﬁi Extension by Lol
L PSTN Gateway

w
i | VOIP Provider
24 | Bridge |

&

DID / Inbound route

Outbound rule

Digital Receptionist

”’%EEA.:- & &

Ring Group

Call Queue

The following screenshot shows another way of adding a ring group using the Ring
Groups section in the navigation pane on the left-hand side. Then click on the Add
Ring Group button on the toolbar:

File Add view Settings Links Help
(7 Extension status \_,f Server Activity Log “ﬁ Add Extension i Add PSTN Gateway @ Add VOIP Provider Wizard | 8

Edit Ring Group
X Emgeos]
3C X Add Ring Group % Edit Ring Group ﬁ Delete Ring Group

B} 30X Phone System Ring Group Mumber Ring Group Name
&7 Ports/Trunks Status
& Extension Status
.,f Server Activity Log
\ﬁ; Services status

(£ Extensions

%3 PSTN devices
) VaIP Providers
& Inbound Rules

g Bridges
& QutBound Rules
3 Digital Receptionist
g2 Ring Groups |
4% Call Queues

cﬁ' Settings

'?53 Links
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Once we click Add Ring Group, 3CX will automatically create a Virtual machine
number for this ring group as shown in the next screenshot. This helps the system
keep track of calls and where they are. This number can be changed to any unused
number that you like. As a reseller, I like to keep them the same from client to client.
This creates some standardization among all the systems.

Now it's time to give the ring group a Name. Here I use MainRingGroup as it lets
me know that when a call comes in, it should go to the Main Ring Group. After you
create the first one, you can make more such as SalesRingGroup, SupportRingGroup,
and so on.

We now have three choices for the Ring Strategy:

* Prioritized Hunt: Starts hunting for a member from the top of the Ring
Group Members list and works down until someone picks up the phone
or goes to the Destination if no answer section.

* Ring All If all the phones in the Ring Group Members section ring at the
same time then the first person to pick up gets the call.

* Paging: This is a paid feature that will open the speakerphone on Ring
Group Members.

Now you will need to select your Ring Time (Seconds) to determine how long

you want the phones to ring before giving up. The default ring time is 20 seconds,
which all my clients agree is too long. I'd recommend 10-15 seconds, but remember,
if no one picks up the phone, then the caller goes to the next step, such as a Digital
Receptionist. If the next step also makes the caller wait another 10-20 seconds,
he/she may just hang up. You also need to be sure that you do not exceed the phone
company's timeout of diverting calls to their voicemail (which could be turned off) or
returning a busy signal.

M Ring groups allow more than one phone to ring at the same time or in a sequence
General
Enter the Ring Group details. The phones will ring until one of them is answered or until the timeout is reached.
Yirtual machine number {can not be in use as extension) 300 @
MName MainRingGroup @
Ring Strategy Ring Al v| @
Ring Time {Seconds) (7]
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Adding ring group members

Ring Group Members are the extensions that you would like the system to call or
page in a ring group. If you select the Prioritized Hunt strategy, it will hunt from the
top and go down the list. Ring All and Paging will get everyone at once. The listbox
on the left will show you a list of available extensions. Select the ones you want and
click the Add button. If you are using Prioritized Hunt, you can change the order of
the hunt by using the Up and Down buttons.

Ring Group Members
Select which extensions are a member of this Ring Group.

Extensions Members

102 Alexis Franchesca 100 Rob Lloyd

103 Brooke Taylor 101 Matt Landis
104 Zachary Alan

Destination if no answer

The last setting as shown in the next screenshot illustrates what to do when no one
answers the call. The options are as follows:

* End Call: Just drop the call, no chance for the caller to talk to someone.
* Connect to Extension: Ring the extension of your choice.

* Connect to Queue / Ring Group: This sends the caller to a call queue
(discussed later in the Call queues section)) or to another ring group.
A second ring group could be created for stage two that calls the same
group plus additional extensions.

* Connect to Digital Receptionist: As a person didn't pick up the call, we can
now send it to an automated greeting/ menu system.

* Voicemail box for Extension: As the caller has already heard phones ringing,
you may just want to put him/her straight to someone's voicemail.

* Forward to Outside Number: If you have had all the phones in the building
ringing and no one has picked up, then you might want to send the caller to
a different phone outside of your PBX system. Just make sure that you enter
the correct phone number and any area codes that may be required. This
will use another simultaneous call license and another phone line. If you
have one line only, then this is not the option you can use. See Chapter 5,
Trunks — Connecting to the Outside World, for the line options.
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Destination if no answer

Select & destination for this call if the call goes unanswered.
() End call
(%) Connect to Extension 100 Rob Lloyd
O Connect to Queue / Ring Group

O Connect to Digital Receptionist

LIRS | 5 |

() voicemail box for Extension 101 Matt Landis

(7) Forward to Outside Mumber

Digital Receptionist setup

A Digital Receptionist (DR) is not a voicemail box; it's an automated greeting with
a menu of choices to choose from. A DR will answer the phone for you if no one is
available to answer the phone (directly to an extension or hunt group) or if it is after
office hours.

You need to set up a DR unless you want all incoming calls to go to someone's
voicemail. You will also need it if you want to present the caller with a menu of
options. Let's see how to create a DR.

Recording a menu prompt

The first thing you need to do in order to create a DR is record a greeting. There
are a couple of ways to do this. However, first let's create the greeting script. In this
greeting, you will be defining your phone menu; that is, you will be directing calls
to extensions, hunts, agent groups, and the dial by name directory. Following is

an example:

Thank you for calling. If you know your party's extension, you may dial it at any
time. Or else, please listen to the following options:

For Rob, dial 1

For the sales group, dial 2
For Zachary, dial 4
Solicitors, please dial 8

For a dial by name directory, dial 9
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I suggest having it written down. This makes it easier to record and also gives the
person setting up the DR in 3CX a copy of the menu map.

Now that you know what you want your callers to hear when they call, it's time
to get it recorded so that we can import it into 3CX. You have a couple of options
for recording the greeting script. It doesn't matter which option you use or how
you obtain this greeting file, as long as the end format is correct. You can hire a
professional announcer, put it to music, and obtain the file from him/her. You can
record it using any audio software you like such as Windows Sound Recorder, or
any audio recording software. The file needs to be a .wav or an .mp3 file saved in
PCM, 8KHz, 16 bit, Mono format.

If you have Windows Sound Recorder only, I'd suggest that you try out
Audacity. Audacity is an open source audio file program available at
http://audacity.sourceforge.net/. Audacity gives you a lot more power
such as controlling volume, combining several audio tracks (a music track to go
with the announcer), using special effects, and many other cool audio tools. I'm
not an expert in it but the basics are easy to do. First, hit the Audacity website and
download it, then install it using the defaults. Now let's launch Audacity and set
it up to use the correct file format, which will save us any issues later. Start by
clicking Edit | Preferences. On the Quality tab, select the Default Sample Rate
as 8000 Hz. Then change the Default Sample Format to 16-bit as shown in the
following screenshot:

Audacity Preferences

Audio /0 Qualty | File Formats | Spestro

Default Sample Rate: (8000Hz -
Default Sample Format: -

Now, on the File Formats tab, select WAV (Microsoft 16 bit PCM) from the
drop-down list and click OK:

Audacity Preferences

Audio 10 ] Quality  File Formats ] Spectrogrs
‘When importing uncomprezsed audio filez in
7 Make a copy of the file before editing (2

* Read directy fram the arginal file [faster

Uncompressed Export Format

ft 16 bit PCh)

Wil [Microsoft], Signed 16 bit PCh

[80]



Chapter 4

Now that those settings are saved, you can record your greeting without having to
change any formats. Now it's time to record your greeting.

Click on the red Record button as shown in the following screenshot. It will now
use your PC's microphone to record the announcer's voice and when the recording
is done, click on the Stop button. Press Play to hear it, and if you don't like it, start
over again:

£ Audacity

H File Edit View Project Generate EFfect Analves Help

[T={¢

P e x

o J 1] Ll

If you like the way your greeting sounds, then you will need to save it. Click

File | Export As WAYV... or Export As MP3.... Save it to a location that you remember
(for example, c:\3CX prompts is a good place) with a descriptive filename. While
you are recording this greeting, you might as well record a few more if you have
plans for creating multiple DRs:

Edit View Project Generate Effect

T ChrlH
Cpen... Chrl40
Close Chr -y
Save Project Chrl4+35

Save Project As,..
Recent Files... »

Expiort A5 Wav, .,

Export As MP3, ..

Export A5 Ogg Yorbis, ..

Export Multiple. ..

Page Setup...
Prink...

Exit
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Creating the Digital Receptionist

With your greeting script in hand, it's time to create your first DR. In the navigation
pane on the left side, click Digital Receptionist, then click Add Digital Receptionist
as shown in the following screenshot:

File Add View Settings Links Help
3 Extension status -\j Server Activity Log u@ Add Extension “w Add PSTN Gateway

Edit Digital Receptionist
SCX | 2 add Digital Receptionist

E- B 3CK Phone System Virtual Extension i
&¢ Ports/Trunks Status
(£ Extension Status
J Server Activity Log
\‘,& Services status

(£ Extensions

& PSTN devices
) VOIP Providers
& Inbound Rules

= Bridges
A cutBound Rules
3 Digital Receptionist

Or on the top menu toolbar, click Add | Digital Receptionist:

File Add View Settings Links Hg
A E \{@ Extension H
i | PSTN Gateway 1
{»;ii YOIP Provider

244 | Bridge i
= ) 3

&Q. DID / Inbound route
Qﬂ Quthound rule

| 7t Digital Receptionist
A Ring Group
A | Call Queue
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Just like your ring group, the DR gets a Virtual extension number by default,

Feel free to change it or stick with it. Give it a Name, (I like to use the same name as
the audio greeting filename.) Now, click Browse... and then Add. Browse to your
c:\3CX prompts directory and select your .wav or .mp3 file as shown in the
following screenshot:

Edit Digital Receptionist
3 The Digital Receptionist {Auto Attendant) answers and directs calls automatically
General

Configure the Mame, Prompt and Time out for this Digital Receptionist

Virtual extension number (Cannot be in use as an extension) |801 | 6

Mame |DR1 | e

Redirect To M5 Exchange Oo@

Prompt |DR 1.wav | [ Browse... ] [ Play ] @

Next, we need to create the menu system as shown in the following screenshot. We
have lots of options available. You can connect to an extension or ring group, transfer
directly to someone's voicemail, end the call (my solicitors' option), or start the call
by name feature (discussed in the Call by name setup section). At any time during
playback, callers can dial the extension number; they don't have to hear all the
options. I usually explain this in the DR recorded greeting.

It's a good idea to set the timeout to connect to an extension or transfer it to
voicemail, just in case they do not have a touch-tone Dual-tone Multi-frequency
(DTMEF) phone.

Click OK at the bottom to save the menu, and you're done:

Menu options
key key Extension Mumber
o] |Repeat Prompt v| | v| @
1 [ Connect to Extension ~| [ 100 Rob Lioyd |
2 [ Connect to Ring Group | 802 5ales |
3 |Transfer to Voice Mail - | | 104 Zachary Alan V|
s ¥ | v
s ¥ | v
s | ¥ | v
7| ¥ | v
3 |End Call V| | V|
g |Ca|| by Name V| | V|
Tmeout |50 | | connect to Extension ~| | 100 Rob Lioyd v @

[83]



Call Control: Ring Groups, Auto-attendants, and Call Queues

Previously, when we made a ring group, we didn't have the DR done. At that time,
we weren't able to choose this option if no one was available to pick up the phone.

Now, you can go back to the Ring Group and, in the Destination if no answer
section, select the Connect to Digital Receptionist option that you just created. It
gives callers a chance to talk to a human first, and then if it goes unanswered, they
will get the automated greeting. This is my preferred method which works very well
for a home or a small business where there still might be a receptionist.

Call by name setup

This is a great option to have if you have lots of people in your company and you
don't want to list them all in your DR. If your greeting script doesn't have room for
every extension to be listed in it and the caller knows the person's name, this will let
him/her look it up by dialing the name. There are three requirements that need to be
met in order for the call by name function to work:

* Users must have a self-identification message. Without this message, they
will not be available for the feature.

¢ The user's last name must be a-z or 2-9.

* The call by name feature must be enabled in the Digital Receptionist menu,
as shown in the previous screenshot, by having the caller select option 9
(for example).

Here is how the system works:

When you set up the extensions, you will need to tell all the users to record their
self-identification number. This is done by accessing their voicemail (999 by default).
Now go to the Options Menu by dialing 9. Then, dial 5. If you do not have one
already recorded, it will prompt you to do so. If you've already recorded it and
would like to change it, dial 0. If you want to delete it to remove them from this
feature, dial 1.

Callers will now have to press the appropriate numbers for the last name. They must
dial a minimum of three digits. To search for "Lloyd,", they would dial 556. If the
person's last name is only two characters, they can dial 0 to fill in the third digit.

Once three digits are dialed, the system will search for a match. If it can't find a
match, callers will hear Extension not found. If there is a match, they will hear
Please hold while I'm calling to Rob Lloyd (my self-identification message).
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If there is more than one match, the system will wait two seconds for an additional
digit to help separate the matches. It will repeat this process until there is no longer a
match, and then the caller will hear Extension not found.

If callers let the two-second timeout elapse or they press #, they will hear a menu of
matches such as To call Ed Jones press 0, to call Sam Jonson press 1, or to exit press pound.

Call queues

Another paid feature of 3CX is call queues. A call queue is a holding area for callers
to wait until someone in the queue group is available to get the next caller. I'm sure
everyone has been stuck in a queue for support.

Here's how it works. Callers have a support issue they need help with. They call
your company and get connected to the Digital Receptionist. They dial 3 for support.
If you have two people doing all the support calls for this product, then when callers
dial 3, they get put in the queue. They will hear some music until one of the available
support staff is off the phone. When the staff hangs up, callers will be transferred to
their extension.

Let's create a queue! We can create a queue by using the usual method: Click
Add | Call Queue on the menu toolbar as shown in the following screenshot:

File Add View Settings Links H

ZA3E Extension !

PSTN Gateway

& &

VOIP Pravider

-
#_ #

F

Bridge

&
LF

=)
DID { Inbound route
Outbound rule

Digital Receptionist
Ring Graup

Call Queue

s B o & &

T L a1
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Or, in the navigation pane on the left-hand side, click Call Queues, then on the
right-hand side, click Add Queue as shown in the next screenshot:

File Add View Settings Links Help
(@3 Extension status \f Server Activity Log | & Add Extension S add

3CX I :ﬁf" Add Queue

B ) 3CX Phone System M

&* Ports/Trunks Status

({7 Extension Status

\2’ Server Activity Log

z& Services status
7 Extensions

%4 PSTM devices

) VOIP Providers

J‘/ Inbound Rules

24 Bridges

..!'/ OutBound Rules
3 Digital Receptionist
-2 Ring Groups

e Cal Queves |

G catting

Just like the DR and ring groups, we have a queue Virtual Extension Number, too.
Leave the default or change it to an unused number. Give it a descriptive Name, as
shown in the following screenshot. I called mine SupportQueue.

Now you have the option for the Ring timeout(seconds) which will ring the support
agent's phone for 30 seconds before being placed back in the queue.

Edit Queue

a‘f! Call gueues hold calls in a gueue until an agent is available to answer the call
General

Configure the Number, Name, and Time-out of queue

Virtual Extension Mumber |8EI3 |
MName |5up|:u:urtQueue | 9
Ring timeout(seconds) |3EI | 9

In the next section, select your Call Queue Agents just like you did with the ring
group, as shown in the following screenshot. Use the Up and Down buttons to
change the priority of the extensions. The priority is used to determine who will
get the call if there is more than one agent available at the same time.
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The queue agents must log in to the call queue by using the 3CX VoIP Client or by
using dial codes on the phone. The VoIP Client and dial codes are discussed in a
later chapter:

Call Queue Agents

Select which extensions will be agents for this Call Queus. User must ALSO login to the Call Queue to start taking calls. This can be done via VOIP dient or
dial codes

Extensions Members
104 Zachary Alan
100 Rob Lloyd add 103 Brooke Taylor
102 Alexis Franchesca

Remove

The next section is Destination if no answer. Here, we can see the various options
available if no one picks up the phone, no one is logged into the queue, or the caller
presses the * button. You should always provide some kind of fallback for the caller
to reach someone or to get out of the queue:

Destination if no answer
Select & destination for this call if it reaches Maximum Queue Wait Time, if no agent is logaed in, or if caller presses the * button,
() End call
(O Connect to Extension | 100 Rob Lloyd w | @
() Connect to Queue [ Ring Group | 800 MainRingGroup e | (7]
(O Connect to Digital Receptionist | 201DR1 w | @
(®) voicemail box for Extension | 104 Zachary Alan w | 7]
() Forward to Qutside Mumber | | 9

The next set of Other Options as shown in the next screenshot are the customization
options for this particular call queue. They are as follows:

* Enable intro prompt: This option gives the caller an introduction
prompt — Thank you for calling. You are now in the queue. Please enjoy the music.
The audio file needs to follow the same format as our Digital Receptionist.

* Announce Queue position to caller: It's nice to know how deep into the
queue you are. If I get into a queue with 20 people in front of me, I would
probably hang up and try again later. If I hear I'm second in line, I'll
gladly wait.

* Announcement Interval (seconds): This timer is used to update callers on
their queue status. It's nice to hear that I'm getting closer to a support person.
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*  Music on hold: If this is a sales queue, I might just record some
advertisement material such as Thank you for waiting. This month we have our
new product on sale. Ask your sales representative for details. We will see this in
detail in Chapter 6 in the For the iTunes user section.

*  Maximum Queue Wait Time (seconds): This timer gives the caller a
maximum time before we get to the Destination if no answer mode.

Click OK when you are done to save your changes:

QOther Options
Caonfigure the settings and details below
Enable intro prompt O @
Announce Queue position to caller @
Announcement Interval (seconds) |60 | @
Music on hold |0nh0|d.mp3 | [ Browse... ] [ Play ] @
Maximum Queue Wait Time (seconds) |1300 | e

[ oK ][ Cancel ][ Apply ]

Summary

Controlling calls is an essential part of any phone system. Without call control, every
incoming phone call would be sent directly to someone's extension. In this chapter,
we looked at various ways to control and handle calls in the 3CX Phone System. We
learned how to set up a ring group, DR, and one of those dreaded call queues.

We also learned how to set up the call by name option in the DR and learned how it
works. Don't forget that this needs to be turned on in the Digital Receptionist menu,
and the individual extensions need to be set up. In the Digital Receptionist greeting,
give the caller some instructions on how it works.

Go set them up and test them out. When testing, make sure every option works. You
do not want a caller to be stuck somewhere unable to do anything except hang up.

In the next chapter, we will discuss how to get those incoming calls connected to 3CX
using a trunk.
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Trunks—Connecting to the
Outside World

We now have a working phone system with extensions, voicemail, digital
receptionists, call queues, and several other features. This is great! However, what if
we want to call home or have a customer call us? For that, we need to connect 3CX
outside our internal network. This connection is called a trunk. In this chapter, we
will cover the following:

e PSTN trunks
e SIP trunks
e Introduction to dial plans (full coverage is in Chapter 6, Configuration)

e Hardware needed for analog lines

PSTN trunks

A Public Switched Telephone Network (PSTN) trunk is an old-fashioned analog
Basic Rate Interface (BRI) ISDN or Primary Rate Interface (PRI) phone line. 3CX
can use any of these with the correct analog to SIP gateway. Usually, these come
into your home or business through a pair of copper lines. Depending on where you
live, this may be the only means of connecting 3CX and communicating outside of
your network.

One of the advantages of a PSTN line is reliability and great call quality. Unless the
wires break, you will almost always have phone service. However, what about call
quality? After all, many people would like to have a comparison between VoIP
and PSTN.
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Analog hardware for BRI ISDN and PRIs will be discussed in greater detail in
Chapter 9. For using an analog PSTN line, you will need an FXO gateway. There are
many external ones available. Until Sangoma introduced a new line at the end of
2008, there had not been any gateway that worked inside a Windows PC with 3CX.
There are many manufacturers of analog gateways, such as Linksys, AudioCodes,
Patton Electronics, Grandstream, and Sangoma. What these FXO gateways do is
convert the analog phone line into IP signaling. Then, the IP signaling gets passed
over your network to the 3CX server and your phones.

My personal preference is Patton Electronics. They are probably the most expensive
FXOs out there but, in this case, you get what you pay for. I have tried all of them
and they all work. Some have issues with echo, which can be hard to get rid of
without support or lots of trial and error, whereas some cannot support high
demands (40 calls/hour) without needing to be reset every day. So, if you are just
testing, get a low-end one. For a high-demand business, my preference is Patton.
Not only do they make great products, but their support is top notch, too. We will
configure a Patton SmartNode SN4114 later in this chapter.

SIP trunks

What is a SIP trunk? A SIP trunk is a call that is routed by IP over the Internet
through an Internet Telephony Service Provider (ITSP).

For enterprises wanting to make full use of their installed IP PBXs and communicate
over IP not only within the enterprise, but also outside the enterprise, a SIP trunk
provided by an ITSP that connects to the traditional PSTN network is the solution.
Unlike traditional telephony, where bundles of physical wires were once delivered
from the service provider to a business, a SIP trunk allows a company to replace
traditional fixed PSTN lines with PSTN connectivity via a SIP trunking service
provider on the Internet.

SIP trunks can offer significant cost savings for enterprises, eliminating the need for
local PSTN gateways, costly ISDN BRIs or PRIs. The following figure is an example
of how our phone system operates:
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SIP-capable firewall or
SIP-enabling edge device

NATed LAN | | j
— —

You can see that we have a local area network containing our desktops, servers,
phones, and our 3CX Phone System. To reach the outside world using a SIP trunk,
we have to go through our firewall or router. Depending on your network, you
could be using a private IP address (10.x.x.x, 172.16.x.x, or 192.168.x.x), which is not
allowed on the public Internet, so it has to get translated to the public IP address.
This translation process is called Network Address Translation (NAT).

Once we get outside the local network, we are in the public realm. Our ITSP uses
the Internet to get our phone call to/from the various carriers' PSTN (analog) lines
where our phone call is connected / terminated.

In Chapter 10, we will cover NAT, ports, and some router tips and tricks to connect
to the ITSP and also to remotely connect to our 3CX Phone System.

There are three components necessary to successfully deploy SIP trunks:

e A PBX with a SIP-enabled trunk side
e An enterprise edge device understanding SIP

e An Internet Telephony or SIP trunking service provider
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The PBX

In most cases, the PBX is an IP-based PBX, communicating with all end points over
IP. However, it may just as well be a traditional digital or analog PBX. The sole
requirement that has to be available is an interface for SIP trunking connectivity.

The enterprise border element

The PBX on the LAN connects to the ITSP via the enterprise border element. The
enterprise edge component can either be a firewall with complete support for SIP or
an edge device connected to the firewall handling the traversal of the SIP traffic.

The ITSP

On the Internet, the ITSP provides connectivity to the PSTN for communication with
mobile and fixed phones.

Choosing a VolP carrier—more than just
price

Two of the most important features to look for when choosing a VoIP carrier are
support and call quality. Usually, once you set up and everything is working, you
won't need support. I always tell clients that there is no "boxed" solution that I can
sell; every installation is a little different. Internet connections are all different even
with the same provider. If you have a rock-solid T1 or something better, then this
shouldn't be a problem. DSL seems different from building to building, even in the
same area.

So how do you test support before giving them your credit card? Call them! Try
calling support at the worst times, such as Monday afternoons when everyone is
back to work and online. Also, try calling after business hours. See how long it takes
to connect to a live person and if you can understand them once you speak to them.
Find out where their support is located. Try talking to them and tell them you are
thinking about signing up with their service and ask them for help. If they go out of
their way before they have your money, chances are they will be good to work with
later on. Some carriers only offer chat or e-mail support in favor of lower prices.
While this may work fine for your business, it certainly won't work for the ones
who need answers right away.
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I know I seem to be stressing a lot on support, but it's for good reason. If your
business depends on phone service, and your phone service goes down, then you
need answers! I pay more for a product if the support is worth it. Part of this is your
Return On Investment (ROI). For example, if you have three lawyers billing at
$200/hour and they need phones to work, that's $600/hour of lost time. Does the
extra $50 or $100 upfront cover that? Now, back to the topic at hand.

Once you have connected 3CX to the carrier, how is the call quality? If it sounds like
a bad cell phone, you probably don't want it, unless the price is so cheap that you can
live with the low quality. Certain carriers even change the way your call gets routed
through the Internet based on the lowest cost for the particular call. They don't care
about quality as long as you get that connection and they make money on it.

Concurrent calls with an ITSP are a feature that you may want to look for when
choosing an ITSP. Some accounts are a one-to-one ratio of lines per call. If you want
to have five people on the phone at the same time (inbound or outbound), you
would need to pay for five lines. This is similar to a PSTN line. You may get some
savings here over a PSTN, but that depends on what is available in your area.

Some ITSPs have concurrent calls where you can use more than one line per call.
Not many carriers have this feature but, for a small business, this can be a great
money-saving feature to look for. I use a couple of different carriers that have
this feature.

One carrier that I use lets you have three concurrent calls simultaneously on the
same line. If you need more than three calls, you're a higher-use customer, and
they want you to buy several lines.

VoIP IP signaling uses special algorithms to compress your voice into IP packets.
This compression uses a codec. There are several available, but the most common
one is G.711U-law or A-law. This uses about 80Kpbs of upload and download
bandwidth. Another popular codec is G.729, which uses about 36Kpbs. So, for the
same bandwidth, you can have twice the number of calls using G.729 than G.711.
You will need to check with your ITSP and see what codec they support.

Another carrier I use is based purely on how much Internet bandwidth one has.

If you have IMBps of upload speed (usually the slowest part of your Internet
connection), you can support about 10 simultaneous or concurrent calls using G.711.
You then pay for the minutes you use. This works very well for a small office as your
monthly bill is very low, and you don't have to maintain a bunch of lines that don't
get used.
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Cable Internet providers are also offering VoIP services to your home or business.
These are usually single-use lines, but they terminate at your office with an FXS plug.
To integrate this with 3CX, you will need an FXO just like it's a PSTN line. It's the
same setup, but you get the advantage of a VoIP line.

Another great benefit of a SIP trunk is expandability. You can easily start out with
one line that can usually be completed in one day. As you grow, you can add more,
usually in minutes as you already have the plan set up. Time to consolidate lines?
You can even drop them later on without having contracts (most of the time). Try
doing that with the local phone company! Call for a new business and it can take 1-2
weeks to get set up, plus contracts to worry about. No wonder they are jumping on
the VoIP bandwagon.

Disaster recovery

What do you do when your Internet goes down? Some of you might be saying, "Ha!
It never goes down." In my experience, it will eventually, and at the worst time.

So, what do you do? Go home for the day or plan for a backup? Most VolP carriers
provide some kind of disaster recovery option. They try to send you a call and, when
they don't get a connection to your 3CX box, they re-route the call to another phone
number. This could be a PSTN line or even a cell phone. It can be a free feature or
there can be a small monthly fee on the account. It's worth having, especially if you
rely on phones.

Okay, so that covers inbound disaster recovery. What about outbound? Yes, just
about everyone has a cell phone these days. If that isn't enough, I'd suggest you
invest in a pay-per-use PSTN line. This keeps the monthly cost very low, but it's
there when you need it. Whether it's an emergency pizza order for that Friday
afternoon party or a true emergency, when someone panics and dials 911, you
want that call to go out.

Speaking of emergency numbers, make sure you have your carrier register that
phone number to your local address. Let's say you are in New York and you have

a Californian phone number to give you some local presence in that part of the
country. Your co-worker grabs his chest and falls down and someone dials 911 from
the closest phone he/she sees. Emergency services sees your Californian number
and contacts California for help for your New York office. That's not what you want
when your co-worker is clutching his/her chest, even though it was just heartburn
from that pepperoni pizza.
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Mixing VoIP and PSTN

Some of my clients even mix VoIP and PSTN together. Why would you mix? Local
calls and inbound calls use the PSTN lines for the best call quality (and do not use
any VolP minutes if they have to pay for those). Long distance calls use the cheaper
rate VoIP line. Another scenario is using PSTN lines for all your incoming and
outgoing calls and using VoIP to talk to your other offices. Your own office can
deal with a lower call quality, and management will appreciate the lower cost.

These types of setups can be controlled using a dial plan discussed in
Chapter 6, Configuration.

Connecting 3CX to your trunk

Let's cover the setup for connecting 3CX to a PSTN line using an analog gateway
(Patton SN4114) and then connecting 3CX to a SIP/ITSP line.

The first thing you need to know is that every line or port in 3CX is assigned
its very own number, just like the Ring Groups, Digital Receptionists, and Call
Queues have their own account number assigned. This makes it easier to route
calls using a number.

Let's get started with creating an analog trunk:

The first thing we need to do is start the PSTN Gateway wizard. We can do this in
three different ways. It does not matter which method you use as they all start the
wizard the same way.

1. The first way is to click Add and then PSTN Gateway:

File Add View Settings Links H

\‘{T_:?E @ Extension

w PSTM Gateway
s || VOIP Provider

= )
=4} | Bridge
=)
Q@ DID / Inbound route
Qﬂi Qutbound rule

q 3 Digital Receptionist
2N Ring Group
:!"l} Call Queus
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2. The second way is to click Add PSTN Gateway on the main 3CX toolbar:

File Add View Settings Links Help

| Extension status \f server Activity Log | @ Add Extension |5 Add PSTN Gatewa: @ Add VOIP Provider Wizard | #24 Create Quthound Rule % Create DID

3. The third method is to use the navigation pane on the left-hand side; click
PSTN devices, and then click Add Gateway on the right-hand side:

File Add WView Settings Links Help
{3 Extension status \f Server Activity Log | &l Add Extension gl Add PST

3CX e

= } 3CX Phone System Gateway Mame
& Ports/Trunks Status
(&7 Extension Status
\f Server Activity Log
% Services status
(£ Extensions
> PSTH devices |

) VOIP Providers

Now that we have started the PSTN Gateway wizard, we can run through the steps.
First, come up with a name; I'd suggest something meaningful. I like to use the
model number and something else after it, like an A or a 1. Using this method lets
you expand easily and keep the naming conventions the same for all devices. As I'm
using a Patton SN4114 gateway, I chose the name PattonSN4114A. If I need to add
another gateway, then I can use the same name and use a B at the end. Using a label
maker, I also label the Patton itself with the name, IP address, and (depending on the
environment) maybe even the username and password.

The next step is to pick which supported gateway you have, and you can see there
are a lot of choices. If you are using a Patton, you need to know which firmware

the device has on it. Version 4 and version 5 firmware need slightly different
configuration files. 3CX is smart enough to know the difference when it generates the
configuration file. This configuration file is going to be saved and uploaded to the
Patton to instantly configure the gateway. Pretty cool! Otherwise, you have a choice
of configuring the gateway using a command line connected to a serial port cable

on your computer and the Patton, or using their clunky web interface —neither are
user-friendly.
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Just to save some space, I have cut out a link of some of the supported gateways in
the following screenshot. For a complete list of supported gateways, follow the link.

More vendor supported gateways can be found here: http: {iwiki. 3cx.com/MHome fsupported-gateways

[ Cancel J[ Mext = ]

There are more gateways that work with 3CX that are listed on their website, but
they don't work with the gateway wizard. If you ever need support from a vendor or
3CX directly, I'd suggest that you use one that is listed in the wizard.

I know my gateway has version 4 of the firmware because it says so on the box. If
you don't have the box it came with, or you just aren't sure, you will have to go into
the web interface or the console command line and obtain the firmware version.
Here, I'm selecting Patton SN-4114 4-port FXO (Firmware R4.x).

After you select your gateway, click Next:

&4 Add Gateway Wizard
P5TM Gateway Mame:

Mame PattonShi4114A | @

Please choose a supported gateway:
O B 3CX Gateway For SKYPE Skype Trunk Line
O 3 Audiocodes MP-114 4-Port Analog FXO
O &3 AudioCodes MP-114 2¢FX0 2xFXS 2-port Analog FXO
O 3 Audiocodes MP-118 8FX40 8-Port Analog FXO
O } Generic Gateway Device Custom Generic Gateway Device
O GrandStream GXW-4104 4-port Analog FXO
O Grand Stream GXW-4108 8-port Analog FXO
O GrandStream Handy Tone 488 1-port Analog FXO
O L Lancom 1722 2 Port ISDN/EBRI 2-Port BRI ISDN
© L Lencom 1722/1723 2 Port ISDN/BRI (7.60.0160R=l} 2-Port BRI ISDN
O [M LinkSys SPA-3102 New 1-port Analog FXO
O EE Patton SN-4112 2-port FXO (Fimware R4 x) 2-Port Analog FXO
O §E Patton SN-4112 2-port FXO (Fimware R5x) 2-Port Analog FXO
® & Patton SN-4114 4-port FXO (Fimware R4 x) 4-Port Analog FXO
O E Patton SN-4114 4-port FXO (Fimware RS x) 4-Port Analog FXO

Other supported gateways have been cut for space reasons.
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On the next screen, as shown in the following screenshot, you will have to select a
few options. The first one is Tone Set Selection to select which country this gateway
is going to be installed in.

The next section is for Incoming Caller ID info. If you have caller ID, you will want
to select Collect CallerID information. This will delay the gateway from picking

up the incoming call immediately. It will wait another ring (depending on which
country and your phone company information) before picking up the call. Once it
waits a second or two, it should have all the caller ID information, answer the phone
line, and pass it to 3CX for processing (what to do with the call).

Our next section is to Remove Announcements that the phone company passes on.
I don't like these, so I have them removed.

If we are going to use this gateway for outbound calls, 3CX needs to know how to
do it. We can hunt (look for) a free line on the gateway. It's based on port numbers,
so if you want it to start looking at port 1000 for a free line, and then 1001, choose
Hunting (Ascending). If you want it to start at the end (1004) and then go to 1003,
choose Descending. If you have roll-over lines, you may want choose Descending,
but it doesn't really matter to the Patton.

Our last setting covers how long you want to wait to collect the caller ID
information. Depending on your phone carrier, you may have to adjust this
setting. If you find that you are not getting all the information, you will have
to edit this and adjust accordingly.

Now that this screen is all filled in, we can click Next:

PSTN devices
) EditPSTN Gateway

Tone Set Selection
{3 Select Country for Tone Sets

Country United States by

Incoming Caller ID

#3 Incoming calls may require up to 2 ing sequences to deliver the Caller ID. Select whether you want to collect Caller
ID information at the cost of delaying the first ring on incoming calls.

Inbound Caller ID Collect CallerID information (may delay first ring) [%#

Early Media for Pre-Call Announcements

#3 Announcements by the telephene campany, such as “The mobilk you are caling is not available”, can be removed
from calls by this device. Please note that if you choase the “Deliver Anouncements” setting, some functions (such
5 forwarding to an outside number from & Ring Group or a Queues) may il or perform unpredictably.

Announcements ‘ Remove Announcements I’

Huntting for aviable lines (outhound calls)
3 oumay choose to implement line hunting for outbound calls

Hunting Options [Hunting (ascending) ¥]

Digit Collection Timeout

#3 Some Telecom Operators will deliver CallerID information after the first ring. Here you can spedfy the number of
seconds which the device will wait for CallerID information.

Timeout Mo Digit Collection ¥

< Back Next >
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Our next wizard screen is device specific. We start off by giving it a Gateway
Hostname or IP address. Unless you have your own DNS server or are using WINS
or host files, you will want to use an IP address. Even if you have a DNS server, I'd
still suggest you use an IP address. You certainly don't want to lose your connection
to the gateway if your DNS server is down.

Now, we need to specify which Gateway Port to use. Unless you have a reason to
use something different, stick with the well-known default SIP port 5060.

The next setting is how many ports we are going to use for this gateway. The default
is the maximum number of ports that the device has available. Even if you don't use
them all, it will be easy to upgrade if necessary. When you're done with this screen,
click Next:

&2 Specify VoIF Gateway Details

VOIP Gateway
Gateway Hostname ar IP [192.168.2.10 | @
Gateway Port (default is 5060) |EUGU | 0
Mumber of ports |4 | 0

. I | ©

[ < Back ][ Mext = J

Now we get to create the port numbers, names, passwords, and some rules

for call processing. We can see here that we have a Virtual extension number,
Authentication ID, and Authentication Password. If you want to change these to
something different, now is the time to do it. The best name to use here is the actual
line number.

As we are using analog single call lines, we need to leave the Channels section to 1.

The only real thing we may want to change is the Inbound Route Day and Inbound
Route Night. This tells 3CX what to do with an incoming call during the day and
what to do at night. (Day/night settings are discussed elsewhere in this book.)
During the day, I want it to go to the hunt group that we defined in the previous
chapter. At night when no one is around to answer the call, I set it to go directly to
the Digital Receptionist.
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Go ahead and click Next:

& Create ports

The following ports will be created in the "Create Ports” screen. You can edit the Port identification and authentication settings before they are created. Mote that the Port identification is
used for identification purpozes, and the internal line number is used by 3CX Phone System to address the line connected to the part on the VOIP Gateway, Therefore the Internal Line
Number range should be different from the extension number range. You can configure to which extension incoming calls should be routed based on whether they are inside or outside
office hours {inbound route).

Remove selected Wirtual extension Authentication ID Authentication Password Channels Port Identification Inbound Route Day Inbound Route Night
O 10000 10000 10000 1 10000 800 PER ~
O 10001 10001 10001 1 10001 800 | 801 ~
O 10002 10002 10002 1 10002 800 v |80t ~
] 10003 10003 10003 1 10003 800 4| 801 ~

The next wizard screen is for Outbound Call Rules. We will discuss this in
greater detail in the next chapter, but let's go over it enough so that you can
set up a simple rule.

We start off with a name. This can be anything you like, but I prefer something
meaningful. For our example, I want to dial 9 to use the analog line, and only allow
extensions 100-102 to use this line. I also only want to be able to dial certain phone
numbers. Then, I have to delete the 9 before it goes out to the phone carrier. Let's
have a look at each section of this screen:

Calls to numbers starting with (Prefix)

This is where you specify what you want someone to dial before the line is used. You
could enter a string of numbers here to use as a "password" to dial out. You don't
just let anyone call an international phone number, so set this to a string of numbers
to use as your international password. Give the password only to those who need it.
Just make sure you change it occasionally in case it slips out.

Calls from extension(s)

Now, you can specify who (by extension number) can use this gateway. Just enter
the extension number(s) you want to allow either in a range (100-110), individually
(100, 101, 104), or as a mix (100-103, 110). Usually, you will leave this open for
everyone to use; otherwise, you will restrict extensions that were allowed to use the
gateway, which will have repercussions of forwarding rules to external numbers.
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Calls to numbers with a length of

This setting can be left blank if you want all calls to be able to go out on this
gateway. In the next screenshot, I specified 3, 7, 10, and 11. This covers calls to 911,
411, 555-1234, 800-555-1234, and 1-800-555-1234, respectively. You can control what
phone numbers go out based on the number of digits that are dialed.

Route and strip options

Since this is our only gateway right now, we will have it route the calls to the Patton
gateway. The Strip Digits option needs to be set to 1. This will strip out the "9" that
we specified above to dial out with. We can leave the Prepend section blank for now.

Don't worry! We will cover these in greater detail with more powerful options in
Chapter 6. Go ahead and click Finish:

q!/ Create an Cutbound Call Rule to configure on which PSTM port, WOIP provider or bridge an outbound calls should be placed on

General
Rule Mame |Ru|e for PattonSN41144 | o

Apply this rule to these calls

Define ta which outbound calls the rule must apply

Calls to numbers starting with (Prefix) |g |
Calls from extension(s) |100-102 | 0
Calls to Numbers with a length of |3,?,10,11 |

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route 1 [Pattonsn41144 =] | 1@
Route 2 ¥ [« o | @
Route 3 o 1 o | @

[ Fnsh J[ s |

Once you click Finish, you will see a gateway wizard summary, as shown in

the next screenshot. This shows you that the gateway is created, and it also gives
an overview of the settings. Your next step is to get those settings configured on
your gateway.
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There is a list of links for various supported gateways on the bottom of the summary
page with up-to-date instructions. Feel free to visit those links. These links will take
you to the 3CX website and explain how to configure that particular gateway. With
Patton this is easy; click the Generate config file button.

} Gateway Created

Lines 10000 to 10003 have been created for PattonSN41144
‘fou will need to enter these settings into the YOIP Gateway:
Proxy server IP or FQDN:192,168.2.10

Line:: 10000

Internal number:: 10000
Authentication ID:: 10000
Authentication Password:: 10000

Line:: 10001

Internal number:: 10001
Authentication ID:: 10001
Authentication Password:: 10001

Line:: 10002

Internal number:: 10002
Authentication ID:: 10002
Authentication Password:: 10002

Line:: 10003

Internal number:: 10003
Authentication ID:: 10003
Authentication Password:: 10003

For a detailed description how to do this for popular gateways

VegaStream Europa 50 (2 x FXO, 4 x FXS) (Recommended)
Patton SmartMode 4554 (Recommended
VegaStream Europa 50 (2 x BRI) (Recommended)
Patton SmartMode 4960 (Fecommended
GrandStream HandyTone 438 (Mot supported)
Audiocodes MP-114 MP-118 (Supported)

Patton Smartiode 4638 (Recommended
Micronet SP 5050, 5052, 5054 (Mot supported)
GrandStream GXW-4104 (Supported)

LinkSys SPA-3102

Patton Smartiode 41124114 (Recommended)
Clipcomm CG410 (Mot supported)

SIPURA SPA-3000 (Mot supported)

[ Generate config file J
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The only other information you need for the configuration file is the Subnet mask
for the Patton gateway. Enter your network subnet mask in the box. Here, I entered

a standard Class C subnet mask. This matches my 192.168.X.X network. Click OK
when you are done:

A Please enter the subnet mask. --... z|

Subnet mask |255.255.255.0

Once you click OK, your browser will prompt you to save the file, as shown in the
following screenshot. Click Save:

e

File Download

Do you want to save this file, or find a program online to open
i?

@ Mame: patton-sn-4114.quchg

Type: Unknown File Tvpe, 6,67KE
From: 192.168.2.6

Find l [ Save ] I Cancel

l--"‘-] Wwhile files from the Internet can be useful, some files can potentially
@ harm pour computer. If you do not tust the zource, do not find a
- pragram to open this file or zave thiz file. What's the risk?
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The following screenshot shows a familiar Save As Windows screen. I like to put
this file in an easy-to-remember location on my hard drive. As I already have a 3CX
folder created, I'm going to save the file there. You can change the name of the file if
you wish. Click Save:

r

Save As

Savein: |Ei3c>: v| Q2 e -

&

iy Recent
Dracunments

&

Desktop

My Documents

My Computer

File name: |patt0n-sn-41 14 gwcig v | [ Save ]

by Wetwork, Save as ype: | .gwefg Document W | [ Cancel ]

Now that your file is saved, let's take a look at modifying those settings. Open the
administration web interface and, on the left-hand side, click PSTN Devices.

Go ahead and expand this by clicking the + sign next to it. Now, you will see our
newly created Patton SN4114A gateway listed. Click the + sign again and expand
that gateway.

Next, click the Patton SN4114A name, and you will see the right-hand side window
pane fill up with five separate tabs.

The first tab is General. This is where you can change the gateway IP address,
SIP port, and all the account details. If you change anything, you will need a new
configuration file. So click the Generate config file button at the bottom of the
screen. If you forgot to save the file previously, here's your chance to generate
and save it again:
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3CX

B p 30X Phone System
—@# PortsfTrunks Status
& Extension Status
1“; Server Activity Log
—q Services status

- Extensions

EH&5 PSTH devices

10000
10001
10002
10003
&3 VOIP Providers
& Inbound Rules
i3 Bridges
@8- OutBound Rules
E}a Digital Receptionist
-2 Ring Groups
4 call Queues
E}& Settings
EJ& Links
-6 Help

& Edit Gateway settings and dick OK or Apply to save changes.

General H Advanced H Qutbound Parameters ]l Inbound Parameters | DID
VOIP Gateway Detail
Please Enter the IP/Host Name of your VOIF Gateway.
Gataway Hostname or IP [132.168.2.10 | @
Gateway Port [s080 | @
Account Detail
Please enter Account Details
Part Identification [ 10000 ~
Authentication TD [10000 | @
Authentication Password ‘"'" |
Maximum Simultaneous Calls ‘1 |
[ OK ] [ Generate config file ] [ Cancel I [ Apply ]

On the Advanced tab, we have some Provider Capabilities. Leave these settings
alone for now as we will discuss these in the Creating a SIP trunk section coming up

later in this chapter:

G Edit Gateway settings and dick OK or Apply to save changes,

General ” Advanced ” Outbound Parameters H Inbound Parameters || DID

Provider Capabilities

Supparts Re-Invite
Support ‘Replaces'
PEX Delivers Audio

Configure options related to the SIP capabilities of your provider

e
¥ e
0e

Registration Settings

Configure options related to Registration. No changes are required if you are using a supported gateway!

Require registration for:

In and Qutgoing Calls @ 0
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We will leave the rest of the tabs for now. Go ahead and click the 10000 line
information in the navigation pane on the left.

These are the settings for that particular phone port (10000). The first group
of settings that we can change is the authentication username and password.
Remember, this is to register the line with 3CX and not to use the phone line.

The next two sections are about what to do with an inbound call during Office
Hours and Outside Office Hours. I didn't change anything from the gateway wizard
but, on this screen, you can see that we selected Ring group 800 MainRingGroup.
This is the Ring group that we configured previously.

We also see similar drop-down boxes for Outside Office Hours. As no one will be in
the office to answer the phone, I've selected a Digital Receptionist 801 DR1.

In the section Other Options, the Outbound Caller ID box is used to enter what you
would like to have presented to the outside world as caller ID information. If your
phone carrier supports this, you can enter a phone number or a name. If the carrier
does not support this, just leave it blank and talk to your carrier as to what you
would require to have it assigned as your caller ID.

The Allow outbound calls on this line and Allow incoming calls on this line
checkboxes are used to limit calls in or out. Depending on your environment, you
might want to leave one line selected as no outbound calls. This will always leave an
incoming line for customers to call. Otherwise, unless you have other lines that they
can call on, they will get a busy signal.

Maximum simultaneous calls cannot be changed here as analog lines only support
one call at a time. If you changed anything, click Apply and then go back and
generate a new configuration file:
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) Edit Port :10000
PSTM port no 10000 on PattonSM41144A

Virtual Extension Number (Unique) |10000 |

Authentication ID |10000 |

Authentication Password |uou |

Port identification [10000 |
Office Hours

Configure where calls should be routed during office hours,

(O End Call

(O Connect to Extension | 100 Rob Lloyd @ (7]
(®) Connect to Queue / Ring Group | 300 MainRingGroup @ (7]
(O Connect to Digital Receptionist [s01DR1 @ @
() Voicemail box for Extension | 100 Rob Llioyd @ 0
(O Forward to Outside Number | | 7]
(O send fax to email of extension | 338 Default FAY Destination @ (7]

[ same as during office hours

Outside Office Hours
Configure where calls should be routed outside office hours.

O endcal
O Connect to Extension | 100 Rob Lioyd @ @
O Connect to Queue /Ring Group | 800 MainRingGroup @ 7]
(® Connect to Digital Receptionist | S010R1 @ 7]
O voicemail box for Extension | 100 Rob Lloyd @ @
(O Forward to Outside Number | | (7]
(O send fax to email of extension | 888 Default FAX Destination @ 0
QOther Options
Set other general options for this spedfic port
Outbound Caller ID | | e
Allow outbound calls on this line 0
Allow incoming calls on this line 0
Maximum simultaneous calls |1 | e

[ oK ] [ Cancel ] [ Apply ]
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For the most up-to-date information on configuring your gateway, visit
o the 3CX site: http://www.3cx.com/voip-gateways/index.html

We will go over a summary of it here:

Since nothing was changed, it is now time to configure the Patton device with the
config file that we generated from the 3CX template. If you know the IP address

of the device, go ahead and open a browser and navigate to that IP address. Mine
would be http://192.168.2.10. If you do not know the IP address of your device,
you will need the SmartNode discovery tool. The easiest place to get this tool is the
CD that came with the device. You can also download it from http://www.3cx.
com/downloads/misc/sndiscovery.zip, or search the Patton website for it.

Go ahead and install the SmartNode discovery tool and run it. You will get a
screen that tells you all the SmartNodes on your network with their IP address,
MAC address, and firmware version. Double-click on the SmartNode to open the
web interface in a browser.

The default username is administrator, and the password field is left blank.

Click Import/Export on the left and Import Configuration on the right. Click
Browse to find the configuration file that we generated. Click Import and then
Reload to restart the gateway with the new configuration.

That's it. We can now get incoming calls and make an outbound call.

Creating a SIP trunk

Now it's time to create a SIP trunk. The best thing to do is use one of the supported
VoIP providers. You can use anyone if you get the correct information but, if you
have problems, 3CX won't be able to help you out.

Just like setting up the PSTN line, you can get to the VoIP provider wizard in the
same manner. I'm going to click Add VOIP Provider Wizard on the top menu bar.
Pick the method you are most comfortable with.

Fie Add View Settings Links Help

Extension status ¥ Server Activity L Add Extension Sl Add PSTN Gatewa
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The first thing you want to do is see which VoIP providers are supported and set up
an account on their website. While the 3CX wizard is quick and easy, it cannot create
your account with an ITSP. As I'm in the US and Callcentric lines are free (as long

as the call is to another Callcentric customer), I am going to use a fake one to get us
started. Go ahead and set up the account with the provider of your choice, and get
your account details. Once you get the account information, it's time to move on and
enter it into 3CX so that you can make calls.

It's time to enter the VoIP provider name that you want to use. Select the VoIP
provider that you signed up with and click Next:

& Add VOIP Provider Wizard

Add VOIP Provider Wizard

MName of Provider Callcentric | 0

Choose a Provider:

O [ s88voinStors. us

O W Adiopl PL

O ‘% Broadvox Go here us

O & Broadvox SIP Tunk us

® @ CalCentric us

O @ Cbewnd us

O W car e

C ® Enan AL

OQ P Generc SIP Trunk

O P Generic VolP Provider

O P Generic VolP Provider ({Compatibility mode

O % InPhonex Worldwide
O N onetel DK

O B nexvotex us

O ! Pronet NL

O D Shiftingviews ML

O ¥ spoate DE, UK
O ™, SoTel SIP Tunk

O o YolPon UK

O 1 vopunimited UK

O 2 Voo s

Q  E# Wide VOIP FR, LU
O H b Worldwide

More 3rd party tested providers can be found here:
http: {/sites. qoogle. com,fa3cx. com/3cx-wiki/Home fvoip-provider-configuration fvoip-provider-templates

[ Cancel ][ Next > ]
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The next screen is for our information only. If we had chosen a generic VolP provider,
we would need to enter the SIP server hostname or IP, the SIP Server port, and

the Outbound proxy hostname or IP, and the Outbound proxy port. As this is a
supported provider, 3CX has this information in the wizard template. Click Next:

& Add VOIP Provider Wizard

WOIP Provider Details:

Enter the hostname and port for your YOIP Provider's SIP Server
SIP server hostname or IP |callcentric.com | 0
SIP Server port |5I36EI | 0
Outhound proxy hostname ar IP |ca||centric.cnm | e
Cutbound proxy port (default is 5060) |506E| | o

[ < Back ][ Next = ]

Now in the Account Details section, enter the phone number that we were
assigned from the provider in the External Number field, and also enter the
username and password.

The next section is to define how many Simultaneous Calls we can have at one time
on this account. This is one of those providers that allow multiple concurrent calls,
which is great for the small business or home office. Enter the appropriate number
and click Next:

& Add VOIP Provider Wizard

Account Details

Enter the Authentication ID, Password and number of your account

Excternal Number 123456789 |
Authentication ID |myﬁ||cenh'icusemame |
Authentication Password |........... |

Simultaneous Calls

Maximum simultaneous calls |3| |

[ < Back ][ MNext = ]
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Just like our PSTN call processing, we have the same set of options for our VoIP
provider when a call comes in. Here, I wanted the incoming calls to go to the 802
Sales ring group during office hours. Once everyone has left for the day, I will
have it go to the voicemail box of 104 Zachary Alan. Click Next:

& Add VOIP Provider Wizard

Office Hours

Configure where calls should be routed during office hours.

O End cal

) Connect to Extension [ 100 Rob Lloyd @ @
(® Connect to Queue / Ring Group | 302 Sales @ @
(O Connect to Digital Receptionist | 201DR1 @ Q
(O Voicemail box for Extension | 100 Rob Lloyd @ 7]
O Forward to Outside Mumber | | @
) send fax to email of extension | 388 Default FAX Destination @ @

[ same as Out of Office hours

Outside Office Hours

Configure where calls should be routed outside office hours.

(O End cal

O Connect to Extension | 100 Rob Lloyd @ (7]
O Connect to Queue [ Ring Group | 800 MainRingGroup @ e
(O Connect to Digital Receptionist | 301DR1 @ (7]
(® Voicemail box for Extension | 104 Zachary Alan @ (7]
(O Forward to Qutside Number | | (7]
(O send fax to email of extension | 888 Default FAX Destination @ (7]

[ < Back ][ Next = J
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Now, we need an Outbound Call Rule. As we already went over most of these
options and will do so in greater detail in the next chapter, I'm going to make only
one change.

As VoIP calls are less expensive than my PSTN calls, I want to allow everyone to use
it. So, "no rules" in the upper section this time.

In the Make outbound calls on section, we want everyone to use the Callcentric
route. We didn't use the Calls to numbers starting with (Prefix), so we don't want
to strip any digits. However, we do want to Prepend a 1 before every call. Most
VoIP providers treat every call as though it is long distance, even if it's across the
street. To help avoid having people dial "1" with every call, we can have 3CX do
this automatically. Click Finish:

‘:?/ Create an Outbound Call Rule to configure on which PSTM port, VOIP provider or bridge an outbound calls should be placed on

General
Rule Name |Ru|e forCallcentric | e

Apply this rule to these calls

Define to which outbound calls the rule must apply

Calls to numbers starting with (Prefix) | |
Calls from extension(s) | | (7]

Calls to Mumbers with a length of |

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route 1 |Calloer1tric l‘9| |0 L‘9| |:IJ |
Route 2| H [ ¥ | @
s | o @

[ Fnsh J[ s |
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In the navigation pane on the left-hand side, click VOIP Providers and expand it by

clicking the + sign next to it:

3CX

= p 30 Phone System
—i&? Ports/Trunks Status
&7 Extension Status
—d Serwer Activity Log
—'% Services status
B Extensions

B3 PSTN devices
=) VOIP Providers

—& Inbound Rules
—8 Bridges

&4 outBound Rules
G- A Digital Receptionist
-2 Ring Groups

4% Call Queues

E]—ﬁ Settings

- Links

6@ Help

In the right-hand window pane, we can see our information for this provider. If
you need to change any of this information (like fixing a typo during the wizard),

go ahead and do so here:

@ Edit VOIP Provider settings and dick OK or Apply to save changes

General H Advanced H Outbound Parameters H Inbound Parameters H Source ID || DID

Provider Details

Enter the hostname and port of your provider's SIP Server.

SIP server hostname or IP |mlloemric.com | 0
SIP server port |5060 | 0
QOutbound proxy hostname or IP |mllcentric.com | 0
Qutbound proxy port (default is 5060) |5060 | 0
Account Details

Enter the Authentication ID, Password and number of your account

External Number |123456?89 | 0
Authentication 1D |myallcemricusername | (7]
Authentication Password |""“""0 | 0
Simultaneous Calls

Maximum Simultaneous Calls |3 | (7]
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Click on the Advanced tab, as shown in the following screenshot. This screen is a
little different from the PSTN screen as we now have Registration Settings, too.
These settings define how often the trunk line re-registers with the VoIP provider. It
is a good thing because if the time was indefinite and your Internet went down, 3CX
would still try to make calls on this line.

The bottom section is for Codec priorities. We will discuss codecs in Chapter 7,
Enterprise Features.

We also see a Which IP to use in 'Contact' field for registration setting in the
Registration Settings section. If you have a static public IP, you can set it here. If you
are using a dynamic IP, you will want to leave the default setting as External (STUN
resolved). STUN is Simple Traversal of UDP through NAT. We will cover NAT in
Chapter 10. Some ITSPs support STUN while others do not. For a business, you will
probably have a static IP. Most home Internet connections will be dynamic, and you
will get better results if you have STUN.

9 Edit VOIP Provider settings and dick OK or Apply to save changes

General H Advanced H Cutbound Parameters H Inbound Parameters H Source ID || DID

Provider Capabilities
Configure options related to the SIP capabilities of your provider

Supports Re-Invite 0oe
Supports Replace’ || 0
PBX Delivers Audio 0o

Registration Settings
Configure options related to the SIP capabilities of your provider

Time between registration attempts {in seconds) |600 | 0

Require registration for: | In and Outgoing Calls ‘\:,| o

Which IP to use in 'Contact’ field for registration: O External(STUM resolved) 0
O Internal

(2]
© specet o

Codec priorities
Specify which codecs to use and according to which priority.

Available Codecs Assigned Codecs
Speex G.711 Adaw
e o

o) o ) (o)
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Now go ahead and click the line information for this VoIP provider in the left-hand
window pane. The VoIP provider name is for all the lines under this account. If we
had a carrier that did not support concurrent calls, we would have had to sign up for
more lines with the same carrier. We can then specify what to do with each line:

f]—e VOIP Providers
Eh—g Callcentric

In the right-hand pane, we now see the details for this particular phone number.
The only thing I want to change from the default is the Outbound Caller ID. As this
provider supports what you want to use for caller ID information, I can specify my
name here. Click Apply when you are done with these changes:

Edit VOIP Provider

) Edit Port :123456789
Vaip Pravider port no 123456789 on Callcentric

Virtual Extension Mumber (Unique) ‘IUUUS |

Authentication ID ‘myca\lcenh’imsername |

Authentication Password ‘--..------- |

Port identfication (123456788 |
Office Hours

Configure where calls should be routed during office hours.

O end call

(O Connect to Extension ‘ 100 Rob Lloyd R | e
(® Connect to Queue / Ring Group ‘ 802 Sales “ | e
O Connect to Digital Receptionist ‘ B801DR1 L4 | e
O voicemail box for Extension ‘ 100 Rob Lioyd v | @
(O Forward to Qutside Mumber ‘ | e
O send fax to email of extension [ 888 Default FAX Destination v| @

[ same == during office hours

Qutside Office Hours
Configure where calls should be routed outside office hours,

O end call
() Connect to Extension ‘ 100 Rob Lloyd - | 2]
O Connect to Queue [ Ring Group ‘ 800 MainRingGroup v | @
O Connect to Digital Receptionist ‘ 801DR1 v | 0
@ voicemail box for Extension ‘ 104 Zachary Alan B | 0
O Forward to Qutside Number 0
O Send fax to email of extension 885 Default FAX Destination w 0
Other Options
Set other general options for this spedific port
Outbound Caller ID ‘RDbUDYd | 0
Allow outhound calls on this line 0
Allow incoming calls on this line 0
Maimum simultaneous calls ‘3 | 0
[ oK ] [ Cancel ] [ Apply
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We have finished the SIP trunk settings. Now, we need to assign a DID number to
the SIP trunk. This number is used to identify the line and helps us create inbound
rules. On the VoIP providers settings, there is a tab named DID. Add your assigned
DID number(s) to this trunk by entering them, and then click Add. When you are
done entering the DID number(s), click OK or Apply at the bottom to save them.
Now, give it a try and see if you can make outbound calls.

9 Edit VOIP Provider settings and dick OK or Apply to save dchanges
General H Advanced H Outbound Parameters H Inbound Parameters H Source ID “ DID

DID Numbers

Enter any DID numbers that are linked to any ports on this provider. This list will be used for source
calls to the appropriate extensions.

b | @

Summary

In this chapter, we discussed why you need a trunk, what you need for a PSTN
line, what to look for in a VoIP provider, the equipment needed, analog lines, call
quality, disaster recovery, and finally how to integrate a trunk into 3CX using the
easy-to-use wizards.

That is a lot of information, but it's all needed to connect to anyone outside
your network.
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This chapter is all about the configuration options available in 3CX. It's these little
configurations that give us a better, more professional, and easier-to-use phone
system. In Chapter 4, Call Control: Ring Groups, Auto-attendants, and Call Queues, we
discussed using call queues and using special Music on Hold (MOH) for creating
custom waiting messages or announcements. We are going to discuss these features
in detail and show you even more options that we can use. We are going to cover
these topics:

e Hold music
e Prompt sets
e Dial plans

e Direct extension calling

Music on Hold

Music on Hold (MOH) is already included in the phone system installation. It's a
royalty free music file that sounds fine for most people. To create a custom sound,
we will need to change the file. How do we get this new file? Read on!

At the moment, the 3CX Phone System's Music on Hold will simply
play one music file. There are no play lists, volume setting, auto-mixing,
or other advanced Music on Hold features. Although there have been a
% lot of community requests for this and many people wonder if they
"~ can plug their MP3 player into the audio IN jack on their PC for
Music on Hold, currently it is not in the plans and 3CX Phone System
does not support it.
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Obtaining the file

If you have a favorite song that you would like to use, you will need to get
permission to use it for commercial purposes. After all, it is copyrighted and you
wouldn't want to steal it, right? You need to contact the artist and get permission for
it. If it's for home use or a very small business, you might be able to get away with
using it and never having a legal issue. However, if you are a large company, maybe
even with a global presence, you should always get permission.

However, what do you do if you cannot get permission to use the music you want?
You can either create it yourself or look for royalty free music. Do you have a
corporate jingle that you used in a TV commercial? Use the same jingle and get that
corporate branding working for you. If you don't have a jingle, you can hire that
local garage band, or bribe them with some pizza to create a corporate sound

for you.

No corporate jingle? No local band? Google is your friend; do a search for
royalty free music. Keep in mind that these sites do not provide "free" music.
They are "royalty free", which means that you do not have to pay for each use.
Some of the music is affordable, and you can use it forever. Try these two sites:
http://www.royaltyfreemusic.comand http://www.neosounds.com.

For the iTunes user

For now we can assume that you have permission to use a track off of a CD. We need
to get that track off of the CD and into the correct format for 3CX. To do this, you
will need some audio ripping software. As iTunes is extremely popular, I will show
you how to record the track using the correct settings:

1. Start by opening iTunes. I'm using the latest version at the time of writing
this book —8.2.

2. Click Edit | Preferences. On the General tab, under the section that says
When you insert a CD, select Ask to Import CD and click the Import
Settings button as shown in the following screenshot:
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(X

€2 iTunes

General |F'Ia_l,lbac:k Sharing | Store | Parental Control | &pple TY | Devices | Advanced

Library Marme: |technet's Libray |

Shaw: [v] Movies [ &pplications
TV Shows R adio
Podcasts iTumes DJ
[ sudiobonks [ Ringtones
Gehiuz

when you ingert a CO: |Ask ta Impart CO v| [ Impart Settings.... ]

Automatically retrieve CD track names from Internet

Check for updates automatically

[] Enable full keyboard navigation

Language: | Englsh (United States) v

[ 0K H Cancel ]

3. On the Import Settings screen that appears, select MP3 Encoder from the
Import Using drop-down list. Under Setting, select Custom from the
drop-down list:

r R
L) Import Settings E|
Import Using: |MF'3 Encoder V|
Setting: | High Quality [160 kbps) hd

Good Quality [128 kbps)
High Quality [160 kbps]

HiEher Qualiti 192 kbis

[J Use emor corection when reading Audio Chs

Use this option if you experience problerns with the audia
quality From Audio CDs. This may reduce the speed of
irnporting,

Mote: Thesa settings do nat apphy to songs dewnloaded
frarm the iTunes Store,

I Ok l [ Cancel
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4. Now an MP3 Encoder window will pop up. Adjust the following settings:
° Stereo Bit Rate: 16 kbps
°  Sample Rate: 8.000 kHz

°  Channels: Mono

Ed

€2 MP3 Encoder

Stereo Bit Rate: [ 15 kbps b

[] Use Yariable Eit Rate Encoding VER)

(With YBR enabled, bit rate settings are used for a guaranteed minimum bit rate,)

Sample Rate: | 8.000 kHz w |
Stereo Mode;

Smart Encoding Adjustments
Filter Frequencies Below 10 Hz

[ Jze Default Settings ] I 0k, ][ Cancel ]

5. Click OK and save the settings. You will need to change these settings back
to default or as per your preferences for normal CD ripping. While these
settings will be perfect for a phone system, they won't sound good on
your iPod.

6. Insert the CD you want to rip a track from, and iTunes will prompt you to
import the CD, as shown in the following screenshot. Click Yes and ripping
will start.

=

F‘I-J' illunes [z|

YWould you like to import the CO "Eversthing You Always \Wanted
. To Know About Classical Musi ¢ *[But were afraid to ask!T” into
wour iTunes library?

[] Do not ask me again

I ‘fes ] [ No ]

7. After iTunes is done ripping the CD, edit the settings for the call queue that
we made back in the Call queues section of Chapter 4. At the bottom, you will
see Other Options. Click the Browse... button for the Music on hold setting:
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Other Options
Configure the settings and details below

Enable intro prompt

Announce Queue position to caller
Announcement Interval {seconds)
Music on hold

Maximum Queus Wait Time (seconds)

oe

| | )
0@

| @

|0nho|d.mp3 |[ Browse... ][ Play ]@
[1800 |@

8. The Choose a file -- Webpage Dialog window will open. Click Add:

2 Choose a file -- Webpage Dialog,

Bx

Select files to upload:

Add

Remove

[ Ok ] ’ Cancel ]

Next, you'll have to navigate to your music file. The default folders for

iTunes are My Documents, My Music, iTunes, iTunes Music. In one of
these folders you will see the . mp3 files you created. Select the one you
want and click Open:

Choose file L

@.

My Recent
Documents

Desktop

&

My Documents

tdy Computer

"ﬁ

My Metwork
Flaces

Loak in: |B Everything Y'ou Ahways ‘Wanted To KnowAbcﬂ &= I‘ff‘ EE-

BT

ture- final mp3

File name: |1 5 Tchaikovsky 1812 Overture- final.mp3 j Open |
Files of type: |A|\ Files [*.7] j Cancel

[121]



Configuration

10. Once you see your file in the Choose a file dialog box, click OK:

/3 Choose a file -- Webpage Dialog : §|g|

Select files to upload:

15 Tchaikovsky _ 1812 Overture- final.mp3 :]

[ Ok ” Cancel l

11. You will now see your updated MOH file in place of the default. Click Apply
to save the settings:

Other Options
Configure the settings and details below

Enable intro prompt O 6

Announce Queue position to caller O @

Announcement Interval (seconds) | | @

Music on hold |15 Tchaikovsky_ 1812 Overture- final.mp3 | [ Browse... ] ’ Play ] @
Maximum Queue Wait Time (seconds) |1300 | @

12. Now you are done. You can use the same file for your standard MOH file as
well, if you like. To change those settings you will need to adjust the General
Settings. On the menu toolbar, click Settings | General:

Settings  Links Help

Firewall Checker

Metwork

General

Fax
Advanced

System Prompts

s G G &

Activate License
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13. You will now see an MOH section. Click Browse and select the file you
would like for your standard MOH file. Click OK when you're done:

General Settings
?;f) Configure general options for 3CX Phone System
General || Admin Credentials || Mail Server | Global Options
Operator extension
Spedify the default operator extension, This extension will be used by callers who wish to transfer out of voice mail or other men

Operator extension 100 @

Music On Hold

Music played whilst caller is on hold

Music file for music on hold onhold.mp3 l Browse ] [ Play ] @

That's it for the Music on Hold settings. Just remember that it's best to use something
soothing. If you're into customer service for disgruntled customers, you don't want
music that will pump them up even more! I have a client who does estate work

for elderly people; they thought the default music that 3CX comes with was too
crazy! I changed it to some classical music, and the seniors didn't mind being on
hold anymore.

Prompt sets

The default language for 3CX is English. Unless you change it, everything that is
announced is in English, such as Please hold while I transfer your call. If you want it in
another language, you will need to download the language files as follows:

1. Click Links | Phone System updates:

Links Help

& | 3Cx YoIP phone
=3

&3 | Qutbound Fax Server
N =2

|

= |-
L:‘u Phone System updates
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2. On the bottom of the screen, you will see the section System Prompts
Update. Place a checkmark in the checkbox next to the language that
you'd like to use, and click Download Selected. I'm going to pick Italian
as an example:

System Prompts Update

#J Latest system prompts available

[] standard English Prompts Set up to date
|:| German Prompts Set new
[0 swedish Prompts Set new
[0 putch Prompts Set new
O w English Prompts Set new
[ Danish Prompts Set new
Italian Prompts Set new
[ polish Prompts Set new
|:| Japanese Prompts Set new
[0 French Prompts Set new
] Spanish Prompts Set new
[ Greek Prompts Set new
[ Download Selected. .. l Please Wait, Downloading Files: %,

3. To use the new language, you will need to go to Settings and click
System Prompts:

Settings

G;Tvt' Configure 3CX Phone System Settings

Sed Metwork

&g Eax

£ Advanced

J1 Sustem Prompts
[l Activate License

@ Phone System updates
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4. On the System Prompts Settings screen, click Manage Promptsets and
another dialog box will open:

System Prompts Settings
P play | |Adme Prompteet: Standard English Prompts Set

A Manage Promptsets|

5. You will see a couple of options here. Click on the drop-down list next
to Active Promptset and choose the new language as shown in the
following screenshot.

6. Then, click the Set As Current Promptset button:

-
be | Manage Promptset -- Webpage Dialog

Active Promptset Italian Prompts Set e @
Use alternate Pronunciation P @

Set As Current Promptset

Cancel

Copy Promptset

7. Once you click OK, your descriptions and filenames will change to the new
language that you selected:

System Prompis Settings
B Play 1 | Active Promptset: Italian Prompts Set X Manage Promptsets
Description File
"e" nella frase "Hai due messagai: uno gia' ascoltato & uno o™, and.wav
Segnale di Beep da emettere prima di una registrazione /ascolto vocale, beep.wav
"Inizio dei messaggi”, begin_of_messages.wav
"Grazie. Arrivederci,” thankyou_goodbye, wav

[125]



Configuration

8. If you want to have your own personalized prompts, you'll need to
copy a prompt set. Click the Manage Promptset button again and click
Copy Promptset:

a Manage Prompiset -- Webpage Dialog

Active Promptset | Standard English Prompts Set w | @
Lge alternate Pronunciation |:| @
Copy Promptset |
[ Ok ] l Cancel ]

9. Give it a name that you want to use and click OK, as shown in the
following screenshot. This will copy the language prompts that you have
highlighted and save them as new files. You can change the default files,
so this is necessary:

Mame for Prompt Set |CDm|:uan\,fPrompts| | @

Use alternate Pronunciation D @

10. Now you can change your Active Promptset to the one you copied:

System Prompts Settings
[ Play T Browse... | |Adl\'E Promptset: CompanyPrompts| sl Manage Promptsets
Description File
"Access denied”. Refusing intonation, access_denied.mp3
"And” in the phrase “fou have two messages: two heard and one unheard”, Informational intonation, and.wav
Beep signal to be emitted before a voice recording or playing. beep.wav
"Beginning of messages”, Refusing intonation. begin_of_messages.mp3

"Thank you. Good bye.” thankyou_goodbye.wav
call transfer failed.mn3

"Call transfer failed”. Refiising intonation
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Now you will see the Browse button become active that was grayed out previously.
With the new prompt set, you can upload your own recordings. Click the
description/file you would like to change and click Browse. Then, go find your
custom recording file. These files are recorded just like the one for the Digital
Receptionist. You can refer to Chapter 4, the Digital Receptionist setup section,

if you don't remember how to do that.

Although 3CX Phone System supports multiple languages, it only
*  supports one at a time. For example, some companies have a prompt to
% "Press 1 for English and 2 for Spanish" and from there on, all the phone
system prompts change to a different language. 3CX does not support
this scenario.

Dial plans

In Chapters 4 and 5, we worked with dial plans. Let's tear into them and create some
custom plans that we can use with some tips for limiting access.

The next screenshot is of the basic dial plan that we created for the analog trunk line.
As a quick review let's go over it again.

In the first section General, we see a Rule Name field to enter the name for
the rule. Then we see the section Apply this rule to these calls, which has the
following options:

e Calls to numbers starting with (Prefix): 9

e Calls from extension(s): 100-102

e Calls to Numbers with a length of: 3,7,10,11
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In the section Make outbound calls on, we see which outbound line to use but for
now, we are just using the analog gateway.

Edit Qutbound Rule
J/ Create an Qutbound Call Rule to configure on which PSTM part, VOIP provider or bridge an outbound calls should be placed on

General
Rule Name Rule far PattonSh41144 | @

Apply this rule to these calls

Define to which outbound calls the rule must apply

Calls to numbers starting with (Prefix) |9 |
Calls from extension(s) |1DD- 102 | @
Calls to Mumbers with a length of |3. 7,10,11 |

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route L [Pattonsi41144 v [1 v | |
Route 2 | vl | 1 v| | | @
Route 3 | vl | 1 v| | | @

Let's break this down in more detail.

The Calls to numbers starting with (Prefix) option will help you separate what calls
go out on what lines if you have several outgoing lines. If you have unlimited local
calls using the PSTN line, you may want this to be the default one that everyone
uses —tell them to dial "9."

What if they dial "9" and then start a long distance call? This line won't accept it! It
will only dial numbers up to eleven digits. For example, 9,123-555-1212 would be a
local call if they had to use the area code. Now you have just saved yourself some
money on a long distance call that you can do less expensively using our VoIP line.
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Using our Callcentric VoIP line outbound rule, we can see that any call with twelve
digits will go out on this line—8, 1-456-555-1212. Now we just need to strip off the "8"
before it goes out of the system:

Edit Outbound Rule

._\"'/ Create an Outbound Call Rule to configure on which PSTM part, VOIP provider or bridge an outbound calls should be placed on

General
Rule Name Rule forCallcentric | @

Apply this rule to these calls

Define to which outbound calls the rule must apply

Calls to numbers starting with (Prefix) |3 |
Callz from extension(s) | | @
Calls to Mumbers with a length of |12 |

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Routs 1 |Callcenh’ic v| | 1 v| | |
2| ) — ©
Route 3 | v| | 1 v| | | @

What about disaster recovery? What if the Callcentric line is down? Well, now we
might want to use the more expensive analog line. Add a new Route to the call so
that if the first one fails, it will use the second route:

Make outbound calls on

Configure up to 3 routes for calls, The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route 1 |Ca||cenh'ic v| | 1 v| | | @
Route 2 [pattorSN41144 ¥ [1 ¥ | @
Route 3 | v| | i v| | | @

What about controlling access to lines? With a little number massaging, we can
create "passwords" to use for an outbound line.

Please note that "line passwords" are not a feature of 3CX and are
L not supported.
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We will still use the Callcentric line, but we can set it for controlling international
calls. Let's say we want to call St. Andrews and make a tee time. We need to call
011 44 01334 466666. Our user will dial a password that we have set as 468 for
"INT." So, this person will dial 468-011 44 01334 466666. Just remember to change
the "password" once in a while, in case it leaks out.

The following screenshot shows what the rule will look like:

OutBound Rules

M Create an Outhound Call Rule to configure on which PSTN part, VOIP pravider or bridge an outbound calls should be placed an

General
Rule Name International Calls | @

Apply this rule to these calls

Define to which outbound calls the rule must apply

Calls to numbers starting with (Prefix) |—168

Calls from extension(s) |IDD | @
Calls to Numbers with a length of | |

Make outbound calls an

Configure up to 3 routes for calls, The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Rauts 1 |Callcentric V| | 3 V| |1 |
: | Ol ©
Route 3 | v| | 1 v| | |

How does it work? Well 3CX sees the 468, so it looks at this call and routes it to this
outbound rule. We only want to have extension 100 to be able to use this for even
more security. 3CX now has to strip off the 468, so we strip three digits. Callcentric
still needs all calls to start with a "1" so we can Prepend the "1" and not have the user
dial that as well.

With some creativity, you can create some very sophisticated outbound rules. Just
make sure that whatever you create still lets anyone dial emergency services.
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Direct Inward Dialing (DID)

It's time for some inbound rules. We currently have four lines on the analog line that
we can direct to specific extensions.

The first one we will create is for any call coming in on line 4 to my extension. Click
the Create DID button on the top toolbar:

File Add View Settings Links Help

/3 Extension status \_f Server Activity Log -{3 Add Extension i Add PSTN Gateway Q-ﬁ- Add VOIP Provider Wizard | % Create Qutbound Rule !ﬂi Create DID

First, we give it a name. Then in the DID/DDI number/mask field, we can put a
"* " This tells 3CX to use this for any call. Now we specify line 10003 in the for port
identification field.

Next we tell it where to direct the call which, in this case, is extension 100. We want
this to happen outside of our office hours, so we can check that box as well, as shown
in the following screenshot:

Add DID

&, Route calls to DID/DDI numbers directly to an extension

Route calls for this DID/DDI Number

Enter a DID or string to look for in the SIP "to” field. Use wildcards (*) to match any digit for that entry. For example, entries 22444032 OR 2244403* will both match calls
with a dialled number of +35722444032in the "to” field

DID/ODT Name Rob Direct 2]
DID,/DDI number fmask = @ for port identification: | 10003 w @
Office Hours
Configure where calls to this DID/DDI should be routed during office hours.
(O End call
(%) Connect to Extension 100 Rob Lloyd R @
O Connect to Queue  Ring Group 800 MainRingGroup L @
O Connect to Digital Receptionist 801DR1 By @
() Voicemail box for Extension 100 Rob Lloyd ~ @
(O Forward to Outside Number @
() Send fax to email of extension 838 Default FAX Destination R @

Same as during Cffice hours [ oK ] [ Cancel ] [ Apply ]

Simple enough, right? Let's create a better one — this rule will inform me that my wife
is calling, avoid the receptionist, and go right to my office.
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Create a new DID. Now instead of the "*" in the DID mask field, we enter the phone
number that we want to use as a filter and apply this to the main line. If it's after
hours, I'd like this to be forwarded to my cell phone. Don't forget your outbound
rules—I added a "9" to use the analog outbound lines.

Add DID

\'/ Route calls to DID/DDI numbers directly to an extension

Route calls for this DID/DDI Mumber.

Enter a DID or string to lock for in the SIP "to" field, Use wildcards {*) to match any digit for that entry. For example, entries 22444032 OR. 2244403* will both match calls
with a dialled number of +35722444032in the "to” field

DID/DOT Name ot Home | @
DID/DDI number fmask |350555 1212 | @ for port identification: e
Office Hours
Configure where calls to this DID/DDI should be routed during office hours.
() End call
@ Connect to Extension | 100 Rob Lloyd v| 6
O Connect to Queue /Ring Group | 800 MainRingGroup v| @
O Connect to Digital Receptionist | 801DR1 v| @
(O Voicemail box for Extension | 100 Rob Lloyd v| @
O Forward to Qutside Numher | | @
(O send fax to email of extension | 838 Default FAX Destination ~ | 6

[ szme s during Office hours

Qutside Office Hours
Configure where calls to this DID/DDI Mumber should be routed outside office haurs.

O Endcal

O Connect to Extension [ 100 Rob Liayd v @
O Connect to Queue /Ring Group | 800 MainRingGroup v| @
O Connect to Digital Receptionist | B01DR1 v| 6
O voicemail box for Extension | 100 Rob Lloyd V| @
® Forward to Outside Number [s4557820 | @
(O Send fax to email of extension | 888 Default FAX Destination b | e

Summary

We covered a few advanced features in this chapter. We created custom Music On
Hold, specific outbound rules, prompt sets, and direct dials, all of which give you
more flexibility in a professional sounding, flexible, and powerful phone system.
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In this chapter, we will cover some of the great enterprise features available in 3CX
and some semi-advanced networking topics dealing with remote phones. These
features are not available in the free version, so you will have to pay a little for the
enterprise license. It's worth it!

This chapter's topics include the following;:

* Remote phones
* Remote phones using a VPN

* Networking topics, such as NAT, port forwarding, and configuring a
Linksys router

* Call recording
* Conferencing
* Call reporting
* Taxing

* Codecs

Remote phones

One of the great features of an IP PBX is the ability to easily connect remote phones
to your 3CX IP PBX using existing networking infrastructure. In fact, I find that a
very common reason for organizations replacing their existing phone infrastructure
is being able to connect remote phones or branch offices with several phones.

There are several ways to connect remote phones to your 3CX IP PBX, such as
establishing a hardware Virtual Private Network (VPN) between your remote
phone and 3CX server site, establishing a VPN between a VPN-capable phone and
your 3CX server site, and port forwarding your VolP traffic through your firewall.
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I have been able to achieve the most consistent and headache-free results by using
the VPN methods to connect remote phones. Using a VPN avoids many issues that
can result from attempting to traverse NATs and firewalls that are hard to get, to
handle SIP packets correctly, broadband modems that double NAT networks and
ISP's that block VoIP traffic.

Remote site to 3CX site VPN tunnel

A site-to-site VPN will allow you to set up phones just like they are on your main
3CX server site. We won't go into the details of setting up a site-to-site VPN, as that is
a standard networking skill you can find elsewhere, but you can see the overall setup
in the following figure. I will note that using a VPN will have the added benefit of
securing your VolP conversations which is becoming increasingly important. A

VPN will also require slightly more bandwidth overhead. With the site-to-site VPN
method of connecting remote phones, it is much simpler to add more phones and
avoid NAT issues entirely.

Hardware
PN Connecting
’ Sides

3CX Server

VPN-capable SIP phone to 3CX site VPN

tunnel

Snom made the Snom 370, which includes a built-in OpenVPN client. As of this
writing, this is the only VPN-capable 3CX supported phone that I know of. The
remote phone connection method is beneficial because you don't need to "unsettle"
the existing firewall infrastructure that may be in place at your organization, as the
remote phone has a dependable and secure connection to the 3CX server.
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The VPN-capable SIP phone method of remote connection is shown in the

following figure:

3CX Server

@ VPN capable Phone
Establishes VPN Directly
With 3CX Server
The VPN port needs to be
Forwarded from this router

to the VPN Server

W

The Snom 370 includes an OpenVPN client that can only connect to
an OpenVPN server. OpenVPN server software is available for free.

% An OpenVPN client cannot connect to a Point-to-Point Tunneling
Z— Protocol (Windows Server VPN implementation) or Internet

Protocol Security (many mainstream hardware firewalls)
VPN server.

The Snom 370 is the only business class phone I am aware of that includes a VPN

client built into the phone. This makes an excellent secure, remote phone.
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The Snom 370 phone includes a built-in OpenVPN client that can be used to establish
a VPN to any OpenVPN server. OpenVPN is free and can be installed on a Windows
computer, including the 3CX server itself. Mike Harris at Worksighted Inc, has
written an excellent step-by-step document to guide you through this, admittedly,
complex initial setup process. The second remote has far fewer steps, so don't be
daunted. The following blog post will have a link to the tutorial:

http://3cxblog.worksighted.com/2008/09/first-post-test.html.
I would like to thank Mike Harris for these clear and detailed instructions.

Several benefits of using this method include the security of your VolP traffic, the
absence of NAT traversal issues, and the mobility of the remote phone, which can be
taken to any location with Internet access.

While the initial configuration has quite a few steps, once you have the infrastructure
in place, the next remote phone is much less work.

Port forwarding method to connect a remote
phone

Port forwarding is another method to connect a remote phone to your 3CX phone
server. If all the pieces fall in place for you, this method can be incredibly simple.
If you hit a snag, it can be one of the most time-consuming parts of your

IP PBX implementation!

Port forwarding can be the most trouble-prone way to connect a
. remote phone to the 3CX server. It is subject to problems issuing
% from NAT traversal, ISPs blocking VolP traffic on certain ports, and
L= difficulty in correctly configuring routers to forward VolP ports. If
you get stuck trying to get this method to work, I suggest trying one
of the VPN methods.

With this method, our VoIP traffic is directed from our remote phone over the Internet,
through our firewall, and finally to our 3CX server. Each leg of this path is a minefield
of possible trouble spots; so before we start, let's double-check the following:

* Make sure that the remote site firewall is not blocking any VoIP ports.
Typically, outgoing ports are not blocked, but verify that nothing is being
blocked on the remote site.

* Make sure that our ISPs are not blocking any VoIP ports. If any of the ISPs
involved in carrying our traffic block VoIP ports, then our remote phone will
fail. The only way to check this is to call the ISP.
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* Make sure that the 3CX server is not behind double NAT. One of the
common reasons a network is double NATed is that the modem is also a
firewall, and then there is a dedicated firewall that is also doing NAT. Make
sure your traffic only goes through one NAT. Believe me, it's hard enough to
get things working with one NAT!

* Make sure that your firewall does static port mappings (otherwise known as
full-coned NAT). A very firewall that does static port mapping is the Linksys
WRT54G, as shown in the following image. It is a simple, low cost unit, and
we will use it in our example setup of 3CX and a remote phone.

The Linksys WRT54G router does static port mapping that is required to use the port
forwarding method of the remote phone setup. Make sure your firewall supports
static port mapping.

For more information on NAT, check out http://wiki.3cx.com/
s documentation/networking/nat-firewalls.
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Following is a diagram of a port forwarding remote phone scenario:

SIP & RTP ports
must be forwared from this
3CX Server Router to 3CX server

*  The following link will help you configure your Linksys router for
the 3CX Phone System: http://wiki.3cx.com/documentation/

networking/linksys-configuration

To traverse the firewall, we will need to enter the port forwarding information in
our Linksys WRT54G router. First, we will need to log in to the web interface of the
router. We will click on the Applications & Gaming tab and then the Port Range
Forward tab, as shown in the following screenshot:

LINKSYS®

ADivision of Cisco Systems, Inc. Firrmw

Wireless-G Broadband Router

Applications - -
& Gami ng Wircless RE':E';;IS_:HS :pg."r:.i::"‘ Administration

Port Range Forward More

Start End Protocol IP Address Enable

[&080 [eoso | [TCP ] a72163]28

| lo to [0 |Both =] 1721630

| [o ta [0 [Bath =] 1721820
| [o to [0 [Both =] 1721830
| [o ta [0 [Both =] 4721630 |
| [o ta [0 [Bath =] 1721ez]o
|
|
|
|

[0 ta [0 [Bah =] a72aez]o
[o to [0 [Both =] 4721830
[o to [0 [Bath =] 1721ez]
[o ta [0 [Bath =] a7zaez]o

OoOoooooad
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The IP address column should be the IP address of the 3CX IP PBX server. Following
are the ports that need to be forwarded:

* Port 5060 (TCP and UDP): Used for SIP protocol transmission

e Port 5090 (TCP): Used for 3CX tunnel (if tunnel is enabled)

*  Port 9000-9015 (UDP): Used for RTP for incoming and outgoing calls

After we click Save Settings, our WRT54G setup should be complete and our remote
phone should work.

Using the 3CX Firewall Checker

If you are having problems with the port forwarding method, 3CX provides

a diagnostic tool to detect what is wrong with port forwarding. To use the

3CX Firewall Checker, log in to 3CX. Using the Services Status screen in 3CX
Management Console, stop the 3CX Phone System and 3CX Phone System SIP/
RTP Tunneling Proxy services. Then, click on Settings | Firewall Checker:

File Add Wiew Settings Links Help

2 Add PSTH Gateway @ Add YOIP Provider Wizard | £ Create Outhound Rule % Creats DID

Firewall Checker

&) Run Firewall Chacker

@Extension stakus \j Server Activity Log

3CX

-} 3CH Phane System

”~
= Click the Run Firewall Checker button in the toolbar ta start the Firewall test. To start the Firewall Checker test you need ko stop the 3

=7 Porks{Trunks Status and the 3C¥ Tunnel Service, BEFORE running the Firewall test, For ) —
& Extension Status 2 3¢X Interface - Webpage Dialog |§\
{7 System Extensions Status hikbp: e Sox. comtsupportifirewall-checker hbml Please walt

7 Phones

» S Firewall Checker, w10, Copyright {C) 3% Led, Al rights reserved,
\j Server Ackivity Log

& Services skatus 2038201 Phase 1, checking servers connection, please wal,

" 2003620 Stun Checker service is reachable. Phase 1 check passed
& Ext =
'4{ * ensmn.s <E0EE : Phase Za, Check Port Forwarding to UDP SIP port, plead
% PRTN devices 2015820 UDP SIP Port is set to S060. Response received WITH TRANSLATION 6220425060, Phase 2a check passed with WARNING
) VOIP Providers more information, please visit httpe s, 3o, com/support Firewal-checker., himl

+
< Inbound Rules <20:38:20%: Phase b, Check Port Forwarding to TCP SIP port, pleass wait. .,

w4 Bridges «20:35:20=: TCP SIP Port is set bo S060, Response received WITH TRAMSLATION 62204::5060, Phase 2b check passed with WaARNINGY
\i-/ OutBound Rules more information, please visit htkp: j v, 30, com)support Firewal-checker . html
3 Digital Receptionist «20:38:20=: Phase 3. Check Port Forwarding ko TCP Tunne! port, please wait...
23 Ring Groups <20:38:20: TCP TUMMEL Port is set bo 5090, Response received WITH TRAMSLATION 62209::5090, Phase 3 check passed with \WARNII
,!,fl Cal Queues more information, please wvisit htkp: v, 3o, com)supportFirewal-checker, html

<20:35: 20 Phase 4, Check Port Forwarding to RTP external port range, please wai. ..

ARl e
% Network —
K

&y qeneral
5 Fax
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Click on Run Firewall Checker to start the test. Each port will be displayed with a
code to tell you its status. You can check on 3CX's web site at http: //www.3cx.com/
support/firewallchecker.html to see what the error codes mean.

Port forwarding using the 3CX SIP proxy
tunnel manager

This is a slight variation of the port forwarding method, which adds a tunnel
manager utility into the mix. The SIP proxy tunnel manager is a software that runs
on any Windows PC that will cause all the SIP and RTP traffic to tunnel through one
port. This solves several problems with the port forward method:

* Get around ISPs that block certain VoIP ports
* Simplify router configuration as there is only one port to forward
* Resolve the NAT issues

*  Work around hard-to-configure routers such as Sonicwall

You will find a detailed documentation about the SIP proxy manager at

http://wiki.3cx.com/documentation/networking/sip-

proxy-manager

The following figure illustrates how to use the tunneling method to connect a
remote phone:

= =
E QO =
|

SIP & RTP ports =
are forwared to 3CX
3CX Server Computer running
w/Tunneling Enabled 3CX SIP Proxy Manager

The first step in setting up a proxy tunnel is to enable the 3CX Tunnel by logging
into the 3CX Management Console, clicking on Settings | Network, and then the
3CX Tunnel tab, as shown in the following screenshot. Enter the Tunnel password
and the Local IP that we want to use, let the port default be 5090, and then click
Apply. Now, we are done configuring the 3CX tunnel:
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File Add Wiew Sefttings Links Help

n-C? Extension status \3’ Server Activity Log | @ Add Extension '\‘ﬁ Add PSTH Gateway @ Add YOIP Provider Wizard | @ Create Outbound Rule @l Create DID

Network Settings
3C ¢ Corfigure network related settipg

Farts || STUN server || Firewal

B P 3CH Phone System s |

&7 Porks{Trunks Status
£ Extension Status nneloptions
5 Swstem Ext Skat Specify the passward ta be used for tunnel authentication of external voip clients follwed by the lacal TP and
..,g,/ ystem Extensions Status port.
\3’ Server Ackivity Log |
p L P
-'& Services status o 192.168.15. 130 v @

@Extens\ons Tunnel Listening port 5090 e

% PSTN devices
) WOIP Providers
\"/ Inbound Rules
:‘ﬁ Bridges
A cutBound Rules
3 Digital Receptionist
0 Ring Groups
3‘?‘ Call Queves

=] x- Settings

4 ok | [ cancel | [ sely

Efﬁ Advanced
ﬂ Syskem Prompts

< | s

|

Next, we need to set up port forwarding in our router as we noted in the last section.
We only need to forward Port 5090 (TCP).

Now we need to install the 3CX SIP Proxy Manager at the remote site. The install
file can be found at http://wiki.3cx.com/documentation/networking/
sip-proxy-manager.

After we have installed the proxy, we can run it to configure it using the next
screenshot as a reference.

* SIP Listener IP Address is the IP address of the remote PC the proxy is
running on

* SIP Listener Port can be left as 5080

* Server Public IP Address is the public IP address of the 3CX server

e Server Tunnel Port is the port that we set up in the 3CX server

* Server Tunnel Password is the password that we set up in the 3CX server
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Click Save Settings and then Exit. We are now finished configuring the 3CX SIP
Proxy Manager, and we will move on to configuring the remote phone.

e M=

File  Help
Local Properties (Progy Side)

SIP Listener IP Address 192.168.15.136 -]

S|P Listener Port 5080

Remote Properties (3CX PhoneSystem Side)

Server Public IP Address 11111111111
Server Tunnel Port 5050
Server Tunnel Password abc
[ﬂ Save Settings ] [ Exit

Control Proxy... ~@ 3cx TunnelProxy is Running...

The last thing we need to do is configure a phone to connect to 3CX using the 3CX
proxy tunnel. For our example, we will use the 3CX softphone, as shown in the
following screenshot. Please note that some hardware phones also support using
the 3CX SIP proxy tunnel, such as the Grandstream GPX series phone.

Some SIP phones are known NOT to work with the 3CX proxy
=" tunnel. Aastra phones do not work with the tunnel protocol.

Open the 3CX softphone and open Connection settings. Check I am out of the office
and set the extern IP to the public IP address of our 3CX server. Check Use tunnel,
set Local IP of remote PBX to be the IP address of the 3CX SIP Proxy Manager (SIP
Listener IP Address), and set the Tunnel password to be the password we set up

in the 3CX server. All other phone configurations can be set just like it is local to the
3CX server. Click OK and we should be done:
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Connection settings ‘ u
i,

—Profile

I New profile LI New | Delete |

—Credentials
Enter your SIP account credentials

Extension: I 200
ID: 200

Connecting...

Password:

My location

Spedify the IF of your PEX/SIF server

' 1 am out of the office - extern IP I of PBX

Tunnel
3CX uses proxy RTP&SIP over a single port

[V Use tunnel

Local IP of remote PEX: I

Tunnel password: I = Port: I 5090

Advanced settings | oK I

Call recording

Call recording is a great way to cover your backside. If you promised one thing and
the customer expects something else, here is your proof. Recordings are also useful
for training new customer service representatives or sales people. Record their calls
and evaluate and educate them on how to do better. Or, if the call was perfect, use
the call for training others.

There are some legal issues with recording calls. Some laws prohibit recording

calls without the other person knowing it. Some laws require a "beep" tone every
minute so that you know the call is still being recorded. Check your local laws before
recording any call.

Call recording can be done in a couple of ways once you purchase a license. On the
3CX VoIP Phone software, there is a Record button. There is also a Record button on
Snom phones. Both do the same thing, which is starting and stopping the recording
of the calls.
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Conferencing

If you want to conference your calls, you must buy a license. This is not available
in the free edition. While there are many paid-for conference call options, VoIP
providers offer them Skype, GoToMeeting, and many others. However, it's easier
and cheaper to do your own through 3CX.

Conference calls can be set up as you need them. No need to define them and have
them sit around doing nothing.

You are limited to 32 callers in total, using up to 8 conference calls on your system.
The license you buy will determine how many you can have. Buy your license with
this in mind if you have the need for a lot of conference calls.

Conferencing is enabled by default with an extension number of 700, allowing 4
conferences to be going on at the same time. You can change these settings from the
Settings | Advanced Settings | Conferencing tab.

Advanced Settings

I Configure advanced settings such as conferencing and more

Advanced || Phanebook H Dial codes || Exchange 2007 || Conferencing || Security H Custom Parameters || CDR Qutput |

Conferencing Server

The conferencing server allows easy setup of conference calls. Configure the default conference extension that users must dial and the number of simultaneous conference rooms.
Each conference room can host one conference call,

Conference extension |7'DD | e

Number of simultaneous conferences allowed |4 | @

The more simultaneous conferences you have, the more processing power you will
need. This is not something you'd want to do on a virtual PBX system. I would
dedicate a full system with the latest processor to handle a large conference system.

Creating a conference call

To create a conference call, you will need to dial 700 to get started. It will ask you for
a conference ID. You can use any number you'd like, but everyone who wants to join
the conference call will need to use the same number.

If you are the first person creating the call, you will be asked to confirm the creation
of the call. Press * to confirm or # to cancel.

Once that is done, it will ask you to record your name. Once you are in the
conference call, you will get hold music while you wait for others to join. When
they join, their names will be announced.

That's it! It's a very simple process to set up ad hoc conference meetings.
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Call reporting

In previous versions, there were built-in reports from the main 3CX interface. Now
that reporting has gotten bigger and better, was moved to a separate program. Under
Programs | 3CX Phone System, you will see a 3CX Log Reporter utility.

Run this program, and you will have a menu of choices based on what type of
reports you'd like to have:

* Calllogs

e Call statistics

¢ Queue statistics

* Dropped/Abandoned calls
* Agent statistics

* Ring group statistics

Run the reports that you like. Some of them should be viewed daily, some weekly,
and some monthly. Statistics report is one of the daily reports to check out. This will
help you determine if you have any issues to tackle. Others, like the abandoned calls,
might also be helpful on a daily or weekly basis. Queues, Agents, and Ring groups
will only be helpful if you use those features. I'd suggest looking at each one to see
what is offered.

Faxing with 3CX

The fax feature is another paid feature that gives you a full fax-to-e-mail server using
the standard T.38 fax format. The gateway line must also support T.38. Most VoIP
providers do not support faxing, so check with them before signing up if this is a
needed option.

When a fax comes into 3CX, it goes to the fax server portion of the system. It will
convert the fax into a PDF and then e-mail it to the fax recipient.

You will need a dedicated line to use as a fax line, or you can set up a DID as a fax
line over the same VoIP line (using a dedicated number for a fax).
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To set this up you will need to specify a DID line, like we did earlier in this chapter.
Only now, we need to specify the rule to the Send fax to email of extension field.
You can use the 888 Default FAX Destination, or you can use the e-mail of any
extension you have created for dedicated fax lines:

Add DID
\!/ Route calls to DID/ODT numbers directly to an extension

Route calls for this DID/DDI Mumber

Enter a DID or string to look for in the SIP "to” field. Use wildcards (%) to match any digit for that entry. For example, entries 22444032 OR 2244403 will both match calls
with a dialled number of +35722444032in the "to” field

DID/DDI Mame [Fax | @
DID/DDI number/mask |>= | e for portidentification: | 10007 v 0
Office Hours
Configure where calls to this DID/DDI should be routed during office hours.
O End Call
O Connect to Extension | 100 Rob Lloyd v| 9
O Connect to Queue {Ring Group | 500 MainRingGroup w | 0
© Connect to Digital Receptionist I v|@
O voicemal box for Extension | 100 Rob Lloyd v| 0
(O Forward to Qutside Number | | 0
(®) Send fax to email of extension 888 Default FAX Destination @ 0
888 Default FAX Destination
Same as during Office hours 100 Rab Lloyd [ oK I [ Cancel ] [ Apply
101 Matt Landis
102 Alexis Franchesca
103 Brooke Taylor
104 Zachary Alan

If you would like to change the fax server e-mail address, go to Settings | Fax. This
will bring you to the screen where you can change the fax server extension number,
ID, and password for the fax server to log in to the SIP server like any other extension
does. You can also define or change the e-mail address of the fax recipient here:

Fax Server Settings

&5 Fax Server Settings
Fax Server Settings

Configure Fax Server Settings

Fax Server Extension Number |BBB |
Fax Server Authentication ID |888 | 0
Fax Server Authentication Password |u- |
Default Email Address for Faxes |rnb @technetcomputing. com |

Once you change these settings, you will need to restart the fax server service for
them to take effect.
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Codecs

Codecs are used to convert analog signals (human voice) to digital signals that can
be transmitted over some network medium, such as CAT5, fiber, wireless, and so on.

Each codec uses a certain amount of network bandwidth. The amount of bandwidth
you have available will determine how many calls you can have at one time before
your calls start having problems. Let's say you have the standard $30/month DSL

at your house. This can typically be 5SMBps of download speed but only 700Kbps of
upload speed. Sure, you can download files quickly, but you can't send them. This is
an important concept with VoIP. Each codec will use a certain amount of bandwidth
to pass the digital data along. The standard is ITU G.711, also called A-law or U-law.
This has only a little bit of compression on the line and is used most often because of
the call quality. Another popular codec is ITU G.729. This codec is one of the better
ones with regard to call quality and bandwidth use. The biggest problem is that you
have to pay for it. 3CX (and any other IP PBX system) has to buy the license from the
owner. They, of course, pass this extra cost on to us.

Here is a list of the available codecs and the amount of bandwidth they use:

Codec Bandwidth

Speex 2.15 to 44.2 Kbps

LPC10 2.5 Kbps

DoD CELP 4.8 Kbps

ITU G.723.1 5.3/6.3 Kbps, 30ms frame size

ITU G.729 8 Kbps, 10ms frame size

GSM 13 Kbps (full rate), 20ms frame size

iLBC 15 Kbps 20ms frame size, 13.3 Kbps 30ms
frame size

ITU G.726 16/24/32/40 Kbps

ITU G.728 16 Kbps

ITU G.722 48/56/64 Kbps

ITU G.711 (also known as A-law or U-law ) 64 Kbps

As you can see, there are plenty to choose from, and planning is critical to determine
the ones you can use and how many simultaneous calls you can support. Our
700Kbps DSL line will support about seven simultaneous calls using the default
G.711 codec. If we can use GSM now, we can support about 35 simultaneous calls.
That is correct; I didn't do an exact math calculation here. You certainly don't want to
plan on maximizing your bandwidth. You will need some extra room for other traffic
and overhead to support the line.
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This rough estimate will help guide you in figuring out what you need for an
Internet connection. If you have 200 users and predict 100 of them will be on the
phone at the same time, then a 10/100 Ethernet line will be full once you add in
e-mail, files, and web traffic. Now, you have a couple of choices: subnet your
networks or go all gigabit from the servers, switches, phones, desktops, and so on.
What about wireless? They have wireless phones, but will your office support all the
wireless devices and VoIP at the same time?

So, what codec(s) can you use? That depends on your processing power and what
your VolP carrier offers. Almost all of them support G.711, while some support
G.729 and GSM.

If you aren't familiar with compression, think of it as taking data and dropping
enough here and there so that the picture is still the same from a distance but,

up close, some pixels are missing or the edges are jagged. Voice has the same
effect—drop a little off the higher end, drop a little off the lower end, drop very light
signals, and process it all on both ends. Some of them have silence compression. In
other words, if you aren't speaking, it will not transmit any voice packets. When you
start to talk, it might drop a couple packets of information while it turns back on.

If you can fully support the default G.711, you should be fine and all your calls will
sound great, possibly even better than a traditional PSTN telephone.

Remember that compressing the calls takes some power, so don't just go with a
wimpy processor and expect perfect calls. It will work for a couple of calls but not for
a 50-user office. When you buy 3CX, you get a few licenses of G.729. The larger the
license, the more you get, but only up to 16 simultaneous calls.

Once you find out what codec your provider supports and if you have paid for a
3CX license, then you can use G.729 or any of the others.

Edit the settings of your VoIP provider. On the Advanced tab, you will
see Codec priorities. Here, you can Add or Remove codecs and
change the default order:

Codec priorities

Specify which codecs to use and according to which priority.

Available Codecs Assigned Codecs
Speex G711 Adaw
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Summary

This chapter covered some of the advanced, mostly paid-for features of 3CX. Getting
the G.729 codec and faxing are the top two reasons to have a licensed version of 3CX.
Surely, queues, call recordings, and everything else is great, but if you are limited in

bandwidth, this can be the difference between a working system and one that no one
wants to use because the call quality suffers.
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3CX Integration

In the last chapter, we looked at some very interesting characteristics of 3CX. As 3CX
is based on standards and non-proprietary protocols, it can be integrated with many
other standard-based software and devices, as well as analog devices. In this chapter,
we won't discuss every integration possibility with 3CX, but we will go through
some common ones to get your mind going. We will first explore connecting 3CX to
Microsoft Outlook with the free TAPI dialer. Next, we will show you how to tightly
integrate 3CX with a free instant messaging server. We will wrap up by showing you
how to link a Legacy PBX with 3CX so that you can migrate to new technology at
your own pace.

We will take a look at the following:

Outlook Click-to-Dial integration

Instant Message Server integration

Installing and integrating Openfire Instant Message Server
Integrating a Legacy phone system

Some more integration possibilities
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Outlook 2007 Click-to-Dial integration

3CX includes a TAPI driver that will allow Microsoft Outlook 2007 to dial phone
numbers directly from inside Outlook. The TAPI driver is installed when we
install the 3CX Call Assistant software. After you have installed and configured
the 3CX Call Assistant, launch Outlook. Open a Contact as shown in the following
screenshot, make sure there is a valid phone number entered and click on the

Call button:

Format Text @
3 = =| (83 Activit 48 Web P; = Privat
I l ; R sweanew- |8 (83 Activities | web Page @ (3} Private ? IE’”
-] Certificateg b Map (G} Address Book -
Save & General| Details Business Picture Categorize Follow Spelling Contact
Il Close X pelete H [E 2 Fields Card - d Up- B Check Names LR e
Actions Show unicate Options || Proofing ||OneMNote|
[Full Name... ] ‘ Matt Landis | Matt Landis
Company: ‘ Landis Computer | 9 L= G ey
Job title: ‘ | 102 Work
File as: ‘Land\s_ Matt |z||
Internet
(&2 emait., ][ -]
Display as:

‘Web page address:

IM address:

[Busin:;;Fa)(... ]E ‘

[Mobile... =] |

» 1

You will be presented with the New Call window. Here we will click Dialing
Options to change the TAPI driver to the newly installed 3CX TAPI driver:

MNumber to dial

Contact:

[=] [ opencontact |

Number: | 102

(] Cmpmeie]

Create new Journal Entry when starting new call

| Call status: On hook

| startcal || endcal [ Dialing Options... |
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You will now see the Dialing Options window. Set the Connect using line
drop-down to the 3CX Call Assistant option and then click OK:

Dialing Options

Outlook is now set up to be able to dial a phone number using 3CX.

Integrating Instant Messaging Server

|| Settings for speed dialing
Name Phone number

| | =] [ add

Mame Mumber - Delete

Settings for phone number formatting and dialing
[~] Automatically add country/region code to local phone numbers

Dialing Properties...

Connect using line

Line Properties...

HDA CX11254 Soft Modem

P e LT e T

3CX Call Aszistant

One of the increasingly demanded pieces of a unified communication system is
instant messaging functionality. In the Windows world, perhaps the most well
known corporate instant messaging server is Microsoft Office Communications
Server (OCS). OCS started with instant messaging as its foundation and is constantly
adding PBX features, while other traditional PBX products start with phone features
and then add instant messaging as a feature.

As 3CXis a Windows product and Microsoft makes an instant message
server, why not walk-through integrating 3CX and Microsoft OCS? As
noted earlier in this book, 3CX has made a decision not to support this
integration because OCS appears to be heading in the direction of direct
competition with products such as 3CX. While Openfire is not officially
supported either, it is not on 3CX's "we will not support" list and is
considered a workaround until instant message capabilities find their

way into 3CX.
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At this point, 3CX includes a simple instant messaging server but does not include
features such as group chat, chat archiving, or federation with public IM services
such as MSN or Google Talk. As 3CX is based on the standard SIP protocol, it can be
integrated very tightly with other full featured instant messaging systems amazingly
easily. One of those is the open source product Openfire. We will walk-through the
process of integrating 3CX with Openfire.

Downloading and installing Openfire
components

Opentfire is a server component, and Spark is the client. You can download these
components at http://www.igniterealtime.org/downloads/index. jsp.

Install the Openfire server using the documentation located at:

http://www.igniterealtime.org/projects/openfire/documentation. jsp.

Openfire is quick and very to simple install and can be done in 15 minutes, if all goes
well. You can install the Openfire server software directly on your 3CX server.

After Openfire is successfully installed, the startup screen will open as shown in the
following screenshot. You can then click on the Launch Admin button to go through
the initial Setup wizard:

® Openfire

Openfire 3.6.4 [Jul Z0, 2003 2:£5:03 PM]
Admin console listewning at http: /F1E7.0.0.1:3030

Launch Admin
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A browser will open and run you through the setup options. When you get to the
Database Settings screen, select Embedded Database:

. Openfire 3.6.4
6 openfire’

Setup

Setup Progress

+Language Selection Database Settings
vServer Settings Choose how you would like to connectto the Openfire database.
» Database Settings

Profile Settings (& Standard Database Connection
amamiidasaldadal s 5 5 with the built-in connection pool

Admin Account
(¢ Embedded Database
= ghase powered by HSQLDB. This option reguires no external datahase
configuration and is an easyway to et up and running gquickly. However, i does not offer the sarme
level of perfarmance as an external datahase.

[—

On the Profile Settings screen, select Default, as shown in the following screenshot:

If you have a Windows Server, you can integrate with Active Directory,
=" as 3CX does not integrate with Active Directory at this point.

. Openfire 3.5.4
6 openfire’

Setup

Setup Progress

+Language Selection Profile Settings

v'Server Settings Choose the user and group systemn to use with the server.
+Database Settings

» Profile Settings @ Default

Admin Account Store users and groups in the server database. This is the hest option for simple deployments

() Directory Server (LDAP)
Integrate with a directory server such as Active Directary or OpenLDAP using the LDAR protocal. Users
and groups are stored in the directory and treated as read-only.

() Clearspace Integration
Integrate with an existing Clearspace installation. Users and groups will be pulled directly from
Clearspace. Clearspace will 3150 be used for authenticating users. Please be aware that Clearspace

2.00r higher is required.
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When you are done with the initial settings, you can click Login to the admin

console to configure Openfire:

G openfire:

Setup

Setup Progress

vLanguage Selection Setup Complete!

vServer Settings This installation of Openfire is now complete. To continue
vDatabase Settings

+Profile Settings

wAdmin Account | Login to the admin console I

Openfire 3.6.4

Built by Jive Software and the loniteRealtime.org comrmunity

You can now log in to the web Administration Console using the password you

assigned to the Openfire administrator:

6’ openfire’

Administration Console

|a|:|rnin

“ Login J

Username

password

Openfire, Wersion: 2.6.4
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Basic Openfire configuration and Spark install

Now, we are ready to do the basic configuration of Openfire. We'll configure some
users in Openfire by clicking Users/Groups | Create New User. Let's add several
users that mirror the users in 3CX. Once you have added several users in Openfire,
it is ready to be used as an instant message system. Now, we will integrate it

with 3CX:

c )
.- Openfire 36.4

0 pe n fl re Logged in s= admin - Logout
Server Sessions Group Chat Plugins

Users | Groups

» User Summary

User Summary

Create Mew User

User Search

P Ve BaeE Total Users: 1 -- Sorted by Usermname - Users per page:

Online Username Name Created Last Logout Edit Delete
i . . Jul 20, =
1 & adrmin 4 Administrator o009 L Q

Server | Users/Groups | Sessions | Group Chat | Pluging Built by Jive Software and the luniteRealtinme.org comrmunity

Integrating 3CX and Openfire

The first step in tying 3CX and Openfire together will be adding some plugin to the
Opentfire server, so let's log in to the Administrator Console.

For the plugin installation, the Openfire server needs to have
S Internet access.
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Now click on Plugins | Available Plugins. Then install the Client Control and SIP
Phone Plugin, as shown in the following screenshot:

6 openfire’

Server Users/Groups Sessions

Plugin Admin

Plugins

Available Plugins

Dpen Source Plugins

W Broadecast

Group Chat Plu I

) Asterisk-1M Openfire Plugin

>

Cpenfire 364
Logged in as admin - Logout

Pluging add new functionality to the server. The list of plugins availahle to install is below. Once a pluginis downloaded
it rmay take a moment to be installed. The plugin will still appear in the listuntil itis actually installed.

Author File Size Install

426.0K @

Description Yersion

Integration for Jive Software
Asterisk and

Openfire,

1.4.0

Broadcasts Jlive Software
messages to

users,

1.7.0 10.7 K [

@ Client Control

Controls
clients allowed
to connect
and available

fﬁh e

1.0.3  live Software 997K

“f Content Filter

EQ ]

Scans
message
packets for
defined
patterns

Conor Hayes 170K @

@ SIP Phone Plugin

Provides
support for
SIP account
management

1.0.5 Ignite Realtime 177K 9

Subscription

utornatcally
accepts ar
rejects
subsription
request:
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Let's verify that the plugin is installed by clicking on Plugins:

=~
LI Openfire 364 [
O pen fl I'e Logged in 2= admin - Logout
Server Users/Groups Sessions Group Chat m

Plugin Admin

Plugins

Flugins add new functionality to the server. The list of pluging currently installed is below. To download new
pluging, please visit the Available Plugins page.

Plugins Description Yersion Author Restart Delete

Contrals cients 1.0.3 Jive Software s [x]
allowed to connect

and available

features

@ Client Control

@ SIP Phone Plugin

Provides support far  1.05 Ighite Realtime & [x]
SIP account
management

@, sSearch [ Provides support for 1.4.3 Ryan Graham = [x]

Jabber Search {xXEP-
0055)

Upload Plugin
Plugin files (jaty can be uploaded directly by using the form below.

[ | CErowse.. J [ UYpload Plugin
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Now, we will create the mappings between Openfire and 3CX by clicking on
Server | Phone | SIP Settings, as shown in the following screenshot. Set the SIP
server to the IP address of your 3CX server. The default voicemail number in 3CXis
999, so let's set Voice Mail Number to 999. We can now click on Update Settings:

|

6 0 Pen ﬁ l'e" Logged in &z adr?'l?sn-ﬁli‘:ga:lﬁ

UserslGruups Sessions Group Chat Plugins

Server Manager Server Settings Media Services Client Management

SIF Phone Mappings

SIP Settings

+ SIP Settings
SIF Calls
Use the form below to ranage the SIP settings. These seffings will be used as defaultvalues ofthe phone
mappings.
SIP and STUN server Settings
S
Specify the hostname where the SIP server is running 192.163.15.130

Voice Mail Number:
Specity the number to dial to access the voice rmail.

STUN server enabled:
Enable this field when you are using a STUN server.

Pl L ]
Specity the hostname where the STUN server is running

b L]
Specify the port where the STUN server is listening

Update Settings

Next, we will map the Openfire users to 3CX extensions by clicking on SIP Phone
Mappings and then Add New Mapping, as shown in the following screenshot. In
XMPP username, enter the Openfire user and in the SIP username, Authorization
Username, and Password, enter the 3CX extension number and passwords, then
click Create. Do this for each 3CX extension:
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6 openfire’

m Users/Groups Sessions Group Chat Plugins

Server Manager | Server Settings | Media Services | Client Management | Phone

+ SIP Phone Mappings

Create SIP Phone Mapping

SIP Settings

SIP Calls
Create or update a phane mapping using the farm below.

¥MPP username : [mike |
SIP username [102 |
suthorization Usemame : (101 |

Display Phone Mumber: (101 |

Fasgword © [o0s |
Server: [192.188.15.130 |
Outhound Prosy || |
Yoice Mail MNumber |999 |

Now, we can click on SIP Phone Mappings to see the list of mappings that we
created to verify that they are correct:

. Cpentire 3 6.4
0 pen fl re Logged in a5 admin - Logout

Users/Groups Sessions Group Chat Plugins

Server Manager Server Settings Media Services Phone Client Management
+ SIP Phone Mappings

SIP Settings
SIP Calls

SIP Phone Mappings

Create SIF phone mappings for users below. Mappings are configured from the server and distributed to Spark
clients.

Total Users : 2 - Sorted by Username -- Users per page

Enabled Status Username SIP Username Server Edit Delete
1 " Unregistered  John 102 192.168.15.130 ¥ @
2 v Unregistered mike 101 192.168.15.130 7 @

@ _Add new Phone Wapping
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The mappings Status will say Unregistered even though the
A setup is correct.

For our last configuration in Openfire, we will create a link to open the 3CX
MyPhone page from each Spark IM client. Click on Server | Client Management |
URL Bookmarks and then click on Add URL Bookmark. Enter your 3CX server IP
address in the URL field. Check All Users and enter the URL Name as shown in the
following screenshot. Click Create and we're finished:

6 openfire:

m Users/Groups Sessions Group Chat Plugins

Server Manager | Server Settings | Media Services | Phone ! Client Management |

Client Features

Create Bookmark

Fermitted Clients
Group Chat Bookmarks
Create a new URL hookmark using the form below.
» URL Bookmarks

Spark Yersion

URL Mame: |3(3>< MyPhone |

Dawnlaad Spark eq. Our Internal Website
URL: [nttpi/r192 168 181305000 |
e, Http ey aome.com
Users: | | Fanusers
Groups: | |
RSSFeed: []

Now, we will move on to installing and configuring the Spark client. First, let's install
the Spark IM client on a computer other than the server. We'll log in using one of the
users that we set up to make sure that Openfire is configured and working correctly
by instant messaging between two IM clients.

Now, let's log on to Spark using one of the users that has a SIP phone mapping. Now
let's click on Spark | Plugins and then install Phone Client from Available Plugins.

You may need to restart the Spark IM client for the SIP phone to
— take effect.
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9 Spark - mike
Contacts
@] Preferences

D Edit My Profile. .

Log out with reason
Exit =

¥ 0Offline Group
There are no online cortacts in this group.

o, Contacts 'S5 Conferences

Log out |§| g

[& Search for other people on the server,

| 8

You can now make any call out of 3CX directly from the Spark IM client dial pad:

mike
101
@ Available w
| @) e

o HEC DEF
- 1 2 3
¥ K

L= KL MO
v 4 5 6

PORS TLW WHYE
T & )

ﬁ Contacts 9,1 Conferences

& Search for other people on the server.,

|8
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You can right-click on a contact in your buddy list to call him/her:

9 Spark - mike

= Bookmarks Help

@ Availsble W

ca: [[-] 102 l |§| 2 @

& B QD IE
¥ Friends (1 online)

@ joh
¥ Offlin

(2 Start a Chat
[Z) send & File

!_-, Computer To Computer
0 Remove from Roster Work: 102
\f& Rename ;
= Cell: 7171111111
Move ta
Copy to
& visw Profile
9P view Cortact History
i Client ersion

ﬁ Contacts '5."9 Conferences

&, Search for other people on the server. l g
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You can escalate an instant message conversation to a voice call simply by a click, as
shown in the following screenshot:

73 Spark - mike

Spatk Cortacts Actions Bookmatks Help

mike

101

@ Available ® john 0

call: | 102 ‘ john Qe ‘E)E) % &= gm

& work: 102
ﬂ Cell: 7171111111

‘E“ ) 3 @ ‘5 (12:55 Ahy john: How is the report coming?
¥ Friends (1 online) || |{12:56 AM) mike: Let me give vou a call...
@ john

¥ Offline Group

&5 Contacts &% C

[@ Search for other people on the server. ] 9

Integrating Legacy PBX

It is not uncommon for a Legacy PBX to need to co-exist, at least for a time, with

a new IP PBX. Perhaps management wants to try-before-buying or see the new
system working before dismantling their 20-year-old system. As working with
Legacy equipment is a reality in everyday life, we will go over integrating 3CX with
a Legacy phone system. We will use an ATA device that converts an analog device
into a SIP extension, which connects our Legacy PBX to our 3CX Phone System.
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At our office, we replaced our four-line Panasonic KX-TG4000B telephone system
with 3CX, as shown in the following image. We'll use that as our example, but
remember that the process is largely the same even with a much larger system.

We'll use this Legacy four-line Panasonic phone system as our example. As it is
a four-line system, we can have up to four concurrent calls between 3CX and
this system.

The basic steps are as follows:

1. Configure the 3CX Phone System with a PSTN Gateway.

2. Create extensions in 3CX for each talk path that you need between the
Legacy PBX and 3CX.

3. Unplug the PSTN lines from the Legacy PBX line jacks, and plug them
into the 3CX PSTN Gateway.

Connect the FXS(s) to the Legacy PBX line jack.

Configure FXS devices on each of these 3CX extensions.
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Following is an overview diagram of how our system will look before and after our

integration. We will be putting 3CX between our Legacy PBX and our PSTN or VoIP
trunks that connect our systems to the outside world.

Before ‘ ‘ ‘ ‘
TN e 1
_1 234 PHONE
Lines
Legacy PBX
After

° L) e 60000 L4
J s 238 sIP SIP
Lines Ethernet EthernetT * TT PHONE

SIP PSTN Gateway Ethernet SIP ATA Gateway

(FXO0) SWITCH (FXS)

[ ]
3CX SERVER
o o 00
1234 ANALOG
Lines L 2 A PHONE —
Legacy PBX I |
ANALOG

As noted in the diagram, the 3CX Phone System will be inserted between the old
phone system and the PSTN lines and when our system is connected and configured;
our Legacy PBX will be able to perform these functions:

e Make outgoing calls on PSTN and VoIP trunks

e Receive incoming calls on PSTN and VolP trunks

e All Legacy PBX extensions can call 3CX extensions
Alright, let's get started. As our 3CX Phone System is already set up and working,
we can move right to the next step. Using what we learned in Chapter 3, we'll add

extension "200" as the first extension to link our two PBXs. If we name the extension

"Legacy Linel", we can see (at least a little bit) where it came from when we call
3CX extensions.
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. As the 3CX extension "Legacy Linel" will not map to a specific extension
on your Legacy PBX, we will probably want to disable voicemail for this
L 3CX extension. We are using the extension as a way to make a bridge

between 3CX and the analog Legacy PBX.

Now, we'll unplug the PSTN line from the Legacy PBX line jack (Linel) and plug it
into our 3CX PSTN Gateway. We will plug a telephone cable from the Legacy PBX
Linel jack to the Patton M-ATA telephone jack.

As we just noted, we will use a Patton M-ATA device for this example. It has one
FXS port to connect one analog device. GrandStream, AudioCodes, Patton, and other
vendors make multiple port FXS devices, if you have a larger implementation.

To start the configuration of the Patton M-ATA, we will plug it into our switch, plug
in the power, and verify that the telephone line is plugged into our Panasonic Linel
jack. The Patton M-ATA is set to get an IP address from DHCP. Once it has powered
up, we can dial **** and then 100# using Linel from any extension on the Panasonic
phone system to hear what IP address the Patton M-ATA has acquired. In our case,
it received 192.168.15.145, so let's open a browser and type in the following:
http://192.168.15.145/. The unit will ask for a password (which is root by
default); then, click Authenticate. You should see the Home screen as shown in

the following screenshot:

Welcome to Smarklink download and configuration utility.
Select from the configuration options in the menu on the left.

System Information

System Uptime: 0 days, Oh 35m 30s

NTP time: 07:08PM 07/21/2009 (GMT-8) DST
LAM IP Address: 192.168.15.145 (Dynamic)

MAC Address: 00:ad:bad2:f37c

Application Version:

Config Date:

Security: Password installed

Application Code Version: SIP version 4.01.001 OE EN MA (0309)
Downloader Code Version: 3.1 EM (OEMA 011103)

System Status

SIP Messages Sent: 120  SIP Bytes Sent 300000
SIP Messages Recv. 0 SIP Bytes Recv 0
RTP Packets Sent. 0 RTP Bytes Sent: 0
RTP Packets Recv: 0 RTP Bytes Recv: 0
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As shown in the following screenshot, click Telephony | SIP and in the SIP
Registration Server Address field, enter the IP address of your 3CX server.
Scroll to the bottom of this screen and click Save SIP Settings:

SIP Configuration

sip i ain: 192.168.1.152; Base RTP Port: )
+gIP Registration Server Address: 192.168.15.130 (IP or FODN)
SIP Port 3
SIP Domain
Vaice Part |
* Leaving a setting blank will force the unit to use the information obtained via DHCP and/or DNS

Send Registration Request with Expire Time: 3600 B
Send Unregistration at boot

Send SUBSCRIBE.

SUBSCRIBE Server IP or FQDN
(defaults to registration server):

Gateway Settings

Dial Plan:

#use as a quick dial function

To enable # o be recognized as dial number

Next, click on Phone 1 and set Phone Number, User Name, and Password to 200.
Then, click Save:

Phone Mumber CallerD Name

User Name 200 Password ass
Port SIP Registration status Error 408: Request timeout |
Voice Mail Setting
Voice Mail Number o
Supplementary Services Activation

=| Service Enable? Service Enable?
Call Forward All No ~ Call Forward on Busy No ~
Selective Call Forward o v Conditional Call Forward  Ho  ~
Three Way Conferencing YEs—v Call Waiting ?
Incoming Call Block Yes—v Anonymous Call Reject ﬁ
Distinctive Ring No = Caller 1D Yes v
Call Transfer Yes v Call Return Yes v
Dialing by IP Address No ~ Do Not Disturb No ~
Speed Dial No = Self Caller ID Block Ho -
Message Waiting Indicator Yes QOutgoing Call Block ?
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The new settings will not take effect until we reboot this device. So, click on System

| Reload, making sure Reset and execute Main Application is checked, and then
click Reset. The device will now reboot and, when it is done, your systems should be
connected. We'll now test that connectivity.

For more configuration tips about the Patton M-ATA, you may want

tosee http://wiki.3cx.com/phone-configuration/vendor-
’ supported/patton-m-ata.

Calling extensions between systems

To test our connection from Legacy PBX to 3CX, we can dial 101 on any of our
Panasonic handsets, and extension 101 on the 3CX Phone System should ring.

From 3CX, we can dial extension 200. There are several likely ways that the Legacy
PBX will be set up. If you have the luxury of having one line for each Legacy PBX
extension, then you can map it so that line X is directed to extension X and you can
set up a FXS and extension in 3CX for each extension on the Legacy PBX. This is the
cleanest setup. If you have more extensions than lines on the Legacy PBX, then it will
either ring all extensions on a certain line and anyone can pick up (not a good way to
call a specific extension!), or you will hear a menu and can dial the specific extension
you are trying to reach from that menu.

When calling from a 3CX extension to a Legacy PBX extension when you
have more than one line on your Legacy PBX (but not one Legacy PBX
Ky line mapped out for each Legacy extension), you may want to create
Q a 3CX Hunt group. Then, add all the 3CX extensions that are acting as
bridges to that Hunt group. Make sure the Hunt group Ring strategy is
selected as Hunt. This way, you can remember one number, and it will
find a free line that connects to the Legacy PBX.

Outgoing calls over PSTN or VolP

As 3CX already has outgoing dialing rules set up, calls dialed from the Legacy PBX
will work exactly like calls from 3CX. So now, that old PBX can make money, saving
VolIP phone calls!
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Incoming calls

Incoming calls to the Legacy PBX will experience similar issues to what we discussed
earlier in the Calling extensions between systems section. If you can have lines mapped
to extensions, you can use 3CX digital receptionists to direct calls entirely.

More integration possibilities

We've quickly covered just a few of the many ways to integrate 3CX with other
systems. As 3CX uses standard protocols, there are all kinds of ways you can
integrate it with other systems. I'll list a few tutorials on the Web that can assist
you in integrating with systems that we haven't covered here:

e Exchange 2007 Unified messaging:

http://wiki.3cx.com/documentation/general/exchange-server-2007

e Connect 3CX directly to other SIP servers:

http://wiki.3cx.com/documentation/general/sip-dns-configuration

e 3CXand Skype:

http://wiki.3cx.com/gateway-configuration/vendor-supported/
skype-to-3cx-part2

Summary

In this chapter, we covered some of the integration possibilities with 3CX and other
systems. We covered how we can use Outlook 2007 to initiate calls in 3CX. We
tightly integrated 3CX and a full featured instant message system. We also connected
3CX and a Legacy PBX so that we can slowly phase out the older system. We
wrapped up by listing some other integration possibilities.

In the next chapter, we will dig a little deeper into the different hardware that
interoperates with 3CX such as phone handsets, PSTN and T1 gateways, ATA
devices, and more.
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A phone system that has no way of interfacing with the real world is of little use.
While you could have a software-based phone system server and softphone, even
then you need a headset. The hardware part of the phone systems plays a large part
in how users perceive how nicely the phone system works. In this chapter, we will
be looking at several hardware components that help make the 3CX Phone System
useful such as phone handsets and gateways. In my experience, gateways tend to be
the most complicated and time consuming hardware device to set up on your phone
system. We will offer some tips to help make that process easier.

Some of the things we'll look at in this chapter are:

e FXO and PRI/T1 gateways to connect our phone system to PSTN lines

e XS gateways to connect an analog device as an extension to our
phone system

e SIP handsets as an extension to the 3CX Phone System

e Firewall configuration

Gateways: The connection to the outside
world

Gateways are devices that convert various media into the SIP protocol to work with
3CX or other SIP devices. Gateways allow many devices that were never designed
to work together to interoperate smoothly. It also allows you to make use of old
equipment and protect your investment in existing equipment.
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Looking at the Patton 4114 FXO gateway

The Patton SmartNode 4114 gateway will connect an analog PSTN network and
3CX, allowing you to continue to use your existing phone lines until you move to
SIP VoIP trunks.

The Patton SmartNode 4114 gateway interoperates very well with the 3CX Phone
System. The unit is housed in plastic with LED indicator lights at the front, along
with the Console port (which, in a typical installation is not used). On the back side
of the unit is the Power jack, the Ethernet jack labeled 10/100 ENET, and four Voice
Ports, as shown in the following image.

In our IP PBX consultancy, we've worked with gateways from several
) different manufacturers: AudioCodes, GrandStream, and Patton. Our
% experience has been that Patton has delivered the most consistent product
L and call quality. Also note that AudioCodes is not supported by 3CX.
A list of supported gateways can be found at http: //www.3cx. com/
support/index.html.

10/100 ENET Voice Ports

L)

Power
10;’(3126400 ;’:C ETH 0/0 0/3

SmartNode 4114 VolP Media Gateway
TolP Access Device

NN L J

b Console

= En;‘ ol L voice Ports—!

We'd like to quickly note several features that can be tricky for the new user of

the Patton gateway. One item is the VoIP Link indicator light on the front of the
gateway device. Note that this light is lit only when there is a call in progress on the
gateway; it does not indicate that the gateway is connected to the 3CX Phone System.
To test that, check in the 3CX administrator console.

Also, note that four Voice Ports on the gateway are numbered from 0 to 3. On the
back of the unit, note that the Voice Ports start at port 3 (the fourth port) on the left.
This will be important if you are not using all the ports.
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Configuring the Patton 4114 FXO gateway

We noted earlier that configuring gateways is possibly the most complex part of
setting up your IP PBX. Of all the software IP PBXs I've worked with, 3CX makes
this process the most simple by making a configuration file for many popular
gateways, including this gateway. So the configuration consists of making sure that
the gateway has been updated to the correct firmware version and importing the
configuration file generated by 3CX.

Configuring the gateway in 3CX

The first step in getting your gateway set up is in the 3CX Phone System. Let's click on
Add PSTN Gateway. Now, we can type in the Name we want to give this gateway
(for example, PSTN_Gateway). We can select our gateway Brand and Model from
the drop-down lists and then click Next, as shown in the following screenshot:

_— L
The firmware version is very important because the configuration file
is different for different firmware versions. Note the firmware now, so
% that we have it for reference later. You can find the latest recommended
’ firmware at http://www.3cx.com/voip-gateways/patton-
smartnode.html.
h— -
4 3CX Phone System Management Console EJ@E|
Fle Add Wiew  Settings Help
i /7 Extension status . Server Activity Log | < add Extensin Add YOIP Provider Wizard | % Create Outbound Rule ¥k Create DID |
PSTN devices
3CX e Add Gateway Wizard
=} 30 Phone System ~
=" Ports/Trunks Status AddPSTN Galeway
£/ Extension Statgs Pattond114
£/ System Extensions Status
£/ Phaones Pattar
of il
f Server Activiy Log SH-4114 d-peit F<0 (Firmware 5 x)
‘gl Services status
417 Extensions Degcription 4-Port Analog FX0
e PSTN devices URL FE i/ fwwws. patton.com
) VOIP Providers
'/ Inbound Bules More wendor supported gateways can be found here:  hittpe /fwiki. 3ce. comJ/gateway-confiquration.vendor-supported
st Bridges
& DutBound Rules
3 Digital Receptionist
22 Ring Groups
_:._1:5 Call Queues -
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The next screen will let you edit the way the gateway works. The most important
field here is the Country. Select yours and click Next:

PSTN devices

p  Edit PSTN Gateway

Tone Set Selection
3 Select Country for Tone Sets

Country United States

Incoming Caller I

3 Incoming calls may require up to 2 ring sequences to deliver the Caller 1D, Select whether vou want: to collect Caller ID
information at the cost of delaying the first ring on incoming calls.

Inbound Caller 1D Callect CallerID information (may delay first ring)

Early Media Far Pre-Call Announcements

) aAnnouncements by the telephone company, such as "The mobile vou are calling is not available”, can be removed From calls by
this device, Please nate that if vou choose the "Deliver Announcements” setting, some functions (such as Forwarding to an
outside number fram a Ring Group or a Queuss) may Fail or perfarm unpredictably,

Announcements Deliver Announcements By’

Huntirg For avilable lines {outbound calls)
3 ‘ou may choose ta implement line hunting For outbound calls

Hunting Options v

Digit: Collection Timeout

) Some Telecam Operators will deliver CallerID information after the First ring. Here wou can specify the number of seconds which
the device will wait For CallerID information,

Timeout Mo Digit Collection hd

On both the Create Ports screen and Outbound Call Rules screen, click Next. You
will get to the following screenshot once you do that. Enter the IP of your gateway
and press Next:

PSTN devices

= Specify YoIP Gateway Details

YOIP Gateway
Gateway Hostname or IP 192,158.1. 10| s
Gateway Port {default is S060) 5060
Murber of ports 4 @
Type v @
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When you are finished configuring the gateway, the Gateway Created screen will be
displayed. This screen will show a summary of the gateway that was just created. At
the bottom of this window will be the Generate config file button which will create a
configuration file that we will use when configuring our gateway. Now we are done

in 3CX.

PSTN devices

) Gateway Created

Lines 10000 ko 10003 have been created For PSTH_Gateways
You will need ko enter these settings inko the WOIP Gateway:
Proxy server IP or FODM:192,155.1.10

Lime:: 10000

Internal number:: 10000
Authentication ID:: 10000
Autk-nt ation Pas~word:: 10000

e 1003

Internal number:: 10003
Suthentication I0:: 10003
Suthentication Password:: 10003

For a detailed description how to do this for popular gateways sl

YegaStream Europa 50 (2 » Fx0y 4 % FXS) (Recommended)
Pakton Smarthode 4554 (Recommended)
WegaStream Furopa 50 (2 x BRIY (Recommended)
Patton SmartMode 4960 (Recommended)
Grandstrear HandyTone 488 (lok supported)
Sudiocodes MP-114 MP-118 (Supported)

Patton Smarthode 4638 (Recommended)
Micronet SP 5050, 5052, 5054 (Mot supporked)
Grandstrearn GHw-4104 (Supporked)

LinkSys SPA-3102

Patton Smarthode 411274114 (Recommended)
Clipromm CG410 (Mot supporked)

SIPURA SPA-3000 (Mot supported

Generate config file
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Getting the Patton gateway on your network

First of all, plug the gateway into your switch and then power up the gateway.

On the CD-ROM that came with the Patton 4114, run
E:\TOOLS_WI\SNDiscovery.exe (Where E:\ is your CD-ROM drive).

& [o0Ls wi

File  Edit  view Favorites  Tools  Help

@ Back - ? / ) search L E
i |

|0 EATOOLS_WI

IO

olders
@ Desktop »,
& [} My Documents _J _’J

encryptool SHMPWALE, . _encrvptool

X Files Currently on the CD

= 07md_woip (E:) @ % @
_ MACOSK

(o1 PUTTY ShDiscovers Il ST IIERLE

[0 Datashests s

The Patton 4114 is set to receive an IP address from DHCP by default, so you will
need to have a DHCP server running on your network. The SNdiscovery.exe
tool will find what IP address DHCP gave your Patton 4114 gateway, as shown
in the following screenshot:

35 SmartNode Discovery Tool (¥1.06)

Available Smarttodes

IP Address PMAC Address i Device Type | Build
10.1.1.113 00:40:B4:04:94:49 SN411440/EU1 R5.2 2003-01-14 H323 SIF Fx5 Fx0

Fefresh | Seftings... i Double click an entry to get to the web interface.

Right click on an entry to see additional connection options.

If there is more than one Patton SmartNode gateway on your network, you will
want to make sure the MAC Address matches the one we are working with. Next,
we will log in to the Patton 4114 gateway via a web browser and configure it with a
configuration file.
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If you assign the Patton gateway an IP address in the configuration
file (which you will want to do), it will no longer get an IP address

Keep that in mind.

from DHCP and will change after you configure the Patton gateway.

Making sure the Patton gateway has correct

firmware

The Patton gateway needs to be using the firmware designated in 3CX to work with
the configuration file we just created. If your gateway is newer or older, we need to

load the correct firmware version.

To get the correct firmware version, visit http://upgrades.patton.com.

% You will need a Patton support username and password to get this file.
e

The Patton gateway firmware file you download will be a ZIP file. Do not extract it
as the Patton gateway firmware update expects it to be a ZIP file only. Save the file

and log in to the Patton gateway.

To log in to the Patton gateway, just open your Internet browser and type in the IP
address. The default username is administrator and the password can be left blank.

Tone Profiles
PSTH Profiles
Ports
Ethernet
FX0
Various

IMMEDIATE ACTIONS

i

@ 10.1.1.113 - Windows Internet Explorer e =g o= [ e
€ BYp7011013] . [ &4 % o sing #
@'\/'s.‘?_; s/ A v | & | ¥ | X O Bing b
i Favorites o 215 ites v
- .
25|- @1wi1a13 w Lenovo United States - .. f » B v (1 dw v Pagew Safety~ Took~ @@~
By PRITON 1044413 x
Home
e PATTON
E Yetvrork ﬁ ElectronicsTo.
=8 PDHS =
= B
é ACL SmartHode
~ Model SHATT4HOEUI
ll  OynDS Serial Number  0UAUBAD49449
é DHCP Server Hardware Version 4.4
= s Software Version RS2 2009-01-14 H323 SP FXS FXO
w PFP Profiles
E‘ Telephony System Time Fri 10 Jul 2008 13:25:42 GMT
7 Bl Local Time Fri, 10 Jul 2009 13:25.42 <00:00
ey °° Up Time The system is up for 0 days, 0 hours, 11 minutes, 10 seconds
] vor Profies

€ Internet | Protected Mode: Off

2T ®m100% -
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If you log in successfully, you will see the Home page of the Patton gateway as
shown in the previous screenshot.

ﬁm 10.1.1.21  Import/Export

Import/Export
Import Firmware mport Configuration | Import Licenses | Export Configuration |

—
.
[l Hetwork
_—
-~ i This will download the selected firmware and program it to the flash memory. Four steps are necessary. First the user my
Z NATINAPT SIP gateways. Then the firmware must be selected and downloaded to the device. After that the firmware is automaticall
(=) ACL the user must manually reload the device to activate the new firmware.
— Qos
; it (1) Shutdown VolP Gateways
Q-‘:: DHCP Server
sl PPP Profil
— b Your VolP gateways are down already.
U Telephony
o Call-Router H#
(=3 Ha23 (2} Download Firmware
Z Js
U VolP Profiles The second step downloads the firmware to the device using HTTP. Pleaze select the firmware ZIP file that you received
Tone Profiles The firmware download may take up to a minute. During this time no progress is shown. After this the third step is
PSTH Profiles
Ports F-\Phone System\SH4110_H323 SIP_R4.2_2008-09-11 zip
Ethernet
il {3) Program Firmware
Various
pyElem The third step is executed automatically after the second step succeeds. it programs the downloaded firmware to the intef
Time i
Reports {4) Reload Device
Save To activate the new software the device needs to be reloaded. We suggest you to immediately reload the device.
Reload

Click on Import/Export | Import Firmware.

If this is not a new gateway, there may be SIP gateways in use and you
s will need to click on the Shutdown SIP Gateway button.

Now, Browse to the firmware (ZIP file) that you downloaded and click Import.

The gateway will now load the firmware and will give you the progress as it does
that. Do not power off the gateway during the update. When it is complete, you can click
Reload to restart the gateway and load the configuration.

When the gateway reboots, open a new browser, log in again, and check the firmware
version on the Home page to make sure that the firmware loaded successfully.
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Configuring the Patton gateway

Let's import the configuration file that we created earlier by clicking Import/Export
on the Patton web interface. Then, click Import Configuration:

10.1.1.143 / Import/Export

ImportiExport

""" Import Firmwar Import Configuration rt Licenzes | Export Configuration |
HNetwork

e If you have previously exported the system configuration to a file then you can submit that file below and the system will
HATINAPT in the file. After this operation the system should be reloaded to activate the new settings. The configuration is loaded dire
ACL modify any settings.
QoS
DynDHS
DHCP Server
DHCP Relay
PPP Profiles
Telephony
Call-Router
siP
VolP Profiles
Tone Profiles
PSTH Profiles
Ports To activate the new cenfiguration the device needs to be reloaded. We suggest vou to immediately reload the device.
Ethernet
FXO

& This operation will erase whatever startup settings you currently have in the system.

Click Browse and select the text configuration file we made earlier. Click Import as
shown in the previous screenshot.

Import Firmware [Rlglcda e iifeid il Import Licenses | Export Configuration |

If vou have previoushly exported the system configuration to a file then you can submit that file below and th
in the file. After this operation the system should be reloaded to activate the new =settings. The configuration
modify any settings.

ﬁ This operation will erase whatever startup settings you currently have in the system.

The startup configuration has been imported successfully.
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Now, you can click Reload to load this configuration into the gateway. You will be
asked to verify that you want to Reload, when you do that, the gateway will reboot.
The gateway will take just a minute or two to reboot;

You are going to reload the device.
Note that modified configuration is lest unless
you saved the configuration.
Are vou sure you want to reload the device?

Log in to the Patton 4114 with the new IP address just to make sure your
configuration took effect.

Following is the image of a Patton 4114 unit. Note that the VoIP Link LED is lit only
when a call is in session on the unit and not when it is merely registered to 3CX:

There are other FXO gateways that 3CX recommends:

e Sangoma A200
o GrandStream GXW-410X
e Linksys SPA-3102

To see more, browse to http://www.3cx.com/voip-gateways/index.html.
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Looking at the Patton 4960 T1 gateway

The Patton 4960 allows you to connect 3CX to T1 or PRI depending on the model you
get. It can have one to four ports. Following is the image of a Patton 4960 unit with
four PRI ports and two Ethernet ports:

Configuring the Patton 4960

The Patton 4960 configures exactly like Patton 4114. The user interface and steps to
import the 3CX configuration file are identical, so we can use the steps mentioned
previously in the Configuring the Patton 4114 FXO gateway section to import the 3CX
configuration file.

The one you have to watch out for is related to the Ethernet ports on two port
models. When the Patton gateway ships, new port 0/0 will be a DHCP client
and port 0/1 will be a DHCP server, so you will want to plug into port 0/0. The
tricky thing is after the gateway has been configured, data will be routed to port
0/1, so you will need to switch this after the unit has been configured by the 3CX
configuration file.

Some other 3CX supported T1/PRI cards include:

e Patton SmartNode 4554 /4960/4638
e Sangoma A101 T1/E1/]1
e BeroNet BeroFIX 400/1600/6400
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The latest supported gateways can be found on the following
L page: http://www.3cx.com/support/index.html.

ATA connects your analog devices to
your PBX

An ATA gateway allows us to connect any analog phone device to our 3CX Phone
System. In essence, it converts from an analog phone signal to SIP, letting us use,

for example, any standard analog phone handset with our 3CX IP PBX! You could
use your long range portable phone, a bunch of handsets that seem a waste to throw
away, a fax machine, or any other analog phone device. Once again this type of
gateway allows us to use equipment that we've already invested in.

Yes, you can connect an analog fax machine to your phone system but the
ATA you select must support T.38 protocol. Also, your FXO must support

% T.38 and even then it is tricky to get it all working. I'd recommend
keeping the fax machine outside your PBX (if possible) or using the 3CX
fax server.

With an ATA gateway no phone is too old to connect to your 3CX IP PBX. An ATA
will allow you to convert any phone to a SIP phone.
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Looking at the Patton M-ATA

The Patton M-ATA is quite compact and fairly simple. On one side is the power and
telephone jack that connects the M-ATA to your analog phone or device. The other
side has an Ethernet jack to connect the gateway to your network. There is also a
small row of LEDs' to show the status of the device. The following image is of a
Patton M-ATA:

Configuring the Patton M-ATA

To start configuring the Patton M-ATA to use an analog phone as an extension,
we will plug it into the switch, plug in the power, and verify that the telephone
line is plugged into our analog phone. The Patton M-ATA is set to get an IP
address from DHCP. Once it has powered up, we can dial **** and then 100#
using the analog phone to hear what IP address the Patton M-ATA has acquired.
In our case, it received 192.168.15.145, so let's open a browser and type in
http://192.168.15.145/. The unit will ask for a password (which is root by
default), then click Authenticate; you should see the home screen.
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As shown in the following screenshot, click Telephony | SIP, and then enter the IP
address of your 3CX server in the SIP Registration Server Address field. Scroll to the
bottom of this screen and click Save SIP Settings:

SIP Configuration

sip i " - . ain: 192.168.1.152; Base RTP Port: )
* 8IP Registration Server Address: 192.168.15.130 (IP or FQDM)
SIP Port =
SIP Domain:
Voice Port:

* Leaving a setting blank will force the unit to use the information obtained via DHCF and/or DNS

Send Registration Request with Expire Time: 3600 =
Send Unregistration at boot

Send SUBSCRIBE.

SUBSCRIBE Server [P or FQDN
(defaults to registration server):

Gateway Settings

Dial Plan

#use as a quick dial function

To enable # to be recognized as dial number

Next, click on Phone 1. Set Phone Number, User Name, and Password to 200, and
then click Save, as shown in the following screenshot:

Phone Number

CallerlD Name

User Name 200 Password "

Port SIP Registration status Error 408: Request timeout

m

Voice Mail Setting

Voice Mail Number 41

Supplementary Services Activation

= Service Enable? Service Enable?
Call Forward All No Call Forward on Busy No
Selective Call Forward Ho Conditional Call Forward Mo
Three Way Conferencing Yesiv Call Waiting F
Incoming Call Block Yes—v Anonymous Call Reject No ~
Distinctive Ring ne - CallerID Yes v
Call Transfer Yes - Call Return Yes -
Dialing by IP Address Ho - Do Mot Disturb HNo -
Speed Dial Ho ~ Self Caller ID Block Ho ~
Message Waiting Indicator Yesiv Qutgoing Call Block ﬁ

[186]



Chapter 9

The new settings will not take effect until we reboot this device, so click on System

| Reload, making sure Reset and execute Main Application is checked, then click
Reset. The device will now reboot and, when it is done, you are done configuring the
device and we can create an extension in 3CX using the steps we noted in the Basic
extension setup in the administrator console section of Chapter 3.

For more configuration tips, you may want to see

http://wiki.3cx.com/phone-configuration/
s

vendor-supported/patton-m-ata.

Now that we realize that we can connect cheap analog phones to our 3CX Phone
System, we might be eager to do this instead of buying true SIP phones. Keep in
mind, however, that a low-end SIP phone is usually not that much more expensive
than an ATA. Plus, an analog phone will typically not have nice buttons for putting
calls on hold, transferring calls, or showing BLF indication. Many features like
transfer, hold, and so on are possible by using star codes in 3CX but will require
more button presses and are not as handy.

For more ATA gateways that work with 3CX browse to
s http://www.3cx.com/voip-gateways/index.html.

SIP phone handset

As we noted earlier, SIP phone handsets are mainly used for interaction with the
3CX Phone System. We won't be able to look at every SIP phone, but we will look at
one that is fairly representative of SIP handsets.
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Looking at the Shom 360

The Snom 360 is very representative of popular SIP handsets and comes in a
traditional form factor. Most functions are available on a single key press. The phone
includes 12 BLF indicators and buttons that can be configured to monitor the status
of other extensions. The phone also includes a Message Waiting Indicator (MWI)
lamp to indicate voicemail and missed calls.

Now, we'll take a look at the back of the Snom 360, as shown in the next screenshot.
The first jack moving left to right is the expansion module plug. This allows us to
add 44 more BLF indicators and buttons. These expansion modules can be daisy
chained to add up to three. The next jack is the power jack. This phone can be
powered by a power cord or via Power over Ethernet.

_ Don't over look getting a Power over Ethernet enabled switch. One very
% nice ability it gives you is that you can plug your switch into a battery
s backup UPS and have all your phones stay online if the power goes off!
Just like in the good old days!

The third jack is where you plug your phone into your network. The fourth jack is an
Ethernet hub and will allow you to plug your PC into it, requiring only one Ethernet
cable to energize both your phone and PC.

. I'would recommend getting two Ethernet cables for your desks. Most
SIP phones provide a mere 100MBps network connection. Another
s negative aspect is that if you reboot your phone, for administrative
purposes or whatever, your PC will be disconnected.
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Moving right is the jack to plug in a Snom headset and the last jack is for the
phone handset.

B e & & &

-
snom
snom 360
[
IR |
FE€ Cer: 7 2

Following is an image of the Snom expansion module which is great for receptionists.
These modules can be daisy chained up to three for quite a bit of expansion:
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The Snom 360 form factor is a very good phone to replace an existing phone system
for users who want to have single button access to features and the ability to monitor
other extensions.

There is also another phone format that has fewer BLF lights and depends more on
soft keys. The Linksys SPA941, Snom 820, and many other modern phones fall into
this category. Note as shown in the following image, the Linksys IP Phone SPA941
depends on soft keys for the transfer button and there are only four possible built-in
BLF indicators:

Configuring the Snom 360

Configuring the Snom 360 and many other handsets is done via a web interface. We
covered configuring the Snom 360 in detail in the Connecting a Snom 360 phone section
of Chapter 3, so we won't go over that again in this chapter.

Router configuration

The biggest challenge is getting the gateway and the router or firewall in your phone
system network to work correctly. For your first 3CX install, I'd recommend using a
simple firewall to make your initial experience less tricky. We will be using a simple
but hardy Linksys WRT54G as our device in the demonstration.
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Looking at the Linksys WRT54G

The Linksys WRT54G is very simple to set up and has a simple built-in DHCP server
that will be handy for assigning phones and other devices' IP addresses. Set up the
Linksys just like you would for a normal network.

The Linksys WAP54G is a very simple router that is great for getting started with
3CX. Amazingly, more robust firewalls will be more complex to get going with 3CX.

A very common mistake made related to routers is having two routers
. inarow. A common reason why this happens is that the modem from
% the ISP is also a router and the network administrator puts a small Wi-Fi
= firewall in too, effectively making all SIP traffic pass through two routers.
I would highly recommend avoiding this scenario. It is hard enough to
get VoIP traffic to pass through one router!
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To configure the Linksys, log in to the unit and click on Applications & Gaming
| Port Range Forwarding. Set up the three port forwarding rules, as shown in the
following screenshot with the IP address of your 3CX server:

LINKSYS®

A Division of Cisco Systems, Inc. Firmware Version: 1.55.02

Wireless-G Broadband Router WRK54G
Applications e
& Gaming Setup Wireless  Security Ag"(!::::;’ Administration ~ Status

Port Range Forwarding ] Port Inggerng UPnP Forwarding

Port Range Forwarding Port Range Forwarding

Port Range Port Range Forwarding can be

used to =&t up public services
Application Start End Protocol IP Address Enable on your network. Wlhen us:ers
from the Internet make certain
RTP S000 9015 UDP Agszz 10 requests on your network, the
| | | | | | I—v‘ 19218822 Router can forward those
requests to computers equipped
[stp | [suen | [soen | 192.188.22[10 | e bl e e i
example, you =&t the port
[TowweL | [s090 | [5090 | [TCP v 1s2isszz[10 | e
| o 1o ] 1021682200 _| [ {92163.12, then all T2
requests from outside users wil
| | [o | o | [Both v 1s218822[0 | O be forwarded to 192.168.1.2. It
i nded that the
[ | o | o | [Both ~ 1szieszz[0 | O foﬁ;&":':se static IP
address.
| | o] [0 ] [Beth » 1e2iee22[0 | O
“fou may use this function to
| | |U | |U | Both v 19215322-@ O establish a web ser'nlar or FTP
=server via an IP Gateway. Be
1] 0 Both % 1g2.1823.22. sure that you enter a valid
O

Now to verify that you have forwarded all the ports correctly, log in to 3CX and run
the firewall checker.

There are many other firewalls that can work with 3CX. Only requirement is that the
firewall supports full coned NAT to properly handle VolIP traffic through the router.

Summary

We've taken a quick tour of some commonly used 3CX hardware such as FXO
gateways, to connect PSTN phone lines to your phone system. In addition, we
learned how to use a PRI gateway and an ATA gateway to connect any analog
device as an extension, and we looked at some of the features of a SIP handset. We
also noted that 3CX does a great job of creating provisioning files for these devices.
Finally, we took a quick look at setting up a router to work with 3CX.
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Maintenance and
Troubleshooting

Maintenance and troubleshooting — two very good topics! You will of course, have
to maintain your system; it's not going to be a simple, install and forget it for years
kind of system. Why not? Well because it's running on Windows, and that of course
will change. Right now, Windows 7 is out. Will it run 3CX better than XP, Vista,

or Server 2003/2008? Not sure yet. You will have Windows updates for security,
firewall issues to deal with, especially if you are using an ITSP. But what if you start
off with analog lines and want to change to VoIP? What if new phones come out that
are better? Think of video conferencing with color touchscreens built-in! Remote
locations, the obvious add, move, or remove users, maintenance, or even a new
version of 3CX will be out with new features that you might want to take advantage
of, for whatever reason. 3CX, or really any software-based VoIP PBX system will be
updated with new features.

Don't forget hardware failure. Hard drives are bigger and faster than ever, but they
still crash. They all will, it's just a matter of time. So, you will want to do backups,
you will want to have some redundancy. You will need some help figuring out why
something doesn't work like you expected.

This chapter covers all of that. First, we will start with the unpleasant topic
of crashing.
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Disaster recovery

Let's start with backing up your configuration. Want to do a small upgrade? Backup
your configuration. Want to do a configuration change? Backup your configuration
first, just in case you need to revert to the previous one.

There are a couple of ways you can do backups. One way is a full system backup,
which will cover Windows, 3CX, your call logs, and everything you'd need to
recreate your system. How do you do this? There are several ways and they all
have their pros and cons.

One such way is Windows backup software — Yes, Windows has a decent backup
software built-in. No, it's not the best, or easiest, but it's free. Starting with Vista
and Server 2008, it's much better, as long as you want it to be backed up to locally
attached hard drives. It works well, but it's not my first choice.

There are lots of third party backup software products out there. They are generally
better than the Windows one, however they cost money, sometimes quite a bit, if
you want to backup open files. What are Open files? These are files that are in use by
either the system or a user and cannot be backed up easily. The open file agents are
needed to backup these types of files.

I'm starting to use online backups more and more. There are companies out there
that can backup your data, even open files, and store it securely on a data center.
As long as you have a decent Internet connection (think upload speed here), this
will work well. All your data files will be encrypted and compressed off-site. They
are also automated, so you don't have to do anything once the schedule is set. Only
problem is they usually only back up the data, which is the important part. A full
restore, however, can take some time.

So, that's a brief overview of some system backups. What about just backing up 3CX?
Of course, you will want to do that from time to time. This is a configuration backup
and also recommended before you do any changes or software upgrades.

The only issue I have with the backup function is that it's done from the 3CX
machine itself, not from the web interface, so it's as convenient.
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To do a local backup of the 3CX configuration, you will need to be on the computer
having 3CX installed. From there, open the 3CX program group and select Backup
and Restore Tool:

Remate Assistance } 3CA Log Reparter

-
@ Windows Media Plaver
3 Windows Messenger € ManagementConsole
@ ‘Windows Movie Maker & MyPhone UserPortal

3 ™ Uninstall

On the next screen, as shown in the following screenshot, you will see a couple of
options in the backup tool. Select all of the items you want to backup. I like to do
everything if time permits. However, if you have gigs of voicemail and a year's
worth of call logs, it will take quite a while and use a lot of space.

[B13Cx Phone System Backup and Restore Tool I

— Back up phone system — Status
DB Operations

¥ Include vaice prampts and music on hald
¥ Include voice mails
IV Include cal recordings

¥ Include cal higtary

I Browse. .. |
Backup Database |

r— Restore Phone System — Status

I Browse.. | Files Operations
Festore Database |

Generate Support | I Browse... |
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Now, click our familiar Browse button in the Back up phone system section to find
the location where we want to store the file and then name the file. This can be any
drive that you have access to and permission to use. Network drives, USB hard
drives, or flash drives (whatever you like) as long as Windows can see it, and you
have write permissions on it:

Save backup as E

Savein IDMP Dacuments ﬂ €] _? — '
@My TMusic

@My Pictures
IEMV Videos

File: name: ISCHB ackup] j Save I
j Cancel |
g

Save as tupe: IZipFiIes[“.zip]

Now go ahead and click Save. Then click the Backup Database button:

CX Phone System Backup and Restore Tool

— Back up phone zystem

¥ Include voice prompts ahd music o hold
¥ Include voice mails
V¥ Include cal recordings

WV Include cal bzt

IE:'\Ducuments and Settingz'ddminiztrator TERESANMA Browse. |

| Backup Databaze I
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This will start the backup process. You will see the status of the backup
process on the right-hand side panes. When it is done, you will see a Operation
Successful message:

[F13Cx Phone System Backup and Restore Tool [ X| I
— Back up phone spstem — Status
Tl bl o e 5 i DE Operations
nelude voice prampts and music on hal Backup Extermion: 107 ;I
IV Include voice mails Backup Extension: 102
Backup Estension: 103
¥ Include cal recordings Backup Extenzsion: 104
B ackup Ring Group: MainRingGroup
IV Include call history Backup IVR: 801
- _ Backup Ring Group: Sales
ar. Ay Llacume Lp. 2 ‘wiite License information
Backup databaze finished. .. -
Backup Databaze |
r— Restore Phone System — Status
I Files Operations
Browse... | -
Saving VR prompts... ;l
Restore Database | Saving voiceriails...
Saving recorded calls...

Saving call history...

Operation Suzcessfull. Data has been successiully ;I Saving recorded calls...

backup Saving Templates...

Saving 3CXTunnelini...

Saving Jcsloggerini...

Backup files finished. .. -

LI Exit |
Generate Suppart | I Browse... |

To restore your configuration to a previously created backup, you will need to click
Browse under the Restore Phone System section and locate your backup file, then
click Restore Database. This will OVERWRITE all your configurations you have
made since the last backup.

You also have a Generate Support option, click the Browse button to set the name
and location and click Generate Support. This will save a configuration file and the
log files needed for 3CX support to see what is going on with the system. It is a great
time saver over trying to e-mail/phone error messages:

| Generate Suppart I IE:\DDcuments and Settingshadministrator, TERE Sa'\M Browsze... |

[197]



Maintenance and Troubleshooting

One of the drawbacks of this utility is that it cannot be scheduled. So, 3CX has a
command-line version of this tool, which can be used to schedule tasks to automate
this process. Start by launching Control Panel | Scheduled Tasks | Add Scheduled
Task. This will start a wizard, as shown in the following screenshot. Click Next,
then Browse to find the 3cxbackup . exe program. The default location is
C:\program files\3CX PhoneSystem\Bin.

Scheduled Task Wizard E I

Type a name for thiz task. The task name can be
the zame name as the program name.

Perfarm this task:

= Daily

% weskly

£ tonthly

= One time anly

= when my computer starts
" When | log on

< Back I et » I Cancel |

After that, set your days and times on the next few screens. Don't forget to use the
correct username and password for that PC so that the program has permission to
run the backup.

Now, open the advanced settings for this task and add the appropriate options at the
end after the 3cxbackup. exe:

¢ /hidden will run the backup and then close it when it is done

e Backup or Restore depending on what you want to do

e {filepath} full file path of where you want the backup to go

e /history will backup the call history database

e /prompts will backup the system prompts (important if you have any
custom ones)

e /recordings will backup all the call recordings
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The following screenshot shows what the backup will look like. You can see in the
Run field, I added "/hidden backup c:\3CXbackup.zip /prompts /history"

(after 3cxbackup.exe):

3CxBackup EHE3
Task | Schedulel Settingsl Securityl
éa'" LMD OW ST ask s\ 30<B ackup. job
Run: Ie:-te" Shidden backup o\3Cxbackup.zip /prompts Ahistory

Browsze. . |

[~ Run only if logged on

Start in: I"E:\F‘rngram Filesh 30 PhorneSpstem'Bin'
Commetts:
Fun as: |3D<\.-'1'A.dministrator Set password. .

¥ Enabled [scheduled tazk runs at specified time)

o]

Cancel I Apply

This scheduled task should now run at the day(s) and time you specified, just check

it and make sure it works as expected.

With any backup type that you use such as software, online, scheduled, and so on,
try to restore a file once in a while to make sure it works. Nothing is worse than
thinking that you have secure backups and then finding them all blank, or realizing

your drive was bad and nothing was backed up.
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Another newer backup option is imaging software. There are third party
applications available that can take a snapshot of the entire hard drive and save

it somewhere. This snapshot can be used to do a complete restore of a failed PC
usually in 10-20 minutes. Do a web search for such imaging software. They range in
price from free an open source software to thousands of dollars. Following is a small
list based on open source and paid software that I've used:

e Open source:

o

FOG: http://www.fogproject.org

o

Clonezilla: http://www.clonezilla.org
°  Drivelmage XML:

http://www.runtime.org/driveimage-xml.htm

e Paid software:

o

Symantec Ghost: http://www.symantec.com

o

Acronis Backup and Recovery: http://www.acronis.com

o

Symantec Backup Exec System Recovery:
http://www.symantec.com/business/backup-exec-

system-recovery-server-edition

Other disaster recovery options include Windows clustering (Windows
Enterprise Server is needed for this) and virtualization. Some people have
good luck with virtualization but others complain of choppy audio and lags
in software. It all depends on what kind of use the 3CX system has and the
hardware running everything.

Trunk backup

In previous chapters, we discussed trunks and dial plans. How do you backup those
if one goes down? You have to set up several trunks and then, in your dial plan, set
the other trunks as 2nd or 3rd options:

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend

Route 1 | Callcentric

| | |
Raute 2 |pattonsN41144 v [1 v | @
Route 3 | | | |

Just make sure your Strip Digits and Prepend rules apply correctly to those lines.
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That covers outbound backup, but what about inbound? This is the tricky part. You
will need to talk to your PSTN or ITSP vendor and see what options they offer. Some
have roll-over options, where the call will go to another number in their system.

Others have a "disaster recovery" option, where they will forward the incoming call
to any phone number you want. Take advantage of these options as your lines will
go down someday.

Firewalls

If you are using PSTN lines, feel free to skip this topic as you don't have to worry
about any firewalls, NAT, or ports configurations.

Unless you stick your non-firewalled PBX system on the public network with a public
IP, you will need to adjust your firewall. The firewall is usually your first line of
defense in isolating your computers from the outside world. These can be hardware
(Linksys/ Cisco, Netgear, D-Link, among others) connected to your Internet modem,
or software (Windows Firewall, or some other third-party software) firewalls that you
will need to adjust to allow the SIP traffic into your private network.

Most people use Network Address Translation (NAT) in a small office/home
environment. This makes it easy to set up, and you don't have to buy a bunch of
static IPs' for various server uses (e-mail server, web server, PBC, and so on).

You will need to forward the following ports to your PBX:

Port Description
UDP 5060 This is the standard SIP port used to send and receive calls.
TCP 5090 This is for 3CX remote extension tunneling.

UDP 9000-xxxx These ports are needed for the RTP packets for the actual call.
You will need two ports for each supported call. So if you need

ten calls going in/out of your system, you will need to open
9000-9019 (20 ports).

That's it for the outside world. For the internal calls, you will also need to either
disable the firewall or open these ports:

Port Description

UDP 5060, 5480, 5482, 5483, 5485, 5487 This is for the 3CX system

TCP 5090 For the remote 3CX tunneled extensions
UDP 7000-7500 This range is for the internal calls

UDP 9000-xxxx The same as what is needed for the

outside world you set up above
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These are the default ports in 3CX. You can change them if needed, but it's not really
a good idea. Troubleshooting is harder and if you don't use 5060, your VoIP provider
might not support you.

Your other option is to use a public IP and have your PBX server out on the Internet.
This is fine only if you have a firewall in place that blocks all the other ports. Ideally,
this is a better setup since NAT can cause problems. Not all routers support NAT
and SIP. Some can do the port forwarding just fine, but some cannot. This can cause
loss of audio —inbound and/or outbound —also called one-way audio.

Newer routers, or older ones with newer firmware, support SIP-Application Layer
Gateway (SIP-ALG) and can NAT our 3CX system just fine. I'd recommend one built
for VoIP traffic that can prioritize those particular packets. Check the manufacturer's
website to see the latest updates and support for SIP-ALG. As SIP becomes more
popular, even older models are getting firmware upgrades to support SIP-ALG.

Using logs to troubleshoot your phone
system

The 3CX Server Activity Log will provide detailed information about exactly what
is happening in our 3CX Phone System and can be a great help in tracking down
elusive issues. We can take a look at the Activity Log by clicking on the Server
Activity Log link, as shown in the following screenshot. We can also navigate by
clicking View | Server Activity Log using the drop-down menus.

4 3CX Phone System Management Console Q@@
File  Add  Wiew  Settings Links  Help

i /7 Extension status o Server Activity Log | < Add Extension gl Add PSTN Gateway (4 Add VOIF Pravider Wizard | % Create Outbound Rule % Create DID |

Server Activity Log
4 .
3C i (% Refresh Copy Selected Text  §§ Clear

=} 30K Phone System ~ Thie Message ~
& Pﬂ’tS"T'“”kS Status 20:59:47.218 [CH306003]: SIP IP:part mapping [208.123.167.161:50625) resolved by STUN server 64.69.76.21:3478 differs from the one [20¢
£/ Evtension Status 2006047 203 [CHMB0B003]: Resolved SIP extemnal IP:port has changed to [208.123.187 161:50625) on Transport 192.168.15.130:5060
&7 System Extensions Statu: 20:59:47.109 [CHEO0B007]: STUN request to resolve SIP external |F:port mapping is sent to STUN server 64.69.76.21:3478 over Transport 19

20.39,47.156 [CM306003] SIP IP:port mapping 208,123,187, 161:50381) resclved by STUN server 64.63.76.21: 3478 differs from the one [20¢
20.39:47.140 |CM505003]: Resolved SIP extemal IPport has changed to (208.123.157.151:50381) on Transport 192.168.15.130:5060
#- 7 Extensions

. PSTH devices 019 = e g
i) WOIP Providers 9:59:46. [ 23,167, 161:43499) resobved by LSTLIN server iffers from the one (200
& Inbound Rules 13:59:46.843 eso\ved SIF‘ extemal |P:port has changed to [208.123.187.161:49499) on Transport 192.168.15.130:5060

st Bridges 1 N B

e DutBound Rules
3 Digital Receptionist

!
19:39:46. 760 [EM 306003] SIP IP:port mapping [208.123 187161 EEEEE] resobeed by STUN server B4.63.76.21: 3478 differs from ha one [ZEII
13:39:46.734 [Ch50E003): Resolved SIP extenal IP:port has changed to [208.123.187.161:65338) on Transport 192.168.15.130:5060

%1 Fing Gi 13:39:46.640 [CHS06001]: STUN request ta resolve SIP external |P:port mapping is sent to STUN server 64.69.76.21:3478 over Tranzpart 19
i ning Sieups 1213:45.640 [EM30G003] SIP IP:part mapping (208123167 161:68016] resohved by STUN server 54.69.76 21 3478 difers from the ane (20
#* Call Queues 131946625 [CHB0E003} Resolved SIP external IP:port has changed to [208.123.187 161:65016] on Transport 192.168.15.130:5060
=4 Settings 191946 531 [CM50B001] STUN request ta resolve 51P extemal |P-port mapping is sent to STUN server 64.69. 76 21:3478 aver Transport 19
&) Fireveall Checker 18:59:46.578 [Cht306003]: SIP IP:port mapping [208.123.187.161:64448] resolved by STUN server B4.69.76.21: 3478 differs from the one [20¢
< Compary Phonebool 18:59:46.562 [CH506003]): Resolved SIP external IP:part has changed ta [208.123.187.161:64448) an Transport 192.168.15.130:5060
4 Netwark 18:59:46.453 [CHS06001]: STUN request ta resolve SIP external |P:port mapping is sent to STUN server 64.69.76.21:3478 over Tranzpart 19
5 General 168:39.46.437 [CH306003]: SIP IP:port mapping (208.123.187.161:64024) resolved by STUN server 64.69.76.21:3478 differs from the one [20¢
‘_'} - b7 18:39.46.421 [Chi50E003): Resolved SIP extenal IP:port has changed to [208.123.187.161:64024) on Transport 192.168.15.130:5060 n,
< * < >
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The Server Activity Log is fairly self explanatory. Note that the new events will not
show up in the log until you press Refresh. Another nice feature is the ability to copy
individual log entries using the standard Windows Ctrl + click convention to select
non-consecutive log entries, as shown previously which can then easily be saved

to a text file.

As verbose logging is CPU intensive, 3CX is set to Medium logging level, by default.
If you want more detailed logging, click on Settings | Advanced and then on the
Advanced tab, change the Logging level, as shown in the following screenshot. For
this to take effect, you will need to restart the 3CX Phone System service using the
Services status window.

Changes to logging level only take affect after the 3CX Phone System
I service is restarted.

{?Extsnsiun status \f Server Activity Log ‘ @Add Extension \‘@Add PSTH Gateway @ Add YOIP Provider Wizard Hg reate Qukbound Rule !@ Create DID

Advanced Settings
X
3C advanced settings such as conferencing and more

Sl Cooiio
= P 30 Phone System 2 Advanced | Wial codes | Exchange 2007 | Conterencing | Security | Custom Parameters | CDR Output |
& Ports/Trunks Status |

7 Extension Status her Pracessing

&7 System Extensions Status E164 numbers are numbers that conform to & standard farmat. Microsaft Outlook usually stores numbers as &164 numbers. |f your application store numbers in|
&7 Phores farmat, pou must pre-process these numbers by prepend a prefix and stipping the + sign.
\! Server Activity Log
& Services status County Code |<ss\ecl> Vl (2]
&/ Extensions Remave if same Country oe
% PSTH devices
& WOIP Froviders Intemational Dial Code | | e
& Inbound Fules Area Code || | @
3 B
gt Bridges Remove if same Area Code oe
& DutBound Rules . @
2 Digital Rreceptionist Wational Dial code | |
20 Ring Groups Add Prefix [ | @
4 Call Queves
=3 Settings Settings for Direct SIP Calls
@' Firewall Checker 30 Phone System can receive Direct SIP Calls [ userl @ mydomain.com ] as well as place Direct SIP calls to other domains. Requires DNS SRV records. m
7 Campary Phoneback at
32 Network. bt A v, 3o comsupportsip-dris-confiquration. il

s

& General Allow calls to extemal SIP LIRIs 0e

Ay acal amain 15
] Advanced Local SIP d 192.168.15.130 @

Logging level

[ activate License
¥ Phone Spstem updates Specify the lagging level for the system to use. A restart is required for the new logging settings to take place

4§ Provisioning Templates
% Links O Low 6

%4 Help _Q e @
o ) Verbose [used only for debugging purpuses]] 6

y
head

4 (= e

* The Verbose logging level will take high levels of CPU so enable it only
during your troubleshooting. Don't forget to set this back to medium or

™~ lower when you are done troubleshooting.
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3CX services: They all need to run

3CX uses "services" to run the software. A computer service is a program that runs
without anyone launching it. Internet Explorer and MS Word are NOT programs
that run as a "service", as you need to log on to the computer and double-click the
program to launch them for use.

These services will run all the time (as long as the computer is on, of course) without
anyone touching them. 3CX relies on 12 such services to operate its every feature.

In the left-hand window, click Services status, and you will see the
following screenshot:

Services status

P Stop EPRestart EPRestart Al

Service Name Status

0

3C¥ PhoneSystem Database Server Running
3CX Configuration Service Running
3CY¥ PhoneSystem Media Server Running
3CX PhoneSystem Digital Receptionist Running
3C¥ PhoneSystem Yoicemail Manager Running
3CX PhoneSystem Conference Room Running
3C¥ PhoneSystem Parking Orbit Running
3CY PhoneSystem SIP/RTP Tunneling Proxy Running
3CY PhoneSystem FAX Server Running
3C¥X Assistant Server Running
3CY PhoneSystem Call History Running

This screen shows you all the services that are installed and if they are running or
not. If you cannot make a conference call, make sure this screen shows you that the
Conference Room service is Running. On the top, you have controls to Start, Stop,
Restart (stop the service and then automatically start it), or Restart All.

If you are experiencing trouble with 3CX, restarting the services can usually fix the
problem. It's the same as rebooting the computer but faster, and it only restarts the
3CX programs.
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Monitoring

Another useful monitoring tool is Performance Monitor. If you open Performance
and add a counter, you will see 3CX PerfMon listed on the drop-down menu. There
you will see some great monitoring options. The number of calls completed (active,
successful, or failed), and totals of other items are all worth looking at on a regular
basis. Turning these on will take up some CPU time, so enable only the ones you
need or check it often to keep track of how your system is doing.

Performance Monitoring unfortunately does not appear to be a high
priority and has stopped working in some versions. Before you spend a
lot of time trying to read these, make sure they work in the version
you have.
See http://www.3cx.com/forums/performance-monitors-
11913 .html#p62702 for more information.

When you need support

The best place for free support is the Web.

Wiki.3cx.comis where you will find almost all of the support that you need.
Wiki.3cx.com/documentation has the documentation and FAQ available, and the
forums at www.3cx. com/forums are a great place with thousands of posts from all
over the world. The search tool in the forums is your friend. Still if you can't find the

help you need, post a question. You can usually get a response from someone within
a couple of hours.

YouTube is also a place to find videos from 3CX and Landis Computer. Videos are
updated often, so keep checking if you don't find what you are looking for.

Blogs we find helpful:

e 3CXblog: http://www.3cx.com//blog

e Worksighted blog: http://3cxblog.worksighted.com

e Deerfield blog: http://www.3cxblog.com

e Matt Landis' blog: http://www.windowspbx.blogspot .com
Classroom 3CX training is also available for those who like a more
structured class environment with live instructors and practice equipment

athttp://training.3cx.com. This is probably the best way to learn, besides
this book of course, if you have no experience in 3CX or VolIP/PBX systems.
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Maintenance and Troubleshooting

When your system is down and you want quick, knowledgeable support, you can
always pay for it. You can get support from a 3CX partner such as Landis Computer
athttp://www.landiscomputer.com, or TechNet Computing at http://www.
technetcomputing.com or directly from 3CX. They will give you support options
via remote access, e-mail, chat, and phone. Prices vary depending on the service
you'd like, but it might be worth paying for, if you get stuck. I recommend this
option for a business. 3CX recommends that you use a partner; usually the one you
buy 3CX from is the best place to start. Remote support can do wonders when you're
in a jam. Even if you want a remote installation, your reseller can help you with that
as well.

Summary

This chapter covered some important topics such as backing up, disaster recovery
options, and how to plan for failed phone lines.

We also covered support and monitoring options. Computers will crash, but
knowing how to avoid it and monitor it can lead to better uptimes and a higher
return on investments.

At some point, you will need support. You might have a new model router or
phone that you are having issues with, or you may want to ask someone about
recommendations for hardware. The forum, Wiki, FAQ, and resellers/partners
are all available for any situation.
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