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Preface

PowerShell is a powerful and flexible task automation platform and scripting language
from Microsoft. Many Microsoft applications, such as Windows Server, Microsoft
Exchange, and Microsoft SharePoint now ship with PowerShell cmdlets that can be used
for automated and streamlined integration. SQL Server database professionals can also
leverage PowerShell to simplify database tasks using built-in cmdlets, the improved
SQLPS module, the flexible SQL Server Management Objects (SMO), or by leveraging
any of the readily available .NET classes.

SQL Server 2014 with PowerShell V5 Cookbook, provides easy-to-follow, practical
examples for the busy database professional. There are over 150 recipes in this book, and
you’re guaranteed to find one that you can use right away!

You start off with basic topics to get you going with SQL Server and PowerShell scripts
and progress into more advanced topics to help you manage and administer your SQL
Server databases.

The first few chapters demonstrate how to work with SQL Server settings and objects,
including exploring objects, creating databases, configuring server settings, and
performing inventories. The book then dives deep into more administration topics such as
backup and restore, managing security, and configuring AlwaysOn. Additional
development and Business Intelligence (BI)-specific topics are also explored, including
how to work with SQL Server Integration Services (SSIS), SQL Server Reporting Services
(SSRS), and SQL Server Analysis Services (SSAS).

A short PowerShell primer is also provided as a supplement in the Appendix A, which the
database professional can use as a refresher or occasional reference material. Packed with
more than 150 practical, ready-to-use scripts, SQL Server 2014 with PowerShell V5
Cookbook will be your go-to reference in automating and managing SQL Server.



What this book covers

Chapter 1, Getting Started with SQL Server and PowerShell, provides an introduction on
how to work with SQL Server and PowerShell, including an introduction to SQL Server
Management Objects (SMO). This chapter provides a recipe to install SQL Server using
PowerShell and helps you explore and discover SQL Server-related objects and cmdlets.

Chapter 2, SQL Server and PowerShell Basic Tasks, provides scripts and snippets of code
that accomplish some basic SQL Server tasks using PowerShell. Tasks include listing SQL
Server instances, discovering SQL Server services, configuring SQL Server,
importing/exporting records in SQL Server, and creating objects such as tables, indexes,
stored procedures, and functions. Some recipes also teach you how to work with Azure
SQL Database.

Chapter 3, Basic Administration, explores how administrative tasks can be accomplished
in PowerShell. Some recipes deal with how to create SQL Server instances and database
inventories, how to check disk space, running processes, and SQL Server jobs. Other
recipes show you how to attach/detach/copy databases, add files to databases, and execute
a query to multiple SQL Server instances

Chapter 4, Security, focuses on how to work with SQL Server service accounts, manage
logins/users/permissions, and monitor login attempts and also how to work with database
roles, credentials, and proxies.

Chapter 5, Backup and Restore, teaches you what you already know about SQL Server
backup and restore procedures and shows you how these tasks can be done using
PowerShell. Many recipes use SQL Server-specific cmdlets, such as Backup-SqlDatabase
and Restore-SqglDatabase wherever possible, but also utilize SQL Server Management
Objects (SMO) to get more information on backup metadata. Some recipes also help you
tackle backup and restore to Azure BLOB storage.

Chapter 6, Advanced Administration, discusses some of the most advanced features of
SQL Server and how you can work with them in PowerShell. Recipes in this chapter
include how to work with LocalDB, database snapshots, Filestream, FileTable, Full-Text
Index, memory-optimized tables, security objects such as certificates, symmetric and
asymmetric keys, and setting up Transparent Data Encryption (TDE).

Chapter 7, Audit and Policies, focuses on how to work with SQL Server tracking and
auditing capabilities and SQL Server Policy Based Management (PBM). This chapter also
explores how to work with SQL Server Profiler trace files and events programmatically.

Chapter 8, High Availability with AlwaysOn, covers specific recipes that can help you
manage and automate SQL Server AlwaysOn, including how to install the failover cluster
feature, enabling AlwaysOn, creating AlwaysOn availability groups and listeners, and
testing the availability group failover.

Chapter 9, SQL Server Development, provides snippets and guidance on how you can
work with XML, XSL, JSON, binary data, files in FileTable, and CLR assemblies with
SQL Server and PowerShell.

Chapter 10, Business Intelligence, covers how PowerShell can help you automate and



manage any Bl-related tasks, including how to manage and execute SQL Server
Integration Services (SSIS) packages, list and download SQL Server Reporting Services
(SSRS) reports, and backup and restore SQL Server Analysis Services (SSAS) cubes.

Chapter 11, Helpful PowerShell Snippets, covers a variety of recipes that are not SQL
Server-specific, but you may find them useful when working with SQL Server and
PowerShell. Recipes include snippets for creating files that use timestamps, using Invoke-
Expression, compressing files, reading event logs, embedding C# code, extracting data
from a web service, and exporting a list of processes to CSV or XML.

Appendix A, PowerShell Primer, offers a brief primer on PowerShell fundamentals for the
SQL Server professional. This chapter includes sections on how to run PowerShell scripts,
understand PowerShell syntax, and convert scripts into functions to make them more
reusable.

Appendix B, Creating a SQL Server VM, provides a step-by-step tutorial on how to create
and configure the virtual machine that was used for this book.



What you need for this book

For the purpose of this book, the requirements are as follows:

e VMWare Workstation or Player (if you are going to build a virtual machine)
e Windows Server 2012 R2 Trial
e SQL Server 2014 Developer Edition

PowerShell V5 is bundled with Windows Management Framework (WMF) 5. WMF 5 is
supported by the following operating systems:

Windows Server 2012 R2
Windows 8.1 Pro

Windows 8.1 Enterprise
Windows Server 2012
Windows 7 SP1

Windows Server 2008 R2 SP1

WMF 5 requires .NET Framework 4.5.



Who this book is for

This book is written for SQL Server administrators and developers who want to leverage
PowerShell to work with SQL Server. A little bit of scripting background will be helpful
but not necessary.



Sections

In this book, you will find several headings that appear frequently (Getting ready, How to
do it, How it works, There’s more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as follows:



Getting ready

This section tells you what to expect in the recipe, and describes how to set up any
software or any preliminary settings required for the recipe.



How to do it...

This section contains the steps required to follow the recipe.



How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.



There’s more...

This section consists of additional information about the recipe in order to make the reader
more knowledgeable about the recipe.



See also

This section provides helpful links to other useful information for the recipe.



Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their
meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: “We can
include other contexts through the use of the include directive.”

A block of code is set as follows:

#set connection to mixed mode

#note that this authentication will fail if mixed mode
#is not enabled in SQL Server
$server.ConnectionContext.set_LoginSecure($false)

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

$server.Databases[“AdventureWorks2014”].Tables |
Get-Member -MemberType “Property” |
Where-0Object Definition -Like "*Smo*”

Any command-line input or output is written as follows:

(Get-Command -Module "*SQL*” -CommandType Cmdlet).Count

New terms and important words are shown in bold. Words that you see on the screen,
for example, in menus or dialog boxes, appear in the text like this: “Open up your
PowerShell console, PowerShell ISE, or your favorite PowerShell editor.”

Note

Warnings or important notes appear in a box like this.
Tip

Tips and tricks appear like this.



Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of.

To send us general feedback, simply e-mail <feedback@packtpub.com>, and mention the
book’s title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help
you to get the most from your purchase.



Downloading the example code

You can download the example code files from your account at http://www.packtpub.com
for all the Packt Publishing books you have purchased. If you purchased this book

elsewhere, you can visit http://www.packtpub.com/support and register to have the files e-
mailed directly to you.
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Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams
used in this book. The color images will help you better understand the changes in the
output. You can download this file from

https://www.packtpub.com/sites/default/files/downloads/3321EN_ColorImages.pdf.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you could report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the
details of your errata. Once your errata are verified, your submission will be accepted and
the errata will be uploaded to our website or added to any list of existing errata under the
Errata section of that title.

To view the previously submitted errata, go to

https://www.packtpub.com/books/content/support and enter the name of the book in the
search field. The required information will appear under the Errata section.
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Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at <copyright@packtpub.com> with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.
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Questions

If you have a problem with any aspect of this book, you can contact us at
<guestions@packtpub.com>, and we will do our best to address the problem.
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Chapter 1. Getting Started