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Preface

In today's world, every organization has at least one or two applications that run
their entire business.

Accessing these applications becomes mission-critical if the organizations want to
sustain their businesses. Any users to get their job done need access to these critical
applications.

Citrix XenApp with its FlexCast technology offers a flexible solution to mobilize
Windows applications with a highly secure delivery model.

As with a large number of applications nowadays, XenApp requires minimal
configuration and installation decisions and an experienced administrator can
configure an infrastructure in a matter of minutes or hours. Particularly because
installation is a simple process, it is troubleshooting that sometimes becomes
difficult. Troubleshooting is not a science, it's an art form; and behind every issue
there is a cause, so you must plan for the situation.

With this book, we will cover troubleshooting preparation, general processes,
and real-world examples to resolve any XenApp issue in a proper manner.

By the end of this book, you will have enough knowledge to maintain and optimize
your own Citrix XenApp environment.

What this book covers

Chapter 1, Basic Troubleshooting Methodology, covers understanding problems,
breaking down problems into their affected components, and finally, testing
problem:s.
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Chapter 2, Understanding the Citrix® Components, introduces you to the supportive
components that are part of the XenApp infrastructure. It will describe the process
of starting a published application and how each component comes into play.

Chapter 3, Troubleshooting XenApp® Issues, explains standard troubleshooting
processes and how to follow them to troubleshoot complex XenApp issues in a
mission-critical environment.

Chapter 4, Troubleshooting Other Issues, covers troubleshooting with provisioning
services, NetScaler Gateway, Citrix Storefront, and other infrastructure components.

Chapter 5, Monitoring and Optimizing, explains using Citrix Director, EdgeSight,
and NetScaler Insight Center to optimize XenApp infrastructure.

What you need for this book

The following are the supported Windows operating systems:

*  Microsoft Windows Server 2012 R2

*  Microsoft Windows Server 2012

*  Microsoft Windows Server 2008 R2 with Service Pack 1
*  Microsoft Windows 8.1

*  Microsoft Windows 8

*  Microsoft Windows 7 with Service Pack 1

The following are the databases that can be used:

* SQL Server 2014, Express, Standard, and Enterprise Editions

*  SQL Server 2012 SP1, Express, Standard, and Enterprise Editions

* SQL Server 2008 R2 SP2, Express, Standard, Enterprise, and Datacenter
Editions

The following are the frameworks that can be used:

* Microsoft NET Framework 4.5.1 (4.5.2 and 4.6 are also supported)

*  Microsoft .NET Framework 3.5 SP1 (Windows Server 2008 R2 and Windows
7 only)

e Visual J# 2.0 SE
e Microsoft Visual C++ 2005, 2008, 2010, and 2013 Runtimes

You will also need one hypervisor such as Citrix XenServer, Microsoft Hyper-V,
and VMware vSphere to create virtual machines.

[vil
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Who this book is for

This book is for Citrix Administrators or Citrix Engineers, who are currently managing
Citrix XenApp in the production environment and want to learn how to troubleshoot
XenApp issues in the shortest time without missing a beat. It is assumed that readers
have a basic understanding of XenApp components and how to implement and
manage the XenApp infrastructure.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"Delete the directory at C:\Program Files\Citrix\Receiver Storefront
Directory."

A block of code is set as follows:

ODBC

\\ DRIVER= {SQL Native Client} \\ UID=administrator
\\ Trusted Connection=Yes \\DATABASE =XA DS

\\ WSID=CTXXA02 \\ APP=Citrix IMA

\\ SERVER=CTXSQ02 \\ Failover Partner=CTXSQO1l

\\ Description=ds

Any command-line input or output is written as follows:

dsmaint config /user: ABCnetwork\administrator
/pwd:Passw0rdl0l /dsn:"C:\Program Files
(x86) \Citrix\Independent Management Architecture\mf20.dsn"

DSMAINT RECREATELHC
RESTART IMASERVICE

New terms and important words are shown in bold. Words that you see on the
screen, for example, in menus or dialog boxes, appear in the text like this: "Go to
the virtual machine properties in Virtual Device Node, free up the position 0:0."

[ vii ]
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% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it
helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things
to help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.
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Preface

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[ix]
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Basic Troubleshooting
Methodology

XenApp has grown into complex software with ever-expanding infrastructures in
place. Together with tight integrations with other systems, such as Remote Desktop
Services, Active Directory Domain Services, and other third-party authentication
services, troubleshooting XenApp has become more complicated.

This first chapter will cover basic troubleshooting methodologies, how to approach
troubleshooting complex issues, and what the full process entails —understanding
the problem, finding a fix or workaround, determining the root cause, and applying
corrective steps where applicable.

In this chapter, we will cover:

* Basic troubleshooting guidelines and methodologies
* Breaking down problems into affected components
* Resolution testing

* Root cause analysis and corrective actions

Troubleshooting 101

As with many software nowadays, XenApp requires minimal configuration
and installation decisions, and an experienced administrator can configure the
infrastructure in a matter of hours.

Particularly because the installation is a simple process, it is the troubleshooting
that sometimes becomes difficult.

[11]
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It is important to note that a solid grasp of XenApp components, interaction,
and workflow is needed before performing troubleshooting.

Most times troubleshooting can be easy, either the solution is straightforward,
perhaps because the administrator has experienced this problem in the past,
or a simple Internet search for the particular error message will yield a Citrix
knowledge-based article or blog post for that particular problem.

In all other cases, troubleshooting needs to be performed in an organized fashion so
the solution is reached in the shortest amount of time possible, since many times the
problem could involve downtime for a large number of users.

Although seemingly unimportant, one of the most important aspects of
troubleshooting is producing a comprehensible problem statement:

* How is the problem manifesting itself?
*  Who is facing the issue?
*  When did the issue start?

Without clear answers to these questions, an ambiguous problem can undermine
efforts for a solution.

Consider the fact that most of the time an issue is generally logged by a service
desk or call center (first line of support), who might escalate it to a desktop support
team (second line of support), and who will in turn escalate it to a Citrix team

(third line of support).

If any piece of information is misunderstood by the analyst logging the incident, this
in turn can be propagated to the Citrix team with the information being completely
irrelevant to the troubleshooting process or even incorrect.

Consider the following scenario: a user working in the finance department calls the
helpdesk and complains that an accounting application stopped working in Citrix.

The application was working fine last week. The help desk agent performs a series

of basic troubleshooting steps and escalates the problem to the next line of support
without requesting additional information.

Consider the following questions:

* How many users are affected? Has the application stopped working for
other users?
*  What is the expected behavior of the application?

* Are you in the same location as last week or a new office?

[2]
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* Is the application being used by a small or large number of users?
* Can the issue be reproduced on a different machine or in a different office?

While each question in itself might not directly lead to a solution, it can narrow
down the problem considerably.

For instance, a positive answer to the first question might indicate this is a server
or network issue as it affects multiple users.

A positive answer to the third question might indicate this is a network error; the
next logical step would be to check whether there are any networking restrictions
applied to subnets or IP addresses in the current location.

The fifth question is meant to check whether the issue is specific to a user, machine,
or location.

Breaking down problems

When troubleshooting difficult cases, after making sure you have understood the
problem (and that the information provided is correct and relevant), you must
ensure a systematic approach to problem solving.

One strategy that can be used is divide and conquer, where you break down a problem
into individual, easily solvable problems.

Considering the previous example where a user calls the helpdesk, one way of
breaking down the problem is testing each sub-system individually, for example:
* Are the Citrix servers online and healthy? Check the monitoring systems.

* Is the network link reliable? Run a continuous ping and check whether
websites load correctly.

* Is the problem easy to reproduce on any machine or does the problem follow
the user?

For instance, in the case of XenApp 7.5/7.6, the following components can be
considered:
* Server/desktop operating system machines and virtual delivery agents
* Delivery controller
* StoreFront
* Citrix receiver

* NetScaler Gateway

[31]
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Going back to our example, one or more components can be causing a problem. For
instance, there might be a problem with the Virtual Delivery Agent (VDA) on the
server/servers hosting the finance application. This prevents the controller from
being able to use the broker agent part of the VDA to communicate with the server.

Another possibility is that the issue is related to authentication. The StoreFront or
the NetScaler Gateway (if the user is outside the corporate network) might have
problems authenticating users to site resources.

It is important to quickly rule out as many components as possible. For instance,
we could quickly test if the Citrix web page is accessible internally (where only
the StoreFront component is used) and externally (where we might be reaching a
NetScaler Gateway first). If the webpage is accessible internally but not externally,
we would need to focus our attention on the NetScaler Gateway.

Alternatively, if, in both scenarios, the webpage does not load, we might focus our
attention on the actual servers and/or delivery controllers.

Let's take another example: several users complain that during the day, applications
published in XenApp start to become slow every morning.

The users mention that the slowness has been happening for some time, but it has
only started to impact them recently.

Consider the following questions:

* How long has the initial slowness been observed (several weeks or months)?

* Around what hour is the impact noticeable?

* How long is the impact —several hours or the entire day?

* How often does the problem occur —on a daily basis or only on specific days?
Answers to the these questions can be tremendously important when dealing with
performance-related issues. For example, it is important to establish whether the
performance is affected during specific hours/days (to help to isolate whether a

scheduled operation is causing the issue) and whether it is consistent (for example,
happens every day of the week or happens only on specific dates/days).

Further breaking down the problem could consist of:
* Determining whether there is any correlation between systems tasks

(antivirus, backup, web filtering, and so on) and the start of the slowness

* Determining whether the impacted application(s) can be tied to a group of
servers, users, or user locations

* Analyzing past monitoring data for any negative performance trends

[4]
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1
‘Q Use NetScaler Insight Center to collect information about traffic,

performance data, and session information for NetScaler Gateway.

Resolution testing

Before describing how resolution testing should be done by administrators when
troubleshooting a XenApp environment, there are two terms that need explaining.
In software development terms, resolution testing is known as the process of
retesting a bug once the development team has released a fix.

Regression testing is another methodology where test cases are re-executed for
previously successful test cases.

Both testing methods are an important part of testing a software solution, as sometimes
fixing one bug can cause regressions in other parts of the solution leading to new bugs.

Citrix administrators need to think in the same manner as testers do. Once

the problem has been understood and a fix has been identified, then the fix or
workaround can be applied. Once the fix is applied, the next step is to attempt to
reproduce the initial issue. If this is not successful, it would generally mean the initial
issue is resolved and most of the time that is the case.

However, besides testing for the initial issue, a Citrix administrator should also
perform a number of tests to ensure that the fix does not negatively affect the
XenApp infrastructure in another manner, for example, another application might
stop working.

Root cause analysis

Once the problem has been correctly understood, and a fix applied and tested,
the next step would be to determine the root cause and apply corrective actions
if needed.

The Root Cause Analysis and Corrective Actions (RCCA) is the final step in
troubleshooting a problem and involves determining the root cause of the issue and
outlining any suggestions and recommendations for actions that can be implemented
to prevent the reoccurrence of the underlying issue.

[51]
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Most of the problems encountered in the Citrix world can be grouped into
three categories:

* Performance issues, for example, applications are slow to start, the network
is unreliable, and so on

* Incorrect configuration, for example, XenApp is not properly configured
during the initial installation or a subsequent change

* Broken code leading to unexpected behavior from XenApp or underlying
components — these are trickiest to debug and probably the least encountered

Most root cause analysis reveal either a performance issue or an incorrect
configuration.

Where a root cause is deemed to be performance related, tackling them usually
requires improvements in the infrastructure — bigger bandwidth, more servers,
faster disks, and so on. The real challenge is determining how much to scale the
infrastructure so that performance falls back within acceptable parameters without
spending a large amount of money.

Preventive steps for these types of problems could be:

* Ensuring a capacity management process is in place

* Monitoring Citrix infrastructure for active usage

* Creating an easily scalable Citrix architecture
Incorrect configurations are usually self-evident; for example, if an administrator
performs a change that negatively affects the Citrix infrastructure, again usually almost
immediately. The root cause analysis, therefore, focuses on the following questions:

* Has the change management process been followed?

* Have the risks been properly established and highlighted?

* Have actions been considered to minimize the risks?

* Is there a backup plan in place in case a rollback is needed?

* What is the impact of a failed change and how will it affect users or

production environments?

Changes where the risks have been appropriately highlighted ("Changing X setting
has the risk of bringing down the Citrix site for 15 minutes"), where the change is
performed out of hours (minimizing risks) and has a proper rollback plan in place
are perfectly acceptable.
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Most changes have the potential of causing downtime, but if the proper change
management process is followed, the risks are minimized and the potential
outage reduced.

Preventive steps for this type of problems could be:

* Ensuring the risks have been correctly identified and presented
to the business

* Ensuring steps to minimize the risks have been identified

* Ensuring there is a clear backup plan in place

Finally, during troubleshooting, a number of changes might need to be done before
the final fix is found. It is, therefore, a good idea to keep a track of these changes
while the troubleshooting process is actively ongoing.

Once the correct fix has been identified, a retroactive change request should be
logged in the IT system. Although, in this instance, the change hasn't followed the
standard change management approval process, it is still useful to have changes
logged in the system in case they need to be looked up in the future as part of
troubleshooting previous changes.

Summary

In this chapter, we covered the basic methodologies of troubleshooting. We've
described troubleshooting as first understanding the problem, breaking down the
problem into its affected components, and finally, testing. The problems are solved
once the fix or workaround is identified.

We highlighted the fact that sometimes, problems can be traced back to scheduled
changes in the infrastructure, and that keeping track of changes is important as it can
help in identifying the problem and mitigating or resolving it.

Finally, we discussed the root cause analysis, the process of determining the root
cause of the issue (not just the fix/workaround) and preventive steps to minimize
the reoccurrence of the issue.

In the next chapter, we will cover the Citrix XenApp/XenDesktop components,
identifying and describing each one briefly. We will then talk about how the
components interact and which communication channels are used during the
interaction.
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Understanding the Citrix®
Components

In this chapter, you will understand the individual components and interactions
required for a successful XenApp environment, which will aid in troubleshooting
and finding the source of issues.

The following topics will be covered in this chapter:

* Identifying components and roles
* Understanding components and how they interact

¢ Communication channels

Identifying components and roles

As of XenApp 7.5/7.6, there are several components we need to take into consideration
when troubleshooting issues. Citrix administrators who have worked with previous
versions of XenApp will find that some of the components have changed significantly
after XenApp was moved to the FlexCast Management Architecture (FMA). With

the older Independent Management Architecture (IMA) being dropped in favor of
FlexCast, some of the core concepts have changed; farms are now called delivery sites,
delivery controllers have replaced zone and data collectors, and worker groups have
been replaced by session machine catalogs and delivery groups. The Citrix data store,
which previously would use Microsoft Access database, is now a proper Microsoft
SQL Server database.

[o]
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We will discuss the following components of a XenApp site:

e Database

* Delivery controller

* License server

* Studio

* Virtual delivery agent
* Hypervisor

* StoreFront

* Receiver

* NetScaler Gateway

The database component

A major rewrite of the database component was performed as part of the switch to
the FlexCast Management Architecture. Should the database become unresponsive,
existing user sessions are maintained; however, no new connections will be possible.

The new feature called connection leasing was introduced by Citrix in XenApp 7.6.
It allows users to connect and reconnect to applications used in the past (the default
is 2 weeks and is configurable) even if the database server is down. This works by
allowing the delivery controller to cache user connections and allows them to be
replayed to the StoreFront in case the database is down.

Although these features allow users to continue working while the site database is
down, Citrix recommends implementing fault tolerance by using SQL mirroring,
clustering, or SQL AlwaysOn availability groups.

Further information can be found at http://support.citrix.com/proddocs/
topic/xenapp-xendesktop-76/xad-connection-leasing.html.

When implementing XenApp, it is also important to use a Microsoft SQL Server
version that is actively supported by Citrix to prevent potential compatibility or
performance issues. This is especially important if a support case is opened with
Citrix.

Citrix maintains a list of supported databases at http://support.citrix.com/
article/CTX114501.

Information regarding high availability can be found at http://support.citrix.
com/proddocs/topic/xenapp-xendesktop-76/xad-plan-high-availability.
html.
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The delivery controller

The delivery controller is likely the most vital part of XenApp since it is responsible
for brokering by distributing desktops and applications and also manages the user
access.

The delivery controller sits in the middle of the infrastructure and communicates
with the site database, the virtual delivery agents installed on physical or virtual
machines, StoreFront (or web interface), and also with Citrix Studio and Director.

Additionally, the delivery controller communicates with the underlying hypervisors
for tasks such as machine creation and provisioning, administration, and others.

The delivery controller relies on a number of services to function, with the most
important being;:

* Broker service: As the name suggests, the broker service is responsible for
creating new sessions but is also used during the resource enumeration
phase and when the secure ticket authority is used

* Machine creation services and host service: These are used by XenDesktop
to talk to the underlying virtual infrastructure (XenServer, VMware, and
Hyper-V) during virtual machine provisioning

* AD identity service: This is used by XenDesktop to manage active directory
computer accounts

* Configuration Logging service: This is used to log administrator activity
and can be very useful when performing troubleshooting or for compliance

* Configuration service: This stores the configuration of the Citrix service
* StoreFront service: This is used to manage the StoreFront deployment

*  Monitor service: This is used to monitor the FlexCast Management
Architecture (FMA)

* Delegated Administration service: This is used to manage and configure
delegated administration permissions

In XenApp 7.6, all delivery controllers are regarded as active-active, and as such,
should a delivery controller go offline, others will be used by users. This approach
is different in the previous versions of XenApp. In XenApp 6.5 and previous
versions, one server would get elected as a zone data collector and be responsible
for orchestration. In the event the server goes down, the other servers would elect
another zone data collector among themselves. This process is now obsolete in
versions 7.5 and later where all delivery controllers are considered active.
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The license server

Every XenApp infrastructure has at least one license server and Citrix does not
recommend deploying more than one server.

The license server is usually never a single point of failure as XenApp farms will
continue running for 30 days even if the license server is down, but there are a
few instances when troubleshooting the licensing server can become important.
Migrating from major versions of XenApp sometimes causes issues with the
licensing server, which we will discuss in a further chapter.

Studio

The XenApp Studio is the main console used for administration and is used by both
XenApp and XenDesktop. StoreFront can be partly administrated from the Studio
console as well but comes with its own management console.

The XenApp Studio console can be used to manage both on-premises and cloud
infrastructures.

The Virtual Delivery Agent (VDA)

The Virtual Delivery Agent (VDA) is a component installed on any server
(physical or virtual, desktop or server OS) and manages the session connection
between the user and published resources.

The delivery controller listens for the virtual delivery agents to register with the
controller. The VDA is also responsible for handling ICA /HDX connections and
applying session policies to virtual desktops.

Hypervisor

XenDesktop provides two provisioning mechanisms —Machine Creation Services
(MCS) and Provisioning Services (PVS).

As part of Machine creation services, XenDesktop supports XenServer, VMware ESX,
and Microsoft Hyper-V.

At the time of writing, the following virtualization platforms are supported:

e XenServer 6.1, 6.2 SP1, and 6.5
* VMware vSphere 5 and later
* Hyper-V
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e Amazon Web Services
¢ (Citrix CloudPlatform

o Citrix technical support has engineers with experience in
~ troubleshooting the preceding virtualization solutions; however, they
Q can only provide limited assistance when dealing with unsupported
versions of these virtualization platforms.

See http://support.citrix.com/article/CTX131239 for an updated list of
supported platforms.

When used in combination with XenServer, XenApp communicates using the
XenServer Management API commonly referred to as XenAPI. XenAPI is an open
source software and uses an XML-RPC based format allowing programmatic access
to XenServer.

Read more about the XenServer 6.5.0 Management API Guide at http://support.
citrix.com/article/CTX141506.

If used with VMware's ESXi, XenDesktop/XenApp requires VMware vSphere
5 or later and uses the VMware vSphere Web Services SDK for integration and
communicates on port 80/443.

Machine Creation Services integrates with Hyper-V by leveraging System Center
Virtual Machine Manager 2012 or later.

StoreFront™

Citrix StoreFront is the successor to web interface with Citrix recommending all
new deployments to be designed around StoreFront, although web interface is still
supported until August 2016.

Citrix StoreFront is an enterprise application store that allows the IT department to
provide personalized applications and desktops to users across multiple sites and
farms. StoreFront simplifies management and benefits from the latest improvements
in enterprise security while allowing administrators to maintain and enforce their
security policies.

The StoreFront is one of the two authentication solutions that can be used with
XenApp/XenDesktop. The StoreFront talks to both the delivery controller and
the Receiver.

The StoreFront is responsible for enumerating the applications or desktops published
for a user by communicating with the delivery controller.

[13]
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StoreFront allows users to mark applications as favorites and is also responsible for
generating the launch file (the . ica extension).

StoreFront communicates with the Delivery controllers on ports 80 and 443 and
queries the SQL Server database (port 1433) for user subscription information.

For very large infrastructures, a special consideration needs to be taken: all the
StoreFront servers in a group must reside within the same domain as per the
Citrix design document (http://support.citrix.com/proddocs/topic/dws-
storefront-25/dws-plan.html).

Receiver™

Citrix Receiver is the component installed on the user device. The receiver will
communicate either directly or indirectly with the StoreFront or NetScaler servers
and with servers running the virtual delivery agents.

A distinct component called Receiver for HTML5 provides access to desktops and
applications in the same manner as Citrix Receiver but does not require a client-side
installation. Instead, it uses the StoreFront API together with an HTML5 capable
browser to achieve the same effect.

A receiver for HTMLS5 is supported on the latest versions of the major browsers:
Internet Explorer (IE10 and IE11), Safari (6 and 7), Google Chrome (36 or later), and
Mozilla Firefox (31 or later). Additionally, Receiver for HTML5 requires StoreFront
version 2.5 or later and will not work with web interface.

Citrix Receiver communicates with the StoreFront component and alternatively with
the NetScaler Gateway on ports 80/443.

In addition, there are a number of thin clients that come with Citrix Receiver
preinstalled.

Learn more and browse Citrix-compatible products at https://citrixready.
citrix.com/.

NetScaler Gateway™

The NetScaler Gateway is the solution provided by Citrix for secure external access.
Initially developed by NetScaler, a company which Citrix later acquired, NetScaler
Gateway has replaced Citrix Secure Gateway as the recommended method of
securing external access.
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NetScaler Gateway comes either as a hardware appliance (NetScaler Gateway MPX
and NetScaler Gateway 9010 FIPS editions) or a software appliance NetScaler Gateway
VPX. Depending on the number of remote users that the NetScaler Gateway needs to
cater to, you would choose either the software or hardware appliance.

As any kind of external access would require passing through the NetScaler
Gateway, Citrix recommends deploying NetScaler Gateways in pairs of two, to
provide for high availability and load balancing.

The NetScaler Gateway component interacts with a number of other components:

* Active Directory for authentication purposes (which uses port 389 or 636)

* Virtual delivery agent to grant access to applications and desktops (ICA/
HDX protocols and ports 1494 and 2598)

* Delivery controllers to parse application and desktop requests (ports 80,
8080, and 443)

Component interaction

To understand how the different XenApp/XenDesktop components interact, it is
important to first understand the XenDesktop FlexCast Management Architecture
(FMA) and the easiest way to do this is to highlight the main steps taken when
starting a published application or desktop.

The following steps assume XenDesktop 7.5/7.6 is used together with Citrix
StoreFront and/or NetScaler Gateway. The scenario where web interface is used
instead of StoreFront is not taken into account:

1. The user initiates the connection using Citrix Receiver or a browser; ports
80 or 443 are used for the communication. The connection is made to the
StoreFront or to the NetScaler Gateway if the user is external.

If the user is authenticating against a NetScaler Gateway (an external user),
then the NetScaler validates the user against Active Directory using port
389 and forwards the validated user credentials to the Citrix StoreFront on
port 443.

2. StoreFront will authenticate the user by connecting to a domain controller
on port 389.

Once the user is successfully authenticated, StoreFront next checks the
data store for any subscriptions by the user and subsequently stores them
in memory.
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3. StoreFront forwards the user credentials to the delivery controller using ports
80/443.

4. The delivery controller validates the credentials against Active Directory
(port 389).

Note there is a difference between user authentication, authenticating
% a user, and user validation, which is the process of determining the
ad resources assigned to a user.

5. The XenApp delivery controller queries the SQL database for the available
resources once the validation process has finished. By default, the SQL
database listens on port 1433.

6. The delivery controller sends StoreFront information regarding the available
resources. StoreFront populates the user's session with the available
resources.

In the case of an external user, the list of resources is passed through the
NetScaler Gateway.

7. A user selects a published resource in the browser or Citrix Receiver.
The request is sent to the StoreFront on port 80/443 and through the
NetScaler Gateway in the case of a remote user.

8. StoreFront receives the request and forwards it to the delivery controller on
port 80/443.

9. The delivery controller queries the SQL database to establish the host,
which will carry out the request.

10. The delivery controller sends the connection information to StoreFront.
StoreFront creates the .ica launch file and sends it to the user.

In case of a remote user, StoreFront will contact a Secure Ticket Authority
(STA) and request a ticket. The STA is hosted on the delivery controllers and
will generate a unique ticket for the user, valid for 100 seconds.

The information in the ticket contains the requested resource, server address,
and port number.

Similar to the previous steps, in case of a remote user, the launch file
(containing the above ticket information) is sent to the user through the
NetScaler Gateway.
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11. Citrix Receiver opens the launch file and connects to the resource using ports
1494 or 2598.

When a remote user launches the file, it connects to the NetScaler Gateway
on port 443. The NetScaler Gateway will validate the ticket against the STA
(delivery controller) on port 443.

Finally, NetScaler Gateway initiates a connection on behalf of the user to the
resource (port 1494/2598).

12. In any XenApp/XenDesktop implementation, there are two typical scenarios
where it is important to understand the components being used and how
they interact:

°  XenApp/ XenDesktop for internal access
°  XenApp/ XenDesktop for external access

XenApp®/XenDesktop® internal access
scenario

This is the simplest scenario and assumes a user is attempting to start a published
application in a XenApp 7.5/7.6 farm:

User devices StoreFront Delivery Controller VDA

Database

Firewall
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In this type of deployment, the following components are used: Citrix Receiver,
StoreFront, XenApp delivery controllers, and virtual delivery agent.

The scenario and component interaction is exactly the same regardless of whether
a user is accessing published applications or hosted desktops.

Internal access component interaction

In this scenario, the user device (either an HTML5 capable browser or Citrix
Receiver) communicates with the StoreFront component on ports 80/443 and
then directly with the virtual delivery agent once the launch file is opened.

StoreFront in turn communicates with the delivery controller(s) who query the
Microsoft SQL database:

User device StoreFront Delivery Controller
TLS Port 443 TLS Port 443 XM_L
Web StoreFront Service
Browser MS SQL
Secure
S R Ticket
Authority
VDA
Citric S
Receiver \ /
ICA
TLS Port 443
- °
Key
R Root certificate
S Server certificate

XenApp®/XenDesktop® remote access
scenario

In the second scenario, the user is now external and will access the resources through
a NetScaler Gateway, the components being used are otherwise the same:
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User devices

NetScaler Gateway

StoreFront

TTTT T

[T T T 1]

[ L 1 ] [T T T
Firewall Firewall

Delivery Controller

Database

External access component interaction

In this scenario, the NetScaler Gateway is used to route all traffic between the client
and the backend XenApp infrastructure. NetScaler Gateway will secure all traffic
between the user devices and hosted desktops/applications using the Transport

Layer Security (TLS) encryption protocol:

NetScaler Gateway

<ﬁ»

User device
TLS Port 443
Web
Browser
Citrix
Receiver
TLS Port 443
S R

NetScaler
Gateway

StoreFront

Delivery Controller

Port 443 TLS Port 443 XM.L
StoreFront Service
LS Port 443 MS SQL
Secure
Ticket
Authority
TLS Port 443 VDA
S
TLS Port 443 ICA
S

Key

@ Root certificate

Server certificate
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Communication channels

While XenDesktop/XenApp uses a large number of ports to communicate between
components, the most common ones are:

* Ports 80/443 used by Receiver to connect to StoreFront

* Port 1494 when the ICA /HDX protocol starts

* Port 2598 for Session reliability (if enabled)

* Ports 80/8080/443 for the XML service and 2513 for the Citrix Management

console

The following table illustrates the complete list of ports used by XenApp/

XenDesktop 7.5 and later:
Source Description Type Port (s) Details
User (External) Internal Network TCP 443
NS Gateway through
User (Internal) StoreFront TCP 80/443 Connecting to the Store
or Receiver for the
website hosted on the
StoreFront server.
Delivery Controller Active Directory TCP 389/636
Delivery Controller | Microsoft SQL Server | TCP 1433
Delivery Controller Citrix License Server | TCP 2700/7279
Delivery Controller | XenServer TCP 80/443
Delivery Controller Microsoft SCVMM TCP 8100 Communication
Server with the Hyper-V
infrastructure
Delivery Controller | VDA TCP 80/443 The WorkstationAgent.
exe process
communicates with
Controller
NetScaler Gateway StoreFront TCP 80/443
NetScaler Gateway LDAP Server TCP/ 389/636 389: Used for the
ubDr LDAP connection
(Active Directory
Domain Controller) 636: Used for an LDAP
SSL connection
NetScaler Gateway Radius Server TCP/ 1645/1812 RADIUS connection
uDP
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Source

Description

Type Port (s)

Details

NetScaler Gateway

VDA

TCP/
UDP

1494/2598

1494: Access to
applications and
desktops by means of
standard ICA/HDX

2598: Session
Reliability enabled

NetScaler Gateway

Delivery Controller

TCP 80/8080,/443

Application/Desktop
request through XML
service

NetScaler Gateway

Secure Ticket
Authority

TCP 80/8080,/443

STA embedded into
XML service

Provisioning
Services

Citrix License Server

TCP 27000/7279

27000: Handles initial
point of contact for
license requests
(Lmadmin.exe)

7279: Handles the
check-in/check-out of
licenses

Provisioning
Services

Microsoft SQL Server

TCP 1433

Provisioning
Services

Domain Controller

TCP 389/636

Communication with
Active Directory
services

StoreFront

Domain Controller

TCP/ 389,88/ 464

UPD

389: LDAP connection
to query user-friendly
names and e-mail
address

StoreFront

Microsoft SQL Server

88: Native Windows
authentication protocol
to validate domain
user credentials

StoreFront

StoreFront Server

464: Native Windows
authentication
protocol to allow users
to change expired
passwords

StoreFront

Delivery Controller

TCP 1433

Only StoreFront 1.2
and earlier. Used to
connect StoreFront
and SQL server to
read/write application
information to the
subscription database.
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Source

Description

Type

Port (s)

Details

VDA

Delivery Controller

TCP

Random

Only StoreFront 2.0
and later. Used for
peer-to-peer services
(credential wallet,
subscriptions store).
Service uses MS .Net
NetPeerTcpBinding
that negotiates
random ports on
each server between
peers. Only used for
communication within
the cluster.

VDA

Provisioning Server

TCP

80/443

For application and
desktop requests

XenApp

XenApp

TCP

3268

Communication
between VDA and
Microsoft Global
Catalog used during
the registration
process.

XenApp

Microsoft SQL Server
DNS

TCP

6910-6930

XenServer

Service

TCP

2512

Worker to Controller
and Controller

to Controller
communication

XenServer

Domain Controller

TCP

1433/1434

1434: Required for
named instance
connections; uses UDP

TCP/
UDP

53

TCP

389/636

389: User
authentication when
using AD integration
(LDAP)

636: LDAP over SSL
(LDAPS)

A complete list of ports can be found on http://support.citrix.com/article/

CTX101810.
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Summary

In this chapter, we identified the components that are part of the XenDesktop/
XenApp infrastructure and briefly discussed the role of each component in a site
deployment and how they interact with each other.

To better understand where each component is used, we described the process of
starting a published application and how each component comes into play.

We discussed the two main scenarios —accessing resources in an internal network
and accessing resources externally using NetScaler Gateway.

We mentioned the communication channels (protocols and ports) used by the main
components such as Receiver, the ICA/HDX protocols, and we provided the full list
of ports and protocols used by the XenDesktop/XenApp services.

In the next chapter, we will discuss specific issues around XenApp/XenDesktop and
StoreFront and learn how to identify and resolve them.
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Issues

In this chapter, we will see how to identify and troubleshoot the real life XenApp
and its component-related issues.

We will cover the following topics in this chapter:

* Preparation for troubleshooting
* The troubleshooting processes
* Examples of common XenApp issues

* Troubleshooting tips for known issues

Preparation for troubleshooting

As troubleshooting is not a science, it's an art form, and behind every issue there is
a cause so you must prepare a plan for the situation. Our action is most important
whenever we start looking to resolve any technical issues.

Let's assume some user has reported a performance issue with a particular application
that is published through Citrix XenApp 6.5. Now, in this situation, there will be two
possibilities: one is that you are already aware of such issues (if it is, then you will get it
solved quickly) and the second possibility is that it is the first time you are facing such
an issue in your career.

Now, here you as a Citrix administrator start troubleshooting on a reported issue.
But before starting troubleshooting on any new problem, we should follow some
troubleshooting processes to get a quick resolution of the reported issue.
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Troubleshooting processes

Let's have a look at the troubleshooting processes we should follow before starting
XenApp troubleshooting:

Gather proper information

Identify the issue

Try some quick fixes

Use appropriate diagnostic steps

Perform a quick search on the Internet

Use additional resources to research the issue

Escalate the issue if required

Gathering proper information

Once the user reports the issue, the Citrix administrator should gather appropriate
information about the problem. While gathering information, we should consider
the questions listed here. The following questions and their answers will make the
troubleshooting task easier:

What are the details of your Citrix XenApp environment?

The version and edition of XenApp, farm size, type of data store, operating
system, service packs, Hotfixes, network architecture, access gateway or
NetScaler details.

What is the exact issue?

This specifies what is happening and what should happen.

When did it start? What caused this issue?

For example, this issue happened in a peak hour or all of sudden.

What are the steps to reproduce this issue?

Do you know the steps to reproduce the issue? If yes, then what are these
steps? If not, why?

Who is affected by this issue?

A single user, a group of users, or all users including administrators.

Which type of client is in use?

Citrix Receiver or Online Plug-in version.
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* Does this issue affect a single server or all servers?

It might be a farm server issue, license server, or web interface server,
for example.

* Do you get an error prompt or an event in the event log?

The exact error messages or event log entries will make researching
the problem easier.

* Can you reproduce this issue using an RDP session?

You must try this out for better identification of any application and VDI
related issues.

*  What troubleshooting steps have you taken to reproduce the same issue?

You must note what steps you have followed while troubleshooting these
issues, as all this information will be required if escalating these issues to
Citrix Technical Support teams.

The Citrix Consulting team keeps us continuously updated on
how to troubleshoot Citrix issues they have identified in their tech-

support practices (http://support.citrix.com/pages/

troubleshooting/). Here, we will find multiple troubleshooting
guides and technotes published by Citrix Support teams.

Identifying the issue

For every technical problem, we have to select the appropriate action to identify it
and investigate thoroughly the indications of that problem and its possible location.

Sometimes, the error message itself can give us a clear indication of where exactly
the problem occurred and its root cause.
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Let's see the following example illustrating errors encountered while installing
XenApp components:

=10l x|

im Citrix XenApp Server Configuration

b,
L ]
CITRIX' XenApp Server Configuration

Configuring server

{' Saving configuration settings...

{j Creating Citrix data store...

I Initializing Citrix data store...
Starting Citrix IMA Services...
Registering Citrix Administrators...

Configuring Commands Remoting Service...

Results:
Initializing the Citrix data store failed.

Check the Windows Event Log for warning or error messages that may provide details on this error and how this
issue may be resohved.

v

'.g.' Server configuration failed. Click Finish to close, or Back to change settings and try again. View Log

< Back | Finish | Cancel |

In the preceding error screenshot, the error reads Initializing the Citrix data
store failed.

It clearly indicates that we should have a look at the farm name, database name,
or authentication for the appropriate SQL instance.

-

& Sometimes, in similar scenarios, preinstalled Hotfixes
L= might cause other issues.
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Trying some quick fixes
Ok, we have identified the issue. Now what next? Is there any tool available for
quick fixes for small issues?

Yes, there is.... Let's have a look at some Citrix tools that can be used for quick fixes:

* Citrix Scout: This can be run from a Citrix XenApp server to capture traces
and data of selected end user systems. It can securely upload to Citrix
TaaS servers to allow the Citrix Technical Support team to troubleshoot if
needed. Citrix Scout is available at http://support.citrix.com/article/
CTX130147.

* XDPing Tool: This is commonly known as the XenDesktop Ping tool, it can
be used to check the configuration issues in a XenDesktop environment.
XDPing tool is available at http://support.citrix.com/article/
CTX123278.

* Print Detective: This is a utility to collect printer-related information
for troubleshooting print driver issues. We can use this tool to delete
specified print drivers on the XenApp server. Print Detective is available
at http://support.citrix.com/article/CTX116474.

* HDX Monitor: This is a tool to identify, diagnose, and monitor Citrix HDX
components. The HDX Monitor tool is available at http://support.
citrix.com/article/CTX135817.

* MedEvac 2.5: This can be used to check the following components of a Citrix
XenApp farm:

° XML Service health
°  Verify the data collector health
°  The least-loaded server health

o

The Medevac tool is available at http://support.citrix.com/
article/CTX107935

Using appropriate diagnostic steps

Every IT professional knows that issues occur. When issues occur, support personnel
require traces and configuration information to identify the exact root cause of the
reported issue. Using a common diagnostic tool consumes much time that is not
always affordable for operations.

The Citrix Diagnostics Toolkit is a platform that comes with a collection of tools and
automation options in an easy to use and organized format that closely resembles the
look and feel of standard Windows applications, even though each tool is actually a
separate application.

[29]
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It has easy to use menus and shortcuts that allow you to quickly and successfully
configure data collections and integrate with the other third-party tools for more
robust debugging sessions.

The Citrix Diagnostics Toolkit is available at http://support.citrix.com/
article/CTX135075.

There is another diagnostic tool for load balancing: the LBDiag— XenApp Load
Balancing Diagnostic Tool.

LBDiag is a utility for diagnosing load balancing in XenApp 6 and later. LBDiag
is available at http://support.citrix.com/article/CTX124446.

Performing a quick search on the Internet

After identifying the problem, if we don't know the solution, then we start searching
it on the Internet. Now, at this moment, we should be clear about what we are
looking for and where we will get our answers.

If we start our search in the wrong window, then the entire effort will be meaningless
and that will directly impact our ability to solve that issue.

So, being a Citrix Administrator, we should know some web links where we can find
an answer for the reported issue.

Let's take a look at some useful web links:

* Citrix Support: http://support.citrix.com/
e (Citrix Products: https://www.citrix.com/products.html
e (itrix Product Documentation: http://docs.citrix.com/

» Citrix Blogs: http://blogs.citrix.com/

Using some additional methods to resolve
the issue

Along with the Citrix technical support website, there are a lot of bloggers who have
contributed to Citrix solutions for a long time. Such technical blogs can also help us
to find the right solution for our problems.

There are also many discussion forums available on the Internet where Citrix
Administrators, Citrix Engineers, Architects, and Citrix Technology Professionals
share their experiences with others.
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The CTP Awardees are available at https://www.citrix.com/community/ctp/
awardees.html.

All of the awardees are continuously contributing their skills and research in desktop
and application virtualization via their professional websites or by contributing to
the Citrix community forums.

Following such blogs will help us to develop our troubleshooting and problem-
solving skills.

Escalating the issue if required

After many attempts, you have finally decided to escalate the problem to the Citrix
support team; before escalation, confirm whether this ends your involvement in this
troubleshooting because escalating any issue is not the same as solving that issue.

You have to consider how long it will take the Citrix tech support team to solve the
issue and how urgent the issue is to them. The Citrix support team will follow the
same troubleshooting processes that we have already performed, as every issue get
escalated level by level only.

If you are not able to solve the problem and a quick solution becomes time critical,
then you need to come up with a workaround as a backup plan if the Citrix support
team isn't able to address the issue in a timely manner. A temporary fix simplifies
the problems experienced by the user, even if it does not address the root cause of
the problem.

Examples of XenApp® issues

Now, we are well aware about what information we should collect before we
begin troubleshooting XenApp issues. As per the best practices, all XenApp issues
come under some categories, a node where we faced issues, and these categories
are listed as:

e (Citrix installation issues:

o

XenApp installation issues
°  Storefront installation issues
* XenApp component issues:

o

IMA service failures

o

ICA session connectivity problems

o

Data store corruption
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* Profile issues:

°  Windows user profile errors

°  Folder redirection

°  Group policy and registry problems
* Printing issues:

°  Citrix Print Driver/Policy Failures

°  Citrix Print Manager service crashes

Let's have some real-life examples of XenApp issues.

Citrix installation issues

Often, while installing Citrix XenApp roles such as XenApp Server Role, License
Server, and Web Interface Server, we face various installation failures. Let's take
alook at a few examples.

Scenario 1 — XenApp® installation fails

You are a Citrix Administrator installing Citrix XenApp 6.5 on a freshly installed
Windows Server running 2008 R2. After a couple of steps, you get an error prompt
XenApp Failed, as shown in the following screenshot:

i Citrix XenApp Server Roles ]

[ ]
CITR!X XenApp Server Roles

XenApp server roles did not install

An error occured while installing Xentpp Advanced Edition.

I ¥enApp failed.
P ¥enApp Server failed.
O ¥enApp Management was skipped.

O Windows Desktop Experience Integration was skipped.
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Troubleshooting
Let's begin the troubleshooting with the following steps:

1. Check whether there are any additional roles installed on Windows Server.
Remove all server roles as the XenApp installer will install required server
roles itself as part of the installation process.

Restart the VM and try again.
Check Distributed Transaction Coordinator and Com+ System Application
Service state. We will see that it is running as expected.

4. Check whether any antivirus is enabled.

Resolution

Let's remove all XenApp components including all Microsoft Visual C++
redistributables from the Windows server. Remove the server from the domain and
add it to a workgroup. Now try to install XenApp 6.5 and it should resolve the issue.

Conclusion

Sometimes, we prefer to use a local administrator account to ensure a smooth
installation of the XenApp 6.5 version.

Citrix has overcome this issue in the Citrix XenApp
= 6.5 Feature Pack 3.

Scenario 2 - StoreFront™ installation fails

An administrator supports a XenApp 5.0 farm consisting of 10 servers. The servers
are physical and fitted with the same hardware. Users are connected to the server
through published desktops. Now, the business team has a new requirement that
they should be able to access these published desktops along with XenMobile
applications, which are separately implemented.
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To get this task accomplished, you as an administrator have decided to install a
separate Storefront. But somehow, the installation failed as shown in the following
screenshot:

Create Store

StoreFront o Unable to Create Service

An error occured while creating the service,

Review the event log and try again.

View log in Event Viewer

&y

Troubleshooting
Let's begin the troubleshooting with the following steps:
1. Try uninstalling and reinstalling Storefront 2.5. However, you will notice
that the issue still persists.
Try rebooting the server, but then you will notice the same error.
Check the firewall. If it is disabled, enable the firewall and try to reinstall.

Delete the directory at C: \Program Files\Citrix\Receiver Storefront
Directory.

5. Install the full profile of .NET Framework 4.0.

Reboot the server and try again. However, the same issue arises.

Resolution

Finally, we decided to remove the entire server role and its components including
IIS. After reboot, install only the IIS role and try to install Storefront again. It works!
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Conclusion

While installing StoreFront, take a look at the following path if you run into any
problems: C:\inetpub\wwwroot\\Citrix\<storenames.

The XenApp® component issues

There are many XenApp components that fail in the live production environment.
Let's take a look at these examples.

The IMA service failure
This is a well-known issue of Citrix XenApp faced by every Citrix Administrator
and Engineer in their career. In many stages, we have all faced IMA failure issues
in a XenApp environment. For example:

* The IMA service fails to start at the initial configuration of XenApp 6.5

* Sometimes, IMA fails due to some changes by a XenApp Administrator

* Sometimes, the IMA service suddenly stops

Scenario
When starting IMA, the following error appears:

. Windows could not start the Citrix Independent Management
! % Architecture on Local Computer. For more information, review the
" System Event Log. If this is @ non-Microsoft service, contact the
service vendor, and refer to service-spedific error code
-2144534515,
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Troubleshooting

Try to start the service. Check the Event Viewer and you will find the details as seen
in the following screenshot:

General | Details i

Failed to load plugin C:\Program Files (x86)\Citrid\Systern32\ Citro\ IMA\SubSystems
R E LT T TN RV G (g IVIA_RESULT_MAGIC_NUMBER_MISMATCH

Leg Name: Systern

Source: IMAService Logged:

Event ID: 3609 Task Category: Mone
Level: Error Keywords: Classic
User: M/A Computer:

OpCode:

Maore Information:  Event Log Online Help

This issue occurs when there is an inconsistency between the data store's farm magic
number and the IMA data hex key.

Resolution
Perform the following steps for resolving this issue:

1.
2.

In the install media, open dsview: D: \ support\debud\dsview.exe

Open the dsview. exe file and double-click on Server Neighborhoods,
Farm name, Farm Data, and ATTRIBUTE-FarmMagic

The FarmMagic Hex number must be consistent in the data store and in the
registry. Note the hex number in the dsview.

Observe the hex number in the registry in HKLM>SOFTWARE>Wow64 32Node>Ci
trix>IMA>Data. Note the key in the registry hive, bata.

Making a wrong registry entry might cause an issue that might
s require a reinstall of the operating system.
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The hex value should be the same as the value in the data store. Change the value if
it is not the same:

FTBackun | | rame Typs Data i
GroupPoicy ab | (Defauif) REG_ST
HoMedias TeamForFiach | Y REG_DWORD Oxasaadbe 1 (2779569 121)
HealthHen |
1C4 Clent
mMa
Cata
Diatastore
[rafppts
[MASETvers
LHDatasource
LME
Laggng
MERPC
Protecoon
Radeis taSournoe
RLINTIME
Sanhus
Tracer
Trading
upgrade
KTE_Started
IMAPTINbEr
MATermProcess
+ Inskall
+ InaalDetect

B ey ~ =1 [ 3]

Computes \HHEY_|DCAL _M&CHINE \SOFTWARE YWawE43 M ode il i IMADala

{5~ (-8 -E )

Conclusion

After the value has been changed to match the value in the FarmMagic value,
start IMA.

For any kind of IMA issue, normally administrators prefer to use dsmaint
recreatelhc.

Before recreating localhost cache, try to find out the exact cause of the IMA failure.
Often, it gives different scenarios for troubleshooting.

The ICA session connectivity problem

Since the Citrix MetaFrame Presentation server, we often get user calls relating
to the application launching and unusual disconnecting of ICA sessions. Let's see
an example.

Scenario

Users are connected to a Citrix XenApp server and after some time get disconnected.
There are no sessions visible on the server and the same symptoms apply while
using Microsoft Remote Desktop.
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Troubleshooting
Let's begin the troubleshooting with the following steps:

1. Check the behavior with a local administrator account and an enterprise
domain admin account.
Try to ping the server, then try to telnet to the ICA port 1494.
Check to see whether any router, firewall, or proxy server is the cause.

Check the status of the loopback connection (ICA connection from the server
console back to the same server).

Capture a network trace of a successful and unsuccessful connection.
Check after disabling Session Reliability.

Check that the server is listening on connection ports using netstat.

Resolution

Finally, we will decide to delete and recreate a new ICA listener, as shown in the
following screenshot:

C";_-‘_IEA listener configuration

ICA listener configuration
To edit per listener connection settings use group policy editor

Listeners:

Listener name ‘Winstation enzbled Description

ICA Listener

Edit ' Delete || Disable Security

S
ICA-TCP:
Network adapter: All network adapters fi d with this protocol
Port number: 1494
Maximum instances: Unlimited
Session settings:
Active session [imit: 1 Day

End disconnected session: 2 Hours

To configure the ICA listener, use the Citrix ICA Client Configuration Tool
(CtxICACEg.exe).
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Read this article to create a new ICA Listener. http://support.
o citrix.com/article/ctx125139

We will be able to access the publish application and desktop after creating a new
ICA listener and rebooting the server.

Conclusion

The listener can get corrupted for a variety of reasons. An easy way to test if your
ICA listener is corrupted is to issue a telnet command to the server from a client
device or from the server itself.

Profile issues

User profiles are one of the key components of XenApp's application delivery
module. There are different types of profiles we have on Windows platforms,
such as local profiles, roaming profiles, and mandatory profiles.

Windows user profile errors

Let's see how to troubleshoot Windows profile issues.

Scenario

When the Citrix User Profile Manager Service is running on the server, if the users
do not have a local profile on the machine or a roaming profile in the domain, the
following error message is displayed when browsing the local drives:

C:\Program Files (x86)\ |

( | Windows cannot access the specified device, path, or file. You may not have the appropriate
' permissions to access the item,

L — —

Symptoms
Here are some examples of profiling issues, especially while accessing local drives:
* An access denied error message appears when running gpresult /r, toa
logged in user

* The access denied error message appears when browsing local drives
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The network adapter is shown as not connected
It seems that the user environment was just partially loaded

If you stop the UPM service on the XenDesktop virtual machine, you do not
get the error message

If users have a local or roaming profile, there is no issue and UPM performs
as expected

If users do not have a local or roaming profile and the UPM service is
stopped, then they do not experience any errors

If users do not have a roaming or local profile and the UPM service is
RUNNING, they get an error

Doing a procmon trace reveals that this is a permissions issue with HKcU\
Software\Classes (or HKU\SID_Classes) where users do not have rights
to their own hive

This hive is copied from the default user profile, specifically the usrclass.
dat file that resides in C:\Users\Default\Appdata\local\microsoft\
windows directory

Resolution
You can resolve this issue by deleting usrclass.dat from the default user profile.

When this is deleted, the profile manager works without any issue as mentioned in
the following list:

The user does not have a local or roaming profile and the UPM service
running. The roaming profile created user does not experience any errors.

The user has a local profile, the UPM service is running, local profile moves
to UPM roaming profile and the user does not experience any errors.

The user has a roaming profile, the UPM service is running, roaming profile is
converted to UPM roaming profile, and user does not experience any errors.

Folder redirection

Folder redirection is a common issue for Citrix administrators.
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Scenario

Let's assume you are a Citrix administrator and have XenApp 6.5 running on 2008R2
RDS servers sitting in their own OU. One of the GPOs, which is applied to this OU is
for Folder Redirection. You get the following error:

(B! Event Properties - Event 502, Folder Redirection il

1] Detait |

Failed to apply pelicy and redirect folder "Documents” to

Redirection optiens=1211.
The following error occurred: "Can not create folder
Error details: "Access is denied.

ol o

Log Mame: Application

Source: Folder Redirection Logged: 2/13/2012 2:41:07 PM
Event ID: 502 Task Category: None

Level: Error Keywords:

User: Computer:

OpCode: Info

Meore Information:  Event Log Online Help

Copy Close |

Troubleshooting
Let's begin the troubleshooting with the following steps:
1. Uncheck the option in the GPO settings to Grant the user exclusive rights to

Application Data for the folder redirection. After disabling the GPO setting,
you continue to get these messages.

2. Try restricting the child folders by NTFS permissions.
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Resolution
The share folder was configured with the wrong permissions.

Check out the following settings of folder redirection:

* Setting: This redirects everyone's folder to the same location

* Folder location: This creates a separate folder for each user under the root
path

* Root Path (\\SharedFolder): This makes sure it is reachable for users
* Under the Settings tab, uncheck Grant the user full rights to Documents

Shared Folder Permissions need to be provided as follows:
* Everyone: Change and Read

NTFS permissions need to be provided as follows:
¢ Domain Users: Read and List

Conclusion

Configure folder redirection using only Citrix Policies or Active Directory Group
Policy Objects, not both. Configuring folder redirection using both policy engines
might result in unpredictable behavior.

To avoid folder redirection issues in a XenApp environment, follow this guide
https://technet.microsoft.com/en-us/library/cc766489.

Group Policy and Registry problems

Most profile issues are caused by Group Policy and Registry corruption.
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Scenario

When creating a XenApp policy within AppCenter and applying it to a worker
group, it's very slow after clicking on Browse to bring up the list of worker groups:

B- Citrix AppCenter
File Action iew Help

&2zl d=|H

@ _g:rix AppCenter - -
[ Search '@ policies CITRIX
[LF My Views

= a Citrix Resources =
% Configuration Taols Information ~ Computer |User | Templates
= Hend) T R S = , —
?ﬁﬂ xsﬁnppFarml ._,'éa Citrix Computer Policies Search Computer Policies ja) |
gﬁ Administratars P : 5 .
b= New.. & Edit. Highe Lowe Actions ~
= l& Applications = New.. 7 di £ o
] cale MName Priority Enabled Description
Desktop Unfi
nfiltered 1 True
@& Firefox @
&w License Server
| MNotePad
" £ Prelaunch-MotePad
[ History
Load Evaluators 4| | ﬂ
Palicies
[} Servers

Changes made below will take effect immediately. For cancelable changes, use the Edit button above,

[T~

[25 worker Groups
(¥ Zones

Summary | Settings | Filters |
0 Single Sign-on

Active Settings: Active Filters:

Filters do not apply to the unfiltered policy.

< |+

Troubleshooting
Let's begin the troubleshooting with the following steps:

1. Check that all Citrix XenApp policies are created with the Citrix Group
Policy Management Console.

2. The user, computer, and other policy sections are not visible after starting
the Citrix AppCenter console of XenApp 6.5.
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Resolution

Upgrade all servers to version 1.7 of the Citrix Group Policy Management Console.
All policies created with version 1.7 are visible again.

Conclusion

When checking the version of the Citrix Group Policy Management Console installed
on the XenApp 6.5 controller, it was found that version 1.5 was installed and not
version 1.7 as intended.

Printing issues
From the beginning, we are familiar with printing issues in the Citrix XenApp
environment. Even with the MetaFrame Presentation server, we faced printing issues.

Citrix Print Driver/Policy failures

Let's have a look at an example on how to troubleshoot if Print Drivers failed on your
XenApp Server.

Scenario

You have installed CcitrixUPClinet SeflExtrator on the XenApp 6.5 ZDCs
and on the XenDesktop 5.6 DDCs, and also on the Windows 2008 R2 SP1 image,
and Windows 7 image. You have installed citrixUpServer SeflExtrator ona
Windows 2008 R2 SP1 server. On the Provisioning Server, Printer Management is
enabled on the vDisks.

You have set the following policies on the DDC and XenApp ZDC:

* Machine Policy:
°  Universal Print Server is enabled
°  Universal Print Server Print Data Stream Port is set to 7229
°  Universal Print Server Web Service HTTP/SOAP port is set to 8080

* User Policy:

°  Default Printer: Set the default printer to the client's main printer

°  Universal Print Driver usage: Use the printer model-specific drivers
only if UP is unavailable
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We get the following message when trying to add a printer through the print
server share:

Windows couldn't connect to the printer. Check the printer name and try again.
If this is a network printer, make sure that the print is turned on, and that the
printer address is correct.

Troubleshooting
Let's begin the troubleshooting with the following steps:

1. Check the required Hotfix for the environment and install.

2. Verify that port 8080 is only assigned to UPS.

3. Change the XML port to 8085.

4. Run stressprint.exe from the server to test the drivers to ensure
compatibility.

5. Try this article after some research: http://support.citrix.com/article/
CTX134758.

Still the same problem persists.

Resolution

Add the LimitRequestFieldSize 65535 line either before #Citrix Begin
or after #Citrix_ End; lines in between get rewritten at service startup.

Conclusion
Clustering the Citrix Universal Print Server is currently not supported.

Citrix Print Manager Service crashes

Citrix Printer Manager Service cpsvc. exe is a very important service for performing
printing operations in the Citrix XenApp environment. Let's see how to troubleshoot
if this service has issues.

Scenario

You have a new XenApp 6.5 farm with Hotfix Rollup 1 installed. The Citrix Print
Manager Service crashes several times a day on your different servers. This probably
happens a total of about 5-7 times a day among your 4 servers.
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It seems that when Windows XP clients log on to the servers, this service crashes
right after the system logs on. The clients are running Citrix Receiver Enterprise 3.4
(13.4.0.25). Your farm is set to only use Citrix UPD:

* In the system log you get:

o

Event ID 7034: The Citrix Print Manager Service terminated
unexpectedly

* In the application log you get:

° Event ID 1000: You'll see the following error:

H Event Properties - Event 1000, Application Error

General ] Details ]

Faulting application name: wersion: 61760117514, tirme stamp: Dxdce79951 o
Faulting module narme: ntdlldll, wersion: 6. 1LT60L1TT25, time stamp: Dxdecdaale

Exception code: Dxc0000374

Fault offset: 0=00000000000c 402

Faulting process id: 0x5888

Faulting application start tirne: 0x01celf9517234dde

Faulting application path: COMIndowshsystern32h L L

Faulting module nath; CAWindaws\ SYSTEM3Zintdildll - hd 2|
Log Marme: Application ﬂ
Source: Application Error Logged: 1370372013 10:48:50 &AM
Ewent ID: 1000 Task Category: (100}

Lewel: Error Keyweords: Classic
User: A, Cornputer:
OpCode:

More Information:  Ewent Log Online Help

Troubleshooting
Let's begin the troubleshooting with the following steps:
1. Your XP clients have different printers/drivers; some are USB and some are
the network.
We try to restart the print manager service but did not succeed.
Run CDFTrace to see what is causing the service to crash.

Analyze the output to understand if it was a driver issue, print job, and so
on, at the core of the problem.
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Resolution

After some research, we come to know that after installing Hotfix Rollup Pack 2
issues get resolved.

Conclusion

If printing is core to the business and needs to be done from multiple locations,
then a combination of a third-party print management tool and Citrix UPD would
normally be the best way to deliver an effective printing solution.

To identify print driver problems, we can use Citrix's Print Detective Tool. This is
available at http://support.citrix.com/article/CTX116474? ga=1.249147394
.487791637.1439651886.

Printing is one of the well-known issues for all Citrix Administrators. Whenever we
face print-related issues in our Citrix Environment, there are some basic things that
we should follow when troubleshooting.

For example:

e Try to restart the Print Spooler and Print Manager services
* Run stressprint.exe

*  Check the compatibility of end users' Printer with Citrix XenApp
To know more about XenApp Printing, follow these links:

»  Citrix Printing Planning Guide: http://support.citrix.com/servlet/
KbServlet/download/32205-102-696273/Printing%20Planning%20
Guide.pdf

* Introduction to Windows Printing Concepts: http://support.citrix.com/
proddocs/topic/xenapp65-admin/ps-printing-network-basics.html

*  Configuring and Maintaining XenApp Printing: http://support.citrix.com/
proddocs/topic/xenappé5-admin/ps-printing-configuring-wrapper.
html
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Summary

In this chapter, we covered how to prepare for troubleshooting, what the basic
troubleshooting processes are, how to identify and analyze any XenApp problem,
and how to reach the exact cause of XenApp problems.

At the end of this chapter, you learned some troubleshooting tips for some
well-known XenApp issues.

In the next chapter, we will see more examples of other Citrix XenApp components
that play an important role in delivering applications to end users through multiple
platforms.
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In the previous chapter, we saw how to identify and troubleshoot XenApp issues.
In this chapter, we will see the issues related to other XenApp components.

The following topics will be covered in this chapter:

* Provisioning Services issues
e StoreFront issues
e NetScaler issues

¢ Infrastructure issues

Provisioning Services issues

Provisioning Services plays an important role in large-scale deployments. Using
Provisioning Services, we can quickly roll out the changes to the complete XenApp
farm or XenDesktop VDI environment.

Provisioning Services streams the master image to a user device. It does not require
a hypervisor to do this, so you can use it to host a physical machine.

When Provisioning Services is included in a site, it communicates with the controller
to provide users with resources.

Citrix Provisioning Services gives single instance virtual desktop management. That
means you only have to update a single image that will then stream to thousands

of desktops. You just have to install new software on the master image, and to get it
streamed to all other servers we just need to reboot them all. Once all these servers
are rebooted, then automatically, the new software will be available on all these
servers.
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When we update the PVS master image, it creates a version of vDisk, which gives
versioning control. As a result, having a version of vDisk, we can roll back all
unwanted changes to their previous state.

Having Provisioning Services implemented with the XenApp and XenDesktop
environment reduces the troubleshooting time and efforts. For example, if you are
having an issue with a desktop, by rebooting it that desktop will stream with vDisk
as on the first boot.

Provisioning Services advantages
The following are the advantages of Provisioning Services:
* It minimizes the overall time it takes to update all XenApp/XenDesktop
servers
* Using Provisioning Services, we can quickly expand our XenApp farm
* It maximizes overall server uptime
* Provisioning Services will give you a quick rollback mechanism
* It will reduce the overall storage space requirement
*  Within one reboot, we can easily deliver the server updates to any number

of servers

Let's have a look at the issues we may face with Citrix Provisioning Services.

Scenario 1 - BOOTMGR is missing

You are using the PVS imaging wizard to import a vDisk into a PVS server and you
get an error prompt while rebooting the machine. After reboot, PXE works properly,
but you get an error prompt and booting stops:

Prowvisioning Services Irmaging YWizard 23

- \ The Wizard has successfully created the vDisk, To continue the imaging
& process, you must reboot, configuring the BIOS/WM settings for
PXE/network boot,

Reboot now?
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Troubleshooting

Proceed with the following steps:

1. Remount the vDisk, open the disk partition, and set it to active.
2. Check the NIC driver on the target device.

3. Go to the virtual machine properties in Virtual Device Node, and free up the
position 0:0.

Move the existing disk to any other position.
Reboot the machine again.

It worked with a single virtual disk, so unplug the second virtual disk.

Conclusion

Citrix Provisioning Services 5.6 Service Pack 2 supports only a single virtual disk.

Scenario 2 — operating system error with PVS

You tried to create vDisk on a shared storage, which failed with an error prompt
as follows:

Provisioning Services Conscle -

':8:' Error Management Interface

Management Interface: Operating System emor occumed |

Resolution

Run the following command in PowerShell on all PVS servers:

Set-ItemProperty -Path
"HKLM: \SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters"

RequiresSecureNegotiate -Value 0 -Force
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This can be caused by the secure dialect negotiation; this is a feature available in MSB
3.0 for Windows Server 2012 in which error responses by SMB servers are incorrectly
signed. If the SMB client doesn't receive a properly signed certificate, then the
connection will drop resulting in the preceding error.

As per Microsoft documentations, some file servers have not supported this type of
feature, resulting in failure messages.

Read about SMB3 Secure Dialect Negotiation at http://blogs.msdn.com/b/
openspecification/archive/2012/06/28/smb3-secure-dialect-negotiation.
aspx.

Scenario 3 — the effect of Daylight saving time
on Citrix Provisioning Services

As PVS is a streaming technology, it is affected whenever there is a change in
Daylight saving time (DST).

Users might face the following issues due to Daylight saving time changes:

* In the desktop (published by XenApp HSD), time might not be shown

e The desktop might have failed to register with the XenApp Desktop
delivery controller

* Users might not be able to log into a domain due to DC trust relationship
issues

Resolution
Proceed with the following steps:

1. Go to the XenApp golden image.
2. Open the PVS delivered images in the read or write mode.

3. Run the following command in Command Prompt:

W32tm /resync /nowait

[52]



http://blogs.msdn.com/b/openspecification/archive/2012/06/28/smb3-secure-dialect-negotiation.aspx
http://blogs.msdn.com/b/openspecification/archive/2012/06/28/smb3-secure-dialect-negotiation.aspx
http://blogs.msdn.com/b/openspecification/archive/2012/06/28/smb3-secure-dialect-negotiation.aspx

Chapter 4

4. Again, set the image back to read only mode.

5. Reboot all the delivered desktops and servers once you make
preceding changes.

StoreFront™ issues

Citrix StoreFront is an enterprise application store that helps mobile users to work
from anywhere and any device. StoreFront really improves the enterprise level
security and makes the administration part easier by simplifying the deployment
part of XenApp and XenDesktop multi-tenant and multisite environments.

Citrix StoreFront gives users on-demand access to applications, desktops, and data.

Scenario 1 — cannot complete your request

An often-encountered, well-known issue in StoreFront is when you attempt to access
the StoreFront site and get an error prompt stating Cannot complete your request.
You can log on and try again, or contact your help desk for assistance:

Cannot complete your request.

You can log on and try again, or contact your help desk for
assistance.

Solutions

If you see the preceding error, Cannot complete your request, then there is the
possibility of a StoreFront URL being different from the actual certificate bound
in IIS.

Once you change the matching certificate, then you should be able to log on to the
StoreFront site.
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Scenario 2 — StoreFront™ upgrade issue from
2.6 to 3.0

As a Citrix administrator, you upgraded Citrix StoreFront Version 2.6 to 3.0. It was
installed on Windows Server 2012 R2 and was affected by Certified Trust List (CTL)
changes. In the event log, you receive continuous event prompts every 5 minutes:

Log MName: Citrix Delivery Serwvices
Source: Citrix Credential Wallet Service
Date: @7/e7/20814 1:11:11 FM
Event ID: 9

Task Category: (2302)

Level: Warning

Keywords: Classic

User: M/A

Computer: 2DDC3%

Description:

The replication channel failed to open.
Synchronisation is disabled.

Cause

In the upgrade process, the Credential Wallet Service (CWS) configuration file is
incorrectly modified.

Solution

Windows Server 2012 does not send a list of trusted CAs during the SSL handshake,
resulting in the Linux client failing to provide a client certificate. The changes to
Windows 2012 Server are documented at What's New in TLS/SSL (Schannel SSP).

Windows Receiver clients will work if a CTL list is not sent to the client. For the
Linux Receiver client, it is necessary to enable the CTL list.

The following registry edit is required:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\
SCHANNEL

Value name: SendTrustedIssuerList

Value type: REG DWORD

Value data: 1 (True)
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Scenario 3 — Cannot contact Store

Citrix Receiver

i'_x Your apps are not available at this time. Please try again
in a few minutes or contact your help desk with this
information:l(.annat contact Store. |

T

The environment details are as follows:

XenApp Version: XenApp 7.0
StoreFront Version: 2.0
Receiver Version: 4.0

Citrix NetScaler: No

Access Gateway: No

Authentication Type: Username and password

The Citrix Storefront website works properly, but when tried from a desktop using
the Citrix Receiver 4.0, we get the preceding error.

Troubleshooting
Proceed with the following steps:

1.

On the StoreFront server, in the Authentication node, for trusted domains,
verify that NetBIOS and UPN suffixes are added to the list.

On the client device, in Task Manager, verify that the ssonsvr. exe process
is running.

Check that, for trusted sites, we only need the FQDN added and probably
not /Citrix/Store.

Check the certificate.
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Solution

Finally, after checking a server certificate that was self-signed, we created a new
server certificate by requesting a properly signed certificate from the CA. Then,
we uploaded it on the web server and added the root CA certificate on the client
machine. We tested the login part and it works fine.

If you don't want to waste a lot of time troubleshooting such a minor mistake, then
before implementing your Citrix StoreFront in your environment, follow the best
practices published by Citrix. It will definitely minimize the post implementation pain.

Follow this implementation guide of Citrix StoreFront at http://support.citrix.
com/article/CTX133185.

NetScaler® issues

Citrix NetScaler is another important component in the XenApp and XenDesktop
environment.

In Chapter 1, Basic Troubleshooting Methodology, we have already seen the uses
and advantages of NetScaler Gateway in a XenApp environment.

Scenario 1 — user not able to change the
password

Users who access the web interface on NetScaler are not able to change their expired
password on login.

The environment details are as follows:

* Citrix XenApp: XenApp 6.5 Enterprise Edition
e (Citrix NetScaler: NetScaler Software release 9.3 nCore

* StoreFront / Web interface: Citrix web interface

"Unable to change expired password using web interface on Citrix
NetScaler."

Troubleshooting
Proceed with the following steps:

1. For testing, try to configure a direct PNAgent site to access web interface for
thin clients on NetScaler.
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2. Verify the webinterface. conf file and update it as follows:

Default Configuration
AllowUserPasswordChange=Never
PNAChangePasswordMethod=Direct-Only

Change To
AllowUserPasswordChange=Expired-Only
PNAChangePasswordMethod=Proxy

3. Save the changes on NetScaler, and try to access the site and see if you get the

Ssame error.

4. After saving this configuration, observe that the config.xml file did not

replicate the changes.

5. Now take network packet traces:

POST fCitrix/PMNAgent/XD/change_password.jsp HTTP/1.1
Content-Type: application/x—www-form-urlencoded
Host: pna.ns.example.com

User-Agent: WTOS5/1.8

Content-Length: 311

Connection: Keep-Alive

Cache-control: no-cache

6. You will see the HTTP 500 Internal Server Error with the following details:

HTTP/1.1 580 Internal Server Error

Pragma: no-cache
Cache-Control: no-store
Expires: Mon, 01 Jan 19220 12:00:88 GMT

DPErrorId: CharlotteErrorOther
DPError:

Content-Type: text/xml;charset=UTF-8
Content-Length: 5@

Date: Tue, 27 Mar 2012 ©7:42:25 GMT
Connection: close

Server: Apache

Set-Cookie: JSESSIONID=EDED5&3BFEEB53FA667T4568ASEFS15C1; Path=/Citrix/PNAgent/XD

This error occurred because the ASP.NET and JSP implementations of web interface

differed in how they expected to receive XML from the client.
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Resolution

To overcome this issue, we need to update the webinterface.conf file as per the
following changes:

AllowlserPasswordChange=Expired-0Only

PNAChangePasswordMethod=Proxy

The engineers also requested the customer to add

the following rewrite policy and bind the rewrite the policy to AGEE vserwver:

add rewrite policy testpolicy "HTTP.REQ.URL.CONTAINS(\"change_password\")" test_insert2
add rewrite action test_insert2 insert_before_all

"HTTP.REQ.BODY(5)" "\"xmlDocument=\"" -search "text(\"<2xmly")"

After applying the preceding changes, the user is now able to change their password
and get logged on again with the newly changed password.

Scenario 2 — Cannot start desktop or app

In the past, we were using the web interface and now, in order to support Chromebook
and Windows RT desktops, we want to upgrade to Citrix StoreFront. Similarly, we
have built the new StoreFront environment, but while accessing published applications
and desktops we get an error stating Cannot start desktop or app:

Cannot start desktop "Admin Deskiop”.

The environment details are as follows:

* Citrix XenApp: XenApp 6.5
* Citrix StoreFront: StoreFront 2.6
* NetScaler Gateway: NetScaler 10.0
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Troubleshooting

Proceed with the following steps:
1. Try to access the StoreFront website internally and find the applications that
are being launched as expected.

2. Check whether STA configured in the NetScaler Gateway is the same as
configured in the StoreFront configuration.

3. The problem still persists.

Remove the STA entries from the StoreFront server and add them again as
mentioned in Citrix Best Practice for StoreFront.

Solution

Finally, we got to the cause and found that STA was wrongly configured at the
StoreFront end. Rolling back with the correct inputs solved the problem.

Scenario 3 — Citrix XenApp® 6.0, NetScaler®
VPN access, and the DNS issue

We have a created a virtual server on Citrix AGEE, which allows VPN access with
split tunneling to our internal environment. NetScaler is located in the DMZ and the
DNS server is located internally. Required ports are opened. Now, users connected
to the VPN tunnel are not able to resolve the internal hosts.

Troubleshooting

Proceed with the following steps:

1. Add the DNS suffix to Citrix NetScaler and on the access gateway.
2. Add the internal DNS server as the root name server on Citrix NetScaler.

3. Check the specified range of IP addresses from the DMZ network to be used
on the Access Gateway.

4. Try to ping the DNS server from NSIP.
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Solution

Perhaps it should be stated that, after troubleshooting the network, possible firewall
issues can be identified.

Opening ICMP packets between the NetScaler SNIP and the DNS server solved the
preceding issue.

In such kind of scenarios, we found that customers who belong to the banking and
finance domain have multiple firewalls and security points, which add unwanted
troubles in the investigation process. Sometimes, data protection agents (such as DLP
Agent) also cause big difficulties in Citrix troubleshooting.

Scenario 4 — Unable to proceed from the login
page while using NetScaler™ 10.1 and Citrix
XenApp® 7.6

The customer deploys NetScaler Gateway 10.1 for external access to Citrix XenApp
7.6. At the time of logging, the customer can redirect to Citrix Receiver's login page,
but when they enter login credentials and click on the Login button, nothing is
happening on the screen.

Troubleshooting

Proceed with the following steps:
1. Try with the Access Gateway FQDN and IP address.
2. In Event Viewer, look for the following event logs:

o

Task category 1005:

The AG Web Service at: https://<AccessGatewayFQDN>
fCitrixAuthService/AuthService.asmx failed with the following error.
This endpoint will be dgnored until: 16/4/15 18:18:38 AM
Citrix.DeliveryServices.Authentication.CitrixAGBasic.
Exceptions.AGCommunicationException,
Citrix.DeliveryServices.Authentication.CitrixAGBasic,
Version=2.6.08.8, Culture=neutral, PublicKeyToken=null

A communication error occurred while attempting

to conmtact the NetScaler Gateway authentication serwvice at
https://<AccessGatewayFQDN>/CitrixAuthService/AuthService.asmx.
Check that the authentication service is running.
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[e]

Task category 3001:

A CitrixAGBasic Login request has failed.
Citrix.DeliveryServicesClients.Authentication.AG.AGAuthenticatorException,
Citrix.DeliveryServicesClients.Authentication,

Version=2.6.08.8, Culture=neutral, PublicKeyToken=null

Authenticate encountered an exception.

As per the event, StoreFront is not able to connect to the callback URL.

Solution

On the Citrix StoreFront server, open a browser and point it to
https://CallbackFQDN.

Now we can see the login page and no certificate errors.

Infrastructure issues

In Citrix XenApp, to run smooth operations, we should definitely consider all
those infrastructure components which play an important role in building an
enterprise-grade Citrix XenApp environment.

Even unknowingly, we might miss an infrastructure component while designing or
building the XenApp architecture. This might result in pain for our operations team.

Before any XenApp implementation, if we follow the proper solution path, then our
XenApp farm will work smoothly after the deployment.

Let's see some examples of infrastructure related issues from a Citrix XenApp
environment.

Domain Controller issues with Citrix XenApp®

The Domain Controller is one of the most important components in the Citrix
XenApp environment for user authentication.
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Scenario 1 — Applications are unable to launch
from one domain in the multi-domain XenApp®
environment

In the following diagram, users from the Mumbai domain are able to launch the
applications successfully; however, users from the London domain are unable to
launch any applications.

We have an architecture view of the multi-domain XenApp environment in the
following diagram:

Mumbal Damain Controller Londen Domain Controller

T

Active Directory Active Directory

Personal
Desktop

Web Inlerface
Server
xenApp Personal
Server Deskiop
_ -
License Server Database
Troubleshooting

Proceed with the following steps:

1. Verify that all the required Citrix and Microsoft hotfixes are installed on all
farm servers.

2. Check that the Citrix Legacy client is being used to connect to the published
application.

3. Check the status of the Profile Management Service. It should be in the
starting mode.
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4. Check the event logs on all the XenApp servers. Ensure that none of the
servers contains any errors.

For testing purposes, disable all the printing policies and client logon scripts.

For testing purposes, try to launch applications from the Mumbai domain;
applications will be launched successfully. When trying to launch
applications from the London domain, the application fails.

7. Confirm that a bi-directional trust is set up between the Mumbai and
London forests.

Check that all group policies are applied successfully on all XenApp Servers.

Using Microsoft Terminal Services, publish the same applications and try to
access them. This should resolve the issue.

Resolution

If an application is not started on time, that session automatically exits. In this
scenario, the session is terminated because it took a long time to validate the
credentials between the two domains.

To set the length of the time, we need to make some changes in the registry,

as follows:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\TWI
Value Name: LogoffCheckerStartupDelayInSeconds

Type: REG_DWORD

Value: An integer for the length of time to wait for application start
(10 Hexadecimal Recommended)

Scenario 2 — slow login on Citrix XenApp sites with Read
Only Domain Controller

XenApp users reported that they are experiencing slowness while logging in to
XenApp sites with Read Only Domain Controller (RODC).

Cause

The RODC triggers Active Directory Service Interface (ADSI) connections resulting
in a slow login and Windows logon screen to happen.
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Troubleshooting
Proceed with the following steps:

1. Try to remove or block as many GPOs as possible.
2. Try to remove or disable your logon script.

3. Also, verify that no one has grassed anything into usrlogon. cmd on the
XenApp server.

Disable Citrix Client Drive Mapping.
Disable Citrix Client Printer Mapping.

Disable Roaming Profiles.

N S G

Verify that there are no entries in DNS or in your hosts file on the
XenApp server.

To get over this issue, we can switch away from RODC on XenApp sites where we
are facing login issues.

Resolution
The Citrix support team has already found the root cause for this issue, and
depending on the operating system, the Citrix Hotfixes are available as follows:
* CTX133801 (Hotfix XAE500R01W2K8066): For Citrix XenApp 5.0 for
Windows Server 2008 x86

* CTX133804 (Hotfix XAE500R01W2K8X64063): For Citrix XenApp 5.0 for
Windows Server 2008 x64

* CTX133760 (Hotfix XA600R01W2K8R2X64047): For Citrix XenApp 6.0 for
Windows Server 2008 R2 - English

* CTX134055 (Hotfix XA650R01W2K8R2X64011): For Citrix XenApp 6.5 for
Windows Server 2008 R2 - English

For more information about this issue, visit http: //support.citrix.com/
article/CTX133873.

The SQL database mirroring issue with Citrix
XenApp®

Using SQL database mirroring in the Citrix XenApp environment improves its
disaster recovery capabilities.
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Scenario

We have a Citrix XenApp 6.0 environment with 3 SQL servers (Principal, Mirror, and
Witness), which is to be used for database mirroring on Microsoft SQL servers 2005.
As per the test, the mirroring is working fine, but the Citrix XenApp failover is not
working as expected.

We are getting an IMA error stating Cannot connect to database. The connection
gets lost when we try to start the failover, as shown in the screenshot, for example:

0DBC

DRIVER=5QL MNatiwe Client
UID="5QL Admin +d"
Failover_Partner="Mirror Server"
DATABASE=XenappTest
WSID="Server Nams"

APP=Citrix IMA

SERVER="principal Server"

Troubleshooting

Proceed with the following steps:

1. Change the MF20.dsn file to reflect the failover partner on all the XenApp
servers.
2. Follow these steps:

dsmaint config /user: ABCnetwork\administrator
/pwd:Passw0rdl0l /dsn:"C:\Program Files
(x86) \Citrix\Independent Management Architecture\mf20.dsn"

DSMAINT RECREATELHC
RESTART IMASERVICE

Solution

As per Citrix's recommendations, a data store timeout will be ready before
continuing. For more details, read this Citrix article at http: //support.citrix.
com/article/CTX107708.

Follow these steps for the solution:

1. Stop the Citrix IMA service using the command net stop imaservice.
2. Install the Microsoft SQL Native Client.

3. To download Microsoft SQL Native Client, follow this link https://msdn.
microsoft.com/en-us/sqglserver/aa937733.aspX.
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4. Edit the Data Source Name (DSN) as follows:
ODBC
\\ DRIVER= {SQL Native Client} \\ UID=administrator
\\ Trusted Connection=Yes \\DATABASE =XA DS
\\ WSID=CTXXA02 \\ APP=Citrix IMA
\\ SERVER=CTXSQ02 \\ Failover Partner=CTXSQO01l
\\ Description=ds

5. Once done, start the Citrix IMA service using the command net start
imaservice.

6. Install the SQL Server Native Client on all the XenApp servers.

References

Some useful links for SQL database mirroring with Citrix XenApp are as follows:

* Using SQL Database Mirroring to Improve Citrix XenApp Server Farm Disaster
Recovery Capabilities: http://support.citrix.com/article/CTX111311

*  Changing a Production XenApp 7.x Site to use SQL Mirroring: http://
carlwebster.com/changing-production-xendesktop-7x-site-use-sqgl-
mirroring/

* Troubleshoot Database Mirroring Configuration (SQL Server): https://msdn.
microsoft.com/en-IN/library/msl189127.aspx

Summary

In this chapter, we covered how to identify and troubleshoot the components that
play an important role in XenApp's end-user computing architecture. We saw how to
troubleshoot with Provisioning Services, NetScaler Gateway, Citrix StoreFront, and
other infrastructure components.

In the next chapter, we will see how to improve performance and optimize the Citrix
XenApp environment.
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In the previous chapter, we saw how to identify and troubleshoot using the
components that play an important role in XenApp's end user computing
architecture. In this chapter, we will see how to monitor and optimize the Citrix
XenApp infrastructure using various toolkits.

The following topics will be covered in this chapter:

* Using EdgeSight

* Using Director

*  Other monitoring tools

*  Optimizing Citrix XenApp

Using EdgeSight®

Citrix EdgeSight is a performance monitoring and availability management solution.
It is primarily used to monitor hosted applications, desktops, devices, sessions,
license usage, and real-time network analysis.

Citrix EdgeSight allows you to define, examine, and categorize a resolution for
performance issues from a single user interface. You can use EdgeSight to show
notifications of performance problems, show hardware and software changes on
systems, show system performance metrics over time, and show resources being
used by the servers and systems.

Citrix EdgeSight allows support engineers to identify which server a user is logged
on to and then show significant performance information. Also, an extensive range
of network related reports is available that provide information about traffic in and
out of the ICA client. Citrix EdgeSight helps to identify application issues (such as
slowness or crashes) and identifies and defines whether the issue is a Citrix-related
issue or a result of network issues such as network delay, web errors, or high round-
trip times.
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Citrix EdgeSight helps you solve Citrix environmental problems; it can also help you
in planning and implementing your Citrix infrastructure. With Citrix EdgeSight, you
can manage application versioning, capacity planning, roll out in-house applications
and also implement licensing and compliance policies.

Citrix EdgeSight gives information on how applications and servers are utilized and
also license details for your environments.

Citrix EdgeSight® components

The following are the key components of Citrix EdgeSight:

* EdgeSight Agents

* EdgeSight Server

* EdgeSight Server Console
* Citrix License Server

There are other components that are also required when monitoring the virtual
desktop environment.

For more details on system requirements, visit the following link: https://docs.
citrix.com/en-us/edgesight/5-4/es-system-regs-54.html.

The Citrix EdgeSight components and its roles are as follows:

* EdgeSight for XenApp Agent: EdgeSight monitors the performance of Citrix
XenApp Server. Multiple versions of the agent are provided to accommodate
different XenApp versions.

* EdgeSight Server: This displays performance data for monitored devices.

* EdgeSight for Endpoints Agent: This monitors the performance of
physical clients.

* EdgeSight Active Application Monitoring (AAM) Components: This
performs a manual test to monitor the end-user experience of applications
in XenApp and Presentation Server environments.

* EdgeSight Agent Database Server: This stores performance data for agents
monitoring virtual desktops.

* EdgeSight for Virtual Desktops Agent: This monitors the performance of
instances of XenDesktop 4.0 or later.
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The following figure shows the relationship between the preceding components and

its systems:
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With EdgeSight, you can monitor the health of the entire Citrix XenApp Farm,

get notified when an application crashes, and find out when there is a network
problem before all your users call your service desk. You can see the most frequently
used applications in your XenApp environment and which users are using these
applications. You can see the license utilization for all your Citrix products and it

will be easy to find out wherever it requires additional licenses.

You can see which application consumes the most of your system resources and see
which application has had the most problems over the last few months. You can
even figure out why it takes a long time for a user to launch a published application.

For those who are technically savvy, the detailed real-time performance counters
on XenApp servers, virtual devices, or endpoints will allow you to troubleshoot

problems that a user is currently facing.
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Key functional areas of Citrix EdgeSight®

The following are the key functional areas of Citrix EdgeSight:

Monitor: This allows you to see performance and availability problems in
your environment in real time. If you are looking around to see if anyone is
having a problem start here.

Troubleshoot: This investigates performance and stability problems on a
single device in real time. You will suspect that there is a problem with a
device, application, or user before using the troubleshooters.

Plan and Manage: This is all about performance and constancy trends in
your environment. Look here for the worst performing servers, applications,
and sites that your users are accessing.

Track Usage: If you want to know what the most frequently used Published
Applications are or how many Citrix licenses you have and how many are
being consumed, use these reports.

Browse: Browse through the list of historical reports.

Configure: These are the EdgeSight settings pages.

Use cases for Citrix EdgeSight®

Let's see the real-life use cases of Citrix EdgeSight.

Use case — Citrix EdgeSight® for application
support

An application support contains understanding resource usage, performance
trends, the network's effect of the application, and also, understanding the ongoing
maintenance, such as installing important patches and updates.

Fundamental scenarios for application support
The following are the fundamental scenarios of application support:

Resource usage, performance trends, network effect
Patching and updating Citrix hosted applications
Crash analysis of in-house application development

Checking version compatibility and its impact
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In every organization, application issues are usually reported by the end users
or prompted by real-time alerts. The user's session that reported the issue can be
used to conclude on which computer the application is running at the time of the
error prompt.

Use case — Citrix EdgeSight® for issue resolution

Any technical issues typically start with a symptom such as error pop-ups, network
connectivity problems, blue screens, or slow response time. Once a warning sign gets
noted, then the cause of the problem should be understood and then resolved.

Key scenarios for issue resolution
The following are the key scenarios for issue resolution:

* What event happened in that situation?

*  What is the device status at the time of the trigger?
* Is there any change in asset?

* Are any processes demanding a lot of resources?

* Are there any other issues with the servers that could be exacerbating the
symptoms reported?

Use case — Citrix EdgeSight® for capacity planning
and device health

Performance statistics gives you information about what resources are being used
and where the problem might be occurring. Device reliability gives you information
about process errors, software version compatibility, and overall device health. Citrix
EdgeSight Agent collects the asset data about the device it is running on, such as the
size of hard drive, CPU speed, physical RAM installed, and type of network card.
Use this information to determine whether the device can support a new application
or operating system upgrade in its current state.

Key scenarios for capacity planning and device health
The following are the key scenarios for capacity planning and device health:

* Support for new technologies, such as Windows 8.1 or Windows 10
* Application deployment
* Device stability

* Device upgrade and planning
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Using Citrix® Director

Citrix Director allows Citrix administrators to handle a large number of applications
and a large desktop infrastructure. It provides a web-based interface to the entry-
level helpdesk engineers to help users and accomplish routine maintenance activities
without providing them full access to the Citrix XenApp or XenDesktop console.
Using Citrix Director, helpdesk engineers can view the user sessions and can act
upon delivering first or second level support by troubleshooting user issues.

Citrix Director is a tool that can be used to troubleshoot user issues before they
become system critical as well as perform support jobs for end users. Citrix
Director provides different views of the interface personalized to particular Citrix
administrators. Citrix XenDesktop permissions define what is displayed and what
commands are available.

Citrix Director permits support engineers/administrators to search for the user
reporting an issue and show the activity related to that particular user, such as

the status of the user's processes and applications. Support personnel can resolve
issues quickly by performing actions such as closing an unresponsive application or
process, restarting the machine, resetting the user profile, or shadowing operations
on the user's machine.

In disparity, full administrators can see and manage the entire farm site and can
perform the required commands for multiple users and machines. The dashboard
gives a summary of the significant features of a Citrix deployment such as the status
of user logins, number of user sessions, and an overview of the site infrastructure.
This information gets updated every minute. If issues happen, then the details about

the type and number of failures that have happened appear automatically on the
dashboard.
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Deploying and configuring Citrix® Director
By default, Citrix Director gets installed as a website on the delivery controller. For

prerequisites and other details, refer to the following link: http: //support.citrix.
com/article/CTX200330.

Citrix Director 7.6.100 is not companionable with Citrix XenApp deployments earlier
than 6.5 or XenDesktop deployments earlier than 7.

When Citrix Director is used in an environment containing more than one site, be
sure to synchronize the system clocks on all the servers where Controllers, Director,
and other core components are installed. Otherwise, the sites might not display
correctly in Director.

If you want to monitor XenApp 6.5 in addition to XenApp 7.5 or

XenDesktop 7.x sites, it's highly recommended to install Citrix
A Director on a separate server from the Director console that is used

to monitor Citrix XenApp sites.

This is the snapshot of Director's dashboard:

Director  EdgeSight

22 -
Sessions Connected m_/\F
.

B Aweage Logen Dunvan Hasmiar of Logons

- A R T B TN A O O W

Infrastructure
Host Status Delivery Controller Status Services Site Datsbase License Sen

renserver  No Alerts evtue_aoc ed iocal " Orline * Mo Alerts » Connected « Connect

[73]


http://support.citrix.com/article/CTX200330
http://support.citrix.com/article/CTX200330

Monitoring and Optimizing

Administrator roles and their permissions

in Citrix® Director

Administrator role

Permissions in Director

Helpdesk Administrator

Helpdesk administrator can access the user details
views and view the objects that the administrator

is delegated to manage. Helpdesk admins can also
shadow a user's session and perform the required
commands for that user. They can also perform
maintenance mode operations for end users. Helpdesk
admins can use power control options only for
Desktop OS Machines not for Server OS Machines.

Read-Only Administrator

Read-Only Administrators are able to access all views
and see all objects in detailed scopes as well as global
information. They are able to download reports from
HDX channels and can export Trends data from the
Trends view using the Export option. They cannot
execute any other command or change anything in the
views option.

Full Administrator

Full Administrator will have full access to all views
and can execute all commands including enabling
maintenance mode, exporting trends data, and
shadowing a user's session for troubleshooting.

Host Administrator

Host Administrator will not have any access to

any directory in Director. This administrator is not
supported for Director and cannot view data on Citrix
Director.

Machine Catalog
Administrator

Machine Catalog Administrator will not have any
access to any directory in Director. This administrator
is not supported for Director and cannot view data on
Citrix Director.

Delivery Group Administrator

Delivery Group Administrator will have full access
to all views and they can be able to execute all
commands, including enabling maintenance mode,
exporting trends data and shadowing a user's session
for troubleshooting.
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Monitoring with Citrix® Director

Citrix Administrators and helpdesk engineers can monitor Citrix XenApp

and XenDesktop sites with Citrix Director, where administrators can access
the configuration logging database, or by using the site's monitor service's API,
with the OData protocol.

Administrators can monitor the following:

Historical trends
Infrastructure
Connection failures
Session usage

User sessions
Login performance
Load evaluation

Machines States and Failures

Director can access the following:

Personal vDisk data that allows for runtime monitoring showing base
allocation and gives the IT helpdesk the ability to reset the Personal vDisk.

Historical data stored in the Monitor database to access the Configuration
Logging database.

Real-time data from the Broker Agent using a unified console integrated
with EdgeSight features, Performance Manager, and Network Inspector.

ICA data from the NetScaler Gateway using HDX Insight.

Citrix Director uses a troubleshooting dashboard that provides real-time

health monitoring of the XenApp or XenDesktop site. Using this dashboard,
helpdesk personnel can resolve the entry-level support calls. This feature allows
administrators to see disasters in real time, providing a better idea of what the end
user is experiencing.
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The following screenshot illustrates the statistical view from Citrix Director:
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Session Recording on Citrix® Director

Session Recording records the on-screen activities of any user's session, from any
server running the XenApp subject to corporate policy and regulatory compliance
over any type of connection. Session Recording records, catalogs, and archives
sessions for retrieval and playback.

Session Recording

Your activity with one or more of the programs you recently started is being recorded. If you

object to this condition, close the programs.
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The following is the Session Recording Authorization Console screen, where we
define the authentication policies for helpdesk engineers and administrators:

= Session Recording Authorization Console bji-
File Action View Help
a 2@ XE = HeE
(] Role Assignments Name Type
@ Player 7 Domain Admins Group
@ PolicyQuery L 5 User

% PolicyAdministrator

n

The Session Recording feature uses policies that start the recordings of application
sessions automatically.

This enables administrators to monitor and inspect the user activity of applications,
such as healthcare patient information systems and financial operations, security
monitoring, and supporting internal controls for regulatory compliance. Similarly,
Session Recording also helps in technical support by rapid problem identification
and quick resolution.

Configuration logging on Citrix® Director

Configuration logging is a feature that allows Citrix administrators to keep a track
of administrative changes to a XenDesktop or XenApp Site. This feature can help
administrators analyze and troubleshoot problems after configuration changes
are made, help in change management and track configurations, and report
administration activity.

Using configuration logging, administrators can view in Director with the Trend
View interface to provide notifications of configuration changes to administrators
who do not have access to XenDesktop Citrix Studio.
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The Trends View feature gives historical data of configuration changes over a period
of time so administrators can measure what changes were made to the sites when
they were made, and who helped them find the cause of an issue. This view breaks
down configuration information into three categories:

¢ Failed server machines

* Failed desktop machines

¢ Connection failures

Monitoring deployments on Citrix® Director

When you open Director with full administrator permissions, the dashboard
provides a consolidated location for monitoring the health and usage of a site.

If there are currently no failures and no failures have occurred in the past 60 minutes,
panels stay warped. When there are failures, the specific failure panel automatically
appears:

Panel Description
Sessions Connected sessions across all delivery groups for the last 60
Connected minutes.

User Connection | Connection failures over the last 60 minutes. Click on the categories
Failures next to the total number to view metrics for that type of failure. In
the adjacent table, that number is broken out by delivery groups.

Licensing Status | License Server alerts are sent by the License Server and also display
the actions required to resolve the alert.

Delivery controller alerts display the details of the licensing state as
seen by the controller and are sent by the delivery controller.

Failed Desktop Total failures in the last 60 minutes are broken out by delivery
OS Machines or groups. Failures broken out by types include failed to start, stuck
Failed Server OS on boot, and unregistered. For server OS machines, failures also
Machines include machines reaching maximum load.

Infrastructure This includes the health status of your site's hosts, controllers, and
infrastructure. View performance alerts.

For hosts, the connection status and the health of the CPU, memory,
bandwidth (network usage), and storage (disk usage) are monitored
using information from XenServer or VMware.

Average Logon This is the login data for the last 60 minutes. The large number on
Duration the left is the average login duration across the hour.

Login data for VDAs earlier than XenDesktop 7.0 is not included in
this average.
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Monitoring sessions on Citrix® Director

If a session becomes disconnected, it is still active and its applications continue to
run, but the user device is no longer communicating with the server.

If the user device is running a legacy Virtual Delivery Agents (VDA),
,;  suchasa VDA earlier than version 7, Director cannot display complete
information about the session. Instead, it displays a message that the
’ information is not available in the User Details view and Activity
Manager panel:

Win 2012 R2 RDS (XENDESKTOP\ch-rds-ar26-04: 6)

Machine Details Session Details

Select a Session ¢ x

BT

1,320K W &% Win 2012 R2 RDS (XENDESKTOP\ch-rds-ar26-07: 6)
2916 K oG Outlook 2013

10,336 K

Sk W% 5% Win 2012 R2 RDS (XENDESKTOP\ch-rds-ar26-04: 6)

1,892 K

2,672 K W% & WIn8_1 PvD

Machine IP

9416 K St =
Organizational unit

Action Description
View data over a longer In the Trends view, select the Sessions tab to drill down to
period of time more specific usage data for connected and disconnected

sessions over a longer period of time (session totals from
earlier than the last 60 minutes). To view this information,
click on View historical trends.

View the total number of From the Dashboard, in the Sessions Connected pane,
connected sessions across all | view the total number of connected sessions across all
Delivery Groups Delivery Groups for the last 60 minutes. Then, click on the

large total number, which opens the Filters view, where
you can display graphical session data based on selected
Delivery Groups and ranges and usage across Delivery
Groups.

View a user's currently From the Activity Manager and User Details views, view
connected machine or session | the user's currently connected machine or session and a
list of all machines and sessions to which this user has
access. To access this list, click on the session switcher
icon in the user title bar.
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Monitoring Hotfixes on Citrix® Director

To view the Hotfixes installed on a specific machine VDA (physical or VM),
choose the Machine Details view.

Machine Details

Machine name

Display name Grp 1

Delivery Group Delivery Group One

Machine Catalog Scheme One
Remote PC access

Site name

Registration state

05 type

Allocation type

Machine IP

Organizational unit

VDA version

Host Dummy Connection Name
Server Host One

VM name DummyHostedMachineName

vCPU AMD Athelon X2
Memory 1024 MB
Hard disk A0 GB

Avg. disk sec/transfer

Current disk queue length
VDA hotfixes XDT00VDAWXSE6300

XD700DirectorVDAWXE86100
XD700VDAWXE6200
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Controlling user machine power states

You can control the state of the machines that you select in Director, use the Power
Control options. These options are available for Desktop OS machines, but might not
be available for Server OS machines.

This functionality is not available for physical machines or machines
=" using remote PC access.

Command Function
Start This starts a VM when it is off (also called a cold start).
Restart This performs a soft shutdown of the VM and all

running processes are stopped individually before
restarting the VM. For example, select machines that
appear in Director as "failed to start," and use this
command to restart them.

Resume This command resumes a suspended VM and restores
it in its previous running state.

Force Restart This command restarts the VM without first
performing a shutdown procedure. This command
works in the same way as unplugging a physical server
and then plugging it back in and turning it back on.

Shut Down It performs a soft shutdown of the VM; all running
processes are halted individually.

Suspend This command suspends a running VM in its current
state and stores that state in a file on the default storage
repository. This option allows you to shut down the
VM's host server and later, after rebooting it, resume
the VM, returning it to its original running state.

Force sShutdown This shuts down the VM without first performing a
shutdown procedure the same way as unplugging
a physical server. This might shut down all running
processes and you will be at a risk of losing data.
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NetScaler Insight Center™ for monitoring
XenApp®

In the cloud, mobile, and virtual desktop environments, applications are deployed
in a dynamic and circulated manner. In such an environment, monitoring and
diagnosing the application issues can be a challenge for IT administrators, which
can affect the end-user experience and overall employee productivity.

*I NetScaler Insight Center

#89 ms

703.68 Kbps

18

NetScaler Insight Center is a virtual appliance that runs on Microsoft Hyper-V,
VMWare ESX, and XenServer addresses the application perceptibility challenge by
collecting detailed information about virtual desktop traffic and web applications,
such as flow, web page performance data, user-session-level information, and
database information flowing through the NetScaler Gateway appliances, NetScaler
ADCs or CloudBridge appliances at your site and providing actionable reports.
NetScaler Insight Center helps IT administrators to troubleshoot and proactively
monitor customer issues in a short time.

NetScaler Insight Center provides insight into all of the components that might affect
application performance and helps you analyze the performance of the applications
running on your appliances.
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NetScaler Insight Center” components

The following are the components of NetScaler Insight Center:

* NetScaler Web Insight provides data analytics for web traffic flowing
through NetScaler ADCs.

* HDX Insight provides data analytics for XenApp and XenDesktop traffic
flowing through NetScaler ADCs, NetScaler Gateway appliances, or
CloudBridge appliances. HDX Insight collects reports when NetScaler
ADCs are configured in transparent mode, and when NetScaler Gateway
appliances are configured in single-hop mode or double-hop mode.

* NetScaler WAN Insight provides data analytics for both augmented and
unaugmented traffic flowing through CloudBridge appliances.

NetScaler Web Insight

NetScaler Web Insight delivers visibility into web applications and allows Citrix
administrators to monitor all web applications being served by NetScaler ADCs.
Web Insight captures data of web traffic that flows between the clients and the
servers. It also generates AppFlow records by inspecting the data and presents the
records in visual formats. These reports deliver critical information, such as user and
server response time, allowing Citrix administrators to improve web application
performance.

NetScaler Insight Center was earlier called NetScaler Insight. At the
time of rebranding, the release number was changed from 1.0 to
g 10.1, aligning with a NetScaler release.

Key features of NetScaler Web Insight include URL specific reports,
application-specific reports, and cache server-specific reports that provide
visibility into cache performance. Web Insight also provides reflectivity into
HTTP response status, HTTP request methods, user agents, and client
operating systems.

Information received from Web Insight about client-side parameters enables
administrators to evaluate end user experience. Along with other competencies,
you can identify the top web applications accessed by clients and track their
ultimate usage.
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Citrix administrators can use Web Insight to answer any of the following questions:

* What operating system and browser is a particular client using?

*  While accessing a particular application such as ShareFile, which clients are
experiencing high latency?

* In the past hour, which applications have had the most hits?
*  Which applications or servers are sending the most error-related responses?

* For any given client, what are the applications and URLs that have been
accessed?

NetScaler HDX Insight™

NetScaler HDX Insight delivers Citrix administrators an easy way to monitor users
and the performance of the applications hosted on NetScaler Gateway, NetScaler
ADCs, and CloudBridge appliances. NetScaler HDX Insight captures the ICA traffic
data that flows between the clients and the servers, generates AppFlow records by
inspection of the data, and presents the records as visual reports.

HDX is built on top of the Citrix ICA protocol. ICA is a Citrix proprietary
protocol used in XenApp/XenDesktop traffic. It is composed of virtual
+  channels. A virtual channel is a connection used for the interchange of
% comprehensive packet data between a Citrix XenApp or XenDesktop
and the Citrix Receiver online plug-in. Connections for graphics, sound,
printing, end user experience monitoring, and client drive mapping are a
few examples of the virtual channels.

m Collectors

CloudBridge HDX Insight

XenDesktop Director
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With NetScaler HDX Insight, Citrix administrators can troubleshoot issues while
accessing a particular published application through XenApp or XenDesktop. For
example, the administrators of Citrix XenApp and Citrix XenDesktop environments
can use HDX Insight to answer the following questions:

*  Which XenApp or XenDesktop users are consuming the most bandwidth
over a given time period?

*  Which part of the network, the first Demilitarized zone (DMZ) or the second
DMZ, is causing a bad user experience?

* For a given XenDesktop user, what is the average client and server-side
latency, and the average jitter?

*  What are the top applications across all XenApp users, by the up-time and
the total number of launches over a given time period?

*  Which virtual channels are consuming the most bandwidth over a given
time period?

*  What is the DC latency at the datacenter end of the CloudBridge appliance?

NetScaler Insight Center also collects information from the CloudBridge datacenter
and branch appliances.

_ NetScaler Insight Center can also be integrated with Desktop
% Director. In this case, to enable HDX Insight data collection, you must
= configure the NetScaler Insight Center virtual appliance in Desktop
Director.

NetScaler WAN Insight

A Citrix CloudBridge delivers a large number of applications by greatly improving the
efficiency of data flow across the network. Improving productivity requires monitoring
your network. For example, the poor performance of any critical applications can
increase the delay in application delivery, and a particular branch office using
maximum bandwidth can cause delays at other branch offices.

The Citrix WAN Insight feature of NetScaler Insight Center gives CloudBridge
administrators an easy way to monitor the accelerated and unaccelerated WAN traffic
that flows through datacenter and branch appliances, and it provides end-to-end
visibility, such as application-specific data, client-specific data, and branch- specific
data. With the ability to identify and monitor all the applications, clients, and branches
on the network, you can efficiently deal with the issues that reduce the performance.
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This feature also provides powerful capabilities for failure analysis of your
applications, network, and branches. Live and historical reports enable you to be
aware of performance issues before users raise complaints.

As a CloudBridge administrator, you can use WAN Insight to answer questions
such as:

*  Which client in a branch office is consuming the most bandwidth?
* What is the latency at the CloudBridge datacenter appliance?

*  What compression ratio is achieved at a particular branch?

Optimizing Citrix XenApp®

Citrix XenApp and XenDesktop are both solutions that deliver apps and desktops
as an on-demand service. Basically, Citrix XenApp and XenDesktop depend on the
Citrix ICA protocol, which imparts collaborative screen information and the data

of other applications between desktops running in a centralized datacenter and the
remote user's end devices. ICA is a highly effective protocol that delivers the best
performance for single user access over a high latency and low bandwidth network.

In our previous topics, we have already seen how Citrix CloudBridge or WanScaler
optimize the end-to-end ICA connection. CloudBridge plays a tremendous part in
XenDesktop deployments, where the demands of increasing users are high at the same
bandwidth consumption. CloudBridge entirely supports all levels of ICA encryption to
keep an end-to-end security at the required standard while optimizing traffic delivered
to other branches.

We can dive deep into Citrix CloudBridge with the following link:
https://www.citrix.com/products/cloudbridge/overview.html.

There are many optimization guides already available on Citrix XenApp, that we
should definitely go through before planning our new XenApp deployment:

*  Windows 2008 R2 Optimization Guide For Desktop Virtualization with
XenApp 6/ 6.5 (http://support.citrix.com/servlet/KbServlet/
download/29413-102-664317/)

*  How to Optimize XenDesktop Machines (http://support.citrix.com/
article/CTX125874)
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Summary

In this chapter, we saw how to monitor Citrix XenApp using Citrix Director and
EdgeSight, and how to optimize the Citrix XenApp infrastructure using various
toolkits, such as Citrix NetScaler Insight Center, Citrix NetScaler HDX Insight, Citrix
NetScaler WAN Insight, and Citrix NetScaler Web Insight. At the end of this topic, we
saw some optimization tips and guides that we can try in our XenApp environment to
optimize our infrastructure and improve the productivity in end user computing.
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