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Foreword

The world of business has the word Digital on its lips like never before. Sure, there
have been digital assistants, digital shopping, and digital marketing before, but now,
digital is about something more profound. Digital is about businesses transcending
an old way of doing business that has been stuck in paper, manual processes, and
physical artifacts. Digital is about redesigning your business and the way you work
to gain competitive advantages, greater efficiencies, and new sources of revenue.

The four forces of modern technology — the cloud, mobile, social, and big data—have
changed the expectations of customers and employees. They cannot expect to do
business the same old way. Those who embrace these new forces can totally disrupt
entire industries, such as music, media, transportation, and even hotels. Those who do
not adapt to these forces go the way of the dodo faster than they can possibly imagine.
However, just because you have an established company in the established industry,
it doesn't mean that you cannot reinvent yourself if you embrace these forces.

To create a digital business, you must digitize your business processes and
information and take full advantage of the speed this information can provide. You
can be giving that information to your customers on demand through their mobile
devices when they want it. You can be cutting out inefficient paper handling and
manual handling to save time and money. You can be freeing up resources such as
people, real estate, and manufacturing capacity to create new products and services
and add real value for your customers.

Capture is an important step toward moving from a physical world of information
handling and manual processes toward a digital world of straight-through processes
and customer delight. It can transform expensive urban warehouses full of cabinets of
paper into productive, vibrant places of creative energy and collaboration. However,
capture is not just scanning a bunch of paper and turning it into the digital equivalent
of filing cabinets. Intelligent capture is about extracting information from that paper,
discerning meanings, and initiating digital processes to succeed the manual handling
it replaces.
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Alfresco has worked with Ephesoft for several years to successfully digitize
processes in many industries and many companies, big and small. Through open
source collaboration and open standards interoperability, Alfresco and Ephesoft
have worked hand-in-hand to transform how companies handle contracts,
mortgages, insurance claims, accounts payable, and accounts receivable.

The solution provided by Ephesoft with Intelligent Capture, Mobile Capture,
Automatic Classification, and the Alfresco with Enterprise Content Management
system and its Activiti Business Process Engine simplifies the conversion of these
processes into digital business processes. Our joint use of open source also means
that these solutions are affordable and that our systems evolve at the speed of
community innovation. Proprietary solutions have not done justice to what can
be accomplished by truly smart software that embraces the digital world and
moves information efficiently and effectively to the delight of your customers
and employees.

By picking up this book, I hope that you can realize the benefits of transforming
your business process for a new digital era. You can go beyond yesterday's capture
solutions of proprietary vendors to a rapid evolution toward a digital future with
open source solutions, embracing today's technology forces.

John Newton

Founder and CTO, Alfresco Software
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Preface

In general, document capture refers to the process of scanning paper documents
using scanners or cameras, and transforming these documents into an electronic

file such as a PDF, TIFF, and so on. Through a type of document capture software,
these electronic files are assessed through character or pattern recognition (that is,
OCR, ICR, and OMR) and converted into meaningful data or information, also called
metadata. The goal of document capture systems is to classify incoming documents
into categories and extract metadata by automating processes that humans normally
do. By automating this process, organizations can classify documents and route the
incoming documents to repositories and workflow systems with all the metadata
more efficiently; thus, document capture systems help reduce errors, allow
documents to be handled faster, and organizations can scale their business using
software rather than labor.

Over the years, the document capture industry has evolved in many ways. Paper
documents are still a big portion of the document formats that organizations receive.
However, as organizations started to exchange documents electronically, the
document capture systems had to evolve to be able to process the documents within
e-mail attachments, sent via FTP or by using APIs. Of course, smartphone adoption
also influenced the document capture world. As consumers started to produce
electronic documents more using their phones, such as check deposits or expense
reports, capture using mobile devices became essential.
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Preface

The capabilities of the capture software has also become more intelligent over the
years. Early systems automated the capture process by using barcodes for classifying
documents and extracting metadata from predefined areas of structured documents,
called forms. Later on, technologies such as Ephesoft classified the documents using
several techniques such as document layout or words and phrases that can extract the
metadata without defining where the metadata might be located on the document.
We call these capture systems Intelligent Document Capture systems and they can help
organizations automate document capture systems not only for structured documents
but also for unstructured documents such as e-mails or documents that do not have
any known format. Intelligent Document Capture systems are also easier to deploy
and maintain compared to older systems, which provides faster ROI and adoption.

The latest trend in document capture systems is the use of web-based APIs. In

the beginning, document capture systems were used only to ingest documents to
repositories and workflow systems but with the popularity of APIs and the cloud,
a new use case has opened. The newest versions of document capture systems now
allow organizations to enable other business applications with document capture
functionalities, where the cloud, private or public, based APIs provide document
capture services rather than the applications. This makes organizations more
efficient when it comes to maintaining, upgrading, and integrating multiple
business applications.

If we try to imagine where document capture will be 5 to 10 years from now, it is
anyone's guess. However, looking at the emerging technologies and today's
advancements, we may be able to predict the future. In the future, we will see
machine learning algorithms doing what capture administrators do today, so that
any user can simply show the next generation document capture system what he/she
wants within that document. Then, the computer should be able to understand what
to do the next time without any human intervention. What this means is, if it takes
one administrator to configure the system today and one IT professional to set up the
servers, in the future there will be no need for either resource. The users will simply
request a capture service using a browser or mobile device, the service will learn the
human behavior by simply observing the user and then will perform the same task
from then on. The projects on which we used to spend months on implementing are
now measured in weeks. In the future, they will be measured in hours, if not minutes
and seconds.
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Preface

What this book covers

Chapter 1, A Quick Tour of Ephesoft, takes you on a walkthrough of Ephesoft's
user interface. We will look at the administrative and the operator functionality
of Ephesoft.

Chapter 2, Creating a Batch Class, explains how to set up Ephesoft. We will see how
to create a new batch class and configure it for classification and extraction.

Chapter 3, Core Ephesoft Features, expands on the features introduced in Chapter
2, Creating a Batch Class. We will learn more about classification and indexing
techniques. We will also learn about web scanning.

Chapter 4, Ephesoft's Advanced Features, explains advanced Ephesoft features.
This includes how to set up Microsoft Active Directory, scripting, and utilizing
web services.

Chapter 5, Tips, covers the productivity-enhancing tips.

Appendix, References, includes some reference material.

What you need for this book

Ephesoft Enterprise 4.0+ running on a Windows computer.

Who this book is for

This book is intended for information technology professionals interested in
installing and configuring Ephesoft for their organization, but it is a valuable
resource for anyone interested in learning about document capture in general.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "You can use generic variables,
which are EphesoftBatchID and EphesoftDOCID."

[ vii ]
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Preface

A block of code is set as follows:

import com.ephesoft.dcma.da.id.BatchInstancelD;
public interface SamplePluginService {
void sampleMethod (BatchInstanceID batchInstancelD,
final String pluginWorkflow) throws Exception;

}

New terms and important words are shown in bold. Words that you see on
the screen, in menus or dialog boxes for example, appear in the text like this:
"Administrators can use the Up and Down buttons to reorder the plugins or
the Remove button to remove plugins from the module."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as
it helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things
to help you to get the most from your purchase.

[ viii ]
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Downloading the example code

You can download the example code files from your account at http://www.
packtpub. com for all the Packt Publishing books you have purchased. If you
purchased this book elsewhere, you can visit http: //www.packtpub.com/support
and register to have the files e-mailed directly to you.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/
diagrams used in this book. The color images will help you better understand the
changes in the output. You can download this file from https://www.packtpub.
com/sites/default/files/downloads/8582EN ColoredImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.
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Questions

If you have a problem with any aspect of this book, you can contact us at
questionse@packtpub.com, and we will do our best to address the problem.
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A Quick Tour of Ephesoft

As an introduction to Ephesoft, we will first walk you through the user interface and
then examine the installation folder. The locations of certain files and folders within
the Ephesoft installation are important because an administrator must make changes
here to enable some features.

In this chapter, we will examine the following aspects of Ephesoft:

¢ The user interface

¢ The installation folder

The user interface

After logging in, users can access Ephesoft's features from an automatically hiding
menu of navigation items that we will refer to as the side navigation. To display this
menu, simply move your mouse cursor to the left-hand side of the browser window.

Ephesoft has organized this side navigation so that administrative features are
separate from the common functions that operators use. Operators typically submit
batches and review and validate Ephesoft's output, supplying additional information
about the document images being processed.
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A Quick Tour of Ephesoft

Administrators enable these activities by defining the operations to be performed
on each type of batch. Administrators also monitor and control the processing of
the batches.
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Ephesoft's navigation menu

Administrative features

The side navigation provides links to five areas of the system that are commonly
used by administrators:

* Batch class management

* Batch instance management

* Folder management

* System configuration

* Reports

Batch class management

A batch class defines a set of operations that should be performed on the page
images that are provided as input. A batch class consists of document types,
document fields, batch class fields, e-mail configuration, and workflow/plugin
configuration. The Batch Class Management interface allows administrators to
create, modify, edit, and delete batch classes.
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Chapter 1

Ephesoft's batch class management user interface

The batch class management interface displays a list of batch classes. Administrators
can open a batch class to configure the following:

Document types: The documents that will be processed in the batch class
are configured here. Each document type is described by a distinct set of
properties called fields. Rules can be configured to extract information from
the document into the fields, thereby automating the process of indexing
the document.

Modules: Modules are the major steps in the processing of documents. Each
module is implemented by a series of plugins.

E-mail configuration: In this portion of the administrative interface, users
can provide connection information for an e-mail account, and Ephesoft will
process e-mails sent to this address. Ephesoft processes both the e-mail body
and the attached documents.

Scanner profiles: This is where administrators can associate one or more
scanner configurations with each batch class. These profiles are available
in the web scanner.

CMIS import: CMIS is a standard protocol for communicating with document
repositories. Ephesoft can use CMIS to monitor a standards-compliant
document repository for input.

[31]



A Quick Tour of Ephesoft

* Batch class fields: Ephesoft can associate information with a batch (the
group of page images that are processed together) as a whole. Each piece of
information associated with a batch is called a batch class field. Batch class
fields are applied to batches and should not be confused with document
fields, which contain information that applies to individual documents.

Batch instance management

A batch instance is a set of page images processed together. The terms batch and
batch instance are usually interchangeable. This area within the administrative
interface allows administrators to see the status of batches, reprioritize batches,
and restart batches in a previous processing step.
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Chapter 1

Folder management

The folder management interface allows the administrator to upload files for batch
class configuration. These files are also accessible from the installation folder, but this
is often a more convenient way to manipulate these files.
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A Quick Tour of Ephesoft

System configuration

This administrative interface allows users to manage Ephesoft in ways that are not
specific to a batch class or instance.

Ephesoft's system configuration user interface

System configuration allows the modification of the following features:

Regex pool: The regular expression pool is a library of regular expressions
that administrators can access when creating extraction rules for a batch
class.

Workflow management: Ephesoft's features are implemented in components
called plugins. The workflow is the sequence in which these plugins are
executed. This portion of the user interface allows an administrator to specify
what plugins are available when configuring the workflow for a batch class.

Connection manager: The connection manager allows you to create and
test database connections. These connections are used by plugins to access
databases.

License details: This allows administrators to see the expiration date of the
license and the features that are enabled.

[6]




Chapter 1

Reports

Reporting can be enabled to provide administrators with statistics on the system
and throughput. The administrator can filter reports by criteria such as batch class
or start date. Advanced reports are also available, including correction reporting.
Correction reporting identifies when operators made corrections to Ephesoft's
automated processing. This information can be used to optimize the configuration
over time.

=DE=m i

B Dbt Reports Throughput Report By Batch Class
B Tty Aepons Last Syne AL: 13 Apr 2018 10:45:04
3 Thucughyst By Batch Class
[ Thecughput By Batch Size

3 Thuughpt By Wesk Days

Chart Type 8w v Type  Fege

Ephesoft's reporting user interface

The operator user interface

The side navigation provides links to the following four areas of the system that are
commonly used by operators:

* Batch list

* Review validate

*  Web scanner

* Upload batch

[71
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A Quick Tour of Ephesoft

Batch list

The batch list shows the batch instances that require review or validation.

The review process involves documents that could not be identified as being of a
certain type. In Ephesoft, as with most image capture systems, we say that these

documents could not be classified. The review interface allows operators to split

and merge pages of documents and specify the document type.

The validation process involves fields for which data could not be extracted from the
document, or fields where the extracted values do not comply with the previously
specified rules.

= Ephesoft W v N

T aliciatn Rk hen [T § Hiatch Clasa Mama Dsich Hama T Priorty Tt Upasied On
) Bita Morigags Frocessing BCS_sphescd 2015080 85 D8ApI015 143155
1 5 BF Accousts Fapasle Inveicen (3 e Apr 2015 130222
[ Atoust Pagasts DEA_spte
Bis Aceousts Puyasie BCA_tptason_ [
B Accousts Fayabie BCA_aphesct 2015033 85 DSAT015 12 5H 21 U8 122815 EADVY_FOR_VALDATION
" Recoust Pysshs DCA_apranea_pons- s Ape-018 12 5621 a LAY _FOR_VALDATION
" DEA_spmn 5 0872015 1250 READY_FOR_VALDATION
' ‘e L Accounts Fayathe BC4_sphusod [ OSADr 2015 143158 15Mar20% 113021 READY_FOR_VALIDATION
Cangany Tyos
I [ et W v |
| — bl i o) e e RS

Ephesoft's batch list user interface
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Review validate

The review validate screen will present the operator with the next available batch for
processing according to priority and batch date.

Exchange of the
prichpiinrioidil oo
oy &
AUTCMOBILE NSURANCE BILLING STA TEMENT
THIS BILLING STATEMENT AND THE SNFORMATION IT CONTANS ARE PART OF YOUR
. veuRAe POLSY DEGLARATIONS i
e e
| PouCY MEER: L=
Tl el a1 e Metesahlhresd I. e I
[ WSURANGE BILLING STATEMENT ENCLOSED AR &
» 1 WEVE CA 3023304 BILLING DATE: 2508
- DRIE DATE S0
B
1. Provicun Dalance 5 12084 T Peew Balance o
& 2 cean PR MmO 8 008
o 3 Paymest 3 1M,
ol 4. Unpaid Batance s o THANN ¥OU FOR CHODRNG
| bl
s PeceCloe 5
o+ & AsoSond Premee $ 2000
il Hote — e Reverse Side for inportard laformation

Powarmd by L phesslt Ou DALA3SA5E O4L00K DODOIO00 DOGOIOOOT

Ephesoft's review validate user interface
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Web scanner

Ephesoft is capable of capturing content from a scanner attached to the user's
workstation. What is unique about the web scanner is that no software needs to be
installed on the workstation; Ephesoft uses a Java applet to send content directly
to the server from any TWAIN-enabled scanner.

Pages: 4

BCA - Accounts Payable 1 Dutash Profie

008 v

Ephesoft's web scanner user interface

The first time a user logs into the operator interface and selects the Web Scanner
link on the side navigation, the user will have to choose a scanner. When the user
selects the Source button, the user will be shown all TWAIN devices that have been
installed on the user's workstation. Once the scanner is selected, the user can select
the batch class to be used for processing and start the scan job.

Upload batch

Operators can submit PDF and TIF files directly to Ephesoft for processing by
using the upload batch feature. Once the documents are selected and uploaded,
the operator can select the appropriate batch class and start the batch processing.

[10]
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Ephesoft's upload batch user interface

File system

The following are some important folders that are created when Ephesoft is installed.
These are subfolders beneath the Ephesoft installation folder:

Apache 2.2: Apache can be used in front of Ephesoft for load balancing and
failover. It is included in the installation but not configured.

Application: The Ephesoft Java web application is installed in this folder.

Application/il8n, themes: These folders contain files to customize and
localize the Ephesoft application.

Application/native/RecostarPlugin: This plugin provides the image OCR
functionality.

Application/WEB-INF/classes/META-INF: System configuration property
files are stored in this folder.

Dependencies/gs, ImageMagick: Applications that Ephesoft uses for image
manipulation are installed here.

Dependencies/licence-util, licensing: These folders contain tools to collect
the information needed to generate and install license keys.

Dependencies/luke: Luke is a tool that helps troubleshoot problems with
Lucene indexes.

[11]
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* JavaAppServer: This folder contains the Tomcat configuration for Ephesoft.

* JavaAppServer/conf: This is where the contexts are defined for Ephesoft;
it is where URLSs are bound to java code.

* EphesoftReports: The configuration and binaries for reporting are
stored here.

* SharedFolders/BC99: The configuration for each batch class is stored here.
The contents of the batch class folder can be modified through the Folder
Management interface by a batch class or system administrator.

Summary

In this chapter, we looked at the administrative and the operator functionality
of Ephesoft. We also looked at the installation folder on the filesystem. It's time
to put Ephesoft to work.

In the next chapter, you'll learn how to train the system to recognize your
documents, extract content from them, and test the configuration.

[12]
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A batch is a set of pages or page images to be processed. A batch class is the definition
of how Ephesoft will process these pages. A batch instance is the actual process of
performing the operations defined by the batch class. Each batch class can monitor
different sources for incoming content and create a batch instance when the content
arrives. Batch classes can monitor a variety of sources, including folders in the file
system, e-mail accounts, and standards-compliant content repositories.

As an example, we are going to create a new batch class for an accounts payable group
that wants to automate the processing of invoices.

As we work through the example in this chapter, we will cover the following topics:

* Creating a batch class

* Creating a document type

* Training for classification and separation
* Creating fields

* Basic key/value extraction

* Validation rules

* Exporting

* Processing a batch

[13]
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Creating a batch class in Ephesoft

The first step in our example is to create a batch class for processing accounts payable
documents. We will accomplish this by copying a batch class provided by Ephesoft,
and then customizing this batch class as necessary.

The batch classes that come with Ephesoft provide the core behavior that most
organizations need. These batch classes should be used as templates and should
not be modified or deleted. Creating a copy maintains the original template batch
class for use in creating future batch classes.

We will create our batch class on the basis of the MailroomAutomationTemplate
batch class. This batch class comes preconfigured with most Ephesoft functionalities,
although some of it is disabled. To copy the MailroomAutomationTemplate batch
class, first select it from the list in the Batch Class Management interface, and then
click on the Copy button above the list.

The batch class management main screen

[14]
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Enter the Name, Description, Priority, and UNC Folder for the new batch class.
Priority can be a value from 1 to 100, with 1 being the most urgent. Instances of
this batch class will inherit this priority. Processing of higher-priority instances

will take precedence over that of lower-priority instances. The Universal Naming
Convention folder can be a UNC path (like \\server\remote\path) or local path
(like c:\1local\path). Ephesoft will monitor this folder for content such as scanned
page images. When content is found, Ephesoft will create a new batch instance,
performing this batch class's operations on the page images. After the information
is entered, click on the OK button:

GridComputingTemplate Grid Computing Template Cl\EphesofttSharedFolder._ ..
Copy Batch Class (%]

Name:" AccountsPayable

Description:* Accounts Payable
Priority:* (@) 65
UNC Folder:”

sharedFolders\ap-imporf |

New batch class properties

The new batch class will appear at the end of the list of batch classes in the Batch
Class Management interface:

The new batch class in batch class management

[15]
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Creating a document type

Now that the accounts payable batch class exists, we must tell Ephesoft about
the types of documents that this batch class will process. Each batch class can
process many different document types, but we will begin by defining just one
document type: an invoice.

Select the newly created batch class and click on the Open button.

When editing batch classes, Ephesoft displays a navigation tree on the left
that allows the user to select the aspect of the configuration to be modified.
The Document Types item is the default, so it should already be selected,
as shown in the following screenshot:

B AccountsPayableBC4 Duncription Minimum Confidenca...  First Pags: Lasaf=3] Page
3 Document Types
Foecer s Foud
B Modules
3 Emad Configuration
[ Scanner Profiles
O chis impont
[ Batch Cisss Fisid
Page ol Displaying 0- 0.of 0 Showing 15 | Records per pags
-
Upload Fila{s} =]
Ugicas Test Classficanon Fisly) Upioed Tes) Eatray i oot Dicxtigiraarst Typs:
OR OR
Orsg et Do P Harn : D ina Drop Files Hers ' Drsg a0 Drop Fise Hive
Powered by Ephesoft

The batch class document type list

Click on the Add button located on the top of the screen. A new row will appear
in the Document Types table into which you can enter information about the new
document type, as shown in the following screenshot:
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B sccountsPayabie-BC4 B Neme Deseriptien Mininum Corfidence...  First Pags Second Page Third Fage Lauti>3) Page

I8 pocument Types. g T .
B Modules
[ Emad Configuration

3 Scanner Profies
3 cnes impent
[ Batcn Class Finia

Page 1 of1 T Displaying 1-10f1 Showing 15 Records per page
Crag and Cuop Files Hare H Drag and Drop Files Here H Crag and Drop Files Here H Drag and Drop Fims Here
Powered by Ephescll

I I T T T T I T T R W

New document type configuration

The following information can be provided when creating a new document type:

Name: The name of the new document type. Use a short name here, such as
Forml040, Invoice, Of Application.

Description: This field is used to provide additional identifying information
to operators, such as U.S. Individual Income Tax Return.

Minimum Confidence Threshold: This must be a value between 0 and
100. When Ephesoft determines the document type, Ephesoft calculates
the confidence score. If the calculated confidence is below the document's
minimum confidence threshold, then an operator will have to review
Ephesoft's choice for the document type.

First Page, Second Page, Third Page, and Last (>3) Page (if applicable):
These fields allow you to specify a configuration file for use by the OCR
engine used by Ephesoft. This configuration is page-specific, as opposed to
document-specific. You may want, for example, to have the OCR engine look
for a signature at a specific location on the last page of a certain document
type. To accomplish this, create a configuration file to look for the signature,
and then associate this configuration file with the last page of this document
type. This sort of low-level OCR engine configuration is necessary for
advanced extraction of content such as handwritten text and check boxes.
This is covered in greater detail in the next chapter.

[17]
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A\l

~ The OCR settings for the last page will only be applied to
documents that are more than three pages long.

The value that you choose for the document's minimum confidence threshold can
have a large impact on the efficiency of your system. If you enter a value that is too
low, then documents could be incorrectly identified as the wrong type. If you enter
a value that is too high, operators will have to waste time reviewing and confirming
the correctly identified document types.

It is important to understand that the confidence values are scores and not
percentages. Suppose Ephesoft says that it's confident that a document is of the
invoice type 12. This does not imply that the document will be an invoice 12 percent
of the time, or anything of the sort. It is just a score, on a scale of 1 to 100.

For our example, enter Invoice for both the name and description, use an arbitrary
threshold value of 8 (we will discuss confidence and threshold configuration in the
next chapter), leave the other fields blank, and then click on the Apply button.

When confirmation dialogs appear, such as when you delete a document
type, you can press the Return/Enter key, rather than clicking on the OK
button with your mouse.

N When you make any working change, such as deleting a set of document
types or a working extraction rule, click on the Apply button to save the
changes. You can also click on Save, but this will redirect you back to the
batch class management home page. If you navigate away from a page
without saving or applying your work, your changes will be lost.

Training for classification and separation

Traditional image capture systems require that scan operators place separator sheets
between each document in a batch. The separator sheets tell the system where each
document begins and ends and also indicate the document type. We will configure
Ephesoft to separate the example accounts payable batch into individual documents
and classify these documents as being invoices without the use of separator sheets.
In order to accomplish this, we must train Ephesoft to recognize invoices by
supplying an example.

[18]
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First, find or create a blank invoice. If a blank invoice is not available, you can use an
actual invoice with line items and header information, but this won't be as effective.
We will discuss training and sample documents further in the next chapter.

Select the checkbox next to the invoice document type. Then, drag and drop the
sample invoice to the area below the Upload Learn File(s) link.

Ephesoft will display a message while it learns the sample invoice you uploaded.
The learning process involves discovering and recording the text that is on the first
page, the last page, and the middle pages of the sample.

R esoit EZE 0 N T T T D N TSI e

L ™. Decription Minimum Configence.. IEESTEN

Page 1 oft S Desplaying 1- 1001 Showing 15 R

— —p
Uphand Filo(n) o
Meioed Leam Flisis) Upiongd Teal Clasaification Fiels) U Toxl Extrocion Fiels) mpodt Documert Typs
oR R oR oR
&
- 4 1 '
Drag and Crop Files Here : Drag and Cvop Fies Here : Crarg an Drop Fées Fere I Dragand Crop Fies Here

Drag and drop classification samples

Ephesoft will notify you when the learning process is complete.
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Next, test the classification of invoices. Find an invoice (an actual invoice, not a blank
template), and drag and drop it into the area below the Upload Test Classification
File(s) link.

0 0 2 0 0 TS (0 D T 6 i

B AccountsPayable-BC4 g

8 Document Types

W voduies.

3 Emad Conaguration

[ Searmes Profiles ey

[ chis import -

[ Batch Class Fleld A

1]
‘ - ; . .
Drag and Dre Files Here . Dray «=-- Drop Files Here : Drag and Drap Fies Heoe ¥ Drag and Drep Files Heve
Powared by Ephesaft

Drag and drop classification samples for testing

When you upload the test classification files, Ephesoft does not immediately begin
testing the classification. After you receive notification that the upload is complete,
click on the Test Classification button, and then click on the Classify button.
Ephesoft will look at the text in the test files and compare that to the text in the files
that it learned as being an invoice. The document type that has sample pages with
text that best matches the test invoice that you uploaded will be selected as the
document type for your sample.
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The results of the classification test are displayed in a table.

0w | cavar | come | commor - ) Ao |- e | =) o | Comm Phal - Vo Lt i - 71 St - B

The test classification results
The most important columns to look at are as follows:

* Document Type: This is the document type that Ephesoft assigns to the
test page.

* Document Confidence: This score indicates the certainty that Ephesoft
has in its decision for the document type assignment. Remember that this
number does not need to be large in order for Ephesoft to work effectively,
it just needs to be larger than the score associated with the other document
types that you trained for this batch class.

* Document ID: Use this column to determine whether Ephesoft is correctly
identifying document boundaries. All pages belonging to the same document
will share a common document identifier. Click on the Close button to return
to batch class management for the accounts payable batch class.

Creating fields

Ephesoft stores information about a document in document-level fields. Further,
Ephesoft stores information common to all the documents in a batch in batch-
level fields. Typically, field content is extracted from a document, but the fields
can be populated in a number of other ways. The field content can be manually
entered by an operator, for instance, or populated from a database, or calculated
programmatically on the basis of the values of other fields.
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For the invoice document type, we would like to extract the customer number,
invoice number, and invoice date. In order to accomplish this, we must first create
the fields in the document type that we created. From the Batch Class Management
interface, select and edit the Accounts Payable batch class. From the Document
Types tree node, open the Invoice document type. The Index Fields item should

be selected by default. Click on the Add button at the top of the user interface,
which will create a new row in the table of document-level index fields.

B AccountsPayasie-BC4
B Documant Types
B inveice
55 inces Fusids
8 Customeniumber
In Tavies
3 Function Key Mopping
3 B Expont Configuration
3 Fuzzy DB Exvaction Configuration
. Moo
[0 Email Configuration
3 scanner Profies
3 cwis import
[0 Batch Class Fisld

Page ! of1 T Displaying1-1of 1 Showing 15 Records per page

Crag and Drop Fées Here

The index field configuration
Ephesoft will allow the following information to be edited in this row:

* Name: Name of the field.
* Description: Description of the field. This is what is displayed to the operator.

* Data Type: Options include string, date, long, double, integer, float, big
decimal, Boolean, and password.
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Pattern: Ephesoft will search the entire document for words that match
this regular expression. This is useful when the data to be extracted has a
distinctive format (like a social security number), but may occur anywhere
in the document. Ephesoft requires you to check the syntax of regular
expressions by clicking on the Validate Regex button above the table.

OCR Confidence Threshold: This is the threshold of the OCR confidence for
the field. If the extracted OCR confidence is below this threshold, it will be
marked in the validation for operator review.

Field Type: This specifies the type of widget that Ephesoft should use when
displaying this field in the validation user interface. Options include text, list,
checkbox, date, multiline, and combo. For instance, the date option will give
the users in validation a calendar selection widget.

Category: This specifies a grouping of fields for the validation user interface

Field Order: This is a number that Ephesoft uses to determine the order in
which the fields are presented in the operator's interface.

Sample Value: This text is displayed in the operator's interface as a hint,
indicating the valid format for data entry. A date field might say MM/DD/
YYYY, for instance.

Field Option Value List: This allows the administrator to create a drop list
of values from which the operator can select. A semicolon is used to delimit
the values.

Barcode Type: It is possible to encode field values in a barcode. This specifies
what type of barcode is used to encode the value for this field.

Hidden: Some fields may be used internally and should never be presented
to the operator. The administrator may indicate that such fields are hidden.

Read Only: Some fields may be viewable but not editable by the operator.
The administrator may indicate such fields are read only.

Field Value Change Script: This flag indicates that edits to this field should
trigger a script.
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B accountsPayable-BC4
* & Document Types
B imoice
BS index Fieics
I customertiumber
W inveceDate
B invocetiumber

I Tabies
3 Funcsion Key Mapging
[ D& Export Configurasion
3 Fuzzy DB Extroction Canfiguration
W oodes
[ Email Configuration
[ scanner Proties
[ caus mmpont
[ Baten Ciass Fiska

Validation Operator: This controls how validation rules are applied. Fields
with AND will have to comply with all of the fields' validation rules. Fields
with OR will have to comply with at least one.

[“oper [ noss | e | osvios | pas | weie ] vpon | cops | votiws s |

OCR...

Description Fiedd...

Duin Type  Patl..

Customerumber  Customer Mamber  STRING 0 TEXT  inveice e ] or
eeaNumber Inveize tiomber STRING w0 TEXT  invoice He 1 o
tycicaDane Inveice Date DATE %0 TEXT  invokce e 2 o of
Page ! oft T Displaying 1303 Showing 15 Records per page
-
Import Irdex Fieldis) (=]
Salect Files
oR
Dearg and Drop Fies Here

The index fields for invoice document type

In the preceding example, we have added fields so that the following information
can be associated with each invoice in the Accounts Payable batch class:

¢ Customer number
e Invoice number
¢ Invoice date

Once all fields are created, click on the Apply button to save the progress.
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Key/value extraction

Extraction is the process of automatically populating fields with text from a document.
In the following example, the customer number follows a label with the text Customer
Number. We can configure Ephesoft to extract any numeric text following Customer
Number into the Customer Number field. This process is known as key/value
extraction. The key is the label, and the value is the text to be extracted.

) Staﬂ-rnark Customer Number Invoice Number
( : Customer Number: 116785
Department :
Bill To: Invoice No: 0001100953
EFE Company, LLC Invoice Date: 04/30/2009
14252 Culver Dr. Suite A 145 Amount Due: 446.25 usD
Irvine CA 92604 Page: 1
Invoice Date
For billing questions, please call your local branch
WE_ Employee Descripon Hoursilnits __ Rate  Net Amount
04-26-2009 Aguirre,Erica Packaging Clerk Regular 7.00 12.75 89.25
04-26-2009 Cervantes,Michelle Clerk Regular 7.00 12.75 89.25
04-26-2009 Chavez Zamudio,Rober Clerk Regular 7.00 12.75 89.25
04-26-2009 MORENO,GLORIA Clerk Regular 7.00 12.75 89.25
04-26-2009 Ponce, Sofia Packaging Clerk Regulax 7.00 12.75 89.25
Regular Hours  Over Time Hours Other Hours Total Hours
35.00 0.00 0.00 35.00
Regular Amourt  Over Time Amount  Other Amount  Total Amount
446.25 0.00 0.00 446.25
= SUBTOTAL: — 44625 —
[ TOTAL AMOUNTDUE : - 44625

The sample invoice form

To define a key/value extraction rule, navigate to the KV Extraction Rule area
of the menu on the left side of the batch class administration screen. Click on the
Add button to open the key/value rule screen for a new rule.
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In this screen, indicate on an actual invoice where the key and the value are located.

Do this by dragging the invoice into the KV Test area at the bottom of the screen.
The first page of the invoice will fill the right side of the screen, with two colored

rectangles. Drag the green rectangle so that it surrounds the label, as shown in the

following screenshot. Then, drag the red rectangle so that it surrounds the value.

Key:*

alue:*
d{s}

0%
Fetch:
H FIRST
Paga:

FIRST

Zonwe:
ToR

1

Fuzzy %:

Waight:*

Use Exiating Field For
Hoy:

Customes Number

=
i ﬁﬁ ! INVOICE
" Customer Number: 116785
Department :
Bill To: Invoice No: 0001100953
EFE Company, LLC Invoice Date: 04/30/2009
14252 Culver Dr. Suite A 145 Amount Due: 446.25 usD
Irvine CA 92604 Page: 1
For billing questions, please call your local branch
“WE_ Empoyoa [Deserpin i Rale  NetAmoun
04-26-2009 Aguirre,Erica Packaging Clerk Regular 7.00 12.75 89.25
I 04-26-2009 Cervantes,Michelle Clerk Regular 7.00 12.75 89,25
04-26-2009 Chavez Zamudio,Rober Clerk Regular 7.00 12.75 B9.28
04 -26-2009 MORENO, GLORIA Clexk Regqular 7.00 12.78 89.25
04=-26-2009 Ponce, Sofia Packaging Clerk Regular 7.00 12.78 B3.25
Reguiar Hours  Over Time Hours  Other Houwrs. Total Hours
35.00 0.00 0.00 A5.00
Regular Amount  Over Time Amount  Other Amount  Total Amourt
446.25 0.00 0.00 446.25
— — SUBTOTALT — —_— —— T A4525 — |

Field extraction configuration

The key area should be the approximate size of the key size.

a1

The value area should be as large as necessary to include the

make this area too large, you run the risk of Ephesoft including

‘Q largest value that might appear on the page. However, if you

other text from the page in the field value. You can mitigate this
risk by using more specific regular expressions for the value.

The following information can be entered for each rule:

Use Existing Field For Key: This checkbox indicates that the value
from another key/value rule will be used as the key for this rule.

This is discussed in the next chapter.

Key Pattern: A regular expression that can be used to find the key.
The pattern can be keyed in, selected from the regular expression pool
(pre-existing patterns), or built using a regular expression builder.
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* Value Pattern: A regular expression that defines the format of the content to
extract. This can be specified in the same way as the key pattern.

* Fuzzy %: This is the amount of text that can be different from the specified
key pattern. For example, if an extraction rule has a key pattern of Customer
Number and Ephesoft discovered CustOmer Number on the document (most
likely due to an OCR error), the rule would still fire if the fuzzy percentage
level were set to 10%. If the fuzzy % has a selection other than none, the key
matching will also be case insensitive.

* Fetch: Sometimes, there are several instances of a value that follow a key.
Perhaps, the form has a label that says SSN List and the text following that
is 123-45-6789 987-65-4321. If the value regular expression is correctly set to
match a social security number and the fetch value is FIRST, then Ephesoft
will extract the value 123-45-6789. If the fetch value is LAST, Ephesoft will
extract 987-65-4321. If the fetch value is ALL, then the extracted value will
be 123-45-6789 987-65-4321.

* Page: Ephesoft can apply this rule to all the pages in a document or to just
the first or last page.

* Zone: Ephesoft can apply this rule to the content found in a particular area
of the page, such as the top or the side.

*  Weight: There can be multiple KV extraction rules for a single index field.
The most confident extracted value will be used as the index value. The
weight allows you to reduce the confidence of some rules. The value for
weight must be a decimal between 0 and 1.

In the preceding example, we extract the customer number by using the key pattern
of Customer Number and the value pattern of \d{6}. This regular expression
indicates that we expect to see a number that is exactly six digits long.

Patterns are defined using Java regular expressions, the reference for
which is found on Oracle's website.

%ﬁ%‘ When using longer key values, it is a good idea to set Fuzzy % to at
least 10%. This will ensure that if the OCR is not perfect, it will still
trigger the KV extraction rules.

[27]
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Click on the Test KV button. The results for the extraction are displayed and the
values highlighted in the screenshot:

T T T

Bill To:
Usa Existing Field For EFE Company, LLG
e 14252 Culver Dr. Suite A 145 44625  USD
Koy Iedine GA 826804 Page: 1
Custorner Number
Value:*
i} . i
b For billing questions, please call your local branch
Fuzzy %:
10% L . Employes | Description Rale Nat A et
04-26-2009 Aguirre, Erica Packaging Clerk Regular 7.00 12.75 89.25
Fetch:
FIRST 04-26-2009 Carvantes,Michelle Clerk Regular 7.00 12.7% 89,25
Pager 04-26-2009 Chavez Zamudio,Rober Clerk Regular 7.00 12,75 8825
FIRST
Zom: 04-26-2009 MOREND, GLORIA Clerk Regular 7.00 12.75 89,25
Tor 04-26-2009 Ponce, Sofia Packaging Clerk Regular 7.00 12.78 B89.25
Waight:"

Regular Hours  Over Tima Hours  Other Hours  Total Hours
-
Advance KV Test

ey CONFIDENCE% KEY-COORDINATES VALUE-COORDINATES

(1395.274)(1726,303)

(1671.273)(1008,304)

The extraction test results

The patterns may need to be adjusted in order for the rule to work properly. Once
the rule is working as desired, click on the Clear button and then, the Apply KV.
Click on Apply again to save the configuration to the server.
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This only tests one rule at a time. Once you get all your document fields and rules

set up, you can test the classification of your document and all the rules together by
returning to the Document Types area of the hierarchy on the right side of your screen.
Drag the sample invoice to the area below the Upload Test Extraction File(s) link.

B AccourtsPayabie-BC4 % s
= RIS woich  leveste ]
I invoke
. wooues v
[ Emal Contguramcn " —
Sconnar Profes - g
03 cMis Impen :
[ Banch Cians Field
Paga 1 of1 Z  Displaying 1 -10f1 Showng 1% R
Uptand Leom Fisis) Usiond Test Classfication Fieis) uiniaed Test Exiroction Fieis) Imgert Document Typs
OR o OR R
[
Dirag and Drop Fies Here : o . 3 Drag and Drop Files Here i Orag and Drop Fies bere
o —
............................... CLDD e
Powared by Ephesolt

Drag and drop extraction testing samples

After uploading the sample, click on the Test Extraction button. Ephesoft will expect
you to specify a classification type and indicate which types of extraction to attempt.
The default classification type is SearchClassification; this is correct for this example.
We will discuss other types of classification in the next chapter. We are attempting to
test the key/value rules that we set up, so we will select Key Value Extraction and
then, click on the Extract button.
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The results will be displayed for each sample document uploaded.

T R B R T O TS T TS BT - R
Tost Extraction

Exact | Downisas |

Barcode Extraction

Types: SearchC Extraction Plugins :
P Racostar Extraciion
Regular Regex Extraction
Key Value Extraction .
B 0OCH (invoics) [PGO] Page 0 Fage Name Valua Extracied Fiold Dutais Exiraction Type Confidance
(=] F
—] Extracted D BG0 iveece it MO0, 116785 Cumtoments p— Koy Mave Extracten 100
POO invsies 114 Mee4T0.. 0001100053 R — = Estracten %
| L I WeBATO. 430209 lwoks Do = Estracten %

The extraction test results

Once the results are validated, click on the Close button to close the Test Extraction
user interface.

Validation rules

Sometimes, content needs to be checked for consistency before being saved. For
example, it may be important to save all dates in the same format, even though
they are provided in a variety of formats in the documents. Ephesoft accomplishes
this with validation patterns that can be set on a field level. If the field's extracted
value does not match the pattern, Ephesoft will force the operator to edit the field
to conform. This ensures that values that have a pattern, such as dates and order
numbers, are consistent prior to being exported.
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A validation rule is simply a regular expression that the field must match. To create
a validation rule, navigate to Validation Rules on the left-hand side of the batch
class administration screen and click on the Add button. Enter a regular expression
to which the field must conform, and then click on the Validate Regex button. In the
following example, the administrator is enforcing that the customer number must be
a number with exactly six digits. Once validated, click on the Apply button to save
your changes.

BS AccountsPayable-BC4 W | Pattern

B Document Types

e}

& invoice
B5 Index Fields
S CustomerNumber
(3 kv Extraction Rule
[ validation Rules
8 invoiceDate
I invoiceNumber
8 Tables

[ Function Key Mapping
[ DB Export Configuration
(] Fuzzy DB Extraction Configuration
B Modules
[ Email Configuration
[ scanner Profiles
[ cmis Import
[ Batch Class Field n

i1 0 2] omegrota sy 1o s

The field validation rules
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Export

Most organizations need to send their documents from Ephesoft to some other
system. This is the final step in the mailroom workflow that we used as a template.

Ephesoft comes with several plugins available for exporting purposes. Some plugins
are of general use, such as the DB Export plugin or the CSV File Creation plugin,
while others are targeted at specific ECM products, such as the IBM CM plugin and
the FileBound export plugin. There is also a CMIS plugin that allows export to any
repository that supports version 1.0 or 1.1 of this industry standard interoperability
interface.

More than one plugin can be active for each batch class, allowing you to export to
multiple locations or systems. If no export plugin (or combination of plugins) meets
your needs, it is possible to implement your own export plugin.

Copy Batch XML is the only export plugin that is enabled by default.

Copy Batch XML

The Copy Batch XML plugin copies the processed documents to a location on
the Ephesoft server's file system. An XML file is placed alongside the documents.
This XML file contains the extracted fields and tables for each document, as well
as information about the batch.

By default, this plugin is enabled and copies files to final-drop-folder within
the sharedFolders folder of your Ephesoft installation. If you want to disable
the plugin, or if you want to change the drop location, you can edit the plugin
configuration. From the administrative interface, select and edit your batch class,
the export module, and then, the COPY_BATCH_XML plugin.
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Powered by Ephesoft

ES AccountsPayable-BC4 Plugin Configuration
B Document Types Final Export Folder:”  c.\gphesoftiSharedFolders
& Modules Export To Folder Switch:® 3y

B Foider Import

] Page Process

I8 Document Assembly
I8 Review Document

I8 Extraction Copy Multipage File Type:*  ppr
B Automated Validation Multipage File Export Folder.” C\EphesoftiSharedFolders’
I8 validate Document

= Export

[ Email Configuration
(3 scanner Profiles

[ cMmis import n
[ Bateh Class Fisld

Export Folder Name: g pnesontBatchiD

Export File Name:  sgonecofBatchiD 88 _ 88
Batch XML Export Folder™  gina Export Folder

Multipage File Name:"  spATCH_CLASS&SBATCH

[ CREATEMULTIPAGE_FILES
[ copY_BATCH_XML

[ cmis_exPorT

[ cLeanur

Upload file user interface

The following information can be entered for each rule:

Final Export Folder: This is the base location for all content exported by
this plugin.
Export to Folder Switch: This is used to enable or disable this plugin.

Batch XML Export Folder: Select Batch Instance Folder to place the batch
XML in the folder defined by export folder name. Select Final Export Folder
to place XML directly under the final export folder

Copy Multipage File Type: This specifies the output format. Options include
PDF, TIFF, or both PDF and TIFF.

Multipage File Export Folder: This is the folder destination for the actual
documents (not the batch XML).

Multipage File Name: This is the format for the exported document file names.
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File and folder names can be assembled using the ampersand (&) operator to
concatenate static text with variables. If a piece of the file or folder name begins
with a dollar sign, Ephesoft will treat this text as a variable name. The variable
can be a document-level field value, or it can be one of the following variables
defined by Ephesoft:

* BATCH cLAsS: This is the batch class

* DOCUMENT_ IDENTIFIER: This is the document identifier

* BATCH IDENTIFIER: This is the batch identifier

* DOCUMENT TYPE: This is the document type

* DATE: This is the date the batch was exported

e TIME: This is the time the batch was exported

The TIME and DATE variables can be modified with expressions that control the
format of the text that is rendered, as follows:

SDATE (yyyy-MM-dd)

Processing a batch

Now that we have defined our batch class and trained the batch class to recognize
documents and extract data from the document, it is time to test it out. To do this,
we will turn our attention to the operator's interface to process a batch. To process
a batch, we will walk you through the following areas:

* Starting a batch

* Reviewing documents

* Verifying the extracted content
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File upload

First, you will need to find some test content. If you already have page images, you
can upload the images to Ephesoft. Move your mouse all the way to the left of the
screen to reveal the navigation area, and then click on Upload Batch. Drag a batch
of invoice images to the drop area, select the Accounts Payable batch class, and click
on the Start Batch button.

Ipioad Dotails
File Nara Invakce 144
Size 118 M8
Uploaded 116 ME
Etapsed 0.05 sacs l
Ci Spoed 0B i
o . Page 1 of1 C  Disployirg0-0010 Showing 15 R
Saiect Fiog
(=133
o,
i
Uz and Drop Files Here
---------------------------------------------------------------------------------------------------------

The upload file user interface

Ephesoft should shortly begin to process the batch. You can monitor Ephesoft's
progress by using the Batch Instance Management tool that is accessible in the
navigation menu that is exposed when you move your mouse all the way to the
left of the screen.
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It takes a few seconds for the batch instance to be created, so you may not see
anything at first. Press the refresh button at the bottom of the list to update the list
of batch instances. Once Ephesoft creates the batch instance, you will see an entry
with the status of NEW. The batch instance will quickly move to RUNNING when
Ephesoft begins processing the batch.

D3-Jub2015 145847 D3 JubI0N5 1450015

Page 1 ‘of1

Batch idansifiee: B0

Basch Name: BCA_sphesoh_201507-00_02-51-12

Batch Duscription: BE4_spneson_2015-07-00_02-81-12

Batch Priceity: e

Curent Stsus: RUNNING

UHE Fedser Path: CAEpheaem SRR ciders ap-mport BC4_sohesol 20150703

The batch instance management user interface

If the documents in the batch were scanned clearly and with sufficient resolution, the
textual content should be OCR'd with high accuracy. Ephesoft will compare the text
on each page in the batch with the text on the pages provided for training. If enough
text matches, Ephesoft will classify the document as being of that type.

If Ephesoft's calculated confidence is below the minimum confidence threshold that
was configured for the document type, then the operator will have to review the
batch. Otherwise, the batch will run all the way through the workflow without

any human interaction. Once the workflow is complete, the batch instance will
disappear from the list on the administrative Batch Instance Management page.
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Starting a batch from other sources

Most commonly, content is scanned using a high-volume production scanner or
electronic files written to a network-accessible storage device. When you defined
your batch class in the previous section, you specified a file system path that should
be monitored for new content. In production, this is often a network file path to the
location where the scanner writes page images.

If your test content is in a hard copy and you have a TWAIN or PaperStream
compatible scanner connected to your computer, you can scan images directly
to Ephesoft by using the Web Scanner feature of the operator's interface.

Ephesoft can be configured to periodically check an e-mail account for new e-mails.
These e-mails (and their attachments) will be processed as batches. We will show
you how to configure Ephesoft to ingest content from an e-mail account later on.

When a new batch is detected, irrespective of its source (e-mail, web scanner, upload,
or drop folder), Ephesoft will create a batch instance for the processing of this batch.
Each batch instance is assigned an identifier. The batch instance identifier begins
with the letters BI followed by a number.

Review and validation

Often, Ephesoft processes each batch without human intervention. Administrators
can look at the Batch Instance Management section of the administrative interface

to monitor Ephesoft's progress in processing a batch. There are, however, two places
where an operator may need to assist Ephesoft.

The first place is in review, where Ephesoft will ask an operator to confirm the
document's classification and separation. This review will only be requested if
Ephesoft's confidence is below the threshold that you configured for that document
type. Ephesoft will skip the review step for a batch if the confidence is greater than
the threshold for each document in the batch.

The other place where an operator may need to assist Ephesoft is in validation,
which occurs when a validation rule is violated. Earlier in this chapter, we set

up a validation rule saying that a customer number must be of six numeric digits.
If the content extracted to the customer number field does not match the field's
format, Ephesoft will require an operator to edit the field's value. A batch instance
will also stop in review if the OCR confidence for any field is below the threshold
set on the index field.

[37]
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Document review

Ephesoft's review feature allows operators to specify the document type, delete, rotate,
merge, and split documents, as well as duplicate pages in the batch. Ephesoft directs
operators to review a batch when any document in this batch is below its minimum
confidence threshold. Documents in the batch that were separated and classified with
confidence levels below the threshold configured for a particular document's type will
have a red indicator. Documents that meet or exceed their confidence threshold will
have a green indicator. If all documents are recognized and the confidence is above
the minimum confidence threshold, then the review step is skipped for the batch.
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| IRVNE CA $000-3314 BALING DATE aases
e caTE owiaze
1. Preves v d i
s .
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.n " LT CLu
INSURANCE MEE!

g

CENEE-E

[T RRTI T

Dk 081933958 04L004 OO0OEOO0 DOOOZOGOY

Powered by Ephescl

The review user interface

The operator can use keyboard shortcuts to merge a document with the preceding
document (Ctrl + /), split a document into two documents (Ctrl + 2), rotate page
(Ctrl + r or R), and so on. When an operator would like to save the progress of the
batch, he/she can save it by pressing Ctrl + g or Ctrl + e. All shortcuts can be found
by clicking on the More menu and selecting the Shortcuts menu item.

. By saving with Ctrl + g, the batch will be saved to memory and every
5th save will be written to disk. By saving with Ctrl + e, the batch is
" saved to disk. Ctrl + g is less time consuming and you may want to
use it particularly for large batches consisting of many pages.
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When correcting the document type, you can start to type the

name of the desired document type and it will filter the results.
i This feature is very useful if there are hundreds of document

types or many document types with similar names.

Document validation

Validation is the process of verifying extracted content. Ephesoft directs operators to
validate a batch if any field of any document could not be extracted or if that field's
validation rule failed. When an operator validates a batch, Ephesoft displays the
first document with an invalid field value. Fields that violate a validation rule will
have a pink background color until the operator enters a value that conforms to the
validation rule.

The operator can enter field values with the keyboard or by selecting text on

the document image with the mouse. Selecting text on the document image is
accomplished by right-clicking to begin the selection and then right-clicking again
on the diagonal opposite corner to end the selection.

Documents in the batch that do not have all required values in the appropriate
format will have a red indicator, and documents that have all valid values will
have a green indicator.
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The validation user interface
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Once all of the values are entered, or extracted, for all documents in the batch, the
user can save each document's field values by using Ctrl + g or Ctrl + e. When the
user saves the field values for the last document needing validation, he/she will
be asked if the batch is completed and can continue on in the workflow.

Summary

You have now learned the basics of how to configure Ephesoft. You can create a
new batch class by copying one of the templates, you can train Ephesoft to recognize
your document types, extract content into fields, and configure Ephesoft to export
your documents and associated metadata. You know how to use the Ephesoft
administrative interface to define how batches should be processed and how to use
the operator interface (when necessary) to help Ephesoft process a batch instance.

In the next chapter, you will learn to use features that will allow you to more accurately
classify documents, extract more content, and export to different destinations.
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You have now seen and used most of the basic features of Ephesoft. We have shown
you the administrative interface and used it to create a batch class and to configure
classification, separation, and extraction. We have also shown you how to use the
operator's interface to process a batch instance, both in review and in validation.

In this chapter, you will learn about the following:

* Different classification types
* New ways to extract content
* Other techniques for exporting your documents and metadata

Classification

In Chapter 2, Creating a Batch Class, we showed you how to configure search
classification to enable Ephesoft to recognize an invoice document. There are
several other classification types available; we will explain these alternatives now.

Classification types

You can select the process that Ephesoft will use to classify documents by editing
your batch class, editing the Document Assembly module, editing the Document
Assembler plugin module within that module, and then selecting a value for DA
Classification Type.

Search

Search classification (also sometimes called Lucene classification) is the default
classification method and is recommended for most content. When configured to
perform search classification, Ephesoft compares the text on each input page to the text
on training documents to determine its confidence that a document is of a certain type.
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Image

Image classification is the best option when classification cannot be made based
on content. This occurs on forms that do not have a lot of text, or where the textual
content is unpredictable but the physical appearance (such as layout, graphics,
and formatting) is consistent. Credit card applications that are red dropout forms
(where only the user-entered text is visible to the OCR engine) are candidates for
this classification technique.

Barcodes

Barcodes can be used for documents that vary in content and layout, like white mail
(unformatted correspondence received in the mail). If a barcode is found on the page
with a name that matches an Ephesoft document type, Ephesoft will set the current
document's type to that type.

Automatic

The automatic classification type tells Ephesoft to use the scores of every classification
plugin that is enabled. This may be necessary when no single classification technique
will suffice for your batch class, but configuring multiple classification plugins will
have a negative impact on Ephesoft's performance.

One document classification

One document classification is a variant of automatic classification. It assembles all
the pages in the batch into a single document.

Confidence

Ephesoft calculates confidence scores for each page in a batch. The page scores
represent Ephesoft's certainty that the page being considered is the first, middle, or
last page within each document type. They are used to classify and assemble the
pages into documents. Ephesoft also uses these page scores to create an aggregate
score for each document. This score is compared to the confidence threshold for each
document type in the batch class definition. Any document that receives a confidence
score below the minimum threshold will be flagged for review. A batch with one or
more flagged documents will be placed in a queue for review by an operator.

Confidence scores are calculated differently for each classification type.
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Search classification

The default classification type is search classification. Search classification separates
and classifies documents by using a two-step process. The first step is to collect
information about the pages. The Search Classification plugin of the Page Processing
module performs this function. The second step is to separate documents and
determine their type. This is the responsibility of the Document Assembler plugin.

The Search Classification plugin calculates the initial page scores by
comparing the text on the page to the text on the training documents. Multiple
scores are generated for each page as Ephesoft finds several matches from
samples for any given page. The page scores are then adjusted using weighted
values that can be modified in the administrative interface by editing the
Search Classification plugin of the Page Processing module. Pages can be
weighted on the basis of the page type (first, middle, or last). By default,
Ephesoft is configured to reduce the scores for the middle and last pages by
10 percent and 20 percent, respectively, as the first pages are more important
when it comes to the separation of documents. This effectively biases Ephesoft
in favor of using a page to create a new document (over using it as the middle
or last page of a document).

Plugin Configuration
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* Using the page scores calculated in the previous step (and adjusted using
the weighted values from the Search Classification plugin), Ephesoft
calculates all possible document assemblies and selects the result with

the highest score.

The score is calculated as follows: First, the scores of each page in the assembly are
averaged. Ephesoft then adjusts the average by using a multiplier in the Document
Assembler plugin. You will notice, looking at the following plugin settings screen,
that there are several multipliers available. If the assembly has a first and a last
page, for example, the DA Rule first-last Page multiplier will be chosen. An assembly
with the first, last, and middle pages will use the "DA Rule First-middle-last Page"
multiplier.

v
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Suppose, for example, that you have trained a batch class to recognize the first and
middle pages of an invoice. If you run a three-page batch through Ephesoft, you
might get the following results:

* Page1is determined to be the first page of an invoice because
Invoice_First_Page received the highest score:

o

Page 1 compared to Invoice_First_Page receives a score of 30.2

° Page 1l compared to Invoice Middle_Page receives a score of 4.2

* Page 2 is determined to be the second page of an invoice because
Invoice_Middle Page received the highest score. Because of the order of
this page in the batch, it is determined to be the second page of the invoice
found in page 1.

o

Page 2 compared to Invoice_First_Page receives a score of 2.6

[e]

Page 2 compared to Invoice Middle_Page receives a score of 12.2

* Page 3 was determined to be the first page of an invoice because Invoice_
First_Page received the highest score. Since, it was determined to be a first
page, it is the first page of a new document.

[e]

Page 3 compared to Invoice First_Page receives a score of 31.6

o

Page 3 compared to Invoice_Middle Page receives a score of 3.8

In this case, there is no score for Invoice Last Page as there were no
last page samples used to train this Ephesoft instance.

When using the drag and drop classification training in Batch Class
. Management, Ephesoft will automatically place a last page for any
% document having more than one page. If that is not the only possible last
A" page of the document type, you will have to go into Folder Management

and move all samples and files from the last page training for the
document type into the middle pages. Once the files are moved, go back
into Batch Class Management and click on the Learn Files button to
retrain the system.
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The first document assembled will be a two-page invoice because Ephesoft found
a first page of an invoice followed by a middle page of an invoice. The second
document assembled will be a one-page invoice since only the first page of an
invoice was found.

The confidence scores that each of these documents received are calculated
as follows:

*  Document 1 (page 1 and 2): (30.2 + 12.2)/2 = 21.2 x 50% = 10.6

° Average score of pages times the page weight factor, DA Rule
First-middle Page

*  Document 2 (page 3): (31.6)/1 = 31.6 x 50%=15.8

°  Average score of pages times the page weight factor, DA Rule
First Page

If the Minimum Confidence Scores setting of the Invoice document type is set to
10, then this batch will skip the review step and move directly to extraction. If the
Minimum Confidence Scores for the Invoice document type is set to 15, then this
batch will stop in review with the first document requiring review.

Barcode classification

Barcode classification is also a two-step process similar to search classification. In
the Page Processing module, pages with barcodes are processed using either the
RecoStar plugin or the Barcode Reader plugin. In the Document Assembler plugin,
Ephesoft creates documents when the first barcode is found and all the other pages
are appended to the document until a new page with a barcode is found. The
barcode value found by the barcode or the RecoStar plugin has to match one

of the document type names.

[ % On Linux, Ephesoft will always use the Barcode Reader plugin. ]
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Image classification

Image classification compares the pixels on the provided documents to the pixels on
the trained documents. The more pixels that match the trained document, the higher
is the confidence score that the document will attain. This is in contrast to search
classification which OCRs the pages and then compares the text.

When image classification is selected, the Document Assembler plugin uses the
image confidence scores to separate and classify documents. The assembly is done
using the same algorithm explained in the search classification section.

Automatic classification

Automatic classification uses all enabled classification types. The scores will be
combined to come up with an aggregate score per page. This value will be used
for assembly and then classification scoring.

Multiple layouts for a single document
type

Often, documents of a single type will vary widely in appearance. Invoices from
different vendors, for example, will contain similar information, but the format

of this information, the layout of the page, and the labels may all vary. When

this happens, you must first assess the content of the samples. If the text on the
documents is very similar, then it may not be necessary to include samples of each
format for classification. Similarly, if the field labels are consistent, it may not be
necessary to create new extraction rules for the content.

When analyzing new documents of similar types, you must also decide if
it is best to create a new document type (copy an existing document type)
% or include the document in an existing type. This assessment should take
’ into account how you want to maintain rules and whether the extraction
rules would interfere with one another.
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Let's consider a case where the content is so different that we must both train the
system for classification and separation and create new extraction rules. Compare the
following invoice to the one that we have already trained Ephesoft to recognize:

Interinsurance Exchange of the Automobile Club
F.0. Bax 25004, Sanfa Ana, CA 92799-5004
aaa com
1-877-422-2100 Customer Number
AUTOMOBILE INSURANCE BILLING STATEMENT
THIS BILLING STATEMENT AND THE INFORMATION IT CONTAINS ARE PART OF Y.
INSURANCE POLICY DECLARATIONS

POLICY NUMBER:  G8193495

I T CTIRTR S R (TR TR T TR
EZf  INSURANCE BILLING STATEMENT ENCLOSED

PAYMENT NO.: ) 9
IRVINE CA 92802-2314 BILLING DATE: ,03/25/08
'[ DUE DATE: 04/10/08
Invoice Date
1. Previous Balance $ 13064 7. New w.. -
2. Credits s 00 8./ Minimum Due $  20.00
3. Payment $ 13064 - )
4. Unpaid Balance $ .00 THANK YOU FOR CHOOSING
) THE AUTO CLUB FOR YOUR
5. Finance Charge $ .00 INSURANCE NEEDS
6. Additional Premium  $ 20.00

Note — See Reverse Side for Important Information

A sample of the second invoice
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The new invoice format does not have the invoice number as a 10-digit number to
the right of the word Number. Therefore, a new extraction rule must be created to
obtain this value. In the batch class administration area, edit the Invoice document
type, select the Customer Number field from Invoice Fields, and then, from KV
Extraction, click on the Add button to create a new extraction rule. Enter a key
pattern of POLICY NUMBER and a value pattern of G\d{7}; this is a regular
expression for the letter G followed by seven numbers:

----- o TR o
Interinsurance Excl of the A sbile Club
U Exiating Fisld For P.O. Box 25004, Santa Ana, CA S2790-5004
2 B8 Com.
1-877-422-2100 @
Wey:* AUTOMOBILE INSURANCE BILLING STATEMENT
POLICY FEER THIS BILLING STATEMENT AND THE INFORMATION IT CONTAINS ARE PART OF YOUR .
INSURANCE POLICY DECLARATIONS §
Walue: g
STy §
N POLICY NUMBER; = G8193495 3
"“:"”‘- g g L VST PP P e g
10% -
Fach: [ INSURANCE BILLING STATEMENT ENCLOSED PAYMENT NO.: —
FIRST
Page: IRVINE CA 92602-2314 BILLING DATE: 03/25/08
FIRST DUE DATE: 04/10/08
Zone:
TOP :
Weight:® 1. Previous Balance $ 13064 7. New Balance $ 2000
1 2. Credits s 00 & | Minimum Due 5 20.00 J
3. Paymenl $ 13084 - o T
4. Unpaid Balance 5 .00 THANK YOU FOR CHOOSING
. THE AUTO CLUB FOR YOUR
5. Finance Charge 5 .00 INSURANCE NEEDS
6. Additional Premium = § 20,00
Note — See Reverse Side for Important Information
Powered by Ephesoft -

Field extraction configuration
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Click on the Test KV button. You should see your extracted content and the key and
value highlighted where it was found. If you do not see your extracted content, you
will need to adjust your rules. Once the extraction is performed as desired, click on
the Clear button, and then, on the Apply KV button. Once in the KV Extraction Rule
table view, remember to click on Apply again to save the configuration to the server:

LV LT T R T U O
B NCE
e EsnangFas P SURANCE BILLING STATEMENT ENCLOSED PAYMENT NO.- .
- IRVINE CA 92602-2314 BILLING DATE: 03/25/08
POLIEY NUMBER DUE DATE: 04/10/08
Valse:* .
T}
Fuzzy %: 1. Previous Balance $ 13064 7. New Balance § 2000
l 0% 2. Credits $ 0o 8. Minimum Due $ 20,00 J
Fatch: 3. Paymenl 5 13064-
I FIRST 4. Unpaid Balance 5 00 THANK YOU FOR CHOOSING
Page ) THE AUTO CLUB FOR YOUR
e 5. Finance Charge 5 .00 INSURANCE NEEDS
6. Additional Premium § 20.00
Zone:
ToP 1 Note — See Reverse Side for Important Information
1

Powered by Ephescht

The field extraction text results

Once the extraction rules are created and tested for the new invoice format, another
test batch that contains a mix of different invoice formats should be run through
Ephesoft to verify that separation and extraction are working as desired.

Fuzzy DB

When the fuzzy database is configured, Ephesoft can populate document fields with
content from a row in an external database. Ephesoft automatically selects the row
whose values match the most content in the current document. Ephesoft uses the
Lucene full-text search engine to implement this feature.

Let's configure Ephesoft to populate fields on our invoice documents by using
information from a database. Let's assume that we have a database that contains
vendor information, including the vendor's name and ID. This vendor ID differs
from the customer number that we extracted from the document. First, create the
new fields of vendorID and VendorName.
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The database must contain a unique integer value that will be

a mapped to a RowId value in the Ephesoft configuration (discussed
' later in this section).

Here, is an example of a database table containing vendor information:

[ Resuts _'_1 Messages
BOID  Vendor_ID  VendorMame Address State  City fip Phone emal  webaddress
1 33333 ACME Bevery Hills blvd ~ CA Irving 50210 9453317500 NULL NULL
2 T ACSC NULL NULL  NULL NULL  WNULL NULL  NULL
3 53959 COX COMMUNICATIONS  P.O.BOX 79173 AZ PHEONIX 85062 NULL NULL  NULL
4 11111 Staffmark P.O.Box 952336 MO 5t. Louis 63155 NULL NULL  NULL
5 23222 Acme Suppliers 123 Sesame Rd NM Abuguerque 87105 505-123-4567 MNULL MNULL

An example of the vendor database table

We need to configure the fuzzy database plugin to connect to this database. Navigate
to System Configuration by using the navigation tree that appears when you move
your cursor to the far left of the web page. Select Connection Manager and click on

the Add button.

a1

Q

[ ——

I Rege: Group
[ Geneime Kay

(1 Regex Busder
BB Workhiow Massgement
3 cornecton Manager
3 Lcersse Detais

Fowesed by Ephesoft

varddos aupart

Page 1 ol T Dwplayng1-2002 Snowng 15 Recons perpage
-
Edit Connactics e
Connection Name:* Ioceincst Connaction Descriphion:’ s vendor @
How : Connaction Type:* MSS0L
Usar Hame:* - Database Hama:* e
Password” s Port: 1433
Connection URL:" [dbc jios siserver-/locainoet 1433 astabasehinm
eseghescn
[save [ Cancel |

You will need to navigate back to this configuration area after you add
the connection. You may want to open System Configuration in a new

browser tab. This will enable you to retain the context of your batch class
edits in the original tab.

Connection Manager with connection properties for fuzzy database
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Enter the required data, and then, click on the Test Connection button. When
Ephesoft successfully connects to the database, click on the Save button.

Navigate back to the batch class management area, select the Invoice document
type, and choose Fuzzy DB Extraction Configuration. Select Connection, previously
created in Connection Manager, Table Name, and Row ID:

Mo Records Found

[ Function Key Mapping

(3 08 Export Contguraton

3 Fuzzy 0© Extraction Confguration
B woduies

] Email Configuration

[ Seanner Profiles.
1 cMIS impon
[ Batch Class Flekd

Table configuration of fuzzy database

Next, the Ephesoft fields need to be associated with database columns. Click on the
Add button, and then, set the Field Name, Table Column Name, and Is Searchable
fields for each column that you would like to map for the fuzzy database lookup.

M The fuzzy database feature requires that you provide a mapping for
Q the Row ID field. As of version 4.0.3.0, this Row ID must be an integer
column. Future releases may allow for other unique keys.

Once the fields are mapped to the tables, click on the Learn DB button. Click on the
Apply button to save the configuration.

. The Is Searchable flag indicates to the system to create the index by
5 using the field(s). This is useful when you want to make a column
Q available for mapping metadata into Ephesoft fields but do not want
that field to be part of the search.
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After you have added the VendorID and VendorName fields, the configuration will
appear as follows:

B AccounsPayable-BCA
B Document Types

B invoice
M incex Fleids Vrsdortiame Vardortiame -
B Tacles VendonD Vendor_ID #

[ Function Key Mapping

3 0B Export Contiguration
3 Fuzzy 08 Exiraction Confguration
I Woduies
[0 Email Consiguration
[ Scanner Profites
3 cmis impen
[ eatch Class Flesd

Field mapping of fuzzy database

Next, we will turn on fuzzy database extraction. Navigate to the FUZZYDB plugin in
the Extraction module and set the FuzzyDB Extraction switch field to ON. Click on
the Apply button:

BS AccountsPayable-BC4 Plugin Configuration
ES Document Types Minimum Word Length:”
B Invoice Minimum Term Frequency:”
B8 index Fieids Minimum Doc Frequency:”
8 Tables

Minimum Confidence Threshold :*
[ Function Key Mapping

Date Format:®
O oe Export Configuration
[ Fuzzy DB Extraction Configuration Maximum Query Terms:*
B Modules Mo Of Pages:”
Folder | . -
8 Foider import Option To Include PagEs:" a1\ pAGES

8 Fage Process

8 Document Assembly ON

I8 Review Document A

& Extraction Ignore Words List”  name
[0 BARCODE_EXTRACTION title

FuzzyDE Extraction switch:”

Query Defimiters:”

[ RECOSTAR_EXTRACTION Fuzzy Extraction Search Columns based on Fields:
[ REGULAR_REGEX_EXTRACTION I Fuzzy Extraction HOCR Switch* o
[ KEY_VALUE_EXTRACTION
[ Fuzzyoe
[ TABLE_EXTRACTION
[ EXTRACTION_SCRIPTING_PLUGIN
8 Automated Validation
I validate Document
B Epont
[ Email Configuration
(3 Scanner Profiles
[ cmis iImport
(3 Batch Class Field

Powered by Ephesoft

The plugin properties of fuzzy database
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Ephesoft does not operate directly against the database. It uses a Lucene index that
is generated from the database. Before using the fuzzy database feature, Ephesoft
needs to be instructed to create this index by clicking on the Learn DB button.

When your database content changes, you will need to update Ephesoft's
Lucene indexes to reflect these changes. You can do this from the
% administrative interface by clicking on the Learn DB button again or you
' can set up automatic periodic updates by editing Ephesoft's fuzzy-db.
properties configuration file.

To test the fuzzy database, create a new batch that contains an invoice with the
information in the database. We are using one from Staffmark. On the following
screenshot, notice that Ephesoft has determined that Vendor ID should be set to
11111. This is because the text on this page best matched the text in row 4 of the
database; both had the word staffmark. Ephesoft uses the values from this row
to populate the mapped fields.

—_—
@ - INVOICE
BatchiD BI25  BatchMame BC4_ephes.  Prierity 65 Staffmark. [Rre—
A7 S Decarkmnt
DOC1  Invoice Dac Type Fuazy h [  eriry e i i
Involce FFE Compary, LG Vs Do Danonoe
142 Cuns D, Bt 4 145 At Dum wam  uso
rvine CA B804 =
Customer Number imveice Nurmosr
116788 0001100953
» ="
rivcice Date Vendor Name =
C430:2008 Statimark m (S
Vendor 10 - rentes
DOCZ  Invoice 11111 - " -
. & - Factaping cterk [
1
a, Fagi o O Tt Obwrtiom ekt
om - e
g i Do T s s AtV Mt
+ wn [ . i
l C p— _——
TETAL AMGUNT DU e
Caﬂa‘l’nu'k LT SR —
At Do s uso
e o oo 106083 Popmect Tame. NET UPON RECEST
v Date; T8
Clntomer Mumbar, 11673 Aot ot 4
Pinsaa o
Gk Papatin 1. STAFPAAAFSG
ATTM: U3, Bari
0 o 357908
B Lo W0 83115
BATo EFE Company, LLC
V252 Cue . St A 145
trvem G 2904
Powered by Ephesoll

A validation sample with extraction results of fuzzy database

There is also an interactive interface to the fuzzy database feature. The operator can
use this during validation by entering the text to search for in the Fuzzy Search area
on the page.
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Ephesoft shows a list of database rows that contain the search term. Each row
includes a confidence score; this score indicates how well the search term matched
the row. When a row is selected and OK is clicked, the mapped fields are populated
with the information from the index:

B staffmark. SR

AT reoma s
P Company. LG imice Dae: 4000
352 Cubvse D, s & 145 Bevenent B ey
v CA $2004

P bl mohenn. pbeaed c s o Search

RN

133
£
x

s Dete:  DASGD
Contiorees Rumber: 1UTIS Aot Remtted: %

Validation of fuzzy search results

Using Web Scanner

Ephesoft provides a tool called Web Scanner that allows you to scan content from
nearly any PC that has a scanner attached. You do not have to install and configure
scanning software to use this feature, although the scanner drivers must be installed
on the PC from which you are accessing Ephesoft. Only TWAIN and PaperStream
drivers are supported by Web Scanner.
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Because the images are sent directly to the server, bandwidth should
be taken into account when using this feature; do not use Web Scanner
to process large batches from a device that has a low-bandwidth
Internet connection as a primary ingestion scenario.

Web Scanner will not work from a Mac OS X (Apple) client.

- If Web Scanner fails to initialize, verify that the popup blocker on your
% browser is not blocking the location where you installed Ephesoft.
v
Web Scanner can also be used in the review and validation user
interfaces to scan in images to a batch that is already running.
As of version 4.0.3.0, Ephesoft uses a Java Applet to communicate
with the scanner. This requires NPAPI to be enabled. A future
release will change the Web Scanner to use HTMLS5 instead of
NPAPIL

To set up Web Scanner, click on the Select Source button. Ephesoft will display

a security dialog. Check the Always trust content from this publisher box and
click on the Run button. Another dialog box will pop up. Select the device from
this dialog and click on OK. Then, select the batch class workflow to run the scan
through and click on Start. The scanner will then start, and the operator will be able
to see a preview of the scanned images:

@ Staffmark e

>+ Q006 ¥

The Web Scanner user interface
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Scanner profiles can be created and edited on a per batch class basis in the Scanner
Profiles tab under the Batch Class definition. This allows the user to specify the scanner
settings, such as DPI and bit depth, to use when scanning a batch of documents.

W Frofée Neme | CumentPi..

— -
B AccountsPaystie-BCA
B Document Types
B poduies

Bit Depth Ml Transtor  Hide U1 Solect Fesder  Auto Soan ‘Enalsla Dup...

Biank Page...  Blank Page Thios...

DetwtProtie O 1 ® & # ® * 1 o002 6

[ Email Configuration
[ scanner Frofies

[ caus impor

(3 Baten Class Fieia

The profile properties of Web Scanner

Uploading batches

The Upload Batch feature allows an operator to select PDF and TIFF images
from their local workstation and submit them directly to Ephesoft for processing.
Either drag files into the drop area or click on the Select Files button to browse
the local file system.

Invosce 167
i 116M8
Upioaded 116 M8
Elapaed 0,05 secs
Cumpat Spaen i Page ! of1 o Dhsplaying 0-0of0 Showing 15 R
Avarage Speed 2319MBs

-l
U=, and Drop Files Here

The Upload Batch user interface
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You can then select the appropriate batch class to process the images and click on the
Start Batch button to begin processing the batch.

M A description can be provided for the uploaded batch. This information
will be displayed in Ephesoft's Batch Instance Management area. It is
also available in the batch XML.

[ starBaien | Duete fieis) | [ EEENCRNY s - sccounts Payale |- QRO £C4_ophason_2015-07-03_04-54

B File Name Progress File Type File Size (KB}
inveica 284 100% —— 1

Ipiond Datadls

Fila Hama Invoce 261

siw 3287 HE

Uplonded 3267 KB

Elapsad 0.051 secs. l

Currant Speod oey

— . Page 1 of1 T Duplaying1- 2002 Showing 15 Riscords per page
Average Speed 644 96 KBS =
Upload Files s
Selec Files
or
Crag and Crop Fiies Hare

Upload Batch with uploaded files

Export

In Chapter 2, Creating a Batch Class, we used the Copy Batch XML plugin to export
content to the Ephesoft server's filesystem. There are a number of additional export
options. The CMIS and DB export plugins use standard-based interfaces to allow
export to a large number of enterprise content management systems and relational
databases. Let's take a look at how to configure these two plugins and then, review
the other plugins that are available.
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CMIS export

The Content Management Interoperability Services (CMIS) API is an open
standard for interacting with enterprise document repositories. You can use the
CMIS Export plugin to export your scanned content (and associated metadata) to any
repository that supports the CMIS standard, such as Alfresco, Documentum, FileNet,
or SharePoint. Let's look at how to configure the CMIS Export plugin to send content
to Alfresco, a popular open source enterprise content management system.

[ Q Ephesoft 4.0 supports CMIS 1.0 and 1.1 ]

Establish a content model in your CMIS

Suppose that you have an Invoice document type in Ephesoft that has fields for
Vendor Name, Invoice Date, and Invoice Total. The first thing that you will want to
do is define a custom content model in Alfresco to represent your scanned content.
Alfresco defines custom content models in XML files that look like the following:

<type name="acme:invoice">
<parent>cm:content</parent>
<propertiess

<property name="acme:vendorName" >
<titles>Vendor Name</title>
<type>d:text</type>
<mandatory enforced="false">false</mandatory>
<index enabled="true">
<atomics>true</atomics>
<stored>false</stored>
<tokenised>false</tokeniseds>
</index>

</propertys>

Alfresco document type and property name have prefixes to prevent namespace
collisions in the content models. We have used an acme prefix in our examples, as
would be the case if this implementation were for Acme Corporation. The example
above shows a document type acme: invoice that extends Alfresco's base document
type cm: content. This custom type has a text property called acme : vendorName.
Not shown here are the date property called acme: invoiceDate and the float
property called acme: invoiceTotal.
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Configure the CMIS Export plugin

After creating the content model, you will need to configure Ephesoft to use CMIS to
send the processed content to Alfresco. There are three places in Ephesoft where you
need to configure the CMIS export:

* The plugin settings in the administrative user interface
* The mapping files, in your batch class cmis-plugin-mapping folder

* The global configuration file, located in your Ephesoft installation folder
here: Application/WEB-INF/classes/META-INF/dcma-cmis/dcma-cmis.
properties

Let's start with the plugin settings. From the batch class management interface, select
and edit your batch class, the export module, and then the CMIS Export plugin. This
comes configured by default with a disabled sample connection to Alfresco's public
CMIS server.

| AccountsPayable-BC4
B Document Types
B Modules
8 Foider Import
] Page Process
B8 Cocument Assembly
M8 Review Document
8 Extraction
8 sutomated Validation
8 validate Document
& Export
(b CREATEMULTIPAGE_FILES
5 copy_BaTCH_xML
[ cmis_ExPORT
O cLeanup
[ Email Configuration
[ scanner Profiles
[ cMmIS Import
[ Batch Class Field

Plugin Configuration

Cmis Root Folder Name:”
Cmis Upload File Extension:”
Cmis Server URL:"

Cmis Server User Name:"
Cmis Server User Password:"
Crnis Server Repository Id:
Crmis Server Switch ON/OFF:"
Aspect Switch:*

CMIS Export File Name:
CMIS Export Client Key:
CMIS Export Secret Key:
CMIS Export Refresh Token:
CMIS Export Redirect URL:

CMIS Export Metwork:

EphesoftFinalDropFolder
pat

httpclicmis. alfresco.comiser
admin
B4ccledD-b325-4d75-abdad-
oN

OFF

SEphesoftBatchiD & SEphe
|Txxada2542414e44b87a7"

IafofedddIba9cfaldefb2

hitpcii127.0.0.1:8080/Callbe

Ephesoft.com

The plugin properties of CMIS Export
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The CMIS plugin can be configured as follows:

Root Folder Name: This is the name of the destination folder in the
document repository where Ephesoft should load the exported documents.
In Alfresco, this folder will be created underneath the root folder (which is
typically named Company Home).

Upload File Extension: This setting controls whether the documents are
uploaded to your document management system as PDF or TIF images.

Server URL: The services provided by CMIS are defined in an XML service
document; this is the location of that document. Alfresco 4.0 hosts this file at
/alfresco/service/cmis. Alfresco 5.0 hosts this file at /alfresco/api/-
default-/public/cmis/versions/1.1/atom.

User Name and Password: This is the authentication information required to
connect to the document management system.

Repository Id: Some document management systems are capable of hosting
multiple repositories. When this is the case, each repository is listed in the
service document with an associated identifier. You should examine the
service document to find the identifier for your repository.

Server Switch: This can be used to enable and disable export to your
document management system.

Aspect Switch: Alfresco manages dynamically assignable groups of
properties called aspects. This switch enables support for aspects.

Export File Name: Naming convention for the documents exported.

Export Client Key, Secret Key, Refresh Token, Redirect URL, and Export
Network: These properties are used to implement OAuth authentication.

Document type and property mapping

Next, you need to associate Ephesoft document types with Alfresco document types.
Ephesoft's fields also need to be mapped to the properties of Alfresco documents.
Edit this file in your batch class configuration area: cmis-plugin-mapping/DLF-
Attribute-mapping.properties. This file contains some examples of content
mapping. Delete the examples and set up your own mapping, as follows:

Invoice=D:acme:invoice

Invoice.VendorName=acme : vendorName

Invoice.InvoiceDate=acme:invoiceDate

Invoice.InvoiceTotal=acme:invoiceTotal
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The first line of this property file associates the document types, and the last three
lines associate the fields. When mapping document types, you will need to prepend
D: to the beginning of your document repository's type name. This is the CMIS
syntax for representing a document (as opposed to, for example, a folder) in Alfresco.

Aspects are configured in the following batch class configuration file: cmis-plugin-
mapping/aspects-mapping.properties.

Global CMIS configuration

The final area where CMIS is configured in Ephesoft is the following file:
Application/WEB-INF/classes/META-INF/dcma-cmis/dcma-cmis.properties.
This file affects the CMIS configuration of all batch classes.

The most commonly modified setting in this file is the date format. When you map
a date field, Ephesoft needs to parse the date in order to reformat the information
to match the CMIS specification. The cmis.date_format parameter specifies how
Ephesoft fields that will be exported using CMIS will be formatted. See the JavaDoc
for the simpleDateFormat class to learn how to specify date formats.

If your content management system uses Web Service Security (WSS) to secure its
CMIS web services, you will need to adjust the value of the cmis.security.mode
property. This specifies the security mode to use when attempting to connect to the
CMIS web services. There are two possible values: basic and wssecurity. HI'TP
Basic Authentication is the default setting for the Ephesoft CMIS connection. This
corresponds to the basic setting for the cmis.security.mode property. The cmis.
security.mode property is set to wssecurity in order to have the CMIS credentials
that are configured in the CMIS_EXPORT plugin included in the ws-security
soap header of the CMIS web service requests.

If your CMIS web services are not addressable from a single URL, you can configure
the location of each service used by Ephesoft. You will see a set of properties

that begin with cmis.url. These can be edited to specify where your content
management system hosts this service's WDSL.

[62]




Chapter 3

Database Export

DB Export allows document level fields values and metadata to be exported to
relational databases using JDBC. Administrators can map the Ephesoft document
fields to the database table columns.

First, go to the system configuration area to create a new connection in
Connection Manager:

& appication
& Regex Pool
tocahast kcal vendse b
B Reges Group
e - eapert rmp——
0 Gensene ey
[ Reges Bulder
I rkNow Management
[ Connectian Manager

3 License Detats

Page 1 oft T Displaying 1-20f 2 Showing 15 Records per page

Connection Description:’ oce gonon

Connectian Hame:* T W,
Host: canost Cannection Type: MssaL
Database Name:"

Poet:* 1433

Powated by Ephescfl

Connection Manager with connection properties for database export

Next, return to the batch class management area and configure your batch class. If
the DB Export plugin is configured into this batch class' workflow, then you will
be able to configure the plugin from the Modules section. In Chapter 4, Ephesoft's
Advanced Features, you will learn how to add plugins to your batch class' workflow.
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The configuration of the plugin is simple; there is simply a switch to enable
the plugin.

L~ AccountsPayable-BC4

B Document Types

B Modules
B Foider Import
] Page Process
M Document Assembly
I8 Review Document
B Extraction
I Automated Validation

B validate Document
B Export

[ CREATEMULTIPAGE_FILES

[0 coPY_BATCH_XML
[0 DB_EXPORT
[ eMIS_EXPORT
[0 cLEanuP
[ Email Configuration
[ scanner Profiles
3 cmis Import
[ 8ateh Class Field

Powered by Ephesoft

Close Deploy

Plugin Cenfiguration

Database Export Switch” gy

Plugin properties of database export

In Batch Class Management under the document type, you can configure DB Export
Configuration. Select the correct database connection, and then, map the document
type fields to the table and column. Click on Apply to save your changes.
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2 T T T T T T

B Fiokd Name Database Table Hame

B hccountsPayable-BC4
B Document Types

. Database Colimn Name
BB index Fieics CustomerMumber wendor_export customer_number
B Tabies InvoiceNumber vendor_ex invoice_number
_export X

[ Funetion Key Mapping

ImvoiceDate wendor_export invoice_date
5 o8 Export Configuration Vendortame vendor_sxport vendoe_name
[ Fuzzy DB Extraction Configuraticn
VendonD vendor_wipart vandes_id
B Modules
BB Foider Import
B Page Process

B8 Document Assembly
BB Review Document
B Extaction
B Automated Valdation
B8 vaiidate Document
B Expont

[ Email Configuration

3 scanner Profiles

3 cwis import

(3 Batch Class Field

Additional Parametors Mapping

Powered by Ephesaft

Database export mapping

When the DB Export plugin runs, it will export the extracted field data for each
document in the batch.

CH Resutts | 3 Messages

customer_number  invoice_number  invoice_date vendor_id  vendor_name
1 116785 0001100553 2005-04-30 00:00:00.000 111711 Staffmark
2 193455 581534585 2008-03-25 00:00:00.000 77777 ACSC

Sample results of database export
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Other export plugins

Thus far, we have shown you how to export to the local file system or use CMIS and
JDBC. These are general-purpose plugins that can be used in a variety of situations.
Ephesoft comes with a few other general-purpose plugins such as the CSV plugin
and the tabbed PDF plugin.

Ephesoft also provides a handful of plugins to facilitate export into specific content
management systems such as Docushare, HPII FileNet, and IBM CM.

To see the list of available plugins, you should edit your batch class and then edit
the export module.

Configuration management of batch
classes

Batch classes can be exported from one Ephesoft server and imported into another.
Exporting can also be used to back up the batch class to a code repository such as Git
or Subversion. A new batch class can be created or an existing batch class overridden
in the importing environment.

To export, select the batch class and click on the Export button.

B

- (1-—-1;-

3 Clan

Fage per minute

Page ! of1 o Displaying1-4cl4 Showing 15 Reecoeds per page

Drg and Deng Files Here

Batch class export
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When you click on the Export button, Ephesoft will ask you whether you want to
export the batch class with or without learned files. The learned files are the images
that you used to train Ephesoft to recognize each document type. These files are not
necessary for the batch class to operate but can be useful if you want to diagnose
errors or re-train Ephesoft. Select With learned files and click on the OK button. The
batch class is saved into a zipped file that is downloaded to your local system.

Export Batch Class Q
= With learned files.

Without learmed files.

The batch class export options dialog

Next, import the batch class into an Ephesoft instance. In the Batch Class
Management screen, drag an exported batch class to the area below the list
of batch classes or click on the Select Files button to upload the batch class.

-----

PPM of Selecind Batch Class

++=+3 and Drop Files Here

Powered by Ephascdl

Import Batch Class
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When you import a batch class, you can create a new batch class by using the
imported information, or you can overwrite an existing batch class. To import into
a new batch class, deselect the Use Existing checkbox, and specify the UNC folder
to watch for page images. Click on the OK button to create the new batch class.

When exporting the batch class from one environment to another (for

,  example, the test system to the production system), you may not want
to include the e-mail accounts and connections; those typically differ for
each environment, and in the case of e-mail, could cause issues with two
systems monitoring the same e-mail accounts.

Import Batch Class [x]

Batch Class Name:*

ImportedAccountsPayal

Batch Class Description:* Imported Accounts Pay
Priority:* (@)

UNC Folder:* C\Ephesoft\SharedFold Use Existing||

Import Batch Class
*With Leamed Files

Without Learned Files
CMIS Mappings

Export Plugin Properties
mport Configuration
Export Mappings

Roles

Email Accounts

Import Connections

Encryption ¥ Use Existing Key
Batch Class Key

Algorithm

e feaed

A new Import Batch Class options dialog

Once the batch class is imported, it will appear in the list of batch classes and can
be configured as necessary. To replace an existing batch class, upload the exported
batch class and select the Use Existing checkbox. When you do this, the UNC folder
becomes a list of batch classes. Select the batch class that you wish to replace.

[68]



Chapter 3

Deselect the environment-specific items that should not be overridden. The following
settings are often disabled when replacing a batch class:

* Export Plugin Properties

* Import Configuration

* Roles

¢  Email Accounts

Import Batch Class (%]

Batch Class Mame:*
Batch Class Description:*
Priority:*

UNC Folder:*

Import Batch Class
=\With Learned Files
Without Leamed Files
CMIS Mappings
Export Plugin Properties
Impart Configuration
Export Mappings
Roles
Email Accounts

Import Connections

Encryption
Batch Class Key
Algorithm

ImportedAccountsPayal
Imported Accounts Pay
®

BCS - ImportedAccaol

¥ se Existing Key

“Use Existing

An existing Import Batch Class options dialog

Click on OK to replace the batch class configuration with the settings from the

imported batch class.
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Summary

In this chapter, you have learned how to process forms with many different layouts,
additional extraction techniques, fuzzy database lookup, web scanning, and much
more. At this point, you should be able to use Ephesoft to implement intelligent
document capture for a wide variety of organizations.

In the next chapter, we will cover more advanced topics such as scripting, web
services, and custom workflows.
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Now that you have a strong understanding of Ephesoft, we have saved a handful of
advanced topics for last. Advanced topics are those that involve programming skills
(as is needed in order to perform scripting and web services) or are only used in
special circumstances.

Set aside a little extra time, and get ready to learn the nitty-gritty details of Ephesoft
implementation. The following advanced topics will be covered in this chapter:

* Configuring other classification methods

* Additional extraction methods

* Scripting

*  Workflow and plugin customizations

*  Web services

Configuring other classification methods

Search classification was discussed in detail in previous chapters. While search
classification is the default and most commonly used classification type, there are
other types that can be used instead of or in addition to search classification.
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Barcode classification

Barcodes are useful for classifying documents that do not have a consistent format or
content, such as correspondence mail. They can also be leveraged for documents that
already have barcodes. Setting the classification type to BarcodeClassification

or AutomaticClassification will enable barcodes. The classification type is
configured in the Document Assembler plugin of the Document Assembly module.
When Ephesoft detects a barcode on a page, Ephesoft converts the barcode to a text
value and then looks for a document type with a name that exactly matches this text
value. If a match is found, the page will be considered to be a document of this type.

In the invoice example, we can create a QR code that has Invoice as the value:

QR code with the text Invoice

If this code is found anywhere on a page, that page will be classified as the first page
of an invoice document.

Ephesoft provides two different plugins that support barcode recognition. These
are RecoStar HOCR Plugin and Barcode Reader Plugin. When implementing a
Windows-based solution, it is simplest to use RecoStar HOCR Plugin, since this
plugin will already be configured in the batch class to enable OCR. For Linux
solutions, RecoStar HOCR Plugin is not available, so you must use Barcode
Reader Plugin.

Whichever plugin you use, you must enable barcode classification. The plugins are
configured in the Page Process module.

* RecoStar HOCR Plugin: In order to enable barcode classification using this
plugin, you must select FPR_Barcode.rsp as RecoStar Project File Name
and turn Barcode Switch to ON.

* Barcode Reader Plugin: You may need to add this plugin to your batch
class's Page Process module. Once this is done, turn Barcode Classification
Switch to ON.
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Barcodes can also be used for determining the separation of documents.
~ The switch to turn this feature on is in the Document Assembler plugin of
Q the Document Assembly module. Set the value of DA Merge Unknown
Document Switch to ON.

The supported barcode formats include CODE 29, CODE 93, CODE 128,
&s— CODEBAR, DATAMATRIX, EAN13, ITF, PDF 417, and QR.

Image classification

Image classification is another technique for identifying and assembling documents.
As with search classification, you will provide samples of the document types.
Unlike search classification, when performing image classification, Ephesoft does
not attempt to recognize text on pages of the training documents. Instead, the page
images are compared to see how many pixels they have in common.

Samples can be dragged into the drop area on the Document Types page or you can
use the Upload Learn File(s) link to upload samples.

You may need to add the Classify Images plugin to your batch class's Page
Process module. Once this is done, turn Classify Image Switch to ON. To use
image classification, set the classification type to either ImageClassification or
AutomaticClassification in the Document Assembler plugin of the Document
Assembly module.

Fixed form extraction

At the beginning of this book, we created a batch class by copying the Mailroom
Automation Template batch class. In this batch class, Ephesoft extracted content
from the document into fields using key value extraction. Sometimes, it is necessary
to use fixed form extraction. This is the process of extracting content from a specific
location on the page. Fixed form extraction is configured in the OCR engine, and this
configuration is referenced in Ephesoft. Some examples of cases in which fixed form
extraction may be used include the following:

¢ Handwritten content needs to be extracted.

* The form has checkboxes, and the state (whether the checkbox is checked or
unchecked) needs to be extracted.
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*  You need to determine whether there is markup in an area. An example of
this is when you want to determine whether a signature line is blank.

* The content to be extracted cannot be located with respect to a key and does
not conform to a unique pattern. For example, the form might always have
an address in the upper right-hand corner, but there is no label or header
associated with this address.

As of version 4.0.3.0, fixed form extraction is implemented using the
RecoStar OCR engine. This OCR engine is only used by the Windows
version of Ephesoft Enterprise. Therefore, you must be using the
Windows version of Ephesoft Enterprise in order to perform fixed
%\ form extraction. Ephesoft is working on an implementation of fixed
~  form extraction that uses Nuance's OCR engine; this will make fixed
form extraction available on Linux.

You can use fixed form extraction and key value extraction on the
same document.

Full Page OCR on Windows is accomplished with a RecoStar project
called Fpr. rsp located in SharedFolders\BC99\fixed-form-
N extraction. You may want to modify this project if you want to
~ support languages or locales or modify the image manipulation
Q or OCR settings. You can also create a new project to use for the
OCR functionality. If you choose to create a new project, you must
configure Ephesoft to use that project. This setting is located in the
RECOSTAR_HOCR plugin in the Page Process module.

Let's walk through the process of using RecoStar to extract a handwritten billing
code from an invoice. RecoStar extraction is not configured from within the
Ephesoft administrative interface; instead, a Windows application called RecoStar
Design Studio must be run. Ephesoft installs this at Application\native)\
RecoStarPlugin\RecoStarDesignStudio\RecoStarDesignStudio.exe.
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Creating a RecoStar project

Perform the following steps to create a RecoStar project:

1. Within RecoStar Design Studio, create a new project by selecting New
Project from the File menu.

2. Select the project type Single Form and then click on Next, as shown in the
following screenshot:

[ recostar pesignstae JRI=TE
Ele Edit View Commands Batch Tools Windows Help
B @l ali ] L K<>M
2 Project Tree 2 > || 5 Setpimage [=|Multiple ResultImages| x| 1= Batch File List 7 x
[Source image || No batch loaded
1 1
o
New Project Type fex | image o]
‘Which type of project do you want to create? N
Ful Page  Image Processing  Mutiple Forns Version 3x erei
Project Exscution  Project Migration
= = Batch File List [ ] Toolbox |
(7| Operator Properfies
| Reco Result Details o=
A form reading application without form identification
<Previous Finish
4|
el |
Ready

New RecoStar project type
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3. Enter a project name and location in which to save the file:

¥ New RecoStar Project X

New Project File Name
‘where shall the new project be installed?

Project Name:

Location:
C:hUsers“deviDocuments Browse... |

Project Directory (will be created):

C:Usershdev'Documents'Invaice

Existing Files/Directories:

< Previous Next > Finish Cancel

RecoStar project properties
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4. Use the Add Files button to select some working image files. Working image
files are sample documents that RecoStar will use to test the configuration.
Click on Next after uploading the working image files:

[ tew RecostarProject E
Working Image Files
Wwhich images do you want to process?
Mote: You can add or remove working images after the project was created.
Mo batch loaded
R —— [FETH Root Directory: C:\Users\deviDesktop
TTTERT ®
I | index | Image
[ ———
[ [ S i 1 Image DOD000T tf
[p— o 2 Image 0000003 tif
4 | B
Add Files... |
< Previous Next > Fimish Cancel |

RecoStar project sample images
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5. The next step in the RecoStar wizard for creating new projects is
the Mandatory Parameter setup. Select the country/languages that
appear on the documents to be processed:

+# New RecoStar Project |
Mandatory Parameter
The declaration of Country is mandatory. Please specify.
Mate: You can modify this parameter after the project was created.
Cperator
DefaultFormType
ExternalFormType
Country LISA
FormReading True
Form metry 000000
ResultCoordinates Criginallmage
Resultlm Ciff
ultGraphicalObjects False
PassThroughlD lgnore
Country
Selects one or more countries and/or languages.
< Previous Next > Finish Cancel
)

RecoStar project locale selection

6. Finally, click on the Finish button to create the project.
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Configuring the RecoStar project

The RecoStar form name must match the Ephesoft document type name. Find the
default form in the project tree and right-click on it. Select Rename and change the
name from Default to Invoice:

B RecoStar Design Studio - C:\Users\dev\Documents\Invoice \Invoice.rsp. o [=] )
File Edit View Commands Batch Tools Windows Help
BUHAHR@OEGH R £ | 2R K< >MNaBm:e @S
= Project Tree 2 % || [ Setuplmage| =) Muliiple Result Images | x|} = Batch File List-CiUsersidoviDocu_ 7
= Operstor Defautt || invoice rsbaich
Dictionaries Root Directory: C \Users\devDeskiop
5 W ImageProcessing
Image SourceOperator
Index_| Image Form
ColorimagsSequence 1' ‘ ; fl |
ColrFiterOperator ks HRRU A
GrayimasSauancs 2 Imags0000003 £
BinarizeOperator
BinarymageSequence
Fomldentiication
2 (] Foms
B Copy =
Paste
- Delete
T Rename
Replace _
Select...
T Use AsDefaultFom o R e A ¥\ Batch File List - CillsersideviD. [ Toolbox |
OperatorPra s Read This Farm # o Noread results — -
e — £ RecoResult Details [
- “'""‘”"‘“'7 Read Area | # | Result |

RecoStar form context menu

Next, configure a field to match a field that we will create in Ephesoft. In the project
tree, under the default form that we just renamed as Invoice, there is a field named
IcrField. Right-click on this field to rename it as BillingCode so that it matches the
field name in Ephesoft.

Now, we need to configure RecoStar to show where the billing code is located.
Making sure the billing code field is selected in the project tree, select the Setup
Image tab in Design Studio. Drag the red rectangle in the Setup Image tab so that it
surrounds the top-right section of the invoice where the billing code is written.
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BUHR e

¢ 7 Project Trew

Since the billing code contains both letters and numbers, we will turn
off the LogicalContext flag. There is a RecoStar tutorial available for
Enterprise customers that explains more of these settings.

mBine

Design Studio - C\Users\dev | Douments\ Invokce | Invoice.rsp
([Ele] Eot Wew fomeands Botch Tools Winduws Heip

wilkl &

aiK<dPMNABW R DS

¥ o lgm,-up“:_ Multspie Besult Images |
i ek

||/ 75 Bateh Fite Lint - ClsersideviDocu_ 1

_J Ivoice rsbeich
=] [Fioct Direciony; € sers\dev Deakiop.

2 Image 0000003 0

7 Operater Prepense

¥ || 7 Bk File List - Cillnemsidenils I_Tmlhm|

[Selected: 1 lcrfield

Name

El Zome
FieaderSelection
Onessabion

HurberUflres
Handpringeight
HandprntFilch

MactunespeHaght
MachinesypePitch
MachinesypeMinCenfidenc:
LugicalCortext

HandpringMinConfidence |

Uikrsreeny
Uniknomn

100
o

o

The layout configuration of the RecoStar field

Click on the Play button (the green triangle in the toolbar) to test the extraction. The
results will be displayed in the Reco Result Text area:

LRinn

Batch Tocls Mindows Help

e\ Invoice.rsp

ikl @ d

iIK<PNADW: 8 DS

=lol x|

L

(3 Setuplrage [ Mulliple Result Inages |

mage 000000 2

Eachange ot e Aumatiie Cus

CLAs

u ||° 5 Datch File List - CAlsers'deviDocu_ @ 3
1 |t cema o

Fom

* ey
Plesemieosd ° e ekt -
ColorFerOperstor suromen 1 s o T B R
GrayimageSequence T B vSRANCE PoLICY PRELARATE T l 2 Inage 0000003 11
- e e
L1 BraryinageSequnce. ek ey ety oA I
| Fembdetdication [l oumascE Beum STATEMENT DNCLOBED: | PR N
() Foms. P G S e e .
B W ivvoics o s
[ ——
Fkdegatratin [ —— Tt 4 me
2 Rcolpmstos 1o ) A—— T wE ]
=R J nees 1 T rou o cpsENG
1 o deess freeoe 1o o]
7 Reen Reaul Test 2 x| e —
-  Batch File Lint - CUisera'dedD [~ Toolhax |
¢ Opmator Fropertes v x|l 2
] Fi T
[Selected. 1 lakeid — T3 [rea 1 L
Hame Blngieade - T e
Bl Zone 1674704732 106701
Resdarselection eter
Orienabon sl

Test results of the RecoStar extraction
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Once RecoStar extraction is tested and is ready to be used in Ephesoft, save the
project and copy the project file to the batch class RecoStar-extraction folder:
SharedFolders/BC99/fixed-form-extraction/

[ % RecoStar project files have an . rsp extension. ]

Configuring Ephesoft to use the RecoStar
project

The Invoice document type definition needs to be edited in order to use this RecoStar
project. Go into the Batch Class Management tab of the administrative interface, and
edit the Invoice document type. The new RecoStar project file should now appear

in the list of project files under First Page, Second Page, Third Page, and Last Page.
Select the project file as the first page to tell Ephesoft to use this RecoStar configuration
when processing the first page of this document type. Create a new string field named
BillingCode, click on OK, and then click on Apply to save changes.

Do not forget to verify that your document type name matches the
\l RecoStar form name and that your field name matches the RecoStar

~Q field name.
You must also turn on RecoStar Extraction Switch in the RecoStar
Extraction plugin within the Extraction module.

coun 1o | cow | ouior | s ] osw ] coor | e | Lammrin

B Hama Descripten Minimem Cosfidence. . First Page Second Page Third Page Lasif=) Pape

B AccountsPayable-BC4
I Document Types
W Modules

[} Emall Configuration
[ Scanner Proties

] CMIS Import
] Baich Class Field

Document type fixed form project configuration
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When you run a sample invoice through Ephesoft, you will see in validation that the
value for Billing Code is extracted:

INVOICE
BatehID E177 BC4 ophes Priesity 65 Qm i G
DOCT  Invoice Documart Type Fuzzy Sesrch BaTs [ ‘a0 vocwes
Invoce EFE Company, LLE i e
AT Ciabeor O, Bt A 145 Amcure s a3 UsD
v G O Pag

# Jvoice Hesdes Info

Invaice Humber

Custorner Number

116785 0001100953
» T T
Inwoice Date Vendor Name g la T
0412072009 Staftmark m Rmpuiar
i Vendor |0 Billing Code eita
.bur.': Invoice 1 K756 o

Validation with fixed form extraction results

Table extraction

Table extraction is used to extract repeating information from a form. On the
following invoice, we might want to extract the date, hours, rates, and total
from each row in the table.

-
s . . . .
~ You must also turn on Table Extraction Switch in the Table Extraction
plugin within the Extraction module.
=
; ﬁﬁ ! INVOICE
Customer Number: 116785
. Department :
Bill To: Invoice No: 00011009853
EFE Company, LLC Invoice Date: 04/30/2009
14252 Culver Dr. Suite A 145 Amount Due: 446.25 usb
Irvine CA 92604 Page: 1
For billing questions, please call your local
WIE € 1 Descripti HoursfUnits ____Rate Net Amount
04-26-2009 Aguirre,Erica Packaging Clerk Regular 7.00 12.75 89.25
04-26-2009 Cervantes,Michelle Clerk Regular 7.00 12.75 89,25
04-26-2009 Chavez Zamudio,Reber Clerk Regqulaxr 7.00 12.75 89,25
04-26-2009 MORENO, GLORTA Clerk Regular 7.00 12.75 89.25
04-26-2009 Ponce, Sofia Packaging Clerk Regular 7.00 12.75 89,25
Regular Hours .m@j a Hours Othar Hours Total Hours
35.00 0.00 0.00 35.00
Regular Amount  Over Time Amount  Other Amount  Total Amount
446.25 0.00 0.00 446.25

A sample invoice with table information
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From the administrative interface, edit the batch class, edit the Invoice document
type, and then select Tables. Click on the Add button to define a new table. The
following information can be specified about the table:

¢ Name: The name of the table.

* Validation Rule Operator: By default, all the validation rules must be
satisfied in order for a table row to be valid. Select the OR validation rule
if you wish the table row to be valid when any of the validation rules
are satisfied.

* Remove Invalid Rows: If this is enabled, rows that fail to comply with the
validation rules will not be extracted.

* Currency: This configuration setting indicates how columns that contain
currency must be formatted.

* Enter the name and click on Apply.

& AccountsPoynbie-BC4
& Document Types
5 nvoice
B index Fields
I Tabies
3 Furetion Key Mapging
[ D8 Export Configuration
} Fizzy DB Extraction Configuration
& modules

New table extraction definition

Expand the Tables folder and navigate to Table Columns. Here, you will enter the
following information about each column in the table:

¢ Column Name: The name of the column.

* Description: A description of the column.

* Validation Pattern: Values must match this regular expression to be
considered valid.
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* Alternate Values: When operators validate the content of this column, they
may be presented a list of values to choose from. You can specify those
values here. Use a semicolon (;) to separate the values.

Bm Tabie Extracton Rules

0 Table Valdation Fues

Table extraction column definition

Next, we will specify the extraction configuration for the tables for this invoice
type. Select the Table Extraction Rules folder and click on Add. Add the following
information for extracting information from this table:

¢ Rule Name: The name of the rule.

* Start Pattern: Regular expression pattern of a unique value or a word that is
consistently at the beginning of the table. Ephesoft will not even try to extract
tabular data until it sees this pattern in the document.

* End Pattern: Regular expression pattern of a unique value or a word that
is consistently at the end of the table. When this pattern is encountered,
Ephesoft will be certain that it has reached the end of the table. If the end
pattern is not found, Ephesoft will examine lines of text all the way to the
end of the document looking for table rows.

* Table Extraction API: This allows the administrator to choose any or all of
the three different techniques for locating the content of a column. These
techniques are as follows:

°  Column Coordinates: This allows the user to indicate the position on
the page where the column begins and ends.

°  Column Header: This uses regular expressions to define the labels for
the column headers. Ephesoft will assume that the content beneath a
header is in that column.

° Regex Extraction: This defines regular expressions for the content
in the column as well as expressions for the content to the left and
to the right.

[ Q Table extraction can span over multiple pages. ]
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In the preceding example, the start pattern is the word branch and the word over is
the end pattern. We chose not to use the Regular or Hours pattern as the end pattern
because both are used elsewhere on the page.

We will use Column Header and Regex Extraction APIs to locate and extract
content from the columns of the table. Make sure that Column Coordinates is not
checked and that Column Header and Regex Extraction are checked. Choose the
AND operator from the dropdown list between the Column Header and the Regex
Extraction checkboxes, as shown in the following screenshot:

B8 Tatle Extinction Rules

7 Table Vakdaton Fues

Table extraction rule properties

Now that we have defined the table extraction rule, we need to define the column
extraction rules. Expand the name of the table extraction rule that you created and
navigate to the Table Column Extraction Rules folder. Here, you will be able to
configure the following information for each column:

* Column Pattern: Used by regex extraction, this regular expression defines
the format of the content in this column.

* Between Left: Used by regex extraction, this regular expression defines the
pattern of text to the left of the value that you are extracting.

* Between Right: Used by regex extraction, this regular expression defines the
pattern of text to the right of the value that you are extracting.

* Column Header Pattern: Used by column header extraction, this regular
expression defines the pattern of the text in the column header.

* Start Coordinate: Used by column coordinate extraction, this property
defines the coordinate that represents the left edge of the column. You can
use the Set Coordinates button on this page to indicate on a sample image
where the left edge is, and then, Ephesoft will set this value for you.

* End Coordinate: This is the same as Start Coordinate but defines the right
edge of the column.

* Multiline Anchor: Used when extracting a table that has multiple lines of
text per row. If this checkbox is selected, Ephesoft will start a new extraction
row only when a value is found for this column.
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Required: Used to specify that a value is required in this column to create
a valid row in the extracted table.

Extract Data From Column: Ephesoft can perform regular expression
extraction to extract a portion of the text from one of the other columns in
this table. In order to accomplish this, select the column from which you
wish to extract content.

Currency: Indicates that the text in this column is currency and that
validation should be performed based on the currency type specified
in the table configuration.

Let's consider how we would configure Ephesoft to extract content from each of
these columns.

Date: This is simple, as it has a unique pattern; we can just specify the
column pattern of \d{2}-\d{2}-\d{4}. It has a header pattern of w\ /E.

Hours: The hours column has a pattern of \d{2}\.\d{2}, but this pattern
is not unique to this column. To uniquely identify this column, we can also
specify a between left pattern of Regular. This column has a header pattern
of Hours\ /Units.

Rate: The rate column has a pattern of \d{2}\.\d{2} and has a between left
pattern of \d{1,2}\.\d{2} and a between right pattern of \d{2}\.\d{2}. It
has a header pattern of rRate.

Total: Finally, the total has a pattern of \d{2}\.\d{2} and a between left
pattern of \d{2}\.\d{2}. It has a header pattern of Net Amount.

Once the values are entered, click on the Validate Regex button and then Apply.

- Funciion Key Magping

H [ OB Expon Conguraton
) Furzy OB Estiaction Corfgurat

B Decumert Types
B imoice
B incex Fieics
Tables.
B rours

3

7] Table Columns
&5 Table Extaction Rules
BS Staff Extraction
31 Table Columen Extraction Ry

o Vaibdabon Rules

Table column extraction configuration

[86]



Chapter 4

To test the rule, navigate back to the Tables folder. Drag a sample invoice to the
drop area. Once the sample is uploaded, select the checkbox next to the Hours table
and click on the Test Table button. You should see the extracted output in a screen,
as follows:

Rute Name: 5107 Extracson

1 04-26-2000 700 1275 #0925
2 M26-2009 .00 1275 525
3 pa-26-2000 1,00 1278 8928
4 H4-26-2009 700 T #8925
- 04-26-2000 700 1275 8925

Table extraction test results

Repeating fields extracted using table extraction cannot be exported using
the CMIS plugin; use scripting or an alternate export plugin to get tabular
metadata into your document repository.

When indexing, operators can now click on the Table View button to view the
table data:

INVDICE

Batch ID BT
Invoice Document Type
Invoce

# invoice Heades knio

IDCJ:Q Invoice

Customes Mumber
116785

Inwice Date
04202000

Vendor ID
11111

Invoice Number
0001100953

\andor Hame
Stattmark

Bilng Code
KaTSH

283!

Displaying table view validation
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Ephesoft displays the extracted table content. Operators can edit cells or edit and
remove table rows to ensure that everything was captured properly:

NVONCE

L v |
QG+ P e

TR

Table view validation

Scripting
Ephesoft can be configured to execute custom Java code in four places:
* In the workflow (at specific pre-defined points in Ephesoft's processing
of a batch)
*  When fields change in validation
*  When an operator presses a function key
* Periodically at a configurable time

This code can manipulate the documents, populate field values, integrate with
external systems, normalize data, and so forth.

The workflow scripts

The MailroomAutomationTemplate batch class, which we copied to create our
custom batch, is configured with hooks to execute your own code in several places.
For instance, if you want to perform a custom operation prior to validation, you can
edit the following file: BC99/scripts/ScriptExtraction.java.
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This file contains the implementation of a class named ScriptExtraction.
Whenever Ephesoft's extraction module runs, it will call the execute method
of this class:

public class ScriptExtraction implements IJDomScript

public Object execute (Document jdomObj, String methodName,
String docIdentifier) ({

// execute custom code here
return null;

}

You do not need to compile your Java code or restart Ephesoft in order for any
changes to the script to take effect. Ephesoft will detect any changes to the file prior
to execution and re-compile the code automatically.

The following batch class scripts are available for customization:

® ScriptAddNewTable.java

® ScriptAutomaticValidation.java
® ScriptDocumentAssembler.java

® ScriptExport.java

® ScriptExtraction.java

® ScriptFieldvValueChange.java

® ScriptFunctionKey.java

® ScriptNewTableRowInsert.java

® ScriptPageProcessing.java

® ScriptValidation.java

We recommend that you disable the default behavior of the
ScriptAutomaticValidation script. The validations performed
here are not included in ScriptValidation, resulting in

‘Q inconsistent checking of these fields.

Study this script to learn how to manipulate the batch, and then
disable all the functionality of the script. To best validate field values,
you should create regular expressions in the validation rules; this is
part of editing a document type.
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Ephesoft persists the state of each batch instance to the file system as an XML

file. When Ephesoft executes a script, it passes a JDOM document to the execute
method. That document object is the result of parsing the XML file that represents
the batch instance state. The author of a script can traverse this structure to
determine metadata values, confidence levels, page counts, and so forth. Scripts
can also change the state of a batch instance by modifying the JDOM object.

There is no documented schema for this XML structure. An Ephesoft
batch XML file includes a Document element for each of the documents
. in the batch. A child element named Identifier specifies the ID of the
% document with which the Document element block is associated. Each
s Document element also includes a descendant DocumentLevelField

element for each metadata field associated with the document. Various
sub-elements of the DocumentLevelField element define the
characteristics of the field.

Consider, for example, the table extraction performed in the previous section.
Suppose that you want to add up the hours from each row of the invoice and store
the total in a metadata field named TotalHours. Here is what the batch instance
state looks like when persisted to XML:

<Batch>
<Documents>
<Document >
<Identifier>DOCl</Identifiers>
<DocumentLevelFields>
<DocumentLevelField>
<Name>TotalHours</Name>
<Value>0.0<Value>
</DocumentLevelField>
</DocumentLevelFields>
<DataTables>
<DataTable>
<Name>LaborTable</Name>
<Rows>
<Row>
<Columns>
<Column><Value>04-26-2009</Value></Column>
<Column><Value>12.75</Value></Column>
<Column><Value>7.00</Value></Column>
</Columns>
</Row>
<!-- more rows here -->
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</Rows>
</DataTable>
</DataTables>
</Document >
</Documentss>
</Batch>

The actual XML file contains significantly more information; we have reduced the
content to just the elements that are relevant to this example. Here is an example of
some code that would sum up all the hours in the Hours cells and write the total into
the TotalHours field:

public Object execute (Document jdomObj, String methodName,
String docId)
{

Exception exception = null;
try {

// for each invoice document
String docPathStr =

" /Batch/Documents/Document [Type='Invoice']l";
XPath docxPath = XPath.newInstance (docPathStr) ;
List<Element> docList = docxPath.selectNodes (jdomObj) ;
for (Element doc : docList)

// for each "hours" cell in the hours table
String valuePathStr =

"DataTables/DataTable [Name='Hours']" +

" /Rows/Row/Columns/Column[2] /Value";
XPath valuexPath = XPath.newInstance (valuePathStr) ;
double totalHours = 0O;
List<Element> hoursList = valuexPath.selectNodes (doc) ;
for (Element hoursElement: hoursList) ({

// add the hours to the total
totalHours += Double.parseDouble (hoursElement.getText ()) ;

}

// write the total hours into a metadata field
String ttlString =
"DocumentLevelFields/" +
"DocumentLevelField [Name='TotalHours'] /Value";
XPath ttlxPath = XPath.newInstance (ttlString) ;
Element ttlElem = (Element) ttlxPath.selectSingleNode (doc) ;
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ttlElem.setText (String.valueOf (totalHours)) ;

}

}
catch (JDOMException e) {
System.err.println("script failed: " + e);
e.printStackTrace () ;

exception = e;

}

// return null for success
return exception;

}

This script first iterates across all the documents of the Invoice type. Then, it finds
the Hours cell for each row and adds its value to a running total. Next, it finds the
TotalHours field and sets the field's value to be this total.

This script has also been simplified; in practice, you will discover that Ephesoft does

not provide a value tag for empty fields. Your script will need to call JDOM to add
the value tag to the TotalHours field before setting its value.

M Scripts used in validation such as ScriptFunctionKey.java or
Q ScriptValidation. java can update the ErrorMessage tag in the
batch XML to display error messages to the user on the screen.

The result is that if the Hours values have been successfully extracted from the table,
the Total Hours field is populated with their sum.
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Validation displaying calculated field from extraction script

[92]



Chapter 4

Triggering scripts when a field is edited

Ephesoft can call a script when a change is made to the value of specified fields on
the validation screen. As an example, we will implement a check to see whether the
field is of the DATE type, and if so, change any date formatted with - to /. The script
will run when the value is changed in the text field and the focus changes to another
field, the document is saved (Ctrl + q or Ctrl + e), or another document is selected.

In the batch class administration area's list of index fields, you will find a Field Value
Change Script checkbox associated with each field. Use this checkbox to indicate that
the InvoiceDate field should trigger the script when its value is changed. Click on
Apply when you have made the change.

$ 353383388

Field value change script configuration

To use this feature, you must first turn on the Field Value Change Script switch in
the Validate Document plugin within the Validate Document module.

\ This feature, when enabled, results in communication between the
~ web browser and Ephesoft whenever a field value is edited. Only
Q deployments where the client has a high-speed connection to the
server should make use of this feature.

Now, the changeField method within ScriptFieldvalueChange.java will be
invoked whenever an operator changes the value of the InvoiceDate field. Here is
an implementation of changeField that reformats date fields with slashes instead
of dashes:

public void changeField (Document doc, String fieldName,
String docIdentifier)
{

try {

// f£ind the field element that the operator is editing
String fieldPathStr =
" /Batch/Documents/Document [Identifier = '" +
docIdentifier +
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"1] /DocumentLevelFields/DocumentLevelField [Name = '" +
fieldName +

lll]ll;

XPath fieldPath = XPath.newInstance (fieldPathStr) ;
Element field = (Element) fieldPath.selectSingleNode (doc) ;

// 1f this is a date

XPath typePath = XPath.newInstance ("Type") ;

Element type = (Element) typePath.selectSingleNode (field) ;
if ("DATE".equals (type.getValue())) {

// get the value

XPath valuePath = XPath.newInstance ("Value") ;

Element value = (Element)valuePath.selectSingleNode (field) ;
String oldvValue = value.getValue() ;

// reformat the date

SimpleDateFormat oldFormat =

new SimpleDateFormat ("MM-dd-yyyy") ;
SimpleDateFormat newFormat =

new SimpleDateFormat ("MM/dd/yyyy") ;

Date date = oldFormat.parse(oldValue.trim()) ;
String newValue = newFormat.format (date) ;

// persist the reformatted value
value.setText (newValue) ;

}
}

catch (JDOMException x) {

x.printStackTrace () ;

}

catch (ParseException x) {

// format of date is not MM-dd-yyyy; ok to ignore

}
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With this script in place, the following document's invoice date was modified by an
operator to be in a date format with - as the separator:

Batch ID BIZT

sl

116788

Inveice Dase
04-30-2009
Vendor 10
mn
Total Hours

B0

® lmvoice Header Info

Customer Humber

Invoice Mumber
0001100953

Vendor Name
Staftmark

Billng Coda
KST58

RN -]

Validation screen with manually entered invoice date

When the operator selects another field, Ephesoft indicates briefly that a script
is running. Soon thereafter, the format of the date changes to contain / rather
than - in the invoice date.

sl

1111
Tenl Hours.
80

Batch 10 B27  Batch Ny BC4_ephes. Pricrity 65
Document Typs Fuzzy Search

e
Custorne Number Invoice Number

116785 0001 100953
Inweice Date Vencor Name

0430772009 Staffimark
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K9T58
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Validation screen with formatted invoice date from a change script

Triggering scripts from a function key

Ephesoft can call a script when a function key (FI1-F11, excluding F5) is pressed. The
function key mapping can be created for each document type. To create a function
key mapping, first select a document and go to the Edit screen. When you configure
this mapping, Ephesoft will also add a submenu item under the More dropdown

in the validation area of the operator interface that you can click with a mouse to
perform the same function. There is a Function Key Mapping section in the batch
class administration area for each batch class. Navigate to this area for the document
type for which you want to add a function key behavior. Click on the Add button.
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Enter myMethod for the method name (the name of a Java method in the
ScriptFunctionKey.java file) and any method description (this is displayed in
the validation interface), and select F2 as the shortcut key that should be pressed
to trigger this script (FI-F11 excluding F5).

1
‘\Q You may not want to use F1 to trigger your script, since some browsers

use that shortcut for help.

Click on the Apply button to save the configuration.

B AccountsPaysbie-BC4
B Docurnent Types

Ackd Tota! Hows

myMethod
B invoice

I e Fieids

B Tazies

3 Function Key Mapping
[ DB Expont Configration

[ Fuzzy DB Extraction Configuration

The function key script configuration

When the F2 key is pressed in the review or validation screen, the following method
will be executed. For a function key method, Ephesoft passes the document identifier
of the document selected by the operator and the DOM object of the batch XML
document. This method uses the document identifier to locate the document that

the operator has selected. Once the document is found, this method totals the

hours in the Labor table and saves the results in the TotalHours field (just as

in the earlier example):

@SuppressWarnings ("unchecked")
public void myMethod (String docId, Document jdomObj) {
try {
// path to invoice documents
String docPathStr =
" /Batch/Documents/Document [Identifier = '" + docId + "']";
XPath documentsPath = XPath.newInstance (docPathStr) ;

List<Element> docs = documentsPath.selectNodes (jdomObj) ;
for (Element doc : docs) {

// for each "hours" cell in the labor table
String hoursPathStr =

"DataTables/DataTable [Name='Hours']" +

" /Rows/Row/Columns/Column[2] /Value";

XPath valuePath = XPath.newInstance (hoursPathStr) ;
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List<Element> hoursList = valuePath.selectNodes (doc) ;
double totalHours = 0;
for (Element hoursElement: hoursList)

// add the hours to the total
totalHours += Double.parseDouble (hoursElement.getText ()) ;

// write the total hours into a metadata field
String totalPathStr =

"DocumentLevelFields/" +

"DocumentLevelField [Name='TotalHours'] /Value";
XPath totalPath = XPath.newInstance (totalPathStr) ;

Element total = (Element) totalPath.selectSingleNode (doc) ;

total.setText (String.valueOf (totalHours) ) ;

}
}

catch (JDOMException e) {
System.err.println("script failed: " + e);
e.printStackTrace () ;

}
}

Now, looking at the operator's interface, you can see an F2 item under the More
dropdown in the Function Keys submenu. Click on the table icon to view the table
extraction value for the Labor table.

In the table results for the validation, we can add a new line by pressing the Insert
button. Enter 8. 0 in the Hours column and then click on the Back button.

04262009 7.00 1275 B9.25
04262000 700 1275 8925

04262009 T00 275 ] .‘-I -
04-26-2009 700 1275 10200 T

R N

Table view validation with manually entered row
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The total displayed in the TotalHours field is incorrect, but if we press the F2 key,
TotalHours will be recalculated to include the new row of the Labor table.

—_—————————— INVOICE
BatchiD BI27  Batch BC4 eghes.  Priorlty 65 Qw JiTmovER Mg
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Validation screen displaying total hours after pressing the F2 key

The application script

There is a single application script for each Ephesoft server that is executed
periodically at a configurable interval. This script can be used for any task that you
would like at the application and not the batch level. For instance, it could be used
for tasks such as creating nightly reports or pulling batches from multiple locations
into a single batch class-monitored folder.

The application script is located at SharedFolders\application-folder\
MyApplicationLevelScript.java.

Whenever Ephesoft runs the application script, it will call the execute method in
this file:

public Object execute (String shareFolderPath) {
/***xxxx* yser code need to written here **xxxx*xx*/
System.out.println("executing application level script " +
shareFolderPath ) ;
return shareFolderPath;

}

The interval in which this script is run depends on a cron expression that is set in a
configuration file. This file is located at Application\WEB-INF\classes\META-INF\
dcma-scripting-plugin\dcma-scripting-plugin.properties.

The property that sets the interval is dcma.applicationLevelScript.
cronExpression.
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The custom workflow

Ephesoft comes with several batch classes, each of which implements a workflow that
is of general use. You can solve many business problems simply by copying one of the
pre-configured batch classes and using the associated workflow. Sometimes, however,
you need more steps (to accommodate the specific needs of your organization) or
fewer steps (to accelerate performance).

Customizing batch class workflows

Every batch class has its own capture workflow that includes modules and plugins.
Plugins are steps in the capture workflow and modules are used to group plugins
to manage batches.

The following screenshot illustrates how administrators can add or remove modules
from individual batch classes. Modules are simply groups of plugins; administrators
can create modules by clicking on the Add Module button from the batch class
administration area. After the module is given a name and a description, it will
appear in the list of available modules. You can use the arrow buttons to move the
module into the list of modules associated with your batch class and adjust the order
in which the module will execute within this workflow:

B AccournPayable-BCA Modules Confguraion
B Document Types

Available Modules Associated Modules
. wodules

A batch class module configuration

Administrators can add and remove plugins from individual modules by clicking on
the module's name in the navigation tree on the left of the batch class administration
area. All the plugins installed in Ephesoft are displayed on the left-hand side as
Associated Plugins and administrators can assign the desired plugins to the module
by using the arrow button to move it to the list of Selected Plugins.
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When you click on a plugin from the list of associated plugins, Ephesoft
/~—will highlight the plugins that the clicked plugin depends on.

B AccountsPayabie-BCA PG Canaguraon
Associated Plugins Selected Plugins

AUTOMATED_REGEX_
AUTOMATED_VALIDATI
BARCODE_EXTRACT)
BARCODE_READER CaES_EXPORT
CLASSIFY_IMAGES CLEANUP
CLEANUP

CREATEMULTIPAGE_FILES
COPY_BATCH_XML
D8_EXPORT

I automated Vakdstion Ccaes_ExPORT
] ate Docurent COPY_BATCH_XML o
B Export CREATEMULTIPAGE_F
Emad Configurtion [
Scamner Profies

= L]
CMIS Import

"1 Balch Class Fsid -]

&

Batch class module plugin configuration

Once the administrator is satisfied with the module and plugin configuration,
he/she is required to deploy the new capture workflow. Click on the Apply button
and then on the Deploy button. Ephesoft will check all the dependencies for the
selected plugins and deploy the workflow. You will receive a success message if
all dependencies are met and the workflow is deployed.

Writing a custom plugin
Ephesoft allows developers to write their own plugins and install them to Ephesoft.

Developers should prepare the following files to install their custom plugins
to Ephesoft:

* A .jar file containing code that will be executed by the workflow and the
Spring application context XML file

* An XML file containing the plugin configuration including plugin name,
author, dependencies, and version information

These two files are bundled into a ZIP archive so that administrators can upload and
install the plugin to Ephesoft as described earlier.

The following steps are designed to create a sample plugin that sets a batch-level
property. The name of the property and the value to be assigned are configurable
as the plugin parameters.
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We recommend that you use Maven to build your plugin, as we do in this example,
but it is not required in order to create a plugin:

1. Create a Maven project. Enter artifact information as follows:

o

Group ID: com.mycorp

[e]

Artifact Id: ephesoft-sample-plugin

o

Version: 1.0.0

° Packaging: jar

2. Create the ephesoft-sample-plugin/src/main/java/com/mycorp /
SamplePlugin.java file:

package com.mycorp;
// import statements here
public class SamplePlugin

private static final String
PLUGIN_NAME = "EPHESOFT SAMPLE PLUGIN";

// ephesoft service to interact with batch
@Autowired
private BatchSchemaService batchSchemaService;

// ephesoft service to access plugin properties
@Autowired

@Qualifier ("batchInstancePluginPropertiesService")
private PluginPropertiesService props;

// code executed before plugin
@PreProcess

public void preProcess (final BatchInstanceID biid, String
workflow)

{

Assert.notNull (biid) ;

// save the state of the batch prior to execution
BackUpFileService.backUpBatch (biid.getID()) ;

}

// code executed after plugin
@PostProcess
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public void postProcess (final BatchInstanceID biid, String
workflow)

{

Assert.notNull (biid) ;

// save the state of the batch after execution
BackUpFileService.backUpBatch(biid.getID(), workflow) ;

}

// entry point for plugin
public void sampleMethod (BatchInstanceID biid, String
workflow)

throws Exception

String biID = biid.getID() ;

// create the batch level field
BatchLevelField blf = createBatchLevelField (biid) ;
Batch batch = batchSchemaService.getBatch(biid) ;

// find of create the list of batch level fields
BatchLevelFields blfs = batch.getBatchLevelFields() ;
if (blfs == null) {

blfs = new BatchLevelFields() ;

}

blfs.getBatchLevelField() .add (blf) ;

// add the new batch level field to the list
batch.setBatchLevelFields (blfs) ;
batchSchemaService.updateBatch (batch) ;

}

// helper method to create batch level field

// using info from batch properties

private BatchLevelField createBatchLevelField(String biid)
{

BatchLevelField blf = new BatchLevelField() ;

String name = props.getPropertyValue (biid, PLUGIN NAME,
"sample plugin.name") ;

String value = props.getPropertyValue (biid, PLUGIN_ NAME,
"sample plugin.value");

String type = props.getPropertyValue (biid, PLUGIN NAME,
"sample plugin.type") ;

blf.setName (name) ;
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blf.setValue (value) ;
blf.setType (type) ;
return blf;

}

Create the ephesoft-sample-plugin/src/main/resources/META-INF/
sample-plugin-context.xml file. You will need to include several Spring
namespace attributes on the bean tag that have been omitted from this
example for readability:

<?xml version="1.0" encoding="UTF-8"?>

<beans default-autowire="byName">

<import resource=
"classpath:/META-INF/applicationContext-batch.xml" />

<import resource=

"classpath:/META-INF/applicationContext-data-access.xml"
/>

<bean id="myPlugin" class="com.mycorp.SamplePlugin" />

</beans>

Add ephesoft.jar to your project in a 1ib subfolder of the project's root
folder. This JAR file can be found in Application\WEB-INF\1lib.

Add a dependency in your pom.xml file for ephesoft.jar. The correct
way to accomplish this is to install the JAR file into your local repository,
but for the purpose of this example, you can simply create a system-scoped
dependency by adding the following to your dependencies section:

<dependencys>
<groupIds>com.ephesoft.dcma</groupIlds>
<artifactIds>ephesoft</artifactIds>
<type>jar</types>
<scope>system</scope>
<systemPath>${basedir}/lib/ephesoft.jar</systemPath>
</dependency>

Use the mvn package command to create the JAR file.

Create a plugin configuration file called sample-plugin-config.xml.

<?xml version="1.0" encoding="UTF-8"?>

<plugins>

<jar-name>ephesoft-sample-plugin-1.0.0.jar</jar-name>
<plugin-name>EPHESOFT SAMPLE PLUGIN</plugin-namex>
<plugin-desc>Ephesoft Sample Plugin</plugin-descs>
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<plugin-workflow-name>EPHESOFT SAMPLE PLUGIN</plugin-
workflow-name>
<plugin-service-instance>myPlugin</plugin-service-instances>
<method-name>sampleMethod</method-name>
<is-scripting>FALSE</is-scripting>
<back-up-file-name>N/A</back-up-file-name>
<script-name>N/A</script-name>
<application-context-path>sample-plugin-
context.xml</application-context-path>
<plugin-propertiess>
<plugin-propertys>
<name>sample plugin.name</names
<type>STRING</type>
<description>Field Name</descriptions>
<is-mandatory>FALSE</is-mandatory>
<is-multivalue>FALSE</is-multivalues>
</plugin-property>
<plugin-propertys
<name>sample plugin.value</namex>
<type>STRING</type>
<description>Field Value</description>
<is-mandatory>FALSE</is-mandatory>
<is-multivalue>FALSE</is-multivalues>
</plugin-property>
<plugin-propertys>
<name>sample plugin.type</names>
<type>STRING</type>
<description>Field Type</descriptions>
<is-mandatory>TRUE</is-mandatory>
<is-multivalue>FALSE</is-multivalue>
<sample-values>
<sample-value>STRING</sample-value>
</sample-values>
<sample-valuess>
<sample—value>INTEGER</sample—value>
</sample-values>
</plugin-propertys>
</plugin-properties>
<dependencies>
<dependencys>
<type-of-dependency>0Order Before</type-of-dependency>
<dependency-value> IMPORT_BATCH_FOLDER/ IMPORT MULTIPAGE FILES< /
dependency-value>
</dependency>
</dependencies>
</plugin>
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8. Zip up the configuration file and the JAR file into a my-plugin.zip file. You
should now be able to install this zipped-up plugin into Ephesoft.

The plugin configuration file should comply with the following rules:

* The application-context-path tag must refer to the Spring context
file that you created. This path is relative to the META- INF folder within

your JAR.

* The plugin-service-instance tag should match the ID of the bean defined
in the Spring configuration file.

* The method-name tag must match the method of your bean that you want
Ephesoft to invoke.

Adding a plugin to Ephesoft

Now, you can add your plugin to Ephesoft from the System Configuration area by
navigating to Workflow Management. Administrators can view all the available
plugins and add new plugins to the system by uploading a ZIP file that contains
all the files necessary to run a plugin for Ephesoft.
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[ Regex Bulder
B Workfiow Management
[ AUTOMATED_REGEX_VALIDATION

[ AUTOMATED VALIDATION_SCRIPTENG_PL
[ BARCODE_EXTRACTION
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O cLeaue

[ cans_ExpoRT

[ copy_BATCH_XML
[ CREATEMULTIPAGE_FILES
[ cREATE_DisPLAY_misGE

[0 CREATE_THUMENAILS

[ c8V_FILE_CREATION_PLUGIN

[ pB_ExPoRT

[ DOCUMENT_ASSEMBLER

[ DOCUMENT_ASSEMBLER_SCRIPTING_PLI
[0 pocusHare_ExPORT

[0 EPHESOFT_SAMPLE_PLUGIN_TEST

[ EXPORT_SCRIPTING_PLUGIN

(3 EXPORT_TO_HPil_FILENET
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Sglect Files
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Crag and Drop Fies Heve

The workflow management user interface
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You can import plugins by dragging them to the area at the bottom of the Workflow
Management screen or by clicking on the Select Files button. Plugins may be
dependent on other plugins. You can manage these dependencies by selecting a
plugin and using the Add, Edit, and Delete buttons at the top of the screen.

This plugin can now be added to batch class workflows as described in the
previous section.

The Web Services API

In software, a web service is a way for applications to communicate over a network.
Client applications send requests over HTTP to server applications that typically
respond with XML or JSON.

Ephesoft provides web services that allow external clients to execute both document
processing and administrative actions. It is also possible to simply start a batch of
documents processing through the system via a web service; this is how Ephesoft
implemented its SnapDoc mobile application.

Ephesoft's Web Services API allows you to create solution architectures that break
the pipeline paradigm. Traditionally, capture solutions were designed with scanning
solutions flowing into Ephesoft, which then exported the indexed content into a
document repository. Now, Ephesoft can be accessed as a service from one or more
systems in your enterprise.

For example, your organization may have a portal through which external users can
upload invoices. Ephesoft has to process these invoices, but the end users do not
need (or even want) the full Ephesoft operator UL Instead, it makes more sense for
the portal to invoke Ephesoft's web services to extract information from the invoices.

Let us consider the process of integrating Ephesoft into an existing portal application
by using the Web Services AP

[106]



Chapter 4

Enabling the Web Services API

Before you use the web services, you must first make sure that your license allows
the use of this feature. An administrator can verify this by navigating to the License
Details section of the System Configuration area. The Web service switch property
will indicate whether or not this feature is enabled:

Werk mert
B ondowMansgemens [ o 21 Jul 2015 60,0000 GMT

[ connecton Manager

e MAC-Address 00-00-00-00-00-00-00-EN0-0C-29-38-13-85.
3 Uicense Detaits

License details with web service turned on

The available web services

The available web services cover a wide array of functions, from administrative
tasks such as creating a document type, to capture tasks such as classifying TIFFs,
running key value extraction, and generating searchable PDFs. Specific services
include the following:

* Create Searchable PDF: This generates a searchable PDF from a TIFF

* Get Batch Instance List: This returns a list of all running batch instances
of a specified status

* Extract KV for Document Type: This performs key value extraction for a
specified document type within a batch class

There is another set of web services developed for use by the SnapDoc mobile
application but which you can use if you have purchased a license that provides
access to the web services. These Mobile Web Services include the following:

* OCR Classify Extract: This calls the Classification and Extraction plugins
against a PDF or ZIP file of single-page TIFF files

* Execute Mobile Upload: This pushes PDFs to Ephesoft to be processed by
an existing batch class
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Mobile Web Services are documented separately and require an additional step to
enable. Uncomment the following line from Application\applicationContext .xml:

<import resource="classpath:/META-INF/applicationContext-
mobilewebservice.xml" />

Invoice processing portal example

The example that we will use for demonstrating Ephesoft's Web Services API is to
enhance an existing portal to support the following new features:

* Allow customers to upload invoices in the PDF format
* Automatically extract metadata from the invoice

* Allow the customer to verify the extracted data

We need to provide an interface that will not confuse a customer who is using it for
the first time with no training. Rather than hand-code all of the client-side JavaScript,
we will use the Angular]S library.

Ephesoft provides several services that support extraction:

e Extract KV
e Extract Fixed Form
* OCR Classify Extract

Extract KV does not OCR the content, so we have to call another web service first.
This is inefficient, so we will not use this service. Extract Fixed Form will OCR the
content, but we cannot guarantee the layout of our invoices, so fixed form extraction
is not the right choice for this example. We will use OCR Classify Extract; this will
perform both OCR and any extraction (not just fixed form). This is perfect for this
example because we use both key value and FuzzyDB extraction in the processing of
our invoices. Additionally, the OCR Classify Extract service allows you to specify the
document type. Since we already know that we will be processing invoices, we can
skip the classification step, thus speeding up the processing of our documents.
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Creating the upload view

We know we need a web page that accepts documents for upload, provides a button
to extract content, and displays the results of the extraction.

We can begin by creating a view to allow users to upload their invoice. Therefore, we
create the following page:

<div class="jumbotron">
<hl>Invoice Processing</hl>
<p class="lead">Please upload an invoice for processing.</p>
<div class="row"s>
<input type="file" id="file" name="file" file="file"/>
<button ng-click="extract () ">Extract</buttons>
</div>
</div>

<div class="row"s>
<div ng-repeat="dlf in docLevelFields">
<div class="input-group">
<span class="input-group-addon" id="basic-addonl">{{
dlf.Name }}</span>
<input type="text" class="form-control" placeholder="123.45"
value="{{
dlf.value }}" aria-describedby="basic-addonl">
</div>
<br />
</div>
</div>

This HTML file sets up the file upload control, an Extract button, and an area to show
the resulting fields from Ephesoft. We use the Angular]S library to communicate
with the server. The ng-click directive calls an extract function that we will

define in the controller file. The docLevelFields variable will be populated in

this controller as well.
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Creating the controller and calling the web services

Next, we create a controller to call Ephesoft via the Web Services API and bind the
results to the docLevelFields variable in the view:

angular.module ('invoiceProcessingPortalApp')
.directive('file', function() {
return {
scope: {
file: '="
I
link: function(scope, el, attrs) {
el.bind('change', function (event) {
var file = event.target.files[0];
scope.file = file ? file : undefined;
scope. Sapply () ;

.controller ('MainCtrl', function (S$scope, S$http, x2js) {
$scope.extract = function() {

var reqg = {
method: 'POST',
url: 'http://mycorp.com/dcma/rest/ocrClassifyExtract’,
headers: {
'Authorization': 'Basic ZXBoZXNvZnQ6ZGVtbw==',
'Content-Type': undefined
I
transformRequest: function(data, headersGetter) {
var formData = new FormData () ;
angular.forEach(data, function(value, key) {
formData.append (key, value) ;
)
var headers = headersGetter() ;
delete headers|['Content-Type'l;
return formData;
I
transformResponse: function(value) {
var valuedson = x2js.xml str2json(value)
return valuedson;
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}
}i

reqg.data = {};

reqg.data['BatchClassIdentifier'] = 'BC6';
reqg.data['docType']l = 'Invoice';
reqg.data[$scope.file.name] = S$scope.file;
Shttp (req)

.success (function(data, status, headers, config) {

Sscope.docLevelFields =
data.Web Service Result.Result.Batch.Documents
.Document .DocumentLevelFields.DocumentLevelField;

3
.error (function(data, status, headers, config) {
Sscope.message = data;

The first part of the controller, the directive, places the contents of the file upload
input into the $scope. file variable.

Next, we implement the extract function that is called when the Extract button is
clicked. In order to call the web service, we must first build the request. By looking
at Ephesoft's documentation for the OCR Classify Extract web service, we learn that
we must POST our request to the /dcma/rest/ocrClassifyExtract endpoint. Our
request data consists of a few fields, and we specify BatchClassIdentifier as BC99
(this is the batch class that processes our invoices). We define a property where the
name of the property is the content filename and the value is the file content. We set
docType to Invoice to skip the classification plugin, which speeds up the processing
of invoices.

We use the x27js library to transform the response from XML to JSON.
Finally, in the success block of our code, we place documentLevelFields from the

response into $scope .docLevelFields to be used within the view.

M When calling the Ephesoft Web Service API from a browser,
Q CORS will need to be enabled on the Ephesoft server. See the
online Ephesoft documentation for instructions.
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Using the app

Once the app is up and running, you can use the Upload File button to select your
document, and then click on Extract. Your results should look something like this:

Invoice Processing Portal

Invoice Processing

Please upload an invoice for processing.

Choose File  InvoiceB. pdf Sy

VendorName ~ Staffmark
CustomerNumber 116785
TotalHours B63.75
InvoiceDate  04/30/2008
VendordD = 55655
InvoiceNumber 0001100953

BillingCode 123.45

Intelligent Document Capture with Ephesoft Zia Consulting ® 2015

A sample web application using Ephesoft web services

You will notice that all the document-level fields that you have configured Ephesoft
to extract are displayed. This is obviously just the first step to creating a fully
functioning web application; we will probably need to push the results of the
extraction to another system, possibly an ERP or content management system

to be processed further.
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Summary

Congratulations! You can conquer almost any document capture task with the
tools and skills now at your disposal. You should be able to configure Ephesoft
to implement the capture needs of most organizations, and you know how to
customize and extend Ephesoft to handle anything that it can't do out of the box.

In the next chapter we will share some helpful tips including troubleshooting,
administration, Active Directory/LDAP setup, and e-mail processing configuration.
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Now that you have a thorough understanding of the Ephesoft system, it is time to
turn our attention to some items that will prove helpful during the implementation
and support of your system. In this chapter, we will provide helpful tips including
the following:

Troubleshooting

Restarting a batch

No blank forms available for training
Setting up Active Directory

Setting up e-mail processing

Troubleshooting

In this section, we explain common troubleshooting methods for Ephesoft.

Logging
The primary log file for Ephesoft is located at Ephesoft\Application\logs\dcma-
all.log.

Sometimes, additional information can be found in these files:

Ephesoft\Application\logs\dcma report all.log
Ephesoft\Application\logs\dcma-user.log
Ephesoft\JavaAppServer\logs\catalina.*.log
Ephesoft\JavaAppServer\logs\stdout *.log
Ephesoft\JavaAppServer\logs\stderr .*.log
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Ephesoft can be configured to log in greater detail by editing this file, Ephesoft\
Application\log4j.xml. Change the level from WARN to INFO, or for the maximum
amount of information, DEBUG :

<logger name="com.ephesoft">
<level value="DEBUG" />
</logger>

Monitoring batch progress

The Batch Instance Management area of the administration interface shows the status
of each batch, but without much detail. The status is not updated automatically, and
so the list has to be refreshed manually.

Batch processing can also be monitored by configuring logging to the INFO level and
watching the logs. If you are using Linux, you can tail the file. On Windows, you
can install Cygwin to get access to the tail command (as well as a number of other
convenient Unix command-line tools) or you can use an application that performs
the same function, such as BareTail. These can be found online at http://www.
baremetalsoft.com/baretail/ and http://www.cygwin.com/.

The third way of monitoring batch progress is to look in the batch instance folder.
First, find the batch's batch instance ID in the Batch Instance Management area. This
will begin with Bl and end with a hexadecimal number. Then, watch Ephesoft's
working folder for this batch. If the batch ID is B199, Ephesoft will write working
files to this folder, SharedFolders\ephesoft-system-folder\BI99.

Sort the display to show the most recently modified files first. This will provide a
good sense of what Ephesoft is doing.

Examining the batch file

The workflows persist workflow data (assembly information, extracted index field
values, and so on) in an XML file for each batch. Each module creates a snapshot
of this data when it is executed. Look at the XML data to help debug assembly and
extraction by looking at values, confidence levels, and alternative values.

The batch files are stored in the batch instance working folder and cleaned up when
the batch completes successfully or is deleted.
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Restarting the batch

Failed batch instances can be restarted from an earlier step in the workflow by using
the administrative Batch Instance Management interface. This is faster than having
to create a new batch instance. One or more batch instances can be selected and
restarted from the beginning of a previous or current module.

For example, if a modification is made to a script in the workflow, restarting means
that a new workflow does not need to be started to test these changes.

No blank forms available for training

Classification is the most accurate when the system is trained with blank forms
(a form that has not been completed). If blank forms are not available, accurate
classification can still be achieved.

The first option is to redact (remove sensitive and instance-unique data) on the
samples you have before uploading them to Ephesoft for training.

The second option involves editing the HOCR file that is created after clicking on
Learn Files in the Batch Class Management administrative interface. The HOCR file
is the XML representation of the OCR output.

The XML file can be edited to remove any content that is not part of the blank form.
After the XML file is updated, click on Learn Files again to update the index files
used by Ephesoft. This will not overwrite the changes that have been made to the
XML file; this will only happen if the source TIFF is updated.

Setting up Active Directory

Out of the box, Ephesoft uses Tomcat for authentication, authorization, and group
management. However, in most production environments, this does not suffice and
other external services, such as Active Directory, can be configured to perform these
functions. Active Directory is Microsoft's implementation of a directory service based
on the industry standard LDAP protocol.
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An Overview of LDAP

LDAP, or Lightweight Directory Access Protocol, is a standards-based protocol
for communicating with a directory server. The structure of the protocol itself is
not important, because the details of this protocol are hidden behind an API in all
practical applications of the protocol. However, you should understand that it can
be used to authenticate users, search directory paths, and view object attributes.
Directory servers monitor configured TCP ports on host servers for inbound LDAP
requests. SSL may be employed within the transport layer in order to ensure
encrypted communication between the server and the client. An SSL-enabled
LDAP connection is referred to as an LDAPS connection.

The primary function of a directory server application is to store information about
users and groups within an enterprise. This includes information about who these
users are, what organizations they belong to, what groups they belong to, and
what their login credentials are for a related domain. The idea is that rather than
maintaining user information and credentials across many different systems and
software applications, an IT enterprise includes a single directory server in order
to centralize this information. Application systems defer to this server in order to
authenticate users and obtain information about their group membership so that
authorization may be granted within each context.

Information is organized in a hierarchical fashion within a directory. At the root level
of the directory structure is a domain component, or DC, which is similar in concept
to a disk volume name. The DC name conforms to the domain name that is applied
to the server host domain. In accordance with LDAP conventions, the . character

is replaced by a comma and Dc= is added as a prefix to each part of the name.
Therefore, ziaconsulting.com becomes DC=ziaconsulting, DC=com.

Folders within the directory structure are called organization units, or OUs. They
are containers for other OUs or user and group objects. Like folders, they are simply
used in order to organize user and group objects so that they can be easily found
and uniquely distinguished. Instead of using slashes as path separators, commas
are used and ou= is prefixed to each OU in the path. Another important thing to
note is that directory paths are constructed in the order of the most specific to

the least specific, which is the reverse of how one typically constructs file system
folder paths. For example, the directory path "OU=SERVICE ACCOUNTS, OU=DOMAIN_
USERS, DC=ziaconsulting, DC=com" is visually represented as follows:
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DC=ziaconsulting,DC=com

OU=DOMAIN_USERS

OU=SERVICE_ACCOUNTS

I
I
———
I
I
I
I
l

cee

A sample LDAP structure

User and group objects within the directory structure have attributes associated with
them that describe their characteristics. User attributes capture information such

as the user's login ID, first name, last name, reporting manager, and location. New
attributes can be created on the fly in order to capture any information that should
be shared with the applications that require this information. There are several core
attributes that are defined for user objects:

CN (Common Name): This attribute is typically used to capture a user's first
name. It can be used for many other purposes, but it is used for first names
within the enterprise.

SN (Surname): This attribute is typically used to capture a user's last name.

UID or sAMAccountName (User Login ID): Either one of these attributes
may be used to capture a user's login ID within the domain. sAMAccountName
is typically used within Microsoft Active Directory implementations of
Directory Server.

DN (Distinguished Name): The DN is the unique name for the user
within the directory. It represents the user object's unique path within
the directory structure.
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For example, CN=ephesoft, OU=SERVICE_ACCOUNTS, OU=DOMAIN_
USERS, DC=ziaconsulting, DC=com uniquely identifies the Ephesoft user
object within the directory for the Dc= ziaconsulting, DC=com domain.

DC=ziaconsulting,DC=com

|
| OU=DOMAIN_USERS
[

I

| OU=SERVICE_ACCOUNTS
I~ = — 7L
I

I
I
I
I
I
: CN=ephesoft
I
I
I
I
I
I
[

A sample LDAP structure with a user

Group objects share many of the same attributes, although some attributes such
as SN do not apply. The member attribute is unique to the group object. It may
be repeated within a single group object as a way of persisting the DNs of all user
objects who are members of the group.

Ephesoft directory server service account

In order to be able to authenticate users and/or determine whether users are
members of directory server groups, it is necessary for Ephesoft to connect to
Active Directory by using a service account. This service account is identified by
a DN and a password. Therefore, be sure to obtain the DN and the password for
this service account prior to an Ephesoft Active Directory configuration attempt.
The service account in the preceding example is: CN=ephesoft, OU=SERVICE
ACCOUNTS, OU=DOMAIN USERS,DC=ziaconsulting, DC=com
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Ephesoft directory server groups

Ephesoft must be configured to locate groups within a directory so that it might
examine the member attribute values for each group and determine whether an
authenticated user is a member of these groups. Group membership is required in
order for users to gain access to batches that are ready for verification in any one
of the configured batch classes, or to perform administrative activities within the
administrative interfaces of the application.

It is a requirement of the Ephesoft Active Directory implementation that
the DN associated with directory user objects that are to be considered
. members of the group be added directly as new member attribute values
to a related group. It is not sufficient to add the DN of another group

. as a member attribute of the Ephesoft group in order for users who are
members of that group to be considered members of the Ephesoft group.
The concept of nested groups is not recognized within the Ephesoft
Active Directory implementation.

Ephesoft Active Directory configuration files

There are four configuration files associated with the Ephesoft Active Directory
configuration that must be updated in order for Ephesoft to reference an external
directory server. Once these files are updated, none of the user accounts are defined
in the Tomcat users' configuration that is used for authentication and permissions
when initially installed.

* JavaAppServer\conf\server.xml: This configuration file not only defines
the Ephesoft application context within the embedded Tomcat application
server, but also defines the Active Directory security realm for the
application. Ephesoft leverages Tomcat's built-in security realm capability
in order to authenticate users and obtain information about their directory
server group memberships.

* Application\WEB-INF\classes\META-INF\dcma-user-connectivity\
user-connectivity.xml: This file defines the Active Directory configuration
for the Ephesoft Active Directory connector so that it is able to find Ephesoft
related groups in Active Directory. The list of groups found in Active
Directory using these settings is used to populate the roles list within the
Ephesoft Batch Class Management interface. The roles selected in this list
define the groups of users who have access to the related batch class.
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® Application\WEB-INF\classes\META-INF\application.properties
This file has the configuration for the super admin group. Members of the
super admin group are given permissions to access as batch classes and
batch instances.

* Application\WEB-INF\web.xml: This configuration file not only defines
the Java web application context for the entire Ephesoft application but also
defines role-based security constraints on specific Ephesoft interfaces.

The following sections define how these configuration files are edited in order to
communicate with a Microsoft Active Directory server.

server.xml

The following XML illustrates sample settings for the dcma . xm1 configuration file:

<Context path="/dcma" docBase="E:\Ephesoft\Application" debug="10"
privileged="false">
<Realm className="org.apache.catalina.realm.JNDIRealm"
debug="99"
connectionURL="1dap://elm.ziaconsulting.com:3268"
connectionName="CN=ephesoft, OU=SERVICE ACCOUNTS,
OU=DOMAIN USERS,DC=ziaconsulting,DC=com"
connectionPassword="secret"
referrals="follow"
userBase="0QU=DOMAIN USERS,DC=ziaconsulting,DC=com "
userSearch=" (sAMAccountName={0})"
userSubtree="true"
roleBase="0OU=DOMAIN GROUPS,DC=ziaconsulting, DC=com"
roleName="cn"
roleSearch=" (member={0}) "
roleSubtree="true"/>
</Context>

Only the attributes of the Realm element are to be modified in this file. Always
back up the file prior to making modifications. If the backup file is retained in the
C:\Ephesoft\JavaAppServer\conf\Catalina\localhost folder along with the
original, then be sure to change the file extension to something other than .xm1.
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The following table defines the purpose of each configuration attribute of the
Realm element:

Attribute Description

connectionURL This specifies the protocol and URL for connecting to the
Microsoft Active Directory server. 1dap indicates that the
protocol is LDAP. If LDAP over SSL is employed, then
change the protocol designation from 1dap to 1daps. The
related SSL certificate must be installed in the Java-trusted
keystore in order for the "ldaps" protocol to be used.

connectionName This specifies the DN of the user object in the directory
that is associated with the service account used by
Ephesoft to connect to the directory server.

connectionPassword | This specifies the password for the user object in the
directory that is associated with the service account used
by Ephesoft to connect to the directory server.

referrals This specifies whether the driver should search from the
domain root of Active Directory for users. This attribute
must be set to a value of follows when the target
directory server is Microsoft Active Directory (as in this
example).

userBase This specifies the DN of the base directory where

the user search should begin. We would like

Ephesoft to authenticate all domain users, so

the value of this attribute is set to OU=DOMAIN

USERS, DC=ziaconsulting, DC=com. Only user
accounts that reside in this OU or a sub-OU will be visible.

userSearch This specifies the attribute filter that should be used to
find the user object within the directory. The {0} text
is substituted with the user-entered login ID during

the authentication process. Therefore, the fundamental
purpose of this configuration value is to identify the
attribute name of the user object in the Microsoft Active
Directory server that should be matched to the user-
entered text for the login ID.

userSubtree This indicates that the search for the user object should
include any sub-directory structure that may exist below
the specified userBase DN.

roleBase This specifies the base DN in the directory server where
the Ephesoft roles can be found.
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Attribute Description

roleName This specifies the group object attribute that defines the

group name. Within the Microsoft Active Directory server,
it is typical for both the sAMAccountName and the cn
attributes to be used for the group name.

roleSearch This specifies the attribute filter that should be used within

a group object context in order to determine whether

a user is a member of the group. The member attribute

of a group object is typically used within the Microsoft
Active Directory server for this purpose. It is this attribute
value that is set to the DN of a user object in order to
indicate group membership, so we set this filter value to
member={0}. {0} is substituted with the user object DN.

roleSubtree This indicates that group objects within subdirectories

of the configured roleBase should be examined for user
membership.

Once this configuration file has been updated, it is necessary to restart the Tomcat
server that hosts the Ephesoft application in order for the changes to take effect. If
the configuration is incorrect, then it will not be possible to log in to Ephesoft by
using valid Active Directory credentials.

user-connectivity.xml

The following text illustrates sample settings for the user-connectivity.xml
configuration file:

# This property is defined common for all types connectivity
# LDAP/MS Active Directory

user.

user.

user.

user.

user

connectivity url=1ldap://localhost:389

connectivity config=com.sun.jndi.ldap.LdapCtxFactory
connectivity domain component name=ziaconsulting
connectivity domain component organization=com

connectivity username=CN=ephesoft, OU=SERVICE ACCOUNTS, OU=DOMA

IN USERS,DC=ziaconsulting, DC=com
user.connectivity password=secret

# This Property defines which type of connectivity is used

# 0
#1
# 2

LDAP
MS Active Directory
Tomcat

user.connection=1
# Set this for LDAP Connectivity
user.ldap user base=ou=people

user.ldap group base=ou=groups
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#This Attribute is added so as to make search of groups in LDAP/AD
configurable, by default its cn(commonName) is returned

user.connectivity groupSearchAttributeFilter=cn

#This Attribute is added to make search of Users (Organizational
Unit) in LDAP/AD configurable, by default its cn

user.connectivity userSearchAttributeFilter=cn

#Set this for MS Active Directory
user.msactivedirectory context path=ou=DOMAIN GROUPS
# filter can have | (OR), &(AND) and ! (NOT)

# | (| (cn=a*))
# & (&(cn=ax))
# ! (!(cn=a*))
# complex example ((!(cn=a*)) (| (cn=ephesoft*) (&(cn=b*)))

user.msactivedirectory group search filter=
# Tomcat Connectivity

user.tomcatUserXmlPath=C:\\Ephesoft\\JavaAppServer/conf/tomcat-
users.xml

#Switch To display user's Full name on the application UI.
# Default value is OFF.

# 1 = ON.

fullname.display=1

The properties that begin with user.1ldap and user. tomcat may be ignored in this
configuration file, as they pertain to non-Active Directory settings. Always back up
the user-connectivity.xml file before making changes to the file. If the backup file is
retained in the C: \Ephesoft\Application\WEB-INF\classes\META-INF\dcma-
user-connectivity\user-connectivity.xml folder along with the original, then
be sure to change the file extension to something other than .xml.

The following table defines the purpose of each pertinent configuration property:

Attribute Description

user.connectivity url This specifies the protocol and URL for connecting to
the Microsoft Active Directory server. 1dap indicates
that the protocol is LDAP. If LDAP over SSL is
employed, then change the protocol designation
from 1dap to 1daps. The related SSL certificate must
be installed in the Java-trusted keystore in order for
the 1daps protocol to be used.

user.connectivity config | This specifies the name of the LDAP context
implementation class to use. In this case, the built-in
Oracle Java class is being referenced.
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Attribute

Description

context_path

user.msactivedirectory

This specifies the base DN, minus the DC
designations, in the directory server where the
Ephesoft roles may be found. Multiple paths may be
specified. Use ; ; as a delimiter between each of the
specified paths.

user.connectivity
domain_component_name

This specifies the DC below the root DC, or
ziaconsulting in our case, since the full domain is
DC=ziaconsulting, DC=com.

user.connectivity
domain component
organization

This specifies the root DC, or com in our case, since
the full domain is DC=ziaconsulting, DC=com.

user.connectivity
username

This specifies the DN of the directory server
account that should be used for querying the
directory. In this example, the Microsoft Active
Directory service account user is ephesoft,
which has a DN of CN=ephesoft, OU=SERVICE
ACCOUNTS, OU=DOMAIN

USERS, DC=ziaconsulting, DC=com.

user.connectivity
password

This specifies the password associated with the
service account specified in the previous property.

group_search filter

user.msactivedirectory

This specifies a filter that may be used to filter the
names of groups that may appear in the Ephesoft
directory server group list— the roles list in the Batch
Class Management interface. In this example, all

of the Ephesoft group names begin with Ephesoft,
and the cn attribute of the group object specifies

the group name in the Microsoft Active Directory.
Therefore, the filter ( (cn=Ephesoft*)) may be
specified to ensure that only group names that start
with Ephesoft are included in the list.

user.connection

This specifies which type of source Ephesoft should
use for obtaining the list of groups. A value of 1 is
specified as the value of this property so that the
user.msactivedirectory properties are utilized.

Once this configuration file has been updated, it is necessary to restart the Tomcat
server that hosts the Ephesoft application in order for the changes to take effect.
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To verify that the configuration is correct:
1. Navigate to the Batch Class Management interface for the deployment at
http://%hostname%:%port%/dcma/BatchClassManagement .html
Log in using valid directory server credentials.
Select one of the batch classes, and click on the Edit button.

Click on the Edit button that appears in the Batch Class Configuration panel.
The role list box will display each of the Ephesoft groups.

5. Highlight one or more roles in this list to ensure that users associated with
this directory server group have access to the related batch class.

application.properties

The configuration file has two properties that determine the super admin group. The
following is an example of how to reset the super admin group to a group named
Ephesoft Admins:

user.super admin=Ephesoft Admins
update super admin group=true

Property Description

user.super_admin Members of this group will be given access to all batch
classes and batch instances.

update_super_ This property should be set to true when the super admin

admin_group property is updated. This will modify the database to allow

complete access to any existing batch classes and any new
batch classes created.

web.xml

This configuration file not only defines the Java web application context for the entire
Ephesoft application, but also defines role-based security constraints for specific
Ephesoft interfaces. Each security constraint is defined in a security_ constraint
configuration block similar to the following;:

<security-constraints>
<web-resource-collection>
<web-resource-names>batch class management</web-resource-name>
<url-pattern>/BatchClassManagement.html</url-patterns>
<http-method>GET</http-method>
<http-method>POST</http-method>
</web-resource-collections>
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<auth-constraints>
<role-name>Ephesoft Admins</role-name>
</auth-constraint>
</security-constraint>

It is the role-name element that specifies the directory server group to which the
related interface is restricted. Therefore, in the previous example, the Batch Class
Management interface is restricted to members of the Ephesoft Admins group. This
same role name must be specified for the following security constraint web resources
(identified by the web-resource-name element):

* batch class management

* batch instance management
* web scanner

* reporting

* upload batch

After making updates to the web.xm1 file, you must restart the Ephesoft service in
order for these changes to take effect.

Active Directory troubleshooting

If you find that you are having problems verifying the Active Directory connector
settings in either of these files, then download and install a free directory server
management application such as Apache Directory Studio, and use the application
to debug your settings. Directory Studio includes a search capability that functions
using filters similar to those that were populated in the XML files.

Setting up e-mail processing

Ephesoft has the ability to poll POP3 and IMAP accounts. If Ephesoft finds new
mail, it will create a new batch. The body of the e-mail will be converted to an image
and included in the batch along with any attachments. Ephesoft can even process
Microsoft Office files, such as Word documents.

M Ephesoft uses LibreOffice to convert documents of various formats. These
Q formats can also be supported by editing the folder-monitor properties
and adding to the valid extensions.
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Run netstat -a from the command line to make sure the LibreOffice process starts
correctly. It should be listening on port 8100.

Once this is done, edit the batch class and go to the Email Configuration selection
in the desired batch class. Click on the Add button and enter the authentication

information for the e-mail account:

—
r— 3
B AccountsPayable-8C4
BB Document Types S
B Modules -
3 Email Configuration

(3 Scanner Profiles
3 cmis impon
(3 Bateh Class Fies

E-mail import configuration

Once the properties are entered, you can click on the Test Email button to test the
connection. Now, send an e-mail to the account specified in Email Configuration;
Ephesoft should create a new batch instance to process the e-mail.

By default, the e-mail body will be included in the e-mail batch:

Batch ID BIME  Batch Name 345914130  Priority 65 Teo: matestephesofiigmail com,

Document Type Sent : Fri Jul 03 11:38:31 MDT 2015
Invoice

From: "Zia Test' [ziatestephesofii@gmail com]

DoC1 Invoice

Subject: Test Email

This is a sample of email impor.

Docz Involce

: &
Q

a

+

H c

Reviewing an imported e-mail
sl E-mail processing can be modified using the mail import properties.

Q E-mail bodies can be dropped, more extensions of attachments can be
supported, or multiple e-mails can be included in a single batch.
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Summary

This concludes our investigation of document capture with Ephesoft. We started
off with a review of document capture and followed it with a tour of the Ephesoft
user interface, then walked you through the creation of a batch class and the
processing of a batch instance. We then investigated increasingly complicated
document capture problems, concluding with some tips from experienced
Ephesoft implementation professionals.

There's always more to learn, and new features being added. You should visit
Ephesoft's website and wiki regularly to stay informed. We thank you for your
interest, and wish you luck in your implementation.
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In this chapter, we provide definitions to help you become more familiar with the
capture system terminology, as well as the tools that are specific to Ephesoft. The
chapter includes the following:

* Glossary

¢ Common regular expressions

¢ Commonly-modified DCMA settings

Glossary

The following terms are commonly used when implementing document capture:
* Batch class: A definition of document types, associated fields, extraction
rules, monitored folders, and e-mails for a specified workflow
* Batch instance: The pages being processed in the workflow
* Classification : Determining the type of document being processed
* CMIS: Content Management Interoperability Services
* CMS: Content Management System
¢ DMS: Document Management System, another term for CMS

* ECM: Enterprise Content Management, an enterprise application for
managing a large number of documents

* Extraction: Retrieving information from documents

* Fixed form: A type of form where the positions and dimensions of the fields
are always the same
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HA: High Availability, a term applied to online applications, services,
or technologies that are designed to be resistant to failure, and therefore,
always accessible

Hand print: Hand-written text
ICR: Intelligent Character Recognition
IDC: Intelligent Document Capture

Indexing: The process of defining field values for a particular document
instance

KV: A key-value pair
Lucene: A full-text search engine
Machine print: Text that is printed by a machine (not hand-written)

Metadata: Information about a document that is associated with that
document but not stored in the body of the document itself

OCR: Optical Character Recognition
OOTB : Out-of-the-box, refers to the default configuration of an application
Regex: A regular expression, syntax for defining a pattern of text

Separation: The process of determining the start and end of documents,
given a set of page images

UI: User Interface
WSDL: Web Service Definition Language

Common regular expressions

The regular expressions used in Ephesoft are Java regular expressions. The reference
documentation can be found on the Oracle website.

The following describes some more commonly used patterns:

Date: [0-9]1{1,2}/[0-91{1,2}/[0-91{2,4}

This pattern will look for 1 or 2 digits, [0-9] {1, 2}, followed by a / and then
1 or 2 digits, [0-9]{1,2} followed by a / followed by 2 or 4 digits, [0-9]
{2,4}. Examples of matching patterns are 1/31/12 and 03/17/1974.
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* Currency: [0-9]1{1,3}?,?[0-9]1{1,3}\.[0-9]{2}

This pattern will look for 1 to 3 digits, [0-9]1{1,3}, followed by a , and then,
by 1 to 3 digits followed by a "." that is followed by 2 digits. The » means a

0 or 1 instance of the pattern, so in this case, anything followed with the 2 is
optional. Examples of this pattern are 20.00, 50000.00, and 600, 000.00.

* Name with Letters Only: [a-zA-Z] {2,25}

This pattern will look for any text that contains only 2 to 25 upper and lower
case alpha characters.

[ The following characters need to be escaped with a "\" - "[\"$. | 7*+(){}." ]

Commonly-modified Ephesoft settings

Ephesoft has a lot of configuration can be modified to optimized your implementation.
Let's review some of the more common settings.

dcma-workflow.properties

The number of workflow threads can be specified here. This can be changed
depending on the number of cores on the Ephesoft server. If the architecture only
has a single server and CPU, this number may need to be lowered to have more
processor availability for operators using the review and validation screens.

server.instance.max.process.capacity=4

dcma-batch.properties

This file contains the configuration for batch processing:

* batch.local_folder: The location where in-process batch information
and transformations are kept, for example: batch.local folder=C:\\
Ephesoft\\SharedFolders\\ephesoft-system-folder.

* Dbatch.base http url base url: Used for the location of thumbnails and
preview images for the application. The host should be modified to the web
host server name or proxy server configuration, for example: batch.base_
http url=http://ServerA.acme.com:8080/dcma-batches.
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dcma-cmis.properties
This file has the settings for CMIS export:

cmis.date_format: The Java date format used to transport date type fields
to date attributes in CMIS. This is a global setting for all the batch classes on
the server. Dates must be normalized before the CMIS export, for example:
cmis.date format=MM/dd/yyyy.

cmis.document_versioning_ state: This specifies the versioning strategy
for items exported from Ephesoft. Options are available as comments in the
properties file, for example: cmis.document versioning state=NONE.
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