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Preface

Atlassian JIRA is an enterprise issue-tracker system. One of its key strengths is its ability to
adapt to the needs of an organization, right from the frontend of a user interface to providing
a platform for add-ons to extend its capabilities. However, understanding its flexibility and
picking the right add-ons can often be a daunting task for many administrators. Learning
how to take advantage of JIRA's power while keeping the overall design simple and clean is
important for the success of its implementation and future growth.

This book is full of useful recipes with real-life JIRA administration challenges, solutions, and
examples. Each recipe contains easy-to-follow, step-by-step instructions, and illustrations from
the actual application.

What this book covers

Chapter 1, JIRA Server Administration, contains recipes that will help you to administer your
JIRA server, including installing, upgrading, and securing JIRA with SSL certificates.

Chapter 2, Fields and Screens, contains recipes that let you customize JIRA with custom fields
and screens. This chapter also includes advanced techniques such as using scripts and add-ons
to add more control to fields that are not available with JIRA.

Chapter 3, JIRA Workflows, covers one of the most powerful features in JIRA, with recipes that
show you how to work with workflows, including permissions and user input validation. This
chapter also covers workflow bundling and using scripts to extend out-of-the-box components.

Chapter 4, User Management, explains how users and groups are managed within JIRA.
It starts with simple recipes to cover out-of-the-box user management features, and goes
on to include topics such as LDAP integration and various single sign-on implementations.

Chapter 5, JIRA Security, focuses on the different security control features offered by JIRA,
including different levels of permission and authorization control. This chapter also covers other
security-related topics, such as the user password policy and capturing electronic signatures.
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Chapter 6, E-mails and Notifications, explains JIRA's e-mail handling system for both outgoing
and incoming e-mails. This chapter also covers JIRA's event system and how to extend the
basic set of events and templates.

Chapter 7, Integrating with JIRA, covers how to integrate JIRA with other systems, including
other Atlassian applications and many other popular cloud platforms, such as Google Drive
and GitHub.

Chapter 8, JIRA Administration, covers a broad range of recipes that help to make
administrative tasks easier and simpler. It includes problem troubleshooting, task
automation, and general scripting.

Chapter 9, JIRA Customizations, covers other user JIRA customization recipes to improve
overall usability such as content translation, project cloning, and configuration migration.

What you need for this book

For installation and upgrade recipes, you will need to have the latest JIRA 6 distribution,
which you can download directly from Atlassian at http://www.atlassian.com/
software/jira/download.

You may also need several additional software, including the following:

» Java SDK: You can get this at http://java.sun.com/javase/downloads
» MySQL: You can get thisat http://dev.mysqgl .com/downloads

Who this book is for

JIRA 6.x Administration Cookbook is intended for administrators who will be customizing,
supporting, and maintaining JIRA for their organizations.

You will need to be familiar with and have a good understanding of JIRA's core concepts.
For certain recipes, a basic understanding of HTML, CSS, and JavaScript will also be helpful.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions, pathnames,
dummy URLs, user input, and Twitter handles are shown as follows: "Take your current JIRA
offline, for example, by running the stop jira.bat script."
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A block of code is set as follows:

<Connector port="8443" maxHttpHeaderSize="8192" SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"

acceptCount="100" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS" useBodyEncodingForURI="true"/>

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "Type in the target system's
address in the Rules text box."

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this book—
what you liked or may have disliked. Reader feedback is important for us to develop titles that
you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com, and
mention the book title via the subject of your message. If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book, see our author
guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased from your
account at http://www.packtpub. com. If you purchased this book elsewhere, you can visit
http://www.packtpub.com/support and register to have the files e-mailed directly to you.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you find a mistake in one of our books—maybe a mistake in the text or the code—we would be
grateful if you would report this to us. By doing so, you can save other readers from frustration
and help us improve subsequent versions of this book. If you find any errata, please report them
by visiting http: //www.packtpub.com/submit-errata, selecting your book, clicking on
the errata submission form link, and entering the details of your errata. Once your errata are
verified, your submission will be accepted and the errata will be uploaded on our website,

or added to any list of existing errata, under the Errata section of that title. Any existing errata
can be viewed by selecting your title from http: //www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.
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JIRA Server
Administration

In this chapter, we will cover:

» Installing JIRA for production use

» Upgrading JIRA with an installer

» Upgrading JIRA manually

» Migrating JIRA to another environment

» Setting up the context path for JIRA

» Setting up SSL

» Installing SSL certificates from other applications
» Resetting the JIRA administrator password

» Generating test data in JIRA

» Anonymizing JIRA exports

Introduction

Atlassian JIRA is a popular issue-tracking system used by many companies across the world.
One of its strengths, unlike most other enterprise software, is it does not take days or weeks
to install and implement, and it is very simple to upgrade and maintain.

We will assume that you, the reader, already know how to install a brand new JIRA. So, we will
explore common administration tasks, such as upgrading and migrating your JIRA, looking at
different options, from using the new automated upgrade utility provided by Atlassian to doing
everything from scratch.

We will also look at some other neat tricks you can do as an administrator, such as resetting
the admin password to get you out of sticky situations.
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Installing JIRA for production use

In this recipe, we will look at how to install and set up JIRA in a production environment.
This includes setting up a dedicated user to run JIRA under and using an external database.

We will be using the standalone archive distribution, as the steps are consistent across both
Windows and Linux platforms.

Getting ready

The following things need to be checked before you start with this recipe:
» Download the latest JIRA archive distribution from https://www.atlassian.com/
software/jira/download and click on the All JIRA Download Options link.

» Make sure your server environment meets JIRA's requirements by visiting the
following link: https://confluence.atlassian.com/display/JIRA/
Supported+Platforms.

» Install Java on the system. At the time of writing, JIRA 6 required Java 7. Make sure
you get the latest update for Java, unless it is explicitly stated as unsupported by JIRA.

» Make sure the JAVA HOME or JRE_HOME environment variable is configured.

» Have a database system available, either on the server hosting JIRA or a different
server accessible over the network. For this recipe, we will be using MySQL; if you are
using a different database, change the commands and queries accordingly.

» Download the necessary database driver. For MySQL, you can download it
from https://dev.mysql.com/downloads/connector/j.

How to do it...

We first need to create an empty MySQL database for JIRA:

Open up a new command prompt on the MySQL server.

Run the following command (you can also use another user instead of root as long as
the user has permission to create new users and databases):

mysgl -u root -p

3. Enter the password for the user when prompted.
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Create a new database for JIRA by running the following command:

create database jiradb character set utfs;

Create a new user for JIRA in the database and grant the user access to the jiradb
database we just created using the following command:

grant all on jiradb.* to 'jirauser'@'localhost' identified by
'jirapassword';

In the previous five steps, we have created a new database named jiradb and a
new database user named jirauser. We will be using these details later to connect
JIRA with MySQL. The next step is to install JIRA.

Create a dedicated user account to run JIRA under. If you're using Linux, run the
following command as root or with sudo:

useradd --create-home --comment "Dedicated JIRA account" --shell /
bin/bash jira

It is a good practice to reduce security risks by locking down
i the user account so that it does not have login permissions.

Create a new directory on the filesystem where JIRA will be installed in. This directory
will be referred to as JIRA_ INSTALL.

Create another directory on the filesystem. This will be used for JIRA to store its
attachments, search indexes, and other information. You can create this directory
on a different drive with more hard disk capacity, such as a network drive (this could
slow down the performance). This directory will be referred to as JIRA HOME.

X It is a good practice to keep the JIRA INSTALL and JIRA HOME
% directories separate, that is, the JIRA HOME directory should not
/S be a subdirectory inside JIRA INSTALL. This will make future
upgrading and maintenance easier.

Unzip the JIRA archive file in the JIRA INSTALL directory.

Change both the JIRA INSTALL and JIRA HOME directories' owner to the new
JIRA user.

Open the JIRA INSTALL/atlassian-jira/WEB-INF/classes/jira-
application.properties file in a text editor.

Locate the jira.home= line in this file.

[vww allitebooks.cond



http://www.allitebooks.org

JIRA Server Administration

13.

14.
15.

16.

17.

18.

19.
20.
21.
22.

Cut and paste this in the full path to the JIRA HOME directory and remove the #
symbol if present. Make sure you use the forward slash (/). The following line shows
how it looks on a Linux system:

jira.home=/opt/data/jira home

Windows uses the backward slash (\) in the file path.

You should still use the forward slash (/) while specifying

the jira.home directory.

Copy the database driver JAR file to the JIRA INSTALL/1ib directory.

Start up JIRA by running the start-jira.sh (for Linux) or start-jira.bat
(for Windows) script from the JIRA INSTALL/bin directory as the JIRA user.

JIRA comes with a setup wizard that will help guide us through the final phase of
the installation.

Open up a browser and go to http://host:8080. By default, JIRA runs on
port 8080. You can change this by changing the connector port value in the
JIRA INSTALL/conf/server.xml file.

The first step is to select the language JIRA will use for its user interface.

The second step is to set up the database information. Select the My Own Database
(recommended for production environments) option.

Select a value for the Database Type option. For this recipe, select the MySQL option.
Enter the details for our new jiradb database.
Click on Test Connection to check whether JIRA is able to connect to the database.

Click on Next to move to the second step of the wizard as shown in the
following screenshot:



http://host:8080/
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Server Language

Database
Connection

Database Type

Hostname

Port

Database

Username

Password

English (United States) N

The language this JIRA installation will use.

() Built In (for evaluation or demonstration)

(® My Own Database (recommended for production
environments)

Builtin database can be migrated to a database of your own later.
Learn more about connecting JIRA to a database.

MySQL N

! JIRA requires that you download and install the MySQL driver.
You will have to restart JIRA after installing the driver. Please
consult our documentation for more information.

localhost

Hostname or IP address of the database server.

3306

TCP Port Number for the database server.
jiradb
The name of the database to connect to.

jirauser

The username used to access the database.

The password used to access the database.

m Test Connection

23. Enter the title for this JIRA instance.

24. Select Public if you would like to let people sign up for accounts, or select Private if
you want only administrators to create accounts. For most organizations that use JIRA
to track internal projects, it will be the Private mode.
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25. Set the Base URL option. The base URL is the one that users will use to access JIRA.
Usually, this should be a fully qualified domain name or the hostname, that is, not a
localhost or an IP address.

26. Click on Next to go to the third step of the wizard, as shown in the following screenshot:

Set Up Application Properties

Existing data? You can import your data from another installed or hosted JIRA server
instead of completing this setup process.

Application Title  Your Company JIRA

The name of this installation.

Mode () Public

Anyone can sign up to create issues.

() Private

Only administrators can create new users.

Base URL  http://localhost:8080

The base URL for this installation of JIRA.
All links created will be prefixed by this URL.

27. Enter your JIRA license key.
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28. Select the | don't have an account option if you do not have a valid JIRA license
and you do not have an accounton my .atlassian.com.

29. Select the | have an account but no key option if you have an account on
my.atlassian.com but you do not have a valid JIRA license key.

30. Select the | have a key option if you have a valid JIRA license key handy.

31. Click on Next to go to the fourth step of the wizard, as shown in the
following screenshot:

Specify Your License Key

You need a license key to set up JIRA. Enter your license key or generate a new license
key below. You need an account at my.atlassian.com to generate a license key.

I don't have an account () | have an account but no key (= | have a key

Please enter your license key

Server ID BLHV-RQFX-92GR-LELK

Your License Key

32. Enter the details for the initial administrator account. The user account will have access
to all configuration options in JIRA, so make sure you do not lose its login credentials.

s
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33. Click on Next to go to the fifth and final step of the wizard, as shown in the
following screenshot:

Set Up Administrator Account

Enter details for the administrator account. You can add more administrators after
setup.

Full name
Patrick Li

Email Address

Username

patrick

Password Confirm Password

34. Choose if you want to set up an outgoing SMTP server now or later. If you do not have
an SMTP server ready right now, you can always come back and configure it later.

35. Click on Finish to complete the setup process, as shown in the following screenshot:
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Set Up Email Notifications

Configure a connection to an outgoing mail server so that JIRA can send email
notifications. You can configure a mail server now or after you have set up JIRA.

Configure Email () Later () Now
Notifications

Once JIRA finishes the final setup procedures, you will be automatically logged in with the
initial administrator account you created.

By default, JIRA is set to use a maximum of 768 MB of memory. For a production deployment,
you might need to increase the amount of memory allocated to JIRA. You can increase this

by opening up the setenv. sh (on Linux) or setenv.bat (on Windows) file in the JIRA
INSTALL/bin directory and changing the value for the JvM_MAXIMUM MEMORY parameter. For
example, if we want to set the maximum memory to 2 GB, we will change it to JvM_MAXIMUM
MEMORY="2048m". You will need to restart JIRA after performing this change. For production
uses, it is recommended that you allocate at least 2 GB of memory to the JIRA JVM.

If you are using LDAP for user management in your organization, refer to the Integrating with
LDAP for authentication only recipe in Chapter 4, User Management.
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Upgrading JIRA with an installer

In this recipe, we will show you how to upgrade your JIRA instance with the standard
JIRA installer.

Getting ready

Since the JIRA installer is only available for standalone installations on Windows and Linux,
we will be running you through the installer on Windows for this recipe:

» Check the upgrade notes for any special instructions as well as the target JIRA
version to make sure you can perform a direct upgrade.
» Make sure you have a valid JIRA license.

» Verify whether your current host environment is compatible with the target JIRA
version. This includes the Java version, database, and operating system.

» Verify whether your operating environment is compatible with the target's JIRA
version, specifically the browser requirements.

» Make sure that the add-ons you are using are compatible with the new version of JIRA.

1
‘Q You can use the Universal Plugin Manager's JIRA update

check utility to check for add-on compatibility.

» Download the installer binary for your target JIRA version.

How to do it...

Upgrade your JIRA with the installer using the following steps:

1. Take your current JIRA offline; for example, by running the stop-jira.bat script.
2. Back up the JIRA database with its native backup utility.

3. Launch the installer and select the Upgrade an existing JIRA installation option.
4. Select the directory where the current JIRA is installed:
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Upgrading JIRA?
Choose the appropriate installation or uparade option.

Please choose one of the following:

(") Express Install (use default settings)

(") Custom Install (recommended for advanced users)

(@ Upgrade an existing JIRA installation

Existing installation directory: |C:\Program Files\JIRA|

< Back ” Mext = ] [ Cancel

5. Check the Back up JIRA home directory option and click on the Next button.
6. Review the upgrade checklist and click on the Upgrade button:

7 Setup - IRA 6,15 Lol

Upgrade Check List

Back up your external database

We strongly recommend you back up your JIRA
database if you have not already done so.

Check plugin compatibility

Check that yvour non-bundled plugins are compatible
with JIRA 6.1.5. For more information please see our
documentation.

; Please ensure you have read the above checklist
“* before upgrading.

[ « Back ” Upgrade ] [ Cancel ]
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7.  Wait for the installer to complete the upgrade process. Once the upgrade is complete,
the installer will automatically launch JIRA.
8. Update add-ons once JIRA has successfully started.

The installer will detect and provide you with a list of customized files in the JIRA INSTALL
directory, which you will need to manually copy after the upgrade.

If you cannot use the installer to upgrade JIRA, refer to the Upgrading JIRA manually recipe.

Upgrading JIRA manually

If you find yourself in a situation where you cannot use the JIRA installer to upgrade JIRA, for
example, you are hosting JIRA on an OS that does not have an installer binary such as Solaris,
or if you are using the WAR distribution, then you need to manually upgrade your JIRA instance.

Getting ready

The general prerequisite tasks for upgrading JIRA manually will remain the same as that
of the installer. Refer to the previous recipe for the common tasks involved. Since the
installer automates many of the backup tasks while upgrading JIRA manually, you will have
to do the following:

1. Back up the JIRA database with its native backup utility

2. Back upthe JIRA INSTALL directory
3. Back up the JIRA HOME directory
4

Get a list of all the customized files in the JIRA INSTALL directory from the
System Info page in JIRA

5. For the WAR distribution, prepare and configure the installation files

How to do it...

To manually upgrade your JIRA instance, perform the following steps:

1. Take your current JIRA offline.

2. Install the new version of JIRA.
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3. Editthe jira-application.properties file in this version of JIRA, located in the
JIRA INSTALL/atlassian-jira/WEB-INF/classes directory.

4. Update the value of jira.home to the current JIRA HOME directory or to a copy of
that directory.

Copy any modified files.
Start up the new JIRA.

Update the add-ons once JIRA starts successfully.

o N o O

Remove the previous installation directory to avoid confusion.

What we are doing here is essentially setting up a new instance of JIRA and pointing it to the
old JIRA's data. When we start up the new JIRA, it will detect that the database it is connecting
to contains data from an older version of JIRA by reading the dbconfig.xml file from the
JIRA HOME directory. It will also proceed to make all the necessary schema changes.

Migrating JIRA to another environment

Now that we have gone through upgrading a JIRA instance, we will look at how to move a JIRA
instance to another server environment. This is a common use case when you need to move
an application to a virtualized environment or data warehouse.

Getting ready

The following things need to be checked before you start with this recipe:

» Make sure you have a valid JIRA license.
» Check whether your new environment is compatible with JIRA system requirements.

» Ensure both the old and new JIRA are of the same major or minor version. If you
intend to run a newer version of JIRA in the new environment, it is recommended that
you upgrade after the migration is successful.

M Migrating a system can be very disruptive for users. Make
Q sure you communicate this to your users and allocate enough
time for rollbacks.

[}

vww allitebooks.conl
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How to do it...

To migrate an existing JIRA to another server, perform the following steps:

1.

I

10.
11.
12.
13.

Download and install a brand new JIRA instance in your new environment with
an empty database.

Take your current JIRA offline.

Back up your current JIRA database with its native backup utility.
Back up your current JIRA HOME directory.

Take your new JIRA offline.

Copy over your JIRA HOME backup and replace the new JIRA HOME directory
with it.

Update the dbconfig.xml file with the new JIRA database details.
Copy your database backup and restore the new JIRA database.
Start up the new JIRA.

If you have made modifications to your JIRA configuration
% files, you can get a complete list of the modified files from
JIRA's System Info page.

Log in to JIRA as a JIRA administrator.

Select System Info from the Administration panel.

Note down the files listed in the Modified Files and Removed Files sections.
Review and apply the same changes to the new JIRA instance.

The following screenshot shows how the output will look:

Modified Files

Removed Files [Installation Type: Standalone] There have been no removed files

[Installation Type: Standalone] jira-application.properties, WEB-INF/web.xml
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Setting up the context path for JIRA

If you have multiple web applications running on the same domain, you might want to set up a
context path for JIRA; for example, http://example.com/jira.

How to do it...

Perform the following steps to set up a context path for JIRA:

1. Shut down JIRAif it is running.
2. Openup JIRA INSTALL/conf/server.xml in a text editor.

3. Locate the following line and enter the context path for the path attribute,
for example, path="/jira":

<Context path="" docBase="${catalina.home}/atlassian-jira"
reloadable="false" useHttpOnly="true">

4. Save the file and restart JIRA.

If you have updated the context path for JIRA after it is installed, you will have
to update JIRA's Base URL option so that all its links will reflect the change.
Log in to JIRA as an administrator.

Navigate to Administration | Systems | General Configuration.

Click on the Edit Settings button.

Enter the fully qualified URL into JIRA, including the context path in the
Base URL field.

9. Click on Update to apply the change.

o N o 0

After you have all this set up, you will be able to access JIRA with the new context path.

Setting up SSL

By default, JIRA runs with a standard, nonencrypted HTTP protocol. This is acceptable if you
are running JIRA in a secured environment such as an internal network. However, if you plan
to open up access to JIRA over the Internet, you need to tighten up the security by encrypting
sensitive data, such as the usernames and passwords that are being sent, by enabling HTTP
over SSL (HTTPS).

This recipe describes how to install SSL on the JIRA Tomcat application server. If you have an
HTTP web server such as Apache in front of JIRA, you can install the SSL certificate in the web
server instead.

[}
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Getting ready

You need to have the following set up before you can step through this recipe:

» Obtain a valid SSL certificate. You can either use a self-signed certificate or obtain
one from a Certificate Authority (CA) such as VeriSign. Using a self-signed certificate
will display a warning message when users first visit the site, as shown in the
following screenshot:

The site's security certificate is not trusted!

You attempted to reach localhost, but the server presented a certificate issued by an entity that is not trusted
by your computer's operating system. This may mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.

You should not proceed, especially if you have never seen this warning before for this site.

(Proceed anyway ) (Back to safety b

»Help me understand

» Ensure that the JAVA HOME environment variable is set properly.

» Make sure you know which JDK/JRE JIRA is using. You can find this information from
the System Info page, where you need to look for the java.home property.

» Make sure your JRE/JDK's bin directory is added to your PATH environment
variable, and the keytool command will output its usage, as shown in the
following screenshot:
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o C:\windows‘\systemﬂ\cmd_ = | ) -

C:~Program Files C(x86>“Java‘sjre? bhin*keytool E
Key and Certificate Management Tool

Commands =

—certreq Generates a certificate request

—changealias Changes an entry’'s alias

—delete Deletes an entry

—exportcert Exports certificate

—genkeypair Generates a key pair

—genseckey Generates a secret key

—gencert Generates certificate from a certificate reguest
—importcert Imports a certificate or a certificate chain
—importkeystore Imports one or all entries from another keystore
—keypassuwd Changes the key password of an entry

—-list Liszts entries in a keystore

—printcert Prints the content of a certificate
—printcertreq Prints the content of a certificate reguest
—printcrl Prints the content of a CRL file

—storepassuwd Changes the store password of a keystore

Uze “keytool —command_name —help” for uwusage of command_name

How to do it...

Perform the following steps to import an SSL certificate:

1.
2.

Open up a command window and go to the directory where the certificate file resides.

Generate a Java KeyStore (JKS) for JIRA by running the keytool -genkey -alias
jira -keyalg RSA -keystore JIRA INSTALL/jira.jks command.

Import the certificate into KeyStore by running the keytool -import -alias
jira -keystore JIRA INSTALL/jira.jks -file file.crt command,
where file.crt is the certificate file.

Open the server.xml file located in the JTRA INSTALL/conf directoryin a
text editor.

Locate and uncomment the following XML configuration snippet:

<Connector port="8443" maxHttpHeaderSize="8192"
SSLEnabled="true"

maxThreads="150" minSpareThreads="25" maxSpareThreads="75"

enableLookups="false" disableUploadTimeout="true"

acceptCount="100" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"
useBodyEncodingForURI="true"/>

s
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Downloading the example code

You can download the example code files for all Packt books you have
%i%‘\ purchased from your account at http: //www.packtpub. com. If you

’ purchased this book elsewhere, you can visit http://www.packtpub.
com/support and register to have the files e-mailed directly to you.

6. Add a few new attributes to the Connector tag and save the file:

keystoreFile="PATH TO YOUR KEYSTORE"
keystorePass="PASSWORD FOR_YOUR KEYSTORE"
keyAlias="jira"

keystoreType="JKS"

7. Restart JIRA to apply the changes.

We first created a new Java KeyStore for JIRA to store its own SSL certificate with Java's
keytool utility. During this step, you are prompted to provide information about the certificate
as well as a password to access KeyStore.

% Do not lose the password to KeyStore.

%

After we created KeyStore, we imported the certificate and then enabled an additional
connector to listen for HTTPS connections by uncommenting the connector XML tag. We also
added new attributes to the tag so that Tomcat will know where our new KeyStore is and how
to access it to get to the certificate.

You can also change the port number for the connector if you want to run HTTPS on the more
common port 443 instead of the default 8443, and your final XML snippet will look something
like the following:

<Connector port="443" maxHttpHeaderSize="8192" SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" useBodyEncodingForURI="true"
keystoreFile="/opt/jira/jira.jks" keystorePass="changeme"
keyAlias="jira"
keystoreType="JKS"/>

=
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There's more...

At this point, users can access JIRA with both HTTP and HTTPS, and you need to configure
JIRA so that it will automatically redirect all the HTTP traffic to HTTPS. JIRA comes with a handy
configuration utility that can help you set up this configuration.

1
‘Q You should first make sure your HTTPS configuration is working

correctly before attempting this recipe.

Note that this utility is only available for standalone installations; if you are running a WAR
installation, you can skip the following steps and move on to the manual setup section:

1. Open the command prompt and go to the JIRA INSTALL/bin directory.
Depending on your OS, run the config.bat or config. shfile.
Select the Web Server tab from the JIRA Configuration Tool window.
Select the HTTP and HTTPs (redirect HTTP to HTTPs) option for Profile.

Click on the Save button at the bottom of the window as shown in the
following screenshot.

ok 0N

6. Restart JIRA to apply the change.

rJIRA Home |/ Database |T Web Server rAdvanced |

Control Port 8005

Profile |HTTP and HTTPs {redirect HTTP to HTTPs) | - |

HTTP Port 8080
HTTPs Port

Keystore Path | || Browse

Keystore Password | |

Key Alias

Check Certificate in Key Store |

| Save || Close |

s
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If you cannot use JIRA Configuration Tool, you can perform the following steps to manually
set up the configuration:

1. Open the web.xml file located in the JIRA INSTALL/atlassian-jira/WEB-INF
directory.

2. Add the following XML snippet at the end of the file, just before the closing
</webapp> tag:
<security-constraints>
<display-name>HTTP to HTTPs Redirection</display-name>
<web-resource-collections>

<web-resource-name>all-except-attachments</web-
resource-name>

<url-pattern>*.jsp</url-patterns>

<url-pattern>*.jspa</url-patterns>

<url-pattern>/browse/*</url-pattern>
</web-resource-collection>
<user-data-constraint>

<transport-guarantee>CONFIDENTIAL</transport-
guarantee>

</user-data-constraint>
</security-constraints>

3. Restart JIRA to apply the change.

For information on connecting JIRA to other applications that run on SSL, refer to the Installing
SSL certificates from other applications recipe.

Installing SSL certificates from other

applications

You might need to connect JIRA to other services such as LDAP, mail servers, and other
websites. Often, these services make use of SSL. In such cases, the connection will fail,
and you will see the following errors in your JIRA log file:

javax.net.ssl.SSLHandshakeException:
sun.security.validator.ValidatorException: PKIX path building
failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable
to find valid certification path to requested target

=
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Getting ready

For this recipe, we will be using the Java keytool utility, so make sure you have the following
configuration set up:

>

>

>

Obtain the SSL certificate from the target system.
Ensure that the JAVA HOME environment variable is set properly.

Make sure you know which JDK/JRE JIRA is using. You can find this information from
the System Info page, where you need to look for the java . home property.

Make sure your JRE/JDK's bin directory is added to your PATH environment variable,
and the keytool command will output its usage.

Obtain the password for the Java trust store used by JIRA.

How to do it...

In this recipe, let's assume we want to connect JIRA to an LDAP server that is running on SSL.
Perform the following steps to make it a trusted site inside JIRA:

1.
2.

3.

Open up a command prompt and go to the directory where the certificate file resides.

Import the certificate into the trust store by running the keytool -import -
alias tomcat -file file.cer JAVA HOME\jre\lib\security\cacerts
command, where £ile.cer is the certificate file.

Restart JIRA to apply the changes.

When JIRA attempts to connect to an SSL-protected service, it will first determine whether the
target service can be trusted by checking if the service's certificate is present in what is called
the trust store. If the certificate is not present, the connection will fail.

The trust store is typically a KeyStore called cacerts and is located in the $JAVA HOME/
lib/security directory on the server.

We used the keytool utility to import the certificate to our local trust store, so the target
service will be registered as a trusted service and allows JIRA to successfully connect to it.

=]
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There's more...

Manually downloading the certificate and running the keytool command every time can be
a hassle. To make life easier for you, there is a free add-on called SSL for JIRA from Atlassian
Labs that can help you automate some of the steps. You can download this add-on from the
following link:

https://marketplace.atlassian.com/plugins/com.atlassian.jira.plugin.
jirasslplugin

Perform the following steps to use the SSL for JIRA add-on:

1. Log into JIRA as a JIRA administrator.
2. Navigate to Administration | System | Configure SSL.

3. Type in the target system's address in the Rules textbox in the host : port format
(for example, smtp.gmail.com:465).

1
‘Q You can add multiple systems by specifying each one on a

new line.

Click on Save certificates as shown in the following screenshot.

5. Follow the instruction on the screen to copy over the cacerts file to the
target location.

6. Restart JIRA to apply the changes.

=]
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¥JIRA Dashboards - Projects - @- & -

Administration  Q search JIRA admin o

Projects Add-ons User Management Issues System

General Configuration @ New Host(s) Added ve

Find More Admin Tools Added smtp.gmail.com to temporary location.

TROUBLESHOOTING AND
SUPPORT (O Next Steps %
System Info To complete the process, copy the file from /Users/lulumomo/Applications/atlassian-jira-6.1.5-

standalone/home/cacerts to
fSystem/Library/Java/JavaVirtualMachines/1.6.0.jdk/Contents/Home/lib/security/cacerts, then restart
Instrumentation JIRA.

Configure SSL

Integrity Checker

Logging & Profiling Import SSL Certificates

Scheduler Details Rules smtp.gmail.com:465
ATLASSIAN SUPPORT TOOLS P @
Atlassian Support Tools To connect to services from JIRA over SSL, enter the sites (to add S5L certificates) in the format

hostname:port (e studio atlassian.com or Idapserver:10686)

SECURITY
Save certificates
User Sessions

Remember My Login Existing Certificates
Whitelist + CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
+ CHN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA- R2

%“ Do not confuse this add-on with running JIRA over SSL.

Y

Resetting the JIRA administrator password

Sometimes, you might forget or lose the password to the account with the JIRA Administrator
or JIRA System Administrator permission, and you cannot retrieve it using the password-reset
option. For example, suppose JIRA does not have an SMTP server configured, or you are
restoring JIRA from a data dump and do not know the account and/or password. In these
cases, you need to reset the administrator password directly in the database.

»  This recipe only applies to JIRA instances that use the default internal user
directory option. External user management such as LDAP will not work with
g this recipe.

e
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Getting ready

Since we will reset the password in JIRA's database, make sure you do the following:

>

>

Connect to the JIRA database either via the command line or a GUI
Update the JIRA database records

How to do it...

Let's assume we use the default mysgl command-line tool and MySQL as the backend
database for JIRA. If you are using a different database, you may need to change the
following SQL statements accordingly:

1.

=]

Connect to the JIRA database with a client tool by running the
mysgl -u jirauser -pcommand, where jirauser isthe username
to access the JIRA database.

1
‘Q You can find JIRA's database details from the dbconfig.xml

file located at JIRA HOME.

Change to the JIRA database by running the use jiradb command,
where jiradb is the name of JIRA's database.

Determine the groups that have the JIRA System Administrators global
permission with the following SQL statement:

select perm parameter from schemepermissions where
PERMISSION=44;

Find users that belong to the groups returned in step 3 using the following
SQL statement, where jira-administrators is a group returned from
step 3:

select child name, directory id from cwd membership where
parent name='jira-administrators';

Reset the user's password in the database with the following SQL statement,
where admin is a user returned in step 4:

update cwd user set
credential="'uQie0/1CGMUIXXftw3ynrsaYLShI+GTcPS4LAUGWbIusFvH
PfUzD7CZvms6yMMvA8I7FViHVEqQr6Mj4pCLKAFQ=="' where

user name='admin';

Restart JIRA to apply the change.
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With JIRA's internal user directory, all the user and group data are stored in the JIRA database.
The value 44 is the ID for the JIRA System Administrators global permission.

If you do not know what groups or users have been granted the JIRA System Administrators
global permission, we will first have to find this information using steps 3 and 4. Otherwise,
you can sKip to step 5 in order to reset the password.

JIRA's user password information is stored in the cwd_user table. Since JIRA only stores the
hash value of the password, we changed the user's admin password to uQie0/1CGMUIXXf
tw3ynrsaYLShI+GTcPS4LAUGWbIusFvHPfUzD7CZvins6yMMVASI7FViHVEqQr6Mj4pCLK
AFQ==, which is the hash value of sphere.

Generating test data in JIRA

For many production JIRA instances, it is often important to understand how it will perform
under an anticipated load, how well it scales as the usage grows, and whether the hardware
will be able to support the anticipated growth.

This can be tricky for new installations, as an empty JIRA cannot realistically provide any
performance indication. In this recipe, we will look at how we can generate any arbitrary
amount of test data to simulate an anticipated data size. For example, we will be able to
measure the average response time and how long it takes to reindex the system.

Use this recipe in your test environment. Do not use this
e in production.

Getting ready

For this recipe, we need to use the JIRA Data Generator add-on from Atlassian Labs. You can
download this add-on at the following link:

https://marketplace.atlassian.com/plugins/com.atlassian.jira.plugins.
jira-data-generator

s
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How to do it...

Once the add-on is installed in JIRA, perform the following steps to generate test data:

1. Login to JIRA as a JIRA administrator.

2. Navigate to Administration | System | Generate Metadata:

Administration Q, Search JIRA admin D

Projects Add-ons User Management Issues System

General Configuration Generate Metadata
Find More Admin Tools
| DponNoTuUsEINPRODUCTION |
TROUBLESHOOTING AND
SUPPORT

This data generator will modify this instance by adding issues, projects, custom fields, etc. It may also
System Info make this instance unstable and we only recommend you use it in a testing environment.

Canfigure SSL

General configuration
Instrumentation

Number of projects to generate 10
Integrity Checker
Logging & Profiling Number of workflows to generate 10
Scheduler Detalls Number of workflow statuses to | 20

generate
ATLASSIAN SUPPORT TOOLS

Atlassian Support Taols Number of developers to generate 100

These users will be added to the jira-developers group and used as assignees and
SECURITY reporters - current user will be used If 0.

User Sessions Number of users to generate 100

Remember My Login

These users will be added to the Jira-users group and be also used as reporters.

Set the number of projects and other metadata to generate.
Click on Generate and wait for the process to complete.
Select Generate Data.

Set the number of issues, comments, and other data that is to be generated.

N o oW

Click on Generate and wait for the process to complete, as shown in the
following screenshot:

NED
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Administration Q Search JIRA admin [ ]

Projects Add-ons User Management Issues System

General Configuration Generate Data
Find More Admin Tools
| DONOTUSE IN PRODUCTION |
TROUBLESHOOTING AND
SUPPORT

This data generator will modify this instance by adding issues, projects, custom fields, etc. It may also
System Info make this instance unstable and we only recommend you use It in a testing environment.

Configure SSL
Number of issues to | 5000

Instrumentation
generate . . .
Integrity Checker The number of issues will be evenly distributed amongst the projects selected below
Logging & Profiling Generate issues in ~ CVOS clivosus 0
these projects FCHI fischeri

Scheduler Details HBBT hobbit <

INII ikonnikovi &
ATLASSIAN SUPPORT TOOLS Select one or more projects. If list s empty please create projects first

Atlassian Support Tools Average number of | 5

comments per issue
SECURITY P The number of comments in issues will be distributed using Gaussian distribution
to generate

User Sessions
Average number of | 2

Remember My Login worklogs per issue

The number of worklogs in issues will be distributed using Gaussian distribution
to generate

Whitelist

Generating test data in JIRA with the JIRA Data Generator add-on is a two-step process.
We first need to create all the necessary configuration metadata such as custom fields and
workflows and then create the issues.

Anonymizing JIRA exports

Sometimes, in order to troubleshoot your JIRA instance, you need to provide a data dump for
Atlassian or another service vendor so that they can recreate your environment to reproduce
the problem locally. If you have sensitive information in your JIRA, this can be troublesome.
In this recipe, we will look at how we can anonymize our data in JIRA.

Getting ready

For this recipe, we need to use the JIRA Anonymizer utility. You can download it from the
following link:

https://confluence.atlassian.com/download/attachments/139008/jira
anon.zip?version=1&modificationDate=1367988226752&api=v2

Es
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To run the Anonymizer utility, make sure that the following prerequisites are met on the
machine you are running the utility from:
» Make sure the JAVA HOME environment variable is set properly

» Running the java -version command will display the correct version of Java

How to do it...

Perform the following steps to anonymize your JIRA export:

1. Unzipthe jira_ anon.zip file to a temporary directory.
2. Copy your JIRA XML export (entities.xml) to the temporary directory.

3. Open up a command prompt and go to the temporary directory where the
joost.jar file resides.

4. Run the anonymizer application with the java -Xmx512m -jar joost.jar
entities.xml anon.stx > anon-entities.xml command, where
entities.xml is the name of the original XML export and anon-entities.xml
is the new anonymized XML file to be created.

JIRA's XML backup utility produces a ZIP file that contains
e two XML files; do not anonymize activeobjects.xml.

The JIRA Anonymizer protects sensitive information in your JIRA by going through your JIRA
XML export and replacing values from many fields in JIRA with a string of the character x.
The list of fields that are to be anonymized include the following:
» Issue summary, environment, and description
» Comments, work logs, and change logs
» The project description
» Configuration scheme description such as the notification and permission schemes
» Attachment filenames
» Text custom field types
Depending on the size of the export, the utility may require additional memory for processing.

The -Xmx parameter indicates the amount of memory to allocate, so in the preceding steps,
we allocated 512 MB of memory to run the utility.

=
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In this chapter, we will cover the following topics:

» Creating a new custom field

» Creating separate select options for different projects
» Making a field required

» Making the assignee field required
» Hiding a field from view

» Choosing a different field renderer
» Creating a new field configuration
» Creating a new screen

» Removing the none option

» Adding help tips to custom fields

» Using JavaScript with custom fields

» Creating custom field with custom logic
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Introduction

An information system such as Atlassian JIRA is only as useful as the data that goes into it,
so it is no surprise that JIRA is very flexible when it comes to letting you customize the fields
and screens.

JIRA comes with a suite of default fields to help you get it up and running quickly, and it also
allows you to add your own fields, called custom fields, to address your unique needs.

In this chapter, we will learn not only about how to create these custom fields in JIRA, but also
the different behaviors that these fields can have. We will end the chapter by showing you an
example of expanding the types of custom fields you can have with third-party add-ons and
using scripts to create your own field logic.

Creating a new custom field

As mentioned before, one of the key features of JIRA is its ability to let you customize the fields
in which you have to collect information from the user. JIRA comes with over 20 different types
of custom fields, such as simple text and select lists.

In this recipe, we will be creating a new custom field—a single select list custom field—from the
default selection.

How to do it...

Proceed with the following steps to create a new custom field of the type single select list:

1. Log into JIRA as a JIRA administrator.

2. Navigate to Administration | Issues | Custom Fields.
3. Click on the Add Custom Field button.
4

Scroll down and select the Select List (single choice) field type, and click on Next
as shown in the following screenshot:
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Select a Field Type Q Search

All
Select List (single choice)
Standard Select a

¥ | Asingle select list with a configurable list of options.
Advanced

Text Field (multi-line)

Free text
field A multiline text area custom field to allow input of longer text strings.
A
Text Field (single line)
Text field A basic single line text box custom field to allow simple text input.
URL Field
www.jira.com Allow the user to input a single URL

User Picker (single user)
jsmith %% Choose a user from the user base via a popup picker window. )1

§ Find More Custom Fields m Cancel

5. Name the custom field Team.
Add select options by typing the option value in the Options text field and click on
Add. Continue until all options are added and then click on Next, as shown in the
following screenshot:

Configure 'Select List (single choice)' Field

*
Name | Team

Description

Options™ | Business Add

IT x

m Cancel
s
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7. Select the screens to place the new Team custom field onto, and click on Update to
finish, as shown in the following screenshot. Note that you can always add the field to
other screens later.

Associate field Team to screens

Associate the field Team to the appropriate screens. You must asscciate a field to a screen before it will be displayed.
New fields will be added to the end of a tab.

Screen Tab Select
Default Screen Field Tab ™
Resolve Issue Screen Field Tab B
Workflow Screen Field Tab =]

Update Cancel

1
‘Q The custom field will only appear on screens that

it is associated with.

For select type custom fields, such as single/multi selects, radio buttons, and checkboxes, you
can set up separate set of select options for different project- and issue-type combinations.
Refer to the next recipe, Creating separate select options for different projects.

Creating separate select options for

different projects

Often, it is useful for custom fields to have different values depending on the selected project
and issue type combination. A good example would be for a select list custom field to show
different sets of options for different projects.

We will look at how to achieve this with a custom field configuration scheme, also known as
context. A custom field configuration scheme controls what data the custom field will display,
such as the field's default value and select options. Just like all other configuration schemes

in JIRA, the custom field configuration scheme is applied on a project and issue type context.

NEQ
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How to do it...

We need to create a new custom field configuration scheme in order to set up a new set of
select list options:

1. Login to JIRA as a JIRA administrator.
Navigate to Administration | Issues | Custom Fields.
Click the Configure link for the field configuration used by the project and issue type.
Click on the Add new context link.
Give a name for the new context.

I

Choose Issue Types and Projects that the new context will be applied to, and click
on Add.

Click the Edit Options link for the new context.

Add new options and click on Done when finished, as shown in the
following screenshot:

ISSUE TYPES Configure Custom Field: Team @

Issue Types Below are the Custom Field Configuration schemes for this custom field. Schemes are applicable for various issues

types in a particular context. You can configure a custom field differently for each project context or in a global context.

|ssue Type Schemes ; ; ;
Moreover, project level schemes will over-ride global ones.

Sub-Tasks « Add new context
» View Custom Fields
WORKFLOWS
7
Workflows
Workflow Schemes Default Configuration Scheme for Team
Default configuration scheme generated by JIRA

SCREENS Applicable contexts for scheme: Edit Configuration
Screans Issue type(s):
Screen Schemes Global (all issues)
Issue Type Screen Default Value: Edit Default Value IT
Schemes Options: Edit Options

« Business
FIELDS - IT

+ Management
Custom Fields
Field Configurations % i—
Field Configuration .
Schemes Configuration Scheme for IT Teams

Applicable contexts for scheme: Edit Configuration

ISSUE ATTRIBUTES

Issue type(s):
Statuses Global (all issues)

_ Project(s):

Resolutions Project Hummingbirds
Priorities Default Value: Edit Default Value Development

Options: Edit Options
= Development

Notification Schemes + PMO
+ Support

Issue Security Schemes

Eis

vww allitebooks.conl
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Q Project specific schemes will override the default scheme.

When you are creating or editing an issue, JIRA will look up custom field configuration
schemes that are applicable to the current project and issue type selection. The scheme
with the most specific project/issue type context will be selected (or default scheme will
be selected if none is found), and its configurations will be applied for the custom field.

Note that you can only create one context per project. You cannot have different issue type
contexts within the same project.

There's more...

As mentioned earlier, you can also set different default values with custom field
configuration schemes, so you can have fields pre-filled based on different project
and issue type combinations.

Making a field required

Required fields such as Summary and Issue Type have a little red asterisk next to them, which
means they must have a value when you are creating or updating an issue. This is a great way
to ensure users will not skip filling in important information.

We will look at how to make any fields of your choice required in this recipe, with field
configurations. A field configuration controls the behaviors of a field; these include the field's
mandatory requirements, visibility, renderer, and description.

How to do it...

Proceed with the following steps to make a field required in JIRA:

1. Log into JIRA as a JIRA administrator.
2. Navigate to Administration | Issues | Field Configurations.

3. Click on the Configure link for the field configuration used by the project
and issue type.

4. Click on the Required link for Priority and Due Date as shown in the
following screenshot:
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Create Issue | 8 Configure Fields ~
~
Project’ | 4 Project Hummingbirds -
Issue Type” New Feature - @
*
Summary
You must specify a summary of the issue. W
Priority” | Major - @
Due Date” G

Due Date is required.
Component/s None
Affects Version/s MNone
Fix Version/s MNone

Assignee | ] Automatic -

Assign to me

Reporter” | [ Patrick Li

Start typing to get a list of possible matches. H

[JCreate another | Create | Cancel

When a field is marked as required, JIRA will check to make sure the field has a value when you
are making updates to the issue, such as an edit or during a workflow transition. This validation
is applied even if the field is not present on the screen, so make sure you do not make a field
that is not required on screen, otherwise users will not be able to complete the action.

Certain fields such as Assignee and Due Date require the user to have certain permissions
to make updates. If the user does not have the necessary permissions, the validation will fail
and prevent the user from completing the action.

s
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There's more...

Clicking on the Optional link will make the field not required. Certain fields such as Issue Type
must be required.

See also

The Making the assignee field required recipe.

Making the assignee field required

By default, the assignee field has an unassigned option, which is equivalent to making the
field optional. If you went to check out field configuration, you would have realized that you
could not make the assignee field required as there is no such option available.

In this recipe, we will look at how to disable the unassigned option, effectively making the
assignee a required field.

Getting ready

You cannot disable the unassigned option if you have:

» Issues that are currently using that option for the assignee field
» Projects that have unassigned set as the default assignee

How to do it...

Proceed with the following steps to disable the unassigned option:

1. Login to JIRA as a JIRA administrator.
2. Navigate to Administration | System.
3. Click on the Edit Settings button.
4

Scroll down and select the OFF option for Allow unassigned issues and click on
Update, as shown in the following screenshot:
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Create Issue 3 Configure Fields ~
summary
Description” == EEE EE Ml ba < ®- [ [0 Source
B U I A~ # - Styles v Format w2 = 8 &
o~
|
1
!
|
|
7 |
Assignee Automatic z :
i |
Suggestions :
el X Patrick Li - patrick@appfusions.com (patrick) :
Start Typing for Users il
'y
v

[JCreate another | Create | Cancel

Hiding a field from view

There will be times when a field is no longer needed. When this happens, instead of deleting
the field, which would also remove all its data, you can choose to hide it. So if you need the
field again further down the track, you can simply unhide it and retain all the data.

In this recipe, we will be hiding both the Priority and Due Date fields.

How to do it...

Proceed with the following steps to hide a field in JIRA:
1. Log into JIRA as a JIRA administrator.
2. Navigate to Administration | Issues | Field Configurations.
3. Click on the Configure link for the field configuration used by the project and issue type.
4. Click on the Hide link for Priority and Due Date.

|
‘Q Clicking on the Show link will unhide the field. You cannot hide

a mandatory field.
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There's more...

Using field configuration is one way to hide fields from the user. There are two more ways to
make a field hidden from view:

» Take the field offscreen. Note that for the View screen, default fields, such as
summary and description, are shown regardless of whether they are placed on
the screen.

» Restrict the field's configuration scheme, so it is not applicable to the project/issue
type context.

Hiding the field with field configuration will make it hidden from all screens, so if you want to hide
the field from specific screens, you should not use field configuration, but simply take the field
off the appropriate screens. For example, if you want to make a field read-only after an issue is
created, you can simply take it off the screen assigned to the edit issue operation.

Choosing a different field renderer

Most custom field types, such as select lists and text fields, can be rendered in multiple ways.
For example, select lists can be rendered either with an autocomplete feature or as a simple,
standard drop-down list.

In this recipe, we will be changing the environment field to use Wiki Style Renderer so that we
can use wiki markup when entering data.

How to do it...

Proceed with the following steps to change the field renderer option:

1. Login to JIRA as a JIRA administrator.
2. Navigate to Administration | Issues | Field Configurations.

3. Click on the Configure link for the field configuration used by the project and
issue type.

Click on the Renders link for the field to change.
5. Select the new renderer type from the Active Renderer drop-down list.
6. Click on Update to apply the change as shown in the following screenshot:
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i,:('leA Dashboards -~ Projects -  Issues ~ Create issue Q Quick Search

Administration @ search JIRA admin

Projects Add-ons User Management Issues System

ISSUE TYPES
Issue Types
Issue Type Schemes

Sub-Tasks

WORKFLOWS
Workflows

Workflow Schemes

Edit Field Renderer: Description
A renderer determines how the value of a field will be displayed within the system.
Update the renderer for the field ‘Description’

Active Renderer  Wiki Style Renderer |

Default Text Renderer  no yajug of a field will be displayed within the system
JEditor Renderer

Update Cancel

There's more...

JIRA comes with several field renderers to choose from, and you can install custom renderers
from third-party vendors. A good example is the JEditor add-on (https://marketplace.
atlassian.com/plugins/com.jiraeditor.jeditor), which provides a rich text editor
for all text-based fields, such as the Description field, as shown in the following screenshot:

Create Issue

Description

Original Estimate

Remaining Estimate

Attachment

Labels

| i} Configure Fields ~ |

By % ¥,. 3 | Source

& # =
=}

= & & &

B U I A~ # - Styles - Format v = & 2] o

Update the add-on gallery image assets listed below

. Banner image
. Favicon
. Screenshots

(eg. 3w 4d 12h) D)

The original estimate of how much work Is involved in resolving this Issue.

(eg. 3w 4d 12h) D

An estimate of how much work remains until this Issue will be resolved.

Choose Files ) No file chosen

The maximum file upload size Is 10.00 MB.

[ Create another | Create | Cancel

&1
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Creating a new field configuration

As we have seen in previous recipes, you can configure a field's behaviors with field
configuration. JIRA not only comes with a default field configuration that is applied to
all project and issue types by default, but it also lets you create your own so that you
can choose the projects and/or issue types to apply your field configuration to.

In this recipe, we will make the Description and Assignee fields required only for the
Task issue type.

How to do it...

Setting up a new field configuration is a three-step process. The first step is to create
the new field configurations:

1. Log into JIRA as a JIRA administrator.

2. Navigate to Administration | Issues | Field Configurations.

3. Click on the Add Field Configuration button, name it Task Field
Configuration, and click on Add.

4. Click on the Required link for Description and Assignee fields.
The second step is to associate the new field configuration with a new field
configuration scheme:

1. Navigate to Administration | Issues | Field Configuration Schemes.

2. Click on the Add Field Configuration Scheme button, name it Task Field
Configuration Scheme, and click on Add.

3. Click on the Associate an Issue Type with a Field Configuration button.

4. Select Task for Issue Type, Task Field Configuration for Field Configuration,
and click on Add, as shown in the following screenshot:

Associate an Issue Type with a Field Configuration

L L

Issue Type | Task

ar

Field Configuration | Task Field Configuration

Add = Cancel
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The last step is to apply the new field configuration scheme to our project:

1. Navigate to Administration | Projects.

Select a project from the list.

Select Fields from the left-hand side panel.
Navigate to Actions | Use a different scheme.

o 0N

Select the new Task Field Configuration Scheme option and click on Associate.

Creating a new screen

JIRA comes with three screens by default—Default Screen, Resolve Issue Screen, and
Workflow Screen.

In this recipe, we will look at how to create a new screen from scratch and then make it
appear when we are creating a new issue of type Task.

How to do it...

The screen is one of the most complicated configurations in JIRA. To create a new screen and
apply it often requires you to configure multiple schemes. So we will break these steps into
three logical groups.

Firstly, we need to create our new screen:

1. Log into JIRA as a JIRA administrator.
2. Navigate to Administration | Issues | Screens.

3. Click on the Add Screen button, name the new screen Task Create Screen,
and click on Add.
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4. Select and add the Summary, Issue Type, Description, Assignee, and Reporter
fields, as shown in the following screenshot:

Configure Screen @

This page shows the way the fields are organized on Task Create Screen screen.

Note: when the screen is shown to the user only nen-hidden fields that the user has permissions to edit will be actually
displayed.

Field Tab # | Add Tab
Summary
Issue Type
Description
Assignee

Reporter

Select Field ... ~

Affects Version/s
Battlement's disinherits
Component/s

Due Date

Environment

Secondly, we need to assign the new Task Create Screen to the Create Issue operation:

1. Navigate to Administration | Issues | Screen Schemes.

2. Click on the Add Screen Scheme button, name the new screen Task Screen
Scheme, select Default Screen as the Default Screen option, and click on Add.

3. Click on the Associate an Issue Operation with a Screen button.

4. Select Create Issue for Issue Operation, Task Create Screen for Screen, and click
on Add, as shown in the following screenshot:
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Associate an Issue Operation with a Screen

L3

Issue Operation = Create Issue

Screen Task Create Screen s

The screen to show for the chosen Issue operation.

Add | Cancel

Third, we need to assign the new Task Screen Scheme to the Task issue type:

1. Navigate to Administration | Issues | Issue Type Screen Schemes.

2. Click on the Add Issue Type Screen Scheme button, and call the new screen Task
Issue Type Screen Scheme.

3. Select Default Screen Scheme as the Screen Scheme option and click on Add.
Click on the Associate an Issue Type with a Screen Scheme button.

5. Select Task for Issue Type, Task Screen Scheme for Screen Scheme, and click on
Add, as shown in the following screenshot:

Associate an Issue Type with a Screen Scheme

L1

Issue Type | Task

L1

Screen Scheme | Task Screen Scheme

Add | Cancel

vww allitebooks.conl
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Lastly, we need to apply the new screen Task Issue Type Screen Scheme to the project:

1.

o 0N

Navigate to Administration | Projects.

Select a project from the list.

Select Screens from the left-hand side panel.
Navigate to Actions | Use a different scheme.

Select the new Task Issue Type Screen Scheme and click on Associate.

The screen is one of the most confusing aspects of JIRA configuration. When we create a new
screen, we need to associate it with one of the three issue operations (create, edit, and view)
with screen scheme. As in our recipe, we associated our new Task Create Screen with the
Create Issue operation.

Screen schemes then need to be associated with issue types, so that JIRA can determine
which screen scheme to use based on the selected issue type.

Lastly, we apply the issue type screen scheme to a project, so only the selected projects will
have the screens associated. The following diagram provides a comprehensive illustration of
the relationships between screens, fields, and their various schemes:

=



Chapter 2

Groups and Associations

Mappings with Issue Types
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Removing the none option

Custom field types such as select list (single and multi) come with the None option, and
the only way to remove that is to make the field required. While this makes sense, it can be
cumbersome to chase down every field and configuration.

In this recipe, we will remove the None option from all single select list custom fields.

Getting ready

Since we will be modifying physical files in JIRA, you will want to make backups of the files
we change.

How to do it...

JIRA uses Velocity templates to render custom fields. These templates are mostly HTML with
some special symbols. You can find all these files in the JIRA INSTALL/atlassian-jira/
WEB-INF/classes/plugins/fields directory, and the edit view templates are in the
edit subdirectory.

So we need to open the edit-select.vmfile in a text editor and remove the following
code snippet:

#1f (!S$fieldLayoutItem || $fieldLayoutItem.required == false)
<option value="-1">$il8n.getText ("common.words.none")</option>
#else
#if ( !Sconfigs.default )
<option value="">$i18n.getText ("common.words.none")</options>
#end
#end

Make sure you do not change any other lines, then save the file, and restart JIRA.

M You can remove the None option from other custom field types,
Q such as multi-select by editing the appropriate file, for example,
edit-multiselect.vm.

SNED
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The Velocity . vm template files are what JIRA uses to render the HTML for the custom fields.
The code snippet we removed is what displays the None option. Note that by changing the
template, we are removing the None option for all single select custom fields in JIRA. If you
just want to remove the None option for a single custom field, refer to the Using JavaScript
with custom fields recipe.

Adding help tips to custom fields

Users who are new to JIRA often find it confusing when it comes to filling in fields, especially
custom fields. So it is useful for you as the administrator to provide useful tips and
descriptions to explain what some of the fields are for.

In this recipe, we will be adding a help icon for the Team custom field.

How to do it...

Proceed with the following steps to add help tips to a custom field:

1. Login to JIRA as a JIRA administrator.

2. Navigate to Administration | Issues | Custom Fields.
3. Click on the Edit link for the custom field.
4

Enter the following HTML snippets into the Description text box, and click on Update.
You might want to substitute the href value to a real page containing help text.

Need help to work out Team assignment? Try this:

<a class="help-1lnk" href="/secure/ShowConstantsHelp.
jspar?decorator=popup#Teams" title="Get help about Team" data-
helplink="local" target=" blank">

<span class="aui-icon aui-icon-small aui-iconfont-help"></
span>
</a>




Fields and Screens

The following screenshot shows our new help icon:

Create Issue | 8 Configure Fields ~

Project’” 4 Project Hummingbirds >

Issue Type" New Feature - ®

Some issue types are unavailable due to incompatible field configuration and/or workflow associations.

*
Summary

Priority” | Major - @
Due Date" 5
Assignee | [ Automatic -
Assign to me

Reporter” | [ Patrick Li

Start typing to get a list of possible matches.

Team | Development %

P help tip
Meed help to work out Team assignment? @

Environment

—

[JCreate another | Create | Cancel

JIRA allows us to use any valid HTML for custom field description, so we added a simple text
and an anchor tag that links to an HTML page containing our help information. We also added
a span tag with the proper style class to have the nice question mark icon used by Issue Type
and Priority fields.

The data-helplink="1ocal" attribute for the anchor tag ensures when the user clicks
on the help icon; the help page is opened in a separate page rather than redirecting the
current page.

1
‘\Q Since the custom field description is rendered as it is, make sure you validate

your HTML, for example, close all your HTML tags.

=
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There's more...

Normally, we put descriptions directly into the custom field's description textbox as
demonstrated. You can also put your descriptions into the field configuration settings,
such as hiding a field. Doing so offers the following advantages:
» You can have different help texts for different project/issue type contexts
» You can set help texts for fields that are not custom fields, such as Summary
and Description
Proceed with the following steps to set field descriptions in field configuration:

1. Navigate to Administration | Issues | Field Configurations.

2. Click on the Configure link for the field configuration used by the project and
issue type.

3. Click on the Edit link for the field.
4. Enter the HTML snippets into the Description field and click on Update.

Refer to the Using JavaScript with custom fields recipe on other tricks you can do with custom
field descriptions.

Using JavaScript with custom fields

Just as in the Adding help tips to custom fields recipe, we can also add JavaScript code
in the custom field description as long as we wrap the code in the <script> tags.

In this recipe, we will look at another way to remove the None option from select list
custom fields.

Getting ready

This recipe uses the jQuery JavaScript library, which is bundled with JIRA. If you are not
familiar with jQuery, you can find the documentation at http://jquery.com.

We will also need to use the custom field's ID in our script, so you will need to have that handy.
You can find the ID by going to the custom fields page, clicking on the Edit link of the target
field, and clicking the number at the end of the URL is the field's ID. For example, the following
URL shows a custom field with the ID 10103:

http://jira.localhost.com:8080/secure/admin/EditCustomField!default.
jspa?id=10103

-


http://jquery.com
http://jira.localhost.com:8080/secure/admin/EditCustomField!default.jspa?id=10103 
http://jira.localhost.com:8080/secure/admin/EditCustomField!default.jspa?id=10103 
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How to do it...

Proceed with the following steps to add JavaScript to custom field description:

1. Login to JIRA as a JIRA administrator.

2. Navigate to Administration | Issues | Custom Fields.
3. Click on the Edit link for the custom field.
4

Enter the following JavaScript snippets into the Description text box and click on
Update. You will need to substitute it in your custom field's ID.

<scripts
AJS.$ ('#customfield 10103 option[value="-1"]"') .remove() ;
</script>

The following screenshot shows that the Team custom field no longer has the

None option:
Create Issue | 8 Configure Fields ~ |
Project” 4 Project Hummingbirds -
Issue Type” New Feature - ®

Some issue types are unavailable due to incompatible field configuration and/or workflow associations.

Summary”
Priority” | Major - @
Due Date” G

Assignee | ] Automatic -

Assign to me
asdfadsfasdfasd

Reporter” | [ Patrick Li
Start typing to get a list of possible matches.

Team + Development
PMO

il 7
Support Team assignment? (7)

Environment

[JCreate another | Create | Cancel
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In our script, we use jQuery to select the Team custom field based on its element
ID and remove the option with value -1 (which is the None option) with the selector
#customfield 10103 option[value="-1"].

We use the Atlassian JavaScript (AJS ) namespace (AJS. $), which is the recommended way
to use jQuery in JIRA.

Creating custom field with custom logic

All custom fields that come out of the box with JIRA have predefined purposes, such as
text field, which allows users to type in some simple text. It will often be useful to have a
specialized custom field that does exactly what you need. Unfortunately, this often requires
custom development efforts.

However, there is an add-on that provides a custom field type that lets you use Groovy scripts
to power its logic.

In this recipe, we will look at how to create a custom field that uses a Groovy script to display
the total number of comments on any given issue.

Getting ready

For this recipe, we need to have the Script Runner add-on installed. You can download

it from the following link or install it directly from the Universal Plugin Manager at
https://marketplace.atlassian.com/plugins/com.onresolve.jira.groovy.
groovyrunner.

You may also want to get familiar with Groovy scripting at http://groovy.codehaus.org.

How to do it...

Creating a scripted field is a two-step process. We first need to create an instance of the
custom field in JIRA and then add the script to it:

1. Log into JIRA as a JIRA administrator.

2. Navigate to Administration | Issues | Field Configurations.

3. Click on the Add Custom Field button and select Advanced from the dialog box.



https://marketplace.atlassian.com/plugins/com.onresolve.jira.groovy.groovyrunner
https://marketplace.atlassian.com/plugins/com.onresolve.jira.groovy.groovyrunner
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Fields and Screens

4. Scroll down and select Scripted Field from the list, and click on Next, as shown in the
following screenshot:

Select a Field Type Q, search
All . .

Scripted Field
Standard No fleld preview | A calculated field whose value is calculated by running a groovy
Advanced script. Search admin for "Script Fields" after adding to configure.

Text Field (read only)

No field preview A read-only text label. Only possible to create values
programmatically (Used internally for imports from Mantis).
Maximum of 255 characters.

User Picker (multiple users)
No field preview | Choose multiple users from the user base via a popup picker
window.

|
|
Version Picker (multiple versions) |
No field preview ' Chogse from available versions in the project. I

Version Picker (single version) i
No field preview Chnnse a sinnle versinn frnm availahle versinns in the nrniect b
§ Find More Custom Fields Cancel

Name our new custom field Total Comments, and add it to the appropriate screens.
Navigate to Add-ons | Script Fields.

Click on the Edit link for the Total Comments field.

Enter the following Groovy script in the script text box:

® N o o

import com.atlassian.jira.ComponentManager

def commentManager = ComponentManager.getInstance() .
getCommentManager ()

def numberOfComments = commentManager.getComments (issue) .size()

return numberOfComments ? numberOfComments as Double : null

5]
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9. Select Number Field for Script Template, and click on OK as shown in the
following screenshot:

Edit Total
Comments 0 Enter either the path to your script file, or your script inline.
Default
Configuration
Scheme for

Total Script file path (absolute or relative to jira working directory)
Comments

import com.atlassian.jira.ComponentManager
def commentManager = ComponentManager.getInstance().getCommentManager()
def numberOfComments = commentManager.getComments(issue).size()

return numberOfComments ? numberOfComments as Double : null

Script

| Number Field s

Template

Preview with issue Go

Preview will show here

Configured searcher: Free Text Searcher (Modify)
com.atlassian.jira.issue.customfields.searchers.TextSearcher

OK | Cancel

The scripted field type is an example of what is called calculated custom field type. The
calculated custom field type is a special custom field that derives (calculates) its value based
on some predefined logic, in this case, our Groovy script. Every time the field is displayed, JIRA
will recalculate the field's value so it is always kept up to date.

7}
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In this chapter, we will cover:

» Creating a new workflow

» Adding screens to workflow transitions

» Using common transitions

» Using global transitions

» Restricting the availability of workflow transitions
» Validating user input in workflow transitions

» Performing additional processing after a transition is executed
» Rearranging the workflow transition bar

» Restricting the resolution values in a transition

» Preventing issue updates in selected statuses

» Making a field required during workflow transition
» Creating custom workflow transition logic

» Sharing workflows with workflow bundles
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Introduction

Workflows are one of the core and most powerful features in JIRA. They control how issues
in JIRA move from one stage to another as they are being worked on, often passing from one
assignee to another. For this reason, workflows can be thought of as the life cycle of issues.

Unlike many other systems, JIRA allows you to create your own workflows to resemble the work
processes you may already have in your organization. This is a good example of how JIRA is
able to adapt to your needs without having you change the way you work.

In this chapter, we will learn about not only how to create workflows with the new workflow
designer, but also how to use workflow components, such as conditions and validators, to add
additional behavior to your workflows. We will also look at the many different add-ons that

are available to expand the possibilities of what you can do with workflows.

Creating a new workflow

A workflow is like a flowchart, in which issues can go from one state to another by following
the direction paths between the states. In JIRA's workflow terminology, the states are called
statuses, and the paths are called transitions; we will use these two major components
when creating a workflow.

In this recipe, we will create a new, simple workflow from scratch. We will look at how to use
existing statuses, create new statuses, and link them together using transitions.

How to do it...

The first step is to create a new skeleton workflow in JIRA:

Log in to JIRA as a JIRA administrator.
Navigate to Administration | Issues | Workflows.
Click on the Add Workflow button and name the workflow Simple Workflow.

P NP

Click on the Diagram button to use the workflow designer, or diagram mode.




The following screenshot explains some of the key elements of the workflow designer:
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classic default workflow # (wacive:  workflow mode (active/inactive/draft)

The classic JIRA default workflow

Diagram ~ Text Export ~ workflow editor mode

<+ Add status 4 Add transition =~ @ Show transition labels Last edited by you, 2 minutes ago

+
Resolve Issue

global transition workflow status # Edit | Delete transition

Create Issue
Options

la = T
Properties (3)

Conditions (1)
Validators (0)

Reopen Issue
Close Issi Close Issue
Stop Progress Resolve Issue Post functions (5)

Resolve Issue

workflow transiton ———— Close Issueose Issue

Start Progress Reop(Reopen Issue

IN PROGRESS Start Progress REOPENED

As of now, we have created a new, inactive workflow. The next step is to add various
statuses for the issues to go through. JIRA comes with a number of existing statuses

such as In Progress and Resolved for us to use:

1. Click on the Add existing status button.
2. Select the In Progress status from the list and click on Add.

[ei-
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3. Repeat the steps to add the Closed status:

Add Status

B Closed
The issue is considered finished, the resolution is correct. Issues
which are closed can be reopened.

A Done

} In Progress
This issue is being actively worked on at the moment by the
assignee.

% Reopened
This issue was once resolved, but the resolution was deemed
incorrect. From here issues are either marked assigned or resolved.

> Resolved v
A resolution has been taken, and it is awaiting verification by v
(] Add global transition to status m Cancel

Once you have added the statuses to the workflow, you can drag them around to reposition
them on the canvas. We can also create new statuses as follows:

1. Click on the Create new status button.
2. Name the new status Backlog and click on Create.
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Now that we have added the statuses, we need to link them using transitions:

1. Select the originating status, which in this example is Open.

2. Click on the small circle around the Open status and drag your cursor onto the In
Progress status. This will prompt you to provide details for the new transition as
shown in the following screenshot:

+

Create

5 drag to create
transition

™
hF A
0 INPROGRESS ©

W Ly

Wt - -

3. Name the new transition Start Progress and select the None option for the
Transition screen.

4. Repeat the steps to create a transition called Close between the In Progress and
Closed statuses.

(&5}
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You should finish with a workflow that looks like the following screenshot:

£ Add existing status <= Create new status = ¥ Show transition labels

Create

=] =1

Start Progress

IN PROGRESS

Close

CLOSED

At this point, the workflow is inactive, which means it is not being used by a project and you
can edit it without any restrictions. Workflows are applied on a project and issue type basis.
Perform the following steps to apply the new workflow to a project:

1.

o o M wbd

Select the project to apply the workflow to.

Click on the Administration tab to go to the project administration page.
Select Workflows from the left-hand side of the page.

Click on Add Existing from the Add Workflow menu.

Select the new Simple Workflow from the dialog and click on Next.

Choose the issue types to apply the workflow to and click on Finish.
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After we have applied the workflow to a project, the workflow is placed in the active state. So,
if we now create a new issue in the target project of the selected issue type, our new Simple
Workflow will be used.

Adding screens to workflow transitions

When users execute a workflow transition, we have an option to display an intermediate
workflow screen. This is a very useful way to collect some additional information from the user.
For example, the default JIRA workflow will display a screen for users to select the Resolution
value when the issue is resolved.

M Issues with resolution values are considered completed. You should only
Q add the Resolution field to workflow screens that represent the closing
of an issue.

Getting ready

We need to have a workflow to configure, such as the Simple Workflow that was created in
the previous recipe. We also need to have screens to display; JIRA's out-of-the-box Workflow
Screen and Resolve Issue Screen will suffice, but if you have created your own screens, they
can also be used.

How to do it...

Perform the following steps to add a screen to a workflow transition:

1. Select the workflow to update, such as our Simple Workflow.

2. Click on the Edit button if the workflow is active. This will create a draft workflow for
us to work on.

3. Select the Start Progress transition and click on the Edit link from the panel on the
right-hand side.

4. Select Workflow Screen from the Transition screen dropdown and click on Save.
5. Repeat steps 3 and 4 to add Resolve Issue Screen to the Close transition.

If we are working with a draft workflow, we must click on the Publish Draft button to apply our
changes to the live workflow.

1
‘Q If you do not see your changes reflected, it is most likely you

forgot to publish your draft workflow.

]
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Using common transitions

Often, you will have transitions that need to be made available from several different statuses
in a workflow, such as the Resolve and Close transitions. In other words, these are transitions
that have a common destination status but many different originating statuses.

To help you simplify the process of creating these transitions, JIRA lets you reuse an existing
transition as a common transition if it has the same destination status.

Common transitions are transitions that have the same destination
i status but different originating statuses.

A common transition has an additional advantage of ensuring that transition screens and
other relevant configurations, such as validators, will stay consistent. Otherwise, you will have
to constantly check the various transitions every time you make a change to one of them.

How to do it...

Perform the following steps to create and use common transitions in your workflow:

1. Select the Simple Workflow and click on the Edit link to create a draft.
2. Select the Diagram mode.

3. Create a transition between two steps, for example, Open and Closed.
4

Create another transition from a different step to the same destination step
and click on the Reuse a transition tab:

Add Transition

New Transition = Reuse a transition

You can reuse a transition provided the destination status is the same.

From status’ | In Progress N
To status” Backlog h
Transition to reuse’  Move to Backlog N
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5. Select the transition created in step 3 from the Transition to reuse dropdown,
and click on Add.

6. Click on Publish Draft to apply the change.

If you are running JIRA prior to JIRA 6.2, you should know that a common transition is only
supported in the classic diagram mode of the workflow editor. So, what you need to do

here is enter the Diagram mode and then click on the Enter classic mode option. When you
create new transitions, you can select the Use Common Transition option as shown in the
following screenshot:

Add Transition

i) New Transition () Clone Transition (s) Use Common Transition

Transition To Reuse: | (721) Reopen Issue 3

[ OK | Cancel [

Refer to the Using global transitions recipe.

Using global transitions

While a common transition is a great way to share transitions in a workflow and reduce
the amount of management work that will otherwise be required, it has the following
two limitations:

» Currently, it is only supported in the classic diagram mode (if running on older
JIRA versions)

» You still have to manually create the transitions between the various steps

As your workflow starts to become complicated, explicitly creating the transitions becomes
a tedious job; this is where global transitions come in.

A global transition is similar to a common transition in the sense that they both share the
property of having a single destination status. The difference between the two is that the
global transition is a single transition that is available to all the statuses in a workflow.

In this recipe, we will look at how to use global transitions so that issues can be transitioned
to the Backlog status throughout the workflow.

&7}
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Getting ready

As usual, you need to have a workflow you can edit. Since we will demonstrate how global
transitions work, you need to have a status called Backlog in your workflow and ensure that
there are no transitions linked to it.

How to do it...

Perform the following steps to create and use global transitions in your workflow:

1. Select and edit the workflow you will be adding the global transition to.
2. Select the Diagram mode.

3. Select the Backlog status.

4. Check the Allow all statuses to transition to this one option.

5. Click on Publish Draft to apply the change.

The following screenshot depicts the preceding steps:

Backlog

 Allow all statuses to transition
to this one

# Edit | Remove status

Options

Properties

If you are running JIRA prior to JIRA 6.2, you need to click on the Add a global transition
button and then specify the transition name and screen, as shown in the following screenshot:




Chapter 3

== Add existing status | <k Create new status =~ [ Show transition labels Assigned
v Add a global transition | (7)
Creale Issue
o IEEB # Edit | Remove status
Options
Properties

You can only add global transitions in the
i Diagram mode.

After the global transition is added to the Backlog status, you will be able to transition issues
to Backlog regardless of its current status.

Refer to the following recipe, Restricting the availability of workflow transitions, on how to
remove a transition when an issue is already in the Backlog status.

Restricting the availability of workflow

transitions

Workflow transitions, by default, are accessible to anyone who has access to the issue. There
will be times when you would want to restrict access to certain transitions. For example, you
might want to restrict access to the Move to Backlog transition for the following reasons:

» The transition should only be available to users in specific groups or project roles

» Since the transition is a global transition, it is available to all the workflow statuses,
but it does not make sense to show the transition when the issue is already in the
Backlog status

To restrict the availability of a workflow transition, we can use workflow conditions.

[}
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Getting ready

For this recipe, we need to have the JIRA Suite Utilities add-on installed. You can download it
from the following link or install it directly from the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.googlecode.jira-suite-
utilities

How to do it...

We need to create a new custom field configuration scheme in order to set up a new set of
select list options:

1. Select and edit the workflow to configure.

2. Select the Diagram mode.

3. Click on the Move to Backlog global workflow transition.

4. Click on the Conditions link from the panel towards the right-hand side.

5. Click on Add condition, select the Value Field condition (provided by JIRA Suite

Utilities) from the list, and click on Add.

6. Select the Status field for Field, != for Condition, Backlog for Value, and String
for Comparison Type.

7. Click on the Add button to complete the condition setup.

8. Click on the Add condition again and select User in the Project Role condition.
9. Select the Developer project role and click on Add.

10. Click on Publish Draft to apply the change.

Refer to the following screenshot:

Update parameters of the Value Field Condition for this transition.
Update parameters of the Value Field Condition for this transition.

Field: [ status

Choosa the fiekd that will be evaluated

Condition: [ 1= .:]

Choose a condition for the comparison.

Value: [acklog

Value with which the field will be compared to

Comparison Type: [ swing (%)

Choose the type of comparisan
(ON'] you choose the comparison type String, only '=' and =" are valid options.

You may leave value empty and choose comparison type ‘=",
to tell that a given field is required for the condition.

Update Cancel

[
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After you have applied the workflow conditions, the transition Move to Backlog will no longer
be available if the issue is already in the Backlog status and/or the current user is not in the
Developer project role.

There's more...

Using the Value Field condition (that comes with the JIRA Suite Utilities add-on) is one of

the many ways in which we can restrict the availability of a transition based on the issue's
previous status. There is another add-on called JIRA Misc Workflow Extensions, which comes
with a Previous Status condition for this very use case. You can download it from https://
marketplace.atlassian.com/plugins/com.innovalog.jmwe.jira-misc-
workflow-extensions.

When you have more than one workflow condition applied to the transition, as in our example,
the default behavior is that all conditions must pass for the transition to be available.

You can change this so that only one condition needs to pass for the transition to be available
by changing the condition group logic from All of the following conditions to Any of the
following conditions, as shown in the following screenshot:

Conditions ' 2 Validators ' 1 Post Functions (5

All of the following conditions
¥ Any of the following conditions Add condition

The field Status will have to be not equal to value 'Backlog'. Compared as String.

Only users in project role Developers can execute this transition.

Validating user input in workflow transitions

For workflow transitions that have transition screens, you can add validation logic to make
sure what the users put in is what you are expecting. This is a great way to ensure data
integrity, and we can do this with workflow validators.

In this recipe, we will add a validator to perform a date comparison between a custom field
and the issue's create date, so the date value we select for the custom field must be after
the issue's create date.
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Getting ready

For this recipe, we need to have the JIRA Suite Utilities add-on installed. You can download it
from the following link or install it directly using the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.googlecode.jira-suite-
utilities

Since we are also doing a date comparison, we need to create a new date custom field called
Start Date and add it to the Workflow Screen.

How to do it...

Perform the following steps to add validation rules during a workflow transition:

1. Select and edit the workflow to configure.
2. Select the Diagram mode.

3. Select the Start Progress transition and click on the Validators link towards the
right-hand side.

4. Click on the Add validator link and select Date Compare from the list.

5. Select the Start Date custom field for This date, > for Condition, and Created for
Compare with, and click on Update to add the validator:

Add Parameters To Validator
Add required parameters to the Validator.
This date: | start Date =
Choose first date field.
Condition: [ > 2|
Choose a condition for the comparison.

Compare with: [ Creaed ¢

Choose second date field.

Include time part: | yes 4 |

Choose 'Yes' to include time part for the comparison. If the field doesn't have a time part, 00:00:00 will be taken instead.

Add Cancel

6. Click on Publish Draft to apply the change.

=
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After we add the validator, if we now try to select a date that is before the issue's create date,
JIRA will prompt you with an error message and stop the transition from going through, as
shown in the following screenshot:

Start Progress
Start Date | 1/Jan/14 |

Start Date isn't greater than Created ( 19/Jan/14 )

Comment

B @ o'~ Viewable by All Users

Start Progress = Cancel

Validators are run after the user has executed the transition but before the transition starts.
This way, validators can intercept and prevent a transition from going through if one or more
of the validation logics fail.

If you have more than one validator, all of them must pass for
i the transition to go through.

See also

Validators can be used to make a field required only during workflow transitions. Refer to the
Making a field required during workflow transition recipe for more details.

(75}
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Performing additional processing after a

transition is executed

JIRA allows you to perform additional tasks as part of a workflow transition through the use of
post functions. JIRA makes heavy use of post functions internally, for example, with the out-of-
the-box workflow, when you reopen an issue, the resolution field value is cleared automatically.

In this recipe, we will look at how to add post functions to a workflow transition. We will add a
post function to automatically clear out the value stored in the Reason for Backlog custom
field when we take it out of the Backlog status.

Getting ready

By default, JIRA comes with a post function that can change the values for standard issue
fields, but since Reason for Backlog is a custom field, we need to have the JIRA Suite Utilities
add-on installed.

You can download it from the following link or install it directly using the Universal
Plugin Manager:

https://marketplace.atlassian.com/plugins/com.googlecode.jira-suite-
utilities

How to do it...

We need to create a new custom field configuration scheme in order to set up a new set of
select list options:

1. Select and edit the workflow to configure.

Select the Diagram mode.

Click on the Move to Backlog global workflow transition.
Click on the Post functions link towards the right-hand side.

Click on Add post function, select Clear Field Value post function from the list,
and click on Add.

6. Select the Reason for Backlog field from Field and click on the Add button.
7. Click on Publish Draft to apply the change.

o wbd

With the post function in place, after you have executed the transition, the Reason for
Backlog field will be cleared out. You can also see from the issue's change history as a part
of the transition execution that where the Status field is changed from Backlog to Open, the
change for the Reason for Backlog field is also recorded.

7
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Post functions are run after the transition has been executed. When you add a new post
function, you might have noticed that the transition already has a number of post functions
pre-added; this is shown in the screenshot that follows.

These post functions are system post functions that carry out important internal functions,
such as keeping the search index up to date. The order of these post functions is important.
For example, any changes to issue field values, such as the one we just added, should always
happen before the Re-index post function, so by the time the transition is completed, all the
field indexes are up to date and ready to be searched.

Conditions "0 Validators "1 Past Functions '8

The following will be processed after the transition occurs Add post function

1. The contents of the field Reason for Backlog will be purged. #————— custom post function
2. Setissue status to the linked status of the destination workflow step.

3. Add a comment to an issue if one is entered during a transition. system post functions
4. Update change history for an issue and store the issue in the database.

5. Re-index an issue to keep indexes in sync with the database.

6. Fire a Generic Event event that can be processed by the listeners.

Q Always add your own post functions at the top of the list.

Rearranging the workflow transition bar

By default, workflow transitions are displayed based on the order in which they are defined
in the workflow (as listed in the Text mode), where the first two transitions will be shown as
buttons and the remaining transitions will be added to the Workflow menu.

This sequence is determined by the order in which the transitions are added, so you cannot
change that. But you can rearrange them by using the opsbar-sequence property.

In this recipe, we will move the Move to Backlog transition out from the Workflow menu and
to its own transition button so that the users can easily access it.
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How to do it...

Perform the following steps to rearrange the order of transitions to be displayed in the issue
transition bar:

1. Select and edit the workflow to configure.
2. Select the Move to Backlog transition.

3. Click on the View Properties button.
4

Enter opsbar-sequence for Property Name and the value 30 in Property Value
and click on Add.

5. Click on Publish Draft to apply the change:

4  Project Hummingbirds / HUM-2
4 Allow users to sign up with their Facebook accounts

# Edit ¢ Comment Assign | More ~ Start Progress = Move to Backlog = Workflow =

Move to Backlog is now its own

Details o
transition button
Type: New Feature Status: -% Open (View Workflow)
Priority: + Major Resolution: Unresolved
Labels: authentication
Team: Development
Total Comments: 1
Description

We need to add support for social networks such as Facebook so users do not need to go
through the otherwise tedious signup process.

The opsbar-sequence property orders the workflow transitions numerically, from smallest
to largest. Its value needs to be a positive integer. The smaller the number, the further at the
front the transition will appear.

There's more...

JIRA only displays the first two transitions as buttons. You can change this setting by editing
the ops.bar.group.size.opsbar-transitions property inthe jira-config.
properties file located in your JIRA HOME directory.

7@
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All you have to do is edit the file, set the property to the desired number of transition buttons
to display as shown (we are setting the number of transition buttons to 3), and restart JIRA:

ops.bar.group.size.opsbar-transitions=3

As depicted in the following screenshot, JIRA now shows three transition buttons instead
of two:

4«  Project Hummingbirds / HUM-2
4 Allow users to sign up with their Facebook accounts

# Edit (2 Comment Assign | More v Start Progress =~ Move to Backlog = Resolve Issue = Workflow ~ Admin ~
. 3 workflow transition buttons
Details
Type: New Feature Status: <% Open (View Workflow)
Priority: 4+ Major Resolution: Unresolved
Labsls: authentication
Team: Development

Total Comments: 1

1
‘Q If you do not see the jira-config.properties file, you can simply

create a new file with the same name and add your properties there.

Restricting the resolution values in a

transition

Normally, issue resolution values such as Fixed and Won't Fix are global, so regardless of the
project and issue type, the same set of values will be available. As you implement different
workflows in JIRA, you may find that certain resolutions are not relevant in a given workflow.

In this recipe, we will select a subset of the global resolutions available when we close issues
using our Simple Workflow.

How to do it...

Perform the following steps to selectively include a subset of resolutions for a given
workflow transition:

1. Select and edit the Simple Workflow.

2. Select the Close workflow transition.

3. Click on the View Properties button.

(77}
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4. Enter jira.field.resolution.include for Property Name and the IDs (comma
separated) for resolutions we want to make available into Property Value. So, if we
want to include the resolutions Fixed, Won't Fix, and Duplicate, we need to specify
values 1, 2, and 3 as the property values.

5. Click on Publish Draft to apply the change.

There's more...

Other than selecting a subset of resolutions, there isalsoa jira.field.resolution.
exclude property that lets you exclude a subset of resolutions from the global list.

Preventing issue updates in selected

statuses

By default, when an issue is in the Closed status, it cannot be updated. It is a good practice to
make issues read-only when they are in a status that signifies logical completion.

In this recipe, we will make sure that when an issue is moved to the Backlog status, it can no
longer be updated until it is moved back to the Open status.

How to do it...

Perform the following steps to make an issue read-only when it is in the Backlog status:

1. Select and edit the Simple Workflow.

2. Select the Backlog workflow step.

3. Click on the Properties link from the panel on the right-hand side.
4

Enter jira.issue.editable for Property Name and the value false into
Property Value and click on Add.

5. Click on Publish Draft to apply the change.

Making a field required during workflow

transition

Using field configuration to make a field required will make the field required all the time.
There are many use cases where you will only need the field to be required during certain
workflow transitions.
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Getting ready

For this recipe, we need to have the JIRA Suite Utilities add-on installed. You can download it
from the following link or install it directly using the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.googlecode.jira-suite-
utilities

How to do it...

Perform the following steps to make the Reason for Backlog field required during the Move
to Backlog transition:
1. Select and edit the Simple Workflow.
Select the Diagram mode.
Click on the Move to Backlog global workflow transition.
Click on the Validators link from the panel on the right-hand side.

ok wnN

Click on Add validator, select the Fields Required validator from the list,
and click on Add.

6. Select the Reason for Backlog field from Available fields and click on Add >>.
This will add the selected field to the Required fields list:

Update parameters of the 'Fields Required' Validator for this transition.

Update parameters of the 'Fields Required' Validator for this transition.

Fields required for this transition: Available fields: Required fields:
Comment Reason for Backl
Compenent/s
Description
Due Date

Environment

Fix Version/s
Labels

Last Viewed
Original Estimate
Priority b

.

s By P Y
Add == << Remove

Update | Cancel

7. Click on the Add button to complete the validator setup.
8. Click on Publish Draft to apply the change.

(7]
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After you have added the validator, if you try to execute the Move to Backlog transition
without specifying a value for the Reason for Backlog field, JIRA will prompt you with an
error message as shown in the following screenshot:

Move to Backlog

Assignee | 7} Patrick Li -

Reason for Backlog

Reason for Backlog is required

Comment

B (@ o'~ Viewable by All Users

Move to Backlog = Cancel

Creating custom workflow transition logic

In previous recipes, we have looked at using workflow conditions, validators, and post
functions that come out of the box with JIRA and from other third-party add-ons.

In this recipe, we will take a look at how to use scripts to define our own validation rules for
a workflow validator. We will address a common use case, which is to make a field required
during a workflow transition only when another field is set to a certain value.

So, our validation logic will be as follows:

» If the Resolution field is set to Fixed, the Solution Details field will be required

» If the Resolution field is set to a value other than Fixed, the Solution Details field
will not be required

(&)
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Getting ready

For this recipe, we need to have the Script Runner add-on installed. You can download it from
the following link or install it directly using the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.onresolve.jira.groovy.
groovyrunner

You might also want to get familiar with Groovy scripting (http://groovy.codehaus.org).

How to do it...

Perform the following steps to set up a validator with custom-scripted logic:

1. Select and edit the Simple Workflow.

Select the Diagram mode.

Click on the Move to Backlog global workflow transition.

Click on the Validators link from the panel on the right-hand side.

Click on Add validator, select Script Validator from the list, and click on Add.
Now enter the following script code in the Condition textbox:
import com.opensymphony.workflow.InvalidInputException

import com.atlassian.jira.ComponentManager
import org.apache.commons.lang.StringUtils

o rwbd

def customFieldManager =
ComponentManager.getInstance () .getCustomFieldManager ()

def solutionField =
customFieldManager.getCustomFieldObjectByName ("Solution
Details")

def resolution = issue.getResolutionObject () .getName ()
def solution = issue.getCustomFieldValue (solutionField)

if (resolution == "Fixed" && StringUtils.isBlank (solution))
{

false
} else {

true

}

6. Enterthe text "You must provide the Solution Details if the
Resolution is set to Fixed."inthe Error field.

7. Select Solution Details for Field.
8. Click on the Add button to complete the validator setup.
9. Click on Publish Draft to apply the change.

s
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Your validator configuration should look something like the following screenshot:

Condition

Error
Message

Field

import com.opensympheony.workflow.InvalidInputException m
import com.atlassian.jira.ComponentManager
import org.apache.commons.lang.StringUtils

def customFieldManager = ComponentManager.getInstance().getCustomFieldManager()
def solutionField = customFieldManager.getCustomFieldObjectByName("Solution Details")

def resolution = issue.getResolutionObject().getName()
def solution = issue.getCustomFieldValue(solutionField)

if(resolution == "Fixed" && StringUtils.isBlank(selution}) {
false

} else {
true

}

Enter the condition for which this function will fire. Blank will evaluate to "true”. You can click one of the examples below, or see the wiki page for further examples.

Priority Is Major

Issue type is Defect

Reporter is current user

Has greater than two subtasks

Has custom field value equal to

Has atleast one outward duplicate link

Has one or more attachments

Current user is member of Administrators role
Reporter is in a particular group

Has atleast one PDF atiachment

Assignee changed (Workflow functions only)
Priority changed to Major (Listeners only)
Priority changed to Major (Workflow functions only)

You must provide the Solution Details if the Resolution is set to Fixed.

Error message that will be provided to the user if the condition Is not true

| Solution Details ¥ :i

Form field that the error message will appear against. Leave blank for it to appear at the top.

Once we add our custom validator, every time the Move to Backlog transition is executed,
the Groovy script will run. If the resolution field is set to Fixed and the Solution Details field is

empty,

we will get a message from the Error field as shown in the following screenshot:

[
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Resolve Issue

(D Resolving an issue indicates that the developers are satisfied the issue is finished.

Resolution” | Fixed 4@
Assignee | Y Patrick Li -
Time Spent (eg. 3w 4d 12h) ()

Date Started | 20/Jan/14 3:46 PM G

Remaining Estimate @ Adjust automatically
O Leave estimate unset

O setto (eg. 3w 4d 12h)

O Reduce by (eg. 3w 4d 12h)

Solution Details )

You must provide the Solution Details if the Resolution is set to Fixed.

Comment

Resolve = Cancel

The Script Validator works just like any other validator, except that we can define our own
validation logic using Groovy scripts. So, let's go through the script and see what it does.

We first get the Solution Details custom field via its name, as shown in the following line of
code. If you have more than one custom field with the same name, you need to use its ID
instead of its name.

def solutionField =
customFieldManager.getCustomFieldObjectByName ("Solution
Details")

&)
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We then select the resolution value and obtain the value entered for Solution Details during
the transition, as follows:

def resolution = issue.getResolutionObject () .getName ()
def solution = issue.getCustomFieldValue (solutionField)

In our example, we check the resolution name; we can also check the ID of the resolution by
changing getName () to getId ().

1
‘Q If you have multiple custom fields with the same name,

use getId ().

Lastly, we check whether the Resolution value is Fixed and the Solution Details value
is blank; in this case, we return a value of false, so the validation fails. All other cases
will return the value true, so the validation passes. We also use StringUtils.
isBlank (solution) to check for blank values so that we can catch cases when users
enter empty spaces for the Solution Details field.

There's more...

You are not limited to creating scripted validators. With the Script Runner add-on, you can
create scripted conditions and post functions using Groovy scripts.

Sharing workflows with workflow bundles

A workflow is a very complicated component in JIRA as it makes use of other components,
such as custom fields and screens. JIRA is used to provide a way for you to export your
workflows into XML, but due to the difference between systems, it is often very difficult to
import workflows into another system.

Since JIRA 5, there is a new concept called workflow bundle, which makes it possible

for people to share their workflows with others. With workflow bundles, it is much easier
to export and import workflows from one JIRA to another. So, we will take a look at how to
create a workflow bundle based on one of our own workflows.

Getting ready

For this recipe, we need to have the JIRA Workflow Sharing add-on installed. This add-on
comes bundled with JIRA, but if you do not have it installed, you can download it from the
following link or install it directly using the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.atlassian.jira.plugins.
jira-workflow-sharing-plugin

=
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How to do it...

Perform the following steps to export an existing workflow as a workflow bundle:

1.

ok 0N

6.

Navigate to Administration | Issues | Workflows.

Select the workflow you want to export.

Select the As Workflow option from the Export drop-down menu.
Click on Next.

Review and update the special instructions. JIRA will autogenerate these
instructions based on the add-ons used and the components that are stripped
away from the workflow.

Click on Export to create the workflow bundle.

Once the workflow bundle is created, you can import it into another JIRA instance using the
following steps:

1.

o o M wbd

7.

Navigate to Administration | Issues | Workflows.

Select the Import Workflow option from the Import menu.

Select the From My Computer option.

Choose the exported workflow bundle file (. jwb) and click on Next.
Give a name to the new workflow and click on Next.

Map the statuses in the workflow bundle (left-hand side column) to existing
statuses in your system (right-hand side column), or you can choose to simply create
the missing statuses as part of the import. Once they are mapped, click on Next.

Review the import summary and click on Import to start the process.

There's more...

There are many people who create custom workflows and make them available to the public.
When you import workflow bundles, you can select the From Atlassian Marketplace option
to see some of the workflows others have created and try them out.
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In this chapter, we will cover the following topics:

Creating a new user

Inviting a new user to sign up

Enabling a public user sign up

Managing groups and group memberships
Managing project roles

Managing default project role memberships
Deactivating a user

Integrating and importing users from LDAP
Integrating with LDAP for authentication only
Integrating with Atlassian Crowd

Integrating with another JIRA instance for user information
Enabling JIRA as a user repository

Setting up single sign-on with Crowd

Setting up a Windows domain single sign-on
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Introduction

User management is often one of the most tedious and yet important aspects of any system.
It lays the foundation for many other system functions, such as security and natifications.

In this chapter, we will look at the different options to create user accounts in JIRA and also
how to manage users with groups and project roles. We will also look at how to integrate
JIRA with external user management systems such as LDAP for both authentication and
user management. Lastly, we will also cover how to make JIRA participate in various single
sign-on environments.

Creating a new user

In order to access and use JIRA, you need to be a valid user. Normally, while using the
built-in JIRA user management feature, users are created and stored in the JIRA database.
In this recipe, we will look at how to create new user accounts in JIRA.

How to do it...

Proceed with the following steps to create a user account in JIRA:

1. Log into JIRA as a JIRA administrator.

2. Navigate to Administration | User Management | Users.
3. Click on the Create User button.

4. Fill in the new user details and click on Create.

Field Value

Username This is a unique identifier for the user. This is what the user will
use to log in to JIRA. You can use formats such as firstname.
lastname or the user e-mail to ensure unigueness.

Since JIRA 6, the username can be changed after it is set.

Password This is the password for the user to authenticate. You need to
leave this blank for JIRA to generate a random password.

Confirm This is to repeat the password.

Full Name This is the full name of the user.

Email This is the e-mail address of the user.

Send Notification Email This sends an e-mail to the user (based on the Email field) with a

link to reset their password.

This requires JIRA to have an outgoing mail server setup.
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The previous fields in the table will create a normal user account. By default, the user will

be added to the jira-users group. If you have set up other groups for the JIRA Users global
permission, then the new user will be added to those groups. The following screenshot shows
a normal user account:

Create New User

(D) There are currently 101 total user(s) set up in JIRA, of which 101 are
active and count towards your license limit.

*
Username

Password

If you do not enter a password, one will be generated
automatically.

Confirm
Full Name"

ok
Email

[ Send Notification Email

Send an emall to the user you have Just created, which will
allow them to set up their password (If applicable).

Create = Cancel

Inviting a new user to sign up

In the previous recipe, Creating a new user, we looked at how JIRA administrators can
manually create a new user account. This process requires the administrator to fill in all the
user information, including the username and password. Another option is to invite the users
to sign up and create their accounts on their own.

Getting ready

Since we will be sending out invitation e-mails to users, we need to make sure JIRA has been
configured with an outgoing mail server. We also need to have a valid e-mail address for each
of the users we want to invite. When the user signs up with the invitation, the account will be
created with the same e-mail.

]
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How to do it...

Proceed with the following steps to invite users to sign up and create their own accounts:

1. Navigate to Administration | User Management | Users.
2. Click on the Invite Users button.

3. Enter the e-mail addresses for people you want to invite. You can invite more than
one person by entering multiple e-mail addresses separated by a comma.

4. Click on the Send button to send out invitation e-mails, as shown in the
following screenshot:

Invite Users

(i) You can invite new users to sign up by entering their email addresses
below. An invitation will be sent to each email address. Only the
recipient of the invitation will be able to sign up.

Email Addrassas*

A

Enter each emall address on a new line or separate addresses
using commas.

Mote, you cannot invite users by sending an invitation to a malling
list.

Send @ Cancel

JIRA will send out an invitation e-mail to each invited user, which is similar to the one shown
in the following screenshot. The e-mail will contain the Sign Up link, which will expire after
seven days. If the invited user has not signed up within the time period, a new invitation
needs to be sent.

5]
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. Patrick Li has invited you to use JIRA

Company JIRA

JIRA is the project tracker for teams building great software. Sign up now to track
your issues and tasks, collaborate with your team, and stay on top of project activity.

Enabling a public user sign up

In the previous recipes, we looked at how to manually create new user accounts and invite
users to create new accounts. These are the two options JIRA administrators have when your
JIRA instance is used internally.

However, if your JIRA is set up to be used by the public, such as a support system, you would
want to let your customers to freely sign up for a new account, rather than having them to wait
for the administrator to manually create each account.

How to do it...

Proceed with the following steps to enable a public user sign up:

1. Navigate to Administration | System | General Configuration.
2. Click on the Edit Settings button.
3. Set the Mode option to Public and click on Update.

JIRA can operate in two modes, public and private. In the private mode, only the administrator
can create new user accounts; for example, you can use the private mode for JIRA instances
that are used by internal engineering teams to track their projects, as shown in the

following screenshot.

i
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The public mode allows anyone to sign up for new accounts. The new accounts created will
have normal user permissions (JIRA Users global permission), so they will be able to start
using JIRA immediately.

Welcome to Your Company JIRA

Username

Password
[ Remember my login on this computer

Not a member? Sign up for an account.

Log In | Can't access your account?

To help prevent spammers, JIRA comes with the CAPTCHA challenge-response feature to make
sure there is a real person signing up for a new account and not an automated bot. To enable
the CAPTCHA feature, proceed with the following steps:

1. Navigate to Administration | System | General Configuration.

2. Click on the Edit Settings button.

3. Set the CAPTCHA on signup option to On and click on Update.
Once you have enabled CAPTCHA, the Sign up form will include a string of randomly generated

alphanumeric characters that must be typed in correctly for a new account to be generated,
as shown in the following screenshot:




Chapter 4

Sign up

¥
Full Name
L

Email

+
Username
*

Password

Confirm Password”

Please enter the word as shown below

Obgt] ”

Signup | Cancel

Managing groups and group membership

Groups are a common way of managing users in any information system. While groups are
usually based on positions and responsibilities within an organization, it is important to note
that groups simply represent a collection of users. In JIRA, groups provide an effective way to

apply configuration settings to users, such as permissions and notifications.

Groups are global in JIRA—this means if you belong to the jira-administrators group, you will

always be in that group regardless of the project you are accessing.

In this recipe, we will look at how to create a new group and add users to it.
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How to do it...

Proceed with the following steps to create a new group:

1. Navigate to Administration | User Management | Groups.
2. Enter the new group's name under the Add Group section.
3. Click on the Add Group button.

Proceed with the following steps to add users to a group:

1. Navigate to Administration | User Management | Groups.
2. Click on the Edit Members link for the group you want to manage.

3. Type in the usernames for the users you want to add to the group. You can click on
the select user icon and use the user picker to find your users.

4. Click on the Add selected users button to add users to the group, as shown in the
following screenshot:

Groups

Bulk Edit Group Members

This page allows you to edit the user memberships for each group.
You can add to and remove users from multiple groups at a time. When selecting multiple groups please note:

+ All the common users in the selected groups are displayed under the 'All"' label and the remaining disparate
users are displayed under the label with its group name.

« Removing Users - Removing user(s) listed in the 'All' section will remove the selected user(s) from all of
the selected groups. However if user(s) are selected under a specific group name(s), the selected user(s)
will be removed from the group its listed under.

« Adding Users - All user(s) to be added are added to all of the selected group(s).

Step 1: Select group(s) to edit and refresh the members list
Step 2: Select users to leave OR join the selected group(s) and click on the corresponding button

Selected 1 of 3 Groups 1 Group Member(s) Add members fo selected group(s)
jira-administrators Jira-administrators john,michael
jira-developers patrick
jira-users

oA

Begin typing to find users,

Add selected users

Remove selected users
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There's more...

By editing the group's membership directly, you can add and remove multiple users to and
from a group in one go. However, sometimes you only need to update a single user's group
membership; in these cases, you might find it easier to manage this edit option via the user's
group membership interface. Proceed with the following steps to edit user groups:

1. Navigate to Administration | User Management | Users.

2. Click on the Groups link for the user you want to manage.

3. Select the group you want to join. You can choose multiple groups by holding down
the Shift or Ctrl key while selecting.

4. Click on the Join selected groups button to add users to the group as shown in the
following screenshot:

Edit User Groups

Available Groups Current Groups
jira-administrators jira-developers
jira-users
Join selected groups Leave selected groups

Cancel

Managing project roles

In the previous chapters, we have looked at how to use groups to manage multiple users in
JIRA. One limitation of using groups is that groups are global in JIRA. This means if a user is in
a group, then that user is included for all projects in that group.

In real life, this is often not the case; for example, a user is a manager in a project. He/she
may not be a manager in a different project. This becomes a serious problem when it comes
to configuring permissions and notifications.

[55]-
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So, to address this limitation, JIRA provides us with project roles. Project roles are similar
to groups; the only difference being that the membership of a project role is defined at the
project level.

How to do it...

JIRA comes with three project roles out of the box: Administrators, Developers, and Users.
So, we will first look at how to create a new project role.

Proceed with the following steps to create a new project role:

1. Navigate to Administration | User Management | Roles.
2. Enter the new project role's name and description.
3. Click on the Add Project Role button.

Just like groups, project roles themselves are global in JIRA,
i but their memberships are local to each project.

Project Role Browser @

You can use project roles to associate users and/er groups with specific projects. The table below shows all the project
roles that are available in JIRA. Use this screen to add, edit and delete project roles. You can also click View Usage' to
see which projects, permission schemes and notification schemes are using project roles.

Project Role Description Operations

Name

Administrators A project role that represents View Usage - Manage Default Members
administrators in a project - Edit - Delete

Developers A project role that represents developers  View Usage - Manage Default Members
in a project - Edit - Delete

Users A project role that represents users in a View Usage - Manage Default Members
project - Edit - Delete

Add Project Role

Name project Manager

Description [ preject role that represents the PM in a project

Add Project Role
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Once the project role has been created, we can start adding users and groups to the
concerned role for each project. To add a new user and/or group to a project role, proceed
with the following steps:

1. Navigate to the target project.

2. Click on the Administration tab and select Roles.

3. Hover over the new project role and select either Add User or Add Group.

4

Select the user and/or group and click on Update as shown in the
following screenshot:

g)‘(g Roles

JIRA enables you to allocate particular people to specific roles in your project. Roles are used when defining other settings, like
notifications and permissions.

« Project Lead: F4 Patrick Li &
o Default Assignee: Unassigned #

Project Roles Users Groups

Administrators a jira-administrators

Developers a jira-developers

Managers Patrick Li % jira-administrators * Update = Cancel

Begin typing to find users.
Begin typing to find groups.

Users @ jira-users

Managing default project role memberships

Project role memberships are defined per project. However, there are cases where certain
users or groups need to be members of a given project role by default. In fact, JIRA has the
following default members out of the box:

» Administrators: These consist of jira-administrators
» Developers: These consist of jira-developers
» Users: These consist of jira-users
With the default members, users are automatically added to the project role when a

new project is created; this greatly reduces the amount of manual work required from
a JIRA administrator.
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How to do it...

Proceed with the following steps to define the default membership for project roles:

1. Navigate to Administration | Issues | Roles.

2. Click on the Manage Default Members link for the project role you want to configure.
3. Click on the Edit link of the Default Users column to add users to the project role.
4

Click on the Edit link of the Default Groups column to add groups to the project role,
as shown in the following screenshot:

Edit Default Members for Project Role: Administrators @

The table below shows the default members (i.e. users, groups) for a project role.

NOTE: When a new project is created, it will be assigned these 'default members' for the ‘Administrators' project role.
Note that ‘default members' apply only when a project is created. Changing the 'default members' for a project role will
not affect role membership for existing projects.

* Return to Project Role Browser

Default Users Default Groups

Patrick Li Edit jira-administrators Edit

Once you have assigned users and groups as the default members of a project role, any newly
created project will have those users and groups added to the role. A good practice is to use
groups for the default project role membership, as a user's role and responsibilities are likely
to change over time.

It is important to note that the changes to the default membership will not be retrospectively
applied to existing projects.

Deactivating a user

Once a user has created an issue or comment, JIRA will not allow you to delete the user. In
fact, deactivating a user is usually a better approach than deleting the user completely. Once
the user is deactivated, the user cannot log in to JIRA, and this will not count towards your
license count.
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You cannot deactivate a user when you are using external user management
systems such as LDAP or Crowd from JIRA. You need to do so from the user
' management system of the source.

How to do it...

Proceed with the following steps to deactivate a user:

1. Navigate to Administration | User Management | Users.
2. Click on the Edit link for the user to deactivate.

3. Uncheck the Active option.

4. Click on the Update button to deactivate the user.

Deactivated users will not be able to log in to JIRA and will have the (Inactive) option displayed
next to their name.

Integrating and importing users from LDAP

By default, JIRA manages its users and groups internally. Most organizations today often use
LDAP such as Microsoft Active Directory (AD) for centralized user management, and you can
integrate JIRA with LDAP. JIRA supports many different types of LDAP, including AD, OpenLDAP,
and more.

There are two options to integrate JIRA with LDAP. In this recipe, we will explore the first
option by using an LDAP Connector, and we will look at the second option in the next recipe,
Integrating with LDAP for authentication only.

Getting ready

For this recipe, you will need to have an LDAP server up and running. You need to make
sure that the JIRA server is able to access to the LDAP server and there are no glitches; for
example, it is not blocked by firewalls.

At a minimum, you will also need to have the following information:

» The host name and port number of the LDAP server.
» The Base DN to search for users and groups.

» The credentials to access the LDAP server. If you want JIRA to be able to make
changes to LDAP, make sure the credentials have write permissions.
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How to do it...

Proceed with the following steps to integrate JIRA with an LDAP server:

1.
2.

Navigate to Administration | User Management | User Directories.

Click on the Add Directory button and select either Microsoft Active Directory or
LDAP for non-AD directories.

Enter the LDAP server, schema, and permission settings. Refer to the following table
for more details.

Click on the Quick Test button to validate JIRA's connectivity to LDAP.
Click on the Save and Test button if there are no issues connecting to LDAP.

Type in a username and password to run a quick test. While doing this, make
sure JIRA is able to connect to LDAP, find the user and retrieve the user's group
information, and lastly, is able to authenticate against LDAP.

Server Settings Description
Name This is an identifier for the LDAP server.
Directory type This selects the type of the LDAP server, for example,

Microsoft Active Directory. JIRA will automatically fill in the
user and group schema details based on the type selected.

Hostname This is the server where LDAP is hosted.
Port This is the port LDAP server that is listening to incoming
connections.
Use SSL This checks whether SSL is being used on LDAP.
Username This the user account that JIRA will use to access LDAP.
This should be a dedicated account for JIRA.
Password This is the password for the account.
LDAP Schema Description
Base DN This is the root node where JIRA will start the search for

users and groups.
Additional User DN This is the additional DN to further restrict a user search.

Additional Group DN  This is the additional DN to further restrict a group search.

100
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LDAP Permission Description

Read Only Select this option if you do not want JIRA to make any
changes to LDAP. This is the ideal option if everything,
including the user's group memberships, is managed
with LDAP.

Read Only, with Local Groups  This option is similar to the Read Only option, but lets you
manage group memberships locally within JIRA. With this
option, the group membership changes you make will remain
in JIRA only. This is the ideal option when you only need user
information from LDAP and want to manage JIRA-related
groups locally.

Read/Write Select this option if you want JIRA to be able to make direct
changes to LDAP, assuming that JIRA's LDAP account has the
write permission as well.

The following screenshot shows how to test the settings:

Test Remote Directory Connection @

Use this form to test the connection to OpenLDAP (Read Only) directory 'LDAP server'.

For extended testing enter the credentials of a user in the remote directory.

(© Test basic connection : Succeeded

(© Test retrieve user : Succeeded

(® Test user rename is configured and fracked : Succeeded

(@ Test get user's memberships : Succeeded, 1 groups retrieved
(© Test retrieve group : Succeeded

(© Test get group members : Succeeded, 3 users retrieved

@ Test user can authenticate : Succeeded

User name  Adan Haggart

Password  sesesss

Test Settings Edit Settings = Back to directory list
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After you have added your LDAP server as a user directory, JIRA will automatically start to
synchronize its user and group data. Depending on the size of your LDAP, it may take a few
minutes to complete the initial synchronization. You can click on the Back to directory list link
and see the status of the synchronization process.

Once the process is completed, you will be able to see all your LDAP users and groups show
up, and you will be able to use your LDAP credentials to access JIRA.

What we have just created in this recipe is called a connector. With a connector, JIRA will first
pull user and group information from LDAP and create a local cache, and then periodically
synchronize any deltas.

All authentication will be delegated to LDAP; so, if a user's password is updated in LDAP, it
will be immediately reflected when the user attempts to log in to JIRA. It is important to note
that with LDAP, users must still be in the necessary groups (for example, jira-users by default)
in order to access JIRA. So, you need to make sure that you either create a group called
jira-users in LDAP and add everyone to it, or grant the JIRA Users global permission to other
custom groups, such as all employees.

Also note that, only users who have access to JIRA will count toward your license count.

If you have a large user base in LDAP, and you only want to use LDAP for authentication, you
may want to refer to the next recipe, Integrating with LDAP for authentication only.

Integrating with LDAP for authentication

only

In the previous recipe, we have looked at how to integrate JIRA with LDAP for authentication,
users, and group management. Sometimes, you might need LDAP only for authentication, and
you want to keep the group membership separate from LDAP for easy management.

In this recipe, we will look at how to integrate JIRA with LDAP only for authentication.

Getting ready

Refer to the previous recipe, Integrating and importing users from LDAP.
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How to do it...

Proceed with the following steps to integrate JIRA with an LDAP server exclusively
for authentication:

1. Navigate to Administration | User Management | User Directories.
2. Click on the Add Directory button and select Internal with LDAP Authentication.
3. Enter the LDAP server and schema settings. Most of the parameters are identical
to creating a normal LDAP connection with a few exceptions. Refer to the following
table for details.
Click on the Quick Test button to validate JIRA's connectivity to LDAP.
5. Click on the Save and Test button if there are no issues connecting to LDAP.
Server settings Description
Copy User on Login This automatically copies the user from LDAP into JIRA
when the user first successfully logs in to JIRA.
Default Group Membership This automatically adds the user into the groups

Synchronize Group Memberships This automatically copies the user's group membership

specified here when the user first successfully logs in to
JIRA. This setting is not retrospectively applied to existing
users. This is a useful feature to ensure every user who
can log in to JIRA will be added to the necessary groups,
such as jira-users.

to JIRA when the user successfully logs in.

This authentication option is similar to the previous recipe with a number of key differences:

>

>

>

>

LDAP is only used for authentication

JIRA does not automatically synchronize the user and group information from LDAP
after the initial user login

JIRA has read-only access to LDAP
Group membership is managed inside JIRA

With this setup, every time a user first successfully logs in to JIRA, the user is copied from
LDAP to JIRA's local user repository along with the group membership (if configured to do so).
Since LDAP is only used at authentication time, with no initial overhead of synchronizing all
the user information, this option can provide better performance for organizations that need
to synchronize a large user base in LDAP.
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Integrating with Atlassian Crowd

In the previous recipe, Integrating with LDAP for authentication only, we looked at how to
integrate JIRA to an LDAP server for user and group information. Besides using LDAP, another
popular option is to use Crowd, which is available at at https://www.atlassian.com/
software/crowd/overview.

Crowd is a user identity management solution from Atlassian, and JIRA supports Crowd
integration out of the box. With Crowd, you can also set up a single sign-on option with other
Crowd-enabled applications.

Getting ready

For this recipe, you will need to have a Crowd server up and running. You need to make sure
that the JIRA server is able to access the Crowd server without any glitches, for example, it is
not blocked by firewalls.

At a minimum, you will also need to have the following information:

» The Crowd server URL
» Credentials for the registered application in Crowd for JIRA

How to do it...

Proceed with the following steps to integrate JIRA with Crowd for user management:

1. Navigate to Administration | User Management | User Directories.

2. Click on the Add Directory button and select the Atlassian Crowd option.
3. Enter the Crowd server settings. Refer to the following table for details.
4. Click on the Test Settings button to validate JIRA's connectivity to Crowd.
5. Click on the Save and Test button if there are no issues connecting to Crowd.
Server Settings Description
Name This is an identifier for the Crowd server.
Server URL This is the Crowd's server URL.
Application Name This is the registered application name for JIRA
inside Crowd.
Application Password This is the password for the registered application.
Crowd Permissions
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Server Settings Description

Read Only Select this option if you do not want JIRA to make
any changes to Crowd. This is the ideal option if
everything, including the user's group membership,
is managed with Crowd.

Read/Write Select this option to let JIRA synchronize any
changes back to Crowd.

Advanced Settings Description

Enable Nested Groups This allows groups to contain other groups as
members.

Enable Incremental This will only synchronize deltas. Enabling this

Synchronization option can help improve performance.

Synchronization Interval This determines how often (in minutes)
JIRA should synchronize with Crowd for
changes. Shorter intervals may cause
performance issues.

Refer to the Setting up single sign-on with Crowd recipe on how to take advantage of Crowd's
single sign-on capability between JIRA and other Crowd-enabled applications.

Integrating with another JIRA instance for

user information

Apart from using LDAP and Crowd, JIRA can also use another JIRA instance as a user
repository. This is a good option if you have more than one JIRA instances and do not have
either an LDAP or Crowd server but still want to centralize user management.

Getting ready

You need to have one JIRA setup to enable the JIRA User Server feature. Refer to the next
recipe, Enabling JIRA as a user repository, for more details. Make sure you also review the
limitations before deciding on using this option.
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How to do it...

Proceed with the following steps to register a new application in JIRA:

1. Navigate to Administration | User Management | User Directories.
2. Click on the Add Directory button and select the Atlassian JIRA option.

3. Enter the target JIRA server settings. Most of the parameters are identical to creating
a normal LDAP connection. Refer to the table from the previous recipe for details.

Click on the Test Settings button to validate connectivity.
5. Click on the Save and Test button if there are no issues.

Refer to the next recipe, Enabling JIRA as a user repository, for details on how to enable your
JIRA to serve other applications.

Enabling JIRA as a user repository

In the previous recipe, Integrating with another JIRA instance for user information, we looked
at how you can use another JIRA as a user repository. In fact, you can use JIRA as a user
repository for other Atlassian applications, such as Confluence.

In this recipe, we will look at how to set up JIRA so it can be used as a user repository for
other systems.

How to do it...

For an application to use JIRA as a user repository, it first needs to be registered with JIRA.
Proceed with the following steps to register a new application in JIRA:

1. Navigate to Administration | User Management | JIRA User Server.

2. Click on the Add Application button.

3. Enter the application name and password for the target application. This will be the
credentials used by target application to access JIRA.

4. Enter the IP address of the target application. JIRA will only allow connections from
the IP addresses specified here.

5. Click on the Save button to complete the registration, as shown in the
following screenshot:
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Add Application @

Application name  Confluence

Used by application to authenticate.

PBEEWD['[!} sesmsssEsEnE

Used by application to authenticate.

IP Addresses | 127.0.0.1
1

|IP addresses, one per line.

Save | Cancel

JIRA comes with an embedded version of Crowd, which has a subset of features of the
actual product.

There are three major limitations of using JIRA as a user repository than Crowd:

» There is no single sign-on support
» The JIRA user server can handle a maximum of 500 users

» The JIRA user server can handle a maximum of five applications

Setting up single sign-on with Crowd

In previous recipes, we have looked at different options for JIRA to use external centralized
user repositories, including Crowd. One of the advantages of integrating JIRA with Crowd is its
single sign-on (SSO) abilities.

Web-based applications integrated with Crowd are able to participate in an SSO environment;
so, when a user is logged in to one application, he/she will be automatically logged in to all
other applications.
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If you are looking for single sign-on in a Windows environment where users will be
automatically logged on to applications with their workstation, read the next recipe,
Setting up a Windows domain single sign-on.

Getting ready

Before you can set up SSO with Crowd, you will first need to integrate JIRA with Crowd for user
management. Refer to the Integrating with Atlassian Crowd recipe for details.

If you have already integrated JIRA with Crowd, you will need to have the following information:

>

>

>

The application name assigned to JIRA in Crowd
The password for JIRA to access Crowd

A copy of the crowd . properties file from the
<CROWD INSTALL>/client/conf directory

How to do it...

Proceed with the following steps to enable SSO with Crowd:

1.
2.
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Shut down JIRA if it is running.

Open the seraph-config.xml file located in the <JIRA INSTALL>/atlassian-
jira/WEB-INF/classes directory in a text editor.

Locate the line that contains com.atlassian.jira.security.login.
JiraSeraphAuthenticator and comment it out so it looks like the following:

<!l--
<authenticator class="com.atlassian.jira.security.login.
JiraSeraphAuthenticator"/>

-=>
Locate the line that contains com.atlassian.jira.security.login.
SSOSeraphAuthenticator and uncomment it so it looks like the following:
<authenticator class="com.atlassian.jira.security.login.
SSOSeraphAuthenticator"/>

Copy the crowd .properties file to the <JIRA INSTALL>/atlassian-jira/
WEB-INF/classes directory.

Open crowd.properties in a text editor and update the properties listed in the
following table.
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7. Start up JIRA again.

Parameter

Value

application.name
application.password

application.login.url

crowd.base.url

session.
validationinterval

This is the application name configured in Crowd for JIRA.
This the password for the application.

This is JIRA's base URL (you can get this from JIRA's General
Configurations).

This is Crowd's base URL.
This is the duration (in minutes) a Crowd SSO session will
remain valid. Setting this to O will invalidate the session

immediately and will have a performance penalty. It is
recommended to set this at a higher value.

Once JIRA has started up again, it will participate in SSO sessions in all Crowd SSO-enabled
applications, for example, if you have multiple JIRA instances integrated to Crowd for SSO,
you will only need to log in to one of the JIRAs.

Al

you make any changes.

‘Q Make sure you also have a backup copy of the file before

Setting up a Windows domain single sign-on

If your organization is running a Windows domain, you can configure JIRA so that the users are
automatically logged in when they log in to the domain with their workstations.

Getting ready

For this recipe, we will need the Kerberos SSO Authenticator for JIRA. You can get it at
http://www.appfusions.com/display/KBRSCJ/Home

You will also need to have the following set up:

» Aservice account in Active Directory for JIRA to use
» An Service Principle Name (SPN) for JIRA
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How to do it...

Setting up the Windows domain SSO is not a simple task as it involves many aspects of your
network configuration. It is highly recommended that you engage the product vendor to ensure
smooth implementation.

Proceed with the following steps to set up the Windows domain SSO:

1. Shut down JIRA if it is running.

2. Copy login.conf, krb5.conf, and spnego-exclusion.properties to the
<JIRA INSTALL>/atlassian-jira/WEB-INF/classes directory.

3. Copy appfusions-jira-seraph-4.0.0.jar and appfusions-spnego-r7_ 3.
jar tothe <JIRA INSTALL>/atlassian-jira/WEB-INF/1lib directory.

4. Open the web.xml file located in the <JIRA INSTALL>/atlassian-jira/WEB-
INF directory in a text editor.

5. Add the following XML snippet before the THIS MUST BE THE LAST FILTER
IN THE DEFINED CHAIN entry. Make sure you update the values for the
following parameters:

o For spnego.krb5.conf, use the full path to the
spnego.krb5. conf file

o For spnego.login.conf, use the full path to the
spnego.login.conf file

o For spnego.preauth.username, use the username of
the service account

o For spnego.preauth.password, use the password of
the service account

<filter>
<filter-name>SpnegoHttpFilter</filter-name>
<filter-class>net.sourceforge.spnego.SpnegoHttpFilter</filter-
class>
<init-params>
<param-name>spnego.allow.basic</param-name>
<param-value>true</param-value>
</init-param>
<init-params>
<param-name>spnego.allow.localhost</param-name>
<param-value>true</param-value>
</init-param>
<init-params>
<param-name>spnego.allow.unsecure.basic</param-name>
<param-value>true</param-value>
</init-param>
<init-params>
<param-name>spnego.login.client.module</param-name>
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<param-value>spnego-client</param-value>

</init-param>

<init-params>
<param-name>spnego.krb5.conf</param-name>
<param-value>FULL_ PATH/krb5.conf</param-values

</init-param>

<init-params>
<param-names>spnego.login.conf</param-name>
<param-value>FULL PATH/login.conf</param-value>

</init-param>

<init-params>
<param-name>spnego.preauth.username</param-name>
<param-value>SPN_USERNAME</param-values>

</init-param>

<init-params>
<param-name>spnego.preauth.password</param-name>
<param-value>SPN_ PASSWORD</param-values>

</init-param>

<init-params>
<param-name>spnego.login.server.module</param-name>
<param-value>spnego-server</param-values

</init-param>

<init-params>
<param-names>spnego.prompt .ntlm</param-name>
<param-value>true</param-value>

</init-param>

<init-params>
<param-name>spnego.logger.level</param-name>
<param-value>l</param-value>

</init-param>

<init-params>

<param-name>spnego.skip.client.internet</param-name>
<param-value>false</param-value>

</init-param>

</filters>

Add the following XML snippet before the Login entry:
<filter-mappings
<filter-name>SpnegoHttpFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

Open the seraph-config.xml file located in the <JIRA INSTALL>/atlassian-
jira/WEB-INF/classes directory in a text editor.
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8. Locate the line that contains com.atlassian.jira.security.login.
JiraSeraphAuthenticator and comment it out so it looks like the following:

<!l--

<authenticator class="com.atlassian.jira.security.login.
JiraSeraphAuthenticator"/>

-->

9. Add the following XML snippet below the line that's been commented out:

<authenticator class="com.appfusions.jira.SeraphAuthenticator" />

10. Restart JIRA.
11. Add your JIRA's URL to the Local Intranet Zone in your browser.

. After JIRA is restarted, you should be auto-logged in every time
~‘Q you are logged onto the Windows domain.

Make sure you also have a backup copy of the file before
making any changes.
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In this chapter, we will cover:

» Granting access to JIRA

» Granting JIRA System Administrator access

» Controlling access to a project

» Controlling access to JIRA issue operations

» Setting up issue-level permissions

» Restricting access to projects based on reporter permissions
» Setting up password policies

» Capturing electronic signatures for changes

» Changing the duration of the remember me cookies

» Changing the default session timeout

Introduction

Security is one of the most important aspects of any information system. With JIRA, this
includes managing different levels of access and making sure the information can only
be accessed by authorized users.

In this chapter, we will cover the different levels of access control in JIRA. We will also
cover other security-related topics, including enforcing password strength and capturing
and auditing changes in JIRA for regulatory compliance.
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Granting access to JIRA

By default, normal users (non-administrators) need to be in the jira-users group to log in to JIRA.
Often, as your JIRA grows, it is not feasible to have everyone in the jira-users group; for example,
you might have one group for all internal employees and another group for consultants and
contractors. In this case, you will need to grant permission to both the groups so that they can
log in to JIRA.

In this recipe, we will be creating a new custom field from the default selection: a single select
list custom field.

How to do it...

Proceed with the following steps to grant JIRA access to a group:

1. Log into JIRA as a JIRA administrator.
2. Navigate to Administration | User Management | Global Permissions.

3. Select the JIRA Users option for the Permission select list and select the group
you want to grant access to.

4. Click on Add, and this will allow users in the selected group to access JIRA.

JIRA Users  jira-users

Ability to log in to JIRA. They are a 'user'. Any new users created will automatically join View Users - Delete

these groups, unless those groups have JIRA System Administrators or JIRA

Administrators permissions. jira-users groups is granted

this permission by default

Note: All users need this permission to log in to JIRA, even if they have other permissions.

The JIRA Users global permission allows users to log in to JIRA. When a user is created in JIRA,
he or she will be automatically added to all groups that have this permission, unless the group
also has a JIRA Administrator or JIRA System Administrators global permission. It is important
to pay attention to what groups you add here so that users will not be automatically added to
the groups they don't belong to.

Users with JIRA Administrators and JIRA System Administrators global
A permissions can also log in to JIRA.
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There's more...

Users in the groups that have the JIRA Users global permission (also JIRA Administrators and
JIRA System Administrators; see the next recipe) will count towards your license limit.

Granting JIRA System Administrator access

In the previous recipe, we looked at how to grant access to JIRA to a normal user. In this
recipe, we will look at how to grant users with administrator access. Just like granting user
access, you can only grant administrator access to a group of users.

How to do it...

Proceed with the following steps to grant a group administrator access in JIRA:

1. Navigate to Administration | User Management | Global Permissions.

2. Select the JIRA System Administrators option for the Permission select list and
select the group you want to grant access to, as shown in the following screenshot:

JIRA System Administrators « jira-administrators
Ability to perform all administration functions. There must be at least one group with this View Users - Delete
ermission. . .
P jira-administrators group is granted both
Note: People with this permission can always log in to JIRA. permissions by default
JIRA Administrators e jira-administrators
Ability to perform most administration functions (excluding Import & Export, SMTP View Users - Delete

Configuration, etc.).

Note: People with this permission can always log in to JIRA.

There are two levels of administrator access in JIRA: JIRA Administrator and JIRA System
Administrator. For the most part, they have identical functions when it comes to JIRA
configurations such as custom fields and workflows. JIRA System Administrators have
additional access to system-wide application configurations such as the SMTP mail server
configuration, installing add-ons, and updating JIRA licenses.

Out of the box, the jira-administrators group has both JIRA Administrator and JIRA
System Administrator global permissions. If you want to distinguish between the two
different levels of administration, you can create two separate groups and grant them
with different permissions.
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Controlling access to a project

In the previous recipes, we looked at how to use global permissions to control JIRA access and
administrator-level access. In this recipe, we will look at how to control project-level permissions,
starting with access to projects.

Getting ready

To control project-level access, we use permission schemes. JIRA comes with a Default
Permission Scheme, which is applied automatically to all projects. You can use this scheme
and update its permission settings directly. For this recipe, we will start with creating a new
permission scheme to illustrate how to create a new scheme from scratch. If you want to just
use the default scheme, you can skip the first three steps.

How to do it...

We first need to create a new permission scheme, which can be done with the following steps:

1. Navigate to Administration | Issues | Permission Schemes.

2. Click on the Add Permission Scheme button.

3. Enter the new scheme's name and click on Add.
With the permission scheme created, we then need to grant permissions to users,
namely the Browse Projects permission that controls access to projects.

4. Click on the Permissions link for the new permission scheme.

5. Click on the Add link for the Browse Projects permission.

6. Select the permission type to apply; for example, if you want to limit access to only
members of a group, you can select the Group option to select the target group and
click on Add:
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Add New Permission @

Permission Scheme: Default Permission Scheme

Please select the type of permission you wish to add to this Permission Scheme

Permissions |[Administer Projects m

Browse Projects Browse Project permission controls
View Development Tools

View Read-Only Workflow who can access the project
Create lssues

Edit Issues .
Schedule lssues 1

(Select the permissions that you want to assign).

O Reporter members of jira-

® Group (iira-developers 3 developers group wi
) _ have access

() Single User a8

Start typing to get a list of possible matches.

() Project Lead

() Current Assignee

O User Custom Field Value [ Choose a custom field [4]

() Project Role | Choose a project role | :i

O Group Custom Field Value | Choose a custom field [%]
Add Cancel

We can grant permissions to multiple users and groups, and once finished, we can apply the
permission scheme to the project we want:

1. Go to the project you want to apply the permission scheme to and click on
the Administration tab.

2. Select the Permissions option on the left-hand side, and click the Use a different
scheme option from the Actions menu.

3. Select the new permission scheme and click on Associate.

Permission schemes define project-level permissions. Unlike global permissions, which can
only be granted to groups, these can be granted to specific users, groups, project roles, and
more. Once configured, you can apply the scheme to individual projects. This way, different
projects can have different permission schemes to suit their needs.
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Controlling access to JIRA issue operations

In this recipe, we will look at permissions that control issue operations.

Getting ready

Just as we saw in the previous recipe, you can either use an existing permission scheme or
create a new permission scheme. For this recipe, we will continue working with the permission
scheme we have created previously.

How to do it...

Proceed with the following steps to set up permission schemes for issue operations:

1. Go to the project you want to apply the project scheme to and click on
the Administration tab.

2. Select the Permissions option on the left-hand side, and click on the Edit
Permissions option from the Actions menu.

3. Click on the Add link for permissions you want to update such as Create
Issue and Edit Issue. Issue-related permissions are grouped under the Issue
Permissions heading.

4. Select the permission type to apply and click on Add.

1
‘\Q You can select multiple permissions at once by holding down

your Shift or Ctrl key while selecting.

If in doubt or if you have users reporting permission-related issues, you can always use the
Permission Helper tool (shown in the following screenshot) to check your configurations. All
you have to do is enter the user's username, select an issue that is in the project, choose

the type of permission, and click on Submit. The tool will go through your permission
configurations and display a report that explains what is required for the selected permission,
S0 you can work out why the user has or does not have the selected permission.
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Permission Helper

Discover why a user does or does not have certain permissions...

User X Patrick Li
Begin typing to find a user, leave blank for Anonymous user
Issue  [#] HUMM-1 - Test issue security A
Begin typing to find an issue
Permission | Browse Projects 7

Begin typing to find a permission or press down to see all

Permission name: Browse Projects
User: Patrick Li
Project: Project Hummingbirds
Permission scheme: Default Permission Scheme
Issue: HUMM-1

Status: @@ Patrick Li has the 'Browse Projects’ permission

Status Summary Details
(] Issue Security Patrick Li is in security level Reporter and Assignee Only
Q Project Role Patrick Li is a member of the Users project role

Submit = Close

Setting up issue-level permissions

When you have a mixed group of users such as internal employees and outside consultants
working on the same JIRA project, there will be issues with sensitive information that should
only be viewed by internal employees. In these cases, you would want to mark those issues

as internal only so other people cannot see them.

In this recipe, we will look at how to set up permissions to control access at issue level with
issue security schemes.
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How to do it...

The steps for setting up issue-level permissions are as follows:

1. Since JIRA does not come with any default issue security schemes, the first step is to
create a new one from scratch:

1. Navigate to Administration | Issues | Issue Security Schemes.
2. Click on the Add Issue Security Scheme button.
3. Enter the new scheme's name and click on Add.
2. The second step is to set up the security levels you can choose from, such as Internal
Users Only:
1. Click on the Security Levels link for our new issue security scheme.
2. Enter the name for each security level and click on the Add Security
Levels button.

The following screenshot shows three existing security levels. You add a new security
level from the form at the bottom:

Security Level Users / Groups / Project Roles Operations
Internal Users Only « Group (jira-users) (Delete) Add
o ) - Default
existing security levels . Delete
Internal and External Users « Group (jira-users) (Delete) Add
« Group (consultants) (Delete) - Default
« Group (contractors) (Delete) - Delete
Reporter and Assignee Only « Reporter (Delete) Add
« Current Assignee (Delete) - Default
- Delete
Add Security Level @
Add a new security level by entering a name and description below. _
create a new security level
Name
Description
Add Security Level

120




Chapter 5

M You can also click on the Default link to make a security level
Q default. This will preselect the default security level while
creating new issues in projects using the issue security scheme.

After we have set up the security levels, the third step is to grant users access to
each of the security levels you have defined:

1. Click on the Add link for the security level you want to set up the user
access for.

2. Select the permission option and click on the Add button.

The following screenshot displays the different options you have while granting
security levels:

Add User/Group/Project Role to Issue Security Level
Issue Security Scheme: Default Issue Security Scheme
|ssue Security Level: Internal Users Only
Please select a user or group to add to this security level.
This will enable the specific users/groups to view issues for projects that:
= are associated with this Issue Security Scheme and
« have their security level set to Internal Users Only
() Reporter
# Group | jira-users -#]
() Single User &
() Project Lead
() Current Assignee
() User Custom Field Value | Choose a custom field |+ ]
) Project Role | Cheoose a project role | ¢]
() Group Custom Field Value | Choose a custom field | t]
A Reporter (show only projects
" with create permission)
Add Cancel
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4. Now that we have all the security levels set up, the last step is to apply the issue
security scheme to our project:

1. Go to the project you want to apply the issue security scheme to and click on
the Administration tab.

2. Select the Issue Security option on the left-hand side, and click on the
Select a scheme option from the Actions menu.

3. Select the new issue security scheme and click on Next.

4. If the project is not empty, JIRA will ask you to select a default security level for
all the issues. You can select the None option so that all issues will remain as
is, or you can select a security level that will be applied to all issues.

5. Click on the Associate button and the issue security scheme will now be
applied to the project:

Associate Issue Security Scheme to Project

Step 2 of 2: Associate any issues in this project that previously had their security level set, with a security level from
the new scheme.

Selecting a new level will change the security level of all the affected issues to be the newly selected security level

Security Levels for Security Levels for Test
select default security level

o apply

None (1 affected Issues) | None

Associate Cancel

The issue security scheme allows you to control who can access individual issues based on
the security levels set. Issues with a security level can only be viewed by those who meet the
criteria. Note that subtasks will inherit security levels from their parent issues.

Once we have applied the issue security scheme to a project, users with the Set Issue
Security permission will be able to select a security level while creating and editing issues,
as shown in the following screenshot.

1
‘\Q If you do not see the Security Levels field, make sure the field is added to

the screen and you have the Set Issue Security permission.
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It is also worth mentioning that you can only select security levels that you belong to.
For example, if there are two security levels, A and B, security level A is granted to the
jira-administrators group and security level B is granted to the jira-users group. Now,
as a member of the jira-users group, you will only be able to select security level B.

Create Issue ‘ % Configure Fields ~
Project' 4 Project Hummingbirds 4
Issue Type* New Feature = @
Summary*
Security Level v None HO

Internal Users Only F

MW Internal and External Users

Reporter and Assignee Only
Due Date [T

Component/s None
Affects Version/s None
Fix Version/s None

Assignee 7] Automatic -

Assign to me

Reporter” | A Patrick Li

Start typing to get a list of possible matches.
Environment

() Create another | Create = Cancel

For a user who meets the criteria for the selected security level, he or she will be able to
view the issue normally. However, if a user who does not meet the criteria tries to view the
issue, he or she will get a permission violation error, as shown in the following screenshot:

Permission Violation

It seems that you have tried to perform an operation which you are not permitted to perform.

If you think this message is wrong, please contact your JIRA administrators.




JIRA Security

Restricting access to projects based on

reporter permissions

As we have seen in one of the previous recipes, the Browse Projects permission controls who
can access a project in JIRA. In this recipe, we will set up permissions so that users can only
see projects they can create issues in and not the projects they cannot.

Getting ready

Since we will be making direct changes to a JIRA system file, make sure you create backups
for any modified files. This recipe will also require a restart of JIRA, so plan this during a time
slot that will not affect your users.

How to do it...

To restrict access to projects based on who can or cannot report criterion, you will first need to
enable a special permission type:

1. Openthe permission-types.xml file from the <JIRA INSTALL>/atlassian-
jira/WEB-INF/classes directory in a text editor.

2. Locate the following lines and uncomment the reportercreate permission type:

<!-- Uncomment & use this permission to show only projects where
the user has create permission and issues within that where they
are the reporter. --»>

<!-- This permission type should only ever be assigned to the
"Browse Projects" permission. -->

<!-- Other permissions can use the "reporter" or "create"
permission type as appropriate. -->

<l--
<type id="reportercreate" enterprise="true"s>

<class>com.atlassian.jira.security.type.
CurrentReporterHasCreatePermission</class>

</type>

-->

3. Restart JIRA for the changes to apply.
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Once the reportercreate permission type is enabled, there will be a new Reporter tab
(which shows only projects with create permissions) while working with permission schemes,
as shown in the following screenshot. Projects with permission schemes that use this option for
the Browse Projects permission can only be viewed by users who can create issues in them.

Add New Permission @
Permission Scheme: Default Permission Scheme

Please select the type of permission you wish to add to this Permission Scheme

Permissions |Administer Projects
Browse Projects

View Development Tools
View Read-Only Workflow
Create Issues

Edit Issues

Schedule Issues

(Select the permissions that you want to assign).

) Reporter
) Group | Anyone :
) Single User o4
Start typing to get a list of possible matches.

) Project Lead

) Current Assignee

) User Custom Field Value | Choose a custom field 4 |
) Project Role | Choose a project role % |
) Group Custom Field Value | Choose a custom field 4 |

_) Reporter (show only projects
with create permission) — new permission types

) Assignee (show only projects
with assignable permission)

Add Cancel

The reportercreate permission type will check whether the current user has permission
to create issues in a given project. This is different than the default reporter or the current
reporter permission type, which will make the project visible to all users.

Also, take note that this permission should only be applied to the Browse Projects permission.
If applied to other permissions, especially the Create Issues permission, it will cause JIRA to go
into an infinite loop, and this is the reason why this permission type is disabled by default.
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There's more...

There is also a similar Assignee (show only projects with assignable permission) permission
type, which can be enabled in the permission-types.xml file. Similar to the reporter
equivalent, this permission type will check whether users can be assigned issues in the
project. Just like the reporter permission type, this should only be applied to the Browse
Projects permission:

<!-- Uncomment & use this permission to show only projects where the
user has the assignable permission and issues within that where they
are the assignee -->

<!-- This permission type should only ever be assigned to the "Browse
Projects" permission. -->

<!-- Other permissions can use the "reporter" or "create" permission
type as appropriate. -->

<l--

<type id="assigneeassignable" enterprise="true"s> <class>com.
atlassian.jira.security.type.CurrentAssigneeHasAssignablePermission</
class>

</type>

-->

Setting up password policies

By default, JIRA allows you to create a password of any combination and length. For security,
organizations often need to have password policies such as password length and complexity
to strengthen the passwords and make them difficult to guess.

In this recipe, we will look at how to set up password policies in JIRA to define the strength
of passwords.

How to do it...

Proceed with the following steps to enable and configure the password policy settings:

1. Navigate to Administration | User Management | Password Policy.

2. Select from one of the predefined policy settings, or select the Custom option
and configure the settings yourself.
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3. Click on the Update button to enable the password policy, as shown in the

following screenshot:

Chapter 5

Password Policy

! The password policy is currently disabled.

() Disabled: Allow all passwords

() Basic: Reject very weak passwords (7)

() Secure: Require stronger passwords ()

(¢) Custom: Use your own settings
Password Length
Minimum Length

Maximum Length

Character Variety @

Minimum Uppercase
Minimum Lowercase
Minimum Digits
Minimum Special

Combination

Similarity Checks (?

Old Password

User Information

64

At least 3 types

Strict

Lenient

pre-defined policies

@

«

<«

Update

®
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With the password policy configured, every time someone tries to create a new password,
JIRA will make sure the new password satisfies the policy rules. If it does not, error messages
will be displayed with information on the requirements, as shown in the following screenshot:

Change Password

Current Password™ | sssssss

New PESSW'OFG* bbb

The new password must satisfy the password policy.

« The password must have at least 10 characters.

+ The password must contain at least 1 special
character, such as &, %, ™, or E.

« The password must contain at least 3 different
kinds of characters, such as uppercase letters,
lowercase letters, numeric digits, and punctuation
marks.

Confirm Password™ | sssses

Update = Cancel

There's more...

Apart from the built-in password policy feature, there is also a third-party add-on called
password policy, which provides features such as password age and user account locking.
You can get the add-on from the following link:

https://marketplace.atlassian.com/plugins/com.intenso.jira.plugins.
password-policy
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After you have installed the add-on in JIRA, there will be a new Password Policy section in
Add-ons under Administration. Click on the Configure link and you will be able to set your
password policy, as shown in the following screenshot:

1
‘\Q You need to disable the default password policy feature to

use this add-on.

Password Policy Configuration
Password policy ON
Password age 30 days
Password history 10 last passwords remembered

Password length  minimum is 8 and maximum is 250

Password character characteristics
Password character characteristics is ON
Character characteristics 3
Digit characters 1
Non-alphanumeric characters 1
Uppercase characters 1

Lowercase characters 1

Password expiration notifier

Enable password expiration notifier NO

User account locking

User account locking enabled NO

Change password screen
JIRA System Administrator can skip password change YES

User group excluded from password policy
age and account locking
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Capturing electronic signatures for changes

Organizations that have strict regulation requirements often need to capture electronic
signatures as issues move along the workflow for future auditing purposes. This is often a
part of the CFR Part 11 compliance.

In this recipe, we will look at how to enforce and capture e-signatures when someone tries
to transition an issue through the workflow.

Getting ready

For this recipe, we need to have the CFR Part 11 E-Signatures add-on installed. You can
download the add-on from the following link:

http://www.appfusions.com/display/PRT11J/Home

How to do it...

To start capturing electronic signatures, we first need to create an Electronic Signature
custom field:

1. Navigate to Administration | Issues | Custom Fields.

2. Click on the Add Custom Field button and select the Advanced tab.
3. Choose the Electronic Signature custom field type and click on Next.
4

Name the custom field E-Signatures and click on Next, as shown in the
following screenshot.
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5. Select a screen to place the custom field onto. For example, if you want to capture
signatures when users resolve an issue, you will need to select the screen used for
the Resolve Issue transition.

6. Click on the Update button.

Select a Field Type Q Search
All A g

Electronic Signature
Standard No field preview | Captures and validates user electronic signature.
Advanced

Group Picker (multiple groups)
No field preview Choose multiple user groups using a popup picker window.

Group Picker (single group)
No field preview Choose a user group using a popup picker window.

Hidden Job Switch
No field preview Hidden switch programmatically set whether or not to create a
Perforce job.

Job Checkbox
No field preview | Checkbox to choose whether or not to create a Perforce job.

€ Find More Custom Fields m Cancel
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Once you have created an Electronic Signature custom field and added it onto a screen, such
as the Resolve Issue screen, it will be displayed as two text fields: one for the username and
one for the password. The workflow transition can only be completed when the user signs the
action by putting in his or her username and password, as shown in the following screenshot:

Resolve Issue

( Resolving an issue indicates that the developers are satisfied the issue is finished.

Resolution” = Fixed 1 ®

Fix Version/s None

Assignee A Patrick Li -
Time Spent | 1d (eg. 3w 4d 12h) @D

Date Started | 3/Feb/14 04:36 PM [E

Remaining Estimate (o) Adjust automatically

(U Leave estimate unset

U Setto (eg. 3w 4d 12h)
*’ Reduce by (eg. 3w 4d 12h)
Electronic Signature”  patrick Username
cesescccne Password

The supplied credentials are incorrect.

Comment

Resolve = Cancel
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If the signature verification is successful and the transition is complete, the electronic
signature will be stored, and you can get a report by clicking on the new E-Signatures
issue tab at the bottom of the web page:

¢ Comment Voters = More ~ Reopen Issue Admin ~
Details
Type: New Feature Status: A Closed (View Workflow)
Priority: + Major Resolution: Fixed
Labels: None
Description

We're using the old Ul look n feel at the moment. Project Hummingbird is slated for release using the new design language.

Activity

Al Comments WorkLog History Activity E-Signatures Commits Source Reviews

i

Signature UserID Timestamp Old Status New Status
FA Patrick Li admin 24/Feb/14 2:59 PM Open Resolved
FA Patrick Li admin 24/Feb/14 3:00 PM Resolved Closed

The E-Signatures add-on also has a Restricted Mode option (turned off by default), which
forces users to sign the operations with their own credentials. You can enable the restricted
mode by performing the following steps:

1. Navigate to Administration | Add-ons | E-Signature Fields.

2. Select the Restricted Mode option and click on Save.

Once enabled, the username field will be automatically set to the current user's username,
S0 you can only sign with your own password.

Changing the duration of the remember me

cookies

When a user selects the Remember my login on this computer option, the user will not
need to re-enter their credentials again from the same browser, unless they are explicitly
logged out. In addition, by default, this feature lasts for 30 days.

In this recipe, we will look at how to change the duration and extend it to the maximum
extent possible.
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Getting ready

Since we will be making direct changes to a JIRA system file, make sure you create backups
for any files you modify. This recipe will also require a restart of JIRA, so plan this during a time
slot that will not affect your users.

How to do it...

Proceed with the following steps to change the remember me cookie duration:

1. Openthe seraph-config.xml file from the <JIRA INSTALL>/atlassian-
jira/WEB-INF/classes directory in a text editor.

2. Locate the following lines and change the value of param-value to the desired
number in seconds:

<init-params>
<param-name>autologin.cookie.age</param-name>
<param-value>1209600</param-value>
</init-param>

3. Restart JIRA for the changes to apply.

JIRA uses the Seraph framework (https://docs.atlassian.com/atlassian-seraph/
latest) to manage its HTTP session cookies. When the Remember me option is checked,
it will create a seraph.rememberme.cookie.

The seraph-config.xml file is used to configure the Seraph framework and the
autologin.cookie.age parameter is used to set the maximum age for the cookie.

See also

Refer to the Changing the default session timeout recipe on how to change the default session
timeout setting.
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Changing the default session timeout

By default, each active user session lasts for 5 hours or 300 minutes of idle time. This means
a user can log in and leave the computer for up to 5 hours and their browser session will still
remain active.

In this recipe, we will look at how to change the default session timeout.

Getting ready

Since we will be making direct changes to a JIRA file, make sure you create backups for any
files that are modified. This recipe will also require a restart of JIRA, so plan this during a time
slot that will not affect your users.

How to do it...

Proceed with the following steps to change the session timeout settings in JIRA:
1. Open the web.xml file from the <JIRA INSTALL>/atlassian-jira/WEB-INF
directory in a text editor.

2. Locate the following lines and change the value of session-timeout to the desired
number in minutes:

<session-config>
<gession-timeout>300</session-timeout>
</session-config>

3. Restart JIRA for the changes to apply.

JIRA uses the standard Java session configuration in the web . xm1 file, which defines the
session timeout in minutes. You can refer to this at the following location:

http://docs.oracle.com/cd/E13222 01/wls/docs8l/webapp/web xml.
html#1017275
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E-mails and
Notifications

In this chapter, we will cover:

» Setting up an outgoing mail server

» Sending e-mails to users from JIRA

» Sending notifications for issue updates

» Creating custom events

» Creating custom e-mail templates

» Disabling outgoing notifications

» Creating mail handlers to process incoming e-mails

» Setting up a project-specific From address
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Introduction

E-mail is one of the most important communication tools in the world. It is a technology
that people are familiar with and has the least amount of resistance in regards to adoption.
Therefore, e-mail integration has become one of the key features for any system today. Help
desk systems, CRMs, and even document management systems all need to be able to both
send and receive e-mails. So, it is not surprising that JIRA comes with a full list of e-mail
integration features out of the box.

In this chapter, we will learn about how to configure JIRA to send out e-mail notifications every
time someone makes a change to issues, set up notification rules, and create custom mail
templates. We will also look at how JIRA can process e-mails and create issues automatically,
saving us the effort of manual data entry.

Setting up an outgoing mail server

In this recipe, we will look at how to set up an outgoing mail server in JIRA that can be used
to send direct e-mails to users or automated notifications for changes to issues.

How to do it...

Proceed with the following steps to set up an outgoing mail server:

1. Log into JIRA as a JIRA administrator.
Navigate to Administration | System | Outgoing Mail.
Click on the Configure new SMTP mail server button.

Set a name for the mail server; for example, you can use the mail server's hostname.

ok 0N

Select the From address field that will be used when users receive an e-mail
from JIRA.

6. Provide an Email prefix value, which will be added to every e-mail's subject; for
example, you can use JIRA to let users know it is coming from JIRA.

7. Select whether you will be using a custom SMTP server or either Gmail or Yahoo!
mail. If you are using Gmail or Yahoo!, make sure you select the corresponding
option and provide the access credentials. If you are using a custom SMTP server,
you will need to provide its hostname, port number, and credentials, if necessary.

8. Click on the Test Connection button, with the credentials provided, to make sure
JIRA is able to connect to the mail server. If the test is successful, click on the
Add button, as shown in the following screenshot:
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Add SMTP Mail Server @
Use this page to add a new SMTP mail server. This server will be used to send all outgoing mail from JIRA.

* .
Name Gmail

The name of this server within JIRA.

Description

From address * | no-reply@appfusions.
The default address this server will use to send emails from.

Email prefix* jjra]

This prefix will be prepended to all outgoing email subjects.

Server Details
Enter either the host name of your SMTP server orthe JNDI location of a javax.mail.Session object to use.

SMTP Host
Custom

Service Provider RUael LT W YR VEN WA el |

Yahoo! Mail Plus
Timeout 176000 T

Timeout in milliseconds - 0 or negative values indicate infinite timeout. Leave blank for default
(10000 ms).

Username

Optional - if you use authenticated SMTP to send email, enter your username.

Password

Optional - as above, enter your password if you use authenticated SMTP.
or
JNDI Location

JNDI Location

The JNDI location of a javax.mail.Session object, which has already been setup in JIRA's
application server.

Test Connection Add Cancel

You can have only one outgoing mail server.

Once we have configured the outgoing mail server in JIRA, we can send a test e-mail to make
sure everything is working properly:

1. Click on the Send a Test Email link.

2. Verify whether the e-mail address in the To field is one that you have access to.

3. Click on the Send button to send the test e-mail.
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JIRA will immediately send out the test e-mail (normal notification e-mails are placed in a
queue before sending) to the address in the To field, with the subject and body content
specified. If there is an error, you can check the SMTP logging checkbox to get more details
on the error:

Send Email
You can send a test email here.
To patrick@appfusions.com

Subject  Test Message From JIRA

Message Type | Text =

Body |[Thisis a test message from JIRA.
Server: Gmail
SMTP Port: 465
Description:
From: no-reply@appfusions.com
Host User Name: dragonite40@gmail.com

N

SMTP logging [
Log SMTP-level details

Send Cancel

Mail log

Log |your test message has been sent successfully to patrick@appfusions.com.

N

Log of the events for sending mail.

Sending e-mails to users from JIRA

With the outgoing mail server set up, we are now able to send e-mails directly from JIRA.
One common use case is to send out reminders such as system maintenance notices to
everyone in JIRA, or sending important updates to members of a project. In this recipe,
we will look at how to perform these types of tasks with JIRA.
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Getting ready

You must first configure an outgoing mail server for JIRA. Refer to the previous recipe,
Setting up an outgoing mail server, for details.

How to do it...

Proceed with the following steps to send out direct e-mails to users in JIRA:

1. Navigate to Administration | System | Send Email.

2. Select the recipients of the e-mail. You can choose to send an e-mail via Project
Roles or Groups. For example, to send an e-mail to everyone who uses JIRA, you
can select the jira-users group (if it is the group that people need to be in, in order
to use JIRA).

3. Type in your e-mail subject and body.

4. Check the Bec checkbox if you do not want people to see other recipients'
e-mail addresses.

5. Click on the Send button to send the e-mail, as shown in the following screenshot:

Send Email

You can send an email to JIRA users here.

Please select one or more groups or project roles from the list below. The email message will be sent to all members of
the chosen groups or project roles.
Note: a user will receive the email only once, even if they are a member of more than one group or project role.

From dragonite40@hotmail.com

To* Project Roles (#) Groups

Groups:
jira-administrators
jira-developers

jira-users

Reply To
Optionally, specify the 'Reply-To' address.

Subject* j|RA maintenance this weekend

Body * [ all,

JIRA will be unavailable between this Saturday 9AM - Sunday 5PM, as part of planned
upgrade.

IT Team

The body of the email message. You may include HTML.

Message Type | HTML # |

The content-type of the email message.

Becc @

Check this box if you want to hide the users email address.

Send Cancel
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Sending notifications for issue updates

The other major use of outgoing mails is for JIRA to automatically send out notifications about
changes to issues; for example, if an issue has been updated, you would want the issue's
reporter and assignee to be notified of the change.

In this recipe, we will look at how to set up notification rules so that interested parties are
notified of any changes to their issues.

Getting ready

You must first configure an outgoing mail server for JIRA. Refer to the Setting up an outgoing
mail server recipe for details.

How to do it...

JIRA uses notification schemes to control who should receive notifications for a given event.
JIRA comes with a Default Notification Scheme; you can choose to update this scheme
directly by clicking on the Notifications link. In this recipe, however, we will be creating a
new notification scheme and applying that to projects:

1. Proceed with the following steps to create a new notification scheme:
1. Navigate to Administration | Issues | Notification Scheme.
2. Click on the Add Notification Scheme button.
3. Enter a name for the new scheme and click on Add to create it.
After you have created a new notification scheme, you will be taken to

the Notifications settings page for the scheme. By default, there will be
no notifications set for any events, as shown in the following screenshot:

Event Notifications Operations
Issue Created (System) « Reporter (Delete) Add
« Current Assignee (Delete) nofification recipients
events « All Watchers (Delete)
Issue Updated (System) « Single Email Address (patrick@appfusions.com) Add
(Delete)

« User Custom Field Value (CC) (Delete)
Issue Assigned (System) Add

Issue Resolved (System) Add

2. To add a natification recipient to an event, proceed with the following steps:

1. Click on the Add link for the event.
2. Select the notification recipient type and click on Add.
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You can add a notification recipient to multiple events at the
same time by using the multiselect events field.
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You can add as many notification recipients as you need for an event, and JIRA will
make sure not to send duplicated e-mails to the same user. For example, if you have
set both the reporter and assignee to receive notifications for a single event, and
they happen to be the same user, JIRA will only send out one e-mail instead of two.

Also note that JIRA will take permissions into consideration while sending out
notifications. If a user does not have access to the issue, JIRA will not send
notifications to that user. The following screenshot of the Add Notification

page denotes this:

Add Notification

Notification Scheme: Default Notification Scheme

Please select the type of Notification you wish to add to scheme:

Events [Issue Created

Issue Updated

Issue Assigned

Issue Resolved

Issue Closed

Issue Commented
Issue Comment Edited

—

you can select more than
one events

(Select the notifications that you want to assign)

Current Assignee
Reporter

Current User
Project Lead

Component Lead

who should be Single User

notified for the

selected event(s) Group
Project Role

Single Email Address

All Watchers

User Custom Field
Value

Group Custom Field
Value

Add Cancel

e,
al

Start typing to get a list of possible matches.
| Chooseagroup  + |

\aCheoseiaproiectirolemmss)

Notifications will be sent only for public issues. Public issues
are issues which have a Permission scheme that gives the
'‘Browse Projects' permission to 'Anyone'(any non-logged-in
users).

| Choose a custom field = |

\aCheoseiaicustomifieldmcs)
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3. The last step is to apply our new notification scheme to a project:

1. Browse to the project you want to apply the notification scheme to.
Click on the Administration tab.

Select the Notifications option from the left panel.

Select Use a different scheme from the Actions menu.

o 0N

Select New Notification Scheme and click on Associate.

JIRA uses an event system where every issue operation such as creating a new issue

or workflow transitions will all trigger a corresponding event to be fired. As we have seen,
notification schemes map events to notification recipients. This way, we are able to set
up flexible notification rules to notify different people for different events.

JIRA provides many different notification recipient types. Some are very simple, such as
Current Assignee and Reporter, which will simply take the current value of those fields.
Other options such as User Custom Field Value can be very powerful. For example, you
can create a multiuser picker custom field, and for each issue, you can have a different
list of users as recipients, without having to modify the actual scheme itself.

Events are also mapped to e-mail templates so JIRA knows what to use for the subject
and body. You cannot change the mapping for system events, but as we will see in the
next recipe, we can create custom events and select what templates to use.

Creating custom events

In the previous recipe, Sending notifications for issue updates, we looked at how to set
up notification schemes by mapping events to notification recipients.

In this recipe, we will expand on that and look at how to create our custom events. This has
two obvious advantages:
» We can map our own e-mail templates to these custom events

» We can specify exactly what event will be fired for each workflow transition and set
up notification rules accordingly
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How to do it...

Proceed with the following steps to create custom events in JIRA:

1. Navigate to Administration | System | Events.
2. Enter the new event's name.

3. Select a template that will be used for the e-mail notification when the event is
fired. You can select from a list of JIRA-bundled templates or the custom templates
you created.

4. Click on the Add button to create the new event, as shown in the following screenshot:

Generic Event  This is the Active Generic o Default
(System) 'generic event' Event Notification
event, Scheme
Issue Approved Inactive  Issue . Edit
custom event Approved mail template - Delete

Add New Event
Add a new event with a description and a default email template.
Name issue Rejected
Description

Template | |ssue Rejected )
Select the default email template for this event.

Add

Once you have created the events, they will be available in notification schemes, and we will
be able to select who will receive e-mail notifications, as shown in the following screenshot:

Issue Worklog Deleted (System) « Current Assignee (Delete) Add
« Reporter (Delete)
All Watchers (Delete)

Generic Event (System) « Current Assignee (Delete) Add
« Reporter (Delete)

custom events in notification scheme « Al Watchers (Delete)

Issue Approved « Reporter (Delete) Add

Issue Rejected « Reporter (Delete) Add
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The last step is to make sure our custom events are fired when users trigger the action:

1. Navigate to Administration | Issues | Workflows.

2. Click on the Edit link for the workflow, which contains the transitions that will fire
the custom event. In this case, we will be using a simple Approval Workflow that
contains a transition called Approve:

Workflows / Approval workflow

oy Edit = View Properties Delete
Transition: Approve P @

IN PROGRESS Approve m

Screen: None - it will happen instantly
Conditions <0 Validators ' 0 Post Functions (5

The following will be processed after the transition occurs Add post function

1. Set issue status to the linked status of the destination workflow step.

2. Add a comment to an issue if one is entered during a transition.

3. Update change history for an issue and store the issue in the database. click to edit
4. Re-index an issue to keep indexes in sync with the database.

workflow transition fires Generic Event by default
5. Fire a Generic Event event that can be processed by the listeners. V4

3. Click on the workflow transition and select the Post Functions tab. Normally, you will
see the last post function in the list firing Generic Event.

4. Hover your mouse over the post function and click on the edit icon (it looks like
a pencil).

5. Select the new custom event and click on Update as shown in the following

screenshot. This will make the transition to fire our event instead of the default
Generic Event.

Update parameters of the Fire Event Function for this transition.

Update parameters of the Fire Event Function for this transition.

Event: [ |ssue Approved ™

The event to fire.

Update Cancel
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Unlike system events, custom events can only be fired from workflow transitions, so we have
to update our workflows. Every workflow transition fires an event, and by default, Generic
Event is fired. This means most workflow transitions will have the same notification recipient
using the e-mail template.

By configuring the workflow to fire our own custom event, we have finer control over who will
receive notifications and what templates to use, as we will see in the next recipe, Creating
custom e-mail templates.

Creating custom e-mail templates

So far, we have seen how to set up notification rules and create custom events. The last part
of the puzzle is the e-mail templates used by JIRA while sending out notifications.

In this recipe, we will create our own e-mail templates that can be used by custom events.

How to do it...

All mail templates are stored in the <JIRA_INSTALL>/atlassian-jira/WEB-INF/classes/
templates/email directory, and generally, for each event in JIRA, there are three template files:

» The Subject template: This is the template file for the e-mail's subject line,
which is stored in the subject subdirectory

» The Text template: This is the template file for e-mails sent in the text format,
which is stored in the text subdirectory

» The HTML template: This is the template file for e-mails sent in the HTML format,
which is stored in the html subdirectory

To start creating our own e-mail templates, we first need to create the three files mentioned
in the previous list of template files and place them in their respective directories. Take
special note that all three files need to have the same filename with a . vm extension.

We will start with the subject template as follows:

1. Create a new file with the following code snippet:.

#disable html escaping()
SeventTypeName - ($issue.key) S$issue.summary
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2. We now need to create the body of the e-mail, keeping in mind that we have to
create two versions: one for text and one for HTML. The following snippet shows
the HTML version; for the text version, simply remove the HTML markups:

#disable_html_escaping()

Hello $issue.reporterUser.displayName,
<p>

Your request <a href="">$issue.key</a> has been approved, with the
comment below:

</p>

<blockquotes>

<p>

Scomment . body

</p>

</blockquotes>

<br/>

Internal IT team

3. After we have created all three template files, we need to register them in JIRA so that
they can be selected while creating custom events. To register new e-mail templates,
open the email-template-id-mappings.xml file in a text editor; you can find the
file inside the <JIRA INSTALL>/atlassian-jira/WEB-INF/classes directory.

4. The email-template-id-mappings.xml file lists all e-mail templates in JIRA, so
we need to add a new entry at the end as follows:

<templatemapping i1id="10002">
<name>Issue Rejected</names>
<template>issuerejected.vm</template>
<templatetype>issueevent</templatetypes>
</templatemapping>

There are a few points to note here:

» The template ID value needs to be unique.

» You can give any value to the <name > element, but it is good practice to keep
it consistent with your event in JIRA.

» The <template> element should have the name of the custom template files we
have created. Since we can have only one <template> element, all three files
need to have the same filename.

» The <templatetype> element needs to have the value of issueevent.

Once you have added the entry and saved the file, you will need to restart JIRA for the
changes to be applied.
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JIRA's e-mail templates use the Apache Velocity (http://velocity.apache.org) template
language to display dynamic data. Each template is a mix of static text (with or without HTML
markups) and some Velocity code. If you do not need to have dynamic contents, then you can
have only static text in your templates.

In our previous examples, every time you see the dollar sign ($), such as $issue.key, itis

a piece of Velocity code. The $ sign indicates getting a variable from the Velocity context, and the
variable name is the word that comes directly after the $ sign; so, in this case, it is issue. The
period (.) means getting the value specified from the variable. So, $issue.key can be read as
"get the value of key from the variable issue", or in other words, "get me the issue's key".

JIRA exposes a number of variables in its Velocity context for e-mail templates; you can
find the full list at https://confluence.atlassian.com/display/JIRA041/
Velocity+Context+for+Email+Templates.

So, if we take a look at our templates, for the subject template, the ($issue.key) S$Sissue.
summary Velocity code will be turned into something like (TP-12) Request for JIRA
administrator access,where TP-12 replaces Sissue.key and Request for JIRA
administrator access replaces $issue.summary.

The following screenshot shows a sample e-mail from the custom template we have created:

[JIRA] Issue Approved - (TP-2) Access needed for project wiki space Inbox  x =
Patrick Li (JIRA§EeventTypeName - ($issue.key) $|ssue.summary4:29 PM (0 minutes ago) - |-
tome ~

$issue.reporterUser.displayName
Hello Patrick Li,

Your request TP-2 has been approved, with the comment below:
$issue.key

Access has been granted to both the project space and documentation site.
$comment.body

Internal IT team

- Click here to Reply or Forward
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There is an add-on called Outgoing Email Template Editor for JIRA which lets you edit existing
templates directly within JIRA's web interface, without having to download and upload the
files to the server. You will still have to restart JIRA however. You can get the add-on from

the following link:

https://marketplace.atlassian.com/plugins/com.atlassian.labs.jira.
emaileditor.emaileditor-jira-plugin

Once you have installed the add-on, proceed with the following steps to edit templates in JIRA:

1. Navigate to Administration | System | Email Editor.

2. Select the template you want to edit from the left panel, and you will
see its content displayed in a syntax-highlighted editor.

3. Update the template and click on the Save button, as shown in the
following screenshot.

4. Restart JIRA to apply the change.

HTML TEMPLATES H H H
Editing issueassigned.vm
contactadministrator.vm 1 #* @vtlvariable name="changelog" type="org.ofbiz.core.entity.GenericValue" *#
X . 2 #* @vtlvariable name="changelogauthor"
emailfromadmin.vm type="com.atlassian.jira.user.ApplicationUser" *#
3 #* @vtlvariable name="changelogauthorkey" type="java.lang.String" *#
filtersubscription.vm 4 #* @vtlvariable name="remoteUser" type="com.atlassian.crowd.embedded.api.User" *#
5 #disable_html_escaping()
forgotpassword.vm 6 . . L. . . .
7 #defaultMailHeaderWithParam("jira.email.assigned.issue.to", $changelogauthor,
forgotusernames.vm . "#authorlinkkey($issue.assigneeId $linkstyle)")
. . 9 #if ($comment)
issueassigned.vm 10 #parse( 'templates/email/html/includes/patterns/comment-top.vm')
. 11 #end
issueclosed.vm 12
. 13 #rowWrapperNormal ("#parse('templates/email/html/includes/patterns/issue-
issuecommented.vm title.vm')")
14
issuecommentedited.vm 15 #if ($changelog)
16 set
issuecreated.vm ($changelogBody="#parse( 'templates/email/html/includes/fields/changelog.vm')")
17 #rowWrapp 1($ch log! y
issuedeleted.vm ?Lg #end
issuegenericevent.vm 20 gztioésw?mtionmdy= "#parse( 'templates/email/html/includes/patterns/comment-
) . 3 1 . q
issuementioned.vm g% w PP ( Acti ¥)
. 23 #parse("templates/email/html/includes/footer.vm")
issuemoved.vm 22
issuenotify.vm
issuereopened.vm
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Disabling outgoing notifications

This recipe shows you how to completely prevent JIRA from sending out e-mails. You may need
to do this if you are performing testing, data migration, or cloning a new development instance
and do not want to flood users with hundreds of test notifications.

How to do it...

Proceed with the following steps to disable outgoing notifications in JIRA:

1. Navigate to Administration | System | Outgoing Mail.
2. Click on the Disable Outgoing Mail button.

Once you have disabled outgoing mails, JIRA will no longer send out notifications.

Creating mail handlers to process incoming

e-mails

JIRA is not only able to send mails to users, but also to poll and process e-mails, and it can
create issues or add comments to the existing issues. When set up correctly, this can be a
powerful way to let your users interact with JIRA.

In this recipe, we will set up JIRA to poll incoming mails so that it can create new issues and
add comments to the existing issues. This is useful in a help desk scenario where customers
can write e-mails to the company's support e-mail address and let JIRA automatically create
issues from them.

Getting ready...

Since JIRA will be polling e-mails from an inbox, you need to have its connection
details, including:

» What protocol does it support? (for example, POP or IMAP)
» Authentication details
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How to do it...

The first step to configure JIRA to process incoming e-mails is to set up the inboxes that JIRA
will use to poll e-mails from:
1. Navigate to Administration | System | Incoming Mail.
2. Click on the Add POP/IMAP mail server button.
3. Click on the Test Connection button, with the credentials provided, to make sure JIRA
is able to connect to the mail server. If the test is successful, click on the Add button.

After we have set up the mail inbox, we can set up what is known as mail handlers in JIRA
to poll and process e-mails. In this recipe, we will use the most common handler to create
and/or comment on issues from e-mail contents:

1. Click on the Add incoming mail handler button.

2. Enter a name for the mail handler.

3. Select Support Inbox from the Server drop-down list.

4

Set the Delay timer in minutes for how often the handler should poll for new
e-mails. Generally, you do not want to set the time too short.

Select the Create a new issue or add a comment to an existing issue handler.

o

Click on the Next button to configure the mail handler, as shown in the
following screenshot:

Mail Handler

Name”  Create or comment support tickets

<«

Server | Support Inbox

Delay 5

Delay between running time, in minutes.

Handler = Create a new issue or add a comn % (?)

Next = Cancel
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7. Enter the mail handler configuration details. The most important configurations are
as follows:

o Project: You can only select one project. All e-mails from the inbox will go
into the project selected.

o Issue Type: This is the issue type from which new issues will be created.

o Create Users: Check this if you want to automatically create a new account
based on the e-mails from the addresses. Note that this would count towards
your license seat.

o Default Reporter: If you do not want to create new accounts, you can set a
use case that will be the reporter for all new issues created from e-mails.

8. Click on the Add button to create the mail handler.

Parameter Description

Project This is where the project's new issues will be created. Note that
this is only used for creating new issues. While adding comments,
this is ignored as comments will be added to the issue key
specified in the subject.

Issue Type This is the issue type for all newly created issues.

Strip Quotes If this option is checked, the text wrapped in quotes will not be
used as an issue description or comment.

Catch Email Address E-mails with the specified address will be processed in this option.

Bulk This option selects how to process autogenerated e-mails such

as e-mails from JIRA. This is to prevent creating a loop where JIRA
sends e-mails to the same inbox it is polling the e-mails from.

Forward Email This option sets an address for JIRA to forward all e-mails it
cannot process.

Create Users This option creates a new user if the sender's e-mail address
cannot be found.

Default Reporter This option sets the user that will be used as the reporter if the
sender's e-mail address cannot be found.

Notify Users Uncheck this option if you do not want JIRA to send account-
related e-mails.

CC Assignee Check this option if you want the first user in the CC list to be the
issue's assignee, in case a matching account can be found.

CC Watchers Check this option if you want to add the CC list as watchers to the
issue, in case matching accounts can be found.
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The following screenshot shows the previously described parameters:

Project

Issue Type

Strip Quotes

Catch Email
Address

Bulk

Forward Email

Create Users

Create a new issue or add a comment to an existing i...

Support Desk s

Default project where new issues are created.

Help Request =
Default type for new issues.
@]

If checked quoted text is removed from comments.

If set, only emails having the specified recipient in fields To, Cc or
Bec will be processed.

Ignore the email and do nothing &

Action that will be performed for emails with the 'Precedence:
bulk' or emails with an 'Auto-Submitted' header that is not set to

"no".

)]

If a message comes from an unrecognised address, create a new
JIRA user with the user name and email address set to the 'From'
address of the message.

The password for the new user is randomly generated, and an

Test Add | Cancel

Mail handlers periodically poll for new e-mails from the selected incoming mail server and
process them based on the handler used. The Create a new issue or add a comment to

an existing issue handler will create a new issue in JIRA, where the e-mail subject becomes
the issue summary and the e-mail body becomes the issue description. If the e-mail subject
contains an issue key to an existing issue, the e-mail body will be added as a comment to

the issue.
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JIRA comes with a number of other mail handlers:
» Add a comment from the non-quoted e-mail body—this adds the e-mail body that is
not quoted with the > or | symbols as a comment to an existing issue.

» Add a comment with the entire e-mail body—this adds the entire e-mail body as a
comment to an existing issue.

» Create a new issue from each e-mail message—always create a new issue from
an e-mail.

» Add a comment before a specified marker or a separator in the e-mail body—this
adds the e-mail body before a marker line is specified as a regular expression.
Contents after the marker will be ignored. This is useful when you do not want
to include old contents from a forwarded e-mail.

There is more...

JIRA's out-of-the-box mail handlers mostly focus on creating new issues from e-mails or adding
comments to the existing issues based on certain matching criteria. This means that for
each project, you will need to have a corresponding inbox. There are several other notable
limitations, including;:

» Not able to update issue fields

» Mapping one handler to multiple projects

» Notifying users that do not count towards JIRA licenses (non jira-users)

Luckily, there is a third-party add-on called Enterprise Mail Handler for JIRA, which addresses
all these gaps and more. You can download the add-on from the following link:

https://marketplace.atlassian.com/plugins/com.javahollic.jira.jemh-ui

Setting up a project-specific From address

By default, all notifications sent from JIRA will have the same From address, configured as a
part of the outgoing mail server. However, it is possible to override this on a project level, so
each project can have its own From address. This can be very useful if you want to let users
reply directly to notifications and have the reply added as a comment.
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How to do it...

Proceed with the following steps to set up a project-specific From address:

1. Browse to the project from which you want to set up a specific From address.
Click on the Administration tab.
Click on the pencil (edit) icon for the Email in Notifications section.

Enter the e-mail address dedicated to the project.

ok 0N

Click on Update to apply the changes.

1
‘\Q You can revert to the default values by leaving the

field blank.

The following screenshot shows the message that is displayed after we set up a project-
specific From address:

& Notifications

JIRA can notify the appropriate people of particular events in your project,
e.g. "lssue Commented". You can choose specific people, groups, or roles
to receive notifications.

Scheme: Default Notification Scheme

Email: ¢ hummingbirds@company.com
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In this chapter, we will cover:

>

v

Integrating Atlassian applications via application links
Integrating JIRA with Confluence

Integrating JIRA with other JIRA instances

Integrating JIRA with Bamboo for build management
Integrating JIRA with Stash

Integrating JIRA with Bitbucket and GitHub
Integrating JIRA with HipChat

Creating navigation links with other applications
Integrating JIRA with Google Drive

Using JIRA webhooks

Introduction

The old do it alone approach is no longer applicable in today's IT environment. Applications
and platforms need to work together in order to meet the needs of organizations. For this
reason, the ability to integrate JIRA with other applications has become ever more important.

You can integrate applications with JIRA in many ways. JIRA itself comes with support to
integrate with other Atlassian applications and a number of other popular Software as a
Service (SaaS) applications, such as GitHub. Other than the integration supported out of the
box, there are also many third-party add-ons that provide integration with applications and
platforms such as Google Drive. And lastly, there is webhooks, a relatively new approach which
allows any other application to register with JIRA for callbacks when certain events occur.
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Integrating Atlassian applications via

application links

If you need to integrate JIRA with other Atlassian applications such as Confluence or Bamboo,
you should look no further than the built-in Application Link (or AppLink) feature. With
application links, you can easily share information and access one application's feature from
another application. For example, an application allows you to do the following:

» It aggregates updates into a single activity stream

» It creates JIRA issues directly from Confluence pages

» It views source code commits that are related to the current issue

» It creates branches in your code repository directly from issues
In this recipe, we will go through the steps of creating an application link between JIRA and

Confluence. If you want to link JIRA with other applications such as Stash, the steps remain
the same.

How to do it...

Perform the following steps to create an application link between two
Atlassian applications:

1. Login to JIRA as a JIRA administrator.

2. Navigate to Administration | Add-ons | Application Links.

3. Enter the URL for the target system and click on Create new link (this is shown in the
following screenshot). JIRA will validate the URL and attempt to autodetermine the
type of the target system.

Configure Application Links @

You have no application links right now. To create an application link begin by entering the URL of
application you wish to link to.

Application | http://wiki.localhost.com:8090 Create new link

Once JIRA has successfully validated the URL, if the target application type can be
automatically determined, a summary for both applications will be displayed.
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- Make sure you use unique, fully qualified URLSs; if both applications are
running on the same server, that is, example.com: 8080 (for JIRA) and
example.com: 8090 (for Confluence), they will not work.

From here, we need to select whether the applications have the same set of users:

1. Select the The servers have the same set of users and usernames checkbox.
This is usually the case if both applications are using LDAP or Atlassian Crowd.

2. Select the | am an administrator on both instances checkbox. This will
automatically redirect you to the target application and create a reciprocal link
back to JIRA.

3. Click on Continue to create the application link in JIRA, as shown in the
following screenshot:

Link applications

You are creating a link from:

X Display URL: http://wiki.localhost.com:8090
Application URL: http://wiki.localhost.com:8090
Name: Confluence

Application: Confluence

To this application:

4 Display URL: http://jira.localhost.com:8080
Application URL: http://jira.localhost.com:8080
Name: JIRA
Application: JIRA
o The servers have the same set of users and usernames. ®
If unsure leave unchecked.

# | am an administrator on both instances.
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At this point, the link going out from JIRA to the target application is created. JIRA will then
prompt you to create the reciprocal link; this is shown in the following screenshot:

Link applications

You are creating a link from:

¥ Application URL: http://jira.localhost.com:8080
Name: JIRA
Application: JIRA

To this application:

X Application URL: http://wiki.localhost.com:8090
Name: Confluence

Application: Confluence

(@ Click continue to create the link and be redirected back to JIRA ‘

(L LLNGUE Cancel

Application Links or AppLinks is the technology used to integrate JIRA with other Atlassian
products, such as Confluence and Stash. With AppLinks, you can share information and
functions between the linked applications; for example, you can link your JIRA issue with a
Wiki page in Confluence or code commits in Stash.

There are a few important things to note while using AppLinks. First, you can have multiple
links of the same application type, that is, you can link to multiple Confluence instances.

In these cases, one of the links will be the primary link. The primary link will be the default
application when JIRA accesses data.
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Secondly, there is the authentication option. AppLinks supports three different types of
authentications: Trusted Applications, OAuth, and Basic Access, all of which are shown in the
following screenshot:

Configure Local Confluence

Application Details This application JIRA (JIRA) can be configured to make requests to Local Confluence

Outgoing (Confluence) using these authentication methods:

Authentication

Trusted Applications = OAuth = Basic Access
Incoming Authentication

@ "JIRA" (JIRA) is currently configured to make requests into "Local
Confluence" (Confluence) using OAuth.

Status Configured

Disable

# Enable outgoing 2-Legged OAuth requests @

Jpdate

Close

The available authentication options are as follows:

Authentication option Description

Trusted Applications This option is chosen if the linked applications have the same set
of users, for example, if you are using LDAP or Atlassian Crowd for
user management and both applications fully trust each other.
With this option, users will not be required to go through an initial
authorization process.

While using trusted applications, user A from JIRA will access the
target application as user A, matched via the username.

OAuth This option is chosen if the linked applications do not have the
same set of users, for example, if each application maintains its
own user repository.

With this option, users will need to go through an initial authorization
process before JIRA is able to access data from the target application.
If you are running JIRA 6.1 or newer, there is a new 2-legged
OAuth option.

Basic Access This is the simplest authentication type, where you specify a user for

JIRA to use while accessing data from the target application. The access
permission will be purely based on the specified user account.
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Integrating JIRA with Confluence

In the previous recipe, we looked at how to use Application Links to link other
Atlassian applications with JIRA. In this recipe, we will expand on this by linking JIRA
with Confluence—the enterprise collaboration platform.

Getting ready

Since we will be using Confluence in this recipe, you will need to have an instance of
Confluence running on your system. If you do not have one, you can download a free
Confluence trial from https://www.atlassian.com/software/confluence.

How to do it...

The first step is to establish the link between JIRA and Confluence:

1. Navigate to Administration | Add-ons | Application Links.

2. Enter your Confluence URL and create the application link. JIRA should automatically
detect the target application as Confluence; if, for some reason, it does not, make
sure you select Confluence as the Application Type when prompted.

We also need to enable the Remote access API (disabled by default) in Confluence:

1. Log into Confluence as a Confluence administrator.

2. Navigate to Administration | General Configuration.

3. Click on Edit, scroll down, and check the Remote APl (XML-RPC and SOAP) option.
4. Click on Save to apply the change.

After we have linked JIRA with Confluence, there will be a new option called Confluence Page,
which appears when you select the Link option in the More issues menu:
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Link

JIRA Issue Enter a Confluence page URL to link this issue to
Confluence Page
Web Link Page URL  http://wiki.localhost.com:8090/display/GD/Google+Drive+Home

or search for a page

Comment

BE1(® o'~ Viewable by All Users

Link | Cancel

If you know the exact URL to the Confluence page, you can enter it in the Page URL field,
or click on the search for a page link and search for the page you want to link to:

Find a Confluence page

<«

Server:  Confluence

Search: | Google Drive Home All Spaces ¥ | Search 1
Title Excerpt
Google Drive Home ... Integrating Google Drive with Atlassian Confluence

Close
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Once you have found the page you want, simply click on it and then click on the Link button.
Linked pages will be shown under the Issue Links section, above the Wiki Page category:

¢ Test Project /| TP-2

A4 Integrate JIRA with Atlassian Confluence

# Edit  Comment Assign = More ~ Reopen Issue Admin ~
Details
Type: Task Status: (View Workflow)
Priority: ™ Major Resolution: Fixed
Labels: None
Description

Set up integration between JIRA and Confluence so issues can be linked to Confluence pages.

Issue Links Ea
Wiki Page X, Dropbox in Confluence plugin - File Macro ||nked COﬂﬂuenCG pageS

X Google Drive Home

Integrating JIRA with other JIRA instances

If you have multiple JIRA instances in your organization, it is sometimes useful to integrate
them together, especially when teams from different projects need to collaborate and work
together. In this recipe, we will integrate two JIRA instances together so we can link issues

across systems.

How to do it...

Perform the following steps to link two JIRA instances together:

1. Navigate to Administration | Add-ons | Application Links.

2. Enterthe other JIRA's URL and create the application link. JIRA should automatically
detect the target application as JIRA. If, for some reason, it does not, make sure you
select JIRA as the Application Type when prompted.

Once you have integrated two JIRA instances together with an application link, you will be

able to search for and link issues from the remote JIRA instance to issues in the local JIRA
instance. As shown in the following screenshot, when you use the link feature, JIRA will prompt
you to select the JIRA instance that you want to search for issues to link to:
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Link

select the JIRA instance
JIRA Issue Select a JIRA issue to link this issue to Select Li I© ”JHH \ InStanc
Confluence Page ///
Web Link Server | AppFusions JIRA s K

This issue | blocks

<«

Issue || AF012-122 X N
or search for an issue

Begin typing to find recently viewed issues

v Create reciprocal link

JIRA will create a link from the issue on the remote JIRA instance back to
this issue

Comment

B (® o'~ Viewable by All Users

Link = Cancel

Integrating JIRA with Bamboo for build

PWELELT ]

Bamboo is the continuous integration and build server from Atlassian. If your development
team is using Bamboo, you can integrate it with JIRA and have your build plans as part of your
release process.

Getting ready

Since we will be using Bamboo in this recipe, you will need to have a Bamboo instance
running. If you do not have one, you can download a free Bamboo trial from https://www.
atlassian.com/software/bamboo.



https://www.atlassian.com/software/bamboo
https://www.atlassian.com/software/bamboo
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How to do it...

Since we are connecting to another Atlassian application here, we should take advantage of
application links:

1. Navigate to Administration | Add-ons | Application Links.

2. Enter your Bamboo URL and create the application link. JIRA should automatically
detect the target application as Bamboo. If, for some reason, it does not, make sure
you select Bamboo as the Application Type when prompted.

Once you have integrated JIRA and Bamboo, you will be able to run and release build plans
directly from JIRA. All you have to do is select the version to release and select the Build and
Release option.

From the release dialog shown in the following screenshot, you can select which build plan
to use and run the build by clicking on the Release button. If the build is successful, JIRA will
automatically mark the version as released once the build is completed.

Release 1.0.0

Release () with no build
@® with new build

_ with existing build

O

Plan Master-Release

Stages I Release

Release | Cancel

Another feature you get from integration is that you can get a list with a summary of all the
builds for your project by navigating to Overview | Builds.
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-'4 AF012 - Google Docs in Confluence

Key: AF012 - Lead: |} Patrick Li - Category: PRODUCT - URL: http://www.google.com/apps

Overview Administration

e,
T :

Summary %, AppFusions Bamboo &
Issues View: Related builds by date | Latest plan status
Road Map Showing 13 of 13 builds.
Agile

© AF012 - Google Docs Connector for Confluence - Google Drive Release #8 Manual run by David Pinn | Ran: 1 week ago
Change Log Relates to: AF012-120, AF012-121 Duration: 4 minutes | Tests: No tests found
Reports N

@© AF012 - Google Docs Connector for Confluence - Google Drive Master Cl #15 Changes by David Pinn | Ran: 1 week ago
Popular Issues Relates to: AF012-121 Duration: 53 seconds | Tests: 3 passed
Versions @© AF012 - Google Docs Connector for Confluence - Google Drive Master Cl #13 Changes by David Pinn | Ran: 1 week ago
Components Relates to: AF012-120 Duration: 50 seconds | Tests: No tests found
Labels © AF012 - Google Docs Connector for Confluence - Google Drive Release #6 Manual run by David Simpson | Ran: 2 months ago
Builds Relates to: 5 issues Duration: 2 minutes | Tests: No tests found
Test Sessions (@ AF012 - Google Docs Connector for Confluence - Google Drive Master Cl #6 Changes by David Simpson | Ran: 2 months ago

Relates to: 5 issues Duration: 34 seconds | Tests: No tests found

There's more...

Apart from Bamboo, JIRA also has support for other build server systems, such as Jenkins
and Hudson, via third-party add-ons. You can get the add-on for Jenkins and Hudson from the
following link:

https://marketplace.atlassian.com/plugins/com.marvelution.jira.
plugins.jenkins

After you have installed the add-on, there will be two new application types to choose from
while creating new application links, namely Hudson and Jenkins.

Integrating JIRA with Stash

Stash is the on-premise Git source code management tool for the enterprise. It is another
application from Atlassian that provides you with all the great DVCS features and benefits
such as GitHub, but lets you keep it on your own server.

In this recipe, we will integrate JIRA with Stash so that developers can see what changes are
made against a given issue.

Getting ready

Since we will be using Stash in this recipe, you need to have a Stash instance running on your
system. If you do not have one, you can download a free Stash trial from https://www.
atlassian.com/software/stash.
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How to do it...

Perform the following steps to integrate JIRA with Stash:

1.
2.

Navigate to Administration | Add-ons | Application Links.

Enter your Stash URL and create the application link. JIRA should automatically
detect the target application as Stash; if, for some reason, it does not, make sure you

select Stash as the Application Type when prompted.

The JIRA and Stash integration works by looking through your commit logs for comments that
start with or contain any issue keys. If the commit comment contains an issue, such as the
one shown in the following screenshot, the commit will be displayed when you click on the

Source tab of the issue:

AF020 - add macro parameter description.
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Al Comments Work Log History Activity Commits Source Reviews Builds

'ﬂ Patrick Li

AF020-63 - add macro parameter description. View full commit ¢

AF020 SharpView PDF Viewer for Confluence / sharpview-for-confluence

m src/main/resources/i18n.properties

ﬂ Patrick Li  09/Jz |

AF020-63 - remove zoom parameter as that cannot be set, it is auto View full commit ¢
calculated.
AF020 SharpView PDF Viewer for Confluence / sharpview-for-confluence
m src/main/java/com/appfusions/confluence/sharpview/macro/SharpViewMacro.java
W src/main/resources/atlassian-plugin.xml
@ src/main/resources/i18n.properties
m src/main/resources/includes/sharpview/js/html5.js

W src/main/resources/templates/macros/sharpview/sharpview.vm
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Integrating JIRA with Bitbucket and GitHub

Bitbucket is Atlassian's cloud-based code repository service. It provides public and private code
repositories, with support for both Git and Mercurial. It provides a great option for organizations
that want to move to DVCS but do not want to deal with the infrastructure overhead.

In this recipe, we will look at how to integrate our on-premise hosted JIRA with Bitbucket
in the cloud.

Getting ready

Since we will be using Bitbucket in this recipe, you need to have a Bitbucket account (both Git
and Mercurial repositories will work). If you do not have one, you can sign up for a free account
athttps://bitbucket.org.

How to do it...

The first step is to create a new consumer in Bitbucket for JIRA, which will generate the
consumer key and secret:

1. Log in to your Bitbucket account.

2. Navigate to Manage Account | Integrated applications.

3. Click on Add consumer and enter a name. The name you enter here will be displayed
when JIRA requests access authorization, so you should use a name that is easily
understandable, such as Atlassian JIRA.

4. Click on Add consumer, and this will generate the consumer details we need for the
next step:

Manage 1€ Patrick Li  ~

Account settings Integrated applications

Groups There are no applications authorized to interact with your Bitbucket repositories.

Notifications

Emai OAuth consumers
mail addresses

SSH keys Generate your own OAuth customer key and secret to build your own custom integration with Bitbucket.

Plans and billing N
ame

Integrated applications

Connected accounts Allassian JIRA Delete
URL

Change password Key cvXyWNncKEP7Fdvsyy

Change username Secret QxLreKs4v5gstgUVkk298sTmD2J39h92

Sessions
Audit log

Delete account



https://bitbucket.org
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After we have created the new consumer, the next step is to enter the consumer key and
secret details into JIRA:

1.
2.
3.
4

5.

Navigate to Administration | Add-ons | DVCS Accounts.
Click on the Link Bitbucket or GitHub account button.
Select Bithucket as the Host option.

Enter the Bitbucket account name, the key, and the secret details generated from the
consumer we just created.

Click on Add to link JIRA to Bitbucket.

Once JIRA has established a connection to Bitbucket, you will be prompted to grant JIRA
access to your Bitbucket account. Make sure the consumer name (in bold) is the same as the
consumer we created and click on Grant access:

Confirm access to your account

Atlassian JIRA is requesting read and write access to your public and private
repositories.

JIRA uses OAuth as the authorization mechanism to retrieve data from Bitbucket. With OAuth,
the application that retrieves data is called the consumer, and the application that provides
data is called the provider.
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Each consumer needs to be registered with the provider, which generates a key or secret pair.
We performed the registration in our first step by adding a new consumer in Bitbucket:

TP-3: 4 uniqgue commits

= hello-world Hide files
Author Commit Message Date Files
ﬁ 6284277 TP-3 - add font awesome resources 7 minutes ago 6 files
ADDED main/resources/magic-tricks/assets/font-awesome/css/font-awesome.css
ADDED main/resources/magic-tricks/assets/font-awesome/fonts/FontAwesome.otf
ADDED main/resources/magic-tricks/assets/font-awesome/fonts/fontawesome-webfont.eot
ADDED main/resources/magic-tricks/assets/font-awesome/fonts/fontawesome-webfont.svg
ADDED main/resources/magic-tricks/assets/font-awesome/fonts/fontawesome-webfont.ttf

See more files in hello-world

ﬂ 06c920c TP-3 - add scroller related resources, including javascripts, css, and images 7 minutes ago 6 files
ADDED main/resources/magic-tricks/assets/div-scroller/css/smoothDivScroll.css
ADDED main/resources/magic-tricks/assets/div-scroller/images/arrow_left.gif
ADDED main/resources/magic-tricks/assets/div-scroller/images/arrow_left.png
ADDED main/resources/magic-tricks/assets/div-scroller/images/arrow_right.gif
ADDED main/resources/magic-tricks/assets/div-scroller/images/arrow_right.png

See more files in hello-world

-~ aaa Ses .

Close

If you do not see the Commits tab or section, make sure you have the View Development
Tools project permission.

By default, members of the Developers project role have the View
s Development Tools permission.

There's more...

As you might have already seen during the setup process, JIRA also supports GitHub, both
the standard cloud version and the enterprise on-premise version. To integrate with GitHub,
you follow the same steps, except while setting up DVCS accounts, you need to select GitHub
instead of Bitbucket.

With GitHub, you will also need the consumer key and secret by registering a new application
in GitHub:

1. Login to your GitHub account.
2. Navigate to Account Settings | Applications.
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3. Click on Register new application and enter a name.
4. Enter JIRA's URL for both Homepage URL and Authorization callback URL.
5. Click on Register application.

After you have registered the application, a new client key and secret pair will be generated for
JIRA to use.

Integrating JIRA with HipChat

HipChat is a group chat, an IM service from Atlassian. It provides features such as persistent
chat rooms and drag-and-drop file sharing, with support for web, desktop, and mobile.

In this recipe, we will integrate JIRA with HipChat, so every time an issue is created in the
Support project, a notification will be sent to the corresponding HipChat room.

Getting ready

Since we will be using HipChat in this recipe, you will need to have a HipChat account. If you
do not have one, you can sign up for a free account at http://www.hipchat.org.

The integration requires the HipChat for JIRA add-on, which is bundled with JIRA by default.
However, if you do not have the add-on installed for some reason, you can get it from the
following link:

https://marketplace.atlassian.com/plugins/com.atlassian.labs.hipchat.
hipchat-for-jira-plugin

How to do it...

Proceed with the following steps to integrate JIRA with HipChat:

1. The first step is to create a new API token in HipChat for JIRA:
1. Log in to your HipChat account; you need to have admin-level access.
2. Navigate to Group Admin | API.

3. Select Admin for Type and enter a label. The label should indicate the
system that will be using the token, for example, JIRA.
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4. Click on Create to create the new API token:

API Auth Tokens

Tokens are used to authenticate with our API and integrate with other services. They come in two flavors:

+ Admin - Has access to all APl methods.
+ Notification - Only has access to send messages to rooms. Use for integrations with other sites.

Token Type Label Created by
5ea660a4cb886c5f4cf6b7ae8faec3 Admin JIRA it Patrick Li
d303c21de6000b40f81leddcdaaabf0  Admin Confluence Patrick Li

Create new token
Type [ Admin

Label

=3

2. Now that we have created a new API token, we can use it to enable integration
between JIRA and HipChat:

1.
2.

Navigate to Administration | System | HipChat Configuration.

Cut and paste the API token from HipChat into the Admin Token field and
click on Save.

3. The last step is to update our workflow so that JIRA will send out notifications when
an issue is transitioned; this is done as follows:

1.

ok 0N

Navigate to Administration | Issues | Workflows.

Click on the Edit link for the workflow that is used by our project.
Locate the Create Issue transition and click on Post functions.
Click on the Add post function link and select Notify hipchat.

Enter the JQL query if you want to filter and limit the issues that will send
notifications to HipChat; leave it blank for all issues.

Select the chat room(s) that the notifications should be sent to.
Select whether HipChat clients should also be notified.

Click on Update to add the post function and move it below the Create issue
post function.

Publish the draft to apply the changes.
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The Add Parameters To Function window looks something like the following screenshot:

Add Parameters To Function

Add required parameters to the Function.

JQL filter to use. Notifications will be sent for only the issues matching this filter. If empty, notifications will be sent for all issues.

JaL:

HipChat rooms to notify when this transition happens:

Rooms: e [ | Come in and relax
e (] Developers Hangout
e [ GTD
e (| Project Hummingbird
e [ | Support

Trigger a client-side notification in each room:

() Enabled

Add Cancel

post function.

In order for any application to integrate with and make remote API calls to HipChat, an API
token must be used.

[ You must place the post function below the Creates the issue originally ]

Out of the box, HipChat integration works by using post functions that trigger JIRA to send
notifications to HipChat. Since we added the Notify hipchat post function to the Create
Issue transition, every time an issue is created, a notification message is sent to the selected
HipChat room.

Note that we moved the post function down the list. This is necessary as we are doing this
on the Create Issue transition, so we need the issue to be created before we send the
notification; otherwise, the notification will not contain the issue key or the link to the issue.
Since this integration is based on post functions, we can add the trigger to any transitions in
the workflow.
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The JQL field in the post function allows us to limit what JIRA will send to HipChat. For
example, we can use the following JQL to only send issues of the Support Request type:

issuetype = "Support Request"

Atlassian This is the room topic. Double click to change it.

"W HipChat

~ Show chat history

= Lobby JIRA SD-9: Update VM image to include the latest firewall changes 10:27 PM
— Create—To Do by Patrick Li.

DRRlERErS (g JIRA SD-10: Unable to log into wiki with network ID —Create—+To Do by ~ 10:28 PM

Patrick Li.

2 Come in and rel...
JIRA SD-11: Staging server is unreponsive —Create—To Do by Patrick Li. ~ 10:28 PM

4 Support

2 GTD

Other than the out-of-the-box HipChat integration, there is also another third-party add-on that
adds more features and capabilities. With this add-on, you can do the following:

» Send notifications to HipChat rooms based on events in JIRA on a per project basis
» The administrators will be able to send announcements to select HipChat rooms

You can get the add-on from the following link:

https://marketplace.atlassian.com/plugins/com.go2group.hipchat.
hipchat-plugin

Apart from HipChat, there are many other chat applications out there that can be integrated
with JIRA. For example, you can integrate JIRA with IBM Sametime using the Sametime
integration add-on; it can be downloaded from the following link:

http://www.appfusions.com/display/SAMETIME /Home
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Creating navigation links with other

applications

Integration usually means sharing data between two systems; however, it is also important to
be able to easily navigate between systems. In this recipe, we will create navigation links for
applications and other resources that JIRA can integrate with.

How to do it...

Perform the following steps to set up navigation links in JIRA:

1. Navigate to Administration | System | Application Navigator.

2. Enter the name for the navigation link. This should either be the name of the
application or the system you are linking to or the name of the resource.

3. Enter the URL for the navigation link.
4. Check the Hide option if you want to hide the link from everyone temporarily.

5. Select the groups that can see the link, or leave it empty if you want everyone to be
able to see it.

6. Click on Add to create the link.

The Application Navigator window should look something like the following screenshot:

Name URL Hide Groups

Add
JIRA http://jira.localhost.com:8080/
Confluence http://wiki.localhost.com:8090/ Manage
Company http://intranet/blog Delete
Blog
Hidden Link http://intranet/hidden Hidden Delete
Confidential http://intranet/confidential jira-administrators Delete
Contents
How To http://intranet/help/howto Delete
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Every application integrated with JIRA through the Application Link feature will be
automatically added to Application Navigator, and you cannot delete these applications
unless you delete the link between the applications. This is shown in the preceding
screenshot, where Confluence does not have a Delete button available.

For all other links that you add, they can be any arbitrary links. One of the most common
use cases is to create links as shortcuts to specific pages, such as portal sites or company
policy pages.

The links added will be displayed by clicking on the application navigator icon at the top-left
corner. Note that if you do not have any links, the icon will not be displayed:

= S:(jIRA Dashboards ~ Projects ~ Issues ~ Agile Create issue

Confluence %Ej— application navigator links
Company Blog

contientil Corterts IR

How To 2 to JIRA

Configure ere to start? Check out the JIRA 101 guide and Atlassian training

You can customize this text in the Administration section.

There's more...

The application navigator is very easy to use. There is also an alternative add-on called Unified
Navigation Plugin; you can get it from the following link:

https://marketplace.atlassian.com/plugins/nl.tweeenveertig.navigator-
plugin
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With this add-on, the links appear at the top of the page so that they are easily accessible,
and you are able to set the look and feel of the links:

Confluence Company Blog Confidential Contents How To

= i,;("R[.\ Dashboards ~ Projects v\ Issues v Agile Create issue

System Dashboard links on top

0:0 Welcome to JIRA

Not sure where to start? Check out the JIRA 101 guide and Atlassian training course.

)

You can customize this text in the Administration section.

Integrating JIRA with Google Drive

It is common for organizations today to use some kind of document management system,
either on-premise or on the cloud, such as Google Drive, Box, and Dropbox.

In this recipe, we will integrate JIRA with Google Drive, so users will be able to search, link,
preview, and download files stored in Google from JIRA.

Getting ready

For this recipe, we need to have the Google Drive in the Atlassian JIRA add-on installed. You
can download it from the following link and install it with the UPM:

http://www.appfusions.com/display/GDOCSJ/Home

How to do it...

Perform the following steps to set up an integration between JIRA and Google Drive:

1. Navigate to Administration | Add-ons | Google Configuration.

2. Fill in the configuration details for Google. The most important information here is the
consumer key and secret.

3. Click on Save to complete the configuration setup.

4. To get your Google consumer key and secret, you need to be the domain
administrator for your Google account, and navigate to Security | Advanced Settings
| Manage OAuth domain key.
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The following table summarizes the fields on the Google Configuration page:

Field Description

Name The name of the application, that is, JIRA.

Description A short description of the application.

Domain This is an optional parameter. By setting the domain value, such
as yourcompany . com, you can force users to only address their
company Google account, and not their personal accounts.

Consumer Key The Google consumer key.

Consumer Secret  The Google consumer secret.

The Google Configuration page is displayed in the following screenshot:

W Documentation

Name”
Description

Domain

*
Consumer Key

*
Consumer Secret

© ™ AppFusions

Google Configuration

1 Google Drive details have not been configured.

Google Drive Details

() Feedback

(Your company's name)

(eg. appfusions.com)

If you specify a domain, only accounts from the specified domain can be used for authentication.

©)

OAuth consumer key. You can get this from your Google Apps domain management console.

OAuth consumer secret generated by Google.

Save
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The Google Drive in JIRA integration uses OAuth, where each user needs to first authorize JIRA

to access Google Drive on their behalf; this process is called the OAuth dance.

Once the add-on is installed and configured, there will be a new Link Google Document field
under the More menu that can be seen while viewing issues. Clicking on that field will present
you with a dialog to either browse or search for files stored in Google. You can then select the

files you want to link by ticking the appropriate checkboxes:

Google Drive Picker

Search documents via title (document name). Use Browse 4——

Title: Document Type: | All s

jira hierachy
(J §m production and stage buildinfo table schema
O & jira requirements extract
il jira data sheet
B settings.xml
] Implementation Phase One Presentation
B Unix Request-new.doc

Basic sketch
[ Google Confluence Integration
- best-practices-apachecon-20060628.pdf
B Implementation Plan
- springsecurity.pdf
O Document

il appfusionsproductlist-master

1 B ChartCustomizers2.jar

switch between search
and browse mode

Attach = Cancel
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After you have selected and linked the files you want, the selected files will be listed under the
Issue Links section. Depending on the file type, you will be able to view, edit, and download
the native Google Drive files, if you have permission.

¢  JIRA Integration Project / TP-2

4 Integrate JIRA with Google Drive

# Edit | (O Comment | Assign More ~ Reopen Issue Admin ~

Details
Type: @) Task Status: =IE) (View Workflow)
Priority: 1 Major Resolution: Fixed
Labels: None

Description

Set up integration between JIRA and Google Drive so issues can be linked to files stored in the cloud.

linked Google files edit, preview, download

Issue Links +
Google documents [ Google Confluence Integration @ *
jira hierachy F RO 4
ii product management jira screens & workflows sy © *

There are many other third-party integration add-ons available that support popular cloud
vendors, including the following:

4

4

Salesforce.com: The URL is https://marketplace.atlassian.com/plugins/

com.atlassian.jira.plugin.customfield.crm

Box: The URL is http://www.appfusions.com/display/BOXJIRA/Home
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Using JIRA webhooks

In previous recipes, we looked at how to integrate JIRA with specific applications and
platforms. In this recipe, we will look at webhooks, a different way of implementing integration
with JIRA.

How to do it...

Perform the following steps to set up a webhook:

1. Navigate to Administration | System | WebHooks.

2. Click on the Create a WebHook button.

3. Enter a name for the new webhook. This should clearly explain the purpose of the
webhook and/or the target system.

4. Enter the URL of the target system for the webhook to call.

5. Check the Exclude details checkbox if adding data to the POST will cause errors.

6. Enter the JQL to define the issues that will trigger the webhook, or leave it blank for
all issues. It is recommended that you use JQL to restrict the scope.

7. Select the issue events that will trigger the webhook.

8. Click on Create to register the webhook:

WebHooks Name” ' Support Update WebHook

New WebHook URL' http://fexample.com/rest/webhooks/we

http://example.com/rest/w

Exclude details () Exclude issue details from the POST to URL

JOL @ project = "Support Desk"

Syntax help
JQL Filter for issue events that would trigger the
webhook.
Events [ Allissue events
™ Issue Created
_J Issue Deleted

W Issue Updated
) Worklog Updated

Create = Cancel
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Webhooks follow an event-based mechanism, where the source system (in this case, JIRA) will
make a HTTP POST call to all the registered webhooks when a registered event occurs. This is
very similar to JIRA's internal notification system where e-mails are sent based on events.

With the event-based approach, instead of requiring the remote application to constantly poll
JIRA for changes, which is both inefficient and inadequate for situations where changes need
to be processed in real time, the remote application can be registered in JIRA with a webhook,
and JIRA will call the application when the event occurs.

You can also add trigger webhooks from post functions with the Trigger a Webhook post
function. All you have to do is select the transition that will be the trigger, add the post
function, and select the webhook to be triggered. This is particularly useful since the webhook
configuration panel only lists some of the basic event types, but not any custom event types
that are used in workflows.







JIRA Administration

In this chapter, we will cover:

» Troubleshooting notifications

» Troubleshooting permissions

» Troubleshooting field configurations

» Running JIRA in safe mode

» Importing data from other issue trackers
» Importing data from CSV

» Checking data integrity in JIRA

» Automating tasks in JIRA

» Running scripts in JIRA

» Switching user sessions in JIRA

» Working with JIRA from the command line
» Viewing JIRA logs online

» Querying the JIRA database online

» Tracking configuration changes



JIRA Administration

Introduction

In the previous chapters, we looked at the different customization aspects of JIRA. As we have
seen, JIRA can be a complex system, especially as the number of customizations increases.
This can be a headache for administrators when users run into problems and require support.

In this chapter, we will learn to use tools in order to troubleshoot JIRA configuration issues that
easily pinpoint the cause of the problem. We will also look at other tools that can help you as
an administrator to be more efficient at diagnosing, fixing, and supporting your users.

Troubleshooting notifications

In this recipe, we will look at how to troubleshoot problems related to notifications, such as
determining whether and why a user is not receiving notifications for an issue.

How to do it...

Perform the following steps to troubleshoot notification problems in JIRA:

1. Navigate to Administration | Add-ons | Notification Helper.

Select the user that is not receiving the notifications as expected.

Select the issue for which the user is expected to receive notifications from.
Select the issue event that is triggering the notification.

ok 0N

Click on Submit to start troubleshooting.

You can also run the Notification Helper tool from the Admin menu while viewing an issue.

The Notification Helper tool works by looking at the notification scheme settings used
by the project of the selected issue, and it verifies whether the selected user matches
one of the notifications.
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As shown in the following screenshot, the user, John Doe, should not receive notifications
from the HD-10 issue because he is not in the Developers project role:

Notification Helper

Status Summary

ﬂ Project Role

Find out why users receive, or do not receive notifications for this issue

User 1 John Doe

Begin typing to find a user

Issue HD-10 - Unable to log into wiki with network ID

Begin typing to find an issue

Notification Event | Issue Updated

Begin typing to find a notification event or press down to see all

Event:
User:
Project:
Scheme:
Issue:
Status:

Submit

Issue Updated

John Doe

Help Desk

Default Notification Scheme

HD-10

B3 John Doe does not receive notifications for the 'lssue Updated' event

Details

John Doe is not a member of the Developers project role
You can change this by going to the 'Help Desk' project roles
and adding John Doe to the missing role(s)
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There's more...

Of course, other than your notification scheme settings, you will also want to check whether
your JIRA is able to send outgoing e-mails successfully (refer to the Setting up an outgoing
mail server recipe in Chapter 6, E-mails and Notifications), and also that the notification
e-mails are not being filtered out to the user's spam folder.

Troubleshooting permissions

In this recipe, we will look at how to troubleshoot problems caused by permission settings,
such as determining why a user is unable to view an issue.

How to do it...

Perform the following steps to troubleshoot permission problems in JIRA:

1. Navigate to Administration | Add-ons | Permission Helper.

Select the affected user.

Select the issue for which the user is expected to have permissions from.
Select the permission type the user should have access to.

ok 0N

Click on Submit to start troubleshooting.

You can also run the Permission Helper tool from the Admin menu while viewing an issue.

The Permission Helper tool works by looking at both the permission scheme and issue
security scheme settings used by the selected issue. It verifies whether the selected user
has the required permissions for the necessary action.

As shown in the following screenshot, even though the user John Doe is in the Users project
role required by the permission scheme, he should not be able to see the HD-10 issue
because he is not in the Developers project role required by the issue security scheme:
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Permission Helper

Discover why a user does or does not have certain permissions...

User 1 John Doe

Begin typing to find a user, leave blank for Anonymous user

Issue (7] HD-10 - Unable to log into wiki with network ID N

Begin typing to find an issue
Permission  Browse Projects '

Begin typing to find a permission or press down to see all

Permission name: Browse Projects
User: John Doe
Project: Help Desk
Permission scheme: Default Permission Scheme
Issue: HD-10

Status: [E3 John Doe does not have the 'Browse Projects' permission

Status Summary Details

a Issue Security John Doe is not in security level Internal

(] Project Role John Doe is a member of the Users project role
Submit

Troubleshooting field configurations

In this recipe, we will determine why a given field is not displayed while viewing an issue and
look at how to troubleshoot it.

How to do it...

Perform the following steps to troubleshoot why a field is not displayed:

1. Navigate to the issue that has missing fields.
2. Select the Where is my field? option from the Admin menu.

3. Select the field that is missing to start troubleshooting.
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The Field Helper tool examines field-related configurations, including the following:

>

Field context: This checks whether the field is a custom field. The tool will then
check whether the field has a context that matches the current project and issue
type combinations.

Field configuration: This verifies whether the field is set to hidden.

Screens: This verifies whether the field is placed on the current screen based
on the screen scheme and issue type of the screen scheme.

Field data: This verifies whether the current issue has a value for the field,
as custom fields without a value will often not be displayed.

As shown in the following screenshot, Customer is a custom field, and the reason behind
its lack of display is because it has no value for the current issue:

Where is my field?

Begin typing to find your field

Project: JIRA Integration Project
Issue type: Task
Screen: View Issue
Field: Customer
Status: [EJ The 'Customer field is not present on the form you are viewing
Status Summary Details
(] Project and issue type scope Field 'Customer’ is in scope of the project 'JIRA Integration Project'
and issue type 'Task'’
(] Field configuration The field 'Customer’ is enabled by the Field Configuration 'Default
Field Configuration' associated with this issue.
(] Field Screen The field 'Customer’ is present on the screen 'Default Screen’
configured for this issue
[ x ] Field value The field 'Customer’ does not have value for issue TP-3 and will not

be displayed on the view issue page. Set value for that field so that it

Close
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Running JIRA in safe mode

When you have different people installing add-ons in JIRA, you can, at times, run into problems,
but you might be unsure as to which add-on has caused a certain problem. In these cases,

you can use the method of elimination; however, first, disable all the add-ons and re-enable
them one at a time.

Getting ready

Enabling safe mode will impact your users, so make sure you plan accordingly before doing so.

How to do it...

Perform the following steps to enable safe mode:

1. Navigate to Administration | Add-ons | Manage add-ons.
2. Click on the Enable safe mode link at the bottom of the page.

3. Click on Continue when you are prompted to confirm the change.

The window looks like the following screenshot:

Manage add-ons
You can install, update, enable, and disable add-ons here. Find new add-ons.

Filter visible add-ons Action required v # Upload add-on < Build a new add-on

Add-ons requiring action Update all

These add-ons need your attention. Add-ons that are unlicensed, expiring soon, or have available
updates will be in this list.

> &% JIRA Subversion plugin UPDATE AVAILABLE Update

Audit log JIRA update check Settings Enable safe mode

The Universal Plugin Manager (v2.15.2) by Atlassian click to run JIRA in safe mode
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The Universal Plugin Manager (UPM) is what JIRA uses to manage all its add-ons. Other than
being the interface that allows you to upload and install third-party add-ons (unless instructed
otherwise), it also provides a number of other useful administrative features.

When you enable the safe mode option (using Enable safe mode), the UPM will disable all
user-installed add-ons, which returns JIRA to a vanilla state. You can then individually enable
each add-on, thus finding the problematic add-on via the method of elimination.

There's more...

The UPM also provides an audit feature, which keeps track of all the changes related to
add-ons. You can simply click on the Audit log link at the bottom of the page and the UPM
will display a list of changes that date back to the last 90 days.

Importing data from other issue trackers

If you have another issue tracker and are thinking about switching to JIRA, you can often
easily migrate your existing data into JIRA with its built-in import tool.

In this recipe, we will look at importing data from Bitbucket's issue tracker. JIRA supports
importing data from other issue trackers, such as Bugzilla and Mantis, and as we will see,
the process is mostly identical.

How to do it...

Perform the following steps to import data from other issue trackers, such as Bitbucket,
into JIRA:

1. Navigate to Administration | System | External System Import.

2. Select the source's issue tracker system. We will select Bitbucket for this recipe.
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3. Click on the Next button to authorize the JIRA importer to access data from
Bitbucket, and when prompted, click on Authorize:

[ ]
Setup Map Projects Map Fields Map Values Map Links

Bitbucket Setup

Setup

You will be redirected to Bitbucket now so that you can authorize the data import.

[J Use an existing configuration file
If you have used this importer before, you may have saved a previous configuration file.

You can use that here to save time.

£ -

‘ (@ Passwords will not be imported. Users will have to create new password at first login.

4. Map projects from Bitbucket to JIRA projects. For those projects you do not want to
import to JIRA, leave them selected with the Don't import this project option. Click
on Next to continue.

After you have clicked on Next, JIRA will query Bitbucket to get an export of settings

such as fields and values so that they can be used to map JIRA counterparts. This
process may take a few minutes depending on the size of your Bitbucket project.

M ject
ap pr0]ec S Setup Map Projects Map Fields Map Values Map Links

Map Projects

Select the Bitbucket projects to import, then set how you would like these converted to projects in JIRA.

Bitbucket Project JIRA Project
alwynwong/magique-box-theme —  Don't import this project N
liangli/hello-world —  Hello World he

£ -
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5. Select the fields from Bitbucket that you want to manually map to the JIRA
field values.

6. Select the workflow scheme used by the target JIRA project so that we can map
Bitbucket statuses to JIRA statuses in the next step. Click on Next to continue:

M ap flelds Setup Map Projects Map Fields Map Values

Map Fields

External field Distinct values Map field value

kind 4 4

priority 5 4

resolution 7 4

status 7 mandatory
Schemes

Workflow Scheme = None - default built-in JIRA workflc &

Please select the JIRA workflow scheme to use when mapping statuses during import.

£ -

Map Links

*  Make sure you select the correct workflow scheme by checking the

project configuration; otherwise, the import process can fail due to
’ incorrect status mapping.
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7. Map the field values from Bitbucket to the field values of the JIRA fields as shown in
the screenshot that follows. Click on Next to continue.

Map values

Map Values

External field

kind

priority

Setup

Value from importer

bug

enhancement

proposal

task

trivial

minor

major

critical

blocker

Map Projects

Map Fields Map Values

Target value in JIRA

Bug

Improvement

New Feature

Task

Trivial

Minor

Major

Critical

Blocker

Map Links

<

<

«

<

<>

<

<

<

<
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8. Map Bitbucket's link types to the JIRA issue link types. Click on Begin Import to start
importing data into JIRA:

Map Iln ks Setup Map Projects Map Fields Map Values Map Links
Map Links
External Link Type JIRA Link Type
Duplicate Duplicate :
Mention Relates :
Begin Import [EEER

9. Review the import result. You can click on the download a detailed log link to get
a full log of the process if the import has failed. You can also click on the save the
configuration link to get a copy of the mapped files so that you do not have to remap
everything from scratch the next time.

© 0 projects and 5 issues imported successfully!

What now?
You can download a detailed log of this import. You can also save the configuration for future reuse.

Import another project.

196



Chapter 8

JIRA has a common wizard interface for all the different issue tracker importers. While each
importer has its own uniqueness, they all follow the same basic steps, as outlined in the
following list:

» Configuring the target data source: This is set to retrieve the target issue tracker's
data. It can be a direct database access in the case of Bugzilla, or it can be over the
Internet in the case of Bitbucket.

» Selecting a project to import to: This is where we have to choose issues that should
be imported to either an existing project or a new project.

» Mapping target system fields to JIRA fields: This is where the target issue maps the
tracker's fields to the corresponding JIRA fields. Custom fields can be automatically
created as part of the process.

» Mapping a target system field values to JIRA field values: This maps the field data
based on the previous field mappings. It is usually required for selecting list-based
fields such as priority, issue status, and custom fields.

» Mapping the issue link types: This step is optional depending on whether the target
issue tracker supports linking. If it does, those link types will need to be mapped to
the JIRA issue link types.

Although the JIRA importer is able to handle most instances where the data mapping is
straightforward, for bigger instances with complex mapping requirements, such as project
merging and conditional mapping, it is recommended to engage an Atlassian Expert
(https://www.atlassian.com/resources/experts) to handle the migration,
rather than relying on the importer alone.

There's more...

Other than the out-of-the-box supported issue trackers, there are other third-party add-ons
that have support for other systems. For example, there is an add-on for importing issues
from GitHub called JIRA GitHub Issue Importer, and you can get it from the following link:

https://marketplace.atlassian.com/plugins/com.atlassian.jira.plugins.
jira-importers-github-plugin

If there are no import options available for your issue tracker, you can also try to export your
data in the CSV format and then use the built-in CSV importer to import the data. This is what
we will discuss in the following recipe, Importing data from CSV.
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Importing data from CSV

JIRA comes with a number of importers to import data from other popular issue trackers.
If you want to import data from an unsupported issue tracker, JIRA provides a generic
comma-separated values (CSV) importer. This is also quite useful if you want to import
data from some generic applications, such as MS Excel.

In this recipe, we will look at importing data from a CSV file.

How to do it...

Perform the following steps to use the CSV importer:

1. Navigate to Administration | System | External System Import.
2. Select the Import from Comma-separated values (CSV) option.
3. Select the source CSV file in the CSV Source File field:

CSV File import

File import Setup Fields Values
File import

CSV Source File data-export.csv &

_JUse an existing configuration file

If you have used this importer before, you may have saved a previous configuration file.
You can use that here to save time.
v Advanced
File encoding” | UTF-8

CSV Delimiter |,

Leave blank for comma or enter \t for tab-delimited.
To include a delimiter character, place the value between double quotes.
To include a delimiter or a double quote character, place each value between double quotes.

o

(@ Passwords will not be imported. Users will have to create new password when they first attempt to login.
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4. Expand the Advanced section and select the file encoding used in the CSV file and
the delimiter if you are not using the default comma (,) character. Click on Next to
go to step 2.

5. Select the project you want to import your CSV data to and the format used to
represent the date. This is important; otherwise, JIRA may not be able to parse

the date values contained in the file. Click on Next to go to step 3:

Map projects

Setup

Import to JIRA"

Project

E-mail Suffix for
New Users

Date format

G——
File import Setup

©  Hello World ~

_ Defined in CSV

To import multiple projects you must use the project defined in the CSV.
@
(e.g. @atlassian.com)

dd/MMM/yy h:mm a

(e.g. dd/MMM/yy h:mm a)

Please specify the format that dates are stored in the CSV file. Please use syntax valid for SimpleDateFormat.

o

Fields Values

6. Map the CSV columns to the JIRA fields. For this step, you have to at least map a
column to the issue summary field. Check the Map field value checkbox for fields
you want to map values for, such as for select list fields. Click on Next to continue.

7. Map values from the CSV file to the JIRA field values. The CSV importer will use
this as a mapping rule while processing the CSV file. Click on Begin Import to start
importing data.
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8. Review the import result. You can click on the download a detailed log link to get
a full log of the process if the import has failed. You can also click on the save the
configuration link to get a copy of the mapping files so that the next time, you do
not have to remap everything from scratch.

Checking data integrity in JIRA

JIRA comes with a database integrity checker utility to help you identify and fix data
inconsistencies, which can often occur as a result of the following:

» Installing and uninstalling add-ons with custom fields and workflow modules

» Direct database manipulation via custom applications and/or scripts

These inconsistencies can sometimes lead to workflow errors or even system crashes.
In this recipe, we will look at how to correct these data inconsistencies.

Getting ready

Before you fix any errors found with the integrity checker utility, make sure you create a
backup of your data.

How to do it...

Perform the following steps to run the integrity checker utility:

1. Navigate to Administration | System | Integrity Checker.
2. Select the data to be verified. Check the Select All option to verify all data.

3. Click on the Fix button if there are any errors found to automatically correct
the errors.
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As shown in the following screenshot, we have two data integrity errors related to custom
fields caused by custom fields being deleted but still referenced in configuration schemes.
By selecting those two errors and clicking on the Fix button, JIRA will automatically fix the
errors by removing the references.

Integrity Checker

@ Choose the errors you would like to fix, or return to the previous screen.

[J  Fix Al

Check Issue Relations

PASSED: Check Issue for Relation 'ParentProject’

PASSED: Check Issue for Relation 'RelatedOSWorkflowEntry'
PASSED: Check that all Issue Links are associated with valid issues

Check Search Request

PASSED: Check search request references a valid project

Check for Duplicate Permissions

PASSED: Check the permissions are not duplicated

Check Workflow Integrity

PASSED: Check workflow entry states are correct
PASSED: Check workflow current step entries
PASSED: Check JIRA issues with null status

Check Field Layout Scheme Integrity
@ Check field layout schemes for references to deleted custom fields

ERROR: The field layout item with id 10197 has a reference to the deleted custom field with id
customfield_10003. (JRA-4423)

ERROR: The field layout item with id 10198 has a reference to the deleted custom field with id
customfield_10004. (JRA-4423)

Check for invalid filter subscriptions
PASSED: Check FilterSubscriptions for references to non-existent QuartzTriggers
PASSED: Check FilterSubscriptions for references to non-existent SearchRequests

PASSED: Check for existence of SimpleTriggers

Fix Back
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Automating tasks in JIRA

As an administrator, being able to automate tasks is often a very important task. Earlier, you
often needed to have some programming skills in order to take advantage of some of the
automation facilities provided by JIRA, such as Listeners and Services. Luckily, Atlassian now
provides a tool to help with automation, without the need to know any programming.

In this recipe, we will set up an automated task where JIRA will periodically check for issues
that have not been updated in seven days, close them, and add a comment.

Getting ready

For this recipe, we need to have the JIRA Automation Plugin add-on installed. You can
download it from the following link and install it using the UPM:

https://marketplace.atlassian.com/plugins/com.atlassian.plugin.
automation.jira-automation-plugin

How to do it...

Perform the following steps to set up an automated task:

1. Navigate to Administration | Add-ons | Automation.
2. Click on the Add Rule button.

3. Enter a name for the new automation rule and select the user that will be used by
JIRA to run this task.

4. Check the Enable rule once created? option and click on Next to continue:

Add Rule

Rule Configuration Select Trigger Add Actions Confirm

Rule Configuration

* .
Name of the rule | Auto close issue rule

Actor of the rule” ' admin

« Enable rule once created?
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with the comment we added.

5. Select the JQL Filter Trigger option.

Enter CRON schedule. If we want our task to run every day at midnight, we will use
theo 0 0 * * ? expression.

7. Enter the JQL expression named project = "Help Desk" AND updated <=
-7d. This will get us the list of issues in the Help Desk project that have not been
updated in the last seven days.

8. Click on Next to continue:

C——
Add RUIe Rule Configuration Select Trigger Add Actions Confirm
Select Trigger
Select Trigger = JQL Filter Trigger :
CRON schedule” [ 000**?
CRON expression (including seconds) like */5 * * * * 2. For format description, check this guide.
This is scheduled with respect to the current server time: Today 9:09 PM
JaL expression' project = "Help Desk" AND updated <= -7d (V]
JQL expression to fetch issues.
Limit results
Limits the maximum amount of items returned by the filter
m Cancel

9. For the first action, we want to close these issues, so we select Transition
Issue Action.

10. Select the Close Issue transition. We need to make sure that the Close Issue
transition selected is available for the project.

11. Check the Disable notification for this transition option.

12. Create a new action by clicking on the Add action... button.

13. Select Comment Issue Action.

14. Add a comment to the Comment box.

15. Check the Send notification? option so that users will receive a notification

203



JIRA Administration

16. Click on Next to continue.

< = O
Add Rule N : : .
Rule Configuration Select Trigger Add Actions Confirm

Add Actions
Choose action Transition Issue Action % Remove this action

v

Workflow Transition ' Close Issue (2)
Please note that this must be a valid transition for the issues returned by the trigger.

o Disable notification for this transition?

Transition fields

Yz

Optional fields to set on transition. Defined as field_id=field value pairs on new line

Choose action = Comment Issue Action 4 Remove this action

Comment” | Issue automatically closed because it has not been updated in at least 7

days.

Vz

o' ~Viewable by All Users
The following variables are available to insert dynamic contentinto the comment: $issue,

$reporter, $project
& Send notification?

<=Add action...
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17. Review the automation task summary and click on Save to create the task.

[ < & O
Rule Configuration Select Trigger Add Actions Confirm

Add Rule

Confirm

You are about to add the following automation rule. Please check all the details before hitting save!

Auto close issue rule
Status

Actor admin

Trigger
Type JQL Filter Trigger
JQL expression  project = "Help Desk" AND updated <= -7d
Limit results

CRON schedule 000**?

Actions
TRANSITION ISSUE ACTION

Workflow Transition jira: Close Issue (2)

Disable notification Yes
for this transition?

Transition fields None
COMMENT ISSUE ACTION
Comment Issue automatically closed because it has not been updated in at least 7 days.

Comment Visibility Viewable by All Users

Send notification? Yes
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An automation rule consists of two components, the trigger and the action. The trigger will
cause the task to happen. The two built-in triggers are as follows:

» JQL filter: This trigger runs periodically as per a CRON schedule. All issues that are
part of the JQL query will be subjected to the action, provided it does not fall outside
of the limit.

» Issue event: This trigger runs when the corresponding issue event occurs. Issues that
fire the event will be subjected to the action, unless restricted by a JQL query and/or
an event author.

An action is what will happen when a trigger is fired. A trigger can fire more than one actions.
The five built-in actions are as follows:

» Set assignee to last commented: This action assigns the issue to the user that last
commented on it

» Edit labels: This action adds and/or removes labels from the issue

» Comment issue: This action adds a comment to the issue

» Transition issue: This action transitions the issue along the workflow
» Edit issue: This action updates the field values of the issue

With our automation task, we have set up a trigger to run every day at midnight with
theo 0 0 * * ? CRON expression. We then used a JQL query to select only the issues
in the Help Desk project that have not been updated in the last seven days at the time
when the task was run.

We then added two actions for the trigger, one to transition all the issues returned from the
JQL query to Close and another to add a comment, which will also send out a notification.

Running scripts in JIRA

JIRA provides an API for people with programming skills to create add-ons to extend its
features, or to perform tasks that would otherwise be impossible or tedious. However,
even with that, it is sometimes overkill to create a full-blown add-on for what may seem
like a simple task. The good news is there is an option for you to write or program scripts
which can take advantage of what the API offers, while not having the burden of a full
add-on development.

In this recipe, we will create a Groovy script that will share a number of search filters
by adding them as favorites for everyone in JIRA—a task that would otherwise take a lot
of time if done manually.
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Getting ready

For this recipe, we need to have the Script Runner add-on installed. You can download it from
the following link and install it with the UPM:

https://marketplace.atlassian.com/plugins/com.onresolve.jira.groovy.

groovyrunner

How to do it...

Perform the following steps to run a custom Groovy script in JIRA (note that you will need to
update the filter IDs accordingly):

1.
2.

Navigate to Administration | Add-ons | Script Console.
Select Groovy as the Script Engine.
Copy the following script into the Script text area:

import com.atlassian.jira.ComponentManager

import com.atlassian.jira.favourites.FavouritesManager
import com.atlassian.jira.issue.search.SearchRequest

import com.atlassian.jira.issue.search.SearchRequestManager
import com.atlassian.jira.user.util.UserManager

import com.atlassian.jira.security.groups.GroupManager

// Set the filter ID and group to share with here

Long[] searchRequestIds = [10801,10802,10803]

String shareWith = "jira-users"

ComponentManager componentManager =
ComponentManager .getInstance ()

FavouritesManager favouritesManager = (FavouritesManager)
componentManager .getComponent InstanceOfType

(FavouritesManager.class)
SearchRequestManager searchRequestManager =
componentManager .getSearchRequestManager ()
UserManager userManager =
componentManager .getComponent InstanceOfType
(UserManager.class)
GroupManager groupManager =
componentManager .getComponent InstanceOfType
(GroupManager.class)
for (Long searchRequestId in searchRequestIds) ({
SearchRequest searchRequest =
searchRequestManager.getSharedEntity (searchRequestId)
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for (String userId in
groupManager .getUserNamesInGroup (shareWith))
favouritesManager.addFavourite (userManager.getUser (userId),
searchRequest)

}

4. Click on Run now to execute the script.

The Script Console window is depicted in the following screenshot:

Script Console

Either specify a path to a script file or paste a script into the text area. The script will be validated and then run on the server.
Note: Your script may have unknown affects on JIRA so should be tested on a Development environment first.
Script
file
path:

or

Script AppleScript (AppleScriptEngine, version: 1.1, registered extensions: [scpt, applescript, app])
Engine: (") ECMAScript (Mozilla Rhino, version: 1.7 release 3 PRERELEASE, registered extensions: [js])
(&) Groovy (Groovy Scripting Engine, version: 2.0, registered extensions: [groovy])

The above are the available (JSR-223 compliant) script engines. To add more drop the jar into your classpath.

Script: import com.atlassian.jira.ComponentManager

import com.atlassian.jira.favourites.FavouritesManager

import com.atlassian.jira.issue.search.SearchRequest

import com.atlassian.jira.issue.search.SearchRequestManager
import com.atlassian.jira.user.util.UserManager

import com.atlassian.jira.security.groups.GroupManager

// Set the filter ID and group to share with here

Long[] searchRequestIds = [10801,10802,10803]

String shareWith = "jira-users"

ComponentManager componentManager = ComponentManager.getInstance()

SearchRequestManager searchRequestManager = componentManager.getSearchRequestManager()
UserManager userManager = componentManager.getComponentInstanceOfType(UserManager.class)
GroupManager groupManager = componentManager.getComponentInstanceOfType(GroupManager.class)
for(Long searchRequestId in searchRequestIds) {
SearchRequest searchRequest = searchRequestManager.getSharedEntity(searchRequestId)
for (String userId in groupManager.getUserNamesInGroup(shareWith)) {
favouritesManager.addFavourite(userManager.getUser(userId), searchRequest)

FavouritesManager favouritesManager = (FavouritesManager) componentManager.getComponentInstanceOfType(FavouritesManager.class)

Runnow = Cancel
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The Script Runner add-on comes with support for a number of script engines; Groovy

being one of them. In the script, we list a number of search filters by their IDs (these filters
need to be shared so that the other users can favorite them), loop through them, and add
each ID as a favorite to the users in the jira-users group, and all done using JIRA's API
(https://developer.atlassian.com/display/JIRADEV/Java+API+Reference).

Switching user sessions in JIRA

You will often have problems where the issue only happens to a particular user. In these
cases, you will have to either sit next to the user in order to see and understand the problem,
or reset the user's password and log in as that user.

In this recipe, we will look at how you can switch your current session to any other user's
session, without having to reset or get hold of the user's password.

Getting ready

For this recipe, we need to have the User Switcher add-on installed. You can download it from
the following link and install it with the UPM:

https://marketplace.atlassian.com/plugins/com.tngtech.jira.plugins.
schizophrenia

How to do it...

We first need to configure the add-on using the following steps:

1. Navigate to Administration | Add-ons | Manage add-ons.
2. Select the User Switcher for JIRA add-on and click on the Configure button.

3. Enter the group that should be able to switch users. Leave it blank for the
jira-administrators group only.

4. Enter the group that you can switch to. Leave it blank if you want to switch to any
other user.
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5. Click on Save to apply changes.
6. Now perform the following steps to switch your user session in JIRA:

1. Press the X key on your keyboard twice.
2. Select the user you want to switch to:

YJIRA Dashboards ~ Projects ~ Issues ~ john Py Q Quick Search @~ £~ & -
JIRA Int tion Project / TP-2
4 Integrate JIRA with Google Drigememse
ntegrate wi oogie Dri John Doe (john)
# Edit ¢ Comment Assign | More ~ Admit Double-Pressing x  opens this dialog box. = | G Export -
Details People
Type: @) Task Status: =) (View Workflow) Assignee: n Patrick Li
Priority: 4 Major Resolution: Fixed Reporter: n Patrick Li
Affects Version/s: None Fix Version/s: None
Votes: 0
Component/s: None Watchers: @ Stop watching this issue
Labels: None

After you have selected the user, you will be automatically logged in as that user.

We first configured the User Switcher add-on to place some restrictions on who will
have access to this feature. You would normally want to restrict this to the administrators
group only.

The User Switcher works by selecting a user of your choice and switching out of your
current active JIRA session's username to the target user; it is just as if you have logged
into JIRA as that user.

There is also another commercially paid add-on called SU for JIRA. You can download the
add-on from the following link:

https://marketplace.atlassian.com/plugins/com.dolby.atlassian.jira.
jirasu

The SU for JIRA add-on works similar to the User Switcher add-on, allowing you to switch
your current session to another user. It has some other features, such as keeping an
audit trail of all the switches.
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Working with JIRA from the command line

We normally interact with JIRA via the browser. Sometimes, it is useful to be able to use the
command line, especially for administrative tasks or writing shell scripts.

In this recipe, we will use the command line to create new users in JIRA.

Getting ready

For this recipe, you need to have the Atlassian Command Line Interface (CLI) tool available
on your workstation. You can download it from the following link:

https://marketplace.atlassian.com/plugins/org.swift.atlassian.cli

How to do it...

To use the Atlassian CLI tool, we first need to enable the Remote API from JIRA:

1. Navigate to Administration | System | General Configuration.
2. Click on the Edit Settings button.
3. Turn on the Accept Remote API call settings.
4. Click on Update to apply the change.
You then need to install the Atlassian CLI tool by unzipping it to a convenient location on

your workstation. Next, update the jira.sh (for UNIX) or jira.bat (for Windows) file to
add in JIRA's details.

For example, as shown in the following command, JIRA is running on
http://localhost:8080, and the administrator credential is admin user with admin
password as the password:

java -jar 'dirname $0'/lib/jira-cli-3.8.0.jar --server
http://localhost:8080 --user admin user --password admin password
n $@Il

So now that we have everything set up, we can run the following command to create a
new user in JIRA:

./jira.sh --action addUser --userId tester --userEmail
tester@company.com --userFullName Tester

You should get a response as shown in the following code:

User: tester added with password: 89u66p3mik5g. Full name is:
Tester. Email is: tester@company.com.
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The Atlassian CLI tool works by accessing JIRA features via its Remote SOAP and REST API,
which need to be enabled first.

We updated the jira script file with JIRA details so we don't have to specify them every time,
which is useful if we want to use the tool in a script. When we run the JIRA script, it will have
all the necessary connection information.

The Atlassian CLI comes with a list of command actions, such as the addUser action we used
to create users in JIRA. You can get a full list of actions from the following link:

https://bobswift.atlassian.net/wiki/display/JCLI/Documentation

Viewing JIRA logs online

Often, when an error occurs, you as the administrator will need to examine the JIRA log files to
pinpoint the exact problem. Normally, in order to get access to the logs, you will need to either
SSH into the server or download the file using an FTP client, and in a locked-down environment,
you will have to request this via your IT team, which could lead to a long turn-around time.

In this recipe, we will look at how you can access your JIRA log files from the JIRA Ul, trail its
contents online, and download them directly.

Getting ready

For this recipe, we need to have the Home Directory Browser for JIRA add-on installed. You can
download it from the following link and install it with the UPM:

https://marketplace.atlassian.com/plugins/com.atlassian.sysadmin.
homedirectorybrowser

How to do it...

Perform the following steps to access the JIRA log files from the JIRA Ul:

1. Navigate to Administration | Add-ons | Home Directory Browser.

2. Click on the log directory link to view its content.
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3. Click on the Live View link for the log file you want to view online, or download the file
by clicking on it or its Download Zip link:

Home Directory Browser
JIRA Home / log

Back

Name Size Action

atlassian-jira-incoming-mail.log 245B Live View Download Zip
atlassian-jira-outgoing-mail.log 805B Live View Download Zip
atlassian-jira-security.log 99.2 KB Live View Download Zip
atlassian-jira.log 5.9 MB Live View Download Zip

The Home Directory Browser works by displaying the actual content of your JIRA HOME
directory inside your web browser. You can actually get access to more than just the log files.
For example, you can look at JIRA's database configuration from the dbconfig.xml file and
download data exports from the export directory.

Querying the JIRA database online

In the previous recipe, we looked at how to view JIRA log files online, which is a very
convenient way to troubleshoot problems. In this recipe, we will continue with this by
looking at how you can run queries against the JIRA database from the JIRA Ul directly.

Getting ready

For this recipe, we need to have the Home Directory Browser for JIRA add-on installed. You can
download it from the following link and install it with the UPM:

https://marketplace.atlassian.com/plugins/com.atlassian.sysadmin.
homedirectorybrowser
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How to do it...

Perform the following steps to query the JIRA database directly in the JIRA Ul:

1. Navigate to Administration | Add-ons | Db Console.

Select the database table to query from.

Select the columns to include as part of the query, or leave it blank for all the columns.
Optionally, you can construct your own queries in the Enter SQL text field.

ok 0N

Click on the Execute button to run the SQL query:

Database Console

Select Table | RESOLUTION :

Select the table to query.

Columns | ID
SEQUENCE
PNAME
DESCRIPTION
ICONURL

Select the list of columns that is to be returned in the query.

Enter SQL" | 1 SELECT * FROM "RESOLUTION"

Execute
ID SEQUENCE PNAME DESCRIPTION ICONURL
1 1 Fixed A fix for this issue is checked into the tree and tested. null
10000 6 Done null
2 2 Won't Fix The problem described is an issue which will never be fixed. null
3 3 Duplicate The problem is a duplicate of an existing issue. null
4 4 Incomplete  The problem is not completely described. null
5 5 Cannot All attempts at reproducing this issue failed, or not enough information was available to null

Reproduce reproduce the issue. Reading the code produces no clues as to why this behavior would occur.
If more information appears later, please reopen the issue.

The Db console opens up a direct connection to JIRA's database, allowing you to run
any SQL statement just as if you are using a native SQL client.

It is a great tool to run SELECT queries which are read-only, but since you are allowed to
run any arbitrary valid SQL statement, including INSERT and UPDATE, care must be taken.
Direct data manipulation is discouraged, as it might lead to irreversible data corruption
and system outages.
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Tracking configuration changes

JIRA keeps track of the changes made to issues but not its configuration changes, such as
workflows and permissions. This becomes increasingly important when you have more than
one administrator, or if your organization is in a tightly regulated industry where audit reports
are needed to ensure conformity to regulations.

In this recipe, we will look at how to keep track of the configuration changes in JIRA. Note that
this feature is only available in JIRA 6.2 and newer.

How to do it...

We first need to enable the auditing feature in JIRA:

1. Navigate to Administration | System | Audit Settings.
2. Click on the Enable button to enable configuration change tracking.

Once you have enabled configuration tracking, all changes from that point onward will be
automatically logged. You can view the audit logs by navigating to Administration | Audit Log:

Audit Log 'Lass
Q Time: All ¥,Export
1-63 of 63
Date Author Event category Change y Changed object Actions
06/Apr/14 4:20 PM £ Patrick Li group management User added to group jira-users See more
06/Apr/14 4:20 PM K1 Patrick Li user management User created john (JIRA Internal See more
Directory)
31/Mar/14 3:20 PM K Patrick Li projects Project created Label Tracking See less
OPERATION DETAILS: ASSOCIATED USERS:
Date: 31/Mar/14 3:20 PM (GMT-8) America/Los_Angeles K Patrick Li
IP: 127.0.0.1
Name: Label Tracking
Key: LABEL
Project Lead: admin
Default Assignee: Unassigned
31/Mar/14 2:54 PM K1 Patrick Li workflows Workflow scheme added  Signal Demo See more
to project
31/Mar/14 2:53 PM £} Patrick Li workflows Workflow scheme Signal Workflow Scheme  See more
updated
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JIRA's built-in Audit Log feature keeps track of the following list of changes in JIRA:

» LDAP synchronization

» User management

» Group management

» Project changes

» Permission changes

» Workflow changes

» Notification scheme changes
» Screen changes

» Custom field changes

There is a third-party add-on available for older versions of JIRA called JIRA Auditor. You can
download the add-on from the following link:

https://marketplace.atlassian.com/plugins/com.plugenta.jiraauditor
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JIRA Customizations

In this chapter, we will cover:

» Creating new issue types

» Setting up different issue types for projects

» Creating new resolutions

» Creating new priorities

» Adding language support for the JIRA interface
» Using the InProduct translation

» Translating JIRA contents

» Cloning JIRA projects

» Migrating JIRA configurations

» Creating announcements in JIRA

» Managing shared filters and dashboards in JIRA
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Introduction

In previous chapters, we have covered most of JIRA's customizations, including custom
fields, workflows, and notifications. In this chapter, we will learn about other customizations,
including setting up custom issue types, priorities, and resolution values. We will also look
at how to improve JIRA's usability through translation. And lastly, we will explore options to
improve the IT process through cloning JIRA projects and migrating JIRA configurations.

Creating new issue types

JIRA comes with a number of issue types out of the box designed for software project
management. In this recipe, we will look at creating custom issue types.

How to do it...

Proceed with the following steps to create a new issue type:

1. Navigate to Administration | Issues | Issue Types.
2. Click on the Add Issue Type button.

3. Enter the name for the new issue type.
4

Select whether the issue type will be standard (a normal issue) or sub-task
(needs to have a parent issue).

5. Setanicon for the issue type. You can either click on the select image link,
select an existing icon, or type in a full URL to a custom icon.

6. Click on Add to create the new issue type.

_ Youcan place custom icons in the JIRA_INSTALL/
% atlassian-jira/images/icons/issuetypes
s directory. The icon files need to be 16 pixels by 16 pixels
in size.

The following screenshot shows how to create a new issue:

218




Chapter 9

Add Issue Type

Name™  Incident

Description = A system outage, such as server
crash or network error.

Type (» Standard Issue Type
Sub-Task Issue Type

lcon URL" /imagesl/icons/issuetypes/exclamation | [select image]

(relative to the JIRA web application e.g /imagesficons OR
starting with http:/)

Add | Cancel

Setting up different issue types for projects

In the previous recipe, we looked at creating new issue types. In this recipe, we will look at
how to manage the issue types so that each project can have its own set of issue types.

Getting ready

Please refer to the previous recipe, Creating new issue types, for details on creating your own
custom issue types in JIRA.

How to do it...

Proceed with the following steps to set up a project-specific issue type list:

1. Navigate to Administration | Issues | Issue Type Schemes.
2. Click on the Add Issue Type Scheme button.
3. Enter the name for the new issue type scheme.
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4. Add issue types to the scheme by dragging them from right to left.
5. Select the default issue type.

6. Click on the Save button to create the new scheme, as shown in the
following screenshot:

Add Issue Type Scheme + Add Issue Type

Scheme Name" Help Desk Issue Type Scheme
Description

Default Issue Type Help Request =

Change the order of the options by dragging and dropping the option into the desired order. Similarly, drag
and drop the option from one list to the other to add or remove them.

Issue Types for Current Scheme Available Issue Types
Remove all Add all
' [2) Help Request i (®) Bug
" [D Incident i () Improvement

| (1) Label

! [+) New Feature

i @) Task

i [%) Sub-task (sub-task)

Save Cancel

Having created our new issue type scheme, we now need to apply it to projects with which
we want to restrict issue type selections:

1. Click on the Associate link for the new issue type scheme.

2. Select the project(s) we want to apply the scheme to.

3. Click on Associate to change the selected projects' issue type scheme.
If the project has issues with issue types that do not exist in the new issue type scheme,

JIRA will walk you through a migration process where you can update the issue type for all
the impacted issues.
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Creating new resolutions

In this recipe, we will look at how to create custom resolution values for when users resolve
and close issues.

How to do it...

Proceed with the following steps to create new resolutions:

1. Navigate to Administration | Issues | Resolutions.
2. Enter the new resolution's name.

3. Click on Add to create the new resolution.

There's more...

Resolutions are global, which means all projects and issue types will have the same list

of resolution options. However, since you can only set resolution values during a workflow
transition, you can include/exclude specific resolutions with the jira.field.resolution.
include transition variable. For example, if we want to limit the resolutions to Fixed and
Won't Fix only, we will set the variable's value to 1,2.

Creating new priorities

In this recipe, we will look at how to create custom priorities.

How to do it...

Proceed with the following steps to create new priorities in JIRA:

1. Navigate to Administration | Issues | Priorities.
2. Enter the new priority's name.

3. Setanicon for the issue type. You can either click on the select image link, select an
existing icon, or type in a full URL to a custom icon.

4. Select a color for the priority. The color will be used when you export issues to Excel.
5. Click on the Add button to create the new priority.

Priorities are global, and newly created priorities will
i be available to all projects.
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Adding language support for the JIRA

interface

If you are using JIRA in a multilingual environment, or if English is not the native language
spoken in your country, you would want to internationalize your JIRA so users speaking
different languages will be able to feel right at home.

In this recipe, we will make Simplified Chinese the default language for our JIRA instance.

Getting ready...

For this recipe, we need to have the JIRA Chinese Simplified language pack add-on installed.
You can download it from the following link and install it with the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/tac.jira.languages.zh CN

How to do it...

Once you have downloaded and installed the Chinese Simplified language pack, proceed with
the following steps to make it available to users by default:

1. Navigate to Administration | System | General Configuration.

2. Click on the Edit Settings button.

3. Select the Chinese Simplified language pack from the Default language list.

4. Click on Update to apply changes.

JIRA internationalizes its user interface with language packs. A language pack is a ZIP file
containing translated labels for JIRA's Ul elements. You can find additional language packs
from the following link:

https://marketplace.atlassian.com/search?application=jira&category=La
nguage+packs

By setting the default language, in this case, Chinese Simplified, users will see the JIRA
interface in Chinese, as shown in the following screenshot. However, if a user has selected
another language, then the user selection will override the system's default setting.
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Using the InProduct transiation

In the olden days, in order to create a custom language pack, people had to manually copy
over all the required text files, look up the text to be translated in the Ul to understand the
context, and zip all the files back.

Atlassian has since provided a more streamlined way of creating translations, allowing you to
create translations directly from the JIRA Ul.

Getting ready...

For this recipe, we need to have the InProduct translation for the JIRA add-on installed. You
can download it from the following link and install it with the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.atlassian.translations.
jira.inproduct

How to do it...

Proceed with the following steps to translate the JIRA Ul elements:

1. Select the Switch off Translation option from the user profile menu.

2. Hover your mouse over the Ul element that you want to translate and click on the
Translate this button. Note that not all elements can be translated. If you do not
see a Translate this button, it means the text cannot be translated.
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3. Enter the translation in the Translated message text area.

4. Click on Save to create the translation. The following screenshot shows a translation

add-on page:
= ¥JIRA More~ | Raise ticket Q #Quick Searchalt.text JORIEE 3
Profile
System Dashboard Google
x Atlassian Marketplace
Translate To English (United States) _ My JIRA Home
Search Clear all translations s assigned to you. o Dashboard
A gadget's URL looks something like this: > Issue Navigator
About JIRA > _ Switch off Translations
Access Rights > any JIRA Log Out
Actions > found
Note: not all items on this page can be translated.

You can also search for text strings directly from the translation panel and translate the text. Not
all text can be translated in JIRA; if you hover your mouse pointer over an item that does not turn
green, it means it cannot be translated. Generally, most of the Ul elements are translatable.

The translations you create will be for the language you have set in your own user profile. Once
you have created your translations, users using the same language for their profile will see the
updated translations.

There's more...

By default, the InProduct translation for the JIRA add-on lets everyone create translations. This
can be a very useful way to crowd source the translation rather than relying on an individual,
such as the administrator, alone. However, you can also restrict access to translations by group:

1. Navigate to Administration | Issues | Access Management.

2. Select the groups that should have access.

3. Click on Apply to restrict access.

You can also review the translations you have and package them as a language pack. You can
then deploy this to your other JIRA instances as follows:

1. Navigate to Administration | Issues | Translations.
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2. Click on the Download As Language Pack link to generate your language pack's
.jar file, as shown in the following screenshot:
Showing translated items for - English (United States)
Key Message Operations
collector.plugin.title Ticket Collectors Delete
webfragments.admin.menu.section.issue.features Ticket Features Delete
admin.menu.globalsettings.issue.linking Ticket Linking Delete
webfragments.admin.menu.section.issue.attributes  Ticket Attributes Delete
admin.menu.issuesettings.issue.types.schemes Ticket Type Schemes Delete
alt.text.createnewissue Raise ticket Delete
my.jira.home.set.issue.navigator.label Ticket Navigator Delete
Download As Language Pack | Request TAC Upload

Another good use of a language pack is to customize terminologies used in JIRA, rather than
go for translation. For example, if you are using JIRA as a general purpose ticketing system,
you might want to change all occurrences of the word "issue" to "ticket", to avoid confusion. In
this case, you can create a language pack that simply changes that one word, as shown in the
previous screenshot, where we have changed terms such as Issue Linking to Ticket Linking.

Translating JIRA contents

Most language packs also include translations for built-in configuration components, such
as priorities and resolutions; but for custom-created options, we will need to translate them
ourselves. Note that JIRA allows you to translate the following configuration options:

>

Issue types

Workflow statuses

Priorities

Resolutions

Custom field names (not options)

In this recipe, we will look at translating priority values.
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How to do it...

Proceed with the following steps to translate priorities:

1. Navigate to Administration | Issues | Priorities.

Click on the Translate priorities link.

Select the language you want to translate priority values to.
Enter the translated text.

ok 0N

Click on Update to save the translations.

You can also translate other components such as resolutions and custom field names in the
same way.

Other than the configuration options, you can also translate user-generated content such as
issue summaries and descriptions on the fly, using an add-on called Speak My Language for
JIRA. You can download it from the following link:

http://www.appfusions.com/display/SPLMYLJ/Home

Once you have installed the add-on, there will be a new Translate button on the View Issue
screen. Users will be able to select the language and all issue contents will be translated on
the fly, as shown in the following screenshot; the issue summary and other field contents are
translated to German:

¢ Help-Desk / HD-10

4 Nicht bei Wiki mit Netzwerk-ID anmelden

# Edit  Comment Assign  More ~ Stop Progress = Done Admin ~ Translate = | [ Export v
Informationen £l3 English = magyar = pycCKui
= Nederlands = 4z eesti
Typ: Hilfeanforderung Status: INBEARBEITUNG {3 svendska i lietuviy kalba = Gbnrapcki
Prioritat: 1 Wichtige (Ansicht-Workfl{ == dansk ™= bahasa Indonesia ™ slovencina
Auflésung: Konnte nicht au ’? ST L italia[m = aunlny
werden = eAAnvikn ° ?[ZKE‘E Tirkge
= espariol . 5h=0] [ tiéng Viét
Sicherheitsstufe: Interne o= suomi 5= orsk B T ()
Labels: Keine [ 1 frangais 1 polski B T (%88)
= nnay i § roméana powered by
portugués ik B=EY bll'\g
Beschreibung Beobachter:
Wenn ich versuche, in das Intranet-Wiki mit meinem Netzwerk-ID einloggen, bekomme ich einen o Gerade dieses Problem zu stoppen

Authentifizierungsfehler. Ich habe es 3 mal versucht und jetzt bin ich gesperrt.
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Cloning JIRA projects

If you need to create many projects, sometimes it is much easier to clone an existing template
project rather than create new ones from scratch, especially if all projects will have a long list
of similar components and versions.

In this recipe, we will look at how to clone an existing project.

Getting ready...

For this recipe, we need to have the Clone Project for JIRA add-on installed. You can download
it from the following link and install it with the Universal Plugin Manager:

https://marketplace.atlassian.com/plugins/com.atlassian.jira.plugins.
jira-clone-project-plugin

How to do it...

Proceed with the following steps to clone a project:

1. Navigate to the project we want to clone.

2. Click on the Administration tab.

3. Select the Clone Project option from the Actions menu.

4. Enter the Name, Key, and Project Lead fields for the new project.

5. Click on the Add button to clone the project as shown in the following screenshot:

Add a new project
This project will have settings cloned.

Name' Newly Cloned Project
Max. 80 characters.

Key"  NCP ®
Max. 10 characters.

Project Lead” | Y Patrick Li

Enter the username of the Project Lead.

Or you can import projects from another system.

Add Cancel
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When a project is cloned, the add-on will copy over all the relevant configuration items, including:

» Assignee type: This consists of the default assignee setting.
» Project components: This consists of the list of components.
» Project versions: This consists of the list of versions.

» Project roles: This consists of project role mappings.

» Configuration schemes: This consists of schemes such as the issue type scheme
and workflow scheme. The schemes themselves are not copied; the new project will
simply have the same set of schemes applied as the template project.

Migrating JIRA configurations

If you have a controlled IT environment where changes need to go through development,
testing/staging, and then production processes, then without a doubt, you would know how
painful it is to promote JIRA configuration changes across different environments. Since JIRA
does not provide a way to export configurations out of the box, all changes will need to be
manually applied to each environment, which is both time consuming and error prone.

In this recipe, we will look at two options that can help to make this process easier.

Getting ready

For this recipe, we need to have the Project Configurator add-on and the Configuration Manager
for JIRA add-on installed. You can download them from the following links and install them with
the Universal Plugin Manager:

» https://marketplace.atlassian.com/plugins/com.awnaba.
projectconfigurator.projectconfigurator

» https://marketplace.atlassian.com/plugins/com.botronsoft.jira.
configurationmanager
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How to do it...

We will start with the Project Configurator add-on. We first need to create an export file of our
project configurations:

1.
2.
3.

Navigate to the project from which configurations are to be exported.
Click on the Administration tab.

Click on the Advanced export link. You can also click on the Export configuration
link to quickly export everything.

Check the Filter unused custom fields? option as we do not want to copy over
irrelevant configurations.

Set both User export options and Group export options to Ignore invalid users and
Ignore invalid groups, respectively, as shown in the following screenshot.

Click on the Export button to generate the export XML file. Have a look at the
following screenshot:

Project configuration export options

] Filter unused custom fields?
When ticked, custom fields that are not used by the project will not be exported.
User export © Full export
options: () Ignore invalid users
_) Do not export
Group export @© Full export
options: () Ignore invalid groups

) Do not export

Project HD configuration export

Now that we have our XML output file, we can import it into another JIRA instance as follows:

1. Navigate to Administration | Add-ons | Load project configuration.
2. Select the XML output file.
3. Check the Apply changes? option.
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4. Click on the Project configuration file upload button to start the import, as shown in
the following screenshot:

Project configuration file upload

Project | Choose File | No file chosen
Configuration File

) Apply changes?
When ticked, configuration changes will be applied to JIRA

[ Create other projects?

When ticked, load will create other projects needed by custom field configuration contexts.

Do not load: | Project specific
Versions
Components
Role members

Global

Users
Groups
Project roles

Selected object types will not be created or modified in the load

Project configuration file upload

M Uncheck the Apply changes? option to simulate an import.
Q This is a good way to find out if there are any issues before
doing a real import.

The second option is to use the Configuration Manager for JIRA add-on. This add-on requires
you to first create a snapshot. A snapshot contains all the configuration settings. You can
create two types of snapshots:

» System: This includes all configurations in JIRA

» Project: This includes only the necessary configurations for the selected project
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Proceed with the following steps to create a configuration snapshot:

1. Navigate to Administration | Configuration Management | Snapshots.
Click on the Add Snapshot button.
Select to create either a System Configuration or Project Configuration snapshot.

Enter a name for the snapshot.

o 0N

Click on the Create button. The following screenshot shows the details of the
snapshot we created:

Administration Q Search JIRA admin #

Projects Add-ons User Management Issues System Configuration Manager Audit Log

Snapshot ' .
napshots Configuration Snapshots + Add Snapshot | @

Deploy
Integrity Check
Audit Name Type Date Created Description Details Actions
Created « By
Get Started 4 Help Desk Project (Help Desk)  4/13/2014  Patrick 90 elements Fop
configurations 10:29:03 Li
PM configuration items in the
¥ Al system System 4/13/2014  Patrick shapshot 139 elements Fop
configurations 10:28:48 Li
PM

Having created the snapshot, there are several ways in which we can promote and deploy
the changes to another JIRA instance. We can either download the snapshot XML file and
upload it, or link the two JIRA instances together with Application Link and load the snapshot
remotely. We will use the snapshot file option in this recipe.

Proceed with the following steps to deploy a snapshot:

1. Navigate to Administration | Configuration Management | Deploy.
2. Select the From Snapshot File option.

3. Choose the snapshot XML file.

4. Click on the Deploy link to start deployment.
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The add-on will walk you through a deployment wizard, where it will analyze the contents
from the snapshot and determine if your current JIRA system meets all the necessary
requirements. For example, in the following screenshot, it has informed us that there is an
add-on version mismatch:

Deploy Configuration Snapshot

Select Analyze Migrate Deploy

Plugins Version Difference @

 Plug-ins required by the deploy have different versions than those installed in this JIRA instance. Deploy can continue, but some of the
functionality may not work as expected.

Plug-in Plug-in expected version Plug-in actual version

HipChat for JIRA 1.2.11 1.2.9

Back Next Cancel

After the add-on has determined that all the requirements are met, it will provide a quick
summary of all the changes that will be applied (seen in the following screenshot). This is a
good time to review the list of items to make sure we are not introducing unwanted changes

accidentally. If everything looks good, we can go through and complete the deployment. Have
a look at the following screenshot:
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Projects Issue Types = Workflows

I Help Desk Issue Security
Scheme

Issue Security Scheme

M Default Notification Scheme
Notification Scheme

Deploy Configuration Snapshot

Analyze Configuration Changes

Default Notification Scheme | AFFECTSALL PROJECTS

« Removed notification for event 'Issue Updated' with recipient 'All Watchers'
« Removed notification for event 'Issue Updated' with recipient 'Reporter'

P——

Select Analyze Migrate Deploy

Screens = Fields = Issue Attributes = Schemes = System

Added notification for event 'lssue Approved' with recipient 'Reporter'
Added notification for event 'Issue Rejected’ with recipient 'Reporter’
Added notification for event 'lssue Updated' with recipient Project Role 'Developers'

Removed notification for event 'Issue Updated' with recipient 'Current Assignee'

Back Next Cancel

Creating announcements in JIR

This recipe shows you how to create system announcements in JIRA to display important

messages to users.

How to do it...

Perform the following steps to add an announcement message in JIRA:

1.

2.
JavaScript):

Navigate to Administration | System | Announcement Banner.

Enter the following announcement message (you can use any valid HTML, CSS, and

<div class="aui-message warning"s

<span class="aui-icon icon-warning"s></spans>

<p>JIRA will
upgrade.
</divs>

be down on <b>Friday 7PM</b> for a planned

Please make sure you save all your work.</p>
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3. Select whether the message will be private (only shown to logged-in users) or public.
4. Click on Set Banner to create the announcement:

= }'("RA Dashboards ~ Projects ~ Issues ~ Agile  More ~ Create issue Q Quick Search @~ £~ x -

¢+ JIRA will be down on Friday 7PM for a planned upgrade. Please make sure you save all your work.

¥ Tools ~
System Dashboard announcement message o

T K

+
®®e Welcome to JIRA ey  Summary P
v - PR
Not sure where to start? Check out the JIRA 101 guide and HD-10  Unable to log into wiki with network ID
. Allassian training course. @ TP-3 Integrate JIRA with Bitbucket

You can customize this text in the Administration section.

There's more...

The built-in system announcement feature is simple and handy to create ad-hoc
announcement messages. Since you can use any valid HTML tags, you need to make sure
you close your tags properly. Otherwise, this can lead to JIRA being unable to render its pages
correctly. When this happens, you can remove the announcement content directly from the
database with the following SQL statements:

1-20f2

select pt.id, pt.propertyvalue from propertytext pt join
propertyentry pe on pt.id=pe.id where
pe.property key='jira.alertheader';

update propertytext set propertyvalue='' where id='<id from
aboves>';

There is an add-on called Public Announcement Service for JIRA which provides you with more
intelligence. For example, you can schedule announcements ahead of time and let the system
display them when the time comes, and you can set expiry dates on announcements and the
system will automatically take them down at the right time. You can download the add-on from
the following link:

https://marketplace.atlassian.com/plugins/com.atlassian.pas

To use the add-on's advanced announcement management features, perform the
following steps:
1. Navigate to Administration | System | Public Announcement Service.

2. Set the start time for the announcement. This is the time for the announcement to
start appearing.
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3. Set the end time for the announcement. This is the time for the announcement to
stop appearing.

Set the announcement message.
5. Provide an option URL for users to click on to get more information on the event.

Restrict the visibility of the announcement by optionally specifying the groups that
will see it.

7. Click on the Schedule button to schedule the announcement.
Once scheduled, JIRA will automatically display the announcement as per its start time. For

example, as shown in the following screenshot, the scheduled System Review Meeting
announcement will be displayed on April 8, 2014:

Public Announcement Service Configuration

Start Time” 2014/04/11  Fri Apr 11 2014 00:00:00 GMT-0700 (PDT)

e.g. "now", "tomorrow", "2014/01/01 10:35"

End Time" +1day « Mon Apr 14 2014 00:00:00 GMT-0700 (PDT)

e.g. "now + 2h", "5:30 PM", "+2days", "2014/02/01 6:30 PM"

Message”* JIRA 6.2 upgrade
"More info" URL

Target groups

Leave empty to target all users

Schedule

Scheduled announcements

Start Time End Time Message Target Creator Actions
groups
2014/04/08 00:00 2014/04/20 00:00  System jira- admin | Delete |
review administrators
meeting
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When JIRA displays the announcement, it is in a slightly higher location than the built-in
system announcement location. If you have specified a (more info) URL, it will be displayed at
the end of the announcement message:

JIRA 6.2 upgrade this weekend. Please save your work. (more info) »®

= *leA Dashboards ~ Projects ~ Issues ~ Agile More ~| = Create issue Q Quick Search @~ &~ ‘ -

System Dashboard

Tools ~

o
announcement message with more info link (if specified)

wrowcton [ sssgmarone
+
®®e Wwelcome to JIRA T Key  Summary P
' » N
Y Not sure where to start? Check out the JIRA 101 guide and (z) HD-10 Unable to log into wiki with network ID
. Atlassian training course. @ TP-3 Integrate JIRA with Bitbucket

You can customize this text in the Administration section.
1-20f2

Managing shared filters and dashboards in

JIRA

JIRA allows users to create and share filters and dashboards with other users. When the
owners of these shared objects leave the organization, it becomes difficult to make updates
to them as only the owner can make changes. In these cases, you will need to change the
ownership of these objects to another user.

How to do it...

Perform the following steps to change the ownership for shared filters and dashboards:

1. Navigate to Administration | User Management | Shared Filters or
Shared Dashboards.

2. Search for the filter or dashboard.
Select the Change Owner option for the filter/dashboard.
4. Choose the new owner and click on Change Owner.

You will only see the filters and dashboards that are shared
i with other people in this interface.
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