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Preface

Puppet is a configuration management tool. It allows you to automate all your IT
configurations by giving you the control of what you do to each node (Puppet agent),
and also, focusing on when and how you do the configurations. In this context,
Puppet is a cross-platform tool that is widely used for Unix-like and Microsoft
Windows systems. However, it has been popularly used for Unix-like systems.

This book provides insights into using Puppet for Windows administration tasks,
such as server setup, application updates, and service management.

This book kicks off with the fundamentals of Puppet by helping you with the
installation of Puppet on a Windows Server, and progresses with the introduction

of the Foreman interface to manage Puppet nodes. Next, you will deal with the
installation of Puppet agents on multiple clients and how to connect them to your
Puppet server by grouping your nodes for easy management. Then, you will become
familiar with the scripting of Puppet manifests along with an understanding of

the module structure in Puppet. You will further move on to the installation of the
Puppet Forge modules and their usage in Windows along with advanced topics
such as facts, functions, and templates.

Moreover, you will venture into the security aspects for Windows by gaining
insights into the various security settings that will make your server and clients
more secure from hackers that use different attack vectors. You will also use
Puppet and Chocolatey to install and update software.

Finally, you will round off by learning how to check the details of reporting and
status monitoring along with the automation of installing and updating software
for multiple Windows clients, arming you with ample artillery to tame Puppet for
your future projects.
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What this book covers

Chapter 1, Installing Puppet Server and Foreman, starts with an introduction to Puppet.
It continues with the installation of the operating system of the server. Next, it deals
with the installation of Puppet Server and Foreman. Finally, this chapter ends with
the security settings of the server.

In this chapter, we start by learning what Puppet is. Then, we continue with the
differences of Puppet implementation. We get hands-on experience by installing
Puppet Server and Foreman. The last step is to learn how to keep your server secure.
In the next chapter, we will deal with the Puppet agents and their installation on

the hosts.

Chapter 2, Installing Puppet Agents, starts with setting up agents for single hosts. Next,
it continues with modifying the MSI package for Puppet agent installation. After
modifying the MSI file, this chapter shows how to use it to install the Puppet agents
on multiple hosts by a third-party software and domain group policy. Lastly, the
chapter finishes with the management of host certificates and host groups.

Chapter 3, Your First Modules, starts with writing your first module and continues
with some basic module examples for file, directory, service, and user management.
It also shows how to import the classes to Foreman and assign them to the hosts or
host groups.

Chapter 4, Puppet Forge Modules for Windows, takes us into the world of Puppet Forge,
where you can find many ready-to-use modules for Windows. The modules that are
explained are registry, ACL, firewall, and reboot.

Chapter 5, Puppet Facts, Functions, and Templates, explains how to write Puppet facts,
functions, and templates. This chapter shows how to display facts and write your
custom facts. Also, it explains the templates to create dynamic content files. It gives
details of the stdlib functions and how to create a custom function.

Chapter 6, Using Puppet for Windows Security, shows practices to make Windows more
secure using Puppet. The purpose of this chapter is to make hacking activity harder
for hackers and keep our systems as secure as possible. The sample practices are
locking the startup folder and hosts file, starting the necessary services and stopping
the unnecessary ones, setting the firewall rules, and finally, making the local
administrator passwords unique.

Chapter 7, Reporting and Monitoring, shows many details about monitoring and
checking the statuses of the host, such as how to see the statuses of the hosts in a
summary, what information is available for the hosts, reporting the details of Foreman,
and checking the definitions, statuses, and facts of the hosts in the terminal. Finally,
this chapter deals with how to see the access and error logs for Foreman and Puppet.
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Chapter 8, Installing Software and Updates, shows how to install a software using

the Puppet package resource. Next, we continue with the details and usage of
Chocolatey. Later, we use Puppet and Chocolatey together to make our installations
and updates much easier. This chapter checks some of the commonly used software
and how to always keep them updated. Finally, this chapter shows how to update
the Puppet agents and uninstall the software.

What you need for this book

To learn and try the examples in this book, a computer with at least 8 GB of RAM and
100 GB of free hard disk space will be enough. You can use VMware or VirtualBox to

install your server and test the clients. For system administrators, a server for Puppet,
a domain controller, and some of the clients for testing will be enough.

Who this book is for

This book is for the Windows administrators who are looking for ways to automate
the management tasks of Windows servers and clients. The target audience should
have an experience in Windows administration and a basic knowledge of Linux
and Puppet.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"Use the ssh-keygen command to generate the keys."

A block of code is set as follows:

class firewallrules ({
windows firewall::exception { 'WINRM':

ensure => present,

direction => 'in',

action => 'allow',

enabled => 'yes',

protocol => 'TCP',

local port => '3389"',

remote ip => '10.10.10.20,10.10.10.21",

display name => 'Windows RDP Rule allow ips',

[ vii ]
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description => 'Inbound rule for Windows RDP allow [TCP
3389]"',

}
}

Any command-line input or output is written as follows:

$ sudo puppet module install puppetlabs-reboot

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "For the
dashboard, from the Monitor menu click on Dashboard".

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things
to help you to get the most from your purchase.

Downloading the example code

You can download the example code files from your account at http: //www.
packtpub. com for all the Packt Publishing books you have purchased. If you
purchased this book elsewhere, you can visit http: //www.packtpub.com/support
and register to have the files e-mailed directly to you.

[ viii ]
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Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/
diagrams used in this book. The color images will help you better understand the
changes in the output. You can download this file from: https://www.packtpub.
com/sites/default/files/downloads/B04731 1877EN Graphics.pdf

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit -errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.
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Installing Puppet Server and
Foreman

Puppet is a configuration management software that allows the defining and
enforcing of the desired state across your nodes and keeps them in this desired state.
Nodes are the clients and servers that are connected to and managed by Puppet.
Puppet supports both Linux and Windows environments. Also, it is available both
commercially and in open source. In this book, we will deal only with the open
source version.

However, you may also want to use or give Puppet Enterprise a go, which is

the commercial solution. There is a virtual appliance available to download

on the Puppet website https://puppetlabs.com/download-learning-vm.

You can download and test it. It supports up to ten nodes for free. Of course,

using the commerecial version is easier as it has complete support and additional
functionalities. The problem with it is that, you need to pay for it and have a budget.
Following are the additional advantages, if you want to check the Enterprise Puppet.
For more details, please check out the URL https://puppetlabs.com/puppet/
commercial.

* Event inspection

* Role-based access control

* Puppet Server reporting

* Puppet Enterprise installer
* Puppet Enterprise console

* Puppet Node Manager

[11]
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Installing Puppet Server and Foreman

While reading books based on Puppet, we come across one little problem: the
books are all about managing Linux systems. There are almost no resources
explaining the details about managing Windows servers and clients. Thus, it was
a challenge for me to use Puppet in the Windows environment. While doing this, I
had to deal with many problems and learn the hard way. In this book, I will make
it much easier for you to use Puppet for Windows. By the end of this book, you
will have a solid understanding of how to write manifests for Windows and deal
with the configuration problems. There will be practical step-by-step examples to
complete the tasks. However, we will not delve much into technical and theoretical
discussions. The book will show you one easy way of doing it. However, this does
not mean that this is the only way to do it.

For example, we will use the Foreman web interface with Apache to manage hosts.
This does not mean that this is the only way. You can use Puppet without any server
and you can distribute the manifests with Git. This is called the masterless mode.
You can only implement this with Apache and handle all the manifests from the
terminal. You can also use the enterprise version. These are the perfectly possible
ways of using Puppet, but may require more effort or money. The list of ways
mentioned here is not exhaustive and every implementation method has not been
covered. I have tried many ways and different usages, and came to the conclusion
that using Foreman with Puppet is one of the easiest ways to start. This maximizes
the benefits and minimizes the effort. However, this is subjective and some people
may feel more comfortable without the graphical interface, or may switch to the
enterprise version.

The differences between using Puppet
with Windows and with Linux

Here, I will tell you some basic differences and not deal with an exhaustive list of
all the differences between Windows and Linux. When checking out Puppet and
writing the manifests, you may realize that it is much easier with Linux but harder
to complete the same tasks with Windows. Here are some examples:

* File resource: This manages the permissions, ownership, and contents of
the files. Permission settings do not work as successfully for Windows, as it
works for Linux; we will use ACL module for this purpose.

* Package resource: This manages the packages and software installation. For
Windows, we cannot directly install a package and keep it updated as we
do in Linux, because Window sit does not have a package manager such as
aptitude or yum. First, we need to first find the installer and send it to the
host to handle the installation.

[2]
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* Puppet agent updates: These are not easy with packages and requires
manual steps.

* Firewall: This has support for Linux, but not an official support for Windows
Firewall. We need to write our own manifests, or we can find a solution from
Puppet Forge.

*  Windows Task Scheduler: This is not fully supported and has only
rudimentary functionality.

* Windows Server: This has a very limited support.

This list may continue in this way. Thus, as we can see, the differences are not in
favor of Windows. In this book, we will solve these types of problems and show you
how to handle them in an easy way.

Installing Puppet Server

We will start with the installation of the operating system of the Puppet Server.
From now on, the Puppet Server will be called Puppet Master. We will use the
Ubuntu server 14.04 LTS. Some users may prefer Enterprise Linux such as Red
Hat or CentOS. If you prefer another flavor of Linux, this is also fine. Following
are the server requirements. The requirements are fine for 500 to 1000 nodes. These
requirements will change according to the number of your nodes:

* Ubuntu Server 14.04 LTS

* Atleast4 GBRAM

* Atleast2 Core CPU

* Atleast 40 GB of hard disk space
You can download the Ubuntu Server 14.04 LTS ISO from http://www.ubuntu.
com/download/server. Using Long Term Support (LTS) versions, ensure that you
do not have to upgrade your server for a long time and that there will be few issues
about upgrading the distribution. If you want to test it first locally on your computer,

you can also download and install VirtualBox from https://www.virtualbox.org/
wiki/Downloads. All the examples in this book have been created in VirtualBox.

You should have a new installation with the OpenSSH server. We will use SSH to
connect to the server.

[31]
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Installing Puppet Server and Foreman

Connecting your server with SSH

We will use SSH to connect to our server. The installation is very easy. You can use
the following command to install:

$ sudo apt-get install ssh -y

* sudo: This enables you to run a command with root privileges.

* apt-get: The APT package handling utility is used to install and uninstall
software.

* install: This option is used with apt -get to install a package.
* ssh: This is the ssh server package name that will be installed.
* -y:The apt-get installation asks, "Do you want to continue [¥/n]?". This

flag gives the answer as yes and the command runs without interruption.

If you use Windows as your operating system, you can connect using PuTTY.
Download this from the link http://www.chiark.greenend.org.uk/~sgtatham/
putty/download.html.

If you use Linux, you can connect from the terminal by the ssh command. For
example,

$ sshusername@serverip

From now on, we will use ssh to connect to our server.

Installing Puppet

Puppet installation usually follows the following steps:

* Set the hostname

* Set FQDN

* Set the static IP, gateway and DNS
* Add the Puppet repositories

* Install Puppet

Let's have a look at each of them.

[4]
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Setting the hostname

I will use puppetmaster as the hostname. You can use either vim or nano for text
editing. If you have never used vim before, it will be easier for you to use nano.

$ sudonano /etc/hostname

sudo: For configuration changes, we will need the root privileges. If we

do not run the command with sudo, we cannot save our changes to the
configuration file.

nano: This is the command to run the nano text editor.

/etc/hostname: This is the filename for the hostname configuration.

GNU nano 2.2.6 File: /etc/hostname
puppetmaster

Get Help (Y WriteQut i Read File gaf Prev Page Cut Text Cur Pos
d Exit ) Justify Where Is Ll Next Page UnCut Text To Spell

Use CTRL + X and Y to save.

Setting FQDN

I will use puppetmaster.example.com. Use the following command to edit the
/etc/hosts file:

$ sudonano /etc/hosts

Change the contents as follows. Use your own IP according to your network.

127.0.0.1 localhost

127.0.1.1 puppetmaster.example.com

10.10.10.10 puppetmaster.example.com puppetmaster

[51]
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Installing Puppet Server and Foreman

To verify that the changes are effective, use the hostname and hostname
-f commands.

puppet@puppetmaster:~$ hostname
puppetmaster
puppet@puppetmaster:~$ hostname -f
puppetmaster.example.com
puppet@puppetmaster:~$

You also need to add the IP and fully qualified domain name (FQDN)
_ to your company DNS, so that the other computers can find your
% server. I assume that, as a Windows system administrator, you already
= know how to do this. The IPs used here may not suit your network
and IP ranges, so please change all the IP details throughout the book
according to your needs.

Setting static IP, gateway, and DNS

For your server, give a static IP and define your gateway and nameserver IPs.

First, define your IP gateway and subnet mask. For this, we will edit the /etc/
network/interfaces file. Following is the sample detail I have added for my
Puppet Master:

$ sudonano /etc/network/interfaces

GNU nano 2.2.6 File: /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto etho
iface eth® inet static
address 1@.10.18.1@
netmask 255.255.255.9
broadcast 10.10.1@.255
gateway 10.10.10.1

[ Read 14 lines ]
Get Help WriteQut 3 Read File Prev Page Cut Text w® Cur Pos
Exit Justify Where Is Next Page UnCut Text g To Spell

[6]
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As you can see, the details are self-explanatory:

* etho: This is the network interface name
* address: This is your server's IP

* netmask: This is the subnetmask

* broadcast: This is the broadcast IP

* gateway: This is the gateway IP

Now, let's set the nameserver IPs. To set NS records, we need to edit /etc/
resolvconf/resolv.conf.d/base, as follows:

$ nano /etc/resolvconf/resolv.conf.d/base

The sample contents of this file are shown in the following screenshot. In our

example, we are using the Google DNS IPs. Here, you can use your company's

DNS IPs.

nameserver 8.
8.

8.8.8
nameserver 8.8.4.4

GNU nano 2.2.6 File: /fetc/resolvconf/resolv.conf.d/base

[ Read 2 lines (Warning: No write permission) ]
Get Help WriteQut 3l Read File Prev Page Cut Text 8 Cur Pos
Exit Justify Where Is m Next Page 1] UnCut Text To Spell

Downloading the example code

You can download the example code files from your account at

have purchased. If you purchased this book elsewhere, you can visit

e-mailed directly to you.

"Q http://www.packtpub.com for all the Packt Publishing books you

http://www.packtpub.com/support and register to have the files
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After saving the file, reboot the server. After rebooting, you can check using the
following command whether you have the correct IP, netmask, and broadcast:

$ ifconfig
* ifconfig: This command is used to get info and make the changes in the
network interfaces
* etho: This is the network interface name
* inet addr:10.10.10.10: This is the IP address of our server
®* Bcast:10.10.10.255: This is the broadcast IP
* Mask:255.255.255.0: This is the netmask IP

puppet@puppetmaster:~% ifconfig
ethe Link encap:Ethernet HWaddr ©08:00:27:67:57:d4
inet addr:10.10.10.10 Bcast:10.10.10.255 Mask:255.255.255.@
inetb addr: feB0::a@@:27ff:feb7:57d4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1
RX packets:385 errors:® dropped:® overruns:® frame:@
TX packets:320 errors:@ dropped:® overruns:® carrier:@
collisions:® txqueuelen:leee
RX bytes:26804 (26.8 KB) TX bytes:73202 (73.2 KB)

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:467 errors:@ dropped:® overruns:® frame:@
TX packets:467 errors:@ dropped:® overruns:® carrier:@
collisions:® txqueuelen:®
RX bytes:345857 (345.8 KB) TX bytes:345857 (345.8 KB)

puppet@puppetmaster:~$ [

Check whether the gateway is correct using the following command:
$ route -n

* route: This command shows and manipulates the IP routing table

* -n: This flag is to show the address details in numeric format instead
of hostnames

puppet@puppetmaster:~% route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
9.0.0.0 10.10.10.1 0.0.0.90 uG 2] ] @ ethe
10.10.10.0 0.0.0.0 255.255.255.8 U [ [; 8 ethd

puppet@puppetmaster:~% |

[8]
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Lastly, check whether nameserver works correctly. Run the nslookup command and
enter any address, as follows:

$ nslookup

As you can see in the preceding screenshot, it checks from 8.8.8.8. Now we

exit: This command ends nslookup

puppet@puppetmaster:~$ nslookup
> google.com

Server: 8.8.8.8
Address: 8.8.8.8#53
Non-authoritative answer:
Name: google.com
Address: 216.58.208.110

> exit

puppet@puppetmaster:~%

nslookup: This is the command to interactively query the Internet names
servers. If no nameserver is provided, this will use the default one.

google.com: When we enter any hostname, this will provide the details

can say that our network settings are correct. To exit nslookup, you can use the

exit command.

Adding the Puppet repositories

We will first add the Puppet repositories for installation. Secondly, we will update

the repositories. Lastly, we will update our server before installing Puppet.

Here are the details to add the Puppet repositories:

$ sudowget https://apt.puppetlabs.com/puppetlabs-release-trusty.deb

$ sudodpkg -ipuppetlabs-release-trusty.deb

Now, update the repository info, as follows:

$ sudo apt-get update

wget: This is a utility for non-interactive downloads of files from the Web.
We use this here to download the puppetlabs-release-trusty.deb file.

dpkg: This is the package manager for Linux Debian. The option -1 is used
for installation.

[o]
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Lastly, install the updates, as follows:

$ sudo apt-get upgrade -y

* update: This option is used to resynchronize the package index files from

their resources

* upgrade: This option is used to upgrade to the newest version of the already

installed software

Installing Puppet

Now, it is time to install Puppet Master and its agent on your server. We will also do

some configurations. The command to install Puppet is as follows:

$ sudo apt-get install -y puppetmaster puppet

Now, let's make sure that Puppet Master starts automatically. For this purpose, we
need to edit /etc/default/puppetmaster. You need to change the START=no value
to START=yes. If it is already yes, you can leave this as it is and continue. You also
need to enable puppet agent on the server. We will edit the /etc/default/puppet
file. Again, we need to make sure that START=yes exists. We also need to change

the server details for the puppet agent. Change the /etc/puppet/puppet . conf file
and enter the server details. Just after [main], add the line server=puppetmaster.

example.com.

GNU nano 2.2.6 File: /etc/puppet/puppet.conf
### File managed with puppet ###
## Module: 'puppet’
[main]

server=puppetmaster.example.com

# The Puppet log directory.

# The default value is 's$vardir/log'.
logdir = /var/log/puppet

# Where Puppet PID files are kept.
# The default value is 'sSvardir/run'.
rundir = /var/run/puppet

# Where SSL certificates are kept.
# The default value is '$confdir/ssl'.
ssldir = $vardir/ssl

# Allow services in the 'puppet' group to access key (Foreman + proxy)
privatekeydir = $ssldir/private_keys { group = service }
hostprivkey = $privatekeydir/$certname.pem { mode = 640 }

[ Read 75 lines ]
6 Get Help gt WriteOut il Read File Al Prev Page g Cut Text (8 Cur Pos
bl Exit ] Justify Where Is bl Next Page gll] UnCut Text To Spell

[10]


http://puppetmaster.example.com/

Chapter 1

After making the changes, we will restart the services as shown here:

$ sudo service puppetmaster restart

$ sudo service puppet restart

Check whether they are running using the following commands:

$ sudo service puppetmaster status

$ sudo service puppet status

puppet@puppetmaster:~% sudo service puppet restart

* Restarting puppet agent [ 0K ]
puppet@puppetmaster:~% sudo service puppetmaster restart
* Restarting puppet master [ OK ]

puppet@puppetmaster:~$ sudo service puppet status

* agent is running

puppet@puppetmaster:~$% sudo service puppetmaster status
* master is running

puppet@puppetmaster:~s ||

As you can see in the preceding screenshot, the services are running without
any problem. So we completed the installation of Puppet Master and Puppet
agent on our server.

Installing Foreman

After installing Puppet Master, our next step is to install the Foreman web

user interface that will be used to manage and report. Foreman is an open source
project that can be used with Puppet or Chef. With Foreman and Puppet, you can
manage your servers for configuration management, orchestration, and monitoring.
For installation of Foreman, we will first add the relevant repositories, and after that
install it.

Add repository details, as follows:

$ sudo -i

# echo "deb http://deb.theforeman.org/ trusty stable" > /etc/apt/sources.
list.d/foreman.list

# echo "deb http://deb.theforeman.org/ plugins stable" >> /etc/apt/
sources.list.d/foreman.list

You can also use sudonano to add the details to the relevant files. In the preceding
commands, echo outputs the text to the screen or a file. > overwrites the file, if it
exists; if it does not exist, the file will be created. >> adds content to the end of the
tile without overwriting it.

[11]
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We need to add the key for the repository, as we are manually adding the source
details using this command:

# wget -q http://deb.theforeman.org/pubkey.gpg -O- | apt-key add -

Now we have successfully added the repository details; we can continue with the
repository updates, as follows:

# apt-get update

We need Apache as our web server. So, we install apache? and foreman-installer
as shown in the following;:

# apt-get install -y foreman-installer

The final step is to run the foreman-installer. It will take some time to complete.
For my server, it took more than five minutes.

# foreman-installer

Installing Info: RESOURCE Foreman_conf ig_entryldb_pending_mig
Installing Notice: -Stagelmainl- Foreman::Database-sForeman: :Ra
Installing Notice: -Stagelmainl- Foren Database-Foreman_con
Installing Notice: -Stagelmainl- Foreman::Database-Foreman: :Ra
Installing Info: RESOURCE Servicelhttpdl

Installing Debug: Executing '~setcsinit.d-sapacheZ stop’
Installing Debug: Executing tcsinit.dsapacheZ start’
Installing Notice: -Stagelmainl-Apache: :ServicesServicelhttpd
Installing Notice: ~Stagelmainl- Foreman::Database-Foreman: :Ra
Installing Debug: Executing apt-get -q -y -o DPkg::
Installing Notice: Stagelmainl-Foreman::Plugin: :Bootdisk-For
Installing Debug: Executing ’~usr-binsapt-get -q -y -o DPkg::
Installing Notice: sStagelmainl/Fo n::Plugin: :Setup Forema
Installing Debug: Executing '~susrssbinsupdate-rc.d foreman di
Installing Notice: /Stagelmainl Foreman::ServicesServicelfore
Installing Debug: sStagelmainl- Foreman: :ServicesServicelforen
Installing Notice: sStagelmainl Foreman::ServicesExeclrestart
Installing Notice: /Stagelmainl Foreman_proxy::Register-Foren
Installing Notice: /Stagelmainl/Foreman_proxy::Register/Foren
Installing Debug: Using settings: adding file resource 'rrddi
Installing )

Installing

[1

» Foreman is rumming at https://puppetmaster.example.con
Initial credentials are admin ~/ rdSNMAYaz6SNovep

= Foreman F is rumning at https://puppetmaster.exanple.com:8443

= Puppetm is rumning at port 8140

The full log is at svarslog-foreman-installer/foreman-installer.log

oot@puppetmaster:/mnt/cdromit

Do not forget to write down the user and password details to connect your server.
In the next section, we will see the basics of the user interface.
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The Foreman interface

Now, just open a browser and enter your URL. In our example, the URL is
https://puppetmaster.example.com. You will get the login page.

.FDHEMAN

Version 1.7.4
Login

Weicome to Foreman

Password

Log in with your username and password and you will get a screen as follows.
In this screen, you will see only one host, which is our Puppet Master server.
We added its agent before, and now we can see that it was connected just two
minutes ago. This means that we can even manage Puppet Master with Puppet.

. FOREMAN [ Admin User ~

Monitor »  Hosts = Configure ~ Infrastructure Administer =

Q Search -
Name Operating systam Environment Modeal Host group Last report
m puppetmaster.example.com GJ Ubuntu 14.... production VirtualBox 2 minutes ago Edit =

Disptaying 1 entry - D selected

[13]
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The next step is to change your password. From the right upper corner, go over to
Admin User and click on My account. Set a new password as per your convenience.
Make sure that the password is strong.

Monitor ~ Hosts = Configure - Infrastructure ~ Administer =
Usemame * admin
First name Admin
Sumame User
Email address root@example.com
Language Browser locale s
Password [ ----------
L .
Verify [ ---------- | password match
Cancel m

Now let's check out the dashboard. For the dashboard, from the Monitor menu
click on Dashboard. In the dashboard, you will see the summary statuses of all
your hosts. At the moment as we have only one host, there is not much detail.
When we will have more hosts, we will check again, and then find that there will be
many different statuses. Most of the statuses of your hosts will fall under one of the
statuses listed, as follows:

* Hosts that have modifications without any error

e Hosts with errors

[14]
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* Hosts with good reports in the last 35 minutes

*  Out-of-sync hosts

. FOREMAN [ #omin user -

Monitor - Hosts - Configure - Infrastructure ~ Administer ~

Overview

Q Search

Host Configuration Status Host Configuration Chart

. Hosts that had performed modifications without error
[l Hosts in eror state

) Good host reports in the last 35 minutes

[l Hosts that had pending changes

100% |

OK
Hosts with no reports

0

0

1

0

[ Out of sync hosts 0
0

Hosts with alerts disabled 0
1

Total Hosts:

Latest Events Run distribution in the last 30 minutes
Mo interesting reports received in the last week 2

We will finish reviewing the Foreman interface. This will be enough for now.
We will later see more details of the interface to manage our hosts.

Keeping your server secure

Puppet Master must be protected well. It is a high-risk asset. With Puppet, you

can install software on all your servers and clients. Puppet agents on Linux and
Windows run with root and admin rights respectively. Think about a scenario where
a hacker gets control of it. He can easily run any command, install backdoors, and
fully compromise your IT infrastructure.

I suggest using the Ubuntu Server version that does not have a graphical user
interface. This will ensure that there will not be much unnecessary software on your
Puppet Master. Having only the necessary software on it helps you to have a more
secure server, and also to keep the performance higher.

[15]
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Security rule:

Do not install any software that is not necessary. If vulnerable
software does not exist, it cannot be attacked.

Backups

Keep frequent backups of your server.

There are many good backup solutions such as Backup Exec and Veeam. There are
also hardware level backup solutions for storage devices. As a last option, you can
also use free backup solutions such as Burp backup or a version control system
(VCS). VCS will only back up your code and configuration.

Backup solutions and how to handle them is out of the scope of the book. Every
company and system administrator has or should have their backup solution.

If you do not have one, it is really time to implement one of the solutions as soon
as possible. Without backups, your most important concern and risk will be
business continuity.

Keeping your server up to date

Every day we see that there are new vulnerabilities, and with new security updates
they are patched. So you must have a good policy of updates. The updates are very
easy with Ubuntu; you only run two commands, as follows:

$ sudo apt-get update
$ sudo apt-get upgrade

I will not explain these commands again. You can check the section Installing Puppet
in this chapter to see the details if you need.

Before updating your server, ensure that in case of problems, you can go back. If
you are using a virtual machine, such as Puppet Master, take a snapshot before the
updates. If you use hardware, take a new backup before you start.

Lastly, it is also a good idea to have a development environment. Testing the updates
in development and then updating the production server would be a good practice.
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Do not enable root account

Some administrators do not feel happy about entering a sudo command and
password whenever there is a need for root privilege. To simply bypass this
problem, they enable the root account and use it for every task.

The problem with using the root account is that, you have many processes and
software running with root privileges. Assuming that one of them is vulnerable,

and a hacker targets your server. When the hacker uses this vulnerability and opens
a shell, the privileges that he will have are directly related to the process. So, if the
process runs with root privileges, the hacker gains root access. Root access implies
total control of the server. If the process is using a limited user account, the hacker
will gain these privileges. This means that he still has a long way to go and find some
way to escalate the privileges.

Also, when you use the root account, you also need to protect the server from
yourself. The root account can do everything; with great power comes great
responsibility. If you do something wrong, accidentally, you may need to restore
your server from a backup. If you do not have a backup, things may get worse.

Always use a limited account and use sudo only when needed. This will protect you
from hackers and also from yourself.

Check status of the root account, as follows:

$ sudopasswd root -S

If not locked, lock it using the following:
$ sudopasswd root -1

From now on, in this chapter, all the following details are
. notrelated to the implementation and installation of Puppet.
% However, it is suggested to complete these steps in a live
s environment. When learning in a test environment, security may
not be your initial concern. In this case, simply go to Chapter 2,
Installing Puppet Agents

[17]
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The user password policy

Another important point is to have a decent password policy. With the correct
password policy, we will make it harder for the passwords to be cracked. In the
Windows Group Policy, there are also settings for password policy. Thus, the
Windows administrators can easily understand its necessity. Here are some
points to improve upon.

Do not use old passwords that have been used
before

To limit the old passwords that can be used, we need to edit the /etc/pam.d/
common-password file. PAM is Pluggable Authentication Modules. PAM enables
us to change the authentication process of Linux.

$ sudonano /etc/pam.d/common-password

password [success=1 default=ignore] pam unix.so obscure sha512
remember=5

* pam unix.so is the default PAM module
* obscure sha512 will encrypt the new passwords with shas12
* success=1 skips the next rule

* remember=5 will prevent the user from using the last five passwords

Using at least a 10 char complex password

To set more complex passwords, we will install the 1ibpam-cracklib library,
as follows:

$ sudo apt-get install libpam-cracklib
After this, we again edit the /etc/pam.d/common-password file as follows:

$ sudonano/etc/pam.d/common-password
password requisite pam cracklib.so retry=3 minlen=10 difok=3 ucredit=-1
lcredit=-1 dcredit=-1 ocredit=-1

* retry=3 ensures that while setting the password, if the user cannot
successfully set a password three times, the passwd command will abort

* minlen=10 is the minimum length for the password

[18]
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* difok=3 is the minimum number of characters that must be different from
those of the previous password

* ucredit=-1 sets the minimum number of required uppercase characters to 1
* lcredit=-1 sets the minimum number of required lowercase characters to 1
* dcredit=-1 sets the minimum number of required digits to 1

* ocredit=-1 sets the minimum number of required symbols to 1

Here are the /etc/pam.d/common-password details after the changes:

# here are the per-package modules (the "Primary" block)
i requisite pam_cracklib.so retry=3 minlen=18 difok=3 ucredit=-1 lcredit=-1 dcredit=-1 ocredit=s-1
ASSWOT 1 r pam_unix.so onscure use_suthtok try_first_pass sha5l2 resember=5
# here's the fallback if no module succeeds
nassward reduisite pan_deny. so
& prime the stack h a positive return value if there isn"t one already;
# this aveids us returning an error just because .Jllu g sets a success code
# since the modL i1l F

pam
[ anu here are wore per-package modules (the “Additicnal” L ockl
# end of pam-auth-update config

Expiring password in 90 days

The password expiration details are in the /etc/login.defs file. Change the value
of PASS_MAX_DAYS to 90 and it will be forced to update the password every 90 days,
as follows:

$ sudonano/etc/login.defs

PASS MAX DAYS 90

Locking account

This policy makes sure that any brute force attempt will fail, or need too much time
to complete. We will lock the user account for 10 minutes, if five times there are
consecutive login failures. For this purpose, we need to modify the /etc/pam.d/
common-auth file. After the lock and wait time, if the user successfully logs in with
the correct password, the failed attempts counter will be reset to zero. Otherwise,
each failed attempt after the lock will cause another 10 minutes of lock. So, I suggest
here that you keep a backup user with the sudo rights, as follows:

$ sudonano/etc/pam.d/common-auth

auth required pam tally2.so deny=5 onerr=fail unlock time=600
* pam tally2.so is the PAM module that comes with Ubuntu installation
and used for account locks.

* deny=5 is the setting used to set the number of failed logins to lock
an account.
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* onerr=fail if something weird happens, the PAM login status will be fail
or success. The default status is fail.

* unlock time=600 is the number of seconds after which the account will be
unlocked.

After completing all the changes, restart your server with the reboot command for
all the changes to be applied. This is done as follows:

$ sudo reboot
You can check a user's login attempts with the following command:
$ sudo pam tally2 -u username

* pam_tally2 is the command for the login counter PAM

e _uis used to set the user

Here is an example output after two unsuccessful login attempts:

root@puppetmaster:~# pam_tally2 -u puppet2

Login Failures Latest failure From
puppet2 2 82/25/15 18:18:29 10.180.180.2
root@puppetmaster:~# |

If you want to reset the counter and unlock the user, you can use the following
command. -r switch is used to reset the failures counter.

$ sudo pam tally2 -u username -r

Using SSH with key file to connect

This step makes sure that even if somebody gets your password, it will not be
usable. Thus, we will use the SSH key files. The SSH key files are used to identify
yourself to an SSH server using the public-key cryptography and challenge-response
authentication. We will disable the password logon option and it will be only
possible to connect with a key file. We will also put a password to the key file, to
make sure that it is also not usable without the password.
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Creating the public and private key

Use the ssh-keygen command to generate the keys, as follows:

$ ssh-keygen

0+.. .E .
0=.+ o
=00+. 0
000 ©

+S..

+,

puppet@puppetmaster:~$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/puppet/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/puppet/.ssh/id_rsa.
Your public key has been saved in /home/puppet/.ssh/id_rsa.pub.

The key fingerprint is:
b1:77:55:2a:08:9b:19:4f:cc:c7:c2:6a:ee:cl:c5:55 puppet@puppetmaster
The key's randomart image is:

+——[ RSA 2048]--—+

puppet@puppetmaster:~$

ssh-keygen first asks for the folder to save the keys. Just push the Enter key and
continue. The next question is the passphrase. Make sure that you enter a password.
Using the password with your key makes sure that, when somebody gets your key,
it will be unusable.

Now go to the . ssh folder, as follows:

$ cd .ssh

Under this folder, you will see these two files:

* id rsa: Private key

* id_rsa.pub: Public key
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We need to add the details of the public key to a file called authorized_keys.
This will make it possible to log in with the private key.

$ cat id rsa.pub >authorized keys

* The cat command displays the content of a file in the terminal

* The > symbol adds the content of a command output to a file and if the file
has content, it will be overwritten

* The authorized_ keys is the file that will be required for the ssh connection
with a key

Here is an example screenshot:

puppet@puppetmaster:~% cd .ssh/

puppet@puppetmaster:~/.ssh$ 1s

id_rsa id_rsa.pub

puppet@puppetmaster:~/.ssh$ cat id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCrH48ZPBES Lx0ube5sFFISY jKyHSLP+y10/nx1vGWv2d5Ly0LGoXYinN5USaYs6F4ADLINLF
HBEJxw/5Mikbpa2AMBpLfGoy@h2(s40ZYHOOUNRTZAQiyVM/KhNHAZ JXxESh/bB2RZMNHASXxSKYYpabrkjPGL/171s7+8XtmEcdeoagWB5GKYY)
QGxPMIat5Ip0BipWuVV53ALpz948TOCEBNA53MBIBFYRSZLDb1307 jLvKdRy/yQg0751icAfQGxeife5e5nQLcl+iFh5fDhNHYBUoDkbPeDjb31
cEBoabBRPGOVEN0BzwBMHDU1BO1vPz7AR160kguuudEAr/TwT] puppet@puppetmaster

puppet@puppetmaster:~/.ssh$ cat id_rsa.pub > authorized_keys

puppet@puppetmaster:~/.ssh$ ls -1

total 12
-rw-rw-r-— 1 puppet puppet 481 Feb 26 21:38 authorized_keys
—FW=————=e 1 puppet puppet 1766 Feb 26 21:28 id_rsa

-rw-r--r-— 1 puppet puppet 191 Feb 26 21:28 id_rsa.pub
puppet@puppetmaster:~/.ssh |

Change the authorized_keys file permissions, otherwise the key will not work.
This is done as follows:

$ chmod 600 authorized keys

This command will allow only the user to edit and write the file; any group or other
users will not be able to change it.

Getting the key to your computer and converting it
into the PuTTY format

Now, we need to get the contents of id_rsa to our computer that we will use to
connect to Puppet Master.
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To do this, you can use FileZilla to connect and download the file. Or you can
use any FTP client with SFTP support. Here is a screenshot for the SFTP
connection definition:

You need to enter the following;:

Site Manager

Select Entry:
y My Sites
| § puppetmaster

[. NewSite || New Folder

l New Bookmark ‘ l Rename

l Delete | | Duplicate

General | Advanced | Transfer Settings | Charset |
Host: 10101010 Port:
Protocol: |SFrP - S5H File Transfer Protocol 'l
Logon Type: iNormal vl
User: puppet
Password:
Account:
Comments:

Connect I I oK i Cancel

Host: The server IPis 10.10.10.10. This is the IP that we gave to our Puppet
Master server while installing.

Protocol: SFTP.
Logon Type: Normal.

User: Your username.

Password: Your password.

[23]
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After you have filled the details, click the Connect button. When you connect, you
will see your user folder and the . ssh folder, as follows:

File Edit View Transfer Server Bookmarks Help
4 -SSR BaxTLTN
Host: Usemame: . Password: . Port: B

Status: Connecting to 10.10.1010... -
Status: Connected tc 10.10.10.10
Status: Retrieving directory listing...
Status: Listing directory /home/puppet
Status: Directory listing of “/home/puppet” successful
Local site: | \ « | Remote site: | /home/puppet -
-l Desktop =5
|-kl My Documents = 2 home
= {8 Computer @) puppet
E‘& C:
B3 D:
Filename Filesize Filetype Last medified Filename Filesize Filetype Last modified Permissions  *
&c Local Disk & .
0 CD Drive L. .cache Filefolder ~ 2/21/2015 207:... drwx------ -
Ji ssh File folder 2/26/2015 9:30:...  drwec------
|| bash_hi... 4,685 BASH HIS.. 2/26/20159:57:... -rw-------
|| .bash_le... 220 BASH_LOG.. 2/21/2015 2:06:... -rw-r--r-- g
|| bashre 3637 BASHRCFile 2/21/20152:06:... -rw-r--r--
| .profile 675 PROFILE File 2/21/2015 206:... -w-r--1-- 2
<« m G
2 directories 5 files and 2 directories. Total size: 12,536 bytes
Server/Local file Direction Remote file Size Priority  Status
' Queued files | Failed transfers | Successful transfers
ik W Queve: empty e
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Download the id_rsa file to your documents folder. After this, you need to convert
the file with PuTTYgen . exe. Open PuTTYgen. exe and click the Load button. You also
need to select the All Files (*.*) option, as shown here:

EP PuTTY Key Generator ? =
File Key Corversions Help
Hey
Mo key
[
BP Load private key: =
S IEI T ) Librak « |4+ M ‘search b
CJ\J » Libraries » Documents » |43 || Seocrch Documents B0
Generale & public/private key par Genersle Organize » Mew folder =~ [ &
L2ad ) extng pevete ey Hle t Favorites * Documents library S o
Save the generated key ve publc k ¥eo peivate ke B Desktop ! : 2 locations
Pt . :"“‘""’;d‘ late modifi P
<, Recent Places
Tjpe ol ey gemerale = [ id_rsa l 26/2015 1006 PM  File
S5H-1(RSA) @ S5H2RSA 5SH-2DEA = =
Number of bits in & genamted key 2048 -4 Libraries
i o' Music
= Pictures.
B videos
i
) Homegroup
% Computer - d m
File name: vI Al Fibes (.7) =
Open v Cancel
il

After you click it open, it will ask for the password. After this, click on Save private
key and give a name to your key. I saved it as puppetmaster.ppk. Now, we are
ready to use this key to connect to Puppet Master.
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To do it, first fill in the details as follows:

R PUTTY Configuration ™
Category:
El - Basic options for your PuTTY session
- Logging Specify the destination you want to connect to
[=)- Terminal
- Keyboard Host Name (or IP address) Port
- Bell puppet@10.10.10.10 22
- Features Connection type:
= Window (O Raw () Telnet () Rlogin @ SSH () Serial
?;Eea@nce = Load. save or delete a stored session
- Behaviour =
.. Translation Saved Sessions
.. Selection puppetmaster
- Colours -
Default Settings Load
= Connection puppeﬁtmaster ;J
- Prooy
Rlogin
Ei"
Hex Close window on exit:
I Auth () Aways () Never @ Only on clean exit
| L.GSSAPI ~
P T
| Mot || Hep | [ open ][ Cancel

Host Name: username@ipaddress
Port: 22

Saved Sessions: Give a name for the session
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Now go to SSH | Auth. Select the key file, as follows:

R PuTTY Configuration
i :
=1 Session - Options controlling SSH authentication
&1 Terminal | Bypass authentication entirely (SSH-2 only)
i Keyboard [V Display pre-authentication banner (SSH-2 only)
E:lalﬁures Authentication methods
& Window [¥] Attempt authertication using Pageant
i Appearance || Attempt TIS or CryptoCard auth (SSH-1)
- Behaviour P [¥] Attempt "keyboard-nteractive” auth (SSH-2)
;:;‘t:?::n Authentication parameters
. Colours [ Allow agent forwarding
[=)- Connection || Allow attempted changes of usemame in SSH-2
- Data 1 ication”
- Proxy C\Users'wagrant\Documents'puppetmz | Browse... I
Telnet
Rlogin
- SSH
. L.GSSAPI ~
< I [
| Abot || Hep | [ open || cancel |

After this, go back to Session from the Category section and use the Save button.
This will make sure that you can reuse the connection and do not have to define
the same settings again.

Now you will be able to connect by double-clicking your saved session name.
It will ask for the key file password and then you will be able to connect.

Connecting from Linux

To connect from Linux systems, you do not need to convert the private key. You can
just connect from the terminal with the ssh command, as follows:

$ sshusername@serverip -ikeyfile
When I change this command to my example, it will be as shown here:

$ sshpuppet@10.10.10.10 -iid rsa
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Disabling the SSH logins with a password

This is our last step for SSH. After disabling the password login option, there will be
no possibility for an hacker to use brute force against an account. Also, there will be
no possibility to log in, even if the hacker knows the password.

We need to change the /etc/ssh/sshd_config file to disable password, as follows:

$ sudonano /etc/ssh/sshd config

Find the PasswordAuthentication text, uncomment it, and set the value to no.

# To enable empty passwords, change to yes (NOT RECOMMENDED)

# Change to yes to enable challenge-response passwords (beware issues with
# some PAM modules and threads)

# Change to no to disable tunnelled clear text passwords

# Kerberos options

After changing the value and saving the file, restart the ssh service, as shown here:

$ sudo service ssh restart

Now, here is the output when I try to log in without the key:

PuTTY Fatal Error

¢ Disconnected: Mo supported authentication methods available (server
sent: publickey)
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The firewall rules
For the servers and clients, the rule for security is: "Deny all incoming connections
and allow only those needed." Here are the steps:

*  Check which ports to keep open

* Define the firewall rules

* Make the firewall rules persistent

Checking which ports to keep open

We will use netstat to check the listening ports and running services. Here, we
already know that for administrative purposes, we need to keep the SSH port 22
open. But we also need to check other ports that Puppet and Foreman are using.
The command to check the listening ports and services is as follows:

$ sudonetstat -nlput

* netstat: The command to check network connections.

* nflag: This shows addresses in the numeric format

* 1 flag: This shows only the listening ports

* p flag: This shows the PID name of the program that the socket belongs to
* uflag: This shows the UDP ports

* t flag: This shows the TCP ports

puppet@puppetmaster:~% sudo netstat -nlput

[sudo] password for puppet:

Active Internet connections (only servers)

Proto Recv-0Q Send-0Q Local Address Foreign Address State PID/Program name
tcp ] ? 0.0.0.0:22 0.0.0.0:% LISTEN 804/sshd
tep '] @ 127.0.0.1:5432 0.0.0.0:* LISTEN B91/postgres
tep ‘] 9 0.0.0.0:8443 9.0.0.0:=% LISTEN 1824/ ruby
tep "] 9 127.9.0.1:40605 0.0.0.0:% LISTEN 1673/foreman
tep ] @ 127.0.0.1:43946 0.0.0.0:% LISTEN 1531/rack
tcpb 0] @ :::80 EEE] LISTEN 1481/apache2
tcpb "] 9 :::22 1k LISTEN 804/sshd
tcpb ] @ ::1:5432 ik LISTEN B91/postgres
tcpb 0] @ :::443 £ LISTEN 1481/apache2
tcpé 4] @ :::8140 S LISTEN 1401/apache2
udp6 '} @ :::69 Y 832/in.tftpd
puppet@puppetmaster:~$ |
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Here are the ports that we need to keep open:

22:ssh

80,445: HTTP and HTPPS ports to connect Foreman

8443: Foreman proxy is running on this port as a proxy

8140: Puppet Master listens to this port

You can also remember that in the section Installing Foreman when the installation

finishes, it gives the details about the 8443 and 8140 ports.

Defining firewall rules

We will use iptables as the firewall. It comes preinstalled on the Ubuntu Server. First,

let's check the rules that we have. If no rules are defined previously, all the policies
will be in the AcCEPT state. The commands to check the iptables rules are as follows:

$ sudoiptables -L -v

iptables: This is the command to manage the firewall

L flag: This lists all rules

v flag: Verbose output. This shows the rule options and packet counters

Chain
pkts

Chain
pkts

Chain
pkts

puppet@puppetmaster:~$ sudo iptables -L -v

INPUT (policy ACCEPT 156 packets, 136K bytes)
bytes target prot opt in out source

FORWARD (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT 150 packets, 137K bytes)
bytes target prot opt in out source

puppet@puppetmaster:~$

destination

destination

destination

Allowing ingress traffic for the SSH port 22

We will accept traffic from any source when the destination port is port 22. Here is
the command:

$ sudoiptables -A INPUT -p tcp --dport 22 -j ACCEPT

-A flag is used for adding rules.

-p tcp, here p flag is for the protocol definition and TCP is the protocol.
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* --dport 22, here, dport is the destination port definitions and the port is 22.

* -j ACCEPT, here, j flag tells what to do. Here, we accept the packet, if it
matches the rule.

Allowing ingress traffic for HTTP port 80

We will accept traffic from any source when the destination port is port 80.
Here is the command:

$ sudoiptables -A INPUT -p tcp --dport 80 -j ACCEPT

Allowing ingress traffic for HTTPS port 443

We will accept traffic from any source when the destination port is port 443.
Here is the command:

$ sudoiptables -A INPUT -p tcp --dport 443 -j ACCEPT

Allowing ingress traffic for Foreman proxy port 8443
We will accept traffic from any source when the destination port is port 8443.
Here is the command:

$ sudoiptables -A INPUT -p tcp --dport 8443 -j ACCEPT

Allowing ingress traffic for Puppetmaster port 8140
We will accept traffic from any source when the destination port is port 8140.
Here is the command:

$ sudoiptables -A INPUT -p tcp --dport 8140 -3j ACCEPT

Allowing all that is established from us

We need to define this rule. Otherwise, any traffic connection will not be complete.
We will be able to send traffic outside, but never be able to get answers back. So, we
will allow any incoming packet that is related to our outgoing traffic.

$ sudoiptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

* -m: This flag is used to match certain conditions. It can be used with different
types of modules.

® state --state ESTABLISHED, RELATED: state is the module name that
checks the statuses of a connection. Here, we allow any connection that is
related to the established and related connections.
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Denying all the incoming traffic

This time, we do not give any protocol or port number. So, this means that all the
input traffic will be dropped.

$ sudoiptables -P INPUT DROP

After completing the rules, let's check the iptables rules again:

root@puppetmaster:~# iptables -L -v
Chain INPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
215 13928 ACCEPT tcp ——  any any anywhere anywhere tcp dpt:ssh
'] @ ACCEPT tcp ——  any any anywhere anywhere tcp dpt:http
'] @ ACCEPT tcp ——  any any anywhere anywhere tcp dpt:https
'] @ ACCEPT tcp ——  any any anywhere anywhere tcp dpt:B443
'] @ ACCEPT tcp ——  any any anywhere anywhere tcp dpt:Bl4e
6 B52 ACCEPT all -- any any anywhere anywhere state RELATED,ESTABLISHED
1] @ DROP all -- any any anywhere anywhere

Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 45 packets, 5002 bytes)
pkts bytes target prot opt in out source destination
root@puppetmaster:~#

As you can see in the preceding screenshot, all the rules are defined in the order
that we defined.

IMPORTANT:

Define the "deny all" rule last. The order of the rules is
%i%“ important. The first rule will be applied first. So, if you first
! define the "deny all" rule, you will not be able to connect with
SSH and your connection will drop.

Making the iptables rules persistent

The rules we defined are not persistent. So whenever you restart your server, the
rules will be lost. To prevent this, we will install iptables-persistent. This
software will keep our rules and will enable them at the startup. First install it using
the following command:

$ sudoapt-get install iptables-persistent

While installing, it will ask you to save the current configuration to a file name such
as /etc/iptables/rules.v4. Answer this with a yes. The second question will be
about IPv6. We did not define any rules for it, so answer no for this.

After completing the setup, reboot your server and list the rules of iptables to see
that they are still there.
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Summary

In this chapter, we started by learning what Puppet is. After this, we continued with
the differences between Puppet implementations. We got hands-on experience by
installing Puppet Server and Foreman. The final step was learning about how to keep
your server secure. In the next chapter, we will deal with the Puppet agents and their
installation on the hosts.

[33]
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Installing Puppet Agents

In the previous chapter, we completed the setup of our Puppet Master server.
So far, this has been purely in Linux. From now on, we will mostly deal with
Windows, Foreman GUI, and Puppet Master. In this chapter, we will learn how to:
* Install the Puppet agent
* Modify the installation file
* Use third-party software to install the Puppet agent on multiple hosts
* Use a domain controller to install Puppet on multiple agents

The first step is to install a Puppet agent on a host computer and make the necessary
configurations, so that the host and server can have a connection.

Downloading and installing the
Puppet agent

This is a very easy step. We just need to log in to one of our Windows servers or
clients, and install the Puppet agent. You can download the latest installation file
from https://downloads.puppetlabs.com/windows/. Always download the latest
version that is compatible with your server. Make sure that the version number

of your agent is not greater than your Puppet Master's version.

You can check your Puppet's version in Puppet Master using the following command:
$ puppet --version

Finally, download the correct version that is supported by your server/client, that is,
32 bits or 64 bits.
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After the download, you need administrative rights to install the software. Just
double-click and install the agent using the Next, Install, and, Finish buttons. You just
need to enter the FQDN of the server correctly, as shown in the following screenshot:

1) Puppet (64-bit) Setup

Configuration

Install Puppet (64-bit) to:

IC: \Program Files\Puppet Labs\Puppet\

Fully qualified domain name of the Puppet master:

ipuppeunaster.exan'rple.com

[k et ] ([ conea ]

After the installation, we can check whether everything has proceeded fine.
Normally, you do not need to check whether it was installed properly. However, you
may need the following details for troubleshooting. So, it is best to learn how to deal
with the agent, and then test whether it is running without any problems.

The Puppet agent runs as a Windows service. Let's check whether there is one such
service. When we check it, we can see whether it is listed as a service and whether it
has already started, as shown in the following screenshot:
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- Senvices [E=8 EoN =
File Action View Help
Y G IR R
| & Services (Local) “ Services (Local)
|
Puppet Agent Name Description Status Startup Type LogOnAs “
. Offline Files The Offline ... Started Automatic Local Syste...
%;:::f:r:;e . Parental Controls  This service ... Manual Local Service
Restart the service +, Peer Name Resolu... Enables serv... Started Manual Local Service
T Peer Networking ... Enables mul... Started Manual Local Service
o . Peer Networking L. Provides ide... Started Manual Local Service
Des.crlptlon: : Performance Cou... Enables rem... Manual Local Service
Periodically fetches and applies
configurations from a Puppet master Performance Logs... Performanc... Manual Local Service
SErver. Plug and Play Enablesa c.. Started Automatic Local Syste...
PnP-XIP Bus Enu... The PnP-X.. Manual Local Syste... | _
. PNRP Machine Na... This service ... Manual Local Service|
. Portable Device E.. Enforces gr... Manual Local Syste...
Power Manages p...  Started Automatic Local Syste...
5, Print Spooler Loads files t.. Started Autoratic Local Syste...
Problem Reports a... This service ... Manual Local Syste...
Program Compati... This service ... Started Automatic Local Syste...
Protected Storage  Provides pr... Manual Local Syste...
Quality Windews ... Quality Win... Manual Local Service
., Remote Access A... Creates a co... Manual Local Syste...
Remote Access C... Manages di... Manual Local Syste... _
= e il k . . il : e
_\\._ Extended -QStandard/

Now, from the Command Prompt, we will check the version of the agent and try
a test run.

You will need to open cmd . exe with administrator rights, otherwise
,;  the Puppet test will work incorrectly. You will, also, need to run a
new instance after the installation. If you try to use an already running
T Command Prompt, it will fail to find the puppet command, as the new
path definitions are not active in the running instance.

The command for checking the version in Windows is also the same as that of
Puppet Master. The command is as follows:

C:\> puppet --version
Test run the agent using the following command:

C:\> puppet agent --test
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For puppet to correctly resolve puppetmaster.example. com, it
is best to add a record in your DNS server. This detail was covered
* in Chapter 1, Installing Puppet Server and Foreman. If you did not add a
%“ record in your DNS, you can also change the hosts file locally using
’ C:\Windows\System32\drivers\etc\hosts. However, this is
not suggested because in this case, you have to manually modify each
computer's hosts file.

In the following screenshot, we can see that the agent versionis 3.7.4 and the test
run gives a certificate error. This is normal. We will now sign the certificate from
Foreman and after this, the agent will be able to connect. The agent version and
the result of the test run is as shown here:

8 Administrator: C:\Windows\system32\cmd.exe =

Microsoft Windows [Version 6.1.76008] ,
Copyright <(c?> 2009 Microsoft Corporation. All rights reserved.

ers'wagrant >puppet agent ——test
ng; no certificate found and waitforcert is disabled

SUsersSwvagrant >

Signing the certificate

Go to the Foreman web user interface. From the menu, select Infrastructure | Smart
Proxies. On the smart proxies screen, as shown in the following screenshot, select
Certificates, as this is the section to manage your hosts' certificates:
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. FOREMAN [ dminuser -

Monitor ~ Hosts ~ Configure ~ Infrastructure ~

Administer =
Smart Proxies

Q Search | -

Name URL Features

puppetmaster.axample.com hitps://puppetmaster.example.com:8443 TFTPR, Puppet, and Puppet CA Cerlificates =

Displaying 1 entry

Here, you will see the new host and its status. As you can see in the following

screenshot, the host is waiting in the pending status. Click the Sign button and
sign the new host's certificate:

. FOREMAN B Aominuser -

Monitor - Hosts - Configure ~ Infrastructure ~ Administer -

PuppetCA on
puppetmaster.example.com

Filter by state: [ ] Autosign Entries
Certificate Name State Valid from Expires Fingerprint
puppetmasterexample.com valid 12 days ago in almost 5 years SHA256 Delete
windowstest pending NIA NIA SHAZ56 Sign

Displaying all 2 entries /

After this, we can go back to our host and run a new test to see what happens:

Usersvagrant >puppet agent ——test

Motice: Finished catalog »un in 8.82 seconds

s\vagrant >puppet agent ——test

Notice: Finished catalog r»un in 8.82
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During the first run, the host successfully connected to the server. However, there
is an error informing that it cannot find the node definition. This is fine. In the first
connection, the node definition will be created. As you can see in the preceding
screenshot, when you run the test again, there is no error because the node
definition was created previously.

Now, let's switch back to Foreman and check whether the host details can be seen
here. From the menu, select Hosts | All hosts. The details are as follows. We can
see that the new host is added to our hosts list:

. FOREMAN [l #cmin User ~
Monitor ~ Hosts ~ Configure - Infrastructure - Administer ~
Q Search -
Name Oparating system Environmeant Maodel Hostgroup  Last report
I puppetmaster.example.com & Ubuntu 14.... production VirtualBox 21 minutes ago Edit
[ WINdowStes!  gm— | ) Windows 6.1 production VirtualBox 3 minutes ago Edit -
Displaying all 2 entries - 0 selected

Summarizing, you only need the following two steps:

* Install the agent with correct server details
* Sign the certificate

All the other steps are for information and troubleshooting when you have problems
of host connections.

Installing the Puppet agent on multiple
clients

After looking at how to install the Puppet agent on one Windows host, it may occur
to you that installing the agent on each host manually will be really cumbersome,

if you have hundreds or thousands of hosts. In this section, we will deal with the
different options of installing the agent on multiple hosts.
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Here are some options, as follows:

*  You can use third-party software
*  You can use the domain controller

*  You can use the Microsoft System Center Configuration Manager

Modifying the MSI file

As we are sticking to free tools to get things done, it is hard to find a software that is
capable of modifying the MSI settings and sending the installation to multiple hosts.
However, if you have a configured MSI file to use, it is reasonable to use a free or
shareware software.

In this section, we will modify the Puppet agent installation MSI, so that it includes
the FQDN server. After this, we can silently push the installation and it can run in
the background without disturbing the users of the clients and servers.

To change the MSI file of the Puppet agent installation, we will use Orca from
Microsoft. To get Orca, we need to install Microsoft Windows SDK for Windows
7 and .NET Framework 4. Go to http://www.microsoft.com/en-us/download/
details.aspx?id=8279 and download it. Before installing this SDK, you need

to install .NET 4. If you do not have this, the link to download it is http://www.
microsoft.com/en-us/download/details.aspx?id=17851.

After downloading the SDK, run the winsdk_web . exe file. Use the Next button,
until you see the following screen. Just select Tools under Windows Native Code
Development and continue the installation:

L7 Windows® SDK for Windows® 7 and (NET Framework 4 [=] @ (=]
- ”r W o
« -,g Installation Options A Software .
> Development Kit

[# Windows Native Code Development Feature Descnpion Detal
_| Samples Tools
Windows Headers and Libraries B
- Installs tools that can help you use native code to develop
) [ ——— Ecaaet
| Visual C++ Compilers
[ .MET Development This feature requires 33.3 MB of hard disk space.
and ce A

Tools
Common Utilities
71 Microsaft Help System X
Application Verifier Disk Space Reguirements
"1 windows Performance Toolkit Volume Avaiable Flegured
" Debugging Tools for Windows c 15.0 GB 207.0 M8
[ Redistributable Packages
1 Microsoft Visual C++ 2010
Application Verifier
Debugging Tools BS0
1 windows Performance Toolkit
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After the installation is complete, go to the C:\Program Files\Microsoft SDKs\
Windows\v7.1\Bin folder and find Orca.msi:

@ﬁv| |, < Microsoft SDKs » Windows » V11 » Bin » v|6,|f Search Bin 2|
Organize » 8 Install = New folder =~ Ml ®
- F 5 MName Date modified Type Size =
M Favorites 2 . rs
B Desit = MsiTran 5/13/201011:26 PM  Application 66 KB
eskto)
.4 jy MsiVal2 5/13/201011:26 PM  Windows Installer ... 1467 KB
# Downloads e = A 10K
z " | MsiZap 5/13/201011:26 PM  Application 110 KB
=4 RecentPlaces . :
% mspatche.dll 5/13/201011:26 PM  Application extens... 68 KB
= __| msrootpubl.dat 4/19/20109:36 PM  DAT File 1KB
4 Libraries - e
= b & __| msrootpub2.dat 9/20109:36 PM  DAT File 1KB
¢ Documen Ic
oo ] mt 13/20101126 PM  Application 863 kB
J Music s S " - : "
Pict | mt.exe.config /20109:36 PM CONFIG File 1KB
k=' Pictures -
= 7 MUIRCT 13/2010 1144 PM  Application 123 KB
B videos N .
%{- OleView 3/13/201011:26 PM  Application 185 KB
ﬁ Orca 5/13/201011:26 PM  Windows Installer ... 2248 KB |
«& Homegroup L S e =
%, patchwiz.dll 5/13/201011:26 PM  Application extens... 2I4KB ||
7] pktetract 5/13/201011:26 PM  Application 2K8 |
=] p PP
‘& Computer — Susdnis ¥ = —
£ Local Disk (C:) % proppage.dll 5/13/2010 11:44 PM  Application extens... 370 KB
| PTConform.dll 5/13/201011:26 PM  Application extens... 348 KB
] ptconform 5/13/201011:44 PM  Application 359 KB

This is the software that we need, to change the MSI file details. Install this software.
During installation, when asked, select the Typical installation. When the installation
is complete, you will see the Orca link in the Start menu:

6 Default Pregrams
% Desktop Gadget Gallery
& Internet Explorer (64-bit)
@ Internet Explorer
L5 Orca t———
@) Windows DVD Maker
=) Windows Fax and Scan
€ Windows Media Center
|3 Windows Media Player
f_: Windows Update
4 XP5 Viewer
. Accessories
. FileZilla FTP Client
, Games

vagrant
Documents
Pictures
Music
Games

Computer
. Maintenance

. Microsoft Windows SDK v7.1

, Oracle VM VirtualBox Guest Additions
, Puppet

, PuTTY

. Startup

Control Panel
Devices and Printers

Default Programs

Back Help and Support

(SR |
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After executing Orca, open the Puppet agent installation MSI file. Select
CustomAction on the left-hand side section:

AdminUlSequence WixlTPrintEula 65 Wil TWixcs PrintEula

AdviExecuteSequence SetARPINSTALLLOCATION 51 ARPINSTALLLOCATION [INSTALLDIR]

AppSearch SaveCmadlinelnstallDir 307 CMDLINE_INSTALLDIR [INSTALLDIR]

Binary SetFromCmdLinelnstallDic 307 INSTALLDIR [CMDLINE INSTALLDIR]

CheckBox SaveCmaLinePuppethasterServer 307  CMOLINE_PUPPET_MASTER_SERVER [PUPPET_MASTER_SERVER]

Component SetFromCmdLinePuppetMasterServer 07 PUPPET_MASTER_SERVER [CMOLINE_PUPPET_MASTER_SERVER]

Control SetDefaultPuppetMasterServer 7 PUPPET_MASTER_SERVER puppet

ControlCondition = SaveCmdLinePuppetigentEnvironment 07 CMDLINE_PUPPET_AGENT_ENVIRONMENT  [PUPPET_AGENT_ENVIRONMENT]

ControlEvent SetFromCmdLinePuppetagentEnvircnment E PUPPET_AGEMT_ENVIRONMENT [CMDLINE_PUPPET_AGENT_ENVIRONMEN

CreateFolder SetDefaultPuppetAg M7 PUPPET_AGENT_ENVIRONMENT production
SaveCmdLinePuppetAgentCertname 307 CMODLINE_PUPPET_AGENT_CERTMNAME [PUPPET_AGENT_CERTMNAME]

Dialeg SetFromCmdLinePuppetigentCertname 307 PUPPET_AGENT_CERTNAME [CMDLINE_PUPPET_AGENT_CERTNAME]

Directory SaveCmdLinePuppetCaServer 307 CMODLINE_PUPPET_CA_SERVER [PUPPET_CA_SERVER]

Environment SetFromCmdLlinePuppetCaServer 307 PUPPET_CA_SERVER [CMOLINE_PUPPET_CA_SERVER]

Error SaveCmalinePuppetAgentStartupMode 307  CMDLUNE_PUPPET_AGENT_STARTUP_MODE [PUPPET_AGENT_STARTUP_MGDE]

We will change the following three parameters here, and set their values to the
Puppet Master FQDN:

® SaveCmdLinePuppetMasterServer
® SetFromCmdLinePuppetMasterServer

® SaveCmdLinePuppetAgentEnvironment

Here are the details after setting the values:

‘Action Type Source Target
WixUIValidatePath 65 WinUIWixca ValidatePath
WikUIPrintEula 65 WiUIWixca PrintEula
SetARPINSTALLLOCATION 51 ARPINSTALLLOCATION [INSTALLDIR]
SaveCmdLinelnstallDir 307 CMDLINE_INSTALLDIR [INSTALLDIR]
et Heirreh A5 S5 bR BN EN S et B ———————————————
SaveCmdLinePuppetMasterServer 307 CMDLINE_PUPPET_MASTER_SERVER puppetmaster.example.com
SetFromCmadLinePuppetMasterServer 307 PUPPET_MASTER_SERVER puppetmaster.example.com
SetDefaultPuppetMasterServer 307 PUPPET_MASTER_SERVER puppetmaster.example.com
SaveCmdLinePuppetAgentEnvironment 307 CMDLINE_PUPPET_AGENT_ENVIRONMENT  [PUPPET_AGENT_ENVIRONMENT]
SetFromCmdLinePuppetAgentEnvironment 307 PUPPET_AGENT_ENVIRONMENT [CMDLINE_PUPPET_AGENT_ENVIRONMENT]

After the changes are complete, we just save the file and exit. Now we have a file
with custom installation parameters. This MSI can be used for bulk installations.
We can use this with third-party software or with a domain policy to install it on
multiple hosts.
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Using software to push the agents

After modifying the MSI file according to our needs, the second step is to install it on
the clients and servers that we have. We already have the option to install it on one
system at a time. However, this is really not desirable and requires a lot of manual
work. So, we need to find a way to push the installation.

We will use the PDQ Deploy to distribute the agent. The PDQ Deploy has a trial
version and is enough for our needs. To download the application, go to http://
www . adminarsenal . com/pdqg-deploy. This will ask you to fill a short form with
your name, surname, e-mail, and, company details. After filling this, you will get the
download link. Download the application and install it. It needs .NET 4.0, or above,
to run. Even if you don't have .NET, it will be installed. After the PDQ Deploy is
installed, run it and it will start with a welcome screen:

_oixi

Welcome to PDQ Deploy
Thank you for installing PDQ Deploy. This wizard will gather information needed to get the system up and
running.

L

Press Next to continue...

9 Next Cancel
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Continue with Next and select Use Free Mode in the next screen. After this, it will
ask for credentials:

o
‘D Credentials

PDQ Deploy requires an existing administrator's credentials to deploy software (must be administrator on this
computer as well as the targets).

LR sy |

User Name | administrator 1
Password | semesse

More information...

@ = =] =] &=

Now, we are on the screen to deploy our agent. Click Create a new Package from
this screen:

' PDQ Deploy 5 Free Mode
FILE EDIT VIEW HELP

e |im )
= B gy
& Welcome to PDQ Deploy Welcome to
ey PDQDEPLOY
| AR Version 5
G Retry Queue What's New?

+ 1l Packsge Library Gcfhstartcd

@ Packages j!! Import ready-to-deploy packages from the Package Library

-2
% Creale a new Package
q_@ Try PDQ Deploy Enterprise

Help & documentation resources
% Visit our forums

5@ Online documentation
’ Video tutorials

Admin Arsenal Blog

Follow Us v

—_—

0 Running D Upgrade Your License V.
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In the package details screen, enter the name as Puppet Agent and the version
information for your agent:

[ Drwmet oemtpackave ST
FILE EDIT STEPS VIEW
H 12
%" Package Properties
™S 4 Stepi Name Puppet Agent
Version 3.7.4

Scanning 4\ Pro Mode is required to scan
Runés | (default) Deploy User v | What's this?
Timeout (L Pro Mode is required to use package timeout

v Offline Settings

Descripbon

After this, go to Step 1 on the left-hand side menu:

=10l x|
FILE EDIT STEPS VIEW
I (7]
Np Pucmoe Fropertics Install Fle [\ 11N 6AG208XONIW\CE\Users\Admirnistrator|Deskiop\puppet 3.7.4-x64.msi
7 Step1
File Details 15MB
Additional Files W Add Files
["1 include Entire Directory
MS! Options

Operation: Install Restart: Never Quiel: Yes v
Success Codes g 1541,3010

Comma separated list of return codes that will be flagged as a successful install
Parameters

Note: Ensure that you have selected proper silent install options otherwise the
deployment may appear to hang indefinitely. More info.

Command Line siexec.exe /i “puppet-3.7.4-x64.msi" ALLUSERS=1 /an /norestart flog outputlog [ | Custom
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First, select the install file. Ensure that the MSI options are as follows:

* Operation: Install
* Restart: Never
*  Quiet: Yes

When the details are complete, click the save icon in the top left of the screen. Now
you will have a new Puppet Agent package on the screen. Right-click on it and select
Deploy Once. In the next screen, we need to select our target computers. There

are many options for this. You can select them from Active Directory in your PDQ
library (where there is a list of already used computers), from a target list, or even
from a text file. Also, you have the option to add the IPs of the hosts one by one:

/! Deploy Once - Puppet Agent AL[;IJ‘ZJ
Puppet Agent Credentials
(default) EXAMPLE LOCAL |Administrator |v| | Edit Credentials

0 Targets [0 Active Directory s

o PDQInventory  |fault) Deploy User w! What's this?

’ Sptcewu:ls Configure E-Mail

R Target List

S Text File Remember these targets for next time

v Offline Settings

0 Cancel
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For this example, we will use Active Directory, which fits best to the needs of a
Windows system administrator. In the testing environment, there are only two
Windows 7 hosts connected to the server and these two will be used as examples:

4 g example

b g Builtin
» g Computers

Computers || Include Sub-Tree

b g Domain Controllers

b g ForeignSecurityPrincipals

b g Program Data

b g System

b g Users

Refresh

o

Selected Computers

WINDOWSTEST
WINDOWSTEST2

<<

] select AD Computers

Domain % EXAMPLE.LOCAL | Change Domain

Containers

=l8ix|

oK Cancel

After we are done, we can click Deploy Now and see the progress. As you can see,
it provides the list of targets and statuses. The deployment of the two hosts took 17
seconds to run, and then finished successfully:

FILE EDIT VIEW HELP
g (% aaED m o
o
wH Welcome to PDG i BUppELAgETE
94 Ml Deployments | | % Deployments | i Schedules | 8 Retry Queve
& All Schedules
@ Retry Queve 1 Deployment
» il Package Library 10| Cremt e
o Ptages » %32 3/1B201S7:25AM 17 saconds
%" Puppet Agant
€
2 Computers
| Computer & Status
b WINDOWSTEST.exa... Successful
windowstest? mamp  Succassfil
<

Computers

2

Failed

o

Successhul

Error

! PDQ Deploy 5 Free Mode

Paclkage

2 Puppet

i

Deployment Details 2

% Deployment 2
Deployment "

Finishad
17 seconds

Computer Details L,
' Computer
Computer Details ~

WINDOWSTEST.example.local
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Now, let's check the Windows test host to see whether everything is fine. In the
following screenshot, we can see that the installation is successful and there are the
details in the Start menu. Also, when we check from the Command Prompt, it can be
seen that the host is successfully connected and is waiting for certificate signing.

The following screenshot shows the successful installation:

A1l rights veserved.

tforcert is disabled

@ Desktop Gadget Gallery
& Intemet Explorer (64-bit)
@& Intemnet Explorer

& Orca

£ Windows DVD Maker puppetuserl
il Windows Fax and Scan
£ Windows Media Center
) Windows Media Player

Documents

— Pictures

£ Windows Update

<4 XP5 Viewer E Music
Accessories
FileZilla FTP Client Games
Games
Maintenance Computer
Microsoft Windows SDK v7 1
Puppet Control Panel
& Run Facter
£\ Run Puppet Agent Devices and Printers

&4, Start Command Prompt with Puppe
Documentation

1 Back Help and Suppart

Default Programs

T — T
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To make sure that the host has connected to the Puppet Master, we can check
whether the certificate has been generated. In the certificate details, we can see
that the new hosts are waiting to be signed:

. FOREMAN B 2dmin user
Maonitor ~ Hosts - Configure - Infrastructure - Administer -

PuppetCA on

puppetmaster.example.com

Filter by state: H Autosign Entries

Certificate Name State Valid from Expires Fingerprint

puppetmaster.example.com valid 23 days ago in almost 5 years SHA256 Delate

windowstest.example.local pending /A M/A SHAZ56 Sign -

windowstest2.example.local pending N/A MNAA SHAZ258 Sign -

Displaying all 3 entries

With the PDQ Deploy's free version, we can deploy hundreds or thousands of hosts
in one shot. It is also good to see the success and failure details. If there are failures,
we can handle them manually or try again by focusing on the problematic ones.

Using a domain controller to push the agents

Windows administrators may prefer to install software through a group policy and
may not like the option to use third-party tools. So this is our second option. You can
use your own preferred method.

We will use our domain controller's group policy to install the MSI package of

the Puppet agent on all the domain servers and client computers. First, place your
installation file in a folder and share this folder. The sharing needs to have Everyone
read rights. We will use the network share link for the group policy, so that the
installation file is accessible to everyone.
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Here is the share link for this example:
file://WIN-6AG206XJN3W/Users/Administrator/Desktop/puppet.

From the Start menu, Administrative Tools, we will run Group Policy
Management. Here, you can find your domain name. Right-click on the domain
name and select Create a GPO in this domain, and Link it here...:

H_Group Policy Hanageﬁnt -|D| x
4 Fle Action View Window Help | =181 ]
&9 | smo0|E .| e

. Group Policy Management example.local

= £\ Forest: example.Jocal Liked Group Polcy Objects | Poliy | i

= GPO | Enforced | Link Enabled | GPO Status | WMI
Create a GPO in this domain, and Link it here. .. :
i . ) 2/ Defack Domain Poicy No Yes Enabled  None

< | jul|
Search for GPOs |
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For this example, we will use PuppetAgent as the policy name. After creating the
policy object, go to the scope details and add Domain Users, and also, remove
Authenticated Users:

. Group Policy I'-Iaﬂcml:n{ D =10 x|
4 Fle Acton View Window Heb | =18
e | e e
i Group Policy Management PuppetAgent
= : example. local
B Scpe | G| St Gon|
£l #5 example.local Links
- Dislay fiks in this location: [example koca =
= . Doman Controlers “The folowing stes, domains, and OUs are linked to this GPO:
- o Locafion = | Enforced | Link Enabled | Pain
= F-Ip—— No Yes examplz Jocal
4 | 3
Z: )
18 Sites “The settings in this GPO can only apply to the following groups. users, and compulers:
45 Group Policy Modeing N |
=, Group Policy Results B2 Domain Users (EXAMPLE Dormain Users)
Add... | Hermove | Foperties |
'WMI Filtering
Tria GPO s nked tothe following WHI fer:
Immo) ;] Open
4 | 2
| |
Now, right-click on the PuppetAgent object and select Edit. Here, go to User
Configuration | Policies | Software Settings | Software installation. On the
right-hand side white space, right-click and select New | Package:
_loi

File Action View Help
1= PuppetAgent [WIN-6AG208XIN3W | Name | version | Deployment state | Source ]
= ¢ Computer Configuration

# || Polices

@ [ Preferences
B & User Configuration

= [ polices
=l [ Software Settings

Software installatic

# | Windows Settings
# | Administrative Templat
| Preferences

There are no items to show in this view.

o]
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You can select Computer Configuration here, and the agent can be

installed on all your computers without any user dependency. However,
%s— the installation will be applied after getting the policy and restarting the

relevant computers.

In the new window, we need to select the installation file. We have already created
a shared folder, and now we will select it. A shared folder will guarantee that
everybody has access to the installation file. In the following screenshot, you can see
that the network share is selected:

!Open 3_]
|@k_fl ~ Network ~ WIN-GAG2OGINSW ~ Users ~ Admstiator ~ Deskiop - puppet | = 23 seorc (2]

Organize v 1iViews v  NewFolder (7]

Favorite Links
Bl Deskiop
1% Computer
ﬂ‘: Documents
m Pictures
,lf}' Music
4 Recently Changed
!E.‘ Searches
| Public

Folders ~

File name: |puppet-3,7 464 :J |W|ndows Installer packages {:]
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Click Open and in the next window, select the Advanced radio button and click OK.
A new window will open. Go to the Advanced tab. Select the Assigned radio button
and the Install this application at logon checkbox:

20

‘General Deployment | Upgrades | Categories | Modfications | Secuty |

- Deployment type
(" Published

i~ Deployment options
¥ Auto-nstall this application by file extension activation
[~ Uninstall this application when it falls out of the scope of
management

™ Do net display this package in the Add/Remove Programs control
panel

[V Install this application at l0goN  d——

~ Installation user interface options
(.i B 4

+ Maximum

Advanced... |

[ ok | Cancel |

Now we have finished. For the installations to start, first the domain computers have
to get the policy. After the policy update, the Puppet agent will be installed at the
first logon. The status of the certificates in Foreman will be as shown in the following
screenshot. As you can see, we have only one host and that is, Puppet Master (the
previous configurations and certificates are removed for testing purposes):
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. FOREMAN B reminuser ~

Meonitor - Hosts - Configure - Infrastructure - Administer -

PuppetCA on
puppetmaster.example.com

Filter by stata: B Autosign Entries
Certificate Name State Valid from Expires Fingerprint
puppetmaster.example.com valid 23 days ago n almost S years SHAZ56

To verify whether the configuration was successful and to make it quicker, we will
manually make a policy update. To update the policy, manually run the following
command in the Command Prompt of Windows. gpupdate is used for the group
policy update. The force parameter forces for an update:

C:\>gpupdate /force

The policy update shows a warning that there is an update that will be implemented
after logoff and logon. We will answer this with v:

ER Administrator: C:\Windows\system32\cmd.exe - gpupdate /force = |[-=
Microsoft Windows [Uersion 6.1.76001 -

Copyright <{c> 2808? Microsoft Corporation. All rights reserved.

C:\Useprsspuppetl>gpupdate /force
Updating Policy...

User Policy update has completed successfully.
The following warnings were encountered during user policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startuy
p or user logon. The system will wait for Group Policy processing to finish comp
letely before the next startup or logon for this user, and this may result in sl
ow startup and boot performance.

Computer Policy update has completed successfully.

For more detailed information, review the event log or run GPRESULT -H GPReport.
thtml from the command line to access information about Group Policy results.

Certain User policies are enabled that can only run during logon.

OK to logoff?. (¥Y/N)_
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After logon, let's check whether the Puppet agent is installed. As you can see from
the Start menu, it has been successfully installed:

@ Desktop Gadget Gallery - m

{é Internet Explorer (64-bit)
@ Internet Explorer
€% Orca

& Windows DVD Maker puppetuserl
% Windows Fax and Scan
 Windows Media Center
@ Windows Media Player
&7 Windows Update

-4 XPS Viewer

| Accessories

L. FileZilla FTP Client

Documents

Pictures

Music

. Games
. Maintenance Computer
1. Microsoft Windows SDK v7.1
. Puppet Control Panel
A Run Facter
A\ Run Puppet Agent 84 Devices and Printers
£\ Start Command Prompt with Puppe
. Documentation Default Programs

4  Back Help and Support

ferziol

We are done with the windowstest host. Now, let's just restart windowstest2 to
verify whether it also gets the policy and installs the agent. After restarting, try
logging in to windowstest2 and check whether the agent shows that the installation
was again successful.
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Our last step is to check Foreman for the certificates. As you can see in the following
screenshot, this step was also successful. Here, we only need to sign the certificates
as the last step:

‘ FOREMAN B Asminuser ~
Monitor ~ Hosts = Configure - Infrastructure - Administer -

PuppetCA on

puppetmaster.example.com

Filter by state: u Autosign Entries

Certificate Name State Valid from Expires Fingerprint

puppetmaster.example.com valid 23 days ago in almost 5 years SHAZ56 Delate

windowstest.example.local pending MA NA SHAZ56 Sign | -

windowstest2 example.local pending N/A MAA SHAZ256 Sign | -

Displaying all 3 entries

Managing the node certificates

One of the important areas that we need to cover is the management of the host
certificates. Puppet uses certificates for a secure connection between the Puppet
Master and the hosts. Without signing the certificates, it is not possible to manage
any host. For the management of the certificates, we have the following two options:

* Using the Foreman UI
* Using the Puppet Master server terminal with SSH

Displaying the certificates
Let's start with the Foreman Ul, which we are already familiar with. In the previous

section, Signing the certificate, we already added a host and signed its certificate.
To refresh our memory, let's do it again.
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Go to Infrastructure | Smart Proxies from the top menu. In the next screen, click
on Certificates. As you can see in the following screenshot, we have four hosts

at the moment. One of them has been already signed and the others are waiting
to be signed:

. FOREMAN B Acmin Usar ~

Monitor = Hosts = Configure = Infrastructure - Administer =

PuppetCA on
puppetmaster.example.com

Filter by state: <] Autosign Entries
Certificate Name State Valid from Expires Fingerprint
puppetmaster.example.com valid 23 days ago in almost 5 years SHA256
win-Bag2oBxjn3w.example.local pending MA MR SHA256 Sign | -
windowstest.example.local pending WA NAA SHA256 Sign | -
windowstest2.example.local pending MA N/A SHA256 Sign |~

Displaying all 4 entries

Now, let's check this from the terminal. The commands are as follows:

* ¢ sudo puppet cert list --allpuppet cert: This command is used for
the Puppet certificate management

* 1list: This option lists the certificates that are not signed yet

* --all: This option also lists the signed certificates

From the following screenshot, we can see the output. The signed certificates have a
plus sign at the beginning of the line:

puppet@puppetmaster:~% sude puppet cert list --all
"win-6ag2o6xjndw. exarple, local” (SHA256) AD:@8:8F:AE:BE:59:EC:CF:58:99:82:5F:8B:98:D8:BC:OF:CO:d4:6A:29:5A:31:95:C6:8B:88:FF:3B:A9:1E:E7
"windowstest.example. local" (SHAZ56) 4E:EE:FC:C 197: H
"windowstest2,example. local” (SHA256) B3:A8:EB:1AF:32:73:31 9:768:C2:05:DC:30 92:37:5 E: 95

+ "puppetraster.example.com” (SHAZS56) TF:76:66:98:F6:94:56:AD:FB:@T:24: TA: CA:9B:8@:51:2C:07:62:84:98:B0:FC:88:74:B@:B4:01:0C:PA:67:50 (

alt names: "DNS:puppet”, "DNS:puppet.example.com”, “DNS:puppetmaster.example.com™)

puppet@puppetmaster:~$ |

Signing the certificates

In Foreman, just click the Sign button for the relevant host and it will be signed. To
do this from the terminal, here is the command:

$ sudo puppet cert sign hostname
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The following is the output to sign a host certificate:

puppet@puppetmaster:~% sudo puppet cert sign windowstest.example.local

[sudo] password for puppet:

Notice: Signed certificate request for windowstest.example.local

Notice: Remeving file Puppet::SSL::CertificateRequest windowstest.example.local at ‘/var/lib/puppet/ssl/ca/requests/windowstest.example. loca
1.pem*

puppet@puppetmaster:~s [

Deleting the certificates

From Foreman, it is very simple to delete the certificates. If the certificate is already
signed, there will be a Delete button. If it is not signed yet, you can click the small
downward arrow just to the right of the Sign button and click Delete:

Filter by state: = Autosign Enfries
Certificate Name State Valid from Expires Fingerprint
puppetmaster.example.com valid 23 days ago in almost 5 years SHA256 Deiete
win-Bag2o6xjn3w.example.local pending N/A N/A SHA256 Sign | -
windowstest.example.local valid 1 day ago in almost 5 years gHA2 Delete
windowstest? example.local pending N/A N/A SHA256 Sign | =

To delete from the terminal, the command is as follows:

$ sudo puppet cert clean hostname

The following is the output of a certificate deletion:

puppet@puppetmaster:~5 sudo puppet cert clean windowstest.example.local

Isudo] password for puppet:

Notice: Revoked certificate with serial &

Motice: Removing file Puppet::55L::Certificate windowstest.example.local at '/var/lib/puppet/ssl/ca/signed/windowstest.example. local.pem'
Motice: Removing file Puppet::55L::Certificate windowstest.example.local at 'fvar/lib/puppet/ssl/certs/windowstest.example.local.pem’
puppet@puppetmaster:~s I

If you want to delete the host certificate from the host computer, you can
+ delete the SSL folder under C: \ProgramData\PuppetLabs\puppet\
% etc\. If you delete both the certificates from the host and the server, the
T Puppet agent will create a new certificate in the next run. This is useful for
problem certificates.
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The host groups

The host groups are used for the management of different computer groups. For
example, we can create a group for the servers and another group for the clients,
or we can create different groups for each department such as finance, human
resources, and information technology. If you have different needs for different
hosts, then it makes sense to create groups and assign the relevant hosts to them.

For our example, we will keep it simple and create two host groups for the servers
and the clients. After this, we will also create subgroups.

Managing the host groups
From the top menu, we select Configure | Host Groups. From the new screen, we
select the New Host Group button. We need to fill the following;:

* Name: Name of the group.

* Environment: We only have the production environment at the moment, and
we are selecting it.

* Puppet CA: This is the server for the Puppet certificate authority server. In
our case, it is same as the Puppet Master.

* Puppet Master: This is the Puppet server.

. FOREMAN B rominuser -

Monitor = Hosts = Configure = Infrastructure = Administer =

New Host Group

Host Group Puppet Classes Natwork Operating System

Name * Servers
Environment production L|
Puppet CA puppetmaster example.com .'] Use this puppet server as a CA server
Puppet Master puppetmasternexample.com '| Usa this puppet server as an initial Puppet Server or to execute puppet nans
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After entering all the details, click the Submit button, and your first host group
will be saved. Now, we will create another group of clients. This time you will
see that there is one new selection, which is Parent. This means that you can
create subgroups.

. FOREMAN [ ]
Monitor = Hosts = Configure = Infrastructure -
New Host Group
Host Group Puppet Classes MNatwork Operating Sy Parameters
Parent j —
Name * Clients
Environment production :J
Puppet CA puppetmaster.example.com :J Use this puppet server as a CA server
Puppet Master puppetmaster.example.com =| Use this puppet server as an initial Puppet Server or to execute puppet runs

After this, we will create two child host groups: Windows Servers and Linux
servers. While creating these, we need to select Servers as a parent group.
When you select a parent, the child will inherit the details from: it:

New Host Group
Host Group Puppet Classes Network Operating Systemn Parameters
Parent Servers j
Name * Windows Servers
Environment Inherit parent (production) j
Puppet CA Inherit parent (puppetmaster.example.com) j Use this puppet server as a CA server
Puppet Master Inherit parent (puppetmaster.axample.com) :J Use this puppet server as an initial Puppet Server or to execute puppet runs
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After creating all the groups for our scenario, we can see all these groups in the
following screenshot. From the button in each line, we can handle different tasks
as follows:

* Nest: Create a child group for the relevant group

* Clone: Clone the group

* Delete: Delete the group

. FOREMAN [T
Monitor - Hosts - Configure « Infrastructure - Administer -
Q Search | - New Host Group Help
Name
Nest =
Servers Nest | -
Senvers/Linux Server Nest | =
ers/Wi Nest | =
Clone
Displaying all 4 entries Dalate

Assigning the hosts to hosts groups

From the top menu, we go to Hosts | All Hosts, select the relevant hosts, and use
Select Action | Change Group to assign the hosts to a group:

. FOREMAN [ Aamin ser -
Monitor = Hests = Confiqure = Infrastructure ~ Administer -
Q Search | = Salact Action = m
Change Group
B8 Name Opaorating system Environment Model Host group Last
Bulld Hosts
B} puppatmaster exampie.com &) Ubuntu 14.... production VirtualBo 21mi  Change Ervironmaent
E T3 Edit Parameters
win-Bag2oBxndw.example. loca windows 6. production VirtuadBox 3 day
@ o @ Dolete Hosts
8 | B windowstest2 example.local () windows 6.1 production VirtualBox 3day Disable Notifications
Enable Matifications
8 | [ windowstest.example.loca () windows 6.1 production irtualBox 293 pisassaciate Hosts
Displaying all 4 entries - 2 selected
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As you can see in the following screenshot, we have selected two of the clients and
assigned them to the Clients group.

Change Group - The following hosts are about to be changed

Name Hostgroup Environment

windowstest.example.local production

windowstest2 example.local production
Select host group j

Select host group
*Clear host group®

Servers
Servers/Linux Servers
Servers/Windows Servers

Cancel

After finishing all the assignments here, we can see all the hosts and their host groups:

Hosts
Qs | - Chewton.
Operating system Environment Model Host group Last report
&) Ubuntu 14.... production VirtualBox Servers/Linux Servers Edit
@ wi 6.0 p 1 ) Edt -
&} wind 2 example.loc W) 6.1 p r Clients Edit  ~
Q windowstest.example.local () windows 6.1 production VirtualBox Clients 3 days ago Edit -

Displaying all 4 entries - 0 selected

Summary

In this chapter, we first learned how to install Puppet agents on a single computer.
Next, we learned how to modify an MSI package, so that we can use it for a silent
install. After this, we used the MSI file to install the Puppet agents on multiple hosts
using either third-party software or domain group policy.

After finishing the installations, we continued with the management of the host
certificates. Finally, we learned how to manage the host groups.

In the next chapter, we will begin to write our first modules to manage the hosts.
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In the previous chapter, we learned the installation of Puppet agents on multiple
hosts. Now, we will start writing our first modules. We will cover the following
topics in this chapter:

Module structure and defining modules
Modules to create files and directories
Assigning classes to hosts and hosts groups
Modules to manage services

Modules to manage users

Modules to run commands

The module structure

We will start with the basic module structure. Puppet uses manifests to apply
settings to hosts. Puppet manifests are the files containing the Puppet code.

The manifests, files, and data are packed as a module structure. You can write
your own modules or you can download pre-built open source modules from the
Puppet Forge. We will deal with Puppet Forge modules in Chapter 4, Puppet Forge
Modules for Windows.

The module layout

A module is simply a directory tree with the following structure:

manifests: This contains the manifests in the module

files: This folder contains the static files that are used by the module
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* templates: This contains templates that will be used by the Puppet
manifests

* 1ib: This contains plugins, such as custom facts and resource types

After the basic structure definition, we will start with our first modules in the
next section.

Because each module needs to have an init . pp file with a class
name the same as its module, we will see that in Foreman the class
g names are exactly same as the module names.

You can also create a module with the puppet generate module command. The
following are the details of how to write the command. For more details, please
refer to https://docs.puppetlabs.com/puppet/latest/reference/modules
fundamentals.html#writing-modules. The command is as follows:

puppet module generate <USERNAME>-<MODULE NAME>

Modules for creating the files and folders

Now, we are starting with our first module definition. The first will be a very easy
one. On all the hosts, we will create a file with the content, Hello World!, under the
C:\ Windows\Temp> directory.

The Hello World module

To write our first module, we will connect to the Puppet Master with SSH. The
working directory for Puppet modules is /etc/puppet /modules. The following is
the screenshot of the /etc/puppet directory:

puppet@puppetmaster:/etc/puppet$ 1ls -1

total 52

-rw-r——r—— 1 root root 4179 Feb 23 19:42 auth.conf
-rw-rw-r—— 1 foreman-proxy puppet @ Feb 23 19:42 autosign.conf
drwxr-xr-x 6 puppet root 4096 Feb 23 19:42 environments
-rw-r——r—— 1 root root 1462 Jan 27 01:46 fileserver.conf
—-rw—r————-— 1 root puppet 348 Feb 23 19:42 foreman.yaml
drwxr-xr-x 2 root root 4096 Feb 23 19:42 manifests
drwxr-xr-x 2 root root 4096 Jan 27 ©01:48 modules
-r-xr-x-—— 1 puppet puppet 9850 Feb 23 19:42 node.rb
-rw-r——r-— 1 root root 2605 Feb 23 20:04 puppet.conf
drwxr-xr-x 4 puppet root 4096 Feb 23 19:42 rack
drwxr-xr-x 2 root root 4096 Jan 27 01:48 templates

puppet@puppetmaster:/etc/puppet$
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As we can see from the screenshot, the modules folder is owned by the root. Thus,
we will switch to the root account to continue working with the modules directory.
The following command will give you the root credentials and will also keep you in
the directory you are working;:

$ sudo -s

If you are not yet at the correct directory, just use the cd command to go to
/etc/puppet/modules:

# cd /etc/puppet/modules

Creating the directory structure

The next step is to create our module structure. The most basic one has the following:

*  One directory with the module name

* Another directory, under the module name, named manifests

We will use the mkdir command to create the directories. Here is a sample screenshot:

root@puppetmaster:/etc/puppet/modules# mkdir helloworld
root@puppetmaster:/etc/puppet/modules# cd helloworld/
root@puppetmaster:/etc/puppet/modules/helloworld# mkdir manifests
root@puppetmaster:/etc/puppet/modules/helloworld# cd ..
root@puppetmaster:/etc/puppet/modules# tree helloworld/
helloworld/

L— manifests

1 directory, © files
root@puppetmaster:/etc/puppet/modules#

If the tree command does not work, it can be
s installed using apt-get install tree.

Creating the manifest file

After completing the directory structure, the next step is to create the manifest file.
For a module, we need to create the init .pp file under the manifests file. init.

pp file contains the class definition for the module. The class name and the module
name should be the same. To create the new file, you can use the Nano text editor:

# cdhelloworld/manifests

# nanoinit.pp
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The class name must be the same as the module name. The following is the class
definition:

classhelloworld {

}

Now, we will define the file that will be created. In the following code snippet, you
can see the very basic definition of this:

file { 'path and name of file':
content => "Content of file",

}

The following are the details of the manifests:

class helloworld §
{ 'c:/windows/temp/hello. txt':
=> "Hello World!",

e Line 1: This defines the class name
* Line 2: This defines the file path and name
e Line 3: This defines the content of the file

¢ Lines 4 and 5: These end the class and file definitions

We have finished the creation of our first module. Now, we will continue in Foreman
and import the module class. After the import, we can use the class for our hosts or
host groups.

In line 2 of code snippet in the preceding screenshot, for path
*  definition, we used the forward slash / symbol. Normally, in
% Windows, the backslash \ symbol is used. However, backslash is an
escape sign in Linux. Puppet correctly works with forward slashes
on Windows. Thus, while defining the file paths, we can use /.

Importing the module class in Foreman

Log in to the Foreman user interface. From the top menu go to Configure | Puppet
classes. After this, click on the Import from yourserveraddress button. For our
example in this book, the button is Import from puppetmaster.example.com.
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After clicking on the button, we will see our newly created module name. You
will also see the different environments: common, development, example_env,
and production. As you will recall, we assigned all our hosts to the production
environment. We will do the same and assign the module to the production
environment. To do this, just click on the checkbox in the production line and
after this click on the Update button:

. FOREMAN W ncmin user -

Monitor - Hasts - Configure ~ Infrastructure - Administer ~

Changed environments

Select the changes you want to realize in Foreman

Toggie: & New | & Updated | & Obsolete
(] Environment Operation Puppet Modules
comman Add:
Add:
Add:
production Add: helioworld
Carco
_— -

We are using only the production environment to keep things
simple. In the real world, it will be a good idea to use the
development and production environments. The development
environment can be used to test your modules. When you
feel comfortable, you can assign the module to the production
% environment and the relevant hosts.
2SS

To keep this even simpler, you can use /etc/puppet/
environments/production/, so that the class appears only

in the production environment while you are trying to import it.
However, in live environments, it will be easier to first put it under
/etc/puppet /modules. First, import into the development test
and after this, import into production.
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After the successful import of the module, you will see your module class under the
Puppet classes:

. FOREMAN @ Aorin User -

Monitor = Hosts - Configure = Infrastructure ~ Administer -

Puppet classes

Fliter Q Search - Import from puppetmaster.example.com
Class name Environments and documentation Host group Hosts Parameters Variables
helloworld production ] 4] 1] Delate

Displaying 1 entry

Assigning the class to a host

We have imported the class and now we will assign it to a host. To do this, we will
browse to all the lists of the hosts and select one of them by clicking the Edit button.
For this example, we will continue with windowstest.example.local:

. FOREMAN B Aominuser -

Monitor ~ Hosts = Configure ~ Infrastructure ~ Administer =

Hosts

Filter Q Search | -

Name Operating system Environment Model Host group Last report

n puppetmasterexample.com @) Ubuntu 14.... production VirtualBox  Servers/Linux Servers 3 minutes ago Edit | =
win-Bag2oBxjn3w.example.local  {J) windows 6.0 production VidualBox Servers/Window s 16 days ago Edit | =
windowslest2 example.local Q.- windows 6.1 production VirtualBox Clients 16 days ago Edit  ~

B windowstest.example.local () windows 6.1 production VirtualBox Clients about 3 hours ago  Edit | «

Displaying all 4 entries - 0 selected
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In the host details complete the following steps:

Click the Puppet Classes tab.
Click the little grey-colored plus button near the module name.

Click on the black-colored plus button. This will assign the helloworld
module to the host. To save your changes, click on the Submit button in
the bottom-left corner of the page:

. FOREMAN B sdminuser ~

Edit windowstest.example.local

Monitor ~  Hosts = Configure ~  Infrastructure ~ Administer -

Manage host Disassociate host

/1

Host Puppet Classes Parameters Additional Information
Included Classes Available Classes
2 \ hellowarid / 3
helloworld [+

We are done with assigning our module to a host. The last step is to test and see
whether everything works fine. To check, follow these steps:

1.

Go to your host and open a Command Prompt with administrator rights.
Run the puppet agent --test command.

Open a Windows Explorer window and check the ¢:\Windows\Temp\ folder
for the hello. txt file.
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In the following screenshot, we can see that our first module and the file creation is

successful:

wppetl >puppet agent

Organize » Op

{ Favorites
Bl Desktop
& Downloads

-l Recent Places

g Libraries

& Documents
o' Music

=| Pictures

& Videos

hello

-—test

Print New folder
rv‘ﬂ:qmmeu:.:qm
fwtsqmfiledd.sqm

= . fwtsqmfiled5.sqm

hello - Notepad

Eil Ela. &

Hello world!

futzgmfiled.cqm
I @  hello

A MpCmdRun
a | MpSigStub
a | TS_D7C3.tmp
a | TS_DSBEtmp
- @ T5_D%C.tmp
ed: 4/5/2015 6:23 PM

Size: 12 bytes

ted: 4/5/2015 6:23 PM

Assigning the class to a host group

Assigning the class to a host group is almost the same as assigning it to a host. First,
go to Configure | Host Groups from the top menu. Click one of the listed host
groups. For this example, we can use the Clients group. Click the Clients group
and follow the same steps that you followed while assigning a module to a host.
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To check if the class is assigned to the hosts in a host group, we will check the details
of windowstest2. In the host lists, click on Edit for windowstest2 and go to the
Puppet Classes tab. As you can see in the following screenshot, the helloworld class is
assigned to the host. However, there is no "minus" button near the class and it cannot
be removed at the host level. This is because it is assigned at the host group level:

‘ FOREMAN @ cminuser

Moniter = Hosts ~ Configure = Infrastructure = Administer ~

Edit windowstest2.example.local
Manage host Disassociate host

Puppet Classes Parameters Additional Information

Included Classes Available Classes
hellowaorid

Uploading files

If you have a very long text file or a binary file, it really does not make sense to

use the content option. In this case, we will directly refer to the file and it will be
uploaded. Later, if we make any changes in our file in the server, this change will be
also applied to all the hosts.

Here is the definition:

file { 'path and name of file':
source => 'puppet:///modules/modulename/filename’,

}

We will, again, use the hello. txt file, but this time we will create the details
under our module. For this purpose, create the files folder under the helloworld
module. After this, create the hello.txt file under the £iles folder.
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The module structure is as shown in the following screenshot, and we can also see
the contents of the hello. txt file:

root@puppetmaster: /etc/puppet/modules# tree helloworld/
helloworld/

files

L— hello.txt

manifests

L— init.pp

2 directories, 2 files

root@puppetmaster: /fetc/puppet/modules# cat helloworld/files/hello.txt
Hello World!

File example

root@puppetmaster: fetc/puppet/modules#

The next step now is to change our init.pp file. The following are the details of
the init.pp file. Just be aware that we are not using the £iles folder in the source
definition:

GNU nano 2.2.6 File: helloworld/manifests/init.pp

class helloworld {
file { 'c:/windows/temp/hello.txt’:
source => 'puppet:///modules/helloworld/hello.txt’,

As we have already imported the module class in Foreman, we do not need to repeat
the steps. Now, we can just have a test run and see the results, as follows:

B Administrator: CA\Windows\systemd?

nainlsHell

~ hello - Notepad
File Edit Format View Help
Hello world!File example

@ | » Computer » | Disk » » Te »
Organize = Open = Print MNew folder |
[ Favontes waihz
TWESqMITHEYS.Sqm
Bl Desktop

| fwtsgmfiledd.sqm

iy Sounloacs : Fotsqmiiled5.sqm 18/20F

= Recent Places Fwtsqmiile0B.sqm

hello

Mnd Al

@ Libraries
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As you can see, these results are fine. Puppet checks the md5 hash of the file to see
whether it is different. You can see in the preceding screenshot that it says content
changed from one md5 to another. However, we only have a tiny problem.

Copying the file permissions from the source is deprecated for Windows. We can just
remove this warning by adding additional details in the file definition. We need to
add a line, source permissions => ignore. Here are the new details:

File: helloworld/manifests/init.pp

class helloworld {
file { 'c:/windows/temp/hello.txt":
source => "puppet:///modules/helloworld/hello.txt’,
source_permissions =» ignore,

Now just make a change in hello. txt and run the test again. There will be no
warning, as shown here:

C:\Usersspuppetl>puppet agent ——test

Notice: /Stagelmainls/Helloworld-Filelc:/windows/tempshello.txt]l/content:

Notice: /Stagelmainl/Helloworld-Filelc:/windows/temp-hello.txtl/content: content
changed ’'{mdS5>bhedldS5aSf46ecfalbeBdeld6fe2?5f9h' to '{md5>1ed?55edfa285cc951e2d5
447*

Motice: Finished catalog run in B.34 seconds

C:-“Usersspuppetl’ X

Creating folders

For creating folders, we again use the file definition. The details are as follows:

file { 'folder':
ensure => 'directory',
source permissions => ignore,

}
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Now, let's create a helloworld folder in the helloworld class. Here are the details:

GNU nano 2.2.6 File: helloworld/manifests/init.pp

@lass helloworld {
file { 'c:/windows/temp/hello.txt':
source => 'puppet:///modules/helloworld/hello. txt’,
source_permissions => ignore,

file { 'c:/windows/temp/helloworld':
ensure => 'directory',
source_permissions => ignore,

Here are the test run details. As you can see, the helloworld folder was created
successfully:

z/windoy empshello . txt l/content:

ainl Helloworld-F

B.16

(_; i » Computer » Local Disk (C:) » Windows » Temp » - *_rl G 2
Crganize = Open = Print New folder == w il ®
{ Favorites
B Desktop helloworld
# Downloads - MPTelemetrySubmit

DMI7EES tmp
fwtsqmiile00.sqm

| Recent Places

3 Libraries futsgmfiledl.sqm

Managing services

Puppet resource type service is used to manage services. In Windows, the
management capabilities are somewhat limited. However, if we want to make sure
that a service always runs or always stops, we can use the service type.
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Here is how to write this:

service { 'servicename':
ensure =>running, stopped

enable =>true, false,manual

}

The following points explain the preceding code:

¢ First line is the service name in Windows.

* ensure => running makes sure that the service is running. You can also use
stopped option to make sure that the service is not running.

* enable => true ensures that the service will autostart after a reboot. The
false option ensures that the service is disabled. Lastly, the manual option
sets the starting of the service to manual.

As an example, let's start with disabling the Windows file and print sharing features.
You can see the service details in the following screenshot. The service display name
is Server and the service name is LanmanServer. We will disable this service on all

client machines, so that the users cannot use print and file sharing;:

Services ol ==
File Action View Help
U 3 i R RET N 7 o R ) Server Proparties (Local Computer) =]
Services (Local) Services (Local) General | Log On | Recovery | Dapancancies
Server MName Descriptiq [ Siume; . Eanman-dve I
RPC Endpoint Mapper Rescives Dhepiay: neme; Server
Security Accounts Manager The starty Description: Supports fle. pont, and named poe shanng overthe
S th Security Center The W5C: network for ths computer. ¥ this service i stopped
the service y
5 Server Supports
Pathto exscitsble.
Description: Shell Hardware Detection Provides € \Windows\systemi2\svchost e & netsves
Supports file. print, and named-pipe R oy Decovms =
shanng over the network for this Superfetch Maintaing Startup hype Automatic: -
computer. If this service is stopped, Systern Event Notification Service Monitors . ey .
these functions will be unavailable. It Tazk Scheduler Enables » e
this service is disabled, any services |
that exglicitly depend on it will fail to TCR/P NetiROS Helper Poovides Service ststus:  Stated
start. Themes Provides
UPAP Device Host Allows UH [ = [ Pause
Prefile Servi i i
Lek Pruhie verrice ThS SE0 | v, e spacy the stas paramatars that apgly whan you stan the sanice
VirtuslBox Guest Additions Service Manages Frnm ham
Windows Audio Manages
Windows Audio Endpoint Builder Manages
Windows Defender Protectiog
Windows Event Log This servi
Windows Firewall Windews g e =
Windews Manag Provides
m '
\ Estended /Standad / '
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We will also create a module for this. The following is the module structure:

root@puppetmaster:/etc/puppet/modules# mkdir disablesmb
root@puppetmaster:/etc/puppet/modules# mkdir disablesmb/manifests
root@puppetmaster:/etc/puppet/modules# touch disablesmb/manifests/init.pp
root@puppetmaster:/etc/puppet/modules# tree disablesmb/
disablesmb/
L — manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

The only command that we did not mention in the preceding screenshot is the touch
command. This command creates empty files with the specified name. The manifest
details are as follows:

GNU nano 2.2.6 File: disablesmb/manifests/init.pp

class disablesmb {
service { 'LanmanServer':
ensure => stopped,
enable => false,

As you can see in the preceding screenshot, we defined a new class and module
named disablesmb. We made sure that it is stopped and disabled. After this, we will
import the new class to Foreman and assign it to the Clients host group. If you need
help with these steps, please check out the previous section, Modules for creating the
files and folders. Now, let's move on to testing of the Puppet agent to see the results:
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IC:\Userss\puppetl>puppet agent ——test

Notice: Finished catalog »un in 1.19 seconds

As we can see in the preceding screenshot, there is a dependent service, Computer
Browser. We need to stop this, if we want to continue. So, we will define another
service detail. Also, we need to make sure that, first Computer Browser stops, and
after this the Server service stops. When we check the service name, it is Browser,
so here are the details:

GNU nano 2.2.6 File: disablesmb/manifests/init.pp

class disablesmb {

service { 'Browser':
ensure == stopped,
enable == false,

service { 'LanmanServer':
ensure == stopped,
enable == false,
require => Service['Browser'],|| d—

As you can see in the preceding screenshot, we first defined the 'Browser' service
and then stopped it. However, Puppet does not run manifests in an ordered top

to down fashion. So we added to our 'LanmanServer' service definition a new line,
require. This definition will only run after the 'Browser' service definition. The
uppercases and lowercases are also important. You should be careful while writing
a require line.
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The require definition from Puppet Labs: require causes
= aresource to be applied after the target resource.

Now let's test this again:

C:sUsersspuppetl>puppet agent ——test

/Stagelmain l/Disablesmb/Service [Browserl/ensure: ensure changed ‘running
opped’
/Stage[main l/Disablesmh/Service [LanmanServerl/ensure: ensure changed ’rulg
to ’'stopped’
= Finished catalog »un in 2.28 seconds

C:\Usersspuppetl> %

As we can see, this time it ran without any errors. Now let's check the service details
and whether it has been stopped and disabled:

Help
7] mu
Services (Local) : ~
'q"n’” s | Server Properties (Local Computer) @ |
Protected Storage General | Log On | Recovery | Dependencies

Description: Piniet Acent
Supports file, print, and named-pipe Ppe e

Service name: |

sharing over the ne t this Quality Windows Audic Video Expenience
¢  this service is stopped Remote Access Auto Connection Manager Dizplay name
vailable. If = A
w5 Connection Manager Sunoos fie. ol e p——— =
iablael i o . g Description Suppo 'S;f' &, prird, and named-ppe sharing averthe .
5 . any vices top Configuration network for this computer. Fthis service is stopped,

thy depend en it wall fail to

Path to executable

Made Port Redirector AP . -
C\Windows' syslem 32 svchost exe 4 nefsvce

Remote Procedure

Remote Procedure Call (RPC) Locator Statup type Disabled -
Remote Regstry

Fo ubing and Remote Access e

ARC Endpoint Mappe Service status:  Stopped

Secondary Logon

Secure Socket Tunneling Protocol Service

Security Accounts Manager o 3
3 ‘ous can specfy the start parameters that apply whan you start the senvice

Security Center From hane

Server

Shell Hardware Detection

Smart Card

Smart Card Removal Policy

', Extended / Standard /

As you can see in the preceding screenshot, the service has been stopped and
disabled. You can use the same logic to enable and make sure a service is running.
For example, it is a good practice to enable and again run the stopped antivirus
services.
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Running commands

The exec resource type is used to execute commands. The command in the exec
resource must be able to run multiple times without any problems or harm. If

it causes problems, it must be limited with conditions and run only when these
conditions are met.

exec can directly execute . com, .bat, .exe, and so on. Also, it can log the output and
the exit status. If you want to run the shell built-in commands in this case, Puppet
does not support these commands directly. Assuming that you want to use the echo
command, you need to use it with cmd and the command should look as follows:
cmd.exe /c echo helloworld. Now let's check the most basic definition:

exec { 'execname':
command => 'command to execute',

}

As you can see, the simplest exec definition requires only one attribute, which is
command. This command will execute every time Puppet runs. The default running
interval for Puppet is 30 minutes. So, if the default interval is not changed, it will be
executed every 30 minutes.

The following is the definition in detail. These are not the full details. If you need
more details, please refer to https://docs.puppetlabs.com/:

exec { 'resource title':

command => # (namevar) The actual command to execute.
creates => # A file to look for before running the command.
path => # The directory of command.

logoutput => # Whether to log command output

refreshonly => # The command should only be run as a refresh.

returns => # The expected exit code(s). Any different exit code
will return error.
timeout => # The maximum time the command should take.

}
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Now let's write our module class. As an example we will write a simple clean-up
manifest that deletes the unnecessary files. To keep it simple, we will delete only the
files and folders under c: \Windows\Temp. Here are the details:

The module structure is as follows:

root@puppetmaster:/etc/puppet/modules# tree cleanuppc/
cleanuppc/
L manifests

L— init.pp

1 directory, 1 file

The manifest details are as follows:

;Lass cleanuppc
exec { 'deltemp':
nd == 'cmd.exe /C del fQ /F /S C:\Windows\Temp\=x.%",
=> "C:\Windows\System32',

# cleanup windows

In the preceding screenshot, the command lines are as follows:

e Line 1: The comment about the class.
e Line 2: The class definition and its name.
* Line 3: The exec type definition.

e Line 4: The command to be executed:

° In this line cmd.exe /C is to execute the shell built-in command, del

o

The del command has many parameters here: /Q for going into quite
mode and asks for no confirmation, /F forces to delete anything even
it is read-only, and /s deletes subdirectories

* Line 5: This is the path for cmd . exe.
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Now let's test this. Here are the C: \Windows\Temp details before the Puppet run:

¢ Favorites
BB Desktop
& Downloads
| Recent Places

¢ Libraries

=| Documents
o' Music

i Pictures

B videes
#y Homegroup

‘N Computer

&L Local Disk (C3)

€l Network

e in library = New felder

helleworld
MPTelemetrySubmit
DMITEES trnp
Fwtsqfiledd.sqm
ttsgmfiledl.sgm
Fwtsgmfiled2.cqm
Tw

qerfiled3.sqm
fwtsgmfiledd.sgm
Fwtsgmfiled5.sqm
Futsqmliled6 sqm
helio
MpCmdRun
MpSigStub

15 _07C3tmp
T5_D8BEtmp
TS_DO4C tmp
T5_DACStmp
T5_DCEAtmp

TS5 _DCFB.Amp
DAS.tmp
TS_DFF8.tmp
TS_E2CT tmp

Here are the test run results and folder details:

Recent Places

3 Libraries
¢ Doo

oJ Music

w Pictures

B videos
o, Homegroup

& Computer

&L Local Disk (C)

W Netwark

Favorites
B Desktop hellewarld
& Downloads MPTelemetrySubmit

L
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Running the command on certain conditions

If you want to run the command only once or whenever a condition is met, you can
use the creates and refreshonly, subscribe attributes.

The creates attribute will create a file and when this attribute sees the file in the
next run, the command will not execute. So, the command will run only when the
specified file does not exist. Here is a sample code:

# cleanup windows
classcleanuppc {
exec { 'deltemp':
command => 'cmd.exe /C del /Q /F /S C:\Windows\Temp\*.*',

path => 'C:\Windows\System32"',
creates=> 'C:\testfile.txt',

One important point is here that, the file will not be created by Puppet. So, if only
the command or some other software, which you have checked, creates this file, the
creates attribute will be useful. Otherwise, the command will continue to run each
time.

For the refreshonly attribute, the command will bind to another resource with
subscribe. Here is the example code:

# cleanup windows

{ 'deltemp':
=> 'cmd.exe /C del /Q /F /5 C:\Windows\Tempi*.x"',
=> em32',

=> ['c:/windows/temp/helloworld'],

== true

The subscribe attribute binds this exec command to the helloworld folder creation
in our helloworld module that we created previously. refreshonly makes sure
that it will only run manually. The following is the test run:

IC:~Usersspuppetl>puppet agent ——test

Motice: /Stagelmainl-/Helloworld-Filelc: windows/temp-helloworldl/ensure: created

Notice: /Stagelmainl/Cleanuppc/Execldeltempl: Triggered ’refresh’ from 1 events
MNotice: Finished catalog run in 1.20 seconds

C:\Usersspuppetl>
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As you can see, this time the command is triggered by an event.

As a final detail, there is also a native Puppet resource, tidy, to clean up the
unnecessary files. Even if we write our own code to clean up a folder, it will be a
good practice to stick to native resource types whenever possible. tidy removes the
unnecessary files according to a given criteria. Here is a class definition example:

classcleanuppc {tidy { 'deltemp ':
path=> "C:/Windows/Temp/",
recurse=> 1,

matches => [ "* %" ]

}
}

For more information, you can check the following link: https://docs.
puppetlabs.com/references/latest/type.html#tidy.

Managing users

The user resource type is used to manage the local users. It was first built for Linux
systems, so it has its limitations. The following is the list of attributes that can be
used for Windows. One of the important limitations is that, Puppet can manage

the local users (not domain users). The attributes are as follows:

* name: The user name.
* ensure: The state of the user (present, or absent).

* comment: The description of the user, usually the full name.

* groups: The groups that the user will be assigned. Note that you can't use
the gid attribute.

* home: The home directory of the user. This folder needs to be created
separately.

* manage home: If this value is set to true, it will create the home directory
when the user is created, and will delete the home directory, if the user
is set to absent.

* password: Note that passwords can only be specified in clear text, since
Windows has no API to set the password hash.
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After covering the details, here is an example definition:

user { 'testuser':

ensure => 'present',

name => 'puppetuser',

comment => 'Puppet User',

groups => [ 'Administrators', 'Users' 1],
password => 'Qwerl234',

}

In the preceding example, we define a user resource named 'testuser'. This
resource creates a Windows user named 'puppetuser'. This user is a member of the
'Administrators' and 'Users' groups. The user has a comment, ' Puppet User'.

One more important point is that, in attributes you can use more than one value
using arrays. For array definitions, you can use [ and 1. We used an array for the
preceding groups.

Also, we need to add this resource definition to a module so that it is usable. For our
example, we will create a module named createuser. The following is the module
structure:

root@puppetmaster:/etc/puppet/modules# tree createuser/
createuser/

manifests

L— init.pp

1 directory, 1 file

The following screenshot shows the sample class. You may notice that the code is
colored. If you use vim as the editor, it will display the manifest code in color. Also,
we added a comment line in the manifest. You can use the # symbol to add the
comment lines:

# creates puppetuser
class createuser {
user { 'testuser':

ensure => 'present’',

name => 'puppetuser',

comment => 'Puppet User',

groups == [ 'Administrators', 'Users' ],
password => 'Qwerl234',
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Now, after completing the import and assignments in Foreman, we can test the
module. The following are the test run details:

IC:\Users\puppetl>puppet agent ——test

Motice: /Stagelmainl/Createuser/Userltestuserl/ensure: created
Notice: Finished catalog »un in #8.28 seconds

ssUsersspuppetl >

We can see that the test run returns a successful result. Now let's check whether the
user really exists. In the following screenshot, we can see that the user is created as a
local user:

Name Full Name Description Actions
#, Administrator Built-in account for administering... Users
¥, Guest Built-in account for guest access t... M
A HomeGroup... HomeGroupUser$ Built-in accaunt far hamearaun a

& puppetuser Puppetuser puppetuser Properties '_‘a_l k
A vagrant !

General | Member Of | Profile

L puppetuser

Full name: puppetuser

Description Puppet User

User cannot change password
| Password never expires

Accourt is disabled

[ ok ][ concel | | Hep
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In the following screenshot, we can see that the groups are also correctly set:

puppetuser Properties |_‘§_!@
General | Member Of | Profile

Member of

I Administrators
P Users

Changes to a user's group membership

Add... Re: 2 are not effective until the nexd time the

user logs on.

[ ok ][ concel | ooy | [ Hep |

We are done with the user creation. Also, you can try yourself the ensure =>
'absent ' option to remove a user.

Summary

In this chapter, first we learned how to install and create our modules, and import
the classes into Foreman. After the import, we assigned the classes to hosts and
hosts groups.

We also learned the different types of resources and their usages, such as creating
files and folders, managing services, running commands, and managing users.

In the next chapter, we will learn about the Puppet Forge modules for Windows.
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Puppet Forge is a website that is used to share the Puppet modules. The website is
https://forge.puppetlabs.com. There is good documentation of Puppet Forge
that explains how to write your own modules on Puppet docs. You can find the
details at http://docs.puppetlabs.com/forge/. There are lot of modules written
to solve the daily administration and configuration problems. Before starting to write
a specific module for yourself, it is a good place to check whether your needs are
already covered by a module in Puppet Forge.

There are different levels of certification for modules in Puppet Forge. The best level
is the Supported level. Supported means that:

* The module is tested by Puppet Enterprise

* Itis subject to the Puppet Enterprise support

* It will be maintained over the life cycle of the module with bug and
security patches

* It will be tested and ensured that it is compatible with multiple platforms
Another level is Approved. Approved means that the modules meet the Puppet Labs'

standards of quality composition, reliable operation, and active development. What is
missing for the Approved modules is, that Puppet does not give enterprise support.

In this chapter, we will learn about the following:

* Installing modules from Puppet Forge
* Managing the registry with the registry module

* Managing file and folder permissions with the Access Control List
(ACL) module
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* Managing the firewall rules with an unsupported module example

* Rebooting Windows with the reboot module

Installing modules from Puppet Forge

Installing the Puppet modules from Puppet Forge is very easy and can be done
using only one command, as follows:

$ sudo puppet module install modulename
If you are using the Puppet environment, you can also use the following command:

$ puppet module install -i /etc/puppet/environments/production/modules
modulename

The only thing we need to know here, is the module name. For example, let's search

for the registry module to see what we get. The details are given as follows:

/\ puppet

forge

Found 3 modules matching ‘registry’ Relevancy | Latest release | Most Downloads

Filters Clear puppetlabs/registry
ﬁ—\ This module provides a native type and provider to manage keys and values in

Operating System A i
it the Windows Registry

- Any - z
i Version 1.1.0 » Mar 26,2015 » 1,379 downloads 39134 4.9
Puppet Version
- Any - ] :
tsuru/registry
Puppet Enterprise Versian Puppet madule to Tsuru PaaS Docker Registry
- Any - <
Supported or Approved Version 0.0.3 = Apr 10, 2015 » 209 downloads 419 41
- Any - =
r: | markb/docker_registry
Include deleted ¥ 8
modules Y.

version 0.2.0 = Nov 13, 2014 = 653 downloads 847 0.9

[90]




Chapter 4

As you can see, we have the puppetlabs/registry supported module. After clicking
on this, we can use the following command to install it:

This module provides a native type and provider to manage keys and values in the Windows Registry

puppetlabs/registry by: Puppet Labs  Broject URL  Report issues
A

Latest version is compatible with:
* Puppet Enterprise 3.x
s Puppet>=330
* Windows

Tags: windows, provider, type, registry, win32

Use this command to install the latest compatible version:

£.39,134

Latest version: 1,379

puppet module install puppetlabs-registry

Learn about Installing and upgrading modules downioad latest tar.gz

The supported and approved modules also have the documentation and examples
in the module page. You can see the documentation table of contents in the
following screenshot:

Version 1.1.0 released Mar 26th 2015

README Types Changelog Dependencies Compatibility License Scores  lssues (2)

registry

Table of Contents
1. Overview - What is the registry module?

1 Module Description - What registry does and why it is useful
3. Setup - The basics of getting started with registry

« Beginning with registry

4, Usage - Configuration options and additional functionality
5. Reference

» Public Defines
= Public Types

» Parameters

6. Limitations

7. Development - Guide for contributing to registry

Overview
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Managing the registry
In the previous topic, we learned how to install a module from Puppet Forge.

The example was on the registry module. The command to install the registry
module is as follows:

$ sudo puppet module install puppetlabs-registry

puppet@puppetmaster:/etc/puppet/moduless ls -1

total 16

drwxr-xr-x 3 root root 4096 Apr 13 1@:22 cleanuppc
drwxr-xr-x 3 root root 4096 Apr 5 18:18 createuser
drwxr-xr-x 3 root root 4096 Apr 5 17:35 disablesmb
drwxr-xr-x 4 root root 4096 Apr 5 16:17 helloworld
puppet@puppetmaster:/etc/puppet/moduless sudo puppet module install puppetlabs—registry
[sudo] password for puppet:

Notice: Preparing to install into /etc/puppet/modules ...
Notice: Downloading from https://forgeapi.puppetlabs.com ...
Notice: Installing -- do not interrupt ...

Jetc/puppet/modules

L—I_Euppetlabs—registry (vi.1.0)
puppetlabs-stdlib (v4.6.0)

puppet@puppetmaster:/etc/puppet/moduless 1ls -1

total 24

drwxr-xr-x 3 root root 4096 Apr 13 10:22 cleanuppc
drwxr-xr-x 3 root root 4896 Apr 5 18:10 createuser
drwxr-xr-x 3 root root 4896 Apr 5 17:35 disablesmb
drwxr-xr-x 4 root root 4896 Apr 5 16:17 helloworld
drwxr=xr-x 7 root root 4096 Mar 26 19:44 registry
drwxr=xr-x 6 root root 4896 Apr 15 2015 stdlib
puppet@puppetmaster:/etc/puppet/moduless

As you can see in the preceding screenshot, the new module is installed. The stdlib
module was also installed. As we can see, it is a dependency for registry. stdlib
is used to add the library resources for Puppet. We will deal with stdlib later in
functions and facts.

After the installation, we again need to import these modules to
+ Foreman. When we check the new modules, we will see that only
% stdlib is available. This is not an error. The registry module
does not have an init . pp file under manifests folder, so the
module cannot be directly imported. However, we still can use it.

As an example, we will create a new module that makes sure that the Windows
Firewall is active and all three profiles are running. Here is the current status
of the firewall in our sample client:
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7
|
|

[B=% 808 =5

Control Panel Home

Allow 2 program or feature

threugh Windows Firewall
¥ Change notification settings

) Tum Windows Firewall on or

¥ Restore defaults
¥ Advanced settings
Troubleshoot my network

Action Center

MNetwork and Sharing Center

OQ |l » Control Panel » System and Security ¢ Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Intermet or a network.
How does a firewall help protect my computer?

What are network locations?

Update your Firewall settings

Windows Firewall is not using the
recommended settings to protect your
computer,

What are the recommended settings?

. &J Domain networks

v | 43 || Search Cantrol Pane o

-

| ‘h Use recommended settings

Connected (A

Metworks at a workplace that are attached to 2 domain

Windows Firewall state:

Incoming connections:

Actve domain networks:

Motification state:

. a‘ Home or work {private) networks

. '3 Public networks

Off

Block all connections to programs that are not on
the list of allowed programs

M eam plelocal

Notify me when Windows Firewall blocks 2 new
program

Not Connected (¥

Not Connected (»

As you can see, all the Domain networks, Home or work (private) networks, and

Public networks profiles are disabled.

The details to change in the registry are under HKLM\SYSTEM\ CurrentControlSet)\

Services\SharedAccess\Parameters\FirewallPolicy\. There are three
folders and settings that have to be changed. You can see the details in the

following screenshot:

M Regetry Editor
File Edt View Favortes Help
sfloppy

Defaults
Epoch
Epachl

Si5Raid2
| SiSRaidd
Sk

L SNMPTRAP

i spidr
Spocler
sppave
sppuinetify

- SharedAccess

4|, Parameters
4|, FirewalPalicy
DorrainProfie
Firewaliftules
L PubbcProfile
| Fednctedsenices
StandsrdProfile
L ShelHWDetection

SMSveHost 3.0.00
SMGvcHost 4000

Computed\HKEY LOCAL MACHINE\SYSTEM\ CurrentC

* | Name Type
b Default) REG_SZ
4 DisableNotificati.. REG_DWORD

% EnabieFirewall REG_DWORD

B8 BN =

Data

(walue not set)
00000000 (0)
0100000000 ©)
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We need to change each of the EnableFirewall value to 1 for DomainProfile,
PublicProfile, and StandardProfile. After precisely setting the firewall keys,
the changes will be effective after the Windows reboot.

Writing the manifests

Here is an example code, and the matched fields are shown in the following
screenshot:

registry::value { 'firewalldomain':
key => 'HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\
Parameters\FirewallPolicy\DomainProfile',
value => 'EnableFirewall',
type => 'dword',
data => '1"',

Defaults * | Mame Data
Epoch\ ab| (Default) £ {value not set)
Epochl 4 DisableMotificati... _DWOR 0000000 (D)
a Paromieters %) EnableFirewall REG_DWORD CO0000000 (0}
2 1 FirewallPolicy
DomainProfile
Legging
FirewallRules - - 1
e Edit DWORD (32-bit) Value =]
RestrictedServices Value name:
a StandardProfile EnabieFirewal
Logging
ShellHWDetection Oy O S
SisRaid2 ] B .
SiSRaicd Decimal
Smib
SMSveHost 3.0.0.0 | 0K | | cancel |

SMSvcHost 4.0.0.0
SNMPTRAP

spldr

Spooler

SppsvVC

sppuinatify -

Cemputer\HKEY_LOCAL MACHINE\SYSTEM . CurremtControlSet\services\SharedA AP,

As you can see, the entire folder is the key field. The details in the folder are value
and the assigned detail in value is data. Also, we need to be careful about the type,
otherwise we may corrupt the firewall settings.
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Now, we can start writing our module. The module name is firewallon. Here are
the manifest details:

# enable windows firewall profiles

class firewallon {
registry::value { 'firewalld
key => '"HKLM\SYSTEM\Cu

in':
ntControlSet\Services\SharedAccess\Para

ters\FirewallPolicy\DomainProfile',

value => 'EnableFirewall’
type == ' !
data => '1
}
registry:ivalue { 'firewallstandar
key => 'HKLM\SYST EM\CJ”ﬂr C“"tloL“L\Jor»lcof\ haredAccess\Parameters\FirewallPolicy\StandardProfile"',
value =>
type == '
data =>

}

registry::value { 'firewallpublic
key => 'HKIM\QYS EM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile',
value => bleFirewall'
type =>
data =» '1',

Here are the test run details:

E® Administrator: C:\Windows\system32\cmd.exe =

Microsoft Windows [Uersion 6.1.76801] -
Copyright <{c)> 288? Microsoft Corporation. All rights reserved.

WUsersspuppetl >puppet agent ——test

Notice: ~Stagelmainl/FirewallonsRegiste Value[firewalldomainl/Registry_valuelH
KLMA\SYSTEM\CurrentControl “Services™\ sedAccess\Parameters \FirewallPolicy:\Dom|
alnProf113\EnahleF1reua11]/ ype: type changed 'duword’ to ‘stri
i y::Value[firewalldomain
varedfccess\Paraneters\FirewallPolicy\Dom|
jed ' teo "1’
'llonfRegistr Ualuelfirewallstandardl/ istry_value
irrentControlSet\Services iaredAccesssParameters FirewallPolicy\S
tandardProfLle\EnahleFlreualll’type- type changed ’'dword’ to ’‘string’
i i unllon;Reglﬁr y::Valuelfirewallstandardl” istry_value
urrentControlSet\Services\Sharedficcess\Parameters \FirewallPolicy\8
*dProf ile~EnableF alll/data: da changed ‘8" to
Motice: /Stagelmainl/Firewallon/Registry::Ualuelfirewallpublicl/Registry_valuelH
KLM\SYSTEM\CurrentControlSet\Services Sharedficcess \Parameters\FirewallPolicy\Pub|
licProfilesEnabhleFirewalll type: type ged ‘dword’ to ’‘string’
Motice: /Stagelmainl/Firewallon/Registry:z:Valuelfirewallpublicl/Registry_valuelH
KLMA\SYSTEM~CurrentControlSet Services Sharedficcess Parameters \FirewallPolicy~Puh|
licProfilexEnabhleFirewalll-sdata: data ianged ‘8° to *1°
Notice: Finished catalog »un in B.17 seconds

C:\Usersspuppetl>
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Now, let's restart the Windows client to see whether the firewall profiles are
activated. Here is the screenshot after the restart:

=3 ol ==
" = T r |
UU |@# » Control Panel » System and Security » Windows Firewall v |+ || Search Control Pane i
9.
Control Panel Home = ) =
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall th h thel e
B Change notification settings rewa tect my computer?
& Turn Windows Firewall on or W etwork locations
off
) Restore defaults . @ Domain networks Connected (&
% Advanced settings MNetworks at a workplace that are attached to a domain
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on
the list of allowed programs
Active domain networks: ;_;n examplelocal
Notification state: Notify me when Windows Firewall blocks a new
program
I & Home or work (private) networks Not Connected (¥
. a Public networks Mot Connected (¥
Action Center
Network and Sharing Center

_ We can also start the firewall service with the service type. You can

% try this yourself. After setting the correct values, you can enable the
s Windows Firewall service and this will enable the firewall without

a restart.

Limitations with the registry module

Before finishing this section, we need to mention that there are some limitations with
the registry module. The supported keys are as follows:

* HKEY LOCAL MACHINE (hklm)
* HKEY CLASSES ROOT (hkcr)

Other predefined root keys (for example, HKEY USERS) are not currently supported.
Finally, Puppet does not support recursive deletion of the registry keys.
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The access control list

The ACL module manages the Access Control Lists in Windows. The Linux way
of giving rights to folders and files does not work correctly in Windows. The
ACL module adds a type provider to Puppet. We can use this acl type to assign
permissions and rights to files and folders.

To install acl, you need to write the following command:

$ sudo puppet module install puppetlabs-acl

Here are the definition details of an ac1:

acl { 'name':

target=> 'absolute/path',

target type=> '<file>',

purge=> '<true| false | listed permissionss>',
permissions=> [

{ identity=> '<identitys>"',

rights=> [<rights>],

perm type=> '<perm type>',

affects=> '<affects>',

child types => '<child types>'

}

1,

owner=> '<owners>',

group=> '<group>',

inherit parent permissions => '<true | false>',

}

Here are the details of the each parameter and attribute:

* name: The name of the ACL resource. If the target is not defined, this can
be also used as a target.

e target: The location of the ACL resource.
* target_type: The only valid value is £ile. No need to define this one.

* purge: The valid values are true, false, and listed permissions. The
default is false. We can use this parameter to make sure that some of the
permissions are absent. To do this, we need to use the 1isted permissions
option. This parameter will not affect the permissions inherited from
the parents.
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* inherit parent_permissions: To remove the parent permission,
inherit parent permissions => 'false' can be used. However,
you can lock the folder completely. So, you may need to modify each
host manually to re-enable the folder.

* group and owner: We can set the owner and group of the file or folder
with this attribute.

* permissions: This is an array of the Access Control Entries (ACE).
The ACEs must be in explicit and correct order.

* identity: This can be a user, group or SID.

* rights: This is also an array. The valid values are full, modify,
mask specific, write, read, and execute.

* mask: The mask is an element that only works, if 'mask_specific' is set
in the rights element. The value must be an integer representing the
mask permissions passed in to a string. For more details about "integer
representing mask permissions", please visit https://msdn.microsoft.
com/en-us/library/aa394063 (v=vs.85) .aspx.

* perm type: Thiscanbe 'allow' or 'deny', and it defaults to 'allow’.

* child types: This determines how an ACE is inherited downstream
from the target. The valid values are 'all', 'objects', 'containers'
or 'none'. It defaults to 'all'.

* affects: This determines how the downstream inheritance is
propagated. The valid values are 'all', 'self_only"’,
'children only', 'self and direct children only'’,
or 'direct_children only'. This defaultsto 'all-.

After covering all the details, we can continue with the examples. First, as you
can see, there are default values and we do not need to use most of the preceding
parameters. Let's start with a simple example.
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Changing the permissions of a folder

In this example, we have a C: \testacl folder. The details can be seen as follows.
Under this folder, there is an empty file named test . txt. test. txt inherits the
permissions from its parent and the details are same as its parent folder:

= Disk (C D

@\HJ-T_’ » Computer » Local Disk (C:) »

testacl Properties =
—a Open

MNew folder
= | General | Secunty | Pravious Versions | Customize |

Object name:

Organize « Include in library -

o Favorites N

C\testact
Bl Desktop daZB4T976645bcaceedals
B Downloads Perflogs Group or user names
| Recent Places Program Files 82, Authenticated Users =
: A2 SYSTEM
Py Fill #B6 "+
coptn filws b0 82, Administrators (WINDOWSTEST\Administrators) ~
4 Libraries | Users |7 W A
= D°c‘:'m"‘“ S To changa pammesione. chick Edt [ Edn |
' Music . testacl | P ona for Auth 4
Alow Derry
Advanced Security Settings for testacl =
| Permssions | Auditing | Owner | Effective Pmm E
To view detais of a permission entry, double-click the entry. To modify permissions. click Change Pemmissions.
Objact name: Ceastac] =
joed settings. Advanced |

Permission entries

Type Name Perméssion Inherted From Apply To

Abow Administrators (WINDOW ... Full control C:A This folder, subfolders and. .

Alow SYSTEM Full control CA This folder, sublolders and.
Aow Users (WINDOWSTES T Read & execute c™ This folder, subfolders and _ R
Alow Autherticated Users Moddy CA\ This folder, sublolders and._.

In our example, we will create a new user named testy and assign full rights to it.
As you will recall, we already learned how to create users. If you need to remember
the details, you can go to Chapter 3, Your First Modules to refresh your memory.

Here is a sample code to give the permissions. As you can see, it is very simple.
Only the folder name, user, and permission details are defined. All the other
values that are not defined will be the default values:

acl { 'c:/testacl':

permissions => [

{ identity => 'testy', rights => ['full']
1.,

}

b
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As an example module, we will use acltestmodule as a module name. Here is a
sample structure of it:

root@puppetmaster:/etc/puppet/modules# tree acltestmodule/
acltestmodule/
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

Here are the manifest details:

¥ creates testy user and makes ACL assignments
class acltestmodule {
user { 'testy':

ensure => 'present’',

name => 'testy’,

comment => 'testy user for ACL',
groups => [ 'Users' 1,

password => 'Qwerl234',

}
acl { 'c:/testacl':
permissions => [
{ identity => 'testy’', rights => ['full'] },
1,
require => User['testy'],

}

}

In the previous manifest, we have also put a require line. This will prevent any errors
about the user and make sure that, firstly the user creation runs and after this, the
relevant permissions are set.

After running the test, its details will be as follows:

C:slUsersspuppetl>puppet agent ——test

: /Stagelmainl/fcltestmodule/Userltestyl/ensure: created
: /Stagelmainl/Acltestmodule Acllc:/testacll/permissions: permissions chan

{ didentity => *WINDOWSTEST>testy’. rights => [“full"] >
]

Hotice: Finished catalog r»un in 0.27 seconds

C:\Usersspuppetl>

As we can see, first the user is created and after this, the permissions are set. Our
next step is to check the folder and file to see whether the rights are correctly set.
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The c:\testacl permissions are as follows:

b4 testy (WINDOWSTESTesty)
82, Administrators (WINDOWSTES T\Admin: ) -
<41 M =% |
To change permissions, click Edg.
Pemissions fer testy Aow Deny
Full control v -
v E
Read & execute V
List folder contents v =
Read " =
For special pemmissions or advanced settings.
chick Advanced. Advanced
Leam about access control and permissions

As we can see in the following screenshot, the permissions are applied to all the

sub-objects:

| General | Secuty | Details | Previous Versions|

Object name:  C:Mestacl'testbe

Group or user names:

82, Authenticated Users

B2 SYSTEM

b Xiesty (WINDOWSTES Ttesty)

82, Administrators (NINDOWSTEST\Administrators)
82, Users (WINDOWSTEST\Users)

To change pemissions, click Edit.

Permissions for testy Allow Deny

Full control /
Modfy v
Read & execute ’
Read

Write

Special ey

For special pemmissions or advanced seffings.

click Adv; .

= | and 550N

o) e ) [ oo

[101]



Puppet Forge Modules for Windows

Purging permissions
After many trials, it is understood that for the current Puppet 3.7.4 version, the purge

=> 'listed_permissions' option is not working properly. So we need to do this
the hard way:

* First, set the purge => true option.

* Second, set inherit parent permissions => 'false', so that nothing
is inherited.

* Third, define all the default permissions that are required:
permissions => [
{ identity => 'SYSTEM', rights => ['full'], child types => 'all'
identity => 'Administrators', rights => ['full'] },
identity => 'Authenticated Users', rights => ['read', 'execute']

’

[ N

’

* Finally, define the extra permissions you want to add, excluding the ones
you want to remove.

Here is the sample code:

# creates testy user and makes ACL assignments
glass acltestmodule {
user { 'testy':

ensure => 'present’,
name => 'testy',
comment == 'testy user for ACL',
groups == [ 'Users' ],
password => '(werl234‘',
}

acl { 'C:i\testacl':

purge == true,

permissions => |

{ identity => 'SYSTEM', rights => ['full'], child_types => 'all' },

{ identity =» 'Administrators', rights == ['full'] },

{ identity => 'Authenticated Users', rights => ['read','execute'] },

{ identity => 'testy', rights => ['execute','read'] },

1,
inherit_parent_permissions => false,
require => User['testy'],

}

In this example, we used the same module limiting the testy user's rights to read
and execute. As we are purging all the permissions and not inheriting any, we set
all the required permissions manually.
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Keep in mind that using purge => true and inherit_parent_

permissions => 'false' together and not setting the permissions
s correctly, may cause the relevant files and folders to be locked. You

may need to manually connect and correct the permissions.

Purging permissions and locking a file from
user changes

If you want to lock a file or folder from any user changes, you can lock with the
following code:

acl { 'C:\testacl':

purge => true,

permissions => [

{ identity => 'SYSTEM', rights => ['full'], child types => 'all' },
{ identity => 'Administrators', rights => ['full'] },

1,

inherit parent permissions => false,

}

In this example, only the SYSTEM user and Administrators can change the folder.
All other user permissions are removed.

Firewall

First of all, there is no supported or approved module for the Windows
Firewall management. We will use puppet /windows_firewall as an example.
The link to the module details is https://forge.puppetlabs.com/puppet/
windows_ firewall. When we use the unsupported modules, the problem is
that it may not work as expected. However, we can check the code details and
create our own modules accordingly.

Here are some details of this module:
*  When you try to enable the firewall, it does not enable all the profiles.

While testing Windows 7, it did not enable the domain profile.

*  When the rule with the same name already exists, it will do nothing,.
So when you want to change an existing rule, this will not work.

* When ensure => absent is used, it gives error and does not work correctly.

* So this module is good only to add new rules.

[103]


https://forge.puppetlabs.com/puppet/windows_firewall
https://forge.puppetlabs.com/puppet/windows_firewall

Puppet Forge Modules for Windows

. This example module is given here to learn that when we use
% unsupported ones, they need to be tested carefully. Otherwise,
e— We may have many problems. We may still use these modules to
check the code details and create our own modules.

To install the module, we can use the following command:

$ sudo puppet module install puppet-windows firewall

The firewall rule example

We will create an example that creates a rule that only allows certain IPs to connect
to the 3389 port.

Here is the sample code:

classfirewallrules {
windows_firewall::exception { 'WINRM':

ensure => present,

direction => 'in',

action => 'allow',

enabled => 'yes',

protocol => 'TCP',

local port => '3389"',

remote_ ip => '10.10.10.20,10.10.10.21",

display name => 'Windows RDP Rule allowips',
description => 'Inbound rule for Windows RDP allow [TCP 3389]',

}
}

Here are the details of the preceding code:
* direction: The values are 'in' for the incoming traffic and 'out' for the
outgoing traffic.
* action: The values are 'allow' and 'block'.
* enabled: The value can be 'yes' or 'no'.
e protocol: TCP, UDP, ICMP and so on are available.

* local_port: The port or ports. These are the ports to which we are
allowing access.
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* remote_ ip: The remote IP or IPs that will be defined.
* display name: The name of the rule.

* description: The description of the rule.

Here is the module structure:

root@puppetmaster:/etc/puppet/modules# tree firewallrules
firewallrules
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

Here is the manifest example:

# ensure firewall is running and add rules
class firewallrules {
windows_firewall::exception { '"WINRM':

ensure => present,

direction == 'in',

action => 'allow',

enabled == 'yes',

protocol == 'TCP',

local_port == '3389°',

remote_ip => '10.10.10.20,10.10.108.21",

display_name => 'Windows RDP Rule allow ips',
description => 'Inbound rule for Windows RDP allow [TCP 3389]',

Here are the run details:

C:\Users\puppetl>puppet agent ——test

Motice: /Stagelmainl]/Firewallrules/Windows firewall::Exception[WINRM1-/Execl[set PE
uwle Windows RDP Rule allow ipsl/returns: executed successfully
Motice: Finished catalog »un in 2.36 seconds

IC:s\Usersspuppetl > w1
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Here is the new rule in the firewall details:

«=| 2 [E

K3 Inbound Rules
K} Outbound Rules

&, Monitoring

¥ Connection Security Rules

EE
. - || nbound Ruies
| & NewRule.

MName

@ vindows RDP Rule allow ips

BranchCache Content Retrieval (HTTP-In)

@ BranchCache Hosted Cache Server (HTTP-In)

@ EranchCache Peer Discovery (WSD-In)

@ Connect to » Network Projector (TCP-In)

@ Connect to s Network Projectar (TCP-In)

@ Connect to s Network Projecter (WSD Events-In)
@ Connect to a Netwark Projector (WSO Events-In)
@ Connect to 5 Network Projecter (WSD EventsSecu...
@ Connect to s Network Projector (WSD EventsSecu..,
@ Connect to & Network Projector (WSD-In)

@ Core Networking -
@ Core Networking -
@ Core Networking -
- Dynamic Host Configuration P...

& Core Netwerking
@ core

Destination Unreachable (ICM..
Destination Unreachable Frag..
Dynamic Host Configuration P...

& Core Networking
@ Core Netwerking
& Core Networking
@ Core Networking

@ Core Netwerking

@ Core Networking

@ Core Metworking -

&9 Core Networking

™

- Internet Group 9 P
- IPHTTPS (TCP-In)

& Core Networking -
- Mubticast Listenes Done (ICMP...
- Multicast Listener Query (ICM...
- Multieast Listener Report (ICM...
& Core Networking -

IPv6 (1Pv6-In)

Multicast Listener Report w2 (L.

- Neighbor Discovery Advertise...
& Core Networking -
& Core Networking -

Neighbor Discovery Solicitatio...
Packet Too Big (ICMPw6-In)
Parameter Problem (ICMPvG-In)
Router Advertisernent (ICMP6...
Router Solicitation (ICMPv6-In)

Group

BranchCache - Content Retr... All No

Branch]
Branch
Connec
Connec
Cannec
Connec
Connec
Connec]
Connec
Core N
Care Neg
Core N
Cave Nef
Core e
Care Nef
Core b
Ceve Nef
Core M
Ceve Nef
Core he
Ceve N
Core M
Cede Nef
Cove M
Ceve Ne
Cove MNd

Profile Enabled

All Yes |

Ell| ¥ _Filter by Profile

ROP Rule sliow ips Properti

ProfocosandPos | Scope |

General
General
m. Hame
"  Windows RDP Rule allow ips
Diescription:
Inbound nue for Windows ROP allow [TCP 3389]

| Enabled
Action
=5 & Mlow the connection
LW 7 Miow the connection f & is secure

Biock the connection

v v v

The reboot module

This module adds a type to reboot Windows and Linux systems. It is supported
by Puppet Enterprise. We possibly need time to reboot our systems. We cannot
use reboot without any conditions. Otherwise, each run will cause a reboot and
everybody will start complaining about the reboots. So, it is a good practice to

limit these with a notice or register option.

The URL for the puppetlabs/reboot module is https://forge.puppetlabs.com/
puppetlabs/reboot. To install this, simply run the following command

on a terminal:

$ sudo puppet module install puppetlabs-reboot

Following is a sample reboot definition. In this example, the reboot subscribes

to a file creation. Whenever testfile. txt is created, it will trigger the reboot:

reboot {

subscribe => File['c:/testfile.txt'],

}

'name’' :
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Now, let's see this in an example. We will create a simple module that creates a file.
Whenever this file is created, it will trigger a reboot. Our example module name is

testreboot. The structure is as follows:

testreboot/
L— manifests
L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

root@puppetmaster:/etc/puppet/modules# tree testreboot/

Here are the manifest details:

# test example for reboot
class testreboot {
file { 'c:/windows/temp/testreboot.txt":
content =»> 'Testing reboot',
source_permissions => ignore,

reboot { 'restartexample':

}

}

subscribe => File['c:/windows/temp/testreboot.txt'],

We can see the following result screen of the test run:

! You are about to be logged off

i Puppet is rebooting the computer

run in

hoot . txt 1/ens

ge[mainl/Testre oot [restartexanple]: Triggered 'refresh’ fromj

shed catalog run in @

[107]



Puppet Forge Modules for Windows

After the restart, running Puppet again does not trigger a reboot. It will only reboot
again, whenever c: /windows/temp/testreboot . txt is missing.

BM Administrator: C:\Windows\system32\cmd.exe —

icrosoft Windows [Version 6.1.76801] -
ICopyright (c> 2089 Microsoft Corporation. All rights reserved.

)
[

"

IC:\Usersspuppetl>puppet agent ——test

Mot ice: Finished catalog »un in B.22 seconds

IC=\Users\puppetl>

The testreboot and cleanuppc class together may cause a reboot
. each time the Puppet agent runs. This happens because cleanuppc
deletes the contents of the C:Windows\Temp folder, and
s testreboot runs, if it does not see the testreboot . txt file under
C:Windows\Temp. So, it will be good to remove the assignment of
the cleanuppc class before testing the testreboot class.

Summary

In this chapter, we started with learning what Puppet Forge is and the supported
and approved modules. We learned how to install modules from Puppet Forge.
The modules that we learned about are: registry, ACL, firewall, and reboot.

In the next chapter, we will dive in to more advanced subjects such as:

* Puppet facts
* Puppet functions

* Puppet templates
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In this chapter, we will learn more advanced details of Puppet such as:

* Puppet facts

* Puppet templates

* Puppet functions
If you are familiar with programming languages, this chapter will be much easier
to follow. Puppet uses Ruby as the coding language. We will not dive deep into the

coding aspect and will use only enough coding to solve our problems. So, even if
you do not have any coding experience, it will not be too hard to follow.

Puppet facts

Facts are structured data about the system that we can use anywhere in our manifests.
They are imported to the Puppet parser as top scope variables. To display the facts

of a host, we can use the facter command. We can write the command as follows

to display the host-specific facts in each host's Command Prompt:

C:\>facter -p
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In the following screenshot, we can see a sample output of the command. As we can
see, there are many details such as architecture, domain, OS version, interfaces, and
IP addresses:

EX Administrator: C:\Windows\system32\cmd.exe = t=)

> C:x\Program Files“Puppet Labs“\Puppet

.example . local
hardvaremode 1
=> |

puppetl
Local_firea_Connection
]

_a connection => BB:P@:27:EN:42:24
> innotek GmbH
£59.29 HB

255.255.255.8
1A.18.18.8
operat
operatingsyste

Another easier way to look at the facts is by using our Foreman interface. In the top
menu, go to Hosts | All Hosts and select the relevant host that you want to check
out. Now, click the Facts button and you can see the following details:

Reports from the last F o ~| days - 120 reports found

Details

Audits Facts Reports YAML

Properties

Properties

Domain

Realm

IP Address 10.10.10.50
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As you can see in the following screenshot, we have the facts of a host again:

‘ FOREMAN [ #crin user -
Monitor = Hosts ~ Configure = Infrastructure - Administer =
Fact Values
host = windowstast.example.local Q, Search -
Mame Value Reported at
seralnumber 18 minutes ago @ chart
18 minutes ago @ Chart
19 minutes ago Q Chart
19 minutes ago O Chart
18 minutes ago @ Chart
08:00:27:EA:42:24 19 minutes ago @ Chart
macaddress 0B:00:27:EA:42-24 19 minutes ago @ Chart
processorcount 1 19 minutes ago @ Chart
physicalprocessoncount 1 18 minutes ago @ Chart
natwark_local_ansa_connaction 10.10.10.0 189 minutes ago @ Chart
Ipaddress 10.10,10.50 19 minutes ago @ Chart
Ipaddress_local_ama_connection 10.10.10.50 18 minutes ago @ Chart

Using the facts in manifests

After learning how to display the facts, now let's continue with how to use them. In
our example, we will change our firewallon module and it will run only if the host
is Windows; when the host is Linux, it will display a predefined message. Here is our
example code:

if $::osfamily == 'windows' {
} else {
!

In the preceding code, it will include the code details for Windows when the
operating system family is Windows and will include another code when it is not.
To display a message we will use notify. Following is the sample format:

notify {'message':}
Here is the example that we will use:

notify {"This module runs only for Windows OS family. This host
has 0S family $::osfamily installed.":}
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As you can see, we can also use variables in the text fields. When we use a variable,
we also need to use the quotation mark (") instead of an apostrophe ().

The following shows the modified firewallon module details:

B enable windows firewall profiles
class firewallon {

if §$::osfamily == 'windows' {
registry::value { 'firewalldomain':
key => 'HKLM\SYSTEM\CurrentControl5et\5ervices\SharedAccess‘\Parameters\FirewallPolicy\DomainProfile',
value => 'EnableFirewall’,
type => ‘dword’',
data == '1',

registry::value { 'firewallstandard':
key => 'HEKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile’,
value => 'EnableFirewall’,
type => 'dword',
data =»> '1',
}

registryi:value { 'firewallpublic':
key => "HEKLMA\SYSTEM\CurrentControlSet\Services\SharedAccess‘\Parameters\FirewallPolicy\PublicProfile’,
value == 'EnableFirewall’,
type => 'dword',
data == '1',

}
} else {
notify {"This module runs only for Windows 05 family. This host has 0S5 family $::osfamily":}

Here is the output of a test run when it is assigned to the Puppet Master:

root@puppetraster: /etc/puppet/modules# puppet agent --test
I rie luginfact

Notice: This module runs only for Windows 05 family. This host has 05 family Debian
Notice /stage[main] /Firewallon/Notify[This medule runs only for Windows 0S5 family. This hest has 0S5 family Debian]/message: defined 'messa

ge' as 'This module runs only fer Windows 05 family. This hest has 05 family Debian'
Notice: nished cataleg run in seconds

root@pu, elraster:fet:fpuEEEUmodulzsl‘|:|

As you can see, it is not running the module and displaying any messages.

Adding the custom facts

We may also need custom facts. For example, when dealing with users, it is
important to know the Windows users and make changes accordingly. We will start
with a simple example that shows how to add a custom fact.

This example custom fact is a simple one. We will create a fact named firstfact
and make its value Hello World!. We can add custom facts by modules. In a
module structure, it adds the facts under the 1ib/facter folder. To remember where
we put our custom facts, we will create a module named common and put all our facts
in this folder. The name of the module is not important here and you can give it any
name. For now, we will just use common. Here is the module structure:
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root@puppetmaster:/etc/puppet/modules# tree common/
common/

L— facter
L— first.rb
manifests

We will put our custom fact definitions under the facter folder and the files must
have the . rb extension. The name of the file is not important. All the . rb files will be
processed.

Now, let's continue with the code details of defining a fact:

Facter.add ("factname") do
setcode do

"factvalue"

end

end

As you can see from the preceding code, it is really self-explanatory. We will
use Facter.add for each fact definition. The following is the example code for
firstfact:

# firstfact definition example
.add("firstfact")
setcode
"Hello World!"

We do not need to define our common module. The facts will be defined automatically
for each host. The following screenshot shows the output of a test run after the fact
definition:

C:~\Userss\puppetl>puppet agent ——test
Motice: ~#FilelC:/ProgramDatasPuppetLabs/puppetsvar/lib/facter/first.rbl/content:

Motice: /FilelC:-/ProgramData-/PuppetLabs /puppetvar/lib/facter/first.rbhl/content:

content changed ’'{md5>B756564d602589f23f6fbhB8e3B68aB85d’ to ’{md5>3accPBefBPe?109
1987e1e9f7d8274h10°

Finished catalog run in @.28 seconds

C:\Users\puppetl’
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Now, it is time to check whether we have the fact details. The following screenshot
shows that the fact is correctly defined and available:

BE® Administrator: C:\Windows\system32\cmd.exe = ||-=

» =>» G:NProgram Files“\Puppet Labs:\Puppet:sfacter

domain =» example.local
env_windows_installdir => C:\Program Files“\Puppet Labhs\Puppet
facterversion => 2.3.8
firstfact => Hello World?
fFagdn =7 WINDUWSTEST .example . local

aremodel => x64

ame => WINDOWSTEST

=» exampleSpuppetl
interfaces =»> Local_Area_Connection
ipaddress => 10.10.10.58
ipaddress_local_area_connection =>» 10.18.10.58
is_pe => false
is_wvirtual => true
kernel =» windows
kerne lmajversion =2 6.1
kernelrelease 6.1.7608
kernelversion => 6.1.7608
t0P:27:EA:42:24
_area_connection => B8:88:27:EA:-42:24

Adding Windows users as custom facts

We have learned all about the Puppet facts, how to list them, see the values, and
define the custom facts. Now, we come to a more useful fact definition. We will find
Windows users and their SID values and put them in the custom facts. We will later
need them when we need to do user-specific changes. This is a more advanced topic.
However, we will learn many other details when we are done with this.

Here are the steps to find the users:

1. Find the user profile details in the registry.
2. Loop each entry and get the user name and SID details.

3. Put the details in the users and sids arrays and define them as facts.
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Again, we will create a file under the common module of the 1ib/facter folder. We
will name it as users. rb. Here is the module structure:

root@puppetmaster:/etc/puppet/modules# tree common
common
1ib
L— facter
first.rb
users.rb
manifests

3 directories, 2 files
root@puppetmaster:/etc/puppet/modules#

Making sure our code works only for Windows

First of all, as this is a Windows-only module, we will add a condition so that it
works only for Windows. The code details are given as follows:

ifFacter.value(:osfamily) == 'windows'

end

As you can see, this is somewhat different from manifest coding. Here, we are using
Ruby. When we refer to a fact, we need to use Facter.value (:factname).

You do not need to know the Ruby language. I found most of the
details from Google search and created my own facts with a little
bit coding.

Including the necessary libraries

We will read the Windows Registry, so we need to include the library for this. The
command is given as follows:

require 'win32/registry'

Defining your variables with empty values

We will use two variables, users and sids, and we define them in the beginning
with empty values. This is done as follows:

users = ''
sids = '!
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So far, the complete code that we have written is as follows:

if Facter.value(:osfamily) == 'windows'

require 'win32/registry’

users = "'
sids = "'

end
Lo

Finding the registry values

Before reading the registry, we need to know what we have to read and how to
parse the data. We will need the values under HKEY LOCAL_ MACHINE\Software\
Microsoft\Windows NT\CurrentVersion\ProfileList. Each key starting with
S-1-5-21is a user SID. Under these keys, each ProfileImagePath value has the
folder of this user. The following is a screenshot to see this more clearly:

# Registry Editor (=N oy =
File Edit View Favontes Help
Pedlio || Name Type Data
PerHwldStorage b Default) REG_SZ [value not set)
PelicyGuid 32| Flags REG_DWORD 00000000 (0)
Forts REG_SZ (76 decbl-7845-4aas-343 8- dedT] Hclec3E)
Prefetcher
Pnnt E - WOERD oL .
i - REG_EXPAND_SZ \
4 ProfileList ne DWWOR A
§-1-5-18 ... REG_DWORD 000000000 (0)
51519 REG_DWORD 000000001 (1)
£ 0.5 .. REG_DWORD CDO0OO0DD ()
§-1-5-21-3636780410-799044850-3182124 REG_BINARY 010500 00 00 00 00 05 1500 00 00 7a dd cé 08 27...
§-1-5-21-3636780410-799044850- 3182124 REG_DWORD 000000100 (256)
§-1-5-21.713339814-505721997-13877155
Profileloader
ProfileNetification
related.desc
Schedule
SeCEdit a
setup
SoftwareProtectionPlatform
PP
Superfetch =
i :
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\C ] ProfileListi5-1-5-21. 10-709044850- 3182124281108

So, we will get the SID value from the keys under ProfileList and we will get
the username from ProfileImagePath. After removing C:\Users), the rest is the
username. After understanding the logic, let's continue with the coding.
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This section becomes a little bit complicated, so first we will start with the code and
later define each line. Here is the code:

1 if Facter.value(:osfamily) == ‘'windows'
2 require 'win32/registry’

3

4 users = "'

5 sids = '

]

Win32::Registry::HKEY_LOCAL_MACHINE.open(
'Software\Microsoft\Windows NT\CurrentVersion\ProfileList'

) do |regq]|

1@ reg.each_key do |key|

w0

11 k = reg.open(key)
12 profile = k["ProfileImagePath"]
13 len = profile.length
14 len = len - 9
15 User = profilel9,len]
16 if profile[®,8] == 'C:\Users'
17 users = user + ',' + users
18 sids = key + ',' + sids
9 end
20 end
21 end
22
23 end

The explanation for the preceding code is as follows:

Lines 7, 8, 9, and 21 are as follows:

Win32::Registry: :HKEY LOCAL MACHINE.open (
'Software\Microsoft\Windows NT\CurrentVersion\ProfileList'
) do |reg]

end

Inlines 7, 8, Win32: :Registry: :HKEY LOCAL MACHINE.open reads the
registry details.

Inlines 9, 21: do |reg]|

do-end is a loop block. Here for each detail from the registry, it will loop and
assign the details to the reg variable.

Now, we have all the keys and their subdetails in the reg variable.

Lines 10 and 20 are as follows:
reg.each key do |key|
end

Here we are looping for each of the registry keys and assigning them to the
key variable.
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Line 11 is as follows:

k = reg.open (key)

In this command, as you know, we already have the reg variable defined.
Also, we defined the key variable. Now, we are opening the key from reg
and assigning the details to the k variable.

Line 12 is given as follows:
profile = k["ProfileImagePath"]
Under the key, there is the ProfilelmagePath value; read its data and assign

it to the profile variable. You can see the ProfilelmagePath value and its
data details for one of the users as follows:

Edit String (=3

Value name:

ProfilelmagePath

Value data:

Lines 13, 14, and 15 are as follows:
len = profile.length

len = len - 9

user = profile[9,len]

Here we know that ¢:\Users\ is a character string with length 9. We first
get the complete length of the profile variable in line 13. After this, we get
the length of the username at line 14 and assign it to the 1en variable. Finally
from the profile, we get the username at line 15 and assign it to the user
variable.

Lines 16, 17, 18, and 19 are as follows:

if profile[0,8] == 'C:\Users'
users = user + ',' + users
sids = key + ',' + sids

end

At line 16, we first check whether the profile variable starts with 'c:\
Users'. If it does not, then we will not use it. At line 17, we fill the users
variable with the user details in a comma delimited format. In line 18, we
fill the SIDs. As you will remember, the SID was the key value. So we can
directly use it.
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Now we have finished the hardest part. We can continue with defining the facts.
This is the easiest part as we have already filled our variables with the correct values.
Here are the code details for our users and sids facts:

Facter.add ("users") do
setcode do

users

end

end

Facter.add("sids") do
setcode do

sids

end

end

Here is the complete coding screenshot:

if Facter.value(:osfamily) == 'windows'
require 'win32/registry’

users = '

sids =

Win32::Registry: :HKEY_LOCAL_MACHINE.open(
'Software\Microsoft\Windows NT\CurrentVersion\ProfileList’
) do |reg|
reg.each_key do |key|
k = reg.open(key)
profile = k["ProfileImagePath"]
len = profile.length
len = len - 9
user = profile([9, len]

if profilel[®,8] == 'C:\Users'
users = user + ',' + users
sids = key + ',' + sids
end
end
end

Facter.add("users") do
setcode do
users
end
end

Facter.add("sids") do
setcode do
sids
end
end

end
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Now we will again run the Puppet agent and check the facts to see whether we get
the details. The following is the output of facter in one of the Windows hosts and
we can see the users and sids facts:

BN Administrator:

t lmBuGl—ll‘ =2

abhsS\Puppetsfa ~~hin; iera’ HHER ogram FjR
iles~Puppet L i

Program File
Windows“\Sys
les'\ll’uppet La n

C:\Windows\systemEZ\cmd exe o[-

“Pup

i
nfe::ll:(R’ CoredTM> i?-3748QM CPU @ 2.78GHz
models"=>["Intel(R> Cored(THM> i7-3748QM CPU @ 2_.78GH="1, "count'=
nt"=>1>
! irtualﬂox

C /ProgramData-PuppetLabs/puppet/var
3. '? 4

sruby/lib/ruby/site_rubhys2

98 715581-1000, 8 5-21-3636780410-7990448
-1-5-21-3636780410-799044850-318212 1-1188,

“"hours'=>5, “days"=>8, "uptime"=>"5:28 hours

GIB Daylight Time
28 hours

strator. puppetl.

Now, if you want to get only the relevant fact details, you can also use the following

commands:

C:\>facter
C:\>facter

-p users
-p sids

As a final notice, this code will work only for the users that are
logged in and who have profile details created.

The Puppet templates

Templates are used to specify the contents of files. When we have a file to be created
and its content needs to be created dynamically, we use templates. Templates are
written in the ERB templating language. ERB is supported by Ruby. You can refer
tohttp://ruby-doc.org/stdlib-1.8.7/1libdoc/erb/rdoc/ERB.html for more
information. To use a template, we need to create a folder named templates under
the relevant module. In the templates folder, we can use any file name with the

.erb extension.
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We will start with a simple file creation example. As you will remember, our first
module was the helloworld module and we created a file in the hosts from static
content. Now let's go back to this and add some dynamic content.

To refresh our memory, here are the details of the helloworld module. The manifest
details are as follows:

# helloworld class
class helloworld {
file { 'c:/windows/temp/hello.txt':
source => 'puppet:///modules/helloworld/hello.txt’,
source_permissions => 'ignore',
}
file { '"c:/windows/temp/helloworld':
ensure => 'directory’',
source_permissions => 'ignore',
}
}

As we can see, it is now creating a file and a directory. The file is created from the
static content. Here is the module structure:

root@puppetmaster:/etc/puppet/modules# tree helloworld/
helloworld/

files

L— hello.txt

manifests

L— init.pp

templates

L— hello.erb

3 directories, 3 files
root@puppetmaster:/etc/puppet/modules#

We will create a new templates directory and under this another hello.erb file.
After this, it will look as follows:

root@puppetmaster:/etc/puppet/modules# tree helloworld/
helloworld/

files

L— hello.txt

manifests

L— init.pp

templates

L— hello.erb

3 directories, 3 files
root@puppetmaster:/etc/puppet/modules#
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Now let's write our simple template. When we write any code in a template, we start
with <% and end with %>. We can also use the facts in templates and any variable that
we have defined. To use facts, we add a @ symbol in front of them. When we want to
include the variable value, we use = after <%. After learning these details, here are the

contents of hello.erb:

Hello World!

I am a computer running <%= @operatingsystem %> as operating

system.

As you can see in the preceding code, we have used the operatingsystem fact as our
dynamic content. Now let's change the manifest accordingly. To define the content of
a file from the template, we need to add an attribute to the file resource as follows:

content => template('classname/templatefile.erb'),

Here is our new manifest accordingly:

# helloworld class
class helloworld {
file { 'c:/windows/temp/hello.txt':

content => template('helloworld/hello.erb’),
source_permissions => 'ignore',
}
file { 'c:/windows/temp/helloworld':
ensure => 'directory’,
source_permissions => 'ignore',
}

}

[122]




Chapter 5

In the preceding manifest, we referred to the new template that we have just created.
Now we come to testing. Here are the details of hello.txt after a test run:

ng ¥ Computer ¢ Local Disk (C:} » Windows » Temp » w |4y || Search T yel
Organize * i Open = Print New folder =~ 0 &
¢ Faverites v
B Desktop B2304055d7 e7414bE11 3c8eTebl1E16 1 4 PM
& Downloads helio 1/714/2015 12:04 P
. Recent Places
4 Libraries ~ hello - Natepad
+ Decuments File Edit Format View Help
o Music Hello world!l am a computer rumning windows as operating system.
| Fictures
B videes
& Homegroup
‘& Computer
“* Metwork
hello D
Test Document

As we can see, it has correctly written the operating system as windows. However,
there is a tiny problem. The Linux file format and the Windows file format have
different line endings. We can correct this by adding <%= "\r\n" %>. Here is the
new template file that will also put the line feeds:

Hello World!<%= "\r\n" %=
I am a computer running <%= @operatingsystem %= as operating system.l l

After running the Puppet test again, here are the file details:

| hello - Notepad [= ]l
File Edit Format View Help

Hello world!
It am a computer running windows as operating system.

Now, we also have the correct line feeds. In the next topic, we will use templates to
solve a more advanced problem.
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An example template to edit the registry keys

Now, we will start a more advanced example. In this example, we will use
FortiClient SSLVPN. You can install it manually to complete this example. You can
download the file from http://hacktr.org/download/forticlient-sslvpn/.

Assume that you are using FortiGate as a firewall in your company. You are
installing the SSLVPN client on all of your user computers and also need to define
the connection details. You want to automate the installation and connection
definition. There are hundreds of computers in different locations. Completing all of
these installations and connection definitions may lead to a good amount of work for
the helpdesk, if they are not automated. (We will tell you how to install the software
with Puppet in the final chapter.)

Following is the screenshot of FortiClient SSLVPN after its initial installation. As we
can see, there is no connection definition:

£28 FortiClient SSLVPN

Connection Name: | - |

Server Address: |
Usemame: |
Password: |
Client Certificate: | -]
i~ Connection
Status: Disconnected Bytes Sent: 1]

Duration: 00:00:00 Bytes Received: 0

Settings... | I Connect I t E it
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Now let's add a new connection detail from Settings. In the new window, click the

New Connection button to add the details:

FortiClient SSLVPN Settings

Global Settngs

Connections

™ Keep connechon alve untd manuslly stopped

axample example vpn

‘ mn

Seitings of selected connection

Connection Name | Descriplion

Conneclion Name: 1= ample

Desciption: [cameke vpn

Server Address: [10.10.10.200
I=

User Name: 1

Patsword: ]

Clerd Certificate: ]

4]

Edit Connection Settings - example e

Connection Setfings

Connection Name: EMWL_,?

Description: iemp‘e ven

Server Addess: |101010.200

™ Do not vam about server certiiicats validstion falae

Uzer Name |

Password |

Chiert Certiicate: | =l

In the preceding screenshot, you can see the sample details. After adding the details,
we can search these details in the registry and learn where to add the values. Navigate
to start menu, Run and run regedit . exe. Search for the text with the description
example vpn. The first search brings the HKEY CURRENT_USER details. This is not
useful and we need to search more, wherever the changes are made under an SID.

] SshpnClient
- Tunnels
}. example
Microsoft
Policies
Puppet Labs
Wowbd3Nede

. m

2 Registry Editor =R K= =
File Edit View Favorites Help
omputer || Hame Type Data
HKEY_CLASSES_ROCT 3l | 3 petauty REG.52 Ry
HKEY_CURRENT USER R ATAL phe
foprets ab DATAZ REG:SZ
En":ﬂrp i ab|DATAZ REG_SZ
ntn i
E:vlro:m::: "* REG_SZ eample vpn
EUDC ab ' Cerver REG_SZ 10.10.10.200
Identities a6 ServerCent REG_SZ 1
Keyboard Layout
Metwork
Printers
' Software
AppDatslow
Classes
- Fortinet

Computer HKEY_CURRENT_USER\Soft

Chient\T i I
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The following is the correct entry. This entry is under HKEY_USERS and under an SID.
We will define the connection detail for each user. So the full path is HKEY USERS\
[SID] \Software\Fortinet\SslvpnClient\Tunnels\. SID is the variable and will
change for each user.

o Registry Editor [E=3 HoR )
File Edit View Favortes Help
4~ ), HKEY_USERS » || Name Type Data
-DEFAULT ak) [Default) REG_SZ (value not set)
;j:i: ¥ DATAL REG_ST
v -s:m a% DATA2 REG_SZ
ab
4ol §1-5-21-3536780410-799044850- 31821 24281 -1108 DAY REG.SE
AppEvents 2 Description | REG_SZ example vpn
a4 Server REG_SZ 1010.10.200
) ServerCent REG_SZ i

Censole
Control Panel
Environment
EUDC
Identities
Keyboard Layout
Network
Printers
- Software
AppDatalow
Classes
Fl Fortinet
a |, SehpnClient
a Tunnels
example
Microsoft
. Policies
.
] i '

Computer\HKEY_USERS\S-1-5-21-3636780410-799044850-31821 24281 - 1108\ Softy Fi s, lient\T s pl

Now right-click the example key on the left-hand side and export the key. We will
check its details and understand how to write a registry entry correctly. The exported
.reg file details are shown as follows:

2]

_ example - Notepad =G
File Edit Format View Help

Windows Registry Editor version 5.00

[HKEY_USERS\S-1-5-21-3636780410-799044850-3182124281-1108"\sof tware\Fortinet\ssTvpnclient\Tunnels\example]

Descriptian"-“examp?e vpn
"server'="10.10.10. 200"

"DATA3"=""
"servercert"="1"
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Now we have enough details to write our template and define the connection details
for all the users. We will create a module named fortivpn. Its structure is given as

follows:

root@puppetmaster:/etc/puppet/modules# tree fortivpn/
fortivpn/
manifests
L— init.pp
templates
forti.erb

2 directories, 2 files
root@puppetmaster:/etc/puppet/modules# [

Here are the template details:

W R =

s

6

8

9
18
11
12
13
14
15
16

Windows Registry Editor Version 5.00

<%
sids = @sids.split(’,’)
sids.each do |sid|

] %>

[-HKEY_USERS\<%= sid %>\Software\Fortinet\SslvpnClient\Tunnels]
[HKEY_USERS\<%= sid %>\Software\Fortinet\SslvpnClient\Tunnels\examplesslvpn]

"Description"="EXAMPLE SSLVPN"
"Server"="10.10.10.200:10443"
“ServerCert"="1"

=5

17 %=

Now let's see what we have done at the each line sids = @sids.split(',"').

As you will remember, we defined the sids fact before and now we are using it as
@sids. We added each SID in the comma delimited format. Now we can split the

values and assign them to a variable in an array format. We accomplish this by the
"split (', ') command:

"sids.each do |sid|":

Here, we loop for each value of sids and assign it to the sid variable. At line 8, we
delete the entries that may exist. Between lines 9 and 13, we define the new values.
Line 16 ends the loop.
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We will create a . reg file from this template. With the . reg file, we will update the
registry using the exec resource and execute regedit.exe /s registryfile.erb.
Now, let's switch to our manifest.

# Add fortivpn connection details to registry
class fortivpn {
file { 'c:/windows/temp/fortissl.reg':

content => template('fortivpn/forti.erb’),
source_permissions => 'ignore',

}

exec { 'addreqgistry':
command => 'Regedit.exe /s C:\\Windows\\Temp\\fortissl.reg"',
path == 'C:/Windows',
subscribe => File['c:/windows/temp/fortissl.reg'l,
refreshonly => true,

As you can see from the preceding screenshot, we are creating a new file from the
forti.erb template from lines 3 to 6. After this, the regedit .exe command is
executed. The exec resource will run only if the fortissl.reg file is changed. This
is done by subscribing to the file at line 11.

First, we import the module into Foreman and assign it to the host. We will not
mention this repeatedly after creating each module. As a rule of thumb, if we create a
new module and want to test it, we have to import it and assign it to a host.

The following are the test run details:
C:\Usersspuppetl>puppet agent ——test

Motice: ~/Stagelmainl/Fortivpn/Filelc:/windows/temp/fortissl.regl/ensure: defined
content as '{md5352633d5464e39bhaab94291faeB8317783"

Motice: sStagelmainl-/Fortivpn/Execladdregistryl: Triggered ’'refresh’ from 1 even

Notice: Finished catalog run in 1.16 seconds

IC:\Users\puppetl> %
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After the test run, here are the details in FortiClient SSLVPN:

222 FortiClient SSLVPN o] @ ||

Connection Name: =050

Servel Address: 10,10,10.200:10443

U zermame: |
Password: |
Client Certificate: | ‘:]
Connection
Status: Disconnected Buytes Sent: 0
Diuration: 00:00:00  Bytes Received: 0

Settings... | LConnect I [ iect Exit

As you can see, we do not need to stick to only one solution. We have

the option to use the registry module from Puppet Forge or we can
~>
execute the changes by a command.

The Puppet functions

Functions are predefined codes of Ruby. For example, the template ('modulename/
templatename') code we used in the templates example is a function that is calling
the template file as content. Most of the functions return a value or modify the
catalog. In the next section, we will start with the std1ib functions.
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The stdlib functions

There are many ready-made functions in the stdlib module. The complete module
name is puppetlabs-stdlib. As the module name implies, the stdlib module has
many standard definitions that can be used in different modules. In this section,

we will just see some of the function examples and how to use them. You can find
the full reference from https://forge.puppetlabs.com/puppetlabs/stdlib. To
install the module, use the following command in the Puppet Master terminal:

$ sudo puppet module install puppetlabs-stdlib

For the following examples, we will create a sample module named testfunctions.
The module will not do anything at all but will display the results of the tested
functions. The following is the structure of our module:

root@puppetmaster:/etc/puppet/modules# tree testfunctions/
testfunctions/
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

Some string functions — downcase, upcase, and
capitalize
The names of the following functions already imply what they do:

* downcase: This returns the given text in lowercase

* upcase: This returns the given text in uppercase

* capitalize: This capitalizes the first letter of the given text

Following is our sample code:

# just testing some stdlib functions
classtestfunctions {

Sstrvarl = 'tHis IS A text.'

notify { "This is the default text: ${strvarl}":}

$strupl = upcase ($strvarl)
notify { "This is the upcase function output: ${strupl}":}

Sstrdownl = downcase ($strvarl)
notify { "This is the downcase function output: ${strdownl}":}

Sstrcapl = capitalize($strvarl)
notify { "This is the capitalize function output: ${strcapl}":}

}
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In the previous text, we defined different variables such as strvari, strupl,
strdownl, and strcapl. As you can see, we changed the details of strvar1 for each
variable with a function and we displayed the results with notify. Following is the
output of the module test run:

C:sUsersSspuppetl>puppet agent ——test

otice: This is the upcase function output: THIS IS A TEXT.
otice: /Stagelmainl-lestfunctio NMotityllhis 1s the upcase function output: TH
IS IS A TEXT.l/message: defined ’'message’ as 'This is the upcase function output
THIS IS A TERT.’
i This is the downcase function output: this is a text.
age Lmain J/lestifunctions/RotitylThis 15 the downcase function output:

iz a text.l/message: defined 'message’ as ‘This is the downcase function ou
this is a text.’
This is the default text: tHis IS A text.
/stagelmaln l/lestitunctions/Notityllhis 15 the default text: tHis IS A te
: defined 'message’ as ’'This is the default text: tHis IS A text.’
is the capitalize function output: This is a text
stage lmain l/lestfunctions/7Notiryllihis 1s Cf capitalize function output

is a te l/message: defined 'message’ as 'This is the capitalize functio
ut: This is a text.’

Finished catalog »un in 8.14 seconds

C:NUsers\puppetl> 3

As you can see, the output is not in an ordered fashion and
a according to our manifest. This is because the manifests are not

=" processed in this way. If you need an order, you have to define it
clearly with the require parameter.

The pw_hash function

This function hashes a password. It needs three parameters. First one is the password
text, second is the hash type (possible values: MDs, SHA-256, and SHA-512), and the
third value is the salt.
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In the following example, to make the output clear, we are commenting the other
function codes:

# just testing some stdlib functions
class testfunctions {
sstrvarl = 'tHis IS A text.'
# notify { "This is the default text: ${strvarl}":}

# S$strupl = upcase($strvarl)
# notify { "This is the upcase function output: ${strupl}":}

# $strdownl = downcase($strvarl)
# notify { "This is the downcase function output: ${strdownl}":}
# S$strcapl = capitalize($strvarl)
# notify { "This is the capitalize function output: ${strcapl}":}

$strpassl = pw_hash($strvarl, 'SHA-512", 'salty')
notify { "This is the pw_hash function output: ${strpassi}":}

b

Following is the test run results:

root@puppetmaster:/etc/puppet/modules# puppet agent --test
Info: Retrievin luginfacts

2r.example.com

g for puppetm
Info: Applying guration \ ion '1431120361'

Notice: This is the pw_hash function output: 3$6%$saltys$TKydTsfbXrDHQG77yG2gYehvaWLTADSAEaLsYhNOfZo.hIFy17]i/mpUjY
500Z. FkpVHCSQLWLS3Sb/amolHxk/

Notice: /Stage[main]/Testfunctions/Notify[This is the pw_hash function output: $6%s5alty$TKydTsfbXrDHQG77yG2gYeh
vgWLTADSAEaLsYhNOfZo.hJFy17]/mpUjY500Z. FkpVHCSQLWLS3Sb/amolHxk/] /message: defined 'message’ as 'This is the pw_
hash function output: $6%salty$TKydTsfbXrDHQG77yG2gYehvgWLTADSAEaLsYhNOfZo.hIFy17j/mpUjY5002Z. FkpVHCSQLWLS35b/am
0lHxk/'

Notice: Finished catalog run in 8.19 seconds

The purpose of this topic was to show you how to use functions and show some
example functions in std1ib. If you need more functions, first please check out the
stdlib functions. If you cannot find the relevant function, it is time to write your
own function.

Your first function

After learning about the functions, it is time to create your own function. To create
your function, first of all, you need to install the stdlib module. We installed it in
the previous section, so we can start writing our custom function.

To create our new function, we need to create a myfirstfunction.rb file under the
stdlib/1lib/puppet/parser/functions stdlib module. Here is a simple code:

module Puppet::Parser::Functions
newfunction (

:myfirstfunction,

:type => :rvalue,
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:doc => "Testing the first function. ") do |args|
value = args[0]

result = "Hello World Function: " + value

return result

end

end

As you can see in the preceding code, this is a very simple function. Now let's
explain each line. Following is a screenshot with the line numbers:

1 module Puppet::Parser::Functions

2 newfunction(

3 :myfirstfunction,

4 :type => :rvalue,

5 :doc => "Testing the first function. ") do |
6 value = args[@]

7 result = "Hello World Function: " + value

8 return result

9 end

%]

1

The file name for this function is myfirstfunction.rb. You should think of the first
two lines and the last line as prerequisites to write the function.

* Line 3: The function name.
* Line 4: The type of the function. It says that the function will return a value.

* Line 5: :doc is the text documentation of function. do |args]| is to get the
input parameters of the function.

* Line 6: This gets the first parameter of the function and assigns it to the
value variable. You can use more than one parameter such as args [0],
args[1].

e Line 7: This concatenates the value with the Hello World Function: text
and assigns it to the result variable.

* Line 8: This returns the result variable as a function output.

Again, we will use our test functions module and will add the following lines:

Sstrtestl = myfirstfunction('testl23')
notify { "This is the myfirstfunction function output: ${strtestl}":}
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Here are the results of the test run:

1 module Puppet::Parser::Functions

2 newfunction(

3 :myfirstfunction,

4 :type => :rvalue,

5 :doc => "Testing the first function. ") do |
6 value = args([0]

7 result = "Hello World Function: " + value

8 return result

9 end

@ end

1

This function was just a simple example. From now on, you can create any function
with complex details. In the security section later, we will create our own function
that will create different passwords for the local admin user of each host.

Summary

In this chapter, we learned many advanced topics. We started off with facts. In
Puppet facts, we learned how to display them and checked out a few standard facts
that are already defined. After this, we created our own facts. Another topic was the
templates to create dynamic content files. We used a template to create some registry
entries for each user in Windows. Then, we finally rounded off with functions. We
learned the stdlib functions and how to call them in the manifests. Finally, we
created our own simple custom function and used it in a manifest.

In the next chapter, we will see how we can use Puppet to secure our hosts and put
them in a desired state.

[134]




Using Puppet for
Windows Security

Let's do a quick recap of what we have learned until now. We learned how to write
modules, facts, templates, and functions. We learned how to deal with files and the
firewall, execute commands, and many such details. Now, we will bring them all
together and use them for the following security practices:

* Locking the startup folder for each user

* Locking the hosts file

* Stopping unnecessary services

* Making sure that the necessary services are running

* Denying incoming traffic and allowing only the necessary ports

* Making the local administrator password unique
For each topic, we will also address why we need these settings. The best thing with
Puppet is that when you make a security setting, it cannot be undone. If somebody

changes the settings, Puppet will correct it in the next run (the default interval is
30 minutes).

Locking the Startup folder

Normally, each user in Windows can change the contents of the startup folder. The
Startup folder items are executed when the user is logged in. A hacker can enter his
code here, so that after each restart his code can run again and connect to the command
and control centre. To prevent this, we will lock every user's Startup folder.
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The full path of the startup folder for a user is C: \Users\puppet1\AppData\
Roaming\Microsoft\Windows\Start Menu\Programs\Startup. This is also
shown in the following screenshot:

GGk
Organize »

-
w Favorites

[ Desktop
& Downloads
= Recent Places

Include in library «

MName

ramsStartup i | 4y | | Search Startug

ing\Microsoft\Windows\Start Menu\Prog

Share with + New folder

Date modified Type

This folder is empty

The permission details are as described in the following screenshot. As we can see,

the user has full control:

[ General | Sectsty [ Locaton [ Previous Versns | Customize|

Startup Properties
Object name:  C:\Users‘puppet 1"AppData RoamingMicrosoft \W

G oriser nares 2
82 SYSTEM f
2 puppetuser] (puppet 1 @example Jocal) |

,‘ﬂ; Administrators (WINDOW STES T Administrators)

Deny

To change pemissions, click Edit.

Pemigsions for puppetuserl Alow

Full control

Modfy

Read & execute
List folder contents
Read

m

For special permissions or advanced settings,

click Advanced. | Advanced

control and pemmissions

Leam about acc

Lok J[ Cance || onh

To change all the users'

Startup folder permissions, we need to know the IDs of the

users. As you will remember, we have already defined the users as a fact in Chapter
5, Puppet Facts, Functions, and Templates, in the Adding Windows users as custom facts
section topic. In addition to this, we need to use the ACL module that we mentioned
in Chapter 4, Puppet Forge Modules for Windows in The access control list section.
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In this example, we are creating a new module named lockstartup. Following are
the details of the code:

1 # locks startup folder

2 class lockstartup

3

! s = split($::users, *',')

6 # this type locks the user startup folder

] define winstartupfolder {

a8 user = ame

g acl {"c:/Users/s{user}/AppData/Roaming/Microsoft/Windows/Start Menu/Programs/Startup":
18 purge == true,

11 ; = [

12 { identity == 'SYSTEM', s == ['full'], 1d_types == ‘all' },

13 { ntity => 'ADMINISTRATORS', rights => ['full'l], |_types => 'all' },
14 { n y => 'Authenticated Users', rights => ['read','execute'] },

15 1,

16 == false,

}

18}

19

20 1l upf r{ }

Here are the details of each line:
Line 4:

Here, we are getting the values of the users fact and putting the values in an
$array_users array variable. Remember that we defined the users fact in Chapter 5,
Puppet Facts, Functions, and Templates. The array variable does not have to start with
the array keyword, we can give any name to it.

Line 7:

Here, we have defined a new type. This type will work for each of the array values
that we send. The basic usage is as follows:

definetypename {
$Inputvariable = $name

}

The input can be used with the $name variable. We can call the type multiple times
using the following code as required:

typename { S$anarray:; }

This code will call the type for each value of the array. Even though a loop
command is not available in the manifests, it is possible to execute the same
code for each array value.
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Lines between 10-17:

These are the lines that are calling the acl. We are setting the full control for the
SYSTEM, and ADMINISTRATORS All Authenticated Users will have read and
execute rights. Line 10 ensures that all the permissions are purged, so that only
the permissions we enable will be available.

Line 20:
This calls the new defined type for each value in the array.

Now, it is time to test the module. The results of the test run are shown in the
following screenshot:

svarsli
'{md5>4

tupfold
tart Menu/Pr

{ identity *NI AUTHORITY-SYS pig > ["Full™] .
identity *BUILT IN“Admin J X 111%1 >,
identity *NT AUTHORITY“Authent =» ["read", “execute']

o
World Funct

tage [main 1. ~ti i is e i 3 on function o

World Fu / d N ] : *Thi. : the

*NT AUTHORITY™
*BUILT IN~Adm trato
{ ddentity => °NT AUTHORITY“Authent

As we can see in the preceding screenshot, the code runs without any problems

for the users except the Administrator user. So, what is the problem with the
Administrator user? This happens when there is a user who has never logged in.
However, he or she has executed some command with his or her credentials. In this
case, Windows creates the user folder and the SID details in the registry. However,
the problem is that the startup folder will not be created if the user does not log
in. The following screenshot shows that the startup folder does not exist for the
Administrator user.
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So, this error is not a problem:

Organize v
*| Documents. *
o' Music

=/ Pictures

ﬂ Videos

r& Homegroup

Include in library «

Share with =

Accessories

Maintenance

MNew folder

Now, let's check the permissions of a user. As we can see in the following screenshot,
only the users that we have defined are present and Authenticated Users do not

have full control:

ippetl »

Q‘ L “« p

Organize « - Open

¢ Documents =
a' Music
&=l Pictures

B videos
3 Homegroup
1% Computer

€ Network

Startup  Date modifie

AppData

Include in library

Accessones
Administrative Tools
Maintenance
Puppet
Startup

[&2 Internet Explorer (64-bit)

[#2 Internet Explorer

31772015115 PM

» Roaming » Mi

Share with =

rosoft » Windows » Start Menu » Programs » - | 4y

MNew folder

=

Startup Properties
General | Secury | Location | Previous Versions | Customize

Object nama:  C\Users'puppet T'App Data’ Roaming \Mcrosoft |\

Group or user names
Masebosod oo |
W, SYSTEM
58, Adminestrators (WINDOWS TES T\Adminestrators)

Ta change pemissions, chick Edit Edt..
Penmissions for Autherticated
Users

Full control

Modfy

Read & execute

List folder contents

AL NN

For special permissions or advanced sattngs

click Advanced Advanced

[ ok [ concel |

Locking the hosts file

The hosts file is the file that Windows uses to resolve any domain names before
confirming with a nameserver. Let's assume that your favorite bank's IP is changed
in that file and when you try to do some transactions you open a cloned version of
your bank's website. You assume that it is the legitimate site because you see the
name correctly displayed in the address bar.
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Normally, the hosts file can be changed only by administrators. However, we want
to ensure that it cannot be changed even by administrator accounts and is always
same in all the hosts. Achieving this is very easy with Puppet. We will only upload
our ideal copy of the hosts file to Puppet Master under a module and with a file
resource we will maintain it in all of our hosts.

In the following screenshot, you can see the full path of the hosts file:

C:\Windows\System32\+drivers\etc

=1 ol =
@U'l A\Windows\System32\drivers\etc -v| 43 |[ seqrch et el
Organize ~ _| Open MNew folder = - [l .9
" Favorites Name g Date medified Type Size
Bl Desktop || hosts File
& Downloads | Imhosts.sam SA e
. Recent Places | networks File
_ protocol File
4 Libraries || services File
¢| Documents
J‘Mum

The following items are contained in a hosts file. In this example, as we do not
own the example.com domain, the IP of puppetmaster.example.comis here with
a local IP. Now, assume that there is another IP and domain to collect your bank
information or any other important information.

Copyright (c) 1993-2009 Mmicrosoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for windows.

This file contains the mappings of IP addresses to host names. Each
entr'¥ should be kept on an individual line. The IP address should

be placed in the first column followed bz the corresponding_host name.
The IP address and the host name should be separated by at least one
space.

Tlines or following the machine name denoted by a "#° symbol.
For example:

102.54.94.97 rhino. acme. com # source server
38.25.63.10 X.acme. com # x client host

localhost name resolution is handled within DNS itself.
127.0.0.1 Tocalhost
localhost

&

#

#

#

#

#

#

#

#

#

# Additionaﬂ“ comments (such as these) may be inserted on individual
# o
#

#

#

#

#

&

#

# i1l
10.10.10.10 puppetmaster.example.com

[140]



Chapter 6

We will just insert another line with a comment in the last line informing that it is
locked by puppetmaster, as shown in the following code snippet:

# Locked by Puppetmaster. Do not change. All of the changes will be
overwritten.

After adding these details to the last line, we will insert this file into our module.
The module name will be 1ockhostsfile and the following screenshot shows the
module structure:

lockhostsfile/

manifests
L— init.pp

2 directories, 2 files
root@puppetmaster:/etc/puppet/modules#

The manifest details are shown in the following screenshot. As we can see, it is a
very simple manifest with only one file resource:

# lock the hosts file
class lockhostsfile {
file { 'C:/Windows/System32/drivers/etc/hosts':
source => 'puppet:///modules/lockhostsfile/hosts’,
source_permissions => ‘ignore’,
+
}

We can see the output, as shown in the following screenshot, when we run the
Puppet agent:

ppetlpuppet agent ——test

age [main l/LockhostsfilesFilel[C: Windows System32 /driverssetc/hosts 1/c

MNotice: sStagelmainlrsLockhostsfilesFilelC: Windows/8ystem3d2 s driverssetcshosts lsc
ontent: content changed *{md5>78850af453196d6ce2fB@bcfffcdl3df?’ to *{md5>56cBet?)
3f 7e9008684cae4ibc4d2e?2e’

Motice: Finished catalog »un in B.38 seconds

C:sUsersspuppetl > -
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The following screenshot shows the details of the hosts file after a test run:

copyright (c) 1993-2009 microsoft Corp.
This is a sample HOSTS Tile used by Microsoft TCP/IP for windows.

This file contains the mappings of IP addresses to host names. Each
entr¥ should be kept on an individual 1ine. The 1P address should
al

#

#

#

#

#

#

# be placed in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# additionally, comments (such as these) may be inserted on individual
# Tines or fo¥1ow1ng the machine name denoted by a '#' symbol.

-

# For example:

#

# 102.54.94,97 rhino. acme. com # source server

# 38.25.62.10 X.acme, com # x client host

# Tocalhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost

# il localhost
10.10.10.10 puppetmaster.example.com

# Locked by Puppetmaster. Do not change. All of the changes will be overwritten.

As a test run, you can change the contents of the hosts file or even delete it. It will
be back with its contents in the next run.

Stopping unnecessary services

In this section, we will stop the services that we do not use frequently. In the
Managing services section under Chapter 3, Your First Modules, we already stopped the
SMB service for file and printer sharing. For users, we do not want them to share the
folders and printers directly. All the sharing must be achieved through the file server
or the document management system. Also, leaving these services open gives more
opportunities to hackers to understand and footprint the target system. When we
disable the SMB service, the hackers cannot exploit them.

We will create a module named stopservices. It will have a very basic structure and
will only have an init.pp file. The structure is shown in the following screenshot:

stopservices/
L— manifests
L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

First, let's copy and paste the code we used previously:
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B stop unnecessary services
class stopservices

# stop SMB
service { 'Browser':
» = stopped,
=> false,

‘LanmanServer':

=> stopped,

=> false,

=» Service['Browser'],

In the next step, we will also disable Remote Desktop Services for clients. We can
do this only if we use a remote desktop management solution. Most corporations
have this, so it becomes unnecessary to use RDP at the same time. Let's check its
details. The following screenshot shows the RDP services. We need to stop the
selected services. First, we need to stop Remote Desktop Services UserMode Port
Redirector (UmkRdpService) and after this, Remote Desktop Services (TermService):

.. Software Protection Enables the download, installation and enforcement...  Started Automatic Metwork 5...

w4 Certificate Propagation Copies user certificates and root certificates from s...  Started Manual Local Syste...
+; Remote Desktop Configuration Remote Desktop Configuration service (RDCS) is res...  Started Manual Local Syste...
+ Remote Desktop Services Allows users to connect interactively to a remote co..  Started Manual MNetwork S...

" Remote Desktop Services UserMode ... Allows the redirection of Printers/Drives/Ports for R...  Started Manual Local Syste...
o, ActiveX Installer (AxdnstSV) Provides User Account Control validation for the ins... Manual Local Syste...
"+; Adaptive Brightness Menitors ambient light sensors to detect changes in... Manual Local Service

After adding these details, our manifest appears as shown in the following screenshot.
In the manifest, we have also added the service display names for easy reference:

l stop unnecessary services
class stopservices {

# stop SMB

# service display name "Computer Browser"
service { 'Browser':

=> stopped,

=> false,

}
service display name "Server"
service { 'LanmanServer':

=> stopped,

> false,

= =» Service['Browser'],

#*

stop Remote Desktop Service
service display name "Remote Desktop Services UserMode Port Redirector"
service { 'UmRdpService':
ensure => stopped,
=> false,

* B

# service display name "Remote Desktop Services"
service { 'TermService':
ens => stopped,
e > false,
e => Service['UmRdpService'],

e
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The following screenshot shows the test run details:

SUsersspuppetl>puppet agent ——test

= /Stagelmainl/Stopservices/Service[UnRdpService l/ensure: ensure changed ’

3

stopped’
: /Stagelmain)/Stopservices/Servicel[TermService l/ensure: ensure changed 'p|
inning’ to 'stopped’
ice: Finished catalog »un in 6.23 seconds

NUzersspuppetl> L

We may not disable SMB and RDP on the server side. However, after disabling
SMB and RDP on the client computers, the hackers will have a really hard time
attacking them.

Making sure that the security-related
services are running

After stopping the unnecessary services, the next step is to start any stopped services
that are required. The most important security services for us are the firewall and
antivirus services. The steps in this section are really specific to each enterprise; you
could be using the Windows Firewall or any antivirus firewall. Also, you could have
different options for the antivirus software. Here, we assume that you are using the
Windows Firewall and Trend Micro antivirus software.

If you want to test the same scenario you may download Trend Micro Antivirus+
2015 from http://downloadcenter.trendmicro.com/.

Most of the time, the new generation antivirus software protect their services and
tasks. So stopping the services of an antivirus may not be an easy task. You may use
Process Hacker (http://processhacker.sourceforge.net/index.php) to do this.
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The following screenshot assures us that the antivirus is running properly:

(V) Protected

hg out the software. This free trial will expire on 6/25/2015.

) TReND

Expires on 6/25/2015

The following screenshot shows the processes for Trend Micro in Process Hacker.
We will terminate all of them from Process Hacker. You need to have administrator
rights to do this:

Process Hacker [EXAMPLE\puppetl]+

acker View Tools Users

Help

Refresh (73 Options | #8 Find Handles or DLLs 3¢% System Information | ) [

Precesses | Senvices | Network | Diskc |

B conhost.exe

2540

1016 MB

Name CPU I/OTotal... PID Private B... User Name Description

[ suchost.exe 0.01 972 609MB NTA.\LOCALSERVICE Host Process for Windows Services
svchost.exe 0.01 1100 1589MB N..ANETWCRK SERVICE Host Process for Windows Services
spoolsv.exe 1216 587MB NT AUTHORITY\SYSTEM Spooler SubSystem App

7 suchost.exe 1252 1127TMB NT A, ALOCAL SERVICE  Host Process for Windows Services

o O cmd.exe 1492 197 MB NT AUTHORITY\SYSTEN Windows Command Processor

® ruby.exe 0.09 1504 1721 MB NT AUTHORITYASYSTEM Ruby interpreter (CUT) 2.0.0p481 [x64-ming...

[0 ] svchost.exe 1184 206 MB N..\NETWORK SERVICE Host Process for Windows Services

1 taskhost.exe 1796 TABMB EXAMPLE\puppetl Host Process for Windows Tasks

" | Searchindexer.exe 0.02 2196 2452 MB  NT AUTHORITVASYSTEN  Microsoft Windows Search Indexer
wmpnetwk.exe 2964

1051 EX¢ ! < I —~ 3L (vin WS e, -
# 07 PtSvcHost.exe 0.06 1116 818MB NT AUTHORITY\SYSTEN Platinum Host Service
= PtWatchDog.exe 2824 1000 kB NT AUTHORITVASYSTEN Platinum Watch Dog
417 coreServiceShell.exe 007 3254kB/s 904 18148 MB NT AUTHORITY\SYSTEN Trend Micro Anti-Malware Solution Platform
48| uiWatchDog.exe 1568  101MB NT AUTHORITY\SYSTEN Trend Micro Client Session Agent Manitor
D uiSeAgnt.exe 003 916  879MB EXAMPLE\puppetl Client Session Agent
= coreFrameworkH... 2716 55MB NT AUTHORITYASYSTEN Trend Micro Anti-Malware Sclution Platform
T W [ass.exe ocal Secu oty Process
o Ism.exe 500  255MB NT AUTHORITY\SYSTEN Local Session Manager Service
487 corss.exe 033 696 B/s 400 234 MB NT AUTHORITY\SYSTEN  Client Server Runtime Process

131 MB EXAMPLE\puppetl

440 23R MR NT AUTHORITWSYSTEL Windows |l oaon fnnlication |

Windows Media Player Network Sharing Se...

Host Process fo

Console Window Host
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The services details are shown in the following screenshot:

- Services (Local)
Select an item to view its description,  Mame Description Status Startup Type LogOnAs
+ Network Location Awareness Collects an...  Started Automatic Network S...
<, Metwork Store Interface Service This service ... Started Automatic Local Service
f\ﬂ i} Yl.fw Ciogied 4 ™ 1 O b
Platinum Hest Service Provides sys... Started Automatic Local Syste...
S Plug and Plzy Frables s c.. are omatic ocal Syste...
% Power Manages p...  Started Automatic Local Syste...
" Print Spocler Loads filest.. Started Automatic Local Syste...
' Program Compatibility Assistant S... This service .. Started Automatic Local Syste...
« Puppet Agent Periodically .. Started Automatic Local Syste...
« Remote Access Connection Mana... Manages di..  Started Manual Local Syste...
4 Remote Procedure Call (RPC) TheRPCSS.. Started  Automatic Network S...
4 RPC Endpoint Mapper Resolves RP... Started  Automatic Network S...
« Secondary Logon Enables star.. Started Manual Local Syste...
" Secure Socket Tunneling Protocel...  Provides su...  Started Manual Lecal Service
« Security Accounts Manager The startup ... Started Automatic Local Syste...
« Security Center The WSCSV... Started Automatic (D... Local Service
. Shell Hardware Detection Provides no... Started Automatic Local Syste...
4 SSDP Discovery Discovers n...  Started Manual Local Service
% Superfetch Maintains a... Started Automatic Local Syste...
« System Event Netification Service  Menitors sy... Started  Automatic Local Syste...
w« Task Scheduler Enables a us... Started Automatic Local Syste...
4 TCP/IP NetBIOS Helper Provides su...  Started Automatic Local Service
« Telephony Provides Tel.. Started Manual MNetwork 5...
LTI Proades Staded Sut iy Local Suste
I 4, Trend Micro Solution Platform Manages Tr... Started Autematic Local Syste... I
«: UPnP Device Host Allows UPn...  Started Manual Local Service

We will check the following two services: Platinum Host Service (Platinum Host
Service) and Trend Micro Solution Platform (aAmsp). So let's start writing our
manifest. The module name will be startservices. Here are the structure details:

stopservices/
manifests
L init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules# [J

As we know the service names, now we can write the manifest details:

B start necessary services
class startservices {

# start Trendmicro antivirus
service { 'Amsp':
ensure == running,
enable => true,

service { 'Platinum Host Service':
ensure => running,
enable => true,
}
}
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The following screenshot shows the test run details:

uppetl>puppet agent ——test

e: /Stagelmainl/Startservices/Servicelfimspl/ensure: ensure changed ’stopped
'running’

e: /Stagelmainl/Star vices/Service[Platinum Host Servicel/ensure: ensure
*stopped’ to ’'running

Motice: Finished catalog run in 8.

ers\puppeti>

As we can see in the preceding screenshot, the services for Trend Micro have
started again.

Now, we can also include the Windows Firewall service in our list. The name
for this is Mpssve. The following screenshot shows the details of the manifest
after including Windows Firewall:

# start necessary services
class startservices {

# start Trendmicro antivirus
service { 'Amsp':
ensure => running,
enable => true,

service { 'Platinum Host Service':
ensure == running,
enable => true,

# start Windows Firewall
service { 'MpsSvc':
ensure => running,
enable => true,
}
1

While testing, you can first manually stop the firewall service to see if it starts again.
The test run results are shown in the following screenshot:

NUsers\puppetl>puppet agent ——test

otice: /Stagelmainl/Startservices/ServicelMpsSvcl/ensure: ensure changed ’stopp

d’ to ‘running’

otice: Finished cataleg »un in 3.25 seconds

NUsersspuppetl>
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Here, a last point to note is that you can include any service in this example. For
example, it will be a good idea to add any backup services and update services in
this manifest.

Denying all incoming traffic and allowing
only the necessary ports

We will first ensure that the firewall is running. After this, we will apply some rules
to enable some ports and disable others.

To ensure that the firewall is running, we need to first ensure that the profiles are
enabled and second, the firewall service is enabled and running. We have already
mentioned how to enable firewall profiles in the topic Chapter 4, Puppet Forge Modules
for Windows in the Managing the registry section. The following screenshot shows the
code from that section.

B enable windows firewall profiles
class firewallon {
registry::value { 'firewalldomain':
key => 'HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\DemainProfile',
value => 'EnableFirewall’,
type => ‘dword',
data => '1',
}

registry::value { 'firewallstandard':
key => "HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\5tandardProfile’
value => 'EnableFirewall’',
type == ‘dword',
data == "1',
}

registry::value { 'firewallpublic':
key  => "HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile',
value => 'EnableFirewall',
type => 'dword',
data == "1',

For the changes to take effect, we restart the firewall service. For this purpose, the
firewall service will be notified for each registry change. Thus, whenever one of the
profiles is changed from disabled to enabled, the firewall service will restart to
activate the changes.
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The new module name is winfirewall and the following screenshot shows
its structure:

root@puppetmaster:/etc/puppet/modules# tree winfirewall
winfirewall
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules# [l

The following screenshot shows the details after the inclusion of the service details.
You can see that the service details are commented. We have already defined this
service in the stopservices module. Thus, defining it again will give an error. You
can directly refer to a definition in another module. You only need to ensure that the
module you refer to is active and assigned to the host or host group:

B windows firewall enable and add rules
Flass winfirewall {

if s::osfamily == 'windows' {
registry::value { 'firewalldomain':

key "HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile',
value 'EnableFirewall’,
type => 'dword',
data = 'l",
notify => Service['MpsSvc'],
}
registry::value { 'firewallstandard®:
key => "HEKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile’
value => "EnableFirewall',
type => 'dword',
data = '1',
notify => Service['MpsSvc'],
1]
registry::value { 'firewallpublic':
key => "HEKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Farameters\FirewallPolicy\PublicProfile’,
value => "EnableFirewall',
type => 'dword',
data = '1',
notify => Servicel'MpsSvc'l,
14
B start Windows Firewall - Already defined in startservices so we will not define here
[ service { "MpsSwc':
3 ensure => running,
3 enable => true,
4 I3

} else {
notify {"This module runs only for Windows 05 family. This host has 05 family $::osfamily":}

Now, let's see the test results. In our example, the domain and public profiles are
disabled and the firewall service is stopped.
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C:\Users\puppetlPpuppet agent ——test

Be careful about defining a resource with the same name in different

modules. If you have the same names, it will give a duplicate

error. In our example, we have a registry value change named

%j%‘\ firewalldomain in the winfirewall class and also in the
firewallon class. While assigning firewalldomain to your hosts,
please remove the firewallon class. The new class that we have
defined is more detailed, and the other class is not needed anymore.

rrentControl
wbleFirewalll.

sStage[mainl/Start
running’

otice: Finished catalog »un in 3.38 seconds

istry_valuel

wallPolicy\Pul

e changed ’stopp)

As we can see in the previous screenshot, the profiles are enabled and the firewall
service has been restarted.

Our next step is to check the firewall rules. By default, if there are no rules, the
inbound connections are denied in the Windows Firewall. The details can be seen
in the following screenshot:

File Action View Help

S [ 68D

P Windows Firewall with Advance
K3 Inbound Rules
B} Outbound Rules
By Connection Security Rules

%, Monitoring

& Windows Firewall with Advanced Security

i vs Firewall with Advanced Security on Local Compates

Pey
# Windows Frewall with Advanced Sacurfly prevides network securly for Windaws competers

Overview

Domain Profile

& Windows Firewal = on

that do nct match a e are blocked, U ——

= that do not match a e ans

@ Outhound connect

Privale Profile

& Windows F

© wbourd

vall is on

Public Profile is Active
& Windows Firewall is or

) nbound connes

that do not match a nule are blocked

@ Oubound comnecticr

Getting Started

| Actions

" | Windows Firewall with Advanced Sel

Impert Policy...
Expert Pelicy...
Restore Default Policy
Diagnose / Repair
View
i Refresh

Propesties

H Help
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However, there are default rules that enable the SMB and RDP ports in the profiles.
So, we need to find and delete, or disable them. As they are default rules, disabling
them may be a better option than deleting them. The following screenshot shows

the default RDP inbound rule:

To disable this rule, we will use the netsh command that works in Command
Prompt. We are not using the unsupported firewall module, as the results are

Remote Desktop (TCP-In) Properties

Protocols and Ports ‘ Scope ! Advanced l Users
i | PogamsandSevices |  Computers
@ This is a predefined rule and some of its properties cannot
= be modified.

General
Name:
"> Remote Desktop (TCP-in)
Description:
Inbound rule for the Remote Desktop service to allow
RDP traffic. [TCP 3389]
[¥] Enabled
Action

“54 @ Allow the connection
\ Allow the connection i it is secure

Block the connection

Leam more about these seftings

ok [ Cancs |

=

not satisfactory. The command to disable the rule is as follows:

C:\>netshadvfirewall firewall set rule name="Remote Desktop (TCP-In)" new

enable=no
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Also, we want to deny all the traffic for the 445 port. Checking the default settings
in the rules, we can see in the following screenshot that File and Printer Sharing

(SMB-In) is enabled. So, we will disable this too:

. BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cache Server (Uses..  All TCP 443 No Allow I (]
. Secure Socket Tunneling Protocel (55TP-... Secure Socket Tunneling Protocol All TCP 443 Mo Allow P ﬂ
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  TCP 445 No Allow Fe

@ File and Printer Sharing (SMB-In) File and Printer Sharing Public TCP 445 Ne Allow r het
@ File and Printer Sharing (SMB-In) File and Printer Sharing Private  TCP 445 Yes Allow I [+
@ Netlogen Service (NP-In) Metlogon Service All TCP 445 Ne Allow K ¥
@ Remote Event Log Management (MP-In)  Remote Event Log Management Private.. TCP 445 Ne Allow )

. Remote Event Log Management (NP-In)  Remote Event Log Management Domain  TCP 445 Mo Allow 3

. Remote Service Management (NP-In) Remote Service Management Private.. TCP 445 Mo Allow K X
. Remote Service Management (NP-In) Remote Service Management Domain  TCP 445 Mo Allow 3 F 1
. File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domai... UDP 5355 No Allow K ﬂ

The following command disables this rule for all the profiles:

C:\>netshadvfirewall firewall set rule name="File and Printer Sharing

(SMB-In)" new enable=no

After learning these details, we update our manifest and the details are shown in

the following screenshot:

¥ windows firewall enable and add rules
class winfirewall {

}

# start Windows Firewall - Already defined in startservices so we will not define here
# service { 'MpsSvc':

# ensure => running,

# enable => true,

#

exec { 'disableRDP':
command => 'netsh advfirewall firewall set rule name="Remote Desktop (TCP-In)" new enable=no’,
path => 'C:\Windows\System32'

exec { 'disableSMB':

notify {"This module runs only for Windows 05 family. This host has 05 family S::osfamily”:}

if $::osfamily == 'windows' {

registry::value { ‘firewalldomain':
key => "HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile",
value => 'EnableFirewall’,
type = 'dword',
data = '1',
notify =» Service['MpsSvc'],

}

registry::value { 'firewallstandard':
key => 'HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile',
value => 'EnableFirewall’,
type = 'dword',
data = '1',
notify => Service['MpsSvc'],

}

registry::value { ‘firewallpublic':
key => 'HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile’,
value => 'EnableFirewall’,
type = 'dword',
data = '1',
notify => Servicel'MpsSvc'l,

command => 'netsh advfirewall firewall set rule name="File and Printer Sharing (SMB-In)" new enable=no',
path => 'C:\Windows\System32',
}oelse {
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The successful test run is shown in the following screenshot:

IC:sUsersspuppetl >puppet agent ——test

MNHotice: /Stagelmainl Winfirewall/ExecldisableSMBl/returns: executed successfully

: /Stagelmainl/Winfirewall/Exec[disableRDPl/returns: executed successfully

: Pinished catalog »un in 3.84 seconds

In this section, we enabled the firewall profiles and their services. Further, we disabled
some of the default rules for the services we do not want to use. Your needs may differ
from this example, and you can add more rules here or remove some of the examples
that we have defined.

Making the local administrator
passwords unique

One of the problems of almost all companies is that the local admin passwords for
Windows clients are the same for all clients. This implies that if you get one of the
client computer's local admin password, you can use it for all the company computers.
Further, if you are not using a disc encryption solution, obtaining the hash of the
Security Account Manager (SAM) file password is very easy. The worse bit is that
Windows enables the use of hash to authenticate, which means that you can directly
use the hash to log in to other computers and do not need to crack the hash to get

the real password. The solution to this problem is to differentiate the local admin
password and make it unique for all your clients. This will ensure that one local
admin password/hash is usable only for that computer.

In this section, we will create a 1localadmin module. The module will create a local
user with admin rights for each computer. It will also generate a password that is
unique to the computer. We will also create a function to generate the passwords.

The password function

The function name will be hashpass. As you will recall, we need to create our
function under the /etc/puppet/modules/stdlib/lib/puppet/parser/
functions folder.
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The function details are shown in the following screenshot:

1 # create a password unique to each computer
2 module Puppet::Parser::Functions

newfunction(:hashpass,:type => :rvalue, :doc => "Returns a SHAl.") do |

require 'digest/shal’
3 value = 'justatext'
6 value = value + lookupvar(“fgdn")
/ hash = Digest::SHAS12.hexdigest(value)

8 result = hash(4,10] + '.X'
r n result

1 end

We have already seen how to create a function in Chapter 5, Puppet Facts, Functions,
and Templates, in the Your first function section. Thus, we will directly start with the
hashing section, as follows:

Line 4: As we are using the SHA algorithm, we need to include the
relevant libraries.

Line 5 and 6: We are using the fully qualified domain name (FQDN)
of the computer and also including a text to make it unpredictable.

Line 7: We are generating a hash from the string.

Line 8: We are using the string of the hash beginning from the fifth
character and including 10 characters after this. For example, the string is
1234567890abcdefgh. The result will be 567890abcd. We are also adding
the extra character, ' .X', to increase the complexity. Finally, the password
becomes: 567890abcd. X.

Line 9: This returns the value of the password.

The module

Now, we will write a simple module. This module will create a local user with
administrator rights. For password generation, it will use our newly created
function. The module structure is shown in the following screenshot:

root@puppetmaster: /etc/puppet/modules# tree localadmin/
localadmin/
L— manifests

L— init.pp

1 directory, 1 file B
root@puppetmaster:/etc/puppet/modules#
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The module details are shown as follows:

# Create a local admin with unique password
class localadmin {
= hashpass()

user { 'createlocaladmin':
=> 'lcladmin’,
=> ’
=> "Administrators’,

As we can see, this module is very simple. We are just calling the function to get
our password and create a 1cladmin user with that password.

The Ruby code to generate the password

"How to find the password?" is a question that would have popped up in your mind.
We answer this by creating a small Ruby script, which is almost identical to our
function. This code will get the FQDN and the extra text, justatext, we used

as input and will generate the password. Under /etc/puppet/modules, we will
create hash.rb as shown in the following screenshot:

1 require 'digest/shal'

2

3 value2 = [0]

4 value3 = [2]

5 value = [1]

6 value = value + value2

7 hash = Digest::SHA512.hexdigest(value)
8 result = hash[4,10] + value3

9 puts result

As shown in the previous screenshot, this code is very similar to the hashpass
function. However, we have made some changes. The first input argument is FQDN
in line 3. The second argument is the justatext text that we used in the function.
The last argument is the . x text that we have put at the end of the password. As

we can see, even if somebody obtains this code, it will be very hard to generate the
correct password. We did not put any documentation in this code on purpose.
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The test

The following screenshot shows the results, when we run it on the host:

IC:\Usersspuppetl>puppet agent ——test

: /FilelC:/ProgramDatasPuppetLabs/puppet/var/lib/puppet/parser/functions/.
hashpass.rb.swpl/ensure: removed

: /Stagelmainl/Localadmin/User[Administratorl/password: created pa
: Finished catalog »un in 8.1

Now, let's check the output of our hash.rb code in Puppet Master. In this example,
the host that we run has the FQDN as WINDOWSTEST . example . local. Thus, the
sample code to be executed is as follows:

$ rubyhash.rbWINDOWSTEST.example.localjustatext .X

To easily find the FQDN, you can use the following command:

C:\>facter fqgdn

The resultant password is as obtained in the following screenshot:

root@puppetmaster: /etc/puppet/modules# ruby hash.rb WINDOWSTEST.example.local justatext .X
46737e758e.X
root@puppetmaster: /etc/puppet/modules#

Now, we can use the password obtained in the previous screenshot to log in to the
host with the local admin.

Summary

In this chapter, we used many concepts together to put the hosts we manage in to
an ideal state of security. The purpose was to prevent or hinder any hacking activity.
We locked the startup folders for Windows users. We locked the hosts file. We

also started the necessary services and stopped the unnecessary ones. Further, we
tried to set our Windows Firewall to an ideal state. Finally, we made all the local
administrator passwords unique.

In the next chapter, we will see reporting and monitoring of hosts.
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We dealt with many different scenarios and learned a lot of things in the first six
chapters. We learned how to deal with users, services, and files. We learned how to
write manifests, templates, and functions. We learned how to use these details for
security. What we need to learn more about is how to check your hosts and their
reports. Without any reporting, we cannot know the statuses of our hosts. We do not
know whether our classes are implemented successfully or not, whether everything
is as expected, or there are errors. Without these facts, we cannot say that everything
is working as expected. In this chapter, we will learn how to check the following;:

* The statuses of hosts from Foreman
* The report details of hosts from Foreman

¢ The statuses of hosts from the terminal

* The logs from the terminal
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Checking the infrastructure statistics

In Foreman, we can check the general statistics of our infrastructure such as the
OS distribution, architecture distribution, environment distribution, and number
of CPUs. To display and access the statistics, select Monitor | Statistics from the
top menu. A sample screenshot is provided as follows:

‘ FOREMAN

Monitor - Hosts - Configure - Infrastructure -
Statistics
OS Distribution Architecture Distribution Environments Distribution

50%

windows 6.1

Number of CPUs Hardware Class Distribution

75%

100% 100%

1 core innotek GmbH localadmin

O

Average memory usage Average swap usage

76%

free memory
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Checking the statuses of hosts from
Foreman

We have already used Foreman interface many times in this book. We will now check
its details for reporting purposes. The first thing we will check with Puppet is the
general statuses of all the hosts. The general overview will show us a summary of all
the hosts' statuses. We will see how many hosts have performed successful operations
and how many of them failed. We can see the dashboard interface in Foreman from
the Monitor | Dashboard top menu. The following is a screenshot of the dashboard:

. FOREMAN [ wamin ser -
Monitor = Hosts = Configure = Infrastructure ~ Administer =
Overview
Q search

Host Configuration Status Host Configuration Chart

. Hosts that had performed modifications without error
[l Hosts in error state
[ Good host reports in the last 35 minutes.

. Haosts that had pending changes

50%

[ Hosts with no reports

1

o

1

o

1B Out of sync hosts 2
o

Hosts with alerts disabled 0
4

Total Hosts:

Latest Events Run distribution in the last 30 minutes

Host A R F FR 8 P

In this dashboard, we can see a general summary of all the hosts on the basis of
following details:

* Hosts that had performed modifications without error: These are all the
hosts that have modifications performed without any error in the last 35
minutes. Here is the search string for this:

last report > "35 minutes ago" and (status.applied > 0 or status.
restarted > 0) and (status.failed = 0)

* Hosts in error state: Any host that has an error while implementing
modifications in the last 35 minutes. Here is the search string for this:

last report > "35 minutes ago" and (status.failed > 0 or status.
failed restarts > 0) and status.enabled = true
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Good host reports in the last 35 minutes: These are the hosts that run
the Puppet agent successfully without implementing any modifications.
The search string is as follows:

last report > "35 minutes ago" and status.enabled = true and

status.applied = 0 and status.failed = 0 and status.pending = 0

Hosts that had pending changes: These are the hosts with pending status
without any time limit. The search string is as follows:

status.pending > 0 and status.enabled = true

Out of sync hosts: These are the hosts that did not connect to Puppet in the
last 35 minutes. The search string is as follows:

last report < "35 minutes ago" and status.enabled = true

Hosts with no reports: These are the hosts without any report. These hosts

may be newly added or they may also have a problem. The search string is
as follows:

not has last_ report and status.enabled = true

Hosts with alerts disabled: These are the disabled hosts that display any
alerts. The search string is as follows:

status.enabled = false

To see more details, you can click on one of the lines. For example, clicking on Out of
sync hosts gives details similar to one shown in the following screenshot:

Hosts Search string
last_report < “35 minutes ago” and status.enabled = true Q Search
Name Operating systam Environment Maodel Host group Last raport
) windows 6.1 production VirtuzlBox Cillant: months age Ecn
) windows 6.1 production VirtualBox
Displaying all 2 entries - 0 selected

If one of the hosts in the previous screenshot shows that the servers are out of sync,
it may imply a problem. In the case of the previous screenshot, these are client
computers and it is possible that the user has shut them down.

[160]



Chapter 7

In the next step, we can click on one of the hosts and see what happens with each
click in more detail:

@ windowstest.example.local

Reports from the last 7 j days - 3 reports found Boot disk ~ Edit Buikd Run puppet
oeete R -
Runtime
Audits | Facts YAML last 7 days

W Config Retrieval
Proparties Matrics Templates M Runtime

Properties. 2
Domain example.local
1
Realm
(1
IP Address 10.10.10.50 & & 5 P s ©
& & & & & @
MAG Address 08:00:27:ea:42:24
Puppet Environment production
Host Architecture xB4 Resources
last 7 days
Operating System windows 6.1 2
8 Appied
Host group Clients W Fabed
M Faed rustarts

In general, we can see the Runtime and Resources graphics for the last seven days in
the preceding screen. There are also tabs such as Properties, Metrics, and Templates.
In the Properties tab, we can see some of the details of the host such as Domain,

IP Address, MAC address, Puppet Environment, and Operating System. In the
Metrics tab, we can see the number of the different report statuses:

Properties 'Er“lv;e_tr;cs;_i Templates
I 1

Report Status

applied 1
restarted 0
failed 0
failed_restarts 0
skipped 0
pending 0
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The Templates tab is related to provisioning and is out of scope. Lastly, we can
see some buttons named Audits, Fact Values, Reports, and YAML. Let's check
each of them.

Audits

In this section, we can see the administration activities handled for this host and
when they were done. This information is important when you want to check the
change details for a host. You can see who made the changes and its date details:

‘ FOREMAN [
Monitor - Hosts - Configure - Infrastructure - Administer -
host = windowstest.example.local Q search

A Admin (10.10.10.2) added Hostgroup Class: 6 / Clients
= Added Clients to Clients

A Admin (10.10.10.2) created Puppetclass: stdlib::stages

A Admin {10.10.10.2) updated Host: windowstestexample.local

A Admin {10.10.10.2) updated Host: wir Le le.local

A APl Admin [10.10.10.10) updated Host: windowstest example_local

If you want to check one of the audits in more detail, you can click on them. In the
previous screenshot, it is underlined where to click. After clicking the first line 6/
Clients, we can see more about the change details. In the following screenshot,
we can see that for the Clients hostgroup, the firewallon class was assigned:
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. FOREMAN B Acminuser -

Monitor = Hosts = Configure ~ Infrastructure - Administer -

Create Hostgroup Class: 6 / Clients

Back

Details History

Item Value
Hostgroup Clients
Puppetclass firewallon

If you also want to see all the audit details that are not only related to the hosts, you can
check this out from the Monitor | Audits top menu. Following is a screenshot for this.
In general level audit, we can see information such as host, hostgroup, class additions,
and deletions; you will also see new additions of operating systems and architecture.
There are many more details in this audit list. I suggest that you review from the oldest
to the newest. This will help you to understand what is going on in general:

. FOREMAN [ Adminuser ~
Monitor ~ Hosts ~ Configure Infrastructure ~ Administer
Filter Q Search | =

|
sl

2 Admin (10.10.10.2) added Puppet Class: localadmin
» Added localadmin to windowstest.example.local

& Admin (10.10.10.2) added Hostgroup Class: 39 / Clients
* Added Clients to Clients

A Admin (10.10.10.2) created Puppetclass: lockhostsfile2

A Admin (10.10.10.2) created Puppetclass: acl
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Facts

In this section, we can see all the fact details of a host. Here, the listed facts are the
structured data about the relevant host. If you need to refresh your memory about
facts, you can check the topic Puppet facts in Chapter 5, Puppet Facts, Functions, and
Templates.

‘ FOREMAN [ Acminuser -
Maonitor = Hosts = Configure = Infrastructure = Administer «
Fact Values
host = windowstest example.local Q Search -
Name Value Reported at
o 15 minutes ago O Chart
0 15 minutes ago @ Chart
o 15 minutes ago O Chart
i} 15 minutes ago O Chart
0:30 hours 15 minutes ago @ Chart
15 minutes ago @ Chart
15 minutes ago @ Chart
15 minutes ago @ Chart
15 minutes ago O Chart
10.10.10.0 15 minutes ago @ Chart
10.10.50 15 minutes ago @ Chart

In the preceding screenshot, we can see the information such as the IP address, number
of processors, MAC address, and uptime. You can get more useful information about
the host such as the operating system, memory size, Puppet agent version, filesystems,
your custom facts, partitions, FQDN, bios version, and virtualization info.

Reports

Here, we can see the reports list of the host. We will check out this part in more detail
later in this chapter:
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. FOREMAN

Monitar = Hosts - Configure =

Reports

hast = windowstest.example.local

Last report
18 minutes ago
7 days ago

Infrastructure -

Q Search | ~

Applied

Restarted

Failed

Restart
Failures

Skipped

Pending

(B emin user -

Administer -

Delete
Delete
Delete
Delete
Delete
Dalete
Delete
Delete
Delete
Delete

Delete

YAML

YAML is a recursive acronym for YAML Ain't Markup Language. YAML keeps
the structured data of the host. In this, you can see which classes are assigned, the
parameter values, and environment info:

(- @ https://localhost:4443/hosts/windowstest.example.local/ex]

classes:
helloworld:
localadmin:

parameters:

puppetmaster: puppetmaster.example.com

hostgroup: Clients
root_pw:

foreman_env: production

owner_name: Admin User
owner_email: root@example.com

foreman_subnets: []
foreman_interfaces:
= mac:
ip: 10.10.10.50
type: Interface
name:
attrs: {}
virtual: false
link: true
identifier:
managed: true
subnet:
environment: production

08:00:27:ea:42:

24
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In this section, we saw how we can check the statuses of the hosts and get more
information about them. In the next section, we will continue with the details
of reporting.

Checking the report details of hosts
from Foreman

Now, we will check more details about the reports. To check the reports, you can go
to Monitor | Reports from the top menu. The default report list will display only the
eventful reports. Eventful means that either of the following two events has occurred:
a configuration change or an error.

. FOREMAN [
Monitor = Hosts = Configure = Infrastructure - Administer =
eventiul = true Q Search
Restart
Host Last report Applied Restarted  Failed g Skipped Pending

Failures

Delate

Delate

Delate

Delate

Delate

Delate

7 days ago ) Delate
Delate

(3 ] Detete

(3 ] Delete

B Defete

Delate
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If there are no changes or errors, it will not be displayed in the default reports tab.
To display all the reports, just remove eventful = true from the search, and run
an empty search. You will have all the reports listed. You can see, in the following
screenshot, the list of reports that have events or no events:

‘ FOREMAN [ Aarinser -

Maniter - Hosts ~ Configure - Infrastructure - Administer -
Q Search | ~

Host Last report Applied Restarted Falled f:::?:s Skipped Pending

Deleta

Delete
windawstest2 example.jocal Delata
puppeatmaster.example.com 11 minutes ago (1] Dalete
win-Bag2o6xjn3w.exampie. local 39 minutes ago Delete
windowstest.example.loca 40 minutes ago Daleta
windowstest? example.local 40 minutes ago Detote
puppetmaster.axample.com 41 minutes ago (1] Delate
win-Bag2oBxjn3w.exampie. local about 1 hour ago Delete
windowstest.example.local about 1 hour ago Deleta
windowstest? sxample.local ahout 1 hour ago Delate
puppetmaster.example.com about 1 hour ago B Delete
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Now, let's check the details of a report with an error:

windowstest.example.local

Show log messages: Back m Host dotalls Cther roporis for this host
All mossages '|

Reported at 2015-08-01 11:50:53 +0300

Host times seems to be adrift!
Hest reported time is 2015-06-01 08:50:52 UTC

Foreman report creation tme is 2075-05-26 20:14:20 UTC
Which s an offget of 6 days

Level Resource message

changs from absent to present falled: User update failed: (in OLE method "Setinfo’: | CLE error code:B0070BCS in Active Directory The
P does not meet the password policy requirements. Check the minimum pasaward langth, password complexity and password
history requirements. HRESULT emror 020009

u fStage{main}Localadmin

{User/ ensure

User update failed: (in OLE method "Setinfo': ) OLE error code:BOOTO08CS in Active Directory The password does not meet the
password policy requiremants. Check the minimum ps langth, P y and history requiremants.

m Puppet HRESULT error code: 03 ption cccurred. PPy ion: {in OLE method "Setinfo': ) OLE ermor code:800708C5 in
Active Directory The password does not meet the password policy requirements. Check the minimum password length, password
complexity and passwond history requirements. HRESLILT emror eode:0xBI020009 Exception occurred,

Puppet Applying configuration version 1432671260
Puppet Caching catalog for windowstest.example.local
Puppet Loading facls

fFilefC=/ProgramData
fPuppetLaba/puppet/var/b
fpuppet/parserfunctions
fashpass.rbl/content

content changed [md5]bf7 266fae070f61572c1915caadazBed” to 'md5)5¢914b70f820dc T8b0bEfd3b04a111d0"

Puppet Retriaving plugn

Puppat Retriaving pluginfacts

The first problem with the preceding report is that the server time and the client time
are not same as seen in the highlighted area of the screenshot, Host times seems to
be adrift!. To overcome this problem, I suggest that you install the ntp service on
your Puppet Master server, so that it can accurately fetch the time and date details
from Internet. The installation is very simple, just write this command in the terminal
of Puppet Master:

$ sudo apt-get install ntp

You can also use the ntp module from Puppet Forge to install the ntp service.
The details of the module can be found at https://forge.puppetlabs.com/
puppetlabs/ntp.
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As we can see, the two errors in the list are about the password details of the

user we are trying to create. This happened when we were trying to create a local
administrator with a simple password. Here, Windows detected a failed criteria and
did not let the user to be created. You may have also noticed that these details are
also displayed when you run puppet agent --test in any host that the class is
assigned to. In the reports, you can find the older runs and see what happened.

The following is another report with a successful apply event .Let's check the details
of this report:

puppetmaster.example.com

Show log messages: Back Host detaits Other reports for this host
All messages :J

Reported at 2015-06-08 13:31:59 +0300

Level Resource message
in}/Testfi i ify{This is the my iction functicn output: Hallo Waorld defined 'message’ as "This is the myfirstfunction function output: Hello
Function: test123)/message World Function: test123'
B3  Puppet This Is the myfirstfunction function output: Hello Werld Function: test123

In this report, we can see that the apply events have only level notice; and the event
only displays a notify message. Also, it is possible to have reports without any events.
The following is a screenshot of an uneventful report:

. FOREMAN [ Asminuser -

Monitor = Hosts - Configure - Infrastructure ~ Administer -

win-6ag2o06xjn3w.example.local

Back Host details Other reports for this host
Reported at 2015-06-22 14:55:55 +0300
Level Resource message

Nothing to show

Report Metrics Report Status
config_retrieval 1.1094
e e
100%
Config retrieval
Total 1.1094
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As we can see, this is giving a Nothing to show message. We completed the different
aspects of reports in Foreman and learned how to check the report details. As you
can see, it is very easy with Foreman to check the reports and their details.

Checking the statuses of hosts from the
terminal

We checked the features of the Foreman interface. Now, it is time to check the details
from the terminal. You may not need these details, as Foreman is enough for your
daily management. However, sometimes Foreman may not be enough and you

may need to troubleshoot. In this section, we will see the details of hosts as they are
recognized correctly by Puppet via node. rb. In this, there are the node definitions,
facts files for hosts, and signed certificates.

node.rb

node.rb under /etc/puppet /node. rb is one of the tools that we can use to check
whether the related host is accurately defined and has no problems. node . rb is
Foreman-specific and will only work with it. You need to run it with root rights.
The command usage is as follows:

$ sudo -i
# /etc/puppet/node.rb hostname

If the preceding command gives error in your environment, because Ruby was not
added at the beginning, the following command will work:

# ruby /etc/puppet/node.rb hostname
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The following screenshot shows the result of node . rb:

root@puppetmaster:/etc/puppet# exit
logout
puppet@puppetmaster:~$ /etc/puppet/node.rb puppetmaster.example.com
classes:
testfunctions:
parameters:
puppetmaster: puppetmaster.example.com
hostgroup: Servers/Linux Servers
root_pw:
foreman_env: production
owner_name: Admin User
owner_email: root@example.com
foreman_subnets: []
foreman_interfaces:
- mac: 08:00:27:67:57:d4
ip: 10.10.10.10
type: Interface
name:
attrs: {}
virtual: false
link: true
identifier: eth®
managed: true
subnet:
environment: production
puppet@puppetmaster:~$%

The host YAML files

These files have the host config details in a YAML file. The folder for them is /var/
lib/puppet/yaml/foreman. The following screenshot shows the folder details:

root@puppetmaster:/var/lib/puppet/yaml/Toreman# ls -1
total 32

-rw-r--r-— 1 puppet puppet 119 Jun
-rw-r--r-- 1 puppet puppet 460 Jun
-rw-r--r-- 1 puppet puppet 119 Jun

1
1 18:13 puppetmaster.example.com.yaml
1
-rw-r--r-- 1 puppet puppet 386 Jun
1
1
1

13:33 win-6ag206xjn3w.example. local.yaml
-rw-r--r-- 1 puppet puppet 119 Jun
-rw-r--r-- 1 puppet puppet 382 Jun
-rw-r--r-- 1 puppet puppet 119 Jun
-rw-r--r-- 1 puppet puppet 454 Jun 13:33 windowstest.example. local.yaml
root@puppetmaster:/var/lib/puppet/yaml/foreman#

18:01 windowstest2.example. local.yaml

00 00 00 00 00 00 00 O

18:92 puppetmaster.example.com-push-facts.yaml
13:33 win-6ag206xjn3w.example. local-push-facts.yaml
13:33 windowstest2Z.example. local-push-facts.yaml

13:33 windowstest.example. local-push-facts.yaml

Now, let's check one of the YAML file for a host. We will use "less filename" to display
the contents of a file. In our example, we can again check puppetmaster.example.

com. The command is as follows:

# less puppetmaster.example.com.yaml
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The contents of the file are as shown in the following screenshot. You can also check
the details with the node . rb output, and can see that they have identical results:

classes:
testfunctions:

parameters:
puppetmaster: puppetmaster.example.com
hostgroup: Servers/Linux Servers
root_pw:

foreman_env:
owner_name:
owner_email:

production

Admin User

root@example.com

foreman_subnets:

[1

foreman_interfaces:
- mac: 08:00:27:67:57:d4
ip: 10.10.10.10
type: Interface
name:
attrs: {}
virtual: false
link: true
identifier: eth®
managed: true
subnet:
environment: production
puppetmaster.example.com.yaml (END)

There is also another file for every host ending with -push-facts.yaml. This file
shows the time when the details are pushed. Here are the details of puppetmaster.
example.com-push-facts.yaml:

Facts from this host were last pushed tc https://puppetmaster.example.com/api/hosts/facts at 2015-86-88 18:982:83 +2300

lpuppetmaster.example.com-push-facts.yaml (END)

Facts

A copy of facts submitted to the master from the agents, when requesting a catalog,
is available in the var/lib/puppet /yaml/facts folder. You can check their details
again with the 1ess command:

# less puppetmaster.example.com.yaml
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=== !ruby/cbject:Puppet::Node::Facts

name: puppetmaster.exarple.com

values:
lsbhdistdescription: "Ubuntu 14.84.2 LTS"
id: root
hardwareisa: xB6_64
kernel: Linux
interfaces: "eth@, lo"
ipaddress_eth@: "10.1@.1@.18"
macaddress_eth®: "08:08:27:67:57:d4"
netmask_eth@: "255.255.255.8"
mtu_eth@: "1588"
ipaddress_le: "127.0.0.1"
netmask_lo: "255.8.0.8"
mtu_lo: "65536"

blockdevice_sda_size: "42949672960"
blockdevice_sda_vendor: ATA
blockdevice_sda_model: "VBOX HARDDISK"
blockdevice_sr@_size: "58241024"
blockdevice_sr@_vendor: VBOX
blockdevice_sr@_model: CD-ROM
blockdevices: "sda,sr@"
network_eth@: "1@.10.18.0"
network_lo: "127.8.0.0"
kernelmajversion: "3.16"
rubyplatform: xB6_G64-linux
filesystems: "ext2,ext3,extd,vfat”
uptime_days: "@"

operatingsystem: Ubuntu
lsbdistrelease: "14.04"

Lsbdistid: Ubuntu

hostname: puppetmaster

2.70GHz\x22], \x22count\x22=>2, \x22physicalcount\x22=>1}"
architecture: amdéd
hardwaremodel: xB6_64

puppetmaster.example.con.yaml}]

system_uptime: “{\x22seconds\x22=>28811, \x22hours\x22=>8, \x22days\x22=>8

processors: "{\x22models\x22=>[\x22Intel(R) Core(TM} i7-37400M CPU @ 2.78GHz\x22, \x22Intel(R) Core(TM) i7-37400M CPU @

\x22uptime\x22=>\x228:8@ hours\x22}"

The Puppet SSL certificates

The SSL certificate details for Puppet are in the /var/1ib/puppet/ssl/ folder:

root@puppetmaster:/var/lib/puppet/ssl# 1ls -1
total 28

drwxr=xr—x
drwxr-xr-x

puppet puppet 4096 Feb 23 18:23 ca

root@puppetmaster:/var/lib/puppet/ss1# I

5

2 puppet puppet 4096 Feb 23 18:23 certificate_requests
drwxr-xr-x 2 puppet puppet 4096 Apr 13 19:47 certs

1

2

2

—rw—r——r—-— puppet puppet 1210 Apr 13 19:47 crl.pem
drwxr—-x-——- puppet puppet 4096 Feb 23 18:23 private
drwxr-x——— puppet puppet 4096 Feb 23 18:23 private_keys

drwxr-xr-x 2 puppet puppet 4096 Feb 23 18:23 public_keys

The signed certificates of the hosts are under the /var/lib/puppet/ssl/ca/signed

folder:

total 16

root@puppetmaster:/var/lib/puppet/ssl/ca/signed# 1s -1

-rw-r——-r—— 1 puppet puppet 2065 Feb 23 18:23 puppetmaster.example.com.pem
-rw-r——r—— 1 puppet puppet 1984 Mar 17 19:25 win-6ag2o06xjn3w.example.local.pem
—-rw-r——r—- 1 puppet puppet 1980 Mar 17 19:25 windowstest2.example.local.pem
-rw-r—-r—— 1 puppet puppet 1980 Apr 21 14:54 windowstest.example.local.pem
root@puppetmaster:/var/lib/puppet/ssl/ca/signed# I
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These certificates become important when you have problems with them. For example,
sometimes the certificate in the host and in Puppet Master does not match. In this case,
you check the details here.

Checking the logs from the terminal

There are not many details to discover in the terminal for reporting. However,
there are logs that are not displayed in Foreman. We may need to check these logs
for troubleshooting purpose. The logs that we will check are under the var/log/
apache?2 folder. The following screenshot shows the contents of this folder:

root@puppetmaster:/var/log/apache2# 1s -1

total 1704

—rW—r=————— 1 root adm @ Feb 23 19:30 access. log

-rw-r——r—— 1 root root @ Feb 23 19:43 default_error.log
—-rw—r————— 1 root adm 178961 Jun 8 18:01 error.log

-rw-r—-r-- 1 root root 5475 Jun 8 11:32 foreman_access. log
-rw-r—-r-- 1 root root ® Feb 23 19:43 foreman_error. log
-rw-r——r—- 1 root root 802671 Jun 8 19:57 foreman-ssl_access_ssl.log
-rw-r—=-r-— 1 root root @ Feb 23 19:43 foreman-ssl_error_ssl.log
—rw—r————— 1 root adm @ Feb 23 19:30 other_vhosts_access. log
-rw-r——-r—— 1 root root 723318 Jun 8 19:57 puppet_access_ssl.log
-rw-r——r—— 1 root root 14980 Jun 8 11:32 puppet_error_ssl.log
root@puppetmaster:/var/log/apache2#

As we can see from the preceding screenshot, there are some logs with zero byte size.
We do not need to check these files. When we check the apache config, we will see
that there are different sites enabled under /etc/apache2/sites-enabled/:

root@puppetmaster: /var/log/apache2# ls -1 /etc/apache2/sites-enabled/
total @

Trwxrwxrwx 1 root root 44 Feb 23 19:42 85-Tore i =» fetc/apache2/sites-available/@5-foreman.conf
lrwxrwxrwx 1 root root 48 Feb 23 19:42 0 -> fetc/apache2/sites-available/@5-foreman-ssl.conf
lrwxrwxrwx 1 root root 44 Feb 23 19:42 15-default.conf => fetc/apache2/sites-available/15-default.conf
lrwxrwxrwx 1 root root 43 Feb 23 19:42 25-puppet.conf == fetc/apache2/sites-available/25-puppet.conf
root@puppetmaster:/var/log/apache2# |

You can match the config files with the log files, as follows:
* 05-foreman.conf file is for the port 80 access and it is logged under the
foreman access.logand foreman error.log files.

* 05-foreman-ssl.conf file is for the port 443 access and it is logged under
the foreman-ssl access.logand foreman-ssl error.log files.

* 25-puppet.conf file is for the port 8140 access and it is logged under the
25-puppet access_ssl.logand puppet error ssl.log files.

* 15-default.conf is the default config file. This one is not used for Puppet
or Foreman.
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You can also check out each config file and see that the logging config was set in it.
The following screenshot shows an example for the 25-puppet . conf file details:

# sokckokkokok R KRR ORI R R AR R K

# Vhost template in module puppetlabs-apache
# Managed by Puppet

#

<VirtualHost *:8148>
Serverfame puppet

## Vhost docroot
DocumentRoot "/etc/puppet/rack/public/"

## Directories, there should at least be a declaration for /etc/puppet/rack/public/

<Directory "/etc/puppet/rack/public/">
AllowOverride None
Require all granted
PassengerEnabled On

</Directory>

## Load additional static includes

## Logging

ErrorLog "/var/log/apache2/puppet_error_ssl.log"
ServerSignature Off

CustomLog "/var/log/apache2/puppet_access_ssl.log" combined

When you want to see what happens in one of the logs in real time, it is a good
idea to use the tail command. With the - £ flag, it will display the last 10 lines, and
whenever there are new records, it will display them in real time. The following
screenshot shows an example screen:

root@puppetmaster: fvar/leg/fapache?# tail - puppet_access_ssl.log

19.10.10.10 - - [#8/Jun/2015:19:57:16 +@30@] "GET /production/node/puppetraster.example. com?transaction_vuid=ae334Bed-cIa9-4fd9-8ab6-77bf16d1172
2&fail_on_4@d=true HTTP/1.1" 2@@ 5634 "-" “Ruby"

18.18.10.108 - - [#8/Jun/2015:19:57:16 +@308] “GET /production/file_retadatas/pluginfacts?li gesrecurse=truebignore=, svnkignore=CVshignore
=.git&kchecksum_type=ad5 HTTP/1 e 382 "Ruby"

18.19.10.10 - - [B8/Jun/2015:19:57:17 +@38@] "GET /production/file metadatas/plugins?links=manage&recurse=true&ignores=,svn&ignore=CV5&ignore=.gi
thchecksum_type=md3 HTTP/1.1" 200 48899 "-" "Ruby"

19.18.10.10 = - [A#8/Jun/2015:19:57:18 +@8388] "POST /production/catalog/puppetmaster.example.com HTTP/1.1" 288 1158 "Ruby"

18.18.10.18 - - [88/Jun/2015: 19 +@38@] “PUT fproduction/report/puppetmaster.example.com HTTP/1.1" 2088 11 “-* "Ruby"

19.10.10.10 - - [88/Jun/2015: 16 +@30@] “GET /production/node/puppetraster.example.comitransaction_uuid=d72f2bBE-932a-4be7-b090-3e27b5cB211
ehfail_on_4Bd=true HTTP/1.1" 2@@ S6B6 "-" “Ruby"

18.18.10.10 - - [B8/Jun/2015:2@:27:17 +@388] “GET /production/file_metadatas/pluginfacts?link ecurse=trueki e=,svnki e=CV5&ignore
=.git&checksum_type=md5 HTTP/1.1" 382 "-" “"Ruby"

108.18.10.10 = - [88/Jun/2015:20:27:17 +@38@] "GET /production/file_retadatas/plugins?links=manage&recurse=true&ignores=,svn&ignore=CV5&ignore=.gi
thchecksum_type=rdS HTTP/1.1" 200 48899 “-* “Ruby"

19.10.10.10 - - [#8/Jun/2015:20:27:19 +@38@) "POST /production/catalog/puppetmaster.example.com HTTR/1.1" 2@8 1158

10.10.10.10 - - [88/Jun/2015:20:27:2@¢ +@38@] "PUT /production/report/puppetmaster.example.com HTTP/1.1" 208 11 "-"

If you want to see the error logs, you can also check out the contents of the
logs that contain error in the name.
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To see all the Apache logs details for a specific host, you can use the
following command:

# cat * | grep -r puppetmaster.example.com | less

You can also replace the puppetmaster.example.com hostname with any
specific term that you search for.

Summary

In this chapter, we learned how to see the statuses of hosts in the summary, and
after this, we checked the information available for the hosts. We also checked the
reporting details of Foreman. After this, we switched to the terminal and checked
the definitions, statuses, and facts of the hosts. Finally, we checked the access and
error logs for Foreman and Puppet that are generated by Apache.

In the next chapter, we will see how we can automatically install and update software
using Chocolatey with Puppet.
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In this last chapter, we will learn how to install, update, and uninstall a software.
We will also automate these processes as much as possible. You will learn the
following topics:

How to install a software with Puppet
What is Chocolatey
How to install and update a software with Chocolatey

How to use Chocolatey and Puppet together to install/update the mostly
used softwares

How to update Puppet agents

How to uninstall a software using Chocolatey

Installing a software with package
resource

We will begin by understanding how to install a software with Puppet. Here, the
idea is to create one class to install the application on all the hosts, so that you do
not need to repeat the task on hundreds of computers.

However, we will need some preparations first. We will need to install the software
on a sample host and remember the name of the installation. The installation name
will be used as the package name. We will use a simple software called Workrave as
an example. This tiny software helps users to have micro rests and prevent "repetitive
stress injury". You can download the software from http: //www.workrave.org/
download/.
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We need to download the Windows installer:

a‘
- D) About | Blog = Support 'L

Download

Workrave is currently available on GNU/Linux and Microsoft Windows. As Workrave is free software, the source code is also
available. Please choose your preferred download type:

£y

MS Windows installer Tarball View all downloadable files

After downloading the installer, we will install it on one of our test hosts. This will
provide us with the installation details that we need for our Puppet module:

[ == = = =
=0 ol 2
@_{_\)ﬂ & » puppetuserl » Downloads - |$,| | Search Downloads pel [
Organize » Include in library + Share with « New folder 3=~ [A 0
2% Favorites Name Date modified Type Size

Bl Desktop ‘8 processhacker-2.35-setup 5/25/2015 3:46 PM  Application 1,940 KB
& Downloads 2, TTi 8.0_EL_Full 5/25/20156:29 PM  Application 200,443 KB
= Recent Places Q workrave-win32-v110-installer 6/18/2015 10:48 AM  Application 13,964 KB

4 4 Libraries

__;_: Documents

Double-click the installation file and install it by selecting the Next, Accept, and OK
buttons, whichever you see. After installing it on the test host, we will need to learn
how to install it silently. The silent installation is needed so that when we push the
software to the hosts, the users are not disturbed by the installation screens that are
awaiting input. To find the software, first, we try to find out the help details from the
command line:

"C:\Users\puppetl\Downloads>workrave-win32-vl.10-installer.exe /2"
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This will be unsuccessful for this installer. Normally, for numerous installers, this
step gives the options that show how to install it silently. If you do not find any
details, the next option is to search the Internet. When we search for workrave
unattended install, we can find out that it is using Inno Setup. The following link
shows the details for the Inno Setup switches: http://unattended.sourceforge.
net/InnoSetup_Switches_ExitCodes.html. Checking out the documentation
reveals that the ' /VERYSILENT' switch can be used. Using this information, we can
try to silently install the software from the command line:

C:\Users\puppetl\Downloads>workrave-win32-vl.l0-installer.exe /verysilent

Now, it is time to learn how Puppet sees this new installation. Thus, we will use the
following command. This command will list all the installed software:

C:\>puppet resource package

The output can be seen in the following screenshot:

BN Administrator: C:\Windows\system32\cmd.exe = =]

C:v\UsersspuppetlisDownloads >workrave—win32-vl.18-installer.exe Sverysi

puppetlisDownloads >puppet 1egou1ce package
*FileZilla Client 3.18.1
wre => '3.10.1.1°

tage { 'FortiClient SSLUPN v4.8.2297':
we => '4.0.2297°

< { 'Microsoft .NET Framework 4 Client Profile’:
we => '4.0.30319°,

ackage { 'Microsoft _NET Framework 4 Extended’:
ensure => '4.0.30319'.

>
lpackage { 'Microsoft Uisual C++ 2818 x64 Redistributable - 10.8.38319':
ensure => '10.8.3831%°.

k
lpackage { 'Microsoft Uisual C++ 2818 x86 Redistributable - 10.8.38319':
ensure => '10.8.3831%°.

Ipackage { 'Microsoft Windows SDK for Windows 7 (7.1>':
ensure => '7.1.7600.0.30514",

jpackage { 'Oracle UM UirtualBox Guest Additions 4.3.16°:
ensure => '4.3.16.8"

Ipackage ¢ 'Orca’:
ensure => '5.8.7693.80088° .,

>
Ipackage { 'Process Hacker 2.35 (r5898>':
ensure => '2.35.8.5898°,

>
lpackage { 'PulTY version B.63°':
ensure => 'B.63'

lpackage { 'Puppet (64-hitd>’:
ensure => '3.7.4'

Ipackage { 'Trend Micro Antivirus+’:
ensure => '8.8°

e { 'Uisual Studio 2812 x64 Redistributables’:
e => '14.8.8.1"

isual Studio 2812 xB6 Redistributables’:
.a.8.1"

ve 1.18°:
installed’ .
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As you can see, Workrave details are also present. These are the details that we will
use in our module. If you do not want to use the command to get these details, you
can also check out Control Panel for a list of all the softwares. We can see in the next
screenshot that the names of the installed software match with the command output.
The advantage of using the command output is that you can just copy and paste the
code here:

=
@\J"llﬂ » Control Panel » Programs » Programs and Features - i +y I se
Control Panel oo Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
#' Turn Windows features on or
ot Organize *  Uninstall
Install a program from the ‘-
netwark Name Publisher Installed On  Size Version
[EFileZilla Client 31011 Tim Kosse 2/26/2015 232MB 31011
= | FortiClient SSLVPN v4.0.2297 Fortinet Inc, 5/9/2015 391ME 402297
J Microsoft MET Framework 4 Chi... Microsoft Corporat...  3/9/2015 388MB 4030319
2 Microsoft MET Framework 4 Ext... Microsoft Corporat... 3/9/2015 519MB 4030319
®_|Microsoft Visual C++ 2010 »64 R.. Microsoft Corporat..  3/9/2015 136 MB 10030319
= | Microsoft Visual C++ 2010 86 R... Microsoft Corporat..  3/9/2015 110ME 10.030319
£ Microsoft Windows SDK for Win... Microseft Corporat..  3/10/2015 71.7600.0.3...
®_|Oracle VM VirtualBox Guest Addi... Oracle Corporation 10/16/2014 43160
® |Orca Microsoft Corporat...  3/9/2015 387 MB  5.0.7693.0000
1% Process Hacker 2.35 (r5898) wj32 5/25/2015 389MB 235.0.5898
A\ Puppet (64-bit) Puppet Labs 472172015 111ME 374
@PU'IT‘F version 0.63 Simon Tatham 2/26/2015 348MB 063
% Trend Micro Antivirus+ Trend Micro Inc. 5/25/2015 450 ME 8.0
=7 Visual Studio 2012 »64 Redistribu... AVG Technologies 5/25/2015 129ME 14001
51 Visual Studio 2012 x86 Redistribu... AVG Technologies ..  5/25/2015 105ME 14001
® |Workrave 1.10 Rob Caelers & Ray...  6/18/2015 410 MB
j| Rob Caelers & Raymond Penners nk: http://www.workrave.org Update information: http://www.workrave.org
l Support link: http://www.workrave,org ze: 41.0 MB

Now, we can continue with writing our module as we have collected enough
information. The package resource type in Puppet can install or uninstall a software.
Here is the sample code:

package { 'Software name as we see in installation details':
ensure => installed,
source => 'installation file path and name',
install options => ['installparamaterl', 'installparamater2'],

}

After learning the basic structure, let's create our module. We will use
installworkrave as the module name. We will also create the files folder
in this and put our installation file here. Here is the structure:
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root@puppetmaster: /etc/puppet/modules# tree installworkrave/
installworkrave/

files

L— workrave-win32-v1.10-installer.exe

manifests

L— init.pp

2 directories, 2 files
root@puppetmaster: /etc/puppet/modules#

Here are the manifest details:

# install workrave
class installworkrave {
{ 'c:/windows/temp/workrave-win32-v1.1@8-installer.exe’
=> 'puppet:///modules/installworkrave/workrave-win32-vl.l1l@-installer.exe',

=> ignore,
}
pac { 'Workrave 1.1@':
=»> installed,
=> 'c:/windows/temp/workrave-win32-vl.1@-installer.exe',
=> ['/VERYSILENT'],
=> File['c:/windows/temp/workrave-win32-v1,10-installer.exe'l],
}
}

As you can see in the previous screenshot, we also included a £ile upload section.
We need the installation file on the host, otherwise, Puppet cannot install it. So, we
first upload the file to the host's ¢: \Windows\Temp directory and then, we show it
as the source file for the installation. We also use /VERYSILENT as the installation
option, so that the installation takes place in the background.

Now, it is time for a test run. As you can see, it successfully uploads the installation
file and installs the software:

C:\UsersspuppetisDownload uppet agent ——test

Motice: /Stagelmainl]/InstallworkraverFilelc: /windows/temp/workrave-win32-vi_ 18-ijp
nstaller.exe l7ensure: defined content as ’'{md5>224bf275ddcd5c9683da28d74e8f336d" |

: /Stagelmainl/InstallworkravePackage [Workrave 1.181/ensure: created
Finished catalog »un in 6.67 seconds

C:\Users\puppetisDouwnloads>

We completed installing the software using the package type. Next, we will continue
with easier ways of installation using Chocolatey.
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What is Chocolatey?

Chocolatey is a package manager for Windows. There are commands for Linux such
as apt -get and yum for package management. They are very easy to use. Whenever
you need to install something, you just write apt-get install packagename Or yum
install packagename. Here, the idea is to have a similar functionality in Windows.
You can see more details about Chocolatey at https://chocolatey.org.

After learning what Chocolatey is, we will install it manually and install some software
using this. In the later sections, we will see how to use Chocolatey with Puppet.

Installing Chocolatey

The installation of Chocolatey is very simple. You can see the following details on
the previous link:

Currently we have a very large backlog of paclwqes in moderation

.e ChOCOIatey and are actively taking measures to resolve it.

IHOmE About  Packages Upload Docs*  Project* Forum*  Shop*

Let's get Chocolatey!

Chocolatey NuGet is a Machine Package
Manager, somewhat like apt-get, but built $aving 1ooosead o
with Windows in mind.

choco install git

Downloading https: " thub. com/msysgit/msysgit/releases /donnload/Git-1.9.4
]

15719536

Easy Install!

To install chocolatey now, open an ChOCO-Latey
administrative cmd.exe command prompt and t of like yum or apt-get but for Windows
paste the text from the box below and press enter . -

L3 € ding private!
(or click ). For administrative PowerShell copy pe » be L

the second box () (Ensure Get-ExecutionPolicy is Infrastruc
at least Bypass). If you need to install as a non-
administrator or want more advanced options, see
Advanced.

C:\> @powershell -NoProfile -ExecutionPolicy Bypass -Command "iex ((new-

object net.webclient).DownloadString('https://chocolatey.org/install.psl'))"
&& SET PATH=%PATH%;%ALLUSERSPROFILE%\chocolatey\bin
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Open Command Prompt with administrator rights and copy and paste the
following command:

C:\> @powershell -NoProfile -ExecutionPolicy Bypass -Command "iex ((new-
object net.webclient) .DownloadString('https://chocolatey.org/install.
psl'))" && SET PATH:%PATH%;%ALLUSERSPROFILE%\ChOCOlatey\bin

The output of this installation command is shown in the following screenshot.
As you can see, the installation is very easy. After installing Chocolatey, just close
Command Prompt and open a new one:

B Administrator: C\Windows\system32\cmd.exe o3

Microsoft Windows [Version 6.1.768081] -
opyright <(c?> 2009 Microsoft Corporation. All rights reserved.

s=sUsersspuppetl>choco ——version
.7.8

zslsersspuppetl >Bpowershell —-MoProfile —-ExecutionPolicy Bypass —Command “iex (g
ew—obhject net.webclient)._DouwnloadString{’https://chocolatey.orgs/install._psl’ >>"

&8& SET PATH=xPATHx;»*ALLUSERSPROFILE*“chocolatey:bin

Down loading https://chocolatey.orgs/apisv2/packageschocolatey” to C:\Users\puppet

“AppDatasLocalsTemp~chocolateyschocInstallschocolatey.zip

Download ?Zip commandline tool

Down loading https:/schocolatey.org/7za.exe to C:\UsersspuppetisAppDatasLocalsTem

ipSchocolateyschocInstalls?za.exe

Extracting C:N\UsersspuppetisAppDatasLocalsTempschocolateyschoclnstallschocolatey

.2ip to C:slUsersspuppetisAppDatasLocalsTempschocolateyschoelnstall. ..

7—Zip <AY 2.280 Copyright <(c) 1999-20108 Igor Pavlov 28016-11-18

Processing archive: CiNUsers“puppetisAppDatasLocal\TempschocolateyNchocInstallsc
thocolatey.zip

Extracting _rels\.rels
Extracting chocolatey.nuspec
xtracting toolschocolateylnstall.psl
Extracting tools“chocolateysetup.psnl
xtracting tools\init.psi
toolsschocolateylnstallschoco.exe
toolschocolateylnstallschoco.exe.ignore
packagesservices‘metadatascore—propertiessdd?bB8525f38f4307833cdf 2254

Extracting [Content_Types]l.xml

3788921
;ompressed: 1268349
talling chocolatey on this machine
olatey v 9.8
y is unpacking required files for use. Oueruvriting? True
reating Chocolateylnstall as an environment variable (targeting ‘Machine’)
Setting Chocolateylnstall to ’'C:“ProgramData“chocolatey’
WARNING: It’s very likely you will need to close and reopen your shell
before you can use choco.
Aldding Modify permission for current user to ’C:“\ProgramData“chocolatey’
e are setting up the Chocolatey package repository.
IThe packages themselves go to ’'C:“\ProgramData>chocolateyxlib’
{i.e. C:\ProgramDataschocolatey\libsyourPackageName).
shim file for the command line goes to °‘C:\ProgramDataschocolateyshin’
and points to an executable in ’'C:“\ProgramData>chocolatey~lib“yourPackageName

sreating Chocolatey folders if they do not already exist.

MARNING: You can safely ignore errors related to missing log files when
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Now, write the following command to see if Chocolatey is installed and it is giving
the output:

C:\> choco --version

The following screenshot verifies its functionality:

sersspuppetl>choco ——version

9 9 8

C:\Users\puppetl>_

Installing a software with Chocolatey

Now, let's try to install a software with Chocolatey. To do this, we need to know the
package name. For example, assume that we want to install Notepad++. Let's check
this out at https://chocolatey.org/. Searching for notepad brings the details as
shown in the following screenshot:

Currently we have a very large backlog of packages in moderation

.B c h Oco l atey and are actively taking measures to resolve it.

About QMEEECEM Upload Docs*  Project*  Forum*  Shop* notepad| Q.
Search for "notepad"” returned 27 packages M suscrive to updates
Displaying results 1 - 27. Or suberibe by  emai

Include Prarelaase u yort B Relevanca [ ]

Notepadw 6.7.9
] By: fervent

Noteuadn isa free {as in "free speech™ and also as in "free beer”) source code editor and Notepad replacement that supports several
languages. Running in the M5 Windows environment, its use is governed by GPL License. Based on the powerful editing component Scintilla,
Notepad++ is written in C++ and uses pure Win32 APl and 5TL which ensures a hi... More information

154,833 downloads Tags notep

C:\> choco install notepadplusplus

dplusplus notepad-plus-plus a:

@ gijT‘ep?d++ [lnStaHJ 6.7.9 C:\> choco install notepadplusplus.install
: ferventcoder

Notepad++ is a free (as in "free speech” and also as in "free beer”) source code editor and Notepad replacement that supports several
languages. Running in the M5 Windows environment, its use is governed by GPL th.ense Based on lhe powerful editing component Scintilla,
Notepads+ is written in C++ and uses pure Win32 APl and STL which ensures a hi.. A

199,609 downloads Tags natepad note

dplusplus notepad-plus-plus
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As you can see, there are two results for the same version. The package ending with
.nstall is for portable installations. We will use the regular one. We can see how to
install Notepad++ in the following screenshot. The command is as follows:

C:\> choco install notepadplusplus

In the following screenshot, we can see the installation steps and output:

J.Installer.

Paint
Games

‘»:\ Remote Desktop Cannection
e

Sclitaire

Computer
Control Panel
Devices and Printers

[l { Notepads« Detaiit Pri

¥ AllPrograms

Uninstalling a software with Chocolatey

Chocolatey, also, has the option to uninstall the installed packages. However, there
are some exceptions such as:

* The software to be uninstalled must be installed using Chocolatey

* The software choco package must have its uninstall script
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As you can see, the uninstall part may not work properly. Let's check the details for
Notepad++. On the Web, check the details for the package. In the Files section, there
must be an uninstall script, otherwise, the uninstall will not work correctly. It means
that when you want to uninstall it, you need to do it manually:

Upload Docs*  Project*  Forum*  Shop*

Notepad++ 6.7.9

[ This package was approved as a trusted package on 6/12/2015.

MNotepad++ is a free (as in “free speech” and also as in “free beer”) source code editor and Notepad replacement that
1 5 4 N 8 8 9 supports several languages. Running in the MS Wind itsuse is g d by GPL License.
Downloads

Based on the powerful editing component Scintilla, Notepad++ is written in C++ and uses pure Win32 APl and STL
which ensures a higher execution speed and smaller program size. By optimizing as many routines as possible

4 R 7 5 8 without losing user friendliness, Motepad++ is trying to reduce the world carbon dicxide emissions. When using less
Downloads of v 6.7.9 CPU power, the PC can throttle down and reduce power consumption, resulting in a greener environment.

This project is mature. However, there may be still some bugs and missing features that are being worked on. If you
6 / 1 2 / 2 0 l 5 have any questions or suggestions about this project, please post them in the forums. Also, if you wish to make a
Last update feature request, you can post it there as well, But there's no guarantee that Il implement your request.

You're encouraged to translate Motepad++ into your native tongue if there's not already a translation present in the
Binary Translations page. And if you want, help translating Notepad++ efficial site into your native tongue would be
greatly appreciated.

Software Site

Contact Maintainers
Contact Site Admins
Report Abuse To install Notepad<+, run the ing ¢ from the line or from PowerShell:
Download

| hope you enjoy Notepad++ as much as | enjoy coding it.

> choco install notepadplusplus

To upgrade pad++, run the following c from the line or from PowerShell:

choco upgrade notepadplusplus

Files
Hide

« tools\chocolateylnstall.ps1 Show

Dependencies
notepadplusplus.install (= 6.7.9)
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Now, let's check out another software that we can install and uninstall. This time we
will check out 7-Zip. Here are the details of 7-Zip:

Home About

ZIP

179,373

Downloads

17,276

Downloads of v 9.38

6/1/2015

Last update

Software Site
Software License

Package Specific
Contact Maintainers
Contact Site Admins
Report Abuse
Download

".'_l [

Upload Docs* Project*  Forum* Shop*

This is an installer (*.install) or a portable (*.portable) application package. Learn more about
chocolatey's distinction of installed versus portable apps and/or learn about this kind of package. Note
that the suffix *.app is a synonym for *.install. Similarly, *.commandline and *.tool mean the same as
*.portable. But these suffixes are deprecated in favor of *.install and *.portable, because the latter are
more logical and understandable.

7-Zip (Install) 9.38

‘ This package was approved by moderator gep13 on 6/1/2015.

7-Zip is a file archiver with a high compression ratio.

NOTE: The installer for 7-Zip is known to close the explorer process.

This means you may lose current work. If it doesn't automatically restart explorer, type explorer on the command
shell to restart it.

To install 7-Zip (Install), run the following command from the command line or from PowerShell:

C:\> choco install 7zip.install

To upgrade 7-Zip (Install), run the following c d from the o d line or from PowerShell:

C:

\> choco upgrade 7zip.install

Files
Hide
« tools\chocolateylnstall.ps1 Show

ﬁ- tools\chocolateyUninstall. ps1 Show
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As you can see in the previous screenshot, this has the uninstall file. Now, let's try to
install and uninstall. The following is the installation screenshot:

uppetuser2>choco install 7zip.install -y
vB.9.9.6
Installing the following packages:
zip.i all
By installing you accept licenses for the packages.

/z1ip.inst: v?.38
WARNIN installer is known to close the explorer process.
you may lose current work.

If it doesn’t automatically restart explorer. type
command shell to restart it.

Installing 7zip.install...
7zip.install } heen 1n°tu11ud
The install of ip.install was

This means

‘explorer’ on the

SUGC ul.

hocolatey installed 1/1 package{s>. B8 package{s)> failed.
See the log for details (C:\ProgramData:chocolatey:slogs:chocolatey.log).

C:sUsersspuppetuser2 >

As you can see in the following screenshot, it seems to have been uninstalled
successfully:

sspuppetuser2>choco uninstall 7zip.install -y
T_l y vl.?2.9.6

Unln.talllng the tollnwing packages:

’zip.instal

ip.install v9.38
ninstalling {2317@F69-48C1-2702-A738-A0AAA10AARRA> . . .
{231?3F69 4@01—”?39 8938 ABBAP18000BA> has heen unln.talled.

pping auto unin utolUnins ler feature is not enabled.
p.install has en s fully un talled.

Chocolatey uninstalled 1-1 packages. B packages failed.

See the log for details (C:\ProgramDataschocolatey\logschocolatey.log).

IC:s\Userss\puppetuser2’_

Normally, all the packages should also have an uninstall
package. However, never assume this and check whether it can
be uninstalled correctly. When checked, you will see that most
of the packages do not have an uninstall option. So the uninstall
functionality of Chocolatey is not dependable at the moment.
Another important point is that choco uninstall will not

L give errors, even if it does not uninstall the package.
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Using Chocolatey to install a software

After learning Chocolatey and its limits, we will continue with using Chocolatey
with Puppet. Using both of them together will be a great plus for us and all the
installation process will be much easier. When we manage installations with
Chocolatey in Puppet, we will not need to find the installation package, its version,
and how to run it silently. The installation will be completed with a very little effort.

To use Chocolatey with Puppet, there is a module from Puppet Forge that we
need to install. Go to Puppet Forge website and search for chocolatey. You can
see the module in the following screenshot. We will install the chocolatey/
chocolatey module:

/A puppet

forge

v chocolatey/chocolatey oo rroiectun.  reporissues
e The Chocolatey package provider for Puppet
Latest version is compatible with:
* Windows
Tags: windows, package, net, powershell, chocolatey, microsoft, net-framework, dot-net, package-manager

Use this command to install the latest compatible version:

puppet module install chocolatey-chocolatey

nstalling and upgrading modules download latest tar.gz

To install the module, go to Puppet Master, open a terminal window, and run the
following command:

# sudo puppet module install chocolatey-chocolatey
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The following screenshot shows a successful installation:

puppet@puppetmaster:~% sudo puppet module install chocolatey-chocolatey
[sudo] password for puppet:

Notice: Preparing to install into /etc/puppet/modules ...

Notice: Downloading from https://forgeapi.puppetlabs.com ...

Notice: Installing —- do not interrupt ...
/etc/puppet/modules
chocolatey-chocolatey ( )

puppet@puppetmaster:~%

Now,

it is time to install a software using Chocolatey. For this purpose, we need to

write a module. A sample manifest is as follows:

package { 'notepadplusplus':

}

Now,

ensure => installed|latest|'1.0.0'|absent,
provider => 'chocolatey',
install options => ['-pre',6 '-params','"',6 'paraml', 'param2','"'],

uninstall options => ['-x'],
source => 'https://myfeed.example.com/api/v2"',

let's check the details step by step:

package { 'notepadplusplus':Here, we define the package name that is
listed in https://chocolatey.org/.

ensure: Here, you have different options. installed makes sure that it
is installed. 1atest updates the software whenever there is a new version
athttps://chocolatey.org/. If you give the version number, such as
'1.0.0', it will install this version. absent uninstalls the package. Do not
trust the uninstall functionality as we have mentioned previously!

provider => 'chocolatey': Here, we change the package provider so
that the installation is handled by Chocolatey.

install_options: Normally, the Chocolatey packages are installed silently.
However, you also have the option to use different installation options.

uninstall_options: Here you can put different options, for the
uninstallation.

source: We will not use this one. However, if you have different sources or
your own Chocolatey server, you can reference it here.
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The following is a more simple form that we will normally use. As you can see, it is

very simple to install software using Chocolatey:

package { 'notepadplusplus’:
ensure => installed,
provider => 'chocolatey',

}

As you will remember, we used Workrave as an example before. Now, let's write
a new module that uses Chocolatey, and then compare it with our default first
module to see the differences. We will create a new module named chocoworkrave.

The module structure is as shown in the following screenshot:

chocoworkrave/
L— manifests
L— init.pp

1 directory, 1 file

root@puppetmaster:/etc/puppet/modules# tree chocoworkrave/

root@puppetmaster:/etc/puppet/modules#

Our old module structure, installworkrave, is shown in the following screenshot:

installworkrave/
files
L— workrave-win32-v1.10-installer.exe
manifests
L— init.pp

2 directories, 2 files
root@puppetmaster:/etc/puppet/modules#

root@puppetmaster:/etc/puppet/modules# tree installworkrave/

Here, we can already see that there is less effort required. We do not need to find and
upload the installation file. The following screenshot shows the manifest details for

chocoworkrave:

class chocoworkrave {
package { 'workrave':
ensure => installed,
provider => 'chocolatey',
}
}

# install workrave with chocolatey
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The following manifest shows the details for installworkrave:

E install workrave
class installworkrave {
file { 'c:/windows/temp/workrave-win32-v1.10-installer.exe':
source => 'puppet:///modules/installworkrave/workrave-win32-v1l,1@-installer.exe’,
source_permissions => ignore,

package { 'Workrave 1.1@':

ensure => installed,

source == '¢:/windows/temp/workrave-win32-v1l.1@-installer.exe',
install_options => ['/VERYSILENT'],

require => File['c:/windows/temp/workrave-win32-v1.108-installer.exe'],

¥
1

As you can see, more effort is required with the default provider. You need to find the
exact name of the installation. You need to download the installation and upload it to
server. You need to send the installation to the host. You need to give the installation
options. When you have Chocolatey as provider, you just need to know the package
name.

* The workrave package for Chocolatey has problems, and is

not working properly. So, if you see that your installation is

not working properly, do not spend time with it.

Installing Firefox as an example

First, search Chocolatey for Firefox and find the relevant package:

Home  About Upload Docs” Project* Forum®  Shop*
Search for "firefox” returned 33 packages .
Displaying results 1 - 30. Or subcribe by eman

Include Prerelease Sort By Relevance 5

), Mozilla Firefox 38.0.5

By: mwrock chocolatey

Bringing together all kinds of to make ing better for you. This package installs Firefox in the first language which
matches this list: 1. Install arguments override parameter if present, e.g. “choco install Firefox -packageParameters “l=en-GB"". To get a list
of all available locales have a look at this folder: http://releases.m... More information

188,732 downloads | Tags browser mozilla firefox
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In our example, as you can see in the previous screenshot, the name of the package is
firefox. Now, let's write our module. We can use chocofirefox as a name for our
module. The structure of the module is shown in the following screenshot:

root@puppetmaster:/etc/puppet/modules# tree chocofirefox/
chocofirefox/
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

The manifest details are shown in the following screenshot:

# install firefox using chocolatey
class chocofirefox {
package { 'firefox':
ensure => installed,
provider => 'chocolatey',
H
}

Further, the test results are shown in the following screenshot. We can see that the
installation was a success:

EX Administrator: C:\Windows\system32\cmd.exe o[- !
Microsoft Windows [Uersion 6.1.7680] -

opyright <(c) 2889 Microsoft Corporation. All rights reserved.

IC:“\Userss\puppetl>puppet agent ——test

: /Stagelmainl/Chocof irefox/Packagelfirefoxl/ensure: created
* Finished catalog »un in 48.18 seconds

C:\Users\puppetl>

Installing Chocolatey using Puppet

It may occur to you that installation of Chocolatey to each host may be a burden.
To install Chocolatey automatically on each host, you can use a module named
ceritsc/chocolatey_sw in Puppet Forge. After the installation of this module,
if you assign this module to any of your hosts or host groups, Chocolatey will
be installed on them.

[193]



Installing Software and Updates

Using Chocolatey to update a software

One of the challenges for IT is to keep the client software up to date. It is easy for
Windows updates that can be handled automatically. However, when it comes to
third-party softwares, the updates may become a burden. Next, we will see how
Puppet and Chocolatey deal with updates.

As an example, we will use the Java Runtime installation. We will first install an
older version and see whether it is updated correctly. Here is the package that we

will use:

Home  About

209,327

Downloads

37,344

Downloads of v 8.0.40

3/24/2015

Last update

Software Site
Software License

Package Specific
Contact Maintainers
Contact Site Admins
Report Abuse

Upload Docs* Project® Forum* Shop*

Java Runtime (JRE) 8.0.40

This package was approved by moderator purity on 3/24/2015.

Java allows you to play online games, chat with people around the world, calculate your mortgage interest, and
view images in 3D, just to name a few. It's also integral to the intranet applications and other e-business solutions
that are the foundation of corporate computing.

Note
This is just a metapackage for the latest JRE (currenly JRE 8). Have a look at the jred package for more details.

To install Java Runtime (JRE), run the following command from the command line or from PowerShell:

C:\> choco install javaruntime J

To upgrade Java Runtime (JRE), run the following command from the command line or frem PowerShell:

C:\> choco upgrade javaruntime
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When we scroll down, we will also see some older versions. We will first install the
older version, 7.0.75. We will do it manually from Command Prompt:

Tags

java runtime environment
Version History

Version Downloads Last updated Status
Java Runtime (JRE) 8.0.40 37344 Tuesday, March 24, 2015 approved
Java Runtime (JRE) 7.0.75 h%‘)% Tuesday, January 20, 2015 approved
Java Runtime (JRE) 7.0.71 33383 Wednesday, October 15, 2014 approved
Java Runtime (JRE) 7.0.67.20140930 10899 Tuesday, September 30, 2014

Java Runtime (JRE) 7.0.67.20140907 11577 Saturday, September 6, 2014

Java Runtime (JRE) 7.0.67 11504 Tuesday, August 5, 2014

Java Runtime (JRE) 7.0.65.20140715 6277 Tuesday, July 15, 2014

Java Runtime (JRE) 7.0.60 11900 Thursday, May 29, 2014

Clicking on the older version will give us the details about installing it via
Chocolatey. The following are the details:

Java Runtime (JRE) 7.0.75

This package was approved by moderator ferventcoder on 1/27/2015.

Java allows you to play online games, chat with people around the world, calculate your mortgage interest, and
view images in 3D, just to name a few. It's also integral to the intranet applications and other e-business solutions
that are the foundation of corporate computing.

Note

This package installs the Java version offered at https://www.java.com (currently Java 7). It also sets SPONSORS=0
(see docs).

If you want Java 8, install the jre8 package instead.

This package installs both 32 and 64-bit versions on 64-bit systems. If you only want the version specific to your 05
bitness, install javaruntime-platformspecific instead.

To install Java Runtime (JRE), run the following command from the command line or from PowerShell:

C:\> choco install javaruntime -version 7.0.75

To upgrade Java Runtime (JRE), run the following command from the command line or from PowerShell:

C:\> choco upgrade javaruntime -version 7.0.75
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We can see in the following screenshot that the command successfully installs
Java 7.0.75:

o \U“erﬂnpuppetl)chnto install javaruntime -version 7.8.75 -y
Chocolat ul. 9.9
Indtalllng the fnllnu1n3 packages:

sunt ime

stalling you accept licenses for the packages.

*unt ime =D
loading aruntime 32 bit
Jauadl sun.comnswebapps/download/AutoDL?Bundleld=101467*
stalling Jauaruntlr e
Error npenlng file C:x\Us er“.puppetl\RppData\LuraanU\Sun\Jﬂua\Jlei...G_?S\JauaB
BillDevices.jpg
Error: 2
javaruntime has been installed.
Downloading javaruntime 64 bit
from 'http://javadl.sun.com/webapps/download/AutoDL?Bundleld=10146%"
Installing javarunti
Error opening file sersspuppetisfAppDatasLocalLowsSunsJavasjrel.?.8_75~Javal
BillDevices.Jjpg
Error: 2
Jjavaruntime has been installed.
PﬂTH environment variable does not have C:\Program Files\Java:\jre?-\bin in it. A

nstall of javaruntime was succe Ful.

hocolatey installed 1-1 package{s>. B package(s) failed.
See the log for details {(C:\ProgramData“chocolatey\logs“chocolatey.log).

etl’ i

To update Java, we will create a new module named chocojre. Here is the module
structure for this:

root@puppetmaster:/etc/puppet/modules# tree chocojre/
chocojre/
L— manifests

L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

Here are the details of the module:

# install java runtime using chocolatey
class chocojre {
package { 'javaruntime'’
ensure => latest,
provider => 'chocolatey'
}
}

Now, let's test this and see whether the update works as expected. First, let's be sure
that the correct version was installed from Control Panel\Programs\Programs
and Features in our Windows host. As we can see in the following screenshot,
Chocolatey has installed both 32 and 64-bit versions of Java:
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Q & A &
Control Panel Home ;
Uninstall or change a program
View installed updates To uninstall a program, select it from the list 2nd then click Uninstall, Change, or Repair
& Tum Windows features on or
2 Organize
Install a program from the
network MName Publisher Installed On  Size Version
EF'I(-Z.IM Client 31011 Tim Kosse 2/26/2015 232MB 31011
R SSNEN SO Foiinchl I U Ty
| lava 7 Update 75 Oracle 6/22/2015 120 MB  7.0.750
| Java 7 Update 75 (64-bit) Oracle 6/22/2015 118 MB
RMicrosalt.N TAIEW G o 972015 g5 L S B3
# Microsoft NET Framework 4 Ext... Microsoft Corporat...  3/9/2015 519 MB 19
B Microsoft Visual C++ 2010 x64 R... Microsoft Corporat..  3/9/2015 136 MB 030318
® " Microsoft Visual C++ 2010 «86 R... Microsoft Corporat..,  3/3/2015 110MB 10030315
E¥ Microsoft Windows SDK for Win... Microsoft Corporat...  3/10/2015 7.1.76000.3...
@ Mozilla Firefox 38.0.5 (x86 en-US)  Moazilla 6/22/2015 831MB 3805
i) Mozilla Maintenance Service Mozilla 6/22/2015 246KB 3805

When we test run Puppet, it gives the details as shown in the following screenshot.
As you can see, it has been successful:

C:“Usersspuppetl>puppet agent ——test

Motice: /8Stagelmainl/ChocojresPackageljavaruntime l/ensure: ensure changed *7.0.7
5’ to ‘8.8.48°
Motice: Finished catalog run in 132.68 seconds

C:sUsersspuppetl>_

Re-checking the programs in Windows, we see that the new Java version is installed.
However, there is a little problem; the old version is also there. For most software,
the old version will be no more; however, this is not the case for Java.

Organize *  Uninstall = v B
Name ’ Publisher Installed On  Size Version o
® | FortiClient SSLVPN v4.0.2297 Fortinet Inc. 5/9/2015 391 MB 4.02297
| £+ Java 7 Update 75 Oracle 6/22/2015 120MB  7.0.750
|&Java 7 Update 75 (64-bit) QOracle 118 MB_ 7.0.750
£ Java & Update 45 Oracle Corporation 6/22/2015 JI1ME 80450

£|Java 8 Update 45 (64-bit) Oracle Corporation 6/22/2015 850MB 8.0450

([ ramewor| (o icrosoft Lorporat... 37972010 BEE 3030310

7 Microsoft NET Framework 4 Ext... Microsoft Corporat...  3/9/2015 519MB 4.030319
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Using Puppet and Chocolatey to update
mostly used software

We learned how to use Chocolatey to install and update a software. Now, the next
step is to remove some of the burden from our shoulders. I know that there are
always problems with some of the updates for certain softwares. There are always
new versions and new workload to fulfill.

Here is a list of softwares that we mostly need and are frequently updated. You can,
of course, create your own list:

* The Java Runtime environment

* Adobe Reader

* The Flash Player plugin

* The Flash Player plugin activex

* Firefox

e Chrome

* iTunes

e 7-Zip
After creating the list of softwares, our next step is to check https://chocolatey.
org/ and find their package names:

* The Java Runtime environment: javaruntime

* Adobe Reader: adobereader

* The Flash Player plugin: flashplayerplugin

* The Flash Player plugin activex: flashplayeractivex

* Firefox: firefox

e Chrome: google-chrome-x64

* iTunes: itunes

e 7-Zip: 7zip
After learning each of the package's name, you can use one module and put all of
them in it, or you can create one module for each of them. It will be better if we
stick to the second option. Sometimes, there are cases where you should not update
a software. For example, your document management software may be using an
older version of Java. Upgrading it to the newer version may just cause problems

for the users. In this case, you may have to use different update policies for different
softwares. Keeping the modules separate will help you to easily differentiate.
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The example manifest for 7-Zip is as follows:

# install 7zip using chocolatey
class choco7zip {
package { '7zip':
ensure => latest,
provider => 'chocolatey',

}
}

Here, by just changing the class name and package name, you can create many
different modules to update different kinds of software. When you are done with
these modules, you will never have to deal with the Java, Adobe, or Flash updates.
This will increase your end user satisfaction, as they will not see the popups of the
software updates, which they cannot complete because of missing admin rights.
Also, it will help your security and you will have your updates implemented sooner.
The on-time updates will patch the security problems and vulnerabilities.

If you want to keep the updates in one class, you can use the following sample class.
In this class, you only need to add additional package names:

# update software using chocolatey
class choco7zip {

Spackages = [ "javaruntime", "adobereader", " flashplayerplugin" ]

package { S$packages:
ensure => latest,
provider => 'chocolatey',

}
}

_ One more detail you need to know is that you can also use the

% latest option for installation. So instead of writing ensure =>

s installed, ensure => latest will help you to install the
latest version and keep it updated.

Updating the Puppet agents

One of the challenging tasks we may have is to update of the Puppet agents. Before
updating the agents, ensure that the agent version is never higher than the server
version. Thus, we should first start updating our server.
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Updating the server

Before updating your server, ensure that you have a backup. The easiest method to
update is to write the following commands. These two commands will update your
Linux server and if there are any updates related to Foreman and Puppet, they will
also be implemented:

$ sudo apt-get update
$ sudo apt-get upgrade -y

The following screenshot shows that there are many updates for the server:

puppet@puppetmaster:~$ sudo apt—-get upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following package was automatically installed and is no longer required:
python-pyinotify

Use 'apt-get autoremove' to remove it.

The following packages have been kept back:
foreman foreman-proxy linux—generic-lts-utopic
linux-headers—-generic-lts—-utopic linux-image-generic-lts-utopic
ruby-foreman-bootdisk ruby-hammer-cli ruby-hammer-cli-foreman

The following packages will be upgraded:
apparmor binutils cpp-4.8 foreman-cli foreman-installer foreman-postgresql
g++-4.8 gcc-4.8 gcc-4.8-base initscripts libapparmor-perl libapparmoril
libasan® libatomicl libgcc-4.8-dev libgompl libitml libnumal libpg-dev
libpg5 libquadmath® libssl-dev libssl-doc 1libss11.0.® libstdc++-4.8-dev
libstdc++6 libtsan® linux-libc-dev openssl patch postgresql-9.3
postgresql-client-9.3 sysv-rc sysvinit-utils wpasupplicant

35 upgraded, @ newly installed, @ to remove and 8 not upgraded.

Need to get 40.1 MB of archives.

After this operation, 6,337 kB of additional disk space will be used.

Do you want to continue? [Y/n]

After some major updates, the server may require a restart. In this case, write the
following command to restart your server:

$ sudo reboot
To check the Puppet Server version, write the following command:
$ puppet --version

The following screenshot shows the output for the Puppet version. As you can see, it
is 3.8.1 in the server:

puppet@puppetmaster:~$ puppet —-version
3.8.1
puppet@puppetmaster:~%
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Updating the agents with Chocolatey

In Chapter 2, Installing Puppet Agents, and in the Installing the Puppet agent on multiple
clients section, we learned how to install the clients on multiple hosts. You can also
stick to this option to send the new version of Puppet agent. However, in a corporate
environment, if laptops are used, it may be hard to find every host while sending the
update. Trying to find online computers and sending the updates again and again
may become a burden for you. It will be much easier if Puppet also handles its

agent updates.

Let's check the version in one of our hosts. We can see in the following screenshot
that the current version is 3.7.4:

C:\Userss\puppetl>puppet agent ——version

3.7.4

C:sUsersspuppetl>_

Now, we will upgrade it to version 3.8.1. To do this, search for puppet at
https://chocolatey.org/. The following screenshot shows the puppet package:

Puppet 3.8.1

This package was approved by moderator gep13 on 6/1/2015.

Puppet Open Source is a flexible, customizable framework available under the Apache 2.0 license designed to help
system administrators automate the many repetitive tasks they regularly perform. As a declarative, model-based
approach to IT automation, it lets you define the desired state - or the “what” - of your infrastructure using the
Puppet configuration language. Once these configurations are deployed, Puppet automatically installs the necessary
packages and starts the related services, and then regularly enforces the desired state. In automating the mundane,
Puppet frees you to work on more challenging projects with higher business impact.

Puppet Open Source is the underlying technology for Puppet Enterprise and runs on all major Linux distributions,
major Unix platforms like Solaris, HP-UX, and AIX, and Microsoft Windows.

Puppet 3.7.0 is the first version that includes an 64-bit version of Puppet. Some adjustments may need to be met to
upgrade to the x64 version. If you want to continue with more compatibility, please upgrade with choco update
puppet -x86.

To install Puppet, run the following command from the command line or from PowerShell:

C:\> choco install puppet

To upgrade Puppet, run the following command from the command line or from PowerShell:

C:\> choco upgrade puppet
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This is already the version we require. While testing this package, the default

installation causes a restart. We do not want to disturb the users with a restart. So,
we will overwrite its parameters. To do this, we need to first check the installation
parameters of the puppet installation file. You can download the installation from

https://downloads.puppetlabs.com/windows/. After the download, write
the package name followed by /2 in Command Prompt. This will show you the
installation option similar to the one shown in the following screenshot:

nistrator: C:\W

: test Windows Installer
Run of Puppet configuration client alread

Data-PuppetLabs/puppet/var/statesagent_catal

</package | /i> <Product msi>
nstalls or configures a product
/a <Product msi>

C:sUsersspuppetl>puppet agent ——test
Uninstalls the product

rsspuppetl>puppet agent —-test Display Options

Help information
Restart Options

norestart h

5725

Administrative install - Installs a product on the netw
j<ulm> <Product msi> [4 <Transform List>] [/g <Language ID

Advertises a product - m to all users, u to cument us:|
otice: Finished catalog »un in 8.85 seconds </uninstal | /x> <Product msi | ProductCode>

Jquiet
Quiet mode. no user interaction
passive
Unattended mode - progress bar only
/qlnbif]
seconds Sets user interface level
n-No Ul
b - Basic U
r - Reduced Ul
f - Full Ul (default)
help

15
6-18.-2015
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In the previous screenshot, you can see that we need two options, /norestart and
/quiet, to install the agent silently and prevent a reboot. After learning these details,
we are ready to continue with the manifest details.

We will create a module named puppetagent. The following screenshot shows the
module structure:

puppetagent/
manifests
L— init.pp

1 directory, 1 file
root@puppetmaster:/etc/puppet/modules#

Here are the manifest details:

: install puppet agent using chocolatey
class puppetagent {
package { 'puppet’:

ensure == '3.8.1°',
install_options => ['-override', '-installArgs', '"', '/QUIET', '/NORESTART', '"'l,
provider => 'chocolatey’,

}
}

In these details, we can see two more installation options:

* -override: This option is used to override any options that were defined

* -installArgs: This is used to indicate that there are new
installation arguments

M Always use the version number to prevent problems. This will
Q ensure that you are not having a version newer than your server
and that you have full control over the Puppet agent versions.
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After completing all the details, it is test time again. Let's see what happens when we
do a test run:

otice: Finished catalog run in 87.81 seconds

N\UsersspuppetiNDocuments>puppet agent ——version

UsersspuppetisDocuments >puppet agent ——test

otice: Finished catalog »un in 1.94 seconds

:slUsersspuppetisDocuments > i

The previous screenshot shows that it first gives an error. Although, we have put the
NORESTART option, it tries to execute the shutdown /a command, which causes an
error code with 1116. However, when we check the version, we can see that the update
is successful. Finally, the next run gives no error as the installation is successful.
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Installing Puppet 3.7.5 gives no error, However, the 3.8.1 version

gives an error, which is not important. This is again the case when

we may see in new open-source technologies. Putting everything
\l together, it will be best to test any module with Chocolatey before
going live.
Another problem is that sometimes, the update may not correctly
run and you may need to correct it manually on the host. If your
Puppet agent does not run correctly anymore, use the following
command in Command Prompt to fix the agent: choco install
puppet -version 3.8.1 -force.

Uninstalling a software

After learning the different ways of installing a software, now we will learn how to
uninstall a software. At times, you may need to remove some softwares from each
client. Instead of dealing with them one by one, you can use Puppet and automate the
removal process. For this purpose, it is fine to use the package resource of Puppet.

As an example, we will uninstall the older versions of Java. In the following screenshot,
you can see that we have both Java 7 and 8 installed. We can remove version 7:

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall =5 o
Name : Publisher Installed On  Size Version
FileZilla Client 3.10.1.1 Tim Kosse 2/26/2015 232MB 31011
® 7 FortiClient SSLVPN 94.0.2? For‘(in% Inc. 5(‘3;'2.;15 391 MB_4.0.2297
| £:/Java 7 Update 75 Oracle 6/22/2015 120 MB  7.0.750
|| Java 7 Update 75 (64-bit) Oracle 6/22/2015 118 MB  7.0.750
| £} Java 8 Update 45 Oracle Corporation 6/22/2015 771 MB  8.0450

£ Java 8 Update 45 (64-bit) Oracle Corporation 6,/22/2015 3-9,0 MB  8.0.450

12 Microsoft NET Framework 4 Cli... Microsoft Corporat...  3/9/2015 388ME 4030319
12 Microsoft [NET Framework 4 Ext.. Microsoft Corporat...  3/9/2015 519MB 4.0.30319
= Microsoft Visual C++ 2010 %64 R, Microsoft Corporat..  3/9/2015 136 MB  10.0.30319
[ Microsoft Visual C++ 2010 »86 R... Microsoft Corporat..  3/9/2015 11.0MB 10.0.30319
&Y Microsoft Windows SDK for Win... Microsoft Corporat...  3/10/2015 7.1.7600.0.3...
@ Mozilla Firefox 38.0.5 (86 en-US)  Mozilla 6/22/2015 831 MB 3805

L) Mozilla Maintenance Service Mozilla 6/22/2015 246 KB 3805

® 7| Oracle VM VirtualBox Guest Addi... Oracle Corporation  10/16/2014 43160

"7 0rca Microsoft Corporat...  3/9/2015 397 MB  5.0.7693,0000
B8 Procpcc Hacker 2 35 (/SROR) wid? S2572018 ARG MEB 23505808
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Here, we will uninstall two packages: Java 7 Update 75 and Java 7 Update 75 (64-
bit). We have already created a module for Java Update: chocojre. Now, let's
modify it so that it does not only install the latest version, but also uninstalls the
older one. We will, also, require the latest version before uninstalling the previous
version. There is no easy way to remove all older versions. So, we need to specify
each of them manually. For uninstalling, the only change we need to add is ensure
=> absent. The following screenshot shows the modified manifest:

# install java runtime using chocolatey
class chocojre {
package { 'javaruntime':
ensure => latest,
provider => 'chocolatey',
}

package { 'Java 7 Update 75':
ensure => absent,
require => Package['javaruntime'],

}

package { 'Java 7 Update 75 (64-bit)"':
ensure => absent,
require => Package['javaruntime'],

}
}

Here are the test run results:

C:“UsersspuppetisDocuments >puppet agent ——test

Motice: /Stagelmainl/ChocojresPackageJava 7?7 Update 751/ensure: removed
Motice: /8tagelmainl/ChocojresPackage[Java 7?7 Update ?5 {(64-hit)l/ensure: removed

Motice: Finished catalog run in 125.87 seconds

C:\UsersspuppetisDocuments >
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At times, there are leftovers from the upgraded software; it is a good idea to remove
the older versions. It will be much easier to use one module to update the same
software and uninstall its older versions.

Uninstalling an older version of a software
that cannot be differentiated by its name

Assume that we have a case where there are two versions of a software installed.
We want to install the older version. However, we cannot differentiate them by
their names because they are identical. We had this situation after upgrading
Puppet. As you can see in the following screenshot, there are two different
Puppet agent versions installed with the same name:

Name

| £:Java 8 Update 45 (64-bit)

7 Microsoft .NET Framework 4 Cli...
--?‘-Microsoft NET Framework 4 Ext...

@ Mozilla Firefox 38.0.5 (x86 en-US)
‘L) Mozilla Maintenance Service

: (8 proce ker 2.35 (S898)

(7] Microsoft Visual C++ 2010 x64 R...
= | Microsoft Visual C++ 2010 x86 R...
£7 Microsoft Windows SDK for Win...

(=] Oracle VM VirtualBox Guest Addi...

Publisher

Oracle Corporation

Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...

Mozilla
Mozilla

Oracle Corporation

Microsoft Corporat...

P

Installed On

6/22/2015
3/9/2015
3/9/2015
3/9/2015
3/9/2015
3/10/2015
6/22/2015
6/22/2015
10/16/2014
3/9/2015
9252015

£\ Puppet (64-bit)

| £\ Puppet (64-bit)
E& PUTTY version 0.63

@Trend Micro Antivirus+

(" Visual Studio 2012 x64 Redistribu...
(87 Visual Studio 2012 x86 Redistribu...

Puppet Labs
Puppet Labs
Simon Tatham
Trend Micro Inc.
AVG Technologies

AVG Technologies ...

4/21/2015
6/23/2015
TAEAT
5/25/2015
5/25/2015
5/25/2015

Version

8.0450
4.0.30319
4.0.30319
10.0.30319
10.0.30319
7.1.7600.0.3...
3805

3805
4316.0
5.0,7693,0000
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Here, if we use ensure => absent, both the packages will be removed. In this case,
the Puppet connection will be lost. Here, we will need a slightly advanced approach.
Now, we know that the Puppet agent installation is an MSI package. Checking the
registry details, we can find its uninstall string. We will run regedit .exe and go to
the HKILM\ Software\Microsoft\Windows\CurrentVersion\Uninstall folder. Here,
we need to find Puppet version 3.7.4. The following screenshot shows the details:

H Registry Editor

File Edit View Favortes Help

SicleBySide
SMDEn
sMi

Symcmgr

TabletPC
Telephony

Themes
Fl Uninstall

StructuredQuery

SysPrepTapi

ThemeManager

'l

{23170FE9-40C1 -2702-0938 -000001 00000
[26A24 AE4-0390-4 CA4-ETE4 - 2FBE41B045
[31563360-BE44-3571 - AGFE- AES1D3D656-
{6CBD7973-31F9-32E1 -AB20-BDDA579103
[BCTISETD-AT91-4DAS-BCC3-6ABTII6R.
[BE34632C-8118-31F1-BCAC-98CDIAGTSEL

{9241 0505-58E0-47CF-97A1-5E195F02F AL =

[ADBOFOZC-4108-3D€3-9740-EC4CI0902*

. {ABBDMBAE-6T03-40D2-ABLE-SBBIFTDBA

{ABBLJBAS-6703-4002-AE1E-5BBIFTDE
{BC198601-399E-4E00-8DCF-3316339403
{DASE3T1C-6333-3D8A-03A4-6FDSB20BC

[FSBOICFD-FOB2-36AF-8DF4-10F6BEIFC.

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Mi i\ Windows\ C

Name

ab| (Default)

b Authorized CDFP..
b Comments

ab Contact

ab| Displayhlame
ab| DisplayVersion
7% EstimatedSize
2] HelpLink

b HelpTelephone
ab|InstaliDate

48/ InstaliLocation
3 InstallSource
4 Language

a8 ModifyPath
# NoModity

k| Publisher

At Readme

ab] Size

48 URLInfeAbout
At URLUpdatelnfo
fersion

P Versienhaior

Type

REG_SZ

REG_SZ

REG_SZ

REG_SZ

REG_SZ

REG_SZ

REG_DWORD

REG_EXPAND 52

REG_SZ

REG_5Z

REG_5Z

REG_SZ

REG_DWORD

REG_EXPAND_ST

REG_DWORD

REG_5Z

REG_5Z

EG
G_EXPAND SZ

REG_SZ

REG_SZ

REG_DWORD

REG DWORD

=y |
Data =
(value not set)

Puppettﬁ»l-hlt]w

374

0001 befa (113914)
http//links.puppetlabs.com/customer-support-foss

20150421

C:\Program Files\Puppet Labs\Puppet)
WWWIN-BAGZOBXNIW Users\ Administrator Deskt...
000000409 (1033)

MsiExec.exe (X{92410505-58E0-47CF-97 A1 -5E195F .
0:00000001 (1)

Puppet Labs

MsiExec.exe (X{924105305-58E0-47 CF-97AL -5E195F...

03070004 (50790404)
00000003 (3) ol

IM{9241 D505-53E0-47CF-O7AL-SE195F02FAG |

Here is the full uninstall string:

MsiExec.exe /X{9241D505-58E0-47CF-97A1-5E195F02FA94}

We will also add /¢ so it uninstalls quietly. The new command becomes:

MsiExec.exe /Q /X{9241D505-58E0-47CF-97A1-5E195F02FA94}

When you run the uninstallation of older Puppet agents, it also
breaks the newer ones. So, this is just an example to show you how to
~ uninstall older packages. Normally, installation packages automatically
Q remove the older version. However, it is not always the case as we see
in Puppet agent and Java. As Puppet older uninstallation file breaks
the newer one, never use this code in production.
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We will add our uninstallation code to our puppetagent module. Also, we are
inserting a condition that the uninstallation will only work when the Puppet agent
version is 3.8.1. This will prevent the uninstallation from working, when the running
version is an older one. The following screenshot shows our module with new details:

B install puppet agent using chocolatey

class puppetagent {

ge { 'puppet':
re == '3.8.1',

s == ['-override', '-installArgs', '"', '/QUIET', '/NORESTART', '"'l,
=> 'chocolatey',

: spuppetversion == '3.8.1' {
exec { 'uninstallPuppet3.7.4':

commanc => 'MsiExec.exe /Q /X{9241D585-58E@-47CF-97A1-5E195F@2FA94}",
=> 'C:\Windows\System32"',

Summary

In this chapter, we learned how to install a software using the Puppet package
resource. Then, we continued with the details and usage of Chocolatey. Later, we
used both Puppet and Chocolatey in tandem to make our installations and updates
much easier. We also checked out some of the softwares that are most used and how
to always keep them updated. Finally, we learned how to update Puppet agents and
uninstall a software.

We have completed our last chapter, so the book has also come to an end. If you

want to learn more about Puppet, there are many more books about it. The Puppet
documentation is, also, one of the places you may check out from time to time. If you
have problems and need to ask questions, there are different options available such as:

* For Enterprise users, Puppet has commercial support at
https://tickets.puppetlabs.com/secure/Dashboard. jspa

* Google groups such as puppet-users and puppet-bugs
* The #puppet IRC channel on freenode

[209]



https://tickets.puppetlabs.com/secure/Dashboard.jspa 




A

Access Control Entries (ACE) 98
Access Control Lists (ACL)
about 97, 98
file, locking from user changes 103
folder permissions, modifying 99-101
permissions, purging 102

C

capitalize function 130
Chocolatey
about 182
installing 182-184
software, uninstalling with 185-188
URL 190, 198
used, for installing software 189-192
used, for updating agents 201-205
used, for updating software 194-196
used, for updating used software 198, 199
commands
running 81-83
running, on certain conditions 84, 85
custom facts
adding 112-114
Windows users, adding as 114, 115

D

downcase function 130

F

files
uploading 73-75

Index

Firefox
installing, with Chocolatey 192, 193
firewall
about 103
rule example 104, 105
URL 103, 104
firewall rules
about 29
defining 30-32
iptables rules, making persistent 32
ports, checking 29, 30
folders
creating 75
Foreman
hosts statuses, checking 159
installing 11, 12
interface 13, 14
module class, importing 69, 70
report details of hosts, checking 166-170
FortiClient SSLVPN
URL 124
fully qualified domain name
(FQDN) 6,154

H

host groups
about 60
hosts, assigning to 62, 63
managing 60-62
hosts file
locking 139-142
hosts statuses, from Foreman
audits 162, 163
checking 159-162
facts 164

[211]



report list 164 module class, importing in Foreman

YAML Ain't Markup Language class, assigning to host 70, 71
(YAML) 165, 166 class, assigning to host group 72
hosts statuses, from terminal steps 68, 69
checking 170
facts 172 N
host YAML files 171,172
logs, checking 174 necessary ports
node.rb 170,171 allowing 148-153
Puppet SSL certificates 173 node certificates
deleting 59
| displaying 57, 58
managing 57
incoming traffic signing 58
denying 148-153 ntp module
infrastructure statistics URL 168
checking 158
Inno Setup switches (@)
URL 179
Orca 41
L P
Linux
key, connecting from 27 PDQ Deploy
using, with Puppet 2, 3 about 44
local administrator passwords URL 44
creating 153 Pluggable Authentication Modules
generating, ruby code 155 (PAM) 18
module, writing 154, 155 Process Hacker
password function 153, 154 URL 144
testing 156 Pugpe: 15
Long Term rt (LT about 1,
ong Term Support (LTS) facts 109
M functions 129
installing 4
module installing, with Chocolatey 193
about 65 server, installing 3
directory structure 67 templates 120
files folder 65 used, for updating used software 198, 199
for creating files and folders 66 using, with Linux 2,3
Hello World module 66, 67 using, with Windows 2, 3
layout 65, 66 virtual appliance, URL 1
lib folder 66 Puppet agent
manifest file, creating 67, 68 certificate, signing 38-40
manifests folder 65 downloading 35-38
structure 65 installing 35-38
templates folder 66 installing, on multiple clients 40
URL 66 server, updating 200

[212]



updating 199
updating, with Chocolatey 201-205
URL 35
Puppet agent installation, on multiple
clients
about 40
domain controller, using to push
agents 50-56
MSI file, modifying 41-43
software, used for pushing 44-50
Puppet facts
about 109, 110
using, in manifests 111, 112
Puppet Forge
approved level 89, 90
modules, installing from 90, 91
supported level 89
URL 89
Puppet functions
about 129
first function 132, 133
stdlib functions 130
Puppet installation
DNS, setting 6-9
FQDN, setting 5, 6
gateway, setting 6-9
hostname, setting 5
repositories, adding 9, 10
static IP, setting 6-9
steps 10, 11
Puppet server
connecting, with SSH 4
installing 3
Puppet templates
about 120-123
example, for editing registry
keys 124-129
pw_hash function 131

R

reboot module
about 106-108
URL 106

registry
limitations 96
managing 92-94
manifests, writing 94-96
Ruby
URL 120

S

Security Account Manager (SAM) 153
security-related services
testing 144-147
server, securing
about 15
backups 16
firewall rules 29
root account, avoiding 17
SSH, using with key file 20
updates, checking 16
user password policy 18
services
managing 76-80
software
installing, with Chocolatey 184-192
installing, with package resource 177-181
older version of installed software,
uninstalling 207, 208
uninstalling 205, 206
uninstalling, with Chocolatey 185-188
updating, with Chocolatey 194-196
SSH, using with key file
about 20
connecting, from Linux 27
converting, to PuTTY format 22-27
public and private key, creating 21, 22
SSH logins, disabling with password 28
Startup folder
locking 135-138
stdlib functions
about 130
capitalize function 130, 131
downcase function 130, 131
pw_hash function 131
upcase function 130, 131
URL 130

[213]




T

terminal
hosts statuses, checking 170
logs, checking 174-176

Trend Micro antivirus software
URL 144

U

unnecessary services
terminating 142-144
upcase function 130
user password policy
10 char complex password, using 18
about 18
account lock, locking 19, 20
old passwords, avoiding 18
password expiry 19
users
comment attribute 85
ensure attribute 85
groups attribute 85
home attribute 85
manage home attribute 85
managing 85-88
name attribute 85
password attribute 85

\'

version control system (VCS) 16
VirtualBox
URL 3

w

Windows
using, with Puppet 2, 3
Windows users
adding, as custom facts 114, 115
condition, setting 115
necessary libraries, including 115
registry values, searching 116-120
variables with empty values, defining 115
winfirewall class 150
Workrave
about 177
URL 177

Y

YAML Ain't Markup Language
(YAML) 165,166

[214]



enterprise &

professional expertise distilled

PUBLISHING

Thank you for buying
Learning Puppet for Windows Server

About Packt Publishing

Packt, pronounced 'packed', published its first book, Mastering phpMyAdmin for Effective MySQL
Management, in April 2004, and subsequently continued to specialize in publishing highly
focused books on specific technologies and solutions.

Our books and publications share the experiences of your fellow IT professionals in adapting
and customizing today's systems, applications, and frameworks. Our solution-based books give
you the knowledge and power to customize the software and technologies you're using to get
the job done. Packt books are more specific and less general than the IT books you have seen in
the past. Our unique business model allows us to bring you more focused information, giving
you more of what you need to know, and less of what you don't.

Packt is a modern yet unique publishing company that focuses on producing quality,
cutting-edge books for communities of developers, administrators, and newbies alike.
For more information, please visit our website at www . packtpub . com.

About Packt Enterprise

In 2010, Packt launched two new brands, Packt Enterprise and Packt Open Source, in order
to continue its focus on specialization. This book is part of the Packt Enterprise brand, home
to books published on enterprise software - software created by major vendors, including
(but not limited to) IBM, Microsoft, and Oracle, often for use in other corporations. Its titles
will offer information relevant to a range of users of this software, including administrators,
developers, architects, and end users.

Writing for Packt

We welcome all inquiries from people who are interested in authoring. Book proposals should
be sent to author@packtpub. com. If your book idea is still at an early stage and you would
like to discuss it first before writing a formal book proposal, then please contact us; one of our
commissioning editors will get in touch with you.

We're not just looking for published authors; if you have strong technical skills but no writing
experience, our experienced editors can help you develop a writing career, or simply get some
additional reward for your expertise.


www.packtpub.com

enterprise 8

professional expertise distilled

PUBLISHING

Creating Mobile Apps
with Sencha Touch 2

Creating Mobile Apps with

Sencha Touch 2
ISBN: 978-1-84951-890-1 Paperback: 348 pages

Learn to use the Sencha Touch programming
language and expand your skills by building 10
unique applications

1. Learn the Sencha Touch programming
language by building real,
working applications.

2. Each chapter focuses on different features
and programming approaches; you can decide
which is right for you.

3. Full of well-explained example code and rich
with screenshots.

Sencha MVC Architecture
ISBN: 978-1-84951-888-8 Paperback: 126 pages

A practical guide for designers and developers to
create scalable enterprise-class web applications in
Ext]S and Sencha Touch using the Sencha

MVC architecture

1. Map general MVC architecture concept to
the classes in Ext]S 4.x and Sencha Touch.

2. Create a practical application in Ext]S as well
as Sencha Touch using various Sencha MVC
Architecture concepts and classes.

3. Dive deep into the building blocks of the
Sencha MVC Architecture including the class
system, loader, controller, and application.

Please check www.PacktPub.com for information on our titles



enterprise 8

professional expertise distilled

PUBLISHING

Learning Ext JS 4
ISBN: 978-1-84951-684-6 Paperback: 434 pages

Sencha Ext ]S for a beginner
1. Learn the basics and create your first classes.

2. Handle data and understand the way it works,
create powerful widgets and new components.

3. Dig into the new architecture defined by Sencha
and work on real world projects.

Ext JS 4 Web Application

Development Cookbook
ISBN: 978-1-84951-686-0 Paperback: 488 pages

Over 110 easy-to-follow recipes backed up with
real-life examples, walking you through basic Ext
JS features to advanced application design using
[ Tk anawer to common robisms | Sencha's Ext JS

Ext JS 4 Web Application 1. Learn how to build Rich Internet Applications
Development Cookbook with the latest version of the Ext JS framework
in a cookbook style.

2. From creating forms to theming your
interface, you will learn the building blocks for
developing the perfect web application.

3. Easy to follow recipes step through practical
and detailed examples which are all fully
backed up with code, illustrations, and tips.

Please check www.PacktPub.com for information on our titles



	Cover
	Copyright
	Credits
	About the Author
	About the Reviewers
	www.PacktPub.com
	Table of Contents
	Preface
	Chapter 1: Installing Puppet Server and Foreman
	The differences between using Puppet with Windows and with Linux
	Installing Puppet Server
	Connecting your server with SSH
	Installing Puppet

	Installing Foreman
	The Foreman interface
	Keeping your server secure
	Backups
	Keeping your server up to date
	Do not enable root account
	The user password policy
	Do not use old passwords that have been used before
	Using at least a 10 char complex password
	Expiring password expires in 90 days
	Locking account lock

	Using SSH with key file to connect
	Creating the public and private key
	Getting the key to your computer and converting it into the PuTTY format
	Connecting from Linux
	Disabling the SSH logins with a password

	The firewall rules
	Checking which ports to keep open
	Defining firewall rules
	Making the iptables rules persistent


	Summary

	Chapter 2: Installing Puppet Agents
	Downloading and installing the 
Puppet agent
	Signing the certificate

	Installing the Puppet agent on multiple clients
	Modifying the MSI file
	Using software to push the agents
	Using a domain controller to push the agents

	Managing the node certificates
	Displaying the certificates
	Signing the certificates
	Deleting the certificates

	The host groups
	Managing the host groups
	Assigning the hosts to hosts groups

	Summary

	Chapter 3: Your First Modules
	The module structure
	The module layout
	Modules for creating the files and folders
	The Hello World module
	Creating the directory structure
	Creating the manifest file

	Importing the module class in Foreman
	Assigning the class to a host
	Assigning the class to a host group

	Uploading files
	Creating folders
	Managing services
	Running commands
	Running the command on certain conditions

	Managing users
	Summary

	Chapter 4: Puppet Forge Modules for Windows
	Installing modules from Puppet Forge
	Managing the registry
	Writing the manifests
	Limitations with the registry module

	The access control list
	Changing the permissions of a folder
	Purging permissions
	Purging permissions and locking a file from user changes

	Firewall
	The Firewall rule example

	The reboot module
	Summary

	Chapter 5: Puppet Facts, Functions, and Templates
	Puppet facts
	Using the facts in manifests

	Adding the custom facts
	Adding Windows users as custom facts
	Making sure our code works only for Windows
	Including the necessary libraries
	Defining your variables with empty values
	Finding the registry values


	The Puppet templates
	An example template to edit the registry keys

	The Puppet functions
	The stdlib functions
	Some string functions – downcase, upcase, and capitalize
	The pw_hash function

	Your first function

	Summary

	Chapter 6: Using Puppet for Windows Security
	Locking the Startup folder
	Locking the hosts file
	Stopping unnecessary services
	Making sure that the security-related services are running
	Denying all incoming traffic and allowing only the necessary ports
	Making the local administrator passwords unique
	The password function
	The module
	The Ruby code to generate the password
	The test

	Summary

	Chapter 7: Reporting and Monitoring
	Checking the infrastructure statistics
	Checking the statuses of hosts from Foreman
	Audits
	Facts
	Reports
	YAML

	Checking the report details of hosts 
from Foreman
	Checking the statuses of hosts from the terminal
	node.rb
	The host YAML files
	Facts
	The Puppet SSL certificates
	Checking the logs from the terminal

	Summary

	Chapter 8: Installing Software and Updates
	Installing a software with package resource
	What is Chocolatey?
	Installing Chocolatey
	Installing software with Chocolatey
	Uninstalling a software with Chocolatey

	Using Chocolatey to install a software
	Installing Firefox as an example
	Installing Chocolatey using Puppet

	Using Chocolatey to update a software
	Using Puppet and Chocolatey to update mostly used software
	Updating the Puppet agents
	Updating the server
	Updating the agents with Chocolatey

	Uninstalling a software
	Uninstalling an older version of a software that cannot be differentiated by its name

	Summary

	Index

