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Preface

Cloud computing has been a buzzword in the IT industry for some time, and there
are several cloud providers on the market. Microsoft Azure is Microsoft's cloud
offering. Microsoft Azure has evolved very quickly over the last few years and now
offers a comprehensive set of services, including Infrastructure as a Service (IaaS). In
this book, we will start by explaining what is meant by some cloud terminology. We
will take a look at how we can deploy both Windows/Linux-based virtual machines
in Azure. We will take a look at how to set up a virtual network, so that our cloud-
based resources can communicate with each other. Much like an on-premises server,
our cloud-based servers will need to be monitored for any potential issues, and we
will take a look at how we can design cloud systems that are both highly available
and fault-tolerant.

What this book covers

Chapter 1, Introduction to Microsoft Azure Cloud Services, discusses some of the
terminology around cloud, from the services offered to some of the specific
features available in Microsoft Azure. You should be able to differentiate
between a public and private cloud.

Chapter 2, Creating and Deploying a Windows Virtual Machine, shows you how we
can create a new Windows-based virtual machine in Microsoft Azure. We will
take a look at how we can connect to and work on the virtual machine and how
we can control the VM using PowerShell. Finally, we will see how we can convert
an existing server and make it an Azure-based VM.

Chapter 3, Deploying Linux Virtual Machines on Azure, shows you how we can create
and configure a Linux-based virtual machine in Microsoft Azure's cloud. We will
take a look at the different flavors of Linux available, how we can create the virtual
machine, how we can use the command-line interface and Putty, and how we can
connect via RDP to work with Linux.

[v]
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Chapter 4, Virtual Networks, shows you how we can create a virtual network in Azure.
We will take a look at how we can approach moving an existing virtual machine to

a new virtual network and what is needed to configure point-to-site connectivity

for hybrid networks that allow you to combine your on-premises network with

your cloud-based resources.

Chapter 5, Managing and Monitoring Virtual Machines, shows you how we can set up
and collect the diagnostic information on our cloud-based virtual machine. We will
take a look at what we need to do in order to store this information in the cloud and
also how we can integrate the monitoring with on-premises tools, such as SCOM.

Chapter 6, Microsoft Azure and Active Directory, discusses the options that are available
to you when it comes to making use of Microsoft Azure Directory Services. We will
take a look at how we can create a cloud-based directory and discuss the options
available for integrating your on-premises Active Directory with the cloud.

Chapter 7, High Availability and Disaster Recovery for Azure Virtual Machines, shows you
the High Availability options that you have when configuring virtual machines in
Azure. You have a number of options available to you when you configure both your
Azure-based VMs to be highly available, including the ability to create availability sets.
You can make use of site recovery to use the Azure cloud as a disaster recovery site for
both your cloud-based virtual machines and on-premises Hyper-V virtual machines.

What you need for this book

All you need for this book is a subscription to Microsoft Azure. In this case, it's
perfectly acceptable to use the free trial subscription.

Who this book is for

This book is for system administrators and developers who want to get an
understanding of how to deploy virtual machines to the cloud.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

[vil



Preface

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Then, you are ready to upload your .vhd file."

A block of code is set as follows:

New-AzureAlert
-alertName "High CPU" °
-alertDescription "Higher than 85% CPU utilization"

~

~

-subscriptionId $subscriptionId
Any command-line input or output is written as follows:

Add-AzureVhd -Destination "<BlobStorageURL>/<vhdimages>/<VHDName>.vhd"
-LocalFilePath <PathToVHDFiles

New terms and important words are shown in bold. Words that you see on the
screen, for example, in menus or dialog boxes, appear in the text like this: "Click
on the Create Storage Account button to create the storage account."

& Warnings or important notes appear in a box like this.
i

!

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it
helps us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub. com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code

You can download the example code files from your account at http: //www.
packtpub. com for all the Packt Publishing books you have purchased. If you
purchased this book elsewhere, you can visit http: //www.packtpub.com/support
and register to have the files e-mailed directly to you.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the
screenshots/diagrams used in this book. The color images will help you
better understand the changes in the output. You can download this file
from https://www.packtpub.com/sites/default/files/downloads/
B04124 ColoredImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books —maybe a mistake in the text or the
code —we would be grateful if you could report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book.
If you find any errata, please report them by visiting http: //www.packtpub.com/
submit-errata, selecting your book, clicking on the Errata Submission Form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website or added to any list of
existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.
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Preface

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Introduction to Microsoft
Azure Cloud Services

Cloud is a buzzword that has been bandied about the technology industry for the last
few years, but what exactly does this mean. What does cloud mean for the people
working in IT departments around the world? How will cloud affect the way you do
your job, how you work, and what type of work you do? I guess these are questions
that are yet to be answered fully, but in this book, we will try and give some meaning
to the term cloud from a technology perspective, and then we will spend some time
to take a look at the Microsoft's Azure cloud offering, and discuss some of the services
you can get from Microsoft's cloud.

This chapter is intended to provide a grounding in some of the terminology
associated with cloud computing, and then we will take a look at what we need to
do in order to be able to work with Microsoft Azure and the services that Microsoft
offers through this platform.

In this chapter, you will learn the following topics:

* A definition of cloud computing
* Cloud services terminology

¢ An introduction to Microsoft Azure

Understanding cloud computing

What do we mean when we talk about cloud from an information technology
perspective? People mention cloud services; where do we get the services from?
What services are offered?

[11]



Introduction to Microsoft Azure Cloud Services

The Wikipedia definition of cloud computing is as follows:

"Cloud computing is a computing term or metaphor that evolved in the late 1990s,
based on utility and consumption of computer resources. Cloud computing involves
application systems which are executed within the cloud and operated through
internet enabled devices. Purely cloud computing does not rely on the use of cloud
storage as it will be removed upon users download action. Clouds can be classified
as public, private and [hybrid cloud | hybrid]."

If you have worked with virtualization, then the concept of cloud is not completely
alien to you. With virtualization, you can group a bunch of powerful hardware
together, using a hypervisor. A hypervisor is a kind of software, operating system, or
firmware that allows you to run virtual machines. Some of the popular Hypervisors
on the market are VMware ESX or Microsoft's Hyper-V. Then, you can use this
powerful hardware to run a set of virtual servers or guests. The guests share the
resources of the host in order to execute and provide the services and computing
resources of your IT department. The IT department takes care of everything from
maintaining the hypervisor hosts to managing and maintaining the virtual servers
and guests. The internal IT department does all the work. This is sometimes termed
as a private cloud.

Third-party suppliers, such as Microsoft, VMware, and Amazon, have a public cloud
offering. With a public cloud, some computing services are provided to you on the
Internet, and you can pay for what you use, which is like a utility bill. For example,
let's take the utilities you use at home. This model can be really useful for start-up
business that might not have an accurate demand forecast for their services, or the
demand may change very quickly. Cloud computing can also be very useful for
established businesses, who would like to make use of the elastic billing model. The
more services you consume, the more you pay when you get billed at the end of the
month. There are various types of public cloud offerings and services from a number
of different providers. The TechNet top ten cloud providers are as follows:

1. VMware
Microsoft
Bluelock
Citrix
Joyent

Terrmark

NS e »DN

Salesforce.com

[2]
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8. Century Link
9. RackSpace

10. Amazon Web Services

It is interesting to read that in 2013, Microsoft was only listed ninth in the list. With
a new CEO, Microsoft has taken a new direction and put its Azure cloud offering at
the heart of the business model. To quote one TechNet 2014 attendee:

"TechNet this year was all about Azure, even the on premises stuff was built on the
Azure model"

With a different direction, it seems pretty clear that Microsoft is investing heavily in
its cloud offering, and this will be further enhanced with further investment. This
will allow a hybrid cloud environment, a combination of on-premises and public
cloud, to be combined to offer organizations that ultimate flexibility when it comes
to consuming IT resources.

Services offered

The term cloud is used to describe a variety of service offerings from multiple
providers. You could argue, in fact, that the term cloud doesn't actually mean
anything specific in terms of the service that you're consuming. It is, in fact, just a
term that means you are consuming an IT service from a provider. Be it an internal
IT department in the form of a private cloud or a public offering from some cloud
provider, a public cloud, or it could be some combination of both in the form of a
hybrid cloud. So, then what are the services that cloud providers offer?

Virtualization and on-premises technology

Most business even in today's cloudy environment has some on-premises technology.
Until virtualization became popular and widely deployed several years ago, it was
very common to have a one-to-one relationship between a physical hardware server
with its own physical resources, such as CPU, RAM, storage, and the operating system
installed on the physical server. It became clear that in this type of environment, you
would need a lot of physical servers in your data center.

[31]
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An expanding and sometimes, a sprawling environment brings its own set of
problems. The servers need cooling and heat management as well as a power source,
and all the hardware and software needs to be maintained. Also, in terms of utilization,
this model left lots of resources under-utilized:
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Virtualization changed this to some extent. With virtualization, you can create
several guests or virtual servers that are configured to share the resources of the
underlying host, each with their own operating system installed. It is possible to

run both a Windows and Linux guest on the same physical host using virtualization.
This allows you to maximize the resource utilization and allows your business to
get a better return on investment on its hardware infrastructure:

Virtual Machines/Guests
sharing resources of the
I physical host

i 1

Physical host with hypervisor
installed
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Virtualization is very much a precursor to cloud; many virtualized environments
are sometimes called private clouds, so having an understanding of virtualization
and how it works will give you a good grounding in some of the concepts of a
cloud-based infrastructure.

Software as a service (Saa$S)

SaaS is a subscription where you need to pay to use the software for the time that
you're using it. You don't own any of the infrastructures, and you don't have to
manage any of the servers or operating systems, you simply consume the software
that you will be using. You can think of Saa$S as like taking a taxi ride. When you take
a taxi ride, you don't own the car, you don't need to maintain the car, and you don't
even drive the car. You simply tell the taxi driver or his company when and where
you want to travel somewhere, and they will take care of getting you there. The
longer the trip, that is, the longer you use the taxi, the more you pay.

An example of Microsoft's Software as a service would be the Azure SQL Database.
The following diagram shows the cloud-based SQL databse:

Cloud based SQL Database
Saas

Database

Microsoft offers customers a SQL database that is fully hosted and maintained in
Microsoft data centers, and the customer simply has to make use of the service and
the database. So, we can compare this to having an on-premises database. To have an
on-premises database, you need a Windows Server machine (physical or virtual)
with the appropriate version of SQL Server installed. The server would need enough
CPU, RAM, and storage to fulfill the needs of your database, and you need to
manage and maintain the environment, applying various patches to the operating
systems as they become available, installing, and testing various SQL Server service
packs as they become available, and all the while, your application makes use of

the database platform.
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Introduction to Microsoft Azure Cloud Services

With the SQL Azure database, you have no overhead, you simply need to connect
to the Microsoft Azure portal and request a SQL database by following the wizard:

Specify database settings

NAME
Helpdesk
SUBSCRIPTION
Pay-As-You-Go (7145d666-b5f3-4d0e-af04-f7b v

SERVICE TIERS RETIRED TIERS

STANDARD | PREMIUM WEB BUSIMESS

PERFORMANCE LEVEL

Basic (5 DTUs)

MAX SIZE
2GB
COLLATION
SQL_Latinl_General_CP1_CI_AS v
SERVER

Choose a server 5

Simply, give the database a name. In this case, it's called Helpdesk, select the service
tier you want. In this example, I have chosen the Basic service tier. The service tier will
define things, such as the resources available to your database, and impose limits, in
terms of database size. With the Basic tier, you have a database size limit of 2 GB. You
can specify the server that you want to create your database with, accept the defaults
on the other settings, click on the check button, and the database gets created:

[6]
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Microsoft Azure | @ getynelismgooglemailcom -

L sgl databases

L
@ WEBSITES DATABASES ~ SERVERS — DELETED DATABASES
[}

VIRTUAL MACHINES
0
MOBILE SERVICES
0
CLOUD SERVICES
0
SOL DATABASES
1
STORAGE
0
w HDINSIGHT
o

@ DMEI'!.\'A SERVICES

[%l :El‘\m:! BUS

m VISUAL STUDIO ONLINE
n

NAME STATUS REPLICATION LOCATION SUBSCRIPTION SERVER 4 EDITION MAX SIZE pel

TRY PREVIEW @ NOT NOW ® DON'T ASK AGAIN ®
DETAILS ® oK @

It's really that simple. You will then pay for what you use in terms of database size and
data access. In a later section, you will see how to set up a Microsoft Azure account.

Platform as a service (Paa$S)

With PaaS, you rent the hardware, operating system, storage, and network from the
public cloud service provider. PaaS is an offshoot of SaaS. Initially, SaaS didn't take
off quickly, possibly because of the lack of control that IT departments and business
thought they were going to suffer as a result of using the SaaS cloud offering. Going
back to the transport analogy, you can compare PaaS to car rentals. When you rent
a car, you don't need to make the car, you don't need to own the car, and you have
no responsibility to maintain the car. You do, however, need to drive the car if you
are going to get to your required destination. In PaaS terms, the developer and the
system administrator have slightly more control over how the environment is set
up and configured but still much of the work is taken care of by the cloud service
provider. So, the hardware, operating system, and all the other components that run
your application are managed and taken care of by the cloud provider, but you get
a little more control over how things are configured. A geographically dispersed
website would be a good example of an application offered on a PaaS offering.
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Infrastructure as a service (laaS)

With IaaS, you have much more control over the environment, and everything is
customizable. Going with the transport analogy again, you can compare it to buying
a car. The service provides you with the car upfront, and you are then responsible for
using the car to ensure that it gets you from A to B. You are also responsible to fix the
car if something goes wrong, and also ensure that the car is maintained by servicing
it regularly, adding fuel, checking the tyre pressure, and so on. You have more
control, but you also have more to do in terms of maintenance.

Microsoft Azure has an offering. You can deploy a virtual machine, you can specify
what OS you want, how much RAM you want the virtual machine to have, you can
specify where the server will sit in terms of Microsoft data centers, and you can set
up and configure recoverability and high availability for your Azure virtual machine:

Hybrid environments

With a hybrid environment, you get a combination of on-premises infrastructure
and cloud services. It allows you to flexibly add resilience and high availability to
your existing infrastructure. It's perfectly possible for the cloud to act as a disaster
recovery site for your existing infrastructure. In the rest of this book, we will take a
look at how you can work with Microsoft Azure's cloud platform to make use of its
infrastructure, as a service offering, and also how you can combine it with your own
internal infrastructure to build your own hybrid environment:

[8]
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On Premises
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Microsoft Azure

In order to work with the examples in this book, you need sign up for a Microsoft
account. You can visit http://azure.microsoft.com/, and create an account all
by yourself by completing the necessary form as follows:

B® Microsoft

Create an account

You can use any email address as the user name for your new Microsoft account, including addresses from Outlook.com, Yahoo! or Gmail.
you already sign in to a Windows PC, tablet, or phone, Xbox Live, Outlock.com, or OneDrive, use that account to sign in.

Name

User name
someone@example.com
Or get a new email address

Create password

B-character minimum; case sensitive

Reenter password

Country/region
United States

“

ZIP code

Birthdate:
Month 5 Day 5 Year B
Gender

Select...

-

[o]
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Here, you simply enter your details; you can use your e-mail address as your
username. Enter the credentials specified.

Return to the Azure website, and if you want to make use of the free trial, click on
the free trial link. Currently, you get $125 worth of free Azure services. Once you
have clicked on the free trial link, you will have to verify your details. You will also
need to enter a credit card number and its details. Microsoft assures that you won't
be charged during the free trial. Enter the appropriate details and click on Sign Up:

Mobile verification COMPLETE

Payment information

PAYMENT METHOD
New Credit Card [

CREDIT CARD NUMBER CARD TYPE EXPIRATION DATE
| Enter without dashes or spaces ‘ Visa MM YYYY
vV NAME ON CARD
L] | |
ADDRESS LINE 1 PHONE NUMEER
| ‘ | Prefix | | Number |
ADDRESS LINE 2 aTy COUNTY
|- oprional | | |- optional |
POSTAL CODE

Agreement

Exploring the portal

Return to www.azure.microsoft.com, and you will now sign in to the portal using
the credentials that you created in the previous step. Click on the Portal link at the
top of the page, and log in with the credentials you created:
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SALES 0-800-098-8435 MY ACCOUNT PORTAL

Features  Priing  Documentation  Downloads lace  Blog  Community  Support

Introducing Stream Analytics

Analyze your data in real time

Learn more >

Sign up and deploy your first cloud solution in under 5 minutes

Try for free >

Get Started Free Webinars Azure Friday

Once you have clicked on the Portal link, you will be prompted for your e-mail
address. Enter the e-mail address that you have registered with Microsoft. You will
then be prompted to enter your username and password and sign in. When you have
successfully signed in, you will see the Azure portal screen. I'm on the All Items
option, as shown in the following screenshot:

Microsoft Azure

- all items
AN 4+ SUBSCRIFTION

Detault Directory

Pay-As-You-Gio West Eurcpe
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In the preceding screenshot, you can see that I have two items listed: the Default
Directory, which is there by default, and the Helpdesk SQL database that I created
earlier in the chapter.

Under the All Items option, you have the website options. This is a SaaS offering
where you can create and host a new site. There are some gallery options, so you
can select an off-the-shelf website if you wish. The gallery includes many different
options, including CMS, e-commerce websites, forums, and wikis. In theory, you
could get a pretty powerful website up and running with very little effort.

Then, you have the Virtual Machines option; we will take a look at this in more
detail throughout the course of the book. Currently, we don't have any virtual
machines created. We will discuss all the options to create Azure virtual machines
in a later chapter.

Mobile services allow you to integrate your mobile applications with the cloud,
including storing your data in a SQL database.

Cloud services are again used in mobile app development. To quote from the
Azure website:

"Develop, package, and deploy powerful applications and services to the cloud with
Azure Cloud Services and the click of a button. Scale from 1 to 1000 in minutes.
Once your application is deployed, that's it: From provisioning, to load balancing,
to health monitoring, Azure handles the rest. Your application is backed by an
industry-leading 99.95% monthly SLA."

Next, we have the SQL databases; again, this is a SaaS offering. If you want to create a
SQL database, you can simply click on the create database option. Give your database
a name. I'll call mine DogsPantry, and select the subscription you want to use to pay
for the databases. In your case, you will be using the free trial subscription that we
created earlier. You then need to choose a service tier. This defines the limits that are
imposed on your database in terms of performance. Unsurprisingly, here, the more
performance you want, the more it will cost. There are three service tiers:

e Basic
e Standard

e  Premium

Performance is measured in database throughput units (DTUs). These units provide
a way to describe how the performance differs between the tiers:
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Specify database settings

NAME
DugsPantryi
SUBSCRIPTION
Pay-As-You-Go (7145d666-b5f3-4d0e-af04-f7b ¥

SERVICE TIERS RETIRED TIERS

BASIC | STANDARD [N WEB | BUSINESS

PERFORMANCE LEVEL
P1 (100 DTUs) v

MAX SIZE
500 GB
COLLATION

SQL_Latinl_General_CP1_CI_AS H
SERVER

New SQL database server ¥

DTUs are a measure of CPU, memory, reads, and writes. In theory SQL code aside,
the more DTUs you have, the more performance you get. With the Basic tier, you
get five DTUs and a database size limit of 2 GB. The Sandard tier offers three levels
within it: SO, S1, and S2; as the number increases, so does the DTUs and hence, the
performance you get. The Premium tier also offers three levels: P1, P2 and P3. The
P3 Premium level offers 800 DTUs, which, in theory, should offer you 160 times the
performance compared to Basic and also allows you to have a database of up to
500 GB in size. This is 250 times the size of the maximum database in the Basic tier.

Then, you can choose the collation that you want and a new server for it to be
deployed to. Then, you can specify a login ID and password, and there, you
have your brandspanking new cloud-based database:

SQL database server settings
LOGIN NAME
Gethyn

LOGIN PASSWORD
COMFINM PASSWORD

REGION

West Europe

[ AwLow WINDOWS AZURE SERVICES 10 ACCESS THE SERVER

[13]
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The next option in the portal is Storage. This is where you can create a cloud-based
storage service for your elastic storage needs. Azure virtual machines make use of
Azure storage, so we will take a look at this feature in more detail in the upcoming
chapters. This storage can also be useful, for example, with SQL Server 2014, you
can back up your database to Azure storage. This is where it stores your backup file.

HDInsight is Microsoft's cloud-based Hadoop offering;:

This is cloud-based big data. To quote from the Azure website:

"HDInsight is a Hadoop distribution powered by the cloud. This means HDInsight
was architected to handle any amount of data, scaling from terabytes to petabytes
on demand. You can spin up any number of nodes at anytime. We charge only for
the compute and storage you actually use."

We won't be looking at this option in any detail in this book, but if you are working
with the cloud and big data, this might be an option that might interest you. You
also have the ability to work with machine learning and streaming analytics.

Next, we have the Media Services option that allow you to stream video to a
range of devices, and we also have the service bus, which is a cloud-based
messaging system:

It can be used to connect just about anything. You can use it to connect on-premises
technology to cloud-based resources. You can even use it to connect household
appliances, such as your central heating system, to a device, such as a tablet or iPad.

Visual Studio Online is exactly what it says; Microsoft's online offering of Visual
Studio. Then, we have Cache Services and BizTalk. The following quote describes
what the caching services offer:

" Azure Managed Cache Service provides a way for you to perform caching that
helps you build fast, scalable applications in Microsoft Azure through a secure,
dedicated cache. A secure, dedicated cache is created for you in the region of your
choice and you have total control over the cache, guaranteeing isolation of your
business critical data."
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We will take a look at Recovery Services in more detail in Chapter 7, High Availability
and Disaster Recovery for Azure Virtual Machines. However, this is the option we will
use for site recovery services and backups, and this will play an important role in
implementing a robust backup and recovery plan.

The Scheduler option will be used as a scheduling tool and is ideal for automating
certain tasks to run at a specific time. This can include things, such as backup jobs,
which we will discuss in Chapter 7, High Availability and Disaster Recovery for Azure
Virtual Machines. The ability to create a virtual network allows you to expand your
on-premises data center to the cloud, building hybrid IT environments and
business applications.

Management services will be used to manage and monitor the cloud environment
and the Azure-based Active Directory that can be integrated with your on-premises
Windows Active Directory.

Summary

In this chapter, we looked at and discussed some of the terminology around the cloud.
From the services offered to some of the specific features available in Microsoft Azure,
you should be able to differentiate between a public and private cloud. You can also
now differentiate between some of the public cloud offerings. Then, at the end of this
chapter, we looked at some of the specific Microsoft Azure features and services.

In the next set of chapters, we will take a look specifically at how we can make use
of some of these infrastructures and platforms as service offerings.

[15]







Creating and Deploying a
Windows Virtual Machine

In this chapter, we will focus on deploying a virtual machine to Microsoft Azure.
In this chapter, you will learn the following topics:

* Creating a new virtual machine running Windows
* Connecting to your Windows virtual machine

* Deploying an existing Windows server to Azure

In this chapter, we will deploy a virtual machine with a Windows server installed.
We will take a look at the options to connect to the virtual machine and then, we
will discuss the options to deploy an existing server, either a physical or virtual
server, to Microsoft Azure.

Creating a new Windows server virtual
machine

In order to create a new virtual machine in Microsoft Azure, you need to have a
Microsoft Azure account. This was discussed in Chapter 1, Introduction to Microsoft
Azure Cloud Services. Feel free to revert if you need any guidance on creating your
Microsoft Azure account. If you have already created your Microsoft Azure account,
visit https://azure.microsoft.com.

[17]
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Now, to start with, let's take a look at the following procedures:

1. Log in to the portal using the link on the home screen:

ene < in] & azure MicroRan.com & b5 ©

BEHC News - The couphs who._ o larTinghied COMIKN._. Getnyn £l - SOL Saiver S0 iogoes: Gatyn Elis - Conte.. Préview " githyresis.com” Azven: Mitioacits Cloud Pla...

LALES 0-800-098-8435 MY ACCOUNT

ricing  Documentstion  Downloads  Marketplace  Blog  Community  Support

Introducing Stream Analytics

Analyze your data in real time

Learn more >

2. Click on the Portal link, and log in with the e-mail address that you
registered with Microsoft Azure in Chapter 1, Introduction to Microsoft Azure
Cloud Services.

3. If you have already signed in using your computer, your browser and the
Azure web page may already recognize you. You can log in by clicking on
the e-mail address that is being displayed:

Microsoft Azure

Welcome, please sign in

gethyn.ellis@googlemail.c...

(Microsoft account)

H Use another account

Cloud optimize
your business

[18]
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4. Iwas able to log in to the portal by clicking on my e-mail address. If a wrong
e-mail address is being displayed, then you can click on the Use another
account option:

Sign in
‘Microsoft Account Wiat s tha?

Signinto |
Microsoft Azure Keop me sgredn

EJ Try out the Azure Preview
Cant nccess your Becount?

(:_'J Don't have an Azune subscription? Create one now, Sigr vkt 5 g o

Don't have a Microsof account? Sign up now

5. You will be prompted to enter your password; do so and click on Sign in,
which should take you to the Microsoft Azure portal:

Microsoft Azure g @ gethynelise

all items

@ WEBSITES NAME TYPE STATUS 4 SUBSCRIPTION LOCATION P

@ VIRTUAL MACHINES
E MOBILE SERVICES
@ €LouD SERVICES
@ SOL DATABASES
@ STORAGE
# HDINSIGHT

i o

Default Di = Directory W Active Shared by all Default Dir..  Europe, United States

SN  MEDIA SERVICES
oF

I\, SERVICEBUS

Gx

M VISUAL STUDIO ONLINE

CACHE
é.a BIZTALK SERVICES

)
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Now you are successfully logged into the portal; you can create a Windows
virtual machine. We will take a look at the following two options to create a
server from scratch:

1. On the left-hand side menu bar, click on the Virtual Machines link.

2. Click on the Create A Virtual Machine link in the detail pane on the
right-hand side of the page.

Notice that by default we are on the Instances tab in the detail pane.

This is used to create a new virtual machine from scratch. The other two
options, Images and Disks, will be used when we have an existing server
that we want to deploy to Azure. We will take a look at these options later
in this chapter:

Microsoft Azure |«

bgoaglemailcom | B
virtual machines

INSTANCES ~ IMAGES  DISKS

No virtual machines have been created. To get started, click Create a virtual
machine.

CREATE A VIRTUAL MACHINE @

3. Once you have clicked on the Create A Virtual Machine option, you will
notice that the Create New Virtual Machine option has partly filled some
of the Create New Wizard option. The Compute and Virtual Machine
options are automatically selected:

COMPUTE @ WEBSITE ’ QUICK CREATE Create and manage virtual machines
running in Windows Azure.
DATA SERVICES | @ VIRTUAL MACHINE || FROM GALLERY

APP SERVICES E MOBILE SERVICE

NETWORK SERVICES @ ‘ CLOUD SERVICE

MARKETPLACE

We then have the two Quick Create and From Gallery options available to use.
We will create two new virtual machines using each of these options:
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1. Click on Quick Create, and we will get an additional form to complete:

«loudapp.net
IMAGE SIZE .

Windows Server 2012F | % ll' A0 (shared core, 768 M | &

USER NAME

GethynEllis

CONFIRM

N/AFFINITY

‘West Europe

2. You need to give the virtual machine a DNS name. | have named my server
gethynellisws, where the WS stands for Windows server.

3. Then, we need to select an image to deploy. If we click on the drop-down list,
next to the Image textbox, you will see the following options, as shown in the
following screenshot:

+ Windows Server 2012 R2 Datacenter
Windows Server Essentials Experience on Windows Server 2012 R2
Windows Server 2012 Datacenter
Windows Server 2008 R2 SP1
Windows Server Remote Desktop Session Host on Windows Server 2012 R2
Windows Server Technical Preview
Ubuntu Server 12.04 LTS
Ubuntu Server 14.04 LTS
Ubuntu Server 14.10
Ubuntu Server 15.04
Openlogic 6.5
OpenlLogic 6.6
Openlogic 7.0
Openlogic 7.1
Oracle Linux 6.4.0.0.0
Oracle Linux 7.0.0.0.0
CoreOS Alpha
CoreOS Beta
Core0S Stable
SUSE Linux Enterprise Server 11 SP3
SUSE Linux Enterprise Server 11 SP3 for SAP Cloud Appliance Library
SUSE Linux Enterprise Server 12
More images...

Notice that although the Windows server options are listed first, you don't have to
deploy just Windows-based virtual machines to Microsoft Azure. There are images
for various Linux distributions and other operating systems that can be deployed.
In this case, I will select Windows Server 2012 R2 Datacenter.
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Pricing for virtual machines

The next option that we need to pick is very important, as the size and specification
we choose will define the performance that we get and also the price and cost of
the virtual machine when it's running. I think you'll agree that getting this right

is probably important. You can get up-to-date price information from the Microsoft
Azure website (http://azure.microsoft.com/pricing/).

Now, the virtual machine gets billed on a per minute basis, while the machine is
running. Virtual machines are supported by Microsoft Azure in both the Basic

and Standard tiers along with the Premium tier. As I mentioned earlier, there is a
hierarchical structure to the pricing. The more basic the tier, the cheaper the virtual
machine is to run.

It is important to note that you only get billed when your virtual machines
are running. If you have a virtual machine built but it is shut down, then the
subscription will remain active, but you will not be charged. You can leave
your virtual machine housed on Azure with no cost as long as it's shut down.

If you click on the drop-down list, next to Size, you will see a lot of options.
The drop-down list looks like the following screenshot:

Basic
+/  AD (shared core, 768 MB memory)

A1 (1 core, 1.75 GB memory)
A2 (2 cores, 3.5 GB memory)
A3 (4 cores, 7 GB memory)
Ad (8 cores, 14 GB memory)

Standard
AD (shared core, 768 MB memory)
A1 (1 core, 1.75 GB memory)
A2 (2 cores, 3.5 GB memory)
A3 (4 cores, 7 GB memory)
Ad (8 cores, 14 GB memory)
A5 (2 cores, 14 GB memory)
AE (4 cores, 28 GB memory)
A7 (8 cores, 56 GB memory)
AB (8 cores, 56 GB memory)
A8 (16 cores, 112 GB memory)
D1 {1 core, 3.5 GB memory)
D2 (2 cores, ¥ GB memory)
D3 (4 cores, 14 GB memory)
D4 (8 cores, 28 GB memory)
D11 (2 cores, 14 GB memory)
D12 (4 cores, 28 GB memory)
D13 (B cores, 56 GB memory)
D14 (16 cores, 112 GB memory)

[22]
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For the purposes of this demonstration, I have selected A0 under the Basic tier — the
cheapest option. At the time of writing, A0 in the Basic tier offers the following;:

* Instance: A0

* Cores: 1

* RAM:0.75GB

* Disk Size: 20 GB

* Price: £0.011 per hour (approximately £8 a month)

For comparison, the maximum size in the Basic tier offers the following options:

* Instance: D14

* Cores: 16

* RAM:112GB

* Disk Size: 800 GB

* Price: £1.6617 per hour (approximately £1187 a month)

As you can see, there is quite a significant difference in price, capacity, and
performance. Azure pricing changes very regularly; you can check out the
Azure pricing web page for the latest price information at http://azure.

microsoft.com/en-gb/pricing/.

The Basic tier is perfectly fine to use for development and test purposes, so I have
chosen the cheapest option for my virtual machine. You will obviously make your
decision based on the performance and capacity you need and what the virtual
machine will eventually be used for.

The Microsoft Azure pricing is fairly fluid; I don't want to include pricing or prices
in this book, as obviously, they could change over time. For a detailed breakdown
on the pricing of Microsoft Azure virtual machines, you can visit http: //azure.
microsoft.com/en-us/pricing/details/virtual-machines/.

Then, we need to create a username, which will act as the administrator on this
virtual machine. For the purposes of this example, I will use GethynEllis as a
password. You can use whatever best suits your needs here.

When it comes to the Region/Affinity Group section, for the purposes of this chapter,
you will pick the region closest to you. I'll talk more about this option in a later chapter,
which is based on networking. When the virtual machine is created, the Blob storage is
used to store the image. When you choose an affinity group or a region, this can affect
where, in the world, the virtual machine gets placed in the Blob storage. If you don't
specify an affinity group, a Blob storage container will automatically get created in the
region specified, so choose appropriately.

[23]
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When complete, the page in the portal will look something like this:

COMPUTE @ WEBSITE ’ ‘QUICK CREATE

DATA SERVICES | III VIRTUAL MACHINE “ FROM GALLERY
1

: ) windows Server 2012 F % W AQ (shared core, 768 M &
APP SERVICES MOBILE SERVICE

USER NAME

NETWORK SERVICES @ ‘ CLOUD SERVICE
GethynEllis

MARKETPLACE CONFIRM

REGIOM/AFFINITY GROUP

West Europe

CREATE A VIRTUAL MACHINE v

Click on the Create A Virtual Machine link, and the virtual machine will get created.
Note that this process can take a while to complete:

INSTANCES IMAGES DISKS

NAME T STATUS SUBSCRIPTION LOCATION DNS NAME p
VIRTUAL MACHINES

The machine will get provisioned and it will then start. When I did this, the process
took over 20 minutes to complete:

€ Creating the virtual machine...
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Creating a virtual machine using the gallery

Depending on what you want to use the virtual machine for, you can create a virtual
machine using a preconfigured image from the Microsoft Azure gallery. So, let's say
we want to deploy a Windows server with a SQL Server installed, then we can use
the Gallery option:

1. To do this, you need to be logged into the Microsoft Azure portal. Click on
the Virtual Machine option on the left-hand side of the menu. I have already
created a virtual machine and it's running. To create a new virtual machine,
you need to click on the New button at the bottom of the page:

virtual machines

INSTAKCES IMAGES

HNAME 4+ STATUS SUBSCRIPTION Locamon DS NAME B2

2. This will start the Create Virtual Machine wizard and again, this will be
prepopulated with initial choices for a virtual machine, namely, Compute
and Virtual Machine. This time, we will choose the From Gallery option:

ne by specifying
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3.

When you click on the From Gallery option, you will have a list of images
that you can install. You will make a note here that there are not just Microsoft
products built as images but a whole host of other products as well. As

we want to deploy a SQL Server, we will select SQL Server from the
Microsoft tab. You will see the list of images that can be used to provision
your virtual machine:

x
CREATE A VIRTUAL MACHINE
Choose an Image | )
ALL FEATURED v SQL Server 2014
Enterprise Optimized
MICROSOFT SQL Server 2014 Entarprise Optimized for Microsoft for DgtaWarghousin
WINDOWS SERVER >t DataWarehousing Workloads SQL Server Workload g
SHAREPOINT ‘Windows Server 2012 R2 orkloads
. Windows Server 2012 R2
I SQL SERVER o SQL Server 2014 Enterprise Optimized for
> Transactional Workloads

BIZTALK SERVER

VISUAL STUDIO

SQL Server 2014 RTM Enterprise sizes including A4, A7, A8 and AS. Once deployed,
UBUNTU U Windews Server 2012 R2 the VM comes with Windows Storage Spaces pre-
configured. It has been pre-configured for
COREOS Windows Azure, including enabling CEIP which
CENTOS-BASED — SQL Server 2014 RTM Standard can be disabled, for mare info see here. This
B Windows Server 2012 R2 image supports data sizes of up to 2TB for A7, 4TB
SUSE .
for A8 and 6TB for A8, respectively, using clustered
ORACLE columnstare indexes.
SQL Server 2014 RTM Web
PUPPET LABS gt . 2
Windaws Servar 2012 2 os Windows Server 2012 R2
PUBLISHER Microsoft SQL Server Group
MY IMAGES SQL Server 2012 SP1 Enterprise
purveny TYPE Premitm
MY DISKS S Windows Server 2012
PRICING INFORMATION
MSDN . SQL Server 2012 SP1 standard You selected an image that has special pricing
i Windows Server 2012 information. Learn Mare

| HIDE PRE-RELEASE

This Enterprise Edition image is optimized for data

Windows Server 2012 R2
warehousing workloads and is intended for VM

4.

In this case, I am going to choose a SQL Server 2014 Standard Edition on
Windows Server 2012 R2. Here, there are a whole bunch of images for SQL
Server and Windows to the 2008 R2 versions of each product. I want the
latest and greatest version here, but you may need an older version of the
server operating system or a SQL server. Once you have chosen your image,
click on the right arrow to go to the Virtual machine configuration screen:
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Virtual machine canfiguration

VERSIOM RELEASE DATE . SQLServer 2014 RTM
| 11/15/2014 g e Sté_lndard

Windows Server 2012
VIRTUAL MACHINE NAME R2
‘gg{tvt\yggjjlg_s_gg ‘ This image contains the full version of

SQL Server. We recommend that you use
a virtual machine size of A2 or higher.

TIER This image has been pre-configured for

STANDARD Windows Azure, including enabling CEIP
which can be disabled, for more info see
here.

SIZE

‘ AD (shared core, 768 MB memory) = ‘ 0s
Windows Server 2012 R2

NEW USER NAME PUBLISHER

‘ Microsoft SQL Server Group

‘GethynElhs TvPE

Premium
NEW PASSWORD CONFIRM

MNUMBER OF

PRICING INFORMATION

You selected an image that has special
pricing information. Learn More

Here, you get to choose the version release date of your image. As cumulative
updates and security patches get released, the image may change but the
version of the software will not. I have chosen the latest version of the image.

You have to give your virtual machine a name; in this case, I have named mine
gethynellissQL, allowing me to identify what the virtual machine is doing
and the role it is playing in my infrastructure. I have chosen the Basic tier
here. We discussed the tiers and the size options earlier in the chapter. I have
chosen Basic and A0 for the purpose of this demonstration. Just to mention
here, the pricing structure for a virtual machine with the SQL Server installed
is higher than the prices quoted earlier in the chapter; this is due to the extra
SQL Server license. In reality, you would want your SQL Server to have much
more capacity than this, and Microsoft recommends that you have at least
Standard A2 for your SQL Server. For this test purpose, basic A0 is fine for my
needs. Your needs will vary, and you will need to consider the capacity and
performance needs when deploying to production.
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7.

You will need to create an administrator account. I have named mine
GethynEllis with a password. Once I have confirmed the password,
I can click on the right arrow:

CREATE A VIRTUAL MACHINE

Virtual machine configuration

SQL Server 2014 RTM

| Create a new cloud service % ‘ > Standard
CLOUD SERVICE DNS NAME \é‘gndows Server 2012
|GethynEIIisSQl. @ | doudapp.net

This image contains the full version of
REGION/AFFINITY GROUP/VIRTUAL NETWORK SQL Server. We recommend that you use

a virtual machine size of AZ or higher.
‘ This image has been pre-configured for
Windows Azure, including enabling CEIP
STORAGE ACCOUNT which can be disabled, for more info see
here.

a

| North Europe

| Use an automatically generated storage accour ‘

os
AVAILABILITY SET Windows Server 2012 R2

| (None)

PUBLISHER
Microseft SQL Server Group

a

ENDPOINTS TYPE
NAME PROTOCOL PUBLIC PORT __ PRIVATE PORT Premium
NUMBER OF
Remote Desktop TCP AUTO 3389 et
PowerShell TCP 5986 5986 PRICING INFORMATION
MssQL Tcp 1433 1433 You selected an image that has special

pricing information. Learn More

8.

10.

We will revisit some of the options here when we take a look at networking,
high availability, load balancing, and Active Directory in later chapters, but
for now, I am going to accept the defaults, with one exception.

I would like to draw your attention to the last section titled Endpoints.

There will be two endpoints listed here by default, Remote Desktop and
PowerShell. As this server will also act as a SQL Server, we will add the SQL
Server endpoint here. Click on the drop-down list and scroll down until you
see the MSSQL option. Select it and leave the default settings as they are and
click on the right arrow.

The final screen provides you with a list of other services that can be
configured. I am going to accept the defaults here, which will just install the
virtual machine agent, click on the tick icon to create the new SQL Server
virtual machine:
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x
VM AGENT .. SQL Server 2014 RTM
£ S Sevver
Install the VM Agent Standard
Windows Server 2012
COMFIGURATION EXTEMSIONS R2
| Puppet Enterprise Agent This image contains the full version of
Published by: A Puppet Labs | Learn more | Legal terms SQL Server. We recommend that you use
B a virtual machine size of AZ or higher
Chef This image has been pre-configured for
Published by: & Chef Software, Inc. | Learn more | Legal terms Windows Azure, including enabling CEIP
_ which can be disabled, for more info see
‘Custem Script here
[ 1}
Published by: W Microsoft | Learn more | Legal terms
os
SECURITY EXTENSIONS Windows Server 2012 R2
| Microsoft Antimalware PUBLISHER
Published by: W= Microsoft | Learn more | Legal terms Microsoft SQL Server Graup
| Symantec Endpoint Protection TYPE
Published by: ¥ symantec | Learn more | Lagal tarms Premium
NUMEBER OF
) Trend Micro Deep Security Agent W e
Published by @ trend Micro | Learn more | Legal terms
PRICING INFORMATION
LEGAL TERMS You selected an image that has special
By clicking the Submit button, I agree to the Microsoft license for SQL Server and its privacy statement. pricing information. Learn More
If any third-party extensions have been selected for installation, T acknowledge that I am getting such
software from the third-party publishers identified above and that such publishers legal terms and privacy
cratamants annhi 1n it &« v

Again, this process can take some time while the virtual machine is provisioned.

Connecting and managing your new
Windows server virtual machine

In this section, we will take a look at how you can connect and manage your new
Windows-based virtual machine. You will learn how to start and stop and your
virtual machine in the Azure portal and how you can connect to the virtual
machine to work on it.

Starting and stopping the virtual machine

You can start and stop your virtual machine using the Microsoft Azure portal
as follows:

1. To start and stop the virtual machine, you need to be logged into the
Azure portal.

2. When you are logged into the portal, you need to select the Virtual Machines
option on the left-hand side of the page.
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3. In the following screenshot, you can see that, currently, I have created two
virtual machines and they are both running. The process of creating the
virtual machine will start the virtual machine, so both of my virtual
machines are currently running;:

virtual machines

VIRTUAL MACHINES INSTANCES  [MAGES  DISKS
2

NAME 4 SsTaTUs SUBSCRIPTION LOCATION DNS NAME el
MOBILE SERVICES.
0

GethynEllisSQL > & Running Pay-As-You-Go North Europe
e RV gethynellisws + Running Pay-As-You-Go West Europe gethynellisws cloudapp net

SOL DATABASES

HDINSIGHT
[}

MEDIA SERVICES
[}

SERVICE BUS
[}

VISUAL STUDIO ONLINE

BIZTALK SERVICES
[}

®
)
o
o
B
B
o
O
B
g
S

) RECOVERY SERVICES
0

%
(€
G
%
3 DE
=1
-

o new

4. To stop or power off the virtual machine, we will use the menu footer toolbar:

5. Click on the Shut Down button. You will receive a warning that the IP
address currently allocated to the virtual machine will be released.
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6. You need to click on Yes, and the machine will shut down. This process
can take some time, so be patient while the virtual machine powers itself off:

If you continug, the IP addresses that were assigned to this virtual machine will be released. Are you sure you want to shut down virtual machine GethynEllisSQL? YES @ NO ®

When the virtual machine has powered off, the menu options in the footer
menu bar will change. We will now have the option in this menu bar to start
the virtual machine.

7. Click on the start button to boot up the virtual machine.

In the last section, we discussed the process of powering on and booting up your
virtual machines. We also looked at how to power off and shut down your virtual
machines. You would want to power off all the machines that you are not using to
save on cost.

Connecting to a virtual machine in the portal

When you have your virtual machines powered up, you will likely want to connect
to them so that you can work with them and configure them to work with your
applications. To connect to your virtual machine, there is a connect option in the
Portal Footer menu. Ensure that the virtual machine you want to Connect to is
selected and click on Connect.

You will be prompted to download an . rdp file. This will download an . rdp file
that will allow you to connect via the Remote Desktop Protocol (RDP). Click on
OK to download the file:

The portal is retrieving the .rdp file. You will receive a prompt to open or save the file shortly.

Connecting from the Remote Desktop
Protocol (RDP)

When you have downloaded the . rdp file, go to the downloads folder on your
computer. The location of this file will depend on which browser you are using
to access Azure. Double-click on the downloaded . rdp file. As I'm trying to
connect to GethynellisSQL, l have a GethynE11isSQL. rdp file
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I'll double-click on this file, and this will open up an RDP session. I am using Mac to
connect, so I need to have a Mac RDP software to run Mac. You can see that it has
prepopulated the server name with the full address of my GethynellisSQL server:

@ C Remote Desktop Connection

Microsati*

Remote Desktop Connection for Mac

Computer: | GethynEllisSQL.cloudapp .net:63099 | Connect
{Examples: MyPC, name.microsoft.com, 182.188.2.8)

Click on Connect and enter the administrator username and password that we
created during the virtual machine setup, and you will be able to connect to your
virtual machine. You will be logged into the Windows console:

GethynENSQL cloudapp et

@ =

Server Manager * Local Server @ |V Mamage Took  View hep

i PROPERTIES

Dashboard For GethynEllisSQL TASKS ¥
Local Server
= Computer name GethynEllisSOL Last installed updates Unknown
B All Servers Workgroup Unknown Windows Update Unknown
¥§ File and Storage Services P Last checked for updates Unknown =
Windows Firewall Unknown Windows Error Reporting Unknown
Remate management Disabled Customer Experience Improvement Program  Unknown
Remote Desktop Unknown IE Enhanced Security Configuration Unknown
NIC Teaming Time zone Unknown
Product ID Unknown
Operating system version Unknown Processors Unknown
Hardware information Unknown Installed memory (RAM) Unknown
Total disk space Unknown
EVENTS
All events | 6 total TASKS *
Eilter o @~ @~ ®
Server Name D Severity Source Log Date and Time

GETHYMELLISSQL 10010 Warning Microsoft-Windows-RestartManager  Application  11/26/2014 12:15:44 PM
GETHYMELLISSQL 1008  Error Micrasaft-Windows-Perflib Application 11/26/2014 12:06:32 PM
GETHYNELLISSQL 15301 Warning Microsoft-Windows-HttpEvent System 11/26/2014 11:03:32 AM

You can then work with your Azure-based cloud virtual machine like you would
with any other server.
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Working with your virtual machine with
PowerShell

When we created the two virtual machines earlier in this chapter, the RDP and
PowerShell endpoints were installed by default. PowerShell has become Microsoft's
scripting language of choice over the last few years. You can use PowerShell to work
with and manage your Azure-based virtual machines. You will need PowerShell for
Azure, which you can download and install from http://azure.microsoft.com/
en-gb/documentation/articles/install-configure-powershell/#Install.

Follow the installation wizard, and when you have Azure PowerShell installed,
you can connect to your Microsoft Azure account. I'm using Windows 7, so I can
start Azure PowerShell by navigating to Start | All Programs | Microsoft Azure
PowerShell. This will take you to the Microsoft Azure PowerShell command line:

1. On the command prompt, you can type the following command:

Add-azureaccount

2. Press Enter:

EX Microsoft Azure PowerShell (== ]=]

Windows PowerShell
Copyright (C> 2012 Microsoft Corporation. All rights reserved.

For a list of all Azure cmdlets

RSN S EL - TR T YL DIV BTV Y Sign in to Windows Azure PowerShell
For Node.js cmdlets type "help r|
For PHP cmdlets type *help php—
For Python cmdlets type 'help py
PE C:\> add azureaccount

Microsoft Azure

PS G:\> Add—Azurefccount Type the email address of the account you want to sign in with.

|L
homeor

Yaurwork or school account can be used anywhere you see this

[“ symbol, @ 2015 Microsoft Terms of use Privacy & Cookies
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3. You will be prompted to sign in with your Microsoft Azure account:

SR Windows Azure

Type the email address of the
account you want to sign in with.

| gethyn.eIIis@googIemaiI.com|

4. Click on Continue. If prompted, please enter your Microsoft Azure
password on the next screen, and click on Sign In.

You will get a confirmation on the command line that your account has
been registered:

© | Select Microsaft Azure PowerShel [E=EaRt
PS G:»> Add—Azurefccount

UERBOSE: Account “gethyn.ellisPgooglemail.com™ has been added.

UERBOSE: Subscription “Pay-fAs-You-Go'" is selected as the default subscription.

UERBOSE: To view all the subscriptions,. please use Get-fAzureSubscription.

UERBOSE: To switch to a different subscription, please use Select-AzureSubscription.

Id Type Subscriptions Tenants

gethyn.ellisBgooglemail.con User 7145d666—hof3-4dBe—af@4-£7h325384hc2  61e20c3?-003h—4F£5-970a-35F7826815ef
P8 C:zN>
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5. You can list the accounts added by running the following command:

Get-AzureAccount
This will list the accounts that have been registered with Azure PowerShell.

6. You can get a list of the virtual machines that are associated with your
Microsoft Azure account by running the following command:

Get-AzureVM

AflPS C:n> Get—AzurelH
ServiceName Status

GethynE1lisSQL GethynE1li=S8qL ReadyRole

lgethynellisUWs gethynellisWs ReadyRole

PS C:\>
LIPS €8> ¢

You can see that we have two virtual machines listed.
You can start, stop, and restart the virtual machines using PowerShell too.

7. To stop the virtual server called Gethynellisws, run the following
command:

Stop-AzureVM -ServiceName "gethynellisWS" -Name
"gethynellisWS" -StayProvisoned

8. To start the virtual machine again, you can run the following the command:

Start-AzureVM -ServiceName "gethynellisWs" -
Name"gethynellisws"

This will start the virtual machine.

Adding additional data disks to your virtual
machine

You may want or need to increase the storage capacity of your virtual machine. In
order to achieve this, you may want to add extra data disks to your virtual server.
We will use the Azure portal to do this. Ensure that you are logged in, and you have
selected the Virtual Machine option on the left-hand side menu.
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Select the virtual machine where you want to add the disks. In this case, I will add
the disk to the GethynE111isSQL virtual machine. Ensure that the virtual machine is
highlighted, and in the footer options menu, choose Attach and click on Empty Disk:

virtual machines

INSTANCES  IMAGES  DISKS
NAME 4 STATUS SUBSCRIPTION LOCATION DNS NAME P
GethynEllisSQL > gethynellissqlcloudappnet
gethynellisws W Stopped Pay-As-You-Go West Europe gethynellisws.cloudapp.net

Attach empty disk

d &

SHUT DOWN ATTACH

Then, we will need to complete the new disk wizard. You need to complete the
Attach an empty disk to the virtual machine wizard:

Attach an empty disk to the virtual
machine

VIRTUAL MACHINE NAME

GethynE111s5QL

STORAGE LOCATION

https://portalvhds3512v9t69rdb9.blob.core.windows.n

FILE NAME

SQLServerData

SIZE (GB)

10]

HOST CACHE PREFERENCE

m READ ONLY | READ/WRITE
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Follow these steps to add additional disks to your virtual machine:

1.

Microsoft Azure @ gethynellis@googlemailcom -

®
[e]
[¢]
o
B
R
w
O
R
>
]

I am accepting the default options for the virtual machine and the storage
location. I will name the file sQLServerData and a VHD will be created. I have
set the file to 10 GB in size. I am going to leave the host cache preference as
None, which is the default value. Then, click on the tick icon to create the disk.
You can then click on the Storage option on the left-hand side menu bar, and
click on the location that was specified for your disk. You will see that a new
VHD has been created:

NAME URL LAST MODIFIED SIZE

GethynElisSQL-GethynElisSQL-2014-11-2..  https://portalvhds3s12vatesrdbe blob.core.  11/26/2014 23359 PM

QL QL GethynElli https://portalvhds3s12v9t6ardbo blob core. 11/26/2014 2:33:44 PM 4638

Y

SQLServerDatavhd isSQL aL isSQLstatus ! 11/26/2014 23214 PM 10 GB

2. The next thing that we need to do is present the VHD to the server and

mount it on a drive letter. To do this, I will connect to the GethynE11isSQL
server via RDP.

Once you have logged into the server, you will use Server Manager to
present the drive to Windows. Click on the Server Manager button, which
can be found at the bottom of the menu bar, of the virtual machine When the
Server Manager starts, click on the Files and Storage Services option on the
left-hand side menu. Once this page loads, click on the Disk option on the
left-hand side menu of Files and Storage Services.
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4. You will see the disk that we created earlier listed in the list of disks:

Manage Tools View Help

== DISKS

(] Servers () ) it | 3 6ot Tasks v
_I Volumes s P @~ @~ ©
m Storage Poals Number Virtual Disk ~ Status Capacity Unallocated  Partition  Read Only  Clustered Subsystem  Bus Type
4 GethynEllisSQL (3)

1 Online 200G8 0008 MER ATA

0 Online 127G 0008 MER ATA

2 Online 100GE 100 GB Unknown SAS N

< m >

Last refreshed on 11/27/2014 9:33:54 AM

VOLUMES STORAGE POOL

Related Volumes | 0 total TASKS = Microsoft Virtual Disk on GethynEllisSQL TASKS w

No volumes exist. No related storage pool exists.

To create a volume, start the New Volume Wizard.

5. Right-click on the disk we just created; in this case, it's disk 2 and choose
New Volume.

6. This will bring us to the New Volume Wizard. The first page describes
what the wizard does; you can read that if you wish. Then, click on Next.

7. On the next screen, you need to choose the server that the disk is going to
be provisioned to. In this case, only GethynE11isSQL is present and this is
the one I will use so that we can accept the default setting and click on Next.
As the disk is currently offline, I get a warning saying that the disk will be
brought online and initialized as part of this process. Click on OK
to continue.

8. You can then specify the size of the volume. If possible, split the disk into
different volumes. In our case, as it's going to be used for database data files,
I'm simply going to leave the disk to be the maximum size of the volume.
So it will be 9. 97 GB in size, which is the maximum available size. Then,
click on Next:
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Specify the size of the volume

Before You Begin Available Capacity: 9.97 GB

Server and Disk Minimum size: 8.00 MB

Valume size: 987 !

Drive Letier or Folder

|<Previcus|| MNext > | | Create || Cancel |

9. On the next screen, we decide whether we want the drive to be presented with
its own drive letter, or if its going to form a mount point of an existing drive
and take the form of a folder. I will change the letter to M and click on Next:

Select file system settings

Before You Begin File system: | NTFS

Server and Disk
Allocation unit size: | B4k

Size
Wolume label: SQLDatA

Drive Letter or Folder

[[] Generate short file names (not recommended)

Confirmation Short file names (8 characters with 2-character extensions) are required for some 16-bit
applications running on client computers, but make file operations slower.

[[<Previous | [ Nest> | [ creste |[ Cancel

[39]



Creating and Deploying a Windows Virtual Machine

10.

Then, we need to choose the File system, which I'm going to leave as NTFS.
As an alternative, you could pick ReFS, which stands for Resilient File System.
For more information on this new type of file system in Windows 2012,

visit http://msdn.microsoft.com/en-us/library/windows/desktop/
hh848060 (v=vs.85) .aspx. As I'm going to be using the drive for SQL Server
database files, I am going to change the Allocation unit size to 64K.

. Click on Next, and then click on Create to add the drive as the disk in your

Azure virtual machine. When complete, the disk will show in the filesystem:

T = This PC - [e ]
Computer Wiew N 0
[ ThisPC » v & | [ Search ThispC A
4.7 Favorites 4 Folders (6)
B Desktop

& Downloads E Desktop ]‘ < Documents

= Recent places

4 M Thj
I pg Desktop
I | Documents t Pictures ! Videos
I | @ Downloads
b Music 4 Devices and drives (4)
I = Pict
E fc ures P Local Disk (C:)
b 8 Videos c_y Floppy Disk Drive (A) - > I
b iy Local Disk (C) = W7 9.2 GE free of 126 GB
P s Temporary Storage | Temporary Storage (D:) 50LData (M:])
b g SOLData (M:) ——=> —
= S0 127GB frec of 19.9GB S0 092 GB free of 9.06 GB
3 ?j MNetwork
10 iterns 1= =

ST ]a Downloads ]4& Music
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Deploying an existing server to Microsoft
Azure

We have seen the process of creating a new server from scratch. What would we
do with the existing physical servers or virtual servers running on an on-premises
hypervisor such as ESX or Hyper-V so that we can move to the cloud? Well, the
answer is relatively straightforward.

Let's assume that for the purposes of this exercise, you want to convert an existing
server as it is, but with configuration changes.

In order to migrate an existing server to a Microsoft Azure virtual machine,

we need to have our server's disks as VHDs. Unsurprisingly, VHDs are the disk
formats that Hyper-V uses too. So, if you have a physical server, you can use

your Virtual Machine Manager (VMM) that is part of System Center to perform a
physical-to-virtual (P2V) migration of the server and its disks. This would need to
be done on premises. There are other third-party P2V tools that could also be used
to perform the migration. Alternatively, if you are using a different non-Hyper-V
hypervisor, you can run a virtual-to-virtual (V2V) on the virtual machine to get the
disks to the correct format.

In the Azure portal, you will create a Blob storage area to place your VHD. In the
portal, click on the Storage option on the left-hand side menu, and choose the New
option. Click on Quick Create and give your storage account a name. I have named
mine gethynellisstorage:

NEW

I3l comeute SQL DATABASE | ’ QUICK CREATE

9 DATA SERVICES STORAGE
LOCATION/AFFINITY GROUP

APP SERVICES HDINSIGHT gethynelliscom v

NETWORK SERVICES RECOVERY SERVICES REPLICATION

Geo-Redundant 5

MARKETPLACE MACHINE LEARNING

CREATE STORAGE ACCOUNT
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You will then create a new container in this account. Click on the account that we just
created, and click on the Containers option that can be found at the top of the screen.
Then, click on Create a Container. I have named my container vhdimsages, and click
on the tick icon to create the container. When it has been successfully created, you
will have a storage container, and you will be able to see the storage container URL:

New container

NAME

vhdima ges\

ACCESS

Private

Then, you are ready to upload your .vhd file; you can place the .vhd file anywhere
within the Blob storage we just created. In the following PowerShell examples,
BlobStorageURL is the URL for the storage account that we created earlier.
vhdimages is the container within the Blob storage we created earlier. VHDName
is the label that appears in the management portal to identify the virtual hard disk.
PathToVHDFile is the full path and name of the .vhd file.

From the Microsoft Azure PowerShell window, you can execute the
following command:

Add-AzureVhd -Destination "<BlobStorageURL>/<vhdimage>/<VHDName>.vhd"
-LocalFilePath <PathToVHDFile>
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Once uploaded, then we can add the image to our custom image list. You can
perform the following steps to add an image:

1. Connect to the Azure portal, and click on the Virtual Machines option
on the left-hand side.

2. Click on the Images option, and then select Create An Image:

Microsoft Azure |~

virtual machines

INSTANCES ~ IMAGES  DISKS

VRTUAL MACHES No images have been created. To get started, click Create an image or
Browse VM Depot.
CREATE IMAGE @
E VM DEPOT @

Specify the name of the image.

Give it a description.

Specify the URL of the VHD, and you can look for this image.
Choose the Windows for the family operating system.

Click on Open.

The image will now appear in the Images tab of our virtual machines.

O X NSOk

Then, you can create a new virtual machine, as we have done earlier in this
chapter. You can select the My Images option and choose an image option
and pick the image we just created.

Summary

In this chapter, we looked at how we can create a new Windows-based virtual
machine in Microsoft Azure. We looked at how we can connect to and work on
the virtual machine and how we can control the virtual machine using PowerShell.
Finally, we completed the chapter by converting an existing server and making it
an Azure-based virtual machine.

In the next chapter, we will take a look at how we can create a Linux-based
virtual machine on Microsoft's Azure cloud.

[43]

vww allitebooks.conl



http://www.allitebooks.org




Deploying Linux Virtual
Machines on Azure

In the previous chapter, we learned how to deploy Windows-based virtual

machines to Microsoft Azure. In this chapter, we will take a look at how we can deploy
non-Microsoft operating systems to Microsoft Azure. In truth, the process of Linux
virtual machine deployment is similar to that of a Windows-based virtual machine,
with a few minor differences. In this chapter, you will learn the following topics:

* Deploy a Linux-based virtual machine
¢ Connect to the new Linux virtual machine
* Learn some Linux commands to allow you to work with Linux

What is Linux?

Linux is a Unix-like operating system that has been developed by the open source
movement to provide free and open source software. The key component is the
Linux kernel. This was first released in the very early 1990s. I was still at school when
this first form of Linux was released. It's creator was Linus Torvalds. Today, there
are many flavors of Linux, and we can take a look at some of the different flavors
available in Azure later in this chapter.

In the Microsoft Azure gallery of virtual machines, you can choose your Linux server
from a number of options:

*  Ubuntu

*  CoreOS

* CentOS-based
e SUSE

* Oracle
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Ubuntu

Ubuntu is a Linux-based operating system with Unity as its default desktop
environment. It is based on free software and named after the Southern African
philosophy of Ubuntu , which is often translated as "humanity toward others" or
"the belief in a universal bond of sharing that connects all humanity."

"Development of Ubuntu is led by UK-based Canonical Ltd., a company owned

by South African entrepreneur Mark Shuttleworth. Canonical generates revenue
through the sale of technical support and other services related to Ubuntu. The
Ubuntu project is publicly committed to the principles of open source development;
people are encouraged to use free software, study how it works, improve upon it,
and distribute it."

CoreOS

CoreOS is a flavor of Linux that has been rearchitected for large-scale deployments.
Here is a quote from the CoreOS website:

"CoreOS is a new Linux distribution that has been rearchitected to provide features
needed to run modern infrastructure stacks. The strategies and architectures that
influence CoreOS allow companies like Google, Facebook and Twitter to run their
services at scale with high resilience."

CentOS-based

CentOS is a Linux derivative based on Red Hat Linux.
Here is a quote from its website (http://www.centos.org/about/):

"The CentOS Linux distribution is a stable, predictable, manageable and
reproducible platform derived from the sources of Red Hat Enterprise Linux
(RHEL). We are now looking to expand on that by creating the resources needed
by other communities to come together and be able to build on the CentOS Linux
platform. And today we start the process by delivering a clear governance model,
increased transparency and access. In the coming weeks we aim to publish our own
roadmap that includes variants of the core CentOS Linux."
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SUSE

SUSE Linux is another flavor of the Linux OS, and here is a quote from its website
(https://www.suse.com/company/):

"Established in 1992, SUSE, now part of Micro Focus, is the original provider
of the enterprise Linux distribution and the most interoperable platform for
mission-critical computing. With a portfolio centered around SUSE Linux
Enterprise, we power thousands of organizations around the world across
physical, virtual and cloud environments."

Oracle

Oracle has its own flavor of Linux. Here is a quote from the Oracle website:

"Oracle Linux provides the latest innovations, tools, and features that enable you
to innovate, collaborate, and create solutions across traditional, cloud-based, and
virtual environments. Providing advanced scalability and reliability for enterprise
applications and systems, Oracle Linux delivers extreme performance and is used
in all x86-based Oracle Engineered Systems. Oracle Linux is free to use, free to
distribute, free to update, and easy to download. It is the only Linux distribution
with production support for zero-downtime kernel updates with Oracle Ksplice,
allowing customers the ability to apply patches for security and other updates
without a reboot, as well as providing diagnostic features for debugging kernel
issues on production systems."

Creating a Linux-based virtual machine

In order to create a Linux machine in Microsoft Azure, you will need to log in to
the Microsoft Azure portal using the credentials that you would have created in
Chapter 1, Introduction to Microsoft Azure Cloud Services.

When you have logged into the portal, click on the Virtual Machines link on the
left-hand side of the menu, as shown in the following screenshot:

Microsoft Azure |

virtual machines

INSTANCES  IWAGE: DISK:

NAME 4 | sTATUS SUBSCRIPTION LOCATION DNS NAME yel
VIRTUAL MACHINES
2
GethynEllisSQL > gethynellissql.cloudapp net

gethynellisws W stopped (Deallocated) Pay-As-You-Go West Europe gethynellisws cloudapp.nef
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You will see the virtual machines that we created earlier in the Windows-based
virtual machines. To create a Linux virtual machine, click on the New button at the
bottom of the screen:

This will start the Create new virtual machine wizard, then click on the From
Gallery option:

COMPUTE @ WEBSITE T Create a virtual machine by specifying
advanced options.
DATA SERVICES | |I| VIRTUAL MACHINE [#]] rom caLery

APP SERVICES E MOBILE SERVICE

NETWORK SERVICES @ | CLOUD SERVICE

MARKETPLACE

In the Azure gallery, you have several options when it comes to choosing the Linux
variety or flavor that you want to install. We reviewed the options earlier in the
chapter. In this example, we are going to use a CentOS-based version of Linux,
which is basically a Red Hat Enterprise. I have chosen this version, as this is the one
I'm familiar with, you can chose whichever version best suits your needs:

x
Choose an Image P
ALL FEATURED  ~ Openlogic 6.5
MICROSOFT A Openlogic 6.5 s
WINDOWS SERVER - = = i
P ool
SHAREPOINT @ (penlogic )
SQL SERVER A Openlogic 6.6
=24 This distribution of Linux is based on CentOS
BIZTALK SERVER ot version 6.5 and is provided by OpenLogic. It
VISUAL STUDIO contains an installation of the Basic Server
A Openlogic 7.0 packages
UBUNTU A
ot
COREOS - 05 FAMILY Linux
CENTOS-BASED PUBLISHER OpenLogic
SUSE NUMBER OF 1
DISKS
ORACLE
LOCATIONS East Asia;Southeast Asia;Australia
PUPPET LABS East;Australia Southeast;Brazil
South;North Europe;west
Europe;Japan EastJapan
MY IMAGES West Central US;East USiEast US
MY DISKS 2;Morth Central Us;south Central
PRICING INFORMATION
MSDN Pricing varies based on the subscription you select to
) HIDE PRE-RELEASE provision your virtual machine
>
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Click on the Centos-Based option on the left-hand side menu, then select Openlogic
6.5 and click on the right arrow. You will be provided with the following screenshot:

Virtual machine configuration

WVIRTUAL MACHINE NAME 5 ODEH\O_CJIC 65
s
| MySQLOS | -
This distribution of Linux is based on
TIER CentOS version 6.5 and is provided by
OpenLogic. It contains an installation of
LEEUS STANDARD the Basic Server packages.
SIZE 05 FAMILY
Linux
| AD (shared core, 768 MB memory) v |
PUBLISHER
Openlogic
MNEW USER MAME
MUMEER OF
| GethynEllis | DISKS
1
AUTHENTICATION LOCATIONS.
- East Asia;Southeast Asia;Australia
UPLOAD COMPATIBLE 55H KEY FOR AUTHENTICATION East;Australia Southeast;Brazil
South;Morth Europe;West
PROVIDE A PASSWORD Europe;Japan EastJapan
West;Central US;East U5;East US
NEW PASSWORD CONFIRM B T T I
........ ) | | — PRICING INFORMATION

Pricing varies based on the subscription you
select 1o provision your virtual machine.

€)=

The following are the steps to configure the virtual machine:

1. Give the virtual machine a name. I have chosen the name MySQLOS, as |
would likely want to use MySQL on this server.

2. Choose your Tier package. I have chosen Basic. We discussed the tier option
in Chapter 2, Creating and Deploying a Windows Virtual Machine.

3. You can then choose the size of the virtual machine. As I have chosen the
Basic package, I am limited to the A-size machines. Virtual machines are
charged by the minute, and the size of the virtual machine you choose will
dictate how much you get charged. So, choose the size that meets your
requirements. "Going big early" can result in unnecessary costs.

4. You then have to provide a username. In this example, the name I chose is
nice and simple to remember, GethynEl1lis.
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5. You then need to choose an authentication method. You can choose to
upload an SSH key for authentication, or you can provide a password.
I chose to select the option to provide a password. You then need to enter
and confirm your password, and click on the right arrow:

CREATE A VIRTUAL MACHINE

Virtual machine configuration

CLOUD SERVICE

‘ gethynellisWs

“»

CLOUD SERVICE DNS NAME

cloudapp.net

REGION/AFFINITY GROUP/VIRTUAL NETWORK

‘ ‘West Europe v

STORAGE ACCOUNT

‘ Use an automatically generated storage accour % ‘

AVAILABILITY SET

“ (Mane) = ‘

EMDPOINTS
NAME PROTOCOL PUBLIC PORT  PRIVATE PORT
55H TCP 22 22
Remote Desktop TCP AUTO 3389

5 Openlogic 6.5
s

This distribution of Linux is based on
CentOS version 6.5 and is provided by
Openlogic. It contains an installation of
the Basic Server packages.

05 FAMILY
Linuzx

PUBLISHER
OpenLogic
MNUMBER OF
DISKS

1

LOCATIONS

East Asia;Southeast Asia Australia
East;Australia Southeast;Brazil
South;North Europe;West
Europe;Japan EastJapan
West;Central US;East US;East US

PRICING INFORMATION
Pricing varies based on the subscription you
select to provision your virtual machine.

-

-

6. You can choose a cloud service, which is the container to place the virtual
machine. I selected GethynE11iswWs. You will have created one in the

previous chapter.
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7. Accept all the defaults on the screen with the exception of the endpoints to
be enabled. SSH is already enabled. Click on the drop-down list, and add
Remote Desktop to the list. You will want to pick a region that is close to
your home. Click on the right arrow:

x
CREATE A VIRTUAL MACHINE
VM AGENT Q Openlogic 6.5
| Tnstall the VIV Agent g
CONFIGURATION EXTENSIONS This distribution of Linux is based on
CentOS version 6.5 and is provided by
Configuration extensions aren't available yet far this image OpenlLogic. It contains an installation of
the Basic Server packages.
05 FAMILY
Linux
PUBLISHER
Openlogic
NUMBER OF
DISKS
1
LOCATIONS
East Asia;Southeast AsiajAustralia
East;Australia Southeast;Brazil
South;North Europe;West
Europe;Japan EastJapan
West,Central US;East US;East US
LEGAL TERMS
By clicking the Submit buttan, 1 acknowledge that  am getting this software from OpenLogic and that the PRICING INFORMATION
legal terms of OpenLogic apply to it. Microsoft does not provide rights for third-party software. Pricing varies based on the subscription you
select to provision your virtual machine.
2 3 € ) v
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8. Accept the default settings on the final screen, including the option to Install
the VM Agent, and then click on the tick icon to complete the wizard, and
start the process of creating the virtual machine:

Microsoft Azure |~ @ gethy

virtual machines
INSTANCES IMAGES DISKS

NAME 4 STATUS SUBSCRIPTION LOCATION DNS NAME Pl

VIRTUAL MACHINES
3

E MOBILE SERVICES
0

MySQLOS. Starting (Provisicnin Pay-As-You-Go West Europe ethynellsWS.cloudapp.net
@ T e lySC g | al 1y P gethynell e

SOL DATABASES
L

% STORAGE
HDINSIGHT
[

GethynEllisSQL = W Stopped (Deallocated)

gethynellisws M Stopped (Deallocated) Pay-As-You-Go West Europe gethynellisws.cloudapp.net

@ ::Enus:uvmas
[%L sozmcllus
M VISUAL STUDIO ONLINE
)
E CACHE
)

Azure will then start to provision the virtual machine. This process can be time
consuming — you will need some patience here till the machine is created.

Working with your Linux virtual machine

With the Linux virtual machine running, you might wonder how to connect to your
new Linux virtual machine, especially if you are from a Windows background.

For those of you familiar with Windows, the answer is not quite the same as the
Windows virtual machine we created in the earlier chapter.

Connect using Secure Shell (SSH)

Most Linux users will be used to working with the command line interface (CLI).

If working with Linux is new to you, then this section will provide you with some
specific information about working with Linux. You will need a SSH client to log in
to your virtual machine. This needs to be installed on the computer that you wish to
connect to the Linux virtual machine from.
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In my case, this is going to be my Windows 7 laptop.

There are several free open source SSH clients that you can download for free.
There is a comparative list on Wikipedia. You can view this comparison at:

http://en.wikipedia.org/wiki/Comparison of SSH clients.
Two of the most popular are PuTTY and OpenSSH.

You can download PuTTY from http://www.chiark.greenend.org.
uk/~sgtatham/putty/download.html and OpenSSH from http://www.openssh.
com. OpenSSH is used for computers running a Linux operating system.

The following are the steps to install PuTTY:

1. Thave downloaded PuTTY and copied the executable to my Windows
desktop. To start, double-click on the PuTTY executable file:

putty
S5H, Telnet and Rlogin client
Simon Tatham

2. Double-click on the PuTTY client to start it. Click on Run if prompted to run
the software from a security warning screen:

The publisher could not be verified. Are you sure you want to
run this software?

E Mame: ChUsers\Gethyn Ellis\Desktop\putty.exe
Publisher: Unknown Publisher
Type: Application
From: Ch\Users\Gethyn Ellis\Desktop\putty.exe

Run ] [ Cancel

Always ask before opening this file
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3. You will then be faced with the main PuTTY screen. There are a number of
pages and options in this SSH utility. We will cover some of the basics that
are needed to connect to our Linux Azure based virtual machine:

= Teminal
- Keyboard
- Bell

- Features
(= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=- Connection
- Diata
- Prowy
- Telnet
- Rlogin
- 55H
- Serial

| Basic options for your PuTTY session

Specify the destination you want to connect to

Load, save or delete 3 stored session
Saved Sessions

Host Mame (or IP address) Fort

22
Connection type:
) Raw () Telnet ) Rlogin @) S5H () Sedal

Default Settings

Close window on exit:

) Mways (O Mever @ Only on clean

Load

Save

Delete

it

J{

| Open

Cancel

4. You need to specify the hostname or IP address of the Linux virtual
machine. This information is available via the Azure portal, as shown in the
following screenshot:

Microsoft Azure |

INSTANCES  IMAGES

NAME
VIRTUAL MACHINES

3

GethynEllisSQL

MOBILE SERVICES
0

gethynellisws

CLOUD SERVICES MySQLas

virtual machines

DISKS

o STATUS SUBSCRIPTION LOCATION

M Stopped (Deallocated) Pay-As-You-Go North Europe

M Stopped (Deallocated) Pay-As-You-Go West Europe

= V/ Running Pay-As-You-Go West Europe

® s

DNS NAME pel

gethynellissql.cloudapp.net

gethynellisws.cloudapp.net
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On the Virtual Machines tab, in the portal, click on the name of your Linux
virtual machine. My machine is called MysQLos.

When you click on the Linux virtual machine, click on the dashboard link at
the top of the screen. Scroll down until you come across the SSH details on
the left-hand side of the screen:

55H DETAILS
gethynellisws.cloudapp.net : 22

So, we enter the SSH details in our PuTTY session.

I have entered GethynellisWS.cloudapp.net as the hostname and the
port number as 22.

[Category:

2- Sgssiun Basic options for your PUTTY session

EI TE"" I_lcnglging Specify the destination you want to connect to
Tm}'éz:baard Host Mame (or IP address) Port
. Bell gethynelisWS cloudapp net 22
- Features Connection type:

= Window () Raw () Telnet () Rlogin @) SSH () Senal
J;EE:::SFCE Load, save or delete a stored session
... Tranglation Saved Sessions
- Selection
- Colours -

Default Settings

[=} Connection Load
o
- Promy
- Rlogin

#H-55H
- Senial Close window on ext:
) AMways () Never @ Only on clean exit

About [ Open ] [ Cancel
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9. Click on Open to start your session.

10. You need to log in using the username and password that we created earlier
in the chapter, and you will be able to connect to your Linux virtual machine:

Connect using Remote Desktop Protocol

Now, we are able to connect using SSH. We can set up our virtual machine so
that we can connect using a remote desktop session. We need to use SSH to
configure this.

In this example, I have connected to the PuTTY command line interface using the
login name, GethynEl1lis, that I created earlier. To enable the remote desktop, we
need to configure the virtual machine desktop and RDP configuration. It is worth
noting that working via RDP can work out to be more expensive than using the CLI,
as more bandwidth is used for both uploading and downloading the Azure-based
virtual machine.

To enable RDP, you will need to execute the commands in the following steps:

1. Running the following code will give you the root privileges:

sudo -s

2. We need to install the desktop repository systems by running the following
command:

rpm -Uvh http://li.nux.ro/download/nux/dextop/el7/x86 64/nux-
dextop-release-0-1l.el7.nux.noarch.rpm

3. Next, we will install the GNOME desktop by running the following
command:

yum groupinstall "GNOME Desktop" "Graphical Administration
Tools"

This process can take some time, depending on your Internet connection
speed. You will be prompted to continue several times during the
installation; simply press Y to continue.
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4. In this step, we will configure the virtual machine to use a graphical user
interface, as opposed to the command line:

1ln -sf /lib/systemd/system/runlevel5.target
/etc/systemd/system/default.target
5. Next, we will install xrdp by running the following command:

yum -y install xrdp tigervnc-server

6. Start the xrdp service by running the following command:

systemctl start xrdp.service

7. Then, enable the service using the following command:

systemctl enable xrdp.service
8. That's it, when you have enabled it, you can connect using RDP. We created

the endpoint earlier. So, we can click on Connect tab in the portal and
connect using RDP:

Microsoft Azure |

mvsalos

Configure web endpeint monitering

&3 DASHBOARD MONITOR  ENDPOINTS — COMFIGURE

GethynEllissalL @ crupercentace @ Diskreap BvTes/seC @ DiskwRITE BvTES/sEC @) NETWORK [1 E NETWORK OUT RELATIVE  w LHOUR « U

gethynellis WS

200.27 KB/s
MysQLOS

362.75 KB/s
-

76.66 MB
Vi

web endpoint status quick glance

You have not configured a web endpoint for monitoring. Configure one to get started

@ visit the new portal Freview
CONFIGURE WEB ENDPOINT MONITORING @

(@) view Applicable Applications and
services

autoscale status —

To start using autoscaling, add virtual machines to an availability set Running

FRTFTeoRHaOIRENP

CONFIGURE AVAILABILITY SET @ DNS NAME

started virtual macl
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Useful Linux commands

The following is a list of commands that can help you manage your Linux
infrastructure:

* Alias: Create an alias

* apropos: Search Help manual pages (man -k)

* bash: Bourne Again Shell

* bzip2: Compress or decompress named file(s)

e cal: Display a calendar

* cat: Concatenate and print (display) the content of files

* cd: Change directory

* chgrp: Change group ownership

* chmod: Change access permissions

* chown: Change file owner and group

* ¢p: Copy one or more files to another location

* date: Display or change the date and time

» df: Display free disk space

» diff: Display the differences between two files

* echo: Display a message on screen

* env: Display environment variables

* exec: Execute a command

* exit: Exit the shell

* export: Set an environment variable

* fg:Send a job to foreground

* file: Determine the file type

* fsck: Check and repair the file system consistency

* gawk: Find and replace text within file(s)

» grep: Search file(s) for lines that match a given pattern

* groupadd: Add a user security group

* groups: Print the group names a user is in

* gzip: Compress or decompress named file(s)
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head: Output the first part of file(s) help and display help for a

built-in command

history: Command to show history
hostname: Print or set system name

id: Print user and group IDs

ifconfig: Configure a network interface
jobs: List active jobs

kill: Stop a process from running

less: Display output one screen at a time
In: Create a symbolic link to a file

Is: List information about file(s)

man: Help manual

mkdir: Create new folder(s)

more: Display output one screen at a time
mv: Move or rename files or directories
ping: Test a network connection

ps: Process status

pwd: Print a working directory

rcp: Copy files between two machines
rename: Rename files

return: Exit a shell function

rm: Remove files

rmdir: Remove folder(s)

rsync: Remote file copy (Synchronize file trees)
scp: Secure copy (remote file copy)
shutdown: Shut down or restart linux
sleep: Delay for a specified time

source: Run commands from a file "'

ssh: Secure Shell client (remote login program)
su: Substitute user identity

sudo: Execute a command as another user

symlink: Make a new name for a file
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* tail: Output the last part of file

* tar: Tape archiver

* touch: Change file timestamps

* useradd: Create a new user account

* users: List the users currently logged in
* wc: Print byte, word, and line counts

* whereis: Search the user's $path, manual pages and source files for a
program

* which: Search the user's $path for a program file

* who: Print all usernames currently logged in

* whoami: Print the current user ID and name (‘id -un')

* wget: Send web pages or files via HTTP, HTTPS or FTP
* write: Send a message to another user

* .. A command script in the current shell

e II: Run the last command again

e ###: Comment / Remark

Summary

In this chapter, we looked at how we can create and configure a Linux-based
virtual machine in Microsoft Azure's cloud. We looked at the different flavors of
Linux available and how to create the virtual machine. We also looked at how we
can use the command line interface and PuTTY, how we can configure and connect
via RDP to work with Linux, and we provided you with a list of useful commands.
In the next chapter, we will take a look at how you can manage and monitor your
virtual machine.
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In this chapter, we will take a look at how we can configure, set up, and deploy a
virtual network that will allow our Azure-based virtual machines to interact and
communicate with each other in the cloud and potentially communicate with our
on-premises servers too. In this chapter, you will learn the following topics:

* The definition of an Azure Virtual Network
* The benefits of a virtual network

* How to configure a virtual network

* Cross-premises virtual networking

* How to move an existing virtual machine to a virtual network

What is an Azure Virtual Network?

An Azure Virtual Network (VNET) is something that you will create in Microsoft
Azure. The VNET will allow virtual machines and the other resources that are part of
the VNET to communicate with each other privately. It is the VNET that provides this
communication function. Without a VNET, or if a virtual machine resides outside the
VNET, communication with other resources would not be possible. The VNET offers
another level of abstraction, and thus, another layer of extra security.

VNET and virtual networking are useful and important if you want to make
use of both your on-premises network, infrastructure, and resources in Microsoft's
Azure cloud.

When deciding whether you need a virtual network or not, you will have to
consider what your end goal is and what exactly you want to achieve. It's important
to get the network set up correctly the first time, as it is much easier to deploy new
virtual machines to a network than it is to add existing virtual machines to the
network later.
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There is no out-of-the-box design that will work and fit all environments.
Having said that, there are three basic categories of network configuration
for you to consider:

* No VNET
* Cloud-only VNET
* Cross-premises VNET

The first two categories on the list are pretty self-descriptive. No VNET means that
you don't have a VNET, and your cloud-based resources sit as standalone entities.

A cloud-only VNET is a network based in Azure that allows your cloud-based
resources to communicate with each other. If you have an entirely cloud-based
solution and you want the resources to be able to communicate with each other, then
a cloud-only VNET might be something for you to consider.

The cross-premises option will allow you to build a hybrid network, extending your
on-premises network in the Microsoft cloud.

Azure virtual machines and services acquire their network settings during the
deployment; therefore, it is best to know whether you need a virtual network before
the deployment, as you can't just move your VM to the VNET. You can, however,
redeploy your virtual machine and cloud services, but this will result in downtime
while the redeployment occurs. You might have noticed that the virtual machines we
have created so far have not been deployed to a virtual network; we will take a look
at the process of redeployment in this chapter.

The benefits of virtual networks

If you decide that creating a virtual network is the right thing for your environment,
then there are a number of additional benefits for you to take advantage of. By
creating a virtual network, you will be able to perform the following functions:

* Name resolution: Implementing and configuring DNS will allow you to
work with your virtual machines and other resources by referring to their
hostname, which is much more user-friendly than the IP address port
combination you would need without the DNS.
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* Increased security: You will benefit from the increased security and isolation.
Resources that are part of a virtual network will be able to communicate
and access each other. Any virtual machine that resides outside the virtual
network will not have this ability. So, your virtual network resources have an
extra isolation layer.

* Include more resources in a trust and security boundary: Instead of your
security boundary being a single virtual machine, you can expand this
boundary to all the virtual machines in the network. If you create several
virtual machines in the virtual network, they will be able to communicate
with each other securely.

* Extend on-premises network to the cloud: You can join virtual machines
that reside in the Azure cloud to your on-premises domain. This allows
you to expand your on-premises infrastructure to the Microsoft Azure
cloud platform.

* Static private IP addresses: Virtual machines that reside in your virtual
network can have static IP addresses.

The virtual network topology

There are two main types of virtual network configurations; one that will remain
completely in the Azure cloud known as cloud-only, and the other one known as a
cross-premises network that will allow both cloud-based and on-premises resources
to communicate. We will discuss both the types here.

A cloud-only virtual network

Cloud-only virtual networks are useful when you have an entire system and its
various tiers that reside in Azure, and there is no need for these virtual machines

to communicate with other resources in different networks. Cloud-only virtual
networks are virtual networks that reside entirely in Microsoft Azure. There is no
need for a VNET gateway to be able connect back to your on-premises network or to
another virtual network in Microsoft Azure.
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There are some subtle differences when it comes to setting up and configuring a
cloud-only virtual network compared to a cross-premises network configuration.
With a cloud-only virtual network, you will be able to connect to virtual machines
and other resources from the endpoints rather than using a VPN connection:

Microsoft Azure Cloud

It is a simple process to create a cloud-only virtual network. It's relatively
straightforward, as you don't need to worry about coordinating your IP address
ranges with the ranges on your local on-premises network or with the IP addresses
in other cloud-based networks. As there is no connectivity between other
on-premises networks, there is no requirement to set up and configure a VPN device.

Switching between a cloud-only network and a cross-premises configuration is

not a simple process. It is more complicated than adding a gateway to your VNET.
The reason for the complication is that the IP address ranges that you select cannot
overlap with the ranges that are on your local network. If this situation does arise,
you will need to create a new virtual network with the required settings and
redeploy the virtual machines to the new virtual network. We will discuss how to do
this later in the chapter.
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A cross-premises virtual network

The ability to create a network that spans from your on-premises network and
into the cloud is referred to as a cross-premises virtual network. Cross-premises
connectivity provides you and your organization with several benefits and a great
deal of flexibility when it comes to your infrastructure.

You will be able to create multisite configurations, VNET-to-VNET configurations,
or a combination of configuration types. The major benefit is, clearly, the ability

to expand your local on-premises network to the cloud, providing you with an
infrastructure solution that provides the flexibility and dynamic responsiveness
that cloud offers.

A Virtual Private Network (VPN) is a device that is needed to create a cross-premises
network. This device is then used to establish a secure connection with the Azure
Virtual Network.

Cross-premises network configurations are sometimes called hybrid solutions.
These are generally more complicated to implement and require more planning
and preparation than cloud-only configurations. In a large organization, it is likely
that elements of the cross-premises configuration will need involvement from the
other teams and other people, including your network team because some of the
activities will involve coordinating with the network routing, as well as configuring
VPN devices.

There are three types of cross-premises network that you can set up in
Microsoft Azure:

* Site-to-site

* Point-to-site

* ExpressRoute

A site-to-site virtual network allows you to create a secure connection between
your Azure-based virtual network and your on-premises local network.

To do this, you will need:

* Atleast one publicly visible IP address
* A VPN device—Windows Server 2012 Routing and Remote Access service
* Extra machines for testing

* A subscription to Azure
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This VPN device is configured to create a secure connection with the Azure Virtual
Network Gateway. When the connection is established, the virtual machines and
servers on your local on-premises network and the resources that are located in your
Azure cloud-based virtual network can communicate directly:

On Premises Network Microsoft Azure Virtual Network

N

. B
% Site to Site VPM %

VPN Gateway

s

° ®
s

With a site-to-site configuration, there is no requirement for each local computer on
your premises to establish a connection with the cloud-based resources. They will
instead make use of the dedicated VPN device.

Site-to-site configurations are generally used when you make use of a scaled-up
cloud-based environment and have several on-premises resources that need to
access resources in the cloud. This will remove the need for you to configure each
and every local device.

A point-to-site configuration will also create a secure VPN connection to the Azure
Virtual Network. The difference between a point-to-site and site-to-site configuration
is that the point-to-site setup does not use a specific device, instead each client will
have a VPN client installed and will establish a connection individually:
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A point-to-site configuration can be useful when:

*  You have a small number of clients.

*  You work remotely and you want to connect to the cloud VNET from a
remote location.

*  You don't have a suitable VPN device that meets the necessary requirements.
You can find the information on the device requirements at https://msdn.
microsoft.com/en-us/library/azure/jjl56075.aspx

Microsoft Azure also has something called ExpressRoute. This is similar to
site-to-site connectivity. It lets you create private connections between the Azure
data centers and infrastructures that are on your premises. ExpressRoute connections
don't communicate with the public Internet, and as such, offer a number of benefits
compared to a site-to-site connection that goes over the Internet:

* They are more reliable
* They have potentially faster speeds
* They have lower latencies

* They have higher security

Configuring a virtual network

In this section, we will take a look at the tasks that need to be completed to create
and configure a virtual network.

Creating a cloud-only virtual network

We know the benefits of creating a virtual network. Azure-based virtual machines
and other resources within the network can communicate securely with each
other. Creating a dedicated cloud-only virtual network is a very simple and
straightforward process, as there are no additional complications, such as
configuring a VPN device.

Now, your cloud-only virtual network has been created. Once you have created
your cloud-only virtual network, you can add new VMs and PaaS instances to it. It
is worth noting here that the process of adding an existing virtual machine resource
to a VNET is not a simple process, as you will see this in a later section, so ensure
that you plan your virtual networks correctly to begin with. When you create a new
virtual machine, you will be able to specify the virtual network it belongs to.
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You will need the following information to create your cloud-only virtual network:

Name: You can create whatever name you'd like to, but I would recommend
that you use sensible naming conventions; maybe something that allows
you to quickly identify what the VNET is used for, particularly, if your
environment is a large one. You'll need this virtual network name when

you deploy your virtual machines, so it's best not to have a name that is too
complicated.

Location: The region you choose is directly related to the Microsoft data
center, where your virtual machines are made to reside when you deploy
them to this virtual network. Let's say most of your businesses and customers
are located in Northern Europe. You might make a decision to locate your
cloud-based infrastructure in the Northern European data center (which, at
the time of writing, is based in Dublin). Select this region. It's important to
note that you can't change the region associated with your virtual network
after you create it.

DNS information: This is optional and would only be used if you have to
set up the DNS.

The following steps will create a cloud-only virtual network:

1.

2.

Microsoft Azure |~ @ gethynelis@google

a0
@ L networks

ﬁ RECOVERY SERVICES VIRTUAL NETWORKS ~ LOCAL NETWORKS ~ DNS SERVERS
[}

& ™
0
CREATE A VIRTUAL NETWORK (3)
gﬁk AUTOMATION
o

@ SCHEDULER
[}

@ A
A RS

<“.> ::ETWDRKS

Log in to the Azure portal using the credentials we created in Chapter 1,
Introduction to Microsoft Azure Cloud Services.

Scroll to the bottom of the left-hand side menu until you find the
Networks option, and then click on it. You will see a screen similar
to the following screenshot:

You have no virtual networks. Create one to get started!
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3. Click on the Create a Virtual Network link listed on the virtual network tab
in the detail pane. The network configuration wizard will start.

4. On the Virtual Network Details page, enter the following information:

o

Name: Enter the name of the virtual network. I have named my
network GRESol:

Virtual Network Details

HAME wocATIoN

GRESSI Wiest Europe

&+ GRESol

°  Location: Select the region for your network from the drop-down list
5. The DNS screen is the next screen that appears. We will enter the DNS and
VPN connectivity information on this screen; in this case, we can accept
all the defaults, as we don't need to make any changes for a cloud-only
configuration. Click on the right arrow to move on to the next page. In the
cloud, Azure provides the basic name resolution for your virtual network:

DNS Servers and VPN Connectivity

DS SERVERS FOINT.TO-SITE CONMECTIVITY

] Contiguurs & point so-sne v#8

nnnnnnnnnnnnnnn
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6.

On the Virtual Network Address Spaces screen, you don't need to make any
changes, so we will accept the defaults. You would only make changes here
if you required a certain internal IP address range for your virtual machine,
or if you wanted to create a specific subnet for the virtual machines that will
receive a static IP address:

Virtual Network Address Spaces

Complete

CIDR (ADDRESS
COUNT)

10.0.0.0/8 10,000 /8 (16777... 10.0.0.0 - 10.255.255.255

ADDRESS SPACE STARTING IP
4

USABLE ADDRESS RANGE

SUBNETS

Subnet-1 10.00.0 /11 (2097... 10.0.0.0 - 10.31.255.255

add address space

NETWORK PREVIEW

<+ GRESol

The preceding screenhot shows where you have to specify the range of the
IP addresses that your virtual machines will be allocated with when they
get deployed to the virtual network. These IP addresses are for internal
communication on the virtual network.

In this situation, we aren't going to connect this private virtual network
to your on-premises network. If you want to create a connection for your
on-premises network, using a cross-premises VPN configuration, you
need to plan and coordinate the IP address ranges to be used to avoid
any issues later.

Click on the tick icon on the lower right-hand side of the wizard to complete
the wizard, and Azure will begin to create your network. When the new
virtual network has been created successfully, you will see it listed on the
network page of the Azure Management Portal, as being created.
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8. With your virtual network now created, you can create a virtual machine
infrastructure that uses the virtual networks. Be sure to select the From
Gallery option when creating a new virtual machine in order to have the
option to select your virtual network.

Redeploying virtual machines into a
virtual network

The virtual machines that we have deployed so far are not part of our virtual
network. How do we go about moving a virtual machine to a different network?
There is no easy way to move an existing virtual machine to the network. The
process involves using the VHD of the virtual machine that you want to include in
the virtual network, and then creating a new virtual machine based on the VHDs of
the old virtual machine.

In this section, I am going to move the GethynE111isSQL virtual machine that we
created in an earlier chapter to the GRESol network:

1. Login to the Azure portal.
2. Click on the Virtual Machines tab in the portal:

Microsoft Azure | v

virtual machines

INSTANCES  IMAGE DISKS

NAME | STATUS SUBSCRIPTION LOCATION DNS NAME p
VIRTUAL MACHINES
3

GethynEllisSQL > gethynellissql cloudapp net

gethynellisws M Stopped (Deallocated) Pay-As-You-Go West Europe gethyne

MySQLOS

Pay-As-You-Go West Europe gethynellisws cloudapp ne

3. Click on the virtual machine you want to redeploy into the new virtual
network. In this case, click on the GethynE111sSQL virtual machine.
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4. Click on the Dashboard link at the top of the page:

gethynellissql

“ DASHBOARD MONITOR ENDPOINTS COMFIGURE
ﬁ Your virtual machine has been created!
Here are a few options to get you started:

D Skip Quick Start the next time I visit

5. When the dashboard opens, scroll to the bottom of the page, where you will
see the disk information of this virtual machine. There is an option for you to
copy the path of the disk. Make a note of this path for future purposes. Use
the file that has a built-in copy function so that you can copy the values to
your clipboard. Mine are https://portalvhds3s12v9t69rdb9.blob.core.
windows.net/vhds/GethynE11isSQL-GethynE11isSQL-2014-11-24.vhd
and https://portalvhds3s12v9t69rdb9.blob.core.windows.net/vhds/
SQLServerData.vhd:

Il GETHYMELLISSOL OTHER ROLES AVAILABLE

GETHYMELLISSQL 0 of 20 CORE(S)

disks
DISK TYPE HOST CACHE VHD D
GethynEllis5QL-GethynElliss.. 05 disk Read/\Write https://portalvhds3s 12v3t69
GethynEllis5QL-GethynEllisS..  Data disk MNone https://portalvhds3s12v3t63
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6. This step needs to be completed with some caution because we will be
deleting the virtual machine. The deletion is the important bit. You will
delete the virtual machine without deleting the disks. While you are still in
the dashboard, click on the Delete button at the bottom of the screen.

Once you have clicked on the Delete button, you need to select the Keep the
attached disks option.

7. You will be prompted to click on Yes, and the virtual machine will be
deleted.

8. You need to confirm that the virtual machine has been deleted. You can do
this by clicking on the disk page at the top of the screen. You will see the
disk(s) that were attached to the virtual machine are now not showing as
attached to a virtual machine:

virtual machines
INSTANCES IMAGES DISKS

MAME 4 ATTACHED TO COMTAINS OS HOST CACHE SUBSCRIPTION LOCATION el

GethynEllisSQL-GethynEllis.. - - - Pay-As-You-Go https//portalvhds3s12vat6

9. Next, you need to create a new virtual machine with the same name using
the Windows gallery.

10. Then, choose New from the action bar at the bottom of the screen.

11. Select the From Gallery option:

COMPUTE @ WEBSITE ’ QUICK CREATE Create and manage virtual machines
running in Windows Azure.

DATA SERVICES | II' VIRTUAL MACHINE “ FROM GALLERY

APP SERVICES E MOBILE SERVICE

NETWORK SERVICES @ ‘ CLOUD SERVICE

MARKETPLACE
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12. On the gallery screen, choose the My Disks option in the list, and you will
see the disk, which we deleted, that was previously attached to the virtual
machine. In this case, it is the only disk listed here, as I had not created any
other data disks for the virtual machine:

x
CREATE A VIRTUAL MACHINE
Choose an Image | 5|
ALL AT v T GethynEllisSQL-
MICROSOFT GethynEllisSQL-0-
[T GethynEllisSQL-GethynEllisSQL-0- 201411241714190763
WINDOWS SERVER G 201411241714190763
SHAREPOINT
SQL SERVER
05 FAMILY Windows
BIZTALK SERVER
TYPE Premium
VISUAL STUDIO
NUMBER OF 1
DYNAMICS DISKS
UBUNTU SUBSCRIPTION Pay-As-You-Go
COREOS LOCATION North Europe
CENTOS-BASED
SUSE
ORACLE
PUPPET LABS
MY IMAGES
MY DISKS PRICING INFORMATION
You selected an image that has special pricing
MSDN information. Learn More
-

13. Click on the right arrow.
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14. Give the virtual machine a name. I will keep the same name
GethynE11issQL. This is to avoid any confusion and reconfiguration of
the virtual machine after the name has been changed.

15. Choose an appropriate tier package, I have selected basic A0, and then click
on right arrow:

CREATE A VIRTUAL MACHIME

Virtual machine configuration

WINDOWS H _
VIRTUAL MACHINE NAME “ GethynEllisSQL
@ | GethynEllisSQL-0-

sethyncissQL | 201411241714190763
TIER 05 FAMILY

Windows
STANDARD

TYPE

Premium
SIZE
E . NUMBER OF
‘ AD (shared core, 768 MB memory) + DISKS
L J 1

SUBSCRIPTION

Pay-As-You-Go

LOCATION

Morth Europe

PRICING INFORMATION

You selected an image that has special
pricing information. Learn More
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16. You will then be able to select the new virtual network from the
Region/Affinity Group/ Virtual Network drop-down list. Click on
next, and then Finish, to provision the new virtual machine:

x
Virtual machine configuration
CLOUD SERVICE GethynEllisSQL-
Create a new cloud service H | GethynE"‘SSQL'O'
201411241714190763
CLOUD SERVICE DNS NAME
05 FAMILY
GethynEllisSQL O | cloudapp.net Windows
TYPE
REGION/AFFINITY GROUP/VIRTUAL NETWORK Bremium
GRESoll v MUMEBER OF
DISKS
VIRTUAL NETWORK SUBNETS 1
SUBSCRIPTION
Subnet-1{10.0.0.0/11) B Pay s ¥ou-Go
LOCATION
AVAILABILITY SET
MNorth Eurcpe
(None) v
ENDPOINTS
MNAME PROTOCOL PUBLIC PORT PRIVATE PORT
Remote Desktop TCP AUTO 3389
PRICING INFORMATION
PowerShell TCP 5986 5986 .
You selected an image that has special
w pricing information. Learn Mare
€« )=

When the virtual machine is provisioned, you have moved your virtual machine to
your new network.

Configuring a cross-premises virtual
network

In this section, you will gain an understanding of the steps needed to configure

a point-to-site VPN. This is the type of cross-premises network configuration

you would use when you don't have an appropriate VPN device for a site-to-site
connection, or you only have a very small number of clients that you need to connect
to. The process is similar but not identical for a site-to-site configuration. You will
probably need advice from the network administrator when it comes to configuring
this for a production environment.
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This task can be broken down into three major steps:

* Configuring the virtual network with a dynamic gateway
* Creating the certificates

* Deploying the VPN client

Configuring the virtual network with a
dynamic gateway

The first of these steps is to create a new network with the appropriate options
selected in the Azure Management Portal:
1. Log in to the management portal and scroll to the Networks section on the
right-hand side menu list.
Click on the New button at the bottom left-hand corner of the screen.

You should have Network Services Virtual Network chosen by default.
Click on the Custom Create tab.

This will start the Create a Virtual Network Wizard.
Choose a name, | have selected the name GREWEU.

Choose a location, I have selected Western Europe. Click on the right arrow.
You should choose a location where you want your virtual machine to reside.
I'live in Western Europe, so this is the option I have selected.

7. Here, you can specify your enterprise/company DNS servers if you wish.
You can leave the DNS fields blank if you don't want to specify a specific
server here.
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8.

Check the box titled Configure a point-to-site VPN. Note that you can
also configure a site-to-site connection if you wish. When you check the
point-to-site box, the network diagram will change at the bottom of the
screen. Click on the right arrow to continue:

CREATE A VIRTUAL NETWOR

DNS Servers and VPN Connectivity

DNS SERVERS POINT-TO-SITE CONNECTIVITY

Configure a point-to-site VPN

SITE-TO-SITE CONNECTIVITY

D Configure a site-to-site VPN

NETWORK PREVIEW

GATEWAY
<+ GREWEU H &p Clients

10.

11.

On the next page, we will specify the IP address range that will be reserved
for our cross-premises clients. These are the IP addresses that they will be
allocated when they connect via VPN. I have accepted the defaults here,
which will give me plenty of available addresses for my needs. Click on the
right arrow to continue.

The final screen is the Virtual Network Address Space screen, where you
can specify the address range that you can use for your virtual machine. I am
going to accept the defaults, but you may want to enter different values for
the address space field.

You need to click on the Add Gateway Subnet button to add it. Click on the
tick icon when complete.
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12. Once the network has been created, we need to create a dynamic routing
gateway. On the networks page in the management portal, click on the
network we just created and navigate to the Dashboard tab.

13. At the bottom of the dashboard page, there is an option Create Gateway.
Click on the link. You will be prompted to answer whether you are sure you
want to create a gateway, then click on Yes. Just a word of warning that it can
take up to 15 minutes to create the gateway.

Creating certificates

You will need to create a self-signed root certificate. Creating this certificate is
outside the scope of this book. However, the link http://datacenteroverlords.
com/2012/03/01/creating-your-own-ssl-certificate-authority/ walks you
through creating and signing your route certificate using OpenSSL. You can also use
the Makecert executable that comes with Visual Studio.

I used the following code at Visual Studio Tools Command Prompt (which I run as
an administrator) to generate a root certificate:

makecert -sky exchange -r -n "CN=GethynEllis" -pe -a shal -len 2048 -
ss My "GethynEllis.cer"

With your root certificate created, we will now upload the certificate to the
management portal:

*  You still need to be logged in to the management portal, and you should be
in the network option on the left-hand side of the screen

*  With your network selected, change the tab at the top of the screen to the
certificates option
* Click on the link to upload a root certificate

* Click on the Browse button, and navigate to the location of your root
certificate and click on Upload

The next task is to generate and install the client certificates. The link
http://datacenteroverlords.com/2012/03/01/creating-your-own-ssl-
certificate-authority/ walks you through creating these certificates using
OpenSSL. To do this, install the client certificate.

I used the makecert . exe file in this code that I ran from a Visual Studio Tools
command prompt (which I run as an administrator):

makecert.exe -n "CN=ClientGRE" -pe -sky exchange -m 96 -ss My -in
"GethynEllis" -is my -a shal
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Configuring the VPN client

Finally, with all the necessary certificates created, you can configure the VPN client
on the on-premises machine that is going to connect to your Azure Virtual Network.

On the dashboard page of the virtual network in the management portal, you will
see some downloads. Download the one that best suits your setup.

When you have the executable downloaded, you can install it locally on the
computer that you want to connect to. Having installed the client tool, navigate to it
and connect to the VPN.

Summary

In this section, we looked at how we can create a virtual network in Azure.

We looked at how we can approach moving an existing virtual machine to a new
virtual network, and what is needed to configure a point-to-site connectivity for
hybrid networks that allow you to combine your on-premises network with your
cloud-based resources. In the next chapter, we will take a look at how we can
monitor the performance of the cloud-based resources.
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So far, we have created some virtual machines in Azure, and we have looked at
both Linux and Windows-based virtual machines. We have connected our machines
via a virtual network. That's it, over to Microsoft now to look after them for us! Well,
not quite. With infrastructure as a service, you will still need to monitor your servers
to ensure both availability and performance. This is especially true if you build a
hybrid environment that spans your on-premises infrastructure in the cloud. In this
chapter, we will take a look at how we can set up monitoring in our Azure-based
virtual machines.

In this chapter, you will learn the following topics:

* Monitoring Cloud Services using the Azure portal
* Configuring monitoring for Cloud Services

* Alerting for Cloud Services

* Adding metrics to the metrics table

*  Other monitoring tools

Monitoring cloud services using the
Azure portal

So far in this book, we have looked at how we can create Cloud Services, such as
virtual machines and virtual networks, to allow us to run our infrastructure in the
cloud. In this section, we will discuss how to go about monitoring your infrastructure.
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By default, Azure provides minimal monitoring for any new cloud-based services
that you create. This data is provided by the host operating system for virtual the
machines that are running on the system. As these are minimal metrics, they are
limited to the following:

* The CPU percentage

* Network in

* Network out

* Disk read throughput (Disk Read Bytes/sec)
* Disk write throughput (Disk Write Bytes/ sec)

It might be that these are enough for you, and you can get by with your day-to-day
needs with just these. However, it is likely that you will need additional information
about your services, especially if you are running production servers in the cloud.

By configuring verbose monitoring, you will be provided with additional data and
metrics based on your virtual machine's performance, including data from within
the virtual machine itself, not just the counters provided by the host. A more detailed
metrics will enable you to more closely analyze issues that occur during your
production operations.

The following information about monitoring information is correct at the time of
writing and available on the Microsoft website:

"By default, performance counter data from role instances is sampled and
transferred from the role instance at 3-minute intervals. When you enable verbose
monitoring, the raw performance counter data is aggregated for each role instance
and across role instances for each role at intervals of 5 minutes, 1 hour, and 12
hours. The aggregated data is purged after 10 days."

When you enable verbose monitoring, the data collection method changes a

little; the aggregated monitoring data is stored in tables, which are stored in your
storage account. Be aware that the extra storage for the extra data comes with an
additional cost. In order to enable more detailed monitoring, you will need a storage
account. You can configure a connection string for the diagnostic data that links to
your storage account. You can use different storage accounts for the different roles
that you deploy.

It is worth noting that more detailed monitoring or verbose monitoring will

cost you more, as you need additional storage to store the data, and your storage
costs will increase. Not only your data transfer, but your storage transactions will
also increase. Minimal monitoring, which you get by default does not require a
storage account.
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Configuring monitoring for cloud
services

In this section, we will take a look at the process that we need to follow in order to
configure either verbose (detailed) or minimal monitoring using the Azure portal.
In order to turn on verbose monitoring, Azure Diagnostic needs to be enabled, and
a diagnostic connection string needs to be configured to allow Azure Diagnostics to
access and write to the storage account that will hold the performance data.

Prerequisites

There are some prerequisites that are needed before we can configure monitoring
for Cloud Services. They are as follows:

Creating a storage account

By creating a storage account in Azure, you will get a secure location that allows
you to access and store data in the cloud. A storage account will provide you with
a unique namespace to store your data, and it is only available to the account
owner by default.

There are two types of Azure storage accounts:

* Standard account: This includes Blob, Table, File, and Queue storage

* Premium storage account: This is used for Azure virtual machine disks
We will need a standard account for our diagnostic data.

As I mentioned earlier, and on several occasions throughout the book, you will be
billed based on the resources that you use and this is also true for storage account
costs. The cost of your storage will depend on the following factors:

* Storage capacity: This refers to the amount of storage you are using to
store data. The cost is determined by how much data you can hold and
how it is replicated.

* Data replication: This determines how many copies of your data is
maintained and where in the world these copies are located.

* Amount of transactions: This refers to how much you read and write to the
storage account.
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* Bandwidth (data egress): This is about transferring data out of a particular
Azure region; I think of a region as a data center. If your data is accessed
by an application that is not running in the same region, then you are
charged for data egress.

As you can see, the more verbose your diagnostics information, the more the
frequency with which it is collected, and if you have applications connecting to it
from a range of sites, this will again impact on your storage costs.

Azure storage replication options

When we configure our storage account in the next section, we will be prompted to
select a Replication option. Geo-redundant is the default option and offers the most
resilience, but what you choose will very much depend on the value you place in the
information being stored in the account. As this will be used to store the diagnostics
information, and if you are not so concerned about your data being durable and not
too bothered about whether some of the data is not recoverable for whatever reason,
you can keep the costs down by choosing a different replication option. The reason
for replication is to ensure durability along with high availability that allows Azure
to meet its service-level agreements in the event of a hardware failure.

The replication options include the following:

* Locally redundant storage (LRS): This provides and maintains three copies
of your data. LRS is replicated three times within a single facility in a single
region. LRS protects you from normal hardware failures; however, there
are some drawbacks, as it does not protect you from the failure of a single
facility. So, if you lose the data center, you lose your data. LRS is offered at a
discount, so this should be the cheapest option for your data. This might be
perfectly acceptable to you for your diagnostic data.

* Zone redundant storage replication (ZRS): This also maintains three copies
of your data. ZRS is replicated three times across two to three data centers,
either within a single region or across two regions; therefore, it provides
higher durability than LRS. ZRS ensures that your data is durable within a
single region. ZRS provides a higher level of durability than LRS, but not as
much as geo-redundant replication.
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Geo redundant storage (GRS): This is the default option when you create

it. GRS maintains six copies of your data. Your storage account data is
replicated three times within the primary region, and on top of this, it is

also replicated three times in a secondary region, which will potentially be
hundreds of miles away from the primary region thus, providing the highest
level of durability. In the event of a failure in the primary region, Azure
storage will failover to the secondary region. GRS ensures that your data is
durable in two separate regions, and it provides a proper disaster recovery.

Read access-geo redundant storage (RA-GRS): This provides all of the
benefits of geo redundant storage listed earlier; however, it goes a stage
further and allows read access to data in the secondary region in the event
that the primary region becomes unavailable. Read access-geo redundant
storage is recommended for maximum availability in addition to durability.

The steps to create a storage account

The following steps will demonstrate how to create a storage account. I will use a
single storage account to hold the diagnostic information:

1.

2.

Log in to the management portal. You can use the credentials that we used in
Chapter 1, Introduction to Microsoft Azure Cloud Services.

From the left-hand side menu, click on Storage. In the following screenshot,
you can see that I have a few storage accounts that have been created
previously, as a result of the creation of the various virtual machines we have
been working with so far:

portalvhds3s12vat69rdb9 Online Maorth Europe

portalvhdscgfiihtg4dhrd Online West Europe Pay-As-You-Go

3.

Click on the New button at the bottom of the screen.
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4. This will start the Create Storage Account wizard, click on the Quick
Create button:

Il compute SQL DATABASE ’ QUICK CREATE Store and manage your data using SQL
Databases, Blobs, Tables and more.

DATA SERVICES STORAGE

Bﬁa APP SERVICES HDINSIGHT

Y
{+=+) NETWORK SERVICES RECOVERY SERVICES
-

ﬂ MARKETPLACE MACHINE LEARNING

5. You will then need to enter a URL name. Note that you can only use
lowercase letters and numbers for the name of the storage account.
In this case, I have selected gethynellisdiaginfo:

gethynellisdiaginfo
*.corewindows.net

LOCATION/AFFINITY GROUP

gethynelliscom

REPLICATION

Geo-Redundant

CREATE STORAGE ACCOUNT +/
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In the Location/Affinity Group section, select the storage account location.
Ideally, it should be close to you in terms of geography. I have chosen my
affinity group, gethynelliscom. This is an affinity group that I created for
the purpose of this book. An affinity group is useful to ensure that your
cloud-based resources are located in the same region, and they are close

to each other.

In the Replication drop-down list, select the desired level of replication for
your storage account. An explanation of the options can be found above the
recommended and default replication option, which is called Geo-Redundant
replication. This option provides maximum durability for your data. However,
in order to maintain a minimum exposure to the cost, I will chose LRS. What
you chose for your data depends on the value and importance you place on
this data. Some people will consider this very valuable in the management of
their infrastructure, while others might not be concerned if this data is not as
durable and well protected as other business data.

Click on the Create Storage Account button to create the storage account.
Azure will the create your storage account:

ol New! Manage all your storage accounts in the Azure Preview portal. TRY PREVIEW @ NOT NOW ® DON'T ASK AGAIN ®

= Creating storage account ‘gethynellisdiaginfo’.

~ @ ]

MANAGE ACCESS - MANAGE DOMAN DELETE

Once we have created the storage account, we'll enable Azure Diagnostics in our
virtual machine.

Enabling Azure Diagnostics in a virtual machine

The Azure portal is being upgraded all the time, and at the time of writing,
a new portal is available in the preview. This portal has new advances in
Azure development and includes the Azure extension model. It allows you,
among other things, to configure your virtual machine for more verbose and
detailed diagnostic information.
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So, to do this in Azure, you need to perform the following steps:

1.

Log in to the management portal, using your credentials that we created in
Chapter 1, Introduction to Microsoft Azure Cloud Services.

At the time of writing, the New Portal is not the default option. It is available
in the preview. So, we need to switch to this view. Click on your account
information. Usually, your e-mail address is at the top right-hand corner of
the screen. Now, click on Switch to new portal:

gethyn_ellis@googlemail.com .

Sign out

Change password

View my bill

Contact Microsoft Support

Give feedback
Privacy & cookies

Legal
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3. You will see a screen that looks similar to the following screenshot. Note that
you can still see the preview markings on the screen:

Microsoft Azure

Browse all o B
-_-
Access all your resources, all in one place

What's new Help + support Virtual Machines

Service health
AZURE

=
BEar)

Marketplace Welcome to Azure d

Billing
PAY-AS-YOU-GO Feedback

CURRENT CHARGES

5.66 cer

Portal settings
DAYSLEFT Azure Portal
_

18
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4. On the left-hand side menu, you will notice a Browse button.
Click on the Browse button, and then scroll down and locate the

Virtual machines option:

Subscriptions

Tags

Team projects

Virtual machines

Virtual networks

VM

images

5. Click on the virtual machine you want to configure for verbose diagnostic
data collection; in this case, it will be GethynE11isSQL.

6. You will then see some information about the virtual machine. Click on the
Monitoring section to display the monitoring properties. Depending on your
screen resolution, you may need to scroll to the right to see these details:

- [$] L] 1Ty [9) o

Settings  Connect Restart  Shutdown Reset Delete
Remote.

’
Addalert Disgnostic  Edit chart

Resource group DNS

sethynEllisSQL1 gethynellissgl1.cloudapp.net
Stat Virtual IP ad

Misconfigured availability set 191.235.141.75

Locati P i

North Europe 10004

You-Gi Basic AD (0.25 Core, 0.75 GB)

Subscript perating &
T145d666-b5f3-4d0e-af04-f7b325384bc2 Windows

Essentials ~ [Ea= o8 CPU percentage today

CPU percentage today

02 AM
| CPU PERCENTAGE

%

| CPU PERCENTAGE

AvG i max
18% 0% 4329 %
Alert:
NAME CONDITION

GETHYNELLISSQL (VIRTUALMACHINES) (SELECTED METRICS)

@ CPU High-22504311-cb94-47... CPU percentage > 10 Percent

TOTAL

LAST ACTIVE

Never
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7. Click on the Diagnostics option, which can be found on the top right-hand
side of the screen, next to the Add Alert button.

Change its Status to On and a lot more options will appear for you.

You need to select the storage account that we created earlier to ensure that
the diagnostic information gets stored in the correct place.

10. As this is a SQL Server, I want to enable the SQL Server diagnostic
information, so I need to check the box that is next to SQL metrics, and click
on Save and OK to complete the configuration:

STORAGE ACCOUNT
gethynellisdisginfo >

& | Basic metrics Thr,im
| Metwork and web metrics Thr,1m
W | MET metrics Thr,1m
5QL metrics Thr,1m
+'| Windows event system logs Error
+'| Windows event security logs Error

+'| Windows event application logs  Error

You'll be charged normal data rates for storage and
transactions when you send diagnostics to a storage
account,
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Adding metrics

You can use the Azure Management Portal for monitoring your virtual

machine's performance too, without configuring the storage account and
deploying an application. It doesn't record diagnostics information in as much
detail as verbose monitoring; however, it can provide you with a view of your
virtual machine metrics. In order to view this information, you need to perform the
following steps:

1. Log in to the Azure portal using the account and credentials that we created
in Chapter 1, Introduction to Microsoft Azure Cloud Services.

2. From the left-hand side menu, click on the Virtual Machines option.
Currently, I have created three virtual machines. These are currently
in a powered off state:

Microsoft Azure |~

virtual machines
INSTAMNCES IMAGES DISKS

MNAME L STATUS SUBSCRIPTION LOCATION
VIRTUAL MACHINES
3

GethynEllisSQL = [ Stopped (Deallocated) Pay-As-You-Go North Europe

MOBILE SERVICES
o

gethynellisws B Stopped (Deallocated) Fay-As-You-Go West Europe
M LOS Stopped [Deallocated Pay-As-You-Go ‘West Europe
CLOUD SERVICES i W Stopped | J Y "
3

SQL DATABASES
o

3. My virtual machine has not yet started. In order to use the resources,
the virtual machine must be in a powered on state, so I need to select
Start from the options at the bottom of the screen, and click on Yes when
prompted to start the virtual machine. The virtual machine may take a few
seconds to start up.
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4. When the virtual machine has started, click on the virtual machine in the
main detail pane, this will take you to the virtual machine dashboard:

Microsoft Azure | @ e

gethynellissgl

&a DrsHEOARD MONITOR EMDPOINTS CONFIGURE

GethynEllisSQL
N Your virtual machine has been created!
~' Here are a few options to get you started:

[ skip Quick Start the next time I wisit

X Get the tools

‘Windows PowerShell cmdlets and command-line tools for Windows and Linux

Learn more

Virtual Machines Overview

Manage disks and images

‘Windows virtual machines: how to guides, common tasks, and best practices
Linux Virtual Machines: How to Guides, Common Tasks, Best Practices, and Partner Solutions

Microsoft server software support for Windows Azure virtual machines

n Support Forums

‘Windows virtual machines  Linux virtual machines ~ SQL Server virtual machines

®
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5. Click on the Dashboard link at the top of the screen, and this will give you
an overview of the performance of your virtual machines, along with some
other options about the machine and its configuration.
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6. Next to the Dashboard option is the Monitor option. Click on the Monitor

option to display the default monitor settings:

gethynellissql

&3 DASHBOARD MONITOR ENDPOINTS COMFIGURE

o CPU PERCENTAGE o DISK READ BYTES/SEC o DISK WRITE BYTES/SEC Q NETWORK [N o NETWORK OUT RELATIVE
1.68 MB/s
ZTJ' 09 KB/s
SB 11 KB
1L64 KB
230 835 240 845 850 855 200 205 a1 15 920
NAME SOURCE MIN MAX AVG TOTAL
o CPU Percentage GethynEllisSQL 0% 4587 % 4587 %
@ Disk Read Bytes/sec GethynEllisSQL 0B/s 168 MB/s 168 MB/s
o Disk Write Bytes/sec GethynEllisSQL 0B/s 27709 KB/fs 27709 KB/s
o Network In GethynEllisSQL 0B 8811 KB 4406 KB 8811 KB
o Network Out GethynEllisSQL 0B 1164 KB 5.82 KB 1164 KB

w 1HOUR

ALERT RULES

Mot Configured
Not Configured
Not Configured
Mot Configured

Mot Configured

~D

9:30

D
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7. Asyou can see, we have all the metrics selected. We can go back and view
the historical data by clicking on the drop-down list in the top right-hand
corner. You can view 1 hour, 24 hours, or 7 days worth of data with basic
monitoring. You can see from the 24 hour view that my virtual machine has
been powered off for most of the day:

gethynellissgl
“ DASHBOARD MONITOR EMDPOINTS CONFIGURE
a CPU PERCENTAGE o DISK READ BYTES/SEC o DISK WRITE BYTES/SEC o NETWORK IM o MNETWORK OUT RELATIVE v 24 HOUW
1.68 MB/s
485.99 KB/s
9 10 1 12aM 2 3 4 5 3] 7 8 9 10 1 12PM 2 3 4 5 3] 7 8 g
MNAME SOURCE MIN MAX AVG TOTAL ALERT RULES P
o CPU Percentage GethynEllisSQL 0% 4587 % 933% - Mot Configured
o Disk Read Bytes/sec GethynEllisSQL 0B/s 168 MB/s 17649 KB/fs = Mot Configured
o Disk Write Bytes/sec GethynEllisSQL 0B/s 48599 KB/s 8641 KB/s - Mot Configured
o Network In GethynEllisSQL 0B 4384 MB 790.06 KB 6327 MB Mot Configured
0 Network Out GethynEllisSQL 0B 516.96 KB 28 KB 224 MB Mot Configured
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8. You can add and remove metrics by clicking on the Add Metric button at
the bottom of the page, and select the metrics you wish to display. When you
click on the check mark, the screen will refresh, displaying the new metrics
that we added. You can click on the check mark in the circle beside each
metric to turn the metrics on and off:

x
CHOOSE METRICS
Select Metrics to Monitor
MAME 4 UNIT p
[] Metwork Out Bytes
] Network In Bytes
Disk Write Bylesisec Bytesfs
Disk Read Bytesisec Bytesfs
CPU Percentage %

©

The following screenshot shows you the new display with the appropriate
metrics selected:

&3 DASHBOARD  MONITOR  ENDPOINTS  CONFIGURE

GethynEllissQL @ sk wRITE BvTES/SEC (D DISK READ BYTES/SEC (@) CPU PERCENTAGE RELATVE  w LHOR ()
ADtest

gethynellisws

testas

210 @15 920 925 930 EEL 40 45 a:50 2:55 10:00 10:08 100

®
0
[
L
B
I
o
O

NAME SOURCE MIN MAX AVG TOTAL ALERT RULES § O
@ CPU Percentage GethynEllisSQL 0% 0% 0% 1 rules confiqured

@ Disk Write Bytes/sec  GethynEllisSQL 0Bfs 0B/s 08/s Not Configured

@ DiskRead Bytesfsec  GethynEllisSQL 0B/s 08/s 08/s Not Configured
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Management services

With the Management Services option, we can set up alerts and also take a look at
the operational logs.

Alerts

With the metrics in place, you need to find a way to let us know whether something
is wrong or needs the attention of an administrator.

For the metrics we have configured, we are able to set up alerts. If a certain condition
is met, Azure will let you know that something is wrong with the virtual machine.

The alerts will make you aware of the issues and also allow you to do some capacity
planning. Do you need to scale your cloud infrastructure to cope with the increasing
demands for computing services?

Here, we will set up some alerts based on the metrics we have set up for one of our
virtual machines. We will use the SQL Server virtual machine and run the code —bad
code — against the virtual machine to chew up enough Azure resources to make the
alert fire.

Here, assume that all the basic monitoring counters have been enabled for the virtual
machine, GethynE11issQL. The basic monitoring counters are as follows:

* Network In

* Network Out

* The CPU percentage

* Disk Write Bytes/sec

* Disk Read Bytes/sec

When it comes to virtual machine monitoring, you can set up rules and alerts for all
of these metrics. For GethynE11issQL, we will focus on the CPU percentage.

With nearly all the products that Microsoft produces, there is often more than one
way of implementing something. This is also true with alerts in Azure. You can
configure alerts in the management portal, and you can extend monitoring using
tools, such as Azure Automation and System Center 2012 Operation Manager
(SCOM). We will use the Management Services option in the portal.
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The following steps will create an alert on the GethynE111isSQL virtual machine:

1. From the left-hand side menu, scroll down until you get to the Management
Services option:

m MAMNAGEMENT SERVICES

2. With the Alert option selected, which is at the top of the screen, you should
see a details pane that looks similar to the following screenshot:

management services

ALERT OPERATION LOGS

o]
(<]

SUBSCRIPTION Al SERVICETYPE Al

o]
(o]

ALERT STATUS | Al SERVICE NAME Al

No alerts match your query.
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As you can see from the preceding screenshot, currently, there are no alerts
configured. To configure an alert, click on the Add Rule button on the
bottom menu bar.

Once the Create Alert Rule wizard starts:
°  You need to provide a name, I have entered cPU High

°  You need to provide a description, [ have entered Check for high
CPU usage on SQL VM

°  Select Virtual Machine from the Service Type drop-down list

° In this case, choose the appropriate virtual machine from the Service
Name drop-down list to create an alert on GethynE11isSQL:

Define Alert
MNAME
CPU High

DESCRIPTION

Check for high CPU usage on SQL VM

SERVICE TYPE SERVICE NAME

Virtual Machine v GethynEllisSQL

Click on the right arrow, and you can set up the following metrics for
the alert:

° Thave chosen CPU Percentage as the Metric

°  Next, I have chosen Condition as greater than, Threshold value as
75 and Unit as %
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[e]

You then need to specify an evaluation window. You have some
choices here. The smallest time frame is 5 minutes. This might be a
very short time, and you may not want to be alerted if the condition
is sustained only for a short period. You need to pick a time frame
that meets your requirements. I like alerting, but too much alerting
can be noisy and it is very difficult to identify what is really
important and needs action, and what is not so important and doesn't
need any action from the administrator. If you have an alert set up

in this way, you might miss something important if you have more
alerts than you can handle. You can configure the time frame to be up
to an hour long.

You can specify and action what to do if the report fires.

I have specified that you need to e-mail the administrator and
co-administrator, and I have also specified that you need to alert
someone else, and I have entered my e-mail address.

°  Ensure that the checkbox called Enable Rule is selected, and then
click on the tick icon to create the rule:

METRIC

| CPU Percentage

COMNDITION THRESHOLD VALUE UNIT

| greater than 5 | ‘ 75

ALERT EVALUATION WINDOW

| Average over the last 5 minutes

ACTIONS
Send an email to the service administrator and co-administrators.
Specify the email address for another administrator.

ADDRESS

REATE ALERT RULE

Define a condition for notifications.

b

b

‘ gethyn@gethynellis.com

Enable Rule

Windows Azure Privacy Statement
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[e]

The rule is created and will be visible on the Management
Service screen:

management Services
ALERT  OPERATION LOGS
SUBSCRIPTION | All SERVICETYPE Al
ALERT STATUS | Al SERVICE NAME | All
RULE NAME ALERT STATUS SERVICE SUBSCRIPTION ACTIVE SINCE LAST RESOLVED TIME| O
CPU High =2 &/ Notactivated . Pay-As-You-Go

If your rule fires, you will get an e-mail from Azure, and you can also view the
operational log in the Azure portal.

When the alert fires, you will see the alert listed in the Management Services pane:

@ crupercenTaGE D THRESHOLD ABSOLUTE 1HolR  ~ ()
m Y-amis:x L
20
15
10 %
10
5
o
710 715 720 725 730 735 740 745 750 755 8:00 8:05 8:10
recent alert history (last 20 occurrences) alert details
START RESOLVED 1 DURATION p CURRENT STATUS
Disabled
3/24/2015 7:53.20 PM 16 minutes
ACTIVE SINCE
SERVICE
Virtual machine: GethynEllisSQL
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You will also receive an e-mail from Azure telling you that the alert has been fired.
You can see this in the following screenshot:

Dear Customer,

A 'CPU percentage GreaterThan 10
(Count) in the last 5 minutes' was
activated for VirtualMachine:
GethynEllisSQL (GethynEllisSQL1)

You can view more details for this alert in the Microsoft Azure
Management Portal.

RULE NAME: CPU High-22504311-cb94-474a-9621-5fc61ad45492
RULE DESCRIPTION: Check for high CPU usage on SQL. VM
SERVICE: VirtualMachine: GethynEllisSQL (GethynEllisSQL1)
METRIC: Average CPU percentage

ALERT ACTIVATED TIME (UTC): 2/24/2015 8:08:20 PM

SUBSCRIPTION NAME: Pay-As-You-Go

Operational logs

Operational logs in Management Services is an interesting feature. The operational
logs maintain historical logs of all the create, update, and delete operations that
happen on your Azure account. This can be very useful; for example, if you want to
find out who disabled a rule on the high CPU usage on your GethynEllisSQL virtual
machine. Operational logs let you go back and view 90 days worth of historical data.
It will show you which operations have been performed and by whom.

To access the operational logs, you need to perform the following steps:

1. Login to the Azure Management Portal.

2. From the left-hand side menu, scroll down to the bottom of the list, and click
on Management Services.
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3. Click on the Operational Logs menu option in the detail pane. You will see a
screen that looks similar to this:

management services

ALERT OPERATION LOGS

SUBSCRIPTION | Pay-As-You-Go

STATUS | All

FROM

TYPE

2015-2-25

1:30 AM

~ | TO | 2015-2-25

SERVICE NAME

No operation logs are available for the selected time period.

9:30 AM v

4. Assuming that your log has data in it, you will then need to enter some
search criteria. By default, you will get to see the last 8 hours worth of logs.
During this time, nothing has happened in the environment. So, I set the date
to two days from now, and click on the tick icon to search, and we get a list of
logs that are returned:

TIME STAMP &  OPERATION STATUS
2/24/2015 8:13:10PM  ExecuteRoleOperation  Succeeded
2/24/2015 8:12:41 PM ExecuteRoleOperation Started
2/24/2015 80418 PM  Edit Rule Succeeded
2/24/2015 7:4437 PM ExecuteRoleOperation Succeeded
2/24/20157:4402 PM  ExecuteRoleOperation  Started
2/24/2015 6:41:11 PM ExecuteRoleOperation Succeeded
2/24/2015 6:AD53 PM  ExecuteRoleOperation  Started
2/24/2015 6:30:32 PM ExecuteRoleOperation Succeeded
2/24/2015 6:29:46 PM  ExecuteRoleOperation  Started
2/24/2015 6:23:15 PM Create Rule Succeeded
2/24/2015 B:51:18 AM ExecuteRoleOperation Succeeded
2/24/2015 8:50:48 AM  ExecuteRoleOperation  Started
2/23/2015 313:23 PM ExecuteRoleOperation Succeeded
2/23/2015 91238 PM  ExecuteRoleOperation  Started
2/23/2015 4:58:39 PM ExecuteRoleOperation Succeeded
2/23/2015 45805 PM  ExecuteRoleOperation  Started
2/23/2015 10-2020 AM  ExecuteRoleOperation Succeeded
2/23/2015 10:19.38 AM  ExecuteRoleOperation Started

SERVICE NAME

GethynEllisSQLL

GethynEllisSQLL

GethynEllissQLL
GethynElisSQLL
GethynElisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynElisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL
GethynEllisSQLL

GethynEllisSQL1

L

DETALS

TYPE

Cloud Services

Cloud Services

virtualmachines

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

wvirtualmachines

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

Cloud Services

CALLER

gethyn.elis@googlem

gethyn.ellis@googlem..

0003400184E6LAFL

gethyn.ellis@googlem..

gethyn.ellis@googlem

gethyn.ellis@googlem..

gethyn.elis@googlem

gethyn.ellis@googlem..

gethyn.ellis@googlem

0003400184E61AET

gethyn.ellis@googlem..

gethyn.ellis@googlem

gethyn.ellis@googlem..

gethyn.elis@googlem

gethyn.ellis@googlem..

gethyn.ellis@googlem

gethyn.ells@googlem

gethyn.ellis@googlem..

'OPERATION ID Pel

Secaf6le-12¢5-70af-b.

Yecaf6le-12c5-70af-b.

a74226f7-abp4-42¢3-9
affa03c5-4d28-Tb33-8...
affaD3c5-4d28-7b33-8.
8929e5e9-1578-Tafc-8..
8929e5e9-1578-7afc-&
€659b281-c84d-TbBc-...
659b281-c94d-Tb8c-
d46750a3-deS4-432c-
60406841-8859-703a-...
60406841-8859-703a-
B8cb3f0d-0516-7376-...
88ch3f0d-0516-7376-
29b4848b-1042-7419-.
29b4848b-1042-7419-
4093200a-b42e-77d3-

4093200a-b42e-77d3-..
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5. This gives a high-level view of the logs. The one that I have highlighted
in the screenshot is the disable rule, where I disabled my CPU high rule to
prevent the alert from continuing to fire.

6. You will get some details about the log and the action that it has captured,
such as the time when the log was created, whether the event was a success
or a failure, who carried out the operation, and so on.

7. To get more information about a particular log, click on the Detail
button in the footer menu bar, and you will get some additional details
in a new window:

OPERATIOM DETAILS

Description:
Check for high CPU usage on SQL WVH

Email Recticon:
Email service owners=True, Email custom administrator=True

Enabled:
False

Id:
R2V0aHIuRWXsSaXNTUUWx-01BVIEhpZ2gtM I 1MDOZMTEL Y2 ISHCOONZRhLTKZM JELNWZ JNJFhEZDQ1NDky

Metric Hame:
Percentage CPU

Metric Hamespace:
Hame :
CPU High

Operator:
GreaterThan

Resource Name:

COPY TO CLIPEOARD

8. There is an option to copy the contents to your clipboard. This will make it
easier if you get support from Microsoft on why some resources failed to
start. The output reads like this:

Culture Code:
en-US
Description:
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Check for high CPU usage on SQL VM
Email Action:

Email service owners=True, Email custom administrator=True
Enabled

False

Id:
R2V0aH1luRWxsaXNTUUwx-Q1BVIEhpZ2gtMjI1MDQzMTEtY2I5NCOONZRhLTk2MjEEN
WZ9jNjFhzZDQ1NDky

Metric Name:

Percentage CPU

Metric Namespace:

Name :

CPU High

Operator:

GreaterThan

Resource Name:

GethynEl1lisSQL1

Resource Type:
virtualmachinesThreshold:

75

WindowSize In Minutes:

5

Any failed request that is discovered can easily be tracked down, and if you are
engaging Microsoft support, this will help them to help you troubleshoot.

Other monitoring tools

Along with what is available in the Azure portal, you have some other options
when it comes to monitoring your cloud-based infrastructure.

PowerShell

We have seen the built-in capabilities for monitoring and alerting that are available
through the portal. If you have a large environment, creating the necessary alerts
can obviously be time consuming. Wouldn't it be nice to have a way to automate
the creation of alerts? Step up PowerShell. PowerShell is Microsoft's scripting tool of
choice and can be used to help you create and manage your alerts in Azure.
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Keith Meyer has an excellent blog post on this information on the Microsoft TechNet
Sﬁe(http://blogs.technet.com/b/keithmayer/archive/20l4/11/08/scripts—
to-tools-automate-monitoring-alert-rules-in-microsoft-azure-with-
powershell—and—the—azure—service—management—rest—api.aspx)

We will use Keith's PowerShell function described here to allow you to create an
alert on the CPU percentage for one of our Azure-based virtual machine.

To use Keith's solution, you will need the following;:

* The Azure subscription that we created in Chapter 1, Introduction to Microsoft
Azure Cloud Services

¢ The Microsoft Azure PowerShell module. This can be downloaded from
http://azure.microsoft.com/en-us/documentation/articles/
install-configure-powershell/

*  You will need at least an IaaS virtual machine; we have created several
virtual machines with the book so far

*  You will need some familiarity with PowerShell

When you have followed the instructions on Keith's blog to set up and create
the new PowerShell function in Azure, you can use this function to help you
create alerts. The following code can also be used as part of a larger script for
the automation of creating alerts.

Then, we can call this function to help you create an alert for our virtual machine:

New-AzureAlert '
-alertName "High CpU" '
-alertDescription "Higher than 85% CPU utilization" '
-subscriptionId $subscriptionId '
-certificate Scertificate '
-cloudServiceName "GethynEllisSQL" '
-deploymentName "GethynEllisSQL" '
-roleName "iGethynE1llisSQL" '
-metricName "High CPU" '
-metricWindowSize "PT30M" '
-metricOperator "GreaterThan" '
-metricThreshold 75.00'
-alertAdming S$Strue '
-alertOther gethynegethynellis.com

This will help us create an alert on high CPU, like the alert we created earlier for the
CPU being above 75 percent.
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System Center Operation Manager

If you have a large Windows Server estate that you manage and administer, it is
likely that you have System Center Operation Manager (SCOM), and this tool is used
for monitoring your IT infrastructure.

We will not go into great detail in this book about how to set up and configure
SCOM, as this is outside the scope of this book. We will mention what you need to
get it working with Azure and provide some SCOM links that can be useful for you
to configure SCOM to monitor your cloud-based services.

Install the Windows Azure Management Pack. The management pack can be
downloaded from http://www.microsoft.com/en-us/download/details.
aspx?id=38414 and needs to installed on the server running SCOM.

You can obtain management certificates. The communication between SCOM and
Azure is secure, and we need to use a certificate. These two links will show you how
to create your management certificates:

® https://msdn.microsoft.com/library/azure/gg551722.aspx
* https://msdn.microsoft.com/library/azure/gg432987.aspx
Add your Azure subscription Operations Manager. Note that you will do this from

the Administration section of SCOM, and you need to have SCOM 2012 Service Pack
1. You will need the management certificates created earlier.

Import the Azure management packs into SCOM.

With the management packs installed, you can set up Azure monitoring. You can do
this using the Add Monitoring wizard.

Third-party monitoring tools

There are several third-party products out on the market that can help you monitor
your Azure infrastructure. Some of these are open source and available free of
charge. You can even get a cloud-based application to do the monitoring for you.

Stackify is available in the Azure market place, and the colleagues that I have spoken
to, who have used it, describe this as one of the best tools on the market. The product
description says:

" Free cloud-based monitoring for web & worker roles, Windows Azure Service
Bus Queues, VMs, applications, databases, and more. See all of your application
diagnostics and health metrics in one place."
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Others include, but are not limited to the following:

*  Quest Cloud Tools

* Opstera: Monitoring for Windows Azure and a scale-out pattern manager

Summary

In this chapter, we looked at how we can set up and collect diagnostic information
on our cloud-based virtual machine. We looked at what we need to do to store
this information in the cloud, and also how we can integrate monitoring with
on-premises tools, such as SCOM. In the next chapter, we will take a look at
Active Directory in the cloud.
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In the previous chapters, we built an infrastructure to run Azure-based virtual
machines. We looked at how we can create a virtual machine of a variety of types,
and how we can network the services together to allow the communication. We
also looked at how we can monitor the performance of those virtual machines in the
cloud. In this chapter, we will discuss how Active Directory can help you identity
and provide access to resources on your IT estate, and how this functionality can be
used in the cloud. In this chapter, you will learn the following topics:

*  What is Microsoft Azure Active Directory?

*  How does Microsoft Azure Active Directory (WAAD) work with Windows
Server Active Directory (WSAD)

* Securing Multi-Factor Authentication

* Managing Microsoft Azure Authentication using PowerShell

What is Microsoft Azure Active
Directory?

Active Directory was introduced to the Microsoft stack of technologies way back
with Windows Server 2000. It has been around for a long time now. It is used to
track and manage resources on your network. It can also be used to provide access
to resources on your network. Each new version of Windows Server brings with it
some new Active Directory features.
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For those who are new to Active Directory, we have included a short section to
discuss the Active Directory terminology:

Domain: An Active Directory domain is a collection of objects within your
Active Directory network. It can include things such as users, groups of
users, and computers.

Forest: This is a collection of domains; if you have a large organization, you
may have multiple domains.

Organizational Unit (OU): This is a container that can be used to group other
Active Directory objects together. You can place user groups and computers
in organizational units inside your domain. This represents different groups
in your business.

Groups: These are Active Directory or local machine objects that can be

used to group your users together. They are often used for security and
authentication purposes. For example, you might have several file shares
that you want only your IT department to have access to. You can create a
group called ITGroup, or whatever name best describes your group. Give the
group permissions to the necessary file shares, and then simply add every

IT user to the group to give them permissions to the three file shares. Thus,
you can reduce the administrative overhead of granting each individual user
permissions to each file share.

Users: User accounts are what your users will use to log in to your domain
and thus are used to authenticate and authorize your users:

Active Directory Domain

IT Organizational Unit

IT Group

HR Organizational Unit

HR Group
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The continued growth of cloud computing and the ability of Microsoft Azure to offer
hybrid IT environments allow you to expand your on-premises infrastructure to the
cloud. There has been a need to have some form of a directory service in the cloud.
This is where Microsoft Azure directory comes into play. It allows you to manage
and provide access to your cloud-based resources.

Microsoft Azure Active Directory (Azure AD) is intended to provide you with all
your cloud-based access and identity management needs in a simple way. Azure
AD works in a similar way to the traditional on-premises Active Directory. Azure
AD can be used as a cloud-based directory service, or it can allow you to control the
access to all your resources, either in the cloud or on-premises. We will take a look at
some of its features in this chapter.

Azure AD editions

Microsoft Azure Active Directory comes in three editions. The edition that you pick
will affect how much you pay for Azure AD and which features are available to you.
The three editions at the time of writing are as follows:

* Free: The free edition of Azure AD allows you to manage your user accounts.
You can synchronize your Azure AD with your on-premises Active Directory
and have a single sign-on for Azure and Office 365. It can also work with
software as a service applications, such as Google Apps and Dropbox. As
you can see, the free edition is a pretty comprehensive offering.

* Basic: With the basic edition, Azure Active Directory offers application
access and self-service identity management requirements. Your users
can reset their own passwords. You will get all the capabilities that
the free edition has to offer, plus group-based access management,
self-service password reset for cloud applications, and Azure Active
Directory application proxy (this allows you to publish on-premises web
applications using Azure Active Directory). The biggest selling point of the
basic edition is the SLA, which states that you will get an uptime of 99.9
percent. If AD is critical to your business needs, and you can't function
without it, then MSFT says that it can provide three nines uptime, which
equates to just under 9 hours of downtime in a year.

¢  Premium: Premium editions offer all the features of the basic and free
edition plus enterprise-level directory services, including Multi-Factor
Authentication.
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Configuring a standalone Microsoft Azure
Active Directory

You get a default Active Directory out of the box when you create an account and
subscription in Azure. If you log in to the Azure portal and scroll to the bottom of
the left-hand side menu, you will see the Active Directory option. If you click on this
option, you will see the default directory listed:

AUTOMATION
o
@ SCHEDULER
AP MANAGEMENT
@ [3
A MACHINE LEARNING
(]

(__.> r;mnum

@ TRAFFIC MANAGER

@ KovoTEAPE

E] MANAGEMENT SERVICES

active directory

DIRECTORY ACCESS CONTROL NAMESPACES

NAME

Default Directory

STATUS

3 W Adive

MULTI-FACTOR AUTH PROVIDERS

ROLE

Global Administratar

RIGHTS MANAGEMENT
SUBSCRIPTION

Shared by all Default Direc.  Eurape. United States

DATACENTER REGION

COUNTRY ORREGL. | 0O

United Kingdom

[112]



Chapter 6

Here, you have a number of options that you can select. You can set up your
directory, including adding a custom domain and integrating with a local directory,
which we will discuss later and try Azure Premium. The other option that we will
take a look at here is Manage Access:

7 2

Here are a few options to get started.

D Skip Quick Start the next time I visit

Default Directory I WANT TO Manage Access | Develop Applications

GET STARTED

1 Improve user sign-in experience

Add a custom domain so that your users can sign in with familiar user names. For example, if your organization owns
‘contoso.com, users can sign in Azure AD with user names such as ‘joe@contoso.com’

Add domain

Integrate with your local directory

[\

Use the same user accounts and groups in the cloud that you already use on premises.
Set up directory integration Download the preview of Azure AD Connect

2| Get Azure AD Premium

Improve access management experiences for end users and administrators, including self service password reset,
group management, sign in customization, and reporting.

If you click on Add domain, here you can add a domain that your organization
owns. To make your user experience more rewarding and user-friendly, they need
to know exactly where they are and which organization they are working for. Your
organization will need to own the domain though.
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Setting up your own domain

The following steps describe how to set up your own domain:

1. Click on the Add Domain button.

2. Enter a name for your domain. I am using the name bigdairandom. com.
Click on the Next button.
3. If you plan on integrating with your local Active Directory services to

provide your users with a single sign-on experience for Azure, you can
check the box. Click on the right arrow:

Specify a domain name

Enter the name of a domain that your organization owns.

DOMAIN NAME

‘ Gethyn Ellis (1] |

I plan to configure this domain far single sign-on with my local Active Directory.
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4. The next screen will provide you with the information that your
domain registrar will need:

x
ADD DOMAIN
Verify BigDaiRandom.com
Go to your domain name registrar and update the DNS settings for BigDaiRandom.com.
Instructions for adding a DMS record at popular domain name registrars
Add the record type that is supported by your domain name registrar for BigDaiRandom.com.
RECORD TYPE | 1T recard ¢
ALIAS OR HOST NAME @ &
DESTIMATIOM OR POIMTS TO ADDRESS MS=ms33285887 rn
T 1 Hour
verify
1 €) v

5. You will need to provide your domain registrar with an appropriate record
type. Once this has been completed with the domain registrar, you can verify
your new domain and complete the process.
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Creating a user

To create a user in your Azure-based AD solution you need to sign in to the Azure
portal, and navigate to the Active Directory section, using the menu on the left-hand
side of the screen. Double-click on the domain that you want to add the user to.

For this example, I am using the default domain:

1. Click on the Users option at the top of the menu bar:

default directory

&3 users GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

2. Click on the Add User button at the bottom of the screen. This will start the
Add User wizard.

3. On the first screen of the wizard, you can choose whether you want to
create a new user, add a user with an existing Microsoft account or a user
with another Azure AD account. I am going to create a new user in my
organization. I will provide a user with the name seth Ellis, and click on
the right arrow to continue:

Tell us about this user

TYPE OF USER.

a

MNew user in your organization

USER NAME

@ | gethynellisgooglemail. onmicrosoftc &
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4. On the next screen, you need to provide the user details and add them to
any roles you want them to be a member. A role is intended to simplify
the security model and access controls. You can think of a role as a way to
bundle together a set of access permissions in the form of a role. You can then
add users and groups to that role to give them the permissions of that role.
The following roles are available:

o

Billing administrator: As a member of this role, the user can make
purchases, manage subscriptions, and monitor the health of services.

Global administrator: This user will have access to all the
administrator features. This is given to the user who signs up for the
Azure account by default. You must be a member of this role in order
to assign other administrator roles.

Password administrator: This user allows the user to reset the
password of user.

Service administrator: This user manages the service requests.

User administrator: This user can manage passwords and user
accounts.

Users: This user has a standard account for normal users.

In this example, I am going to assign seth E1llis to the user role.

We don't have multifactor configured, but if we want the user to authenticate using
Multi-Factor Authentication, we would choose this option. To do this perform the
following steps:

1. Enter the correct details, and then click on right arrow:

user profile

FIRST NAME LAST NAME
Seth Ellis
DISPLAY NAME
Seth Ellis
ROLE

User

MULTI-FACTOR AUTHENTICATION

") Enable Multi-Factor Authentication
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2. The next screen allows us to generate a temporary password for our user
and ensures that they have to change the password when they log in the next
time. Click on the create button to generate a password:

ADD USER

Get temporary password

The new user 'SethEllis@gethynellisgooglemail.onmicrosoft.com’ will be assigned a temporary
password that must be changed on first sign in. To display the temporary password and to create the
account, click Create.

3. You can specify whether to e-mail the password to your user in an e-mail.
Note that this will be in a plain text format. Click on the tick icon to create
the user:

ADD USER

Get temporary password

Successfully created user 'SethEllis@gethynellisgooglemail onmicrosoft.com’ with the fallowing new password
NEW PASSWORD

Jaf09390 [

SEND PASSWORD IN EMAIL
The password will be sent in clear text

Seth@gethynellis.col m|
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4. The new user will be added to your directory:

DISPLAY NAME USER NAME SOURCED FROM el
Gethyn Ellis = gethyn.elis@googlemail.com Microsoft account
Seth Ellis SethEllis@gethynellisgooglemail.onmicrosoft.com Windows Azure Active Directory

Creating a group

A group is an object in AD that you can use to group other objects, such as users
together, and the group can then be used to give things, such as permissions to your
group as a whole. They are intended to simplify and reduce the administration
needed. In this section, we will see how we can create a group in our Azure directory.

You need to be logged into the Azure portal. Navigate to the Active Directory
section in the menu on the left-hand side of the screen.

When you are in the chosen directory, click on the Groups menu option from the
top menu bar:

Microsoft Azure | »

default directory

&3 USERs  |GROUPS| APPLICATIONS — DOMAINS  DIRECTORY INTEGRATION ~ CONFIGURE ~ REPORTS  LICENSES

efault Directory You have no groups. Add one to get started!

ADD A GROUP @

EORCRCH

A
:
v

*
®
(Iow)
&
&
a
o]

+
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Click on the Add Group option. This will start the Add Group wizard. This is a
simple process; give the group a name and a description, and click on the tick icon to
create the group:

Add Group

NAME

‘ S5QLServerDBAs

DESCRIFTION

‘ A group for SQL Server DBAS|

Adding a member to the group
With our group called sQLServerDBAs created, we can now make Sseth Ellisa
member of the group.

Double-click on the SQLServerDBAs group that we just created. You can see that
the group currently has no members:

Microsoft Azure | v

googlemailcom |

sglserverdbas

MEMBERS OWNERS PROPERTIES

This group has no members.
ADD MEMBERS @
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Click on Add Members to start the Add members wizard:

Add members

SHOW | Users 5 4

HAME USER NAME DEPARTMENT pel SELECTED

Seth Ellis

- thEllis@gethys o ticroso. -
Sath Elli SethEllis@gethynellisgooglemail. onmicr Gethyn Ellis

Double-click on each user to add them to the group, and then click on the bottom tick
box to add members to the group.

Synchronization of on-premises Active
Directory and Azure AD

If you have Active Directory and use it to manage your on-premises network, then it
is very likely that, in your move to cloud-based resources, you would want to utilize
your established directory of users, groups, and resources. Nobody wants to reinvent
the wheel! However, making use of your existing directory will allow you to reduce
the time and cost involved in deploying AD to the cloud. It will make this easier

for IT administrators, as they will be able to quickly identify with the cloud-based
directory and its structure.

In order to do this, you need to make use of Directory Sync. This tool will be a key

in integrating your on-premises directory with Azure AD. Directory Sync will allow
you to manage your cloud users and groups using your on-premises network. Active
Directory management tools allow you to add and remove resources in the cloud,
using your on-premises directory.

Directory Sync works on a scheduled basis, so, as you make changes to your
on-premises AD, they will be periodically synced with Azure AD. This means
that the sync doesn't happen in real time, so if you make a mistake, depending
on your timings, it's not instantly added to the cloud.

There are three types of Directory Sync:
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Directory Sync

We have already established that for many companies, who already have a mature
on-premises Active Directory environment setup and configured the ability to utilize
the work that has already been completed on setting up and configuring, this would
be of great benefit, as they move to the cloud. They want to be able to take their user
accounts and AD groups to the cloud.

Directory Sync is a very important tool that will allow you to achieve this and uses
your existing users and groups for identity and access management. Using Directory
Sync, you can use your on-premises AD tools to manage your cloud-based users and
groups. In fact, using your on-premises AD tools, you can create and remove users
and groups from your cloud-based AD environment.

This works on a scheduled basis and the changes made to your AD on-premises
environment will get synced to the cloud on schedule. This lack of real-time sync
can be beneficial; it can allow you to rectify any issues or mistakes before they get
replicated to the cloud. Notice that passwords are not synced, and your users and
groups based in the cloud will need to activate this, with users being sent different
usernames and passwords.

Directory Sync with password

The ability to sync passwords extends to Directory Sync. You can still manage your
cloud-based users and groups. When password sync is enabled on the Directory
Sync computer, your end users will be able to use the same password that they use
when logging into your on-premises AD environment for their cloud-based services,
such as Office 365. Dynamics CRM Password Sync is an extension to the Directory
Sync Scenario.

The process of password synchronization involves the extraction of your user
password hash from the on-premises AD. Additional security processing is applied
to the password hash before it is synchronized with AD. This is to reassure you that
your password is safe and secure as it synchronizes with the cloud.

The Azure website says that plain text versions of the user password are not exposed
to the sync tool and Azure AD and its associated services. So, in fact, the plain text
version of your password doesn't leave your on-premises environment, so in theory,
it can't be intercepted.

Again, the benefits of password sync solutions are that they reduce the AD
management costs and simplify your user experience.
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Directory Sync with single sign-on

Directory Sync with single sign-on, which is also known as an identity federation,
is the most complete solution for integrating your on-premises Active Directory
with the cloud. This solution should provide your users with the most seamless
integration of on-premises and cloud-based directory services for identity and
access management.

Without single sign-on, your users would need to maintain separate usernames and
passwords for your online and on-premises accounts. To make use of single sign-on,
you will need both Directory Sync and security token service (STS).

A security token service enables Directory Sync with single sign-on. This extends
the notion of centralized authentication to web applications and services located
anywhere. When you configure STS to provide single sign-on to Azure, you will be
creating a federated trust between your on-premises STS and the federated domain
you've specified in Azure.

Azure AD supports single sign-on scenarios that use either of the following security
token services:

* Active Directory Federation Services (ADFS)
* Shibboleth identity provider
* Third-party identity providers

Multi-Factor Authentication

Multi-Factor Authentication can be set up and configured to be used to provide
multifactor capabilities to all of your cloud applications and services that are based

in Azure. Using a variety of authentication options, you can secure Microsoft and the
third-party applications hosted in Azure. The long and short of this process is that
your user can provide their username and password, which is submitted to Azure. The
user is then left with a challenge to interact with some other devices to complete the
authentication. It is only when this process is complete that the user is provided access
to the service. This means that your user will need both their username and password
combination along with access to the device specified that will confirm their identity,
adding an extra level of security to the authentication process.
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Summary

In this chapter, we discussed the options that were available to you when it came

to making use of Microsoft Azure Directory Services. We looked at how we can
create a cloud-based directory and discussed the options available for integrating
your on-premises Active Directory with the cloud in order to allow you to integrate
your on-premises Active Directory seamlessly to manage your cloud-based
resources. In the next chapter, we will discuss high availability and disaster recovery.
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Recovery for Azure Virtual
Machines

In this chapter, we will take a look at how we can configure our virtual machines for
High Availability and ensure that we are protected in the event of a disaster. You
might think that High Availability (HA) and Disaster Recovery (DR) are built into
your cloud solution. Well, only if you configure your environment in this way. If
you don't, and Azure data center has a proverbial hiccup, then your systems will go
down and will be unavailable. Though Azure is fully customizable, you can benefit
from its flexibility by protecting your on-site servers from a disaster by allowing the
Azure cloud to be your Disaster Recovery solution.

In this chapter, you will learn the following topics:

* Microsoft Azure High Availability
* Creating an Availability Set

* Creating and configuring a Traffic Manager profile

Microsoft Azure High Availability

To make any cloud solution that you design for your applications highly available,
you need to design and implement a strategy that allows you to absorb any outage to
your cloud provider. In effect, we want our application/functionality to be available
to our users/customers despite a failure in the cloud platform.
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The driver behind High Availability is the business need and the cost of an outage
to key applications or services to the business. In particular, the outage prevents the
business from generating revenue or costing the business in terms of opportunity
cost or opportunity lost. Thus, businesses generally place great importance on their
mission-critical applications and are generally prepared to invest capital to ensure
that they remain available. The importance of the business places in an application
will dictate how important the application's availability is to the business. This

is true regardless of the platform the application is running on. Whether it is one

of the many cloud providers, on-premises physical infrastructure, or your own
private cloud/virtual platform. It is important to consider the business needs.
While availability is important, we don't want to introduce unnecessary complexity
and cost to our high-available design, when in fact, there was no need for such
complexity in the first place.

Consider someone who travels for work as an analogy for high availability. You pack
all you need for a week on the road, living out of your suitcase from a hotel room.
You wear a pair of trousers and pack five clean shirts. While you are out for dinner
on Tuesday evening, you spill red wine on your trousers and shirt. You have a spare
shirt, but you only have one pair of trousers. Now, you can still wear your trousers
covered in red wine while you go and buy a new pair from the shop. You will
endure the embarrassment of having red wine spilt on you, but you might not want
the red wine look while you are in the office. A workaround to this and to avoid

the inconvenience of having to go shopping, you could have packed an additional
pair of trousers. This extra pair of trousers may remain redundant and be never
used, but you have them in case you need them. If you have a cloud service that is
designed to copy in such a situation where you have lost some capabilities, you'll be
in a situation whereby some relatively minor problems don't bring down your entire
application. It might be that it continues to run, maybe with a degradation in the
performance. Or you can build in your redundancy upfront to prevent against the
performance hit in the event of an issue.

There are a few traits that you would expect a highly available cloud offering
to provide:

* System availability

* System scalability

* Redundancy and fault tolerance
These characteristics are related to each other. However, it is important to
understand each individually, how they relate, and how they contribute to

the overall availability of the final solution that we design for our systems
and applications.

[126]



Chapter 7

System availability

When we take a look at the availability of a service, we will need to take a look

at the infrastructure supporting it and any dependent services that need to be
available for your service to be available. Consider a shopping cart on an e-commerce
site. You might have your shopping cart set up and available, but you may use a
third-party solution for the payment. When your customer checks out, they will need
the third-party payment solution to be available for their orders to be completed.

If your shopping cart is available but the payment gateway is not, your application

is not fully available. So, there is a dependency on the payment gateway for our
solution to be available.

When we design a highly available application, we want to try and remove any
single points of failure. This can be achieved through building redundancy and
resilience in to the design. When designing a highly available solution in Microsoft
Azure, we need to consider the availability of the platform and its components and
how each of them can have an impact on the availability of our system. Microsoft
uses a term called effective availability to describe this.

Effective availability considers each dependant component and the service level
agreement (SLA) for that component. The cumulative effect of each service
component is then considered when we take a look at the total system availability.
When it comes to designing our systems and analyzing the potential outage
potential, we would take a look at the SLA of each component we have used,

the SLA that Microsoft has for that component, and then take a look at how the sum
of all these small things helps you decide the potential impact on the availability

of our system.

System availability is often measured in 9s as a percentage of system availability
time. If we say that a system has an SLA of three nines that is 99.9 percent uptime,
this equates to just under nine hours of downtime a year. Microsoft System
availability is measured by the percentage of a given time window the system
will be able to operate.

System scalability

Scalability will have a direct effect on availability — for example; who has tried to
buy tickets for a music concert or sporting event and the website times out or crashes
as the systems creeks and breaks due to the demand for the tickets and load on the
servers? If we have an application that fails because of the load being applied by

the end users, then it is no longer available. If we envisage the load expanding and
contracting on our servers, then we should design a solution that can scale as the
user base grows. Thus, we should be able to satisfy our customers and clients and
maintain the availability of our application.
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When we talk about a system being scalable, we usually suggest scaling up or
scaling out. Scaling up is sometimes called scaling vertically, while scaling out

can be referred to as horizontal scaling. Scaling out means adding more machines

or servers to help the server with our workload. The machines are likely to be of
similar specifications to our existing machines. Scaling up or vertical scaling means
increasing the capacity of the existing servers and machines, adding more CPU and
memory, and so on. With virtual machines that reside in Azure, it's easier to scale
horizontally, that is, add more machines to service an application than it is to change
the capacity of the existing VMs. Scaling up will mean a redeployment or the virtual
machine that is not really practical and probably involves downtime. Cost is another
thing to consider; if you scale out, you can generally stay on the same pricing model,
albeit paying for additional resources at that level. Scaling up means changing your
machine to a different pricing tier. If the cost is important to you, this also needs to
be evaluated when making a decision to scale your cloud-based system.

Redundancy and fault tolerance

Physical IT hardware has a failure rate and applications need to be designed,
keeping this in mind. This is not a new fact for an IT professional to deal with if
you were to ask any IT professional, who has been in the industry for several years
or before the popularity of cloud-based solutions. Many of the systems built and
designed on-premises using physical servers would have had some elements of
redundancy built in to them so that the system can cope with a hardware failure.
Examples include, but are not limited to RAID Arrays for local storage so that the
storage can cope with a disk failure; Storage Area Networks (SAN) have built-

in redundancy to cope with disk failures, multiple power supplies, and multiple
network cards. All physical design implementations that are intended to prevent an
outage in the event of a failure are one of these components.

There is no difference when it comes designing solutions for Microsoft Azure. With
the cloud, we don't have control over the physical implementation of the hardware.
We have to assume that, at some point, one of the components used in our cloud
solution will fail or be unavailable. In Azure's short history, we have seen examples
of outages in certain services. Using the SLAs and features offered by Microsoft
Azure, we need to design our cloud-based system to be able to keep functioning in
the event of such a failure.
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Azure virtual machine downtime and
availability

There are two types of downtime that can impact the availability of Azure virtual

machine, and we should consider both planned and unplanned downtime, when
discussing virtual machine availability:

* Planned: Microsoft will advise planned downtime. These events happen
from time to time as a result of updates made by Microsoft to the underlying
Azure platform. There could be a variety of different reasons but would
normally involve some changes being made to the underlying infrastructure
that the virtual machine is running on. These events don't necessarily mean
an outage to the virtual machine; it's possible that the changes will have no
impact on the uptime of your virtual machine. However, if a situation arises
whereby the changes made require a restart or reboot of the virtual machine,
then you are still going to get an outage for that virtual machine. Whether
that impacts your application availability will depend on your Azure virtual
machine infrastructure design.

* Unplanned: This is an unexpected outage. You will not receive a notification
in advance informing or warning you of the downtime. To maintain
availability during such a downtime or outage, you need an appropriate
application design that minimizes the impact of the outage.

These unplanned outages are likely to occur when the underlying physical
infrastructure that your virtual machine is running on has failed or faulted. The types
of failures that you can encounter will vary, but they are similar to the issues that you
could face when you run into issues running an on-premises virtual environment.
Some common issues are listed, but note that this is not an exclusive list:

e Disk drive failure
e Power failures

e Network issues

If Azure detects these failures, then it will migrate your virtual machine from

the failed host it is currently running on to a host that is functioning correctly and
has the capacity to run the virtual machine. For those of you who are familiar with
on-premises virtualization technology, this is similar to making a virtual machine
highly available, and Hyper-V or ESX will restart the machine on a healthy physical
host. Such events are rare, but depending on the nature of the physical hardware,
failure may also cause your virtual machine to reboot during this process.
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The multiple-tier architecture

Before we move on and take a look at how we can implement highly available
virtual machines that are protected in the event of a disaster in the Microsoft Azure
cloud, we need to briefly discuss the application design and tiers that are found in
typical application designs. Most systems and applications are divided into multiple
tiers with each tier performing a different role in the system. These tiers allow you
to deliver an available, scalable, fault-tolerant system to your business. As we've
discussed, this is the objective of any highly available system, including cloud-based
ones. Here, I'm going to look at the three basic tiers of simple web applications,
which are as follows:

* Client tier: Sometimes, this tier is called the presentation tier. This usually
contains the user interface; in our case, this might be a client device and
browser.

* Application tier: Sometimes, this is called the logic tier and carries out the
application logic and business processing. In our case, this would be our web
server running the web application.

* Data tier: This is where the data of the application is stored and persisted to
disk. For the purposes of our example, this would be a database server, such
as a SQL Server.

In the following architecture diagram, we have an example of a system architecture
separated by the various tiers for a web application. Assume that it is currently an
on-premises system:

Three Tier Architecture

Client Tier !

~ g

Application Tier

Data Tier

Database Server
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It is worth noting here that, although this is using a three-tier architecture, there
are several single points of failure that can cause an outage. For example, if we lose
either the web server or the database server in this setup, we would lose the system
all together. If the web server comes under a load from clients that it can't support,
then some of our users are likely to get timeout errors.

Therefore, this is not the high availability that we desire. As this system has been
designed using the multi-tier approach, we can add redundancy to the various
tiers to build our fault tolerance, scalability, and availability, we should get a failure
somewhere in the stack, or we need to improve the capacity of the system:

Three Tier Architecture

Client Tier

Clie Clignt Clignt Client

Load Balancer
T

T

Application Tier

i

(3
Web Ter Web Semyleb Server
i

Data Tier

7]

o~

S
a
F &

Database Server Database Server

Database Cluster

In the preceding architecture diagram, we have added multiple web servers to the
application tier, and we have added a load balancer to distribute the workload,
hopefully, evenly among the web servers. If we lose a web server, our application will
be able to continue to function, as we'll have two other servers processing the logic.

In the data tier, we have implemented SQL Server clustering, which means that if the
database server nodes fail, there is another node available to satisfy the requests for the
data. We have got availability, scalability, and fault tolerance built in to the system.
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How do we implement such a design when working with the Microsoft Azure
cloud? Microsoft understands that availability, scalability, and fault tolerance are
important to their clients and the businesses they support, so they have provided
something called an Availability Set. By creating an Availability Set and adding
virtual machines to the Availability Set, Azure will ensure that the virtual machines
in the set get distributed across the physical hosts that run them in such a way that a
hardware failure will not bring down all the machines in the set.

Microsoft has some recommendations and requirements when it comes to using
Availability Sets. These are as follows:

* Ensure that your Availability Set has multiple virtual machines.
It is important to avoid a situation where you have a single virtual
machine in an Availability Set, as this configuration invalidates the SLA.

* Group different tiers together into one Availability Set per application tier.
* Use the Azure load balancer to distribute your workload across your
Availability Set.

If we wish to implement the preceding application design using Azure-based virtual
machines, we would have a diagram like this:

Microsoft Azure implementation
Three Tier Architecure
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The cloud-based deployment of our initial application has created two Availability
Sets. One for the application/logic tier and one for the data tier. This will ensure

that the machines in each tier are distributed in such a way that, in the event of a

an outage, either planned or unplanned on a given underlying host in Azure, not

all virtual machines in the application tier will be affected at the same time. Thus,
the outage does not take down the entire application and the system will remain
available, albeit with a reduced capacity. We have created multiple virtual machines,
so we meet the Microsoft SLA agreement. This means we can get 99.95 percent
uptime for our virtual machines. This equates to just over four and half hours a year
of downtime.

Another benefit of grouping our servers by Availability Sets is the ability to scale the
application. Our application is a web application. It's a web application for a ticket
reseller. They know that the tickets for the latest and greatest Boy Band Tour will be
going on sale in the next week or so. The benefit of Azure is that they can quickly
add additional computing resources in the form of application servers to cope with
the extra demand and then remove them again when the demand passes.

Azure has its own load balancer called Traffic Manager. It is located in the Traffic
Manager section of the Azure portal. By combining Availability Sets and the Azure
load balancer, you can build a resilient application. Traffic Manager has the ability
to monitor your virtual machines, and if an issue is detected automatically, it stops
directing the traffic there. It would work as follows; the Azure Load Balancer
distributes traffic between the different virtual machines that you specify in your
traffic manager profile; you can choose the distribution used. Traffic Manager
distributes traffic to your virtual machines; if an issue is detected through the
monitoring of Traffic Manager, it would automatically stop directing traffic to the
affected virtual machines. It is worth noting here that the load balancer is included in
the standard tier virtual machines, as our basic tier virtual machines would not have
the load balancer included.

If you do not configure the load balancer to send traffic to multiple virtual
machines, then a maintenance event that affects the virtual machines that serve
traffic potentially, causing an outage for some of your users. Making use of the load
balancer and placing multiple virtual machines that reside in the same application
tier under the same load balancer and Availability Set will mean that traffic and
hence, your users will be continuously served by at least one virtual machine.
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Hopefully, you can see why Microsoft also recommends not having a single virtual
machine in an availability group. It would be impossible for them to adhere to the
99.95 percent SLA with only one machine in the availability group. You will, in fact,
get a warning from the management portal if you try to create an Availability Set
with a single virtual machine in it:

(i) The availability set for this virtual machine has only one running instance, which affects the service level agreement (SLA). The SLA requires at
least two running virtual machine instances. Learn more

Availability Set — Azure Internals

There are some internal processes to make you aware of when you can configure
multiple virtual machines in an Availability Set. This will be transparent to the end
user, but it is worth being aware of the internals so that you can establish how many
VMs will be potentially unavailable to you in the event of a planned reboot. Azure
will do the following to each VM in the set:

* Allocate an Update Domain (UD)
* Allocate a Fault Domain (FD)

An Update Domain is used to determine the sets of virtual machines and the
underlying hardware that can be rebooted together. For each Availability Set created,
five UDs will be created. When virtual machines are added to an Availability Set,
they are allocated a UD. If we had allocated five VMs to an Availability Set, they
would have been allocated to each of the UDs. When we add a sixth virtual machine,
this VM will be allocated to the same UD as the first, and so on in a round-robin
basis. The UD numbers are not used to determine the reboot order, so UD 5 would
be rebooted before UD 1.
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The following diagram shows the five UDs in an Availability Set and how the VMs
get allocated to a UD as they are added to the Availability Set. Note that when the
sixth VM is added, it is added to the same UD as the first:

Availability Set
>

4 N

o1

. /

In the event of a planned outage that requires a reboot of UD1, we would potentially
lose two of the virtual machines for the period of the reboot.

Fault Domains (FD) are also allocated to virtual machines as they are added to an
Availability Set. Fault domains are used to define the group of virtual machines of
physical resources, such as networking and power. Availability Sets will, by default,
be separated by two FDs.
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These two internal structures ensure that, by placing your VMs into an Availability
Set, you will be protected in the event of physical hardware failures or power
interruptions. In the following diagram, we have an Availability Set that has been
allocated three virtual machines that have been placed in one of the two FDs for
the Availability Set. This means that two of the three VMs share resources, such as
power and networking. If the hardware that supports the FD with the VMs in it
fails, we have another VM running, using a different set of resources, negating the
application downtime of the unexpected interruption:

Availability Set — Fault Domain
Network and Power Network and Power Network and Power
Web Server Web Server
Fault Domain 1 Fault Domain 2 Fault Domain 3

Put simply, Update Domains are used for planned maintenance events, such as
Azure upgrades or patches by Microsoft, ensuring that not all the VMs that, support
a tier in your architecture are rebooted at the same time. Fault Domains ensure

that in the event of an unplanned hardware failure, the virtual machines in your
application tier are not all affected by the underlying hardware failure.
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Configuring an Availability Set

When it comes to configuring an Availability Set for your virtual machines, you
have two options. You can configure the Availability Set when you create the virtual
machine, or you can change an existing virtual machine and add it to an Availability
Set. We will discuss both here.

Creating an Availability Set when provisioning a
virtual machine

You can create an Availability Set when you provision a virtual machine. This will
create a new virtual machine and make it part of a new Availability Set:

1. Log in to the Azure portal using your credentials.

2. Follow the process to create a virtual machine. We took at look at this in
more detail in Chapter 2, Creating and Deploying a Windows Virtual Machine
and Chapter 3, Deploying Linux Virtual Machines on Azure.

3. On page number 3 of the Virtual machine configuration wizard, you will
be prompted if you would like to add the machine to an Availability Set.
Change the option to Create an availability set.

4. Give the Availability Set a name. I have named mine TESTAS:

AVAILABILITY SET

ik

Create an availability set

AVAILABILITY SET NAME

TESTAS:

EMDPOINTS

5. Complete the Virtual machine configuration wizard, and you will be able to
create a new VM and an Availability Set.
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Creating a new Availability Set for an existing
virtual machine

You can add an existing virtual machine to an existing Availability Set, or you
can create a new Availability Set for an existing virtual machine. In this section, we
will run through the process of creating an Availability Set and adding a group,
and then we will take a look at adding a virtual machine to an Availability Set that
already exists:

1. Log in to the portal using your credentials.

2. Navigate to the Virtual Machine option on the left-hand side of the menu.

3. (Click on the virtual machine you want to add to an availability group:
Microsoft Azure @ gethyn.ellis

gethynellissgl

&3 DASHBOARD MOMITOR ENDPOINTS CONFIGURE

GethynEllisSQL

G r' Your virtual machine has been created!

Here are a few options to get you started:

] Skip Quick Start the next tirme [ visit

4. Then, click on the Configure option. In this example, I am going to create a
new availability group set for the GethynEllisSQL machine:

AVAILABILITY SET Create an availability set ¥ |Da\.re|

5. In the settings option, you have a section for the Availability Set. In the
Availability Set drop-down list, ensure that an Availability Set is created.
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6. Give the Availability Set a name. In this case, I have named mine Dave.

AVAILABILITY SET Create an availability set ¥ ||Dave|

virtual network

VIRTUAL NETWORK GRESoll

SUBNET Subnet-1(10.0.0,0/11)

7. Click on the Save option to create the Availability Set, and add the virtual
machine to it.

For the Availability Set to be considered for the Microsoft SLA, it needs to have at
least two virtual machines in the availability group. Now we have created a group,
we can add additional virtual machines to it.

1. To do this, in the Virtual Machine section of the portal, click on the virtual
machine you want to add to the Availability Set.
Click on the Configure tab.

3. In the Availability Set section, choose the group you wish to add it to; in this
case, I will choose Dave:

AVAILABILITY SET Dave v

Wirtual machines in the selected svailability set:
== GETHYMNELLISWS

= MYIQLOS
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4.

Click on the Save button at the bottom of the screen to add the virtual
machine to the Availability Set.

You can remove a virtual machine from an Availability Set too; in the
availability group section of the virtual machine, just choose the Remove
from availability set option and click on Save:

AVAILABILITY SET | Remove from availability set ¥

The Microsoft Azure load balancer and
Availability Set

Microsoft Azure has its own load balancer. The Azure Traffic Manager allows you to
control the distribution of the user traffic. The Azure Traffic Manager has three load
balancing methods available to help you distribute traffic:

Failover: This is used when you want to offer a backup service. If this
primary service fails or becomes unavailable, client requests will get
redirected to a backup.

Performance: Performance load balancing is used if you have services that
span more than one geographic region, and you want to direct your users to
the closest geographic region. This can reduce network latency. If you want
traffic that comes from the USA to be directed to US-based virtual machine
and European users to be directed to European-based virtual machine this is
the method to use.

Round Robin: This is one of the most common options used in load
balancers. Traffic is distributed to each VM in turn. You can use this method
when you want to distribute loads across a set of cloud services in the same
data center or across cloud services or websites in different data centers.
This is what we will use in our configuration.
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To create a Traffic Management Profile in Azure, you need to perform the
following steps:

1.

2.

Log in to the portal using the credentials that you created in Chapter 1,
Introduction to Microsoft Azure Cloud Services.

On the left-hand side menu, scroll down to the Traffic Manager option:

@ TRAFFIC MANAGER
0

Click on Create a New Traffic Manager Profile option:

traffic manager

You have no Traffic Manager profiles. Create one to get started!

CREATE A TRAFFIC MANAGER PROFILE @

The next screen that appears is the Create Traffic Manager profile wizard.
Give your traffic manager profile a DNS prefix. This will be what you will
point your clients to. I have named mine webRRSales, and then decide on the
load balancing method. I will choose Round Robin and click on Create:

DNS PREFIX
trafficmanagernet
5 METHOD
Round Rabin

CREATE  +/
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5.

10.

When the profile has been created, this may take a minute or two, the next
step is to configure the endpoints to use. This will be the virtual machine we
want to load balance.

On the Traffic Manager screen, in the management portal, the profile that
we created should be listed. Double-click on the profile, and then click on the
Endpoints tab. Then, click on the Add Endpoints option:

dave

‘3 DASHBOARD ENDPOINTS CONFIGURE

This Traffic Manager profile does not contain any endpoints.
®

The Service Type drop-down list has two options: Cloud Services and Web
App. Cloud Services should be the default setting. If it's not, change the
drop-down list to Cloud Services.

Select the virtual machines that you want to send traffic to in a load balanced
way. In this case, this would be the virtual machines that act as a web server.

Click on the tick icon to add the endpoints to the profile.

Finally, click on the Configure tab to ensure that Round Robin is selected. It
should be the default setting but if it's not change it, and then click on Save:

dave

[#]

general

DMS NAME

DMS TIME TGO LIVE (TTL) 300 seconds

oad balancing method settings

LOAD BALANCING METHOD Round Robin B

DASHBOARD ENDPOINTS COMNFIGURE

Dave trafficmanagernet [
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The last step would be to point our client applications to the traffic manager
endpoint, and it will start to distribute load-balanced traffic to the virtual machines
in the Traffic Manager Profile.

Microsoft Azure as a Disaster Recovery
site

Late in 2014, Microsoft announced that it was introducing Azure site recovery. In
effect, this is Microsoft's version of Disaster Recovery as a service. The Microsoft
Cloud will act as your Disaster Recovery site. This potentially means that you don't
need to maintain multiple sites for the purposes of on-premises Disaster Recovery.
You have your main on-premises site, which you would replicate to Azure.

There are other providers out there too, such as VMware's vCloud Air Disaster
Recovery. The choice really comes down to what virtualization technology you are
using on-premises. We will briefly discuss Microsoft's Azure Disaster recovery site
solution— Azure site recovery. It's relatively self-explanatory; it lets you replicate
the Hyper-V machines running on your premises into Azure. You can then use these
replicated machines for Disaster Recovery with minimal additional work.

Configuring and setting up site recovery is outside the scope of this book. However,
there are a numbers of benefits listed in the next section, and, if you are working

in a hybrid environment, you can make use of Microsoft Azure to help you build

a Disaster Recovery environment without the need of your own physical location.
For more information on this, visit http://azure.microsoft.com/en-gb/
documentation/articles/hyper-v-recovery-manager-overview/.

Summary

In this chapter, we looked at the high availability options that you have when
configuring virtual machines in Azure. You have a number of options available to
you, when configuring both your Azure-based VMs to be highly available, including
the ability to create Availability Sets. You can make use of Azure site recovery to

use the Azure cloud as a Disaster Recovery site for both your cloud-based virtual
machines and your on-premises Hyper-V virtual machines.
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