Professional Expertise Distilled

vCenter Troubleshooting

professional expertise distilled

Chuck Mills [PACKT] enterprise 8

PUBLISHING



http://www.allitebooks.org

vCenter Troubleshooting

Resolve some of the most commonly faced vCenter
problems with the use of this troubleshooting guide

Chuck Mills

enterprise &
PUBLISHING

BIRMINGHAM - MUMBAI

[vww allitebooks.cond



http://www.allitebooks.org

vCenter Troubleshooting

Copyright © 2015 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in a retrieval
system, or transmitted in any form or by any means, without the prior written
permission of the publisher, except in the case of brief quotations embedded in
critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy
of the information presented. However, the information contained in this book is
sold without warranty, either express or implied. Neither the author, nor Packt
Publishing, and its dealers and distributors will be held liable for any damages
caused or alleged to be caused directly or indirectly by this book.

Packt Publishing has endeavored to provide trademark information about all of the
companies and products mentioned in this book by the appropriate use of capitals.
However, Packt Publishing cannot guarantee the accuracy of this information.

First published: April 2015
Production reference: 1240415

Published by Packt Publishing Ltd.
Livery Place

35 Livery Street

Birmingham B3 2PB, UK.

ISBN 978-1-78355-403-4

www . packtpub.com

[vww allitebooks.cond



www.packtpub.com 
http://www.allitebooks.org

Credits

Author
Chuck Mills

Reviewers
Kenneth van Ditmarsch

Daniel Langenhan

Commissioning Editor
Kunal Parikh

Acquisition Editor
Harsha Bharwani

Content Development Editor
Gaurav Sharma

Technical Editor
Chinmay S. Puranik

Copy Editors
Shambhavi Pai

Trishla Singh

Laxmi Subramanian

Project Coordinator
Harshal Ved

Proofreaders
Safis Editing

Paul Hindle

Indexer
Tejal Daruwale Soni

Production Coordinator
Alwin Roy

Cover Work
Alwin Roy

[vww allitebooks.cond



http://www.allitebooks.org

About the Author

Chuck Mills (evchuckmills) has been involved in virtualization technologies for
more than 12 years and has focused on using those technologies to create efficient
and resilient solutions for datacenters and desktops. Chuck is currently the senior
technologist for Racktop Systems, Inc. in Fulton, Maryland. Prior to joining Racktop,
he was the EUC practice director for GANTECH, Inc. In his previous roles, Chuck
led the efforts to create multiple datacenters that were 100 percent virtualized.

He coauthored VMuware Horizon 6 Desktop Virtualization Solutions and has given
numerous presentations regarding the benefits of virtualization, including VMworld
and VMware Partner Exchange. He is a former member of the VMware Customer
Council (VCC), and coleader of the Maryland VMUG, and he has been a vExpert
since 2011. Chuck also maintains a blog at www.vchuck. com that is dedicated to
virtualization.

I would like to thank my wonderful wife, Michelle, and my children,
Bradley, Brooke, Corbin, and Chuck III, for all the support and
encouragement they gave me to make this book possible.

I would also like to thank Jonathan Halstuch and Eric Bednash of
Racktop Systems for their support and for giving me the opportunity
to live my virtualization passion. Thank you Packt Publishing for
giving me the opportunity to be a part of this book. Special thanks

to the VMware friends I have met over the years. Thank you John
Dodge for all your wisdom and Daniel Beveridge for sharing

your extensive knowledge. Finally, thank you Dan Berkowitz for
continuing to push me forward.

[vww allitebooks.cond



http://www.vchuck.com
http://www.allitebooks.org

About the Reviewers

Kenneth van Ditmarsch is a very experienced freelance virtualization consultant.
As one of the few VMware Certified Design eXperts (VCDX), he offers clear added
value in virtualization infrastructure projects. He gained knowledge and extensive
project experience especially during his last years at VMware and through several
specialized consulting engagements he worked on.

Kenneth agreed to review this book based on his extensive VMware product
experience. Also, read Kenneth's personal blog at http: //www.virtualkenneth.
com around virtualization.

Daniel Langenhan is a virtualization expert with formidable skills in architecture,
design, and implementation for large multi-tier systems. His experience and
knowledge of process management, enterprise-level storage, and Linux and
Windows operating systems has made his business a highly sought-after
international consultancy in the Asia Pacific and European regions for multinational
clientele in the areas of finance, communication, education, and government. Daniel
has been working with VMware products since 2002 and directly associated with
VMWare since 2008. He has a proven track record of successful integrations of
virtualization into different business areas while minimizing cost and maximizing
the reliability and effectiveness of the solution for his clients.

Daniel's expertise and practical approach to VMWare has resulted in the publication
of Instant VMuware vCloud Starter, VMuware View Security Essentials, VMuware vCloud
Director Cookbook, and VMuware vRealize Orchestrator Cookbook, all by Packt Publishing

He has also lent his expertise to many other publishing projects as a technical editor.

[vww allitebooks.cond



http://www.virtualkenneth.com
http://www.virtualkenneth.com
http://www.allitebooks.org

www.PacktPub.com

Support files, eBooks, discount offers, and more

For support files and downloads related to your book, please visit www . PacktPub. com.

Did you know that Packt offers eBook versions of every book published, with PDF and ePub
files available? You can upgrade to the eBook version at www . Packt Pub . com and as a print
book customer, you are entitled to a discount on the eBook copy. Get in touch with us at
servicee@packtpub.com for more details.

At www . PacktPub. com, you can also read a collection of free technical articles, sign up for
a range of free newsletters and receive exclusive discounts and offers on Packt books and
eBooks.

[a] PACKT

https://www2.packtpub.com/books/subscription/packtlib

®

Do you need instant solutions to your IT questions? PacktLib is Packt's online digital book
library. Here, you can search, access, and read Packt's entire library of books.

Why subscribe?
*  Fully searchable across every book published by Packt

* Copy and paste, print, and bookmark content

¢  On demand and accessible via a web browser

Free access for Packt account holders

If you have an account with Packt at www . Packt Pub . com, you can use this to access
PacktLib today and view 9 entirely free books. Simply use your login credentials for
immediate access.

Instant updates on new Packt books

Get notified! Find out when new books are published by following @PacktEnterprise on
Twitter or the Packt Enterprise Facebook page.

[vww allitebooks.cond



www.PacktPub.com
www.PacktPub.com
www.PacktPub.com
https://www2.packtpub.com/books/subscription/packtlib
www.PacktPub.com
http://www.allitebooks.org

Table of Contents

Preface \4
Chapter 1: vCenter Upgrades and Migrations 1
Best practices for upgrading to vCenter Server 1
Verifying basic compatibility before upgrading the vCenter Server 2
Preparing the database before the upgrade 2
Verifying network prerequisites before upgrading 3
Verifying whether ODBC communicates with the database 5
Verifying whether time is synchronized across the vSphere environment 5
New and updated information in vSphere 6 6
Platform Services Controller (PSC) 6
vCenter Server Appliance 7
vSphere web client 7
vSphere Client 7
Steps for upgrading vCenter 7
Migrating vCenter from SQL Express to SQL Server 9
Migrating the SSO database 10
Migrating the vCenter database 12
Changing the vCenter ODBC connection 12
Recreating the SQL jobs 14
Deploying vCenter Server Appliance with no DHCP server 15
Upgrading from Windows vCenter 5.1 to vCenter Server Appliance 17
Summary 20
Chapter 2: Working with the vCenter Database 21
Changing the vCenter database location 21
Growing the vCenter Server database 24
Reinitializing the vCenter Server database 24
Fixing the vCenter Server service and database connection issues 26

[il

[vww allitebooks.cond



http://www.allitebooks.org

Table of Contents

Recovering from an improper shutdown of VCSA 28
Resolving low and no space problems 29
Low space problems 29
Problems with no space 32
Resources for other database issues 35
Summary 36
Chapter 3: Setting Access and Permissions 37
Introducing vCenter Single Sign-On 37
Unlocking and resetting the SSO administrator password 38
vCenter SSO Version 5.1 39
Resetting the administrator password with VCSA 5.1 41
vCenter Single Sign-On for version 5.5 41
Resetting the administrator password when using VCSA 5.6 43
Expired passwords in vSphere 5.1 44
VMware vCenter server 5.5 U1c release SSO and VCAC 45
Updating the VCSA from a zipped update bundle 45
Updating the VCSA from the CD-ROM drive 46
Adding additional Active Directory authentication in vCenter SSO 5.5 47
Permissions for vCenter and vCenter Operations Manager 50
Tips for troubleshooting vCenter permissions 53
Summary 53
Chapter 4: Monitoring and Performance Considerations 55
Overview of disk I/O performance 55
Getting ESXi host and VM disk I/O information 56
Getting information using the vSphere client 57
Getting information using the service console ESXi Shell 59
Pinpointing the most I/O-intensive virtual machines 61
Other items to increase disk 1/0 performance 65
Changing Java memory usage for performance 66
Changing the Java heap setting for vCenter 67
Making changes to the vCenter inventory services 68
Making changes to the profile-driven storage services 69
Fixing issues with performance data that do not appear in vCenter 70
Method 1 — Log in to the ESXi host directly using the vSphere Client 70
Method 2 — Restart the management agent using the Direct Console User Interface 72
Summary 75
Chapter 5: Working with Storage 77
Deleting virtual machine snapshots that have locked files 77
Troubleshooting the locked files 79
Removing the file from a backup virtual appliance 79
Performing the Delete All action from the Snapshot Manager 80

Lii]

[vww allitebooks.cond



http://www.allitebooks.org

Table of Contents

Restarting the management agents 82
Moving the Virtual Machine and rebooting the host 83
Unmounting a LUN from ESXi hosts 84
Unmounting a LUN using the vSphere Client 87
Unmounting a LUN using the command line 91
Automating datastores detaching with PowerCLI 93
Using vCenter operations for troubleshooting storage devices 94
Installing the Management Pack 95
Installing the Management Pack in the vCOps vApp 96
Installing the Management Pack in the vCOps Standalone Installation 99
Performing the Management Pack installation procedure 99
Installing Management Pack Dashboards in a standalone environment 100
Adding a credential to the Management Pack 100
Summary 101
Chapter 6: Solving Some Not-so-common vCenter Issues 103
Solving the problem of no objects in vCenter 104
Fixing the VPXD must be stopped to perform this
operation message 111
Removing unwanted plugins in vSphere 114
Summary 118
Chapter 7: Backup and Recovery 119
Procedure for backing up vCenter SSO 5.5 120
Creating a backup of Windows registry keys 122
Creating a backup of the VMware Inventory Service Database 123
Restoring the vCenter SSO 5.5 configuration 125
Restoring from a vCenter SSO 5.5 full operating system-level backup 125
Restoring from a vCenter 5.5 database backup 127
Summary 131
Chapter 8: Additional Support Methods and Tools 133
VMware vCenter Support Assistant 133
Requirements for the vCenter Support Assistant 134
Hardware 134
Networking 135
Installing and configuring the vCenter Support Assistant 136
VMware Labs Flings 143
The Latency Sensitivity Troubleshooting Tool 144
The VM Resource and Availability Service 144
The 1/0O Analyzer 144
InventorySnapshot 144
Finding resources to support your VMware environment 145
Summary 145

[iii ]

[vww allitebooks.cond



http://www.allitebooks.org

Table of Contents

Chapter 9: Troubleshooting Methods 147
Troubleshooting workflow 147
A questionable incident is discovered 149
Does the incident have a negative impact? 150
Understand the incident to document the impact 151

Is it possible to isolate the incident? 152
Remove unrelated variables 152
Are you able to repeat the incident? 153
Attempt to reproduce and record variables 154
Record relevant information 156
Can the cause be found and corrected? 156
Submitting the problem to the customer support team 157
Close and document 157
Summary 158

Index 159

[iv]



Preface

vCenter is the main component of vSphere and also the primary interface that
administrators use to set up, manage, and monitor the vSphere environment. It
allows the user to dynamically provision new services, balance resources, and
automate high availability.

vCenter Troubleshooting will show you how to approach some of the most common
problems when vCenter is not working the way it should. It will also help you isolate
the problems and then use a troubleshooting method to resolve the problems you

are facing. We will cover the troubleshooting of vCenter areas such as SQL Database,
single sign-on (SSO), password issues, monitoring, storage and configuration, and
operations manager. We will then move onto grouping similar problems into logical
sections, where the administrator can find solutions.

What this book covers

Chapter 1, vCenter Upgrades and Migrations, provides an understanding of the best
practices and the typical steps when upgrading to vCenter 6.0. The chapter also
addresses instances where an installation has started with SQL Express as the vCenter
database, but there was a desire or need to upgrade to the full version on SQL Server.
It shows the SQL Server upgrade steps. When installing the VCSA, there is usually a
DCHP service for that installation, but if not, this chapter will show you how to deploy
VCSA without a DCHP server. Further, it will also cover the migration process from
the Windows-based (C#) vCenter to the VMware vCenter server appliance.

Chapter 2, Working with the vCenter Database, helps diagnose and fix connection
problems between the vCenter server and the database that is used to keep

the vSphere inventory. vCenter uses the database to keep track of all vSphere
information and cannot function without it. The chapter will also help the
administrator understand how to recover from an improper shutdown as it pertains
to the database.

[v]
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Chapter 3, Setting Access and Permissions, shows you how to reset or unlock the
single sign-on password, which is essential to vCenter. This chapter will also cover
the permission difference VCOps and vCenter and assist in the translation of
permissions from vSphere to vCOps and how they work together. It will cover the
relationship between Active Directory (AD) and vCenter and how to solve possible
problems when connecting AD and vCenter.

Chapter 4, Monitoring and Performance Considerations, covers topics with operations
manager and how it is used to monitor components of vSphere. It will show

how Operations Manager can identify I/ O-intensive virtual machines in your
environment. The chapter will also explore how vCenter uses Java and how to
configure it to obtain the best performance. The chapter will help the administrator
correct the problem caused by changes made to vCenter that prevents performance
information from being displayed.

Chapter 5, Working with Storage, deals with a select number of storage issues. It will
show the administrator how to remove a LUN from multiple ESXi hosts. It will also
help you troubleshoot and resolve the problem of snapshot files that are locked and
cannot be deleted. It will also cover using vCenter operations for troubleshooting
storage devices.

Chapter 6, Solving Some Not-so-common vCenter Issues, helps you fix the problem when
no objects show up in your vCenter inventory. The chapter will also help resolve

the error message VPXD must be stopped to perform this operation in the VCSA.
Finally, the chapter will also show the administrator how to remove plugins that are
no longer wanted in the vCenter environment.

Chapter 7, Backup and Recovery, helps the administrator plan for the worst. Protecting
the vCenter environment is essential to prevent partial data loss, or a complete loss
of the vSphere environment. This chapter will show you how to prepare and recover
from this administrator's nightmare. It will show not only what to backup, but also
the method you can use to perform the backup. Your backups are useless unless you
can recover the information from them. It will also provide the guidance needed to
perform a successful recovery.

Chapter 8, Additional Support Methods and Tools, shows the administrator how to
use the vCenter support assistant to obtain quicker responses when problems are
reported. It also provides information and links to some of the free tools used to
support the vSphere environment.
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Chapter 9, Troubleshooting Methods, puts together a standard workflow to be used

to help solve problems that might arise in your environment. Part of finding a
resolution is having an approach that helps you discover and isolate the cause of the
problem. Using the workflows will also help collect the information needed for you
to resolve the problem yourself or submit the problem to a support service.

What you need for this book

The reader should have a basic understanding of the following concepts, which are
integral to the implementation and management of vSphere:

LAN and WAN networking

Storage

Server Hardware

Microsoft Active Directory

Microsoft Windows Server (2008 and/ or 2012)
VMware vCenter

VMware vSphere along with basic administration

VMware vCops (vRealize)

The following software applications are required to implement the solutions
described in this book:

VMware vSphere 5.5 and related products found at https://my.vmware.
com/web/vmware/info/slug/datacenter cloud infrastructure/
vmware vsphere/5 5

VMware vSphere 5.5 documentation found at https://www.vmware . com/
support/pubs/vsphere-esxi-vcenter-server-pubs.html

Microsoft Windows Server 2008 /2012 or installation media
Putty found at http://www.putty.org/
WinSCP found at http://winscp.net/eng/download.php

[ vii ]
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Who this book is for

This book is for vSphere administrators who understand that troubleshooting
vCenter can be frustrating and in some cases downright difficult. The vSphere
Enterprise infrastructure is made up of complex pieces of both hardware and
software. The contents of this book will not only help you isolate the problem

you are facing, but will also help you use a troubleshooting workflow to get a
resolution. The focus of this book is vCenter, configuration manager, and operations
troubleshooting. This book will give you the problem-solving methods to build
confidence in dealing with the day-to-day problems an administrator might
encounter in the vSphere environment.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Run regedit again and move to HKLM\System\CurrentControlSet\Services\
and remove the old service values from SQL Express from the DependonService
Multi string found in the vCenter services."

A block of code is set as follows:

com.rsa.db.type=MSSQL.
com.rsa.db.instance=RSA. (your RSA instance dbname is)

com.rsa.db.msserverinstance= . (Leave empty when using the default
MSSQLSERVER instance on the target server)

com.rsa.db.hostname=destinationSQL server.
com.rsa.db.port=1433.

Any command-line input or output is written as follows:
vi /etc/sysconfig/networking/devices/ifcfg-eth0

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Navigate
to Start | Run, type regedit, and then click on OK."

[ viii ]
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% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit -errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub. com/support.
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Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring
you valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.
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vCenter Upgrades
and Migrations

Upgrades and migrations can be scary at times, and with vCenter at the heart of your
Virtual environment, be sure to take time to research, plan, and review the steps for
your process. It is also imperative that you fully understand and test the new product
before moving it to production. This chapter will provide the following information:

* Upgrading vCenter to vSphere 6

* Migrating vCenter from SQL Express to SQL Server

* Deploy vCenter Server Appliance with no DHCP server

* Upgrading from Windows vCenter 5.1 to vCenter Server Appliance

Best practices for upgrading to vCenter
Server

When you migrate to vSphere 6.0, you need to perform all the steps in sequence to
avoid frustration, loss of time, and, most importantly, possible data loss. Before you
upgrade, you should consider a roll back plan that could include backups and/or
snapshots. After you upgrade each component, there is no option to go back. Once
you migrate to vCenter Server 6.0, you cannot revert to vCenter Server 5.x without
performing your recovery process mentioned earlier.

Good planning and preparation includes research on the following:

* The back up and restoration of vCenter components
* Reading Release Notes for the targeted release

* Researching the Web for others that have performed the upgrade

[11]
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This will help you in preparing yourself for the update, as it could help you avoid
using your recovery plan.

Verifying basic compatibility before upgrading
the vCenter Server

You want to verify that all the equipment (hardware) in your environment is going
to be compatible with the new software before you perform the upgrade. You
should check the VMware Compatibility Guide, found at http://www.vmware . com/
resources/compatibility.

Verifying your hardware before the upgrade is better than finding out that it's not
compatible after the upgrade. Remember to check that plug-ins, such as multi-path
IO and any other features you are using will not cause you problems. If you're using
products such as Horizon View or Sire Recovery Manager (SRM), make sure you
verify the products for any possible conflicts. Also, check any third-party solutions
you are using and make sure they can be used with the upgrade you are planning.

Preparing the database before the upgrade

You should verify that the existing database will be supported for the version of
vCenter Server you are upgrading to. Reference the VMuware Product Interoperability
Matrixes found at http://www.vmware.com/resources/compatibility/sim/
interop matrix.php.

Perform a full backup of your vCenter Server database, along with the Inventory
Service database. Refer to the vendor documentation based on the vCenter Server
database type you are using.

To perform backups on the Inventory Service database for Windows, use

the information found at https://pubs.vmware.com/vsphere-50/index.
jsp?topic=%2Fcom.vmware.vsphere.install.doc 50%2FGUID-518228D1-E305-
457C-B552-50DAB4BDF6B1.html.

Also, make sure that permissions are set correctly (DBO) on your vCenter
Server database.

[2]
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Chapter 1

Verifying network prerequisites before
upgrading

You are going to want to make sure your network is working correctly and that it
meets all connectivity requirements for the upgrade of vCenter:

1. Check the fully qualified domain name (FQDN) of the system on which you
will perform the upgrade to make sure it can resolve to the other components.

2. Open the Command Prompt and use ns1lookup, followed by the hostname of
your vCenter (for example, m-vcenter-01). This should return the IP address
that is assigned to that system. You should also see the name and IP address of
your domain controller. If this is successful, the FQDN should be resolvable.

B Command Prampt | = || {=1 |@

Microsoft Hindows [Version 6.1.76@1]
Copyright (c) 2009 Microsoft Corporatlon All rights reserved.

C:N\Users“chuck?ns lookup m-vcenter-01
erver: m-dc-@1. kln?brook net

Address: 192.168

MName: m-vcenter- @1 kingbrook.net
Address: 192.168.1.11

3. Now, let's check the DNS reverse lookup and make sure it returns your
FQDN name when you use the IP address for the vCenter Server. Do not
perform this from the vCenter Server, but from another workstation.

4. If you use DHCP instead of an assigned IP (static) address on the vCenter
Server (which is not the best practice), check the name to make sure it is
correct in domain name service (DNS). When pinging the name of the
vCenter, you should see that the correct IP address is returned. This is shown
in the following screenshot:

C:\Users\chuck?>ping m-vcenter-@dl

Pin nabrook.net [192.168. with 32 bytes of data:
Rep 192. 6 1. : ytes—32 time{lms
Reply rom . .1.11: bytes=32 time{lms
Reply from 192. 16 .11: bytes=32 time<{lms

Reply from . 1011 bytes=32 time<{lms

Ping statistics for 192.168.1.11:

ackets: Sent = 4, Received = Lost = @ (@ loss),
Approximate round trip tlmes in mllil seconds

Minimum = @ms, Maximum @ms, Average = POms

[31]
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5. Let's do the same type of testing with your ESXi host. Again, make sure you
can ping both the IP address and the name of the host and get the correct
information back. The ping to the vCenter from the host is shown in the
following screenshot:

192.168.1.4U—Pu'|'l"‘." [r=e| - [

rd-interactive authentication.

and date of this login have bheen sent t he em logs.

ation tools. Please

from 1
: from 1

6. If your identity source is going to be Active Directory (AD), you want to
make sure you have everything configured correctly. Your DNS lookup
along with the reverse lookup of your domain controller (DC) should have
the DNS entries for the Single Sign-On (SSO) Server machines. Try to ping
your domain (for example, kingbrook.net), and you should get the IP
address of your DC. This is shown in the following screenshot:

C:NUsersschuck?>ping kingbrook.net

P1n n? kln?brook net [192.168.1.10]1 with 32

rom .1.19: bytes=32 time{lms T
Reply from 192.168.1.10: bytes=32 time{lms T
Reply from 157.168. 1. 16: bytes=32 time{lms T
Reply from 192.168.1.180: bytes=32 time<ims T

Ping statistics for 192.168.1.10:

ackets: Sent = 4, Received = Lost = @ (@ loss),
Approximate round trip times in m1111 seconds:

inimum = @ms, Maximum = Ems, Average = Bms

C:N\Usersschuck?>ns lookup m-dec-81
Server:_ m-dc-01. kln?brook net

192. 168

s of data:

rrrro

i n-<

e e wi
I\)Nl\)gm

—
[0+]

m-dc-Bl.kingbrook. net
192 168. ?

[4]
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Verifying whether ODBC communicates with

the database

Verify the System DSN settings to make sure that the vCenter Server is configured
correctly to communicate with the database.

o rm-wcerter-01 - Rermote Desktop Connection

91 ODBC Data Source Administrator

"UsgerDSH  System DSM | File DSNI Driversl Tracingl Connection F'u:u:ulingl Ahbout |

Syztemn Data Sourceg
50L Server ODBC Data Source Test

U [ Test Resufts
Microsoft SQL Server Native Cliert Version 10.50.2500 = |

Running connectivity tests. ..

Attempting connection
Connection established
Werfying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

An ODE
the indic
on thiz

Verifying whether time is synchronized across
the vSphere environment

Verify whether your hosts on the current vSphere network have their internal clocks
synchronized before you begin the migration of the vCenter Server (Windows

or Appliance). If the clocks are unsynchronized, there could be problems with
authentication, which could cause your upgrade to fail, or possibly prevent the vpxd
service used by VCSA from beginning.
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New and updated information in vSphere 6

vSphere 6 contains a few new features and also provides updates to some of the
existing features. This section will highlight both the new and updated features
found in the vSphere 6 release. The information will be on the following;:

* Platform Service Controller
* vCenter Server Appliance

* vSphere Web Client

* vSphere Client

Platform Services Controller (PSC)

VMware will introduce a new component in version 6 named the VMware Platform
Services Controller (PSC).

Single Sign On (SSO) was the first component to be converted into the PSC. SSO
was released in vSphere 5.1 and contained some major issues. This forced a rebuild
to SSO 2.0 for version 5.5. In the new release, vCenter, vRealize, vRealize Automation
along with vCloud Director, can now use the shared PSC component.

PSC will contain the following functionalities as of now:

* 5SSO

* Certificate Store

* Licensing

* Certificate Authority

* Service (Product) Registration

PSC uses the vPostgres database that is integrated into vCenter and the database
is the same in both Windows and Appliance versions. PSC also self-replicates;

it doesn't use ADAM, which means it is now possible to replicate the Windows
vCenter and vCenter appliance between each other.

You can embed PSC within vCenter or use an external database instead of the
vPostgres database. The guidance from VMware, if you are running less than eight
vCenters, is that it is best to use the embedded PSC, so that vCenter will only connect
to the internal PSC.

If you are going to have more than eight vCenters, VMware recommends you use an
external PSC, rather than using the embedded one. This way, you can setup PSCin a
highly available and load-balanced service sharing between all of your vCenters.
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The Certificate Store and the Certificate Authority (CA) are new components that
will help you with vSphere certificates management. The VMware Certificate
Authority (VMCA), which is also new, performs as the root certificate authority and
manages its own certificates, or it can handle certificates from an external certificate
authority (CA). VMCA allows the provisioning for each ESXi host requiring the
signed certificate. This will be added to the vCenter inventory as part of the upgrade.
This provides the viewing and managing of the vSphere Web Client certificates,
which allows the management of the entire workflow of the certificate lifecycle with
the new VMCA.

vCenter Server Appliance

The management limits of vCenter Server Appliance (VCSA) have also been
expanded. With version 5.5, you could manage up to 100 hosts and up to 3,000
powered on Virtual Machines (VMs). Now, version 6 of vSphere allows you to
manage 1,000 hosts and an increase of 10,000 powered on VMs. IBM DB2 continues
to be the embedded database, and Oracle remains as the only supported external
database. This is because Microsoft will not officially support the ODBC driver for
Linux; the driver that is currently used is community supported.

vSphere web client

The web client continues increased performance gains, along with tagging
improvements and many other new functions. Flash is still used, which means there
is not a native HTML5 web client for now.

vSphere Client

VMware is keeping the VI Client (C#) for at least the next few releases. Progress
continues with the web client and there are continuous improvements to the speed.
So far, most customer feedback has been a preference for the older, yet familiar,
clients. At this point in time, there will be no new functionality added to the old
client, but the support will remain. Therefore, the old client will manage less
functions than the new VCSA.

Steps for upgrading vCenter

Now that we have completed the overview of the new and updated components,
let's begin the steps needed to upgrade vCenter.
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Remember to always check the What's New in VMuware vSphere 6.0 document found
on the VMware website to find the most current information about the product. The
What's New in VMuware vSphere 6.0 can be found at http: //www.vmware.com/files/
pdf/vsphere/VMware-vSphere-Whats-New.pdf.

The new vCenter installer for the Windows version has been streamlined. Now,
there is a return to a single installer, with all input collected up front. There is also

an improved pre-check function with more items checked. You also have a choice
between the external (pre-existing) or the internal (embedded) option of PSCs during
the installation process.

The procedure for upgrading has not changed since the last version of vCenter. The
following are the vCenter upgrades that you can perform from a standalone installer
or Update Manager:

1. vCenter is the first component that is upgraded. If VCSA is used, you might
be required to install a new VCSA and then import the information from the
previous version.

2. The next component to upgrade is VUM (Windows based vCenter) along
with the plugins you are using. Plugins interact with your host and need to
be upgraded before the hosts are upgraded.

3. The next step is to upgrade your hosts. Use the newly upgraded VUM and
create new baselines with drivers and plugins. Then, upgrade your hosts in
a rolling fashion.

4. The next step is to update the Virtual Machines' (VM) tools and
virtual hardware.

5. Next, upgrade any vDSes using the following steps:
Create a backup of your dvSwitch :

1. Use the web client to log in to the vCenter.
Browse and select the dvSwitch to Backup.
Go to Actions | All vCenter Actions | Export Configuration.
Select Distributed Switch and Port Groups.
Enter the description for the dvSwitch export.
Click on OK.

AL N

Then upgrade the dvSwitch:
1. Use the web client to log in to the vCenter.
2. Browse and select your dvSwitch to Upgrade.
3. Go to Action | Upgrade Distributed Switch.
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Review the upgrade version and features available as part of this version:
1. Click on Next.
2. Verify the compatibility for the dvSwitch upgrade.
3. Click on Next.
Some of the features need additional conversion setup (enhanced
LACP support):
1. Select the Enhance the LACP support checkbox.
2. Click on Finish.
Once the dvSwitch is upgraded, it cannot be downgraded to a previous

version and you cannot add older VMware ESX/ESXi servers to the
upgraded dvSwitch.

Now, upgrade the datastores from VMFS3 to VEMS?5 (if upgrading
from 5.1 only).

Now you can complete other components in your environment such as
VDP, vCO, View, vCD, and so on. Remove any snapshots created during
the upgrade that are not needed.

Migrating vCenter from SQL Express to
SQL Server

While SQL Express is never recommended for a production environment, many
times the setup of vCenter is completed with SQL Express for a Proof of Concept
(POC), Pilot or a Test/Development environment. For various reasons, there might
be a time you want or need to migrate from SQL Express to the full SQL Server. So,
for whatever reason you might have to perform the process, here are the steps used
to migrate from SQL Express to the full SQL version:

Migrate the SSO database (vCenter 5.1 only)
Migrate the vCenter Database

Change the vCenter ODBC connection
Recreate the SQL Jobs

But before you begin, here are a few items to document to make sure the migration
goes as smoothly as possible:

Names of the databases

Current administration users and the correct passwords
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* Target SQL Server Ports
* A decision on the mode of authentication you are going to use

Make sure you check the interoperability of your vCenter with the planned database
version and verify that they support each other.

You will need to schedule some downtime of both SSO and your vCenter. While
you are moving the database and the services between servers, vCenter and SSO
services must be stopped. They will need to be stopped until the data is copied and
the configurations are changed. No Virtual Machine workload is touched and it can
remain running. If needed, your host can be managed using the standalone vSphere
client while the migration is in progress.

Create back-ups of the items that are to be changed such as any files, registry keys,
and other items that would need to be recovered if something goes wrong.

Migrating the SSO database

Use this process if you are migrating from a pre-5.5 version. SSO in vCenter 5.5 does
not use a database.

If you are not sure of the current password for the RSA_USER/RSA_DBA, you
will need to go to the ssoserver\utils folder. Open an administrative command
prompt and type the following:

ssocli manage-secrets -a listallkeys

Make sure both vCenter Single Sign-On services are stopped. After verifying that the
services are stopped, you can:

* Backup and restore the database files to the target SQL Server

* Copy the database files to the target SQL Server

Two SQL Server users are created when installing SSO:

* RSA DBA

¢ RSA USER

The RSA_DBA is the account used during an installation and is not needed for the
migration. During the migration process, the RSA_USER will be used. The login/
user is added to the target SQL Server and the password along with the required
permissions are set.
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Open an administrative elevated command prompt and move to the default
directory of the SSO server directory\utils. Type in the following:

ssocli configure-riat -a configure-db -database-host newdbhost -
database-port newdatabaseport -rsa-user RSA USER -rsa-user-password

password -m master password

In the preceding code, replace the following;:

* Database hostname
* Database port number 1433 for standard SQL
* RSA_USER password

* -mmaster password for the AdmineSystem-Domain password
The rsa-user password will only work with the rsa-user option.

Prepare to edit two files jndi.properties and config.properties using your
preferred text editor (for example, Notepad.exe) and using elevated permissions.

For the first file, SsOServer\webapps\ims\web-inf\classes\jndi.properties,
check the following values:

com.rsa.db.type=MSSQL.
com.rsa.db.instance=RSA. (your RSA instance dbname is)

com.rsa.db.msserverinstance= . (Leave empty when using the default
MSSQLSERVER instance on the target server)

com.rsga.db.hostname=destinationSQL server.
com.rsa.db.port=1433.

Pay special attention to com.rsa. instanceName and remember that this does not
refer to the SQL Instance. This refers to the SSO instance and you should not
change this.

For the second file, SSOServer\webapps\lookupservice\WEB-INF\classes)\
config.properties, check the following values:

db.url=jdbc:jtds:sqglserver://;serverName=;portNumber=1433;database
Name=RSA. PortNumber has to be added here.

db.user=RSA USER
db.pass=yourpassword

db. type=mssqgl

db.host=destination SQL server fqgdn.

Make the changes to the lines in order to match your environment. Now, save the
files and start the service for your vCenter Single Sign-On.
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Migrating the vCenter database

Stop the vCenter services if they are not already stopped. Include all the services
for vCenter, excluding Update Manager, SSO, and Orchestrator. After all the services
are stopped:

1. Backup and restore the database files to the target SQL Server.
2. Copy the database files to the target SQL Server.

Then, create the login/user to the target SQL Server, and set the required password
and permissions. The user for the vCenter database must be db_owner and also dbo
on the Microsoft DB system database can be found on the target server.

Now, use the ODBC Manager (64-bit) to change the System DSN being used by your
destination SQL Server.

*  When using the default MSSQL Server installation, the MSSQLSERVER
instance does not need to be filled, a connection will use the hostname for the
SQL server.

*  When using Windows credentials (instead of SQL Authentication), the ODBC
is changed in the service account user. Modify the default database value to
the default name of vim_vcDs. If you did not change it or if you decided to
use a new name for the database, you would type it here.

After the changes are complete, check the connection to verify whether it works.

Changing the vCenter ODBC connection

The next step is to modify the ODBC connection found in the registry:

Navigate to Start | Run, type regedit, and then click on OK. This will start the
Registry Editor and the window will open. Move to HKEY LOCAL MACHINE |
SOFTWARE | VMware, Inc. | VMware VirtualCenter and make a change to the key
DbInstanceName by removing its current Value data. Do not delete this key. See the
following screenshot:
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Then change the key DbServerType. Edit the Value data from SQL Express value
Bundled to Custom, as displayed in the following screenshot:
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Now, navigate to HKEY LOCAL_MACHINE | SOFTWARE | VMware, Inc. | VMware
VirtualCenter | DB and change key 4. Do this by entering the new ODBC driver,
changing the ODBC in place of the original. If this did not change, verify the
value and leave it alone. You will add the user for vCenter Server SQL to key 2.
You need to set the password that is kept in key 3. This is completed by opening
an Administrator command prompt and typing C:\Program Files\VMware\
Infrastructure\VirtualCenter Server\vpxd.exe -p.

Recreating the SQL jobs

Now, on the SQL Server, you need to recreate the SQL jobs. This is completed by
using the SQL Server Management Studio and going to SQL Server Agent.

Use the following list to create the job list:

Rollup job SQL job filename

Event Task Cleanup vCenter Database job_cleanup_events_mssqgl.sqgl

Past Day stats rollup vCenter Database job_schedulel mssqgl.sql

Past Month stats rollup vCenter job_schedule3_mssql.sql

Database

Past Week stats rollup vCenter Database | job_schedule2_mssql.sql

Process Performance Data vCenter job_dbm performance_data_mssql.sqgl
Database

Property Bulletin Daily Update vCenter job_property bulletin mssqgl.sql
Database

Topn past day vCenter Database job_topn past_day_mssqgl.sql
Topn past month vCenter Database job_topn past_month mssqgl.sql
Topn past week vCenter Database job_topn past week mssqgl.sqgl
Topn past year vCenter Database job_topn past year mssqgl.sql

To add the jobs, browse to C:\Program Files\VMware\Infrastructure\
VirtualCenter Server\sqgl and open the equivalent SQL file using Open | file
and choose the vCenter database. Next, execute each Query and continue through
each one. When you find the existing jobs, make sure to check that each matching
SQL user in jobs is the right one. Choose a job and right-click on it; then go to
properties to make sure the user and database name is right. If they are incorrect,
recreate them.
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Review the vedb.properties file by going to ¢: \ProgrambData\VMware\VMware
virtualCenter (for Windows 2008R2 and higher). Make sure to use Explorer to
uncheck hidden and protected files. Then, edit the vedb . properties file value
url= ;integratedSecurity\ to:

e false - For SQL authentication

e true - For Windows authentication

The following screenshot shows the edited vcdb . properties file value
url= ;integratedSecurity) is setto true:

B m-vcenter-01 - Remote Desktop Connection

re YirtualCenter

9 )v‘ ~ Computer - Local Disk (C:) - ProgramData - Yiware - Viware irtuslCenter - = lgm| Search VMware VirtualCenter
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Name * # For windows, just deduce the JDEC URL and user/password fram the =
# data source information in the vC registry

Organize v |Gpen ¥ Hewfolder

' Favorites
P Deskiop . docRoot
& Downloads Jourmel

usevcdb=true
url=jdbc:sglserver://Tocalhosth\\VIM_SQLExP; databasename’=vIM_vCol; integratedsecurity=trua
dhtype=mssql

| Recent Places T i i i
driver=com.microsoft. sgqlserver. jdbc. sqLServeroriver

licenses
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|15 _ServicelD prop

. sysprep
VMwareVCMSDS
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The remaining should match sqlserver://<your SQL servers>\\SQL
instance;databaseName=\dbname; dbtype=mssql.

Check to be sure the Windows user has the permissions to the SQL database.

The user also needs to run VMware VirtualCenter Management Webservices

and VMware VirtualCenter. Run regedit again and move to HKLM\System\
CurrentControlSet\Services\ to remove the old service values from SQL Express
from the DependonsService Multi string found in the vCenter services. Do not delete
the value, just remove the VIM_SQLEXP from the data. The other dependencies
should not be changed. Start the service for vCenter and use the logs to verify
everything has started up.

Deploying vCenter Server Appliance with
no DHCP server

When you normally deploy the vCenter Server Appliance, a DHCP server is present
and the appliance will get the IP address from it. But what if, for whatever reason,
there was no access to a DHCP server for the deployment?
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You will need to assign an IP address (static) for your network (VLAN or port
group), along with the proper subnet mask. You then need to connect to the host that
contains the VCSA appliance using the C# client. Right-click on the VCSA appliance
and choose open console. Then, log in to the appliance using the supplied default
username of root and vmware as the default password. After logging in, you will be
presented with the Linux CLI. Use the following procedure to provide an IP address
for your appliance.

Use the following command to change the interface configuration file:

vi /etc/sysconfig/networking/devices/ifcfg-eth0

From here, you will be using the screen-oriented text edit vi to make changes to the

file. If you are familiar with this editor, this should be easy. If not, follow the procedure
closely and the changes will be completed without a problem. Inside the vi Editor, use
your arrow keys to position yourself in the file. Sometimes, using the arrow keys on the
keypad causes problems, so use the non-keypad arrow keys. Now, move to the line that
contains BOOTPROTO and press the E key, or the right arrow key, to move to the end of
the line. By pressing the I key, you are now in edit mode and can make modifications to
the file. Use the Backspace key to delete dhcp and replace it with static.

Continue to use the arrow keys to move to the bottom of the file and insert the
following lines:

* TYPE=Ethernet

* USERCONTROL=no

® TIPADDR=the IP address you obtained

® NETMASK=the mask you obtained

® BROADCAST=actual IP broadcast address

It should look something like this:

DEVICE=eth@
BOOTPROTO=static
STARTHODE:= auto
TYPE=ethernet
USERCONTROL=no

IPADDR=18.108.1.50
NETMASK=255.255.255.0
BROADCAST=10.10.1.255
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Now, press the Esc key, enter a colon (:), and type wg, and hit the Enter key.

You should get a message that shows the ifcfg-etho file was written. Now, restart
the network service: service network restart.

[+ ware vCenter Server lance on esx-35-1Lmills.net L
A Center Server Appli 55-1.mill =
File View VM

I p & B B e @

-vycsa.mills.net login: root
Password:
—vycsa'!” # service network restart
Bhutting down network interfaces:
ethd device: UMware UMXNET3 Ethernet Controller done
Shutting down service network . . . . . . . . . done
int: you may set mandatory devices in setcssysconfigsnetuorks/config
Betting up network interfaces:
ethd device: VMware UMXNET3 Ethernet Controller
ethd IP address: 192.168.2.11-24
Betting up service network B
—vcsa:!” #

Typing ifconfig should show the new IP address you just entered on etho, so
verify that you can ping other addresses on the same network.

If you run into problems, double check your IP address, your submask, and the VM
port group. Now, with the new IP address, you can get to the VCSA appliance by
opening a browser and entering https://10.10.1.50:5480.

Upgrading from Windows vCenter 5.1 to
vCenter Server Appliance

There is a possibility that VMware will discontinue the Windows vCenter
application. You can see it with every new vCenter Release that there is a push
towards using the VCSA to manage the vSphere environment. Even now, some
newer features in vSphere can't be used from the traditional Windows-based client.
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There are several benefits to using VCSA, but there are also some limits.
Here are the benefits of using the VCSA:

* There is no Windows OS license for vCenter Server

* No patching or upgrading of Windows OS is required

* There is no need to maintain third-party tools running on your vCenter Server
* It's a fast deployment —no Windows OS or vCenter application to install

* It's possibly the vCenter of the future
Here are the current limits when using the VCSA:

* Oracle is the only supported external database

* The VCSA is Software Und System Entwicklung (SUSE) distribution and
there are no OS-level patches from VMware

*  You would need a certain amount of Linux experience when using
the appliance

* No Update Manager

* Problems occur when running local scripts (alarms)

* No integration of Powershell into Alarm execution

* No integration of already existing Windows system monitoring tools
There are no automated tools to help with this migration from Windows
vCenter to the appliance. You need to deploy a new appliance and follow the

procedure mentioned next to move the host from your original Windows version
to the appliance.

Here are a few things to complete before you begin:

* Document the current resource pool configurations
* Document the High Availability (HA) exception and settings

* Record all DRS rules and groups (you will create the rules after the new
vCenter connects to the VMs)

* Document and verify the port configurations of the physical network

* Have Update Manager on the Windows version of vCenter in order to
upgrade the host to 5.5 after the migration
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After you feel that you have the information you need to make sure you understand
your environment, you can schedule some downtime and begin the following
migration process:

1.

10.

11.
12.
13.
14.
15.

Install, configure, and verify the new production VCSA. Make you can login
and then recreate your resource pools, folder structure, and the permissions
to match the current environment.

If using vSphere Replication, disable it along with HA on the old vCenter.

Halt DRS by switching it to manual mode. Your resource pools will be
removed if you disable DRS.

It is a good idea to export from the old environment and then import the
vSphere Distributed Switches (VINDS). This makes the rebuilding process
easier, if needed. If you are going from version vSphere 5.1 to VCSA 5.5, keep
the current version of the distributed switch. You will upgrade this later after
you import the host, which is still at 5.1.

Then, remove all additional components from vCenter such as vRealize and
other third-party consoles from the old vCenter.

Move the VMs to standard virtual switches by using the secondary links for
the standard vSwitch. When you add a host to a virtual distributed switch,
there you will specify the uplink NIC for hosts and vCenter will assign that
NIC to the first uplink slot.

Remove the ESXi hosts from the old vDS.

Now, disconnect (do not remove), one at a time, each ESXi host from your
Windows-based vCenter and add them to the new VCSA. Try to keep the same
resource pools using the documentation that was created before the process.

Verify that the resource pools are correct and then create DRS & HA rules
from the information you gathered before the migration.

Add the new imported ESXi hosts to the configured VCSA vDS. Remove the
standard vSwitch along with re-adding the NIC to the secondary uplink.

Shut down the old vCenter.

Re-enable HA and put DRS in fully automated mode on the new vCenter.
Move any DNS names related to services.

Use Update Manager to update your hosts to 5.5.

Migrate your virtual distributed switch to 5.5.

Check and double check along the way to make sure each step is completed to your
satisfaction. As with most projects, take the time to verify and document what you
have. Put together a plan and always have a procedure to go back to, if needed.
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Summary

This chapter has provided an introduction to the troubleshooting solutions you will
find in the remaining chapters. It is very important when installing or updating any
product to be sure to take the time to fully research the information on the new release
or upgrade. Then, plan your process and know the options for recovery before you
review your work. Take the time to try to understand how the new product is going to
function on the existing equipment before moving it to production.

The next chapter will cover the topic of the vCenter database. vCenter uses the
database to keep track of all the vSphere information and cannot function without
it. In the next chapter, we will review fixing server services and database issues.
The chapter will also help the administrator understand how to recover from an
improper shutdown pertaining to the database.
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vCenter Database

This chapter will focus on the vCenter database. The last chapter showed you

how to move from SQLExpress to the Full SQL Server. Now, let's review some
common questions regarding items such as knowing the location of your database,
troubleshooting growth, and other issues that keep an administrator up at night.

The vCenter Server uses a database for the storage and organization of information for
the server. Each instance of vCenter Server needs to have its own dedicated database.

As anote, VMware announced the end of availability of vCenter
Server Heartbeat. Support for the product will end in September
2018. Administrators should leverage features such as vSphere High
Availability along with other best practices to deploy vCenter Server
with a management cluster.

The schema cannot be shared between instances of vCenter Server, although
multiple databases of vCenter are allowed to exist on the same database server.

Changing the vCenter database location

If you ever need to locate your vCenter database (this also works for other VMware
databases), here are a few ways to get what you need. These methods do not require
you to log directly into the SQL database.
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This first method will work for the vCenter, View Composer, and the Update
Manager database:

1. Log into vCenter Server using an administrator account.

2. Open the regedit browser by going to Start | Run.

3. Browse through the registry and locate HKEY LOCAL_MACHINE\SOFTWARE\
ODBC\ODBC. INI.

Choose the database that you are trying to find the location of.

Find the string name Server. This will contain the name of the server and the
location of the database.

" Registry Editor

File Edit Wew Favorites Help

=/ Computer Name Tvpe | Data

. HREY_CLASSES_ROOT b {Default) REG_SZ {value not set)

: . HEEY_CURREMT_USER ab|Database REG_SZ VIM_YCDE

=1+ HREY_LOCAL_MACHIME ab| Description REG_SZ YMware YirtualCenter Repository Data Source
. BCDOO00000D b Driver REG_SZ Ciiwindows)system32isginclit0.di

- | HARDWARE ab|| astiser REG_SZ chuck.

[ . 5AM er REG_SZ localhostiyIM_SOLEXP

----- SECURITY h
1 ab
B | SOFTWARE | Trusted_Connect... REG_SZ ves

. ATI Technologies
. Carnegie Mellon
| Classes
| Clients
. Description
| JavaSoft
. Microsoft
. MIT

CDEC
CDEC,IND
. ODBC Data Sources
. WMware vCenter
. ODBCINST.IND
. Palicies
. Registeredapplications
- WMMware
- WMware, Inc, —
- L Wowe43ZNode

L, = ]sl -

|computeriHKEY_LOCAL_MACHINE|SOFTWARE\ODEC|ODBC INIWWMware vCenter 4

| v

0-E-E-E-E-E-E-E-E

-
[+
-

6. Select the entry that has the database you're trying to locate. Now, find the
string called Server. This will have the server name along with the database,
which contains the database name.
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Edit String

Walue name:

|Server

Walue data:
|mventeroikIM_SOLEXF

o]

Cancel |

This second method also requires access to vCenter Server. Log in using an
administrator account:

1. Use Windows Explorer and go to c: \Programbata\VMware\
VmwareVirtualCenter (this is a hidden folder).
Use the notepad or your favorite text editor to open vedb. properties.

Locate the line that contains url= and you will find the information you are
looking for.

¥Mware YirtualCenter =] E
Gk )v| . = Computer = Local Disk (C:) = ProgramData - YMware = WMware YirtualCenter = - l‘nll Search YMware VirtualCenter lE
Organize *  Includeinlibrary *  Sharewith +  New Folder == » i 9
‘v Favarites Mame ~ Date modified | Twpe | Size |

B Desktop docRoat 9/17j2014 7:26 FM File Falder
& Dawnloads journal 11)25/2014 11:35 PM  File Folder
- Recent Places licenses 9/17/2014 7:27PM  File Folder
Logs 11/27/2014 10:36 PM  File Folder
- Libraries
R S50 9172014 7:28 PM File Folder
j Documents
3 sysprep 911712014 7:27 PM File Folder
,J- Music
" YMwareYCMIDS 11j15{2014 &:46 AM File Folder
| Pictures
E videas | |instance.cfg 9/17j2014 7:30 FM CFG File 1 KB
|| L5_ServicelD.prop 9172014 7:33 FM PROP File 1 KB
M Computer ST 10f16/2014 7:15 PI #ML Document & KE
“-_i, Laocal Disk () ] wedb.properties 9/17j2014 7:39 FM PROPERTIES File 1KB
o [ .v[dh.prnperties - Motepad
File Edit Format View Help
€ e [# For windows, just deduce the IDBC URL and user/password from the :'
# data source information in the WC registry
usevcdb=true
url=jdbc:sglserver://m-vcenter -OLNN\WIM_SOLEXF; databaseMames=vIM_VCDE: TntegratedSecurityy=true
dbtype=mssql
- - PRI et e = = gy e e = =
|—
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Growing the vCenter Server database

You should always monitor the growth of your vCenter database. The database
is collecting and storing information from the vSphere environment. Most of the
database's growth is normally due to:

* Logging events

* Logging tasks that were executed

* Collection of performance data

*  Wrong recovery settings

*  Wrong DB sizing (especially Oracle)
Performance data normally causes the greatest amount of growth but when you
are troubleshooting growth problems, make sure that you know the source of
the growth. One method to validate the source of database growth is to read the

Determining where growth is occurring in the VMuware vCenter Server database document,
found at http://kb.vmware.com/kb/1028356.

There are times when truncating the database information is necessary. This should
only be an option if you can determine the source of growth. Make sure you are

in compliance with the business policies on data retention, and after you have
determined that you are going to truncate the data, review the Purging Old Data from

the database used by VMuware vCenter Server document, found at http://kb.vmware.
com/selfservice/microsites/search.do?language=en US&cmd=displayKC&ext
ernalld=1025914.

Reinitializing the vCenter Server
database

There might be a time when a reset of the vCenter Server database is the only
solution. As bad as that sounds, here are a few reasons to reinitialize the database:
*  Corruption of data
*  You need to build a new vCenter Server
* VMware Support requires a rebuild

When you reinitialize the vCenter Server database, it will act as a brand new
installed instance. It is taken to its default configuration.
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You can reset the database with the following steps. All the data (including all
custom fields) will be permanently destroyed. A complete backup of your database
is highly recommended before executing these reset steps:

1. Stop the vCenter Server service.

2. Open the command prompt.

Change to the folder that contains the program file for vCenter Server. If

you installed this using the default folder, it will be found at: ¢: \Program
Files\VMware\Infrastructure\VirtualCenter\.

vpxd.exe -b

At the command prompt, type and execute the following command:

You can see this command executed in the following screenshot:

In ory logs end
2014 11- 28T1® 10: 00" 93@ P5: 00 [PS168

2@14-11-28T1@ 1@ @@ 932-05:0b [B5168
VmaCore facil

2014-11-28T10: 1@ @@ 93Z-05: 00 [05168
2814 11-28T19: 10:90.934-05: 90 [B5168

Pro?ram 1@

16:00:955-25: 65" taSies
a1 1@ aa o36-05:00 [eS168
2@14-1?x28T1@ 1@ @@ 996 as @@ tés1ee

2014-11-28T71
2014-11- 28T1@ 1@ @@ 936 05 @@

VirtualCenterslLo

E@5168

2B [B5168

:10: 00, : [@5236
:10:20.992-05: 00 [B5168

10:00.991-05:00 [B5168
: YMware vCenter with

e is 'S
2014-11-28T1@:
gging in to D

[=] Administrator: Command Prompt - vpxd.exe -b

C:\Program Files\VMwarexInfrastructure\VirtualCenter Server>vpxd.exe -b

F1les\VMware\InFrastructure\VLrtualCenter Server

824 info

info Hooks’] Hooks Initialized

info 'Default'] Logging uses fast path: try
'Default’] Handling bora-slib logs with

'Default’] Initialized channel manager

info
info

info ’Default’] Current working directory:

'Default’]

info 'ThreadPocl’] Thread pool asio:
Concurency: , 9a, 2147483647
info ’ThreadPool 1’ Thread enlisted
ThreadPool ] Thread enlisted
'Default’] Log path: C:“~ProgramData“VM

’ThreadPocl’] Thread
'ThreadPool’] Thread
’ThreadPogl’] Thread
'Default’] Initializing SSL

'Default’] Vmacore::InitS5L: handshake]

’ThreadPogl’] Thread enlisted
'utilvpxdVdb’] Registry Item DB 5 wvald

info 'utilvpxdVdb']l [VpxdVdb: :SetDBTypel Lo
username

ThreadPool windowsStackImmel
Min|

info

info

enlisted
enlisted
enlisted

info
info
info
info
info

info
info
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Fixing the vCenter Server service and
database connection issues

If you find that the vCenter service has stopped or does not start, first try starting the
service manually to verify the problem.

ioix]
File Acton Wiew Help
== | Bri | VMware VirtualCenter Server Properties (Loca x|
Mame ~ General | Log On I Heco\reryl Dependencies | n
o Virtual Disk. Local System
. VMware Cert Service name: vpxd Local System
+: VMware Direc Display name: VMware VitualCenter Server Local System
" VMware Iden Local System
 yMware Kdc! Deseription: Frovides centralized management of ViMware virtual ;I Local System
" VMware Log | Eeris LI Local System
S VMware Secu Local System
i VMware 5na ek == Local System
o o "C:\Program Files"VMware\Infrastructure\\VitualCenter Server\wvpxd exs” ¥
- VMware Tool: Local System
" VMware vCer Startup type: | Automatic: (Delayed Start) | Local System
" VMware vCer Local System
"/ VWMware vCer  Help me configure service startup options. Local System
. VMware Virtu Local System
L6 VMware Virtu Service status: topped .. Local System
o VMware vSph Local System
. VMware vSpk Start I | ffalse Fesume Local System
o VMwareVCME Metwork 5...
: ware *fou can specify the start parameters that apply when you start the service stwor
< Volume Shad Local System
from here.
o Windows Auc Local Service
" Windows Auc Start parameters: I Local System
“ Windows Car Local System
“p Windows Col Local Service
4 Windows Driv 0K Cancel Al Local System
- Windows Erre Local System
"3 Windows Event Collector This servic... Manual Metwork S...
“+: Windows Event Log This servic...  Started Automatic Local Service
4, Windows Firewall Windows Fi... Started Automatic Local Service LI
wtended A, Standard
I I I

Sometimes, there is a problem with the vCenter Server database that will prevent the
service from starting. You can test the ODBC link to verify that a connection can be
established. You can also check the Windows log for information on the problem.
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=
User DSN  System DSN | File DSN I Crrivers | Tracing | Connection Pooling I About I

System Data Sources:

Data Encryption: No
Trust Server Cerificate:

Disconnecting from server

Name | Driver | Add...
VMware vCenter SQL Server Native Client 10.0 -
po
Ariew ODBC ot ——mem et~ —— -t raa_
sl zl
Microsoft SQL Server b ~Test Resuls
Data Source Name: Vi " ; ; -
a Data Sourcs Descriptio Microsoft SGL Server Native Client Version 10.50.2500 -]
Source - .
[ Server: localhost\WIM_ [T GEE
Use Integrated Security sttemptin .
i g connection
— Eaatabase. V[IJ&V('%DE Connection established
— nguage: (Defaul) \erifying option settings

Multiple Active Result £
Mimor Server:

Translate Character Da
Log Long Running Gue
Log Driver Statistics: N
Use Regional Settings
Use ANSI Quoted Idert
Uge ANS] Mull, Padding

TESTS COMPLETED SUCCESSFULLY!

Test Data Source

When you need to check vCenter Server's health, use the VMware KB article,

Investigating the Health of a vCenter Server database, found at http://kb.vmware.com/
selfservice/microsites/search.do?language=en US&cmd=displayKC&externa
11d=1003979 to verify the status of the database.

Although this section is about vCenter database troubleshooting, here are a few other
items to check after you have verified that your database is fine:

Review and verify that no changes were made to the OS that vCenter is
running on, such as firewalls, virus scanners, and so on.

Verify whether the vCenter service uses the correct credentials.
Verify whether the VMware VCMSDS is running (this is the ADAM Writer).

Make sure ports 902, 443, and 80 (also 1433 for MS SQL and 1521 for Oracle)
are not being used by another application. Microsoft IIS could cause conflict
with your vCenter on port 80.

Check the event logs in Windows and search for entries containing the
vCenter service.

Check for vpxd. log (vCenter Server log file) found at C: \ProgramData\
VMware\VMware VirtualCenter\Logs (Windows 2008r2). If you are familiar
with Powershell, you can use the Get-Content vpxd.log -Wait.
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Working with the vCenter Database

After attempting a manual restart, check the vpxd. 1og file once again. You should
find error messages that can help you determine why the vCenter service does
not start.

Recovering from an improper shutdown
of VCSA

You have installed Virtual Center Server Appliance (VCSA) using the embedded
database and there was an improper shutdown of the appliance, so you could
experience an error when attempting the startup of your virtual machines.

You could also experience missing information related to the host or virtual
machines when you login using the vSphere client.

If you had used the Windows-based vCenter with a local database, you could
have solved this problem by connecting to the vCenter Server and resetting (Stop-
Start) the vCenter Server service. Then, after logging into the client, the problem is
normally resolved.

Remember, the VCSA is an application based on Linux and the methods used to
correct these problems are approached differently. You still need to stop and start the
vCenter services first. This is accomplished in two ways when using VCSA, by using
the Web UI or from the command line of your application.

The Web User Interface (UI) method is completed by opening a complaint browser
and entering the address of the vCenter appliance, for example https://m-
vcsa:5480.

s:;c? VMware vCenter Server Appliance

vCenter Server Help | Logout user root
Database 350 Time Authentication Services Storage
Summary

s

vCenter Storage Usage

Server Stopped $ start || system: 40%

Inventory Service: Running -y Database 1%

Database: embedded Logs: 2%

S50 embedded Coredumps: 1%

Configure Database | Configure 330 £

In the vCenter Server screen in the Summary tab, you can Stop and Start the vCenter
Server service from the button.
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The second way could be quicker and more comfortable for Linux administrators.
Connect to the application and login. The service needs to be vmware-vpxd and with
aservice vmware-vpxd restart itis reset.

m-vcsa.mills.net - PUTTY

Resolving low and no space problems

Running low or actually running completely out of space on the disk in the
vCenter environment (Windows-based or appliance) can cause some big problems.
Monitoring your system for your disk space amounts, along with many other
resource items, will prevent major headaches.

Low space problems
If you find you are low on disk space and are using the embedded database in the
VCSA, you can increase your disk space using these steps:

1. Shutting down the VCSA is optional.
Add the new hard disk with the size you think you need for the VCSA.
Now, power on the VCSA.
Log in to the VCSA using the console or SSH.

The following command is used to list the disk:

AR

fdisk -1u
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You can see this command executed in the following screenshot:

Identify the new disk device ID.

Access the new disk and the disk utility using the following command:
fdisk /dev/sdc

Pressing N and Enter creates a new partition.

Press P and Enter to create the primary partition.
10. Enter 1, which is the partition number.
11. Choose the default for both the start block and end block.
12. Entering w will write the new partition table to the disk.

13. Now, create the new partition on the newly created disk. You can create an
ext3 filesystem by issuing this command:

mkfs -t ext3 /dev/sdcl
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14.

15.

16.

17.

18.

19.

20.

21.

Under the root, use this command to create a new temporary directory:
mkdir /tmp/db

Use this command to mount the newly created disk to /tmp/db, which you
created earlier:

mount -t ext3 /dev/sdcl /tmp/db

Stop the services from accessing vPostgres/storage/db with these
commands:

servicevmware-vpxd stop
servicevmware-vpostgres stop
servicevmdird stop

servicevmware-inventoryservice stop

Copy the files from /storage/db to /tmp/db with the following:
cp -a /storage/db/* /tmp/db

Change to the root directory using:
cd /

Now un-mount both the original and new disk with the following;:
umount /dev/sdb3

umount /dev/sdcl

Mount the newly created disk to /storage/db using:
mount -t ext3 /dev/sdcl /storage/db

When you execute the following, it preserves the new mount to /storage/
db:

sed -i -e 's#/dev/sdb3#/dev/sdcl#' /etc/fstab

At this point, you can reboot the VCSA.
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Problems with no space

The VCSA summary page gives you an overview of the current status of your
environment as it pertains to vCenter. This is a page that you should check on a

regular basis.

oc? VMware vCenter Server Appliance

vCenter Server

Database 550

Summary
vCenter
Server: Running
Inventory Senvice: Running
Database: embedded
550: embedded

Configure Database | Configure 550

System
Time synchronization: Disabled
Active Directory: Enabled

Configure Time | Configure Authentication

Services

vSphere Web Client: Running
Log Browser: Running
ESXi Dump Collector: Running
Syslog Collector: Running
vSphere Auto Deploy: Stopped

Configure Services

Time Authentication

Senvices Storage
Storage Usage
System:

Stop Database:
Logs:
Coredumps:
Utilities
Support bundle
Configuration file
Setup wizard
Sysprep files

Stop

Stop

Stop

Stop

Start

Help | Logout user root

40%
100%
2%
1%

Download
Download
Launch

Upload

This Summary page will show you what vCenter components are running (or have
stopped) and also gives information regarding storage along with other valuable

information. Checking this summary can help locate and in some cases,

prevent problems.

The Storage Usage pane contains important information on the vCenter database.
The vCenter section has the information on the type of database you have installed

(embedded or external).
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Storage Usage

System: 40%
Database: 100%
Logs: 2%
Coredumps: 1%

One example of this would be when you are unable to connect to the VCSA using
your vSphere client. You log in to the application's management console to check
things out. You find that your embedded database is 100 percent utilized as we can
see in the preceding screenshot. This issue can be caused by exceeding the number
of managed hosts and managed virtual machines or the collection of information by
vCenter database Retention and Statistics.

The last resort in any situation would be to reinitialize the database —rarely is that an
option you want to take. If this is the ONLY solution you have, you need to expand
the disk where the database resides. Log in to the VCSA command line.

Run the mount command to identify the storage/database.

The following screenshot shows the location of the database on /dev/sdb3. Looking at
/dev/sdb3 indicates the second disk (b) and sdb3 shows it to be the third partition.
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The second hard drive (VMDK) needs to have the size increased and reapportioned.
Anytime you plan to make a change like this to your virtual machine, you should
start with a snapshot. There is an issue with increasing a disk after you snapshot

it. The correct way to accomplish this is to increase the disk size and then take

the snapshot before you repartition the drive. This gives you a recovery path if
something goes wrong. (Thank you Mike Laverick for this useful information).

The following steps will allow you to expand your disk for the vCenter database:
1. Shutdown your VCSA.
Use the virtual machine setting to increase disk size.

2
3. Create a snapshot to allow for a recovery path.
4

At this point, you will need to use your favorite re-partitioning software. You
must boot from a DVD or USB device to access the partition and resize it.

5. After the disk has been expanded and re-partitioned, start your VCSA and
verify your database has the space it needs to continue to work.

ng’ VMware vCenter Server Appliance

vCenter Server Help | Logout user root

Database S50 Time Authentication Senices Storage
Summary

vCenter Storage Usage
Senver: Running System: A40%
Inventory Service: Running Stop I Database 42% I ¢
Database: embedded Logs: 2%
580 embedded Coredumps: 1%
Configure Database | Configure S50

Utilities
System Support bundle Download
Time synchronization: Disabled Configuration file Download
Active Directory: Enabled

Setup wizard Launch
Configure Time | Configure Authentication

Sysprep files Upload
Services
v3phere Web Client: Running Stop
Log Browser: Running Stop
ESXi Dump Collector: Running Stop
Syslog Collector: Running Stop
v3phere Auto Deploy: Stopped Start

Configure Services
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Try this tip when you have low disk space on the Windows version of the vCenter
Server disk.

Sometimes it's not the SQL Database that is using your disk space,
M but the Windows Update files. Update Manager keeps copies of the
Q updates that are downloaded. Use the vci-integrity.xml file
located in C: \Program Files (x86)\VMware\Infrastructure\
Update Manager for the location of the update files.

Resources for other database issues

There could be a situation where the password on the account used to log in

to the database has changed but the registry password has not. This can be
corrected by referring to the article, Changing the vCenter Server database user ID and
password, found at http://kb.vmware.com/selfservice/microsites/search.
do?language=en US&cmd=displayKC&externalId=1006482.

Authenticating the database could be a problem if you have imported an instance
into the database from another. In this case, the Microsoft article How to transfer logins
and passwords between instances of SQL Server, will be helpful, which can be found at
http://support.microsoft.com/kb/246133.

If, for whatever reason, the user was not granted permission to access the vCenter
database, the administrative credentials required for Oracle and SQL Server
databases when installing or upgrading the vCenter Server article should help.
This can be found at http://kb.vmware.com/selfservice/microsites/search.
do?language=en US&cmd=displayKC&externalId=1003052.

When using SQL Server, make sure that the transaction logs of the database for
vCenter are part of a regular backup plan. This will give you a recovery option if
there are severe problems. See the article Troubleshooting transaction logs on a Microsoft
SQL database server, found at http://kb.vmware.com/selfservice/microsites/
search.do?language=en US&cmd=displayKC&externalId=1003980.

If you are experiencing excessive growth in your transaction logs, review the
Troubleshooting transaction logs on a Microsoft SQL database server article, found at
http://kb.vmware.com/selfservice/microsites/search.do?language=en US&
cmd=displayKC&externalId=1003980.
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Lastly, if the vCenter server gets disconnected from SQL Server (Oracle also), you
might not have a connection to the database repository. This happens because
the database retains locks and it will require you to stop and start (or restart) the
Database Server Services as shown many times in this chapter.

Summary

In this chapter, we have covered plenty of information regarding the vCenter server
database. If anything, you should realize that there are many issues that can cause
administrator problems in the vSphere environment in relation to the database. This
chapter covered items pertaining to:

* The location of your vCenter database

* How to research and handle the growth of the vCenter server database
* How to resolve vCenter server service and database connection issues
* What to do when the VCSA has an improper shutdown

* How to resolve low and no space problems, along with what to check in
order to prevent space problems

* And, if all else fails, how to reinitialize your vCenter server database

We finished this chapter by providing resources for some other database issues you
might encounter in your vSphere environment.

One of the most important issues to watch for is having enough disk space for your
database. Your database requires adequate disk space to function correctly. If you are
reaching limits for this resource, you will need to free up or obtain more disk space.

The next chapter will cover permissions and settings for the vCenter environment.
The single sign on password is very important to vCenter. The chapter shows how to
reset or unlock that important password. There are permission differences between
VCOps and vCenter and they will be covered, along with how to understand the
permission differences. The relationship between AD and vCenter and possible
connection problems will be covered.
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The Single Sign On (SSO) is a feature of vSphere 5.1 that is an authentication broker
and a security token exchange that provides a secure way to access your vSphere
environment. The SSO password is essential to the vCenter install. This chapter will
show you how to reset or unlock that important password. This chapter also shows
how to unlock or reset the password for SSO. It will cover the permission difference
between vRealize Suite and vCenter, and explains the permissions between vSphere
and vCOps. This chapter will cover the relationship between AD and vCenter and
the connection between them.

The list of topics that will be covered in this chapter are:

* 5SSO administrator password unlock or reset
* AD authentication and importing into vCenter SSO 5.5
* Working with permissions for vCenter and VCOps

Introducing vCenter Single Sign-On

Single Sign-On (SSO) for vSphere was introduced in version 5.1. SSO acts as the
authentication broker, as well as the security token exchange, and provides a better
way to securely access the vSphere environment.

This means, before SSO, you would log in to the vCenter Server and your username
and password would be authenticated against your Active Directory (AD) that was
setup for the vCenter Server.
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Now, beginning with vSphere 5.1 along with SSO, you log in to a security domain
instead of logging directly into vCenter. The security domain is created when
installing the vSphere environment. So, when you log in to vSphere 5.1, you will pass
the authentication to the SSO server. Multiple identity sources can be configured
with the server, such as AD and/or Lightweight Directory Access Protocol (LDAP).
Previously, you could only authenticate with one Active Directory. When you
successfully log on, your username and password will be switched for a security
token. The token is used to access your vSphere components, such as vCenter Server,
Orchestrator, and any others used in your environment.

With SSO being a mandatory component, it must be installed before other vSphere
pieces are installed /upgraded. Despite the fact that SSO is new in version 5.1, you
can continue to use vSphere as you have done from the pre-5.1 version. Single Sign-
On fits right in and is an additional local service separate from your vCenter Server.
As mentioned in Chapter 1, vCenter Upgrades and Migrations, VMware will introduce a
new component in vSphere 6 called the VMware Platform Services Controller (PSC).
SSO was the first component to be converted into the PSC. SSO was first found in
vSphere 5.1 and, because it contained some major issues, it forced a rebuild to SSO
2.0 for version 5.5. In the new release of vCenter, vRealize, vRealize Automation, and
vCloud Director can now use the shared PSC component.

The added benefits of SSO are that it brings administration to many of the vSphere-
managed environments. During the installation of the vCenter Server, you can
choose to install a vCenter SSO server that provides the ability to administer multiple
vCenter Servers. This also includes other components of the centralized vCenter

SSO source that authenticate to the SSO. This gives a central look to all your vCenter
servers using version 5.0 and newer and allows administration. You also have the
option to define queries that search through the multiple vCenter Servers. This was
accomplished using Linked Mode in the past.

Unlocking and resetting the SSO
administrator password

There may come a time when you are unable to log in to the vSphere Web Client
with your administrator credentials to the single SSO server. You can see the error in
the following screenshot:
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VMware vSphere Web Client

* User accountis locked. Please contact your administrator.

The account for the administrator is automatically locked when there are too many
login attempts and they all fail. The default number of attempts is three; after

that, the account is locked for a certain period of time. The way to fix this issue is

to unlock/reset the account. In order to reset the password for the administrator
account, you need to remember the originally installed password. Depending on
the version of vSphere you are using, you can do one of the following procedures to
reset the account.

vCenter SSO Version 5.1

The policy used to lockout SSO is set to unlock the account after 15 minutes. You
need to wait 15 minutes or longer, and then log in using the correct credentials.

You can read more information regarding the account lockout policies related to
vCenter SSO using Configuring and troubleshooting vCenter Single Sign On password and
lockout policies for accounts article, found at http: //kb.vmware.com/selfservice/
microsites/search.do?language=en US&cmd=displayKC&externalId=2033823.

You can also unlock the account if a session with SSO administrator privileges is still
logged in. Log in to the VCSA using the Web Client and use the following process:

1. Click on Home.
2. From the (Example) tab, select Administration.

3. Select Users and Groups found under Single Sign-On.
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4. Right-click on the problem account and click on Unlock.

vmware: vSphere Web Client #& & U | Administrator@VSPHE

4 Home e X & vCenter Users and Groups

Administration | Users | Application Users ~ Groups

~ Access Control

Domain: |vsphere.loca| |v|

Roles
~ Single Sign-On + |/ X @ | & actions - Q
Users and Groups Usermname First Mame Last Mame Email Desoipticn Loded O
Configuration krotgthvs... Mo
~ Licensing Administr..  Administr.. vspherel.. Mo
] KIM Na
Licenses
Chuck Chueck Mills Yes I
Reports 7 EditUser
~ Solutions
Client Plug-ins " Unlock ¢
vCenter Server Extensions
) Disable

If you find yourself in an emergency situation because the default policies, for

some reason, were changed, you have the option to reset the password that unlocks
the account. Understand that resetting the password has no effect on the master
password that is set up for vCenter SSO 5.1. The master password used by SSO is
stored in the database and re-installing from the beginning is the only way to change
the SSO master password. The following procedure will generate a secondary
password that administratoresystem-domain will use. Your master password will
stay the same as installed.

Log in as the administrator on the SSO server. Open a Command Prompt and go to
SsoOInstallDirectory\utils. The location, if you used the defaults, is ¢:\Program
Files\VMware\Infrastructure\SSOServer\utils.

Use the following command:

rsautil reset-admin-password

Enter the master password at the prompt.
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Use the password you chose for the SSO administrator during your installation. If
the password has changed, the master password is still the original one you selected.
If the command does not prompt you for the master password, you need to use the
following command:

rsautil reset-admin-password --master-pwd "master password"
--admin-name admin --admin-pwd new password

Input the SSO administrator name that needs the password reset. Enter your new
password for the selected user and confirm for the second time. The new password is
checked to make sure it is compliant with the VMware list of supported characters. If
everything works, you will see Password reset successfully.

Resetting the administrator password with
VCSA 5.1

Log in as root; from the command line, go to /usr/lib/vmware-sso/utils and run
this command:

./rsautil reset-admin-password

Input the master password at the prompt. Input the SSO administrator name

that needs the password reset. Type in your new password for the selected user
and confirm for the second time. The new password is checked to make sure it is
compliant with the VMware list of supported characters. If everything works, you
will see Password reset successfully.

vCenter Single Sign-On for version 5.5

Version 5.5 lockout policy is the same as in version 5.1: the lockout policy for SSO is
set to unlock the account after 15 minutes. You need to wait for that much time or
more before logging in using the correct credentials. You can find more information
on lockout policies related to vCenter SSO using Configuring and troubleshooting

vCenter Single Sign On password and lockout policies for accounts article, found at
http://kb.vmware.com/selfservice/microsites/search.do?language=en US&

cmd=displayKC&externalId=2033823

You can also unlock the account if a session with SSO administrator privileges is still
logged in using the following process:

1. Click on Home.
From the (Example) tab, select Administration.

2
3. Select Users and Groups found under Single Sign-On.
4. Right-click on the problem account and click on Unlock.
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If you find yourself in an emergency situation because the default policies for some
reason were changed, you have the option to reset the password and fix the locked
account. To reset the administrator@vsphere.local password, use a domain
administrator account to log in to the vCenter Server. If SSO was installed on a
separate server from your vCenter, then log in to the SSO server.

1.

Open an admin Command Prompt. Then go to c¢:\>cd Program Files\
VMware\Infrastructure\VMware\CIS\vmdird.

Open the service tool vdcadmintool using the following command:

>vdcadmintool. exe

After the console loads it will look like the following screenshot:

[Z~] Administrator: Command Prompt - vdcadmintool

C:\Program Files>cd “\program files“vmware\infrastructuresvmwarescissvmdird

:N\Program Files\VMware\Infrastructure\VMware\CIS\vmdird>vdcadmintool

exit

Test LDAP connectivity

Force start replication cycle
Reset account password

Set log level and mask

Set vmdir state

Choose option three, that is, Reset account password.
When you receive the prompt for the Account DN, enter the following
command:

cn=Administrator, cn=users,dc=vSphere,dc=1local

This will generate a new password to be used; log in to the administratore
vSphere . local account. Remember, passwords are case sensitive. The
following screenshot shows the new generated password:
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lease select:

exi
Test LDAP connectivity

Force start replication cycle
Reset account password

Set log level and mask

Set vmdir state

Account DN: cn=Administrator,cn=users,dc=vSphere,dc=local

w password is -
Xp<IaBlx<JsI7B3I13}1

Resetting the administrator password when
using VCSA 5.6

Resetting the administratorevsphere.local password on the VCSA 5.6 begins by
connecting, either by using SSH or the console.

Open the service tool vdcadmintool using the following command:
/usr/lib/vmware-vmdir/bin/vdcadmintool

This console loads as follows:

it
Test LDAP

t vmdir

Follow the process we outlined for vCenter 5.5.

[43]

[vww allitebooks.cond



http://www.allitebooks.org

Setting Access and Permissions

Expired passwords in vSphere 5.1

Your vCenter SSO passwords will expire after 365 days. This includes the admine
system-domain password. When your password for SSO has expired, you will see
the following error:

Web Client: provided credentials are not valid
On checking the vsphere_client_virgo.log, you will see:
SOAP fault javax.xml.ws.soap.SOAPFaultException: Authentication failed

The administrator for SSO has the ability to change expired passwords for the
System-Domain users. Use the SSO administrator account along with the ssopass
command-line tool, and reset the expired password using the following steps:

1. Select the Windows host where vCenter SSO is installed and open an admin
command prompt to run the following:

SET JAVA HOME=C:\Program Files\VMware\Infrastructure\jre

2. The preceding path is the JRE default path for vCenter Server 5.1. You will
then go to the ssolscli directory using the following:

cd C:\Program Files\VMware\Infrastructure\SSOServer\ssolscli

3. Once you are in the folder, execute the following command:

ssopass -d https://FQDN of SSO server:7444/lookupservice/sdk
username

Insert your current password, even if it has expired.

Insert your password again to confirm it.
If you are using the VCSA, use the following steps to reset the password:

1. Login to the application as root and go to the following location:

/usr/lib/vmware-sso/bin

2. Execute the following command:

./ssopass -d https://FQDN of SSO server:7444/lookupservice/sdk
username

3. Insert the current password, even if it has expired.

Insert your new password, and insert it again to confirm.
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VMware vCenter server 5.5 U1c release SSO
and VCAC

VMware vCenter Server 5.5 Ulc has been released and brings interoperability with
vRealize Automation along with fixing issues as they relate to SSO. As always,
before you upgrade, review the VMware Product Interoperability Matrix (http://
partnerweb.vmware.com/comp_guide2/sim/interop matrix.php) to Verify
whether the vSphere components you are using are compatible.

To upgrade the VCSA using the management interface (https://IP
Address:5480):

1. Select the Update tab.

2. Click on the Check Updates button.

3. Click on the Install Updates button.

oc? VMware vCenter Server Appliance

Update

Help | Logout user root

Update Status

Wendor: ViMware Inc. Acticns
Appliance Name: VMware vCenter Server Appliance T ——
Appliance Version: 5.5.0.5100 Build 1312297 ( Details.. ) $ ECk pdRteS
Install Updates
_— L

Take note of your version. vCenter Server 5.5 Ulc had an issue
with backslashes in the administrator@vSphere.local
password. The following information regarding VMware
" backslashes and SSO is taken from VMware:
"To resolve this issue, restart the installer and set a valid
password without the backslash (\) character at the end for
administrator@usphere.local."

This is fixed in the later versions.

Updating the VCSA from a zipped
update bundle

When the Internet access is restricted, you can still provide the updates from a
zipped update bundle using the following steps:

1. Download the update bundle from the http://www.vmware.com/in website.

2. On an internal web server, create a repository directory.

[45]



http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php
http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php
http://www.vmware.com/in

Setting Access and Permissions

3. Extract the zipped bundle into the repository directory.
Log in to the VCSA management interface using port 5480.
In the Update tab, click on Settings.

Choose the specified repository.

NS 9o

Enter the URL of the repository you created.

For example, if you created the repository directory vesa_update, the URL
should be something like http://your web_server.company.com/vcsa_
update.

8. Select Save Settings.

9. C(lick on Status.

10. Under Actions tab, click on Install Updates.

Updating the VCSA from the CD-ROM drive
You can update the VCSA from an ISO using a virtual CD-ROM drive with the help
of the following steps:

1. Download the VCSA update ISO file from http://www.vmware.com/in.

2. Edit the VM setting to connect the VCSA CD-ROM to the ISO file you
downloaded.

Log in to VCSA management interface using port 5480.
In the Update tab, click on Settings.

Under Update Repository, select Use CD-ROM Updates.
Click on Save Settings.

Then, click on Status.

Under Actions tab, click on Install Updates.

® NS Ok
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Adding additional Active Directory
authentication in vCenter SSO 5.5

As noted a few times in the previous chapter, SSO was rewritten in the release

of vSphere 5.5. With that rewrite there is a new identity type referred to as AD/
Integrated Windows Authentication. This new feature, unlike the old vSphere

4.x / 5.0 authentications, will work without the need to choose the AD controllers
directly. This makes the entire process much easier to use. This section will show
you how to enable the AD authentication with vSphere 5.5 SSO. This method allows
the management of AD users and groups. The solution works for both the vCenter
Server 5.5 (Windows based), along with the VCSA.

To enable AD, use the following process:

1. Open the web client (https://addressofyourvCenterServer: 9443/
vsphere-client).

2. Loginas administratorevsphere.local.

If using Windows, the password is input during installation.
—If using the VCSA, the password is vimware.

Select Home tab.

Then, select Administration.

Select SSO User and Groups

Select Configuration and then select the Identity Sources tab.

SARRS LI S

P TTOST VISITET [ OELITY STaTer [ SUYUEsTED SITEs 7 VWED SITE Ualery

vmware® vSphere Web Client # @ U | Administrator@VSPHERELOCAL ~ | Help ~

4 Home

Administration

~+ Access Control

Domain Alias
~ Single Sign-On
- - - vsphere.local -

Users and Groups
- Local 03 VCENTER-55 (def. -

Licenses
Reports

~ Solutions
Client Plug-Ins

vCenter Server Extensions
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If you do not see the SSO configuration, there is a good chance you
@’@‘\ did not use the administrator@vsphere.local account or SSO
’ administrator account.

Click on the plus sign (+) to add the new identity.
Select the identity source type by going to Identity Sources tab.

o *» N

Then, select the Active Directory (Integrated Windows Authentication)
option.

#7] Add identity source

Identity source type: ¢ =) Active Directory (Integrated Windows Authentication)
Wnr':\ 21 D’-«'—!mr
Open LDAP
Local OS5

|dentity source settings

Domain name: mills.net 0

*) lUse machine account
Use 3PN

4 I *

OK Cancel

10. Then click on OK.
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Your AD should appear in Identity source type:. From this point on, the assignment
of vCenter permissions (Groups and Users) are used through Active Directory.
When you use Integrated Windows Authentication, any of your trusted domains will
also be available. This should be similar to the methods used in version 4.x and 5.0.

Choose the AD and click on the arrow in the globe button to select your
default domain.

vmware* vSphere Web Client # @& O | Administrator@VSPHERE.|
4 Home o X 550 Configuration for vcenter-55.mills.net
Administration Policies | | SoM)ces rtificates
~ Access Control - ’ -
+ AR 1 Q Filtg
Roles

rer URL Type Domain
« Single Sign-On

- - vsphere.local
Users and Groups

= = Local 03 VCENTER-55 (def...

- Active Directory (In...  mills.net

You will get a warning stating, This will alter your current default domain. Do

you want to proceed?, which is normal due to the fact that you can only select one
default domain.

Warning l

9 This will alter your current default domain. Do you
want to proceed?

Yes

Now you are going to set permissions and authentication used against AD, and
vCenter Server 5.5 will go through SSO. If you want other users to make changes to
the SSO configuration (other than administrator@vsphere.local), you need to
include the users in your SSO Administrator Group.
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Permissions for vCenter and vCenter
Operations Manager

One of the difficulties for a new administrator is exactly how to control access to

the objects that any particular user can see within the vCenter Operations Manager
(now vRealize). This starts with the misconception that a user must be a full vSphere
Administrator to use vRealize. This thought is incorrect and by the end of this
section, things will be clear.

Let's start by setting up the vRealize access. Begin by creating a clone of the existing
read-only role to a new role, for example, vCOps Read-only.

@"' Add Role @Clnne Role

Roles Usage: Read-only
Name El--{Ej Datacenters
Mo access E‘J_.I_l Mills
IE ! EE esx-55-1.mills.net
adn Fatso &, VSPHERE.LOCAL\VC

WVirt Clone ¢: - 8{} VSPHERE.LOCALYWC

Wirt ——

Res Remove

WMy

Dat Edit Role...

Net Copy to Clipbeoard  Ctrl+C

vOOPSREaU=0mY

Then, edit the newly created role (vCOPS Read-only), and add-in global permissions
to vCOps Manager User, as shown in the following screenshot:
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Roles

Name |
No access
Read-only

Usage: vCOPS Read-only

This role is not in use:

Administrator
irtual machine poweruser (=3

p
@ Edit Role

===

irtual machine user (sample)
Resource pool administrator

Edit the role name or make changes to the effective privileges allowed in this role
by enabling or disabling the check boxes.

VMware Consolidated Backup
Datastore consumer (sample)

Metwark administrater (sampld Privileges

Name: |VCOPS Read-only

vCOPSRead-only ]

[ Folder
Global

O Extension -

-] Act as vCenter Server
[ cancel task

[ capacity planning
-[] Diagnostics

-[] pisable methods

-] Enable methods

m

If you fail to assign the vCOPS User global permission for the vCenter object, it
causes the User not authorized error when logging in.

Now, we need to set the permission (vCOPS User) for the vCenter object by
assigning a user to the new vCOPS Read-only role we just created. Use the hierarchy
of the vCenter object and turn off propagation. This can be changed if the user
requires visibility to the entire infrastructure. Refer to the following screenshot:

() Assign Permissions
—

one or more of the names and assign a role.

Users and Groups

These users and groups can interact with the current
object according to the selected role.

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select I

[

Assigned Role
Selected users and groups can interact with the current
object according to the chosen role and privieges.

Name Role

8 Chuck

Propagate
vCOPSRead-on.. No |

Add... Remove

|VCOPS Read-only

- All Privileges A
[ ] Alarms

[ patacenter

[ patastore

[ Datastore cluster

[ Distributed switch

O dvPort group

[ Esx Agent Manager

- [ Extension -

|.m

Description: Select a privilege to view its
description

| ™ Propagate to Chid Objects
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Apply any other permission needed by the user for any other selected locations.

The following screenshot shows an example of the permissions applied for the user
with VCOps Read-only at the root object with propagation disabled. A second
cluster (Linthicum) with propagation is also enabled.

Roles Usage: vCOPS Read-only
Name =) &
No access .} Ch'-":k

Read-only Ele

Administrator
Virtual machine poweruser (sample)

Eﬁm Linthicum a
. 84} Chuck

Virtual machine user (sample) ’ '

Resource pool administrator (sample)

WMware Consolidated Backup user (sample)

Datastore consumer (sample)

Metwork administrator (sample)

vCOPS Read-only

The user can see only the Linthicum cluster as shown in the preceding screenshot,
and cannot see Kingbrook, for instance. The following screenshot shows that there is
a second cluster in the environment:

B (i) wveenter-55.mills.net
2 [y mils
Eff Kingbrook
B Linthicum
B [ esx-55-1.mills.net
=] 33 VMware vCenter Operations Manager
I Analytics VM

(i [urvm]

Eﬂ VMware vCenter Server Appliance
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Tips for troubleshooting vCenter
permissions

Here are a few items to consider when troubleshooting vCenter permissions. There
are times when you will experience strange errors when permissions are not applied
correctly, for example, user not authorized or incorrect username/password when the
user tries to login. This can happen when the user has permissions assigned in a
variety of levels. Check all levels (vCenter object, Cluster, and the Data Center), then
make sure read-only role is set up correctly at the cluster level. To avoid issues like
these, be sure that the level of permissions across your users is consistent. Pay close
attention to the top layers of permissions. When giving account rights to the vCenter
object, make sure it has vCOps User access.

Summary

This chapter reviewed the importance of the SSO, and how to reset or unlock the
password, along with some of the issues that you might face. This chapter also
covered the relationship between AD and vCenter, and how to setup AD with
vCenter for both the Windows based and virtual appliance. Finally, we covered
the permission differences between vCOps and vCenter, and how to set up the
permissions for users.

The next chapter will cover Operations Manager and how you can use it to monitor
parts of the vSphere environments. We will cover how Operations Manager can
identify the I/O intensive virtual machines. The chapter explores how vCenter uses
Java and the configurations that provide the best performance. The chapter helps the
administrator recover from issues that occur when a change is made to vCenter and
when the performance information is not being displayed.
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Monitoring and
Performance Considerations

The topics covered will show you how to monitor some of the performance areas of
the vSphere environments. There will be an overview of disk I/O performance, and
how to use vSphere to identify the I/O intensive virtual machines. This chapter will
also explore how vCenter uses Java, and how it should be configured to obtain the
best performance. This chapter will help the administrator recover from the issues
that occur when a change is made to vCenter and when the performance information
does not get displayed.

Here is a list of the topics that will be covered in the chapter:

* Overview of disk I/O performance
* Pinpointing the most I/O intensive virtual machines
* Changing Java memory usage for performance

* Fixing the issue with performance data not appearing on vCenter

Overview of disk I/0O performance

With the ever-increasing density of physical ESXi hosts hosting virtual machines,

it is easy to understand the increase in disk I/ O activity across the server's disk
subsystem. This, coupled with certain application workloads that are sensitive to I/O
latency, makes this a resource to watch.

When you consider all the resources (computer, memory, storage, and networking)
that are needed to create the vSphere environment, storage is normally the slowest
resource and in some cases, it is a complex resource to understand. When storage
problems, such as bottlenecks occur, they are most likely to have a negative impact
on virtual machines.
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Most storage performance issues can be the result of a configuration problem (or

the result of investing in the wrong HW), and care should be taken during the
installation or updating of the storage environment. Using the highest performing
disks and controllers with top speed connections will improve the storage
performance of your virtual environment. Along with the speed of the disk, consider
the type of disk drive, and other settings, such as the RAID type. Pairing the local
SATA drives with ESXi is possible and it is cheaper, but if you have applications
with high performing requirements, then you would be better off selecting either
Ultra320 SCSI drives or SAS disks. Also, there are current solutions such as, VMware
VSAN (Virtual Storage Area Network), all SSD storages and the vFlash options to
help you in this area.

If you are using local storage, to ascertain the possibility of a test and development
environment, you can check if your disk controllers support multiple channels on
the card. This way, you can split your disks across multiple channels to achieve a
performance improvement. You might also have the option of installing multiple
disk controllers, and therefore, you may install additional disks on your host
server. This gives you the ability to split your file system, and it also allows you to
strategically place the VMs based on the needs of I/O resources.

Getting ESXi host and VM disk I/O information

Prior to virtualization, you could measure the storage performance capability of a
single computer with the help of throughput. Throughput is the average number of
megabytes transferred within a measured period of a specific file size. Now, with
virtualization and with several VMs on a physical host, using throughput for this
purpose might not be accurate enough. Measuring the storage solution's ability of
handling all those packets of data requests from the many VMs requires another
method of measurement, which is IOPS (Input/Output Operations per Second).
IOPS measures the storage system's performance based on the number of operations
per second with a different (better) way of measuring the consumption of the guest
VMs within a VMware environment.

The following section will show you how to get the disk usage and performance
information from the vSphere environment. This information is valuable either for
troubleshooting the VM issue or for the sizing and planning of a new storage system.
The information could be used to determine whether a solution, such as adding more
drives could help in solving the problem and one could avoid buying a new system.
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Getting information using the vSphere client

Use the vSphere client and follow this procedure for collecting the information:

1. Connect to vCenter by using a Windows based Client.
2. Select the ESXi host.

3. Click on the Performance tab.
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5. Using the drop down box, select Disk.
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,;  You can see the real-time read and write stats in Kbps, and you
can also see the Latest, Maximum, Minimum, and Average
’ values in the default view.

Overview | Advanced

Network/Real-time, 12,24,/2014 1:12:24 PM - 12/24,/2014 2:12:24 PM Chart Options.., Switch bo: | metwork A 5 @ H 9

Graph refreshes every 20 seconds

sdgy
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Performance Chart Legend
Key | Object Measurement Rallup Units Latest | Maximum Minimm | Average @ o
=] vmnicl Data receive rate Average KBps 12 17 il 1.528 ‘= ‘
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O meesx5-0L.kingbrook.net Data receive rate Average  KBps 13 18 [ 2672
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6. Use the Chart Options... for changing the historical data.

7. Use the Chart options... to provide the following order of selections for
historical data:

° Real-time
° Past day
°  Past week

°  Past month
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[e]

Past year

o

Custom

Chart Options

£ Past month

-EF Past year
;|.
(&) Storage adapter
i (&) Storage path

o .@ Syskem

- (Z) Wirbual Flash
--(Z) wiphere Replication

[raties W en s W = e

Use the Chart Type option to select the Stacked graph option or the Stacked
Graph (Per VM) option.

Chart Tvpe

* Line graph

" Stacked graph

" Stacked Graph (Per YM)

Click on Apply, and then click on OK to implement the changes made to
collect the requested information.

Getting information using the service console
ESXi Shell

You can also collect the information regarding the I/O performance by using the
esxtop command line. In this, you would connect to your host by using an SSH
client, such as PuTTY or mRemote. Once you connect successfully to your client,
start esxtop to watch the disk usage from service console ESXi Shell.
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After you log in to the service console ESXi Shell, execute the following steps:

1. After you log in to the service console ESXi Shell, type esxtop.

192.168.1.42—Pu'|'|"\" =nRah =<

2. To change from default CPU stats to ESX disk adapter stats, press the D key.

P 192,168,142 - PuTTY [=nE=R=

NPTH CHMDS/ 3

[= e

—

PATIH/ BORLD/FARTITION DOLEN WOLEN ACTV QUED AUSE LOAD  CHDS/s RELDS/s WRITES s MDREAD/s HODURTH/s DAVG/cmd RAVG/cmd GAVG/cmd

4. To change the view to see ESX disk VM stats, press the V key.

PP 192.168.1.46 - PuTTY =nE=EE
up 75 1, 461 worlds, 4 .

GID VMMNAME VDEVMNAME NVDISE CMDS/s READS/s WRITES s MEREAD/s MEWRTN/s LAT/rd LAT/wr

0 m = 1 1 1.91 [

1
1
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5. To see help at any time while using esxtop, press the H key.

192.16%.1.46 - PuTTY

top for E
Single-
up

help:
gquit

Hit any key to continue:

6. To exit esxtop, press the Q key.

Pinpointing the most I/O-intensive virtual
machines

You can use the vSphere disk performance charts to monitor the disk I/O usage for
your hosts, clusters, and virtual machines. Review the information given here to help
you in troubleshooting and correcting some of the disk I/O problems.
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The virtual machine (VM) disk usage percentage (%) and the I/O data counters give
you information on the average disk usage of a VM. You can use the counters to
monitor the disk usage trends. One of the best ways to find out if your environment
has any disk performance problems is by monitoring the disk latency data counters,
using the advanced performance charts and reviewing the statistics, as explained in
the following section.

After you choose the Advanced tab in Customize Performance Charts, choose the
chart option. To determine the average amount of time that VMkernel spends on
processing every SCSI command (in milliseconds), you will use the kernelLatency
data counter.

q‘LjJ Customize Performance Chark

Saved Chart Settings:  |Default

Chart Options

="

Chart Type

[E=3 Bon =<

¥ Line graph

t

)
)
3l

[ra R =T i = == e == ]

H

(® Clusker services

(3 Storage adapter
(® Storage path

® System

(@ wirtual flash

(® wSphere Replication

" Stacked graph

(" Stacked Graph (Per M)

Objects

Descripkion

EMC iSCS1 Disk (naa,5000144f1a16a6e0)
Local ATA Disk (t10.ATA, W42DCTORZY4S502
Local ATA Disk (t10.ATA, WEOIZSOEAVER

4

Counters

I

Al |

Mone

m| »

Description | Rallup | Units | Inkernal Mame -
] Commands issued sum...  Mumber commands
1= L il " L

¢ [ [+] Kernel command latency Aver,..  Millisecond kernelLatency
[ Physical device comman...  Aver...  Millisecond devicel atency -
4 nr 3

| Mone |

To get the best performance, this value should be between zero and one millisecond.
If you find the value to be more than four milliseconds, it would mean that the VMs
on your ESXi host are sending more storage throughput than your configuration
can support. In this case, you would check the CPU usage, and then increase the

queue depth.
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Disk/Real-time, 12/24/2014 12:31:37 PM - 12/24,/2014 1:31:37 PM Chart Options... Switch ko: | Disk -l
(Graph refreches every 20 zeconds -
re
2
E
Bt T
g |
- | |
| |
| |
Il i
Il [ |
i | | |
T T T T T T T . T T T
12:35 PM 12:40 PM 12:45 PM 12:50 PM 12:55 PM 1:00 PM 1:05PM 1:10PM 1:15PM 1:20 PM
Time
Performance Chart Legend
Key Obiject Measurement Rollup Units Latest Maximum Minirmurm Average
] Local ATA Disk (t10.ATA v Kernel command latency Average Milisecond 1] 0 1] [1}
] Local ATA Disk (t10,ATA, v Kernel command latency Averane Milisecond 1] 1] 0,006
(] Local ATA Disk (t10,ATA, v Kernel command latency Average Milisecond 1] 0 1] [1}
] EMC i5CSI Disk (naa,5000144f,.,  kKernel command latency Averane Milisecond 1] 1 1] 0,006
Mame, Target or Status contains:

The deviceLatency data counter measures the average amount of time it takes to
complete an SCSI command received from a physical device (in milliseconds).

4

L1

Counters
Description Rollup | Lnits | Inkernal Marme -
1 kernel command latency Aver...  Milisecond kernelLatency
= o i " o
[ [1Physical device comman...  &wver...  Milisecond deviceLatency
E I - L L I
1 Commands abarted Sum...  Mumber commandsaborted -

| Mone

This is a little more hardware dependent, but the values that are greater than 15
milliseconds could indicate problems with the storage array (outside the ESXi host).
You could either add more diskspace to the logical unit number (LUN), or try

to move (by using Storage vMotion) the VMDK to another volume that has more
spindles. Check your values after completing the action to verify that you have
reduced the number. You can find additional information at http://kb.vmware.
com/selfservice/microsites/search.do?language=en US&cmd=displayKC&ext

ernalId=1008205.
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Note that, using SVMotion is more intrusive to the vSphere environment

than using VMotion, because SVMotion copies significant amounts of

%“ data. When using VMotion, the files of the virtual machine do not get
’ copied and VM moves from host to host. whereas SVMotion moves the

VM from host to host, so it could degrade the performance of VM.

To find the average time taken per SCSI command in the VMkernel queue, you
should use the queueLatency data counter measures.

This value should always be zero. Anything but zero for this value would

Counters
Description | Rallup | Units | Inkernal Mame -
[1kernel read latency Aver,,.  Millisecond kernelReadLatency
e i il s
[] Gueve command lakency  Aver...  Milisecond queueLatency
= = 1110 = 0 - PR 1112 =14 = = 0
[[1 Queue read latency aver,,.  Millisecond queueResdlatency -
o m 3

| Mone

indicate that the workload is too high for the array and that it cannot process

data fast enough.

m-esx5-01.kingbrook.net ¥YMware ESXi, 5.

Overview | | Advanced

Disk/Real-time, 12/24/2014 12:36:27 PM - 12,/24/2014 1:36:27 PM Chart Options... Swikch ba: | Disk hd
Graph refreshes every 20 seconds
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[64]



Chapter 4

Other items to increase disk I/0O performance

The previous section showed you how to use vCenter to pinpoint some of the more
I/O intensive virtual machines in order to make the necessary adjustments to those
VMs. Here are a few general practices which you can put to use for the overall
configuration of the vSphere environment to either avoid or resolve the

I/O problems:

Increase the virtual machine memory. This allows the operating system (OS)
to have more caching, which reduces the I/O activity. If you do not have the
additional host resources to accomplish this, then you should increase the
physical memory of your host. For example, by increasing the memory, the
databases could utilize the system memory to cache the data and reduce disk
access. You can check the swapping stats in the OS to verify that the virtual
machines have adequate memory and, if needed, increase the guest memory.
Make sure not to increase the memory to the point that it leads to excessive
host memory swapping.

Antivirus scans (most of the time), by default, scan all the files on the system.
You could see performance improvements by disabling the scanning of the
VMDK and VMEM files when performing a scheduled scan. You could also
consider VMware vShield Endpoint, which provides virtualization and
security protection of the endpoint VMs by using a secure virtual appliance
to offload the antivirus processing.

Most of the storage array vendors have their own set of tools to help
determine the health of their arrays. You could use the information provided
by the vendor tools to help troubleshoot and resolve some of the common
issues with storage.

VMware provides features, such as Storage vMotion (SVMotion) to help
balance the I/ O-intensive VM across your storage environment. Make sure
that you are using this and that you have configured it correctly. Spread
the heavily used storage across the different LUNs accessed by the different
adapters and use separate queues for each adapter to improve your

disk efficiency.

Use the vendor tools or any other vendor resources to make sure that the
HBAs, NFS mount options, and RAID controllers are configured for optimal
use. Use reports and verify that items, such as queue depths and cache
settings on the RAID controllers are configured as per your need.

When you have I/O intensive virtual machines, you could separate the VM's
OS disk drive from its system page file and place it back when you eliminate
the spindle contention. This will help during the high-usage period of the VM.
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* If you find that the combined disk I/O is higher than the capacity of a
single hot bus adapter (HBA), then look at the use of multipathing or
multiple links.

e If you know that the VM is going to be I/O intensive, if you create virtual
disks, choose the pre-allocated (thick disk) option. Allocating all the disk
space up front circumvents the problem of performance degradation, which
is associated with reassigning additional disk space. This also dodges the
problems associated with disk fragmentation.

* Consider third-party SSD Caching products that "hold" the most frequently
accessed data on the low latency storage.

* Store the API integration in the ESXi server.
* Store the vSWAP redirection on tier one storage.
* Balance the VMs per LUN, the ESXi per cluster, and the LUNS per ESXi host.

Changing Java memory usage for
performance

According to the vSphere Installation and Setup Guide, the vCenter Server includes
several Java services in the installation of components, such as vCenter Management
Web services, Inventory Services, and Profile-Driven Storage Services. When you
install the vCenter Server, you get the option to select the size of the vCenter Server
inventory for allocating memory for these services. The inventory size determines
the maximum Java Virtual Machine (JVM) heap settings for these services. If, for
some reason, this is not set correctly, then it could affect the vCenter performance.

The following image shows the default values for the JVM heap settings in vSphere.
For version 5.5, table 2.5 of the vSphere Installation and Setup Guide can be found

on page 20 at http://pubs.vmware.com/vsphere-55/topic/com.vmware.ICbase/
PDF/vsphere-esxi-vcenter-server-552-installation-setup-guide.pdf.
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JVM Heap Settings for vCenter Server
VMware
VirtualCenter Overall
Management Profile-Driven | minimum
vCenter Server Webservices (tc Inventory | Storage memory
Inventory Server) Service Service recommendation
Small inventory (1- 512MB 3GB 12GB 16GB
100 hosts or 1-1000
virtual machines)
51
Medium inventory 512MB 6GB 2GB 24GB
(100-400 hosts or
1000-4000 virtual
machines)
Large inventory 1024MB 12GB 4GB 32GB
(More than 400
hosts or 4000
virtual machines)

Use the following procedure if you find that there is a need to change the settings of
the services after installation.

Changing the Java heap setting for vCenter

Here are the changes that need to be made in vCenter for adjusting the Java settings
(case sensitive):

1. Open Windows Explorer and navigate to C: \Program Files\VMware\

Infrastructure\tomcat\conf.

Use the Notepad to open wrapper . conf file.

Move to the line wrapper.java.additional.9=.

Change the setting to the value that you need according to the JVM heap
setting mentioned earlier.
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5. Save and close the file.

.wrapper.conf - Notepad

File Edit | Farmat Wiew Help
#‘r‘f##WHH##W#H###W#H##WWH##ﬁf"fﬂfﬁrﬂ'if#WHHH’###HV‘(H’Wﬂf‘r‘f#WWH###W#H###WHH##W#H

# wrapper Properties
#u\u\uwwwu\uwwwwwwwwwuwwwwwwwwwwwwwwwwuwwwwwuwwwwuwwwwwuwwwwuwwwwwwwwwww
set.CATALIMNA_HOME=C:“Program Files:Common FilesywhMware'wMware wCenter Serwver - tC Server
SEt.CATALINA_BASE=C:%Program FileswMwaresInfrastructurestomoat
set.VIM_LOGDIR=C:“WProgrambataivMware\wMware virtualCentersLogs

# Java Main class. This class must implement the wrapperListener dnterface
# or guarantee that the wrapperManager class is initialized. Helper

# classes are prowided to do this for you. See the Integration section

# of the documentation for details.

wrapper. java.mainclass=org.tanukisoftware.wrapper.wrappersimpleapp

# Jawa Home
set. JAVA_HOME=C :»Program FileshCommon FileshwMwareiWMware vCenter Server - Java Componentsh,

# Java additional Parameters
wrapper. java.additional.l="-Dwim. Togdir=%vIM_LOGDIRX"
wrapper.java. additional.2="-pjava. endorsed. dirs=%CATALINA_BASEX\andorsed”
wrapper.java.additional.3="-pcatalina.base=%CATALINA_BASEXR"
wrapper. java. additional.4="-pcatalina. home=%CATALINA_HOMER"
wrapper. Java. additional. 5="-Djava. 10, tmpdir=%CATALINA_BASEX\Temp”
wrapper. java.additional.é="-Djava.uti]l. logging.manager=com. springsource. tcserver. serviceability
7
=
b

wrapper. Java. additional. 7="-DJava.util. loaging. config. file=%CaTal INA_BASEX\Cconfylogoing. propert
i B 1 m o

. - =1
="k 5L2m” &
- o

‘—wincgc”
'—xx:+FDrceTimeHighResoTutiDn”
‘=1 PErmMS i ze=64M
'—x(iMaxPermsize=256m"

rapper. Java. additional.
-~ .-Jﬁ-‘—' -l
wrapper. java.additional.1l
wrapper. Java. additional.1z
wrapper.java.additional.l3
wrapper. java. additional. 14

# Java Librar¥ Fath
wrapper. java. library. path. 1=%CATAL ITMA_HOMER \binwinx86_6d

wranner Jawa Jdhearsy nath 2% aTa) Thia Basest binSwinwRE F4

Making changes to the vCenter inventory services

Here are the changes that are needed in the vCenter inventory services for adjusting
the Java settings:

1. Open Windows Explorer and navigate to C: \Program Files\VMware\
Infrastructure\Inventory Service\conft.
Use the Notepad to open wrapper . conf file.
Move to the line # Maximum Java Heap Size (in MB).

Change the setting to the value that you need according to the JVM heap
setting mentioned earlier.

5. Save and close the file.
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| wrapper.conf - Notepad

File Edit | Format Yiew Help

# Java L‘lbrar{ Path (location of wrapper.pLL or Tibwrapper.sol
wrapper. java. Tibrary.path.1=. /'\ b
wrapper. ]ava Tibrary.path, 2=, . Ahin

# Java Bits. oOn applicable platforms, tells the IJwM to run in 32 or &4-hbit mode.
wrapper. java. additional. auto_hits=TRUE

# Java additional parameters

wrapper. java. additional.l=-Dorg. tanukisoftware.wrapper.wrappersimplespp. waitForstartMain=FALSE
wrapper. java. additional.Z=-pvim. Togdir="C:/Programbata/wmware,/Infrastructure/Inventory service/Logs,/ "
wrapper. Java. additional.3=-<:+ForceTimeHighresalution

wrapper. java. additional.d=-xx<:Permsize=128Mm

wrapper. java. additional. 5=->:MaxPermsize=256m

wrapper. java. additional. 6=-xx<:-Loopunswitching

<=

# application parameters. Add parameters as needed starting from 1
wrapper. app. parameter. l=server /config/server-config. xml

wrapper. app. parameter. 2=server /config/vmomi-server-config. xm]
wrapher, app, parameter, 3=server /configguerv-server-config, xml

# Initial Java Heap size (in mB)

b Maximum Java Heap size (in ME)
rapper. java.maxmamory=3072

Making changes to the profile-driven storage
services

Here are the changes that need to be made to the profile-driven storage services
when adjusting the Java settings:

1.

Open Windows Explorer and navigate to C: \Program Files\VMware\
Infrastructure\Profile-Driven Storage\cont.

Use the Notepad to open wrapper . conf file.
Move to the line # Maximum Java Heap Size (in MB).

Change the setting to the value that is needed according to the JVM heap
setting mentioned earlier.

Save and close the file.

.wrapper.conf - Notepad

File Edit Format VWiew Help

# Java Bits. ©n applicable platforms, tells the JwM to run in 32 or &4-hbit mode,
wrapper. java. additional. auto_bits=TRUE

# Java Additional Parameters

wrapper.java.additional.l=-Dorg.tanukisoftware. wrapper.wrappersimpleapp. waitFarst
wrapper. Java. additional. 2=-pxmT. config=. . conFISEs spring-config. xm]
wrapper.Java.additiona1.3=—prm.c0nf1g LAconf pom-spring-config. xml

wrappar. java. additional. 4=-Dsms. config=. . /conf/sms-spring-config. xml
wrapper.lava.additiuna1.5=—xx:+FDrceT1meHighReso1utiDn

wrapper. java. additional. 6=-xx:+HeapbumponoutotmemoryEr rar

wrapper. java. additional. 7=-x:HeapbumpPath="C: /ProgrambatavMware,/Infrastructureys

# Initial Java Heap Size (in MB)
wrapper. java. initmemory=256

B mMaximum Java Heap Size (in MB)

rapper. java. maxmemory=1024

<~

# application parameters.
wrapper. app. parameter.l=co
Wwrapper. app. parameter. 2=.

Add parameters as needed starting from 1
m.vmware. sps. Storagemain

L fconf/sps-spring-config. xml

B e e

# wrapper Logging Propert1

TR T T A A s e

25

B S e ok

TR T T A A s e
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After completing the changes, restart the vCenter services or reboot vCenter to make
sure that the changes take effect.

Fixing issues with performance data that
do not appear in vCenter

There are some known issues with performance data that do not show for the hosts
in vCenter, yet if you directly log in to the host itself, the data will be displayed. This
can happen after vCenter is upgraded and, as a result, you may see data on some
hosts, while it won't show on others.

There are two methods to resolve this issue.

Method 1 — Log in to the ESXi host directly using
the vSphere Client

You need to directly log in to the ESXi host by using the vSphere Client. Do not log
in to to vCenter; use the following directions:

1. Click on the Configuration tab, along the top window.

2. Then, choose the Security Profile option. You will find this under the
Software section.

3. Click on Properties..., which is at the top right section of the Security
Profile section.

(5 192.168.1.46 - vSphere Client [E=2(E=B~

File Edit View Inventory Administration Plug-ins Help

€y Home b g Inventory b Bl Inventory

+ ot
& @
[ERECEATCRRIN |1, e kingbrook.net ¥Mware ESXi, 5.5.0,
Getting Started | Summary | Virtusl Machines | R > : s [ Permissio
Hardware Security Profile 1
Health Status Services Refresh
1JO Redirector (Active Diractory Service)
Procsssors
snmpd
Memary Wetwork Login Server (Active Directory Service) 3.
Storage Ibtd -
Netwarking vpxa
Storage Adapters Esii shell
Network Adapters xorg ) o . i
Local Security Authentication Server (Active Directory Service)
tdvanced Settings TP Do
Power Management wprobsd
55H
Software Direct Cansele UL
Licensed Features CIM Server
Firewall Refresh Propertics. ..

Time Configuration
505 aned Rovting Incoming Connections

rdt 2233 (TCP) Al

Authentication Services ipfam 2954 (LDF) Al

Virtual Machine Startup/Shutdown CIMSLP 427 (DR, TCP) Al

e T e e Location SHMP Server 161 {UIDR) Al

2. 0, security prol S5H Server 22(TCF) Al
vsanvp 5080 (TCP) Al

e} -
CIM Server 5988 (TCP) Al

ber Becouvee Alocation
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4. Once you open Service Properties, select the following options:

o

vpxa
°  Options
°  Restart

This will restart the vpxa service.

(&) Services Properties o || B

Remote Access

By default, remote clients are prevented From accessing services on this host, and local clients are prevented Fram
accessing services on remoke hosts,

Unless configured otherwise, daemons will start aukomatically,

Label Daeman -
1 . Running
wpxa Running
: o
worg ng wpea (wpixa) Options @
Laocal Securit
Status
MTP Daemaon .
Running =
wprobed 3
S_SH Startup Policy
Direct Consol (" start automatically if any ports are open, and stop when all ports are closed
CIM Server
{* Start and stop with host i

(" Start and stop manually
Service Prop

Service Commands
General

Stop Restart |

Service:
Package In 3.

[o]4 | Cancel | Help |

2. |

You should wait 15 or 20 minutes before checking the Performance tab of the ESXi
hosts from vCenter.
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Method 2 — Restart the management agent using

the Direct Console User Interface

Use PuTTY (a SSH and telnet client) to connect to the ESXi host and login using the
root account. Then you can display the Direct Console User Interface by typing dcui
at the ESXi shell prompt.

192.168.1.4D-Pu'l'l'\" ==

authenti

and date of this login haw sent to the system logs.

are offe pported power fu n admini ration tools. Ple

+ The DCUL is the screen that you see when you use the ESXi

console directly, and the commands outlined here can be
’ used for the same.

After the DCUI screen appears, do the following;:
1. Press the F2 key.

2. You will need to enter the root password again.

3. Use the arrow keys to select Troubleshooting Mode Options and
press Enter.

2P 192.168.1.40 - PuTTY =nE=] |§

ng Modes Opt ] Restart Management Agents

The management agents are the
programs that allow remote
hell and H ti = management scftware to monitor and

Restart Management Agents control this hest.

Restarting the management agents
will disconnect all remote
management software and will affect
all running services.

<Enter> Changs <Esc> Exit

VMware ESXi 5.5.0 (VMEernel Release Build 2068190)
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4. Use the arrow keys to select Restart Management Agents and press Enter.

5. You need to press the F11 key to confirm that the Management
Agent restarts.

192,168,140 - PUTTY

[l =

Troubleshooting Mode Options Restart Management Agents

Restart Management Agents: Confirm

Warning! Restarting the management agents will disconnect all
remote management software. This will affect all running
services.

Collection of extra troubleshooting information can take a
noticeakble amount of time.

A E oo

[ 1] Collect extra troubleshooting information

it

VMware ESX1i 5.5.0 (VMEernel Release Bulld 2Z068190)

*  Note that, restarting the management agent will cause the
disconnection of all sessions, and it will temporarily halt all

activities of the host. So, restart the agent at an appropriate time.

6. Press Ctrl + C to quit from DCUI screen.
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You can also restart management agent service without using DCUI by using just a
shell command. You can use PuTTY to log in to the ESXi host (SSH), and at the shell
prompt, type the /etc/init.d/hostd restart command.

EP 192.168.1.40 - PuTTY =n R

178ME ¢

You should wait 15 or 20 minutes before checking the Performance tab of the ESXi
hosts from vCenter, when using the DCUI or the command line option for restarting
the agents.

You can find more information regarding the performance data vCenter rollup jobs
athttp://kb.vmware.com/selfservice/microsites/search.do?language=en
US&cmd=displayKC&externalId=2007388.
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Summary

This chapter covered the topics around monitoring the performance considerations
for the vSphere environment. There was an overview of the disk I/ O, which can have
a negative impact on the virtual machines. We discussed what type of reports from
vCenter can be used for pinpointing problems. There was a review of how vCenter
uses Java, and how to change the configuration to obtain the best performance. The
chapter covered the issue of performance data missing from vCenter on the host and
how to resolve this problem by using different methods.

The next chapter will cover the troubleshooting of storage devices. Issues, such as
deleting the virtual machine snapshot that has locked the files and is preventing the
administrator from performing the cleanup, shall be discussed. It will also show how
to un-mount an LUN from multiple the ESXi hosts. Using the vCenter Operations for
troubleshooting other issues with the storage devices will be discussed.

[75]







Working with Storage

Many vSphere administrators are thrown into maintaining virtualization storage
and are normally not given the time to develop the proper level of knowledge in
this area. VM storage is virtualized into VM disk files (VMDKSs), which abstracts
storage from the physical storage hardware. Raw Device Mapping (RDM) provides
a mapping file to VMFS volume, which works as a proxy for a physical storage
device. Using RDM provides virtual machines a way to access and use a storage
device directly. Troubleshooting storage is another important skill needed by the
administrator, and this chapter will help with a few storage issues.

The list of topics that will be covered in this chapter are:

* Deleting a virtual machine snapshot that has locked files
*  Unmounting a LUN from multiple ESXi hosts

* Using vCenter operations to troubleshoot storage devices

Deleting virtual machine snapshots that
have locked files

Here are a few issues you might experience while working with the vSphere
environment with regards to snapshots of your virtual machines.

There might be times when you have snapshots created but have the
following issues:

*  You are unable to have the snapshot committed

* The snapshot commits with no errors and everything looks fine in the
snapshot manager, but there are still snapshot disks in the virtual machine's
directory that can't be removed
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*  You experience errors/failures from your backup solution because of the
snapshot file that was not deleted during the snapshot commit

If you check the /var/log/hostd.log file on the ESXi host, you will find a message
similar to the following;:

If you attempt to remove the datastore, not knowing of the previous
problem you will receive an error similar to this:

The resource '<VMFS-UUID>' is in use.

Another snapshot issue you might have running on vSphere 5.0 or above is when
you click on the virtual machine's vCenter Summary tab:

B (5 m-veenter-01.kingbrook.net M-DC-01
=l [Eg Linthicum
= ﬂh CMills-HP Getting Started EN L Resource Allocation | Performance |
m-esx5-01, A
[ m-esx5-02.kingbroc General
[ m-esxs-03.kingbroc | | GuestOS: L vicosoft windows Server 2008 R2 (64-...
38 WMware vCenter Of VM Version: 7

(s | M-DC-01 CPU: 1vCPU
(fs m-mirage-01 Memory: 1024 MB
(1 VMware vCenter Su | | Memory Overhead: 27.31MB

At this point, you are presented with the message snapshot consolidation required,
but when you try to consolidate, you receive an error message:

CH ¥Mware Data Recovery = worksiafion environments, as esiing environments, or

(1 'in 7 DirCon consolidate server applications.

(s [Min

G win Pawer * er, virtual machines run on hosts or
Wi ues ame host can run many virtual machine

Guest 4 host y virfual h
Gh Wi | Znapshot 4 | E,’".J Take Snapshot...
ﬁ ECjMiIEP; I.—-_E" Open Console @ Rewert to Current Snapshot

A me (%  Edit Settings... @T"" Snapshot banager..,

B meB  Migrate.. Consalidate ¢
m_n g W IT LT TR TT =

% m-a &5 Clone..,

s med Teralk , the virtual machine

The error you see is similar to the following;:

Consolidate virtual machine disk files <hostname> Unable to access
file <unspecified filename> since it is locked
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All of the issues described earlier can happen when backing up a server. A virtual
appliance or virtual machine establishes a lock on the underlying virtual machine's
base disk (.vmdk) or one of the snapshot files (for example, a . vmsn file). This
prevents the snapshot file from being consolidated.

Backup servers and backup appliances (these are components with a virtual
environment dedicated to making backups) can create snapshots through the use of
vStorage APIs. After the backup is complete, the backup server/appliance makes

a request for the snapshot taken for the backup to be deleted and for the data to

be merged into the previous disk. If the delete request for the snapshot is issued

too soon, then the base disk is locked by the server or appliance performing the
backup and therefore, it cannot be deleted. The result of this condition will produce
messages similar to these:

* The snapshot deletion process will be terminated

* Snapshot manager has inaccurate or does not have enough information

* The VM will continue to run on the VM's snapshots
Go tohttp://kb.vmware.com/selfservice/microsites/search.
do?language=en US&cmd=displayKC&externalId=2007245 to find out more about

the issue with snapshot consolidation after backing up a virtual machine fails with
the error: Failed to consolidate disks found here.

Gotohttp://kb.vmware.com/selfservice/microsites/search.
do?language=en US&cmd=displayKC&externalId=2040846 to find out more about
the issue with consolidating disks associated with a backup snapshot fails with the
error: The file is already in use found here.

Troubleshooting the locked files

Now that you understand the possible cause of the locked snapshot files, here are a
few resolutions to try and resolve your problem.

Removing the file from a backup virtual appliance
Here's how we remove the file from a backup virtual appliance:
1. Power down the backup server/appliance and prepare to remove the .vmdk
file from it.

2. Check the backup server/appliance to make sure it is safe to remove the
disk from it.
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3. Right-click on the Backup Appliance Virtual Machine and click on Edit
Settings.

4. Check if the affected virtual machine's hard disk is mounted on the backup
appliance virtual machine.

5. If the hard disk is mounted, select Hard disk 1 and select Remove from the
virtual machine options:

Hardware | Options | Resources | Profiles | vServicegm

I Show 2l Devices _m Remove

Hardware Summary
Bl Memory 1024 MB

[ cprus 1

[ video card video card
= WMCI device Restricted
© UsE controller Present

Q- SCSI controller 0 LI Logic Parallel
2y CD/ovD drive 1 cdromi

= Harddisk 1 Wirkual Disk,
é Floppy drive 1 floppwn

BB Metwork adapter 1 WM Nebwork,

[ % Do not select the Delete option as this will result in data loss. ]

6. Click on OK to exit.

Performing the Delete All action from the Snapshot

Manager

Create a new snapshot of the affected virtual machine by right-clicking on the VM
and choosing Clone...:
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T Lid 3
(01 m-mai-01 applications. An operat
% m-1inZ| Comrer A gug
wente
) Guest rtual i
G «MA-S, Shapshot cany
[ Whware 2] nme
- Open Consale
1 Win 7O P rapp
Cfs Win7V (3 Edit Settings.., irt
i . . Wity
& wind wg| Harduwrare
ﬁj “P-B &
Ffly Crils-Shllg
B m-esx-
B meesx- Fault Talerance .
@ m-Bpph ne Vi
G m-app W Storage Profile
- B virt
(g m-des Add Permission... Ctrl+P
Eh mesecs Al h
51 m-veen arm mac
% =+ e Report Perfarmance..,
m-vigw
= Eenamn

Then, perform the Delete All action from the snapshot manager to consolidate all

the snapshots:

@ Snapshots for Win 7 Yiewns

E-(1 Win 7 Yiew
B9 0310130249

B 031513-0936

-0 [Win 7 5.3 wibZFFP

(&) You are here

Goto | Em Delete Al

[81]




Working with Storage

. Ifyou are using vSphere 5.0 or above, you can attempt to consolidate
without creating a new snapshot first. Right-click on Virtual machine and
/~— navigate to Snapshot | Consolidate. If this fails, try again by creating a

new snapshot, as mentioned earlier.

If the delete process is successful, check the VM's folder to make sure all the
snapshots are consolidated. If the delete process fails, check the lock messages again
to determine which host has a lock on the name-flat . vmdk file or the name-delta.
vmdk file. For more information, see the Determining if a virtual disk is attached to
another virtual machine (1003656) page at http://kb.vmware.com/selfservice/
microsites/search.do?language=en US&cmd=displayKC&externalId=1003656.

If you find that the disk is attached to another VM, use the method described earlier
to remove it.

Restarting the management agents

If you continue to receive lock messages, perform a restart of the management agents
on the ESXi host where the VM is running by using the management console, as
shown in the following screenshot:

System Customization

Conf igure Password
Conf igure Lockdoun Mode

Conf igure Management MNetuwork

Restart Management Network

Test Management Netuwork
Network Restore Options

Conf igure Keyboard
Troubleshoot ing Options

You can accomplish the same task using the command line, as shown in the
following image:
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Moving the Virtual Machine and rebooting the host

If you cannot determine which process or VM is holding the lock on the file, you can
try migrating the running VM off the ESXi host that is holding the lock and rebooting
the host. If you cannot reboot the host, then try cloning the disk with the problem to
create a new disk. Use the following procedure:

1. Power off the virtual machine with the locked disk.

2. Clone the latest snapshot disk (that is, name-000003 . vmdk) from the
command line. Connect to your host using an SSH client, such as Putty
or mRemote, and navigate to the folder that contains the VMDK file to be
cloned, as shown in the following image:

EP 192.168.1.40 - PuTTY = |[-E@]

in
Win
Win
Win
Win
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3. Use the vmkfstools command to clone the VMDK file using the command in
the following image:

vmkfstools -1 fvmfs/volumes/8Ff3de369-9b8393d4 /W7/-LC-Base/wWin 7 Pro-000003.vmdk
Avmfsvolumes /8f3de369-9b8393d4 /w7-LC-Base/backup/win 7 Pro-000003.vmdk
1

For more information, see Cloning individual virtual machine disks via the ESX/ESXi
host terminal article, at http://kb.vmware.com/selfservice/microsites/search.
do?language=en US&cmd=displayKC&externalId=1027876.

Once the cloning process is complete, remove the locked disk from the virtual
machine using Remove from the virtual machine option. Attach the cloned .vmdk
file to the virtual machine and power it up.

If this problem persists, contact your backup vendor to determine
%j%“ why the backup server is retaining a lock on the VMDK files after
g the backup completes.

Unmounting a LUN from ESXi hosts

This section will show you how to unmount a LUN or detach a datastore from
multiple VMware ESXi 5.x hosts. The methods discussed here include how to
perform this one host at a time and how to accomplish this for multiple hosts at the
same time. You will be provided with steps to unmount a LUN from an ESXi 5.x
host, which will include unmounting the filesystem along with detaching the device.

The first method is for one host at a time, and the steps must be performed for each
of your ESXi hosts.

Note that this is for the 5.x host only. Removing a LUN from an ESXi/ESX
. 4.xhostis very complex. For information on unmounting a datastore in
% ESXi/ESX 4.x, see Removing a LUN containing a datastore from VMware
s ESXi4x and ESX 4.x at http://kb.vmware.com/selfservice/
microsites/search.do?language=en US&cmd=displayKC&exte
rnalId=1029786.
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Before unmounting a LUN, make sure the following issues are addressed:

If the LUN in use is used as a VMFS datastore, you need to verify objects
such as VMs, snapshots, and any templates stored on that VMFS datastore
that are unregistered or moved to a different datastore.

Any CD/DVD images found on the VMFS datastore also need to be
unregistered from the VM.

The datastore to be unmounted should not be used with the vSphere
HA heartbeat.

The datastore should not be part of a datastore cluster.

Verify that the datastore is not being managed by a storage Distributed
Resource Scheduler (DRS).

Also check and make sure the datastore was not configured to be used as a
partition for diagnostic core dumps.

Verify that Storage I/O Control on the datastore is disabled.

Verify that the LUN is not being used as a raw device mapping (RDM). If it
is, you need to remove the RDM from the VM by clicking on Edit Settings,
highlighting the RDM hard disk, and clicking on Remove. Then, you can
select Delete from the selected disk or select it if it is not selected. Finally,
click on OK. Note that this only destroys the mapping file and not the
content of the LUN.

Verify that the LUN/ datastore is not being used as the persistent scratch
location for the host.

Make sure you obtain the Network Address Authority Identifier (NAA ID) of the
LUN to be removed, by using the following procedures:
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From the vSphere Client, this information is visible in the Properties window of
the datastore:

) ix2-ds-iSCSI Properties
Volume Properties
General Format
Datastore Name:  ix2-ds-iSCSI Rename... File System: VMFS 5.54
Total Capacity: 1.75 TB — Maximum File Size: 2.00TB
— Block Size: 1MB
Storage IfO Control
[ Enabled
Extents Extent Device
A VMFS file system can span multiple hard disk partitions, or The extent selected on the left resides on the LUN or physical
extents, to create a single logical volume. disk described below.
Extent Capacity Device
EMCiSCSI Disk 5000144f1a16abel):1 @.?ETB EMC iSCSI Disk (naa. 5000144f1...

Primary Partitions Capacity

1. VMFS 1.76TB

Refresh Manage Paths. .. |

From the ESXi host, run the # esxcli storage vmfs extent list command:

192.168.1.40 - PuTTY

Make note of the NAA ID of the datastore to use this information later in this
procedure. Alternatively, you can run the esxcli storage filesystem list
command, which lists all the filesystems recognized by the ESXi host:
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192.168.1.40 - PuTTY

Unmounting a LUN using the vSphere Client

To detach a storage device using the vSphere Client, use the Unmount command. To
unmount a LUN from an ESXi 5.0 host using the vSphere Client in the Configuration
tab of the ESXi host, click on Storage. Right-click on the datastore being removed

and then click on Unmount:

Configuration

Hardware

Health Status
Processors

Memory

Storage
Metworking
Storage Adapters
Network Adapters
Advanced Settings
Power Management

Software

Licensed Features
Time Configuration
DMS and Routing
Authentication Services

Wirtual Machine Startup/Shutdown

Gk ool Roct Elo | oot

Hardware Acceleramons

Copy to Clipboard  Ctrl+C

TTRTOVT

3839368 M Used
13878 [ Free

View: Datastores Devices
Datastores e Delete  Add
Identification » | Device Drive Type Capacity Free | Type LastUpdate
E:;g datastorel Local VMware, Disk (mpx.... 55D 22.50 GB 21.59 GB VMF35 1/2/2015 10:49:00 PM
Eﬂ ESX-1-Datastore Local VMware, Disk (mpx.... 55D 39.75GB 22,41 GB VMFS5 1/2/2015 10:49:00 PM
H eswi-Datastore  Local VMware, Disk (mps... S5D 149.75 GB 2150 GB VMFS5 1/2/2015 10:49:00 PM
E:g ix2-ds-iSCF™ S “on-53D 176 TB 138TB VMFS5 1/2/2015 10:49:02 PM
| Browse Datastore...
Renarme
¢
“ Uelste 1 i
Refresh
Datastore Deta
Properties...
Bx2-ds-iSCST p L76TE  Capadty
Location: /v ta927afz43
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Ensure that the datastore unmount window appears. When the prerequisite criteria
have been passed, click on OK:

[ contr evics oo —— ] ]|

/a\ For successful device unmourt the following requirements must be fulfilled:
! Y
Y

@  The device is not used by a datastore.
@ The device is not used by VM as an RDM disk.

@ The device does not contain a diagnostic partition.

/¥, Please do not perform any corfiguration operations that may result in 170 to

the device while the unmournt is in progress.

Do you want to continue with the unmount process?

oK | Cancel |

To unmount a datastore from multiple hosts in the vSphere Client,
click on Hosts and navigate to Clusters | Datastores | Datastore
%@“ Clusters view (Ctrl + Shift + D). Perform the unmount task and select

the appropriate hosts that should no longer access the datastore to be
unmounted.

You must successfully unmount the datastore using the documented method, prior
to completing the detach steps that follow.

Click on the Devices option under the View tab after you click on Configuration
and select Storage from the pane found on the top pane of the left-hand side of the

window. Right-click on the LUN option that contains the NAA ID, as noted earlier,
and click on Detach:
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esx-55-Lmills.net VMware ESXi, 5.5.0, 2143827

Getting Started | Summary [ Virtual Machines | Resource Allocation | Performance [ Nal i Qi Local Users & Groups | Events | Permissions

Hardware View: Datastores |Devices
Health Status Devices Refresh  Rescan Al
Frocessors Name Runtime Name Operational State | LUN Type Drive Type Transport
Memory Local VMware, Disk (mpx.vmhbal: vmhbal:C0:T2:L0  Mounted 0 disk 5D Farallel SCST
» Storage Local VMware, Disk (mpx.vmhbal: vmhbal:CO:TI:L0  Mounted 0 disk 5D Farallel SCST
Hetworking EMCI5CS] Disk (naa, 5000245512220 =8333:C0:T0:L0 Mounted 0 disk Non-5 i5CSI
Storage Adapters Local VMware, Disk (m Rename @1:C0:TO:L0  Mountd 0 disk 550 Parallel 5C51
Network Adapters Local NECVMWar CD-R, WERERTREC [232:C0:T0:L0 Mounted 0 cdrom Unknovn Block Adaptd
Power Management opy identifier to clipboard
Software < i
Licensed Features Device Details Manage Paths |
Time Configuration N -
- EMC i5CS1 Disk (naa.5000144f1a16a...
DN5 and Routing Location:  fvmfs/devices/disks/naa. 50001447 1a... ID: nga.5000144fLa15ase0
Authentication Services Type: disk Capacity: 176 TB
Virtual Machine Startup/Shutdown Owner: NMP Partition Format: ~ GPT
Virtual Machine Swapfile Location
Primary Partitions Capacity Transport
Sequrity Profile

The Confirm Datastore Unmount window is displayed. When the prerequisite
criteria have been passed, click on OK:

(%) Confirm Datastore Unmount @_Iﬂ—hJ

'\\ For successful datastore unmount the following requirements must be fulfilled: I
AN
L

& Mo vitual machine resides on the datastare.

/&, Please do not perform any configuration operations that may result in 10 to
the datastore while the unmount is in progress.

Do you want to continue with the unmount process?

ok |[ cancel |

Under the Operational State of the Device option, the LUN is listed as Unmounted.

The Detach function must be performed on each host and will not

propagate the other hosts in vCenter Server. Before unmapping a LUN

from the group on the SAN, determine if the LUN is presented to an

initiator group or storage group on the SAN. If it is, the Detach function

s must happen on each host in the initiator group. If this is not followed,

you will receive an all-paths-down (APD) state for those hosts in the
storage group for which the Detach function was not performed for the
LUN that has been selected for the un-mapping.
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Confirm that the LUN has been detached successfully. The LUN can then be safely
unpresented from the SAN. If you need more information, you should contact your
storage array vendor.

Now, perform a rescan on all the ESXi hosts that were associated with the LUN. You
should see that the device was automatically removed from the storage adapters.

After the device is detached, it will stay in an unmounted state until the device is
reattached. If you want the device permanently decommissioned from the host, you
will have to manually remove it. Start by listing the permanently detached devices
with the esxcli storage core device detached list command:

esx-55-Lmills.net - PuTTY (=[O e

Use the esxcli storage core device detached remove -d NAA IDcommand
and replace NAA_1D with the information from the detach device, as shown in the
following image:
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Unmounting a LUN using the command line

To unmount a LUN from an ESXi 5.x host using the command line, start with the
esxcli storage filesystem list command:

&s%-55- Lmills.net - PuTTY

Execute the following command to find the unique identifier of the LUN that has the
datastore to be removed:

ER esx-55-Lmills.net - Pu

This command generates a list of VMFS datastore volumes and the associated unique
identifiers. Be sure to make a note of the unique identifier (Naa_1D) for the datastore
to be unmounted. The information will be used later. Next, execute the unmount
command, as shown in the following image:

esx-35-Lmills.net - Pu
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You can verify that the datastore is unmounted by using the following command.
Note that the Mounted field is set to false. The Type field is set to VMFS-unknown
version as there is no Mount Point.

esx-55-Lmills.net -

The next step is to detach the device/ LUN with the esxcli storage core device
set --state=off -d NAA_ID command and verify that the device is offline with
esxcli storage core device list -d NAA ID. Both the commands and the
results are shown in the following image. You should replace NAa 1D with the
information you collected on the device earlier:

esx-35-Lmills.net - Pu

M e e

c4946454c49
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Now, rescan all devices on the host with the esxcli storage core adapter
rescan --all command. You will find that the devices are automatically removed
from the storage adapters. To get a list of the permanently detached devices, use the
esxcli storage core device detached list command. Both, the commands
and the results are shown in the following image:

£5%-35-1mills.net - Pu

You can permanently device configuration information with the command esxcli
storage core device detached remove -d NAA_ID command. Again, use the
NAA 1D information collected on the device:

esx-35-Lmills.net - Pu

m
m

2
T
2
T
2
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2
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Automating datastores detaching with PowerCLI

It is possible to use an automated process to detach the datastores from multiple
hosts using PowerCLI scripts. You need to download the PowerCLI script available

at Automating Datastore/Storage Device Detachment in vSphere 5 found at http://
blogs.vmware.com/vsphere/2012/01/automating-datastore-storage-device-

detachment-in-vsphere-5.html.

Please note that the PowerCLI script is provided "as-is" and is supported by the
VMware community. Therefore, if you have any issues with this PowerCLI script,
you need to seek assistance directly from the VMware Community forums.
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After downloading the script, import it using the Import-Module path to_script
command.

To list all datastores along with their attached hosts, use the following command:

Get-Datastore | Get-DatastoreMountInfo | Sort Datastore, VMHost |
FT -AutoSize

Next, select the datastore and make a note of the name found under the Datastore
column. Confirm that the Mounted column contains False for all hosts. Then, detach
the devices from all hosts by running the following command:

Get-Datastore datastore name| Detach-Datastore
Replace the datastore_name with the name you recorded earlier.

You see an output similar to the following:

Detaching LUN naa.5000123e52345688 from host esx-55-1.local...
Detaching LUN naa. 5000123e52345688 from host esx-55-1.local...
Detaching LUN naa. 5000123e52345688 from host esx-55-1.local...

Using vCenter operations for
troubleshooting storage devices

The vCenter Operations Management Pack for Storage Devices (Management Pack)
can be installed on the vCenter Operations (vCOps) Advanced or Enterprise editions.
The installation is designed for both, the appliance and standalone deployments. It
will connect to any storage device that has a vStorage APIs for Storage Awareness
(VASA) provider. The performance data is collected from the host bus adapter
(HBA), VMs, and Storage Area Network (SAN) switches.

The Management Pack provides the following benefits:
* Gives you an end-to-end view of the entire data path through the SAN, from
the VM, through the Storage Volume

* Provides standardized protocols to storage devices such as CIM, SMI-S,
and VASA

* Provides analytics for APD and PDL storage conditions along with
dashboards for health and performance

* Captures and analyzes information on throughput and latency for each of
your nodes found in the storage path
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* Reports on IOps and queue depth on the HBA and the target port for the
read/write operations

* Provides aggregate latency at the I/O packet level in the fabric

The VMware Storage Management Pack also provides the following for
cloud operations:

* Self-learning analytics that create a higher degree of automation

* Anintegrated management of performance, capacity, and configuration
management

* Includes comprehensive compliance management, application discovery,
and monitoring, along with cost metering capabilities

The Management Pack for Storage Devices provides visibility into your storage
environment by using common protocols to collect health and performance data
from your storage devices. The pack comes with defined dashboards that help to
identify and troubleshoot most problems that may exist in the storage environment.

Installing the Management Pack

Verify that you have properly configured the vSphere API for Storage Awareness
credentials in vCenter. The VASA providers gather information from arrays used
to support the environment and then provide the information to vCenter. If you
fail to set the credentials before creating the Management Pack instances, the
dashboards will display unique identification numbers rather than a readable name
for the resources. You can find details on this at https://pubs.vmware.com/
vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.storage.doc%2FGUID-
B50E19B8-C1AD-4FE1-AD90-4DD6D29831FE.html&resultof=%22storage%22%20
%22storag%22%20%22provider$22%20%22pr% or search for Registered Storage
Providers in the VMware vSphere 5.5 Documentation Center found at https://
pubs.vmware.com/vsphere-55/index. jsp.

1. Login to vCenter Server using the web client and select your vCenter Server.
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2. Select the Manage tab and then click on Storage Providers:

4 vCenter 9 X [ mwvcenter-01kingbrook.net  Actions ~

() vcenter servers Gefting Started  Summary  Monitor | Manage | Related Ohjects

& m-veenter-01 kinghrook net >

vmware: vSphere Web Client # @

Settings | Alarm Definitions | Tags | Permissions | Sessions | Storage Providers | Scheduled Tasks
Storage Providers

+ C
Starage SystemdStorage Provider Status Aetive/Standby  URL Last Rescan Time  VASA AP| Version
This listis empty,

Click on the + icon to add a new storage provider.

Enter the connection information for the storage provider, including the
name, URL, and credentials.

This step is optional. To direct vCenter Server to the storage provider
certificate, select the Use Storage Provider Certificate option and then specify
the location of the certificate. If this is not selected, a thumbprint of the
certificate is displayed. After you check the thumbprint, approve it.

Click on OK to complete the registration.

Installing the Management Pack in the
vCOps VApp

If you have installed vCOps as a vApp, you will install the Management Pack from a
PAK file using the following steps:

1.

First, you need to download the PAK file from https://solutionexchange.
vmware . com. If you do not have a Solution Exchange account, you need to
create one.

Select the Cloud Management Marketplace tab.
Click on the link for vCenter Operations Management Packs.

Use the navigation arrows to locate and click on the link for Management
Pack for Storage Devices.
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Click on the Try button to download the installation PAK file.
Save the PAK file to a folder.

Log in to the admin user interface using the admin account, for example,
https://vCops-ip-address/admin/:

| wCenter Operations Manager &... % | 4

€& & hitpsi/fmevcops-0L/adming

El vCenter Operations Manager Administration
5.8.4 Build 2 1)

User name
Passward:

Login

8. After selecting the Update tab, click on Browse and navigate to the folder
where the PAK file is saved:

| wCenter Operations Manager .. % | +

@ & hitpsdmeveops-01adming

El vCenter Operations Manager Administration
. Build 2188700

Update:

Update

Update package

Download the update bundle from the wCenter Operations Manager support page to your local storage. Click "Browse" to locate the update bundle

Browse.
Update

Last update completed successfully
UPDATE STATUS
Update attempted on Fri Jan 9 21:06:32 EST 2015
DOUNL0AAING UDAAEE &ttt tnnn e eeeenenenenneeneneneasennnnensens done
Checking EULA ACCEPTANCE .iwevsvsnsaas e vea done
Checking disk space on '/' i done
Checking disk space on '/' in Analytics VM .. done

Extracting packafe ....oeieieeirnrnennnannnnns v.. done
Validating update files
Installing update ... .
Update operation ....... ... done
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9. Click on Update and then click on OK to confirm the update. The Admin
user interface uploads the PAK file. The upload may take several minutes.

10. Read and accept the End User License Agreement (EULA) and click on OK.

11. Click on OK to confirm and start the update process. The update might take
several minutes. Status information appears on the Update tab when the
update is completed.

12. Log in to the Custom Ul as an administrator, for example https://vCops-
ip-address/vcops-custom/:

Center Operations Manager A, % | Login Page x

& hittps/fmeveops-01fucops-custorn a Search

13. Verify that the build number in the Adapter Version column for the adapter
matches the build number in the pax file that you uploaded.

The Management Pack for Storage Devices dashboards are deployed by default
when installed on the vCOps vApp.
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Installing the Management Pack in the vCOps
Standalone Installation

If you have a standalone installation, you will install the Management Pack by

extracting the installation files from a TGZ file and perform the installation in the
following way:

1. Download the TGZ file at https://solutionexchange.vmware.com. If you
do not have a Solution Exchange account, you will need to create one.

Select the Cloud Management Marketplace tab.

Choose the vCenter Operations Management Pack for Storage Devices
Installation and Configuration Guide.

Click on the link for vCenter Operations Management Packs.

Use the navigation arrows to locate the link for Management Pack for Storage
Devices and click on it.

Select the Resources tab.

Click on the link to download the TGz file.

Performing the Management Pack installation
procedure

Use the following procedure to install the Management Pack:

1. Open the TGZ file and extract the TAR file to a folder on your vCenter
Operations Manager server.

2. In this folder, open the TAR file. Extract and run the installer for the
operating system in your environment.

3. Verify that the build number (the Adapter Version column for the adapter)
is the same as the build number found in the TGZ file you downloaded.

The installer will create the vcenter-ops/usr/lib/vmwarevcops/user/
plugins/inbound/ManagementPackForStorageDevices3 folder and the
ManagementPackForStorageDevices3.jar file under the vcenter-ops/usr/1ib/
vmwarevcops/user/plugins/inbound/ folder.
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Installing Management Pack Dashboards in a
standalone environment

For a standalone installation, you can import the dashboards manually

using a batch file or shell script. In order to do this, you need to navigate

to vcenter-ops/usr/lib/vmwarevcops/user/plugins/inbound/

Management PackForStorageDevices3/conf/scripts and execute the appropriate
script file depending on your OS.

¢ For Windows, execute MPSDPostInstall.bat

¢ For Linux, execute MPSDPostInstall.sh

Adding a credential to the Management Pack

The Management Pack for Storage Devices will need a username and password in
order to connect to the host for vCenter Server. It will also need a username and
password for each Common Information Model (CIM) server that you have in your
environment. You can add the credentials before creating the adapter instance and
then select the correct credential when defining the adapter instance. Otherwise, you
can just add the credential when you define the adapter instance.

To do this, use the following procedure:

1. Log in to the Custom Ul as an administrator.

2. Navigate to Environment | Configuration | Credentials.

3. Select Storage Devices from the Adapter Kind drop-down menu.
4

Select Storage Devices Credential from the Credential Kind drop-down
menu.

At the top of the list of credentials, next to Action, click on Add.

o o

Type a unique name for the credential instance in the Instance Name textbox.

Type the username and password for the host for vCenter Server in the
VCUsername and VCPassword textboxes respectively.

For each CIM server, type an IP address, username, and password.
Click on OK to save the credential.

The credential appears in the list in the Manage Credentials window.
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You can find the complete configuration guide at https://c368768.ss1.
cfl.rackcdn.com/product files/16274/original/vCenter Operations
Management Pack for Storage Devices Installation and Configuration
Guide V1c63e3d00780ba528eed0aldldéba3e561.pdf, or search for the VMware
Management Pack for Storage Devices in VMware vSphere 5.5 Documentation
Center, found at https://pubs.vmware.com/vsphere-55/index.jsp to get details.

Summary

This chapter addressed some of the storage issues faced by administrators. It showed
you how to delete virtual machine snapshots that were locked by an application or
some other process. It also showed you how to unmount a LUN from multiple ESXi
hosts. The chapter concluded by showing you how to install the vCOps Management
Pack for Storage Devices. Management Packs are used to monitor and troubleshoot
storage devices in the vSphere environment.

The next chapter will review some of the not-so-common vCenter issues, such as
fixing problems when your inventory shows no objects. It will also cover how to fix
the VPXD error when using the vCenter virtual appliance along with showing the
vSphere administrator how to remove the plugins that are no longer needed in the
vCenter environment.
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Solving Some
Not-so-common
vCenter Issues

This chapter will review some of the not-so-common vCenter issues that
administrators could face while they work with the vSphere environment. The
chapter will cover the following issues and provide the solutions:

* The vCenter inventory shows no objects after you log in

*  You get the VPXD must be stopped to perform this operation message

* Removing the vCenter plugins when they are no longer needed
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Solving the problem of no objects in
vCenter

After successfully completing the vSphere 5.5 installation (not an upgrade) process
with no error messages whatsoever, and logging in you log in to vCenter with

the account you used for the installation. In this case, it is the local administrator
account. Surprisingly, you are presented with an inventory of 0. The first thing is to
make sure you have given vCenter enough time to start.

(5] vSphere Web Client x

€ & hips:/jveenter-55-2:3

— @ ][ search |

vmware: vSphere Web Client #® @ V) Administrator@VCENTER-55-2 ~
4 Home X [/ vCenter Home
vCenter | Getting Started

.
What is vCenter?

~ Inventory Trees
o The vCenter inventory is where you find all the

@ Hosts and Clusters > objects assaociated with vCenter Server
systems, such as datacenters, hosts,

[#] vMs and Templates > clusters, networking, storage, and virtual

E storage > machines

@ Networking > The Inventary Lists allow you to view an

. aggregated list of these objects across
~ Inventory Lists vCenter Server systems. These flatlists
enable easier batch operations.

[/ vCenter Servers

Datacenters The inventory tree is still available under
Inventory Trees. Here objects are listed

E| Hosts hierarchically in four categories: Hosts and

@ Clusters Clusters, VMs and Templates, Storage, and

Networking.
@ Resource Pools

[ Datastores
55 Datastore Clusters
€ standard Networks|

ree steps to getting started with
infrastructure:

1. Create a Datacenter

2. Add hosts to the Datacenter

3. Create virtual machines on the hosts
(5 Virtual Machines
6 vApps

|J| VM Templates

Explore Further

To get started, select an Inventory item on the left

viv VvV VYV VY VY VYV VY v

What is vCenter Server?
Networking in vSphere

Considering the previously mentioned account was the account used to install
vCenter, you would assume the account is granted appropriate rights that allow
you to manage your vCenter Server. Also consider the fact that you can log in and
receive no objects from vCenter. Then, you might try logging in with your domain
administrator account. This makes you wonder, What is going on here?
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User name: [ulllfs[V]+

Login

AMab Client

After installing vCenter 5.5 using the Windows option, remember that the
administrator@vsphere.local user will have administrator privileges for

both the vCenter Single Sign-On Server and vCenter Server. You log in using the
administrator@vsphere.local account with the password you defined during the
installation of the SSO server:

E
vCenter Single Sign-0On Information

Set the password for administrator account in default domain

Dormain Mame:

User name:

Passward:

Confirm Password:

I'-f'sphere Jocal

T

{

Back I Mext I Cancel
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vSphere attaches the permissions along with assigning the role of administrator to
the default account administratorevsphere.local. These privileges are given for
both the vCenter Single Sign-On server and the vCenter Server system. You must log
in with this account after the installation is complete.

(%) vsphere Web Client x
| € il ' @ https:/jveenter-55-2:3443/vsphere-cient/#extensionld=vsphere .core, viHame. domainyiey c | |5‘\ Search
are phere Web Clie @ Ad mETiTT
4 Home X (] vCenter Home
T | Getting Started
What is vCenter?

~ Inventory Trees
B The vCenter inventory is where you find all the

] Hosts and Clusters > objects associated with vCenter Server
systems, such as datacenters, hosts,

|&) VMs and Templates > clusters, networking, storage, and virtual

£ Storage 3 machines.

@ Networking > The Inventory Lists allow you to view an

list of these objects across
~ Inventory Lists venter Server systems. These flatlists
asier batch operations

[ vCenter Servers

[I7 Datacenters The inventory tree is still available under
Inventory Trees. Here objects are listed

[ Hosts hierarchically in four categories: Hosts and

@ Clusters Clusters, VMs and Templates, Storage, and

Metworking.
(& Resource Pools
There are three steps to getting started with

E Datastores yourvirtual infrastructure:

5 Datastore Clusters
) standard Netwarks

1. Create a Datacenter

2. Add hosts to the Datacenter

3. Create virtual machines on the hosts.
(1 Virtual Machines
6 vApps

[J| i Templates

Explore Further

To get started, select an Inventory item on the left
What is vCenter Server?

VW W W W Y Y v v v v

Networking in vSphere

After logging in with this account, you can configure your domain as an identity
source. You can also give your domain administrator access to vCenter Server.
Remember, the installation does not assign any administrator rights to the user
account that was used to install vCenter. For additional information, review the
Prerequisites for Installing vCenter Single Sign-On, Inventory Service, and vCenter
Server document found at https://pubs.vmware.com/vsphere-51/index.
jsp?topic=%2Fcom.vmware.vsphere.install.doc%2FGUID-C6AF2766-1AD0-
41FD-B591-75D37DDB281F .html.

Now that you understand what is going on with the vCenter account, use the following
steps to enable the use of your Active Directory account for managing vCenter.

Add or verify your AD domain as an identity source using the following procedure:

1. Login with administrator@vsphere.local.
2. Select Administration from the menu.

3. Choose Configuration under the Single Sign-On option.
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-

You will see the Single Sign-On | Configuration

option only when you log in using the
administrator@vsphere.local account.

Select the Identity Sources tab and verify that the AD domain is listed.
5. If not, choose Active Directory (Integrated Windows Authentication) found

at the top of the window.

6. Enter your Domain name and click on OK at the bottom of the window.

] Add identity source

Identity source type:

(=) Active Directory (Integrated Windows Authentication)
() Active Directory as a LDAP Server

() Open LDAP
() Local 08
|dentity source settings
Domain name mills.net | i ]
(») Use machine account
() Use 8PN
7. Verify that your domain was added to Identity Sources, as shown in the
following screenshot:
S50 Configuration for vcenter-55-2.mills.net
Puolicies ( Identity Sources | Certificates
4 | (@ Filter
MName Server URL Type Domain Alias
- - -- vsphere.local -
| nr‘ﬂ 0o VPFNTFR—&EZ mﬂa . “ __

- —
Fnills.net -

Active Directory (Integrated ...

mills.net

MILLS

<
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Add the permissions for the AD account using the following steps:

1. Click on Home at the top left of the window.
2. Select vCenter from the menu options.

3. Select vCenter Servers and then choose the vCenter Server object:

vmware: vSphere Web Client #& &

4 vCenter o X ") vcenter-55-2.mills.net | Actions

[ vCenter Servers Getting Started | Summary  Monitor Manage Related Objects

%! veenter-55-2 mills.net

o Create Datacenter Add Host Add Virtual Machine Complete set-up
Welcome to vCenter Server

You are ready to set up vCenter Server. The
first step is creating a datacenter.

A datacenter contains all inventory objects
such as hosts and virtual machines. You
might need only one datacenter. Large
companies might use multiple datacenters to

represent organizational units in their /\
enterprise.

vCenter Server
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4. Select the Manage tab and then the Permissions tab found in the vCenter
Object window. Review the image that follows the steps to verify the process.

1. Click on the green + icon to add permission.
2. Choose the Add button located at the bottom of the window.

3. Select the AD domain found in the drop-down option at the top of
the window.

4. Choose a user or group you want to assign permission to (the account
named Chuck was selected for this example).

vmware* vSphere Web Client # @ U | Administrator@VSPHERE LOCAL ~

4 vCenter D X [ vcenter-55-2mills.net  Actions ~
[ vCenter Servers Gefting Started  Summary  Monitor | Manage ‘ Related Objects
(& ve ‘ Settings ‘ Alarm Definitions | Tags | Permissions ‘ Sessions | Storage Providers | Scheduled Tasks

Select UsersiGroups. 2)(x

1. 'Y : | Q Filter
hip Selectusers from the list or type names in the Users text box. Click Check names to
5 VSPHEF wvalidate your entries againstthe directol ect and its children
Domairy | veenter-55-2.mills.net |~ | | 3.
| show Users First |-\ [a s |

2 a Desaiption/Full name

Administrator

4. Chuck
) & Guest
ﬁ Administrators Administrators have complete and unr.
ﬂ Backup Operators Backup Operators can override security.
g Certificate Service DCOM Access Members of this group are allowed to c.
&Z Crvntoaranhic Onerators Memhers are authorized tn garform crv
2. Add
il

Users: ‘vceﬂler—ﬁﬁa mills netiChuck "

Groups: ‘ |

Separate multiple names with semicolons | Check names

5. Verify that the user or group is selected in the window.
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6. Use the drop-down options to choose the level of permissions (verify that
Propagate to children is checked).

] vcenter-55-2.mills.net - Add Permission ? 13

Selectthe users or groups on the left and the role to assign to them on the right.

~

Jsers and aroups Ass

ned Ro

[[=]
o

The users or groups listed below are The users or groups obtain the permissions on the selected

veenter-55-2.mills.net.

| Administrator

roup Role Propa...
« V All Privileges \I“I

& Chuck Administr..  Yes

[n]

User/

P

» v Datacenter

» v Datastors I
» v Datastore cluster

v v Distributed switch I
» v ESK Agent Manager

» v Extension I
» v Folder

» v Global I
R RTI

Description: All Privileges

[+ Propagate to children I

Add. || Remove ||  viewChildren

[ 0K ][ Cancel ]

7.  Now, you should be able to log into vCenter with your AD account. See the
results of the successful login in the following screenshot:

(%) vSphere Web Client ®

€ il @ hitps:/jveenter-55-2:3443/vsphere-client/Fextensionld=vsphere. core. viHome domaintiew @ ][Q search |

ft @
4 Home | X | [ vCenter Home

vCenter
(]! vCenter Home

~ Inventory Trees

vmware* vSphere Web Client

o | Chuck@mills.net ~

| Help ~

J Getting Started ‘

What is vCenter?

The vCenter inventory is where you find all the
objects associated with vCenter Server
systems, such as datacenters, hosts,
clusters, networking, storage, and virtual
machines.

] Hosts and Clusters
[&] vMs and Templates
[ starage

) Networking

v ¥ v v

The Inventory Lists allow you to view an
agaregated list ofthese objects acro:
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Now, by adding the permissions to the account, you are able to log into vCenter
using your AD credentials. The preceding screenshot shows the results of the
changes, which is much different than the earlier attempt.

Fixing the VPXD must be stopped to
perform this operation message

It has been mentioned several times in this book that the Virtual Center Service
Appliance (VCSA) is the direction VMware is moving in when it comes to managing
vCenter. As the number of administrators using it keeps increasing, the number

of problems will also increase. One of the components an administrator might

have problems with is the Virtual Centre Server service. This service should not be
running during any changes to the database or the account settings. However, as
with most vSphere components, there are times when something happens and you
need to stop or start a service in order to fix the problem.

There are times when an administrator who works within the VCSA appliance
encounters the following error:

Q.Q{} VMware vCenter Server Appliance

vCenter Server T Help | Logout user root
Summary 550 Time Authentication Senvices Storage
Error: VPXD must be stopped to perform this operation. Actions

Any change in the database configuration will require a STOP/START of fhe vCenter services to take effect.

Q161 11-R ) —— -~ Test Settings
Server: | | Save Settings
Port | | Reset DB Contents
Instance name: | |
Login: [ |
Password: [ |
Schema Version:

To load the schema version values, you must TEST or SAVE your database settings.
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This service can be stopped using the web console, by performing the
following steps:

1. Loginto the console using https://ip-of-vcsa:5480. Enter your username
and password:

€ @ https;//m-vesa.mills.net:5480/ % core Login (& Search

2 Most Visited :: Getting Started :: Suggested Sites :: Web Slice Gallery
QQG VMware vCenter Server Appliance
Login

2. Choose vCenter Server after logging in.
3. Make sure the Summary tab is selected.

4. Click on the Stop button to stop the server:

f}.db VVMware vCenter Server Appliance
ORI \oowork | system | Update | upgrade |

Database | S0 |  Time | Authenticaion| Seni

Summary
vCenter
Server: Running $
Inventary Service: Running 'Tup|
Database: embedded
580 embedded

Configure Database | Configure 330

System
Time synchronization: Disabled
Active Directory: Enabled

Configure Time | Configure Authentication
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This should work most of the time, but if you find that using the web console is
not working, then you need to log into the VCSA appliance directly and use the
following procedure to stop the server:

1. Connect to the appliance by using an SSH client such as Putty or mRemote.

2. Type the command chkconfig.

3. This will list all the services and their current status:

5 on pt
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5. You can stop the server by using service vmware-vpxd stop command:

After completing your work, you can start the server using one of the
following methods:

* Restart the VCSA appliance

* Use the web console by clicking on the Start button on the vCenter
Summary page

* Type service vmware-vpxd start on the SSH command line

This should fix the issues that occur when you see the VPXD must be stopped to
perform this operation message.

Removing unwanted plugins in vSphere

Administrators add and remove tools from their environment based on the needs
and also the life of the tool. This is no different for the vSphere environment. As the
needs of the administrator change, so does the usage of the plugins used in vSphere.
The following section can be used to remove any unwanted plugins from your
current vCenter. So, if you have lots of plugins and they are no longer needed, use
the follow procedure to remove them:

1. Loginto your vCenter using http://vCenter_name or IP_address/mob and
enter your username and password:
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6 ') https://m-vesa‘/mob b4

@ Most Visited r: Getting Started r: Suggested Sites r: Web Slice Gallery

i ™y
Authentication Required M

0 A username and password are being requested by https://m-vesa, The site says: "VMware vSphere
4 API Browser”

User Mame:  administrater@vsphere.local

Password: ssssssssssss

[ ok || conce

2. Click on the content link under Properties:

Properties

capability Capability | capability
content | ServiceContent | ‘content ¢

serverClock dateTime | "2015-01-19T11:59:00.375391Z2"

3. Click on ExtensionManager, which is found in the VALUE column:

dvSwitchManager ManagedObjectReference: DistributedVirtualSwitchManager | DVSManager
dynamicProperty DynamicProperty[] | Unset
dynamicType string | Unset
eventManager ManagedObjectReference:EventManager | EventManager
extensionManager ManagedObjectReference:ExtensionManager | ExtensionManager I a
fileManager ManagedObjectReference:FileManager | FileManager -
guestOperationsManager ManagedObjectReference: GuestOperationsManager | guestOperationsManager
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4. Highlight, right-click, and Copy the extension to be removed.

Check out the Knowledge Base 1025360 found at http://
L Kb.vmware.com/kb/1025360 to get an overview of the plugins
and their names.

Properties
NAME TYPE VALUE
extensionList | Extension[] | extensionList["VirtualCenter™] Extension
extensionList["com.vmware.vim.inventoryservice™] Extension
extensionList]"com.vmware.vim.sps"] Extension
extensionList"com.vmware.vim.vsm" ] Extension
extensionList]"com.vmware.vim.stats.report”] Extension
extensionList["com.vmware.vim.ls"] Extension
extensionList"com.vmware.vim.sms"] Extension
extensionListl"cim-ui” Extension
extensionList]"com.vmware.vim.eam"] Extension
extensionList[ " TEEGE — —In
extensionList]"hostdi SEELTI sl n
Open Link in Mew Window S
Open Link in Mew Private Window
Methods
cockmart Thizkink ||
. ) Sawve Link As...
Extension | FindExt
Copy Link Location —]

string | GetPub :
Copy @ |
ExtensionManagerIpAllocationUsage[] | QuervE

Search Yahoo for "health-ui” —

ManagedObjectReference:ManagedEntity[] | Queryl . .
View Selection Source _—

void | Reagiste
Inspect Element (Q) —]

void | SetExtcrmverreerermeee

1o Ladiot 5w T 2N 1P

5. Select UnregisterExtension near the bottom of the page:
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Methods
RETURN TYPE NAME

Extension | FindExtension

string | GetPublickey

ExtensionManagerlpAllocationUsage[] | QuervExtensionlpAllocationUsage

ManagedObjectReference:ManagedEntity[] | QueryManagedBy

void | ReqgisterExtension

void | SetExtensionCertificate

void | SetPublickey

void | UnregisterExtension @

void ”gaaEeEEensmn

6. Right-click on the plugin name and Paste it into the Value field:

Managed Object Browser x

& | @ hitps://m-vesa/mob/Tmoid=Edens 7 & | | Q Search ﬂ' Q 4+ H

Managed Object Type:
ManagedObjectReference:ExtensionManager

Managed Object ID: ExtensionManager
Method: UnregisterExtension

void UnregisterExtension

Parameters

extensionKey (required) | string

oke Method

Select All

Add a Keyword for this Search...
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7. Click on Invoke Method to remove the plugin:

Managed Object Type:

ManagedObjectReference:ExtensionManager
Managed Object ID: ExtensionManager
Method: UnregisterExtension

void UnregisterExtension

Parameters

extensionKey (required) | string | com.vmware.vim.eam|

$ Invoke Method

This will give you the Method Invocation Result: void message. This message
informs you that the selected plugin has been removed.

You can repeat this process for each plugin that you want to remove.

Summary

In this chapter, we covered some of the not-so-common challenges an administrator
could encounter in the vSphere environment. It provided the troubleshooting along
with the solutions to the following issues:

* Seeing NO objects after logging into vCenter with the account you used to
install it

* How to get past the VPXD must be stopped error when you are performing
certain tasks within vCenter

* Removing the unwanted plugins from vCenter Server

In the next chapter you will learn how to be prepared for every administrator's
nightmare, recovering a vSphere environment. We provide guidance on how to
protect the investment made in putting together your vCenter solution. We also
learnt what you need to backup, and the process to perform the backup, which is just
as important as the recovery process.
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There is nothing that worries an administrator more than losing data or components
of their infrastructure. In order to prevent this from happening in the vSphere
environment, you should always perform backups of the system, so, if for some
reason there is a major problem or corruption, you have a method to recover.

The first step toward protecting your vCenter is to have a good backup of the
important components.

These procedures should be developed and tested before the disaster happens.
There is nothing like trying to figure out how to recover from a problem when you
don't have a recent backup or you do not have the exact process to perform the
restore. Having a clearly documented backup and recovery procedure will allow
the administrator to focus on the actual recovery, and not on wondering how to
approach the problem.

Now that you have the backup and recovery procedure, as mentioned earlier, you
can use it to protect your infrastructure from unexpected problems. Each vSphere

is different and adjustment will be needed based on the composition of your
environment. Note that the information presented here is based on the Windows
version of vCenter. Backup/recovery should be scheduled based on the frequency
of changes in the environment, along with how much data loss a company is willing
to tolerate.

Your backup and recovery solution should be based on two factors: Recovery Time
Objective (RTO) and Recovery Point Objective (RPO). RTO is the targeted amount
of time from which the environment must be restored after a declared disaster and
RPO is the maximum selected period from when the data might be lost. For example,
we cannot lose more than 8 hours of work (RPO) and we must be working again

in 36 hours (RTO). Use these factors to develop a backup and recovery plan that
supports the company's requirements.
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Special backups should be performed when changes are going to happen to the
environment, such as but not limited to:

* After you complete an install, update, or change to the vCenter SSO instance,
including a location change

* Before you are planning a restore from a snapshot of the vCenter Server VM

* Before any major changes to the database, including a restore from a prior
instance of the vCenter Server

Procedure for backing up vCenter SSO
5.5

The vCenter Single Sign On (SSO) is a very critical part of the vSphere environment
that allows all of the different components to use a secure token exchange process

to communicate with each other. If your vCenter SSO fails or is corrupted, then all
vCenter Servers, along with the Inventory Service and vSphere Web Client instances
associated with that SSO, will lose access to vSphere. This means you must have a
backup of this component. A good backup of the SSO should be made and unless
there are major changes made, you should not need a scheduled backup.

This procedure is a manual process to back up the vCenter SSO configuration for 5.5.
This procedure includes steps that modify the Windows registry. This means you
should have a current backup of the registry, along with the vCenter VM. The steps
for the backup procedure are as follows:

1. Generate the log bundle from the vCenter SSO by logging into the vCenter
server and navigating to Start | All Programs | VMware.

2. Right-click on Generate vCenter Single Sign-On log bundle and choose
Run as administrator.
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@ Internet Explorer (64-bit)
(@ Internet Explorer
a Motilla Firefox
~ Windows Update
Accessories

Pin to Taskbar
Pin to Start Menu

Administrative Tools Restore previous versions

Maintenance Send to b
Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2 E“t
Startup 0'”
Paste
WMware

!‘ Generate Inventory Service log bundl Delete
!‘ Generate vCenter Server log bundle - Rename
!‘ Generate vCenter Server log bundle Forrere
. " Generate vCenter Single Sign-On log By
!‘ Generate vSphere Web Client Log Bundle
vCenter Orchestrator Client
wCenter Orchestrator Home Page
\J") wCenter Orchestrator README Help and Support
lgj wCenter Server Linked Mode Configuration
WMware vSphere Web Client Run...

Devices and Printers

Administrative Tools 3

4 Back

Search programs and files LEJ Log off >|
g - @
b !

3. This will generate a log bundle and place the folder on the desktop of the
current user. You can also execute the following from a Command Prompt
opened as an administrator:

cscript "C:\Program Files\VMware\Infrastructure\VMware\cis\
vmware-sso\vm-support\sso-support.wsf"

The following screenshot shows the Command Prompt after executing the
preceding command:

3 rator: Command Prompt

[-]
C:\>cscript "C: \Pr‘o?r‘am Files\VMware\In'Frastructure\VMware\cis\vmwar‘e—sso\vm—supl
ﬁort\sso squort.ws "
icrosoft Hindows Script Host Version 5.8
Copyright (C) Microsoft Corporation. All rights reserved.

Creating folder ssosupport-2-3-2815-2-49 in C:\Users“Administrator\Desktop.
Created C:\Users\Administrator\Desktop\ssosupport-2-3-2015-0-49\s50- support log
5505erver Support v_ VERSION__. Log started For ssosupport-2-3-2015-0-49,
Gathering Single Sign-0On Service information.

Gathering system information..
The support data has been gathered under C:\Users“\NAdministrator\Desktop\ssosuppo|
rt-2-3-2015-2-49,

CiN>o

[121]




Backup and Recovery

Creating a backup of Windows registry keys

You can create a backup of Windows registry keys using the following steps:

1. Navigate to Start

| Run, type regedit, and press Enter. The Registry Editor

window will open.

=)

Open:

X

Type the name of a program, folder, decument, or Internet
resource, and Windows will open it for you.

I regedit

[
5‘ This task will be created with administrative privileges,
aK I

Cancel Browse... |

f_'start|

Ao -.em-

Export the following registry folder:

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\services\
VmwareDirectoryService

&:" Registry Editor
File Edit View Favorites Help
vCOConfiguration ;I Name | Type | Data |
-+ | wetomcat ab) (Default) REG_SZ {value not set)
. vdrvroot a_"TchchunDN REG_SZ cn=vcenter-55.mills. net,ou=Domain Controllers,dc=vs...
Bl vds 25| deAccountPassword REG_SZ CljoIZhC@WPY *ILM_V]
B vaa ab|DependOnService  REG_MULTI_SZ Rpcss
. VgaSave a_‘ﬂDes:ripnon REG_SZ VMware Directory Service
- demp ab| DisplayMame REG_SZ WMware Directory Service
. ;::' = £ ErrorControl REG_DWORD 0x00000001 {1)
: Ja—— ﬁ'ﬂFailurEA:ﬁUns REG_BINARY 8051010001000000010000 0003000000 140...
- vimQueryService aﬂlmagepath REG_EXPAMD_SZ “c:\Program Files\WMware\Infrastructure \WMware'gis\v...
| vm3dmp aﬂ LduGuid REG_SZ 13567c62-7586-11e4-b246-000c29 124245
Ll vmbus ab] Objectame REG_SZ LocalSystem
|| VMBusHID ab)siteGuid REG_SZ 13567c61-7586-11e4-5246-000c29 124245
wmd £ Start REG_DWORD 0x00000002 (2)
& | vmhgfs 24 Type REG_DWORD 0x00000010 {15)
[~ L YMMEMCTL
WmmoLse
B . vmrawdsk
= |, VMToals
vmusbmouse
- e VMVSS
- | WMWareCertificateService
B~ | WMwareldentit Expand
[ )| VMwareKdcser  NEW L
wmwarelogbrov Find...
. WMwareOrches Delete
. VMwaresTS
Rename
- walmar
| - |, volsnap ErMISSIONS. .,
4
. Copy Key Name . 5
|Computer\H)(EYﬁLOCN.fMACHINE\SYSTEM tes\WMwareDirectoryService
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3. Create a backup of SSL certificates, the KDC data folder, and the certificate
server data by saving the folder and contents in the following locations:

°  For the SSL certificates use C: \ProgramData\VMware\CIS\runtime)\
VMwareSTS\conf

The following image shows the summary of the backup created:

:N\>ed ProgramDatasVMware“CIS\runt ime\VMwareSTS\conf

:\Pro?ramData\VMware\CIS\runt1me\VMwareSTS\conF>xcopy #.% ciNssl-certs\x.% /s
icatalina.properties
:catalina.properties.orig
:logging.properties
iserver.xml
issoserver.crt
ssoserver. ke
issoserver.pl

tweb.xml

rwrapper.conf
twrapper.conf .orig

18 File(s) copied
C:\ProgramDat a\VMware\CIS\runt ime\VMwareSTS\conf >

C
C
C
C
C
C
C
c
C
c
C
C

For the certificate server data, use C:\Programbata\VMware\CIS\
data\vmca and its contents.

°  For the KDC data, use C: \ProgramData\VMware\CIS\cfg\vmkdcd
and C:\ProgramData\MIT\Kerberos5

Creating a backup of the VMware Inventory
Service Database

The vCenter Inventory Service Database contains information on the Storage
Management Service and Profile-Driven Storage Service and by default, is found
at C:\Program Files\VMware\Infrastructure. Use the following steps to create
a backup:

1. Opena Command Prompt.

2. Create a new directory that will be used to store the backup of the database.
For example, use the following command:

mkdir C:\MDBBackup

3. Then use the following command to change to the following directory:
cd C:\Program Files\VMware\Infrastructure\VMware\CIS\vmdird
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4. Execute the following command to backup the database:

vdcbackup C:\ProgramData\VMware\cis\data\vmdird C:\MDBBackup

The following screenshot shows the Command Prompt after executing the
preceding command:

Administrator: Command Prompt

C:\>md mdbbackup
C:\>cd C:NProgram Files\VMware\Infrastructure\YMware\CIS\vmdird

C:\Program Files“\VMware\Infrastructure\VMware\CIS\vmdird>vdcbackup C:\ProgramDat
as\VMwarescisNdatasvmdird C:\MDBBackup
: Connecting to the server (localhost)
B: Sett vmdir state to VYMDIRD READ ONLY

up: _Cd\ProgPamData\VMwaPe\CL5\data\vmdird\data.mdb
copied.
up: C:“\ProgramData“\VMware\cis\data‘\vmdird\lock.mdb
copied.

BackupDB: Setting vmdir state to VMDIRD_MORMAL

C:“Program Files“VMwarexInfrastructure\VMwarexCIS\vmdird>_

This will create a copy of the data.mdb and lock.mdb files and will put them in the
C:\MDBBackup area that you created. The following screenshot shows the summary
of the copied files to the ¢: \MDBBackup area:

11-26-2014 : Program Files (x86)
@21:98 AM ssl-certs
Users
B vmware-sts-idmd-perf.log
1,785 vmware-sts-idmd. log
11/26/2014
2,729 bytes
17,767,370,752 bytes free

C:\>cd mdbbackup
C:“mdbbackup>dir

Volume in drive C has no_label.

Volume Serial Number is S52B6-FDF8

Directory of C:\mdbbackup

B2/83/2015
B2/83/2015
22/83/2015
11/26/2014

Make sure you protect the MDBBackup folder using your standard backup
procedures.
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Restoring the vCenter SSO 5.5 configuration

The following sections will show you how to restore vCenter for two
different scenarios:

* From a full operating system-level backup

* From a vCenter 5.5 database backup

Restoring from a vCenter SSO 5.5 full operating
system-level backup

This procedure is based on the recovery of an existing vCenter Server that is running
in the environment but has become unusable. You must have an OS-Level backup

of the vCenter Server. You will shut down the current unusable vCenter server and
restore it from your backup. After the vCenter backup is restored and running, your
recovery steps are as follows:

1. Stop the SSO services on the restored version of the vCenter Server system in
this order:

o

VMware Secure Token Service

° VMware Identity Management Service

VMware Certificate Service
°  VMware KDC Service

VMware Directory Service

M
#3TCP/IP NetBIOS Helper Provides support for the NetBIOS over TCP/IP (.. Started Automatic ice
. Telephony Provides Telephony AP (TAPT) support for progr... Manual Netv\nrk 5.
Thread Ordering Server Provides ordered execution for a group of threa... Manual Local Service
.. TP AutoConnect Service ThinPrint compenent for printing with ThinPrintP...  Started Manual Local System
. TP VC Gateway Service ThinPrint compenent that receives print data fro... Manual Local System
.. TPM Base Services Enables access to the Trusted Platform Module (... Manual Local Service
. UPnP Device Host Allows UPnP devices to be hosted on this comput. .. Disabled Local Service
- User Frofile Service This service is responsible for loading and unloadi...  Started Automatic Local System
= Provides management services for disks, volume... Manual Local System
WMware Certificate Service WMware Certificate Service Started Automatic Local System
+ VMware Directory Service YMware Directory Service Started Automatic Local System
+ V\Mware Identity Management Service @ WMware Identity Management Service Started Automatic Local System
. \Mware Kdc Service WMware Kdc Service Started Automatic Local System
v m Enables browsing vSphere log files within the YM...  Started Automatic Local System
‘WMware Single Sign-0n 5TS Service Started Automatic Local System
‘WMware Snapshot Provider Manual Local System
- VMware Tools Provides support for synchronizing objects betw...  Started Automatic Local System
- VMware vCenter Inventory Service Provides centralized inventory and search functi...  Started Automatic Local System
2. VMware vCenter Orchestrator Configuration WMware vCenter Orchestrator Server Web Confi... Manual Local System
. WMware vCenter Orchestrator Server Hosts the VMware vCenter Orchestrator Server.... Manual Local System
- VMware VirtualCenter Management Webservices Allows configuration of YMware VirtualCenter Ma...  Started Automatic {D... Local System
- VMware VirtualCenter Server Provides centralized management of VMware virt...  Started Automatic (D... Local System
WMware vSphere Profile-Oriven Storage Service WMware vSphere Profile-Driven Storage Service Started Automatic Local System
- VMware vSphere Web Client WMware vSphere Web Client Service Started Automatic Local System
< VMwareVCMSDs Provides VMware VirtualCenter Server LDAP dire...  Started Automatic Network S...
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2. To restore the VMware Directory Service (VMdir) database, you need to
stop the service as shown in the preceding screenshot and go to the VMdir
directory with the following command:

cd C:\ProgramData\VMware\cis\data\vmdird

3. Then, copy the data.mdb and lock.mdb files from the backup folder to the
vMdir directory.

4. Change to the folder that contains vimdir . exe by using the following
command:

cd C:\Program Files\VMware\Infrastructure\VMware\CIS\vmdird
5. Begin the restore process with the following command:
vmdird.exe -c -m restore

The following screenshot shows the Command Prompt after executing the
preceding command:

Administrator: Command Prompt

C:“Program Files“VMware\Infrastructure\VMwarexCIS\vmdird>vmdird.exe -c¢ -m restor
=

C:“Program Files\VMware\Infrastructure\VMware~CIS\vmdird>

This will start the VMware Directory Service (VMdir) in restore mode and the
process ends when the restore is complete.

* After the restore mode process has completed successfully, start the SSO
services on your newly restored vCenter Server in the following order:

o

VMware Directory Service
°  VMware Kdc Service

o

VMware Certificate Service

o

VMware Identity Management Service

o

VMware Secure Token Service

The following screenshot shows the VMware Directory Service Properties
(VCENTER-55) window:
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VMware Directory Service Properties (VCE 5[

General | Log On I F{ecoveryl Dependencies I

Service name: VMware Directory Service

Display name: WViMware Directory Service

Temrria Fleare Directory Service =]

[]

Path to executable:
"c:\Program Files"VMware\Infrastructure W Mware cigwmdird ‘wmdird .exe" -

Startup type: |A4_rlomatic: j

Help me corfigure service startup options.

i - Stopped
Start @J | Fause FHesume

—
You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ok | cancdd | s |

Restoring from a vCenter 5.5 database backup

This procedure is based on the assumption that you need to build a new Windows
host system and then manually restore a vCenter SSO from a database backup. You
begin the process by creating the host machine to be used to restore the vCenter SSO
instance. Make sure you name the new host machine with the same name as your
failed SSO instance.

This procedure is going to modify the Windows registry, and you
" should perform a backup of the registry before making any changes.

To restore vCenter from your database backup, perform the following steps:

1. You need to install SSO 5.5 on the new host machine as described earlier.
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2. Stop the SSO services on the new vCenter Server in the following order:

°  VMware Secure Token Service

°  VMware Identity Management Service
°  VMware Certificate Service

°  VMware KDC Service

°  VMware Directory Service

VMware Secure Token Service Properties (VCE i[

General | Log On | F{ecoveryl Dependencies I

Service name:

Display name: WMware Secure Token Service

Description: Fleare Single SignOn STS Service :I
Path to executable:

"c:\Program Files"Common FilesVMware'WMware vCenter Server -tc Serv

Startup type: IALrtomatic j

Help me configure service startup options.

Service status: _ Started

.
Start Stop | @e | Fesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ok | cancel | epb |

Restore the VMware Directory Service registry folder using the following steps:

1. Navigate to Start | Run, type regedit, and press Enter.

2. After opening the Registry Editor, navigate to File | Import and select the
Backup key.
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Registry Editor =1o1x]
m Edit View Fayorites Help
d: =] [[Neme [ Type [ Data |
2y en Q_?J(Default) REG_SZ (value not set)
E_?JchccounDN REG_SZ cn=vcenter-55.mills. net,ou=Domain Controllers,dc=vs...
Load Hive...
T Q_?Jdc.ﬂ\ccounﬂ?assword REG_SZ cljo*1ZhC@WPYILM_V]
QﬂDEpEndOnSErvi(E REG_MULTI_SZ RpcSs
Connect Metwork Registry... fﬂDescnphon REG_SZ VMware Directory Service
Discomnect Metwork Registry, .. g‘_’]Disp\ayName REG_SZ VMware Directory Service
. e|ErrorControl REG_DWORD 0x00000001 (1)
Print... Ctrl+P ot -
@Fallureﬂcnons REG_EIMARY 80510100010000000100000003000000 140...
Exit i?]lmagePaih REG_EXPAND_SZ "c:\Program Files\VMware \Infrastructure \YMware \cis\v. ..
(- | vsmraid S,E'JLdUGLIId REG_SZ 13567c62-7586-11e4-b245-000c29 124245
B vsock 2b|OhjeciName REG_SZ LocalSystem
| vspherewebdientsve b SiteGuid REG_S5Z 13567051-7586-1124-b246-000c29 124245
51 L ¥ss 4 start REG_DWORD 0x00000002 (2)
[+ W3ZTime fﬁ]'rype REG_DWORD 0x00000010 (16)
B+ Ly W3sVC
. WacomPen
- ) WANARP
- ) Wanarpve
- | WesPlugInService
- Ju wd
3. Choose the backup file that you used to back up the registry entry.
=T

Fil= Edit ‘Yiew Favorikes Help
H - 1y vCOConfiguration
Import Registry File

| [ nzme

[ Type

[ Data [

OO |-Deslcmn -

- m I Search Desktop

£ Local Disk (C:)

9‘ Network

Organize ¥  New folder
{ Favorites : | Libraries
Bl Desktop i 7\J System Folder
4 Downloads =
-l Recent Places ¥ | Computer
= system Folder
74 Libraries
j Documents ssosupport-2-3-2015-0-49
o) Music File folder
[ Pictures
B videos
M Computer

Administrator
System Folder

Network
| _System Folder

vCenterreg-export
Registration Entries
270KB

<o

File name:

j IRegistratmn Files (*.reg)

Open I

Cancel |

4. Restore the SSL certificates using the backup copy of the conf folder you
saved and place the contents in the following directory:

C:\ProgramData\VMware\CIS\runtime\VMwareSTS\conf
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5. Use your backup to restore the Certificate server data to the
following directory:

C:\ProgramData\VMware\CIS\data\vmca

6. Restore the KDC data using your backup of these directories:
C:\ProgramData\VMware\CIS\cfg\vmkdecd
C:\ProgramData\MIT\Kerberos5

7. Then, restore the VMware Directory Service (VMdir) database. Now,

stop the service as we did earlier. Go to the VMdir directory with the
following code:

cd C:\ProgramData\VMware\cis\data\vmdird

8. Then, copy the data.mdb and lock.mdb files from the backup folder to the
VMdir directory.

9. Change to the folder that contains vmdir . exe using the following command:

cd C:\Program Files\VMware\Infrastructure\VMware\CIS\vmdird
10. Begin the restore process with the following command:
vmdird.exe -c -m restore

The following screenshot shows the Command Prompt after executing the
preceding command:

[&+] Administrator: Command Prompt

C:“Program Files“\VMware\Infrastructure\VMware:\CIS\vndird>vmdird.exe -c -m restor
e

C:\Program Files\VMware\Infrastructure\VMware\CIS\vmdird>

This will start the vMdir database in restore mode and the process ends when the
restore is completed. Once the restore is completed use the following process to start
the SSO services:

1. After the restore mode process has completed successfully, start the SSO
services on your newly restored vCenter Server in the following order:

°  VMware Directory Service
°  VMware KDC Service

°  VMware Certificate Service

VMware Identity Management Service

VMware Secure Token Service
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The following screenshot shows the VMware Directory Service Properties
(VCENTER-55) window:

Service name:

Display name:

Description:

Startup type:

VMware Directory Service Properties (VCE

General | Log On | Recovery | Dependencies |

W Mware Directory Service

VMware Directory Service

F/Mware Directory Service ;I

Path to executable:
"c:\Program Files'\VMware\Infrastructure W Mware i wmdirdwmdird exe" -

[]

I:'-\.Lrlomatic: ﬂ

Help me configure service startup options.

Start

Stopped

| g | Fause Hesume

from here.

Start parameters:

You can specify the start parameters that apply when you start the service

x|

ok | cancel | g

2. Continue with the installation of vSphere 5.5 to complete the restore of the

vCenter Server.

Summary

In this chapter, we showed you how to recover when something happens to the

vSphere environment. As mentioned in the beginning of this chapter, the first step
to protecting your vCenter is to have a good backup of the important components.
This chapter provided the items and commands needed to perform the backups if

something happens that requires a complete recovery of the vCenter.

Then, if there comes a time when recovery is needed, the chapter explains the

commands needed and the order these commands should be executed in. This
should give the administrator the confidence needed to not only protect the vCenter
server, but the steps to perform a recovery in a timely fashion.
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The next chapter shows the administrator how to use the vCenter Support Assistant
to obtain quicker responses to reported problems. When there are problems in

your environment, you want to get the answers as fast as possible. The chapter also
explores some of the free tools used to support the vSphere environment.

The next chapter will cover the following topics:

* Using the vCenter Support Assistant

* Free VMware vSphere tools
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This chapter will focus on the tools you can use to monitor and troubleshoot your
vSphere environment. The good news is that most of the tools listed in this chapter
are free. The chapter will start with the VMware vCenter Support Assistant, which
is a free solution from VMware that collects data from your environment and can
package information to be submitted with a support request. The next section

will introduce you to VMware Labs Flings. Flings are tools written by VMware
engineers in their spare time and are normally targeted for a specific need. They

are definitely worth looking at. The final section will highlight free tools that have
evolved in the VMware community, along with websites that have some of the most
comprehensive list of free tools that I have come across.

VMware vCenter Support Assistant

The VMware vCenter Support Assistant is used to collect diagnostic data on your
vSphere environment. It is a free tool from VMware and is used to alert you of
problems in your environment so that you can take action before they become
bigger problems.

The Support Assistant performs the following functions:

* Problems discovered by the vCenter Support Assistant will be reported to the
vSphere Client as alarms. It sends proactive alerts along with recommended
fixes. The notifications within vCenter Server will help you become aware of
problems and then accordingly recommend solutions.
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* Allows the transmission of selected support bundles automatically by
configuring the Assistant to collect support bundles selected by you and
then transmits them to VMware Technical Support on a regular basis. The
information will be matched against a list of known problems.

* Provides the configuration of data collection times by allowing you to select
the files, the collection frequency, and then the transmission time. You can
use this to minimize the impact on the performance of your system.

* Sends monthly e-mails that summarize the status of problems, which allows
you to track problems over time.

* Allows the collection of diagnostic information and attaches that information
to support requests. This generates support bundles and then automatically
attaches them to a support request along with other files.

* Gives you the ability to view the existing support requests, which includes
the status of your existing request. You can add comments for the
VMware Technical Support team, view the e-mail exchanges, and also
upload any additional diagnostic data or other information regarding
your support request.

Requirements for the vCenter Support
Assistant

The hardware and networking requirements needed to install the vCenter Support
Assistant are discussed in the upcoming subsections.

Hardware

You can install the vCenter Support Assistant, which is distributed as a virtual
appliance, on systems that meet the minimum hardware requirements. These
requirements are found in Table 2-1 of the Installing and Configuring vCenter Support
Assistant, available at http: //www.vmware . com/pdf /vc-support-assistant-55-
install-config.pdf.

The following image shows the Table 2-1 of the Installing and Configuring vCenter
Support Assistant:
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Number of vCPUs 2
vRAM 2GB
Disk space Minimum 65gh. Disk space is calculated by the equation:

Disk space = 50GB + (number of vCenter servers * 300MB
+ number of ESXihosts) * 50MB

Networking

The networking requirements found in Table 2-2 of Installing and Configuring vCenter
Support Assistant are shown in the following screenshot:

Internal Connections

Machine Connection To Connection Type Port
vSphere Web Client vCenter Support Assistant appliance Local network 8443
connection
vCenter Support Assistant appliance  vCenter Server and ESX/ESXi hosts that Local network
you want to collect support data from connection
External Connections
Machine Connection To Connection Type Port
vCenter Support Assistant appliance  https://vmware.com Internet 443
connection
https://supportassistant.vmware.com/* Internet 443
connection
vcsa.vmware.com/* Internet 443
connection
ftpsite.vmware.com Internet 21
connection
vImware.com Internet 80
connection
ftpsite.umware.fom/" Internet 443
connection
https://phtransfer.vmware.com/* Internet 443
connection
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Installing and configuring the vCenter
Support Assistant

The vCenter Support Assistant is found on the VMware website. A search on the site
will lead you to the download. After the download is complete, use the following
steps to perform the installation.

1. Login to the vSphere Web Client using an administrator account.

2. In the vSphere Web Client, select an inventory object that is the parent object
of a VM (datacenter, folder, cluster, resource pool, or host).

3. Navigate to Actions | Deploy OVF Template.
Browse to the downloaded OVA file and click on Next.
5. Review the OVF details and click on Next.

Deploy OWF Template 7k

1 Source Review details
Werlfythe OVF termplate details

v 1a Select source

2 Product Whware vCenter Support Assistant Appliance
1c Accept EULAS Version 5511

2 Destination ro— tware, Inc
Za Selectname andfalder Fublisher @ “WMware, Inc. (Trusted cerificate)

elb Sl @ TEeeEs Download size 7036 MB

2c Select storage . . 1.5 GB (thin provisioned)
Size on disk .
24 Custarize termplate 254.0 GB (thick provisioned)

Desctiption

3 Readyto complete

Click on Accept after reading the EULA and click on Next.

Accept the name and folder, or type in a name selection, and choose the
folder for deployment.

Choose the datacenter for the deployment and click on Next.

Choose the virtual disk format and VM Storage Policy. Following
information box will give you an explanation of the different virtual disk
format types.
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e Thick Provisioned Lazy Zeroed: This creates a virtual disk
in the default thick format. The space required for the virtual
disk is allocated at the time the virtual disk is created. Any data
remaining on the physical device will not be erased during the
creation, but will be zeroed out at a later time (on demand)
during the first write issued from the VM.
e Thick Provision Eager Zeroed: This is a type of thick virtual
p disk that will support clustering features, such as fault tolerance.
% The space required for the virtual disk will be allocated at the
e . . . . . .
time of creation. The data remaining on the physical device will
be zeroed out during the creation of the virtual disk. The format
time for this option takes much longer than needed for other
types of disk.

*  Thin Provision: This format is used to save storage space. Thin
disk uses only as much datastore space as the disk needs for its
initial operations and will grow as needed to the total disk
space entered.

10. Choose the datastore to store the OVF template in and click on Next.

11. For the setup networks, select the destination network to be used. The
Source column shows the networks defined in the OVF template and the
Destination column shows the target networks. Select the IP protocol and
click on Next.

12. Enter the Networking Properties for the OVF template based on your needs.

Deploy OVF Template 7l M

1 Source Customize template
Customize the deployrment properties of this sofware solution

<

1a Select source

~ 1b Review details © &l properties have valid values Shownexd..  Collapse all...
v 1c Accept EULAS . . "
+ Metworking Propeties 4 seftings

2 Destination . . .
Default Gateway The default gatewsay address for this Wi, Leave blank if DHCP is desired.

23 Selectname and folder

2h Selectaresource
DME The domain name servers for this Y (comma separated). Leave hlank if DHCP is desired.
2 Select storage

2d Setup networks

Metwark 1 IP Address The IP address for this interface. Leave hlankif DHCF is desired

3 Readyto complete
Metwork 1 Metmask The netmask ar prefix for this interface. Leave hlank if DHCP is desired
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13. Verify your settings and select Power on after deployment.
14. Click on Finish to complete the deployment.

After the appliance has completed the install and powered on, you can open
the console window to verify and obtain the IP address of the appliance.

MHuware vCenter Support Assistant Appliance — 5.5.1.1 Build 1929337

To get 3upport Assistant running:
1 - Dpen a brouwser to the installer aty hittp:--192.168.1.33~ @

Z — Follow the insztallation instructio

fLogin Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

15. Open a Web browser and enter the IP address of the appliance, as you can
see in the preceding screenshot.

16. You can log in to the Support Assistant appliance using the default username
root with the default password vmware. You should change this password
after you have logged in.

goﬁ* VMware Support Assistant Appliance

Welcome to VMware vCenter Support Assistant.

User name:
Password:

Lagin
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17. Tick that you understood the privacy terms and conditions, and then click
on Next.

18. The next step is to establish a connection to the lookup service server and
then enter the SSO IP address or FQDN in the Lookup Service Address box.

QOG VMware Support Assistant Appliance

Help | Logoutroot

Instaliation steps: Install vCenter Support Assistant - Step 1 of 2

1. Lookup Service
2.850 Credentials

Enter Lookup Service address (could be partial, only server name or IP).

Access to the lookup service is needed to register vCenter Support Assistant components with
Configuration steps

the system.
* Authorize vCenter
Server Instances Lookup service address: |hr[p5;f,rm-vcenter-m Td44 | @
» Proxy
« Contact Details
Cancel MNext

19. Click on Next to accept the SSOs SSL certificate.

To connect to vCenter Server, the vCenter Single Sign-On credentials are
needed. The Support Assistant has a solution user that is used to retrieve
* support information from vCenter Server. In order to create the Support
& Assistant Single Sign-On solution user, you provide the vCenter Single
Sign-On administrative credentials. This will register the vCenter Single
Sign-On solution user account for the Support Assistant in the vCenter
Single Sign-On.

20. Now, enter the User name and Password (this is the password created
during the setup of vCenter) of the vCenter SSO (which is administratore
vsphere. local in most of the cases).

Installation steps: Install vCenter Support Assistant - Step 2 of 2

1. Lookup Senice

2. 550 Credentials
Configuration steps:

« Authorize vCenter
Server Instances

» Proxy

« Contact Details

Enter vCenter Single Sign-On administrator credentials.
vCenter Support Assistant needs the credentials to create its users and groups. It creates the
following entities:

* A solution user for the application

» vCenter Support Assistant service user group

» vCenter Support Assistant operators user group.

Username:  |istrator @vsphere.local
Cancel Back Finish

[139]




Additional Support Methods and Tools

21.

22.

23.

Now we will configure the Support Assistant to collect information and
receive alerts from selected vCenter Server instances. You will authorize the
Support Assistant so that it can work with the vCenter Server instances for
the following:

[e]

Generating support bundles

Creating and deleting alarms

Triggering alarms

Obtaining licensing information

Querying ESXi network information, like IP addresses

At the Default administrator user name and Default administrator user

password, input the username and password for the vCenter Server
administrator. A dedicated account would be the best practice.

Click on Disable strict certificate checks if you are using self-signed SSL
certificates with your vCenter.

Click on your vCenter and input the administrator username and password
where indicated.

Installation steps:

1. Lookup Service

Configuration steps:

* FProxy
« Contact Details

Configure vCenter Support Assistant - Authorize vCenter Server Instances

2.5580 Credentials Select vCenter Server instances for which you want to receive proactive alerts.

Permissions would be necessary to perform automatic log collection.

« Authorize vCenter Defauit user ahd password for the selected wCenter Server Instahces. You can supply different credentials foreach
Server Instances viCenter Senver.

Default administrator user name:

Default administratar user password:

Disable strict cedificate checks
Assign log collection permissions for the following vCenter Server instances:

- Administrator user name: Administrator pagsword:
) m-veenter-01 kingbroak net P

Finish Mext

24.

Click on Next if you do not need to configure proxy settings.
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If the connection uses a company firewall, you can configure the Support
Assistant to use a proxy to access the Internet. The proxy is disabled by
% default. Enable the Use proxy server checkbox and input the information
g about your proxy settings. Click on Test Connectivity to verify your
connection through the proxy server. And then, click on Next.

25. You can provide an e-mail address to have notifications and reports sent on
behalf of the Support Assistant. This is optional.

After you complete the configuration for vCenter Support Assistant
Appliance, you will see the Configuration section in the Overview tab.
Click on Test connectivity, found under the Miscellaneous section. If all the

information was entered correctly, you will get a result saying Connectivity
is OK.

Change the hostname or the certificate of this appliance under VA Settings.

QQ{} VMware Support Assistant Appliance

Help | Logout root

Welcome to VMware vCenter Support Assistant.

Configuration

Summary Hard Disk Drive Usage
Service: @ Ready QS partition: 3T%
: : St titian: 0%
Loakup service address: https:/i192.168.1.11.7444 arage partition
llookupsernicelsdk
Reinstall | Uninstall Deployment ID

532e99heffGG4cdbal 4fh7eBedareald
Status per vCenter Server Instance

(%) m-vcenter-01 kinghraok.net Enabled Mlscellaneou.s.
Autharize vCenter Server Instances | Refresh Test cannectivity

Connectivity is OK.

Proactive Support
Log gathering & Enabled
Proceed to configure log gathering and collection settings
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The following screenshot shows the information from the Support Assistant
configured in your vCenter server:

vimware: vSphere Web Client & @ T | cruckgsingbrooknet = | Help =
) & VMware vCenler Suppon Assistan
LAl Gelling Started  Moniter | Manage
= Rocess Conbrol
ot Proattve Suppen | Suppor Boguests
Loy Gunerat Disably
Licenses
Log gathnng Enabieq
Reports
« Sadions Dt asd tine settings it
wCeriter Gerver Extersions
w o Sunda
- Support
| swpardsnistant ] o
For & masimum duation of 34:00 hours
D serubbing (Recommandod setings = "0 Bl
dbusaes. O IP sddresses  OF WAC addresses  Of
oI
i Sbrve 0 abled
a
[ meesem kingbeook net
_— L

The data scrubbing option

You can select the type of data to obscure in the log files, such as e-mail
addresses, IP addresses, and MAC addresses. Not sending the data can
affect the content and accuracy of the alerts generated by the vCenter

%%‘ Support Assistant. This omission of data can cause delays in the VMware
Technical Support response time. Choosing to scrub data also presents a
performance impact on the support collection process due to the number
of I/O operations it generates. Make sure you understand and comply
with your company's processes when answering this option.

You can use this page to make any modification to items, such as the date and
time setting for collecting the information, along with the vCenter and/or Host

information.
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ﬁf vCenter Support Assistant - Edit Log Gathering Settings (23

Date and time settings

Entity selection

Start collecting at: 7:00 AW -
Data scrubhing Collectfor a maximum of, 24:00 = hours

Repeat:
Mewver

o) Ewary |3 = weekis)an | Sunday -
Every month on

Every week ofthe manth on

You now have the appliance installed and configured. Review the vCenter Support
Assistant User's Guide for more information on creating support requests, found at
https://www.vmware.com/pdf/vc-support-assistant-55-users-guide.pdf.

VMware Labs Flings

Flings are normally created by VMware engineers who address a specific challenge
and is not a utility that is found in the VMware product. It is possible that some
Flings can be developed into official products. The need is driven when engineering
team is working on a product or project that needs additional information and there
is not a utility to give them what they are looking for. Many developers create these
types of utility solutions and then find them useful on other projects. After the Flings
are made available, the user community can provide feedback and request additional
features to be incorporated into the current version. There have been times when
VMware has queried the user community to submit their ideas for other useful
software tools in the Open Innovation Contest. This gives the VMware technology
teams the opportunity to develop some of the ideas into a VMware Fling.

There is a stern warning for any of the Flings. The website states that Flings are
experimental and should not be run on production systems. Any Fling you plan to
use should be evaluated in a test/ development environment before they are used in
your live environment. There is a lot of community information available regarding
Flings and you should research the Fling you are interested in to make sure there are
no known problems.

The entire Fling inventory can be found at https://labs.vmware.com/flings.

The upcoming sections are a few Flings that can help you with your vSphere
environment.
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The Latency Sensitivity Troubleshooting Tool

This Fling provides scripts along with examples to troubleshoot configuration and
performance problems with the Latency Sensitivity feature in version 5.5 of vSphere.

The VM Resource and Availability Service

This Fling allows you to perform what-if analysis around host failures in your
infrastructure. It allows you to simulate a failure on one or more hosts within a
cluster (in vSphere) to identify:

* The number of VMs that would be safely restarted on different hosts
* The number of VMs that would fail to be restarted

* The number of VMs that would experience performance degradation after
they are restarted on a different host

This will allow you to better plan the placement and configuration of your VM
within the environment to reduce downtime when you experience a host failure.

The 1/O Analyzer

The VMware I/O Analyzer Fling is a framework designed to measure storage
performance within the virtual environment and assist in diagnosing storage
performance issues. It is a virtual appliance and automates the storage performance
analysis through a unified interface. The interface can configure and deploy storage
tests and provides graphical results for the tests.

InventorySnapshot

InventorySnapshot allows a user to back up (snapshot) a selected vCenter inventory
configuration and then reproduce it. The datacenter folders, datacenters, clusters,
resource pools, VApps, hierarchy, roles and permissions, configuration settings, and
custom fields are all included in the snapshot. This means an inventory with a set

of hosts and VMs that is organized into clusters can be reproduced, including the
administrator-defined cluster settings and custom roles.

This can be helpful if you have spent a lot of time creating a vCenter development
environment and you want to move it into production. The Fling snapshots your
developed environment and it can then be deployed to production. The Fling also
comes with the documentation.
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Finding resources to support your VMware
environment

A search for free VMware tools will result in over 17 million results. This involves a
lot of time searching for what you need. The VMware community provides websites
that collect the many of the URLs and aggregates them into portal of sorts.

Here are a few sites that will help you if you are looking for tools (mostly free) to
support your vSphere environment:

* 101 Free Tools for VMware Administrators can be found at http://
wWww.vmwarearena.com/2013/06/101-free-tools-for-vmware-

administrators.html

* A List of FREE VMuware vSphere Tools can be found at http://

kendrickcoleman.com/index.php/Tech-Blog/a-list-of-free-vmware-
vsphere-tools.html

e TechHead VMuware Tools can be found at http://techhead.co/vmware-esx-
tools/

Some of the tools here are for non-vSphere (Horizon View) installs, but there are
more than enough vSphere solutions.

Summary

This chapter gave the information needed to find and select tools you can use to
monitor and troubleshoot your vSphere environment. The first tool was the VMware
vCenter Support Assistant, which is a free solution from VMware. This tool collects
data from your environment and also allows you to package diagnosis information
that can be submitted with a support request. The chapter introduced VMware Labs
Flings in VMuware Labs Flings section and what they are and how they can be used.
The final section provides a few websites that have collected URLs from the Internet
and has created a single site to research and obtain vSphere tools. Most of these tools
are free, which helps with the IT budget.
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The next chapter will cover how to approach problems with a standard method that
helps you discover the cause of many of those problems and allows you to correct
them on your own. The chapter will cover the following:

* How to verify the behavior is not what you want

* Then, isolating the behavior of the problem

* Identifying the factors

* Finally, determining the correct support steps

This will help administrators make sure their problems are identified and corrected
quickly or at least assure them that there is a plan in place to solve the problems and
keep their vSphere environment healthy.
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Any administrator's aim is to keep the vSphere environment in top working

order, but there will be problems that occur from time to time. When this happens,
the administrator needs to have a plan to find the problem, determine the impact

on the environment and quickly come up with a resolution. This chapter will give
guidance on developing a troubleshooting plan, and provide the information needed
to decide on fixing the issue or opening a support ticket with the vendor, or other
support solutions.

Troubleshooting workflow

Troubleshooting an issue should follow a workflow process that allows you to
discover the cause of problems and then help you decide whether you can fix them
on your own, or allow you to gather the information needed by a technical support
team that can give you further assistance.

This chapter will not review all the methodologies or try to choose one that is better,
but will stress the use of a methodology that helps to put a repeatable process
around finding and solving problems in your vSphere environment. This process can
be used for most areas of the IT infrastructure, and can also be used to provide any
technical support services provided by the vendor or other third-party companies
with the information needed to solve the problem.
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The following diagram gives an example of a troubleshooting workflow. A
description of each component of the workflow will be provided in this chapter.

Questionable
Incident is
Discovered
Understand N bl
Incident to Does Inmdeﬁ pCISISI e;m Remlmv:d
Document < Haanj I‘;Iec%?atl\«'e Iso a_;e the unr_e ab‘:
Impact pacts Incident Variables
y Attempt to
Able to Repeat ™. Reproduce and
the Incident Record
% / Variables
Record Relevant
Information
z Submit to
Close and “Can Cause be Found Customer
Document and Corrected
Support

The preceding diagram shows an example of a troubleshooting flow. There are two
types of boxes in the diagram. The diamond-shaped boxes are decisions and ask a
question. The answer will lead the process to another box. Most answers should be
framed with a YES or NO. The square boxes are actions that should be completed in
the flow, and after they are finished you should move to the next box.

This is just an example of the flow the author would use when trying to resolve an
issue in the environment. You can use this as it is or modify it to create a method
that would work for you, or follow an established business practice used by

your company.
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Each of the upcoming sections will have information on each of the boxes in the
preceding diagram. As you read each section, think whether it's a decision point or a
section that requires processing.

A questionable incident is discovered
Questionable incidents can be described as an event that happens where the result is
different from what you expected. This can come from a number of sources.

* Is this a feature you normally do not use, and so maybe you are not familiar

with the results?

* Is the feature named something, but the result does not match the
description?

* Is this a new event or feature that appeared after an upgrade or update?
In any case, you have a situation that needs to be investigated so as to determine

whether the action is working correctly and what is the impact of the event on your
environment. The following screenshot is an example:

G M-DC-01
f m-esx-mlkingbrook.net
& The virtual machine requires hardware features that are unsupported or disabled on the target host, If possible,
use a duster with Enhanced vMotion Compatibility (EVC) enabled; see KB artide 1003212,

CPUID details: incompatibility at level 0x0 register 'ebx’,
Host bits: 0111:0101:0110:1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001

Note that the preceding screenshot contains several steps to find and fix problems in
your environment, and in some cases it might take some time to go through all the
steps. You should make a quick assessment of the discovered event and determine
quickly how severe it is. If this discovery is going to cause problems quickly

or have a far-reaching impact, then you need to open a case with your support
company (VMware or others) right away. In some cases, you might not have the
time to go through a step-by-step workflow and need to get things fixed quickly.

An experienced administrator should know when the problem needs immediate
attention. After you contact the support team/company, you can start to dig into the
issue using the method we outlined earlier.
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Does the incident have a negative impact?

Start your troubleshooting by gathering information to develop a better
understanding of the questionable incident, and also collect pertinent information
about the environment in which the incident occurred. Understand the conditions
that are present while the incident occurred. Is the issue specific to a host, network
component, storage or some other specific area of the environment?

Have you used the feature/option before and are you familiar with its actions? If this
is a new feature to you, is it working in a different way than you would expect? Were
there changes to hardware, or updates to the vSphere software components?

Take your time and verify the problem. This could provide you with clues to the
cause and show that the incident is not a problem after all. This can prevent the
administrator from wasting their time and effort on a "false" problem caused by a
misunderstanding of the issue. There is no reason to accept a report that something is
wrong without taking the time to verify the supposed problem.

1
‘Q The time invested by an administrator up front could save

plenty of time further down the road.

There could be times when an apparent error might not be a real error after all.

* The message might make it appear to be an error when it's actually
a warning

* The design of the event could make it seem like an error, especially if the
results are not what the administrator expects

Therefore, your best first step in troubleshooting is to verify that you really do have
a problem. If available, you should click the context-sensitive Help buttons, wizards
or reference to additional information (Knowledge Base articles) as shown in the
following screenshot:

Gh M-DC-01
B m-esx-mlkingbrook.net

& The virtual machine requires hardware features that are unsupy = ossible,
use a custer with Enhanced vMotion Compatibility (EVC) enabled) see KB article 1003212,

CPUID details: incompatibility at level 0x0 reqister 'ebx’.
Host bits; 0111:0101:0110:1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001
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This could help to determine whether the message just a warning, or whether the
questionable incident is a feature running the way that it should. If you find the
incident is really not a problem, take some time to document what you have found
to prevent spending time on it if it occurs again. Keeping good records of events in
your environment is always time well spent, not only for you, but also for anyone
that could assume responsibility for the environment in the future. After the issue is
documented, consider the item to be closed.

If you find that the incident is truly a problem, there is a good chance it will have a
negative impact on the environment. If not now, then at some point in the future.
At this point, you should have all the information collected regarding the incident
along with all the current conditions mentioned earlier. Now you need to try and
understand the incident to predict its impact on your environment.

Understand the incident to document the
impact

The dilemma you are faced with at this point is how much can you learn about the
incident without negatively impacting your production environment. The more
information you can gather and document on the problem will help put a priority on
the resolution or how quickly you should submit it to technical support team. This
will also allow you to explain why the issue needs to be addressed now or why it can
wait until later. If there is a possibility of lost data or a larger outage, you need the
information to be available to those who need to know. At this point, the evaluation
of the incident relies on your knowledge of the environment. It is quite possible

that the issue presents a low risk of negative impact and you have time to schedule
downtime for correction. Again, knowing your environment, the tolerance for loss of
information, and a close monitoring of your systems while the problem exists, will
all need to be considered.

Most problems have occurred before and, if you have the time, researching solution
tools such as Knowledge Bases can help you understand the problem along with the
possible impact. The more you know about what you are facing, the better decision
you will make about how and when to attack the problem. Also, research will allow
you to determine if you can fix this on your own or need to open a support request.
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Is it possible to isolate the incident?

After you determine that there is a real problem, the next thing to do is try to isolate
the problem by reducing the factors that could be causing it. You want to eliminate
items, one by one, that could be contributing to the unwanted results until you have
a minimum number of factors but are still seeing the error. Do not change too many
variables at once. You can see the behavior stop and will not know which factor was
causing the problem. So you need to determine whether you can isolate the problem
or not.

Remove unrelated variables

For instance, if your problem occurs with the vSphere cluster, is it possible to try the
same thing on a single host? This will eliminate several factors that are associated
with the cluster. If the problem does not occur, then that could point to a problem
within the cluster or cluster configuration. If the problem is still happening when
you connect to the host only, again try to eliminate additional items to narrow the
number of variables involved.

The following screenshot shows that the incident occurs when migrating the virtual
machine from one cluster to the other:

—r
=] ﬁh Crills-HP Select the destination host or duster for this virtual machine migration.
[ m-esx5-01.kingbroak.net
[ m-esx5-02. kingbrook.net

B m-esx5-03.kingbrook.net
T er Operations M i

5 VMware vCenter Support Assi:
=] |ft| CMills-Shuttle

[E] L{ Linthicum
[E] |ﬂ| CMills-HP
[§ m-esxs-01.kingbrook.net
[@ m-esxs-02.kingbrook.net

.03 ki

[ m-esx-m1.kingbrook.net B G CMills-Shuttle

B m-esx-m2kingbrook.net [ [m-esx-m1.kingbrook.net ¢
{3 m-vcenter-01 [ m-esx-m2.kingbroak.net

@ M-Win7wSs-01

Compatibility:

 M-DC-01
[ m-esx-mikingbrock.net
@ The virtual machine requires hardware features that are unsupported or disabled on the target host. Tf possible,
use a duster with Enhanced vMotion Compatibility (EVC) enabled; see KB artide 1003212,

CPUID details: incompatibility at level 0x0 register ‘b’
Host bits: 0111:0101:0110: 1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001

The incident is not seen when migrating the virtual machine to a host in the same
cluster. This allows focus on the other cluster or the hosts within the cluster to
determine what is causing the issue.
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B ﬁ CHills-HP Select the destination host or duster for this virtual machine migration,
[} m-esx5-01.kingbrook.net

[ m-esx5-02.kingbrook.net
[0 m-esx5-03.kingbrook.net

P " ter Qg erations M)
{3 [m-DC-01

=
5 WMware vCenter Support Assis = Mo-UL DT O Ok-
B [ CMills-Shutte y to Complete [F] [m-esx5-03.kingbrook.net
[ m-esx-mikingbrock.net = ks T T
[0 m-esx-m2.kingbrook.net [ m-esx-mikingbrook.net

(g3 m-veenter-01 [ m-esx-m2.kingbrock.net
& M-win7ws-01

[E] Ll Linthicum
B [ CMills-HP
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The other areas that you should look to narrow you variables would be:

* Networking

* Storage

* Virtual machines

* Physical host (moving the VM to another host)

* Physical host equipment

* Time configurations

* Active Directory - DNS settings
While you use the elimination process, be sure to document what you have done.
This will help if there are many factors and you don't want to lose your place in the
process. The information you collect can be used if you decide to submit a request.

Also, this can help in reproducing the incident as discussed in the upcoming section.
All this will educate you on your environment and can be useful in the future.

After you have taken the time to eliminate variables and have got to the point that
you still have the problem and the information documented, you should verify your
work and move to the next step of repeating the incident.

Are you able to repeat the incident?

Determine that you are able to reproduce the error after you have removed variables
and recorded what you have done. This process might happen several times while
different variables are being tested.
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The following screenshot shows the incident with one of the virtual machines:

& M-DC-01
m-esx-m2.kingbrook.net

© The virtual machine requires hardware features that are unsupported or disabled on the target host. If possible,
use a duster with Enhanced vMotion Compatibility (EVC) enabled; see KB artide 1003212,

CPUID details: incompatibility at level 0x0 register "ebx’.
Host bits: 0111:0101:0110:1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001

The following screenshot shows that the error can be repeated with another
virtual machine:

51 m-mirage-01 ¢
R

[E] m-esx-m1.kingbrook.net

O The virtual machine requires hardware features that are unsupported or disabled on the target host. If possible,
use a duster with Enhanced vMotion Compatibility (EVC) enabled; see KB artide 1003212,

CPUID details: incompatibility at level 0x0 register "ebx’.
Host bits: 0111:0101:0110:1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001

Attempt to reproduce and record variables

Use all the information you have collected about the unwanted incident, and as
mentioned several times, document the information collected. At this point, you are
running through your different options and you records are informal. After you have
completed the testing and feel confident about reproducing the incident, move to the
next section.

The following screenshot shows the select VM and the resulting incident when you
attempt to migrate to another host found in the other cluster:
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The following screenshot shows the same VM and a migration attempt to a host in a

different cluster:
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Ready to Complete
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Compatibility:

Validation succeeded
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Now, the following screenshot shows the same incident on a different host in the
other cluster. This shows that the incident can be reproduced, yet there are variables
that can produce a different result, as discovered in the second screenshot we

saw earlier.

[E] LQJ CMills-HP B J.__l Linthicum
@ m-esx5-01.king ] j,h CMills-HP
E m-esx5-02.kingl =] j,h CMills-Shuttie

m-ssx-mikin
[ [m-esx-m2.kingbrook.net

[ m-esxs-03.king
@ 3 vMware vCente:
s [M-DC-01

{3 m-mirage-01

{3 VMware vCentel
B LQJ CMills-Shuttle

@ m-esx-m1.kingby

[H m-esx-m2.kinghy

{fs m-vcenter-01

&5 M-win7ws-01

Compatibility:

-

& M-DC-01
[§ m-esx-m2.kingbrook.net
@ The virtual machine requires hardware features that are unsupported or disabled on the target host. If possible,
use a duster with Enhanced vMotion Compatibility (EVC) enabled; see KB artide 1003212,

CPUID details: incompatibiity at level Ox0 register 'ebx’.
Host bits: 0111:0101:0110:1110:0110:0101:0100:0111
Required: 0110:1000:0111:0100:0111:0101:0100:0001

Your attempt in this process is to prove that the incident can be repeated, but there
are factors that can change the outcome.

Record relevant information

This should be the formal record of your work. The recorded information helps you
in understanding your environment, provides information if you need to submit the
problem, and allows others to solve the same problem faster, if it happens again.

Can the cause be found and corrected?

You have spent a great deal of time investigating the questionable event that has
invaded your environment. You have researched the issue to make sure it's not just
a feature or function that you do not understand. You have read to make sure it's not
a new feature or an option you never used before. You made sure to check whether
it is an issue around a poorly named feature that has a misleading label. After you
determined it was a problem, you started to eliminate variables to try and narrow
down the cause. You spent time documenting your options to be sure you explored
all the possible scenarios. Now that we have completed all of that, there are two
more questions, "Do I know and understand the cause?" and "Can I fix this myself?".
The answer to this decision box will decide your next step.
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Submitting the problem to the customer
support team

If the answer is no to both of the questions in the preceding section, then you need
to open a support ticket with your vendor. All the work you did to research this
problem and all the documentation you produced will be extremely helpful when
you submit the problem. You will follow the process developed by the vendor to
open a case with them. You should have an option to include additional information
with the submission. If not, hold on to your valuable information until the vendor
contacts you. The process will be different for each vendor, but each should provide
a method for tracking the status of your problem.

Close and document

If you have answered yes to the question regarding cause and fixing, then you

need to plan your next steps. You should complete the fix according to the business
processes of your company. The process should not be disruptive and might need to
be scheduled during nonproduction time.

The following information should be used as a guide only as it may not fit your
business process. Here are some things to consider:

* Have a plan to fix the problem.

* Make sure you can prove that the problem is resolved.

* Plan testing to make sure you don't create a new problem by fixing the
original one.

* Have a rollback plan, if possible.

* Continue to document your process as you go through your plan. The
original plan might not work or requires modifications.

* Have a consultant or some other method of support on call.

* Give yourself enough time to complete the work without being rushed.

* Allow time for testing.
After all is completed, make sure your documentation is up to date and monitor your
environment to make sure there are no other problems. While these type of issues
are what administrators worry about, it is a great opportunity to learn about your

environment. Spending the time to research and document will pay off in the
long run.
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Summary

This chapter provides information on an approach you can use when you discover
an incident in your environment that produces results you did not expect. The
purpose of this chapter is to provide a troubleshooting workflow that anyone can
adapt for their environment. Collecting information, testing, and documenting your
steps will help you with the following;:

* To determine whether the incident is normal and whether any further action
is needed

* To help determine that it is a problem and then find the cause, create a plan,
and correct the problem

* To determine that there is a problem and a support ticket should be
opened along with all the documented information available to assist in the
resolution

Trouble in the environment is going to happen and it's important to quickly
understand the impact and make decisions to begin the resolution process. This
chapter gives you a framework to develop problem solving workflow. Use the
information in this chapter and modify it to your business process, to help fix
problems and keep you vSphere healthy.
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