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Preface

Microsoft Dynamics AX 2009 is an advanced Enterprise Resource Planning system,
essentially a comprehensive business management solution, designed for midsize
and large organizations. Dynamics AX provides a centralized source for business
data and enables you to consolidate and standardize your business processes,
helping to improve productivity and provide visibility across your organization, for
a variety of business needs.

This book will enable you to successfully set up and configure Dynamics AX 2009
into your business with clear, practical, step-by-step demonstrations. You will learn
how to plan and implement Dynamics AX 2009 efficiently, how to manage the
Enterprise Portal, Role Centers, Kerberos Authentication, Workflow, Application
Integration Framework (AIF), and much more.

This practical tutorial shows you how to set up and configure Dynamics AX 2009
into your business and then how to improve and maintain its performance. Each
chapter of the book explores the different aspects of administrating and configuring
Dynamics AX 2009 to fit any company's needs.

The book begins by introducing you to the important process of planning and
implementing Dynamics AX 2009, providing the basic components to get you started
with your Dynamics AX environment.

It then deep dives into the installation of the multi-component server of Dynamics
AX and how to get it up and running efficiently, specifically the Base Server
Components, Enterprise Portal, Role Centers, Kerberos Authentication, Workflow,
and the Application Integration Framework (AIF).

Other content includes the actual usage of Microsoft Dynamics AX 2009, the
process of importing data into your Dynamics AX 2009 instance, common user
administration functions, and Alerts and Notifications.
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Finally, the book will consider how to enhance your Dynamics AX environment
after it has been installed and it is being utilized from tuning your system to work
more efficiently to backing up and maintaining Dynamics AX to make sure you
are prepared for worst-case scenarios, enabling you to keep Dynamics AX 2009
functioning at its best.

By following the clear and practical steps found in the book, you will successfully
master how to administer and configure Dynamics AX 2009 into your company.

Who this book is for

If you are a network administrator or IT personnel charged with setting up and
configuring Dynamics AX 2009 into your company, then this book is for you. A
basic knowledge of Dynamics AX 2009 and general Windows Server Administration
is required and familiarity with maintaining a SQL Server database server.
Additionally, if you are a VAR tasked with implementing Dynamics AX into
companies, then this book will provide you with a good overview and detail of the
whole Dynamics AX 2009 system.

What this book covers

Chapter 1, System Planning and Hardware Sizing will help you understand the current
hardware, software, and network infrastructure in which you will be implementing
Microsoft Dynamics AX.

Chapter 2, Setup and Configuration of the Base Server Components will help you fully
understand the base Dynamics AX 2009 components and their features to get your
Dynamics AX environment up and running effectively.

Chapter 3, Setup and Configuration of the Enterprise Portal will show you how to
implement the Enterprise Portal, a web-based solution to access data from Dynamics
AX and perform many functions such as Purchase Requisitions, Sales Orders,
Customer lookups, CRM, and much more!

Chapter 4, Setup and Configuration of the Role Centers will teach you how to set up and
configure the business intelligence and advanced reporting capabilities of your data
by using the Role Centers in Dynamics AX.

Chapter 5, Setting Up Kerberos Authentication will enhance the security of multiple
services by ensuring that the Kerberos Authentication protocol is implemented into
your Dynamics AX environment.

[2]
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Chapter 6, Setup and Configuration of the Workflow talks about the process of setting
up and configuring workflow to fit the needs of a company that requires various
workflow capabilities.

Chapter 7, Setup and Configuration of Application Integration Framework looks at how to
use the Application Integration Framework to exchange data either synchronously or
asynchronously between one system and another.

Chapter 8, Data Migration helps you to manage, migrate, and convert your data in
Dynamics AX.

Chapter 9, Security and User Administration looks at how to get a hold of the common
user administration functions that are built into Dynamics AX, including setting up
domains, importing users, permissions, profiles, company accounts, and much more!

Chapter 10, Alerts and Notifications shows you how to make critical, on-time business
decisions by fully understanding the Alerts and Notifications features that notify you
when specific criteria has been met with your data.

Chapter 11, Tuning Your Setup explains how to tweak and enhance Dynamics AX and
its components for optimal performance.

Chapter 12, Backup and Maintenance teaches you how to maintain the data integrity of
Dynamics AX data and develop backup and recovery processes.

Appendix A, contains additional topics on Dynamics AX administration and
configuration.

Appendix B, contains additional settings, configuration options, and troubleshooting
techniques.

What you need for this book

The following are the minimum requirements:
OS: Windows Server 2003 (2008 preferred)

Database: SQL Server 2005 (2008 Preferred) plus: Analysis Services, Reporting
Services and Integration Services

Other: Visual Studio 2008, .NET 2.0, latest .NET 3.x version, and latest Internet
Explorer 8.x

SharePoint: WSS 3.0 or SharePoint 2007
Dynamics AX 200-9 with SP1

[3]
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

New terms and important words are shown in bold. Words that you see on the screen,
in menus or dialog boxes for example, appear in the text like this: "The View history
form and Windows Event Log will assist in determining the source of any errors ".

[ % Warnings or important notes appear in a box like this.

[ Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacka@packtpub. com,
and mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us
a note in the SUGGEST A TITLE form on www.packtpub.com or
e-mail suggestepacktpub. com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub .com/authors.

[4]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code for this book

M You can download the example code files for all Packt books you have
Q purchased from your account at http: //www.PacktPub. com. If you
purchased this book elsewhere, you can visit http: //www.PacktPub.
com/support and register to have the files e-mailed directly to you.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrightepacktpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub. comif you are having a problem with
any aspect of the book, and we will do our best to address it.

[5]
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System Planning and
Hardware Sizing

Before you plan your Dynamics AX implementation, it is vital that you understand
the current hardware, network, and software infrastructure in which you will

be implementing Microsoft Dynamics AX. It is also equally important to gather
information about a company's business requirements, functions, and departments
that will be utilizing Dynamics AX 2009. At times, there may be a need to implement
new hardware, network, or software resources to fulfill the needs and requirements
of Dynamics AX. Therefore, gathering as much information as possible on
hardware, network, and software is essential to the success of the functionality and
performance of Dynamics AX.

In this chapter, we will cover:

e Typical phases of a Dynamics AX implementation

e How to create a robust environment in which Dynamics AX 2009 can be
installed and utilized

e How to size hardware, networking, and software resources that will support
the Dynamics AX 2009 system

Phases of a Dynamics AX implementation

In order for Dynamics AX to function at its best, hardware and network
infrastructure has a large effect on the level of performance a company will
experience. Luckily, there are requirements to ensure that Dynamics AX will
function at its best. You can also expand on these requirements to provide even
better performance. For example, you can certainly expand and implement a better
infrastructure (scaling out) that supports more network bandwidth or implement
more data capacity or processing power as well (scaling up).
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The requirements of the network and hardware are determined by the number of
concurrent users and transactions as well as the other services whose demands will
take up network resources alongside Dynamics AX.

Since Dynamics AX is a modular server system, requirements are also based on which
of these systems will need to be utilized and to what degree. For example, for the
Enterprise Portal, you will need to decide if it will be accessible using an Intranet on a
Local Area Network (LAN) or using the Internet on a Wide Area Network (WAN).

In this case, your hardware, software, and even network requirements will have

to compensate to handle the bandwidth, security, and load. Another example

may be that your implementation may be running many batch jobs in which they
handle large sums of data. For that reason, you may consider implementing extra
Application Object Servers (AOS) to compensate for the batch loads and demands.

You may also want to be prepared for emergency scenarios or for compensating
additional demands that occur from company expansions.

Microsoft Dynamics Sure Step implementation methodology (http://www.
microsoft.com/dynamics/support/implementation/success. aspx) is an
excellent collection of guidelines for successful implementations, especially for
Dynamics AX. The following table is adapted from the Sure Step methodology and
provides an overview of processes during an implementation:

Modeling phase

Phase Tasks during phase

Diagnostics e Evaluate a customer's business processes and infrastructure
e Prepare a proposal
Analysis e Analyze the current business model
e Produce a gap/fit analysis
e  Create the requirements documentation
Design e Create documents:
°  Feature design
°  Data migration design
¢ Test criteria

°  Technical design

[8]
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Chapter 1

Development, testing, and training

Phase Tasks during phase

Development e  Set up the production environment
o  Configure the system
e Migrate data
e Test the system
e Train the end-users
o  Bring the system live

Production (Go live)

Phase Tasks during phase

Deployment and Operation e Resolve pending issues

e Finalize the user documentation and knowledge
transfer

e Conduct a post-mortem of the project
e Provide on-going support

These are on-going activities that continue after
the project is closed and throughout any future
involvement with the client

Planning phase

Phase Tasks during phase

Optimization e Analyze the system to determine how it can be
optimized for best performance based on the
customer's needs

e  Perform the optimization
e Carry out testing

The purpose of this phase is to help the customer optimize the
benefit they get from the business solution.

Upgrade e Review the customer's business processes
e Align the business processes with new functionality

e Put the systems in place to support the upgrade

[o]
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Delegation phase

Before beginning a Dynamics AX implementation, it is important that roles

are determined and delegated. This ensures a steady process throughout the
implementation and lessens the possibility of any bottlenecks occurring. The following
table shows a theoretical sequence of the initial phase of an implementation:

Sequence Responsible Action item Description

or Priority party
(Company,
Implementer,
or Both)

1 Both Choose required Specific licenses will need to
features that a be purchased to enable certain
company will need functions in Dynamics AX to
to perform business be useable. Also, third party
functions. modules may need to be utilized.

2 Company Gather current Review installed software such
network, hardware, as operating systems, hardware
and software such as processing speed,
capabilities. available RAM and HDD space.

Also review current bandwidth
capacity and current network
load.

3 Implementer Gather user, usage, Number of total users in the
and topology company, number of concurrent
requirements. users, and number of transactions
Estimate projected per minute. Topology
growth rate. requirements, such as Intranet or

Extranet (VPN).

4 Company Install any new Examples of modifications at this
hardware, software phase are to set up the Windows
and/or configure Domain Controller to support
the network to fit the ~ Kerberos authentication.
previously mentioned
requirements.

5 Company Set up user accounts.  Create users that will need to

have specific privileges from
the implementation company to
perform installation, setup, and
the configuration of Microsoft
Dynamics AX 2009.

[10]
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Sequence Responsible Action item Description
or Priority party
(Company,
Implementer,
or Both)
6 Implementer Create Specific directories for Dynamics
implementation AX configuration files, user
directories. documentation, installation

and utilities, or any other
miscellaneous yet relevant files
for the implementation.

7 Implementer Install required Install required software that the
software for Dynamics AX 2009 installation
Dynamics AX 2009. program needs in order to

install and run base and server
components. For example,
Internet Information Services (IIS)
and Windows SharePoint Services
will need to be installed and set
up for the Enterprise Portal to be

installed.
8 Implementer Create and set In conjunction with the previous
up development step, there should be a server
environment. dedicated to development. The

development environment will
contain everything that the
production environment has;
however, the base and server
components can run on the same
system. Sometimes, the test
environment can also reside on
the development server.

9 Implementer Create and set up Similar to the previously
test and staging mentioned; however, these
environment. environments will resemble the

production more so. Typically,
the staging environment is
practically identical to the
production environment.

10 Implementer Create and set The production environment
up production should be considered an "island"
environment. from the other environments and

should be treated as sacred.

11 Implementer Import users. Import company users into
required environments.

[11]
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A well-coordinated team with specific tasks is an integral part of a successful
implementation. Without such a team, unforeseen failures and setbacks may occur.
Each role is required due to the responsibilities incurred during an implementation
lifecycle. The following roles will need to be occupied by qualified professionals:

A Project Manager is a person who will oversee the implementation process.
Such an individual may encompass some skill sets of each preceding role.
Ultimately, the job of the project manager is to orchestrate each individual
during the process of an implementation and also communicate with the
business to create functional and technical requirements.

An Architecture specialist is one who can determine methods to balance
performance and scalability with manageability, interoperability, security,
and maintainability.

A Developer is responsible for tailoring Dynamics AX 2009 to a company's
specific needs by providing custom development and integration.

A Tester is an individual with functional knowledge of developed
modifications and functionality of Dynamics AX.

The role of a Trainer can be fulfilled by a Tester who will be in charge
of specifically training individuals on how to use the systems for
business functions.

A System Administrator would typically already be working at a position

in the company that requires familiarity with network topology and server
hardware. The primary goal of this individual, especially during the
implementation phase, would be to monitor and ensure that all resources are
operating sufficiently, enabling them to provide optimal performance and
meet service level agreements.

At times, responsibilities fluctuate, consolidate, and deviate
R from the initial roles. The previously mentioned list provides
5 mere guidelines to understand the typical responsibilities
Q required for an implementation. Keep in mind, the larger
the implementation, the greater the responsibilities, as the

number of roles required will increase proportionally.

Setting up an environment for Dynamics AX 2009 follows similar guidelines to
other Microsoft infrastructure methodologies. A list of possible implementation
methodologies are as follows:

Infrastructure Planning and Design (IPD)
Windows Server System Reference Architecture (WSSRA)

[12]
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e Infrastructure Optimization Model

e  Microsoft Operations Framework

Hardware planning

Having hardware performing at its best is crucial for the performance of Dynamics
AX 2009. Therefore, planning hardware setup and infrastructure is essential to the
overall implementation and post implementation of Dynamics AX. There is a level
of performance that is proportional to the level of utilization. The goals of achieving
performance requirements are to minimize response time, maximize throughput,
and balance resource utilization and workload. This is also a function of capacity
management, which is the process of planning, analyzing, sizing, and optimizing
capacity to fulfill demands in the least timely and lowest cost approach. The
following table is a list of items that need to be collected and quantified in order to
create an optimal Dynamics AX 2009 environment:

Requirement Description

Number of companies Some implementations may contain one or more
companies.

Number of users Maximum number of concurrent users as well as

company size. Keep in mind that the number of
concurrent users will increase as a company grows.

Number of departments It is important to know the number of departments
present within a company. In Dynamics AX,
departments can be partitioned into a company
account. It is also important to determine the
following:

e Department requirements

e  Department business processes

e Number of department personnel

e Permission requirements and restrictions

Number of transactions Determine the number of transactions that are
occurring during on and off peak hours. Resources
need to be leveraged to handle the loads. Keep in
mind that different times during the year may also put
variable strain on the system.

e Note: One purchase order with 50 line items is
considered as 50 plus the order itself, number
of transactions.

[13]
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Requirement

Description

Required features

External user access

Internal user access

Estimated growth rate

Will ED], business analysis, web, or mobile access be
required? These are just a few examples of features
you must consider.

Consider that, when users access role centers, behind
the scenes, they will be accessing SQL Server Analysis
Services. Depending on your data and role centers,
these can be intensive calculations and may require
extra processing power to compensate.

Another scenario would be an EDI scenario. If part of
your information is being received from an outside
vendor and orders are also being created to another
outside vendor, consider that there may be a need for
a specialized setup to efficiently work with the two
endpoints.

Determine whether users will be accessing Dynamics
AX using the Internet or extranet. What features,
permissions, and resources do these users require?
What are the peak and off-peak hours for users, as well
as the number of transactions within those periods?

Similar to External user access, however for the
intranet.

To determine this, take the current growth rate in the
last two to five years and distribute it over the next
several years. The following mathematical formula can
be used to calculate the rate:

pp={Vewm Vo) )0
VPE:IJ‘

For example, if "Carvalho Company" had 50
employees five years ago and now has 200, the
calculation would be as follows:

(200 - 50)/50 = 3 * 100 = 300%

Therefore, one should determine the potential of
another 300 percent growth rate since the company
had grown 300 percent in the past five years. Besides,
with all the money the company would be saving by
implementing Dynamics AX, they could focus more
on strategy and hire more employees!
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Requirement Description

Availability (uptime) Although the availability of an ERP system should be
100 percent throughout the day and year, you must
determine the appropriate uptime requirements. For
example, there are times for regular maintenance and
upgrades where systems must be brought offline.

Number of sites Many companies have various locations. Although
Dynamics AX does not need to be implemented in
each location, it is certainly the goal.

Based on the information here, you should now have a better idea about completing
a company's requirements. For example, depending on the number of users,
clustering or load balancing may be necessary for the AOS.

Virtualization

Microsoft Dynamics AX can function in a virtualized environment and does not
require any specific setup since virtual environments, by nature, simulate a physical
environment. Therefore, in many cases, your company will benefit greatly by
deploying Dynamics AX 2009 on a virtualized infrastructure. There are many added
benefits if you choose to follow this route such as cost, speed of client deployment,
and modifying resources in real-time, to name a few. There are many vendors that
provide virtualization solutions, including Microsoft. Price, features, and ease of
use all play a role in deciding which solution is better. Consult the virtual solution
vendor for more detailed information on server virtualization products.

" When choosing a virtualization solution, consider the
impact on the Dynamics AX 2009 support agreement.
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Database sizing

Database sizing is potentially the most critical step in performance for a Dynamics
AX 2009 implementation. Each database server has its own specifications for
hardware. However, the general ideas are the same. We will primarily be focusing
on Microsoft SQL Server. The following table contains resources that are useful
references when setting up a database for Dynamics AX:

Description URL

Microsoft SQL Server http://msdn.microsoft.com/en-us/library/
TechNet site bb545450.aspx

Microsoft SQL Server SQL Server 2008: http://technet .microsoft.com/en—

2008 and Microsoft SQL.  us/library/bb418439 (SQL.10) .aspx
Server 2008 R2 Books

Online SQL Server 2008 R2: http://technet . .microsoft.com/
en-us/library/bb418432 (SQL.10) .aspx

Microsoft SQL Server http://www.microsoft.com/technet/prodtechnol/

Storage Top 10 Best sgl/bestpractice/storage-top-10.mspx

Practices

Data Warehousing Best http://technet.microsoft.com/en-us/library/
Practices in SQL Server cc719165 (v=SQL.100) .aspx

Scaling Up Your Data http://technet.microsoft.com/en-us/library/
Warehouse with SQL cc719182 (v=SQL.100) .aspx

Server

SQL Server Database http://technet.microsoft.com/en-us/library/
requirements bb500469.aspx

Microsoft Dynamics AX http://blogs.msdn.com/axperf/
Performance Team Blog archive/2008/03/10/welcome—-database-
configuration—-checklist-part-1.aspx

Microsoft Dynamics AX http://www.microsoft.com/downloads/details.

2009 Planning Database aspx?displaylang=en&FamilyID=ab4cd401-b366—
Configuration 4clc-9a73-88c945ae8191

As with any company, the level of database space, redundancy, and efficiency is
dependent on the number of transactions that the database will have to handle.
Therefore, the larger the business, the more is the need for a robust and redundant
data store. These constraints will also be important when determining the best
database configuration.

As far as the hardware configuration for a database goes, there are many robust
options available such as RAID and SAN storage. The database server may contain
all the business data and SharePoint content data as well as run SQL Analysis
Services for business intelligence. If using RAID, the configuration should be RAID
0+1 (01) or RAID 1+0 (10), in case of the unlikely event of data loss or corruption.
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It is certainly possible to have all the databases for the development and test
environments on such a server. However, the production environment should have
its own database server. For example, a multiple processor core system with 8 GB
to 16 GB of RAM per database with at least 2 TB of storage. Additionally, backups
should occur as needed, otherwise, they should occur daily during off-peak hours.

For minimum database server requirements, please refer to the following table:

oS CPU Single Core  Dual RAM HDD (GB) Network
speed CPUs Core (GB) (GB)
(GHz) CPUs

Windows 2.00+ 2+ 1+ 8-16 500 or more 1

Server or on RAID

2008/2008 more configuration

R2 Enterprise

Edition (x64)

These are manual requirements. Since computer hardware evolves
% exponentially, these recommendations may not be the best
approach for hardware setup as time goes by.

Additionally, the larger the enterprise, the greater the need to have a SAN storage
system. The following table outlines a possible hardware setup scenario:

Storage Technology Number of disks Number of Total

solution for SQL Server disks for SQL number of
and Tempdb Server log disks

Direct Attached  SCSI 12-16 (RAID-10) 2 (RAID-1) 14-18

Storage (DAS)

Storage Area Fiber/SCSI 12-16 (RAID-10) 2 (RAID-1) 14-18

Network (SAN)

Storage Area Fiber/Fiber  12-16 (RAID-10) 2 (RAID-1) 14-18

Network (SAN)

Storage Area Fiber/SCSI 16-20 (RAID-10) 2 (RAID-1) 18-22
Network (SAN)
Storage Area Fiber/Fiber 16-20 (RAID-10) 2 (RAID-1) 18-22
Network (SAN)
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" SAN setup and configuration may be different among vendors. Therefore,
please consult your SAN vendor for more detailed information.

Application Object Server requirements

The Application Object Server (AOS) is essentially the "heart" of Dynamics AX. This
is where all the business logic, application objects, and operations are handled. Due
to this, it is no surprise how important it is to make sure that the AOS operates as
best as it can. Performance resources allocated to one or more AOSs must be done
as follows: depending on the number of concurrent users, you may be required to
implement multiple AOSs.

In order to successfully determine how many AOSs are required, the basic rule

of thumb is that there should be one AOS for every 60 concurrent users (based on

the recommended configuration). Therefore, if your company has 120 concurrent
users, you would need to implement two AOSs and load balance them both. You

can load balance either using hardware or software. Dynamics AX already includes
the feature of clustering multiple AOSs. Clustering may be a more cost-effective
approach to load balancing, yet may not be as powerful as hardware-based solutions.
A company will need to leverage the two based on performance and cost.

Application file server requirements

The Application file server will hold all the application files, which contain

all the application code, modules, and customizations for Dynamics AX. The
server should have sufficient space to hold this information. Typically, for one
environment, the application file folder with base modules takes about 7 GB of
space. However, for backups and additional possible maintenance tasks, 100 GB is
recommended. Network bandwidth, disk performance, and fault tolerance (RAID
configuration) are the emphasis for this server. The server will not be performing
any business calculations; however, it will be serving the AOS server application
data. In a clustered or load balanced environment, the application file folder, for
an environment, will be a network share. However, the shared folder cannot be set
up as a Distributed File System (DFS). Although it's not required to backup the
application files unless the codebase is modified, backups of the application file
folder should occur daily during off-peak hours to ensure an easy restore plan.

The following table describes a recommended configuration for a typical
Application file server:

[18]
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OS CPU Single Core Dual RAM (GB)  Storage Network
speed  CPUs Core (GB)
(GHz) CPUs

Windows  2.00+ 2 1 4-6 (without Two 100 1

Server SQL Server) GBHDD

2008/2008 with RAID

R2 configuration

Enterprise

Edition

(x64)

Web server requirements

A web server will serve Enterprise Portal content, Reporting Services reports,
Application Integration Framework (AIF) web services, or Workflow. Depending

on the number of concurrent users or available resources, a single web server can
contain more than one Dynamics AX extended server component or a dedicated web
server may be required for each extended server component. It is important to assess
the requirements for accessing such services. Available network bandwidth, security,
response time, and processor speed are the emphasis for a web server. This server
will connect to the AOS server and serve as a frontend access to Dynamics AX instead
of using the rich client. The following table describes the minimal requirements for a
typical web server used for Dynamics AX extended server components:

0OS CPU Single Dual Core RAM Storage Network
speed  Core CPUs (GB) (GB)
(GHz) CPUs

Windows 2.00+ 2 1 4-6 100 GB 1

Server

2008/2008R2

Enterprise

Edition (x64)
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Network planning

There is a minimum requirement in order for Dynamics AX 2009 to function. That

is, a data rate of no less than 100 Megabits per second (Mbps) between the client to
the AOS and the AOS to the database. There must also be latency of no more than 5
milliseconds between the client to the AOS and the AOS to the database, as shown in
the following table:

Requirement Client to AOS AOS to database
Bandwidth 100 Mbps 100 Mbps
Latency 5ms 5ms

The information here should fit the current majority of megabit Ethernet network
infrastructure; however, it is recommended to have a more current gigabit
Ethernet infrastructure.

Domain Controller setup

Dynamics AX will integrate seamlessly with Active Directory. However, in order
for this to work properly, appropriate steps must be completed. You will need to
consider the following domain requirements when installing Dynamics AX:

e Computers running Microsoft Dynamics AX components must have access to
other computers in the same Active Directory domain, with Active Directory
configured in native mode.

e In the recommended production configuration, since Microsoft Dynamics
AX extended server components, such as the Enterprise Portal, Role Centers,
and Reporting Extensions are installed on separate servers, Kerberos
authentication is the required method of authentication. Otherwise, the Role
Center web parts will fail to load.

e More information on setting up Kerberos authentication will be detailed in
Chapter 5, Setting Up Kerberos Authentication.

e Itis recommended that current users in an organization are partitioned
into logical groups. This will be very helpful when importing users into
Dynamics AX, and assigning group permissions and setting up alerts.
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Software planning

Dynamics AX is a flexible ERP system, so there are certain features and modules
that a company may need while others may not. It is important to determine what
functions a company will require prior to performing any hardware or network
sizing. One cannot possibly make an accurate estimate as to determine what will be
required. For example, a company may require the usage of the Dynamics AX .NET
Business Connector to integrate with other systems; therefore, a license will have

to be acquired for the business connector. Having said that, the first steps will be

to determine which functions and features a company will require. Afterwards, it
will be easier to determine the server, hardware, and network resources to support
the modules. Currently, there are three editions of pre-selected Dynamics AX 2009
licensing options:

1. Business Essentials

2. Advanced Management

3. Advanced Management Enterprise

A Microsoft Certified Partner would be able to assist you in choosing the appropriate
software license.

Dynamics AX components will only work in a Windows environment. You can run
Dynamics AX server components on either Windows Server 2003 with Service Pack
2, Windows Server 2008, or Windows Server 2008 R2. Both 32-bit and 64-bit versions
are supported; however, we will be using a 64-bit version because 64-bit computing
provides greater processing and memory addressing gains. Simply put, you can
access and process larger sets of data in equal or greater speed than a

32-bit system.

The .NET Business Connector can be installed on either a 32-bit or 64-bit system.
The Dynamics AX client, which is a 32-bit application, can be installed on Windows
XP Service Pack 2, all Windows Vista versions with Service Pack 1, all Windows 7
versions, and Windows Server 2003 or 2008 systems.

[ % Microsoft Dynamics AX 2009 does not support the Itanium platform. ]
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Database software

Dynamics AX 2009 can use either Microsoft SQL Server 2005 with Service Pack 2
(Standard or Enterprise editions), Microsoft SQL Server 2008 (Standard or Enterprise
edition), or Oracle Database Server 10g R2 (Enterprise or Standard Windows
versions only) for a database. Online Analytical Processing (OLAP) is not supported
by the Oracle Database Server. Each database server provides its own strengths and
weaknesses. For example, your organization may decide to opt for SQL Server 2005
because of its maturity level or opt for SQL Server 2008 for many new and unique
features. For the purpose of this book, we will cover the setup and configuration on
SQL Server 2008 and 2008 R2.

Software integration

It may be part of an implementation to integrate Dynamics AX with other systems
such as Microsoft Project Server, BizTalk, Web service, or any other application or
service. It should be noted that specific requirements will need to be established.
Depending on the implementation of these integration points, you may have to
include the load and usage into determining the level of usage of Dynamics AX.

Single server topology

A single server topology is when all Dynamics AX extended and base server
components are installed on a single server. This can also be considered as a
development or demo environment. A single server topology consists of all the
server base and extended components on the same system. This topology should
never be used for a production environment.

Small-scale topology

A small-scale server topology is when related components are on a single server
because they share the same resources. For example, Dynamics AX extended server
components that use Internet Information Services (IIS), such as the Enterprise
Portal, Reporting Extensions, Workflow, or the AIF. In such a configuration,
Kerberos authentication is not required. Although a small-scale topology may be
quicker and easier to implement, it lacks scalability, availability, or the best possible
performance. For an example diagram of a small-scale topology implementation,
refer to: http://1i.technet. .microsoft.com/Dd309710.Small_scale_
deployment (en-US,AX.50) .gif.
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Large-scale topology

In a large-scale topology implementation, base server components, such as the AOS,
database, and Application file server exist in their own server. The AOS and database
can be clustered to increase scalability, resources, and availability. However, the
Enterprise Portal can exist in an IIS cluster along with Workflow, AIF, and Reporting
Extensions. A large-scale topology is based on a small-scale topology except it is far
more scalable, reliable, and provides a greater performance capacity. This would
require more time to implement and Kerberos authentication is required. However,
the benefits include the best possible availability and scalability, as well as failover
precautions and load balancing for optimal user and transaction performance. For
an example diagram of a large-scale topology implementation refer to: http://i.
technet.microsoft.com/Dd309717.Large-scale_deployment_topology (en—
US,AX.50) .gif.

Large-scale distribution topology

In a large-scale distributed topology implementation, each base and extended
server component has its own dedicated server, which may or may not be clustered.
A large-scale distributed topology is almost identical to the large-scale topology.
However, this topology configuration provides scalability, availability, greater
performance capacity, and fault tolerance. For an example diagram of a large-scale
topology implementation, refer to: http://i.technet.microsoft.com/Dd309620.
Large_scale_distributed_deployment (en-US,AX.50) .gif.

Intranet and extranet topologies

Typically, most companies only access their ERP system using an intranet
configuration. However, it may be required that Dynamics AX will need to be
accessible outside of a company's intranet using an extranet connection. Such an
example is connecting to a company's network through a remote Virtual Private
Network (VPN) connection. This shows a possible scenario where users may want
to connect to Dynamics AX resources remotely. Extra considerations will need to

be made to incorporate mobile devices since, these devices are usually provided by
third party vendors. Typically, mobile devices can access Dynamics AX resources in
both topologies.
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Permission requirements

Each component for Dynamics AX requires specific permissions. Most of these
permissions are administrator level permissions. However, to make sure you audit
your permissions carefully, the following table gives a list of the components and
required installation rights:

Component

Permissions required to install

Application Object Server
(AOS)

Microsoft SQL Server database

Application files
Client

Role Centers and Enterprise
Portal framework

Workflow

Analysis extensions
Reporting extensions
Reporting tools

Enterprise Portal developer
tools

Synchronization service

Synchronization proxy

AIF Web services
BizTalk adapter
NET Business Connector

Developer installation

Member of the securityadmin role on Microsoft SQL
Server database.

Member of the dbcreator role on SQL Server database.

(Specific permissions will need to be set for Oracle.)
Administrator
Administrator

Administrator

Member of the Administrators group in Microsoft
Dynamics AX.

Administrator
Administrator
Administrator

Administrator

Administrator

Member of the dbowner database role on the SQL
Server database for Microsoft Project server, and an
administrator on the computer that is running Office
Project Server.

Administrator
Administrator
Administrator

Member of the dbcreator role on the SQL Server
database.
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. During an implementation of Dynamics AX, remote access to the
network will be required for outside development and testing tasks.
% For security reasons, it is recommended that you use a secured VPN to
provide remote access to an internal company network.

Miscellaneous implementation tasks

During an implementation, there will be specific documents, configuration files,
applications, and other miscellaneous files that will be required for a Dynamics AX
2009 implementation. This file store should be in an easily accessible location for
people involved in an implementation. Such files can be stored on a SharePoint site
or on a network drive. The following screenshot contains a sample file structure:

4 . Dynamics AX 2009
4 | AX Config Files
|. Development
\. Production
|, Stage
. Test
. Backup
, DataImport
4 | Install Files
. Modules
4 |, User Documents

.. Finance

This screenshot only represents an example sample file structure, but depending
on your specific implementation, more directories may be required. However,
the AX Config Files folder is very important as this will be the file to access
Dynamics AX 2009.
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Before creating your environments, you will need to determine what to name your
environments. Your environment names should contain enough information to
know the version and instance. The following table contains sample names for the
Ingnomics example company:

Environment Name

Development AX2009_INGNOMICS_DEV
Test AX2009_INGNOMICS_TEST
Staging AX2009_INGNOMICS_STAGE
Training AX2009_INGNOMICS_TRAIN
Production AX2009_INGNOMICS_PROD

Summary

In this chapter, we discussed the processes that you will need to follow in order to
prepare your environment for implementing Dynamics AX 2009. Having a properly
orchestrated preparation saves many unnecessary issues and potential setbacks that
can be easily eliminated if the configuration and setup is done properly from

the beginning.

In the next chapter, we will go through the setup and configuration of the Dynamics
AX 2009 base server components and the running of the Dynamics AX AOS.
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the Base Server Components

The setup and configuration of the base server components will essentially create
a functioning Dynamics AX system without Business Intelligence, Workflow, or
the Enterprise Portal. Once you have installed and configured the base server
components you can access the Application Object Server (AOS) using the
Dynamics AX client.

This chapter focuses on implementing Dynamics AX on a server platform. Although
the installation program provides a lot of self-governance, when it comes to
installing each component, it does not do everything. At times, you will have to
perform some manual tasks to get the components working the way you intend them
to work. In this chapter, we will not just cover the basic installation of the base server
components from the beginning to the end but also advanced procedures that cover
just about any scenario sequentially. Although many components can be installed at
the same time, which speeds up the installation process, it is far better to avoid this
approach as you have less control over the integrity of the installation.

In this chapter, we will specifically cover:

¢ Installing the Dynamics AX database

¢ Installing the Dynamics AX Application files directory
e Installing the Application Object Server (AOS)

¢ Installing the Dynamics AX Client

e Completing the Dynamics AX Initialization checklist
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Installing the Dynamics AX database

The very first component that must be installed is the Dynamics AX database server
component. The database server component is a SQL database that will store all

the Dynamics AX data for quick retrieval. To install and set up the database server
component, perform the following steps:

1. Run the Microsoft Dynamics AX Setup installation program and select
your language:

Al Microsoft Dynamics AY Setup ||

Select the language that you want bo view Setup in.

ar. I Cancel |

2. After clicking on the OK button, you will now be in the Dynamics AX
installation wizard. With all the defaults set, click on the Next button until
you arrive at the Add or modify components screen:

AlMicrosoft Dynamics AX Setup !E[ E

Add or modify components

‘You can add or modify components that have already been installed. If only one instance of a component can be “
installed, the check box will be unavailable. F

Base For a Microzoft Dynamics A5 spstem, we recommend that you
[ Database [Microsoft SOL Server] inztall components in the following sequence to minimize

[ Application files configuration changes:

™ Application Object Server [A05) 1 Diatabase server

[ Client 2. Application files
Required 3. Application Object Server
r 2 4. Client

Role Centers and Enterprise Portal
= tark o

[~ Reporting sstensions
™ Analysis extensions
Development
I Debugger
r Enterprise Portal developer tools
r Reporting tools

Integration
= NET Business Cornectar

™ AIF Web sewvices

™ BizTalk adapter

r Synchranization praxy [Praject Server 2007)
r Synchranization service [Praject Server 2007)

Help | < Back Mext = Cancel
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You can either create a database automatically using the installation
wizard or manually. If creating a database manually, ensure that the
appropriate permissions are set, as described in the following steps.

3. To start creating a database using the wizard, check the Database (Microsoft
SQL Server) option in the Base section of the wizard and then click on the

Next button.

4. The next screen Database: Create new SQL Server database, will enable you
to perform the actual creation of the new SQL Server database. Although it's
not required to have Dynamics AX working, you should name your database
with the same name you intend to use for your AOS instance. In this instance,
since we are creating a development environment, the database name will be
AX2009_INGNOMICS_DEVO0L. It is best practice to have the same name for
the database, Application Object Server, and Application file directory. It is also
best practice to name the database as <AXVersion><Company>_<Instance> or

<AXVersion>_<Company>_<Instance>.

RS
Database: Create new SQL Server database
Enter information for the new database. "

Enter the name of a computer running a SQL Server. To enter a database instance, use the format
ComputerName\InstanceName.

Server name: JAX2009-5QL2008R2 =l

To create a database, you must be logged on with an account that is a member of the dbcreator server role on the
SQL Server instance.

Database name: JAX2009_INGNOMICS_DEVO1

o | <pok [ mext> | cance |
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5. The final screen indicates whether the installation was performed
successfully. The color of the box on the right side of the component installed
can be green, orange, or red. Green indicates that the installation was
successful, orange indicates that there was a warning, yet the component was
installed, and red indicates that there was a fatal error and the component
did not install at all. If there is either a warning or error, check the Open the
log file when Setup closes option and click on the Finish button to view the
reasons for the warning and errors:

Al Microsoft Dynamics AX Setup i = |EI|5|
y - Gl Sctup was completed successfully
Component Status
W Database Installed
™ open the log file when Setup doses
Back I Finish I Cancel

Manually installing and setting up the
Dynamics AX database

Manually installing and setting up the Dynamics AX database is preferred when
there is a desire to understand the permissions and setup involved. For example, in
instances where demo data is copied or when you copy an existing Dynamics AX
database from one server to another, it is likely that the permissions may be set up
differently. In this case, understanding what permissions need to be set on which
object will prevent lots of unnecessary issues. From now on, understanding how
the Dynamics AX database is set up is not only useful but essential as well. Once
understood, you will be able to create the Dynamics AX database more quickly.
This procedure covers the process of manually creating and installing the database
in Microsoft SQL Server 2008 or 2008 R2. To do this, you will need to perform the
following steps:
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As an administrator, access SQL Server using SQL Server Management

Studio and log in to the server that you want the database to reside in.

In the database engine, create a new database by right clicking on the

Databases folder and then clicking on New Database....

*:g Microsoft SQL Server Management Studio

File Edit View Debug Tools Window Community Help

PO NewQuery | [y |0y ¢y B [k | H S ﬂi

=10l

~ Object Explorer Details |

comect- W a TED |@om 2 v E S| s

=l | b (local) (SOL Server 10,50.1500 - ¢

| fiacal) (501 Server 10,50. 1600 - CORP\Administrator) \Patabases

=lo-tatc New Database. .. |

[ Securi

| Policy Health State

| Recovery Model Compatibility |

[l Server
3 Replicat
[ Managg
[ saL se

ases
pshots
IOMICS_DEVO1

Attach...
Restore Database...
Restore Files and Filegroups...

[T B
Start PowerShell e

Reports »

Refresh

4

Simple 90
Full 100
Simple 100

\d  Databases
5 Items

Ready

3.

In the New Database window, provide the appropriate Database name and

location on the disk to store the database. Once complete, click on the OK

button to create the database.

1o/ ]
Database name: IAXZDD‘J_ING NOMICS_DEVD1
Owner: |<dafauh> |
¥ | Use fulltest indesxing
Database files:
Logical Name | File Type | Filegroup | ntial Size (MB} | Autogrowth
AX2003_INGNOMICS_DEVD1 Rows .. = PRIMARY : By 1 MB, unre
A2009_INGNOMICS_DEVD_log | Log Mot Applicabls 1 By 10 percent
Comnecton =
Server:
{local)
Connection:
CORPAdministrator
3¢ Miew connection properties
Ready i j
Add | Bemove |
==
4
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4.

& Microsoft SQL Server Management Studio o ] S|
File Edit View Debug Tools Window Commurity Help

D nevoery |0 | BB GG S ES R

Once you have specified the name you want for your database, you can click
on the OK button in the New Database wizard to create the database you
specified. The database will now appear below the Databases folder, (you
may need to refresh).

Object Explorer Details | > X
Comnect~ @3 &2 m T [2] 55 @OE ST E S sk %
& | focal) (SQL Server 10.50.1600 - CORP || gy (e serer 10,50, 1600 - CORP\Administrator) atabases\AX2008_INGNGMICS_DEV1
= [ Databases
[ System Databases Name [ Policy Health State
[ Database Snapshots [J Database Diagrams
AX2002_TNG EVD 3 Tables
|J| ReportServer 3 views
| 1] ReportServerTempDB 3 synonyms
[ Security 3 programmahility
3 Server Ohjects [ Service Broker
[ Replication [ Storage
[ Management Ea Security
[ SQL Server Agent
IJ AX2000_INGNOMICS_DEVD1 ﬂ
8 Ttems
Policy Health State: 0
d oo fe 2l

Ready

5.

Now that you have created the database manually, you will need to set the
permissions manually as well. First, the service account name that will be
running the AOS must be added as a valid SQL login. Expand the Dynamics
AX database and right-click on the Security folder and click on New |
User....

E RE=IET
Ele Edit Wew Debug Tools Window Community Help
dlenouey [ (B ER HID 1S H 3§ o
Object Explorer Details | - X

Comnect~ &3 &2 m ¥ 3] B @O Z T E S| search -

B | (ocal) (5QL Server 10.50.1600 - CORP'

il {local) (5QL Server 10,50, 1600 - CORP\Administrator)\Databases\AX2009_IMGNOMICS_DEVO 1\Security
[= 3 Databases

[ System Databases Name. | Policy Health State
[ Database Snapshots 3 Users
= L-J AX2009_INGNOMICS DEVO1 |1 Roles

[ Database Diagrams [ Schemas

Tables [ Asymmetric Keys

Views [ Certificates

[d Synonyms 3 Symmetric Keys

[ Programmability (3 Database Audit Specifications
[l Service Broker
[ Storage

=
|}l Reportse New 3 || User...
|1l Reportse
o Database Role...
[ Security Reports 13
- Application Role. ..
H Server Objed| Refresh
[ Replication Schema...
[ Management
[% SQL Server Agent Database Audit Spedification. ..
4 Security
7 Ttems
4| | i

Ready
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6. Inthe Database User - New window, provide the AOS service account
name in the User name and Login name fields and assign the login to
db_datareader, db_datawriter, and db_ddladmin in the Database
role membership section.

@ Databaseuser-New =1o1x|
Selecta page E 5 Script ~ ) Hep
%4 Securables -
" Extended Properties User name: |CORP\DAXService
& Login name: [corP\DAXService =
" Cetfficate rame: |
€ Keyname: I
€ Without logn
Default schema: | _I
Schemas owned by this user:
Owned Schemas =

I~ | db_accessadmin
l_ db_backupoperator
[~ db_datareader

[~ db_datawriter

[~ db_ddladmin
r
0

db_denydatareader

do_derycowter =l
Server: Database role membership:

(ocal) B NSThas a
Connection: i

CORP\Administrator [ ‘db_accessadmin

db_backupoperator
db_datareader

33 View connection properties

Rezdy di:;;:lauydél;;aa&a
db_denydatawriter ;I

If the NT AUTHORITY\NetworkService or LocalSerivce account
> are the AOS service accounts, then the account login should follow
@ the format <AOSServers>$, where <AOSServers is the server that
the AOS is running on. For example, AX2009-A0S$ would be a valid
account login to add to the database.
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7. Next we need to assign the permissions on two stored procedures. To do this,
go to the Securables page.

P patabase User - New

_iolx
edﬂﬁ'\i L8 Senpt + | Help
4 General
15 ropemes SRR |CDF{F\DAXServ|ce
| Schema | Mame | Type | |
: Earrﬂ.s%ions. LColumn Pemizsions.. |
Server: Seinis
local) Permission | Grantor | Grant | With Grant | Deny |
Connection:
CORP“Administrator
%7 View connection properties
Ready
Cancel
[ a2
8. Click on the Search.. button, and the Add Objects window will be displayed.
Ensure that the Specific objects... radio button is marked and click on
the OK button.
94, Add Objects : x|
What objects do you wish to add?
¥ Specfic objects...
™ All objects of the types...
™ Al ohiects belonging to the schema:
Schema name: Idb_acu:essadmin j
0K | Cacel | Hep |
A

9. The Select Objects window will open, click on the Object Types... button to
search for specific object types.
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EErrEEE—— i
Select these object types:
Object Types... |
Enter the object names to select (examples):
Check Names |
Browse. . |
oK | cancer | Hep |
i

10. The Select Object Types window will open, mark Stored procedures and
then click on the OK button. This will filter our search to only include stored

procedures in the database.

4, Select Object Types E

Select the types of objects to find:

x|

J
i

in

E L] o ()

Databases
Tables

Views

Inline functions

Secalar functions
Table-valued functions
Agaregate functions

| [ o N R E |

Application roles
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11. Now that we are back in the Select Objects window, click on the Browse...
button to view the list of stored procedures in the database.

4, Select Objects x|

Select these object types:

Stored procedures Object Types... |

Enter the object names to select (examples):

Checl Names |

| Browse .. I

12. In the Browse for Objects window that pops up, mark the
CREATESERVERSESSIONS and CREATEUSERSESSIONS stored
procedures in order to modify permissions. When complete, click on the

OK button.
1’« Browse for Objects ll
1355 objects were found matching the types you selected.
Matching objects:
| | MName | Type |i|

T [E | [dbo] [axshowrecidfaults] Stored proced. ..
W [E | [dbo] [CREATEUSERSESSIONS] Stored proced. ..
|| [dbo] [MaintainShipCamierRole] Stored proced. ..
|| [sys].[sp_Active Directary_Ohbi] Stored proced. ..
T [E | [sysl[sp_ActiveDirectory_SCP] Stored proced... j

ok | cacs | Hep |

A

13. Verify that the Select Objects window has the two stored procedures listed,
then click on the OK button to add the Securables.
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x|
Select these object types:
Stored procedures Object Types... |
Enter the object names to select (examples):
[dbo] [CREATESERVERSESSIONS]: [dbo]. Check Names |
[CREATEUSERSESSIONS]
ok |  Cawe | Hep |
A

14. The Securables page will now have the two stored procedures listed. Grant
Execute permissions to the account on both of the stored procedures. When
complete, click on the OK button to finalize the permission settings on the
Dynamics AX database for the account.

[ i
: 5 Seript - |} Help
General
Securables A XServi
% Bxtended Properties drm T ICDHF\D L
| Mame | Type | |
CREATEUSERSESSIONS Stored procedure _2{
= Pemizsions for dbo CREATESERVERSESSIONS: Lalurnm Permizsions. .. |
Conmecius Sl :
Explicit
Server:
focal) Pemission | Grantor | Grant | with Grant | Deny |
Connection: pller g r r
CORP\Administrator Contral dbo - O
J View connection properties Execute dbo L] Ll
Take ownership dbo ] (]
View definition dbo [} |
Ready
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Installing the Dynamics AX
Application files

The Dynamics AX AOS requires the Application files server component because

that is where all the application code, label files, and system files are stored. The best
practice is to install the Application file server on a dedicated server. When setting
up multiple Dynamics AX environments, such as a development, test, or training
system, each environment should have its own Application file folder. However,
when setting up a clustered or load-balanced environment, essentially the same
environment with multiple AOSs, all of them will share a single Application file
folder. The following steps outline the process of installing the Application files base
server component:

1. Run the Dynamics AX setup. In the Add or modify components screen,
mark the Application files in the Base component and click on the

Next button.
A} Microsoft Dynamics AX Setup 5 |EI|5|
Add or modify components
You can add or modify components that have already been installed. If only one instance of & component can be ‘
installed, the check bax will be unavailable,
(2 Overview
r osoft SOL Server) The application files for Microsoft Dynamics & contain core
iIrd 3 functionality and customizations for the system.
- Application Object Server (A05) The files must be accessible to all computers running Application
™ Cliert Dbject Server [A05] instances.
Required )
™ RolC dE Portal \Allows access to the directary only to the domain account or
L AT SR e e Metwork Service accourt associated with each A0S instance and

= orkflow ta Microsoft Diynamics A% administrators.
= Reporting extensions
r Analysiz extensions
Development
N Debugger
r Entermrise Portal developer taols
r Reporting toal:

Integration
= NET Busiriess Conrector

= AIF Wb services

[~ BieTak adapter

W Synchronization pragy (Project Server 2007)
r Synchronization service (Project Server 2007

Help | < Back I Mext = I Cancel |

2. Inthe next window of the wizard, specify the appropriate folder to install the
Application files. Verify that the location is appropriate for your setup and
then click on the Next button.
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Al Microsoft Dynamics AX Setup

=10l x|
Install files

Select the file location for Microsoft Dynamics AX, y “

Setup has detected that you are installing on a 64-bit operating system. You must specify locations for both 64-bit and
32-bit versions of components.

File location for 64-hit versions of components:

Browse...

File location for 32-bit versions of components:

|C:'\Prog|an1 Files (86)\Microsoft Dynamics AXM\50 Browse. .. |

Help < Back I Mext > I Cancel |

3. The next step is to specify the Application Instance Name. This name will
also be used as the name for the Application Instance's Application file

folder. The database, Application Object Server instance, and Application file
folder need to have the same name.

A Microsoft Dynamics AX Setup

(ol
Application files: Set an instance name
Provide a name for this instance of the application files. y “

You can install more than one instance of the application files.

Application Instance Name:
IAXQDDB_INGNOMICS_DEVD‘I

Path to instance specific Application falder:
IC:\F‘mgrarn Filez"\Microsoft Dynamics AX\S0NApplication \ ApplAX2009_INGNOMICS_DEVO1

Help

< Back I Mext > I Cancel
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4. Click on the Next button and finally complete the wizard to create the
Application file folder by clicking on Finish.

4} Microsoft Dynamics AX Setup | [ Ellll

Setup was completed successfully

Component Status
W Application files Installed

| Open the lag file when Setup daoses

= Back

Cane|

Now that the Application files have been installed, the next step is to create a
network share of the Application file folder, so that the AOS server can access the
Application files. Furthermore, this is also necessary to have in place when setting up
multiple AOSs in a load-balanced or clustered setup as they will all access the same
Application file directory. The following steps describe this process:

1. Go to the top level folder in which the Dynamics AX Application files
were installed.
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. Microsoft Dynamics AX 3

‘ebv| . = Local Disk (C:) ~ Program Files = Microsoft Dynamics AX =

=] RecentPlaces

) Libraries
3 Documents
J? Music
(=] Pictures

B videos

,"_i= Computer
&2, Local Disk (C:)
%% DVD Drive (D:) Dynam

?‘ Network
50 Date modified: 8/9/2010 2:09 AM
l File folder

Organize ¥ 5 Open Indudeinlibrary v  Sharewith v  New folder = - O @l
S Favorites MName ~ Date modified | Type | Size | |
Bl Desktop
# Dowrloads Common 8/3/2010 4:56 PM File folder

Right-click on the 50 folder and go to Share with | Advanced sharing....

x|

u 50 Properties

"General Sharing ISemrrty' Previous Versions I Cuacmizel

r— Metwork File and Folder Sharing

50
l Not Shared

MNetwork Path:
Nat Shared

Share... |

~ Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

oK Cancel Aoply
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3. Inthe 50 Properties form, click on the Advanced Sharing... button to assign
sharing permissions.

]

—Settings
Share mame:
&l
Add | Remove |
Limit the number of simultaneous users to; I 3:
COmments;
Eetmissions | Caching |

oK I Cancel | Apply, |

4. In the Advanced Sharing window, mark the Share this folder checkbox to
enable the sharing Settings section. Then, click on the Permissions button to
assign permissions to this share.

Settings

Share name:

E]
Add Femoie

Limit the number of simultaneous users to: I 15777‘-3:

Comments:

Permissions | Caching |

QK I Cancel | Apply |

5. We will now need to add a user. Click on the Add... button to add a user.
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0 permssionsforso T

Share Pemissions I

GI’OLID Qr User names:

Add I Remove |
Pemissions for Everyone Allow Dery
Full Cantral a a
Change a a
Read a

Leam about access cortrol and pemissions

ok | cancat | oy |

6. The Select Users, Computers, Service Accounts, or Groups window
will open.

Select Users, Computers, Service Accounts, or Groups'

Select this object type:
IUsers, Groups, or Builtin security principals Obiject Types...

From this location:

2l
Icorp ingnomics .com Locations... |

Erterthe object names to select (examples):

ﬂd\ranced...l ok | caned |

Select this object type:

IUsers. Groups, or Built4n security principals Object Types...

From this location:

Icorp.ingnon'tics.c:om Locations...

Erter the object names to select (examples):
CORP\DAXService Check Names

Advanced. . | oK Cancel |
P
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_ If the AOS service account is NT Authority\
NetworkService or LocalService, then provide the
% <AOsServers$ instead. For example, if the AOS server is
AX2009-A0S, provide AX2009-AO0S$ as the account name.

8. Now that the AOS service account has been added, assign Full Control
permission access to the folder so that the AOS service can modify the
directory. Click on the OK button to save the changes.

X
SmPanisdonsI
Group or user names:

2 Dynamics AX AOS Service Account (daxservice @corp.ingn..
2 Everyone

Pemissions for Dynamics AX
AQS Service Account

Allow

Full Cortrol M
o]

o]

Read

9. Now we are back in the Advanced Sharing window. Click on the OK button.

Advanced Sharing 3 .’g

Add Remove

Limit the number of simultaneous users to: 16777~

C

emssions | Gachng_ |

e
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10. Now we are back in the 50 Properties window. Click on the Close button to
complete the sharing and permission setup.

5I

"General Sharing |Semn’ry| Previous Versions | Custorm'zel

r— Network File and Folder Sharing
50
l Shared

MNetwork Path:
Whoc200%-a0s"50

Share. . |

r— Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharng options.

| 16’ Advanced Sharing... I

Close | Cancel | Spply |

11. Now that the folder has been shared, we need to ensure that the permission
has been set to the root folder, subfolders, and files. To do this, right-click on
the 50 folder and go to Properties.

i

General |Sha:ing | Secun’ryl Previous Versions I Custorm'zel

| 2

Type: File folder

Location: C:\Program Files"\Microsoft Dynamics AX
Size: 12.3 GB (13.275.960.682 bytes)

Size on disk:  12.3GB (13.276,987.392 bytes)
Contains: 524 Files, 14 Folders

Created: Yesterday, August 12, 2010, 11:06:03 PM

Attributes: [¥ ‘Read-only {Only applies to files in folderk

[" Hidden Advanced... |
Close I Carizel | Apply |
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12. In the Properties window, click on the Security tab.

]

" General | Sharing  Security | Previous Versions I Customizel
Object name:  C:\Program Files"Microsoft Dynamics AX\50

QI'OIJD Or user names:

&2, CREATOR OWNER

52 SYSTEM

}"3‘ Administratars {CORP\Administrators)

ﬂ
82 |leare (CNRPAI lears) =
L | »

To change pemissions, click Edi.

Permissions for CREATOR
OWNER Allow Deny

Full control =3
Modify

Read & execute

List folder contents

Read

Write hd

For special permissions or advanced settings., Ad o |
click Advanced. e

Leam about access control and permissions

Close | Cancel | Spply |

13. In the Security tab, click on the Edit... button to modify the permissions.

i

Security |

Chiect name:  C:\Program Files'\Microsoft Dynamics AX\50

52 SYSTEM
:"Q_aAdministlators (CORP\Administrators)
52, Users (CORP\Users)

‘3?‘ TrustedInstaller

Pemissions for CREATOR

OWNER Alow
Full control O
Modify O
Fead & execute O
List folder contents O
Read O

Leam sbout sccess control and permissions

ok | Canced | sy |
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14. Click on the Add... button to add permissions to the Dynamics AX AOS
service. Add the AOS service and click on the OK button.

Select Users, Computers, Service Accounts, or Groups

Select this object type:

IUsers, Groups, or Builtin security principals

From this location:

Icorp.ingnomics.com

Enter the object names to select (examples):

CORP\DAXService|

Advanced. .. |

l Permissions for 50 i
Security |
CObject name:

Group or user names:

C:\Program Files'\Microsoft Dynamics AX\50

x|

82 CREATOR OWNER
42, SYSTEM
53_5 Administrators ({CORP \Administrators)

82, Users (CORPUsers)
52, Trustedinstaller

t Dyniamics AX AOS Service Account {daxservice @corp ingn...

Pemissions for Cynamics AX

ADS Service Account Alow Deny
Full control O o &
Modify O a
Read & execute O
List folder contents o =
Read O =
Leam about access control and pemissions
OK | Camcel | ooy |

15. In the 50 Properties window, assign Full Control to the Dynamics AX AOS
Service Account and click on OK to apply and save the modifications.
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Installing the Application Object
Server (AOS)

Now that the database and application files base server components have been
installed and configured, the next step is to install and configure the AOS. First we
will start by creating a single AOS and then progress into a more sophisticated setup
and arrangement of multiple AOS servers either for a clustered or load balancing
environment. The following steps describe this process:

1. Run the Dynamics AX setup program. In the Add or modify components
screen, mark the Application Object Server (AOS) and click on the Next
button to start the installation of the Dynamics AX AOS. A message may
pop up notifying you that you don't have a Windows Firewall /Internet
Connection Sharing (ICS) setup, you can override this message and
continue with the installation process by clicking on the Yes button.

Al Microsoft Dynamics AX Setup = ||:||1|

Add or modify components “

‘fou can add or modify components that have already been installed. IF only one inskance of a component can be
installed, the check box will be unavailable,

Base
[T Database [Microsaft SAL Server)
[ Application files

v Application Object Server [(A05]
™ Client

Fequired
" Role Centers and Enterprise Partal
= sarkfiow
r Freparting extensions
[ Analysiz extensions

Development
B [rebugger
& Enterprise Partal developer toals
r Feporting tools

Integration
= HET Eusitiess Conmector

7 AIF ek services

[ BizTalk adapter

= Synchronization prosy [Project Server 2007
= Synchronization service [Froject Server 2007

Overview
The Application Object Server [A05) Windows service controlz

communications among Microsoft Dynamics A% clients, databases,

and applications.

The Server Configuration utility iz installed with the AQS.

Help |

Cancel

< Back

On the Select database type screen, you will be prompted to select the
appropriate type of database that the AOS will be connected to, as shown
in the following screenshot. There are specific calls and routines that the
AOS must utilize for SQL Server and Oracle. After selecting the appropriate
database brand, click on the Next button to progress to the next step:
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Al Microsoft Dynamics AX Setup = |EI|5|
Select database type
Microsoft Dynamics &% musk connect to an existing database server before Setup can continue, y “

Select the type of databaze server that Microzoft Dynamics 25 will use.

" Dracle database server

Help | < Back. I Iext = I Cancel |

On the AOS: Connect to a SQL Server Database screen of the AOS
installation wizard, you can select the appropriate SQL server hostname and
instance as well as the database we created earlier, as shown in the following
screenshot. Upon selecting the appropriate SQL Server, the installation
program may select the database with a matching AOS name. However, if
the name is different, select the correct one. When complete, click on the Next
button to progress to the next step:

4 picrosoft ynamics Axsetwp R

AOS: Connect to a SQL Server Database
Configure AOS to connect to the database that you created for Microsoft Dynamics AX. y “

To set an ADS instance to connect to a SQL Server database, you must be logged on with an account that is a
member of the Security Administrators role for that database.

Server name: AX2009-5QL2008R2 j

Database name:

Help | < Back I Mext = I Cancel
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4.

In this section of the AOS installation wizard, you will need to specify the
folder in which you installed the Application file directories, as shown in the
following screenshot. If your application files are in a separate folder than the
server in which you are installing your AOS, you must specify the Network
Share directory. When you have set the correct directory, proceed by clicking
on the Next > button:

A4 Microsoft Dynamics AX Setup il =1olx]

AOS: Locate the application files
The application files for Microsoft Dynamics AX are stored on this computer or on & network. y “

Erter the location and instance name of the application files, which you noted when you set up this instance of the
application files.

Application file location:

[V AX2008-AD5\50] Browse... |

Application instance name:

| AX2009_INGNOMICS_DEVOT =

File location for this instance:
|\\ﬁX2m&AOS\5D\AppIicatioanl\AXZDDﬁ_lNGNOMICS_DE‘u"m

Help | % Back I MNext = I Cancel |

Once you have specified your application files directory, the next step is to
set the appropriate port for the AOS to listen and communicate through.
The initial and default port is 2712. However, if you already have an AOS
installed on that port, the wizard will automatically detect that and select
the next available port by incrementing up by 1. In this example, we already
have an AOS instance installed on port 2712; therefore, the wizard has
automatically set the port to 2713, as shown in the following screenshot.
When you have completed this step, click on the Next button to

proceed forward:
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A4 Microsoft Dynamics AX Setup B I ][4 |
AOS: Create an instance
Enter a name for this AQS instance, and configure additional settings. y “

*You can run more than one Application Cbject Server (A0S) instance. f a Windows Firewall is being used . Setup wil
open the ports you specify for ADS instances.

Instance Name:

TCP/IP port (optional):
{2713

" Patticipate in emor reporting
For all ADS instances on this computer, automatically send information about fatal emors to Microsoft

Help | < Back I Mext = I Cancel I

Next, we will provide the account that will run the AOS service. It is
recommended to use a dedicated account. You can create an AOS account on
your Active Directory domain controller. It must have permissions to access
the SQL Server database, as described in the Manually installing and setting up
the Dynamics AX Database section and permissions to access the Application
files folder, as described in the Installing the Dynamics AX Application files
section, found earlier in this chapter. The Network Service account is an
acceptable option for the AOS service account. However, it is recommended
that you use a dedicated domain account to run the AOS service. Once you
have specified the AOS service account, click on the Next button and then
click on the Install button to complete the installation of the AOS:

4 Microsoft Dynamics AX Setup ) ] ] |
AOS: Select an account
Select the account that the AOS service will run as. y “

An AQS instance can be associated with the Network Service account or with a domain account.

If you choose a domain account, we recommend that you use a domain account that is not associated with a
specific user and does not expire.

Select the account that the AOS service will run as.
" Use NT AUTHORITYANETWORK SERVICE

¢ Use the following account

Domain‘wuser name: ICORF‘\DAXSen-'ice
Password: Ioooooooo..|
Help | < Back I Mext = I Cancel

[51]


http:///

Setup and Configuration of the Base Server Components

7.

R=TE]

File  Acton Yiew Help

Once the AOS installation wizard is complete and there are no errors, we
will need to confirm that the AOS service has been created. The AOS service
should have started if you have marked the option to start the AOS service
after the install completes option. We will then need to open the Windows
Services program by going to Start | Administrative Tools | Services. Your
AQOS service name will follow the following format: Dynamics AX Object
Server 5. 0$<A0S NUMBER>-<AOS NAME>, where <A0S NUMBER> is the number
of the AOS created, relative to the sequence it was created in and <A0S NAME>
is the name for the AOS that was provided during the install.

Dynamics AX Object Server 5.0501- _llame _+ | Desarption | Status 4|

AX2009_INGROMICS_DEVO1 L Cryptographic Services Provides fo... Started
“5:DCOM Server Process Launcher The DCOM...  Started

Stop the service Desctop Window Manager Session Manager FrovidesD... Started

Restart the service 3
4 DHCP Client Regsierse... Started

£ Diagrostc Folcy Service TheDagna... Started

Descrption: tic Ser Host TheD:
Exeates zpplcation logic 2nd manages L 0.
data access for Miaosoft Dynamics AX The Diagna... |
2009 Provides Di...

Meintains li...  Started
Coordnate... Started

Encrypting Fil:

i le System (EFS) Provides th...
5 Extensble Authentication Protocol The Extens...
% Function Discovery Provider Host The FDPH...
1 Function Discovery Resource Publication Fublshes t...
Group Palicy Client Theservic...  Started
ealth Key and Certificate Management Provides X....
Human Interface Device Access Enables ge...
Hyper-¥ Data Exchenge Service Frovidesa... Started
Hyper-¥ Guest Shutdown Service Frovidesa... Started
Hyper-V Heartbeat Service Mentors th.., Started
s Hyper-V/ Tme Synchronization Service Synchroniz... Started
C“ Hyper-V Volume Shadow Copy Requestor Coordinate... Started
.. : o

Extended £ Standard /

Now is not only an appropriate but convenient time to install
*  any Hotfixes (for example, latest hotfix rollup) and/or Service
% Packs (for example, SP1). This ensures that all the base server
components and the client are up-to-date before use or
initialization. It will also save additional steps in the future.
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Installing the Dynamics AX Client

Now that the Database, Application files, Application Object Server (AOS) have
been installed and the AOS service is running, the next step is to access Dynamics
AX using the client. In order to do this, the Dynamics AX Client must be installed.
To install the Dynamics AX Client, simply run the Dynamics AX setup program and
install the Dynamics AX Client. The following steps describe the process of installing
the client:

1. Inthe Add or modify components screen, mark the Client checkbox and
click on the Next > button.

Al Microsoft Dynamics AX Setup =ss 181 x]

Add or modify components

You can add or modify components that have already been installed. If only one instance of @ component can be “
installed, the chedk box will be unavailable.

Base Overview
[" Database (Microsoft SQL Server) A client is the interface to Microsoft Dynamics AX data and
ml Application files Functionality. You must be at the client computer to install the client.
F Application Cbject Server (10S) The Client Configuration utility is installed with the client.

v Client

Required Note: Select the Client option to add or remove Help languages for

istil lient.

" Role Centers and Enterprise Portal FESEEEE

[~ Wordlow Prerequisites

" Reporting extensions Before installing clients, be sure that you have installed the

- T database, application files, and AQS.

Development *fou must log in with an account that is @ member of the

™ Debuager Administrators group on the computer on which you are running

[ Enterprise Portal developer tools Setup.

I Reporting tools
Integration
" NET Business Connector

I™ AIF Web servicss

™ BizTak adapter

i Synchronization prowy (Project Server 2007)
| Synchronization service (Project Server 2007)

Help | < Back I Next = I Cancel
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2. Select your language and then click on the Next > button.

4 Ficrosoft Dynamics Axsetwp i
Client Select Help languages
Select the Help languages to install.
e

Select the languages to view Help in. Later, you can install additional languages by running Setup again.

Awvailable languages:

[ Dutch (Standard) ;I
[] English {Australiz)
[] English {Canada)
[[] English {India) J

[] Engligh {Ireland)

[[] English {Malaysia)

[T English {Mew Zealand)
[[] Engligh (Singapore)
[T English (South Africa)
[] English (1K)

Help | < Back I Next = I Cancel

3. Click on Install to install the client.

=ET
Ready to install
Setup is now ready to install Microsoft Dynamics AX. y “

The following components will be installed:
- Client

Help | < Back Install Cancel

For advanced setup of the client, refer to the Accessing the Client Configuration section in

Chapter 11, Tuning Your Setup.
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Dynamics AX Initialization checklist

Now that the Database, Application files, Application Object Server (AOS), and
Client have been installed and the AOS service is running, the next step is to log

in to Dynamics AX. Initially, the Administrator is the only user that can access the
Dynamics AX environment. Before Dynamics AXs modules and features can be
used, it must be initialized. An initialization checklist automatically loads when
logging into Dynamics AX for the first time or until the checklist has been completed
or supclicked to be displayed. Completing the checklist is also necessary to install
extended server components such as the Enterprise Portal and Reporting Extensions.
The following screenshot is the checklist that will appear:

Initialization checklist

Information

Prepare initialization

Compile application
Compile the application to update dependendies.

Provide license information
Provide the license file provided by your partner when
you purchased the system.

Configure application functionality
On a system-wide basis, enable or disable the
application functionality provided by your license.

Customer feedback options
Join the Customer Experience Improvement Program
to help Microsoft improve its products.

Modify data types

You can modify the length and other properties of
global data types to meet your requirements. You can
only adjust data types before you enter data.

Synchronize database

Synchronize database
Synchronize the tables and indexes of the database

with any changes made in the Application Object Tree.

Initialize system

Create company accounts
Create the initial list of company accounts.

Global address books
Setup virtual companv for address book(s),

Prevent startup of the chedklist: [

L7
L2

9
LY

9

L2

L
©)

Several steps are required to be completed while others can be bypassed with default

settings. The following are the settings that are required to be processed:

Compile application

Providing license information

Configure application functionality

Synchronize database
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Once you have completed the checklist, mark the Prevent startup option of the
checklist checkbox at the bottom of the checklist to prevent it from displaying again.
Once complete, log out and then log back into Dynamics AX. Upon logging back into
Dynamics AX, various features and modules will be available for use, depending on
your licensing scheme, as displayed in the following screenshot:

J Microsoft Dynamics AX - [AX2009-A0S: Session ID - 3] - [1 - dat]
3 ] z ] Eg
@ & - ||_| » DAT » Generalledger » Generalledger Area
My Favorites «|| A==} 1 =
A z - Places ~ | [« | Common Forms -
“% Getting Started
Chart of Accounts Chart of Account Details
[ Fixed Assets Ledger budget
- Fived Asset Details
......... ﬁ Journals e Dimensions
General ledger
General journal =T e
Places = | Inquiries ~
Fixed assets
e e e e B
General ledger Area I— Inventory to fixed assets Voucher transactions
= Chart of Accounts Fixed asset budget Audit trail
Fixed Assets p— - 3 .
= Depreciation books Sales order lines ind. packing duty
Fl I I b Allocation Consalidations
— oo Elimination Dimension set where-used
|]':1— General ledger [ Tax -
= f..l. Reports = B Fixed assets
;,—Sl Cost accounting -
3 Audit Trail 3] I
il r.i,J Periodic -~
iy, Bank [ Base data 2
# Transactions Exchange adjustment
d;l Chi [# External Ledger settlements
B Lendi Periodi I
l_}l'-?l\ — sable en mg“ . EHOIICJOUTHES
# Reconciliztion Post journals
'I_;lgl' Accounts payable # Journals Post depreciation book journals
[# Budget Recalculate period balances
= # France Export ledger transactions =
| [ A 1unread notification dat usr (23 B

Summary

In this chapter, we discussed that having all the base server components installed
and configured and the initialization checklist completed is sufficient for Dynamics
AX 2009 to function.

In the next chapter, we will cover the process of installing an additional feature, the
Enterprise Portal, which is essentially client access to Dynamics AX using an Internet
browser and an Internet or intranet connection.

[56]


http:///

Setup and Configuration of
the Enterprise Portal

The Enterprise Portal is a SharePoint site that uses the Dynamics AX .NET Business
Connector to access data from Dynamics AX. You can perform many common
functions such as purchase requisitions, sales orders, customer lookups, CRM, and
more, as you would from within the Dynamics AX Client. Additionally, you can
access SharePoint web parts from within Dynamics AX, enabling you to access cues
or reports on the user's home page. The Enterprise Portal can also provide access
using a Local Area Network (LAN) or a Wide Area Network (WAN) such as the
internet.

The setup and configuration of the Enterprise Portal will provide end users with
access to Dynamics AX from their web browser. In addition, the Enterprise Portal
will need to be installed to host Role Center pages, which we will go over in Chapter
4, Setup and configuration of the Role Centers.

In this chapter, we will cover the process of installing and configuring the Enterprise
Portal for your Dynamics AX installation. In this chapter, we will specifically cover:
e Installation and configuration of the Enterprise Portal
e Setting up an Enterprise Portal in a Load Balanced web farm

e Additional resources for the Enterprise Portal
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Installation and configuration of the
Enterprise Portal

Before we begin installing the Enterprise Portal, there are several prerequisites that
need to be in place. The following are the prerequisite requirements needed for the
Enterprise Portal to be installed and to run:

e Internet Information Services (IIS) 7

e  Windows SharePoint Services 3.0 with at least SP1 or Office SharePoint
Server 2007 with at least SP1

e Internet Explorer 6.0 with at least SP2

We will cover the process of installing the Enterprise Portal on
& Windows SharePoint Services 3.0. However, the process is virtually
identical when installing on Office SharePoint Server 2007.

Before we continue, the prerequisites must be set up and working; otherwise, we
cannot successfully complete the rest of the instructions in this chapter. For example,
verify that your SharePoint site is accessible. After the prerequisites are set up and
configured properly, the next task is to set up and configure the Enterprise Portal
site; this consists of the following steps:

1. Creating the Enterprise Portal SharePoint Application:

©  Creating the Business Connector proxy user

2. Installing the Enterprise Portal.

Creating the Enterprise Portal SharePoint
Application

Before we install the Enterprise Portal, we need to create a SharePoint Application
to store the Enterprise Portal site. To do this, you will need to complete the
following steps:

1. First, we will need to open up the SharePoint 3.0 Central Administration
page by going to Start | Administration | SharePoint 3.0 Central
Administration. A page similar to the one shown in the following screenshot
will open up in Internet Explorer:

[s8]

vww .allitebooks.cond



http:///
http://www.allitebooks.org

Chapter 3

2.

ndows Internet Explorer
——, — 1=
IS |2 http: fax2009-web:3126/defauilt. aspx =il ||} [= 8n
< Favorites ‘ 9% @] Suggested Sites ~ @ | Web Slice Gallery ~
{& Home - Central Administration | | - - ) p=h - Page - Safety - Tools - (-
Central Administration Welcome CORP\administrator = | My Site | My Links + | @ =
% Central Administration
[iHome | Operations | Appiication Management [~Site Retions"~" |
View All Site Content
Administrator Tasks M Resources =
Central -
Administration Type Order Title _) Assigned To There are currently no
oy favorite links to display. To
— o 1 READ FIRST - Click this link for il di;”'.:dd
+ Appiication deployment instructions i Bk o,
Management (] 2 Incoming e-mail settings E Add new link
P P (B 3 Outgoing e-mail settings
Administration 3 4 Create SharePoint Sites
= SharedServices1 3 4 Configure Workflow Settings
- 8 (] 4 Configure Session Throttles for
[& Recycle Bin InfoPath Forms Services.
(] 4 Add/Change Excel Services Trusted
Locations S
| 4 Service level settings for
Sharedservices1
[B] 5 Central Administration application pool
account should be unique.
B 10 Check services enabled in this farm
(More Items...)
[ Add new task ;I
ttp: [fax2009-web: 3129 Lists/Administrator%20Tasks | | | | [€& Local intranet | Protected Mode: OFf 5 - [Rwow -

In order to create a new SharePoint site, we must go to the Application
Management page. Click on Application Management tab in the Central

Administration page, as shown in the following screenshot:

dows Internet Explorer

@:—‘;‘ - |g, http://ax2009-web: 3129/_admin/applications. aspx j ’ x| Ini'; Bing

7 Favorites | 7% @ Suggested Sites + | Web Slice Gallery ~

{& npplication Management | | M- - | p=h - Page~ Safety - Took - g~

Central Administration

% Central Adm

Home  Operations | Application Management |

Welcome CORP\administrator = | My Sitz | MyLinks ~ |

stration

Central Administration > Application Management

Application Management

ey Al 3le Content This page contains links to pages that help you configure settings for applications and components that are installed on
Central the server or server farm.
Administration

= Operations SharePoint Web Application Management Office SharePoint Server Shared Services
= Application @ Create or extend Web application @ Create or configure this farm's shared services
Management
8 Remove SharePoint from IIS Web site 8 Grant or configure shared services between farms
Shared Services & o oris . _
Administration Delete Web application Check services enabled in this farm

@ Define managed paths 8 Configure session state

a Web application outgoing e-mail settings

= SharedServices1

2] Recycle Bin @ \Web application general settings Application Security

@ Content databases @ Security for Web Part pages
& Manage Web application features

o Self-service site management
a \Web application list

@ User permissions for Web application
a Policy for Web application

SharePoint Site Management a Authentication providers

@ Create site collection

@ =

[pone ] O [ ]_\G’.‘,anmt;anetipmmmdmde:nfr 73 - | % 100%

KN
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3. Inthe Application Management page, click on the Create or extend Web
application link under the SharePoint Web Application Management
section to start creating a new SharePoint site. Once you click on the Create

or extend Web application link, you will initiate the site creation wizard
as follows:

ﬂ?{:reate or Extend Web Application - Windows Internet Explorer 3 = |EI|1|
@.-\—’__;.‘ L 4 Ig, http: /fax2009-web:3129/_admin/extendvsoption.aspx j "? A I J Bing L :_'_

{3 Favorites | {.:3 £ | Sugoested Sites ~ @ | Web Slice Gallery ~
{& Create or Extend Web Application | | @ - >~ [ Q%A - Page - Safety - Tools - @"
Central Administration

% Central Administration

Home  Operations . Application Managemmt
Central Administration > Application Management > Create or Extend Web Application |

Create or Extend Web Application '

Welcome CORP\administrator = | My Site | My Links = | =

| View Al Site Content | | Use this page to create a new Windows SharePoint Services application or to extend an existing application to another

| Central 1IS Web Site. Learn about creating or extending Web applications.
| Administration |
= Operations | | ::::gg::arepomt Web Create a new Web application
® Application | | Creating a new Web application is the Evtend oy exican Wik sppiication

| Management most common option. When creating a

- new SharePoint Web application, you
Shar_ei! Services create a new database to store data,
| Administration and define the authentication method
| ) | | used to connect the SharePoint

| R s application to that database.

Choose Extend an existing web

application if you need to have

separate I15 Web Sites that expose

the same content to users, Thisis

typically used for extranet

deployments where different users

access content using different

domains. This option will reuse the e

content database from an existing

Web application. J
-

Ihttp:/fax2003-web:3129/_admin/extendvs.aspx ’_ ’_ ’_ ’_ ’_ ’_ €& Local intranet | Protected Mode: OFF Saov (R 100% - 4

I |&] Recycle Bin

4. Since we want to create a new SharePoint site from scratch, click on the
Create a new Web application link.
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5. Inthe Create New Web Application page, you will notice many fields in
which you can customize. We do not need to change everything. For the
description of the SharePoint, you can prefix the site description with the
name of the AOS in which the Enterprise Portal will reference. In this case, it
is AX2009_INGNOMICS_DEV01, as shown in the following screenshot:

ﬂ:'Create Mew Web Application - Windows Internet Explorer

H =10] x|
@\—:-;‘ - |g, htip: {/ax2009-web: 3129/ _admin/extendvs.aspx j "9 X I Bing e [

{j_‘{ Favorites | {5 @ | Suggested Sites ~ @ | Web Slice Gallery -

(& Create New Web Application | | & i ~ [ @ ~ Page ~ Safety ~ Tools ~ @'-

Central Administration
& - .
}@ Central Administration

Home  Operatens | Applicats Management |

[
Central Administration > Application Management = Create or Extend Web Application > Create New |
| web Application

Create New Web Application

Welcome CORP\administrator = | My Site | MyLinks » | @ =

ey o ——
| View Al Site Content | | Use this page to create a new Windows SharePoint Services Web application. Learn about creating or extending Web
Central ‘ applications.

Administration Warning: thiz page iz not encrypted for =ecure communication. User names, passwords, and any

= Operations other information will be =ent in clear text. For maore information, contact your administrator.
= Application
Management OK | Cancel |
Shr?‘! Serv_ics ‘ T Wieh, Site " Use an existing IIS web site
Administration Choose between using an existing 1IS
= Sharedservices 1 ‘ web si_te or areate a new one to serve | Default Web Site ;I
the Windows SharePoint Services
‘ application. ¥ Create a new IIS web site

2] Recycle Bin 3
= If you select an existing 1IS web site, e
that web site must exist on all servers |AX2009_INGNDMICS_DEV01 - EBharePo
in the farm and have the same
description, or this action will not
succeed.

Port
[22816

If you opt to create & new 115 web
site, it will be automatically created on Host Heacer
all servers in the farm. Ifan IS |

settinn that voir wish tn channe is not

=
Done [ [ [ [ [ [& Llocaintranet | Protected Mode: OFF Yhov [mw0m - 4
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6. Inamultiple server configuration, in which each Dynamics AX server
component such as the database, Enterprise Portal, Reporting, and Analysis
server are on different servers, we will need to use Kerberos authentication
for the SharePoint site in order for the Role Centers to work properly,
which we will cover in Chapter 4, Setup and configuration of the Role Centers.
Therefore, we will need to manually enable Kerberos authentication

as follows:

ﬁ'{:reate New Web Application - Windows Internet Explorer

=10] x|

29/ _admin

@’; L 4 Ig‘ http://ax2009-web: 31

{.;' Favaorites 3‘;‘5 £ | Suggested Sites ~ & | Web Siice Gallery =

'_f,é Create New Web Application | |

[ @ - Page~ Safety~ Took~ (@~

Security Configuration

Kerberos is the recommended security
configuration to use with Integrated
Windows authentication. Kerberos
requires the application pool account to
be Metwork Service or special
configuration by the domain
administrator. NTLM authentication will
work with any application pool account
and the default domain configuration,

If you choose to use Secure Sockets
Layer (S5L), you must add the
certificate on each server using the IS
administration tools. Untl this is done,
the web application will be inaccessible
from this IIS Web Site.

Load Balanced URL

The load balanced URL is the domain
name for all sites users will access in
this SharePoint Web application. This
URL domain will be used in all links
shown on pages within the web
application. By default, itis set to the
current servername and port.
htip:/fgo.microsoft.com/fwlink,?
LinkId=114854

Application Pool

O T S Ly S e SOy

C NTLM
Allow Anonymous:

 Yes

@ No

Use Secure Sockets Layer (S5L):
 Yes

& No

URL

[ E

|http://AX2009-WEB: 22816/

Zone

| Default

" Use existing application pool

-
|

T [ R ol wvanet [Protecied ode: OF

‘av | ®mw0% - 4
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7.

You will also need to set the appropriate service account to run the
application pool for the new SharePoint site. Although it's not best practice to
assign the Network Services account by default, it is acceptable here because
the Dynamics AX 2009 installation wizard will change this anyway. It may
be beneficial to also prefix the Application pool name with the name of the
AOS, as shown in the following screenshot:

('Create New Web Application - Windows Internet Explorer o |EI|1|
@’; L4 Ig‘ http://ax2009-web:3123/_admin extendys.aspx j #2115 | Bing | 2=
i Favorites | g% @ | Suggested Sites * @ | Web Slice Gallery =
{E Create New Web Application | | f v B - ) &= - Page~ Safety > Took- @~
Application Pool (" Use existing application pool | ;I
Choose the application pool to use for
the new web application, This defines I Classic .NET AppPoal () ;I
the account and credentials that will be
used by this service. (% Create new application pool
Applicati |
You can choose an existing application S
pool or create a new one. |AX2DDQ_INGNOMICS_DEV01 - SharePo
Select a security account for this application pool
¥ Predefined
I Network Service = I
" Configurable
User name
Password
Reset Internet Information 1S A e
s 115 Automatically
Use this section to allow SharePoint to & Restart IS5 Manually
restart I1S on other farm servers, The
local server must be restarted manually
for the process to complete, If this
option is not selected and you have
more than one server in the farm, you
must wait untl the IIS web site is
| created on all servers, and then run | LI
[pone ] [ [€&. Local intranet | Protected Mode: OFF ‘av [ ®m00% -
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8. In the Database Name and Authentication section, it is acceptable to use
the default specified database information. However, if your SQL database
instance is on a different server, provide the appropriate location here.
Additionally, it is also beneficial to change the name of the content database
to the same name as the Dynamics AX instance. Specify the appropriate
database instance to create the content database on. Once you have
completed the previously mentioned steps, you can click on the OK button.

(.:'Create New Web Application - Windows Internet Explorer ! |EI|1|
@@ = Ig, http://ax2009-web: 3129/ _admin/extendvs.aspx j [+2| X I J Bing pelibd
<7 Favorites | 95 @ | Suggested Sites ~ @ | Web Slice Gallery ~
& Create New Web Application J_b 3 - B - ] @b - Page- Safety~ Tooks- (@~
| Wisreset Jnoforce. on each wie | ;I

server. The new IIS site will not be

usable until that is completed.

Database Name and Database Server

Authentication

Use of the default database server IAXZGDQ'E‘QLZGDER2

and database name is recommended

for most cases. Refer to the bl Nam?

administrator's guide for advanced |SharePcllnt_-_AX2UUQ_INGNOMICS_DE‘

scenarios where specifying database e

information is required. Database authentication

Use of Windows authentication is ¥ windows authentication (recommended)

strongly recommended. To use SQL ik

authentication, spedfy the credentials € 5QL authentication

which will be used to connect to the Account

database. I

Password
Search Server Search service is provided by:
Office SharePoint Server Search
0K Cancel
9 e -

Done |?|‘. Local intranet | Protected Mode: Off i3 | +100% -
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9. After the site is created successfully, you will be prompted to run iisreset /

noforce in the command prompt.

gf“AppIication Created - Windows Internet Explorer

_|olx]
@: » [ hitp://ax2009-web: admin/applicationcreated aspxawebay 7] | 44| % | & sing L=
3} Favorites | 3.5 £ | Suggested Sites » @ | Web Slice Gallery -

88' 'l (& Application Created X | @ HTTP 404 Not Found | | fi v B - ) ¢ - Page~ Sefety+ Toos- @~
Central Administration \Welcome CORPYadministrator ~ | My Site | Mylinks ~ | @ :I
%y - . -
}3@' Central Administration
Home  Operations | Application Management ;.4-‘1. cti .__,“_a
Central Administration > Application Management > Create or Extend Web Application = Create Mew
‘Web Application > Application Created
Application Created
View All Site Content
= The Windows SharePoint Services Web application has been created.
| Administration If this is the first time that you have used this application pool with 2 ShareFoint Web application, you
= Operations must wait until the Internet Information Services (I1I5) Web site has been created on all servers. By
- ' default, no new SharePoint site collections are created with the Web application. To create a new site
Application collection, go to the Create Site Collection page.
Management
e e To finish creating the new I15 Web site, you must run "iisreset /noforce” on each Web server.
Administration
= SharedServices1
@ Recycle Bin
=
|Dcne |ﬁ‘. Local intranet | Protected Mode: Off a3 - | * 100% - 4

Now that you have created the SharePoint application in which the Enterprise Portal
site and Role Center content files will be installed into, the next step is to continue
with the additional prerequisites for installing and configuring the Enterprise Portal.

Creating the Business Connector proxy user

The Enterprise Portal requires the Business Connector to be installed. This
component will automatically be installed when installing the Role Centers and
Enterprise Portal because the Enterprise Portal uses the Business Connector to access
Dynamics AX. However, you must create an Active Directory account in which the

Business Connector will run on. The following is a list of attributes that the Business
Connector domain account should have in place:

e The password must never expire

e [t must not have an interactive login

e It must not be associated to any Dynamics AX users
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The Business Connector is utilized by various components in Dynamics AX such
as Workflow, AIF, and the development tools. The Business Connector allows
applications to communicate with Dynamics AX. It may also be utilized by third-
party programs that integrate with Dynamics AX.

The Enterprise Portal uses the Business Connector to connect to the AOS and retrieve
data and utilize the application file code base to perform business processes. After
you have created the Business Connector proxy account, the next step is to notify
Dynamics AX what the proxy account is. The Enterprise Portal will use this user
account when accessing the AOS. The following steps describe this process:

Log in to Dynamics AX.

Go to Administration | Setup | Security | System service accounts.

In the System service accounts form, provide the Business Connector Proxy
account information and then click on the OK button when complete.

ms'(stem service accounts (1) e B ] 4
Fill in the following system account information oK |
r Business Connector Proxy e |

Enter the logon alias {network user name) and network domain of the account to use for the Business Connector Proxy.

Alias: becproxy Metwork domain: | corp.ingnomics.com

~ Workflow System Account

Enter the logon alias and network domain of the account to use for the Workflow System account or select an existing AX
user to act as the Workflow System account.

Alias: Network domain:

o

@ I Admin -l

~ Workflow Execution Account

Enter the logon alias and network domain of the account to use for the Workflow Execution account or select an existing AX
user to act as the Workflow Execution account,

Alias: Network domain:

=

® I Admin vl

 Synchronization Service Account

Enter the logon alias and network domain of the account to use for the Synchronization Service account or select an existing
AX user to actas the Synchronization Service account.

Alias: Network domain:

'S

o I vl

r Virtual Earth Account

I~ ‘ou must enter the Virtual Earth account number and password to setup and access the online Virtual Earth map when
working in Enterprise Portal. By checking this box and entering the information below, you agree to be bound by the
Microsoft Virtual Earth Map Control and MapPoint Web Service End User Terms of Use, which can be found by

dicking here.

Account number: Password:
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Now that the Business Connector Proxy user has been specified in the System service
accounts form, the AOS can now identify the appropriate privileges on the AOS for the
Enterprise Portal or any other application that use the Business Connector.

Installing the Enterprise Portal

By now the SharePoint application for hosting the Enterprise Portal site has been
created in either Windows SharePoint Services 3.0 or SharePoint 2007. Now, we can
begin installing the Dynamics AX 2009 Enterprise Portal. The base server components
of Dynamics AX such as the database, Application files, and AOS are required in order
to proceed with the installation of the Enterprise Portal. Moreover, you must also have
completed the installation checklist. Refer to Chapter 2, Setup and Configuration of the
Base Server Components for the process of installing the base server components.

The following steps cover the process of installing the Enterprise Portal content into
the SharePoint site that we created earlier:

1. Inthe Add or modify components window of the installation wizard, mark
the Role Centers and Enterprise Portal checkbox and then click on the
Next > button.

Al Microsoft Dynamics AX Setup E I ] 5

Add or modify components

You can add or modify components that have already been installed. If only one instance of a component can be “
installed, the check box will be unavailable, “~

Bazs

Overview

" Database (Microsoft SQL Server) Fole Centers provide a single point of access to role-specific
[~ Application files information and work items.
r Application Object Server (A0) Enterprise Portal is 2 Web-based application that provides access
[~ Client to Microsoft Dynamics A data and allows users to participate in
Required business processes via the Web. The Enterprise Portal framework
% Bl ot orel Etammios Portd is required to run Role Centers.
[~ Wordlow Prerequisites

Reporting edensions 'fou must be able to connect to a unning Microsoft Dynamics AX

Reporting extensions
u Anélh.'sis _extensions system on which the Inttialization Checklist has been completed.
Development Setup will connect to an AQS using the NET Business Connector.
™ Debugger _H the" ._NfET Business Connector has not been installed, Setup wil
{ | Enterprise Portal developer tools [P .
I” Reporting tools i Intemet Information Services and Windows SharePaint Services
Intearation have not been installed, Setup will install them for you.
I NET Business Cornecto
I AIF Web services
™ BizTalk adapter
| Synchronization proxy (Project Server 2007)
™ Synchronization service (Project Server 2007)

Help | < Back I Next = i Cancel
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2. In the next screen, you will be prompted to enter the password for the user
account associated with the Business Connector, as shown in the following
screenshot. If the Business Connector was already installed or the Business
Connector proxy account has already been specified in Dynamics AX in the
Administration | Setup | Security | System service accounts form, then it
will automatically be selected and cannot be changed. To change the Business
Connector proxy account, simply modify the account name in the System
service accounts form, as covered in the Creating the Business Connector
Proxy User section. Once the Business Connector credential information has
been provided, click on the Next button.

4 Microsoft Dynamics AX Setup i o ] |
_NET Business Connector proxy account information
Configure a domain account to use as a proxy for the .MET Business Connector. y “

Enter the password for the specified domain account.

Diomain“user name: ICCZIF{F‘\J::cprl::u-q.r

Paszsword: I.oo....o..l

Help | < Back I Mext = I Cancel
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3. In the Configure IIS section of the wizard, select the SharePoint site that was
newly created and ensure that both checkboxes are marked. The Configure
for Windows SharePoint Services ensures that the selected Web site will
be set up to accommodate an Enterprise Portal site. The Create Web site
checkbox installs the entire Enterprise Portal content into the SharePoint
site that was created, overwriting any existing content. When creating an
Enterprise Portal site for the first time, both checkboxes must be marked.
Once completed click on the Next button.

(L bcrosoft Dynames ety IE
Role Centers and Enterprise Portal framework: Configure IS
Setup will configure the Web site that you select. y ‘

Setup will create a SharePoint web application and site collection for Role Centers and the Enterprise Portal
framework. The files and templates will be deployed at the Web server level so that they are accessible by all vitual
servers.

We recommend using a dedicated site, especially in a production environment.

Web site: AX2009_INGNOMICS_DEVO01 - SharePoint - 22816 (SharePoint |

¥ Corfigure for Windows SharePoint Services
¥ Create Web ste

Ste URL: [rtto77AX2005-WEB: 228 16/stes/Dynamics Ax

heo | <Back Next > cancel |

If your version of Dynamics AX does not have a license for the language
EN-US, you must:

4 1. Install the SharePoint or MOSS version of the language pack.
% 2. Only mark Configure for Windows SharePoint Services.

3. Create the site from Dynamics AX in Administration | Setup |
Internet | Enterprise Portal | Web sites form..
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4. Inthe Ready to install section of the wizard, you will be prompted to install
the Enterprise Portal. To install, click on the Install button.

Al Microsoft Dynamics AX Setup I ] [ |
Ready to install
Setup is now ready to install Microsoft Dynamics A%, y “

The fallawing components will be installed:

- Role Centers and Enterprize Partal

¥ Restart 115 after installation is campleted

Help | < Back

Inskall Cancel |

5. If there were no errors during the installation, you will see the following
screen. Otherwise, you should mark the checkbox, Open the log file when

Setup closes, for details on any errors or warnings. To complete the wizard,
simply click on the Finish button.

44 Microsoft Dynamics AX Setup N = |EI|5|
Setup was completed successfully
Component Sltatus
B Role Centers and Enterprise Portal Installed
™ Open the log file when Setup closes
shak |l Ensh el
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In this section, we installed the Enterprise Portal. The Role Center page content was
also installed along with the Enterprise Portal content. However, it will not be until
the next chapter where we will actually set up and configure the Role Centers for
use. Unfortunately, the Dynamics AX 2009 installation wizard for the Enterprise
Portal does not provide the means to easily run multiple Enterprise Portal sites on
the same SharePoint server, at the same time. To do this requires additional steps,
which are outlined in the Appendix under the Multiple Instances of an Enterprise
Portal in a Web Server section.

By default, only the Administrator can access the Enterprise Portal and its content.
To provide users with access to the Enterprise Portal content requires the users to be
set up with appropriate security privileges not only in Dynamics AX but also on the
Enterprise Portal SharePoint site. This process is covered in Chapter 9, Security and
User Administration.

Verifying the Enterprise Portal installation

After installing the Enterprise Portal, we should verify that it has been installed to
ensure that it is accessible before proceeding to the next step. During the installation,
the wizard performs various operations, from copying the Enterprise Portal content
files to the specified SharePoint site, as well as setting up Dynamics AX for the
Enterprise Portal. To verify that the Enterprise Portal has been installed and is running,
we can simply access the Enterprise Portal site. Typically, the Enterprise Portal site is
located at http://<SharePoint EP site URL>/sites/DynamicsAx. The following
steps outline the process of verifying that the Enterprise Portal content was installed:

1. Log in to Dynamics AX and go to Administration | Setup | Internet |
Enterprise Portal | Web sites.

2. Inthe Web sites form, there should be a record that contains the Enterprise
Portal URL and additional settings.

ﬁAdministration of Web sites (1) 1 =10l x|

File Edit Tools Command Help

DX |®mAR|TEFT|aarnadiale|

Overview IGeneraI I Create site
Register site
View in Browser 'Q

Anonymous access | Type

|| Internal URL External URL
] Full (Web parts and S

32/ fax2009-web01: 228 16//sites/Dynamics A Q http: /fax2003-web0 1: 22816 sites/DynamicsAx

AT T 11

Site called by the Application Object Tree for Web development Web site used to display Role Centers in the Dynamics AX dient

Ihtm:jfaxZDDQwehnl:ZZE 16/sites/DynamicsAx Q Ihtq::f,’axzﬂﬂ'awehnl:ZZB 16/sites/DynamicsAx 'Q

|Addrass of registered site | ’El EG] A
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3. Select the record and click on the View in Browser button to open the URL
in your default browser. Your web browser will load and should display the
default Role Center page. This signifies that the Enterprise Portal has been

successfully installed.
= Role Center - Windows Internct Explorer o =10| x|
s [ htm:/fax2009-webo 1:275 16 /sites Dynamics A Enterprize % 20portal/EPDefaultRoieC: ¥ (421 x| = p"}

.7 Favorites | 95 @] SuggestadSites v | Web Slica Galiery »

@ center | | %iv B v Pagev Safetyt Toos+ @v 7
EP Site Compeny:DAT = | Viekome CORPledminstriator = | MySt= | Myliks ~ | (8 @ =
#4 ep site [This sice =] | P
ﬁ Fnance Salkes Purchase  Shop Ficor Control | Employee Services = Human Resources  Project = Complance BP40

Home > Role Center

Role Center

Home
— Cues *  Quick Links |Personal "I v
Main Lists
= AddLiks = Manage Lrks
® Alert rules
* Procuct catalog Work list b
* Campaign iters 1 Subject  Record Type 0 Due date From  Creation dat= (=

* Service subscriptions

| I Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:28 AM c& | |

* Service agreements
= Service orders

* Purchase ordsrs

» Sales crders

= Retum orders

* Irvoices

@ & Aep header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:27 AM cc
g I app header Employee: 7210, TRV_000080 722008 3:11:00 AM Admin 7/1/2008 3:11:27 AM =
[ @ I Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:27 AM cx
@ 5 Aep header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:27 AM ce

4| | 2

12345678910 ...

» Price agreemants

= Packing sip jourmal

» Purchase order journal
» Customers

= Business relations

* Contacts

A Hisiting

[ 7 % loclintranet | Protectad Mode: Off [Fa=[Hwo%w -

-

S

Setting up an Enterprise Portal in a Load

Balanced web farm

If the Enterprise Portal is to be utilized heavily, it will be necessary to set up the
Enterprise Portal in a web farm. A web farm distributes the load across multiple
servers and is used in a large-scale distributed topology as described in Chapter 1,
System Planming & Hardware Sizing. A web farm provides two key benefits:

Your view of your Enterprise Portal may differ depending on
your license.

e The ability to distribute load and balancing server resources

e The ability to provide redundant access
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In the following section, we will cover the process of setting up the Enterprise Portal
in a load-balanced SharePoint web farm.

Before we begin, you will need to ensure that the following is available
and/or setup:

e A configured Network Load Balanced (NLB) cluster on all SharePoint servers
and SharePoint databases

For information on NLB cluster architecture, refer to the following
* site:http://technet.microsoft.com/en-us/library/
@ cc754833 (WS.10) . aspx. For information on setting up an NLB cluster,
refer to the following site: http://www. jppinto.com/2009/05/
install-and-configure-wlbs-nlb-on-windows-server-2008/

e An existing SharePoint web farm:

For more information on setting up a SharePoint web farm on an NLB
*  cluster, refer to the following site: http: //sharepointmagazine.
% net/technical/administration/best-practices-of-
sharepoint-farm-configuring-and-deployment-part-1-
architectural-and-logical-planning.

In the following diagram, there are five SharePoint web servers and one Windows
SharePoint Service Database:

spsaLotl
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EPO01 is highlighted in green to signify that it is the main SharePoint server on the
web farm. The process of creating a SharePoint application is identical to creating a
site on a non-SharePoint web farm implementation. Even though there will be one

Enterprise Portal site, each SharePoint web server will have to have the Enterprise
Portal setup.

Deploying the Enterprise Portal in a
SharePoint NLB web farm

In order for users to access a load-balanced Enterprise Portal, it must be deployed
to a SharePoint NLB web farm. To deploy the Enterprise Portal in a SharePoint NLB
web farm, you will need to perform the following steps. The example in these steps
deploys the Enterprise Portal on a web farm that consists of two SharePoint servers
but the process is the same for additional SharePoint servers.

1. Create a SharePoint application as described in the Creating the Enterprise Portal
SharePoint Application section of this chapter. Before creating the application,
ensure that a host header is specified. This host header is the host address that
users will access. One host will be the access point that users will access while
the NLB web farm will automatically forward requests to the appropriate
server. After clicking on the OK button to create the web application, a site will
be created on each IIS server in the SharePoint web farm.

{,:'Create New Web Application - Windows Internet Explorer g =10 ll
j 1| X I ] B
.7 Favorites | 95 48 suggested Sites ~ @] Web Slice Gallery ~
/& Create New Web Application | | 5 - B - = om - Page~ Safety - Tooks- @+
Administration Warning: this page is not encrypted for secure communication. User names, passwords, and any LI
= Operations other information will be sent in clear text. For more information, contact your administrator.
= Application
Management OK Cancel |
i:‘"_ﬂf Services TIS Web Site € Use an existing 15 web site
ministration Choose between using an existing 1S Z
= SharedServices1 web gl_te or create a new one to serve | Default Web Site ;I
the Windows SharePoint Services
& Recycle Bin application, 1% Create a new IIS web site
-/ Desgripti
If you select an existing IIS web site, s
that web site must exist on all servers |AXZDDQ_INGNOMICS_DEVDI - SharePo
in the farm and have the same
description, or this action will not Port
succeed,
1228
If you opt to create a new IIS web
site, it will be automatically created o Host Header
all servers in the farm, If an 115 Iep
setting that you wish to change is not
shown here, you can use this option to
create the basic site, then update it S n
Gsing the standard TIS ook, C:\inetpub\wwwroot\wssiVirtualDirector
Security Configuration
Kerberos is the recommended security Authentication provider:
configuration to use with Integrated i :
Windows authentication, Kerberos £ Negotiate (Kerberos)
requires the application pool account to
be Network Service or spedal € mm
configuration by the domain Allow Anonymous: ;I
S ey i T R
Done |(‘|‘. Local intranet | Protected Mode: Off g~ | #100% v 4
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2. Now that the SharePoint application for the Enterprise Portal site has been
created with a host header, the next step is to run the installation wizard
on all non-primary SharePoint servers in the web farm. (Typically, the
SharePoint server that was first used to set up the SharePoint web farm is
the primary SharePoint server. Additional SharePoint servers added to the
web farm are considered non-primary.) On the wizard step Role Centers and
Enterprise Portal framework: Configure IIS, make sure both checkboxes are
unmarked. When complete, proceed through the wizard as you would when
installing on a non-SharePoint web farm.

4l Microsoft Dynamics AX Setup = 10l x|

Role Centers and Enterprise Portal framework: Configure IS
Setup will configure the Web site that you select. y “

Setup will create a SharePoint web application and site collection for Fole Centers and the Enterprise Portal
framework. The files and templates will be deployed at the Web server level so that they are accessible by all vitual
SErVers.

'We recommend using a dedicated site, especially in a production environment.

Web site: AX2009_INGNOMICS_DEWVDT - SharePoint - 22816 (SharePoirt j

Il Canfigure for Windows SharePoint Services

™ Create Web site

Site URL:

Help | < Back I Mext = I Cancel |

3. Now that each non-primary SharePoint server on the web farm has had the
Enterprise Portal content installed, the final step is to install the Enterprise
Portal on the primary SharePoint server. Simply install the Enterprise
Portal content as described in the Creating the Enterprise Portal SharePoint
Application. In the wizard step, Role Centers and Enterprise Portal
framework: Configure IIS, ensure that both checkboxes are marked.

Here, we covered the process of installing and deploying the Enterprise Portal in
an NLB SharePoint web farm. In large Enterprise Portal implementations where
traffic demands are high, whether many users are external and/or internal users,
a load-balanced web farm is absolutely necessary. Fortunately, the process is very
straightforward.
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Additional resources for the
Enterprise Portal

For more information that tailors to the setup, administration, and troubleshooting
of the Enterprise Portal, refer to the following table of additional resources. A
subscription to Customer Source or Partner Source may be required to access the
following content.

Resource Site

description

Troubleshooting http://technet.microsoft.com/en-us/library/
Enterprise Portal €e355087.aspx

installation and

deployment

Enterprise Portal https://mbs.microsoft.com/partnersource/

Tips and Tricks documentation/howtoarticles/ax2009_epinstall.htm
Enterprise Portal https://mbs.microsoft.com/customersource/
Administration documentation/userguides/ax2009_epadminguide.htm
Redeploying http://msdn.microsoft.com/en-us/library/

Enterprise Portal dd261467.aspx

sites using the

AxUpdatePortal

utility

Summary

At this point, the Enterprise Portal is fully functional with out-of-the-box features of
Dynamics AX 2009. However, the scope of the features available depends on your
license scheme.

In the next chapter, we will be going a step further and setting up the Role Centers, the
business intelligence component of Dynamics AX. Role Centers marriage SQL Server
Analysis Services, SQL Server Reporting Services, and the Enterprise Portal to provide
an informative yet aesthetically pleasing approach to viewing Dynamics AX data.
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In the previous chapter, we covered the implementation of the Enterprise Portal,
which provided a limited web client interface access to Dynamics AX. Dynamics
AX comes with a new feature called Role Centers, which goes hand-in-hand with
the Enterprise Portal. Role Centers build on top of the Enterprise Portal to provide
business intelligence and advanced reporting from the data in Dynamics AX. Itis a
new and powerful addition to the Dynamics AX component arsenal that will evolve
as proceeding versions are released.

Role Centers are essentially dashboards that provide an overview of information to
an end user. They are just SharePoint web pages with web parts. This implies that
you can customize Role Centers like any other SharePoint page. For example, you
can add a SQL Server Reporting Services report or an Exchange calendar to a Role
Center. You can even modify the structure of how the web parts are displayed if you
so desire. For more information on customizing SharePoint web pages, consult the
following website: http: //office.microsoft.com/en-us/sharepoint-server—
help/CH010178298.aspx.

Dynamics AX comes with approximately 31 Role Centers. These Role Centers
represent many business functions or roles. For example, a specific role could be a
CEO, CFO, controller, or even a warehouse manager. At the heart of Role Centers is
not only the Application Object Server (AOS) but also SQL Server Analysis Services
and SQL Server Reporting Services that work in unison to generate a relevant
representation of business data for analysis. Afterwards, all the data is organized
into a SharePoint page for representation in the Enterprise Portal, which is also

the default view when a user logs into Dynamics AX using the client or Enterprise
Portal. From there, the user can quickly see the information that matters.
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In this chapter, we will cover the following;:

e Installation and setup of Role Centers

e Installation and setup of Analysis extensions

e Installation and setup of Reporting extensions

e Dynamics AX SQL Server Reporting Services setup

e Assigning Role Centers

Installation and setup of Role Centers

The earlier mentioned list contains a number of components that when setup,

all work in unison to provide Business Intelligence Role Center functionality.
However, you can still have limited Role Center functionality if Reporting extensions
or Analysis extensions are not set up. Depending on your setup, the Business
Intelligence setup of Role Centers may require some specific modifications in
configuration and setup such as Kerberos authentication as covered in Chapter 5,
Setting Up Kerberos Authentication.

Before we begin installing and setting up Role Centers, you will need to have at least
local administrator privileges on the machines that you are installing the Role Center
components on. You may also be required to change network and domain controller
settings; in that case you will need to have network administrator privileges. You
will also need the Dynamics AX DVD. Be aware that Role Centers require report
deployment, installation of the Dynamics AX analysis database, and a functional
Enterprise Portal. The following server components are required to install and set up
Role Centers:

e Web server
° Internet Information Server (IIS) 7
°  Windows SharePoint Services 3.0 or Office SharePoint Server 2007

e Reporting server
°  SQL Server Reporting Services 2008 or 2008 R2

e Analysis server
°  SQL Server Analysis Services 2008 or 2008 R2
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In some infrastructure scenarios, it is plausible to have the reporting
@ server and web server combined into one server. Similarly, the analysis
server and database server can also be combined into one server.

Your network infrastructure setup will determine where each component of the Role
Centers will be installed. For example, the Enterprise Portal will be installed on the
web server since that is where SharePoint and thus IIS is installed.

To help determine where each component will be installed, refer to the topology
diagrams found in Chapter 1, System Planning and Hardware Sizing. You may

notice in Chapter 3, Setup and Configuration of the Enterprise Portal, when installing
the Enterprise Portal, you inadvertently installed the Role Centers as well, since
the install option for both the Enterprise Portal and Role Centers are combined.
However, even though the web page content files for Role Centers were installed,
the Reporting and Analysis extensions for Business Intelligence in the Role Centers
were not installed. The following sections will cover the installation of the Analysis
and Reporting extensions as well as the steps to configure each component to work
properly in order to have fully functional Role Centers for Dynamics AX.

Installation and setup of Analysis
extensions

Analysis extensions are part of the Dynamics AX Business Intelligence framework.
They are a set of predefined cubes (also known as default cubes) for SQL Server
Analysis Services. Partnered with Reporting extensions and Role Centers, Analysis
extensions complete the Business Intelligence capabilities of Dynamics AX. To install
the Analysis extensions, you will need to be on the server in which you have SQL
Server Analysis extensions installed. The Dynamics AX installation wizard will
automatically install the Dynamics AX analysis database in the specified analysis
server environment as depicted in the following steps:

Unfortunately, due to limitations with the Dynamics AX installation
wizard, it can only install Analysis extensions on SQL Server Analysis
_ Services 2005. Fortunately, there are two ways to circumvent this. You can

either install Analysis extensions on SQL Server Analysis Services 2005
% and then upgrade to SQL Server Analysis Server 2008 or copy the Analysis

extensions database to SQL Server Analysis Server 2008. To install Analysis

extensions on SQL Server Analysis Services 2008, refer to How to install

Analysis extensions on SQL Server Analysis Services 2008 in the Appendix.
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1. Run the Microsoft Dynamics AX Setup wizard to add new components.
In the Add or modify components screen of the wizard, mark Analysis
extensions, as shown in the following screenshot and then click on Next

44 Hicrosoft Dynamics AX Setup = 3|i|

Add or modify components

You can add or medify components that have already been instaled. IF only one instance of & component can be ‘
installed, the check box wil be unavalzble, e

Dverview
[ Datsbase [Miciosoft SOL Senves) Anabias edensions ensble vou to upe SOL Server Analsis
™ Application files Setvices cubes and mming models lor business inteligence
I Application Object Server (ADS) anabtical reporting in Microsofl Dynamics A3
[ Clent Frerequisites
Requited Microzodt SOL Server 2005 Analysis Services must be instaled,
[ Fiole Centers and Entesprise Potal
I Workfiow

[ | Reporting evtensons

I=| Enferpise Portdl develooe: tools
7| Reporting tools

Inbexgyataon
[T MET Busi
= AIFWeb servipes

" BiTalk adapher

= Spnchonization provy (Profect Serves 2007)
=] Sunchronzation servoe [Froject Seaver Z00F]

LI <Back | Bext> Cancel |

riess Conmecion

2. In the following screen of the wizard, select Microsoft SQL Server as the
database server then click on the Next button:

A Microsoft Dynamibcs AX Setup = 3|ﬂ

Select database type

The kype of database Microsoft Dynamics A% uses musk be reported in order For Sebup bo install Analysis Services ‘
Extensions, y_

Select the type of database server that Miciosolt Dynamacs A, iz uzsing.

[ SOL Sovr]

" Oracle datsbase server

LI <MI_&_&D¢>|G“:3|
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3. In the next section of the wizard, Analysis extensions: Select an Analysis
Services instance, you will be asked to select the Analysis Server instance in
which you want the Dynamics AX analysis database to be installed in. The
wizard will install to the default analysis server instance. After you have the
appropriate analysis server instance selected, click on Next.

=10ix]

Analysis extensions: Select an Analysis Services instance
Select a local instance of SQLServer 2005 Analysis Services "

Choose the instance of SOL Server 2005 Analysis Services to use.

Instance name: |MSSQLServeLAPS ervice |

¥ Replace any existing Microsolt Dynamics AX onfine analtical processing databases

o | <tk [ ment> cancel |

Even if SQL Server Analysis Services 2008 or 2008 R2 are installed,

the installation wizard for Analysis extensions will still say SQL
% Server 2005 Analysis Services. The installation process will however
install to your SQL Server Analysis Services 2008 database.

4. In the following screen you will be prompted to complete the installation
of the Analysis extensions. Click on the Install button to finalize the
installation, as shown in the following screenshot:

4 Microsoft Dynamics AX Setup = l:lﬂ

Ready to install
Setup 5 now ready to install Microsoft Dynamics AX. "

_we | s [ oms |
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5. Once the installation of the Analysis extensions has completed, you will be
prompted with the final screen of the wizard where you can confirm if the
installation was successful or not, as shown in the following screenshot.
When you are satisfied with the component’s installation, click on the Finish
button to complete and close the wizard.

£ Microsolt Dynamics AX Setup =o)X

Setup was completed successfully

Component Status
W Analysis extensions Irstabed

™ Open the log file when Setup cdoses

Installation and setup of Reporting
extensions

Reporting extensions is a utility that deploys a collection of Microsoft SQL Server
Reporting Services (SSRS) reports. To install the Reporting extensions, you will
need to be on the server in which you want to serve the SQL Server Reports. Make
sure you can navigate to the SSRS report manager URL as well as the SSRS report
server web service URL. After the Dynamics AX installation wizard installs the
Dynamics AX Reporting extensions, you will manually have to run the Reporting
extensions utility to deploy the reports. To install the Reporting extensions, perform
the following steps:
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The Dynamics AX installation wizard cannot install Reporting extensions
;  on SQL Server Reporting Services 2008 without a hotfix. For more
% information on obtaining and installing this hotfix, refer to Knowledge
Base article 957312 or go to: https: //mbs.microsoft .com/
knowledgebase/KBDisplay.aspx?scid=kb;en-us;957312.

1. Run the Microsoft Dynamics AX Setup wizard to add new components.
In the Add or modify components screen of the wizard, mark Reporting
extensions, as shown in the following screenshot and then click on the
Next button:

4 Microsoft Dynamics AX Setup .I.I.E.L’g

Add or modify components

You can add or modify components that have already been installed. If only one instance of a component can be
installed, the check box will be unavalable,

Base

Dvesview
™ Database (Mictosoft SOL Server) Reporting extensions enable you to create production reports using
- Application fles Microsoft SOL Server Reporting Services.
™ Appication Object Server (A0S) Prorecuishes
™ Chent [You must be able to t to & running M it Dy AX
R d system on which the Inttiakzation Checklist has been completed
™" Role Centers and Enterpise Portal Setup will connect to an ADS using the NET Business Connector
™ Workfiow If the NET Business Connector has not been installed, Setup wil
¥ [Reporting extensions stal it for you

Microsoft SQL Server 2005 Reporting Services must be nstalled

I~ Debugger
IT Erterprise Portdd developer tools
I™  Beporting tools

I~ | NET Busimess Connector

I~ AF Web services

™ BiTak adapter

I~ | Synchronizabon prowy (Project Server 2007)
J= Synchionzabion service [Project Server 2007)

oo | <Back Next > Carcel |

[83]



http:///

Setup and Configuration of the Role Centers

2.

In the next section of the wizard, .NET Business Connector proxy account
information, you will be prompted to enter the password for the Business
Connector Proxy account, as shown in the following screenshot. This is
necessary because once the Reporting extensions are installed, the Reporting
extensions utility will need to access the specific AOS to which the reports
will be associated to. After you have provided the appropriate password,
click on the Next button to proceed to the next step.

A Microsoft Dynamics AX Setup =101 x|
NET Business Connector proxy account information
Configure a domain account to use as a proxy for the NET Business Connectar. y “

Enter the password for the specfied domain account,

Domain'wser name: |CORP \boproxy
Password [sessssenss]
Help <Back Nexct > cancel |

In the following section of the wizard, Reporting extensions: Select a
Reporting Services instance, you will be prompted to select the appropriate
SSRS instance, as shown in the following screenshot. Make sure you also
mark the Configure IIS and Report Server checkbox so the installation
wizard can automatically modify the SSRS configuration files and other
settings in IIS that belong to the Report Server and Reports Manager website
to appropriately integrate with Dynamics AX. Once the appropriate SSRS
instance is selected, click on the Next button to proceed.

|
Reporting extensions: Select a Reporting Services instance
Corfigure a domain acount to wse as a proxy For the .NET Busness Connector, y “

Multiple instances of SOL Server 2005 Repoting Services are avatable on the local computes, Choose the mstance
fouge.

Instance name;

I¥ Configure 115 and Report Server

Heb | <Back text > cancel |
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_ Evenif you are installing the Reporting extensions on SQL Server
2008 or 2008 R2 Reporting Services, the install wizard will still display
@ SQL Server 2005 Reporting Services. This is because the GUI of the
installation wizard has not been updated. From now on, simply ignore it.

4. The next section of the wizard is basically a confirmation to install the
Reporting extensions based on the settings provided in the previous sections.
Make sure the Restart IIS after installation is completed checkbox is
marked, as shown in the following screenshot. When you are confident with
your settings, click the Install button to start the installation process.

4 Microsoft Dynamics AX Setup .l:’lﬁl

Ready to install
Setup is now ready to install Microsoft Dynamics AX. "

The following components will be mnstalled:
- Reporting extensions

W Restat IS after installation is completed

e | s [ o |
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5. Once the installation process completes, you can determine if the SSRS
and IIS were appropriately configured or not, as shown in the following
screenshot. If the box next to the Reporting extensions label is not green, then
you must open the log file to determine what went wrong. If the installation
was successful, you can automatically run the Reports Deployment utility
that was just installed to begin deploying the Dynamics AX SSRS reports.
Otherwise, unmark the Automatically launch Reports Deployment utility,
if you desire to do this at a later stage.

Al Microsoft Dynamics AX Setup =101 x|

Setup was completed successfully

Component Slatug
B Reporting extensions Instabad

™ ©pen the log file when Setup closes
M Automatically launch Reports Deployment utility

The previous steps outlined the process of installing Reporting extensions. This is
indeed a straightforward process for installing in a single environment. However,
while the database and Analysis extensions can be installed for multiple Dynamics AX
2009 environments, unfortunately, Reporting extensions cannot. Reporting extensions
can only point to a single Dynamics AX environment on the server it is hosted on.
Whatever the Business Connector Configuration Target is pointed to in the Microsoft
Dynamics AX 2009 Configuration Utility in Windows” Administrative Tools, is the
environment that Reporting Extensions will function with.
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Deploying reports using the Report
Deployment utility

After you have installed the Reporting extensions as we did in the previous

section, you will need to run the Reports Deployment utility. If the utility did not
automatically run after the installation, you can manually run it by going to Start

| All Programs | Microsoft Dynamics AX 2009 | Microsoft Dynamics AX 2009
Reports Deployment. The Reporting Deployment utility will deploy reports for the
Dynamics AX AOS that is specified in the Business Connector Configuration Target,
in the Microsoft Dynamics 2009 Configuration Utility. Once you have the Reports
Deployment utility running, perform the following steps to successfully deploy the
Dynamics AX SSRS reports:

In order for the Reports Deployment utility to run properly, ensure
that Dynamics AX 2009 SP1, Visual Studio 2008 shell, and Windows
Server 2008 SDK are installed.

1. Upon loading the Reports Deployment utility, it will automatically generate
a list of report libraries from Dynamics AX that you can selectively deploy, as
shown in the following screenshot. Typically, you will want to mark <Select
All> to deploy all the available reports to your SSRS server. Once you have
selected the appropriate report libraries, click on the Next button to begin
extracting the libraries.

4 Microsoft Dynamics AX Reporting Project Deployment ' =101 x|

Select one of more report libranes to deploy.

v
] BankSRS
| Cust

v CustSRS

vl EMS

vl EPSRS

| Eventilerts

Wl InventSpaceltikzation

! JmgRepasts

! Ledger

v LedgerdudtTral ﬂ

[ T
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2. Once the libraries have been extracted, the utility will automatically begin
building the report libraries and preparing them for deployment. The
number of reports you selected will determine how long this process takes.
If you have selected all report libraries, this process can take about half an
hour to complete. Once these initial processes are completed, you will be
prompted to modify the SSRS connection string for the reports, as shown in
the following screenshot. Depending on your server setup, you may need
to modify the Data Source property setting to connect to the appropriate
Dynamics AX 2009 database. Once you are satisfied with the connection
string(s), click on the Next button to proceed to deploy the reports.

4 Microsoft Dynamics AX Reporting Project Deployment = '_|i|

“fou may now ovenide any conneclion simngs.
Dats Source | Connection String

SharedLibray. Dy OLAP Provides="M50LAP" D ata sourceslocalhost inial Catalogs"Dynamics &% Integrated
SNareoL DA iame "' M, SECU._‘,' SSF"|

F | Prowides="MSDLAF" Data source=localhostiniial Calalog="EMS"Inegraled
SharedLibraey EMS0LAP | Secuiy=55P! |

ﬂeatl

2. The following process is the actual report deployment process. This process
can take more than one hour to run depending on how many reports you
are deploying. Once the deploying completes, you will be prompted with
a message log and a location of the deployment log file for review, in case
there were any errors or warnings, as shown in the following screenshot. To
complete and exit the utility, click on the Finish button.

44 Microsolt Dynamics AX Reporting Project Deployment =10] x|

Fleaze review the lollowang messages:

Deploying 0 data source(s] and 1 design(z) i 40 culturefs] (40 ibem{s) total].

Deployment done st 8.27:53 PM. Duation: D007 : 35, 2064583

The deplopment log file can be found at "C:\Documents and Setlings\Administrator\Local Setlings\Temp\Mmp 502 k"'

Finish I
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3. Once the deployment of Reporting extensions is successful, you should
confirm that the reports have indeed deployed to the reporting services
website. Simply navigate to your SQL Server Reporting Services (SSRS)
Report Manager site with Internet Explorer, as shown in the following
screenshot. Verify that the Dynamics folder is created and that the reports
are deployed to it. You will see a similar screen depending on the number of
reports that were deployed.
{7 Dynamics - Report Manager - Windews Internet Explorer e a.l.nlﬁl
G“\ﬂg e e P ey e s P F xtenathw iz 3 {# ll 6] 5 ang e
o Fovorites | 33 B Sugpested Sites = 8| Wieh Shoe Galery =
{8 Dresnics - Report Mansger | | fi v - o= Bage- Safety~ Toos+ @+
Home Home | My Subscriptions | Site Settings | Help &
. S0L Server Reporting Services j
“d Dynamics [
a Mew Folder A4 Mew Data Source kg Report Builder < Fotder Settings T Upload File LU Details View
aj af __u;} (=
R -
%) de-AT i de-CH
i an-All 3 en-CA
5 en-GB ) enlE
pone [ T [ [ [% tocs mtranet | Frotected Mode: OF [Fa~Fww - ¢
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Dynamics AX SQL Server Reporting
Services setup

Even though the installation wizard and the report deployment utility perform many
automated tasks, there is still some manual setup that needs to be performed within
Dynamics AX. We will need to notify Dynamics AX where the reporting server is
and set various configuration settings. The following steps explain the process:

1. Run the Dynamics AX client. Once Dynamics AX loads, go to the
Administration | Setup | Business Analysis | Reporting Services section.
Click on the Reporting Servers link. The Reporting Servers form will load.
Notice that the SSRS server information is already provided. This was
automatically created during the installation of the Reporting extensions. If
there is no information provided yet, there is a valid reporting server to use,
simply create a new record and provide the information.

M Reparting Servers (1) - Reporting Server ID: AX2009-WEB, hittp:/ /ax2009-web/ReportSery =101 x|

Internal ID for the Reporting Server.

2. If specifying a new SSRS server, go to the General tab and begin entering the
appropriate information for your current SSRS setup.

B Reporting Servers (1) - Reporting Server ID: AX2009-WEB, http:| [ ax2009-web|ReportSer = =1
B Edt Took Command Heb
.IH?'?' T ¥ Hadapd|F Al @
Overvew General | Advanced | Valdate
Enter & senier name to populate other settings with ther default valies, Beset Defaults
(General [ Create )
S T Default Repart Servers

Description: SSRS Server

50 Server Reportng servioes IR
‘Web servioe LRL: hitp: ffa 2005 e Blepor thera .Q
Report Manager URL: | hittp: /jax 2005-web eports s |

finternal 1D for the Reporting Server.
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3. After you have filled out the appropriate fields in the General tab, click on
the Advanced tab and enter the appropriate information.

EMEeporting Servers (1) - New Record =101 x|
Ble [dt Jook Comeand e

I X |m L ETETR A BN L |

Overview | Gonerl Advarced |

Vabdate
Mote: Make changes only § nececcary bo match the settings on the Reporting Serves. Eeset Defmults
cemew |
Pirosolt Dymarics report foider: [y PR e
(Daba Soorce names Crpmaamacsi

[Diata i b use For Repeort Buslder roports

In SQL Server 2008 or 2008 R2 Reporting Services, the installation wizard
for Reporting extensions may have not created the Dynamics AX data
source even though it is specified. To create it, ensure that DynamicsAX is
specified in the Data source name textbox and click on the Create button to
automatically create the data source in the report server. An Infolog window
will pop up determining whether the process was successful or not.

¥ 1nfolog (1) i - 0] x|
The following messages are just for your information and TS
do not require you to take any action. \_:!’)

5 __,, Mﬁsag-e (06:50:46 pm)
L) Report folder and data source successfully created.

Information
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5. Once you have specified all the appropriate information, click on the
Validate button to verify that Dynamics AX can access the reporting server
and that all the reporting settings are properly set. If so, you will receive an
Infolog message, as shown in the following screenshot:

BE Infolog (1) =10l %

The following messages are just for your information and oo
do not require you to take any action. ,,!#

ral Testing reporting server connection
=-%,) Ax2009-WEB
jr_r http: f{ax2008-web/ReportServer - success

Information

Clear |

Assigning Role Centers

Now that Analysis extensions and Reporting extensions are installed and configured,
we can proceed to assign users to actual Role Centers. Within Dynamics AX, Role
Centers are also referred to as User profiles. In fact, the form to assign Role Centers
is in the User profiles form. To assign and understand the various options for
assigning users to Role Centers, follow the steps outlined here:

1. To assign a Role Center to users, load the User profile form located in
Administration | Setup | User profiles.
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B User profiles (1) - Profile ID: Accountant, Accountant E =0 x|
B fdt Took Commend Hep
DX mGR|TRTFTIRaILRHE A B
overven |users | View Roke Center i€},
|
i, ant EPAccOUrtan enter ¥
Acoounting Manager [EPAccountingManagerfoleCenter LI
|| Accounmaanager Account Manager EPACcOUnManager Aok Canter I Agd User I
|| ApCoordnatce Accounts Paysble Coordnator EPACtoUN P yatiR O CEnter e Add Users
| | Aradmiistrator Bicounts Recervable Administrator | EPAccountsRiecenableRioleCenter | =
| Booldeeper Bogkdeeper EPflooideeperfiolelenter e
| |0 Chiaf Exeastive Officer EPCECHcieCanter |
| |oFe Chief Financal Orfficer EPChisfFrandai0ffiosrRoleCenter
|| controter Controler EPControlerRoleCenter |
CrediColectManager | Credit and Collecions Manager | ERCreditandColectionsMansgerficheCenter |
|| Dedicatedsalesiepres Sales EPDedicatediSal deCenter |
|| rRmanager HR Marager EPHRMsnBgarRoleCenter |
Defut Role Center: | EPDefaultfioleCertter =
Unique key rapresanting the identfication of a user profle. The key is used when creating a new profie. [ b [8 @

2. Let’s assign several users to the Accountant profile. To do this, select the
Accountant profile and click on the Bulk Add Users button.

¥ Bulk Add Users - Profile ID: CFO (1) o ] 4]
r Select Users
Filter by Group: I | - I
_I User ID User name o
| Admin
| barec Betty Crocker
| bfran Benjamin Franklin
I_ Guest
["| awash George Washington _—
| jschm Joe Schmo ;I
Select All Unselect All
r Select Company
" All companies

DAT

Select Al lUnselect &l |

g(| Cancel Apply
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3. Select which users to assign to the Accountant profile. If the users are already
organized in a Dynamics AX group (for example, an Accountant group),
select the group in the Filter by Group drop-down to easily filter by user
group. There is also an option to specify which company the profile will
be active on. This is present because one user can have different profiles in
separate companies. For example, a user can have an Accountant profile in
company CEU while having an AccountingManager profile in company
CEE. When the appropriate users are marked, click on the OK button to add
the marked users to the Accountant profile.

4. Additionally, users can be assigned to profiles in the Active Directory
Import Wizard, as shown in the following screenshot. This process is similar
to the previously mentioned steps.

B Active Directory Import Wizard (1) i =100
Select Prolile
Select the profie bo.aztign bo e kit of users imported fiom Active Direchory r “

Select the profie for the users imported from Active Drectory. The profie defines the Riole Center, amongst other default settings. If you are not sune which profle o assign,
choose o profie in ol companses” and bater you can assgn profiles: from the Users o User profiles: form.

<fack |l'-ta"> | Cance

Proceed 1 B REXt S0E0 N T mizard,

Since the selected users were mapped to a profile, they will now be associated to a
Role Center. Individual users can be added one at a time by clicking on the Add
user button, as shown in step 1. User profiles can also be saved to be exported and
imported between Dynamics AX environments to simplify the process of creating
duplicate user profile settings.
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Summary

This chapter focused on the process of setting up the Enterprise Portal with Role
Centers, SQL Reporting Services, SSRS, with Dynamics AX. Reporting extensions
are a vital component for the Business Analysis features that Dynamics AX 2009
provides. Most reports query Dynamics AX directly while some query SQL Server
Analysis Services cubes. Installing Reporting extension along with Analysis
extensions are necessary in your arsenal for setting up Role Centers.

In order for users to be able to access and use the reports, permissions must be set
up. In Chapter 9, Security and User Administration we will cover how to appropriate
setup permissions on reports.

In the next chapter, we will cover the process of setting up Kerberos authentication.
The setup and configuration of Kerberos authentication is required for Role Centers
to function properly when each Dynamics AX server component is implemented
across multiple servers. Otherwise, if Kerberos authentication is not appropriately
set up, the Role Center web parts will fail to load properly.
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Typically, servers and services in a Windows Server environment are set up using
NT LAN Manager (NTLM) authentication. When in a multiple distributed server
and services environment, NTLM increases its level of vulnerability as it is easier

for a hacker to gain access from one service by spoofing their identity or performing
other malicious authentication attacks. At one time, NTLM was appropriate and easy
to use; however, times have changed. Servers and services come aplenty and security
is critical.

NTLM lacks in providing extra security measures that are needed. The word
Kerberos is actually derived from the Greek name Cerberus. Cerberus was a
mythological three-headed hound that guarded the gates of Hades. In other words,
it was an extremely protective creature that thwarted any invaders from attempting
to breach the gates of Hades. The Kerberos authentication protocol was developed
with enhanced security measures in mind when authenticating users as they

"pass through the gates" to access multiple services. Therefore, when one thinks of
Kerberos authentication, one can also think of enhanced security authentication.

For Dynamics AX 2009, Kerberos authentication is not only nice to have for its
security protocol, but is necessary for Role Centers to function properly in a non-
developer environment. Without Kerberos authentication, Role Center web parts that
contain reports from Microsoft SQL Reporting Services or Microsoft SQL Analysis
Services will simply fail to load. The reason Role Centers will work in a developer
environment is because all of the base and extended server components reside on the
same server and there is really no need to authenticate on other servers. However,
for other Dynamics AX 2009 environments, such as a production environment, the
base and extended server components will be dispersed across multiple servers;
hence, Kerberos authentication has to be properly set up.
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In this chapter, we will specifically cover:

e Configuring Service Principal Names

¢ Configuring the Domain Controller for Kerberos authentication
e Configuring SharePoint for Kerberos authentication

e Configuring SQL Reporting Services for Kerberos authentication
e Configuring SQL Analysis Services for Kerberos authentication
e Setting up Office Data Connection (ODC) files

e Setting up Component Services

e Configuring Internet Information Services for Kerberos authentication

Setting up Kerberos authentication for
Role Centers

Now that you have an understanding of what Kerberos authentication is, the

next process is to set up your Dynamics AX 2009 environment to utilize Kerberos
authentication. Depending on your infrastructure setup, some of the following items
on the list may not be applicable. However, the following setup is considered optimal:

e Web server:
°  Office SharePoint Server 2007 or Windows SharePoint Services 3.0
°  SQL Server Reporting Services 2008 or 2008 R2

e Database server:
°  SQL Server 2008 or 2008 R2
°  SQL Server Analysis Services 2008 or 2008 R2

In the previous list, we have two servers. Depending on server load, you may also
decide to have the SQL Server Analysis Services on a dedicated server or the SQL
Server Reporting Services on a dedicated server. In this example, we have one server
designated as the web server and the other as the database server. The web server
contains anything related to serving web pages while the database server contains
anything related to storing and retrieving data, as well as performing any calculations
on that data. If you notice, the AOS server is not mentioned because it is not required
to be set up for Kerberos authentication. However, each one of the components
mentioned will have to be set up individually to utilize Kerberos authentication.
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Configuring Service Principal Names

The Service Principal Name (SPN) can be considered as a link between the service
and the Active Directory user account. By specifying the server name, domain

name, and user account running a service (for example, application pool account or
service account), setspn.exe is a utility that an administrator can use to list, register,
delete, or update Service Principal Names. The SPN must be specified for both the
Enterprise Portal application pool account (which should be the Business Connector
Proxy account), SQL Server, and the SQL Server Analysis Services (SSAS) service
accounts. There is no restriction on which server the SPN command can run on, as
long as the server is within the same domain as the services whose accounts require
to be set up as Service Principal Names. The following steps outline this process:

Open the Windows Command Prompt (Start | Run | cmd).

2. Register the SPN for the Enterprise Portal application pool account. To set it,
enter the following:

setspn.exe —-A HTTP/<Enterprise Portal server name> <Application
pool account name>

Administrator: Command Prompt .

C:sUserssAdministrator?setspn —A HITP/AXZB89-DEVBL CORP-bhcproxy_

3. Where <Enterprise Portal Server Name> is the server name, but not
the Fully Qualified Domain Name (FQDN) of the Enterprise Portal
server. <Application pool account name> is the Active Directory user
account running the application pool. This account is typically the Business
Connector Proxy account.

[z+] Administrator: Command Prompt . -10] x|

revAdministrator>setspn —A HITP-/AH2B09-DEVAL CORP-~bhcproxy
ering ServicePrincipalNames for CH=Dynamics AR Business GConnector Proxy Us
Users , DC=corp.DC=ingnomics . DC=com

HTTP/AX 2889 -DEVAL

Updated obhject

C:islserssAdministrator’
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4. Perform the same process as described in the previous step; however, this
time, use the FQDN.

Administrator: Command Prompt

C:\Users\Administrator>setspn —A HTTP/AX2009-DEVUBL .corp.ingnomics.com CORP\}JCDPOE

or CN=Dynamics AX Business Connector Proxy Us
ng =com
TP/ﬂnl.@Ei? D]:UBi corp.ingnonics.com
Updated ohject

C:\Users\Administrator>

Now that the SPN is registered for the Enterprise Portal SharePoint site, the SPN must
also be registered for the SQL Server Analysis Services (SSAS). To register the SPN for
the SSAS server, enter the following commands in the Windows Command Prompt.

If service accounts are the Network Service or Local Service accounts, use

%& the <Computer>$ format for the account names, for example, if the SSAS
s service account is a Network Service account, AX2009-SSAS01$ would
be the service account name to use when setting the SPN.

1. To set the SPN on a SSAS service account, use the following commands:

setspn.exe -A MSOLAPSvc.4/<SSAS server name> <SSAS service account
name>

- Administrator: Command Prompt - setspn -A MSOLAPSvc.4/AX32

C:\Users\Administrator>setspn —A MSOLAPSvuc.4/AX2009-DEUA1 CORP\sglssas

If using SQL Server 2005, replace MSOLAPSvc.4 with
< MSOLAPSvc.3.

2. Where <ssAs server Name> is the server name, yet not the FQDN of the
SSAS server. <SSAS account name> is the Active Directory user account
running the SSAS service.
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Administrator: Command Prompt E

G \Uﬂelﬁ\ﬁdmlnlﬂtlatnl)ﬂetﬂpn —A MSO0LAPSuc . 4-AX2809-DEUA1 CORPu=sqlssas
Register 1ng ServicePr 1nc1pa1Name¢ for CH=S5QL Analysis Service Account.CH= Ugel.»,D.
C=corp,.DC=ingnomics,DC=c
MEOLAPSuc. 4/9“23@9 DEUB1
Updated object

C:\lUsers\Adninistrator>

3. Perform the same process as described in the previous step; however,
this time, use the FQDN.

4. To set the SPN for the SQL Server Service account, perform the
following command:

setspn.exe —-A MSSQLSvc/<SQL server name>:1433 <SQL service account
name>

[&+] Administrator: Command Prompt

-s\ﬂdministratol_- etzpn —A MSSQLSuc/AN20@9-DEUGL 1433 CORPsqldh

ering SexulceP 1pa1Nane" for CN=5QL Database Engine Rccount.CN=UsePS,DC.
=corp,DC=ingnomics

MSSQLSUC/RHZBB? DEUBi 1433
lUpdated obhject

C:\lUsers\Administrator>

5. Perform the previous step again, except use the FQDN of the SQL Server.

JT=TEY

C:\Users“Administrator>setspn —A MESQLSwc/AX2B@7-DEUAL .corp.ingnomics.com:1433 CE
RP 1ldb

istering ServicePrincipalNames for CN=5QL Database Engine Account.CN=Users.D(|
=corp.DC=ingnomics,.DC=com
MS8QLEvc /AXZ2BA?-DEVAL .corp. ingnomics .com:1433
lUpdated object

C:xUserssAdministrator>

To verify that Kerberos authentication was set up properly, run the setspn -L
<account name> command. For example, to verify that the HTTP service principal
name was configured correctly, you would run the setspn -L CORP\bcproxy, where
CORP\bcproxy is the business connector account. If the results point to the correct
server, then you can be assured that the SPN was configured correctly for the HTTP
service. Similarly, if you want to verify that the SQL Server Analysis Services was
configured correctly, you need to run the setspn -L Ax2009-DEV01$ command. If
the results point to the correct servers, then you can be assured that the SQL Server
Analysis Services SPN was configured correctly. Remember, both the local hostname
as well as the FQDN must be listed.
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A useful tool that can assist you in verifying whether the SPNs have been
successfully registered is KerbTray. This tool is included in the Windows Server 2003
Resource Kit Tools. KerbTray runs in the task bar tray and displays the Kerberos
service tickets. Confirm that both the Enterprise Portal and the SSAS service tickets
are listed. Similarly, if you are using Windows Server 2008, you can use the utility,
klist.exe to view and delete service tickets.

Configuring the Domain Controller for
Kerberos authentication

Various settings will need to be applied in the Domain Controller to fully support
Kerberos authentication and for the Role Center web parts to display properly.
Although many settings are already set during a Windows Server installation, there
are some additional settings that must be appropriately set. This section covers each
process necessary in the Domain Controller to accomplish this.

Raising the domain functional level

Before enabling Kerberos authentication on the individual server components, your
network Domain Controller must be running at least in the Windows Server 2008
or Windows Server 2008 R2 domain functional level in order to be able to facilitate
Kerberos authentication. The following steps describe this process.

" Windows Server 2003 domain functional
level is also supported.

1. Access the Domain Controller server and go to Active Directory Users and
Computers by going to Start | Administrative Tools | Active Directory
Users and Computers.
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File Action View Help

- Active Directory Users and Computers

=10l x|

e |rEli0XB o= HER atsTas

3 Active Directory Users and Comput
| Saved Queries
corp.ingnomics. com

[ Builtin

Computers

|2| Domain Controllers
ForeignsecurityPrincipals
|| Managed Service Accounts

%N\owed RODC Password Replication. ..

52, Cert Publishers

&Demed RODC Password Replication ...

52, DnsAdmins

Q,DnsUpdahePraxy

52, Domain Admins

ﬂDomain Computers

52, Domain Contrallers

%Domain Guests

%Domain Users

3._, Dynamics AX ACS Service Account

3_3 Dynamics AX Business Connector Pr...

_Qe,Enberprise Admins

%Enherpnsa Read-only Domain Contr...

%Group Policy Creator Owners
.!. Guest

3_;, HWYU_AX2003-DEV-WINS

2 Hvu_axaoos-DEVO1

&, HVU_WIN-2L 4QF5QIMHS
%RAS and IAS Servers

12, Read-only Domain Controllers
J‘Q,Sdﬂema Admins

3_5 SQL Analysis Service Account

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User
User

Security Group ...
Security Group ...
Security Group ...

User
User
User
User

Security Group ...
Security Group ...
Security Group ...

User

Members in this group can...
Members of this group are....
Members in this group can...

DNS Administrators Group
DMS dients who are permi...

Designated administrators. ..
All workstations and serve...
All domain controllers in th...

All domain guests
All domain users

Designated administrators. ..
Members of this group are...
Members in this group can...

Built-in account for guest ...

Document Conversion Use...
Document Conversion Use...
Document Conversion Use...

Servers in this group can ...

Members of this group are...
Designated administrators...

Name | Type [ pesaription | =
J: Administrator User Built-in account for admini...

2. Toraise the domain functional level, right-click on the domain and then select
Raise domain functional level... from the drop-down menu. If using Windows
Server 2003, raise the domain function level to Windows Server 2003.

File Action View Help

Active Directory Users and Computers

~=lolx|

L A N E e N

T E®

K — i

: Active Directory Users and Comput | Mame | Type | Description |
| Saved Queries 1 Builtin builtinDomain
Bl & : Container Default container for upgr...
ilti Delegate Control...
Buiiltin Fndega .. Organizational ...  Default container for dom...
ind. ..
Camp.ubers = T Hipals Container Default container for secu...
Ecm.alnchm Ehange Domamc - counts Container Default container for man...
ange Domain Controller...
orE e J Container Default container for upgr...
| Managed Sel
[ Users Operations Masters. ..
MNew 3
All Tasks 4
View »
Refresh
Export List...
Properties
Help

|A]inws you to raise the domain functional level to a level you select.
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3. Select the domain functional level Windows Server 2008 or Windows Server
2008 R2. When complete, click on the Raise button to raise the level and save
the changes.

Raise domain functional level B x|

Domain name:

corp ingnomics.com

Cument domain functional level:
Windows Server 2003

Select an available domain functional level:

/v, Mfter you raise the domain functional level., it is possible that you may not be able to
~ reverse it. For more information on domain functional levels, click Help.

Raise I Cancel | Help |

In order to complete the following steps in this section, the domain functional level
must be raised appropriately.

As noted by the Raise domain functional level window, once you raise the level,
you may not be able to reverse it. Therefore, verify that raising the domain functional
level will not negatively impact other servers and applications before performing
such tasks. Raising the domain functional level to Windows Server 2003 may be

a better approach because other server systems on your network may not support
more recent versions. Verify that all systems on a network will work with either
Windows Server 2008 or Windows Server 2008 R2 domain functional level.
Dynamics AX 2009 and its components support all three of them.

Verifying account delegation

Now that the domain functional level has been properly set, we can proceed to modify
the delegation options wherever needed. User accounts that will access Role Center
pages, SSRS, or SSAS reports must have the capability to be delegated. Additionally,
service accounts that have been set up as Service Principal Names (SPNs) must be
trusted to perform delegation so that they can assume the identity of user accounts
when user accounts are accessing other servers. For example, when a user logs in to a
Role Center page, the Enterprise Portal application pool account will impersonate the
user account accessing the page to authenticate the Report web parts.

To verify that a user account can be delegated, perform the following steps:

1. Access your Domain Controller server and go to Active Directory Users and
Computers (Start | Administrative Tools | Active Directory Users and
Computers).

[104]


http:///

Chapter 5

~loix|
File  Acton \View Help
e 2B {0XDc=HEIQSTEn
: Active Directory Users and Comput | Name | Type | Description | -
| Saved Queries £, administrator User Built-n account for admini...
ig,hllowed RODC Password Replication... Security Group ...  Members in this group can...
QCert Publishers Security Group ... Members of this group are...
| Computers EDeniEd RODC Password Replication ... Security Group ...  Members in this group can...
Domain Controllers %Dnsndmlns Security Group ...  DNS Administrators Group
FcreignSecur\t.y'Pnncipals }‘P_',DnsUpdateProxy Security Group ...  DNS dients who are permi...
- Manged oLl %Domain Admins Security Group ...  Designated administrators. ..
= ig,[)umain Computers Security Group ... All workstations and serve. ..
S&Dnmam Controllers Security Group ...  All domain controllers in th...
ia,Domain Guests Security Group ... All domain guests
%Domain Users Security Group ... All domain users
!5 Dynamics AX ADS Service Account User
\‘_3 Dynamics AX Business Connector Pr...  User
Q,Enberprise Admins Security Group ...  Designated administrators. .. b
%Enberprise Read-only Domain Contr... Security Group ... Members of this group are...
.ﬂ%Group Policy Creator Owners Security Group ...  Members in this group can...
!_. Guest User Built-n account for guest ...
L HVU_AX2009-DEV-WINS User Document Conversion Use. ..
$ HYU_AX2009-DEVO1 User Document Conversion Use. ..
_aJ HYU_WIN-2L4QF 5QIMHS User Document Conversion Use. ..
52,RAS and IAS Servers Security Group ... Servers in this group can ...
.S!,Read-only Domain Controllers Security Group ...  Members of this group are...
%Sdﬂema Admins Security Group ...  Designated administrators...

2, 501 Analysis Servi
i alysis Service Account User
K Ble: o |

2. Select a user account that will access a Role Center page and go to Properties.

. Active Directory Users and Computers

=10l x|

Fle Acton View Help

| 2[m 40 /XE &=

LT o%

: Active Directory Users and Comput | Name | Type | Description | =
Saved Queries mministramr User Built-in account for admiri. ..
B & corp.ingnomics.com 2, Alowed RODC Password Replication... Security Group ...  Members in this group can...
|| Builtin
|| Computers B2, Cert Publishers Security G COPY... hroup are...
i Domany Comr.oller.s ) 52, Denied RODC Password Replication ... Security G Add toa group... roup can. ..
oo ForelgnSecurlt.yPrlnclpals %Dns,ﬂdmins Security G Disable Account rs Group
> E;ZgEd SO %DnsUpdabeProxy Security G Reset Password... Bre permi...
= %Domain Admins security G Move... nistrators...
.ﬂﬂDomain Computers Security G Open Home Page nd serve...
ngomain Controllers Security G Send Mail llersin th...
s\a_‘-Dnmain Guests Security G All Tasks »
ia)Domain Users Seaurity G ——
2, Dynamics A% AQS Service Account User Cut =
2, Dynamics AX Business Connector Pr... User Delete
%Enh&rprise Admins Security G Rename nistrators. ..
gf,Enherprise Read-only Domain Contr... Security G roup are...
%Group Palicy Creator Owners Seaurnity G R roup ca3n.....
.?_. Guest User Help
?_, HVU_AX2009-DEVOL User Document Conversion Use. ..
5 HVU_AX2009-DEV-WINS User Document Conversion Use...
3_, HYU_WIN-2L4QF 5QIMHS User Document Conversion Use. ..
F&RAS and TAS Servers Security Group ...  Servers in this group can ...
%Readﬂnly Domain Controllers Security Group ...  Members of this group are...
3 I _’I %’Efeiﬂfjﬁi:ﬁ...;m o ISETrity Group ... Designated administrators... LI

|Dpens the properties dialog box for the current selection.
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3. Inthe user's account properties, go to the Account tab and in the Account
options group, verify that the checkbox Account is sensitive and cannot be

delegated is unchecked.
Dial-n I Environment I Sessions I Remote cortrol

Remote Deskiop Services Profile I Personal Virtual Desktop I COM+ I
"General | Address Account | Profile | Telephones | Organization | Member OF

User logon name:

X Testser1 I @cormp ingnomics.com j

User logon name {pre-Windows 2000):
CORP JAXTestUserD1

Logon Hours... Log On To... |

™ Unlock account

Account pptions:
[~ Accourt is disabled ;I
[~ Smart card is required for interactive logon
I|_ Account is sensitive and cannot be delegated I J
™ Use Kerberos DES encryption types for this account LI
— Account expires
' Never
" Endof: Fiday . September 03, 2010 j

’TI Cancel | Apply | Help |

Additionally, the IIS Application Pool account for the Enterprise Portal
must be updated to delegate user accounts. The following steps outline
this process:

4. Access your Domain Controller server and go to Active Directory Users
and Computers (Start | Administrative Tools | Active Directory Users
and Computers).
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Action  View Help

. Active Directory Users and Computers 3

=0l x|

@ |

IR M=k, SERCIEY

: Active Directory Users and Comput
| Saved Queries

= 3 corp.ingnomics.com

| Builtin

| Computers

= | Domain Controllers

~ ForeignSecurityPrincipals
"~ Managed Service Accounts

Mame | Description -
.5 Administrator User Builtn account for adrmini...

.ELAHowed RODC Password Replication. ..
.ELCert Publishers

BLDenied RODC Password Replication ...
2, DnsAdmins

P&DnsUpdateProxy

;SLDOITIEII‘I Admirs

%Dumaiﬂ Computers

52, Domain Controllers

.ELDomain Guests

BLDomain Users

?_, Dynamics AX ADS Service Account

3_, Dynamics AX Business Connector Pr...
QLEnterpnsE Admins

ﬁf‘-EntErpfisE Read-only Domain Contr...
%Group Policy Creator Owners

3_. Guest

1, HYU_AX2009-DEV-WINS

2, HvU_AX2009-DEVD1

2, HVU_WIN-2L4QF 5QIMHS

%RAS and TAS Servers

P&Read-on\y Domain Controllers

82, 5chema Admins

3_, SQL Analysis Service Account

A1 Pd b E

AL

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group
Security Group ...
Security Group ...
Security Group
Security Group ...
Security Group ...
User

User
Security Group ...
Security Group
Security Group ...
User
User
User

User
Security Group ...
Security Group ...
Security Group ...
User

Members in this group can...
Members of this group are...
Members in this group can...

DMS Administrators Group
DNS dients who are permi...

Designated administrators. ..
All workstations and serve...
All domain contrallers in th...

All domain guests
All domain users

Designated administrators. ..
Members of this group are. ..
Members in this group can. ..

Built-in account for guest ...

Document Conversion Use. .,
Document Conversion Use. ..
Document Conversion Use. ..

Servers in this group can ...

Members of this group are. ..
Designated administrators. ..

5. Select Enterprise Portal IIS application pool account. This should be the

business connector proxy account. When selected, right-click on that user
account and go to Properties.

File Acton View Help

. Active Directory Users and Computers e

% 7F 0 X =B

2a

:j Active Directory Users and Comput
| Saved Queries
= 33 corp.ingnomics.com
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincpals
| Managed Service Accounts
| Users

KN |

Name

Type

y Busines ector Prox
Q,Enberprise Admins
.g_!‘EI'ItEeriSE Read-only Domain Controllers
%Group FPolicy Creator Owners

3. Guest

2, HvU_aX2009-DEVD1

s HVU_AX2009-DEV-WINS

£ HVU_WIN-21 4QF5QIMHS
.!;LRAS and [AS Servers
.!’E,Readﬂnly Domain Controllers
52, 5chema Admins

;a) SQL Analysis Service Account

\l_., SQL Databasze Engine Account

._aJ SQL Integration Services Account
s SQL Reporting Services Account
?_, SQL Server Agent Account

Dynamics AX AODS Service Account

.}E', SQLServerDTSUser SAX2009-DEVOL
.Q!LSQLSErverDTSUsErSWIN—Z_'%QF SQIMHS

j_]'_' SQLServer 2005M350QL ServerADHelperlUser SWIN-2L 4QF 5QIMHS
82, 5QLServer 2005MS5QLUser SWIN-2L 4QFSQIMHS SOFFICESERVERS
.gf) SQLServer200550LBrowserUser SWIN-2L4QF 5QIMHS

_QLSQLServerFDHchJser.‘jAXlDDQ-DEVD 18MSSQLSERVER
11 SO GaryarFNHACH Iear G- ANFENTIMHE EMESI SFOYVFD
4

User

Copy...

Add to a group...
Disable Account
Reset Password...
Maove. ..

Open Home Page
Send Mail

All Tagks 3

it Zre |rI

bp ...
up ...
bp ...

up ...

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

Designated
Members of

Members in

Built-in acco
Document C
Document C
Document C
Serversin t
Members of
Designated

Membersin _|
Members in
Members in
Members in
Members in
Members in

Mamhare in
»

|Dpeﬂs the properties dislog box for the current selection.
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6. In the account properties, go to the Delegation tab to view the delegation
settings for the user account. If the Delegation tab is not present, then verify
that you set the SPN on this account correctly. Mark the option Trust this
user for delegation to any server (Kerberos only).

Dynamics AX Business Connector Proxy User Propert 21 x|

MemberOf | Diakin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop | COM+
General | Address | Account | Profile | Telephones Delegation | Organization
Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
" Do not trust this user for delegation
| & Trust this user for delegation to any service (Kerberos only) |
" Trust this user for delegation to specified services only

€ Use am authentication proto

_Service Type | User or Computer Port _Senvice N:

™ Bpanded

[0 ] _cma |_mw | o |

Additionally, perform the same process for the Report Server and Report Manager
user accounts that are used in the application pool for those sites.

Configuring SharePoint for Kerberos
authentication

This section assumes that the Role Centers and Enterprise Portal have already been
installed on a SharePoint server as covered in Chapter 3, Setup and Configuration of the
Enterprise Portal and Chapter 4, Setup and Configuration of the Role Centers. To set up
Kerberos authentication on SharePoint, perform the following steps:

1. Connect to your web server and run the SharePoint Central Administration.
In Windows, click on Start | Administrative Tools | SharePoint <version>
Central Administration. This will open up Internet Explorer and connect
you to the Central Administration.
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2. Once the Central Administration page loads, click on the Application
Management tab to go to the Application Management section.

(_F Application Management - Windows Internet Explorer

o=l
@E} = [&] htto: //ax2009-devd1:3262/_admin/applcations.asax Ellel %[ |2~
< 7 Favorites | 9% @) Suggested Sites = @ | Wieb Siice Gallery =

/& application Management | | 5 - [ - ) o= - Page - Safety - Tools - (g~
Central Administration

Welcome CORP\administrator « | My Site | My Links = | =

S5 e =

% Central Administration
T

Home  Operations m’ Manage |

| Central Administration > Application Management

Application Management '

View Al Site Content This page contains links to pages that help you configure settings for applications and components that are installed on

Central the server or server farm.
Administration
= Operations SharePoint Web Application Management Office SharePoint Server Shared Services
= appiicatun : 8 Create or extend Web application @ Create or configure this farm's shared services
lanagemen
8 Remove SharePoint from IIS Web site @ Grant or configure shared services between farms —
::;amr;:r:!sftfar:'::? o Delete Web application 8 Check services enabled in this farm

8 Define managed paths

o Configure session state
= SharedServices1

o Web application outgeing e-mail settings

@] Recycle Bin © \Web application general settings Application Security
8 Content databases o Security for Web Part pages
8 Manage Web application features

o Self-service site management
8 Web application list

© User permissions for Web application
= Policy for Web application

SharePoint Site Management = Authentication providers

8 Create site collection

==

,7’7,7’7,7,7‘?.‘_,anlintr_aﬂetllehEctedMode:DfF iy [R0% - g

3. Since you have already set up your Enterprise Portal website, we will
need to change its default authentication method. To do this, click on the
Authentication providers link under the Application Security group.

N e —
6\;} » [&] http://ax2009-devo1:3262/_admin/authenticatonproviers.aspx =] [ ]

e Favorites | 43 ] Suagested Sites - ] Wb Sice Gallery ~

=101 x|
(o]

{@ authentication Providers | | M- -+ [ pmy - Page~ Safety -+ Tooks - -

Central Administration

%)) - - »
2%\\5 Central Administration
Home Operations | m on Management |
| Central Administration > Application Management > Authentication Providers

Authentication Providers '

Welcome CORPladministrator ~ | My Site | My Links = | =l

| view Al Site Content
Central \Web Application: | https//ax2009-dev01:18723/ ~
Administration
= Operations Zone Membership Provider Name
« Application Default Windows

Management
Shared Services
Administration

= SharedServices1

[z Recycle Bin

Done [ ||| [ tocd intranct | Protected Mode: OFF Fa- [®m00% -,
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4. Inthe Authentication Providers page, before continuing, make sure that the

correct web application is selected. If so, click on the current zone. In this
example, the zone is Default.

(_ Edit Authentication - Windows Internet Explorer

=10l x|
@; v |g http: /fax2009-devd1: 3262/ _sdmin/Authentication.aspx?WebApp j | ¥ X% | 1 Bing poliRs

{;g Favorites | {.:‘g £ | Suggested Sites » & | Web Slice Gallery =

/& Edit Authentication | | ]’9_-} 5 | F;J ~ Page - Safety ~ Tools ~ @'v

Central Administration

% Central Administration
Home = Operations | Application Mimagemlt

‘Welcome CORP\administrator * | My Site | My Links * | =

Central Administration = Application Management = Authentication Providers > Edit Authentication

Edit Authentication

| View Al Site Content

| Central

Web Application
Administration

Web Application: http:f fax2009-dev01:18723
= Operations

= Application | | zone

Zone

| Management | | These authentication settings are Default .
| | | bound to the following zone.
| Shared Services |
| Administration

= SharedServices1 Authentication Type Authentication Type
| | | Choose the type of authentication you & Windows
| | Recycle Bin want to use for this zone. Learn about

L configuring authentication. 1~ Forms

' Web single sign on
Anonymous Access

[~ Enable anonymous access
You can enable anonymous access for

sites on this server or disallow
anonymous access for all sites,

Enabling anonymous access allows site
| armimictratare tn hirn snanumene

-

[ [ [ [ [ [ [& Localintranet | Protected Mode: OFF yv R -

5. In the Edit Authentication page, make sure the Integrated Windows
authentication mode is marked and select Negotiate (Kerberos) to use

Kerberos authentication. Then click the Save button to apply the
new settings.
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("‘ Edit Authentication - Windows Internet Explorer o =] B

@A @ [ ntn: //axan0e-devor: 32 3] Bing il

17 Favarites | "1:5 £ | Suogested Sites - @ | Web Slice Gallery -

'_fé Edit Authentication

| I’.}-E-_j@vpagev Safety = Taglsvlglv

£ -~

Anomymous Acoess ™ Enable anonymous 3CCess
‘You can enable anonymous access for

sites on this server or disallow

anonymous access for all sites,

Enabling anonymous access allows site

administrators to turn anonymaus

access on. Disabling anonymous access

blocks anonymous users in the

web, config file for this zone,

TS Authentication Settings ¥ Integrated Windows authentication

Kerberos is the recommended security
configuration to use with Integrated
Windows authentication, Kerberos NTLM

requires the application pool account to

be Metwark Service or spedial ™ Basic authentication {password is sent in dear text)
configuration by the domain

administrator, NTLM authentication wil

work with any application pool account

and the default domain configuration.

Client Integration Enable Client Integration?
Digabling dient integration will remove
features which launch dient Fives Chio

applications. Some authentication

mechanisms (such as Forms) don't work f
well with dient applications. In thiz

configuration, users wil have to work

on documents locally and upload their

changes. LI
Done [ [ [ [ [%tocaintranet | Protected Made: OFf ‘a- ®mow -

6. Repeat steps 2-5 for the Shared Service Provider (SSP) of the Enterprise
Portal application.

7. Open the Windows Command Prompt (Start | Run | cmd) and type in
iisreset to restart IIS.

Configuring SQL Reporting Services for
Kerberos authentication

In order to set up the Reporting Services for Kerberos authentication, you will need
to complete the following steps:

1. Open the RsSReportServer.config file for editing in a text editor. The
file is typically located in <sQL Server Reporting Services Install
Directory>\Reporting Services\ReportServer.

2. Locate the <AuthenticationTypes> section.
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3. Delete the NTLM configuration settings to disable NTLM authentication and
instead add the following to enable Kerberos:

°® <RSWindowsKerberos />

o

<RSWindowsNegotiate />

[ @ Ensure that you make a backup of the files before they are edited. ]

Configuring SQL Analysis Services for
Kerberos authentication

If SSAS is running on a server that does not have SQL server installed, then the
connection must be capable of communicating using Kerberos authentication. By
default, the connection string for the SQL Server Analysis Services database lacks

the capability to connect using a Kerberos authentication method. This requires us to
manually modify the connection string. To modify the connection string, perform the
following steps:

1. Log in to the Analysis Services server in the SQL Server
Management Studio.

2. On the SSAS server, navigate down to the data source and right-click on the
Dynamics AX data source and click on Properties.

K, Microsoft SQL Server Management Studio , =loix|
Fle Edt View Desbug Toodls Window Commurity Hep

PN Query | [ | B B (| O | 15 & [ )

Conect> 1 43 5 T 7] §
1 [ (8 locahest (Microsoft Analysis Server 10.50,1600. 1
[= [ Databases
=1 | £ Dyremics AX
[ J Data Sources

»
_ Data Source Views SoptDeta Sourcees »
[# [ Cubes —_—
3 Dimensions Reparts %

[#] 4 Minrg Structures

# 3 Roles Deleke

. 3 Asserblies Refrech

[ [ Asserbies S

< | 1|

Ready 2
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3. At the very end of the connection string, place ; sspi=Kerberos.

Conneclion

Server:
localhost

Connection:
CORP“Administrator

4{ View connection properties

Progress
Ready

® Data Source Pi Dynamics Database

=lol x|

Name Dynamics Database

D Dynamics Database
Description

Create Timestamp
Last Schema Update

/6/2010 3
/6/2010 3:20:50 FM
009_INGNOMICS_DEVD1:sspi-Kerberod .|
10

8
8

Isolation ReadCommitted
Query Timeout 00:00:00
Managed Provider

E Security Settings
Impersonation Info Default

Connection String
Speciiies the connection string for the data source.

4. Click on OK to save the changes.
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Setting SQL Report Services connection

string

The final step for setting up Kerberos authentication for Report Services is to modify
the connection string. The following steps outline this process:

1. Access the Report Manager website and open the Dynamics AX reports
directory (for example, Dynamics folder).

f Home - Report Manager - Windows Internet Explorer

g [ 3|

@7“‘ =[] i faxan0sdevarr

57 Faverites ‘3'::3 £ | Suggested Sites ~ £ W

&l e

/& Home - Report Manager

ce Gallery =~

j | X | Bing Pl

| M v Bl - s - Page+ Safety - Toos~ @

SQL Server Reporting Services

Home

4 MNew Folder ) New Data Source

Esi|Report Builder

Home | My Subscriptions | Site Settings | Help ;I

iE:‘s ch | el |

4 Folder Settings t upload File [ Details view

Dynamics

]

Done [ [ || [& Localintranet | Protected Mode: OFf v [ Hw0m -

2. Click on the SharedLibrary.DynamicsAXOLAP data source connection to

open and edit the connection string.

/= Dynamics - Report Manager - Windows Internet Explorer -1ol x|
@:-@, hiip: /ax2009-devD L Repor s Pag o na[7] (42 % | [& ang ALl

g Favorites | 43 ] Sungested Sites = 8] Web Slce Gallery =

@ Dynamics - Report Manager
T oy

| i~ B - ) o= - Page- Safety~ Took~ @~

[ ]

ﬁ ProjStatements.ProjActualvsBudgetPayr. ..

ﬁ ProjStatements.ProjActualvsBudgetRave. ..

ﬁ smmLeadReports.smmLeadsAnalysis.B...
(-
ﬁ smmLeadReports. smmLeadSummaryBy. ..

ﬁ smmOpportunityReports smmPipelineAn_.

ﬁ SMAKeyPerformancelndicators SMA_Ke.

|htq:|:Haxz[mgdeun],Meponsﬁ’agesﬁ]amswce.asp)c’lhen ,_ ’_ ,_ ,_ ’_ ,_ |Q Local intranet | Protected Mode: Off

L A - 5|

B%j ProjStatements ProjActualvsBudgetReve. ..
[l SharedLibrary Dynamics AXOLAP. 5.7
@ SMASeniceActivity SMA_SeniceActivity
ﬁ smmleadReports.smmLeadSummaryBy...

ﬁ smmLeadReports.smmMNewLeadsTrend.L... J

o
@ smmOpportunityReports. smmPipelineBy__.

El
Ya - | ®i0% - g
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3. Append ; sspI=Kerberos to the end of the connection string and then click
on the Apply button to save the changes.

C:'Sharedlibrarv.bvnanﬁcsh)(oup - Report Manager - Windows Internet Explorer 5 |EI|5|
@: v |g, http: /fax2009-dev0 1/ReportsPages/DataSol Bing R~
7 Favorites | 9% B |Suggested Sites ~ @ | Web Slice Gallery +
(& sharedLibrary. DynamicsAXOLAP - Report Manager | | f:?‘; -8 - @ ~ Page - Safety » Tools ~ '@"
Home = Dynamics Home | My Subscriptions | Site Settings | Help ]
Ll SQL Server Reporting Services
—= SharedLibrary.DynamicsAXOLAP Searc [#
X Delete 4" Move
Properties
s Name: |Sharedlerary.Dynam\csAXOLAF‘
Description: -
Dependent ltems ’ B
Security H
I™ Hide in tile view
¥ Enable this data source =
Data source type: IAXADOMD =
Connection string:  [Proyider="MSOLAP";Data source=AX2009- =]
DEVO01;Initial Catalog="Dynamics
AX";Integrated Security=5SP ISRl os|Rd|
Connect using:
" Credentials supplied by the user running the report
Display the following text to prompt user for a user name and password
|T-.-:-E or enter a user name and password to access the data source ;l
|http:ﬂax2009dev0ljReporis!PagesfSubsaiptons.aspx l_l_l_l_l_l_lﬁ'l‘_ Local intranet | Protected Mode: Off fa T | EA00% - 4

Setting up Office Data Connection (ODC)
files

Office Data Connection (ODC) files are resource files with connection information
such as the data connection type, data source address, and so on. It is the method
used by SharePoint sites to connect to data sources such as an OLAP server. ODC
files are utilized by the Enterprise Portal site so that the embedded OLAP reports can
connect to the OLAP server to retrieve data. Without the ODC files, the Dynamics
AX 2009 OLAP reports will fail to load. Microsoft Dynamics AX 2009 has a utility
within the Administration module that will automatically generate the ODC files and
deploy them to the Enterprise Portal SharePoint site. However, custom modifications
must be done to the main ODC file in order for the connection to allow Kerberos
authentication. The following steps cover the process of deploying the ODC files and
also modifying the default ODC file to work with Kerberos authentication:

1. Load the Microsoft Dynamics AX 2009 client.
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2. Open the OLAP Administration form in Administration | Setup | Business
analysis | OLAP | OLAP Administration.

m OLAP Administration {1 - ceu} ) ;lglﬂ

File Edit Tools <Command Help

DHX "B |I7PEPR(leadaDDd T A @

OLAP servers |OLP.P databases I Advanced I Update Databases |

OLAP server name | Description
localhost

Setup Exchange Rakes I

Deploy ODC Files |

Dynami

[ | L 131 unread netifications | IE’E’E admin | 50 @

3. In the OLAP Administration form, click on the button Deploy ODC Files
to deploy the ODC files. If this does not work, make sure you have installed

Analysis Extensions for Dynamics AX 2009, Role Centers, and Enterprise
Portal, and then try again.

4. Now that the ODC files are deployed, the next step is to edit the default ODC
file. To do this, go to the Enterprise Portal SharePoint website.

/2 Role Center - Windows Internet Explorer =10l x|
@\’j ~ [i] http:fsharepoint/EPiEnterprisc®:20PortaljRokeCenterErvronmentalManager aspxwCHP=CEU ¥ | ¥4 K | [Lue Secrch £l

W b {E Rale Center

| BB - e @k

Contoso Corporate Portal > Enterprise Portal Company:CEU + Welcome System Account = | My Site | Mylinks = | (@ @ =

‘g Enterprise Portal Dynamics AX =] |

w Finance = Sales  Purchase  ShopFloor Control | Employee Services » | Human Resources | Project  Compliance | EP40

Home > Role Center

Role Center

Home
e Energy consumption - Greenhouse gas emissions T
Main Lists
= Alertrules |
= Product catalog = § 1y
= Campaign items Z s 5
c
= Service subscriptions 2 =
. S 06 i
= Service agreements g §
@
L i a "]
Service orders £ 4 2 I
= Purchase orders ‘;’_ w
= Sales orders £ oz ol S . . .
c $ 2 & 83 B £2 2
= Return orders L % B 5 £§ £8 58 &
« Invoices 0 g~ a—f— i ~{— O —a— = » ¥ 5 B 5 =
=% £ 82 55 5T & & 2 & £ & Z
= Price agreements <F A% DR ER ER 2 k]
I = ]
= Packing slip journal S B B
= W Direct 8 Indirect (EN16)
Purchase order journal Cither Tndirest (EFT)
= Customers wm. Direct Energy (ENZ)
Indirect Energy (EN4)
= Business relations
= Contacts
= Activities .
My Links Personal x -  KPIlist M
= View workflow histor:
) ¥ @ Addlinks [ Manage Links 1 =
Done | |8 Local intranst 0% -
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5. In the Enterprise Portal SharePoint site, click on Site Actions | Site Settings.

(2]

Role Center - Windows Internet Explorer 1ol x|
% ~ [ http:isharepoint/EP{Enterprise % 20PortalRoleCenterEnvironmentalManiager  aspocACMP=CEL Ell#2 1| [ uive search
W ¢ @ Role Center | | 3 - [ - i - [ Page - (G Tools +
Contoso Corporate Portal > Enterprise Portal Company:CEU = | Welcome System Account » | My Site | MyLinks + | {8 =
A Enterprise Portal [Bynamics ax =] 2
E Finance  Sales  Purchsss | Shop Floor Control | Employes Services = Human Resources | Project  Compiiance = W
Home > Role Center 28 E;sﬂte = i . -
T anew library, list, or web page
Role Center e s webit.
Home Edit Page
— Energy consumption - Greenhouse gag I | | Add, remove, or update Web Parts on
Main Lists ; e
= Alert rules . = F% sie settings
» Product catalog = y 1 Manage site settings on this site.,
3
= Campaign items E s 5
=
= Service subscriptions = =
S 06 H
= Service agresments £ 5
3 H
- a ]
Service orders £ o4 2
= Purchase orders o o
= Sales orders g 2
Z 8 & & §2 ED g2l
= Return orders & 2 8 § £5 2% 55 §
0 2r g e e = o 4 = " 5 =
* Invaices T e ey = ¢ o8 5 3 0§ 3
59 £S5 39 8BS BS 52 &2 =< A ] =} <
= Price agreements <8 A8 §R &8 s 2R <8 E
= = & b1
= Packing slip journal < z £
o W Direct & Indirect (EN1E)
Purchase order journal [ Other Indirect (EN17)
= Customers - Direct Energy (ENZ)
o Indirect Energy (EM4)
= Business relations
= Contacts
Sfetes My Links Personal ] - KPIlfist -
= View workfiow histor
) ¥ I Add ks = Manage Links

Done Frrrr1r s e [®H10% - 4

6. In the Site Settings page, click on Master pages located in the Galleries group.

72 St Setings - Windows nernet Evporer R
G': ~ [ httpsfisharepaint/EPf_Layautsfsettings.aspc =4[ % | [ive searen ol
Tr 40 gsie Settings | | % - B - o~ hEage v Tk - 7

Contoso Corparate Portal > Enterprise Portal

A Enterprise Portal

Enterprise Portal > Site Settings

Site Settings

Site Information
Site URL: http: fsharepoint/EF/
Mobile Site URL: http: f/sharepaint/EPm/
Version: 12.0.0.6219
Users and Permissions  Look and Feel Galleries Site inis i Site Collection lini ion
@ People and groups @ Title, description, @ Master pages @ Regional settings @ Go to top level site settings
@ Advanced permissions and icon 5 Site content types & site libraries and lists
= Bastempage: o Site columns 8 Site usage report
B Navigation a User slerts
@ Tree view o RSS
= e 2 Search visiiity
B Save site as
8 Sites and
bonalatt workspaces
= Beemets 5 Site features
& Searchable columns e
@ Content and
structure

Welcome System Account * | My Site | Mylinks = | @ =

Finance | Sales | Purchase | Shop Floor Control =~ Employee Services *  Human Resources  Project  Compliance | EP40 Site Actions -

hdl

>

Dane [ [ [ [ [ eclintranst [Fwmee -
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7. Once in the Master Page Gallery page, click on the View All Site Content
link on the left of the menu.

{2 Master Page Gallery indows Internet Explorer B (=] 3]
_— = e
@ + ] httpisharepaint EPj_catalogsimasterpagefForms/Alllems. asps?WCHP=CEL =[] | [uive search [2]-]

9% @ @ Master Page Gallery | | T3 - B - % - | page - (G Tools -

Conteso Corporate Portal  Enterprise Partal

Company:CEL ~ | Welcome System Account = | My Site | Mylinks ~ | (@

A Enterprise Portal [Dynamics ax =] o
ﬁ Finance | Sales | Purchase  Shop Floor Control  Employee Services »  HumanResources | Project | Compliance = EP40 m

- Enterprise Portal > Master Page Gallery
L@ Master Page Gallery

View All Site Content

Use the master page gallery to store master pages. The master pages in this gallery are available to this site and any sites underneath it,

[ Recycle Bin New = | Upload = Actions =  Settings ~ view: | All Master Pages -
Name Modified () Modified By O Checked Out To
E]  defaut.master 5/27/2008 5:57PM System Account
H]  defaultaxmaster 5/27/2008 5:57FM System Account

4]
4

3

[T [ [ [ [§3ecdinanct [# 100%

8. In the All Site Content page, click on the Data Connections link, located in
the Document Libraries group.

G@ + [ hitpifisharepoint/ER!_layouts viewlsts. aspx =4[ | e searcn EFTI
e G (@ alste Content | | - B - v irpage - pTask v

Contoso Corporate Portal > Enterprise Portal
A Enterprise Portal

E Finance | Sales  Purchase | Shop Floor Control | Employee Services »  HumanResources | Project | Compliance  EP40
— Enterprise Portal > All Site Content

i All Site Content

Welcome System Account ~ | My Site | MyLinks ~ | =

View Al Sitz Contant ot View: All Site Content
Recycle Bin MName Description Items  Last Modified
Document Libraries
Analysis Reports 2 2yearsago
(i3] Data Connections A document library that contains the Data Connection 24 17 months ago
files for Enterprise Portzl
(i3] Enterprise Portal A list that contains web part pages for Enterprise 115 17 months ago
Fortal
(i8] Shared Documents Share a document with the team by adding it to this 1 Zyearsago
document library.
Picture Libraries
There are no picture ibraries, To create one, cick Create above,
Lists
[E3 Announcements Use the Announcements list to post messages on the 1 2yearsago
home page of your site.
[ calendar Use the Calendar list to keep informed of upcoming 0 2yearsago
meetings, deadiines, and other important events,
=] Links Use the Links list for links to Web pages that yaur 0 2yearsago
‘team members will find interesting or useful.
[25] RoleCenterCEO_CustomerkPT 2 17months ago -
4 | >
| Intep:fshar epaint P _ayoutsfereate. asp [ [ [ [ [ [dviocalintranet [®1o0% - 4
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9. In the Data Connections page, right-click on the Dynamics AX ODC file and
save the file to your hard drive. Dynamics AX. odc is the default ODC file.

T
@:—: ~ [2] hitp:isharepoint (EP/Data%:20Connections/Forms/Alltems, aspx?W CHP=CEL =1 #2 ]| % | [uive Search £l
§¢ & @ Dats Connections i | 0 - By - i=h - [2FPage - Taok ~
¥5|  AX2008_Corporate CEU Finandial Model 11/7/2008 11:40 AM System Account =l
ﬁ AX2009_Corparate test 11/7/2008 11:40 AM System Account
& AX2009_Corparate 11/7/2008 11:40 AM System Account
95| AX2008PP_Corporate CEE Financial Model 11/7/2008 11:40 AM System Account
ﬁ AX2009PP_Corporate CEU Finandal Model 11/7/2008 11:40 AM System Account
¥g|  AX2009PP_Corporate Financial Forecast 11/7/2008 11:40 AM System Account
95| AX200FF_Corporate 11/7/2008 11:40 AM System Account
% Dynamics AX Accounts Payable Cube 11/7/2008 11:40 AM System Account
%3 Dynamics AX Accounts Receivable Cube 11/7/2008 11:40 AM System Account
€5 Dynamics AX Customer Relationship Management Cube 11/7/2008 11:40 AM System Account
%3 Dynamics AX Expense Management Cube 11/7/2008 11:40 AM System Account
%3 Dynamics AX General Ledger Cube 11/7/2008 11:40 AM System Account
¥5|  Dynamics AX Human Resource Management Cube 11/7/2008 11:40 AM System Account
%) Dynamics AX Production Cube 11/7/2008 11:40 AM System Account
%3 Dynamics AX Project Accounting Cube 11/7/2008 11:40 AM System Account
€5 Dynamics AX Purchase Cube 11/7/2008 11:40 AM System Account
%3 Dynamics AX Sales Cube 11/7/2008 11:40 AM System Account
vg [Dwmamics AX = | 11772008 11:90 AM System Account
€5 EMS Environmentsl Management System 11/7/2008 11:40 AM System Account
o eMs 11/7/2008 11:40 AM System Account
%2 Microsoft Dynamics AX2008_Corporate CEE Financial Model 11/7/2008 11:40 AM System Account
€5 Mirosoft Dynamics AX2003_Corporate CEU Financial Model 11/7/2008 11:40 AM System Account
%) Miaosoft Dynamics AX2009_Corparate 11/7/2008 11:40 AM System Account |
gl [
| [T T [ [ N3tocalinanct H100% -

10. After the Dynamics AX. odc file is downloaded, open it in Notepad.
Add ; ssp1=Kerberos at the end of the connection string located in the
<odc:ConnectionString> tag. Then save the file and close the Notepad.

B pynamics AX.odc - Notepad
Fle Edt Format Yew Help

=1olx|

<htm] xmIns:o="urn:schemas-microsoft-com:office:office”
xmins="http:/Awew. w3, org/TR/REC-htm140">

<head:>
<meta http-egquiv=Content-Type content="text/ x-ms-odc; charset=utf-g"»>
<meta name=ProgIld content=0DC. Cube>
<meta hame=SourceType Content=0LEDB:>
<mata name=Catalog content=Dynamics Axx
<mata name=Table Content=x
<titlexbata Connections/Dynamics &x, odc</titles
<xm]_id=docprops><o:DocumentProperties
xmlns:o="urn:schemas-microsoft-com: nff'lce office”
xmIns="http:/ www. w3. org/TR/REC-htm140"
<0:iNamerbata Connections/Dynamics Ax, Udc-(/u Name:>
</0:DocumentPropertiess
</xml><xm] Jd=msodcs<ode:officepataconnection
xmlns iodc="urn:schemas-microsoft-com:office:odc”
xmlns="http:/ www. w3. Drg/TR/REC htm140" >
<odc:Connection odc:Type="OLEDE">
<odciConnectionstring>Provider=MSOLAP. 3; Integrated Security=SSPI;Persist Security
Info=True;bata source=laocalhost;Initial Cata'lng Dynamics m/
<odc: Cnmmand‘rype>cuhe</ndc CnmmandType)
<0dciCommandText></odc: CommandText >
</odciconnections
</odc :0fficepataconnections
< xm] >
<stylex
< lim=
.oDChatasource

behavior: urlfdataconn.htc);
}

——>

</style>

</head:

odc:Connectionstrings
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11. Now that the Dynamics AX. odc file has been modified for Kerberos
authentication, the next step is to upload it back into the Enterprise Portal
SharePoint site. To do this, go back to the Data Connections page, as shown
in step 9. In the toolbar menu, click on Upload.

/2 Data Connections - Windows Internet Explorer 0 ] (5 |
@@ - Ig. http:Jisharepaint/EP/Data% 20Connections/Farms/Alllkems. aspx?WCMP=CEU j :“-f x| ILive Search P~
wode & Data Cornections | | - - = - hpage - (iTook -+ 7
Contoso Corporate Portal > Enterprise Portal Company:CEL ~ Welcome System Account ~ | My Site | My Links = =] =]
i Enterprise Portal [Dynamics ax =] | el
_w Finance = Sales Purchase  Shop Floor Control = Employee Services ~  Human Resources | Project  Compliance | EP40 _ﬁém_v_
= Enterprise Portal > Data Connections
| j Data Connections
Wiew All Site Content A document library that contains the Data Connection files for Enterprise Portal
] Recycle Bin New = | Upload | w | Actions = Settings ~ view: All Documents 2
Type Mame Modified ) Modified By
AX2009_Corporate CEE Financial Model 11/7/2008 11:40 AM System Account
AX2005_Corporate CEU Financial Model 11/7/2008 11:40 AM System Account
AX2009_Corporate test 11/7/2008 11:40 AM System Account
AX2009_Corporate 11/7/2008 11:40 AM System Account
AX2003PP_Corporate CEE Finandial Model 11/7/2008 11:40 AM System Account
AX20039PP_Corporate CEU Financial Model 11/7/2008 11:40 AM System Account
AX2009PP_Corporate Finandal Forecast 11/7/2008 11:40 AM System Account
AX2005PP_Corporate 11/7/2008 11:40 AM System Account —
Dynamics AX Accounts Payable Cube 11/7/2008 11:40 AM System Account
Dynamics AX Accounts Receivable Cube 11/7/2008 11:40 AM System Account
Dynamics AX Customer Relationship Management Cube 11/7/2008 11:40 AM System Account
Dynamics AX Expense Management Cube 11/7/2008 11:40 AM System Account
Dynamics AX General Ledger Cube 11/7/2008 11:40 AM System Account
Dynamics AX Human Resource Management Cube 11/7/2008 11:40 AM System Account
i | ¥  Dynamics AX Production Cube 11/7/2008 11:40 AM System Account |_|LI
4 L3
[kt }fsharepoint/ER/Data20Connections/Forms/Alltems. aspxPWCHMP=CELE [T [ [N3tecalintranet H10%

12. In the Upload Document: Data Connections page, browse the newly
modified Dynamics AX. odc file on your hard drive. Once selected, make sure
that the Overwrite existing files option is marked and then click on the
OK button.
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/2 Upload Document - Windows Internet Explorer

Upload Document: Data Connections

Upload Document

Mame:
Browse to the document you intend to upload.

=lolx]
@:: - |g httD:,ll,‘Shaf’BDD\ntlllEP,‘_laYDUtSJ‘UDIDad‘ESDX?L\St=°fo7BSDZUEAC6°ﬂ’02DD816°/02D42DF°/'02D847D°f02D27j +5 | 3( | ILive Search ye '_"
T o {& Upload Document | | ﬁ - - @ - l-._;“’EagE - .{?} Tools + 7
Contoso Corporate Portal > Enterprise Portal Welcome System Account + | My Site | My Links + @ 1=
il Enterprise Portal
__Wﬁnce | Sales  Purchase  Shop Floor Control = Employee Services = Human Resources | Project | Compliance | EP40 | Site Actions ~
Enterprise Portal > Data Connections > Upload Document

|C:\Documents and Settings\Administrz

Upload Multiple Files. ..
¥ overnrite existing files

|Dnne

OK Cancel

s

’7 ’7 ’7 ’7 ’7 ’7 |\:~J Local intranet

[*#100% - 4

13. Finally, restart IIS by running iisreset in the Windows Command Prompt.

Setting up Component Services

For the IIS server to function properly with Kerberos authentication, the component

1. Load the Component Services applications by going to Start |
Administrative Tools | Component Services.

& Component Services L
%. File

service accounts permissions must be updated. To do so, perform the following steps

Action  View Window Help

o]

e 2mE

(L] Console Root

I EARIE

SETE

B & Component Services

1) My Computer
Event Viewer (Local)
7, Services (Local)

-

Computers

| Actions

Component Services

More Actions
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2. Collapse the Component Services node and all the child nodes until you
reach the DCOM Config node.

(3} Component Services -1 =10] x|
. Fle  Action View Window Help |_ & x|
€= 2 XE o [\@maE

*ij & & & & &

onfig %SystemRo... Yesystemro... %esystemro... %systemro... %systemro... %esystemro..
%SystemRc
Yesystemrot
- & & & & &
Yosystemrot
Sosystemroc 32-bit Preview Accessibility... AccStore Class  acppage.dll  ActiveSockets Add to
Seaystemror Handler Sur... Windows ...
32-bit Previe

— | & & & & &

AccStore Cle e 4 o PR
dl ahadmin AnaMeter AP Client appwiz. Authentication Ax32
i HxHelpPane... UI Terminal ...

s 8 & & &

Add to Winc
ahadmin

= AxHelpCtrl  Background  Bitmap Image Bluewire browser Cfxe0
¥ AP Client Hx Intelligen. .. unpairi. ..

$ & & & ®

More Actions »

®

o
FREAEFNEAEEEER®M@[L

a
=
B
-
a
=
B
L J
a
=
B
L J
B
]
B
L J
a
=
A
L J
a
=
B
L J
B
=
B

FEEEE

FHEHEEHBEE

@

& Bitmap Imag
2 CcRan COpenCont... CTapiLualib cttunesvr  CustRegClass DdsShapes  DEFRAGSVC

Y Authenticati
% AxHelpCtrl CMLUAUTIL ~ CMSTPLUA  COM+Event ComEvents.... ComEvents.... components
‘2—’ Bluewire ung

[

& cMuAuTL Class service

¥ Ax3z
=

‘& Background System
i

& cMsTPLUA

£ $ & & & &
e & 8 & @ ﬁ;ﬂlﬂ

[

3. Under the DCOM Config node, select and right-click on the IIS WAMREG
admin Service and go to Properties.

General |Locatior1|5€curity| End:)ohtsl Idert'ityl
~General properties of this DCOM application

Application Name: 1S WAMREG admin Service
Application 10 {61738644-F196-11D0-3953-00C04FDI19C 1}

Application Type: Local Service

Authentication Level; IPacket Privacy j
Service Name: NSADMIN
Leam more about &

QK Cancel Aoply
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4. Inthe IIS WAMREG admin Service properties, click on the Security tab.
Ensure that Customize is marked. When complete, click on the Edit button.

11S WAMREG admin Service Properties ] 21 x|

‘General | Location Securty | Endpoints | Iderty |

 Launch and Activation Pemissions

" Customize Edit.. |

L S S
" Use Default

(¢ Customize Edt... |

Leam more about setting these properties.

[TI Cancel | £pply I

In Windows Server 2008 R2, the DCOM Config properties window
% may be read-only, even if you are the administrator. Refer to the

Modifying Component Services Properties in Windows Server 2008 R2
section in Appendix B.
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5. Inthe Launch and Activation Permissions group, make sure Customize
is selected and click on the Edit button. Click on the Add button, which is
located in the user account that is running the IIS application pool accounts
for the Reports Manager, Report Server, and Enterprise Portal SharePoint
site. This user account is typically the Business Connector Proxy account.
At the very minimum, these accounts must have Allow access on the Local
Activation permission. Once completed, click on OK to save.

i

Security |

Group or user names:
82, SYSTEM
§2, Administrators {CORPAdministrators)
1 Dynamics AX Business Connector Proxy User beproxy@cor....

Add. .. | Bemove |
Pemissions for Cynamics AX
Business Connector Prosy User Allow Deny
Local Launch O
Remote Launch O O
Local Activation a
Remote Activation O O

Leam about access control and pemissions

oK | cancel |

6. To ensure that the changes take effect, restart IIS by running iisreset in the
Windows Command Prompt.

Configuring Internet Information Services
for Kerberos authentication

Internet Information Services (IIS) 7 requires specific modifications to accommodate
Kerberos authentication due to the feature of kernel mode authentication. For more
information regarding kernel mode authentication, refer to: http://blogs.msdn.
com/b/sudeepg/archive/2009/02/08/1iis-7-kernel-mode—-authentication.
aspx. The following steps outline the process required to configure kernel mode
authentication to work with Kerberos authentication. This process will need to

be completed for the Enterprise Portal site, Reports Manager site, and the

Report Server site.
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1. With a text editor, open the configuration file: ¢: \Windows\System32\
inetsrv\config\applicationHost.config on the web server.

> Authentication can also be modified from the IIS Manager interface or
the command line. For more information, refer to http: //technet.
microsoft.com/en-us/library/cc754628 (WS.10) .aspxX.

2. Locate the appropriate site to modify in the <location> block. For
example, the Enterprise Portal site is located in <location path="AX2009_
INGNOMICS_DEV01 - SharePoint - 18723">.

il applicationHost - Notepad £ =101 %
Fle Edt Format|View bep
<add value="1index.html" /> 4

<add value="iisstart.htm"” />
<add value-"default.aspx"” />
</files>
</defaultDocument>
</system.webhserver>
</location>

ath="Ax2009 INGNOMICS DEVOl - larePoint - 1872375
<system.webserver> " 2
<handlers accessPolicy-"Read, Execute, Script'>

<clear />

<add “rules-Integrated” path-"¥.rules"” ver! " type-"System. Servicer
<add name="xoml-Integrated” path="*.xoml" ver " type="System. ServiceMoc
<add name="svc-Integrated” path="%.svc" verb="*" typa="System.Servicemodel
<add name="1sAPI-d1T" path="*.d11" verb="*" modules="1sapimodule"” resource

GI-exe" path="*.exe" verb="*" modules="Cgivodule" resourceType
<add name="TraceHandler-Integrated” path="trace.axd" verb="GET,HEAD,POST,LC
<add name-"webAdminHandler-Integrated” path-"webAdmin.axd" verb-"GET,DEBUC
<add name-"AssemblyResourceLoader-Integrated” path-"webResource.axd" verb-
<add name="pPageHandlerFactory-Integratad” path="*.aspx" verb="GET,HEAD,POS
<add name="SimpleHandlerFactory-Integrated path="*.ashx” verb="GET,HEAD,F
<add name="webservicenandlerractory-integrated” path="#*.asmx" verb="GET, HE
<add name="HttpRemotingHandlerFactory-rem-Integrated” path="*.rem" verb="c
<add name="HttpRemotingHandlerFactory-soap-Integrated"” path="".s0ap" verb=
<add name-"ASPClassic” path-"¥,asp" verb-"GET,HEAD,POST' modules-"IsapiMoc
<add name-"SecuritycCertificate" path-"%.cer" verb-"GET,HEAD,POST" modules-
<add name-"SSINC-stm” path-"*.stm" verb-"GET,POST" modules-"ServerSideIncl
<add name="SSINC-shtm” path="*, shtm” verb="GET,POST" modules="ServerSideIr
<add name="SSINC-shtm1” path="%.shtm1"” verb="GET,POST" modules="ServersSide
<add name="rules-15AP1-2.0" path="*.rules" verb="*" modules="1sapimodule”
<add name="rules-64-I5API-2.0" path="*.rules"” verb="*" modules="IsapiModul
<add name="xom]-I5API-2.0" path="".xoml" verb=""" modules="IsapiModule” sc
<add name-"xom1-64-ISAPI-2.0" path-"¥*.xoml" verb-"*" modules-"IsapiModule"
<add name-'"svc-ISAPI-2.0-64" r:th—"*.svc" verb-"*" modules-"IsapiModule” s
<add name="svc-ISAPI-2.0" path="%*.svc” verb="%" modules="Isapimodule™” scri
<add name="AXD-ISAPI-2.0" path="%_axd" verb="GET,HEAD,POST,DEBUG" modules=—
<add name="pagenandlerFacrory-I1sapI1-2.0" path="+*.aspx" verb="GET,HEAD,POST
<add name="simpleHandlerFactory-ISAPI-2.0" path="*.ashx" verb="GET,HEAD,PC
<add name="webserviceHandlerFactory-IsaPI-2.0" path="*.asmx" verb="GET.r|EA’

ol | Mz
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3. Inthe <security> block under <authentication>,
Change <windowsAuthentication enabled="true"> to
<windowsAuthentication enabled="true" useKernelMode="true"
useAppPoolCredentials="true">. Once complete, save the modifications.

il applicationtost - Notepad 3=
Fle Edit Format \iew Help
<add name="webserviceHandlerFactory-ISAPI-2.0" path="+*.asmx" VEFb="GET,HEﬁ:J

<add HttprRemotingHandlerFactory-rem-ISAPI-2.0" path="*.rem" verb="GE
<add HttpRemotingHandlerFactory-s0ap-ISAPI-2.0" path="+%.soap" verb="
<add AXD-ISAPI-2.0-64" path="%.axd" verb="GET,HEAD,POST,DEBUG" modul
<add PageHandlerFactory-ISAPI-2.0-64" path="*.aspx” verb="GET,HEAD,F
<add simpleHandlerFactory-ISAPI-2.0-64" path="*.ashx" verb="GET,HEAL
<add WebServiceHandlerFactory-ISAPI-2.0-64" path="¥,asmx" verb="GET,
<add HttpremotingHandlerFactory-rem-ISAPI-2.0-64" path="*.rem" verb=
<add HttpRemotingHand1erFactcry—soap—ISAPI 0-64" path="*%,so0ap" ver
<add AboMappercustom-53656" path="*" verb= sapimModule”

<add TRACEVerbHandler" path="*" verb="TRACE" mcdu1es=”ProtocoTsup$or
<add OPTIONSVerbHandler” path="*" wverb="OPTIONS" modules="Protocolsu

<add name="sStaticFile" path="*" verb="*" modules="StaticFileModule,Default
=/handlers>
<securit

<authentication>

<clear />
<add value="Negotiate" />
<add value="NTLM" />
</providers>
</windowsauthentication>
<anonymousAuthentication enabled="false" />
<digestauthentication enabled="false" />
<basicAuthentication enabled="false" />
</authentication=
</security>
<urlcompression dostaticCompression="true" doDynamicCompression="true" />
<httpErrors existingResponse="PassThrough" />
<httppProtocol>
<customHeaders:>
<clear />
<add name="X-Powered-By" value="ASP.NET" />
<add name="microsoftsharepointTeamservices” value="12.0.0.6535" />

</customHeader s> Y
=/httpProtocol>
</system. webservers
</location=
-
e a7

4. Open the Windows Command Prompt and run iisreset to ensure that the
modifications will take effect.
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Summary

Setting up Kerberos authentication is not only a secure feature, it is also necessary.
Without Kerberos authentication being set up, SSAS reports and SSRS reports will
fail to load in the Enterprise Portal. Therefore, Kerberos is essential in order to take
advantage of the powerful Business Intelligence capabilities that Dynamics AX 2009
has to offer.

Kerberos authentication setup is by far the most involved process of setting up the
Role Centers for Dynamics AX 2009. However, by breaking the process into sections
and performing each section individually and confirming that each section was
performed properly, it will ensure that Role Centers will operate successfully. Keep
in mind that since each server and network may be set up differently, this process
may need to be tweaked further.

The licensing scheme of your Dynamics AX 2009 environment will also determine

the presentation of the reports displayed. For example, after successfully setting up
Kerberos authentication if a report fails to load, consider the possibility that either your
licensing schema does not include tables that are required to calculate data displayed
in the web parts and KPIs or that your system lacks the required data. Another reason
why reports may not load may be because the appropriate data required to make the
specific calculations is missing in the underlying tables. Since each implementation has
specific licenses, it will be necessary to manually modify the OLAP cubes using the
SQL Server Business Intelligence Studio to fully synchronize the default OLAP cubes
that are shipped with Dynamics AX 2009. Typically, this process is done by either a
Developer or Database Administrator (DBA).

In this chapter, we have covered the essential process of setting up and configuring
Kerberos authentication for Role Centers. In the next chapter, we will cover the
process of setting up and configuring the workflow.
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So far we have covered the new business intelligence features in Dynamics AX 2009
such as the Role Centers. In this chapter, we will embark on the implementation

of yet another powerful new feature in the Dynamics AX 2009 component arsenal,
Workflow.

The workflow system in Dynamics AX 2009 has been completely redesigned. In
short, it is a web application that implements the Windows Workflow Foundation
(WF) framework. Windows Workflow Foundation has been part of the Microsoft
.NET Framework instance since version 3.0. If you have had experience setting up
and defining custom workflow configurations in Microsoft SharePoint, then you will
be familiar with the same terminology and interface.

A batch process must also be available to process Workflow events in Dynamics AX.
The purpose of the batch process is to communicate the Workflow tasks generated
in Dynamics AX to the Workflow web service. Additionally, the batch process also
generates appropriate messages.

In this chapter, we will specifically cover:

e The prerequisites required for Workflow

¢ How to install Workflow

e How to appropriately set up and configure Workflow
e Testing Workflow
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Workflow prerequisites

Before we begin installing and setting up Workflow, you will need to have
administrator privileges on the machines in which you are installing Workflow on.
The following prerequisites are required:

e Internet Information Services (IIS) 7
e NET Framework 2.0

e Business Connector

The Workflow component for Dynamics AX utilizes the Business Connector to
communicate directly to Dynamics AX from its web service. Although it depends
on the number of users and computing resources available, it is best practice to
implement the Workflow web service application on its own server.

Workflow accounts setup

The Workflow system in Dynamics AX utilizes two accounts to function properly.

If these accounts are not specified, workflow will still function; however, it is best
practice to have dedicated accounts. One account is the service account. This account
is responsible for the communication between Dynamics AX and the Workflow web
service. The other account is the execution account. This account is responsible for
executing Workflow tasks and processes. Similar to the Business Connector proxy
account, these two accounts must be created with the following criteria:

e The password must never expire
e It must not be interactive

¢ It must not be associated to any Dynamics AX users
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1. Login to Dynamics AX 2009.

Once the Workflow accounts have been created, the next process is to ensure that
the Dynamics AX Workflow system will use the accounts. To do this, perform the
following steps:

2. Go to Administration | Setup | Security | System service accounts.

ms‘(stem service accounts (1)

Fill in the following system account information

— Business Connector Proxy
Enter the logon alias (network user name) and network domain of the account to use for the Business Connector Proxy.

Alias: I beproxy Metwork domain: | corp.ingnomics.com

— Workflow System Account

Enter the logon alias and network domain of the account to use for the Workflow System account or select an existing AX
user to act as the Workflow System account.

Alias: Network domain:
~
g I Admin j
— Workflow Execution Account

Enter the logon alias and network domain of the account to use for the Workflow Execution account or select an existing AX
user to act as the Workflow Execution account.

Alias: Network domain:

~

o I Admin j

— Synchronization Service Account

Enter the logon alias and network domain of the account to use for the Synchronization Service account or select an existing
AX user to act as the Synchronization Service account.

Alias: Network domain:

& | |

e | k2

r Virtual Earth Account

I~ You must enter the Virtual Earth account number and password to setup and access the online Virtual Earth map when
working in Enterprise Portal. By checking this box and entering the information below, you agree to be bound by the
Microsoft Virtual Earth Map Control and MapPoint Web Service End User Terms of Use, which can be found by
dicking here.

Account number: I Password: I

=101 x|

Cancel |

[131]


http:///

Setup and Configuration of the Workflow

3. Inthe System service accounts form, specify the Workflow System Account
and the Workflow Execution Account. To specify the accounts that were
created in the Active Directory, mark the Alias field radio boxes. When
complete, click on the OK button.

ms'fstem service accounts (1) ). £ |E||5|
Fill in the following system account information oK |

Cancel

r Business Connector Proxy
Enter the logon alias (network user name) and network domain of the account to use for the Business Connector Proxy.

Alias: I beproxy Network domain: I Corp.ingnomics.com

~ Workflow System Account

Enter the logon alias and network domain of the account to use for the Workflow System account or select an existing AX
user to act as the Workflow System account.

Alias: Network domain:
o I wisys I corp.ingnomics,com
@ I Admin j

~ Workflow Execution Account

Enter the logon alias and network domain of the account to use for the Workflow Execution account or select an existing AX
user to act as the Workflow Execution account.

Alias: Network domain:
‘o I wiexec corp.ingnomics.com|
(" I Admin j

 Synchronization Service Account

Enter the logon alias and network domain of the account to use for the Synchronization Service account or select an existing
AX user to act as the Synchronization Service account.

Alias: Network domain:
o

| H

r Virtual Earth Account

I~ You must enter the Virtual Earth account number and password to setup and access the online Virtual Earth map when
working in Enterprise Portal, By checking this box and entering the information below, you agree to be bound by the
Microsoft Virtual Earth Map Control and MapPoint Web Service End User Terms of Use, which can be found by
dicking here.

Account number: I Password: I

| 4

Now that the Workflow accounts have been specified, the Dynamics AX Workflow
system can utilize these accounts when communicating with the Workflow web
service. It is also possible to create a user within Dynamics AX but not Active
Directory, and use the Dynamics AX user accounts as the Workflow Service and
Execution accounts. These accounts may appear as different users in Dynamics AX;
however, these accounts will be impersonated by the AOS service account to the
Workflow web service. This can make troubleshooting and connection auditing more
difficult and therefore, it is not recommended.
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Installing Workflow

Since Workflow consists of various parts that function together to create the
Dynamics AX 2009 Workflow system, we will break down each part’s setup and
complete each setup individually.

Creating a website for Workflow

Before we can install the Workflow extended server component, we must have a
website available to install upon. It is possible to use the default website that is on
port 80. However, it is not recommended; therefore, a new website must be created.
For information regarding how to create a website in IIS 7, refer to http: //technet.
microsoft.com/en-us/library/cc772350 (WS.10) .aspx.

Installing the Workflow component

By now you should be accustomed to the process of installing the extended
components for Dynamics AX. Installing Workflow is no different. The following
steps will guide you through the process:

1. Run the Microsoft Dynamics AX Setup wizard to add new components. In
the Add or modify components screen of the wizard, mark the Workflow
checkbox, as shown in the following screenshot and then click on the
Next button:

Al Microsoft Dynamics AX Setup 1 = |D|5|

Add or modify components
‘ou can add ar madify components that have already been installed. IF only one instance of a component can be “
installed, the check box will be unavailable,

Base Overview

" Database [Microsoft SOL Server) ‘Workflow enables you to create individual workflows, or business
I Application fies processes.

r AFDHCE“D” Obigct Server [A0S) A workflow defines how a document moves through the spstem by
™ Client showing who must process and approve it For example, you can

et up a workflow to define how expenze reportz or purchase

Required
I Pale Centers and Enterprise Partal oidets 2 piocessedand apploved
¥ iAo Prerequisites

''ou must be able to connect to & running Microzoft Dynamics A

I | Reparting extensions i et h
syztem on which the Initialization Checklist has been completed.

[ Analysiz extensions

Development Setup will connect to an A0S using the MET Business Connector.
™| Debugger, IFthe .MET Business Connectar has not been installed, Setup wil
[= Enterprize Portal developer tools irstall it for yau.

I™ | Feporting tools I Internet Information Services has nat been installed, Setup wil
Integration install it far you.

I~ NET Business Conmectar

I &IF et senvices

™ BizTalk adapter

= Synchronization progy [Fraject S erven 2007]
[E Synchronization semvice [Fraject Server 2007

Help < Back I [ext = I Cancel
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2. In the following screen of the wizard, specify the password for the NET
Business Connector proxy account, and then click on the Next button:

(4. Mcrosoft Dynamics Axsetwy 101X
_NET Business Connector proxy account information
Configure a domain account to use as a proxy for the .NET Business Connector. "

Enter the password for the specified domain account.

Domain\user name: FORP\quxy

Password: Ioooonaooool

Hep | <Back Next > cancel |

The Domain\user name field will automatically be populated if the

" Business Connector proxy user is specified in the Administration |
Setup | Security | System service accounts form in the Business

Connector Proxy group.

3. In the next section of the wizard, you will be prompted to tweak the
Workflow service. In other words, you can select which website you want
to install the Workflow service into. By default, the wizard will select the
default website in IIS. However, it is recommended to install Workflow on its
own dedicated site and port, you have the flexibility to do so. When you are
satisfied with the settings on this page, click on the Next button.
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Al Microsoft Dynamics AX Setup 1 = | Dlll
Workflow: Configure IIS
Select the Web site and application pool to use for Workflow services, y “

Setup will create a virtual directory for Workflow under the selected web site. The application pool for the
wvirtual directory will run as the NET Business Connector proxy user.

‘wle recommend using a dedicated site, especially in a preduction environment.

Web site:

Application pool: IMic:'omﬂDynamicsMNoﬂd’low&ﬂ

Virtual directory: |Microsoft Dynamics AXWorkflow50

Content directory: IC:\F‘mgram Files'Microsoft Dynamics AXNB0WWordlow

Help < Back I Mext = I Cancel |

4. In the following screen you will be prompted to specify the AOS account for
the Workflow service to grant permissions to. If there is more than one AOS
and each AOS service account is different, provide the accounts for each AOS
so that they can access the Workflow service.

R
Workflow: Specify an AOS account
Spedfy the service accounts for the AQS instances that you want to use with Workflow. y “

Erter the service ([domain) accourt for each ADS that you are using.

If an instance running on a different computer uses the Metwork Service account, specify the account in the format
Domain‘Computemame$. The § indicates that Setup should look for a computer account instead of a user account.

Setup sets appropriate permissions for the accounts on the Workflow vittual directory.

ADS accounts:

Domainuser account
CORP“DAXService

Help < Back | Mext = I Cancel
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5.

In the following step, you are prompted to complete the installation of the
Workflow by clicking on the Finish button. You will want to restart IIS after
the Workflow has been successfully installed. Therefore, leave the option
checked at the bottom, as shown in the following screenshot:

A Microsoft Dynamics AX Setup 3 I ] 3
Ready to install
Setup is now ready to install Microsoft Dynamics A%, y ‘

The following components will be installed:

- orkflow

¥ Restart IS after installation is completed

Cancel |

Help | < Back.

Once installed, you will be prompted with the final screen. The final screen
will display the result of the installation of the Dynamics AX 2009 Workflow
system. If the installation is successful, you will see a green box next to the
installed component. Otherwise, if the box is orange or red, you should open
the log file after you close the wizard by marking the checkbox at the bottom.

Al Microsoft Dynamics AX Setup N IEIIﬂ

Moo peseeall Sctup was completed successfully

Component Status
B Workflow Installed

r Open the log file when Setup doses

Caricel |

< Back
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Enabling Workflow in Windows

Server 2008 R2

In Windows Server 2008 R2, additional setup is required to enable the Workflow

web service. The Workflow web service application pool must be enabled to run 32-
bit applications. Otherwise, the Workflow service will fail. To set up the application
pool to run 32-bit applications, perform the following steps:

1. Go to the IIS console and access the web server that you installed the

Workflow web service on.

2. Under <Your web server> | Application Pools, select the Dynamics AX

Workflow application pool.

"“'Elnternet Information Services (IIS) Manager 7_

@kl |Q b AX2009-WEBO1 »  Application Pools

Eile

Wiew  Help

AX2003-WEBD 1 (CORP\administy|
i q:f Application Poalz
[E1- &] Sites

U\gl Application Pools

This page lets you view and manage the list of application pools on the server.,
Application pools are associated with worker processes, contain one or more
applications, and provide isolation among different applications.

H- e Office Server Web Servi

arosoftDynal

& Shared Service Provider ' —— -
L=} OfficeServerApplicationPool

[

[

-4 SharePoint - 80

-4 SharePoint Central Admi

=) sharedServices 1
|-} sharePaint - 80

QSharEd Service Provider - SharePoint - 5718

,;! SharePoint Central Administration v3
Q SharePoint_22816_74c2d2e2b16a45178d4592a0c2a5637h

Started
Started
Started
Started
Started
Started

-4 AX2009_INGNOMICS_D Filter: > fHGo ~ C:}ishow Al | Group by: "
[1-4g&) Default Web Site Nome = [sohs [ .NeTF
£ € Dynamics AX Workfow ||~ 54000 TNENOMICS DEVOL - SharePoint - 22516 Started  v2.0
g -~ ;Tg';‘:i—f‘:;‘:amlcm |2} Classic JNET AppPaal Started  v2.0
El e L= DefaultAppPool Started w20
£ ;;"Dynam\cs AX Worl Started v2.0

vZ.0
v2.0
v2.0
v2.0
v2.0
v2.0

Content View

4| | »

Ready

b Start

Add application Pool. ..
Set Application Pool Defaults. ..

Application Pool Tasks

Stop
Recyde...

Edit Application Pool
Basic Settings...
Recyding. ..

Advanced Settings. ..

Rename

Remove
View Applications

Help
Cnline Help

8.
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3. Under Actions, go to Advanced Settings.... In the Advanced Settings
window, set the Enable 32-Bit Applications property to True. When
complete, click on the OK button to save the changes.

= (General) =

.MET Framework Version w20
32-Bit Applications True ;I

Managed Pipeline Mode Classic
MName MicrosoftDy orkflow 50
Queue Length 1000
Start Automatically True

= cru
Limnit 1]
Lirmnit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294967295

= Process Model
Identity CORP\bcproxy
Idle Time-out (minutes) o
Load User Profile False
Maximum Warker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period {seconds) 30
Shutdown Time Limit (seconds) a0
Starh in Time |imit fsernnds) an b

Enable 32-Bit Applications

[enable32BitAppOnWing4] If set to true for an application pool on a 64-bit operating
system, the worker process{es) serving the application pool will be in WOWwes4
{Windows on Windows64) mode. Processes in WOWE4 mode are 32-bit processes. ..

OK I Cancel |
A

After performing these steps, the Workflow web service can then be used by
Dynamics AX to process Workflows. Next, we will set up Dynamics AX to use the
Workflow web service.

Setting up Workflow

Now that the Workflow service for Dynamics AX has been successfully installed, we
can begin to configure it for use. Dynamics AX will not utilize the Workflow service
after it has been installed. Therefore, in order to properly configure the Workflow
system, we must do so within Dynamics AX 2009.
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Workflow configuration prerequisites
Before we begin configuring the Workflow system, we need to ensure that the
following is set:
e A dedicated Workflow batch group has been created
e An AOS s set up as a batch server
Creating a dedicated batch group is not required but recommended since, there is

no batch group dedicated for Workflow. Since Workflow uses batch jobs to generate
notifications and run Workflow processes, a batch server is required.

Creating a dedicated Workflow batch group

The following steps cover the process of verifying whether an AOS is a batch server
and how to create a Workflow batch group:

1. To create a dedicated Workflow batch group, go to Administration | Setup
| Batch groups.

m Batch group (1) - Group: , Empty batch group = = ] B4
File Edit Tools Command Help

DX |=mUR|TETT|eadaDwep il e

Overview |Batd'1 SErvers |

Description s
] Empty batch group
01 Alert Batch Group

i 02 CRM Reports
il 03 Master Planning Reports
7] 04 Project Reporrts
i Qs Purchasing Reports
[ 06 Sales Reports
i Alert Alert Batch Group

CRMRep CRM Reports S
DataUpdate | Version update

MPRepq Master Planning Reports
PriRep Project Reporrts
ProdRep Production Reports ;I

[ =3B
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2. Create two new records in the Batch group form —one group that will
execute Workflow commands and another that will process Workflow
due date notifications.

File Edit Tools

m Batch group (1) - Group: Workflow, Default Workflow Gra = |EI|£|

Command Help

DX ®mAF | TEET|leanarpe P il @]

Overview | Batch servers I

Group  “* | Description :I
06 Sales Reports
| Alert Alert Batch Group
: CRMRep CRM Reports
I Datallpdate | Version update
L] MPRepg Master Planning Reparts
U} PriRep Project Reporrts
il ProdRep Production Reports
i PurchRep Purchasing Reports
SalRep Sales Reports
rkflow Due Date
fault Workflow Group
11 5

|Gmup that the task is attached to

|_1 1 unread notification ,E| =2 a8

Setting up the AOS as a batch server

Since Dynamics AX workflow uses a batch job to send workflow tasks to the web
service in order to be processed in Dynamics AX, we need to ensure that there is
at least one AOS that is designated as a batch server. Without the batch job, the
Workflow web service would sit idle, waiting for a workflow request even though
a user may have initiated a workflow task in Dynamics AX. In this section, we
will cover the process of setting up an AOS as a batch server and ensuring that a
Workflow’s batch group will be associated to a designated batch server.

1. To view and modify the current batch server set up on an AOS or group of
AOSs, go to Administration | Setup | Server Configuration.
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™ Server configuration (1) - AOS instance name: 01@AX2009-A0S, No -(O] x|
File Edit Tools Command Help
DX |mQR | 7TEPT|/Ieaada DR P Al @]

Overview I&Hdl&ﬁ!msdledk'ﬂaﬁnmgm'

AQS instance name | Is Batch Server | Load Balancer | Max concurrent sessions | Cluster nam
01@AX2009-A0S v | | 2000 Non Load B:

| |

]Serveldmnposedofmadhenanemd‘nstzmnmn |Jlu7eadmﬁﬁcation l;]@ 8 4

. An AOS can be set up as a batch server and service users.
However, depending on the performance and resource
% requirements for an implementation, it is recommended to have an
AOS as a dedicated batch server.

2. Select the appropriate AOS that should run as the batch server and then click
on the General tab and ensure that the Is Batch Server checkbox is marked.

B server configuration (1) - AOS instance name: 01@AX2009-A0S, No = lﬂl_)(j

File Edit Tools Command Help
DX m R 7TETFT(iceanarnel| A0

Overview General lBaid\serversd\edlel Batch server groups |
:
AOS instance name: [ TEINPNGERS

|server Id composed of machine name and instance name [ LA tunread notification [ust [} 3
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3. Go to the Batch server groups tab, and add the Workflow batch groups that
we created.

m Server configuration (1) - ADS instance name: 01, i = I Ellil

File Edit Tools Command Help

DX ®mQE| TETTE

gL Al@]

" Overview | General | Batch server schedule Batch server groups I

Empty batch gn 01 Alert Batch Group
WFDueDate Workflow Due C 02 CRM Reports
Workflow  Default Workflo 03 Master Planning Reports
: 04 Project Reporrts
a5 Purchasing Reports
06 Sales Reports
Alert Alert Batch Group

CRMRep CRM Reports
Datalpdate Version update

MPRepg Master Planning Reports
PriRkep Project Repaorrts
ProdRep Production Reports
PurchRep  Purchasing Reports

i I | ﬂ SalRep Sales Reparts

|Senrer Id composed of machine name and instance name | ’El =2 8 4

4. To specify the number of batch threads/ processes that can run simultaneously
and the time the batch processes can run, go to the Batch server schedule tab
and provide the desired values. The following batch schedule is the default
schedule and runs eight threads at any time of the day:

m_St:rver configuration (1) - AOS instance name: 01@AX2( { = |EI|5|

File Edit Tools Command Help

DX |m 7R TEFT|eawaprwe9 il @]

Qverview I General Batch server schedule | Batch server groups I

Maximum batch threads | Start time End time

12:00:00 am  11:59:59 pm

|Determines how many batch sessions to run on this AQS inst... |_._1 1unread notification IE| 82 8 4
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Configuring Workflow

Now that we have an AOS that can run Workflows in a batch server, we must
configure the batch processes. This section will guide you through the process of:

e Configuring Dynamics AX to use the Workflow service

e Specifying Workflow parameters for notifications and general use

Running the Workflow infrastructure
configuration wizard

The Workflow infrastructure configuration wizard allows you to quickly specify
the Workflow web service address, Workflow batch groups, and specify when the
Workflow batch jobs should run. It also validates the Workflow web service and
ensures that it is accessible by the AOS. In this section, we will cover the process of
running the wizard.

1. Go to the Administration module and in the Setup section, open the
Workflow infrastructure configuration wizard. Once in the Workflow
infrastructure configuration wizard form, click on the Next button, as shown
in the following screenshot:

m\'d'orkflow infrastructure configuration wizard {1} o o] B4

-L'.Micmsoﬁ bl Welcome to the Workilow infrastructure configuration wizard

Thig wizard helps you set up wordlow in Dynamics AX.

Before using this wizard, please ensure that you have installed the wordlow runtime components on a
server unning 115, otherwise the configuration cannot be completed.

Cancel (d)

|Pr0ceed to the mext step in the wizard,
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2.

3.

In the next section of the wizard, you may specify the URL of the Workflow
web service, which you created as described in Creating a website for Workflow
section of this chapter. By default, this field will already be populated if you
installed the Workflow service correctly. However, if you want to modify this
tield, you certainly have the option to do so. Be sure to click on the Validate
button to confirm that the URL is accessible by Dynamics AX, as shown in
the following screenshot:

MWorkﬂow infrastructure configuration wizard (1) = = |EI|1|
Locate the Workflow Web server
Locate the wieb server on which the Workflow components are installed. 2 “

The ADS must be able to communicate with the Web server on which the workdflow components are installed.

Enter the URL for the Web server, and click Validate.
Workflow runtime URL: I http: /A% 2009-WEBQ1: 1234Mic Validate |

< Back I Mext = I Cancel (d)

|URJ_ of the Web server on which you installed the workflow components,

In the following section of the wizard, you will be able to see which
batch group is designated to execute Workflow batch jobs. Verify that the
appropriate batch group is assigned and then click on the Next button.

mWoer infrastructure configuration wizard (1) = |EI|1|
Configure the Workflow processing batch job
The Workflow proceszing batch job determines how often the A0S communicates with the Work flow \Web server, -

Select a batch group forthe batch job. {A batch group is not required, but can be used to execute the wordlow processing batch job
on a specific ADS.)

Batch group: I Workflow vl

< Back I Mext = I Cancel {d)

|Group that the task is attached to

In this section of the wizard, you can specify how many times you want the
batch server to repeat the Workflow batch process. The lowest value you can
enter is 1. The wizard will allow you to enter in 0; however, the batch system
only accepts 1 as the lowest value. Once you have specified the appropriate
value, click on the Next button.
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m ‘Workflow infrastructure configuration wizard (1) - = | Ellﬂ

Configure the workflow due date batch job
The workflow due date batch job determines how often workflow due dates are calculated y “

Select a batch group and schedule for the batch job. (A batch group is not required. but can be used to execute the worddlow due date
batch job on a specific ADS )

Batch group: I WWFDueDate vI

Repeat job after the specified number of hours: I 1

< Back I Next > I Cancel (d)

|Group that the task is attached to

5. The next and final screen of the wizard displays a summary of all the settings
that were specified. Click on the Finish button to apply these new settings
and to make Dynamics AX start using the Workflow service.

mWorkﬂow infrastructure configuration wizard (1) Y ] 4 |

i et el Completing the Workflow Configuration Wizard

When this wizard is closed, your changes will be implemented.

To close this wizard, click Finish.

Action | Value
Workflow runtime URL http: //A% 2009-WEBQ1: 1234 Microso ftDynamicsAXWaorkfl. ..
Workflow Message processing
Batch Job Start
Workflow Due date expirations
Batch Job Start
4] |

Cancel @ |

Click Finish to dose this wizard
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Specifying Workflow settings

The Workflow infrastructure configuration wizard assists in setting up common
Workflow settings that are shared between companies. However, company specific
settings for Workflow must also be specified such as Number sequences. Additional
settings can be customized but are not required, such as specifying custom e-mail
templates or another Workflow web service URL. In this section, we will cover the
process of specifying company-specific workflow settings.

1. Go to Basic | Setup | Settings for workflow. In the General tab, provide a
custom template for Approval and task notifications. By default, no template
is specified. In this case, a generic e-mail template will be used.

B settings for workflow (1 - ceu) i oy =] B3|

Eile Edit Tools Command Help

DX =mAQE|7TETFTR|leand bl Al@]

General |.ﬂ.dmj.r‘|jsh'aﬁon I Number sequenoesl
E-mail templates

Approval and task notifications: | vl

[E-mail message D | s fceu fusr [& 8

2. In the Administration tab, verify that the correct Workflow web service is
listed and verify that the system can access the service by clicking on the
Validate button.

B settings for workflow (1 - ceu) i ;IEIEI

Fle Edit Tools Command Help

DHX|mQRE|7TEFT|lecnarwelf Ao

‘General  Administration |Numbersequancesl

=
Workflow runtime URL: I http:/fAX 2002-WEBD 1: 1234/Mic Validate |
URL of the Web server on which you installed the workflow co... UsD ,E ’E = 3 v

[146]


http:///

Chapter 6

3. Inthe Number sequences tab, ensure that Number sequences are mapped
to the appropriate Reference.

—oix
File Edit Tools Command Help
BRI ITSEA S AL X KR X IEF-IC)
General | Administration Number sequences |
Configuration Id
Select the number sequence to use when generating Workflow configuration ID
numbers,
Reference Number
| Vork 2001 -
Instance Id Work_201
Iﬂ!mmmdemedmmamsequenmmnb...| [E{;[us_ 8 8 4

If number sequences are not mapped, it may be because the number
sequence wizard never ran. To run the number sequence wizard, go to
Basic | Setup | Number sequences to load the Number sequences form.
In the Number sequences form, run the wizard by clicking on the Wizard
button. Dynamics AX will automatically check which number sequences
need to be set up and associate number sequences to their reference.

-

Testing Workflow

At this point, you have performed all the steps required to process workflows.
Running an actual Workflow is the best way to test the Workflow system. Depending
on your license scheme, Dynamics AX will be equipped with default Workflow
templates. In this example, we will cover the process of testing the Workflow system
using the Purchase requisition workflow template.
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1.

In Dynamics AX, go to Account Payable | Setup | Workflow configurations
to load the Workflow configuration form specific for Accounts Payable
business processes.

m'Workﬁow configuration (1 - ceu) i ;Iglll

Fle Edit Toos Command Help

DX AR | TEF T/ e Al @]

Template: | j Conﬁgurah'on.'l j

Overview |Gene,a|| New

Default | ConfigurationId = [adify: |
n Purchase requisition approval ~ PurchRegApproval 0 Delete |
Set as ackive |
Set as default |

Copy. |
Expork |
Import |

|FHbers the list based on the selected template. | W ’E 'E a8 38 v
2. In the Workflow configuration form, select the PurchReqApproval template

from the Template drop-down.

m.Workﬁow configuration (1 i =10l =l
File

I DHX|mUR|TEFT|eaaapmelf Al@]

Edit Tools Command Help

j Configuration: I j

Mew

W Set as active |
| Set as default |
| Copy. |
- Expork |

Todify. |

Purchase requisition approval = PurchRegApproval 0 Delete |

— Import
Filters the list based on the selected template. UsD ’E ’E s a8 5
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3. To create a new Workflow configuration for Purchase requisitions, click on
the New button. The Create configuration: Select a template form will load.
Select Purchase requisition approval and click on the Create configuration
button to start creating the new configuration.

ik

MCreate configuration: Select a template (1 - ceu)
File Edit Tools Command Help

| DEX| mQR|  TETT|ieaap»

Select a template for the new workflow

Templates:

Project purchase requisition approval

Purchase requis

n approval
Vendor Bank Remittance Template

Vendor Disbursement Template

Vendor Draw Promissory Note Template
Invoice Approval Journal Template
Vendor Invoice Recording Template
Invoice Register Template

Vendor Redraw Promissory Note Template
Vendor Settle Promissory Mote Template

Template description:
I Use this template to create purchase requisition approval workflows

|Eriefdescri|:|tion of transaction. | &

4. After you have clicked on the Create configuration button, a new form
Workflow: Purchase requisition approval will load.

m ‘Workflow: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu) = | m] ﬂ

Fle Edit Tools Command Help

DX |=LE|TETT|(eadapn o

fAale]

General |Demﬂs| Notes | Notifications |

Name: Purchase requisition approval

Owner: | Admin j | Mancy Anderson
Submission instructions: || Create instruction

~ I Set condition for use

Instructions to the user who is submitting a document to workflow. uso ,; ,E SN

[149]


http:///

Setup and Configuration of the Workflow

5.

Provide the relevant field information in the current view. Various fields are
required to be filled out in order to save a configuration. In this view, we
must provide text in the Submission instructions field. You can set a specific
condition that will allow this workflow to initiate. If the condition isn’t
satisfied, the workflow will not proceed. For example, perhaps you would
want the workflow to be used for Purchase requisitions that have a specific
value. Instead of waiting for the workflow to run in order to verify that it
works on specific conditions, you can simply test the conditions as you create
them by clicking on the Test condition button. This will allow you to test
your conditions on existing Purchase requisitions.

MWorkﬁuw: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu) =1 = |EI|1|
File

DEX|®mAE|TETFT|Icaaddwa A0

Edit Tools Command Help

General |De13i|s | Notes | Notifications |
Mame: I Purchase requisition approval

Owner: I Admin j I Nancy Anderson
Submission instructions: | Submitting workflow for a Purchase Requisition. Create instruction |

- ¥ set condition for use

Thig workflow will be used only when the following condition is true. Test condition |
Edit condition: Delete |

. Where Purchase Requisition. Approval amount -
=7 Add condition *

| | 2l

|create and test a condition. [ 'ﬁ ’E ’E =2 8 gz

In the next step, we must specify the required parameters for the complete
and approval stage of the Purchase requisition workflow template. Each
workflow may have different stages and each stage has fields that are
required to be populated. To specify the parameters for the complete and
approval stages in the Purchase requisition workflow, click on the

Details tab.
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m Workflow: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu)

File Edit Tools Command Help

| DEX|=mUR| TEPT|eaad DD E AN

=1olx]

"General Detals | Notes | Notifications |
Workflow elements:

=0
PurchReqComplete (Required)
B

PurchRegapproval (Required)

Mawe ug

IMayve dawn

L1

Delete

|\ﬁew all tasks, approvals and steps in a workflow,

[ A 1unread notification [USD [ceu fusr (S @ 4

7. Select the PurchReqComplete task to specify the parameters for the complete
stage as you did when you were in the General tab. When you have specified
the required fields, collapse the PurchReqApproval task and select Step 1.

m Workflow: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu)

File Edit Tools
DX | = &|7T

Command  Help

EFT|eaanmelfAl@]

=10x|

" General Details | Notes | Notifications |
Warkflow elements:

=[] Al

i{|]] PurchReqComplete (Required)
2| PurchReqapproval (Required)

L] @ Step 1

Step details:

Overview ICondl‘ﬁon | Assignment | Escalation

Step Name: | Step 1

#Add » |
__toew |

Mave up

[Mave down |
Delete |

Work item subject: |5tep 1 subject

Work item instructions: | Step 1 work item subject

Create or edit instructions for this step,

|_,l 1unread notification ,ﬁ,;,; 8 8 4
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8. You must also assign a user, group, or role that can approve the
PurchReqComplete task. To specify a user, click on the Assignment tab.

;m ‘Workflow: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu) = IEllll
File Edit Tools Command Help

|0 X | =g ® ETP T ieaa 9

9 Al@]

General Details |Notes | Notifications |

Workflow elements:

=-{2 Al add
PurchRegComplete (Required)
PurchRegapproval (Required) TEvE U

b S, Step 1 Iave down

il

Delete

Task details:

Overview | Automatic actions Assignment |Esmlat|on Notifications I Advanced I

ased: Administrators

i

|Select a person or role to assign this step to. |_J_ 1unread notification lﬁ ’E ’E 2 8 4

9. To specify a user, click on the Choose button. This will load the Assignment
form where you can select a specific user, group, role, or hierarchy. You can
also specify a time limit for how long a task must be approved by until it
expires. Once you have specified the appropriate parameters, click on the

OK button.
x|
-

Assign to members of this role:

IAdministrators j

~ {” Hierarchy based

- {7 User based

- Set time allowed
Must be completed by

" Hours Complete this within the following number of days.

% Days
" Weeks
St Days 1 Calendar | 24Hours j
i~ Years
oK | Cancel
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10. In the Step 1 step of the PurchaseReqApproval task, you must specify the
same parameters in both the General and Assignment tabs as you did in the

previous step.

!Workﬂow: Purchase requisition approval - Version: 1.0.0.0 (1 - ceu) =100 %]
File Edit Tools Command Help
DEHX|®mLUR|TEFT/leawdrmoael
General Detais | Notes | Notfications |
Workflow elements:
= (2] Al add  #
+-| ]| PurchReqComplete (Required)
=] urchRegApproval (Required) THve L
Move dawin
Delete
Step detalls:
Overview | condition | Assignment | Escalation |
Step Name: Step 1
Wark item subject: |Sbep 1 subject Create subject
Work item instructions: [ Step 1 work item subject Create igstruction
[iew all tasks, approvals and steps in a workdiow. [ A tunread notification USD feeu jusr (2 @

11. When complete, save the workflow configuration by closing the form. You
should be back in the Workflow configuration form in the General tab.
You will also notice a record has been created with a version number and
checkbox field, which —when marked —activates the current Workflow
configuration version. To mark the checkbox, click on the Set as active
button. Every time you modify a Workflow configuration version, a new
version is automatically created. In order to activate a new version, ensure
that you deactivate the previous version before activating the version you
want to work with, by clicking on the Set as inactive button. Once you have
activated the PurchReqApproval workflow, it will now be used to process

Purchase requisition workflows.

I
Ele Edt Toos Command Help
DEX| =R TETPT(eaap®elrine]
Template: |purchReqApproval ~| Configuration: -
Owerview Gensral| [e.
Active | Version Modify |
Delete
e
Set 2 default
Copy
Export
Import
Deactivate a workflow. |k 1 unread notification [USD [ceu jusr [ B
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12. Now that we have created the workflow configuration for Purchase
requisitions, the next step is to perform a Purchase requisition workflow. To
start this process, open the Purchase requisitions form by going to Accounts
Payable | Common Forms | Purchase Requisition Details.

m Purchase requisitions (1 - ceu) - Reguisitioner: 7210, No Record G == LI
File Edit Tools Command Help
DX | m AR | TEBTlieaad ppelfialo]
Show Requisitoner —————————————— Status
’V show requisitions: |My requisitions vl ’V Requisitioner: |‘2 10 ’V stats: Dot R
Overview |General I Addressl Business justification I Dimension I Setup bl
Pur... | Purchase requisition name | Created date and time | Requisitioner | Project | Submitted | Type | Stat Functions ’l
This grid is empty. .
Inguiries: #
] i3
Lines |Genera| I Addressl Business justification I Pr\oe,.’D\socuntI Projectl Dimension | Add ikem |
Item number | Item name | Type | Quantity | Unitl Unit price | Net amountl currency | Vendor aocountl Setupib) ’l
This grid is empty.
Inguiries »l
Inventory bl
|Idenﬁﬁmh’on of the purchase requisition | USD |ceu ’E 2 38 4

13. Create a new Purchase requisition by creating a new record in the form.
This will load the Create purchase requisition form. In the form, specify
the mandatory fields. When complete, click on the OK button to create the
Purchase requisition.

M create purchase requisition (1 - ceu) [_ ol =]
File Edit Tools Command Help
DHZX (=GR | TEFT|eaaeprePAale]
Purchase requisition 10 IDDDDDDSI_IE On behalf of: [ Type: IGEnEraI purchase vl
Purchase requisition name: IPurch Req Test 01] Requisitioner: | COMST Requested date: IID,I’SJZDID j@
K | Cancel
[ \ [ceu [usr UM a2 8

14. Now that the Purchase requisition has been created, you must add at least
one item to the Purchase requisition. To add an item, click on the Add item
button or create a new line in the Lines section and select an item to add.
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MPurchase requisitions {1 - ceu) - Purchase requisition ID: 00000051 _181, Purch Req Test 01, Requisitioner: CONS1

Ele Edit Tools Command Help

QX =QR|TEPT(leadr iAo
|_§_; Purchase requisition approval Eo) | Submit |

Show Requisitioner Status
’V Shaw requisitions! [y requisitions vl ’V Requistioner: [ Coms 1 ’V status: [Crait -
Owerview |General| Addrassl Business justification | Difension I Setup  #

Statu: Functions b
General purchase  Draft
General purchase  Draft T

Purchase requisition [D =

Purchase requisition name | Created date and time | Requisitioner | Submitted
Purch Req Test 01 10/6f2010 COMSL

12:00:00 arn

Lines |General I Address I Business justification | Price/Discount I Dimension I Add item
Ttern number | Ttem name i i Vendor account Setup (b} 'l
12 nut, 142 nut, Catalog item 1.00  Pcs 0.00 0.00 UsD oot
= Inquiries ¥
Inventary ¥

[Identiy tem, oo Jusr T ERE

15. Once you have added an item and saved the record, the workflow info area
will appear at the top of the form that states the workflow template name
and a button to submit the current step. Click on the Submit button to
submit the Purchase requisition. This will also load a form that provides a
textbox to enter a comment for you submission. After specifying a comment,
click on the Submit button to finally submit the workflow.

B Purchase requisition approval - Stﬁuﬂ_{' x|

Comment:
My first workfow!|

Submit Cancel
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16.

B Purchase requisitions (1 - ceu) - Purchase requisition 1D: 00000030_181, Purch Req Test 01, Requisitioner:

Once you submit the workflow, the Purchase requisition workflow info area
will be updated with the employee name and the time of the last submission
on the selected Purchase requisition.

File Edit Tools Command Help
D@ X | ™G @ | TR eadprpeliAa @
‘;, Purchase requisition appraval [Latest action taken: 10/6/2010 11:10:17 pm User: Charlis Carson] ‘ Actions >|

Show requisitions: | TTTEeTA S

’— Shows

’— Requisitioner Status

Requisitioner: | ‘ ’VStatus: Draft vI al:

Qwerview |Genera\ | Address | Business justification | Dimension | Setup  »

Functions »
Inquiries ¥

Purchase requisition I+

oono! 181 11:10:17 pm  Ge... Sub..

1000

Purch Req Test 01 10/62010

Li

(= |Genera\ | Address | Busingss justification | PricefDiscount | Dimensian fidd item

Ttem number p i i Wendor account Setup(b) »
3001 )., |Catii .00 ea 565 USD =

Inquiriss

Irwertary

show my requisitions or requisitions for approval. USD eeu |var [11:10pm Dynamicsax1t |2 3

17.

Once you submit the workflow, it will be sent to the workflow batch job
that was created earlier in this chapter. You can press F5 to refresh the
Purchase requisition form to view the latest workflow status. The batch

job will communicate with the workflow web service, which will process

the workflow logic. Once it is processed, the results will be sent back to
Dynamics AX that will update the workflow. To see the current progress of
the workflow, click on Actions | View history.

B workflow history (1) - Purchase requisition ID: 00000051_181, Purch Req Test 01, Requisitioner: CONS1

fie Edt Tools Command  Help

LR | TRTT (adap 2 il@

Overview | Detais | —
Flapsed time Concel
Refresh

DEx -

Instance 1d | Canfiguration Id | warkflow
201 000010_200 Purchase

version | Submitting user | Date of submission ¥

iPending { 00D sition approwal | 1.0.1.0  Mar valho | 10/6/2010 112257 pm | 0 hours, 0

workflow details:

Overview |WDrk items | Tracking details | Reassign
Current status: m

Element name: [Purchase requistion sgproval

Elapsed tivs; [Ohours, Dmnites,

Assigned to;

[ user [ mame [

This grid is empty,

[The status of the workfiow, use | Jram | 88 4
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18. In the Workflow history form, you will be able to view the workflow details
of the current Purchase requsition. To view the most recent status of the
workflow, click on the Refresh button.

DW=

Overview | Details |

Hesume

Configuration Id | warkFlow
Pending 000061 201 000010_200

Instance Id

Purchass raquisition approval

Yersion | Submitting user | Date of submission

1.0.1.0 Marca Carvalho 10f6j2010 11:22:57 pm

Elapsed time:
0 hours, 1 m

Cancel
Refresh

WaorkFlow details:

Overview | workitems Tracking details

i) Select an slement in the list to view detsils.

Reassign

=24, Workflow activated (000061_201)
32 Task starbed (PurchReaComplete)

4

10/6/2010 11:23:43 pm:
Assigned to: Marco Carvaho, Due date 10{7/2010 11:23:00 pm

| o

[Name.

|

88 4

19. In the Purchase requisitions form, refresh the form by pressing F5. Once
updated, the Actions button should now list additional options such as
Complete, Reject, Request Change, and Delegate. Select the appropraite
task to continue the workflow until it is complete, where it will automatically
create a Purchase Order based on the Purchase requisition.

Fie Edit Tools Command Help

|0 X =4 i

e armal|PAl@]|

|:_ Approve subject message text [Due dake: 10/7/2010 11:23:00 pm]

o | Ao

Show Status
[ Show requisitions: [my requistions | ¥ ’V Requiskianer: [ CoNE1 | { Stetust [t = o
Querview |Genera\| Address | Business justfication | Dimension | Setup ¥
Functions
Inquiries »

Complete

Reject

Request Changs
Delegate

Cancel

View histary

i

Item rumber | Ttem name
1f2 rut 1f2 ut

0.00 USD 1001

add item
Setup () ¥
Inquiries

Reject purchase requisition
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In this section, we initiated an actual Purchase requisition workflow to test if the
Workflow system is functioning properly. If you were able to successfully submit a
workflow without any errors, then the Workflow system is working properly. Errors
can result from permissions not being set up properly on the Workflow web service
or the Business Connector pointing to the wrong AOS or employee setup. The View
history form and Windows Event Log will assist in determining the source of

any errors.

Summary

Although Dynamics AX 2009 has many workflow processes which can be
customized and extended, the actual workflow engine is a separate component. A
workflow batch process is needed in Dynamics AX to execute the workflow process,
which communicates with the Workflow service to determine the logical steps a
workflow should take.

The Workflow is a very powerful and useful feature in general. In Dynamics AX,
you can assign workflows to any facet of the system. However, by default, many
common processes for which workflow would seem logical to have, already do so
outside the box.

In the next chapter, we will cover yet another powerful component of the Dynamics
AX 2009 arsenal of components, the Application Integration Framework (AIF). The
AIF is a powerful yet simple framework, which is used to integrate third-party
systems or other data sources into the Dynamics AX system.
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Exchanging data between two systems, either between two separate businesses (B2B)
or applications (A2A) is becoming increasingly common. Such a scenario is quite
common when a business needs to exchange information with its trading partners
using Electronic Data Interchange (EDI). To adapt to this need, Dynamics AX 2009
is packaged with the Application Integration Framework (AIF) component to
provide a flexible framework for data exchange. When certain business processes

in Dynamics AX require the exchange of information with one or more external
systems, AIF becomes a useful tool for integration.

The AIF provides a flexible framework for Dynamics AX to exchange XML data
(commonly referred to as "documents") or messages without the requirement of
developing a proprietary system. Custom adapters can be created if necessary;
however, AIF comes with the capabilities to exchange documents using web services,
MSMQ, BizTalk, or flat files. In Dynamics AX, these methods are referred to as
Transport Adapters.

If AIF is intended to be used for document exchanges using web services or BizTalk,
then the AIF extension must be installed. Otherwise, additional transport adapters
that are included in the standard installation of Dynamics AX 2009 do not require the
installation of the AIF web service extension.
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In this chapter, we will specifically cover the following:

e Configuring AIF in Dynamics AX
o Setting up AIF to use the filesystem adapter
e Managing and troubleshooting AIF document exchanges

e Setting up AIF to use web services

Configuring AIF in Dynamics AX

Before the AIF can be used, it must be set up and configured. For example, endpoints
must be specified to determine which company in Dynamics AX, AIF will exchange
data with. This section will cover the rudimentary configuration of the AIF, regardless
of the transport adapter used. The following checklist outlines the required steps
before you can begin to implement an adapter for document exchange:

1. Specify global settings.

2. Provide local endpoints.

Specifying global settings

Various general settings are available to tweak the AIF. Some of these settings can

be overridden in the individual implementation either in the adapter or services
themselves. For example, the default encoding format can be specified but can also be
overridden, if necessary. The purpose of these settings is to streamline typical settings
when creating services. Additionally, these settings can also be manipulated to tweak
performance, such as the cache lifetime or resource locking. To modify these settings,
go to Basic | Setup | Application Integration Framework | Global settings.

mlntegration Framework global set =10 x|
Maximum resource locking interval {minutes): I Bl

Default encoding format: UTF-8 -

Document processing configuration

Validate outhound schema: I
Response cache lifetime (hours): I 24

Enable runtime caching: i

]

|Maximun'| time in minutes that a message will be locked after an 2
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Specifying local endpoints

Local endpoints determine where a document or message will ultimately be received
or sent from, in Dynamics AX. There can be multiple local endpoints for a single
transport method of document exchange. Since Dynamics AX provides a multi-
company setup, it is possible to have multiple local endpoints point to multiple
companies at the same time. There is at least one company for any local endpoint. In
this section, we will cover the process of setting a simple local endpoint.

1. To begin the process of specifying an endpoint, go to Basic | Setup |
Application Integration Framework | Local endpoints.

o

File Edit Tools Command Help

DEHX | mUEITEPT(leaaar®al A O

Company | Local endpoint
...
|'u'a|id company name from the Microsoft Dynamics AX database | ’El =2 3 4

2. Inthe Local endpoints form, create a new line and select the company
account that will be the local endpoint for document exchange and provide a
name for the endpoint.

Fiooicrgpor) _Ioix

Eile Edit Tools Command Help

DHX mUR|TEPTF|eandppapPA @)

|The name of the local endpoint; must be alphanumeric with. .. |_;_ 1 unread notification El = A &
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Setting up AIF to use a filesystem

adapter

At times, data is exchanged between two systems using a filesystem. In other words,
files are placed in a directory and read from a directory. For Dynamics AX to process
documents in a filesystem, the AIF must be set up to use a filesystem adapter. To set

up a filesystem adapter, perform the following steps:

1

First, we must create a filesystem adapter. To specify the transport adapter,

go to Basic | Setup | Application Integration Framework | Transport
adapters. In this example, we will be using the filesystem adapter. Create a
new record and select the AifFileSystemAdapter class.

File Edt Tools Command Help

B Transport adapters (1) )

QDX mQE| 7B R(eaada DD | A

=10l x|

1@ )

Overview | General |

Receive Or Send

. AifMSMQAdapter MSMQ adspter | | [V [Receive Or Send
|| AfBeTalkadapter | BizTalk Adapter [V |Receive And Respond
[ |

[Indicates whether the adapte... | L 131 unread notifications |

lusr adnin [2 3

&

will be using the filesystem adapter.

When you create a new record in the Transport adapters form,
the system scans for any classes in the AOT that implements
the interface class AifIntegrationAdapter. In this example, we

2. Now that you have created the transport adapter, the next step is to
activate the transport adapter. To do this, mark the Active field for the

AifFileSystemAdapter record.

B Transport adapters (1)

=101 x|
Ele Edt Tooks Command Help
LDHXmUE|TEPRCadPON A @
Overview | General |
dapker class Name Active | Direction
AFFieSystemAdap stemn Adapber B4 Receive Or Send
|| asmsmaadapter MSMQ Adapter [V |Receive Or Send
| | afecTakadapter | BizTak Adapter v d d
|
[Display name for the adapter | L 131 unread notifications | lusr admn (& O
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Specifying channels

Since we have activated the transport adapter that implements the

AifFileSystemAdapter, a channel must also be created. A channel defines the
transport method for processing documents. Depending on the type of adapter in
use, an address or location is specified for document exchanges. To create a channel,

perform the following steps:

1. Before we can set up the channel, we must create the appropriate inbound
and outbound folders since we are using the filesystem adapter. Open
Windows Explorer and create a new folder called AIF (for example: C: \AIF).

[

=10

& == =] K [ sewrenarF
Ceganize =  Incodeinlbrary *  Sharevith v New folder

Hame - Date modified |h‘p¢

£
e
||

W Favarites
B Ocaing This foider i empty.
8 Downlsads
., Recent Places

i Lbranes
+ Documents
o Musc
= Pchres
B vders
8 Computer
&L LocalDsk (1)
i DVD Drive (Dx) OFFICHE

M it

0 mers
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2. Within the newly created AIF folder, create two folders: one called Inbound,
which will contain documents received for Dynamics AX to process, and
another called Outbound for Dynamics AX to place documents that will
be sent.

[ -1ojx]
O [T=m ] KR [ sewrcharr L2
Organize = Inchdeinlbrary =  Sharewith v MNew folder = - [ 8

o Favorites
BB Destop Inboung 112010 916 AM e foider

& Downicads | Sutbound L2010 6 AM Pl Solder
3. Recent Places

i Lbranes
= Docments
o Musc
= Pichires
B viaess

8 Computer
L0, Local Dusk ()
{3 DVD Drive (D) OFFICH

W Network

l 2 i

3. Now that the folders have been created, we need to set permissions for the
AIF folder to allow the AOS service account to be able to modify the folder
contents. To do this, right-click on the AIF folder and click on Properties.

x

General |Sharir|g I Sewntyl Previous Versions | Customizel

) [AF
Type: File folder
Location: BN
Size: 0 bytes

Size on disk: D bytes
Contains: 0 Files, 2 Folders

Created: Today, September 11, 2010, 25 minutes ago

Attributes: ¥ iRead-only {Only applies to files in folder)
I Hidden Advanced...

oK | Cacd | o |
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4. Inthe AIF Properties window, go to the Security tab.

Object name:  CMAIF

52 SYSTEM

Permissions for CREATOR
OWNER

To change pemissions, click Edit.

l AITF Properties

" General I Sharing  Security I Previous Versions | Customize I

52, Administrators (AX2009-A05\ Administrators)
52, Users (AX2009-A05\Users)

.

Edt.. |

Allow

Deny

Full control

Modify

Read & execute
List folder conterts
Read

Write

-

-

click Advanced.

For special pemissions or advanced settings.

Leam about access control and permissions

Advanced |

o]

Cancel |

Apply

5. (Click on the Edit... button to modify the permissions on the folder.

Security |

Object name:  CMAIF

Group or user names:

l Permissions for ATF E

52, Administrators (AX2009-A05\Administrators)

X

52, Users (AX2009-A05 " Users)
Add. | Bemove |

Pemissions for CREATOR
OWNER Allow Deny

Full contral O o [

Modify O O

Read & exscute a a

List folder contents O o &

Read O O -
Leam about access control and permissions

ok | caed | zpor |
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6. Click on Add... to add the AOS service account. When complete, click on the
OK button.

Select Users, Computers, Service Accounts, or Groups 2=l

Select this object type:

IUsers, Groups, or Builtin security principals Object Types...

From this location:

Icorp.ingnomics.com Locations... |

Enter the object names to select (examplas):

Dynamics A% AQS Service Account (daxservice@comp inanomics.coml | Check Names

ﬂdvanced...l 0K | Cancd |

7. Now that the AOS service account has been added, we need to allow Full
Control permissions. When completed click on OK to save the changes.

1I

Security |

Object name: CHAIF

@roup Qr user names:

52 CREATOR OWNER

52, 5YSTEM

;&%Administmtors (AX2009-A0 5" Administrators)

& Dynamics AX ADS Service Account {daxservice@comp ingn...
82, Users (AX2009-A05\ sers)

Add | Remove |
Pemissions for Dynamics AX
AOS Service Account Allow Dery
Full cortral o Sl
Modify ]
Read & execute a
List folder contents o =
Read O =

Leam about access control and pemissions

ok | cancel | popy |

8. Now that the folders are created and the permissions are set, we can specify
the folders as appropriate channels for the filesystem adapter. Go to Basic
| Setup | Application Integration Framework | Channels. Create a new
record and then click on the General tab and fill in the appropriate fields. In
this step, we will create an Inbound Channel, which is the channel that will
handle incoming documents.
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9. Inorder to process data and send data to be processed by other systems, we
must now create an Outbound Channel. The process is the same as when
configuring an Inbound Channel, as shown in the following screenshot:
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10. In order to associate the Outbound Channel to the Inbound Channel, we
must explicitly specify that relation. To do this, select the Inbound Channel
previously created in the Channel form and specify the Response channel
to the newly created Outbound field, as shown in the following screenshot.
Therefore, the system can respond independently to the Inbound Channel
after incoming requests.

(U =I0ix]
fle Edt Took Command Help

X m BT EPR|eaad DA @
Overview Generd | corfipre |
ldenhf-cum
1D: | Inchannel

[ 1nbound Channel

[H— System Adapter

ifirg

~
firoound <]
Paralel processing: [
ess: | c:VatFnbound, ~|
[Maimum baxch size I

 Unimted (" Mavimum batch see Mmmm:h_
Romms -

Response channel: ﬁ -l

i

§

[Optional channel For responses assockated with inbound.... L 131 uneead notfications | st fadmn [ D

_ Inamulti-AOS environment such as a clustered or load-balanced setup,

any AOS can process documents if they are available to do so. To enable

% this feature, mark the Parallel processing checkbox. This method allows
documents to be processed more quickly.

11. After one or more channels have been set up, you must define actions
that can be utilized by the AIF service. To do this, go to Basic | Setup |
Application Integration Framework | Action. You have the flexibility to
enable up to six actions per service (create, read, find, findKeys, update, and
delete). To enable an action, simply mark the action's Enabled field.
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He E® Ioos Command Hep

Overview | General |

'

B Actions (1) )

AILE KNI X TNy

=lolx]|

AssetAssetGroupService. find
AssetAssetlocationService. find
AssetAssetMajor TypeService.find
AssetFivedAssetService.create
AssetFioedAssetService.find
AssetFicedAssetService. findkeys
AssetFixedAssetService read
AssetFixedAssetService update
BomBillsofMaterislsService create
EomBillsofMaterialsService. find
BomBillsoftaterialsService. findkeys
BomBillsoffateriskService read
CushCustomerGr oupsservice. find

i AscatConditio

ICE r' B IJ
AssetGroupService. find
AssetLocationService, find
AssetMajor TypeService. find
AccetFinedAssetService create
AssetFiedAssetService. find
AssetFiedassetService.findkeys
AssetFinedAssetService. read
AscetFinedAssetService .update
Billsof MakerialsService create
Billsof MaterialsService.find
EdlsofMaterialsService findkeys
EdlsofMaterialsService.read
CustomerGroupsService. find

ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation
ServiceOperation

I 3 e B i e B e B e i | |

=

I |

Specifying external endpoints

External endpoints in Dynamics AX are simply referred to as Endpoints. When

an endpoint is set up, you can control various options, such as which services and
actions are available to external systems. There can be multiple endpoints for a single
transport method of document exchange. In this section, we will cover the process of

setting a simple endpoint.

1. InDynamics AX, go to Basic | Setup | Application Integration Framework

| Endpoints to load the Endpoints form.

Be ESt ook Commend feb
A X | maFE|TRT

Overview | General | Constraints |

& ap

Urique endpoint 1D
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2. Inthe Endpoints form, create a new record. Specify the local endpoint that
we previously created and save the record.

T=TET
e Edt Teos Command e
U X |m ik | TTETET( ad bR L

Overview | General | Corstraints | Users |

Endpont 1D | Name Fropagate erors
| |cee Contass Home Entertainm. .. r
| | pefsu Defaut Endpont C
T
R [ turvesd nobcston (5D o bor (& O,

3. Before we can proceed, we must disable or enable constraints. Constraints
are used to control which data is available to specific warehouses, vendors,
customers, and so on. In this example, we will disable constraints.

T
fle Edt Tools Command e

NdX|m R | TETFTT eaqapes s an e

Overview | General Constraints | Users | Action poboes I
To constrants|

| Comsrant type | Constrant & | rame |
Thes grd & ety

Hame., [ 1 unread retification USD fomu o (8 @ ¢

4. Now we can enable actions that will be available for use to an external
system. To create an action, click on the Action policies button.

B Endpoint Action Policies (1 - ceu) - Endpoint ID: Test, Enabled i = [Dlﬂ

QX m (& 7P T(Ieaareelpiale
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> Endpoint actions will be available only if they are enabled
% on the specified service in Basic | Setup | Application
Integration Framework | Services.

5. In this example, we will simply allow a read action on a specific service. To

do this, click on the lookup button on the Action ID field and select a read
action on an available service (for example: CustCustomerService.read).

M endpoint Action Policies (1 - ceu) - Endpoint ID: Test, Enabled _ =101 x|
fle Edt Tools Command Hep

A*RILINIEA R AL E KR X N Y)

jUnique ID of an Action. | U fcew b [9 D

6. By default, the action is disabled. To enable the action, so that it is available

to an external system, change the Status field value to Enabled.

M Endpoint Action Policies (1 - ceu) - Endpoint ID: Test, Enabled 1 ‘lm.!]

Bl Edt Joos Command Heb
DX |m iR | TETPT|Ieatd b0l s Al @

Overview | General | __cofore |

Action ID | Is default Status | External identfier override | Class name mode Data poboes I

‘Status of an Endpont Acton Policy |- A 1unread notiication USD kceu b (9 3
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7. With the endpoint's action now enabled, we can specify further restrictions
or policies, such as which fields are permitted. To do this, click on the Data
policies button. This will open the Parameter Data Policies form.

=101 x|

EﬂﬂnﬂiﬁB[

. CustCustomer | Customer Cutbound

MName of appication object. I USD feeu usr [ B

8. Click on the Data policies button to open the Endpoint action data
policies form.

B Endpoint action data policies (1 - ceu) - Endpoint ID: Test, Cus =101 x|
File Edit Tools Command Help
DX ™mAR|TEBT|(Iead b9 Ala@]
Enabled | Reguired | ¥Path Set B
_Elnu:urm':n'd-lasl'u | | JCustomer /CustTable/_DocumentHa
AccountMum | | JCustomer fCustTable /AccountMum
- AccountStatement N [ ] JCustomer fCustTable fAccountStaten
|| Address - | JCustomer jCustTable /Address
— AddressRecld [ [ [Customer [CustTable /addressR elati:
il Address r [ fCustomer /CustTable /AddressRelatic
[ AddrRecld I [ JCustomer /CustTable/AddressRelatic
— AddrTableld I [ [Customer [CustTable /AddressRelatic
™| CellularPhone H H JCustomer jCustTable/AddressRelatic
| City | | fCustomer fCustTable fAddressRelatic
: CountryRegionId Il [ fCustomer fCustTable /AddressRelatic
‘ - - | o
|The name attribute of an ¥5D element | IEIE IE m

9. To make a field available on the service for an endpoint, it must be enabled.
To enable a field for access, mark the Enabled field (to quickly enable all
fields click on Set | Enable all). To make a field as a required field when
inserting a new record or querying a service, mark the Required field. Some
fields may already be marked Required if they are mandatory fields because
on the table level, the fields have been specified as mandatory fields.
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I Endpoint action data policies (1 - ceu) - Endpoint ID: Test, Cusk 1Ol x|
File Edit Tools Command Help
|IDHX mA R TEBT|[leaadrnfile]
|| Field Enabled | Required | xPath ] Set >|
CreditMax v o JCustomerCustTable [CreditMax
| CreditRating v O JCustomer fCustTable CreditRating
| Currency ird | JCustomer fCustTable fCurrency
| custClassificati... v O [Customer fCustTable/Custtlassificat
| CustGroup ird iIrd [Customer fCustTable /CustGroup
| CustItemGroupld ¥ O JCustomerCustTable /CustItemGroug
| Destinationcodeld ird H| [Customer fCustTable DestinationCoc
| Dimension ¥ I JCustomer fCustTable [Dimension
| Dlvmode v H| [CustomerfCustTable DivMode
| DlvReason ird | JCustomerCustTable [DivReason
: DlvTerm v H [Customer fCustTable/DlvTerm =
« - - | e
|Deterrnir1es whether field is allowed,visible in th... |_1 1 unread notification WH’E’W

10. In the General tab, specify an Outbound channel ID and mark the Active

field to enable the endpoint.

o
Ble Edt Toos Command Heb
SEar TEE FTiemarmes Al@
Overvew  General | Coratrants | Users | m_lmlﬁu
Identification
Endpont ID: [t
Puame: Test Endpont
= El
Prepagate erors -
[Orvervic I
Initercompany organization: [
Compan: I
[channd |
Outhound channel ID: I|wmmm ;{I
Local endpoint I0: ||1Lr_nebont L:I
Defait encodng format:  [oTra =
Unique charnel eenitifier | Lunread notification [USD eeu o (8 @ 2

Now that we have specified all the steps necessary for creating a file adapter for
document exchange, documents can now be created and placed in the Inbound
folder. Dynamics AX will then read the documents in the Inbound folder in the
order they are created, process them, and output results in the Outbound folder for
access. If this process does not work as expected, the following section will show you

how to troubleshoot such issues.
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Managing and troubleshooting AlF
document exchanges

In this section, we will cover the process of common management and
troubleshooting tasks on the AIF.

Managing AIF document exchanges

In Dynamics AX, we can check document logs, view document messages, or
manually import messages. We can also peak at which documents are in the pipeline
for Dynamics AX to process. This can all be accomplished using the AIF Queue
manager form. To access the Queue manager form in Dynamics AX, go to Basic |
Periodic | Application Integration Framework | Queue manager.

i

Ele Edt Took Command Help

) bd 7€ | P G = EF 8 q ke P

Overview | Gamersl | Datsi | Refresh |
| ehannel | pwrection | Status [ Source endpoint [ Destnation endpoint | Error message | Acton [ i |

This orid is empty. [ |

~EN-

To view a history of document exchanges in Dynamics AX, go to Basic | Periodic |
Application Integration Framework | Document history. The Document history
form contains detailed information on documents and how they are to be processed.

[Moocomenthstov (1) =1 x|
Ble Et ook Command tep
) 1 X |mm = Fr([e@erelpAle

. Bl Ccontoin_|
Cverview | General | Detals | Docment kegs |

Action | Action identfier | Source t | Destraton endpont | Created date and tme Cear docupent 3t 8
This i 15 Bmpty.

Dinlay by meszage or by butress document ricrmaton ndudng form name or bty ey w8 9
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Methods for troubleshooting

When attempting to diagnose issues with the AIF, there are a couple of methods at
your disposal that will assist in isolating issues. The following is a list of possible
methods:

e Consult the AIF Exception Log

e Consult the Windows Event Log

e Consult endpoint's logs

The AIF exception log can be accessed in Dynamics AX by going to Basic | Periodic
| Application Integration Framework | Exceptions.

Ioix

Fle Edt Tods Command Heb
X | wm R | TETT | I0atd b0 e Ale

Overview | General | —Iw
I |
= (30

For additional AIF troubleshooting tips refer to: http: //technet.
microsoft.com/en-us/library/aa548693.aspx.

Setting up AIF to use web services

In some cases, setting up a filesystem transport adapter, as we did in the previous
section, can satisfy simple document exchange needs. However, most document
exchange methods utilize web services to transfer documents. Most web services
utilize the Simple Object Access Protocol (SOAP) to transfer XML messages.

For more information on web services and what they are, refer to: http://
en.wikipedia.org/wiki/Web_service.

The following section provides the process of how to set up AIF to exchange
documents using web services. Much of the process is the same as using and
setting up the filesystem adapter since we must also specify both local and external
endpoints and channels. We can even reuse the settings we already created for

the filesystem adapter without having to reconfigure for web services. However,
additional steps are required for specifically using web services as a means of
document exchange.
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Creating an AIF website

Before we install the AIF web service extension, a website in IIS must be created to
successfully run the installer. This allows you to also determine which port the AIF
web service will listen on. The process of creating a website for the AIF is no different
than creating a generic website in IIS. For more information on creating websites in IS,
refer to: http://technet .microsoft.com/en-us/library/cc772350 (WS.10) .aspx.

Installing the AIF web service extension

By now you should be accustomed to the process of installing the extended
components for Dynamics AX. The following steps will guide you through the
process of installing the AIF integration component:

1. Run the Microsoft Dynamics AX Setup wizard to add new components. In
the Add or modify components screen of the wizard, mark the AIF Web
services checkbox, as shown in the following screenshot and then click on the
Next button.

45 Microsolt Dynamics AX Setup = "'|5|

Add or modify components
You can add or modify components that have already been installed. IF only one instance of a component can be

instalied, the check bax will be unavaisble, F

Base Dverview

™ Database Microsoft SOL Server) Application Integration Framewark, [AIF] Web services expore

[T Appication fles Microsodt Dynamics & services o exbernal spstems for data

™ apphcation Object Server (A0S) nchange,

[" Chent Prerequisites

Frequired - ~ |Setup will connect 1o an ADS wsing the MET Busingss Connectos,
: If the NET Business Connectar has ot bean installed, Setup wil

II: Role Centers end Entespise Pota pstal 1 for you

Ie ',. fiFie & If Irternet Information Senaces has not been installed, Setup wil

I Ansyss il it for pou

Development

I™ Deb BROET

IC Er ale

I” Rer

Iribege ation

= MNET Businiess Carmector

I [AIFWeb serviced

[ BizTalk adapter

= S promy [F

IZ s

_teb | < Back bt > Cancel
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2. In the following screen of the wizard, specify the password for the NET
Business Connector, and then click on the Next button when complete.

4\ Microsaft Dynamics AX Setup F =101 |

.NET Business Connector proxy account information
Configure a domain account to use as a proxy for the .NET Business Connector.

-~

Entter the password for the specified domain account.

Domain‘user name: [CORP bepeeey

Password: |III.IIIIII

Help <gack [ mex> | cace |

3. In the next section, you can select which website you want to install the AIF
web service component into. Select the website that you recently created
the AIF web service for. Additionally, you have the option to specify the
application pool and virtual directory name if desired, but its not required.
When the parameters have been set with the appropriate settings, click on
the Next button.

[ trcrosoft Dymomics Axsetws ST
AlF Web services: Configure IS

Select the Web site and application pool to use for ATF Web services. y

Setup will create a vitual directory for AIF Web sarvices under the selacted Web site. The application pool forthe
virtual directory will run as the NET Business Connector proxy user.

We recommend using a dedicated site. espacially in a production anvironment.
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_ During this step, the installer prepares to update Dynamics AX
with the settings provided. However, this may not fully complete in
% Windows Server 2008 or 2008 R2. The succeeding sections will provide
the necessary steps to successfully set up the AIF web service.

4. In the following screen, you ensure that the AOS service account is provided
in order for the wizard to properly assign permissions to allow the AOS to
access the AIF web service.

4 Microsoft Dynamics AX Setup K =101 x|
AlIF Web services: Specify an AOS account
Spedfy the service accounts for the AOS instances that you want to use with AIF, "

Enter the service (domain) account for each ADS that you are using.
¥ an instance running on a different computer uses the Network Service account, specfy the account in the fomat

Domain\Computemame$. The $ indicates that Setup should look for a computer account instead of a user account.
Setup sets appropriate permissions for the accounts on the vitual directory for AIF Web services.

AOS accounts:

Heo | <Back Next > Cancel |

5. In the following step, you are prompted to complete the installation of the
AIF by clicking on the Finish button.

4« Microsoft Dynamics AX Setup - I"lﬁl

Ready to install
Setup is now ready to install Microsoft Dynamics AX. “

The following components will be installed:
- AlF Web services

¥ Restart IS after installation is completed

o | _<woo [Cpea ] coel |
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6. Once installed, you will be prompted with the final screen. The final screen
will display the result of the installation of the Dynamics AX 2009 AIF
system. If the installation was successful, you will see a green box next to
the installed component. Otherwise, if the box is orange or red, you will
want to open the log file after you close the wizard by marking the checkbox
at the bottom. It is recommended that IIS be restarted after AIF has been
successfully installed.

4 Microsolt Dynamics AX Setup HE B

 VIPSSTS Setup was completed successfully

Component Status
W AIF Web services Instaled

[T Cpen the log fle when Setup coses

If any warnings or errors appeared during the installation of the AIF, review the log
file that was generated to find and isolate the issue. In Windows Server 2008 and
2008 R2, it is possible that permissions were not appropriately set on folders that
were generated in Dynamics AX. Additionally, the website for the AIF may have not
been updated in Dynamics AX. In the following section, we will cover the process to
manually set these up.
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Creating and configuring an AIF website

Up to this point, the installer will have created and installed the appropriate libraries.
However, in Windows Server 2008 and 2008 R2, the permissions and website setup
in Dynamix AX may not have completed. The following process is what is required,
so that the AIF website is properly set up for use:

e Apply appropriate permissions

e Specify an AIF website

¢ Generate an AIF web service

e Specifying the authentication method for an AIF web service

e Accessing the AIF web service

Applying appropriate permissions

During the installation of the AIF web service extension in the Installing the AIF web
service extension section, a Content directory was specified in step 3. That directory
was created to store the AIF web service files. The installation wizard went ahead
and automatically created a network share of the folder. However, due to limitations
of the installers in a Windows Server 2008 or 2008 R2 environment, the permissions
will not work. The AOS will need access to this directory in order to create, modify,
or delete AIF services. To allow this functionality, we need to permit the AOS service
account to be able to do this. The following steps outline this process:

1. In Windows Explorer, navigate to the Content directory that was specified in
step 3 of the Installing the AIF Web Service Extension section (for example: C:\
ProgramFiles\Microsoft Dynamics AX\50).

[ EE———— A=
s B {ﬂ| Search 80 12|
Organize * _ Open [ncdudeinlbrary »  Sharevith =  New folder = [l @
— Name: * |Dmmedﬂul Type Isae
Bl Desktop 2
i Comriaads SusnessCornector B/16/2010 1:134M  Fie folder
2 Reporting Senices B/18/2010 10:49PM  Fie folder
OB IEEEEM Flef
-l Lbranes Sehp /92010 1223 Fie folder
I p— SynchronizationService BI1A/2000 10:49 PM File folder
& Music Workflow Bf17/2000 5:33PM  Fie folder
| Pictures W55 6/18/2010 10:43FM  Fie foider
B veos
8 Computer
&L, Local Disk (C:)
iy OVD Drive (D:) Integra
i reebwork
(i | =
| AfWebSenices state: 22 shored Sharesd with: Dynamics AX AQS Service Account; AX2009-WEBDIWG...
f File foider Date modified: 9/10/2010 12:37 AM
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2. Right-click on the AifWebServices folder and go to Properties.

M AifwebServices Properties i

General | Sharing I Sec:.lri’r)'l Previous Versions I Customizel

l

IMWebSewices

Type: File folder

Location: C:\Program Files"Microsoft Dynamics AXME0

Size: 403 KB (412,728 bytes)

Size on disk: 456 KB (466 544 bytes)

Contains: 26 Files. 25 Folders

Created: Wednesday, August 18, 2010, 10:45:15 PM

Attributes: [ Read-only (Only applies to files in folder}

™ Hidden Advanced... |

x|

’T‘ Cancel | Apply

2. Go to the Security tab and click on the Edit button to edit the permissions on

this directory.

l Permissions for AifWebServices

Security I

Object name:  C:\Program Files'\Microsoft Cynamics AXB0NWAFWe

Group or user names:

§2 CREATOR OWNER
82, SYSTEM

#2 NETWORK SERVICE

E Microsoft Cynamics AX Web Service Administrators
£3 Admiristrators (AX2009-WEBD1\Administrators) i
4 | _>|_I
Add. | Remove |
Pemissions for Microsoft
Dynamics AX Web Service Alow Deny
Full control 0O
Modfy O
Read & execute O
List folder contents 0O &=
Read O =

Leam about access control and pemissions

x|

[ ok | cameel | e
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The installer originally created a group Microsoft Dynamics
AX Web Service Administrators on the server and assigned
the AOS service account as a member of that group.
Regardless, you will still have to manually add the AOS
service account and apply the appropriate permissions.

3. In the Permission for AifWebServices window, click on the Add... button
and then add the AOS service account and click on the OK button.

Select Users, Computers, Service Accounts, or Groups : 21|

Select this object type:

l&as. Groups, or Built-in security principals Object Types...
[From this location:

Enter the object names to select (examples):

Dynamics AX AOS Service Account (daxservice@com ingnomics.com  Check Names I

Advanced... | [ ok | cace |

4. Now we must specify the permission level for the AOS services account. In
the Permissions for AifWebServices window, ensure that the newly added
AOS service account is selected and allow Full Control. When complete,
click on the OK button to save the modifications.

‘ Permissions for AfWebScrvices 3 _X_]
Dkject name:  C\Program Files\Microsaft Dynamics AX\S0\AfWe

Group or user names: 7
£, CREATOR OWNER -
& Dynamics AX ADS Senvice Account (daxservice@corp.ngr
52 SYSTEM

52, NETWORK SERVICE

$2 Microsott Dynamics AX Web Service Administrators (AX20( «
| | _'lJ

Pemissions for Dynamics AX
AQS Service Account Alow Deny
Ful conirol o =
Madify Vi O
Read & exccute ] O
Lit folder contents M o =
Read = 0 g
Leam about access control and permissions
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Specifying an AIF website

Now that we have applied the appropriate permissions to the AIF web service
directory, the AOS will now be able to access and modify the directory and contents.
This is necessary if you want to use AIF for web services. When services are created
in AX, the AIF will be able to generate standard WCF web services and place them
in the Content directory. In this section, we will cover the process of specifying

this directory.

1. In Dynamics AX, go to Basic | Setup | Application Integration

Framework | Web sites.

R
fle Edt Tools Command Help

NTHX| mQF|TETT(leaap @ Al@|
Ovenview | General |

| Mame | Virtual directory share path

| Deseription |

This grid is empty.

IName of the Web site as set up in Microsoft Dynamics AX

[ A tunread notification jusr (& @

2. Inthe Web sites form, create a new record and specify the network share
location of the AIF Content directory (it may be easier to go into the General

tab and browse the folder manually).

B web sites (1)

IName of the Web site as set up in Microsoft Dynamics AX

[ 1unread notification usr (21 B
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The Web sites form automatically validates the directory upon creating

@ the record. If the validation fails and the record cannot be created, verify
that the permissions are correct and that the directory exists and is shared.

3. Now that the record with the AIF Content directory location has been
provided, click on the Validate button to ensure that the AOS will be able to
access and modify it appropriately. An Infolog window will display whether
the validation was successful or not.

¥ Infolog (1) =10l x|

The following messages are just for your information and i
do not require you to take any action. \/

. 4 Message (01:26:11 pm)
i vj/ The Web site AIF is configured properly. The computer is

| | i
Information

The Web site AIF is configured properly. The computer is
accessible, and you have read, write, and delete access.

gear | [ Cose |

Generating an AIF web service

Now that we have configured the AIF web service in Dynamics AX, we can generate
services right from Dynamics AX that will be available for use. Services can be
created by developers but Dynamics AX 2009 comes pre-packaged with several
services, depending on your licensing scheme. In this section, we will go over the
process of generating services.
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1. In Dynamics AX, services are specified in the AOT under the Services node.

P [=TE
|5 & I i |

(3 aoT (=
|.J Data Dictionary

HE

Report Libraries il
% Queries

:# Jobs

% Menus

% Menu Items

a Web

OFEEEEEE

;j AssetAssetConditionService
:j AssetAssetGroupService
;_j AssetAssetlocationService
:] AssetAssetMajorTypeService
.j AssetFixedAssetService

;j BomBillzofvaterialsService
:j CustCustomerGroupsService
:j CustCustomerService

:j CustFreeTextInvoiceService
:j DirAddressService

—=

4| | L 7

I HEHEEEHBEBE

2. To enable the use of the services in the AOT, go to Basic | Setup |
Application Integration Framework | Services.

I 7 WEF | TEFT | waapmelni e

et |

|
‘ cocfare |
Servce spenstees |

[ L 1uvesd nonbonton b (& 13
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3. Inthe AIF Services form, click on the Refresh button. This may take a while
because the form will query Dynamics AX for the available services.

A sevices (1] ST
Ble Edt Tocls (fommand fieln
|BEx | miR I TEPE|eaabaA @
onervien | General | _ meren |
T - gree |
ilfsche L Cogfiare I
1| htgfsche.. | T
htssjfsche... | T ervice operations
: htsffsche... |
L hisuifsche... | T
L higp: ffsche... -
|| hisjjsche.. | T
L higeffsche... | T
|| e i ek I
L] httiffsche... |
Il g fische... |
|| it fsche... (o]
| it ffsche. . r't nﬁml =
[Hame of Servce specied in AT services rade. [ @ @

4. To choose which services will be available as a web service, select the
appropriate service and mark the Enable field.

=10l x|
Fiz Edt Toos Command Hep
Idx|mQif| 7T ETF T waaarels Ala|
Overvew | General | —IE.M
|| service name =~ Exterribl name Namespace | Enabled | Status | & Generate I
|| AssetassetConditionSenvice AssetC e hittg:/fsch ™ |MeEmer " I
|| assetassercrenmsenice ASSRIGHoUDEET ice htpefjsche... | [T [moError
|| Assetassed acatorsenice Assetl orationiSenace hittpc ffecte. . I = EVRE OpeTatong I
AspetsseMajorTypeService AssatMjorTypaservice htpcfjache... | [T [moError
|| e e hittpefsche. I~ |MoEmor
|| somBitsotMateriaisSenace BillsofMaterialsService hitpefjsche. [ |tokiror
| | CustCustomenGroupsSenvice CustomerGroupsSenvice: hittp:{fsche. ™ |MoEmor
|| custCustomesSence CUSLOmETSETvIoE hitepz fschee. . ¥ | noEmor
|| CussFreeT VicE F ViE hitsp: fsch ™ |MeEmor
|| oraddressservce Addresasenice e fuchee. .. T |Mkrrec
DrContactPersonsSenice ContactPersoraSarice htap:ffche... [ =
| | rentassenice ASNService httpefjsche... | [ [MoError
|| rventonfigTablesenvice ConfigTableService httpaffsche... | ™ [Momor
Trmegen B s e L e b wms Fri b s mnsiKan e hatens frrha [ (=) ;I
Enable the service [LA 1urread noshcaton er |2 @ -

5. Now that the desired services have been selected to be enabled, the next step
is to automatically generate the web services. To generate these services, click
on the Generate button.
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¥ 1nfolog (1) -|0] x|

The following messages are just for your information and \
do not require you to take any action, \lr)

- 4 Message (04:09:29 pm)

EE,:' Starting generation of JNET WCF Service artifacts
Eir" Cleaning temporary directory

EE,J Generating artifacts for 'CustomerService' service
EEJ Generating artifacts for 'PricelistService' service
Ejr" Generating WCF configuration file

Eir" Generating .NET assembly

Ejrj Deploying artifacts to websites

Eir" Completed generation of .MET WCF Service artifacts

Information

Clear |

Specifying the authentication method for an AlF
web service

Since an AIF web service is a WCF service, all the same rules apply when it comes

to specifying authentication methods and many other settings. Such settings allow
greater flexibility when customizing web services to enhance security, performance,
and compatibility. When you generate a web service for the AIF, the default method
for authentication is basicHttpBinding. However, in most scenarios, the binding
method for authentication should be wsHttpBinding. For more information on
wsHttpBinding, refer to http://msdn.microsoft.com/en-us/library/ms751418.
aspx. To change the authentication binding method, we must edit the configuration
file of a web service that was created when the service was generated.
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The following steps describe the process of editing the AIF web service
configuration file:

1. InDynamics AX, go to Basic | Setup | Application Integration Framework
| Services to load the Services form.

Fle Edt Toos Commend Hep
SRSV A S S AL X RN X 1RSY-NE-]
Overview | Gereral | _ eben |
| [ Servicename = Excternal name Enabled | Status | o Generate |
| | Asseti Hy [ fsch i MoError
| | assetassermopsene AssetGroupSenice httgsffsche... | [T |Morror —iere |
TSEVCE it fschs [~ |MoError gervice operations
N AzsethsceMajorTypeService AscetajorTypeService hittpe [fache. .. (] MoError
B vice httpeffeche... | [ |moError
] e vice httpeffsche... | [ |Mokrror
|| CustOustomentroupsserace CustomerGroupsSenve. hitpeffoche... | [ |MoEmor
CUstCUSTOMErSEnvice CLBtmTSETVIOE g ffache... | [ |mogmor
] cuse vice it fach [ |Moror
| | oraddresssence AtidressSerice htpeffeche... | [T |MoError
|| Drcontacwersenssenice ContactPersorsSendce hitpcffsche... | T |MoError
InventaSHiService AShEServios hittpefjsche... [T [boError
|| imventConfigTabiesenvice ConfigTableService htwpeffache... | [ |Morror
T el S sk ot Fhncom. [l Y- ,1'
Enatie the sarvice [ A 1urresd nostieaton e |33 3 2

2. Select the service to change the authentication binding method and click
on the Configure button. This will load the Microsoft Service
Configuration Editor.

Service: Microsoft Dynamics.IntegrationFramework. Servic

Craste » New Sarvios Endpennt
Endpoint:  ([Empty Name) Delete
Address:
Birsding: basicHipBinding
Binding configuration i i L A
Contract. Microsoft Dymamics IntegrationF ramework. Senvic

Service: Microsoft.Dynamics.IntegrationFramework.Servic

4 »
I I I _I 1 Hew i I ni
(=)
Endpoint:  {Empty Name) Delete
E Address:
Create a New Client . Birdhng basicHitpBinding
Birding configuration i iy S
Contrazt Mhierasch Dynnmics IntsarationF ramesark Sanas

1) | i |
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The Microsoft Service Configuration Editor comes with the Microsoft
NET 3.5 Framework SDK or Windows Server 2008 SDK. This must be
installed in order to properly edit the web service configuration. Although
you can use a text editor to make modifications to the configuration file,

it is not best practice, nor is it recommended. The configuration editor
ensures that configuration settings are properly formatted.

3. In the Microsoft Service Configuration Editor, collapse the Bindings node
to view the current binding. Notice that the default binding method is
basicHttpBinding,.
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4. We will need to create a wsHttpBinding method for authentication. To create
a new binding, right-click on the Bindings folder and click on New Binding
Configuration.... In the Create a New Binding window that pops up, select
wsHttpBinding and click on the OK button.

Create a New Binding x|

Please select a binding type:

basicHttpBinding
basicHttpContext Binding
customBinding
mexHttpBinding
mexHitpsBinding
mexMNamedPipeBinding
mex TepBinding
msmqlrtegrationBinding
netMsmaBinding
netNamedPipeBinding
netPeerTcpBinding

net TepBinding

net TepContext Binding
webHttpBinding
ws2007FederationHitpBinding
ws2007Http Binding
wsDualHitpBinding
wsFederationHttpBindin

weHitpContexd Binding

5. A new binding method of type wsHttpBinding, will be created under the
Bindings folder. In this example, we will rename it to wsHttpBindingAif.

10| x|
Configuratio wsHtpE “weHttpE [
=L Senices Brdng | Secuy
¥ ¥, Memsolt Dynamecs FtegrabonFramewad r____!___ |___ =
& ¥, Mcrosoft Dynamics keegrabenFramewad | B g a
4 ] Gt | ““ml’w
=1 () Bindngs B (General)
3} basicHipBindngWindowsAuth bascH] AlgwCookies False
7 wktipBindingAf (wskitpBnding) BypassPreayOnLoesl False
- Dagrostics CloseTimeout 00-01:00
#- ) Advanced HegtHameCompanisonilode SrongWildcard
MaxBuflerPociSize 524288
MaxFecenedMassagaSize B5536
MessageEncoding Text
DpenTimecut 00-01:00
ProoySddress
RecerveTmeout 00-10:00
SendTimecut 00:01:00
| ] TexiEncoding wlt8
; TransacsonFlow Fadse |
e —- UseDedaulfiiebProxy True
Delete Binding Corfiguration Bl ReaderQuotas Propmties
: Masdrraylength o
Create a New Service... MaxEytesPerFead 0
Create » Mew Chant_. | MaxDepeh o ;l
HName
The name of the configuration of the bindng. This name is used in a
BandingConfiguration afiribute o link an endpoint and its binding to 2 binding configur_
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6. Now that we have created an appropriate binding method for an AIF
service, we must associate the binding to the service that was generated,
so that it may be used as a binding method. In the Services folder,
collapse the appropriate service (for example: Microsoft.Dynamics.
IntegrationFramework.Service.CustomerService) and collapse the
Endpoints folder. Select the listed endpoint, and change the Binding
property to wsHttpBinding. Then in the Binding Configuration property,
select the wsHttpBindingAif that we created.

T Host |'B {Configurson)
B3 Endponta Hame
] {Empty Mame) B Ellballﬁ'qﬂ'h
) hh:rou:ﬁ Dynamics Integration Framevad e Address
- Chent - '
= ) B Birsding mh‘llpﬂndﬂn J
) basicHepBrdngWindswatuth baseiy BindingConkguration -
B} wsHitpBinding ¥ (wsiitpBinding) -
+ (] Diagrostics BndmgNamp-uce i/ Fach oft_com./dy
() Advanced Contract Microsolt Dynamics. Hupuhmﬁum
Lestenlin
ListanliriMcsde Exphicit
1] | Ll |
Delete Endpoint

Create & New Servica...
Create n New Chent

Bingings define the protocol (for example transport and encoding setirgs) to be used
I comirasnicats with an endpoint Choose the binding typs and binding configuration.

7. Now that the correct binding is set, close the Microsoft Service
Configuration Editor and save the modifications that were made. To ensure
that the settings take immediate effect, open the Windows Command Prompt
and run iisreset on the web server.

Setting the appropriate authentication binding method will ensure that developers,
external servers, and end users will be able to access the service appropriately.
Additional methods can be implemented to ensure a stronger security
implementation such as SSL.
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For information regarding the set up of SSL on a web service, refer to:
http://msdn.microsoft.com/en-us/library/ms734679.aspx
or http://blogs.msdn.com/b/imayak/archive/2008/09/12/

é wcf-2-way-ssl-security-using-certificates.aspx.

% For setting up and configuring AIF to use a BizTalk transport adapter,
refer to the white paper Microsoft Dynamics AX 2009 AIF BizTalk Adapter
Configuration White Paper Part I that can be found on Partner Source or
Customer Source (login required).

Accessing the AIF web service

Now that the AIF web services were generated and the appropriate authentication
methods have been specified, the next step is to verity that they can be accessed. In
this section, we will cover the process of testing the web services that were created.

1. On the server in which the AIF web service extension was installed on, go to
Administrative Tools | Internet Information Services (IIS) Manager.

") Internet Information Services ([1S) Manager ) =101 x|
o) | Sir surteage W hIe-
e Yew b
Marosoft B
Q- 1|2 |8 Internet Information SeVicesHE
5 i! N Appication Server Manager :

@ 93 AX2009-WEBO1 (CORP\admrvsts

115 News s dsabled, cick the Enable [15 News ink to get the most recent online news.

2. In the IIS manager, collapse the web server instance node and navigate all the
way to the AIF web service that was created when you installed the AIF web
service extension.

[192]


http:///

Chapter 7

T Intemet Informatson Servioes (115) Hanager = =10 xf
W B ACHOWESDL b Ste b Dyemc AXAIF b McosfiDynamcRINiE ¢ i
Ble Yew iep
_ icrosoftDynamicsAXAIfS0 Home —
Q- 12 |8 q L B Eiore
{4y et Page o = [t Permssns. .
| 9 wxasoe-wepat (ooRw 4 Fiter; = Ml - sow Ml | Group by B —
L} spphcation Fooks ASPNET &| || 5N BaskcSetings..
| Bl e p— View Virtuasl Dwnectonies
| 2 & @ O B
S e _-a'll_l 4 - HManage Apphcation e
atorast.. Complston  Pages  Giobwimaten Browse AppScation
[#] Erowse *578% hiw)
= = n :
b b IF), 7] a F=] |ab Advarded Settrgs...
-G Dyeramnics A Workh METRoes  NETTrst  METUsers  Appkcaton  Connecton B rep
(= i Office Server Web Services - ¥ O Help
= Shared Servioe Provider - Shan F "‘_“: T =
=g Sharefont - 50 ﬁ s ! L ,‘:
) Sharchont Conbal Aderiiwad | | prune key  Pagesand  Povders  SessonState  SMIPEmsd
Controls
ns
L] Iﬁ cer \g
o - [}
A AastherScaton (=] Compresson (D fanalt
Document :I
L w [2]Featres view | Content ew )
Ready 9

In order to simplify the process of validating that the AIF web services

are accessible, make the MicrosoftDynamics AXAif50 virtual directory
browseable. To do this, select the MicrosoftDynamics AXAif50 directory and
under IIS, open Directory Browsing.

T Intewnet natios Serviees (115) Hanager ; =10] x|
ﬁﬁl?rnm-mnsmrmuAFrwmr | -
b New D
icrosoftDynamicsAXAIfS —
li}] 1218, \q it i cdic e Open Featre
|y St Page = =
o e Y __ Eli% pthew M [Gepts o
D eckatenPo W TE B & T || e
% Mpching Koy Pages and Prowdens  Seppon Siate  SMTP E-mal | Basc Setangs...
S veew rtusl Drectonies
ms Hanage Applcation ~
£ 5 Brovwese Applcation
£ & B 9 o () erems s 0
AP Aurthenbcation ool Compresson Defouit Achvanced Settings
s & o
B & B & < Crtoe s
- SharePont Central Admnistrad Ermer Pages  Faled Request  Mander HITR
TraongRules  Mappings Respo.,.
’ i o=
i = 8l = &
Logging MIME Types Mendubes Ouput Reguest
Cading Fitering
) -
iﬂ | ¥ | Featres Vew | Conbent View
Ready i
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4. Once the Directory Browsing view opens, click on Enable on the right pane
to enable Directory Browsing.

" Internet =100 =]
@Tﬁ- | o ACOWEROL b Stes b Dirames ALAIF b MeuefiDynamasEg ¢ | s L -
Gle  Yew D
@ i 1218, ¥ Directory Browsing
:&L"ﬁ,’mum,m, rhmumnmhtmﬁnummw.
Tee
F s
F Extersion i -
Enable:
i @
Long dake m
g Srared Servioe Provider - Shany
= g SraeRent - 30
i SharePoint Central Adminisiras
4] | - |-'Fm:um|.ﬂ_mm
Corny Tynamics AX i 50 web.config L

5. Now that browsing has been enabled, right-click on the
MicrosoftDynamics AXAif50 node on the left, a go to Manage Application |
Browse to open the site.

I~ localbost - fHicrosoftDymamicsASLARSDY - Windows Inbemnet Explorer ] .J.D.F.ﬂ
o
kot Ig_ it AR S TE9 T s I s A AT S j@ L IE B 2=
< Favorites | <5 ] Suggested Stes = B Web Shce Galery =
8 iocalhost - MaosafDymamcsoaTso/ I | fi = B - 0 mm v Bager Gsfetyr Took - -
=
L] - -
localhost - /MicrosoftDynamics AXAifS0/
[To Parent Directozy]
871172010 #:33 AM <dir> Backup
/1072010 4:09 PM £dir» Bin
9/10/2010 4:09 FM 1E7766 customer.xsd
/102010 4:00 PM 106 custcomarssryics,sys
971072010 4:09 PM 8992 snTitvkey, =ad
9102010 4:09 PM 804 enticykeylisc. xsd
/102010 4:00 PM 22802 pricelist.xsd
971072010 4:09 PM 107 priceliscservics. ave
9/10/2010 4:09 FPM 1562 guerycriceria.wxsd
871172010 T:0€ AM 5385 web.config
[Done 0T T T T e vocel ntranet | Protected Mode: OFF i [wo% -
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I~ localkost crocoftDynamcs M50 - Windows Intemet Explorer =181 x|
Tocathast ﬂigf 4yl % o=

S Faverites |53 @ Suggested Stes = [ Web Sice Galery =

& focabhost - McosofDymamicsAXATS0/ ] | fir =B - 0 o or Bager Gafetyr Tk~ -

localhost - /MicrosoftDynamics AXAifS0/

[To Parent

Directoxry]

&

6.

81172010 £:33 AM <dir> Backup
971052010 4:09 PM caLE»
8/10/2010 4:00 BYM 1E5T7E&
8/10/2010 4:0% PM 106
9710/2010 4:09 PM 992
8102010 4:09 FM 804 enticykeylist.xsd
S/10/2010 4:09% PM 22802 pricelist.xsd
8/10/2010 4:09 PH 107 p liscservics,sve
81052010 4:09 FM 1562 gueryoriteris.xsd
81172010 T:08 AM £38% web.config

Done [ [T [ (e Localinranet | Protected Mode: OFF

far | RN -

In the directory list page view, click on any *. svc to view the service and the
available methods.

You have craated & sarsce,

To test this sernice, you will need to create a client and use it to call the servce. You can da this using the svautilexe toal from the

command ke with the ﬁollaa:nq syntax:

aveutil.

Thig will generate a configuration file and a code file that containg the client clags. Add the two files to your dient application and use

the ganerated cliant class bo call the Sarsos. For example:

c#

clasa Test

Lt

atatic void Main()

{

i Ivhrml Rasin

CustomerServicellient client = new CustomerServiceClient():

ff Gse the

‘client' wariable ©o call operations on the service.

Sf Rlways close the client.

client.Close():

[T % ocslinmranet | Protected mode: fF
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" If the site is unavailable, ensure that the Web Server and Application
Server (with Web Server support) role is installed on the server.

Now that the AIF web services have been validated to be accessible, developers
can access the web services to exchange documents with Dynamics AX. In the next
chapter, we will cover the process of changing authentication methods of a

web service.

Summary

This chapter guided you through the process of configuring a filesystem adapter for
the AIF, so that Dynamics AX can exchange documents using a filesystem. We also
covered the process of installing and configuring the Dynamics AX AIF to exchange
documents using web services. Furthermore, we covered the various requirements
and settings that show the great flexible potential of AIF. Whenever there is a
requirement to integrate third party systems or applications with Dynamics AX, AIF
provides a powerful, industry standard, and highly tlexible solution.

In the next chapter, we will start to focus on how to migrate data from existing or
legacy systems into Dynamics AX. This process is important for any organization
that is implementing Dynamics AX for the first time or would like to import data
into Dynamics AX.
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As with any ERP implementation, whenever Dynamics AX is implemented, it
will more than likely run into a situation in which you need to import historical
or third-party data into Dynamics AX. However, at times this process is not as
straightforward as it seems. For example, you may need to convert, eliminate, or
clean up data as it is imported into Dynamics AX. There are various methods to
migrate data into Dynamics AX.

In the previous chapter, we covered the setup and configuration of the AIF system.
Theoretically, a correct setup of the AIF adapter can migrate data into Dynamics

AX; however, this is not the most efficient method when importing large sets of

data, especially during the initial stages of an implementation. In this case, the

best and most common approach would be to import data using a Microsoft Excel
spreadsheet. If using Microsoft Excel, at the very least version 2003 must be installed.
For extremely large sets of data (over 65,000 rows), it is recommended to implement
a custom importing system.

There are many reasons due to which you may need to move large sets of data
within, into, and out of Dynamics AX. For example, you may need to export data
from one company in a Dynamics AX instance and import it into another company
in the same instance. Or, you may need to import the customer, vendor, inventory,
or ledger data from an old system into Dynamics AX. Another scenario may be for
the simple means of backup data. In this chapter, we will cover the most common
processes and methods for migrating data into Dynamics AX, specifically:

e The data migration process
¢ Generating an Excel spreadsheet

e Importing data from an Excel spreadsheet

e Advanced data migration features
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The data migration process

Dynamics AX has built-in tools that allow the user to import and export data in and
out of Dynamics AX with little or no programming experience required. Dynamics
AX can utilize various file types for importing or exporting data. The following table
specifies the various types of files:

Excel For documents that end in Microsoft Office Excel format (* . x1s or
spreadsheet * . x1sx).

Custom Delimited files. Typically, these files are comma delimited (for example:
(comma * . csv) however, you have the option to specify a custom delimiter.
delimited)

Standard Actual data serialized and dumped into a data file (* . dat). An

(data file) accompanying definition file (* . def) is also created that contains table

information such as names, IDs, record counts, and so on. The definition
is not required to be available but is recommended when importing.

The following describes the typical sequence for exporting data from Dynamics AX:

1. Generate a spreadsheet.
2. Create or select a definition group.

3. Export data.
The following is the typical sequence required for importing data into Dynamics AX:

1. Create or select a definition group.

2. Import data.

Both the export and import processes are similar. A definition group that is used to
export data can also be used to import data. For example, you can use a definition
group to import and export inventory data in Dynamics AX. This will ensure that the
structure of the data is the same, both when importing and exporting.

Generating an Excel spreadsheet

A spreadsheet is typically used when importing or exporting data. Spreadsheets can
either be delimited spreadsheets, such as comma delimited spreadsheets (* . csv files)
or Excel spreadsheets (*.xs1 or *.xsls). Dynamics AX contains a wizard that will
automatically generate an Excel spreadsheet and definition group. In this section, we
will cover the process of using this wizard. The following steps show an example of
generating a spreadsheet that can be used to import or export inventory data:
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1. To initiate the Excel Template Wizard, go to Administration | Periodic |
Data export/import | Excel spreadsheets | Template Wizard. Click on the
Next button to start the process of creating the Excel spreadsheet template.

2.

1 e - Microsoft Office Excel Template Wizard

This wizard helps you to créate one or more templates in
Microsoft Excel where you can enter data, and then import the
data into Microsoft Dynamics AX. You can create a new
workbook or use an &xsting one

The wizard creates a worksheet in the workbook for each table
that you select

B rMicrosoft Office Excel Template Wizard (1 - ceu) =100 x|

Proceed to the next step in the wizard, 7

In the following step, you are prompted to specify the name of an existing
Microsoft Excel workbook to add a new spreadsheet to. However, if you do
not have a pre-existing workbook, as in many cases, simply specify a new
filename and the wizard will create a new Excel workbook for you. Once you
have either selected or created an Excel workbook, click on the Next button.

Open workbook

B Microsoft Office Excel Template Wizard (1 - ceu) =10] x|

Choose the woikbook to add the templates to 2

File name: Iata ImportiInventorylinventory_items.xds |

Specify a file name. If the file does NOT exist, a Microsoft Excel workbook and a project file will be
created. K the file exists, the worksheet will be overwritten.

< Back Mext = Cance]

|File path and name. |
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3.

In the following Select tables screen, you will need to specify which tables
in Dynamics AX you want the template to be created for. You are allowed
to select more than one table. By default, only the main module tables in
Dynamics AX are visible. To view every available table in Dynamics AX,
custom tables, or tables that are from third-party modules, select the Show
all tables option. For each table you select, a new spreadsheet within the
workbook will be created. After selecting the appropriate table(s), click on
the Next button to proceed. In this example, since we will be importing
inventory items, we need to select the InventTable, as shown in the
following screenshot:

m-"'licrosuft Office Excel Template Wizard (1 - ceu) - |:". |1|

Select tables
Select the tables that you warit o create & worksheet for y “

InventltemPricadctive -] InventTable
InventltemPriceFilter Ll
InventItemPriceld i|

InventItemPrices

InventItemPricesFiltered << |
InventItermPricaSim

InventItemPricaSimld

InventItemPurchSetup

InventItemSalesSetup = |
InventhonConformanceOrigin
InventhNonConformanceTable
InventProdoomSetup

InventProdComT able

InventQualityOrder TableOrigin

Inventsize

IrnventTableModule

InventTestEmplR esponsible

InventTestTable

JmaabsenceCalendar _ZJ

(" Show main tables
" Show all tables

[Proceed to the next step in the wizard, 1l

The following section of the wizard generates the field list that will be used
for the columns in the Excel spreadsheet. If the process was successful, click
on the Next button. Otherwise, if there was an error, you may have to check
the table itself in the Application Object Tree (AOT). Make sure the table
compiles without errors and synchronizes properly.
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B Microsoft Office Excel Template Wizard (1 - ceu)

Generate field list
Creates a list of fields for the selected components,

=101

1]
I

Template processes:
« Generate Field list

Processing InventTable company
component.

Processing the Recard Yersion field,

EEEENEENENENNEERRNEENNNNNRNNNENENNNNNNNNNRNNNEEE
EEEEEEENEEEENEENNENNENENNENNNNNENNANENNNENNRNEEE|

[Proceed to the next step in the wizard, |

In the next section of the Excel template wizard, you can select the fields,
which you want to include in your Excel spreadsheet. As in many cases,
you may not need to import data for each field and therefore you can select
only the specific fields, which you want to import data from. Once you have
selected the appropriate fields for the spreadsheet, click on the Next button.

B rMicrosoft Office Excel Template Wizard (1 - ceu)

Select helds
Select the fields to be shown in the template.

|

1]
y'

= M kems
[ =g Ttem aroup
[4 =g Ttem number
[ =g Dimension group
[ =@ Inventory model group
[ £ Ttem riame
[+ z6 Ttem type
[1 = Latest purchase price
[ 2 Height
[T =3 width
[ 23 Sales price model
[1 =6 Cost group
[160) Coverage group
[ 2] EPC manager
[1=5] vendor
[z Met weight
[ =3 Depth
(e =T |

i

=

Select necessary check boxes to create fields on the worksheets. The shaded check boxes indicate
that a field is either mandatory or part of a unique index and therefore necessary in onder to maintain
data consistency. Fields marked with a yellow padiock are system fields and are not selectsd by
default.

< Back Mext >

cancel |

ide approval dislog |
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_ Depending on the table setup, you will notice some fields have a red
lock icon next to the field name, this means that the field is required
@ to have data in Dynamics AX and therefore, you cannot add or
remove it from the field list.

6. The following section of the wizard prompts you with the option to create a
definition group. A definition group is required to properly import or export
data. Also, if you want to be able to modify and reuse the import, creating
the definition group will save the settings that you recently specified for the
Excel template. From now on, it is recommended to have the Create import
definition group? option marked. Once this has been done, click on the Next
button to continue.

B Microsoft Office Excel Template Wizard (1 - ceu) = |ﬂ|£l
Import definition group
Create import definition group? ’

[V Create import definition group?

This option allows the wizard to create an import definition group for the Microsoft Excel workbook
containing the template. This definition group can then be used when importing the workbook. The
import definition group contains a defintion for each of the worksheets created in the workbook.

p> ]| _conel |
|

PProceed to the next step in the wizard.

7. The next screen in the wizard contains various options to further automate
the import or export process. If you wish to have data of the tables you
specified automatically exported, mark the Export data checkbox.

8. Oftentimes, tables in Dynamics AX depend on relating tables for data. Also
known as relations, these tables can also be included in the Excel workbook
as separate spreadsheets. If you wish to include these tables, mark the Create
supporting tables worksheet checkbox. To simply create another Excel
workbook, mark the Create a Microsoft Office Excel project file checkbox.

9. To create the template and export data, mark the Export data field and the
Create a Microsoft Office Excel project file field. Otherwise, to just create a
template and populate the data, mark the Export data checkbox only. When
you have marked or unmarked the desired options, click on Next to complete
the wizard.
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m-“licrosuft Office Excel Template Wizard (1 - ceu) - | = |1|

Export data
Select if you want to export data to the workbaok, y

[~ Export data
Expont data from the cument company to the Excel workbook .

[ Create supporting tables workshest

Export supporting data from the cument company to the Bxcel workbooks. Supporting data is data
which is related to the exported tables.

[ Create a Microsoft Office Excel project file
Filz name: [
Create addtional project /workspace fie.

Proceed to the next step in the wizard, |

10. This is the last step in the Excel template creation wizard. Simply click on the
Finish button. Dynamics AX will generate the Excel spreadsheet based on
the options that were specified in the wizard. Upon completion, if you
want Excel to open up the spreadsheet, mark the View workbook after
creation? checkbox.

BirMicrosoft Office Excel Template Wizard (1 - ceu) =100 =i
‘— .Microsoft Dynamics Finished
[¥ view workbook after creation?
< Back
[Clck Finish to close this wizard il
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11. The following is an example output of the Inventory Table in Dynamics AX
based on the options specified in the earlier mentioned example. Highlighted
columns determine what fields are required, as specified while creating the
wizard earlier.

inventory_tems.xs - Microsoft Excel

@ LD o
Haome Insent F'Bl;! li"ﬂul Formulas Data Review View Snap PerarmandePaint @

™ * | catiri ‘-_|11- ) Ll ] ---—_.,a"‘ irfn_; - ~i A ?'.ul.nseﬂ "‘ T %J-’ L}}
Pt el Ll | L ' el 2 | il Styles [ Sort & Find &
- F | S A i = 2 b ] - || [E3Format - || L2~ Filter~ Select -

| Clip £l . )" L T ] | | |
Al * ( S | Item group £

4 A B c [ E F [~ |
1 Itemnumher " Item name 'Iternt\rpe 'Baseprlu ‘Dlmemlongroup‘ln

7

g

X

10
11
12
13
14
15
16
17
18
19
20
21
2
23

| InventTable 1-1 7] 4

Now that you have successfully generated a spreadsheet, you can populate the
spreadsheet with relevant data in Dynamics AX. A spreadsheet is an easy-to-use
method for storing data that can be imported into Dynamics AX. For example, a
non-technical person can key or paste data into the spreadsheet to import data into
Dynamics AX.

Importing data from an Excel
spreadsheet

In the previous section, we covered the process of creating a sample import and
export template for the Inventory Table in Dynamics AX. Since the option for
creating a definition group was marked, it is possible to modify or import and export
data on demand. The following steps will cover the process of importing data from
an Excel spreadsheet. It will be a continuation from the previous example, which
created an inventory table spreadsheet.
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1. To begin the process of importing data from the spreadsheet, we must
confirm that the Excel spreadsheet contains data, as shown in the
following screenshot:

=
Insert Page Layout hata leview / Snap PerformancePoint @ .
=0 % ||| canibr ‘|11 = o | S ||[Ten -| A || Semset s || F A? L}‘}
S o® 2 e A cl|EmaE-s-% > S Delete - || 3] &
Paste | | Styles || Sort & Find &
- F || EH ]S A EHE | |8 = || E)Format - || (2~ Figer= Sslsct=
] : & ament er 7| el | Fditing
a7 - (2 fi | Television &
A A B C D E E
~ - ~ ~ -
1 Item group Iteim number  Item name Item type  Base price Dimension
7 [television  lunssBB000  Samsung- 55" LED-LC 000:item  000:Purchase price N-W
£ |Recievers TX-SR607 Onkyo TX-SRE0T 000::1tem  000::Purchase price N-W
9 HTS HT-BD1250  Samsung HT-BD1250 000:item  000:Purchase price N-W
10
11
12
13
14
15
16
17
18

| InventTable 1-1 <70

2. Once we have confirmed that the import data is correct, we can now begin
to proceed with the import process. To start the import process, we need to
use the appropriate definition group for our import file. From the previous
section, a definition group was automatically created in the wizard. To find
the definition group and run the import, we must go to the definition group
form. To go to the definition group form, go to Administration | Data
export/import | Definition groups.

B Data export fimport (1) - Definition group: EXL0000001, Microsoft Ofice Excel Templat - Wizar =10] x|

Natng Type Defauk file name Tabde etup

Standard
Standard __Egotto |
Microsoft Office Excel Tem, cs A et e
| Defout grewp |
Copy.
I D sl growp and System ... | Standard

luriqua name of the import/expart definion | | 131 unread notifications jr ladin [2 3@
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3.

From the Definition groups form, select the appropriate definition group
for the file you wish to import from. In this example, the definition group
for inventory items is EXL0000001. Once the appropriate definition group
is selected, click on the Import button to begin the data import. This will
initiate the Microsoft Office Excel import form.

B Microsoft Office Excel import (1) =101 x|

General i Advanced | Batch |

Definition group: | EXLO000D01

File name: l Cd

OK I Cancel

File path and name. il

Although you have the option to specify a filename, it is not necessary
because by default, the definition group already has an associate import
file. If you wish to override the import options such as only importing new
records, clearing table contents before import, and various other options,
click on the Advanced tab. This example will use the default settings stored
in the definition group and therefore the import rule will be set to Use
Definition group settings, which will append the existing table data in
Dynamics AX with data from the Excel spreadsheet. If you want to include
system and related table information as discussed in the previous section,
mark the Include system and shared tables checkbox. Once satisfied with
the settings, click on the OK button to start the import.

B Microsoft Office Excel import (1) ;Elil

Genersl Advanced | Batch |

Import rule: e Definition group settings j

Include system and shared tables: | Insert only new records
Insert only records inko emphy tables

Insert new and update existing records
Clear tables before inserting records

Lise Definition group settings

specify the import rule to use during import, |
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5. Once the import is completed, the Infolog will appear with a summary of the
import. If the import was successful, you will receive a view, as shown in the

following screenshot:

i

The Following messages are just For your information and LS
do not require you ko kake any action, :!*/

. 4 Microsoft Office Excel import
=) Imparting Ttems Fram
Eir" 3 kransactions imported
Ejrf The import took 61 seconds

Informnation

Clear |

Otherwise, you will see a view similar to the following screenshot:

=10l x]

One or more critical STOP errors have occurred, Use ﬂ @

the error messages below to guide vou or call your

adrinistrator, he

4 Microsoft Office Excel import
E-%J Importing Tkems Fram
ﬂ Cannat create a record in Ikems (InventTable), Teem r
E-%) Importing Ttems From
ﬂ Cannat create a record in Ikems (InventTable), Them r
E-*%) Importing Items From
i E‘:‘» 1 transactions imported, 2 transactions naot imporked
Ejr" The import took, 11 seconds

q| | ]

Infarmation

Clear
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Since a definition group has already been created and set up for an Excel file type,
importing data is very straightforward. All that is required is that you populate the
import file with relevant data and ensure that the required fields are provided. The
wizard that was used to generate the Excel spreadsheet and definition group took a
lot of burden from having to set up the features manually. However, at times, it is
necessary to be able to customize a definition group even further such as converting
data as it is imported, generating log files, and so on. In the next section, we will
cover more advanced methods of importing and exporting.

Advanced data migration features

The previous two sections discussed the basic process of creating an Excel
spreadsheet for import and export as well as importing data into Dynamics AX.
However, often, this process does not satisfy the import or export requirements.
Nonetheless, Dynamics AX provides even more control over the customization of
data import and export.

The advanced features for data migration can be found in the Definition group form.

¢ Load the Definition group form by going to Administration | Data export/
import | Definition groups.

Hnateemurl,ﬁirnpnrt {1} - Definition group: EXLOD00001, Microsoft Office Extcel 1 I‘-:;i:"'.. o Elil
fle Edkt Tooks Command Heb
QX |™m 4 E FRca i@ A|l@
Definition group = | Name Type: Dedauk File name
|| OEF Standard
EMS Standard
|| hate Def ot group Standard
|| shared |Derugrmp and System ... |Standard
T | ﬂ
Edtaxpnrtfrw Lable cebup. Il! ]_131 uneead notifications | | iﬂ.’ Tadin i__;j -_j_ //,

e Selecting the appropriate definition group and clicking on the Table setup
button will show you more advanced options.
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e
Ble ER Took  Qommard  Hel

X = (g & EFETT| a4 BT 0| @

Overviow | Convarsion | Bmport ertesia | Log ties | preview |

EH ) ) IO

g riame of bable,

T

The following table describes each field option in the Overview tab:

Name of table

Export status

Import status

File name

Use export
criterion

Exclude table
Occurrence ID

Validation
level

Specify a table in Dynamics AX.

A flag that specifies the status of the last export. In order to export
normally, this field must be set to Export to.

Export to: Export normally.
Exported in part: Previous attempt only exported partially.

Exported in total: Previous export attempt exported fully.
This field is similar to the previous field. To import normally, this
field must be set to Import.

Delete and import: Clear table contents in Dynamics AX before
importing.

Import: Import normally.
Imported in part: Last import attempt did not fully import.

Imported in total: Last import attempt imported fully.
Specify a filename for the export or import file.

Specify a specific range (criteria) of records based on user defined
filters from the table for export. When checked, the Export Criteria
button will appear in the tab in which you can specify a Dynamics
AX query.

Exclude a table in the definition group from import or export.
Which spreadsheet the table appears in, in the workbook.

Perform validation procedures on the data that is imported. This
ensures that the data meets the table's business logic requirements.
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The Conversion tab contains the feature of performing custom data conversions

on data that is imported into Dynamics AX. The method has been hardcoded and
therefore, only the body of the method is needed. The data conversion code is X++
expressions and requires knowledge in X++ to complete. After filling in the text area
with X++ code, click on the compile button on the upper-right corner to make sure

that the code is valid. Otherwise, the import will fail. By default, the

Run conversion

checkbox is not marked. To enable the custom data conversion, the checkbox needs

to be marked.

B 1able setup (1) - Defindtion group: EXLDHEION 1, Microsoft Difice Becel Templabe Wizard =102 %
Bl Edt Jook Qommand  Help
X |m B TEPE Haaped L8
Overview Comwversion | Impart criceria | Log fles: | Freview | Fekiset |
InventTable convert (InventTable inventTable, container inDats) =l
( =
ceturn inventTable: -l
) =
Exscrte the axpressen? [ 131 urwead notifications | e e (20

The Import criteria tab is similar to the Conversion tab. The difference in this tab is

used to provide a custom layer of validation to the import sequence.

M 1ahle setup (1) - Defingtion group: EXLOM0000 1, Microsolt Office Becel Template Wizard o =]
fle E& Joob Qommond Help
IJHdX |m i EBTETFTERE a2 06
Overview | Conversicn mfmlwwlwl Field setup
boolean import (InventTable inventTable, container inData) I R _Ewotaies |
[ =
ERLUCE TEUS: =
} I

The Log files tab contains statistics of recent importing and exporting attempts. It
also provides the option to specify a log file to be created for importing. This log file

contains a list of records that were not imported.
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MI.ﬂulr setup 1) - Definstion group: EXLDNOOM ], Microsoft Difice Excel Templabe Wizand i = nﬂ
Ble Edt Jooks  Command el
NIdX|m 38 TETR|aq e L @]
Overviow | Conversion | Inport crkera 169 fies | Froview |
[Log it rrmastion |
Imported dote ared time: | isizonn USSTA3Pm  Tokal rmber of records: | 3
Exported date ard time: | 12:00:00 am
impcrted N
Imported records: E ]
[Nt irsorted |
Loy Fils fior bramsactions not imported: |';:iu>msummmwmm |
Mot imported racords: | 2
File path snd name. A

The Preview tab provides a simple table preview based on all the options specified.
This will only show the first line of data in the spreadsheet used for import.

B 1ahle setup (1) - Defindtion group: EXLDEION 1, Microsoft Difice Becel Templabe Wizard H =181 x]
fle gt [ooks gQommand  Help
JdE|m LB TEPR a0 6]
Fiedd 1D | Foekd e [ v I Export coteris |
1 Teeridsrougld Tl vesiari
2 Itemld
3 TbemPiame Samsung - 557 LED-LCD HOTY
4 IternT e L
[+ SaesPricelodelilan:  Purchase prce
[ Camdecipld W
T Modeioroupd 2 Cost
Current LiclhateTime of sysbem e

In the Table setup form, you will also notice that there is a Field setup button on
the right side. The Field setup button opens up a form in which you can specify the
following features:

e Which fields to import or export

e Whether the fields are active or not

e Specify the order in which the fields will be exported in the spreadsheet as
well as the order in which to import

e Add anew field from the table by creating a new record in the grid
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¢ Remove an existing field by deleting the record in the grid

B rields (1) - Definition group: EXLODO00O01, , Definition group: EXLOOL 101 x|
Eile Edit Tools ©Command Help
DHX m iR TEBR|wada b A|@]

Crverview |
1l Active
12 ¥
DimGroupld 3 [
ModelGroupld 94 [
Itemtame 5 [v
IkemType ] [7
salesPriceMode... | 7 [v
Unique name of field. | | luse [admin [2 @ 4

Using the available features in the definition group will allow you greater control
and flexibility when importing and exporting data. Since you have the option of
converting data as it's imported, it makes using a definition group an ideal method
for importing data into Dynamics AX. However, with large sets of data, it is
recommended that you break them into smaller, more manageable sets that the AOS
can process efficiently. Otherwise, other import methods that can handle large sets of
data should be considered.
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Summary

In every implementation, there is always the need and requirement to import data
from an old system to a newer system. Typically, this is only required with two
separate systems and not systems that are simply newer versions of a pre-existing
system. Often, many of these processes are the responsibility of a programmer or
database administrator. However, Dynamics AX provides a solid set of tools to
simplify this process. With such a simplified process, data importing procedures
can be performed by anyone with IT knowledge and the length of time it takes to
perform data conversions can be shortened significantly and therefore allow more
focus on the implementation itself.

In the next chapter, we will cover the security and user administration in Dynamics
AX where you will discover the automated features of importing users directly from
the Active Directory and also how to set up their specific permissions in Dynamics
AX. Security in Dynamics AX is not set up at the user level but rather at the group
level and can be further expanded into what are referred to as "domains".
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Whenever information is being shared and transferred, security is always a sensitive
topic. As with any ERP system, security is a top priority. Dynamics AX contains
many security features that ensure that specific personnel will only have access to
information that they are supposed to have. The Dynamics AX system as a whole
also adheres to Microsoft's security initiative. For more information on Microsoft's
security initiative, please see the following website: http://technet .microsoft.
com/en-us/library/cc723542.aspx.

Since Dynamics AX consists of base and extended server components, security must
also be set up on each server component; otherwise, users may not be able to access
or modify data. For example, the Enterprise Portal, Reporting Services, and Analysis
Services all contain their separate security setup. Otherwise, unauthorized users

can access data that should be confidential. Additionally, even though a user has
access to specific data in Dynamics AX, they may not have access to data outside of
Dynamics AX such as in the Enterprise Portal. Third-party and custom modifications
will also need to be considered to ensure that they too adhere to the Dynamics AX
security model.

The advanced Business Intelligence and Reporting features in Dynamics AX require
security in not only Dynamics AX to be set up but also in their own specific server
system as well. Advanced security settings and infrastructure must also be setup
for external Enterprise Portal deployments. Below is a list of the components in
Dynamics AX that have specific security requirements and will be covered in

this chapter. It can also be used as a checklist to confirm that you have set up the
security requirements for each component. However, some components may not be
applicable to your implementation if they are not installed.
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e Application Object Server (AOS)

e Application File Server

e Database Server

e Business Connector

e Enterprise Portal

o  Workflow

e Application Integration Framework (AIF)
e Reporting Server

e Analysis Server

¢ Dynamics AX Client
In this chapter, we will cover the following topics:

e Security requirements

¢ Dynamics AX security model

e Setting up User Access in Dynamics AX

e Setting user permissions for the Enterprise Portal
e Specifying user permissions for Reports

e Setting user permissions for Analysis Cubes

Security requirements

Dynamics AX contains server base and extended components, which have unique
security prerequisites and requirements. Before installing any of the server bases or
extended components, it is necessary to understand the function that each component
has to successfully determine the appropriate security settings. Dynamics AX utilizes
other Microsoft server technologies such as Internet Information Services (IIS),
SharePoint Server, and SQL Server, just to name a few. For more detailed information
on setting up the security settings on each Microsoft technology used by Dynamics AX
components, consult their individual security documentation. The following tables in
this section contain the security requirements for each component.
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Security requirements for the base
server components

Dynamics AX exists as three base server components, the AOS, database, and
application files. In order to properly run and access Dynamics AX, all three must be
set up in harmony. For example, not only does the AOS require both the database

and application files to run, it also requires appropriate permissions to access both
resources. The following are the security requirements for the base server components:

Application Object Server (AOS)  During the installation, the Network Service account
is sufficient for running the AOS. However, using a
specific service account is best practice.

Application File Server The AOS Service account should have access to the
Dynamics AX application file folders and should
only be accessible by the AOS service account and
the Administrator.

Database Server The AOS service account should be a valid user
on the database with the 'db_datareader!,
'db_datawriter'and 'db_ddladmin'role
assigned as well as have execute permissions
on the 'CREATESERVERSESSIONS' and
'CREATEUSERSESSIONS' stored procedures.

Security requirements for the extended server
components

Although setting up security in Dynamics AX will restrict or provide user access to
specific objects or data, additional security setup is required on the extended server
components to either restrict or allow user access. Since other server technologies
outside of Dynamics AX are used, it's best to consult the appropriate server
documentation for general security setup.
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The following are the security requirements for the extended server components:

Role Since the Enterprise Portal runs on Windows SharePoint Services 3.0 or
Centers and Office SharePoint server 2007 and thus Internet Information Services (IIS).
Enterprise ~ Kerberos Authentication must be set up appropriately.

Portal Please refer to the vendor documentation for security best practices in

SharePoint or go to: http://technet .microsoft.com/en-us/
library/cc262331.aspx. Secured Socket Layers (SSL) is supported but
not required.

Since Role Centers utilize Microsoft SQL Reporting Services and Analysis
Services, please refer to the appropriate vendor documentation for setting
up security in Reporting Services and Analysis Services. For information on
the Reporting Services security, go to: http://msdn.microsoft.com/
en-us/library/ms156014 (SQL. 90) . aspx. Similarly, for information
on Analysis Services security, go to: http://msdn.microsoft.com/en-
us/library/ms175386 (SQL.90) .aspx.

Workflow  Workflow security is dependent both on user security in Dynamics AX 2009
as well as integrated windows security in Internet Information Services
(IIS). Secure Sockets Layers (SSL) is supported but not required. Since
the Workflow service is a Foundation (WCF) service, additional security
settings, specific for a WCF may be considered useful. For WCF security
documentation, go to: http://msdn.microsoft.com/en-us/library/
ms735093.aspx.

Security requirements for integration
components

The integration components, such as the Business Connector and AIF, are specific
components that are used to integrate Dynamics AX with outside systems. Since
these components directly communicate with the AOS, security access to Dynamics
AX data and objects is handled by the AOS. However, specific settings are required
for the use of these components to work properly and securely. The following are the
security requirements for the integration components:
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Business
Connector

Application
Integration

Framework

(AIF)

Security for the Business Connector is governed by security settings
specified on the Business Connector Proxy User. Since this is an Active
Directory user, this user must not have interactive login rights and a
password that does not expire.

If the AIF can be set up to exchange documents through a file system, web
service, BizTalk, or by MSMQ. As a web service, then security for Internet
Information Services (IIS) should also be considered. Since a web service

is essentially a website in IIS, it means that an AIF web service can utilize
Secured Sockets Layers (SSL). Otherwise, if the AIF is running on a third-
party adapter, refer to the specific vendor documentation for that particular
adapter. For example, if using the MSMQ adapter, refer toht t p: // ns dn.
m crosoft.com en-us/library/aa926452. aspx for information on
security set up.

Dynamics AX security model

Unlike other Microsoft server technologies, user security in Dynamics AX is not
controlled in Active Directory. Instead, Dynamics AX implements its own security
model to control access in the environment. This security model consists of licensing,
security keys, and configuration keys. The following lists explain the constituent
parts of the Dynamics AX security model:

e Licensing: Licenses are distributed by Microsoft for Dynamics AX or by
vendors of third-party modules and features. Licensing can be modified in
the License information form by going to Administration | Setup | System
| License information, as shown in the following screenshot:

P
Ble Edt Tooks Command Help

I HdX|m iEB TEPR (N5 0| @
Licerse holder: [P\crosoft-:omoratm (oad license fie

Serial number: | M3048953 Expiry date: |

System | Moduses | Partner mockies | Web | Languages |

Ente =

Uses 0 |seeeee 5 =L
|| Busmess Connector sers sessses g =]
: Apphcation Object Servers | e s !

Company Accounts swesnee | ok el
[Joomsns e ok =10
|| Demensions sesnes |5 &
m Busmessanalyss 00000 e ok =1
|| aterts sevnss ok cli
| |ootabasstog 000 [eeeeee Ok =10
|| Recordlevel securty ok i
a v fb EFU Comnime Facd rsetEe -'\i ‘LH

[Enter kcense value for the crent F... | L ust [Admin [ =1 3
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Configuration Keys: The administrator can enable or disable certain features
in Dynamics AX through configuration keys. Even though a security key
can unlock a certain feature, it may still be hidden because a configuration
key is not active. To enable or disable configuration settings in Dynamics
AX, go to the Configuration form in Administration | Setup | System |
Configuration, as shown in the following screenshot:

R
[ ~!| Administration configuration Import |
- Bank key (SysAdmin)
- [ Business Process Management = ﬂ]
23] Fﬁ Compliance Managament 1T = Collapse All 2 |
Bl [ Cost accounting Controls access to administrative features,  —
3 ? Courtry/Regonal specific features such as database, user log, and user setup of
- [+ CRM Series forms.
& F& Currency
[ Electronic signature = Remarks

[V Environmental Sustainabilty =
* li Expense management This parent configuration key 15

controlled by a license code, and cannot

; ,‘__ﬁ Fomd assets be disabled. You can, however, use the
[ General ledger structure below it to disable individual
i) [« General ledger - advanced features.

3} Itﬁ General ledger - advanced 11

(4] [+ Human Resource 1
[+ Human Resource 1T
2] r:. Human Resource 111 Send commants about thiz topic to Microsoft

-l Loakstics *|/| oynamics AX Content Publishing Team. =

.3 I Cancel I Aoy I

Security Keys: The administrator can control access to specific elements in
Dynamics AX such as Forms, Tables, Menus, Buttons, Fields, Web menus,
Web content in Dynamics AX through security keys. The administrator can
control whether the environment will have a specific feature enabled or

not. Security keys can be enabled or disabled for a specific user group in the
User groups form located in Administration | Setup | User groups. After
selecting the appropriate user group in User groups form, you can modify its
permissions by selecting it then clicking on the Permissions button, as shown
in the following screenshot:
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B User groups (1) - Group: Admin, Administrators =101 x|

Fle Edt Toos Command Help
DHX =mQEITEPTRE| vaapRed| 9 A @

GrU.JDslleats[

EP_Admin | Administrator

EP_BR Business relation
EP_Cons Consultant
EP_Cust Customer

EP_DEL_ CRM
B EP_Empl Employee
EP_Ext External users i

EP_Gues | Guest
EP_HRAp | Applicant
EP_HRMA | Absence approver
EP_HRME | Employes
EP_HRMM | Employee manager =]

Setting up use... | L 131 unread notifications | just ladmin |2 @

In this section, we covered the security model for the Dynamics AX environment
that enables or disables specific features. In the following sections, we will cover the
process of specifying security at the user and group level.

Setting up user access in Dynamics AX

There are a couple of processes required to successfully provide user access to
Dynamics AX. In this section, we will cover the following:

Importing users into Dynamics AX
Specifying user permissions in Dynamics AX
Using the Security Profiler Tool

Assigning employees to users

Creating and setting up Domains

Setting up Record Level Security
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Importing users into Dynamics AX

By default, after installing and setting up the Application Object Server, Application
Files, and Database, only the administrator or user who installed Dynamics AX

will have access to the AOS. In order for users to have access to Dynamics AX, they
will have to be imported from the Active Directory. You can either import Active
Directory users or groups. It is recommended that you have logical groups (for
example, by department and security level) created in Active Directory. This will
ease the process of importing and setting permissions on users in Dynamics AX,
especially in large implementations where hundreds or thousands of users must be
imported. The process of importing Active Directory users or groups into Dynamics
AX s outlined as follows:

1. Go to Administration | Common forms | Users.

T
fie Edt Jooks Command el
JHdX m B TEPR| Caare 5 A @
Overview | Groups | Profie | _Weropters |
] Enatled | Exterma o] | user restions |
|| aacia contos0, com ALICH Alcka Thornber o F | C
| e contoso.com | ANNEE | Anrie Herrman | cou FI wepy |
|| worn contoso. com APRIL | Aprl Sewart oy ~ r u Ogne time I
WS contoso.com | ARNEE | Armie Mondioch | oo Folr
|| senaamiv conkeso. com BEMIA [Banjamin Martin o=y I r L’
|| mmooke ontoso.com | BROOK | Brooks Drynan | oo ~ ' L
CASSIE contoso. com CASSL | Case Hcks oo ~ i
| |owRuE | contoso.com | CHARL | Chrie Carson | cou Flpr
RIS contse, com CHRIS | Cheis Ashton ooy ¥ W
|| care contoso.com | CLAIR | Clare Kennedy | eou icd | r
|| conne contoso.com | CONMI | Connie Wrettas cou F | T
DANIEL contosoicom | DANIE | Dariel Brunner | cou FiI -
. . T =

2. In the User form, click on the Import button. This will launch the Active
Directory Import Wizard.
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B Active Directory Import Wizard (1) [ d;lﬁ

Welcome to Active Directory Import Wizard

This wizard helps you import & kst of users from Active
Directory to create applcation users

To continue, chck Next,

|

3. To start the wizard, click on the Next button. In the following wizard step,
you can provide filter parameters to retrieve a specific subset of users in a
certain domain. For a large implementation, it would be beneficial if users
were already in logical user groups in the Active Directory. Each field can
accept an '*' as a wildcard, as shown in the following screenshot. Once you
are ready, click on the Next button.

B active Directory Import Wizard (1) =1=1x

Select domain
Select the Activa Diectory doman from wihich you want 10 impot 2 kst of usess

-~
% Search for AD Users ™ Search for AD User Groups

Dnennenst foctoso.com =] e
Farst name: |?|_ Comparry: |—
Last name: Ii w:]i
T e

<MIM>IW

ey
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4. In the following screen of the wizard, you can select one or more users at
once to import. When selected, click on the Next button.

B Active Directory Import Wizard (1) =101 x|
Select users
Select users that pou want bo import from Actve Ditsctory »

<ok [ Meg> | comel |
-

Import the user?

5. The next screen displays which users will be imported. When satisfied, click

on the Next button.
ol
Select users
Select users that you want to import from Active Directory »

<o [R5 ] con |

FProceed to the next step in the vezard, |

6. The following screen enables you to assign one or more user groups to the
newly imported users. To create a new user group, follow the instructions in
the next section; otherwise, select and add the available user groups and click
on the Next button.
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Select groups
Select the groups to which you wart to add the st of

7. The following screen of the wizard is where you can also assign a profile
for the newly imported users. The profile is the Role Center page that a user
will see upon logging into Dynamics AX or the Enterprise Portal. This is also
known as the home page.
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8. To complete the wizard and apply the settings for importing users, click on
the Finish button.

B Active Directory Import Wizard (1) .-.L_J-*J

Completing the Active Directory Import Wizard

You have successhuly completed the Active Directory
Import Wizard

To close this weazard and import the selected users
From Active Directary, clck Firsh.

oot [ e |
s

Specifying user permissions in Dynamics AX
To restrict or allow access to a specific element in Dynamics AX, the administrator
must assign a specific user to a group and then enable or disable specific security
keys for that group. The following steps outline the process of setting user
permissions in Dynamics AX:

1. To begin modifying permissions, go to the User groups form located in
Administration | Setup | User groups.

B User groups (1) - Group: Admin, Administrators i ‘Jﬂjﬂ

Ele Edt Tooks Command Help
IJdX = &I TEPR QAN 2 A@

m]m:| Permissions |

EP_Adrmin | Administrator
EP_BR Business relation

EP_Cons Consultant
EP_Cust Customer

EP_DEL_ CRM

EP_Empl | Employee
EP_Ext External users =
EP_Gues | Guest

EP_HRAp | Applicant
EP_HRMA | Absence approver
EP_HRME | Employee
EP_HRMM | Employes manager =l

EEEREIEEEEE]

{ID for the user... | L 131 unread notifications | jusr ladmin (2 3
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2. From here you can create or select a specific user group. In this step, create a
new group by creating a new record in the grid. Name this user group, AR

Clerk and then save this user group.

Ele Edt Tools Command Help

B user groups (1) - Group: AR Clerk, Accounts Recievable Clerk ‘m_)_(_l

X m QG| TEBR(eNaDR A @

EP_Cust Customer

EP_Empl Employee
EP_Ext External users
EP_Gues | Guest

EP_HRAp | Applicant
EP_HRMA | Absence approver
EP_HRME | Employee

Fl

ID for the user... | L 131 unread notifications |

use jadmn [2 3,

__ pemissors_|

3. To assign users to this newly created group, click on the Users tab.

B User groups (1) - Group: AR Clerk, Accounts Recievable Clerk
Fle Edt Tools Command Help
QDX m B TEPR|eaadDd 54| @)

Qq,p;l.lsusl

Selected user ISR < 2nng users I

A ALICT  Alicia Thornber 8 Admin
A ANNIE Annie Herriman 2 BENJA
4 BROOK
g g cassi

4 CHARL
L’ 8 CHRrIS

8 aar
8 CONNI
4 DANIE
4 DAVID
5 DEBRA
4 EDUAR
4 ELLEN

Administrator &
Benjamin Martin
Brooke Drynan
Cassie Hicks
Charlie Carson
Chris Ashton
Claire Kennedy
Connie Yrettos
Daniel Brunner
David Johnson
Debra Metheny
Eduardo Cobo

Ellen Gasca -
¢| | »

_ Pemmissrs_|

ID for the user... | L 131 unread notifications |

lust ladmin (23,
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4. To specify the permissions for the group, click on the Permissions button.

M user group permissions (AR Clerk, Accounts Recievable Clerk - Admin, All company accounts
File Edt Tools Command Help

RIS A ALK KX N YN

dd

1D for the user group [ .' ust adin [ D

5. Click on the Permissions tab to start assigning permissions and select the
Accounts receivable node.

B user group permissions (AR Clerk, Accounts Recievable Clerk - Admin, All company accounts) (1) - G R ‘J_nlﬂ
_Egutto |
oo |
- m
security key &0 C o View _]
(Cust) | C
= Collapse All &0 '
=l &0 " )Create
= Features enabled by th ‘i =] € Full control
Accounts Receivable key - -
m 0O Ty Cagcade
Arcas Commen 80
affected 80
&
Controls If this key || B0
access to enabled, B0
all have acct #-[7 L e-nvoice Set al to No access I
Accounts | the Acco x| &[0 & Blectronic signature
S —— J # [ & Envionmerts Sustainabiity =] mlw
1D For the user group [ 131 unread notFications | just [admin (2 B3

6. After selecting the Accounts receivable security key, click on the Full control
option in the Access group and then click on the Cascade button to apply the
permission to all the child nodes.
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=181

e Edk Tools Command Help

IHX mQE |  PEPR ICAdLDBNH N4 @
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= Collapse All @ ¥ Jounals -

a| | B F ¥ nquries € Create
= Features enabled by th_ ' v P.egats . Fulcontrol
Accounts Receivable key — i E I Periodic .
B &4 ¥ Setup L Cescade
Areas Commen “_; E ¥ Miscellaneous
affected @b ¥ Tables
# [ § Services
Controls 1f this key -0 % Administration
access to enabled, @ [ % Balanced scorecard
all have acct #-[0 % Bank Set all to No access |
ACCUAS '_"f_f‘..‘_‘.": || -0 2 Basic
4 | > @ [0 % Batch Report =] setaltoFylcontrol |
ID For the user group [ 131 unread notifications jusr [admin (22 @

7. At this point, the permissions have to be applied to the current user group
and assigned users. To save the current permission settings to a file so that
you can quickly import the permissions settings in another environment
without having to go through the same process again, simply click on the
Export to button. Alternatively, to open a saved permission file, simply click
on the Import button.

In other systems, permissions can be set on either a user or group. However, in
Dynamics AX, you can only set permissions on groups. When it comes to general
security, this is actually best practice. In the next section, we will cover the use of
a tool, called the Security Profiler tool that will ease much of the detective work in
figuring out which Security Keys are required when determining permissions on
certain objects in Dynamics AX.

Using the Security Profiler tool

Setting up security in Dynamics AX can consume more time than one would
like. Fortunately, there is a tool, the Security Profiler, that not only speeds up

the process but simplifies it as well. The EMEA Dynamics AX Support Team
created and released the Security Profiler tool and it can be downloaded from:
http://blogs.msdn.com/b/emeadaxsupport/archive/2010/05/25/ax-2009-
securityprofiler-tool.aspx.
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When the Security Profiler is running, it "scans" the security keys on various objects

in Dynamics AX, such as forms, reports, buttons, and menu items and logs the
information. This information can then be used to determine which security keys are
required for specific objects. Currently, it cannot profile Enterprise Portal content;
however, in the future, this may be supported. In this section, we will cover the process
of setting up the Security Profiler as well as show an example of how to use it.

" The Security Profiler tool should not be installed on a
Production environment.

1. After downloading Security Profiler, import (CtrI+Shift+I) the XPO into
Dynamics AX. When the import is complete, log out and then log back in to
Dynamics AX. This ensures that the menu items will appear.

B import _ .IJDJ—x-I
File name: |::\Incomming PrivateSrojedt_SecurityProfierProject2009_22)un 10PrivateProgect_SeaurityProflerProject2009.p0 ¥ | Browse... |
% Only appiication objects Delete table and dass members: [~ Create labels in the label file: |1~G
" sophcationobyects andlsbels | | 1ot it 1D values: ¥ Enable data recovery for tables with changed IDs: [~
€ Ony labels
~ ™ Show details
x| _one |

2. Once you log back in to Dynamics AX, go to Administration | Common
Forms | Security Profiler to open the Security Profiler form. Click on the
Start Profiling button to start the Security Profiler and keep it open.

B sccunty Profing (1- Gl eI
Fle Edit Tools Command Hep

StartProfing |  StopProfing |

| [ sl [d 3

3. Now that the Security Profiler is active, open a form or report, such as
the Sales Order Details form. Once it is open, go to the already running
Security Profiler and click on the Stop Profiling button. This will load up the
Profiling Results form, which displays the security key information from the
Sales Order Details form. To print out the results, simply click on the Print
Report button.
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B Profibing Results (1 - ceu) =101 %]
Ble Edt Toos Command Hep
AdZX | m iR | TT g b e A | &
Profiled Security |
e Ppnt Report
ALTou eOny akhe ey SRS OF Oy
| | Accounts recervable | Tables | Order ines
HE | Basc | Tables | imventory dmensions. |
||t Accounits recervable | Tables | Selesjourchase references
HE | accounts paystie | Tables | Purchase orders |
Accounts recevable | Tables | Sales orders
" | sasc | Tatles | At addvess |
NE Basc Tables | M. aderess
1 | Accounts recesvable | Dady | Sskes Ordes Detats |

USD joeu e | = )

4. Based on the result, assign the appropriate security permissions on any
group, as shown in the previous section.

The Security Profiler helps to determine not only which security keys a group will
need for access but also which specific security permissions. For example, even

if a form is part of a Security Key, assigning an entire security key may provide
additional privileges that a group should not have. Therefore, knowing the specific
object permissions in a Security Key that are required will increase security and
prevent unnecessary access.

In the earlier mentioned example, if a group requires access to the Sales Order
Details form, you would go to the User group permissions form (as described in
the previous section) and collapse the Accounts Receivable node, then collapse
the Tables node, and finally mark the Sales orders node. Each permission on the
Profiling Result form grid must be set to successfully provide access to the Sales
Order Detail form. To access the profiling results in the future, simply open the
Security Profile Results form by going to Administration | Common Forms |
Security Profile Results. This would avoid having to run the Security Profiler on
objects that you already profiled and thus save time.

Assignhing employees to users

At this point, users that have been imported and assigned to groups can access
Dynamics AX and use the system, depending on their permission level. However,
when creating Purchase Requisitions or working on other forms in Dynamics AX
that require employee information, there is no way of telling which employee the
current user is unless this information has been specified. Employees in Dynamics
AX are not considered users and thus are not used to control permissions. Employee
information is treated as data and is stored in tables. In the following section, we will
cover the process of associating an employee to a user.
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1. In Dynamics AX, go to Administration | Setup | User relations to open the
User relations form.

e
File Edit Tools Command Help
DX | m (R |  TETPT|0@aDP & E

Administrator  administrator

User Relations Setup Wizard | USD fcew usr | D) B 4

2. Click on the Wizard button to initiate the User Relations Setup Wizard and
click on the Next button to begin the process.

B User Relations Setup Wizard (1 - ceu) =101 x|

& EErh el Welcome to the User Relations Setup Wizard

When you specify user relations, you identify a user's relationship to your
organization or company. Users are etther intemal (employees) or extemal
(vendors or customers). After you specify user relations, a user’s information
(such as an employee |D) is automatically displayed in fields when that user
opens an Enteprise Portal page

User relations do not enforce security in Enterprise Portal. Enterprise Portal
securtty is enforced through user groups in Microsoft Dynamics AX and
Windows SharePoint Services, For more information, see the Enterprise
Portal and Role Centers Administration guide in online Help

< Back
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3.

4.

In the User type step, select the appropriate user type. In this example, since

we are going to set up an employee, the Employee type is selected. When

ready, click on the Next button.

User type
Select the type of user relation that you want to set up.

B user Relations Setup Wizard (1 - ceu) L .r..l.EL’.(.[

A

Select one of the following types of user relations, and then click Next.

% Employee
" Customer
" vendor
(" Business relation

<ok [(her]  on |

Mhhmmhﬁtm.

user in Dynamics AX then click on the Next button to continue.

In the Select an employee section, choose which employee to associate to a

™ User Relations Setup Wizard (1 - ceu)

Select an employee
Select the lype of user relation that pou want to set up.

Which employee are you specifying a user relation for?

Eﬂﬂoyee:lmoo j M:lmw

=101 x|

.

_oe [5] _ent |

Proceed to the next step in the wizard,
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5. In the Select a user section, select a user that has been imported, that you
want to associate to an employee in Dynamics AX then click on the

Next button.
™ user Relations Setup Wizard (1 - ceu) =101 x|
Select a user
Select a user for the new user relation y

Users must be listed on the Users form and be members of at least one group on the User groups
form before they can access Microsoft Dynamics AX on Enterprise Portal. F you have not entered the
Enterprise Portal user on the Users form and the User groups form, do so now and then retum to this
wizard.

Select the Microsoft Dynamics AX user from the drop-down menu.

User ID: |bﬁaﬂ vl

iProceed to the next step in the wizard.

6. Review the parameters and click on the Finish button to apply the relation.

[ user Relations Setup Wizard (1 - ceu) ] =101 x|

4— Microsoft Dynamics Completed

You have successfully completed the User Relations
Setup Wizard.

To create the user relation, click Finish.

| Descripton | Selection l
Employee number 1000
Employee name Charlie Carson
User ID in the application bfran

|Click Finish to dose this wizard
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In the previous example, we associated the imported Active Directory user bfran
to the employee Charlie Carson in Dynamics AX. Now, whenever the user bfran
logs in to Dynamics AX, he will automatically be represented as the employee
Charlie Carson and therefore, when creating Purchase Requisitions or for tracking
Commissions or responsible users, his employee information will automatically
be specified.

You may have also noticed that other user types can be imported. This is useful in
other scenarios. For example, perhaps a vendor should have access to view their
orders on an Enterprise Portal page. You can automatically accomplish this by
creating an Active Directory user, importing that user and then setting up a user
relation of type Vendor. Then, when the vendor logs in to the Enterprise Portal to
view their orders, they will only see their orders. The process and concept is the
same for user type Customer or Business relation.

Creating and setting up domains

To put it simply, domains specify which user groups have permissions in specific
company accounts. By default, when you create a user group, that user group has
access to whichever forms or reports that you specify regardless of the company
account the user accesses. Domains provide an extra layer of security. In some cases,
especially in smaller implementations, they may be acceptable. However, in larger
implementations, this is not the case and may propose a security risk or it simply
does not make sense.

For example, consider the scenario where there are two company accounts. One
company account is a USA company account that handles United States financial
information while another company account specific to Europe, handles European
financial information. If you created two user groups such as "USA_Sales" and
"EU_Sales", with the same permissions because the users will have to access the same
forms in Dynamics AX, there is no way to differentiate which company account the
groups have access to. This is where domains become useful. You can create a "USA"
domain for the USA company account and assign the "USA_Sales" user group to that
domain and a "Europe" domain for the European company account and assign the
"EU_Sales" to that domain. This way, users in the "USA_Sales" group cannot access
data specific to the "EU_Sales" group and vice versa.

The following steps describe the process of setting up domains. Before starting these
steps, ensure that you have existing user groups.
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1. InDynamics AX, go to Administration | Setup | Domains to load the
Domains form.

B Domains (Domain ID: Admin, All company accounts) (1) 10l x|

Fle Edt Toos Command Hep
DX mMQR |7 TP R|([icasapwelf Al@|

ID for the domain [ ~EEN

2. Inthe Domains form, create two new domains. For example, one with the
Domain ID USA and one with Europe.

M Domains (Domain ID: Admin, All company accounts) (1) =10l x|

fle Edt Tods Command Hep
DX |m iR | 72T R|(ieaadpedoAl @l

Domains lCclmmvmnis|

[ID for the domain | A tunread notificaton jusr (2 3

3. Select the Europe domain and then click on the Company accounts tab.
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4.

m Domains (Domain ID: Europe, Europe Domain) (1) ‘_I_E]_)_Rj
Fle Edt Tools Command Help
DX m R TEPT|ieawnarn? A @

Selected company accounts Remaining company accounts

& cec  Contoso Entertainment Consolidation
{J ceE  Contoso Entertainment Europe
[Jceu  contoso Entertainment USA

iI QDAT Company accounts data
6 o

ID for the domain [_X 1unread notification usr [ 3 3

In the Company accounts tab, add the company account that should have

access in the Europe domain.

B Domains (Domain ID: Europe, Europe Domain) (1) .._]m__)_(_j

Fle Edit Tools Command Help
DX |m QB | | TETT(leaap®l Al@

[ cee  Contoso Entertain i cec contoso Entertainment Consoldation
[ ceu contoso Entertainment USA
'ﬂDﬁT Company accounts data
L
2]
I I I
[
|ID for the domain [ A 1unreadnotification usr [ @,
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5. Perform the same steps for the USA domain but add a company account that
should have access to the USA domain.

B Domains (Domain ID: USA, USA Domain) (1) -Iﬂlzj
Ele Edit Tools Command Hep

DX | = 8| TEBT|(leatddb0alAl6|

i ceu  contoso Entertain & cec  contoso Entertainment Consolidation

Jcee  Contoso Entertainment Europe
J DAT Company accounts data

@' G eer  per
=

ET .|

[
IName | 1unread notification jusr [3 3

6. Now that you have set up the domains for specific accounts, the next
step is to assign appropriate user groups to the domains. To do this, go to
Administration | Setup | User groups to open the User group form.

Ioix
Fle Edit Tools Command Help

DX mQFR| TEPT|( e A @

Groups | users | Permissions_ |

PRCompl... | Purchase Requisition Complete Role
= TestGroup | Test User Group

USA_Sales | USA Sales Group

wiexc Workflow execution account group
wisys Workflow system account group

|ID for the user group w33,
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7. Select the USA_Sales group and then select a USA Domain in which to set
specific permissions on.

Name =83 4

8. Then click on the Permissions tab to choose which permissions the group
should have in the selected domain. In this example, the USA_Sales group
has view permissions on the Accounts payable security key and full control
on the Accounts receivable security key in the USA Domain.

™ User group permissions (USA_Sales, USA Sales Group - USA, USA Domain) (1) - Group: USA_Sales, USA'S; =101 %]

Ele Edt Tools Command Help

DX |m R | TETT| Qa0 Al@

‘Overview Permissions | Exportto |
Accounts Payable Viewing: [ Security (ind. Web) i e I import_|
security key o . Noactess Pt
(Vend) #-F § Accounts receivable & ) Vew 4'
= Collapse All #-[] % Administration I Edt

a|| @ [0 % Balanced scorecard =
= Fealtures enabled by th ® [0 % Bank (] Crente
Accounts Payable key #-[0 & Basc  _ Ful control
—| ®-[0 & Batch Report
Areas Comments i [ % Business Connector 4 Cagcade
affected #-[J & Cost accounting
®-[0 % Creditcard
Controls If this key i #[7 L CRM Series
accessto  enabled, yc #-[7 & Development
all have acces 81 & eGro
Accounts  the Accow s O > 4
payable payables || ® 1 = edmoce
security in the Navig ) P L Blectronic sgnature
keys. Pane. (The @ [0 L Expense management
subfolder k o | & [T % General ledger Set 2 %o No access I
4] 0 )] # 0 % rumanResources | SsetaltoFul control |
IID for the user group | 33 ,
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9. Click back on the Overview tab and then select the Europe Domain.

™ User group permissions (USA_Sales, UUSA Sales Group - Europe, Europe Domain) (1) - Group: USA_Sales)
Ele Edt Tools Command Hep
DX mAR | TEP R/ icaaaprmel@ Al @

Overview |permissicns |

=101 x|
Export to |
(User groups I = W_l

ID for the user group b [373

10. Click on the Permissions tab to set the appropriate permissions. In this
example, the USA_Sales group cannot access anything in the
Europe domain.

™ User group permissions (USA_Sales, USA Sales Group - Europe, Europe Domain) (1) - Group: USA_Sale: _ .lnlﬁ
Ble Edt Tools Command Heb
AEX|m R  TETT| Qa9 A @]

Overview Permissions l Export to |
Accounts Payable Viewng: [ Security (nd. Web) v =3 _ Import |
security key IFe & - Noaccess
(Vend) @ [0 & Accounts receivabie o vew —_—
= Collapse All :'2: E Administration - et

al| ®= L Balanced scorecard
= Features enabled by w || ® & Bank C [ Create
Accounts Payable key # & Basic o Full control
| ® L Batch Report
Areas Comments & Business Connector G Cascade
affected £ Cost accounting

Controls 1f this key i L CRM Series
access to enabled, yc
all have acces
Accounts  the Accou
payable payable =
security n the Nawvig
keys. Pane. (The

subfolder k _
< T

fID for the user group f b= [373 2

i
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11. After completing these steps, any user that is in the USA_Sales group
can access the Accounts Receivable section in the CEU company account.
However, the same users will not be able to access it or anything else in the
CEE company account.

Setting up Record Level Security

Up until now, we have covered the process of setting up security on specific objects
in Dynamics AX such as forms, reports, menu items, and so on. However, what if
you want to apply security on the data itself? For example, consider two separate
sales divisions in a company. One sales group controls customers in the east coast
while two groups with the appropriate users added to them were created (for
example, Sales_East and Sales_West). Both should have access to the Sales Order
Details and Customer form in the same company; however, both should only see
their Customers or Sales Orders. This is where Record Level Security (RLS) comes in
handy. Record Level Security allows you to apply security for groups against data
thus restricting what data a user will see. In the following steps, we will cover the
process of setting up Record Level Security with such an example:

1. In Dynamics AX, go to Administration | Setup | Security | Record Level
Security to open the Record level security form.

B Record level security (1) 101 x|
File Edit Tools Command Help
Bl * R ERCE B AACK KRNI

|Gru.ap|Cm‘pmy|Nwreoftable] B |

This grid is empty.
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2. Create a new record in the form (Ctrl+N) to begin the process of setting up
Record level Security. When the Record level security wizard opens, click
on the Next button.

B Record level security (1) [ =101 x|

4 el Record level security

This wizard helps you add and remove
tables from the record level security
system.

Record level security enables you to limit
access to data based on a query. This
requires the relevant tables to be added
to the record level security system.

Click Next to continue.

i’mceedinhmxtsmphhwizu’d.

3. Inthe User groups section of the wizard, select the appropriate group to set
up the Record Level Security on, then click on the Next button.

[ Record level security (1) 1 =10 x|
User gioups
Select the user group you want to select settings for. »

EU_Sales Europe Sales Group
PRComplete Purchase Requisition Complete Role

Sales_West USA Sales West
TestGroup  Test User Group
USA_Sales  USA Sales Group

wiexc Workflow execution account group
wisys Workflow system account group
<gack [ Next> cancel |
[Proceed to the next step in the wizard.
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In the Tables step, a list of tables is organized into logical groups that
resemble the modules in Dynamics AX. By default, only main, common,
tables are shown but you can show all tables by marking the Show all tables
radio button. Select the table or tables that you want to apply RLS on, for the
group, then click on the Next button.

Prccorseverscamty ) NPT

Tables
Select the tables to be included by the security system. ;

&) Accounts payable
= ) Accounts receivable
[] Customer bank accounts
[ Customer method of payment bank accounts
5 Custorers
[} DEL_BLWI Customer
[ File formats for methods of payment (customers)
[ Payment ID
[ Vendor method of payment bank accounts
i) Administration
ﬂ Balanced scorecard l
i) Bank
ﬂ Basic
i) Cost accounting
&) Credit card

H-H-H-E

=-H-5H-H
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5.

In the last step, click on the Finish button to apply the settings that have been
applied in the earlier mentioned steps.

™ Record level security (1) =101 x|

4». Microsoft Dynamics Finish

The wizard is ready to add the selected
tables to and remove them from the
record level security system.

Click Finish to update the system.

[Click Finish to dlase this wizard

6. Once the wizard is complete, a new record is created in the Record level
security form.

m Record level security (1)
Flle Edit Tools Command Help

DX |mUR|TEBL[I0aa b

=10l

| A| @ |

-
Customers

[ 1unread notification usr [ & &
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7. Although we specified the tables that RLS will be applied to for the group,
we still need to specify a query that will filter that data. To do this, we need
to create a custom for that table. To do this, ensure that the appropriate table
is selected and click on the Query button. This will load a Dynamics AX
query interface.

o

_Remove_|

Reset | [ ok ] conce |

8. In the Inquiry query form, you can now add appropriate filters to the
underlying data source of the Customers table. By default, the Customer
account field is added in the Range tab. To filter by a specific set of
customers, click on the Criteria field for the Customer account and select
the appropriate Customer that the user group should be able to see. To add
multiple customers or any other field, simply click on the Add button. When
complete, click on the OK button to save the query.

B Inquiry (1 - ceu) =] 4]

Select query: | Query used =] | oty ]

 Structure
Ty Table
[ Customers

Range | Sorting |

Table Field Criteria Add I

Customers Customer account 1103 =
Custonbs accun ;IH =7
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9. Once the user logs in to Dynamics AX and opens the Customer Details form,
they will only see records for Customers 1103 and 1101.

M Customers (1 - ceu) - Customer account: 1101, Forest Wholesales ) _\, A!m‘i_q

Ble Edt Took Command Hebp
JdX | mQR | PP /leaaa e Al

Overview | General | setup | Saies order | Contact informaton | Payment | Dmension | _ Tonsacsens_|

|Customer account number, | 050 e b [H 3

In this section, we covered the process of setting up security in Dynamics AX. The
Dynamics AX security model is very flexible and adheres to common security best
practices. Since the extended server components utilize other Microsoft technologies
such as SharePoint, SQL Server Reporting Services, and SQL Server Analysis
Services, additional security procedures are required to successfully provide and
secure access to users. In the following sections, we will cover the process of setting
up security across various extended server components such as the Enterprise Portal,
Reports, and many more.

Setting user permissions for the
Enterprise Portal

Even though you may have specified user permissions for the data from Dynamics
AXin the Enterprise Portal in the User group permissions form, as described in the
section Specifying user permissions in Dynamics AX, you still need to specify additional
user permissions to allow access to Enterprise Portal and Role Center pages. User
permissions for the Enterprise Portal are controlled both in Dynamics AX as well as
on the SharePoint site. After you have specified the web content user permissions
for a specific user group in the User group permissions form, permissions on the
SharePoint site must also be assigned. The following steps outline this process:

Dynamics AX has a wizard that automatically generates common user
@ groups for the Enterprise Portal. To run this wizard go to Administration
| Setup | Internet | Enterprise Portal | Configuration wizard.
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1. Open the Enterprise Portal website. To do this, go to Administration | Setup
| System | Internet | Enterprise Portal | Web sites. Select the Enterprise
Portal website and click on the View in Browser button.

JRT-TET]
Be G Lok Comand b
DX = iE | TEPR/Oaa DN A @
Overview | General | Creste ghe |
T I Rogster te |
= Sl [ View s Bromser )
|
u
] |
L
|
Ste caled by Object Tree for Web ‘Web ste used to disphyy Rols Centers in the Dynamics AX disnt
| Petwffnarepont e Q) [hiishareportite q
Browse Web ste [ 131 unread notfetions | luse [Admin m
2. Once the Enterprise Portal website is opened, click on the Site Actions
button and then click on the Site Settings button.
/2 iole Center - Windows Internet Explorer i M
Ay eh i —— I L [p]-]

WO g8 ok Center

- B - oW eege - ek - *

Contoso Corporate Portal > Enterprise Portal

A Enterprise Portal

Company:CELl = | Welcome System Account = | My Site | Mylnks = | #§ U-‘-j

;Ovr‘nmncs Ax vl |

| RNl o Sdes  Puduse  ShopFloor Control  EmployeeSevices ~  HumanResources  Project  Complance  EP40 Em

| Main Lists

| Mert rules

| & Product catsieg

| = Campagn items

& Sarce subscriplions
i-mwwu
= Service orders

* Purchase orders

= Sales orders

= Return orders

® Drvvihces

= Price agreements

* Pacng s journal

= Purchase order jourmal
* Customers

= Busness relations

= Contacts

= Activibes

Home > Role Center

Role Center

Seeiy o

E

3 Create

¥ the webste.

Edit Page

gas |2

Emissions (T of C02)

this page.

M5 Add anew Rrary, kot or wed page
Add, remove, of update Web Parts on

]
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3. In the Site Settings page, click on the People and groups link.

L y— [ | oo e ipagm e oo
Cortoss Corporate Portal » Enterprse Portl Welcome System Account + | My Ste | Mylnks + | @A)

A Enterprise Portal

um Ssles  Purchase  Shop Fioor Conrdl  Employes Serwces = Human Resources  Propect  Complance  EP90 Site Actions *
Enterprise Portal > Site Settmgs

Site Settings
Site Information
Site URL: htter: | feharepant €2
Mobile Sie URL: hite: fsharepant £ fm/
Verson: 120.0.6219
Users and Permiisions  Look and Feel Galleries. Site Site
« Prople ard rougs ® Tifle, descripton, . Masier pages = Regonal settnge = G to top evel uts settngs
® Atteanced permascns 2 ioan ® Gtecontent ypes  ® Sie Ieares and sty
——— ® Ste comns = Ste usage report
® Menagation ® User sleris
 Tree view = RSS
" S S ® Search vabity
® Save site a5 .s T
——— Siead
= :::"_‘;1“' ® Sin features
T ® Delete ths st=
= Content and 'l
et fshareport TP s T T R ocaiverans: o - 7|

4. Inthe People and Groups page, click on the New drop-down button on the

toolbar and then click on the Add Users button to add a new user.

7 Prople and (roups - Windows Internet Faplorer *
OO - [e moimmmir _ Zjer x = oo
G pwcie o | | (i 6 - e[ Yemer Qoo e *
Contoso Corporate Portal > Enterprise Portal Weicome System Account * | My Ste | Mylinks ~ |
A Enterprise Portal
“m Sales  Puchase  Sop oo Contrdl | Employes Sorvices = Humen Restwrces  Promst  Complance | P40
Enterpiise Portal > People and Groups
People and Groups: Contoso SharePoint Members
| Groups | Use e group to gve people contriute to the Sh wte: Contomo
Actons - Setings - Vew DetalView -
Add Users 1 Tite Department
Add users to 8 group or we. . Liat"lat.
New Group
Create a new SharePont group.
hd
s e
pore T T M [Rao% -
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On the Add Users page, add the Active Directory user or group in which to
provide access to the Enterprise Portal page then click on the OK button. In

order for a Dynamics AX user to have access to the Enterprise Portal, they
must have Viewer permissions.

/2 Add Users - Windows Internet Explorer

- =ox
c@v [ http:jfsharepoint /EP/_layoutsfack i g AP 2Fsharepore % 2P ¥ | #2 || X | [ve search (B
WO gaddusens I | f -6 - - Rege - e v ?
Conioso Corporate Portal > Enterprise Portal

Welcome System Account = | My Ste | Mylnks = | h:l
_dy Enterprise Portal

_ France Sales Purchase  ShopFloor Control  Emplovee Services =  Human Resources  Project  Complance  EP40
Enterprise Portal > Site Settings > Permissions > Add Users

Add Users: Enterprise Portal

Use thes page 1o Qive New Dermussions.

| AddUsers Users,/Groups:
| You can enter user names, group names, or e-mal
sddresses. Seperate them with semaoions,

Add sl authenbcated users

L S ]
Give Perminsion Give Permission
Choose e DEMISSONS YOU want these uers 1o ' Add users SharePoin
have. You can add users to a SharePont group (which = ke S
is already assgned to & permission ievel), o you can [Contoss SharePoint Members [Contribute] =l
add users ndnadually and assign them to & spedfic

permeszon kevel View permrissions ths group his on sites, lsts, and items.
Sharefomnt groups are recommended as they allow for € Gve Lsers permason drectly
ease of DAMNSSION MANOEMENT ST05S Mmultiie sies. [E ruic

= l_»_I:J-
etg:Ishareport /£ Frnce[Ertarprise 20 oraljdef sk asgx WCHP=CELS |l

[T R tocalintranet [Hioo% - |

Specifying user permissions for reports

By default, reports will only be visible to the administrator. In order for users to
view the reports after they have been deployed, you must specify the appropriate
permissions. To specify the appropriate permissions, follow these steps:
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1. Navigate to the SQL Server Reporting Services (SSRS) Report Manager site in
Internet Explorer and then click on the Dynamics folder to open it.

=10] x|

B ISR B
o Favories | 3 B Suggested Sdes = 8| Web Sice Gaery >

8 Home - Report Manager | I P wB) - 0 omv Bage~ Sshty~ Toos~ @)
Mome | My Subscriptions | Site Settings | Help =]

SQL Server Reporung Services

~< Home [2
i New Folder AL New Data Source ¥ Report Builder ( Folder Settings T Upload File | Details view
! J:iDvnlmlcs
R /]
Dore [T T T T i local mranet | Protected Mode: OFF

[Fa=[FKoow - 5

2. In the Dynamics folder view, click on the Folder Settings tab.

/= Dynamics - Report Manager - Windows Internet Explorer =10 x|
v IE‘ hetp://ax200G-web R epor ts Pages Foider a7 temPath = :’-r~'.=__'_l |"“1' x| I,; &ng D*
¢ Favorites |3 ] Sugoested Stes ~ @] Web Sice Gollery >
8 Dynamics - Report Manager I I P vE) - e Pagev Safetys Toos+ e
Homa Home | My Subscriptions | Site Settings | Help _‘;]
SQL Server Reporting Services
L Dynamics Search (o
X Delete | Move
Properties
- Modified Date: 8/10/2010 6:06 AM
Secunty Modified By. CORP\Administrator
Creation Date: 8/10/2010 3.:25 AM
Created By: CORP\Administrator
Name |Dyr|amcs
Description =]
=
I Hide in tile view
¥
Pone [ [ [ [ [ Localintrenet | Protected Mode: OFF o[ -
3.

In the Folder Settings page, click on the Security link on the menu on the

left side. You will notice that only Administrators have the default Content
Manager group permission.
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Dynamics - Report Manager - Windows Internet Explorer =10 x|
G@.]& e 009 webyFepor ts Pages Folder sz TTtamPath = € .—.‘.:Ii_t,,ix'l, fing :9-_"
i Favortes |3 | Sugpested Sites + B Wb Sice Gallery =
8 Dynamics - Report Manager | I i B - Y ow - Page~ Safety- Toos- i)
Home Home | My Subscriptions | Site Settings | Help =]
SQL Server Reporting Services
= Dynamics [2]
_' & Edt em Security
Properties | Group or User & Role(s)
S | BUILTINAdministrators Content Manager
=
Done [T T [N ocal intranet | Protected Mode: OFF [Fa~ [Rwow - 4

Chapter 9

4. To manually start adding new permissions, click on the Edit Item Security
button. Then, to create, add, or modify permissions for a user or group, click

on the New Role Assignment button.

/7 Dynamics - Report Manager - Windows Internet Explorer M
G;..:} > lp_, hrto: [/ 2009-web Fepor s Fages Folder asnxTTiemPath s %20 _‘J :; ; [, Bing H:|
54 Pavorites |53 ) Suggested Sites = 2 | Web Sice Galery ~
£ Dynamics - Report Manager I | fcE) v e - page- Gafetys Toose e
Home HmIHvSubsmmlsnnSettimHH&Jn;l
SQL Server Reporting Services
- Dynamics [Searcn [2]
| X Deiete % New Role Assignment %) Revert to Parent Security

Properties | Group or User & Role(s)

ssmnmy [ Edit BULTINAdministrators Content Manager

Security

[ [ [ R tocal intranet | Protected Mode: Off

Fa~=THwow~ /|
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5. In the New Role Assignment page, add a user or group in the first textbox
and check the appropriate Role, which will provide specific permissions
as stated in the description field. In this example, we are adding the
group "Everyone", browser access to the reports. This will allow every
user in the domain to only view the reports. Once you are satisfied with
your permissions settings, click on the OK button to apply the new role

assignment.
~imix
g-\._-;'la hitp: //ax2009-web Reports Pages EdtGroup. aspy FitemPat —\,;I 42l % [,. Bing R -
< Favorites | <5 | Suggested Sites = | Web Shce Galery =
{8 New Role Assignment - Report Manager | I fi B - Lo eager Safetyr Toose -

Home Home | My Subscriptions | Site Settings | Help _:J

?\ SQL Server Reporting Services
New Role Assignment Search [2

Use this page to define role-based security for Dynamics.

Group of user name: IEverynne

Select one or more roles to assign to the group or user.

I |Role ¢ Description
¥ Browser May view folders, reports and subscribe to reporis.
[~ Content Manager May manage content in the Report Server. This includes folders, reports and resources.
™ My Reports May publish reports and linked reports; manage folders, reports and resources in a users My Repo
folder
[~ Publisher May publish reports and linked reports lo the Report Server.
[~ Report Builder May view report definitions.
[Tok ] cancal |
Done 71T Ak Localintranet | Protected Mode: OFf Ja v [R00% -
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6. In the Security page, you should now see your newly created Group or User
assigned to its role.
ol
GI““'IQ http:/ faX2009-web/Repar ts Faces Foider, a5 temPath = %2fl ﬂ éell X I-' Bing 0 -
54 Fovorites | 55 P | Suggested Gites = B | Web Shee Gallery =
& Dynamics - Report Manager l l ’-}'@ v Y i v Page~ Safety~ Tools~ 0'
Home Home | My Subscniptions | Site Settings | Help ;I
SQL Server Reporting Services
~ Dynamics [2
X Delete A7 New Role Assignment T Revert to Parent Security
Properties r f + Rola(s)
- Edt BUILTINVAdmimistrators Content Manager
Security - Edit Everyone Browser
— -
Done | [T 6K Local intranet | Protected Mode: OFF T2 [Riwo% -

Setting user permissions for
Analysis Cubes

Since some reports, Key Performance Indicators (KPIs) or Business Data Lookups
(BDL) utilize OLAP cubes to calculate report data, user permissions must be set

not only in the SQL Server Reporting Services Report Manager, but also in the SQL
Server Analysis Services OLAP Database.
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The following steps outline this process:

1. Open SQL Server Management Studio. Select Analysis Services for the
Server type and then connect to the appropriate server that contains the

Analysis services database.

¥ comecttoserer T
ﬁw
2 SQLServer2008r2
Servertype [Analysis Services =l
Server name Jlocathost] =l
Autheniicaion |Windows Authertication |
User name ICORP\Mm:lratu ;]
Password |
I Remember password
[Comed | Concd | Hep | Options> |

2. Once connected to the SSAS database, collapse the Dynamics AX SSAS
database and then collapse the Roles folder to view the entire list of roles for

the SSAS database.

»Microsoft SQL Server Management Studio

@ |y Ax2009_Corporate
i | [y AX2009PP_Corporste

£ [ Roles
MR Accountant

Accounts Recervable Admirestrat |
Bookkeeper

CFO

Controfler

Accounting Manager
Accounts Payable Coordnator

Credk and Collections Manager
B Customer Service Manager
™ Everyone

Machine Operator

Marketing

Operation Manager

Order Processor

« Dernrieb hT---

o

Ho [dt Yew Iock Wndow Commnty teb
Dbewcey || DB S SEHS DARYE S

Object Explorer Details |

a@e =@

AX-SRY-01

_J AX-SRV-01 (Microsoft Analysis

2 Item(s)

L Databases
|3 Assemblies
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3. Right-click on each individual role and go to Properties to open the Edit
Role window.
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4. In the Edit Role window, click on the Membership page.

#3 Edit Role - Accountant

Select apage
Genesal

o= Seipt « [ Help

iy
fe M ernbership
4 Data Sowrces The users and groups member of this role will have privieges in all the Analpsis Services objects
# Cubes associated with this role.

# Cell Data
44 Dimensions
_# Dimension Data Specify the users and groups for this role:
# Mining Stuctures

Connection O

Setver
AASARVON

Connection:
CONTOSO\administralor
%} View connection properties

Ready
I

Hemove I

5. On the Membership page, click on the Add button. This will load the Select
Users or Groups form. Add which Dynamics AX users from Active Directory
should access the Analysis Services cubes. Once completed, click on the OK
button in the Edit Role window.

Select Users or Groups ) -ﬂ‘)_tl

Select this object type:

|UwsaBti-hsecuiyprhcipals Object Types...
FErom this location:

|Ent'le Directory Locations... I
Enter the object names to select (examples)

Check Names

|

Advanced... | o
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Summary

Setting up Dynamics AX is not just about setting up and configuring the base and
extended server components, but includes setting up security as well.

Security is not only important but essential in Dynamics AX. The security model in
Dynamics AX is unique compared to the security model of other Microsoft server
technologies. As with any other server software, the appropriate setup of security is
essential. While licensing files unlock and provide the availability of certain features in
Dynamics AX, security and configuration keys allow an administrator to control them.

In order to properly secure Dynamics AX, security must be set up in not only the
Application Object Server (AOS) but also in each server component; otherwise, users
may or may not have access to the content. When implementing security settings,

be sure to start by providing the least security settings. This further ensures that

the security is tightened in the system. Configuration keys can be used to activate

or deactivate features in Dynamics AX. For example, the useful Fill utility, which
provides the useful feature of applying a field value across every row in a form
automatically, can be activated or deactivated by a configuration key.

In the next chapter, we will cover the event-based features of Dynamics AX that
allow alerts and notifications to be sent. Alerts and notifications can be sent to users
through e-mail or while they are logged in to Dynamics AX. Such features increase
the productivity of users and streamline their tasks automatically.
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With the level of complexity and data that is processed in an ERP system, it can be
quite difficult and cumbersome for an individual to monitor specific data manually.
More importantly, specific personnel may want to be notified when specific criteria
are met on a record or item, so they can act accordingly to make critical, timely
decisions. Staying informed real-time is not only a nice benefit but it is critical.

For example, a controller or an accounting manager may need to be notified when
a payment is due. A warehouse manager may want to be notified when delivery
dates have changed, or a CEO or CFO may want to know when sales targets

have decreased below margins. The earlier mentioned are just a few examples

of information that is important to be notified as soon as possible. Fortunately,
Microsoft Dynamics AX has an alerts feature that addresses these requirements.

The alert system in Dynamics AX is flexible and therefore can be used throughout
any module because it can work on any table. A user can be notified of an alert either
using e-mail or a non-intrusive pop up similar to that of Outlook's incoming e-mail
notification. Alerts can also be used for administrative purposes. For example, an
administrator may want to be notified when a batch process fails or completes. In
this chapter, we will cover the capabilities of the alert system as well as provide an
example of setting up an alert.

In this chapter, we will specifically cover:

o Alerts prerequisites

e Alerts permissions setup
e Creating an alert batch job
e Creating alert rules

e Maintaining alerts

e Setting up user alert options
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Alerts prerequisites

By default, the alert system may not be functioning properly or at all. Various setup
requirements must be met in order for a user to set up alerts. The following is a list of
those requirements:

e Permissions (using security keys)
e Active batch job for processing alerts
e Ensure user options are set up for alerts

e Setup delivery method (e-mail):
°  Valid SMTP e-mail server

o

E-mail templates

Alerts permissions setup

To specify user permissions, in order for a user to be able to benefit from the usage
of the alert system, they must be assigned the necessary permissions. Permissions
must be set using the User groups form in the Administration module. For

more information on setting permissions, refer to Chapter 9, Security and User
Administration. The following table contains a list of security keys, user group
permission locations and what functions they provide, the recommended user group
to be created, and which users should be assigned to those groups:

Security key and user Functions Recommended Recommended
group permission group users

location

BasicMisc (Basic e Manage a user's AlertsUser Users and
>Miscellaneous) own alerts Administrators

and BasicTables

i e Allow a user to
(Basic > Table)

create their own
alerts

e Allow a user to
view their alerts

e Access detailed
business data
from alerts
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Security key and user Functions Recommended Recommended
group permission group users
location
BasicSetup (Basic View and modify ~ AlertsAdm Administrators
> Setup) all rules from any

user

e  Create rules for

any user
BasicPeriodic e Setupand AlertsSetup Administrators
(Basic > control alerts
Periodic) batch jobs

The previous list provided the necessary alert permission setup for rich client users.
However, additional permissions must be set up for users using the Enterprise
Portal. The following table lists the Enterprise Portal security keys and follows the
same format as the previous table. Before assigning the permissions, make sure to set
the Viewing drop-down field in the User group permissions form to Security

(incl. Web).

Security key and user  Functions Recommended Recommended
group permission group users
location
EPEventRuleList View user's own EPAlertsUser Users and
(General > alerts Administrators
Miscellaneous > Delete user's own
"Rule 1ist") alerts

Access detailed

business data from

alerts
EPEventRuleInfo Modify alert user's EPAlertsUser Users and
(General > own rules Administrators
Miscellaneous > Delete individual
"Rule details") alerts
EPEventAlertList Access alerts listed EPAlertsUser Users and
(General > in user's alerts Administrators
Miscellaneous > event inbox
"Alert list™) Delete individual

alerts
EPEventAlertInfo View user's own EPAlertsUser Users and
(General > alert details Administrator

Miscellaneous >
"Alert details")

Delete user's own
alerts
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Creating an alerts batch job

In order to process and serve alerts, there must be an active batch process running. In
order for a batch process to run, a batch server must be set up on a designated AOS
(refer to the Creating a batch job section in the Appendix).

There are two different types of alert categories that operate in an alert batch job.
They are as follows:

e Event-based alerts: Trigger notifications based on changes (modifications,
creation, or deletion) on records since previous batch iteration

e Due date triggered alerts: Trigger notifications when rules are honored or not
based on a specified due date

It is recommended that a separate batch group be created for each alert category.
Event-based alerts should run as frequently as possible to provide the "real-time"
effect of receiving notifications. However, as the amount of event-based alerts
increases, the performance of the AOS set up as the batch server, proportionally
decreases to compensate for this load.

A batch job that processes "due date" based alerts does not need to run as frequently
as the event-based alert batch job. In fact, it can run only once a day. Preferably, right
after midnight, when the system load is at its lowest and the date has just changed
over to a new day. However, there may be a need to run the due date batch job more
than once a day to serve notifications based on alerts that were generated the same
day of their alert rule due date. In this case, running the batch process during the
time of day when server utilization is at its lowest is the best choice (for example,
during lunch time). It should also be noted that the batch server will continue to
notify an alert that has not been acknowledged for a specified time window interval.
It should also be noted that once a batch job processes a due date alert rule, it will not
process it again even if the batch job runs more than once during the same day. Not
only does this make sense, it also prevents redundant use of computing resources.

As in many typical cases (but not all), the same AOS is set up to provide client access
as well as set up as a batch server. Consider the possibility of having a separate AOS
to run batch jobs only if performance begins to degrade acceptable user access on the
AOS that is mainly used for client access.

Setting up an event alert batch job

In order for event-based alerts to be processed automatically, a batch job must be set
up for them to work properly. To set up or modify the event-based alerts, perform
the following steps:
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1. Open the Change based alerts form located in Basic | Periodic | Alerts |
Change based alerts.

B change based alerts (1) 1 =10 =]

Batch |
| General B Identification [N Recurrences |
Batch processing: W Capkion: I Change based alerts
Alerts
Batch group: || vl
Private: o

Skart date; 2/7/2010 {12:23:22 pm) {GMT-03:000 Pacific Time {15 Canada)

IQ—KI Cancel

|Grl:uup that the task is attached ko |

2. On the same form, in the Batch group drop-down, select a batch group in
which to run the designated event (change-based) alerts batch job.

B change based alerts (1) j =100 ]

Batch I
General I Identification I Recurrence |
Batch processing: v Caption; Change based alerts

Alerts |

Batch grou

Private: |_

Start date: 2i7/2010 (12:23:22 pm) (EMT-08:00) Pacific Time (U5 Canada)

’Q—KI Cancel

Group that the task is attached to |
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3. To specify the time and frequency that the event alerts will run, click on the

Recurrence button to open the Recurrence form.

m Recurrence (1)

TimezoneInformation

Timezoneld: ;'-:3r--1T-|:|E::|:u:|';| Pacific Time (US & Canada) j

F!_.ange of recurrence

Skarting time: I 12:23:22 pn  Starting date: |2,|'.T"||'2IZIIU H " ho end date

' End after:

Count:

" End by:

Recurring pattern

{* Minutes Repeat after specified number of minutes
" Hours Count: I—ID

{~ Days

" weeks

" Months

" Years

=101 %]

End date: IZII'?II'ZIZIID

Cancel

4. In the Recurrence form, specify the time that the batch job for alert events
should run and how long it should reoccur thereafter. Once the appropriate

properties are specified, click on the OK button.

5. To be alerted when this batch job ends, fails, or is canceled, click on the

Alerts button in the Change based alerts form.

B Setup alert for batch job {1} |
Job status changes to
Error: v
Canceled: V¥

|Also alert me by I

Show pop-ups: [

’Q—KI Cancel
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6. In the Setup alert for batch job form, you can also specify to be alerted by
pop ups, which will notify you when you are logged into the AOS using a
pop up. Once the appropriate options are marked, click on the OK button.

7. To complete the set up of the event-based alerts, click on the OK button in

the Change based alerts form.

mthange based alerts (1) ;lglﬁl
Batch I
EEE Idortification [N Recurrence |

Batch processing: W Caption: I Change based alerts

Batch group: I | v|

-

Private:

Alerts |

Start date: 2/7/2010 (12:23:22 pm) (GMT-08:00) Pacific Time (US Canada)

=

Cancel

Graup that the task is attached ko |

Setting up a due date alert batch job

Setting up the due date alerts is very similar to setting up the event-based alerts.
Having said that, setting up a batch job is required to process due date alerts. To set
up or modify the due date-based alerts, you will need to perform the following steps:

1. Open the Due date alerts form located in Basic | Periodic | Alerts | Due

date alerts.

m Due date alerts (1)

Batch |

(General IS Iddertification IR

=101

Eecurrence |

Batch processing: | Caption: I Due date alerts
Batch group: I vl
Private: {1

Alerts |

Start date: 2(7/2010 (12:39:19 pm) (GMT-05:00) Pacific Time (U5 _Canada)

Cancel

Group that the task is attached to |
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2. In the Batch group drop-down, select a batch group in which we run the
designated due date alerts batch job.

B Due date alerts (1) B =100 ]
Eatch |
| General I Identification [N Recurrence |

Batch processing: [ Caption; Due date alerts Blerts |

Batch group

Private:

Start date: 2/7/2010 (12:39:19 pr) (GMT-08;00) Pacific Time (U5 Canada)

ok Cancel |

|Grnup that the task is attached to |

3. To specify the time and frequency that the due date alerts will run with, click
on the Recurrence button to open the Recurrence form.

= E

TirmezoneInformation

Timezoneld: :'Gr-.ﬂT—I:IE::I:II:I':l Pacific Time (US & Canada) j

Range of recurrence

Starking time: |12:23:22pn Starting date: |2;?,rzmn i " Ha end date

¢ End after:

Count: I 1

" End by

End date: IEI?,I'ZDII:I

Recurring pattern

* Minutes Repeat after specified nuriber of minukes
" Hours Count: I—ID

" Days

 Weeks

£ Months

 Years

[8]4 Cancel
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4. Inthe Recurrence form, specify the time that the batch job should run for and
how long it should reoccur thereafter. Once the appropriate properties are
specified, click on the OK button.

5. To be alerted when this batch job ends, fails, or is canceled, click on the
Alerts button in the Due date alerts form.

[ setup alert for batch job (1] X|

Job status changes to & v
Errar: v
Canceled: ¥

450 alert me by I

Show pop-ups: [

’Q—KI Cancel |

6. In the Setup alert for batch job form, you can also specify to be alerted by
pop ups, which will notify you when you are logged in to the AOS using a
pop up. Once the appropriate options are marked, click on the OK button.

7. To complete the setup of the due date-based alerts, click on the OK button in
the Due date alerts form.

m Due date alerts (1) P ;IEIEI
Batch |
| General I dertification I Recurrence |

Eatch processing: [ Caption: I Due date alerts Alerts |
Batch group: I "I

Private: [

Start date: 2/7§2010 {12:39:19 pro) (GMT-08:00) Pacific Time (U5 Canada)

’Q—KI Cancel |

Group that the task is attached ta |
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Setting up the Batch Processing
Window interval

Unacknowledged due date alerts will continue to be processed for a specified
number of days. This number is considered to be the window interval. To specify the
window interval, perform the following steps:

1. Open the Alerts parameters form in the Basic module by going to Basic |
Setup | Alerts | Alerts parameters.

B alerts - Parameters (1) ) =100l

File Edt Tools Command Help

I X |m & |TET % |ead D[‘E)EDIHELH-.@‘

General I

Batch Processing MWindow (daws): I

E-mail ID: I Alerts vI
Drill-down karget: I 1

| |_=l 131 unread notifications | El.ﬂdmin | =2 38

2. In the Alerts - Parameters form, specify the number of days for the due date
window. The recommended default value is 10. Ensure that an E-mail ID is
specified. An e-mail ID is the template that will be used for alert e-mails. To
create an e-mail template, go to Basic | Setup | E-mail templates. Specify
a unique Drill-down target value. The Drill-down target ensures a unique
method of identification, so that when a user wants to "drill down" to an
alert's notification, it does not confuse it with multiple databases.
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m Alerts - Parameters (1) ) ;IEIEI

Fle  Edit

IHX | =LE|ITEPRICaaDR P Al

Tools  Command  Help

General |
Batch Processing Window (days IE
E-rnail ID: I Alerts vl
Drrill-down barget: I 1

L; 131 unread notifications | El.ﬂ.dmin | = 8

Creating alert rules

Now that the batch jobs are set up and configured to process alerts, users can now
create alert rules to receive notifications. Alert rules are the very conditions that
alerts run on. Alert rules can be specified in virtually any form. The general process
of creating alerts is summarized in the following diagram followed by the basic steps
to implement a rule on any record in Dynamics AX:

Create Alert Rule . Rules (Batch job)

Process Alert

1. Create an alert on a record.

2. Specify an alert rule (conditions):

a.
b.

Event (alert me when).

Condition (alert me for).

Expiration constraint (alert me until).
Alert conditions (alert me with).
Who to notify (alert who).

Alert method (alert me by).

3. Save the alert, which submits it to the alert's batch job.
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Alert example: Notification of when a
purchase order status has changed

An example of how an alert can be used is to track purchase orders whose statuses
have changed to a "Stopped" status. This would be useful for an employee to quickly

respond to the purchase order and make any modifications to a purchase order or

perform other tasks if necessary.

Since the process for creating alerts is similar no matter what form they are in, the
following steps can be adapted for other forms and scenarios as well.

The following steps outline the process for creating an alert on a purchase order to

track when the status has changed:

1. Open the Purchase Order Details form by going to Accounts Payable |

Common Forms | Purchase Order Details.

mPurchase order 000444, Name Earth Televisions , Item name High-Definition D¥D

=1l x|

Simnple:

ik
File Edit Tools Command Help
NHX mQE TEER|ed DD "A|NG]
Orverview |General | Setup I Addressl Deliveryl Price Discount I Postings I Other I References | Dimension I

Purchase order = | Wendaor account | Invoice account | Purchase bvpe | Status CUrrEnc

000438 1001 1001 Purchase order |Recsived uso

000439 1001 1001 Purchase order |Received usD

000440 1002 1002 Purchase order |Recsived uso

000441 1001 1001 Purchase order | Received usm

000442 1102 1102 Purchase order |Open arder | USD

000443 1001 1001 Purchase order | Received usm

000444 1001 1001 Purchase order  Open order  USD

Project: | Blar &

Pasting 3
Proforma  #
Setup 3
Functions
Inguiries 13
Trade agrmt.
Inbercompany, ®

r

Lines |General I Setup I Address | Quant\tyl Price/Discount I Other I Projectl Fixed assets | Dimension I

Setup (b)Y 3

Item number | Configuration | Size | Color | Site | Warehouse | Batch number | Serial number | Quantit:

|
Delivery date: |12,|’1,|’2008 jﬁ Confirmed: I 'ﬁ

2.00 ea

Functions {fy ¥
Inquiries (k)
Calculation () »
Intercompansy (17 k
Configure line (27

3|

Identification of the purchase. |

’EH’EHdmin 2 8 4
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Right-click on any field on the header for the current record and click on the
Create alert rule... option to open the Create alert rule form. It is important
to click on the header section; otherwise, if you click on the lines section, the
system will only refer to the purchase lines table.

B Create alert rule - Purchase orders (1 - ceu) o o] |

Alert me when

Figld:

j IF‘urchase orders
Ewvent: has changed j I

Alert me For

" &l records in Purchase orders
" Current recard in Purchase orders (Purchase order: 000444, Name: Earth Televisions)

™ Only records in Purchase orders that match the selected Filker T
elec |

Alert me until

(28 Alert me with

Subject: Field Status in table Purchase orders has changed

Message:

Alert who

B0 Also alert me by

Show pop-ups: W

oK Cancel

Field name
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3. In the Create alert rule form, you may specify which field to set the alert
rule on. In this case, select the Status field from the drop-down list. Set the
event property to has changed. Leave the rest of the parameters defaulted or
provide extra options if desired.

EM Create alert rule - Purchase orders (1 - ceu) I B ] A |

Alert me when

Field: IStatus j IF‘urchase orders
Bl

Event: I has changed

alert me For

& all recards in Purchase orders

¢ Current record in Purchase orders (Purchase order: 000444, Mame: Earth Televisions)

" Only records in Purchase orders that match the selected Filker EE
elec |

Alert me until

=8 Alert me with

Subject: Figld Skatus in kable Purchase orders has changed

Message:

Alert who

28 Alzo alerk me by

Show pop-ups: W

oK Cancel

|Fie|u:| narne |

4. When you have completed setting up the alert rule, click on the OK button.
The newly created alert rule will now be listed in the Manage alert
rules form.
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anage alert rules (1 - ceu) - Rule I 1088797_001, Field Status in table Pu rs has & IEI|5|
File Edit Tools Command Help

DEHX| =lRE| 7 BB R |Caq DB D

Overyie IGeneraII Matification list |

Subject Enabled | How often Unkil | User ID Create alerk rule >|

Field Account name in table Ledger chart of ac... [¥  [Moenddate PHYLL
I Field Item name in table Items has changed [¥  [Moenddate INGA
il Record has been created in Sales orders [¥  [Moenddate SUSAN
: Mew Quotation Entered [V  |MNoenddate

[motification subject. | 151 unread notifications | ’E ’E’E admin | = & 2

5. A user's alerts can be accessed by simply clicking on the bell icon in the status
bar in the Dynamics AX client, on any form or the bell icon in the Dynamics
AX toolbar.

Bicrrcaonie ) -loix

File Edt Tools Command Help

dX|=AR|ITEPRICNI DD T L|E

Orverview | General | G0 ko origin |

U Due date | Notified For [Mamage alert rules |
. Refresh |
- | 1| Anerror occurred while processing batch job Updates For project s... Job description: Updates For p
4| i Anerror occurred while processing batch job Process transactions ... Job description: Process trans Change status ’l
| 4| | Anerror occurred while processing bakch job Updates for project 5., Job description: Updates for p
| _l | Approve 627120058 | Emplovee: 5110, TRY_000100
: L A| 1| The batch job E-mail distributor batch completed successfully, Job description: E-mail distribu
| _j .| The batch job Change based alerts completed successfully, Job description: Change base
(| is| The batch job E-mail distributor bakch completed successfully, Job description: E-mail distribu_|
| _A| i.| The batch job Change based alerts completad successfuly, Job description: Change basec
| L A| 1| The batch job E-mail distributor batch completed successfully. Job description: E-mail distribu
: _A| 1| The batch job Change based alerts completad successfully. Job description: Change baser
4| .| The batch job E-mail distributor batch completed successfully. Job description: E-rail distribu
: _l 1| The batch job Change based alerts completed successfully, Job description: Change baser 4
[ | Ll—l

Natification subject, |_) 131 unread natifications ’E admin | & 3 4
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Maintaining alerts

Depending on the setup, the number of notification entries from alerts can
increase significantly. The more alerts that exist, the more time it takes to process
notifications. Therefore, it is good practice to periodically maintain a pristine
notification repository. There are two methods for cleaning up alerts. One method
is to run the alert cleanup wizard. The other is to manually delete the events. The
following two sections outline both processes.

Cleaning up event queues automatically

Fortunately, in Dynamics AX 2009, there is a form called the Notification clean-up
form that can be used to clean up notifications automatically. The following steps
describe the process:

1. Open the Notification clean-up form found in Administration | Periodic |
Notification clean-up.

B Notification clean-up (1) HI=] E3 I

General lBatd-. I
[ | select_|

Deleted alert: I|—
Alert created date and time: |

User ID: I—
Company: I—
Source: I—

Ok I Cancel |

Shows the selected ranges and their values.

2. Click on the Select button to create a Dynamics AX query with appropriate
Criteria to make filters. Once the appropriate filters have been made, click on
the OK button to return to the Notification clean-up form.
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BN EventAlertCleanup (1 -

ceu)

Select query: Ii‘.}_!.m'f used

- Structure

R b|

T Table

Range | sorting |

7 Alerts - Event inbox

Table

Fisld Criteria

Hilerts - Event inbox
Alerts - Event inbox
Alerts - Event inbox
Alarts - Evert inbox

Deleted alert

Alert created date and time
User ID

Compary

mest | [ ok | conce |

3. Click on the OK button to run the clean-up on the notifications based on the

query specified.

General ] Batch |

B Notification clean-up (1)

Deleted alert:

User ID:
Company:
Source:

Alert created date and time: |

—
—
—

]|

ﬁlﬁtl

iSI'lows the selected ranges and their values,

||TI| Concel

Running the Notification clean-up form provides an easy method of cleaning up
notifications. The Notification clean-up form can also be a batch process that is run
periodically to clean-up notifications. To set up the Notification clean-up as a batch
job, please refer to the batch job example in the Appendix. The next section covers a
similar process, but manually.
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Cleaning up event queues manually

Another option for cleaning up alerts and notifications is to manually delete them.
To delete unwanted alerts, you must delete them from the EventCUD table. The
following steps outline this process:

1. Open the Application Object Table (AOT) then go to Data Dictionary |
Tables | EventCUD.

X AOT - Data Dictionary =laixl
Rl R

—
23 EPPersonalize (sys) ;I
=3 EPPricecale (sys)

[ EPServerstateCleanupSettings (sys)
|23 EPstatestore (sys)

[T EPStatestoresettings (sys)

|23 EPTransactionSumTrans (sys)

[ EPWehSiteParameters (sys)

[ EUSalesList (sys)

[ EventCompanyRule (sys)

:—] [EventCLID

[ EventInbox {sys)

[ EventInboxData (sys)

[ EventParameters (sys)

23 EventRule {sys)

71 EventRuleData (sys)

[ EventRuleField (sys)

23 EventRulelgnore {sys)

[ EventRulelgnoredagregation (sys)
[ EventRuleRel (sys)

[ EventRuleRelData (sys)

23 ExchRates (sys) e

«| | Xz

HHBHBE

HH

HHHEB

IHEHEHEBB

2. Right-click on the EventCUD table and click on Open from the context menu
to browse the table.

[l Table browser: EventCUD {1 - ceu) [ (=]
|| Companyld | CudTableld | CudRecld | Event | Data | KeyFieldList | KeyFieldData | Status | =
a 1} Insert Wikh... | €
o i} Insert Wikh... | €
u] i} Insert Wikh.., | €
Kl | i3
SELECT * FROM EventCUD b |
Show fields
& all figlds
" autareport
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3. Select the appropriate line that you want to delete and simply delete the
record. This action will permanently remove the alert from being processed
by the alert batch job.

Manually being able to delete notifications provides more control over which events
to delete. It is also a method to view the specific details of a notification, which is
useful —should the need arise —to troubleshoot alert issues.

Preventing alerts during data import

When importing data into a company account, by default, alerts will be generated
if they are contained in the imported company. This may be unnecessary and also
spam unwanted notifications to users from alerts they may have already received
from another company. Fortunately, there is an easy way to disable (or enable) this
option. The steps are as follows:

1. Open the Import form that is used during data imports by accessing
Administration | Periodic | Data export/import | Import. Then click on the
Advanced tab.

RTEIEY

General Advanced |gatch |

include system and shared tables:: ¥  UseRecord ID Compression: W

Delete company accounts before import: [~ Generate alerts during import: [
Impaort method
" Do not search for existing records
¥ Update existing records
" yalidate and skip existing records

Indexing: |Update index: continuousky during the import j

’Q—KI Cancel

|Im|:|0rt syskem tables and tables that are shared by all company accounts? |

2. Uncheck (or check) the Generate alerts during import option then click on
the OK button to save the parameters and to have them applied during
an import.
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Setting up user alert options

Alerts can be controlled and customized not only on the server level, but on the user
level as well. For example, various settings such as a user's e-mail or if they would
like to receive alerts, can all be specified in the user's options. Since alerts can also
be controlled at the user level, they will only be specific to the user. The following
section provides steps on how to specify alert settings in a user's options:

1. Go to Administration | Common Forms | Users. In the User form, select a
user and click on the User options button to view the user's personal options.
Similarly, a user can also view their own options by going to the Dynamics
AX menu | Tools | Options.

B options (1) B =101 x|
General |Noﬁﬁah’uns | Delegation | Status barl Fonts | Developmentl sQL | Cunﬁrmah’unl Preluadl Apply |
@ m Default |

User ID: Admin Automatic shutdown: 0 iy |
MName: Legacy Help System Usage data |
Alias: administrator Theme name: Dynamics Besk Practicess |
Network domain: CORP.INGNOMICS.COM Mark empty links: = G |
E-mail: 4
- A [Document handing | Delegation >|
Skt o ccmncs DAT jv Document handling active: Icd Electronic signature (f) >|
Autocomplete: ¥ Update toolbar line button: o
Default <TAB> behavior: i3
Last logon: 9/16/2010
Refresh Time Duration (Minutes): | 0
Language: EN-US -
Alt Help Language: EN-US - m_
Filter By Grid On By Default: [ |
Preferred time zone: [ nr-05:00) Eastern Tme (Us & canadz) =l
Time zone mismatch notification: ¥
Signature enabled: =
Valid certificate: [5|
Detail level: Al -
1| | i
‘Name S

2. In the General tab, ensure that the E-mail field is specified.
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General |Nohﬁahoﬂs | Delegation | Status bar' Fonts | Development' sQL | Conﬁrmahonl Preloadl

~=lolx]

Apply |

== {Security Default |
User ID: Admin Automatic shutdown: 0 iy |
Neme: Lccacy e ycter IR vepeda |
Alias: administrator Theme name: Dynamics Besk Practicess |
Network domain: CORP.INGNOMICS.COM Mark empty links: = G |
E-mail: 4 I
= B |
Skt company s DAT ﬂ Document handling active: Icd Electronic signature () * |
Autocomplete: ¥ Update toolbar line button: o
Default <TAB> behavior: 12
Home Pages Settings
Last logon: 9/16/2010
Refresh Time Duration (Minutes): | 0
Language: EN-US -
Alt Help Language: EN-US - m—'
) Filter By Grid On By Default: [ ]
Preferred time zone: [ rT-05:00) Eastern Time (Us & Canada) =
Time: zone mismatch notification: v
Signature enabled: I
valid certificate: [
Detail level: All -
4| o
‘Name S

i

To specify more specific options on how alerts are notified, click on the

Notification tab. To specify the interval, in which notifications should be
delivered to the user, enter a value specifying the number of minutes. To
specify whether a user should either go to an alert setup or the form in
which an alert was set up, when clicking on an alert, specify its Pop-up

link destination. You can also control the delivery and display of alerts by
changing the Send alert as e-mail message setting or Show pop-ups setting

respectively.

"General Motifications IDeIegaﬁon | Status bar I Fonts I Developmentl SQL I

Receive notifications every (minutes):
ITo alert 'l
IDeﬁne on each alert rule 'l

Pop-up link destination:

Send alert as e-mail message:

Show pop-ups: Im
Show notifications in dient: v
Show pop-ups for notifications: ~

Send notifications as e-mail message: [

oo

Confirmation I Preload I

Apply |
Default |
Toolbar |

Usage data |
Best Practices |
Compiler |
Electronic signature (i) >|

=lol x|

|Number of minutes between polls for alerts from the server.
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4. Approval and task notifications are the notifications that pertain to
Workflow. Such notifications may appear during a workflow process. For
example, if the user is assigned to approve a purchase order, they will be
immediately notified. Notifications may be displayed as a user is logged into
Dynamics AX. To suppress this, simply unmark the Show notifications in
client checkbox. To send e-mail notifications of workflow tasks, simply mark
the Send notifications as e-mail message checkbox.

=[Ol x]
"General Motifications |Delegah’on I Status bar I Fonts I Developmentl sQL I Confirmation I Preload I Apply |
Receive notifications every (minutes): Default |
Toolpar |
Pop-up link destination: lm Usage data |
Send alert as e-mail message: lm Best Practices |
Show pop-ups: lm Compiler |

pelenation ¥
Show notifications in dient: v Electronic signature (i) ;l
Show pop-ups for notifications: |7
Send notifications as e-mail message: [

|Number of minutes between polls for alerts from the server, i

5. When appropriate settings have been specified, click on the Apply button to
save the changes.
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Summary

Not only having access to information, but to be notified in real time as information
changes, is becoming increasingly important as a business requirement. It is

no longer efficient for a user to always check for updates on information that is
important to them. Alerts in Dynamics AX are a powerful way to bring information
to a user, which they may have once manually had to go out of their way to

keep track of.

The alert system in Dynamics AX is also a handy way for an administrator to keep
track of system functionality. For example, many batch jobs may run during after
hours. Such batch jobs may be critical for business processes that need to occur the
following day. If a batch job fails, it is not only beneficial for an administrator to
know but also critical. Therefore, being notified using e-mail about the status of a
batch job can certainly assist the function of a system administrator.

In the next chapter, we will look at how to tweak the Dynamics AX setup to ensure
that your Dynamics AX environment is working as efficiently and robustly
as possible.
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Once Dynamics AX is operational with the appropriate setup and customizations,
it is beneficial to optimize its performance. Performance can be tweaked either by
upgrading hardware or by tweaking software to utilize its resources efficiently.
Furthermore, you can scale-up or scale-out hardware or software as described in
the section Phases of a Dynamics AX Implementation of Chapter 1, System Planning
and Hardware Sizing. For example, to increase performance at the hardware level,
you can add additional memory or processors to an AOS server. Or, you can
increase performance at the software level by adding an additional AOS instance.
Additionally, you can make tweaks within the operating system to improve
performance. For example, increasing the processing priority level of the AOS service
process may also increase the AOS performance.

Since Dynamics AX is extremely flexible, there is not a single setup for all
deployment scenarios. It is also a very efficient and stable system due to its

code base, which has matured over the years. However, with the addition of
customizations, third-party modules or an increase in capacity levels, performance
may degrade. Typically, a developer can tweak code or an administrator can tweak
settings in the AOS, database, or extended server components. In some cases, simple
modifications can alleviate large headaches in the future. Fortunately, there are tools
available to ease this process.

In this chapter, we will cover the specific configuration settings that can be done on
both the client and server components as well as go over various methods, tweaks,
techniques, and tools that all assist you in tuning your setup to perform at its optimal
level. Performance may also vary along different hardware configurations and no
matter how many software configuration setting tweaks are made in Dynamics AX
or the database; network and hardware will still be a limitation. Henceforth, also
consider possible hardware or network limitations.
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In this chapter, we will specifically look at the following:

e Accessing the Application Object Server (AOS) configuration
¢ Tuning an AOS for best performance

e Accessing the client configuration

Accessing the Application Object Server
(AOS) configuration

By default, the setup program performs all the labor necessary to get a fully
functional Application Object Server (AOS) up and running. However, to actually
provide specific parameters, configuration settings, or simply modifications for an
AOS, this must be done in the Microsoft Dynamics AX 2009 Server Configuration
application, which is automatically installed when you install an AOS. If you
installed more than one AOS, as is the case in typically all implementations,

one server configuration application is used for all AOSes. To access the server
configuration application, follow these steps:

1. To run the Microsoft Dynamics AX 2009 Server Configuration application,
simply go to Start | Administrative Tools | Microsoft Dynamics AX 2009
Server Configuration. Otherwise, access it by going to Start | Control
Panel | Administrative Tools | Microsoft Dynamics AX 2009 Server
Configuration.

AgMicrosoft Dynamics AX Server Configuration Ukility o ] B3|

Application Object Server Instance: IDI—(AXSQB) d

IOriginaI (installed configuration) j Manage » |

| Database Connection I Database Tuning I Tracing I Performance

Configuration:

[FSethings
Application file location: IC:'I.Program FilesiMicrosoft Dynamics AxiS0%Application _“f
Alternate bin direckory: IC:'l,Program FilesiMicrasoft Dynamics AR50 Server | AXEA3BIRY _‘,;
Application instance IAXSQS j
Configuration command ko run I
at kernel startup:

TCPJIP pork: |2?12

™ &lloys clients to connest to printers on this server
= Enable breakpoints to debug ¥4+ code running on this server
™ Enable alobal breakpoints b debug) ¥4+ code running in batch jobs

™| For all A0S instances on this computer, automatically send reparts about fatal errars to Micrasaft

(o] 4 I Cancel Apply Help
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2. Select the AOS that you want to modify the settings for from the Application
Object Server Instance drop-down. As you may have noticed, you cannot
make any modifications to the configuration settings for any AOS.

A¢i Microsoft Dynamics AX Seryer Configuration Utility

Application Object Server Inskance:

Configuration:

IOriginaI {installe

01-(AR593) j

Application Object Server IDatabase Conneckion | Database Turing I Tracing | Petformarnce I

[Manage 4 |

=101

maethings
Application file lncakion: IC:'I.Program FilesiiMicrosoft Dynamics Ax 504 Application j
Alternate bin directory: IC:'l,Program FilesiMicrosoft Dynamics Ax15015erver L AXS93Bin, _:;
Application instance IAXSQS j
Configuration command to run I
at kernel startup:
TCRYIR port: I2?12
- Allows clients to connect boprinters on khis server
™| Enatle breakpoints to debug #++ code running o this server
™ Enable global breakpoints to debug ¥4+ code running in batch jobs
I™ | For 4l 805 instances on Hhis computer, automatically send reports about fakal errors to Microsaft
oK | Cancel | Apply | Help |

3. Once you have selected the AOS, you would like to make configuration
modifications on, click on the Manage button and then click on the Create
configuration... menu item to create a configuration for the selected AOS.

s Microsoft Dynamics AX Server Configuration Utility P ] B |
Application Object Server Instance: IUZ-(AXZUUBCARVALHO)EV) ﬂ
Configuratian; IOr\ginaI (installed configuration) ﬂ A Open configuration file...

Application Object Server |Databass Connection | Database Tuning | Tracing | Performance Close configuration il

Save canfiguration file

[~ Sethings:

Save configuration as file...

application file location: IC:\Pngram Files\Microsoft Cynamics Ax\S0Application

Alternate bin directory: IC:\Prngram FilesiMicrosaft Dynamics 431500 Server| AX2009CARYALHO_DEY|EIN,

Application instance IAXZUUQCARVALHOJEV

I

Configuration command ta run I

at kernel starbup:
IZTIE

TCR/IP port:

[l allov clients to connect ko printersion this seryver

[ Enable breakpoints to debug %++ code running an this server

[T Enatle alobal breakpaoints baidebug ¥4+ cods running in batch jobs

7 For &l 40S instances on this computer, automaticslly send reparts about Fatal errars ko Microsaft

Import configuration from File...
Export configuration to file...

Expart all...

Create configuration. ..

Delste configuration

Rename configuration...

(o] 4 Cancel Ay
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4. After clicking on the menu item, you will be prompted to provide a name
for the configuration. Name it based on what the configuration settings
will be for. For example, if you want to provide debugging tweaks, a good
name for the configuration would be "Development". If you want to make
a high-performance setup for a Production AOS, a good name would be
"Production". If you wanted to speed the process of creating additional
configuration files, you may base a new configuration file based on another
configuration file. If that is the case, simply make sure Active configuration is
selected. This will simply copy the current selected configuration file settings
and duplicate them. If this is your first configuration file, selecting either
Active configuration or Original configuration will make no difference. The
Original configuration is synonymous to the default configurations, which
are the default, out-of-the-box, settings.

Create Configuration =
Zonfiguration name: IDeveImeent

Copy configuration From:

¢ active configuration

= griginal configuration

(0] 4 I Cancel | Help |

5. Once you have created the configuration, you will notice that the fields are
no longer read only and you can now modify the configuration settings. You
should also notice that the Configuration drop-down now has the newly
created configuration's name called Development.
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A Microsoft Dynamics AX Server Configuration Utility 101 =1
Application Object Server Instance: IU2-(AX2009CARVALH0_DEV) ﬂ
Configuration: IDeveIopment
Application Object Server IDatabase Connection I Database Tuning | Tracing I Perfarmance
—Settings
e |
Application file location: IC:'I.F‘rogram FileshMicrosoft Dyvnamics Axi500application il
Tu
Alternate bin directory: |C:'I,Program FileshMicrosoft Dynamics &xi5005erver| Ax2009C ARYALHO _DEVIEIN, =
Application instance |Axz00aCARVALHO_DEY =l
Configuration command ko run I
at kernel startup:
TCR/IF port: |2?13
H Allow clients to connect ko printers on this server
I Enable breakpoints ko debug ¥++ cade running an this server
[ Enable global breakpoints to debug X++ code running in batch jobs
™ For all AQS instances an this computer, automatically send reports about Fatal errors to Microsoft
OF | Cancel | Apply | Help |

The earlier mentioned steps provide the method for creating custom configurations
for the Application Object Server (AOS). This is necessary if you want to modify any
parameters or configuration settings shown throughout the rest of the chapter. This
chapter provides what parameters and settings are available and recommendations
of specific parameters to set for best performance.

AOS configuration settings

The Application Object Server (AOS) configuration settings provide parameters to
manipulate and control the AOS's performance, file locations, database location,
and so forth. Any modifications performed on the settings should be approached
with strict caution and should be well-tested before being set for a live, production
environment.
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The following table describes what each property in the Microsoft Dynamics

AX 2009 Server Configuration application is for. Next to the parameter name, in
parenthesis, is the command line parameter that can be used if running the server
from the command line.

Application Object Server Tab

Application
file location
(—directory=<spath>)

Alternate bin directory
(-bindir=<path>)

Application instance
(—application=<applicat
ionname>)

Configuration command to run
at kernel start up

TCP/IP port
(-port=<portnumber>)

Allow clients to
connect to printers

on the server
(—exposeserverprinters)

Enable breakpoints

to debug X++ code
running on the server
(—xppdebug=<0, 1>)
Enable global breakpoints to
debug X++ code running in
batch jobs

For all AOS instances

running on this computer,
automatically send reports
about fatal errors to Microsoft.

The location where all the Application Files and Label
files are located. This should not have to be modified by
default because the installation program automatically
sets the Application File location.

The directory where the AOS server can access kernel
text data (. ktd) files. Kernel text data files are normally
stored in the application file location. Specifying this
allows you the option to store a copy of the kernel text
data files in a separate location.

The name of the Application instance to run as. This list
is generated based on the file location specified for the
Application File Directory setting above.

The command line parameters settings that can be used
to run the AOS.

The port in which the AOS will listen on, for clients
to connect. The default is 2712 and each AOS that is
installed thereafter will increment by one from this
number.

This option allows clients to access the printers that the
AOS server has access to.

For an AOS that a developer will be developing on,
enable this option, so that a developer can set break
points in X++ code for debugging purposes.

For an AOS that a developer will be developing on,
enable this option, so that a developer can set break
points in X++ code in batch jobs for debugging
purposes.

A global option, when marked, it will provide feedback
on fatal errors that are sent through the Internet directly
to Microsoft, so that they can assess the error and come
up with fixes to prevent the error in the near future
more quickly.
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Database Connection Tab

Microsoft SQL Server
(—database=<databasename>)

If using a Microsoft SQL Server database, you will
be able to select the server and named instance
from the drop-down and then select the database
name. By default, when installing the database
from the installation wizard, the database is
automatically associated with the AOS.

Oracle If using an Oracle database, simply select this
option. For more information on the Oracle
parameters, please consult the Oracle database
documentation (http://www.oracle.com/
technology/documentation/index.html).

Database Tuning Tab

Maximum open cursors
(—opencursors=<number>)

Maximum buffer size
(—sglbuffer=<number>)

Transaction retry interval
(—retry=<time>)

Array fetch ahead
(—fetchahead=<number>)

Local ODBC log file location

The default value is 90. This parameter
specifies the maximum number of database
cursors to keep open, which will also be
reused.

The maximum size of the buffer of data that
is received from a SQL query. The larger the
buffer, the more data that can be received at
one time. The default value is 24. If errors
occur when Dynamics AX attempts to
query SQL or Role Center web parts fail, in
some cases, increasing the buffer size may
alleviate the problem. It is recommended to
only increment by 2 (2,000 bytes) each until
the errors go away. As the value increases,
the performance between the AOS and

SQL Server decreases. Therefore, be very
cautious and only change when necessary.

The default value is 5 seconds. This
parameter controls the time, a re-execution
on a transaction should occur after it has
experienced a deadlock.

The default value is 100. This parameter
controls the number of records that the AOS
fetches at the same time.

The location on the local drive of the AOS
server computer in which errors, warnings,
or important notifications from the ODBC
connection can be stored.
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Database Tuning Tab

Allow INDEX hints in queries
(-hint=<0,1>)

Number of connection retries
(—newconnectionretrycount=<num
ber>)

Connection retry interval (—new
connectionretrydelayms=<time>)

Limit the number of inactive connections

Maximum number of inactive connections

Use literals in join queries
from forms and reports

(—-sglformliterals=<0, 1>)

Use literals in
complex joins from X++
(-sqlcomplexliterals=<0,1>)

Generate ORDER BY clauses
from WHERE clauses

(—ignoredatasourceindex=<0, 1>)

Include LTRIM in all SELECT
statements to remove leading
space from right-aligned
columns (-hint=<0, 2>)

The option, when marked, allows queries
in X++ with custom specified index hints to
override the default assigned by Database
Management Systems (DBMS).

The number of times to retry connecting to
a database before determining a connection
failure.

The time interval (in milliseconds) in which
to retry connection attempts to the database.

This allows or disallows concurrent inactive
connections to the database to remain open.

This specifies the number of concurrent
inactive connections to the database that
should remain open.

If enabled, the AOS will use literals instead

of parameters for complex joins to increase

performance. Enable this if reports or forms
take a long time to query data.

If enabled, the AOS will use literals instead
of parameters in complex joins, which can
increase performance.

If enabled, the AOS will automatically
generate ORDER BY clauses from WHERE
clauses, which may improve query
performance.

When enabled, the AOS will use LTRIM
on all queries to the database. The benefit
of using LTRIM is that it automatically
performs a table scan to ensure data
consistency and integrity. However, this
will cause a performance decrease.

Tracing Tab

Log directory location

RPC round trips on server
(-TraceEventsEnabled=1)
X++ method calls
(-TraceEventsEnabled=100)

Number of nested calls (-Tr
aceXppMethodCallDepth=<numb
er>)

The location where logs are stored from tracing.

The Trace Remote Procedure Call (RPC)
between the server and any client.

This traces all calls of X++ methods on the AOS.

The default is 3. This parameter controls the
depth in X++ method calls.
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Tracing Tab

Function calls
(-TraceEventsEnabled=101)

Start trace (-TraceStart=1l)

Stop trace (-TraceStart=0)

SQL Statements
(-TraceEventsEnabled=202)

Bind variables
(—TraceEventsEnabled=203)

Row fetch
(-TraceEventsEnabled=204)

Row fetch summary
(-TraceEventsEnabled=205)

Connect and disconnect
(-TraceEventsEnabled=200)
Transactions: TTSBegin,
TTSCommit, TTSAbort
(-TraceEventsEnabled=201)
Allow client tracing on
Application Object Server

instance (-TraceAllowClient)

This traces any function call in X++ on the AOS.

This activates the trace.
This deactivates the trace.

These trace all SQL statements that are sent to
the database from the AOS.

The Trace columns in SQL that are used as
input bind variables — variables that are passed
as parameters instead of literal values in SQL
statements.

This traces all rows that are returned to the AOS
from SQL.

This traces the time it takes for the AOS to have
a result set to return from SQL and the number

of records contained in that result set. This is an
excellent feature for determining, which queries
are causing bottlenecks.

This traces the connections and disconnections
between the AOS and database.

This traces queries in the AOS that use the TTS
statements.

When enabled, this allows Microsoft Dynamics
AX 2009 to control tracing information.

For more information, review the Client
Configuration sections in this chapter.

Performance Tab

Minimum packet size
to compress (—compres
sionminsize=<number>)

The smaller the packet size chosen, the greater the
performance increases. Tweak this option to specify
the smallest packet size that can be compressed.
Compression will increase performance in slower
networks.

When the default is selected, the AOS server operating
system will determine how to balance load across
CPUs. Otherwise, you can manually override this and
specify which CPU will process the AOS functions on.
Depending on your setup, this may improve server
performance.

Processor Affinity
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Advanced AOS configuration settings

Although the Microsoft Dynamics AX 2009 Server configuration application provides
the most common parameters in which to manipulate the functions, performance,
settings, and configuration of an AOS instance, there are additional parameters

that have been left out and can only be accessed through the command line or
configuration file interface. The following table lists the advanced AOS parameters:

Advanced AOS Parameters

Compression disabled
(—compressiondisabled)

Code Access Security
level (-caslevel=<enable/
disable/trace>)

Maximum concurrent
sessions (—MaxConcurrent
UISessions=<value>)

Maximum concurrent guest
sessions (-MaxConcurrent
GuestSessions=<value>)

Maximum concurrent web
sessions (—-MaxConcurrent
WebSessions=<value>)

Maximum concurrent
Business Connector users
(-MaxConcurrentBCSession
s=<value>)

Maximum memory load
(-MaxMemLoad=<value>)

When present, this will disable packet compression.
It is recommended that you do not disable packet
compression, as it will degrade the client and server
performance communication.

By default, this is enabled. Code Access Security
(CAS) in Dynamics AX controls access to specific
APlIs.

The minimum value is 0 and the maximum value

is 65535. Using this, you can control the number of
users that can access the AOS. This is useful when an
AOS is load balanced. For example, each AOS in a
load-balanced cluster should allow roughly 60 users.

The minimum value is 0 and the maximum value
is 65535. Using this, you can control the number of
anonymous users that can access the AOS.

The minimum value is 0 and the maximum value
is 65535. Using this, you can control the number of
Enterprise Portal users that can access the AOS.

The minimum value is 0 and the maximum value

is 65535. Using this, you can control the number of
Business Connector users (from Snap Ins or third-
party integration software) that can access the AOS.

The default is 0. When modified, this parameter
determines the maximum percentage of physical
memory that is allocated for the AOS to utilize.
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Advanced Database Parameters

Create DSN Creates a data source in the ODBC manager
(createdsn=<microsoftsqglserver, in the Windows.

oracle>)

DSN (-dsn=<portnumber>) Connects to a specific DSN port.

ODBC or OCI mode (-dbcli=<ODBC, Runs Dynamics AX in either ODBC or
OCI>) Oracle's OCI mode.

Database server Specifies the database server name.

(-dbserver=<servername>)

Advanced Tracing Parameters

Trace file size The default is 10MB. Specifies the maximum size a trace file
(-TraceMaxFileSize= can be.

<number>)

Trace buffer size The default is 20KB. Specifies the buffer size of the trace log.
(-TraceBufferSize= Maximum possible value is 64KB.

<0:64>)

Creating an AOS Configuration: An example

Now that you are able to modify the server configuration, you may be wondering
which settings it would make sense to modify? In the following process, we will
modify the settings appropriate for a development environment. If we continued
from the previous example, we should already have a Developer configuration file
created without having the necessary configuration settings. By default, debugging is
not enabled.
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To set up a "developer friendly" AOS make sure you have the following
parameters set:

¢ Enable breakpoints to debug X++ running on this server

e Enable global breakpoints to debug X++ code running in batch jobs

A Microsoft Dynamics AX Server Configuration Utility 3 o ] B

Application Object Server Instance: IDZ-(AXZDDQCARVALHO_DEV) j

Configuration: IDeveIopment j Manage * |

Application Object Server |Database Connection I Database Tuning I Tracing I Performance

[ Setkings
Application file lacation: IC:'I.Program FilesMicrosoft Dynamics Axi504Application Lj\
Alternate bin directory: IC:'l,Program Files\Microsaft Dynamics AX\S04ServerlAX2009CARYALHO_DEVIEINY j
application instance | Axz009CARVALHO_DEY |

Configuration command b run I
ak kernel startup:

TCP{IP port: I2?13

| Allow clients to connect to printers on this server

¥ Enatle breakpoints ko debug ¥++ code running on this server

™ For all 405 instances on this computer, automatically send reports about Fatal errors to Microsoft

QK Cancel Apply Help

Tuning an AOS for best performance

Optimizing an AOS depends on what the AOS is used for. For example, an AOS that

is load balanced should only allocate a certain number of resources on the server
it is running on. Similarly, an AOS that is only used for the Enterprise Portal may
not want to allow access to rich client users. Therefore, before taking any steps to
optimize the performance of an AOS, make sure you have properly defined a role
that the AOS has.

There are two ways to distribute load in a Dynamics AX environment. They are
the following:

e Non-load-balanced cluster

e Load-balanced cluster

A cluster of AOSes are simply a group of AOSes. It doesn't necessarily mean that
they are load balanced. However, a load-balanced cluster does indeed mean that a

group of AOSes in a cluster are load balanced. The following sections will describe in

more detail what a non-load-balanced cluster and a load-balanced cluster are.
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Don't set up an AOS for load balancing if you are using third-party
@ software or hardware to load balance an AOS. Consult the setup
documentation of the third-party software or hardware.

Non-load-balanced cluster

A non-load-balanced cluster does not have a main AOS that is dedicated to
delegating client connections to the appropriate AOS. Instead, each AOS in the
cluster acts independently. Each AOS has to be provided in the client configuration
file for the client to connect. Based on a list of provided AOS servers in the client
configuration file, the client will attempt to access each server in the order listed to
find an available server. If a server's workload has reached its maximum level, then
the client will simply attempt to connect to the next AOS.

Load-balanced cluster

Microsoft Dynamics AX provides the option to load balance two or more AOS's
together. This is similar to how a web farm works for a SharePoint site. Alternatively,
you may opt to use hardware or another software solution to load balance AOS
access. It is recommended to have one AOS for no more than 50-60 users. In a load-
balanced cluster, one AOS is a dedicated load balancer, delegating client connections
to the appropriate AOS. It is not directly used either for interactive purposes or for
processing application code. Once a client is connected to the load balancer AOS,

it will then determine which AOS it should connect to. If an AOS goes down, the
load balancer AOS will automatically re-route clients to an active and available

AOS without having to make any modifications to client configurations. Also, as a
company grows and more users are needed, it is as simple as installing a new AOS
and connecting it to the load balancer.

If a load balancer AOS goes down, clients will connect to other AOS's
listed in the client configuration in a round-robin fashion. This scenario
is similar to a non-load-balanced cluster.

As previously mentioned, to set up load balancing, we must set up one AOS as the
load balancer. Afterwards, each additional AOS in the load-balanced cluster will
automatically listen for client connection requests from the Load Balancer AOS.
However, in order for an AOS to be a load balancer, it must first satisfy the
following criteria:

e Cannot be a Batch Server
e Must be an AOS that is active
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The following steps describe the process of setting up load balancing in Microsoft

Dynamics AX 2009:

1. Open the Cluster configuration form by going to Administration | Setup |

Cluster configuration.

m-tluster configuration {1) i

File Edit Tools Command Help

NHX =l EIPEPR|leaaded 4|6

=0l x|

Cluster management | Map ACS instances ko clusters I

Cluster name

A0S Instances Count

Contains &

stances not participating in load bala

2]

|The name of & cluster. A cluster ... |_l 131 unread naotifications |

,E|Admin|@ 8 4

2. Once in the Cluster configuration form, click on the Map AOS instances to

clusters tab.

m'l:luster configuration (1) i

Eile Edit Tools Command Help

IHX|=mUlE TEPR(CaNd PN EAG

=10l x|

Cluster management  Map A0S instances to custers |

A0S instance name | Load Balancer

Max concurrent sessions

Cluster name

01@Ax-5RY-03

Non Load Balanced A

Mon Load Balanced A0S Instances

Cluster id
£37 14457
SEI7 14457

Instances

2l

|Server 1d composed of machine ... |_j, 131 unread notifications |

usr [acmin (22 8

3. In the Map AOS instances to clusters tab, select the AOS instance in which
to act as the load balancer and mark the Load Balancer field.
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m'l:luster configuration (1) ;lglﬁl

File Edit Tools Command Help

I HX | =miE| TEPR|CaAdDD A O

Cluster management  Map AOS instances to clusters |

Cluster id

#0035 inskance name | Load Balancer | Max concurrent sessions | Cluster name
Ol@ax-5RY-01 2000

Ola@ax-SRY-03

|Loac| balances |_;, 1531 unread notifications | ’El.ﬂ.dmin | =2 8 g

As you can see, setting up a load-balanced cluster in Dynamics AX is quite simple
and requires very little configuration or tweaking of settings. When load tends to
increase and performance degrades, adding a new AOS into a load-balanced cluster
greatly improves performance and is quite simple to do. You can add as many AOS's
as desired to a cluster. The process is the same for every additional AOS that is
added.

To summarize, a non-load-balanced cluster requires more administrative work

to update the client configuration files with the available AOS's. However, with a
load-balanced cluster, the AOS that acts as the load balancer, once setup with all the
available AOS's will automatically delegate clients to an AOS in a cluster with the
most available resources.

Certainly, having a load-balanced cluster may seem like a desired setup to go

with, as it requires less administrative maintenance. It also provides a method for
consolidating specific business functions. For example, one cluster of AOS's may

be specifically dedicated to batch processing. Similarly, another cluster may be
dedicated to an external Enterprise Portal site that can experience a significant load
of external user access while a cluster for internal users may not experience as much
load. Also consider that in a load-balanced cluster, at least three AOSes are required
while in a similar non-load-balanced cluster, only two are required — to provide
load distribution.

[297]


http:///

Tuning Your Setup

Accessing the client configuration

When installing a development environment, which includes installing all the client,
base server components, and extended components on the same system, you can
simply run the client and access the AOS without modifying any settings. However,
when there is more than one AOS installed, typically in every implementation,
there will at least be a Development (DEV), Testing (TEST), Staging (STAGE), and
Production (PROD) environment. In this instance, configuration modifications will
be necessary to access each AOS. If connecting to a Load Balanced Cluster, you will
only have to connect to the Load Balancer AOS. The main AOS will take care of
delegating the client access between the other environments.

Not only will there be a need to have configuration modifications done to access
each individual AOS but also each individual application code layer (for example,
CUS). Otherwise, by default, the layer is the User layer (USR). To do all the necessary
modifications as well as provide start up parameters, client performance tweaks,

and so forth, it will have to be done in the Microsoft Dynamics AX 2009 Client
configuration form, which is installed along with the Microsoft Dynamics

AX 2009 Client.

The following steps describe an example of the process for accessing and modifying
the Dynamics AX 2009 Client configuration application for creating a development
configuration, so that developers can perform modifications on a designated
application layer:

1. To run the Microsoft Dynamics AX 2009 Client configuration application,
simply go to Start | Administrative Tools | Microsoft Dynamics AX 2009
Configuration. Otherwise, access it by going to Start | Control Panel |
Administrative Tools | Microsoft Dynamics AX 2009 Configuration.

A Microsoft Dynamics AX Configuration Utility Y ] 5|

Configuration Target: ILocaI client j

Configuration foriginal (installed configuration) Manage 3 |

General | Connection I Developer I Tracing I Performance I

— Settings
Log directory: IC:'l,Documents and Settingsiall Usersiapplication DatalMicrosoftiDynamics AxiLog) -‘,
Comparny: I

Command to run at I
application startup:

Configuration command ko I
run at kernel startup;

Startup message: I

OF | Cancel Apply Help
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2. Select which configuration to modify. For example, if you want to modify
the configuration for the rich client, select Local client in the Configuration
Target drop-down. If you want to modify the Business Connector
configuration, select Business Connector from the Configuration Target
drop-down.

Ap Microsoft Dynamics AX Configuration Utility = |EI|1|

Configuration Target: ILocaI client
9
Configuration Business Conneckor {non-interactive use only)

Manage L3 |

General | Connection I Developer I Tracing I Petfarmance I

— Settings

Log directory: IC:'l,Documents and Settingsiall Usersiapplication DatalMicrosoftiDynamics AxiLog) '}

Company: I

Command to pun at I
application startup:

Configuration command b I
run at kernel startup;

Startup message: I

OF | Cancel | Apply | Help |

3. Click on Manage | Create Configuration to create a new configuration.

Create Configuration = |
Configuration name: IDEVE|0DEF|

Copy configuration from:

¥ Active configuration

" original configuration

OF I Cancel Help
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4. Now that you have created a new configuration, you can edit the parameters.

A¢ Microsoft Dynamics AX Configuration Utility ;lglil

Configuration Target: ILocaI clienk j

Configuration IDeveIoper

General | Connection | Developer | Tracing I Perfarmance I

— Settings
Log directory: |C:'|,Documents and Settingsi Al UsershApplication Data)MicrosoftDynamics AxiLog l__—“}'
Comparry: I
Command ko run at I
application startup:

Configuration command to I
run at kernel startup:

Startup message: I

o] 4 | Cancel I Apphys I Help |

5. Specify the following parameters, such as the default company account to
open a custom message or any additional parameters when the client starts
in the General tab.

A Microsoft Dynamics AX Configuration Utility =101l

Configuration Target: ILocaI client ﬂ

Configuration IDeveIoper j Manage 3 |

General | Connection I Developer I Tracing I Petformance I

—Settings
Log directory: IC:'l,Documents and Settingsiall Usersiapplication DatalMicrosoftiCynarics AxiLogh l‘_—‘}
Comparny: cew

Command ko run at I
application startup:

Configuration command ko I
run at kernel startup:

Startup ressage: IYou are in DEV|

[a]4 Cancel Apply Help
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6. Specifty the Development AOS in the Available Application Object Server
instances section.

A Microsoft Dynamics AX Configuration Utility i =101 x|

Configuration Target: ILocal client ;I

Configuration IDeveIoper j Manage » l

Developer | Tracing | Performance |

—Settings

Select the Application Object Server instance to connect to. To change the order of connection, use the up or down buttons.

Available Application Object Server instances:

Server Name I Instance Name | TCPJIP Port |
AX-SRY-01 AX593 2712
Up
Dowrn I
Add... Edit... Delete

™ Connect to printers on the server
v Encrypt client to server communication

OK Cancel Apply Help

When setting up a client configuration for a non-load-balanced cluster,
add all the available AOS's in the Available Application Object Server
*  instances section; otherwise, users will only connect to the AOS listed. In
% a load-balanced cluster setup, the load balancer AOS should be added.
For additional redundancy, it would also be beneficial to have all the
AOS's in the load-balanced cluster listed, so that clients will still be able
to connect to Dynamics AX, even if the load balancer AOS is unavailable.
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7. Inorder to access specific layers and enable debugging options, specify the
desired parameters listed in the Developer tab. The succeeding section lists
the available parameter settings and their purposes. Make sure you specify
which layer to develop on as well as provide the appropriate license code to
access the layer.

¢ Microsoft Dynamics AX Configuration Utility } 101 x|

Configuration Target: ILocaI client j

Configuration IDeveIoper ﬂ Manage 1 |

racing | Performance

General I Connection

—Settings

¥ Enable user breakpaints ta debug code in the Business Connector

¥ Enable global breakpaints ko debug code running in the Business Connector or client

Application object laver to open: cus b
Development license code: |uuuuuuuu
Confirm license code: Ioooooooooooooooo

— Troubleshooting

If wou have multiple versions of A% installed on this computer and are experiencing problems with a few of the forms inside the Client,
it might be a problem with components which are shared by bath versions. Click the button below to reregister those shared
Companents,

Repair Client |

Ok | Cancel | Apply | Help |

Now you should have a solid grasp of how to create custom client configurations.
Client configurations, in essence, are the doorway to access Dynamics AX either as
a developer or basic user. In the following section, you will be provided with details
on each available parameter and its capabilities.

Client configuration settings

The following table describes the fields in each tab of the Microsoft Dynamics AX
2009 Client configuration form. As stated earlier, this form is automatically installed
into the Windows Server Administrative Tools when the Dynamics AX client is
installed. Typically, during an implementation, administrators will want to create
several configuration files. These configuration files should provide different levels
of user access.
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General Tab

Log directory The directory in which errors, warnings, and important
(-log=<path>) notifications are logged to.

Company This specifies a company in which to connect to once
(-company=<string>) logging into Dynamics AX.

Command to run at This provides commands to run when the Dynamics
application startup AXrich client starts up.

(—startupCmd=<command>)

Configuration command This provides additional commands for the kernel to
run at kernel startup run when it starts up.

(—extracmd=<command>)

Startup message This displays a message that prompts the user once he/
(-startupmsg=<string>) she logs into Dynamics AX.

Connection Tab

Add (-aos2=host:port) This adds an AOS to connect to. Specify the AOS server
name, instance (optional), and port in which the AOS
instance is running on.

Edit This edits the selected AOS connection information.
Delete This deletes the selected AOS connection.

Connect to printers If enabled on the connected AQOS, this allows the client to
on the server access printers on the AOS server.
(—useserverprinters)

Encrypt client to This encrypts data that is sent from the client to the AOS.

server communication
(—aosencryption=<0,1>)

Developer Tab
Enable user breakpoints  When enabled, developers can debug X++ code that
to debug code in the is accessed by the Business Connector.

Business Connector
(-xppdebug=<0, 1>)

Enable global When enabled, developers can debug X++ code that

breakpoints to is accessed by the Business Connector and client.
debug code running

in the Business
Connector or client
(—globalbreakpoints)

Application object Layer in which to access when logging in to the AOS.
layer to open

(—aol=<string>)
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Developer Tab

Developer license code
(—aolcode=<string>)

Confirm license code

Repair Client

Provides the license code in which to access the
layer.

Confirms the provided license code.

Fixes rich client if its files or setup has been
corrupted.

Tracing Tab

Start trace (-TraceStart=l)
Stop trace (-TraceStart=0)

RPC round trips to server
(-TraceEventsEnabled=1)

X++ method calls
(-TraceEventsEnabled=100)

Number of nested calls (-Tr
aceXppMethodCallDepth=<numb
er>)

Function calls
(-TraceEventsEnabled=101)

SQL Statements
(-TraceEventsEnabled=202)

Bind wvariables
(-TraceEventsEnabled=203)

Row fetch
(-TraceEventsEnabled=204)

Row fetch summary
(-TraceEventsEnabled=205)

Connect and disconnect
(-TraceEventsEnabled=200)

Transactions: TTSBegin,
TTSCommit, TTSAbort
(-TraceEventsEnabled=201)

This starts the trace.

This stops the trace.

The Trace Remote Procedures Calls (RPC)
from client to the server.

The Trace X++ code that is invoked on the
AOS.

This is the maximum depth in which to trace
X++ method calls.

This traces all functions that are called on the
AOS.

This traces SQL server statements on the AOS
server.

This traces columns that are used as bind
variables.

This traces rows that are returned from the
SQL server.

This traces the number of rows and time
elapsed during fetching those rows from the
SQL server.

This traces the connection and disconnection
between the AOS and the database.

This traces all TTS commands called by the
AOCS.

Performance Tab

Select the appropriate setting that tweaks the best cache performance setting for the

client.
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Advanced client configuration settings

Although the Microsoft Dynamics AX 2009 configuration application provides

the most common parameters in which to manipulate the functions, performance,
settings, and configuration of a client, and AOS instance, there are additional
parameters that have been left out and can only be accessed through the command
line or configuration file interface. The following table lists the advanced additional
configuration parameters:

Advanced client parameters

Help directory Specifies the directory in which help files are stored.
(—helpDir=<path>)

Language Specifies the language.

(-language=<string>)
AOT import file (- Imports an XPO file and compiles once the client starts.
aotimportfile=<File. This is handy for quickly promoting code modifications
Xpo>) across multiple environments.

Trace file size The default is 10MB. This specifies the maximum size a
(-TraceMaxFileSize= trace file can be.

<number>)

Trace buffer size The default is 20KB. This specifies the buffer size of the
(-TraceBufferSize= trace log. The maximum possible value is 64KB.
<0:64>)
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Summary

After reading this chapter, you should have a better understanding of how the
AOS can be configured. Different configuration settings help to optimize an AOS
for greater performance. You should also realize that optimization of the AOS is in
fact based on the purpose in which the AOS is optimized for. For example, an AOS
that will be used by one or more developers will need to have debugging enabled.
However, having debugging enabled is not suitable for a Production AOS since,
debugging hampers performance considerably.

When determining the performance for an AOS, the key is to define the role it will
play. For example, a production AOS should always perform at peak performance.
Therefore, it is important to take the time to ensure that the hardware, network, and
AOS parameters are setup and optimized for a Production AOS to provide the best
performance possible. However, the same may not be necessary for a Development
and Testing environment, which may need to have debugging, logging, or

tracing enabled. All three put a strain on the performance. Repetitive testing, for
bench marking purposes, will help determine if a production AOS is suitable for
production use. The earlier mentioned parameters for the AOS configuration, in this
chapter, will be a handy reference to tweak the performance of an AOS.

In the next chapter, we will cover the process of not only the proper
recommendations for backing up a Dynamics AX environment, but also how to
maintain a Dynamics AX environment once it is up and running,.
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Backup and Maintenance

The previous chapters covered the process of setting up and running Dynamics AX
and its components. This chapter focuses on maintaining the integrity of Dynamics
AX throughout its life cycle.

Performing the relevant maintenance tasks ensures that Dynamics AX will function
at its best and minimizes potential issues that may occur with data inconsistencies.
Data errors become more difficult to resolve as data inconsistencies go unnoticed.
The best way to prevent data inconsistencies is to perform regular maintenance

tasks such as consistency checks and synchronizations. However, in worst case
scenarios, when such methods do not prevail, a database restoration may be the most
appropriate solution. In this chapter, we will cover the most common maintenance
tasks that should be performed on a regular basis, specifically the following;:

e Backing up a Dynamics AX database, the application files, Role Centers, and
Enterprise Portal

e Re-indexing

e Performing data consistency checks

e Synchronizing a Dynamics AX database

Backup

The simplest and quickest solution for many issues that may occur is recovery.
Therefore, having a backup and recovery plan for Dynamics AX is not only helpful
but necessary, as it is with any other system that houses critical data.
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Since Dynamics AX consists of multiple base and extended server components,
different components have specific backup requirements. The following sections will
cover the necessary components that must be backed up for best recovery. What the
following sections do not cover are the operating system recovery procedures. For
specific operating system backup and recovery procedures, please consult Windows
Server 2003 or 2008 documentation (http://technet .microsoft.com/en-us/
library/cc770266 (WS.10) .aspx).

s The following sections are only basic examples. More advanced
procedures, third-party applications, or hardware may be required,
depending on your setup and implementation.

SQL Server backup

Since all the data in Dynamics AX is stored in a database, it is essential to back up the
data on a regular basis. Perhaps you already have other databases that are backed up
during a SQL Server maintenance job. If so, you can easily add your Dynamics AX
database to your existing job. Otherwise, you can use the following process to create
a new SQL Server maintenance job that will automatically back up your Dynamics
AX database:

1. To back up the database, log in to the SQL Server that contains the Dynamics
AX database and go to Management | Maintenance Plans.

£ Microsoft SQL Server Management Studio

Fle Edit View Debug Took Whdon Community Help

P Newquery | [y iy iy 15 L |5 M S|
Connect~ 43 %6 m ¥ 7] &

=] B (ocal) (SQL Server 10,50,1600 - CORP\Adminstrator)
M 3 Databeses
B 3 Searity
[ [ Server Objects
M 3 Repication
B 3 Management
[ [ Data-tier Applcabions
B & Polcy Menagement
::] Data Collction
B ['5;] Resource Governor
Maintensnce Pians
SQL Server Logs

=loix|

=
Y=
1% patabase Mall
Distrbuted Transaction Coordnator
& [ Legacy
B 3h SQUServer Agent

Ready VA

2. Right-click on Maintenance Plans and click on Maintenance Plan Wizard
to create a new backup routine. (If you want to add a new database to the
backup plan, right-click on an existing maintenance plan (for example, DB
Backups) and click on Modify.)
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{7 Separate schedules for each tazk
& Single schedule for the entire plan or no schedule

Schedule:
INot zcheduled [On Demand)

Change... |

[FF Maintenance Plan Wizard [E=]
Select Plan Properties
How da pou want ta schedule your maintenance tasks? [ ~
Mame: IDynamics A
Description: Dynamics &% 2009 datahaze mairbenance plan ﬁ

Help | < Back | Mext » I

Firizt I Cancel I

4

ﬁ Job Schedule Properties - Dynamics AX

Mame: |Dynamics AR Jobzin Schedule

JS[=] E3

Schedule type: I Recuring

| ¥ Erabled

One-time oocurmence

B/ B/2010

Diate: Time: 524:36 A 33
Frequency
Occurs: Daily -
Recurs even: m dayls]
D aily frequency
& Deours once at: 2:00:00 Ab 3:
" Occurs BYEIY: 1 33 Ihour[s] 'I Starting at: |1 2:00:00 Abd Hﬁ
Ending at: I11:59:59 Phd Hﬁ
Duration
Start date: B/ B/2010 = " Enddate I B/ £/2010 'I
' No end date:
Summary
Description: Occurs even| day at 2:00:00 4M. 5 chedule will be used starting on B/6/2010. ;I
ak, I Cancel Help |

For the backup to automatically run during specific dates and times, you
will need to create a schedule. To create a schedule, click on the Change...
button in the Maintenance Plan Wizard to load the Job Schedule Properties
window. In the Job Schedule Properties window, specify the desired date
and time parameters for the job to occur automatically, and then click on OK.
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4. To proceed to the next step of the wizard, click on the Next button. In the
following step, select the appropriate maintenance tasks. There are several
tasks to select. For example, database integrity for checking if there are any
data or log errors, shrinking a database for when the log file gets too big,
or even rebuilding and updating the index to ensure optimal performance.
All are useful tasks; however, this example has Back Up Database (Full)
checked. Click on Next when completed.

EfMaintenam:e Plan Wizard Hi=l =

Select Maintenance Tasks
Which tasks should this plan perform?

Select one or more maintenance tazks:

[7] Check Databaze Integrity
7] Shrink Databaze

[] Reorganize Index

] Rebuild Index

[] Update Statistics

"] Clean Up Histary

7] Exec

ack
] Back
["] Back Up Databaze [Transaction Log)
7] Maintenance Cleanup Task

i) The Back Up Database [Full] tazk, allows you to specify the sounce databases, destination
files or tapes, and ovensite options for a full backup.

Help | < Back | Mest » I Einizh | Cancel |

4

5. The next step is to specify the order for maintenance tasks to execute. In
this example, there is only one task; therefore, the order does not matter. If
there was more than one task to select, then the order of the tasks could be
rearranged as desired.
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E]'Maintenance Plan Wizard

Select Maintenance Task Order
In which order should these tazks be performed?

I[=] B3

Sy

Select the order for the tasks to execute:

Back Up Database [Ful]

Move Up...

tdove Dawn...

files or tapes, and ovenwrite options for a full backup.

_y The Back Up Database [Full] task allows you to specify the source databazes, destination

Hebp | <Back |[ mewt> | ek

| Cancel |

4

The next step is the configuration of the maintenance task. In this example,
in the Define Back Up Database (Full) Task screen, select the database in
which you want to fully back up as well as specify additional parameters
such as backup medium, location, expiration, and schedule. Once all the

desired parameters are set, click on Next.

Backup component
' Databasg

I Maintenance Plan Wizard M=l E
Define Back Up Database (Full) Task
Configure the maintenance task [
Backup type: [Fur |
Database(s]

" Files and filagroups: |

I™ Backup set wil expire:

& pfter 14 3: s
 On B/20/2010 o
Backupto: & Djsk ¢ Tape

" Back up databases across one ar more files

' Create a backup file fop every database

" Createa sub-directary for each database

Femoye

Cortents
If backup files exist: Ir’iPF'E"“j j'

Sud

Folder: [DrBackun

| Verify backup integrity

Im Back up the tail of the log, and leave the database in the restoring state

Backup file extension: bak.

]

Set backup compression: [ se the defaul server setting

Schedule:

[Hat scheduled [On Demand) [hange:

|

Help cBack |[ mews | il |

Cancel |

4
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7.

8.

In the following step, specify the output method for the m
results and then click on the Next button for the final step.

aintenance plan

Select Report Options
Select options for zaving or distibuting a report of the maintenance plan
actions,

EfMaintenance Plan Wizard H=

(Y

v wiite a repart to a test file

Folder location: ID:\Data\MSSQL‘ID.MSSQLSEHVEH\MSSQL\LDQ |
[ E-mail report
To | |
Help | < Back | Mext » I Eimish 23] | Cancel |
A

In the final step, review the entire maintenance plan for approval, and once

you are satisfied, click on the Finish button.

ETMaintenance Plan Wizard

Complete the Wizard
Yerify the choices made in the wizard, and then click Fimish,

=1 E3

Click Finish to perfarm the fallowing actions:

[=]- Maintenance Plan Wizard

+| Create Maintenance Plan ‘Dynamics b
+]- Define Back Up Database [Full] Task
- Selected reporting optiohs

Help | < Back | Hest > | FEinish I Cancel |

4

There are more advanced methods that can be used as well as additional settings
that can also be tweaked, such as doing a full or differential backup to save space.
Nonetheless, the earlier mentioned steps are a simple and straightforward way to
ensure that your Dynamics AX database will be backed up automatically. Keep in
mind that backup processes may be different using third-party backup software or
hardware. In that case, you must consult the normal process of backing up

a database.

[312]


http:///

Chapter 12

Application file backup

Since the application file directory contains critical application code such as object
customizations and the label files, it must be periodically backed up. Therefore, a
backup plan should be in place. Because there are many methods and applications
for file backup, this section will not cover the specific methods or applications.
Instead, we will back up the application files for each appropriate AOS. For example,
$Program Files%\Microsoft Dynamics AX\50\Application\Appl\AX593, is the
directory for the application files of the 2x593 AOS. The application file directory
location is stored in the Application file location setting in the Microsoft Dynamics
AX Server Configuration Utility. To access the setting, perform the following steps:

1. In Windows, go to Administrative Tools and open the Microsoft Dynamics
AX Server Configuration Utility.

Ak Microsoft Dynamics AX Server Configuration Utility ) P ] B |

Application Object Server Instance: IUI—(AXSQS) j

Manage 3 |

Configuration:

Application Chjeck Server | Database Connection I Database Tuming I Tracing I Petformance

— Setkings

Application File location: IC:'l,Program Files\Micrasoft Dynamics A¥500Application

Alcernate bin directory: IC:'l,Program Files\Microsoft Dynamics Ax\5005erver| AX59316in,

Application instance IAXS‘BS j

Configuration command to run I
at kernel startup:

TCP/IP port: I2?12

i Allow clients ko connect ko prinkers on this server

™ Enable breakpaints to debug %++ code running on Ehis server
" Enable global breakpoints to debug ¥++ code running in batch jobs

™ Far all 405 instances on this computer, automatically send reparts about fatal errars to Microsaft

[o]4 Cancel Al Help
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2. Select the appropriate Application Object Server Instance as well as the
Configuration from the drop-down menu.

Afi Microsoft Dynamics AX Server Configuration Utility i P ] 5
Application Object Server Instance: IDI-(AXSQS)
Configuration:
Application Object Server |Database Connection I Database Tuning I Tracing I Performance
[ Settings
N,
Application file location: IC:'I.Program FilesiMicrosoft Dynamics Ax\504application =i
o,
Alternate bin directory: IC:'l,Program FilesiMicrosoft Dynamics Ax1500ServeriAx5336in} =
Application instance IAXSQS j
Configuration command ko run I
ak kernel startup:
TCPIIP port: |2?12
| | Allow clients to connect to printers on this server
™ Enable breakpoints to debug ¥++ code running on this server
[ Enable global breakpoints to debug ¥++ code running in batch jobs
™ For all 405 instances an this computer, automatically send reports about Fatal errors to Microsoft
OF I Cancel | Apply | Help |

3. Verify that the Application instance setting is correct. If not, select the
appropriate instance from the drop-down menu. Typically, the Application
Object Server Instance setting should match with the Application
instance setting.

A Microsoft Dynamics AX Server Configuration Utility i Y ] 5|
Application Object Server Instance: IDI-(AXSQS) j
Configuration:
Application Object Server |Database Connection I Database Tuning I Tracing I Petformance
[ Settings
T
Application file location: IC:'I.Program FilesiMicrosoft Dynamics AxX\S0Application =i
o,
Alternate bin directary: IC:'l,Program FilesiMicrosoft Dynamics AxX15015erver|AX593Ein) =
Application instance | IAXSQS j |
Configuration command ko run I
at kernel startup:
TCRIP port: |2?12
| | Allow clients o connect to printers on this server
™ Enable breakpoints ko debug X++ code running on this server
™ Enable global breakpoints to debug ¥++ code running in batch jobs
™ For all 405 instances on this computer, automatically send reports about Fatal errors to Microsoft
OF | Cancel Al Help
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4. The application file base location is C:\ Program Files\ Microsoft Dynamics
AX\ 50\ Application. Yet the actual application file directory for the AX593
AOQOS is a combination of both the Application file location setting and the
Application instance setting. Thus, the location is C:\ Program Files\ Microsoft
Dynamics AX\ 50\ Application\ AX593. If you navigate to this directory in
Windows Explorer, you will see all the application files and label files.

The earlier mentioned steps provided the method of locating the correct location

to back up an application file directory for a specific environment. You can simply
back up the application file base location and thus back up all the encompassing
sub directories, without discriminating which environments would be backed up.
However, consider that each environment may have different backup requirements
or the requirements may change through an implementation. Therefore, backing up
each directory individually would make sense.

Role Centers and Enterprise Portal backup

The content files for Role Centers and the Enterprise Portal should also be backed

up. Typically, these files are ASP.NET files; however, depending on customizations,
these files may also be JavaScript files. There is really no specific limitation as to what
files should be backed up for the Role Centers and Enterprise Portal, therefore, the
entire content directory should be backed up. The content directory for Enterprise
Portal specific pages are stored in $¥Program Files%\Common Files\Microsoft
Shared\Web Server Extensions\12\TEMPLATE\LAYOUTS \ep. Therefore, this
directory should be part of a file backup routine.

Since the Enterprise Portal relies on SharePoint Server, it is also important to back up
the SharePoint data and application files. For information regarding how to back up
SharePoint, refer to the following documentation: http: //office.microsoft.com/
en-us/sharepoint-designer-help/back-up-restore-or-move-a-sharepoint-
site-HA010069939.aspx.

The Enterprise Portal content files are contained in Dynamics AX as
Managed Content web objects. However, if recovering the complete Role
Center and Enterprise Portal installation, the Enterprise Portal content
files will be overwritten by default, unless otherwise specified during the
installation. To prevent the overwrite of the content files, uncheck the
Create Web Site option during the installation.
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Re-indexing

As tables increase in size, the time to traverse the data also increases. In a
properly indexed table, the performance impact is proportional to the amount of
data. However, if a table is not indexed or has not been indexed for some time,
performance can be significantly hampered. Now we will cover the process of
re-indexing tables in Dynamics AX:

1. InDynamics AX, go to Administration | Periodic | SQL Administration |
Re-index.

B 0L administration (1)

-5y Ll Table actions PI

-5 allindexes
Index actions >|

Generate SOL scripks PI

2. Select a table in the All tables node or an index in the All indexes node to
re-index. If you want to re-index all tables, then select the All tables node.
If you want to re-index all indexes, then select the All indexes node. When
selected, click on the button Index actions | Reindex.

m SOL administration {1) =]

-3 Al kables Table actions >|
-5 Allindexes - -
Generake SGL scripks Dl

Re-indexing every table or index in Dynamics AX can take a while and consumes a
lot of processing resources, thus making a system incapable of performing normal
business tasks. Therefore, it is recommended that you perform this during off-
peak hours. It is also beneficial to routinely re-index tables throughout the year or
whenever table record counts significantly increase. This will help to ensure that
Dynamics AX will operate at its best performance, especially when retrieving and
viewing records.
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Consistency check

Now that the process of backing up data and other critical files in Dynamics AX has
been covered, the next approach is to ensure that the data is set up and operating at
optimal efficiency. A consistency check can be run to ensure that data is consistent,
valid, and structured correctly with the data model. For example, the consistency
check tool will determine instances such as, when field data is incorrect or if field
data does not exist in supported tables. If possible, the consistency check tool may
also automatically fix errors; however, it is recommended that errors are fixed
manually to ensure that the proper fix is applied. The consistency check tool can run
across all modules or on individual modules. The following steps outline the process
of running a consistency check in a Dynamics AX environment:

1. Open the Consistency check form in Basic | Periodic | Consistency check.

m Consistency check (1) =]
General I Batch |
Maodule: Im j

CheckfFix: ICheck 'l
Fram date: I =
-+ General ledger

;I Djalog |
[ Bank
[+ Sales order J Execute |

[+ Cuskomer

v Purchase order

b+ Wendar

t-[+ Inventory management

H-[+ Warehouse management

f-[+ Bills of makerials

H-[+ Routes

[+ Work centers

[ Production orders

[+ Shop Flaor Cortral LI

frs B M B B

Consistency check and correction of all modules in the system

(o8 | Cancel
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2. Select the module and specify any additional parameters, such as the date on

which errors should be checked from as well as, specifying the consistency
check tool to only check or fix the errors. Additionally, a query can be
specified when applying the consistency check on a table by clicking on the
Dialog button. Click on the OK button to run the consistency check. Once
completed, the infolog will load with results of the consistency check.

B 1nfolog (1) H=E3
Read the warning messages and take suitable ackion, '
-
4 Customer i’
=8 _J,J Relation kables

B 2l Mumber of errors found: O

B- __,J Bill of exchange

P E'frJ Murnber of errors found: 0

E| ) Table Customers

; El JJ Cuskomer account: 3001, Contoso Retail San Diege

----- EL\ The walue '090" in field 'Operating Unit' is not fo

E| __,J Cuskomer account: 3002, Conkoso Retail Seatte

----- EL": The walue '090" in field 'Operating Unit' is not fo

= JJ Customer account: 3003, Contoso Retail Los .D.ng_elj
4

InFormnation

Clear |

Performing a consistency check is an excellent method to validate data within
Dynamics AX. This is useful to run during the initial stages of an implementation,

especially after data imports, as data may not always be formatted correctly when
imported into Dynamics AX.
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Database synchronization

Whenever the object data model in Dynamics AX is modified, database
synchronization is required. In Dynamics AX, this typically occurs automatically.
However, at times it does not and at times there may be a need to manually
synchronize the data model from Dynamics AX tables, fields, base enums, and
extended data types, with the database. For example, if extended data types, base
enumerators, tables, or field information is changed in Dynamics AX, the SQL
database tables must be updated to be in sync. This may occur when the licensing
schema changes in an environment or a modification is made. It is recommended to
run this tool often to ensure that the data model in Dynamics AX is in sync with SQL.
The following steps describe this process:

1. To synchronize Dynamics AX against SQL tables, run the SQL
administration tool in Administration | Periodic | SQL administration.

B oL administration (1) =] E3
-7 S

&5 Allindsxes

Tahble actions Pl

Inde:: actions Pl

Generate SOL scripks Pl

2. Click on the Table actions button and click on Check/Synchronize to check
if the Dynamics AX data model is in sync with SQL tables.

ﬁsvfnchronize database {1} [x]
Overview IErrors I ‘Warnings I Info I Prink

€3 FErrors: 0 Expart DOL I

I Warnings: 0
i Info: 27 Cancel |
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3. Then, pay special attention to any errors and warnings as they can signify
data inconsistency and possible data loss. Information messages are not
a concern since they do not affect data integrity or structure. If errors or
warnings do exist, they must be fixed. Typically, running the synchronization
fixes these issues. Since synchronization may delete fields in SQL tables, data
may also be lost. Therefore, before performing synchronization, back up the
Dynamics AX database in SQL. Once the database is backed up, click on the
Continue button to synchronize the database.

MSynchronize database (1) |

Overview lErrors I Wamingsl Info I Print

€ Errors: 0 Al
Warnings: 0
A =

i, Info: 27 Cancel

In some instances, manual intervention may be required. For example,
in common cases when tables need to be re-indexed, you would browse
the tables in SQL Management Studio and delete the deprecated indexes.
Once complete, run the synchronization utility again.

4. If you are successful, there will be no message. However, if the
synchronization fails or encounters errors, an Infolog window will appear
with the errors. This may require manual intervention such as going into
SQL Server and modifying the data manually.

Performing a synchronization is a straightforward approach to ensuring that the
underlying database is in sync with the data model in Dynamics AX. It should be
noted that the synchronization is one way. Any differences in the database that do
not exist in Dynamics AX, will be overwritten by the data model in Dynamics AX.
Having said this, it is also a good idea to back up a database before performing a
synchronization.
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Summary

This chapter focused on the common processes of backing up and maintaining
Dynamics AX on a regular basis. However, depending on the hardware setup, more
advanced techniques may be utilized.

Regular maintenance of a system allows many benefits and should be adopted as a
common practice for a Dynamics AX implementation. This will ensure that not only
is the system working as efficiently as possible, but will also validate data during

a consistency check. The best method of prevention is early detection. Therefore,
detecting errors before they turn into issues will save time and money.

In the Appendix, we will cover additional topics on Dynamics AX administration
and configuration that did not fit in other chapters, yet are still relevant to know and
understand for a Dynamics AX implementation.
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Appendix A contains a combination of miscellaneous topics regarding the base
server components of Dynamics AX that are beneficial for you to know for an
implementation. Appendix A may also contain additional settings, configuration
options, or troubleshooting techniques that extend content already explained in the
previous chapters. We will cover topics such as:

e Setting up Global Search
e Creating a batch job
e Managing batch jobs

e Common troubleshooting techniques

Setting up Global Search

Global Search is a feature in Dynamics AX that allows the search capabilities across
any specified table and field with the simplicity that resembles Internet search
engines. Global Search not only works within Dynamics AX but in the Enterprise
Portal as well, with no extra setup required. When you search for item names,
customers, or any other field, the search query will return one or more links to
forms or pages (if in the Enterprise Portal) that display the record for easy and quick
editing.

Additionally, as with the most common internet search engines, you can search
using quotes for literal matches or use Boolean operators such as AND or OR to
further manipulate search queries.
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To set up the Global Search feature in Dynamics AX 2009 we must set up the Data

Crawler using the following steps:

1. Go to Basic | Setup | Data Crawler and open the Table setup form.

File Edit Tools Command Help

DHX =mARF | TEFPT(lessapeapPAa| @]

mTable setup {1 - ceu) _ (O] x| I

Dverview | Text index I

|Unique name of table, | ’E IE ’E|

8 8 4

2. Select the table in which to modify which fields to search as well as
additional options. To add a table to the data crawler for search capabilities,
simply create a new record. Checking the Incremental field allows the
indexing to be incremental, which is faster than recreating the search index.
However, the table must have a modified data field available. If Incremental
is selected, you cannot unselect it; rather, you must delete the line and set up
the table for search from scratch. Once a table is selected, click on the Text

index tab.

mTahle setup (1 - ceu)
File Edit Tools Command Help

DHX|®mAR|7TEPT|eaadar e i ia| @]

Overview  Textindex I

Update date: |3,l'1 1/2010 Update kime: |03:41:13 an

[Selected Fislds N

‘ﬁltem name Description "EABC-code carrying cosk Item's ABC-coc &

‘jltem number  Identify ite "EABC-code margin Item's ABC-coc

“HSearch name Find Fast n. EHABC-code revenue Item's ABC-coc

i| d Item's ABC-coc

“[additional units Cuankity of ad

Ll S5 Aleernative item number Alternative inw

"E.erival Manually enter

i‘ "E.ﬂ.rrival handling time Time used ko al

il ;E.ﬁ.utocreate combinations Autocreate alli

;Enutogenerated Generated iter

"'ﬁ.ﬂuto-report as finished Ackivate autor
- 3 3 -

. _>| = 3 fuknskart confjoneakion fnikastark of o

|Enab|e generation ... | A 8972 unread notifications W ’E ’El

28 4
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3. Select one or more fields from the right side that you want to be searchable
by bringing them over to the left side.

4. Now that the fields to be searched have been selected, the next step is to
imitate the data crawler to activate the global search capabilities. To do this,
go to Basic | Data Crawler | Data Crawler.

mData crawler setup (1) H=] 3

File Edit Tools Command Help
I X ®mOQR | TEPT|eaadRd 9 i o]

Owerview | Crawler I

|Status of the process, | IE| =5 8 4

5. If steps 1 through 3 were performed correctly, a data crawler will
automatically be set up but not activated for the company account that the
table setup was performed in. To modify the default settings and start the
data crawler, select the data crawler for the current company account and go
to the Crawler tab.

BMipata crawler setup (1) = =
File Edit Toaols Command Help
I X =4 & | L AALE RRE X oW N-]

Crverview  Crawler |

Status: Skart crawler |

Run in background: v

Recreate Index: [

Crawler settings

Start crawler aukomatically:

Crawler speed: I.ﬁ.utn j
Stopped
[status of the process, IE| B8 4
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6. Inthe Crawler tab, various settings are available. If Recreate Index is
marked, then the entire index for the table fields in the Table setup form will
be recreated. Additionally, the Crawler speed may be modified. The faster
the crawler speed, the more processing resources are consumed. If Auto is
selected, only an acceptable amount of resources will be used depending on
the user load. To start the data crawler automatically once the first user logs
into the environment, mark the Start crawler automatically checkbox.

7. Once the appropriate settings are set, you can go ahead and start the data
crawler. To start the data crawler, simply click on the Start crawler button.
The effect may not be instantaneous and may take several minutes to initiate.

Creating a batch job

Automated batch jobs can be created and set up for virtually every Periodic form.
Before creating a batch job, verify that the batch server is setup and running. As an
example of setting up a batch job, we will create one for the Notification clean-up
form in the Administration module.

The event inbox is where alerts are stored. In some instances, this table can be full

of unnecessary and old alerts, which can cause issues on the Unified Work list Web
part on the Enterprise Portal. This form will delete notifications from alerts based on
filters specified in a Dynamics AX query.

The following steps outline the process of setting up a batch job for the Notification
clean-up form, which can be adapted to any form capable of running as a batch (a
form with a Batch tab):

1. Open the Notification clean-up form found in Administration | Periodic |
Notification clean-up.

B Notification clean-up (1)

General ]Batl:h i
Solct
Deleted alert: Ili
Alert created date and time: |
User ID: Ii
Company: l—
Source: Ii

Shows the selected ranges and their values,
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2. Click on the Select button to create a Dynamics AX query with
appropriate filters.

Bl EventalertCleanup (1 - ceu)

Select query: [query used =] ety r|
- Structure
T Table

] Alerts - Event inbox

=

ange | sorting |

Table Field Criteria Add I
| =] Rlerts - Event inbox | Deleted alert I
Alerts - Event inbox | Alert crested date and time

Blerts - Event inbox | User ID

Blerts - Event inbox | Company

mest | [ ok | concel |

3. If necessary, you can add additional filters by clicking on the Add button. If
nothing is specified, every record will be selected since there is no filter. In
this example, we will be deleting all Workflow events. Select the Source line
and click on the Criteria cell, a lookup button will appear in which you can
select Workflow. Click on the OK button to apply the changes.

B eventalertCleanup (1 - ceu) !E ﬂ
Select query: [Query used = odfy. b
~ Structure

T Table

] Alerts - Event inbox

Range | sorting |

|| Table Field Criteria Add I

|| Alerts - Event inbox | Deleted alert I
Alerts - Event inbox | Alert created date and bime Retmov

Alerks - Event inbox | User 1D
Alerts - Event inbox | Company
Alerts - Event inbox  Source Workflow| ;I

Reset | [ ok | cancel
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4. Now we are back in the General tab of the Notification clean-up form.
Workflow is now listed as the source. Click on the Batch tab to create an
automated batch job to reoccur on a specific date and time.

]|

B notification clean-up (1)

General I Identification Recurrence |

Caption: | Matification clean-up
Alerts
Batch group: vI

Private: r

Start date: 6/29/2010 (09:27:11 am) (GMT-08:00) Pacific Time (US Canada)

ITI Cancel [

Run job as batch job?

5. Select a Batch group from the drop-down list. To create a new batch group,
simply create one in the Administration | Setup | Batch group form. In the
Identification group, if the Private checkbox is marked, that means only the
current user can run the batch job. Mark the Batch processing checkbox to
enable batch processing. The Recurrence button is where you can specify
when the batch job should run automatically and how many times. The
Alerts button is where you can specify the method of alerting based on the
batch job’s events. Once the settings have been updated, click on the OK

button to submit the batch job.

mHntiﬁ:atiun clean-up (1) M= B I
General Batch |
m—— Identification Recurrence |
Batch processing: [ Caption: | Matification clean-up i
Batch group: lnlert—ll 4
Private: I
Start date: 7/2/2010 (11:46:23 pm) (GMT-08:00) Pacific Time (US Canada)

ITI Cancel

(Group that the task is attached to
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Managing batch jobs

Whether you desire to delete, modify, or troubleshoot a batch job, it all comes down
to using the batch job management forms. The following section describes each form
and their common uses. The forms to manage batch jobs are all located in the Basic
module. Although the Administration module contains batch job forms, they are
only related to the setup and not the actual management of individual jobs.

View current batch jobs

The Batch job form, found in Basic | Inquiries | Batch job, allows you to view the
current status of a batch job. This form also allows you to view specific details such
as the current task that the batch job is running or to modify the current state of a
batch job.

B atahh ok (1) - Sy s rigslinsre Wk Mow Mo age presovins e Wil hbvoded
B [ [wh Goeeand e
JEdX | m iR |TTET Bad bBa 4 |
Drvnviess | Genersl | Vi Lk
. e e Froia o Botch o hestory
I e w20 12 —
Wthokl | ‘Workfos e dete sepretions | SEIRN0 L2P00:00) am 1200700 0w 00
Exnuerg | Dnpkess workflow bamration | T240 115 T g Tz i | 120000 | 100,00 L]
| | ez
|
l _w
I [ [ I
| I | a
Curvenk s of the bateh b )

You will also notice that the Recurrence and Alerts buttons are available, similar to
forms that are enabled for batch job processing. This is where you can modify and
override the recurrence and alert settings that were originally specified when the
batch jobs were created.
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Additionally, the Log button provides a detailed log of the batch job in the Infolog;
however, this feature does not provide the best view of the batch job history.
Therefore, to view a detail of a batch job’s history, select a batch job and click on the
Batch job history instead. This form can also be loaded from Basic | Inquiries |
Batch job history.

e banks
. Delete

SEIT IR (Ended | Employes workfiow bermination LEfef0rs o0 en | DT L e paryh L
|| seariesazs |Ended | Employes workfiow temmnstion | 12042009 om0mian | 12009 pemansss [pah

SEITI4EITE [Ended | Emploven workfiow bermingtion | L2Fef00  (R0S:ZZem | GMEAGY (R0GiBen | pnb
|| 63196328 |Ended | Emploves workfiowtermnstion | 12/4/2009  om:0fiam | 12M[009  o8dkifam | payh

CEITIEEIDE (Ended | Empheyes warkliow bermination (Fd il s i) [0 ZSam | D2MAJ2000 DE:10: LB 4 s
|| stariseann |Ended | Erployse workfiow terminstion | 1242008 @ilzben | 13z oRazilas | pob
. TEITI4E3ITE (Ended | Empleyes workfiow berrination LEF4T2005 [=lZ8am | D204/2009 DE:14: 1B & pary
|| 5637184029 |Ended | Empkoyen workfiow bermination | 12/4[2009 O:15:29 am | 127472000 DEclg: 1B e | pab
| SEITI4E323 (Ended | Empleyes workfiow berminstion LZF412003 [e3: L7030 & B2j4f2009 D182 LA s paryh
| sea7iesacn [Ended |Erployenwerkfiow termiewticn | 12109 OiR3Ien | 1ZMREO 0BamiBam  |pnb
|| ST |Endsd | Employes workfiow bermanation LEF4f200s 02Xz am | 12M/2009 D2 LA s paryh
|| seariesnzn |Emw | Employen waurkfiow termination | 12/4/2009 mgn:sam | 12y oezeiges | pavd _F:J
L) L3

[Becord i For the batch job ] e[l 3

Depending on the batch job, the history of a batch job can accumulate relatively
quickly and generate a large amount of log data. Perhaps, it is only necessary to log
errors. To modify a batch job’s log verbose level, simply select a batch job from the
Batch job form and click on the General tab.
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At st duepmes | FTHE000 ThrsBz o o Fumes o
End el f [ L] .|
Crmaed doe e e [E e
Creatad by
Carsried by [
PR

et wihich bach s st wll bt v ik Bt Pestory wr (a3
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Common troubleshooting techniques

The following section contains common techniques for troubleshooting issues in
Dynamics AX. These techniques are beneficial to know and may come in handy
during or after the implementation of Dynamics AX. Such techniques that will be
covered are as follows:

e  When application modifications are not appearing
e How to troubleshoot AOS starting issues

When application modifications are not
appearing

At times, the application modifications may not appear. The most common reason is
that modifications were recently imported while users were logged into Dynamics
AX. Typically, this happens if a user’s session was open when modifications were
imported. Every time a user is logged into Dynamics AX, objects will come from

the Application Object Dictionary (AOD). Objects such as forms that are opened,

are cached to the AOD for more rapid access. Because of this, any updates to these
forms will not be updated until a user logs out and then back into their Dynamics AX
session. Fortunately, there is a method to force the update of the application objects.
The following steps outline this process:

1. Go to the Microsoft Dynamics AX menu found in the top-left corner of
Microsoft Dynamics AX 2009 client.

2. Go to Microsoft Dynamics AX menu | Tools | Application Objects |
Refresh AOD. Depending on the permission levels, this interface may or
may not be available.
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3. Allow the refresh process to run. The time may vary; however, this is
typically a quick process. The following Infolog message will be displayed
once successfully completed:

I 1nfolog {1} H=]
The Following messages are just Far your information and o
dao mat require vaou ko kake any actian, _!-r)

< Message (09:26:43 pm)

----- E‘jr‘ AOD Elements have been refreshed

Information

Clear |

Another method for refreshing application objects is to force the rebuilding of the
Application Object Index (axapd.aoi) file. This file is used by the kernel to index
every object in Dynamics AX. It is automatically generated by the AOS, especially
when an AOS is started for the very first time. To force the rebuild of the axapd.aoi
file, follow these steps:

1. Shutdown the AOS.

2. Inthe AOS’s Application File directory, delete the axapd.aoi file.

3. Start the AOS.

How to troubleshoot AOS starting issues

If an AOS does not start, verify that the server settings are properly setup. The
best way to diagnose why an AOS does not start is to view the event log for any
suspicious errors. The following troubleshooting steps will help you to determine
why an AOS is not starting.

e Open the Windows Event Log and check if there are any suspicious errors.
Any errors may indicate the precise issue.
e Verify that the server settings are properly set up, especially the following:
°  Application File location
°  Database server

°  Dedicated port number
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Appendix B contains a combination of miscellaneous topics regarding the extended
server components of Dynamics AX that are beneficial for you to know for an
implementation. Appendix B may also contain additional settings, configuration
options, or troubleshooting techniques that extend content already explained in the
previous chapters. We will cover topics such as:

Enterprise Portal tips
Common troubleshooting techniques
Modifying Component Services Properties in Windows Server 2008 R2

How to install Analysis Extensions on SQL Server Analysis Services 2008
and 2008 R2

How to automatically process SQL Server Analysis Services Cubes

Setting up the Enterprise Portal in SharePoint 2010

Enterprise Portal tips

The following section contains additional methods and techniques for setting up and
configuring the Enterprise Portal.


http:///

Appendix B

Multiple instances of an Enterprise Portal in a
web server

When there are multiple Dynamics AX environments set up, it would be convenient
and sensible to also have a separate Enterprise Portal site for each environment. By
default, this is not possible. Fortunately, with some minor modifications, you can
achieve this. Prior knowledge on how to install and setup a single Enterprise Portal
site is required. The following steps provide the process for setting up multiple
Enterprise Portal environments on the same server. Each step must be repeated for
each individual Enterprise Portal site.

1. Open the web.config file for the Enterprise Portal site in a text editor, such
as Notepad. This is found in the root folder of the Enterprise Portal site.

2. After the <configSections> tag, add the following text:

<sectionGroup name="Microsoft.Dynamics">

<section name="Session" type="System.Configuration.
SingleTagSectionHandler, System, Version=1.0.5000.0, Culture=neutr
al,PublicKeyToken=b77a5c561934e089" />

</sectionGroup>

3. After the </system.web> tag, add the following text and replace the
Configuration tag's location to point to the appropriate AOS client
configuration file location. This configuration file will be used to determine
what AOS to connect to:

<Microsoft.Dynamics>

<Session Timeout="15" Configuration="C:\ConfigFiles\DEV_AOS_
Config.axc" />
</Microsoft.Dynamics>

4. Restart the Internet Information Services (IIS) web server by running iisreset
in the Windows Command Prompt to apply the changes.

Common troubleshooting techniques

The following section contains common techniques for troubleshooting issues in
Dynamics AX. These techniques are beneficial to know and may come in handy
during or after an implementation of Dynamics AX. Such techniques that will be
covered are as follows:

e Unable to install components when there are multiple environments

e Troubleshooting techniques for Enterprise Portal issues

[334]


http:///

Appendix B

Unable to install components when there are
multiple environments

If you are trying to install multiple Dynamics AX server bases or extended
components (for example, for multiple AOSes or Enterprise Portal websites) and

are unable to install the components to the desired server, simply verify that the
Business Connector is pointing to the correct AOS for the components to be installed
in the Microsoft Dynamics AX 2009 Client Configuration utility.

Troubleshooting techniques for Enterprise
Portal issues

If the Enterprise Portal is installed but does not start, try restarting IIS by running
iisreset in the Windows Command Prompt. Although simple, restarting the IIS
web server service typically resolves most issues. Otherwise, you can try the
following instead:

e On the web server, verify that the business connector configuration is
pointing to the correct AOS in either the Microsoft Dynamics AX 2009 Client
Configuration or in the web.config file.

e Verify that an Enterprise Portal site exists for the Dynamics AX environment
in the Administration | Setup | Internet | Enterprise Portal | Web sites
form.

° If the site exists but is not listed in the form, manually add it.

°  If the site does not exist at all, proceed to follow the appropriate setup
process for installing the Enterprise Portal.
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Modifying Component Services
properties in Windows Server 2008 R2

In Windows Server 2003 and Windows Server 2008, changing the properties of
objects, such as DCOM Config objects, is a very straightforward process for an
Administrator to accomplish. However, in Windows Server 2008 R2, even an
Administrator cannot modify these settings. Fields remain read-only, as shown in the
following example of the IIS WAMREG admin Service Properties:

IIS WAMREG admin Service Properties ﬂll

" General | Location Security IEndpointsI Ident'ﬂ'yl

i~ Launch and Activation Permissions

€ Use Default

" Customize Edit... |

Access Pemissions

sz Detault

{7 Cugtomize Exdit...

i

r~Configuration Permissions

L= Default

" Customize Edit... |

This can be confusing when performing the setup and configuration of Kerberos
Authentication for IIS on a Windows Server 2008 R2 environment, as explained in
Chapter 5, Setting Up Kerberos Authentication. Fortunately, there is a method to restore
the same functionality that existed in the previous versions of Windows Server. This
method is explained in the following steps for the IIS WAMREG admin Service
whose GUID is {61738644-F196-11D0-9953-00C04FD919C1}:
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»  Modifying the Windows Registry is risky and can damage your

% server. Be sure to make a backup of your Windows Registry before

performing any modifications.

1. Open the Windows Registry editor by going to Start | Run and

running regedit.

£ Registry Editor

VA

2. Navigate to HKEY_CLASSES_ROOT\AppID\|61738644-F196-11D0-9953-

00C04FD919C1}.

ol
fle Edt Vew Favorites Hep
| (6009002165304 = [ Name | Type | Data !
k ab) Default) REG_SZ 11S WAMREG admin Service
b (62950FD-35EE-1: | 24 authentcatorievel REG_DWORD Ox00000006 (5)
b (6BCCEE-SA454. | 2 sunchPermission  REG_BINARY 0100 0450 58 00 00 00 72 00 00 00 00 00 00 00 140...
b (63453438 004 4! | ), ocnservice REG_S2 TISADMIN

) (6XE6027426A4
| (642eF3d6-48a5-47
) {653C51484DCE 4
L. (6571500 00F8-

). (6f33340d-6001-47
). (6f5bada7-9dSe 45
b {7007ACC5-32021
b {(007ACD1-3202-1
b (718804CS-557747
L (72a7994a-30924
b UETBEEAN

) {7E7M%EA-DII4E
: ks ﬂ_l

[Computer HKEY_CLASSES_ROOT\ADDID (6 1738644-F 196-1100-9953-00CO4FD919C 1}
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3. Right click on {61738644-F196-11D0-9953-00C04FD919C1} and click on
Permissions....

o (=

J. (B0a50a2f-G55d-42aF5929-Geic & |n.-5 | Type Dats

REG_SZ 5 WAMREG admir Servios
evel REG_DWORD D000 (5)
REG_BENARY 0100 04 50 68 03 00 00 78 50 0 00 50 60 0050 140...
REG_SZ OSADMIN

Esp ol

K OF20-3EE-11D 18705
e * Mew

b {6IBECCBE-SAAS-43TIECH
L (B3AS3AIE-00F 4598 £05)
ki {63CEEDI7-426A-41F9-ES)
|, (BA2efds S8 5-4750-9 15
| (B53C5148-DCE -4 5-5CFT
L (EET1503D-DOFE 058 BEC:
| [Beealfs-001a-4073-0456-
|, (BEADSARE-S IBE 4750852
|, (BSFSCE2S-20E0-E 1-AREF
| {58 1DE3E-000C 4083 BER0-4 700!
. {58 IDEREY-DFB 14008 -SOSA-89CA
b {BdZH50M9-2f0b-48dd-ab -9 Tcacs
| {BdaffRal-TH0d- 11d4-bf42-0000d0
| {BABFBAE-TI04-1144-5F42-006040
|i {BOSATAS0-DOCA-414E-B43E DFBC
|, {BEBBFCEC-BT21-4D10-5371-5DEEI
L. (6333400 A0 14738 TS dedide
L. {6 ThadET -5 5e 4551 b 3- 395740
L {F007ACCS-3202-1101-AAD2 00E0
L. {7007ACD1-3202- 11D 1-AAD2 D050
|, {71B304CE-5577-47 ID-BFES-CAA4!
L. {T2ATII4A-305 240 54-BEEE -DAFFE
| {TEIITE-4EEA-4 104835514257

|y (TIETREA-SDY 3B BEB0-99575 _
o T ,m_],J

|Computer \KEY_CLASSES_ROOT\ADDID\(6 1738644-F 196-1100-0053-00CH4FDA19C 1} !

4. In the Permissions window for {61738644-F196-11D0-9953-00C04FD919C1},
select the Administrators group and click on the Advanced button.

P Advanced Security Settings for {61738644-F196-11D0-9953-00C04FD919C1} x|

Pemmissions | Audting | Owner | Effective Permissions |

To view or edit detads for 8 pemission entry, select the entry and then click Bdt.

|_Name
SYSTEM

| Inherted From | fopty To
<ot inherted >

Users (CORP\Users) Read <niot inhented:>

Trusted instalier Ful Control <nct inhesited:»

™ Inchuide inhentable pemissions from this object's panent
™ Replace al chid object pemissions with inhertable pemissions from this object

Macac e

I OK I Cancel Bnply
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5.

In the Advanced Security Settings window, select the Administrators group

permission and go to the Owner tab.

I} Advanced Security Settings for {61738644-F196-11D0-9953-00C04FD919C1} =l

 Permissions | Audting Owner | Efective Pemissions |

You can take or assign ownership of this obsect f you have the required pemissions or privileges.

Cument owner:
|Administrator

Change gwner to:
2, Agminisirater |
52, Administrators [CORF\Administrators)

Other wsers or groups._. |

[~ Beplace owner on subcontainers and objects
pout chisct :

6. Select each owner listed in the Change owner to section, and click on the
Apply button. This ensures that the security settings are appropriately set
for the Administrator to perform administrative functions. When complete,
click on the OK button to return to the original Permissions window for

{61738644-F196-11D0-9953-00C04FD919C1}.

B Advanced Security Settings for {61738644-F196-1100-9953-00C04FD919C1F ) =]

Pamissons | Audang Owner | Efecte Pamsssons |

You can take or assign ownership of this object § you have the required penmissions or pivileges.

Cument owner:

[dministrators (CORP'Administrators)

I OK I Cancel Anply
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7. In the Permission for {61738644-F196-11D0-9953-00C04FD919C1} window,
select the Administrators group and mark Allow for Full Control

permissions and then click on OK.

. Permissions for {61738644-F196-11D0-99

Security I

Group or user names:
K2, SYSTEM

= % Administrators (1
2, Users (CORP\Users)
52, Trustedlnstaller

"Administrators)

Add
Permissions for Administrators Allow Deny
Full Control O
Read O
O O

Special pemissions

For special pemissions or advanced settings, e |

click Advanced.

Leam about access control and permissions
ok | cameel | e

8. After performing these steps, reopen DCOM Config and go to the Security
tab of the IIS WAMREG admin Service to modify the security settings.

IS WAMREG admin Service Properties 21x]

.Genemll Location Securty |Endpoirrts| Ident'rtyl

15

rLaunch and Activation P

" Use Default
Edit... |

~Access Permissions

' Use Default
Edit... |

" Customize
r— Configuration P s

" Use Default

' Customize Edi... |

Leam more about setting these properties.
QK I Cancel Lpply
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How to install Analysis Extensions on
SQL Server Analysis Services 2008 and
2008 R2

The Dynamics AX 2009 installation program was designed to only install Analysis
Extensions if SQL Server Analysis Services 2005 with SP2 is installed despite the fact
that Analysis Extensions can work on SQL Server 2008 or SQL Server 2008 R2. To
install Analysis Extensions on SQL Analysis Services 2008 or 2008 R2, you must first
install it on SQL Analysis Services 2005. For example, you can temporarily install
SQL Server Analysis Services 2005 on a test system. The entire process is outlined

as follows:

1. Open SQL Server Management Studio.

2. Login to an Analysis Services 2005 database that already has Analysis
Extensions installed.

l-.,‘cMncrnsnll S{L Server Management Studio =10 x|
fle Edt Yew Jooks Window Commurdy Help
Qoo | B G B GHSHS BDOB S
TSI | object Explorer Details | - x|
Connect~ | B m T 5] =3 & v
=1 [y Ax-5RV-01 (Microsoft Analysts Sarver 9.00,3054.00
S i _J AX-SRV-01 (Microsoft Analysis
PO-SRY-D1 2 Trem(s)
Hame |
=
- Assemblies
4 | M|
Ready o
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3. Select the Analysis Extensions database to copy to Analysis Services
2008/2008 R2. By default, this database is named Dynamics AX. Right-click
and go to Script Database as | CREATE To | New Query Editor Window.
You can also click on File —to automatically output contents to a file, or
Clipboard —to automatically copy contents to the clipboard. This will create
the XMLA definition of the Analysis Extensions database.

Fle Edt Wew Proect ook Wndow Commondy  Hep
Wbiecuery | (DD B GO B OB el
Dbject Explorer Detais | - ¥
| et~ (8 m ¥ 3 (@@ 2 v
=) () ACERY-O1 (Micrenolt Analysis Seever 5003054 .00
= [ Databases = i
e #; Ro200s,_Corpenste | Dynamics AX
5 | £ RSOMNEP_Comperate PR —— 7 Bl
]
= ([ E e Dstshame.,.
# M st
2 G 4 Mesw Qusery. " FN_" |
St Cotobwse s b FLAETs b s Query Edtor Windoew
Process AL R AL Ble...
Bk, DEHTE TR ¥ Cptond
Réitira... __Jnm:
Beperts v S
Rerane
Debete
Fresh
Properties
1 O — | iii|
Reaty &

4. In the newly created query window of the XMLA definition for the Analysis
Extensions database, select all the text and copy it or save it to a file. The goal
is to save this definition, so that we may create the Analysis Extensions on
Analysis Services 2008 /2008 R2.

.. Microsolt SQL Server Management Studio =lo| x|
Ble Edt Yew Query Project Jook Window Communky Help

iAoy | @D RS Hde BARBE S

i 8] 7 | oynamies ax v Bexsors v W 052 2R

AX-SRY-01.Dy..LAQueryzxmia| s x

Comect~ |92 m T H<Create xmlns="htep://achemas. miccosoft, or
B <Objectbefinition>

=1 (3 AX-SRY-01 (Microsaft Analysis Server 9.00.3054.00 | T . » i
E [ Databases =] <batoabase xmlns;:xsd="http://wew,.w

J <ID=Dynamics AX</ID>

<Name>Dynamics AX</Newe>
<Language>1033</Language>
<Collation>Latinl_General CI_.
<DataSource ImpersonationInfox
<Impersonationfode>Defaul-
</DatasourceInpersonat ionInto
<Dimensions>
<bimension>
<ID>HREABSENCECODE</ T
<Haue>Absence codes</]
<innotations>
<Annotation>
<Naune>Labe L ID
WaluesRE¥EIE
</ Annotacion>
<Annotation>
<Name> httr ibu

“ValuexBS¥SIT o
| »f

=3

= = m—

“‘mm i " Toomen .immm

t\':Ili__- —
- -
5 |

1 ol 1 chi

NS
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5. Now that the XMLA definition for Analysis Extensions database is saved,
we can now log in to the Analysis Services 2008/2008 R2 database in the
Management Studio.

.. Murcanit SN Server Hanasge meent Studio
Ble Edt Sew Erowct Debig Teok  findow  Community e
Pl ew Cuery | 0 | 86 1D 5| B | 5 b @ | i}

Coct- S W m TES
B amtwmmm.m:mi
SEmmm
[ hssemblbes

6. In Analysis Services 2008/2008 R2, create a new database by right-clicking on
the database folder and clicking on New Database....

Ble Edt Yew Propect Debg Took  Mindow Communty e
£ S Mew Query | U3y | o i 2 | s |25 b 8 i
Coeect- M M m TF S
= [ localhost (Miosoft Anslyss Server 10.50. 1600. 1
= ]
[ Assered]  Mew Datbase..
Brperes »
Befesh
| |
Ready
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7. In the New Database window, specify the appropriate parameters. It is
recommended that Impersonation remain set to Default. When the required

settings have been specified, click on the OK button to create the OLAP
database.

Storage focation: [C\Pragram Fies\Microsolt SOL ServerM3ASTO SOMSSAL| |

L4 1

€ Use a gpectlic Windows user name and password
User name: |

1 Use the seryios account
" Use the credentials of the cument user
& Delait

Description:

ion;
CORPAdministrator
4y View connection progerties

8. Now that you have created a new OLAP database on the 2008/2008 R2
version of Analysis Services, create a new XMLA query.
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l01x]

Ee Bdt Yew Brogect Debog Took lfindow Commty  heo

Pl ewQuery | 3 | 5 D 5| |5

Coenct- 3 X m T 7]
= [} localhost (Marosoft Anstyss Server 10.50. 1600, 1

9. In the query window, open or paste the XMLA definition, generated
from step 4.

Helg

r— —
Comect- W m T 5 <Creste mlna= RLLn:/ gchesas miccosofr con/analva - : e

- 3 » " % objaseDefinieisny
= ‘E_—.D“;‘E‘ A chacabase wmlns:wadm®hpen: /fysay of pea 2001 ANMIG=kema® w=lng

| fy Enpmaemica A «<I0sDynamics R¥c/ID>
0 o Amvesbles cHamedDymamics AN/ Name>
<Language>1033</ Language>
<Cellationrlacinl General CI_AS</Collationy»
<bacadcurcelsperscaacionlator
cisperscnationloderDedault</ Ispesasnatioaiades
</Datadsurce Isgesassaticnlafsr
<Dimensions>
<Dimansion>
<1D>HRMABSTNCECODE </ 10>
<Hamerhbrence codes</Hamer
<Annotations>
<hnnotationk
amerLabel I Fame >
ValuerBSYSI2299</ Values
</hAnnotationy
<Annotation®
HameFhttributeil IHenberLabe LI Hame ¥
<Valuer@STST 7406/ Valuer
</Annotaciony
<Annotationy
Hame FUnionowniieshe rLabe]l I0< Hames
CValue>§SYE21347< Values
</Anroraciony
| | [
4| | 3] | % Comnexted. | lcahost | CORF\Adminstator | Dyramcs AX. | D3:00:00 |
i Col 15 Ch 1§ M
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10. Execute the XMLA query by clicking on the Execute button or by pressing
F5. The execution will create the Analysis Extension database. This process
may take several minutes to complete.

=18
Ble Bt Wew Query froject Qebg g Jods  Windew  Commnty e
o ew ey | U | 0B ) B | |G W O g
1 T = | ¥ Egene W
EEEET N | oynanes AXOCAd
Conect~ B W m
= [ locabont Marseoft Anslyss Server 10.50.3600.1
i Datshages
) [ Asserbbes
< ] | & Query executed successfully, locabhost | CORF\Admineyrator | | D0c0d:47
Ready i3 (= Fi1 th | L]

11. Now, Analysis Extensions can work with Analysis Services 2008 /2008
R2. The process may also be handy for migrating and backing up OLAP
databases because the entire definition of an OLAP database can be defined
as XMLA.

How to automatically process SQL Server
Analysis Services Cubes

In order to have the latest data presented in the Dynamics AX 2009 OLAP Reports,
such as the ones contained in Role Centers, the SQL Server Analysis Services cubes
must be processed regularly. Typically, processing the cubes once a day is sufficient
for most basic business needs. However, for companies that utilize business
intelligence more than average, this may not be sufficient. The more frequently cubes
are processed, the more up-to-date that data in the OLAP reports is.

Many common automated procedures for SQL Server, such as backing up a
database, can be performed by using SQL Maintenance Jobs. Unfortunately, you
cannot automatically process SQL Server Analysis Cubes the same way. In order

to automatically process cubes, a SQL Server Integration Services package must be
created and scheduled to run as an SQL job. The following steps outline the process
of automating the cubes:
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1. Load SQL Server Business Intelligence Developer Studio (BIDS).

" Start Fage - Hecroselt Visual Studio [Admintstrator)

=iol=|
Ble M yew Tooh jndew e
TR IR Y Y R S | 1 2 o =
S0 Start Page R ool -3 x]
%I =
]
R k-2 Ppeoit :
. Visual Studio
[ —
Derwrnboad the latest infermation ler developens bo th
el P B erialsle 0 RSS feed that pravides regulary usdat
bt mew Bechnokogees, product Bps and ks, and upooming
Irve feed aiso indludes informaton about service comm
nechruiy e, B Bets releanes of Mo rsedt prad e
fechnoiogies. To view T Mirosoft Frwacy Polcy, go to
" it Ol 4 them bk Biead the
AL
[Fropertes 3 %]
: Breiect | L]
m: Prisjeet... - IELI
SO0 Server (Mow Do T)
; | o
3 Error Lt
Feady &
2. Create a new Integration Services Project.
21
Pruject types: Templates: [reTFomenorkss =] Bb &
Business Inteligence Projects visual Studio installed templates
Other Project Types pe
| Intagraon Services Connections P... (3] integration Services Project
|« ;] Report Server Project Wizard repart Model Project
| "3 Report Sarver Project
My Templates
| 1) search Orline Templates. ..
| Create & new SQL Server Integration Services project.
Name: |PranﬁsC1.be9
Location: | €:\isers\Administrater Documents isual Studko 2008\projects x| Browse.. I
SchitonMame:  [Process Cubes ¥ Create drectory for solition
[Tk ] cod |
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3. Add a new connection to the Integration Services Project by right-clicking
on the Control Flow tab and click on New Connection... and select
MSOLAP100 for an Analysis Services connection.

T=TEY

Select the type of connection manager to add to the package.

Connection manager type:

Type | Description ;I

CACHE Connection manager for cache

EXCEL Connection manager for Excel files

FILE Connection manager for files

FLATFILE Connection manager for flat files

FTP Connection manager for FTP connections

HTTP Connection manager for HTTP connections

MSMQ Connection manager for the Message Queue task

MSOLAP 100 Connection manager for An

MULTIFILE Connection manager for multiple files

MULTIFLATFILE Connection manager for multiple flat files

QDBC Connection manager for ODBC connections

OLEDB Connection manager for OLE DB connections

SMOServer Connection manager for SQL Server transfer tasks o

SMTP Connection manager for the Send Mail task

;:Tl MMRTI F annectinn mananer far |I:n| Seruar Camnact rnnll;I
Add... Cancel |

4

4. Provide the appropriate connection information. If the Analysis Server is
on a separate server than the Database Engine and Kerberos Authentication
are setup, append ; sSPI=Kerberos to the end of the connection string. To
specify additional connection options and to test the connection, click on the
Edit button.

=lolx|

Create a new connection to a computer running Analysis Services.

Connect to an Analysis Services project to refer to the project at design time. At run time,
the S5IS package will connect to the target server and the target database deployed by
the Analysis Services project.

i+ Create a connection to a computer running Analysis Services

Data Source =localhost;PROVIDER =MSOLAF; Impersonation Level=Imp Edit...

" Create a connection to an Analysis Services project in this solution

Analysis Services project:
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In the Connection Manager window, specify the Initial Catalog to the
Analysis Extension's OLAP database. Test the connection to verify that it
works. Once complete, click on the OK button to save. Then, click on OK in
the Add Analysis Services Connection Manager window to finally save and
create the connection manager.

K Connection Manager 3 x|

Provider: I Mative OLE DB\Microsoft OLE DB Provider for Analysis Services 10.0 ;I

| ! OLE DB Provider:
19
== Irﬂicrosoﬂ' OLE DB Provider for Analysis Services 10.0 vI Data Links... |

Connection
rEnter a server or file name
_i—_: Server or file name: Ilor.—.:llhost
Al Location: I

Log on to the server

™ Use Windows NT Integrated Security

" Use a spedfic user name and password:

User name: I

Password: I

™ Blank password [~ Allow saving password

Initial catalog:

Jynamics

Test Connection | QK I Cancel | Help |
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6. Now that the connection is set up, drag over an Analysis Services
Processing Task from the Toolbox.

“f Process Cubes - Microsolt Visssl Stidss (Sdministrater) =Bl =]
B Edt Yew Project fuld Debug Dgla S5 ook fiedew el
o e - I R A e e 1 - o R

| Cm— < x EET TR
e ——

os | % : &S
- Eventranders | T3 Package Explorer

E _\‘,'”Ww ' Ly Process Cubes
1 Foraach Locp Contaner oy Dt Scurcd
1] seqence Connainer 3y Dt Scurce Views
- iy 5515 Pasages
o7y Active Soriph Task i e
+ ) Aysis Services Execute 0. gmm'
[ Anatveis Services Processing ...|
| Bk rvsert Task Ta e

Anshysis Sereces Processing Task 2 B0

) DotaFlemTak 3535 Cormol Fiow Fiem s

2%, Data Hnng Query Ta
gm Tack Hm:wmwmmmmm d 13 dsts S
Frofing A oy drmemr,

3 Exwcute DTS 2000 Package ...

3., Evecute Puckage Task
O o e x|
3 Boeute 0L ok [ -
|10 e Syntem Tauk e
¥ FP Task ]

Message Qe CreatorCate AWAEH IR &
Igmm Herd CreatorComputerisr 2000030601
.l S, Creatortiame CORP Admrmater =
z Descripton
15, Trarssher Datsbase Task [ {TRS ALY 905803
-2y Transfer Errer Messages Task e Package -
= Transfer Jobs Task =
&y Transfer Logrs Task Species the name of the object,
[} Transfer Master Stored Proc...
| Brrer e
Seady 4

7. Right-click on the task and Edit the task.

" Proces Cubes - Microsolt Vissal Stisdss [ Adminktrater) =)
Be Edt Yew Puojct Bud Qebug Dgin Fogmet S5 Tods Wedew e

(Foaron] ) ovarn |1 S ['s rsamEiee

|oawa 5]
=
o
ke

[&
ifp
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8.

and click on the Add button to select which cubes you want to

have processed.

gl
Select the objects that you want to process
= l_ \f_; Dynamics AX
Bl {3 Cubes
|7;_ Accounts Receivable Cube
[ [l Human Resource Management Cube
|7;_ General Ledger Cube
[# [ Production Cube
|7;_ Project Accounting Cube
[V [ Purchase Cube
[# [ Sales Cube
[ [l Customer Relationship Management Cube
|7;_ Expense Management Cube
JCll# ] Accouris Payable Cube
{3 Dimensions
~{_J Mining models
e
[ ok | 4

In the Analysis Services Processing Task Editor, select Processing Settings

9. After you have selected the appropriate cubes to be processed and they are
added to the Analysis Services Processing Task Editor, click on OK to save.

General
Processing Settigs

Expressions

{inahysis SAnitES CONNECTHoN Manager:

?j Analysis Services Processing Task Editor i

fs Configure the properties required o process Analiysis Services objects.

=10ix|

[locathost
—Processing configuration

Chject kst:

J= e |

Cbject Name

| Process Optors

; General Ledger Cube

3§ Actounts Recerable ...

(3 Expanze Mansgement...
T Gmde e
o

Process Ful
Provess Ful
Process Ful

Prrvmce Bud

==
.

Eemove

| tmeact anatyss.. |

Batch Settngs Summary
Processng order:

[pequental

Trarsackon mode:

[A¥in ane transaction
Dinaneion erfors:

[Defouit)

Dimermion key error log path :

[efaut)

Process affected chjects:

[po not process
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10. In Visual Studio, build the project by going to Build | Build Process Cubes.

i Process Cubes - Microsoft Visssl Shedio [Administrator)
Bl Bt Yew  Broject Rebeg  Data  Format  ZS15 Took  Windoew heb
G- @ s o - AT B0
1) Paiegedi: el Fiiara] - x EEETT TN
§ |roni!h- |2 Diota Fowr | (3] Event Handers | 3 Package Expiorer 2 :
U Proceis Cubes
i [ Data Sources
[ Data Sonrce Views
= [y 5515 Packages
., Fodiage.deey
L Macelaracus
Arahyms
:;1 Sarvices Proc
Package Faduage
25 |
Createnliat BE00 M aM -
CreatorComputeriism AXI00DEVDL
L= CORP, _I
Cescripen
I o0 {TES26REF - DOSE-AS
1§ lncahast 2
Rame
‘Specifess T rame of e object.
) Error Lint
Ready A

11. Once the project builds successfully, the next step would be to create a SQL
job that runs the SSIS package on a specific schedule. To create a job, open the
SQL Server Management Studio and log in to the Database Engine server
and select the SQL Server Agent node.

B Horriradt S0 Server Management SEudio
Be Bt Yew [Debug Took YWndow  Communty el
Py | [ GG S S
EE L

Comect~ 8¢ 8 m ¥ 2] .5 ]
= [ locahest (508 Server 10,50, 1800 - CORPYAdmrn
# i Dotabases
B ) Seasnty
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1. Inthe SQL Server Agent, right-click on the Jobs folder and click on New
Job... to create a new job that will automatically process the cubes.

L. Mucroselt SOL Server Management Stidss M
Be EM Yew Debug Toos Wndow Commanty  Heo
Pty | | oD |G | H A S

Comect- W m T H S
= | locahost (SCL Server 10,50, 1600 - CORPAdmnin

B [ Dababases

B L Seartty

B L Rapleaten

H L Management

B [ 5L Server Agent

=LA 2

]  Mew .
1L e
Marace Job Categores
Wi MRy

B

B @
VEE
T

Fiter L3
Start PeaverShel
Reporis L3

Refesh

2. Inthe New Job window, in the General page, provide a Name for the job.
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3. Select the Steps page and click on the New button to create a new job step
that will run the SSIS package to process the cubes.

Schedules
ety &... | Mame | Type | On Success | On Falue |
Hotfications

3 Maove step:
Faady * 0| | =zl
o e |
JIC S [

4. Inthe New Job Step window, specify a name for the step, change the type to
SQL Server Integration Services Package, select Package source to be File
system, and browse for the dtsx file that was built in Visual Studio from step.
When the appropriate fields are specified, click on the OK button to create

the step.
Igz tew Job Step =10] x|
T L5 5ot - hHee
2 pdvanced Srnis
[Process Cubes
Type:
[S0L Server Intagration Services Package =1
Bunias:
|SQL Server Agent Sernce Account = |
Set vakues | Vedfication | Command ine |
Goneral | Corfigurations | Commandfies | Data sources | Execution cptions | Legging |
FPackage sgurce: rﬁeﬂ"‘ﬂ" j
|
Connecion
Sarver
locahost
Connection:
CORPAdmristrator
97 e connsetn progedies :
[omectsisual Studo 2008 Prosects' Process Cubes Process Cubes Package diax . |
Ready
[t I
o |
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5. Now that we are back in the New Job screen, go to the Schedules page and
click on the New button to specify a recurring date and time to process

6.

the cubes.

E¥ new Job
Select a page

Lglplphphyly

i

|

§

E?E

|

In the New Job Schedule window, provide a name, date, and time

information which the job should run automatically on. Click on the OK
button when complete to create the schedule.

B Hew Job Schedule )

=10/ x|
Mame: |MD"M Frocess Cubes Jobsin Schedde I
Schedule type [Recumng | P Ensbled
One-time occumence
Date: [e62010 =]  Tme [ioasanem =
Osm C—
Regurs every: Il 3‘. dayis)
Daidy
% Occurs onca gt IE:DD:DDM E.
" Occurs every: | EI= | ¥, Starting at: [izoo00 . =
Ending at: I1‘.555GPM E:
Duration
Start date: & 62010 = . End date: ISJ’Q-‘?D‘-(! -l
& Ngend date:
Description: f0ccurs every day at 240000 AM. Schedule will be used starting on 8/6./2010. ;1
=
ok | cea | h |
v
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7. There are additional pages in the New Job window, such as providing an
e-mail to contact, which can be used when a job errors or completes. To
finally create the job, click on the OK button.

=10] x|
= i e I
E_:._“"EEL |5 sormt ~ Lo

X Steps Schadide =

 Hets D | Hame | Enabled [ Descrption
= Notfications New | Automaticaly Process Cubes Yes Ocours every day at 2.00:00 AM. Scin

Connection
CORP Admiristrator
37 View connacton progedies

| Progress

Now that the SQL Job has been created, to process cubes, the job will run the SSIS
package that was created to process cubes automatically at the specified date and time.

Setting up the Enterprise Portal in
SharePoint 2010

The Enterprise Portal was originally designed to work with SharePoint 2007 or
Windows SharePoint Services 3.0. With appropriate configuration steps and hotfixes,
the Enterprise Portal can work in SharePoint 2010 as well. It will not be until the next
release of Dynamics AX where the Enterprise Portal will take full advantage of new
features of SharePoint 2010, yet this does not mean you cannot benefit such as an
updated user interface and better overall performance.

There are specific prerequisites that must be in place when setting up the Enterprise
Portal for SharePoint 2010. The following list of prerequisites for setting up the
Enterprise Portal on SharePoint 2010 are as follows:

e NET Framework 3.5 (x64 version only)

e Windows Server 2008 SP2 or R2 Standard or Enterprise Editions

e SQL Server 2005 SP3, 2008 or 2008 R2
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e SharePoint 2007 or Windows SharePoint Service 3.0 with SP2
e Hotfix Rollup 5 and Hotfix 2278963 for Dynamics AX 2009 SP1

After the earlier mentioned hotfixes have been applied, if you want to upgrade

an existing deployment of the Enterprise Portal that is on SharePoint 2007 or
Windows SharePoint Services 3.0 to SharePoint 2010, simply run the SharePoint 2010
installation wizard to upgrade. Otherwise, you can install the Enterprise Portal on an
existing SharePoint 2010 installation.

In the following sections, we will cover the process of installing and setting up the
Enterprise Portal on a new installation of SharePoint 2010:

e Creating a SharePoint Web Application

¢ Installing the Enterprise Portal content

Before performing the following steps, ensure that your SharePoint 2010 deployment
has been fully configured.

Creating a SharePoint Web Application

1. In Windows, open the SharePoint 2010 Central Administration by going to
Start | All Programs | Microsoft SharePoint 2010 Products | SharePoint
2010 Central Administration.

{Z Home - Central Administration - Windows Internet Explorer -10f |
//ax2008-5p2010: 357 = # [ x| [Ee £
i Favorites | 5 @] Suggested Sites + 2]
- . »
|7 Home - Central Administration - - 7] #m - Page~ Safety - Tooks - @@~

Site Actions ~ Browse
e . . s
1 SharePoint 2010 Central Administration
Ilikelt Tags &
Motes
Central - x
Administration | = | Application ~2 System Settings Resources
= \[@—| Manage servers in this
Application Management '\0 Management Wy
i % Manags web ¥=| farm
System Settings applications Manage services on
Create site collections Server
Fanitaring iriige Serics Manage farm features
Backup and Restore applications Configure alternate
e A access mappings & Add new link
databases
Upgrade and Migration 2 Q‘J Backup and
General Application Monitoring ? £) Restore
Settings Review problems and T=#® perform a backup
Configuration Wizards salbiorns Restore from a backup
Check job status Perform a site collection e
View Web Analytics backup
reports
- =y Upgrade and
- \I Security ‘ ﬁ Migration
@/ Vanage the farm =l Convert farm license
\/ administrators group Pzl
Configure service Check product and
accounts patch installation status
Charl innrada chabus =
[ [ [ [ | [ Trustedsites | Protected Mode: OFf [¥a = [®ie% - 4
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2. Under Application Management, click on the Manage web applications link
to open the Web Applications Management page.

dows Internet Explorer

ol x|

5.7 Favorites

Site Actions ~

7S

IOl Web Applications

£ Managed Paths

\WebAppl

Manage Features

9o5 ] Suggested Sites » & Web Shice Gallery *

_¢ Blocked File Types

£3 User Permissions =

RP\administrator -

Manitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

Mew Extend Delete  General Authentication Self Service Site User Armngr_mﬂus Permission
- Settings » o1, Service Connections oviders Creation Web Part Security Palicy Policy Palicy
Contribute Manage Security Paolicy
Central B
Administration Narpe Rait
Application Management  SharePoint - 80 80
System Seftings SharePaint Central Administration v4 39793

1 o e

|, Trusted sites | Protected Mode: OFf

[Fa - [Rwow - 4

3. In the ribbon, click on the New button to begin the process of creating a new

SharePoint application to install the Enterprise Portal on.

eb Applications Management - Windows Internet Explorer

=101 x|

=l #+/| x| [ Bing

¢ Favorites | 95 @] Suggested Sites ~ @ | Web Siice Gallery ~

"] web Applications Management

te New Web Application

Warning: this page is not encrypted for secure communication. User names, passwords, and any
other information will be sent in clear text. For more infarmation, contact your administratar.

Authentication

Select the authentication for
this web application.

Learn about authentication.

IS Web Site

Choose between using an
existing I15 web site or create a
new one to serve the Microsoft
SharePoint Foundation
application.

If you select an existing IS web
site, that web site must exist on
all servers in the farm and have
the same name, or this action
will not succeed.

If you opt to create a new IIS
web site, it wil be automatically
created on all servers in the
farm. If an IIS setting that you
wish to change is not shown
here, you can use this option to

OK Cancel

 Claims Based Authentication

iClassic Mede Authentication

) Use an existing 115 web site

[Default web Site

@ Create a new 115 web site
Name

|sharepoint - 45616

Port
[46616

Host Header
Path
|C:\inetpub\wwwruot\wss\\ﬂ rtualDirector

[ [ [ [ i@ [/ Trustedsites | Protected Mode: Off

Ya- [®mi00% - g
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4. To easily identify the application, provide a recognizable name. In this
example, the name of the AOS that the Enterprise Portal will be associated
prefixes the default site name.

Web Applications Management - Windows Internet Explorer 2 =10 x|
-sp2010: 3 fweba

(€S IFE

¢ Favorites, ‘ 9% | Suggested Sites ~ @] Web Shes Gallery ~

|| web Applications Management

Create New Web Application

Warning: this page is not encrypted for secure

on. User names, passwords, and any

other informatian will be sent in clear text. For mare information, contact your administrator.

Authentication

Select the authentcaton for
this web application.

Learn about authentication.

IS Web Site

Choose between using an
existing 115 web site or oreate 3
new one to serve the Microsoft
SharePoint Foundation
applicatior.

If you select an existing TIS web
site, that web site must exist on
al servers n the farm and have

e same name, or this action
wil not succeed,

If you opt to create a new 1S
web site, it will be automatically
created on al servers in the
farm. If an I1S setting that you
wish to change is not shown
here, you can use this option to

oK Cancel

€ Claims Based Authentication
® Classic Mode Authentication

€ Use an existing 115 web sitz

@ Create 2 new 11S web site
Name

[Ax2008INGNOMICS_DEVO1 - SharePair

Port
[46618
Hast Header
Path
[:hinetpub\wwwroot\wss\WirtualDirector

o=

(e

['@ |7 Trusted sites | Protected Mode: OFF

- [Rwen - 4

5. Under the Security Configuration group, ensure that Negotiate (Kerberos)

is marked.

nagement - Windows Internet Explorer

@\,g:{ = ||iJ http://ax2009-sp2010: 39723/ _admin V.

[ web Applications Management

Security Configuration

Kerberos is the recommended

bApplicationList,aspx

j ‘_‘yi X | Bing

i Favorites |5 &) Suogested Sites ~ ] Web Sice Gallry =

te New Web Application

Authentication provider:

security configuration to use
with Integrated Windows
authentication. Kerberos
requires the applcation pool
account to be Network Service
or spedial configuration by the
domain adrinistrator. NTLM
authentication will work with
any application pool account
and the default domain
configuration.

If you choose to use Secure
Sockets Layer (351, you must
add the certificate on each
server using the 115
administration tools. Untl this is
done, the web application will
be inaccessble from this 115
web site.

Public URL

The public URL is the domain
name for al sites that users wil
access in this SharePoint Web
application. This URL domain
will be used in al links shown on
pages within the web
application. By defauit, itis set
‘he current servername and

Negotiate (Kerberos)
C NTLm
Allow Anonymous
C ves
# No
Use Secure Sockets Layer (S5L)
© ves
& o

URL
IhttD:/,’AXZUUQrSPZUlU:46616{

Zane

il v B - ) v Pager Safetyr Todsv @+ 7

[Default

[ [ [ [ [ [ mustedsites | Protected Mode: Off

7 - [R100% -

[359]


http:///

Appendix B

6. Inthe Application Pool section, provide a recognizable name for the site's
application pool. In this example, the Enterprise Portal's AOS name has been
prefixed. Also, for the Database Name and Authentication section, rename
the Database Name to an easily identifiable name. For example, WSS_
Content_<AOS Name>.

f'Web Applications Management - Windows Internet Explorer I |E||£|
= : i : s (eal — R
L Ll http://ax2003-sp 20 10: 39793/_admin/WebApplicationList. aspx 1% | %[ |i=d Bing P
{;{- Favorites 3':5 £ | Suogested Sites ~ @ | Web Slice Gallery =
e L »
|| web Applications Management fi v B - = &= - Page - Safety - Toos- -

Create New Web Application

Application Pool
o i licati |
Use existing application poo
Choaose the application pool to -
use for the new web AX20 RCOPLA_DEVO1 - SharePoint - 2538 |_c':r|:--5|35;|
application, This defines the
account and credentials that will & Create new application pool

be used by this service. Application pool name

You can choose an existing [lax2009INGNOMICS_DEVO1 - SharePoir

application pool or create a new
one.

Select a security account for this application pool

& Configurable

I CORP\spconfig -

Register new managed account

Database Name and

Authentication Database Server
Use of the default database |AX2009-SP201D
server and database name is -
recommended for most cases. Database Name

Refer to the administrator's WSS _Content_Ax2003INGNOMICS_DE\
guide for advanced scenarios —_—
where spedfying database Database authentication
information is required.

@ Wwindows authentication {recommended)
Use of Windows authentication I .
is strongly recommended. To S0L authentication
use 5L authentication, spedify Account
the credentials which will be

= [ [ [ [ [@[. Trustedsites | Protected Mode: OFf a - [Hwo% - 4

7. Under the Application Pool section, click on the Regisiter new managed
account link under the Configurable drop-down. This will load the Register
Managed Account view.
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8.

dows Internet Explorer

o=l

7 Favorites

|| web Applications Management

Account Registration

Service accounts are used
by various farm components
to operate. The account
password can be set to
automatically change on a
schedule and before any
scheduled Active Directory
enforced password change
event.

Enter the service account
credentials.

Automatic Password
Change

Automatic password change
enables SharsFoint to
automatically generats new
strong passwords on a
schedule you set. Select the
Enable automatic password
change checkbox to allow
SharePoint to manage the
password for the selected
account.

If an account policy based
expiry date s detected for
the account, and the expiry

in/Websppli

9% | Suggested Sites = @ | Web Shice Gallery

Warning: this page is not enerypted for secure communication. User names, passwords, and any other information will be
sent in clear text. For more information, contact your administrator.

Service account credentials
User name

Password

[T Enable automatic password change
1f password expiry policy is detected, change password
2 days before expiry palicy is enforced
[T Start notifying by &-mail

5| days before password change
€ Weekly
& Monthly

EIEIEIE

[l [ Trusted sites | Protected Mode: OFF

[Fa - [Rwoe - 2

In the Register Managed Account view, provide the Business Connector

Proxy Account username and password. When complete, scroll to the bottom
and click on the OK button.

Web Applications Management - Windows Internet Explorer

=10l x|

|| web Applications Management

Account Registration

Service accounts are used
by various farm components
to operate, The account
password can be set to
automatically change ona
schedule and before any
scheduled Active Directory
enforced password change
event.

Enter the service account
credentials.

Automatic Password
Change

Automatic password change
enables SharePoint to
automatically generate new
strong passwords on a
schedule you set. Select the
Enable automatic password
change chedkbox to allow
SharePoint to manage the
password for the selected
account,

If an account policy based
expiry date is detected for
the account, and the expiry

VebApy

57 Favorites |3§ £ Suggested Sites ~ | Web Sice Gallery '~

Register Managed Account

Warning: this page is not encrypted for secure communication. User names, passwords, and any other information will be
sent in clear text. For mere information, contact your administrator.

Service account credentials
User name

corp\bcproxy

Password

[~ Enable automatic password change
If password expiry policy is detected, change password
2| days before expiry policy is enforced
[T Start notifying by e-mail
[ = days before password change
 Weekly
& Monthly

- [E] - (7 v Page~ Safetyr Tooks -~ i@~

»

|5 | Trusted sites | Protected Mode: Off
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Due to a bug in the Create New Web Application setup process, after
»  you click on the OK button in the Register Managed Account view,
@ your previous settings will not be saved. Ensure that you provide the
appropriate settings in the Create New Web Application view again
before proceeding further.

9. The Application Pool security account should now be set to Business
Connector Proxy Account.

7~ Web Applications Management - Windows Internet Explorer

@—ij @ [ httr://ax2009-5p2010: 39793/ _admin WiebApplicationL st.aspx

3k Favorites |55 8] Sugoested Sifes = B8] Web Stce Gallery =

|7 Web Applications anagement

Create New Web Application

Application Pool

€ Use existing application pool
Choose the application pool to
use for the new web | AX2009MARCOPIA_DEVO1 - SharePoint - 2538 (corp\s
application, This defines the
acceunt and credantak that wil ' Create new application pool
be used by this service, Application pool name

|AX2009!NGNOMICS_DEV01 - SharePoir

You can choose &n existng

Zzg"a"’" peolor create a new Select a security account for this application pool

€ oredafined

[ Configurable

CORP\bcproxy » I

Register new managed account

Database Name and

Authentication Databasa Server
Use of the default database IAXZMQ-SP]OID
server end detak name is
racommerdead for most cases. Databass Name

Refer to the adninstrator's |WsS_Content_AX200SINGNOMICS_DE\
guide for advanced scenarics
where specifying databese Databass authentication
information is required

@ windows authentication (recommended)
Use of Windows authentication -
is strongly r SQL authentication

Account

[ ]

[Cg 7 Trusted sites | Protected Mode: Off o~ "% -~ ,
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10. When complete, scroll to the bottom and click on the OK button to finally
create the SharePoint application.

Web Applications Management - Windows Internet Explorer

@‘1:;‘ » [ htwp://ax2009-5p2010: 35783/ _admin /WebApplicationist. aspx | 2|~
ﬁ Favorites ‘ {.5 £ | Suggested Sites * @& | Web Slice Gallery ~

= S >
|| web Applications Management @ ~ B - (=] mo - Page - Safety - Tools - @'

reate New Web Application

Secure Store Service Secure Store Service
Application Proxy

State Service State Service Proxy

Usage and Health data Usage and Health Data
collection Collection Proxy

User Profile Service User Profile Service Application
Application Proxy

Visio Graphics Service Visio Graphics Service
Application Proxy

Web Analytics Service Web Analytics Service
Application Application Proxy

Word Automation Word Automation Services
Services Proxy

Customer Experience

Improvement Program Enable Customer Experience Improvement Frogram

Collect web site analytics about  Yes

web pages on this web & No

application. Please read the

Administration guide before .

turning this on for web Warning: In order for Customer Experience Improvement
applications zvailable over the Program (CEIF) to collect data, both CEIP and browser CEIF, at
public Internet. the farm lewvel, should be enabled.

[pone [ [ [ [ [[@ . Trusted sites | Protected Mode: OF g v [Rwow - g

11. Now that we have created the SharePoint application, we can proceed to
install the Enterprise Portal content.
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Installing the Enterprise Portal content

The process of installing the Enterprise Portal content into a SharePoint 2010
application is identical to the process of installing the Enterprise Portal content into a
SharePoint 2007 or Windows SharePoint Services 3.0 application. The following steps
will cover the process of installing the Enterprise Portal content in SharePoint 2010:

1. Run the Dynamics AX 2009 Setup Wizard and mark the Role Centers and

Enterprise Portal checkbox, then click on the Next button.

Al Microsoft Dynamics AX Setup

Add or modify components

installed, the check box will be unavailable,

You can add or modify components that have already been installed. If only one instance of & component can be

=10l

Al

™ Reporting exdensions
[ Analysis extensions

D it
[ ] Debugger
o Enterprise Portal developer tools
™ Reporting tools

Integration

= MET Business (
I” AIF Web services

[~ BizTalk adapter

™ Synchronization proxy (Project Server 2007)
™ Synchronization service (Project Server 2007)

Base Overview
[~ Database (Microsoft SQL Server) Ruole Centers provide a single point of access to role-specific
™ Application files information and work items
r Application Object Server (A0S) Entemprize Portal is 3 Web-based application that provides access
[~ Cliert to Microsoft Cynamics AX data and allows users to participate in

Required business processes via the Web. The Enterprise Portal framework
I FLie Gt il Enterprise Portal is required to run Role Centers.

™~ Wordlow Prerequisites

fou must be able to connect to a running Microsoft Dynamics AX
system on which the Initialization Checldist has been completed.

Setup will connect to an ADS using the .NET Business Connector.

Ifthe MET Business Connector has not been installed, Setup will
install it for you.

I Intemet Information Services and Windows SharePoint Services
have not been installed, Setup will install them for you.

I Mext > i

< Back Cancel

2. Inthe .NET Business Connector proxy account information step, provide

the password for the Business Connector proxy account.

Al Microsoft Dynamics AX Setup

_NET Business Connector proxy account information
Configure a domain account to use as a proxy for the \MET Business Connector,

=101

x|

M

Enter the password for the specified domain account.

Domain‘user name:

|CORPbeproxy

Password:

Help |

Cancel

I Next > I

< Back
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Appendix B

In the Role Centers and Enterprise Portal framework: Configure IIS step of
the wizard, select the SharePoint application that was created in the previous
section from the Web site drop-down list. Ensure that all the checkboxes are

marked and click on the Next button to continue.

44 Microsoft Dynamics AX Setup z 10l x|
Role Centers and Enterprise Portal framework: Configure IS
Setup will configure the Webh site that you select. y “

Setup w1|| create a SharePoint web apphcatlon and site collection for Role Centers and the Enterprise Portal
. The files and I will be deployed at the Web server level so that they are accessible by all vitual

SEervers.

We 1d using a dedicated site, especially in a production environmert .

Web site:

v Configure for Windows SharePoint Services

¥ Create Web site

Site URL: hitp://AX2008-5P2010:46616/5ites/ DynamicsAx

Help | < Back I Mext = I Cancel |

In the Ready to install step of the wizard, ensure that the Restart IIS after
installation is completed checkbox is marked and then click on the Install
button to finally install the Enterprise Portal content.

H Microsoft Dynamics AX Setup i ;Iglﬂ

Ready to install
Setup is now ready to install Microsoft Dynamics AX. y “

The following components will be installed:
- Role Centers and Enterprise Portal

¥ Restart 115 after installation is completed

Help | < Back I Install I Cancel
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Appendix B

5. Ensure that the installation was successful.

T e— Setup was completed successfully

Component Status
B Role Centers and Enterprise Portal Installed

[ Open the log file when Setup doses

4! Microsoft Dynamics AX Setup ] — |E|}_I

If the installation was unsuccessful, mark Open the log file when the

> Setup closes. This will open the log file to further identify the reason
@ the installation failed. If there was an error with the SysEPDeployment

object, log into Dynamics AX and compile the SysEPDeployment class

and re-run the Enterprise Portal setup process again.
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5. Verify that the Enterprise Portal site is running by going to the Enterprise
Portal site as defined in Administration | Setup | Internet | Enterprise
Portal | Web sites.

ole Center - Windows Internet Explorer =10l x|
@;} w |§, http://@ax2009-sp2010: 466 5 /DynamicsAx/Enterpri |2 |-
.7 Favorites | 9% @ Suggested Sites ~ B | Web Sice Gallery ~
e . = »
?Rcle Center | | @ = [ - =] @0 - Page~ Safety~ Tools~ @~

EP Site Company:CEU » | Welcome CORP\Administrator + | (8] @;

g4 Ep site [This site =] | 2]

M Finance Sales Purchase ShopFloor Control ~ Employee Services +  HumanResources  Project  Compliance  EP40 W
Home > Role Center

Role Center
::'_:;i_sis Cues +  Quick Links |Persona| x| -
e [ AddLinks = Manage Links
= Product catalog ‘Work list T
= Campaign items ! Subject  Record Type D Due date From  Creation date

= Service subscriptions

'ﬂ |2 Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:2¢
Lﬂ | Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:2;
._ﬂ | Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:2;

= Service agreements

= Service orders

Purchase orders

Sal a4 Lﬂ | Approve Expense header Employee: 7210, TRV_000080 7/2/2008 3:11:00 AM Admin 7/1/2008 3:11:2;
= Sales orders
= 2 | _ -
» Return orders Ii; =21 App Ex header Employ 7210, TRV_000080 7/2/2008 3:11:00 AM Admin ?!IZIIZMBSCILZA
2 »
= Invoices —I

. 12345678910 ..
= Price agreements

Packing slip journal

Purchase order journal

= Customers

Business relations
Contacts

& A i ibmem ol
ol | »

[ [ [ [ [ [L@[. Trustedsites | Protected Mode: OFf h- [Rwon -
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Symbols

2008 R2

Analysis Extensions, installing 341-346
-L<account name> command 101
<Computer>$ format 100
<configSections> tag 334
<odc:ConnectionString> tag 119
<SSAS account name> 100
</system.web> tag 334

A

accounts setup, workflow
criteria 130
steps 131, 132
advanced client parameters, client
configuration settings
AOT import file (-aotimportfile=<File.xpo>)
305
Help directory (-helpDir=<path>) 305
Language (-language=<string>) 305
Trace buffer size (-TraceBufferSize= <0
64>) 305
Trace file size (-TraceMaxFileSize=
<number>) 305
advanced database parameters, Application
Object Server (AOS)
CreaDSN (-dsn=<portnumber>) 293
Create DSN
(createdsn=<microsoftsqlserver, ora-
cle>) 293
Database server (-dbserver=<servername>)
293
ODBC or OCI mode (-dbcli=<ODBC, OCI>)
293

Index

advanced parameters, Application Object
Server (AOS)
Code Access Security level
(-caslevel=<enable/disable/ trace>)
292
Compression disabled (-compressiondisa-
bled) 292
Maximum concurrent Business Connector
users (-MaxConcurrentBCSessions=<v
alue>) 292
Maximum concurrent guest sessions (-Ma
xConcurrentGuestSessions=<value>)
292
Maximum concurrent sessions (-MaxConcu
rrentUlSessions=<value>) 292
Maximum concurrent web sessions (-MaxC
oncurrentWebSessions=<value>) 292
Maximum memory load
(-MaxMemLoad=<value>) 292
advanced tracing parameters, Application
Object Server (AOS)
Trace buffer size (-TraceBufferSize= <0
64>) 293
Trace file size (-TraceMaxFileSize= <num-
ber>) 293
AIF
about 19,159, 219
channels, specifying 163-168
configuring, in Dynamics AX 160
document changes, managing 174
external endpoints, specifying 169-173
global settings, specifying 160
local endpoints, specifying 161
requirements 19
setting up, to use filesystem adapter 162
setting up, to use web services 175
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Transport Adapters 159
troubleshooting, methods 175
web service extension, installing 176-179
website, creating 176, 180
AIF web service extension
installing 176-179
AIF website, creating
AIF web service, accessing 192-196
AIF web service, generating 184-186
AIF website, specifying 183, 184
appropriate permissions, applying 180-182
authentication method, specifying for AIF
web service 187-192
alert rules
about 269
alert, example 270-273
alerts
event queues, automatic clean up 274, 275
event queues, manual clean up 276, 277
maintaining 274
permissions setup 260, 261
prerequisites 260
preventing, during data import 277
user alert options, setting up 278-280
alerts batch job
batch processing window interval, setting
up 268
creating 262
due date alert batch job, setting up 265, 267
event alert batch job, setting up 262-265
Alternate bin directory (-bindir=<path>)
288
analysis cubes
user permissions, setting for 253-256
Analysis extensions
installing, on 2008 R2 341-346
installing 79-82
installing, on SQL Server Analysis Services
2008 341-346
setting up 79-82
Analysis extensions, setting up
steps 79-82
AOS
about 27,217
advanced configuration, settings 292, 293
advanced database parameters 293

advanced parameters 292
advanced tracing parameters 293
Application Object Server Tab 288
configuration, accessing 284-87
configuration, creating 293
configuration, settings 287, 288
Database Connection Tab 289
Database Tuning Tab 289, 290
installing 48
load-balanced cluster 294, 295
Manage button 285
non-load-balanced cluster 294, 295
Object Server Instance drop-down 285
Performance Tab 291
requirements 18
Tracing Tab 290, 291
tuning, for best performance 294
AOS installation
steps 48-52
AOT import file (-aotimportfile=<File.xpo>)
305
application file backup
about 313, 315
Application file installation, Dynamics AX
steps 38-47
Application file location
(-directory=<spath>) 288
Application File Server 217
Application instance (-application=<applica
tionname>) 288
Application Integration Framework. See
AIF

Application Object Servers. See AOS
Application Object Server Tab, Application
Object Server (AOS)
Alternate bin directory (-bindir=<path>)
288
Application file location
(-directory=<spath>) 288
Application instance (-application=<applica
tionname>) 288
TCP/IP port (-port=<portnumber>) 288
Application Object Tree (AOT) 200
applications (A2A) 159
Array fetch ahead (-fetchahead=<number>)
289
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B

backup
about 307, 308
application file backup 313-315
SQL server backup 308-312
batch job
additional filters, adding 327
Alerts button 329
creating 326
creating, steps 328
managing 329
Recurrence button 329
viewing 329
batch processing window interval
setting up 268
Business Connector 219
Business Data Lookups (BDL) 253
businesses (B2B) 159

C

Central Administration page 109
channels, filesystem adapter
specifying 163-168
client configuration
accessing 298, 299
advanced client parameters 305
advanced settings 305
Connection Tab 303
Developer Tab 303, 304
Development (DEV) 298
General Tab 303
modifying 300, 301, 302
Performance Tab 304
Production (PROD) 298
settings 302
Staging (STAGE) 298
Testing (TEST) 298
Tracing Tab 304
Code Access Security level
(-caslevel=<enable/disable/trace>)
292
Component Services
setting up 121,122
Component Services properties
in Windows Server 2008, modifying 336-
340

Compression disabled
(-compressiondisabled) 292
configuration keys, Dynamics AX security
model 220
Connect and disconnect
(-TraceEventsEnabled=200) 291
Connection retry interval (-newconnectionre
trydelayms=<time>) 290
Connection Tab, client configuration
Add (-aos2=host:port) 303
Connect to printers on the server (-us-
eserverprinters) 303
Delete 303
Edit 303
Encrypt client to server communication
(-aosencryption=<0,1>) 303
consistency check 307, 317, 318
CreaDSN (-dsn=<portnumber>) 293
Create DSN (createdsn=<microsoftsqlserver,
oracle>) 293
Create New Web Application page 61
Create purchase requisition form 154
Custom (comma delimited) 198

D

data
exporting, from Dynamics AX 198
importing, from Excel spreadsheet 204-208
Database Connection Tab, Application
Object Server (AOS)
Microsoft SQL Server
(-database=<databasename>) 289
Oracle 289
Database Server 217
Database server (-dbserver=<servername>)
293
database synchronization 319, 320
Database Tuning Tab, Application Object
Server (AOS)
Allow INDEX hints in queries (-hint=<0,1>)
290
Array fetch ahead (-fetchahead=<number>)
289
Connection retry interval (-newconnectionr
etrydelayms=<time>) 290
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Local ODBC log file location 289
Maximum buffer size
(-sqlbuffer=<number>) 289
Maximum open cursors
(-opencursors=<number>) 289
Number of connection retries (-newconnecti
onretrycount=<number>) 290
Transaction retry interval (-retry=<time>)
289
Data Connections page 120
data migration
advanced features 208
Conversion tab 210
Import criteria tab 210
Log files tab 210
Overview tab 209
Preview tab 211
process 198
Table setup form 211
Data Warehousing Best Practices in SQL
Server
URL 16
DCOM Config properties window 123
Delegation tab 108
Developer tab, client configuration
Application object layer to open
(-aol=<string>) 303
Developer license code (-aolcode=<string>)
304
global breakpoints, enabling 303
license code, confirming 304
repair client 304
user breakpoints, enabling 303
Development (DEV) 298
DFS 18
Distributed File System. See DFS
Domain Controller
account delegation, verifying 104-108
configuring, for Kerberos authentication
102
domain functional level, raising 102-104
domains
creating 235
setting up 235-241
due date alert batch job
setting up 265, 267
Dynamics AX

AlF, configuring 160
application files, installing 38
consistency check 317, 318
database, installing 28-30
database, manual installation 30-37
database synchronization 319, 320
data, exporting from 198
global settings, specifying 160
hardware planning 13
implementing, phases 7
initialization checklist 55
local endpoints, specifying 161
miscellaneous tasks 25, 26
network planning 20
re-indexing 316
Role Centers 77
software planning 21
SQL Server Reporting Services setup 90-92
troubleshooting techniques 331, 334

Dynamics AX Application files
installing 38

Dynamics AX Client
installing 53, 54

Dynamics AX database
installing 28

Dynamics AX implementation
phases 7,8

Dynamics AX security model
about 219
configuration keys 220
licensing 219
security keys 220

E

Electronic Data Interchange (EDI) 159
employees
assigning, to users 231-235
Enterprise Portal
about 57
additional resources 76
installing 58
installing, steps 67-71
in web server, multiple instances 334
setting up, in SharePoint 2010 356, 357
setting up, Load Balanced web farm 72
SharePoint Application, creating 58-65
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tips 333
user permissions, setting 246-249
Enterprise Portal backup 315
Enterprise Portal content
installing 364-366
Enterprise Portal setup, in Load Balanced
web farm
benefits 72
deploying, in SharePoint NLB web farm 74,
75

diagram 74
prerequisites 73
event alert batch job
setting up 262-265
event queues
automatic clean up 274, 275
manual clean up 276, 277
Excel spreadsheet
about 198
data, importing from 204-208
generating 198-204
Execute button 346
external end points, filesystem adapter
specifying 169-173

F

filesystem adapter
channels. specifying 163-168
external end points, specifying 169-173
used, to set up AIF 162
Framework (AIF) component 159
Fully Qualified Domain Name (FQDN) 99
Function calls (-TraceEventsEnabled=101)
291

G

General Tab, client configuration
Command to run at application startup
(-startupCmd=<command>) 303
Company (-company=<string>) 303
Configuration command run at kernel
startup (-extracmd=<command>) 303
Log directory (-log=<path>) 303
Startup message (-startupmsg=<string>)
303
global search

crawler automatically checkbox 326
Crawler tab 325, 326

Data Crawler, setting up 324
Incremental field, checking 324
setting up 323

H

hardware
Application file server, configuration 18
Application file server, requirements 18
hardware planning
AOS, requirements 18
database sizing 16, 17
items, requiring 13, 14
minimum database server requirements 17
setup scenario 17
virtualization 15
Help directory (-helpDir=<path>) 305

ICS 48
I1S
about 78
configuring, for Kerberos authentication
124,126
using 22
Information Services (IIS) 218
Infrastructure Planning and Design. See
IPD
installation, Analysis extensions
on SQL Server 79
steps 79-82
installation, AOS
steps 48-52
installation, Dynamics AX Application files
steps 38-47
installation, Dynamics AX Client
steps 53, 54
installation, Dynamics AX database
Add or modify components screen 28
manual process 30-37
Microsoft Dynamics AX Setup installation,
running 28
New Database window 31
Securables page 37
Select Object Types window 35
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setting up 30-37
steps 28-30
installation, Enterprise Portal
Business Connector proxy user, creating 67
configuration 58
prerequisites 58
steps 67-71
verifying 71,72
installation, Reporting extension
Report Deployment utility, using 87-89
steps 82-86
installation, Role Centers
pre-requisites 78,79
installations, workflow
component, installing 133-136
in Windows Server 2008 R2 137, 138
website, creating 133
installing
AIF web service extension 176-179
Internet Connection Sharing. See ICS
Internet Information Server. See IIS
Internet Information Services. See IIS
Internet Information Services (IIS) web
server 334
IPD 12

J

JavaScript files 315

K

Kerberos 97
Kerberos authentication
about 97, 218
Domain Controller, configuring 102
Internet Information Services (1IS),
configuring 124, 126
setting up, for Role Centers 98
SharePoint, configuring 108-111
SQL Analysis Services, configuring 112, 113
SQL Reporting Services, configuring 111,
112
KerbTray tool 102
kernel mode authentication
URL 124
Key Performance Indicators (KPIs) 253

L

Language (-language=<string>) 305
licensing, Dynamics AX security model 219
load-balanced cluster

about 295-297

setting up 296, 297
Load Balanced web farm

benefits 72

Enterprise Portal, setting up 72

SharePoint web farm 73
Local Activation permission 124
Local ODBC log file location 289
Log directory location 290

Maximum buffer size
(-sqlbuffer=<number>) 289
Maximum concurrent Business Connector
users (-MaxConcurrentBCSessions=<
value>) 292
Maximum concurrent guest sessions
(-MaxConcurrentGuestSessions=<va
lue>) 292
Maximum concurrent sessions (-MaxConcur
rentUISessions=<value>) 292
Maximum concurrent web sessions (-MaxCo
ncurrentWebSessions=<value>) 292
Maximum memory load
(-MaxMemLoad=<value>) 292
Maximum open cursors
(-opencursors=<number>) 289
Microsoft Dynamics
Sure Step implementation methodology 8
Microsoft Dynamics AX 2009 Planning
Database Configuration
URL 16
Microsoft Dynamics AX Performance Team
Blog
URL 16
Microsoft Dynamics AX Setup wizard 133
Microsoft SQL Server 2008
URL 16
Microsoft SQL Server 2008 R2 Books Online
URL 16
Microsoft SQL Server
(-database=<databasename>) 289
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Microsoft SQL Server Storage Top 10 Best
Practices
URL 16
Microsoft SQL Server TechNet site
URL 16
Minimum packet size to compress
(-compressionminsize=<number>)
291
modeling phase, Dynamics AX implementa-
tion
analysis 8
design 8

N

network planning
about 20
Domain Controller setup 20
non-load-balanced cluster 295
NT LAN Manager (NTLM) 97
Number of connection retries (-newconnecti
onretrycount=<number>) 290

o)

ODBC or OCI mode (-dbcli=<ODBC, OCI>)
293
Office Data Connection (ODC) files
setting up 115-121
OLAP 22
Online Analytical Processing. See OLAP
Oracle 289

P

Performance Tab, Application Object Server
(AOS)
Minimum packet size to compress
(-compressionminsize=<number>)
291
processor Affinity 291
Performance tab, client configuration 304
phases, Dynamics AX implementation
about 7
delegation phase 10, 11
development 9
implementation methodologies 12

modeling phase 8

planning phase, optimization 9

planning phase, upgrade 9

production phase 9

roles, occupying 12

testing 9

training 9
prerequisites, workflow

.NET Framework 2.0 130

accounts setup 130

Business Connector 130

Internet Information Services (IIS) 7 130
Prevent startup option 56
Processor Affinity 291
Production (PROD) 298

R

Raise domain functional level window 104
record level security
setting up 241-246
re-indexing 316
Reporting extensions
installing 82-86
settting up 82-86
Reporting extension, setting up
Report Deployment utility, using 87-89
steps 82-86
reports
user permissions, specifying 249-253
Role Center page 72
Role Centers
about 77,315
and Enterprise Portal 218
assigning 92-94
installing 78, 79
Kerberos authentication, setting up for 98
setting up 78,79
Role Centers, setting up
pre-requisites 78
Row fetch summary (-TraceEventsEna-
bled=205) 291
Row fetch (-TraceEventsEnabled=204) 291
RPC round trips on server
(-TraceEventsEnabled=1) 290

[375]



http:///

S

Scaling Up Your Data Warehouse with SQL
Server
URL 16
Secure Sockets Layers (SSL) 218
security keys, Dynamics AX security model
220, 221
security profiler tool
using 229-231
security requirements
for base server components 217
for extended server components 217, 218
for integration components 218, 219
security requirements, for base server
components
Application File Server 217
Application Object Server (AOS) 217
Database Server 217
security requirements, for extended server
components
Application Integration Framework (AIF)
219
Business Connector 219
Role Centers and Enterprise Portal 218
Service Principal Name (SPN)
configuring 99-101
setspn.exe 99
setspn -L AX2009-DEV01$ command 101
SharedLibrary.DynamicsAXOLAP data
source 114
SharePoint
configuring, for Kerberos authentication
108-111
SharePoint 2010
Enterprise Portal content, installing 364,
365, 366
Enterprise Portal, setting up 356, 357
SharePoint Web Application, creating
357-363
SharePoint Application, Enterprise Portal
Business Connector proxy user, creating
65, 66
creating 58-65
SharePoint Web Application
creating 357-363

software planning
database software 22
extranet topologies 23
intranet topologies 23
large-scale topology 23
Permission requirements 24, 25
pre-selected 2009 licensing options 21
single server topology 22
small-scale server topology 22
software integration 22
SQL Analysis Services
configuring, for Kerberos authentication
112,113
SQL Report Services connection string, set-
ting 114, 115
SQL Reporting Services
configuring, for Kerberos authentication
111,112
SQL Report Services connection string
setting 114, 115
SQL Server Analysis Services 2008
Analysis Extensions, installing 341-346
SQL Server Analysis Services Cubes
processing, automatically 346-356
SQL Server backup 308- 312
SQL Server Database requirements
URL 16
SQL Server Reporting Services. See SSRS
SQL Server Reporting Services setup,
Dynamics AX
steps 90-92
SQL Statements (-TraceEventsEnabled=202)
291
SSRS 82, 250
Staging (STAGE) 298
Standard (data file) 198
Start trace (-TraceStart=1) 291
Stop trace (-TraceStart=0) 291

T

TCP/IP port (-port=<portnumber>) 288
Testing (TEST) 298
Trace buffer size (-TraceBufferSize= <0:
64>) 305
Trace file size (-TraceMaxFileSize=
<number>) 293, 305
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Tracing Tab, Application Object Server
(AOS)
Bind variables (-TraceEventsEnabled=203)
291
Connect and disconnect
(-TraceEventsEnabled=200) 291
Function calls (-TraceEventsEnabled=101)
291
Log directory location 290
Number of nested calls (-TraceXppMethod
CallDepth=<number>) 290
Row fetch summary
(-TraceEventsEnabled=205) 291
Row fetch (-TraceEventsEnabled=204) 291
RPC round trips on server
(-TraceEventsEnabled=1) 290
SQL Statements (-TraceEventsEnabled=202)
291
Start trace (-TraceStart=1) 291
Stop trace (-TraceStart=0) 291
Transactions:TTSBegin, TTSCommit, T'T-
SAbort (-TraceEventsEnabled=201) 291
X++ method calls (-TraceEventsEna-
bled=100) 290
Tracing tab, client configuration
Bind variables (-TraceEventsEnabled=203)
304
Connect and disconnect
(-TraceEventsEnabled=200) 304
Function calls (-TraceEventsEnabled=101)
304
Number of nested calls (-TraceXppMethod
CallDepth=<number>) 304
Row fetch summary
(-TraceEventsEnabled=205) 304
Row fetch (-TraceEventsEnabled=204) 304
RPC round trips to server (-TraceEvent-
sEnabled=1) 304
SQL Statements
(-TraceEventsEnabled=202) 304
Start trace (-TraceStart=1) 304
Stop trace (-TraceStart=0) 304
X++ method calls (-TraceEventsEna-
bled=100) 304
Transaction retry interval (-retry=<time>)
289

Transactions:TTSBegin, TTSCommit,
TTSAbort (-TraceEventsEnabled=201)
291
Transport Adapters 159
troubleshooting, AIF
methods 175
troubleshooting techniques
AQS starting issues 332
application modifications dont appear 331,
332
troubleshooting techniques, Dynamics AX
for Enterprise Portal issues 335

U

user
importing, into Dynamicx AX 222-226
permissions in Dynamics AX, specifying
226-229
user access, Dynamics AX
domains, creating 235
domains, setting up 235, 236
employees, assigning to users 231-235
record level security, setting up 241-246
security profiler tool, using 229-231
setting up 221
user permissions, specifying in Dynamics
AX 226-228
users, importing into Dynamics AX 222-226
user alert options
setting up 278-280
user permissions
setting, for analysis cubes 253-256
setting up, for enterprise portal 246-249
specifying, for reports 249-253

\'

Virtual Private Network. See VPN
VPN 23

w

WAN 8
web services
using, by setting up AIF 175
WF 129
Wide Area Network. See WAN
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Windows Communication (WCF) service
218
Windows Server 2008
Component Services properties, modifying
336-340
Windows Server 2008 R2
workflow, enabling 137, 138
Windows Server System Reference
Architecture. See WSSRA
Windows Workflow Foundation. See WF
workflow
about 218
configuring 143
installing 133
prerequisites 130
setting up 138
testing 147-158
workflow configuration
Workflow infrastructure configuration wiz-
ard, running 143
workflow configuration setup, prerequisites
AOS setup, as batch server 140-142
dedicated batch group, creating 139, 140
workflow infrastructure configuration
wizard, workflow configuration
running 143-145
settings, specifying 146, 147
workflow, setting up
configuration, prerequisites 139
WSSRA 12

X

X++ method calls (-TraceEventsEna-
bled=100) 290
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