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Preface

Microsoft Dynamics CRM 2011 Cookbook is a hands-on guide with clear, step-by-step
instructions to deploy, maintain, optimize, and administer the Dynamics CRM 2011
system along with advanced configuration and customization processes.

This book introduces Dynamics CRM 2011 by describing the important aspects of the
system. It will take you through a number of clear and practical recipes, right from successful
deployment, hassle-free maintenance, and effective administration to advanced level
configuration and customization techniques.

This book details the various customization techniques; for example, solution
management, data management, entity-form-view-relationship customization,
Site Map and ribbon customization, integration with Microsoft Outlook and
SharePoint, workflow and dialog configuration.

This book also discusses the technical details around every recipe, which will provide the
reader with a deeper understanding of how the recipe actually works.

What this book covers

Chapter 1, Installing Dynamics CRM 2011, is a step-by-step guide to installing Microsoft
Dynamics CRM 2011 server components. This chapter covers the installation of Dynamics
CRM in both single server mode and multiserver mode. Additionally, it also covers the
installation of Reporting Extensions, Outlook extension, Language Pack, and E-mail
Router. Finally, the creation of Dynamics CRM Organization is also discussed.

Chapter 2, Maintaining and Optimizing Microsoft Dynamics CRM 2011 Server, provides
step-by-step guidance for backing up the Dynamics CRM database and application server.
This chapter also describes how to recover from a failure of the Dynamics CRM database
and application server. Additionally, it covers server-level tracing, deployment-level
tracing, monitoring, and optimizing Dynamics CRM 2011 database and application
server performance.
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Chapter 3, Administering Microsoft Dynamics CRM 2011, explains how to securely deploy
Internet-facing Dynamics CRM 2011 using AD FS. This chapter explains how to create a new
deployment administrator, system administrator, business units, security roles, and field-level
security profiles. The steps to create a custom administrator security role are also discussed
here. Additionally, this chapter explains how to add users to the system, how to create and
manage teams, and how to configure system-level settings, fiscal settings, autonumbering
formats, and error notification settings.

Chapter 4, Data Management, covers data import techniques using Import Data wizard
and data maps and data export techniques using Microsoft Office Excel. Additionally, it also
covers bulk data deletion, duplicate detection, and the auditing feature in the Dynamics
CRM 2011 system.

Chapter 5, Solution Management, describes the Dynamics CRM 2011 solution framework
using recipes for creating a solution publisher and unmanaged solution. This chapter also
covers the configuration and customization of the unmanaged solution, the export and import
of solution files, solution uninstallation, and deletion techniques. Additionally, it describes the
export and import technique of translations using an unmanaged solution.

Chapter 6, Entity Customizations, shows how to create custom entities and custom fields
inside the Dynamics CRM 2011 system. Additionally, it also shows how to create and
configure new relationships between entities in the Dynamics CRM 2011 system.

Chapter 7, Form and View Customizations, discusses how to create and/or customize the
main form of an entity, the new process-driven forms of Dynamics CRM Online, and controlling
the behavior of a form using JScript. This chapter also discusses how to configure forms to be
security role based, and how to create and/or configure various system views and personal
views in the Dynamics CRM 2011 system.

Chapter 8, Site Map and Ribbon Customizations, covers the recipes for editing Site Map and
ribbon components of the Dynamics CRM 2011 system.

Chapter 9, Office and SharePoint Integration, explains how to configure Dynamics CRM 2011
to be integrated with Microsoft Office and Microsoft SharePoint Server.

Chapter 10, Processes, describes how to configure a business logic step by step, using
workflows and dialogs in the Dynamics CRM 2011 system.

What you need for this book

You will need the following software to install Dynamics CRM 2011 on-premises, and the
same deployment can further be used for the remaining recipes in this book. The required
software is:

» Microsoft Windows Server 2012 or 2008 (x64 architecture) running Active Directory
and Internet Information Services (IIS) 7.0 or higher

—21
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» Microsoft SQL Server 2012 or 2008 (x64 architecture)
» Microsoft Office 2003 or higher

» Microsoft Exchange Server 2010 or later

» Microsoft SharePoint Server 2010 or later

You can also use a 30-day trial version of Microsoft Dynamics CRM 2011 Online to carry out
most of the system administration and customization recipes that are common in the Online
and On-premises versions. To create a Dynamics CRM 2011 Online trial version, please visit
http://crm.dynamics.com.

Who this book is for

This book is great for Microsoft Dynamics CRM 2011 professionals who have a beginner-level
understanding of the system and who are looking to get a good grounding in how to deploy,
maintain, configure, and customize a Dynamics CRM 2011 application efficiently.

It's assumed that the reader has a basic understanding of IT infrastructure topologies along
with a functional knowledge of Dynamics CRM 2011 Sales, Marketing, and Services modules.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "The form layout definition is actually stored as an
XML file called Form Xml in the SystemForm entity"

A block of code is set as follows:

</Descriptions>
<Group Description="string"
DescriptionResourcelId="string"
Icon="string"
Id="string"
IsProfile="" ["0" | "1" | "true" | "false"]
License="string="
ResourceId="string="
Url="string=">
<Titles />
<Descriptions />

Any command-line input or output is written as follows:

AllowHtcExtn.psl http://<server name>:<port number>
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New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "Select the Start Auditing
checkbox to enable auditing at the system level."

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www . packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased from your
account at http://www.packtpub.com. If you purchased this book elsewhere, you can
visit http://www.packtpub.com/support and register to have the files e-mailed directly
to you.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http: //www.packtpub.com/submit-errata,
selecting your book, clicking on the errata submission form link, and entering the details of
your errata. Once your errata are verified, your submission will be accepted and the errata
will be uploaded on our website, or added to any list of existing errata, under the Errata
section of that title. Any existing errata can be viewed by selecting your title from
http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyrightepacktpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.
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Installing
Dynamics CRM 2011

Dynamics CRM 2011 is a piece of customer relationship management (CRM) software
by Microsoft. It provides a powerful business application platform for marketing, sales, and
services modules. The Microsoft Dynamics CRM 2011 software solution works as a web
client, while it can also be embedded within an Outlook client.

This chapter will explore recipes for installing the various components of Microsoft Dynamics
CRM 2011. With the installation of Dynamics CRM, the process of exploring the world of
Dynamics CRM 2011 will begin.

In this chapter, we will learn how to install various components of Microsoft Dynamics CRM
2011 step by step.

The chapter includes the following recipes:

» Installing Dynamics CRM Server

» Installing Microsoft Dynamics CRM Reporting Extensions

» Installing Dynamics CRM for Outlook

» Installing a Dynamics CRM language pack

» Installing Microsoft Dynamics CRM E-mail Router

» Configuring Microsoft Dynamics CRM E-mail Router

» Installing Microsoft Dynamics CRM E-mail Router on multiple computers
» Deploying Microsoft Dynamics CRM on multiple servers

» Creating a new organization

» Editing organization details

[vww allitebooks.cond
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Installing Dynamics CRM 2011

Introduction

Microsoft Dynamics CRM 2011 Server is a .NET-based web application that works exclusively
with Microsoft SQL Server databases. It uses Windows Communication Foundation (WCF)
as the communication protocol. Microsoft Dynamics CRM 2011 supports three types of
deployment, namely, on-premises deployment, Internet-facing Deployment (IFD), and CRM
Online. Each deployment supports a choice of client applications, which are as follows:

» Microsoft Dynamics CRM 2011 Web Client

» Microsoft Dynamics CRM for Microsoft Office Outlook

» Microsoft Dynamics CRM for Microsoft Office Outlook with Offline Access
» Mobile Express for Microsoft Dynamics CRM

The on-premises and IFD deployment types are deployed using the data center or hardware
capabilities of the customer or a hosting partner. On the other hand, Microsoft Dynamics CRM
Online is a powerful solution that provides customers with the benefits of Dynamics CRM in a
Microsoft-hosted environment.

In this chapter, we will dive deep into the recipes for on-premises deployment of Microsoft
Dynamics CRM 2011, and in Chapter 3, Administering Microsoft Dynamics CRM 2011,
we will discuss how to configure a CRM deployment for IFD.

Single server versus multiserver

Microsoft Dynamics CRM 2011 can be installed on a single server as well as on multiple
servers. While a single-server deployment is mainly recommended for development purposes
or small-user-based production deployments, a multiserver deployment is more suitable for
most production environments because multiserver environments provide a better balancing
of processing load across several servers. Load-balanced multiserver deployment can
increase the performance, availability, scalability, and throughput of the system. In addition,
it also can increase the resilience of the system to server failures.

To begin with, we shall start with a recipe on the installation of Microsoft Dynamics CRM 2011
on a single-server box with all its required components. Upon successful installation on a
single box, we will find the recipe on the installation of a multiserver machine more useful.

One limitation of single-server deployments is that the server machine on which Dynamics
CRM 2011 is installed cannot function as an Active Directory directory service domain
controller unless the operating system of the server is Windows Small Business Server.
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Hardware and software specifications for Microsoft

Dynamics CRM 2011 Server

Like any other software, Microsoft Dynamics CRM 2011 also comes with minimum
recommended hardware and software specifications. Based on the Microsoft guidelines,
the recommended hardware specifications for a Full Server deployment is as follows:

» Quad-core x64 architecture

» 2 GHz CPU or higher, such as Intel Xeon or AMD Opteron systems
» 8 GB of RAM or more

» 40 GB or more of hard disk space

Hardware sizing greatly depends on nonfunctional requirements such as total user base,
maximum number of concurrent users, required page load time, initial data volume, data
growth, and data archival policy. Microsoft Dynamics Lab has released Performance Toolkit
for Dynamics CRM 2011, which can be used to collect performance-related data that then
can be used for sizing the related decisions in on-premises deployment. Performance Toolkit
can be downloaded at http://pinpoint .microsoft.com/en-gb/applications/
performance-toolkit-for-microsoft-dynamics-crm-2011-12884915630.

The Microsoft-recommended hardware specifications for the SQL Server-based Dynamics
CRM database are as follows:

» Quad-core x64 architecture

» 2 GHz CPU or higher, such as AMD Opteron or Intel Xeon systems

» 16 GB of RAM or more

» SAS RAID 5 or RAID 10 hard disk array

This specification is based on an estimated top load of up to 320 users
on the system. Computers with more than 16 GB of memory will require
’ more disk space for paging, hibernation, and dump files.

Microsoft-defined hardware requirements for Dynamics CRM Server 2011 can be found at:
http://technet.microsoft.com/en-us/library/hh699840.aspx

The recommended operating systems for Dynamics CRM 2011 Server are Windows
Server 2008 (Standard/Enterprise/Datacenter editions), Windows Server 2008 R2,
Windows Small Business Server (Premium/Standard), and Windows Small Business
Server (Standard/Essential Update Rollup 13 of Dynamics CRM 2013 also supports
Windows Server 2012.).
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Internet Information Services (IIS) 7.0 or 7.5, along with Indexing Service, [IS Admin service,
and World Wide Web Publishing Service (W3SVC), need to be installed and running.
Windows Data Access Components (Windows DAC) 6.0, and Microsoft ASP.NET 4 are
also required for the installation of Microsoft Dynamics CRM 2011 Server.

The Microsoft Dynamics CRM 2011 Server machine must be a domain member of a domain
that is running in one of these Active Directory directory service domain modes: Windows
2000 (Mixed/Native), Windows Server 2003 (Interim/Native), and Windows Server 2008
(Interim/Native).

Microsoft Dynamics CRM 2011 only supports the x64 version of Microsoft SQL Server 2008
with SP1 (Standard/Enterprise/Datacenter editions) / Microsoft SQL Server 2008 R2 (x64
version). Update Rollup 6 (and higher) also supports SQL Server 2012 (Enterprise/Business
Intelligence/Standard versions).

Active/Active SQL Server clustering is supported in Dynamics
CRM Server 2011 from Update Rollup 1 onwards but not as a
load-balancing configuration.

Other than that, 32-bit versions of SQL Server and SQL Server
Reporting Services (SSRS) are not supported.

Microsoft defined hardware requirements for SQL Server for Dynamics CRM Server 2011 can
be found at:

http://technet.microsoft.com/en-us/library/hh699808.aspx

Installing Dynamics CRM Server

The installation of the on-premises version of Microsoft Dynamics CRM 2011 involves a little
more than the standard Microsoft wizard process. Here we will discuss how to install the
on-premises version on a single-server machine.

Getting ready

Microsoft Dynamics CRM is designed so that its components (Application Service,
Deployment Service, Sandbox Processing Service, and Asynchronous Processing Service)
can run under separate identities. It is recommended that you use separate Active Directory
accounts for running these components and SQL Server Reporting Services. Additionally,
these accounts should be set up as service accounts in Active Directory and should only be
granted the permissions necessary to enable a particular component to function. By this,

we can help secure the system and reduce the likelihood of exploitation.

]
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Managed service accounts, introduced in Windows Server 2008 R2,
are not supported for running Microsoft Dynamics CRM services.

We will now take a look into these identity accounts and the privileges to be granted to
them for proper functioning. It is very important to set up these accounts before starting the
installation of Dynamics CRM 2011. After the installation of Dynamics CRM, these accounts
should not be added to Dynamics CRM as users. This might create authentication issues
and unexpected behavior in the application. These service accounts should be granted the
following permissions:

» Application service account:

[u]

Should be a member of the Active Directory Domain Users group and the
local machine's Performance Log Users group

Should have administrative access on the computers that are running
Microsoft Dynamics CRM website and SQL Server

The service account may need a service principal number (SPN) for the URL
used to access the website that is associated with it

By default, websites using 11IS7.0 or later versions
_are configured to use kernel-mode authentication.
% When a Microsoft Dynamics CRM website is run
L using the Kernel-Mode authentication, SPNs for the
Microsoft Dynamics CRM Application Pool identities
are not required.

» Deployment Web service account:

[u]

[u]

[u]

Should be a member of the Active Directory Domain Users group
Must be granted the Logon as service permission in Local Security Policy

Should have administrative access on the computers where Dynamics CRM
2011 Deployment Web Service and SQL Server are running

Should have sysadmin permission on the instance of SQL Server to be used
for the configuration and organization databases

The service account may need an SPN for the URL used to access the
website associated with it
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>

>

>

Microsoft Dynamics CRM Asynchronous Processing service account:

[m]

[m]

[m]

[m]

Should be a member of the Active Directory Domain Users group
Should be a member of the Performance Log Users group
Must be granted the Logon as service permission in Local Security Policy

The service account may need an SPN for the URL used to access the
website associated with it

Microsoft Dynamics CRM Sandbox Processing service account:

[m]

[m]

Should be a member of the Active Directory Domain Users group.

Must be granted the Logon as service permission in the Local
Security Policy.

The service account may need an SPN for the URL used to access the
website associated with it. To set the SPN for the Sandbox Processing
service account, run the following command at the command prompt
on the computer where the service is running:

SETSPN -a MSCRMSandboxService/<ComputerName> <service
account>

Replace <ComputerName> with the name of the computer running this
service and <serviceaccount> with the name of the service account.

Dynamics CRM 2011 Installation User account:

Should be a member of the Active Directory Domain User group.

Should have administrative access on the computer where the Dynamics
CRM 2011 setup will be run.

Should have read and write permissions to the local Program Files folder.

Should have administrative access on the computer where the instance of
SQL Server that will be used to store the Microsoft Dynamics CRM databases
is located.

Should have sysadmin membership on the instance of SQL Server that will
be used to store the Microsoft Dynamics CRM databases.

Should have organization and security group creation permission in the
Active Directory directory service.
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o If Microsoft SQL Server Reporting Services is installed on a different server,
the Content Manager role must be added at the root level for installing
the user account. We must also add the System Administrator role at the
site-wide level for the installation of the user account. Also make sure
that port 80 (the default port on which Reporting Services is installed)
accepts connections.

How to do it...

In the previous sections we have discussed the minimum recommended software and
hardware specifications and service account requirements. Now we will discuss how to
install Dynamics CRM Server components on a single-server machine.

During the installation, if a machine restart is requested by the setup, it is recommended that
one selects the Restart option before proceeding with the installation.

It is usually recommended that one creates separate organization units (OUs) for each CRM
deployment, especially for production or production-like deployment environments. Dynamics
CRM 2011 Server installer creates security groups within the specified OU, and hence, it is
advisable to create separate OUs for deployment isolation purposes.

Follow these steps to install Dynamics CRM 2011 Server in a single-server machine:
1. Loginto the machine using the installation user account setup using the
recommended privileges.
2. Run the Dynamics CRM 2011 setup.

Alternatively, navigate to the installation directory for Dynamics CRM 2011 Server and
run the Dynamics CRM 2011 setup file at \Server\amdé4\SetupServer.exe.

3. Itis recommended that you run the setup using the Run as Administrator option by
right-clicking on the . exe file.

4. Onthe Welcome to Microsoft Dynamics CRM Setup page, select Get updates for
Microsoft Dynamics CRM (recommended) in the latest update rollups that have to
be applied during the installation; otherwise, select Do not get updates. Press Next
to continue.

It is recommended that you assess the impact of the update rollups before applying
them because they can break any existing code or the rollup itself can have defects.

5. On the Product Key Information page, enter the product key.
On the Accept License page, accept the license agreement.
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7.

If the setup detects that a few of the required components are missing, the Install
Required Components page will appear. The missing required components can
be installed by clicking on Install. When the components are installed, the status
column will change from Not Installed to Installed and we can click on Next to
continue as shown in the following screenshot:

44 Microsoft Dynamics CRM Setup N ] 3 |
Downlead and Install Required Components
To download and install the listed required components, click Install. Then, click Nesxt. y “
| Companent | Status | Mezsage |

% Microsoft Application Emor Reporting Mot installed Minimum version required: 12.0....
B Windows Identity Foundation Mot installed Minimum version required: 6.1.7...
B Windows Azure platform AppFabric SDK ... | Not installed Minimum version required: 1.0.1...
B Microsoft SGL Reporting Service Report .. | Mot installed Minimum version required: 10.0....
B SOL Native Client Mot installed Minimum wversion required: 10.1...

Iristall |

[zt > | Canze! |

The Select Installation Location page provides us with the option of choosing the
installation directory. Accept the default location or enter a different file installation
location, and then click on Next.

The Specify Server Roles page appears. By default, Full Server is selected. For a
single-server deployment, we will go with the Full Server option.

44 Microsoft Dynamics CRM Setup i ] 4]
Specify Server Roles
Specify the server roles that you want to add or remove on this computer. “
~
Roles: Description:

Full Server The Full Server role group is the

F;TVE"‘;C';ET"E" . da;alélt serlr?dr conf‘l,%ugtyinon that
Wel plication Server includes all Micros: amics
Orgarization Web Service CRM server roles on this computer.

Discovery Web Service
Help Server
Back End Server
[ Asynchronious Processing Service
Sandbox Processing Service
Deployment Administration Server
Deployment Tools
Deployment Web Service

Mare information about roles

<Back |[  Next> Cancsl
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10. On the Specify Deployment Options page, select the Create a new deployment
option. In the Enter or select the name of the computer that is running SQL Server
to use with the deployment box, type or select the instance of SQL Server that will be
used to store Dynamics CRM 2011 databases.

In case there already exists an MSCRM_CONFIG database from a previous CRM
deployment that is intended to be used here, select the Connect to, and if
necessary, upgrade an existing deployment option. But, if an MSCRM_CONFIG
database does not exist in the SQL Server instance, an error will occur.

R

Specify Deployment Options
Specify the Microsoft Dynamics CRM deployment and the computer that is running SQL Server,
=

Create or connect to a deployment :
* Create a new deployment

" Connect to, and if necessary, upgrade an existing deployment

Enter or select the name of the computer that is unning SAL Serverto use with the
deployment:

WIN-DADVEVBEO3K] |

<Back | Next > Cancel

11. On the Select the Organizational Unit page, click on Browse to display the
Active Directory structure. Select the location where the Microsoft Dynamics CRM
organizational unit is to be installed, click on OK, and then click on Next.

Four Microsoft Dynamics CRM-specific security groups will be created in this
organizational unit. To know more about these groups, read the How it works...
section of this recipe.

]
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12. In the Specify Service Accounts page, select the service accounts for the Microsoft
Dynamics CRM services and then click on Next as shown in the following screenshot:

ST

Specify Service Accounts
Specify the service accounts for the Microsoft Dynamics CRM services,
-

We recommend that you specify a different least-privileged account for each service.

‘when you specify a domain user account, verify the service principal name (SPN) for each
domain account. For more information, see Verify Service Principal Name for Microsoft

Dvnamics CRM service accounts.
Service Account Name Password
Application Service PACKT\SVC_APP =l
Deployment Web Service PACKTWSVC_DEPLOY j Inannany
Sandbox Processing Service PACKT.SVC SANDBOX j T
Asynchronous Processing Ser.. | PACKT\SYC_ASYNC j ]
<Back |[  Nex> Cancel

13. On the Select Web Site page, select the website that will host the Dynamics CRM
web application. Here we can use the default website (port 80) or any other
existing websites.

Unless there is a valid reason for not installing the application
. inthe default website, leave it as it is because among other
% advantages, it will be much easier for users to access the website
s as they won't have to remember another port number. If we select
a network port other than the default port, we have to ensure that
the firewall does not block the port.

If you decide to create a new website, select the Create new Web site option; the
setup creates a new website for Microsoft Dynamics CRM Server 2011. We can
specify the port number by typing the TCP port number that Microsoft Dynamics CRM
clients will use to connect to Microsoft Dynamics CRM Server 2011. The default port
number is 5555.

14. Click on Next> to proceed:
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=LY

Select Web Site
Select a Web site for the Web components. ‘1
e

We recommend that you select a Web site that has an HTTPS binding.

&+ Select a Web site
Default Web Ste =l A

13

" Create new Web site

<Back | Next > Cancel

15. On the Specify E-mail Router Settings page, specify the name or IP address of the
machine where E-mail Router will be installed. If E-mail Router is not to be installed,
this information can be left blank. Click on Next to proceed.

We will discuss how to install E-mail Router later
s in this chapter.

16. On the Specify Organization Settings page, we have to specify the following details:

o Name of the CRM Organization in the Display Name textbox. Usually the
organization name represents the company name, but the organization
name has to be properly thought through as, once deployed, this name
cannot be changed.

o The Unique Database Name value will be generated from the organization
name specified above it. In most cases, we should proceed with this
generated name as it becomes easy in the future to recognize the database
linked to a CRM Organization in the database server. But this name can be
changed and a new name of up to 30 characters can be provided

a Under ISO Currency code, click on Browse and select a base currency.

Once the CRM Organization is created, the base currency code
. cannot be updated, though the base currency name and base
a currency symbol can be changed.
e
Base currency has been explained in the There's more...
section of this recipe.

[}
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[m]

In the SQL collation list, we can leave the default selection or select a
different database collation that the organization database will use to sort
and compare data characters.

The default SQL collation changes based on the base language selection of
the deployment. The collation settings cannot be changed after installation.

SQL Server Collation refers to a set of rules that is used to
determine how character data is sorted and compared. Collation
encodes the rules governing the proper use of characters for
. either a language, such as Greek or Polish, or an alphabet,
% such as Latinl_General (the Latin alphabet used by Western
<" European languages).

More information about SQL Server Collation can be found at:

http://msdn.microsoft.com/en-IN/library/
msl43726.aspx

After setting these details, click on Next.

JTSIET

Specify the Organization Settings

Spedify settings for your organization for this deployment of Microsoft Dynamics CRM.
=

Display name:
IPaclct
Unique Diatabase Name:

IPaclct

Select the base cumency for this organization. The base cumency is used for financial data, such
as reporting, profit and loss statements, and balance sheets. Afterthe base cumency is set, it

cannot be changed.
15O curency code: Cumency name:
[USD] Browss... | U5 Dallar
Curmrency symbaol: Cumency precision:
5 2

Select the SQL collation for this organization. The collation defines comparison and sort-ordering
for items. After the collation is set. it cannot be changed.

SGL Collation:
Latin1_General_CI_Al =

<Back | Next > Cancel
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17.

18.

19.

20.
21.

22.
23.

24.

25.

26.

On the Specify Reporting Services Server page, please type the Reporting Server
URL. Please verify the URL in a separate browser window. Please note that the
Reporting Server URL should be specified here and not the Reporting Manager
URL. Click on Next to proceed.

On the Help Us Improve the Customer Experience page, select whether you want
to participate in the Customer Experience Improvement Program, and then click
on Next.

On the Select Microsoft Update Preference page, indicate whether to use Microsoft
Update to keep CRM Server 2011 updated.

Automatic rollup update is not recommended, and
4 before applying any update rollup we have to be very
& sure (by trying the rollup in a test environment) that it
does not break existing functionality and that the update
rollup itself is not broken.

Click on Next to proceed.

Next is the System Checks page, which outlines a summary of all requirements and
recommendations for successful installation.

If there are any errors or warnings, they will be listed here. We have to rectify all
errors before proceeding further. Warnings, however, can be ignored, but it is
strongly suggested that you rectify the warnings as they may cause issues later
on in the system.

Click on Next to proceed.

Next, we have the Service Disruption Warning page. This page indicates all services
that can be stopped or restarted during installation. Click on Next to proceed.

Review the Ready to Install Microsoft Dynamics CRM page, and click on Back to
correct any setting to proceed warning free. When we are ready to continue, click
on Install.

If installation completes successfully, the Microsoft Dynamics CRM Server setup
completed page appears.

To install Dynamics CRM, we must click on Finish and wait until the server
is restarted.

[}
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In this recipe we have installed Microsoft Dynamics CRM 2011 on a single-server machine.
During the process, the installer creates four security groups in Active Directory; these

groups are fundamental for Dynamics CRM's functioning. Usually it is left to the installer to
create these groups, but these groups can be precreated manually and can be used during
the Dynamics CRM installation. If these groups do not already exist in Active Directory, the
installation user must have Active Directory rights to create them. The following are the groups
that will get created during installation:

Group Description

PrivReportingGroup This is the privileged Microsoft Dynamics CRM user group for
reporting functions. It is configured during the setup of Microsoft
Dynamics CRM Reporting Extensions.

PrivUserGroup This is the privileged Microsoft Dynamics CRM user group for special
administrative functions, including the CRMAppPool identity (domain
user or NetworkService).

SQLAccessGroup This group pertains to all server processes / service accounts that
require access to SQL Server, including the CRMAppPool identity
(domain user or NetworkService). Members of this group have the
db_owner permission on Microsoft Dynamics CRM databases.

ReportingGroup All Microsoft Dynamics CRM users are included in this group. This
group is updated automatically as users are added and removed from
Microsoft Dynamics CRM. By default, all Microsoft Dynamics CRM
Reporting Services reports grant the Browse permission to
this group.

One more important point to be noted here is that the four service accounts used during
installation and the SQL access accounts are part of some or all of the aforementioned Active
Directory groups. The following matrix will explain the group membership of these accounts:

Service account PrivUserGroup  SQLAccessGroup PrivReportingGroup  ReportingGroup Performance
log users

Application service N N _ _ ~

account

Deployment Web N N _ _ _

service account

Asynchronous

Processing service v Y - - v

account

Sandbox Processing B _ _ _ N

service account

SQL Server service
account

SSRS service account v - N - _

=]


http:///

Chapter 1

not a domain group.

[

The performance log user group is a local group on each server and ]

For Dynamics CRM to function properly, these service accounts will have to have the
following rights:

>

Folder read and write permission on the Trace folder, by default located under
\$Program Files%\Microsoft Dynamics CRM\, andthe $AppData$% folder
of the user account on the local computer

Read and write permission to the HKEY LOCAL MACHINE\SOFTWARE\Microsoft\
MSCRM and HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\services\
MSCRMSandboxService subkeys in the Windows Registry

The Application service account and Deployment Web service account should also be

part of the CRM_WPG group

Microsoft Dynamics CRM 2011 uses a list of ports, and these ports have to be allowed in the
firewall for CRM to function. The following matrix lists all these ports:

Protocol Port Description Explanation

TCP 80 HTTP The default web application port. The port number may
be different if it is changed during Microsoft Dynamics
CRM Server setup. For new websites, the default port
number is 5555.

TCP 135 MSRPC RPC endpoint resolution

TCP 139 NETBIOS-SSN NETBIOS session service

TCP 443 HTTPS The default HTTP secure port

TCP 445 Microsoft-DS An Active Directory directory service is required for
access and authentication.

UDP 123 NTP Network Time Protocol

UDP 137 NETBIOS-NS NETBIOS name service

UDP 138 NetBIOS-dgm NetBIOS datagram service

UDP 445 Microsoft-DS Active Directory directory service is required for access
and authentication.

UDP 1025 Blackjack DCOM, used as an RPC listener
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Each of these service accounts runs a specific component within the Dynamics CRM 2011
Server infrastructure. The following outlines how these service accounts are used within
Dynamics CRM 2011:

» Application service account: The installation of Dynamics CRM 2011 creates a
separate application pool (CRMAppPool) in IIS to isolate the CRM application for
better security, reliability, availability, and performance and to keep running without
impacting other web applications hosted in the same IIS. The Application service
account is used by Dynamics CRM 2011 to run the CRM application pool in IIS.

» Deployment Web service account: Dynamics CRM 2011 uses this service account to
run Deployment Web Service, which is responsible for deployment-related activities
such as:

o Creating, importing, updating, upgrading, enabling, and disabling of
CRM Organizations

o Retrieving Microsoft Dynamics CRM license information for a deployment
o Adding or removing deployment administrators

o Enabling, disabling, or deleting servers

o Updating deployment configuration settings

o Enumerating and changing the state of servers in the deployment

The Microsoft Dynamics CRM 2011 deployment service is
4 not backward compatible. Any component, developed using
%»\ Microsoft Dynamics CRM 4.0 Deployment Web Service has
’ to be upgraded to use the Dynamics CRM 2011 deployment
service to work within Dynamics CRM 2011 deployment.

» Microsoft Dynamics CRM Asynchronous Processing service account: This service
account is used to run the Asynchronous Processing Service, which is responsible
for executing long-running operations independent of the main Microsoft Dynamics
CRM system process. This results in an improved overall system performance and
improved scalability. The asynchronous service features a managed queue for the
execution of asynchronous registered plugins, workflows, and operations such as
bulk mail, bulk import, and campaign activity propagation. These operations are
registered with the asynchronous service and executed later when the service
processes its queue.

» Microsoft Dynamics CRM Sandbox Processing service account: Dynamics CRM
2011 uses this service account to run Sandbox Processing Service, which enables an
isolated environment to allow the execution of custom codes, for example, plugins.
Such an isolated environment reduces the possibility of custom code, affecting the
operation of the organizations in the production Dynamics CRM 2011 deployment.

=
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It is worth installing the Sandbox Processing Service role onto a dedicated server

on a separate virtual LAN (VLAN) from other computers that are running Microsoft
Dynamics CRM roles. This network isolation strategy can help protect other Microsoft
Dynamics CRM 2011 resources from being compromised if there is a malicious
plugin running in the sandbox.

Once the installation has completed, its success can be verified by accessing the CRM
server URL. The URL would be in the format http://<servernames:<port _
numbers>/<organization name>/main.aspx.

Here, we will replace <servername> with the name of the Dynamics CRM 2011
server, <port number> with the port used by Dynamics CRM 2011 Server, and
<organization names> with the CRM Organization that was created during installation.

If installation is successful, the Dynamics CRM landing page will appear in the browser
window as shown in the following screenshot:

St El - e v Pager Sdvlyr Teohr

T ———)

Dashboard Microsoft Dynamics CRM Overview -

ales Pipelive Leadts by Source Campaign Cases By Priority (Per Day)

W Sales K

(B Meeties 1 <

i sevice % ad campaign . [ ¢

2] setings a2 T

i Nesauee Center Low EEE Normal W Mch

Before we end this recipe, let's take look at some information on the use of currency codes in
Microsoft Dynamics CRM 2011.:

Dynamics CRM 2011 is a multicurrency system that allows a user to perform any financial
transaction using their own currency, known as transaction currency. During installation,

a primary or default currency has to be selected. This currency is the de facto currency for
financial transactions within a CRM Organization and known as the base currency. After
defining a base currency for the organization, we have to define exchange rates to associate
the base currency with transaction currencies.

s
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Each currency record has three parts describing the currency:

» The name of the currency

» The symbol that is used to represent the currency, such as $ (dollar), £ (pound),
€ (euro), or ¥ (yen)

» The exchange rate with the base currency
Any transaction in other currencies will automatically be converted to the base currency,

using the exchange rate defined in the record for that currency, in the Microsoft Dynamics
CRM database.

The base currency of a CRM Organization has to be selected carefully as:

» The base currency is used as the basis to calculate additional currencies that can
be used for transaction-based records. Hence, the native currency of the CRM
Organization users is usually chosen as the base currency to avoid too many
currency conversions.

» Financial reporting is done based on the base currency.
The supported currency code details can be found at:
http://msdn.microsoft.com/en-us/library/hh699729.aspx

We have seen that, in the process of a single-server installation, all the server roles of
Dynamics CRM 2011 are installed onto one single machine. But in a multiserver deployment,
the server roles are usually separately deployed on multiple machines. We will find out more
about multiserver Dynamics CRM deployments in the latter parts of this chapter.

Installing Microsoft Dynamics CRM

Reporting Extensions

While Microsoft Dynamics CRM Reporting Extensions is not absolutely required to run
Microsoft Dynamics CRM 2011, without Reporting Server installed, certain important
functionalities of Dynamics CRM will not function. For example, the reporting functionality will
not function and creating a new organization and organization import will be blocked until the
extensions are installed and configured.

The Microsoft Dynamics CRM Reporting Extensions setup includes two data processing
extensions: Fetch data processing extension and SQL data processing extension.
These extensions are installed by default during Microsoft Dynamics CRM Reporting
Extensions setup.

While the Fetch data processing extension is required to create, run, and schedule
Fetch-based reports, the SQL data processing extension is required to run and schedule
the default (out of box) or SQL-based custom reports in Microsoft Dynamics CRM 2011.

=
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Getting ready

Before we start installing Microsoft Dynamics CRM Reporting Extensions, Microsoft Dynamics
CRM Server setup must be complete.

Dynamics CRM Reporting Extensions can only be installed for one instance of SQL Server
Reporting Services on a computer. In addition, different deployments of Dynamics CRM 2011
cannot share a single SQL Server Reporting Services server; however, a multitenant CRM
deployment can use the same instance of Reporting Services.

The Microsoft Dynamics CRM Reporting Extensions setup must be run on a computer that has
Microsoft SQL Server 2012/2008 Reporting Services installed. The user account to be used
in order to install Reporting Extensions:

» Must have appropriate rights on the organization databases
» Must be the local machine administrator

The Microsoft SQL Server Reporting Services (SSRS) should be running under a separate
Active Directory service account. This account should be added to two of the Dynamics CRM-
specific Active Directory groups, namely, PrivUserGroup and PrivReportingUserGroup.
However, this account should not be part of SQLAccessGroup. This account should not be
set up as Local Service as well.

Reporting Extensions should be installed on that Microsoft SQL Server Reporting Services
instance which is being used by the CRM Organization. Otherwise, reports will not function.
In addition to that, the base language of CRM Organization and that of CRM Reporting
Extensions has to be the same.

How to do it...

Please follow these steps to install Microsoft Dynamics CRM Reporting Extensions:

1. Run the setup utility, or alternatively, navigate to the installation directory
for Dynamics CRM 2011 Server located at the route \Server\amdé64\
SrsDataConnector\SetupSrsDataConnector.exe.

2. Itis recommended that you run the setup using the Run as Administrator option by
right-clicking on the . exe file.

3. Like the Dynamics CRM 2011 installer, this setup also asks whether we want to
check if updates are available for download and apply before proceeding with
the installation.

It is recommended that you assess the impact of the update rollups before
applying it because update rollups can break any existing code or the rollup
itself can have defects.
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4.

On the License Agreement page, select | accept this license agreement and click
on |1 Accept to proceed.

On the Install Required Components page, the installer automatically identifies
the components that need to be installed and allows you to install them . This page
will not appear if all the required components are already installed. If something is
missing, it can be installed by clicking on the Install button. When the components
are installed, the Status column will change from Missing to Installed and we can
click on Next to continue.

On the Specify Configuration Database Server page, please enter the instance of
the SQL Server.

Now if we are using the default instance of the SQL Server, enter the name of the
computer that is running SQL Server and contains the Microsoft Dynamics CRM
configuration database named MSCRM_CONFIG, and if we are using the named
instance of SQL Server then enter <machine-name>\<instance-names>:

44 Microsoft Dynamics CRM Reporting Extensions Setup - |EI|5|

Specify Configuration Database Server

Specify the Microsoft® S0QL Server™ that stores the configuration database.
=

Type the name of the computer that is running SAL Server and stores the
configuration database.

S0L Server:

WIN-DADVBV5603K |

<Back | Next > Cancel

On the Specify SSRS Instance Name page, select a Microsoft SQL Server Reporting
Services instance that will be used for Microsoft Dynamics CRM reporting, and then
click on Next as shown in the following screenshot:

=]
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4 Microsoft Dynamics CRM Reporting Extensions Setup - I Ellll
Specify SSRS Instance Name
Specify the Microsoft SQL Server Reporting Services instance, ‘1
-

Specify the Microsoft SCL Server Reporting Services instance name that will be used for Microsoft
Dynamics CRM reporting.

55RS Instance:

<Back | Next > Cancel |

On the Select Microsoft Update Preference page, select the Use Microsoft Update
when | check for updates option if updates have to be applied automatically.
Proceed by clicking on Next.

On the Select Installation Location page, browse to specify where it will be installed.

Then the System Checks page appears with a summary of the requirements for
a successful CRM Reporting Extensions installation. All errors must be resolved to
continue. If no errors and/or only warnings appeatr, the installation can continue.
Click on Next to proceed.

Then you will see the Ready to Install Microsoft Dynamics CRM Reporting
Extensions page, which provides us with an overview of the system parameters in
order to proceed with it. If you agree, simply click on Install to begin the installation.

When the setup is completed successfully, the Microsoft Dynamics CRM Reporting
Extensions Setup Completed page appears. Click on Finish. The reports will be
published for the default organization.

This recipe installs the Fetch and SQL data processing extensions on the Microsoft SQL Server
Reporting Services server. It is recommended that the SSRS instance be run on a server
separate from the one which has hosted the Dynamics CRM databases.

SQL Server Reporting Services should be running on a service account that is not part

of SQLAccessGroup; in case it does, the Reporting Extensions installer throws an error
message, A Microsoft Dynamics CRM Server component is using the same account as the
instance of SQL Server Reporting Services. Usually, it happens when the account is used to
run the Dynamics CRM 2011 Server components is also used to run the SQL Server Reporting
Services. It is recommended that you use a separate account to run the SQL Server Reporting
Services to reduce security vulnerability.

e
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With Dynamics CRM Reporting Extensions installed, all the default CRM reports will

start working and custom SQL bad Fetch-based reports can now be created, uploaded,

and scheduled.

Post the reporting extensions installation, log in to the Dynamics CRM 2011 and run any
of the out-of-the-box reports. This can be done by navigating to Workplace | Reports.
If Reporting Extensions has been successfully installed, the out-of-the-box reports will

function successfully.

SR TR

ik dny Lapot 1o Lacgl

T

Ly Con

" e

Workplace () ports Available Reports

4 My Work

Atcount Distribution

+ o Campaign Pedoimante
v =] Cate summary Tabse
o Competitor wWin Lass

v 4 ivoice

v =] iwoice status

v [# Leadsource tectmeness
v 5 Megieatea arvousny

v 3 megieciea caces

] Meglested Leass

v % Onder
v ® Products By Arcount
v (5 Procucs By Centasa
¢ =] Progress agunst geaty
: + S Quole
Ll Workplace v = sates History
11 Sale v =] Sales Ppeline
%5 ‘Makeling » # Sende Setivity Volume
v = Top Knowledge Bave Aric
i service

i Uher Summen Y

4 Rmpart Viewer: Aaconst Cvervime - Windows bnterret Exploret

(.

Eou Fanr

| Sub-Accounts  Lcude -

i o2t b ki ] 100%

® Filter Summary

A Store (sample)

=

W Help -

[[iew Repart_|

| Basic Profile
Parera ccour:

| eaticrt:

andhatry:

Resnton, TX

Lecaton:
|Busress Phone:

Oppartunity Summary
Achive coootunities by crobabdt Miccscbaridies by curenl stale
oo Data Mo Data
ATy Coporiaes dmount  Preb Yizchied
Cither
atal ]
H100% -

The preceding screenshot of the Account Overview report has been generated by using the

sample data.

Installing Dynamics CRM for Outlook

Microsoft Dynamics CRM 2011 can also be accessed via a familiar Microsoft Outlook client.
To access Dynamics CRM via Outlook, the Dynamics CRM Outlook client has to be installed
on the client machine. If a machine is used by multiple users, Microsoft Dynamics CRM for
Outlook has to be configured for each user.

Getting ready

Microsoft Dynamics CRM for Outlook can be installed with either the online or offline
capability. Offline access enables a user to access Dynamics CRM data even when

he or she is not connected to Dynamics CRM Server.

=]
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The Microsoft-recommended software and hardware requirements for the machine where
Dynamics CRM for Outlook has to be installed are as follows:

Component Recommended specification

Processor (32-bit) Multicore 1.8 GHz CPU or higher

Processor (64-bit) Multicore x64 architecture 2 GHz CPU or higher, such as AMD
Opteron or Intel Xeon systems

Memory 4 GB of RAM or more

Hard disk 2 GB of available hard disk space and 7200 RPM or more

Display Super VGA with a resolution higher than 1024 x 768

Actual requirements and product functionality may vary based on the system
e configuration and operating system.

Additionally, Microsoft Dynamics CRM for Outlook using the offline capability increases the
need for a higher specification of hardware, which can include processor, memory, hard disk,
and network throughput. For a successful network installation, a minimum network bandwidth
of 300 kbps or higher is required.

Microsoft-recommended hardware and network specifications for Dynamics CRM 2011 for
Outlook can be found at:

http://msdn.microsoft.com/en-us/library/hh699680.aspx

To install Microsoft Dynamics CRM for Outlook, any of the following operating environments
is required:

» Windows 8 (requires Dynamics CRM 2011 Update Rollup 10 or higher)

»  Windows 7 (64- or 32-bit)

» Windows Vista SP2 (64- or 32-bit)

» Windows XP SP3 (32-bit Professional edition or 64-bit Professional edition or
Tablet edition)

» Windows Server 2008 or Windows Server 2003 when running with Remote
Desktop Services

The other software prerequisites are as follows:

» Web browser

Any one of the following web browsers will suffice for the installation:

o Internet Explorer 10 (desktop mode only)

s
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Internet Explorer 9
Internet Explorer 8
Internet Explorer 7 (the on-premises version only)

0o 0O O O

Mozilla Firefox (latest publicly released version) running on Windows 8,
Windows 7, Windows Vista, or Windows XP

o Google Chrome (latest publicly released version) running on Windows 8,
Windows 7, Windows Vista, or Windows XP

o Apple Safari (latest publicly released version) running on Mac OS X 10.7

(Lion) or 10.8 (Mountain Lion)
» Microsoft Office
Any one of the following Microsoft Office versions will suffice for the installation:

o Microsoft Office 2013 (requires Dynamics CRM 2011 Update Rollup 12 or
higher for full compatibility)

o Microsoft Office 2010

o Microsoft Office 2007 SP2

o Microsoft Office 2003 SP3

» Indexing service (must be installed and running)

» Before running Microsoft Dynamics CRM for Outlook, the user must have an Outlook
profile configured

To install and run the 64-bit version of Microsoft Dynamics CRM for Outlook, a 64-bit version
of Office 2010 is required.

Running Microsoft Dynamics CRM for Outlook on a computer that is running
i Microsoft Exchange Server is not supported.

Microsoft-recommended software specifications for Dynamics CRM 2011 for Outlook can be
found at:

http://msdn.microsoft.com/en-us/library/hh699818.aspx

How to do it...

In order to set up Microsoft Dynamics CRM for Outlook for a user, there are three major
activities that need to be completed:

» Installing Microsoft Dynamics CRM for Outlook

» Configuring Microsoft Dynamics CRM for Outlook

» Configuring user e-mail settings

NED
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During the installation, if a machine restart is requested by the setup, it is recommended that
you select the Restart option before proceeding further with installation.

» Installing Microsoft Dynamics CRM for Outlook:

1.

Log in to the machine with an account that has local administrative
permissions on that computer.

To install Microsoft Dynamics CRM 2011 for Outlook, the installation files
can be downloaded from the Microsoft website (http://www.microsoft.
com/en-in/download/details.aspx?id=27821). If downloading is not
permitted on this machine, the files can be downloaded elsewhere and then
copied here.

After downloading the package, start the installation process by double-
clicking on the downloaded EXE file. The first step would be to specify the
location to which the package content would be unzipped.

Post unzipping, locate the unzipped files and then double-click on the
SetupClient.exe file. Alternatively, log in to the machine without
administrative permissions, right-click on the SetupClient.exe file,
and select Run as Administrator by supplying the administrator password.

The Microsoft Dynamics CRM 2011 for Microsoft Office Outlook setup wizard
will be launched.

On the License Agreement page, select | accept the license agreement,
and then click on Next.

On the Get Recommended Updates page, indicate whether to obtain
updates through Microsoft Update, and then click on Next.

It is recommended that you assess the impact of the update rollups before
applying them because update rollups can break any existing code or the
rollup itself can have defects.

Next, you will see the Select the Installation screen. Here, select the Install
Now option, if Outlook with online access has to be installed, and Options,
if Outlook with offline access has to be installed.
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7. If Options has been selected, select Offline Capability on the Customize
Installation page and then click on Install Now as shown in the
following screenshot:

Microsoft Dynamics CRM 2011 for Outlook Setup N x|

Customize Installation

Please choose the access type and the installation location.

 Access Type

v Offline Capability
This allows Micresoft Dynamics CRM for Outlook to be available both when offline or
online,

Mote: If you do not want to install offline capability now, you can install it later by
clicking Go Offline in Qutlock,

rInstallation Location

C:'Program Files\Microsoft Dynamics CRM Browse... |

Microsoft Dynamics CRM for Outlock will be installed on your computer. To install
this preduct in a different location, click Browse and then select the location,

Install Now |

If the offline capability is not installed at this point,
+  the user will initially have no offline capability. If we

choose Install Now, the Microsoft Outlook user can add

the offline capability later by clicking on Go Offline in
Microsoft Outlook.

8. On the completion page of the Microsoft Dynamics CRM 2011 for
Microsoft Office Outlook Setup wizard, click on Close.

Configuring Microsoft Dynamics CRM for Outlook:

After Microsoft Dynamics CRM for Outlook is installed, it has to be configured for the
user. If the machine is used by multiple users, it has to be configured separately for
each user.
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Please follow these steps to configure Microsoft Dynamics CRM for Outlook:

1. When Outlook is restarted after Microsoft Dynamics CRM for Outlook has
been installed, the configuration wizard starts automatically.

If you do not intend to configure Microsoft Dynamics CRM for Outlook
immediately after installing it, click on Cancel on the Configure Organization
page of the wizard. A Configure Microsoft Dynamics CRM for Outlook
button then appears on the Microsoft Outlook toolbar and will remain there
until we configure Microsoft Dynamics CRM for Outlook. We also can start
the configuration wizard by clicking on the Configure Microsoft Dynamics
CRM for Outlook button.

If the configuration wizard does not start automatically, you can manually
launch it by clicking on Start | All Programs | Microsoft Dynamics CRM
2011 | Configuration Wizard.

2. On the Configure Organization page, select a value on the Dynamics CRM
2011 Server URL drop-down list and then click on Test Connection.

To connect to a Microsoft Dynamics CRM Online organization, click on CRM
Online in the server URL list.

Once the connection has been successfully established, select the correct
organization from the Organization list. If prompted, please provide
credentials to connect to CRM and then click on OK as shown in the
following screenshot:

4 Microsoft Dynamics CRM for Outlook x|

Configure Organization

Erter the information for the Microsoft Dynamics CRM server.

— Server Information
Server URL: [Fttp:/710.0.2.15/Packt/main aspx =]
Test Connection ...
Authenticated as:

— Organization Information

Crganization: I Pacht j
Display Name: |Paclct
I¥ | Synchronize with this Organization

0K I Cancel

s
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3. Finally, click on the Close button on the Manage Microsoft Dynamics CRM
Organizations page:

44 Microsoft Dynamics CRM 2011 for Outlook Configuration Wizard ﬂ

Manage Microsoft Dynamics CRM Organizations

Define the Microsoft Dynamics CRM organizations that you want to sign in to from Outlook. Outlook will synchronize information only with the
synchronizing erganization. However, you will be able to view and work with records for all the organizations.

Server LURL | Organization Name |
http://10.0.2.15 Pacht.

‘_) Synchronizing
Organization

Close |

» Configuring user e-mail settings:

Outlook can be used to send and receive e-mails, and in this case, E-mail Router is
not required. By default, the incoming and outgoing e-mail access types are set to
Microsoft Dynamics CRM for Outlook in Dynamics CRM. If it is changed, Outlook will
be unable to send and receive e-mails.

If the incoming and outgoing e-mail access types have been changed, these can be
reset using the following steps:
1. Log into Dynamics CRM as a system administrator.

2. Navigate to Settings | Administration | Users, select the user record,
and open it.

3. On the user record, modify the incoming and outgoing e-mail
access types to Microsoft Dynamics CRM for Outlook as shown
in the following screenshot:

E-mail Access Configuration

E-mail access type - Microsoft Dyramics CRM far Outlook
Incoming: *
E-mail access type - Microsoft Dyramics CRM far Outlook
Outgoing: *

S E
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Once Microsoft Dynamics CRM for Outlook is installed on a user's computer, Dynamics
CRM-related toolbar or ribbon changes will be reflected in the Outlook application. Dynamics
CRM 2011 can be accessed by using the Microsoft Outlook shortcut bars, ribbon, and folder
navigation. Installing Microsoft Dynamics CRM for Outlook also creates a toolbar in Microsoft
Outlook and a folder in the structure of the user's mailbox.

In the following screenshot, we can see how Microsoft Dynamics CRM has been accessed in
the Microsoft Outlook 2003 client:

Dusnboard: Micresoft Dynamics CRM Overview =

Sales Pipeling

by Source Cameaign

1.8 5023 P sedectedt

sunbll Hsme Low W bormal W High
] Activibes My Activities » [ntomes B
| Actwity Type Subjent Regarsing sty satome
[ 59 #mone Canl Liked $ame of bur ew produnts [Eample) bl 2137018
& tmane can [T — vgn 2013 1
3 Tk Wernal approval recesved (samplel Hzmal
&9 Prone G aulabilty o1 Produd CRsiogs iamte an
[~ &5 Pmone ol ery kel wil sadter from ut (Lampte) g
— @ Tme Paim admerted by spamior ample Heimal
o Pat ™S Pmone Can Dscuss Nigh vl plani for Futute coBabGration (LM v
- . [ & Mhone Call uidelines for the varranty g High
) Coendar - o Fr - . i
| Contacts

Installing a Dynamics CRM language pack

Dynamics CRM 2011 supports multiple languages. In this recipe, we will discuss how to
apply additional language packs after Dynamics CRM 2011 (base language version) has

been installed.

s
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Getting ready

The user account that will be used to run the language pack should have local administrative
rights on the machine. The language pack for Microsoft Dynamics CRM 2011 enables users
to change the CRM user interface language or Help Text. It is important to note that the
language pack must be installed on both Microsoft Dynamics CRM 2011 Server as well

as client machines that are using Microsoft Dynamics CRM for Outlook. The supported
languages are as follows:

Arabic Dutch Hungarian Portuguese (Portugal)
Basque English [talian Romanian
Bulgarian Estonian Japanese Russian
Catalan Finnish Kazakh Slovak
Chinese (Hong Kong French Korean Slovenian
SAR)

Chinese (Simplified) Galician Latvian Spanish
Chinese (Traditional) German Lithuanian Swedish
Croatian Greek Norwegian Thai
Czech Hebrew Polish Turkish
Danish Hindi Portuguese (Brazil) Ukrainian

For users who are running Microsoft Dynamics CRM for Microsoft Office
Outlook, in addition to installing the language pack on the computer
running Microsoft Dynamics CRM Server 2011, the same language
’ pack has to be installed on the computer where Microsoft Dynamics
CRM for Outlook is installed.

How to do it...

The language pack deployment has the following two steps:

1. Installing the language pack
2. Provisioning the language pack

The following steps are required to be followed to install the Dynamics CRM language pack:

1. Log on to the computer where Microsoft Dynamics CRM Server 2011 or Microsoft
Dynamics CRM for Outlook is installed.

NEQ
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Download Microsoft Dynamics CRM 2011 Language Pack from the Microsoft website
(http://www.microsoft.com/en-us/download/details.aspx?1d=27819).
Before downloading, we should select the correct language in the Change Language
drop-down list. If download is not permitted on this machine, it can be downloaded
elsewhere and then copied onto this machine.

To run the installer, the logged-in user must have administrator privileges on the
computer and either full or administrator privileges on Microsoft Dynamics CRM.
After downloading the package, start the installation by double-clicking on the
downloaded EXE file. The first step would be to specify the location to which the
package content will be unzipped.

Post unzipping, locate the language pack files and then double-click on the
MUISetup <loc_code> <proc_types>.msi file, where <loc_ codes is the
locale code for the language pack being installed (for example, 1033 for English or
3082 for Spanish), and <proc_type> specifies the type of processor the server is
running on (for example, "amd64").

On the End User License Agreement page, click on | accept the terms in the
license agreement, and then click on Install.

Installation continues; once done, please click on Finish.

To provision the language pack in the Microsoft Dynamics CRM deployment, perform the
following steps:

1.

After installation, log in to the Dynamics CRM application with system administrator
security privileges. Navigate to Settings | System | Administration | Languages as
shown in the following screenshot:

Settings @ | L2~ | Administration

4 Business =
Which feature would you like to work with?
0%a Business Management

-_j Templates

L_,' Product Catalog

Announcements
Create, edit, and delete announcements that appear in the Wi
4 System
ﬂ Administration
"j‘ Data Management
|_={‘J System Jobs
j] Decument Managem...
4 Auditing
4 Customization
,3 Customizations
3? Solutions
;:;_ Dynamics Marketplace

Business Units
Add new business units. Edit and deactivate existing busines:
unit.

Security Roles

Create new security roles. Manage and delete existing securit;

4 Process Center Teams

Add new teams and new members to existing teams. Modify tl
members from teams.

b
& B & B W

Languages

Add or remove support for additional languages.
(£ Workplace SRS Rl S
_-_,53 Business Management
S e Product Updates
L b l Sign up to be notified of product updates.
@ Service i
ﬁ Settings

vww allitebooks.conl
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2. This will launch a new web dialog, where the language (in this example, Spanish) can
be selected:

a Language Settings -- Webpage Dialog x|

Language Settings
Select the languages to enable for your organization, and then dick Apply.

(]

| Language | Language Code | Status | Version
F Spanish 3082 Disabled 0.0

4 3

o [ o |

3. Then, click on the Apply button to enable the language pack. A confirmation dialog
(Confirm Language Change) will appear; please click on OK and continue.

Once done, the language pack's Status field must change to Enabled.

5. The previous step only enables the language. Now the language change at the user
interface level has to be effected. This can be done by navigating to File | Options for
every user login:

m Home

1 New Activity »
a=| Mew Record #
# Tools »
ﬂ Options

® Help »
@ Close

6. Inthe options window, navigate to the Languages tab. Change the User Interface
Language and Help Language fields to the newly enabled language (in this
case, Spanish):
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7 set Personal Options -- Webpage Dialog x|
Set Personal Options

Change the default display settings to personalize Microsoft Dynamics CRM, and manage your e-mail templates.

General Waorkplace Activities Formats E-mail Templates E-mail Privacy Languages

Select the language you prefer to see Microsoft Dynamics CRM displayed in

You can change the display language used for items such as menus and dialog boxes.
Ease Language

|Eng|i:h
User Interface Language ISpanish ;I
Help Language |Spanish LI

oK ” Cancel

7. Click on the OK button to apply the changes.

The language pack installs a translation package of the labels, text, and help content of the
Dynamics CRM user interface. While the base language defines the default Dynamics CRM Ul
language, the language packs further installed can provide flexibility to users to select another
language of their choice. This is often a very important feature of Dynamics CRM when there
is a use case of deploying Dynamics CRM for a multilingual user base.

In Microsoft Dynamics CRM for Outlook, the user language settings only apply to Microsoft
Dynamics CRM for Outlook features, such as the user interface display of the CRM menu;
they do not affect other areas of Microsoft Office Outlook.
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Installing Microsoft Dynamics CRM E-mail

Router

Microsoft Dynamics CRM E-mail Router creates an interface between a Microsoft Dynamics
CRM deployment and the organization's messaging system. E-mail Router performs the
following tasks:

» Routing incoming e-mail messages to Microsoft Dynamics CRM
» Sending e-mail messages generated from Microsoft Dynamics CRM

E-mail Router is for users or queues that do not use Microsoft Dynamics CRM for Outlook. If
CRM Organization uses e-mail queues, E-mail Router must be used because queues are not
supported by using Microsoft Dynamics CRM for Outlook.

With E-mail Router, an e-mail is routed to Microsoft Dynamics CRM regardless of whether the
recipient is logged in.

E-mail Router routes qualified e-mail messages to the Microsoft Dynamics CRM system as
e-mail activities and fully integrates with different messaging systems, such as Microsoft
Exchange Server, Microsoft Exchange Online, POP3, and SMTP. E-mail Router includes the
functionality of sending e-mails through any desired SMTP provider and receiving e-mails from
Microsoft Exchange Server or from a POP3 server.

Getting ready

The minimum recommended hardware specifications for the server machine where E-mail
Router will be installed are as follows:

» A multi-core 1.8 GHz processor
» 2 GB of RAM or more
» A minimum of 100 MB of available hard disk space

E-mail Router components can be installed on a machine that runs on Windows 7 (32- or
64-bit editions), and on Windows Server 2008 or Windows Server 2008 R2 (x64-bit
editions only).

) Running Microsoft Dynamics CRM E-mail Router and the E-mail
a Router Configuration Manager application (32-bit) is not
VS supported on a Windows Server 64-bit operating system in the
Windows on Windows (WOW) mode.

Finally, Rule Deployment Wizard requires the Microsoft Exchange Server Messaging API
(MAPI) client libraries.

=)
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%j%“ This package, however, will not be installed on a system on which any version

For Microsoft Exchange Server 2010, MAPI Version 6.5.8147 (or later) is
required. If an earlier version is installed, it has to be uninstalled before
installing the newer version.

Download the latest MAPI client from:

http://www.microsoft.com/en-us/download/details.
aspx?id=1004

of Microsoft Outlook or Microsoft Exchange Server 2003 or earlier is installed.

Update Rollup 2 (or later) of Microsoft Exchange Server 2010 is also a
requirement if Rule Deployment Wizard is intended to use Microsoft
Exchange Server 2010 as its e-mail server.

Microsoft does not recommend installing E-mail Router on a computer that is
running Microsoft Exchange Server.

The minimum permissions required to run E-mail Router are:

>

>

The account that is running E-mail Router must be LocalSystemAccount

The computer where E-mail Router will be installed must be added to the
PrivUserGroup group

How to do it...

Follow these steps to set up E-mail Router component:

1.

Log in to the server machine where E-mail Router has to be installed with local
administrative privileges.

Download Microsoft Dynamics CRM 2011 E-mail Router from the Microsoft website
(http://www.microsoft.com/en-in/download/details.aspx?1d=27818).
If downloading is not permitted on this machine, this can be downloaded elsewhere
and then copied onto this machine.

After downloading the package, start the installation by double-clicking on the
downloaded EXE file. The first step would be to specify the location to which the
package content will be unzipped.

After unzipping, locate the unzipped files and then double-click on the
SetupEmailRouter.exe file.

If a Security Warning page pops up, proceed by clicking on Run.

Then a Welcome to Microsoft Dynamics CRM 2011 E-mail Router Setup page
appears. Select Get Updates for Microsoft Dynamics CRM if Dynamics CRM
update rollups have to be applied; otherwise, select Do not get updates and
then click on Next.

@l
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It is recommended that you assess the impact of the update

rollups before applying them because update rollups can

break any existing code or the rollup itself can have defects.

When the License Agreement page appears, select | accept this license agreement
to accept the license terms and click on 1 Accept.

If the required components are missing, the Download and Install Required
Components page appears. If this page does not appear, all required components
are installed and the next step in the installation procedure can be skipped.

If the required components are listed, they can be installed now. Click on Install to
launch the installation. After the components are installed, the Status column value
changes from Not Installed to Installed. Click on Next to continue.

Some of these components might require an Internet

connectivity on the server machine in case the prerequisite

binary files are not found on the local machine.

On the Select Router Components page, select either one or both options and then
click on Next:

o The Microsoft Dynamics CRM E-mail Router Service option installs the
E-mail Router service and the E-mail Router configuration manager

o The Rule Deployment Wizard option installs Rule Deployment Wizard.
Optionally, this wizard can be installed on any computer in the Active
Directory domain of the Exchange Server.

44 Microsoft Dynamics CRM E-mail Router Setup I ] 3
Select Router Components
Select the components to install. “
=

Install these components:
V¥ Microsoft Dynamics CRM E-mail Router Service

V¥ Rule Deployment Wizard

cBack [ Nets Cancel
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On the Select Router Components page, if we clear the

option of a component that has already been installed,

that component will be uninstalled.

10. On the Select Install Location page, accept either the default file installation
directory or browse to indicate a different location, and then click on Next.

11. The System Checks page appears. This page displays a summary of all system
requirements for a successful E-mail Router installation. Any reported error must be
corrected before proceeding with installation. If there is a problem that will take time
to be solved, setup has to be cancelled at this point; the problem has to be fixed and
only then can setup be restarted.

When no verification errors remain, click on Next.
12. The Ready to Install page appears. The installation selections made have to be
reviewed; click on Back to change any selections, or click on Install to install now.
13. After the E-mail Router setup has finished installing files, click on Finish.

The setup for E-mail Router for Microsoft Dynamics CRM 2011 contains two main components:

» E-mail Router (the E-mail Router service and the E-mail Router configuration manager)
» Rule Deployment Wizard

Rule Deployment Wizard lets us deploy rules that are used to route e-mail messages to a
forward mailbox from the mailbox of a user or queue. Rule Deployment Wizard does not
work with POP3/SMTP e-mail servers.

Users and queues in CRM can be configured to use E-mail Router for processing of the
incoming and outgoing CRM e-mails. To utilize this functionality, users and queues must
have a valid e-mail address and must select E-mail Router for the incoming and outgoing
E-mail access types. This can be set up by an administrator or by users having the
relevant permissions.

E-mail Router can also be installed on a multiserver cluster to provide high availability and
failover functionality. We will discuss this in the Installing Microsoft Dynamics CRM E-mail
Router on multiple computers recipe later in this chapter.

&=l
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After E-mail Router is installed, the E-mail Router configuration manager, an application that
is installed during the Microsoft Dynamics CRM E-mail Router setup, must be run. We will
discuss this in the next recipe.

Configuring Microsoft Dynamics E-mail

Router

After installing E-mail Router, it has to be configured. Certain configuration tasks are
mandatory; whereas a few are optional. The configuration tasks can be listed as follows:

» Task 1 (Mandatory): Setup profiles are (optionally) set up deployments using the
E-mail Router configuration manager

» Task 2 (Mandatory): Dynamics CRM users must have their incoming e-mail access
type set to E-mail Router

» Task 3 (Optional): We can set up the forward mailbox
» Task 4 (Optional): As part of configuration, inbox rules can also be deployed

E-mail Router has several options, and before running the E-mail Router configuration
manager, we need to be certain about the choices to be made here:

» Incoming configuration: For incoming e-mail messages, E-mail Router supports the
Exchange Server 2003/2007 or POP3 e-mail systems

» Outgoing configuration: For outgoing e-mail messages, E-mail Router supports SMTP
e-mail systems

» Mailbox monitoring type:
Two types of mailbox monitoring can be configured, they are as follows:

o Forward mailbox: Forward mailbox, also known as sink mailbox, allows
Dynamics CRM to monitor one central mailbox instead of monitoring
the mailbox of each user who needs Microsoft Dynamics CRM e-mail
capabilities. CRM Organizations, which has a large number of mailboxes to
monitor, can opt for this alternative.

o E-mail Router: If e-mail messages can be forwarded as attachments but the
e-mail system does not allow rules, each user must be configured to use the
E-mail Router setting.

If Exchange Server is used, forward mailbox monitoring is
recommended.

% To use a forward mailbox with a Microsoft Dynamics CRM

S~ deployment that interfaces with a POP3-compliant e-mail

system, the e-mail system must be able to forward e-mail
messages as attachments.
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How to do it...

We will take a look at all the previously mentioned tasks one by one:

Task 1 - Setting up profiles

Please follow the ensuing steps to configure the E-mail Router settings:

1. To start E-mail Router Configuration Manager, click on Start | All Programs |
Microsoft Dynamics CRM 2011 E-mail Router | E-mail Router Configuration
Manager.

The E-mail Router Configuration Manager application will be launched. It has three
sections as follows:

Q

Configuration Profiles: This section contain information about the e-mail
server and the authentication methods the E-mail Router will use.

At least one incoming e-mail profile and one outgoing e-mail profile have to
be configured to enable E-mail Router to route e-mails to and from Microsoft
Dynamics CRM Organization.

Deployments: For E-mail Router to use the incoming and outgoing
configuration profiles we just created, it has to be linked with a Microsoft
Dynamics CRM Deployment.

We have to select from the following options:

My company: Select this option if Microsoft Dynamics CRM is deployed
on premises

An online service provider: Select this option if the deployment that E-mail
Router will connect to is an online service provider deployment of Microsoft
Dynamics CRM

Microsoft Dynamics CRM Online: Select this option to connect E-mail
Router to a Microsoft Dynamics CRM Online organization

Users, Queues, and Forward Mailboxes: Once the configuration profile and
deployment have been completed, we need to manage the users, queues,
and forward mailboxes that will be used by E-mail Router.

2. To create a configuration profile, click on New in the Configuration Profile tab.
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3. Provide a profile name and then select the intended values for Direction and E-mail
Server Type. Finally, provide values for Location and Access Credentials as shown in

the following screenshot.

By repeating steps 2 and 3, multiple incoming and outgoing profiles can be created:

4 E-mail Router Configuration Manager

Corfiguration Profiles I Deployments | Users, Queuss, and Forward Maiboxes |

configuration orofile

| 4| E-mail Router Configuration Profile

I General |Mvanced|

Profile Name:

Exchange Online Outgoing Email

Direction:

E-mail Server Type

Protocal:

=101

I Use Autodiscover

=10l

The E-mail Router Configuration Manager helps you corfigure E-mail Router corfiguration profiles, associate existing deployments to the Microsoft Dynamics CRM E-mail Router, and manage
incoming and outgoing e-mail corfigurations for users and queues. You can also use the E-mail router Corfiguration Manager to associate a forward mailbox with an incoming E-mail Router

_J Authentication Method

I Access Type

Location: Exchange Web Services URL:
I microsoftonline com/ews,/Bxchange asmx
Access Credentials: IOther Specified j
User Type Iuggr -
User Name:
Password —
ok | cance |

Publish Close

4. To link a Dynamics CRM Deployment, click on New in the Deployment tab.

5. For Deployment Type, select between My company, An online service provider, and
Microsoft Dynamics CRM Online.

In the Microsoft Dynamics CRM Server box, please provide the Microsoft Dynamics
CRM Discovery service followed by the organization name, which is case-sensitive.

In the Access Credentials section, please specify the credentials that E-mail Router
will use to log on to the Microsoft Dynamics CRM Server.

=)
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Use a Local System account if the machine account can be used
to connect to Microsoft Dynamics CRM Server. In such a case,
E-mail Router must be in the same domain as the Microsoft
Dynamics CRM Server and the E-mail Router machine account
should be added to PrivUserGroup in Active Directory.

Alternatively, the Other Specified account can be used to specify
the credentials of a user of with the system administrator role to
connect to Microsoft Dynamics CRM.

In the Incoming configuration profile field, select an incoming profile already
created, and in the Outgoing configuration profile field, select an outgoing profile

already created.

Finally, click on OK to finish the deployment:

i o Router Contiguration armger ————

Configuration Profiles  Deployments I Users, Queues, and Forward Mailboxes |

Specify the Microsoft Dynamics CRM deployment to associate with an incoming or outgoing E-mail Router corfiguration profile. When you create & deployment, you must specify the type of
authertication method and account credentials to use to connect to the Microsoft Dynamics CRM server.

IS

Defaul
_(oi x|

Microsoft Dynamics CRM Server Default Incoming Configuration Profile
4} Microsoft CRM Dynamics Deployment

Specify the type. location. and access credentials of this Microsoft Dynamics CRM
deployment.

Deplayment
My company
" An orline service provider

€ Microsoft Dynamics CRM Orline

Microsoft Dynamics CRM Server:

|http:/Aocalhost/Packt
Access Credentials: Cther Specified j
User Name: [admin
Password: —
Default configuration profiles
Incoming corfiguration profile:
| El
Outgoing corfiguration profile:
IExchange Online OutgoingEmail j
OK I Cancel

Outgeing Configuration Profile

| Enabled

Mew
Modify
Remove
Disable

Help

Publish Close

@1
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6. The next step would be that of loading the users and mailboxes from CRM
Deployment, and this can be done by clicking on the Load Data button as
shown in the following screenshot:

J=E]

Configuration Profiles I Deploymerts Users, Queues, and Forward Mailboxes |

Manage users, queues, and forward mailboxes for an existing deployment.

"Select a CRM Deployment to view users and mailboxes

hitp:/Aocalhost /Packt/main aspxd j Load Data |

Fublish Close

Task 3 - Setting up the forward mailbox

1. To set up forward mailboxes, once the data is loaded, click on the Forward Mailboxes
tab. Click on New to create a new forward mailbox, or click on Modify to change an
existing forward mailbox.

In the Forward Mailbox dialog box, fill in the following boxes, and then click on OK:
o Name: This field will bear the name of the forward mailbox.

o E-mail Address: This field will bear the e-mail address for the
forward mailbox.

o Incoming Configuration Profile: This field will bear the name of the
incoming configuration profile to associate with the forward mailbox.
We can have multiple forward mailboxes that use different incoming
configuration profiles.

To delete e-mail messages in the forward mailbox after they have been
processed by E-mail Router, select the Delete messages in forward mailbox
after processing option.

=)
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A E-mail Router Configuration Manager T

=10l

Corfiguration Profiles | Deployments  Users, Queues, and Forward Mailboxes I

Manage users, queues, and forward mailboxes for an existing deployment
"Seled a CRM Deployment to view users and mailb

hitp:/ocalhost/Packt j Load Data

Users and Queues  Forward Mailboxes I

Name | E-mail Address | Incoming Configuration Profile | Enabled |
44 Forward Mailbox o ] b3

Specify the name, e-mail address, and incoming E-mail Router configuration profile of
forward mailboxes.

Name IExchange Online Forward Mailbox

E-mail Address Iadamf@packtcrm onmicrosoft.com T
Help

inceming Corfguration Pofe: AR ~

¥ Delete messages in forward mailbox after processing

Publish Close

OK I Cancel

2. Finally, click on Publish.

Then restart the Microsoft CRM E-mail Router service. To do this, click on Run, type

services.msc, and then press Enter. Right-click on the Microsoft CRM E-mail
Router service, and then click on Restart.

Task 2 - Configuring user e-mail settings

By default, incoming and outgoing e-mail access types in Dynamics CRM are set to Microsoft

Dynamics CRM for Outlook. Unless this is changed, Outlook will be unable to send and
receive e-mails.

@]
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To configure E-mail Router for incoming and outgoing e-mail access types, perform the
following steps:

Log in to Dynamics CRM with system administrator access.

Navigate to Settings | Administration | Users, select the user record, and open it.

On the user record, modify the incoming and outgoing e-mail access types to
E-mail Router.

E-mail Access Configuration

E-mail access type - IE.maiI Router vl

Incoming: *
E-mail access type - I E-mail Router vl
Outgoing: *

Task 4 - Configuring rules using Rule Deployment Wizard

To deploy these Microsoft Dynamics CRM user inbox rules, the Rule Deployment Wizard can
be used. Rule Deployment Wizard can be run at any time to add or change the inbox rules for
Microsoft Dynamics CRM users.

The Rule Deployment Wizard can only deploy rules to Exchange Server
mailboxes. The Rule Deployment Wizard cannot be used to deploy rules
"~ to POP3 e-mail servers.

To run Rule Deployment Wizard, the user must:

» Belogged on as a Microsoft Dynamics CRM user with a security role

» Be alocal administrator on the computer on which the wizard is running

» Have Exchange administrative permissions

The following are the steps to run the Rule Deployment Wizard:

1. Navigate to Start | All Programs | Microsoft Dynamics CRM 2011 E-mail Router
and click on Rule Deployment Wizard.
Click on Next to start the wizard.

3. For Deployment, select a Microsoft Dynamics deployment type.
Enter the URL of the CRM Organization for Microsoft Dynamics CRM Server.

For Access Credentials, provide the correct credentials of a system administrator of
the Dynamics CRM Organization.

NED
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Then click on Next to proceed:

4" Rule Deployment Wizard x|
Select a Deployment ‘

. i , 5

Select a Microseft CRM deployment by typing the name of a Microsoft CRM server ur. @\

Deployment:

My company

" An onling service provider

¢~ Microsoft Dynamics CRM Online

Microsoft Cynamics CRM Server:
Il'rﬂp:ff’localhostfPac:kt

Access Credentials:

User name: Iadmin

Password: I*ﬂ*ﬂ*ﬂ-

<Back | Met> | Concel |

4. Type the e-mail address of the forward mailbox and click on Next to proceed.

g7 Rule Deployment Wizard x|

Specify the Forward E-mail Address

e o | =y
The forward e-mail address is the mailbox address where the Router retrieves q@\
messages to send to Microsoft CRM. b,

Forward e-mail address: |adamf@pacidem onmicrosoft com

[” Deploy disabled niles

[~ Show only users and queues configured to use a forward mailbox

E-mail Server Type: Exchange 2010 j

<Back | MNet> | concel |

5. Select the Microsoft Dynamics CRM user(s) or queues to whom/which we want to
deploy the rule. Then click on Next.

i
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6. Click on Deploy rule to user mailboxes, and then click on Next.
7. After the rules have been deployed, click on Cancel to close the wizard.

E-mail Router Configuration Manager configures the deployment and enables Dynamics
CRM users and queues to send and receive e-mail messages. The E-mail Router configuration
steps remain the same irrespective of whether E-mail Router is installed on a single machine
or multiple-machine clusters. With this recipe, the E-mail Router installation activities come to
a close.

Installing Microsoft Dynamics CRM E-mail

Router on multiple computers

To install E-mail Router in a failover cluster environment, the minimum requirements are
as follows:
» At least two Windows servers to support clustering

» A common storage I/0 technology between the nodes in the cluster, such as Parallel
SCSI or Fiber Channel

» Cluster configured in an active/passive manner; installing E-mail Router on nodes
operating in an active/active cluster, such as an Exchange Server active/active
cluster, is not supported.

To install Microsoft Dynamics CRM 2011 E-mail Router on multiple computers, the following
main steps have to be followed:

» Installing E-mail Router to the active primary node in the cluster

» Installing E-mail Router to the passive nodes in the cluster

» Creating the generic resource service for the cluster

How to do it...

Please perform the following steps to install E-mail Router to the active node in the cluster:

1. Run the E-mail Router setup in the active primary node in the cluster by following the
Installing Microsoft Dynamics CRM E-mail Router recipe.

2. Configure E-mail Router using the E-mail Router Configuration Manager by following
the Configuring Microsoft Dynamics E-mail Router recipe. Verify that E-mail Router
is routing messages correctly to and from Microsoft Dynamics CRM and the
e-mail systems.

=
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6.

Create shared storage on a secondary node in the cluster and grant full access to the
service account running the E-mail Router service and those administrators who may
have to update configuration files manually.

By default, the E-mail Router files are located in the folder
s \%Program Files%\Microsoft CRM Email.

The following files have to be copied manually to the shared storage. This is essential
because these files can be moved to a secondary node in the cluster in the event
of a failover.

O Microsoft.Crm.Tools.EmailAgent.Configuration.bin

O Microsoft.Crm.Tools.EmailAgent.SystemState.xml

O Microsoft.Crm.Tools.EmailAgent .xml

0 EncryptionKey.xml (if it exists)
Then update the following registry subkey, so that E-mail Router uses the shared
location to load the E-mail Router settings.
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSCRMEmail

Finally, restart the Microsoft CRM E-mail Router service.

Next, we will install E-mail Router on each of the passive nodes of the cluster using the
following steps:

3.

Run the E-mail Router setup in the passive node of the cluster.

Update the Windows Registry subkey as mentioned in the previous steps on the
primary node.

Restart the Microsoft CRM E-mail Router service.

Finally, we will create a generic resource service for the cluster by following these steps:

1.

On each node in the cluster, start the Services MMC snap-in. On the list of services,
right-click on Microsoft CRM Email Router, click on Properties, and then set Startup
Type to Manual. Close the Services MMC snap-in.

Launch Active Directory Users and Computers. Locate the PrivUserGroup
{cuiD} security group for the deployment. Add the computer accounts for each
node in the cluster. Close Active Directory Users and Computers.

-
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3. If Windows Server 2003 is used here, start Cluster Administrator—if Windows Server
2008 is used, start Failover Cluster Management—and create a generic resource
service. Use the following parameters:

o Name: Create a descriptive name for the generic resource service, for
example, MSCRM E-mail Router

o Resource type: Enter the generic service
o Group: Enter the cluster group name
o Possible owners: Add all nodes in the cluster

o Dependencies: If Exchange Server is used and E-mail Router has been
installed on Exchange Server (not recommended), add Microsoft Exchange
Information Store

o Service Name: Mention the Microsoft CRM E-mail Router service
o Start Parameters: Leave this field blank
o Use Network Name for computer name: Leave this field unchecked
o Do not checkpoint any registry keys
4. Bring the resource online. If it is necessary, configure the resource
properties, such as the failover policies.
5. Close the Cluster Administrator/Failover Cluster Management window.

We achieve high availability for the Microsoft Dynamics CRM E-mail Router service by
deploying it on multiple computers by using Windows Server's clustering technology. The
server cluster has to be configured in an active/passive manner. In case of an active node
failover scenario, the passive node becomes the primary node and the common storage or
shared disk resources will move from active node 1 to the passive node.

Deploying Microsoft Dynamics CRM on

multiple servers

Earlier, in the Single server versus multiserver subsection of this chapter's Introduction
section, we mentioned some of the reasons for and benefits of installing Dynamics CRM
2011 on multiple computers. In this recipe, we will discuss how to deploy Dynamics CRM
on a multiserver environment.
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Getting ready

In a multiple-server deployment, there are usually two or more server computers running
the Dynamics CRM 2011 Full Server installation. But for improved performance, the server
roles (Front End Server role, Back End Server role, Deployment Administration Server)

can further be deployed across different server machines. When Dynamics CRM 2011 is
deployed across multiple servers, Network Load Balancing (NLB) must be configured to
provide load balancing.

In case of deploying various server roles into separate servers, Microsoft's recommendation
is to not install the Help Server role on the same server where Front End Server roles are
installed. This is to minimize the CRM system's exposure to denial-of-service attacks.

Let us take an example of two server nodes (CRM001 and CRM002), where Microsoft
Dynamics CRM 2011 Full Server is configured (or will be installed) as a server cluster
(CRMCluster) and the CRM installation uses a SQL Cluster environment (SQLCluster).

The following network diagram describes our multiserver deployment scenario:

Network Load Balancer

0

CRM0O01 CRM002

CRMSQLCluster

We have to perform the following steps to make this setup work:

» Installing Dynamics CRM 2011 on both the server nodes (CRM001 and CRM002)

» Creating a server cluster (CRMCluster)

]
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» Configuring the SPN for the CRM Application Pool service account
(CRMServiceAccount)

» Configuring NLB

How to do it...

To achieve multi-server deployment in our scenario, we have to complete the
following subtasks.

First, we have to install Dynamics CRM 2011 on two server nodes; we will achieve this one at
a time. Here, we are assuming that the installation of a Full Server role will be performed for
both these server machines. As stated in the earlier sections, installing Microsoft Dynamics
CRM Workgroup Server 2011 on multiple servers is not supported.

To install Dynamics CRM 2011 on these two machines, perform the following steps on each of
the machines independently:

1. Follow the steps outlined in the Installing Dynamics CRM 2011 Server recipe to
install Dynamics CRM 2011 server.

2. On the Specify Deployment Options page, select the instance of SQL Server that
will be used for the Microsoft Dynamics CRM databases (CRMSQL). Then, check the
Create a new deployment option. Click on Next and continue the setup.

3. On the Specify Security Account page, select a domain user account
(CRMServiceAccount) that has been created previously.

4. Click on Continue to finish the installation.
The next steps are to create a server cluster for servers CRM001 and CRM002 and to enable
loading balancing between them. The recommended settings while creating the NLB are
as follows:

» Port Range: 0 to 65535 (the default range)

» Protocols: Both

» Affinity: Single

The next step is to configure the SPN for the CRM Application Pool service account.

In this deployment, we are using a domain user account (CRMServiceAccount) to run

the Dynamics CRM 2011 Application Pool. When IS 7.0 (or higher) is used on a cluster
environment, we need to set up SPN for the Application Pool account. Active Directory uses
the SPN for mutual authentication of a service instance, which enables the service instance
to correctly authenticate a user who attempts to access resources that are located on other
domain-member computers.

5]
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Perform the following steps to configure the SPN for the CRM Application Pool Account:

o o M~ wDd

9.

Log in to the Active Directory server machines with domain admin credentials.
Launch the ADSI Edit console from All Programs | Administrative Tools | ADSI Edit.
Expand the domain and the node that starts with DC= and then expand CN=Users.
Right-click on CRMServiceAccount and click on Properties.

From the attribute list, select servicePrincipalName and then click on Edit.

In the Value to add textbox, enter HTTP/CRMNLBName . FQDN and then click on Add.

Here, CRMNILBName is the CRM Server's cluster name (in this case, CRMCluster)
and FQDN is the Fully Qualified Domain Name of the cluster, for example,
CRMCluster.MyOrg.com.

In the Value to add box, enter HTTP/CRMNLBName and then click on Add.
Click on OK the next two times.
Close the ADSI Edit window.

Now it is time to configure the NLB for this deployment. NLB will be configured using Dynamics
CRM 2011 Deployment Manager. Perform the following steps to configure the NLB:

1.

2.

Launch the deployment manager. This is usually accessible via the following path:
Start | All Programs | Microsoft Dynamics CRM | Deployment Manager

Right-click on Microsoft Dynamics CRM, and then click on Properties as shown in
the following screenshot:

‘i.MicrosofI: Dynamics CRM Deployment Manager

File  Action Wiew Help

&= = =

1] Vicrosoft Dynamicg CEIM Biceocoft Monao
8%, Deplayment & Configure Claims-Based Authentication. ..
s+ Organizations  Change Product Key

B_E Servers

Wigw 3

Refresh

Properties

Help ||

vww allitebooks.conl
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3. Click on the Web Address tab and verify that the cluster name (in this example,
CRMCluster) appears, and then click on Advanced:

Microsoft Dynamics CRM Properties x|

"General Web Address | License I Usage Reporting I

Binding Type:

¢ HTTP " HTTPS
Web Application Server:
IWIN-DADVB\«"SBOEK:ED
Organization Web Service:
|‘.‘\«'IN-DADVBV55()5K:ED

Discovery Web Service:
I‘.‘\«'IN-DADVBVSBOEK:ED
Deployment Web Service:
I‘.‘\«'IN-DADVBVSBOEK:ED

When you change the binding type, the website must have the comect
binding already configured. i claims-based authentication is enabled,
HTTPS is required.

Advanced |
ok | cancel | iepb |

4. Select The deployment uses an NLB. Click on OK and then close the
deployment manager:

MNLB and S5L Header Information E3 I

Indicate whether or not your deployment uses a network load balancer [MLE).

¥ The deployment uses an MLE

If pou are using Secure Sockets Layer [S5L) offloading hardware, specify the
S5L header for the hardware.

55L Header:

Example: FROMT-EMD-HTTPS:0n

0] Cancel

NED
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Multiserver deployment gives performance benefits and scaling advantages. However, with
Microsoft Dynamics CRM Workgroup Server 2011, the Dynamics CRM 2011 server roles
cannot be installed on separate computers. Load balanced multiserver deployment, as stated
in the recipe, is essentially the most likely deployment paradigm in a production environment.

There's more...

It is common practice to deploy Dynamics CRM 2011 with a SQL Server clustered
environment. To achieve this, create a SQL Server cluster, and then during Dynamics CRM
2011 installation, on the Select SQL Server page, type the virtual server name that was
specified when we created the SQL Server cluster.

The multiserver deployment of Dynamics CRM 2011 can be more complex than what has
been discussed in this recipe. One example of a complex deployment can be to deploy all
server roles to separate server machines.

The following diagram describes a multiserver CRM 2011 deployment with different server
roles deployed on separate server machines.

Network Load Balancer

|: -I--I--I--I-O|

Multiserver CRM Deployment

Dynamics CRM 2011 Dynamics CRM 2011
Front End Server Role Sandbox Service Role

°
°

Dynamics CRM 2011 Dynamics CRM 2011
Asynchronous Service Roles Development Administration Role

SQL Server 2008 Dynamics CRM 2011 Database
Reporting Services Server (SQL Server Cluster)
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When we select a server role other than Full Server, Microsoft Dynamics CRM Server setup
does not create an organization database during the installation. If the deployment does
not have an organization database, we must use the deployment manager to create a new
organization. The next recipe will guide us with creating a new organization in Dynamics
CRM 2011.

Creating a new organization

Microsoft Dynamics CRM 2011 Deployment Manager is a wizard-based application that
takes us through all the steps for creating a new organization. For multiserver deployment
and while creating a multitenant CRM deployment, multiple organizations can be created for a
Dynamics CRM 2011 CRM deployment.

How to do it...

The steps to create a new organization are as follows:

1. Launch the deployment manager. This is usually accessible via at:
Start | All Programs | Microsoft Dynamics CRM | Deployment Manager

2. Click on the Organizations link. This will list all the existing organizations deployed in
this CRM environment as shown in the following screenshot:

44 Microsoft Dynamics CRM Deployment Manager =1ES
File Action View Help

&= 3= Hi=

‘}_1 Microsoft Dynamics CRM MName | Diyax Name | Status | Version | Update | Actions

8?, Deployment Administrators 52Packt Packt Enabled 5.0.9590.2243 Mot Available
5‘?1. Organizations
B_E Servers New Organization...

Import Organization...

View »

3. Then, right-click on Organizations and select New Organization. The New
Organization Wizard window will appear.

4. On the Specify the Organization Settings page, enter the following information:
o Display Name: This will contain the name of the CRM Organization.

o Unique Database Name: This will contain the database name for this CRM
Organization.

o IS0 Currency Code: Click on Browse and select a base currency. Setting
currencies has been discussed in the There's more... section of the Installing
Dynamics CRM Server recipe.

&)
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5.

10.

o SQL Collation: In the SQL collation list, keep the default selection or select
a different database collation that the organization database will use to sort
and compare data characters.

Click on Next> to proceed:

AiyNew Drganization Vizard E
Specify the Organization Settings
Specify the name of vour organization. After the name, base currency,
base language, and 5L collation are set, they cannot be changed., y “

Dizplay name:

|DevPlayCRM

Unique Database Mame:
|DevPlayCRm

Baze Cunency

150 currency code: Currency name:

Jusp JUS Dallar

Currency symbol: Currency precision:

Is 2

Baze Language:
| English [United States) =l

SOL Collation:
| Latirl_General CI_4l |

Mext » | Cancel |

On the Help Us Improve the Customer Experience page, select whether to
participate in the Customer Experience Improvement Program, and then
click on Next.

On the Select SQL Server page, specify the SQL Server machine name.

If we are using the default instance of SQL Server, we need to provide the machine
name of the SQL Server, and in case we are using the named instance of SQL Server,
we need to enter <machine-names>\<instance-names.

On the Specify Reporting Services Server page, specify the Reporting
Server URL value.

Next appears the System Checks page, which outlines a summary of all
requirements and recommendations for a successful installation. If all the previous
steps have been followed, everything should be OK. Make sure no errors are
reported. If there are errors, they need to be corrected before we can continue.
Click on Next.

Then appears the Ready to Create page. Here, review the selections and click on
Create to create the new organization.

&1


http:///

Installing Dynamics CRM 2011

Using this recipe, organizations within Dynamics CRM 2011 can be set up. Multiple
organizations can be set up by repeating this recipe. An organization within Dynamics CRM
2011 is usually provided a meaningful name from the business standpoint. The organization
name appears as part of the Dynamics CRM URL. However, there are some restricted names
that cannot be used as organization names within Dynamics CRM.

These restricted names can be found in the ReservedName column of the
A ReservedNames table in the MSCRM_CONFIG database.

Editing the organization's details

A organization once set up can be renamed/modified after creation. This is a fairly easy task
and can be achieved using the deployment manager. The following details of an organization
can be edited:

» Display name of the organization

» SQL Server

» SSRS Server

How to do it....

Please perform the following steps to edit an organization's details:

1. Launch the deployment manager. This is usually accessible via:

Start Menu | All Programs | Microsoft Dynamics CRM | Deployment Manager
2. Navigate to Microsoft Dynamics CRM | Organizations, and then right-click

on the organization and select Disable.

3. Click on the organization name and click on Edit Organization from the Actions pane
as shown in the following screenshot:
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|| Actions |

Organizations
Mew Organization. .,
Irnport Qrganization, ..
Vigw

|G Refresh

|5y Export List...

Help

Enable

I Edit Organization. .. I
x Delete
B Properties

Help

4. On the Edit Organization wizard screen, change the required properties and click on
Next to proceed.

5. On the System Checks page, click on Next.
On the Ready to Apply Changes page, click on Apply.
7. Finally, click on Finish to complete the changes.

Once the changes are applied, the organization is updated with the new changes. Unless
setup encounters any error, the changes will be published and the changes will be visible in
the organization list.

See also

Recipes in this chapter demonstrated how to install various components of Microsoft
Dynamics CRM 2011. In the next chapter we would discuss the following recipes:

» Backing up Dynamics CRM 2011 Server

» Recovering Dynamics CRM 2011 Server failure

» Monitoring Dynamics CRM 2011 Server

» Optimizing Dynamics CRM 2011 Server performance
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Maintaining and
Optimizing Microsoft
Dynamics CRM 2011

Server

In the previous chapter, we discussed the recipes for installing Microsoft Dynamics CRM 2011
Server on-premises. Post installation, the next important thing to know is how to maintain the
health of the servers. In this chapter, we will delve into the recipes for maintaining the health
and potential optimization possibilities of Dynamics CRM Server 2011 components. These
recipes are intended for Dynamics CRM 2011 on-premises deployment only.

This chapter covers the following recipes:

>

Backing up Dynamics CRM 2011 Database Server

Backing up Dynamics CRM 2011 Server

Recovering from a Dynamics CRM 2011 Database Server failure

Recovering from a Dynamics CRM 2011 Server failure

Enabling server-level tracing

Enabling deployment-level tracing

Enabling tracing on a Microsoft Dynamics CRM 2011 E-mail Router machine
Monitoring Dynamics CRM 2011 Server performance

Optimizing Dynamics CRM 2011 Database Server performance

Optimizing Dynamics CRM 2011 Server performance
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Introduction

Post the installation of Dynamics CRM 2011 Server, its maintenance, backup, and finally
optimization need to be taken care of. The maintenance of Dynamics CRM 2011 requires
familiarity with a wide range of servers, networks, mail systems, and so on.

After installation, the best practice is to back up some of the components. The backup
would help to restore the server in the case of a failure of one or more components.

A comprehensive backup and recovery mechanism should be in place before the
Dynamics CRM 2011 solution is rolled out to end users for use.

The following components of the Dynamics CRM 2011 Server infrastructure need to be
backed up (as recommended):

» Database: The configuration database (MSCRM_CONFIG) and the organization
databases (OrganizationName MSCRM) should have full database backups and
transaction log backups.

It is also recommended to back up the other databases, such as master, msdb,
ReportServer, and ReportServertempdb.

» Dynamics CRM 2011 Server: The web . config file should be backed up in case it is
modified post installation. The Windows registry subkeys in HKEY LOCAL MACHINE\
SOFTWARE\Microsoft\MSCRM have to be backed up.

» Exchange Server: Backup for Exchange Server is not required from a Dynamics CRM
2011 recovery standpoint. But the Exchange Server backup policy should be in place,
in line with the recommended Exchange Server maintenance practices.

» Domain controller: A full system state backup of the domain controller should
be taken.

Another part of maintenance activities is to enable tracing when the system encounters
errors. Dynamics CRM 2011 provides tracing capabilities. Tracing, by default, is disabled when
Dynamics CRM 2011 components are installed. In this chapter, we will learn recipes on how
to enable them.

We will also delve into the recipes on how to recover from a failure when it occurs. Recovering
from a failure is very important, and we will explore how Dynamics CRM 2011 Server and SQL
Server for Dynamics CRM 2011 can be recovered from a failure.

The last phase would be to look into the recipes for optimizing Dynamics CRM 2011 Server's
performance. Performance optimization is a standard, nonfunctional requirement in any
Dynamics CRM 2011 implementation. Though performance optimization greatly depends on
the production network and infrastructure, we would explore the standard Dynamics CRM
2011 Server optimization methods.

(&)
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Backing up Dynamics CRM 2011 Database

Server

A database server backup plan is very important for ensuring the ability to recover in case of
any disaster. The Dynamics CRM 2011 Database Server backup strategy will usually be of the
following two types:

» To back up the Windows Server machine, which is running the Dynamics CRM 2011
Database server

» To back up the Dynamics CRM 2011-related databases using Microsoft SQL Server's
in-built backup and recovery feature

Moreover, some level of hardware fault tolerance has to be present for a database server.
This can mean the usage of a RAID-5 disk array for the databases and a RAID-1 (mirror) for
the transaction logs.

Windows Server backup can be used to create and manage automatic scheduled backups of
the database server. More information about Windows Server backup and recovery can be
found at the following link:

http://technet.microsoft.com/en-in/library/dd979562 (v=ws.10) .aspx

In this recipe, we will discuss backing up the database server using SQL Server's backup
feature. The Dynamics CRM 2011 Database backup plan should include database
maintenance and database backups.

Getting ready

Our database backup plan should include each of the Dynamics CRM 2011 databases to
make sure of a proper recovery in case one or all databases fail. The backup of MSCRM
CONFIG and OrganizationName MSCRM databases should include a full database backup
and some number of transaction log backups. For databases that are updated infrequently,
such as the master and msdb databases, we can have the full database backed up.

One important aspect of the database backup strategy is the frequency of the backup, that
is, how frequently a database should be backed up. The recommendation here is to make
frequent backups, but you need to make sure that the backup process does not impact the
availability of the system to the end users to a great extent.

Frequent, full database backups reduce the number of restores after
i any database failure.

&7}
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The other aspect of the database backup strategy depends on how much data loss is
acceptable to business users in case of a database failure. For example, if a maximum of an
hour's data loss is acceptable, transaction logs should be backed up every one hour and an
entire database should be backed up every day to reduce the number of restores.

How to do it...

The following steps will help create a database maintenance plan for the Dynamics
CRM 2011 databases:

1.

Launch SQL Server Management Studio by navigating to Start | All Programs |
Microsoft SQL Server 2008 R2 | SQL Server Management Studio.

If the database is running the SQL Server 2012 version, the
navigation path will be Start | All Programs | Microsoft SQL
e Server 2012 | SQL Server Management Studio.

SQL Server Management Studio can be installed on a machine that is not running
the Dynamics CRM 2011 SQL Server databases.

Log in to the Dynamics CRM 2011 Database Server with a user having a sysadmin
role. Then expand the Management node in Object Explorer.

_Auser having the sysadmin role can only create or manage
% maintenance plans. Object Explorer only displays the
s Maintenance Plans node for users who are members of the
sysadmin fixed server role.

Under the Management node, right-click on Maintenance Plans and select
Maintenance Plan Wizard as shown in the following screenshot:

&)
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= [_d WIN-0ADVEY 5603K (SQL Server 11.0.3000 - PACKT \admin)
[ Databases
1 Security
[ Server Objects
1 Replication

AlwaysOn High Availability
' Policy Management
_% Data Collection
;] Feesource Governor

=1 zintenance Flagg

T 50L Server Log Mew Maintenance Plan...
| Database Mal Maintenance Flan Wizard
&y Distributed Tran
3 Legacy View History
14 Integration Services R N
.ﬁ) S0L Server Agent par >
Refresh

3. Onthe SQL Server Maintenance Plan Wizard page, click on Next to continue.

4. On the Select Plan Properties page, provide the Name and Description values for
the maintenance plan.

Then select one of the following schedules:

o Separate schedules for each task: This will create a separate schedule for
each task added to the maintenance plan.

o Single schedule for the entire plan or no schedule: This will create one
schedule that applies to all tasks added to the maintenance plan.

In this recipe, select the Single schedule for the entire plan or no schedule option
as we intend to create only one schedule for our entire maintenance plan. Then click
on Next to proceed.

If the database is SQL Server 2012, then under Run as select the account that
Microsoft SQL Server Agent uses when executing the maintenance plan.

5. On the Select Maintenance Tasks page, select one or more maintenance plan tasks.
Here the recommendation is to select the following maintenance tasks:

o Check Database Integrity: This maintenance task, by executing the DBCC
CHECKDB T-SQL statement, would check the allocation and structural
integrity of user and system tables and indexes to ensure that any integrity
problems with the database are reported.

o Back Up Database (Full): This maintenance task, by executing the BACKUP
DATABASE T-SQL statement, would back up the whole database.

[}
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[m]

Back Up Database (Transaction Log): This maintenance task, by executing
the BACKUP LOG T-SQL statement, would back up the transaction logs of
the database.

Then click on Next to proceed.

6. On the Select Maintenance Task Order page, select the following order (usually the
proposed order):

1. Check Database Integrity
2. Back Up Database (Full)
3. Back Up Database (Transaction Log)

Then click on Next to proceed.

7. Then the Define Database Check Integrity Task page is shown, and on this
page we need to define the databases that the Check Database Integrity task
has to be associated with. Click on the Databases drop-down list and select the
These databases option. Thereafter, select the following databases by ticking the
checkboxes associated with each of them:

o master

o msdb

o MSCRM_CONFIG

o <OrganizationName>_MSCRM

There can be more than one organization database,
L so select all of them.

o ReportServer

o ReportServerTempDB

]
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Click on OK to confirm the selection and then click on Next to proceed as shown in
the following screenshot:

Define Database Check Integrity Task
Configure the maintenance task. N .
Databases: <Select one or more LI
Al databases
¥ | Include indexes (" System databases
- All user databases (excluding master, model, medb,
tempdb)
¥ These databases:
[¥ MSCRM_CONFIG :l

v medb

¥ Packt_MSCRM

v ReportServer

|7l Report ServerTempDB

r lgnore databases where the state is not online

Then the Define Back Up Database (Full) Task page is shown, and on this page we
need to define the databases that the full backup task has to be associated with.
Click on the Databases drop-down list and select the These databases option.
Thereafter, select the following databases by ticking the checkboxes associated
with each of them:

[u]

[u]

[u]

u]

u]

u]

master
msdb
MSCRM_CONFIG

<OrganizationName>_MSCRM

There can be more than one organization database, so select

[ % all of them.

ReportServer

ReportServerTempDB

]
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Here select the Create a backup file for every database option, and then we can
also modify the following options:

o Backup files location: We can choose a file location (different from the
default one) to store the backup files using a file browser associated with it
and can define the backup file extension as well

o Backup file extension: The default extension is .bak

o Verify backup integrity: Check this option to verify that the backup set is
complete and that all volumes are readable

o Set backup compression: Select from the list whether we want to compress
the database backup or not

By default, compression significantly increases CPU usage and
the additional CPU consumed by the compression process might
g adversely affect concurrent operations.

{¥ Create a backup file for every database

" Create a sub-directory for each database
Folder:

IF:"-.C RM\Backups _l

Backup file extension: bak

¥ Verfy backup integrity

Set backup compression: IDCI not compress backup j

10.

=

Then, click on OK to confirm the selection and finally click on Next to proceed.

Next, we will see the Define Back Up Database (Transaction Log) Task page, and
on this page you need to define the databases the transaction log backup task will
be associated with.

Click on the Databases drop-down list and select the These databases option.
Here, do not select databases, such as master and msdb, as these databases
are updated infrequently.

Apply the same choices defined in the previous step for backup location, backup file
extension, and backup file compression choices.

After making the selections, click on OK to confirm and then click on Next to proceed.

Next, we will see the Select Report Options page. Here a file location other than
the default one can be provided in the Folder location: field of the Write a report
to a text file option. This location is used to save a report of the maintenance plan
actions, and this report can be e-mailed by selecting the Email report option and
providing an e-mail address under the To option.



http:///

Chapter 2

11. Next, we will see the Complete the Wizard page; click on Finish to complete the

maintenance plan.

12. On the Maintenance Wizard Progress page, monitor the status information of the

actions of the Maintenance Plan Wizard, and once all the task statuses end on

Success, click on Close to close the wizard.

After creating the maintenance task, we will now schedule it to run automatically at a
scheduled time by performing the following steps:

1.

In Object Explorer, expand the SQL Server Agent node and then expand the Jobs
node under it.

Select the job that has the name in the <MaintenancePlan Name>.Subplan 1
format. Then right-click on this task and select Rename. Modify the Job Name field to
a better, self-explanatory name.

Again, right-click on the job name and select Properties from the context menu.

This will launch the Job Properties page. Then, click on the Schedules page under
the Select a page list.

Click on New from the task pane at the bottom. This will open the New Job Schedule
window. Provide the following details, such as the name, schedule type, frequency, daily
frequency, and duration in their respective fields. Then click on OK to save the details:

EE Hew Job Schedule - Ol x|

Mame: ICHMBackupSchedule Jobs in Schedule |

Recurs every:
Daily frequency
& Oceurs once at: lm
" Ocours every: |1 ::I I-':u-'::s: j Starting at:
Ending at:
Duration
Start date: lm " End date:
' Noend date:
Summary
Description: Cccurs every day at 12:00:00 AM. Schedule will be used starting on 3/17/2013.

I Recuming j V¥ Enabled

L x|

QK I Cancel Help

6. Again, click on OK to save the scheduled job.

(75}
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The maintenance plan created in this recipe includes checking database integrity and taking
the full and transactional backups of Dynamics CRM 2011 databases. Once the maintenance
plan is created, it can be executed manually as well by right-clicking on the maintenance plan
and then selecting Execute. The maintenance plan created can also be modified in the future.
This can be done by right-clicking on the maintenance plan name and then selecting Modify.

Backing up Dynamics CRM 2011 Server

Backing up Microsoft Dynamics CRM 2011 Server would include backing up its databases,
program files, and website files. Now the database backup has already been discussed in the
previous recipe. In this recipe, we will explore backing up program files and website files.

In addition to these files, if any update rollups have been applied, the versions of these update
rollups have to also be noted so that in case of failure recovery, these update rollups can also
be reapplied.

The registry should also be backed up so that it can be restored in the case of a failure.

How to do it...

The following steps would create a backup of the files:

1. Dynamics CRM 2011 Server program files and websites reside in the following
mentioned location by default. Please save the files in a safe location on a separate
backup machine.

These file backups can be used in the case of any failure. Hence, it is recommended
to save them on a separate machine itself.

By default, all Microsoft Dynamics CRM 2011 Server program files are located in the
folder C:\Program Files\Microsoft CRM\.

By default, the Microsoft Dynamics CRM 2011 Server website files are located in the
folder C:\Program Files\Microsoft CRM\CRMWeb.
2. The registry under HKLM\ Sof tware\Microsoft \MSCRM should also be backed up.

3. ltis also very important to keep the update rollup information safe. The build
number of the Dynamics CRM 2011 Server can potentially indicate what is the
latest update rollup that has to be installed. The build number can be found by
following these steps:

1. Browse to the Dynamics CRM 2011 URL in the Internet Explorer window.
2. Then go to File | Help | About Microsoft Dynamics CRM.
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3. This will show the build number of the Dynamics CRM 2011 Server as
shown below.

%} About Microsoft Dynamics CRM

,‘_ Microsoft Dynamics® CRM 2011 (5.0.9690.3236) (DB 5.0.9690.3236)

In this recipe, we have taken backup copies of the web . config and registry files.
The backups become very important in case changes have been made to them post
the installation of Dynamics CRM 2011. In any case, keeping a backup copy is always
recommended. This backup copy can be restored when a failure occurs.

The build number of the Dynamics CRM 2011 Server will confirm that the latest update
rollup was installed on the environment. The RTM version of Dynamics CRM 2011 has a
build number of 5.0.9688.583, and then with every update rollup release the build number
changes. The following table shows the build numbers of the update rollups available till this
book was written:

Update rollup
version

Build number

Update rollup
version

Build number

Update Rollup 1
Update Rollup 2
Update Rollup 3
Update Rollup 4
Update Rollup 5
Update Rollup 6

5.0.9688.1045

05.00.9688.1155
05.00.9688.1244
05.00.9688.1450
05.00.9688.1533
05.00.9690.1992

Update Rollup 7
Update Rollup 8
Update Rollup 10
Update Rollup 11
Update Rollup 12
Update Rollup 13

05.00.9690.2165
05.00.9690.2243
05.00.9690.2740
05.00.9690.2835
05.00.9690.3236
05.00.9690.3448

Recovering from a Dynamics CRM 2011

Database Server failure

In the case of a Dynamics CRM 2011 Database Server failure, the database must be restored

from the backup and reassociated with Dynamics CRM 2011.
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How to do it...

Perform the following steps to recover from a SQL Server failure:

1.

In the case of a Full Server machine crash or failure, we might need to reinstall the

operating environment of the server machine. Hence, we have to install the Windows
Server version and make sure that the machine is joined to the same domain where
Microsoft CRM Server is joined. Thereafter, we have to install the SQL Server version.

We have to use the same database name and disk structure.
% If we changed the database name, additional steps would be
’ needed to associate it back with Dynamics CRM 2011 Server.

Log in to SQL Server Management Studio using Windows Authentication with a user
credential, having CREATE DATABASE permissions on the instance of the SQL Server.

On the recovery path, the first step would be to recover the master database,
provided we have a backup of this database. To recover any system database,
the database has to be started in single user mode.

More information about starting a SQL Server instance in single user mode can be
found at the following link:

http://msdn.microsoft.com/en-IN/library/msl188236.aspx

Then to restore the full backup of the master database, type the following
T-SQL statement:

RESTORE DATABASE master FROM <backup device> WITH REPLACE

Replace <backup devices with the file location in a backup device, for example,
T:\MS_CRM Master DB Backup\master.bak

. Ifchanges are made after the database has been backed up,
% these changes will be lost once the backup is restored. After the
s master database is restored, the instance of SQL Server may stop
automatically. Please restart the SQL Server instance if required.

Post the master database restoration, the msdb database has to be restored. Before
restoring msdb, stop the SQL Server Agent instance. Then, use the following T-SQL
command to restore the msdb database:

RESTORE DATABASE msdb FROM <backup device> WITH REPLACE

Replace <backup devices with the file location in a backup device, for example,
T:\MS_CRM Master DB Backup\msdb.bak.
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It is necessary to restore msdb once the master database has
*  been restored. The msdb database contains scheduling and
% other data used by the system. If msdb is not restored, and is
T~ not accessible, SQL Server Agent cannot access or initiate any
previously scheduled tasks.

Next, restore the MSCRM _CONFIG database and then all the organization databases.
Execute the following T-SQL command to restore these databases:

RESTORE DATABASE MSCRM_CONFIG FROM <backup device> WITH REPLACE

RESTORE DATABASE <Organization MSCRM> FROM <backup device> WITH
REPLACE

Replace <backup devices with the file location in a backup device, for example,
T:\MS_CRM Master DB Backup\MSCRM CONFIG.bak.

In case SQL Server Reporting Services and Microsoft Dynamics CRM 2011 Connector
for Microsoft SQL Server Reporting Services are also installed on the same machine,
ReportingServer and ReportingServertempDB are also required to be
restored using the RESTORE DATABASE command as shown in the following

T-SQL commands:

RESTORE DATABASE ReportingServer FROM <backup device> WITH REPLACE

RESTORE DATABASE ReportingServertempDB FROM <backup device> WITH
REPLACE

Replace <backup devices with the file location in a backup device, for example,
T:\MS_CRM Master DB Backup\ReportingServer.bak.

Finally, we need to run the Microsoft Dynamics CRM 2011 Server setup as stated in
the Installing Dynamics CRM Server recipe of Chapter 1, Installing Dynamics CRM
2011. But in this case, in the Specify Deployment Options page, we have to select
the Connect to existing databases option.

This step should only be tried in case the MSCRM_CONFIG

database has been restored. If this database has not

been restored (because it was not required), then we can
% reconnect to this database using the deployment manager.

Please follow the Editing the organization's details recipe

as stated in Chapter 1, Installing Dynamics CRM 2011, and

change the SQL Server value.

(77}
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In this recipe, we have recovered all the databases required to make Dynamics CRM 2011
function step by step. The discussed scenario was a case of a Full Server failure. In case of a
partial failure, we might need to restore a specific database. If the MSCRM_CONFIG database
is not restored, it has only to be reconnected to Dynamics CRM 2011 Server as stated in
step 7 of this recipe.

Recovering from a Dynamics CRM 2011

Server failure

In this recipe, we will see how to recover from a Dynamics CRM 2011 Server failure.

How to do it...

Perform the following steps to recover from a Dynamics CRM 2011 Server failure:

1. Inthe case of a Full Server machine crash or failure, we might need to reinstall the
operating environment of the server machine. Install the Windows Server version on
the server, and join the machine to the same active directory where SQL Server for
Dynamics CRM 2011 is already linked.

2. Install Microsoft Dynamics CRM 2011 Server by following the Installing Dynamics
CRM Server recipe from Chapter 1, Installing Dynamics CRM 2011. During the
installation, select Connect to, and if necessary, upgrade an existing deployment
from the Specify Deployment Options page.

3. Apply the appropriate update rollups if they were installed before failure.

4. Once the installation is complete, replace the ISV.configand web.config
files from their backups in case changes were made in these files from their
default settings.

5. Restore the registry keys from the backups in case changes were made in the registry
from their default settings.

6. In case the Microsoft Dynamics CRM 2011 Connector for Microsoft SQL Server
Reporting Services component was also installed in the machine that failed, this
component will have to be reinstalled.

This recipe completes the restoration of Dynamic CRM 2011 Server in the case of a complete
server failure. In the case of only a Dynamics CRM 2011 website failure, we only need to
restore ISV.Config and web.config other than restoring the registry keys and importing
and publishing any custom solution component.

[
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In the case of a multiserver deployment, where different server roles are deployed separately,
if any server machine encounters failure, upon recovery of that server we might need to repair
Dynamics CRM 2011 on other servers as well.

Enabling server-level tracing

This recipe guides us through the tracing feature while providing the method to enable
server-level tracing.

Getting ready

Tracing is a helpful feature for capturing valuable information while debugging or fixing any
errors or warnings within the Dynamics CRM 2011 servers.

[ Tracing is not available for the Microsoft Dynamics CRM Online version. ]

Enabling tracing, however, has performance implications. Because of its resource-intensive
nature, tracing slows down the performance of the server. Another warning on tracing is that it
might log sensitive information and should be handled very carefully.

Tracing is disabled by default and the standard recommendation is to

keep it disabled unless some error or warning debugging activity has to
’ be performed.

There are two methods of enabling tracing in Microsoft Dynamics CRM 2011 Server. These
are as follows:

» Server-level tracing: By enabling server-level tracing, only the current server machine
where tracing is enabled can be monitored. Server-level tracing does not require any
specific server role to be running in the computer, and it can provide a greater degree
of control, where we can set specific trace values such as which Microsoft Dynamics
CRM 2011 features to trace or the maximum trace file size.

Server-level tracing has to be manually set in the Windows registry on the computer
where one or more Microsoft Dynamics CRM 2011 server roles are running.

» Deployment-level tracing: By enabling deployment-level tracing, all the machines
that are running various Dynamics CRM 2011 server roles and services would be
monitored regardless of the server roles installed on the local computer where
tracing is enabled.

(7]
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With deployment-level tracing enabled, all the server roles, such as Asynchronous
Service, Sandbox Processing Service, Unzip Service, the web application (w3wp), and
deployment tools (mmc-Tools), are monitored. Corresponding trace files are created.

Deployment-level tracing is enabled using the Windows PowerShell command and is
maintained in the MSCRM_CONFIG database.

Deployment-level tracing can only be enabled from a
- computer that has the Microsoft Dynamics CRM 2011
& Deployment Tools server role.
s
If both deployment-level and server-level tracing are enabled
on the same computer, only server-level tracing will be used.

To enable server-level tracing, certain registry changes have to be made on the Dynamics
CRM 2011 server computer. Now the recommended practice is to back up the registry before
any changes are performed. So before enabling tracing, back up the registry and save itin a
safe location so that we can restore it if required.

How to do it...

To enable server-level tracing, perform the following steps:

Log in to the Dynamics CRM 2011 Server machine as a local machine administrator.

Launch the Registry Editor application by going to the Start menu and clicking on
Run. Then, type regedit and click on OK.

Navigate to HKEY LOCAL MACHINE\SOFTWARE\Microsoft\MSCRM in the registry.
Create the following mandatory registry keys for enabling tracing.

Right-click and select New | DWORD (32-bit) Value.

Enter the key name as TraceEnabled and value as 1 as shown in the
following screenshot:

Edit DWORD {32-bit) ¥alue

Yalue name:
ITraceEnabIed

" Hexadecimal

/1

Yalue data: |'Base

& Decimal

Ok I Cancel

(&)
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Right-click and select New | DWORD (32-bit) Value. Then enter the key name as
TraceRefresh with a value between zero 0 and 99. Actually, the data value does not
matter; the act of changing the value of this registry subkey will trigger a trace setting
change in the system:

Edit DWORD {32-bit) ¥alue

Walue name:

ITraceH efresh

" Hexadecimal

Ca—

Walue data: " Baze

% Decimal

Ok I Cancel |

Now, there are a few optional registry keys that can be added.

Add a String or Multi-String value with the name TraceCategories and the
value in the format Category.Feature: TraceLevel. You should know that
TraceCategories is a combination of category, feature, and trace levels.

One of the examples of the value would be Application. *.Error; it is going
to capture the error logs for all the application features. Another example could be
Platform.Sqgl.Verbose that would capture verbose logs of interactions with
SQL Server.

Add a DWORD with the name TraceCallStack and decimal value of either 0 or 1.
A value of 1 would mean the call stack would be included in the trace log and a value

of 0 would mean the call stack would not be included.

Add a DWORD with the name TraceFileSizeLimit and decimal value between 1
and 100. This value will specify the maximum size of the trace files. New files will be
created in case the maximum size is reached.

These registry keys have to be created with the values previously specified. If the registry keys
have been created with default values, tracing will not be enabled.

For the TraceEnabled mandatory registry key, a value of 0 means tracing is disabled and a
value of 1 means it is enabled.

s
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If the optional registry keys have not been created, the default values for these keys will be
used by tracing. The default values for the optional registry keys are:

The complete list of category values for TraceCategories is as follows:

Optional registry keys Default values
TraceCategories *:Error
TraceCallStack 0
TraceFileSizeLimit 5

ADUtility

Application
Application.Outlook
DataMigration
Deployment
Deployment . Provisioning
Deployment .Sdk
Exception

Etm

Live
Live.AggregationDataExport
Live.PartnerInteraction

Live.Platform

Live.Portal

Live.Provisioning
Live.Support
Live.SyncDaemon
Monitoring
NewOrgUtility
ObjectModel
ParameterFilter
Platform
Platform.Async
Platform. ImportExportPublish
Platform.Import
Platform.Metadata
ParameterFilter

Platform

Platform.Async

Platform. ImportExportPublish
Platform. Import
Platform.Metadata
Platform.Sdk
Platform. Soap
Platform.Sql
Platform.Workflow
Reports

Sandbox
Sandbox.AssemblyCache
Sandbox.LoadBalancer
Sandbox.CallReturn

Sandbox.EnterExit

Sandbox.StartStop
Sandbox.Performance
Sandbox.Monitoring
SchedulingEngine
ServiceBus

Shared
SharePointCollaboration
Solutions
Unmanaged.Outlook
Unmanaged.Platform
Unmanaged.Sql

Visualizations

Unless changed, the tracing files are located at
C:\Program Files\Microsoft Dynamics CRM\Trace

Enabling deployment-level tracing

Deployment-level tracing would enable tracing for all the server roles. However, this tracing
can only be configured from a machine that has the Deployment Tool role installed.

Deployment-level tracing can only be configured using Windows PowerShell commands.

How to do it...

By following this recipe, we can enable deployment-level tracing on the machine that is
running the Deployment Tool server role.

[
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We need to perform the following steps to achieve this:

1.

Log in to the machine as a local administrator and launch Windows PowerShell by
clicking on Start | All Programs | Accessories | Windows PowerShell | Windows
PowerShell.

In the PowerShell window, type the following command:

Add-PSSnapin Microsoft.Crm.PowerShell

To turn on the deployment-wide tracing, type the following commands:
$Setting = Get-CrmSetting TraceSettings
$Setting.Enabled = $True

Set-CrmSetting $setting

To turn off the deployment-wide tracing, type the following commands:
$Setting = Get-CrmSetting TraceSettings
$Setting.Enabled = $False

Set-CrmSetting $setting

To check the current status of the deployment-wide tracing, type the
following command:

Get-CrmSetting TraceSettings

[ % The trace files are located at C: \crmdrop\logs. ]

Deployment-level tracing provides deployment-wide tracing information. This setting should be
carefully enabled as this would log tracing from every server where the Dynamics CRM 2011
server roles are running.

The deployment-level trace setting is stored in the MSCRM_CONFIG database. Use the
following T-SQL command to find the deployment tracing setting in the database:

SELECT [ColumnName], [IntColumn], [BitColumn], [NVarCharColumn]
FROM [MSCRM_CONFIG] . [dbo] . [DeploymentProperties]
WHERE ColumnName LIKE'Trace%'
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The default values will be as shown in the following screenshot:

Columni arme | IntCalumn | BitColumn | WY arCharColurmn
1 | TraceCalStack | MULL 1 MILL
2_ TraceCategories  MULL HULL *“Error
3_ Tracelirectony MIULL MULL o hormdrophlogs
4 TraceEnabled MULL 1] MULL
5 TraceFileSize 10 MWULL MWULL

Enabling tracing on the Microsoft Dynamics

CRM 2011 E-mail Router machine

In this recipe, we will explore the steps to enable tracing for the Dynamics CRM 2011 E-mail
router service.

How to do it...

Follow the next steps to enable tracing on the Dynamics CRM 2011 E-mail Router machine:

1. Log in to the server where Microsoft Dynamics CRM 2011 E-mail Router is installed
with the local machine administrative permission.

2. Launch Registry Editor by going to the Start menu and clicking on Run. Then type
regedit and click on OK.

3. Navigate to the HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\
Services\MSCRMEmail subkey in the registry.

4. Right-click on the subkey and select Modify. Change the decimal value to 3 from the
default value of 1.

5. Thereafter, locate the Microsoft.Crm.Tools.EmailAgent .xml file in the
machine. By default, the file is located at SystemDrive: \Program Files\
Microsoft CRM Email\Service.

6. Open the file in a text editor such as Notepad. Then, change the <LogLevel > value
from 1 to 3 shown as follows:

<LogLevel>3</LogLevel>

7. Save the file.
And finally, restart E-mail Router.

=
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This recipe enables tracing for the E-mail Router machine. Tracing specific to E-mail Router is

enabled by modifying the registry entries specific to E-mail Router in the machine where the
E-mail Router component is installed.

Monitoring Dynamics CRM 2011 Server

performance

Consistently monitoring a system's performance is very important to assess its health.
Constant monitoring would assist to identify any potential issue in advance. Microsoft
Windows comes with a performance-monitoring tool called Performance Monitor. This tool
can be used to assess the performance of Dynamics CRM 2011 Server components.

There are many performance objects built into the operating system to monitor systems'
performance. Dynamics CRM 2011 also adds to these performance objects to better

monitor Dynamics CRM 2011 Server components. Dynamics CRM 2011 provides additional
performance counters that are to be added. We can configure Windows Performance Monitor

to obtain and display performance data as system components run on a Microsoft Dynamics
CRM 2011 Deployment.

How to do it...

Perform the following steps to add Dynamics CRM 2011 performance counters:

1. Log in to the Dynamics CRM 2011 Server machine(s) with local
administrative privileges.

Launch the Performance Monitor tool by going to the Start menu and clicking on
Run, and then type perfmon.msc in the box and press Enter.

Select Performance Monitor under Monitoring Tools as shown in the
following screenshot:

ﬁ Performance Monitor

(%)) Fle Action View Window

| Hm|E=|H

(W) Performance
[=] g Monitoring Tools
|-~ Performance Monitor
- Data Collector Sets
[ Reports



http:///

Maintaining and Optimizing Microsoft Dynamics CRM 2011 Server

4. Then, click on the add (plus sign) toolbar icon in the right pane to open the Add
Counters dialog box:

(%) Performance IE 2 - ﬁk P g | . HEWR | 1l

[=l ﬂ Maonitoring Tools
B= Performance Monitor add (Cirl-+h)

5. From the list of available counters, select the counters specific to Dynamics CRM
2011 and then click on the Add button below as shown in the following screenshot:

add Counters
—Awailable counters —Added counters
Select counters From computer; Countar | Parent | ot | G |
I <Local computer s j Browse, .. | CRM Authentication =)
CRM Authentication ;I * - -
CRM LocatorService oy CRM LocatorService =]
CRM Platform *
CRM Router Service CRM Platform =
CRM sandbox Client *
CRM Sandbox Host = = CRM Router Service =
Instances of selected object; * - -
CRM Sandbox Client =
* — *
CRM Server =]
* _— _—
j Search |
Add == | Hemove ==

[~ show description Help | ok I Cancel |

6. Finally, click on OK. The selected counters are added to the list of active counters and
the data that they generate is shown in the dynamic graph.

~[ee]
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Microsoft Dynamics CRM 2011 offers the following performance counters that we need
to monitor:

» Microsoft Dynamics CRM Client counters

» Microsoft Dynamics CRM Server counters

» Microsoft Dynamics CRM Authentication counters

» Microsoft Dynamics CRM Outlook Sync counters

» Microsoft Dynamics CRM Discovery counters

» Microsoft Dynamics CRM LocatorService counters

» Microsoft Dynamics CRM Platform counters

» Microsoft Dynamics CRM Service counters

» Microsoft Dynamics CRM Sandbox Client counters

» Microsoft Dynamics CRM Sandbox Host counters

» Microsoft Dynamics CRM Async Service counters

» Microsoft Dynamics CRM E-mail Router counters
The necessary performance counters have to be chosen based on the server roles installed

on the machine. More detailed information about these performance counters can be
downloaded from the following Microsoft website link:

http://www.microsoft.com/en-us/download/details.aspx?id=27119

Usually, the performance counters are used only for a specified time to check or diagnose
any performance issues. Therefore, adding them to the base Performance Monitors is easy
and serves the purpose too. In this recipe, the performance counters are directly added to
the existing set. Alternatively, a separate data collector set can also be created and then the
Dynamics CRM 2011 performance counter can be added to the set. More information on
creating a data collector set can be found at http://technet .microsoft.com/en-us/
library/cc722414 .aspx.

Optimizing Dynamics CRM 2011 Database

Server performance

Microsoft Dynamics CRM 2011 is a resource-intensive, web-based application. Certain
parameters of the system have to be tuned for optimum performance. Dynamics CRM 2011
Server performance tuning can happen mainly in two components: the Dynamics CRM 2011
Database level and the Dynamics CRM 2011 Server component level. In this recipe, we will
delve into how the Dynamics CRM 2011 database can be tuned for better performance.

7}
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Getting ready

Microsoft Dynamics CRM 2011 uses SQL Server. For better performance tuning on SQL
Server, we need to identify the performance bottlenecks in the database server. SQL
Server performance monitoring tools such as Activity Monitor (part of SQL Server 2008
Management Studio) should be used to check the performance of SQL Server.

Accurate performance tuning steps should be taken by analyzing the performance
bottlenecks. Here we will explore a few common performance-tuning techniques for
the Dynamics CRM 2011 database.

X Before applying these performance optimization techniques in a live
% environment, they should first be verified in a test environment that
i approximately matches the complexity, data volume, and integration
points of the production environment.

How to do it...

The following points explain how to performance tune your Dynamics CRM 2011 database:

1. Store datafiles and logfiles on separate physical disks: Keeping both data and
log files on the same drive can cause contention for that device and result in poor
performance. Storing the files on separate drives allows 1/0 activity to occur at the
same time for both the data and log files. This is a very important consideration for
organization databases as the data growth is very frequent and usually very high too.

During a database CREATE operation, specify separate physical drive locations for
the data and log files. In case the database has already been created, move the files
by performing the following steps:

1. Take a backup of the database and then take the database offline: The
database can be backed up by right-clicking on the database name in the
Object Explorer pane within SQL Server Management Studio and then
selecting Tasks | Back Up... as shown in the following screenshot:

T} :

| J Repor Mew Database. ..

-J Repar Mew Query
[l Security .
3 Server Ot Script Database as 3 Detach...
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[J Managem Policies » Bring Orline
[ Integratic S
[ saL serve ace Shrink

Start Powershell | I Back Up... I
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2. This will open a Back Up Database screen; enter a value for Backup type
and the location information, and click on OK to back up. Wait until a backup
successful message appears.

3. Thereafter, to take the database offline, right-click on the database
name inside SQL Server Management Studio and then select
Tasks | Take Offline.

2. Restore the database from the backup: Right-click on the Databases node inside
SQL Server Management Studio and then select the Restore Database... option as
shown in the following screenshot:

= l’j WIN-0ADVEVSA0SK (SOL Server 11.0.3128 - PACKT \admin)
=3
£ Systel Mew Database...
(3 Datab Attach...
| M3CR
-J Packt| Restore Database... |
J Repar Restore Files and Filegroups...
o I

This will launch the Restore Database page. Here select the Device option under the
Source details in the Generals node and then click on the associated File Explorer
beside it. This will launch the Select Backup Devices page. Choose Backup media
type as File and click on the Add button to select the database backup file(s). Then,
click on OK to save the selections.

The next step would be to specify separate locations for data and log files. Click on
the Files node on the Restore Database page. In this page, check the Relocate all
files to folder option and then use the folder browser to change the Data file folder
and Log file folder values. Finally, click on OK to start the database restore operation
and wait until it is successful.

Finally, restart the SQL Server instance.

3. Set the right database file size for the organization databases: Organization
databases contain data that changes more frequently, and the arrival of new data
is also more frequent. If the database file size is small, it will attract incremental
growth of the file. There is a little overhead in frequent increments in the database
file. Hence, it is recommended to specify a reasonable amount considering the data
growth for the next three to six months.

To change the initial database file size using SQL Server Management Studio, please
follow these steps:
1. Right-click on the organization database and then select Properties | Files.

2. 0On the Files page, modify the Initial Size column values (as shown in the
following screenshot).

]
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3. Restart the SQL Server service:

. Database Properties - Packt_MSCRM

% Scrpt ~ [ Help

=10f |

54 General

-

= T Database name: IPaC“—MSCRM

|2 Filegroups |
%4 Options Chwner: I

144 Change Tracking

12 Permissions

% Extended Properties

1 Mimoring

_’%:' Transaction Log Shipping

¥ Use full text indesxing

Database files:

Initial Size (MB)
h120
1.024

HAutogrowth /£ Maxsize
By 256 MB, Unlimited
By 10 percent, Unlimited

Logical Name I File Type I Filegroup
FRIMARY
Mat Applicable

Rows ...
Log

mscm

mscm_log

Set the Autogrowth size of the organization databases (OrganizationName
MSCRM) considering the growth of the database for a period of three to six months:
If the autogrowth size is not managed properly, the database might experience many
autogrow events, or very few. Every time an autogrowth event is fired, SQL Server
holds up the database processing until the autogrowth event is complete. This
equates to a slower response time for those SQL commands that are being
processed against the database that is growing.

The autogrowth size of a database can be modified by right-clicking on the database
name, then going to Properties | Files. Then, click on the button associated under
the Autogrowth column; then in the pop-up window, autogrowth-related settings can

be modified.
I patabase Properties - Packt_MSCRM ) —[o] x|
e 5 Soript + [ Help
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44 F n SR
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% Filegroups
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* In Megabytes 256
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Connection: " Limited to (ME) 100
PACKT \admin
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3 View connection properties
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i !
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5.

Increase the Initial Size value and the Autogrowth size of the tempdb database:
This database is used by SQL Server, and it increments as its usage increases.

By default, the initial size of tempdb is 8 MB; this means that every time tempdb
crosses the 8 MB size, an autogrowth event would fire. In addition to this, every time
a SQL Server service is restarted, tempdb would be set back to its initial size, which
is 8 MB, by default. Frequent tempdb file size growth slows down the performance of
SQL Server. Hence, its initial size has to be increased to a larger value.

The FileGrowth property of tempdb has to be adjusted
based on the speed of the I/0 subsystem on which the tempdb
files are located. It is recommended that we put the tempdb
’ database on a fast /0 subsystem and on disks that differ from
those that are used by Dynamics CRM 2011 databases.

The best way to estimate the size and the reasonable FileGrowth size of tempdb
is to run the workload in a test environment. Once we have a good estimate of the
size of tempdb, set its size with a safety factor that is appropriate. Autogrow should
be used as a last resort but not as a strategy. Moreover, to avoid any potential

latch timeouts, it is usually recommended to limit the autogrow operation to
approximately 2 minutes.

Another general guideline about tempdb is to create one data file for each CPU or
core on the server (accounting for any affinity mask settings) and then adjust the
number of files up or down as appropriate.

Using multiple files reduces the tempdb storage contention and yields significantly
better scalability. Make each data file the same size; this allows for optimal
proportional-fill performance.

To change the tempdb database file sizes using SQL Server Management Studio,
please follow these steps:

1. Right-click on the tempdb database and then go to Properties | Files.

2. On the Files page, modify the Initial Size and Autogrowth size field to an
appropriate size.

3. Click on the Add button to add additional data files to the tempdb database.
When additional data files are added, we should specify the following
properties of the data file:

o Logical Name
Initial Size
Autogrowth size
Path

File Name

0o 0O o O

4. Then restart the SQL Server service.

s
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We will also see how to allocate sufficient memory to SQL Server. By default, SQL
Server can change its memory requirements dynamically based on the maximum
resources available. The default setting for maximum server memory in SQL Server
2008 R2 or the 2012 edition is 2147483647 MB. Maximizing the allocation of
maximum server memory might assist in getting a better performance. But if more
memory is provided to SQL Server, the other applications will perform slowly on the
same machine.

To change the maximum server memory size of SQL Server, follow these steps:

1. Inside SQL Server Management Studio, on the Object Explorer pane, right-
click on the server and select Properties.

2. Then, navigate to the Memory node and under Server memory
options, enter the Maximum server memory value as shown in
the following screenshot:

E Server Properties - WIN-OADVBV5609K

Selectz % Saript ~ [ Help
& General

&4 Memory

4 Processors Server memory options
12 Securty

_’%;' Connedtions Minimum server memory (in MB):

% Database Settings I 0 3:

%A Advanced - -
f Permissions Maximum server memary {n MEB):
[3a7433647 =]

QOther memary options

Index creation memary {in KB, 0 = dynamic memary):

o =

Minimum memory per guery (in KB):

|1D24 3:
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More information on SQL Server memory configuration options can be found at the
following link:

http://msdn.microsoft.com/en-us/library/ms178067.aspx

Create indexes for the Extension and custom entity tables: Dynamics CRM 2011
creates the <EntityName> Extension table for storing the custom attributes of
a system entity, and custom entities are stored in custom tables in the organization
databases. Monitor slow performing queries for these tables and then create a
custom index for the Extension and custom entity tables. This would assist in
improving performance.

If the Quick Find View and Lookup View features contain many custom fields, it can
have an adverse impact on the performance of these lookup queries. Either use very
limited custom fields in these views or create a non-clustered index that includes
these custom fields.

The application of any update rollup might delete existing custom
L indexes on Dynamics CRM 2011 database tables.

Use the CREATE INDEX query to create indexes in the Dynamics CRM 2011 tables.

Set maximum degree of parallelism (MAXDOP) to 1: When SQL Server runs on

a multicore machine, the number of processors that can be used to run a single
statement for each parallel execution plan can be specified. This is called maximum
degree of parallelism. When the default value of MAXDOP is 0, it means that SQL
Server determines the maximum degree of parallelism.

When we set the MAXDOP value to 1, the parallel plan generation will be suppressed.
It is often observed that with the MAXDOP value of 1, SQL Server performs better.

55}
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The MAXDOP value can be set inside SQL Server Management Studio by following
these steps:

1. Right-click on the server name and then go to Properties | Advanced.

2. Inthe advanced settings page, we can set the Max Degree of Parallelism
field as shown in the following screenshot:

B Server Properties - WIN-OADVBVS609K =10 =]

Selecta pa % Seript + [ Help
2 General
f Memorny =
1# Processors ’Eﬁl | =)
_’%:‘ Securty Enable Contained Databases False -
2 Connections B FILESTREAM
15 Database Settings FILESTREAM Access Level
12" Advanced FILESTREAM Share Name
f Permissions H Miscellaneous
Allow Triggers to Fire Cthers True
Blocked Process Threshold 0
Cursor Threshold -1
Default Full-Text Language 1033
Default Language English
Full-Text Upgrade Option Import
Max Text Replication Size 65536
Optimize for Ad hoc Workloads False
Scan for Stattup Procs False
Two Digit Year Cutoff 2049
E Network
Network Packet Size 4096
2 Remote Login Timeout 10
sl B Parallelism
Server: Cost Threshold for Parallelism Ll
WIN-DADVEVSEDSK Locks 0
Connection: Max Degree of Parallelism 1
PACKT admin Query Wait -1 ==
2 View connection properties Max Degree of Parallelism
Limit the number of processors to use in parallel plan execution.
Progress
Ready
¥ Configured values ¢ Running values
oK I Cancel
Z|

8. Modify certain deployment properties' parameters: Updating a few deployment
properties in the Dynamics CRM 2011 database provides fixes around certain
database-level issues and exceptions.

o SQLCommandTimeout: It has been observed that a large size file import
fails inside Dynamics CRM 2011 throwing SQL Server-level timeout errors.
SQLCommandTimeout is a field with a default value of 30 that is present in
the MSCRM_CONF1IG database.

=
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10.

Increase the value of the SQLCOmmandTimeout parameter to a larger value.
Use the following SQL command to modify the value:

USE MSCRM_CONFIG
GO

UPDATE DeploymentProperties SET IntColumn=9000 WHERE
ColumnName="'SqglCommandTimeout'

o AggregateQueryRecordLimit: This deployment setting controls the
maximum number of records that are returned by aggregate queries
(used in charts). Sometimes the default value of 50000 does not suffice
and exceptions such as AggregateQueryRecordLimit exceeded
are thrown.

Increase the value of the AggregateQueryRecordLimit parameter to a
larger value. Use the following SQL command to modify the value:

USE MSCRM_CONFIG
GO

UPDATE DeploymentProperties SET IntColumn=100000 WHERE Colum
nName="'AggregateQueryRecordLimit '

Control the growth of the PrincipleObjectAccess (POA) table: As almost every
access to the Dynamics CRM 2011 data interacts with the POA table of the
<OrganizationName> MSCRM database, a large-size POA table would significantly
slow down the SQL queries' performance. Until Update Rollup 6 for Dynamics

CRM 2011, when a record was deleted from the Dynamics CRM 2011 system,
corresponding POA entries were not getting deleted. This was causing a significant
growth of the POA table and slowness in SQL query execution.

Update Rollup 6 applies control over the growth of the PrincipleObjectAccess (POA)
table by deleting entries when a Dynamics CRM 2011 record gets deleted from the
system. However after installing Update Rollup 6, there is a SQL query that is required
to be executed on the Dynamics CRM 2011 database only once. The SQL query can
be found at the following link:

http://support.microsoft.com/kb/2664150

Control the growth of the AsyncOperationBase table: The AsyncOperationBase
table of Dynamics CRM 2011's organization database grows to be very large in no
time if the organization executes asynchronous operations such as workflows. Unless
controlled, the growth of this table can affect performance adversely.

A regular cleanup of the AsyncOperationBase table is recommended, although it
will delete all the entries for every job run in a period. If completed system job entries
have some business value and have to be stored for a longer period, cleaning up this
table regularly is not possible.

[s5]-
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The SQL script to delete the AsyncOperationsBase table can be found at
http://support.microsoft.com/kb/968520.

[u]

Rescheduling Dynamics CRM 2011 maintenance jobs:

By default, Dynamics CRM 2011 creates and runs a few maintenance jobs
on a daily basis. These jobs are actually executed by Microsoft Dynamics
CRM Asynchronous Processing Service (maintenance). This service
schedules these jobs based on when the organization has been created.
Therefore, these jobs can very well run when there is a pick user load on the
system and will not slow down the system's performance or cause timeouts.
Hence, it is recommended to reschedule these jobs when we expect very
little of the user in the system. In the How it works... section of this recipe,
we shall discuss a little more about these jobs.

Dynamics CRM stores scheduling information about these jobs in the
ScaleGroupOrganizationMaintenanceJobs table of the MSCRM
CONFIG database. However, there is a GUI tool available to modify the
settings of these jobs. The GUI tool is known as CRM 2011 Maintenance
Job Editor and is available at the following link for download:

http://crmjobeditor.codeplex.com/

44 CRM 2011 Job Editor I =]
Organizations I Packt ﬂ
Job Type Deletion Service

r— Future Scheduled Jobs
Execute Every [1240 =l minutes =]
Starting At Time [10:41:50 PM =

— Specffic Job Data
Job Last Ran  3/16/2013 11:15:06 PM
Next Run Time I 317/201310:41:50 PM LI

™ Apply Settings Ta All Jobs In The Organization

Update | Refresh |

Vi 5.0.9690.3236 Check for updates

If you want to disable a job, please specify a future date (for example,
12/31/3000) under Next Run Time for that job.
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This recipe discusses the common performance tuning techniques performed on the
Dynamics CRM 2011 database. These tuning techniques should be applied in conjunction
with the specific performance bottlenecks identified in the Dynamics CRM 2011 environment.

In this recipe, we have first tried to check the firing of the autogrowth event. Frequent
autogrowth event fire would significantly impact performance. Indexing data, which does not
use indexes, is important to improve the performance of SQL queries. MAXDOP should be
set to 1 for performance improvement. Additionally, the best practices around temdb are
also recommended.

Finally, control the growth of the PrincipleObjectAccess and AsyncOperationBase
tables along with adjusting the timings for the Dynamics CRM 2011 maintenance tasks. A list
of maintenance jobs run by Asynchronous Processing Service (maintenance) is as follows:

Maintenance job Operation Frequency Purpose
name code
Deletion Service 14 Daily Performs a cleanup of records associated

with deleted entity data, which include
MatchCode, POA records, and so on.

With Update Rollup 12, it now cleans
up the subscription-tracking records for
deleted metadata objects as they expire.

Indexing Management 15 Daily Validates the system-managed indexes for
all entities and even recreates indexes if
any system-defined index is missing.

Reindex All 30 Daily Rebuilds fragmented indexes. This job
will perform a DBCC SHRINKDATABASE
command to release unused space for
both database and transaction logs.

With Update Rollup 12, this job no longer
performs the shrink database command.

Cleanup Workflows 31 Daily Finds custom workflow assemblies that are
no longer referenced in any workflow rules
or in-process jobs, and these unreferenced
assemblies are then deleted.

Create Audit Partition 41 Monthly Responsible for altering the partitioning
scheme of the auditbase table. This
feature is available only for SQL Enterprise
editions.
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Maintenance job Operation Frequency Purpose
name code
Check for MUI 42 Daily Detects any upgrade to the installed
Updates language (MUI) packs and schedules
additional async operations to perform
individual language provisioning.
Refresh Entity Row 46 Daily Refreshes the record count snapshot
Counts statistics leveraged in UR10's enhanced
query plans.
This maintenance task is available from
Update Rollup 10 onwards.
Refresh Sharing 47 Daily Refreshes the POA read snapshot statistics
Counts leveraged in UR10's enhanced query
plans.
This maintenance task is available from
Update Rollup 10 onwards.

Optimizing Dynamics CRM 2011 Server

performance

In this recipe, we will try to figure out the different performance-boosting techniques we can
adopt in the Dynamics CRM 2011 Server environment. Performance tuning is a continuous
balancing act between design decision, available resources, hardware, cost, and so on.
Additionally, identifying the performance issues in the Dynamics CRM 2011 system is also

very important to conduct a tuning.

5]
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How to do it...

The following steps explore a few high-level methods of performance tuning:

1. While considering multiserver deployment of Dynamics CRM 2011, separating
the server roles and using network load balancers would significantly improve the
performance of the system. In a multiserver deployment, consider deploying the
following in dedicated servers:

The Dynamics CRM 2011 Front End Server role

The Dynamics CRM 2011 Back End Server role

The Dynamics CRM 2011 Deployment Server role

Dynamics CRM 2011 Database Server

Reporting Server for Dynamics CRM 2011

Microsoft Dynamics CRM 2011 E-mail Router or Microsoft Exchange Server
Active Directory Domain Controller

0 0O 0 0 0 0o o

Another important consideration of deployment would be federated architecture. If
Dynamics CRM 2011 is accessible from different geographies, you should deploy the
Dynamics CRM 2011 infrastructure in a federated manner instead of deploying it in a
centralized location. The deployment of the Dynamics CRM 2011 servers in the close
proximity of the user's access location would assist in reducing the effect of network
latency and travel time.

2. Using HTTP Compression in the IIS7 or any higher versions enables both static and
dynamics compression of the Dynamics CRM 2011 web servers in the IIS.
Perform the following steps to configure HTTP Compression in a web server:
1. Inthe Dynamics CRM 2011 web server, go to the Start menu and click

on Run, and type inetmgr and press Enter. This will launch the Internet
Information Services (II1S) Manager administrative interface.

2. Double-click on Compression on the Features View tab of the interface.
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100

3. Click on the Enable dynamic content compression checkbox to enable
dynamic compression.

4. Then, click on the Enable static content compression checkbox to enable
static compression.

If static compression is enabled, in the Only compress files larger
than (in bytes) textbox type the minimum file size that we want 1IS
to compress.

Browse to select a cache directory and leave the default value.
A

Click on the Per application pool disk space limit (in MB) checkbox
and type the maximum amount of space per application pool that IS
uses when it compresses static content.

Click on the Apply button on the Actions pane to apply these changes.

U_’|" Compression

Use this Feature to configure settings For compression of responses, This can improve the p

¥ Enable dynamic content comprassion

I¥ Enable static content compression

Static Compression

¥ Cnly compress files larger than {in bytes):

2700

Cache directory:

|%5\,.r'stemDrive“.-’o'l,inetpuh'l,temp'l,IIS Temporary Compressed Files |

¥ Per application pool disk space limit {in ME):

100

This step will help you change the MaxConcurrentRequestsPerCPU setting. By
default, 1IS7.5 (with .NET Framework 4.0) is limited to handling 5000 concurrent
requests per CPU and will queue requests above this limit. 5000 is also the value
we should use in ASP.NET Versions 2.0 and 3.5, which have a default of 12.
Although most web applications usually work fine with the value of 5000, to
achieve a better concurrency this value can be altered. This parameter should
first be altered and tested for performance in a test environment before moving
on to a production system.
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Perform the following steps to modify the MaxConcurrentRequestsPerCPU setting
in 11IS7.5:

1.

Log in to Windows Server where Microsoft Dynamics CRM 2011 is installed
with local machine administrative permission.

Launch Registry Editor by going to the Start menu and clicking on Run. Then
type regedit and click on OK.

Navigate to the following location and check whether a DWORD by the name
of MaxConcurrentRegeust sPerCPU exists or not.
o For ASP.NET 4.0:
HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft)\
ASP.NET\4.0.30319.0
o For ASP.NET 2.0:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\
ASP.NET\2.0.50727.0

If the DWORD does not exist, create a new DWORD with the name
MaxConcurrentRegeustsPerCPU and specify the value as a
higher number.

If the DWORD already exists, modify the value to a higher number.
This is shown in the following screenshot:

ADs

ALG

ASPLNET

- 2.0.50727.0
+.0,30319.0
Assistance
BestPractices
BidInkerface
COM3

Advanced INF Setup

o Command Processor

;I | Type | Daka

REG_SZ {walue nok set)

REG_S5Z 20,00
ab|DefaultDnoe REG_SZ Default, aspx
ab|plIFulPath REG_3Z CwindowsiMicrosoft, NET\Frameworkediv2,.0,.507274,..
ab|Mirmemap REG_SZ wsdl, el disco, bexckfxml, xosd, besxt feml, wbmp,im. .
ab|path REG_SZ CriwindowsiMicrosaft, NET\Frameworkediv2,0,50727
ab|5ypportedExts REG_5Z Lasax,1,.ascx,1,. a5k, 0, . asmz, 0, .aspx, 0, axd, 0, . vsd...
MaxConcurrentRequestsPerCPU REG_DWIORD 0000027 10 {10000}

4. OQutput caching will cache a frequently used object into memory so that it can be
delivered quickly on subsequent requests. Add output caching around images files
and script files. Perform the following steps to configure output caching:

1.

In the Dynamics CRM 2011 web server, go to the Start menu and click
on Run. Type inetmgr and press Enter. This will launch the Internet
Information Services (1IS) Manager administrative interface.

Double-click on Output Caching on Features View of |IS.

Then, click on Add in the Actions pane. The Edit Cache Rule page will
be launched.
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Provide the output caching rule definition by providing the File name
extension value, for example, .js.

Select the User-mode caching option.

In the File Cache Monitoring section, select the At time intervals
(hh:mm:ss) option and provide a time interval.

Finally, click on the OK button to add the output caching rule as shown in the
following screenshot:

Edit Cache Rule

File name extension:
s

Example; .aspx or .axd

V¥ User-made caching

—File Cache Monitoring
€~ Using file change notifications
& At time inkervals (bhimm:ss):

|uu:un:30

" Prevent all caching

advanced. ..

[ Kernel-maode caching

—File Cache Monitoring
% Using file change notifications

= Ak bime inkervals (hh:mmiss)

IDD:DD:SD

€| Frevent all caching

[o]4 I Cancel |

5. Set the Dynamics CRM 2011 Application Pool Recycling interval to an hour or so.
Follow the ensuing steps to achieve this:

1.

102

Launch the Internet Information Services (1IS) Manager interface as a local
system administrator.

Click on the Application Pools node in the Object Explorer pane.
Then, right-click on the CRMAppPool node and select Recycling....

The Edit Application Pool Recycling Settings page will appear. Set the
Regular time intervals (in minutes) settings to an appropriate time interval,
say 60 minutes, and click on Next to proceed.

Click on Finish to save the setting.
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6. To change the timeout values, that is, to add/modify the OLEDBTimeout and

ExtendedTimeout registry settings in the web server, follow the ensuing steps:

1. Go to the Start menu and click on Run, and then type regedit and
press Enter.

N

Navigate to HKEY LCAL MACHINE\Software\Microsoft\MSCRM in
the registry.

3. Add a DWORD with the name OLEDBTimeout and a value of 86400, if not
already present.

4. Add another DWORD with the name ExtendedTimeout and a value of
1000000, if not already present.

¢ Note that configuring these settings via the web server

registry will apply the configuration to all organizations
ta that use the web servers.

Configuring the EnableRetrieveMultipleOptimization (ERMO) setting to the default
value of 0 should take place when Update Rollup 10 or higher is installed. Otherwise,
Dynamics CRM 2011 will not be able to automatically optimize the performance

of the queries against large data sets. With Update Rollup 10, two new statistical
settings have been introduced to optimize the RetrieveMultiple queries. These
statistical settings are as follows:

0 RecordCountLimitToSwitchToCteSecuritySqgl (default value
of 75000): This specifies the number of records below which Microsoft
Dynamics CRM 2011 will default to a query based on the OR operator using
joins. We will try to keep this value as high as possible because a lower value
will have an impact on SQL Server memory use.

0 RetrieveMultipleSharingCountThreshold (default value of 1000):
This specifies the number of shared records that are associated with a user
directly or with the teams to which the user belongs. We should consider
increasing its value in case a user with an above average number of shared
records for any entity is experiencing slow performance with that entity. It is
recommended to increase its value in small (100 or 200) increments.

The value of these two parameters can be modified using the OrgDBOrgSettings
tool offered by Microsoft. This tool can be downloaded from http://support.
microsoft.com/kb/2691237. There are many more settings that can be modified
using this tool. The lists of these settings can be found at the aforementioned link.
However, it is advisable to measure the performance benefit as a result of any such
modification in a test environment before its application to any live system.
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If these settings do not provide the desired performance, we can consider adjusting
the value for the EnableRetrieveMultipleOptimization setting. This specific
setting can also be configured with Dynamics CRM 2011 using Update Rollup 2 or

higher. Please perform the following steps to configure this setting in the web server:

1. Go to the Start menu and click on Run, and then type regedit and
press Enter.

2. Navigate to HKEY LCAL MACHINE\Software\Microsoft\MSCRM in
the registry.

3. Add a DWORD with the name EnableRetrieveMultipleOptimization
and a value of 2, if not already present.

Adding a preferred domain controller setting in the Dynamics CRM 2011
application server will speed up the Active Directory checks. Please follow
the ensuing steps to configure this setting in the web server:

- Go to the Start menu and click on Run, and then type regedit and
% press Enter.
S
Navigate to HKEY LCAL MACHINE\Software\Microsoft\MSCRM
in the registry.

Add a string value with the name PreferredDC and the value <DC_
Name >, if not already present.

In this recipe, we have discussed scaling the deployment to improve performance. Thereafter,
we have applied lIS-level optimizations offered by [IS7 or higher versions. Though Microsoft
Dynamics CRM 2011 is configured to compress web responses that are sent to browser
clients by default, HTTP response compression is an lIS-level setting and has to be enabled
from 1IS. But, compression setting is an IIS-wide setting and cannot be enabled/disabled only
for specific websites.

The Dynamics CRM 2011 level settings changes are done to optimize the performance of
queries involving large data sets, and the timeout setting is configured so that such queries
do not throw timeout errors.

104
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In this chapter, we have discussed various maintenance and optimization recipes. In the next
chapter, we will discuss the recipes for administering Dynamics CRM 2011. Some interesting
recipes are as follows:

» Securing Dynamics CRM 2011 deployment with SSL/HTTPS

» Configuring Internet-facing Deployment

» Creating a new deployment administrator

» Creating a Custom Administrator Security role

» Configuring system-wide settings
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Administering Microsoft

Dynamics CRM 2011

After successful installation of Dynamics CRM 2011 Server, we looked at recipes in the
previous chapter for backing up and restoring Dynamics CRM 2011 Server components. In
this chapter, we will delve into recipes for configuring the Dynamics CRM 2011 system to
make it ready for customization work. As part of administration, we will find out how Dynamics
CRM 2011 deployment can be secured with SSL and then how to configure AD FS-based
authentication, and finally how to deploy Internet-facing Dynamics CRM 2011. In addition,

we will delve into recipes for configuring system-wide settings. These recipes will have
system-wide impact; hence, before implementing any of these recipes, careful thought

should be put into assessing the impact on Dynamics CRM 2011 Server.

The chapter will include the following recipes:

>

Securing Dynamics CRM 2011 deployment with SSL/HTTPS
Configuring Claims-based authentication (AD FS) for Microsoft Dynamics CRM 2011
Configuring Internet-facing Deployment (IFD)

Creating a new deployment administrator

Creating a new system administrator

Creating a new business unit

Configuring a security role

Creating a custom administrator security role

Creating a field-level security profile

Adding a new user account in the Dynamics CRM 2011 system
Adding multiple users in the Dynamics CRM 2011 system

Creating a new team in the Dynamics CRM 2011 system
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» Configuring autonumbering formats
» Configuring system-wide settings
» Configuring fiscal year settings

» Configuring error notification preferences

Securing Dynamics CRM 2011 deployment

with SSL/HTTPS

Configuring systems for SSL/HTTPS is a more secure way to transfer data. But the activity
of configuring Dynamics CRM 2011 for HTTPS causes disruption in CRM usage. Hence this
activity should be carried out at a time at which it will cause minimal possible disruptions

to users.

How to do it...

We can secure Dynamics CRM 2011 by following these steps:

1. Log in to the machine where Microsoft Dynamics CRM 2011 Deployment Manager
is running. Launch the Deployment Manager console by navigating to Start | All
Programs | Microsoft Dynamics CRM 2011.

2. Disable the servers where frontend server roles (the web application server,

organization web service, discovery web service, and deployment web service roles)
are running by right-clicking on each frontend server and selecting Disable.

44 Microsoft Dynamics CRM Deployment Manager

File Action View Help

&= %== EiE

A4 Microsoft Dynamics CRM
8?;. Deployment Administrators
= Organizations

E_E Servers

Version

WIN-OADVBEV5609K Enabled

=r, SRS Data Connector, SQL Server

Properties

Help

The next step will be to configure the Dynamics CRM 2011 website to use HTTPS.

To start with, we must obtain an appropriate certificate. After the certificate has
been obtained, install the certificate on the same server to complete the certificate
request process. The certificate is now complete and ready for use. Now, secure it

with a password.
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Certificates can be obtained at IIS level. Internet server certificates
- areissued by public certification authorities (CAs). The following
% link describes how to request an IIS certificate:
A

http://technet.microsoft.com/en-us/library/
cc732906 (v=ws.10) .aspx

4. Once the certificate is obtained, configure the server(s) to use HTTPS where the Web
Application Server role is installed.

5. Log in to the machine where the Application Server role is installed and launch
the Internet Information Services (IIS) Manager console. Then, right-click on the
Microsoft Dynamics CRM website and select Edit Bindings. Finally, click on the
Add... button.

6. The Add Site Binding page will appear. Here, we need to specify the values for the
Type, IP address, and Port fields and pick the value for SSL certificate.

In case of a multi-server deployment, repeat this step in every
L frontend server where Web Application Server role is deployed.

Site Bindings
Type | Host Name | Port | IP Address | Binding
http &0
net.tcp 805:*
net.pipe =
net.m... localhos
msmg... localho:
l | i3
Add Site Binding e |
Type: IF address: Fort:
Ihttps j IAII Unassigned j |444
Host name:
S5L certificate:
Swc-WIN-0ADVEY 5609K
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7. Restart the IIS for all of the preceding servers.

8. Launch Microsoft Dynamics CRM 2011 Deployment Manager and click on the
Microsoft Dynamics CRM node in the Object Explorer window. Then, in the Actions
pane, click on Properties | Web Address tab. Under Binding Type, select HTTPS.
Verify that the web addresses are valid for the SSL certificate and the SSL port bound
to the Microsoft Dynamics CRM Server 2011 website. Finally, click on the OK button

to apply the changes.

Microsoft Dynamics CRM Properties x|

General Web Address | License | Usage Reporting I

Binding Type:
© HTTP
Web Application Server:
|‘.".|' IN-DADVBVEEOIK 444

Organization Web Service:
|‘.".|' IN-DADVEVEEO 9K 444

Discovery Web Service:

|W IN-DADVEVSEO3K 444
Deployment Web Service:
|W IN-DADVEVSE03K 444

When you change the binding type, the website must have the comect
binding already corfigured. I claims-based authentication is enabled.
HTTPS is required.

Advanced |

ok | cancel | ooy |

9. Then enable the frontend servers disabled earlier using Microsoft Dynamics CRM
2011 Deployment Manager.

Secure Socket Layer (SSL) provides secure data transfer across the wire. By following this
recipe, we will be able to enable HTTPS on our Dynamics CRM website and hence can ensure

secure data transfer.
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Configuring Claims-based authentication

(AD FS) for Microsoft Dynamics CRM 2011

Active Directory Federation Services (AD FS) provides web-based single sign-on to
authenticate a user to use multiple web applications during the lifetime of a single online
session. AD FS achieves this by securely sharing the digital identity and entitlement rights,
or "claims" across security and enterprise boundaries.

AD FS can help in authenticating Dynamics CRM 2011 users located in completely different
networks or organizations.

Getting ready

When we want to deploy Dynamics CRM 2011 using Internet-Facing Deployment, Dynamics
CRM 2011 has to be configured to use a Secure Token Service (STS) such as AD FS. Both
CRM and AD FS have to be secured with SSL, that is, users will connect to them using HTTPS.

There are usually two ways to deploy a CRM and AD FS solution:

» Installing CRM (frontend roles) and AD FS on the same server: It is preferable to
run the AD FS service on the default website with default port bindings (port 80 and
443). Hence, Dynamics CRM 2011 has to be configured to use different ports (for
example, port 5555 for HTTP and port 444 for HTTPS).

It is even possible to run both AD FS and CRM on the same port, 443, using different
IP addresses. Usually, such a deployment strategy is avoided because of deployment
issues encountered.

» Install CRM (Frontend roles) and AD FS in separate servers: In this type of
deployment, both CRM and AD FS can be deployed using HTTPS on port 443.
But we have to make sure both these servers are highly available.

How to do it...

In this recipe, we will discuss the first alternative of deploying AD FS on the same server as
that of CRM frontend roles using separate ports, that is, AD FS on Port 443 and Dynamics
CRM 2011 on Port 444, both using HTTPS.

1. Login to the server machine on which AD FS is installed with local administrative
permissions. As a first step, we have to secure the AD FS website, that is, the default
website using a Wildcard certificate.
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2. Launch the IS Manager console. Then right-click on the default website and select
Edit Bindings. Then, click on the Add... button. The Add Site Binding page will
appear. Here, we need to specify the values for Type (https), IP address, and
Port (443) and pick the value for SSL certificate.

Site Bindings -d |

Type | HostMame | Port | 1P Address | Binding Add...

http 30

_ Edit...
Type: IP address: Port:
Ihth:s j IAII Unassigned ﬂ |443
HOST name:
SEL certificate:
IWiIdcard Certificate j View... |

Ok I Cancel |

3. The next step will be to bind the Wildcard certificate with the Microsoft Dynamics
CRM 2011 website. To achieve this, follow the Securing Dynamics CRM 2011
deployment with SSL/HTTPS recipe in this chapter.

Then, we have to create DNS entries for AD FS and CRM.

5. In this case, we will configure our AD FS and CRM to be on the packt . com domain.
AD FS will be using adfs.packt.com, and Dynamics CRM 2011 will be using crm.
packt.com, as URLs.

6. Thereafter, AD FS is required to be configured. Navigate to Start | All Programs |
Administrative Tools | AD FS 2.0 Management. This will bring up the AD FD 2.0
Management console. Then, click on the AD FS 2.0 Federation Server Configuration
Wizard button on the Actions pane. This will bring up the AD FS 2.0 Federation
Server Configuration Wizard page. Select Create a new Federation Service here
and click on the Next button.
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"ELAD FS 2.0 Federation Server Configuration Wizard

Welcome

Steps : . . -

L Welcome to the AD FS 2.0 Federation Server Configuration Wizard
@ 'Welcame

This wizard helps you configure Active Directory Federation Services [AD FS) 2.0 software on this
computer, which sets up the computer as a federation server. An instance of AD FS iz referred to as a
Federation Service.

@ Select Deployment Type

@ Federation Service Name

@ Summary (¥} Create a new Federation Service
Select thiz option to set up either a stand-alone federation server or the first zerver in a federation
@ Results sarver famm,

(" Add a federation server to an existing Federation Service

Select thiz option o join this computer to an existing federation server Farm.

| Mext > | Cancel | Help

7. The Select Stand-Alone or Farm Deployment page appears. Here, we have to
select an appropriate deployment option between New Federation server farm
and Stand-alone federation server.

A federation server farm is used when we have to scale with increasing demand and
is the recommended option for live deployments. Stand-alone federation servers are
recommended for development and testing purposes. Though in-depth discussion
of federation server farms is beyond the scope of this recipe, expanding a federation
server is always optional.

8. We will choose Stand-alone Federation Server here and proceed. Once the
deployment choice has been made, please click on Next.

9. Next, the Specify the Federation Service Name page appears. On this page,
provide values for SSL certificate, Port, and Federation Service name,
and proceed by clicking on Next.
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10. By default, the wizard will retrieve the SSL certificate configured in IS and will use
the subject name specified there. However, in case of any ambiguity regarding the
subject name, the Federation Service name combo box will be enabled and a valid
service name can be provided.

II‘E}J.ar-‘AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

This wizard determines the Federation Service name from the Subject field of the S5L certificate farthe
Default Web Site. If the wizard cannot determine the Federation Service name from the S5L settings, you
must select a cerfficate.

@ Select Deployment Type

Select the certfficate and/or port, and then click Mext.
@ Federation Service Name

S5L certificate: Port:

Federation Service name:

ad1s. pacKl.com - |

What kind of cerificate do | need?

@ Unable to determine the Federation Service name from the selected certficate. The certificate
~ you selected is a wildcand (" .contoso com) certificate. Type a name that will represent this
Federation Service, for example, sts1.contoso com.

< Previous | Mext = Cancel | Help

11. On the Specify Service Account page, we have to select an account under which
the service will run. The recommendation is to use a specific service account for
this purpose. The service account will be granted SeServiceLogonRight and
SeAuditPrivilege by the configuration wizard. Use the Browse button to select
the service account, enter the password for the account, and then click on Next
to proceed.

Detailed information about configuring service accounts for Federation Farm
can be found at http://technet .microsoft.com/en-us/library/
dd807078 (WS.10) .aspx.
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The Ready to Apply Settings page appears. Click on Next to proceed.

Finally comes the Configuration Results page; click on Close to complete the
AD FS configurations.

After finishing the AD FS configuration, we need to configure Dynamics CRM 2011 for
Claims-based authentication. Log in to the machine where Microsoft Dynamics CRM
2011 Deployment Manager is installed and launch the console with the credentials
of a Deployment Administrator account.

Then, click on the Microsoft Dynamics CRM node in the Object Explorer window; in
the Actions pane, click on Configure Claims-Based Authentication and then click
on Next.

On the next page, specify the value for Federation metadata URL and click on Next.

x
Configure Claims-Based Authentication
Specify the security token service,
.é-—“

You must configure claims-based authertication to federate multiple Active Directory domains
or before you can corfigure an Intemet-facing deployment.

Enter the federation metadata URL of the security tolken service (ST5) that will be used to
federate domains. The STS must be installed and running.

Federation metadata URL:
https://adfs packt .com/Federation Metadata, 2007-06.federationmetadata xml

Example: https://fabrikam com/FederationMetadata,/2007-06 federationmetadata xml

More information about claims-based authentication

< Back Mext > Cancel
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17. On the next screen, select the Wildcard certificate that has been associated with the
AD FS default web site and then click on Next.

x
Configure Claims-Based Authentication
Specify the encryption certificate.
.ét—“‘

An encryption cerificate is required to encrypt data sent between Microsoft Dynamics CRM
and the securty token service. The specified encryption certificate must be installed on all
Microsoft Dynamics CRM servers that are running the Web Application Server, Organization
Web Service, or Discovery Web Service server roles.

Certificate:

ICN=WMSVC-WIN-DADVBV%OEK Select..
Bxample: CM=Fabrikam Corporate Root CA

More information about claims-based authentication

< Back Next > | e |

18. Click on Next to navigate forward, and the System Checks page will display the
verification results of the configuration settings provided. If any error or warning is
listed, we need to fix this before proceeding.

19. Unless there is an error or warning, we can click on the Next button to proceed.
20. The Review your selections and then click Apply page then appears. Click on Apply.
21. Finally, click on Finish to complete the process.

22. Now we are left with one final task, that of setting read permissions for the
ADFSAppPool account. To accomplish this, log in to the server where AD FS is
installed. Then launch the MMC console and click on File | Add/Remove Snap-in....
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23. This will launch the Add or Remove Snap-ins console; select Certificates from the
Available snap-ins section and click on Add to add this to the Selected snap-ins list.

Add or Remove Snap-ins [ x|

¥ou can select snap-ins for this console From those available on your computer and configure the selected set of snap-ins, Far
extensible snap-ins, wou can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:
Snap-in | Wendor | - [ Console Rook Edit Extensions. .. |
Activex Control Microsoft Cor..,,
iﬁ?.ﬂD F5 2.0 Managem.., Microsoft Car,., Ry |
Authorization Manager Microsoft Car..,
E' Certificate Templates  Microsoft Cor,,, | Move Lp |
Microsoft Cor..,,
Ll Certification Authority  Microsoft Cor.., Mowe Do |
-)‘:-‘-Cnmponent Services Microsaft Car... Add = |
..'.j_jC-:-mputer Manageni... Micrasaft Car...
AdDeplovment Manager  Microsaft Car...
..J:‘nlDevice Manager Microsoft Car...
=4 Disk Management Microsoft and. ..
_'?E Enterprise PRI Micrasaft Car...
g Event Viewer Microsoft Car...
=aFile Server Resource... Micrasoft Car,.., LI Avenesdo.
Description:
The Certificates snap-in allows vou ko browse the contents of the certificate stores For yourself, a service, or a computer,

ol4 I Zancel

24. The Certificates Snap-in page appears. Select Computer Account and click on Next
on the screen. Click on Finish on the next window.

25. Click on OK to close the Add or Remove Snap-ins dialog.
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26. Then expand the Certificates node and navigate to Personal | Certificates. Right-
click on the AD FS certificate and select the Manage Private Keys... option under
All Tasks.

| Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

ﬁ File Action View Favorites Window Help
s Al o) N, SERERN 7
_| Console Root
El il Certificates {Local Computer) ‘c-WIN-OADVEV 5609K 2/19/20
= || Personal
_| Trusted Root Certification Autho
| Enterprise Trust Cut Request Certificate with New Key...
| Intermediate Certification Autho Copy Renew Certificate with New Key...
| Trusted Publishers Delete -
| Untrusted Certificates e Manage Priva i
| Third-Party Root Certification AL Properties Advanced Operations g
| Trusted Peaple
i Help Export...

27. Then add Identity/User Account, which runs Dynamics CRM 2011 Application Pool
(CRMAppPool), and provides read access. Click on OK to close the window and then
close the MMC console too.

28. Thereafter, a relying party to AD FS 2.0 has to be added. Launch the AD FS 2.0
console by navigating through Start | All Programs | Administrative Tools | AD FS
2.0 Management and click on Add Relying Party Trust on the Actions pane.

Ni Fle aAdin  View Window Help ‘_ 5] |
CEAIEN7IE
Bl e

Service S—

Trust Relationships 1
Overview dd Reyng Party Trus...

Add Claims Provider Trust...

AD FS 2.0 provides single-sign-on [550] access for client computers
Add Attribute Store. .

o_' Required Configuration Incomplete Edit Federation Servics Properti...

Before you can use AD FS 2.0 to manage 550 access lor users and services, you must complete the falowng task Edit Published Claims
Revoke All Proxies

=) Required: Add a trusted relying party
Provide Feadback

@ Leam About: Vo '

Wew Window from Here

29. On the Welcome page, click on the Start button.

30. When the Select Data Source page appears, click on the imported data about the
relying party published online or on a local network, and then type the URL to locate
the federationmetadata.xml file. Then, click on Next.

31. On the next Select Display Name page, provide a display name and then
click on Next.

32. On the Choose Issuance Authorization Rules page, click on Permit all users to
access this relying party, and then click on Next.
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33. On the Ready to Add Trust page, in the Identifiers tab, verify that the Relying party
identifier has a single identifier, such as https://crm.packt.com:444.

If the identifier differs from the Dynamics CRM 2011 URL, click on Previous in the
Add Relying Party Trust Wizard window and check the Federation metadata address.

34. Click on Next, and then click on Close.
35. If the Rules Editor page appears, click on Add Rule. Otherwise, in the Relying Party

Trusts list, right-click the relying party object that just got created, click on Edit

Claims Rules, and then click on Add Rule.
The following three rules have to be added:
o User Principle Name (UPN)
o Primary SID

o Windows account name
36. Create the UPN rule by adding the following values:
o Claim Rule Template: Pass Through or Filter an Incoming Claim
o Claim rule name: Pass through UPN
o Add the following mappings:
Incoming claim type: UPN
Select the radio button Pass through all claim values

Click on Finish.

'ﬁmdd Transform Claim Rule ¥izard

Configure Rule

Steps
@ Chooze Rule Type

@ Configure Claim Rule

*rou can configure thiz iwle ta pass through o filker an incoming claim. ou can alzo configure this wle to
filter claims that are generated by previous rules. Specify the claim pe and whether only some claim values
or all claim values should pass thiough.

Clairn rule name:

Pass through UPN

FRiule template; Pass Through or Filker an Incoming Claim

Incoming claim tppe: IUF’N

L L«

Incaming narme 10 format: IUnsDecified

J

" Pass through only a specific claim values

Incoming claim walus: I

~ Pass through only claim values that match a specific emai suffis value:

Ernail suffix value I
Example: fabrikam.com

" Pass through only claim values that stait with a specific value:

Starks with:

Example: FABRIEAMY

< Previous | Finish I Cancel Help |
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37. Then, in the Rules Editor page, click on Add Rule.
Now create the Primary SID rule in a similar way to that stated before for UPN.
o Claim Rule Template: Pass Through or Filter an Incoming Claim
o Claim rule name: Pass through Primary SID
o Add the following mappings:
Incoming claim type: Primary SID
Select the radio button Pass through all claim values
Click on Finish.
38. Thereafter, click on Add Rule again in the Rules Editor. Now create the Windows
account name with the following settings:
o Claim Rule Template: Transform an Incoming Claim
o Claim Rule Name: Transform Windows Account Name to Name
o Add the following mappings:
Incoming claim type: Windows Account Name
Outgoing claim type: Name or * Name
Select the radio button Pass through all claim values
Click on Finish.

39. When the three rules get created, click on OK in the Rules Editor.

40. Now it is time to edit the rules for Active Directory. Navigate to AD FS 2.0 | Trusted
Relationships | Claim Provider Trusts in the Object Explorer window. Then, right-
click on Active Directory and select Edit Claim Rule.

41. Thereafter, click on Add Rule in the Rules Editor.
Now, create the Windows account name with the following settings:

o Claim Rule Template: Send LDAP Attributes as Claims

o Claim Rule Name: UPN

o Add the following mappings:
Attribute Store: Active Directory
LADP Attribute: User-Principal-Name
Outgoing claim type: UPN
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Click on Finish.

"Ejlﬁdd Transform Claim Rule Wizard
Configure Rule

Steps Yo can configure this rule to send the values of LDAF attributes as claims. Select an attribute store from

@ Choose Rule Type which to extract LDAP attributes. Specify how the attibutes will map ta the outgoing claim tepes that will be
igzued from the rule.

@ Configure Claim Rule
Claim rule name:

UPN

Rule template: Send LDAP Attributes az Claims

Attribute stare:
Active Directory j
M apping of LDAP attibutes ta outgaing claim types:
LDAR Attribute | Dutgoing Claim Type
» User-Principal-Hame LIFH

I

L]«

< Previous | Finizh I Cancel | Help |

42. Thereafter, perform an IIS Reset on the Dynamics CRM 2011 server.

Microsoft Dynamics CRM 2011 replaces form-based authentication with Claims-based
authentication to enable Internet access for external users not accessing CRM via VPN.
Claims-based authentication is built on Windows Identity Foundation (WIF). One of the
common scenarios where Claims-based authentication finds use is when Dynamics CRM
2011 has to be deployed as an Internet-facing application.

Another deployment scenario is where the user of a domain tries to access an instance of
Dynamics CRM 2011 that is installed on another domain and there exists no trust between
these two domains. In such a case, Claims-based authentication helps Dynamics CRM 2011
to authenticate users from a non-trusted domain.

When Dynamics CRM 2011 is configured to use AD FS, every user's sign-on request is
redirected to a sign-in page where the user is expected to enter his or her credentials. Behind
the scenes, the sign-in page checks all of the directories (called identity providers) that it
trusts to verify whether the user's credentials are valid. If the user's credentials are found
valid, the sign-in page provides the user with a token, and it is this token that the Dynamics
CRM 2011 application (called relying party) accepts as authentication.
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A more detailed description of Active Directory Federation Services can

be found at http://technet.microsoft.com/en-us/library/
’ cc772593 (v=ws.10) .aspx.

Configuring Internet-facing Deployment (IFD)

Microsoft Dynamics CRM 2011 supports Internet-facing Deployment (IFD) so that remote
users can connect to the application through the Internet. The following Internet-facing
Deployment configurations are supported:

» Microsoft Dynamics CRM 2011 for internal users only

» Microsoft Dynamics CRM 2011 for internal users and IFD access

» Microsoft Dynamics CRM 2011 for IFD-only access
Configuring an IFD enables access to Microsoft Dynamics CRM 2011 from the Internet outside
the company firewall without the need for a virtual private network (VPN) solution. Microsoft
Dynamics CRM 2011 configured for Internet access uses Claims-based authentication to

verify the credentials of external users. When Microsoft Dynamics CRM 2011 is configured for
Internet access, integrated Windows authentication must remain in place for internal users.

To let users access the application over the Internet, the server that is IS and where the
Microsoft Dynamics CRM 2011 application is installed must be available over the Internet.

One prerequisite for this is having AD FS2.0 installed on the default website in any machine
within the domain. Dynamics CRM 2011 cannot be operated from port 80 if AD FS is being
installed on the same machine where Dynamics CRM 2011 is installed.

Before you start configuring Dynamics CRM 2011 for Internet-facing Deployment you need to
have completed the Configuring Claims-based authentication (AD FS) for Microsoft Dynamics
CRM 2011 recipe.

How to do it...

Please follow the ensuing steps to configure Internet-facing Deployment:
1. Log in to the machine where Microsoft Dynamics CRM 2011 Deployment Manager
is installed.

2. Launch Microsoft Dynamics CRM Deployment Manager using a Deployment
Administrator account. This is usually present in Start | All Programs | Microsoft
Dynamics CRM 2011 | Deployment Manager.
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3.

File  Action VWiew Help

Select the Microsoft Dynamics CRM node in the Object Explorer window, and then
click on the Configure Internet-Facing Deployment option in the Actions pane.

icrosoft Dynamics CRM Deployment Manager !E

| Actions

-2 Organizations ". I Microzaft Dynamics CRM Deplayment b anager Microsolft Dy
9 servers ek Configure Claims-Based Authent...
%) Messages Y Disable Claims-Based Authentica. .
I_& Configure Inkernet-Facing Depla. .. I
B Change Product Key
Wiew 3
|6 Refresh
=] pronerti
4. On the Configure Internet-Facing Deployment page, click on the Next button

to proceed.

On the next screen, provide the URLs for Web Application Server Domain,
Organization Server Domain, and Discovery Web Service Domain.

In our case, as the Dynamics CRM 2011 Server roles are installed on the same
server, the URLs in Web Application Server Domain, Organization Web Service
Domain, and Discovery Web Service Domain will be the same.

Domain names must use the SSL Port.

diyInternet-Facing Deployment Configuration Wizard

Configure Internet-Facing Deployment
Make Microsoft Dynamics CRM available ko users who connect through the

Internet. y ‘1

Enter the domainz for the following server roles. Server roles that are installed on separate
computers may have different domains.

“Web Application Server Domain:

I cim.packt.com: 444

Organization 'w'eb Service Domain:
|crm.packt.com: 444

Digcovery Web Service Domain:

| packt.com: 444

More information about Internet-facing deplovments

< Back I Mext > I Cancel



http:///

Administering Microsoft Dynamics CRM 2011

6. On the next screen, enter the external domain where your Internet-facing servers are

located and click on the Next button.

We have to configure the Internet to our Dynamics CRM 2011 server located outside
the domain of information. The domain has to be a subdomain of the Web Application
Server domain. The default value would be auth.<Web Application Server
Domains.

A4 Internet-Facing Deployment Configuration Wizard

Configure Internet-Facing Deployment
Make Microsoft Dynamics CRM available to users who connect through the
Internet, “
=

Enter the external domain where your Intermet-facing servers are located:

auth. crm. packt, corn: 444
Examples: crm.contozo.com:5555 or crm.contoso.can

More information sbout Internet-facing deployments

< Back I Mext > I Cancel |

On the System Checks page, check for warnings or errors. All warnings and errors
have to be fixed before proceeding. If there are no warnings or errors, click on Next
to proceed.

The Review your selections and then click on Apply page then appears; here, click
on Apply.

10. Finally, click on Finish to complete the task.

The next step will be adding a relying party trust in AD FS. Please follow the ensuing steps to
achieve this:

1.

Log on to the machine where AD FS is installed. Launch AD FS 2.0 Federation Server
Configuration Wizard, and click on Add Relying Party Trust on the Actions pane.
Click on Start to proceed.

2. Enter the federation metadata address and click on the Next button.
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" Add Relying Party Trust Wizard [x]

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome

% Import data about the relying party published online or on a local netwark
@ Select Data Source ) ) . : . -
Use this option to import the necessary data and certfficates from a relying party organization that

@ Choose |ssuance publishes its federation metadata online or on a local netwark.
Authorization Rules
Federation metadata address (host name or URL):
@ Readyto Add Trust

@ Finish

Il'rttps:ffamh.crm.pa ckt.com:444./FederationMetadata 2007-06/FederationMetadata xml
Example: fs.contoso.com or hitps:/Awww contoso.com/app

" Import data about the relying party from a file

Use this option to import the necessary data and certfficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this fila is from a trusted source. This wizard wil
not validate the source of the file.

Federation metadata file location:

" Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

< Previous I Mext = Cancel | Help

3. On the Specify Display page, enter a value for Display Name (such as CRM IFD
Relying Party) and click on the Next button.

4. On the Choose Issuance Authorization Rules page, choose Permit all users to
access this relying party and click on Next to proceed.

5. On the Ready to Add Trust page, check the trust details and click on Next.

Then select the relying party that just got created and click on Edit Claim Rules on
the Actions pane.

7. Thereafter, click on the Add Rule button in Rules Editor.
Now create the User Principal Name by adding the following values:
o Claim rule template: Pass Through or Filter an Incoming Claim

o Claim rule name: UPN
Click on Finish.

8. Thereafter, click again on Add Rule in Rules Editor.
Now create the Primary SID by adding the following values:
o Claim rule template: Pass Through or Filter an Incoming Claim

o Claim rule name: Primary SID

Click on Finish.
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9. Thereafter, click again on Add Rule in Rules Editor.
Now create a Windows account name by adding the following values:
o Claim rule template: Pass Through or Filter an Incoming Claim

o Claim rule name: Windows Account name to name
Click on Finish.

10. Once these three rules have been added, there will be three issuance
transform rules.

i Edit Claim Rules for Internal CRM 1 =]
Issuance Transform Rules | lzsuance Authorization Rules I Delegation Authorization Rules I
The following transform rules specify the claims that will be zent to the relying party.
Order I Rule Mame | |zzued Claims |
1 UPH UPH
2 Frimary 510 Frimary 510
3 Windows account name o name Marmne
k1
AddRue.. | EditRue.. | Remove Rue.. |
QK. | Cancel | Apply Help

11. Finally perform an IIS Reset.

Internet-facing Deployment enables users to access Dynamics CRM 2011 over the Internet
from outside the company's network and without VPN. Dynamics CRM 2011 takes advantage
of Active Directory Federation Services (AD FS), a standards-based technology for controlling
security access to Internet services while Internet-facing Deployment is configured.

Without having Claims-based authentication enabled, Internet-facing Deployment cannot
be configured.
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Creating a new deployment administrator

In the Dynamics CRM 2011 system, there are two separate types of administrators:
deployment administrators and system administrators. A deployment administrator is a
deployment-level administrator and manages deployment properties and activities. A system
administrator is an organization-level administrator and administers the Dynamics CRM 2011
system settings. In this recipe, we will discuss how to create new deployment administrators
in the Dynamics CRM 2011 system.

Getting ready

The deployment administrator role is a role very important to administering Dynamics CRM
2011 Server. With the installation of the Dynamics CRM 2011 Server component, an MMC
shap-in called Deployment Manager gets installed. Deployment administrators have complete
and unrestricted access to perform deployment manager tasks on all organizations and
servers in a Microsoft Dynamics CRM 2011 deployment. The deployment administrator is
expected to carry out the following activities on the system:

» Creating organizations

» Managing organizations

» Importing organizations

» Disabling organizations

The installation user is added as the deployment administrator to the Dynamics CRM 2011
system by default, but it is always advisable to add backup deployment administrators.

How to do it...

Proceed with the following steps to create a new deployment administrator in the Dynamics
CRM 2011 system. These steps should be performed on the Active Directory Federation
Services machine:

1. Create a new Active Directory Group for deployment administrators.

2. Create a new Active Directory user account for backup administrators if it does
not already exist. Then add the user account to the newly created deployment
administrator security group.

3. Add this deployment administrator domain group to the following Dynamics CRM
2011 specific Active Directory Groups:

O ReportingGroup
o PrivUserGroup

Q SQLAccessGroup
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4. The deployment administrators group should have the following types of access to
the preceding security groups:

Permissions » Read

» Write

» Add/remove self as member
Advanced » List contents
permissions » Read all properties
» Write all properties
» Read permissions
» Modify permissions
» All validated writes

» Add/remove self as member

Perform these steps in the Dynamics CRM 2011 Server machine(s):
1. Add the deployment administrator domain group to all the Dynamics CRM 2011
servers' local administrator groups, if not already added.

2. Log on to the Dynamics CRM 2011 server machine on which the Deployment Tools
role is installed as the user who has installed the Dynamics CRM 2011 Server or as
a user who is already a deployment administrator.

3. Then click on Start | All Programs | Microsoft Dynamics CRM 2011 |
Deployment Manager.

4. Rightclick on Deployment Administrator and select New Deployment Administrator.

i1 Micrasaft Dynamics CRM Microsoft Dyna
D eployment Adgpieid
= Organizations eployment Administrator,, .
9 servers Refresh

Help

5. Add the backup deployment administrator user account, and then click on OK.
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Perform the following steps on the SQL server machine:

1.

Log on to the SQL server machine as the user who has installed Dynamics CRM 2011
Server or as a user who is already a deployment administrator.

Add the deployment administrator domain group to the local administrators' group,
if not already added.

Launch SQL Server Management Studio and connect to the server.
Then expand Security, right-click on Logins, and then select New Login.

7 [ Databases
= [ Security

L
s 5

Meww Lagin..,

Filter »
Start PowerShell
Reports »

Refresh

B ph
o = = o 4

The Login - New page will appear. Click on the Search button beside the Login
name textbox.

In the Select User or Group dialog box, click on Object Types and enable the Groups
type; then, click on OK.

Object Types @

Select the types of objects you want to find.

Object types:

Cancel

7. Click on Locations, select Entire Directory, and then click on OK.
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8. In the Enter the object name to select textbox, type the deployment administrator
domain group name, click on the Check Names button, and then click on OK.

9. Inthe Default database drop-down menu, select MSCRM_CONFIG.

| Mapped to certificate
) Mapped to asymmetric key
] Map to Credential

Mapped Credentials Credential Pravider
Default database: | IMSCHM_CUNHG v]l
Diefault language: I<default> - I

[ 0K ]I Cancel J

10. From the left-hand navigation of the Login — New page, select Server Roles and then
enable the sysadmin role. Click on the OK button.

Select apage c . "
A General ; Script = L_l] Help
%% Server Roles
T et Mapping Server role iz uzed to grant server-wide security privileges to a user.
% Securables
% Statug

Server roles:

[ bulkadmin

(7] dbereator

(] diskadrit

("] processadmin

[¥] public

7] securityadmin
(] serveradrmin
("] setupadmin

ZI_

11. Then expand the MSCRM_CONFIG database and expand Security. Right-click on
Users and then select New User.
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= | ) MSCRM_COMFIG
+ [ Database Diagrams
% [ Tahles
T [ Wiewrs
H [ Synonyms
+ [ Programrmability
T [ Service Broker
+ [ Storage
= [ Security
- . Mew User...
ch .
._n‘ Filter 3
it}
<] ..
el Y Palicies 3
&
!‘ Facets
-
A Start PouverShell
-
T
% 3 RDJ Reports 3
= i Sr Flod. .l

12. In the User Name textbox, type the backup administrator's domain login name (in the
format domain\username).

13. In the Database role membership section, check the db_owner checkbox and then
click on OK.

14. Close SQL Server Management Studio.

The user who is the deployment administrator is not automatically added to the existing
organization. However, the user can be added to an existing organization as a user in
Microsoft Dynamics CRM 2011.

The deployment administrator is the system administrator of any organization that the
deployment administrator creates or imports. Additionally, the deployment administrator
has access to the organization in Microsoft Dynamics CRM 2011.

Creating a new system administrator

A system administrator is a Dynamics CRM 2011 organization-level administrator, and by
default, the installation user is added as a user in the system with the system administrator
security role assigned. Any user assigned the system administrator security role is known as a
system administrator within the Dynamics CRM 2011 system. This user will have all possible
access within that organization.
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How to do it...

Follow these steps to create a new system administrator in any Dynamics
CRM 2011 organization:

1. Log in to the Dynamics CRM 2011 system with a user account that was used to
install Dynamics CRM 2011 or as a user who is already a system administrator
in the Dynamics CRM 2011 system.

2. Navigate to Settings | Administration | User. Then click on the New button on the
top ribbon.

3. Inthe User New page, enter the username in for the new system
administrator into the User Name field in the format domain\username.

4. The User Information section will automatically be populated with details
pulled from Active Directory. We can modify these details here.

5. Inthe Client Access License (CAL) Information section, select Access
Mode as Administrative.

Then click on the Save button on the top ribbon.
7. Once the record is saved, click on the Manage Roles button on the top ribbon.

On the Manage User Roles page, check the System Administrator checkbox
and then click on OK.

9. If you wish to modify the business unit of the user, click on the Change
Business Unit button on the top ribbon.

10. Select the right business unit from the business unit lookup and then click on OK.

The system administrator will have the highest level of access to the Dynamics CRM

2011 entities within the organization. When any custom entity is created, all the system
administrators, by default, get full access to these entities. We will use a system administrator
user to administer the Dynamics CRM 2011 system settings.

Creating a new business unit

Business units are security containers in the Dynamics CRM 2011 system. Business units
contain users and teams inside a Dynamics CRM 2011 organization and are created to
separate users and teams with different security requirements. Business units might

(but not necessarily) correspond to an organization's departments or divisions.
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A business unit can be the parent of another business unit, and the first business unit created
inside a Dynamics CRM 2011 organization is known as the parent business unit. One or more
business units can be created under it; these are known as child business units.

A root business unit is automatically created by Dynamics CRM 2011 when a Dynamics CRM
organization is created. This business unit cannot be renamed, disabled, or deleted and does
not have any parent business unit.

Business units can also own records. If an entity ownership type is set to Business Owned,
the business unit alone can own records for that entity.

In this recipe we will discuss how to create new child business units.

How to do it...

Please follow these steps to create a child business unit:
1. Log in to the Dynamics CRM 2011 organization with a system administrator or
equivalent security role.

2. Navigate to Settings | Administration | Business Units. Then click on the New
button on the top ribbon.

3. Inthe Business Unit: New form, provide the following details:
o Name: Name of the business unit. The name has to be unique.
o Parent Business: Provide a parent business unit. Use the Lookup button to
select the parent business unit.

We can also (optionally) provide the phone numbers, e-mail address,
and address details.

4. Then, click on Save and Close to create the new business unit.

After creating a business unit, users and teams can be assigned to it. Security roles are
defined at the business unit level, and a child business unit inherits all the security roles
defined in its parent business unit. When we create a business unit, a team with the same
name gets created and every user that is added to the business unit gets automatically added
to that team.

The parent of a business unit can be changed. When a business unit is reassigned to a new
parent business unit, all its child business units move with it, along with their users, teams,
and so on.
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_Acircular relationship is not permitted within a business
% unit hierarchy. If business unit A is parent of business unit B
L and business unit B is parent of business unit C, business

unit C cannot be parent of business unit A.

Business units (except root business units) can be disabled. This can be done by selecting the
business unit and then clicking on More Actions | Disable from the toolbar. There are certain
important considerations for disabling a business unit:

» Disabling a business unit will also disable all its child business units.

» Users of a disabled business unit are not disabled but they cannot log in to
the Dynamics CRM 2011 system. Hence, the user licenses of such users are
not withdrawn.

» Users, teams, or child business units cannot be assigned to a disabled business unit.

» Users who relied on membership of teams for access to certain resources will not be
able to access those resources if the business unit is disabled.

A disabled business unit can be enabled at any time. Select the Inactive Business Units
view and then select the business unit to be enabled. Click on More Actions | Enable from
the toolbar to enable a business unit. When a business unit is enabled, all the child business
units are also enabled automatically.

Finally, business units (except root business units) can also be deleted. To delete a business
unit, it first has to be disabled. Only disabled business units can be deleted. To delete a
business unit, select the Inactive Business Units view and then select the business unit to be
deleted. Click on More Actions | Delete on the toolbar. A few important considerations when
deleting a business unit are:

» A business unit with child business units cannot be deleted. Hence, before deleting
any business unit all its child business units have to be deleted or reparented.

» For a business unit with teams (except the default team), users cannot be deleted
unless these teams and users are not reassigned.

» Business unit deletion cannot be undone.

Configuring a security role

Microsoft Dynamics CRM 2011 provides a security model that ensures data integrity and
privacy. The security model has the following levels:

» Role-based security: Groups a set of privileges for a user in a security role. A security
role can be assigned to a user or a team and determines what the user or team
members can and cannot do in a Dynamics CRM 2011 organization.
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» Field-level security: Restricts access to fields in an entity only to specified users
or teams.

Security roles are core to the role-based security model. The security role has two main
concepts: privileges and access levels. Combined, these two concepts define a security
role. The privileges associated with a security role are groups in various tabs in the Ul of

the security role. These are the privilege grouping tabs for any security role: Core Records,
Marketing, Sales, Service, Business Management, Service Management, Customization,
and Custom Entities.

The Dynamics CRM 2011 system will already have a few security roles configured by default.
These are known as system-defined security roles or standard security roles. Except for

the system administrator security role. the other roles can be customized to fit in with the
functional security model. New security roles can also be created under any business unit.

In this recipe, we will discuss how to customize an existing security role and how to create a
custom security role.

How to do it...

To customize an existing security role, follow these steps to customize an existing security role:

1. Log in to the Dynamics CRM 2011 system as a user who has the system
administrator security role.

2. Navigate to the Settings | Administration | Security Role section.

If we intend to customize any default or standard
+  security roles offered by Dynamics CRM 2011,
% the best practice is to copy the security role with a
’ different name and then customize the newly created
security role.

3. Then, select the security role to be customized and double-click on the security role
name to open its settings.

4. The next step is to customize the security role:

o Change the security role name: Navigate to the Details tab and modify the
Role Name field.

o Customize entity-level access rights: Navigate to the security role Ul tab
where the specific entity is present. Then set the access level for various
access rights of the entity.
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o Customize the miscellaneous privileges: There is a set of privileges that is
not linked to any entity; rather, they are tasks that can be performed within
the Dynamics CRM 2011 system. To customize any such privilege, navigate
to the tab where the privilege is listed and then set the access level.

5. Finally, click on the Save and Close button on the top ribbon.
Creating a custom security role can be achieved in two ways:

» Copying an existing security role and then modifying it; this can be done as follows:

1. Log in to the Dynamics CRM 2011 system as a user that has the system
administrator security role.

2. Navigate to the Settings | Administration | Security Role section.

3. Select the security role to be copied, click on More Actions in the toolbar,
and select Copy Role.

4. The Copy Security Role pop-up will appear. Provide the name for the new

role and click on the OK button.

_ When a security role is created by copying an existing
a security role, the new security role will be created under
L the same business unit of the existing security role that
was copied and the business unit cannot be modified.

5. Then, modify the required access levels for various access rights of
the available entities and miscellaneous privileges according to the
functional need.

6. Finally, click on the Save and Close button on the top ribbon.
» Creating a new security role; this can be done with the following steps:
1. Log in to the Dynamics CRM 2011 system as a user that has the system
administrator security role.
2. Navigate to the Settings | Administration | Security Role section.
3. Click on New in the toolbar.

4. The Security Role: New page appears. On this page, provide the role name
and business unit information.

5. Then, set the required access levels for the various access rights of
the available entities and miscellaneous privileges according to the
functional need.
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When a custom security role is created, organization-level read
+ access is provided for the following entities by default: Plug-in
% Assembly, Plug-in Type, SDK Message, SDK Message Processing
’ Step, and SDK Message Processing Step Image. These entities
can be found under the Customization tab of the security role.

6. Finally, click on the Save and Close button on the top ribbon.

The security role is a three-dimensional model in Dynamics CRM 2011. These three
dimensions in combination decide what a user or a member of a team can access
within the system. The three dimensions are:

» Entity

» Privileges

» Access Level

Entities are the units within the Dynamics CRM 2011 Security Role model to which an access
level is applied for every privilege.

The security role privileges define the access rights granted to a user for a particular entity
instance. The access rights are as follows:

Access Right Description

Read This access right controls whether the user can read the entity instance.
Write This access right controls whether the user can update the entity instance.
Assign This access right controls whether the user can assign the entity instance to

another user.

Append This access right controls whether the user can attach another entity instance
to the specified entity instance.

Append To This access right controls whether the user can attach the entity instance in
question to another entity instance.

Share This access right controls whether the user can share the entity instance with
another user or team.

Delete This access right controls whether the user can delete the entity instance.
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The Append and Append To access rights work in combination with one another. Every time
a user wants to attach an entity instance to another entity instance, the user must have both
rights. For example, when a user wants to attach a note to a case, the user must have the

Append access right on the note and the Append To access right on the case for the operation

to work.

Most of the preceding access rights have dependencies on other access roles for proper

functioning. For example, a user may have the Create access right to an entity, but unless the
user has read access to the same entity, he cannot create an instance of the entity and be the

owner at the same time. The following table describes the access right dependencies for the

actions specified:

Action

Access rights required

To share a record of an entity
To assign a record of an entity
To append to an entity record

To append an entity record

To create a record of an entity and be the owner of the record Create, Read

Share, Read
Assign, Write, Read
Read, Append To
Read, Append

The security role access level determines the depth of access. The following are the

access levels:

Business unit

Parent-child business
unit

[ 4

Organization
g ®

Access Level name Notation Description
None 0 No access is granted
User Access is granted to the entity instances owned by the

user or shared with the user or shared with a team of
which the user is a member.

Access is granted on the entity instances owned by
someone within the user's own business unit.

Access is granted on the entity instances owned by
someone within the user's own business unit or within
a child business unit of the user.

Access is granted to the entity instances owned by
anyone within the user's organization.

If a custom entity is created in the system, all security roles except
for system administrator have to be configured to provide relevant

access to this entity.
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There's more...

There is something more with security roles:

» If we decide to create a new child business unit for a parent business unit, all the
security roles of the parent business unit will be copied to the child business unit
as an inherited role. Inherited security roles can neither be modified nor deleted.

» If we want to customize any security role, it can only be done in the business unit
that the security role was created in.

» If we change any security role, the changes made will cascade down to all the child
business units as well.

» If we wish to create a security role that is available to the whole organization, we have
to create it under the root business unit.

» Security roles are very tightly coupled with business units. Hence a user who wishes
to create a new security role has to be a member of that business unit or any parent
business unit.

» Itis technically possible to create security roles with the same name under different
business units. However, best practice recommends assigning such security roles to
the parent business unit.

Creating a custom administrator security

role

The Dynamics CRM 2011 system has an out-of-the-box system administrator security

role. But, at times, we want to create custom administrator security roles to provide some
restrictive administrative tasks to a set of users. For example, we want to provide the right
to create users, teams, queues, goals, currencies and so on, but restrict access to solution
management, entity customization, and so on. In this recipe, we will explore the best way to
create such a custom administrator security role.

How to do it...

Please follow the ensuing steps to create a custom administrator security role:

1. Login to the Dynamics CRM 2011 system as a user that has the system
administrator security role.

2. Navigate to the Settings | Administration | Security Role section.
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3. Then, select the System Administrator security role, click on More Actions in the
toolbar, and then select Copy Role.

Security Roles
Govew |G [@m | X More Actions -
T MName a Copy Role...
[T CEo-Business Manager Enable/Disable Filters |
[T SR Manager Save Filters to Current View
[T Customer Service Representi Save Filters to Mew View
I_ Delegate Set View as Default View
|- Marketing Manager Fatl
|_ Marketing Professional Pach
|- Sales Manager Pach
|_ Salesperson Pach
|_ Schedule Manager Pach
|_ Scheduler Pach
|7 System Administrator I Pach
|_ System Customizer Pach
[T unsdministrator Pach
I_ UllAgent PacH
|_ Vice President of Marketing Pach

4. Inthe Copy Security Role web pop-up, provide a new role name and then click on OK.

5. The custom administrator security role page opens. Customize the new security role as
per the functional need. Then, click on the Save and Close button on the top ribbon.

We have created a custom administrator security role in this recipe. After that, we have to
assign this security role to the custom administrator users. Custom administrator users
should have both Access Mode and License Type set to Administrative.

Client Access License (CAL) Information
Access Mode ™ Administrative A

License Type ™

This user can perform administrative functions and assign all roles (except the system
administrator role) to other users but cannot work with Sales, Marketing, and Service
(except view the knowledge base).
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One more important fact for Dynamics CRM 2011 is that, until the release of Update Rollup
10, if there are custom entities, the custom administrator cannot assign a security role—
which has more privileges than the custom administrator role—to any user. Update Rollup

10 for Dynamics CRM 2011 has enabled the AllowRoleAssignInAdminMode option for
users in the administrative mode. This is a registry subkey to be added under HKEY LOCAL
MACHINE\SOFTWARE\Microsoft\MSCRM with the value 1.

The custom administrative security role should have the following rights to be able to assign
security roles to another user:

» Organization-level read access to the User, User Settings, and Security Role entities
» Append and Append To permissions to the User entity

Creating a field-level security profile

Using field-level security, access to certain fields can be restricted to some specific users or
teams. However, field-level security cannot be applied to all fields. Field-level security can be
applied to:

» Only custom fields for system entities

» Allfields for any custom entity
Field-level security is applied by creating field-level security profiles. Fields with field-level
security enabled can be added to these profiles. Finally, a user or team is associated with

every field-level security profile. The field-level security rules will be applicable to these users
or members of the teams.

How to do it...

Follow these steps to configure a field-level security profile:

1. Set the Field Security field to Enable for all those fields to be included in the
field-level security profile.

Publish the entity by clicking on Publish.

Create a field-level security profile. This can be done by navigating to
Settings | Administration | Field Security Profiles and then clicking
on the New button on the ribbon to create a new field-level security profile.

4. Provide a name and description for the profile and then click on the Save
button on the ribbon.

5. Then click on Members | Teams under the Related section. Add teams to this profile
by clicking on the Add button under the Team Associated View. If no team is required
to be added to this field-level security profile, this step can be skipped.
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6. Finally, configure the field-level security access rights by navigating to Field
Permissions under the Common section. This section will list all the fields
for which field-level security has been configured.

7. Now, click on the field name and then select Edit in the top area of the
section. This will bring up the Edit Field Security page. Set the access
mode for Read, Update, and Create for this specific field.

8. Repeat the preceding step for all the fields listed in this profile.
9. Finally, click on the Save and Close button on the top ribbon.

Field-level security restricts the access to a field for a set of users. When a user opens up a
record form, unless the user has read access to a field for which field-level security has been
enabled, the user will not be able to see the value for the field. When a user wants to share
a record with someone else, the user can provide access only to those secure fields to which
the user has access.

Enabling field-level security has other implications as well inside the Dynamics CRM 2011
system. In the Retrieve and RetrieveMultiple queries, if a secure field is used in the
column set, the column will not have any value returned unless the caller (or impersonated
user) has read access to the secure field.

If a secure field is used in the filter condition of the query, the condition involving the
secure field will be replaced by null during the condition evaluation unless the caller
(or impersonated user) has read access to the secure field.

If the secure field is used to order the result set, the order by condition at SQL level will
consider the value to be null for the secure field.

Adding a new user account in the Dynamics

CRM 2011 system

A user is any individual who is associated with the business unit and uses the Dynamics CRM
2011 system. Any user can only be associated with only one business unit. Let us first delve
into the recipe for adding a single user at a time in the Dynamics CRM 2011 system.

How to do it...

Follow these steps to add a user in Dynamics CRM 2011.:

1. Log in to the Dynamics CRM 2011 system as a user with the system administrator or
equivalent security role.
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2. Navigate to the Settings | Administration | Users section.
3. Click on the New button on the ribbon.

MNew [MNew Multiple Edit
Jsers

Records

4. Inthe New User form, enter a value in the User Name field in the format of Domain
Name\Logon Name. Then, press Tab or click on any other field in the form. This will
fetch user information about the user from Active Directory.

5. We can modify the user information values fetched from Active Directory.

6. Then, we can enter information for these sections: Organization Information, E-mail
Access Configuration, Addresses, and Default Queue.

7. Then, enter the values in the Client Access License (CAL) Information form.

Client Access License (CAL) Information

Access Mode Read-Write hd

License Type * Full i

Click on the Save button on the top ribbon.

9. Once the user record is created, click on the Manage Roles button on the
top ribbon to set the security role for the user. In the Manage User Roles
pop-up, select the security roles to be assigned to the user and then select OK.

10. If the user has to be added to some teams, click on the Join Teams button on the top
ribbon. When the Teams Lookup pop up appears, select the teams the user should
be part of and then click on the OK button.

11. The Change Business Unit button can be used if the business unit of the
user has to be modified.

12. The Change Manager button can be used if the manager of the user is to
be modified.
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Adding users is pretty simple in the Dynamics CRM 2011 system. It mainly involves
information about the user's login details, account information, and demographic information.
One important piece of information entered here is the client access information. This
section has two important attributes of a system user entity: Access Mode and License Type.

Access Mode: The Access Mode specifies the type of access the user has on the Dynamics
CRM 2011 system. The following are the possible values for the field:

Access mode Description

Administrative If we set the access mode to Administrative for a user, the user
can access the Settings section but cannot access the Sales,
Marketing, and Services sections in the system.

Non-interactive Such types of users can only access the system via Dynamics
CRM Web Service not via the user interface.

Read The user will have only read access to the system.

Read-Write The user will have both read and write access

Support User Such users are created by the Microsoft Dynamics Support
team.

The default form for the User entity does not show the Non-interactive and Support
User options. It is scripted for these to be hidden. To make them visible in the form,
customize the form to add the Access Mode attribute again. When we add a new field in the
Ul for Access Mode, all the preceding options will be visible in the drop-down list. Another way
would be to set the Access Mode using Dynamics CRM 2011 SDK.

Non-interactive users are usually used in Service-to-Service code because
such users do not use a license. Dynamics CRM 2011 Online supports only
’ five free non-interactive users.

License Type: This field specifies the Client Access License (CAL) type. The following values
are available to choose from:

License Type Description

Administrative The user will have administrative rights.

Device Full The user who is using the device running Dynamics CRM 2011 will
have both read and write access.

Device Limited The user who is using the device running Dynamics CRM 2011 will
have only read access.

Full The user has both read and write access.

Limited The user only has read access.
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When a user leaves the organization, reassign all the active records owned by this user to
another active user and deactivate the current user. The deactivated user does not use
up licenses, and this way, we can regain a license for a user who no longer belongs to
the organization.

When we create a user, we must assign the user at least one security role.

Even if the user is part of a team that has assigned roles, the user should be
g assigned a role.

Dynamics CRM 2011 includes more security settings for approving e-mail addresses of the
user before they can be used by the e-mail router. To update the security settings, navigate
to the Settings | Administration | System Settings | E-mail tab and deselect the checkbox
next to Process e-mails only for approved users.

System Settings
Set system-level settings for Microsoft Dynamics CRR.

General Calendar Formats Auditing E-mail

Configure e-mail processing

Enabling these options prevents the Microsoft Dynamics CR
approved by the system administratar,

IDProcess e-mails only for approved users I

M Process e-mails anly for approved queues

As a result of this change, each user's e-mail address has to be approved before e-mails can
be processed by the e-mail router. This can be achieved by launching each individual user's
records and then by clicking on the Approve E-mail button on the ribbon.

V’% g : %Reassign Records EI:"‘fﬂl""ChangE Business Unit

@gh’lanage Roles ﬁChange IManager

AEprove Reject
-mail | E-mail 8% Jain Teams

Actions

In the Confirm Primary E-mail Approval pop up, click on OK to approve and close the window.
The e-mail address can be rejected by clicking on the Reject E-mail button on the ribbon.



http:///

Administering Microsoft Dynamics CRM 2011

Adding multiple users in the Dynamics CRM

2011 system

In this recipe we will find out how to add multiple users in the system at a time. The process
of adding multiple users is slightly different from the Adding a new user account in Dynamic
CRM 2011 recipe. When a single user is added at a time, we assign the security role of the
user after adding the user in the system. When we add multiple users using the multiple user
addition wizard, we select the security role first and then add the users; hence, users with the
same security roles are usually added together.

How to do it...

Follow these steps to add multiple users in the system at a time:

1.
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Log in to the Dynamics CRM 2011 system as a user with the system administrator or
an equivalent security role.

Navigate to the Settings | Administration | Users section.
Then, click on the New Multiple Users button on the top ribbon.

In the Select Business Unit page, select the Business Unit from the drop-
down, under which all the users will be added, and then click on Next to continue.

The Select Security Roles page appears; here, select the correct security
roles from the Security Roles list that will be applied to all the users to be added.
Then click on Next.

On the Select Access and License Type page, select the appropriate values for
Access Type, License Type, and E-mail Access Configuration. The selected
Access Mode and License Type will be applied to all the users to be added here.
Then click on Next to proceed.

Then the Select Domain or Group page appears; here, select one of the
following options:

1. Select users from all trusted domains or groups: Choose this option if
users to be added are spread across different domains or groups

2. Select users from the following domains or groups: Choose this option is
users to be added are part of one common domain or group.

After the selection, please click on Next to proceed.

On the Select Users page, please specify the usernames in the domainName\
logonName format, delimited by semicolons between usernames. Then, click on the
Lookup (lens) button on the right-hand side. Once all the user names are resolved,
click on the Create New Users button to create all the users in the system.
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9. Finally, on the Summary page, click on Close if you want to finish. If you intend to add
more users, click on the Add More Users button and follow the current recipe from
step 1 again.

10. Some information about the users, such as address information, can only be
added by opening each of the added users and then entering the data.

11. To assign a manager to these users, please open each of the users, click on
the Change Manager button on the top ribbon, and set the manager.

12. If these users have to be added to some teams, launch each of the user's records
and then click on the Join Teams button on the top ribbon. When the Teams Lookup
pop up appears, select the teams the user should be part of and then click on the
OK button.

Multiple user addition helps us to add users of the same type, who share the same security
roles, access type, license type, and e-mail configuration, in the Dynamics CRM 2011 system
at one go.

There is another way to add multiple users at a time and that is by using the Dynamics

CRM 2011 system's Import Data wizard. This wizard can be accessed by navigating to the
Workplace | My Work | Imports section and then clicking on the Import Data button on the
top ribbon. The Import Data Wizard will be discussed in Chapter 4, Data Management. But
one important point about importing user data is that only the attributes of the User entity can
be specified in the Import Data wizard. The security role of the user cannot be specified during
user import.

_ The Dynamics CRM 2011 system will assign the Salesperson security role
a to all the users imported using the Import Data wizard. If the Salesperson
s role is deleted from the system, the Import Data wizard cannot create users

during an import.

Users added to the Dynamics CRM 2011 system cannot be deleted but can be disabled. To
disable users, navigate to System | Administration | Users and then select the users to be
disabled. Finally, click on the Disable button in the top ribbon to disable them.
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Once a user record is disabled inside the Dynamics CRM 2011 system, the following
will happen:

» The user cannot log on to the Dynamics CRM 2011 system

» The user stops consuming Client Access Licenses (CALSs)

» Published workflows or dialogs owned by the user stop working

» Records can no longer be assigned to this user
A disabled user can be enabled at any time by clicking the Enable button on the User

entity's top ribbon. When a disabled user is re-enabled, the user will consume a Client
Access License.

Creating a new team in the Dynamics CRM

2011 system

A team is a group of users and allows groups of users to share information in an organization.
In this recipe we will delve into how to create a team in the Dynamics CRM 2011 system.

How to do it...

Follow this recipe to create a team in the Dynamics CRM 2011 system:
1. Log in to the Dynamics CRM 2011 system as a user with the system administrator or
an equivalent security role.
2. Navigate to the Settings | Administration | Teams section.
Click on the New button on the top ribbon.
4. Inthe Team New page, please enter the following information:

o Team Name: Enter a unique name for the team that describes the team's
purpose, business focus, location, or other meaningful characteristics.

o Business Unit: The business unit to which the team belongs. One team can
only be part of one business unit. This is a mandatory field.

o Administrator: Select a user from the lookup. This user will be the
administrator of the team. This is a mandatory field.

o Default Queue: Select the team's queue from the lookup.
o Description: Enter a description for the team, if any.
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Pl Team
New
* General

Team Name * cales Team Business Unit* | perish _:'l
Administrator * & 1ohn Smith v Default Queue & sales Team Queue |

Description
fa)
V

5. Then click on the Save button on the top ribbon.

6. Click on the Manage Roles button on the top ribbon to assign security roles
to the team.

7. Then, navigate to the Related | Common | Members section. Then click on
the Add Members button on the ribbon.

8. To remove users from a team, select the members and then click on the
Remove button on the ribbon.

9. Inthe User Lookup pop up, select team members and then click on the Add button.
Click on the OK button to close the pop up.

A team is an important construct in Dynamics CRM 2011 system. Each team must be
assigned a security role and must have an administrator.

After creation of the team, we add members to it. Though a team belongs to only one
business unit, users from multiple business units can be added as team members. When
team members are reassigned to different business units within the organization, we can
remove them from one team and add them to another. We can also remove team members
when they leave the organization.

When we assign a security role to a team, the security role is also assigned to all the users
based on the business unit of the team. When a user is assigned a team, the user can
perform any task on behalf of the team; however, the user does not necessarily inherit the
access rights of the team.
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Let us take an example. Let us add a custom entity Subscription in the system and then
customize the sales Manager security role to provide the following access rights to
this entity:

& Security Role: Sales Manager

Details Core Records Marketing Sales Service Business Management Service Management Customization Custom Entities

Entity Create Read Write Delete Append Append To Assign Share

Subscription

Now create a new team with the name Sales Team and assigh the Sales Manager
security role to this team. Thereafter, assume we have a user John Smith in the system with
the security role Salesperson assigned. The Salesperson security role has no access
rights to the Subscription entity. The user John Smith is added to Sales Team. Now
log in to Dynamics CRM as John Smith and try to create a subscription record. During

the record save, the system will throw the Access is denied error. Now if John Smith had
inherited the access rights of the team's security role, that is, Sales Manager, John Smith
would have been able to save the record. Now change the owner of the record to the team
Sales Team and save the record. This save attempt will be successful. Here, John Smith
was able to impersonate his team and was able to create the record.

A team, too, can own records and can provide access by sharing those records with the team
members. Sharing a record with a team essentially shares it with all the members of the team
irrespective of their business units.

Configuring autonumbering formats

Some entities within the Dynamics CRM 2011 system use an automatic incremental
numbering system to uniquely identity individual records. This automatic numbering system
comes with a default configuration. In this recipe we will find out how to update these
default settings.

How to do it...

Follow these steps to configure the autonumbering formats:
1. Log in to the Dynamics CRM 2011 system as a user with the system administrator or
an equivalent security role.
Navigate to the Settings | Administration section and click on Auto-Numbering.

Set the Auto-Numbering value in the web pop-up that is launched. This page will
have multiple tabs listing the entities that use autonumbering in the system.
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4. Click on the tabs and modify the value in the Prefix field and/or the Suffix Length
field of the Auto-Number page as follows:

o Prefix: We can enter up to three characters, symbols, or numbers
o Suffix Length: We can select a value of 4, 5, or 6 from the drop-down list

[ Articles does not have a Suffix Length option. ]

5. Finally, click on the OK button to save and close the changes.

Set Auto-Numbering
Specify prefixes for these entities. Select suffix length for the eligible entities.
Contracts Cases Articles Quotes Orders Invoices Campaigns
Prefix * Changed from default prefix of "CAS" to "TKT"
Mumber
Suffix Length
Preview TKT-01028-A57FX3
Help oK || cancal

Any autonumber has three parts: a fixed prefix, an incremental number, and a changing suffix.

Prefixes have a maximum length of three and are used for all system-generated numbers for
the selected record type. If we change the prefix for a record type, it will not change the prefix
of numbers that have already been assigned.

For every entity other than Article, we can specify the length of the automatically generated
alphanumeric suffix of the autonumber. The suffix is used for records that are created while
the user is offline and for which the number cannot be guaranteed to be unique.
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Configuring system-wide settings

The system settings in the Dynamics CRM 2011 is the largest group of settings and each

of them affects the whole system as such. These are configurable settings and might need
modifications to meet business requirements. System settings are grouped into the following
10 headers depending on their nature:

Tab/group name Description

General Specifies the name format, currency display options, how records are
shared, and whether attachments are allowed

Calendar Sets the maximum length of an appointment

Formats Specifies the regional display format for number, currency, time,
and date

Auditing Specifies the start of auditing and what areas within the system should
be audited

E-mail Sets the options that control how e-mail is tracked and managed

Marketing Specifies the options that control how marketing campaign e-mail
features are managed

Customization Specifies whether Dynamics CRM 2011 can be opened in
application mode

Outlook Sets the options for synchronization of Dynamics CRM 2011 with Outlook

Reporting Specifies the report categories

Goals Sets the roll-up frequency and expiry time

In this recipe we will find out how to modify the default settings and will dive deep into a few
very important settings.

How to do it...

The following steps tell you how to carry out the changes in the System Settings section:

1. Login to the Dynamics CRM 2011 system as the system administrator or an
equivalent role.

2. Navigate to the Settings | Administration | System Settings section. Double-click to
launch the System Settings dialog.

3. After the settings are modified, click on the OK button to save the modified settings
and close the dialog.

4. To modify a specific type of setting, click on the tab or group where the setting is
present and then modify its value.

5. After all the modifications are done, click on OK to save the changes.
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The System Settings section contains a few very important configurations regarding the
Dynamics CRM 2011 system. Let's see what they are.

The General setting has the following options:

>

Show Get Started panes on all lists for all users: This setting determines whether or
not to display the Get Started pane.

Enable presence for the system: This setting determines whether instant messaging
will display the current status for users, contacts, opportunities, or leads.

Name Format: This setting determines the format in which the full name of the users
and contacts will be displayed in the system. Changing the name format does not
affect the existing entries. It only affects the new entries to be added post Name
Format change.

Pricing Decimal Precision: This setting determines how many decimal points to use
for currency.

Share reassigned records with the original owner: Select whether or not a
record is shared with the original owner of the record or is completely reassigned
to another user.

Set blocked file extensions for attachments: Prevent users from attaching files with
specific file name extensions.

Display currency by using: Select how currency is to be displayed.

Enable Quick Find records limit: Update Rollup 10 of Dynamics CRM 2011 has
introduced Quick Find Optimization. By default, this setting is enabled but can be
disabled using the Ul option. If Quick Find Optimization is enabled, any quick find
query returning more than 10,000 records will result in the following error:

Quick find limit exceeded. Please use a more selective search value, or use
Advanced Find for your search

Disabling this setting will result in slow performance of quick find queries.

The Calendar setting will have the following options:

>

Maximum duration of an appointment in days: Sets the maximum duration for an
appointment record

The Formats setting will have the following options:

>

Format: This setting determines the language and locale that corresponds to the
format that we want to use as the default format for the organization. If you want to
customize number, currency, time, and date formats for the organization, click on
Customize and modify the default formats, and then click on OK to save the values.
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The Audit setting will have the following options:

>

>

Start Auditing: Turn on this setting to begin auditing the system.
Audit user access: Turn on this setting to audit user access to the system.
This feature logs the following information about user access:

o When a user logged in to the CRM system

o Which of these locations the access originates from: Microsoft Dynamics
CRM 2011 web application, Microsoft Dynamics CRM 2011 for Outlook,
or SDK calls to the web services

Auditing is discussed in detail in the next chapter under the Enabling Auditing recipe.

The E-mail setting will have the following options:

>

Configure Email Processing: Select this option to prevent Dynamics CRM 2011
e-mail router from processing unapproved email addresses.

User Tracking Token: Select the checkbox to use tracking tokens and to configure
how Dynamics CRM 2011 will display the subject line of an e-mail message. Use
tracking tokens to more accurately determine if a new record is related to an existing,
tracked record. When we change the e-mail prefix, up to 256 characters are saved as
history. Long prefixes or too many prefix changes may cause lost data in history.

Set tracking options for e-mails between CRM users: This option determines
whether to create two e-mail activities between Microsoft Dynamics CRM 2011
users, one for the sender and one for the recipient.

Set E-mail form options: Select these options for e-mail forms.

Set file size limit for attachments: Using this option, increase or decrease the
allowed size of files that can be attached to records. The file size limit that we specify
for attachments also limits the size of web resources that can be uploaded in the
Microsoft Dynamics CRM 2011 systems.

The Marketing setting will have the following options:

>

Enable Direct E-mail via Mail Merge: This option enables users to send e-mail
messages as a campaign activity using the mail merge feature. To enable this option,
the security role (a defined set of privileges) assigned to users for whom we want

to enable mail merge must also include the mail merge privilege. The security role
assigned to a user determines which tasks the user can perform and which parts of
the user interface the user can view. All users must be assigned at least one security
role in order to access the system.

Create campaign responses for incoming e-mail: This option enables the Dynamics
CRM 2011 system to create a campaign response automatically when an e-mail
message is received in response to a specific marketing campaign.
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Set the auto-unsubscribe options: This setting defines how to handle accounts,
contacts, or leads who do not want to receive marketing communications.

The Customization setting will have the following options:

>

Application Mode: Enables the user to set whether Dynamics CRM 2011 can be
opened in a browser window without menu, navigation, and command bars. Once
we enable application mode, there is little difference in using the URL. To launch
Dynamics CRM 2011 in Application Mode after enabling this setting, we need to use
the http://servername : portnumber/orgname URL format.

Form Mode: Form mode defines different presentations of the form of an entity. We
can choose from the following alternatives:

[m]

Edit: This is the default From Mode option. In this mode, the form can
behave in different ways depending on the state of the record, user
permissions, and the action that is being performed. The Edit mode also has
a subtype called read only, which is used when a user does not have access
to modify the data in the form. The read-only form is just an Edit form with
disabled fields.

Read-Optimized: This mode of the form is optimized to load the data quickly.
The Read-Optimized option shortens the time required to load a form by
stripping the form down to its bare essentials. This type of form:

Displays all fields, notes, IFrames, and subgrids that are visible by default
Honors all form- and field-level security configurations

Does not display the ribbon or allow editing a record

Does not display form navigation

Does not display embedded web resources

Does not execute form scripts

The Outlook setting will have the following options:

>

E-mail promotion options: Determines whether incoming e-mails have to be tracked
and the tracking frequency.

[m]

Perform checks as new e-mail is received: Determines whether incoming
e-mails have to be tracked. If it is set to yes, the following two options drive
the frequency of the tracking.

Promote incoming e-mail every: Determines how often the incoming e-mails
are polled or reviewed.

Send pending CRM e-mail every: Determines how often to send e-mail from
the CRM web client.
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» Whether user can schedule synchronization: Determines whether a user can
schedule synchronization with the Dynamics CRM 2011 and Outlook system along
with the frequency of the synchronization

» User can update their local data in the background: Determines whether users can
update the data that is stored on their computers to use when offline, and how often

» Address book synchronization: Determines how often the address book
is synchronized

» User sees the "Get the Outlook client" message: Determines whether the Get CRM
for Outlook button is displayed in Microsoft Dynamics CRM 2011

The Reporting setting will have the following options: Determines the categories of the reports
and the default category

The Goals setting will have the following options:

» Days after the goal end date when the rollup will stop: The system will recalculate
goal attainment regularly during the goal period and for a specified period of time
after the end of the goal period

» Roll-up recurrence frequency: This setting is used to specify how often goal
attainment should be recalculated

Configuring fiscal-year settings

Fiscal year settings are organizational settings that can be modified to suit organizational
needs. These settings can be modified any time in an organization.

How to do it...

Please perform the following steps to configure the fiscal year settings in the CRM system:
1. Log in to the Dynamics CRM 2011 system with the system administrator or an
equivalent role.

2. Navigate to the Settings | Business Management | Fiscal Year Settings section.
Double-click to launch the Fiscal Year Settings dialog.

3. Inthe Fiscal Year Settings web pop up, modify a setting and then click on OK to save
the setting and close the pop up.

The fiscal year options affect the way in which an organization's data is stored in the Microsoft
Dynamics CRM 2011 database. Therefore, we can set the fiscal year options only once. We
cannot change these settings after we have set them.
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The fiscal period and display-related settings are available to configure here.

» Start Date: Determines the start date of the fiscal year.

» Fiscal Period Template: The template for how the fiscal year is divided. Possible
options are Annually, Semiannually, Quarterly, Monthly, and 4-Week period. Once
the start date and period type are defined, the system can calculate the start and
end dates of fiscal periods for various fiscal years.

There are other display options to be configured as shown in the following screenshot:

7} Fiscal Year Settings - Webpage Dialog x|

Fiscal Year Settings

Select fiscal year settings for Microsoft Dynamics CRM.

Fiscal Settings

Set the fiscal period.
Start Date * 01-01-2013

Fiscal Period Template |Quar‘terly ;I

How to display?

Prefix Year Format Postfix
Fiscal Year [Fr = [vrev =1 =]
MNamed Based On [ start Date |
Fiscal Period [Quarter1 =
Display As | «fiscal period> <fiscal year= ;I
| oK | | Cancel

Configuring error-notification preferences

How to do it...

Please perform the following steps to configure error notification preferences in the system:

1. Loginto the Dynamics CRM 2011 system with the system administrator or an
equivalent role.

2. Navigate to the Settings | Administration | Privacy Preferences section. Double-
click to launch the Privacy Preferences dialog.
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3. Modify the error notification preferences and then click on the OK button to save the
changes and to close the dialog.

Privacy Preferences
Set Privacy Preferences far the Organization

Error Reporting

Select your error notification preferences
You can set error notification preferences on behalf of your users, If you choose not to set error notification preferences, your
users can specify their own individual errar reporting preferences in their personal aptions.
[ Specify the Web application error notification preferences on behalf of users
Every time a Web application error occurs when a user runs Microsoft Dynamics CRA:

-:::Z' Ask the user for permission to send an error report to Microsoft

(®) Automatically send an error repart to Microsoft without asking the user for permission

-::_:Z' MNever send an error report to Microsoft

Here, we can set the Error Reporting preference on behalf of the system users. If the error
notification preference is not set here, users can specify their individual preferences in
Personal Options. We can decide whether to participate in Microsoft's Customer Experience
Improvement Program for Microsoft Dynamics CRM 2011. Microsoft collects anonymous
information about hardware configuration and how users use Microsoft hardware and services
in order to identify trends and usage patterns. No personal information is collected. Microsoft
uses this information to improve its products and features.

See also

This chapter outlined the recipes that help us to administer Dynamics CRM 2011 system. In
the next chapter, we will delve into recipes for data management within the Dynamics CRM
2011 system. A few very important recipes to look for in the next chapter are:

» Importing data in Dynamics CRM 2011

» Cleaning data using Bulk Deletion Wizard
» Creating duplicate detection rules

» Scheduling duplicate detection jobs
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Data management is a very important feature for any CRM system. No matter how flexible
and feature rich the system is, unless there is relevant data within the CRM system the end
users will not find it useful. Data import and export functionality along with duplicate detection
and audit management are a significant part of data management in the Dynamics CRM
2011 system. In this chapter, we will discuss the main pillars of data management inside

the Dynamics CRM 2011 system: Import Data Wizard, Bulk Deletion Wizard, duplicate
detection, and Audit management.

The following recipes will be discussed in this chapter in detail:

» Importing data into Dynamics CRM 2011 with Import Data Wizard

v

Exporting Dynamics CRM 2011 data to Microsoft Excel
» Cleaning data using Bulk Deletion Wizard

» Creating duplicate detection rules

» Scheduling duplicate detection jobs

» Enabling auditing in the Dynamics CRM 2011 system

» Viewing and cleaning audit records

Introduction to data import

Data can be imported in two ways within Dynamics CRM 2011 system. These are explained
as follows:

Using Import Wizard: Dynamics CRM 2011 provides Import Data Wizard for quick and easy
data import. Import Data Wizard can import data from any of the following supported file types:

» XML Spreadsheet 2003 (XMLSS) file (.xm1) format
» CSV
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» TXT with columns separated by commas

» ZIP (A .zip file can include multiple files of the . csv, .xml, or . txt formats. All files
in a single compressed file must be of the same format)

Each file's size can be up to 8 MB and if multiple files are zipped together
»  then the size limit goes up to 32 MB of data when Data Import Wizard is used.
%‘ For zipped files, the total size of the extracted files must not exceed 200 MB.
The zipped files get unzipped in the Dynamics CRM 2011 server before import
and hence each individual extracted file size cannot exceed 8 MB as well.

This import file size is stored in the ImportMaxAllowedFileSizeInMB column of the
ServerSettingsProperties table of the MSCRM CONFIG database. It is not supported

to update this value in the database. It is also not recommended to increase this size limit,
because sending a large file to Dynamics CRM 2011 Server for upload may clog bandwidth as
well as increase load on the asynchronous service. Other asynchronous operations waiting for
asynchronous service will starve and might result in errors.

When importing a . zip file, all files contained in the . zip file must use the same field
and data delimiters. It is not supported to import non-printable characters such as carriage
returns and line feeds and these must be stripped out of things like any description text
before importing.

Import Data Wizard uses an XML file, called Data Map, to associate the data to be imported
with correct entities and attributes within the Dynamics CRM 2011 system. Dynamics CRM
2011 offers a list of data maps out of the box. These data maps can be used during data
import via Import Wizard. New data maps can be created to facilitate the data import
process as well.

Using Dynamics CRM 2011 SDK: Dynamics CRM 2011 SDK provides programmatic ways of
importing data into the Dynamics CRM 2011 system. Large volumes of data, especially from
legacy systems, are imported into Dynamics CRM 2011 in a programmatic way.

Importing data into Dynamics CRM 2011

with Import Data Wizard

In this recipe, we will discuss how to import data using Import Wizard. During the data import
process we will also create a custom data map and use it during the import process.
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How to do it...

Please perform the following steps to import data within the Dynamics CRM 2011 system:

1.

/) Import Data Wizard - Webpage Dialog x|

Log in to the Dynamics CRM 2011 system with system administrator or relevant
security role.

Navigate to Settings | System | Data Management | Imports or alternatively to
Workplace | My Work | Imports.

Click on the Import Data button in the top ribbon.
In the Upload Data File web pop-up, browse to a file that we intend to upload using
the new data map to be created. After selecting the file, click on Next to proceed.
In the Review File Upload Summary page expand the Delimiter Settings section and
verify the following delimiter settings before clicking on Next to continue:
o Field delimiter: This delimiter is used to separate fields in the import file.
The possible delimiters are Comma (,), Colon (:), Semicolon (;), and Tab (\t).

o Data delimiter: This delimiter is used to keep the field value intact in case
the field delimiter character itself is used as part of the field value. The
possible delimiters are Quotation Mark ("), Single Quotation Mark ('),
and None.

o First row contains column headings: Tick this checkbox if the first row in
the data file contains the field names or column headings.

Review File Upload Summary i@ Help

The following data will be imported into Microsoft Dynamics CRM.

1 1ile uploaded.

File Mame Size

Insurance Accounts.csv 2 KB

Delimiter Settings

Select the field and data delimiters. If there is more than one file, these delimiters
will be applied to all files that you want to import.

Field delimiter: [commali, =
Data delimiter: |Quotation mark [} ;I

I First row contains column headings

Back | | Next | | Cancel |
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Then the Select Data Map page appears. Some generic data maps are already
made available by the Dynamics CRM 2011 system. The following table describes
the generic data maps and when to use them as well:

Data map name When to use
Default (Automatic Use this data map to let Import Data Wizard
Mapping) automatically map the files and columns. The import

wizard will allow us to map any fields it doesn't
automatically resolve in further steps.

Generic Map for Contact Choose when the source files contain records for Contact
and Account and Account entities where Contact is the primary
record type.

For Full Data Export Select this data map if the source data is exported using
the Full Data Export feature of Salesforce.
com.

For Report Export Select this data map if the source data is exported using

the Report Export feature of Salesforce.com.
For Contact and Account  Select this data map when the source files contain

Report Export records for Contact and Account entity exported from
Salesforce.com where Contact is the primary record
type.

Microsoft Outlook Select this data map where the source files contain

Business Contact data obtained from Microsoft Outlook Business Contact

Manager 2010 Map Manager 2010.

Alternatively, we also can choose from a custom data map if available. Finally, click
on Next to proceed.

6. If the Map Record Types page appears, select the correct entity name from the drop-
down list under Microsoft Dynamics CRM Record Types header.

Here, the Source Data Files column shows a list of the source files and the Microsoft
Dynamics CRM Record Types column shows a Dynamics CRM 2011 record type as

a possible match for each of the source files listed in the Source Data Files column.
The suggested type can be ignored and a different record type can be selected.

Import Data Wizard can automatically map the files, if the source

filename and the display name of the Dynamics CRM 2011 record
T~ type to which we want to import the data match exactly.

If we select Ignore in the Microsoft Dynamics CRM Record Types column, the
Import Wizard will ignore this file during data import.
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If we want to create a new custom entity in the system during data import, navigate
to Actions | Create New under Microsoft Dynamics CRM Record Types. We can
mention the entity name, its plural name, and the primary field name here.

If the entity name specified already exists, Dynamics CRM 2011 will
prompt again to specify a new name.

Also, importing a user can create a new record type only if the user
has the privileges to create and publish custom record types in the
Dynamics CRM 2011 system.

Then click on Next to proceed.

In the Map Fields page, create the source fields to target fields mapping for those
fields marked as Not Mapped under both Source Fields and Target Fields.

o Option Sets: If we choose to map a column of the source file with an Option
Set type field, the Import Wizard will allow us to map with the values present
in the import file with the Option Set values.

If the import data file contains a value for an Option Set column that is not part of
the Option Set values, we can add the new values to the Option Set using the Import
Wizard. Import Wizard, thus can create up to 400 Option Set values.

Industry Type Y |Iindustry [Option Set) =1
Source Option Values CREM Option Values
General Insurance m
Life Insurance Life Insurance 3
Personal Insurance 'W
Surety Insurance IW

| oK | | Cancel |

o Lookups: If we choose to map a column of the source file with a Lookup
type field, the Import Wizard will allow us to map with the correct
relationship type.

Related Record Type: Referred Field:
¥ contact Full Mame ﬁi
Ok | | Cancel |
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[m]

@'@‘\ Security, and Auditing would be set to the default value of the

Custom field: If data file contains columns for which there exists no
matching field in the entity, then we can create a new field by choosing
Create New Field during mapping. We can specify the name and data type

of the field. The following screenshot is an example of a custom Option Set to
be created during data import:

standard Industrial Code ' | Create New Field |

Field Mame: Type:

Standard Industrial Code | Option set |
Source Option Values CRM Option Values

Accident & Health Insurance [6321) |Accident & Health Insurar;l
Life Insurance (6311 [ Life Insurance (5311 |
Pension, Health and Welfare Funds(6371) |Pension, Health and Welf;l
Surety Insurance(G351) |Surety Insurancefd351) ;I

| oK | | Cancel |

The newly created attribute does not get automatically added to
the entity forms or any other views. Moreover, additional field-
level settings such as Requirement Level, Searchable, Field

respective fields. In case the custom column header exceeds
160 characters, then Import Wizard fails to create the new
custom field within Dynamics CRM 2011 system.

Then click on Next to continue.

In the Review Mapping Summary page, click on the Next button to continue.

In the Review Settings and Import Data page, select the following options
before proceeding:

u]

Allow Duplicates: Select whether or not to allow duplicate records during
data import. The duplicate records will be determined based on the duplicate
detection settings. If the Allow Duplicate setting is set to Yes, the system will
not allow duplicate entries to be inserted.

Select Owner for Imported Records: Select a user or team who will be

owning the imported records in the system. By default, the current user
is selected.

Data Map Name (optional): Optionally enter a data map name under the
Data Map Name (optional) section. If this is not entered, the data map
would not be saved for future use. The logged in user must have create
privilege on the Data Map entity if a custom data map is to be created.
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Then click on the Submit button.

2 Import Data Wizard -- Webpage Dialog x|

Review Settings and Import Data i@ Help

Review the default settings, make the necessary changes, and submit the data for import.
Allow Duplicates
# Nao

© Yes

Duplicate records will be determined based on the duplicate detection settings in
Microsoft Dynamics CRM,

Select Owner for Imported Records

£ Packt Admin =

This user will own the imported records if the records do not contain owner
infarmation or if the records cannot be assigned to the specified owners.

Data Map Name (optional)

Insurance Account Map|

Sawe this data map for future imports.

Back | | Submit | | Cancel

10. In the Data Submitted for Import page, click on the Finish button to close the wizard.

11. Once the Data Import Wizard closes, navigate to Settings | System | Data
Management | Imports or alternatively to Workplace | My Work | Imports.
The current import file should be present under the My Imports view.

12. Check the value of the Status Reason column for the imported file. A periodic
refresh is required to view the current status reason as the data grid does
not refresh automatically. The import is considered successful if Status
Reason shows Completed.

Imports My Imports ~
[ Import Mame Status Reason Successes..  Partial Failures Errors Total Proc..

™ Insurance Accounts.csv Completed 13 [u] [u] 13

13. To check more details (failures and so on) open the Import Job window by double-
clicking on the job name.
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14. Then navigate to Settings | Data Management | Data Maps.
15. The created data map should be visible in the list.

16. This data map can then also be exported using the Export button in the data map's
tool bar.

To run the data import, a set of asynchronous jobs run in the background. The Status Reason
value of the data import file corresponds to these jobs. The following are the possible values
for Status Reason:

Status Reason Definition

Submitted The file is submitted for import.

Parsing Submits an asynchronous job to parse all the import files associated with a
particular import.

Transforming Submits an asynchronous job to modify the parsed data by applying all the
transformations mappings associated with the data import.

Importing After successful completion of the transformation, the data is uploaded into
the Microsoft Dynamics CRM 2011 system.

Completed If the import is successful, the status is displayed as Completed.

Failed If the import is unsuccessful, the status is displayed as Failed. A failure
can occur in any of the data import stages, that is, parsing, transforming, or
uploading.

For any reason, if we want to roll back the import we can achieve this within the Dynamics
CRM 2011 system. We can remove the imported records by deleting the imported job that
has created the records. Navigate to Settings | System | Data Management | Imports, then
select the imported job, and click on the Delete button in the top ribbon. The Delete button
allows the user to select from the following three options:

» Delete the Import Source File: This removes the uploaded import job along with the
source file and mapping information, but not the imported data.

» All Records Imported to this Entity During this Import: This will remove all records
imported during a data import.

This is an entity level rollback feature. During import, if a . zip file having multiple
individual files (for example, Leadl.csv and Lead2 . csv) for a specific entity (Lead)
has been used, then selecting this deletion option even for one of these files (say
Leadl.csv) will actually delete all successfully imported records of the entity (Lead)
from all the import files (both Leadl.csv and Lead2 . csv) contained within the

. z1ip file. But records of other entities contained within the same . zip file would
not be deleted.
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» All Imported Records from the .zip File: This will remove all records that were
imported from a . zip file during an import.

A data map is a complex XML file used for mapping source data with Dynamics CRM 2011
entities and fields. In this recipe, we have discussed generic data maps and how to create a
custom data map using Import Wizard.

But in some scenarios data transformation is complex and data maps are required to be
edited manually to include the transformation mappings and then import the data map in
the Dynamics CRM 2011 system. A data map can be exported from the Dynamics CRM 2011
system, edited in any XML editor, and then imported back into Dynamics CRM 2011 system.

To export a data map, navigate to Settings | System | Data Management | Data Maps and

then select the data map and click on the Export button in the toolbar.

Data transformation mappings help to modify the data on the fly before importing into the
Dynamics CRM 2011 system. The transformed data must be compatible with the entity
attribute type and precision. The following table lists the available transformation mappings in
Dynamics CRM 2011 system:

AdvancedAddToCurrentDate

AddToDate

Microsoft.Crm.

Field Value Description
AddToCurrentDate Microsoft.Crm.Transformations. Adds a specified number of days, months,
AddToCurrentDate and years to the current date and sets the
specified date.
AddToDate Microsoft.Crm.Transformations. Adds a specified number of days, months,

Transformations.

AdvancedAddToCurrentDate

Substring

AssignValue Microsoft.Crm.Transformations. Replaces all values with a specified value.
AssignvValue

Concatenate Microsoft.Crm.Transformations. Concatenates strings and separates them
Concatenate with a delimiter.

Replace Microsoft.Crm.Transformations. Replaces all occurrences of a specified
Replace string with another specified string.

Split Microsoft.Crm.Transformations. Separates a string that includes a delimiter
Split into substrings. There can be up to 10

substrings.
Substring Microsoft.Crm.Transformations. Returns a substring of a specified length,

and years to a date.

Adds a specified number of days, months,
and years to the current date. It can also be
specified whether offsets are relative to the
current date or absolute values. The offsets
can only be integer numbers.

starting at a specified point in the string.
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While importing a data map XML file in the Dynamics CRM 2011 system, the system validates
the following properties of the data map file:

» Unigueness of the data map filename

» Data map XML is well formed

The XML definition of the data map can be found in the following location:
% C:\Program Files\Microsoft Dynamics CRM\CRMWeb\

Resources\ImportMapSchema.xsd.

The fundamental differences between creating a data map using Import Data Wizard and
manually editing a data map are as follows:

Task

Import Data Wizard

Manual editing of data map

Map existing files, columns, and
users.

Create new record types, fields,
or users as part of the migration
process.

Use transformations (Types

of mappings used to modify
data before migrating it.
Transformations include
concatenation, split, replace,
substring, assignment, and date
modifications.)

Use the display name for target
record types and fields.

All mapping will be
preserved

Import Data Wizard
can customize the
system

No

Yes

All mapping will be preserved.

Data map will not be imported if
target record type and attribute
names do not exist in Dynamics
CRM 2011.

Yes

No. Uses the logical name instead.
(The logical name is the name that
is used in the Microsoft Dynamics
CRM Online database schema. To
identify schema names for record
types and attributes, use the
Customization area of Microsoft
Dynamics CRM Online.)

Manually edited data maps can be imported into the system by following the ensuing steps:

1. Navigate to Settings | System | Data Management | Data Maps.

2. 0On the Actions menu, click on Import.

3. Inthe Select File to Import dialog box, click on Browse, locate the file, and then click

on OK.
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There's more...

In this recipe, we have discussed how to import data of a specific record type using a data
map. Dynamics CRM 2011 also supports importing a single data file into multiple entities. For
example, a single CSV file having data for both Lead and Competitor entities as shown in the
following table:

Lead record fields Competitor record fields
First Last Company Competitor Ticker
Topic name name name E-mail Phone  name Key product Website  symbol

If we want to import data for multiple entities using one data map, we have to create a data
map capable of mapping data to multiple entities. We can create a multi-entity data map
using any XML editor. The following code snippet is an example of such a data map:

<Map Name="Lead and Competitor Data Maps" Source="Import"s
<Description> Lead and Competitor Data maps</Descriptions>
<EntitiesPerFile>Multiple</EntitiesPerFile>
<EntityMapss>
<EntityMap TargetEntityName="lead"
SourceEntityName="Lead"
Dedupe="Ignore"
ProcessCode="Process">
</EntityMap>
<EntityMap TargetEntityName="competitor"
SourceEntityName="Competitor"
Dedupe="Eliminate"
ProcessCode="Process">
</EntityMap>
</EntityMaps>
</Map>

Then this custom data map has to be imported in the Dynamics CRM 2011 system. Navigate
to Settings | System | Data Management | Data Maps. On the Actions menu, click on
Import. In the Import Data Map dialog box, click on Browse, locate the multi-entity Map XML
file, and then click on OK.

Thereafter, start the data file import process. Select the newly imported custom multi-entity
data map during the data import. In the Map Fields page, all the entities will be listed under
CRM Record Types. Map the entity record fields with correct column headers from

the import file.
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Use Ignore for those fields in the source file that should not be linked
s with a field of a specific entity.

CRM Record Types Source Fields CRM Fields g JPg] -
' Competitor Required Fields
« Lead
|Cnmpany MName ;l Company Mame
|Last Mame ;l Last Name
| Topic | Topic
Optional Fields
Competitor Mame |Ignnre ;l
Email | E-mail =
First Name | First Name -]
Key Product |Igrmre ;I
Phone | Business Phane =
Ticker Symbaol [1gnare =]
Website |Igrmre ;I

The Review Mapping Summary page will also list multiple files, one for each entity.

Exporting Dynamics CRM 2011 data to

Microsoft Excel

Dynamics CRM 2011 allows you to export Dynamics CRM data using the Microsoft Excel tool.
In this recipe, we will discuss how to export data from the Dynamics CRM 2011 system.

How to do it...

Please follow the ensuing steps to export data from the Dynamics CRM 2011 system to
Microsoft Excel:

1. Log in to the Dynamics CRM 2011 system as a user with rights to export data.

2. Navigate to System View or Saved View or Advanced Find View of an entity from
which data has to be exported.

3. Then click on the Export to Excel button in the ribbon.
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4. This will bring up the Export Data to Excel web pop-up. Select in what type of Excel
worksheet the data is to be exported from the following options:

o Static worksheet with records from this page

o Static worksheet with records from all pages in the current view (this
option is not available in Advanced Find View)

o Dynamics PivotTable
o Dynamics worksheet

_ Ifthe Static Worksheet option has been selected then we can tick the
% Mark this data available for re-importing by including required column
s headings option as well. This option is useful when we intend to modify

the exported data and want to re-import to Dynamics CRM 2011 later.

5. Finally click on the Export button to export and save the data.

If the Dynamic PivotTable worksheet type is selected, we can specify which fields from the
entity we want to export. By default, the fields used in the current view will be selected. But
we can modify the column selection by clicking on the Select Columns button, which will be
enabled once the Dynamic PivotTable option is selected. We need to use Microsoft Excel
2007 or higher versions to export a list to a PivotTable.

If the Dynamic worksheet option is selected, we can specify which fields from the entity we
want to export. By default, the fields used in the current view will be selected. But we can
modify the column selection by clicking on the Edit Columns button, which will be enabled
once the Dynamic worksheet option is selected. In addition, we can also select the sorting
order of the exported records.

If we only want to export the data displayed in the current page, select the Static worksheet
with records from this page option and in case we intend to export all the records from

the current view, then select Static worksheet with records from all pages in the current
view. Data exported to static worksheets can be modified in Microsoft Excel and can be
re-imported back into the Dynamics CRM 2011 system. If we intend to do this, we have to
select the Mark this data available for re-importing by including required column headings
option during export. But if we have selected this setting during data export, there are certain
considerations for data modification before re-importing it:

» Deleting a row does not delete the corresponding record in Dynamics CRM 2011
after re-import

» We cannot modify or specify values for those fields that have a value Not Valid for
Update such as the Created By field
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» Value for Full Name attribute should be entered following the Name Format setting
under System Settings of the Dynamics CRM 2011 system.

» The Party List type fields are not supported for data import.

» If the entity has more than one field with the same display name and the
exported Excel worksheet contains one or more of these fields, this Excel
cannot be re-imported.

» Field data cannot be modified or inserted if field-level security does not permit the
logged-in user.

The Money field's value is exported to Microsoft Excel as numbers, not as currency. Such field
values can be converted to currency using Microsoft Excel features.

There's more...

By default, Microsoft Dynamics CRM allows you to export a list of 10,000 records

at a time to a static (a file that does not change when data changes in Microsoft
Dynamics CRM Online) Excel worksheet. This limit can be increased by updating the
MaxRecordsForExportToExcel attribute in organization database. This can be done
by using the following CRM SDK call:

Organization organization = new Organization() ;

organization.Id = orgld; //GUID of the Organization
organization.MaxRecordsForExportToExcel = 50000; //Increases the limit
to 50,000

service.Update (organization) ;

This value is stored in the MaxRecordsForExportToExcel column in the
OrganizationBase table of the <OrganizationName> MSCRM database.
But updating the value in the database directly is unsupported.

It is not recommended to update these settings to a very high value as this can peg the
Server resources.

Cleaning data using Bulk Deletion Wizard

Bulk record deletion is a very useful feature in Dynamics CRM 2011. Using this feature,
unwanted or stale records can be deleted in bulk. In this recipe, we will delve into how
to bulk delete records in Dynamics CRM 2011.

How to do it...

Please follow the ensuing steps to bulk delete data from Dynamics CRM 2011 system:

1. Log in to the Dynamics CRM 2011 system as a user having bulk delete permission.
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2. Navigate to the entity (whose records have to be deleted) by clicking on the entity link

in the navigation pane.

3. Onthe top ribbon, click on Delete and then select the Bulk Delete option.

j Activate
Deactivate
Mew Edit a1 Detedt Send Dir
>{ Delete Duplicates E-mai
7~ Delete
Workplace | &% Bulk Delete P
4 My Work Bulk Delete
?‘:] What's New Delete the selected records with the
a2 Dashboards Bulk Deletion Wizard.
|=f Activities ; . ;
_:ﬁ Calend You can continue to work while the
il Bzl bulk deletion job runs, Deletions
wjj Imports cannot be undone,
*, ! Li 'y | o W P

4. Bulk Deletion Wizard will pop-up. On the Define Search Criteria page, define the

criteria based on which data has to be retrieved for bulk deletion.

Define Search Criteria

Select search criteria to identify records to delete.

i@ Help

Look for: | Accounts A | Use Saved View: | Active Accounts

S Clear E-] Group AMND ]-[ Group OR

+ Status Equals Active
+ Maodified On Today
+ SIC Code Equals 812 |

5. Post the search query formation, then click on the Preview Records button to preview
the records satisfying the search criteria. If we want to modify the query criteria, we
can click on Back to Query to modify the query and then once again preview the

records to be deleted.

6. Thereafter, click on the Next button. The selected Options page appears. On this

page, provide the following details:
o Name is the name for the bulk deletion job

o Bulk deletion job start time is the bulk deletion job start time

o Run this job after every allows you to choose whether this job needs to

occur once or on a recurring basis
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10.

11.

o Option to have an e-mail sent to the current user as well as other users when
the job is completed

Select Options

Specify the name of the bulk deletion system job, and scheduling and notification options,

Name:

|Bu|k Deletion - 11/28/2012 8:28:55 FM

Bulk deletion job start time:

11/28/2012 _f.:lv_ &38 PM hdl

[1 Run this job after every
v | days

Wi Send an e-mail to me {Harry.Jobs@ondirect.com) when this job is finished,
Also notify:

£ John smith & Tom Hanks =

Then click on the Next button. The Review Bulk Deletion Details page will appear.
Click on Submit to submit the bulk deletion job.

To check the status of the job, navigate to Settings | Data Management | Bulk
Record Deletion.

In the All Bulk Deletion System Jobs view, we should be able to find the bulk deletion
job submitted.

Once the Status Reason of the job is displayed as Succeeded, the records are
deleted from the system.

We can double-click and open the job details to find any failures during deletion.

Microsoft Dynamics CRM 2011 provides bulk data deletion feature, which can be used to
clean the following data to manage system storage and maintain data quality:

>

>

>

17

Stale data
Sample or test data

Data incorrectly imported into the system
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If a bulk delete job fails or ends prematurely, any records that were deleted before the failure
or ending of the job will not be rolled back and remain deleted. Bulk delete job deletes the
records according to cascading rules based on the relationships between entities in the
Dynamics CRM 2011 system.

If a workflow or plug-in is configured to be triggered when an entity record is deleted, such
workflows or plug-ins will trigger when the entity record is deleted by the bulk delete job.

Creating duplicate detection rules

In Microsoft Dynamics CRM 2011, duplicate detection allows us to set duplicate detection
policies and detect duplicate records. These rules can be applied across different record
types. For example, we can define a duplicate detection rule that a lead is a duplicate of a
contact, if they have the same name and e-mail. Duplicate detection is possible only when
duplicate detection rules exist in the system. To maintain data quality duplicate detection
is very important for the Dynamics CRM 2011 system and in this recipe we will delve into
creation steps of the duplicate detection rule.

How to do it...

Please follow the ensuing steps to create duplication detection rules in the Dynamics CRM
2011 system:

1. Loginto the Dynamics CRM 2011 system as a user having access rights to create
duplicate detection rules.

2. Navigate to Settings | System | Data Management | Duplication Detection Rules.

Click on the New button in the Actions menu. The Duplicate Detection Rule: New
page appears. Please provide the appropriate values for the Name and Description
fields for the duplicate detection rule.

Then we have to provide the value for Duplicate Detection Rule Criteria. Select the
value Base Record Type (the entity to which this rule applies) and Matching Record
Type (the entity records to which the base record type will be matched).

If we do not want the duplicate detection rule to be applied to inactive records, check
the Exclude inactive matching records box. Similarly check the Case-sensitive box if
the rule needs to be case sensitive.
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Finally, we have to define the duplicate detection rule. Check the Ignore Blank Values
box if we do not want the rule to detect blank fields (null values) as equal while
identifying duplicates.

~ General
Mame * Duplicate Accounts Status Reason ™ iV
Description
~
v
Duplicate Detection Rule Criteria
Base Record Type * |Account N Matching Record Type | Account k'
*
Case-sensitive [ Exclude inactive ¥4
matching records
™ Clear
Field Criteria Mo, of Characters lgnore BI
¥ Account Name Same First Characters 10 |E
¥ Account Mumber Exact Match O
¥ Address 1: ZIP/Postal Code Exact Match O
¥ S Code Exact Match A

4. Then click on the Save and Close button in the top ribbon to save and close the
duplicate detection rule.

5. Then in the All Duplicate Detection Rules view, select the duplicate detection rule
created and click on Publish in the Actions menu.

6. Inthe Publish Rule web pop-up, click on the OK button. This activity will publish the
duplicate detection rule created. The value for Status Reason of this rule will be
updated to Published. This confirms that the duplicate detection rule is published in
the system.

Duplicate detection rules allow organizations to set duplicate detection policies for various
entity records. Microsoft Dynamics CRM 2011 uses duplicate detection rules to determine
whether a record is a potential duplicate or not. Duplicate detection rule can be created for
an entity if the entity allows a duplicate detection rule to be set. To check this navigate to the
entity's General settings page in the Customizations section and check whether Duplicate
detection is selected or not.
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Data Services &

(A Duplicate detection
[] auditing

& This entity will not be audited until auditing is enabled for the arganization.

Multiple duplicate detection rules, with a maximum limit of five, can be
S created per base record type.

A duplicate detection rule will ignore null values, whether or not Ignore Null Values is
selected, if the duplicate detection rule contains only one condition. That is, null values
in the selected fields will not be considered equal during duplicate detection.

A duplicate detection rule can have one or more conditions and these
o conditions are combined by the system in logical AND operation.

The number of criteria that we can select is limited by the number of characters that can
be stored in the matchcode for the record. A matchcode is created for every record that a
duplicate detection rule might apply to, used as part of the process of detecting duplicates.

Check the Current matchcode length value shown at the bottom-left of the duplicate
detection rule area.

After the publishing of the duplicate detection rule, if we increase the length
of the fields used in the duplicate detection rule, the matchcode goes
undetected. The field length could exceed the matchcode length limit and

% not be verified. This may result in duplicates not being detected. Hence if the
length of any field, which is used in duplicate detection criteria, needs to be
increased, good practice is to Unpublish the duplicate detection rule and
re-publish it again.

Two types of duplicate detection rules can be set up in Dynamics CRM 2011 system:

» Single entity duplicate detection rule: In this type, duplicate detection criteria are
defined within a single entity. For example, account records are duplicates of each
other if they have the same account name, post code, and SIC code.

» Cross entity duplicate detection rule: In this type, duplicate detection criteria are
defined across two entities. For example, contact records are duplicate to lead
records if they have the same first name, last name, post code, and e-mail address.
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If an entity's metadata changes, all duplicate detection rules associated with

the entity will be automatically unpublished. Hence, every time there is a
A

change in the entity metadata when a new solution is imported, we have to
re-publish the duplicate detection rules for that entity.

Duplicate Detection Settings determine whether and when duplicates will be detected in the
system. To set the system-wide duplicate detection settings, navigate to Settings | System

| Data Management | Duplicate Detection Settings. Double-click to launch the Duplicate
Detection Settings web pop-up. Here we can enable duplicate detection in the system and
also decide when duplicates will be detected.

Duplicate Detection Settings
Select default duplicate detection settings for your arganization,

Settings

Enable Duplicate Detection

W Enable duplicate detection:
Detect duplicates:

& When a record is created or updated
M When Microsoft Dynamics CRM for Outlook goes from offline to anline
W During data import

The following are the effective system-wide duplicate detection settings:

>

178

When a record is created or updated: Duplicates will be detected if records are
created or updated from the Dynamics CRM 2011 Web Ul or Dynamics CRM 2011
for Outlook client. Dynamics CRM 2011 prompts the user before saving or importing
potential duplicate records.

Duplicates cannot be detected when a user merges two records, converts a lead,
or saves activities as completed. Duplicate detection is also not available when the
status of a record changes such as with activation and deactivation of a record.

When Microsoft Dynamics CRM for Outlook goes from offline to online: Duplicates

will be detected if Microsoft Dynamics CRM 2011 for Outlook is going from offline
mode to online mode.

During data import: Duplicates can be detected when data is imported using the
Import Data Wizard.
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However, if data is entered or modified using Dynamics CRM 2011 SDK, by default
the Dynamics CRM 2011 system will not detect duplicates in the system. The
duplicate detection rules have to be manually invoked using the following code:

// create operation by using duplicate detection
CreateRequest createRequest = new CreateRequest () ;
createRequest.Target = contact;

// Duplicate detection is activated.
createRequest .Parameters.Add ("SuppressDuplicateDetection", false);

// Update operation by using duplicate detection
UpdateRequest updateRequest = new UpdateRequest () ;
updateRequest.Target = retrievedAccount;

// Duplicate detection is activated.
updateRequest ["SuppressDuplicateDetection"] = false;

As duplicate detection rules cannot be exported as part of the managed or unmanaged
solution and even cannot be exported like data export, duplicate detection rules can only be
migrated from one organization to another using manual creation activity or creating them
programmatically using Dynamics CRM 2011 SDK.

If there are quite a large number of duplicate detection rules to be migrated from development
to test to production environment, programmatic creation of a duplicate detection rule is a
better alternative. With this approach, the rule creation can be repeated every time with new
organizations with not much manual activity:

//Create Duplicate Detection Rule

DuplicateRule duplicateRule = new DuplicateRule() ;
duplicateRule.BaseEntityName = "account';
duplicateRule.MatchingEntityName = "account";
duplicateRule.Name = "Accounts having same Account Number";
duplicateRule.IsCaseSensitive = true;
duplicateRule.ExcludeInactiveRecords = true;

//Create Duplicate Rule Conditions
DuplicateRuleCondition duplicateRuleCondition = new
DuplicateRuleCondition() ;

duplicateRuleCondition.OperatorCode = new
Microsoft.Xrm.Sdk.OptionSetValue (0) ;
duplicateRuleCondition.IgnoreBlankValues = true;
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duplicateRuleCondition.BaseAttributeName = "accountnumber";
duplicateRuleCondition.MatchingAttributeName = "accountnumber";
DuplicateRuleCondition.OperatorParam = null;

DuplicateRuleCondition[] duplicateRuleConditions = new
DuplicateRuleCondition[] {duplicateRuleCondition };

//Create Duplicate Detection Rule with conditions in one go

TargetCompoundDuplicateRule target = new
TargetCompoundDuplicateRule () ;

target.DuplicateRule = duplicateRule;

target.DuplicateRuleConditions = duplicateRuleConditions;

CompoundCreateRequest request = new CompoundCreateRequest () ;

request.Target = target;

CompoundCreateResponse response = (CompoundCreateResponse)crmService.

Execute (request) ;

Scheduling duplicate detection jobs

In the previous recipe, we discussed how to create duplicate detection rules. After creating
these rules, we can periodically detect duplicates in the system and take corrective action for
maintaining data quality in the system. In this recipe, we will delve into the creation of periodic
duplicate detection jobs in Dynamics CRM 2011 system.

How to do it...

Perform the following steps to configure duplicate detection jobs:

1. Login to the Dynamics CRM 2011 system as a user having relevant permission.

2. Navigate to Settings | System | Data Management | Duplicate Detection Jobs or
to Workplace | My Work | Duplicate Detection.

3. Click on the New button in the Actions menu.

4. The Welcome to the Duplicate Detection Wizard page will launch. Click on Next
to proceed.

5. Inthe Select Records page, select the entity against which the duplicate detection
job has to be configured from the Look for drop-down list. Entities against which
duplicate detection rules are published will only be listed in the drop-down list. Then,
select an existing view from the Use Saved View list or create an Advanced Find
View. Then click on Next to proceed.
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7.

Select Records (@ Help
Specify the entity to check. To limit the records checked, specify additional criteria.
Look for: | Accounts | Use Saved View: v
ﬂ Clear E-j Group AND J-E Group OR
+ SIC Code Equals [4221 |
Select
| Back || mea || camcel |

Chapter 4

In the Select Options page, provide the following details and then click on Next

to continue:
o Name is the name for the duplicate detection job
o Start time is the duplicate detection job start time

o Run this job after every allows you to choose whether this job needs to

occur one time or on a recurring basis

o Option to have an e-mail sent to the current user as well as other users when

the job is completed

Select Options

Specify the name of the duplicate detection job, and scheduling and notification aptions,

Name:

@) Help

|Dup|icate Detection: Account Advanced Find View - 12/1/2012 8:20:03 PM

Start time:
1212012 _ov. 824 PM v

& Run this job after every
30 v days
E-mail options:

[\ Send an e-mail to me (HarryJobs@ondirect.com) when this job is finished
Also notify:

=

In the Start Duplicate Detection Job page, click on Submit to submit the job. This

will also close the wizard.
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8. Then we can find the duplicate detection job listed in the My Duplicate Detection

Jobs view.

Duplicate Detection Jobs

‘Séil-:hf-:-l records

wamew | S ] | X | More acions -

[ | systemJob Name

I:Hj?‘ Duplicate Detection: Account Advanced Find View - 12/1/2012 8:20:03 PM  Succeeded 12/1/2012 8:28 PM

L0 L' 2" My Duplicate Detection Jobs

| StatusReason | Started On

9. Double-click on the duplicate detection job to open the job details. We can find the
duplicates by navigating to Related | Common | View Duplicates view.

10. The preceding list displays all records that have potential duplicates. When we select
a record in the preceding list, the following list shows all the potential duplicates for

that record.

Information
General
Dretails

Related

4 Common
J Wiew Duplicates

For each record in the top list, resolve detected duplicates in the bottom list, To refresh the list of potential duplicates, run duplicate
detection again,

| AccountName | Status | Modified On | Account Number | E-mail | E-mail Address 2 | E-mi
M_} & Store Active 11/29/2012 &45... AB5S54G45 someone_a@ex...
D_} A& Store [sample) Active 11/29/2012 8:46.., ABSS4G45 someonel@exa... 2
D_} Advanced Com...  Active 11/29/2012 &:45., ACTBEDC3 someone_b@ex.
|:|_} Advanced Com...  Active 11/29/2012 &:46., ACTBEDC3 someone2@exa..
|:|_} Affordable Equi.,  Active 11/28/2012 845, ABC2BUUT someone_c@ex., 7
< >
1-12 (1 selected) Page 1 b
Potential duplicate records: |A(cnunts[1] A

)( @Add Connection More Actions ~ - 9 Merge - G}Run Woarkflow... ;E]StartDia\og
[ | Accountname «| Status | Modified on | Account Number| E-mail | E-mail Address 2 | E-mail
O _} A& Store [sample) Active 11/29/2012 8:46... ABSS4G45 someonel@exa...

11. For each record in the bottom list we can take the following actions:

o Deactivate the record: Navigate to More Actions | Deactivate from the
Actions menu.

a Merge the record:

Navigate to Merge | Automatically from the Actions toolbar. This will merge the
records selecting the top record as Master record.

Navigate to Merge | Select Master from the Actions toolbar. This allows us to
choose the master record and the subordinate records are deactivated.

o Delete the record: Select Delete from the Actions toolbar.
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Duplicate detection jobs can run periodically to identify duplicates in the system. Once
potential duplicates are identified, the corrective actions such as de-activating the duplicate,
merging the duplicate, or even deleting the duplicate can be taken.

Enabling auditing in the Dynamics CRM 2011

system

Auditing is a very important feature offered by Dynamics CRM 2011. Auditing helps
administrators to figure how the system is being used. In this recipe, we will discuss
how to enable auditing inside the Dynamics CRM 2011 system.

How to do it...

Perform the following steps to enable Global Audit settings:
1. Login to the Dynamics CRM 2011 system as a user having rights to view
audit summary.
2. Navigate to Settings | System | Administration | System Settings | Audit.
Select the following options:

o Select the Start Auditing checkbox to enable auditing at the system level

o Select the Audit user access checkbox to start user access auditing.
Auditing user access captures the following information only:

When the user has logged in

Where the access originated—from the Microsoft Dynamics CRM 2011 web
application, Microsoft Dynamics CRM 2011 for Outlook, or SDK calls to the
web services.

o Select Common Entities to start auditing for common entities around Sales,
Marketing, and Services module. These entities include Account, Contact,
Lead, Product, Sales Literature, Marketing List, Quick Campaign, Goal, Goal
Metric, and Rollup Query.

o Select Sales Entities to start auditing for the Sales module-related entities.
These entities include Opportunity, Order, Competitor, Quote, and Invoice.

o Select Marketing Entities to start auditing for Marketing module-related
entities. These entities include Campaign.
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o Select Customer Service Entities to start auditing for Customer Service
module-related entities. These entities include Case, Service, and Contract.

System Settings

Set system-level settings for Microsoft Dynamics CRM.

General Calendar Faormats Auditing E-mail Marketing Customization Qutlook Reparting Goals

Audit Settings
[ start auditing

[ Audit user access

Enable Auditing in the following areas
M Common Entities

i sales Entities

M Marketing Entities

W Customer Service Entities

o For a complete list of Entities and their Audit states visit Entity and Field Audit Settings,

3. Then click on OK to save and close the settings.

After enabling auditing at the global level, the next step would be to enable auditing at entity
and field level. Follow the next steps to enable entity- and field-level auditing:

1. Navigate to Settings | System | Auditing | Entity and Field Level Settings. This will
bring up the Default Solution web dialog.

Alternatively, we can select an unmanaged solution by navigating to Settings |

Customization | Solutions and then double-clicking to open the specific solution
web dialog.
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2. Now extend the Entities section and then click on the entity for which auditing has to
be enabled. Then select the Auditing option under the Data Services header.

Invoice
al Information

Solution: Default Solution General Primary Field
Wl DunlesIeRbles A | Options for Entity
[ E-mail
] E-Mail Attachment Communication & Collaboration &'
[H] E-mail Template
_J Facility/Equipment [/ Motes jincludes attachments) *
G# Fax M Activities +

r;—l Field Permission
&L Field Security Pr...
@ Goal

Goal Metric

@i Internal Address

[+ connections +
[l Sending e-mail (If an e-mail field does not exist, one will be created) =
[ mail merge

[] Document management

d Invoice L] Queues+

I:.d Invoice Product : [] Automatically move records to the owner's default queue when|

b Data Services ‘@

@il Lead Address

|p Letter [] Duplicate detection

_.._‘J Mail Merge Tem... [ Auditing

4] Marketing List Tlote: By detault, all fields for this entity are enabled for auditing. Click the
| Mote

3. To enable field-level auditing, extend the Entity section and then select Fields. This
will display all the fields of the entity. Then select the field against which auditing has
to be enabled and double-click to open its properties.
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4. Now select Enable against Auditing and then select Save and Close from the top to
close the dialog.

E = &'—;' save and Close lﬂ =33 Show Dependendies | [ Managed Properties

D Field Wor

Exchange Rate of Invoice

General

4 Common
£l Information Schema
Display Name * Exchange Rate ® Requirement Level *
Name * [ Searchable Yes
Field Security O ®
| Auditing * @® Enable () Disable |
Description

Exchange rate for the currency associated with the invoice with respect to the base currency,

Faor information about how to interact with entities and fields programmatically, see the Microsoft Dynamics CRIM SDE
Type
Type * v

Precision *

Minimum Value * |

Maximum Value * |

IME Mode *

5. Finally publish the entity to publish the auditing changes. To publish the changes,
click on the entity name again and then select the Publish button from the top menu.

Microsoft Dynamics CRM 2011 supports an auditing capability where entity and attribute data
changes within an organization can be recorded over time for use in analysis and reporting
purposes. Auditing is supported on all custom and most customizable entities and attributes.
The following actions cannot be audited:

» Read operations

» Metadata changes

» Text blobs, notes, and attachments

» Export to Excel operations

» Reporting

» Querying with Advanced Find

» Customization changes such as creating, modifying, or deleting Solution components
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Auditing can be enabled at the organization, entity and attribute levels. If auditing is not
enabled at the organization level, auditing of entities and attributes, even if it is enabled,
does not occur. By default, auditing is enabled on all auditable entity attributes but is
disabled at the entity and organization level. When turning on auditing for an entity, all
fields are automatically set to be audited. This can affect performance during saving of
a record as each field will need to be read and interpreted then saved to the database.

The best practice is to enable auditing only for those fields the organization

would like to audit. Limiting auditing to only the fields and entities that
i are needed will improve the performance and efficiency of the Microsoft

Dynamics CRM 2011 system.

For a user to modify (enable or disable) organization level audit setting, the user must have
the following access rights within Dynamics CRM 2011 system:

Audit settings Task Required Privilege
Modify global auditing Read and write access on Organization entity
Modify entity-level auditing Read and write access on the entity
Modify user access auditing Read and write access on Organization entity
View audit summary Audit Summary View access
View audit history of entity records Read access at entity level and
View Audit History right
Manage audit logs View Audit Partitions right and
Delete Audit Partitions right

Global audit settings cannot be exported using a Dynamics CRM 2011 solution. Only entity
and field-level audit settings can be exported via Dynamics CRM 2011 solution.

Viewing and cleaning audit records

After enabling auditing, Dynamics CRM 2011 will start auditing according to the settings.
The next step will be to view and if necessary clean the audit log in the Dynamics CRM 2011
system. In this recipe, we will discuss how to perform these operations.
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How to do it...

Perform the following steps to view audit summary records:
1. Login to the Dynamics CRM 2011 system with system administrator or relevant
security role.
2. Navigate to Settings | System | Auditing | Audit Summary View.

3. Auditing records can be viewed here. The records can be filtered using the
Enable/Disable Filters option.

Audit Summary View

7 Enable/Disable Filters

: Changed Date - Event - Changed By - Record Entity - Operation -
O ﬂ 12/2/2012 12:55 AM Audit Change at Entity Level Dipankar Bhattacharya Service Update
O=A 12/2/2012 12:55 AM  Audit Change at Entity Level Dipankar Bhattacharya Contract Update
O 11 12/2/2012 12:55 AN Audit Change at Entity Level Dipankar Bhattacharya Article Update
O 11 12/2/201212:55 AM Audit Change at Entity Level Dipankar Bhattacharya Case Update
O 1] 12/2/2012 12:55 AM  Audit Change at Entity Level Dipankar Bhattacharya Campaign Update
o= 12/2/201212:35 AM  Audit Change at Entity Level Dipankar Bhattacharya Invoice Update

Perform the following steps to clean the Audit Summary logs:

1. Navigate to Settings | Auditing | Audit Log Management.
2. All the audit logs will be visible there.

3. To delete a specific audit log, select the audit log entry and then click on the Delete
Logs option from the Actions menu.

Audit Summary View displays the list of audit records. No Advanced Find or Workflow
capability exists on Audit entity. Audit records also cannot be exported. No charts or
views can be configured on audit records.

Once auditing is enabled, an audit log file is automatically created. This log file is created
automatically by the Dynamics CRM 2011 system and is not configurable. This log gets
created on a quarterly basis of the calendar year. The previous version of audit logs can be
deleted. Once the audit log file is deleted, the audit history for the related record in that time
period is no longer available.

Audit logs use disk space, hence clean audit logs periodically. The oldest audit log has to be
deleted before deleting the latest one.
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In this chapter, we have discussed various recipes stating how data can be imported,
exported, and managed within the Dynamics CRM 2011 system. In the next chapter, we will
discuss Dynamics CRM 2011 solutions. Solutions are the first step in customization of the
system. The following are some of the interesting recipes discussed in the next chapter:

» Creating a solution publisher

» Creating an unmanaged solution

» Exporting and importing a solution
» Uninstalling or deleting a solution

» Exporting or importing Translations
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Dynamics CRM 2011 is a flexible system and offers the opportunity to customize the system
to meet the business needs. Dynamics CRM 2011 introduced Solution Framework—a
container to store multiple customizations in an easy-to-manage package. Solutions make it
easy to store customizations and move them from one organization to another. It is important
to understand the solution management within Dynamics CRM 2011 for those who want to
customize and develop Dynamics CRM 2011-based business solutions. In this chapter, we will
delve into the recipes of Solution Management.

The following recipes will be discussed in this chapter:

» Creating a solution publisher

» Creating a new unmanaged solution

» Adding an item in the unmanaged solution

» Removing/deleting an item from the unmanaged solution
» Exporting a solution

» Importing a solution

» Updating a managed solution

» Deleting components from a managed solution

» Uninstalling or deleting a solution

» Exporting translations from an unmanaged solution

» Importing translations to an unmanaged solution
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Introduction to solution management

Solutions are the container where customizers and developers author and maintain
customizations within a Dynamics CRM 2011 system. Solutions created in one organization
can be moved to another organization without creating any installer. Solutions are created by
using the customization tools or APIs included in Microsoft Dynamics CRM 2011 and are fully
hosted in the application. The following table outlines what a solution can contain:

et

e | e | e

Solutions are additive in nature. They can only add new components or override existing
components, but cannot delete existing components.

If the customization also contains external components, which are not part of Microsoft
Dynamics CRM 2011 solution components, we have to create a custom installer to install
these components together.

There are two types of solutions as follows:

» Unmanaged solution: Similar to writing the source code of a program, unmanaged
solution is the only choice during development. From an unmanaged solution, we
can add, remove, and update any of the components of the solution. An unmanaged
solution helps in a multiple developer scenario, as every developer can work on the
same unmanaged solution and once the development completes, the complete
solution can be exported as a managed solution.

» Managed solution: When our unmanaged solution is ready for deployment, we can
export it as a managed solution. This is similar to compiled code. From managed
solutions, we cannot add or remove components of the solution. We can only update
those components of the managed solution that are not restricted for customization.
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In contrast to unmanaged and managed solutions, a default solution, comprises out
of the box customizations with the standard Microsoft Dynamics CRM 2011 software.
Without any managed solutions or customizations, the system solution defines the
default application behavior.

Each solution requires a solution publisher. One default publisher is created when a
Dynamics CRM 2011 organization is created. The default solution is published using the
default publisher. Any custom unmanaged or managed solution can be published using
either this default publisher or any custom publisher.

Creating a solution publisher

It is a recommended practice to create custom solution publishers before creating any
unmanaged or managed solution. This helps in identifying the solutions created by different
solution publishers. In this recipe, we will discuss how to create a solution publisher in
Dynamics CRM 2011.

How to do it...

Perform the following steps to create a solution publisher:
1. Loginto the Dynamics CRM 2011 system as system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Customizations | Publishers.

Click on New in the actions menu. Provide the following information on the
Publisher: New Information page:

Settings Description

General section

Display Name The name that needs to be displayed in the publisher lookup
field in the solution.

Name Dynamics CRM 2011 generated a unique name based on the
Display Name value.

Description Description and additional details about the publisher.

Prefix name for custom entities and fields

Prefix The customization prefix helps us identify which solution
components are added by a solution created by this publisher.

The prefix must be between two and eight characters long, and
can contain only alphanumeric characters. It cannot start with
"mscrm".
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Settings Description

Option Value Prefix This value helps us to identify the option sets added by a solution
created by this publisher. The value must be between 10,000
and 99,999

Contact details

Contact details of the publisher.

These settings are illustrated in the following screenshot:

Publisher: Mew
L) -
[»8_ 8 Information

* General
Display Name * Packt Publisher Name * packtpublisher
Description

CRM customization published by PACKT

Set the prefix name for custom entities and fields

Prefix ™ |pacld: Option Value Prefix* (30,000

Mame Preview |

4. Then, click on the Save and Close button in the top ribbon to save and close the
publisher information.

Each solution requires a solution publisher. The unique Name field is used to uniquely identify
the publishers. The solution publisher controls how managed solutions can be updated.
Managed solutions that share the same publisher can update each other. Many solutions can
be associated with a single solution publisher. Each organization will have a solution publisher
called Default Publisher for <OrganizationUniqueName>. We can associate our solutions
with the default publisher as well.

Creating a new unmanaged solution

After the creation of a new solution publisher, the next customization step is to create an
unmanaged solution to contain the customizations. In this recipe, we will discuss how to
create an unmanaged solution.
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How to do it...

Perform the following steps to create an unmanaged solution:
1. Login to the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Solutions.
3. Click on New in the actions menu.
4. The Solution: New page will pop up. Provide the following details on this page:

Settings Description
Display Name The name of the solution.
Name Microsoft Dynamics CRM 2011 generates a unique name based

on the Display Name value. We can edit this name, but the name
can only contain alphanumeric characters and underscores.

Publisher We can associate a publisher with the solution. Use the lookup
button to search for a publisher.

Configuration Page The solution configuration page provides a canvas that can be
used to display information or enable customers to perform
actions in the context of our solution. Set the configuration page
by using the Configuration Page lookup field to select a web
page (HTML) web resource included in the solution.

Version Specify a version in the following format:

major.minor.build.revision

Description Add details about the solution.

These settings are illustrated in the following screenshot:

- General
Display Name * [Packt salution | name* [Packtsolution |
Publisher * $8 Packt Publisher [@  Configuration Page  |@] msdyn /FirstRunContent.1028.htm o]
Wersion * |o,o,o,1 |
Description
This solution includes customization components, ~
Installation Details
Installed On | ._cv. Package Type W

5. Then, click on the Save and Close button on the top ribbon to save and close
the solution.
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An unmanaged solution is usually created for development purposes and not intended for
distribution. However, this is not a rule, rather a practice. If we do not need a managed
solution, then we may not need to create an unmanaged solution; customizations can

be done in the default solution also. But when we have to export the solution to another
organization, then we need to create an unmanaged solution. Managed solutions are also
created from an unmanaged solution.

When a solution is unmanaged, we can perform the following actions:

» Add components

» Remove components

» Delete components that allow for deletion
» Export and import the unmanaged solution
» Export the solution as a managed solution

Adding an item in the unmanaged solution

After creating an unmanaged solution, the next logical step is to add customized items in the
solution. In this recipe we will discuss how to add an item in the unmanaged solution.

How to do it...

Perform the following steps to add an item in the unmanaged solution:
1. Login to the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Solutions.

Change the view to Unmanaged Solutions using the view selector. Then select the
unmanaged solution from the list. Double-click on the solution name to open the
solution contents as shown in the following screenshot:

| Solutions: Unmanaged Solutions ~ |

BF New | X Delete | 5 import JhExport | 5] Import Translations |5} Export Translations
| Mame | Display Mame | Version | Publisher

V3" Packtsolution Packt Solution 0.0.0.1 Packt Publisher
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4. We can add the following types of items in the unmanaged solution:
o Entities
o Option Sets
o Client Extensions
o Web Resources
o Processes
o Plug-in Assemblies
o Sdk Message Processing Steps
o Service Endpoints
o Dashboards
o Reports
o Connection Roles
o Article Templates
o Contract Templates
o Email Templates
o Mail Merge Templates
o Security Roles
o Field Security Profiles
5. To add any of the aforementioned components, click on the component name.
For example, if we want to add an entity, click on the Entities component.

6. Thereafter, if we wish to add an existing component to the solution, click on Add
Existing in the actions menu. If we wish to add a new component, click on New
in the actions menu:

Component Type | Entity Vl

I% Mew %Add Existing I >{ Delete fn Remave _é Publish -‘éf Show Dependencies %Add Requi

[ Display Mame | Mame | Schema Mame | state

Only a few components allow to add existing items, for example, Client Extensions
allows us to add existing Ribbon or SiteMap components. Similarly, Plug-ins
Assemblies and Sdk Message Processing Steps also allow us only to add

from the existing registered plugins.

7. After components are added, click on the Save and Close button in the top ribbon to
save the changes and close the web pop up.
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An unmanaged solution allows us to add an existing or any new item in the solution.

We can create multiple unmanaged solutions to store different components of the entire
customization. For example, one unmanaged solution can contain only the plugin assemblies
and SDK messaging steps; another can only contain the ribbon customization and the last
one can contain other components of the overall customization.

Any component we add to the unmanaged solution is included in the customizable solution
components for the system. Any unmanaged solution component can be added to multiple
unmanaged solutions and changes made to any of these shared components in any
unmanaged solution will also be applied to all other unmanaged solutions sharing

the component.

When we add components to any unmanaged solution, we need to be careful about the
exported size of the solution.

. For Microsoft Dynamics CRM 2011 Online, the maximum size of the solution
is 29.296 MB whereas, for on-premises, the default maximum size is 6 MB. If
s our solution file's size is bigger than the specified size, we will not be able to

import them in another organization.

The maximum size of the solution in an on-premises deployment can be increased by
editing the <httpRuntime> element in the web . config file for the application. Edit the
executionTimeout and maxRequestLength attributes to allow for the necessary size.
After we finish installing the solution, we can reset it to the default size of 6 MB.

Removing/deleting an item from the

unmanaged solution

During customization, we may want to exclude a few customizations from our unmanaged
solution after we have added them. In this recipe, we will discuss how to remove or delete
an item from the unmanaged solution.

How to do it...

Perform the following steps to remove/delete an item from the unmanaged solution:

1. Loginto the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.

2. Navigate to Settings | Customization | Solutions.
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3. Change the view to Unmanaged Solutions using the view selector. Then select the
unmanaged solution from the list. Double-click on the solution name to open the
solution contents as shown in the following screenshot:

| Solutions: Unmanaged Solutions ~ |

gj}'New )(Delete @Impnrt ?_a‘Expnrt ﬁlmportTranslatinns EE.ExpnrtTranslatinns
| Mame Display Mame Yersion Publisher

/1 %F PacktSolution Packt Solution 0.0.0.1 Packt Publisher

4. In the Unmanaged Solutions view, select the component type of the item to be
removed/deleted. Then navigate to the item we want to remove/delete.

For example, if we want to delete a custom workflow from the solution, we first have
to navigate to Processes and then select the workflow to be removed/deleted. For
items of the Processes (Workflows and Dialogs) and Sdk Message Processing Type
(Plug-in Steps) type, if the item is in activate mode then we need to deactivate it
before we can delete the item. For removing any item from the solution, there is no
need to deactivate any active item:

- - | I
Solution: Packt Solution Component Type | Process | Deactivate | v‘ e | Customizable
#7 Information - - - . - -
E e gL New g Add Existing )( Delete | Tk Remove -Q-Act\vate O Deactivate EQ: Show Dependencies | Sii Add Required Components =l
] i i o
% Entities M | Process Name Category | Primary Entity Status
j Option Sets b i Copy Primary Contact to Opportunity Workflow Opportunity Activated
*@| Client Extensions
@] Web Resources
Z, Processes

To remove an item from the solution, select the item and then click on Remove in
the actions menu. To delete an item, select the item and then click on Delete in the
actions menu.

5. Once the item is successfully removed/deleted, click on Save and Close in the top
ribbon. This will save the changes and close the page.

An unmanaged solution allows us to remove and delete components from it. But there is a
big difference between these two actions. The remove action only removes the item from the
current unmanaged solution. If this item is included in any other unmanaged solution, it does
not get automatically removed from that solution.

The delete action deletes the item from the system itself. Hence, this item would be deleted
from all the solutions. The delete option is required to be exercised with utmost care. The
delete action cannot be undone. If any item is accidentally deleted, we have to re-create it.
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Hence, we should use "remove" instead of "delete" if we just want to remove a solution
component from an unmanaged solution.

Exporting a solution

After making the customization, the customizations within an unmanaged solution

are required to be exported from the environment so that they can be applied in other
environments. In this recipe, we will discuss how to export a solution from the Dynamics
CRM 2011 system.

How to do it...

Perform the following steps to export a solution:
1. Loginto the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Solutions.

Change the view to Unmanaged Solutions using the view selector. Then select the
unmanaged solution from the list as shown in the following screenshot:

| Solutions: Unmanaged Solutions - |

3.1} Mew }{ Delete ﬁlmport .?J'Export ﬁﬂ Import Translations giExportTranslations

| Mame | Display Mame | wersion | Publisher

%" PacktSalution Packt Solution 0.0.0.1 Packt Publisher

4. Then click on Export on the actions menu. The Export Solution web dialog will
pop up.

5. On the Publish Customizations page, click on Publish All Customizations in case
all the customizations of this unmanaged solution have not been published in the

current organization. Otherwise, we can directly click on the Next button to proceed
as shown in the following screenshot:
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Publish Customizations i) Help

Only published custamizations are exported. Publish your customizations to ensure that your moast recent changes are
exported.

Publish All Customizations

To continue exporting the solution, click Mext.

| [ ][ o

6. |If there are any required components that are missing in the unmanaged solution,
the Missing Required Components page appears.

This page will list a set of components on which the components included in the
current solution are linked. If we know that these required missing components will
be present in the target organization where the exported solution will be imported,
we can skip adding these components in the solution. But if any one of the required
components is found to be missing in the target organization, the import of the
exported solution will fail.

If some/all of the missing required components have to be added to this unmanaged
solution, click on the Cancel button to cancel the export activity. Edit the solution to
add these required components and then restart the export activity as mentioned in
this recipe.

Otherwise, click on the Next button to proceed.

Missing Required Components I Help

/¥, The following companents are missing from your solution, Impert will fail if these components don't exist already in
the target Microsoft Dynamics CRM arganization, To add the missing components to your solution, cancel import,
open the solution, and click the Add Required Components button.

Display Mame | Mame/ld | Type ' Managed Solut...| Required by
Activity (Open Adtivities) Open Activities View System Solution Account (Form
Contact (My Active Conta.. My Active Cantacts View System Solution Account (Form
msdyn JActivityFeeds.For... msdyn_s/ActivityFeeds.... WWeb Resource  Activity Feeds Account (Form
msdyn /RecordWall.htm msdyn_/RecardWall.h..., Web Resource  Activity Feeds Account (Form
Service [Active Services Active Senvices View System Salution Account (Form
Page 1
Back | | Hext | | Cancel
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7. Next, you will see that the Export System Settings (Advanced) page appears. We can
include any of the listed system settings from this environment to be exported with
this solution, which will be applied on the organization where this exported solution
will be imported. After the selection, click on Next to proceed:

Export System Settings (Advanced) g Help

Select the following features if you want their system settings to be applied when the solution is imported. Note that the
system settings are not remowved if the solution is deleted. Consult your system administrator before including system
settings in your solution. For more information, click the Help icon.

Settings

W Auto-numbering
[calendar

[l customization

[C1E-mail tracking

W General

[IMarketing

W Outlook Synchronization
[Jrelationship Rales
[11sv Canfig

| Back || Next || Cancel |

8. Then, the Package Type page appears. In this page, we have to decide whether we
want to export this unmanaged solution as an unmanaged or managed solution.
Once the selection is done, click on the Export button to export the solution as
shown in the following screenshot:

Package Type I Help

() Unmanaged

Use this option if you will not distribute the solution for other people to install. You will be able to modify this solution
and can export it as managed in the future.

(@) Managed

Use this option if you will distribute the solution to be installed by other people. & managed solution cannot be directly
modified or exported as unmanaged after it is installed.

To learn more about managed and unmanaged solutions, click the Help icon.

Back | | Export | | Cancel

202



http:///

Chapter 5

9. Thereafter, a file download prompt will appear. Click on Save/Save As to save the file
in the disk; we can rename the solution file before saving. The solution file can even
be renamed after saving it to the disk.

Only an unmanaged solution can be exported. An unmanaged solution can be exported as an
unmanaged or managed solution. The exported solution can then be imported into another
organization. This is how customizations are migrated from the development organization to
the test or production systems. Managed solutions, however, cannot be exported.

Importing a solution

It is necessary to apply exported customizations to another environment by importing them.
In this recipe, we will discuss how to import a solution with Dynamics CRM 2011 system.

How to do it...

Perform the following steps to import a solution:
1. Loginto the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
Navigate to Settings | Customization | Solutions.
Click on the Import button to import a solution.

4. The Import Solution web dialog will pop up. On the Select Solution Package page,
click on the Browse button to browse the solution file from the disk.
Then click on Next to proceed:

Select Solution Package I Help

Select the compressed [.zip or .cabj file that contains the solution you want to import and click Mext.

Chilsersidipabh\Desktop\PacktSolution.zip Browse..,

5. Next, the Solution Information page will appear. Click on Next to proceed.
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6. If there are any process type components (workflows or dialogs) or plugins existing
in the solution, the Import Options page will appear. Here, tick the Activate any
processes and enable any SDK message processing steps included in the solution
checkbox if you want to activate the processes or SDK message processing steps
automatically by this import process.

7. Then click on Next to proceed:

Import Options i@ Help

Post Import Actions

W Activate any processes and enable any SDK message processing steps included in the solution,

| Back | | Hext | | Cancel

8. Then the solution import will begin. Once the import successfully completes, click on
Close to close the Import dialog.

9. If an error occurs during the import, then we can click on Download Log File to
download the solution import log file to find more about the error.

The solution import will fail if all the required components are either not included in the
solution or they do not exist in the target organization. When managed solutions are imported,
all the required components should be of the managed type only. A component in a managed
solution can only depend on another managed component.

We cannot import a managed solution into the Dynamics CRM 2011 organization that
contains the unmanaged solution, which was used to create the managed solution. Managed
solutions can only be installed in a different organization from the one it was generated.

Solution components cannot be added or removed from a managed solution. When managed
solutions are imported, they are installed on top of the default solution. Managed solutions
can also be layered on top of another managed solution. If a managed solution allows for
customization of solution components, another managed solution can be installed on top

of it that can also modify the customizable solution components.
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When two or more solutions define a single component differently, Microsoft Dynamics CRM
2011 has to solve the conflict and it uses two strategies to resolve conflicts: merge and top
wins. The conflict resolution mechanism stack ranks the layers created by the solutions
imported within the organization. All unmanaged solutions are at the same layer. Hence, any
unmanaged customization carried out in the system will only override the existing one. But
managed solutions have the capability of keeping separate layers within the system. Conflicts
involving managed solutions are resolved using the merge and top wins strategy. Managed
solutions can be cleanly uninstalled because they maintain separate layers. If a managed
solution is uninstalled, the system falls back to the other managed solutions installed in

the organization.

Versioning of managed solutions is built-in and a managed solution having the same
name but different version numbers is considered to be two different solution layers
within the system.

» Merge: The Ul elements such as Ribbon, Forms, and SiteMap are merged, which
means that the solution component would be recalculated from the lowest (oldest) to
the highest (newest) so that the organization's unmanaged customization are the last
to be applied. The following diagram will clarify the merge stack:

Final Application Behavior

Ribbon Button “A” Ribbon Button “Y”

Unmanaged Customizations

Removed/Hide Ribbon
Button “X”

Added a Ribbon Button “Y”

Managed Solution “G”

Added a Ribbon Button “X”

Out-of-the-box Ribbon Button “A”
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» Top wins: For any other solution components, the last managed solution installed
wins. However, any unmanaged customizations is considered "above" any
managed solutions while resolving conflicts. Hence, sometimes changes applied
to a managed solution may not be visible because of unmanaged customizations.
When conflicts are detected while importing any managed solution with an existing
unmanaged customization, the Dynamics CRM 2011 system provides us with the
following options:

o Maintain customizations (recommended): This option makes sure that the
unmanaged customizations prevail.

o Overwrite customizations: This option makes sure that any unmanaged
customization performed earlier in the solution are overwritten by the
current solution components.

Updating a managed solution

Usually it is a very common requirement to update customizations of an already installed
managed solution in an organization. In this recipe, we will delve into the steps of
updating a managed solution within the Dynamics CRM 2011 system.

How to do it...

Managed solution components can only be updated by another managed solution from the
same publisher. There are two approaches to update the managed customizations by another
managed solution:

» Release a new version of the managed solution with all customizations (a full release)

» Release a managed solution with only updated customizations (a delta release)
In this recipe, we will discuss both the approaches.

A full release will contain all the updated customizations along with other non-edited
customizations. A full release will contain all the solution components of the managed
solution it intends to update plus any additional component.

Follow the ensuing steps to create a new managed solution for a full release:

1. Update the unmanaged solution that was used to create the previous version of
the managed solution, with an incremental version number. Navigate to Settings |
Customization | Solutions section and select Unmanaged Solutions.

2. Double-click on the unmanaged solution to open it. Then click on the Information
section of the unmanaged solution. Once the Information page appears, update the
Version number as shown in the following screenshot:
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[ B -
= Efsaveand Close =§ | 3 Export Solution 7 Import Translations | &} Export Translations | | gy Publish All Customizations % Actions ~

Solution: Packt Solution

L&ﬂ 3% Information

Solution: Packt Solution
- General

Display Mame [Packt Solution | mame

= Components

- [ Entities Publisher * ¥4 Packt Publisher =] Configuration Page
ﬁ Option Sets Version® |0.0.0.ﬂ X||
v Client Extensions

3. Next, click on the save icon [ d ] in the top ribbon to save the changes.

Thereafter, make the necessary updates of the solution components.

5. Once the updates are completed, export the solution as a managed solution following
the Exporting a solution recipe in this chapter.

A delta release will contain only the updated customizations of the managed solution
previously installed.

Perform the following steps to create a delta release:

1. Create a new unmanaged solution by following the Creating a new unmanaged
solution recipe in this chapter. Select the same publisher as that of the managed
solution to be updated and use an incremental version number.

2. Thereafter, make the necessary updates of the solution components.

3. Once the updates are completed, export the solution as a managed solution following
the Exporting a solution recipe.

When we have to release an update to a managed solution, the preferred method is to
provide a full release. Then the new managed solution of the full release will be installed

in the organization, and the customizations will be upgraded to include the new changes.

In case any conflicts arise, they will be resolved using either the merge or top wins strategy
as discussed in the Importing a solution recipe. If we want to go back to the earlier version

of the solution, we just have to reinstall the previous version of the managed solution. This
overwrites any solution components with definitions from the previous version, but does not
remove solution components added in the newer version. Those newer solution components
remain in the system but have no effect because the older solution component definitions will
not use them.

When a small subset of the customizations is updated, a delta release would be preferred.
When the update solution is installed in an organization where the original solution was
installed, the changes included in the update will be applied to the organization. If an
organization needs to "roll back" to the original version, it can simply uninstall the update.
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Deleting components from a managed

solution

A customized component of a managed solution cannot be deleted by any solutions. The

only way to remove customizable components from a managed solution is to delete solution
components of a managed solution using the Customize the System option. In this recipe we
will discuss how to do it.

How to do it...

Perform the following steps to customize managed solution components:
1. Login to the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Customizations | Customize the System.
3. This will launch the default solution of the organization.

4. We can navigate to any solution component. The default solution will allow us to
customize any customizable component in the system.

5. Once the customizations are done, click on the save icon [ d ] on the top ribbon.
Thereafter, click on the Publish All Customizations button on the top ribbon.

7. Finally, click on the Save and Close button on the top ribbon to close the page.

Using managed properties, the creator of a managed solution can decide if a solution
component is customizable and if yes, which specific parts of it can be customized. Managed
properties can be set in the unmanaged solution. Once the customization is packaged

as a managed solution, managed properties settings will take effect. The exact managed
properties available depend on the type of solution component.
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The following screenshot displays the managed properties of the Account entity:

Managed Properties of Entity : Account
5et the Managed Properties of this compaonent.

The following properties will take effect only after the component is exported and imported as part of a managed
solution.

Can be customized O]
Display name can be modified (O]
Can Change &Additional Properties (O]
Mew forms can be created (O]
Mew charts can be created (O]
Mew views can be created (O]

Managed solution components cannot be deleted from any organization, they can only be
customized if the managed properties permit. If we intend to delete a component from a
managed solution, we need to uninstall the entire solution and reinstall a new version of the
managed solution without that solution component. But customizable managed components
can be deleted using this recipe.

Uninstalling or deleting a solution

After importing a solution, at times we may want to uninstall or delete it from the environment.
Though both managed and unmanaged solutions support different behavior, both these
solution types can be uninstalled or deleted post the import. In this recipe, we will discuss
how to do this within the Dynamics CRM 2011 system.

How to do it...

Perform the following steps to uninstall or delete a solution:
1. Login to the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
Navigate to Settings | Customization | Solutions.
Select the solution to be deleted from the list.
4. Next, click on the Delete button in the actions menu.
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5. The Confirm Deletion page will appear. On this page, click on OK to uninstall or
delete the solution as shown in the following screenshot:

Confirm Deletion
You have selected 1 Solution for deletion.

You are deleting an unmanaged solution. The solution will be deleted but components contained in this
solution will not be deleted. This action cannot be undone, Do you want to continue?

oK || Cancel

Uninstallation/deletion of managed and unmanaged solutions has a different effect on the
Dynamics CRM 2011 system.

When an unmanaged solution is deleted it just deletes the solution container but does not
delete the solution components the unmanaged solution contained. The solution components
remain in the system, but are no longer associated with the unmanaged solution. Hence,
unmanaged solution uninstallation actually uninstalls nothing from the system.

Deleting or uninstalling a managed solution will uninstall all the solution components within it.

Exporting translations from an unmanaged

solution

Translations are XML documents that define the display names and descriptions for entities,
fields, navigation items, and so on, for a solution. Translations can be exported, modified, and
reimported into Dynamics CRM 2011 to support localization. In this recipe, we will discuss
how to export translations from an unmanaged solution.

How to do it...

Perform the following steps to export the translations from a solution:

1. Loginto the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.

2. Navigate to Settings | Customization | Unmanaged Solutions.
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Next, click on the Export Translations button in the actions menu:

gj}'New >( Delete Dﬂglmport ?_1Export
| Mame Display Mame Version

M &F  PacktSolution Packt Solution 0.0.0,1

{:ﬁ Import Translations I E'; Export Translations

Installed On
12/3/2012

When prompted, save the translation file to the disk.

After saving the translation file, we can edit the translations outside the Dynamics
CRM 2011 environment. Extract the ZIP file and open the CrmTranslations.xml

file in Microsoft Excel.

Once the editing is complete, again zip the contents into a translation ZIP file.

Translations can only be exported from unmanaged solutions. Managed solutions do not allow
to export or import translations.

Translations help us in modifying system messages and text literals. We usually change the
translations in a multilanguage deployment. A translation file contains translated text for all

types of text displayed within the system against the language code. For English, the language
code is 1033.

The following screenshot is a sample of translation file contents when opened using
Microsoft Excel:

Entity name Object ID Object Column Name 1033

Solution 15aad013-5d3d-e211-b507-1ccldeed3123 friendlyname Packt Solution

Solution 15aad015-5d3d-e211-b507-1ccldeed3123 description This solution includes customization components,
Publisher cleaflfc-5a3d-e211-b507-1ccldee99123 friendlyname Packt Publisher

Publisher cleaflfc-5a3d-e211-b507-1ccldee99123 description CRM customization published by PACKT

account 70816501-edb9-4740-al6c-6a5efbc05d84 Description Business that represents a customer or potential
account 70816501-edb9-4740-al16c-6a5efbe05d84 LocalizedCollectionMNa Accounts

account 70816501-edb9-4740-al16c-6a5efbe05d84 LocalizedName Account

account 97fb4aae-easd-427f-9b2b-9a6b9754286e Description Third e-mail address for the account.

account 97fb4aae-ea5d-427f-9b2b-9a6b9754286e DisplayName E-mail Address 3

We are allowed to modify only the language columns of the file (in the preceding screenshot,
texts under the 1033 column only). If we modify the schema columns, the import of the
translations will fail.
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Importing translations to an unmanaged

solution

Translations are usually exported for making any change to the entity labels, navigation text,
and so on. Post modifications, the translations will be imported back to an environment. In
this recipe, we will discuss how to import translations into an unmanaged solution.

How to do it...

Perform the following steps to export the translations from a solution:
1. Login to the Dynamics CRM 2011 system as a system administrator or a user having
customization access rights.
2. Navigate to Settings | Customization | Solutions.
Select the solution from the list.

4. Next, click on the Import Translations button in the actions menu as shown in the
following screenshot:

Sj}NEW ){ Delete @Impnrt :'jExp-:urt fﬁ Import Translations ﬁ;.Expl:urt Translations

Mame - Display Mame | wersion | Installed On

V%" PacktSolution Packt Solution 0.0.0.1 12/3/2012

5. The Import Translated Text web dialog will appear. Use the Browse button to browse
the translations file to be imported in the disk. Then, click on the Import button to
import the translations to the solution.

Import Translated Text

Select a file that contains translated text strings from user interface elements, such as customized fields and
drop-down lists,

File name: ChUsersidipabh\DesktophCrmTranslations_PacktSolution.zip  Browse..
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6. Next, you will see the Translations successfully imported message. Click on the
Close button to complete the import:

Import Translated Text

Translations import summary.

Translations successfully imported.

It is suggested that you Publish All Entities to have the changes come in effect.

We can modify the translations outside the Dynamics CRM 2011 environment using editing
tools such as Microsoft Excel and then the modified translations file can be imported into an
unmanaged solution. Managed solutions are locked down and do not allow modification of
the translation files.

See also

In this chapter, we have discussed solution management in Dynamics CRM 2011. In the next
chapter, we would explore entity customization in detail. A few important recipes in the next
chapter will be as follows:

» Creating a custom entity

» Creating a new attribute for an entity

» Creating a new one-to-many (1:N) or many-to-one (N:1) relationship

» Creating a new many-to-many (N:N) relationship

» Creating a global option set
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Entities constitute the core of the Dynamics CRM 2011 system. Entities are used to model
and manage the business data. Dynamics CRM 2011 provides a set of entities to store data
related to sales, marketing, and services functions. These existing entities can be customized
and we can also create new entities in the system to support the business process. In this
chapter, we will discuss the recipes for creating a new entity and customizing existing entities.
In addition, we will also discuss the relationship behavior between two entities. The following
recipes will be covered in this chapter:

» Creating a custom entity

» Updating the icon of an entity

» Creating a custom field for an entity

» Creating a global option set

» Creating a new one-to-many (1:N) or many-to-one (N:1) relationship
» Creating a new many-to-many (N:N) relationship

» Customizing a relationship field mapping

Introduction to entities

Entities are basic building blocks of the Dynamics CRM 2011 system. Entities contain data,
form, views, relationships, and charts, which are associated with presenting information to
users. There are three main types of entities inside the Dynamics CRM 2011 system: system
entities, business entities, and custom entities.

» System entities: Entities that are used internally by the Dynamics CRM 2011 system
are known as system entities. For example, workflows, system jobs, solutions, and so
on. are system entities. System entities cannot be customized or deleted.
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>

Business entities: Business entities are entities other than system entities present
after the installation of Dynamics CRM. Business entities store business data for
the sales, marketing, and services modules. Account, Contact, Lead, Opportunity,
Campaign, and Case are a few examples of business entities. Business entities can
be customized but cannot be deleted.

Custom entities: After the installation of Dynamics CRM, we can create additional
custom entities to fulfill the needs of the business process. Custom entities can
be deleted as well. Custom entities can be marked as either "customizable" or
"noncustomizable" during publishing. Noncustomizable entities cannot be
customized in future.

Entities are similar to tables in any relational database and entity attributes are like columns
in that table. But within the Dynamics CRM system, entity data are not necessarily stored in
one database table.

There are two specific types of business entities, which are worth a mention here:

>

Customer: This is a composite entity and comprises Account and Contact. In
Dynamics CRM 2011, an account represents a business or company and a contact
usually represents an individual. Both Account and Contact manage a customer.

Activity: This is a special type of business entity. These types of entities represent
any activity or task that is performed or needs to be performed. Activity type entities
are Phone Call, E-mail, Task, Letter, Fax, Appointment, and Recurring Appointment.
Activity entities are associated with other business entities such as Account, Contact,
Case, Lead, and Opportunity.

The following diagram shows how an activity is linked with other entities within
Dynamics CRM:

Account Owner
Cotteaacs 4 Activity Party
; v Phone Call
Opportunity E-mail
Case| | Activity Letter
Quote 'y .
Order ?gfomtment
Invoice 4
Contract Notes

Activities involve one or more participants, called activity parties in Microsoft
Dynamics CRM 2011. For an Appointment activity, the participants are those
contacts or users attending the meeting and for an E-mail activity, the participants
are the sender and the recipients of the e-mail.
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Activity entities are synced with Microsoft Outlook. Custom activities can also be
created for supporting activities such as instant messaging (IM) or Short Message
Service (SMS). But custom activities do not synchronize with Microsoft Outlook.

Entity ownership

Entities within the Dynamics CRM 2011 system can be owned by the organization or the
business unit or "by a user or a team" or by none. Here, let us discuss the ownership in
detail with the help of the following table:

type

Entity ownership

Description

Can we create
custom entities
of this type?

Security and
access-level depth

Organization

Business unit

User or team

None

Entity data is viewable within the
whole organization. Such entity
records cannot be assigned or
shared. For example, Product,
Article, Discount List, and so on,
are organization-owned entities.

Entity data is viewable within the
business unit. User, Team, and
SO on, are business unit-owned
entities. Custom entities can also
be business unit-owned.

Entity data is viewable only

by the user or team who has
created it. Most of the entities
such as Account, Contact, Lead,
Opportunity, Campaign, and so
on, are user- or team-owned
entities. Custom entities can also
be user- or team-owned.

Such an entity does not have

an owner. Their owner is usually
driven by the parent entity owner.
For example, the Price List Item
entity does not have an owner
and its ownership is driven by
the parent entity Price List.

Organization-
owned custom
entities can be
created.

Business unit-
owned custom
entities cannot be
created.

User- or team-
owned custom
entities can be
created.

Custom entities
cannot be created
with "None" as
the owner.

Organization-owned
entities provide loose
security permissions
around its data. The
security access levels
around such an entity are
only Global or None.

Such an entity provides
little stricter security
permission compared

to organization-owned
entities around its data.
The access levels around
such an entity are Global,
Deep, Local, and None.

User- or team-owned
entities provide stricter
security permissions
around the data. Entity
records for such entities
can be shared with
another user or team
using Assign or Share.
The access levels around
such an entity are Global,
Deep, Local, Basic, and
None.

Security privilege cannot
be set against such

an entity. There are no
access levels for this type
of entity.



http:///

Entity Customizations

Creating a custom entity

Custom entities are entities created by a system administrator or customizer for fulfilling a
business need that is not satisfied with out of the box entities. In this recipe, we will discuss
how to create a custom entity in Dynamics CRM 2011 system.

How to do it...

Perform the following steps to create a custom entity:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

Custom entities can be created in the default solution,
4 but in that case the prefix for the entity and its attributes
% would be new_. To apply the solution publisher's prefix
t for custom entities and fields, create them using an
unmanaged solution only.

3. Then, double-click on the unmanaged solution to open it.

4. In the expanded solution page, click on Entities under the Components section.
After the page refreshes, click on the New button in the actions menu as shown
in the following screenshot:

Solution: Packt Solution

* 1a
{3 | = Entities
Solution: Packt Solution Component Type IEntity ;I View ICustomizah
# Information o
% %Add Existing )( Delete rﬁ.‘ Remove AéPubl\sh Eé:showDependencies :_-'ﬂ};Add Required Components
Components - | n i i
(] Display Name | Mame | Schema Name | State | Customizabl

Option Sets

5. Onthe New Information page, under the General tab, provide the
following information:
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Property name

Description

Mandatory
during
entity
creation

Cannot be
modified
after entity
creation

Can be modified
after entity
creation

Only
Once

Anytime

Display Name

Plural Name

Name

Description

Ownership

Define as an
activity

Display in Activity
Menus

Areas that display
the entity

This is the singular name for the
entity.

The plural name of the entity. This
name will appear in the Sitemap
depending on the Areas that
display this entity settings for
the entity.

This is the schema name for the
entity. This name should be used
when accessing this entity using
the Dynamics CRM 2011 SDK.
The name of a custom entity will
be prefixed by the Prefix setting of
the publisher of the unmanaged
solution, which has created the
custom entity.

We can provide the description and
justification for this custom entity.

This setting defines the ownership
of the entity. Once the entity is
saved the Ownership property
cannot be changed.

Select this option if you want to
create a custom activity type entity.

If Define as an activity property
is selected, a subsetting Display
in Activity Menus will be enabled.
Select this setting if you want this
custom activity type to appear
grouped with the existing activity

types under the activity entity views.

This setting controls in which
sections of the Sitemap the entity
will be displayed.

The standard areas are Workplace,
Sales, Marketing, Service, Settings,
and Resource Center. But if the

Sitemap has been customized, the
navigation group options may vary.

\/

\/

Chapter 6
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Property name

Cannot be
modified
after entity
creation

Description Mandatory
during
entity

creation

Can be modified
after entity
creation

Only Anytime
Once

Communication and Collaboration

Notes

Activities

Connections

Sending e-mail

Mail Merge

Document
Management

Queues

Determines whether notes or
attachments can be associated to a
record of this entity.

Determines whether activities (for N N
example, Phone Call, Appointment,

Task, Letter, and so on) associated

can be linked to this entity record

using the activities' Regarding field.

Determines whether connections
can be established with these entity
records.

Can be used for e-mailing. If
selected, a Single Line of Text
attribute with Display Name as
E-mail Address will be added to
the entity's attribute list.

Determines whether this entity will
support the Mail Merge process and
templates.

Determines whether the entity
supports SharePoint-based
document management.

Determines whether a record of this
entity can be sent to a queue.

Once this setting is enabled, the
Automatically move records to
the owner's default queue when
a record is created or assigned
subsetting will be enabled.

Select this subsetting only if you
want to automatically send every
record to the record owner's
default queue, post the creation or
assignment. This setting, however,
can be modified anytime.

Data Services

Duplicate
Detection

Determines whether duplicate
detection rules can be created
against this entity.

Auditing

Determines whether records of this
entity will be audited.
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Property name

Description Mandatory Cannot be
during modified
entity after entity
creation creation

Can be modified
after entity
creation

Only Anytime
Once

Outlook & Mobile

Mobile Express

Reading pane for
CRM in Outlook

Offline capability
for CRM for
Outlook

Determines whether the entity
supports the Mobile Express form.

If users want to access the data of
this entity in their mobile, enable this
option.

Determines whether a user is
allowed to set up their Outlook to
show a preview of the records of this
entity in their Outlook reading pane.

Determines whether this entity will
support the offline capability for
Outlook.

The Notes, Connections, Activities, Sending e-mail, and
Queues options cannot be disabled post entity creation.
Hence, proper care should be taken during entity creation.

Unless it is required, do not enable them during entity creation.

We can enable them in the future as required.

6. Inthe Primary Field section, create the primary field of the entity providing all the
required information.
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Every entity is required to have one primary field. This field will
be used to name the records of this entity. A primary field can
only be a Single Line of Text attribute with a maximum
of 4000 number of characters, 100 being the default. Once
- the entity is created, the primary field's properties cannot be
% changed from the Primary Field tab. However, Display Name,
= Length, and Requirement Level of this field can be changed by

navigating to the list of Fields of the entity.
The lookup view of this entity will only contain the primary field
as its first column. This field or its column order cannot be
removed or altered from the lookup view. o

General Primary Field

Schema Type

Display Mame * |Region Code Type * | single Line of Text =
Mame " packt_[regioncode Format * [ Text =1
Requirement Level ™ INCI Constraint LI Maximum Length * IIOO

Description

The cade ot the Regian.

7. Thereafter, click on the Save and Close button in the top ribbon to create and save a
new entity.

Then click on the Publish button in the newly created entity's ribbon menu.

9. Inthe Primary Field section, create the primary field of the entity providing all the
required information as shown in the following screenshot:

E =l | =33showDependencies || [gyPublish || [Hi| Updatelcons | X Delete | [Zf Managed Properties

— Region
L' ol Information

Solution: Default Solution General Primary Field

|5 Quote Close 2t Entity Definition
| Quote Produck

3 R A
P ecutlrrmg Ll Display Mame * m
- =] Report Plural Mame * |Regions
|2! Report Related C... (i |g:-='-:if.
ﬁ Resource Sl
Description

#i Resource Expans..
- [ Resource Group
] Rollup Field
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A custom entity can be created in the default solution or in any unmanaged solution. In this
recipe, we have discussed how to create a custom entity in an unmanaged solution, as this

is recommended. To create a custom entity in a default solution, open the default solution by
navigating to Settings | Customization | Customizations | Customize the Entity. Thereafter,
the same recipe can be followed from step 4 onwards.

In Dynamics CRM 2011 Online, only 200 custom entities
s can be created.

Custom entities support almost every feature of the business entities. Some of the main
functionalities supported by a custom entity are as follows:
» Forms, views, and reports
» Relationships for custom entities can be defined
» Publish, export, and import the new entities and their associated forms and views
» Plugins, workflows, or dialogs can also be created against a custom entity
» Client-side events function in the same manner as those for system entities

» We can secure a custom entity in the same way as other Microsoft Dynamics CRM
2011 entities

» The security privileges available for organization-owned custom entities are as
follows: create, read, write, delete, append, and append to

» The security privileges available for user-owned custom entities are as follows: create,
read, write, delete, append, append to, assign, and share

» A custom entity can be extended using the ISV. config file in the same manner as
system entities

» The filtered views for a custom entity are available to be used in the same manner as
for system entities

» The entity can be included in the dataset that Microsoft Dynamics CRM 2011 for
Microsoft Office Outlook users can take offline
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Following the same recipe we can create custom activity type entities and privileges as well:

» Custom activity entity: To create a custom activity type entity, enable the Define as
an Activity Entity property. If we wish this new entity to be grouped with the existing

activities, we have to enable the Display in Activity Menus option as well.

e

4 My Work
é Dashboards pue: |A” LI
[ Activities M New Adtivity ' 3 Task
iﬁ Calendar -
13 Impors orte -4p
4 Duplicate Detection All Activities @ Phone Call
&5 Queues Closed Activities o4 E-mail
[ Articles Closed Activity Associated... | o Letter
(2] Reports My Activities &g Appointment
= Announcements My Closed Activities £ service Activity

4 Customers My Team Members' Activiti,. | ¥ Campaign Response
,_} Accounts Open Activities LE Recurring Appointment
8= Contacts Open Adtivity Assaciated. . I‘;@ Short Messaging Service I

Scheduled Activities
Wo rkplace Recently Visited
ale ] Evaluation Plan agreed u...

Custom activity entity records automatically qualify to be sent to a queue. However,
we can determine whether we want the records to be sent to the record owner's
default queue post record creation or assignment by choosing the Automatically
move records to the owner's default queue when a record is created or
assigned option.

The custom activity type entities are always user- or team-owned. Moreover, not all
the entity settings are available for custom activity entities. Only the following settings
are available for custom activities:

o Display Name

o Plural Name

o Name

o Description

o Define as an activity

o Display in Activity Menus
o Document Management
o Duplicate Detection
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o Auditing
o Mobile Express
o Reading pane for CRM in Outlook

Custom activities do not synchronize with
i Microsoft Outlook.

Customizable settings of a custom entity as well as a business entity can be modified
by navigating to the entity section in the solution. A custom entity can also be deleted
permanently from the Dynamics CRM 2011 system by using the Delete button.

» Custom entity privileges: After creation of a custom entity, the entity name will start
appearing under the Custom Entities tab in any security role. However, except for
the System Administrator, no other security role will have any access defined for
the custom entity. Hence, post entity creation, security roles have to be updated to
provide access to the custom entity:

& Security Role: Salesperson

Deetails Core Records Marketing Sales Service Eusiness Management Service Management Customization

Entity Create Read Write Delete Append Append To Assign Share
- — — — ~ y — —

Region o o o o O

Like other system-defined activities, custom activity entities also share the same
privileges as defined for the Activity entity under any security role. Hence, for
custom activities there is no need to modify any security role.

With the custom entity creation, there will be a set of fields automatically created
for it. If the entity is user- or team-owned, two fields, Owner and Owning Team,
will be created automatically to store the user or the team owning the entity
record respectively.

Every entity in Dynamics CRM 2011 will have the Status (Activity Status in case of
an Activity entity) and Status Reason fields. Only the Display Name value of these
fields can be edited. The Status field for a custom entity has only two values, Active
and Inactive. By default, every record when created has Status as Active. When it
is deactivated, the Status field changes to Inactive. Only active records of an entity
can be searched using Quick Find View; however, Advanced Find View can list even
inactive records. Status Reason is a dependent pick list and its values changes
depending on the value of the Status field.
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Finally, only custom entities can be deleted from the system. To delete a custom entity from

the Dynamics CRM 2011 system, navigate to Settings | Customization | Customizations |
Customize the System and then click on the Entities component and select the entity to be
deleted. Click on Delete in the toolbar and then click on OK to confirm the deletion.

Updating the icon of an entity

After creating an entity in the Dynamics CRM 2011 system, the default icon is linked to any
entity. This default icon can be modified to a more appropriate icon. In this recipe, we will
discuss how to update the icon of a custom entity.

How to do it...

Please perform the following steps to update the icon of a custom entity:
1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.

4. Navigate to the custom entity by going to Components | Entities | <Custom Entity
Name>. Then click on the custom entity name.

5. Then the top ribbon will refresh and the Update Icons button will be visible. Click on
this button as shown in the following screenshot:

E = =33 Show Dependencies ﬁPuinsh JUpdate Icons ¥ Delete | [ Managed Properties

Region
4] ol Information

Solution: Packt Solution General Primary Field
&F Information Entity Definition
- Components
4 [ Entities Display Name * Im
m Plural Mame ™ |Regions
=3 Forms Mame * lpackt_region
Vi
j ews Description
I'Lii Charts
| Fields
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6. The Select New Icons page will appear. In this form, we can select two icons to be
displayed in the following areas of Dynamics CRM 2011.:

Icon Description Image Image size Property
resolution (maximum)

Icon in a web This icon will appear for 16 x 16 pixel 10 KB IconSmallName
application the custom entity in the

Dynamics CRM Web User

Interface
Icon for entity  This icon will appear for 32 x 32 pixel 10 KB IconMediumName
forms the custom entity in the

custom entity's forms

_ There exists an icon with an image resolution of 66 x 48
% pixel and image size of 10 KB with the property name
s IconLargeName. But this icon is not used in Microsoft
Dynamics CRM 2011.

7. To select a new icon for a web application, click on the New Icon lookup under the
Icon in Web Application section. The Lookup Record web dialog will pop up. In this
dialog, select the icon web resource (if it already exists) and then click on the
OK button.

If the icon has not already been added as a web resource, we have to first add it as
a web resource and then we can select it here. To add the icon file as a new web
resource, click on the New button as shown in the following screenshot:

Look Up Record

Enter your search criteria and click Search to find matching recards, Filter your results and view different columns
of data by using the View options. Then, select the record you want and click OK,

Look for: | \eb Resource =1

View: | WebResource Lookup View For Add Image = |

Search: I 2
| Mame | Display Name ~ | Description =
-
-
4 3
0 -0 of O [0 selected) Page 1
Hews
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The Web Resource: New page will appear. On this page provide the Name and
Display Name values, and the content type of the icon. Then click on the Save and

Close button in the top ribbon as shown in the following screenshot:

]
Web Resource
] ] i | @

Save Saveand Delete Preview _ Show Publish Publish All
lose Dependencies Customizations

Save Record Management Actions

o Solution: Packt Solution

@ Web Resource: New

General
Mame * packt_ Ir:gicmiccln
Display Mame IRegionIcon
Description
Content
Type ¥ | PNG format |
Language IEninsh _:J
Upload File |C:'\Users'\a\dmir|istrator’\Deskt‘op"\Reqion Ican.png Browse. ., |
URL

URL |

8. Now we can find the icon web resource in the Look Up Record web dialog. Select the

icon web resource and click on OK to proceed.
9. Add the icon for Icon in Entity Forms by following steps 7 to 9.

10. Thereafter, click on the OK button on the Select New Icons page to save and close

the selections.
11. The icon of the entity will now be updated.

In this recipe, we have discussed how to update the icon of a custom entity using an

unmanaged solution. We can update the icon using the default solution. To update the icon
of a custom entity in a default solution, open the default solution by navigating to Settings |
Customization | Customizations | Customize the System. Thereafter the same recipe can

be followed from step 4 onwards.

Dynamics CRM 2011 stores the icons into web resources. Hence, the same icon can be

re-used for multiple entities, as required.
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Icons of a system entity or business entity cannot be updated. Only icons of
s custom entities can be updated.

Creating a custom field for an entity

In Dynamics CRM 2011, we can create custom fields or attributes to satisfy the needs of the
business processes. New fields or attributes can be added to a business entity as well as a
custom entity. In this recipe, we will discuss how to add a custom field to an entity.

How to do it...

Perform the following steps to create a new attribute for an entity:
1. Login to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.

4. Navigate to the entity to which the custom field needs to be added by going to
Components | Entities | <Entity Name>.

5. Then expand the Entity section and click on Fields. Then click on New in the Fields
page's toolbar as shown in the following screenshot:

Solution: Packt Solution View: IAII

8_"!}’ Information

EgMNew [| X | Edit | Moare Ad
d- Components

” %l Entities r Create a new field
- %k Custom Activity I & ereatedby
P Region [T & createdon
=3 Forms [T ] createdonbehalfby
o Views [T &l emailaddress
§l Charts

[T £l importsequencenumber

] Fields

X5 1:M Relationships ra madifiedby

253 N:1 Relationships [T & modifiedon
33 NN Relationships [~ (2] modifiedonbehalfby

229


http:///

Entity Customizations

6. A New for <Entity Name> page will appear. Provide the following details about the
attributes or fields to create the field:

Property name Description

Display Name This is the display name of the attribute. This name will appear in
the CRM Ul for this attribute when added to any form (form label
can be modified), view, charts, or reports.

Name This is the schema name of the attribute. This name should be used
when accessing this attribute using the Dynamics CRM 2011 SDK.

Requirement This determines the requirement level of the attribute, when it is

Level* added to the entity forms. There are three possible values for this:

» No Constraint
» Business Recommended

» Business Required

Searchable* This defines whether this attribute is searchable.
Field Security This defines whether this field can be part of a field-level security
profile.

Read more about field-level security in the Creating a field-level
security profile recipe of Chapter 3, Administering Microsoft
Dynamics CRM 2011.

Auditing This determines whether this field can be audited.

Read more about field-level auditing in the Enabling auditing
in the Dynamics CRM 2011 system recipe of Chapter 4, Data

Management.
Description This is the description for the field.
Type* This will contain the CRM data type of the field. Post type selection,

additional details about the type would be asked.

Read more about the Requirement Level, Searchable, and
i Type settings in the How it works... section of this recipe.

7. Thereafter, click on the Save and Close button in the top ribbon.

To publish the changge, click on the entity name and then click on the Publish button
in the top ribbon. Unless the changes are published, the new attribute will not be
visible in the entity forms or charts:
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New attributes can be added for business entities as well as custom entities. However, for
system entities no new attribute can be added.

The new attribute can be of the following CRM data types:

Type Format

Description Constraints

Single Line of Text E-mail

SQL data type:
nvarchar

Text
Text Area

URL

Ticker Symbol

Option Set
SQL data type: int

Allows only properly formatted e-mail
addresses. After population, if the user clicks
on the field, it launches an e-mail to the
specified address. This will display a hyperlink.

Allows text in a single line.
Allows text in multiple lines.

Allows only formatted URL. After population,
if the user clicks on the field it launches the
website. This will display a hyperlink.

Converts the entered text into a hyperlink. If
the user clicks on the hyperlink, it launches
Microsoft Value Central with details about the
stock.

Single select list of options. This is an HTML
select control, often referred to as a combobox
or drop-down list.

We can define the integer value corresponding
to a text value. The integer value is what is
stored into the database.

Maximum length: 4000.
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Type

Format

Description

Constraints

Two Options

SQL data type: bit

Whole Number
SQL data type: int

Floating Point Number
SQL data type: float

Decimal Number

SQL data type: decimal

Currency

SQL data type: money

Multiple Lines of Text

SQL data type:
Nvarchar (max)

None

Duration

Time zone

Language

This is the Yes/No type field. The display names
Yes and No can be modified to some other pair
such as True/False or Always/Never. This field
can be displayed as a checkbox, combobox, or
a drop-down list. One of the values must be set
as a default value. Unless modified the default
value will be used when a new record of the
entity is created.

A value of O and 1 is stored in the database.

Accepts any whole number (positive or negative
without a decimal point) within the specified
range.

Allows you to select a duration from a pick list,
which increments from one minute to three
days. The value is stored in minutes in the
database.

Allows you to select a time zone from a pick
list. The pick list displays time zones and time
zone names.

The value is stored as a time zone code in
database. All the available time zone codes are
stored in the TimeZoneDefinitionBase
table of the <OrganizationName>_MSCRM
database.

Allows you to select a language from the
installed languages from a pick list.

Allows a floating point number within the range
and precision specified.

Allows a decimal number within the range and
precision specified. Decimal types take more
space in database, but provide more precision
than Floating Point Number.

Accepts a money value within the specified
range.

Adding a money field, automatically adds
another extra field with same name but
prefixed with Base to handle a multicurrency
configuration. The base attribute stores the
value of the money attribute in the base
currency.

Each entity that has a money attribute must
also have the Currency and Exchange
Rate attributes. If these attributes do not
already exist, they will be created when a new
money attribute is added to an entity.

Allows multiline texts up to 100,000
characters.

The minimum value is
-2,147,483,648 and
the maximum value is
2,147,483,647.

The minimum value is
-1,000,000,000 and

the maximum value is
1,000,000,000. Precision
is up to 5 digits.

Precision up to 10 digits.

The minimum value is
-922,337,203,685,477
and the maximum value
is 922,337,203,685,477.
The money attribute
supports up to four
decimal places.
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Type

Description Constraints

Date and Time

SQL data type:
datetime

Lookup
SQL data type:

Uniqueidentifier

Accepts a date value. Provides a Calendar
control to select a date.

Accepts a date and time value. Provides both a
Calendar control to select a date and a Time
control to select time.

Allows you to select a record from another
entity. Creating this field will create a N:1 or
many-to-one relationship with another entity.

The Requirement Level setting determines how important the field is in the business process.

There are three possible settings:

» Business Required: This field should be mandatorily populated and there will be a
red asterisk next to the field in the form. But if data is entered using Import Data
Wizard or via the Dynamics CRM 2011 SDK, then such a field can be left blank.

» Business Recommended: Though this field need not be populated to save the form
data, it is an important field in the business process and there will be a blue plus sign

next to the field in the form.

» No Constraint: This is the default setting. It is a regular field with no constraints.
Providing a value for such a field is optional.

System Required is a system-defined requirement level. This

is used for some system-defined fields and cannot be used for
any custom fields. Unlike the Business Required fields, System
Required fields restrict a user from creating a record from both Ul
and programmatic ways without providing the field's value.

Potential Customer in an Opportunity entity is a System
Required field as well as the Owner field in any entity.

Make a field searchable if you want the Searchable field to be available for querying Dynamics
CRM to retrieve data. By default, most of the out-of-the box fields and all the custom fields

are searchable. Nonsearchable fields will not be available when creating the filter criteria for
system views, user views, advanced find views, or others.

The input method editor mode (IME mode) allows Dynamics CRM to work with Chinese,
Korean, and Japanese characters. If we don't intend to use any of the languages, we can
safely leave the default setting for this attribute. The listed languages have more characters
than other keyboards and IME allows a sequence of characters to represent a single character
in these languages. The options for IME mode setting are:

» auto: This specifies that the IME mode is not changed.
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» inactive: This specifies all characters entered without IME mode, but the mode can
be deactivated. For Date and Time type fields, the default is inactive.

» active: This specifies all characters entered in IME mode, but the mode can be
deactivated. For name-related fields and addresses, the default is active.

» disabled: This specifies that the IME mode is disabled and cannot be activated. For
number type fields such as Currency, Whole Number, and Floating Point
Number, the default is disabled.

There's more...

After creating a custom field, a few properties can be modified. Even most of the system-
defined existing fields can be modified. The following is a list of properties of any field that
cannot be modified post creation:

» The Name value of a field. This is the schema name of the field and hence cannot be
edited. However, Display Name of a field can be modified.

» The Type property of a field cannot be modified. If we want to change the data type of
a field, the exiting field has to be deleted and recreated with the correct data type.

Creating a global option set

A global option set provides us with the mechanism to define an option set once and re-use it
in various fields of different entities in the system. By using the global option set feature, there
is no need to redefine the same option set separately each time it is used. The Dynamics CRM
2011 system provides us with a set of global option sets out of the box. We should explore
these existing ones before creating a new one. The list of existing global option sets can be
found at http://msdn.microsoft.com/en-in/library/gg328546.aspx.

In this recipe, we will discuss how to create a custom global option set.

How to do it...

Perform the following steps to create a global option set:
1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.

4. Navigate to the global option sets by going to Components | Option Sets. Then click
on the New button in the actions toolbar.
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The Option Set New page will appear. Please provide the following details about the
global option set on this page:

o Display Name: The Display name of the option set

o Name: The unique schema name of the option set

o Description: The description of the option set
Thereafter, click on the add button (a green plus sign) under the Options section to
add option texts in the option set. Populate the following fields for each option:

o Label: The display text for the option. This can be modified any time
after creation.

o Description: A description about the option. This is optional.

o Value: This will be autopopulated with a predefined value. This value is
based on the Option Value Prefix value of the publisher of this solution.
Every time an option value is added to the global option set, a unique value
is created by autoincrementing the number after Option Value Prefix.

In a default solution, the Option Value Prefix value
i will be 10,000.

Although, this value can be edited, it is best practice to accept the
autogenerated value.

| |,| Option Set
7 New
Schema

Display Mame * |Custan1er5egment Mame * packt_|CustomerSegment

Description

Options

'{IF' B & 9 ?l f.f!.l Label * IBanze
Platinum Value * |z00,000,003
Gold

Silver

Bronze Description

235



http:///

Entity Customizations

7. After adding all the option texts, click on the Save and Close button in the top ribbon.

8. Then, select the option set added in the list of options sets and click on the Publish
button in the actions menu as shown in the following screenshot:

Solution: Packt Solution COMPONEnt Type |Option Set

#7 Infarmation — .
8}" jl‘\lew jhdd Existing )( Delete i Remove _ﬁpuhlish Déjshuw Dependencies
4 Components

= Entities ¥ | Display Name | Mame | Type

.F.j Customer Segment packt_customersegment Option Set

& Client Extensions
@] Web Resources
T Processes

Global option sets are available to be used in every entity form. The label of every option text
is the display format for the option and the value part is a numerical value and is what gets
stored in the database.

To use a global option set for an entity field, navigate to the entity Fields section of an
unmanaged solution or default solution and click on New. In the new custom field form
provide/specify the Type value as Option Set and set the Use Existing Option Set field to
Yes. Finally, set the Option Set value to the global option set. Then save and close the form:

Type
Type * | Option set =]

Use Existing Option Set & Yes ( Mo

Option Set ™ |Customer Segment LI| Edit | | Hew

Default Value |Brcur|ze ;I

The global option set can be modified by clicking on the Edit button in the previous screenshot
or a new one can be created by clicking on the New button.

Not all existing option sets can be edited. Only those option sets that
*  are customizable can be edited. To check whether a global option is
% customizable, navigate to Components | Option Sets of the solution and
"~ check the Customizable column value for the option set. Set the View
drop-down box to All in the actions toolbar.

A global option set can be deleted permanently from the Dynamics CRM system using the
Delete button in the toolbar menu of the global option set.
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Creating a new one-to-many (1:N) or

many-to-one (N:1) relationship

In this recipe, we will discuss the various entity types possible between two entities in
Dynamics CRM 2011 and how to create a one-to-many or many-to-one relationship between
two entities.

Getting ready

Dynamics CRM 2011 supports two types of relationships between two entities:

» One-to-many (1:N) or many-to-one (N:1): An example of this relationship would be,
an Account can have many Leads linked to it. If it is viewed from the other side, the
relationship would be many Leads can be linked to one Account.

» Many-to-many (N:N): An example of this relationship would be, an Account can be
linked to many Marketing Lists and a Marketing List can have many Accounts.

These are illustrated in the following diagram:

' Account i,—F Lead

The 1:N self-referencing relationship is also supported. An example would be an Account
can be the parent of many other Accounts. The Parent Account field in the Account entity
represents a 1:N self-referential relationship.

Marketing List |,

The 1:1 relationship type is not supported in Dynamics CRM 2011.

How to do it...

Let us consider a scenario where we will create a one-to-many (1:N) relationship between

a custom entity Region and a business entity Account. This relationship can be viewed as
many-to-one (N:1) between Account and Region as well. The same recipe can be followed to
create a one-to-many (1:N) or many-to-one (N:1) relationship between any two entities.

Please follow the next steps to create a new one-to-many (1:N) relationship between Region
and Account:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.
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3. Then double-click on the unmanaged solution to open it.

4. Navigate to the Region entity's 1:N Relationships section by going to Components |
Entities | Region | 1:N Relationships.

5. Then click on the New 1-to-Many Relationship button in the actions toolbar as shown
in the following screenshot:

@ Information -
5 Mew 1-to-Many Relationship }( Mare Actions =

i Components — - — o
4 T Entities chema Mame | Primary Entity

__} Arcount - rj’ packt_region_activityParti.,, Region

.ok Custom Activity I~ -tj] packt_region_ActivityFoin... Region
4 I 'E_'|1 packt_region_annotations Region
Farms

|_J:_',] packt_region_Appointme.. Region

Views
jll'l Chart |_ "5_11 packt_region_sAsyncOper... Region
il arts o i
| Fields [T =5 packt_region_BulkDelete.. Region
x4 L:M Relationships [T =5 packt_region_connectionsl  Regian
4 Ml Eelationships I_I_,] packt_reglon_connections2 Reglon

23 M:N Relationships [T =5 packt_region_DuplicateB.. Region

6. The Relationship New page will open. Provide the following details on this page:

Settings Description

Relationship Definition

Primary Entity This is the primary or parent entity in the relationship. In a 1:N relationship
creation, this would be the current entity and would not be modifiable.
In an N:1 relationship creation, this field would be a drop-down list of all
available entities.

Related Entity This is the child entity in the relationship. In a 1:N relationship creation,
this field would be a drop-down list of all the available entities. But in an
N:1 relationship creation, this would be the current entity and would not be
modifiable.

Name This is the schema name for the relationship. Dynamics CRM
autopopulates the name, which can be modified.

Lookup Field

Display Name This is the name of the lookup field that will appear on the related or child
entity records.

Name This is the schema name of the lookup field.

Requirement This is the requirement level for the lookup field.

Level

Description This field will bear a description of the lookup field.
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Settings Description
Navigation Pane Item for Primary Entity
Display Option This determines whether a link for the list of child records will be visible in

the parent entities record. We can select from the following options:

» Do not Display: This means the primary entity form will not display
this relationship

» Use Custom Label: This means the primary entity form will display a
custom label in the form

» Use Plural Name: This means the primary entity form will display
the plural name of the child entity
Display Area This is the display area in the parent entity's form where the link to child
records list would appear.
We can select from the following options:

» Details: The Details area of the navigation pane of the parent entity
form will display the link for a list of associated child entity records

» Marketing: The Marketing area of the navigation pane of the
parent entity form will display the link for a list of associated child
entity records

» Sales: The Sales area of the navigation pane of the parent entity
form will display the link for a list of associated child entity records

» Services: The Services area of the navigation pane of the parent
entity form will display the link for a list of associated child entity

records
Custom Label If Use Custom Label is selected in Display Option, provide a label here.
Display Order Within each of the navigation pane areas we can control the display order.

The entity relationship with the lowest value will appear above the others.

Relationship Behavior

Type of Behavior This defines how changes made to the parent record will affect the
child record.
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These settings are illustrated in the following screenshot:

General

Relationship Definition

Primary Entity * Ii'-.--Jl--n _—I Related Entity * rﬁ
Mame * ||1 ickt_packt_region_account

Lookup Field

Display Mame * |Account Fegion Mame * packt_regionsid
Requirement Level * IEusiness Recommended _ﬂ

Description Unique identifier for Region associated with Account,

Navigation Pane Item for Primary Entity

Display Optian * [Use Plural Name =1 customtaper* |
Display Area * IDEtaiH ;I Display Order * IL0,0CIO

Relationship Behavior

Type of Behavior * |Referent|a| ;I
Assign * I Cascade Mone _—l Reparent * _ascade None -
Share * | Cascade None z‘ Delete ™ IP—'m-'- e Link 'l
Unshare * | cascade Hone =] Merge® -

7. Then click on the Save and Close button in the top ribbon to create the new
relationship and save it.

One-to-many or many-to-one relationships are common in the Dynamics CRM system. If an
entity "X" is linked to another entity "Y" via a one-to-many relationship, the entity "Y" is linked
to the entity "X" via the many-to-one relationship. Despite the fact that there are two separate
relationship options, that is, 1:N and N:1, it is not needed to create both for any two entities.
Once we create one of these relationships, the other one automatically exists.

When we create lookup fields in an entity, a many-to-one relationship is automatically created
between the current entity and the entity to be looked up.

The type of behavior is a very important feature of one-to-many or many-to-one relationship.
This, however, does not exist for many-to-many relationships. The type of behavior decides
how the change made to the parent entity will cascade down to the related child entity records
for various actions. The possible types of behavior are as follows:
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Type of behavior Description

Parental This cascades all changes from the parent record to child records.

Referential This does not cascade any change from the parent record to the
child records. This is the default behavior type.

Referential, Restrict This does not cascade any change from the parent record to the

Delete child record; however, it does prohibit parent records from being

Configurable Cascading This allows us to set the cascading behavior rules for six behavior

deleted if there are associated child records.

actions.

Behavior actions are six different actions that are performed on the related or child entity
records when the same action has been performed on a primary entity record. The six
behavior actions are as follows:

>

>

Assign

Share

Unshare (revoking Share)

Reparent (associating with a new parent record)
Delete

Merge

Different cascading behavior rules can be applied to each of the six behavior actions:

Cascade All: This cascades changes made to the parent record to all child records

Cascade Active: This cascades changes made to the parent record to all active
child records

Cascade User-owned: This cascades changes made to the parent record to all child
records having the same owner as of the parent record

Cascade None: This does not cascade the change to the child record

Remove Link: When the parent record is deleted, this rule removes the link of the
parent record from the child record, instead of deleting the child records

Restrict: This does not allow the parent record to be deleted if it contains any
associated child records
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The following table describes the applicable Behavior Actions options against
Behavior Rules:

Behavior Actions Assign Share Unshare Reparent Delete Merge
Behavior Rules

Cascade All V V V \ \ \
Cascade Active N \ \ \

Cascade User-owned \ \/ \

Cascade None \ \ \ \ \

Remove Link ~

Restrict \

Creating a new many-to-many (N:N)

relationship

In the previous recipe, we discussed how to create a one-to-many relationship between two
entities and in this recipe, we will discuss how to create a many-to-many (N:N) relationship
between two entities.

How to do it...

Let us consider a scenario where we will create a many-to-many relationship between a
custom entity Region and a business entity Account. This means a Region can be linked to
many Accounts and many Regions can be linked to one Account. The same recipe can be
followed to create a many-to-many relationship between any two entities.

Perform the following steps to create a new many-to-many relationship between Region
and Account:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.

4. Navigate to the Region entity's many-to-many relationships section by going to
Components | Entities | Region | N: N Relationships.

5. Then click on the New Many-to-Many-Relationship button in the actions toolbar as
shown in the following screenshot:
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& Intormation = . i
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6. The Relationship New page will open. Provide the following details on this page:

Setting Description

Current Entity

Entity Name This is the name of the current entity.

Display Option This determines how a link for the list of associated entities would be

visible in a current entity form. We can select from the following options:

» Do not Display: This means that the current entity form will not
display this relationship

» Use Custom Label: This means that the current entity form will
display a custom label in the form

» Use Plural Name: This means that the current entity form will
display the plural name of the child entity

Display Area This is the display area in the current entity's form where the link to
associated records list would appear.

We can select from the following options:

» Details: The Details area of the navigation pane of the current
entity form will display the link for list of associated entity records

» Marketing: The Marketing area of the navigation pane of the
current entity form will display the link for list of associated
entity records

» Sales: The Sales area of the navigation pane of the current entity
form will display the link for list of associated entity records

» Services: The Services area of the navigation pane of the
current entity form will display the link for list of associated
entity records

Custom Label If Use Custom Label is selected in Display Option, provide a label here.
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Setting

Description

Display Order

Within each of the navigation pane areas we can control the display
order. The entity relationship with the lowest value will appear above the
others.

Other Entity

Entity Name
Display Option

Display Area

Custom Label
Display Order

This is the name of the associated entity.

This determines how a link for the list of current entities would be visible
in an associated entity form. The options are similar to the current entity
display options.

This is the display area in the associated entity form where the link to
current records list would appear. The options are similar to the current
entity display area.

If Use Custom Label is selected in Display Option, provide a label here.

Within each of the navigation pane areas we can control the display
order. The entity relationship with the lowest value will appear above the
others.

Relationship Definition

Name

Relationship Entity
Name

This is the schema name of the relationship.
This is the schema name of the relationship entity.

This is illustrated in the following screenshot:

General

Current Entity
Entity Mame *
Display Option *

Display Area *

Other Entity
Entity Mame *
Display Option *

Display Area *

Relationship Definition

Mame *

Relationship Entity Mame *

| Region =l

|Use Plural Mame ;I Custom Label *

| Details _=|  Display Order* 10,000

|Account ;I

|Use Plural Mame ;l Custom Label *

| Details _=|  Display Order* 10,000

packt_packt_region_account

packt_ packt_region_account
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7. If Display Option for Current Entity or Other Entity is set as Do not Display, an
advanced find query cannot be created from the related entity using the N:N
relationship. The following table describes this behavior in detail:

Display Option for Current

Display Option for Other

Advanced find query can

Entity (Region) Entity (Account) be created from the entity
Use Custom Label / Use Use Custom Label / Use Both Region and Account
Plural Name Plural Name

Do not Display Use Custom Label / Use Region alone

Use Custom Label / Use
Plural Name

Do not Display

Plural Name
Do not Display

Do not Display

Account alone

None

Chapter 6

8. Then click on the Save and Close button in the top ribbon to create the new
relationship and save it.

Many-to-many relationships enable you to establish a link between many records of one entity
and many records of another entity. Unlike one-to-many relationships, there is no lookup field
on either entity. Related records using a many-to-many relationship can be considered peers
and the relationship its reciprocal. A many-to-many relationship may also be self-referential.
As there is no cascading behavior involved in many-to-many relationships, we can allow an
individual record to have a reference to itself.

With an N:N relationship, we cannot import data using Import Data Wizard and link them
using the N:N relationship. For example, we cannot import a set of accounts and associate
them with different Region records.

Moreover, we cannot execute any workflow against an N:N relationship. For example,
we cannot execute a notification workflow when an Account is added to a Region.

Finally, in an advanced find query, the columns of only one entity from an N:N relationship
alone can be added. For example, if we are creating an advance find query for the Region
entity, only the Region entity columns can be added for a query defined using the native
N:N relationship.
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There's more...

The N:N relationship defined in this recipe, is usually known as the native many-to-many
relationship. There is another way to create a many-to-many relationship between two entities
in Dynamics CRM 2011 and it is known as a manual many-to-many relationship. Using a
combination of two N:1 relationships, which shares a common intersect entity, a manual

N:N relationship can be established between the two entities.

In this recipe our native N:N relationship is where one Region can be linked to many Accounts
and many Regions can be linked to one Account. Now, instead of creating a direct N:N
relationship, we can introduce an intersection entity called "Office" between the Region and
Account entity. We can create an N:1 relationship between the intersect entity "Office" and
Region as there can be many offices in one Region. Another N:1 relationship can be created
between the intersect entity "Office" and the Account entity as many Offices can be linked to
one Account or, in other words, an Account can have many Offices:

Region Account

Native N:N Relationship

Region Office Account

Manual N:N Relationship

In one sense both these types of N:N relationships are the same. But in Dynamics CRM
2011, the manual N:N relationship provides some additional benefits and hence, it is worth
considering. The benefits with manual N:N relationships are as follows:

» Data can be imported using Import Data Wizard and linked to each other. Manual
N:N relationships are based on two lookup fields (N:1 relationships). Lookup fields
are supported in data import using Import Data Wizard.

» Workflows can be executed on the intersect entity (Office). Hence, it is possible to find
out when an Account's Office is added to a Region.

» An advanced find view on the intersect entity (Office) can include columns from both
the Region and Account entities.
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Creating a relationship field mapping

When we establish a one-to-many or many-to-one relationship between two entities, Dynamics
CRM 2011 allows us to create field mappings to reduce the data entry required when a record
is created within the context of a primary record. In this recipe, we will discuss how to create
relationship field mapping in the Dynamics CRM 2011 system.

How to do it...

Let us consider that we have created a one-to-many relationship between two entities Account
and Office, where one Account (primary entity) can have many Offices (related entity). Both of
these entities have a Website field. Using relationship mapping we want to make sure that
when an office record is created from the associated view on an Account form, the account
record's website entry gets automatically populated to the office record.

Please perform the following steps to create a field mapping:
1. Log in to the Dynamics CRM 2011 system as a system administrator or with a

relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.

4. Navigate to the primary entity's (Account) one-to-many relationships section by going
to Components | Entities | Account | 1:N Relationships.

5. Inthe actions toolbar, select Mappable in the Type drop-down list.

6. The view will display a list of mappable relationships with this entity. Double-click on
the relationship against which the field mapping is to be added.

7. On the Relationship form, click on Mappings under the Common section.
This will display a list of existing field mappings for this relationship.

9. To create a new field mapping, click on the New button in the actions toolbar.

10. With this the Create Field Mapping From <Primary Entity> to <Related Entity>
page will appear.
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11. Select the source field from Source Entity Fields and target field from Target Entity
Fields as shown in the following screenshot:

Create field mapping.

Source Entity Fields
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12. Click on OK to save the changes.
13. Click on Save and Close in the Relationship form.

14. Click on Publish All Customizations to publish the changes.

As stated earlier, relationship field mappings reduce the data entry effort when a related entity
record is created from a primary entity record form. In our example, if we open an account record
having data for the Website field and then create an office record from this account form using
associated view, we can see that the office record's Website field is automatically populated with
the same URL copied from the account record. This is shown in the following screenshot:
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The requirements for entity field mapping are as follows:

» Both the source and target fields must have the same data type and format.

» One target field can only be mapped on one source field, but one source field can be
mapped to multiple target fields.

» Only editable fields available on the source entity form are available for mapping.

» If both source and target fields are text fields, the target field length must be equal to
or greater than source field length.

» If both source and target fields are option sets, each of the source option numeric
value must match the target option numeric value.

In this chapter, we have discussed in detail entity creation and their relationships. In the next
chapter, we will delve into the entity forms and views. Some of the interesting recipes in the
next chapter are as follows:

» Creating a role-based form

» Creating a new public view

» Creating a user's personal view
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Form and View
Customizations

Forms and views enable the display of the entity data to the users. In the previous chapter, we
have discussed the recipes for creating and customizing an entity. Here we will delve into the
recipes for creating and customizing entity forms and views. Forms are the most commonly
used platform to display data inside the Dynamics CRM system. Hence, forms should be
carefully designed and implemented.

In this chapter, we will discuss the following recipes:

» Creating and customizing an entity main form

» Controlling form behavior using JScript

» Customizing the process-driven form (Dynamics CRM 2011 Online only)
» Creating and customizing the mobile form

» Configuring a form to be role-based

» Creating and customizing a public view

» Customizing search criteria for a Quick Find view

» Creating a user's personal view

» Deactivating or deleting a user's personal view
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Introduction

Forms are probably the most important visual element of the Dynamics CRM 2011 interface.
To find the underlying data in every entity record, the user has to open the form. Dynamics
CRM 2011 supports two types of forms:

» The main form: Dynamics CRM 2011 uses this form to allow the user to enter and
view data within the Dynamics CRM 2011 web user interface as well as the Dynamics
CRM 2011 within Microsoft Outlook interface.

One main form per entity exists by default. However, multiple
X main forms can be created for an entity. Dynamics CRM
a 2011 supports role-based forms, which means separate
i forms can be visible depending on the security roles of the
current user. Usually, multiple main forms are created when
role-based forms have to be supported.

» The mobile form: Dynamics CRM 2011 uses this form when a user is accessing CRM
from a mobile device that is compatible with HTML 4.0 using a URL such as <CRM__
server> /m, where <CRM_servers is the path of Microsoft Dynamics CRM 2011
Server. A separate form for mobile devices is useful considering the limited space
usually available on a mobile screen. A mobile form does not store data on a
mobile device.

If users try to access Dynamics CRM 2011 from an unsupported browser, they will be
redirected to the mobile form.

The following table outlines the browsers supported by Microsoft Dynamics

CRM 2011:

Browser Version / other requirements

Internet Explorer IE7 (only for the on-premises version)
IE 8, IE9
IE10 (desktop mode only)

Mozilla Firefox Latest publicly released version running on Windows 8,
Windows 7, Windows Vista, or Windows XP

Google Chrome Latest publicly released version running on Windows 8,
Windows 7, Windows Vista, or Windows XP

Apple Safari Latest publicly released version running on Mac OS X 10.7
(Lion) or 10.8 (Mountain Lion)

Detailed information about supported browsers can be found at
http://technet.microsoft.com/en-us/library/hh699710.aspx.
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Dynamics CRM 2011 also supports special variants of the main form, as follows:

>

The read-optimized form: Dynamics CRM 2011 has another type of form called

the read-optimized form. Introduced in Update Rollup 7, this form is designed for
the fast display of a record by disabling the ribbon and form scripts. This form
displays the record in the read-only mode. Read-optimized forms are disabled by
default and can be enabled by going to System | Administration | System Settings
| Customization | Form Mode.

Update Rollup 12 has introduced the following changes in read-optimized forms:

o The navigation pane for read-optimized forms is now enabled and the
navigation pane can be expanded or collapsed.

o Support for web resources has been added. A new setting in the web
resource properties, called Show this Web Resources in Read Optimized
form, has been added. This setting must be enabled for the web resources
to display in the read-optimized form. If the web resource depends on form
resources, which are not available in a read-optimized form, we should not
display it.

Read-optimized forms honor all field-level security and role-based
form definitions. If an entity has more than one form enabled, the
g read-optimized form uses the form that the user last used.

The process-driven form: The December 2012 Service Update (Polaris update) of
Dynamics CRM 2011 has introduced an enhanced read-optimized form, commonly
known as the process-driven form for the Account, Contact, Lead, Opportunity, and
Case entities. This new type of form is very useful, especially for touch devices, as
the new form is designed to contain everything in one form; there is no need to open
multiple pop ups. However, this new form type cannot be used for any entity other
than the entities listed above.

For the Account, Contact, Lead, Opportunity, and Case entities, in addition to the
information form, there will be a new form with the same name as that of the entity.
The <entity name> form will always display using the updated presentation,
regardless of the settings for read-optimized forms. However, if read-optimized
forms are enabled for the organization, the information form will also display

using the updated presentation.

These new forms are not available in an on-premises deployment of Microsoft
Dynamics CRM 2011.
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We need to use a form editor to customize a form within Dynamics CRM 2011. The form
layout definition is actually stored as an XML file called Form Xml in the SystemForm entity.
The customization.xml file exported with an unmanaged solution contains the definition
of the entity forms.

Creating and customizing an entity main form

Almost all the business entities have a customizable main form. The Activity entity does
not have any form and some entity forms such as the Case Resolution entity form are not
customizable. When a custom entity is created, one main and one mobile form are added
automatically. In this recipe, we will focus our discussion on how to customize a main form.

Getting ready

Dynamics CRM 2011 introduced a flexible layout for form design. The following diagram
outlines the typical main form layout within the Dynamics CRM 2011 system:

Form selector Entity icon Ribbon
Form Name iy t] Entity Display Name
Record Name
Task 1 ;
Task 2 | Header
Task 3 :
Related
Section
Form assistant
N g ti (Optional for some forms)
avigation
Section
Section
,,,,,,,,,,,,,,,,,,,,,,,,,, v

Footer
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The major visible components of a standard main form are as follows:

>

Ribbon: This is the top area of the form. We cannot customize this using the form
editor. We can find more information on how to customize the form ribbon in the
next chapter.

Entity icon: This displays the Icon for Entity Form icon of the entity. Itisa 32 x 32
pixel image and can be updated for an entity. Please refer to the Updating the icon of
an entity recipe in Chapter 6, Entity Customization, to modify the entity icon displayed
in entity forms.

Header and footer: The header and footer are two read-only areas of the form layout.
These two sections remain static when a user scrolls through the form data displayed
by the various tabs and sections. So any data that is required to be available to the
user irrespective of any scrolling, can be included in these sections.

Form selector: When an entity has multiple forms and the current user's security role
has access to more than one form, the form selector is displayed. The user can use
the form selector to choose a form from multiple forms available to them.

Navigation: This section allows users to navigate to related records of the current
record. We can add, modify, delete, or reorganize the link to the related entity records
using the form editor. We can also include links to URLs or web resources by adding
navigation links using the form editor.

Form assistant: It helps when we set values for lookup fields. Dynamics CRM 2011
has introduced improved capabilities to filter data returned in the lookup dialog.
Hence, the form assistant is no longer useful; the form assistant has been turned
off for all except the following three entity forms:

o Case
o Product
o Service activity
Tabs and sections: Tabs and sections allow grouping and laying out of controls in a

form. A tab can contain multiple sections. Each form can have a maximum of 100
tabs. Tabs have a vertical collapse/expand feature.

We will now take a look at the various form-body elements that can be added or associated
with an entity form:

>

Field: Each field represents an attribute of the entity. A field can be added to a form
using the form editor and the form editor allows us to add the same field multiple
times in a form. Each instance of a field in a form is known as a control. The
appearance and behavior of a control is driven by the type and formatting options of
the attribute as well as display and formatting properties set on the control, using the
form editor.
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>

Tab and section: As previously discussed, tabs and sections are used for grouping
the controls in the form. A tab can contain multiple sections within it. Each tab or
section can be assigned a name. We can choose to display the name of the tab

or section on the form or include a separator line at the top of the tab or section,
underneath the name.

A tab can have one column or two columns; when two columns are specified, the
width of each column is a percentage of the width of the tab. A section, on the other
hand, may have up to four columns and we can control the width available for control
labels to be displayed in the section as well as how labels for controls in the section
should be aligned.

Spacer: The Spacer element provides extra space between fields and controls in the
form. This is used to improve the control layout in a section.

Sub-Grid: Sub-Grid allows us to display a list of records, charts, or both.

_ The first four subgrids can be populated with data in a form when

% it loads. If more than four subgrids exist on a form, the remaining

L subgrids require some user or form script action to retrieve data.
This is for performance optimization.

IFRAME: This control provides the HTML iFrame element in the form. Using the
control, we can host another web page within the Dynamics CRM 2011 entity form.
The form editor provides the ability to set regular iFrame properties along with
properties specific to Dynamics CRM 2011.

Web Resource: This control displays a form-enabled web resource to be displayed
on the page. A form-enabled web resource includes a web page (HTML), image (JPG,
PNG, GIF, ICO), or Silverlight (XAP) resource. The web resource contents are hosted
within Dynamics CRM 2011.

Notes: If the entity uses notes and attachments, we can add the Notes control
into the form. This control can only be added if the entity has Notes enabled in
the entity definition.

Navigation Link: This control is available only within the Navigation section of the
form. This control allows us to add a link to an external URL or web resource.

How to do it...

In this recipe, we will first discuss how to create a new main form and then discuss the
form-customization options. The customization steps can be carried out on any main form.
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The entity main form can be customized by carrying out the following tasks:

» Editing tabs

» Editing sections

» Editing fields

» Editing header and footer

» Adding subgrids

» Adding iFrames

» Adding web resources

» Editing the Navigation area

» Editing form properties

» Making the form non-customizable

In this recipe, we will discuss all the previously stated tasks one after the other. Please follow
these steps to customize the main form for an entity:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

3. Then double-click on the unmanaged solution to open it.
4. On the expanded Solution page, navigate to Components | Entities |
<Entity> | Forms.

The next step is to create a new main form; this can be done in two ways. We will discuss both
of these here:

» Creating an entirely new main form: Go to New | Main Form in the actions toolbar.
This will create a new form by copying the existing main form. When the new form
pops up, click on the save button to save the form.

Solution: Packt Solution View: IAII Forms

#% Information —
& ¥ | B assign Securily Roles | ) Form Order - | More Actions -
S- Components

5 %Entities | Faorm Type | State | Customizable
. _} Account Mohile Form Main Unmanaged Trug

- i Custom Activity T J mnformation Biobile Unmanaged True
> @ Product

Main Form

Fl Region

Views
i) Charts
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» Creating a new form from an existing form: Open the existing form by
double-clicking on it. When the form launches, click on Save As in the top ribbon.
When the Save As -- Webpage Dialog window pops up, provide data for the Name
and Description fields of the new form. Finally, click on the OK button to save the
new form as shown in the following screenshot:

/A save As -- Webpage Dialog x|
Save As

Enter a name and description for the new farm,

MName * |salesperson Form|

Description & form far this entity,

oK || Cancel

Any newly created main form will be assigned only to the system
administrator and system customizer security roles by default. If this

& form is to be used by users having other security roles, assign the form
to additional security roles by following the Configuring a form to be
role-based recipe in this chapter.

To customize a main form, open the form by double-clicking on it in the forms list.

The next step is to discuss the editing of tabs in the form. Tabs are collapsible controls that

can contain section controls. The following two points will demonstrate adding a new tab and
editing tab properties:

» Adding a new tab in the form: Click on Body in the form ribbon and then click on the
Insert tab in the form. In the Insert tab, under the Tab group, select One Column to
create a one-column tab, or Two Columns to create a two-column tab:

b [ b o Lol Spacer
| Ll Lalalsl [NERN| Ij |_,|__| I__.| ] H[FF‘.J\ME

One Two Three Four One Two Sub-Grid _ Web Mavigation
Column Columns Columns Columns | Column Columns Resource Motes Link
Section Tab Cantral

If we add a tab, Dynamics CRM 2011 will automatically add a section for
each column.
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To remove any control in an entity form, use the Delete key
on the keyboard. Alternatively, the Remove button in the
’ ribbon can also be used.

» Editing tab properties: Select the tab control and then click on the Change
Properties button in the form ribbon. The Tab Properties page will open with the
following properties being modifiable:

Tab property Description

Under the Display tab

Name The unique name of the tab.

Label The display label for this tab. This text will appear on
the form.

Show the label of this tab on  This determines whether the label defined for this tab will be

the Form displayed on the form. Select this option to enable the display
of the tab's label on the form.

Expand this tab by default If selected, the tab control will be displayed in expanded
mode by default.

Visible by default If selected, the tab control will be visible by default in
the form.

Under the Formatting tab

Select tab layout Choose between One Column and Two Columns to define
the layout of the tab.
Column 1 width If the Two Columns option is selected in the tab layout, we

can specify the width of column 1 as a percentage.

Column 2 width If the Two Columns option is selected in the tab layout, we
can specify the width of column 2 as a percentage.

The Events properties

Scripts libraries can be linked to the tab. The scripts
functions will be called on the TabStateChange event.

Next we will see the editing of a section in a tab. A section contains fields in the form.
The following two sections will demonstrate adding a section in a form and editing the
section's properties:

» Adding a section in the form: Select the tab control where the new section is to be
added and then click on the Insert tab in the form ribbon. Thereafter, click on One
Column, Two Columns, Three Columns, or Four Columns under the Section group
depending on whether a section with one, two, three, or four columns is to be added.
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» Editing section properties: Select the section control and then click on the Change
Properties button in the form ribbon. The Section Properties page will open and the

following properties will be modifiable:

Section property

Description

Under the Display tab

Name
Label
Show the label of this

section on the Form
Show a line at top of the
section

Width

Visible by default

Lock the section of the Form

The unique name of the tab.
The display label for this tab. This text will appear on the form.

This determines whether the label defined for this section
will be displayed on the form. Select this option to enable the
display of the section's label on the form.

If selected, a divider line will be displayed underneath the
name of the section.

Specify the width of the label area of the fields in this field.
The width must be set between 50 and 250 pixels.

If selected, the section control will be visible by default on the
form.

If selected, the section would be locked in the form.

Under the Formatting tab

Layout

Field label alignment

Choose from among One Column, Two Columns, Three
Columns, and Four Columns to define the layout of the
section control.

Select between the Left and Right alignments for the field
labels in the section control.

Next we will take a look at edit

ing a field in the section:

» Adding a field in a section: Select the section where the field has to be added.
Thereafter, find the field in the right-hand side Field Explorer pane. By default, the

Field Explorer pane d

isplays all unused fields in the form. If we want to add a field

that is already used in the form, uncheck the Only show unused fields checkbox as
shown in the following screenshot:

>

Filter | Al Fields =l

¥ Only show unused fields I

" | Business Zone

] Created By
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After selecting the field in Field Explorer, move the field by pressing the left mouse
button and drop the field in the intended column of the section. The red line on top

of the column indicates that the column has been selected. Now drop the field on the

selected column.

_________________________________________________________

R | = o T

» Editing field properties: To edit the form-level properties of the field, select the field
and then click on the Change Properties button in the form ribbon. Then the Field
Properties pop up will open and the following properties can be modified:

Field property

Description

Under the Display tab

Label

Display Label on the form

Field is read-only

Lock the field on the form
Visible by default

Here you can edit the display name of the field on the form. By
default, the display name of the field will be displayed there,
which can be edited to provide a new display name for the
field on the form.

This determines whether the display name of the field is to be
displayed in the form.

This determines whether a field is to be read-only for the users
in the form.

This determines whether the field is to be locked on the form.
This determines the default visibility of the control in the form.

Under the Formatting tab

Layout

This determines the width of this field on the form. The width
of a field depends on the layout settings of the section it is in.

The Details properties

This tab displays the details of the field definition. Click on the
Edit button to modify those properties of the field definition
that can be modified.

The Event properties

Script libraries can be linked to the tab. The scripts' functions
will be called on the OnChange event.
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If the field is of type Lookup (N:1 relationship with another entity), then there exists
an additional set of properties in the Field Properties list. These properties can be
set to save the user's time, find the appropriate parent record, or to restrict the user
to select among a subset of records in the parent entity. The following form-level
properties of the lookup field can be edited:

Property name

Description

Turn off automatic
resolutions in the field

Disable most recently used
items for this field

Related Record Filtering

Additional properties

If this setting is disabled (not selected) and if a user enters a
partial value for the lookup field and tabs away, Dynamics CRM
2011 will try to autopopulate the lookup field.

This property is not supported for process-driven forms of
Microsoft Dynamics CRM 2011 Online.

If this setting is disabled (not selected), Dynamics CRM 2011
will automatically provide a list of recently selected values for
the user to choose from.

This property is not supported for process-driven forms of
Microsoft Dynamics CRM 2011 Online.

This setting provides a way to limit the list of records that the
user can choose from. The list under the Only show records
where heading displays all the potential relationships that can
be used to filter this lookup. Once a record is selected, the list
under the Contains heading will display all relationships that
connect the related entity (selected in the first list) to the target
entity.

Select the Allow users to turn off filter checkbox to provide
users with the option to turn off the filter defined here. This
makes it possible for them to view a wider range of records.

This setting controls how much search flexibility the user will
have in terms of changing among various views and searching
the record with a search box.

Select the Display Search Box in lookup dialog checkbox if you
want a search box to be available in the lookup.

In the Default View list, select the default view for which results
will be displayed in the lookup.

Finally, choose the views we want users to have access to in the
lookup, using the View Selector list.

» Adding a new entity field and then adding it to the form: A new field can also be
created and then added to the entity from the form. To create a new field, click on
the New Field button at the bottom of the Field Explorer pane. This will launch the
new field pop up. Thereafter, follow the Creating a custom field for an entity recipe in
Chapter 6, Entity Customization, to add the new field in the entity.
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Next we will delve into editing headers and footers.

To edit the header or footer of the form, click on the Header or Footer button in the form
ribbon and the section will be focused automatically. Then click on Change Properties in the
ribbon. The Header Properties or Footer Properties page will pop up and we can edit the

following settings:

Header/footer property

Description

Under the Display tab

Width

Lock the section of the Form

Specify the width field label area here. The width must be set
between 50 and 250 pixels.

This setting is selected by default and cannot be modified.
This setting determines whether the section would be locked
in the form or not.

Under the Formatting tab

Layout

Field Label Alignment

Field Label Position

Here you can choose from among One Column, Two Columns,
Three Columns, and Four Columns to define the layout of the
header/footer control.

Select from the Left (default), Right, or Center alignment for
the field labels in the header/footer control.
Select between Side (default) and Top to specify whether the

field label in this section will be on the left-hand side or above
the field.

Fields can be added to the header or footer controls in the same way they are added in any

section control in the form.

Next we will look at how to add subgrids. The Sub-Grid control displays related entity records
in the form body, using the following steps:

1. Select the section control where the subgrid is to be added in the form.

2. Then click on the Sub-Grid button under the Insert tab in the form ribbon. This
will bring up the List or Chart Properties page, where we can specify the following

properties of a subgrid:

Subgrid property

Description

Under the Display tab

Name
Label

Display label on the Form

The unique name of the subgrid control.

The display text of the subgrid. This text will be displayed
on the form.

Select to confirm that the Label text will be displayed on
the form.
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Subgrid property

Description

Data Source

Display Search Box
Display Index

View Selector

Chart Options

This specifies the primary data source of the subgrid.

The Records list allows us to select between Only Related
Records (to set only entities having a relationship to the
current entity) and All Record Types (to set all available
entities).

We can choose the related entity from the Entity list. This
list content will vary based on the earlier list's selection.

The Default View list allows us to choose which view is to
be displayed in the subgrid.

Select this setting to display the search box in the subgrid.

Select this setting to display the alphabetic index record
selector in the subgrid.

This property is not supported for process-driven forms of
Microsoft Dynamics CRM 2011 Online.

Select this setting to display the view selector in the
subgrid.

This property is not supported for process-driven forms of
Microsoft Dynamics CRM 2011 Online.

Select whether to display a chart selector along with a
default chart or show only a specified chart in place of the
subgrid.

This property is not supported for process-driven forms of
Microsoft Dynamics CRM 2011 Online.

Under the Formatting tab

Layout

Number of Rows

Automatically expand to use
available space

Choose from among One Column, Two Columns, Three
Columns, and Four Columns to define the layout of the
subgrid control.

Select the maximum number of rows to be displayed in the
subgrid control. The number of rows has to be between 2
and 250.

Select this setting to enable automatic expansion of the
subgrid to use available space in the form.
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iFrames or Inline Frames are HTML documents embedded inside the Dynamics CRM entity
form. The following steps will guide you through adding an iFrame in the form:

Select the section control where the iFrame is to be added in the form.

Then click on the IFRAME button under the Insert tab in the form ribbon. This will
bring up the Add an IFRAME page, where we can specify the following properties of

an iFrame:

iFrame property

Description

Under the General tab

Name
URL

Pass record object-type code
and unique identifier as
parameters

Label
Display label on the Form

Restrict cross-frame scripting,
where supported

Visible by default

The unique name of the iFrame control.

The URL of the HTML document to be displayed in the
iFrame control.

Select this option to pass contextual information entity
object-type code and the record's unique identifier to the
iFrame.

Read more about this in the How it works... section of this
recipe.

Here, specify the display text for the iFrame.

Select this setting to display the label on the form.

This checkbox is selected by default. We can remove this
restriction only if we are certain that the HTML document/

site we are using as the target of the iFrame can be
trusted.

Select this setting to make the iFrame visible by default on
the form.

Under the Formatting tab

Layout

Number of Rows

Automatically expand to use
available space

Scrolling
Display Border

Choose from among One Column, Two Columns, Three
Columns, and Four Columns to define the layout of the
iFrame control.

Select the maximum number of rows the iFrame control
occupies on the form. The number of rows has to be
between 1 and 40.

Select this setting to enable automatic expansion of the
iFrame control to use the available space in the form.

Select the scrolling option for the iFrame content display.

Specify whether a border for the iFrame control is to be
displayed.
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Web resources represent files that can be used to extend the Microsoft Dynamics CRM 2011
web application, such as HTML files, Image files, JScript library, and Silverlight applications.
The following steps can be used to add a web resource in the form:

1. Select the section control where the web resource is to be added in the form.

2. Then click on the Web Resource button under the Insert tab in the form ribbon.
This will bring up the Add Web Resource page, where we can specify the following
properties of a web resource:

Web resource property Description

Under the General tab

Web Resource Lookup to find a form-enabled web resource.

Name The unique name for the web resource.

Label Specify the display text for the web resource here.
Display label on the Form Select this setting to display the label on the form.
Visibility by default Select this setting to make the web resource visible by

default on the form.
Show this web resource in Read- Select this setting if the web resource is to be displayed in

Optimized Form the read-optimized form.
Under the Formatting tab
Layout Choose from among One Column, Two Columns, Three

Columns, and Four Columns to define the layout of the
web resource control.

Number of Rows Select the maximum number of rows the web resource
control occupies on the form. The number of rows has to
be between 1 and 40.

Automatically expand to use Select this setting to enable automatic expansion of the

available space web resource control to use the available space in the
form.

Scrolling Select the scrolling option for the web resource content
display.

Display Border Specify here whether a border for the web resource control

is to be displayed.

The Dependencies properties

Select the fields from the Available fields list that are
required by the web resource, and then click on the [ > |
(add selected records) button to move the selected fields
to the Dependent fields list.
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The navigation area displays entities that are related to the current entity. Each relationship
has a Label property and in this navigation section this Label property is displayed by default.
However, the display name for the related entity can be changed. This display name does not
update the Label property of the relationship. In order to edit the navigation area, perform the

following steps:

Select the Navigation button in the form ribbon.

The navigation section will be enabled. Then click on any relationship label and
select Change Properties to edit the display text. This will bring up the Relationship

Properties page.

3. Modify the Label field here.

Next we will edit the form properties; in order to do this, click on the Form Properties button
in the form ribbon and the Form Properties page will pop up. The following properties can be

edited there:

Form property

Description

The Event properties

Add or remove the JScript libraries that will be available for
the form or field events.

Under the Display tab

Form Name

Description
Show navigation items

The display name for the form. Modify this to rename
the form.

Specify a description for this form here.

Select this setting to display the page navigation in
the form.

The Parameters properties

Add query string parameters to be passed to the form.
Click on the green plus sign to add a query string. We have
to provide a Name value and select a Type value of the
query string parameter.

The Non- Event Dependencies properties

Select the fields from the Available fields list that are
required by any external, non-event scripts, and then click
on the [ >> | (add selected records) button to move the
selected fields to the Dependent fields list. These fields
will not be removable from the form.
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Lastly, making a form non-customizable restricts any future customization of the form.
Therefore, to make a form non-customizable, perform the following steps:

1. Select the Managed Properties button in the form ribbon.

2. The Managed Properties of System Form: Form web page dialog will pop up. In this
page, mark Customizable as False.

After making any changes to an entity form, the form has to be
saved and published. Use the Publish button in the form ribbon to
T~ publish the changes.

Web resources and iFrames are not displayed using the Microsoft Dynamics CRM 2011 for
Outlook reading pane, but iFrames are displayed in read-optimized forms. When the Pass
record object-type code and unique identifier as parameters setting is enabled, iFrames
allow the form to pass the following contextual parameters to itself:

Parameter name Description
typename The name of the entity.
type This takes in the entity type code, which is an

integer value to uniquely identify an entity in a
specific organization.

Id A GUID that represents a record.
orgname The organization's name.
userlcid The user's language code.
orglcid The organization's language code.

The list of entity type codes can be found at http://msdn.microsoft.com/en-us/
library/gg328086.aspx. The key points about entity type codes are as follows:

» Type codes below 10,000 are reserved for out-of-the-box entities.

» Custom entities will have a type code greater than or equal to 10,000.

» Custom entities' type codes might change during solution import. Hence the
type codes of a custom entity might be different in the development and
test environments.

» The entity codes are stored in the Dynamics CRM database and can be retrieved from
the EntityView table of the <OrganizationName> MSCRM database.
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Controlling form behavior using JScript

Form scripting allows us to perform a variety of actions such as enforcing custom field
validation and automation and displaying values for calculated fields within a form in the
Microsoft Dynamics CRM 2011 system. Most of the time, performing actions on data that is
available on the client side offers better performance than using methods, which require data
to be saved by the user, and then performing actions on the web server.

Dynamics CRM 2011 forms support scripts written using JScript and can be associated with
the following two form events:

» OnLoad: This event is triggered when the form is loaded. This event is usually used to
initialize the form for use.

» OnSave: This event is triggered when a user tries to save the form data. This event
is usually used for data validation. Scripts associated with this event can cancel the
save before it is sent back to the server.

Additionally, each field in a Dynamics CRM 2011 form provides access to the OnChange
event. This event is triggered whenever a user changes data in the field or clicks a different
form element (meaning, the field loses focus). This event can be used to validate the

field data, perform calculations to change other fields, or implement dynamic pick lists
(drop-down lists).

Update Rollup 12 and December 2012 Service Update (Polaris update) have introduced the
following exceptions to the behavior of triggering the OnChange event for the Two-Option
fields that are formatted to use radio buttons or checkboxes:

» If a Two-Option field is formatted to use radio buttons, the onChange event occurs
immediately without requiring that field to lose focus.

» If a Two-Option field is formatted to use checkboxes, the OnChange event occurs
immediately without requiring that field to lose focus, except when the browser is
Internet Explorer 7 or 8.

The onChange event does not fire if the field value is modified programmatically using the
setValue method. To handle this scenario, we can use the fireOnChange method in
the code.

How to do it...

Please perform the following steps to add scripts in a Dynamics CRM form:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.
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Then double-click on the unmanaged solution to open it.

In the expanded solution page, navigate to Components | Entities | <Entity> |
Forms. Double-click on the form where the script is to be used.

When the form designer opens up, click on Form Properties in the form ribbon.

In the Form Properties dialog, click on the Add button in the actions toolbar of the
Form Libraries section.

The Look Up Record view will open up, and from this view the web resources can be
added to the form library. Select a JScript web resource from the grid, if the JScript
web resource is already added.

Otherwise, click on the New button present at the bottom-left side of the view to add
a new web resource. The Web Resource: New page will appear. In this page, provide
the following information:

Web resource property Value to be provided

Under the General tab

Name The schema name of the script-type web resource

Display Name The display name of the web resource. Optional but
recommended

Description Optionally enter some descriptive text about the web resource

Under the Content tab

Type Select Script (JScript) from the drop-down list

Language Select the language of the web resource from the drop-down
list

Uploaded File Click on the Browse button if you wish to upload the already

saved JScript file

10.
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Then click on the Text Editor button associated with Type. This will bring up the Edit
Content dialog. Add the JScript methods in the Source section.

After adding the JScript to the web resource, click on the Save button in the Web
Resource: New form ribbon. Thereafter, publish this web resource by clicking the
Publish button in the ribbon. Finally, close the form.

Click on OK in the Look Up Record dialog. Now we can find the web resource added
to the form libraries.

Below Form Libraries, in the Event Handlers section, choose the following options:

o Control: Select Form to add a script to form events. Select any form fields to
add a script to the field event.

o Event: If the Form control was selected, then we have to select between the
OnLoad and OnSave events depending on which event we want to add our
script to.
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11. Thereafter, click on the Add button in the Event Handlers section. The Handler
Properties window will pop up. In the Details tab, provide the following inputs:

o Library: Select an item from the form library
o Function: Select the JScript method to be called from the selected library

o Enabled: Select the Enabled checkbox to make the JScript method available
to be called by a field event

o Pass execution context as first parameter: Select this option if the
execution context is to be passed as the first parameter

o Comma separated list of parameters that will be passed to the function:
A comma separated list of parameters to be passed to the JScript method

12. Then, in the Dependencies tab, add the fields using the [ >= | (add selected
records) button, which is used by the current script, from the Available fields
list to Dependent fields.

Up to 50 event handlers per event can be defined. Each handler is
executed in the order that it is displayed on the Events tab of the
g form element's properties dialog box.

13. Finally, save and publish the form.

14. The script can be tested in three modes of a form: create, update, and read-only.
In the form designer ribbon, click on Preview and then select Create Form, Update
Form, or Read-Only Form.

Scripts are added to a form or form fields to implement behaviors that are not available out
of the box with Dynamics CRM 2011. Microsoft Dynamics CRM 2011 recommends the use
of the Xrm. Page object model methods to access the form elements. Though for backward
compatibility Dynamics CRM 2011 still supports crmForm, this support is expected to be
withdrawn in the next major release of Microsoft Dynamics CRM.

Update Rollup 12 and December 2012 Service Update (Polaris update) support browsers
other than Internet Explorer. Hence it is required that form scripts should also support

W3C standards so that the script can also work in other browsers. This requires removal of
dependencies on HTML components (HTC) that are specific to Internet Explorer. To identify
potential issues with custom JScript libraries, Microsoft has released a tool known as
Microsoft Dynamics CRM 2011 Custom Code Validation Tool. It is highly recommended to
validate any custom JScript using this tool before applying them. The tool can be downloaded
from the following URL:

http://www.microsoft.com/en-us/download/details.aspx?id=30151
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However, to continue support for HTC, Update Rollup 12 and December 2012 Service Update
(Polaris update) have both introduced an organization-level setting called Include HTC
support in Microsoft Dynamics CRM Forms. For Microsoft Dynamics CRM 2011 Online
organizations, the setting is turned "off" by default. But for on-premises organizations, the
setting is turned "on" by default.

To modify the value of this setting, navigate to Settings | System | System Settings |
Customization and then select or unselect the Include HTC support in Microsoft
Dynamics CRM Forms setting.

Enabling HTC support will not allow the newer versions of Internet Explorer to

provide the best possible performance. Internet Explorer 10 does not support
i HTC components. Support for HTC will be removed in the next major release

of Microsoft Dynamics CRM.

Modifying Microsoft Dynamics CRM 2011 application pages or forms using jQuery is not
supported. The only supported use of jQuery in the Microsoft Dynamics CRM 2011 is the
use of the jQuery.ajax method to retrieve data from the REST endpoint.

There's more...

In addition to the events discussed in this recipe, Microsoft Dynamics CRM 2011 supports
two more events:

» TabStateChange: This event is triggered when a tab is expanded or collapsed

» OnReadyStateComplete: This event is triggered when the contents of any iFrame
have completed loading

Customizing the process-driven form

(Dynamics CRM 2011 Online only)

In this recipe, we will discuss how to customize the process-driven forms available in Microsoft
Dynamics CRM 2011 Online.

Getting ready

The process-driven forms introduced in the Polaris update of Microsoft Dynamics CRM 2011
uses most of the elements described in the standard form. However, there are a few changes
as shown in the following diagram:
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The following are the changes introduced in this new type of form:

» Command bar: A process-driven form does not have any ribbon; instead, it has a fixed
set of commands for each entity and these are known as command bar controls.
Some important features of command-bar controls are as follows:

a These controls are record states (Active/Inactive) and are permission-aware
(security-role access). These commands do not render if the user does not
have proper permissions and they also display a different set of commands

in different states.

o Command controls cannot be extended. Any ribbon customization done will
not be applied in these process-driven forms.

Read more about ribbon customization in Chapter 8, Site Map
i and Ribbon Customization.

a Command bar controls are not solution-aware.
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The command bar provides a Switch to Classic option that displays the record in the
edit-form mode.

Header fields: The header fields in this process-driven form are displayed differently,
but defined in the form in the same way as that of the standard main form.

Unlike a standard form, a process-driven form's header fields
s allow editing.

However, a process-driven form can only display a maximum of 4 fields in the header
area. Hence, if the header contains more than one row, additional header fields will
not be visible in this mode. Header fields, being part of the form, are solution-aware.

Business processes: This is a newly introduced feature in Lead, Opportunity, and
Case entity forms. These controls cannot be viewed in the form editor. The existing
business processes can be edited from the process-driven form itself; however, new
business processes cannot be created. These controls are not solution-aware.

Inline edit controls: Entity fields added to a process-driven form will be displayed

in a new way. A field has to be selected to make it active for edit and thus prevents
accidental modifications. Inline edit controls are solution-aware. A Bing Map control is
also added as part of inline edit controls.

Collaboration controls: Collaboration controls rendered in a process-driven form
display the following tabs:

o Posts (Activity Feed/Yammer)

o Activities

o Notes
These controls are user-permission-aware and display based on the security role of
the user.

The form editor will only display the Notes control, which can be removed or added
to the form. The other two controls are only viewed in the process-driven form and
cannot be customized.

Subgrids: The process-driven form displays subgrids with a new lighter look and feel
and provides some inline editing capabilities. The records in a subgrid can be deleted
inline. Subgrids are part of the form and hence are solution-aware.

The auto-save control: The auto-save control appears on the bottom-right corner of
the form and it automatically saves the record after record creation. Some important
properties of this control are as follows:

o After the first edit, the auto-save fires every 30 seconds

o Auto-save retrieves any changes and displays them in the form without
reloading it
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o Only data that has been changed since the last save is saved

o The field currently being edited is not saved

o Closing the form automatically saves the record

o Command bar actions such as New, Create, or Qualify also save the record

Each time an auto-save fires, it is actually an update to the record.
4 Hence, any workflow or plugin registered against the Update event
% will trigger. Therefore, the workflow or plugin should be developed and
T~ registered in a way that it is triggered on the changing of some specific
field values and not just on any field update.

How to do it...

The following controls can be modified using the same steps as those used during the
creation of the main form:

>

>

>

>

Tabs and sections
Fields

Header and footer
Subgrids

iFrames

Web resources

The navigation area

Form properties

The SOCIAL PANE control, which displays Posts, Activities, and Notes, is locked in the form
and cannot be customized or removed.

However, process-driven forms have a few additional controls that can be customized:

>

>

>

Bing Map
Lync or Skype

Yammer
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In this recipe, we will discuss all the stated tasks one after the other. For process-driven form
customization, the Form Editor application can also be invoked from the command bar of any
entity record with the new form.

H= NEW 77 FOLLOW [ DEACTIVATE ===

> ACCOUNT I Delete

Adventure We¢ o

# Form Editor

Summa I'y L, Switch to Classic

Please perform the following steps to customize the process-driven form for an entity. Firstly,
you need to log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

We will now take a look at configuring the Bing Map display. The Bing Map control displayed in
the process-driven form is locked in the form and cannot be modified or removed. The map is
linked to display Address1 and this setting too cannot be altered.

» We can disable or enable Bing Maps by navigating to Settings | System |
Administration | System Settings | General and configuring the Show Bing Maps
on forms setting.

Process-driven forms support Skype and Lync calls from the Dynamics CRM 2011 form itself,
using the Click to Call feature:
» To enable the Lync call feature:

1. We have to ensure that the Lync client is installed on the local machine and
the Lync add-on is enabled in the Internet Explorer. Go to Tools | Manage
add-ons in Internet Explorer. The following screenshot is what you will see:
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Manage Add-ons

View and manage your Internet Explorer add-ons

. Add-on Types ame Publisher Status Architecture  Load time * |
@ Toolbars and Extensions Free Threaded XML DOM Docu...  Microsoft Corporation Enabled 32-bit and ..,
12 Search Providers ILync Browser Helper Micresoft Corporation

Office Docurnent Cache Handler Microsoft Corporation Enabled 32-bitand .. 0.00s

@ Accelerators

8 : Microsoft SkyDrive Pro Browser...
@Tracl-:mg Protection

Lyne Click to Call

Enabled
Enabled

32-bit and ...
32-bit and ...

Microsoft Corporation

Microsoft Corporation

Microsoft Windows 3rd party Component

Shockwave Flash Object Microsoft Windows 3rd ...  Enabled 32-bit and ...
Show: Mindjet
S e e (CMJBrowserHelperObJect Object  Mindjet Enabled 32-bit 0.00s . |

Multiple add-ons are selected
ou have selected multiple add-ons in the list above. You can enable or disable all selected add-ons by clicking the appropriate b...

Disable all

Find more toolbars and extensions...
Learn more about toolbars and extensions Close

2. Then navigate to Settings | System | Administration | System Settings |
General and set the Select provider for Click to call setting to Lync.

» To enable the Skype call feature:

1. We have to ensure that the Skype client is installed on the local machine.
Then navigate to Settings | System | Administration | System Settings |
General.

2. Set the Select provider for Click to call setting to Skype.

If the Lync/Skype add-on recognizes the number format, it inserts a

% telephone icon (for Lync) / Skype icon (for Skype) before the phone
i number. When the add-on is disabled or not installed, a hyperlink on

the phone number will be visible.

To make calls from Microsoft Dynamics CRM 2011 Online, any phone number must be of the
<country/region codes<area code><number> format. However, during data entry,

a user may not enter the phone number in the stated format. Hence, Dynamics CRM 2011
Online provides a system-wide setting to enable country/region code prefixing.

This setting can be enabled by navigating to Settings | System | Administration | System
Settings | General and selecting the Enable country/region code prefixing checkbox, and
then specifying the country/region code, such as +91, in Country/Region Code Prefix.
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This organization-wide setting can be overridden by the user's preferred
setting. But if a user specifies a different country/region prefix in the
’ record, it will override the user-level and organization-level prefixes.

Lastly, we will look into configuring Yammer. The Polaris update has introduced Yammer
integration with Dynamics CRM 2011 Online.

1. To configure Yammer, navigate to Settings | System | Administration | Yammer
Configuration.

2. On the Yammer Disclaimer page, click on Continue.

The Yammer configuration page will appear. If you are already logged into Yammer,
you will find the enterprise Yammer network along with the groups already populated.
Otherwise, we have to log on to Yammer by clicking on the Authorize Microsoft
Dynamics CRM Online to connect to Yammer link.

4. Select the appropriate Yammer Group ID value and security level as shown in the
following screenshot:

1. Authorize Microsoft Dynamics CRM Online to connect ta Yammer
¥
Yammer Networke packtpub.com

2. Select a Yammer Group ID to control conversation access (optional step).

Varmer Group 10 [~ |
3. Set the level of security for Yammer activity stream messages
Public
@ Private

5. The next screen will display a confirmation message (Congratulations, your system
is configured for Yammer!) about the Yammer integration with Dynamics CRM 2011.

6. Thereafter, we have to enable the rule configurations for Yammer. Navigate to
Settings | System | Administration | Post Rule Configurations. Select the rule
we want to enable and then click on the Enable for Yammer button in the ribbon.

Connecting to Yammer is a one-way process. After the connection
e is established, it cannot be undone.
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In Microsoft Dynamics CRM 2011 Online, the new process-driven forms will be displayed for
Account, Contact, Lead, Opportunity, and Case entities irrespective of the read-optimized
mode setting.

Some of the important features of a process-driven form are as follows:

» Process-driven forms support web resources having the Show this Web Resources in
Read Optimized form setting enabled.

Except for the Xrm. Page.ui.getFormType method, the Xrm.
Page.ui object is not available in process-driven forms. As a
performance enhancement, web resources and parts of the Xrm.
Page object model are loaded asynchronously for process-driven
forms. As a result, if any script in the web resource depends on some

% Xrm. Page objects, such an object may not be available when a script
runs. In addition, there is no public event to indicate that the parts of
the Xrm. Page object are available. To counter this, scripts in the web
resource should implement a strategy to query the Xrm. Page object
to determine whether the objects to be used are available before
using them.

» Process-driven forms do not support any type of event handler to be configured in
the form definition. If an event handler is applied to these forms, they will appear
as edit forms.

» The changes made to a record are saved automatically in process-driven forms.
This auto-save behavior is not configurable.

The Click to Call functionality uses the skype: (for a Skype call) and tel : (for a Lync call)
protocols that enable the direct call functionality for the numbers entered in the out-of-box
phone number fields in Microsoft Dynamics CRM Online. When a phone number in a
record is clicked, Microsoft Dynamics CRM 2011 opens Skype or Lync and dials the

phone number automatically.

Skype and Lync clients and applications are not supported on iPad and other mobile devices.
For the Click to Call feature, the supported Lync version is Lync 2013/2010 and the Skype
version is Skype 6.0 or later.

The Yammer integration with Dynamics CRM 2011 is not available with on-premises
Microsoft Dynamics CRM 2011 installations. Moreover, Yammer and activity feeds
cannot be used simultaneously.
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The following are a few important features of the Yammer integration:

>

User posts created via the Dynamics CRM 2011 Online user interface are stored in
Yammer, not in the Dynamics CRM system.

Auto posts are created and stored in the Dynamics CRM system. Some auto posts are
also stored in Yammer in addition to Dynamics CRM.

Users are followed in Yammer only, not within Dynamics CRM.

Objects other than the user are followed in both Dynamics CRM and Yammer.
Yammer connection must be enabled before we can follow objects in Yammer.

If the default Yammer group for users to post from the Dynamics CRM organization
is deleted in Yammer, the Yammer group association with the Dynamics CRM
organization has to be changed.

If the Post to Yammer Activity Stream rule is set to True in Post Rules Configuration,
that activity will post to Yammer.

Creating and customizing the mobile form

In this recipe, we will discuss how to create and customize the Mobile Express form. Dynamics
CRM 2011 allows us to create multiple mobile forms.

How to do it...

In this recipe, we will first discuss the steps to create a new Mobile Express form and then we
will discuss the customization options of a Mobile Express form.

1.

o o &~ w
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Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

Navigate to Settings | Customizations | Solutions and change the view to
Unmanaged Solutions, if not already selected.

Then double-click on the unmanaged solution to open it.
In the expanded solution page, navigate to Components | Entities | <Entity> | Forms.
To create a new Mobile Express form, go to New | Mobile Form in the actions toolbar.

To customize a mobile form, double-click on the mobile form to be customized. Then
follow the next steps in either of the previous scenarios.
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7. The Mobile Entity: <Entity Plural Name> form will appear. Add here the fields
that should be present in the Mobile form, from the Available Attributes list to the
Selected Attributes list using the Add and Add All buttons.

The Remove and Remove All buttons can be used to remove a field from the
Selected Attributes list to the Available Attributes list. That means we are removing
the field from the mobile form.

We can move a field up or down in the mobile form Ul by selecting a field in the
Selected Attributes list and then using the Move Up or Move Down button.

Finally, a field can be marked as read-only in the edit mode of the mobile form
by selecting the field in the Selected Attributes list and then clicking on the
Read Only button.

8. To rename the form, click on the Form Properties button in the actions toolbar
of the Mobile Entity: <Entity Plural Name> form. This will bring up the Form
Properties page. Edit the Form Name and Description properties. Click on OK
to save the changes.

9. Click on Save and Close in the Mobile Entity: <Entity Plural Name> form.
10. Finally, publish the entity.

Newly created mobile forms will only be assigned to the system administrator and system
customizer security role. If this new form has to be used by users having another security
role, the new mobile form has to be assigned to the relevant security roles by following the
Configuring a form to be role based recipe of this chapter.

The Go Mobile privilege under the Business Management tab of a security role defines
whether the security role has access to mobile forms.

Finally, for any entity to be available in Mobile Express, the Mobile Express setting should be
in the enabled state for the entity.

Outlook & Mobile &'

Mobile Express

Reading pane in CRM for Outlook
| Offline capability far CRM far Qutlook
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Configuring a form to be role-based

Dynamics CRM 2011 supports security-role-based forms. A form can be linked to a single or a
set of security roles. This recipe will help us understand how to achieve this.

How to do it...

Please perform the following steps to configure a form to be role-based:

1. Open the unmanaged solution from the solution section.

2. Inthe expanded solution page, navigate to Components | Entities |
<Entity> | Forms.

3. Select the form and then click on the Assign Security Roles button for main forms
and the Assign Role button for mobile forms, from the actions menu:

View: |AII Forms

:| MNew ~ >( I %Assign Security Rolesl % Farm Order - More Actions =

| Mame | Form Type | state
=| Salesperson’s Form Main Unmanaged
£| Main Form Main Unmanaged
ﬂ Information Maobile Unmanaged

4. Then a web pop up, Assign Security Roles: <Form Name>, will launch. In this pop
up, first select the Display only to these selected security roles option. Thereafter,
select the security roles this form is to be associated with.

5. Then click on the Enable for fallback option if you want this form to be a fallback
form for those security roles that do not have any form configured.
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Assign Security Roles: Salesperson’s Ferm
Select the security roles for which this form will be displayed.

[ Display to everyone

Iﬁ Display only to these selected security roles I

|
r &
r &
r &
&

v

Mame

CEO-Business Manager
CSR Manager
Customer Service Representative
Delegate

Marketing Manager
Marketing Professional
Sales Manager
Salesperson

Schedule Manager
Scheduler

System Administrator

System Customizer

1-14 of 14 (1 selected)
Fallback

v

Enabled for fallback |

J)

This form will be displayed to users with roles that don't have any forms explicitly assigned.

Business Unit
Packt
Packt
Packt
Packt
Packt
Packt
Packt
Packt
Packt
Packt
Packt
Packt

Cancel

Finally, click on the OK button to save the settings.

To set the Form Order for the available forms, click on the Form Order pop up in the
actions toolbar and then select Main Form Set.

The Form Order pop up will appear. Use the up and down arrows to set the order of

the forms. Finally, click on the OK button to save the changes.

When we have more than one main form defined for an entity, we can select which forms the
users will be able to see based on their security roles.

Because each entity must be able to display a form for any user, at least one form must be
designated as a fallback form—a form visible to users whose security roles do not have any
forms explicitly assigned to them.
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If an entity has only one main form, the Enable for fallback option cannot be deselected
from the form. After we create a second main form for the entity, we will be able to clear the
Enabled for fallback option for one of them. The system will always make sure that at least
one form is enabled for fallback.

The Form Order pop up specifies the order in which the forms will be displayed to a user if the
user's security role has access to multiple forms.

Creating and customizing a public view

Entity views are presaved queries to retrieve data by using a specific filter and displaying
those using predefined columns. In this recipe, we will discuss views and how to create a
new public view.

Getting ready

Every entity in Dynamics CRM can have only six types of views. The following table lists these
view types:

View type Description Number Action
of views permitted
permitted
Public view This view is available to all users. The filter Zero to Create,
criteria, sorting criteria, and columns of the unlimited Update,
existing views can be customized; new public and Delete
views can be created as well.
Default public The default public view is the default view forall  One Update
view users when they initially navigate to the entity. only

Any public view can be made as the default
public view. There has to be one default public

view.
Quick Find view  This view type controls the Quick Find settings One Update
for the entity. When a user conducts a search only

using the search box in any view, the result view
will contain the columns of Quick Find view only.

Advanced Find This view is displayed when the user initiates One Update
view a new Advanced Find view for the entity. No only
filter cannot be created for this view. However,
sorting criteria and columns can be defined for
this view.
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View type

Description

Number
of views
permitted

Action
permitted

Associated view

Lookup view

This is the view used on related lists when a
subgrid of items from this entity is visible on
a parent entity (or on the navigation pane).
Because the parent entity automatically
sets the filtering, this view does not allow
customization of the filter. However, sorting
criteria and columns can be defined for
this view.

This is the view used on lookup fields on child
entities of the current entity. The filter for this
entity cannot be edited, but the columns and
sorting can be edited. The filter can be edited
from the form of the child entity.

One

One

Update
only

Update
only

Only public views for an entity can be created and the other view types can only be
customized. In this recipe, we will figure out how to create a public view for an entity.

How to do it...

There can be multiple public views created for any entity. Dynamics CRM 2011 automatically
creates a few public views and other types of views for an entity. In this recipe, we will discuss
how to create and/or customize any public view. The following customization activities will be

discussed here:

» Editing the filter criteria

» Modifying the columns of the view

» Rearranging the column order

» Renaming the view

» Making the view the default public view of the entity

Please perform the following steps to create and/or customize any public view:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customization | Solutions and double-click on the
unmanaged solution to open it.

3. Inthe expanded solution page, navigate to Components | Entities |
<Entity> | Views.
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4. To create a new public view, click on New in the actions toolbar as shown in the
following screenshot:

Solution: Packt Solution View: |AII Active Views
#F Infarmation
3'? :| MNew }( More Actions
DD Compaonents - -
- Llaroa Type
s B Entities [Greste 5 new view -
._} Account r ..y Active Regions Default Public View
: lﬁ Custom Activity I':I Inactive Regions Public View
i@ Product r E Quick Find Active Regions Quick Find View
4 i) Region r _,— Region Advanced Find View Advanced Find Wiew
5| Forms —_— ) ) ) . )
j S r s Region Associated View Associated View
I'hh Charts |_ a1 Region Lookup View Lookup View

5. The Provide Information for this view pop up will now appear. Provide the following
details in this page and then click on OK to save the settings:

o Name: Name of the new view
o Description: Description of the view

6. To edit the filter criteria for the view, click on the Edit Filter Criteria button in the
Common Tasks toolbar as shown in the following screenshot:

Common Tasks

_i) View Properties

4~ Edit Filter Criteria I

4| Configure Sorting
D,;.) Add Columns

[}y change Properties

[k Remove

7. The Edit Filter Criteria pop up will now appear. Create a new filter criteria here and
then click on the OK button to save the changes:
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Edit Filter Criteria
Define the filter and search criteria for this view to use,

ﬂ Clear E-J Graup AMND J-E Group OR
«» Status Equals Active
~ Dwner Equals Current User
I =l
L] L3

Lo |

Cancel |

8. To modify the columns of the view, click on the Add Columns button in the Common
Tasks toolbar. The Add Columns page will now appear.

9. Select the required columns and then click on the OK button to save the changes.

Add Columns

Select the columns to add to this view,

Recard Type Region

[T | Display Name

I Business Zone

[T Created By

- Created By (Delegate]
[T Created On

v E-mail Address

[T Modified By

[T Modified By (Delegate)
[T Modified On

W Owner

- Record Created On

¥ Etatus !
[T status Reason

I_ Test Duratian

[T Test Language

- Test Ticker

Mame
packt_businesszane
createdby
createdonbehalfby
createdon
emailaddress
modifiedby
modifiedonbehalfby
modifiedan

ownerid
overriddencreatedon
statecode
statuscode
packt_testduration
packt_testlanguage
packt_testticker

=

| Type |

Whole Mumben =

Lookup

Lookup

Date and Time

Single Line a..,

Lookup

Lookup

Date and Time

Crwiner

Date and Time

Status

Status Reason

Whaole Mumber

Whole Mumber

Single Line ... |7

0K

|| Cancel
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10. To resize any column, select the column in the view and then click on the Change
Properties button in the Common Tasks toolbar.

Working on solution: Packt Solution

= My Regions

P—
Region Code | Business Zone ,|E-maiIAddress Owner Status ‘Commaon Tasks

_@ View Properties

7 Edit Filter Criteria

"] Configure Sorting

Di) Add Columns

DQ Change Properties

& Remove

l@l Note: When there are too many columns to fit on a page, the view will be shortened and scrollbars will be added.

11. The Change Column Properties web dialog will now appear. Modify the column width
and then click on the OK button to save the changes. Follow this steps to modify the
width of the other columns if required.

Change Column Properties
The properties of the selected column are listed below. You can change the width in
pixels of the column,

Entity Mame: Region

Column Title: Business Zone

Data Type: ‘Whaole Number
Mame: packt_businesszone

Select a width for this column:

& &
200px 300px

& & & & &
25px S50 px TF5px 100 px 125px

| OK | | Cancel |

12. To rearrange the column order, select the column and then use the right or left green
arrows as shown in the following screenshot:

288



http:///

Chapter 7

Comman Tasks

[© Ol

@ View Properties
4+ Edit Filter Criteria

:| Configure Sorting
D@__) Add Columns

Change Properties
[k Remaove

13. To configure the sorting order for the view, click on the Configure Sorting button in
the Common Tasks toolbar. The Configure Sort Order web page will appear. On

this page, set the sort order for the view and then click on the OK button to save
the changes.

Configure Sort Order
Select the columns to sort on by default.

Sort By |Reg|on Code ;l

* Ascending Order
" Descending Order

Then By |Business Zone ;l

" Ascending Order

| OK || Cancel |

14. To rename a public view, click on the View Properties button in the Common Tasks
toolbar. The Provide Information for this view page will appear; modify the Name
and/or Description fields of the current view and then click on the OK button to save
the changes.

After performing any of the previous customization steps, save the
i view using the Save and Close button.
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15. To make a public view the default public view for an entity, in the entity views select
the public view to be set as the default public view and then go to More Actions | Set
Default in the actions toolbar.

View: | All Active Views
T Mew | ¥ | |More Adtions -
| Mame Edit

[T - Active Reg Activate blic View
- :| Inactive Re Deactivate
v _] wy Region Set Default e
I E Quilck Fing Show Dependencies f View
I Region Ad ) Find View

— Managed Properties
|- 5 Region AsSoorareaview Fssooraced View
- __ Region Lookup View Lookup View

16. Finally, we have to publish the entity.

Only public views for an entity can be created within Dynamics CRM. Other types of views are
created by the system automatically and these can be customized to a certain extent. There
can exist multiple public views for an entity, but only one can be the default public view at any
point in time.

A public view, like any other type of view, has three important parts:

» Filter criteria: This determines the data that the current view will display
» Columns: This determines what columns of the filtered data will be displayed
» Sorting criteria: This determines the sorting algorithm of the data to be displayed

These three parts define the data that is displayed by any public view.

Customizing search criteria for the Quick

Find view

In the Dynamics CRM 2011 system, Quick Find view is used as the search basis for all
grid-view quick searches, as well as lookup searches within lookups to an entity in other
forms. In this recipe, we will discuss how to customize the Quick Find view search criteria.
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How to do it...

Perform the following steps to add or remove fields according to the search criteria for
an entity:

1. Login to the Dynamics CRM 2011 system as a system administrator or with a
relevant security role.

2. Navigate to Settings | Customization | Solutions and change the view to
Unmanaged Solutions, if not already selected. Then double-click on the
unmanaged solution to open it.

3. Inthe expanded solution page, navigate to Components | Entities |
<Entity> | Views.

Double-click on Quick Find View.

5.  When the Quick Find view page opens up, click on the Add Find Columns button in
the Common Tasks toolbar:

Common Tasks
-Eﬂ View Froperties

4 Edit Filter Criteria
":| Contigure Sorting

D‘:‘) Add View Calumns

[ Add Find Columns |

[l Change Properties

[k Remaove
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6. The Add Find Columns web pop up will appear. On this page, add or remove the
fields and then click on the OK button to save the changes.

Add Find Columns
Select the columns to be searched on for this Find view,

Status Reason
Test Duration

Test Language

statuscode
packt_testduration

packt_testlanguage

Status Reason
Whale Numbeéer

[ Display Name | Mame | Type

¥ Business Zone packt_businesszone Whale Mumber =~
[ Created By createdby Lookup

I Created By (Delegate] createdonbehalfby Laaokup

I Created On createdon Date and Time
™ E-mail Address emailaddress Single Ling a..
[ Import Sequence Mumber importseguencenumber Whale Mumber
- Maodified By modifiedby Laokup

r Modified By (Delegate) maodifiedanbehalfby Lookup

- Modified On maodifiedan Date and Time
I_ Owner awnerid Cwner

I Record Created On overriddencreatedon Date and Time
[ Region Code packt_regioncode Single Line ...
[T status statecode Status

r

r

r

Whaole Mumber

0K

|| Cancel

7. Then click on the Save and Close button in the view ribbon.
8. Finally, publish the entity.

The Quick Find view is used for searching records in an entity grid. By default, the Account
entity records can be searched using the Account Name and Account Number fields in the
entity grid. If we try to search account records by City, no records will be displayed in the
Search Results grid. Now if we add the Address1: City field in the Quick Find view, we will be
able to search account records using the City field in the CRM grid.

Creating a user's personal view

The Dynamics CRM 2011 system allows users to create their personal views in the system. In
this recipe, we will discuss how to create a personal view.
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How to do it...

Perform the following steps to create an Advanced Find view:

1. Login to the Dynamics CRM 2011 system with the credentials of the user who wishes
to create the personal view.

2. Then click on the Advanced Find button in the top ribbon of the Dynamics CRM 2011
as shown in the following screenshot:
Dashboards
- \ I o | il ! ;
g =0 - ] | &
Save MNew Edit Delete Set As Share Assign Refresh | Advanced
A5 Default Dashboard All Find
Dashboard Management Action Query
3. When the Advanced Find view web page appears, select the entity from the Look For
drop-down list.
4. Then click on the Query button in the ribbon and create the new filter criteria for the

Advanced Find view:

E Advanced Find
=8 0y !

| save As . = Group AND

E= <
[ Edit Columns

{= Group OR

e E'ia:‘aevg Results ew save |§JEditPropeﬁie5 = 'E:Details Downl‘_’l{:ﬁf e
Show WView Query Debug
Look for: ICuntads ;I Use §
» Address 2: Country/Reqion  Equals ush
+ Preferred Method of Contac Equals E-mail L]

aslect

5. Optionally, you can click on the Results button to check the result of the view
definition and can correct the filter criteria if required:

el

Query

&

Saved
Views

Show

e
Results

=

Mew

Save

|l Save As

[ Edit Calumns

[# Edit Properties

View

./.

Clear

iZ Group AND

i= Group OR

=k Details

Query

“

Download Fetch
XML

Debug
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6. Click on the Advanced Find tab and then click on the Save button in the top ribbon.

E Advanced Find
Save As / = Group AMD
Y O 2 o <
. 1 g Edit Columns f= Group OR
Maw

Query | Saved Results Save _ Clear Download Fetch
Views [} Edit Properties | = Details | XML
Show View Query Debug

7. The Provide Information for This View page will appear; provide the name and the
description of the view and then click on the OK button to save the changes as shown
in the following screenshot:

Provide Information for This View
Provide a name and description for this saved view. The name will be visible in the View list,

Mame * |AII USA contacts with preferred method as E-mail |

Description

Ok Cancel |

8. This view is saved as a personal view now. We can access this view by navigating
to the Entity link in the Site Map and then clicking on the view's drop-down list.
The saved views will be listed under the My Views section.

Contads:| My Active Contacts ~
I~ | Funt System Views
[T 83 Adriz Active Contacts
- 8- Brair Contacts: Influenced Deals That We Won
- 8= catF Contacts: No Campaign Activities in Last 3 Mao...
- 85 Cath Contacts: Mo Orders in Last & Months
[T 83 Darre Contacts: Responded to Campaigns in Lasta ...
- 83 Evad Inactive Contacts
r 83 Forre My Active Contacts
r 89 Gabr My Connections
[ 8] Geor My Views
- LE| Marcll All USA contacts with preferred method as E-... l
" 84 Patri Create Personal View
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Personal views are views accessible only to the user who has created it and users with whom
this view has been shared by the creator. In Dynamics CRM 2011, views are not security-role-
based. Hence, personal views are useful as these views can be shared with a specific set of
users and other users cannot access this view in the system.

Personal views cannot be included in any unmanaged or managed solution. Hence personal
views cannot be exported from any organization and imported to another organization as part
of the solution export/import process.

Deactivating or deleting a user's personal

\ 1\

In this recipe, we will discuss how to deactivate or delete a personal view created by a user.

How to do it...

Perform the following steps to delete a user's personal view:

1. Login to the Dynamics CRM 2011 system with the credentials of the user who is the
owner (creator) of the personal view to be deactivated or deleted.

2. Then click on the Advanced Find button in the top ribbon of the main Dynamics
CRM page.

E Dashboards
EE EE B a] | &

Save MNew Edit Delete Set As Shart Agsign Refresh | Advanced
As Default Dashboard All e

,

Dashboard Management Action Query

3. Click on the Saved Views button in the top ribbon.

]
Advanced Find
—
=
@ i |' j H Save As 2 [ Group AND -
- & Edit Columns = Group OR —;;}

Query | Saved | Results MNew Save — Clear Download Fetch
Views I Edit Properties =k Details XML
Show View Query Debug
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4. Inthe Saved Views grid, select the saved view to be deactivated or deleted. Then
click on the Deactivate or Delete Saved View button:

List Tools Al M
Advanced Find Saved Views
== o 4 Activate 3 {oll Share T m
. % s, 5@ T
;‘saDeactlvate @Capya Link
Record Set As Default i\ssi&n Saved Run start Bun  Export Saved
Type - View X Delete Saved View iews @I E-mail a Link  Workflow Dialog Report - Views
WView Hecards Collabaorate Pracess Data

(4 Contacts Saved Views: Active Saved Views ~
W | MName | owner | Last Modified |
W g A First name Last na 12/21/20127:31..,

Personal views can either be deactivated or deleted if they are not useful anymore. Only
the owner of the personal view record or the user who has created the personal view can
deactivate or delete any personal view. Once a personal view is deactivated or deleted, the
view will be unavailable to all those users to whom the view have been shared.

In this chapter, we have discussed various recipes of the entity form and view customization.
In the next chapter, we will discuss the recipes for Site Map and ribbon customization. Some
of the interesting recipes in the next chapter are:

» Editing the Site Map

» Adding a new button to an existing group for all entities

» Adding a new button to an existing group of a specific entity

» Hiding a ribbon button
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The Site Map and the Ribbon constitute the visual components of the Dynamics CRM 2011
system and control the navigation. After customizing entity forms and views, we will now
discuss how to customize the Site Map and the ribbon.

In this chapter, we will discuss the following recipes:

» Editing the Site Map

» Preparing for editing the ribbon

» Adding a new button to an existing ribbon group for all entities

» Adding a new button to an existing ribbon group of a specific entity
» Hiding a ribbon button

» Importing the modified ribbon's definition

Introduction to Site Map and Ribbon

Dynamics CRM 2011 includes an application navigation control system called Site Map, which
allows us to control the application navigation structure. The application navigation is created
as an in-memory representation of the Site Map. Site Map evaluated together with security
privileges control the display navigation options in the application. If the security privileges do
not provide read access to an entity specified in the Site Map, that navigation option will not
be displayed.
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The Site Map is a node in the customizations.xml file of an exported unmanaged
solution. We can edit the navigation options by editing the Site Map XML in the
customization.xml file. The following customization options are available

with Site Map:

>
>
the Site Map
>
removing an existing element from it
>

Edit Labels: Editing the title or label displayed in the navigation structure
Add or Change Icon: Adding a new icon or editing an existing icon displayed on

Add or Remove Elements: Adding a new element in the navigation structure or

Add new pages to an Area: Adding an external page to an area of the application

The following diagram displays the application navigation structure of Dynamics CRM 2011

Web Ul:

Ribbon

& Competitors
4 Service

il Cases

& Queues
P Artides

Site Map|
Workplace
Sales
Service

Marketing

Settings

CHARTS ADD CUSTOMIZE
ﬁ c Share Follow e =7 [P Export to Excel }}
:EA ¥
== deac 43 Copya Link - Unfollow = j W Filter
New it Merge  Detect enc o Marksting Connect  Assign Run Start Run  Import Aevanced
X Delete . Duplicates E-mail List z‘ E-mail a Link . Workflow Dialog Report. Data- Find
Record! Collaborate Process Data
Workplace o 3 N .
Accounts My Active Accounts ~ Search fo
Ay Wk [0 Account Name « Main Phone Address :City  Primary Contact E-mail (Primary Contact}
j LB [ Adventure Works (sample) 910885016820 Santa Cruz Nancy Anderson (sample]  somecne_c@example.com
33 Dashboards
S5 nctiic ] Alpine 5ki House (sample) 555-0157 Missoula Paul Cannen (sample) someone_h@example.com
[ ivities
:i Reparts [ Blue Yonder Airlines (sample) 5550154 Los Angeles Sidney Higa (sample) someone_e@example.com
e [ City Power & Light [sample) 555-0155 Redmond Scott Konersmann (sample]  someone f@example.com
s [ Coho Winery (sample) 5550159 Phoenix Jim Glynn (sample) someone j@example.com
83 Contacts [0 Contoso Pharmaceuticals (sample) 555-0156 Redmond Robert Lyon (sample) someone g@example.com
p y p g
4 Sales [ Fabrikam, Inc. (sample) 555-0153 Lynnwood Maria Campbell (sampls) ~ someone_d@example.com
B Leads [ Fourth Coffee (sample) 555-0150 Renten Yvonne McKay (sample) someene_a@example.com
—f Opportunities [ Litware, Inc. {sample) 555-0151 Dallas Susanna Stubberod (sample)  somecne b@example.com

Microsoft Dynamics CRM 2011 contains ribbons for the master page as well as for all
other entity views. The ribbons of the Dynamics CRM 2011 system can be classified

as the following:

>

Entity ribbon: Dynamics CRM 2011 uses an entity ribbon template for all entities.

Each system entity has a separate <RibbonDif fXml > definition that builds upon

the entity ribbon template definition.
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» Grid ribbon: The grid ribbon is displayed for the entity homepage where a grid is
displayed with a list of entity records corresponding to the entity view selected.

» Sub-grid ribbon: When a list of records for a different entity is displayed within a
sub-grid on the form of another entity or in a chart, the ribbon will change when the
user places the cursor on the grid. This ribbon is known as the sub-grid ribbon.

» Form ribbon: Each entity can have multiple forms. But each of the forms will display
the form ribbon of the entity.

» Jewel: The jewel is the blue tab with the label File that appears on the far-left side of
the ribbon. The jewel is also displayed on the entity form.

» Basic home tab: This tab is displayed on the main application ribbon whenever
an alternative tab is not defined because of entity context or a display rule that
suppresses it for specific pages. For example, this tab is displayed when we view the
Microsoft Dynamics CRM 2011 Resource Center.

» Other ribbons: There are several other special-purpose ribbon tabs and a contextual
group that are defined by Microsoft Dynamics CRM 2011. For example, the Advanced
Find tab, Dashboard Editor tab, Form Editor tab, and Dashboard Homepage tab.

When Microsoft Dynamics CRM 2011 is accessed within the Microsoft Outlook 2003 or 2007
versions, the Outlook application does not display any ribbon for Dynamics CRM 2011 pages.
However, when accessed via the Microsoft Outlook 2010 or 2013 version, Outlook supports
the Dynamics CRM 2011 ribbon.

The definition of the ribbon is contained within an XML file named applicationribbon.
xml. This file can be exported and viewed but cannot be modified directly. We can only
modify the ribbon by defining how we want it to be changed. The changed definitions can
be authored as part of the ribbon XML and these changes are applied on the default
definition during runtime.

Editing the Site Map

In this recipe, we will discuss how to edit the Site Map to customize the navigation within the
Dynamics CRM 2011 system.

Getting ready

Site Map has a complex XML structure and to edit it we need to export the XML from the
Dynamics CRM 2011 system. After editing, we need to import the XML back for the changes
to take effect. This task requires much care, otherwise the XML structure may get corrupted
and make the edited Site Map unusable. The XML Schema of the Site Map can be found at
http://msdn.microsoft.com/en-in/library/gg334271.aspxX.
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To help us in customizing the Site Map, Microsoft Dynamics CRM Lab has released a
Site Map editor that can be downloaded and used for free. Here we will discuss both the
alternatives of editing the Site Map. However, the preferred approach would be to edit the
Site Map using the Site Map editor to minimize the risk of editing the Site Map incorrectly.

Another important thing to remember is to export and save the default Site Map before
making any changes to it. This is recommended because if the Site Map creates serious
issues after editing, it can be reverted to the default state.

How to do it...

As part of our Site Map customization, the first step would be to save the default Site Map.
Follow these steps to export and save the default Site Map:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with any other

relevant security role.

2. Navigate to Settings | Customizations | Solutions. Create a new unmanaged
solution and open the solution form.

3. Theninclude the Site Map component by clicking on Add Existing in the
Actions toolbar.

— Solution: Packt
: I .
E; |3i“ Information

Solution Packt
Component Type Al
e ]
¥ Information . . = |
g . _IMew~ || _jAdd Basting v | X Delete K Remove Lg
& Components -
3 Entities _ill Entity
_H option Sets E Optien Set
" ¥ Client Extensions T site Map
8] Web Resources [0 Application Ribbons
3_‘.'_",_, Processes _1 Web Re
a
= Plug-in Assemblies =0 hesouree

—

4. Then click on Save and Close to close the solution.

5. Thereafter, export this solution and save the solution's ZIP file in a safe location for
future use.

The next step is to edit the Site Map. As discussed earlier, Site Map can be edited in two ways:
» It can be edited manually

» It can be edited using the SiteMap Editor released by Microsoft Dynamics CRM Lab
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Follow these steps to edit the Site Map manually:

1. Navigate to Settings | Customizations | Solutions. Export the Site Map solution
created earlier in this recipe as part of saving the default Site Map before editing
it as an unmanaged solution.

2. Now extract the files from the compressed solution file. Then open the

customizations.xml file from the extracted location using any XML
editor such as Microsoft Visual Studio 2012.

Mame “ Date modified | Type Size |
|2 [Content_Types] 12/25/2012 7:22 PM %ML Document 1KB

| = customizations 12/25/2012 7:22PM XML Document 2¢8 |
= solution 12252012 7:22 PM XML Document 4KB

3. Locate the siteMap node by going to ImportExportXml/SiteMap/SiteMap. The
following image displays the SiteMap XML in an exported customizations.xml

file:

1="http://www.w3.org/2681/ XML S5chema-instance™

kflows?|
ilesr</FieldSecurityProfiles>

<SiteMap>»
<SiteMap>
[cArea

Resourceld="Workplace Descr”>...</Area >|

kArea

[KArea

[KArea
</SiteMap»

tyRelationshipss]
rganizationSettings3|

/ImportExportXml>

The Site Map XML structure is as follows:
<Area URL="string" Id="string" ShowGroups="true|false">
<Titles>
<Title LCID="string" Title="string"/>
</Titles>
<Descriptionss>
<Description LCID="string" Description="string"/>

</Descriptions>
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<Group Description="string"
DescriptionResourcelId="string"
Icon="string"
Id="string"
IsProfile="" ["0" | "1" | "true" | "false"]
License="string="
ResourceId="string="
Title="string="
Url="string=">
<Titles />
<Descriptions />
<SubArea AvailableOffline=""
CheckExtensionProperty="string"
Client="" Description="string"
DescriptionResourcelId="string"
Entity="string"
GetStartedPanePath="string"
GetStartedPanePathAdmin="string"
GetStartedPanePathAdminOutlook="string"
GetStartedPanePathOutlook="string"
Icon="string"
Id="string"
License="string"
OutlookShortcutIcon="string"
PassParams=""
ResourceId="string"
Sku=""
Title="string"
Url="string">
<Titles />
<Descriptions />
<Privilege/>
</SubArea>
</Group>
</Area>

Downloading the example code

\ You can download the example code files for all Packt books you have
~ purchased from your account at http: //www.packtpub.com.
Q If you purchased this book elsewhere, you can visit http://www.
packtpub.com/supportand register to have the files e-mailed
directly to you.
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The following table describes some of the important nodes and attributes of the

SiteMap XML:
Site Map Node attributes Description
node
Area This specifies an area that will appear in the Dynamics CRM 2011
navigation pane. The default areas are Workplace, SFA (Sales),
MA (Marketing), CS (Service), Settings, and ResourceCenter.

ResourceId This is internally used by Dynamics CRM 2011.

ShowGroups Determines whether the groups of subareas are displayed in the
navigation pane.

Icon A 16 x 16 pixel icon that will be displayed in the Navigation pane for
this area.

DescriptionResourceID This is internally used by Dynamics CRM 2011.

Group This specifies a group of subareas.

Id A unique identifier for the Group element.

Resourceld This is internally used by Dynamics CRM 2011. We need to use the
Group/Titles/Title element to set the text to display for this
group.

DescriptionResourceId This is internally used by Dynamics CRM 2011. We need to use the
Group/Descriptions/Description element for adding any
description for this group.

IsProfile Determines whether this Group element represents a user-
selectable profile for the workplace. This only applies to groups
within the Workplace area.

SubArea This specifies a navigation option within an area.

I1d A unique identifier for this SubArea element. The valid values are
a-z, A-Z, 0-9, and underscore (_)

Icon This specifies a URL for a 16 x 16 pixel image to be displayed for the
SubArea element.

ResourceId This is internally used by Dynamics CRM 2011. We need to use the
SubArea/Titles/Title element to set the text to be displayed
for this SubArea element.

Url This specifies a URL or HTML web resource for a page to be
displayed in the main frame of the application when this subarea is
selected.

DescriptionResourceId This is internally used by Dynamics CRM 2011. We need to use
the SubArea/Descriptions/Description element for any
description.

AvailableOffline This controls whether SubArea is available offline.

GetStartedPanePath This specifies the path to the Get Started page for this subarea.

GetStartedPanePathOutlook This specifies the path to the Get Started page for this subarea
when Microsoft Dynamics CRM 2011 for Outlook is in use.

GetStartedPanePathAdminOutlook  This specifies the path to the Get Started page for this subarea if
the user is logged in as an administrator and Microsoft Dynamics
CRM 2011 for Outlook is in use.
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Site Map Node attributes Description
node
Privilege This determines whether a subarea will be displayed based on the

privileges defined in any security role assigned to the user.

Entity This specifies the name of the entity to check privileges for. A valid
value has a length greater than 1.

Privilege The privilege to check. Valid values include Read, Write,
Append, AppendTo, Create, Delete, Share, Assign, All,
AllowQuickCampaign, and UseInternetMarketing.

Multiple values can be used separated by a comma and not
containing spaces.

Edit the Site Map XML file as per requirements. After editing, create a new compressed ZIP
file, including the extracted solution files and the edited customizations.xml file.

1. Then navigate to Settings | Customizations | Solutions. Click on Import and import
the created ZIP file.

When importing finishes, click on Close.
Then publish the solution by clicking on the Publish button.

Microsoft Dynamics CRM Lab has released a Site Map editor that can be downloaded and
used for free. The SiteMap Editor can be downloaded from the following location: http://
pinpoint.microsoft.com/en-us/applications/microsoft-dynamics-crm-
sitemap-editor-12884928049

After downloading the package, follow these steps to edit the Site Map using the
SiteMap Editor:

1. Navigate to Settings | Customization | Solutions. Click on Import and import the
downloaded file (SiteMapEditormanaged. zip.cab).

2. The preceding step will install the SiteMap Editor in the current Dynamics CRM
2011 system. To verify the installation, open the solution form by double-clicking
on the Microsoft Dynamics CRM SiteMap Editor solution by going to Settings |
Customization | Solutions; then click on Configuration to load the editor.

3‘;} MNew x Delete Uﬁ{mport EExpcrt Mj Impaort Translations gExpcrt Translations _g Fublish All Customizations &¥ 4
| Mame | Display Name | wersion | Package Type| Publisher
|-I 8? SiteMapEditor Microsoft Dynamics CRM SiteMap Editor 10011211 Managed Microsoft Dynamics I
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We can see that the areas, subareas, and groups are loaded on the navigation pane,

and the editing pane is on the right-hand side:

Solution: Microsoft Dynamics CRM SiteMap Editor

[¢] " Information

I You cannot directly edit the components within a managed solution. If the managed properties for solution components are set to al

SiteMap Editor for Dynamics CRM

Solution: Microsoft Dynamics C...

8}"' Infarmation
' Configuration
':'JH Components
) Entities
[ Option Sets
"% Client Extensions

@| Web Resources
=, Processes

1 Plug-in Assemblies

i | Sdk Message Processin..

@, Service Endpaints

44 Dashboards

|*| Reports

@3 Connection Roles

| Article Templates

|g Contract Templates
(4| E-mail Templates

LY Mail Merge Templates
7 Security Roles

33 Field Security Profiles

Workplace
SFA

MA

cs
Settings

ResourceCenter

Retrieved SiteMap from server.

3. Using this editor, we can now edit the Site Map of the current CRM organization.

We will discuss the following three editing options with the SiteMap Editor:

o Editing Labels (titles and descriptions): To edit the title, uncheck the

Use Resource ID for Title checkbox.

= Titles

Use Resource ID for Title: |«

Resource Id: | Hamepage_ Queues
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Then click on the New Title button and enter the new title.

o Titles
Use Resource ID for Title: | | | Mewe Title |
LCID: |103’.‘. | |w<:-erueues

In a similar way, to edit the description, uncheck the Use Description
Resource ID for Description checkbox and then click on New Description
and enter the descriptive text.

To delete an added title or description, click on the X button on the
right-hand side of the title/description string.

+ The LCID or Locale ID is the language ID of the
% Dynamics CRM 2011 system. The value 1033
T~ refers to English—United States (en-US).

o Adding an element to the Site Map: To add a new element, we have to first
select another element at the same level (a sibling) and then click on the +
button at the bottom of the navigation pane. The new element will be added
next to the selected sibling. Then provide all the required details for the
new element.

SubArea
New_Element1

4 Workplace

4 Mywork
nav_dashboards Idi |ni\-r_|aads
i |
New Element1 Adding Leads sefction to My Work

section URL: |
nav_calendar

nBV_impOl"t Pass Params: l_‘
rnav_duplicatedetectionjobs Entity! | Ieadl
Work Queues Al [] outleok: [] OutlookLaptopClient: [ |
nav_answers el web: [ | OutlockwaerkstationCliant: ||

nav_reports Available Offline:

nav_news
Outlook Shortcut Icon: |
4 Customers

All: || OnPremise: | |

nav_accts Skut
Liver [ spLar [
nav_conts -
4 SFA o Titles
nav_lists1 Use Resource ID for Title: || |Mew Title|
nav_leads —_—
= 2 Descriptions
nav_oppts
Use Description Resource ID for Description: | | |Mew Description |
nav_guotes
PR L v | e |1032 | [Le=d_Subkrea_Dascription
| Save [+ [||chid| | x || ' Privileges
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o Removing an element from the Site Map: To remove an element, select the
element and click on the X button on the left-hand side navigation pane. If
the element is a parent element, this action will also remove all subelements
under it.

4. After editing the Site Map using the editor, click on the Save button in the left-hand
side navigation pane. Once the changes are saved, we have to click on the Publish
All Customizations button of the Microsoft Dynamics CRM SiteMap Editor solution.

#F Mew Delete s Import ir! Export 7 Import Translations E! Export Translations _' Publish All Customizations | ¥ Get Solutig
=2 5 w

: Mame Display Name Version PackageType: Publisher PublishAll(I:uszmizations
Fgﬁ’ SiteMapEditar Microsoft Dynamics CRM ... 1.0.011221 Managed Micrasoft Dynamics Micrasoft Dyl

Site Map is the navigation framework of the Dynamics CRM 2011 system. In this recipe, we
have discussed how to edit the Site Map. The Site Map is saved as an XML in the Dynamics
CRM 2011 system and manipulating it manually will be error-prone. Hence utmost care is
required when manually manipulating it.

When adding an element to the Site Map, we have to ensure that every element has a unique
ID attribute value; otherwise, the solution import will fail. Before removing an element from
the Site Map, the best practice is to consider editing the security roles for users to control the
Site Map.

Preparing for editing the ribbon

In this recipe, we will discuss how to customize the ribbon within the Dynamics
CRM 2011 system.

Getting ready

To add any changes to the definition of the ribbon, the first step is to export the current
definition of the ribbon; as a best practice, it is always advised to save the existing ribbon
definition before making any changes. The saved ribbon definition can be helpful for reverting
to the previous definition if any modification is causing serious issues to the system. After
editing the ribbon definition, the solution has to be imported back for the changes to be
applied. Hence, ribbon customization actually has three steps, as follows:

1. Exporting the ribbon definition as a Solution (this step will be covered in this recipe).

2. Editing the ribbon definition (this step will be covered in the next recipe, Adding a
new button to an existing ribbon group for all entities).
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3. Importing back the modified ribbon definition and applying the changes (this step will
be covered in the recipe after the next one, Importing the modified ribbon definition).

How to do it...

Follow these steps to export the current ribbon definition from the Dynamics
CRM 2011 system:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with any other
relevant security role.

2. Navigate to Settings | Customization | Solutions. Create a new
unmanaged solution.

Solution: New

LSP | 3% Information

olution New

4 General

85" Information

mE o Display Name * Default Ribbon Definition MName * DefaultRibbonDefinition

mm Components
Publisher * ¥4 Packt Publisher [§ Configuration Page =]
Version™ 1000
Description
Installation Details

e Endpoints

Installed On [ﬁv] Fa(kage Type Unmanaged I ;l

il Dashboards

3. After creating the unmanaged solution, if we want to edit the ribbon for the specific
entity or entities then click on Add Existing and add the required entity or entities.

Solution: Default Ribbon Definition

ng* | ## Information

Solution Default Ribbon Definition

Component Type |AII

R yNew - || [ ZAdd Existing - || X Delete | S Remove | [4
| P
Manage|| = i
= Entities & T Entity
B option sets ] Disg H  optian s
"5 Client Extensions ] site Map

R For the purpose of editing the entity ribbons, there is no need to
% include the required components; but if we intend to export this
s solution and apply it to another system, we should include the

required components.
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4. If we intend to edit the global ribbon or add a custom group to all entities, we have
to include the Application Ribbons component to the solution by clicking on Add
Existing in the Actions menu.

= Solution: Default Ribbon Definition
L? ! 7 Information

Solution Default Ribbon Definition

Component Type |AII

T _JMew - || ZAdd Existing -| ¥ Delete | S Remave F
.

(=) Entities & Manage B entity

ﬂ Cption Sets ] Disg ﬁ Option Set

" Client Extensions 1 site Map

Dﬂ \Web Resources F:I Application Ribbaons I

5. Finally, click on Save and Close.

6. Thereafter, export the solution as an unmanaged solution by clicking on the Export
button in the Solutions actions menu:

Solutions  All Solutions ~

8_7"" Mew ¥ Delete DEI’ Import :_'1 Export gg Import Translations E} Export Translations 5} Publish All Customizations

Mame Display Mame Version Installed On Package Ty...  Publisher

¥} DefaultRibbonDefinition Default Ribbon Definition  1.0.0.0 07-04-2013 Unmanaged  Packt Publisher

7. Save the compressed Solution file.

The ribbon definition has to be exported to edit it. For this purpose, an unmanaged solution
is created with the existing ribbon definitions and a copy of this solution has to be preserved
for any future rollback operation. To prepare the ribbon for editing, we need to extract a copy
of the exported compressed unmanaged solution file. The extracted folder will have a file
with the name customizations.xml. This file contains the ribbon definitions and will be
edited to include the modified ribbon definitions. Post this editing, the solution folder will be
compressed again and imported back into the Dynamics CRM 2011 system.
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Adding a new button to an existing ribbon

group for all entities

Like the Site Map, the ribbon too can be edited in two ways:

» Editing the ribbon manually
» Editing the ribbon using a ribbon editor.

There are multiple ribbon editor solutions available at www . codeplex. com. But unlike
the SiteMap Editor, these ribbon editor tools are an open source tool and not published
by Microsoft.

Here, we will discuss how to edit the ribbon manually. We will consider a few examples to
illustrate how to edit the ribbon. Editing a ribbon can be done manually by modifying the
customization.xml file of the exported solution.

Getting ready

The following is what we wish to achieve in this recipe:

» Add a button with the title Bing in the form of every entity
» The button should appear in the Process group of the main tab
» When the user clicks on this button, it should launch www.bing.com

The following screenshot shows how the final output will look:

l. usaue&r‘lew '@d = '\’.;. i Sharing - _.Il J ?;‘#
H E'-‘Q' 15 Deactivate E LE’%'}’ ":3 '-TElCDF‘}'JLiI'Ik @ B:B b —

un Start Eing Run

t

Save Save & Add to Marketing Connect Assign R 3
Close X Delete Lis - E\' E-mail a Link  Workflow Dialog Report -
Save Collaborate I PI'.JCI.".'.I Data

How to do it...

Follow these steps to add a new button (Bing) to an existing group (Process) for all entities:

1. Log in to the Dynamics CRM 2011 system as a system administrator or with any other
relevant security role.

2. Export the ribbon Solution as described in the Preparing for editing the ribbon recipe.
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3. The image file for the Bing button has to be added to the default solution before
adding the ribbon. We will add two PNG images for the new Bing button in the web
resources of the default solution. Let us name the images as follows:

o A 16 x 16 pixel PNG file with the web resource name
packt icons/Binglé.png

o A 32x 32 pixel PNG file with the web resource name
packt icons/Bing32.png

Y Solution: Default Solution
@  Web Resource: Bingl16é

General
Mame ™ packt ||---|| Bingl6.png
Display Name
Description I

Content
Type ™ | PHG tormat
Language IEninsh
Upload File |

URL
URL |bttp:/iwin-fmm7Saaqriv/Packt \WebResources/packt icans/Bingls.png

4. The next step is to identify the ID of the existing ribbon group with display name
Process in all entity forms. We can refer to the Dynamics CRM 2011 SDK for
identifying the ID of the group. The ribbon definitions are available under the
SDK\Resources\ExportedRibbonXml location.

The ID value of the Process group controls in the entity forms' main tab is
Mscrm.Form. { !EntityLogicalName}.MainTab.Workflow
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The following image shows the Process group ID in the ribbon from the
SDK\Resources\ExportedRibbonXML file:

BUTTON T0= TISCTM. For . TENTITy Lo ICa INaME F- Loy SEIECTed  To0 LT IP T ITIE= FRESOUTTES TRIDDON . NOMEPagEar Ta - RECOT . STOr TCIT - TopY
<Button Id="Mscrm.Form.{!EntitylogicalName}.SendSelected” ToolTipTitle="$Resources:Ribbon.HomepageGrid.Recerd.Shortcut.Send”
</Contrels»
</Group>

<Group Id="Mscrm.Form.{!EntitylLogicalName}.MainTab.workflow™ Command="Mscrm.Enabled” Sequence="45" Title="$Resources:Ribbon.Homep
<Controls Id="Mscrm.Form.{!EntitylLogicalName}.MainTab.Workflow.Controls™>
<Button Id="Mscrm.Form.{!EntitylLogicalName}.Runborkflow" ToolTipTitle="$Resources:Ribbon.HomepageGrid.Data.Workflow.RunWorkfl
<Button Id="Mscrm.Form.{!EntitylegicallName}.RunScript” ToolTipTitle="$Rescurces:Ribbon.HomepageGrid.Data.Interactivelorkflow.
<fControls>
</Groupy
<Group Id="Mscrm.Form.{!EntitylogicalName}.MainTab.ExportData™ Command="Mscrm.Enabled” Sequence="5@" Title="$Rescurces:Ribbon.Hom
<Controls Id="Mscrm.Form.{!EntitylLogicalName}.MainTab.ExportData.Controls™s
<FlyoutAnchor Id="Mscrm.Form.{!EntityLogicalName}.Reports” ToolTipTitle="$Resources:Ribbon.HomepageGrid.Data.Report.RunReport

</Controls>
</Group>
</Groups>
</Tab>
<Tab Id= " Command= ion="%Resources:Ribb" Sequence="28"5...</Tab|
<Tab Id= " Command= :Ribb™ Sequenc 38">...</Tab|
<Tab Td= " Command= PluralD” Sequence="180"> Tabs|

5. Thereafter, decompress or unzip the exported solution file. Then open the
customizations.xml file in an XML editor such as Microsoft Visual Studio.

6. Locate the default RibbonDiffXml node in the customizations.xml file:

-l <RibbonDiffXml>
<CustomActions />
-] <Templates:
- ¢<RibbonTemplates Id="Mscrm.Templates™:
</RibbonTemplates>
</Templates>
<CommandDefinitions />
-]  <RuleDefinitions:
<TabDisplayRules />
<DisplayRules />
<EnableRules />
</RuleDefinitions:
<LocLabels />
</RibbonDiffXmls|

7. Editthe <LocLabels> node in the RibbonDif£Xml section to define the button
name and tool tip.

<LoclLabels>
<Loclabel Id="Packt.all.Bing.LabelText">
<Titles>
<Title languagecode="1833" description="Bing" />
</Titlep>
</LocLabel>
<Loclabel Id="Packt.all.Bing.TeclTip">
<Titles»
<Title languagecode="1833" description="Launch Bing Applicatien.” />
<fTitles>
</LocLabel>
</Loclabels>
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8. Now we will define a CommandDefinition element for the new button.

<CommandDefinitions:

<CommandDefinition Id="Packt.form.Bing">
<EnableRules />
<DisplayRules />
ACLlons

<Url Address="http://www.bing.com" /3
<fActions>

</CommandDefinition:
</CommandDefinitions>

The <Actions> tab defines the action that will happen when the user clicks on the
button. As we intend to launch a URL, we have defined a URL within the <Actions>
node. We can use the <Ur1> node for any kind of URL navigation. We can use a
relative URL if we want to launch a Dynamics CRM 2011 page URL or an HTML
page added as a web resource.

We can also execute a JavaScript function when the button is clicked. Add
the JavaScript as a web resource and then refer to the web resource in the
% Actions node as shown in the following screenshot:
S

<Actions>

<JavascriptFunction FunctionName="launchBing" Library="$webresource:packt_scripts/formActions.js" />
</Actions>

9. Now we will define the <CustomActions> element for the button. Here, we will
associate the Labels, Actions, and Icons defined before with the new button.
With this step, we have completed the new button definition.

<CustomActions>
<Customiction Id="Packt.all.form.Bing.CustomAction™
Location="Mscrm.Form.{!EntitylLogicalName}.MainTab.Workflow.Controls. children”
Sequence="38">
<CommandUIDefinition>
<Button Id="Packt.{!EntitylLegicalName}.form.Bing.Button™
Command="Packt.form.Bing"”
LabelText="$LocLabels:Packt.all.Bing.LabelText™
ToolTipTitle="$LocLabels:Packt.all.Bing.LabelText™
ToolTipDescription="$%LocLabels:Packt.all.Bing.ToolTip"
TemplateAlias="ol"
ImagelGbyl6="%webrescurce:packt_icons/Bingl6.png"”
Image32by32="%webrescurce:packt_icons/Bing32.png" />
</CommandUIDefinition>
</CustomActions
</CustomActions>
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10. The final, modified RibbonDi f £Xml node should look like the following code:

<RibbonDiffXml>

31

<CustomActions>
<CustomAction

Id="Packt.all.form.Bing.CustomAction"
Location="Mscrm.Form. { |EntityLogicalName}.MainTab.
Workflow.Controls._children"

Sequence="30">
<CommandUIDefinition>

<Button Id="Packt.{!EntityLogicalName}.form.Bing.Button"

Command="Packt .form.Bing"
LabelText="$LocLabels:Packt.all.Bing.LabelText"
ToolTipTitle="$LocLabels:Packt.all.Bing.LabelText"

ToolTipDescription="$LocLabels:Packt.all.Bing.Tool Tip"

TemplateAlias="ol"
Imagelébyl6="Swebresource:packt icons/Binglé.png"
Image32by32="swebresource:packt icons/Bing32.png"/>

</CommandUIDefinition>
</CustomActions>
</CustomActionss>
<Templates>
<RibbonTemplates Id="Mscrm.Templates"/>
</Templates>
<CommandDefinitions>
<CommandDefinition Id="Packt.form.Bing"s>
<EnableRules />
<DigplayRules />
<Actions>
<Url Address= "http://www.bing.com" />
</Actions>
</CommandDefinition>
</CommandDefinitionss>
<RuleDefinitions>
<TabDisplayRules />
<DisplayRules />
<EnableRules />
</RuleDefinitions>
<LocLabels>
<LocLabel Id="Packt.all.Bing.LabelText">
<Titless>
<Title languagecode="1033" description="Bing" />
</Titles>
</LocLabel>
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<LocLabel Id="Packt.all.Bing.ToolTip">
<Titless>
<Title languagecode="1033" description="Launch Bing
Application." />

</Titles>
</LocLabel>
</LocLabels>

</RibbonDiffXml>

11. Then import the modified solution by following the Importing the modified ribbon
definition recipe of this chapter.

The final outcome of this recipe will be a new Bing button added to the Process group of all
entity forms, as shown in the following screenshot:

Contact Add Customize Contact Form
U
H I %Sa\re&New ﬁ \%‘ il Sharing - V( % Q
154 Deactivate qﬁCopya Link
Save Save & Add to Marketmg Connect A55|gn un Start Bing Run
Close ‘X Delete ‘ﬁ E-mail a Link Workflow Dialog Report
Save Collaborate Process Data
Bing
Information lg =] Contact
= | i icati
|_ P cathan CDDk (sample) Launch Bing Application.

The new ribbon button is added to all entity forms' ribbons. If we intend to add this same
button to a specific entity ribbon form (for example, the Account entity form), the ID of the
ribbon section is required to be used in the Mscrm.Form.account .MainTab.Workflow
format. It is clear that we have to replace the { !EntityLogicalName} part with the
specific entity name. Ribbon changes will fail if an incorrect ID is used during the new
button definition.

In addition, the web resources referred to in the button definition (PNG images and JScripts)
have to be present before importing the solution having the new button definition. Otherwise,
the solution import will fail.
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Adding a new button to an existing ribbon

group of a specific entity

In this recipe, we will add a new button to an existing ribbon group for a specific entity.

Getting ready

The following is what we wish to achieve in this recipe:

» Add a new button (Change Lead Rating) in both the Lead form ribbon as well as the
Lead grid ribbon

» This button should appear in the Actions group on the right-hand side of the
Qualify button

» This button should only appear in the web client

» This button should only appear if the record has already been saved

» Inthe lead grid, this button will only be enabled if just one lead record is selected
» When the user clicks on this button, a custom dialog should pop up

The following screenshot displays the Change Lead Rating button added to the Actions
ribbon group of the Lead record:

E lead | Add  customiz Lead Form Ribbon

1 Igo Save & New 0 A % L@J “"'.13 4od Sharing ~ @ g_‘l I J
u' J u' Ed % pelete ) f [2Hr =D |# copyaLink p
Save Save & Qualify] Change Lead] Addto Marketing Connect Assign Run Start Bing Run
Close Raljing List - E\' E-mail a Link Workflow Dialog Report -
Actions Collaborate Process Data

Information |/_9| Lead

Eark Wathalee Steuber (sample)

Details Lead Source Rating

Sicsd Trade Show Hot

Preferences
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The following screenshot displays the Change Lead Rating button added to the Actions
ribbon group of the Lead grid ribbon and is enabled when only one record is selected:

E Leads View Charts Add Customize Lead Grid Ribbon

A0 K ok | o

Meaw Edit Merge Detact Cualifyl Change Lead] Send Direct Addt
Duplicates - Rating E-mail
Recards ) Actions E le only when a
Workplace @ [GB~ || Loads: My Open Leads ~ =19/ recordis
selected
4 My Work T | Mame
:" Dashboards pf}.l.i
[Sf Activities
T}y Leads [T %y Teresa Atkinson (sample)
i calendar [~ %l stephanie Conroy (sample)

How to do it...

Follow these steps to add a new button (Change Lead Rating) as defined in the
preceding scenario:

1. Login to the Dynamics CRM 2011 system as a system administrator or with any other
relevant security role.

2. Create the new custom dialog (Change Lead Rating) that will be launched via the
custom button.

The Creating a dialog using the Dynamics CRM 2011 web interface recipe can be
found in Chapter 10, Processes, of this book.

3. Export the ribbon solution as described in the Preparing for editing the ribbon recipe.
Include the custom dialog and the concerned entity (Lead, in this case) into this
solution before exporting.

4. Then create the following JScript file and add it as a web resource to the default
solution. Name the web resource as packt scripts/ChangeLeadRating.js.

function LaunchModalDialog(dialogld, typeName, recordId) ({
var serverUrl = Xrm.Page.context.getServerUrl () ;
recordId = recordId.replace("{", "");
recordId = recordId.replace("}", ) ;
dialogId = dialogId.replace("{", "");
dialogId = dialogId.replace("}", )

’

// Load modal dialog
var serverUri = serverUrl + '/cs/dialog/rundialog.aspx';
var mypath = serverUri +
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'?DialogId=%7b' +
dialogId.toUpperCase() +
'$7d&EntityName="' +
typeName +
'&0ObjectId=%7b"' +
recordId +
74" ;

// First item from selected leads only
window.showModalDialog (mypath) ;

// Reload form.
window.location.reload (true) ;

}

The window for creating the JScript file is shown in the following screenshot:

Y Solution: Default Solution
@ Web Resource: ChangelLeadRating.js

General

Mame * packt I cripts/ChangeLeadRating.j

Display Name IChangeLeadRating.js

Description |

Content

Type * | seript Uscript)

Language | English

Upload File |

URL

URL Inttp:/iwin-fmm75aaartv/Packt/WebResources/packt scrits/ChanasleadRating.is

5. Thereafter, we will add two PNG images for the new Change Lead Rating button in
the web resources of the default solution. Let us name the images as follows:

o A 16 x 16 pixel PNG file with the web resource name packt icons/
LeadRatinglé6.png

o A 32 x 32 pixel PNG file with the web resource name packt_icons/
LeadRating32.png
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The window for adding the PNG files is shown in the following screenshot:

Chapter 8

> Solution: Default Solution

@ Web Resource: Lead Rating 16

General
Name ™
Display Name
Description

Content
Type ™
Language
Upload File

URL
URL

packt ||--||| LeadRatinglé.png

Lead Rating 16|

I PG format

| English

|nttp://win-fmm75aaqriv/Packt \WebResources/packt icons/LeadRatinglé.pnag

6. The next step is to identify the ID of the existing ribbon group with display name
Actions for the Lead form ribbon and the Lead grid ribbon.

Q

The ID of the Actions group for the Lead form ribbon is as follows:

<Group Id="Mscrm.Form.lead.MainTab.Actions"

Command="Mscrm.Enabled"

Sequence="38"
Title="$Resources:Ribbon.HomepageGrid.MainTab.Actions™
Image32by32Popup="/_imgs/ribbon/Actions_32.png"
Template="Mscrm.Templates.Flexible3":

[m]

The ID of the Actions group for the Lead grid ribbon is as follows:

<Group Id="Mscrm.HomepageGrid.lead.MainTab.Actions™

Command="Mscrm.Enabled”

Sequence="28"
Title="%Rescurces:Ribbon.HomepageGrid.MainTab. Acticns™
Template="Mscrm.Templates.Flexible4™
Image32by32Popup="/_imgs/ribbon/Actions_32.png">

We can refer to the Dynamics CRM 2011 SDK for identifying the ID of the
group. The ribbon definitions are available under the SDK\Resources\
ExportedRibbonXml location.

7. Thereafter, decompress the exported solution file. Then open customizations.
xml in an XML editor such as Microsoft Visual Studio.
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8. Locate the default RibbonDiffXml node in customizations.xml under the Lead
entity section as shown in the following screenshot:

<Entities>
<Entitw=...<f£ntitv4
Entity>
<Name LocalizedName="Lead" OriginalName="Lead">Lead</Name:>
<ObjectTypeCoder4</0bjectTypeCode>
<FormXmly...</Form¥ml:
<RibbonDit+XmLl>
<CustomActions />
<Templates>
<RibbonTemplates Id="Mscrm.Templates™:>
</RibbonTemplates:
</Templates>
<CommandDefinitions />
<RuleDefinitions:
<TabDisplayRules />
<DisplayRules />
<EnableRules />
</RuleDefinitions>
<loclabels />
/B3 hhond £F%m] |

9. Editthe <LocLabels> node in the RibbonDiff£Xml section to define the button
name and tool tip.

<LoclLabels:
<Loclabel Id="Packt.lead.ChangeleadRating.lLabelText">
<Titles>
<Title languagecode="1833"
description="Change Lead Rating" />
</Titles:
</LocLabel>
<Loclabel Id="Packt.lead.ChangeleadRating.ToclTip">
<Titles>
<Title languagecode="1@33"

description="Launches Change Lead Rating dialeg." />
</Titles>
</LocLabel>
</LocLlabels>

10. Now we will edit the RuleDefinitions node to define the display and enable rules

to support the following requirements, as described in the Getting ready section of
this recipe:

o This button should only appear in the web client
o This button should only appear if the record has already been saved

o Inthe Lead grid ribbon, this button will only be enabled if only one Lead
record is selected

320
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The RuleDefinitions node is shown in the following screenshot:

<Rulebefinitions:
<TabDisplayRules />
<DisplayRules:
<DisplayRule Id="Packt.lead.form.FormStateNotNew.DisplayRule™>
<FormStateRule State="Create” InvertResult="true" />
</DisplayRulez
<DisplayRule Id="Packt.lead.WebClient.DisplayRule">
<CrmClientTypeRule Type="Web™ />
</DisplayRulex
</DisplayRules>
<EnableRules:>
<EnableRule Id="Packt.lead.WebClient.EnableRule">
<CrmClientTypeRule Type="uWeb™ /=
</EnableRule:
<EnableRule Id="Packt.lead.form.NoctNew.EnableRule">
<FormStateRule State="Create"™ InvertResult="true" />
</EnableRulex
<EnableRule Id="Packt.lead.grid.OneSelected.EnableRule":>
¢SelectionCountRule AppliesTo="SelectedEntity” Maximum="1" Minimum="1" />
</EnableRulex
</EnableRules>
</Rulebefinitions>

11. Now we will define CommandDefinition for the new button. The
CommandDefinition element for the button in the Lead form ribbon
will be as follows:

<CommandDefinition Id="Packt.lead.form.ChangeleadRating.Command">
<EnableRules>
<EnableRule Id="Packt.lead.WebClient.EnableRule" />
<EnableRule Id="Packt.lead.form.NotNew.EnableRule™ />
</EnableRules>
<DisplayRules:
<DisplayRule Id="Packt.lead.form.FormStateNotNew.DisplayRule™ />
<DisplayRule Id="Packt.lead.WebClient.DisplayRule™ />
</DisplayRules>
<Actions>
<JavaScriptFunction FunctionName="LaunchMedalDialeg” Library="$webrescurce:packt_scripts/ChangeleadRating.js" >
<StringParameter Value="fa252917-737e-4e5d-8d1lc-c143c29f34e7" />
<StringParameter Value="lead" />
<CrmParameter Value="FirstPrimaryItemId” />
</JavascriptFunction>
</Actions>
</CommandDefinition>
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The CommandDefinition element for the new button in the Lead grid ribbon will be
as follows:

<CommandDefinitions»
<CommandDefinition Id="Packt.lead.grid.ChangeleadRating.Command">
<EnableRules>
<EnableRule Id="Packt.lead.WebClient.EnableRule" />
<EnableRule Id="Packt.lead.grid.OneSelected.EnableRule” />
</EnableRules>
<DisplayRules>
<DisplayRule Id="Packt.lead.WebClient.DisplayRule™ />
</DisplayRules>
<Actions>
<JavascriptFunction FunctionName="LaunchModalDialog” Library="%webrescurce:packt_scripts/ChangeleadRating.js" »
<StringParameter Value="fa252917-737e-4e5d-8d1c-c143c29F34e7" />
<StringParameter Value="lead" />
<CrmParameter Value="FirstSelectedItemId" />
</JavaScriptFunction>
</Actions>
</CommandDefinition>

The <Actions> tab defines the action that will happen when the user clicks on the
button. In this example, a JavaScript function with the name LaunchModalDialog
will be called when the user clicks on the button. We have already defined and
added this JScript to the web resources. The JavaScript method expects three
parameters, which are passed to the method using the StringParameter

and CrmParamater nodes.

12. Finally, we have to define the CustomActions element for the new button. The
CustomAction element for the button in the Lead form will be as shown in the
following screenshot:

<CustomACtion ld= Packt.lead.form.ChangeleadRating.UstomAction
Location="Mscrm.Form.lead.MainTab.Acticons.Controls. _children”
Sequence="18"3
<CommandUIDefinitionz
<Button Id="Packt.lead.form.ChangeleadRating.Button™
Command="Packt.lead.form.ChangelLeadRating.Command”
LabelText="%LocLabels:Packt.lead.ChangeLeadRating.LabelText™
ToolTipTitle="%Loclabels:Packt.lead.ChangeleadRating. LabelText™
ToolTipDescription="%LocLabels:Packt.lead.ChangelLeadRating. ToclTip"
Templateslias="o0l"
ImagelGbyl6="%webresource:packt_icons/LeadRatingl6.png”
Image32by32="%webresource:packt_icons/LeadRating32.png" />
</CommandUIDefinition>
</Customiction:
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The CustomAction element for the button in the Lead grid will be as follows:

<CustomAction Id="Packt.lead.grid.ChangeleadRating.Customéction™
Location="Mscrm.HomepageGrid.lead.MainTab.Actions.Controls. _children™
Sequence="18">
<CommandUIDefinition>
<Button Id="Packt.lead.grid.ChangeleadRating.Button”
Command="Packt.lead.grid.ChangeleadRating.Command”
LabelText="%LocLabels:Packt.lead.ChangelLeadRating. LabelText"
ToolTipTitle="%LoclLabels:Packt.lead.ChangelLeadRating.LabelText"
ToolTipDescription="%LocLabels:Packt.lead.ChangeleadRating.ToolTip"
TemplateAlias="01"
Imagel6bylé="%webrescurce:packt_icons/LeadRatingl6.png"
Image32by32="%webresource:packt_icons/LeadRating32.png" />
</CommandUIDefinitions
</CustomAction:

13. The final, modified RibbonDif £Xml node should look as follows:

<RibbonDiffXml>
<CustomActionss>
<CustomAction
Id="Packt.lead.grid.ChangeLeadRating.CustomAction"
Location="Mscrm.HomepageGrid.lead.MainTab.Actions.
Controls._ children"
Sequence="10">
<CommandUIDefinitions>
<Button Id="Packt.lead.grid.ChangeLeadRating.Button"
Command="Packt.lead.grid.ChangeLeadRating.Command"
LabelText="$LocLabels:Packt.lead.ChangeLeadRating.
LabelText"
ToolTipTitle="$LocLabels:Packt.lead.
ChangeLeadRating.LabelText"
ToolTipDescription="$LocLabels:Packt.lead.
ChangeLeadRating.ToolTip"
TemplateAlias="ol"
Imagelébylé6="sSwebresource:packt icons/
LeadRatinglé.png"
Image32by32="sSwebresource:packt icons/
LeadRating32.png" />
</CommandUIDefinition>
</CustomAction>
<CustomAction
Id="Packt.lead.form.ChangelLeadRating.CustomAction"
Location="Mscrm.Form.lead.MainTab.Actions.Controls.
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_children"
Sequence="10">
<CommandUIDefinitions>
<Button Id="Packt.lead.form.ChangelLeadRating.Button"

Command="Packt.lead.form.ChangeLeadRating.Command"

LabelText="$LocLabels:Packt.lead.ChangeLeadRating.
LabelText"

ToolTipTitle="$LocLabels:Packt.lead.
ChangeLeadRating.LabelText"
ToolTipDescription="$LocLabels:Packt.lead.
ChangeLeadRating.ToolTip"

TemplateAlias="ol1"
Imagelébylé6="Swebresource:packt icons/LeadRatinglé.png"
Image32by32="$webresource:packt icons/LeadRating32.png" />

</CommandUIDefinition>
</CustomActions>
</CustomActions>
<Templates>
<RibbonTemplates Id="Mscrm.Templates"/>
</Templates>
<CommandDefinitions>
<CommandDefinition
Id="Packt.lead.grid.ChangeLeadRating.Command" >
<EnableRules>
<EnableRule Id="Packt.lead.WebClient.EnableRule" />
<EnableRule Id="Packt.lead.grid.OneSelected.EnableRule"
</EnableRules>
<DisplayRules>
<DisplayRule Id="Packt.lead.WebClient.DisplayRule" />
</DisplayRules>
<Actions>
<JavaScriptFunction FunctionName="LaunchModalDialog"
Library="$webresource:packt scripts/ChangeLeadRating.js" >
<StringParameter Value="fa252917-737e-4e5d-8dlc-
cl43c29f34e7" />
<StringParameter Value="lead" />
<CrmParameter Value="FirstSelectedItemId" />
</JavaScriptFunction>
</Actions>
</CommandDefinitions
<CommandDefinition
Id="Packt.lead. form.ChangelLeadRating.Command" >
<EnableRules>
<EnableRule Id="Packt.lead.WebClient.EnableRule" />

/>
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<EnableRule Id="Packt.lead.form.NotNew.EnableRule" />
</EnableRules>
<DisplayRules>
<DisplayRule
Id="Packt.lead.form.FormStateNotNew.DisplayRule" />
<DisplayRule Id="Packt.lead.WebClient.DisplayRule" />
</DisplayRules>
<Actionss>
<JavaScriptFunction FunctionName="LaunchModalDialog"
Library="$webresource:packt scripts/ChangeLeadRating.js" >
<StringParameter Value="fa252917-737e-4e5d-8d1lc-
cl43c29f34e7" />
<StringParameter Value="lead" />
<CrmParameter Value="FirstPrimaryItemId" />
</JavaScriptFunctions>
</Actions>
</CommandDefinition>
</CommandDefinitions>
<RuleDefinitionss>
<TabDisplayRules />
<DisplayRules>
<DisplayRule
Id="Packt.lead.form.FormStateNotNew.DisplayRule">
<FormStateRule State="Create"
InvertResult="true" />
</DisplayRule>
<DisplayRule Id="Packt.lead.WebClient.DisplayRule">
<CrmClientTypeRule Type="Web" />
</DisplayRule>
</DisplayRules>
<EnableRules>
<EnableRule Id="Packt.lead.WebClient.EnableRule">
<CrmClientTypeRule Type="Web" />
</EnableRule>
<EnableRule Id="Packt.lead.form.NotNew.EnableRule">
<FormStateRule State="Create" InvertResult="true" />
</EnableRule>
<EnableRule Id="Packt.lead.grid.OneSelected.EnableRule">
<SelectionCountRule AppliesTo="SelectedEntity"
Maximum="1"
Minimum="1" />
</EnableRule>
</EnableRules>
</RuleDefinitions>
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<LocLabels>

<LocLabel Id="Packt.lead.ChangeLeadRating.LabelText">

<Titles>

<Title languagecode="1033"

</Titles>
</LocLabel>

description="Change Lead Rating" />

<LocLabel Id="Packt.lead.ChangeLeadRating.ToolTip">
<Titless>

<Title languagecode="1033"

</Titles>
</LocLabel>

</LocLabels>
</RibbonDiffXml>

description="Launches Change Lead Rating dialog" />

14. Then import the modified solution by following the Importing the modified ribbon

definition recipe of this chapter.

The final outcome of this recipe will be a new Change Lead Rating button added to the
Actions group of the Lead form and the Lead grid ribbons.

E Lead Add Customize

H I Eﬁ Save & MNew
)( Delete

&

4 Microsoft Dynamics CRM

®* & &, . B8 8

Preferences

Save Save & Qualify Chan%e Lead Addto I\darketmg Connect A55|gn Run Star‘t Bing Run
Close ﬂ E-mail a Link Workflow Dialog Report -
Save Actions Collaborate Process Data
Change Lead Rating

Information E:D|

c | =| Launches Change Lead Rating e)

ENE dialog.
(gl Lead Source Rating
T
Motes & Activities Trade Show Hot
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Teads | view  Charts  Add  Customize
— r @Aulvate T o | o J'\_ N i y 1l Share | F
= ) B & i ;S 58 g © 6 8
== 1 % Delete . W % E [T E3 Copy a Link « =
Mew Merge Detect Qualify Chan?e' Lead Send Direct Addto Marketing Ccmned Assign = . Run Start Run
Duplicates « ing E-mail List @E-ma\l alink . Warkflow Dialog Report+
Records Actions Collaborate Process
Workplace | @ | L3~ | |cads: My Open Leads ~ ) Change Lead Rating -- Webpage Dialog x|
4 My Work 7 | Name Change Lead Rating The Dialog opens up when the button is clicked.
a4 Dashboards = Change the Lead Rating
e %y Wathalee Steuber (sample]
[ Activities
K Leads [Tl Teresa Atkinson (sample] =
il calendar [~ %}y stephanie Conroy (sample) o Tip
s 1% Sidney Higa (sample) 5
¢t Duplicate Detection [T &y Scott Konersmann (sample)
Work Queues E=n i
‘3 i [T %]y Robert Ahlering (sample] ek Toadd co et
[ %y Paul Alcorn (sample)
Lﬂ Reports :’ g
j e [T Ty Oscar Alpuerto (sample)
= Orlando Gee (sample
4 Customers = __“"" framplel
[ Accounts [~ Ty wvonne McKay (sample) ‘ Help | | Summary Hext | | Ccancel
|83 Contacts

Lead grid ribbon

In this recipe, we have discussed how to open a dialog from a custom ribbon button as well as
how to add this new button in an entity's form ribbon as well as grid ribbon, along with certain
other conditions. This recipe can be used to add new buttons in different groups of the ribbon.
The ID of the group will vary along with the ribbon group.

Hiding a ribbon button

In this recipe, we will discuss how to hide a ribbon button.

Getting ready

The following is what we wish to achieve in this recipe:

» Remove the Queue Iltem Details button from the form ribbon of Case.

Case Add Customize
HEY o & 83 |6 B @ B &

Save ﬁr—nrs &L Hsml\f@ Cancel Connect Addto JQueue Item | Assign Run Start Run
lose Case Case - Queue Details 1?:\' E-mail a Link Workflow Dialog Report »
Save Actions Callaborate Process Data
Information tﬂl | Lase
General CAS-01015- Q4H3Q9

Motes and Srticl
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How to do it...

Follow these steps to hide a ribbon button:

1. Login to the Dynamics CRM 2011 system as a system administrator or with any other
relevant security role.

2. Export the ribbon solution as described in the Preparing for editing the ribbon recipe.

3. The next step is to identify the ID of the Queue Item Details button in the Case
ribbon. We can refer to the Dynamics CRM 2011 SDK for identifying the ID of
the group. The ribbon definitions are available under the SDK\Resources\
ExportedRibbonXml location. The file is shown in the following screenshot:

<Button Id="Mscrm.Form.incident.QueueltemDetail™

Alt="%Resources:Ribbon.HomepageGrid. queueitem.MainTab.Actions.QueueltemDetail™

ToolTipTitle="%Resources:Ribbon.HomepageGrid. queueitem.MainTab.Actions.QueueItemDetail”
ToolTipDescription="%Rescurces:Mscrm_SubGrid_gqueueitem MainTab_Actions_QueueItemDetail ToolTipDescription”
Command="Mscrm.QueueltemDetail™

Sequence="32"

LabelText="$%Resources:Ribbon.Homepage6rid. queusitem.MainTab.Actions. QueueItemDetail™
Imagel6byle="/_imgs/Workplace/QueueltemDetails_16.png"
Image32by32="/_imgs/Workplace/QueueltemDetails_32.png"

Templatedlias="ol" />
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Thereafter, decompress the exported solution file. Then open the customizations.
xml file in an XML editor such as Microsoft Visual Studio.

Locate the default RibbonDi f£Xml node in customizations.xml under the Case
entity, as shown in the following screenshot:

<Entity:
<Name LocalizedName="Case" OriginalName="Case">Incident</Namex
<0ObjectTypeCode>112</0bjectTypeCode>
[<FormXml>...</Formimlz]
<RibbonDiffXml:
<Customictions/»
<Templates:
<RibbonTemplates Id="Mscrm.Templates™:</RibbonTemplates:
</Templates:
<CommandDefinitions />
<RuleDefinitions>
<TabDisplayRules />
<DisplayRules />
<EnableRules />
</RuleDefinitions>
<LocLabels />
</RibbonDiffXml>
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6. Define HideCustomAction with the Location attribute as the Queue Item Details
button ID. The final RibbonDi f £Xml element will look as follows:

<RibbonDiffXml>
<CustomActions>
<HideCustomAction

Location="Mscrm.Form. incident.QueueltemDetail"
HideActionId="Packt.Form.incident.QueueltemDetail.

HideAction" />
</CustomActionss>
<Templates>

<RibbonTemplates Id="Mscrm.Templates"/>
</Templates>
<CommandDefinitions />
<RuleDefinitions>
<TabDisplayRules />
<DisplayRules />
<EnableRules />
</RuleDefinitions>
<LocLabels />
</RibbonDiffXml>

7. Then import the modified solution by following the Importing the modified ribbon
definition recipe of this chapter.

8. The final outcome of this recipe will be a hidden Queue Iltem Details button in the
Case form as shown in the following screenshot:

Case Add Customize Glueue Item Details button is hidden.
.| . .
5 Save & Mew = ; sad Sharing - = E1
bl % g &8 58
L L }( Delete | Q L?_‘E]Copya Link L
Save Save & Resolve Cancel Connect Addto Assign Run Start Run
Close Case Case - Queue E":\l E-mail a Link  Workflow Dialog Report«
Save Actions Collaborate Process Data
Information l!i'i‘l| Lase
‘ General CAS-01°15-Q4H3Q9
Motes and Article

In this recipe, we have discussed how to hide an existing ribbon button. The
HideCustomAction element only removes a specified node from the ribbon;
using this approach may not be advisable for every situation.
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If we intend to hide a button that is associated with a security role,
p we must try to adjust the entity security role to hide the button. If
we intend to replace an existing ribbon element with a custom one,
’ we can overwrite the element by using CustomAction with a
Location attribute value identical to the existing element.

Importing the modified ribbon definition

In the previous recipes, we have learned how to edit the ribbon definition for various
scenarios. After editing the ribbon definition, the modified ribbon definition has to be imported
back to the Dynamics CRM 2011 system. This recipe will describe how to achieve this.

How to do it...

Follow these steps to import the modified ribbon definition from the Dynamics
CRM 2011 system:

1. Compress the solution folder, which contains the files shown in the following
screenshot, to a ZIP file. The customizations.xml file should contain the
modified ribbon definitions.

Mame Type =

= [Content_Types] XML Document
*'| customizations XML Document

= solution XML Document

2. Login to the Dynamics CRM 2011 system as a system administrator or with any other
relevant security role.

3. Navigate to Settings | Customization | Solutions.

4. Click on the Import button in the Actions menu to import the modified solution.

Solutions: All Selutions -

35}’ Mew X Delete ﬁlmpor’c :'_1 Export fﬂ Import Translations _\_"}. Export Translations _g Publish All Customizations

5. After importing, we have to publish the changes by selecting the imported solution
and clicking on the Publish All Customizations button in the Actions menu.

330



http:///

Chapter 8

After modifying the ribbon definition, it has to be reimported so that the changes can take
effect. If the ribbon definition's modification is not done with care, then during import the
modified ribbon definition may throw errors or may cause serious issues after solution import.
In such a case, the exported default ribbon definition solution can be imported to go back to
the default state of the ribbon.

See also

In this chapter, we have discussed various recipes regarding Site Map and ribbon
customization. In the next chapter, we will discuss the integration of SharePoint
and Microsoft Word with the Dynamics CRM 2011 system. The interesting recipes
in the next chapter will be:

» Creating Mail Merge templates using Microsoft Word
» Integrating Microsoft SharePoint with Dynamics CRM 2011
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Office and SharePoint
Integration

Microsoft Dynamics CRM 2011 allows a very strong integration with Microsoft Office and
Microsoft SharePoint. In Chapter 4, Data Management we discussed how data can be
exported from Dynamics CRM 2011 to Microsoft Excel. Microsoft Dynamics CRM 2011 can
be accessed when integrated with Microsoft Outlook. In this chapter, we will discuss how
Microsoft Dynamics CRM 2011 provides a strong integration with Microsoft Word via Mail
Merge templates. Microsoft Dynamics CRM 2011 also supports integration with Microsoft
SharePoint for better collaboration and document management.

In this chapter, we will delve into the following recipes:

» Creating Mail Merge templates using Microsoft Word
» Integrating Microsoft SharePoint with Dynamics CRM 2011

Introduction

There is a usual requirement to quickly create documents populated with data from Dynamics
CRM 2011. Dynamics CRM 2011 supports the creation of predefined templates that can then
be published to users. Such templates are known as Mail Merge templates and can be used
to quickly create documents that include information from records in the Dynamics CRM 2011
system. Using the Mail Merge functionality of Dynamics CRM 2011, we can create Microsoft
Office Word templates for sending letters, faxes, envelopes, and e-mail messages.

Although Dynamics CRM 2011 has the ability to attach a document with records, it does

not provide a good document management solution. The document versions cannot be
maintained, documents cannot be searched, and it also takes a lot of manual effort to find
the exact document that we were looking for. Integrating Dynamics CRM 2011 with SharePoint
allows us to use SharePoint as a document management solution.
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Creating Mail Merge templates using

Microsoft Word

In this recipe, we will discuss how to create a Mail Merge template based on Microsoft Word
that can extract data from a Dynamics CRM 2011 system and create a letter, form, e-mail, fax,
and so on.

How to do it...

The steps to create a Mail Merge template using Microsoft Word within a Dynamics CRM 2011
system are as follows:

1. Log in to the Dynamics CRM 2011 system as a system administrator or as a relevant
security role.

2. Navigate to Settings | Business | Templates | Mail Merge Templates.
3. Click on the New button in the Actions menu.

Mail Merge Templates

[
I _-‘;Ne-.f-.r Ijﬁ =] | 8 X ) Run Workflow... |5l Start Dialog | More Actions -

4. Onthe New page of Mail Merge Templates, provide the following information:

o Name: This is the name of the Mail Merge template. Use a descriptive name
that will be easy to understand.

o Description: This is the description of the Mail Merge template.

o Associated Entity: This is the entity against which the Mail Merge template
will be linked.

The creation of a Mail Merge template is enabled only for the following
business entities: Account, Case, Contact, Lead, Opportunity, and
Quote. For custom entities, the Mail Merge setting can be enabled
- from navigating to General | Communication & Collaboration from
% the entity.

= Mail Merge can be used to list the members in a marketing list. On
opening a marketing list and navigating to the Add tab in the ribbon,
we will find the Mail Merge on List Members option that can be used
by Mail Merge to list members.
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o Language: This is the language of the Mail Merge template. The drop-down
box will only display the languages installed in the Dynamics CRM 2011
system.

o Ownership: The ownership of the Mail Merge template record can also be
selected. By default, the logged-in user will be selected as the template
owner, which can be changed.

E @ &;ISa\re and Close lh_|l

| i | Mail Merge Template: New

* General
Details
MName * |introduction Letter

Deseription IIntroauctlon Letter to a company

Categorization

Associated Entity™ | Account =l
Ownership
Ownership * ||||-.I|.|-.I'.|.|I ;I
Language

Template Language IEninsh

5. Then, click on the Save button in the top ribbon to save the settings.

6. After saving the template, click on the Data Fields button under the Select data
fields section on the page.

Select data fields:

Data Fields

Selected fields: Default
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7. This will bring up the Add Columns web dialog with the default fields selected. We
have to choose the fields/columns we intend to use in the Mail Merge template. We
can even choose fields from the Related entities. Only the fields included here will be
available for the Mail Merge template.

]
Add Columns

Select the columns to add to this view,

Record Type -
[T | pisplay Name | Mame | Type |
¥ Account Name name Single Line o... | *
¥ Account Number accountnumber Single Line o...
F Account Rating accountratingcode COption Set
r Account Region packt_regionsid Lookup
r Address 1: Address Type addressl_addresstypecode Option Set
¥ Address 1 Clity addressl_clty Single Line o...
I Address 1: Country/Region addressl_country Single Line o..,
I_ Address 1: County addressl_county Single Line a...

I Address 1: Fax addressl_fax Single Line a...
r Address 1: Freight Terms addressl_freighttermscode Option Set

- Address 1: Latitude addressl_latitude Floating Poin...
N Address 1: Longitude addressl_longitude Floating Paoin...
I Address 10 Name addressl_name single Line a...

I Address 1: Post Office Box addressl postofficebox Sinale Line 0., | ¥

Mumber of selected data fields: 33 [max, 62)

oK | | Cancel

8. Then click on the OK button to close the screen. Thereafter, click on the Save button
in the top ribbon to save the changes.

9. Then click on the Create Template in Word button in the top ribbon.

E = 'k;l save and Close hj = | I ¥ Create Template in Word 45 Actions =

j_r'j | Mail Merge Template: Introduction Letter
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10. This will prompt us to Open or Save a Microsoft Word document. Click on the Open
button to open the document. If prompted by Microsoft Word, accept any security

questions to allow macros and document editing in Word.

Do you want to open or save this file?

@ j Mame: Mail_Merge_70255.doc
Type: Microsoft Word 97 - 2003 Document

Fram: localhost

Open Save | Cancel I

x|

l@' harm your computer, F you do not trust the source, do not apen ar
save this file, What 's the risk?

While files from the Intemet can be useful, some files can potertially

11. When the Microsoft Word document opens up, click on the Add-Ins tab and then click

on the CRM button.

(w|| = Mail_Merge_83744 [Compatibility Mode] - Microsoft Word
File Home  Insert  Pagelayout  References  Mailings  Review  View || AddIns
g cRM

Click on this button.

Toolbar Commands

CRM_ Mail Merge

To start mail merge, click CRM.

In Microsoft Office Word 2007, the CRM button appears on either the Add-ins tab or the
Mailings tab, depending on the mail merge template you selected.

(Afrer you click CRM, the macro creates a new text file and puts the comment data intoit.
Caution: To run mail merge. vou must enable macros for this document. After the mail

merge is completed, delete this file and the associated text file to safeguard possibly
sensitive data.

.-~ { Comment [CRM1]: <TABLE=<TE=Acconm=T

mer</ Account Numba</TH
><TH>Account_Ratinge TH-<THxAddrass |_Ct
y</TH><THoAddress 1_ Cowry, Resion</TH><
THoAddress_]_Sored_I=TH~THoAddress_|__
Street 2<TH-<TH>Address |_Streat 3<TH—T
HeAddress |_ZIP_Postal Codec TH=<THs Addre
ss_1_ Stats Province</ TH><TH>Credit_LimiteT
B TH-E_mail= TH~TH-Fax< TH~TH>Acon

12. Click on the OK button if prompted to confirm the list of recipients.
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13. Now we will be left with a blank document. On the right-hand side of the document,
there will be a Mail Merge task pane. Click on the Next: Starting document link at
the bottom of that pane.

Mail Merge v X

Select document type

What type of decument are you
working on?

®) Letters
E-mail messages
Envelopes
Labels

Directory

Letters

Send letters to a group of people,
You can personalize the letter
that each person receives,

Click Mext to continue,

Step 1 of 6

I & Next: Starting document I

14. Click on the Step x of 6 link located at the bottom of the Mail Merge task pane until
it reaches the Step 4 of 6 stage as follows:

Mail Merge - X

Write your letter

If you have not already done sa,
write your letter now,

To add redpient information to
your letter, dick a location in the
document, and then dick one of
the items belaw,

] Address black...

=] Greeting line...

j Electranic pastage...
Z more items. ..

When you have finished writing
yaur letter, cick Mext. Then yau
can preview and personalize each
recipient's letter,

Step 4 of 6

% Mext: Preview your letters

¥ Previous: Select recipients
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15. Now we can create our Mail Merge template from the blank document. Some pointers
to develop the Mail Merge template are as follows:

o  We can use Insert Merge Field under the Mailings tab to insert fields from
Dynamics CRM 2011 into the document.

|+ Mail_Merge_83744 [Compatibility Mode] - Microsoft Word
Insert Page Layout References Mailings Review View Add-Ins
| \| = r— - >| = ] ] [P Rules - H 4 1 (] =
! ., H £ -;"‘ 1] =
e adt"‘ & — | == 5 Mateh Fields e
Envelopes Labels | Start Mall  Select Edit Address Greeting finsert Merge | Finish &
Merge = Reciplents = Reciplent List Block Line Field = A Auto Check for Errors | perge »
Create Start Mail Merge Wirite & Insert Flelds Preuiew Results Finish
o We can use the Address Block and Greeting Line buttons under the

Mailings tab as well. If we do this, we need to be sure to click on the Match
Fields button (also in the Mailings tab) first in order to choose the correct

fields from Dynamics CRM 2011.

|+ Mail_Merge_83744 [Compatibility Mode] - Microsoft Word
Insert Page Layout References Mailings Review View Add-Ins
| \l i e = = I Rules ~ H 41 (] By
o . 1 £ _‘ =] =
= g g = B | -
Envelopes Labels | Start Mail  Select Edit Address Greeting finsert Merget=— 3 i Finish &
Merge = Reciplents = Reciplent List Block Line Field = v Auto Check forErrars | perge =
Create Start Mall Merge Wiite & Insert Fields Preview Results Finish

»  Although fields may appear as text based on field names, some field names
actually contain a unique ID number. Hence, extra care needs to be taken

when selecting fields.
16. A sample Mail Merge document may look like the following screenshot:

Introduction Letter

Dear «Primarv_Contact_Full_Name»,
«Primary_Contact_Job_Titles,
«Account_Names,
«Address_1__Street_l»,
«Address_1__ Street_2»,
wAddress_1_ City»,

«whAddress_1__ State Province»,
«whAddress_1_ ZIP Postal Code»,
«Address_1__ Country_Region»

I want to introduce myself as your new Relationship Manager effective from today
Please let me know a suitable time from your calendar when can I meet you in person.

Thanking You,

«Owning_User_Full Name»
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17. After authoring the template, click on the remaining step links at the bottom of the
Mail Merge task menu to complete the merge activity. Thereafter, save the Microsoft
Word document to the local drive and exit from Microsoft Word.

18. Now click on the Browse button under the File Attachment section on the Dynamics
CRM 2011 page. Then browse the created Mail Merge template and click on the
Attach button to attach the template to the Dynamics CRM 2011 system.

™ File Attachment

File I‘Jame:l Browse... I Attach

19. Thereafter, click on the Save button in the top ribbon again to save the changes.

20. Now if we intend to make this Mail Merge template available to the whole
organization, we need to navigate to Actions | Make Available to Organization
in the top ribbon.

E = l‘f_;l Save and Close Lﬂ = | @,‘- Edit Template in Word 7 Adions -

Delete Mail Merge Template

L*;«._| Mail Merge Template: Introduction Letter Deactivate Mail Merge Template
' I Make Available to Organization

Assign...
~ General d
B Sharing...
Details
G? Run Workflow..,
Mame * |Introduction Letter [E sttt Dialag
Description Introduction Letter to a company Copy a Link I

E-mail a Link...

This will bring up the Make Available to the Organization page. Click on OK to make
this template available to the organization.

/= Make Available to the Organization - _IEIIEI

Make Available to the Organization
All of the users in your organization will be able to use this template,

Do you want to continue?

[ ok | cancel
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21. Then, click on the Save and Close buttons in the top ribbon to close the Mail Merge
template page.

22. Now we have to activate the Mail Merge template. We can do this by selecting the
template and then navigating to More Actions | Activate in the More Actions menu.

Mail Merge Templates

Search for records

L New | S @ $ x G}RunWorkﬂow... ﬂstart[!ialog Mare Actions =

v | Mame | Viewable By | Associal

v Y Introduction Letter Crrganization Account Sharing...
Deactivate
Bulk Delete

Enable/Disable Filters

Save Filters to Current View
5ave Filters to Mew View

Set View as Default View

Make Available to Organization

Make Personal

23. This will bring up the Confirm Mail Merge Template Activation page. Click on the OK
button to activate the Mail Merge template.

) Confirm Mail Merge Template Activation -- Webpage Dialog x|

Confirm Mail Merge Template Activation
You have selected 1 Mail Merge Template to activate,

This operation will set the selected Mail Merge Template as Active.

[0k cancel
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Mail Merge templates are very useful when a letter or form has to be sent to the customer.
Mail Merge helps to pull data from the Dynamics CRM 2011 system and populate it into the
letter automatically. This letter in turn can be sent via e-mail or can be printed as well.

In Microsoft Dynamics CRM 2011 for Outlook, only one Mail Merge process can be run at
a time; however, we can run multiple Mail Merge processes in the web application at the
same time.

Microsoft Office Word supports up to 64 data fields to be selected for any Mail Merge
template. If using Microsoft Dynamics CRM 2011 for Outlook, Outlook reserves two data
fields to store the primary key and the record owner.

Integrating Microsoft SharePoint Server

(2010/2013) with Dynamics CRM 2011

Microsoft Dynamics CRM 2011 along with Microsoft SharePoint server provides a very
strong contextual document management functionality to Dynamics CRM 2011 users.
This provides enhanced productivity to the Dynamics CRM users. Dynamics CRM 2011
allows attaching documents to virtually any records and viewing them in the context of a
Dynamics CRM record.

To use the Document Management functionality with SharePoint, one of the following
SharePoint editions is required, and must be installed, running, and at least one SharePoint
site collection configured and available for Microsoft Dynamics CRM 2011:

» Microsoft SharePoint 2013

» Microsoft SharePoint 2010
» Microsoft Office SharePoint Server (MOSS) 2007

The user who accesses SharePoint from Dynamics CRM 2011 must have
appropriate permissions on SharePoint Site Collection where the document
’ management functionality components are installed.

Document Management is an out-of-the-box functionality in Dynamics CRM 2011,

and so once the integration with SharePoint is set up, Dynamics CRM 2011 users

can easily create, modify, download, and delete documents of SharePoint from the
Dynamics CRM 2011 interface.
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How to do it...

When we install Microsoft Dynamics CRM 2011, SharePoint Server integration is enabled
by default. However, the Dynamics CRM 2011 administrator has to configure the integration
between Dynamics CRM 2011 and SharePoint. In this recipe, we will discuss SharePoint
Server 2010 or 2013 integration with Dynamics CRM 2011.

The following tasks have to be carried out by the Dynamics CRM administrator:

» Install Microsoft Dynamics CRM 2011 List Component for Microsoft
SharePoint Server.

» Select the entities in Microsoft Dynamics CRM 2011 for which we want to create and
manage documents on SharePoint Server.

» Specify the URL of a site or site collection on SharePoint Server 2010. This URL is
used to automatically create folders and document libraries on SharePoint.

The previously mentioned activities have to be done by a user having the System
Administrator security role in the Dynamics CRM 2011 system. The Dynamics CRM 2011
administrator user setting up Document Management settings in Dynamics CRM 2011
requires that the administrator has a minimum of the Read, Design, and Contribute
permissions to create document libraries in SharePoint.

Permissions:
™ Full Contral - Has full contral.

Design - Can view, add, update, delete,
approve, and customize.

|

Contribute - Can view, add, update, and
delete list items and documents.

9

Read - Can view pages and list items and
download documents.

9
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We will install Microsoft Dynamics CRM 2011 List Component for Microsoft SharePoint Server
by performing the following steps:

1. Navigate to Settings | System | Document Management and click on the Install
List Component option. This will take us to the Microsoft Download Centre.

BB Microsoft Dynamics CRM 2011 List Component for
Microsoft SharePoint Server 2010 and Microsoft
SharePoint Server 2013

Quick links Microsoft Dynamics CRM 2011 List Component for SharePoint
Overview
System requirements . .
Instructions QUICk dEtalls
Version: 05.00.9690.2843 Date published: 124372012
Change |, English L

Files in this download
Looking for support?

The links in this section correspand to files available for this download. Download the files appropriate for you.

Visit the Microsoft . :
Support site now > File name Size

CRM2011-SharePointlist2013-ENU-amd64.exe 1.2 MB DOWNLOAD
CRM20711-SharePointList-ENU-amd64.exe 950 KB DOWNLOAD

A Bfice365

2. The download location includes List Components for both SharePoint 2010 and
SharePoint 2013. Download the appropriate version, navigate to the downloaded
file, and then double-click on the file. If the browser offers to run the downloaded file,
select the Run option.

3. Inthe Setup for Microsoft Dynamics CRM 2011 SharePointList page, accept the
Microsoft Software License Terms and then click on Continue.

4. Now we will be prompted to select a folder to store the extracted files. Select a folder
and then click on the OK button.

5. Finally, The extraction is complete message will appear. Click on the OK button.
The extraction location will contain the following three files:

0 AllowHtcExtn.psl
O crmlistcomponent.wsp

o mscrmsharepointeula.txt
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Now copy these extracted files to SharePoint Server. To install Microsoft Dynamics
CRM 2011 List Component on Microsoft SharePoint Server, the user must be a
SharePoint Site Collection administrator.

Please perform the following steps in SharePoint Server:

1. Start Windows PowerShell from the Start menu in SharePoint Server:

¥ Internet Explorer (64-bit) ©
@ Internet Explorer
:}‘ Windows Live ID
7 Windows Update

ACCessories
B calouator

B Command Prompt
Bl Connect to a Projector
| Notepad
! Paint
*:. Remote Desktop Connection
2 Run
=1 Windows Explorer
[ wordrad
Ease of Access
System Tools
Windows Powershell
EN Windows PowerShell (x86)
I E5 Windows PowerShell I

Administrative Tools

Maintenance LI
4 Back
| Search programs and files EE]

The next two steps (steps 2 and 3) are not required for
s SharePoint Online.

2. Inthe PowerShell window, change the directory location to the SharePoint
List Component (the extracted files folder) folder. Thereafter, type the
following command and press the Enter key:

AllowHtcExtn.psl http://<server name>:<port number>

Replace <server names> with the SharePoint server name and <port
number> with the SharePoint port number.
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The Microsoft Dynamics CRM 2011 List Component on Microsoft SharePoint
Server uses the legacy . htc files that are not supported by default in SharePoint.
So to enable the use of . htc extensions in SharePoint, the AllowHtcExtn.psl
command is executed using PowerShell.

1.

After this command is executed, we need to reset IIS using the
iisreset command.

Thereafter, browse the SharePoint website. If we are using SharePoint 2010,
we'll navigate to Site Actions | Site Settings, and if we are using SharePoint
2013, we'll navigate to the Settings icon in the top-right corner and then
click on Site Settings.

Then for SharePoint 2012, navigate to Galleries | Solutions or for
SharePoint 2013, navigate to Web Designer Galleries | Solutions.

Site Adtions ~ g

ir1 e =
e SharePoint 2010 Central Administration » Site Settings

Central Users and Permissions
Administration =t FPeople and groups
Site permissions

Site collection administrators

Application Management
Systern Settings

Monitaring Galleries

o Site columns

Site content types
Security Webh parts

List templates
Master pages

L

F )'-
Backup and Restore I-._% :

i

Upgrade and Migration

General Application
Settings

Configuration Wizards

Click on Upload Solution. Then click on Browse and navigate to the
SharePoint List Component folder we created earlier.

Select the crmlistcomponent . wsp file (extracted file folder), and click on
Open and then on OK.

Thereafter, click on Activate. We can see the List Components in the list of
activated solutions.

The next step would be to enable Document Management for the required entities for which
Document Management has to be configured. Document Management can be enabled for
those entities in Microsoft Dynamics CRM 2011 that can be customized.
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+ By default, Document Management is enabled only for the following entities
in a new installation of Microsoft Dynamics CRM: Account, KbArticle, Lead,

Opportunity, Product, and Quote.

Perform the following steps to enable Document Management for entities:

1. Log in to the Dynamics CRM 2011 system with the System Administrator security role.

2. Navigate to Settings | System | Document Management and click on Document

Management Settings.

Document Management

Which feature would you like to work with?

Document Management Settings

Select default document settings for your

SharePoint Sites
arecord on a SharePoint server or in a site callection, SharePaint site records map
to sites or records on a SharePoint server

Install List Component
Install List Component

SharePoint Document Locations

A document location record maps to document libraries or folders an a SharePoint server, They are
ecord or a document location record. They can be

fined relative to a SharePoint document library r
associated with a Microsoft Dynamics CRM record,

3. This will bring up the Document Management Settings window. Select the entities
for which Document Management has to be enabled and provide the URL of the
SharePoint site. Then click on the Next button to proceed.

Document Management Settings

Select entities

Entities

Account

Address
Appointment

Article

Business Unit
Campaign
Campaign Activity
Campaign Response
Case

Case Resalution

i e o e e e e A B i B A

Competitor

Set automatic folder creation settings

component installed on it

Document management will be enabled on the selected entities,

Folders will be automatically created if the site is a SharePoint Server 2010 site and has the List

g Help

URL: Ihﬂ'p:r’f‘ packtcrm:S555/crmeite

Next | | Cancel
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Document Management settings for an entity have to be
enabled to make the entity available to the previous Document
4 Management Settings window. To enable Document
% Management for an entity, open the Solutions page and
e navigate to Components | Entities | [Entity]. The Document
Management Settings window can be found under the
Communication & Collaboration section in the General tab.

4. Inthe next window, we can define the folder structure. We have to select an entity
name from the Based on entity drop-down box as the parent folder.

Document Management Settings ) Help

_‘:} http:ipackterm: 5555 crmsite is a valid URL,

Select folder structure

To create a folder structure based on a specific entity, click the check box, and select an entity.
Falders will be created on SharePaoint in the context of your Microsoft Dynamics CRM records.

¥ Based on entity Account -

Far entities related to a specific Account, create folders under the “Accounts™ folder,
Falder path: . faccount/<account name =/ <entity name=/<record name:>

| Back | | Next | | Cancel |

5. Finally click on the Finish button. This will automatically create folders inside
SharePoint as follows:
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Doecument Management Settings i@ Help

Document Library Creation Status

To be created: 7
Mewly created: T
Failed: 0
Already existing: 0
Creation Details
Entities Drocument Library Status Failure Reason
Account hitp./packicrm:5555/crmsite Succeeded
Article Succeeded
Lead Succeeded
Opportunity Succeeded
Product Succeeded
Cuote Succeeded
Sales Literature Succeeded
Back || Emsh || Cancel

This recipe will enable SharePoint-based Document Management with Dynamics CRM

2011. For the automatic creation of location records on SharePoint Server, we must use
SharePoint Server 2010 or 2013, and Microsoft Dynamics CRM 2011 List Component for
Microsoft SharePoint Server 2010/2013 must be installed on the target server that is running
SharePoint Server.
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Processes

Business processes are a vital part of any CRM software application. Dynamics CRM also
provides means to create business processes within itself. In addition to this, Dynamics

CRM 2011 provides a useful software development kit (SDK) for developing extensions and
custom components to achieve the functionality that the standard behavior of the application
does not provide. In this chapter, we will delve into some of the recipes that deal with
automated processes and extensions.

The following recipes will be discussed in this chapter:

» Creating a workflow using the Dynamics CRM 2011 web interface
» Creating a dialog using the Dynamics CRM 2011 web interface
» Querying Dynamics CRM data in a dialog

» Monitoring the workflow execution status

Introduction to processes

Dynamics CRM 2011 supports two types of business processes: automated processes, which
rely on communication among system components; and interactive processes, which rely on
users to start and run the processes and allow them to make appropriate decisions during the
execution of the processes.

Processes in Dynamics CRM 2011 are built using Windows Workflow Foundation. Dynamics
CRM 2011 allows us to create such business processes using the following two components:

» Workflows: These are the automated asynchronous business processes that can be
initiated either automatically or by a user. Workflows can be created either using the
Dynamics CRM 2011 Web application or using Microsoft Visual Studio with Windows
Workflow Foundation and Dynamics CRM 2011 SDK. The second type is usually
known as custom workflows.
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» Dialogs: These are the interactive synchronous business processes that can only be
initiated by a user. Dialogs are built using a dialog wizard.

Though both workflows and dialogs help us to build business processes within the Dynamics
CRM 2011 system, there exist some significant differences between them. Let us have a look
at some of these differences:

Workflows Dialogs

Workflows are asynchronous. Dialogs are synchronous.

They are either initiated by events or run They always run on demand.

on demand.

They are background processes. They are wizard-like processes that run in

the foreground and allows users to make
appropriate selections during the execution.

They do not require user interaction to finish.  They always require user interaction to finish.

Triggers are supported. Triggers are not supported.

They can run on multiple records at a time. They can run on only a single record at a time.
They cannot build interactive queries on They can build interactive queries on CRM data.
CRM data.

Dynamics CRM 2011 Online did not support custom workflows until the
release of the Microsoft Dynamics CRM December 2012 service update
(Polaris update). The Polaris release has introduced add-ons to create custom
2 workflows for Dynamics CRM 2011 Online organizations.

Moreover, up to 200 workflows can be created in a Microsoft Dynamics CRM
2011 Online service.

Creating a workflow using the Dynamics

CRM 2011 web interface

In this recipe, we will discuss how to create a workflow using the Dynamics CRM 2011
web interface.

Getting ready

Before we start creating the workflow, we need to understand a few basic concepts
about workflows.
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Workflow availability - There are three types of workflows that can be made available:

>

Automated workflows: Such a workflow is executed as soon as the trigger conditions
specified in the workflow logic are met

On-demand workflows: Such a workflow is available to the user, and the user has to
apply it to records from a toolbar or menu

Child workflows: Such a workflow is contained within and executed by another
workflow, known as the parent workflow

A single workflow can be made available in any combination of these
i three types.

Workflow scope - A workflow can have any of the following scopes:

>

>

>

User: The workflow will only execute on the records owned by the workflow owner

Business unit: The workflow will only execute on the records owned by a user within
the same business unit of the workflow owner

Parent-child business unit: The workflow will only execute on the records owned
by a user within the same business unit or in the child business units of the
workflow owner

Organization: The workflow will execute on any records.

Workflow logic - Every workflow will have some logic that will determine what kind of action a
workflow will take on the records. Workflow logic includes the following elements:

>

Stage: A workflow stage groups workflow steps. This makes the logic clear and
readable. However, stages do not affect workflow logic. Workflow stage descriptions
appear as headings in system job forms, which display the progress of a workflow job.
Stage descriptions can also appear in reports.

Step: Workflow steps define a unit of business logic within a workflow. These steps
can be conditions, actions, other steps, or a combination of these elements.

The following types of steps can be added to a workflow logic:

o Check condition: This is a logical if-then statement in a workflow logic.

o Conditional branch: This is a logical else-if-then statement in a
workflow logic.

o Default action: This is a logical else statement in a workflow logic.

o Wait condition: This enables a workflow to pause itself until the criteria
defined in the wait condition have been met. The workflow will start
again automatically.
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o Parallel wait branch: This defines an alternative wait condition with a set
of additional steps to be executed when the initial criterion is met. This
prevents workflows from waiting indefinitely until the wait criteria are met.
It is very useful to create timeout logics in the workflow.

o Custom step: Such a step has to be created using Dynamics CRM 2011 SDK
and then can be used in a workflow logic.

» Action - This defines the actions to be performed when a condition is met in a
workflow logic. The following actions can be included in a workflow logic:
o Creating a record
o Updating a record
o Assigning a record
o Sending an e-mail notification
o Starting a child workflow
o Changing the status of a record
o Stopping the current workflow

o Performing a custom workflow action

How to do it...

Please perform the following steps to create a workflow using the Dynamics CRM 2011
web interface.

First we will have a look at how to create a new process in the web interface:
1. Log in to the Dynamics CRM 2011 organization as a system administrator or a user

with rights to create workflows.

2. Navigate to Settings | Customization | Solutions and change the view to
Unmanaged Solutions if not already selected.

Then double-click on the unmanaged solution to open it.
On the expanded solution page, navigate to Components | Processes.
Click on the New button in the actions toolbar.

o o &~ W

The Create Process web page dialog will open. Fill in the required details in
this dialog.

o Provide a relevant process name in the Process name textbox

o Select the primary entity that we want to use in this workflow from the Entity
drop-down list
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o From the Category list, select Workflow

o Inthe Type section, select whether we want to create a completely new
process or want to re-use an existing template

If we want to view details about the process template,
L select the process template and then click on Properties.

Finally, click on OK to close the web page dialog.

X

Create Process

Create a new process definition ar a process based an an existing template. There are two categories of processes
you can create, dialogs and workflows.

Process name: * |Set Default Preferred Contact Method
Entity: * [Lead -] Category * Waorkflow =

oK | | Cancel |

7. Thereafter, a web page with Process:< Workflow Name> will appear. In this page,
we have to set the following workflow properties:

o If the workflow has to be renamed, provide the new name in the Process
Name textbox.

o From the Activate As list, select Process if the workflow is to be activated to
automate a business process or Process Template if the workflow is to be
activated as a template.

o Inthe Available to Run section, select the workflow availability criteria. We
can select more than one criterion here from the following:

o As an on-demand process: Select this if the workflow has to be executed on
an on-demand basis by a user.

o As a child process: Select this if the workflow is to be available as a
child workflow.
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In the Scope drop-down list, select the access level that matches the
workflow scope to be set.

The items available in the list depend on the privileges that have been
assigned to the user's security role for the workflow's primary entity.

In the Start when section, select the events that will trigger the workflow
execution. The following events are available:

Record is created: We'll select this option if we want to start the workflow
when a record of the workflow's primary entity is created.

Record status changes: We'll select this option if we want to start the
workflow when the status of a primary entity record changes, for example
from Active to Inactive.

Record is assigned: We'll select this option if we want to start the workflow
when a primary entity record is assigned to a user or a team.

Record fields change: We'll select this option if we want to start the
workflow when the value of one or more fields of the primary entity
record changes.

Record is deleted: We'll select this option if we want to start the workflow
when a record of the primary entity is deleted.

General

Administration Maotes
* Hide Process Properties

Process Mame®  |Set Default Preferred Contact Method  Entity JLead

Activate As |F‘rocess ;I Category |

Available to Run Options for Automatic Processes

[ As an on-demand process Scope IBusiness Unit ;l
[ As a child process Start when: [¥ Record is created

™ Record status changes

[~ Record is assigned

[V Record fields change

[~ Record is deleted

8. If Record fields change is selected, specific fields of the primary entity are required
to be set by clicking on the Select button associated beside this option. After making
the selection, click on the OK button to close the web page:
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Select Fields
Select the fields that the process will manitor for changes.

I Display Mame MName Type

I IO ey Uy U ay LuuRUp .

I_ Modified By [Delegate) madifiedonbehalfby Lookup

(Il Madified On maodifiedon Date and Time

- Mame fullname Single Line o..,

Il Mo, of Employees numberofemployees Whaole Mumber

- Other Phone telephone3 Single Line o..,

r Owner ownerid Cwner

- Pager pager Single Line o..,

v Preferred Method of Contact preferredcontactmethodcode Option Set

Il Priarity prioritycode Option Set

[ Crnrra Camnainn ramnainnid Lankin -
‘ oK || Cancel

Next we will add the workflow logic. We can add the workflow stages, steps, and actions
in any order, but they have to be combined sequentially depending on the workflow logic
intended to be built.

» Workflow stage:

1. Click on the Add Step tab and then select the Stage option in the workflow
logic toolbar as shown in the following screenshot:

=
& Insert -

ry

B e

Check Condition

Wait Condition

2. Click on OK in the message box that pops up.
Then enter a stage description.

4. |If a stage is added to a workflow, all the steps must be contained within
a stage.
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>

Workflow step:

1. Click on the Add Step option in the workflow logic toolbar and then select
one of the following options: Check Condition or Wait Condition.

These options can be added at any level of the
A workflow logic.

2. If the check condition is added to a workflow logic, either Conditional
Branch or Default Action can be added to the parent step. To add either
of these options to the workflow logic, we must select the If line in a check
condition or the Otherwise, if line in a conditional branch.

It is not possible to create more than six levels
s of conditional branching.

3. In case a wait condition is added to a workflow logic, the Parallel Wait
Branch step can be added to the parent step.

4. Once the workflow steps are added, click on <condition> (click to
configure). The Specify Condition web dialog will pop up. In this page,
specify the conditions for the step. Repeat the following steps to add
multiple conditions.

5. Inthe first column, select either the primary entity or the related entity.

In the second column, select a field from the entity selected in the
previous step.

~

In the third column, select a logical operator.

In the last column, enter the values that we want to use as the criteria
for the condition.

9. Once all the conditions are added, click on Save and Close.

E \fl Save and Close

# Clear First column
— T Second column Third column Fourth column
¥ Lead Preferred Method of Contac Does Mot Contain Data

Select
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» Workflow action:

1. Click on the Add Step option in the workflow logic toolbar and then select
one of the following options:

[m]

[m]

[m]

[m]

[m]

[m]

[m]

Create a record

Update a record

Assign a record

Send an e-mail notification
Start a child workflow
Change the status of a record

Stop the current workflow

2. Then enter the description for the step.

If a Set Properties button appears next to the newly added action, click
on Set Properties and specify details about the entity that this step in the
workflow is taking action on.

ﬁ [l save and Close

Update Lead

A A W I A

~ Preferences

Process: Set Default Preferred Contact Method
(@

Cwner __a

Contact Methods This field's valus is sat as part of the workflow logic.

Preferred |E-mai| ;I I

E-mail " Allow (" Do Not Allow BulklEmai " Allow " Da Not Allow
Phone " Allow " Do Not Allaw b € Allow ¢ Do Not Allow
Mail " Allow " Do Mot Allow

4. After creating a workflow, we have to activate it. If activated workflows are
not available for use, click on the Save button in the top toolbar to save the
workflow first and then click on the Activate button to activate it. Click on OK
when the confirmation dialog pops up.

Once activated, the workflow properties and logic are read-only. To edit
these, we have to deactivate the workflow using the Deactivate button
in the top toolbar.
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A workflow having stage, step, and action would look like this:

[ Add Step - jﬁi Insert ~ X Delete this step
T Check for Preferred Contact method Wotkflow Stags
¥ Check the current selection for Preferred Contact Method Worlkflow Step

I Lead:Preferred Method of Contact does not contain data, then: Condition —
# Set the Preferred Contact Method to "E-mail’ Lo
Action

Update: |Lead =] | setProperties Conditional Branch

Otherwise, if Lead:Preferred Method of Contact does not equal [E-mail), then: Condition
#® Reset the Preferred Contact Method to “E-mail” A ction

Update: |Lead =] | SetProperties |

Workflows are very useful tools for building business process within the Dynamics CRM 2011
system. In this recipe, we have discussed the building blocks of a workflow. Using these
elements of a workflow, complex workflows can be built.

There are a few important things to remember when building a workflow. Workflow logic built
using stage, step, and action cannot be easily restructured, and most of the time we have to
delete the workflow and recreate it when such a necessity arises. Hence, you have to think
carefully before starting to create the stages and steps of a workflow.

Another important thing is that if we use a wait condition to wait for a timeout in the workflow
logic, we cannot change the timeout condition. We have to delete the condition and then add
a new condition.

If workflows are not activated, they are unavailable for use.

Workflows can be backed up and transferred from one organization to another using
Dynamics CRM 2011 Solution.

If we want to remove the completed workflows from system jobs, we can make
use of the Automatically delete completed workflow jobs (to save disk
space) feature of Dynamics CRM 2011. This feature can be selected from

the Administration tab in the workflow. By selecting this option, we can save
some disk space.

% General I Administrationl MNaotes
s
Owner™® 5§ Packt Admin
Description
Workflow Job Retention
| |
I au.t.q.ma.ti.ga.!.lx...qg.I.g.tg...;.q.m.q.l.g.tg.q..w.@.[!st!gw.J'.q.p.s..It.q..s.ay.g...qi.s.!s..s.q.a.;q
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Creating a dialog using the Dynamics CRM

2011 web interface

In this recipe, we will delve into how to create a dialog using the Dynamics CRM 2011
web interface.

Getting ready

Before we start the dialog creation recipe, let us first discuss some basic concepts around
a dialog.

Dialog availability - There are two types of dialog that can be made available:

» On-demand dialog: Such a dialog is initiated by a user on a CRM record

» Child dialog: Such a dialog only starts from within another dialog

A single dialog can be made available in any combination of
s these two types.

Input arguments and variables - A dialog uses input arguments and variables to store and
pass on data to another dialog.

» Input arguments: Input arguments are used only in child dialogs to pass on data to
the parent dialog. Input arguments can be of the following types:

o Text
o Integer
o Float

o Date and Time
o Date only
o Lookup
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>

Variables: A variable stores data that can be accessed later on from the steps in the
dialog. Variables are also of the same data types as those of input arguments.

» Variables in dialogs have a global scope and can be
accessed for any step in the dialog

» Variables can be used as data slugs in the workflow logic
for different action steps in the dialog

%‘%‘ » Variables can be used to maintain a running counter for

determining a score based on responses in prompt and
response steps

» Variables can also be used for computational values that
can be used in a dialog by using the assign value step

Dialog logic - Dialog logic can be built using the following elements:

>

362

Stages: Like workflow stages, dialog stages also group the dialog pages and
steps. This makes the logic clear and readable. However, stages do not affect
the dialog logic.

Pages: A page offers a visual interface to the dialog and is the basic unit of a dialog.
A dialog can have more than one page, and every page can have multiple prompts
and responses. When a dialog is run, the pages appear in the same sequence in
which they are defined in a dialog.

[ % We must add at least one page in a dialog. ]

Prompt and response steps: They allow for the user to be questioned and gather
responses. For any prompt, the following types of responses can be defined in
a dialog:

a None: No response is required for this prompt

o Single Line: This provides the user with a textbox with a length of
255 characters

o Multiple Line of Text (Text Only): This provides the user with a textbox to
enter multiple lines of text

o Option Set (radio buttons): This provides the user with a set of radio-button-
based options with a predefined set of choices or from data returned by a
CRM Query Data step

o Option Set (picklist): This provides the user with drop-down list based
options with a predefined set of choices or from data returned by a CRM
Query Data step
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o Date and Time: This provides the user with a calendar and a drop-down list
to select a date and time from

o Date Only: This provides the user with a calendar to select a date from

o Lookup: This provides the user with an option to select a related record using
the lookup field

We can also insert hyperlinks in the prompt or tip text or in an e-mail created using
the Send E-mail action to provide the dialog users with a link to external content,
any existing CRM records, or any CRM records that are created during the current
dialog session.

We must add at least one prompt and response
s in a dialog.

Workflow logic: A dialog can also use workflow logic elements. The following workflow
logic elements can be used in a dialog;:
o The check condition step
o Actions that include the following:
o Query CRM Data
o Assign Value
o Create Record
o Update Record
o Assign Record
o Send E-mail
o Link Child Dialog
o Start Child workflow
o Change Status
o Stop Dialog

o Custom workflow actions

How to do it...

Perform the following steps to create a dialog using the Dynamics CRM 2011 web interface:

1.

Log in to the Dynamics CRM 2011 organization as a system administrator or a user
with rights to create dialogs.

Navigate to Settings | Customization | Solutions and change the view to
Unmanaged Solutions, if not already selected.
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3. Then, double-click on the unmanaged solution to open it.
On the expanded solution page, navigate to Components | Processes.
Click on the New button in the actions toolbar.

o o &

The Create Process web page dialog will open. Fill in the required details
in this dialog:

o Provide a relevant process name in the Process name textbox

o Select the primary entity that we want to use in this dialog from the
Entity drop-down list

o Inthe Category list, select Dialog
o Inthe Type section, select whether we want to create a completely new
process or re-use an existing template

If we want to view details about the process template, select the process
template and then click on Properties.

Finally, click on OK to close the web page dialog.

/) Process: New -- Webpage Dialog |

Create Process

Create a new process definition or a process based on an existing template. There are two categories of processes
you can create, dialogs and workflows,

Process name: * |Qua|ify Lead Dialog
Entity: * [Lead -] Category: * Dialog =1
Type:

¢& Mew blank process

¢~ Mew process from an existing template [select from list):

| Template Name | Primary Entity | Cwnel

ected) Page 1

| oK | | Cancel |

7. Thereafter, a Process:< Dialog Name> web page will appear. In this page, we have to
set the dialog properties.

o If the dialog has to be renamed, provide the new name in the Process
Name textbox.
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o From the Activate As list, select Process (if the dialog is to be activated to
automate a business process) or Process Template (if the dialog is to be
activated as a template).

o Inthe Available to Run section, select the dialog availability criteria.
We can select more than one criterion here from the following:

o As an on-demand process: If the dialog has to be executed on an
on-demand basis by a user

o As a child process: If the dialog is to be available as a child dialog

By default the As an on-demand process option is already selected.

General Administration Motes

* Hide Process Properties

Process Name * IQuaIif}' Lead Dialog Entity I.ii.‘:
MActivate As |F‘r0cess ;l Category |I alog

Available to Run

[+ A5 an on-demand process

[ As a child process

Let us now find out how to add variables in a dialog. Variables are added to store data
within a dialog, to be used later. To do so, click on the Add button in the Variables
section. This will launch the Add or Modify Properties page:

3 Add Step ~ | TSInsert = X Delete this step
¥ Input Arguments

Add

T Variables

Furnish the following details in this page:

o Name: Insert a unique name for the variable. The name should be clear
enough so that the variable can be easily identifiable later when we want
to use it in the dialog.
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o Data Type: Select the data type of the variable from the following available

data types:

Data type Description

Text Stores alphanumeric values

Integer Stores numeric values

Float Stores floating numeric values

Date and Time A calendar and option set control used for storing date and
time values

Date Only A calendar and option set control used for storing date values

Lookup A relationship field used for selecting a related record

Other than the Lookup fields, for every other data type in the Default Value textbox,
we must enter a default value of the variable as per the data type.

For the Lookup fields, we must select a reference entity and a reference field.
This combination determines the entities the variable can refer to.

Each entity related to the reference field of the selected reference entity is added in
the dialog form as a local value in the first drop-down list under Look for. The fields of
these related entities can be added as dynamic entities in the steps of the dialog.

For example, if we select the Lead entity and Customer as Reference Entity and
Reference Field respectively, the entity drop-down list under Look for will include
Account and Contact. This is because the Customer field of the Lead entity is related
to both the Account and the Contact records. The fields for the local values of Account
and Contact can be used as dynamic values in the next steps.

10. Finally, to save the changes click on the OK button.

a Add or Modify Properties -- Webpage Dialog x|

Specify the properties for the variables in the dialog.

Hame * ISeIectedCustorner

Data Type ILookup ;I
Reference Entity * |Lead ;I
Reference Fiald |Customer ;|

| oK || Cancel |

11. If we are designing a child dialog, we can add an input argument in the dialog. Input
arguments can only be added to a child dialog.
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12.

13.
14.
15.

16.
17.

An input argument is added in the same way that a variable was added in the last
step of this recipe. The only difference is that to add an input argument, we have to
click on the Add button of the Input Arguments area and not of the Variables area as
shown in the following screenshot:

3 Add Step ~ | = Insert ~ X Delete this step
™ Input Arguments
¥ Variables

After learning how to add variables / input arguments, now it is time to check how
to add stages in a dialog. A stage in a dialog is added in the same way as it is added
to a workflow. First we need to click on the Add Step tab and then select the Stage
option in the process toolbar as shown in the following screenshot:

= Insert = % D

Check Condition

Click on OK in the message box that pops up.
Then enter a stage description.

The next element of a dialog is a page. To add a page in the dialog, under the steps
click on the section where we want to add the page.

Then click on Add Step in the process logic toolbar and select Page.

Finally, we have to enter a page description.

M D

Check Condition
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18. Once a page is added, a Prompt and Response element can be added to it. To add
a prompt and response step in a dialog, we need to select the line where we want to
add a prompt and response, then click on Add Step in the process logic toolbar, and
select Prompt and Response as shown in the following screenshot:

-
“v& Insert »

I Pro-mpt and Response I

1eck ConditiBrompt and Response]

19. Under the steps, click on Set Properties.

20. The Define Prompt and Response page will appear. Provide the following details on
this page:

o Under the Prompt Details section:
Provide a question or instructions for the prompt in the Prompt Text area.
Provide an optional tip to help clarify the prompt in the Tip Text area.
o Under the Response Details section:
For the Response Type setting, select a response type from the available
types listed here:
o None
o Single Line
o Option Set (radio buttons)
o Option Set (picklist)
o Multiple Lines of Text (Text Only)
o Date and Time
o Date Only
o Lookup

For the Data Type setting for the Single Line, Option Set (radio buttons),
or Option Set (picklist) response type, we can select any of the following

data types:
o Text
o Integer
o Float
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For the Default Value setting, an optional default value can be provided for
the Single Line, Multiple Lines (Text Only), Date and Time, or Date Only
response type.

For the Lookup response type, we need to select a reference entity and a
reference field.

Finally, for option set response types select any of the following for
Provide Values:
o Define Values: This enables us to define our own values to
the response
o Query CRM Data: This enables us to provide values from a record
in Dynamics CRM

Select Log Response if you want to log the response so that it can be used
in another place in the dialog

Statement Label * |O_ua|ify contact role
Prompt Details

Prompt Text * -

Is the lead contact a business decision maker?

Tip Text -

If the job title is owner or manager, select Yes; otherwise, select Mo,

Response Details

Response Type IOption Set [radio buttons) LI Log Response * Yes = Mo

Data Type |Text ;I Default Value |

Provide Values [l

= Query CRM data
Response Values

= e 9 il Walue ™ |1.

Yes Label * |no
Mo

21. Then click on Save and Close.

22. The next element that can be included in a dialog logic is a conditional step. A
conditional step can be added to the dialog in the same way it is done for workflows.
Please refer to step 10 of the Creating a workflow using the Dynamics CRM 2011
web interface recipe.
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23.

24.

The final element that can be added to a dialog is an action. To add an action to a
dialog, under Steps click where we want to add the action.

Then click on Add Step and select any of the following actions from the process
logic toolbar:

o Query CRM Data

o Assign Value

o Create Record

o Update Record

o Assign Record

o Send E-mail

o Start Child Workflow
o Link Child Dialog

o Change Status

o Stop Dialog

Then enter an action description.

If a Set Properties button appears next to the newly added action, click on Set
Properties and specify details about the entity that this step in the dialog is taking
action on.

Like workflows, after a dialog creation we have to activate it. Dialogs are not available
for use unless activated. Please click on the Save button first in the top toolbar to
save the dialog, and then click on the Activate button to activate it. Click on OK
when the confirmation dialog pops up.

Once activated, the dialog properties and logic are read-only. To edit these, we have
to deactivate the dialog using the Deactivate button in the top toolbar.

A dialog is a type of process in Dynamics CRM 2011 that displays the input forms and data
that a user needs at each step while interacting with a customer or following a process that
requires user input. A dialog is a very powerful tool to have branching logic that is based on
input from the person stepping through a case, phone call, or any other customer interaction.

A dialog can only be run through the Microsoft Dynamics CRM 2011 web application
and is not supported in Microsoft Dynamics CRM 2011 for Microsoft Office Outlook with
offline access.
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After developing a dialog, the dialog can be accessed via the following URL:

http://CRMServer Name/Org Name/cs/dialog/rundialog.aspx?DialogId=Dial
ogID&EntityName=EntityLogicalName&ObjectId=EntityObjectId

Here we will see the following:

» CRMServer Name isthe name of the Microsoft Dynamics CRM server
» Org Name is the organization name
» DialogID is GUID of the dialog that we want to run

» EntityLogicalName is the entity logical name of the primary entity of the dialog
that we want to run

» EntityObjectIdisthe GUID of the primary entity record

We might try to split a complex dialog into child dialogs and invoke all of those
s child dialogs from a parent dialog. However, that is not supported.

Querying Dynamics CRM data in a dialog

In this recipe, we will find out how to retrieve Dynamics CRM data and use them in a dialog.

Getting ready

Sometimes, in the Prompt and Response section we would like the user to select a response
from existing CRM data. Here we will discuss how we can retrieve CRM data and display them
in a dialog.

There are two basic ways to achieve this: one using the Lookup variables in a dialog and the
other using the Query CRM Data action. Let us have a look at both the approaches here.

How to do it...

Perform the following steps to query CRM data and display the data in a dialog:

1. Open the dialog designer page where CRM data has to be queried.
Now, we will delve into both the approaches of retrieving CRM data one by one.
First, we will find out how to query CRM data using a 1ookup field.

2. To configure a Lookup response type in the Prompt and Response page, we have to
provide a reference entity and the reference field.
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Let us take an example here. Assume that we want to provide a lookup to a user
to select from existing accounts to associate it with a lead record in a dialog. The
following screenshot displays the Prompt and Response page configuration for
this example:

General
Statement Label * |Select Customer record
Prompt Details
Prompt Text * -
e
IUse Lookup to find Customer record
Tip Text "
e
Response Details
Response Type |Lookup LI Log Response * Yes = Mo
Reference Entity * ILead ;I Reference Field ICustomer

We can observe that the Reference Field drop-down box shows only

those fields that are a parent of the Lead entity type. Hence, using
’ this method we can query only the parent entity records in a dialog.

3. The following screenshot illustrates the user experience when the dialog runs:

Use Lookup to find Customer record

13 1Look Up Record - Webpage Dialog . k.

Look Up Record
Enter your search criteria and click Search to find matching records. Filter your results and view different columns of data by
using the View options, Then, select the record you want and click OK.

Look for: [ Account =] T show only My Records
View: IAccuunt Lookup View ;I
Search: ISE:\I'CthI records gl
| Account Name | Account Number | Primary Contact | Addr@
i_.} A Store (sample) ABS54G45 Adrian Dumitrascu (sample]  Rent *
] .__} Advanced Components (sample} ACTBEDCS Brain LaMee (sample] Dallz
I (L fstardaite Easimmant feamelal ABEIDLIIT s Eemeris et canel T
4 r
1-14 of 14 (0 selected) Pagel
oK H LCancel

Click. Ihttp: /lacalhost/Packt/_controlslookup/lockupinfo.aspx?# €8 Local intranet | Protected Made: On
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4. Let us now discuss how to query CRM data using the Query CRM Data action. To use
this action, let us take an example of allowing a dialog user to select a Contact whose
City is already selected by the user in a previous step in the dialog.

5. The next step is to add a variable (City) to store the user-provided city. The following
screenshot displays how that can be done:

~ Variables
Mame Data Type Default Value
City Single Line of Text Chicago

6. Then, add a prompt and response for requesting the user to enter the city
information. A default value is selected as the default value of the added
City variable.

General

Statement Label * |Gather City information

Prompt Details

Prompt Text *

e provide a City

Tip Text

Response Details

Response Type ISln-;lIe Line LI Log Response * Yes Mo

Data Type [ Text =1 Default Value {City(Dialog)}

7. Then, we have to assign the user-provided city to the City variable, after which we
have to add an assign value action to the dialog;:

(General

Statement Label * ||Assigr1 the City to the Dialog Variable

Assign Value Details

Type ¥ Variable  Input Argument
MName ICit}' =1
Value {Response Text(Gather City information])}
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8. Thereafter, we have to add and define the Query CRM Data action. In the dialog, we
would use the user-provided city information as shown in the following screenshot:

General

Statement Label * IFetch Contacdts from the selected City
Query Details

Design Mew Modify Query Variables

=fetch version="1.0" output-format="xml-platform™ mapping="logical” distinct="false">
< entity name="contact™>
<attribute name="fullname" />
<attribute name="telephonel” />
<attribute name="contactid” />
<order attribute="fullname” descending="false" />
<filter type="and">
< condition attribute="addressl_city” operator="eq” value="Variablel™ />

< ffilter=
< fentity>
= /fetch=
XML Values
. . Mame:
WVariablel {City(Dialog)}
Type:
Operatar:

9. Then, add a check condition to find whether the previously added Query CRM Data
Fetch XML query has returned the data or not:

E Clear

¥ Fetch Contacts from the sel., Records Is Greater Than

(=]

10. If the data has been returned, we will add a prompt and response to allow the user to
select a Contact record matching the selected city information:
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General

Statement Label * ISeIect Contact from the City
Prompt Details

Prompt Text * -

=

Select Contact

Tip Text

Response Details

Response Type |Dption Set [picklist) j Log Response * Yes = Mo
Data Type IT-':xt ;l Default Value I
Provide Values = Define Values

% Query CRM data

Query Variables [Feten Contacts from the selected City =1 Columns W Euil Name

Separator | I_ E

Preview |Full Hame

11. The final dialog steps look like the following screenshot:

~Page: Contact for selected City

* Gather City information

Prompt and Response: View properties
Prompt: Please provide a City

# Assign the City to the Dialog Variable
Assign Value: City View properties
# Fetch Contacts from the selected City
Querny: View properties
¥ Select Contact from the City
If Fetch Contacts from the selected City-Records = [0], then:
~Page: Select Contact from the City

# Select Contact from the City

Prompt and Response: View properties
Prompt: Select Contact from the City
Response: Full Name
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In this recipe, we have discussed two ways to query the CRM data to be used in a dialog.
Both ways have their own pros and cons. The following table compares the two approaches:

The Lookup field

The Query CRM data action

The user can search records on any
columns included as view columns in the
quick find view.

The user can sort the records.
The user has access to all the records of

This approach can only use the lookup
view defined for the entity; a filtered list
to perform the lookup against cannot be
provided.

Navigation around hundreds of records
is relatively easy using the out-of-the-box
entity view grid.

the response field via the available views.

This approach presents the user with an option
set populated with data returned by the query.
The user cannot search records.

The user cannot sort the records.

The user can only access the records returned by
the query.

A filtered list can be provided using the Fetch XML
query.

As data is displayed using option sets, navigation
around hundreds of records is difficult.

With these comparative differences, the lookup field approach should be used

when we want users to be able to search and select a record interactively. On

y the other hand, the query CRM data approach should be used when we want
to provide users with more structured data to select from.

Monitoring the workflow execution status

In this recipe, we will delve into monitoring the status of a workflow execution. The following
section will brief you on the the need and source of the workflow execution status.

376



http:///

Chapter 10

Getting ready

The need to know the execution status of a workflow is very important. As workflows are
asynchronous in nature, they do not execute when they are run; rather, workflows are queued
up and run in an asynchronous nature. The status of workflow execution can be determined
from system jobs.

How to do it...

Perform the following steps to determine the status of a workflow execution:
1. Login to the Dynamics CRM 2011 organization as a system administrator or a user
with appropriate rights on the System Jobs entity.
2. Navigate to Settings | System | System Jobs.
3. The System Job views will list every record of the type System Job, including workflows.

4. To filter the workflow records, click on the More Actions tab in the actions toolbar as
shown in the following screenshot:

System Jobs
ISear-:h for records pe) Entity: IAII
= x
[T | SystemJoH BquDeIete | Regarding | Status Reason | Owner
MG Warkflow Enable/Disable Filters Method Ty Tvonne McKay (sar  Succeeded Packt Admin
™G4 Workflow Save Filters to Current View  |Method @}y Yvonne McKay (sar  Succeeded Packt Admin
r @" Bulk Delet Save Filters to Mew View Succeeded SYSTEM
Fl?@* Bulk Delet Set View as Default View Succeeded SYSTEM
I E@‘ Bulk Delet C I Succeeded SYSTEM
_ ance
r @"' Bulk Delet Succeeded SYSTEM
= Resume
- @‘ Bulk Delet Succeeded SYSTEM
= Post .
TG mport ostpone w3l CCA Adtions.csv  Succeeded Packt Admin
[ Transform Fause ¥ CCA Adions.tsv Succeeded Packt Admin
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5. Then, a drop-down icon will appear against all the columns in the current view. Click
on the icon next to System Jobs Type, and then select only Workflow and click on OK
to apply the filter as shown in the following screenshot:

= [=] | K | More Actions -

N System Job Type |E| | System Job Name
™ G Warkflow & Reset Filter -
™ G Warkflow 2l sotatoz

!‘E‘g* Bulk Delete il Sart 7 to A
I B Bulk Delete
I 5# Bulk Delete
I 5# Bulk Delete
7 5# Bulk Delete
B¢ import r Select All

[ G# Transform Parse D system Event
!‘E‘g* Import File Parse Bullc E-mall
FE‘@* Import

FE“@* Transform Parse O
FE“@* Import File Parse
FE“@* Import

™ G# Transform Parse D

™ G# Import File Parse

I~ B mport I
FE‘@* Transform Parse O

B  tovmoc Eila Daeea
1 - 26 of 26 (0 selected)
oK

All # A | = | |

Contains Data

Contains Mo Data

Custam Filter...

Import File Parse

Transform Parse Data
Import

Activity Propagation
Duplicate Detection Rule P...
Bulk Duplicate Detection
SO Data Collaction
Workflow

Quick Campaign
Matchcode Update -

min I ninininininininls|

Cancel |

6. Once the workflows are filtered, check the Status Reason column. This column will
tell us the status of the workflows. We can apply a filter to this column using the
previous step.

7. The following actions can be performed on a Workflow system job:

o Cancel
o Resume
o Postpone

o Pause
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To perform any of these actions on a workflow, select the workflow from the list and
then click on More Actions in the actions toolbar. Then select any one of the actions
as shown in the following screenshot:

= [=] | X ||More Acions -

r System Jok
IVG,@ Workflow
M ¢ workflow

Bulk Delete

Enable/Disable Filters

Sawve Filters to Current View
Save Filters to New View
Set View as Default View
Cancel

Resume

FPostpone

Pause

If there is a problem with a workflow, it can be canceled, postponed, paused, or resumed.
However, there are a few restrictions around this.

A canceled workflow cannot be resumed.

No action can be applied on a workflow that has been successfully completed.

Each time a workflow rule is triggered, a system job is created. These jobs carry a status, and
when a failure is experienced, they are stamped with an error code and an error message and
are set to a Waiting status.

A workflow with a wait condition can also be displaying the status Waiting. But unless the
system job is stamped with an error message, all waiting workflows may not have an error.

If a system job fails, the details about which steps failed and what the
problems may have been can be viewed as well. To do so, at first the
system job record has to be opened. To display details about system job
failures, the cursor has to be moved over the warning symbols.

To view system job failures in a format that can be printed or copied and

pasted, click on the Print button.
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There could be a number of reasons why Dynamics CRM workflow instances fail to complete.
It is important to regularly check for failed workflows to ensure the integrity of the system.

A failed workflow instance can indicate:

» A workflow rule operating under a user context that has insufficient
permissions assigned

» A badly written workflow logic

» Environmental issues / timeouts / system errors

» Asynchronous service-related issues
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